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1 THE ROLE OF ICT REGULATION IN ADDRESSING OFFENSES IN

CYBERSPACE

Authors: Marco Gercke, Director and Tatiana Tropina, Researcher,
Cybercrime Research Institute; and Christine Sund, Technical Officer and Youlia Lozanova,
Regulatory Analyst, BDT/ITU

1.1 Foreword'

In many countries around the world, information
and communication technology (ICT) in all its forms has
become a critical driver for growth and innovation.
Breakthroughs in the development of ICTs and the in-
novative use of these technologies and applications
play a pivotal role in helping governments respond to a
number of unprecedented challenges, ranging from
improving healthcare and education to addressing cli-
mate change to dealing with natural disasters. In this
regard it is necessary to highlight that in many ways,
societies have become highly dependent on ICTs. With
the growth in the number of private users and busi-
nesses relying on ICTs for the functioning of their eve-
ryday lives, ICTs should be seen as a critical part of
national infrastructures. This growing dependence on
ICTs represents a major potential vulnerability as even
brief interruptions to ICT-based services can cause sig-
nificant economic or social damage. As a result, as
countries’ reliance on ICTs increases, there is a growing
awareness that cybersecurity and the fight against cy-
bercrime must be taken more seriously. Given the link
between ICTs and political, social, and economic growth,
cybersecurity and cybercrime are now being consi-
dered as an important element in national develop-
ment agendas. Drawing on the experiences of both
developed and developing countries, this discussion
paper underlines some of the major challenges and
considerations.

Many countries are currently in the process of de-
veloping legal and regulatory frameworks for cyberse-
curity, including legislative frameworks for addressing
cybercrime. Because of its nature, addressing cyber-
crime challenges traditional regulatory approaches and
criminal law paradigms. Cybercrime and offenses in cy-
berspace traverse national borders and impacts mul-

tiple sectors and industries. Its crime scenes are in the
virtual world and evidence is typically electronic rather
than physical in nature. The “neighborhood” where cy-
bercrime occurs is the global network and thus it is —
just like in the real world — impossible to contain or to
monitor at all times. The diffuse and global nature of
the Internet implies that many, including international
stakeholders must be involved in coordinated res-
ponses to cybersecurity and cybercrime as criminals are
able to exploit vulnerabilities in one area to attack users
in many other places. Moreover, because cybercrime
stems from the use of evolving technologies, those
charged with policing cybercrime must be nimble
enough to keep pace with a rapid element of change.

In this context, traditional centralized models of
regulation — with the government at the top of hierar-
chical decision-making structures — might not be the
only solution for responding to cybercrime since mod-
ern global digital networks have evolved beyond direct
governmental influence. The Internet has eroded old
models of division of responsibilities between govern-
ment, private sector and civil society. In this regard, the
Internet requires the fight against cybercrime to be
based on multi-stakeholder involvement. This raises
new issues and concerns with regard to the roles and
responsibilities of various actors. Moreover, due to the
international nature of offenses in cyberspace there is a
pressing need for international harmonization of law,
standards, and protocols and for cross-border coopera-
tion in investigating and prosecuting cybercrimes. At a
domestic level, policy makers and regulators from dif-
ferent sectors must coordinate their activities, while
legislators must work to close loopholes in existing na-
tional legislation that facilitate cybercrime. The tools
and actions required to respond effectively to cyberth-
reats and to address cybercrime are evolving and must
be assessed within a wider context of national and in-
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ternational cross-sector approaches and collaborative
arrangements.

The urgent need to criminalize the misuse of ICTs
goes hand-in-hand with another trend — namely, the
ongoing transformation of the traditional role of ICT
regulators. Due to convergence and the rapid evolution
of ICTs, ICT regulators must now strive to address fac-
tors that impede ICT development and undermine con-
sumer trust while creating an enabling environment for
investment, fostering market growth, and ensuring digi-
tal inclusion for all. As a result, many ICT regulatory au-
thorities have found themselves involved in a range of
activities related to tackling offenses in cyberspace. In
some cases, these activities involve new duties and re-
sponsibilities, while other activities are direct expan-
sions of normal tasks of the ICT regulator. From this
point of view, fighting cybercrime can be seen as a part
of the broader trend of moving from strictly centralized
models of regulation towards more flexible and non-
hierarchical structures.

1.1.1 Purpose, scope and value of the paper

Maintaining cybersecurity and responding effec-
tively to cybercrime requires cooperation and coordina-
tion among a wide variety of stakeholders both within
and between countries. In light of the importance of
the ICT sector and the threats posed by cybercrime, this
paper seeks to develop an understanding of the nature
of the cybercrime ecosystem and to consider how the
mandates of ICT regulators are changing accordingly®.

The involvement of regulatory authorities in the
fight against cybercrime is a relatively new trend, which
is one of the reasons there is a basic lack of research on
the issue. This paper seeks to contribute to filling that
gap and to facilitate the discussion on the evolving roles
of ICT regulators in addressing offenses in cyberspace.
It provides ICT regulators and other interested parties
with examples of how regulators around the world are
becoming involved in addressing cybercrime, together
with some practical suggestions for how regulators may
address the challenges associated with this changing
mandate. The growth in cybercrime globally is raising a
number of challenges for regulatory frameworks that
these frameworks were not initially intended to ad-
dress. It is hoped that the ideas presented through this
paper will assist countries in better understanding what
steps need to be taken to put in place the necessary
regulations to effectively respond to these offenses.
These steps include ensuring that a system of policies,
laws and other resources are in place that criminalize

the misuse of ICTs and to investigate, prosecute, and
punish offenders.

To provide context for the discussion, the first part
of this paper (Sections 1.2 and 1.3) provides an over-
view of the cyberthreat environment, gives a general
introduction to cybercrime threats and challenges, and
explains their relevance for ICT regulation. Section 1.4
discusses the cybercrime ecosystem with a view to ex-
ploring the roles that different stakeholders have in
fighting cybercrime and the position of the ICT regula-
tor in this multi-stakeholder environment. Section 1.5
outlines some regulatory approaches and tools to ad-
dressing cybercrime. Section 1.6 explores in greater de-
tail the roles that the ICT regulator may play and the
contributions that the ICT regulator may make in the
fight against cybercrime both at present and going for-
ward. Section 1.7 concludes.

1.2 Introduction to cybersecurity,
cyberthreats and cybercrime’
1.2.1 What constitute cybersecurity and

cybercrime?

The term “cybersecurity” refers to various activities
such as the collection of tools, policies, security safe-
guards, guidelines, risk management approaches, train-
ing, best practices, and technologies that can be used
to protect the cyber environment and the assets of or-
ganizations and users. These assets include connected
computing devices, infrastructure, applications, ser-
vices, telecommunications systems, and the totality of
transmitted and/or stored information in the cyber en-
vironment. Cybersecurity initiatives aim to protect the
security of the assets of organizations and users against
relevant security risks in the cyber environment.” The
growing number of initiatives launched by international
organizations, national governments, and industry
players is a sign of the importance of cybersecurity. To-
day enhancing cybersecurity and protecting critical in-
formation infrastructures are essential to each nation's
security and economic well-being. Making the Internet
safer for both service providers and users has become
integral to the development of new services as well as
government policy.”

With countries’ growing reliance on ICTs, cyberse-
curity has risen to the top of some countries’ develop-
ment agendas. This trend goes far beyond the usage
and reliance of private users and businesses. ICTs are
increasingly used to manage critical national informa-
tion and networks. The growing dependence on ICTs
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makes critical infrastructures more vulnerable to at-
tacks, as even short interruptions to services can cause
significant damage. For instance, in 2004, when the
“Sasser” computer worm affected computers running
versions of Microsoft’s operating system Windows, US-
based Delta Airlines had to cancel several trans-Atlantic
flights because its computer systems had been
swamped due to the worm; the same worm also dis-
abled electronic mapping services of the British Coast-
guard for a few hours.® The result of the first analysis of
the Stuxnet computer worm, which was discovered in
2010, highlights that the impact on critical infrastruc-
tures may not only be a side effect of the attacks but
the key function of certain types of malicious software.

Cybersecurity is not only an issue for industrialized
nations that rely heavily on ICT infrastructure. It is an
important issue for developing countries. There is a
common misconception that developing countries have
too many basic “bread and butter” problems’ to worry
about (e.g., food and water supply, fighting traditional
crime, poverty reduction, etc.), and thus do not need to
attend to building a culture of cybersecurity or imple-
menting cybercrime legislation. Yet, the lack of appro-
priate regulation in the area of cybersecurity and
cybercrime can hinder these countries from reaching
fundamental development goals and risks opening a
new gap between developed and developing countries
and creating what could be termed as “the cybersecu-
rity divide”. This potential gap can deepen the digital
divide, undermine other efforts put in place to facilitate
economic and social development, and, as a result,
open a new schism “between (the) haves and have

8
nots”.

Deploying ICT infrastructure and establishing an ac-
cess point to global telecommunications networks
should be accompanied by measures to make these
networks secure, resilient, and robust. In addition,
promoting awareness amongst consumers about the
threats that accompany the use of ICTs’ and developing
appropriate legislation are necessary components of
ICT infrastructure and services rollout. Developing
countries need to address the call for international so-
lutions to fight cybercrime. Unless this is considered in
conjunction with the deployment of new technologies,
developing countries might find themselves confronting
the problem of being safe havens for cybercriminals
and unable to protect Internet users within their terri-
tory, in addition to dealing with ‘bread and butter’
problems. Putting in place the necessary framework to
take action against cyberthreats includes ensuring that
a country has policies, laws, and other resources in

place to criminalize the misuse of ICTs, as well as to in-
vestigate, prosecute, and punish offenders.

Once a country is connected to the global network,
it is likely that the users become targets for cybercrime
and the network’s vulnerability increases as a result.
This is an additional reason for developing countries to
attend to the issue of cybersecurity, particularly since
many such countries have focused on the deployment
of advanced technical solutions such as of wireless
networks. Although wireless networks enable the im-
plementation of affordable ICT solutions, using rela-
tively cheap technology and without huge
infrastructure investments,™ they are also considered
generally more vulnerable to attack than wired net-
works. In addition, the vulnerability of developing coun-
tries is heightened by the absence of legal and
regulatory frameworks to combat cybercrime; the lack
of an inherent culture of cybersecurity and awareness
among individual users and businesses; and inadequate
financial, technical and human resources. Ultimately, in
light of the interconnectedness of ICT networks, the
vulnerability of developing countries in this regard
represents a global concern.™

Although the term ‘cybercrime’ is used to discuss
the issue of cybersecurity in the broader context, a
clear line between cybersecurity and cybercrime can be
drawn. ‘Cybercrime’ is often defined as criminal acts
committed within computer networks, by the means of
computer networks, or against them,"” while the term
‘cybersecurity’ refers to as a complex set of measures,
tools, policies and concepts to prevent cybercrime and
related offenses. Deterring and preventing cybercrime
can thereby be seen as an integral part of a cybersecu-
rity and critical information infrastructure protection
strategy. However, analysis of cybercrime focuses the
investigation and criminalization of certain offenses, as
well as their prevention and deterrence, while cyberse-
curity includes topics that extend beyond merely fight-
ing cybercrime. Moreover, cybersecurity deals with the
organizational, technical and procedural aspects of pro-
tecting the integrity of ICT networks against attacks,
such as developing less vulnerable technologies.13

The legal, technical and institutional challenges
posed by threats to cybersecurity and cybercrime are
global and far-reaching and can only be addressed
through a coherent strategy. In this regard, the ITU Sec-
retary-General launched the Global Cybersecurity
Agenda (GCA)** on 17 May 2007, alongside partners
from governments, industry, regional and international
organizations, and academic and research institutions.
The GCA establishes a global framework for dialogue
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and international cooperation with seven main strate-
« 15 « o
gic goals ™, built on five work areas:

*  “Legal measures” focuses on how to address the
legislative challenges posed by criminal activities
committed over ICT networks in an internationally
compatible manner.

e “Technical and Procedural Measures” focuses on
key measures to promote the adoption of en-
hanced approaches to improve security and risk
management in cyberspace, including accreditation
schemes, protocols, and standards.

e “Organizational Structures” focuses on the preven-
tion, detection, response to and crisis management
of cyberattacks, including the protection of critical
information infrastructure systems.

e “Capacity Building” focuses on elaborating strate-
gies for capacity-building mechanisms to raise
awareness, transfer know-how, and boost cyberse-
curity on the national policy agenda.

e “International cooperation” focuses on interna-
tional cooperation, dialogue, and coordination in
dealing with cyberthreats.16

The GCA notes that the development of adequate
legislation is an essential part of a cybersecurity strat-
egy. This requires first of all the necessary substantive
criminal law provisions to criminalize acts such as com-
puter fraud, illegal access, data interference, and child
pornography.17 The fact that provisions exist in a coun-
try’s criminal code that are applicable to similar acts
committed outside the network does not mean that
such provisions can be applied to acts committed over
the Internet.'® Therefore, a thorough review and analy-
sis of current national laws are vital to identifying any
possible legislative gaps.

In addition to the need for appropriate substantive
criminal law provisions, law enforcement agencies re-
quire the necessary tools and instruments to investi-
gate cybercrime. Such investigations themselves
present a number of challenges. Perpetrators can act
from nearly any location in the world and take meas-
ures to mask their identity.’® The tools and resources
needed to investigate cybercrime are quite different
from those used to investigate ordinary crimes. Fur-
thermore, as an increasing number of cybercrimes have
an international dimension,” the legal framework must
therefore also facilitate international cooperation.21
One of the key demands of investigators handling trans-
national investigations is an immediate reaction of their
counterparts in the country where the offender is lo-

cated.? Traditional instruments of mutual assistance do
not, in most cases, meet the need for speedy action re-
quired by investigations dealing with the Internet.

Creating a criminal law framework for addressing
cybercrime must be complemented by other measures.
The ICT sector is highly decentralized, and responding
effectively to cybercrime requires a decentralized ap-
proach. As a result of the shift from monopoly to com-
petition, ICT infrastructure is owned and operated by a
diverse group of service providers and private infra-
structure owners. The interdependence between the
providers of backbone services and the providers of
dependent services is increasing. Moreover, peer-to-
peer technologies allow millions of end-users of ICTs to
become service providers in their own right allowing
them to share music or any other files.”® Centralized
approaches to cybersecurity alone cannot be effective
in such a decentralized network environment. An effec-
tive cybersecurity strategy therefore requires a com-
prehensive approach that includes engaging a variety of
different stakeholders in the task of protecting and
maintaining the integrity of global ICT networks.

Deterring cybercrime extends beyond the imple-
mentation of an appropriate criminal law and enforce-
ment framework; it can include preventive measures,
as well as self-regulatory and co-regulatory approaches.
Although the adoption of appropriate legislation
against the misuse of ICTs for criminal purposes is one
of the most important prerequisites to building cyber-
security, at the national level, a cybersecurity strategy
should be considered a shared responsibility among
policy makers, regulators, the private sector, and citi-
zens. There must be coordinated action related to pre-
venting cybercrime and preparing for, responding to,
and recovering from cybersecurity incidents.

The development and sustainable functioning of a
country’s ICT network in general implies that the ICT
regulator has a central role to play with respect to cy-
bersecurity. In many countries, Internet consumer
safety and consumer protection** have already become
an issue for the ICT regulator. Consumer protection, for
example, has now broadened beyond quality of service
issues to include protection from cybercrime.25 More-
over, the end-users of ICT services are both targets for
cybercriminals and simultaneously a security risk to the
integrity of the network by acting as unwittingly entry
points to the network for dissemination of malicious
software, viruses, worms and the like. Indeed, end-
users probably represent the principal security risk to
the network.”® ICT infrastructure and service providers
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can safeguard most of the physical components of the 1.3 Setting the scene®

network, but they cannot guard against the potentially

destructive data and software placed on the network  1.3.1 Offences in cyberspace

by end-users. ICT regulators are thus becoming increas-

ingly involved with various activities associated with There is_no_single_definition_of cybercrime® but

cybercrime, including investigation, enforcement, pre-  there are certain categories of offences that are linked

vention and awareness raising. to it. Box 1.1 summarises the different categories of of-
fences representing a growing concern for ICT regula-
tors.

Box 1.1: Different types of cyber-offences

lllegal access

lllegal access is one of the most traditional offences, often associated with the term “hacking”.?® One example of such an
offence is the circumvention of a password requirement or other protection mechanism in order to access a system or data,
without authorisation. Following the development of computer networks, this crime has become a mass phenomenon.”

Data espionage

Data espionage refers to the act of obtaining data without authorisation. As sensitive information is often stored in com-
puter systems that are connected to networks, offenders can try to access this information remotely. As a consequence, the
Internet is increasingly used to obtain trade secrets.*

lllegal interception
With the increasing use of email in general and the use of wireless Internet access, often non-secured and un-encrypted, the
opportunities for illegal interception multiply.

Data interference

Data interference, like illegal access, involves attempts to destroy or alter data by inserting malware such as viruses or
worms, and is among the more traditional cybercrimes. Offenders can manipulate data to create backdoors through which a
computer can be accessed or controlled from outside or install spyware or key loggers, which record the keystrokes of users,
and send this information to criminals.

System interference

As with computer data, computer systems can be manipulated. The insertion of malware, as one type of system interfer-
ence, can affect the functioning of a computer system. Another example is a denial-of-service attack, where a massive num-
ber of requests or “hits” are sent to a computer system in order to hinder its operation. Such attacks can be committed
through powerful distributed botnets.**

Fraud and computer-related fraud

Fraud and computer-related fraud constitute typical offences related to cybercrime. Credit card fraud, advance fee fraud,
Internet marketing and retail fraud and auction fraud involving electronic auctions platforms over the Internet are just some
examples of fraudulent means of using the Internet and other technology.

lllegal content

The activities of criminals in disseminating illegal content range from making available child pornography and hate speech, to
running illegal gambling websites. The dissemination of illegal content such as instructions on how to make explosions or
organize terrorist attacks is also a serious concern.

Spam
Spam refers to the emission of unsolicited bulk messages. Today, e-mail provider organizations report that as much as 85 to
90 per cent of all e-mails are spam.*

Copyright violations

Copyright violations have moved online to sharing systems like peer-to-peer-based networks providing direct connectivity
between participants in networks instead of communicating over conventional centralized server-based structures. This en-
ables users to share files and data, often with millions of other users. File-sharing systems can be used to exchange any kind
of computer data, including photos, music, movies, software, and even sensitive personal documents.®

Identity-related crimes
While most thieves still obtain personal information through traditional rather than electronic channels®, this type of of-
fence represents a growing concern as more data, services, and transactions are moved to global networks.
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All the crimes outlined above either target end-
users or represent a threat to the normal functioning of
ICT networks. Some of these offences such as fraud,
scams, spam, illegal or harmful content, especially con-
tent related to child pornography, are recognised as be-
ing Internet security concerns for consumers. >
Although many ICT regulators have responsibility for
consumer protection, they often do not have sufficient
powers and resources to address these types of con-
cerns, many of which are treated primarily as criminal
law, rather than regulatory, matters. Some of the
crimes also fall within the jurisdiction of other national
regulatory bodies such as data protection agencies.
When various agencies have overlapping mandates re-
lated to a certain type of crime, then these agencies
must work together to coordinate their activities with
respect to the crime. For example, in the Netherlands,
the ICT regulator OPTA cooperates with the Data Pro-
tection Authority on the issue of addressing spam.®

The impact of various cyber crimes is different for
developed and developing countries. For instance, in
developed countries, spam is not only a nuisance but
also poses a risk due to the malware and harmful con-
tent it can contain; spam also poses a threat to users’
privacy and to the security of users’ personal identities
through phishing and the like.>” Developing countries
face these same spam-related issues. However, in de-
veloping countries, spam represents a major problem
for the general functioning and use of ICT networks, as
it constitutes a heavy drain on resources that are
scarcer and costlier in developing countries than else-
where.*® Due to the limited availability of Internet re-
sources, many users in developing countries rely on
free, web-based email services with generous storage
limits, which are particularly targeted by spammers.
The cost of receiving and deleting spam over low-speed
lines, for which charges often accrue on a minute by
minute basis, also represents a significant cost for the
users in developing countries. In essence, this means
that the growing level of spam has the same overall ef-
fect as a denial-of-service attack.* Moreover, because
developing countries have less effective security meas-
ures and protection, computers on broadband net-
works are often compromised and hijacked to send
spam and to perpetrate other undesirable activities. In
some cases, the emails of entire networks are rejected
(“blackholed”) by recipients due to the failure of the
networks to deal with these problems.*® ICT regulators
in a number of developed states have already become
involved in addressing this problem at both the national
and international levels. For stakeholders in developing
countries, focused capacity building is still needed.

1.3.2 Challenges related to fighting

cybercrime

There are unique challenges associated with inves-
tigating, prosecuting, and preventing cybercrime. Exist-
ing approaches to regulating the ICT sector and to
policing criminal activity are not well-adapted to the
particular nature of cybercrime. These existing ap-
proaches have been designed to address issues in the
“real” world, as opposed to the virtual world, and are
generally country-specific, as opposed to the borderless
nature of the Internet. This section outlines the main
challenges related to fighting cybercrime; strategies for
addressing cybercrime must take into account these
issues.
1.3.2.1 Number of users

The popularity of the Internet and its services is
growing fast, with over 2 billion Internet users world-
wide by the end of 2010.*' In 2005, the number of
Internet users in developing countries surpassed the
number in industrial nations.** The rising number of
Internet users poses a challenge for law enforcement
agencies since there are literally millions of people who
have the means and opportunity to perpetrate cyber-
crimes. Developing a suspect list for a particular cyber-
crime is thus very difficult given the potential number
of individuals who could be involved. At present, it is
difficult to automate the process of vetting suspects.
Thus, investigating who may be involved in a cyber-
crime is a labour-intensive and time-consuming process.

The large number of Internet users who do not
have a good understanding of how to protect them-
selves while on-line also poses a significant problem
with respect to preventing cybercrime. This lack of un-
derstanding is exploited by criminals.*”® Those engaged
in cybercrime prevention, consumer protection, and
general awareness-raising, including ICT regulators, face
the challenge of educating an ever-growing number of
users.
1.3.2.2 Availability of tools and information

There are ample materials available on the Internet
that provide guidance on how to commit various types
of cybercrimes. Cyber criminals do not require in-depth
technical knowledge; they are able to commit a range
of cybercrimes by employing easy-to-use software de-
vices and tools that are designed to locate open ports
or break password protection.44 This problem is com-
pounded by the fact that it is difficult to contain the
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availability of these devices and tools due to mirroring
techniques and direct peer-to-peer exchanges.”” Thus,
virtually any computer user has access to the means
necessary to commit cybercrime. Moreover, in addition
to specific software, potential offenders can find a
range of instructions on how to commit online as well
as offline crimes on the Internet. “Googlehacking” or
“Googledorks”, for example, describes the use of com-
plex search engine queries to filter many search results
for information on computer security issues.*®

Figure 1.1: Difficulties in tracing offenders
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In response to this challenge, some countries have
put in place procedures and measures to restrict the
free use of public Internet access points. These kinds of
preventive measures illustrate how cybercrime can in-
directly disrupt the facilitated availability of ICT tech-
nologies. This approach can be dangerous for countries,
especially for developing states that are developing and
promoting access to Internet technologies for consum-
ers who do not have the opportunity to obtain Internet
access in any other way but through public points such
as cyber-cafes, Internet access points in libraries and
schools, etc. The real challenge for ICT regulation is to
find a balance between strict preventive measures
availability and access to Internet services.

1.3.24 Missing mechanisms of control

As is often pointed out, the Internet was originally
designed as a military information network*® based on
a decentralized network architecture designed to main-
tain functionality even when components of the net-
work were attacked. As the Internet was not originally
designed to facilitate criminal investigations or to pre-
vent attacks from inside the network, undertaking in-
vestigations that require a centralized means of control
poses unique challenges.* One example of the prob-
lems posed by the decentralized nature of the Internet
is the ability of users to circumvent filter technology50
by using encrypted anonymous communication ser-
vices. Developing centralized mechanisms of control
requires the cooperative participation of a range of
stakeholders at the national, regional, and international
levels in formulating cybersecurity strategy.

1.3.25 International dimension

Cybercrime often has an international dimension.
One consequence of the protocols used for Internet
data transfers that are based on optimal routing is the
fact that many data transfer processes affect more than
one country. Moreover, offenders do not necessarily
need to be located in the same jurisdiction as their tar-
gets. (See Section 1.3.2.6, below). Where cybercrime
crosses national borders, the related cybercrime inves-
tigations need the cooperation of law enforcement
agencies in all of the affected countries since interna-
tional law principles related to national sovereignty51
do not permit investigations within the territory of
other countries without the permission of local authori-
ties.”* However, the formal processes, requirements,
and time needed to collaborate with foreign law en-
forcement agencies often hinder investigations53 as cy-
bercrime investigations tend to be very time-sensitive.

As a consequence, offenders may deliberately include
more than one country in their attacks to make investi-
gation more difficult.>*

The international dimension of cybercrime has im-
plications for the strategies adopted by ICT regulators
to promote cybersecurity. Where the regulator has re-
sponsibilities that relate to cybercrime, for example,
policing spam, the regulator will face the same sort of
challenges to effective enforcement experienced by law
enforcement officials and intelligence agencies.55 Gov-
ernment actors, whether the ICT regulator, law en-
forcement officials, or intelligence agencies, face the
same critical issue: it is nearly impossible to ensure ef-
fective crime prevention within one country or one re-
gion due to the interconnectedness of networks.>® ICT
regulators must cooperate with agencies in other coun-
tries when investigating cybercrimes, and therefore will
face the same challenges related to coordinating re-
sponses to cybercrimes and the consequent time de-
lays as law enforcement officials and intelligence
agencies.

The international nature of cybercrime also has
implication for legislators. Governments must seek to
harmonize national legislation, regulations, standards,
and guidelines in order to create effective regional and
international frameworks for fighting cybercrime. Cy-
bercriminals often exploit inconsistencies in the legisla-
tive and regulatory approaches of different countries to
avoid detection, prosecution, and conviction.
1.3.2.6 Independence of location and presence
at the crime site

Another challenge for law enforcement agencies is
that cybercriminals do not necessarily need to be pre-
sent at the same location as the target. Offenders can
therefore act from locations where there is a lack of ef-
fective cybercrime legislation or weak enforcement of
such legislation, or both. Preventing “safe havens” is
therefore one of the key goals when considering inter-
national approaches to fighting cybercrime.>’

13.2.7 Automation and resources

Cybercrime offenders can often use automation to
scale up their activities. As an example, many millions
of bulk spam messages can be sent out using auto-
mated processes within a short time frame. Hacking
attacks are also often automated,”® with as many as 80
million hacking attacks occurring every day.59 This is
possible with the help of software tools that can attack
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thousands of computer systems in hours. Offenders can
make great profits by automating processes and de-
signing scams that are based on a high number of of-
fences with a relatively low loss for each victim. %
However, it is not only the automation that causes diffi-
culties in investigating and preventing cybercrime.

Offenders can use botnets to commit powerful at-

tacks, such as the attack against computer systems in
Estonia.®* Analysis of the Estonian attack suggests that

Figure 1.2: Example of a botnet attack

it was committed by thousands of computers within a
“botnet” or group of compromised computers running
programs under external control.®? Over the past few
years, botnets have become a serious risk to cybersecu-
rity.%® The size of a botnet can vary, from a few com-
puters to more than a million computers working
together.64 The figures in Box 1.3 give an indication of
how a botnet operates and the scale and power of the
networked structure of an attack.

Step 1: Sending out virus that is
infecting computer and enables |
the offender to take over the
control

Step 2: Offender sends
order to start the attack

Target
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Botnets represent a threat for both network secu-
rity and consumer protection. As such, botnets fall
within the mandate of many ICT regulatory authori-
ties.® ICT regulators thus need to be involved with de-
veloping regulatory instruments to fight botnets.
Regulators should also endeavour to cooperate with
the ICT industry to take down botnets and to raise con-
sumer awareness about botnets, the risk posed by
them, and measures that should be taken to guard
against them. Raising consumer awareness in this con-
text extends beyond mere consumer protection to en-
compass measures to ensure the overall security of ICT
networks.
1.3.2.8 Encryption technology and innovation

Another factor that can complicate the investiga-
tion of cybercrime is encryption technology,66 which
protects information from being accessed by unauthor-
ised people. Like anonymity, encryption is not new,®’
but computer technology has transformed the field. It
is now possible to encrypt computer data with a simple
click of the mouse or keyboard, making it difficult for
law enforcement agencies to break the encryption and
access the data. Offenders are already widely using en-
cryption technology to mask their activities. Likewise, it

has been reported that terrorists are also users of en-
cryption technologies.68 The availability of technologies
designed to break encryption codes constitutes a key
tool in the fight against cybercrime.69

The rapid pace of innovation in the ICT sector can
result in gaps in the legislative and regulatory cyberse-
curity framework. The challenge for the legislator is the
delay that exists between the recognition of new types
of offences and the adoption of amendments to appli-
cable legislation. Furthermore, as discussed above, this
legislation cannot be drafted in isolation due to the
cross-border and truly international nature of cyber-
crime. Participation in the process of regional and in-
ternational harmonization of laws, regulations,
standards, and guidelines must therefore be an ongoing
activity.

The unique nature of cybercrime poses challenges
that traditional approaches to preventing, investigating,
and prosecuting crimes are not well-adapted to meet.
Legislators, law enforcement agencies, ICT regulators,
and other stakeholders must devise and deploy new
approaches and tools to fight cybercrime while keeping
an eye on adverse effects of ever more complex tech-
nologies (see Box 1.2).

Box 1.2: Clean-slate design of Resilient, Adaptive, Secure Hosts (CRASH)

Cybersecurity has become a major concern across the world. The number of attacks, the sophistication of the attackers, and
the monetary damage have all been increasing at exponential rates for several years.

Rather than attempting to eliminate or mitigate the risks associated with today’s IP-networks, an alternative approach may
be to act at the root of the problem by rethinking computer systems we use today in order to make them more resilient in
the face of cyber-attacks. This involves completely new ways of designing computer systems (both hardware and software)
so that computers adopt the survival strategies of organisms and societies. The immune systems of higher organisms, for
example, include "innate" elements that are fast and deadly, but deal with a fixed set of pathogens that are always in the
environment. But they also include a second "adaptive" system that responds more slowly but can mount adaptive re-
sponses to novel pathogens. Moreover, these systems interact. Such biological systems invest enormous resources into self-
defence at a level that any self-respecting computer designer would regard as untenable. But according to some analysts,
the trade-offs for computers are today more like those for biological systems: resources are abundant and the lack of adap-
tive self-defence can be fatal.

As aggressive scaling takes micro-electronics to ever finer geometry, soon devices will not work like "ideal" and "perfect"
switches but will rather begin to be unreliable. These "attacks from nature", transient errors, and high device failure rates,
are different from cyber-attacks; cyber attacks are conscious attacks on specific targets that have value to the attacker. Thus
if we are to continue to reap the benefits of Moore's law, we will have to begin to design processors to be resilient to device
failure. In both cases the standard tools of self-adaptive computation will prove to be key: self-monitoring, diagnosis, and
repair.

Source: Adapted from DAPRA paper on “Clean-slate design of Resilient, Adaptive, Secure Hosts (CRASH), June 2010, at:
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1.4 The cybercrime ecosystem:
An overview of roles and
responsibilities™

Fighting cybercrime requires effective international
cooperation and coordination on cyber-related issues in
order to ensure that cybercrime policies are coordi-
nated at the national level.”* Moreover, an effective
strategy to combat cybercrime requires a multi-
stakeholder approach that is implemented at the na-
tional level. Efforts by national governments to estab-
lish policies and legal measures should be supported by
the technical and economic expertise of the private
sector and the readiness of civil society, and should be
facilitated by the activities of intergovernmental and
international organisations.72 This section briefly dis-
cusses the cybercrime ecosystem and highlights the
roles, responsibilities and activities of the main stake-
holders in this field, as well as the tools to fight cyber-
crime. This discussion will provide a framework for
further analysis of the role of the ICT regulator in com-
bating cybercrime.

14.1 Cybercrime ecosystem

The cybercrime ecosystem is a multi-stakeholder
environment where the tasks to be undertaken can be
performed by different stakeholders or shared by two
or more stakeholders. Naturally, some of the roles are
determined by the authority and the power of the
stakeholders. For instance, at the level of the state only
a few actors can exercise the mandate of policy-making
or law-making. However, with the rising importance of
co-regulation and self-regulation, more and more play-
ers within industry are becoming involved in various
processes related to regulating cyberspace and ad-
dressing cybercrime.

With regard to the regulation of different sectors
and services that are affected by growing cybercrime,
such as banking (including mBanking and eBanking)
and telecommunications/ICTs, regulatory spheres can
overlap (e.g., finance and mobile technologies). Coun-
tries often give multiple agencies overlapping man-
dates to deal with the same issue. For example,
addressing spam may come under the jurisdiction of
the ICT regulator, crime units, and/or data protection
agencies. Critical information infrastructure protection
is another example of an issue for which multiple agen-
cies such as national security services, utility agencies
and ICT regulators,”® have overlapping responsibilities.
In this case, not only is there a need for cooperation
between the agencies, but different areas of regulation
also overlap with international matters, thus creating

the need for coordination with international and re-
gional bodies.

In order to illustrate the interactions between the
different stakeholders, the focus of analysis should be
shifted to the functions that need to be executed rather
than on the actors and the specific institutions involved.
A networked model” could be applied to illustrate the
truly cross-sector and multi-linked stakeholder ecosys-
tem and to promote the concept of what should be
done instead of who should do it (see Figure 1). In this
regard, each country can determine which actor or in-
stitution is best suited to hold this responsibility in light
of the country’s specific circumstances and situation.
14.2 The role of the State (public sector)

“National governments” are typically identified as
being among the principal stakeholders in fighting cy-
bercrime because of their mandate to lead in the de-
velopment of the national cybercrime and
cybersecurity strategy and to distribute responsibilities
and duties among the other stakeholders involved.”® In
this coordinating role, the government must ensure
that there is a framework comprised of policies, laws,
and other resources to protect the integrity of ICT net-
works and to investigate, prosecute, and punish cyber-
crimes. A 2007 Working Group on Internet Governance
(WGIG) report highlights the role of the national gov-
ernment in addressing the issue of cross-border juris-
diction and in developing tools and mechanisms such
as treaties and inter-agency cooperation to allow effec-
tive criminal investigation and prosecution of cyber-
crimes.”®

While it is clear that there is a role for “national
governments”, it is necessary to consider what this
term means in practice. “National governments” can
refer to the government as a symbol of national sover-
eignty, the highest level of government institutions that
deal with policy-making, or to different governmental
institutions and agencies working in the area of policy
implementation. Different states have different agen-
cies involved with addressing cybercrime and these
agencies also have different institutional designs. It is
therefore difficult to define the role of the “national
government” within the cybercrime ecosystem and to
identify which institutions are associated with this role.
Nevertheless, it is possible to distinguish between “high
level policy making”, where only a few government ac-
tors are involved in the decision-making processes, and
“policy implementation”, where a variety of different
agencies may be involved.
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The roles and duties of the national government in
fighting cybercrime include:

At the high policy making level

e Conceptualize and develop cybercrime policy and
establish a national cybercrime/cybersecurity strat-

egy;

e Coordinate policies and strategies on broader ICT
policies at the national level and coordinate efforts
to fight cybercrime at the national level;

e Develop policy and coordinate efforts to fight cy-
bercrime at the regional and international levels;

e Develop and adopt cybercrime laws and standards;
and

e Take part in the process of international harmoni-
sation of cybercrime laws (this task may be as-
signed to agencies at lower levels of authority
when the mandate for enforcement has been de-
termined).

At the policy implementation and institutional level
* Implement cybercrime policy;

e Coordinate cybercrime efforts at the regional and
international levels for policy implementation;

e Identify gaps in national legislation (e.g., in criminal
law statutes) and adopt measures to fill these gaps;

e Enforce cybercrime laws and regulation

e Build capacity among other stakeholders and build
awareness of cybercrime-related issues and cyber-
crime prevention strategies;

e Foster international, regional and sub-regional co-
operation;

e Develop mechanisms for collaboration with the
private sector, for example, through public-private
partnerships.

As policy- and law-maker, the national government
at the high level has the authority to give priority to the
problem of cybercrime. The government at the high
level also delegates the authority that flows from its na-
tional sovereignty to a variety of ministries and agen-
cies and equips these bodies, in addition to other
stakeholders, with the necessary legal and regulatory
measures to address cybercrime.

It is becoming extremely difficult for governments
to prevent and prosecute cybercrime on their own.”’
With the rapid changes in ICT technologies and the on-

going developments in this sector, government cannot
and should not be expected to compete with the pri-
vate sector’s expertise and resources.’® Instead, gov-
ernment is increasingly engaging in partnerships with
the private sector to fight cybercrime.79 While govern-
ments dominate the process of establishing and enforc-
ing legal provisions, particularly where the use of
coercive power is necessary, non-governmental stake-
holders that have practical experience in the ownership
and operation of ICT infrastructure have valuable skills
and knowledge to contribute.®

Due to the low reporting rates on cybercrime81 and
to a lack of resources, government authorities can do
little more than investigate and prosecute a “tiny frac-
tion”® of cybercrime. Accordingly, there is a growing
emphasis on the importance of adopting proactive
measures that seek to prevent cybercrime and to pro-
mote cybersecurity rather than relying on reactive
measures that address cybercrime once it has already
been committed (e.g., investigations and prosecutions).
Preventive measures include technical measures that
are aimed at protecting information systems and com-
munications (e.g., encryption, electronic signatures and
certificates, etc.), as well as efforts to foster under-
standing among users about cybercrime and current
threats (e.g., awareness-raising campaigns, guidelines,
alerts, etc.). The effective implementation of these
types of proactive, preventative measures requires the
engagement of non-governmental actors. Thus, while
the national government must take the lead in the fight
against cybercrime, the government cannot effectively
protect ICT infrastructure and the users of ICT services
without the involvement of non-governmental industry
stakeholders and the general public.

143 The role of businesses and the private
sector

Private actors have played a dominant role in driv-
ing innovation and in the overall development of the
ICT sector. As owners and operators of the infrastruc-
ture itself, industry players have a key role in the fight
against cybercrime. While government has the power
to establish the legal and regulatory framework for ad-
dressing cybercrime, the private sector understands the
changing and converging nature of the ICT environment
and has greater adaptability to new technologies and
their utilization. The competences and resources of the
government and the private sector thus complement
each other, creating a fruitful environment for volun-
tary collaboration.
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An important contribution that can be made by
private sector actors such as Internet Service Providers
(ISPs) relates to monitoring of the Internet. The gov-
ernment does not have the capability and resources
required to monitor the full volume of Internet com-
munications and transactions taking place at all times;
furthermore, the government is not in a position to col-
lect and store all existing ICT-related data. ISPs and
other sector actors are better placed to manage the
monitoring of potential threats such as viruses and
botnets and to store digital records of ICT-related data.
Successful prosecutions of and convictions for cyber-
crimes depend on a combination of the monitoring and
data management of ISPs and other sector actors® and
the government’s authority to enforce criminal law and
regulatory provisions related to cybercrime. Recent
cases, like Microsoft’s initiative to shut down a botnet
through court proceduresg4, illustrate that sector actors
are extremely interested in stopping criminal activities
taking place online and are willing to cooperate with
the government to do so.

Collaboration between government and industry
can be pursued in the form of public-private partner-
ships that may be conducted either as operational co-
operation for specific cases or as more long-term
initiatives. For example, ongoing collaborative efforts
could include joint initiatives to deliver training on cy-
bersecurity and to monitor and block illegal content on
the Internet; collaboration might also include setting up
networks of contact points in both the private and the
public sector.®>’

Collaboration between the state and sector actors
requires that care be taken to avoid breaching the
rights of private users. For example, efforts to monitor
Internet communication to detect threats must be bal-
anced with the privacy rights of users. The importance
of cybersecurity cannot be used to circumvent the pri-
vacy rights that users have in their personal information
and communications. Moreover, where the govern-
ment seeks access to data held by sector actors such as
ISPs, the government should be required to obtain a
warrant for such data. Sector actors should also be
aware that their collaboration with government may
render them an agent of the state for criminal law pur-
poses and that they may therefore be required to up-
hold the criminal procedural rights of their end-users,
including, for example, the right to be free from unrea-
sonable search and seizure.

The ICT sector can make an important contribution
to cybersecurity by implementing forms of co-

regulation and self-regulation.®® Co-regulation involves
regulation of industry by government and industry
working together, while self-regulation involves indus-
try regulating itself. Co-regulation represents a tougher
approach to regulation since there is still a threat of en-
forcement; by contrast, self-regulation is based on vol-
untary commitments that industry players make due to
industry self-interest (e.g., industry voluntary codes of
practice) or brand self-interest (e.g., unilateral codes of
conduct).’” One example of co-regulation is the Austra-
lian Cybercrime Code of Practice that was developed as
a result of joint efforts between the Information Indus-
try Association (lIA) and the Australian Securities and
Investments Commission (ASIC). The Cybercrime Code
outlines procedures for interaction between Internet
stakeholders, particularly ISPs, and law enforcement
with regard to e-crime. It also sets base criteria for the
retention of records.®® The Cybercrime Code provides
the private sector with a clear framework for collabora-
tion both within industry and externally with law en-
forcement agencies.

There are a range of potential benefits that flow
from collaboration between industry and the state. As a
number of papers have noted, such cooperation, along
with the development of co- and self-regulation, has
the potential to deliver even better results than crimi-
nal law enforcement.* Moreover, self-regulation and
co-regulation have become necessary complements to
centralized regulation in light of the decentralised archi-
tecture of the Internet and its borderless nature. Cen-
tralized state intervention is readily frustrated since
criminals can easily bypass traditional regulatory
frameworks.”® At the same time, over-regulation can
hamper the development of ICT networks and the
availability of ICTs. In this context, co-regulation and
self-regulation offer sensible approaches to managing
cybersecurity.

However, self-regulation and co-regulation have
their limitations when it comes to deterring cybercrime.
For instance, the enforcement by industry of codes of
conduct for regulating child pornography cannot alone
guarantee that the appropriate investigation of the
crime and prosecution of offenders is undertaken. The
protocols adopted by industry cannot completely pre-
vent certain forms of cybercrime, such as the distribu-
tion of child pornography. Thus, a proper legal
framework is necessary to prosecute offenders who are
able to circumvent industry protocols. Nevertheless,
the self-obligations adopted by the private sector can
ensure that safe havens for cyber-criminals do not exist
or emerge.
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1.4.4 The role of civil society, academia and

individual users

The various interests of civil society are usually rep-
resented by different groups performing a variety of
functions. Consumer groups, trade associations, non-
profit organizations, and mass media can play a key role
in raising awareness about cybercrime and in helping
citizens to understand that each person is an important
part of a larger ‘security chain’. These groups and or-
ganizations can also pressure the government to ad-
dress cybercrime issues. Civil society already plays an
important role in consumer protection campaigns and
in prgmoting cybersecurity awareness, tools and prac-
tices.”

As a part of civil society, academia can also be an
important player in addressing cybercrime. Both indus-
try and government appreciate input and analytical
studies on cybercrime-related topics from academic
communities, especially with regards to projections for
the future and ‘over-the-horizon’ perspectives.92 Uni-
versities are also carrying out research in cybercrime
and developing solutions based on new understandings
and emerging technologies. For example, academic re-
searchers have developed many key security algorithms
used to encrypt confidential data exchange and online
transactions. Universities are increasingly becoming in-
volved in joint industry-academia-government partner-
ships for delivering training programs.93 Independent
experts from academia, such as university professors,
can contribute to the harmonization of cybercrime leg-
islation and can assist countries with implementing in-
ternational standards.

Academic experts can also be involved in the activi-
ties of international organizations.” The ITU High-Level
Expert Group on Cybersecurity is an example of a part-
nership between academia and international organiza-
tions. The ITU High-Level Expert Group on
Cybersecurity included academia, research institutions
and individual experts.95 It was established as an advi-
sory body to assist ITU’s Secretary General in address-
ing concerns related to cybersecurity and cybercrime.

Cooperation with academia has become especially
relevant in the area of critical information infrastructure
protection. Some national Computer Incident Response
Teams (CIRTs), Computer Emergency Response Teams
(CERTs) or Computer Incident Response Teams (CSIRTs)
are even established and run by academic institu-
tions.”®

The end-user is also a critical component in the cy-
bercrime chain of actors. Many of the opportunities
exploited by the criminals in cyberspace directly result
from human error or a lack of understanding about the
importance of protecting personal data. Since cyber-
criminals constantly develop sophisticated social engi-
neering techniques and new kinds of malware, end
users need to be aware of how to create the necessary
level of individual security and how to keep this security
up to date.”” For individual users, prevention cannot be
limited to technical protection alone. On the contrary,
awareness campaigns should also focus on social engi-
neering techniques and other means that cybercrimi-
nals use.”
145 The role of regional and international
organizations

The trans-border character of cybercrime calls for
counter-actions that are coordinated on different levels
— national, regional, and global. Many international and
regional organizations are already engaged in dealing
with threats to cybersecurity and fighting cybercrime.
This includes the following organizations: ITU, Council
of Europe (CoE), INTERPOL, United Nations Office on
Drugs and Crime (UNODC), G8 Group of States, Organi-
zation of American States (OAS), Asia Pacific Economic
Cooperation (APEC), The African Union, The Arab
League, The Organization for Economic Co-Operation
and Development (OECD), The Commonwealth, Euro-
pean Union, Association of South East Asian Nations
(ASEAN), North Atlantic Treaty Organization (NATO) and
the Shanghai Cooperation Organization (SCO). More
information on the specific activities of the various re-
gional and international organizations active in this area
can be found in ITU’s publication Understanding Cyber-
crime: A Guide for Developing Countries™.

1.5 Addressing cyberthreats:
Understanding regulatory
issues and available tools’

This section explores the regulatory issues raised by
cyberthreats around the world today, as well as the
tools that may be used to address those issues. As will
be seen, the various stakeholders in the cybercrime
ecosystem can make use of a range of tools to fight cy-
bercrime. These tools can be administered under dif-
ferent policy and regulatory approaches, which will in
turn determine the scope and nature of the tools.

The main regulatory issues involve adopting consis-
tent and streamlined policies and regulations that in-
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clude clear definitions, unambiguous division of re-
sponsibilities among government agencies involved in
fighting cybercrime, and clear enforcement mecha-
nisms. At the same time, however, regulators and pol-
icy-makers should be mindful to avoid excessive and
disproportionate interventions in the market in order
not to stifle market players and ultimately market
growth. Moreover, an overly rigid legal and regulatory
framework for addressing cyberthreats will be unable
to adapt to new forms of cybercrime, thereby creating
gaps that can be exploited by cybercriminals.

In an ideal world, all countries, regardless of the
maturity of their markets, would adopt a full-fledged
set of policies and regulations to ensure the highest
level of protection against cyberthreats and cybercrime.
However, in the non-ideal world in which we live, a host
of difficulties, both political and practical in nature, pre-
vent ICT markets from achieving a high level of cyber-
threat readiness. This is especially true in developing
countries, where policy-makers often consider that
there are more pressing development issues to address
before developing a framework for cybersecurity.
Greater priority must be given to cybersecurity in these
countries. Indeed, cybersecurity needs to be integrated
in a holistic way as a fundamental component of a
wider development strategy that includes using ICTs to
promote positive development outcomes. The lack of
human and institutional capacity and the lack of suffi-
cient expertise in this highly specialized field may be a
constraint in so doing, however. A detailed discussion of
this matter is contained in Section 1.6.1.2 below.

One way to address the lack of adequate resources
and expertise necessary for building an effective cyber-
security framework is to adopt a staggered or phased
approach to addressing cyberthreats. Table 1.1 outlines
various policy and policy implementation outcomes
that may be adopted at various stages as a country’s
ability to respond to cybercrime matures. The proposed
checklist of policy and policy implementation outcomes
is neither exhaustive nor prescriptive, and should be
regarded as an attempt to capture some of the specific
regulatory issues related to forging a framework to ad-
dress cybercrime.

1.5.1 Regulatory approaches

The high-level regulatory and policy approach
adopted by a country to respond to cybercrime is typi-
cally based on a set of strategies and goals. These can

be specific to cybersecurity and cybercrime or stem
from broader national strategies and priorities, such as
economic development and national security.

Current practices related to regulatory approaches
to cybersecurity issues fall broadly into five categories,
depending on the level of readiness (policy, regulatory,
and institutional) of countries to address cyberthreats.
These categories do not necessarily imply the adoption
of a regulatory approach to cybersecurity; indeed,
some categories are characterized by the lack of ap-
proach or overall strategy, while other can be described
as pre-approaches or elements of a nascent approach:

e Laissez-faire (no framework, no specific policies or
regulation in place such that country will address
issues later on or when faced with concrete
threat/crime); the majority of developing countries
unfortunately fall into this category.

e Loose consensus (no legal text or related policies,
no entity explicitly mandated by law to deal with
cybercrime but some efforts deployed outside the
regulatory framework); found in some developing
countries.

e Elements of policy and regulatory framework in
place (e.g., policy document or declaration, indi-
vidual regulations on concrete topics), but no
mechanisms for implementation; both developing
and some developed countries follow this model;

e Policy and legal framework and implementation
mechanisms in place, including an entity or entities
with a mandate in this field; at least 44 countries,
including a handful of developing countries, have
adopted cybersecurity-related legislation or regula-
tions and at least 53 countries had an entity or en-
tities in charge of addressing cybersecurity issues,
as of the end of 2009.1%° (See also the discussion in
Section 1.5.2 below.)

e Sound and streamlined regulatory and legal
framework in place complemented by effective en-
forcement; this is a moving target as cyberthreats
continue to evolve; no countries have yet achieved
this stage.

Although very few countries have applied stream-
lined regulatory approaches to cybercrime to date, it is
clear that there are diverging visions with regard to the
degree of regulatory intervention required.
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Table 1.1: A phased approach to addressing regulatory issues related to cybe
Phase 1 Phase 2

Phase 3

e Define cyberthreats. e Create incentives for infrastructure
and service providers to address
cyberthreats and to collaborate
with the regulator and other gov-
ernment agencies.

e Develop and adopt a national
broadband strategy or ICT master
plan, etc., incorporating and ad-
dressing cybercrime and setting
broad cybersecurity goals. e Pass more comprehensive legisla-

tion to criminalize harmful activity

e Develop a national cybersecurity in cyberspace

strategy that addresses in detail
the broad cybersecurity goals *  Develop and enforce technical
identified in the national ICT plan. regulations (i.e., setting security
requirements for ISPs; adopt-
ing/transposing internationally
agreed cybersecurity standards
(ITU-T, ITSO, etc.) and work toward
eventually integrating them into
existing Quality of Service (QoS)
standard requirements.

e Awareness raising among lead
ICT users (government officials,
public servants, educational insti-
tutions, organizations, small-and-
medium sized enterprises, etc.),
target user groups (youth, chil-
dren), and the general public.

e Train experts in the various aspects
of cybercrime/cyberthreats and
build institutional capacity (i.e.,
regulator, specialized agencies,
etc.).

*  Review existing legislation to as-
sess whether it is capable of hold-
ing people accountable for
criminal/fraudulent activities
conducted using ICTs.

e Develop an understanding of the
mandates and practices of the
various agencies in charge of cy-
bercrime-related issues and how to

e Develop the necessary legislation
to address gaps in the legislative
and regulatory framework.

e Develop an understanding of the facilitate coordination between en-
different tasks and mechanisms tities.
required .to address threats to cy- e Ensure that the national cybersecu-
bersecurity. rity/cybercrime entities are linked

e Identify actors on the national to existing sub-regional, regional
level that can implement and and global networks pertaining to
maintain some of the required cybersecurity and fighting cyber-
activities/functions. crime.

o Consider the possibility of estab- e Ensure that national legal meas-
lishing a national computer inci- ures enable the cooperation be-
dent response team (CIRT). tween law enforcement agencies

in different countries.

Strengthen the incentives for
infrastructure and service pro-
viders to prevent cybercrime
and protect consumers.

Impose specific obligations (i.e.,
in licences, related to QoS or
consumer protection) on infra-
structure and service providers
to address cyberthreats and
collaborate with the regulator
and other government agen-
cies).

Develop an operational net-
work for collaboration among
government agencies in charge
of cybersecurity, cybercrime, or
specific aspects of cybersecurity
(data protection, privacy, etc.)
and all stakeholders. (See also
Section 1.5.2.1.)

Develop or extend Internet con-
tent regulation focusing on, in-
ter alia, illicit and offensive
content, hatred and obscene
speech, and protecting minors
(including banning child por-
nography), etc.

Develop intellectual property
rights (IPR) legislation and regu-
lations.

Put in place effective mecha-
nisms for assessing readiness of
national infrastructure to with-
stand cyberthreats, prevention,
early warning detection, etc.

Enhance mechanisms to inves-
tigate cybercrime (cyber foren-
sics, etc.) and ensure
enforcement mechanisms for
penalizing cybercriminals.

Note: Some countries implement activities from different phases simultaneously.

Source: Authors.

An additional layer of complexity is added by the  agencies seeking to impose their own approaches may
lack of international harmonization and the very differ-  pose serious obstacles to the prompt and concerted
ent regulatory treatment of cybercrime in different na-  response by all concerned parties.

tional jurisdictions. In the event of cross-border
incidents, the lack of a harmonized regulatory approach
and/or the competition between national regulatory
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1.5.2 Tools for addressing cybercrime

As public access to and use of the Internet has
grown, so has cybercrime and cybersecurity-related
concerns. Policy-makers and regulators have responded
to the growth of cybercrime and the need for more ro-
bust cybersecurity by reforming the legal frameworks
governing the use of ICTs, by amending criminal law
provisions, by introducing new legislation and regula-
tions focused on cybercrime, or a combination of these
types of reforms. Given the nature of cybercrime,
reform of ICT legislation is increasingly coordinated
with legislative reform that affects other sectors of the
national economy. In some cases, more holistic ap-
proaches are taken that feature the adoption of legisla-
tion and regulations designed to apply across all sectors
of the economy and throughout society generally.
Countries that have not integrated cybersecurity meas-
ures into the legislative frameworks governing a variety
of economic sectors tend to have fewer regulatory tools
available to deal with cybercrime and, consequently,
are less effective in addressing cybercrime. As a result,
such countries may not realize the full benefits of the
development of broadband networks and the take up
of advanced services by the market. For instance, if re-
forms developed in the ICT regulatory framework are
not integrated into the regulatory frameworks govern-
ing other sectors, end-users of ICT services will be re-
luctant or unable to make full use of all ICT capabilities
due to security-related issues; this, in turn, will impact
market performance.

Although there are a multitude of tools available to
address cybercrime, no one tool is sufficiently powerful
to address all issues, let alone resolve all such issues. A
combination of tools is necessary. Adopting comple-
mentary general-purpose and specialized tools repre-
sents the most effective approach to fight cybercrime.
Once a general cybersecurity strategy has been
adopted at a national level, regulators and policy-
makers must carefully pick and choose among tools
and mechanisms in order to develop an integrated and
coherent approach to policy implementation that bal-
ances policing cybercrime with promoting network de-
ployment and use.

The tools available to regulators and policy-makers
in this regard can be classified using the “5Ws” analyti-
cal framework, as follows:

1. What is the nature of the tools? Ranging from
broad policies through specialized rules and regula-
tions to individual customized incentives or reme-
dies, the available tools can activate a national

strategy and enable an effective response to cyber-
threats.

2. For what purpose are the tools applied? The ex
ante tools for preventing cybercrime and assessing
the specific risks associated with ICT development
in a country as well as the ex post tools for enforc-
ing rules and regulations and penalizing cyber-
criminals are equally important to ensure the
integrity of networks and organizations, and the
private sphere of individual users.

3. In which area can the tools be applied? The variety
and sophistication of existing and emerging cyber-
threats require a high degree of caution and coor-
dination as well as fine-tuned, flexible and modular
tools in each and every target area, from botnets to
e-fraud and intellectual property rights violation.

4. Who can apply the tools? There is no unanimity to
date on the unique entity that should be responsi-
ble for handling cyberthreats and various national
models co-exist across regions. Typical examples
are described in the related sub-section below.

5. How are these specific tools different from tradi-
tional regulatory tools? The open nature of the
Internet has led to fundamental changes in the ar-
chitecture of and the service delivery over commu-
nication networks, which require the centralized
regulatory models from the past to be rethought
and reinvented. The different threat scenarios that
countries are faced with require not only more effi-
cient technology, but also dedicated laws and regu-
lation (including data protection and privacy laws),
and the appropriate enforcement mechanisms.

A practical overview of the key aspects of these
tools is presented in the following sub-sections.
1.5.2.1 What is the nature of the tools?
There is a range of complementary and sometimes

overlapping tools that can be applied to enable an ef-
fective response to cyberthreats.

Policy tools

In the 2000s, the ICT sector became the nexus
point where virtually all other sectors of the national
economy meet. The overall economic performance of a
country is now directly impacted by the integration of
ICTs (and increasingly broadband, in particular) into
public governance, industrial and commercial processes,
and social lifestyles. The productivity gains and other
non-economic efficiencies of this integration are likely

17



GSR10 Discussion Paper

to boost the national economy if the necessary ena-
. . . 101

bling framework is put in place™ . Consequently, coun-

tries have begun to pay closer attention to ICTs in policy

development; a number of countries have also adopted

broad national strategies related to the ICT sector and

the digital economy.

Both policies related to economic development in
general and policies that focus specifically on ICTs have
key roles to play in establishing an effective governance
framework for addressing cyberthreats. In addition,
general political support for ensuring a healthy ICT sec-
tor and increased public awareness of cybercrime-
related issues can propel cybersecurity to a more
prominent place on the national political agenda. This
increased prominence of cybersecurity in turn can pave
the way for a concerted and more efficient response to
cyberthreats.

ICT policy goals have evolved considerably over the
past decade. While initial targets for Internet and
broadband service provision typically focused on public
access (e.g., telecentres and cybercafés),102 private ac-
cess to such services has increasingly become a major
part of overall policy objectives. This transformation of
policy goals has drawn greater attention to issues re-
lated to cybercrime and the responsibility of citizens to
protect themselves online. Increased attention to cy-
bersecurity and cybercrime issues has also been driven
by the awareness that a minimum level of cybersecu-
rity readiness is essential for the massive uptake and
ultimately universal availability of ICT services. Specific
targets included in national strategies and policies and
the tools for implementation need to be selected care-
fully in accordance with best practices and standards
and in light of national circumstances. This may be chal-
lenging, as targets must be realistically achievable, yet
forward-looking and not unduly limited or prone to be-
coming outdated as the market and technology devel-
ops. Most general policies are designed to last at least
for five to ten years but in view of the rapid develop-
ment of the ICT sector in general and of cyberthreats in
particular, it might be more practical to set targets for
three to five years. Needless to say, policies should al-
low for a process of review and update so that targets
may be adjusted as necessary.103

There is no single or universally recognized model
of addressing cybercrime at the national policy level.
Rather, countries have adopted a variety of different
policy frameworks, depending on their specific national

circumstances, priorities and perceived needs. For ex-
ample, cybersecurity and cybercrime can be addressed
in the National ICT Development Plan or the National
ICT Strategy, given its cross-cutting nature and para-
mount importance but criminalization requires specific
measures. A growing number of countries are develop-
ing national broadband strategies that include elabora-
tion on how to secure broadband networks and
ensuring a safe and secure user experience. Increasingly,
cybercrime is being addressed in national security poli-
cies and plans. Alternatively, at least a quarter of coun-
tries worldwide, both developed and developing, have
adopted specific cybersecurity policies or legislation.'®*
In countries where more than a single policy document
exists (i.e., a national ICT strategy and a broadband
plan), a consistent and effective interplay between
those documents must be ensured. In the foreseeable
future, separate cybercrime policies may come into be-
ing as a result of greater political awareness of the un-
derlying issues.

Legal and regulatory frameworks

As Box 1.4 illustrates, the design of the legal and
regulatory frameworks used to regulate the ICT sector
typically involves a hierarchy that allows the need for
certainty and stability in the sector to be balanced with
the need to be able to adapt regulations in response to
technological developments.

a. Primary legislation and legal measures

Some ten years ago, cybercrime was not addressed
through any legal or regulatory instruments governing
the ICT sector. More recently, however, telecommunica-
tion/ICT legislation and/or national penal laws have
been amended in many countries to address cyber-
crime. The introduction of provisions targeting cyber-
crime into such telecommunication/ICT and criminal
legislation has a number of benefits. For instance, once
written into law, the process of implementing policy
objectives becomes easier. More dedicated resources
become available for policing cybercrime. Furthermore,
the legislative provisions typically identify clear roles
and responsibilities for different agencies involved in
responding to cybercrime and specify implementation
mechanisms available to such agencies. In this regard,
amendments to telecommunication/ICT legislation and
criminal law can enhance a country’s ability to respond
effectively to cybercrime.
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Box 1.3: Hierarchy of regulatory frameworks

Generally, the legal framework governing the ICT sector follows a hierarchy, which is depicted in the figure below. The pri-
mary legislation for the sector, such as laws and decrees, should establish the broad framework that will be used to regulate
the sector. The more detailed dimensions of regulatory regime is typically best addressed in secondary legislation, which can
be amended and modified more easily to complement the pace of technological development without the intervention of
the legislature. Secondary legislation, in turn, provides the legal basis for the regulator or the relevant ministry to issue au-
thorization instruments such as licences, concessions, and permits to operators. This legal hierarchy provides certainty and
predictability to consumers and other stakeholders because it specifies the rights and obligations (i.e., the rules of the game)

that apply to the sector.

Primary Legislation

11

Secondary L egislation

-
_a

Authorization Framework

There is no established approach for introducing
cybersecurity and cybercrime-related matters into na-
tional and regulatory frameworks, though some useful
tools exist. Since cybercrime-related amendments to
telecommunication/ICT legislation and criminal law are
relatively recent developments, it is not yet possible to
evaluate the impact of different approaches to legislat-
ing in relation to cybercrime.

There are two principal ways of introducing cyber-
crime issues into ICT legislative and regulatory frame-
works. First, amendments can be made in a piecemeal
fashion, responding to issues as they arise. Second,
countries can introduce entirely new legislation to regu-
late the ICT sector that includes provisions relating to
cybercrime. The latter, more radical approach may offer
a more practical way to integrate cybercrime issues into
existing telecom and ICT laws, allowing for a common,
coherent approach to current issues facing the sector
and a single, consistent legal point of reference with
regard to available means and tools. A third way is to
integrate cybercrime issues into a general criminal law.

Whatever option is chosen by countries, a legal
framework for fighting cybercrime should include:
e Updated criminal legislation;
Criminal procedural legislation;

Legislation to facilitate international cooperation;
and

Telecom Law

Regulations
Decrees
nstructions
Guidelines

Licenses
Concessions
Pemnits
Registrations
Notifications

Legislation to deal with cybercrime-related issues,
such as data protection legislation, ISP liability legis-
lation, etc.

The range of legal measures that countries should
adopt include, first of all, substantive legal provisions to
criminalize acts such as illegal access, illegal intercep-
tion and data interference, the violation of copyright
and related rights, computer fraud and electronic for-
gery, and offences related to the distribution of child
pornography over the Internet.'® As has been dis-
cussed above, gaps in national legislation must be iden-
tified and amendments introduced to close these gaps.
Criminal law provisions, for example, frequently must
be amended to facilitate the laying of charges in con-
texts where the criminal act takes place online or in a
digital format.

Next, countries should adopt amendments to pro-
cedural law and regulations in order to ensure that law
enforcement agencies have the powers and tools nec-
essary to conduct cybercrime investigations. These in-
vestigations  are  significantly  different  from
investigations of traditional crimes due to the trans-
border nature of networks, the international dimension
of most cybercrimes, and the “virtual” nature of cyber-
crimes as opposed to the “real world” nature of tradi-
tional crimes. The international nature of cybercrime
also highlights the need to ensure that national legal
measures facilitate the cooperation between law en-
forcement agencies in different countries.'% Despite
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the challenges that are bound to lie ahead, regulators
could encourage the adoption of an anti-cybercrime
law or legal provisions in general communication legis-
lation that are harmonized as much as possible with
those of other countries.

Although criminal law is an essential component of
the legal and regulatory frameworks for combating cy-
bercrime, these legal and regulatory frameworks
should not be limited to criminalization. For example,
non-criminal law provisions were used by the court to
order VeriSign Inc., a domain name service provider, to
take down the “Waledac” network in early 2010 and to
deactivate domain names administered by VeriSign
that had been used by a botnet. In the future, botnet
operations are very likely to use top level domains
hosted by different naming service providers in order to
make it more difficult to get such a court decision. De-
veloping a legal framework that enables the shutting
down of domain names hosted by different naming
service providers is one of the examples of future legal
frameworks.

b. Regulatory tools

Adapting a country’s regulatory framework to re-
spond to cybercrime-related issues takes time and of-
ten repeated attempts. Effective adaption depends on
the provisions contained in existing sectoral or general
policies and in primary legislation. Moreover, the roles
and responsibilities of government agencies and other
potential partners in this field must be defined at a
higher level and adequate authority to discharge these
responsibilities must be delegated to government
agencies in order to ensure that these agencies and
partners can develop the necessary regulatory tools to
respond to cybercrime.

A critical challenge for government agencies deal-
ing with cybercrime is keeping pace with cybercriminals
who have proven to be adept at using new technologi-
cal developments and fats-adapting techniques to per-
petrate new forms of cybercrime. Regulatory
frameworks for cybercrime therefore must be flexible
and forward-looking, while still well-defining the issues,
offences and remedies in order to be proved effective.

c. Co-regulation and self-regulation

In addition to enacting anti-cybercrime legislation,
other alternative regulatory approaches such as co-
regulation and self-regulation may be adopted in order
to enhance the readiness of the sector to address cy-

berthreats.'®’ National telecommunication/ICT legisla-
tion can mandate the development of co-regulatory
practices, such as ISP codes of conduct. Adherence to
such codes could be a licence condition or the obliga-
tion could be imposed in regulations or in other in-
struments adopted in a rulemaking proceeding. For
example, obligations related to adherence to industry
codes of conduct may be imposed on ISPs in much the
same way that facilities-based operators have been re-
quired to interconnect with competing carriers:
through interconnection regulations, terms of licence,
orders to develop a reference interconnection order,
and the like, with an emphasis on collaboration with
industry stakeholders to determine the terms of inter-
connection.'® As markets mature, many regulators en-
courage industry self-regulation such as industry self-
reporting for enforcement purposes and reliance on
alternative dispute resolution techniques to resolve
conflicts. These forms of industry self-regulation help
regulators to successfully oversee the multiple players
in the dynamic the ICT sector.'®

Practices related to fighting spam provide a poten-
tial model for co-regulatory initiatives related to cyber-
crime.’® Just as regulators have required ICT service
providers to develop and to implement guidelines and
standards for fighting spam, regulators could require
ISPs to establish co-regulatory initiatives related to cy-
bercrime such as an industry code of conduct. The ena-
bling legislation underlying the order to develop such a
code should stipulate that the regulator has the author-
ity to enforce the code against any ISP in violation of it.
Although not yet very common, such practices could
prove very useful to regulators as they discharge their
responsibilities both to rely on market forces to the
greatest extent possible and to protect the sector and
ICT networks from various forms of threats and market
failures. As essential players in developing the digital
economy, ISPs have generally been left alone by legisla-
tures, administrative agencies, and judges. They may be
licensed and overseen by regulators in some contexts,
but ISPs have largely been immune from prosecution
for criminal acts committed by people using their ser-
vices.

Over the past decade, ISPs around the world have
taken an active role in attacking spam at the source, be-
fore it reaches customers’ premises. Pursuant to codes
of conduct, ISPs have committed themselves to denying
service of any kind to spammers, phishers, spoofers and
other actors who violate spam-related policies. '*!
Where such codes are in place, they could be extended
to cover a wider range of offences and can be trans-
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formed into functional barrier to cybercrime. An impor-
tant advantage of this type of industry involvement is
that by acting at the root of the content distribution
network, ISPs can rapidly and effectively counter a
number of cybercrime threats. Regulators need to be
careful, however, not to over-burden ISPs by imposing
overly onerous obligations and requirements related to
co-regulation.

As an alternative to a mandated code enforced by
regulators, governments might encourage ISPs to de-
velop their own, industry-enforced codes of conduct. In
fact, such self-regulatory practices have already
emerged to address issues related to cybercrimes such
as spam. In the case of spam, the terms and require-
ments adopted in self-regulatory mechanisms are often
built into “acceptable use” policies for customers and
peering arrangements.112 Under this voluntary, self-
regulatory model, regulators could advise the industry
in developing the codes. The corporate responsibility of
participating ISPs can effectively be used as a promo-
tional strategy to attract consumers from other, less se-
cure ISPs, and can actually prove to be a sound business
strategy in itself. Strong involvement in the fight against
cybercrime is not necessarily incompatible with a desire
to increase revenue and subscriber growth. ISPs are
very much aware that cybercrime and cyberthreats in
general are likely to considerably compromise their fi-
nancial and operational sustainability and thus have in-
centives to partner with government agencies to
counteract cybercrime. In this regard, regulators should
carefully study and analyze market realities and pecu-
liarities with a view to designing and adapting targeted
incentives for industry players, especially to ISPs, to
work with them to fight against cybercrime.

Partnership tools: Regulating with the assistance of
the private sector, other regulatory agencies, and
industry stakeholders

a. Contracting out specific tasks

Ensuring the capacity of government agencies to
cope with unexpected incidents requires leading edge
technological expertise and highly specialized knowl-
edge of the latest trends in encryption technologies,
threat analysis, and layered preventive measures. This
is particularly challenging for ICT regulators, as their
mandate and field of oversight is broad and multifac-
eted. More often than not, ensuring that the institu-
tional arrangements for addressing cybersecurity and
cyberthreats are effective requires new ways of operat-
ing in order to address the rapid pace of evolution in

cybercrime, the international dimensions of cybercrime,
and the “virtual” world in which cybercrime occurs.
What are some of the steps that the ICT regulator or
the any government agency can take to build cyberse-
curity and cybercrime capacity when these fall under its
mandate?

Drawing on past examples from other utilities and
industries and under different circumstances™, the
regulator could consider contracting out some of the
specific tasks. Here are some of the reasons why this
may be useful:

1. To supplement limited in-house capacity. ICT regu-
lators are often faced with sharp peaks in their
workload or need small amounts of specialized in-
puts and technical skills that tend to be in short
supply, particularly in the public administration and
especially in the areas of cybersecurity, cybercrime,
and countering spam.

2. To reduce costs. When looking at security from an
innovative point of view, providing a specialized
service is almost never considered as a means of
reducing costs. However, strategically contracting
out some of the cybersecurity tasks may help re-
duce the costs of procuring expertise or, for a given
cost, increasing regulatory competence. Third par-
ties can spread the fixed costs of acquiring special-
ized experience over large markets, both nationally
and globally.

3. To improve the quality and credibility of the regu-
lation. Contracting out tasks related to cybersecu-
rity may assure investors of the independence of
the regulatory process from short-term political
capture, particularly in countries with institutions in
transition. Cybersecurity and cybercrime is a grow-
ing concern and external expertise may also be
useful to assure investors that the regulator is ca-
pable of developing and adopting the measures
necessary to protect their investments in the sector.

Agencies may decide to contract out different tasks
at various stages in the development of their institu-
tions and for different reasons. New ICT regulators, for
example, may need extra support when they are first
established to build credibility and competence; as cy-
bersecurity and cybercrime is a highly specialized area,
engaging experts at an initial stage may be preferable
so that the regulator can concentrate on its other core
duties. More experienced and established ICT regula-
tors may contract out a particular task, like analysis and
research into malware and spam, because doing so is
less expensive than performing it in-house. From a risk
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management perspective the institution needs to con-
sider thoroughly what activities should be performed
in-house and which tasks can be outsourced.

b. Institutional cooperation: Memoranda of
Understanding and Cooperation Protocols

It is not commonplace for an ICT regulator to have
complete and exclusive jurisdiction over all legal and
regulatory aspects of cybersecurity or cybercrime. In
many cases, there are a number of government agen-
cies that share the responsibility of overseeing this area
(see also Section 1.4 above and Section 1.5.2.4 below).
The relationship between the ICT regulator and sector
ministries are often well defined in legislation. The co-
ordination with some other specialized bodies such as
the national data protection agency and the consumer
protection agency are often much less clear or may be
missing entirely. Cooperation with courts and the na-
tional police are unfortunately often not codified in leg-
islation but instead established through administrative
procedures114

When the existing legislative framework does not
define clear roles and responsibilities for the agencies
involved with fighting cybercrime, inter-agency coop-
eration may be hampered, especially if two or more
agencies have concurrent jurisdiction set out in differ-
ent legislative frameworks. This situation creates uncer-
tainty and confusion for industry stakeholders and risks
inconsistent regulatory approaches; moreover, it can
result in a waste of scarce regulatory resources as vari-
ous agencies complete the same or similar tasks.' It
may even result in competition between regulatory
agencies to assert jurisdiction and control, to the det-
riment of all sector stakeholders.

In other, more traditional areas of regulation, a
number of regulators have responded to the need to
coordinate their actions in matters of concurrent juris-
diction by adopting Memoranda of Understanding or
cooperation protocols.116 For example, the separate
Dutch ICT regulator and competition authority have es-
tablished a cooperation protocol to provide clarity on
how they will cooperate on matters of mutual inter-
est.'” Similarly, the Nigerian Communications Commis-
sion (NCC) and the Nigerian Consumer Protection
Council (CPC) have adopted a Memorandum of Under-
standing that establishes how the agencies will collabo-
rate on matters related to consumer protection.'*®

This mode of cooperation may usefully be repli-
cated to enable enhanced interplay among peer agen-

cies in the area of cybercrime. One advantage is that
there is no need for action or involvement of higher
level institutions such as the ministry or legislative body,
and therefore no additional delay and administrative
procedures before the agreement is enacted. On the
other hand, the memoranda or protocols used provide
a supple framework for joint action while limiting the
wide discretionary scope of general administrative laws.
Thus, complexity and bureaucratic hurdles are reduced
and the collaborative processes are smoothened, has-
tened, and focused on the topical issues rather than on
procedural ones. Such frameworks also allow for
greater predictability of the actions of the agencies in-
volved and better guarantees that the objectives set in
laws and regulations will not be distorted.

c. Mechanisms for stakeholder involvement

No matter how many resources have been mobi-
lized through official government channels to prevent
and to police cybercrime, they may prove limited and
partial. The exploding amount of online traffic signifi-
cantly complicates addressing cybercrime incidents.
Every additional piece of information or indication that
responsible agencies can get allows them to better un-
derstand cybercrime, to better monitor evolving cyber-
threats, and ultimately to better respond to incidents.
In this respect, it is important to involve users in ad-
dressing cybercrime and to put the appropriate partici-
pative mechanisms in place. Free hotlines (through the
web, by email or by telephone) for users to make com-
plaints or report fraud and other abuses may be set up
to get real-time feedback and allow for rapid responses
to incidents and potentially minimize their impact. User
feedback may also be sought on a continuous basis in
order to better monitor and understand imminent
threats in cyberspace and to anticipate harmful or mali-
cious acts.

d. International cooperation

Cybersecurity is as global and far-reaching as the
Internet. Since threats can originate anywhere around
the globe, the challenges are inherently international in
scope and require international cooperation, investiga-
tive assistance, and common substantive and proce-
dural provisions. Therefore solutions need to be
harmonized to the extent possible across all borders
and for many of the different measures put in pIace.119
This necessarily entails international cooperation, not
only at government level, but also with industry, non-
governmental and international organizations. Due to
the differences in national laws and the limitations of
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existing instruments and tools, international coopera-
tion is considered of the major challenges in the fight
against cybercrime. As noted in Section 1.4.5 a number
of international and regional organizations collaborate
and undertake activities in the areas of cybersecurity
and fighting cybercrime. This further underlines the
importance of the prosecution of cybercrime, including
cybercrime committed in one jurisdiction, but having
effects in another. There is a need for effective and effi-
cient tools and actions, at national and international
levels, to promote international cooperation among the
different stakeholders, including law-enforcement
agencies.

There are several international and regional initia-
tives working towards harmonizing the legal frame-
works of various countries. For example, the Tunis
Agenda for the Information Society adopted during the
second phase of the World Summit on the Information
Society in 2005 highlighted the need for international
cooperation in the fight against cybercrime and called
upon governments in cooperation with other stake-
holders to develop necessary legislation for the investi-
gation and prosecution of cybercrimelzo. The Group of
Eight (G8) adopted Ten Principles to combat cyber-
crimes, which included commitments to 1) ensure that
there would be no safe havens for cyber criminals any-
where in the world and 2) implement a coordinated
international legal framework capable of investigating
and prosecuting cybercrimes regardless of where the
harm has occurred."** The Council of Europe has estab-
lished the Convention on Cybercrime, which sets out
measures to be implemented by Member States to
help ensure that domestic laws regarding confidentiali-
ty, integrity and availability of computer data and sys-
tems, such as illegal access or interception, were
consistent.**” The Council of Europe Convention on Cy-
bercrime also requires Member States to establish rules
related to extradition and mutual assistance in order to
guarantee international cooperation.123 Additional re-
gional commitments to the prevention and prosecution
of cyber crimes have been implemented through APEC,
the African Union, the Arab League, ASEAN, and
OAS. ** Although there are multiple organizations
working towards a harmonized framework, developing
countries may face a variety of different challenges in
implementing effective domestic and international
frameworks for the prevention and prosecution of cy-
bercrimes, which may require specialized strategies.

Despite these international initiatives, there has
been little harmonized action in fighting cybercrimes,
with countries divided over how to best approach a

unified framework. For example, in April 2010, nations
at the 12" UN Congress on Crime Prevention and Crim-
inal Justice failed to agree on the necessary response to
take to cybercrimes. While some countries supported
expanding the European Union’s Convention on Cyber-
crime, others have argued for new multilateral negotia-
tions.'?> However, the generally agreed upon principles
of implementing international cooperation include:

e providing cooperation in international investiga-
tions to the greatest possible extent;

e facilitating extradition for cybercrimes; and

e requiring mutual legal assistance in order to expe-
dite communications among law enforcement
agencies in multiple countries, including designat-
ing contacts within agencies that process requests
for assistance.'?®

The main obstacles to a globally harmonized cyber-
crime framework are time and money. While cyber-
crimes occur quickly, the development and
implementation of international agreements take time.
Furthermore, enforcement and technical protection
measures are costly, particularly for developing coun-
tries. However, the commitment of sufficient resources
to ensure online security is necessary to protect con-
sumers, businesses and the government against cyber-
crimes.

Technical tools and technical standards

At the network level, a range of tools exist to im-
pede or to terminate activities that constitute cyber-
crime offences. Technical measures can usefully
complement legal and regulatory measures and sub-
stantially enhance the cybercrime readiness and re-
sponse of a country. One example is the technical
measures applied by ISPs (i.e., restricting Internet ac-
cess to offenders) in or outside the framework of co-
and self-regulatory practices.

Government agencies need to be clear on what
their responsibility is with regards to website applica-
tions that feature software that installs itself on users’
computers and that automatically reports back to re-
mote computers with information on users’ specific
behaviour. Cookies are an example of such an applica-
tion; cookies install automatically on users’ computers
and report back to the companies that created them,
for example, search engines, about the users’ online
activities. The trend in this area shows that some coun-
tries are taking steps to protect consumers’ privacy by
enacting legislation that requires such website applica-
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tions to request the users' permission and to specify
what the application does (e.g., report back to the crea-
tors of the application with information about online
activities) before the software installs on the users’
computers. However, the creators of such applications

have already developed methods of circumventing the
requirement to obtain explicit user approval such as the
simple addition of a button in the browser for the ac-
ceptance of cookies.

Table 1.2: The purposes of anti-cybercrime tools

Tools

Examples

Purpose ) Legal and
Policy
regulatory

Technical | Cooperation

Preventing cybercrime X X X

X e Awareness campaigns through
media and Internet

e Adoption of anti-spam regula-
tion (which often takes the
form of a provision in the na-
tional telecommunication/ICT
legislation, e.g., regulating the
sending of unsolicited e-mail for
"commercial, ideological or
charity" purposes (in The Neth-
erlands), not limited to bulk
mail.)

Assessing the X
cybersecurity readiness

X e Regular reporting and assess-
ment of cybercrime incidents,
their impact, and scope

e National cybersecurity drills

Limiting the scope or im- X X
pact of cybercrime/ miti-
gating cybercrime

X e Enforcing the anti-spam regula-
tion

e Issuing warnings and discon-
tinuing service to offenders’ IP
addresses

e Enforcing technical measures to
take down unlawful content
from the web

Rendering cybercrime X X e High fines for unlawful behav-
uneconomic iour
Resolving disputes X X e Provide redress for consumers
and/or organizations
e Applying alternative dispute
resolution mechanisms (media-
tion, arbitration, etc.)
Investigating cybercrime X X X e Preservation of the crime
scene, cyber-forensics
Penalizing cybercriminals X X X * Impose fines and other sanc-

tions as prescribed by law

Source: Authors.
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What types of duties does the ICT regulator have
when obligations to notify users about ICT and tele-
communication security breaches are put in place? One
example of a measure to provide Internet users with
more protection is the establishment of mechanisms
that informing such users when their online bank ac-
count has been used by a non-authorized party. There
are different ways this can be done such as through an
email, text messaging or a telephone call. Such proto-
cols would very likely increase users’ and businesses’
willingness to conduct more of their everyday activities
online.

Standards development bodies have a vital role to
play in addressing security vulnerabilities in protocols.
Today there are security guidelines for protocol authors,
security specifications for IP-based systems, guidance
on how to identify cyberthreats, and countermeasures
to mitigate risks, etc. and many more standards are be-
ing developed to help address growing threats. ITU’s
Telecommunication Standardization Sector (ITU-T)
holds a unique position in the field of standardization as
its work brings together the private sector and govern-
ments to coordinate work and to promote the har-
monization of security policy and security standards on
an international scale."”’
1.5.2.2 For what purpose are tools applied?

As in other regulatory and legal areas, each tool for
addressing cybercrime has its own role and its own use
and limitations. Most tools are single-purpose in nature;
accordingly, in order to address all aspects of cyber-
crime, government agencies need to be equipped with
a full set of complementary instruments.

As shown in the table above, regulatory tools can
be used on a continuous basis, in parallel with regular
regulatory work related to stimulating investment and
market growth, preserving competition, and ensuring
affordable services to consumers. As a matter of im-
plementation strategy, an integrated approach to ad-
dressing cybercrime will be characterised by a
combination of ex ante and ex post tools, applied simul-
taneously in a range of target areas. But such an ap-
proach should not be perceived as a sort of pervasive
regulation and certainly should not be understood as a
move towards “more regulation” or additional regula-
tory burdens or strings. Instead, an integrated approach
should feature smart, adaptive regulation, which builds
protection mechanisms around vulnerable areas. More
onerous enforced measures should only be applied

when a cyberthreat is imminent or a cybercrime has
been committed. Of paramount importance are the
framework conditions (both regulatory and technical)
that must be put in place to ensure a maximum level of
resilience is enabled over networks, services, applica-
tions and consumer behaviours (described in Sec-
tion 1.5.2.1).
1.5.2.3 In which areas are tools used?

There are heated debates over the exercise of regu-
latory authority to specific individual fields of cyberse-
curity/cybercrime such as network security, spam,
phishing, denial-of-service attacks, and content regula-
tion. The extent to which each of these particular fields
are being regulated varies from country to country, and
it is difficult to ascertain whether certain types of regu-
latory treatment are better than others. Nevertheless,
adopting cybersecurity-related legislation is considered
today a mainstay of a sound strategy for making cyber-
security mechanisms work better.

To present some insights into the range of issues
that merit the attention of ICT regulators, it may be in-
teresting to explore the specific areas in which coun-
tries around the world have adopted cybersecurity-
related legislation or regulations. Experiences of se-
lected countries in different regions are presented in
Table 1.3 below.
1.5.2.4 Who can apply those tools?

In recent years, the Internet and the innovative ICT
services it enables have challenged this traditional sec-
tor-specific approach to regulation, and have engen-
dered a call for new regulatory models able to respond
to the complexity, breadth, and heterogeneity of the
modern Internet phenomena. Cybersecurity and cyber-
crime illustrate the need for current regulatory frame-
works to move towards more decentralization and
cooperation among government bodies and all stake-
holders in the cybercrime ecosystem (see also Sec-
tion 1.4).

According to ITU’s data, at least 33 regulators
(22 per cent of established regulators world-wide) have
been explicitly given the mandate to deal with cyberse-
curity, as of the end of 2009."% Half of them, or over
10 per cent, have jurisdiction over cybercrime issues,
while in a quarter of all countries, the specialized body
responsible for cybersecurity is an agency other than
the ICT regulator.
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Table 1.3: Examples of countries that have adopted legislation or regulations in cybersecurity-related areas,

2009

Online Critical in- Network | Spam
Comty  Cpercime | 2| Ol iepre| caonie ot | ot
gaming protection
Australia X X X X X X X
Brazil X X
Croatia X X X X X X X
Ecuador X X X X X X X X
Finland X X X X X X
France X X
Georgia X X X X X X
Germany X X X X X X X X X
Ghana X X X X X X X X
India X X X X X X
Kenya X X X X
Latvia X X X X X X
Moldova X X X X
Nicaragua X X X X X
Pakistan X X X X X
Peru X X X X X X
Poland X X X X X X X X X
Saudi X X X X X
Arabia
Senegal X X X
Singapore X X X X
St. Vincent X X X X X X
and the
Grena-
dines
Turkey X X X X X X X X
Zambia X X X X X
Note: This table is based on self-reported information provided by countries through the ITU World Telecommunication/ICT Regulatory Survey
2009. Definitions may vary across countries.
Source: ITU World Telecommunication Regulatory Database

Apart from the ICT regulator, the responsible body  crime agency (e.g., the National Response Center for
is often the sector Ministry (e.g., in the Czech Republic,  Cybercrimes in Pakistan) and others have assigned the
India, and Japan), but it may also be the National IT  mandate to the government agency responsible for
Agency (e.g., in Ghana) or the police (e.g., in Singapore).  Internet-related issues (e.g., the Brazilian Internet
A handful of countries have created a specialized cyber-  Steering Committee). In a number of countries, more
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than one entity has responsibilities in one or more ar-
eas of cybercrime, for example network security, critical
information infrastructure protection, and child online
protection (e.g., in Qatar, Q-CERT and ictQatar, the
regulator; in Austria, the ICT sector Ministry jointly with
the Ministry of Justice and the Data Protection Com-
mission; and, in Hungary, the ICT regulator and the na-
tional consumer protection agency).

1.5.2.5 How are those tools different from
traditional regulatory tools and where is
regulation headed?

Because of the large and growing number of play-
ers in the ICT sector and the complexity of their interac-
tions, effective mechanisms for cooperation and
communication should be established in order to en-
sure synergies and ultimately ensure resilient cyber-
systems and safe online experience. On the other hand,
these mechanisms need to allow for enough flexibility
and openness in order to be capable of responding to a
large array of circumstances without locking in the
agencies or stakeholders involved in regulation.

Cybersecurity and cybercrime cannot be treated as
any other regulatory topic or subject matter. Although
it is fair to include cybersecurity as a type of public
good, the mechanisms for delivering it differ substan-
tially from other public goods in the ICT sector such as
ubiquitous connectivity. There is a need for the design
of new mechanisms that support cooperation among
stakeholders and the dynamic development of a shared
understanding of cyberthreat phenomena. Therefore,
the cybersecurity ecosystem cannot be regarded as
simply a network of institutions, entities, and individu-
als following the same goals, but rather should be
viewed as a community of interdependent and interact-
ing constituencies. In a sense, regulation is only likely to
be effective if distributed across the ecosystem or de-
livered through peer-to-peer mechanisms — the func-
tioning and performance of which implicitly requires
coordination and cooperation between peers.

A new generation of peer-to-peer regulation is

likely to promote collaboration and better performance.

Typically, performance will be closely related to respon-
siveness and willingness to cooperate among peers.
Nevertheless, there is also a need for alternative
mechanisms or routes for cooperation in regulation in
case of a breakdown in cooperation or occurrence of
conflicts.

In short, what would a comprehensive regulatory
framework for cybercrime look like? Contrary to what
many may believe, it is not necessary to invent a com-
pletely new regulatory regime to accommodate the
aforementioned concerns, but it does require the in-
volvement of additional stakeholders and new forms
and channels of cooperation at the national and inter-
national level. From the analysis carried out in the pre-
vious sections, it appears that the following elements
should be designed, applied and enforced:

— Adaptive and scalable mechanisms: there are in-
creasing issues stemming from the accelerated
pace of cybercrime and the cutting-edge technol-
ogy used to harm networks and consumers. The
regulatory mechanisms put in place should be
flexible, forward-looking, and able to adapt quickly
to new threats and offences. In fact, new measures
may need to be conceived “on the fly” in order not
to become overwhelmed by new generations of
malicious attacks. In the meantime, agencies have
to decide which regulations and requirements are
important to retain and which should be replaced.

— Modular approach: the ability of agencies in
charge of cybercrime oversight and response to
regulate efficiently in this area has major implica-
tions for investment in both communication net-
works and services and a country’s long-term
competitiveness. Therefore, it is important to engi-
neer a modular approach to regulating the various
types of offences in a differentiated way to allow
for a greater or lesser degree of intervention and
coercion according to the magnitude of the offence
and the nature of the offender. The rationale be-
hind this is not to overload market players and con-
sumers with extra burdens (and ultimately not to
harm the market) while preserving the ability to
fight back and block offences without delay.

— Dynamic decentralized control: the regulation of
cybercrime is an ongoing process that requires
regular attention as new issues emerge. As these
issues can occur at all network layers and at the
end user level, the response to cybercrime can only
be effective if it is distributed across the cybercrime
ecosystem. A pure top-down, centralized approach
to regulation is unlikely to prove efficient unless
combined with more open and dynamic models of
cooperation with a host of agencies, network, and
service providers, as well as consumers.

— Agile procedures and protocols: ultimately, coop-
erating agencies need to ensure that all known cy-
bercrime offences fall under the jurisdiction of at
least one agency and that in areas of concurrent ju-
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risdiction, the procedures and protocols of the
relevant agencies are non-controversial, comple-
mentary, and provide for concerted collaboration.
As mentioned above, it is vital to ensure that there
are no administrative or other hurdles to the
smooth applications of rules and regulations and
their effective enforcement.

1.6 Role of the ICT regulator in

addressing cyberthreats™

Traditionally, ICT regulators were not assigned a
significant role in addressing cyberthreats since cyber-
crime was mainly considered the domain of lawmakers
and law enforcement agencies. However, with the in-
creasing ubiquity and openness of ICT networks, the
ICT sector and ICT users have become ever-more vul-
nerable. This vulnerability stems not from issues of
dominance or anti-competitive practices,"” but from
concerns about harmful and offensive content and in-
numerable cyberthreats to critical infrastructures, to
privacy, and to the integrity of computer systems and
networks, to name but a few. When exploited by crimi-
nals, the vulnerabilities in question threaten not only to
harm individual users, businesses and financial institu-
tions but also to undermine the development of the ICT
industry and related products and services.

What is the role of the ICT regulator in this complex
ecosystem? The ICT regulator can leverage certain core
competencies and its position within the ICT sector to
make a material contribution to safeguarding cyberse-
curity, particularly with respect to facilitating the mobi-
lization of various stakeholders and coordinating the
efforts of these stakeholders in the fight against cyber-
crime. The long-term sustainability of the ICT industry
depends on it. Consequently, ICT regulators in some
countries have already explored the possibility of ex-
tending regulatory duties from dealing with universal
access and competition and authorization issues to ad-
dressing consumer protection, industry development,
cyber safety, and participation in cybercrime policy
making and implementation. While some new regula-
tory authorities have been created with mandates and
responsibilities that include cybercrime (e.g., the Korea
Communications Commission)13°, older and more es-
tablished ICT regulators have extended their existing
tasks to include various activities aimed at tackling cy-

ber-related threats (e.g., the Swedish regulator, PTS)"*".

However, the exact mandate of ICT regulators in
this field has not yet been clearly defined. With the
field of vision and involvement for regulators expanding,

only a few ICT regulatory bodies have effective powers
to go beyond traditional telecommunication regulation
and deal with wider ICT sector issues. Being active in a
rapidly changing and developing sector exposes the ICT
regulators to new fields that have traditionally been
considered the domain of other government depart-
ments and agencies or possibly even no one’s do-
main.”? Even if the regulator has enough competence
and industry expertise to be involved in addressing spe-
cific problems, it should nevertheless have a clear un-
derstanding about its mandate and of the
responsibilities and mandates of other stakeholders in
order to interact and collaborate with them.

The following discussion highlights some potential
areas in which the ICT regulator can be involved and
analyzes activities that are generally handled by other
stakeholders. The analysis in this section provides in-
sight into some of the current trends and country ex-
amples. The section will answer the following questions
in order to probe the issue of extending the involve-
ment of the ICT regulator in issues related to cyberse-
curity and to make some suggestions on specific
functions and duties that the regulator could undertake:

e What could be the reasons behind and the prereg-
uisites for extending the mandate of ICT regulators
to address cybercrime?

e What are some of the specific areas where the ICT
regulator has already been involved and/or can be
potentially involved?

e What role can the ICT regulator play in each area
when it is involved?

1.6.1 Extending the regulatory mandate to
address cybercrime: Areas of
involvement, skills and competences

1.6.1.1 Extending the mandate of the ICT

regulator

As ICT regulators, especially in developing countries
struggle to bridge the digital divide and to improve ac-
cess to information and communications technology,
they must prioritize the implementation of measures
aimed at detecting and responding to vulnerabilities,
the adoption of an appropriate cybersecurity strategy,
and awareness raising among consumers about online
threats.

At the same time, while there are reasons to sup-
port extending the ICT regulator’s mandate into the
area of cybersecurity, there are also reasons to be cau-
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tious in expanding the regulator’s mandate. When the
responsibilities of the ICT regulator in this area are not
clearly defined or supported by the appropriate man-
date, it will be challenging for the ICT regulator to de-
termine how it can participate in the fight against
cybercrime alongside of other agencies and stake-
holders. The jurisdiction of other agencies with respect
to cybercrime must be ascertained and assessed to de-
termine if activities undertaken by these other agencies
should be transferred to the ICT regulator or possibly
shared with the ICT regulator. The main areas of regula-
tory involvement that should be analyzed in each par-
ticular case are discussed in the following sections.

An analysis of country practices in selected coun-
tries suggests that the mandate of ICT regulator can po-
tentially be usefully extended or strengthened into the
following areas:

1) Implementing consumer protection duties. The
Dutch Independent Post and Telecommunication
Authority (OPTA) highlights the fact that Internet
safety is a key area for regulation under the man-
date of consumer protection. This is considered to-
gether with the task of addressing spam, spyware
and botnets as threat to the privacy of anyone who
uses a computer. OPTA defines three key areas un-
der its consumer protection mandate:*>

e Prevention is better than cure. The ICT regulator
can work together with ISPs and other industry
stakeholders to ensure the fulfilment of article 11.3
of the Dutch Telecommunications Act, which makes
it mandatory for ISPs to secure their networks
properly and to inform their customers of the risks
that are peculiar to the Internet.

e Spam prohibition. The Dutch regulator has been
given the authority to address any contravention of
the prohibition on unsolicited communication pur-
suant to its duties to provide Internet safety for
consumers.

* Fighting dissemination of malware. OPTA has
the power to take action against anyone who has
contravened the prohibition of spam and unsolic-
ited software by imposing fines.

In 2009 OPTA raised the issue of a growing gap be-
tween cybersecurity and cybercrime for agencies
that deal with both issues. OPTA pointed out that it
is necessary to bring together competent national
authorities that deal with cybersecurity problems
like spam and/or malware (ICT regulators, Data
Protection Agencies, Consumer Protection Bodies)
and police, public prosecutors, and other agencies

fighting cybercrime. From the Dutch regulator’s
point of view, a bridge ‘between the world of cy-
bersecurity and cybercrime’ should be built in or-
der to effectively address both issues. 1% The
extension of regulatory power to address cyber-
crime provides the ICT regulator with a clear man-
date for further collaboration with different
agencies investigating and preventing cybercrime
and for developing legal and technical measures to
address threats in cyberspace. This in turn
strengthens the links between actors involved with
cybersecurity and facilitates capacity building
within the whole ecosystem.

2) Taking over the responsibility for information se-
curity or network security. As a converged regula-
tor, the Malaysian Communications and
Multimedia Commission (MCMC) has an Informa-
tion and Network Security (INS) department to en-
sure information security and network reliability
and integrity within the communications and mul-
timedia industry, and in particular the critical com-
munications and multimedia infrastructure. The
department’s mandate includes the promotion of
education and awareness raising on information
and network security best practices."*

3) Granting a newly established regulator with the
operational mandate for Internet safety. The Ko-
rea Communications Commission (KCC) was
formed after consolidating the former Ministry of
Information and Communication and the Korean
Broadcasting Commission in February 2008.
Among other duties, the Commission is responsible
for the protection of Internet users from harmful or
illegal content.”*®

It should be noted that these activities and respon-
sibilities may in some cases overlap with the responsi-
bilities of other agencies. In the case of established ICT
regulators, the regulator’s existing authority to address
certain issues such as consumer protection and ICT in-
frastructure protection and development may be ex-
tended to include addressing cybercrime. For a newly
established regulator, the jurisdiction of other agencies
should always be taken into account to determine what
areas could fall under the responsibility of the ICT regu-
lator. This is necessary to ensure the establishment of
viable mechanisms for collaboration among govern-
ment agencies rather than creating redundant jurisdic-
tions.
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1.6.1.2 Regulatory capacities and the extension

of the regulator’s mandate

There are number of competencies and capabilities
that an ICT regulator should possess before its mandate
is extended to include addressing cybercrime. These
competencies and capabilities are necessary for the ef-
fective participation in the fight against cybercrime and
include:

e Maturity of the regulator. Exercising duties and re-
sponsibilities in the area of cybercrime may be a
difficult task for a newly established ICT regulator,
particularly when such duties and responsibilities
are added to the long list of conventional regula-
tory duties and the challenge of dealing with
emerging issues such as convergence and introduc-
tion of new technologies. Newly created ICT regula-
tors may be in a weak position as a newcomer, a
factor that may have implications for its credibility
amongst other stakeholders to take on a leading
role in areas associated with domain of other au-
thorities.”®” For mature ICT regulators, it may be
easier to assess if there is room to extend the man-
date, how the mandate can be extended within the
regulator’s existing activities, and what resources
or specific competences will be necessary to deal
with cybercrime issues.

e Links established within the ICT industry. The ma-
ture ICT regulator constantly interacts with other
stakeholders within ICT industry such as businesses,
consumers, other governmental agencies, and in-
ternational organisations through different mecha-
nisms, including public consultations and
consumer-feedback tools.”*® The ability to leverage
existing links and mechanisms of collaboration to
reach out to different ICT industry stakeholders is a
prerequisite to addressing cybercrime.

¢ Technical expertise and industry expertise. Cyber-
threats are technology-driven."*® The ability of the
ICT regulator to address cybercrime effectively de-
pends to a large extent on its industry competency,
technical knowledge, and perceived industry exper-
tise.

e Availability of appropriate resources. Possessing
the right financial and human resources, or being
able to acquire them through collaboration with
industry (public-private partnerships) or interna-
tional organisations, is necessary for the ICT regula-
tor to be able to play an effective role in fighting
cybercrime.

If a regulatory authority does not possess all of
these competencies and capabilities, extending regula-
tor’s mandate to cybercrime-related issues is likely to
prove challenging and even inefficient.

The institutional design of the regulator also influ-
ences its ability to effectively take on broader mandate,
depending on whether it is a multi-sector regulator (like
utility commissions), a sector-specific telecommunica-
tion/ICT regulator, or a converged regulator (also in
charge of broadcasting regulation). While every model
of institutional design has its advantages and disadvan-
tages from the perspective of ICT industry regulation,140
the type of institutional design should be taken into ac-
count when assessing how and in what areas the ICT
regulator should be involved.

Converged regulators have responsibility for broad-
casting transmission and/or content as well as ICT ser-
vices. Such regulators already face a challenge by taking
on extensive and often complex workloads. However,
converged regulators may be well-suited to deal with
cybercrime because of their broader mandate to ad-
dress content issues (see Box 1.4); a converged regula-
tor thus has expertise that is relevant to fighting
cybercrime. In a converged environment where tradi-
tional telecommunication regulators may struggle to
resolve certain issues such as the consolidation be-
tween online content and telecommunications service
providers, the converged regulator seems to be in a
better position to address regulatory issues related to
content. Furthermore, the converged regulator is likely
to avoid imposing unequal regulatory interventions on

. . . 141
different content delivered over various platforms.™" .

Although the converged regulator has greater
adaptability and expertise in dealing with complex ICT
issues, the sector-specific regulator traditionally has
substantial technical knowledge and understanding of
the industry. Both types of regulators can potentially
perform well in addressing cybersecurity and cyber-
crime issues. However, the greater institutional flexibil-
ity'** of the converged regulator can provide distinct
advantages with regards to detecting areas of cyber-
crime activity and managing the ICT industry stake-
holders due to their broader regulatory involvement.
This is not to suggest that sector-specific regulators
cannot play an important and effective role in cyberse-
curity. Indeed, the reality is that there are fewer con-
verged regulators while many sector-specific regulators
are actively involved with addressing content-related
offences.
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Box 1.4: Content regulation as an essential component of fighting cybercrime

The digitalization of content allows it to be transmitted on different media, including cable, satellite, and over the Internet.
Despite digitalization, rules applied to broadcasting content usually do not apply to content delivered over the Internet. This
raises concerns about regulating the same type of content differently based on the platform used to deliver the content. It
also raises concerns about the unequal treatment of telecommunications, broadcasting, and Internet services, which are
regulated by different bodies pursuant to different laws. However, it is the lack of regulation of Internet content that raises

the most concerns from the perspective of cybercrime.

Content regulation is an essential part of fighting cybercrime since the unregulated or under-regulated Internet environment
facilitates different infringements of intellectual property rights and provides extended access to various kinds of illegal or
harmful information, including child pornography, hate speech, and terrorist propaganda.

Source: Authors.

The rationale for creating multi-sector regulators
relates to the network structure of the sectors (many of
which were at one time subject to monopoly control)
that are regulated by these agencies.'*® Multi-sector
utility regulators can be less flexible and ICT-oriented
than converged or sector-specific regulators. However,
due to the concerns related to critical information infra-
structure protection and protection against cyber-
attacks, multi-sector regulators are in a good position
and hold the right competencies to play a central coor-
dinating role as they typically regulate utilities that are
considered to be part of national critical infrastructure.
Consequently, the mandate of multi-sector regulators
can often be extended to address cybersecurity and cy-
bercrime on the basis of such regulators’ responsibility
to protect the critical infrastructures. On the other
hand, however, these regulators are much less pre-
pared to address content-related issues.
1.6.1.3 Areas of involvement

Since the ICT regulator must interact with all stake-
holders involved with the functioning of the ICT sector,
the regulator can be involved in many duties in almost
every area that concerns addressing cyberthreats or
cybersecurity. Although some fields or efforts are usu-
ally considered to be the domain of other governmen-
tal bodies, nevertheless the regulator’s core
competencies and its experience in international coop-
eration on ICT issues suggest that the ICT regulator
could possibly be involved in many associated activities,
for example as an advisory body. The activities include
the following:

e Policy-making and developing policy approaches to
address cyberthreats;

e Contributing to the development of cybercrime-
related legislation and regulation;

e Detecting and investigating cybercrime incidents;

e Contributing to law enforcement activities;

e Facilitating national coordination to address cyber-
crime;

e Facilitating international cooperation to fight cy-
bercrime; and

e Awareness raising and capacity building among in-
dustry and consumers.

Since the activities of the ICT regulator and the de-
gree of intervention differ from country to country and
depend on various factors such as the current mandate
of the ICT regulator and the jurisdiction of other agen-
cies, the nature of the participation of the ICT regulator
in fighting cybercrime could be considered as an evolv-
ing process.
1.6.2 Role of the ICT regulator in policy
making and policy approaches

Although the traditional concept of delegation of
power within the state tries to separate policy making
from policy implementation, it is nearly impossible to
attain the complete independence of the ICT regulator
from the ICT policy—making process.144 ICT regulators in
many countries play an important role in shaping the
policies and strategies for ICT industry development.
While the power of policy-making is traditionally
granted to the higher level of governmental bodies,
such as government ministries, the ICT regulator enjoys
clear advantages with respect to the formation of ICT
policy given its industry expertise and existing commu-
nication channels with other stakeholders.**® In some
countries, one of the main tasks of the ICT regulator is
providing inputs to the ICT policy-making process.'*® It
is quite likely that those ICT regulators will also be ex-
pected to provide input into the cybercrime policy-
making process.
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When the ICT regulator’s mandate is extended to
include cybersecurity and related issues, the regulator
can be involved in the policy-making process by:

e Taking (or being given) the leading role in develop-
ing and shaping the policy approaches in areas that
fall under its mandate (i.e., enforcement of regula-
tions to ICT service providers; content), or

e Playing an advisory role by providing inputs into the
development of policy, based on its expertise and
competencies.

The input that regulators provide to cybercrime
policy-making can constitute a step in the process of
extending the mandate of ICT regulatory authority to
address cybercrime. This was the case in Finland, for
example. The Finnish government set up an Advisory
Committee for Information Security (ACIS) under the
Finnish Communications Regulatory Authority (FICORA)
to develop the country’s national information strat-
egy.""’ The proposal released by ACIS in 2002 identifies
goals and measures to promote the information secu-
rity strategy, including measures that can be considered
as cybercrime—related. The proposal also highlights the
importance of the development and improvement of
appropriate legislation, facilitating international coop-
eration, and increasing information security awareness
among end-users.'* The government decision em-
powers FICORA to act within the framework of imple-
menting the strategy as the national information
security authority with different responsibilities, includ-
ing pursuing computer incident response (CERT/CSIRT)
activities, supervising observance of the Act on the Pro-
tection of Privacy and Data Security in Telecommunica-
tions, and encouraging national and international
cooperation.149

Degree of involvement:

ICT regulators can use their core competencies to
offer help in shaping policy approaches and to provide
specific input into the cybercrime policy-making proc-
ess.
1.6.3 Role of the ICT regulator in developing
cybercrime legislation and regulation

While the power to drafting and to formally adopt
cybercrime statutes is the prerogative of legislators,
analysis of country practices shows that the ICT regula-
tor can play an important role in the process of cyber-
crime legislation enactment. Although ICT regulators in
general are designed to regulate industry, meaning they

are not typically familiar with criminal law, some do-
mains exist where the ICT regulatory body can assist
legislators. The areas where the regulator can be in-
volved vary from country to country, depending on
regulator’s field of expertise. However, what can be
seen is that ICT regulators mainly participate in devel-
oping or reviewing legislation when the data protection,
data transmission, spam, and ISPs responsibilities are
being considered.” As an entity that possesses techni-
cal knowledge, ICT industry expertise, and experience
in conducting public consultations, ICT regulators can
be involved in the process of developing cybercrime
regulation by:

1) Acting as an advisory body. This is especially rele-
vant for developing countries that have limited or
no legislation to address cybercrime. When dealing
with ICT network deployment, ICT regulators
should also promote cybersecurity and deliver a
clear message to other sector actors that the prob-
lems of illegal use of global networks can under-
mine the benefits that Internet can bring to society.
An analysis of developing countries’ experiences in
the area of drafting cybercrime legislation shows
that the ICT regulator can be responsible for facili-
tating the development of legal frameworks to ad-
dress crime in cyberspace. Some examples are
provided below.

J The Ugandan Communications Commis-
sion has played an advisory role in the
process of drafting cybercrime legislation
by being involved in the multi-stakeholder
National Task Force which was established
in 2003 to formulate cybercrime-related
laws. Moreover, the Ugandan National
Task Force on cybercrime legislation is now
part of a regional initiative called the East
African Countries’ Task Force on Cyber
Laws which is dedicated to an ongoing
process of development and harmonisa-
tion of cybercrime laws in the East African
region.151

o In Zambia, the Zambia Information and
Communications Technology Authority
(Z2ICTA, formerly CAZ) assisted in the activi-
ties of the National Working Group on Cy-
bersecurity (NWG). This Working Group is
in charge of drafting new cybercrime-
related Iegislationm, namely the Electronic
Communications and Transactions Act
2009." This Act assigns the ICT regulator
the role of facilitating the creation of se-
cure communications systems and net-
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works; it also makes ZICTA one of the lead-
ing agencies with responsibilities for deal-
ing with cybersecurity and cybercrime
related issues."*

o The Nigerian Communication Commission
participated in the Nigerian Cybercrime
Working Group (NCWG) established in
2004 within the framework of the National
Cybersecurity Initiative. One of the tasks of
NCGW was the criminalization of cyber-
infringements through the drafting of cy-
bercrime-related legislation, namely the
Computer Security and Critical Information
Infrastructure Protection Bill.">

2) Initiating reviews and amendments of cybercrime
legislation within the regulator’s area of expertise.
This opportunity is more relevant to countries with
developed ICT networks, mature institutions deal-
ing with cybercrime problems, and existing legisla-
tion to address the problem of cybercrime. The ICT
regulator in this case deals with specific problems
that emerge within its areas of competence such as
the responsibilities of ISPs, blocking of harmful con-
tent, and data retention (see Box 1.5).

Degree of involvement:

Since the input that ICT regulators can provide into
the development of legal frameworks depends on the
current state of the cybercrime legislation in a particu-
lar country, it is very likely that the degree of interven-
tion in this area will change once the initial bills are
drafted and approved.

1.6.4 Role of the ICT regulator in detecting
and investigating cybercrime incidents

As the ability to monitor, detect, analyze and inves-
tigate cyberthreats and cyber-incidents is a critical ele-

ment in fighting cybercrime, the need to enhance the
ability to respond promptly and properly to computer
incidents have led to the creation of Computer Incident
Response Teams (CIRTs) both at the national and inter-
national levels. Due to the multi-sector nature of cyber-
crime, different CIRTs have been established by a range
of stakeholders, including governments, businesses,
telecommunication operators, and academia, to fulfil
various functions.

ICT regulators in both developed and developing
countries can be responsible for creating, running and
supervising national CIRTs. These CIRTs are usually con-
sidered the main entities responsible for detecting and
investigating cybercrime incidents at the national level
and key participants in enhancing cybercrime coopera-
tion at the international level.

One of the first CIRTs established as an initiative
under an ICT regulator was the Finnish national Com-
puter Emergency Response Team, launched in January
2002 under the auspices of the Finnish Communica-
tions Regulatory Authority (FICORA).™® Today, more ICT
regulators have created CIRTs with national responsibil-
ity for monitoring and detecting cyberthreats, reacting
to cybercrime and cybersecurity incidents and investi-
gating them. (See Box 1.6 below.)

Degree of involvement:

If the decision to create a CIRT under the umbrella
of the ICT regulator has been taken, the regulator could
exercise this mandate by maintaining the activities of
CIRT and collaborating with other stakeholders in this
area.

Box 1.5: Reviewing cybercrime-related regulation in Belgium

In 2006, the Belgian ICT regulator (BIPT) was involved in the amendment of some specific areas of cybercrime legislation.
BIPT had detected the necessity of amending the data retention legislation and prepared a draft transposition of an EU di-
rective related to data retention into Belgian national law. The draft amendments were developed in cooperation with the
Federal Public Service of Justice and the Federal Computer Crime Unit. During the development process, the draft passed
public consultation. In addition, in 2008, BIPT announced that it was considering the possibility of rephrasing the legal provi-
sions with respect to privacy in the electronic communications sector.

Source: Annual report 2008 of the Belgian Institute for Postal Service and Telecommunication™’
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Box 1.6: CIRTs under the umbrella of the ICT Regulator

o Sweden - Sweden’s IT Incident Centre (Sitic) is located in the ICT Regulator PTS.

158

o United Arab Emirates - aeCERT created as initiative of UAE Telecommunications Regulatory Authority to detect,

prevent and respond to the current and future cybersecurity incidents in the UAE.

159

o Zambia - Zambia CERT was initially a project of Zambian Information and Communication Technology Authority,

160

supported by the ICT Regulator, ITU, and COMESA.

o Qatar - National CERT (qCERT) was established by and acts on behalf of the Qatari ICT Regulator (ictQatar).

1.6.5 Role of the ICT regulator in law

enforcement

The involvement of the ICT regulator in the en-
forcement of laws related to cybercrime requires a
clear legal mandate granted to the regulator to exercise
and enforce particular legal provisions. While in some
countries government departments or agencies dealing
with traditional criminal offenders were assigned the
lead role in dealing with cyberthreats such as online
fraud, identity related crimes and child pornography,
the ICT regulators are increasingly being granted law
enforcement powers in cybercrime-related areas such
as anti-spam laws enforcement, content regulation, or
enforcing co-regulatory measures.

161

1) Under the mandate of anti-spam law en-
force-ment, some European ICT regulators are already
part of a contact network of anti-spam enforcement
authorities established by the European Commission in
2004 to fight spam on a pan-European level.'®? At the
global level, many ICT regulators are listed as contact
points for enforcement agencies in the OECD Task Force
on spam.'® As the law enforcement body responsible
for spam regulation, ICT regulatory authorities can co-
operate closely with other law enforcement agencies.
For instance, there are cooperation agreements be-
tween ICT regulators and hi-tech crime police units in
the Netherlands and Romania.***

Box 1.7: The ICT regulator as a law enforcement body: Spam regulation and malware

Australia

The Australian Communications and Media Authority (ACMA) is responsible for enforcing the 2003 Spam Act which prohibits
the sending of ‘unsolicited commercial electronic messages’ with an ‘Australian link’. A message is seen as having an ‘Austra-
lian link’ if it originates or was commissioned in Australia or originates overseas but was sent to an address accessed in Aus-
tralia. In the case of a breach of the Spam Act, ACMA can take any of the following enforcement actions:*®®

. Issue a formal warning.

3 Accept an enforceable undertaking from a person or company. Undertakings usually contain a formal commit-
ment to comply with the requirements of the Spam Act that ACMA has found person or company has breached. A
failure to abide by an undertaking can lead to the ACMA applying for an order in the Federal Court.

3 Issue infringement notices.

. Seek an injunction from the Federal Court to stop a person sending spam.
. Prosecute a person in the Federal Court.

The Netherlands

In addition to being the enforcement agency for addressing spam, the Dutch Independent Post and Telecommunications
Authority (OPTA) is the designated enforcer of a malware ban in the Netherlands.'®® OPTA imposes fines in the case of mal-
ware and spyware dissemination. For instance, in 2007 OPTA imposed a fine totalling 1 million Euro on three Dutch enter-
prises operating under the name of the biggest spyware distributors in the world for illegally installing spyware and adware
on more than 22 million computers in the Netherlands and elsewhere.*®
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2) Content regulation is the area where converged
ICT regulators can exercise a mandate in the area of
law enforcement. For example, ACMA, the Austra-
lian ICT regulator, administers a national regulatory
scheme that includes the investigation of com-
plaints about prohibited online content and mobile
phone content. ACMA has the power to direct the
content service provider to remove or prevent ac-

cess to the content hosted in Australia™®®.

3) Some ICT regulators consider the power to impose
and monitor cybersecurity requirements within the
industry as a future mandate for implementing
and enforcing co-regulatory measures. For exam-
ple, the Korea Communications Commission (KCC),
the broadcasting and telecommunications regula-
tor, and the Korea Internet and Security Agency
(KISA) were planning to have ISPs monitor the se-
curity levels of the computers and other devices
used by customers. The suggested solution was to
limit or cut the Internet connectivity of users with
less-than-required software protection to force
them to upgrade their existing programs or install

new ones.169

In a similar way, ZICTA announced that it is taking
measures to punish ISPs that continually fail to pro-
vide security measures for their Internet services
after Zamnet's operations were paralyzed by hack-
ers. In 2009, ZICTA was considering reviewing li-
cence conditions for all ISPs in order to ensure that
they are effectively prepared to protect their cus-
tomers."”

The degree of intervention by the ICT regulator in
law enforcement can only be determined at the higher
decision-making level of the national government. The
challenge for ICT regulators is to strike the right balance
in maintaining the idea that ICT sector stakeholders all
share responsibility for network protection. In this re-
gard, care should be taken to avoid targeting ISPs alone
with strict obligations related to network protection.

Degree of involvement:

Regulators should bear in mind that it is better to
avoid over-regulation in fields where less enforcement
would suffice and should also to try to find the areas for
shared responsibility for cybersecurity rather than im-
pose and enforce strict requirements on a narrow set of
actors.

1.6.6 Role of the regulator in facilitating

national coordination

If the ICT regulator has developed mechanisms for
cooperating with industry players, it can play a lead role
in organizing various forms of partnerships between
public agencies and private actors to deal with cyber-
crime.

Efforts by ICT regulatory bodies to facilitate national
coordination and cooperation on cybercrime-related
issues may focus on specific cyberthreats. For example,
in 2008 the Japanese multi-sector Ministry, the Ministry
of Internal Affairs and Communications (MIC), launched
an Anti-Bot Project in collaboration with Ministry of
Economy, Trade and Industry (METI) to promote a
prompt and effective approach to stopping cyber at-
tacks by bot-program-infected computers.171 The Cyber
Clean Centre (CCC), the operating body established for
the project, analyzes the characteristics of bots and
provides information on the disinfestations of bots
from users' computers. In addition, the Cyber Clean
Centre is the main organization responsible for promot-
ing bot cleaning and preventing the re-infection of us-
ers' computers. This work is done in cooperation with
ISPs.”? When the ICT regulator can identify its capabil-
ity and has interest in addressing specific problem, such
ad-hoc partnerships can be established in the any area
of regulator’s competence.

When the responsibility for facilitating national co-
ordination has not yet been delegated to one specific
national body, the ICT regulator can support the wide
range of the efforts undertaken at the national level.
For example, since NWG’s creation in 2008, ZICTA acts
as a coordinator of different efforts to fight cybercrime
at the national level. It has coordinated stakeholders on
national level for a range of different actions to address
cybercrime — from capacity building to implementation
of legal frameworks.'”?

In the capacity as mediator between government
agencies and industry players, the ICT regulator can
play a significant role in coordinating child protection
initiatives such as the Child Online Protection (COP) ini-
tiative launched by the ITU in order to address legal,
technical, organizational and procedural issues and to
engage in capacity building and international coopera-
tion.'”*

ITU’s call for action for all stakeholders (policy mak-
ers, regulators, operators and industry) to promote the
adoption of policies and strategies that will protect
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children in cyberspace and promote their safe access to
online resources, at the 2009 World Telecommunica-
tion and Information Society Day made under the COP
initiative, exemplifies how the ICT regulator can help to
coordinate national stakeholders’ efforts in child online
protection:175

e Creation of public awareness on the issues related
to protecting children in cyberspace, identification
of policies, best practices, tools and resources for
adaptation/use on national level.

e Support for ongoing work aimed at developing
guidelines on protecting children online for policy
makers and regulators.

¢ Identification of risks to and vulnerabilities of chil-
dren in cyberspace as the Internet and other online
resources continue to expand.

e Build resource repositories for common use.

e Promote capacity building aimed at strengthening
global response in protecting children as they ven-
ture into cyberspace.

The experience gained by the ICT regulator from
participating in such initiatives (see Box 1.8) can further
be leveraged in other areas of collaboration at the na-
tional level.

Though the coordination of national stakeholders is
usually undertaken by governmental institutions at a
higher level of decision-making, there are instances
when the ICT regulator is the only body at the national
level that can initiate, facilitate, and coordinate the na-
tional initiatives. Even when such initiatives are started
from scratch and are eventually taken over by another
entity, the ICT regulator would still be likely to have a
solid contributory role in national coordination.

Degree of involvement:

When the ICT regulator can coordinate national ef-
forts on specific issues related to cybercrime such as
spam and child online protection, this effort should be
encouraged.
1.6.7 Role of the regulator in facilitating
international cooperation

ICT regulators have a long record of being involved
in a range of activities at the international level,"® es-
pecially with regard to the ITU standardisation efforts'”’
and also through the activities of regional organisations
such as the European Commission, APEC'’®, the BEREC
(formerly the European Regulatory Group)'’”®, and the

Arab ICT Organisationlso.

Box 1.8: Child Online Protection: Example of how national efforts are coordinated to contribute to a global

appeal

Australia — ACMA Cybersafety Program includes:

3 An 'Internet Safety Awareness' presentation on the risks faced by children online and effective strategies for help-

ing to keep young people safe online;

. 'Professional Development Programs for Teachers' on how children use technology, digital literacy, cyberbullying,
identity protection, and the legal responsibility of schools to minimise risk; and

. 'Cybersmart Detectives' events for primary school age children.

Indonesia — Activities of the Directorate General of Posts and Telecommunications, Ministry of Communications and Infor-

mation technology include:

. Conducting socialization in schools and workshops featuring the theme of applying healthy, safe and wise internet;
. Internet publications on the theme of 2009 WTISD Protecting children in cyberspace; and
. Gathering around 500 representatives of regulators, telecommunication operators and other actors in telecom-

munication community, as well as concerned society for WTISD 2009 on 17 May 2009 to demonstrate the using of

healthy and safe Internet for children.

Suriname - Activities of the Telecommunications Authority Suriname (TAS) include:

. Participation in an annual 4 day walk through the streets of Paramaribo promoting the theme;
. A 15 minute film to alert the youth of the possible dangers on the Internet; and
. Administering the course: "Diploma Veilig Internet" (Diploma Safe Internet).

Source: ITU WTISD 2009: Worldwide Initiatives™®
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Such ongoing involvement and familiarity with the
process of cooperation at different levels — national,
regional and global — provides the ICT regulator with
valuable experience to contribute to the process of re-
sponding to the truly international nature of cyber-
crime. In facilitating international cooperation, ICT
regulators can either:

e Cooperate on the international level in some cy-
bercrime related fields in the exercise of their own
mandates, such as consumer protection or spam
legislation enforcement (such as activities sup-
ported by the London Action Plan, a platform es-
tablished in 2004 for international public-private
cooperation on spam enforcement and addressing
spam-related problem,lsz) or

e Facilitate regional and global efforts for addressing
cyberthreats by being involved in different groups
that take part in international cooperation. Exam-
ples include the collaboration among Kenya, Tanza-
nia and Uganda within East Africa Communications
Organization (EACO, formerly EAPRTO) (See
Box 1.10).

As international (e.g., ITU) and regional (see Box 1.9)
organizations are increasingly turning their attention to
the issue of cybercrime, it is very likely that ICT regula-
tors will start becoming directly involved in interna-
tional cooperation in this field. ICT regulators can also
raise the problem of cyberthreats through existing
mechanisms for international cooperation within the
ICT industry such as the Independent Regulator’s Group
(IRG)'s Informal working group for IT security that listed
cybersecurity as a priority issue at the suggestion of
Danish ICT regulatory authority in April 2004."® This
group is also cooperating and exchanging experiences
with ENISA and other international organisations.184
This creates the platform for further international col-
laboration — both within the ICT sector and on the
cross-sector level.

As mentioned above, a platform for global coop-
eration is provided by the ITU Global Cybersecurity
Agenda™, which is designed to enhance cooperation
and efficiency based on existing initiatives to avoid du-
plicating efforts. It has already fostered projects such as
the Child Online Protection initiative and, with the sup-
port of leading global players, is currently deploying cy-
bersecurity solutions to countries around the world.**®

Box 1.9: International cooperation on cybersecurity and cybercrime: APEC

APEC is an inter-governmental, non-binding organization consisting of 21 Member States in the Asia-Pacific. Since the devel-
opment of the APEC Cybersecurity Strategy in 2002, the Telecommunication Working Group (APEC-TEL) has focused on ful-
filling the strategy’s goals on combating cybercrime and maintaining cybersecurity."®’

As a part of strategic cooperation, APEC also pursues collaboration on cybersecurity and cybercrime issues with other inter-
national and regional organizations such as ITU, OECD, and ASEAN.'®® Due to the involvement of regional ICT regulators,
APEC can be considered to be a prospective platform for regional cooperation that gives ICT regulators a more evolving role
in addressing cybercrime.

Box 1.10: Harmonisation of cybercrime efforts in the East African region: EACO

Kenya, Tanzania and Uganda collaborate within EAPRTO, the East Africa Regulatory, Postal and Telecommunications Organi-
zation (now East Africa Communications Organization (EACO))."® This organization aims to promote confidence and security
in the use of cyberspace in the East Africa (EA) region'*® through collaboration amongst all the stakeholders, including ICT
regulators, by facilitating regional coordination, implementing the appropriate cybercrime legislation, developing and har-
monizing cybercrime legislation on East Africa regional level, and establishing National CERTSs; regional and international
partnerships.

The EACO Cybersecurity Taskforce can be considered to be an inter-regional platform for collaboration as it cooperates with
EU countries. For example, in December 2009 members from Kenya and Tanzania participated in benchmarking visits to
CERT-FI and CERT-Hungary in order to share experience and in an effort to develop relevant frameworks for the establish-
ment of national CERTSs.
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Degree of involvement:

The increasing participation of ICT regulators in dif-
ferent international initiatives is likely to develop fur-
ther in the future. This suggests an evolving role for ICT
regulators in addressing cybersecurity and managing
cyberthreats on an international basis. International
organizations increasingly offer opportunities for ICT
regulators to contribute to and facilitate international
cooperation regionally and globally.

1.6.8 The role of the regulator in building
capacity to address cyberthreats within
the ICT industry and among end ICT-
users

As one of the key actors in the ICT industry, the
regulator can focus some of its efforts on building ca-
pacity and raising awareness on cyberthreats among
end-users and ICT industry players. Raising awareness
among end-users flows naturally from the consumer
protection mandate of ICT regulators. Extending the
regulator’s mandate to include raising awareness about
cyberthreats leverages some of the regulator’s core
competencies and eventually allows these competen-
cies to be mobilized in the fight against cybercrime. Ef-
forts to raise awareness may include organizing various
campaigns and distributing useful consumer informa-
tion through different channels. In order to optimize
the outcome of awareness-raising campaigns, it is im-
portant that the ICT regulator has the means to receive
end-users’ feedback. The ability to receive such feed-
back allows to monitor how effectively information
about cybersecurity and cybercrime is received and
understood by the general public, as well as to identify
areas where more efforts to educate the public are re-
quired.

Many regulators already have undertaken respon-
sibility for building user awareness about cybercrime.
Awareness-raising activities are largely focused on pro-
viding customers with guidelines and tips to help them
avoid becoming victims of cybercriminals. In addition,
regulators can provide timely warnings about new and
emerging threats, such as viruses, malware, and other
vulnerabilities of the end-user. Examples of how regula-
tors are engaged in providing such warnings to the pub-
lic as part of their responsibility to build awareness of
cybercrime-related issues among the public include:

e In Finland, CERT-FI, which functions as the national
Finnish Computer Emergency Response Team un-
der the Finnish Communications Regulatory Au-
thority (FICORA), publishes warnings about
cybercrime threats aimed at increasing awareness
among Internet users. One example of CERT-FI's ac-

tivities is the CERT-FICORA memorandum on data-
stealing malware, which was issued in 2010. This
memorandum includes general guidelines on the
procedures users may apply in order to prevent
data theft and procedures for data theft victims;
the memorandum aims to increase the overall
awareness of users about cybercrime and to share
information on useful tools with stakeholders.***

e The Belgian ICT regulator BIPT provides consumers
with information and alerts on the latest viruses
and critical vulnerabilities.** In addition, it has also
come out with “general public" user guidelines in-
tended to describe some of the IT risks, possible
remedies and preventive measures that users can
adopt to avoid becoming victims of cybercrimi-
nals.'*?

e In 2009, the United Kingdom’s ICT regulator Ofcom
became one of the sponsors of the cross-sector
online safety initiative, GetSafeOnline.org. This ini-
tiative was established to provide a source of unbi-
ased, user-friendly advice about online safety to UK
consumers and small businesses. Since its inception,
it has operated as a joint initiative between the
government, the Serious Organised Crime Agency
(SOCA), and private sector sponsors from the retail,
technology and finance sectors.”™ Its role in Get-
SafeOnline.org forms part of Ofcom’s wider media
literacy strategy designed to provide citizens with
confidence to use communications technologies ef-
fectively and safely.195

The ICT regulator’s ability to dialog with industry
players makes it also well-suited to undertaking capac-
ity building within the ICT industry. In this role, the
regulator can encourage private sector stakeholders to
implement measures to protect industry itself and con-
sumers against cybercrime. This could include encour-
aging industry players to establish voluntary codes of
conduct (see Box 1.11) or to adopt technical require-
ments that help preventing cybercrime. It may also in-
clude promoting the adoption of best practices and
international security standards.

Degree of involvement:

As the responsibilities for awareness raising and
capacity building fall under the general domain of con-
sumer protection, if these responsibilities are not al-
ready assigned to another national player, there are
benefits to assigning these responsibilities to the ICT
regulator. Of course, the degree of intervention and/or
participation will vary, depending on the ability to lev-
erage core regulatory competencies to the cybercrime
issues.
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Box 1.11: User awareness and capacity building in Australia

ACMA, the Australian ICT Regulator, is involved in several initiatives aimed at raising awareness and building capacity among
different stakeholder groups:

1. The ‘Cybersmart’ initiative'®: a national cyber-safety education program managed by ACMA, as part of the Austra-
lian government’s commitment to promoting online safety for children and young people.

2. Australian voluntary E-Security Code of Practice™”: the Code has been developed by Internet Industry Association
(1A) with input from the ACMA and the Department of Broadband, Communications and the Digital Economy. The
E-Security Code of Practice is intended to provide guidelines for ISPs related to the delivery of consistent messages
to their customers when ISPs receive compromise reports from ACMA and to adopting consistent approaches to
customers who do not take remedial action when they are notified of a compromise.

3. Australian Internet Security Initiative (AISI)™: this initiative was launched to help address the emerging e-security

threat posed by networks of ‘zombie’ computers. ACMA developed the AlSI software and obtained the support of
ISPs to enable its operation. AlSI helps fight against spam and related e-security threats and provides information

to participating Australian ISPs about ‘compromised’ computers residing on their networks.

1.7 Summary of findings and
conclusions*
1.7.1 Maintaining a balanced approach to ICT

regulation

While it is generally recognized that ICT regulators
should maintain a balanced approach to regulation to
ensure sound development of the sector and to meet
social goals, in practice, this is never an easy task. This is
especially true when it come to devising a sound strat-
egy and national approach to fight the growing number
of offenses in cyberspace. The battle against all forms
of cybercrime requires immediate attention from all
relevant actors in the cybercrime ecosystem, including
the ICT regulator, and close collaboration and coordina-
tion among relevant parties. Analysis shows that inno-
vative approaches to fighting cybercrime adopted by
the ICT regulator can have a positive impact on end-
users’ trust and confidence, which underpins the de-
velopment of today's digital society and economy. Giv-
en the potential implications of cybercrime and threats
to cybersecurity for the uptake of ICT services by citi-
zens, businesses, and governments in developing coun-
tries, ICT regulators can be a key stakeholder in
developing and implementing national strategies to re-
spond to cybercrime.

Looking back some ten years, cybercrime was rare-
ly addressed in the legal and regulatory frameworks go-
verning the ICT sector. Integrating cybercrime-related
offenses into either telecommunication/ICT legislation
or national criminal laws is thus a fairly recent practice.
Implementation mechanisms, including the assighment
of clear roles and responsibilities to the different stake-

holders involved, would surely facilitate the work that
countries must undertake to fight against cybercrime.
There is no one model for developing a legal and regu-
latory cybercrime framework. While countries have be-
gun to respond to cybercrime, insufficient time has
elapsed to assess the relative strengths and weak-
nesses of various approaches. In the past, important
reforms in the telecommunication sector have been
introduced through piecemeal legislative amendments
over a period of time and through major reforms of the
telecommunication regulatory framework that featured
the introduction of entire new pieces of legislation. The
latter, more radical approach may prove to be the most
practical for responding to cybercrime since it would
allow for a common, coherent approach to the full
range of current issues facing the sector today and a
single, consistent legal point of reference with regards
to available means and tools for regulating the sector.

As noted in this paper, in addition to general tele-
communication/ICT laws and other sector-specific legis-
lation, ideally a legal framework for fighting cybercrime
should include updated criminal legislation, criminal
procedural legislation, legislation for international co-
operation, and specific legislation to deal with cyber-
crime-related issues, such as data protection legislation,
ISP liability legislation, at a minimum. It should be
noted that although criminal law is an essential com-
ponent of legal frameworks aimed at fighting cyber-
crime, these frameworks are not limited to
criminalization. Some forms of cybercrime can be ad-
dressed effectively through use of non-criminal legal
and regulatory sanctions, such as the deactivation of
domain names used by a botnet.
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Regardless of the approach adopted to creating a
legal and regulatory framework to respond to cyber-
crime, the challenge will remain the same. These
frameworks must be flexible and forward-looking so
that they do not quickly become outdated by the rapid
pace of change in the sector. At the same time, they
should offer sufficient structure and certainty in how
offences and sanctions are defined to enable effective
investigations, prosecutions, and conviction of cyber
criminals. Of course, telecommunication/ICT regulators
have always had to strike such delicate balances. Regu-
lators must provide the sector with certainty without
inhibiting growth and innovation; they must protect
and encourage investment in the sector while simulta-
neously protecting consumers and ensuring that ICTs
serve a multitude of socially desirable ends. At the
present, the task of the ICT regulator is to strike these
delicate balances in a nimble way given the rapid pace
of technological innovation and the exponential growth
of the variety, sophistication, and impact of offenses in
cyberspace. In this regard, ICT regulators have recourse
to a variety of tools and mechanisms that can be used
alone or in combination to address this issue. Not the
least of these tools and mechanisms is the involvement
of industry itself, as well as end-users and other stake-
holders, to play central roles in the cybercrime regula-
tory framework. In the cybercrime ecosystem,
maintaining a balanced approach to ICT regulation in-
creasingly involves balancing interest among the actors
who are engaged in the battle against cybercrime. As
this paper has argued, ICT regulators are well-placed to
actively contribute to efforts to bring stakeholders to-
gether in cooperative and coordinated responses to cy-
berthreats.
1.7.2 Future challenges and future roles for
ICT regulators

This paper concludes by outlining some of the chal-
lenges facing ICT regulators and the roles that these
challenges may create for regulators. These challenges
can broadly be grouped into the following categories:
general challenges related to the nature of cybercrime;
the existence of “safe havens” for cybercriminals; con-
tent regulation; inter-agency cooperation and concur-
rent jurisdiction over the Internet; degree of regulatory
intervention; and maintaining the separation of powers
and regulatory independence.

One of the biggest issues for ICT regulators and
other stakeholders involved in responding to different
kinds of offenses and threats in cyberspace is the rapid
pace of change in the ICT sector and in technology itself.

The types of cyber offences and the manner in which
cybercrime is perpetrated continues to evolve rapidly.
Moreover, as noted above, cyberthreats are growing in
variety, sophistication, and so is their impact. The Inter-
net itself has grown significantly in importance over the
past ten years and its importance is unlikely to diminish
going forward. In this environment, the role of ICT regu-
lators evolve and their involvement should respond to
the specific needs of the national ICT ecosystem, and
especially of users and the industry. ICT regulators often
share the heavy responsibility of ensuring the reliability
of the Internet and avoiding disruptions to its current
and future uses by consumers, businesses and govern-
ments that may result in significant loss to the commu-
nity and/or economy. Discharging this responsibility
requires the ICT regulator to be capable of acting
quickly to respond to cyberthreats and suggests that
there is a high value to adopting preventative measures.
As the ICT regulator’s mandate continues to evolve, it
will be crucial to ensure that the regulator is equipped
with the tools and resources necessary to detect cyber-
threats, to engage in awareness raising among all
stakeholders, to mobilize particular stakeholders to play
their roles in fighting cybercrime, to coordinate its re-
sponses with authorities from the public and private
sector, and to contribute to fostering cooperation and
coordination between countries and across regions.

The general challenges associated with cybercrime
are compounded by the existence of “safe havens” for
cyber criminals. The international nature of cybercrime
allows cyber criminals to exploit the existence of coun-
tries that do not have the necessary regulatory frame-
works, laws, and related enforcement capability in
place to police cybercrime effectively. The ICT regulator
has several important roles to play in an environment
that is prepared to deal with cybercrime and that has
harmonised cybercrime legislation, trained police and
law enforcement officials, a national computer incident
response team, and a well coordinated national strat-
egy. However, in countries where this capacity has not
yet been developed, the ICT regulator has a role to play
to help the country develop and put in place the re-
quired capabilities to begin to respond to cybercrime.
The regulator can leverage its technical knowledge of
the ICT sector, its connections with industry stake-
holders, its experience in dealing with other govern-
ment agencies, and its regional and international ties to
facilitate the development and implementation of a na-
tional strategy that is coordinated and harmonized with
regional and international approaches.
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Convergence has already forced ICT regulators to
begin to grapple with content regulation, which has
lead to the establishment of a number of converged
regulators in all regions. Cybercrime presents regulators
with a new dimension of content regulation: the exis-
tence of harmful or offensive content on the Internet.
The establishment of a converged ICT regulator can
help to avoid unequal intervention in regulating con-
tent delivered over various platforms. Moreover, a con-
verged regulator combines expertise in content with
expertise in carriage of such content. In this regard, the
converged regulator is well-placed to tackle cybercrime
related to harmful content and can prevent the duplica-
tion of efforts related to protecting consumers and
fighting illegal or harmful content.

The cybercrime ecosystem is complex and often in-
volves overlapping mandates of various regulatory
agencies. Moreover, as discussed above, there is a
pressing need to engage a variety of stakeholders, from
industry to end-users to academia to government, in

coordinated and cooperative efforts to fight cybercrime.

In this context, questions arise about how to manage
overlapping mandates and which agencies should take
the lead in regulating various aspects of the Internet
and online activities. For example, one should ask
which agency or agencies (ICT regulator, financial regu-
lator, data protection agencies, general consumer pro-
tection agency, privacy commissioners, and so forth)
should regulate services such as e-commerce,
e-learning, mobile- and e-banking, as well as how they
could do undertake these responsibilities, and whether
or not there is a need for cross-sector regulation. Since
ICT regulators have jurisdiction over electronic commu-
nications networks, they will almost certainly be in-
volved in one way or another in any national strategy to
respond to cyberthreats. ICT regulators must work to
ensure that they coordinate their efforts with other
agencies and may even take the lead in shaping cross-
sectoral cybercrime strategies.

Issues surrounding concurrent jurisdiction raise im-
portant questions about the degree of regulatory inter-
vention in the ICT sector. Concerns arise when two
areas of regulation — one with less intervention and an-
other which is more heavily regulated — are merged
since the outcome may be that both areas are ulti-
mately regulated more strictly. This can happen even
where the underlying intention was to decrease the
level of intervention, as was the case with the transfer
of existing telecommunication regulation to the Inter-

net arena.” In the context of responding to cyber-

crime, there is a risk that cross-sectoral and coordi-
nated responses to cybercrime will ultimately result in a
much higher level of regulation over the Internet than
is ideal for promoting ongoing investment and innova-
tion in the ICT sector. Despite ongoing discussions
about the necessity of self-regulation and co-regulation,
some fields tend to be regulated with the maximum
degree of intervention because of the criminal compo-
nent of cybercrime. A future challenge will be to main-
tain balance in regulation, as the development of smart
regulatory approaches will determine areas where it is
reasonable to make regulation stricter while avoiding
overregulation and unnecessary intervention in other
areas.

There are also concerns that a leading role for the
ICT regulator in the fight against cybercrime may undo
the separation of power and undermine regulatory in-
dependence by bringing the regulator closer to either
the government or industry. This issue is especially
relevant where the mandates of other stakeholders in
this area have not yet been clearly defined or when the
ICT regulator is involved as a leading actor in cybersecu-
rity policy making, the development of cybercrime leg-
islation, or law enforcement. However, the analysis of
practices in such countries as Finland suggests that
once a general strategy to fight cybercrime has been
developed and once ICT regulator’s mandate within
that strategy is established, a separation of power can
still be maintained and regulatory independence safe-
guarded. Nonetheless, this issue should be always
taken into account when assessing the responsibilities
of ICT regulator in fighting cybercrime.

A credible ICT regulatory framework that protects
consumer interests, but also those of the public and
investors, operators, and service providers, remains a
key requirement going forward. Regulators must grap-
ple with crumbling consumers trust in ICTs and tele-
communication services due to concerns about privacy,
security, and fraud, as well as industry players that are
occupied with attempting to make convergence in the
market place work for them. At the same time, gov-
ernments are seeking to engage public and private
stakeholders in close partnerships to respond to grow-
ing ICT needs and expectations amongst consumers
and businesses. In this context, the need both for func-
tioning regulatory institutions and viable cooperation
among stakeholders has never been stronger.
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ly applicable and interoperable with existing national and regional legislative measures. 2) 2Elaboration of global strategies for
the creation of appropriate national and regional organizational structures and policies on cybercrime. 3) Development of a
strategy for the establishment of globally accepted minimum security criteria and accreditation schemes for hardware and
software applications and systems. 4) Development of strategies for the creation of a global framework for watch, warning and
incident response to ensure cross-border coordination between new and existing initiatives. 5) Development of global strategies
for the creation and endorsement of a generic and universal digital identity system and the necessary organizational structures
to ensure the recognition of digital credentials across geographical boundaries. 6) Development of a global strategy to facilitate
human and institutional capacity building to enhance knowledge and know-how across sectors and in all the above-mentioned
areas. 7) Proposals on a framework for a global multi-stakeholder strategy for international cooperation, dialogue and coordina-
tion in all the above-mentioned areas.
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