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% C6 rat nhiéu cong cu phan tich mang phirc tap va chuyén dung

' nhu’ng thuc ra chi ¢6 10 cong cu chi yeu dé c6 thé giai quyét moi sw

co trén mang TCP/IP. D6 1a nhirng cong cu khong phai la manh

nhat nhung lai dwgc st dung thuong xuyén nhit, ban nén chic

§ Moot Aduinitaion | chdn rang trong bo do nghe quan tri mang cia minh luén san sang
| el cAc cong cu nay dé phuc vu tét nhit cho viéc gidi quyét s co.

1. Ping.

Ping la mot img dung kiém tra két n01 giita hai diém trong mang dé xem
chung c6 thong sudt va hoat dong tét ko, viéc nay duogc thuc hién bang
cach giri va nhan mot chudi cc géi tin theo giao thirc ICMP. Mot trong
nhitng bude dau tién trong quy trinh troubleshooting chinh 1a mdt thao
tac tuong ching don gian: ping dia chi loopback 127.0.0.1 dé kiém tra
hoat dong ctia TCP/IP trong chinh cac local host.

2. Traceroute.

Traceroute dugc xay du’ng trén nén tang ung dung ping tuy nhién né khong chi kiém tra hoat dong ctia
cac tuyén duong ma con xac dinh cac ching can di qua trén duong truyen va tinh todn dugc thoi gian
g6i tin dugc van chuyen trén tung chang. Vi du khi ta ping mot thiét bi dau xa va nhan thay do tré cua
g0i tin tra 10 12 rat 16n, mudn biét dugc géi tin bi tré & dau, can thuc hién 1énh traceroute.

3. Protocol analyzer/network analyzer

Mot bd cong cu phén tich cac giao thire (d6i khi con goi la cac network analyzer) 1a mot cong cu thiét
yéu dé admin theo ddi dugc hoat dong cua mang. Cac cong cu nay thyc hién cong viée bat cac goi tin
trén duong truyén (mic dinh thudng 1a bat tat ca cac goi, co thé cau hinh cac b loc dé chi bat mot sb
g6i nhét dinh).

Céc goi tin nay s& duoc luu trong bd dém bt goi, sau do s€ dugc phan tich cac thong s6 trong goi va
giai ma thong tin dé hlen thi trén man hinh. Mt s6 cong cu nhu Network Associates' Sniffer Pro con co
kha ning phat hién ra tién trinh truyén nhan thong tin dé phat hién cac dong thai tin cong va xam nhép
dé bao dong v6i admin.

Mot s6 cac cong cu khac ciing kha phd bién 1a: AG Group's EtherPeck, cong cu Network Monitor ctia
WindowsNT.

4. Port scanner.

Cong cu queét cong ¢o the phat hién ra céac dich vu nao dang hoat dong trén thiét bj diu xa. Tuy nhién
quét cong thuong dugc xép vao loai cac hanh dong tin cong hodc hanh dong xam nhép va thudng bi cac
mang dau xa chan.

5. Nslookup/DIG.

Tién ich nslookup co ban giri cac ban tin querry dén DNS server. Ban tin nay s& nho server thuc hién
mdt thao tac phan giai tir tén mién hodc tén host sang dia chi IP tuong Umg v&i nd. Domain Internet
Grouper (DIG) 1a mot cong cu twong tu nhu nslookup nhung cung cp nhiéu thong tin vé DNS hon.

Vi du: mot thao tac nslookup don gian cho www.ipmac.com.vn s€ tra vé nhiing thong tin sau:
> www.ipmac.com.vn
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Name: ipmac.com.vn
Address: 64.235.234.141
Aliases: www.ipmac.com.vn

Trong khi d6 vé6i cung thao tac trén DIG tra vé cac thong tin trén cong v6i phan sau:
Name servers: nsl.lunarpage.com

IP address: 69.25.27.170

nsl.lunarpage.com

IP address: 66.150.161.141

6. ARP.

Cong cu nay cho phep theo ddi cac dia chi IP trén mang va céc dia chi vat ly tuong Gmg v6i no. Bang
cong cu nay, admin c6 thé hién thi ra bang ARP dé biét duoc dia chi vat ly cua thiét bi thyc hién viéc
gui nhan thong tin qua mang. Viéc ndy dong vai tro khé quan trong vi chi bang cach xem dia chi vét Iy
(1a dia chi duy nhét dinh danh cho thiét bi mang) admin méi phat hién duge chinh xdc mot host vi dia
chi IP chi 1a dia chi logic, n6 hoan toan cé thé bi thay doi.

7. Route.
La cong cu cho phép hién thi va thao tac voi bang dinh tuyén trong thiét bi.

8. Cac cong cu SNMP.

Cac cong cu quan tri trén nén SNMP cho phép thu thap thong tin trong cac ban tin Management
Information Base (MIB) duoc phat di boi nhiing thiét bi hd tro SNMP. C6 thé theo ddi céac thlet bi
SNMP bing mot hé thong thong bao/bao dong co kha nang bao cao cho SNMP ngay lap tirc vé céc
action vugt qua g101 han di dugc ciu hinh trude trén cac thiét bi. Tuy nhién mot tré ngai d6i véi SNMP
14 hién c6 rét it cac san pham c6 kha ning chay trén nhiéu nén tang thiét bi ctia cac hing khac nhau.

9. B) test Cable.

béy la mét cong cu khong thé thiéu dé kiém tra sy chinh xac trong hoat dong ctia hé thong day dan.
Cong cu pho bién la Microtest's OmniScanner dugc trang bi cac chure nang test do toan ven va do nhiéu
cua day dan. B kiém tra _cap c6 kha nang lam nhitng viéc sau: bdo cao vé tong chiéu dai day dan, ket
qua kiém tra cac thong s, do nhidu xuyén am, d6 suy hao dudng truyén, tr& khang va nhiéu théng sb
khéc nira.

Mot sb cong cu kiém tra cap con cung cap kha ning theo ddi traffic trén mang.

10. Céc cong cu to hop.

Ngoai cac cong cu trén con mot sé cong cu giai quyét su cd khac bao gdm NetScanTools Pro 2000 va
AG Group’s NetTools. Cac cong cu nay thuan tién ¢ chd né 1a nhimg phan mém té hop ciia cac tién ich
port scan, ping, traceroute va thuc hién duoc ca thao tac nslookup, tiét kiém dang ké cho admin thoi gian
troubleshoot cho mot mang. Trong hai cong cu tong hop trén NetTools c¢6 gia thanh ré hon tuy nhién cac
tién ich ctia n6 chi 1a mot phan nho so véi NetScanTools Pro 2000.

Admin ciing ¢6 thé sir dung céc tién ich cung cip thong tin va cau hinh co ban duoc tich hop sin trong
Windows nhu WINIPCFG, IPCONFIG va netstat. Mot phan mém tinh toan dia chi IP di khi cling tro
thanh mot cong cu thuan lgi dé tiét kiém thoi gian, c6 rat nhiéu phﬁn mém loai nay,cac admin co thé
download mién phi trén mang.

Viéc lira chon cac cong cu thich hop sé& gitip giam nhe va don gian héa cong viée giai quyét su cb cho
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cac mang TCP/IP.
IPMAC Networking Academy
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