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Hi€u thém vé dia chi local va global trong NAT5/14/2005 11:12:00 AM

Bai viét nay cho phép cac ban dinh nghia va hiéu ré cac khai niém sau vé NAT (Network Address
Translation): inside local,inside global, outside local, va outside global.

DPinh nghia cac thuit ngir
Cisco dinh nghia cac thuat ngtr dugc su dung trong NAT nhu sau:

- Inside local address - Pia chi IP dugc gan cho mot host ctia mang trong. Pay 1a dia chi duoc ciu
hinh nhu 12 mét tham s cua hé diéu hanh trong may tinh hodc dugc gan mdét cach tu dong thong qua
cac giao thic nhu DHCP. Dia chi nay khong phai 14 nhimng dia chi IP hop 18 dugc cip boi NIC (Network
Information Center) hodc nha cung cap dich vu Internet.

- Inside global address - La mot dia chi hop 1¢ dugc cép bai NIC hodc mot nha cung cap dich vu
trung gian. Dia chi nay dai dién cho mét hay nhiéu dia chi IP inside local trong viéc giao tiép véi
mang bén ngoai.

- Outside local address - La dia chi IP cua mot host thudc mang bén ngoai, cac host thuoc mang bén
trong s€ nhin host thugc mang bén ngoai thong qua dia chi ndy. Outside local khong nhit thiét phai
1a mot dia chi hop 18 trén mang IP (c6 thé 1a dia chi private).

- Outside global address - La dia chi IP dugc gan cho mét host thugc mang ngoai boi nguodi s¢ hiru
host d6. Dia chi nay dwoc gan bang mot dia chi IP hop 18 trén mang Internet.

Trén day la cac dinh nghia kinh dién cua Cisco, tuy nhién né khong dugc dé hiéu cho 1dm va d6i khi gy
cho chiing ta khong it nham 1an. Trudc khi di vao cac vi dy, ta dinh nghia lai cac thuat ngit trén theo mot
cach dé hiéu hon. Trude hét ban phai nhé k¥ rang khai niém khai niém “inside” va “outside” ciia NAT
1a cac giao dién dugc cau hinh boi cau Iénh ip nat inside and ip nat outside. Cac mang nao néi dén cac
giao di¢én nay s€ co vai tro inside va outside twong ung.

- Local address - La dia chi xgét hién trong phﬁn “inside” cia mot network.
- Global address - La dia chi xuat hi¢n trong phan “outside” cua mdt network.

Céc goi tin bat ngudn tir phan mang “inside” s& co dia chi source IP 14 dia chi kiéu “inside local” va
destination IP 1a “ouside local” khi né con & trong phan mang “inside”. Cling goi tin do, khi duoc
chuyén ra mang “outside” source IP address s& dugc chuyén thanh "inside global address" va dia
destination IP cua goi tin s¢€ 1a “outside global address”

Nguoc lai, khi mot géi tin bat ngudn tir mot mang “outside”, khi né con dang & mang “outside” do, dia
chi source IP ctia no6 s€ la "outside global address", dia chi destination IP s& la "inside global address".
Ciing goi tin d6 khi duoc chuyén vao mang 1n51de , dia chi source s¢& 1a "outside local address" va dia
chi destination cua goi tin s& la "inside local address".

Chung ta hay quan sat vi du trong hinh sau:
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Dinh nghia cac dia chi inside local va inside global
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Trong vi du nay ¢ gitra s€ dugc cAu hinh NAT dé phién dich dia chi . Khi nhan dugc mot goi tin tur
mang trong di ra ngoai c6 dia chi source IP 1a 10.10.10.1 thi dia chi nay s& dugc router d6i thanh
171.16.68.5 trudc khi di ra ngoai. Va nguogc lai khi router nhan dugc goi tin c6 dia chi destination IP 1a
171.16.68.5 di tr mang ngoai vao thi n6 s€ phién dich thanh dia chi destination IP 1a 10.10.10.1

ip nat inside source static 10.10.10.1 171.16.68.5

I--- Inside device A is known by the outside cloud as 171.16.68.5.

interface s 0
ip nat inside

interface s 1
ip nat outside

Khi thiét bi bén trong giao tiép v6i thiét bi bén ngoai, cac dia chi dugc dinh nghia nhu sau:

Inside Global Inside Local Outside Local Outside Global
171.16.68.5 10.10.10.1 171.16.68.1 171.16.68.1
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Nhu da noi & trén, cac dia chi 1a dia chi xuét hién trong ddm may mang inside. Cac dia chi global 1a dia
chi xuét hién trong dam may outside. Do cach NAT dugc cau hinh trong vi du ndy chi dé phién dich cac
dia chi inside, dia chi “inside local” s€ khac dia chi “inside global” trong khi dia chi “outside local” va
“outside global” thi hoan toan giéng

nhau.

Hinh sau minh hoa goi tin khi né ¢ trong mang inside va outside.
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Dinh nghia cac dia chi outside local va outside global

Trong vi du cAu hinh tiép theo, khi NAT router nhan mot packet ¢ giao dién outside véi dia chi source 1a
171.16.68.1, dia chi nay s& duoc phién dich 1a 10.10.10.5. Piéu nay ciing c6 nghia 1a néu router NAT
nhén dugc mdt packet trén giao dién inside ciia n6é véi mdt dia chi destination 1a 10.10.10.5, dia chi dich
do6 sé dugc phién dich thanh 171.16.68.1

ip nat outside source static 171.16.68.1 10.10.10.5
I--- Qutside device A is known to the inside cloud as 10.10.10.5.

interface s 0
ip nat inside

interface s 1
ip nat outside

Khi thiét bi bén trong giao tiép véi thiét bi bén ngoai, cac dia chi dugc dinh nghia nhu sau:

Inside Global Inside Local Outside Local Outside Global
10.10.10.1 10.10.10.1 10.10.10.5 171.16.68.1

Céc dia chi 1a dia chi xuat hién trong dam may mang inside. Cac dia chi global 1a dia chi xuat hién trong
dam may outside. Do cach NAT duoc cdu hinh trong vi du nay chi dé phién dich cac dia chi outside, dia
chi “outside local” s& khéc dia chi “outside global” trong khi dia chi “inside local” va “inside global” thi
hoan toan giéng nhau.
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Hinh sau minh hoa goi tin khi n6 & trong mang inside va outside.

INSIDE NETWORK OUTSIDE NETWORK
— s DA —— ‘ SA 04
:I 10,1099 10,900 90% o —, 1010909 1716681

10.10.904 171 16 661

1w sA — i A —
1010901 1040008 |—— 10.10.901 17196681

Dinh nghia ca dia chi Local va Global
Trong vi du cau hinh cudi cing nay, router NAT dugc cau hinh dé thuc hién viéc phién dich dia chi nhu
sau: khi router nay nhan dugc mdt packet ¢ giao di¢n inside vdi dia chi source 1a 10.10.10.1, dia chi nay

s& dugc phién dich thanh 171.16.68.5. Khi NAT router nay nhan dugc mot gobi tin ¢ giao dién outside
vo6i dia chi source 1a 171.16.68.1, dia chi nay sé dugc phién dich thanh 10.10.10.5.

Piéu ndy ciing c6 nghia 1a khi NAT router nhan dugc mot goi tin & giao dién outside véi dia chi
destination 1a 171.16.68.5, dia chi nay s€ dugc phién dich thanh 10.10.10.1. Déng thoi, khi NAT nhan
dugc mdt gobi tin & giao dién inside cia nd voi mot dia chi destination 1a 10.10.10.5 thi dia chi nay s€
duogc phién dich thanh 171.16.68.1.

ip nat inside source static 10.10.10.1 171.16.68.5
I--- Inside device A is known to the outside cloud as 171.16.68.5.

ip nat outside source static 171.16.68.1 10.10.10.5
I--- device A is known to the inside cloud as 10.10.10.5.

interface s 0
ip nat inside

interface s 1
ip nat outside

Khi thiét bj bén trong giao tiép vi thiét bi bén ngoai, cac dia chi dugc dinh nghia nhu sau:

Inside Global Inside Local Outside Local Outside Global
171.16.68.5 10.10.10.1 10.10.10.5 171.16.68.1

Mot 1an nita chiing ta dé y rang dia chi local 1a cac dia chi xuét hién trong mang inside va dia chi global
1a dia chi xuat hién trong mang outside. Trong truong hgp déc biét nay, do cach cau hinh NAT, ca dia
chi “inside” va dia chi “outside” déu dugc phién dich do6 vay dia chi “inside local” s€ khac dia chi
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“inside global” va dia chi “outside local” cling s€ khac dia chi “outside global”

Hinh sau minh hoa goi tin khi n6 & trong mang inside va outside.
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Noi tom lai, cac thuat ngt “local” va “global” s€ dé hiéu hon rat nhiéu néu ching ta xem xét dén vi tri
ctia n6 khi xudt hiént rong mang. Dia chi local chi xuat hién trong phan “inside” ctia mang trong khi dia
chi global chi xuat hién trong phan “outside” ciia mang. Pong thoi phu thude vao cach ma NAT duoc
c4u hinh, cac dia chi global va local trén mdi giao dién (inside hay outside) s& c6 thé giéng hodc khong

gidng nhau
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