Introduction to Information

Technology and Applications




Computer Maintenance,
Security and Problem Solving

Week 4




Objectives

e At the end of this lesson, you will learn:
v"How to maintain computers
v'Basic security terminology
v"How to protect your computer
v How to resolve computer related problems




Computer Maintenance

e Computer maintenance is set of services or
procedures performed to keep a computer in
good working, robust condition.

e A well-maintained computer
e Performs faster
e Runs more efficiently
e Crashes less

e Maintaining your computer will save you money,
time, and protect your data.




Why maintenance is important?

* Yourcomputer could stop working, you
may be unable to access your digital
photos, finances, and documents.

e Yourcomputer could slow down, when
a virus or spyware starts using up all of
its memory, and uses your internet
connection to send itself to all of your
friends.




Why maintenance is important?

Spyware or viruses could reveal your personal
information, such as your credit card

numbers, along with anything you ever type
into it. o

Worms or viruses could lead you to being
unable to get to web sites or send email to
your friends, if your computer becomes
marked as a virus-carrier.

If you’re running a business, a compromise
could cause you to reveal any data you have
about your customers, thus potentially
leading to you being the target of a charge.




File Security

* File Security is a feature of your file system that:
e Controls which users can access to which files.
e Brings limitations on what users can do with files.

» For instance,
* Afile may be viewed by everyone but only certain
specific people may change it.
e Afile may be secured so that only the owner may
view |t.
* You can use password to prevent other people
from opening or modifying your file
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FILE SECURITY

Encrypt and Set a Password to Open a
Document/Workbook/Presentation

as Title, Author, and Keywords.

Inspect Document

Chedk the document 101 hidden metadata
Of personal Information.

Restrict Permission
Grant people access while restricting their  *
bty 10 edR, COpy, and print

Add » Dwital Signature

Ensure the integrity of the document by
A43Ng an inviiible Gigital signature.
Mark as Final

Let readers know the document i3 fingl and
make 2 read.only.

Run Compatibility Checier
Check for features not supported Dy earlier
versions of Word.

| 2) Wora Options [X Ext Word '-

e Click the

Microsoft Office
Button, point to
Prepare, and then
click Encrypt
Document.
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FILE SECURITY
Encrypt and Set a Password to Open a
Document/Workbook/Presentation

* In the Encrypt Document
dialog box, in the Password
box, type a password, and
then click OK.

* In the Confirm Password
dialog box, in the Reenter
password box, type the
password again, and then
click OK.

e To activate password, save
the file.

Encrypt Document '

Encrypt the contents of this fie
Password:

21

|

(Remember that passwords are case-sensitive,)

Caution: If you lose or forget the password, it cannot be
recovered. It is advisable to keep a st of passwords and
ther corresponding document names in a safe place.

x_]

Cancel

Encrypt the contents of this fle
Reenter password:

21

(Remember that passwords are case-sensitive.)

x|

Caution: If you lose or forget the password, it cannot be
recovered, It s advisable to keep a Ist of passwords and
ther corresponding document names in a safe place,

Cancel




FILE SECURITY
Set a Password to Modify a
Document/Workbook/Presentation

* To allow only authorized reviewers to modify
your content:

Save As @
. n: v p 5 B 5 .
— = 7 A 7= o Click the Microsoft
L pocuments Office Button , and
(3} Deskton then click Save As.
My Fie name: 3
Focaments | o Click Tools, and then

click General

Tw"s - &a'-'e C&"CQ’
— ¥ Delet

Web Options...

Options.

General Options...

Compress Pictures...




FILE SECURITY

Set a Password to Modify a
Document/Workbook/Presentation

Generaloptions 21|
General Optins | O If you want reviewers to
ST P oI o e enter a password before
Password to gpen: | .
AR e A they can view the document,
Password to modfy: | type a password in the
| BRI Password to open box.
Protect Document... |
Macro securty O If you want reviewers to
Adjust the securky level for opening fles that Mt acro Securty.., |
of
conin maco viuses ond specky the names enter a password before
they can save changes to the
document, type a password
in the Password to modify
box.
oK Cancel




FILE SECURITY

Change a Password

Open the file using your open password or modify password

Click the Microsoft Office Button, and then click Save As.

Click Tools, and then click General Options.

Select the existing password, and then
type a new password.

Click OK.

When prompted, retype your password
to confirm it, and then click OK.
Click Save.

If prompted, click Yes to replace the
existing file.

el Ophons |
File sncryption optors for this document

2

Passwordto gpen:  [seees
File sharing opbions For thes document

Password to godiy: [Feeees

I™ Rgad-only recommended
Macro security

onbain macto vruses and specly the nammes of
trusted macro developers.

[ ] _cowen |




FILE SECURITY

Remove a Password

Follow the first three steps of changing a password to open

General Options dialog box T ——
M

Select the password, and then ety [

press DELETE. pecamasaa||

Click OK. o .

Click Save.

If prompted, click Yes to replace

the existing file. Ee] cowst




Computer Security

* You need to protect your
computer from harm if you;

O connect the Internet.

O allow other people to use your - _.
computer.

O share files with others.




Computer Security

e Computer criminals (hackers or crackers) can
attack
e Directly, by breaking into your computer through the
Internet and stealing your personal information

e Indirectly, by creating malware (MALicious
SoftWARE)

e Malware Is any software designed to cause
damage to a single computer, server, or computer
network, whether it's a virus, spyware, Trojan, etc.

e Fortunately, you can protect yourself by taking
some simple precautions.




COMPUTER SECURITY
Windows Security Center

Windows Security Center is your headquarters for computer

security.

It shows your computer's current security status and help you to

make your computer more secure.

[ w

iia@ ¢ Controd Panel »

L r L 'y 2
_|4?'| 2
Adjust your computer’s settings ew by:  Category ™

? Sy ste T af 1d becut
@ . “

F||;|

Metwork and Internet
H  View network status and tasks
g Choose homegroup and s
« J Hardware and Sound
Weew devices and prnters
Add a device
Connect to a projector
Adjust commanly uted rabal

‘h-e" Prn-g rams

Ky o

haring

My Lekhir

cptions

User .ﬁ.tc::uunts and F.am Iy Safety
W Add Ve USEr scoount
W St up pa confro :-‘-cr.'n_. user

Appearance and Personalization
% Change the theme
Change d p back

5t S reen fegaluticn

] Clock, Ianguage. and Region
I Change keyboards or other input methods
Ease of ﬂ-r:u:-&ss
Let Windows suggest settings
Optim ual disple

* To open it:
O Click the Microsoft
Office Button, and

then click Control
Panel.
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e Click System and Security, and then click
Action Center, click Security

- COMPUTER SECURITY Py =)
c® ax

©2 » Control Panel » Systern and Security » - ‘ ¢f| | Search Control Panel 2 |

-
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Control Panel Home

‘lw Action Center
B ali Review your computer's status and resclve issues
@ Change User Account Control settings | Troubleshoot commen computer problems

Network and Internet Restore your computer to an earlier time

ﬂ Windows Firewall

Check firewall status | Allow a pregram through Windows Firewall

Hardware and Sound
Programs

User Accounts and Family

Safety ﬂb-&'l System

T View amount of RAM and processor speed | Check the Windows Experience Index
[ e S I@.ﬂ'dlw.-' remote access | See the name of this computer '@'Devicef'ﬂanager
Clock, Language, and Region lﬁ’ Windows Update
=@l Turn automatic updating on or off | Check for updates | View installed updates
\fj Power Options
Change battery settings | Require a password when the computer wakes
Change what the power buttons do | Change when the computer sleeps

Q‘;& Backup and Restore

Back up your computer | Restore files from backup

Ease of Access

E. Windows Anytime Upgrade
= Get more features with a new editien of Windows 7
3

Administrative Tools
=| Freeup disk space | Defragment your hard drive
I@CreateanclFu:urrnatharu:lu:Iis,hcr:lartitiu:uns, '@'Uimwentlugs '@'Scheduletasks




e Security Center checks your computer for these
security essentials:
e Firewall
e Automatic updating
e Malware protection
e Other security settings

Y - . 3 - p= ; ;
@U'Pﬁr » Control Panel » Systemn and Security » Action Center - | 4 | Search Control Panel 2 |
- - - u
® -
Control Panel Home . -
Review recent messages and resolve problems

Change Action Center settings Action Center has detected ene or more issues for you to review,

Change User Account Centrol
SIS Security
View archived messages

m

View performance information Network firewall Currently not menitored

Turn on messages about network firewall
Windows Update Currently not monitored

Turn on messages about Windows Update

Virus protection Currently not monitored

Turn on messages about virus protection
Spyware and unwanted software protection Currently not
monitored

Turn on messages about spyware and related protection

See also Internet security settings Currently not monitored
Backup and Restore Turn on messages about Internet security settings
Windows Update

User Account Centrol Currently not menitored

Windows Program
Compatibility Troubleshooter Turn on messages about User Account Control




COMPUTER SECURITY
Viruses, Worms and Trojan Horses

* Viruses, worms, and Trojan horses are malicious
programs.

* They can
O cause damage to your computer and to the information
located in your computer.
O slow down the Internet.
O use your computer to spread themselves to others.
* The most common method used for spreading malicious

programs is through e-mail attachment.




COMPUTER SECURITY

Viruses %

A virus is a piece of computer code that attaches
itself to a program or file so it can spread from
computer to computer.

It infects as it travels.

Viruses can damage your software, your hardware,
and your files.

A true virus does not spread without human

action.
* Sharing a file.
* Sending an e-mail.




COMPUTER SECURITY

Viruses

Programs and documents: programs and documents can be
infected with viruses. When you share them with other users, by
putting them on your network or intranet, or by sending them out, the
infection can spread.

Email: Email can include infected attachments. If you double-click on
an infected attachment, you risk infecting your machine. Some emails
even include malicious scripts that run as soon as you preview the mail
or read the body.

The internet: You may download programs or documents that are
infected. Security vulnerabilities in your operating system can also allow
viruses to infect your computer via the internet connection, without
your having to do anything at all.

CDs and Floppies: Floppy disks can have a virus in the boot sector.

They can also hold infected programs or documents. CDs may also hold
infected items.




A worm, like a virus, is designed to copy itself from one computer
to another, but it does soautomatically.

Once a worm is in your system, it can travel alone.

Takes control of features on the computer that can transport

COMPUTER SECURITY a

files or information.

A great danger of worms is their ability to replicate in great

volume.

™

Worms

I'D LIXE TO KNOW WHO

WRITES THESE WORMS AND
VIRUSES |

© Oniginal Artist

Reprodmugn*ngﬁts obtainable from

www. CanoonStock com |
1A} [l I




COMPUTER SECURITY %

Worms

A worm could send out copies of itself to everyone listed in
your e-mail address book.

Those computers would then do the same, and so on.
This causes a domino effect of heavy network traffic.

They can also tunnel into your system and allow somebody else
to take control of your computer remotely.

Recent examples of worms included the Sasser worm and the
Blaster worm.




COMPUTER SECURITY

Trojan Horses

* Trojan horses are computer programs that appear to be useful
software, but instead they compromise your security and cause a
lot of damage.

* Arecent Trojan horse came in the form of an e-mail that includes

attachments
O Claimed to be Microsoft security updates @

O Turned out to be viruses that attempts to disable antivirus and
firewall software.

O Trojans create a backdoor on your computer that gives
malicious users access to your system, possibly allowing
confidential or personal information to be compromised.

O Unlike viruses and worms, Trojans do not reproduce by
\_ infecting other files nor do they self-replicate. Y,




COMPUTER SECURITY

Trojan Horses

Trojan horses can also be included in software that you download
for free.

Never download software from a source that you don't trust.

Trojans typically do one of two things:

O They either destroy or modify data the moment they launch,
such as erase a hard drive.

O They attempt to ferret out and steal passwords, credit card
numbers, and other such confidential information.




COMPUTER SECURITY

Antivirus Software

* Antivirus programs scan eBimailand other files on your
computer for viruses, worms, and Trojan horses.

* Some security software compatible with Windows are
McAfee, Norton, AVG, etc.

* Select an antivirus program with an automatic update
capability.

-




COMPUTER SECURITY

Antivirus Software

* Free online virus (Trend Micro™ HouseCall, Symantec, and F-
Secure ) scan tools allow you to check whether your computer has
been infected by malwares.

* Unless you own an anti-virus program, you can only detect a virus
when it displays its harmful effects.

o

O

The computer slows down abnormally.
Unexpected error messages appear while running Windows applications

mnon

("application error”, "system fault", "missing files" etc.).
The computer may not respond to your commands.
DOS operating system opens randomly.

Files cannot be opened.

Abnormal audio/visual behaviors take effect.

> The computer performs other unwanted operations.




COMPUTER SECURITY

Spywares

* Spyware secretly gathers user
information through user's

Internet connection without his SPYWARE...
~WHATON EARTH IS
or her knowledge, usually for L

advertising purposes.

* For example, spyware can

O install unwanted toolbars, links, or
favorites in your web browser.

e - o
O change your default home page. [ESprogBa e s s etz

TWww C 3R00NSIOGh € om

O display pop-up ads frequently.
O secretly collect sensitive
information.




COMPUTER SECURITY

Protection from Spywares

To protect your computer from spyware, use an antispyware
program.

Windows Vista has a built-in antispyware program called
Windows Defender, which is turned on by default.

© Windows Defender alerts you when a spyware tries to install itself on your
computer.

© It also can scan your computer for existing spyware and then remove it.

Ad-Aware and Spyware Doctor are two examples of antispyware
programs that you can use.

Because new spywares appear every day, antispyware programs
must be regularly updated.

For the highest level of protection, set Windows to install updates
automatically.




COMPUTER SECURITY
Spam

* Spam is an unsolicited

commercial e-mail (UCE). ... Captured Email Content
- . 8 Mass Mallers
* Itis also known as junk o Trojsns e 8

s

e-mail .
* |f you receive junk e-mail,

O Do not click any links in the
message.

O Do not reply to it in any way
and add the sender's eflmai
address to the Blocked
Senders list.




COMPUTER SECURITY
Spam

* An internet user should know that s/he can not
receive a cash reward for forwarding messages.

'
-




COMPUTER SECURITY

Hoax

* A computer virus hoax is a false email message warning
the recipient of a virus that is going around.

* You can recognize a hoax by searching some keywords in
the message.

O A request to "send this to everyone you know" or some variant
of that statement. No real warning message from a credible
source will tell you to send this to everyone you know.

O Technical sounding language.
O Credibility by association such as Microsoft and IBM.




COMPUTER SECURITY

Hoax

* Virus hoaxes are reports of non-existent viruses.
Usually they are emails which do some or all of the
following:

O

O

@)

Warn you that there is an undetectable, highly destructive new
virus.

Ask you to avoid reading emails with a particular subject line , e.g.
Join the Crew or Budweiser Frogs

Claim that the warnings was issued by a major software company,
internet provider or government agency, e.g. IBM, Microsoft, AOL
or the FCC.

Claim that a new virus can do something improbable, e.g. The
moment of silence hoax says that “no program needs to be
exchanged for a new computer to be infected. ”




COMPUTER SECURITY
Phishing

* “Phishing” is a form of Internet fraud that aims to steal valuable

information such as credit cards, user IDs and passwords.

« Citibank
E-mail claims your Citibank ATM/Debit card PIN must be updated due to "a large number of identity theft
attempts.”

« eBay
E-mail claims auction site eBay is sending out suspension notices via e-mail and asking customers to verify
their account information.

E-mail claims auction site eBay Is sending out notices requesting that users update their account information,

« FDIC
E-mail claims the FDIC insurance on your bank account has been cancelled by the Department of Homeland
Security for violations of the Patriot Act.

« IRS
E-mail pretends to be the RS sending out e-mails directing taxpayers to a web form to use to obtain tax
refunds.




COMPUTER SECURITY

Firewalls @

* A firewall is a software or hardware that checks
information coming from the Internet or a network and
then either turns it away or allows it to pass through to
your computer, depending on your firewall settings.

* In this way, a firewall helps prevent hackers and
malicious software from gaining access to your
computer.

* Windows Firewall is built into Windows and is turned on
automatically.




-

COMPUTER SECURITY

Firewalls

If you run a program such as an
instant messaging program or a
multiplayer network game that
needs to receive information from
the Internet or a network,

O The firewall asks if you want to

block or unblock (allow) the
connection.

O If you choose to unblock the
connection, Windows Firewall
creates an exception

O The firewall won't bother you when
that program needs to receive
information in the future.

1 2 3

&

1) Your computer

2) Your firewall

3) The Internet




COMPUTER SECURITY

Internet Frauds

*  You can guard yourself while you are buying something via
Internet by paying attention to general Internet fraud tips

O Use a secure browser

O Shop with companies you know
O Keep your password(s) private
®

Do not use a password that you use for other aspects of your
life, such as your school login.

Pay by credit or charge card
Keep a record of purchase order and confirmation number
Keep personal information private

o O O O

Look for an online privacy policy




COMPUTER SECURITY

Internet Frauds

* Let’s visit that web site for a secure online shopping!
http://safecomputing.osu.edu/shopping.html




OPTIMIZATION

Disk Defragmentation

* As you save, change, or delete files, both the file
and the hard disk itself become fragmented, and
your computer slows down as it has to look in
many different places to open a file.

* Disk Defragmenter is a tool that rearranges the
data on your hard disk and reunites fragmented
files so your computer can run more efficiently.

* In Windows Vista, Defragmenter runs on a
schedule so you don't have to remember to run it.

-




OPTIMIZATION
Disk Cleanup

e Use Disk Cleanup if you want to;

O reduce the number of unnecessary files on your hard
disk.

O free up disk space.

O help your computer run faster.

* To open Disk Cleanup click the Start button 2 All Programes,
= Accessories—2>System Tools2> Disk Cleanup




OPTIMIZATION
ScanDisk

* Youcan solve some computer problems and improve the

performance of your computer by making sure that your
hard disk has no errors.

* You have to run ScanDisk.

* Right-click the hard disk drive that you want to check, and

then click Properties, Click the Tools tab, and then, under
Error-checking, click Check Now.




BASIC STEPS FOR TROUBLESHOOTING

* When you have a problem with your PC, firstly you
should ask the proper question related to it and check
whether the cause of the problem is among the list.

e Youcan also find answers from different resources to fix

the problems you have, especially if you don’t know
what to check;

O Windows Help Troubleshooting options.
O Discussion groups such as Google Groups.

O Search engines such as Google.




BASIC STEPS FOR TROUBLESHOOTING

Problem: PC Freeze

e |f your PC freezes up on you and you want to try to
continue working, here are some steps to follow:

O Press the Ctrl, Alt and Delete Keys on your keyboard at the same
time and choose the Task Manager button, this will bring up the
Windows Task Manager.

O On the Applications Tab look for the Status of the program, if it
says ‘Not Responding’ highlight that application and choose End
Task. Choose End Task again when prompted.

O Or you can try to Switch Toa different task.

O If this doesn’t help, try restarting your computer by choosing the
Ctrl, Alt, Delete keys again and choose the Shutdown button
then choose Restart.

- /




BASIC STEPS FOR TROUBLESHOOTING

Problem: Equipment Failure

* There are certain basic steps you can try when your
hardware isn’t working:

O Is the power for the unit on?
O Is the power surge strip powered on?
O Are all cables tightly plugged in?

O Try to power off and reboot all components (computer,
router, printer, etc...)

O Try to swap in an identical part (i.e. if the keyboard
doesn’t work try connecting a different keyboard to see
if it works.)

- /




. BASIC STEPS FOR TROUBLESHOOTING A

Windows Help and Support Center
r@l Windows Help and Support = @4g1

© @ ® & W R o oions -
* Youcan use Windows Help Iscarch elp d

and Support Center to fix p Find an answer quickly

your problems 7 Emerafewwords n thesearch box above

O by entering one or more

Mot sure where to start?

keywords that describe - o to gt sarted with your compute
your problem [

O by choosing
. . More on the Windows website
TrOUbIeshDOtlng Optlon 6: Check out the Windows website, which has more
. . information, downloads, and ideas for getting the
to see titles categorized T ostout of your Windows 7PC.
according to specific
types of problems.

i}, More support options

188 Offline Help =




BASIC STEPS FOR TROUBLESHOOTING

Discussion Groups

You can also find answer to your

problem by using discussion

groups such as Google Groups .

Google groups is a free service
from Google where groups of
people have discussions about
common interests.

URL address of the google
groups is
http://groups.google.com.

You can make search here to
find a discussion group that is
related with your subject.
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Question?




