Chapter 17, Configuring Network and Internet Connections
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Chapter Overview


A.
Using the New Connection Wizard to configure network and Internet connections.


B.
Using the New Connection Wizard to configure outbound connections


C.
Enabling and configuring home and small business components

Chapter 17, Lesson 1

Configuring Inbound Connections

1. Introduction


A.
All of the processes for creating network connections are consolidated in the New Connection Wizard.
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2.
Accessing the New Connection Wizard


A.
Click Start, and then click My Computer.


B.
In the My Computer window, under Other Places, click My Network Places.


C.
In the My Network Places window, under Network Tasks, click View Network Connections.


D.
In the Network Connections window, under Network Tasks, click Create A New Connection.


E.
The Welcome To The New Connection Wizard page appears.

|3|
3.
Allowing Incoming Dial-Up Connections


A.
On the Welcome To The New Connection Wizard page, click Next.


B.
On the Network Connection Type page, click Set Up An Advanced Connection, and then click Next.


C.
On the Advanced Connection Options page, ensure that Accept Incoming Connections is selected, and then click Next.


D.
The Devices For Incoming Connections page is displayed.
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4.
Selecting a Device for Incoming Connections

A.
The Devices For Incoming Connections page


1.
Displays a list of the available devices on your computer


2.
Lets you select a device to accept incoming calls


B.
Select the check box for the device you want to use.


C.
If the device is configurable, click Properties.


1.
The Properties dialog box for the device you selected appears.

|5|
5.
Configuring Devices for Incoming Connections

A.
You configure the options for incoming calls in the General tab of the Properties dialog box for the modem.


B.
Call Preferences options 


1.
Operator Assisted (Manual) Dial


a.
You can select this check box to be prompted to dial the phone manually rather than to have the computer dial it.


b.
This is useful when you need to talk to the operator first, for example, in a hotel.


c.
When you dial the phone manually, wait until you hear the computer answer, then click OK and hang up the phone.


2.
Disconnect A Call If Idle For More Than X Minutes; Cancel The Call If Not Connected Within X Seconds


a.
Select the Disconnect A Call If Idle For More Than X Minutes check box to hang up the phone if there is no activity for the specified number of minutes.


b.
Select the Cancel The Call If Not Connected Within X Seconds check box to specify the amount of time in seconds before an uncompleted call is canceled.


(1)
Not all modems support this function.
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C.
Data Connection Preferences options in the General tab


1.
Port Speed


a.
The current computer-to-modem connection shown in bits per second (bps)


b.
The modem-to-modem connection speed may be slower due to other links in the connection.


2.
Data Protocol


a.
StandardEC


(1)
Standard error correction


(2)
Lets the modems negotiate the error correction method that is used for the connection


b.
ForcedEC


(1)
Forced error correction


(2)
Requires that V.42 be used as the error correction method for the connection


(3)
If V.42 cannot be used for the connection, the connection is terminated.


c.
Disabled


(1)
Disabling error control can make the connection less reliable.


(2)
A possible solution in cases where the modem is taking too long to negotiate error control with the Internet service provider’s (ISP’s) modem and is being disconnected by the ISP


3.
Compression


a.
Enables or disables compression performed by the modem (also called hardware compression)


b.
Not all modems support hardware compression.


c.
Disable compression


(1)
When your data communication program is configured to compress data (software compression)


(2)
If you transfer a lot of compressed files (.zip, .arc, .sit, .lha, or .sea file extensions)


d.
Hardware compression can slow transmission speeds on compressed files.


4.
Flow Control


a.
Flow control is the method by which modems control the rate at which other modems send data to it.


b.
There are three settings for Flow Control:


(1)
None: there is no flow control


(2)
Hardware: selects hardware flow control (RTS/CTS), which depends on the modem to control the flow of data. This method should be used with all high-speed modems or modems that compress data.


(3)
Xon/Xoff: selects software flow control, which uses data characters to indicate that the data flow should start or stop. This enables the modem to send a control character to signal another modem to stop transmitting while it catches up. Use Xon/Xoff if the modem or cable does not support hardware flow control.


D.
The Advanced tab contains additional options such as the number of data bits, parity, the number of stop bits, and the modulation type.


1.
Data Bits: the number of data bits used for each character that is transmitted and received


2.
Parity: the type of error checking you want to use for the port 


a.
Parity is typically set to None because most connections use more sophisticated and reliable means of error checking.


3.
Stop Bits: tell the system that a packet (byte) of information has been sent 


a.
The stop bit is almost always set to 1.


4.
Modulation: switches the modulation type to be compatible with the modem signals for the computer with which you are trying to connect


6.
Allowing VPN Connections

A.
When you finish configuring the device, click OK to close the Properties dialog box for the device.


B.
Click Next in the Devices For Incoming Connection page.
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C.
The Incoming Virtual Private Network (VPN) Connection page appears.


1.
Allow Virtual Private Connections


a.
You can select this option if you want Microsoft Windows to modify the ICF so that your computer can send and receive VPN packets.


b.
Virtual private connections through the Internet to your computer are possible only if your computer has a known name or Internet Protocol (IP) address on the Internet.
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7.
Specifying User Permissions

A.
When you finish configuring VPNs, click Next to close the Incoming Virtual Private Network (VPN) Connection page.


B.
The User Permissions page appears.


C.
Select the check box in front of each user who should be allowed a connection to this computer.

8.
Specifying Callback Options

A.
On the User Permissions page, select a user, being careful not to clear the check box in front of the user’s name, and then click Properties.


B.
The Properties dialog box for that user appears.


1.
The General tab


a.
Shows the user_name

b.
Lets you type the user’s full name


c.
Lets you type and confirm the user’s password
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2.
The Callback tab


a.
Enabling callback causes the remote server to disconnect from the client calling in, and then to call the client back.


b.
Do Not Allow Callback


c.
Allow The Caller To Set The Callback Number


(1)
You can have the phone call charged to the office phone number rather than to the phone number of the user who called in.


(2)
This option lets the caller specify the number called by the computer in the office.


d.
Always Use The Following Callback Number


(1)
You can have the phone call charged to the office phone number rather than to the phone number of the user who called in.

(2) You set the number to be called back.

(3) This option helps to improve security and reduce the chance of break-ins.


9.
Selecting Networking Software

A.
After you have configured the callback options, in the Properties dialog box for the user, click OK to return to the User Permissions page.


B.
On the User Permissions page, click Next. 
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C.
The Networking Software page appears.


1.
This page lets you select the networking software you want to enable for incoming connections.


2.
The selections for Networking Software vary, depending on what you have installed on your computer. 


3.
The selections include


a.
Internet Protocol (TCP/IP)


b.
File And Printer Sharing For Microsoft Networks


c.
Client For Microsoft Networks


4.
You can install additional software by clicking Install.

|11|
10.
Configuring Networking Software 

A.
Internet Protocol (TCP/IP) options


1.
Allow Callers To Access My Local Area Network


a.
Specifies whether users connecting to this computer can use resources on the network that this computer resides on

2.
Assign TCP/IP Addresses Automatically Using DHCP


a.
Specifies that Dynamic Host Configuration Protocol (DHCP) will assign addresses to users who are connecting to this computer 


b.
With DHCP, a network can assign a temporary address to a host automatically when the host connects to the network.


c.
If no DHCP server is available, the Automatic Private IP Addressing feature assigns a random IP address (169.254.x.y).

3.
Specify TCP/IP Addresses


a.
Lets you type a range of IP addresses assigned to incoming connection clients


b.
The Total field indicates the total number of addresses that are allocated in the range.


4.
Allow Calling Computer To Specify Its Own Address


a.
Specifies whether the calling computer can specify its own IP address


b.
This option is useful if a particular address is reserved for a particular incoming user.


c.
The potential for address conflicts exists because the calling computer may specify an address already in use on the network.


B.
File And Printer Sharing For Microsoft Networks is not configurable.

Chapter 17, Lesson 2

Configuring Outbound Connections
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1.
Outbound Connections Options


A.
Connect To The Internet

B.
Connect To The Network At My Workplace

C.
Set Up An Advanced Connection
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2.
Connect to The Internet

A.
Choose From A List Of Internet Service Providers (ISPs) option


1.
Get Online With MSN


a.
Only works for the United States


b.
Sets up your computer to use MSN


2.
Select From A List Of Other ISPs 


a.
Takes you to a shortcut that provides a list of ISPs


3.
Or, To Transfer An Existing Internet Account From Another Computer To This One, Run The File And Settings Transfer Wizard.


B.
Set Up My Connection Manually option


1.
Connect Using A Dial-Up Modem


a.
Select this option if your connection uses a modem and a regular or Integrated Services Digital Network (ISDN) phone line.


b.
The Connection Name page of the New Connection Wizard prompts you for a connection name, which is typically the name of your ISP.


c.
The Phone Number To Dial page of the New Connection Wizard prompts you for the phone number you use to connect to your ISP.


d.
The Internet Account Information page of the New Connection Wizard


(1)
Prompts you for your ISP account name and password


(2)
Lets you select or clear the Use The Account Name And Password When Anyone Connects To The Internet From This Computer check box


(3)
Lets you select or clear the Make This The Default Internet Connection check box


(4)
Lets you select or clear the Turn On Internet Connection Firewall For This Connection check box


2.
Connect Using A Broadband Connection That Requires A User And Password 


a.
Select this option if your high-speed connection uses either a Digital Subscriber Line (DSL) or cable modem.


b.
This type of connection is also known as Point-to-Point Protocol over Ethernet (PPPoE).


c.
The Connection page of the New Connection Wizard prompts you for your ISP account name and password.


d.
The Connection Availability page of the New Connection Wizard lets you choose one of the two following selections for the Create This Connection For option: Anyone’s User or My Use Only.

e.
The Internet Account Information page of the New Connection Wizard lets you 


(1)
Enter an ISP account name and password


(2)
Select or clear the Use This Account Name And Password When Anyone Connects To The Internet From This Computer check box


(3)
Select or clear the Make This The Default Internet Connection check box


(4)
Select or clear the Turn On Internet Connection Firewall For This Connection check box


3.
Connect Using A Broadband Connection That Is Always On


a.
Select this option if your high-speed connection uses a cable modem, DSL, or LAN connection.


b.
This connection should already be configured, so the New Connection Wizard displays the Completing The New Connection Wizard page.


C.
Use The CD I Got From An ISP option


1.
If you select this option, the New Connection Wizard displays the Completing The New Connection Wizard page.


2.
When you insert the CD-ROM you received from your ISP, the Setup program on the CD-ROM should automatically help you connect to the Internet.
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3.
Connect To The Network At My Workplace

A.
Use this option to connect to a private network.


B.
The Network Connection page has two options:
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1.
Dial-Up Connection


a.
Use this option if you want to connect to a private network using a modem and phone line or an ISDN phone line.


b.
The Connection Name page of the New Connection Wizard prompts you for a connection name, which is typically the name of your company or the name of the server you will be connecting to.


c.
The Phone Number To Dial page of the New Connection Wizard prompts you for the phone number used to make the connection.


d.
When you have entered the information on each of the New Connection Wizard pages, click Next.

 
(1)
The Completing The New Connection Wizard page appears, which displays a summary of the information you entered to create a connection.


e.
If you would like a shortcut to appear on your desktop, select the Add A Shortcut To The Connection To My Desktop check box in the Completing The New Connection Wizard page.


f.
Verify that the information in the Completing The New Connection Wizard page is correct, and then click Finish to create the connection.
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2.
Virtual Private Network Connection


a.
Use this option if you want to connect to a private network using a VPN connection over the Internet.


b.
The Connection Name page of the New Connection Wizard prompts you for a connection name, which is typically the name of your company or the name of the server you will be connecting to.


c.
The Public Network page of the New Connection Wizard lets you specify whether you want Windows XP Professional to dial the initial connection to the Internet or other private network before establishing the virtual connection.


d.
The VPN Server Selection page of the New Connection Wizard prompts you for the host name or IP address of the VPN server you are connecting to.


e.
The Connection Availability page of the New Connection Wizard lets you make the connection available for anyone’s use or for your use only.


f.
When you have entered the information in each of the New Connection Wizard pages, click Next. 


(1)
The New Connection Wizard displays the Completing The New Connection Wizard page, which displays a summary of the information you entered to create a connection.


g.
If you want a shortcut to appear on your desktop, select the Add A Shortcut To The Connection To My Desktop check box located on the Completing The New Connection Wizard page.


h.
After verifying that the information in the Completing The New Connection Wizard page is correct, click Finish to create the connection.
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4.
Set Up An Advanced Connection

A.
Use this option to


1.
Select the Accept Incoming Connections option, which lets you configure and administer inbound connections on a computer running Windows XP Professional 


a.
This procedure was discussed in Lesson 1.


2.
Connect directly to another computer using a serial, parallel, or infrared port


3.
Set up the computer so that other computers can connect to it
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B.
Connect Directly To Another Computer option


1.
Host Or Guest page 


a.
Select Host if your computer contains information that other computers will access.


b.
Select Guest if your computer will access information on a computer configured as a host.


2.
Connection Device page


a.
Select the device you want to use to make this connection.


b.
Possible device choices include Direct Parallel (LPT1), Communications Port (COM1), and Communications Port (COM2).
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3.
User Permissions page


a.
Select the users who can connect to this computer.


4.
When you have entered the information in each of the New Connection Wizard pages, click Next, and the New Connection Wizard displays a summary of the information you entered to create a connection.


5.
If you want a shortcut to appear on your desktop, select the Add A Shortcut To The Connection To My Desktop check box.


6.
After verifying that the information is correct, click Finish to create the connection.

Chapter 17, Lesson 3

Enabling and Configuring Home and Small Business Components
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1.
Home and Small Business Components


A.
Internet Connection Firewall (ICF)


B.
Internet Connection Sharing (ICS)


C.
Network Bridge


2.
Enabling and Configuring Internet Connection Firewall
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A.
Understanding firewalls

1. A firewall 


a.
Protects a network against external threats from another network, including the Internet


b.
Prevents an organization’s networked computers from communicating directly with computers that are external to the network


c.
Prevents computers that are external to the network from communicating directly with an organization’s networked computers


d.
Audits network activity, recording the volume of traffic and information about attempts to gain unauthorized access


2.
All incoming and outgoing communication is routed through a proxy server outside the organization’s network.


B.
ICF is firewall software that restricts the information that is communicated between your home or small business network and the Internet.
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C.
Enabling and disabling ICF

1.
Click Start, and then click My Computer.


2.
Click My Network Places, and then click View Network Connections.


3.
Click the dial-up, LAN, or high-speed Internet connection that you want to protect.


4.
In the Network Connections window, under Network Tasks, click Change Settings Of This Connection.
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5.
In the Properties dialog box for the connection, in the Advanced tab


a.
Select the Protect My Computer And Network By Limiting Or Preventing Access To This Computer From The Internet check box to enable ICF


b.
Clear the Protect My Computer And Network By Limiting Or Preventing Access To This Computer From The Internet check box to disable ICF
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D.
Configuring ICF

1.
In the Properties dialog box for the connection, in the Advanced tab, click Settings.


a.
Displays the Advanced Settings dialog box.


2.
Use the Advanced Settings dialog box to configure ICF.


3.
The Services tab in the Advanced Settings dialog box lets you specify the services running on your computer that Internet users can access.
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4.
The Security Logging tab in the Advanced Settings dialog box 


a.
Lets you enable security logging, by selecting one or both of the following options:


(1)
Log Dropped Packets


(2)
Log Successful Connections


b.
Lets you set the size limit and location of the log file


c.
By default, the log file is PFIREWALL.LOG and the size limit is 4096 KB.


5.
The ICMP tab in the Advanced Settings dialog box lets you select which requests for information from the Internet that the computer will respond to. 


a.
Internet Control Message Protocol (ICMP) lets computers on a network share error and status information.


b.
Allow Incoming Echo Request


(1)
Messages sent to the computer will be repeated back to the sender.


(2)
This option is commonly used for troubleshooting.


c.
Allow Incoming Timestamp Request


(1)
Data sent to the computer can be acknowledged with a confirmation message indicating the time that the data was received.


d.
Allow Incoming Mask Request


(1)
This computer will listen for and respond to requests for more information about the public network it is attached to.


e.
Allow Incoming Router Request


(1)
This computer will respond to requests for information about the routes it recognizes.


f.
Allow Outgoing Destination Unreachable


(1)
Data sent over the Internet that fails to reach this computer because of an error will be discarded and acknowledged with a “Destination Unreachable” message explaining the failure.


g.
Allow Outgoing Source Quench


(1)
When this computer’s ability to process incoming data cannot keep up with the rate of a transmission, data will be dropped and the sender will be asked to slow down.


h.
Allow Outgoing Parameter Problem


(1)
When this computer discards data it has received because of a problematic header, it will reply to the sender with a “Bad Header” error message.


i.
Allow Outgoing Time Exceeded


(1)
When this computer discards an incomplete data transmission because the entire transmission required more time than allowed, it will reply to the sender with a “Time Expired” message.


j.
Allow Redirect


(1)
Data sent from this computer will be rerouted if the default path changes.


k.
If you enable any of the ICMP options, your network can become visible to the Internet and vulnerable to attack.
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E.
ICF considerations

1.
ICF is available in the 


a.
Windows XP Professional 32-bit edition


b.
Windows XP Home Edition

2. ICF is not available in the Windows XP Professional 64-bit edition.

3. ICF should be enabled on your shared Internet connection if your network is using ICS to provide Internet access to multiple computers.

4.
ICF protects a single computer that is connected to the Internet with a cable modem, a DSL modem, or a dial-up modem.

5.
ICF should not be enabled on VPN connections or on client computers; it will interfere with file and print sharing.

3.
Enabling Internet Connection Sharing 
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A.
Internet Connection Sharing (ICS)


1.
ICS lets you use one connection to connect multiple computers on your home or small business network to the Internet.

2.
ICS host


a.
Connect one of the computers on your network to the Internet using a cable modem, a DSL modem, or a dial-up modem.


b.
You enable ICS on the computer connected to the Internet and it becomes the ICS host.


c.
The other computers on the network then connect to the Internet through the host.


3.
ICS is available in  


a.
Windows XP Professional 32-bit edition


b.
Windows XP Home Edition


4.
ICS is not available in the Windows XP Professional 64-bit edition.
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B.
Enabling and disabling ICS

1.
Click Start, and then click My Computer.


2.
Click My Network Places, and then click View Network Connections.


3.
Click the dial-up, LAN, PPPoE, or VPN Internet connection that you want to share.


4.
In the Network Connections window, under Network Tasks, click Change Settings Of This Connection.


5.
Do the following in the Properties dialog box for the connection, in the Advanced tab:


a.
Select the Allow Other Network Users To Connect Through This Computer’s Internet Connection check box to enable ICS.


b.
Clear the Allow Other Network Users To Connect Through This Computer’s Internet Connection check box to disable ICS.
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C.
Configuring ICS 


1.
The Allow Other Network Users To Control Or Disable The Shared Internet Connection check box is available when you enable ICS.


a.
Select this check box to enable client control for the shared Internet connection.


b.
If this check box is selected, users will be able to connect or disconnect the Internet connection.


c.
Clear this check box to disable client control for the shared Internet connection.


2.
In the Advanced tab of the Properties dialog box for the connection, click Settings.


a.
This list shows the available services that are enabled for this connection and could include the following:


(1)
FTP Server


(2)
Internet Mail Access Protocol Version 3 (IMAP3)


(3)
Internet Mail Access Protocol Version 4 (IMAP4)


(4)
Internet Mail Server (SMTP)


(5)
Remote Desktop


(6)
Secure Web Server (HTTPS)


(7)
Telnet Server


(8)
Web Server

b.
You can add additional services, remove listed services, and edit or configure listed services.
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D.
ICS considerations


1.
Do not use ICS on networks with any of the following:


a.
Microsoft Windows 2000 Server domain controllers


b.
Domain Name System (DNS) servers


c.
Gateways


d.
DHCP servers


e.
Computers configured for static IP addresses

|31|
2.
The ICS host computer needs two network connections.


a.
The first connection, the LAN connection, is automatically created by installing a network adapter card, which connects it to the other computers on the network.


b.
The second connection uses a dial-up modem, ISDN, DSL modem, or high-speed connection to connect to the Internet. 


c.
Enable ICS only on the connection to the Internet. 


3.
Enabling ICS automatically assigns a static IP address to the LAN connection to the network.


a.
Any TCP/IP connections will be lost and need to be reestablished.


4.
Enabling and Configuring Network Bridge
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A.
Network Bridge


1.
Network Bridge lets you connect LAN segments (groups of network computers) without having to use routers or bridges.

2.
Network Bridge lets you connect different types of network media.


a.
Before Network Bridge, if you used more than one media type, you needed a different subnet for each media.


b.
Packet forwarding was required because different protocols were used on different media types.


3.
Network Bridge automates the configuration that is required to forward information from one media type to another.


4.
Network Bridge uses the Institute of Electrical and Electronics Engineers (IEEE) Spanning Tree Algorithm (STA).


a.
STA provides an automated mechanism to ensure that the forwarding topology is loop free.


b.
You do not have to do any configuration to use Network Bridge for STA.

|33|
B.
Creating a Network Bridge


1.
Click Start, and then click My Computer.

2.
Click My Network Places, and then click View Network Connection.

3.
In the Network Connections window, under LAN Or High-Speed Internet, click one of the private network connections that you want to make part of the bridge.


4. 
Hold down the Ctrl key and click each of the other private network connections that you want to select to make part of the bridge.


5.
Right-click one of the selected private network connections, and then click Bridge Connections.
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C.
Network Bridge considerations


1.
Only the following adapters can be part of the Network Bridge:

a.
Ethernet adapters

b.
IEEE-1394 adapters

c.
Ethernet-compatible adapters, such as

(1)
Wireless adapter

(2)
Home phone network adapter (HPNA)

2.
Adapters that have ICF or ICS enabled cannot be included in the Network Bridge.

3.
You can add other private network connections to the Network Bridge after it has been created.
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4.
Only one bridge can exist on a Windows XP Professional computer, but it can be used to connect as many different media types as the computer can physically accommodate.


5.
You cannot create a bridge connection on computers running Windows 2000 or an earlier version of Windows.


6.
Network Bridge is available in  


a.
Windows XP Professional 32-bit edition


b.
Windows XP Home Edition


7.
Network Bridge is not available in the Windows XP Professional 64-bit version.


5.
Using The Network Setup Wizard
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A.
Introduction to the Network Setup Wizard

1.
One of the home and small business components in Windows XP Professional

2.
It is only available in a workgroup environment.

3.
You first run the Network Setup Wizard on the computer that will be your ICS host.

a.
The Network Setup Wizard automatically enables ICS and ICF.

4.
After you run the Network Setup Wizard on the ICS host computer, run it on each of the other computers in the network.

5.
The Network Setup Wizard configures all of the computers on the network so that they function properly in the network.
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B.
Running the Network Setup Wizard

1.
Click Start, and then click Control Panel.

2.
Click Network And Internet Connections.

3.
Click Network Connections.

4. In the Network Connections window, under Pick A Task, click Setup Or Change Your Home Or Small Office Network.
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Chapter Summary

A.
All of the processes for creating inbound and outbound network connections are consolidated in the New Connection Wizard.


1.
You choose which device on your computer you will allow to accept incoming calls in the Devices For Incoming Connections page of the New Connection Wizard. 


a.
If the device is configurable, click Properties to configure it.


2.
You must specify which user accounts can use the inbound connection you configured using the New Connection Wizard.


3.
You specify whether to allow callback for each user account and whether the user account can specify the callback number.


B.
You can create a shortcut on your desktop for any connection you create by using the New Connection Wizard.


C.
ICF is software that restricts the information that is sent to your network from the Internet and from your network to the Internet.
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D.
ICS lets you use one connection to connect multiple computers on your home or small business network to the Internet.


E.
ICS should not be used on networks that contain any of the following:


1.
Windows 2000 Server domain controllers


2.
DNS servers


3.
Gateways


4.
DHCP servers


5.
Computers configured for static IP addresses


F.
Network Bridge lets you connect LAN segments (groups of networked computers) without using routers or bridges. 
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