Chapter 16, Backing Up and Restoring Data
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1.
Introducing the Backup Utility


A.
Methods for starting the Backup Or Restore Wizard


1.
Click Start, point to All Programs, point to Accessories, point to System Tools, and then click Backup.


2.
Click Start, click Run, and in the Open text box, type ntbackup and then click OK.


B.
Tasks performed using the Backup or Restore Wizard


1.
Backing up data manually


2.
Restoring data manually


3.
Scheduling unattended backup jobs on a regular basis


C.
Media for storing backups


1.
Tapes


2.
Files stored on 


a.
Hard disk (on a network server)


b.
Removable disks (such as Iomega Zip and Jaz drives)


c.
Recordable CDs


d.
Optical drives
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2.
Requirements for Running the Backup Utility


A.
All users can


1.
Back up their own files and folders


2.
Back up files and folders for which they have any of the following permissions:


a.
Read 


b.
Read & Execute 


c.
Modify 


d.
Full Control 


3.
Restore files and folders for which they have any of the following permissions:


a.
Write 


b.
Modify 


c.
Full Control 


B.
Members of the Administrators and Backup Operators groups can back up and restore all files regardless of the assigned permissions.


1.
By default, the members of these groups have 


a.
The Backup Files and Directories user right


b.
The Restore Files and Directories user right
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3.
Planning Issues for Backups


A.
Plan your backup jobs to fit the needs of the company.


B.
The primary goal of backing up data is to restore lost data if necessary, so your backup plan should include a process for quickly and successfully restoring data.


C.
There is no single correct backup plan for all networks.


D.
Determine which files and folders to back up.


1.
All critical files and folders


2.
The registry for each server


3.
The Active Directory service files in a domain


E.
Determine how often to back up.


1.
Back up critical data daily.


2.
Back up other data as often as it changes.


F.
Determine the target media to use for storing backup data.


1.
Files


a.
The files created have a .bkf extension.


b.
The files can be stored on a removable media device or on a network location.


c.
Users can back up their own files to a network server, but you should use this only for temporary backup jobs.


2.
Tapes


a.
Tapes are less expensive than other media and are convenient for large backup jobs because of their high storage capacity.


b.
Tapes have a limited life and can deteriorate.


c.
Check the manufacturer’s recommendations for usage.
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G.
Determine whether to perform network or local backup jobs.

1. Network backups 


a.
Let you back up data from multiple network computers


b.
Let you consolidate backup data from multiple computers to a single removable backup medium


c.
Let one administrator back up the entire network


2.
Local backups 


a.
Let you back up the registry and Active Directory


b.
Require you to move from computer to computer or rely on users to perform the backups


c.
Require a removable storage device on every computer


3.
Network and local backups can be used together.
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4.
Selecting the Type of Backup Operation


A.
Introduction to backup types


1.
Some backup types use backup markers, which are also known as archive attributes.


a.
When a file changes, an attribute is set on the file that indicates that the file has changed since the last backup.


b.
When you back up the file, this clears or resets the attribute.


2.
There are five types of backups: normal, copy, incremental, differential, and daily.


B.
Normal


1.
All selected files and folders are backed up.


2.
Does not rely on markers to determine which files to back up


3.
Any existing markers are erased and each file is marked as backed up.

4. Speeds up the restore process because 


a.
The backup files are the most current 


b.
You do not need to restore multiple backup jobs


C.
Copy


1.
All selected files and folders are backed up.


2.
Does not look for or clear markers


3.
Does not affect other backup types


D.
Incremental


1.
Only selected files and folders that have a marker are backed up.


2.
Clears markers


3.
If nothing changes in a file between incremental backups, the file is not backed up the second time.


E.
Differential


1.
Only selected files and folders that have a marker are backed up.


2.
Does not clear markers


3.
If nothing changes in a file between differential backups, the file is backed up the second time.


F.
Daily


1.
All selected files and folders that have changed during the day are backed up.


2.
Does not look for or clear markers


G.
Combining backup types
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1.
Considerations


a.
An effective backup strategy is likely to combine different backup types.


b.
Some backup types require more time to back up data but less time to restore data.


c.
Some backup types require less time to back up data but more time to restore data.


d.
If you combine backup types, markers are critical.

 
(1)
Incremental and differential backups check for and rely on markers.
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2.
Example: Combining normal and differential backups


a.
On Monday, perform a normal backup.


b.
On Tuesday through Friday, perform differential backups.


c.
Differential backups do not clear markers, so all backups include all changes since Monday.


d.
This strategy takes more time to back up but less time to restore.
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3.
Example: Combining normal and incremental backups


a.
On Monday, perform a normal backup.


b.
On Tuesday through Friday, perform incremental backups.


c.
Incremental backups clear markers, so each backup includes changes since the previous backup only.


d.
This strategy takes less time to back up but more time to restore.
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4.
Example: Combining normal, differential, and copy backups


a.
On Monday, perform a normal backup.


b.
On Tuesday, perform a differential backup.

c. On Wednesday, perform a copy backup.


(1)
Copy backups include all selected files. They do not clear markers or interrupt the usual backup schedule.


(2)
The copy backup creates a snapshot of your data.


d.
On Thursday and Friday, perform differential backups.


e.
Differential backups do not clear markers, so each differential backup includes all changes since Monday.


f.
This strategy takes more time to back up but less time to restore.
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5.
Changing Windows Default Backup Options


A.
The Backup Utility allows you to change the default settings for all backup and restore jobs.


B.
Select Options on the Tools menu in the Backup Utility window.


C.
Select the appropriate tab in the Options dialog box.


1.
General tab check boxes 


a.
You can select all, none, or any combination of these check boxes.


b.
These settings affect data verification, the status information for backup and restore jobs, alert messages, and the data that is backed up.


c.
Compute Selection Information Before Backup And Restore Operations check box (default setting)


(1)
Estimates the number of files and bytes of information that will be backed up or restored during the current backup or restore operation

(2)
This information is calculated and displayed before the backup or restore begins.


d.
Use The Catalogs On The Media To Speed Up Building Restore Catalogs On Disk check box (default setting)


(1)
Indicates that you want to use the on-media catalog to build the on-disk catalog for restore selections


(2)
If you want to restore data from several tapes and the tape with the on-media catalog is missing, or if you want to restore data from media that has been damaged, you should not select this option. Backup will then scan your entire backup set (or as much of it as you have) and build an on-disk catalog. This could take several hours if your backup set is very large.


e.
Verify Data After The Backup Completes check box


(1)
Checks the backed-up data and the original data on your hard disk to be sure the data is the same


(2)
If the data is not the same, there may be a problem with the media or the file you are using to back up data.


f.
Back Up The Contents Of Mounted Drives check box (default setting)


(1)
Backs up the data on a mounted drive


(2)
If you select this option and back up the data on a mounted drive, the data that is on the mounted drive will be backed up.


(3)
If you do not select this option and back up the data on a mounted drive, only the path information for the mounted drive will be backed up.


g.
Show Alert Message When I Start The Backup Utility And Removable Storage Is Not Running check box (default setting)


(1)
Displays a message when you start Backup and Removable Storage is not running


(2)
If you back up data primarily to a file, and you back up to a floppy disk, hard disk, or any type of removable disk, you do not need to select this check box.


(3)
If you back up data primarily to a tape or other media that is managed by Removable Storage, you should select this check box.


h.
Show Alert Message When I Start The Backup Utility And There Is Recognizable Media Available check box (default setting)


(1)
Displays a message when you start Backup and there is new media available in the Removable Storage Import pool


(2)
If you back up data primarily to a file, and you back up to a floppy disk, hard disk, or any type of removable disk, you do not need to select this check box.

(3)
If you back up data primarily to a tape or other media that is managed by Removable Storage, you should select this check box.


i.
Show Alert Message When New Media Is Inserted check box (default setting)


(1)
Displays a message when new media is detected by Removable Storage


(2)
If you back up data primarily to a file, and you back up to a floppy disk, hard disk, or any type of removable disk, you do not need to select this check box.


(3)
If you back up data primarily to a tape or other media that is managed by Removable Storage, you should select this check box.


j.
Always Allow Use Of Recognizable Media Without Prompting check box


(1)
Automatically moves new media that is detected by Removable Storage to the backup pool


(2)
If you back up data primarily to a file, and you back up to a floppy disk, hard disk, or any type of removable disk, you do not need to select this check box.


(3)
If you use Removable Storage to manage your media, and you want all new media to be available to the backup program only, you should select this check box.
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2.
Restore tab option buttons 


a.
You can select only one of these buttons, and one must be selected.


b.
These settings affect what happens when the file to restore is identical to an existing file.


c.
Do Not Replace The File On My Computer (Recommended)


(1)
This is the default setting.


(2)
When selected, this option will restore a file on your disk only if that file is not already on the disk.


(3)
This is the safest restore operation.


d.
Replace The File On Disk Only If The File On Disk Is Older


(1)
When selected, this option will also restore a file when that file is not already on the disk.


(2)
This option could change some or all of the files that are currently on the disk.


e.
Always Replace The File On My Computer


(1)
When selected, this option will also restore a file on the disk if that file is not already on the disk.


(2)
This option could cause you to lose data if a file you are working on is contained in the backup.
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3.
Backup Type tab


a.
You can use the Backup Type tab to select a default backup type.


b.
The settings you select depend on 


(1)
How often you back up


(2)
How much storage space you have


c.
Available backup types


(1)
Normal (default setting)


(2)
Copy


(3)
Differential


(4)
Incremental


(5)
Daily


4.
Backup Log tab option buttons (also called radio buttons) 


a.
Affect the amount of information included in the backup log


b.
Summary: logs only key operations, such as loading a tape, starting the backup, or failing to open a file (default setting)


c.
Detailed: logs all information, including the names of the files and folders 


d.
None: turns off logging


5.
You can use the Exclude Files tab to select which files are excluded from backup jobs.
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1.
Performing Preliminary Tasks Before Backing Up Data


A.
Ensure that the files you want to back up are all closed.


1.
Notify users to close files.


a.
E-mail


b.
Send a console message.


2.
Backup Wizard does not back up files that are locked open by an application.


B.
Check the removable media device.


1.
Is it attached to a computer on the network?


2.
Is it powered on?


3.
If you are backing up to tape, is the tape device attached to the computer you are going to run Backup on?


4.
Is it on the Microsoft Windows XP Professional Hardware Compatibility List (HCL)?


5.
Is the media loaded in the media device?
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2.
Selecting Files and Folders to Back Up


A.
My Documents And Settings


1.
Backs up the My Documents folder, the Favorites folder, desktop, and cookies of the current user


2.
This is the default setting.


B.
Everyone’s Documents And Settings


1.
Backs up the My Documents folder, the Favorites folder, desktop, and cookies of all users


C.
All Information On This Computer


1.
Backs up all files on the computer that you are running the Backup Utility on except those files that the Backup Utility excludes by default, such as certain power management files


D.
Let Me Choose What To Back Up

1. Backs up the files and folders you select, including 


a.
Files and folders on the computer where you run the Backup Utility 


b.
Any shared files and folders on the network


2.
When you select this option, the Backup Wizard provides a hierarchical view of the computer and the network through My Network Places, so you can select files and folders.


3.
Specifying Backup Destination, Media Settings, and Advanced Settings
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A.
Backup type, destination, and name


1.
Select The Backup Type option


a.
Specify the target medium to use, such as tape or file.


b.
A file can be located on any disk-based media, such as a


(1)
Hard disk


(2)
Shared network folder


(3)
Removable disk, such as an Iomega Zip drive


2.
Choose A Place To Save Your Backup option


a.
Specify the location where the Backup Utility will store the data.


b.
For a tape, enter the tape name.


c.
For a file, enter the path for the backup file.


3.
Type A Name For This Backup option


a.
Specify the name of the backup.


b.
If it is a filename, the extension .bkf is appended automatically.
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B.
Setting advanced backup options in the Completing The Backup Or Restore Wizard page


1.
If you do not want to set advanced backup options, click Finish to start the backup.


a.
The Backup Or Restore Wizard displays status information about the backup job in the Backup Progress dialog box.


2.
Click Advanced to set advanced backup options.


3.
The Type Of Backup page


a.
Lets you use the Select The Type Of Backup advanced option to change the backup type


b.
Select Normal, Copy, Incremental, Differential, or Daily.


4.
How To Backup page


a.
Verify Data After Backup advanced option


(1)
Confirms that files are correctly backed up


(2)
The Backup Utility compares the backup data and the source data to verify that they are the same.


(3)
This option is recommended.


b.
Use Hardware Compression, If Available advanced option


(1)
Enables hardware compression for tape devices that support it


(2)
If the tape device does not support hardware compression, this option is unavailable.


c.
Disable Volume Shadow Copy advanced option


(1)
Allows files to be backed up even though they are in the process of being written to


(2)
By default, the Backup Utility will use volume shadow copies because this check box is cleared.


5.
Backup Options page


a.
If The Archive Media Already Contains Backups advanced option lets you to choose one of the following two selections:


(1)
Select Append This Backup To The Existing Backups to store multiple backup jobs on a storage device.


(2)
Select Replace The Existing Backups if you do not need to save previous backup jobs and you only want to save the most recent backup data.


b.
Allow Only The Owner And The Administrator Access To The Backup Data And Any Backups Appended To This Medium advanced option


(1)
Allows you to restrict who can access the completed backup file or tape set


(2)
This option is available only if you choose to replace an existing backup on a backup medium rather than appending to the backup medium.


(3)
If you back up the registry or Active Directory service, select this option to prevent others from getting copies of the backup job.


6.
When To Backup page


a.
The When Do You Want To Run The Backup? advanced option lets you select 


(1)
Now


(2)
Later


b.
The Schedule Entry advanced option is available only if you select Later. This option lets you


(1)
Specify the job name and the start date


(2)
Set the schedule
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4.
Scheduling Backup Jobs


A.
Click Later on the When To Back Up page of the Backup Or Restore Wizard.


1.
Task Scheduler makes the Schedule Entry text box available on the When To Back Up page.


2.
In the Job Name text box, type a name for the job.


B.
Click Set Schedule to run the backup at a later time.


1.
Task Scheduler displays the Schedule Job dialog box.


2.
You can set the date, time, and number of occurrences for the backup job to repeat.


3.
You can display all the scheduled tasks for the computer by selecting the Show Multiple Schedules check box.

4. You can click Advanced to schedule 


a.
How long the backup can last (the maximum amount of time it can run before the system kills the backup job)


b.
For how many days, weeks, months, or years you want this schedule to continue
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1.
Preparing to Restore Data


A.
Base your restore strategy on the backup type that you used for the backup.


1.
If time is critical, choose backup types that expedite the restore process.


2.
For example, use normal and differential backups so that you only need to restore the last normal backup and the last differential backup.


B.
Perform a trial restore periodically.

1. A trial restore can 


a.
Verify that the Backup Utility is backing up your files correctly


b.
Uncover hardware problems that do not show up with software verification


2.
Restore the data to an alternate location, and then compare the restored data with the data on the hard disk.


C.
Keep documentation for each backup job.


1.
Create and print a detailed backup log for each backup job.


a.
The backup log contains a record of all files and folders that were backed up.


2.
A backup log helps you quickly locate which piece of media contains the files that you need to restore without having to load the catalogs.


a.
A catalog is an index of all the files and folders from a backup job.


b.
Windows XP Professional automatically creates and stores the catalog with the backup job on the computer running the Backup Utility.


D.
Keep a record of multiple backup jobs in a calendar format.

1. For each job, note 


a.
The days on which you perform the backup jobs


b.
The backup type and the storage that is used, such as tape number or the name of the Iomega Zip disk


2.
If you need to restore data, you can easily review several weeks’ worth of backup jobs to select which tape or disk to use.
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2.
Selecting Backup Sets, Files, and Folders to Restore


A.
Determine what data needs to be restored, such as


1.
Individual files and folders


2.
An entire backup job


3.
A backup set


a.
A backup set is a collection of files or folders from one volume that you back up during a backup job.


b.
If you back up two volumes on a hard disk during a backup job, the job has two backup sets.


B.
In the Backup Or Restore Wizard, select Restore Files And Settings and click Next.


1.
In the What To Restore page, expand the media type that contains the data that you want to restore.


2.
Expand the appropriate media set.


3.
Select the data that you want to restore, and then click Next.


4.
Click Finish to start the restore or click Advanced to set advanced restore options.

|21|
3.
Specifying Advanced Restore Settings


A.
In the Where To Restore page, the Restore Files To advanced option provides the following selections:


1.
Original Location


a.
Replaces corrupted or lost data


2.
Alternate Location


a.
Restores an older version of a file or folder


b.
Does a practice restore


3.
Single Folder


a.
Consolidates the files from a tree structure into a single folder


b.
You can use this option if you want copies of specific files but do not want to restore the hierarchical structure of the files.


4.
If you select either an alternate location or a single directory, you must provide the path.


B.
In the How To Restore page, the When Restoring Files That Already Exist On Your Computer advanced option provides the following three selections:


1.
Leave Existing Files (Recommended)


a.
Prevents accidental overwriting of existing data


b.
This is the default setting.


2.
Replace Existing Files If They Are Older Than The Backup Files


a.
Verifies that the most recent copy exists on the computer


3.
Replace Existing Files


a.
The wizard does not provide a confirmation message if it encounters a duplicate filename during the restore operation.


C.
In the Advanced Restore Options page, the Select The Options You Want To Use advanced option provides the following three check boxes:


1.
Restore Security Settings


a.
Applies the original permissions to files that you are restoring to a Windows NT file system (NTFS) volume


b.
Security settings include access permissions, audit entries, and ownership.


c.
This option is available only if you have backed up data from an NTFS volume and are restoring to an NTFS volume.


2.
Restore Junction Points, But Not The Folders And File Data They Reference


a.
Restores junction points on your hard disk as well as the data that the junction points refer to


b.
If you have any mounted drives and you want to restore the data that the mounted drives point to, select this check box.


c.
If you do not select this check box, the junction point is restored but the data your junction point refers to might not be accessible.


3.
Preserve Existing Volume Mount Points


a.
Prevents the operation from overwriting any volume mount point you have created on the partition or volume you are storing data on.


b.
This option is primarily applicable when you are restoring data to an entire drive or partition.
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4.
Completing the Restore


A.
After you have completed all pages in the Backup Or Restore Wizard and clicked Finish on the Completing the Backup Or Restore Wizard page, the Backup Utility


1.
Prompts you to verify your selection of source media to use to restore data


2.
Starts the restore process


3.
Displays status information about the restore process


4.
Lets you view the restore log report, which contains 


a.
Information about the restore


b.
Information such as the number of files that have been restored and the duration of the restore process
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1.
Introduction to the Automated System Recovery Wizard


A.
The Automated System Recovery Wizard helps you back up your system partition so that you can restore it.


B.
The Automated System Recovery Wizard creates


1.
A floppy disk that contains system settings


2.
A backup of the local system partition on tape or as a file location on a network server
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2.
Starting the Automated System Recovery Wizard


A.
To start the wizard, click Start, point to Accessories, point to System Tools, and then click Backup.


B.
In the Welcome To The Backup Or Restore Wizard page, click Advanced Mode.


C.
In the Welcome To The Backup Utility Advanced Mode window, click Automated System Recovery Wizard. The Automated System Recovery Preparation Wizard starts.


D.
In the Welcome To The Automated System Recovery Preparation Wizard page, click Next.


E.
On the Backup Destination page, select the appropriate options.


1.
Backup Media Type


2.
Backup Media Or File Name


a.
For a tape, enter the tape name. 


b.
For a file, enter the path for the backup file.


F.
On the Completing The Automated System Recovery Preparation Wizard page, click Finish to start the backup of your system files.
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Chapter Summary

A.
You use the Backup Utility to back up data manually, schedule unattended backup jobs on a regular basis, and restore data. 


B.
The Backup Utility provides five types of backups: normal, copy, differential, incremental, and daily.


C.
The Backup Utility has configurable default options that apply to all backup and restore operations.


D.
You can back up everything on the computer; specify selected files, drives, or network data; or back up only the system state data.
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E.
The advanced options in the Backup Utility include verifying the data after the backup and using hardware compression.


F.
The Backup Utility lets you restore individual files and folders, an entire backup job, or a backup set.


G.
The Backup Utility provides access to the Automated System Recovery Wizard.


H.
The Automated System Recovery Wizard creates a floppy disk that contains system settings and a backup of the local system partition so that you can restore it in case of an emergency.
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