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Configuring Account Policies
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1.
Account Policies in the Local Computer Policy Snap-In


A.
Account Policies is one of the Security Settings in the Local Computer Policy snap-in.


1.
Account Policies contains Password Policy and Account Lockout Policy.


B.
User Rights Assignments and Security Options are both Local Policies, which is also one of the Security Settings in the Local Computer Policy snap-in.


2.
Configuring Password Policy
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A.
Password Policy allows you to


1.
Improve security on your computer


2.
Control how passwords are created and managed


3.
Specify the maximum length of time a password can be used before the user must change it


a.
Requiring users to change passwords regularly decreases the chance of unauthorized access.


b.
Changing passwords regularly also helps to lock hackers out of the system.


4.
Additional Password Policy options include 


a.
Minimum Password Length: the longer the password, the more difficult it is to discover


b.
Enforce Password History: prevents a user from having two passwords and alternating between them
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B.
Password Policy settings


1.
Enforce Password History


a.
Indicates the number of passwords to be kept in a password history


b.
The value you set indicates the number of new passwords that a user must use before he or she can reuse an old password.


c.
The default is 0.


d.
Zero indicates that no password history is being kept.


e.
The range of values is from 0 to 24.


2.
Maximum Password Age


a.
Controls the number of days a user can use a password before the system requires him or her to change it


b.
The default is 42 days.


c.
Zero indicates that the password will not expire.


d.
The range of values is from 0 to 999 days.


3.
Minimum Password Age


a.
Controls the number of days you must keep a password before you can change it


b.
Use this value to prevent a user who was forced by the system to change his or her password from immediately changing it back to the old password.


c.
Zero indicates that the password can be changed immediately.


d.
The default is 0, but if you are using Enforce Password History, you should not use 0.


e.
The range of values is from 0 to 999 days.


f.
The minimum password age must be less than the maximum password age.


4.
Minimum Password Length


a.
Sets the minimum number of characters required in a password


b.
The default is 0.


c.
Zero indicates that no password is required.


d.
The range of values is from 0 to 14.


5.
Password Must Meet Complexity Requirements


a.
Enabled or Disabled


b.
The default is Disabled.


c.
If set to Enabled, all passwords 


(1)
Must meet or exceed the specified Minimum Password Length


(2) 
Must comply with the password history settings


(3)
Must contain capitals, numerals, or punctuation


(4)
Are prohibited from containing the user’s account or full name


6.
Store Password Using Reversible Encryption For All Users In The Domain


a.
Enabled or Disabled


b.
The default is Disabled.


c.
Enabled allows Microsoft Windows XP Professional to store a reversibly encrypted password for all users in the domain.
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3.
Configuring Account Lockout Policy


A.
Account Lockout Policy


1.
Allows you to improve security on your computer


2.
Prevents an unauthorized user from repeatedly trying to break into your computer


B.
Account Lockout Policy settings


1.
Account Lockout Duration


a.
Indicates the number of minutes that the account is locked out


b.
Zero indicates the account is locked out indefinitely until the administrator unlocks the user account.


c.
The range of values is from 0 to 99999 minutes (approximately 
69.4 days).


2.
Account Lockout Threshold


a.
Indicates the number of invalid logon attempts it takes before the user account is locked out from logging on to the computer


b.
Zero indicates that the account will not be locked out.


c.
The range of values is from 0 to 999 attempts.


3.
Reset Account Lockout Counter After


a.
Indicates the number of minutes to wait before resetting the account lockout counter


b.
The range of values is from 1 to 99999 minutes.
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Configuring User Rights

|6|
1.
Understanding User Rights


A.
You can assign specific rights to groups or individual user accounts.


B.
Microsoft recommends that you assign rights only to groups to simplify administration.


C.
User rights are cumulative.


1.
If a user is a member of more than one group, he or she has all the user rights assigned to all of the groups.
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2.
Assigning User Rights


A.
There are two types of user rights: privileges and logon rights.


1.
A privilege is a user right that allows members of a group to perform a specific task, usually one that affects an entire computer system rather than one object.


2.
A logon right is a user right assigned to a group or individual user account that controls the way users can log on to a system.


B.
Some commonly used privileges


1.
Act As Part Of The Operating System


a.
Allows a process to authenticate like a user and access the same resources as a user


b.
Do not grant this privilege unless it is required.


c.
Only low-level authentication services should require this privilege, and they should use the LocalSystem account, which has this privilege.


2.
Add Workstations To Domain


a.
Allows a user to add a computer to a domain


b.
Should be assigned as part of the default domain controller policy for the domain


3.
Back Up Files And Directories


a.
Allows a user to back up the system without being assigned permission to access all files and folders on the system


b.
By default, members of the Administrators group and the Backup Operators group have this permission assigned on workstations and member servers.


c.
By default, members of the Administrators group, the Server Operators group, and the Backup Operators group have this permission assigned on domain controllers.


4.
Bypass Traverse Checking


a.
Allows a user to move through folders that he or she has no permission to access


b.
Does not allow the user to view the contents of a folder, just to move through the folder


c.
By default, members of the Administrators group, the Backup Operators group, Power Users, Users, and Everyone groups have this permission assigned on workstations and member servers.


5.
Change The System Time


a.
Allows a user to set the time for the internal clock of the computer


b.
By default, members of the Administrators and Power Users groups and the LocalSystem and NetworkService accounts have this permission assigned on workstations and member servers.


c.
By default, members of the Administrators and Server Operators groups and the Local System and Network Service accounts have this permission assigned on domain controllers.


6.
Create A Token Object


a.
Allows a process to create a token that it can use to access any local resource when the process uses a token-creating application programming interface (API)


b.
Microsoft recommends that processes that require this privilege use the LocalSystem account because it already has this privilege.


7.
Create Permanent Shared Objects


a.
Allows a process to create a directory object in the Windows object manager


b.
Useful for kernel-mode components that plan to extend the Windows object namespace


c.
Components that run in kernel mode already have this privilege so it is not necessary for you to assign it to them.


8.
Create A Pagefile


a.
Allows a user to create a pagefile and modify the size of existing pagefiles


b.
By default, members of the Administrators group have this privilege on workstations, member servers, and domain controllers.


9.
Debug Programs


a.
Allows a user to attach a debugger on any process


b.
Provides powerful access to sensitive and critical system operating components


c.
By default, members of the Administrators group have this privilege on workstations, member servers, and domain controllers.


10.
Enable Computer And User Accounts To Be Trusted For Delegation


a.
Allows a user to set the Trusted For Delegation setting on a user or computer object


b.
A server process running on a computer that is trusted for delegation or run by a user who is trusted for delegation can access resources on another computer.


c.
Do not assign this privilege unless you understand that this privilege and the Trusted For Delegation setting can open your network to attacks from Trojan horse programs that impersonate incoming clients and use their credentials to access network resources. 


d.
This privilege is not assigned to anyone on workstations or member servers.


e.
This privilege is assigned to the Administrators group on domain controllers.


11.
Force Shutdown From A Remote System


a.
Allows a user to shut down a computer from a remote computer on the network


b.
By default, members of the Administrators group have this privilege on workstations and member servers.


c.
By default, members of the Administrators and Server Operators groups have this privilege on domain controllers.


12.
Generate Security Audits allows a process to make entries in the security log for object access auditing.


13.
Adjust Memory Quotas For A Process


a.
Allows a process to increase the processor quota assigned to another process


b.
The process must have write access to the process for which it increases the processor quota.


14.
Increase Scheduling Priority


a.
Allows a process to increase the execution priority of another process.


b.
The process must have write access to the process for which it increases the execution priority.


c.
Allows users to change the scheduling priority of a process through Task Manager


d.
By default, members of the Administrators group have this privilege on workstations, member servers, and domain controllers.


15.
Load And Unload Device Drivers


a.
Allows a user to install and uninstall Plug and Play devices drivers


b.
This privilege does not affect non–Plug and Play device drivers. 


c.
Be careful in granting this privilege. Device drivers run as trusted programs and only device drivers with correct digital signatures should be installed.


d.
By default, members of the Administrators group have this privilege on workstations, member servers, and domain controllers.


16.
Lock Pages In Memory


a.
Allows a process to lock data in physical memory and prevent Windows XP Professional from paging the data to virtual memory 
(a pagefile) on disk


b.
Not assigned to anyone by default


c.
Some system processors have this privilege.


17.
Manage Auditing And Security Log


a.
Allows a user to specify object access auditing options for individual resources such as files, Active Directory service objects, and registry keys


b.
A user with this privilege can also view and clear the security log from the Event Viewer.


c.
By default, members of the Administrators group have this privilege on workstations, member servers, and domain controllers. 


18.
Modify Firmware Environment Values


a.
Allows a user to use the System Properties program to modify system environment variables


b.
Allows a process to use an API to modify the system environment variables


19.
Perform Volume Maintenance Tasks


a.
Allows a user to run disk tools, such as Disk Cleanup or Disk Defragmenter


b.
By default, members of the Administrators group have this privilege on workstations, member servers, and domain controllers. 


20.
Profile A Single Process


a.
Allows a user to use performance-monitoring tools to monitor the performance of nonsystem processes


b.
By default, members of the Administrators and Power Users groups have this privilege on workstations and member servers.


c.
Only members of the Administrators group have this privilege on domain controllers.


21.
Profile System Performance


a.
Allows a user to use performance-monitoring tools to monitor the performance of system processes


b.
By default, members of the Administrators group have this privilege on workstations, member servers, and domain controllers.


22.
Remove Computer From Docking Station


a.
Allows a user to undock a portable computer


b.
By default, members of the Administrators, Power Users, and Users groups have this privilege on workstations and member servers.


23.
Replace A Process-Level Token allows a parent process to replace the access token associated with a child process.


24.
Restore Files And Directories


a.
Allows a user to restore backed-up files and directories without being assigned the appropriate file and folder permissions


b.
Allows a user to set any valid security principal (an account holder such as a user, computer, or service) as the owner of the object


c.
By default, members of the Administrators and Backup Operators groups have this privilege on workstations and member servers.


d.
Members of the Administrators, Server Operators, and Backup Operators groups have this privilege on domain controllers.


25.
Shut Down The System


a.
Allows a user to shut down the local computer


b.
By default, members of the Administrators, Backup Operators, Power Users, and Users groups have this privilege on workstations.


c.
By default, members of the Administrators, Backup Operators, and Power Users groups have this privilege on member servers.


d.
By default, members of the Administrators, Account Operators, Backup Operators, Print Operators, and Server Operators groups have this privilege on domain controllers.


26.
Synchronize Directory Service Data


a.
Allows a process to provide directory service synchronization services


b.
Only relevant on domain controllers


27.
Take Ownership Of Files Or Other Objects


a.
Allows a user to take ownership of objects in the system, including Active Directory objects, files and folders, printers, registry keys, processes, and threads


b.
By default, members of the Administrators group have this privilege on workstations, member servers, and domain controllers. 
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C.
Available logon rights


1.
Access This Computer From The Network


a.
Allows a user to connect to the computer over the network


b.
By default, members of the Administrators, Power Users, and Everyone groups are granted this right on workstations, member servers, and domain controllers.


2.
Deny Access To This Computer From The Network


a.
Prevents a user from connecting to the computer over the network


b.
By default, this right is not granted to anyone.


3.
Log On As A Batch Job


a.
Allows a user to log on using a batch-queue facility


b.
By default, members of the Administrators group are granted this right on workstations, member servers, and domain controllers.


c.
If Microsoft Internet Information Services (IIS) is installed, the right is automatically assigned to the built-in account for anonymous access to IIS.


4.
Deny Logon As A Batch Job


a.
Prevents a user from logging on using a batch-queue facility


b.
By default, this privilege is not granted to anyone.


5.
Log On As A Service


a.
Allows a security principal to log on as a service


b.
Services can be configured to run under the LocalSystem, LocalService, or NetworkService account, which have the right to log on as a service.


c.
Any service that runs under a separate account must be granted this right.


d.
By default, this right is not granted to anyone.


6.
Deny Logon As A Service


a.
Prevents a security principal from logging on as a service


b.
By default, this right is not granted to anyone.


7.
Log On Locally


a.
Allows a user to log on at the computer’s keyboard


b.
By default, members of the Administrators, Account Operators, Backup Operators, Print Operators, and Server Operators groups are granted this right.


8.
Deny Logon Locally


a.
Prevents a user from logging on at the computer’s keyboard


b.
By default, this right is not granted to anyone.


9.
Allow Logon Through Terminal Services


a.
Allows a user to log on using Terminal Services


b.
By default, members of the Administrators and Remote Desktop Users groups are granted this right on workstations and member servers.


c.
Only Administrators are granted this right on domain controllers.


10.
Deny Logon Through Terminal Services


a.
Prevents a user from logging on using Terminal Services


b.
By default, this right is not granted to anyone.
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Configuring Security Options


1.
Understanding Security Options


A.
The Security Options node is located under the Local Policies node.


B.
It includes almost 60 additional security options grouped in several categories.
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2.
Renaming the Administrator Account

Instructor Note This section will be most effective if done with a demonstration. With the Security Options displayed (from the previous demonstration), right-click Accounts: Rename Administrator Account. Discuss items A and B below, and then demonstrate how to rename the Administrator as explained in item C.


A.
You cannot delete the Administrator account.


B.
You should rename the built-in Administrator account with a name that is difficult to recognize as an Administrator account.


1.
Increases security


2.
Makes it difficult for unauthorized users to break in


C.
To rename the built-in Administrator account


1.
Right-click Accounts: Rename Administrator Account.


2.
Click Properties.


3.
Type the new account name, and then click OK.
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D.
You can also configure other settings to improve logon security.


1.
To rename the built-in Guest account, right-click Accounts: Rename Guest Account, and then click Properties. 


2.
To control the number of times users can log on to a Microsoft Windows domain using cached account information, use the Interactive Logon: Number Of Previous Logons To Cache option. 


a.
Users can log on without having to contact a domain controller.


b.
The default value is 10.


c.
Set this value to 0 to disable the local caching of this information.


3.
To prevent the storing of credentials and .NET Passports, use the Network Access: Do Not Allow Storage Of Credentials Or .NET Passports For Network Authentication option. 
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3.
Shutting Down the Computer Without Logging On

A.
By default, Windows XP Professional does not require a user to be logged on to the computer to shut it down.


B.
To force users to log on to the computer before they can shut it down


1.
Right-click Shutdown: Allow System To Be Shut Down Without Having To Log On.


2.
Click Properties.


3.
Select Enable to allow users to shut down the computer without logging on, or select Disable to force users to log on before they can shut down the computer.

.
C.
To use this setting, the computer must be a member of a domain or you must turn off the use of the Welcome screen.
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4.
Clearing the Virtual Memory Pagefile on Shutdown

A.
By default, Windows XP Professional does not clear the virtual memory pagefile when the system is shut down.


B.
The data in the pagefile might be accessible to users who are not authorized to view that information.


C.
To have Windows XP Professional clear the pagefile on shutdown 


1.
Right-click Shutdown: Clear Virtual Memory Pagefile.


2.
Click Properties.


3.
Select Enabled. 
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5.
Disabling Ctrl+Alt+Delete Requirement for Logon

A.
Windows XP Professional allows you to configure a computer so that users must press Ctrl+Alt+Delete to log on.


1.
Only Windows recognizes this key combination.


2.
This ensures that the password is given to Windows, not to a Trojan horse program.


B.
If security is not a concern, you can do one of the following:


1.
Leave the default setting of Not Defined.


2.
Enable the Interactive Logon: Do Not Require Ctrl+Alt+Del option.


C.
To require users to press Ctrl+Alt+Delete to log on to the computer, right-click Interactive Logon: Do Not Require Ctrl+Alt+Del, click Properties, and then select Disabled.


D.
To use this setting, the computer must be a member of a domain or you must turn off the use of the Welcome screen. 
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6.
Preventing the Display of the Last User Name in Logon Screen


A.
By default, the Windows Security dialog box in Windows XP Professional displays the name of the last user to log on to the computer.


B.
To prevent the last user name from being displayed, right-click Interactive Logon: Do Not Display Last User Name, click Properties, and then select Enabled.


C.
To use this setting, the computer must be a member of a domain or you must turn off the use of the Welcome screen. 
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Configuring Internet Explorer Security Options
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1.
Using Internet Options

A.
Internet Options allows you to configure Internet Explorer 6.0.

B.
You can


1.
Specify the first Web page you see when you start Internet Explorer

2.
Delete temporary Internet files stored on your computer

3.
Use Content Advisor to block objectionable materials on your computer


4.
Configure the Security settings for each Internet site
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2.
Configuring Internet Options

A.
Using the General tab

1.
Home Page section

a.
You can change the page you use for your home page.

b.
You see this page each time you start Internet Explorer.

c.
You see this page each time you click the Home icon on the toolbar.

2.
Temporary Internet Files section

a.
Delete Files

(1)
A temporary Internet file is a file downloaded from a Web site on the Internet to decrease your access time.

(2)
You can click Delete Files to delete all temporary Internet files stored on your computer and free up disk space.

(3)
After you click Delete Files, you can select the Delete All Offline Content check box to delete any sites you have configured to be available offline.

b.
Delete Cookies

(1)
A cookie is a file created by a Web site that stores information about you on your computer.

(2)
You can click Delete Cookies to delete all cookies stored on your computer.

c.
Settings

(1)
You can specify when your system should check for newer versions of stored files:
Every Visit To The Page
Every Time You Start Internet Explorer
Automatically
Never

(2)
You can click Move Folder to change the folder containing the temporary Internet files to a new location.

(3)
The default location for the folder is                        C:\Documents and Settings\user_name\                                  Local Settings\Temporary Internet Files.

(4)
You can specify the maximum amount of disk space allowed to store the temporary Internet files.

(5)
You can click View Files to view the cookies and temporary Internet files stored on your computer, and you can copy or delete any of them.

(6)
You can click View Objects to view and manage the Downloaded Programs folder, which contains any ActiveX controls or Java controls downloaded to your computer.


3.
History section

a.
You can specify the number of days in the Days To Keep Pages In History option to control how long to keep pages you have visited for quick access.

b.
To clear all pages kept in History, click Clear History.

4.
Colors button: allows you to specify

a.
The default text and background colors

b.
The visited links and unvisited links colors

c.
Whether or not to use a hover color and what color to use

5.
Fonts button: allows you to specify

a.
The Web page font to be used, if none is specified

b.
The plain text font to be used, if none is specified

6.
Languages button 

a.
Some Web pages offer content in multiple languages.

b.
The Languages option allows you to specify in order of priority the languages you want to use.

7.
Accessibility button: allows you to select

a.
Ignore Colors Specified On Web Pages

b.
Ignore Font Styles Specified On Web Pages

c.
Ignore Font Sizes Specified On Web Pages

d.
Format Documents Using My Style Sheet, so you can use your own custom style sheet
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B.
Using the Security tab

1.
Allows you to assign Web sites into zones

2.
Allows you to assign security levels to each zone

3.
Allows you to create custom security levels for any zone with separate security settings for each category, such as Download Signed ActiveX Controls

a.
Select Enable to download ActiveX controls.

b.
Select Disable to prevent the downloading of ActiveX controls.

c.
Select Prompt to allow you to decide whether to download ActiveX controls on a case-for-case basis.
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C.
Using the Privacy tab allows you to determine how cookies are handled on the computer for all Web sites in the Internet zone.

1.
Settings

a.
Block All Cookies

(1)
Blocks cookies from all Web sites

(2)
Makes existing cookies unreadable

b.
High

(1)
Blocks cookies that do not have a compact privacy policy

(2)
Blocks cookies that use personally identifiable information without your explicit consent

c.
Medium High

(1)
Blocks third-party cookies that do not have a compact privacy policy

(2)
Blocks third-party cookies that use personally identifiable information without your explicit consent

(3)
Blocks first-party cookies that use personally identifiable information without your implicit consent

d.
Medium

(1)
Blocks third-party cookies that do not have a compact privacy policy

(2)
Blocks third-party cookies that use personally identifiable information without your implicit consent

(3)
Restricts first-party cookies that use personally identifiable information without your implicit consent

e.
Low

(1)
Restricts third-party cookies that do not have a compact privacy policy

(2)
Restricts third-party cookies that use personally identifiable information without your implicit consent

f.
Accept All Cookies

(1)
Allows all cookies to be saved on the computer

(2)
Existing cookies can be read by the Web sites that create them.

g.
Import

(1)
Allows you to import a file containing custom privacy settings

(2)
The file to be imported must be located on your computer.

h.
Advanced

(1)
Allows you to override automatic cookie handling

(2)
Allows you to create a list of managed Web sites that are either always or never allowed to use cookies regardless of their privacy policy

2.
Web Sites

a.
Allows you to override cookie handling for a specific site

b.
Allows you to create custom security levels for any zone with separate security settings for each category, such as Download Signed ActiveX Controls
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D.
Using the Content tab

1.
Content Advisor

a.
Ratings

(1)
Language

(2)
Nudity

(3)
Sex

(4)
Violence

b.
Approved Sites

(1)
You can create a list of sites that are always viewable no matter what their rating.

(2)
You can create a list of sites that are never viewable no matter what their rating.

c.
General

(1)
You can select Users Can See Sites That Have No Ratings.

(2)
You can select Supervisor Can Type A Password To Allow Users To View Restricted Content.

(3)
You can create a supervisor’s password and hint.

(4)
You can search for and use other rating systems.

d.
Advanced

(1)
You can select a Ratings Bureau to use to receive Internet ratings.

(2)
You can import PICSRules that determine whether or not a site can be viewed.

2.
Certificates allows you to require that secure Web sites send their security certificates before you send them personal data.

3.
Personal Information


a.
AutoComplete automatically attempts to complete the following, based on previous entries you have typed:

(1)
Web addresses

(2)
Forms

(3)
User Names And Passwords On Forms

b.
Clear AutoComplete History

(1)
Clear Forms clears your History folder of all entries you have previously made in Web pages. This prevents someone from using your computer and viewing any private information you have already entered.


(2)
Clear Passwords clears your History folder of all user name and password entries you have previously made in Web pages.


c.
The My Profile button activates the Microsoft Profile Assistant, which stores personal information you can share when a Web site requests information from its visitors.
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E.
Using the Connections tab allows you to set up an Internet connection.

1.
The Setup button launches the New Connection Wizard to step you through creating a new Internet connection.

2.
Dial-Up And Virtual Private Network Settings

a.
The Add button launches the New Connection Wizard so you can add a new dial-up network connection.

b.
The Remove button allows you to remove the selected connection from the list of Internet connections.

(1)
You can also disable the connection without removing it by clearing the check box for that connection.

c.
The Settings button allows you to display or change the settings for the selected connection and configure a proxy server for a connection.

d.
You can also configure when Internet Explorer should dial a connection for you.

(1)
Never Dial A Connection

(2)
Dial Whenever A Network Connection Is Not Present

(3)
Always Dial My Default Connection

e.
The Set Default button allows you to make the selected connection  your default dial-up networking connection.

3.
Local Area Network (LAN) settings do not apply to dial-up connections; they are used to specify your proxy-server settings for your LAN connection.
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F.
Using the Programs tab allows you to specify which program you want Windows XP Professional to automatically use for each Internet service.

1.
The Internet Programs section allows you to specify which program Windows automatically uses for the following Internet services:

a.
HTML editor

b.
E-mail 


c.
Newsgroups

d.
Internet Call

e.
Calendar

f.
Contact List

2.
Reset Web Settings allows you to reset Internet Explorer to the default home and search pages.

3.
The Internet Explorer Should Check To See Whether It Is The Default Browser check box

a.
When this check box is selected, each time Internet Explorer starts, it checks to make sure it is still registered as the default Internet browser.

b.
If another program is registered as the default Internet browser, Internet Explorer asks whether you want to restore Internet Explorer as the default browser. 

|22|
G.
Using the Advanced tab


1.
Accessibility

a.
Always Expand ALT Text For Images

(1)
Specifies whether the image size should expand to fit all of the alternate text when the Show Pictures text box is cleared

(2)
This option is not selected by default.

b.
Move System Caret With Focus/Selection Changes

(1)
Specifies whether to move the system caret whenever the focus or selection changes

(2)
Some accessibility aids, such as screen readers or screen magnifiers, use the system caret to determine which area of the screen to read or magnify.

(3)
This option is not selected by default.

2.
Browsing

a.
Always Send URLs As UTF-8

(1)
Specifies whether to use UTF-8, a standard that defines characters so they are readable in any language

(2)
Enables you to exchange Internet addresses (Uniform Resource Locators, or URLs) that contain characters from another language


(3)
This option is selected by default.

b.
Enable Folder View For FTP Sites

(1)
Specifies that File Transfer Protocol (FTP) sites be shown in folder view

(2)
This feature might not work with certain types of proxy connections.

(3)
This option is selected by default.


(4)
If you clear this check box, FTP sites will display their contents in a Hypertext Markup Language (HTML)–based layout.

c.
Enable Install On Demand (Other)

(1)
Specifies automatically downloading and installing Web components if a Web page needs them to display the page properly or perform a particular task

(2)
This option is selected by default.

3.
Multimedia

a.
Play Animations In Web Pages

(1)
Specifies whether animations can play when pages are displayed

(2)
This option is selected by default.


(3) 
Pages that contain animations display very slowly; to display pages faster, clear this check box.

(4)
If this check box is cleared, you can still play an individual animation by right-clicking the icon that represents the animation and then clicking Show Picture.

b.
Play Sounds In Web Pages

(1)
Specifies whether music and other sounds can play when pages are displayed

(2)
This check box is selected by default.

(3)
Some pages download very slowly; clear this check box to speed up the download of these pages.

(4)
If RealNetworks RealAudio is installed or if a video clip is playing, some sounds might play even though you cleared this check box.

c.
Show Pictures

(1)
Specifies whether graphical images should be included when pages are displayed

(2)
This check box is selected by default.

(3)
Pages that contain several graphical images might display very slowly; clear this check box to speed up the download of these pages.

(4)
You can still view an individual image even when this check box is not selected. Right-click the icon that represents the graphic, and then click Show Picture.

4.
Printing allows you to specify whether you want to print background color and images.

5.
Security

a.
Empty Temporary Internet Files Folder When Browser Is Closed

(1)
Specifies whether to empty the Internet Temporary Files folder when the browser is closed

(2)
This check box is cleared by default.

b.
Use SSL 2.0

(1)
Controls whether to send and receive secured information through Secure Sockets Layer Level 2 (SSL 2.0)

(2)
SSL 2.0 is the standard protocol for secure transmissions.

(3)
All Web sites support this protocol.

(4)
This check box is selected by default.

c.
Use SSL 3.0

(1)
Specifies whether to send and receive secured information through Secure Sockets Layer Level 3 (SSL 3.0)

(2)
SSL 3.0 is more secure than SSL 2.0.

(3)
Some Web sites might not support SSL 3.0.

(4)
This check box is selected by default.

d.
Warn About Invalid Site Certificates

(1)
Specifies whether Internet Explorer should warn you if the URL in a Web site’s security certificate is not valid.

(2)
This check box is selected by default.

e.
Warn If Changing Between Secure And Not Secure Mode

(1)
Specifies whether Internet Explorer should warn you if you are switching between Internet sites that are secure and sites that are not secure

(2)
This check box is selected by default.
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Chapter Summary

A.
Local Computer Policy security settings


1.
When the Group Policy snap-in is pointed at a local computer, it is called the Local Computer Policy snap-in.


2.
Account Policies is one of the Security Settings in this snap-in and contains Password Policy and Account Lockout Policy.


3.
User Rights Assignments and Security Options are both Local Policies, and Local Policies is also one of the Security Settings.
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B.
Password Policy lets you manage passwords.


1.
How often they must be changed


2.
How often they can be reused


3.
Minimum password length


4.
Password complexity


5.
Storing them in reverse encryption


C.
Account Lockout Policy controls 


1.
The number of invalid attempts before an account is locked out


2.
The account lockout duration


3.
The wait time before the lockout counter is reset
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D.
User rights include


1.
Privileges, which allow users to perform system tasks


2.
Logon rights, which control the way users can log on to a system


E.
Security options control 


1.
How you enable, disable, or rename the Administrator and Guest accounts


2.
How you manage interactive logon, network clients, network access, and network security


F.
Internet Explorer security is configured in Internet Options.
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