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1.
Auditing


A.
Auditing is a tool for maintaining network security that lets you track


1.
User activities (called events)


2.
Microsoft Windows XP Professional events


B.
You can configure Windows XP Professional to write a record of an event in the security log.


1.
The security log maintains a record of


a.
Valid and invalid logon attempts


b.
Events related to creating, opening, or deleting files or other objects


2.
An audit entry contains the following information for every event:


a.
The action that was performed


b.
The user who performed the action


c.
The success or failure of the event


d.
The date and time that the event occurred
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2.
Using an Audit Policy


A.
An audit policy defines the types of security events that are recorded in the security log.


B.
Windows XP Professional writes events to the security log on the computer where the event occurs.


C.
You can set up an audit policy for a computer to


1.
Track the success and failure of events, such as the following:


a.
Logon attempts by users


b.
An attempt by a particular user to read a specific file


c.
Changes to a user account or group membership


d.
Changes to security settings


2.
Eliminate or minimize the risk of unauthorized use of resources
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3.
Determining What to Audit


A.
Determine which computers need auditing.


B.
Auditing is turned off by default.


C.
Plan what to audit on each computer.
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D.
Select events to audit, including


1.
Accessing files and folders


2.
Logging on and off


3.
Shutting down and restarting a computer


4.
Changing user accounts and groups


5.
Attempting to make changes to objects in the Active Directory service (only if the computer is part of a domain)
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E.
Determine whether to audit successful events, failed events, or both.

1.
Tracking successful events


a.
Tells you how often Windows XP Professional or users access specific files, printers, or other objects


b.
Helps you plan resources


2.
Tracking failed events


a.
Alerts you to possible security breaches


b.
Identifies frequent failed logon attempts, which might indicate attempts at unauthorized access or security breaches
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F.
Auditing policy guidelines


1.
Determine whether you need to track system usage trends.


a.
Archive the event logs to track changes over time.


b.
Use archiving to help you plan to increase system resources before they become a problem.


2.
Review security logs frequently.


a.
Plan a schedule to regularly review the security log.


b.
Configuring auditing alone does not alert you to security breaches.


3.
Define a useful, meaningful, and manageable audit policy.


a.
Always audit sensitive and confidential data.

b. Audit only those events that give you meaningful information about your network environment. 

c. Avoid auditing too many types of events.


(1)
Makes it difficult to locate essential information


(2)
Can create excess overhead for Windows XP Professional
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1.
Configuring Auditing


A.
Auditing requirements


1.
You must have the Manage Auditing And Security Log user right for 
the computer where you want to configure an audit policy or review an audit log.


a.
By default, Windows XP Professional grants the Manage Auditing And Security Log right to the Administrators group.


2.
The files and folders to be audited must be on NT file system (NTFS) volumes.


B.
Setting up auditing is a two-part process.


1.
Set the audit policy.


a.
The audit policy enables auditing of objects.


b.
However, the audit policy does not activate auditing of specific objects.


2.
Enable auditing of specific resources.


a.
You specify the specific events to audit for files, folders, printers, and other Active Directory objects.


b.
Windows XP Professional then tracks and logs the specified events.
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2.
Setting an Audit Policy


A.
Set audit policies in the Group Policy snap-in on a computer running Windows XP Professional.

B.
Select the types of events to audit.


1.
Account Logon Events


a.
A domain controller received a request to validate a user account.


b.
Applicable only if the computer is a member of a domain


2.
Account Management


a.
An administrator created, changed, or deleted a user account or group.


b.
A user account was renamed, disabled, or enabled, or a password was set or changed.


3.
Directory Service Access


a.
A user gained access to an Active Directory object.


b.
You must configure specific Active Directory service objects.


c.
Available only in a domain environment


4.
Logon Events


a.
A user logged on or logged off.


b.
A user made or canceled a network connection to the computer.


5.
Object Access


a.
A user accessed a file, folder, or printer.


b.
You must configure specific files, folders, or printers for auditing.


6.
Policy Change


a.
A change was made to the user security options.


b.
A change was made to the user rights or the audit policy.


7.
Privilege Use


a.
A user exercised a right, such as changing the system time.


b.
This does not include rights that are related to logging on or logging off.


8.
Process Tracking


a.
A program performed an action.


b.
Useful for programmers who want to track program execution


9.
System Events


a.
A user restarted or shut down the computer.


b.
An event occurred that affects Windows XP Professional security or the security log.


C.
Right-click the event type you want to configure, and then, on the Action menu, click Properties.

1. The Properties dialog box for the event type you selected appears.

2. A check mark in the Success check box indicates that auditing is in effect for successful attempts.


3.
A check mark in the Failure check box indicates that auditing is in effect for failed attempts.


D.
Once you have set audit policy, the changes do not take effect until you restart your computer.
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3.
Auditing Access to Files and Folders


A.
If security breaches are an issue for your organization, you can set up auditing for files and folders on an NTFS volume.


1.
Set up your audit policy to audit object access.


2.
Enable auditing for specific files and folders.


3.
Specify which types of access to audit.
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B.
Events that can be audited for files and folders


1.
Traverse Folder/Execute File is triggered by


a.
Running a program


b.
Accessing a folder to change directories


2.
List Folder/Read Data is triggered by


a.
Displaying the contents of a file


b.
Displaying the contents of a folder


3.
Read Attributes and Read Extended Attributes are triggered by


a.
Displaying the attributes of a file


b.
Displaying the attributes of a folder


4.
Create Files/Write Data is triggered by


a.
Changing the contents of a file


b.
Creating new files in a folder


5.
Create Folders/Append Data is triggered by creating folders in the folder.


6.
Write Attributes and Write Extended Attributes are triggered by


a.
Changing attributes of a file


b.
Changing attributes of a folder


7.
Delete Subfolders And Files is triggered by


a.
Deleting a file in a folder


b.
Deleting a subfolder in a folder


8.
Delete is triggered by


a.
Deleting a file


b.
Deleting a folder


9.
Read Permissions is triggered by


a.
Viewing permissions for a file or folder


b.
Viewing the owner for a file or folder


10.
Change Permissions is triggered by


a.
Changing permissions for a file


b.
Changing permissions for a folder


11.
Take Ownership is triggered by


a.
Taking ownership of a file


b.
Taking ownership of a folder
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4.
Auditing Access to Printers


A.
Audit access to printers to track access to sensitive printers.


B.
Set your audit policy to audit object access, which includes printers.


C.
Enable auditing for specific printers. 


1.
Specify the type of access to audit.


2.
Specify which users will have access.
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D.
Printer events that can be audited

1.
Print is triggered by printing a file.

2. Manage Printers is triggered by

a.
Changing printer settings


b.

Pausing, sharing, or removing a printer

3. Manage Documents is triggered by


a.
Changing job settings


b.
Pausing, restarting, moving, or deleting documents


c.
Sharing a printer


d.
Changing printer properties


4.
Read Permissions is triggered by viewing printer permissions.


5.
Change Permissions is triggered by changing printer permissions.


6.
Take Ownership is triggered by taking printer ownership.
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1.
Understanding Windows XP Professional Logs

A.
You use Event Viewer to view information contained in Windows XP Professional logs.


B.
By default, Event Viewer has three logs:


1.
Application log


a.
Contains errors, warnings, or information that programs generate


b.
Program developers preset the events to record.


2.
Security log


a.
Contains information about the success or failure of audited events


b.
The events that Windows XP Professional records are a result of your audit policy.


3.
System log


a.
Contains errors, warnings, and information that Windows XP Professional generates


b.
Windows XP Professional presets the events to record.
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2.
Viewing Security Logs

A.
Use Event Viewer to view the security log.


B.
In the details pane, Event Viewer displays a list of log entries and summary information for each item.


1.
Type column 


a.
Successful events appear with a key icon. This represents an audited security access attempt that succeeded. 


b.
Unsuccessful events appear with a lock icon. This represents an audited security access attempt that failed.


2.
Date column: shows the date the event occurred


3.
Time column: shows the time the event occurred


4.
Source column: lists the software that recorded the event (it can be an application or a component of the system)


5.
Category column: indicates the type of event, such as object access, account management, directory service access, or logon events

6. Event column: shows the EventID. 


a.
For example, a successful logon would be a 528.


7.
User column: lists the user who succeeded or failed in the security access attempt


8.
Computer column: shows the computer the event occurred on


C.
To view additional information about any event, select the event, and then click Properties on the Action menu. 


D.
Windows XP Professional records events in the security log on the computer where the event occurred.


1.
You can view the information in the security log from a remote computer.


2.
You must have administrative privileges for the computer where the event occurred.


3.
You open an MMC console, add Event Viewer, and point it to the remote computer on which you want to view the security log.
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3.
Locating Events

A.
By default, Event Viewer displays all events that are recorded in the selected log.


B.
You can use the Filter command to locate selected events.


C.
You can use the Find command to search for specific events.


D.
Use the following options to filter and find events:


1.
Event Types: the types of events to view


2.
Event Source: the software or component driver that logged the event


3.
Category: the type of event, such as a logon or logoff attempt or a system event


4.
Event ID: an event number to identify the event. This number helps product support representatives track events.


5.
User: a user logon name


6.
Computer: a computer name


7.
From and To: the date range for which to view events (Filter tab only)


8.
Restore Defaults: clears any changes in this tab and restores all defaults


9.
Description: the text that is in the description of the event (Find dialog box only)


10.
Search Direction: the direction (up or down) in which to search the log (Find dialog box only)


11.
Find Next: finds and displays the next occurrence defined by the Find settings
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4.
Managing Logs

A.
You can control the size of the event log and specify what to do when the log is full.


B.
To configure the properties for a log, select the log in Event Viewer, and then display the Properties dialog box for the log.


1.
The default size of a log is 512 KB.


2.
The maximum size of each log can be from 64 KB to 4 GB.


3.
Use the following options to control the action that Windows XP Professional takes when the log fills up:


a.
Overwrite Events As Needed


(1)
You might lose information if the log becomes full before you archive it.


(2)
This setting requires no management.


b.
Overwrite Events Older Than X Days


(1)
You might lose information if the log becomes full before you archive it.


(2)
You will only lose information that is at least x days old.


(3)
The default is 7 days.


c.
Do Not Overwrite Events (Clear Log Manually)


(1)
This setting requires you to clear the log manually.


(2)
When the log becomes full, Windows XP Professional will stop. However, no security log entries are overwritten.
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5.
Archiving Logs


A.
Many companies have policies on keeping archive logs for a specified period to track security-related information over time.


B.
To archive, clear, or view a log, select the log in Event Viewer, click the Action menu, and then choose one of the following options:


1.
Save Log File As


a.
Allows you to archive the log


b.
Allows you to assign it a filename


2.
Clear All Events


a.
Allows you to clear the log file


b.
Windows XP Professional creates a security log entry stating that the log was cleared.


3.
New Log View


a.
Allows you to view an archived log



b.
This will add another view of the selected log.
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Chapter Summary

A.
Auditing helps ensure that your network is secure by tracking user activities and system-wide events.


B.
Windows XP Professional records audited events in the security log.


C.
In planning an audit policy, you must decide on which computers to set up auditing and what to audit on each one.


D.
After you set your audit policy to audit object access, you can enable auditing for specific files, folders, and printers and specify which types of access to audit.
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E.
You must have the Manage Auditing And Security Log user right for the computer on which you want to configure an audit policy or review an audit log.


F.
You use the Group Policy snap-in to set audit policies.


G.
You use Event Viewer to view the contents of the Windows XP Professional logs.


H.
Windows XP Professional has the following three logs by default: the application log, the security log, and the system log.
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I.
You use the Filter and Find commands in Event Viewer to easily locate specific events or types of events.


J.
You view the security log on a remote computer by opening the MMC console and pointing Event Viewer to the remote computer.


K.
You manage the Windows XP Professional logs by archiving them (to allow you to track trends over time) and by controlling the size of the log files.
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