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1.
Introduction to NTFS Permissions

A.
NTFS permissions specify


1.
Which users and groups can access folders and files


2.
What they can do with the contents of the folders and files


B.
NTFS permissions are available only on volumes formatted as NTFS, not on volumes formatted as file allocation table (FAT) or FAT32.


C.
NTFS security is effective whether a user accesses the folder or file at the computer or over the network.
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2.
Managing NTFS Permissions

A. The following can assign NTFS permissions:


1.
Administrators


2.
Owners of files and folders


3.
Users with the Full Control permission
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3.
NTFS Folder Permissions


A.
The Read permission allows a user to


1.
See files and subfolders in the folder


2.
View folder ownership, permissions, and attributes


B.
The Write permission allows a user to


1.
Create new files and subfolders in a folder


2.
Change folder attributes


3.
View folder ownership and permissions


C.
The List Folder Contents permission allows a user to see the names of files and subfolders in the folder.


D.
The Read & Execute permission allows a user to


1.
Move through the folders to reach other files and folders, even if the user does not have permission for those folders


2.
Perform actions permitted by the Read permission and the List Folder Contents permission


E.
The Modify permission allows a user to


1.
Delete the folder


2.
Perform the actions permitted by the Write permission and the Read & Execute permission


F.
The Full Control permission allows a user to


1.
Change permissions


2.
Take ownership


3.
Delete subfolders and files


4.
Perform actions permitted by all other NTFS folder permissions
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4.
NTFS File Permissions


A.
The Read permission allows a user to


1.
Read the file


2.
View file attributes, ownership, and permissions


B.
The Write permission allows a user to


1.
Overwrite the file


2.
Change file attributes


3.
View file ownership and permissions


C.
The Read & Execute permission allows a user to


1.
Run applications


2.
Perform the actions permitted by the Read permission


D.
The Modify permission allows a user to


1.
Modify and delete the file


2.
Perform the actions permitted by the Write permission and the Read & Execute permission


E.
The Full Control permission allows a user to


1.
Change permissions


2.
Take ownership


3.
Perform actions permitted by all other NTFS file permissions
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5.
Access Control List 


A.
NTFS stores an ACL with every file and folder on an NTFS volume.


B.
The ACL contains


1.
A list of all user accounts and groups that have been granted access for the file or folder


2.
The type of access each user and group has been granted


3.
An ACE for a user account or a group


a.
When a user tries to access a file or folder, there must be an ACE for that user or for a group the user belongs to.


b.
The ACE must allow the type of access the user requests.


c.
If there is no ACE for the user in the ACL, the user cannot access the file or folder.


6.
Multiple NTFS Permissions
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A.
Effective permissions 


1.
You can assign multiple permissions to a user account and to each group the user is a member of.


2.
A user’s effective permissions for a resource are the sum of the NTFS permissions that you assign


a.
To a user account


b.
To all groups the user belongs to


3.
Example: If a user has the Read permission and is a member of a group with the Write permission, the user has both the Read and Write permissions.


4.
A user’s permissions are said to be cumulative because they are the sum of all the user’s permissions.
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B.
Overriding folder permissions with file permissions


1.
NTFS file permissions take priority over NTFS folder permissions.


2.
A user with the appropriate permissions can access a file even if that user does not have permission to access the folder containing the file.


a.
The Bypass Traverse Checking security permission allows a user to access a file in a folder even if the user does not have corresponding folder permissions.


b.
The folder that contains the file is invisible if the user does not have corresponding folder permissions.


3.
To gain access to the file, a user can do one of the following:


a.
Use the full UNC.


b.
Use the local path to open the file from its respective application.
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c.
Override other permissions with deny.


4.
You can deny permissions to a user account or group for a specific file or folder.


5.
Deny overrides all instances in which that permission is allowed.


6.
Denying permissions is not the recommended way to control access to resources.
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7.
NTFS Permissions Inheritance


A.
By default, permissions you assign to the parent folder are inherited by and propagated to any existing subfolders and files in the parent folder.


B.
Permissions assigned to the parent folder are also propagated to any new files or folders you create in the parent folder.


C.
You can prevent permissions inheritance.


1.
The folder for which you prevent permissions inheritance becomes the new parent folder.


2.
The subfolders and files in the new parent folder inherit the permissions from the new parent folder.
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Assigning NTFS Permissions and Special Permissions


1.
Planning NTFS Permissions
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A.
Simplify administration.


1.
Organize files into groups.


a.
Applications folder


b.
Data folder


c.
Home folders


2.
Centralize home and public folders on a volume that is separate from applications and the operating system.


3.
Assign permissions only to folders, not to files.


4.
Back up only home and public folders.


a.
Do not back up applications or the operating system.


5.
Deny permissions only when it is essential to deny specific access to a specific user account or group.
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B.
Minimize NTFS permission assignments.

1. Allow only the required level of access. 


a.
This reduces the chance of accidentally deleting important documents and applications.


2.
Create groups according to the access required for resources.


3.
Assign the appropriate permissions to the group.


a.
Avoid assigning permissions to individual user accounts.


4.
Encourage users to assign permissions for the folders they create and educate users so they know how to do it.
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C.
Assign permissions for data or application folders.
1. Assign the Read & Execute permission to 


a.
The Users group


b.
The Administrators group


2.
These assignments prevent other application files from being accidentally deleted or damaged by users or viruses.
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D.
Assign permissions for public data folders.


1.
Assign the Read & Execute permission and the Write permission to the Users group.


2.
Assign the Full Control permission to the CREATOR OWNER user.


a.
The user who creates a file is by default the owner of the file.


b.
The owner of a file can grant another user permission to take ownership of the file.


3.
These assignments allow users to 


a.
Read and modify documents that other users create


b.
Read, modify, and delete the files and folders that they create


2.
Setting NTFS Permissions
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A.
Assigning or modifying permissions

1.
To assign or modify NTFS permissions for a file or folder, use the Security tab in the Properties dialog box.


2.
Security tab options


a.
Group Or User Names: use to select the user account or group for which you want to change permissions or that you want to remove from the list


b.
Permissions For Users: displays Allow and Deny check boxes that you select to allow or deny the appropriate permissions


c.
Add: opens the Select Users, Computers, Or Groups dialog box so that you can add a user account or group to the Group Or User Names list


d.
Remove: use to remove a user or group and the associated permissions for the file or folder


e.
Advanced: opens the Advanced Security Settings dialog box for the selected folder so that you can grant or deny additional permissions
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B.
Granting or denying special permissions

1.
In the folder Properties dialog box, click Advanced to display the Advanced Security Settings dialog box.

2.
Select the user or group for which you want to modify the Special Permission settings, and then click Edit.

3.
In the Permission Entry For dialog box, select Allow or Deny for each of the special permissions you want to modify.
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3.
Taking Ownership


A.
The current owner or a user with the Full Control permission can assign a user the Full Control standard permission or the Take Ownership permission. 


1.
A user with the Full Control or the Take Ownership permission can take ownership of a file or folder.


B.
An administrator can take ownership of a file or folder regardless of the assigned permission.


1.
If an administrator takes control of a file or folder, the Administrators group becomes the owner.


C.
No one, not even the owner or the administrator, can assign ownership of a file or folder to anyone else.


D.
The user or group with the Take Ownership permission must explicitly take ownership of the file or folder.
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E.
Preventing permissions inheritance

1.
By default, subfolders and files inherit permissions that you assign to their parent folder.
2. In the Security tab in the Properties dialog box, click Advanced.


a.
A check mark in the Inherit From Parent The Permission Entries That Apply To Child Objects check box indicates that inheritance is allowed.

3.
If you clear the check mark to stop inheritance, you will be prompted to select one of the following options:

a.
Copy: copy the permissions from the parent folder to the current folder and then deny subsequent permissions inheritance from the parent folder.


b.
Remove: remove the permissions that are inherited from the parent folder and retain only the permissions that you explicitly assign to the file or folder.


c.
Cancel: cancel the dialog box and restore the check mark in the Allow Inheritable Permissions From Parent To Propagate To This Object check box.
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1.
Introduction to Solving Permissions Problems

A.
When you copy or move files and folders, the permissions you set on the files or folders might change.


B.
Specific rules control how and when permissions change.


C.
Understanding these rules helps you solve permissions problems.


D.
Troubleshooting these permission problems is important to keep resources available for the appropriate users and protect them from unauthorized users.
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2.
Copying Files and Folders

A.
When you copy files or folders from one folder to another folder or from one NTFS volume to another NTFS volume, permissions change.


1.
Microsoft Windows XP Professional treats the copied item as a new file or folder, so it takes on the new permissions of the destination folder.


2.
You must have the Write permission for the destination folder to copy files and folders to that folder.


3.
You become the CREATOR OWNER.


B.
When you copy files or folders to a FAT volume, all NTFS permissions are lost.


3.
Moving Files or Folders Within a Single NTFS Volume
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A.
The file or folder retains the original permissions.


B.
You must have the Write permission for the destination folder


C.
You must have the Modify permission for the source file or folder.


1.
You must have the Modify permission for the source file or folder because Windows XP Professional deletes the file or folder from the source folder after it is has been copied to the destination folder.


D.
The owner of the file or folder does not change.
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4.
Moving Files or Folders Between NTFS Volumes

A.
The file or folder inherits the permissions of the destination folder.


B.
You must have the Write permission for the destination folder.


C.
You must have the Modify permission for the source file or folder.


1.
You must have the Modify permission for the source file or folder because Windows XP Professional deletes the file or folder from the source folder after it is has been copied to the destination folder.


D.
You become the CREATOR OWNER of the file or folder.


E.
When you move files or folders to a FAT volume, all NTFS permissions are lost.
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5.
Troubleshooting Permissions Problems


A.
A user cannot gain access to a file or folder.


1.
If the file or folder was copied or moved to another NTFS volume


a.
The permissions might have changed


b.
The user might no longer have permission to the file or folder


2.
Check the user’s permissions.


3.
Check the permissions assigned to any groups the user belongs to.


B.
You add a user account to a group to give the user access to a file or folder, but the user still cannot gain access.

1. Update the access permissions to include the new group by having the user 


a.
Log off and then log on 


b.
Close all network connections to the computer the file or folder resides on and then make new connections


C.
A user with Full Control permission to a folder deletes a file in the folder, although that user does not have permission to delete the file itself. You want to stop the user from being able to delete more files.


1.
Clear the special access permissions.


2.
Clear the Delete Subfolders And Files check box for the folder to prevent users with the Full Control permission of the folder from being able to delete files in the folder.
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6.
Avoiding NTFS Permissions Problems


A.
Assign the most restrictive NTFS permissions that still enable users and groups to accomplish necessary tasks.


B.
Assign all permissions at the folder level, not the file level. 


1.
Group files in a separate folder for which you want to restrict access, and then assign restricted access to that folder.


C.
For all application-executable files, assign the Read & Execute and the Change permissions to the Administrators group, and assign the Read & Execute permission to the Users group.


1.
Damage to application files is usually a result of accidents or viruses.


2.
These permission assignments prevent users and viruses from modifying or deleting executable files.


3.
To update files, members of the Administrators group can assign the Full Control permission to their user account to make changes and then reassign the Read & Execute and the Change permissions.


D.
Assign the Full Control permission to CREATOR OWNER for public data folders.


1.
Allows users to delete and modify files and folders that they create 


2.
Gives the users who create the files or folders full access to only the files or folders they create


E.
Allow permissions rather deny permissions.
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Chapter Summary


A.
NTFS permissions specify what type of access users and groups have to files and folders. 


B.
NTFS file permissions take priority over NTFS folder permissions.


C.
Use the Security tab of the Properties dialog box of a file or folder to assign or modify NTFS permissions.


D.
By default, subfolders and files inherit permissions from their parent folders.


E.
When you copy or move files and folders, the permissions you set on them might change.
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