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Chapter Summary


A.
Understanding the TCP/IP protocol suite


B.
Configuring and troubleshooting TCP/IP


C.
Installing, configuring, and troubleshooting NWLink


D.
Understanding and configuring network bindings
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Understanding the TCP/IP Protocol Suite
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1.
Advantages of Using TCP/IP


A.
A routable networking system supported by most operating systems


B.
The technology for connecting dissimilar systems


1.
TCP/IP lets you use standard connectivity tools in Windows XP Professional to access and transfer data across dissimilar systems.


C.
A robust, scalable, cross-platform client/server framework


D.
A method of gaining access to Internet resources
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2.
The TCP/IP Suite of Protocols Maps to a Four-Layer Conceptual Model

A.
Network interface layer


1.
Puts frames on the wire


2.
Pulls frames off the wire


B.
Internet layer

1. The protocols in this layer 


a.
Encapsulate packets into Internet datagrams


b.
Run all necessary routing algorithms

2. Includes the following protocols:


a.
Internet Protocol (IP)


b.
Address Resolution Protocol (ARP)


c.
Internet Control Message Protocol (ICMP)


d.
Internet Group Management Protocol (IGMP)

3. IP


a.
Responsible for addressing and routing packets between hosts


b.
Provides connectionless packet delivery for all protocols in the suite


c.
Does not guarantee packet arrival or correct packet sequence


d.
Does not provide error recovery from lost, duplicated, delayed, or out-of-sequence packets


4.
ARP


a.
Provides IP address mapping to the media access control (MAC) sublayer address to acquire the physical MAC control address of the destination


b.
IP address resolution is required when IP packets are sent on shared access, broadcast-based networking technology, such as Ethernet, FDDI, and token ring.


c.
IP broadcasts a special ARP inquiry packet containing the IP address of the destination system.


d.
The system that owns the IP address replies by sending its physical address to the requester.


e.
The MAC sublayer communicates directly with the network adapter card and is responsible for delivering error-free data between two computers on a network.


5.
ICMP


a.
Provides special communication between hosts, allowing them to share status and error information


b.
Higher-level protocols use this information to recover from transmission problems.


c.
Network administrators use this information to detect network trouble.


d.
The Ping tool uses ICMP “ECHO” packets to determine whether a particular IP device on a network is functional.


e.
Microsoft’s Tracert sends ICMP “ECHO” packets and receives ICMP “TIME-TO-LIVE Exceeded” or “ECHO RESPONSE” packets in return.


6.
IGMP


a.
Provides multicasting, which is a limited form of broadcasting, to communicate and manage information between all member devices in an IP multicast group


b.
An IP multicast group is a set of hosts that listens for IP traffic destined for a specific IP multicast address. 


c.
IP multicast traffic is sent to a single MAC address but is processed by multiple hosts.


d.
IGMP informs neighboring multicast routers of the host group memberships present on a particular network


e.
Windows XP Professional supports multicast capabilities that allow developers to create multicast programs, such as Microsoft Windows 2000 Server NetShow Service.


C.
Transport layer


1.
Transport layer protocols provide communication sessions between computers.


2.
The desired method of data delivery determines the transport protocol.


3.
Includes two transport layer protocols: Transmission Control Protocol (TCP) and User Datagram Protocol (UDP)


4.
TCP


a.
Provides connection-oriented, reliable communications for applications that


(1)
Typically transfer large amounts of data at once


(2)
Require an acknowledgment for data received


b.
Is connection oriented, so a connection must be established before hosts can exchange data


c.
Guarantees the delivery of packets


d.
Ensures proper sequencing of the data


e.
Provides a checksum feature that validates both the packet header and its data for accuracy


5.
UDP

a.
Provides connectionless communications


b.
Does not guarantee delivery or correct sequence of packets


(1)
Used by applications that transfer small amounts of data at once


(2)
Reliable delivery is the responsibility of the application.


D.
Application layer


1.
Is the layer in which applications gain access to the network

2.
Standard TCP/IP tools and services reside here, including


a.
File Transfer Protocol (FTP)


b.
Telnet


c.
Simple Network Management Protocol (SNMP)


d.
Domain Name System (DNS)


3.
Provides two interfaces for applications to use the services of the TCP/IP protocol stack

a.
Winsock is the standard interface for socket-based applications and TCP/IP protocols.


(1)
Applications specify the protocol, the IP address of the destination host, and the port of the destination application.


(2)
Winsock provides the services that allow the application to bind to a particular port and IP address on a host.


(3)
Winsock provides the services that allow the application to initiate and accept a connection, send and receive data, and close the connection.


b.
NetBT


(1)
Serves as the standard interface for NetBIOS services, including name, datagram, and session services


(2)
Provides a standard interface between NetBIOS-based applications and TCP/IP protocols

Chapter 4, Lesson 2

Configuring and Troubleshooting TCP/IP
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1.
Understanding IP Addresses

A.
Each TCP/IP host is identified by a logical IP address.

B. Each IP address identifies the host’s location in the network.


C.
Each IP address consists of a network ID and a host ID.


1.
Network ID


a.
Known as the network address


b.
Identifies the systems that are located on the same physical network


c.
Must be unique on the enterprise


2.
Host ID


a.
Known as the host address


b.
Identifies each host within the network


c.
Must be unique in the network


D.
Each IP address is a 32-bit number consisting of four 8-bit fields known as octets.
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E.
Addresses supported by Microsoft 


1.
Class A


a.
1.0.0.0 through 126.0.0.0


b.
Allows 126 networks and 16,777,214 hosts per network


c.
127.x.y.z is reserved 


(1)
Used for loopback testing


(2)
Used for interprocess communications on the local computer


d.
The first octet is the network ID.


e.
The last three octets are the host ID.


2.
Class B


a.
128.0.0.0 through 191.255.0.0


b.
Allows 16,384 networks and 65,534 hosts per network


c.
The first two octets are the network ID.


d.
The last two octets are the host ID.


3.
Class C


a.
192.0.0.0 through 223.255.255.0


b.
Allows 2,097,152 networks and 254 hosts per network


c.
The first three octets are the network ID.


d.
The last octet is the host ID.
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2.
Using a Static IP Address

A.
By default, client computers obtain an IP address automatically from a DHCP server.


B.
Reasons to assign a static IP addresses to selected network computers include:


1.
DHCP servers cannot be DHCP clients, so they must have static IP addresses.


2.
If the DHCP Service is not available, TCP/IP can be configured with a static IP address available to all computers.


C.
For each network adapter card that uses TCP/IP, you should assign


1.
An IP address


2.
Subnet masks


a.
Subnets divide a large network into multiple physical networks connected with routers.


b.
Subnet masks block out part of the IP address so that TCP/IP can distinguish between the network ID and the host ID.


c.
A subnet mask determines whether the host is on a local or remote network.


d.
To communicate on a local network, computers must have the same subnet mask.


3.
Default gateway


a.
The intermediate device on a local network that stores the network IDs of other networks in the enterprise or on the Internet


b.
To communicate with a host on another network, you must enter the IP address of the default gateway.


c.
TCP/IP sends packets for the remote host to the default gateway (if no other route is configured).


(1)
The default gateway forwards the packets to other gateways until they arrive at a gateway connected with the specified destination.
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3.
Obtaining an IP Address Automatically


A.
Requires a server running the DHCP Service


1.
Windows XP Professional does not provide the DHCP Service.


2.
Windows 2000 Server provides the DHCP Service.
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4.
Using Automatic Private IP Addressing


A.
Enables the configuration of IP addresses


1.
Does not use static IP addresses


2.
Does not require installation of the DHCP Service


B.
Provides home users and small businesses the ability to create a functioning single-subnet network by default


C.
Automatic Private IP Addressing does not require a default gateway.

1.
Clients can only communicate with other computers in the same subnet.

2.
Clients can only communicate with other clients using IP addresses generated by Automatic Private IP Addressing.
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5.
Steps in the Automatic Private IP Addressing Process


A.
Windows XP Professional TCP/IP attempts to find a DHCP server on the network to obtain a dynamically assigned address.


1.
In the absence of a DHCP server, the client cannot obtain an address.


B.
Automatic Private IP Addressing generates an IP address. 

1.
169.254.x.y (where x.y is the client’s unique identifier)

2.
A subnet mask of 255.255.0.0

3.
The Internet Assigned Numbers Authority (IANA) reserved 169.254.0.0 through 169.254.255.255 for use with Automatic Private IP Addressing.


C.
The client broadcasts to the Automatic Private IP Address generated.

 
1.
If no computer responds, it assigns the address to itself.


2.
The client continues to use this address until it receives configuration information from a DHCP server.
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6.
Steps in the Automatic Private IP Addressing Process for Clients with a Valid Lease at Boot Time


A.
The Windows XP Professional client tries to renew its lease with the DHCP server.


B.
If the client cannot find the DHCP server, it pings the default gateway listed in the lease.


1.
If pinging the default gateway succeeds, then the client continues to use the same lease.

2.
If pinging the default gateway fails, then the client goes through the process of using Automatic Private IP Addressing.

C.
If the client continues to use the same lease, it attempts to renew it when 50 percent of the time in the lease expires.


D.
If the DHCP server does not respond after 50 percent of the time in the lease expires, the client goes through the process of using Automatic Private IP Addressing.

|11|
7.
Specifying an Alternate Configuration for TCP/IP


A.
Specify an alternate TCP/IP configuration if a DHCP server is not found.


1.
Useful when a computer is used on more than one network, and one of the networks does not have a DHCP server and does not use Automatic Private IP Addressing


B.
Specify an alternate TCP/IP configuration if you want to disable Automatic Private IP Addressing.


1.
By default, Automatic Private IP Addressing is enabled.

2.
Specifying an alternate configuration for TCP/IP disables Automatic IP Addressing because if the first TCP/IP configuration fails, Windows XP Professional uses the second TCP/IP configuration instead of using Automatic Private IP Addressing.

C.
Steps to specify an alternate configuration for TCP/IP


1.
Click Start, and then click Control Panel.

2.
In Control Panel, click Network And Internet Connections.


3.
In the Network And Internet Connections window, click Network Connections, and then click Local Area Connection to select it.


4.
Click Change Settings Of This Connection.


5.
Click Internet Protocol (TCP/IP), and then click Properties.


6.
Click the Alternate Configuration tab.


7.
Click User Configured to disable Automatic Private IP Addressing.

8.
Type the alternate IP address, subnet mask, default gateway, DNS servers, or Windows Internet Naming Service (WINS) servers you want to configure the computer to use.

9.
Click OK. (Click Cancel if you do not want to configure an alternate configuration for TCP/IP.)
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8.
Using TCP/IP Tools

A. Troubleshooting TCP/IP


1.
Ping: verifies configurations and tests connections

2.
ARP: displays locally resolved IP addresses as physical addresses


3.
Ipconfig: displays the current TCP/IP configuration

4.
Nbtstat: displays statistics and connections using NetBios over TCP/IP (NBT)


5.
Netstat: displays TCP/IP protocol statistics and connections

6.
Route: displays or modifies the local routing table


7.
Hostname: returns the local computer’s host name for authentication by the Remote Copy Protocol (RCP), Remote Shell (RSH), and Remote Execution (REXEC) tools

8.
Tracert: checks the route to a remote system


a.
To get help on Tracert


(1)
Open a command prompt.


(2)
Type tracert and then press Enter.

9.
PathPing: verifies that the routers on the way to a remote host are operating correctly by detecting packet loss over multiple-hop trips


B.
Testing TCP/IP connectivity

1. FTP: provides bidirectional file transfer between a computer running Windows XP Professional and any TCP/IP host running FTP 


a.
Microsoft Windows 2000 Server can act as an FTP server or client.


2.
Trivial File Transfer Protocol (TFTP): provides bidirectional file transfer between a computer running Windows XP Professional and any TCP/IP host running FTP


3.
Telnet: provides terminal emulation to a TCP/IP host running Telnet


a.
Windows 2000 Server can run as a Telnet client.


4.
RCP: copies files between a client and a host that supports RCP


a.
For example, a computer running Windows XP Professional and a UNIX host

5.
RSH: runs commands on a UNIX host


6.
REXEC: runs a process on a remote computer


7.
Finger: retrieves system information from a remote computer that supports TCP/IP and the Finger tool

|13|
9.
Testing a TCP/IP Configuration


A.
Using Ipconfig


1.
Use the Ipconfig tool to verify the IP configuration parameters on a host.

2.
If a configuration has been initialized, Ipconfig displays the IP address, the subnet mask, and the default gateway, if it is assigned.


3.
If a duplicate IP address exists, Ipconfig indicates that the IP address is configured; however, the subnet mask is 0.0.0.0.


4.
If the computer cannot obtain an IP address from a server running the DHCP Service on the network, the Ipconfig tool displays the IP address as the address provided by Automatic Private IP Addressing.


B.
Using Ping


1.
Use the Ping command with the loopback address (ping 127.0.0.1) to verify that TCP/IP is correctly installed and bound to your network adapter card.

2.
Use the Ping command with the IP address of the computer to verify that your own computer is not a duplicate of another IP address on the network.

3.
Use the Ping command with the IP address of the default gateway to verify that the default gateway is operational and that your computer can communicate with the local network.

4.
Use the Ping command with the IP address of a remote host to verify that your computer can communicate through a router.
Chapter 4, Lesson 3
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1.
Introducing NWLink


A.
NWLink IPX/SPX/NetBIOS Compatible Transport protocol is usually referred to as NWLink.


B.
NWLink is Microsoft’s 32-bit implementation of the Novell NetWare Internetwork Packet Exchange/Sequenced Packet Exchange (IPX/SPX) protocol suite.
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2.
Understanding NWLink Features


A.
Allows computers running Windows XP Professional to communicate with computers running IPX/SPX


1.
NWLink supports only the transport protocol to communicate with NetWare file servers.


2.
To communicate with or log on to a NetWare server or network, you must use Client Services for NetWare or Gateway Service for Netware.


B.
Supports application program interfaces (APIs) that provide interprocess communication (IPC) services

1.
WinSock, which supports existing NetWare applications written to comply with the NetWare IPX/SPX sockets interface

2.
NetBIOS over IPX


a.
Implemented as NWLink NetBIOS

b.
Supports communication between a NetWare client running NetBIOS and a computer running Windows XP Professional and NWLink NetBIOS


C.
Gives NetWare clients access to applications that run on Windows 2000 Server, such as Microsoft SQL Server and Microsoft SNA Server


D.
Requires File and Print Services for NetWare (FPNW) to be installed to give NetWare clients access to file and print resources on Windows 2000 Servers
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3.
Installing NWLink


A.
Click Start, and then click Control Panel.

B.
In Control Panel, click Network And Internet Connections.


C.
In the Network And Internet Connections window, click Network Connections, and then click Local Area Connection.


D.
Under Network Tasks, click Change Settings Of This Connection.


E.
In the Local Area Connection Properties dialog box, click Install.


F.
In the Select Network Component Type dialog box, click Protocol, and then click Add.


G.
In the Select Network Protocol dialog box, in the Network Protocol list, click NWLink IPX/SPX/NetBIOS Compatible Transport Protocol, and then click OK.
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4.
Configuring NWLink


A.
NWLink configuration involves three components: frame type, network number, and internal network number.


B.
Frame type


1.
Defines the way the network adapter card formats data

2.
Must match the frame type on the NetWare server


3.
Supports the following topologies and frame types:


a.
Ethernet: Ethernet II, 802.3, 802.2, and Subnetwork Access Protocol (SNAP), which defaults to 802.2


b.
Token Ring: 802.5 and SNAP


c.
Fiber Distributed Data Interface (FDDI): 802.2 and SNAP


4.
By default, the frame type is set to Auto Detect.


a.
During the auto detect process, NWLink tries each available frame type.


b.
When NWLink receives a response from a NetWare server with one of the frame types, it also receives a network number associated with the frame type for the network segment where the client resides.


C.
Network number

1.
Each frame type configured on a network adapter card requires a network number, which must be unique for the network segment.


2.
All computers on a segment using the same frame type must use the same network number.


3.
Although Windows XP Professional auto-detects a network number, you can specify a network number manually by using the Registry Editor. 


D.
Internal network number

1.
An eight-digit hexadecimal number set to 00000000 by default 


2.
A virtual network number that identifies a computer on a network for internal routing


3.
You must manually assign an internal network number in the following cases: 


a.
When FPNW is installed and there are multiple frame types on a single network adapter card


b.
When FPNW is installed and NWLink is bound to multiple network adapter cards in the computer


(1)
You must also specify a frame type and network number if you want each network adapter card to use a different frame type.


(2)
You must also configure each network adapter card to use the Manual Frame Type Detection option if you want each network adapter card to use a different frame type.


c.
When an application, such as SQL Server or SNA Server, is using the NetWare Service Advertising Protocol (SAP)
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5.
Troubleshooting NetWare Connectivity


A.
Tools


1.
Ipxroute config 

a.
Type this command in a command prompt to determine the state of the stack.


b.
It displays the current IPX status.


(1)
Network number


(2)
MAC address


(3)
Interface name


(4)
Frame type


2.
Ipxroute ripout: type ipxroute ripout network_number to determine if there is a connection to a specific network


3.
Network Monitor


a.
Helps you detect and troubleshoot problems on LANs and wide area network (WANs).


b.
Helps you identify network traffic patterns and problems


B.
Troubleshooting actions for common NWLink configuration problems


1.
Verify that NWLink and Client Services for NetWare are installed.


a.
Click Start, and then click Control Panel.

b.
In Control Panel, click Network And Internet Connections.

c.
In the Network And Internet Connections window, click Network Connections.

d.
Double-click Local Area Connection, and then click Properties.

e.
Verify that NWLink and Client Services For NetWare are listed.

2.
Verify that Client Services for NetWare is running.


a.
Click Start, and then click Control Panel.

b.
In the Control Panel window, double-click Administrative Tools.

c.
In the Status column, verify that Client Services for NetWare is listed as Started.

3.
Verify that the frame type is set to AutoDetect on the client.


a.
Click Start, and then click Control Panel.

b.
In Control Panel, click Network And Internet Connections.

c.
In the Network And Internet Connections window, Click Network Connections.

d.
Double-click Local Area Connection, and then click Properties.

e.
Double-click NWLink IPX/SPX/NetBIOS Compatible Transport Protocol.

f.
In the General tab, verify that Auto Detect is selected in the Frame Type list.

4.
Verify the installed network number and frame type on the client.


a.
Click Start, and then click Run.

b.
In the Run dialog box, type cmd and then click OK.
c. At the command prompt, type ipxroute config and then press Enter.

d. Verify that the network number and frame type in the Network and Frame columns are correct for your installation.
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Network Bindings
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1.
Introduction 


A.
Network bindings enable communication between network adapter card drivers, protocols, and services.


B.
The Windows XP Professional network architecture uses a series of interdependent layers.


C.
Binding is the process of linking network components on different levels to allow communication between those components.


1.
A network component can be bound to one or more components above or below it.


2.
The services that each component provides can be shared by all other components bound to it.


D.
Members of the Administrators group can determine which protocols are bound to each network adapter card.
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2.
Configuring Network Bindings


A.
Only an experienced network administrator familiar with the requirements of the software should manually configure network bindings. 


B.
To configure network bindings


1.
Click Start, and then click Control Panel.

2.
In the Control Panel window, click Network And Internet Connections.


3.
In the Network And Internet Connections window, click Network Connections.

4.
On the Advanced menu, click Advanced Settings.


5.
In the Advanced Settings dialog box, under Client For Microsoft Networks, do one of the following:

a.
To bind the protocol to the selected adapter, select the check box to the left of the adapter.


b.
To unbind the protocol from the selected adapter, clear the check box to the left of the adapter.


C.
To specify the binding order


1.
In the Advanced Settings dialog box, under Client For Microsoft Networks, click the protocol for which you want to change the binding order.


a.
To move the protocol higher in the binding order, click the upward pointing arrow.


b.
To move the protocol lower in the binding order, click the downward pointing arrow.
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Chapter Summary


A.
Microsoft’s implementation of TCP/IP provides a robust, scalable, cross-platform client/server framework that is supported by most large networks.


B.
The TCP/IP suite of protocols maps to a four-layer conceptual model: network interface, Internet, transport, and application.


C.
The four Internet layer protocols—IP, ARP, ICMP, and IGMP—encapsulate packets into Internet datagrams and run all the necessary routing algorithms.


D.
The two transport layer protocols—TCP and UDP—provide communication sessions between hosts.


E.
TCP/IP provides two interfaces for network applications to use the services of the TCP/IP protocol stack: Winsock and NetBT interface.


F.
Each TCP/IP host is identified by a logical IP address that identifies a computer’s location on the network.
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G.
Microsoft’s implementation of TCP/IP enables a TCP/IP host to


1.
Use a static IP address


2.
Obtain an IP address automatically from a DHCP server


3.
Use Automatic Private IP Addressing


H.
NWLink is Microsoft’s implementation of Novell’s NetWare IPX/SPX protocol.


I.
NWLink provides NetWare clients with access to applications designed for Windows 2000 Server, such as Microsoft SQL Server and Microsoft SNA Server.


J.
For a client running Windows XP Professional to access a NetWare server, you must install NWLink and Client Services for NetWare on the client.


K.
Binding, the process of linking network components to enable communication between those components, allows the services that each component provides to be shared by all other component that are bound to it.
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