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Understanding User Accounts
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1.
Local User Accounts



A.
Microsoft Windows XP Professional creates local user accounts only in the local security database on a specific computer.


1.
Allow users to log on to that computer only


2.
Allow users to access resources on that computer only

B.
Microsoft recommends that you use local user accounts only on computers that are members of a workgroup.


C.
If you need to log on to all computers that are members of a workgroup, you must create the same local user account on each computer.


D.
A domain does not recognize local user accounts.

1. If you create local user accounts on computers that run Windows XP Professional and are part of a domain 


a.
Users are restricted from accessing resources in the domain


b.
The domain administrator is prevented from administering the local user account properties or assigning access permissions for domain resources
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2.
Domain User Accounts


A.
Create domain user accounts on a domain controller in the copy of the Active Directory service database stored on that domain controller.


1.
Allow you to log on to any computer in the domain


2.
Provide access to resources on any computer in the domain for which the account has permission to access the resource


B.
Windows 2000 Server replicates the user account and password to all domain controllers in the domain.


C.
When you log on to the domain, Windows 2000 Server creates an access token that


1.
Contains your user information and security settings


2.
Identifies you to all computers in the domain


3.
Is valid throughout the logon session
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3.
Built-In User Accounts

A.
Windows XP Professional automatically creates built-in user accounts.


B.
There are two commonly used built-in user accounts:


1.
Administrator


a.
Use the Administrator account to manage the overall computer.


(1)
Create and modify user accounts and groups.

(2)
Manage security policies.

(3)
Create printer resources.

(4)
Assign permissions and rights.

(5)
For non-administrative tasks, create and use a user account that is not a member of the Administrators group.

b.
You cannot delete the Administrator account.

c.
You should rename the Administrator account for greater security.

d.
You can log on as Administrator at the Welcome screen by pressing Ctrl+Alt+Delete twice.

e.
The Administrator account is enabled by default.

2.
Guest


a.
Use the Guest account to allow occasional users to log on and access resources.


b.
Give Guest access only in low-security networks and assign a password to the Guest account.


c.
You cannot delete the Guest account.

d.
You can rename the Guest account.

e.
You can disable the Guest account.

(1)
In the User Account window, click the Guest icon.

(2)
In the What Do You Want To Change About The Guest Account window, click Turn Off The Guest Account.
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Planning New User Accounts
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1.
Naming Conventions


A.
Create standards for identifying users in a workgroup or domain


B.
Make it easier for administrators and users to remember logon names

C.
Make it easier for administrators to locate specific user accounts to place them in groups or perform account administration
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2.
Naming Convention Guidelines



A.
Create unique logon names.

B.
Use a maximum of 20 characters.

C.
Logon names are not case sensitive.


D.
Avoid invalid characters: “ / \ [ ] : ; | = , + * ? < >

E.
Allow for duplicate employee names.


F.
Identify the employee type.

G.
Rename the Administrator and Guest accounts.
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3.
Password Guidelines



A.
Always assign a password to the Administrator account.

B.
Determine whether the administrator or users will set passwords.


C.
Use passwords that are hard to guess.


D.
A minimum of 8 characters is recommended, but passwords can contain up to 128 characters.


E.
Use uppercase and lowercase letters because passwords are case sensitive.


F.
Use numerals and valid nonalphanumeric characters.
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Creating, Modifying, and Deleting User Accounts
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1.
User Accounts Tool


A.
Change an account


B.
Create a new user account


C.
Change the way users log on or log off
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2.
Change an Account





A.
The Change My/The Name option


1.
Changes the user account name for an existing user account

2.
Only administrators can change account names for other user accounts.

B.
The Create A Password option

1.
Users see this option only if their user account does not have a password.

2.
Only administrators can create passwords for other user accounts.

C.
The Change My/The Password option

1.
Users see this option only if their user account has a password.

2.
Only administrators can change passwords for other user accounts.

D.
The Remove My/The Password option

1.
Users see this option only if their user account has a password.

2.
Only administrators can remove passwords from other user accounts.

E.
The Change My/The Picture option


1.
Changes the picture that appears on the Welcome screen

2.
Only an administrator can change pictures for other user accounts.

F.
The Change My/The Account Type option

1.
Changes the account type (Computer Administrator or Limited) for an existing account

2.
Only an administrator can change the type for a user account.

G.
The Set Up My Account To Use A .NET Passport option


1.
Starts the Add A .NET Passport To Your Windows XP Professional Account Wizard
2. You can use a .NET password to


a.
Have online conversations


b.
Create your own personal Web pages

c.
Sign in immediately to all .NET-enabled sites and services

d.
Set up only your own account for a .NET passport

H.
The Delete The Account option

1.
Only an administrator can delete user accounts.

2.
Displays the Do You Want To Keep local_user_account’s Files window

a.
If you click Keep Files, Windows XP Professional saves the contents of the local_user_account’s desktop and My Documents folder to a new folder called local_user_account on your desktop.

b.
Windows XP Professional cannot save the contents of e-mail messages, Internet favorites, or other settings.
































|13|
3.
Create a New User Account 



A.
Only administrators can create a new account.


1.
This option is available on the Pick A Task screen.


B.
Two types of accounts

1.
The Computer Administrator account lets users

a.
Change their picture 

b.
Create, change, and delete their password

c.
Change their account type 

d.
Change their account name

e.
Change other users’ pictures, passwords, account types, and account names 

f.
Have full access to other user accounts

g.
Create user accounts on the computer 

h.
Access and read all files on the computer

i.
Install programs and hardware 

j.
Make system-wide changes to the computer

2.
Limited accounts let users do the following only:

a.
Change their picture 

b.
Create, change, and delete their password

C.
The user’s logon name appears on the Welcome screen and the Start menu.
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4.
Change the Way Users Log On or Log Off 







A.
Use The Welcome Screen check box

1. Is enabled by default 

2. Allows you to click your user account in the Welcome screen to log on to the computer

3.
If you clear the check box, you must type your user name and password at the logon prompt.

4.
This option is available only in a workgroup environment.


B.
Use Fast User Switching check box
1. Is enabled by default

2. Allows you to quickly switch to another user account without first logging off and closing all programs

3.
Use to quickly switch to another user account without having to close all open programs and log off


4.
This option is available only in a workgroup environment.
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5.
Picking an Account to Change 

A.
The Pick An Account To Change option is displayed only if you are logged on with a user account that is a member of the Administrators group.


B.
The account modifications you can make depend on the type of the account and how it is configured.
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6.
The Microsoft Management Console (MMC)


A.
Provides a standard method for managing administrative tools


1.
Provides a standardized way to create, save, and open administrative tools in a console


2.
Does not provide management functions itself


3.
Hosts management applications called snap-ins


B.
Used to administer tasks and troubleshoot problems locally and remotely


1.
Most snap-ins can be used remotely.

2.
A dialog box prompts you when a snap-in can be used remotely.


C.
Centralizes administration


1.
One console on one computer can hold all your administrative tools, including

a.
One or more snap-ins

b.
Third-party snap-ins 
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7.
The Computer Management Snap-In


A.
The Computer Management snap-in is a collection of administrative tools that you use to control many aspects of your computer’s configuration.


B.
You can use the Local Users And Groups tool (located in the System Tools node) to create, delete, modify, and disable local user accounts.


C.
You can also use the Local Users And Groups tool to change the password of a local user account.

|18|
8.
Create a Customized MMC Console



A.
Click Start, and then click Run.


B.
In the Open text box, type mmc and then click OK.


C.
Maximize the Console1 window and the Console Root window.


D.
In the File menu, click Add/Remove Snap-In.


E.
In the Standalone tab, click Add to display the Add Standalone Snap-In dialog box.


1.
The Add Standalone Snap-In dialog box provides a list of snap-ins that you can add to the custom MMC console you are creating.


2.
To add a snap-in to the console, select the snap-in you want to add and then click Add.


3.
After adding a snap-in, you are returned to the Add Standalone Snap-In dialog box so you can add other snap-ins.


F.
In the Add Standalone Snap-In dialog box, in the Available Standalone Snap-Ins list, select one of the listed snap-ins—for example, Computer Management—and then click Add.


1.
The MMC console displays the Computer Management dialog box, which allows you to point the custom MMC console at the local computer or at a remote computer.


2.
If your computer is on a network and you want to point the MMC console at a remote computer, in the Computer Management dialog box, click Another Computer, and then click Browse to browse for the remote computer.


3.
After specifying Local Computer or Another Computer and adding the snap-in, you are returned to the Add Standalone Snap-In dialog box so you can add other snap-ins.


G.
To save Console1 to use again

1. In the File menu, click Save As.


2.
In the File Name text box, type a name (for example, Computer Management Local), and then click Save. 
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9.
Create a Local User Account Using the Computer Management Snap-In 






A.
Expand the MMC console that contains the Computer Management snap-in.

B.
In the console pane of the Computer Management window, click the Computer Management plus (+) icon to expand the tree.

C.
In the console pane, double-click System Tools.

D.
Click Local Users And Groups.


E.
In the details pane, right-click Users, and then click New User.


F.
In the User Name text box, type the user’s name.


1.
This is a required field.


2.
It can contain up to 20 characters.

G.
In the Full Name text box, type the user’s full name (this field is optional).


H.
In the Description text box, type descriptive text about the user account or the user (this field is optional).


I.
In the Password and Confirm Password text boxes, type a password.


1.
For security reasons you should always assign a password.


2.
The password appears as a series of circle-bullets on the screen to prevent unauthorized users from learning it.


J.
Leave the User Must Change Password At Next Logon check box selected.


1.
You would select this check box to ensure that only the user will know the password.


2.
This option is selected by default.


K.
Leave the User Cannot Change Password check box cleared.

1.
You would select this check box for accounts that are shared by more than one user, such as Guest.


2.
This check box cannot be selected if the User Must Change Password At Next Logon check box is selected.


L.
Leave the Password Never Expires check box cleared.


1.
You would select this check box if you do not want the password to ever expire for this account.


2.
This check box cannot be selected if the User Must Change Password At Next Logon check box is selected.


M.
Leave the Account is Disabled check box cleared.


1.
You would select this check box if you do not want anyone to use this account to log on to the system.


2.
Select this check box for accounts you create for new users who have not yet reported to work or for users on extended vacations or leave.
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Setting Properties for User Accounts


1.
The Properties Dialog Box for a User Account


A.
Windows XP Professional sets default properties for every user account.


B.
Three tabs on the Properties dialog box are used to configure the properties for each user account:

1.
The General tab

2.
The Member Of tab

3.
The Profile tab
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2.
The General Tab Options







A.
The General tab has the following options:

1.
The Full Name text box, which allows you to edit the full name of the user account

2.
The Description text box, which allows you to edit the description for the user account


3.
The four check boxes that were available when you created the user account 


4.
The Account Is Locked Out check box, which is only available in the Properties dialog box and is not displayed when you create a new user


a.
If the account is active and is not locked out of the system, the check box is unavailable.


b.
The system locks out a user who exceeds the limit for the defined number of failed logon attempts.


c.
If the system locks out a user, the Account Is Locked Out check box becomes available and an administrator can clear it so that the user can log on.


3.
The Member Of Tab Options



A.
Shows the groups that this user account is a member of


B.
Use the Add option to add this user account to another group.


C.
Use the Remove option to remove this user account from a group.
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4.
The Profile Tab Options



A.
The Profile tab allows you to set a path for the user profile, logon script, and home folder

B.
User profile

1.
Is a collection of folders and data that stores

a.
Current desktop environment

b.
Application settings

c.
Personal data

2.
Stores all network connections that are established when you log on to a computer, including


a.
Start menu items


b.
Drives mapped to servers


3.
Maintains consistency by providing the same desktop environment every time the user logs on


C.
Local user profile

1.
Created by Windows XP Professional the first time you log on


2.
Stored on the local computer in the system_partition_root\Documents and Settings\user_logon_name folder


3.
Contains the My Documents folder, which


a.
Is the default location for the File Open and Save As commands


b.
Appears on the Start menu


c.
A user can store personal documents in the My Documents folder or in a home folder located on a network server.

d.
Using My Documents to store personal data, rather than a home folder located on a network server, greatly increases the amount of space required on the local hard disk.


4.
Changing desktop settings incorporates the changes into the user profile.


D.
Logon script 

1.
A file you can create and assign to a user account to control the user’s working environment

a.
Establish network connections


b.
Start applications


2.
Runs each time a user logs on 


E.
Home folders

1.
Provide a place for users to store their personal documents


2.
Can be created on the local computer, in a shared folder on a file server, or on a central location on a network server


3.
Storing home folders in a shared folder on a file server or in a central location on a network server provides some advantages.


a.
Users can access them from any location on the network.


b.
Network backup operators or network administrators are responsible for backing up and restoring users’ files.



4.
Are accessible from a client computer running any Microsoft operating system


5.
Store them on an NT file system (NTFS) volume so you can use NTFS permissions to protect them.


Chapter 3, Lesson 5

Implementing Groups
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1.
Understanding Groups


A.
A group is a collection of user accounts.


B.
Groups simplify administration.


1.
Allow you to assign permissions and rights to all members of a group at one time, instead of one user at a time.


a.
Permissions


(1)
Control what users can do with a resource, such as a folder, a file, or a printer


(2)
Give users access to a resource and define the type of access


b.
Rights allow users to perform system tasks, such as changing the system time and backing up or restoring files.


C.
Users can be members of multiple groups.


D.
Groups can be members of other groups.
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2.
Understanding Local Groups


A.
A local group is a collection of user accounts on a computer.


B.
Use local groups to simplify administration on a local computer.


C.
You should create local groups only on computers that are not part of a domain.


D.
You cannot create local groups on a domain controller.


1.
You can create local groups on any computer that has a local security database.


2.
A domain controller does not have a local security database.


E.
Local group membership rules


1.
Local groups can contain only user accounts that reside on the local computer.

2.
Local groups cannot belong to any other group.

|24|
3.
Creating Local Groups



A.
Use the Computer Management snap-in.


B.
Right-click Groups, and then click New Group.


C.
New Group dialog box options


1.
Group Name


a.
The only required field


b.
Up to 256 characters long

c.
The following are invalid characters: “ / \ [ ] : ; | = , + * ? < > 

2.
Description


a.
Describes the group, its purpose or members

3.
Members: lists the user accounts in the group

4.
Add: allows you to add other user accounts to the group


a.
Displays the Select Users dialog box

b.
Allows you to type the names of user accounts you want to add to the group when it is created

5.
Remove: allows you to remove a user account from the group


6.
Create: allows you to create the group


7.
Close: allows you to close the New Group dialog box
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4.
Adding Members to a Group



A.
There are three ways to add members to a group:


1.
Use the Add button in the New Group dialog box to add members as you create the new local group.


2.
Use the Computer Management snap-in to add members to an existing local group.


a.
Start the Computer Management snap-in.

b.
Expand Local Users And Groups, and then click Groups.


c.
In the details pane, right-click the appropriate group.


d.
Click Properties.


e.
In the group_name Properties dialog box, click Add.


f.
In the Select Users dialog box, in the From This Location text box, ensure that the computer you created the group on is selected.


g.
In the Select Users dialog box, in the Enter The Object Names To Select text box, type the user account names that you want to add, separated by semicolons.


h.
Click OK.


3.
Use the Members Of tab in the Properties dialog box of a user account to


a.
Add the user account to multiple groups

b.
Add one member to many groups, not to add many users to one group
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5.
Deleting Local Groups


Instructor Note Demonstrate how to delete a local group, as described below.


A.
Use the Computer Management snap-in to delete groups.


B.
In Computer Management, right-click the group name, and then click Delete.

C.
When you delete a group, you remove the group and its associated permissions and rights.

D. Each group has a unique identifier that cannot be used again.


1.
You cannot restore access to resources by recreating the group.
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6.
Understanding Built-In Local Groups



A.
Administrators group


1.
Members can perform all administrative tasks on the computer.

2.
The built-in Administrator account is a member by default.


3.
When a member server or a computer running Windows XP Professional joins a domain, the Domain Admins group is added to the local Administrators group.


B.
Backup Operators group: can use Windows Backup to back up and restore a computer

C.
Guests group


1.
Members can perform only the tasks for which they have specifically been granted rights.

2.
Members can access only those resources for which they have been granted permission.


3.
Members cannot make permanent changes to their desktop.


4.
The Guest account is a member by default.


5.
When a member server or a computer running Windows XP Professional joins a domain, the Domain Guests group is added to the local Guests group.


D.
Power Users group


1.
Members can create and modify user accounts on the local computer.

2.
Members can share resources.


E.
Replicator group: supports file replication in a domain


F.
Users group


1.
Members can perform only the tasks for which they have specifically been granted rights.

2.
Members can access only those resources for which they have been granted permission.


3.
All user accounts that an administrator creates are added to the Users group by default.


4.
When a member server or a computer running Windows XP Professional joins a domain, the Domain Users group is added to the local Users group.
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7.
Understanding Built-In System Groups


A.
Introduction


1.
Built-in system groups exist on all computers running Windows XP Professional.

2.
Do not have specific memberships that you can modify


3.
Represent different users at different times, depending on how the users access the computer


4.
Are not listed when you administer groups


5.
Are available when you assign rights and permissions to resources



B.
Everyone group


1.
All users who access the computer

2.
Anonymous logon is not included in the Everyone group.


C.
Authenticated Users group


1.
All users with valid user accounts on the computer

2.
If a computer is part of a domain, it includes all users in Active Directory.


D.
Creator Owner group


1.
The user account for the user who created or took ownership for a resource

2.
If a member of the Administrators group creates the resource, the Administrators group owns the resource.


E.
Network group: contains any user from another computer with a current connection to a resource on this computer


F.
Interactive group


1.
The user account for the user who is logged on at the computer

2.
Members can access resources on the computer where they are physically located.


G.
Anonymous Logon group: contains any user account that Windows XP Professional cannot authenticate


H.
Dialup group: contains any user account that currently has a dial-up connection
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Chapter Summary

A.
Local user accounts let users log on and access resources only on the computer where the local user account was created.


B.
Do not create local user accounts in a domain environment.


C.
Domain user accounts let users log on to the domain and access resources anywhere on the network.


D.
You create a domain user account in the copy of the Active Directory database (the directory) on a domain controller.


E.
Windows XP Professional creates built-in user accounts, such as Administrator and Guest, that cannot be deleted.
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F.
Local user accounts must be unique on the local computer.


1.
They can contain up to 20 characters. 


2.
They cannot contain the following characters: “ / \ [ ] : ; | = , + * ? < >


G.
Local user logon names are not case sensitive, but passwords are case sensitive.


H.
The User Accounts tool and the Computer Management snap-in are two tools you can use to create and manage user accounts and groups.


I.
Groups simplify administration by allowing you to assign permissions and rights to a group of users rather than to individual user accounts.


1.
Permissions control what a user can do with a resource such as a folder, file, or printer.


2.
Rights allow users to perform system tasks, such as changing the time on a computer and backing up or restoring files.
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