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Introduction

At the time this document is being drafted, Windows XP isafarly new and exciting operating system.
It offersanew Syle of interface, new accessory software (Internet Explorer 6) and greater scope for
functiondity (The ability to co-operate and coexigt with Unix systems on the network)

It dso, however, introduces new security and admi nigtrative problems for the inexperienced
adminidrators unless you are aware of what they are, where to find them and how to switch them off.

Purpose

This document isnot a“how to use ...”, but it contains basic adminigtration guiddines for how to

dissble sarvices that make the machine potentialy insecure and reduce the effect your new machines
have on othersin the same domain or workgroup within the Cavendish Laboretory.

Scope
Anyonethat isor has become a Windows 2000 workgtation adminigtrator should be aware of basic
requirements to ensure the most basic security and ease of use. These skillswill be invaugble to you
when adminigtering and usng Windows XP.
In order to help with that this document is separated into three basic sections,

Configuration for inexperienced adminigrators,

Configuration for more experienced adminigrators,

Frequently Asked Questions/ concerns demondtrated by new users
This document does assume that you are using Windows XP professond and not Windows XP home
edition.
Although the mgority of this document refers to awindows X P machine connected to adomain,
occasondly it will provide assistance to those machines that are sandaone (only connected to the
network for internet access.
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Overview

Windows XP inddlaions may come with certain services/ operations switched on. The combination
of these can make the machine potentidly unsafe in the Cavendish Network environment, with regard
to security and the functiondity of the network itsdf. These services may include (tick those you think
you may require):-
[ Found in Service Manager (see below)
DHCP Client
|| FTP Publishing Services
[ISadminigtration
Remote Registry Management
|| RIP Listener
SNMP Sarvices
Tenet

[l Found within other parts of the system
IPSEC (Section 3)
Madter Browsing (Section 1)

Note: If you don't know what they are or don't specificdly usethem ... don’t run them, if you do then
use them with care as they differ from other Windows implementations.

Turning off unnecessary services will increase the speed & which your machineruns. Lessload is
being put on the system to run unused products.

As Microsoft bring out service packs and security hotfixes, and implement these on ther default
inddlations of the operaing systems, you may notice that some of the listed services are not there or
not active. Do not fret. It is just one less thing for you to have to secure.

However, if you are in any doubt asto whether or not a service should be running, consulting a
member of the IT support team before you proceed would not be frowned upon.
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Sarting up asan administrator
When you ingdl Windows XP (Win XP from now on), or remove your brand new company built
meachine and turn it on for the firgt time, you will be asked to put in a password for the Adminigrator.

Obvioudy do not forget this password!
Y ou will be prompted to add a user. If you add one username a thistime, Win XP will automaticaly

log that username in every time by defaullt.
If however, you add a second username at thistime, it will prompt you to chooseauser to log in as

Thefirdg locd user cregted is amember of the administrators group, any other users created are un the
user group by default

If you are making the machine part of adomain, then you will be prompted for alogon name and
password.

No matter which way you configure your machine; if you try and perform a procedure that requires
adminigrator privileges you will be prompted to supply an administrator user name and password,
should you not have the necessary rights.
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Computer Management / Adminigtration tools
As opposad to Windows 2K where the adminigration tools were placed on a Single-right-dlick on “My
Computer” to get the following didog box; which dlows you to open the management console.

Open
Explore
Treesize
Search...

Map Metwork Drive. .,
Cisconneck Retwork Drive., .

reaba Shorbout

Raname

Propertiss

Windows XP isamilar to this, but “My computer” is no longer on the desktop by default. Now you
have my computer on the “gart menu’.

!ll. g T El Sk v

Those of you familiar to Win 2K will recognizetfamiliar console
Adde from some minor cosmetics, the console is and works identicaly.

From here you can control dl generd adminidration of your machine. Probably the most important are
the “Services” and “Event Viewer”. All others are interesting viewing but not necessary to
adminigration. If you are running an Internet Information Server (a WEB sarver or 11S) you will see
the bottom option “Internet Information Services’ akall S version 5. Handle thiswith extreme care.
Rules of thumb;

— ingpect your logs on aregular bass

— endure you are up-to-date on service packs and “Hotfixes’

“if you don't need it switch it off”
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Services
From the “Computer Manager” sngle-dick on“Services” and you will be presented with the following
screen. From here you can control the services (including those mentioned above as those lending

themsdves to potentia vulnerahilities).

LI Computer Management

= File
& |
I@ Computer Management {Local)

= ﬁ System Tools
) @ Ewvent Viewer

Action  Yiew

< | \ Extended

window  Help

B 2

Services

=181 x|

& hared Folders Telnet Mame Description Status Startup Tvpe l Log On As -
" E Local Users and Groups ) %QDS R3YP Provides n... Manual Local Swstem
[+ @] Performance Logs and Alerts Skatt the service B Remate Access Aut,.. Createsa... Manual Local System
) Device Manager %Remote Access Con..., Createsa...  Starked Manual Local Swstem
=] & Storage Description: %Remote Desktop He... Manages a... Manual Local Syskem
[+l Removable Storage Enables a remote user ko log on to this %Remote Procedure ... Providesth... Started Autormnatic Local System
D?sk Defragmenter ;3gg;rttzrv?ﬁnLusnT%rgfgllr:‘a;neslHeapglients, %Remote Procedure ... Managest... Manual Metwark 5.,
Disk Management including UNIX-based and Windows- %Remote Registry Enables re...  Started Automatic Local Service
= @ Services and Applications based computers, IF this service is %Removable Storage Manual Local System
Services stopped, remote user accessto %Routing and Remat...  Offers rout.., Disabled Local System

WHI Control programs mlght be unavallal?le. If this % ;

) " . service is disabled, any services that Secondary Lagon Enables k...  Started Aukomatic Local System
B3 Indexing Service explicitly depend on it will Fail to start. S Security Accounts ... Stores sec...  Starked Aukomatic Local System
% Server Supports fil,..  Started Aukomatic Local Swskem
% Shell Hardware Det, .. Started Aukomatic Local Swstem
%Smart Card Manages a... Manual Local Service
%Smart Card Helper Enables su... Manual Local Service
%SSDP Discovery Ser... Enables dis...  Started Manual Local Service
%System Ewent Mokifi... Tracks syst... Started Automatic Local Syskem
%System Restore Ser... Performss...  Started Automatic Local Syskem
%Task Scheduler Enables & ...  Started Aukomatic Local System
%TCPJ’IP MetBIOS Hel... Enablessu... Started Aukomatic Local Service
% Telephony Provides T...  Started Manual Local Syskem
el Enabl N
% Terminal Services Allows mule,,.  Started Manual Local System
% Themes Provides u...  Started Aukomatic Local Swskem
%Uninterruptible Paw... Manages a... Manual Local Service
%Universal Plugand ... Providess... Manual Local Service
%Upload Manager Manages 5...  Started Aukomatic Laocal Swskem

Valume Shadow Copy  Manages a... Manual Local System 7

Standard /

\

\

Notice that in the “extended” view, abrief description
Y ou may dso meke use of aconvenient link to sart, pause or stop the service.
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A rule-of -thumb recommendation would be to disable dl the aforementioned sarvices Single-right-
click on the service and sdlect “Properties’. When presented with the following diaog box.

Sdect “Disabled’ from the “ Startup type” drop-down lig then dick on “OK”

If the sarvice is dready darted, you will need to sop it, even if you have just disabled it. Clicking on
the “ Stop” button contained within thiswindow can do this.

Telnet Properties (Local Computer)

General |L|:|g On | Recovery | Dependencies

Service name: TInESwr
Dizplay narme: _T elnet
Diescriptior: [Enables a remote user to Iu:ugi on to tHis'cc;mf:-ut'er' and A

\run programz, and supportz variouz TCPARP Telnet
to executable;
[P S pztemn32htntzyr exe

b anuial A

Automatic
kd anuial

Y'ou can specify the start parameters that apply when you start the service
fram here.

Startup he:

Service statuz

Start parameters: | '

[ ] 4 l [ Cancel Apply
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Basic administration: potential mis-configurations
Switch off “Master Browsng”
1. For theinexperienced administrator:

l.a Click “Start” then sdect “Run” from the menu.
1.b. Inthe text-box type“SY SEDIT” and then dlick on “OK” or press “Enter”?.

Run E| fgl

~ Type the name of a program, Folder, document, ar
5 Internet resource, and Windows will open it For wou,

[ (0] 4 l[ Zancel ][ Browse, ., ]

1.c. Click on the window entitled “C: \ W NNT\ SYSTEM | NI ” (thistitle may— but should not —
differ, aslong you sdlect the “SY STEM.INI” file).

1.d. At thetop of thefile add the fallowing line
Mai nt ai nSer ver Li st =No
If the line dready exists make sure it reads as above.

l.e. Closethefile and dick on“Yes” when prompted to save the changes to the SY STEM.INI file. If
prompted to save changes to other files sect “No” — unless you are aware of ddliberately making
changes.

Y ou will need to re-boot the machine for the changes to take effect.

1Y ou may get a popup error saying thereis no CONFIG.SY S or AUTOEXEC.BAT ; these can be ignored so click “O.K.”
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2. For the experierced adminigtrator:

2.a. Gototheregidry hive
HKEY_LOCAL_MACHINE

\SYSTEM
\CurrentControl Set
\Sarvices
\Browser
\Parameters
2.b. Alter (or add) the key value? of Mai nt ai nSer ver Li st asfollows-

Mai nt ai nSer ver Li st Reg_Sz Aut o

tobe

Mai nt ai nSer ver Li st Reg_Sz No

2.c. Cloe REGEDIT (udng “REGISTRY” menu, “Exit”)

Note REGEDIT does not ask to save changes ... they are made ingantly so edit with care !!!

2 Double-click on the item name in the right hand window; delete the current “Value data” and replace it with the required
one. Regard the value as casesensitivel!!
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3. Badc adminigtrative maintenance— Hints& Tipsand FAQs
3.a.“How do | change my computer name?’

Network identification details can be found by RIGHT-dicking on “My Computer”, then dicking
“Properties’. Under the “Computer Name”’ you will now see the necessary buttons to change your

name and domain®.

System Properties

Computer description:

Carnputer',
Full computer name:; beast.
Dramain; CAV-CAPSA

To usze the Metwork |dentification *izard to join a
domain and create a local uzer account, click Metwork,
D,

For example: "Kitchen Computer' or "Man's

_Spstem Restore | Automatic: pdates Remate
 Gereral || LomputerName & Hardware Advanced
;;l Windows uzes the following information to identify your computer
on the nebwark.

Metwark, 1D

To rename this computer or join a domain, click Change.

(] l [ Cancel

3 Please note — if the machine s part of adomain rather than aworkgroup, the domain systems administrator will have to re-

add the machine to the domain and the UCS I P-register must be informed of any change (e-mail cav-

ipregister @phy.cam.ac.uk).
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3.b. “Where are my adminidrative tools?’

Click “Start”, then right dlick in ablank area of the start menu. Y ou should now be able to left click
on “properties’.

Thiswill bring up awindow entitled “ Taskbar and Start Menu Properties’. Click on the “ Start
menu” tab and there you will see a check box for “customize’.

Thiswill bring up a second window. Under the advanced teb, there is the option to add/remove
vaious group menus.

Curlomize Starl Menu

Tashbasi

St M R —

b rern) matiing:

] Cpuaany mbrmnsu it | pusse: o e pallt g Ioies
[ Highghl ey e b pr ey

*ﬂlﬂl L Tl

[ Sosll Progearss
F Semh
o SR e Took
1 Dikplae on e &0 Prograwe vees

1 Dl on ee &8 Progpae weas ared e 5o e
& Do) ek chi e 2
& s | T W
(5081 ptvn [Cumtvmiee | sl cocLan

ol i s e W iy a0 the Select i opteon o groveds guck acoas o e docurents o
et sval, wnd wTad Lreanis peagra

o] Wit e, Clodieg thin et vt ot bty el et

[ List wp wiet recently apmnas docurssnts
0 Elaa el resrns - i

| O Lni |
et iy, Db i e Hhts e, sk om
mather weemes of Windeai
e
e

To enaure that during norma operaion, adminidrative tools are not invoked by mistake, by default
these tools are hidden from the gart menu - even as an adminigraor.

Although the mgority of the tools required on adally basis are contained within the management
console.
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3.c. “Encryption on network transmissons, and network security”

IPSec or IP Security (To the best of our knowledge) can only run properly on a Windows 2000
network. The computer must o be fitted with an | psec capable network adaptor. Thisisacard
that has a processor on board to decrypt the tranamissions, and apparently they are expensive.

They gppear to have dropped |PSec from Win XP in favour of a persond firewal.

It isthe opinion of the author, that if you know enough about firewdls to use them, then you know
enough to run asystem that is secure enough nat to require afirewal. If you do not know enough
about firewals, then you have no place running one.

Either way, you should make sure thet the firewdl it not running.

-4 l.ocal Area Connection Procerties

| General | Authenticglient] Advanced |

|:| Protect my computer and netwark, by limiting or preventlng
iancess to thiz computer from the |ntemet i

Learn more about Internet Connection Firewall.

[ ak. l [ Cancel

3.d. “My computer istaking along time to logon to the network!”

If you are having problems with the amount of time it takestolog on to the network, then chances
are that the machines on the network are having “Arguments’ with each other asto who is going to
be what isknown asthe “Master Browser”. Thisis one machine that holdsthelist of dl the
meachines on its ssgment of the network. In the NT environment it iSwas normdly the Server that
was given thistask, unlessit was told otherwise. With XP by default, any machineis st to be the
Master Browser.

To prevent this from hgppening there are 2 ways to fix this. Refer to the section 1 and 2 for detalls

Alternativdly, if you have amixed NT/2000 network, and you are running roaming profiles, you
may be waiting for your profile to be converted from NT 4 to 2000.
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You can fix this by a@ther having 2 login names (One for NT and one for 2000) or if you only use
one 2000 machine you can turn off the roaming profiles on that machine. This means that you will
not get the same gppearance but you will find that your login delay should be fixed.
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