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HaX0rz Toolkit

+» Complicated ‘sploits that need a
Bachelor’s degree to understand and
use

¢ Scripts in various languages and
syntaxes like C, PERL, gtk and bash

¢+ Automated scanning tools like nmap
and nessus

¢ A web browser



ANV En Browsern?

o Web surfing:

o [s easy to do,
o [s Operating System independent,

e Doesn’t require intimate knowledge, of
“the system?”,

e Provides access to vast amounts of data
and information,

e and topped off with all' kinds of data
mining tools



VWen Eeatures

¢+ Reverse phone numpber searches

¢ Detailed address topological maps

¢ Satellite photography: of target area
Resumes

Phone and Email lists

_ikely targets described in detail

Exploit information easy to obtain

¢ Data aggregation makes it more serious

¢
\ 4
¢
¢



What WedllNEearnn

+ Methods off Reconnaissance

¢ The level ofi sensitive detail
companies and organizations leave
exposed to the Internet

¢ The level of detail about specific
people on the Internet

¢ he effect of data aggregation on
privacy.



VWhHEre 1o stant?

¢ Search Engines are
one of the first things
people learn to use on
the Internet

¢+ Most use highly
effective search
algorithms to mine the
Internet

+ Most provide equally
advanced search
abilities to the user
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File Edit “iew Favorites Tools Help

@Eack - \_.:J e \ﬂ \g / ) search “3‘;:(‘ Favorites -@Media @‘E‘| b L_;_,ﬁ, - _J

Address @:E htbp: f ey google, cafsearchrg=allinkitle %% 38%%:22 Index4of + % 2F admin 2 2 Bie=UTF-8&0e=UTF-S&hl=enbtnG=Google+Search&met a=

=l Go | Links *

Advanced Search  Preferences  Language Tools  Search Tips

Tl
GO g-)gle |a||intit|e:"|ndex af fadmin” Google Search

Search: @ theweb © pages fram Canada

Searched the web for allintitle:"Index of fadmin™. Results 1 - 10 of about 5,970,

Index of fadmin/
Index of fadmin/. Mame Last modified Size Descnption [DIR] Parent
Directory [TAT] PR htm 13-Mar-95 14:06 2 [TAT] bid-call. html ...

weeewy Jtap. ac. ukfadmind - 3k - Cached - Similar pages

Index of fadmin/dissemination/

Index of fadmin/dissemination/. Mame Last modified size Description [DIR]
Farent Directory [DIR] baker! 18-5ep-99 15:51 4K [DIR] franklin ...

wannid jtap. ac. ukfadminddisseminations - 2k - Cached - Similar pages

[ Mare results from wew tap. ac.uk |

Index of /Admin/Z001
Index of /Admin/2007. Mame Last modified Size Description Parent Directary
04-Apr-2002 13:10 - 2001 reparts/ 04-Apr-2002 13:09 - Feb3tenpnt ...

weeewy, UE kL edofAdmind20017 - 3k - Cached - Similar pages

Index of fadmin
Index of fadmin. Mame Last modified Size Description Parent Directaory
29-Jul-2002 1422 - Syearplanr1s.xls 22-Dec-2000 14:45 120k ...

weewy, Ut edufadming - 12k - Cached - Similar pages

Index of fadmin
Index of fadmin. Mame Last modified Size Description Parent Directory
06-Jun-2002 16:19 - [ggyd 14-Sep-19597 20:04 - assignments/ 17 ...

weh. mit. edufadmins - 3k - Cached - Similar pages

Index of fAdmlanNFIDPTISDrquBI
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Search took 0.04 seconds.




* Here is a Google hit from MIT, pulled from the cache

File Edit ‘“iew Favorites Tools  Help

@Back - O bt \ﬂ @ \:;j | ;j Search ‘ir:?Favurites QMedia @‘ L__:\i' h;;.- > ._J

Address @ hktp: | fvaww, google. cafsearch?q=cache: 6MNrUGFRmynUC web. mit. edufadmin/+allinkitle: %22Index+of +f admin .2 2&hl=enfdie=UTF-8

Index of /admin

MName Last wodified Size Description

Parent Directory Ob—Jun-z002 16:

cooooooooooooooolw

Iooy/
assigmments,
attic/
blue-lhox/
configs/
contracts/

hosts/

inventory/
Llogs/
ailman/
noc/
private/
procedures/

zZervice/
sZervices/

systems/

Wy

14-5ep-1997
17-Jul-2Z002
31-Jan-2002
l6-Mar-19295
07-May-2002
19-dug-1997
O6—Aug-2002
03-May-2002
01-Feh-2002
05-Feh-2002
O06—Jan-2000
31-Jul-2002
17-Apr-2002
28-Jan-2002
07—Jun-z2001
04-Nov-1953

17-May-2Z002
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14:
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14:

oo:
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14:
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ALFC Woakh Hawmmaar dsawmndiall 208 Adarl-f] d Damaas of snakh waid ad Peaws 8B

€]

I_ I_ I_ |4 Internet




« allintitle:”Index of /” site:mil

<3 Google Search: allintitle:"Index of fadmin® site:mil - Microsoft Internet Explorer

File Edit Miew Favorites Tools  Help

@Back - @ - @ @ i:j )_—] Search *Favarites lorﬂedia @| Bv % - i_J

Address IE https i fwn, google, cafsearch?hl=engie=UTF-32ne=UTF-S&g=alintitle%: 38 %2 2Index+of + 56 2F admin s 22 +site %t 3amildbtnG=Google+ Searchmeta= j G0 | Links **

Advanced Search Preferences Language Tools  Search Tips

GO l 'gle |aII|nt|tIe "Index of fadmin” site:mil Google Search

Search:  the webh © pages from Canada

Results 1- 2 of 2. Search took 0.15

Index of fadmin
Index of fadmin. Name Last modified Size Description Parent Directory
20-May-2002 16:00 - 1050.1). doc 03-Feb-2001 12:22 30k 11100.1 ...

wanwy. nmMcresd. navy. milfadmind - 12k - Cached - Similar pages

Index of fadmin/rescen inst
Index of fadminfrescen inst. Mame Last modified Size Description Parent
Directory 02-Apr-2002 08:43 - 1050.1H.doc 01-Feb-2001 16:52 ...

wnny. nmcrcsd. navy. milfadmindrescen%20inst! - Bk - Cached

allintitle: "Index of fadmin® site:mil Google Search Search within results

Dissatisfied with your results? Help us improve.

Get the Google Toolbar: || Gor gle - | g Seachiieh GySeachSte % (B TR @ By - 4|

: Horne - Advert with Lls rch Solutions -

E2002 Google

=
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File Edit “iew Favorites Tools  Help

. 2 . s — i\ ~ {
@Eack - -“‘_J r \ﬂ @ th !,_J'Search H::f Favarites @Media @| f'v Li’_ W - |

jGD

address @j bkt f ey google, cafsearch?q=cache:F 1¥wdSr 2w-4C v, nmcresd, nayy . mil fadming/+allinkitle : %2 2 Index+of +/ admin®s 22 + sike: milhl=en@ie=ITF-5

Thisis G o 0 g | e's cache of http: A, nmcresd. navy. milfadrming.
G o o qgle's cache is the snapshot that we took of the page as we crawled the web.
The page may have changed since that time. Click here for the current page withaut highlighting.

To link to or bookmark this FIEIQEI use the fDlIDWirlg utl: hitp: / fovmme . google . com' search?g=cache: PI¥wd2zEw-20: v nmcrcsd . nawyr o milf admin'+all inticle: %
FEIndeaxtofty admin#fit=ite: mil Lhl SanLia=TTF-5

Genrgle is vt ogffilicated with e autfums of thos page re respovistible fov it covter,

These terms only appear in links pointing to this page: allintitle index of admin

Index of /admin

Wame Last modified Jize Description
a Parent Directory 20-Mavy-2002 16:00 -
@ 1050.1J.dos 03-Feb-2001 12:Z2 30k
@ 11100.1E.doc 03-Fekb-2001 11:0%2 Zik
@ 11103 .14.doc 03-Fekb-2001 11:10 4ik
@ 11520.1G.dos 03-Fekb-2001 11:10 24k
@ 1300.1C.dos 03-Feb-2001 10:25 25k
@ 1414.1.doc 03-Feb-2001 10:24 2k
@ 1601.1L.doc 03-Feb-2001 10:3Z 37k
@ 1610.1D0.doe 01-Fekb-2001 16:51 24k
1650.1B.dos 03-Feb-2001 10:33 87k
1650.10b. pdf 17-Jan-Z001 12:06 Jilk




B Index of /secret - Netscape b

. File Edit “iew Search Go Bookmarks Tasks Help

Q Q @ @ l @ I%http:,I',l'www.google.ca,l’search?q=cache:MthngmX\-‘BC:frpI.Free.fr,l'secret,l'+allintitle:%22Inde><+of+,l'secret°fo22&hl=en&ie=UTF-8

ol
-
.+ & Home [V Metscape Q Search ﬂ Shop | FIEookmarks @NetZPhone
M;f'-SidEbﬂl' Tabs b “l TRESE Tefrms onfy appedr Th TIFTR pofmring o IhTs page” alltntre Thidex oT seclet
My Fujitsu
Search —

Index of /secret

Baokmarks

Name Last modified 3ize Description
Search Results
a Parent Directory 22=-Jul-2002 22:50 -
@ htaccess 03-Dec-2001 15:47 1k
Ly
hsecu.html 03-Dec-2001 15:47 2k
L
collecte. html 19-Jul-2002 11:55 41k
b P —
! E collecte. jpog 19-Jul-2002 11:57 172k
e e LT e
|| collecte grap.html 19-Jul-2002 11:58 1k
&
download.gif 03-Dec-2001 15:47 6k
e
E‘: excel.gif 03-Dec-2001 15:47 2k
fiehe.gif 03-Dec-2001 15:47 1k
L
hzecu.html 03-Dec-2001 15:48 1k
i T = raee e
password. tXt 03-Dec-2001 15:485 1k
bk hhah = prix.html 18-Jul-2002 17:09 g4k
secu. html Z0-Jan-2002 21:33 1k
Buddy List CR—
e taille Exp.html 14-Fehb-2002 17:18 21k
Stocks = TS
Mews telecharger.html 03-Dec-Z001 15:45 1k
Shopping — E} telecharger/ 18-Jul-2002 17:07 -
Today's Tips o




Bookmarks Tasks Help

'\3 Q |%http:,l',l'l:rpl.Free.Fr,l'secret,l'passwu:urd.txt

|[(3‘5ear

-l Search f{ﬁ Shop | EoBookmarks @NetZPthe

christophe:azerty
papa:jova
SAINT-GERMES :O09P3
SAURLT:09P3
COTXET: 11JMC
SEIVMCZAK:1135

[ AT:124T

|| RAYNAL:1ZFER
LAUR:12JL
GRANGER: 24JP&
GONDONWNELAT: 24005
DOUTMENG: 31JD
MONTANG: 31VH
PERIOT:31EP
ANTOMNIAZZI:3Z2JPA
BUGNICOURT:32JE
SEGURA:3Z2CSH
GILLET:33MHG
ABRAM:33PA
LANTQUE : 40TL
BEURLOT: 40GE
ROQUEFEUIL:46TR
COUDON:46JCC
AUTREILLE:47Ma
BONINELU: 47MFE
LADAGNOTS : 64ML
PEBET: 64NE
CARMOUZE: 65EC
BABY:65JE
BOT:314AR
CARENSAC:813C
RIVIERE:32ZJPR
FERREEEUF:322F
FAUCON: 3ZMF
GRYNSPAN: 754G
PIALMON: 75GP
BECHE: 7?5JME
VANNIER:31JCV
BROWN:31MAE




File Edit View Favorites Tools Help

@Eack - \_,)I - iﬂ RELI x_:.\l fa.?\' Search "-ET:.;-‘ Favorites @Media €}| - __;'_ - _,,j

fddress @:{http:,l',l'www.gu:u:ugle.|:a,l'searn:h?hl=enﬁde=UTF-8&De=UTF-8&q=re5triu:teu:|++°f.:.2EiFiIeI:3-'pe%S.ﬂ.dnc+5ite%3Amil&btnG=GDDgIe+Search&meta= j Go | Links *

Advanced Search  Preferences  Language Tools  Search Tips

% a1
G 0 L)gle |restricted Hiletype:doc site:mil Google Search

Search: @ theweb © pages from Canada

moci¥vorkshop for Restricted Site

File Format: Microsoft YWord 97 - View as HTML

Workshop for Restricted Site. Robin Bown, FacilitatodDevelop Mew Business
rules. Group Members. Felipe ... WHAT IS RESTRICTED SITE? Repository ...

wontnd, 8-plblishing. af. mil'slidesd wark shop%20for¥20restricted %20site. doc - Similar pages

poclPROPOSAL FOR BUSINESS PROCEDURES

File Format: Microgoft YWord 97 - View as HTWML

FROPOSAL FOR POLICY AND GUIDAMNCE. FOR PUBLICATIONS/FORMS DISSEMINATION WA ETS.
(TO INCLUDE RESTRICTED ACCESS). ... 2. Protection of Restricted Infarmation. ...

weeewy. e-publishing. af milf/slides! Final%20Restricted%20Bus%20P an. doc - Similar pages

[ More results from www. e-publishing. af mil ]

pocPROCEDURES FOR THE PROTECTION OF RESTRICTED IMNFORMATION
File Format: Microsoft Word 97 - View as HTML

FROCEDURES FOR THE FROTECTION OF RESTRICTED INFORMATION. Some governmental
information that is shared or exchanged in support of ...

weeewr. dss. milfseclibimiswgb. doc - Similar pages

mocAY 1997 MISWGE DOCLUMENT MO, 20

File Format: Microsoft Word 97 - Wiew a5 HTWL

INTERMATIOMAL TRANSFER OF MATERIAL CLASSIFIED. RESTRICTED BY EXPRESS
COMMERCIAL COURIER COMPAMNIES. Introduction. 1. The docurnent describes ...
weeewr. ds s milfseclibfmiswg20. doc - Similar pages

[ More results from www. d=s. mil |

pocRestricted Standing COrders
File Format: Microsoft Waord 97 - Yiew a5 HThL

=earched the web for restricted +filetype:doc site:mil. Results 1- 10 of about 3,4300 Search took 02T seconds,

[ =5  pnmml HErea Rl e e ey
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7 Search ;'f\';.J Favorites ﬁ Media ﬁ-

Address @} hittpe f vy google , cafsearchrhl=enie=UTF-8R0e=UTF-8&0=restricted++"%: 2Bfiletype®e30doc+site % 3AmilRb tnG=G00gle+ Sear chimeta=

EEE

L I

mociRestricted Standing Orders

File Format: Microsoft Woard 97 - Wiew as HThWL

Restricted Standing Orders. Rules for Restricted Persannel: While an Pretrial restriction,
persannel will refer to all military personnel in the appropriate ...

weeewy lernoore. navy. milfdetention_facility/ Restricted%205tanding%200rders. doc - Similar pages

mocy ]

File Format: Microsoft YWord 2000 - %iew as HTWL

... and terrorist activity aimed at the US military abroad, we must ensure that all individuals
understand the regulations governing travel to restricted countries ...

weeewe, 1 id army . milfletters/CG3E%20Travel %20Folicy. doc - Similar pages

moocyC-141E 64-0621 CVE

File Format: Microsoft Word 97 - Wiew as HTWL

=ide A This tape contains protected privacy information. Release is restricted.
under Federal Law. ... Release is restricted. under Federal Law. ...

safety kitland. af. millAF SC/RDBMSFlight/SIB-Support! Interviews/Interiew Cassette Labels.doc - Similar pages

oocNEORMATION FOR MEMBERS OF CONGRESS

File Farmat: Microsoft YWord 2000 - Yiew as HTML

.. These facilities would provide a multi-functional war-fighting capability to meet
the Armyls training needs for soldiers in urban and restricted combat ...

wontnd, hgda, army . milfoc AMC s/MC 2920200205 May %2002 Training¥e20at %20F ort %20k nox %20k doc - Similar pages

mocindividually Billed Card Account Setup/Application Form

File Format: Microsoft Word 2000 - Yiew as HTML

. This application is for a Government Card Account, which may be standard
or restricted, as described in the attached Agreement. ...

wonnnd, bfd wehs milireferencelib/Travel Cardd dociApplication. doc - Similar pages

ociHOOK AND LINE GEAR

File Format: Microgoft YWord 97 - View as HTMWML

... Longlinef Buoy Gear Restricted Area. The charts on the following page show,
generally, the boundaries of the longline/buoy gear restricted area. ...

weeew. Usc. mil/dS/grte/h&lman.doc - Similar pages
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L)
__.”l'
'- | | A - i 1 : L ; i) d b —_— ]
@ Back - J * ﬂ ﬂ Wl | ! Search ‘}\{' Fawvarites -er‘ Media ?e T b - _.J
Address @_}525645|:|EIEIE-F69?9,|'31111|:|'3EI|:'359881885256I:|3|:IIIIIII454?82,1"’#-:.24FILE,I'DONSIR_CYDlprintversinn.u:Iu:u:+sensitive++°f.:-ZEFiIet';.fpe:|:||:u:+5ite:miI&hI=en&ie=LlTF-8j Go | Links **
B T
To link to or bookmark this page, use the following utl neep:/ /. google . comd zeazehr

g=cache: elxN3rtduwbIC : wome  hogme .usmc.mil.-"s.'l.fet}r.nsf.-" GEESEETS0060adcSG S S65d006f69 79/ 211114909 595515552 56b2d002ad75E %
£4FILE/DONS IR _CY¥0lprintwersion.dectsensitivet+#Efil evype: doctsite:milLhl Senpie=0TE-&

Gowgde @5 ot GEfilated with the autfames of thos page rew vesporasible fov its conatert.

L1+

These search terms have been highlighted: sensitive

R SENSITIVE INFORMATION / CLOSE HOLD *#*

Department of the Navy

Suicide Incident Report




Somelimes It WonksSTWheER Broken

¢+ Erom an allintitie:“Index of /admin™
Jl=lgen

+ Admin account had been patched

¢ But the error information was' pretty
Interesting, too...

o Within the full page error report was:

Full paths to libraries
/home/faraway/opt/cancat/lib

/usr/local/share/perl/5.6.1/Apache/ASP.pm
/usr/local/lib/perl/5.6.1/DBD/mysqgl.pm



SEANCHNERGINES

¢ allintitle: “Index of /~

¢ Site:gov site:mil site:ztarget.com

s filetype:doc filetype:pdf filetype:xls
¢ [cached] [view as html]

¢ Intitle:, inurl:, allinurl:

¢ Filetypes include: pdf, ps, wk[12345], wki,
wks, wku, lwp, mw, xls, ppt, doc, wps,
wdb, wri, rtf, ans and txt



Otherinterestingl Seanches

¢ Far too many password filesH to bother
counting anymaore

¢+ Access and error logs from a hotel chain

o Included booking information and how!' long
customers were staying

o Some very well-known people had their full
vacation schedules made available to the
public

+ Military "Procedures and Practices”



Otherinterestingl Seanches

+ allintitle:“Index of /*“ +confidential filetype:doc

o A regulatory matters postall letter to an
executive at a telecommunications
commission, which contained competitor and
Specific revenue information, and made the
following declaration:

The release of suchi information on the public record
would allow current and potential competitors to
develop more effective business and marketing
strategies...



Otherinterestingl Seanches

¢ Searches for WS_FTP.LOG give a rather
detailed list ofi files that are updated
regularly, and often provides internal
network IP information normally hidden
from the Internet

+ Name, job title, phone number, and email
address of mailroom staff at major
military sites

¢ Inter-department electronic funds
transfers




Otherinterestingl Seanches

¢ robots.txt files tell search engines
“don’t look here”

+ World-readable and in ar kKnown
location so the search engines will
find it easily, and ignore confidential
or private directories

+ What do you find when you do look
In those directories?



Otherinterestingl Seanches

¢ Passive scanning for vulnerable
targets

+ Where to find targets:

e Search for phrases commonly found on
web-based application interfaces (and
especially their error messages)

e Sites like
— provide information that can be used
to create search criteria



Bookmarks Tasks Help

O _ D |Q}http:,I',l'u:unline.seu:urityfnu:us.cu:um,l'l:uid,l'4525,l'di5cussiu:un,l'

-l Search al Shop | EBookmarks @NetZPthe

Sign In | My Account | AboutUs | Advertise Contact

< > SecurityFocus ™

< SecurityFocus
o W L T B E

Sibscribe

CleL LG The Basics « wMicrosofte e ldnige] e DS v sl nsidents ) wewMirus

[ = Bugtrag = Mailing Lists = Library I ISFDnIine j

VULNERABILITIES

Microsoft IIS CodeBrws.ASP Source Code Disclosure Yulnerability

info discussion | exploit solution credit help

Microsoft 115 5.0 ships with a sample script that may be used to view the source code of other scripts in the
sample scripts (fIISSAMPLES) directory., However, this script (CodeBrws.asp) does not adequately filker unicode
representations of directory traversals, For example, an attacker can break out of the sample script directory by
4| substituting 'Yec0%ae%cl%ae’ for ' in a dot-dot-slash directory traversal attack,

It has been demonstrated that this issue may be exploited to map out the directory structure of the filesystem
on a hiost running the vulnerable script.

Cisclaimer | About The Yulnerability Database

For additions or corrections please email vuldb@securityfocus, com

Privacy Staternent
Copyright £ 1999-2002 SecurityFocus

VYULMS

By Wendor

By Title

By Keyword
By BugTrag ID

By CVE ID



Bookmarks Tasks Help

O _ D |Q}http:,I',l'u:unline.seu:urityfnu:us.cu:um,l'l:uid,l'4543,l'di5cussinn,l' | [qSEEr

-l Search al Shop | EBookmarks @ MetzPhone
| Sign Im | My Account About Us Advertise Contact

From the fampany Who Brought You

< > SecurityFocus ™

ElehL L The Basics « wMicrosofte welnix

DS [l noidents e wesdlirus

[ : Bugtraq = Mailing Lists = Library I SFCnling j
YULMNS
VULNERABILITIES
| By Wendor
Microsoft IIS CodeBrws.ASP File Extension Check Out By One Yulnerability By Title
info discussion | exploit solution credit help By Keywaord
Microsoft 115 5.0 ships with a sample script that may be used to view the source code of other scripts in the By BugTrag ID
sample scripts (fIISSAMPLES) directory.
By CWE ID

4 This script is designed to only display files with a .html, .bhtm, .asp or Jnc extension. However, a flaw exists
| which will allow an additional character to be added to the file extension. This may allow an attacker to view, for
example, .aspx files used by the .NET architecture.

If used in conjunction with the issues discussed in BID 4525, this may expose files outside of the sample script
directary,

Cisclaimer | &bout The Yulnerability Database

For additions or corrections please email vuldb@securityfocus.com

Privacy Staterment

Copyright £ 1999-2002 SecurityFocus




Bookmarks Tasks Help

O _ D |'32}http:,I',l'u:unline.securityfncus.cu:um,l'l:uid,l'3339,l'explcuit,l' | [qSEEr

-l Search al Shop | EBookmarks @NetZPthe

Sign In | My Account | AboutUs | Advertise Contact

< > SecurityFocus ™

ElehL L The Basics « wMicrosofte s lnix

: , DS ldncidents...Mirus
'[' = Bugtrag = Mailing Lists = Library I SENATGE j
YULMNS
YULMNERABILITIES
| By Wendor
Microsoft Index Server 2.0 File Information and Path Disclosure Yulnerability By Title
| info discussion | exploit | solution credit help By Keyword
Some samples of the HTTP requests submitted by Syed Mohamed & =SyedMa@innerframe.comzs follow: By BugTrag ID
http: fflocal-is-serverfissamples /ISSamples/SOLOHIt. asp?CiColumns=* R CiScope=wehbinfo By CVE ID
A
'i http: fflocal-is-serverfissamplesfISSamples/SOLOHIt.asp*CiColumns=*&CiScope=extended_fileinfo
4

http: fflocal-is-serverfiissamples /ISSamples/SQLOQHIt.asp?CiColumns=*&CiScope=extended_wehbinfo

http: fflocal-is-serverfissamples/ISSamples/SOLOHIt.asp*Cicolumns=*&CiScope=fileinfo

Cisclaimer | &bout The Yulnerability Database

For additions or corrections please email vuldb@securityfocus.com

Privacy Staterment

Copyright £ 1999-2002 SecurityFocus




Bookmarks Tasks Help

O _ O |Q}http:,I',I'Dnline.securityfncus.u:u:um,l'l:uiu:l,l'l6?,I'|:|iscussi|:|n,l' | [qSEEr

-l Search al Shop | EBookmarks @NetZPthe

Sign In | My Account | AboutUs | Advertise Contact

< SecurityFocus
o W L T B E

< > SecurityFocus™ :
Secunty Johs

CleL LG The Basics « wMicrosofte e ldnige] e DS v sl nsidents ) wewMirus

Subscribe

: Bugtraq = Mailing Lists = Library I ISFDnIine j
VULNS
VULNERARILITIS By Wendor
NT I1IS Showcode ASP Yulnerability By Title
info discussion | exploit solution credit help By Keywaord

& sample Active Server Page (A5P) script installed by default on Microsoft's Internet Information Server (1157 4.0

By BugTrag ID
gives remote users access to view any file on the same volume as the web server that is readable by the wehb

Seryer, By CWE ID
| IIS 4.0 installs a number of sample &5P scripts including one called "showcode.asp", This script allows clients to
view the source of other sample scripts via a browser, The "showcode.asp” script does not perform sufficent

checks and allows files outside the sample directory to be reguested. In particular, it does not check for .. in
the path of the requested file,

The script takes one parameter, "source”, which is the file to view, The script's default location URL is:
bttt ffwewew sitename.com/msade/Samples/SELECTOR/showeode. asp

Sirnilar vulnerabilities have been noted in WiewCode.asp, CodeBrws.asp and Winmsdp.exe,

Cisclaimer | About The Yulnerahbility Database

For additions or corrections please email vuldb@securityfocus, com

Privacy Staterment
Copvright © 1999-2002 SecuntywFocus




UnreporeatVulneramimes

¢ Many vulnerabilities gor unreported and
unfixed, despite how obvious they are

¢ Example:

o HAMWeather is a weather software package
that allows websites to provide accurate
weather information. Geared towards news
sites.

e Does not require authentication for any: of its
administrative processes

o | ets search for that administrative program...



. Google Search: hwadmin.cgi - Konqueror

I @SuSE ﬂKDELmk.HIH ¢ CodeWeavers - Products - CrossOver | [ D-Link TechSupport- FAQ <, *Account Manager Login | VeriSign g

Advanced Search Preferences  Language Tools  Search Tips

( ; 00 le [bwadnin eqi T [Google Search
8 Search: @ the web @ pages from Canacda

Groups Directory
d the r hwradmiin.cgi. Results 1- 10 of about 18. S
Tip: In most browsers you can just hit the return key instead of clicking on the search button.

Hamktweather Installation Steps 1 and 2
w (Not in HAKweather Lite). metarlister cgi, In the main HaMweather cogi Sponzored Links
path. hwadmin cyi, In the admin directory of the Hakweather cgi path. ... .
ey harnweeather comisupport/idocsinstalll to2 himl - 20k - Cached - Similar pages ';r:zm?nﬂdru?&?:smt;mn chis,
Content Management, Web Site Chat
e coiscript net
Ham'Weather / The Ultimate Free Weather Program! rterest: —
- through Js s day titles { Changed harmweatherlib pl Y Fized javascript bug at line
16 in the wek admin for Metascape 4.50 and older users {Changed hyadmin cgi ...
wewew harmweather comichanges himl - 59k - Cached - Similar pages
[ Maore results from sy hamweather con ]

See your message here...

Index of Aveather/cgifhwadming 340

Inclex of fveather/ogihwadming340, Mame Last modified Size Description Parent
Directory 12-Apr-2002 15:41 - hwadmin.cgi 12-20r-2002 17:13 537K

e ok thyneves comiyeatherfegitwadninS 3400 - 1k - Cached - Similar pages

wnwarthynews comdweather/cyisusers/default i<t

- the ukl to the administration script (it is good practice to change the # hwadminS 340
portion of the url to ensure security. Fadmin_script_url = hwadnin.cgi ...

12k - Cached - Similar pages

[ More results from s worthyness com ]

[FreeCode] - FreeCode: HAMweather

o Back to HaMweather, Wiewing Source File: hamweatheriogi-hintadrin 5340 hwadimin.cgl.

#usrilocalbiniper!s #zet $he_cgi_dir_path ...

weew freecode comiviesssourcesharnweather hamweather cgi-bin: hwadminS 340 hwadmin.cgif - 34k - Cached - Similar pages

[FreeCuode] - FreeCode: Haktweather

- £, 11666 hytes; harweathericoi-binhwgetstate coi, 47534 hytes; harweatherficoi-bindmetarlister coi,
4321 bytes; hamweatherfegi-hintaadrinS340 hwadmin cgl, 61956 ...

s freecade comiprojectshamweather! ?topic=63,71,259,290 - 101k - Cached - Similar pages

access Log: Server Stats

w PArmweather cgi 20:52:41 15 May 2001 6 50,931 Jegi-hinfweatherhw 2emailstorer coi
21:09:20 09 May 2001 12 17,292 fegi-hinMveather hwadmin 5340 hwadmin cgi 05:53 ..
ciiizane stormersweldesion.comsfstats’ - 101k - 18 Sen 2002 - Cached




Google Search: hwadmin.cgi - Konqueror
Location Edit View Go Bookmarks Tools Seﬂjn:Winw Help

[ More results from www warthynews.com |

[FreeCode] - FreeCode: Hakweather

o Back to HaMweather. Wiewing Source File: hamweatherfiegi-bintasadrin 5340 hwadimin cgi.

#iusrlocalbinfer!s et $hwe_coi_dir_path ...

weew freecode combviessourcesharnweather hamweather coi-bin: hwadminS 340 hwadmin.cgil - 34k - Cached - Similar pages

[FreeCuode] - FreeCode: HaMweather

o 0, 11666 hytes; harweathericoi-binhwgetstate coi, 4734 hytes; harweatherficoi-bindmetarlister coi,
4321 bytes; hamweatherfegi-bindwadminS340hwadmin cgi, 61956 ...
ey freecode comibrojectshamweather) *topic=63,71,259,290 - 101k - Cached - Similar pages

access Log: Server Stats

o PAmsreather ogi 2005241 15 May 2001 6 50,931 fegi-hintweather by 2emailstorer cgi
21:09:20 09 May 2001 12 17,292 Jegi-hintveatherhwadmin 5340 hwadmin cgi 05:55 ..
cofizone stormerwebdesign.comfstats/ - 101k - 15 Sep 2002 - Cached

Usage Statistics for wwewe schvwag.org - October 2001 - URL

o Bitrn 15 0.07% 2277 0.76% M~paulessferr tat 14 007% 220 0,075 fegi-hinfveather 2ihamyweather oo
14 0.07% 65 0.02% fegi-hinfveather2hywadmind 051 hwadmin.cgi 14 ..

s scheag orgivebalizer furl_2001 10 html - 32k - Cached

Untitled

e Wizhooktvebmster biml Hlcgi-bindinks/admindadmin.cgi HRttpoikal comhirize HiRttpoiknll comigaldstats
HikRttpcikal comdicgi-hindtsy taeadmins 340w adnin cgi ..

knl comfbaybesiadrning_wti_cnfinay htm - 2k - Cached

Index of Aveatherhwadming340

Inclex of freatherhwadmins340. Mame Last modified Size Description Parent
Directory 20-Jan-2001 19:29 - hwadmin cgi 20-Jan-2001 17:39 37k

ey ay-ke comfeeatherhwadmins3400 - 1k - Cached

e orar Be Show Jow Bee imost relavant resinls, We Hale crnlled somme ehfiias very siniar 1o Wee 10 airead)y dispiaed.
i s Bike, Vour cair repest e sty Will e cmiffed resils inclided,

_ Google Seareh |search within results

Diszatizfied with your results? Help us improve.

@2002 Google




i HAMweather 2.0 Web Administration - Konqueror
Location Edit View Go Bookmarks Tools Settings Window Help

AEON SO Fubhdy AZA/ D

k¥ Location: @ http:/fwww. schwag orglegi-binfweather2/hwadmind 051 /hwadmin.cgi '| E

%) susE iR KDE-Lookorg (& CodeWeavers - Products - CrossOver  [[J|D-Link TechSupport - FAQ 3, **Account Manager Login | Verign (] »
h_A

HAMweather 2.0 Administration Menu HARweather Home Docs
Help Page Forums

Click on a link to the left to perform administration.
Systam Settings
Users
Themes
Defaults and Settings
Farecast Info
Weather and lcons
Include Files
Special Templates
User Defined Variables
Referers
Qutput Files

HWpro Features
US Foreast Map
LS Summary Map
UE Warning Map
Mape Text Color




""" e e A AN R A

|Jbltllill'l Edit View Go Bookmarks Tools Sef
&
I8,

*) HAMweather 2.0 Web Administration - Konqueror o 0O X

||| B ::atir'l'

e R T R R B R B R R R R R R R B B A E A E A E A E A E A B E B

corace) IIPPRE = L ot e

SusSE

HAMweather 2.0 Administration Menu HARweather Home
Help Page

Administration Menu

System Settings
Settings for all HW Versions
CGl Script Extension:

HTTP Mode: (How HW obtains wx info)

Cache Mode: (Whether HW caches wx info) i® On or @& Cff

Debug Mode: | On with 'debug=1' paramter ¥
HWpro Features Settings for HW Pro:
GD.pm Version: (HWPro Only) GD.pm 1.20+ (PNG Support
Time Zone to Display On Maps: (GMT -04.:00)
Proxy Settings:
R
[
Special Settings:
Warning Check: % On or ® Off

Watch Check: % On or ® Off
Special Check: % On or % Off

Proxy Server Domain or IP:

Proxy Server Port: (Should be 80 if no Proxy)




HAMweather 2.0 Web Administration - Konqueror
Location Edit View Go Bookmarks Tools Settings Window

)5

" Account Manager Login | VeriSign a »

KD E-Look org @ CodeWeavers - Products - CrossOver i upport - FAQ i';'

HAMweather 2.0 Administration Menu HARweather Home
Help Page

Administration Menu

Forecast Types

Forecast Type IWIN'URL Template 0
aviation aviation. html .

crop.html 5 .

dd
ew

iscussion discussion.html .

E http:/fwww. srh.noaa.gov/data/MIA/CWEIMMIACWEFTEW. 1.txt | other. html
S

3

@ | 22|82
=4 ] =1 o
= bl = -
[17] =y (1] =
o =t o =
=z 2| =z| 2
3 3

=3
=
1]
=
=
=
3

B B B B B

J

floodsummary |nationalflood. html 5 .

E_ http://iwin.nws. noaa.gov/pubrdata/text/FOUST1/KWBC. TXT | ather. html
R
S e
S e
Em hydro. html

mIII!-' !llL—i.r.; !I”I -IW Qe AT

[j%

3

o fa = c =
= I o I o
o g g =4 =1
= = 5 = =r
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i HAMweather 2.0 Web Administration - Konqueror
Location Edit VMiew Go Bookmarks Tools Settings Window Help

2EoM G0 FOlDhd ARRAKAA

k¥ Location: @ http:/fwww.schwag orglegi-binfweather2/hwadmind 051 /hwadmin.cgi '| E

@ SusSE I.KIJI:;II.:Q KD E-Look.org G CodeWeavers - Products - CrossOver D D-Link TechSupport - FACQ i ' Account Manager Login | VeriSign g >
b

HAMweather 2.0 Administration Menu HARweather Home Docs
Help Page Forums

Current User: default Current Theme: default
System Settings
Users

Thames Other Include Options

s i Include Files
Forecast Info
Waathar and lcons Add Hew | Nick Name | File Name

Del current current.htmil
Special Templates
User Defined Variables
Referers Dl form1 form1.html
Qutput Files

HWpro Features
US Foreast Map
LS Summary Map Del mSday2 m&day 2 html
LS Warning Map
Mape Text Color

Del footer footer. html

Dl header header. html
Del madayi m5day1.html

Del mSday3 m5day3. html
Dl m5dayd m&day4. htm|
Del madays maday 5. html
Del navi nav1.htmil
Del nav2 nava.html
Del navad. html
Del vert1.html
Del vert2 html
Del vertd. htmil
Del vertd. himl

Del verts html

© Copyright 1998, 1988 HAMweather, LLC




VierenVV e s achking

¢ Search engines are a treasure trove
off information

+ We've looked at general welb search
engines, but let’'s now look at more
Information specific sites

o Administrative web: servers
e Reconnaissance from the sky
¢ Proxies



AdministratveVen SERers

+ Many devices come with Web Servers
enabled by default:

e Printers
e Routers and Switches
e \Wireless Access Points



Prnters enrthenNVen?

+ Netcraft provides an ongoeingl tally: of
Web servers operating on the
Internet.

¢ Can we find web based
administration?



RN E

Location Edit View Go Bookmarks Tools Settings Window Help

SN N

!i: E¥ Location: [[m h

BEcec® B0 FODY ARAXN
= —

[))

ili @SUSE' ED"E‘ KDE-Look.org G CodeWseavers - Products - GrossOver

D-Link TechSupport- FAQ 4

" *Account Manager Login | VeriSign @Linux: >

Secure your Network
Advertise on Netcraft
About Netcraft

Join Netcraft

Site Map

What's that site running?
Web Server Survey

SSL Server Survey
Explore web sites

News

gcp@rr-

-
—

Netcraft Web Server Survey

Reports Graphs Mechanics Developers Servers Most Requested Sites Archive

March 2002 - Canada

Top This Month By Domain By Server

‘ Server | Number ‘ Percentage
‘Apache | 108470 ‘ 55.72%
Microsoft-1S 58582 30.66%
Netscape-Enterprise OBBO 5.17%
WebSitePro 2786 1.46%
unknown 2361 1.24%
WebSTAR | 2353 ‘ 1.23%
Zeus 1673 0.88%
Stronghold 1287 0.67%
Lotus-Domino M6 0.48%
Apache-AdvancedExtranetServer 724 0.38%
NetWare-Enterprise-Web-Server | 284 ‘ 0.14%
NCSA 209 0.11%
IBEM_HTTP_Server 208 0.119%
Netscape-FastTrack 184 0.10%
WebSite | 179 ‘ 0.0%%
Roxen*Challenger 154 0.08%
Rapidsite 134 0.07%
AppleSharelP 122 0.06%
FirstClass 108 0.068%
Xitami | a7 ‘ 0.05%
Simple, 95 0.05%
thttpd 89 0.05%

[4]+]




Agranat-EmWeb

Location Edit View Go Bookmarks Tools Seftings Window Help

@EoD 60

||| B Location:

||| \@SuSE 3 KDE—Look.org G CodeWeavers - Products - CrossOver D D-Link TechSuppcrt- FAQ i ' Account Manager Login | VeriSign Q]LIHI.IX >3

L3
|

Netscape-Commerce
Novell HTTP-Server 0.02%
GoGoGadgetWebserver 37 0.02%
HP-ChaiServer 32 0.02%
NetWare 31 0.02%
WeblLogic a1 0.02%

30 0.02%
EnterpriseWeb_Secure VM a0 0.02%
JavaWebServer 0.029%%
Dominc-Go-Webserver 0.02%
sSun_WebServer 0.01%
Allegro-Software-RomPager 28 0.01%
Purveyor 28 0.01%
CERN a7 0.01%
IBEM-ICS 27 0.01%
AOLserver 24 0.01%
FileMakerFro 24 0.01%
WHN 24 0.01%
publicfile 23 0.01%
Unknown 21 0.01%
MHttpd 20 0.01%
DLXApache 20 0.01%
PowerWeb 20 0.01%
MACOS_Personal_Websharing 18 0.01%
Foundry 19 0.019%
Microsoft-PWS-95 18 0.01%
Oracle_Web_listener3d.0.2.0.0 18 0.01%%

CiteHTTPD 17 0019




Several sites seem to have left
this particular printer wide open T R

Advertise on Netcraft

Web Server Survey
About Netcraft )’ CRAFT SSL Server Survey
Join Netcraft E Explore web si
Site Map

g KDE Look.org @ CodeWeavers - Products - CrossOver D D-Link TechSupport - FAQ :.. " Account Manager Login | VeriSign inux @ 3

Netcraft Web Server Survey Reports Graphs Mechanics Developers Servers Most Requested Sites Archive
Canada - Agranat-EmWeb Top This Month By Domain By Server

Sites in Canada running Agranat-EmWeb

ariadne.concordia.ca
libr-102-8.concordia.ca
jjordan-printserv.immunology dal.ca
staffprint. kellogg.dal.ca
dj500.me.dal.ca
mba-office-printer. sba.dal.ca
harpel ualberta.ca
gw-16.cmpe.ubc.ca
minitix. mis.commerce. ubc.ca
gw-147.educ.ubc.ca
gw.mining.ubc.ca
anguhubl&.net.ubc.ca
anguhubl7.net ubc.ca
mecgavinhubl.net.ubc.ca
triumf-gw.net.ubc.ca
biotech-3124a. zoology.ubc.ca
frustration.zoology.ubc.ca
minos.zoology.ubc.ca
www.|ps.ugam.ca
pl3.ugat.ca
sc-gestion-sec.ugat.ca
p13.ugat.uguebec.ca
sc-gestion-sec_ugat uquebec.ca
hp2200.nal. utoronto.ca
hp2.phys utoronto.ca
hp22kim. phy toronto.ca
engmmprinter! .uwaterloo.ca
engmmprinter2. uwaterloo.ca
ljp-8.uwaterloo.ca

itch.videon.ca

Netcraft Web Server Survey Reports Graphs Mechanics Developers Servers Most Requested Sites Archive

Your comments and suggestions are most welcome webmasten@netcraft.com © Netcraft 2002




129.173.92.157 - Konqueror
Location Edit View Go Bookmarks Tools

NPI3A94B1 7 129.173.92.157
HP LaserdJet 2200

Home | Hetworking

Other Links

Help

Support Device: HP LaserJet 2200

HP Home Page Count: 50222
Control Panel: READY
Host Name: MPI3A94E1
System Up Time: 146:20:14
System Contact:
System Location:

HP JetDirect: J41694

Firmware Version: L2024

IP Address: 129.173.92.157
Hardware Address: 0001 EE3494E1

Admin Password: Mot set




129.173.92.157 - Konqueror
Location Edit View Go Bookmarks Tools Settings Window Help

“Account Manager Login | VeriSign
NPI3A94B1 [ 129.173.92.157
HFP LaserJet 2200

Home
LS.

HMetworking
CONFIGURATION

= Hetwork Settings TCPIP |

IPP DLC/LLC | |
Support Info

AppleTalk

® General Settings ¥ advanced Settings
SECURITY
Admin Password
Access Control

IP Configuration Method

DIAGHOSTICS Manual

Hetwork Statistics

Mote: A change in IF Address will result in
loss of connectivity to the Browser.

Protocol Info

Test Page
Refresh Rate

Host Mame
IP Arciress
Subnet Mask

Default Gateway

Domain Marme

Frimary "WINS Server

Secondary WINS Server

Syslog Server

Spslog Masinurm Messages

Syslog Priority

Ielle Tirmeout

TTL/SLP

System Contact

System Location

Banner Page
Other Links
Help | Apply ] I Cancel ]

Support
HF Home




Lexmark Optra Ta12 - Konqueror

Location Edit View Go Bookmarks Tools Settings Window Help

2eoEQ ﬁ@@%%@aﬁ“ _

[N = 3N ELEEL 0N httpoficfpri1 410.mef gov.be.call_

Lexmark Optra T612
142.22.11.136

‘Print

(Configuration
‘Reports
(Job History

INKS naex
Hon-Java Tahs

Lexmark Optra T612

Emulations
PCL Emulation
F3 Emulation

Print Speed
20 Pages Per Minute

Inputs
Tray 1 Capacity: 500
Tray 2 Capacity: 500
rultipurpose Feeder

QOutputs
Standard Bin Capacity: 500

Connectivity
Farallel
Serial
Metwark

Print Server
Ethernet 104100 karkMet MZ001e
IP Address 1422211136
Uas (MSE) 00z00015E500
Metwark Speed  10Mbps
Firmware Yersion 3.19.14

Contact/ Location
1938017015
£00-1128 Hormby St Vancouver




File Edit “iew

Favorites  Tools  Help

- - - = - —_—
@Eack & \ﬂ @ ,_lj | !,,_J'Search “H::(‘ Favorites @Media @| v J#_ o

Address @j hitbps e proceysite, comy

Ads :: Proxy List of new generation

:: Check your proxy

FProxy:

o [ | |

Mote: Press"Chedk!" button ONCE and wait at least 30 seconds
befare re-submit. Proxy verification may takes up to minute, s0 please
be patient. Thank vou.

le:u

E=TRL S0 I L ) =0

i Join Our MailList
E-mail: |

% Subscribe

' UnSubscribe Smeitl

Great News: Proxy List of new generation! !!NEW!!
HTTP/HTTPS proxies and SOCKS5 with non standart ports! More...

:: Customize Your Proxy List

Froxy mask: |

Fort Mask: I [Help on using mask]

Anonymity: ® All Types © Anonymous © Transparent
List Sort by: [Check Date =] SSL Support: & All Types © Yes © MNa

™ Check Date From: IEI'I ;"Januar_u ;IIEDEIEI;I To: IEI'I ;"Januar_l,l ;IIEI]I:IIJ;' Get List |

:: on 8080 port proxies

< 208.36.247 .200:8080 [n] stats | Wwhais
< 208.62.71.210:8080 [n] Stats | Wwhois
< 203.151.44 66:8080 [n] Stats | Whois
< 193.261.130.61:8080 [n] Stats | Whois
< 213.136.32.114:8080 [n] Stats | Whois
< 211.15.60.18:8080 [n] stats | Wheis

< 200.240.17.4:8080 [n] stats | Wheis
< 212.160.74.32:8080 [n] Stats | Wwhois
< 193.219.28.144:8080 [n] Stats | Wwhois
< 212101 .9.80:8080 [n] stats | Wheis

< More ...

(o) 2001 ProxySite dot com. info@prosxy

i on 3128 port proxies

o 203.59.54.35: 3120 [n] Stats | Whais
 M216.200.24:3128 [n] Stats | Whaeis
 209.195.139.194:3128 [n] stats | Wheis
“ 193.171.249.98: 3128 [n] Stats | Whois
o 203.106.19.130: 3128 [n] Stats | Whois
“ 1965.11.200.1:3128 [n] Stats | Whaois

“ 194.72.9.37:3128 [n] Stats | Whoeis

< 210.178.208.189:3128 [n] stats | Wheis
“B3.163.658.115:3128 [n] Stats | Whais
o 195 117.233.175:3128 [n] stats | Wheis

4 More ...

rsite.com. Webmasters! Make money here

:: on 80 port proxies

< 213.14.46.98:80 [n] Stats | Wheis
< 212.29.116.137:80 [n] stats | Whois
< 196.38.29.2:80 [n] stats | Whois

< 196.36.238.15:80 [n] Stats | Whois
< 212.29.117.4:80 [n] Stats | Wheis
< 217 .17.233.136:80 [r] stats | Whois
< 212.29.117.49:80 [n] Stats | Whois
< 213.14.45 15780 [n] Stats | Whois
< 213.14.46.103:80 [n] Stats | Whois
< 212.29.109.89:80 [n] Stats | Whois

< More ...

[Link ta usl]

T e




Reconnaissance

+ We've seen a glimpse,; off various back
doors available to web browsers

¢ Let's turn the tables now, and talk
much closer to home

¢ How much personal detail do we put
online for all to see?



Reconailssance

¢ Web surfing habits
¢ Cookies

¢ Resumes

+ Web site histories (
¢ News group posts
¢ Friends

¢ Relatives

¢ School archives

+ Maps



Wiew  Faworites  Tools  Help

R ¥ :- 3 i _ln!_ X i 2 oy By
@Eack - K_j * \ﬂ @ :_:j | “,_JSearch ‘-;.ﬂ,;‘ Favarites @Medla @| [‘_—_-:_-X' =]

@ hikkps e, arvevahio, comnyg'vl bkl

ECE

AnyWhS

Shop Smearcary

. ¥

Click here!

HnmeT‘l’ellnw PagasTWhita PagasTReverse LuukupTToII-FrneTlnternatinnal LInksTSeamh the W&hw

Enter the Area Code and Telephone number to do your search.

Find a Person or Business by Phone Number
Area Code Required Telephone Mumber fReguired

pesthens

Remember: Cell phone numbers are not vet available on AnyWho

Search Mow:

[ ©

Search Mew and Used

amazoncom.

%AT&T

Shep Smarcary

Anyho Home | About AnyWho | What's Blew | Help
ATET Worldhet Service | About our Partners | Advertise with Ls

.i_r.__'l‘l
F.ca
Click here!

Terms and Conditions, ATET Cnline Privacy Policy

Copyright @ 2002 ATAT Corp. All Fights reserved.

Upgrade vour broveser: Microsoft Internet Explorer

T T e



File Edit ‘“iew Favorites Tools Help

- - - = - = _
@Eack & \ﬂ @ ,_lj | !,,_J'Search “H::(‘ Favorites @Media @| v J#_ W -

Address @jhttp:,l',l'www.nu:udedb.cu:um,l'unitedstates j ~dco | Links ¥

Welcome to the Community Wireless Node Database Project

Here vou will find mformation on Commumty Wireless Group locations.

If'there are any locations that should be here and aren't, please by all means drop me an email

Al areas listed below were etther by request by tnore than one person, of due to a forseen need, as an area was an active wireless community without
an existing node database i place

; / | [ MAFBLAST!
Tacoma y I Weyburn “SwWinnipeg Dryden Mo b :
o ?‘kaane o * Thunder Bay sy Qu%e-
=% N b
Portland 2 » ; \4 Montréal
Tfig\" ; ! SalltsSte. Marie = & r—’
B Ry R e R RS : 1.11
Vi “1' 5~""I'?.-1i|f| eapoliz o v
¢ 7, W
)

Concard
)

Fezno
*

/

EW}LIbuquerque

v
rﬂ”%\f

b
\

Hermozillo

4 S
Ziudad Chregon ik S‘t_Petnir{f_sburg.I
. Lapetio ~ Hallyinvood
Ahame 3
.. Mnntarrey . =




File Edit ‘“iew Favorites Tools Help

T e ) N r _ . a5 bl = '
@Eack - '\_.r) = \ﬂ @ ,_lj | 7 ! Search “H::(‘ Favorites @Medla @| v B - | )

Address @jhttp:,l',l'www.nu:u:ledl:u.n:u:um,l'unitedstates,l'nw'neww:urk,l'view.php?nndeid=5 j = [

MNode information (site) Maps
Node name Location

: Cueens: 42nd 5t & MMAPBLAST!
Short node
] and Parsons Ave =
£ ] .
- NYCWEIESS ﬁ Caztle Hill Auerue Tross Brons Exps - WYCwireless
e Mo - Add One
WikiEntvy: ©X————
Howl : ’;
e 5 == 2T .I".‘. « = WY Cwire less
ﬁldf;"r::las_;?r:lve contact : %Eﬁhirgﬁgyﬂndgmornm?gu Siﬂ & réwzugeﬁ]%r!m'ﬂlrﬁlﬁffd - W wire lasd ‘—-
Contact's
TLARS: Contact e
(Click io 4 .g% s
email) +‘ s4+,|-.”“s+, i Ec G F it:
i ER "a' 2H =1 E h |
Node Fully operational aueens SECHEN m‘ﬁ e 3 ' -“ﬁﬁp -
status: tiencle . ; ' |

ESSID: linksys
Geospatial site location

-' -PNE
Elevation: 0 o " ..., b s

ERO0Z “ci

E]_‘]_‘u]_": D Qunt Greenpoint! Indig St — N"f'Cu:l.rel’é’s“spns zerone £l
Descriptive site location '_%fﬂ’ Sreenp it = Gf}"“i*& "W"jir,;lm
L Brook LdrisFEdst el i] T 3

Descrption: :

1 | "
Elll.'l“].].'l. bok lgn'Erl!_EaELJ. %I-[llmn'sburg-,ﬁc-h

1 Ghzecho ey .
:;.'thltf:': Fool-:l'\;ln l—F lush:l.rl"lhm-?lrén?b‘:l:hrﬁ WvCwikeless

p u
Pl:lﬂt[“l:l[lf:‘!: Brooﬁlgn qllli'iedFor*d Stuguesﬂntj,r&:ceﬁgepomt CaFA
A
Country: : *_ Hocka
*'-‘ﬂ:-r B

o i _—

Site inage —>= ....____..-‘ L

orp,| GOT

URL:
; 5 zoom: in | out
More information tap data from MapBlast!
URL: A
4

| B B | el vl vl



File Edit “iew

Favarites

=1l

Tools  Help

a

@ Back - Q Q @ :j | J}_ﬁj Search “E’_\{‘ Favorites Qrﬂedla @| * -

1=

Address I@ http: /fterraserver homeadwisor.msn.com)adyFind, asp:

MSN Home

msn*-
TerraServer

Search TerraServer

r Mavigakte
~ Advanced Find
Address
Geographic
Place
Stream Gauge
¥ Famous Places
t Web Services

¢ About

My MSM  Hotmail

Search Shopping M™oney People & Chat Contributors

Get a better online experience
with MSN® Broadband

. %k

Advanced Find | Famous Places |

Wﬂhuz.m

]—:]:!:l:_r'r"IE!_ E

Advanced Find

There are several different methods to locaking imagery on TerraServer, The simplest is the Search TerraServer figld
lozated on the left, In this figld, enter the city, town, of popular place name, Separate stake/province and country name with a
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TerraServer offers serveral other search methods, The Address link will offer a web Form where vou can specify the L.5,
street address to locate,

The Place link is similar ko the "Search Terraderver” field except that the Place form provides three separate fields - Place
Mame, State/Province, and Country,

The Geographic link will offer a web Form where wou can search by longitude and latitude using degrees, minutes, and
seconds or by using a floating point or decimal digik string, e.g. -121,453, 37.4.

The Famous Places link will offer a web page containing a list of well known locations along with a small thumbnail image.
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Finall Thoughts

¢ We have shown a few ways' that ar web
browser can be used to gather huge
amounts of target information, and al few
ways the web browser can be used to
exploit trivial vulnerabilities

¢ There are many more online services like
the ones pointed out in this presentation

¢ It is easy to collect and analyze this
iInformation to produce thorough profiles
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