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Reverse Code Engineering

* Reverse Engineering is also known as RE or RCE

* RE: Reverse Engineering
 RCE: Reverse Code Engineering

* RE is the process of understanding an existing product
» Malware analysis and security research often involves RE
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Compilation Process

Compilation Linking

B Objcct File [N Exccutable

Human readable Binary code with Binary code with

text file readable symbols no symbols

Code Readability
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Compilation Results

int ExecFile (char *FileName)
{
PyObject* PyFileObject = PyFile FromString(FileName, "r");

if (!'PyFileObject)
{

return O;

}

if (PyRun_SimpleFile (PyFile AsFile (PyFileObject), FileName) == 0)
{

Py DECREF (PyFileObject) ;

return 1;

}

else

{
Py_DECREF (PyFileObject) ;
return O;
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int ExecFile (char *FileName)

{

PyObject* PyFi :00401250 F++aéD$ 1,uw.i@
: 00401260 & $F'+ai§,uw.T
) ) 100401270 K 3l....i+
| ! .
if (!'PyFileOb :00401280 U&sa8' $ ... §
{ .text:00401290 aW.F+!  Eil&....
return 0; B :004012A0 Uésa8! $ ... §
: 00401280 GW.Fy! Eil&....
:004012C0 UiTUW.8s] Rit&.
:004012D0 uiTuw.és] %EEEE
. - :004012E0 48|+p!N.&D$4+t00
’{‘f (PyRun_Simg :004012F0 .6D$81D$ ED$<+E
: :00401300 @.éD$@iD$ & | $te\
Py DECREF sl $18t$p&T $xEd$DE
return 1; ¥ 100401320 $F:+ai+$C...a =
} . :00401330 ... $ W.i6%C
1 : 00401340 ...iD$PED$ +ERV.
else . 00401350 1'6t$P! ...ET$TE
{ : :00401360 \$XELS$ F+Y..ED$
Py DECREF (¥ :00401370 1 $ W.FiZ..a+t.
return 0; [ :00401380 i@! F8V.ET$PA4FE
100401390 +F8V.éD$PiD$%E $
:004013A0 i ED$ FroaiF
:004013B0 8V.8D$PELI+" .. ..
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Uses of Reverse Engineering

* Malware analysis

» Security / vulnerability research
* Driver development

« Compatibility fixes

 Legacy application support
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Ethical and Legal Aspects

Disclaimer: | am not a lawyer, but here we go...

Image: Public Domain

February 02, 09 Page



F-SECURE"
‘ y 4

- -

Ethical and Legal Aspects V.

* Legality of reverse engineering is governed by copyright laws
» Copyright laws differ from country to country

» Reverse engineering is legal only is few specific cases
 Black box testing does not constitute reverse engineering

» Reverse engineering for compatibility fixes is legal

* Reverse engineering spyware is illegal in most countries
 When in doubt, do not reverse engineer!
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Legal Uses of Reverse Engineering

» Recovery of own lost source code

» Recovery of data from legacy formats

« Malware analysis and research

» Security and vulnerability research

» Copyright infringement investigations

 Finding out the contents of any database you legally purchased
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* lllegal to reverse engineer and sell a competing product

* lllegal to crack copy protections

* lllegal to distribute a crack/registration for copyrighted software
* lllegal to gain unauthorized access to any computer system

» Copyright protected software is off-limits in most cases

« Spyware/Adware with companies behind them are included
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Decompilation Process

Disassembly Decompilation

Executable e Disassembly [N

Binary code with Reverse engineer Human

no symbols readable code readable code

Code Readability
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.text:004013F0 sub 4013F0 proc near ; CODE XREF: sub_ 406AB0+6F"p
.text:004013F0 ; Sub_4601D0+5D"p

.text:004013F0
.text:004013F0 var_1C
.text:004013F0 var 18

dword ptr -1Ch
dword ptr -18h

.text:004013F0 arg 0 = dword ptr 4

.text:004013F0

.text:004013F0 push edi

.text:004013F1 push esi

.text:004013F2 push ebx

.text:004013F3 sub esp, 10h

.text:004013F6 mov edi, [esp+1lCh+arg 0]

.text:004013FA test edi, edi

.text:004013FC jz short loc_40143D

.text:004013FE mov [esp+1Ch+var 1C], offset dword 572010
.text:00401405 call sub_406F80

.text:0040140A mov ebx, eax

.text:0040140C jmp short loc_401439

.text:0040140C ; —————————— =" —
.text:0040140E align 10h

.text:00401410

.text:00401410 loc_401410: ; CODE XREF: sub_ 4013F0+4B"j
.text:00401410 mov [esp+1Ch+var 18], ebx

.text:00401414 mov [esp+1Ch+var 1C], offset dword 572010
.text:0040141B call sub_406E30

.text:00401420 mov [esp+1Ch+var 18], ebx
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Required Skills

» General computer architecture knowledge

» Assembly programming of target processors
» Operating systems

* File formats

* Information search skills

- ...real persistence...
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Most Commonly Used Tools

» Hex editor/viewer
» Disassembler

« Search engine

» Debugger
 Script language
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Hex editor/viewer

Disassembler
Search engine

Debugger
Script language

- hex
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L4 H eX ed Ito r/VI ewe r r.ileA - C:\idapython\test'make.idb {make.exe)
File Edit Jump Search Yiew Debugger Options Windows Help
I =] IDA ViewA iew B ions | " St
° Dl Sassembler | I HexVIewAI i Eapottsl ¥ Imporlsl N Namesl 1£]] Functlonsl Slnngsl B’ Stlucturesl En EnumI
B DA view-A
° I ¢ ; [0000002A BYTES: COLLAPSED FUNCTION _ amsg_exit. PRESS K
SearCh englne ¢ .text:00415EBA align 16h
.text:00415ECO
.text:06415ECH _memcpy: ; CODE XREF: sub_X4
° — _
Debugger .text:00415ECH ; sub_413108+118Tp
* .text:080415ECH push ebp
' * .text:86415EC1 mov ebp, esp
° Scrlpt Ianguage * _text:00415EC3 push  edi
* .text:00415ECH push esi
* .text:06415ECS mov esi, [ebp+8Ch]
¢ .text:00415EC8 mov ecx, [ebp+18h]
* .text:080415ECB mov edi, [ebp+8]
* .text:80415ECE mov eax, ecx
* .text:00415EDS mov edx, ecx
¢ .text:00415ED2 add eax, esi
* .text:06415EDY cmp edi, esi
-2 .text:00415ED6 jbe short loc_415EE@
R
I
+ |0001S2CE  |OO41SECE: text:0D41SECE
< |
function ‘main'...
IDAPYthon wversion 0.9.55 final (serial 0) initialized
Python interpreter wversion 2.4.4 final (serial 0)

|au: idle |Down  |Disk: 850MB |
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Most Commonly Used Tools

* Hex editor/viewer

e Disassembler l
» Search engine OOg e

» Debugger
* Script language [ Advenced 3
Preferences
Google Search | I'm Feeling Lucky | Lsngusge T

Make Google Your Homepage!

Advertising Programs - Business Solutions - About Google - Go to Google Suomi

©2008 Googls
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Most Commonly Used Tools

\/ BE SURE.

OllyDbg - I17s1.bin - [CPU - main thread, module I7s1]

Hex editor/viewer

@ File View Debug Plugins Options Window Help

: Bl x] w0 wfe] E 1] W] o+ L|E[M[T|w][H|c|/[K|B|R|..[s] IZ[I]?]
» Disassembler S ATIDEC s T
00411pDF1l| . BE 00C04000 MOV ESI,17s1.00: [EAx 00000000 |
e Search engine 00411DF6| . SDBE O050FFFF | LEA EDI,DWORD P |Ecx 0012FFBO
00411DFC| . 57 PUSH EDI EDX 7C90EB94 ntdl1.l
00411DFD| .. EB OB JMP SHORT 17sl.' |ggx 7FFD4000
* Debugger 00411DFF| 90 NOP ESP 0012FFC4
0041100 | > 2206 MOV AL,BYTE PTR |ggp 0012FFEO
. 00411e02| . INC ESI ESI FFFFFFFF
 Script language 00411£03| . 8807 MOV BYTE PTR DS |EDI 7C910738 ntdll.
00411E06| > O1DB ADD EBX, EBX EIP 00411DF0 17sl.<l
0041108 | ..75 07 JNZ SHORT 17sl.! |{c 0 Es 0023 32bit |
00411E0A| > 8B1E MOV EBX,DWORD P-|p 1 ¢S 001B 32bit
Address [ASCII dump m 7C816FD7 [RETURN to ke
00412000 | ............ D 0.( O0..-0012FFC8| 7910738 |ntd11.7c910:
00412020 ........ wi€| -€|po€|q |[0012FFCC| FFFFFFFF
00412040 | . ...KERNEL32.DLL..Loa |0012FFDO| 7FFD4000
00412060 | GetProcAddress. .virtu |0012FFD4| 80543FFD
00412080 | virtualAlloc..virtual |0012FFD8| OO12FFC8
004120A0 |ProCesS. ...oeeueennn- 0012FFDC| 818C6600
004120C0 | ..o omeeneinennnnnnns 0012FFEO| FFFFFFFF| End of SEH «
004120E0 | ..o cveneencnncnnnns 0012FFE4| 7C839AA8 SE handler
00412100 | ... .o oo e e e e eeeeennnns 0012FFE8| 7C816FEO | kernel32.7cC!
00412120 - - - - oo 0012FFEC| 00000000
00412140 | . .. ..oneenenenaaaans -] 0012FFFO| 00000000
Program entry point
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* Hex editor/viewer
* Disassembler

« Search engine

» Debugger

* Script language

Python 2.5.1 (r251:54863, Oct 5 2007, 21:08
Type "copyright", "credits" or "license" fo

IPython 0.8.2 -- An enhanced Interactive Pyt
? -> Introduction and overview of IF
%quickref -> Quick reference.

help -> Python's own help system,
object? -> Details about 'object'. ?object

In [1]: D
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Getting Started

» Master your tools

» Identify the target binary format

* Identify the target processor

* |dentify the target operating system

« ...dig in and find out as much as you can...
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