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Lab 42-01
= Inthe CEHv6 Labs CD-ROM, navigate to Module 42
= Open the Hacking SQL Server.pdf file and read the content

i Hacking 5QL Server.pdf - Adobe Reader

File Edit Yew Document Tools MWindow Help
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SQL SERVER SECURITY CONCEPTS

Before we delve into the innards of SQL Server security, let’s discuss some of the basic
concepts and address some of the areas that have improved over the years. It should be
noted that SQL Server was originally developed with assistance from Sybase for IBM’s
05/2. When Microsoft decided to develop its own version for NT, SQL Server 4.2 (also
known as Sybase SQL Server) was born. Shortly thereafter, Microsotft bought the code
base and developed SQL Server 6.0 without Sybase. Since that time, we have seen several
revisions, improvements, and in many ways a transformation into quite a different prod-
uct than was originally developed during the Sybase days. However, as we will see,
Microsoft still has many pieces under the hood from the original security model, and
many of those continue to hinder the product in many ways to this day.

Network Libraries

Network libraries (netlibs) are the mechanisms by which SQL clients and servers exchange

packets of data. A SQL Server instance can support multiple netlibs listening at one time,

and with SQL Server 2000, it can now support multiple instances of SQL Server at

once—all listening on different netlibs. By default, TCP /IP and Named Pipes (as well as

multiprotocol on SQL Server 7.0) are enabled and listening. This means that the typical

SQL Server install can be easily spotted by a port scan of the default TCP port of 1433.
Netlibs supported by SQL Server include the following:

¥ AppleTalk

B Multiprotocol

B Netware IPX/5PX
B Banyan VINES
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Lab 42-02
= Inthe CEHv6 Labs CD-ROM, navigate to Module 42
= Open the HackingProject.pdf file and read the content

i HackingProject. pdf - Adobe Reader |Z||E||E|
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Project 1: Hacking Database Network Protocols

General Description

Database servers today are the most critical assets of an organization. In recent years, 1

these servers have become the target of hackers employing three types of attack

techniques: low level network attacks against the operating system that hosts the database

server, SQL injection attacks through application servers and direct SQL based attacks.

All techniques have been widely explored and studied and commercial tools are available

to protect databases against such techniques. As a consequence hackers have started to

explore a new technique — network level attacks against the protocol used by the database

server.

All commercial database vendors (Oracle, Microsoft, IBM, Sybase) use propriety and

obscure protocols to communicate between client and database server. These protocols

have been proven to contain security related vulnerabilities, some of which became

public recently.

Requirements

Tn thic nraiact ctidante will ha mivan nrataenl dacnmantatinn far a enacific datahaca and S/
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Lab 42-03
* Inthe CEHv6 Labs CD-ROM, navigate to Module 42

=  Open the An Introduction to SQL Injection Attacks for Oracle Developers.pdf file and
read the content

i An Introduction to SQL Injection Attacks for Oracle Developers. pdf (SECURED) - Adobe Reader

File Edit Yew Document Tools ‘Window Help ®

DR

SQL Injection: Oracle versus Other Databases

| >

Oracle has generally faired well against SQL injection attacks as there is no multiple SQL statement

support (SQL Server and PostgreSQL), no EXECUTE statement (SQL Server), and no INTO

OUTFILE function (MySQL). Also, use of bind variables in Oracle environments for performance =
reasons provides strong protection against SQL injection attacks.

EE @

5

An Introduction to SQL Injection Attacks tor Oracle Developers 4

Oracle may provide stronger and more inherent protections against SQL injection attacks than other
database, however applications without proper defenses against these types of atracks can be
vulnerable. Despite these advantages many web applications are vulnerable to SQL injection attacks.

Application Development

- Applications can be developed using many methods for connecting to an Oracle database — some of

‘J . . - -
@’ these methods are more vulnerable to SQL Injection artacks than others. This paper will focus on
just a few programming languages and application architectures commonly used for web-based
o applications, although, the techniques described in this paper should be relevant for most
R T R e PR i A R ¥
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Lab 42-04
* Inthe CEHv6 Labs CD-ROM, navigate to Module 42
* Open the sql.pdf file and read the content

& sql. pdf - Adobe Reader |:||§| ['z|
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File Edit Yew Document Tools ‘Window Help
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Guarding Against SQL Server Attacks:
Hacking, cracking, and protection
techniques.

In this information age, the dafa server has become the heart of a company. This one
piece of software controls the rhythm of most organizations and 1s used to pump
information lifeblood through the arteries of the network. Because of the entical nature of
this application, the data server is also the one of the most popular targets for hackers. If
a hacker owns this application, he can cause the company's "heart" to suffer a fatal arrest.

Ironically, although most users are now aware of hackers, they still do not realize how
susceptible their database servers are to hack attacks. Thus, this arficle presents a
description of the primary methods of attacking database servers (also known as SQL
servers) and shows you how to protect yourself from these attacks.

You should note this mformation 1s not new. Many technical whitepapers go into great
detail about how to perform SQL attacks. and numerous vulnerabilities have been posted
to security lists that describe exactly how certain database applications can be exploited.
This article was written for the curtous non-SQL experts who do not care to know the
details, and as a review to those who do use SQL regularly. For detailed information
about specific attacks, see the references section at the end of ths article.

What Is an SQL Server?

A database application 1s a program that provides clients with access to data. There are

mantr rrariatinne of thic e Aaf annlicatian ranming from the svnencite sntarnrica_lat-al
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Lab 42-05
= Inthe CEHv6 Labs CD-ROM, navigate to Module 42
= Open the AppRadar_Datasheet.pdf and read the content

AppRadar_Datasheet. pdf - Adobe Reader

File Edit Yew Document Tools MWindow Help ®
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AppRadar:
Real-time database activity monitoring 7
AppRadar™ iz a real-time database activity monitoring solution that combines
KEY FEATURES enterprise-class database security with intelligent, reaktime monitoring and
auditing. Unlike generic network or operating system solutions, and much e
* Menitor all user activity and more than just a generic logging system, AppRadar delivers database-specific
systam changes auditing and threat monitoring. As a result, AppRadar not only alerts on
+ Rasltima databasa threat security events in real-time, but also flags audit events defined by user activity.
menitering In doing so, AppRadar enables a layered defense and augments corporate
; o e R privacy and regulatory compliance initiatives.
reports for rapid regulatory
compliance (HIPAA, SOX, PCI, Real-Time Database Security Solution SQL command and is executed by an
GLBA, FISMA, etc) AppRadar offers network and host based employee with privileges on the data-
» Extansive up-to-tha-minute versions of its security solution based on base, AppRadar detg-cts it In gdd|t|on,
Y s ik G obiki b the industry’s most complete knowledge- AppRadar has a f.lexl.l::nle auditing systam
rity threats base of database threats. AppSecinc’s that allows organizations to log and/or
network-based sensors are able to alert on specified users and queries.
* Network-based and host-based manitor many databases, and types of Cur filter wizard allows you to customize
sensors for easy deploymaent databases with a single sensor while an exactly which audit and security events
« Scalable high-performance AppRadar Sensor on the host will detect you need to monito'r. Appfiédar also
Arihitactire nrid cantralicad local activity on the databasae. AppRadar |n-::|ude_s best-practice P°_|'C'95 based‘
management and reporting manitors and detects all database events 9N au:‘iltor reqorqmendatmns for rapid
and attacks in real-time. Through its compliance with industry standard
= Support for Oracle, Microsoft SQL sophisticated notification system, it regulations including Sarbanes Oxley,
Server, Sybase and IBM DB2 sends alerts to either your existing HIPAA, FISMA and PCl, to name a few.
manitoring infrastructure, or to the
AppSecine Censole. Scalable Enterprise Architecture
Through a distributed architecturs with b
8.50% 11.00in €| i 2|
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Lab 43-01
* Inthe CEHv6 Labs CD-ROM, navigate to Module 43
*= Open the Computer Attack and Cyber Terrorism.pdf and read the content

B2 Computer Attack and Cyber. Terrorism.pdf - Adobe Reader, |._ E||Z|

File Edit Yew Document Tools MWindow Help ®
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Definition of Cyber Terrorism

| >

It 15 first important to note that no single definition of the term “terrorism™ has
yet gamned universal acceptance. Additionally, no single definition for the term
“cyber terrorism’ has been universally accepted. Also. labeling a computer attack
as “cyber terrorism” is problematic. because it 1s often difficult to determine the
mtent. identity. or the political motivations of a computer attacker with any certamty
until long after the event has occurred.

There are some emerging concepts, however, that may be combined to help
build a working definition for cvber terrorism.  Under 22USC. section 2656,
terrorism 1s defined as premeditated. politically motivated violence perpetrated
against noncombatant targets by sub national groups or clandestine agents. usually
mtended to mfluence an audience. The term Tinternational terrorism’ means
terrorism involving citizens or the territory of more than one country. The term
“terrorist group” means any group practicing. or that has significant subgroups that
practice, international terrorism ™

The National Infrastructure Protection Center (NIPC), now within DHS, defines
cvber terrorism as ~a criminal act perpetrated through computers resulting in
violence, death and/or destruction. and creating terror for the purpose of coercing a
government to change its policies.”™

By combining the above concepts, “cyber terrorism™ may also be defined as the
politically motivated use of computers as weapons or as targets, by sub-national
groups or clandestine agents intent on violence, to wfluence an audience or cause a
government to change its policies. The definition may be extended by noting that
DOD operations for information warfare'® also include physical attacks on computer
facilities and transmission lines.

|
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Lab 43-02
* Inthe CEHv6 Labs CD-ROM, navigate to Module 43
= Open the Cyber Operations and Cyber Terrorism.pdf and read the content

e Cyber Operations and Cyber Terrorism.pdf - Adobe Reader | E
*®

File Edit Yew Document Tools MWindow Help
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DCSINT Handbook 1.02, Cyber Operations and Cyber Terrorism 15 Amgust 2005

| >

Section I: Cyber Support to Terrorist Operations

Al-Qaeda “was using the Internet to do at least reconnaissance of American
utilities and American facilities. If you put all the unclassified information
together, sometimes it adds up to something that ought to be classified.”

Richard Clark, Former Chairman. President’s Critical Infrastructure Protection
Board, Febmary 13, 2002

Terrorists recogmize the benefit of cyber operations and continue to explott mnformation
technology in every function of their operations. Macro-functions include:

Planning

Terrorists use the cyber infrastructure to plan attacks, communicate with each other, and
posture for future exploitation. Employing easy-to-use encryption programs that they can
easily download from the Internet, terrorists are able to commumnicate m a secure
environment. Using steganography. they hide mstructions. plans and pictures for their
attacks in pictures and posted comments i chat rooms. The 1mages and instructions can
only be opened using a “private kev” or code known only to the recipients. In fact,
reports that use encryption are a common tool of Muslim extremists and 1s being taught
in their training camps.’ Additionally, these encryption programs can scramble telephone
conversations when the phones are plugged into a computer.

Recruitment
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Lab 43-03
* Inthe CEHv6 Labs CD-ROM, navigate to Module 43
*= Open the Terror's Digital Jihad.pdf and read the content

B Terror's Digital Jihad. pdf - Adobe Reader

File Edit Yew Document Tools MWindow Help
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Definitions: Terrorism and
Cyber Terrorism

No universal accepted
definition of terrorism.

=

CYBERTERROR

Marsella defines terrorism “as
the use of force or violence,
by individuals or groups that is
directed toward civilian
populations and intended to
instill fear as a means of u;.-.-m-wnm
coercing individuals or :
groups to change their

political and social positions”.
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Lab 43-04
= Inthe CEHv6 Labs CD-ROM, navigate to Module 43

=  Open the Computer Attack and Cyberterrorism 1.pdf and read the content

B2 Computer Attack and Cyberterrorism 1.pdf - Adobe Reader |._||E||'5_(|

File Edit Yew Document Tools MWindow Help

B Three Methods for Computer Attack

o A computer attack may be defined as actions directed against computer systems
to disrupt equipment operations, change processing control, or corrupt stored data.
Different attack methods target different vulnerabilities and involve different types
of weapons. and several may be within the current capabilities of some terrorist
groups.” Three different methods of attack are identified in this report, based on the
effects of the weapons used. However, as technology evolves, distinctions between
these methods may begin to blur.

¢ A physical attack involves conventional weapons directed against a
computer facility or its transmission lines;

* All methods of computer attack are within the current capabilities of several nations. See
CRS Report RL31787, Inforination Warfare and Cyberwar: Capabilities and Related Policy
Issues.

@ CRS-3

¢ An electronic attack (EA) involves the use the power of

electromacnetic enerov Az a weanon  more commonly as an
5.50x 11.00 in £ >
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Lab 43-05
* Inthe CEHv6 Labs CD-ROM, navigate to Module 43
* Open The Cyberterrorism Threat.pdf and read the content

i The Cyberterrorism Threat.pdf - Adobe Readar.

File Edit Yew Document Tools ‘Window Help
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Cyberterrorism—What Is It and Who Does It?
In general. terrorism proves a difficult fopic to set boundaries around. One
common approach to defining cyberterrorism is broad inclusiveness in
addressing the actors. means and goals involved. My approach endeavors to
delineate the threat in terms of factors relevant to evaluating US policy and
organizational responses. Definitions and boundaries prove critical in
establishing policy. defining organizational responsibilities and addressing
resource allocation. So while arguably an artificial exercise, we will begin by
answering two key questions—"What types of acts constitute cyberterrorism?"
and "Who conducts cyberterrorism?"

This analysis of cyberterrorism centers on the activities of organized,
non-state actors pursuing political or systematic objectives against the US® The
activities of states conducting hostile activities in cyberspace against the US fall
outside the realm of cyberterrorism into areas which can be labeled information
warfare. espionage, or public diplomacy. However, we will consider the
possibility that states may be associated with non-state actors in the furtherance

of cyberterrorism. I also do not consider activities of individuals in the

< | >

|
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Lab 43-06
* Inthe CEHv6 Labs CD-ROM, navigate to Module 43

* Open the Cyberterrorism.pdf and read the content

i Cyberterrorism. pdf - Adobe Reader |Z||E||z|

File Edit Yew Document Tools MWindow Help ®
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Cyberterrorism

Introduction

Cyberterrorism presents a hazardous threat to our increasingly digital world. The
possibility of a major cyberterrorism attack in the United States would threaten
infrastructure, financial systems, and everyday computing across the nation and
here in Western Washington. Even more limited cyber infringement actions can
disrupt the lifestyle of Central Puget Region residents and the daily activities of
public, private, and nonprofit sector business and organizations, leading to
potentially costly outcomes.

Far from the generally understood Internet irritations like “spam” (unwanted
email) or “phishing” (email attempts to get the user to divulge private information
like account numbers), cyberterrorism is much more sinister enterprise — a
convergence aof terrorism and cyberspace. By definition, it is generally
understood to mean unlawful attacks and threats of attack against computers,
networks, and the information stored therein when done to intimidate or coerce a
government or its people in furtherance of political or social objectives.
Examples include attacks that lead to death or bodily injury, explosions, plane
crashes, water contamination, or severe economic loss ?

Cyberterror can take a variety of different forms including:

Internet worms or viruses: these internet “viruses” or “worms” can be used to
shut down programs, or even entire systems by hijacking email lists and address
books. Worms or viruses may also be used to target communication devices like
cellular phones or personal data assistants.

5.50x 11.00 in < |3
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Lab 43-07
In the CEHv6 Labs CD-ROM, navigate to Module 43
* Open the Cyberterrorism-The Bloodless War.pdf and read the content

i Cyberterrorism-The Bloodless War. pdf - Adobe Reader

File Edit Yew Document Tools MWindow Help
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Cyberwar Strategies

® The basic elements are:
e Hacking
e Virus writing
e Electronic snooping
e Old-fashioned human spying

® Mass disruption can be unleashed over
the internet, but

@ Attackers first must compromise private
and secure networks

3 October 2001 Cyberterronsm/P McGregor
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Lab 43-08
= Inthe CEHv6 Labs CD-ROM, navigate to Module 43

= Open the Cyberterrorism-How Real Is the Threat.pdf and read the content

Cyberterrorism-How Real Is the Threat. pdf - Adobe Reader |._||E||3_(|

File Edit Yew Document Tools MWindow Help ®

Cyberterrorism +

How Real |s the Threat?

Summary

» The potential threat posed by cyberterrorism has provoked considerable alarm. Numer-
ous security experts, politicians, and others have publicized the danger of cyberterror-
ists hacking into government and private computer systems and crippling the military,
financial, and service sectors of advanced economies.

+ The potential threat is, indeed, very alarming. And yet, despite all the gloomy pre-
dictions, no single instance of real cyberterrorism has been recorded. This raises the
question: just how real is the threat?

+ Psychological, political, and economic forces have combined to promote the fear of
cyberterrorism. From a psychological perspective, two of the greatest fears of modern

5.50x 11.00 in £ |
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Lab 43-09
* Inthe CEHv6 Labs CD-ROM, navigate to Module 43

» Open the 1yberterrorism 1.pdf and read the content

i cyberterrorismi.pdf - Adobe Reader |Z||E||z|
File Edit Yew Document Tools ‘Window Help ®
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> Pure cyberterrorism

The concept of ‘pure’ cyberterraorism — that is, terrorism activities that are carried out entirely (or
primarily) — in the virtual world is an interesting one. The Internet provides many different ways of
anonymously meeting with ‘like minded” individuals in a (comparatively) safe way. Furthermore, a
successful cyberterrarism event could require no more prerequisite than knowledge — something
that is essentially free to the owner once acquired, and an asset that can be used over and over again.
Thus, it would be possible that such an environment could facilitate the creation of entirely new
terrarist groups — no monies would be required for actions, and members could organize
themselves quickly and easily in the anonymity of cyberspace. This is very different from certain
examples given above, where the computer can aid the task of the terrorist, but ‘real’ resources are
still required to execute the plan. It is this pure cyberterrorism that most writers mean when they
discuss the dangers posed by the cyberterrorist, and this compartmentalization poses a significant
barrier to our ability to protect ourselves.

One question that has not been adequately addressed in the literature is what might this terrorism
look like. At this time, there is much confusion, based largely upon lack of agreement in definitions.
However, using ‘traditional’ terrorism models should help make the situation more suited to analysis,

and this is certainly a topic for future research.

> Terrorism as theater?

|
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Lab 44-01
Objective:
Use Ad Cleaner to block adware and popups.
= Inthe CEHv6 Labs CD-ROM, navigate to Module 44

= Install and launch AdCleaner program

learler {unregister version) ? @

Popup Ads ] Mew Form Ads ] Adwares and Spywares ]
Settings | ‘Whitelist | Elock history About AdCleaner

- > AdCleaner ,The professional IE
- advertisements clean tool

eEriESoft
EENESOR, Ing, 2003-2003%
@ AdCleaner
Version 1,21
Copyright () 2003-2005 eErEsaft, Inc,
Web: v, eErEsoft, com % Emnail:  supporb@eEriEsaft. com

Reqister infarmation

Wou can try AdCleaner 1.21 For Free until 2008-1-25,
and then please register AdCleaner ak eErEsaft, Inc,

Register Code:

You can get reqisker code ak Qwerks Inc, Register{f)

(0] 4 | Cancel |
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»  Go to Settings tab. Set the required IE settings and Options by enabling the check boxes

*  Go to Popup Ads tab and check the required options to block popup ads

Page | 780

AdCleaner (unregister version)

|

Popup Ads ] Mew Form Ads ] Adwares and Spywares
Settings | whitelist | Blockhistory | About AdCleaner |
IE Settings

v Block videos

v Block background sounds
Iv Elock images

v Expand alt texk For images
v Show image placeholders

[+ Block animations
| Disable script debugoer Restore Defaults

Skin
‘ou can select three difference skins here | SKIN_ELUE -
Options
l_r&.ﬂ\.dd ta IE context menu
Enable Tips

[ Eeep history logs

(0] | Cancel

AdCleaner, (unregister, version)

v Auko block popup Ads [ Auto Block WinHelp popup Ads
[+ Auto block unfathered popup &ds
[v auto block ModelessDialog popup &ds

Huotkew

Temparatily disable AdCleaner by holding down: CTRL -

Motification

when a popup Ad is blocked: Test
[v Display message in status bar Sound File. ..

[v Beep via PC speaker
[v Play default sound [~ Play sound file

Settings ] ‘White Lisk ] Block histary l About AdCleaner l
Popup Ads l Mew Form &ds ] Adwares and Spywares
General

QK | Cancel
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*  Go to White List tab and click Add button to add websites for which you want the popups to be
allowed

AdCleaner, (unregister version)

Popup Ads ] T Farm Ads ] Adwares and Spywares ]
Settings Wrhite: List l Black history ] About AdCleansr ]

The white lisk contains websites where popups are alloveed.,
Address of website to add:

vt microsoft, com ﬂ 3\{ Add |
.microsoft.com Remove
Remove All

Iv Enable white list

oK | Zancel ‘

* Goto New form Ads tab to block the new form of ads. Check the required options and click OK.

AdCleaner [unregister version)

Settings ] White List ] EBlock history ] About AdCleaner ]
Popup Ads Mews Form Ads l Sdwares and Spywares ]

Floating Ads,Flash Ads, Animated Ads

AdCleaner can automatically block Floating Ads,Flash Ads and
Animated Ads, These Ads are used more and more in some
website instead of popup Ads.

IV Auto block Floating Ads [ Auto black Animated Ads
IV Auto block Flash Ads [ Block uncached images

[ Display message in skatus bar while blacking a Floating Ad

‘fou can manually hide all Flash Ads and Animated Ads with the
fFollowing shorteut:

Press shortout key(s): |N0ne

SCripk
[+ Elock resize by script

q} | Cancel
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» Open asite in IE , the adware and pop-ups will be blocked

N7

- O000000000000000000000000000000000000FO0000 - ”
@: - I_ http:ffeccouncl.orgyf V! || % | ive Sear | 2=
{:? ol [ EC-Council Security Certification |_| ﬁ’ﬁ - B H;1 % I;}“Eage - ’.g Tools - &
Bl ) A
|E| Haome . |E| Pressoom i |E| Certification . |E| Education | |E| Fag | |E| ATF | |E| Inztruckar . |E| Members | E
Mission | Members | Roll of Honor | EC-Council University | EC-Council Global Services (EGS) | iClass
&
= : .
EC-Council Attains
: 5 National Security Agency Certification
Bl
= %
a1 | 2]
[ €D Internet H100% v
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Lab 44-02

Objective:

Use AdsGone Popup Killer to avoid hazardous popup and banner advertisements.
= Inthe CEHv6 Labs CD-ROM, navigate to Module 44
» Install and launch AdsGone Popup Killer program

B AdsGone Spyware Blocker and Popup Killer 2008

' | ) S

Spyware Blocker Popup Killer Settings Statistics

Spyware Scan SD\I’WBFE Scan
Ignored Items

Last Scan Bun
Sunday. Movember 26, 2006 at 1:00:33 P Quick Statistics

& 0 Memory locations scanned, 0 Infected. S pyware Datshase Definitians: 1
# ([ Reqistry locations checked, 0 Infected.
# (Filez checked, O Infected.

& 0 Cookies scanned, 0 Infected.

Quarantine

Spyware Detected on this Computer: 0

% Spyware Quarantine Fileg: 0
Spyware lgnored: 0

Spyware Deleted : 0

0 Spyware Threat(s] Detected

Beview all Ignored threats

Beview all items Quarantined
Spyware Definitions D atabaze Wersion :

SCAN NOW
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B AdsGone Spyware Blocker and Popup Killer, 2008
File Help

--|- AAsCone

Spyware Blocker and Popup Killer 5;.-.rwaru Blocker Popup Killer  Settings Statistics

Buy,/Register | About | Help |

General Ceneral
Advanced r Startup & Setup Options:
Start when windows starts

Admin Sattings
[ Activate only when intemet explorer is nning - set this OMLY if pou use internet explarer!

[ Dizplay the settings button on the intemet explorer toal bar
[ Autornatically “Quarantine” when thieats are found

[ Autamatically update when new spuware threats are faund

[ Load spyware definitions when startup
[ Load splash screen on startup

r Automatic Updates:
Autornatically download ad blocking and spyware blocking definitions from the server [very few days)

[ Hide detailed update progress window

v Drownload latest ad blocking, and spyware definitions from the
internet now!

Download
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* (Click Advanced link to configure advanced settings.

B AdsGone Spyware Blocker, and Popup Killer 2008

Spyware Blocker Popup Killer Settings Statistics

| Buy/Register | About | Help |

Geaneral Advanced
r Popups and Banners:

Advanged
E Block Intemet Explorer Popup Ads
Admin Setling L } . .
[ Block ALL news Internet E xplorer popup windows [maximum protection)

Block Banner &ids and bany Popup Ads [uzing the list of known ad zervers)
hiogt list

[ Disable messenger service popup ads.

Click here to block "+eb Page Dialog' popup ads [by window title]

Internet Expl Options:
[ Dizable Script Debugging é
O Show Seript Emar Motifications

[ Dizable Macromedia Flash Ads

Flay Animation in % eb Pages
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= Click on Admin Settings link to configure administrative settings and explore various options.

€ AdsGone Spyware Blocker, and Popup Killer. 2008
Fil=: Help

ROsGone &l o=

Spyware Blocker and Popup Killer Spyware Blocker Popup Killer  Settings Statistics

| Buy/Register | About | Help |

General Admin Settings

Advanced r Administrator Settings P.

Admin Settings Type in a password; Set Password

If you set a pagsword, only you will be able to change configuration settings.

 Other Options:

Download latest ad blocking . L
and spyware definitians from Fezet your ad blocking statistics to zero.
v the Intermet Ad Blocking

Server,

Download

Tssbtlyoﬁ! Cogntectlon to the See if there iz a newer version of thiz
adblocking 0ata server. zoftware. Just Download and install
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|
& AdsGone Spyware Blocker and Popup Killer, 2008
File Help
L]
Spyware Blocker F'opup%illcr Settings Statistics
Buy/Register | About | Help |
Allow Whitelist Allow Whitelist : : e
e Al Popupisds by Ad Server Mame Window Title URLWhitelist
Haot Key
Mo ads have been blocked by 'bd Server Mame' yet.
Sound
|C|ick here ko ALLOW all content Fram the named ad server {domain). You can add and remaove domains ko black {i.e. ads.someserver.com)|
EE“ Allow Ads by AdServer
If you are having the software block banner ads, the last ad server content blocked is shown here. You
can ALLOW any content blocked by clicking above.
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=  Go to Ad server Name tab and click on No ads have been blocked ‘Ad Server’ Name Yet
link

) AdsGone Spyware Blocker and Popup Killer 2008
File Help

=FAdsCone D &=

J—'—- Spyware Blocker and Popup Killer spyware Blocker  Popup Killer  Settings Statistics

| Buy/Register | About | Help

Allow Whitelist Allow Whitelist
Bl Blacklist Allowy Popupidds by Ad Server Bame Wiindow Title LIRL Whitelist
ack Blackls

Hot Key
Sound

|Click here ko ALLOW all content From the named ad server (domaind. You can add and remaove domains ko block {i.e. ads.someserver.com)|

Mo ads have been blocked by 'Ad Server Mame' yet.

q;* Allow Ads by AdServer

If pour are having the software block banner ads, the last ad server content blocked iz shawin here. You
can ALLOW any content blocked by clicking above.
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Enter the ad server name and click Add to List.

& Block or Allow all content from ad server domains. ﬁ__(

— To allow an ad zerver, find it on the list to the left and move it to the allowed server list ta the nght:

pll'r Thiz zoftware haz a default list of all known ad zerverz. Theze are isted in the left column, 1 pou are having
trouble with a zite and need to "Un-Block" that site, click on it in the izt and uge the => button bo move it to the

"Bllowed Servers' lizt. You can move entries back and forth, Any ads or pages served from the zites in the
‘Allowed Servers izt will not be blocked.

. 0 Allawed [unblocked] Ad Servers
Search far: | A Fird

Blocked Ad Servers: Allowed Ad Servers:

actionzplash. com ~

ads.x1 0. com =

images. %1 0. com

adzerv. internetfuel com J
poprme. 163 com

zervedby. advertizing. cam J
gpecialoffers. aol. com

whenuzhop.whenu, com

Wi, OpLpRation. com b
—add Additional &d Servers to Block:
2 &) Server |www centifiedhacker com Advanced Feature: [ you know a domain iz zerving just
i ’ ads or content you want to block [ie.
| Add o List | Delete from List ‘ad2. SomeddS erver. com'] you may tepe it here and click

the ‘&dd To List' buttan.

i), certifiedhacker. com

WARMING: Al content fram that server/domain will be
blocked. There iz no way to specify zomething like

" chet. comdcgi-bindads™'. AdsGone 2008 iz much
fazter thiz way at the expensze of less flexibilitp. Only domain
hames are allowed here [e.g. wsns, SomeddSerser.com'’].

3 Click Here to hawve this sofbware cloze Aoy window based on itz Window Title

Cancel | ] |

» Try to open blocked site.

= hitp:fhwww.certifiedhacker.com/ - Windows Iniernet Explorer

@-; > i !-é, hiktp:f e certifiedhacker . comf :| > || M | = Seat | |-

n I ¥ — . »
W ke |@httl:l:.l'.l'www.certifiedhacker.cam.l’ | | f - B - & - [5heage - G Took -

AdsGone 2008 Blocked HTML Ad

Done [ €0 Internet L 100% v
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Lab 44-03
Objective:

Use AdSubtract to block banner ads, contextual ads, Pop-ups, animations on web pages, background
sounds and ad server cookies.

* Inthe CEHv6 Labs CD-ROM navigate to Module 44

» Install and launch AdSubtract program

4 AdSubtract PRO 3

Cookies &
Clean Up

Sl
Statz

-

Themes

by

Iain

v @

AdSUbtfHCt' Buy About

@ U 9

Options Test Help

~

INTERMUTE"

rAd Blocking
AdSubtract Filtering is:

OFF

nable Fillering

r Scoreboard

r Total Ads Blocked

Total Ads Subtracted by AdSubtract Use

i

Ads Subtracted Since 1-19-2008 -

20

Banner Ads

7

Pop-Up Ads

0

Search Ads

rUpdates
> AdSubtract PRO Version 3.05

> Ad Definitions Version 1.40

Check for Updatez

You have 28 days remaining in your trial

' Aetvats | —OX—
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Click

desired options.

% AdSubtract PRO 3

Block

icon to set the filtering options

. Check the

Optionz

o

INTERMUTE"

L

Test

rBypass * Cloak « RedirectProtect

"Bypass” lets specified Web sites avoid
AdSubtract filtering.

Remove Site

B login.yahoo com

AdSubtract’ By Abou
r Filtering Options
Block Annoyance
T Pop-Ups
7 ‘{3 ol

Search

Sanity &
[T Banner Ads
hi [T Contextual Ads

Cookiss &

Clean Up [Z Cookies (Ad Sener/Profiling)
j ¥ Windows Messenger Pop-Ups
i ™ Animations

[T Background Sounds
S
- [T Flash
Themes
[~ Extemal JavaScript
Main

Main

AdSubtract®

A

Buy

@

=
About Options

/]

INTERMUTE"

5

Test

r Search Sanity™

Spensored search ads can add confusien and clutter to search engine results. With AdSubtract's Search

Sanity ™ feature, sponsored and paid search ads can be removed from many pepular search engines.

[” Google I™ Yahoo ™ MSM I AOL Search
I Alta Vista I LookSmart [ AllThe'Web

BEFORE

AFTER

i

St_.‘arCh

ol Spbicicd WL

ity
W GO BTl T T B i oge

0w e

s
Eartt warkgate gt “ar fnd s ek kot g

I it gt vy o e menpltily il i i
farwhigen SaTe howdan, 25 peany!

s 1308, LS camos whid yeia r 3 waie

[Eemth

Sponaiond Link

Spermied Limka

Scarch _

i Wi e Shig
at Wik oL R

ric 1A, LS Carmas WG 0 3 e iy SARARES, DL, B8

Fo can el with ro sz s s s

LI NARHL
b il kgt corpany Dt

arvplsivle 3ty 1our ot s widpets Samme bz ation,

0K
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Click Cookies & Clean Up ﬂ?’ to cleanup cookies and check
the required Clean up options.

% AdSubtract PRO 3

AdSubtract® .

v @

About

@ U 9

)

HReturn To Main Panel

r Cookies

Cookies to remove

Some Internet cookies are used to remember your Web site
preferences and settings. But "profiling” cookies (shown in RED)
may be used to track your web surfing history. Keep the cookies
you trust. Let AdSubtract regularly delete the others.

Trusted Cookies

192 168.0.2

192 168.0.2

192 168.0.2

208106153175 B
ad.yieldmanager.com
admagnet.net

ads ozonemedia.co.in @
atdmt.com

au.real.com

c.msn.com

classified tnonline.com
cookie.monster.com
cookie.monster.com
ehg-techtarget.hitbox.com ﬂ

Test Help INTERMUTE"
rClean Up Options
Select
™ Cookies
@ Browser Cache
v Browser Histary
i~ Search History
[~ Temporary Files
r Document History
™ Run History
[~ Recycle Bin
™ AdSubtract Stats

selected items at start-up

ean Up Now | 0K

Click Main [ ; icon to return to the main screen.

&® AdSubtract PRO 3

AdSubtract® i)

Sanity

Cookies &
Clzan Up

!
Statz

-

Themss

Main

v @

About

@y

INTERMUTE"

rAd Blocking
AdSubtract Filtering is:

OFF

nable Fi

ering

r Total Ads Blocked

Total Ads Subtracted by AdSubtract Users:

r Scoreboard
Ads Subtracted Since 1-19-2008 -

20

Banner Ads

7

Pop-Up Ads

0

Search Ads

r Updates
> AdSubtract PRO Version 3.05

> Ad Definitions Version 1.40

Check for Updates

You have 28 days remaining in your trial
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Click Enable Filtering to start filtering.

&% AdSubtract PRO 3

AdSubtract: vy 9

Cookies &
Clean Up

Stats

-

Themes

Main

@ 0 9 0

Buy About Options Test Help |“TERL‘UTE'
rAd Blocking r Scoreboard
AdSubtract Filtering is: Ads Subtracted Since 1-19-2008 :
OFF 20
Banner Ads
napleLriltering.
s 7
Pop-Up Ads
r Total Ads Blocked D
Total Ads Subtracted by AdSubtract Users:
Search Ads

rUpdates

> AdSubtract PRO Version 3.05

> Ad Definitions Version 1.40

Check for Updates

You have 28 days remaining in your trial
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. To cloak an image in the browser select the image, right click and

select AdSubtract: Cloak image

gia for Boards & University Exam Results, Admission Notificatio - Micr.

Poornima
College of €ngg.

Jaipur
55106

982! 510

P /5

|~

Add ko Favorites...

AdSubtract: Bypass Site Iol Education Board
Ahmedal] adsubtr gher Secondary Education, Crissa
& Ae Adtract: Report Site Educaticn and Examinaticn Board
it Examination Results
E § _ FProperties ediate Education Council
b = Goa Boeard of Sec. and Higher Secondary Education
AIPUR"

— Open Link
Open Link in New Tab com/ |+ | %
Open Link in Mew Window 3
File  Edil gy Target As. .. #lp
Gul  Print Target Pops: 9
X ndia for Boards & Univer... l l @ h D
Save Picture As..,
E'mail Picture... OUgros UTIVETSIIES COTTE. EXdITT= TECTUICTTETIE ! s _A
Brint Picture. .. ER) Examination Schedule - 2008 new A |Mational Anthem sti—
o
GZIE:  Goto My Fictures EVTU) BE [ Sem Supplementary Result 2007 more s wew | |10 t‘? worship mothe
es
Set as Background EE) Middle Examinations - 2008 Date Shest Hem o
Mo
DK} M Sc Final Msthemstics Exam Result more :: HEm e
Capy BSE) Exam Schedule: SSC B HSC Examinations - 2008 wew O Cantsay
Copy Shortcut BSE) Exam Schedule: All India Sec & Sr Sec Exams-2008 7

: L. IBA Coll 5 h
he Indian School Certification Exam. QllEQE Seare

'waw.mbasch
ITiSoftwvare Jobs

Free Now

Maonsterindia.com

= Board of Intermediate Education, Andhra Pradesh
» Board of Secondary Education Rajasthan

= Jammu & Kashmir State Board of School Education
= HP Board of School Education, Dharamshala

= Uttaranchal Education and Examinaticn Board

= \West Bengal Examination Results

mba.ca

Hotels In India

Elzgant & Luxurious
warw. IstaHotel

Y S .

& MBA Information For 2008.
008.com

Most of the MNCs reguire ne Prier Exp. Submit y

Get to the top B-schools
Start with the basicz. Join our intenzive claszro

, Conference Rooms-The Perfect Business

5.com/Hetelsinindis

o
>

e Internet

F100% -
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IndiaResults : No 1 Portal in India for, Boards & University Exam Results, Admission Notificatio - Micr.

Motifications ::

Tn‘lz}sg3 m 21/01/2008 (RUHS Medical Univ.) Pre PG (Medical) Exam Result more :: HEw
in IIT-JEE 2007

Ph: 07443 Eopgby] 21/01/2008
19/01/2008

Advertisements ::

(RUHS Medical Univ.) Pre PG (Dental) Exam Result more :: HEw
(CISCE) ISC (¥II) Exam - 2008 Date Sheet more :: HEW

@ |- |g, http: e indiaresults, com/ % X R
File Edit Wiew Favorites Tools  Help
AdSubtract Stats u; Ads: 27 Pops: 9
—_— A . »
i o | @IndiaResults : Mo 1 Portal in India for Boards & Univer. .. I | ﬁ B L |_-;" Page = {2 Tools ~
@ a
(| EGreetings 5% Games W’ Farums | Profile ‘\
INDIARESULTS.C®OM Search | |[site v | @ powersaby Google™ [select State.

Certificate course in Aviation Mar
Hot Resulis boards universities  comp. exams recruitments

a,
5

VITEEE-2008 A

IndiaResults :: Polls
Mational Anthem sti
us to worship mothe

O Yes

15/01/2008 (BSER) Examination Schedule - 2008 new O Mo
13/01/2008 (CSVTU) BE 111 Sem Supplementary Result 2007 more 2 Hew O Cantsay
1g/01/z008 (PSEB) Middle Examinations - 2008 Date Sheet Hew
v
BEOARDS |_"__ . = v
&5 | >
http:/{ads.indiaresults. com/adv/banners. aspid=901 0 Internet F100% v

*  To set themes, Click Themes =—=

& AdSubtract PRO 3

v 0 8 B @

.

&
&
&
&

E
G
&

® =4
Ad SUbtraCt Buy About Optionz Test Help INTERMUTE"

- r Sounds rColor Scheme

E-:-E Choose a sound scheme for AdSubtract: Choose a color scheme for AdSubtract:
Block

Blue =
Sounds Off ¥

v
Search Banner Ad Sound

Sanity

Pop-Up Sound

rBackground Image

Search Ad Sound Choose a background image for the AdSubtract

Ad Rotator Sound program:

Cookie Sound

o ustom Soun cneme efau Browse...

Remove Sound Scheme

“Cancer-| Apply—] 0K

. .. . S
= To view statistics, Click Stats J
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i AdSubtract PRO 3

AdSub . v 0 B © @ L]
u tract Buy About Optionz Test Help |NTER“UTE'
r Stats
Site Ads Pop-Ups Cookies
I—‘:Culstomize waur Filker settings, including how you block 3 0 0
pop-up ads
I yTETd A ager - corm 1 1 0
i . )
Search ads.ozonemedia.co.in 1 1 0
Sanity d2 zedo.com 1 0 0
m www.indiaresults.com 4 0 0
Cookies &
Clean Up
=
ats
+-
B Total 10 2 0
Themes

&2 AdSubtract PRO 3

Kiain

AdSubtract®

To bypass a website, Click Block-> Bypass-> Add

/]

INTERMUTE"

=
iQ©

3

<l

EA R B

i | Rk S

rFiltering Options

Block Annoyance

Pop-Ups

{* Inteligent Fitering

- Aggressive Filtering

Banner Ads

Contextual Ads

Cookies (Ad Semver/Profiling)
Windows Messenger Pop-Ups
Animations

Background Sounds

Flash

External JavaScript

r Bypass * Cloak » RedirectProtect

"Bypass” lets specified Weh sites avoid
AdSubtract filtering.

Remove Site

™ login.yahoo.com

T
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Enter the site address, Click Add
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&% AdSubtract PRO 3

Cookies &
Clean Up

Statz

AdSubtract® v 8

& 0 @ &)

Options Test Help

INTERMUTE"

rFiltering Options

Block Annoyance
¥  Pop-Ups

@ Inteligent Fittering
T Aggressive Fitering

v Banner Ads

[T Contextual Ads

W  Cookies (Ad Server/Profiling)
v Windows Messenger Pop-Ups
W Animations

[T Background Sounds

¥  Flash

[ Extemnal JavaScript

rBypass * Cloak * RedirectProtect

"Bypass” lets specified Web sites bypass
AdSubtract filtering.

Enter Site:
www.microsoft corm|

[ G

To hide specific unwanted images, Click Cloak

&% AdSubtract PRO 3

Cookies &
Clean Up

!
Stats

-

Themes

W

ain

Ad SU btract" Buy Abo u..t

& U 9 f

Options Test Help

INTERMUTE"

r Filtering Options

Block Annoyance
V¥  Pop-Ups

¥ Inteligent Fitering

™ Aggressive Fittering

v Banner Ads

[T Contextual Ads

¥  Cookies (Ad Server/Profiling)
M Windows Messenger Pop-Ups
¥ Animations

[T Background Sounds

¥  Flash

I~ External JavaScript

rBypass s Clj§k * RedirectProtect

"Cloaking” let2*you hide specific unwanted
images on Web sites of your choosing with just a
click of the mouse.

Remove Site
= d2 zedo.com
I www indiaresults com

Remove
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Lab 44-04
Objective:

Use Anti AD Guard program to block commercial banners loaded by the browsers.
In the CEHv6 Labs CD-ROM navigate to Module 44

Page | 798

Install and launch Anti-AD Guard program
Click Start to Start Anti Ad Guard

=¥ Anti-AD Guard 2.1

Total checked tems:

Anti-AD Guard 2.1 (signatures: 11035, build: 2127)

Anti-AD Guard iz a povvertul program that blocks commercial banners
from heing loaded by browsers,

646
Total blocked items: 17
Owvner: Trial User {license expired on 2/32008)
Perzonal-Il;. - PYmS3f+2bBzslWwsTg+jw==
Wiek wWww.peguardsoft.com
Suppart: supportdpeguardsoft.com
RL

| Dt || stetisties

Browse any site
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EC-Council Security Certification - Windows Internet Explorer, |Z||E|g|

@ 5 g i http: fiwww, eccouncil.orgf

V| || X | s Search | 2

W o | EC-Council Security Certification

_\ fﬁ -~ B F,__,a - I-'_.—:ﬁ"Eage - ’;} Tools -

»

2

E Home E Prezsroom . E Certification E Education . E Fan E ATF . E In

Mission | Members | Roll of Honor | EC-Council University | EC-Council Global :

Ea

|

b
S | >
I (g €D mternet H 100% v
»  Check the blocked pop-ups
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<% Anti-AD Guard 2.1

Anti-AD Guard 2.1 {signature

Arti-AD Guard iz a

Total checked items:
Total blocked tems:

from being loaded by brovwsers.

s 11079, huild: 2127}

powverful program that blocks commercial banners

19

ﬂ hitp: fads1 men.coms. dap js

Owyner: Trial User (license expired on 5282008)
Perzonal-ID: udY AGquGuPSGquriyVnya==

Wuie: www.peguardsoft.com

Support: supportéopeguardsoft.com

LIRL

ﬂ http: Sy eccouncil.orgl. ratating % 20banners st

Pauze ” Statistics

Lab 44-05
Objective:

Use KDT site blocker to block the desired web pages by adding the link.
* Inthe CEHv6 Labs CD-ROM navigate to Module 44

= Install and launch KDT site blocke

Page | 800

T program
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i KDT Site Blocker ]=1{E3!

ko7
Site Blacker g,

Admin Options

[//‘ Change vour Password ]
[._3 Uninstall This Software

Blocked Sites

s

B oo =

MOTES:! Include the 'woway' partion if applicable (g.2. v, google. com).
Znly domains (1.2, websites) can be blocked; not individual pages.
Changes take effect when you save changes and restart your browser,
Unblocking sites may require clearing ywour Temporary Internet Files

ll:{} Save Changes and Exit

= Enter the site address to be blocked and click on Add button.

1 KDT Site Blocker

kot
Site Blacker g,

EBX

Admin Options

-~ Change Your Passward l

ll_a Uninstall This Software l

Blocked Sites

woyy, Z00Zle, com|

MOTES! Include the wew' partion if applicable (g2, www, 2o0gle, com),
Only domains (i.e, websites) can be blocked; not individual pages.,
Changes take effect when you save changes and restart your browser,

Unblocking sites may require clearing your Temporary Internet Files

Bl 2o

‘I} Save Changes and Exit ‘
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Click Save

Changes and Exit button

Page | 802

fi KDT Site Blocker E]E]

Admin Cptions

~~ Change Your Passward ‘

kor
Sile Blackerg

‘._3 Uninstall This Software ‘

Blocked Sites

whnti, J00ZIE . COM

] owa

MOTES: Include the wiww' portion if applicable (e.2. v, 2oogle, com).
Only domainz (i.e. webszites) can be blocked; not individual pages.
Changes take effect when you save changes and restart wour browser.
Unblocking sites may require clearing your Temporary Internet Files

‘E}Save Chan%& and Exit ‘
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‘This website has been BLOCKED from viewing’ message appears

Open the site,

{= Blocked by KDT Site Blocker, - Microsoft Internet Explorer

@ s I’Ea hittp: fvwviva . google. comf "! )| | | A
File Edit Wiew Favorites Tools  Help

i I e = - . »
e | (€ Blocked by KDT Site Blocker i l ﬁ\j r B ey v |k Page + ¥ Tools ~

This website has been
BLOCKED from viewing

B
kot 4

Site Blacker g,

Dane e Internet

#100%,

Lab 44-06
Objective:

Use Stop-the-Pop-Up Lite to block pop-up windows from appearing as you surf the web.

* Inthe CEHv6 Labs CD-ROM navigate to Module 44
» Install and launch Stop-the-Pop-Up Lite program
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[ Dizable pop-up killer.

[+ Start automatically after reboat.

[ Aggressive mode. %

5 pop-upz killed o Far.

Wizt Sureszhat! | Advanced zettings ...

Prezs Chl, Shift ar 'a' to allow pop-ups.

Tezt your pop-up killer here

Minimize Help
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= To disable blocking popups, check the option Disable pop-up killer in the control panel

Wizt Sures

v Dizable pop-up killer.
Start automatically after reboot,

[~ Aggresszive mode.

b pop-ups killed =0 far.

hot! Advanced zettings ...

Dizabled. Poy

p-Lps are allowed,

Test your pop-up killer here

binimize Help
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= Open a site in the IE browser

ﬁ; IndiaResulis : Mo 1 Portal in India for Boards & University Exam Results, Admission Notificatio - Microsoft I..

gf > e |§, http: f femnS indiaresults .comf Ink jkbse f(HSPIIO7REG) resultady . hitm V| 5| % | P
File Edit Wiew Favorites  Tools  Help
— — s »»
if:f afe [@IndlaResults : Mo 1 Portal in India For Boards & Univer. .. [ l @ =R T .-'_?)FPGQE i 3} Tools =
[ Tl
INDIARESULTS.COM
This information is brought to you by IndiaResults in association with:
ADVERTISENENTS ADVERTISEMENTS
h 4 h 4
Intraducing the Lifetime Free
Experience the Monster’s : e
New Magic Search &
Double your Chances of
Getting the Right Job.
Submit resume »
@ monster”
waewi Monsterindia. com Ads by Goooooogle » @
Done & Internet H100% v

= Asthe popups are disabled the popup window opens

Page | 806

{= ICICI Bank Online ; Cards : Credit Card - Microsoft Internet Explorer

=" " |g, https:,l’,l’\nFinity.icicibank.co.in,l’web,l’esourcing,l’jsp,l’esourcingStLV| % 4| | X | | £ |-

(=1
=

File Edit Yiew Favorites Tools  Help

—_— — »ia »
W [gICICI Bank Orling ¢ Cards ¢ Credit Card l l fi- 8 b v [:2hPage ~ () Tools ~

U/ICICI Bank |

Important Guidelines for filling the Credit Card application form

1. Please fill all details marked mandatory.
2. The correct PAN number has to be filled. Applications without PAN number can not be submitted.
PAN number of only individuals is acceptable. PAN of HUF or corporates is not acceptable.
3. ICICI Bank credit card is available in selected cities. The list of cities is available in the drop down box of the Present addre

4. All details to be filled correctly and completely. %

5. Eligibility and Age Criteria
Eligibility Criteria

Cards Eligibility Criteria
Salaried Self Employed

AllCICI Bank Silver Credit Rs 96.000/-pa Rs 1.00.000/-pa

Card

‘é!r';:'c' SankiCold C redi Rs. 120,000~ pa.  Rs. 1.00.000/- p.a.

ICICI Bank AMEX Gold Qe 2 &0 ANNL n a Qe 260 AANL 2 Al
| | 3

& Intermnet # 100 -
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blocking popup uncheck the option Disable pop-up Killer in the control panel

[ Dizable pop-up killer.

v Start automatically after reboat.

[~ Aggressive mode.

5 pop-upz killed =0 Far.

Wizt Surezhat! | Advanced zettings ...

Test your pop-up killer here

kinimize

Prezs Chil, Shift ar 'a' to allow pop-ups.

Help

To

enable the

Page | 807 Ethical Hacking and Countermeasures v6 Copyright © EC-Council

All Rights Reserved. Reproduction Strictly Prohibited.




Ethical Hacking and Countermeasures v6 Lab Manual

the site in the IE browser

Now, Browse

ﬁ'—' IndiaResults : No 1 Portal in India for Boards & University Exam Results, Admission Notificatio - Microsoft I...

ﬁ‘\.: - |§, hitp: f v, indiaresults, comy Ink fjkbse/HSPIIO7REG resulkady, hitm V| ."'?':X: Google
File Edit Wiew Favorites Tools  Help
* afiy [@IndiaResults 1 Mo 1 Portal in India for Boards & Univer... l_l @ - B @ 34 lﬁvPage - Q Tools - @
@
INDIARESULTS.C@M
This information is brought to you by IndiaResults in association with:
ADVERT ISEMENTS ADVERTISEMENTS
v v
Introducing the Lifetime Free
Experience the Monster’s Thomas Cook Titanium MasterCard
New Magic Search &
Double your Chances of
Getting the Right Job.
Submit
-
\ _ Thomids
monster” - ICICIBank Mast Cook
T s by Goooooogle + Credit Cards 2
Done € Internet F 100w -

skipped resulting the next window
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Popup window
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= B.Tech. Ill Year | Sem. Reg. Nov-2007 Results - Microsoft Internet Explorer

Balajl Inutitute of Hodern Hanagemeof Siuen applied to any, Apply ATMA

to«em IHIMFMIIUII

CLICK HERE
TO

APPLY

UPPLY BAT
RNEGSJFPL.FBA'_CHES To get your results on SMS type JNTUBT3Y1S <HallTicketno= &
SURE SHOT SUCCESS
" ADMISSION OPEN send to 5676750

B.Tech Tutions e.g. INTUBT3Y1S 01371A1229 send to 5676750

Jawaharlal Nehru Technological University
B.Tech. lll Year | Sem. Reg. No\f—2%]? Results

—
@}.\h’y - |§, http:,l’,l’wwws.indiaresults.com,l’nndhra_Pradesh,l’JTBTS\"IS,l’rollquery.htrrV| 2|l X |=..-=. | L
File Edit Wiew Favorites Tools  Help
W 4 [uB.Tech. I Year I Sem. Reg. Nov-2007 Reslts ] ] far - B @& - [ZhPage - i Tooks -

. Home | Emzil Alerts | Jobs @ IRC | Advertise with us | Feedt A
IIMM @ we click here
now rechristensd as CAT / MAT # XAT / ATMA eaxam scores.

IND[ARESULTS C.M Amana Top 13 B-Schools In India

A BlMMpune.com ]

EGreetings Games  Forums  Profile  Shopping  search: | [sit= »|@ Select State
Notifications :: (Goverment Of Kerala) Comman-

@ vour MOBILE
ENTERTAINMENT

Advertisements :: Certificate course in Aviation Mar

e Internet

F 0% -

[~ Dizable pop-up killer.
v Start autamatically after reboat.

[ Aggressive mode.

B pop-upz killed =0 far.

Wizt Surezhotl Advanced zettings ...

Prezs Chl, Shift ar 'a' ta allaw pop-ups.

Test your pop-up killer here

kinimize J Help

The number of
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Lab 44-09
Objective:

Use Super Ad Blocker to prevent the ads such as Pop-Up and Pop-Under, Flash and Rich Media Ads,
Fly-in and Slide-in Ads, Common Ad Banners, Web Page Dialog Ads, Desktop Messenger Ads,
Spyware/Adware Ads, etc.

* Inthe CEHv6 Labs CD-ROM navigate to Module 44
» Install and launch Super Ad Blocker program

LGom

General Options |.¢\dBIOcking Ad Management | Histary Cleaning | Cookie Cleaning | Matification | Statistics | Help

General
% Genetal program opkions including skarting with Windows and browser specific options,

Start-Up Options Automatic Updates
[l start Super Ad Elocker when Windows starts Automatically check For program updates
Show splash screen on skarky
Ol .p = % l Check for Updates. ..
[use windows %P style menus
[CIEnable Hokkeys for Super Ad Blocker Automatic updates are safe and secure. No
i i personal information is ever communicated bo
Intemet Explorer 5pecific Options U SEFVEFS,
[ oisplay Super ad Blocker Tookbar SUPERAntiSpyware Scanner
[ Configure Toolbar... Scan wour computer For harmful software,

[ Scan your Computer, .. l

[ oisable script error display in Inkernst Explorer
[Jadd Super Ad Blocker Menu to Internet Explorer Enable Real-Time Spyware Protection

Close
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* Go General Options tab and check the desired options

Super Ad Blocker

SUPERAIEI0CKEr.Com

zeneral Cptions |,q.:| Blocking | Ad Management | Histary Cleaning | Cookie Cleaning || Matification | Statistics | Help

General

Start-Up Options
Start Super Ad Blocker when \windows starks
Show splash screen on skartup

IJse Windows ¥P stvle menus
Enable Hotkeys for Super Ad Blocker

Internet Explorer 5Specific Dptions
[ pisplay Super Ad Blocker Toolbar

[ Configure Toolbar. .

Disable script error display in Internet Explorer
Iﬁﬁ.dd Super Ad Blocker Menu to Internet Explorer

url-_a_ General program options including starting with \Windows and browser specific options.,

Automatic Updates

Automatically check for program updates

[ Check for Updates. ..

Aukomatic updates are safe and secure, Mo
personal information is ever communicated to
OUr SErYers,

SUPERANnUS pyware Scanner
Scan your computer For harmful software,

[ Scan your Compuker,,, l

Enable Real-Time Spyware Protection

Close
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Page | 812

Go to Ad Blocking tab and explore various options

Super Ad Blocker _

SUPERACEIocker.com
General Options | Ad E“C"IKQ | Ad Management | History Cleaning || Cookie Cleaning | Motification | Skatistics | Help
ad Elocking
E ad blocking control and notification options,
Ad Blocking Instant Messenger Ad Blocking
[JBlock Pop-Up &ds ‘w'hat is this? Select the instant messengers in which you wish ko
[JBlock Flash Ads what is this? black sd banrers.
[JBlock orly Fram known servers Block Ads in ¥ahoo Instant Messenger
[ Block DHTMLJFly-In Ads what iz this? SRS S e L
) L Block Ads in M3N Inskank Messenger

[JBlack Windows Messenger Ads ikt is this?
[JEBlock web-page dislogs ‘wihat is this? Misc Options

) -
[JEBlack common sized banners ads  What iz this? ] Ston|bannerstand|images Fromanimating

T
[JEBlock sponsoredsearch ads what iz this? Allow pop-ups Fram sscure (hetps:ff) sites
ave bandwidth - do nok download blacked kems
[¥] Save bandwidth - do nok download blocked it
Block Pop-Ups and Ads in FireFox
the IE browser

Open a site in

Ethical Hacking and Countermeasures v6 Copyright © EG-Gouncil

All Rights Reserved. Reproduction Strictly Prohibited.




Ethical Hacking and Countermeasures v6 Lab Manual EC-Council

EC-Council Security Certification - Mozilla Firefox

File Edit ‘View Histary Bookmarks Tools  Help

"\;l:’j A - @ "u’} ( http: /feccouncil.org) |'I [}*‘| '| nogle

Ec-cn“ncil Hackers are here. Where are you

Home Pressroom [Dertiﬁcaﬁonw Education FAQ | ATP Instructor ] M

Mission | Memhbers | Roll of Honor | EC-Council University | EC-Council Glohal Services (EGS)

'j_;_i—’~ s ‘9

p—
. Enquiries '

EC-Council Attains

National Security Agency Certification

Obtain your CEH v6
= 4 ] =il . b
< | b3
[one
" Write click on
an image and click on Block Image from eccouncil.org
Page | 813 Ethical Hacking and Countermeasures v6 Copyright © EG-Council

All Rights Reserved. Reproduction Strictly Prohibited.




Ethical Hacking and Countermeasures v6 Lab Manual EC-Council

EC-Council Security Certification - Mozilla Firefox

File Edit ‘View Histary Bookmarks Tools  Help

— e
Ec-cn“ nc“ Hackers are here. Where are you
Home ! Pressroom l‘_r-lllertific.aﬁo;-- Education FAQ L ATP Instructor T M

Mission | Memhbers | Roll of Honor | EC-Council University | EC-Council Glohal Services (EGS)

"\‘Z A - (‘;;J E F http:/feccouncil. orgf N " [‘P! "! le |\

‘ |
|
Wiew Image

Copy Image

Copy Image Location

Save Image As...

Chlcat Send Image. ..

Set A5 Deskbop Background

Properties

Daownload with Free Download Manager |

Daownload all with Free Download Manager |
Obtain your CEHVE

I.. - .. 0 0 et

[one

» Again open the same site and check blocked image
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EC-Council Security Certification - Mozilla Firefox

File Edit ‘View Histary Bookmarks Tools  Help

(@ A - @‘1 flj.l‘ |_| http: }feccouncil.org) |'| [}| '|,
E| Firefox will now always block images from eccouncil.org. G

Mission | Memhbers | Roll of Honor | EC-Council University | EC-Council Glohal Services (EGS)

Attend 2008

SecuntyEventinusa | H(cker Halted

[

[one

Lab 44-10
Objective:

Use iProtectYou software for internet content filtering to protect children from accessing harmful
information on the Internet.

* Inthe CEHv6 Labs CD-ROM navigate to Module 44

» Install and launch i Protect You program
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Nizakhlad

Schedule Inkernet access, Access at only certain times ar
You are logged on as| restriction to specified times per user | per day,

Internet Timetable

Users and Groups - Log all online activities
- Protect privacy
Logs and Charts - Customize for each

Traffic Limits LSEL

oftFor'you Company
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Click Internet
Timetable to set time table

.
1Prutseton Pro Conirol Pansl L J

Nizahlad

Filtering ig-

Schedule Internet access, Access ak only certain kimes or

You are logged on as| restriction ko specified times per user | per day,

Irlter‘ﬁet Timetable

- Log all anline activities
- Protect privacy

- Custarnize for each
user

Users and Groups

Logs and Charts

Traffic Limits
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. To disable
internet access continuously for a group, Click Forbid All

Group | Administrators j [w Enahle Timetable

Click on "Forbid All" to disable Internet access completely For
the selected group,

. The color
changes after disabling the internet access

et lametab,

==
LT

In

I

Grougp | Administrators j v Enable Timetakle Time: Format: |12 howr vl

12 (01 (02 (03 04 |05 |05 | 0F |02 |09 10 |44 |12 |04 |02 |03 04 05 05 07 02 09 10 11
Ahd AR AR AR AR AR AR AR AR AR AR AR PR PR PR PR PR PR PR PR PR PR PR P

days 'hours
Sunday
o ay

Tuesday

Wednesday
Thursday

Friday

Saturday

peman g o e e
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restriction message will appear while browsing a site

Lab 44-11
Objective:

/]

File Edit ‘“iew History Bookmarks Tools Help

Access

FEX

- = @ ﬁ |J’L http: v, google. camjwebhp?complete=12hl=en |‘i B';

»| oo Y@ -

Unable to connect

-

Firefox can't establish a connection to the server at wiww.google,

moments,

If you are unable ta load any pages, check your computer's netwark
connection,

Firefox is permitted to access the Web.

Dane

The site could be ternporarily unavailable or too busy. Try again in a few

If your computer or network is protected by a firewall or praxy, make sure that

com,

Reason for blocking

Use Block Porn to block anti pornography material or adult material on the Internet by adopting
advanced interception technology.

* Inthe CEHv6 Labs CD-ROM navigate to Module 44

» Install and launch Block Porn program

Page | 819
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Page | 820

pSoft Block Porn(V4.1 Stadard)

About

BlockSet

Reqister

About |

Wergion: 4.1 Standard
hittp: v rpinifo. met infot@mpinfo.net

MpSaft Co. Ltd. Present. Copyright [¢]2002

g Euit |

Q/Save | |3.3Hide |

Ethical Hacking and Countermeasures v6 Copyright © EC-Council
All Rights Reserved. Reproduction Strictly Prohibited.




Ethical Hacking and Countermeasures v6 Lab Manual EC-Council

= To set the website restrictions, Click Block Set

MpSoft Block Porn(V4.1 Stadand)

Select Mode l U zer Add] Fault tolerance | Remate updale] Hiztary recnrd]
" web gite restict mode(cannot acceszsing resticted site]

& wieb zite lock mode(can accessing following list site only]
@, Add
= Edit
Eq Remave

o Esit B Save (3 Hide

d

Select Mode l Llser.-’-‘-.ddl Fault tolerance | Remote update] Hiztomy IECCIICI]
" Weh gite restrict mode[cannot accessing restricted site)

f* “Web zite lock mode(zan acceszing following list site only)

fm Add

& Edit
& Remave

Fieqister

g Exit B} Save (% Hide
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website address and click OK

Add web site

Enter the

Enter web site address |www.guugle.cnm

changes, Click Save

ta Mp5Soft Block Porn(V4.1 Stadard)

Select Mode l User &dd | Fault tolerance | Remote update | History record |

" wfeh site restrict mode(cannat accessing restricted site]

GOOGLE. COM

Register

o Esit e Sa[fe (3 Hide

To apply

prompting message appears, Click OK

Page | 822

System prompt

1 } Your setup save successfully, current configuration will take effect at new IE window!

When the

X
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. Select the site
other than one added to the list in the browser
{= ERROR PAGE - Microsoft Internet Explorer,
(&) :/. - |8 Chpormview. hkm
Az EEe Y & | htkp: [ fwww, google., com)
w o [@ERROR PAGE l l
Oops~~ 50 Sorry!
You can see this page, is because you visited webpage
maybe contains pornography material, adult material
or other inappropriate material,
it was forbbiden by administrator.
Otherwise, Please report this problem to administrator.
Thank you!
Back
' My Computer H100% v
" It displays an
error message as ShOWIl
r’ ERROR PAGE - Microsoft Internet Explorer, |
- 1 o
S, 'C_,'{ - |@C:'l,pornview.htm | X | | 2= |
File Edit Wiew Favorites Tools  Help %
Wk [@ERROR PAGE ] l v B = v sbPage v 0) Tooks -
ERROR - Warning!
Oops~~ S0 Sorry!
You can see this page, is because you visited webpage
maybe contains pornography material, adult material
or other inappropriate material,
it was forbbiden by administrator.
Otherwise, Please report this problem to administrator.
Thank you!
Back
Done 4 My Computer F100%
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. The site added
to list can be accessed without any restrictions

&z Google - Microsoft Internet Explorer,

@ ~d ~ [ htkp: ffwawi, google, co.inf V| 4 X |
File  Edit View Favorites Tools  Help
) — - P 33
72,7 by |G00gle l | % {ﬁ - B o= v l-.'_;}Page v ) Tools -
Web Images MNews Orkut Groups Gmail more v iGoogle | Sign in i

C O () em

8 India
[ Google Search ” I'm Feeling Lucky ]

Search: ® the web O pages from India

Google coin offered in- Hindi Bengali Telugu Marathi Tamil

Advertising Programs - About Google - We're Hiring - Go to Google com

Make Google Your Homepage!

B82008 Geoogle 1]

Done O Internet H100% ~

Lab 44-13
* Inthe CEHv6 Labs CD-ROM navigate to Module 44
*  Open the ContentFiltering.pdf and read the content
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i ContentFiltering. pdf - Adobe Reader

File Edit Wiew Document Tools  Window  Help

PowerNOC

Internet Content Filtering
Better Practices for ISP's

There are many ways that content can be filtered for the user at a home or
office. For parents at a home there primary concern may be pornography and
chat rooms. For an owner or manager of a company your primary concern
would also include time wasting sites like online games, shopping, news, and
many more. Companies have a bigger challenge because they may have
employees that need different levels of filtering. You may not want to block
everyone from online shopping. There is probable someone that needs to do
that.

This article will talk about the basics of Internet content filtering. It will also
describe a filtering solutions created by PowerNOC that companies and ISP's
can use to create a filtering solution that can't be circumvented.

Different Filtering Methods
There are a few different ways that filtering is done.

Keyword Filtering is one of the simplest yet very ineffective ways of
filtering. The program doing the filtering scans the URL and page that is
being accessed. It looks for common keywords. Sex, breast, female are
some examples. This will block a fair amount of the unwanted pages.
However, it has many downsides.
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Lab 44 -15
* Inthe CEHv6 Labs CD-ROM navigate to Module 44

*= Open the Investigating large-scale Internet content filtering.pdf and read the content

e Investigating large-scale Internet content filtering. pdf - Adobe Reader |Z||E|E|
%

File Edit Wiew Document Tools  Window  Help
& ® [0 |- [ [ I+
e
Investigating large-scale Internet content filtering =
Sebastian Wolfgarten, sebastian@ wolfgarten.com
Rugust Z00&
M.Sc. in Security & Forensic Computing 2005/2006, Dublin City University, Ireland
Abstract ing in the People’s Republic of China and presents the im-
; ; phications for Chinese users by providing concrete exam-
This paper analyzes large-scale, countrywide Internet S : SR Sk °
tent: flterine I uchiiieal botat of viie il ples. Finally this paper particularly highlights techniques
e STING IanLa ECicH. PO BLTEN o to circumvent Internet censorship focusing on practical
investigates the current situation in the People’s Re- S e i Rolftcats that 2t inelicsbie 15 Okt
public of China. Additionally it discusses techniques o ' Al ale apphice .
to effectively defeat censorship and based on various 5 . X _
tests conducted by the author, comments on their ap- 2. Filtering techniques
plicability in the Chinese part of the Internet. 2.1, Introduction
1. Introduction First it must be noted that the rapid advancement of tech-
) nology and especially the common availability of high
Nowadays the Internet has become an essential element bandwidth Intemet connections, as well as the dynamic
of the world’s media landscape and our everyday lives. nature of Internet content, pose a severe technological
Thus for many people sending and receiving emails, chat- challenge to anyone trying to countrywide filter and con-
ting with friends, researching information or even pur- trol access (o certain pieces of information. However if
chasing goods is almost as common as watching TV or one was to consider a country in which, due 1o a lack
listening to the radio. Interestingly without being further of legal and moral restrictions, the overnment would
challenged it is generally taken for granted in the West- have unrestricted access and full control over central net-
arn world that hasad on hnman richts concritntinns la- R R 3 . = 11 e i,
8.27x 11.69In 4 | ¥
Page | 826 Ethical Hacking and Countermeasures v6 Copyright © EG-Council

All Rights Reserved. Reproduction Strictly Prohibited.




Ethical Hacking and Countermeasures v6 Lab Manual

Lab 44-16

* Inthe CEHv6 Labs CD-ROM navigate to Module 44

* Open the filtereffectiveness.pdf and read the content

e filtereffectiveness. pdf - Adobe Reader,

Eile Edit Wew Document Tools  Window  Help

DR EH -

Effectiveness

of Internet Filtering Software Products

2.1 The nature of the

the other side of the world are

businesses will often mn their
pathway into the Internet.

Page | 827

2 An Overview of Blocking and Filtering

The Internet links together computers from all over the world into a single, seamless
network, with little regard to geographical and political” boundaries. Computers on

just a little slower 1n responding becanse of the distances involved.

The Internet 1s single network, but it is one constructed by linking together a large
number of smaller, and autonomous. networks. The Internet is not owned. controlled
or managed by any single organisation or government.

Individuals generally access the Internet by subscribing to a service provided by an
ISP. This service usually includes at least two things:

*  Access to the Internet from their computer. Users first connect to their ISP, via
a dial-up modem or DSL/cable link, and their computer is then ‘on’ the Internet
and thev can access evervthing the Internet has to offer.

+ Optional Web site hosting. Subscribers can create their own Web pages and
have them hosted on their ISP's servers. These pages are then available to
anvone, anywhere in the world, and at any time.

Businesses access to the Internet in a similar manner, often using permanent ISP
connections that link their internal networks and servers into the Internet. Larger

Internet

just as easy to access as ones in the same city. perhaps

own e-mail and Web servers, onlv using the ISP as a

ontrast to ore
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Lab q44-17
= Inthe CEHv6 Labs CD-ROM navigate to Module 44
= Open the Internet Content Filtering Solution.pdf and read the content

B Internet Content Filtering Solution. pdf - Adobe Reader |._||E||g|
File Edit Wiew Document Tools  Window  Help ®
& ® o0 |- (Y
Fs
Internet Content Filtering Solution
Information Packet
The Children's Internet Protection Act (CIPA) became law on April 20, 2001. In order to be in
compliance with this legislation, public school districts must certify that they have the policies
and technology measures in place o block or filter Internet access for both minors and adults
to certain visual depictions.
The Office of Technology Services of Anderson 5chool District Four has enabled Internet
content filtering in its schools and district office. The Internet content filtering solution,
‘Websense, has been implemented in order to comply with the Children's Internet Protection
Act (CIPA).
Website Categories
The categories which are being blocked are as follows:
» Adult Content
+ Hudity
* Sex
+ Lingerie and Swimsuit
+ Abused Drugs
= MP3
+ Gambling
+ Games
+ [llegal/Questionable
+ Hacking
+ Web Chat
+ Militancy / Extremist
+ Racism/Hate
+ Personals/Dating
» Tasteless
+ Violence
+ Weapons 5
5.50 x 11.000n 4 >
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Lab 44-18
= Inthe CEHv6 Labs CD-ROM navigate to Module 44
= Open the The Filtering Matrix.pdf and read the content

The Filtering Matrix.pdf - Adobe Reader

File Edit Wiew Document Tools  Window  Help

1 ® ® [l | o o i

Internet Filtering

O Internet content filtering is a term that refers to the techniques by
which control is imposed on access to information on the Internet

O The motivations for state-directed Internet filtering include those
with:
= a specific emphasis on e-commerce: tax, copyright, VolP

" a specific emphasis on children: child pornography, violence
= a specific emphasis on content

= cultural: pornography and gambling

2 political: dissidents and independent media

o security: (cyberjterrorism and hacking
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™

Certified § Ethical Hacker
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Module 45

Privacy on the Internet
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Lab 45-01
Objective:
Use HistoryKill to securely delete history traces on computer with the File Shredder.

* Inthe CEHv6 Labs CD-ROM navigate to Module 45
» Install and launch “History Kill” program

'f;-.-_!-} HistorykKill 2007 - Protecting Your
Menu  Auto-Kill  Help

Historylill 2007 (f,?

“TOP INTERNET PRIVACY TOOL" -

N

Bozz Keyl Setup

Mozila Firefox | A0L | File Shredder
Internet Explorer I Windows I Auto-Kill

Internet Explorer / MSM Privacy @

L

[~ URL address drop-list box [~ Google Toolbar history
¥ Irkernet Hiskory file [~ Search Button history
¥ Temp Internet Files [¥ Cookies %

[T AutaCormplete
I index.dat Choose which cookies to keep:

Cookie Manager |
[T &l of the above .

Evaluation expires in 15 dayw(z)

Help File: Shredder Purchase

Kill Now!

bbb f vy, hiskarykill, com

HistoryKill haz killed 0 history traces since installation.
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» C(Clickon Internet Explorer
oryKill 2007 - Protecting Your Privacy Since 19971 il
Menu  Auto-Kill Help
HistoryKill 2007
ETY DDNAFY TR =
A0L | File Shredder
Windows I Auta-Kil Boss Keyl Setup
Internet Explorer / MSN Privacy @
[~ URL address drop-list bosx [~ Google Toolbar histary
¥ Internet Hiskary File [~ Search Button history
[¥ Temp Internet Files ¥ Cookies
[T AutoComplete
[ index.dat Choose which cookies to keep:
Cookie Manager
[~ all of the above :
Ewaluation expires in 15 dawlz]
Help File: Shredder Purchase ]
Kill Now!
httpsuesm.historykil. com HistorpKill has killed O history traces since installation.
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= Select the required Options from the list
HistoryKill 2007 - Protecting Your Privacy Since 19971 ll
Menu  Auko-Kill  Help
HistoryKill 2007
HTAD IMTEDUMET DDNIAFY TRNIF = i
Mozila Firefos | A0L | File Shredder

Internet Explorer I Windows I Auta-ill Boss Keyl Setup
Internet Explorer / MSN Privacy @
[yf. URL address drop-list box [~ Google Toolbar history
gi}lnternet Histary file [~ Search Button history
¥ Temp Internet Files ¥ Cookies
[T autoComplete
I index.dat Choose which cookies to keep:

Cookie Manager
[T &l of the above .
Ewaluation expirzz in 15 day(z)
Help File: Shredder Purchase K.I' u NOW l
bt ffovesy.historyidl.com HistoryKill has killed 0 history traces since installation.
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= (Click on Kill Now to remove the Internet traces

f_-_'-} HistoryKill 2007 - Protecting Your
Menu  Auko-Kill  Help

HistoryKill 2007 “

NTOD INTEDMET DRIVACY TROLT

Mozila Firsfox | ANL | File Shredder
Intenet Explorer | windows | Autoil Boss Keyl Setup |

Internet Expl MSN Pri
e gl 77 Historykill - Protecting Since 19971

Removing your Internek kraces Now...
[¥ URL address drop-list boo

Killing Internet Explorer's cookiss... ;I
v | Kiling Windows Recent Documents list...
Killing Windaows Media Player recent listz. ..

r
[V Internet Histary File I
R

[¥ Temp Internet Files

[T autoComplete Kiling Windows Recycle Bin...
. ‘windows TEMP folder
[ index. dat ull “our priv
. ar. |
™ &l of the above i

Evaluation expires in 15 day(s)

Help | File Shledderl Purchaze

kg f v, bistaryvkill. com

HistoryKill has killed 10 history traces since installation.
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= (Click on Windows

HistoryKill 2007 - Protecting Your Privacy Since 19971
Menu  Auto-kill  Help

HistoruKill 2007

HTOP INTERNET P 1

| File Shredder

Muozilla Firefox I
Auto-Kil Bosz Keyl Setup

Internet Explorer

Windows Privacy i

¥ wWindows Media player recent URLfile list
¥ Windows Recycle Bin

¥ Windows Fecent Docurnents list

¥ Windows Temp Folder

[~ Windows File Fragments [* CHK)

[~ Windows Start, Run drop-list

[~ M5 Office Recent File List

[~ Al of the above

Evaluation expirez in 15 day(z)

Help File Shredder Purchase @ K.I' u NOW '
ttp: ffwenn.historyhil.com HistoryKill has killed 10 history traces since installation.
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= (Click on Kill Now to remove the Internet traces

fj- istoryKill 2007 - Protecting Your 5[
Menu  Auko-Kill  Help

Historykill 2007 [ an

“TOP INTERNET PRIVACY TOOL” - CRf ‘
Mozila Firefox | A0L | File Shredder
Internet Explarer Windows I Auta-Kil Boss eyl Setup |
. . |
jidindows|Hireac; 5 Historykill - Protecting Since 19971 x|
X i Removing your Internet traces Now...
W Windows Media player recent UF
W Windows Recycle Bin 1
[V Windows Recent Documents list [Kiling Intermet Explorer's cookies... =]
W wWindows Temp Folder Kiling windows Recent Documents list...
™ Windows File Fragments [* CHE) Kiling windows Media Player recent lists. .
I ‘Wind Start Fun diondist Kiling ‘windowsz Recycle Bin. .
LSNP C I Windows TEMP folder..
[~ M5 Office Recent File List “our privacy s protected.
(1]4 |
[~ &l of the above
Ewaluation expirzs in 15 dayz)
Help | File Shredder I Purchase
bt ffovesy.historyidl.com HistoryKill has killed 15 history traces since installation.
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= (Click on Auto-Kill

toryKill 2007 - Protecting Your Privacy Since 1997!

Menu  Auto-Kill  Help

HistoryKill 2007

““TOP INTERNET PRIVACY TOOL" - i

Muozilla Firefox I

Internet Explorer I

AL | FileShedder |

Wwindows I Boss Keyl Setup

Auto-Kill Settings [~ Dizable Auto-Kil (Mot Recommended)

Test Auko-kil Mow

When to Kill:

W Auto-kil onwWindows startup
¥ Auto-Kil on Last Browser Window close

what to Kill:

Auto-Killing Settings

[~ Autokil eveny: [15 Minutes j

What to show when Killing:

= Stealth Mode - Auto-Kill with Histarkill hidden
f* Dizplay Mode - Show Progress Window During Suta-Kil

[T Complete Stealth - Hide Traw lcon [ALT 2 ta Show Histogkil)

Evaluation expires in 15 day(z)

Help File Shredder Purchase

kb e hisbor kil com

Kill Now!

HistoryKill haz killed 15 history traces since installation.
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* (Click on Auto-Killing Settings

istoryKill 2007 - Protecting Your Privacy Since 19971
Menu  Auto-Kill  Help

Historylill 2007

“TOP INTERNET PRIVACY TOOL” - CIf

Mozila Fiiefor | AL |
I Boss Keyl Setup

Internet Explorer I windowes

Auto-Kill Settings [~ Disable Auto-Kill (Mot Recommended) Test Aubo-kill haw

When to Kill: What to Kill:

W Auta-Kil anwindaws startup — .
¥ Butc-Kill on Last Brovwser wWindow close A“tU'K'"'rL\\\‘; ettings
[T Auto-Kil every: |15 Minutes j

What to show when Killing:

(™ Stealth Mode - Auto-Kill with Histarkll hidden
% Dizplay Mode - Show Pragress Window During Auta-Kil

[T Complete Stealth - Hide Tray leon [ALT -2 ta Show Histom kil

Evaluation expires in 15 day(z)

Help File Shredder Purchaze

Kill Now!

bkt /vy, historykill.com

HistoryKill has killed 15 history traces since installation.
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= Select the options and click on Save

istoryKill 2007

Menu  Auko-Eill  Help

! Auto-Kill iz a feature of Historykill that automatically clears the below privacy problems immediately after you
I cloze pour web browser, or at the start up of Windows. Auto-Kill iz essential in abways maintaining your

Privacy oh your conputer.
Put a Checkmark next to the Internet trace to automatically Kill during Auto-Kill:

Autokill Settings | £ 7 MSN | aDL | Moails Firefor | windows |
When to Kill:

tozilla Firefos

Internet Explorer

. . Internet Explorer / MSM Privac
W Auta-Kill anwine B / ¥,

W Auta-Kil on Last fe ¥ Histary file ¥ URL drop-list

Auto-Kill ey
[ i | C W Temporary Intermet Files W Google Toolbar history
What to show wh v AutaComplete [¥ Search Button histary

(™ Stealth Mode - ¥ Cookies
(* Display Made - i |
izplay Mode [0 irides det Set Cookies to Keep

[T Complete Steal

Evaluation expires in 15 Help | Default | Cancel | E [iave SI
"
Help File Shredde . ; _&? 7 IO TYOW T Save the above settings|‘

itp:/foven.historyldl.com HistoryKill has killed 15 history traces since installation.
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= (Click on Kill Now to remove the Internet Traces

Historykill 2007 ‘{‘

Intermet Explaorer l Windows Auto-Kill I Boss Keyl Setup |

Mezila Firefox | 0L | FileShedder |

|
Auto-Kill Setti : Ki ——
uto-Kill Settings [ Disable Auto-Kil v —————y

¥hen to Kill: Removing your Internet traces Now...

W Auto-Eil onwindows startup [
W Auto-Kill on Last Browser Window cl
[ Auto-Kill eveny: |15 Mirutes -

Killing Intermet Explorer's cookies. .. d
Killing ‘windows Recent Documents list...
Eilling ‘windows Media Player recent lists. ..
Killing Windows Recycle Bin. .

= Killing ‘wfindows TEMP folder...
™ Stealth Maode - Auto-Kill with Histor I8 full “aur privacy is protected.
& Dizplay Mode - Show Progress Wi Ok |

[T Complete Stealth - Hide Tray loon [ALT-Z ta Shaw Histargkll]

What to show when Killing:

Evaluation expires in 15 day(s]
Help | File Shredder I Purchase

htbpe f e hiskaryvkill. com

HistoryKill has killed 22 history traces since installation.
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= (Click on File Shedder

2007 - Protecting Your Privacy Since 19971

Menu  Auto-kil  Help

HistoryKill 2007

“TOP INTERNET PRIVACY TOOL" - i

AOL
WWindows

Mozilla Firefox I

|
Auto¥ill

|nterriet Explorer I

I
I Bozs Keyl Setup

Auto-Kill Settings [~ Dizable Auto-Kill (Mot Recommended)

Tesk Auko-kil Maw

When to Kill: What to Kill:

W Auto-Kill on windows startup
¥ Auto-Kil on Last Browser Window close

Auto-Kiling Settings

[~ Autokill everny: [15 Minutes j

What to show when Killing:

(™ Stealth Mads - Auto-Kill with Historkill hidden
'+ Display Mode - Show Progress Window During Auto-Kil

[~ Complete Stealth - Hide Tray lcon [ALT-2 ta Shaw HigtorpKill)

Evaluation expires in 15 day(s)
Help | [ File Shredde |

hkEpe: /v bistar kil comn

Purchase .
e

|

Kill Now!

HistoryKill has killed 22 history traces since installation.
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» Save the Changes
HistoryKill 2007 - Protecting Your Privacy Since 1997! ll
Menu  Auko-Kill Help
HistoryKill 2007
“TOP INTERNET PRIVACY TOOL" - CR§
Internet Explarer | Windows I Auko-Eill | Boszs Keyl Setup
Mazilla Firsfox | AQL File Shredder
Remember! Manually deleting your history traces on your computer
will NOT protect you from someone using UNDELETE
software to recover your history traces!

Historykill will securely delete Internet traces so thak they can NOT be undeleted

or recovered by others, Below you can set how many times HistorvKill overvrites

waur Internet histary traces with completely random data:

Overwrite your Internet traces IT times.
Saved! Traces will be overwritten 7 times!
Drefauilt | ( qu\e ID
p———
Ewaluation expirzs in 15 dayz)
Help File Shredder Purchase L]
Kill Now!
bt ffoves.historyidl.com HistoryKill has killed 22 history traces since installation.
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Lab 45-02

Objective:

Use NetDefender Firewall to block all referring traffic.

Page | 843

In the CEHv6 Labs CD-ROM navigate to Module 45
Install and launch “NetDefender Firewall” program

=Y

File Tools Help
‘Start’ SLD Blgﬁll Allow All | Block Ping |« App Info Port Scan out

Below are the rules that are cumrently registered by Netdefender.
SOLRCE IP | DESTINATION IP | SOURCE PORT | DESTIMATION PORT | FROTO

For Help, press F1 | UM | o I
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= (Click on Start

=101 x|

Below are the rules that are currently regiztered by Netdefender.
SOURCE IP | DESTIMATION IP | SOURCE PORT | DESTINATION PORT | FPROTO

@ Add Mew Rules H Edit Fule E] Bemove Rule @ Fe-Reqgizter Rulez

|F-:|r Help, press Fl | |I"-.ILIM | IJ o

= (Click on Tools and Select Port Scanner

imix
FI|E |s Help

Port Scanner | ~ . ;
c Blockapplication (D Z? E @
3 Allnnr All ﬂ Fing | App Info Port Scan out

Below are the rules that are currently registered by Hetdefender.
SOURCE IP | DESTIMATION [P | SOURCE PORT | DESTIMATION PORT | FROTO

|Port Scanner For scanning open port in a system | o | o I
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»  Write the IP Address and Range of Ports

. |
Ell e

File T

IP address of the remote machine: I 192 188 . 0 . 12

‘Start {~ Scan a zingle port I

¥ Sgan a range of ports I'I due IE%

MHumber of attempts: I‘I Q, 5tart| . Stop

Heszult of scanning:

IP address IF'Drt number |F'Drt5tatus I.ﬁ.ttempts IHemarks I

(dp]
(]
)
=
]

[Far Help, |H eady

» (Click on Start and check the Result of Scanning

Bl

File T

IP addrezs of the remote machine: I 192 0188 . 0. 12

‘Start {~ Scan a zingle port I =

{* Scan arange of ports |1 due |23
= Mumber of attempts: I‘I '(.(ﬁ(\, Stop |
E S 010
Rezult of zcanning:
IP addiezs | Fort number | Port Statug | Attemptz | Remark.z | -
192168012 1 Cloze 1
192168012 2 Cloze 1 -
192168.0.12 3 Cloze 1
= 192.168.0.12 4 Cloze 1
192168012 & Cloze 1
1 192.168.0.12 & Cloze 1 _>|
192168.0.12 7 Cloze 1
192168012 8 Cloze 1 -
@g: | = = : _I Fules
[Far Help, |F|eau:|_l,l o\
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=  (Click on Tools and Select on BlockScanner

& NetDefender

FI|E T.:u:.l%!\ Help

ork Scanner

=101 x|

(;

£=  Elockapplication

Allow all

(0]

Block Ping AI:HFJ\:

Below are the rules that are cumrently registered by Hetdefender.

SOURCE IP

| DESTINATION IP

| SOURCE PORT

| DESTINATION PORT

| PROTO

5 Add Mew Rules

|__-j' Edit Rule | Flemu:uve Fule @ Re-Register Huleszf
‘-_ Pt '
|List of Applications Accessing Metwark, [ | o
*  Check on Running Application
" (11 st

I

—Running Applications
The Applicationz listed Below are those which are currently running on pour gystem and tiying to connect

Running Applications

to network.
S
Proto | Pid | Process MName | Local Address | Local Port | Remote Address | Remote Port | Skake 4
&- TCP 1772  apache.exe 0.0.0.0 a0 0.0.0.0 = LISTEMING
&- TP 1132 svchost.exe 0.0.0,0 135 0.0.0,0 = LISTEMING
&- TCP 1772  apache.exe 0.0.0.0 443 0.0.0.0 = LISTEMING
e- TCP 4 Syskem 0.0.0.0 445 0.0.0.0 = LISTEMING =
&- TCP 1896  mysgld-nt.exe 0.0.0.0 3306 0.0.0.0 = LISTEMING
&- TCP 2836  alg.exe 127.0.0.1 1031 0.0.0.0 = LISTEMING
&- TCP 3852  Firefox.exe 127.0.0.1 1045 127.0.0.1 1049 ESTAELISHE
&- TCP 3852  Firefox.exe 127.0.0.1 1049 127.0.0.1 1045 ESTAELISHE
&- TCP 3852  Firefox.exe 127.0.0.1 1050 127.0.0.1 1051 ESTAELISHE
el- TCP 3852  Firefox.exe 127.0.0.1 1051 127.0.0.1 1050 E?THBLISﬁ_‘
1 »
’i::’/ (0] 4 @ Cancel
-||-|:|r HETR, press b1 MO P -
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Lab 45-03
Objective:

Privacy Eraser is an Internet Eraser that protects Internet privacy by cleaning up all the tracks of

Internet and computer activities.

= Inthe CEHv6 Labs CD-ROM navigate to Module 45

= Install and launch “Privacy Eraser” program

& Privacy Eraser Pro (Unregistered - 14 Days Left)

ivacyEraser
Quick Clean ] ’ Clean & Feboot + l [ Stop Tasks ] [ Help } [ Exit ]
L
xi
< 3
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Click on Quick Clean

& Privacy Eraser Pro {Unregistered - 14 Days Left)

Main | wWindows | Browsers | Plugnzs | File Shredder | Drive Ops | Advanced | Scheduls | Misc, | About
Enprrla_hi{ ]
d Huick Clean I Clean & Reboot = ] ’ Stop Tasgks I Help ] I Exit ]
. I\J‘ >
= =
e
£ =
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=  Privacy Eraser Pro is Initializing

& Privacy Eraser Pro (Unregistered - 14 Days Left)

M ain Windows  Browsers | Plug-nz Dnve Ops  Adwanced  Schedule © Mizc.  About

———

File Shredder

Gluick Clean Clean & Feboot = I Help ] ’ Ezxit

Initalizing Priwvacy Eraszser Pro... A

Computer Name: EC-A4507&E3EZ5654

Current Username: &dmin

Windows Type: Microsoft Windows XP

Windows Werzion: 5.1 (Build 2600) Serwice Pack 2

Windows Main Directory: C:\WINDOWS

Windows Systewm Directory: C:\UINDOWSYsystemn3Z

Windows Temporary Files Directory: C:\DOCTUME-1%Admin,LOCALS-1%\Tenp

Internet Explorer Cache Directory: C:ZzDocuments and SettingstadminyLocal Setting
Internet Explorer Cookies Directory: C:i\Documenhts and Jettings\Admin%Cookies
Internet Explorer History Directory: C:i\Documenhts and Jettings\admin'Local Sett:

Privacy Erazser Pro BFeady...
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= Tracks for the Internet and Computer Activity are erased

& Privacy Eraser Pro {Unregistered - 14 Days Left)

Maitt | “wWindows | Browsers | Pluglnz | File Shredder | Drive Ops | Advanced | Scheduls | Misc, | About
i - . = i

. PrivacyEraser
.\‘_’" Professional’

RACKS & PIROVECT YO PRAGGCY

Copyright(C) 2002-2007 PrivacyEraser Computing, Inc. All Rights Resoerved,

Guick, Eleanl I Clean & Heboat "] ’ Stop Tagks ] I Help ] I Exit ]

Internet Explorer History Directory: C:Documents and Jettingsiidmin'Local Sett:il
Privacy Eraszser Pro Ready...

Erasing Windows Fecent Document List....
Windows Fecent Document List Erased.

Erasing Windows Fun Historvy...
Windows Fun History Erased.

Erasing Windows Find Computer History...
Windows Find Computer History Erased. ==

Erazing Windows Find Filez/Folderzs Hiztory...
Windows Find Files/Folders History Erased.

Erasing Windows Open/Save History....
Windows Open/iave History Erased.

Erasing Windows Clipboard....

Windows Clipboard Erased. I
Erasing Windows Paint Eecent File List...
v|
] 3
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Lab 45-04
Objective:
Use Sunbelt Personal Firewall to protect and control your Internet connection.

* Inthe CEHv6 Labs CD-ROM navigate to Module 45
» Install and launch “Sunbelt Personal Firewall” program

@ Sunbelt Personal Firewall =10l x]

Personal Firewall 4

Connections

I ﬁl-l S Local Poink | remate Point | protocol | SpeedIn |  Speedout |
—_—————— ] system TCP, UDP

& Firefox TCP

] Application Layer Gateway Service TP

] LsA Shell (Export Yersion) UDP, 255

] Generic Host Process for Win32 Services TCP, UDP

%, Apache HTTP Server TCP

] mysqld-nt TP

Ortgoing: 0958 KBi=s
Ircarming : 0.99 KBz

Stop all traffic

1 | 0

41 Conmected in: & 1o Connecked out: & Ej Listening: 19
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*  Check the Overview of the System

=10 x|
Personal Firewall 4 -
Conmections
Local Poink | Remate Point | Protocdl | SpeedIn|  Speedoula|
= & Firefox TCP
i All: 1049 localbost: 1048 TCP
i Al 1051 localhost: 1050 TP
41 Jocahost: 1048 localhost: 1049 TCP
41 Jocalhost: 1050 localhost: 1051 TP
El [ Application Layer Gateway Service TCP
) locahost: 1031 - TCP
El ] L5A shell (Export Yersion} UDP, 255
ol Al 255
Y oal:4s00 0 - DR
5 all: isakmp LoP

All: 1597

all: 1025

2 all: egmap

=) Inca%st: 1900

E.j localhost: nkp

E-j 192,165.0.12: 1900

) 192.168.0.12: nkp
% Apache HTTP Server
| mysqgld-nt
<]

Outgoing :
Ircarming :

Stop all traffic

IS (M Generic Host Process for Win32 Services

TCP, UDP
UoP
UoP
TCP
DR
UoP
DP
DR
TCP
TCP

4 Conmectedin: 6 T

Connecked aut: &

% Listening: 19
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* (Click on Network Security

E Sunbelt Personal Firewall

Personal Firewall &

=0l x|

Stop all traffic

Packet filker. .. Refresh

Applications Predefined Trusted area Advanced
V¥ Enable Metwork security module
_— Truzted Internat
Description in | ot n | ot | Lag ‘ Alert
] weescomm ¥ deny  permit ¥ deny 7 ask
] weesmar ¥ deny  permit ¥ deny 7 ask
] rapimar ® deny « permit 3 deny 7 ask
1 ceappmar ¥ deny + permit ¥ deny 7 ask
Internet Explorer ¥ deny " permit ¥ deny ' permit
] Lsa shell (Export Wersion) 3¢ deny ' permit ¥ deny ' permit
_ﬂj windows NT Logon Appl... 3¢ deny ' permit ¥ deny w# permik
] Userinit Logon Application 3¢ deny " permit ¥ deny ¥ permit
] Sereric Host Process fo... 3 deny ' permit » deny ' permit
] awgeme ¥ deny " permit ¥ deny " permik
‘ Y3 Update downloader ¥ deny ' permit ¥ deny ' permit
Dutgoing: D.00 KBis Microsoft File and Printe... 3 deny ' permit » deny ' permit
Incoming: 0.15 KBz any other application ¥ deny " permit ¥ deny " petmit
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= (Click on Instructions and Select the tabs

E Sunbelt Personal Firewall ] i ]

Personal Firewall ©

[v Enable Metwork Intrusion Prevention System {MIPS)

MIPS scans nebwork traffic and blocks recognized attacks based on a database of known attack signatures.
Mebwork connections carrying detected attacks are closed and dangerous data is not allowed to reach the
application. NIPS can generate a small number of False positives,

[v Enable the Host Intrusion and Prevention System (HIPS)

HIPS prevents attacks that reach wulnerable applications from succeeding by blocking any illegitimate
behavior attempted by the affected applications. HIPS does not require signature updates to learn about
new threats and therefore is effective at stopping newly spreading or mukated attacks, HIPS rarely
generates False positives,

Outgoing: .00 KB/ %
Incorming: 0.00 KBz
Stop all traffic — [~ Enable application Behavior Blocking
r’_“ Behavior blocking is recommended only For advanced users that wish to have extra control over certain
actions performed by applications, such as the launching of other applications or starting up after being
modified, The user must decide what actions are legitimate.,
Page | 8 Ethical Hacking and Countermeasures v6 Copyright © EC-Council
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= (Click on Web and Select the Tabs

=10l x]

;;_: Sunbelt Personal Firewall

Personal Firewall 4 ad blacking

v Enable web Filkering

— Advertisements
v Elock advertisements

—Popups
V¥ Block pop-up and pop-under windows

¥ Temporarily override by pressing down the ICtrI 'I key

—\Web content
[ Block JavaScripts

[ Block ¥BScripts
[ Block Actives

Ot going: 0.00 KB
Incoming: 0.00 Khiés

top all traffic
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» C(Click on Logs and Alerts

E Sunbelt Personal Firewall -0l =l

Personal Firewall

Logs : Sattings |
Line | Co.. | Date | Method | URL [ Subject | vale =l
1251 1 21/]anf2003 11:55:08 GET 192.166.0.2/vofgroupAdmin.do?mo...  referer htkbps 1%
1252 1 21/1anj2003 11:55:24 GET 192.16&.0.2/volisp/hide.jsp referer htbp i1t
1253 1 21/1anj2008 11:55:25 GET 192.168.0.2vo/deskiop.do referer htbpff1e
1254 1 21/]anf2008 11:55:49 GET 192.168.0.2/va/mailFrame. do?&use...  referer htbpeff1e
1255 1 21/1anj2005 11:55:49 GET 192.166.0.2/voljsp/subFrame.jsp?c...  referer Rtk 1%
1256 1 Z1/1anjz008 11:55:49 GET 192.168.0.2volispimailFrame. jsp?s...  referer htbpeff1e
1257 1 21/]anf2008 11:55:50 GET 192.168.0.2/va/mailTab.do?show=/... referer htkpeff1e
1258 1 21/1anj2008 11:55:50 GET 192.166.0.2/va/mtree. dovaccountl,..  referer htbpe 1%
1259 1 21/1anj2003 11:55:50 GET 192.168.0.2/vojtree dovaccountId...  referer htbpff1e
1260 1 21/]anf2008 11:55:52 GET 192,168.0.2/volisp/mailCount.jspfa...  referer htkpeff1e
1261 1 21/1anf2008 11:56:06 GET 192.166.0.2/vo/mail.doforder=daow...  referer htkps 1%
1262 1 21/1anj2003 11:56:06 GET 192.16&.0.2/volispllang_en.jsp referer htbp i1t
1263 1 21/1anj2008 11:56:12 POST 192.168.0.2vo/mail.do referer htbpff1e
-Dulgoing: 000 KBs 1264 1 21/]anf2008 11:57:09 GET 192.168.0.2/vofjsp/lang_en.jsp referer htbpeff1e
Incoming: 0.00 KBis 1265 1 21{1anj2008 11:57:09 POST 132.168.0.2/vojtree. dofaccountId...  referer hkkpe i1t
stop all traffic 1266 1 Z21/1anjz003 11:57:13 POST 192.16&.0.2vo/readMail do referer htbpeff1e
1267 1 21/]anf2008 12:04:24 PCOST 192.168.0.2/voftree dovaccountId...  referer htkpe 1%
1268 1 21/1anj2008 12:04:29 POST 192.166.0.2/vo/readMail, do referer htbpe 1%
1269 1 21/1anj2003 12:04:39 POST 192.168.0.2/vo/readMail. do referer htbpff1e
1270 1 21/1anf2008 12:04:44 GET 192,168.0.2/volisp/subFrame.jsprc...  referer htkpeff1e
1271 1 21/]anf2008 12:05:14 GET 192.166.0.2/vo/desktop.do?show=,..  referer http:,l',l'lEE
i
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» To stop all traffic , Click on Stop all traffic

Sunbelt Personal Firewall oy ] |

Personal Firewall 4

Logs Settings
Line | Co... | Date | Method | URL | Subject | walue  *|
1251 1 21/]anj2003 11:55:08 GET 192.168.0.2fvojgroupAdmin.do?ma...  referer htkps /i1
1252 1 21/]anf2008 11:55:24 GET 192.168.0.2/vofjsp/hide. jsp referer htkpsff1e
1253 1 21/]anj2003 11:55:25 GET 192.168.0.2/vojdeskbop, do referer htkps /i1
1254 1 21/]anf2008 11:55:49 GET 192.168.0.2fvofmailFrame, do?@wse, .. referer htkpsff1e
1255 1 21/]anj2003 11:55:49 GET 192.168.0.2fvofjspisubFrame. jsprc,..  referer htkps /i1
1256 1 21/]anf2003 11:55:49 GET 192.166.0.2(vofjspimailFrame.jsp?s...  referer htkpsff1e
1257 1 21/Janj2003 11:55:50 GET 192.168.0.2fvoimailTab dovshow=/...  referer htbps /i1
1258 1 21/]anf2008 11:55:50 GET 192.166.0.2fvofmbree.do?accountl...  referer htkpsff1e
1259 1 21/]anj2003 11:55:50 GET 192.168.0.2fvojtree dofaccountId...  referer htkps /i1
1260 1 21/]anf2003 11:55:52 GET 192.168.0.2 vofjspimailCount jspra...  referer htkpsff1e
1261 1 21/]anj2003 11:56:06 GET 192.168.0.2fvaoimail dovorder=dow,..  referer htkps /i1
1262 1 21/]anf2008 11:56:06 GET 192.168.0.2(voljspflang_en.jsp referer htkpsff1e
1263 1 21/Janjz003 11:56:12 POST 192.16&.0.2 vofmail .do referer htbps /i1
e 000 KBs 1264 1 21/Janf2008 11:57:09 GET 192.168.0.2(vojspflang_en.jsp referer htkpsff1e
Incorming: 0.00 KBis 1265 1 21{Janf2005 11:57:09 PCOST 192.165.0.2fvojtree, dofaccountId.,.  referer htbps /i1
- ! 1266 1 21/]anf2008 11:57:13 POST 192.168.0.2/vofreadMail. do referer htkpsff1e
deallicatic )y 1267 1 21/]an/2005 12:04:24  POST  192.168.0.2)voftree.do?accountld...  referer  htbpeff1s
R p
1268 1 21/Janf2008 12:04:29 PCoST 192,168.0.2fvofreadMail. do referer htkp:fiLe
1269 1 21{Janf2005 12:04:39 POST 192.165.0.2fvofreadMail. do referer hkkpefiLe
1270 1 21/JanfZ008 12:04:44 GET 192,168.0.2fvofjspisubFrame jspPc..,  referer htkp:fiLe
1271 1 Z1{Janf2005 12:05:14 GET 192,1658.0.2fvofdeskiop do?show=,..  referer http:ll',l'lEj
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Lab 45-05
Objective:

Use TraceEraser Pro to delete internet history tracks and to protect privacy.

= Inthe CEHv6 Labs CD-ROM navigate to Module 45

= Install and launch “TraceEraser Pro” program

Page | 858

3

Tracks Eraser Pro [ Unregistered )

N1 inoon

ruuradics

W AESSOrT.HET

Test Mow

| T azk | Status |A

E IE &ddreszs Bar o
@ IE Cookies
& IE Cache

ﬁ IE Histary

ﬁ IE &utoComplete Forms and Passwords
@E Plualns =)

Erazer Settingz

Options

File Shredder

Log

Abot
Help

E wit
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Click on Erase Now to erase all tracks

.

Tracks Eraser Pro | Unregistered )

W AESSOrT.HET

Lazst Erazed at:

Test Mow
T sk | Status | - ;
@ IE Address Bar - Ereser Setings
& IE Cookies e
& IE Cache -
E € History File Shredder
ﬁ [E AutoComplete Forms and Passwords
2 [E Plualns =i =
Abot
Help
Exit
1 |

= (Click on OK
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[ Tracks Eraser Pro | Unregistered )

W ACZSOrT.HET

Eraze Maow
[,
i

Test Mow

Task Completed

Tazk Completed Successfullyl

Reqistry Keys Erazed: 10, Filez Erazed: 130 Released HD Space: 14.58 MB

4
Erazing Skype 2.0 ... ;I
Erazing Windows Media Player ... About
Erazing "inFar 3.8 ...
Erazing Regizty Kew HEEY _CURRENT_USERAS oftwarehiafit Help
Erazing "inzip ... -
Erazing Word Pad ..... - E it
1| * -
Erazed Registy Fevs: 10 Files: 130 Releazed HD Space: 14.58 MB
b el
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Lab 45-06
Objective:
Use Cookie Pal to protect privacy on Internet.

* Inthe CEHv6 Labs CD-ROM navigate to Module 45
» Install and launch “Cookie Pal” program

2% Cookie Pal 1.7c (Unregistered) - | Ellﬂ

£ Session I Filtersl @ E-:u:ukiesl ﬁ Snundsl I:::unfigurel

The list below dizplayz web sitez from which cookies have been accepted or rejected for the
curent zezsion. Click Help far mare information.

Server | # Accepted | # Rejected | Time - |

=

Accepted:

. ¥ 5
Rejected: 0 Alwans accept | Alimays reject Clear | e

" Detail

=

Total:

Ordering... R egister... | About... | Help I
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» Click on Session to accept or reject cookies for current session

2% Cookie Pal 1.7c (Unregistered) - | Ellil
Filters | @ Cookies | ﬂ Sounds I Configure I
The lizt below dizplays web sites from which cookiez have been accepted or rejected for the
current zezzion. Clck Help for more infarmation.
| Server | E xpires | M amne | " alle
Jl | i
Aocepted: ] ol
Rejected: 0 Alwans accept | Alimays reject Clear | e
% Detail
Total; ] I}S
Ordering... R egister... | About... | Help I
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» (Click on Filter to provide information to accept and reject cookies

£% Cookie Pal 1.7c {Unregistered}

@ Session %@) I:::u:ukiesl Fl Su:uundsl Canfigure
i

Accept cookies from

=101 x|

Reject cookies from

Mew... | [elete P e, . [elete

¥ Fieject third-party cookies [IE § and later only]

Cookies fram unknown zervers:

" Feject al " Accept al £+ Azk for confirmation

¥ Accept cookies that expire Iin the current browszer seszion j [ Owenide Filters

Ordering... | Reqister... | Ahbout,.. | Help I
IF!.:urlc'
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* Click on New and write the name of server from which to accept cookies

£2 Cookie Pal 1.7c {Unregistered} - |I:I|5|
@ Session Filkers |@ I:::u-:ukiesl ¥l Su:uunu:lsl Canfigure
Acocept cookies from Feject cookies from :

NewFilter x|

Enter the name af a server from which pou wizh o
accept cookies:

Server name IECC

(o b0 l

S~

¥ Reject third Ok, I Cancel | Help |

Cookies from unkrmowrmservers:
" Feject al " Accept all ¢ &gk for confirmation

V¥ Accept cookies that expire Iin the current browser session j ™ Ovenide Filters

Ordering... | Reqizter... | About. .. | Help I
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n

Click New and write the name of server from which to reject cookies

22 Cookie Pal 1.7c (Unregistered)

=0l x|
5 Session Filters |@ Eu:n:ukiesl Fl Snundsl Configure
Accept cookies fram
B

Reject conkies fram

x|
Erter the name of a server fram which vou wizh o
reject cookies:

Server name IECCCC

Mew... | _D ]
[+ Feject third k. I Cancel % Help |

Cookies from unkrmowrmserver

" Feject all

" Accept all & &gk for confirmation
V¥ Accept cookies that expie Iin the current browser session j [ Owenide Filters

Ordering...

Fegister... |

About. .. |

| Help I

Ethical Hacking and Countermeasures v6 Copyright © EG-Council
All Rights Reserved. Reproduction Strictly Prohibited.




Ethical Hacking and Countermeasures v6 Lab Manual EC-Council

Lab 45-07
* Inthe CEHv6 Labs CD-ROM navigate to Module 45

*=  QOpen the Online Privacy and a Free Internet.pdf and read the content

e Online Privacy and a Free Internet.pdf - Adobe Reader |Z||E|E|
%

File Edit Wiew Document Tools  Window  Help

® | | EH -

®

[

Policy Report
. April 2001
Online Privacy and a Free Internet

Striking a Balance

by Shane Ham and Robert D. Atkinson

As the Internet becomes an ever greater part of daily life. concerns about the protection of
personal privacy while online grow stronger. The nature of the concern varies widely,
from worries about identity theft to a general sense of unease about Web site operators
"spying" on Internet users. These fears are having an impact on the New Economy:
according to a recent poll, over half of Internet users in the United States have at least
occasionally altered their online behavior because of fears about their privacy.! For this
reason, Congress is gearing up to debate online privacy legislation.

The Progressive Policy Institute (PPI) has long espoused several principles with
regard to online privacy: public policy should encourage private sector leadership, allow
for regulatory flexibility, distinguish between sensitive and non-sensitive data. and be
technology neutral. Most important, any online privacy legislation should balance the
need to protect consumer privacy with the need to encourage the growth of a free and
freely available Internet supported by targeted marketing. Just as advertising supportsfree
television, the Internet must be used as a marketing tool if the content is to remain free.
The recent shakeout in the "dot com’ business sector and the plummeting prices of
technology stocks make this reality all the more urgent: Internet companies must become
profitable to survive, and if Web sites cannot derive significant revenue from marketing
to support their operations, many will have no choice but to charge subscription fees, If

corly etelet anling orivacy loodelation cute doto ooarkoting rovenyce tho Iofornot e it

Page | 867 Ethical Hacking and Countermeasures v6 Copyright © EG-Council
All Rights Reserved. Reproduction Strictly Prohibited.




Ethical Hacking and Countermeasures v6 Lab Manual EC-Council

Lab 45-08
* Inthe CEHv6 Labs CD-ROM navigate to Module 45
*=  QOpen the Privacy_Policy.pdf and read the content

e Privacy_Policy.pdf - Adobe Reader, |Z||E|E|
%

File Edit Wiew Document Tools  Window  Help

oo |- i [+ -

Internet Privacy Statement —
Effective Date: January 1%, 2007

Purpose of the Privacy Statement

Bristol-Myers Squibb and Otsuka America Pharmaceutical respect the privacy of visttors
to this Web site and understands that information about you. your health, and your health
care 1s sensitive. Except as provided in the Transfer of Control section of this Web site’s
Internet Privacy Statement, Bristol-Myers Squibb and Otsuka America Pharmaceutical
will not sell or rent vour personally wdentifiable information.

Brstol-Myers Squibb and Otsuka Amernica Pharmaceutical developed thus Internet
Privacy Statement to provide information about our practices regarding the collection,
use, and disclosure of nformation that you may provide when yvou visit this Web site.

We encourage you to read this Internet Privacy Statement before using this Web site or
submutiing information. By using this Web site, you acknowledge that you understand
and agree to the terms of the Intemet Privacy Statement.

Information Voluntarily Provided by Users

You can visit much of the Web site without telling us who you are or providing us with

other personally identifiable information. Some areas of the Web site allow you to

contact us to ask questions or provide comments. When you commumicate with us and

request a response, we ask for yvour name and contact information. We intend to let you

know how we will use such information before we collect it from vou: if vou tell us that you do b
8.50 % 11.00 in < |
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Lab 45-09
* Inthe CEHv6 Labs CD-ROM navigate to Module 45
* Open the spyware2005.pdf and read the content

& spyware2005. pdf - Adobe Reader, |Z||E|E|
%

File Edit Wiew Document Tools  Window  Help

@®®[=% || [

Spyware =

Aaron Hackworth
CERT Coordination Center

1 Imtroduction

Spyware has existed at least since the early 1980°s when keyloggers” were discovered on
computers at university campuses. Subsequently, there has been a steady growth 1n the use of
spyware by online attackers and traditional crinunals to execute crimes agamnst individuals,
businesses, and governments.

These crimes have both direct economic impacts, as in the case of identity theft and credit card
fraud. as well as more subtle, lasting impacts, caused by shaking consumer’s confidence and
willingness to participate in modern electronic commerce. Reducing threats from spyware 1s an
important part of slowing the erosion of public faith 1in online business transactions and
maintaming healthy economic growth.

Making lasting reductions in spyware activity requires recognition of the financial motives and

taking steps towards architecting the value out of the activity. As a business activity, deploying

spyware generates revenues from the information collected and entails basic costs such as the

purchase or development of malicious software (known as malware), distrnbution channel costs

to deploy and install spyware on the target systems. and loss expectance in the form of crinunal

of civil penalties levied by the courts. While this is a simplified business model. it covers the

main areas and serves as a starting point to discuss how to take the value and profit out of

spyware activity. v
8.50x11.00in < | >
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Lab 45-10
= Inthe CEHv6 Labs CD-ROM navigate to Module 45
= Open the Spyware — a Hidden Threat.pdf and read the content

Spyware - a Hidden Threat. pdf - Adobe Reader |Z |E||g|

File Edit Wiew Document Tools  Window  Help ®

OVERVIEW

Spyware programs are a growing threat to corperations today. Reports now show that nearly
one in three computers are infected with a Trojan horse or system monitor planted by
spyware.l Thess hidden software programe gather and tranemit information about & person or
organization via the Internet without their knowledge.

With spyware's rapid proliferation. organizations are in critical need of anti-spyware

technology. Although many peint solutione claim to do the job, the most effactive defense

involves a fully integrated security system with antivirus and anti-spyware on a single

platform. This empowers [T administrators to more efficiently manage a cocrdinated defense =

against all forme of malware—including the growing threat of spyware.

The following technical note defines spyware plus other extended threats and sxplains how

Trend Micre preducts effectively protect against them.

DEFINITIONS

Spyware

Spyware is coftware that monitors a user’s keyboard activities and transmite thie information

hack withaout the nsar's knowladoe This vinlation of nrivacy on the nternat is A maior cAura X
8.50x11.00in € | |
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Lab 45-11
= Inthe CEHv6 Labs CD-ROM navigate to Module 45
= Open the Privacy Preserving Web-Based Email.pdf and read the content

e Privacy Preserving Web-Based Email. pdf - Adobe Reader |Z||E|E|
%

File Edit Wiew Document Tools  Window  Help

s @ @- ﬁﬁ EIjL

Privacy Preserving Web-Based Email 119

2.2 Threat Analysis

Users of web-based email services are subject to a variety of threats against their
privacy and security. Below, we consider possible adversaries and the motivation =
and attacks they may employ.
Threats may arise from corporate adversaries. For the application providers
that run web-based email services, there is a strong interest in profiling their
users for revenue generation. Information about users can be sold to market-
ing agencies or directly to other companies interested in advertising products to
their target demographics. The information gleaned about a user through profil-
g email can be arbitrarily detailed; through sufficiently optimized data-mining
techniques, even users reticent to reveal personal information may unwittingly
divulge many more personal details than they realize. If information is sent
without any form of obfuseation, it is trivial for the adversary to intercept com-
munications; any party between the user and the application provider will also
have unfettered access to this information.
There are environments where protections such as message confidentiality may
not be allowed: the email provider may disallow encrypted or unrecognizable
content, or the network used for information transmission may have similar
restrictions. Even when hidden channels are used, vulnerabilities may still be
manifested. As information flows to and from an email account, the account
will be subject to channel decay over time: an adversary collecting copies of
the transferred information will be able to use the amassed data to more easily
mount an attack against the channel. In addition, the probability of an adversary v
8.26x11.69In < | >
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™

Certified § Ethical Hacker

Module 46

Securing Laptop Computers
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Lab 46-01

Objective:

Use Connection Manager Pro to manage available network connections.
. In the CEHv6 Labs CD-ROM navigate to Module 46

=  Install and launch BVRP Connection Manager Pro program

Profile:Local Area Metwark,
Status:0F .

Type:Local Area Metwark,
Statuz:Connected

Dwration: 000515

S peed:100.0 Mbits/s @
'Received: 13255 Kbytes {h_—,)
| Sent:-106.03 Khytes Ll

Profile: Local Area Metwark,
Status:0FK

Type:Local Area Metwark,
Status:Connected
Duration:00:06:17
Speed:100.0 Mbits/z
'Received: 13255 Kbytes
' Sent:106.03 Khytes e

= The List of Profiles is as shown
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&2 BYRP Connection Manager Pro
File Edit “iew Action Help

Eji' Tew - ULO:"" Select - &x

j Groups ‘&,I_:' Profiles ‘ @

Create new profile

B

Mew profile, .

5

Local Area Network

W e
Local Area office
Netwiork,
Feady Local Area Metwark is active @

= To create a profile Using Wizard, click on File>New->Profile-> Using Wizard

&S BYRP Connection Manager Pro

F-8 Edit Miew Action Help
nection. .. IUsing current configuration | ﬁrﬁ' Profiles =
Import... Chrl+I
Group... [
Close
H e
Local Area office
Mekwork,
Zreate a new profile assisted by 1 Local Area Metwork is active @

=  Enter the profile information and click Next
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Profile wizard

Profile configuration
Set the profile name, itz dezcription and choosze anicon A

Enter the name and a brief description pau wizh to give thiz profile and select the
azzociated icon.

Prafile name: | TSN | Tv}i

lcon: [ Change ican... ]

D ezcrption:

Group: Mo group i

¢ Back ” Nea[}g ][ Cancel

» To create a New Group click on File>New->Group

B2 BYRP Connection Manager Pro

Edit

Import...

Close

Wiew  Action  Help

Profile » T

3

Connection. ..
Chrl+1

Eroup. ..

g

Local Area office
Metwork

Local Area Netwark is ackive @

» To connect to the wireless network click on L

Page | 875

/f{

Ethical Hacking and Countermeasures v6 Copyright © EG-Council
All Rights Reserved. Reproduction Strictly Prohibited.




Ethical Hacking and Countermeasures v6 Lab Manual EC-Council

Prohle:Local Area Metwark,
Status:0OFK E:k

Type:Local Area Mebwark
Status:Connected
Duration: 00:01:42

| Speed:100.0 Mbitz/s

I Received:13.23 Khytes = ‘
Sent-8.34 Kh}{tes : (%]

Profile:Local Area Metwark:
Status:0K

Type:Local Area Metwork,
Statusz:Connected
Duration: 00:01: 46
| Speed:100.0 Mbitz/s
|Received:13.51 Kbytes |
Sent:5.34 Kbytes i

BEBAMORA! -]

[Sho ronitor window |
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= To check statistics of the received data click on Received

[ BYRP Connection Manager Pro monitor E|§|@

| % Realtek RTLB139 Famiy PCI Fast Ethemet NIC|

Connection

Statizticz

Received | Transmitted Khitsss

received: 18.31 Kbptes | zent: 14.52 Kbytes

Statuz
Statuz: Connected
Duration: 000216
Speed: 100.0 b bitsdz
Intermet Protocal (TCP/IF] .. |
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= To check the statistics of transmitted data click on Transmitted

Page | 878

% BYRP Connection Manager, Pro monitor

| = Realtek RTLA133 Family PCI Fast Ethernet NIC|

Connection

Statizhics

received: 2054 Kbytes | zent: 16.91 Khytes

Status
Status: Connected
Ciuration: 00:02:31
Speed: 100.0 Mbitz/z

EoX

F.hitzz

Intemet Pratacol (TCP/IF) .. |

Cloze
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= To set the settings click on @ Jcli

ck on Main Screen Settings

Profile:Local Area Metwork,
Status:0F

Type:Local Area Metwork,
Statug:Connected
Duration:00:03:34
Speed:100.0 Mhbitzs
Received: 24.50 Kbyptes
Sent:22 50 Kbytes

BVRP

Current profile properties, ..

Page | 879

Profile preferences. ..
General settings. ..

Main screen sektings...
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= To set properties for a profile click on @, Click on Current profile properties

a.

]
Profile:Local Area Metwark:
Status:0FK [:

Type:Local Area Metwark,
Status:Connected
Duration: 00:03: 45
Speed:100.0 Mbitz/z
| Received:24.95 Khytes
| Sent:23.30 Khytes s

%

T[4 ] @]

* BVRP

Prafile preferences. ..
General setkings. ..

Main screen setkings. ..
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» To set General settings click on General->Configure
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General |Eu:-nneu:tiu:uns Frinter || Intermnet settings | Share | Security

Edit ‘Local Area Metwork' profile settings...

azgociated icon.

Enter the name pou wizh to give thiz profile and zelect the

Frofile name: Ln:u::al Area Mebwork |

5
[z [ Change icon... ]
Drezcription:
[roLp: Mo group - |

M etwork, identification

Lacatian

Select the location that wil

Select the type and the name of workgroup or t%main to =
which the computer belongs in this profile.

be uzed in thiz profile.

[ ] &pply thiz profile now

[ OF. H Cancel ]
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» To View the network connections and adding click connections-> Add

Edit ‘Local Area Metwork' profile settings...

General | Connechions | Printer

Internet settings || Share | Secunty

The list below -:Iispla[_l:l\\} the netw
computer.

Select the connechon to uge in

ork. connection types that are configured on your

thiz profile: Show prezent connections anly

Connection

Type Adapter name

&dd..

Rescan

(] &pply thiz profile o

k. l [ Cancel
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= To Set the internet settings click on Internet settings

Edit ‘Local Area Network™ profile settings...

General | Connections F'rinter| Irt&met settings |Share Security

E il

Select an email account that will be uzed to send wour -
emails with this profile, Configure...

Apphcations
Select the applications to launch after applying this profile. | Configure. ..

Prosy
dze a zerver prosy that will be uzed to access to Intemet,

[ ] &pply this profile now ok l [ Cancel
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*  Goto Security tab. Click on Settings to set the Security Settings.

Page | 884

Edit ‘Local Area Metwork' profile settings...

General | Connechong || Printer

|nternet connection firewall

this computer from nternet

Protect my computer and the network by limiting access to

Internet settings | Share | Seﬁfit}'

Settings. ..

(] &pply thiz profile o

k. l [ Cancel
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= To set the profile preferences click on

@ - click on Profile Preferences

Profile:Local Area Metwark,
Status:0F

|

Type:Local Area Metwork
Status:Connected
Duration: 00:04: 45
Speed:100.0 Mbitz/z

| Received:23 B2 Khytes

| Sent: 22,89 Kbyptes

“

HEAMC

Mo |l § BYRP

urrent profile properties...
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Prafile preferences. ..

General sektings. ..

Main screen setkings. ..
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Lab 46- 02
Objective:
Use Cryptex tool is to secure information on a PC, by creating a vault

= Inthe CEHv6 Labs CD-ROM navigate to Module 46
= Install and launch Cryptex program

n"_ Cryptex

Vaulks Edit Wiew Tools Help

@ @ » W A4 B o

Create... Unlock Lock Launch explorer View, ., Encrypt Files, ., Email files,.,

i a

Meed more space?  Recommend a friend

[Ready MM

Page | 886 Ethical Hacking and Countermeasures v6 Copyright © EG-Council

All Rights Reserved. Reproduction Strictly Prohibited.




Ethical Hacking and Countermeasures v6 Lab Manual EC-Council

= (Click on Create icon to create a vault

o Cryptex
vaulks Edit Wiew Tools Help
e ]

Meed more space?  Recommend a Friend

a 9 w» W Q@ @B s

Create, % Lock Launch explorer Wiew, .,
[ready MM |
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» Select a drive for creating a vault

& Add a new encrypted vault

Step 1 of 3: Select the drive letker and the location to store the image File

Drrive letter:

i

& location ko skore the data ko

)

i-—-uﬂl—zzot‘@:ﬂmqi:cch{

L)

[
[ul]
3

Previous ] [ ek
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»  Browse a file from a particular location

Page | 889

Click OK

Browse For Folder

@' Deskiop
= Ei My Docunments
E_R dema
My Music
ﬂ My Pictures
I3 My Yirtual Machines
I Onemote Motebooks
vj My Computer
ﬂ My Mebwork Places

[ Make Mew Folder ] [ (04 ] [ Zancel

Browse For Folder

@ Desktop
= D Py Diocurments
Yo
My Music
ﬂ My Pickures
53 My Wirtual Machines
I OneMote Motebooks
Y My Computer
‘:-_! My Metwark Places

[ Make Mew Folder ] LRYOK ] [ Cancel
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Click Next

€ Add a new encrypte
._/.4:1

d vault

Drive letker:

Flease enter the loc

Step 1 of 3: Select the drive letter and the location to store the image File

ation ko skore the data ko;

D | \Documents and

SettingstAadminiiy Documents)demol | E

Cancel

| Previous ]Lt\gmext |

Enter a password and click Next

© Add a new encrypte
._,14:3_

v

d vault

Skep 2 of 3: Select a passward Faor wour drive

Please enter a local password For your wauolt {}]:

Twpe password: | .

Confirm passwiard: | .

You may enter the same

Cancel

passwiord as the master password

[ Presious ]I M=k l
5
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Page | 891

Select desired encryption algorithm

© Add a new encrypted vault

Skep 3 of 3 Choose wour drive size and encryption:

Drive size(ME): Mayx sizefMB): 6000

Method:

Fare infarmation...

key length:
bl Triple DES

The ke length must be divisible by 64
[ Farmat this drive manually {advanced)

Cancel

[ Previous ][ Finish

Click Finish

© Add a new encrypted vault

Step 3 of 3 Choose yaour drive size and encryphion;

Drive size(ME): | 6000 Mazx size(MEB): 000

Methad: | Blowfish

w | kdare infarmatiar. .

Min key length: &
Max key length: 448
The ke length must be divisible by &

Key length: 125

[ ]Faormat this drive manually (advanced)

Cancel

[ Previous H

Fiish |
g
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= The Removable drive is created

2 My Computer

File Edt ‘iew Faworites Tools  Help

‘J Back \.:) ! '

Address j My Computer v| Go

System Tasks @ Local Disk {C:) @ Local Disk (D)

Wiew system information

-jj Add or remove programs

=
ti i) Local Disk (E:
[ Change = sstting g LocalDisk £}

' (D Drive (F:)

Shared Docurents

Dther Places £ w REI’%WENE Disk {H:}

!‘Q MMy Netwark Places

P I
[} My Documents I Admin's Documents L_,J System17's Documents
) Shared Documents

B- Control Panel

Details

My Computer
System Folder

»  Select a document to be encrypted

*= Removable Disk (H:)

Fle Edt ‘“iew Favorites Tools  Help ;ﬂ’

eEack 57 l\‘;a l} /':‘) Search Il-— Folders v

Address S H:\ v| Go

File and Folder Tasks

Iim Renarne this File

@ Move this File

Copy this file

e Fublish this file to the Web
() E-mail this file

iz Prink khis file

¥ Delete this file

Other Places

3 My Computer

[Eﬂ My Docurnents
|3 Shared Documents
\y My Metwork Places

Details
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=
* Select a document and click on Encrypt files D

& Cryptex

Waults  Edit  Wiew Tools Help

4
Meed more space?

& 2

Create...

Recommend a friend

Launch explorer

x®

Lock.

Q 3

Wigw, . Encryptidiles...

=)

Email files. ..

CEX

Y

UM

» Select a location to save the encrypted file

Page | 893

My Recent
Docurments

K

Desklop

My Documents

by Computer

-

by Metwork,

E] My Documents

S

& My Recent Documents
Deszktop
[} My Documents
é My Computer

@ Local Dizk [C:)
g Local Dizk (D]
g Local Disk [E:)
q';. CD Drive [F)

(& Shared Dacuments

() My Documents

[C5) Svsteml 7'z Documents
\-:g by Metwork, Places

File name: |I:r_l,lpte:-:-dem0

v

[ Save l

Save as lype: |Se|f-e:-:trac:ted files[*.exe]

]

[ Cancel l
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Click Save

Savein: |Q Femavable Disk [H:)

v| O & e @-

&

My Recent
Documents

@

Desktop

&

My Documents

My Comp

Liter
‘g File name: |Cr_l,the:-:-dem0 hd |
My Metwork Save as type: |Self-extracted files(" exe) v|

» Enter the Password for Encryption and click Ok

Page | 894

Cryptex - Encrypt files

This option allows vou to select a File From wvour vault and
automatically encrypt it inko a self extracting executable,
The filz will only be able to be opened with the correct
passward,

Select file path:

HACryphex-demo.exe

Password: TIIIII L

Confirmn password: | sessssnns

(#) Self extracting EXE file ) Protected ZIP archive

Selected files will be encrvpted with given password and saved as
executable File in the specified direckory,

i I
ance ] [ q;%
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» The file encrypted is as shown

o Cryptex Ellﬁlb_?l

Waults Edit  Wiew Tools Help

d ’
Meed more space?  Recommend a friend

& 9 » W O Q @B s

Create... Lock. Launch explorer Wiew, ..

=T

Ready UM

» To decrypt the file Click on Tools-> Decrypt

& Cryptex
Vaults  Edit  view REEEN Help
T4 Preferences. ..

Need mare space?
2 S Encrypt files...

@ [P @ QA B 3

Create. .. Launch explorer View... Encrypt files...  Email files...

-

Language. ..

&

MUK
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Browse the file from the location and click Open

Open

Laok, in: | e Femovable Dizk [H:]

&

My Recent
Documents

-

Dezktop

3

My Documents

by Metwork,

| Self-extracted files]” exe]

Enter the password and click Extract

@ Cryptex - Self extracting encrypted vault

Self extracting encrypted waul:

Please enter wour password:

| *********l

Please enter the path to extract into:

|H:'|I
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The file after decryption is as shown

& Cryptex
Vaults Edit Wiew Tools Help
ket Q
Meed more space?  Recommend a friend
Create... Lock Launch explorer iew, . Encrypt files...  Email files. ..
LR H: iw &
demo.docx
Ready UM
= The Content in the decrypted file
(O H9-u - demo - Microsoft Word - | X
=y _
~ Home Insert Page Layout References Mailings Review View
== 0 Calibri (Body) 11 - & % &
_j__j |B I U -abs x, x* ||
Paste — - Quick Change |[Editing
- F - A Aa-|A AT Styles = Styles~ | -
Clipboard ™= Font F} Styles F}
1 1 g T c1 | 2o | = 1 td |
. [
&)
Thisis demol
- AL
Page:lofl | Words:3 | LE'EE'E'E =
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= To lock a particular drive, select a particular drive and click on Lock button 2>

& Cryptex
Vaulks Edit Yiew Tools Help
e
Meed more space?  Recommend a friend
E. B Q@ B @
Create. .. Unilock: Lock Launch explorer Wi, .. Encrypt files...  Email files. ..
Y .
L8
Cryptex-de. ..
Ready

MU

= The drive locked is as shown

< Cryptex
Vaults  Edit  Wiew Tools Help
a > d A B o
Create. ., Unlock. Lock Launch explarer Wigm, ., Encrypt files...  Email files. ..
L 8
Meed more space?  Recommend a Friend
=
Hriew UM
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-

= To unlock a drive click on Unlock button ."

Page | 899

o Cryptex |:| |§| @
Vaulks Edit Yiew Tools Help
4 8

Meed more space?  Recommend a friend

a @ » ©W Q@ B

Create... Unlock, Wiew...

Y

MM

Enter Password and click Ok

Cryptex - Unlock vault

Please enter wour password bo unlock the drive

Cancel ]Lt@ ok |
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= The drive unlocked

is as shown

E=1E

| Cryptex
Waulks Edit wiew Tools Help
d a8
MNeed more space?  Recommend a Friend
- - - L‘gj G D 0y
3 LY (& - &
= s A 9 4
Create. .. Unlock: View. ..
S ' [oE,
A =
Cryptex-de...  demo.docx
Feeady UM

= To delete a Vault click on Vaults>Delete Vault

@ CCreate...
Qpen. .,

e |

w# Lock

Format...
Froperties. ..

[y

Exit

a

rrnend a friend

] x®

=

Wigw. ..

T g

Cryphex-de. ..

2

derna. docx

UM
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= (Click Yes to delete the vault

¥ Cryptex

Yaulks Edit View Tools Help

4
MNeed more

space?

Recommend a friend

2

g

W oaQ B e

Create. .. Unlack. Lock Launch explarer View. .. Encrypt files. .. Email files. ..
...... Za B8 r ~ g
A1 =
Cryptex-de...  demo.docx
Cryptex - Question
e Are you absolutely sure you would like to delete all your data in this wault?
Ready UM

=  After deleting the Vaults

& Cryptex
Vaults  Edit Wiew Tools Help
F! S

Meed mote space?

Recommend a friend

=

>

e Q % 8

Create. .. Unlock Lock Launch explorer View, . Enctypt Files..,  Email files. ..
Ready HUM
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Lab 46-03
Objective:

Use Data Protection Software is to provide security and confidentiality for data on a removable

medium.

= Inthe CEHv6 Labs CD-ROM navigate to Module 46

= Install and launch Data Protection Software program

@ Data Protection Software manager

File Service Help

I 2 8.9

Create ot Unmaunt Unrnount all

V .

Fasswond Settings

(3

Delete

Diescription | Creation time

| Last access time | Statuz | F aunt paint |

&
= (Click on Create (*j to create a new container

€ Data Protection Software manager

File Service Help
B 5 4 i
q 88 vV .G
CreyCreate a new container o Urmaurik all Faszsward Settings Delete
Dezcription | Creation time | Lazt access time | Status | b ount point |
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=  Select a desired location to save the container, click Browse

@ Create container El

Path to SWD container

| [:Brawse
Container size: |1 ﬂ kB | Default mount point: | G4 -

Container description:

Type paszword:

Cancel

Fetype passward:

=  Enter the file name and click Save

Save in: |-up Local Dizgk [E:] j I'j{ "’

[ _E IiFuns
L I S0ftwares
My Recent @gjngs
Docurnents |51 Traning session documents

m—

L

Dezktop

>

by Documents

ty Compuiter

befys Metiork: File name: |test ﬂ 51%‘3 |
Flaces
Save as bype: |????? TIIPIITITIY [Fawd) j Cancel
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@ Create container

Path to SVD container

Click on =!, select the desired size of the container

3

|E:'xtest.$v-:|

|
Browse

Container size: |1

Container description:

Default mount point: | G: =

PEEEREEETETY

Type paszword:

*

HEXXHXHRXANRRK

Re-type pazsword;

Cancel

Click on _;|, select the desired drive t

@ Create container

Fath ta S%D container

o set the Default mount point

|E:'xtest.svd

100

Container size:

=

Container description:

MB -]

HEHEHRKHREERE

Type password:

HERENRNRRNRRSE

Re-type pazsword:
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s
= (Clickon button to create a container

@ Create container [Z|

Fath to S%D' container

|E:'xtest.svd Browse

Container gize: 100 ﬂ |ME= j Default mount pnint:lH:'x -

Container description:

test container

Type pazsword:

MHMREMMNMERNRE
[ 7

e
Cancel

Re-type pazsword:

» Toimport a created container click on File>Import

@ Data Protection Software manager |._||_|r>__(|
FIEN Service  Help
reate... & ]
Mounk. .. (D - -
Ut al Setings | Daee
Creation time | Last access time Status b ount point
Delete Chrl+E
E:it Chrl+
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Click Browse

-] Input container to the mount list

Path ta 5%D container:

x]

Cancel

[ Browse |

Browse the file and click Open

Look in: | <e Local Disk [E:]

B ef E-

&l

>

by Documents

N |E'|Funs
\_‘1\5 == Softwares
M_'rl Recent Bsgngs
Documents @ Traning session documents
Desktop

by Computer
My Network File name: |test ﬂ PEN
Places
Filez of wpe: | j Cancel
Page | 906 Ethical Hacking and Countermeasures v6 Copyright © EG-Council

All Rights Reserved. Reproduction Strictly Prohibited.




Ethical Hacking and Countermeasures v6 Lab Manual EC-Council

. Click on

-] Input container to the mount list

Fath to S%D container:

|E:"-.test.svd i Browse

??\ | Cancel |
&y

=  Enter Password Click Ok

Pazzwaord:

ak., Cancel |

» File imported

@ Data Protection Software manager

File Service Help

i & 2.9

Create toLnt UnmoLnt Unmourt all Seftings Delete
D ezcription Creation time | Lazt access ime Status Fount point
test container 3.1.200817:33:18 i Unmounted < HMA

Mount List, Here presents all containers ko th
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* To mount the imported container, Right click and select Mount

@ Data Protection Software manager

File Service Help

g =

Create Mot

2 . @ v 3G

UnmoLint Unmourt all Settings Delete

D ezcription

Container info!

Creation time Lazt access ime Status M ount point
gh o |n
Safe unmount all drives

Fast unmount all drives

Change container properties

Delete conkainer From mount list

kest conkainey Unmounked < H =

»  Select the Mount point click Ok

@ Mount container

Mount point: G =] [T 0K

[ Read only Cancel

» Enter password click Ok
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Pazsword:

RERNNRERRNERS

Cancel |
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= To format the mounted container, click on File>Format

@ Data Protection Software manager |__||_|r5__(|
k reate... o &
Mount... - -
Import Unmount all Settings Delete
Safe unmount drive Chrl+U | Creation time | Last access time Status | Mount point |

Maunted

Fast unmount drive

Safe unmount all drives
Fast unmount add drives  Ckrl+A

Format. ..
Delete ChrHE
Ezit Chrl+
Conkainer info; test container Mounked @,

»  Click on =/, select the desired file system to format the drive, Click Begin

@ Format dialog, D_(|

b aunt point;
Diigk. zize:

File spstem type:
FAT

FAT
FAT 32

| 0% |
Beain Cancel |
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To unmount the drives, select the items in the list, right click and select Fast unmount all
drives

@ Data Protection Software manager,

File Service Help

SR Bic

Create b ot Linmount Unmount all Settings Delete

Description time

Last i Status tount poit

Safe unmount drive
Safe unmount all drives

Fast unmaunt drive

Fast unmount all drives

Format drive

Containet info:

tesk container Maunted Gt

= To delete a container click Delete ==

@ Data Protection Software manager.

File Serwice Help

= Z ; a- ]
TR
Delet:

Create F aavart Unmaount Unimaunt all Settings

| [escription ount point

Creation bime | Last access time | Status il

| Unmounted

Container info:

test container Unrnounted = H =

=  Browse the file and Click Ok

Delete container

Path to S%D container:

Browse

I\DK Cancel
)
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Lab 46 -04

Objective:

Use Net Profile switch Tool to store and switch between two or more network configuration sets.
. In the CEHv6 Labs CD-ROM navigate to Module 46
= Install and launch Net Profile Switch program

| Met Profile Switch

Net Profile Switcl_j]

switching between netw

Activate iﬁ Edit... E Sdve changes a Settings...

IPrurﬁIe "office” activated. Het Profile Switch can be closed.
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= To create a new profile click on New Profile

¥ Net Profile Switch

Net Profile Switcl_j

switching between netwt

Activate [ Edit.. | [5 Save changes | €} Settings..

IPruﬁIe "office” activated. Het Profile Switch can be closed.
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To set an icon for a profile, Enter the profile name select a profile icon

click OK

® New profile - edit profile

Gereral | Metwork || Froxy || Firewall || Met drives & shares ||