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Question:
“What is the difference between homeland security and homeland defense?”

—Margaret O’Leary

Answer:

‘Homeland security looks at the U.S. from (roughly) the coastal borders
inward, and homeland defense looks at a certain bit outside of the U.S.
borders outward to other countries to stop the bad guys from getting in
here in the first place. In fact, your question is an open question because
some observers argue about whether there ought to be a distinction
between homeland security and homeland defense. In some countries, they
are together called national security; that is, what we call homeland secu-
rity and homeland defense would be integrated.”

Chris Bellavital

1. Margaret O’Leary, “Graduate Homeland Security Education at Naval
Postgraduate School, The Academic Director’s Perspective, An Interview with
Dr. Chris Bellavita,” in Securitas, Vol. 3, Issue 1, January/February 2005; at:
http://www.semp.us/securitas/jan feb05.htm; accessed November 7, 2005.







Preface

A new era began for Americans on the crisp late summer morning of Tuesday,
September 11, 2001. The gruesome attacks perpetrated by the Al Qaeda pilots
starkly exposed the nation’s vulnerable underbelly to international terrorists
keen on mayhem and destruction. Many Americans discovered that they live
in a “homeland” called the United States, which at every level—individual,
household, organization, community, region, state, and nation—needed to
improve its security and defense.

This realization prompted urgent communication among countless govern-
ment and private parties about how best to achieve this goal. The use of lan-
guage to express thoughts, ideas, concepts, and feelings is as old as humanity.
Today, we draw upon the incomparable wealth of words in the English lan-
guage to provide direction, state an opinion, convey intent, express humor,
articulate an expectation, propel action, or simply share information.

As the compiler of an earlier dictionary (Lexikon: Dictionary of Health Care
Terms, Organizations, and Acronyms for the Era of Reform, Joint Commission on
Accreditation of Healthcare Organizations 1994, 1998), I was not planning to
ever again commit to the level of effort required to prepare such a work.
However, the need for this Dictionary of Homeland Security and Defense has
become evident and compelling. The lack of a single comprehensive and
authoritative source for terms belonging to the homeland security and defense
lexicon; the paucity of definitions of terms relating to homeland security and
defense, and the use of similar words in different ways among countless books,
journals, government and military documents, newspapers, Internet sites,
radio and television programs, and movies explicitly underscores this need.
The individuals who use the homeland security and defense lexicon daily are
both those in greatest need of a common language and the richest of all
resources in clarifying the words and terms that make up this language. These
individuals include law enforcement officers, firefighters, emergency
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managers, radiation specialists, military personnel, school officials, physicians,
nurses, paramedics, city managers, mayors, public information officials, public
health officials, public works officials, federal and state government officials,
researchers, laboratorians, Red Cross officials, newspeople, risk managers,
security officers, and a multitude of others who play vital roles in securing and

defending the homeland.

For more than four years, I searched for words and definitions in the homeland
security and defense literature, giving preference to well-worded definitions pro-
vided by authoritative sources, such as glossaries published by the Departments
of Defense and Homeland Security (see the Guide to the Dictionary section).
Many definitions needed shaping and crystallization, which a number of SEMP
(see below) colleagues with relevant expertise in their respective areas generously
provided. Their input has vastly improved the validity, reliability, and potential
utility of this dictionary (see Acknowledgments section).

My travels in the world of homeland security and defense lexicons occurred daily
in the course of writing hundreds of Securitas articles and Bio#s, which are pub-
lished on a continuing basis online for participants in the Suburban Emergency
Management Project or SEMP (www.semp.us). The SEMP was established in
October 2001 through an unsolicited grant from the Grace A. Bersted
Foundation. The two years of SEMP experiences funded by the grant have been
documented in two SEMP books titled The First 72 Hours: A Community
Approach to Disaster Preparedness and Measuring Disaster Preparedness (iUniverse,
2004), both of which are available from major online retailers.

The SEMP organization has energetically and persistently worked to advance
knowledge and information about local perspectives on all-hazards prepared-
ness, response, recovery, and mitigation. The Dictionary of Homeland Security
and Defense is primarily for local audiences—everyday people who live and
work in America’s villages, towns, cities, and counties, and who appreciate the
critical role of language in informing thought and action.

The Dictionary of Homeland Security and Defense provides concise definitions of
the words and terms used in the new public discourse on American homeland
security and defense. Its purposes are:

*  To document the language of homeland security and defense.

*  To clarify the meanings conveyed through this language.
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*  To provide a common reference for the words and terms of homeland
security and defense.

* To facilitate communication, and ultimately consensus, across the
realm of homeland security and defense.

*  To support the daily transactions of all those within, affected by, or
having an interest in homeland security and defense.

The timing of this dictionary could not be more opportune. As this nation’s
leaders work to reach agreement on how best to address the homeland security
and defense needs of the American people, clarity and consensus of language
becomes a necessary prerequisite to clarity of and consensus around ideas. The
nature of this work requires that groups having different backgrounds and dif-
ferent perspectives work towards a common goal of a secure and well-
defended nation. This work can only be done effectively if these groups share
a common language.

The content of The Dictionary of Homeland Security and Defense is exhaustive,
but its definitions and descriptions of words, phrases, and organizations are
not meant to be prescriptive or unyielding. Different, even competing, defini-
tions are provided, along with extensive cross and comparative referencing. In
its totality, The Dictionary of Homeland Security and Defense presents a descrip-
tion—a record—of a living, changing language.

The only certainty ahead is change, and certainly the language of homeland
security and defense will continue to change. Humans will coin new terms
even as this book goes to press, while other terms will drop from common
usage. The Dictionary of Homeland Security and Defense is, like the language
itself, a work in progress. Subsequent editions will seek to capture and docu-
ment the words, terms, phrases, and organizations that then make up the
homeland security and defense lexicon. Like homeland security and defense
itself, this is only the beginning.

Margaret R. O’Leary, MD, MBA
October 18, 2005






Guide to the Dictionary

The Dictionary of Homeland Security and Defense is a reference tailored for peo-
ple interested in how the United States is securing and defending the home-
land against terrorism. Many of the words and phrases, including homeland
security and homeland defense, were coined since the merciless September 11,
2001, attacks on unprotected U.S. civilian targets. Yet, until now, there has not
been one source that has conveniently assembled all of these words and terms
and their meanings.

The Dictionary of Homeland Security and Defense fills this gaping hole in the lit-
erature and also addresses the fundamental need to document for posterity the
rapid emergence of new concepts, places, individuals, groups, organizations,
and programs defining the greatest threat of our times—terrorism.

The Dictionary of Homeland Security and Defense is not officially affiliated with
any federal, state, or local governmental agency or any private sector entity
other than the Suburban Emergency Management Project, whose sole
objective is to advance—through education—the local perspective on disaster
preparedness, response, recovery, and mitigation. This independence is the
strength of The Dictionary of Homeland Security and Defense: its objectivity
cannot be assailed. Whenever possible, however, official government
definitions, to the extent they are available and are substantive (which they are
most of the time), have been incorporated into the text. Furthermore, a number
of local government officials, as well as individuals in the private sector, have
been queried aggressively by the editor to resolve certain definitional questions
and nuances in meaning, such as the difference between police and law
enforcement.
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Overview of Entries

American homeland security and defense language is rich in sequences of
words intended to have meaning (i.e., phrases), such as transnational terror-
ism, principal federal official, and Homeland Security Presidential
Directives. As a result, the reader will find numerous phrase-type entries in
The Dictionary of Homeland Security and Defense. These entries (with a few
exceptions) occur in the text according to the first letter of the first word of the
phrase. The definition for identity fraud, for example, is located in the I sec-
tion under identity fraud, rather than in the F section under fraud, identity.

Cross References

Entries, including names of important agencies and organizations, such as the
Department of Defense and the Department of Homeland Security, are
laboriously cross-referenced by individual words in the phrase. For example,
the reader can find following the entry threat, postulated: See postulated
threat, and following the entry attack, Tokyo sarin: See Tokyo sarin attack.

There are two reasons for this approach. First, a reader can locate an entry
knowing only one key word in a phrase. For example, if a reader is searching
for the entry concerning what happens when a thermonuclear device explodes
in the atmosphere, resulting in a voltage surge that destroys civilian communi-
cation, but can only remember the word pulse, searching The Dictionary of
Homeland Security and Defense for pulse will uncover the entry pulse, electro-
magnetic: See electromagnetic pulse. Similarly, if a reader is searching for an
entry dealing with the fictional scenario depicting a covert smallpox attack on

U.S. citizens and can only recall that Winter is in the phrase, searching for
Winter will disclose the entry Winter, Dark: See Dark Winter.

A second reason for cross-referencing multiple-word entries is that a reader
interested in a topic can find a cluster of entries sharing a common first word
that bears on that topic. For example, a reader interested in immunization will
find most of the entries offered throughout The Dictionary of Homeland
Security and Defense simply by looking under immunization, as follows:

immunization Protection of susceptible individuals from communi-
cable disease by administration of a living modified agent (as in yellow
fever), a suspension of killed organism (as in whooping cough), or an
inactivated toxin (as in tetanus). Temporary passive immunization can be
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produced by administration of antibody in the form of immunoglobulin
in some conditions. See also active immunization; antibodies; passive
immunization.

immunization, active See active immunization.
iImmunization, passive See passive immunization.

Immunization Practices, Advisory Committee on  Sec Advisory
Committee on Immunization Practices.

Immunization Program, National Se¢s National Immunization
Program.

immunization program, swine flu Ses swine flu immunization
program.

Although a strong effort was made to provide numerous cross-references for
each entry in The Dictionary of Homeland Security and Defense, the reader
should always check all possible locations for a term.

More on Cross References

A cross reference affer a definition signals that additional information can be
found at another entry. In these cases, the additional term or terms are printed
following See also at the conclusion of a definition; for example:

cyberterrorism The convergence of cyberspace, the computer-based
world of information, and terrorism. Cyberterrorism is unlawful attacks
or threats of attack against computers, networks, and the information
stored therein when done to intimidate or coerce a government or its
people in furtherance of political or social objectives. A cyberterrorism
attack results in violence against people or property, or at least causes
enough harm to generate fear. See also agroterrorism; cyberspace;
National Strategy to Secure Cyberspace; terrorism.

When additional information can be found at another entry that is the exact
or near-exact opposite in meaning to the first entry (that is, an antonym), the
term or terms is printed following Compare or Antonym at the conclusion of a
definition; for example:
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covert operations  Military, police, or intelligence activities that are
planned and executed to conceal the identity of, or permit plausible
denial by, the sponsor. They differ from clandestine operations in that
emphasis is placed on concealment for the sponsor, rather than conceal-
ment of the operation itself. Since World War II, covert operations have
become an inherent part of American foreign policy. Compare overt
operations.

Sometimes a definition may contain, where appropriate, both Compare and See
also references. In these cases, the Compare cross-reference precedes the See a/so
cross-reference; for example:

Department of Defense military mission A mission that
involves war-fighting functions, such as campaigns, engagements, or
strikes, by one or more of the services’ combat forces. The Department
of Defense (DOD) acts as the lead federal agency and executes orders
issued by the U.S. President functioning as the Commander in Chief.
The DOD performs duties under extraordinary circumstances that do
not necessarily have defined end dates. The DOD cannot reject these
missions. A military mission involves military combat capabilities that
only the DOD possesses. The two types of DOD military missions are
overseas military missions and domestic military missions. Operation
Desert Storm (1991) and Operation Iraqi Freedom (2003) are examples
of overseas military missions. Operation Noble Eagle is an example of a
domestic military mission. Ordered by the President and commanded
by the Commander, North American Aerospace Defense Command
(NORAD), Operation Noble Eagle, which is ongoing, involves combat
air patrols to identify and intercept suspect aircraft operating in the
United States. Compare Department of Defense nonmilitary mission.

See also Department of Defense; lead federal agency.

When an entry is fully defined at another location, a reference rather than a
definition is provided. This applies to abbreviations and synonyms; for exam-
ple:

federal law  See federal act.

FEMA  Se¢ Federal Emergency Management Agency (FEMA); Emer-
gency Preparedness and Response (EP&R).
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Alphabetization

All entries, including abbreviations and phrases, are alphabetized by letter
rather than word by word. Abbreviations and phrases are thus treated as single
words; for example, the entry end state follows the entry endemic. This
approach is also used for cross-referenced multiple-word entries; for example:

media, mass See mass media.

media, news See news media.

The prepositions for and of are alphabetically included in entries containing
them. All abbreviations are alphabetized within, not separately from, the main
text of The Dictionary of Homeland Security and Defense, for example,

data validity The degree to which data is a reasonable representation
of the phenomenon undergoing measurement.

DBT  See design basis threat.
death rate  An estimate of the portion of a population that dies dur-
ing a specified period.
DBT is not in an appendix or separate section consisting solely of abbrevia-
tions as is sometimes the custom.
Abbreviations

The Dictionary of Homeland Security and Defense contains entries for acronyms
and initialisms. After each entry are words to which the abbreviation refers
and a reference to the appropriate entry (or entries) where readers can find a
definition; for example:

HSPD Homeland Security Presidential Directive. See Homeland
Security Presidential Directives (HSPDs).

IAIP  See Information Analysis and Infrastructure Protection (IAIP).
ICE See Immigration and Customs Enforcement (ICE).

ICS Seeincident command system.
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County Emergency Management
Advisory Committee (June 25,
2002).

#11 Primer on Mutual Aid
Agreement (June 25, 2002).

#11a Response to #11 Mutual
Aid Agreement (June 25,
2002).

#10 Former NYC Mayor Rudy
Giuliani Coming to Benedictine
University (June 15, 2002).

#9 Intro to Incident Manage-
ment; Lecture from Illinois
Bioterrorism Summit 2002,
May 28-30, 2002-Instructor:
Joe Gasparich (June 10, 2002).

#8 Illinois Receives Bioterrorism
Grant Monies from HHS (June
10,2002).

#7 Hospital Personal Protective
Equipment (PPE) and Patient
Decontamination Equipment
Recommendations (June 4,

2002).

#6 The Chicago Dept. of Public
Health Experience from IDPH

Bioterrorism Summit 2002 (June
1,2002).

#5 The New York City Exper-
ience (May 30, 2002).

#4 Who is Tara O’Toole (May
14,2002).

#3 Understanding Public Respo-
nse to Disasters (May 13, 2002).

#2 Bioterrorism and Public
Health (May 10, 2002).

#1 Short Primer on Smallpox
(May 7, 2002).

SEMP Glossary at: http://www.semp.
us/glossary.html; accessed November
6, 2005.
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SEMP Securitas at: http://www.semp. March/April 2005 Volume 4

us/securitas.html: Issue 2

September/October 2005 Vol-
ume 4 Issue 5

Naperville Does FEMA’s Integ-
rated Emergency Management
Course; FEMA Course: Sub-
urban Community Hospital Per-
spective; RWJF’s John Lumpkin
and the Katrina Catastrophe;
Americas  Forgotten  Pandemic
Book Review.

July/August 2005 Volume 4
Issue 4

Illinois  Bioterrorism  Summit
2005; CDC Disease Detective;
Incident Command System;
Update on Advocate-Good Sam-
aritan’s Hospital.

May/June 2005 Volume 4
Issue 3

American Red Cross’ Traditional
and Non-Traditional Community
Partners; Remembering the 1985
Hijacking of TWA Flight 847,
US Marines 1983 Beirut Barr-
acks Bombing; Clearfield, Utah’s
Successful Emergency Mass
Medical Care for Meningitis
Prophylaxis; Lawsuit Prepared-
ness Following SNS Deployment
in a Public Health Emergency.

Community Indicator Project
Update; ComEd and Emergency
Preparedness; Hospital Smallpox
Vaccine Preparedness; Law Enfor-
cement Accreditation; Naperville
and FEMA.

January/February 2005 Volume
4 Issue 1

Chicago’s Eastland Disaster and
IMSA; Graduate Homeland
Security Education: = Student
Perspective (Naperville IL Police
Chief David Dial); Graduate
Homeland Security Education:
Director  Perspective ~ (Naval
Postgraduate School Dr. Chris
Bellavita); 911 Center: Opera-
tions (Naperville Police Captain
Robert Marshall); 911 Center:
Accreditation (Naperville Police
Communications Mgr Ed Leab).

October/November/December
2004 Volume 3 Issue 6

Fire Chief Bruegman Accredita-
tion Interview; Fire Chief Mullen
Accreditation Interview; The
Eagle and the Lion Book Review;
Update on Indicator Group;
Robert Wood Johnson Hospital’s
Baldrige Award.

August/September 2004 Volume
3, Issue 5

Water Supply Critical Infrastruc-
ture; Impact of Aurora Water
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Boil Order on Local Renal
Dialysis Units; Naperville Police
Chief Dial to Chair “Indicators
for Preparedness” Task Force;
SEMP Goes to Springfield,
Ilinois.

June/July 2004 Volume 3,
Issue 4

Radiation Safety at Argonne-An
Interview with Jean Sloboda;
Public Works: The 4th First-
Responder Group; Book Review:
“Cultures of Disaster” by Bankoff.

April/May 2004 Volume 3,
Issue 3

An Interview with Charles West:
Kane County Coroner; The First
72 Hours: A Community Approach
to Disaster Preparedness; Natural
Disaster Mitigation in Drinking
Water and Sewerage Systems;
Thoughts on Disaster Drills.

March 2004 Volume 3, Issue 2
Aurora’s Boil Order: The Local
Public Health Perspective: Inter-
view with Michael Isaacson and
Cindy Gross; The First 72 Hours:
A Community Approach to Disaster
Preparedness: The SEMP Antho-
logy Coming Soon; The Aurora
Boil Order: Code Green at Pro-
vena Mercy Center, Interview
with Anthony Stull; Kane Cou-
nty Health Department’s New
Epidemiologist: Interview with

Cindy Gross; Federal Action

Needed to Address Security
Challenges at Chemical Facilities.

January/February 2004 Volume
3, Issue 1

An Interview with Peter J. Smith,
Naperville's New Emergency
Preparedness Manager; What's
New with SEMP Members?
Doug Cummings’ New Mystery
Novel Deader by the Lake; SEMP
Anthology Update; 1984 Four
Scent Disaster: Release of Methyl
Isocyanate Gas in Bhopal, India;
Disaster Case Study: Chemical
Tank Explosion in High Risk
Area.

November/December 2003 Vol-

ume 2, Issue 6

Disaster Drill in Geneva;
Cherry Mine Disaster of 1909;
New Mexico Tech Explosives
Research; Roller Coaster of
Interest; SEMP  Anthology
Update; SEMP Website Info;
SEMP Anthrax BioQuicky.

September/October 2003 Vol-
ume 2, Issue 5

Next Step for SEMP; Westray
Mine Explosion; Halifax Explo-
sion of 1917; NYC—City of
Water; SEMP Plague Bio-
Quicky; Book Review: The Green
Book; New Domain for SEMP;
SEMP Botulism BioQuicky.
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July/August 2003 Volume 2,
Issue 4

SEMP Anthology Underway;
Visit to Disaster Research Center
(DRC); Book Review: Mission
Improbable: Using Fantasy Docu-
ments to Tame Disasters; SEMP
Tularemia BioQuicky; Book
Review: The Texas City Disaster,
1947.

May/June 2003 Volume 2,
Issue 3

MP Goes to Las Vegas; Fire
Chief Bruegman Visits Naper-
ville; Quarantelli Redux; Book
Review: Bioterrorism Guidelines
Jor Medical & Public Health
Management, SEMP BioQuick-
ies Initiatives Launched; SEMP
Smallpox BioQuicky; SEMP
VHF Viruses BioQuicky; Book
Review: Pox Americana: The Great
Smallpox Epidemic of 1775-82;
Kaplan Resignation.

April 2003 Volume 2, Issue 2
A.C.C.A. Spring Seminar Series
Lectures on Bioterrorism includ-
ing—Diaz: Emergency Response
in the Public Health Depart-
ment; Larson: Agroterrorism;
O’Leary: Bioterrorism History;
Botos: Bioterrorism in the Food
Industry;  Svazas:  Biological
Effects of Chemical Agents;
Hickey: Emergency Manage-
ment and Plans for Possible

Bioterrorism Incidents; Chand-
ler: Biochips for Biodefense; Also:
The Contemporary Disaster
Review Online Journal.

January/February/March 2003
Volume 2, Issue 1

A.C.C.A. Spring Seminar Series
Lecture: Hagen on Smallpox;
RML Smallpox Drill, Who is
Alan Brunacini?; A.C.C.A. Lec-
ture: Traver on Anthrax; The
Origin of the Incident Command
System; Book Review: On Top of
the World, CDH and the Carol
Stream Postal Facility Anthrax
Scare; Official Minutes of the
1/24/03 SEMP Task Force
Meeting; Book Review: American
Ground: Unbuilding the World
Trade Center.

November/December 2002 Vol-
ume 1, Issue 6

Silence is Not an Option; Media
Expectations and Hospital Res-
ponses During Disasters; The
SEMP Model: Ideals, Ideas and
Implementation; What is Prepa-
redness?; Major Incident Media
Guidelines; Manhattan Hospitals
Steadily Improve Preparedness;
Crisis Communication Lessons
from September 11; A Plume of
Smoke Over Naperville; Official
Minutes SEMP November 15,
2002, Meeting; The Emergency
Department as a High Reliability
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Organization; Bioterrorism Lec-
ture Series at Benedictine; E-
learning with WebCT Technology.

September/October 2002 Vol-
ume 1, Issue 5

Kaplan Appointment; Giuliani
on Leadership; Richards Joins
Semp; CNN’s Candiotti to
Speak; Quarantelli on September
11; September 11, 2001: A
CEO’s Story; Visit by Wiegand;
SEMP and OEM; Naperville
Municipality Tabletop Exercise.

July/August 2002 Volume 1,
Issue 4

SEMP Maintains Momentum;
Getting to Know Our Frontline
Professionals; Featured Organi-
zation: Edward Hospital; Book
Review: Bioterrorism and the
People: How to Vaccinate a City
Against Panic, Official Minutes
SEMP July 12, 2002, Meeting;
SEMP Web Site Debut.

June 2002 Volume 1, Issue 3
SEMP Continues Onward,;
SEMP Embraces Model Build-
ing; Book Review: What is a
Disaster?  Perspectives on  the
Question; Official Minutes SEMP
May 24, 2002, Meeting; Featured
Organization: Lisle-Woodridge
Fire District; Featured Speakers:
John R. Lumpkin, M.D., M.PH.,
and Enrico L. Quarantelli, Ph.D.;

Bioterrorism Summit.

May 2002 Volume 1, Issue 2
SEMP in Full Swing; Auf der
Heide Exposes Disaster Planning
Assumptions; Book Review:
Scourge: The Once & Future Threat
of Smallpox; Official Minutes
SEMP April 26, 2002, Meeting;
Featured Organization: Elmhurst
Memorial Hospital; Demogra-
phic Report; What’s Ahead in
SEMPland.

April 2002 Volume 1, Issue 1
Research Grant to Fund Sub-
urban Emergency Management
Project; Medicine’s Response to
the Threat of Bioterrorism;
Book Review: Anthrax: The
Inwvestigation of a Deadly Outbreak;
Tentative 2002 Meeting Schedule.

Shafritz, Jay M., The HarperCollins
Dictionary of American Government

and Politics. HarperCollins, 1992.

Terrorism  Research  Glossary, at:
http://www.terrorism-research.com/

glossary/; accessed October 26, 2005.

Thackray, ].R., Dictionary of Terrorism.
Routledge, 2004.

United Nations: Statistics Glossary, at:
http://unstats.un.org/unsd/
environmental/; accessed July 31, 2004.

U.S. Army Field Manual on Treatment
of Biological Warfare Agent Casualties.
July 2000.



Margaret R. O’Leary

xlv

U.S. Department of Labor Occupa-
tional Safety & Health Administra-
tion, Glossary of Respiratory Protection
Terms, at: http://www.osha.gov/SLTC/
etools/respiratory/oshafiles/glossary.
html; accessed October 26, 2005.

U.S. Department of Labor Occupa-
tional Safety & Health Administra-
tion, 7Technical Enforcement and
Assistance Guidelines for Hazardous
Waste Site and RCRA Corrective Action
Clean-up  Operations HAZWOPER
1910.120 (5)-(0) Directive Glossary, at:
http://www.osha.gov/pls/oshaweb/
owadisp.show_document?p_table=
DIRECTIVES&yp_id=3061; accessed
October 26, 2005.

Vermont Health Alert Network Defi-
nition of Terms, at: http://www.vdh.
state.vt.us/common/define.htm;
accessed July 31, 2004.

Virtual Naval Hospital, at: http://
www.vnh.org/Providers.html;
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Walter, E.V., Terror and Resistance: A
Study of Political Violence. Oxford
University Press, 1969.

Websters New International Dictionary,
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G.C. Merriam Company, 1941.
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Managing the Unexpected: Assuring
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plexity. John Wiley & Sons, 2001.

Wikipedia.org, at: http://en.wikipedia.
org/wiki/National_security; accessed
November 6, 2005.






ability 1. The characteristic of
being able to do something, such as
the ability to broadcast warning
information to those who need it or
the ability to obtain classified infor-
mation. 2. An acquired or natural
skill or talent, such as the ability to
recover and resume within the busi-
ness day and aim for a two-hour
recovery time following a wide-scale
disruption. 3. Competence to per-
form, as in the ability of the defense
sector to project and support forces
worldwide or the ability of licensed
practitioners to perform health serv-
ices during an epidemic. See also
capability; capacity; competency.

A-bomb  Short for atomic bomb, a
type of nuclear weapon. See fission
bomb; nuclear weapon.

absorbed radiation dose The
amount of energy imparted by
nuclear or ionizing radiation to a
unit mass of absorbing material. See
also dose; rad; radiation.

absorption A process by which
fluid or energy penetrates the inner
structure of another solid or liquid
material, as in an absorbed radiation

dose. Compare adsorption. See also
absorbed radiation dose; assimila-
tion; atmospheric absorption; fis-
sion.

absorption, atmospheric
atmospheric absorption.

acellular Containing no complete
cells, as in acellular vaccine. See also
acellular vaccine.

acellular vaccine A vaccine con-
taining partial cellular material as
opposed to complete cells, as in
whooping cough (pertussis) acellular
vaccine. See also vaccine.

acceptable Sufficient to satisfy
an expectation, as in acceptable
risk. See also acceptable risk.

acceptable risk In risk assess-
ment usage, the level of human and
property loss tolerated by an indi-
vidual, household, group, organiza-
tion, community, region, state, or
nation in actions taken to minimize
disaster risk; e.g., risk of flooding
may be acceptable once every 500
years but unacceptable once every
ten years. See also acceptable; prop-

erty; risk.

See
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1. The degree to which
something can be used when and
where it is needed, e.g., citizen access
to emergency medical services via 9-
1-1. See also citizen access. 2. The
ability and opportunity to obtain
knowledge of classified information,
e.g., her access to classified informa-
tion was denied. See also classified
information.

access authorization In intel-
ligence usage, the authority permit-
ting access to classified information
at a predetermined level of classifi-
cation by an individual such as an
employee who is performing gov-
ernment work and has the need to
know. Authorization for access at
one level of classified information
automatically authorizes an indi-
vidual for lower levels. Synonym:
security clearance. See also access;
authorization; need to know; secu-
rity clearance.

access, citizen  See citizen access.
access list An inventory of peo-
ple authorized to enter a controlled
area or have access to a classified
document; e.g., the revised manual
requires maintaining an access list
for Department of Energy top
secret documents. See also access;
access authority; security clearance.
accident 1. A series of events
that involves damage to a defined
system disrupting the ongoing or
future output of the system, as in
the Chernobyl Nuclear Power Plant

accommodation

account

accreditation

accident. 2. An unanticipated and
usually undesirable event, especially
one resulting in harm or damage, as
in the accidental weaponized Bacillus
anthracis release from a bioweapons
factory in Sverdlosk, Russia, in April
1979. See also Sverdlosk.

In foreign pol-
icy usage, an approach that lessens
tensions by allowing opponents in
the international system room to
maneuver into face-saving posi-
tions. Compare appeasement. See
also approach,; foreign policy.

1. A record of events
sometimes in narrative format, as in
an anecdote is a short account of
something. See also anecdote. 2. A
statement summarizing the record
of credits, debits, and other transac-
tions that have occurred and affect
assets and liabilities and past, pres-
ent, and future revenues, as in the
amount borrowed by the govern-
ment from the public or from gov-
ernment accounts. See also federal

debt.

accountability  Answerability, as

in medical control accountability
for the performance of paramedics
in the field, or the (un)accountabil-
ity of rentier state authorities to
their citizenry. See also medical con-
trol; rentier state.

A formal process
whereby an accrediting body recog-
nizes a program of study or an
organization as complying with cer-
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tain predetermined standards for a
specified period of time. The main
purpose of accreditation is assuring
the public of the quality of the
accredited organization or program.
See also compliance; certification;
Joint Commission on Accreditation
of Healthcare Organizations; licen-
sure.

accreditation, health care organ-
ization  See health care organiza-
tion accreditation.

accreditation, hospital See health
care organization accreditation.

accreditation, fire service
fire service accreditation.

accreditation, law enforcement
agency Seclaw enforcement age-
ncy accreditation.

accreditation, public health age-
ncy  See public health agency acc-
reditation.

accreditation, public safety ans-
wering point  See public safety
answering point accreditation.

accreditation, public works
public works accreditation.

acetylcholine A neurotransmitter
that is released at the ends of nerve
fibers in the somatic and parasympa-
thetic nervous systems to stimulate
muscle tissue. After release, the
acetylcholine breaks into acetate and
choline, which pass back to the first
cell to be recycled into acetylcholine
again. Some nerve gases operate by
preventing the breakdown of acetyl-

choline, causing continual stimula-

See

See

tion of the receptor cells, which leads
to intense spasms of muscles, includ-
ing the heart. See also acetylcho-
linesterase; nerve agent.

acetyicholinesterase An enzyme
that destroys the action of acetyl-
choline. Nerve agents (organophos-
phates and carbamates) combine
with acetylcholinesterase, resulting
in accumulation of acetylcholine.
Excess acetylcholine may cause
severe symptoms of poisoning, incl-
uding excessive sweating, blurred
vision, salivation, lung secretions,
urination, defecation, and seizures.
See also anticonvulsant; atropine;
nerve agent; symptom.

ACIP  See Advisory Committee on
Immunization Practices.

acquittal A judgment of a court,
based on the verdict of either a jury
or a judge, which a defendant is not
guilty of the offense that was
charged; e.g., appealing a terrorist’s
acquittal. See also court.

act A written piece of legislation
formally passed by a legislature,
such as the U.S. Congress. An act is
a bill from its introduction until its
passage by a legislature. An act
becomes a law (a formal statute)
when it is signed by (or passed over
the veto of) a chief executive, such
as the U.S. President. See also bill;
federal act.

Act, Atomic Energy  Se¢c Atomic
Energy Act of 1954 and the Energy
Reorganization Act of 1974.
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Act, Clear Air  See Clean Air Act.

Act, Communications See Com-
munications Act of 1934.

Act, Comprehensive Environ-
mental Response, Compensa-
tion, and Liability  Sec Compre-
hensive Environmental Response,
Compensation, and Liability Act.

Act, Defense Against Weapons
of Mass Destruction See Def-
ense Against Weapons of Mass Des-
truction Act.

Act, Department of Energy
Organization Act and Federal
Power See Department of Energy
Organization Act and Federal Power
Act.

Act,Economy  Sec Economy Act.

Act, Energy Policy and Conser-
vation See Energy Policy and Con-
servation Act.

Energy Reorganization Act of
1974  See Atomic Energy Act of
1954 and the Energy Reorganization
Act of 1974.

act, federal  See federal act.

Act, Federal Emergency Medical
Treatment and Active Labor
See also Federal Emergency Medical
Treatment and Active Labor Act.

Act, Freedom of Information  See
Freedom of Information Act.

Act, Goldwater-Nichols Depart-
ment of Defense Reorganiza-
tion Sec alo Goldwater-Nichols
Department of Defense Reorganiza-
tion Act of 1986.

Act, Homeland Security See
Homeland Security Act.

Act, Insurrection  See Insurrection
Act.

action, coalition
action.

action plan 1. Part of a complete,
goal-oriented strategy. Objectives
are established to meet the desired
goal, and action plans are developed
to implement the objectives. See also
incident action plan. 2. The product
of a root cause analysis that identi-
fies the strategies that an organiza-
tion intends to implement to reduce
the risk of similar undesirable events
occurring in the future. See a/so root
cause analysis.

See coalition

action plan, incident Se inci-
dent action plan.
activated charcoal An amor-

phous form of elemental carbon (no
regular atomic structure), which is
heated with steam to approximately
1,000 degrees Centigrade in the
absence of oxygen to remove resid-
ual non-carbon elements and pro-
duce a porous internal microstructure
having a high surface area. A single
gram of activated charcoal can have
400 to 1,200 square meters of surface
area, ninety-eight percent of it inter-
nal. The chemical nature of activated
carbon and its high surface area and
porosity make it an ideal medium for
the adsorption and absorption of
organic chemicals, such as nerve
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agents. See also absorption; adsorp-
tion; nerve agent.

active communications satellite.
See communications satellite.

active defense In military usage,
employment of limited offensive
action and counterattacks to deny a
contested area or position to the
enemy, such as the organizations that
execute Army active defense, span-
ning all three levels of war—strate-
gic, operational, and tactical.

active error 1. An error that
occurs at the level of the frontline
operator and whose effects are felt
almost immediately. 2. An error that
is precipitated by the commission of
errors and violations. These are diffi-
cult to anticipate and have an imme-
diate adverse impact on safety by
breaching, bypassing, or disabling
existing defenses. Symomym: active
failure.

active failure  See active error.

Active Guard and Reserve Nat-
ional Guard and Reserve members
who are on voluntary active duty pro-
viding full-time support to National
Guard, Reserve, and Active Com-
ponent organizations for the purpose
of organizing, administering, recruit-
ing, instructing, or training the Res-
erve Components. Se¢ also National
Guard.

active immunity The production
of antibodies against a specific dis-
ease by the immune system, as in
active immunity to smallpox. Active

immunity (protection) can be acqu-
ired by contracting the disease or
through vaccination. Compare pas-
sive immunity. See also antibodies;
host; immunity.

active immunization Administr-
ation of a vaccine, such as smallpox
vaccine or tetanus toxoid, to stimu-
late the host organism’s immune
system to develop immunity (pro-
tection) against a specific pathogen.
As of January 1999 in the U.S., vac-
cines were available for the follow-
ing potential biological warfare
agents: anthrax, Argentine hemor-
rhagic fever, botulinum toxin, plague,
Q_fever, Rift Valley Fever, smallpox,
tularemia, Venezuelan equine ence-
phalitis (VEE), and yellow fever. See
also Category A agents; Category B
agents; Category C agents; chemo-
prophylaxis; immunization; tularemia.

activism, judicial See judicial
activism.

activities, counterintelligence
See counterintelligence activities.

activities, pattern of  See pattern
of activities.

activities, public health  Sec pub-
lic health activities.

Act, Maritime Transportation Sec-
urity See Maritime Transportation

Security Act.

Act, National Emergencies  See
National Emergencies Act.

Act, National Security See Nat-
ional Security Act.
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Act, Natural Gas Policy See Nat-
ural Gas Policy Act.

Act, Occupational Safety and
Public Health  Se¢ Occupational
Safety and Public Health Act.

Act of Congress A statute or law
passed by the U.S. Congress and
signed (or passed over the veto of)
the U.S. President. All of the acts
passed by the Congress are pub-
lished in chronological order accord-
ing to term and session of Congress
in the United States Statutes-At-
Large. The statutes are organized by
subject in the United States Code. See
also federal act; United States Code.

Act of God 1. A natural occur-
rence beyond human control or
influence, e.g., hurricane, earth-
quake, flood. 2. Fatalistic reason for
avoiding hazard vulnerability and
risk reduction behaviors. See also
disaster reduction; risk reduction;
vulnerability reduction.

Act of 1950, Defense Production
See Defense Production Act of 1950.

Act of 1973, Emergency Medical
Services System Sec Emerge-
ncy Medical Services System (EMSS)
Act of 1973.

Act of 1974, Disaster Relief
Disaster Relief Act of 1974.
Act, Oil Pollution See Oil Pollu-

tion Act of 1990.

Act, Ports and Waterways Safety
See Ports and Waterways Safety Act.

Act, Posse Comitatus Sec Posse
Comitatus Act.

See

Act, Powerplant and Industrial
Fuel Use Sec Powerplant and
Industrial Fuel Use Act.

Act, Public Health Security and
Bioterrorism Preparedness and
Response Sez Public Health Sec-
urity and Bioterrorism Preparedness
and Response Act.

Act, Public Health Service S
Public Health Service Act.

Act, Robert T. Stafford Disaster
Relief and Emergency Assist-
ance See Robert T. Stafford Dis-
aster Relief and Emergency Assistance
Act.

acts, hostile See hostile acts.

Act, Terrorism Risk Insurance
See Terrorism Risk Insurance Act.

Act, Trauma Care Systems Plan-
ning and Development Act  Se-
Trauma Care Systems Planning and
Development Act of 1990.

Act, Veterans Affairs Emergency
Preparedness Act  Sec Veterans
Affairs Emergency Preparedness Act
of 2002.

acute 1.Inmedicine, pertainsto a
health condition or effect that is of
sudden onset, often brief, and
sometimes severe, as in cutaneous
radiation syndrome. 2. Keenly per-
ceptive or discerning, as in acutely
aware. 3. Reacting readily to stimuli
or impressions, as in acute hearing.
Compare chronic. See also acute con-
dition; acute effect; acute exposure;
acute health effect; acute radiation

syndrome.
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acute condition In medicine, a
type of illness, injury or health con-
dition of relative brief duration, e.g.,
one that that ordinarily lasts less
than three months, was first noticed
less than three months previously,
and was serious enough to have had
an impact on behavior. See also
acute; condition.

acute effect A symptom of short-
term exposure to hazardous materials,
e.g., browning of the skin following
intense radiation exposure. See ako
acute; effect; symptom.

acute exposure Contact with a
substance that occurs once or for
only a short time, as in an acute
radiation exposure. Compare chronic
exposure. See also exposure.

acute health effect A health
effect resulting from short-term
exposure to a substance, such as a
toxicological or radiological haz-
ardous material. Compare chronic
health effect. See also acute; adverse
health effect; effect; health effect.

acute radiation syndrome A
serious illness that occurs when
most or all of the body receives a
high dose of radiation usually over a
short time. Many survivors of the
Hiroshima and Nagasaki atomic
bombs in the 1940s and many of
the firefighters who first responded
after the Chernobyl Nuclear Power
Plant accident in 1986 became ill
with acute radiation syndrome

(ARS). People exposed to radiation

develop acute radiation syndrome
only if: 1. the radiation dose was
high; 2. the radiation was penetrat-
ing; 3. the person’s entire body, or
most of it, received the dose, and 4.
the radiation was received in a short
time, usually within minutes. The
first symptoms of ARS typically are
nausea, vomiting, and diarrhea,
which start within minutes to days
after the exposure, last for minutes
up to several days, and may come
and go. The person usually looks
and feels healthy for a short time
after which he or she becomes sick
again with loss of appetite, fatigue,
fever, nausea, vomiting, diarrhea,
and even seizures and coma. This
stage lasts from a few hours up to
several months. People with ARS
usually have some skin damage,
such as swelling, redness, and hair
loss, which can start to show within
a few hours after exposure. The
chance of survival for people with
ARS decreases with increasing radi-
ation dose. Most people who do not
recover from ARS will die within
several months of exposure. The
cause of death in most cases is the
destruction of the person’s bone
marrow, which results in infections
and internal bleeding. For the
survivors, the recovery process may
last from several weeks up to two
years. Synonym: radiation sickness.
See also cutaneous radiation syn-
drome; gamma radiation; symptom.
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adaptation A change in the beha-
viors or structures of an organism or
a social system that facilitates adjust-
ment to changes in the environment;
for example, a community’s adapta-
tion to terrorist tactics. See also sur-
vivability.

additive effect The effect of two
things acting together in such a way
that acting together is the simple
sum of the effects of the two things
acting independently; e.g., the over-
all health effect of two chemicals
acting together, which is the simple
sum of the effects of the chemicals
acting independently.  Compare
antagonistic effect. See also effect;
health effect.

adjudication The process by
which a judge or other arbiter
examines evidence and argumenta-
tion to come to a decision that
determines rights and obligations
between the parties involved; e.g.,
the detention and adjudication of
illegal aliens apprehended for ter-
rorist ties or visa adjudication. See
also reasoning; visa adjudication.

adjudication, visa  See visa adju-
dication.

administer To manage, conduct,
direct, or superintend the execution
of a thing, such as a medication or a
social entity, such as an office, a pro-
gram, or an institution, as in admin-
ister a public program. See also
administration.

administration 1. The act or
process of managing, conducting,
directing, or superintending the
execution of an office, program,
organization, or other entity, partic-
ularly in the government. 2. The
people collectively who are manag-
ing an organization, business, or
other entity, especially those
entrusted with the execution of laws
and the superintendence of public
affairs. 3. The term during which
an administrative officer or body
holds office, as in the current presi-
dential administration. 4. The act
or process of conducting a medical
intervention, as in vaccine adminis-
tration.

Administration Bioterrorism Pre-
paredness Grant, Health Resour-
ces and Services Sec Health
Resources and Services Administra-
tion (HRSA) Bioterrorism Prepa-
redness Grant.

Administration, Federal Aviation
See Federal Aviation Administration.

Administration, Food and Drug
See U.S. Food and Drug Administra-
tion.

Administration, Health Resources
and Services Sec Health Resour-
ces and Services Administration.

Administration, National Aero-
nautics and Space See National
Aeronautics and Space Administra-
tion.
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Administration, National Oceanic
and Atmospheric Sec National
Oceanic and Atmospheric Admini-
stration.

Administration no-fly list, Tran-
sportation Security  See Tran-
sportation Security Administration
no-fly list.

Administration, Occupational Saf-
ety and Health Sez Occupational
Safety and Health Administration.

administration, public  See pub-
lic administration.

Administration Secure Flight,
Transportation Security See
Transportation Security Admini-
stration Secure Flight.

Administration selectee list, Tran-
sportation Security See Tran-
sportation Security Administration
selectee list.

Administration, Transportation
Security  See Transportation Sec-
urity Administration.

Administration, U.S. Fire Se
U.S. Fire Administration.

Administration, U.S. Food and
Drug See U.S. Food and Drug
Administration.

adsorption 1. A process by which
inorganic (e.g., molecules of gas, liq-
uid) or organic (e.g., virus) sub-
stances adhere to, but do not
penetrate, the surface of another
substance. 2. The use of solids for
removing substances from either
gaseous or liquid solutions, as in
using activated carbon for removing

nerve gases from the battlefield.
Compare absorption. See also attenu-
ation; nerve agent.

adulterated food The condition
of a food if it bears or contains any
poisonous or deleterious substance
in a quantity sufficient to injure
health; bears or contains added poi-
sonous or deleterious substance for
which no safe tolerance has been
established; consists in whole or
part of any filthy, putrid, or decom-
posed substance, or if it is otherwise
unfit for human consumption; has
been processed, prepared, packed,
or held under unsanitary condi-
tions, whereby it may have become
contaminated with filth, or whereby
it may have been rendered injurious
to health, or is in a container com-
posed in whole, or in part, of any
poisonous or deleterious substance
which may render the contents
injurious to health. See also food
poisoning; poison; potentially haz-
ardous food.

advanced life support Emer-
gency medical care for sustaining
life, including defibrillation, airway
management, and administration of
medications. Compare basic life sup-
port.

advanced life support ambu-
lance An ambulance service
capable of delivering advanced
skills, such as intravenous cannula-
tion and drug administration, per-

formed by qualified emergency
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medical services providers. See also
advanced life support.

advanced practice nurse A
nurse who has had advanced educa-
tion and has met clinical practice
requirements beyond the two to
four years of higher education
required for all registered nurses.
Advanced practice nurses include
nurse practitioners, nurse-mid-
wives, clinical nurse specialists, and
nurse anesthetists. All advanced
practice nurses require continuing
education and other requirements
(such as periodic reexamination) to
maintain their credentials. See also
credentials; nurse practitioner; reg-
istered nurse.

advance team, EMAC See EMAC
advance team.

advection The transport of mat-
ter by motion of the medium in
which it is contained. The most
common transport medium is the
flow of a fluid, as in simulation of
advection, dispersion, and chemical
reactions of contaminants in ground-
water flow. See also transport.
adversary An opponent, as in a
cyberterrorist adversary who is a
real threat to modern information
systems and about whom very little
is known. See also cyberterrorism;
enemy.

Adversary Capabilities List  See
design basis threat.

adverse health effect An unde-
sirable or unwanted change in body

aerosol

function or cell structure caused by
an agent or substance. Se¢ also acute

health effect; chronic health effect;
effect; health effect.

Advisory Committee on Immuni-

zation Practices (ACIP) A panel
of ten experts who make recom-
mendations on the use of vaccines
in the United States. Representatives
of the Centers for Disease Control
and Prevention, Food and Drug
Administration, National Institutes
of Health, American Academy of
Pediatrics, American Academy of
Family Physicians, American Medi-
cal Association, and other organiza-
tions advise the panel about current
issues. The recommendations of the
ACIP guide immunization practice
at the federal, state, and local levels.
See also U.S. Food and Drug Admi-

nistration; vaccine.

Advisory Council, Homeland Sec-

urity See Homeland Security Advi-
sory Council.

aeromedical evacuation The mov-

ement by air transportation of
patients under medical supervision
to and between medical treatment
facilities. See also aviation; evacua-
tion.

1. A system of solid or
liquid particles suspended in a
gaseous medium, as in aerosolized
anthrax. 2. Particles of breathable
size generated by both humans (as
in sneezing and coughing) and envi-
ronmental sources (as in laboratories
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where specimens are manipulated),
which have the capability of remain-
ing viable and airborne for extended
periods in the indoor environment.
See also biological safety cabinet.
aerosolization The production
of an aerosol, ie., a fine mist or
spray containing tiny particles, as by
sneezing or by procedures in the
laboratory. See also aerosol; biosafety
cabinet; hantavirus pulmonary syn-
drome.
aerospace 1. Pertaining to earth’s
envelope of atmosphere and the
space beyond it. 2. The atmosphere
and space beyond it that are consid-
ered as a single realm for activity in
launching, guidance, and control of
vehicles that travel in both entities.
See also acrospace defense.
aerospace control operations
In the military, the employment of
air forces, supported by ground and
naval forces, as appropriate, to
achieve military objectives in vital
aerospace areas. Such operations
include destruction of enemy aero-
space and surface-to-air forces,
interdiction of enemy aerospace
operations, protection of vital air
lines of communication, and the
establishment of local military supe-
riority in areas of air operations. See
also interdiction; operations.
aerospace defense 1. All defen-
sive measures designed to destroy or
nullify attacking enemy aircraft and

missiles and also negate hostile space

systems. 2. An inclusive term
encompassing air defense, ballistic
missile defense, and aerospace
defense. See also acrospace; defense;
North American Aerospace Defense
Command.

Aerospace Defense Command,
North American  Sec North Ame-
rican Aerospace Defense Command.

Affairs, Bureau of Consular See
Bureau of Consular Affairs.

Affairs Emergency Preparedness
Act of 2002, Veterans  See Veter-
ans Affairs Emergency Preparedness
Act of 2002.

affairs, public  See public affairs.

after-action report A professional
document developed in partnership
with participants in a process, such as
a disaster exercise, which involves
evaluators, sponsoring agencies, and
key participants, as from federal,
state, and local agencies. It provides a
historical record of findings and
forms the basis for refinements to
plans, policies, procedures, training,
equipment, and overall preparedness
of an entity. The document describes
the process, preliminary observa-
tions, major issues, and recommen-
dations for improvements. See also
after-action review.

after-action review A professional
discussion of a process, such as a disas-
ter exercise, which focuses on per-
formance standards and enables
participants to discover for themselves

what happened, why it happened, and
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how to sustain strengths and improve
weaknesses. It is a tool leaders, train-
ers, and units can use to get maximum
benefit from every mission or task. See
also after-action report; mission.
afterwinds Wind currents caused
by a nuclear explosion, which point
toward the burst center and result
from an updraft accompanying the
rise of the fireball. See also blast.
Age, Information  See Information
Age.
agencies, combat support
combat support agencies.
agencies, federal law enforce-

See

ment See federal law enforce-
ment agencies.
agency 1. A division of govern-

ment with a specific function offer-
ing a particular kind of assistance, as
in the Federal Emergency Manage-
ment Agency or the Central Intellig-
ence Agency. 2. A business or service
authorized to act for others, as in an
employment agency. See also assisting
agency; supporting agency.

agency accreditation, law enfor-
cement Seclaw enforcement agency
accreditation.

agency, assisting Sec assisting

agency.

Agency, Central Intelligence  See
Central Intelligence Agency.

agency, coordination entity,

multi-  See multi-agency coordi-
nation entity.

agency, coordination, inter-
interagency coordination.

See

agency, emergency manage-
ment See emergency manage-
ment agency.

Agency, Environmental Protec-

tion See Environmental Protec-
tion Agency.
agency, federal Se federal agency.

Agency, Federal Emergency Man-
agement Sce Federal Emergency
Management Agency.

agency, intelligence
ence Community.

Agency, National Security  See
National Security Agency.

Agency for Toxic Substances and
Disease Registry (ATSDR) A
federal public health agency and
part of the Public Health Service in
the U.S. Department of Health and
Human Services, which was created
by federal legislation in 1980 to pre-
vent exposure and adverse human
health effects and diminished qual-
ity of life associated with exposure
to hazardous substances from waste
sites, unplanned releases, and other
sources of pollution present in the
environment. Through its programs,
including surveillance, registries,
health studies, environmental health
education, and applied substance-
specific research, and by working
with federal, state, and local govern-
ment agencies, ATSDR acts to pro-
tect public health. See also public
health; Public Health Service.

agency, law enforcement
law enforcement agency.

See Intellig-

See
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agency, lead  Seelead agency.

agency, lead federal See lead
federal agency.
agency, primary Sec primary

agency.

agency, public  See public agency.

agency, public health  See pub-
lic health agency.
agency representative In natio-

nal incident management system
activities, a person assigned by a pri-
mary, assisting, or cooperating fed-
eral, state, local, or tribal government
agency or private entity who has been
delegated authority to make deci-
sions affecting that agency’s or orga-
nization’s participation in incident
management activities following
appropriate consultation with the
leadership of that agency. See also
agency; National Incident Manage-

ment System.

agency, support See support
agency.

agency, voluntary  See voluntary
agency.

agent 1. An infectious microor-

ganism such as a virus, bacterium,
parasite, or other microbe, or a phys-
ical (radiation) or chemical (nerve
agent) cause of disease. Synonym:
agent of disease. Se¢ also agent of
disease; biological agent; chemical
agent. 2. A person authorized to act
on behalf of another, as in a border
patrol agent. 3. In intelligence usage,
a person who is recruited, trained,
controlled, and employed to obtain

and report information, as in a covert
agent with the Central Intelligence
Agency.

agent antidote, nerve
agent antidote.

agent, bacterial
agent.

agent,
agent.

agent, biological warfare
biological warfare agent.

agent, blister  See blister agent.

agent, blood  See blood agent.

agent, border patrol  Sec border
patrol agent.

agent, chemical
agent.

agent classifications, biological
warfare See biological warfare
agent classifications.

agent, covert  See covert agent.

agent, covert release of a bio-
logical Sec covert release (of a
biological agent).

agent cumulative action, chemi-
cal Se¢ chemical agent cumula-
tive action.

agent, designated planning  See
designated planning agent.

agent, disaster  Sce disaster agent.

agent identification methods,
biological warfare Ses biolog-
ical warfare agent identification
methods.

agent, industrial
agent.

agent of disease

See nerve
See bacterial
biological See biological

See

See chemical

See industrial

See agent.
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agents, Category A  Sec Category

A agents.

agents, Category B Sec Category
B agents.

agents, Category C  Sec Category
C agents.

agents, choking Ses choking
agents.

agents/drugs for influenza, anti-
viral  See antiviral agents/drugs for
influenza.

agents, viral  See viral agents.

agent, toxic chemical See toxic
chemical agent.

agent, toxin  See toxin agent.

aggregate 1. The quantity or
mass obtained as a result of adding
together, as in aggregate data. 2.
The act or process of bringing
together resulting in increased mass
or quantity, as in general practition-
ers taking part in aggregate surveil-
lance for a disease outbreak. See also
aggregate surveillance.

aggregate surveillance In pub-
lic health medicine, the surveillance
of a disease or health event by col-
lecting summary data on groups of
cases, €.g., medical practitioners tak-
ing part in surveillance schemes are
asked to report the number of cases
of specified diseases seen over a spec-
ified period of time. See also aggre-
gate; surveillance.

aggression 1.The act or process
of attacking, as in the use of armed
force by a state against the sover-
eignty, territorial integrity, or politi-

cal independence of another state,
or in any other manner inconsistent
with the Charter of the United
Nations. Se¢ also Department of
Defense; homeland defense. 2.
Hostile or destructive behaviors or
actions, as in the schoolboys’
aggression was worrisome.
agitation A mental state of extreme
emotional disturbance, as in the pris-
oner’s agitation in disrobing. See alo
anxiety; panic.
agree 1. To accede. 2. To come to
an understanding. See also agree-
ment.
agreement 1. Accord. 2. An
arrangement between parties reg-
arding a course of action, as in
mutual aid agreement or memoran-
dum of agreement. Se¢ also mutual
aid agreement.
agreement, mutual
mutual aid agreement.
agreement, master mutual aid
See master mutual aid agreement.
agreement, memorandum
memorandum of agreement.
agricultural laboratory net-
works Laboratory capabilities
overseen by the U.S. Department of
Agriculture (USDA) that operate in
a manner akin to the Laboratory
Response Network implemented by
the Centers for Disease Control
and Prevention to manage human
public health emergencies. To
increase early warning and moni-

toring capabilities, the USDA cre-

aid See

See
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ated agricultural laboratory net-
works to integrate existing federal,
state, and university laboratory
resources. These networks link lab-
oratories that screen for animal,
plant, and human health diseases
across the nation and provide diag-
nostic surge capacity for disease
outbreaks. Within each network,
the laboratories use standardized
diagnostic protocols and procedures
to provide users with consistent
results. The National Animal Health
Laboratory Network originally con-
sisted of twelve state and university
veterinary laboratories nationwide,
but now has expanded to forty-
seven laboratories in thirty-nine
states surveying domestic and for-
eign animal diseases. The National
Plant Diagnostic Laboratory Network
consists of five laboratories located
at land grant universities. When
these network laboratories find pos-
itive test results for foreign diseases,
USDA’s own federal laboratories in
Ames, Iowa; Plum Island, NY, and
Beltsville, MD, conduct their own
diagnostic tests to confirm results.
See also Department of Agriculture;
Laboratory Response Network;
National Veterinary Stockpile; out-
break; Plum Island Animal Disease
Center; survey.

agricultural zone A Iland-use
classification for a district suitable
for farming and agricultural pur-
suits, including cultivation of land,

agriculture

fruit raising, truck farming, live-
stock production, dairying, poultry
raising, tree farms, and all uses that
come under the category of forestry
uses. See also agriculture; rural.
Horticulture; the cul-
tivation of food, fiber, or timber, or
the grazing or pasturing of livestock.
Agriculture ranks among the most
hazardous industries. Farmers are at
high risk for fatal and nonfatal
injuries, work-related lung diseases,
noise-induced hearing loss, skin dis-
eases, and certain cancers associated
with chemical use and prolonged
sun exposure. Farming is one of the
few industries in which the families
(who often share the work and live
on the premises) are also at risk for
injuries, illness, and death. See a/so
agroterrorism; food; rural.

agriculture incident annex, food

and  Seefood and agriculture inci-
dent annex.

Agriculture, U.S. Department of

See Department of Agriculture, U.S.

agroterrorism  The malicious use

of plant or animal pathogens to
cause devastating disease in the
agricultural sector. It may also take
the form of hoaxes and threats
intended to create public fear of
such events. Se¢ also agriculture; ter-
rorism.

aid 1. To help or assist, as in fire

departments providing mutual aid
to other fire departments that are
overwhelmed with an incident. 2.
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The act or result of helping or pro-
viding assistance, as in the evacuees
appreciated the aid they received. 3.
An assistant or helper, as in nursing
aid. 4. A device that assists, as in a
hearing aid.

aid agreement, mutual  Sec mutual
aid agreement.

aid agreement, master mutual
See master mutual aid agreement.

aid, automatic  See automatic aid.

aid, mutual See mutual aid.

aid, regional mutual  See regional
mutual aid.

aid, statewide mutual See state-
wide mutual aid.

air The (normally) colorless, odor-
less, and tasteless mixture of nitro-
gen (approximately seventy-eight
percent) and oxygen (approximately
twenty-one percent) gases, accom-
panied by smaller amounts of car-
bon dioxide, hydrogen, neon,
helium, and other gases, which con-
tains varying amounts of moisture
and particulate matter and envelops
the earth. See also ambient air;
atmosphere.

Air Act,Clean  Se¢e Clean Air Act.

air, ambient See ambient air.

air ambulance An aircraft con-
figured, staffed, and equipped to
provide for transport of sick and
injured people, and which is
licensed or otherwise approved by
the state in which it operates. See
also aircraft; air medical transport;
ambulance.

airborne 1. Carried by or through

the air, as in the SARS virus. 2.
Transported in aircraft. 3. In flight;
flying, as in the airborne supplies.

airborne disease Transmission

of an infectious agent by nasopha-
ryngeal discharges and by respira-
tory secretions, through coughing
and sneezing, though it may also be
conveyed through close contact. See
also aerosol; airborne infection; air-
borne precautions.

airborne infection A mecha-

nism of transmission of an infec-
tious agent by particles, dust, or
droplet nuclei suspended in the air.
See also airborne disease; transmis-
sion of infection.

airborne precautions Isolation

precautions consisting of standard
precautions plus: 1. patient place-
ment in a negative air-pressure
room with at least six air changes
per hour, and filtering air before it is
discharged from the room; 2. use of
respiratory protection by other peo-
ple when entering the room; 3.
movement and patient transport
limitation; and 4. patient mask use
when moved out of the room. See
also contact precautions; droplet
precautions; infection control pre-
cautions; isolation; isolation precau-
tions; negative pressure; standard
precautions.

airborne radioactivity Radio-

active particulates and gases sus-
pended in the atmosphere that pose
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a threat to breathing because of the
potential for internal contamina-
tion. Se¢ also airborne; alpha-parti-
cle radiation; radioactivity.
airborne transmission A means
of spreading infection when a sus-
ceptible host inhales airborne droplet
nuclei, defined as the particle residue
of evaporated droplets less than five
micrometers 1in size containing
microorganisms that remain sus-
pended in air for long periods of
time. See also host; transmission of
infection.

airburst (air burst) A nuclear
weapon explosion above the surface
of the earth, as distinguished from
an explosion on contact with the
surface or after penetration. Because
the fireball does not reach the
ground and does not pick up any
surface material, the radioactivity in
airburst fallout is relatively insignifi-
cant compared with a surface burst.
See also nuclear fallout; surface burst.
airburst, nuclear Sec nuclear
airburst.

air-cleaning system A device
or combination of devices applied
to reduce the concentration of air-
borne contaminants, e.g., microor-
ganisms, dusts, fumes, aerosols,
other particulate matter, and gases.
See also effective leakage area.

air conditioner/heater Specia-
lized climate-controlled equipment
used to support cooling and/or
heating requirements within enclosed

air defense

air force

structures such as schools, malls,
offices, and tent settings. It requires
mobilization to the desired site and
set-up requirements, such as power
hookup and duct installation. See also
effective leakage area.

aircraft A machine or device,

such as an airplane, helicopter,
glider, or dirigible, which is capable
of atmospheric flight. See also air
ambulance; airport; atmosphere;
helicopter; remote sensing; ship.

aircraft hijacking The takeover

of an aircraft by one or more people,
usually armed, who use passengers
as hostages to obtain transport to a
given location, obtain the release of
imprisoned comrades, obtain a ran-
som, or turn the aircraft into a mis-
sile. Airport security works to
decrease the probability of hijacks
by screening passengers and screen-
ing passengers for weapons. See also
airport security; hijacking; trans-
port.

All defensive meas-
ures designed to destroy attacking
enemy aircraft or missiles in the
earth’s envelope of atmosphere, or
to nullify or reduce the effectiveness
of such attack. See also atmosphere;
defense.

A military organization
that primarily operates in air-based
war and consists of a combination
of fighters, bombers, helicopters,
and other aircraft. Many air forces
are also responsible for operations
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of military space and communica-
tions equipment. See also opera-
tions; U.S. Air Force.

Air Force, U.S. See U.S. Air Force.

Air Force Reserve Command,
U.S. See U.S. Air Force Reserve
Command.

air marshal An armed federal
law enforcement officer assigned to
prevent and interdict air piracy and
acts of terrorism involving commer-
cial aircraft. Synonym: sky marshal.
See also Federal Air Marshal Service.

Air Marshal Service, Federal Se
Federal Air Marshal Service.
air medical transport Emergency

transport via aircraft from the scene
of an injury or illness (primary
transport), or between facilities
(interfacility; secondary transport).
See also air ambulance; medical
transport; transport.

Air National Guard, U.S. SecU.S.
Air National Guard.
Air Operations Center  Sec Che-

yenne Mountain.

airport  Any runway, land area, or
other facility designed or used
either publicly or privately by any
person for landing and takeoff of
aircraft, including all necessary taxi-
ways. Airport is further defined as
aircraft storage and tie-down areas,
hangars, and other necessary build-
ings appurtenant to a public airport.
See also aircraft; airport hazard; air-
port hazard area.

airport hazard  Any structure such
as a tree or use of land that obstructs
the airspace required for the flight of
aircraft in landing and takeoff at an
airport or is otherwise hazardous to
landing or taking off of aircraft. See
also aircraft; airport; airport hazard
area.

airport hazard area  Any area of
land or water upon where an airport
hazard might be established. See a/so
airport; airport hazard.

airport security The methods
used to protect airports from crime
and terrorism. Most large airports
have their own police force, security
guards, and, increasingly, soldiers to
protect the airport from threats.
Airports are attractive terrorist tar-
gets because large numbers of peo-
ple congregate in small areas. U.S.
airport security is provided by the
Transportation Security Admini-
stration, Department of Homeland
Security. See also aircraft hijacking;
airport; September 11, 2001; secu-
rity; Transportation Security Admi-
nistration.

air purifying respirator A res-
pirator with an air-purifying filter,
cartridge, or canister that removes
specific air contaminants by passing
ambient air through the air-purify-
ing element. Se¢ also ambient air;
respirator.

air quality The degree to which
air is free of undesirable health-

related and unwanted visible features
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(dirt, smog). This information is
mostly acquired for specific harmful
matter in the air, including bioterror-
ism agents. See also autonomous
detection system; BioWatch; Envi-
ronmental Protection Agency.

alarm procedure

A means of
alerting concerned parties to a dan-
ger. Various optical and acoustical
signals of alarm include flags, lights,
sirens, horns, radio, television,
Internet, facsimile machine, and

air quality, indoor  See indoor air

quality.
airlift 1. A system of transporting

telephone. Se¢ also alarm; warning.
Alawis An ethnic identity group
of approximately 1.3 million people

troops, civilian passengers, or sup-
plies by air, as in an emergency or
when surface routes are blocked, as
during the week following Hurricane
Katrina landfall on August 29, 2005.
2. A flight transporting troops, civil-
ian passengers, or supplies. See also air
search and rescue team.

air search and rescue team A
team composed of public safety
professionals and volunteers who
provide airlift and other special
services to locate and save people
believed to be in danger of perish-
ing. See also airlift; search and res-
cue; Federal Emergency Management
Agency

ALARA  Sec As Low As Reasonably
Achievable.

alarm 1. Sudden fear caused by
the realization of danger. 2. A
warning device that warns of exist-
ing or approaching danger, as in the
alarm went off in the U.S. Postal
Service facility indicating the pres-
ence of an undesirable pathogen. 3.
To frighten, as in the news of arson
alarmed her. See also alarm proce-
dure; warn; warning.

living in the Alawi Mountains, the
city of Latakia, and elsewhere in
Syria. Alawis’ faith is sometimes
considered an offshoot of Shi’a
Islam and sometimes religious syn-
cretism (combining and fusing ele-
ments of cults and creeds of
disparate and remote origins).
Alawis reject Islam’s sacred law, the
Shari’a, which frees them to partake
in activities strictly forbidden by
Islamic doctrine. Alawis avoid
Islamic sanitary practices, dietary
restrictions, and religious rituals.
Likewise, they pay little attention to
the fasting, almsgiving, and pil-
grimage ceremonies of Sunni Islam;
indeed, they consider the pilgrim-
age to Mecca a form of idol wor-
ship. They have no prayers or places
of worship and no religious struc-
tures other than tomb shrines.
Prayers take place in private houses,
usually those of religious leaders.
Famous Alawis include Hafiz al-
Asad, President of Syria (1971-2000)
and his son Bashir, current president
of Syria. Synonym: Nusayris. See also
Ba'ath Party (Syria); ethnic identity
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group; Hafiz al-Asad; religious syn-
cretism; Shi’a Islam.

alderman A member of a city
council. Aldermen usually represent
city districts (often called wards)
and work with the mayor to run city
government. See also city council.

alert 1. Condition of heightened
watchfulness and readiness for
action, as in the country was on
high alert for a terrorist attack. 2. A
warning whose purpose is to raise
level of attentiveness to danger. 3. A
signal, such as a sound or flashing
light, which warns of peril, as in the
Emergency Alert System. See also
Emergency Alert System; hazard;
warning.

Alert and Warning System, Inte-
grated Public Sec Integrated
Public Alert and Warning System.

alerting system A system to
raise the level of attentiveness to
danger, e.g., the Emergency Alert
System. Synomym: public safety
warning system. See a/so Emergency
Alert System; system.

Alert System, Emergency  See
Emergency Alert System.

algorithm A rule or procedure for
a task or solving a problem.

algorithm, triage  See triage algo-
rithm.
alias An assumed name, as in the

Millennium bomber used a fake
Canadian passport under the alias
of Benni Noris in his failed attempt
to enter the United States.

alien 1. One owing allegiance to
another state. 2. A foreign-born
resident of a country in which he or
she does not possess the privileges
of a citizen, as in an non-natural-
ized alien. Syrnonym: noncitizen. See
also foreign national; green card,
immigrant alien; resident alien.

alien, immigrant  Se¢ immigrant
alien.

alien, resident Seecresident alien.

Al Jazeera An Arabic Qatar-based
television station founded in 1996
with funding from the emir and
known for its exclusive interviews and
other footage, frequently rebroadcast
in Western media outlets, from peo-
ple such as Osama bin Laden. See a/so
media.

allergy Hypersensitivity of the
body’s immune system in response
to exposure to specific substances
(antigens), such as drugs or vac-
cines, resulting in pathological con-
ditions in predisposed people. See
also antigen.

all-hazards approach A con-
ceptual and management approach
that uses the same set of manage-
ment arrangements to deal with all
types of hazards (natural, man-
made, complex). Se¢ also approach;
complex hazard; hazard; natural
hazard.

all-hazards preparedness Read-
iness for all types of hazards (natu-

ral, man-made, complex). See also
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hazard; national preparedness; pre-
paredness.

all-hazards warning The abil-
ity to broadcast emergency informa-
tion to the public before, during, and
after disasters, for example, via the
NOAA Weather Radio All-Hazards
Network. Advocates of all-hazards
warning systems seek interoperabil-
ity among warning systems, stan-
dardized terminology, and operating
procedures in order to provide emer-
gency alerts that reach the right peo-
ple, in a timely manner, in a way that
is meaningful and understood by all.
See also Emergency Alert System;
interoperability; NOAA weather
radio; NOAA Weather Radio All-
Hazards Network.

All-Hazards Network, NOAA Wea-
ther Radio  See NOAA Weather
Radio All-Hazards Network.
alliance An entity resulting from
formal agreements, such as treaties,
between two or more entities, such
as nations, for broad, long-term
objectives that further the common
interests of the members; e.g., al-
Qaeda is an international alliance of
Islamist jihadist organizations. See
also al-Qaeda; association; coalition.
all-source intelligence |I. Inte-
lligence products, organizations,
and activities that incorporate all
sources of information, including
human intelligence, imagery intelli-
gence, measurement and signature
intelligence, signals intelligence, and

alpha-particle radiation

open source data, in the production
of finished intelligence. 2. In intel-
ligence collection, a phrase that
indicates that in the satisfaction of
intelligence requirements, all collec-
tion, processing, exploitation, and
reporting systems and resources are
identified for possible use and those
most capable are tasked. See also
human intelligence; imagery intelli-
gence; intelligence; measurement
and signature intelligence; signals
intelligence.

alpha particle A positively-char-

ged particle (e.g., a nucleus of a
helium atom) ejected from a
radioactive atom, which has low
penetrating power, short range, and
inability to penetrate the skin. It can
be blocked with a sheet of paper
held between the source and the
exposed part. Compare beta particle;
gamma radiation. See a/so alpha-par-
ticle radiation; nuclear radiation.

A type
of radiation that can be harmful to
humans if the radioactive materials
are introduced into a human through
routes of entry. Alpha-particle radia-
tion is encountered only as contami-
nation on the surface of an object or
as airborne radioactivity. Common
elements producing alpha-particle
radiation include plutonium, uranium,
and radium. Synonym: alpha radiation.
See also airborne radioactivity; alpha
particle; plutonium; radiation; routes
of entry; uranium.



22

The Dictionary of Homeland Security and Defense

alpha radiation
cle radiation.
al-Qaeda An international alliance
of Islamist jihadist organizations,
built from Muslim participants in the
Afghanistan mujahedeen war against
the Soviets in the 1980s and led by
Osama bin Laden and Ayman
Zawahiri. Its ideology is a blend of
Wahhabism in Saudi Arabia and the
philosophies of the Society of
Muslim Brothers in Egypt. The
group uses terrorism to try to replace
Western societies with a worldwide
Islamic theocracy. Al-Qaeda has
masterminded and inspired repeated
terrorist attacks against both civilian
and military targets around the
world, using recruits trained in
Afghanistan and Pakistan during the
1990s, after the Soviets had left
Afghanistan and before the Ameri-
can occupation began. See ako
Ayman Zawahiri; designated foreign
terrorist  organization; Egyptian
Islamic Jihad; Foreign Terrorist
Organizations List; Islamism; jihad-
ist; Osama bin Laden; Society of
Muslim Brothers; theocracy; Wah-
habism.

amantadine An antiviral agent
for the prevention and treatment of
influenza. Severe adverse effects,
including seizures in elderly people,
which are associated with higher
doses are less likely when dosages
are lowered. Viruses develop resist-

See alpha-parti-

amateur

ambient

ance to this drug. Se¢ also antiviral
agents/drugs for influenza.

1. A person who culti-
vates a particular pursuit, study, or
science without pursuing it profes-
sionally, as in an amateur ham radio
operator See also amateur radio. 2.
When used pejoratively, a person
who lacks the skill of a professional,
as in an amateur painter.

amateur radio The use of radio

transmitters and receivers, such as
ham or CB radios, to communicate
with other amateur radios and to
support the larger public commu-
nity with emergency and disaster
communications Syzonym: ham
radio. See also Citizens’ band radio;
radio.

Amateur Radio Emergency Ser-

vice A group of amateur radio
operators licensed by the Federal
Communications Commission who
volunteer their services and equip-
ment to public or private agencies
during emergencies. ARES oper-
ates under the auspices of the
American Radio Relay League, a
national, not-for-profit organiza-
tion, which is now a recognized
affiliate program with the Depart-
ment of Homeland Security’s
Citizen Corps initiative. See also
amateur radio; Citizen Corps;
Federal Communications Commis-
sion.

Surrounding, encircling,
as in ambient temperature.
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ambient air  The air surrounding
an object. See also ambient; air puri-
fying respirator; coastal zone; nega-
tive pressure respirator (tight fitting);
positive presure respirator.

ambulance A specially-equipped
motor vehicle used to transport peo-
ple who are sick or injured. See also
advanced life support ambulance; air
ambulance; ground ambulance; tran-
sport.

ambulance, advanced life sup-
port See advanced life support
ambulance.

ambulance, air  See air ambulance.

ambulance, ground  See ground
ambulance.

ambulance service providers
Individuals, groups, corporations,
partnerships, units of local govern-
ment, or other public or private
ownership entities licensed by a
government to own and operate a
business or service using one or
more ambulances or other vehicles
to transport patients. See also ambu-
lance; emergency patient; service
provider.

American Aerospace Defense
Command, North Se North
American Aerospace Defense Com-
mand.

American homeland The phys-
ical region that includes the conti-
nental United States, Alaska,
Hawaii, United States territories
and possessions, and surrounding

territorial waters and airspace. See
also homeland; U.S. homeland.

American Red Cross A human-
itarian organization led by volun-
teers and guided by the U.S.
Congressional Charter of 1905 and
the fundamental principles of the
International Red Cross Movement,
which provides relief to victims of
disasters and helps people prevent,
prepare for, and respond to emergen-
cies. Under its congressional charter,
the American Red Cross and its
chapters are a single national corpo-
ration. The Charter mandates that
the American Red Cross maintain a
system of domestic and international
disaster relief. The American Red
Cross qualifies as a nonprofit organ-
ization, according to the Internal
Revenue Code. See also federal
agency; emergency support function
mass care (ESF 6); mass care; mass
care facility.

ammunition 1. Projectiles such as
bullets, and their fuses and primers,
which can be fired from guns or oth-
erwise propelled. 2. Nuclear, biolog-
ical, chemical, or explosive material,
such as grenades or rockets, which
are used as weapons. See also biologi-
cal ammunition; chemical ammuni-
tion. 3. Any object used as a missile
in offense or defense.

ammunition, biological Se bio-
logical ammunition.
ammunition, chemical See che-

mical ammunition.
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amulet A charm worn by a per-
son to prevent undesirable occur-
rences, such as disease or witchcraft.

analysis The separation of an
intellectual whole into its con-
stituent parts for individual study.
See also change analysis; failure
mode and effects analysis; fault tree
analysis; hazard analysis.

analysis,change See change ana-
lysis.

analysis, failure mode and eff-

ect See failure mode and effect
analysis.

analysis, fault tree  See fault tree
analysis.

analysis, hazard Sec hazard ana-
lysis.

analysis, hazard vulnerability
See hazard vulnerability analysis.

analysis, policy  Seepolicy analy-
sis.

analysis, risk  Sec risk analysis.

analysis, root cause See root
cause analysis.
analysis, vulnerability  See vul-

nerability analysis.

analyte A substance, such as a
chemical, which is measured or
tested for in the laboratory. See also
laboratory medicine.

analytic epidemiologic study
A study that evaluates the associa-
tion between exposures, such as to a
hazardous substance, and outcome,
such as disease, by testing scientific

hypotheses. See also analytic epi-

demiology; disease; epidemiology;
hypothesis.

analytic epidemiology The aspect
of epidemiology concerned with the
search for health-related causes and
effects. It uses comparison groups,
which provide baseline data, to
quantify the association between
exposures and outcomes, and tests
hypotheses about causal relation-
ships. See also descriptive epidemi-
ology; epidemiology.

anarchism A political theory
holding all forms of governmental
authority to be unnecessary and
undesirable, and advocating a soci-
ety based on voluntary cooperation
and free association of individuals
and groups.

anarchy 1. The absence of gov-
ernment. 2. The state of society
where there is no law or supreme
power, which results in a state of
lawlessness or political disorder. See
also anarchism.

anatomic pathology See labo-
ratory medicine.

anchor A person who narrates or
coordinates a newscast in which
several correspondents give reports.
Synonym:  anchorman; anchor-
woman. See also newscast.

anchorage, safe  See safe anchor-
age.

anecdote A short account of an
interesting incident. See also account.

animal An animal organism other
than a human, especially a non-
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human mammal. See also animal
vaccine.

Animal Disease Center, Plum
Island Se¢ Plum Island Animal
Disease Center.

Animal Health Protection Act of
2002 An act that consolidates all
of the animal quarantine and
related laws and replaces them with
one flexible statutory framework.
This act allows the Animal and
Plant Health Inspection Service to
act swiftly and decisively to protect
U.S. animal health from a foreign
pest or disease. See also federal act;
quarantine.

animal vaccine A vaccine for ani-
mals. The only animal vaccine cur-
rently stored in the United States is a
vaccine for various strains of Foot
and Mouth Disease. Even this vac-
cine cannot be rapidly deployed
because it must first be sent to the
United Kingdom, where it is manu-
factured, for bottling and subsequent
testing, which can take up to three
weeks. The U.S. Department of
Agriculture does not, in general, use
vaccines because of their short shelf
life of only one or two years and cost
of replacing stock, generally prefer-
ring to slaughter diseased animals to
comply with international rules
designed to prevent trade in infected
or vaccinated animals. See akso ani-
mal; National Veterinary Stockpile;

outbreak; vaccine.

annex 1. A supporting plan belong-
ing to a larger plan, such as an
emergency response plan or the
National Response Plan, which
deals with a specific function per-
formed during a crisis, the organi-
zational resources available, and the
concept of operations used. 2. An
addition, such as an appendix,
belonging to a record or other doc-
ument.

annex, biological incident
biological incident annex.

annex, catastrophic incident
See catastrophic incident annex.

annex, cyber incident  See cyber
incident annex.

annex, emergency support func-
tion  See emergency support func-
tion annex.

annex, food and agriculture inci-
dent Se¢c food and agriculture
incident annex.

annex, incident Seincident annex.

annex, nuclear/radiological inci-
dent See nuclear/radiological inci-
dent annex.

annex, oil and hazardous mate-
rials incident See oil and haz-
ardous materials incident annex.

annex, support  See support annex.

annex, terrorism incident law
enforcement and investiga-
tion See terrorism incident law
enforcement and investigation annex.

announcement, public service
See public service announcement.

See
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antagonistic effect A health
effect to exposure to multiple sub-
stances that is less than would be
expected if the known effects of the
individual substances were added
together. Compare additive effect.
See also effect; health effect.
anteroom 1. In hospitals and
other health care organizations, a
small room leading from a corridor
into an isolation room. This room
functions as an airlock, preventing
the escape of contaminants from
the isolation room into the corridor.
See also isolation room; negative
pressure. 2. An outer room that
opens into another room, some-
times used as a waiting room.
anthrax An acute infectious dis-
ease caused by the spore-forming
bacterium Bacillus anthracis. It most
commonly occurs in wild and
domestic lower vertebrates (cattle,
sheep, goats, camels, antelopes, and
other herbivores), but it can also
occur in humans when they are
exposed to infected animals or to
tissue from infected animals or
when anthrax spores are used as a
bioterrorist weapon. Anthrax is not
known to spread form one person to
another person. Three types of
anthrax infection occur in humans:
cutaneous (about ninety-five per-
cent of cases occur when the germ
enters a cut or abrasion on the skin),
inhalation (also called pulmonary

anthrax or anthrax pneumonia), and

anthrax attacks of 2001

anthrax pneumonia

gastrointestinal. Early treatment of
anthrax is usually curative. See also
anthrax pneumonia; anthrax vac-
cine; antibiotic prophylaxis; bacte-
ria; infectious disease; pneumonia;
Sverdlosk.

Anthrax
poisonings in the United States that
occurred over the course of several
weeks beginning on September 18,
2001. Several news media offices
and two U.S. senators received letters
containing weaponized anthrax bac-
terial spores via the U.S. mail. The
second and final pair of anthrax let-
ters was dated October 9, 2001. Of
the twenty-two people who devel-
oped anthrax infections through
exposure to the mail-containing
anthrax, eleven had life-threatening
illness and five died of inhalation
anthrax, including Joseph Curseen
and Thomas Morris, Jr. (both
Brentwood facility postal workers),
Kathy Nguyen (a Vietnamese immi-
grant in New York City), Ottilie
Lundren (a ninety-four-year-old
woman from Oxford, Conn.), and
Robert Stevens (a photographer in
Florida). Thousands of potentially-
exposed people took a two-month
course of antibiotic treatment to pre-
vent anthrax. The crime remains
unsolved as of this writing. See a/so
anthrax; antibiotic prophylaxis; bio-
terrorism.

A severe
form of anthrax infection acquired
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by inhalation of anthrax spores.
Synonyms: inhalation anthrax; pul-
monary anthrax. See also anthrax;
pneumonia.

anthrax vaccine A vaccine used
to immunize animals, especially
cattle, U.S. military forces, and
civilians in occupations at increased
risk of contracting anthrax, such as
veterinarians, laboratory workers,
animal handlers, and wool sorters.
The U.S. Food and Drug Admini-
stration in 1970 approved and
licensed the anthrax vaccine used by
the U.S. military. The vaccine is
made from a culture of attenuated
strains of anthrax that is filtered so
that it contains predominantly a
protective antigen. There are no
whole bacteria in the product, and it
is impossible to contract the disease
from the vaccine. See also anthrax;
U.S. Food and Drug Administra-
tion; vaccine.

anthropology The study of the
origin, behavior, and physical,
social, and cultural development of
human beings. See also disaster mor-
tuary operational response team;
sociology.

anthropophobia An irrational
fear of human society.
antibacterial Counteracting

bacteria through killing (bacterici-
dal) or inhibiting (bacterostatic)
their growth or replication, as in
penicillin or soap. See also bacteria.

antibiotic

antibiotic prophylaxis

antibodies

anticholinesterase

A drug, such as peni-
cillin or doxycycline, which prevents
and treats infectious diseases. It
contains a quantity of chemical sub-
stance produced by a microorgan-
ism (or chemically-synthesized
equivalent of what a microorganism
produces) and has the capacity to
inhibit the growth of or destroy
bacteria and other microorganisms.
See also antibiotic prophylaxis; bac-
teria; Cipro®; drug; infectious dis-
ease; microorganism.

A meas-
ure taken to prevent the spread of
disease, as in antibiotic prophylaxis
during the anthrax attacks of 2001.
See also anthrax attacks of 2001;
antibiotic; prophylaxis; post-expo-
sure prophylaxis.

Proteins found in the
blood that are produced in response
to foreign substances (e.g., bacteria
or viruses), which invade the organ-
ism. Antibodies protect the organ-
ism from disease by binding to
these substances and destroying
them. See also antigen; immune sys-
tem; immunoglobulin; immunol-

ogy.

anticholinergic drug A drug that

opposes or blocks the action of acetyl-
choline at nerve receptors. See also
acetylcholine; antidote; atropine; drug.
A chemical
that inhibits cholinesterase from
breaking down the neurotransmit-
ter acetylcholine, thereby increasing
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the amount of acetylcholine avail-
able at nerve endings; used as a
chemical weapon in the form of
nerve agents. See also acetylcholine;
nerve agent.

anticonvulsant A drug, such as
diazepam, which counteracts seizures
(convulsions).

antidote A remedy against the
effects of a poison. Se¢ also autoin-
jector; nerve agent antidote; poison;
poison control center.

antidote, nerve agent
agent antidote.

antigen A foreign substance such
as bacteria, viruses, or tissue trans-
plant inside an organism, which is
capable of causing disease. The
presence of antigens in an organism
triggers an immune response and
usually the production of antibod-
ies. See also antibodies; immune
response.

antigenic drift The process of
point mutations in neuraminidase
(NA) and hemagglutinin (HA)
genes accumulating during viral
replication, as in the influenza virus.
Antibody produced in response to
an influenza virus infection is very
specific for the influenza virus type
that stimulated antibody develop-
ment in the first place. If sufficient
drift occurs, previously developed
host antibody will be ineffective
against the new drifted virus type.
See also antigenic shift; influenza.

See nerve

antigenic shift The process of
introducing an influenza A virus
containing immunologically new
neuraminidase (NA) or hemagglu-
tinin (HA) genes or both into an
immunologically naive population
of, say, pigs. Shift occurs via three
routes: 1. A virus bearing a new
HA/NA can arise through genetic
reassortment between species, as
when, for example, a pig farmer sick
with human influenza becomes co-
infected with the swine influenza
while he tends an infected herd.
The farmer is double infected. A
reassortment of viral genetic mate-
rial from the human and the pig
within the human host cell can
occur, giving rise to a novel HA/NA
strain. 2. A wholly species-specific
influenza virus from one species
(e.g., birds or swine) can infect
another species (e.g., humans)
directly without undergoing genetic
reassortment as described in #1
above. Scientists believe this is the
process which has occurred in the
2005 avian flu epidemic in Asia and
elsewhere in which humans become
ill with wholly avian flu virus. 3. An
influenza virus can be passed from
one species (e.g., birds) through an
intermediate animal host (e.g., pigs)
to a third species (e.g., humans).
Pigs have been proposed as the
mixing vessel for the generation of
reassortment influenza A viruses
between humans and birds because
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pigs can easily support replication
of both avian and human influenza
A viruses within their cells. See also
antigen; antigenic drift; influenza.

antipersonnel mine A mine
designed to cause casualties to per-
sonnel. Synonym: land mine. See also
mine; personnel.

antisepsis  Destruction of path-
ogenic microorganisms to prevent
infection, as in washing hands with
soap and water. See also antiseptics;
disinfect; infection; microorganism.

antiseptics  Chemical agents such
as ethanol, which inhibit the growth
of (though they may not destroy)
microorganisms such as bacteria and
viruses. Antiseptics are used to pre-
pare the skin before surgical proce-
dures and in any other situation
when surgical cleanliness is desir-
able. See also antisepsis; germicide.

antiterrorism  Defensive measures
used to reduce the vulnerability of
people and property to terrorist acts,
to include limited response and con-
tainment by local military forces. See
also counterterrorism; property; ter-
rorism.

antiterrorism awareness  Basic
knowledge of the terrorist threat
and measures that reduce personal
vulnerability to terrorism. See also
antiterrorism.

antitoxin A substance, sometimes
the product of a specific microor-
ganism and sometimes naturally
present in the blood or tissues of an

organism, which is capable of pro-
ducing immunity from certain dis-
eases, or of counteracting the
poisonous effects of pathogenic bac-
teria, e.g., tetanus antitoxin. See also
microorganism; toxin.

antiviral agents/drugs for influ-
enza Medicines that help pre-
vent and treat influenza, but are not
a substitute for influenza vaccina-
tion, in certain high-risk people.
Four antiviral drugs that act by pre-
venting influenza virus replication
are available, and differ in terms of
their pharmacokinetics, side effects,
routes of administration, target age
groups, dosages, and costs: amanta-
dine, rimantadine, zanamavir, and
oseltamivir. When taken before
infection or during an early stage of
the disease (within two days of ill-
ness onset), antivirals may help pre-
vent infection, and if infection has
already taken hold, their early
administration may reduce the
duration of symptoms by one to two
days. Antivirals are stockpiled in the
U.S. Strategic National Stockpile
for pandemic influenza or another
type of viral epidemic. See¢ also drug;
influenza; medicine; pandemic
influenza; symptom.

Anwar Sadat (1918-1981) Vice
president (1969-1970) during tenure
of Egyptian President Gamal Abdal
Nasser, and President of Egypt
(1970-1981) following Nasser’s
death. Sadat was assassinated by
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Egyptian Islamic Jihad members,
and succeeded by Hosni Mubarak
as President, who continues to gov-
ern today. Egyptian Islamic Jihad,
which specializes in armed attacks
against high-level Egyptian govern-
ment personnel, spawned Dr.
Ayman Zawahiri whose faction
merged with al-Qaeda in Afghani-
stan. Zawahiri’s political Islamic
mentor was Sayyid Qutb whom
Anwar Sadat sentenced to death in
1966. Sadat is best known for being
the first Arab leader to officially
visit Israel on November 19, 1977,
when he met with Israeli prime
minister Menachem Begin, seeking
a permanent peace settlement,
which outraged most of the Arab
world. The Camp David Peace
Agreement followed in 1988 for
which Sadat and Begin received the
Nobel Peace Prize. See also Egyptian
Islamic Jihad; Gamal Nasser; Sayyid
Qutb; Ayman Zawahiri.

anxiety An unpleasant state of
uneasiness or apprehension, as in
having an expectation but not the
certainty of something happening
or something that is going to immi-
nently happen. Anxiety is some-
times manifested as a sense of fear,
poorly understood by the subject,
which arises without justifiable
cause. See also agitation; panic; situ-
ational awareness; traumatic stress.

apathy Lack of interest or con-
cern, especially regarding matters of

general importance or appeal; indif-
ference; common in interdisaster
periods among many government
entities and the public. See also
appeal; governmental apathy; public
apathy.

apathy, governmental See gov-
ernmental apathy.
apathy, public  See public apathy.

apparatus 1. An appliance or
device for a particular purpose, e.g.,
self-contained breathing apparatus.
See also equipment. 2. A political
organization or an underground
political movement, e.g., Society of
Muslims’ secret apparatus.

apparatus, self-contained breath-
ing See self-contained breathing
apparatus.

apparatus support, breathing
See breathing apparatus support.

appeal 1. An earnest or urgent
request, as in an appeal launched to
help the victims of the terrorist
atrocities in Madrid. 2. A resort to a
higher authority or greater power to
obtain a sanction, corroboration, or
decision, as in an accused terrorist’s
appeal to the U.S. Supreme Court.
3. In law, the transfer of a case from
a lower to a higher court for a new
hearing; a case so transferred; or a
request for a new hearing. 4. The
power of attracting or of arousing
interest, as in terrorism’s appeal to
certain Muslim youth.

appeasement The process of
reducing to a state of peace, often
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by satisfying demands even of
potential enemies, in order to
achieve or maintain peace, often at
the expense of principle. Compare
accommodation. See also foreign
policy.

application center, disaster  Sec
disaster application center.

applied Put into practice, as in
applied epidemiology.

applied epidemiology The app-
lication and evaluation of epidemio-
logic discoveries and methods in
public health and health care set-
tings, including applications of etio-
logic research, priority setting and
evaluation of health programs, poli-
cies, and services. See also applied,;
epidemiology.

approach 1. A way or means of
reaching something. 2. The method
used in dealing with or accomplish-
ing something, e.g., all-hazards

approach.

approach, all-hazards Sec all-
hazards approach.

approaches, geographic See
geographic approaches.

Arab 1. A person whose primary
language is Arabic. Arabic-speakers
include most of the population of
Algeria, Bahrain, Egypt, Iraq,
Jordan, Kuwait, Lebanon, Libya,
Morocco, Oman, Qatar, Saudi
Arabia, Sudan, Syria, Tunisia, the
United Arab Emirates, the West
Bank, and Yemen, and Arab com-

munities found elsewhere in the

world. 2. A nomad from the
Arabian Peninsula between the Red
Sea and Persian Gulf. The term
does not usually include Arabic-
speaking Jews (found chiefly in
North Africa and formerly also in
Yemen and Iraq), Kurds, Berbers,
Copts, and Druze, but it does
include Arabic-speaking Christians
(chiefly found in Syria, Lebanon,
Israel, and Jordan). Socially, the
Arabs are divided into two groups:
the settled Arab and the nomadic
Bedouin. See also pan-Arabism. See
also Arabisation; Druze; pan-
Arabism.

Arabism, pan-  See pan-Arabism.
Arab Socialist Ba’ath Party A

pan-Arab secularist sociality politi-
cal party founded in 1945 with
branches in different Arab coun-
tries, including Syria and Iraq. In
1966, the Syrian and Iraqi parties
split into rival organizations. The
Ba’ath Party in Syria has held a
monopoly on political power since
1963. Iraq’s former leader, Saddam
Hussein, belonged to the Ba’ath
Party and ruled from 1968 to 2003.
See also Ba’ath Party (Syria); pan-
Arabism.

Arabisation The gradual trans-

formation of a population into one
that speaks Arabic and absorbs
Arab culture. It can also mean the
replacement or displacement of a
native population with Arabs, as
with the rapid and full Arabisation
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of the Middle East and African
states that took place after the com-
ing of Islam. Countries and territo-
ries that are traditionally thought to
have experienced Arabisation include
Morocco; Algeria; Tunisia; Libya;
Egypt; Lebanon; Syria; Palestine;
Iraq, and Sudan. See also Arab; cul-
ture.

architecture 1. The professional
discipline of designing and erecting
buildings. See also building. 2.
Buildings and other structures. 3. A
style and method of design and
construction, as in Islamic architec-
ture. See also Islamic architecture. 4.
An orderly and organized arrange-
ment of parts, as in enterprise archi-
tecture. See also enterprise architecture.

architecture, enterprise  Se enter-
prise architecture.

architecture, Islamic
architecture.

area, airport hazard
hazard area.

area, catchment
area.

area command (unified area
command) In incident manage-
ment, the organization established
to: 1. oversee the management of
multiple incidents that are each
being handled by an incident com-
mand system organization or 2.
oversee the management of large or
multiple incidents to which several
incident management teams have
been assigned. Area command has

See Islamic
See airport

See catchment

the responsibility to set overall strat-
egy and priorities, allocate critical
resources according to priorities,
ensure that incidents are properly
managed, and ensure that objectives
are met and strategies followed. Area
command becomes unified area com-
mand when incidents are multi-
jurisdictional. Area command may
be established at an emergency oper-
ations center facility or some loca-
tion other than an incident command
post. See also command; incident
command post; multi-jurisdictional
incident.

area command, unified See area

command.

area, controlled Ses controlled
area.

area, decontamination See dec-
ontamination area.

area, disaster support  See dis-
aster support area.

area, effective leakage  See effec-

tive leakage area.

area, hazard See hazard area.

area, metropolitan Sez metro-
politan area.

area, metropolitan statistical
metropolitan statistical area.

area, safe  See safe area.

areas, high-hazard  Sec high-haz-
ard areas.

areas, insular  See insular areas.

areas of responsibility  See uni-
fied combatant command.

area, safe  See safe area.

area, staging  Seestaging area.

See
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area, trauma service  See trauma
service area.
armaments The aggregate of a

nation’s military strength, including
not only military and naval person-
nel, weapons, and equipment, as
trained soldiers and sailors, land
fortifications, guns, ammunition,
transport, aircraft, battleships, cruis-
ers, and submarines, but also the full
human power of a nation when
organized for universal training for
war, together with all industries
developed, manufactured products
accumulated, or raw materials held
available, purely for war purposes.
All the military forces and war
equipment of a country. See also
armory; disarmament.

arm, bio-  See bioarm.

armed 1. Possessing a weapon, as
in the armed forces. 2. Involving
the use of a weapon, as in an armed
attack. See also armed forces.

armed forces A nation-state’s
government-sponsored defense and
fighting forces and organizations
existing to further the foreign and
domestic policies of their governing
body. See also Armed Forces of the
United States.

Armed Forces during a War or
National Emergency, Furnish-
ing of Health-Care Services to
Members of the Sec Furnish-
ing of Health-Care Services to
Members of the Armed Forces dur-
ing a War or National Emergency.

Armed Forces of the United
States Armed forces compris-
ing the U.S. military and consisting
of the US. Army, U.S. Marine
Corps, U.S. Navy, U.S. Air Force
and U.S. Coast Guard, headquar-
tered at the Pentagon, controlled by
the U.S. Department of Defense,
and commanded by the President.
Synonym: U.S. Armed Forces. See
also armed forces; Department of
Defense; unified combatant com-
mand.

armed mine A mine from which
all safety devices have been with-
drawn and, after laying, all auto-
matic safety features and/or arming
delays have operated. Such a mine
is ready to function after receipt of a
target signal, influence, or contact.
See also armed; disarmed mine;
mine.

armistice In international law, a
suspension or temporary cessation
of hostilities by agreement between
belligerent powers.

armory A place where arms and
instruments of war are deposited in
the United States, usually a large
building including a drill hall and
offices. See¢ also arms.

arms  Weapons, especially firearms.
See also armory; arms transfer.

arms transfer Defense articles
and defense services (arms, ammu-
nition, and implements of war,
including components, training,
manufacturing licenses, technical
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assistance, and related technical
data) provided by the U.S. govern-
ment under the Foreign Assistance
Act of 1961, as amended, e.g., arms
transfer to Israel.

army The land military forces of a
nation or other entity.

Army Corps of Engineers, U.S.
See U.S. Army Corps of Engineers.
Army Medical Research Insti-
tute of Infectious Diseases,
US. See US. Army Medical
Research Institute of Infectious

Diseases.

Army National Guard, U.S. See
U.S. Army National Guard.
Army Reserve, U.S. Se U.S.

Army Reserve.

Army, Salvation
Army.

Army Team Emergency Radio
Network, Salvation  Se¢c Salva-
tion Army Team Emergency Radio
Network.

Army,U.S. SeeU.S. Army.

arrest The taking of a person into
physical custody by authority of law
for the purpose of charging that
person with a criminal offense. See
also lawful arrest.

arrest, lawful
arrest warrant
arrest.

arsenal 1. An establishment for
the storing, development, manufac-
turing, testing, or repairing of arms,
ammunition, and other war mate-
riel. See also armory; arms. 2. A

See Salvation

See lawful arrest.

See warrant of

stockpile of weapons. See also Depart-
ment of Defense installation; Han-
ford nuclear site.

arson The crime of malicious,
voluntary, and willful setting of fire
to the building, buildings, or other
property of another or of burning
one’s own property for an improper
purpose, as to collect insurance. See
also crime; fire bomb; firebombing;
property; terrorist incidents.

arson and firebombings See
arson; firebombing; terrorist inci-
dents.

Asad, Hafiz-al  See Hafiz-al Asad.

As Low As Reasonably Achiev-
able (ALARA) A principle relat-
ing to work with chemicals or
radiation in which exposure should
be kept as low as is reasonably
achievable by striving to decrease the
length of time of exposure, increase
the distance from a source of radia-
tion or chemical, or by blocking a
radiation or chemical source with
shielding. ALARA practices apply
to virtually any substance, but are
mandated for radiation workers by
the U.S. Nuclear Regulator Commis-
sion. See also Nuclear Regulatory
Commission.

assassination The deliberate mur-
der of someone, especially of a polit-
ically prominent personage for
political motives. See also Ayman
Zawahiri; Egyptian Islamic Jihad;

terrorism; terrorist incidents.
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assay 1. The quantitative or qual-
itative evaluation of a substance,
such as a hazardous substance, in
water, food, soil, and air. 2. The
results of such an evaluation. See also

bioassay.
assay, bio-  See bioassay.
assessment 1. The evaluation

and interpretation of measurements
and other information to provide a
basis for decision making. 2. The
process of determining the value,
significance, or extent of some-
thing, as in risk assessment, damage
assessment, or vulnerability assess-
ment. See also damage assessment;
needs assessment; performance ass-
essment.

assessment, damage Sec dam-
age assessment.
assessment, needs See needs

assessment.

assessment, performance
performance assessment.

assessment, preliminary dam-
age  See preliminary damage ass-
essment.

assessment, rapid needs
rapid needs assessment.

assessment, risk  See risk assess-
ment.

assessment, situation
uation assessment.

assessment team, rapid needs
See rapid needs assessment team.

assessment, terrorismrisk  See
terrorism risk assessment.

See

See

See sit-

assessment, threat See threat
assessment.

assessment, vulnerability See
vulnerability assessment.

asset 1. A useful or valuable
resource, as in an intelligence asset.
See also intelligence asset. 2. A valu-
able item that is owned, as in critical
infrastructure asset. 3. A spy work-
ing in his or her own country and
controlled by the enemy. 4. In
accounting, the entries on a balance
sheet showing all properties, both
tangible and intangible, and claims
against others that may be applied
to cover the liabilities of a person or
business. Assets can include cash,
stock, inventories, property rights,
and good will. See also financial
asset. 5. The entire property owned
by a person and that can be used to
settle debts.

asset, critical  See critical asset.

asset, financial See financial asset.

asset, intelligence See intelli-
gence asset.

assets, key  See key assets.

assets, national critical infra-
structure and key  See¢ national
critical infrastructure and key assets.

Assets, National Strategy for the
Physical Protection of Critical
Infrastructure and Key Se
National Strategy for the Physical
Protection of Critical Infrastructure
and Key Assets.

asset, terrorist  See terrorist asset.
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assignment, mission  See mis-
sion assignment.

assistance The act or process of
helping, as in financial assistance or
Emergency Management Assistance
Compact.

Assistance Act, Robert T. Sta-
fford Disaster Relief and Emer-
gency Sec Robert T. Stafford
Disaster Relief and Emergency Assi-
stance Act.

Assistance Compact, Emergency
Management Sec Emergency
Management Assistance Compact.

assistance, federal See federal
assistance.

assistance, humanitarian
humanitarian assistance.

assistance, humanitarian and
civic  See humanitarian and civic
assistance.

assistance program, public
public assistance program.

assistance response team, dis-
aster See disaster assistance res-
ponse team.

assistance team, disaster med-
ical See disaster medical assis-
tance team.

assistance team, veterinary med-
cal Ses veterinary medical assis-
tance team.

assistance to civil authorities,
military  Se¢ military assistance
to civil authorities.

assistant, certified nursing  See
certified nursing assistant.

See

See

assisted living residences Abo-
des that provide residents with
some assistance with activities of
daily living and instrumental activi-
ties of daily living but do not pro-
vide around-the-clock skilled nursing
services. Assisted living facilities and
in-home assisted living care stress
independence and generally provide
less intensive care than that deliv-
ered in and other long-term care
institutions, but there is no standard
definition of these places as they are
licensed by individual states, if at
all.

assisting agency In the context
of the National Incident Manage-
ment System, an agency or organi-
zation providing personnel, services,
or other resources to the agency
with direct responsibility for inci-
dent management. See also agency;
personnel; supporting agency.

associate hospital A hospital
that participates in an approved
emergency medical services (EMS)
system in accordance with an EMS
system program plan, fulfilling the
same clinical communications req-
uirements as the resource hospital.
The associate hospitals have neither
the primary responsibility for con-
ducting training programs nor the
responsibility for the overall opera-
tion of the EMS system program.
See also emergency medical services
system; hospital; emergency med-
ical technician; resource hospital.



Margaret R. O’Leary 37

association 1. The degree to
which the occurrence of two vari-
ables or events is linked, as in causal
association. Association describes a
situation where the likelihood of
one event occurring depends on the
presence of another event or vari-
able. However, an association
between two variables does not nec-
essarily imply a cause and effect
relationship. The term association
and relationship are often used
interchangeably. See also causal
association. 2. The act of associat-
ing or the state of being associated.
3. An organized body of people
with a common interest, activity, or
purpose, as in a neighborhood asso-
ciation or the National Emergency
Management Association. See also
alliance; coalition. 4. A mental con-
nection or relation between thoughts,
feelings, ideas, or sensations.

association, causal See causal
association.

association, neighborhood  Se
neighborhood association.

assurance, quality See quality
assurance.

assured Having no doubt, as in
assured communications.

assured communications In
military usage, certain electronic
transmission capabilities needed
throughout the strategic, opera-
tional, and tactical areas of military
operations. Se¢ also assured; com-
munication.

asteroid A solid object of greater
than forty meters composed of rock
and ice, orbiting the sun usually
within the asteroid belt between
Mars and Jupiter, and able to pene-
trate the earth’s atmosphere to cause
earth impacts. See also mass extinc-
tion.

asylum 1. Protection and immu-
nity from extradition granted by a
government to a political refugee
from another country, as in the
Algerian sought political asylum in
Canada. See also banishment; Citizen
and Immigration Services, U.S,;
refugee. 2. A place offering protec-
tion and safety.

asymmetric
uniform.

asymmetric conflict A conflict
involving two entities such as states,
with unequal overall resources, e.g.,
military and economic power
resources. See also asymmetric war-
fare; conflict.

asymmetric warfare = Warfare in
which an opponent leverages infe-
rior tactical or operational strength
against the vulnerabilities of a supe-
rior opponent to achieve dispropor-
tionate effect with the aim of
undermining the opponent’s will in
order to achieve the asymmetric
actor’s strategic objectives. Examples
of asymmetric warfare include the
Japanese offensive against Russia in
1904, the Japanese attack on Pearl
Harbor in 1941, the Argentine

Not symmetric or
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invasion of the Falklands/Malvinas
in 1982; and the current Islamist
terrorist attacks on Western targets.
See also asymmetric; warfare.

asymptomatic  Neither causing
nor exhibiting symptoms of disease.
See also disease; symptom.

asymptomatic infection The
presence of an infection without
symptoms. Synonym: inapparent
infection. See also carrier; infection;
symptom.

atmosphere The mass of air sur-
rounding the earth, composed
largely of nitrogen and oxygen. See
also air; atmospheric absorption;
oxygen deficient atmosphere.

atmosphere, oxygen deficient
See oxygen deficient atmosphere.

atmosphere-supplying respira-
tor A respirator that supplies the
respirator user with breathing air
from a source independent of the
ambient atmosphere, and includes
supplied-air respirators and self-
contained  breathing apparatus
(SCBA) units. See also atmosphere;
respirator; self-contained breathing
apparatus.

atmospheric absorption A type
of absorption by the earth’s atmos-
phere of most of the X-rays and
ultraviolet and infrared radiation
emitted by the sun, except visible
light, preventing the earth’s surface
from becoming too hot. See ako
absorption; atmosphere; X-rays.

Atmospheric Administration, Nat-
fonal Oceanic and  S¢e National
Oceanic and Atmospheric Admini-
stration.

atom The smallest particle of an
element that can enter into a chem-
ical reaction. See also chemical reac-
tion; ion; isotope; radioactive decay;
reaction.

atom bomb  See fission bomb.

atomic energy 1. The internal
energy of an atom absorbed by the
atom when it was formed. 2.
Energy derived from the nuclear
transformation (fission or fusion) of
atoms, as in atomic or hydrogen
bombs. See also atom; energy; fission
bomb; fusion bomb.

Atomic Energy Act of 1954 and
the Energy Reorganization Act
of 1974 Acts that provide the
statutory authority for both the
Department of Energy and the
Nuclear Regulatory Commission
(NRC), and the foundation for
NRC regulation of the nation’s civil-
ian use of byproduct, source, and
special nuclear materials to ensure
adequate protection of public health
and safety, to promote the common
defense and security, and to protect
the environment. Se¢ also atomic
energy; Department of Energy;
energy; federal act.

atropine A crystalline alkaloid
extracted from the nightshade fam-
ily, used in large amounts as an anti-
dote for organophosphate nerve
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agent or insecticide poisonings. See
also acetylcholinesterase; anticholin-
ergic; antidote; nerve agent; nerve
agent antidote.

ATSDR See Agency for Toxic
Substances and Disease Registry.

attaché 1. A person officially
assigned to the staff of a diplomatic
mission to serve in a particular
capacity, as in a military attaché. See
also military attaché. 2. An attaché
case.

attaché, military Sec military
attaché.

attack 1. To set upon with violent
force, as the attack by al-Qaeda
pilots using commercial airliners as
missiles. 2. The act of attacking, as
in the terrorists attacked the coun-
try. 3. A sudden and often acute
manifestation of an underlying con-
dition or disease, as in an anxiety
attack.

attack, biological Ses biological
attack.
attack rate 1. In epidemiology,

the cumulative incidence of infec-
tion in a group observed over a
specified period during an epi-
demic, which can be ascertained
empirically by identifying clinical
cases and/or by means of seroepide-
miology. 2. A variant of an inci-
dence rate applied to a narrowly
defined population observed for a
limited period of time, such as dur-
ing an epidemic. See also attack;
incidence rate; infection rate; sec-

ondary attack rate; seroepidemiol-
ogy-

attack rate, secondary
ondary attack rate.

Attacks Upon the United States,
National Commission on Ter-
rorist Sec National Commission
on Terrorist Attacks Upon the
United States (9/11 Commission).

attack, Tokyo sarin  Ses Tokyo
sarin attack.

attenuate To weaken, as in an
attenuated vaccine. See also attenu-
ated vaccine.

attenuated vaccine A vaccine
containing weakened live virus (by
chemical or physical processes) that
still produces an adequate immune
response without causing the severe
effects of the disease. Attenuated
vaccines currently licensed in the
United States include measles,
mumps, rubella, polio, yellow fever,
and varicella. Synonym: live vaccine.
See also immune response; vaccine.

attenuation 1. Weakening the
concentration of a substance through
various processes, such as adsorp-
tion, degradation, dilution, or other
transformation, e.g., attenuating an
antigen in a vaccine. 2. Reduction in
the amplitude or energy of the
strength of a signal during its trans-
mission. Antonym: amplification. 3.
Reduction in the amplitude of seis-
mic waves during earthquakes. See
also absorption; adsorption; degrada-
tion.

See sec-
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authentication 1. The process
of determining whether someone or
something is, in fact, who or what
that someone or something is
declared to be, e.g., use of logon
passwords in computer networks.
Authentication is supposed to pre-
cede authorization. See also authori-
zation. 2. In military usage, a
security measure designed to pro-
tect a communications system
against acceptance of a fraudulent
transmission or simulation by
establishing the validity of a trans-
mission, message, or originator. 3.
A means of identifying individuals
and verifying their eligibility to
receive specific categories of infor-
mation. 4. Evidence by proper sig-
nature or seal that a document is
genuine and official. 5. In evasion
and recovery operations, the process
whereby the identity of an evader is
confirmed. See also authorization;
authorized; biometrics; communi-
cations security equipment.

authorities, civil  See civil author-
ities.

authorities, defense support of

civil  See defense support of civil
authorities.

authorities, lawful See lawful
authorities.

authorities, military assistance
to civil  See military assistance to
civil authorities.

authorities, military support to
civil  See military support to civil
authorities.

Authorities, National Command
See National Command Authorities.

authority 1. The right and power
to command, decide, rule, or judge.
See also command; control; jurisdic-
tion. 2. A person or group having
the right and power to command,
decide, rule, or judge, as in principal
federal official. 3. Conferred power,
as in mandate. 4. A person with a
high level of knowledge or skill in a
particular field. Se¢ also anarchism.

authorization 1. A document
giving an official instruction or
command. 2.The power or right to
give orders or make decisions. 3.
Official permission or approval, as
in access authorization to classified
information. Se¢ also act of
Congress; federal act. 4. The act of
conferring legality or sanction or
formal warrant. See also authentica-
tion; authorized; warrant.

authorization, access  See access
authorization.
authorized 1. To grant permis-

sion to. 2. To give authority to act.
3. Having the authority, right, or
permission with respect to classified
information, pursuant to the provi-
sions of a statute, executive order,
directive of the head of any depart-
ment or agency engaged in foreign
intelligence or counterintelligence
activities, order of any U.S. court, or
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provisions of any Rule of the House
of Representatives or resolution of
the Senate which assigns responsi-
bility within the respective house of
the U.S. Congress for the oversight
of intelligence activities. Compare
unauthorized. See also classified
information.

authorized, un-  Sec unauthorized.

autoclave A common laboratory
tool that uses moist heat in the form
of saturated steam under pressure to
destroy microbial life. This process,
which is dependent on temperature,
time, contact, and moisture to be
effective, is the most reliable
method of destroying biohazardous
or infectious waste. See also biohaz-
ard; biological decontamination;
biosafety.

autoinjector A medical device
designed to deliver a single dose of
atropine, epinephrine, morphine, or
other life-saving drugs without
manipulation of the plunger. See also
antidote.

automatic aid Agreements bet-
ween agencies to respond the nearest
available resource to the incident
regardless of jurisdictional bound-
aries. It is normally established on a
mutual use basis. Automatic aid is
dispatched without a formal request
and is usually the first type of mutual
aid to arrive at an incident scene. See
also mutual aid.

autonomous Not controlled by
others or by outside forces; inde-
pendent.

autonomous detection system
A system that samples and tests air
internally for biologic agents and
alerts authorities whenever a danger-
ous agent, such as anthrax, is
detected.  Symomym: autonomous
pathogen detection system. See also
BioWatch program.

availability The degree to which
something is at hand when and
where it is needed. See a/so perform-
ance measurement.

availability, inpatient bed  See
inpatient bed availability.
available resources In emer-

gency and disaster incident response,
resources assigned to an incident,
checked in, and available for use,
normally located in a staging area.
See also incident; resources; staging
area.

aversion, risk  See risk aversion.

avian Relating to birds, as in avian
influenza.

avian flu  See avian influenza.

avian influenza An infectious
disease of birds caused by type A
strains of the influenza virus. The
disease, which was first identified in
Italy more than 100 years ago,
occurs worldwide. All birds are
thought to be susceptible to infec-
tion with avian influenza. Highly
pathogenic strains of avian influenza

virus (for example, H5N1) have
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crossed from birds to humans and
are known to cause fatal disease in
humans. Reports of avian-to-
human transmission have been
received from a number of coun-
tries; however, at present scant evi-
dence exists that human-to-human
transmission with the avian influenza
H5N1 strain occurs. See also influenza.
aviation Operation of heavier-
than-air aircraft and related activi-
ties. Military aviation includes all
aviation activity by the armed forces
including combat, reconnaissance,
and military air transport. Air trans-
port consists mainly of the opera-
tion of commercial airlines, which
handle both freight and passengers.
General aviation consists of agricul-
tural, business, charter, instruc-
tional, and pleasure flying. See also
reconnaissance.

Aviation Administration, Federal
See Federal Aviation Administration.
Aviation and Transportation Secu-
rity Act The Homeland Security
Public Law 107-71 that cleared the
U.S. Congress on November 19,
2001, which deals with transporta-
tion security. See also federal act;
Transportation Security Administra-
tion.

awareness The continual process
of collecting, analyzing, and dissemi-
nating intelligence, information, and
knowledge to allow organizations
and individuals to anticipate and

awareness, situational

axis of evil

Ayman Zawabhiri

react effectively. See also situational
awareness; antiterrorism awareness.

awareness, antiterrorism See

antiterrorism awareness.

See sit-
uational awareness.

A phrase first used by
U.S. President George W. Bush on
January 29, 2002, during his State
of the Union address to describe
“regimes that sponsor terror,” which
currently include (but are not neces-
sarily limited to) Iraq, Iran, North
Korea, and Syria.

(1951-) A
middle-aged, middle-class physi-
cian from an Egyptian family of
physicians and scientists who was
influenced by the writings of Sayyid
Qutb and eventually joined Osama
bin Laden to form al-Qaeda, which
is devoted to global jihad against
Western powers. At age fifteen,
Zawahiri joined and eventually led
the Egyptian Islamic Jihad, a radi-
cal Islamic group using violence to
achieve its ultimate end of a world-
wide Islamic theocracy. He was a
defendant in the trial for bringing
to justice involved in the assassina-
tion of Egypt’s President Anwar
Sadat in 1981. He was imprisoned
for a time where he met other revo-
lutionaries who were plotting an
Islamic revolution. In the 1980s, as
he was in his thirties, he went to
Afghanistan to participate in the
mujahideen resistance to the Soviets.
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There he encountered and joined
Osama bin Laden and together they
tried to build the heavenly kingdom
that they could not build in their
home countries. Following the
Soviet withdrawal from Afghanistan
in 1989, he returned to his native
Egypt, where he pushed Islamic
Jihad in more radical directions
using knowledge, strategies, and tac-
tics learned in Afghanistan. On
February 23,1998, he and bin Laden
issued a fatwa under the title “World
Islamic Front Against Jews and
Crusaders,” which many observers
believe signalled the broadening of
scope of activities to worldwide
jihad. Zawahiri said in 1999 that
“the destructive power of [biological
and chemical warfare] is no less than
that of nuclear weapons.” In
November 2001, he declared “We
have  chemical and nuclear
weapons,” and vowed to use them “if
American used tham against us.”
The whereabouts of Zawahiri are
unknown at the present time. Se¢ a/so
al-Qaeda; Anwar Sadat; assassina-
tion; Egyptian Islamic Jihad; fatwa;
Osama bin Laden; Sayyid Qutb.
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Ba’ath Party, Arab Socialist See
Arab Socialist Ba'ath Party.
Ba’ath Party (Syria) The secu-

larist, pan-Arabist party founded in
Syria in the 1950s by Michel Aflaq
(a Greek-Orthodox Christian), Salah
al-Din Bitar (a Sunni Muslim), and
Zaki al-Arsuzi (an Alawi from
Antioch), and championed by Hafiz
al-Asad, who ruled Syria from 1971
until his death in 2000 when son
Bashir succeeded to the presidency.
The Baathists are intensely secular
and socialist with an emphasis on
minority inclusion and deep distrust
of Islamists. The Ba'athists advocate
the primacy of Arab state revival,
which invokes the classic problem of
how to reconcile the goals of Arab
nationalism with the universal values
of Islam so central to Arab life. Aflaq
asserts that Islam was the most sub-
lime expression of Arabism and that
the one had grown out of the other
and there could be no contradiction
between them. Islam, he argued, was
from its very beginning an Arab reli-
gion, revealed in an Arabic Qur’an,
meeting Arab needs, embodying
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Arab values, and launching the
Arabs on their conquest of the
known world. The Muslim Brothers
were deeply offended by Aflaq’s sug-
gestion that “Islam was a flowering
of Arab genius rather than a revela-
tion of God. The Syrian Ba'ath Party
separated from the Iraqi Ba’ath Party
in 1966. See also Alawis; Arab
Socialist Baath Party; Hama riots
and massacre; Islamism; Society of
Muslim Brothers.

Bacillus anthracis A species of
Bacillus bacteria that causes anthrax
and may be used as a bioweapon.
See also anthrax.

backfill 1. A phenomenon that
occurs when a jurisdiction, over-
taxed by an emergency response,
uses units from neighboring juris-
dictions to provide normal services
to local residents. Synonyms: change
of quarters and move-ups. 2. In
public works, to fill in a hole.

backfire A fire set along the
inner edge of a fireline to consume
the fuel in the path of a wildfire

and/or change the direction of force
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of the fire’s convection column. See
also fire.

background count The evi-
dence or effect on a detector of
radiation caused by any agent. In
connection with health protection,
the background count usually
includes radiation produced by nat-
urally-occurring and man-made
radioactivity. See also radiation.

background radiation Nuclear
or ionizing radiation from natural
sources, such as terrestrial radiation
due to radionuclides or cosmic radi-
ation originating in outer space or
in the soil. People are always
exposed to background radiation,
especially from radon gas and build-
ing materials such as concrete.
Synonym: natural radiation. See also
background count; natural radia-
tion; terrestrial radiation.

backlog The known work input
that is beyond the workload capa-
bility of an organization or segment
of an organization for any given
period of time.

backup 1. Used or held in
reserve, as in backup fuel or backup
generator. 2. In computer science, a
copy of a program or file that is
stored separately from the original.

backup fuel The fuel available to
operate equipment, such as a gener-
ator, to replace power and energy
lost during an unscheduled equip-
ment outage. Se¢ also fuel; genera-
tor; lifelines.

backup generator A generator
used only for test purposes or in an
emergency, such as a shortage of
power needed to meet customer
load requirements. See also genera-
tor.

backup power Electric energy
supplied by a utility or backup gen-
erator to replace power and energy
lost during an unscheduled equip-
ment outage. See also electrical
energy.

bacteria Tiny one-celled organ-
isms present throughout the envi-
ronment visible only under a
microscope. While not all bacteria
are harmful, some cause disease.
Examples of bacterial disease
include anthrax and the plague. See
also anthrax; plague.

bacteria, fecal coliform
fecal coliform bacteria.

bacterial agent A live patho-
genic organism that can cause dis-
ease, illness, or death. Se¢ a/so agent
of disease.

bacterial count The concentra-
tion of bacteria in something, e.g.,
the total number of bacteria in a
given volume water according to the
use of that water. See also bacteria;
bacterial agent; bacterial purity;
fecal coliform bacteria.

bacterial purity Maximum num-
ber of permissible Escherichia coli or
other fecal coliform bacteria in
drinking water. See also fecal col-
iform bacteria.

See
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bacterial toxin Any endotoxin
or exotoxin formed in or elaborated
by bacterial cells, e.g., the bacterium
Clostridium botulinum produces
botulin, which can be used as a
bioweapon. See also toxin.

bactericidal Capable of destroy-
ing bacteria, e.g., penicillin is a bac-
tericidal drug.

bacterostatic Capable of inhibit-

ing bacterial growth, e.g., erythro-
mycin is a bacterostatic drug.

bag, biohazard Se biohazard bag.

Bali bombing (October 12, 2002)
A militant Muslim Islamist attack
on the Indonesia island of Bali,
which killed 202 people, mostly
Australian and Briton tourists, and
injured 209 people. The attackers
detonated a small bomb in Paddy’s
Bar resulting in people moving out
to the street where a waiting car
bomb was then detonated. Se¢ also
Islamism.

ballistics The study of the move-
ments and forces involved in the
propulsion of objects through the
air. See also arms.

band radio, Citizens Se¢ Citizens
band radio.
banishment To force offenders

to leave a country, home or place by
official decree; exile. See also asylum;
deportation; refugee.
Banna, Hanna al
Banna.
barometric bomb  Explosive dev-
ice placed in an airplane or elevator

See Hanna al

that rises to different altitudes and
explodes when it reaches a certain
preset atmospheric pressure. See also
bomb.

barrier analysis The study of
the safeguards that can prevent or
mitigate (or could have prevented
or mitigated) an unwanted incident.
It offers a structured way to visual-
ize the events related to system fail-
ure or the creation of a problem. See
also barrier.

barrier, Jersey  SecJersey barrier.

base 1. The center of organiza-
tion, supply, or activity, as in Osama
bin Laden wanted to move the base
of operations for his al-Qaeda ter-
rorist network from Afghanistan to
Southeast Asia in 2000. Synonym:
headquarters. 2. A fortified center
of operations, as in Edwards Air
Force Base. 3. A supply center for a
large force of military personnel, as
military base closures. See also
Department of Defense installa-
tion.

base, data- See database.

base, defense industrial See
defense industrial base.

based medicine, evidence- See
evidence-based medicine.

based planning, capabilities-

See capabilities-based planning.
based surge capacity, commu-
nity-  See community-based surge
capacity.
based-surge capacity, facility
See facility-based surge capacity.
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base, military  Sec military base.

base, national industrial See
national industrial base.

base, national technology and
industrial  See a/so national tech-
nology and industrial base.

basic intelligence In military
usage, fundamental intelligence
concerning the general situation,
resources, capabilities, and vulnera-
bilities of foreign countries or areas
which may be used as reference
material in the planning of opera-
tions at any level and in evaluating
subsequent information relating to
the same subject. See also intelli-
gence.

basic life support  First aid meas-
ures performed to assist a victim’s
breathing and blood circulation.
Compare advanced life support.

basis threat, design  See design
basis threat.

Becquerel (Bq) A unit of radioac-
tivity. For example, 1 Bq represents
the amount of radioactive substance
that disintegrates in one second.
This unit is the SI system unit for
the curie. See also radiation.

bed availability, inpatient
inpatient bed availability.

bed, hospital See hospital bed.

behave To act in a specified way,
as in how to behave at a checkpoint.

behavior The actions or reactions
of people or things in response to
external or internal stimuli, as in the
behavior of the sick and wounded,

See

or extreme fire behavior. See also
behavioral epidemic; emergent col-
lective behavior.

behavioral epidemic An epi-
demic attributable to the power of
suggestion or to culturally deter-
mined behavioral patterns, as
opposed to invading microorgan-
isms or physical agents. The com-
municable nature of the behavior is
dependent not only on person-to-
person transmission of the behav-
ioral pattern but also on group
reinforcement, as with alcohol or
drug use. Behavioral epidemics may
be difficult to differentiate from, or
may complicate, outbreaks of
organic disease, for example, due to
contamination of the environment
by a toxic substance. See also con-
tamination; epidemic; outbreak.

behavior, emergent collective
See emergent collective behavior.

behavior, extreme fire  Secextreme
fire behavior.

behavior, health See health beha-
vior.

beheading Decapitation.

benchmark A point of reference
or standard by which something
can be measured, judged, or
assessed. The origins of the term
derive from a mark made on a sta-
tionary object of previously-deter-
mined position and elevation,
which is used as a reference point in
tidal observations and land surveys.
See also benchmarking.
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benchmarking The process of
continuous comparison of an orga-
nization’s performance on predeter-
mined measures against that of the
best in industry or class. Bench-
marking is one of the foundations
of both total quality management
and continuous quality improve-
ment. Internal benchmarking occurs
when similar processes within the
same organization are compared.
Competitive benchmarking occurs
when an organization’s processes
are compared with best practices
within the industry. Functional
benchmarking refers to benchmark-
ing a similar function or process,
such as scheduling, in another
industry. See also best practice; con-
tinuous quality improvement; per-
formance improvement; quality
improvement project.

best practice A peer-validated
technique, procedure, good idea, or
solution that works and is solidly
grounded upon actual experience in
operations, training, and exercises.
Best practices continually evolve.
Best practices are often assessed
across industries to set new best
practice standards. See also bench-
marking.

beta particle A small negatively-
(electron) or positively-charged
(positron) particle ejected from a
radioactive atom that has a moder-
ate penetrating power, a range of up
to a few meters in air, and ability to

penetrate only a fraction of an inch
of skin tissue. Compare alpha parti-
cle. See also atom; nuclear radiation;
radiation; radioactive decay.

beta-particle radiation The type
of radiation that can be harmful
when taken into the human body
through routes of entry. Clothing
and turnout gear provide some pro-
tection against most beta radiation.
Turnout gear and dry clothing can
keep beta emitters off of the skin.
Synonym: beta radiation. See also
alpha-particle radiation; beta parti-
cle; radiation; routes of entry.

beta radiation Ses beta-particle
radiation.

bias A tendency to be or go for or
against something or someone,
which inhibits impartiality, may
prejudice one’s views, and lead to
incorrect conclusions, as in media
bias or research bias. See also media
bias.

bias, media Sec media bias.

bindle paper Clean paper folded
to use to contain trace evidence,
sometimes included as part of the
packaging for collecting trace evi-
dence related to a crime.

bill 1. A draft of a proposed law
presented for approval to a legisla-
tive body, as in a public bill. See a/so
public bill. 2. The law or statute
resulting from enactment of a draft.
After a bill is passed and signed into
law, it becomes an act. See also act.
2. An itemized list or statement of



Margaret R. O’Leary 49

fees or charges. 3. A statement or
list of particulars, such as a theater
program or a menu. 4. A piece of

legal paper money, such as a dollar
bill.

bill, public  See public bill.
bin Laden, Osama Se¢ Osama
bin Laden.

bioarm  Sesbiological warfare agent.

bioassay The quantitative evalu-
ation of the potency of a substance
by assessing its effects on tissues,
cells, live experimental animals, or
humans. See also assay.

biohazard Biological agents and
materials that are potentially haz-
ardous to humans, animals, or
plants, which include infectious or
disease-causing agents, potentially
infectious materials, certain toxins,
and other hazardous biological
materials. Biohazardous agents
include but are not limited to cer-
tain bacteria, fungi, viruses, rick-
ettsiae, chlamydiae, parasites,
recombinant products, allergens,
cultured human or animal cells, and
the potentially infectious agents
these cells may contain viroids, pri-
ons, and other infectious agents as
outlined in laws, regulations, or
guidelines.  Synonym: biohazard
agent. See also biohazard risk group;
hazard.

biohazard agent  See biohazard.

biohazard bag A container for
materials that have been exposed to

blood or other biological fluids and

have the potential to be contami-
nated with hepatitis, AIDS, other
viruses, and other bloodborne
pathogens. See also biohazard.

biohazardous waste = Waste that
might include infectious agents. See
also biohazard; hazardous waste;
medical waste.

biohazard risk group (RG) Risk
of a specified biological agent to an
individual and to the community.
Determining the risk group of a
biological agent is part of the
biosafety risk assessment and helps
in assigning the correct biosafety
level for containment. See also
biosafety; containment; risk.

biohazard risk group1 (RG-1)
Biological agents that are not asso-
ciated with disease in healthy adult
humans, e.g., Bacillus subtilis,
Escherichia coli-K12 or Saccharo-
myces cerevisiae. See also biohazard,;
biosafety.

biohazard risk group 2 (RG-2)
Biological agents (bacteria, fungus,
parasites, viruses) that are associated
with human disease, but which are
rarely serious and for which preven-
tive or therapeutic interventions are
often available, e.g., Bacillus anthracis,
Escherichia coli, Helicobacter pylori,
Mycobacterium, Salmonella, Shigella,
Staphylococcus aureus, Vibrio cholera,
Cryptococcus  neoformans,  Giardia,
Echinococcus,  coronaviruses, Herpes
zoster, influenza viruses (types A, B,
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and C) measles virus, and mumps
virus. See¢ also biohazard; biosafety.
biohazard risk group 3 (RG-3)
Biological agents (bacteria, fungus,
parasites, viruses and prions) that
are associated with serious or lethal
human disease for which preventive
or therapeutic interventions may be
available (high individual risk but
low community risk), e.g., Francisella
tularensis, Pasturella multocida, Yersi-
nia pestis, Histoplasma capsulatum, St.
Louis encephalitis virus, Hantaviruses,
monkey pox virus, Cruetzfeldt-Jacob
disease. Se¢ also biohazard; biosafety;
lethal.

biohazard risk group 4 (RG-4)
Biological agents (viruses) that are
likely to cause serious or lethal
human disease for which preventive
or therapeutic interventions are not
usually available (high individual
risk and high community risk), e.g.,
Lassa virus, Ebola virus, Marburg
virus. See also biohazard; biosafety;
lethal.

biohazard spill clean-up kit A
collection of items useful for a spill
of biological materials, consisting of
disinfectant (e.g., bleach 1:10 dilu-
tion, prepared fresh), absorbent
material (e.g., paper towels), waste
container (e.g., biohazard bags,
sharps containers), personal protec-
tive equipment (e.g., lab coat,
gloves, eye and face protection), and
mechanical tools (e.g., forceps,
dustpan and broom).

biohazard suit

biological agent

biological ammunition

biological contamination

A loose one-piece
garment worn to protect the wearer
against dangerous biological or
chemical agents. See also biohazard,;
chemical protective clothing.

Any microor-
ganism (including, but not limited
to, bacteria, viruses, fungi, rick-
ettsia, or protozoa), infectious sub-
stance, or any naturally occurring,
bioengineered or synthesized com-
ponent of any such microorganism
or infectious substance, capable of
causing death, disease, or other bio-
logical malfunction in a human, an
animal, a plant, or another living
organism; deterioration of food,
water, equipment, supplies, or
material of any kind, or deleterious
alteration of the environment. See
also biohazard; medical waste;
microorganism.

A type
of ammunition designed to release a
biological agent, such as anthrax,
used as the warhead for biological
weapons. Biological ammunition
can take many forms, such as a mis-
sile warhead or bomb. See alo
ammunition.

biological attack The deliberate

release of germs or other biological
substances that can make one sick.
See also attack.

The
presence of an infectious agent on a
body surface or on an environmen-

tal surface. Compare biological
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decontamination. See also contami-
nation.

biological decontamination The
reduction of microorganisms to an
acceptable level accomplished via
disinfection or sterilization. Compare
biological contamination. See also
cleansing; decontamination; disin-
fection; sterilization.

biological defense The meth-
ods, plans, and procedures involved
in establishing and executing defen-
sive measures against attacks using
biological agents.

biological environment Condi-
tions found in an area resulting from
direct or persisting effects of biologi-
cal weapons. See also biological
weapon; environment.

biological half-time  Sec half-life.

biological incident annex The
incident annex of an emergency man-
agement plan, such as the National
Response Plan, which describes inci-
dent management activities related to
a biological terrorism event, pan-
demic, emerging infectious disease, or
novel pathogen outbreak. See also
incident annex; outbreak; pandemic.

biological operation 1. Use of
biological agents to produce casual-
ties in personnel or animals and
damage to plants or materiel. 2.
Defense against such employment.
Synonym: biological warfare. See also
operation; personnel.

biological product A virus, ther-
apeutic serum, toxin, antitoxin, vac-

cine, blood, blood component or
derivative, allergenic product, or
analogous product, or arsphenamine
or derivative of arsphenamine (or
any other trivalent organic arsenic
compound), applicable to the pre-
vention, treatment, or cure of a dis-
ease or condition of human beings.

biological safety cabinet (BSC)
See biosafety cabinet.

biological threat A threat that
consists of biological material
planned to be deployed to produce

casualties in personnel or animals

and damage plants or other
materiel. See also threat.
biological warfare The inten-

tional spread of disease in warfare
through the dispersal of infective
bacteria, rickettsia, viruses, or toxins
which cause diseases, such as
anthrax, plague, typhoid, and bru-
cellosis. Synonyms: bacteriological
warfare; biological weapon; BW;
germ warfare.

biological warfare agent A
pathogen (microorganism capable
of causing disease) or a toxin
derived from a living organism that
is deliberately used to produce dis-
ease or death in humans, animals, or
plants. Syrnonyms: bioarm; biological
weapon; bioweapon. See also agent;
biological warfare; bioterrorism.

biological warfare agent classi-
fications The system whereby
biological warfare agents are classi-

fied by their: 1. effects (e.g., lethal
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agents produce death in all or most
victims, while incapacitating agents
produce severe disease, but not
death); 2. taxonomy; 3. mode of
delivery (aerosol, food- or water-
borne, vector borne, or injection), or
4. clinical syndrome (such as pneu-
monia agents and systemic disease
agents). See also agent; biological
warfare; classification; lethal.
biological warfare agent identi-
fication methods The process
of isolating the agent causing illness
or death by: 1. culture (possible in
one to two days for some agents); 2.
detection of agents by enzyme
immunoassay, mass spectrometry,
animal inoculation, or other meth-
ods; 3. antibody detection (specific
immunoglobulin may appear within
three days); 4. genome detection by
polymerase chain reaction, or 5.
detection of metabolic products of
the infectious or toxic agent in clin-
ical specimens. See also biological
warfare agent; chain reaction; poly-
merase chain reaction.

biological weapon An item of
materiel, which projects, disperses,
or disseminates a biological agent
including arthropod vectors. See also
chemical weapon; weapon.
biometrics  Application of statis-
tical analysis to biological data, e.g.,
fingerprints, eye retinas and irises,
voice patterns, facial patterns, and
hand measurements, especially for

biosafety cabinet (BSC)

authentication purposes. See also
authentication.

biosafety Application of knowl-

edge, techniques and equipment to
prevent personal, and environmen-
tal exposure to potentially infectious
agents or biohazards. Biosafety
defines the containment conditions
under which laboratory workers can
safety manipulate infectious agents.
The objective of containment is to
confine biohazards and to reduce
the potential exposure of the labo-
ratory worker, people outside of the
laboratory, and the environment to
potentially infectious agents. See
also biosafety cabinet; biosafety
level; exposure; laboratory.

The
principal device used to provide
containment of infectious splashes
or aerosols generated by many
microbiological procedures in the
laboratory. Open-fronted Class I
and Class II biological safety cabi-
nets are primary barriers which
offer significant levels of protection
to laboratory personnel and to the
environment when used with good
microbiological techniques. The
Class II biological safety cabinet
also provides protection from exter-
nal contamination of the materials
(e.g., cell cultures, microbiological
stocks) being manipulated inside
the cabinet. The gas-tight Class III
biological safety cabinet provides
the highest attainable level of pro-
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tection to personnel and the envi-
ronment. BSCs use vertical laminar
airflow to create a barrier to air-
borne particles and high-efficiency
particulate air (HEPA) filters to
clean air going into the work area
and out to the environment. The air
in most BSCs is recirculated over
the work area through the HEPA
filter. The HEPA filter removes air-
borne particles from the air, but
does not remove chemical fumes. A
BSC is not a chemical fume hood.
Compare fume hood. See also
aerosol; aerosolization; high-effi-
ciency particulate air filter; labora-
tory medicine; microbiology; primary
containment.

biosafety level A combination
of microbiological practices, labora-
tory facilities, and safety equipment
determined to be sufficient to
reduce or prevent occupational
exposures of laboratory personnel to
the microbiological agents they
work with. There are four biosafety
levels based on the hazards associ-
ated with the various microbiologi-
cal agents. See a/so microbiology;
laboratory medicine.

biosafety level 1 (BSL-1) labora-
tory A laboratory in which the
infectious agents manipulated are
not known to cause disease in
healthy adults. Work practices are
standard microbiological practices.
Safety equipment (primary barriers)

is not required. Facilities (secondary

barrier) are an open bench-top sink
for hand washing. A representative
microorganism manipulated in this
type of laboratory is Bacillus subtilis.

biosafety level 2 (BSL-2) labora-

tory A laboratory in which the
infectious agents manipulated are
associated with human disease and
exposure may occur through
autoinnoculation, ingestion, and
mucous membrane exposure. Work
practices are standard microbiologi-
cal practices plus limited access,
biohazard warning signs, sharps
(contaminated needles or sharp
instruments) precautions, and a
biosafety manual defining any
needed waste decontamination or
medical surveillance policies. Safety
equipment includes class I or II bio-
logical safety cabinets or other
physical containment devices used
for all manipulations of infectious
agents that cause splashes or
aerosols of infectious materials, and
personal protective equipment (lab-
oratory coat, gloves, face and eye
protection as needed). Facilities are
an open bench-top sink and an
autoclave  available for use.
Representative microorganisms
include hepatitis B virus, HIV, the
Salmonellae, and Toxoplasma. See
also autoclave; biological decontam-
ination.

biosafety level 3 (BSL-3) labora-

tory A laboratory in which the

infectious agents are indigenous or
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exotic with the potential for aerosol
transmission. Disease caused by
these agents may have serious or
lethal consequences. Work practices
are BSL-2 practices plus controlled
access, decontamination of all
waste, and decontamination of lab-
oratory clothing before laundering.
Safety equipment includes physical
containment devices for all manipu-
lations of agents, and personal pro-
tective equipment (protective labo-
ratory clothing, gloves, face and eye
protection, and respiratory protec-
tion as needed). Facilities are BSL-
2 facilities with added physical
separation from access corridors,
self-closing double door access,
exhausted air not recirculated, and
negative airflow into the laboratory.
Representative microorganisms incl-
ude Mycobacterium tuberculosis, St.
Louis encephalitis virus, and
Coxiella burnetin. See also access;
lethal.

biosafety level 4 (BSL-4) labora-
tory A laboratory in which
infectious agents are exotic with
potential for aerosol transmission
and for which no vaccine or therapy
currently exists. These agents pose a
high risk of exposure and infection
to laboratory personnel, the com-
munity, and the environment. Work
practices and safety equipment are
complete isolation of the laboratory
worker from aerosolized infectious
materials through working in a

bioterrorism 1.

Class III BSC or in a full-body, air-
supplied positive-pressure person-
nel suit. Facilities are generally a
separate building or completely iso-
lated zone with complex, special-
ized ventilation requirements and
waste management systems to pre-
vent release of viable agents to the
environment. Representative micro-
organisms include Marburg or
Congo-Crimean hemorrhagic fever
viruses.

The unlawful
release of biologic agents or toxins
with the intent to intimidate or
coerce a government or civilian
population and further political or
social objectives. Humans, animals,
and plants are often targets. 2. Use
of microorganisms or toxins to kill
or sicken people, animals, or plants.
The main difference between bio-
logical terrorism and conventional
terrorism (e.g., bombs, hijackings)
is the duration from the time of
attack to the presentation of victims
of the attack. Depending on the
agent, the incubation period can be
up to sixty days. Hospital personnel,
not traditional first responders, will
first encounter a bioterrorism event
secondary to the unfolding epi-
demiology and gradual increase in
attack rates of a communicable
agent. See also anthrax attacks of
2001; attack rate; emergency
responder; first responder; incuba-
tion period.
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Bioterrorism Preparedness and
Response Act, Public Health

blast, nuclear See nuclear blast.
blast wave A sharply defined

Security and  See Public Health
Security and Bioterrorism Prepared-
ness and Response Act.

BioWatch program A program
that samples and tests the air in
major metropolitan areas daily for
pathogens that terrorists might use.
It was modeled on an air monitor-
ing program used during the 2002
Winter Olympics in Salt Lake City.
The system involves the installation
of special paper filters on existing
Environmental Protection Agency
(EPA) air-quality monitoring sta-
tions, which are removed to a labo-
ratory for testing on a set time
interval. See also autonomous detec-
tion system; Science and Technology
Directorate (S&T).

blast The brief and rapid move-
ment of air, vapor, or fluid away
from a center of outward pressure,
as in an explosion or in the combus-
tion of rocket fuel; the pressure
accompanying this movement.
Synonym: explosion. See also after-
winds; blast effect; blast wave.

blast effect Destruction of or
damage to structures and personnel
by the force of an explosion on or
above the surface of the ground.
Blast effect may be contrasted with
the cratering and ground-shock
effects of a projectile or charge that
goes off beneath the surface. See also
blast; effect.

blister agent

block grant

blood agent

blow up

wave of increased pressure rapidly
propagated through a surrounding
medium from a center of detona-
tion or similar disturbance.

A substance that
causes skin to blister. Exposure is
through liquid or vapor contact
with any exposed tissue (eyes, skin,
and lungs). See also agent.

A grant distributed
in accordance with a statutory for-
mal for use in a variety of activities
within a broad functional area,
largely at the recipient’s discretion.
The block grant allows jurisdictions
to allocate the funds to supplement
other resources in ways they choose.
See also categorical grant; grant.

A chemical sub-
stance, e.g., cyanide, which pro-
duces harmful effects by interfering
with the exchange of oxygen and
carbon dioxide between blood and
tissues. It causes loss of conscious-
ness and convulsions and interferes
with breathing. See also agent;
cyanide.

blood and body fluid precau-

See isolation.

1. To explode or cause to
explode. 2. A sudden increase in fire
intensity or rate of spread strong
enough to prevent direct control or
to upset control plans. Blow-ups are
often accompanied by violent
convection and may have other

tions
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characteristics of a firestorm. See
also firestorm; flare-up. 3. To lose
one’s temper. 4. To inflate with air,
as in blow up a tire. 5. To enlarge, as
in blow up a photo.

body exposure, whole Se whole
body exposure.

bodyguard  See security guard.

bomb An explosive device fused
to detonate under specific condi-
tions. See also barometric bomb; car
bomb; dirty bomb; electromagnetic
bomb; explosive; fertilizer truck
bomb; improvised explosive device;
land mine; manufactured bomb;
Molotov cocktail bomb; pipe bomb.

bomb, barometric  See baromet-
ric bomb.

bomb, car  See car bomb.

bomb, dirty  See dirty bomb.

bomb, electromagnetic  Se elec-
tromagnetic bomb.

bomber, homicide
bomber.

bomber, human
ber.

bomber, suicide  See suicide bom-
ber.

bomber, millennium
lennium bomber.

bomb, fertilizer truck  See fertil-
izer truck bomb.

See suicide

See human bom-

See mil-

bomb, fire See fire bomb.
bomb, fission  See fission bomb.
bomb, fusion See fusion bomb.

bomb, gravity  See gravity bomb.
bomb, incendiary  See fire bomb.

bombing, Bali  S¢e Bali bombing
(October 12, 2002).

bombing, fire  See fire bombing.

bombing, Khobar Towers Se
Khobar Towers bombing (June 25,
1996).

bombing, Lockerbie See Locker-
bie bombing (December 21, 1988).

bombing, USS Cole Se USS
Cole bombing (October 12, 2000).

bombing, World Trade Center
See World Trade Center bombing
(February 26, 1993); September 11,
2001.

bombings, London train Se
London train bombings (July 7,
2005).

bombings, Madrid train Se
Madrid train bombings (March 11,
2004).

bombings, U.S. Embassy Se
U.S. Embassy bombings (August 7,

1998).

bomb, manufactured See man-
ufactured bomb.

bomb, Molotov cocktail See
Molotov cocktail bomb.

bomb, neutron  See neutron bomb.

bomb, nuclear See nuclear wea-
pon.

bomb, pipe  See pipe bomb.

bomb squad A police unit spe-
cially trained to disarm explosive
devices planted by criminals or ter-
rorists. See also bomb.

bomb suit A suit made of Kevlar®

(inner material) and Nomex 3 (outer
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material to protect from fire). See also
hazmat suit.

bomb threat A threat and form
of terrorism involving detonation of
an explosive device. The threat is
often made via telephone call. See
also bomb; terrorism.

boomburb A new type of large,
rapidly growing suburban city with
more than 100,000 residents, has
maintained a double-digit rate of
population growth in recent years,
and is nor the largest city in the
metropolitan area. There are about
fifty American boomburbs, such as
Naperville, Ill. See also metropolitan
area; metropolitan statistical area.

border The area surrounding a
boundary. See also boundary; fron-
tier; Thalweg principle.

Border and Transportation Sec-
urity (BTS) Directorate The
unit of the Department of
Homeland Security responsible for
securing U.S. borders and trans-
portation systems, and enforcing
the nation’s immigration laws. Its
subunits are: Transportation Sec-
urity Administration (TSA), Cus-
toms and Border Protection (CBP),
Immigration and Customs Enfor-
cement (ICE), and the Federal Law
Enforcement Training Center. See
also each subunit, Department of
Homeland Security.

border patrol agent An agent
with Customs and Border Patrol (a
unit of the Border and Transportation

Security Directorate, Department of
Homeland Security) whose primary
mission is preventing terrorists and
terrorist weapons, including weapons
of mass destruction, from entering
the U.S. Border patrol agents patrol
nearly 7,000 miles of international
land border with Canada and Mexico
and nearly 2,000 miles of coastal bor-
der.

Border Patrol, Customs and  Se
Customs and Border Patrol.

Border Protection, Customs
and Sec Customs and Border
Protection Bureau, U.S.

Border Security and Visa Entry
Reform Act, Enhanced Se¢
Enhanced Border Security and Visa
Entry Reform Act.

botulinum toxin Any of several
muscle-paralyzing neurotoxins that
are produced by Clostridium botu-
linum, an anaerobic bacterium. The
clostridial neurotoxins are the most
toxic substances known to science.
The neurotoxin produced from
Clostridium tetani (tetanus toxin) is
encountered by humans as a result
of wounds and remains a serious
public health problem in developing
countries around the world.
However, nearly everyone reared in
the Western world is protected
from tetanus toxin as a result of the
ordinary course of childhood
immunizations. Humans are usually
exposed to the neurotoxins pro-
duced by Clostridium botulinum
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(i.e., the botulinum toxins, of which
there are seven in all) by means of
food poisoning, although there are
rare incidents of wound botulism
and a colonizing infection of
neonates known as infant botulism.
Since the incidence of botulinum
poisoning by all routes is very rare,
immunization of the general popu-
lation is not warranted on the basis
of cost and the expected rates of
adverse reactions to even the best
vaccines. Thus, humans are not pro-
tected from botulinum toxins;
because of their relative ease of pro-
duction and other characteristics,
these toxins are likely biological
warfare agents. Indeed, the United
States itself explored the possibility
of weaponizing botulinum toxin
after World War II. Although the
United States disavowed any fur-
ther research on botulinum toxin
weapons, great concern remains
that other nations might employ
them, and ongoing research seeks
ways to protect our armed forces
from their use. See also Category A
agents.

botulism A rare but serious para-
lytic illness caused by a nerve toxin
that is produced by bacteria. There
are three main kinds of botulism:
food borne, wound, and infant. All
forms of botulism can be fatal and
are considered medical emergen-
cies. Food-borne botulism can be

especially dangerous and wide-
spread. See also botulinum toxin.

bouncer  Seesecurity guard.

boundary 1. The line separating
two areas, e.g., nation-states, as
defined on paper or marked on the
ground. Boundary disputes are
often the cause of conflicts, e.g., the
boundary disputes between Iraq
and Iran at the Shatt waterway. See
also border; frontier; glocality;
Thalweg principle. 2. Border or
limit. See also interface.

brainstorming A process used
to elicit a large number of ideas
from a group of people who are
encouraged to use their collective
thinking power to generate ideas
and unrestrained thoughts in a rela-
tively short period of time.

brainwashing The altering of a
person’s social and political views by
severe physical and psychological
conditioning, e.g., the techniques
used by religious cults to indoctri-
nate new converts. See also convert;
cult.

breakthrough infection Develop-
ment of a disease despite a person’s
having responded to a vaccine. See
also infection; disease.

breathing apparatus support
A mobile unit designed and con-
structed for the purpose of provid-
ing specified level of breathing air
support capacity and personnel
capable of refilling self-contained
breathing apparatus (SCBA) at
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remote incident locations. See also
self-contained breathing apparatus;
atmosphere-supplying respirator.
breeder document A document
that allows access to other forms of
legitimate identification, such as a
driver’s license, for establishing a
false identity. A consular identifica-
tion card (CID card), which some
governments such as Mexico issue
to their citizens living in a foreign
country, such as the United States, is
an example of a breeder document.
The original purpose of CID cards
was to facilitate consular notifica-
tion to protect certain legal rights of
cardholders, regardless of their resi-
dency status in a foreign country. See
also consular identification card;
document; identity document.
briefing The act or process of
giving in advance specific instruc-
tions or information, as in a press
briefing. See also press briefing.
briefing, critical incident stress
de- See Critical incident stress
debriefing.
briefing, press  Sec press briefing.
broadcast 1. To transmit a radio,
television, or Internet program. 2.
To send out or communicate, espe-
cially by radio or television, as in
broadcast an alert. 3. To make
known over a wide area. See also
broadcast journalism; Internet; radio.
broadcast journalism Television,
radio, or Internet journalism. See

also broadcast; Internet; journalism;
radio.

broker An individual who acts as
an intermediate agent in a transac-
tion or helps to resolve differences,
as in a visa broker. See also visa bro-
ker.

broker, visa  See visa broker.

Brotherhood  See Society of Mus-
lim Brothers.

Brothers See Society of Muslim
Brothers.

buddy system A system for
organizing people into groups in
such a manner that each member of
the group is observed by a least one
other member of the group at all
times. The purpose of the buddy
system is to provide rapid assistance
to people in an emergency. See also
system.

bug 1. A concealed microphone
or listening device or other audio-
surveillance device. 2. To install
means for audiosurveillance.

bugged Pertaining to a room or
object which contains a concealed
listening device. See a/so bug.

building 1. A usually permanent
construction such as a house or
high-rise building. See a/so high-rise
building. 2. The act or process of
constructing. See also architecture.

building, high-rise  Sec high-rise
building.

built environment 1. The build-
ings and lifelines (supply, disposal,

communication, and transportation)
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of a community. 2. An area in which
buildings or other structures, such as
canals or dams, have been con-
structed. 3. That part of the envi-
ronment that is predominantly
constructed, as distinguished from
the natural environment. See also
environment; lifelines.

bulk container A cargo con-
tainer used for transporting large
quantities of substances. See also
cargo; container; containerization.

bureau A government depart-
ment, agency, or unit. See also direc-
torate.

Bureau, Citizen and Immigration
Services, U.S. See Citizen and
Immigration Services Bureau, U.S.

Bureau, Immigration and Cus-
toms Enforcement  Sce Immigra-
tion and Customs Enforcement
Bureau, U.S.

Bureau of Consular Affairs The
bureau within the U.S. Department
of State that administers laws, for-
mulates regulations, and imple-
ments policies relating to the broad
range of consular services and
immigration, including responsibil-
ity for issuing passports to U.S. citi-
zens and visas to foreign nationals.
In addition, the Consular Affairs
Office of Overseas Citizens
Services advises and supports U.S.
citizens and embassies and con-
sulates around the world in such
matters as deaths, arrests, robberies,
citizenship and nationality, federal

benefits, notarization of documents,
international parental child abduc-
tion, and international adoptions.
To assist the traveling public, the
bureau issues consular information
sheets, travel warnings, and public
announcements concerning condi-
tions in countries where Americans
may be planning to visit or reside.
The consular offices overseas, under
the guidance of the Bureau’s Office
of Visa Services and following regu-
lations established by the U.S.
Congress in the Immigration and
Nationality Act, are responsible for
issuing all non-immigrant and
immigrant visas. See also consular
officer; consular information sheet;
Department of State.

Bureau, Customs and Border
Protection Se¢c Customs and
Border Protection Bureau, U.S.

Bureau of Investigation, Federal
See Federal Bureau of Investigation.

bureaucracy A distinctive arran-
gement used by humans to organize
their activities. The invention of
Western bureaucracy several cen-
turies ago helped solve the problem
for leaders of governing human sys-
tems that grew larger and more
complicated with each passing year.
The great virtue and probably
defining characteristic of bureau-
cracy, according to the one of the
founders of sociology, German Max
Weber (1864-1920), is as “an insti-
tutional method for applying gen-
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eral rules to specific cases, thereby
making the actions of government
fair and predictable.” The two main
problems with bureaucracy are its
inefficiency and arbitrariness. See
also hierarchy; sociology.
bureaucrat A denizen of a
bureaucracy; anyone who works for
a government agency. See also
bureaucracy; street-level bureaucrat.

bureaucrat, street level See
street-level bureaucrat.
Bureau, National Guard See

National Guard Bureau.

burn 1. In intelligence work, to
deliberately expose the true status of
a person under cover. 2. The legiti-

mate destruction and burning of bypass

classified material, usually accom-
plished by the custodian as pre-
scribed in regulations.

burst, air-  See airburst.

burst, nuclear air- See nuclear
airburst.

burst, surface  See surface burst.

bus A long motor vehicle for car-
rying passengers, usually along a
fixed route. See also intermodal.

business continuity plan A
plan developed to ensure three busi-
ness continuity objectives: rapid
recovery and timely resumption of
critical operations following a wide-
scale disruption; rapid recovery and
timely resumption of critical opera-
tions following the loss or inaccessi-
bility of staff in at least one major
operating location, and a high level

of confidence, through ongoing use
or robust testing, that critical inter-
nal and external continuity arrange-
ments are effective and compatible.
One of the lessons learned from the
September 11, 2001, attacks on
New York City is the need to
expand testing of business recovery
arrangements, e.g., demonstrate the
ability to recover and resume within
the business day and aim for a two-
hour recovery time following a sce-
nario involving wide-scale disruption.
Synonym: business recovery plan.
See also continuity of government;
critical financial markets; financial
markets; wide-scale disruption.
Transport of an emer-
gency medical services (EMS)
patient past a normally-used med-
ical receiving facility to a designated
medical facility for the purpose of
accessing more readily available or
appropriate medical care. Synonym:
diversion. See also diversion; emer-
gency medical services; transport.
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cabinet, biosafety Sec biosafety
cabinet.

campaign 1. A series of military
operations undertaken to achieve a
large-scale objective during a war, as
in military campaign. 2. A vigorous
operation to accomplish a purpose,
as in a campaign against terrorism.

capabilities-based planning A
type of planning (and a component
of the National Preparedness Goal
resulting from Homeland Security
Presidential Directive-8) for provid-
ing, under conditions of uncertainty,
capabilities suitable for a wide range
of threats and hazards, within an
economic framework that necessi-
tates prioritization and choice.
Capabilities-based planning add-
resses uncertainty by analyzing a
wide range of possible scenarios to
identify required capabilities. Exa-
mples of the thirty-six capabilities so
far identified are critical infrastruc-
ture protection; mass prophylaxis;
volunteer management and dona-
tions; emergency operations center
management; fatality management;
citizen preparedness and participa-
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tion, and citizen protection, evacua-
tion and/or in-place protection. Not
every entity at the federal, state, and
local levels is expected to develop
and maintain every capability to the
same level. Elements of each capa-
bility include personnel, planning,
organization leadership, equipment
and systems, training, and exercises.
The list of capabilities is called the
“Target Capabilities List.” See also
Homeland Security Presidential
Directive-8; National Preparedness
Goal; scenario; Target Capabilities
List; Universal Task List.

Capabilities List, Adversary  Se:
design basis threat.

Capabilities List, Target Se
Target Capabilities List.

capabilities, remote sensing
space See remote sensing space
capabilities.

capability 1. The ability to exe-
cute a specified course of action. See
also ability; competence. 2. The
means to accomplish one or more
tasks under specific conditions and
to specific performance standards
through proper planning, organiza-
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tion, equipment, training, exercises,
and personnel. Se¢ also industrial

capability.

capability, industrial  Sec indus-
trial capability.

capability, military  See military
capability.

capacity 1. The ability to receive

or hold something, as in hospital
bed capacity. 2. In operations man-
agement, the quantitative measure
of the ability to receive or hold
something. 3. In operations man-
agement, the maximum throughput
that can be sustained for a given
process or activity. See also through-
put. 4. The power to learn or retain
knowledge, as in mental capacity. 5.
Innate potential for growth, devel-
opment, or accomplishment, as in
the capacity for growth. See also
ability. 5. Legal qualification or
authority, as the capacity to issue a
warrant for arrest. See also surge
capacity.

capacity, civil transportation S
civil transportation capacity.

capacity, community-based surge
See community-based surge capac-
ity.

capacity, facility-based surge
See facility-based surge capacity.

capacity, hospital surge  Sezhos-
pital surge capacity.

capacity, medical transport  See
medical transport capacity.

capacity, public health surge S
public health surge capacity.

capacity, surge
ity.

capital 1. A town, village, or
municipality that is the official seat
of government in a political entity,
such as a county, state or nation. 2.
A city that is the center of a specific
activity or industry, as in the arti-
choke capital of the world. 3.
Wealth in the form of money or
property, used or accumulated in a
business by a person, partnership, or
corporation. 4. Human resources
considered in terms of their contri-
butions to an economy. See also
human capital.

capital, human
tal.

car bomb Explosive device used
by terrorists and assassins who place
it in a car or truck that acts as its own
delivery mechanism. Truck bombs
can crash through barriers more eas-
ily and can hold large amounts of
explosives. Synonyms: auto bomb;
truck bomb; vehicle bomb. See also
bomb; suicide bomber.

care delivery system, health
See health care delivery system.

care, emergency support func-
tion mass Se emergency sup-
port function mass care.

care facility, health
care facility.

care facility, long-term  Se long-
term care facility.

care facility, mass
facility.

See surge capac-

See human capi-

See health

See mass care
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care, health  See health care.

care, home health Se¢ home
health care.

care, hospice  See hospice care.

care, managed Sec managed care.

care, mass See mass care.

care, mass-gathering medical
See mass-gathering medical care.

care, nursing  See nursing care.

care organization, health See
health care organization.
care organization, long-term

See long-term care facility.

care organization accreditation,
health  See health care organiza-
tion accreditation.

care professional, health Se
health care professional.
care provider, health  Sec health

care provider.

cargo The freight carried by a
ship, an aircraft, or another vehicle.
See also aircraft; bulk container; con-
tainer; containerization; ship.

cargo container See container.

cargo transportation, intermodal
See intermodal cargo transporta-
tion.

carrier 1. In medicine, a person
or animal without apparent disease
who harbors a specific infectious
agent and is capable of transmitting
the agent to others. The carrier state
may occur in an individual with an
infection that is not apparent
throughout its course (known as
asymptomatic carrier) or during the
incubation period, convalescence,

and post-convalescence of an indi-
vidual with a clinically recognizable
disease. The carrier state may be of
short or long duration. See also
asymptomatic infection; incubation
period; symptom. 2. One that
transports or conveys, as a baggage
carrier. 3. One, such as a person,
business, or organization, which
deals in the transport of passengers
or goods, as in an air carrier.

carrier, common  See mass tran-
sit.

case 1.In epidemiology,a count-
able instance in the population or
study group of a particular disease,
health, disorder, or condition under
investigation; sometimes an indi-
vidual with the particular disease.
See also cluster; epidemic; index
case; outbreak. 2. In law enforce-
ment, an action or a suit or just
grounds for an action; the facts or
evidence offered in support of a
claim, or a set of reasons or support-
ing facts (an argument). See also case
file.

case definition A set of criteria
for deciding whether a person has a
particular disease or health-related
condition, by specifying clinical cri-
teria and limitations on time, place,
and person. Case definition can be
based on clinical, laboratory, or
combined clinical and laboratory
criteria, or a scoring system with
points for each criterion that
matches the features of the disease.
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The case definition is based on that
which is most unusual about the
disease cluster under investigation.
The choice of a case definition
depends on the information at
hand. Often, several differing case
definitions exist that might be
selected in light of what is initially
known about a presumed cluster.
Case definitions can be narrow or
expanded. A narrow case definition
focuses on the most unusual or
most coherent group of diseases
reported to affect the population of
concern. An expanded case defini-
tion includes a larger number of
diseases that were each likely to be
related to one another by a common
cause. For example, if a public
health agency was evaluating a clus-
ter of cases of an infectious disease
that resembled measles, personnel
might choose either a narrow case
definition (such as children with
fever, cough, and morbilliform rash)
or an expanded case definition
(such as all people with fever).
Narrow definitions tend to exclude
some cases that might be related to
the cluster. By contrast, expanded
definitions often decrease the possi-
bility of finding an explanation for
the cluster. It is more difficult to
hypothesize a unique cause for a
variety of less-related diseases than
for a single disease or a homoge-
neous group of diseases. Case defi-
nitions have two applications: for

case fatality rate

case file

case-finding

epidemiologic surveillance studies
relating to prevalence of a disease,
and for diagnostic purposes using
applicable  diagnostic  features,
causes, and pathophysiology. See
also case; cluster; epidemiology.
The propor-
tion of cases of a specified condition
that is fatal within a specified time.
See also case; fatality rate.

In law enforcement, the
collection of documents comprising
information concerning a particular
investigation. This collection may
be kept in case jackets, file folders,
ring binders, boxes, file drawers, file
cabinets, or rooms. Sub-files are
often used within case files to segre-
gate and group interviews, media
coverage, laboratory requests and
reports, evidence documentation,
photographs, videotapes, audio-
tapes, and other documents. See a/so
case.

In epidemiology, a
standard procedure in control of
certain contagious diseases, e.g.,
tuberculosis, plague, smallpox,
whereby diligent efforts are made to
locate and treat people who have
had close or intimate contact with a
known case. Also, seeking people
who have been exposed to risk of
other epidemic conditions or out-
breaks, such as food poisoning.
Synonym: contact tracing. See also
case; outbreak.
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case identifier The alphabetic
and/or numeric characters assigned
to identify a particular case. See also
identifier.

case, index Seeindex case.

casualty A person declared dead
or is missing, ill, or injured. See also
hostile casualty.

casualty clearing station A
collecting point for victims that is
located in the immediate vicinity of
a disaster site where triage and
medical treatment can be provided.
See also casualty.

casualty collection point A
location within a jurisdiction which
is used for the assembly, triage
(sorting), medical stabilization, and
subsequent evacuation of casualties.
It may also be used for the receipt of
incoming medical resources, e.g.,
doctors, nurses, and supplies. The
preferred site includes or is adjacent
to an open area suitable for use of
aircraft. See also casualty.

casualty, hostile Sec hostile casu-
alty.

casualty incident, mass
mass casualty incident.

casualty, mass Sec mass casu-
alty.

catastrophe The rapid reduction
of the ability of human systems,
subsystems, and components to per-
form their intended functions, usu-
ally resulting in total failure to
perform any function. A catastrophe
inflicts widespread destruction and

See

distress in which most or all of com-
munity-built structure fails. The
bases of most emergency organiza-
tions are themselves failing, local
officials are unable to undertake
their usual work roles, and most, if
not all, of the everyday community
functions are sharply and simultane-
ously interrupted. Aid from nearby
communities cannot be provided
because they are similarly stricken.
Catastrophes require different kinds
of planning and managing than do
major disasters, including more
innovative and creative actions and
measures. Compare disaster; emer-

gency.

catastrophic degradation See
degradation.

catastrophic incident  Any nat-

ural, man-made, or complex inci-
dent, including terrorism, which
results in extraordinary levels of
mass casualties, damage, or disrup-
tion, severely affecting the popula-
tion, infrastructure, environment,
economy, national morale, and/or
government functions. A cata-
strophic event could result in sus-
tained national impacts over a
prolonged period of time; almost
immediately exceeds resources nor-
mally available to state, local, tribal,
and private-sector authorities in the
impacted area; and significantly
interrupts governmental operations
and emergency services to such an
extent that national security could
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be threatened. All catastrophic
events are incidents of national sig-
nificance. See also catastrophe; inci-
dent; incident of national signifi-
cance.

catastrophic incident annex
The incident annex of an emer-
gency management plan, such as
the National Response Plan, which
establishes the strategy for imple-
menting and coordinating an accel-
erated national response to a
catastrophic incident. See also catas-
trophe; incident annex.
catastrophism The doctrine and
belief proposed by Georges Cuvier
(1769-1832) that major changes in
the earth’s crust result from geologic
catastrophes, such as eruptions of
supervolcanoes, rather than by slow
evolutionary processes, such as allu-
vial depositions and small volcanic
eruptions. Englishman  Charles
Darwin and Scottish geologist
Charles Lyell belittled Cuvier, con-
tending that real scientists build
their theories only on what they
observe directly in nature and not on
wild imaginings of unobserved
forces. Cuviers study of fossils in
rock strata in the environs of Paris
led to his discovery that species
become extinct. Cuvier noted that
the current appearance of the earth
belies its violent history. Cuvier dis-
covered the first proofs of earth
upheavals in the mountains where
ancient strata were tilted up in

catchment area 1.

categorical grant

oblique layers and overlain with
more recent horizontal layers of
sand loaded with sea shells, the
remains of marine animals. Cuvier
concluded: “Everything therefore
leads to the belief that, in the same
time period as the upheavals which
buried the fossil bones, the human
species did not exist at all in the
countries where the bones are dis-
covered. For there would have been
no reason why the humans species
would have escaped entirely such
universal catastrophes and why their
remains are not found nowadays like
those of other animals. But I do not
wish to conclude from this that
human beings did not exist at all
before this period. They could have
inhabited some regions of small
extent from where they repopulated
the earth after these terrible events.
Perhaps also the places where they
remained were entirely destroyed
and their bones buried in the bot-
tom of the present seas, with the
exception of a small number of indi-
viduals who continued the species.”

The area
drained by a river or body of water.
Synonym: catchment basin. 2. The
surrounding area served by an insti-
tution, such as a hospital or school.

A grant awar-
ded with limitations (conditions)
attached to use of the funds. Both
categorical and block grants are
conditional, although the categorical
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grant generally has a greater num-
ber and severity of conditions. See

also block grant; grant.
categorization, field See field
categorization.

Category A agents Diseases/

agents having the greatest potential
to pose a risk to national security
because they can be easily dissemi-
nated or transmitted person-to-per-
son; cause high mortality and
subsequently have a major public
health impact; might cause public
“panic” (as per Centers for Disease
Control and Prevention) and social
disruption; and require special
action for public health prepared-
ness. The Category A agents are:
smallpox, anthrax, plague, botulism,
tularemia, and viral hemorrhagic
fevers (e.g., Ebola, Marburg, Lassa
viruses). See also anthrax; botulism;
plague; smallpox; tularemia; VHF
viruses.

Category B agents Diseases/
agents of the second-highest prior-
ity, including ones that are moder-
ately easy to disseminate; cause
moderate morbidity and low mor-
tality, and require specific enhance-
ment of the diagnostic capacity and
disease surveillance by the Center
for Disease Control and Prevention.
They are: Q_fever, brucellosis, glan-
ders, alphaviruses (Venezuelan
encephalomyelitis, eastern and
western equine encephalomyelitis),
ricin toxin from castor beans,

Category C agents

causal association

epsilon toxin of Clostridium perfrin-
gens, and Staphylococcus enterotoxin
B. Also included in Category B are
the following food-borne and
water-borne  agents:  Salmonella
species, Shigella dysenteriae, Esch-
erichia coli 0157:-H7, Vibrio cholerae,
and Cryptosporidium parvum. See
also biological warfare agent.
Emerging
pathogens that could be engineered
for mass dissemination in the future
because of their production and dis-
semination, and potential for high
morbidity and mortality and major
health impact, according to the
Centers for Disease Control and
Prevention (CDC). They are:
Nipah virus, Hantaviruses, tick-
borne hemorrhagic fever viruses,
tick-borne encephalitis viruses, yel-
low fever virus, and multidrug-
resistant Mycobacterium tuberculosis.
Preparedness for Category C agents
requires ongoing research to
improve disease detection, diagno-
sis, treatment, and prevention.
Knowing in advance which newly-
emergent pathogens  terrorists
might employ is not possible; there-
fore, it is imperative to link bioter-
rorism preparedness efforts with
ongoing disease surveillance and
outbreak response activities as
defined in CDC’s emerging infec-
tious disease strategy.

The pres-

ence or absence of a variable (e.g.
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smoking) that is responsible for an
increase or decrease in another vari-
able (e.g. cancer). A change in
exposure leads to a change in the
outcome of interest. Se¢ also associa-
tion.

cause analysis, root
cause analysis.

causation The act by which an
effect is produced. In epidemiology,
the doctrine of causation is used to
relate certain factors (predisposing,
enabling, precipitating, or reinforc-
ing factors) to disease occurrence.
The doctrine of causation is also
important in the fields of negli-
gence and criminal law. Synonym:
causality.

cause-of-death  For the purpose
of national mortality statistics,
every death is attributed to one
underlying condition, based on
information reported on the death
certificate and using the interna-
tional rules for selecting the under-
lying cause of death from the
conditions stated on the death cer-
tificate. The underlying cause is
defined by the World Health
Organization as the disease or
injury that initiated the train of
events leading directly to death, or
the circumstances of the accident or
violence, which produced the fatal
injury. Generally more medical
information is reported on death
certificates than is directly reflected
in the underlying cause of death.

See root

Cause of death is coded according
to the appropriate revision of the
International Classification of Dis-
eases.

cause, root Seeroot cause.

CBP Sec Customs and Border
Protection.

CBradio SesCitizens band radio.

CBU  See cluster bomb.

CDC Se¢ Centers for Disease
Control and Prevention.

cell 1. A small group of individu-
als who work together for clandes-
tine or subversive purposes. See also
terrorist cell. 2. The smallest struc-
tural unit of an organism that is
capable of independent function-
ing, consisting of one or more
nuclei, cytoplasm, and various
organelles, all surrounded by a
semipermeable cell membrane.

cell, terrorist  See terrorist cell.

Center, Air Operations  Sce Che-
yenne Mountain.

Center bombing, World Trade
See World Trade Center bombing;

September 11, 2001.

Center, Combined Intelligence
Watch  See Cheyenne Mountain.

center, command Sec command
center.

center, communications See
communications center.

center, disaster application  Sec
disaster application center.

center, disaster recovery See

disaster recovery center.
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center, emergency operations
See emergency operations center.

Center, Federal Law Enforcement
Training  See Federal Law Enfor-
cement Training Center.

Center for Infectious Diseases,
National Sec National Center
for Infectious Diseases.

Center for Telecommunications,
National Coordinating  Sce Nat-
ional Coordinating Center for
Telecommunications.

center, fusion  See fusion center.

Center, Global Patient Movement
Requirements Sez Global Pati-
ent Movement Requirements Center.

Center, Homeland Security Ope-
rations Sec Homeland Security
Operations Center.

center, intelligence fusion
intelligence fusion center.

Center, Interagency Modeling and
Atmospheric Assessment Se
Interagency Modeling and Atmos-

pheric Assessment Center.

See

center, joint information See
joint information center.

center, joint operations See
joint operations center.

Center, Missile Warning Se
Cheyenne Mountain.

center, mobilization Sez mobi-

lization center.
center, multi-agency command
See multi-agency command center.
Center, National Counterterror-
ism  See National Counterterror-
ism Center.

Center, National Infrastructure
Coordinating  See National Infra-
structure Coordinating Center.

Center, National Infrastructure
Protection Se¢c National Infra-
structure Protection Center.

Center, National Interagency
Fire Sec National Interagency
Fire Center.

Center, National Military Com-
mand Sesc National Military
Command.

Center, National Response
National Response Center.

Center, National Response Coor-
dination See National Response
Coordination Center.

Center, NORAD Command
Cheyenne Mountain.

Center, Plum Island Animal
Disease SezPlum Island Animal
Disease Center.

center, portable emergency iso-
lation treatment See portable
emergency isolation treatment cen-
ter.

center, regional hospital com-
munications  Se¢ regional hos-
pital communications center.

center, regional hospital coordi-
nation Se¢c regional hospital
coordination center.

center, regional operations
regional operations center.

center, regional response coor-
dination See regional response
coordination center.

See

See

See
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Centers for Disease Control
and Prevention (CDC) An
agency within the Department of
Health and Human Services whose
“centers” respond individually in
their areas of expertise and combine
their resources and expertise on
health issues and threats. CDC is
comprised of the National Center on
Birth Defects and Developmental
Disabilities, which provides national
leadership for preventing birth
defects and developmental disabili-
ties and for improving the health
and wellness of people with disabil-
ities; the National Center for Chronic
Disease  Prevention and Health
Promotion, which prevents prema-
ture death and disability from
chronic diseases and promotes
healthy personal behaviors; the
National Center for Environmental
Health, which provides national
leadership in preventing and con-
trolling disease and death resulting
from the interactions between peo-
ple and their environment; the
National Center for Health Statistics,
which provides statistical informa-
tion that will guide actions and
policies to improve the health of the
American people; the National
Center for HIV, STD, and TB
Prevention, which provides national
leadership in preventing and con-
trolling human immunodeficiency
virus infection, sexually transmitted
diseases, and tuberculosis; the

National Center for Infectious Dis-
eases, which prevents illness, disabil-
ity, and death caused by infectious
diseases in the United States and
around the world; the National
Center for Injury Prevention and
Control, which prevents death and
disability from nonoccupational
injuries, including those that are
unintentional and those that result
from violence; the National
Immunization Program, which pre-
vents disease, disability, and death
from vaccine-preventable diseases
in children and adults; the National
Institute for Occupational Safety and
Health (NIOSH), which ensures
safety and health for all people in
the workplace through research and
prevention; the Epidemiology Pro-
gram Office, which strengthens the
public health system by coordinat-
ing public health surveillance, pro-
viding support in scientific
communications, statistics, and epi-
demiology, and training in surveil-
lance, epidemiology, and prevention
effectiveness; the Public Health
Practice  Program Office, which
strengthens community practice of
public health by creating an effec-
tive workforce, building informa-
tion networks, conducting practice
research, and ensuring laboratory
quality, and the Office of the Director,
which manages and directs the
activities of the Centers for Disease
Control and Prevention, provides
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overall direction to, and coordina-
tion of, the scientific/medical pro-
grams of CDC, and provides
leadership, coordination, and assess-
ment of administrative management
activities. The CDC performs many
of the administrative functions for
the Agency for Toxic Substances and
Disease Registry (ATSDR), a sister
agency of CDC, and one of eight
federal public health agencies within
the Department of Health and
Human Services. The director of
CDC also serves as the administra-
tor of ATSDR. Se¢ also Epidemic
Intelligence Service.

Center, Space Control
yenne Mountain.

Center, Terrorist Screening  See
Terrorist Screening Center.

center, trauma  See trauma cen-
ter.

center, volunteer and donations
coordination  See volunteer and
donations coordination center.

Central Intelligence Agency
(CIA) The federal agency cre-
ated by the National Security Act in
1947 to coordinate the various
intelligence activities of the United
States. The Intelligence Reform
and Terrorism Prevention Act of
2004 amended the National
Security Act to provide for a direc-
tor of national intelligence who
would assume some of the roles for-

merly fulfilled by the directive of

central intelligence, with a separate

See Che-

director of the Central Intelligence
Agency. See also Intelligence
Community.
CERT  S¢e Community Emergency
Response Team (CERT).
certainty 1. Being without a
doubt. 2. A clearly established fact.

See also hazard certainty.

certainty, hazard Sec hazard
certainty.
certification 1. The act of con-

firming formally as true, accurate,
or genuine. 2. The process by which
a certifying body evaluates and rec-
ognizes an individual, organization,
or program as complying with
existing standards. Certified entities
are then often eligible to receive
payment from, or to contract with, a
specific program or source. Cer-
tification programs do not exclude
the uncertified from practice as do
licensure programs, but lack of cer-
tification may preclude them from
receiving specific types of payment.
For example, health providers not
certified by the Medicare program
may not receive Medicare pay-
ments. See also accreditation; cre-
dential; licensure; standard.
certified nursing assistant (CNA)
A health professional certified to
provide personal care to residents or
patients under the supervision of a
registered nurse or a licensed practi-
cal nurse. See also licensed practical
nurse; nurse; registered nurse.
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certify To attest to the truth or
accuracy of something; to guarantee
that a standard of quantity or qual-
ity has been met; to make a legal
determination. See also certification.
chain of command A series of
command, control, executive, or
management positions in hierarchi-
cal order of authority.
chain reaction A process that
initiates its own repetition. In a fis-
sion chain reaction, a fissile nucleus
absorbs a neutron and fissions
(splits) spontaneously, releasing
additional neutrons. These, in turn,
can be absorbed by other fissile
nuclei, releasing still more neutrons.
A fission chain reaction is self-sus-
taining when the number of neu-
trons released in a given time equals
or exceeds the number of neutrons
lost by absorption in non-fissile
material or by escape from the sys-
tem. See also fission bomb; reaction.
chain reaction, polymerase  Se
polymerase chain reaction.
chamber,ion Seecion chamber.
change analysis A study of the
differences between the expected
and actual performance of a process.
Change analysis involves determin-
ing the root cause of an event by
examining the effects of change and
identifying causes. See also analysis.
chaplain (as a public safety offi-
cer) An individual serving as an
officially recognized or designated
member of a legally organized vol-

unteer fire department or legally
organized fire or police department
who responds to a fire, rescue, or
police emergency. See also public

safety officer.

characterization, risk See risk
characterization.
characterization, waste Seewaste
characterization.

charcoal, activated Sec acti-

vated charcoal.

chart, flow  See flow chart.

chatter The incessant talk via e-
mail and cell phone calls between
people involved in terrorism and
espionage as monitored by a gov-
ernment agency; e.g., chattering is
more difficult monitoring terrorist
chatter is far more difficult today.

check in 1. Announcing one’s
arrival, as to a disaster response
scene. 2. In the National Incident
Management System, the process
by which resources first report to an
incident. Check-in locations incl-
ude the incident command post,
resources unit, incident base, camps,
staging areas, or directly on the site.
See also National Incident Man-
agement System; staging area.

checklist A list of actions taken
by an element of the emergency
organization in response to a partic-
ular event or situation.

chemical A substance produced
by or used in a reaction involving
changes in atoms or molecules. See
also reaction.



74 The Dictionary of Homeland Security and Defense

chemical agent 1. A chemical
substance that is intended for use in
military and terrorist operations to
kill, seriously injure, or incapacitate
people through its physiological
effects. Excluded from considera-
tion are riot control agents, and
smoke and flame materials. The
agent may appear as a vapor,
aerosol, or liquid; it can be either a
casualty/toxic agent or an incapaci-
tating agent. See a/so agent; chemi-
cal agent cumulative action; riot
control agent. 2. A substance, such
as ethanol, which inhibits the
growth of microorganisms such as
bacteria and viruses. See afso anti-
septic.

chemical agent cumulative act-
fon  The building up, within the
human body, of small ineffective
doses of certain chemical agents,
such as soman, sarin, tabun, and
VX, to a point where eventual effect
is similar to one large dose. See also
chemical

agent; sarin; soman;
tabun; VX.
chemical agent, toxic  See toxic
chemical agent.
chemical ammunition A type

of ammunition containing toxic
chemical agents, such as chemicals
specifically designed for lethal
effects (e.g., nerve agents, cyanide)
or incapacitating effects (e.g., riot
control agents). See also ammuni-
tion; chemical agent; riot control
agent.

chemical, biological, radiologi-
cal, nuclear, or high-yield explo-
sives incident An emergency
resulting from the deliberate or
unintentional release of nuclear,
biological, radiological, or toxic or
poisonous chemical materials, or
the detonation of a high-yield
explosive. Synonym: CBRNE inci-
dents.

chemical, biological, and radio-
logical operation A collective
term used only when referring to a
combined chemical, biological, and
radiological operation.

chemical-capable nation, nucl-
ear, biological, and See nucl-
ear, biological, and chemical-capable
nation.

chemical contamination surviv-
ability, nuclear, biological, and
See nuclear, biological, and chemical
contamination survivability.

chemical decontamination, nucl-

ear, biological, and See nucl-
ear, Dbiological, and chemical
decontamination.

chemical defense The meth-

ods, plans, and procedures involved
in establishing and executing defen-
sive measures against an attack in
which chemical agents are dep-
loyed. See also chemical agents.
chemical dose The amount of
chemical agent that is taken or
absorbed by the body. See a/so dose.
chemical environment Condi-
tions found in an area resulting from
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direct or persisting effects of chemi-
cal weapons. See also chemical
weapon; environment.

chemical facility All buildings,
structures, and other stationary
items that are located on a single
site or a contiguous or adjacent site
and which are owned or operated by
the same person and which actually
manufacture, produce, use, transfer,
store, supply, or distribute any haz-
ardous materials. The term includes
railroad yards and truck terminals,
but does not include individual
trucks, rolling stock, water vessel,
airplanes, or other transportation
vehicles. See also chemical, haz-
ardous materials.

chemical fume hood
hood.

chemical hardness, nuclear, bio-
logical,and  Sec nuclear, biologi-
cal, and chemical hardness.

chemical monitoring The con-
tinued or periodic process of deter-
mining whether or not a chemical
agent is present.

chemical operations Employ-
ment of chemical agents to kill,
injure, or incapacitate people or ani-
mals for a significant period of time
and deny or hinder the use of areas,
facilities, or material; or defense
against such employment. See also
chemical; operations.

chemical plume A visible or
measurable discharge of a chemical
contaminant usually produced dur-

See fume

ing the release of a chemical agent
or a toxic industrial chemical. The
area of a chemical plume delineates
the area of contamination. See also
chemical; plume.

chemical protective clothing
Items such as clothing, hood, boots,
and gloves (fully-encapsulating suit)
made from chemical-resistant
materials that are designed and
configured to protect the wearer
from hazardous materials. See also
biohazard suit; firefighter protective
clothing; hazmat suit; personal pro-
tective equipment.

chemical reaction A process by
which one or more substances may
be transformed into one or more
new substances. Energy is released
or is absorbed, but no loss in total
molecular weight occurs. See also
atom; chain reaction; explosive;
nuclear reaction.

chemical survey The directed
effort to determine the nature and
degree of chemical hazard in an area
and to delineate the perimeter of
the hazard area. See also chemical;
survey.

chemical, toxic industrial
toxic industrial chemical.

chemical warfare (CW) Al
aspects of military and terrorist
operations involving the employ-
ment of lethal and incapacitating
ammunitions and agents and the
warning and protective measures
associated with offensive operations.

See
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Since riot control agents and herbi-
cides are not considered to be
chemical warfare agents, they are
categorized separately or under the
broader term chemical, which is used
to include all types of chemical
ammunitions and agents collec-
tively. The term chemical warfare
weapons is used when it is desired to
reflect both lethal and incapacitat-
ing ammunitions and agents of
either chemical or biological origin.
Chemical weapons may be grouped
in seven main categories by their
toxic properties: nerve agents
(lethal); pulmonary toxics (lethal);
cyanide (lethal); tissue damaging
vesicants (mustards, Lewisites,
halogenated oximes); psychomimet-
ics; riot control agents (incapacitat-
ing), and defoliants. See also
chemical agent; chemical weapon;
lethal; riot control agent.

chemical warfare agent See
chemical agent.
chemical weapon A toxic chem-

ical and its precursors or a munitions
or device that is specifically designed
to cause death or other harm
through toxic properties of the
chemicals. The definition of chemi-
cal weapon also includes any equip-
ment specifically designed for use
directly in connection with the
employment of munitions or
devices. See also nerve agent; weapon;
weapons of mass destruction.

chemoprophylaxis

Cheyenne Mountain

chemistry and toxicology See

laboratory medicine.

The admin-
istration of an antibiotic agent to
prevent an infection, or to prevent
an incubating infection from pro-
gressing to disease, or to eliminate a
carrier state to prevent transmission
and disease in others. Chemopro-
phylaxis is currently available for
anthrax, plague, Q_ fever, and
tularemia. See alo carrier; prophy-
laxis.

CHEMPACK program, forward

A voluntary program and component
of the federal Strategic National
Stockpile (SNS) program conducted
by the Centers for Disease Control
and Prevention (CDC) for the bene-
fit of the U.S. civilian population.
The CHEMPACK program’s mis-
sion is to provide state and local gov-
ernments with a sustainable nerve
agent antidote cache that increases
their capability to respond quickly to
a nerve agent event such as a terrorist
attack. To accomplish this mission,
CDC has implemented the “for-
ward” placement of nerve agent anti-
dotes to CHEMPACK geographic
regions in the United States and its
associated territories. See also mission;
Strategic National Stockpile.

A complex
outside Colorado Springs, Colo.,
2,000 feet underground, which is
the main correlation center of the

Integrated Tactical Warning and
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Attack Assessment system, and the
command, control, communication,
and intelligence center for coordi-
nating and controlling North
American  Aerospace  Defense
Command (NORAD) and U. S.
Space Command missions. The
facility houses operations centers
which are equipped with processors,
displays, and communications link
the centers to forward sensors. The
centers, which conduct missile,
atmospheric, and space warning
activities, include: 1. The Air
Operations Center (also known as the
Air Defense Operations Center),
which maintains constant surveil-
lance of North American airspace to
prevent overflight by hostile aircraft.
It tracks over 2.5 million aircraft
annually; collects and consolidates
surveillance information on sus-
pected drug-carrying aircraft enter-
ing or operating within North
America, and provides this informa-
tion to counternarcotic agencies. 2.
The Missile Warning Center, which
detects launches globally and deter-
mines whether they are a threat to
North America. 3. The Space
Control Center (also known as the
Space Defense Operations Center),
which detects, identifies and tracks
all man-made objects in space. It
currently tracks over 8,000 objects,
including payloads, rocket bodies
and debris. Knowing where these
objects are contributes to several

mission areas, including collision
avoidance for the space shuttle crew.
4. The NORAD/USSPACECOM
Combined Command Center (also
known as the NORAD Command
Center), which serves as the hub for
all activity within the work centers.
The Command Director, a one-star
general officer or colonel, is always
on duty in the command center,
which provides coordination and
direction to the mission work cen-
ters, and forwards critical informa-
tion from the other centers to the
U.S. President and Prime Minister
of Canada. The center provides
warning and assessment of attack on
North America or its allies to the
National Command Authorities,
the U.S. Strategic Command, and
other users. 5. The Combined
Intelligence Watch Center (also
known as the Combined Intelligence
Center), which serves as the indica-
tions and warning center for world-
wide threats from space, missile, and
strategic air activity, as well as
geopolitical unrest that could affect
North America and U.S. forces and
interests abroad. The center’s per-
sonnel gather intelligence informa-
tion to assist all the Cheyenne
Mountain work centers in correlat-
ing and analyzing events to support
NORAD and U.S. Space Com-
mand decision makers. 6. The
National Warning Facility, which is
the U.S. civil defense warning center
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located in the Aerospace Defense
Command Post to provide the
Federal Emergency Management
Agency with access to warning
information at the same time it is
available to NORAD. In case of
attack, the center would sound the
alarm over the civilian alerting cir-
cuits of the National Warning
System. See also military mission;
mission.

chief 1. The person who is high-
est in rank or authority. 2. In the
incident command system, the title
for individuals responsible for man-
agement of functional sections:
operations, planning, logistics,
finance/administration, and intelli-
gence (if established as a separate
section). See also incident command
system.

chief, commander in  Se¢ com-
mander in chief.

Chiefs of Staff, Joint Ses Joint
Chiefs of Staff.

children Young people.

children, emergency medical ser-
vices for See emergency med-
ical services for children.

choking agents  Substances that
cause physical injury to the lungs
through inhalation. In extreme
cases, membranes swell and lungs
become filled with liquid. Death
results from lack of oxygen; hence,
the victim is “choked.” See also
chemical warfare; phosgene.

cholera A diarrheal disease caused
by Vibrio cholera, an infectious bac-
terium. Humans acquire the disease
by consuming water or food contam-
inated with the organism. See a/so
biohazard risk group 2; Category B
agents.

chronic  Lasting a long time. The
U.S. National Center for Health
Statistics defines a “chronic” condi-
tion as one of three months’ dura-
tion or longer. Compare acute. See
also Centers for Disease Control
and Prevention.

chronic exposure Exposure to
something over a prolonged time,
often with low intensity, as in peo-
ple’s chronic exposure to radioactive
cesium-137 salts in Goiania, Brazil,
in 1987. Compare acute exposure.
See also radioactivity; Radiogardase®

chronic health effect A health
effect resulting from long-term
exposure to a substance, such as a
toxicological or radiological haz-
ardous materials. Compare acute
health effect. See also adverse health
effect; health effect; exposure.

chronic radiation dose A dose
of ionizing radiation received either
continuously or intermittently over
a prolonged period of time. A
chronic radiation dose may be high
enough to cause radiation sickness
and death, but if it is received at a
low dose rate, a significant portion
of the acute cellular damage will be
repaired. See also ionizing radiation.
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cipher 1. Any cryptographic sys-
tem in which arbitrary symbols or
groups of symbols, represent units
of plain text of regular length, usu-
ally single letters, or in which units
of plain text are rearranged, or both,
in accordance with certain predeter-
mined rules. 2. The key to such a
system. 3. A message written or
transmitted in such a system. See
also decipher; communications secu-
rity; encipher; encode.

cipher,de-  See decipher.

cipher,en-  Se encipher.

cipher lock An electronic secu-
rity apparatus that releases an elec-
tric door latch when buttons are
pressed in a correct sequence. See
also cipher.

Cipro® The trademark used for
the drug ciprofloxacin, an antibiotic
useful for treatment of a broad
range of infectious diseases caused
by bacteria, including anthrax. See
also anthrax; ciprofloxacin.

ciprofloxacin  The generic name
for Cipro®, an antibiotic useful in
treating bacterial infections. It is the
recommended antibiotic for treat-
ing anthrax infections, as well as
prophylaxis in a biological warfare
setting. See also anthrax; biological
warfare; Cipro®

citizen 1. A person owing loyalty
to and entitled by birth or natural-
ization to the protection of a state
or nation, e.g., U.S. citizen. See also
naturalization. 2. A resident of a

city or town, especially one entitled
to vote. 3. A civilian. See also civil-
ian.

citizen access The act of request-
ing emergency assistance for a spe-
cific event, as in calling 9-1-1.

Citizen and Immigration Ser-
vices Bureau, U.S. (CIS) The
unit of the Department of
Homeland Security responsible for
the administration of immigration
and naturalization adjudication
functions and establishing immi-
gration services polices and priori-
ties. These functions include
adjudication of immigrant visa peti-
tions; adjudication of naturalization
petitions; adjudication of asylum
and refugee applications; adjudica-
tions performed at the service cen-
ters, and all other adjudications
performed by the Immigration and
Naturalization Service, which was
the former entity that became the
CIS on March 1, 2003. Fifteen
thousand federal employees and
contractors working in approxi-
mately 250 headquarters and field
offices around the world comprise
the USCIS. See also asylum; banish-
ment; Department of Homeland
Security; naturalization; refugee.

citizen coproduction of a gov-
ernment service The para-
digm of citizens and their asso-
ciations contributing important
inputs to a government service,
therefore becoming coproducers of
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that government service. The citi-
zen coproduction paradigm differs
from the more common paradigm
that views government as a pro-
ducer of services to citizens who
passively consume those services.

Citizen Corps A voluntary corps,
coordinated nationally by the
Department of Homeland Security,
for citizens and communities to
engage in preparing the homeland
for emergencies and threats. There
are fifty-five state and territory
Citizen Corps councils and about
1,825 county, local, and tribal coun-
cils. Citizen Corps partner pro-
grams include the Community
Emergency Response Team Pro-
gram, Fire Corps, Medical Reserve
Corps, Neighborhood Watch,
Volunteers in Police Service, and
the American Radio Relay League.
The Citizen Corps serves about
200,000,000 people. See also
Amateur Radio Emergency Service;
citizen; Community Emergency
Response Team.

Citizens’ band radio (CB) A
system of short distance radio com-
munication between individuals on
a selection of forty channels within
the single 27 MHz (11 meter)
band. The CB radio service is not
the same as amateur radio (ham
radio). CB does not require a
license and, unlike amateur radio,
CB may be used for commercial

communication. See also amateur
radio; radio.

citizenship The status of a citi-
zen with its attendant duties, rights,
and privileges. See also citizen; U.S.

citizenship.

citizenship, U.S. See U.S. citi-
zenship.

city A municipal corporation

chartered by its state. Synomym:
municipality.

city council The governing body
of a city. It is the most common
style of legislative government in a
city, and consists of a number of
elected officials (aldermen, council
members), depending on the size of
the city. The role of the mayor in
the council varies depending on
whether the city employs the coun-
cil-manager government or mayor-
council government model, and by
the nature of the statutory authority
given to it by state law, city charter,
or municipal ordinance. See also
alderman; city council-manager
government; city mayor-council
government; mayor; ordinance.

city council-manager govern-
ment One of two main varia-
tions of representative municipal
government (the other is mayor-
council government) in which an
elected city council is responsible
for making policy, passing ordi-
nances, voting appropriations, and
having overall supervisory authority
in the city government. The mayor
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performs strictly ceremonial duties
or acts as a member and presiding
officer of the council. In this model,
the city council hires a city manager
who is responsible for supervising
government operations and imple-
menting the policies adopted by the
council. Compare city mayor-coun-
cil government. See also city council;
city manager.

city (municipal) government
Local government whose adminis-
trative divisions are departments,
depending on the size of the city,
such as police, fire, public works,
parks and recreation, accounting
and finance, risk management,
transportation, urban planning, and
zoning. See also municipality.

city manager An individual,
appointed by a city council to man-
age the municipality, who is respon-
sible for serving the council, usually
with a contract that specifies duties
and responsibilities. Typical roles
and responsibilities of a city man-
ager include: supervising day-to-
day operations of all city departments;
supervising the department heads;
preparing a draft city budget each
year with options the council votes
on; researching and making recom-
mendations about topics of interest
to the council; meeting with citi-
zens and citizen groups to under-
stand their needs better; providing
executive leadership that encour-
ages good performance by city

city mayor

workers, and operating the city with
a professional understanding of
how all city functions operate
together to their best effect.
Typically, city managers have hire-
fire authority over all city employ-
ees, though these decisions may be
required to be approved by the
council, and must comply with
locally applicable civil service laws.
This authority includes executive
searches for heads of departments,
e.g., police chief, fire chief.

The head of govern-
ment of a city or municipal corpora-
tion. See also mayor.

city mayor-council government

One of two variations of represen-
tative municipal government (the
other is city council-manager gov-
ernment) in which the mayor is
“weak,” meaning that the council
possesses both legislative and exec-
utive authority, must approve of
mayoral nominations, and has con-
trol over the municipal budget; or
“strong,” meaning that the mayor is
given almost total administrative
authority, including the power to
appoint and dismiss department
heads without council approval.
Likewise, the mayor prepares and
administers the budget, although
that budget often must be approved
by the city council. In some strong-
mayor governments, the mayor will
appoint a chief administrative offi-
cer who will supervise department
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heads, prepare the budget, and
coordinate departments. Compare
city council-manager government.
city police Municipal police
department responsible for law
enforcement, order maintenance,
and investigation within the munic-
ipality, e.g., New York City Police
Department (the largest police
department in the U.S.). See also
city; police.

civil. 1. Relating to citizens. 2.
Relating to citizens and their inter-
relations with one another or with
the state, as in civil authorities. See
also civil authorities. 3. Civilized. 4.
In law, relating to the rights of pri-
vate individuals and legal proceed-
ings concerning these rights as
distinguished from criminal, mili-
tary, or international regulations or
proceedings.

civil authorities The elected
and appointed officers and employ-
ees who constitute the government
of the United States, of the fifty
states, the District of Columbia, the
Commonwealth of Puerto Rico,
U.S. possessions and territories, and
political subdivisions thereof. See
also defense coordinating officer;
designated planning agent; imme-
diate response; lawful authorities.
civil authorities, defense sup-
port of See defense support of
civil authorities.

civil defense

civil

civil defense intelligence

civil authorities, military assis-

tance to  Sec military assistance
to civil authorities.

civil authorities, military sup-

port to  See military support to
civil authorities.

All those activities
and measures designed or under-
taken to: 1. Minimize the effects
upon the civilian population caused
or which would be caused by an
enemy attack on the United States;
2. Deal with the immediate emer-
gency conditions that would be cre-
ated by any such attack, and 3.
Facilitate emergency repairs to, or
the emergency restoration of, vital
utilities and facilities destroyed or
damaged by any such attack. See also
Defense Production Act of 1950.
defense emergency A
domestic emergency disaster situa-
tion resulting from devastation cre-
ated by an enemy attack and
requiring emergency operations
during and following that attack. It
may be proclaimed by appropriate
authority in anticipation of an
attack. See also domestic emergen-
cies.

The
product resulting from the collec-
tion and evaluation of information
concerning all aspects of protecting
potential or actual targets of any
enemy attack in the United States
and its territories. These include, in
the pre-attack phase, the emergency
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measures taken and estimates of
civil population preparedness and,
in the event of an actual attack, a
description of conditions in the
affected area with emphasis on the
extent of damage, fallout levels, and
casualty and resource estimates. The
product is required by civil and mil-
itary authorities for use in the for-
mulation of decisions, the conduct
of operations, and the continuation
of the planning processes. See also
civil defense; intelligence.

civil disorder  An incident inten-
ded to disrupt community affairs,
which requires police intervention
to maintain public safety, including
riots, mass demonstrations, and ter-
rorist attacks. See also demonstra-
tion.

civil disturbance 1. Riots, acts
of violence, insurrections, unlawful
obstructions or assemblages, or
other disorders prejudicial to public
law and order. The term civil distur-
bance includes all domestic condi-
tions requiring or likely to require
the use of federal armed forces. See
also armed forces. 2. Group acts of
violence and disorder prejudicial to
public law and order. See also
domestic emergencies; military
assistance for civil disturbances;
National Guard.

civil disturbance readiness con-
ditions Required conditions of
preparedness to be attained by mili-
tary forces in preparation for

civilian

civilian control

deployment to an objective area in
response to an actual or threatened
civil disturbance. See also civil dis-
turbance; National Guard; readi-
ness.

A person following the
pursuits of civil life, specifically one
who is not an active member of the
military or police. See also citizen.
The subordina-
tion of a nation’s military to its civil
authorities. The U.S. Constitution,
by making the President the
Commander in Chief of the U.S.
Army and the U.S. Navy, mandates
civiian control in the United
States. Even though some generals
have become U.S. President, they
were elected as civilians. See also
civil authorities; civilian; control.

civilian institutionalized popu-

lation The civilian population
residing in institutions including
correctional institutions, detention
homes, and training schools for
juvenile delinquents; homes for the
aged and dependent (for example,
nursing homes and convalescent
homes); homes for dependent and
neglected children; homes and
schools for the mentally or physi-
cally handicapped; homes for
unwed mothers; psychiatric, tuber-
culosis, and chronic disease hospi-
tals and residential treatment
centers. See also civilian; long-term
care facilities; nursing home; popu-
lation.
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civilian law enforcement agen-
cies, military support Se
military support to civilian law
enforcement agencies.

civilian population The resi-
dent population excluding members
of the U.S. Armed Forces. However,
families of members of the Armed
Forces are included. See also Armed
Forces of the United States; civilian;
population.

civil nuclear power A nation
with the potential to employ
nuclear technology for development
of nuclear weapons but has deliber-
ately decided against doing so. See
also nuclear power.

civil service A collective term
for all nonmilitary employees of a
government, including law enforce-
ment officers and firefighters.
Inclusion of law enforcement offi-
cers and firefighters in civil service
may confuse citizens of other coun-
tries where there is less distinction
between the police and the military.

civil support U.S. Department
of Defense support to U.S. civil
authorities for domestic emergen-
cies, and for designated law
enforcement and other activities.
The Department of Defense pro-
vides defense support of civil
authorities when directed to do so
by the President or the Secretary of
Defense. Also known as “defense
support of civil authorities.” See also
civil authorities; Department of

Defense, U.S.; defense planning
agent.

Civil Support, Joint Task Force-
See Joint Task Force-Civil Sup-
port.

Civil Support, Strategy for Home-
land Defense See Strategy for
Homeland Defense and Civil Sup-
port.

civil transportation capacity
The total quantity of privately-
owned transportation services,
equipment, facilities, and systems
from all transportation modes
nationally or in a prescribed area or
region. See also capacity; medical
transport capacity.

clandestine Done in secret. See
also clandestine operation.

clandestine operation  An oper-
ation sponsored or conducted by
governmental departments or agen-
cies in such a way as to assure secrecy
or concealment. A clandestine oper-
ation differs from a covert operation
in that empbhasis is placed on con-
cealment of the operation rather
than on concealment of identity of
sponsor. In special operations, an
activity may be both covert and clan-
destine, and may focus equally on
operational considerations and intel-
ligence-related activities. See also
concealment; covert operations;
operation.

classification 1. A way or con-
dition of being arranged. 2. A sub-

division of a larger group. See also
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damage classification; biological
warfare agent classification; security
classification.
classification, damage
age classification.
classification, de-
fication.
classifications, biological war-
fare agent Ses biological war-
fare agent classifications.
classification, security  See secu-
rity classification.
classified 1. Arranged in classes
or categories. 2. Available to
authorized people only, as in classi-
fied information or documents. See
also classified document; classified
information.
classified document A written
or printed paper that bears informa-
tion that requires authorization for
disclosure. See also classified; classi-
fied information; document.
classified information  Official
information that has been deter-
mined to require, in the interests of
national security, protection against
unauthorized disclosure and which
has been so designated. The desired
degree of secrecy about such infor-
mation is known as its sensitivity.
Sensitivity is based upon a calcula-
tion as to the damage to national
security. The United States has
three levels of classification: confi-
dential, secret, and top secret. Each
level of classification indicates an
increasing degree of sensitivity. The

See dam-

See declassi-

top-secret level is the highest, and
confidential is the lowest level. If
one holds a “top-secret” clearance,
one is allowed to handle informa-
tion up to the level of “top-secret”
(thus, secret, and confidential infor-
mation). If one holds a “secret”
clearance, one may not then handle
“top-secret” information, but may
handle confidential classified infor-
mation. See also access; declassifica-
tion; design basis threat; unauthorized.

classified matter  Official infor-
mation or matter in any form or of
any nature which requires protec-
tion in the interests of national
security. See also compromised; mat-
ter.

classify 1. To make secret and to
determine that official information
requires, in the interests of national
security, a certain level or protection
against unauthorized disclosure. See
also unauthorized. 2. To arrange or
organize according to class or cate-
gory. Compare: declassify.

classify, de-  See declassify.

Clean Air Act Legislation relat-
ing to reduction of smog and
atmospheric pollution in general,
which authorizes the Environ-
mental Protection Agency (EPA) to
temporarily permit a refiner,
importer, or blender to distribute
nonconforming gasoline in appro-
priate, extreme or unusual circum-
stances (e.g., an Act of God) that
could not have been avoided. EPA
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may seek the U.S. Department of
Energy’s advice on fuel supply situ-
ations when deciding whether to
grant a request to distribute non-
conforming gasoline. See also air;
atmosphere; Environmental Protec-
tion Agency; federal act.

cleaning The removal of visible
soil and organic contamination
from a device or surface, using
either the physical action of scrub-
bing with a surfactant or detergent
and water, or an energy-based
process (e.g., ultrasonic cleaners)
with appropriate chemical agents.

cleansing Removing all foreign
material (e.g., dirt, body fluids,
lubricants) from objects by using
water and detergents or soaps and
washing or scrubbing the object.
Cleaning must be done before any
disinfection or sterilization process
so the foreign material will not keep
the process from working. See also
disinfection; sterilization.

clean-up kit, biohazard spill  See
biohazard spill clean-up kit.
clean-up operation An opera-

tion where hazardous substances are
removed, contained, incinerated,
neutralized, stabilized, cleaned up,
or in any other manner processed or
handled with the ultimate goal of
making the site safer for people or
the environment. See also operation.
clearance 1. Permission for an
aircraft, ship, or other vehicle to
proceed, as after an inspection of

equipment or cargo or during cer-
tain traffic conditions. 2. Official
certification of blamelessness, trust-
worthiness, or suitability. See also
security clearance.

clearance, security  See security
clearance.

clearing station, casualty See
casualty clearing station.

clinic A medical treatment facil-
ity staffed and equipped to provide
outpatient medical service for non-
hospital type patients. Synonyms:
medical clinic; public health clinic.

clinical Relating to direct obser-
vation of a patient.

clinical epidemiologist A spe-
cialist in clinical epidemiology. See
also clinical epidemiology.

clinical epidemiology 1. Epi-
demiological study conducted in a
clinical setting, usually by clinicians,
with patients as the subjects of a
study. 2. The application of epi-
demiological principles and meth-
ods to problems encountered in
clinical medicine. Clinical epidemi-
ology uses the information from
classical epidemiology to aid deci-
sion-making about identified cases
of disease. Se¢ also epidemiology.

clinician A health professional
who cares for patients as opposed to
performing research.

close call An event of situation
that could have resulted in an acci-
dent, injury, or illness to someone or
something, but did not, either by
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chance or through timely interven-
tion.

clothing, chemical protective
See chemical protective clothing.

clothing firefighter, protective
See firefighter protective clothing.

cloud, nuclear See nuclear cloud.

cluster 1. A group of the same or
similar elements gathered or occur-
ring closely together, as in cluster
bomb or cluster headache. 2. In epi-
demiology, an aggregation of illness
cases in a given area over a particu-
lar period without regard to
whether the number of cases is
more than expected. See also case;
epidemic; outbreak.

cluster bomb A single bomb
that ejects multiple small bomblets.
Synonym: cluster bomblet unit or
CBU. See also bomb.

cluster bomblet unit (CBU)  Se
cluster bomb.

clustering In epidemiology, a
closely grouped series of events or
cases of a disease or other health-
related phenomena with well-
defined distribution patterns in
relation to time or place or both.
The term is normally used to
describe aggregation of relatively
uncommon events or diseases, €.g.,
plague, smallpox. See also cluster.

coalition An ad hoc agreement
between two or more groups for a
common action, e.g., as a coalition
of nations. See also alliance.

coalition action Multinational

action outside the bounds of estab-
lished alliances, usually for single
occasions or longer cooperation in a
narrow sector of common interest.
See also coalition.

coalition force A force com-

posed of military elements of
nations that have formed a tempo-
rary alliance for some specific pur-
pose. See also alliance; coalition.

coastal zone Defined by the

National Contingency Plan (NCP)
as: all U.S. waters subject to tide;
U.S. waters of the Great Lakes,
specified ports and harbors on
inland rivers; waters of the contigu-
ous zone; other water of the high
seas subject to the NCP, and the
land surface or land substrata,
ground waters, and ambient air
proximal to those waters. The term
delineates an area of federal respon-
sibility for response action. Precise
boundaries are determined by the
Environmental Protection Agency
and U.S. Coast Guard agreements.
See also ambient air; Environmental
Protection Agency; National Res-
ponse Plan; U.S. Coast Guard.

Coast Guard, U.S. Se US.

Coast Guard.

cobalt A gray, hard, magnetic,

and somewhat malleable metal
whose radioisotope, cobalt-60, is
used in radiography and medical
applications. Cobalt-60 emits beta

particles and gamma rays during
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radioactive decay. See also gamma
radiation; radioactive decay; radiog-
raphy.

code In communications, a rule
for converting a piece of into
another form or representation, not
necessarily of the same sort. See also
decode; encode.

code, de- See decode.

code, en- See encode.

code word A word that has been
assigned a classification and a clas-
sified meaning to safeguard inten-
tions and information regarding a
classified plan or operation.

cold war A war by other than
military means (a “hot war”) that
emphasizes ideological conflict,
brinkmanship, and consistently
high international tension to
achieve national objectives, e.g., the
Cold War between the United
States and the Soviet Union follow-
ing World War IIL.

coliform bacteria, fecal
coliform bacteria.

collection 1. A group of things
intended to be seen, studied, or kept
together. 2. An accumulation, as
data collection. See a/so data collec-
tion.

collection, counterintelligence
See counterintelligence collection.

collection, data See data collec-
tion.

collection point, casualty See
casualty collection point.

See fecal

colonialism 1. The holding and
ownership of territory at a distance
form the owner state. 2. The delib-
erate exploitation of another coun-
try and its inhabitants.

color-coded threat level system
See Homeland Security Advisory
System.

combat Fighting, especially armed
fighting. See also arms.

combat support agencies Dir-
ect support to the combatant com-
mands performing homeland security
during wartime or emergency situa-
tions. They include (within the
Department of Defense) the follow-
ing: Defense Contract Management
Agency, Defense  Information
Systems Agency, Defense Intelli-
gence Agency, Defense Logistics
Agency, Defense Threat Reduction
Agency, National Geospatial-Intelli-
gence Agency, and the National
Security Agency. See also Depart-
ment of Defense, U.S.; National
Geospatial-Intelligence Agency. See
also combat.

combating terrorism Actions,
including antiterrorism (defensive
measures taken to reduce vulnera-
bility to terrorist acts) and countert-
errorism (offensive measures taken
to prevent, deter, and respond to
terrorism), taken to oppose terror-
ism throughout the entire threat
spectrum. See also antiterrorism;
counterterrorism; terrorism.
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Combating Terrorism, National
Strategy for  Sec National Stra-
tegy for Combating Terrorism.

Combined Intelligence Center
See Cheyenne Mountain.

Combined Intelligence Watch
Center See Cheyenne Mountain.

command 1. The act of direct-
ing, ordering, or controlling by
virtue of explicit statutory, regula-
tory, or delegated authority. 2. The
authority given an officer in the
armed forces for the direction of a
significant element of a military
force. See also armed forces. 3. An
order given by a commander; that
is, the will of the commander
expressed for the purpose of bring-
ing about a particular action. 4. A
unit or units, an organization, or an
area under the command of one
individual, e.g., North American
Aerospace Defense Command, U.S.
Central Command, U.S. European
Command, U.S. Joint Forces
Command, U.S. Pacific Command,
U.S. Special Operations Command,
U.S. Southern Command, U.S.
Strategic Command, and U.S.
Transportation Command. See also
armed forces; authority; command
and control; incident command sys-
tem.

command and control In the
military, the exercise of authority
and direction by a properly desig-
nated commander over assigned
forces in the accomplishment of the

mission. Command and control
functions are performed through an
arrangement of personnel, equip-
ment, communication, facilities,
and procedures employed by a com-
mander in planning, coordinating,
and controlling forces and opera-
tions in accomplishment of the mis-
sion. See also authority; command;
control; mission.
command and control model
The managerial approach for think-
ing and acting that has a military
focus, i.e., that strong leadership
overcomes disruption. Historically,
U.S. disaster planning developed in
response to the threat of enemy
attack; thus, planning had a military
focus and those with a military
background were given its responsi-
bility. The military model’s applica-
tion to the civilian context, with its
traditional preferences for private
sector autonomy, decentralization
of political decision-making, and
local control, is undergoing reexam-
ination. See also approach; author-
ity; command; control; incident
command system; model; span of
control.
command, area
mand.
Command Authorities, National
See National Command Authorities.
command center 1. A central
place for carrying out orders and for
supervising tasks. Synonym: head-
quarters. See also base. 2. In the

See area com-
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military, a facility from which a
commander and his or her repre-
sentatives direct operations and
control forces. It is organized to
gather, process, analyze, display, and
disseminate planning and opera-
tional data and perform other
related tasks. See also command.
command center, multi-agency
See multi-agency command center.
Command Center, National Mili-
tary See National Military Com-
mand Center.
Command Center, NORAD
Cheyenne Mountain.
command, chain of
command.

See

See chain of

command, continuity of Se
continuity of command.
commander A commanding offi-

cer, e.g., Commander, U.S. Northern
Command.

commander in chief 1. The
role of the U.S. President as highest
ranking officer in the armed forces.
The U.S. Constitution provides this
power, but, through the system of
checks and balances, gives the U.S.
Congress the authority to declare
war. 2. The supreme commander of
all the armed forces of a nation. 3.
The officer commanding a major
armed force. Se¢ also President of
the United States.

commander, incident
dent commander.

commander, supported  Se sup-
ported commander.

See inci-

commander, supporting  Seesup-
porting commander.

command, incident
command.

Command, North American Aero-
space Defense Se North Ame-
rican Aerospace Defense Command.

Command Plan, Unified See
Unified Command Plan.

command post 1. In the mili-
tary, the headquarters of a unit or
subunit where the commander and
the staff perform their activities. In
combat, a unit’s or subunit’s head-
quarters is often divided into eche-
lons; the echelon in which the unit
or subunit commander is located or
from which such commander oper-
ates is called a command post. 2. A
headquarters, as for communica-
tions, used by a team or organiza-
tion.

See incident

command post, incident See
incident command post.
command, single incident See

single incident command.

command staff In an incident
management organization, the indi-
viduals comprising the incident
command and the special staff posi-
tions of public information officer,
safety officer, liaison officer, and
other positions as required, who
report directly to the incident com-
mander. They may have an assistant
or assistants.

command system, incident
incident command system.

See
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Command System, National Mili-
tary See National Military Com-
mand System.

command, unified
command.

command, unified combatant
See unified combatant command.

command, unity of  Sec unity of
command.

Command, U.S. Air Force Res-

See unified

erve See U.S. Air Force Reserve
Command.

Command, U.S. Central Sec U.S.
Central Command.

Command, U.S. European  Se
U.S. European Command.
Command, U.S. Joint Forces

See U.S. Joint Forces Command.

Command, U.S. Northern See
U.S. Northern Command.
Command, U.S. Pacific Se U.S.

Pacific Command.
Command, U.S. Special Opera-
tions See US. Special Opera-

tions Command.

Command, U.S. Southern See
U.S. Southern Command.
Command, U.S. Strategic Se

U.S. Strategic Command.
Command, U.S. Transportation
See U.S. Transportation Command.
Commissioned Corps, Public
Health Service  Sez Public Health
Service Commissioned Corps.
Commission, Gilmore  See Gil-
more Commission.
Commission, Hart-Rudman
Hart-Rudman Commission.

See

Commission, 9/11  See National
Commission on Terrorist Attacks
Upon the United States (9/11
Commission).

Commission, Nuclear Regula-
tory Sec Nuclear Regulatory
Commission.

Commission on Terrorist Att-
acks Upon the United States,
National See National Com-
mission on Terrorist Attacks Upon
the United States (9/11 Com-
mission).

commissions, public utilities
See public utilities commissions.

committee A group of people
officially delegated to perform a
function, such as investigating,
considering, reporting, or acting on
a matter, as in infection control
committee or local emergency plan-
ning committee.

committee, infection control
infection control committee.

committee, local emergency plan-
ning See local emergency planning
committee.

Committee on Immunization,
Advisory See Advisory Commi-
ttee on Immunization.

common carrier  See transit, mass.

common-cause Vvariation See
variation.

common operating picture A
broad view of the overall situation as
reflected by situation reports, aerial
photography, and other information

See
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or intelligence. See also situational
awareness.

common operational picture A
single identical display of relevant
information shared by more than one
command. A common operational
picture facilitates collaborative plan-
ning and assists all echelons to
achieve situational awareness. See also
situational awareness.

commons, global
commons.

common source epidemic An
outbreak due to exposure of a group
of people to a noxious influence that
is common to the individuals in the
group. When the exposure is brief
and essentially simultaneous, the
resultant cases all develop within
one incubation period of the dis-
ease. Synonyms: point source epi-
demic; point epidemic. Compare
propagated outbreak. See also epi-
demic; outbreak.

common vehicle spread Trans-
mission of a disease agent (e.g., infec-
tious pathogen, toxic chemical) from
a source that is common to those
who acquire the disease. Common
vehicles include air, water, food, and
injected substances.

communicable That which can
be transmitted from one person or
animal to another; capable of
spreading disease. Synonym: infec-
tious. See also communicable dis-
ease; communicable period.

See  global

communicable disease Anill-
ness due to a specific infectious
agent or its toxic products that
arises through transmission of that
agent or its products from an
infected person, animal, or reservoir
to a susceptible host, either directly
or indirectly through an intermedi-
ate plan or animal host, vector, or
the inanimate environment. Syno-
nym. infectious disease. See also com-
municable; Executive Order 13295;
transmission of infection.
communicable period The time
during which an infectious agent
may be transferred directly or indi-
rectly from an infected person to
another person, from an infected ani-
mal to humans, or from an infected
person to an animal, including
insects. See also communicable; trans-
mission of infection.
communicate To use any means
or method to convey information of
any kind from one person or place
to another.
communication The process or
act of exchanging thoughts, mes-
sages, or information, as by speech,
signals, writing, or behavior. See also
communications system.
communication, hazard Sec haz-
ard communication.
communication, risk See risk
communication.
Communications Act of 1934
The act that provides the authority
to grant special temporary authority
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on an expedited basis to operate
radio frequency devices. It serves as
the basis for obtaining a temporary
permit to establish a radio station to
be run by a federal agency to broad-
cast public service announcements
during the immediate aftermath of
an emergency or major disaster. See
also federal act.

communications, assured See
assured communications.
communications center An

entity that is responsible for han-
dling and controlling communica-
tions traffic. The center normally
includes message center, transmit-
ting, and receiving facilities. See also
communications system.
communications center, mobile
See mobile communications center.
communications center, regio-
nal hospital  See regional hospi-
tal communications center.
Communications Commission,
Federal Se¢e Federal Communi-
cations Commission.
communications coordinator,
federal emergency  See federal
emergency communications coordi-
nator.
communications, emergency Se
emergency communications.
communications, integrated Se
integrated communications.
communications intelligence Tech-
nical and intelligence information
derived from foreign communica-
tions by other than the intended

recipient. See also communications
security.

communications satellite An
orbiting vehicle that relays signals
between communications stations.
There are two types: active commu-
nications satellites, which receive,
regenerate, and retransmit signals
between stations, and passive com-
munications satellites, which reflect
communications signals between
stations.

communications satellite, active
See communications satellite.

communications satellite, pas-
sive  See communications satellite.

communications security The
protection resulting from all meas-
ures designed to deny unauthorized
people information of value that
might be derived from the posses-
sion and study of telecommunica-
tions, or to mislead unauthorized
people in their interpretation of the
results of such possession and study.
Communications security includes:
cryptosecurity, the component of
communications security that resu-
Its from the provision of technically
sound cryptosystems and their
proper use; fransmission security, the
component of communications
security that results from all meas-
ures designed to protect transmis-
sions from interception and
exploitation by means other than
cryptanalysis; emission security, the
component of communications
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security that results from all meas-
ures taken to deny unauthorized
people information of value that
might be derived from intercept
and analysis of compromising ema-
nations from crypto-equipment and
telecommunications systems, and
physical security of communications
security materials and information,
the component of communications
security that results from all physi-
cal measures necessary to safeguard
classified equipment, material, and
documents from access thereto or
observation thereof by unautho-
rized people. See also security clear-
ance; transmission; unauthorized.
communications security equip-
ment Apparatus designed to pro-
vide security to telecommunications
by converting information to a form
unintelligible to an unauthorized
interceptor and by reconverting
such information to its original
form for authorized recipients, as
well as equipment designed specifi-
cally to aid in, or as an essential ele-
ment of, the conversion process.
Communications security equip-
ment is cryptoequipment, crypto-
ancillary equipment, cryptoproduc-
tion equipment, and authentication
equipment. See also authentication.
communications security mate-
rial  All documents, devices, equip-
ment, or apparatus, including cryp-
tomaterial, used in establishing or

maintaining communica-

tions.

securc

communications security moni-

toring The act of listening to,
copying, or recording transmissions
of one’s own circuits (or when spe-
cially agreed, e.g., in allied exercises,
those of friendly forces) to provide
material for communications secu-
rity analysis in order to determine
the degree of security being pro-
vided to those transmissions. In
particular, the purposes include pro-
viding a basis for advising com-
manders on the security risks
resulting from their transmissions,
improving the security of commu-
nications, and planning and con-
ducting manipulative communi-
cations deception operations. See
also communications; monitor;
security.

communications, satellite See

satellite communications.

communications system A col-

lection of individual communication
networks, a transmission system, relay
stations, and control and base stations
capable of interconnection and inter-
operation that are designed to form
an integral whole. The individual
components must serve a common
purpose, be technically compatible,
employ common procedures, respond
to control, and operate in unison. See
also communication.
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Communications System, Natio-
nal Se¢ National Communica-
tions System.

communications unit In the
National Incident Management
System, an organizational unit in
the Logistics Section responsible
for providing communication serv-
ices at an incident or an emergency
operating center. A communica-
tions unit may also be a facility
(e.g., a trailer or mobile van) used to
support an incident communica-
tions center. See also National
Incident Management System.
communication tower A struc-
ture specifically designed, con-
structed, and/or erected for the
purpose of attaching, mounting or
otherwise affixing antennas at a
height or elevation which is located
above the base of the structure; does
not include residential satellite dish
antennas; amateur radio towers, CB
radio and radio transmitters for per-
sonal use, or VHF and UHF
receive-only residential television
antennas. See also Citizens’ band
radio.

community 1. A relatively com-
plex and relatively permanent
geopolitical entity, e.g., an entire,
city, village, incorporated town,
county, or parish, which has defined
legal boundaries. 2. A group of peo-
ple having common interests, as in
the scientific community or reli-

gious community. See also neighbor-

hood.

community-based surge capac-

ity The actions taken at a com-
munity level to supplement health
care facility responses. These
actions may provide for triage and
initial treatment, non-ambulatory
care overflow, or isolation (e.g., off-
site. “hospital” facility). These
responses are under the control of
the jurisdictional response (e.g.,
public health, emergency manage-
ment) and represent a public effort
to support and augment the health
care systems. See also capacity; surge

capacity.

community containment strate-

gies Public health measures,
including isolation and quarantine,
which are used to control the spread
of communicable diseases. All such
strategies have in common the pri-
mary goal of preventing person-to-
person spread of disease by
separating those with disease or at
increased risk for developing disease
from those at lower risk. Although
the terms “isolation” and “quaran-
tine” have often been used inter-
changeably, they are distinct
concepts. See also containment; iso-
lation; quarantine.

Community Emergency Res-

ponse Team (CERT) A pro-
gram associated with Citizen Corps
that educates people about disaster
preparedness for hazards that
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threaten their area through training
in basic disaster response skills, such
as fire safety, light search and res-
cue, team organization, and disaster
medical operations. Using the train-
ing learned in the classroom and
during exercises, CERT members
assist others in their neighborhood
or workplace following an event
when professional responders are
not immediately available to help.
CERT members also support emer-
gency response agencies by taking a
more active role in emergency pre-
paredness projects in their commu-
nity. Synonym: citizen emergency
response team. See also Citizen
Corps; neighborhood; neighbor-
hood association.

community hospital A non-
federal short-term general or special
hospital whose facilities and serv-
ices are available to the public.
Special hospitals include obstetrics
and gynecology; eye, ear, nose, and
throat; rehabilitation; orthopedic,
and other specialty services. Short-
term general and special children’s
hospitals are also considered to be
community hospitals. A hospital
may include a nursing-home-type
unit and still be classified as short-
term, provided that the majority of
its patients are admitted to units
where the average length of stay is
less than thirty days. Hospital units
of institutions such as prisons and
college infirmaries that are not open

Community,

community profile

to the public and are contained
within a non-hospital facility are
not included in the category of
community hospitals. See also com-

munity; hospital.

community immunity Having

a large percentage of the population
vaccinated in order to prevent the
spread of certain infectious diseases.
Even individuals not vaccinated
(such as newborns and those with
chronic illnesses) are offered some
protection because the disease has
little opportunity to spread within
the community. Synomym: herd
immunity. See also herd immunity.
Intelligence  See
Intelligence Community.

community policing A philos-

ophy of full-service, personalized
policing where the same officer
patrols and works in the same area
on a permanent basis, from a decen-
tralized place, working in a proac-
tive partnership with citizens to
identify and solve problems. This
law enforcement approach seeks to
integrate officers into the local
community to reduce crime and
continuously improve good com-
munity relations. See also commu-
nity; police; policing.

1. A formal
summary or analysis of data, often
in the form of a graph or table, rep-
resenting distinctive features or
characteristics of a community. 2.
In hazards assessment, the charac-
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teristics of the local environment
that are prone to a chemical or
nuclear accident. These characteris-
tics can include population density;
age distribution; number of road-
ways, railways, and waterways; type
of buildings, and local relief agen-
cies. See also community.
community recovery In the
National Response Plan, the
process of assessing the effects of an
incident of national significance,
defining resources, and developing
and implementing a course of
action to restore and revitalize the
socioeconomic and physical struc-
ture of a community. See also
National Response Plan; recovery.
Community Right to Know Act,
Emergency Planning and See
Emergency Planning and Com-
munity Right to Know Act.
commuter rail system A mass
transit system that operates on rail-
road tracks and provides regional
service, e.g., between a central city
and adjacent suburbs. Commuter
rail systems are traditionally associ-
ated with older industrial cities,
such as Boston, New York, Phi-
ladelphia, and Chicago. See also
heavy rail system; light rail system;
mass transit.

Compact, Emergency Manage-
ment Assistance Scc Emerg-
ency Management Assistance Com-
pact.

compartmentation

competence
competency Ability to perform

competency (core)

complex disaster

In military
usage, establishment and manage-
ment of an organization so that
information about the personnel,
internal organization, or activities
of one component is made available
to any other component only to the
extent required for the performance
of assigned duties. Synonym: com-
partmentalization.

See competency.

tasks and supporting skills and
knowledge to the required standard.
See also ability; capacity.

1. A pri-
mary area of expertise that distin-
guishes one social unit from others
by providing value to users. Core
competencies and the network of
integrated processes that comprise
them are so important to social
units that they form the basis for
ongoing performance measurement
and improvement activities. 2. A
social unit’s collective knowledge
about how to coordinate diverse
production skills and technologies.
Synonym: core competence.

An actual state
or condition of a disrupted social
system caused by the combined
action of natural and man-made
forces. See also disaster; disruption.

complex hazard An extreme phe-

nomenon caused by the combined
action of natural and man-made
forces that has the potential to harm
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human settlements, e.g., a tornado
striking a hazardous-materials stor-
age site. See also all-hazards approach;
hazard; natural hazard.

complexity science (or complex-
ity theory) An approach to
understanding the behavior of sys-
tems that exhibit non-linear dynam-
ics, or the ways in which some
adaptive systems produce novel
behavior not expected from the prop-
erties of their individual components.
Such behaviors emerge as a result of
interactions between agents at a local
level in the complex system and
between the system and its environ-
ment.

compliance The act or condi-
tion of agreeing to following orders,
rules, policies, standards, regula-
tions, and laws. Anfonym: noncom-
pliance. See also accreditation;
Environmental Protection Agency;
Nuclear Regulatory Commission;
standard.
compliance, non-
pliance.
Comprehensive Environmental
Response, Compensation, and
Liability Act (CERCLA) A
federal law enacted in 1980 that
governs the cleanup of hazardous,
toxic, and radioactive substances.
The act and its amendments created
a trust fund, commonly known as
Superfund, to finance the investiga-
tion and cleanup of abandoned and
uncontrolled hazardous waste sites.

See noncom-

compromised

concealment

Responsibilities governed by this
statute include managing hazardous
substances, reporting releases of
hazardous substances, and establish-
ing the necessary contracts and
agreements to conduct cleanup. In
2002, the act established broad fed-
eral authority to respond to releases
or threats of releases of hazardous
substances and/or contaminants
that may present an imminent and
substantial danger to public health
or welfare and to discharges of oil.
The related National Oil and
Hazardous Substances Pollution
Contingency Plan (2003) was
developed to ensure coordinated
and integrated response by depart-
ments and agencies of the federal
government to prevent, minimize,
or mitigate a threat to public health
or welfare posed by discharges of oil
and releases of hazardous substances
and contaminants. See also federal
act.

In military usage,
a term applied to classified matter,
knowledge of which has, in whole
or in part, passed to an unautho-
rized person or people, or which has
been subject to risk of such passing.
See also classified matter; unautho-
rized.

1. Protection from
observation or surveillance. See also
surveillance. 2. The habit, practice,
or policy of keeping secrets. See also
covert operations.
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concept 1. Mental representa-
tions of kinds or categories of items
or ideas. 2. General idea derived or
inferred from specific instances or
occurrences. 3. A scheme or plan,
e.g., concept of operations.

concept of operations (CONOPS)
A verbal or graphic statement, in
broad outline, of a leader or a com-
mander’s assumptions or intent in
regard to an operation or series of
operations. The concept of opera-
tions frequently is embodied in
operation plans, particularly when
the plans cover a series of connected
operations to be carried out simul-
taneously or in succession. The con-
cept is designed to give an overall
picture of the operation. It is
included primarily for additional

clarity of purpose.
concept of operations plan
(CONPLAN) A plan designed to

provide overall guidance to federal,
state, and local agencies concerning
how the federal government would
respond to a potential or actual ter-
rorist threat or incident that occurs
in the United States, particularly
one involving weapons of mass
destruction. It establishes concep-
tual guidance for assessing and
monitoring a developing threat,
notifying appropriate federal, state,
and local agencies of the nature of
the threat, and deploying the requi-
site advisory and technical resources
to assist the lead federal agency in

facilitating interdepartmental coor-
dination of crisis and consequence
management activities.

concurrent disinfection  See dis-
infection.
condition 1. A state of being. 2.

In medicine, a state of health or a
state of readiness/physical fitness. 3.
Something that is a prerequisite for
the occurrence of something else.
See also acute condition.

condition, acute  See acute con-
dition.

conditioned response In clas-
sical conditioning, a response
elicited by some previously neutral
stimulus that occurs as a result of
pairing the neutral stimulus with an

unconditioned stimulus. See also
conditioned stimulus.
conditioned space That part of

a building that is heated or cooled,
or both, for the comfort of the occu-
pants. Se¢ also air conditioner/heat.

conditioned stimulus In clas-
sical conditioning, a previously neu-
tral stimulus that comes to elicit a
conditioned response. See a/so con-
ditioned response.

condition, emergency medical
See medical emergency.

conditioner/heater, air See air
conditioner/heater.
conditioning 1. The ways in

which things, such as behaviors or
events, become associated with one
another. 2. A process of behavior
modification by which a subject
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comes to associate a desired behav-
ior with a previously unrelated
stimulus.

confidentiality The obligation not
to disclose information; the right of
a person to withhold information
from others. Information in certain
records, such as medical records,
requires permission prior to gaining
access to the information. This may
be the informed consent of the per-
son to whom the records relate or
the permission of an institutional
review board. See a/so informed con-
sent.

confined space A space that,
because of its configuration, hinders
the activities of an employee who
must enter, work in, and exit it, and
has all of the following characteris-
tics: is large enough and so config-
ured that an employee can bodily
enter and perform work; is not
intended for continuous occupancy,
and has limited or restricted means
for entry and exit.

confined space search and res-
cue team A team that provides
search and rescue services to indi-
viduals in an enclosed area with
limited entry or egress, which has a
configuration not designed for
human occupancy, such that an
entrant could become trapped or
asphyxiated. Synonym: mine search
and rescue.

confirmed disease outbreak A
disease outbreak in which laboratory

analysis of appropriate specimens
identifies a causative organism and
epidemiological analysis implicates
the food as the source of the illness.
See also disease outbreak; outbreak.

conflict A political-military situ-
ation between peace and war, dis-
tinguished from peace by the
introduction of organized political
violence and from war by its
reliance on political methods. It
shares many of the goals and char-
acteristics of war, including the
destruction of governments and the
control of territory. See also asym-
metric conflict; escalation.

conflict, asymmetric
metric conflict.

conformity The tendency for
people to adopt the behaviors, atti-
tudes, and values of other members
of a reference group. Se¢ also stan-
dard.

conjugate Joined together, as in
conjugate vaccine.

conjugate vaccine The joining
together of two compounds (usually
a protein and polysaccharide) to
increase a vaccine’s effectiveness. See
also vaccine.

See asym-

CONOPS  Se¢ concept of opera-
tions.

consent, informed  See informed
consent.

consequence management An
emergency management function
that includes measures to protect

public health and safety, restore
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essential government services, and
provide emergency relief to govern-
ments, businesses, and individuals
affected by the consequences of ter-
rorism. The requirements of conse-
quence management and crisis
management are combined in the
National Response Plan. See also
National Response Plan.

consul  See consular officer.
Consular Affairs, Bureau See
Bureau of Consular Affairs.
consular identification card
(CID card) A card that some
governments, such as Mexico’s gov-
ernment, issue to their citizens liv-
ing in a foreign country, such as the
United States. The original purpose
of CID cards was to facilitate con-
sular notification to protect certain
legal rights of cardholders, regard-
less of their residency status in a
foreign country. The Federal
Bureau of Investigation (FBI) cites
the threat of foreign nationals living
in the United States who fraudu-
lently obtain a CID card under a
false identity for the purpose of
obtaining a driver’s license in some
states. The FBI has concluded that
CID cards are unreliable as proof of
identity and could pose criminal
and terrorist threats. The Depart-
ment of Homeland Security
believes that foreign consular ID
cards do not establish or indicate
lawful U.S. immigration status and
should not be viewed as valid for

consular officer

that purpose, nor do they establish a
foreign national’s right to be or
remain in the United States. See a/so
breeder document; Federal Bureau
of Investigation; identity fraud.

consular information sheet A

document issued by the U.S.
Department of State that contains
information for every country of the
world, including information on the
health conditions, crime, unusual
currency or entry requirements, any
areas of instability, and the location
of the nearest U.S. embassy or con-
sulate in the subject country. See also
travel warning; Department of
State, U.S.; instability.

A citizen of a
foreign country employed by a for-
eign government and authorized to
provide assistance on behalf of that
government to that government’s
citizens in a foreign country.
Consular officers are generally
assigned to the consular section of a
foreign government’s embassy in
Wiashington, DC, or to consular
offices maintained by the foreign
government in locations in the
United States outside of Washing-
ton, DC. An honorary consul is a cit-
izen or lawful permanent resident
of the United States who has been
authorized by a foreign government
to perform official functions on its
behalf in the United States.
Consular officers in consular sec-
tions of the 165 U.S. embassies
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abroad issue visas to foreigners and
help U.S. citizens abroad. Consular
officers also exist at about sixty U.S.
consulates general and twenty U.S.
consulates around the world. U.S.
consuls usually are assisted by local
employees who are citizens of the
host country. U.S. consuls can
replace a lost passport, often within
twenty-four hours; help find med-
ical assistance; help get funds; help
in an emergency; visit in jail; make
arrangements after the death of an
American; help in a disaster or
evacuation; issue a consular report
of birth; issue a passport; distribute
federal benefits payments; assist in
child custody disputes; assist with
absentee voting and Selective
Service registration; notarize docu-
ments, and provide U.S. tax forms.
Consular officers cannot act as
travel agents, banks, lawyers, inves-
tigators, or law enforcement offi-
cers. See also Department of State.

consulate A regional office of an
embassy. See also consular officer;
embassy.

consulate general A regional
office of an embassy. See consular
officer; embassy.

consul, honorary Ses consular
officer.

contact 1. In epidemiology, a
person or animal that has been in
such association with an infected
person or animal or a contaminated
environment as to have had oppor-

tunity to acquire the infection. See
also contact precautions; direct con-
tact; indirect contact; primary con-
tact. 2. A person who serves as a
useful connection.

contact, direct  See direct contact.
contact, indirect  See indirect con-
tact.

contact isolation  See isolation.
contact precautions Standard
precautions plus placing the patient
in a private room or with someone
with the same infection, if possible;
using gloves when entering the
room; changing gloves after contact
with infective material; wearing a
gown when entering the room if
contact with patient is anticipated
or if the patient has diarrhea, a
colostomy, or wound drainage not
covered by a dressing; limiting the
movement or transport of the
patient form the room; ensuring
that patient care items, bedside
equipment, and frequently touched
surfaces receive daily cleaning; ded-
icating use of noncritical patient-
care equipment, to a single patient,
or cohort of patients with the same
pathogen; if not feasible, adequate
disinfection between patients is
necessary. See also airborne precau-
tions; contact; disinfection; isola-
tion; isolation precautions; standard

precautions.
contact, primary Sec primary
contact.

contact tracing  See case finding.
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contagion The transmission of
infection by direct contact, droplet
spread, or contaminated fomites.
See also fomite; transmission of
infection.

contagious Transmissible from
person to person (or animal to per-
son) by direct or indirect contact.
See also contact; infectious disease.

contained breathing apparatus,

self- See self-contained breath-
ing apparatus.
container The main type of

equipment used in intermodal
transport, particularly when one of
the modes of transportation is by
ship. Containers are eight feet wide
by eight feet six inches high. Their
length is usually either twenty feet,
forty feet, or forty-five (feet,
although other lengths exist. They
are made out of steel and can be
stacked on top of each other. They
can be carried by truck, rail, con-
tainer ship, or airplane. Synonyms:
intermodal cargo container; inter-
modal container; sea container. See
also bulk container.

container, bulk Ses bulk con-
tainer.

containerization The wuse of
containers to unitize cargo for
transportation, supply and storage.
Containerization incorporates sup-
ply, transportation, packaging, stor-
age, and security together with
visibility of container and its con-
tents into a distribution system

from source to user. See also bulk
container; container; intermodal
cargo transportation.

container ship A ship, custom-
built to hold containers, used to
transport containers by sea. Some
vessels can hold thousands of con-
tainers. In North America, contain-
ers are often shipped by rail in well
cars, which resemble flatcars but
have a container-sized depression,
or well. See also container; con-
tainerization; ship; transport.

containment 1. The act or condi-
tion of holding put, as in containing
an epidemic. 2. A U.S. foreign policy
doctrine adopted by the Harry S
Truman administration in 1947,
based on the principle that commu-
nist governments will eventually fall
apart as long as they are prevented
from expanding their influence;
thus, a policy of checking the expan-
sion or influence of a hostile power
or ideology, as by the creation of
strategic alliances or support of
client states in areas of conflict or
unrest. 3. A structure or system
designed to prevent the accidental
release of radioactive materials from
a reactor. 4. In laboratory medicine,
methods used for the safe manage-
ment of infectious materials in the
laboratory environment where they
are being handled or maintained, to
reduce or eliminate exposure of labo-
ratory workers, other people, and the
outside environment. The three
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elements of containment are labora-
tory practice and technique, safety
equipment, and facility design. See
also primary containment. 5. The
concept of regional eradication of
communicable disease, first pro-
posed in 1949 for the elimination of
smallpox, which, as a worldwide dis-
ease, required a globally coordinated
effort so that countries successfully
interrupting the transmission did
not become reinfected following
importation  from  neighboring
endemic areas. See also importation;
smallpox.

containment, primary See pri-
mary containment.

containment strategies, com-
munity  See community contain-
ment strategies.

contamination 1. The deposit,
absorption, or adsorption of radio-
active material, or of biological or
chemical agents on or by structures,
areas, personnel, or objects. 2. Food
or water made unfit for consump-
tion by humans or animals by the
presence of environmental chemi-
cals, radioactive elements, bacteria
or organisms, the byproduct of the
growth of bacteria or organisms, the
decomposing material (to include
the food substance itself), or waste
in the food or water. Compare:
decontamination. See also biological
contamination; external contamina-
tion; internal contamination; radio-
active contamination.

contamination, biological See
biological contamination.
contamination control Proce-

dures to avoid, reduce, remove, or
render harmless, temporarily or
permanently, nuclear, biological,
and chemical contamination. See
also contamination.

contamination, external  Sec exter-
nal contamination.
contamination, internal Secinter-

nal contamination.

contamination, radioactive  See
radioactive contamination.
contiguous zone The zone of

the high seas, established by the
United States under Article 24 of
the Convention on the Territorial
Sea and Contiguous Zone, which is
contiguous to the territorial sea and
that extends nine miles seaward
from the outer limit of the territo-
rial sea. See also coastal zone.

contingency 1. An event that
may occur but that is not likely or
intended. 2. A possibility that must
be prepared for, as in a contingency
plan. See also contingency plan.

contingency plan A plan devel-
oped in expectation of a crisis.
Contingency plans are often based
on risk assessments, the availability
of human and material resources,
community preparedness, and local
and international response capabili-
ties. See also contingency; expecta-
tion.
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Contingency Plan, National  Sec
National Contingency Plan.

continuity  Uninterrupted flow,
as in business continuity planning.

continuity of command The
degree or state of being continuous
in the exercise of the authority
vested in an individual of the organ-
ization for the direction, coordina-
tion, and control of the organization,
as in a government continuity of
operations plan. See also authority;
continuity; continuity of operations.

continuity of operations 1.
The degree or state of being contin-
uous in the conduct of functions,
tasks, or duties necessary to accom-
plish a mission. It includes the
functions and duties of the leader, as
well as the supporting functions and
duties performed by the staff and
others acting under the authority
and direction of the leader. It
applies to the private and the public
sectors. See also private sector; pub-
lic sector. 2. An internal effort
within an individual governmental
jurisdiction or private sector enter-
prise to ensure that the capability
exists to continue to provide essen-
tial functions and services across a
wide range of potential crises,
including localized acts of nature,
accidents, and technological and/or
attack-related emergencies. See also
mission; operations.

continuity of government All
measures that may be taken to
ensure the continuity of essential
functions of governments in the
event of emergency -conditions,
including line-of-succession for key
decision-makers. See also business
continuity plan; continuity; conti-
nuity of operations; continuity of
command.

continuous quality Iimprove-
ment A management approach
to the continuous study and
improvement of processes to meet
the needs of customers. Continuous
quality improvement focuses on
making an entire system’s outputs
better by constantly adjusting and
improving the system itself, instead
of only searching out and getting
rid of “bad apples” (outliers). See also

quality improvement project.

continuity plan, business  See
business continuity plan.
continuum, disaster Se¢ disas-

ter continuum.

control 1. To exercise authority
or influence over, as in riot control.
See also authority. 2. That aspect of
management concerned with the
comparison of actual versus planned
performance, as in financial con-
trols.

control agent, riot
trol agent.

Control and Coastal Emergen-
cies, Flood See Flood Control
and Coastal Emergencies.

See riot con-
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Control and Prevention, Centers
for Disease See Centers for Dis-
ease Control and Prevention.

control center, poison  See poi-
son control center.
Control Center, Space Sez Che-

yenne Mountain.

control, civilian
trol.

control, contamination
tamination control.

control,command and  See com-
mand and control.

control committee, infection
infection control committee.

control, infection See infection
control.

control, injury  See injury control.

controlled area An area where
entry, activities, and exit are con-
trolled to help prevent undesirable
outcomes, such as deposition of
radioactive or infectious material in
any place where it is not desired,
particularly where its presence can
be harmful. Controlled areas are
also used to decrease exposure to
radiation or infectious material
among non-radiation and non-
infectious disease workers.

control, medical Se¢e medical con-
trol.

control model, command and
See command and control model.

control, operational  Sec opera-
tional control.

control operations, aerospace
See aerospace control operations.

See civilian con-

See con-

See

control point, traffic  See traffic
control point.
control practitioner, infection

See infection control practitioner.
control precautions, infection
See infection control precautions.
control, quality  See quality con-

trol.

control, span of  See span of con-

trol.

control, tactical  See tactical con-
trol.

CONUS Continental United Sta-
tes.

conventional warfare The form
of warfare conducted without use of
chemical, biological, or nuclear
weapons. See also guerrilla warfare;
unconventional warfare.

convergence The tendency in
disasters for people, material, and
communications to flow fowards the
disaster site. See also informational
convergence; material convergence;
personnel convergence.

convergence, informational  See
informational convergence.

convergence, material See mate-
rial convergence.

convergence, personnel  See per-
sonnel convergence.

convert 1. Change the nature,

purpose, or function of something.
2. Change from one system to
another or to a new plan or policy.
3. Change religious or political
beliefs, or adopt a religious or polit-
ical belief. 4. One who has been
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converted to another religious or
political belief. See also brainwash-
ing.

coordinate 1. To bring order
and organization to. See also order;
organization. 2. To bring into com-
mon action, movement, or condi-
tion. 3. In incident management
situations, to advance systematically
an analysis and exchange of infor-
mation among principals who have
or may have a need to know certain
information to carry out specific
incident management responsibili-
ties. See also coordinating; need to
know.

coordinating 1. Bringing order
and organization to a situation or
circumstance. 2. Harmonizing in a
common action, movement, or con-
dition, as in defense coordinating
officer, federal coordinating officer.
See also coordinate.

Coordination and Preparedness,
Office of State and Local Gov-
ernment  See Office of State and
Local Government Coordination and
Preparedness.

Coordinating Center, National Infr-
astructure  Sez National Infrastru-
cture Coordinating Center.

Coordinating Center for Telecom-
munications, National Se Nat-
ional Coordinating Center for Tele-
communications.

coordinating officer, defense  See
defense coordinating officer.

coordinating officer, federal Se
federal coordinating officer.

coordinating officer, state  Sce
state coordinating officer.

coordination 1. The skillful and

effective interaction of physical
movements, as in the coordinated
athlete. 2. The act or process of
bringing order and organization to,
as in the agency lacked coordina-
tion. 3. The regulation of diverse
elements into an integrated and
harmonious operation. 4. The
degree to which a process is per-
formed in congruent action across
communities, organizations, indi-
viduals, and time, as in terrorist
coordination to launch attacks. See
also management.

Coordination Center, National
Response Sez National Res-
ponse Coordination Center.

coordination center, regional
hospital See regional hospital
coordination center.

coordination center, volunteer
and donations Se volunteer
and donations coordination center.

coordination group, joint intera-
gency Seejoint interagency coor-
dination group.

coordination, interagency  See
interagency coordination.

coordination entity, multi-age-
ncy See multi-agency coordina-
tion entity.
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coordination system, multi-age-
ncy See multi-agency coordina-
tion system.

coordinator One who brings
order and organization to a situa-
tion or circumstance, as in a dona-
tions coordinator.

coordinator, donations  See dona-
tions coordinator.

coordinator, federal emergency
communications  See federal
emergency communications coordi-
nator.

coordinator, federal on-scene
See federal on-scene coordinator.

coordinator, federal resource
See federal resource coordinator.

coordinator, regional emerge-
ncy transportation See also
regional emergency transportation
coordinator.

copy, hard  Sec hard copy.

cordon sanitaire (sanitary bar-
rier) A legally-enforceable category
of quarantine that restricts move-
ment into or out of the area of quar-
antine of all inhabitants in an area
(typically a community or a neigh-
borhood), designed to reduce the
likelihood of transmission of a com-
municable disease among people
inside and to people outside the
affected area. See also quarantine.

coroner A judicial officer respon-
sible for investigating deaths occur-
ring through violence or under
suspicious circumstances. See a/so dis-
aster mortuary operational response

team; mass fatality incident; mass
fatality management; medical exam-
iner.

corps, citizen  See citizen corps.

corps, diplomatic  Se¢ diplomatic
corps.

Corps, Medical Reserve Se
Medical Reserve Corps.

Corps of Engineers, U.S. Army
See U.S. Army Corps of Engineers.
Corps, Public Health Service
Commissioned  SeePublic Health
Service Commissioned Corps.

Corps, U.S. Marine Se U.S.
Marine Corps.

cosmic rays High-energy radia-
tion that originates outside the
earth’s atmosphere from the sun and
outer space.

cost effective  Providing the max-
imal value at the least cost.

council 1. An assembly of people
called together for consultation,
deliberation, or discussion. 2. A
body of people elected or appointed
to serve as administrators, legisla-
tors, or advisors, as in city council.
See also city council.

council, city  See city council.

Council, Homeland Security Advi-
sory See Homeland Security Advi-
sory Council.

council-manager government,
city  See city council-manager gov-
ernment.

Council, National Security  See
National Security Council.
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council of governments A
regional planning body composed
of a group of local government rep-
resentatives who develop regional
plans and responses to a variety of
issues including public safety and
domestic preparedness. See also
domestic preparedness.

count, background
ground count.

count, bacterial
count.

counter-drug operations Civil
or military actions taken to reduce
or eliminate illicit drug trafficking.
See also drug; operations.

counterespionage The aspect
of counterintelligence designed to
detect, destroy, neutralize, exploit, or
prevent espionage activities through
identification, penetration, manipu-
lation, deception, and repression of
individuals, groups, or organizations
conducting or suspected of conduct-
ing espionage activities. See also
counterintelligence; espionage.

counter, Geiger  Sce Geiger coun-
ter.

counter, proportional
portional counter.

counter-guerrilla warfare  Opera-
tions and activities conducted by
armed forces, paramilitary forces, or
nonmilitary agencies against guer-
rillas. See also armed forces; guerrilla
warfare.

counter-insurgency Military,
paramilitary, political, economic,

See back-

See bacterial

See pro-

psychological, and civic actions
taken by a government to defeat
insurgency. See also insurgent; insur-
gency.
counterintelligence The activ-
ity of identifying, understanding,
prioritizing, and counteracting the
intelligence threats from foreign
powers that are faced by the United
States. See also foreign intelligence;
information; intelligence; operative.
counterintelligence activities
The four functions of counterintel-
ligence: operations; investigations;
collection and reporting; and analy-
sis, production, and dissemination.
counterintelligence collection
The acquisition of information
through investigations, operations,
or liaison concerning espionage,
sabotage, terrorism, other intelli-
gence activities or assassinations
conducted by or on behalf of for-
eign governments or elements
thereof, foreign organizations, or
foreign people which are directed
against or threaten Department of
Defense interests. See also espi-
onage; sabotage; terrorism.
counterintelligence investiga-
tion An inquiry and examina-
tion that establishes the elements of
proof for prosecution or administra-
tive action. Counterintelligence
investigations: 1. can provide a basis
for or be developed from conduct-
ing counterintelligence operations;
2. are conducted against individuals
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or groups suspected of committing
acts of espionage, sabotage, sedi-
tion, subversion, terrorism, and
other major security violations as
well as failure to follow Department
of Defense directives governing
reporting of contacts with foreign
citizens and other requests for
defense information, and 3. provide
military commanders and policy-
makers with information used to
eliminate security vulnerabilities
and otherwise to improve the secu-
rity posture of threatened interests.
See also espionage; sabotage; terror-
ism.

counterintelligence production
The process of analyzing all-source
information concerning espionage,
or other multidiscipline intelligence
collection threats, sabotage, terror-
ism, and other related threats to
U.S. military commanders, the
Department of Defense, and the
U.S. Intelligence Community and
developing it into a final product for
dissemination. Counterintelligence
production is used in formulating
security policy, plans, and opera-
tions. See also all-source intelli-
gence.

countermeasure A measure or
action taken to counter or offset
another one, as in vaccines as a
medical countermeasure to an epi-
demic. See¢ also medical countermea-
sures.

countermeasures, medical See
medical countermeasures.

countermeasures, security  See
security countermeasures.

counterterrorism  Operations
that include the offensive measures
taken to prevent, deter, preempt,
and respond to terrorism. See also
antiterrorism; combating terrorism;
terrorism.

Counterterrorism Center, Natio-
nal Sec National Counterterror-
ism Center.

county The basic unit for admin-
istrative decentralization of state
government established to imple-
ment state policies, programs, and
services. Counties exist in most
states, with the exception of
Connecticut and Rhode Island. In
Louisiana, the comparable unit is
called a parish, and in Alaska, a bor-
ough. Counties vary in size, struc-
ture, population, and function.
Certain basic functions performed
by most counties include property
tax collection, election administra-
tion, road construction and mainte-
nance, police protection (usually in
unincorporated areas), jail and court
administration, record keeping,
public health services, welfare, and
public education.

county police See county sher-
iff’s department.

county sheriff’s department A
county law enforcement entity that

provides the full spectrum of police
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services to the entire county, irre-
spective of local communities, and
may provide contractual security
police services to special districts
within the county, or limited service
departments that provide services to
unincorporated areas of the county
and usually provide contractual secu-
rity police services to special districts
within the county. See also county;
police; sheriff.

coupled system A system which
links two or more activities so that
one process is dependent on another
for completion. A system can be
loosely or tightly coupled.

court 1. A person or body of peo-
ple whose task is to hear and submit
a decision on cases at law. 2. The
building, hall, or room in which
such cases are heard and deter-
mined. See also acquittal criminal
justice system; federal courts.

courts, federal Seefederal courts.

covert Not openly practiced, avo-
wed, engaged in, accumulated, or
shown, as in covert release of a bio-
logical agent.

covert agent 1. A present or
retired officer or employee of an
intelligence agency or a present or
retired member of the U.S. Armed
Forces assigned to duty with an
intelligence agency (i) whose iden-
tity as such an officer, employee, or
member is classified information,
and (ii) who is serving outside the
United States or has within the last

five years served outside the United
States; 2. a U.S. citizen whose intel-
ligence relationship to the United
States is classified information, and
(1) who resides and acts outside the
United States as an agent of, or
informant or source of operational
assistance to, an intelligence agency,
or (i) who is at the time of the dis-
closure acting as an agent of, or
informant to, the foreign counterin-
telligence or foreign counterterror-
ism components of the Federal
Bureau of Investigation, or 3. an
individual, other than a U.S. citizen,
whose past or present intelligence
relationship to the United States is
classified information and who is a
present or former agent of, or a
present or former informant or
source of operational assistance to,
an intelligence agency. See also
Federal Bureau of Investigation;
Intelligence Community.

covert operations  Military, pol-
ice, or intelligence activities that are
planned and executed to conceal the
identity of, or permit plausible
denial by, the sponsor. They differ
from clandestine operations in that
emphasis is placed on concealment
for the sponsor, rather than conceal-
ment of the operation itself. Since
World War II, covert operations
have become an inherent part of
American foreign policy. Compare
overt operations. See also conceal-
ment.



112

The Dictionary of Homeland Security and Defense

covert release (of a biological
agent) An unannounced release
of a biological agent that causes ill-
ness. Detection of the biological
agent is dependent on traditional
surveillance methods. If unde-
tected, a covert release of a conta-
gion has the potential to spread
widely before it is detected.
Compare overt release. See also bio-
logical agent.

CPR An acronym for cardiopul-
monary resuscitation, an emergency
procedure used to maintain and
restore breathing and blood circula-
tion.

creativity The ability to generate
ideas or products that are both
novel and appropriate to the cir-
cumstances.

credentialing The administra-
tive process for validating a person’s
current licensure, training and expe-
rience, competence, and ability to
provide particular services or per-
form particular procedures. See also
certification; licensure.

credentials Formal certifications.
See also certification; credentialing.

credibility 1. The quality, capa-
bility, or power to elicit belief. 2. A
capacity for belief.

credible 1. Believable; plausible,
as in a credible threat. 2. Worthy of
belief or confidence. See also credi-
ble threat.

credible threat A potential ter-
rorist threat that, based on a threat

assessment, is credible and likely to
involve weapons of mass destruc-
tion. See also credible; threat.

creed 1. The formal statement of
religious belief or confession of
faith, as in the Apostle’s Creed. 2. A
system of belief or principles, as in
“laws banning discrimination on
the basis of race, color, or creed.” A
creed in either sense is accepted by
its adherents without argument. A
creed is a conviction (that is, belief
that excludes doubt) and not an
opinion (a judgment based on
grounds insufficient to rule out the
possibility of dispute). See also ide-
ology; opinion,; political culture.

crime  An act that violates a polit-
ical or moral law, e.g., arson, cyber-
crime, hate crime. See also arson;
cybercrime; hate crime.

crime, cyber-  See cybercrime.

crime, hate  See hate crime.

crimes, federal Seefederal crimes.

criminal 1. One who has com-
mitted or been legally convicted of a
crime. 2. Relating to crime or its
punishment.

criminal justice The adminis-
tration of justice, which includes
the police, courts (judge, prosecutor,
and defender), and corrections
(probation,  confinement, and
parole). The administration of
criminal justice begins with the
police and prosecutors, who arrest
violators of law and bring them to
court for trial. The trial opens
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before a judge or a judge and a jury.
If the jury finds the defendant
guilty, a judge will impose the
penalty. When a person completes
the sentence, his or her debt to soci-
ety for breaking the law has been
paid. See also crime; criminal; jus-
tice.

criminal justice system The
system in the United States com-
prised of four elements: police, trial
courts, community supervision, and
prisons. See¢ also criminal justice.

crisis 1. The point of time when
it is decided whether any affair or
course of action must go on, or be
modified or terminated. 2. An
unstable situation ripe for decisive
change; a turning point. See also
emergency; disaster; catastrophe.

crisis management The total-
ity of measures to identify, acquire,
and plan the use of resources
needed to anticipate, prevent,
and/or resolve a crisis, such as a
threat or an act of terrorism. See also
consequence management.

critical 1. Forming a turning
point. 2. Relating to a medical cri-
sis. 3. Indispensable, as in a critical
asset or critical financial markets.
See also critical asset. 4. Being in or
near a state of crisis, as in critical
incident stress. 5. Fraught with
danger or risk; perilous.

critical asset A specific entity
that is of such extraordinary impor-
tance that its incapacitation or

destruction would have a very seri-
ous, debilitating effect on the ability
of a nation to continue to function
effectively. See also asset.

critical financial markets Mar-
kets that provide the means for
banks, securities firms, and other
financial institutions to adjust their
cash and securities positions and
those of their customers in order to
manage liquidity, market, and other
risks to their organizations. In addi-
tion, these critical financial markets
provide support for the provision of
a wide range of financial services to
businesses and consumers in the
United States and support the
implementation of monetary policy
through federal funds and govern-
ment securities markets. If these
critical markets cannot resume
operations rapidly following a
wide-scale disruption, liquidity in
all financial institutions becomes
problematic. The critical financial
markets are the markets for: federal
funds, foreign exchange, and com-
mercial paper; U.S. government and
agency securities, and corporate
debt and equity securities. See also
business continuity planning; finan-
cial markets; market.

critical incident stress  Stress
arising from any situation that
causes people, such as emergency
personnel, to experience unusually
strong emotional reactions that
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could interfere with the ability to
function. See also reaction; stress.
critical incident stress debrief-
ing (CISD) A process designed
to mitigate acute symptoms, assess
the need for follow-up, and if possi-
ble, provide a sense of post-crisis
psychological closure for people
who have experienced critical inci-
dent stress. See also critical incident
stress. See also demobilization;
symptom.
critical incident stress manage-
ment (CISM) CISM is an inte-
grated system of interventions
designed to prevent and/or mitigate
the adverse psychological reactions
that often accompany emergency
services, public safety, and disaster
response. functions. See also demo-
bilization; reaction.
critical infrastructure
cal infrastructures.
critical infrastructure and key
assets, national See national
critical infrastructure and key assets.
Critical Infrastructure and Key
Assets, National Strategy for
the Physical Protection of  See
National Strategy for the Physical
Protection of Critical Infrastructure
and Key Assets.
critical infrastructure, defense
See defense critical infrastructure.
critical infrastructure protec-
tion Actions taken to prevent,
remediate, or mitigate the risks
resulting form vulnerabilities of

See criti-

critical infrastructure assets. Dep-
ending on the risk, these actions
could include: changes in tactics,
techniques, or procedures; adding
redundancy; selection of another
asset; isolation or hardening, and
guarding, among others. See also
asset; infrastructure.

critical infrastructures  Systems
and assets, whether physical or vir-
tual, so vital to the United States
that that the incapacity or destruc-
tion of such systems and assets
would have a debilitating impact on
security, national economic security,
national; public health or safety, or
any combination of those matters.
Among critical infrastructure, Zey
resources are publicly or privately
controlled resources essential to the
minimal operations of the economy
and government. Key assets, which
are a subset of key resources, are
individual targets whose destruction
could cause large-scale injury,
death, or destruction of property
and/or profoundly damage our
national prestige and confidence.
Sector-specific refers to federal
departments and agencies identified
under Homeland Security Pre-
sidential Directive 7 as responsible
for the protection activities in spec-
ified critical infrastructure/key
resources sectors. See also asset;
infrastructure; National Infrastruc-
ture Protection Plan; Homeland
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Security Presidential Directive/
HSPD-7; property.

criticality 1. The state of being
of the highest importance. 2. In
nuclear physics, the point at which a
nuclear reaction is self-sustaining,
i.e., neutrons produced by fission
are equal to the number of neutrons
in the last set of fission events,
resulting in a self-sustained chain
reaction. This reaction requires con-
stant control and measurement of
the neutrons during the process.
Thus the system is said to be “criti-
cal.” See also nuclear reaction. 3. A
state of critical urgency.

critical mass The minimum
amount of fissile material that can
achieve a self-sustaining nuclear
chain reaction. See also chain reac-
tion.

critical technology A technol-
ogy that is a national critical technol-
ogy or a defense critical technology.
A national critical technology is a tech-
nology that appears on the list of
national critical technologies con-
tained in the most recent biennial
report on national critical technolo-
gies submitted to the U.S. Congress
by the President. A defense critical
technology is a technology that is

cult

cultural resources

culture

from another and vice versa. See also
infection.

cryptosecurity Se¢ communica-

tions security.

1. A religion or religious sect
generally considered to be extremist
or false, with its followers often liv-
ing in an unconventional manner
under the guidance of an authori-
tarian, charismatic leader. 2. The
followers of such a religion or sect.
See also brainwashing,.

cult of personality A concen-

tration of political power and
authority in one individual, rather
than in the office.

Historic and
prehistoric structures, archeological
sites, cultural landscapes, and
museum collections. See also culture.
1. In microbiology, the
growth of an organism in or on a
nutrient medium. 2. In social sci-
ence, a set of beliefs, values, sym-
bols, rituals, and heroes common to
and characteristic of a community
or nation. Culturally determined
characteristics include language,
acceptable gender roles and occupa-
tions, and much health-related
behavior. See also Arabisation; com-
munity; disaster subculture; micro-

identified as critical for attaining  biology.

national security objectives. culture, disaster sub- See dis-
Cross, American Red  Sece Ameri-  aster subculture.

can Red Cross. culture, political See political
cross-infection Infection of one  culture.

person with pathogenic organisms
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cumulative action, chemical

agent  See chemical agent cumu-
lative action.
curie The traditional unit of

measure of radioactivity based on
the observed decay rate of one gram
of radium. One curie of radioactive
material will have 37 billion disinte-
grations in one second. The curie is
used to describe the amount of
radioactivity in a sample of mate-
rial.

customs 1. Taxes (called duties)
imposed on imported and, less
commonly, exported goods. See also
duty. 2. The governmental agency
authorized to collect these duties,
e.g., Customs and Border Control.
3. The procedure for inspecting
goods and baggage entering a coun-
try. 4. A practice followed by people
of a particular group or region.

Customs and Border Patrol A
patrol that guards the borders from
illegal entrants and meets and ques-
tions immigrants and visitors arriv-
ing at airports and other border
stops. See also border; customs;

patrol.
Customs and Border Protection
Bureau, U.S. (CBP) A subunit

of Border and Transportation Sec-
urity (a unit within the Department
of Homeland Security), which is
responsible for managing, control-
ling, and securing U.S. borders. See
also Border and Transportation
Security; Customs and Border

Patrol. See also border; customs; cus-
toms and border patrol; patrol.

cutaneous radiation syndrome
The complex syndrome resulting
from radiation exposure of more
than 200 rads to the skin. The
immediate effects can be reddening
and swelling of the exposed area,
blisters, ulcers on the skin, hair loss,
and severe pain. Large doses can
result in permanent hair loss, scar-
ring, altered skin color, deteriora-
tion of the affected body part, and
death of the affected tissue, requir-
ing surgery. See also acute radiation
syndrome.

cyanide A fast-acting, potentially
deadly chemical that exists in vari-
ous forms, such as a colorless gas
(e.g., hydrogen cyanide) or a crystal
form (e.g., sodium cyanide). See also
blood agent.

cyber Pertaining to computers
and their support systems, such as
servers, routers, and switches, which
support critical infrastructure.

cybercast A news or entertain-
ment program transmitted over the
Internet. See also cyber; news.

cybercrime Criminal activities
carried out by means of computers
or the Internet, e.g., using the
Internet to steal a person’s identity
or sell contraband or stalk victims or
disrupt operations with malevolent
programs. See also crime.

cyber incidentannex The inci-
dent annex of an emergency man-
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agement plan, such as the National
Response Plan, which establishes
procedures for a multidisciplinary,
broad-based approach to prepare
for, remediate, and recover from
catastrophic cyber events impacting
critical national processes and the
national economy. See also cyber;
incident annex.

cyberspace The electronic med-
ium of computer networks, in
which online communication takes
place. See also cyberterrorism.

Cyberspace, National Strategy
to Secure  See National Strategy
to Secure Cyberspace.

cyberterrorism The convergence
of cyberspace, the computer-based
world of information, and terror-
ism. Cyberterrorism is unlawful
attacks or threats of attack against
computers, networks, and the infor-
mation stored therein when done to
intimidate or coerce a government
or its people in furtherance of polit-
ical or social objectives. A cyberter-
rorism attack results in violence
against people or property, or at
least causes enough harm to gener-
ate fear. Se¢ also agroterrorism;
cyberspace; National Strategy to
Secure Cyberspace; terrorism.

cycle, disaster  See disaster cycle.

cycle, public policy Ses public
policy cycle.

cyclosarin or GF An extremely
toxic substance that is one of the
world’s most dangerous weapons of

war. It is the most obscure member
of the G-series family of nerve
agents, a group of chemical weapons
discovered and synthesized by a
German team, led by Dr. Gerhard
Schrader, during or soon after World
War II. As a chemical weapon, it is
classified as a weapon of mass
destruction by the United Nations
according to UN Resolution 687,
and its production and stockpiling
was outlawed by the Chemical
Weapons Convention of 1993.
Cyclosarin was found by Polish sol-
diers in artillery shells after
Operation: Iraqi Freedom. Like its
predecessor, sarin, cyclosarin is a lig-
uid organophosphate nerve agent.
Its physical characteristics are quite
different from sarin, however. At
room temperature, cyclosarin is a
colorless liquid whose odor has been
variously described as sweet and
musty, and resembling peaches or
shellac. Unlike sarin, cyclosarin is
persistent liquid, meaning that it has
a low vapor pressure, and therefore
evaporates relatively slowly: about
sixty-nine times slower than sarin
and twenty times more slowly than
water. Its military value is therefore
much greater as a liquid chemical
weapon. Also unlike sarin, cyclosarin
is flammable, with a flash point of
94°C (201 °F). See also nerve agent;
sarin; soman; tabun; VX.
cytopathology Seelaboratory medi-

cane.



damage Harm or injury to prop-
erty or a person, resulting in loss of
value or the impairment of useful-
ness. See also damage assessment;
property.

damage assessment The pro-
cess of determining the magnitude
of damage to and the unmet needs
of the private sector and the public
sector caused by a crisis. See also pri-
vate sector; public sector.

damage assessment, prelimi-
nary See preliminary damage asse-
ssment.

damage classification In emer-
gency, disaster, or catastrophe recov-
ery, the evaluation and recording of
damage to structures, facilities, or
objects according to three cate-
gories, developed by the United
Nations in 1992: category 1: severe
damage, which precludes further use
of the structure, facility, or object for
its intended purpose; category 2.
moderate damage, which precludes
effective use of the structure, facility,
or object for its intended purpose,
unless major repairs are made, and

category 3. light damage such as
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broken windows, slight damage to
roofing and siding, interior parti-
tions blown down, and cracked
walls, not severe enough to pre-
clude use of the installation for the
purpose for which it was intended.
See also classification; damage.
danger 1. Exposure or vulnera-
bility to harm or risk. See also expo-
sure; harm; risk; vulnerability. 2. A
source or an instance of risk or

peril. See also dangerous; guard;
hazard.

dangerous Likely to be harmful
or to do harm. See also danger;
guard.

Dangerous to Life or Health,
Immediately Se¢e Immediately
Dangerous to Life or Health.

DarkWinter A June 22-23,2001,
federal exercise held at Andrews
Air Force Base (Washington DC),
using the scenario of a covert small-
pox attack on U.S. citizens. Former
senior government officials played
the roles of National Security
Council members responding to
the fictitious epidemic. Media
representatives  observed  these
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mock NSC meetings and played
journalists during the scenario’s
press conferences. The exercise
illustrated various issues in a bioter-
rorism crisis, including the chal-
lenges facing state and local
governments, the role and respon-
siveness of the federal government,
and the likely friction spots between
federal and state responders and
responses. Dark Winter generated
much interest in the public policy
community and the media in the
months preceding the anthrax
attack. See also anthrax attacks of
2001; National Security Council;
Silent Vector; scenario; smallpox.

data The collection of material or
facts on which a discussion or an
inference is based. Data are the
product of measurement. See also
information.

data accuracy The degree to
which data is free of errors or mis-
takes.

database An organized collec-
tion of data, text, references, or pic-
tures in a standardized format,
usually stored in a computer system
so that any particular item or set of
items can be retrieved or organized
as needed. Databases vary in con-
tent, type of information contained,
and design.

data collection The process of
gathering, assembling, and deliver-
ing data to a centralized collection
point. See also collection; data.

data element A discrete piece of
data. Data elements may be aggre-
gated with other data elements to
identify, for example, occurrences of
an indicator event targeted for
measurement.

data interpretation The multi-
step process by which meaning is
assigned to raw data. See a/so intelli-
gence; interpretation.

data, mortality = See mortality data.

datapattern Anidentifiable arran-
gement of data that suggests a sys-
tematic design or orderly formation
relative to a data set. See also data;
pattern.

data reliability The degree to
which data resulting from a data
collection process is accurate and
complete. See also data collection;
reliability.

data set An aggregation of uni-
formly defined and classified data
or items of information that
describe an element, episode, or
aspect of an area of interest.

data sheet, material safety  See
material safety data sheet.

data trend One type of data pat-
tern consisting of the general direc-
tion of data measurements; for
example, a trend on a run chart or
control chart is the continued rise
or fall of a series of points. See also
data pattern; trend.

data validity The degree to which

data is a reasonable representation
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of the phenomenon undergoing
measurement.

DBT  See design basis threat.

deadly force A level of force that
is likely to cause death or great bod-
ily injury, as by firearms, blades, and
explosives. In general, the police
and military have the ability to issue
authorization for the usage of such
force. See also non-lethal force.

death, cause-of- Se¢ cause-of-
death.

death rate 1. An estimate of the
portion of a population that dies
during a specified period. 2. A rate
calculated by dividing the number
of deaths in a population in a year
by the midyear resident population.
For census years, rates are based on
unrounded census counts of the res-
ident population, as of April 1. The
rate may be restricted to deaths in
specific age, race, sex, or geographic
groups or from specific causes of
death (specific rate) or it may be
related to the entire population
(crude rate).

debrief 1. To question to obtain
knowledge or intelligence gathered,
especially on a military mission. See
also military mission. 2. To instruct
(a government agent, for example)
not to reveal classified or secret
information after employment has
ceased. 3. Put someone through a
debriefing and make him report. See

also hot wash.

debriefing Report of a mission,
task, or experience. See also critical
incident stress debriefing. See also
mission.

debriefing, critical incident str-
ess See critical incident stress
debriefing.

debris The scattered remains of
something broken or destroyed;
rubble or wreckage. See also presi-
dential declaration of a major disas-
ter.

debris management team A
team that facilitates and coordinates
the removal, collection, and disposal
of debris following a disaster; to
mitigate against any potential threat
to the health, safety, and welfare of
the impacted citizens; expedite
recovery efforts in the impacted
area, and address any threat of sig-
nificant damage to improved public
or private property. Team mobiliza-
tion varies depending on the team
selection, need, and emergency.
Debris removal process varies
depending on the team selection
and need. See also debris; presiden-
tial declaration of an emergency;
property.

debt, federal Secfederal debt.

decay, learning  Sezlearning decay.

decay, radioactive  See radioac-
tive decay.

decay rate The amount of radio-
activity in a sample after a certain
amount of time has passed, deter-
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mined by half-life. See also radioac-
tive decay.

deception 1. The practice or act
of deceiving or tricking. 2. Measures
designed to mislead the enemy by
manipulation, distortion, or falsifi-
cation of evidence to induce him to
react in a manner prejudicial to his
interests. See also fraud; military

deception.

deception, military  See military
deception.

decipher 1. To read or interpret
something that is ambiguous,

obscure, or illegible. Syrnonym: solve.
2. To convert from a code or cipher
to plain text. Synonym: decode. See
also cipher; encipher.

decisive Characterized by deci-
sion and firmness; resolute. See also
decisive force.

decisive force Applying over-
whelming forces to fight and win
quickly with minimum casualties.
See also casualties; decisive.

declaration 1. The formal action
by the U.S. President to make a
state eligible for major disaster or
emergency assistance under the
Robert T. Stafford Relief and
Emergency Assistance Act, Public
Law 93-288, as amended. 2. A
public announcement, as in a presi-
dential declaration of emergency. 3.
The act of asserting positively.

declaration of an emergency,
presidential  Se presidential dec-
laration of an emergency.

declaration of an iIncident of
national significance An inci-
dent declared by the Secretary of
the Department of Homeland
Security, who, in coordination with
other federal departments and
agencies, initiates actions to pre-
vent, prepare for, respond to, and
recover from the incident. These
actions are taken in conjunction
with state, local, tribal, nongovern-
mental, and private-sector entities.
All Presidentially-declared emer-
gencies, major disasters, and catas-
trophes are, by definition, incidents
of national significance, as currently
known and understood.

declaration of a major disaster,
presidential Sec presidential
declaration of a major disaster.

declaration, presidential  Sez pre-
sidential declaration of an emer-
gency; presidential declaration of a
major disaster.

declassification In national secu-
rity, the determination classified
information no longer requires any
degree of protection against unau-
thorized disclosure, coupled with
removal or cancellation of the clas-
sification ~ designation.  Compare:
classification. See also classified
information; unauthorized.

declassify To cancel the security
classification of an item of classified
matter. Compare: classify.

decode 1. To convert from code
into plain text. 2. To convert from a
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scrambled electronic signal into an
interpretable one. 3. The reverse
process of encoding data. See also
code; encode.
decontamination The process
of making any person, object, or
area safe by absorbing, destroying,
neutralizing, making harmless, or
removing, chemical or biological
agents. Compare: contamination.
decontamination and decom-
missioning Radiological sur-
veys associated with closing or
cleaning up a radiological or nuclear
facility.
decontamination area The dec-
ontamination area is the area located
on the upwind edge of the hot zone
used to decontaminate personnel
and equipment. All personnel com-
ing out of the hot zone must pass
through the decontamination area.
See also decontamination; hot zone.
decontamination, biological Se
biological decontamination.
decontamination, radioactive  See
radioactive decontamination.
decontamination station A bui-
lding or location suitably equipped
and organized where personnel and
materiel are cleansed of chemical,
biological, or radiological contami-
nants. See a/so decontamination.
deductive reasoning Reasoned
argument proceeding from the gen-
eral to the particular. Compare
inductive reasoning. See also reason;
reasoning.

defense 1. Capable of resisting
attack, as in chemical defense. 2.
The armed forces of an entity, such
as a state, nation, or people. See also
armed forces. 3. All of the means,
both overt and covert, by which an
entity, such as a state or nation,
defends and extends its military,
economic, and social influence. 4.
National security. See also aerospace
defense; chemical defense; civil
defense; Department of Defense;
national security.

defense, active  See active defense.

defense, aerospace Ses aero-
space defense.

Defense Against Weapons of
Mass Destruction Act The
law intended to enhance the capa-
bility of the federal government to
prevent and respond to terrorist
attacks involving weapons of mass
destruction. The U.S. Congress
directed that the Department of
Defense provide certain expert
advice to federal, state, and local
agencies about weapons of mass
destruction to include domestic ter-
rorism rapid response teams, train-
ing in emergency response to the
use or threat of use of weapons of
mass destruction, and a program of
testing and improving the response
of civil agencies to biological and
chemical emergencies. See also fed-
eral act; weapons of mass destruc-
tion.

defense, air  See air defense.
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defense, biological Sec biologi-
cal defense.

defense, chemical See chemical
defense.

defense, civil See civil defense.

Defense Command, North Ame-
rican Aerospace See North
American Aerospace Defense Com-
mand.

defense coordinating officer A
military or civilian official desig-
nated by the Department of
Defense to exercise some delegated
authority of the Department of
Defense executive agent to coordi-
nate military support to civil
authorities. See also civil authorities;
coordinating; defense.

defense critical infrastructure
Department of Defense and non-
Department of Defense networked
assets essential to project, support,
and sustain military forces and
operations worldwide. See a/so criti-
cal infrastructures; Department of
Defense.

defense critical technology  See

critical technology.

Defense, Department of Se
Department of Defense.

defense emergency, civil See

civil defense emergency.

Defense Emergency Response
Fund Public Law 101-165 (1989),
which provides that, “T'he Fund
shall be available for providing
reimbursement to currently applica-
ble appropriations of the Depart-

ment of Defense for supplies and
services provided in anticipation of
requests from other Federal depart-
ments and agencies and from State
and local governments for assis-
tance on a reimbursable basis to
respond to natural or man-made
disasters. The Fund may be used
upon a determination by the
Secretary of Defense that immedi-
ate action is necessary before a for-
mal request for assistance on a
reimbursable basis is received.” See
also Department of Defense.

defense-generated transuranic
waste Transuranic waste result-
ing from weapons research and
development, the operation of naval
reactors, the production of weapons
material, the reprocessing of
defense spent fuel, the dismantling
of nuclear weapons, and the decom-
missioning of nuclear-powered
ships and submarines. See also
transuranic waste; WIPP.

defense, homeland See home-
land defense.

defense industrial base The
Department of Defense, govern-
ment, and private sector worldwide
industrial complex with capabilities
to perform research and develop-
ment, design, produce, and main-
tain military weapon systems,
subsystems, components, or parts to
meet military requirements. See also
critical technology; national tech-
nology and industrial base.
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defense intelligence, civil  See
civil defense intelligence.

defense, military Sec military

defense.

defense, national Se¢ national
defense.

defense, nuclear See nuclear defe-
nse.

Defense Production Act of 1950
(as amended by the Defense
Production Act Reauthorization
of 2003) A public law that is the
primary authority to ensure the
timely availability of resources for
national defense and civil emer-
gency preparedness and response.
Among other things, this law
authorizes the U.S. President to
demand that companies accept and
give priority to government con-
tracts that the President “deems
necessary or appropriate to promote
the national defense.” The law
defines “national defense” to include
critical infrastructure protection
and restoration, as well as activities
authorized in the emergency pre-
paredness sections of the Stafford
Act. Consequently, DPA authori-
ties are available for activities and
measures undertaken in preparation
for, during, or following a natural
disaster or accidental or man-
caused event. The Department of
Commerce has redelegated DPA
authority under Executive Order
12919, National Defense Industrial

Resource Preparedness, June 7,

1994, as amended, to the Secretary
of Homeland Security to place and,
upon application, to authorize state
and local government to place pri-
ority-rated contracts in support of
federal, state, and local emergency
preparedness activities. See also fed-
eral act; civil defense; national
defense; President of the United
States.
Defense, Secretary of
tary of Defense.
defense sectors An identified
grouping of Department of Defense
functions that perform essential
services required for military opera-
tions and the ability to project and
support forces worldwide. See also
defense; public sector; sector.
Defense Strategy, National
National Defense Strategy.
defense support of civil author-
ities Refers to Department of
Defense (DOD) support, including
federal military forces, DOD civil-
ians and DOD contractor person-
nel, and DOD agencies and
components, for domestic emergen-
cies and for designated law enforce-
ment and other activities. See also
civil authorities; civil support.
Defense, U.S. Department of
Department of Defense.
deficit The amount by which the
government’s spending exceeds its
revenues for a given period, usually

a fiscal year. Antonym: surplus. See
also federal debt.

See Secre-

See

See
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definition, case  See case defini-
tion.
definition of emergency med-

ical condition, prudent layper-

designed to deliver or disseminate a

biological agent, toxin, or vector. See

also delivery system; vector.
delivery system, health care Se

son  See prudent layperson defi-  health care delivery system.

nition of emergency medical condi- demand respirator An atmos-

tion. phere-supplying respirator that
degradation A decline to a  admits breathable air to the face

lower condition, quality, or level, as
in degradation of care in a multi-
casualty incident. Degradation can
be categorized as either “graceful” or
“catastrophic.” Graceful degradation
means that the system continues to
perform at some reduced level of
performance after one of its compo-
nents fails; the whole system, how-
ever, does not fail. Catastrophic
degradation means the rapid reduc-
tion of the ability of a system, sub-
system, or component to perform
its intended function, usually result-
ing in total failure to perform any
function.

degradation, catastrophic  See
degradation.

delivery system 1. A means or
procedure for providing a product
or service to the public. See also
health care delivery system. 2. A
technology or device for adminis-
tering drugs to a patient. See also
delivery system (biological). 3. A
technology for sending weapons to
their targets.

delivery system (biological) Any
apparatus, equipment, device, or

means of delivery specifically

demobilization

demonstration

piece only when a negative pressure
is created inside the face piece by
inhalation. See also atmosphere-
supplying respirator; respirator.

1. In the mili-
tary, the process of transitioning a
conflict or wartime military estab-
lishment and defense-based civilian
economy to a peacetime configura-
tion while maintaining national
security and economic vitality.
Compare mobilization. 2. In disaster
response, a stress prevention and
intervention process applied imme-
diately after emergency personnel
are released from an emergency
scene and before they return to nor-
mal duties. Demobilizations typi-
cally involve responders gathering
after a shift change for a formal
presentation on understanding and
managing stress reactions followed
by an informal rest and eating ses-
sion. See also critical incident stress
debriefing.

1. The act of
showing or making evident. 2. A
public display of group opinion. See
also civil disorder; demonstration
effect; opinion.
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demonstration effect 1. An
event in one place that may act as a
catalyst for a process in another
place at approximately the same
point in time, e.g., the 1979 Iranian
Revolution had a “demonstration
effect” on Hezbollah—that is, it
catalyzed the emergence of
Hezbollah in Lebanon. Demon-
stration effect depends on a number
of factors, most important being the
success of the initial revolution, the
cross-cultural reference of the ideol-
ogy characterizing the revolution,
and the effectiveness of communi-
cation networks. 2. In computer
science, the diffusion model of
technological change, i.e., the
assumption that those seeing a suc-
cessful demonstration of new tech-
nology will consider adopting it. 3.
Among travel agent educators, the
phenomenon of local residents
adopting the styles and manners
they have observed in visiting
tourists. Se¢ also demonstration.
dental 1. Relating to dentistry. 2.
Relating to teeth.

dental emergency responder A
dentist or dental hygienist certified
in emergency medical response. Se¢
also emergency responder; first
responder.

department 1. A cabinet-level
agency of the federal government.
2. A general term for any adminis-
trative subdivision.

department,emergency Secemer-

gency department.

department, fire  Sec fire depart-
ment.

department, military See mili-
tary department.

Department of Agriculture, U.S.
(USDA) The federal cabinet-
level department created in 1862
that works to improve and maintain
farm income, to develop and
expand markets abroad for agricul-
tural products, to enhance the envi-
ronment, and to maintain U.S.
production capacity by helping
landowners protect their soil, water,
forests, and other natural resources.
See also agricultural laboratory net-
works; agroterrorism; food.

department, county sheriff’s  Se
county sheriff’s department.

Department of Defense, U.S.
(DOD) The federal cabinet-level
department created by the National
Security Act amendments of 1949,
which is responsible for deterring
and preventing aggression abroad
and fighting to win when these
measures fail, and the protection of
U.S. sovereignty, territory, domestic
population, and critical defense
infrastructure  against  external
threats and aggression, or other
threats as directed by the U.S.
President. The Department of
Defense is responsible for home-
land defense. The DOD includes
the military departments of the U.S.
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Army, U.S. Navy, US. Marine
Corps, and U.S. Air Force.
Following September 11, 2001, the
DOD broadened its vision of what
constitutes the nation’s defense by
ratcheting up its strategic and oper-
ational focus on asymmetric warfare
directed at the homeland by both
terrorists and hostile states. See also
aggression; asymmetric warfare;
Department of Defense military
mission; Department of Defense
nonmilitary mission; Department
of Homeland Security; homeland
defense; homeland security; mili-
tary mission; national security;
National Security Act; Posse
Comitatus Act; security environ-
ment.

Department of Defense installa-
tion A facility subject to the cus-
tody, jurisdiction, or administration
of any Department of Defense
component, including military
reservations, installations, bases,
posts, camps, stations, arsenals, ves-
sels/ships, or laboratories where a
Department of Defense component
has operational responsibility for
facility security and defense. See also
arsenal; base; Department of
Defense;  installation;  military
installation.

Department of Defense military
mission A mission that involves
war-fighting functions, such as
campaigns, engagements, or strikes,
by one or more of the services’ com-

bat forces. The Department of
Defense (DOD) acts as the lead
federal agency and executes orders
issued by the U.S. President func-
tioning as the Commander in
Chief. The DOD performs duties
under extraordinary circumstances
that do not necessarily have defined
end dates. The DOD cannot reject
these missions. A military mission
involves military combat capabili-
ties that only the DOD possesses.
The two types of DOD military
missions are: overseas military mis-
sions and domestic military missions.
Operation Desert Storm (1991)
and Operation Iraqi Freedom
(2003) are examples of overseas
military missions. Operation Noble
Eagle is an example of a domestic
military mission. Ordered by the
President and commanded by the

Commander (North American
Aecrospace  Defense Command
(NORAD)), Operation Noble

Eagle involves combat air patrols to
identify and intercept suspect air-
craft operating in the United States.
Compare Department of Defense
nonmilitary mission. See a/so cam-
paign; Department of Defense; lead
federal agency; military mission;
President of the United States.

Department of Defense nonmil-

itary mission A mission that
involves supporting a lead federal
agency as directed by the U.S.
President or the Secretary of
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Defense. The Department of
Defense (DOD) provides support
on a temporary or emergency basis
normally with agreed-upon termi-
nation dates. The DOD has some
discretion to accept or reject these
requests based on the following six
established criteria contained in the
“Military Assistance to Civil
Authorities” directive: 1. legality
(compliance with laws); 2. lethality
(potential use of lethal force by or
against DOD forces); 3. risk (safety
of DOD forces); 4. cost (who pays,
impact on the DOD budget); 5.
appropriateness (whether it is in the
interest of the DOD to conduct the
requested mission), and 6. readiness
(impact on DOD’s ability to per-
form its primary mission). The
DOD augments U.S. civil authori-
ties’ capabilities with DOD’s assets
or capabilities, which are applied in
a noncombat manner. Non-federal
entities requests for nonmilitary
missions generally seek DOD sup-
port in response to natural or man-
made disasters, or to assist
indirectly with law enforcement. In
fiscal years 2001 and 2002, the
DOD supported over 230 nonmili-
tary missions, which included, for
example, assisting in fighting wild-
fires, recovering from tropical
storms, providing support for
national special security events
(Presidential Inauguration, 2002
Olympic Games in Salt Lake City).

Department of Energy,

The DOD has rejected several mis-
sions, including providing the U.S.
Capitol Police with military med-
ical personnel. Compare Department
of Defense military mission. See a/so
civil authorities; Department of

Defense; lethal.

Department of Defense Reorga-

nization, Goldwater-Nichols
See Goldwater-Nichols Department
of Defense Reorganization.

U.S.
(DOE) The federal cabinet-level
department responsible for energy
policy and nuclear safety. Within its
purview are the nations nuclear
weapons program, nuclear reactor
production for the U.S. Navy,
energy conservation, and energy-
related research at federal laborato-
ries (e.g., Argonne National
Laboratory), radioactive waste dis-
posal, and domestic energy produc-
tion. See also design basis threat;
Intelligence Community; national
laboratories administered by the
Department of Energy;, Natural
Gas Policy Act; strategic petroleum
reserves; U.S. Navy.

Department of Energy, national

laboratories administered by
See national laboratories adminis-

tered by the Department of Energy.

Department of Energy Organi-

zation Act and Federal Power
Act An act that authorizes the
Secretary of the Department of
Energy to obtain current informa-
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tion regarding emergency situations
on the electric supply systems in the
United States, and to order tempo-
rary interconnections of facilities
and/or the generation and delivery
of electric power. See also
Department of Energy; federal act.
Department of Health and Human
Services, U.S. (DHHS) The
federal cabinet-level department
created in 1979 through the split-
ting of the Department of
Education from the Department of
Health, Education, and Welfare.
The Department of Health and
Human Services (DHHS) is
responsible for oversight and opera-
tions of numerous health- and
emergency-related divisions includ-
ing: Agency for Toxic Substances
and Disease Registry; Centers for
Disease Control and Prevention;
Centers for Medicare and Medicaid
(formerly, Health Care Financing
Administration); Food and Drug
Administration; Health Resources
and  Services  Administration;
Indian Health Service, and the
National Institutes of Health,
among others. See also Agency for
Toxic Substances and Disease
Registry; Centers for Disease
Control and Prevention; Health
Resources and Services Administra-
tion; National Medical Defense
System; Pandemic Influenza Prepa-
redness and Response Plan; U.S.
Food and Drug Administration.

Department of Homeland Sec-

urity, U.S. (DHS) The federal
cabinet-level department created
legislation in November 2002 that
is a fusion of twenty-two pre-exist-
ing federal bureaus and agencies
formed to coordinate and centralize
the leadership of many homeland
security activities under a single
department. Its operations began in
March 2003. The Department of
Homeland Security (DHS) is the
lead federal agency for homeland
security. Its primary mission is to
prevent terrorist attacks on the
United States. In addition to pre-
venting terrorist attacks, the DHS
is responsible for preventing,
preparing for, responding to, and
recovering from a wide range of
major domestic disasters and other
emergencies. The DHS is the most
significant transformation of the
U.S. government in over a half-cen-
tury. The organizations comprising
the department are: Office of the
Secretary; BT'S Office of the Under
Secretary and Office of Screening
Coordination and Operations; U.S.
Customs and Border Protection;
U.S. Immigration and Customs
Enforcement; Transportation Sec-
urity Administration; Federal Law
Enforcement Training Center; U.S.
Coast Guard; U.S. Secret Service;
Federal Emergency Management
Agency (the EP&R Directorate);
U.S. Citizenship and Immigration
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Services; Information Analysis &
Infrastructure Protection Directo-
rate; Science and Technology
Directorate; Office of State and
Local Government Coordination
and Preparedness; Departmental
Management and Operations, and
Office of the Inspector General. See
also Intelligence Community; mis-
sion; National  Strategy for
Homeland Security.

Department of Justice, U.S.
(DOJ) The federal cabinet-level
department created in 1870 that
functions as the largest law firm in
the nation, representing U.S. citi-
zens in enforcing the law in the
public interest. See also Department
of Homeland Security.
Department of State, U.S. The
federal cabinet-level department
created in 1789 (then called the
Department of Foreign Affairs),
which functions as the lead U.S.
foreign affairs agency, equivalent to
foreign ministries in other coun-
tries. The Department of State
plays the primary role in leading
interagency coordination in devel-
oping and implementing foreign
policy; manages foreign affairs
resources; leads and coordinates
U.S. representation abroad; con-
ducts negotiations and concludes
agreements and treaties on issues
ranging from trade to nuclear
weapons, and coordinates and sup-
ports international activities of

department, outpatient

other U.S. agencies and officials.
Synonym: State Department. See
also Bureau of Consular Affairs; for-
eign service officer; Foreign Terrorist
Organizations List; Intelligence Com-

munity.

Department of Transportation,

U.S. The federal cabinet-level
department created in 1966 that is
responsible for the national high-
ways and for railroad and airline
safety. See also hazardous materials
warning placards; Intelligent Tran-
sportation System; regional emer-
gency transportation coordinator.

Department of the Treasury,

U.S. The federal cabinet-level
department created in 1789 to
manage the revenue of the U.S.
government. It prints and mints all
the Federal Reserve notes and coins
in circulation through the Bureau of
Engraving and Printing; collects all
taxes through the Internal Revenue
Service; enforces federal finance
and tax laws; and investigates and
prosecutes tax evaders, counterfeit-
ers, forgers, smugglers, illicit spirits
distillers, and gun law violators,
among other functions. See also
Intelligence Community.

See out-
patient department.

department visit, emergency  Se

emergency department visit.

deployable portable morgue unit

(DPMU) A mobile equipment
and operations facility that is fully
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equipped to support disaster mortu-
ary operational response team
(DMORT) functions when no or
insufficient local morgue facilities
are available. See also disaster mor-
tuary operational response team
(deployable); mass fatality incident;
mass fatality management.
deployed nuclear weapons 1.
Nuclear weapons transferred from
the Department of Energy to the
custody of the Department of
Defense. 2. Nuclear weapons
specifically authorized by the Joint
Chiefs of Staff to be transferred to
the custody of the storage facilities,
carrying, or delivery units of the
armed forces. See also Armed Forces
of the United States; authorized;
weapon.

deployment 1. Departure of a
team or personnel from home unit
or base. 2. In military usage, the
movement of armed forces within
areas of operation; the positioning
of armed forces into a formation for
battle, and the relocation of armed
forces and materiel to desired areas
of operations. Deployment encom-
passes all activities from origin or
home station through destination,
specifically including intra-conti-
nental United States, intertheater,
and intratheater movement legs,
staging, and holding areas.
deportation Expulsion of an alien
from a country by an act of its gov-
ernment. The term is not applied

ordinarily to sending a national into
exile or to committing one con-
victed of crime to an overseas penal
colony (historically called trans-
portation). In international law, the
right to send an alien to the country
to which he or she owes allegiance
(or to any country that will accept
him or her) derives from a govern-
ment’s sovereignty. In the United
States, deportation is the responsi-
bility of the Bureau of Immigration
and Customs Enforcement of the
Department of Homeland Security.
See also alien; banishment; Immi-
gration and Customs Enforcement
Bureau; importation; sovereignty.

descriptive epidemiology The

aspect of epidemiology concerned
with organizing and summarizing
health-related data according to
time, place, and person, visually dis-
played in an epidemic curve. See also
analytic epidemiology; applied epi-
demiology; epidemic curve; epi-

demiology.

designated foreign terrorist orga-

nization A political designation
determined by the U.S. Department
of State. Listing as a DFTO
imposes legal penalties for member-
ship, prevents travel into the United
States, and proscribes assistance
and funding activities within the
United States or by U.S. citizens.
See also Foreign Terrorist Organi-
zations List.
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designated planning agent The
commander responsible for plan-
ning, coordinating, and executing
military taskings in civil emergen-
cies for a particular branch or
agency of the Department of
Defense. See also civil support.

design basis threat (DBT) A
classified document that identifies
the characteristics of the potential
threats to Department of Energy
assets. Its classified companion doc-
ument, the “Adversary Capabilities
List,” provides additional informa-
tion on terrorist capabilities and
equipment. The DBT traditionally
has been based on a classified,
multi-agency Intelligence Commu-
nity assessment of potential terrorist
threats, known as the “postulated
threat.” The threat from terrorist
groups is generally the most
demanding. The most recently-
updated design basis threat was
October 2004. See also classified
information; Department of Energy;
force-on-force exercise; Intelligence
Community; postulated threat.

destruction, weapons of mass
See weapons of mass destruction.

detainee 1. A person held in
confinement. 2. A person captured
or otherwise detained by an armed
force.

detectability, hazard  Sec hazard
detectability.
detection 1. The act or process

of discovering. 2. In surveillance,

the determination and transmission
by a surveillance system that an
event has occurred. See also surveil-
lance.
detection system, autonomous
See autonomous detection system.
detection system, autonomous

pathogen Sez autonomous detec-
tion system.
detector A device that is sensi-

tive to biological (e.g., anthrax),
chemical (e.g., carbon monoxide),
or radiological agents, and can pro-
duce a response signal suitable or
measurement or analysis. See also
autonomous detection system; dosi-
meter.

determinism The doctrine that
all physical, behavioral, and mental
events are determined by specific
causal factors that are potentially
knowable.

deterrence The prevention from
action by fear of the consequences.
Deterrence is a state of mind
brought about by the existence of a
credible threat of unacceptable
counteraction. See also dissuasion;
National Defense Strategy.

detonation The rapid decompo-
sition of an explosive material lead-
ing to a rapidly moving wave of
high temperature and high pres-
sure. It may be started by impact,
friction, or heat. Se¢ also ground
zero; minesweeping; nuclear cloud.

detonation, nuclear See¢ nuclear
detonation.
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device, improvised incendiary
See improvised incendiary device.

device, improvised nuclear  See
improvised nuclear device.

device, incendiary  See incendi-
ary device.

device, radiological dispersal
See radiological dispersal device.

device, thermonuclear See ther-
monuclear device.

DHHS Se¢e Department of Health
and Human Services.

DHS  See Department of Homeland
Security.

diagnosis 1. The act or process
of identifying or determining the
nature and cause of a disease or
injury through evaluation of patient
history, examination, and review of
laboratory data; the opinion derived
from such an evaluation. See also
opinion. 2. A critical analysis of the
nature of something, such as the
cause of an epidemic; the conclu-
sion reached by such analysis.

diagnostic test 1. An evaluative
instrument used to measure per-
formance against a criterion. 2. A
test to define specific areas of weak-
ness or strength, as in reading skills
or blood count.

diazepam A tranquilizer useful
in the treatment of anxiety and as a
sedative, muscle relaxant, and anti-
convulsant. See nerve agent anti-
dote.

diplomacy 1. A state’s foreign
policy. 2. The formal relations that

independent nations maintain with
each other. 3. Dexterity or artful-
ness in securing advantages without
arousing hostility. 4. Address or tact
in conduct of affairs. See also diplo-
matic mission.

diplomat An officer of a foreign
government assigned to an embassy
in Washington DC. Many diplo-
matic officers are authorized by
their governments to perform con-
sular functions, and thus to act as
consular officers. See also author-
ized; consular officer.

diplomatic 1. Using tact in dealing
with others. 2. Relating to diplo-
macy. See instruments of national
power.

diplomatic corps 1. The total-
ity of foreign diplomats residing in
a capital city. See also diplomatic
mission. 2. All people profession-
ally engaged in representing the
interests of a country abroad by
gathering and evaluating informa-
tion on the politics of the host
country, by protecting the legal
interests of any fellow nationals
who have problems in the host
country (the consular function), and
by handling international negotia-
tions and the delivery of special
messages to the host government.
See also consular officer; diplomatic
mission; embassy.

diplomatic mission A group of
people from one nation-state pres-
ent who represent their state in a



134

The Dictionary of Homeland Security and Defense

receiving nation-state. In practice, a
diplomatic mission usually denotes
the permanent mission, namely the
office of a country’s diplomatic rep-
resentatives in the capital city of
another country. Under interna-
tional law, diplomatic missions
enjoy an extraterritorial status,
meaning they are exempt from local
law and in almost all respects
treated as being part of the territory
of the home country. See also diplo-
matic corps; military mission; mis-
sion.

Diplomatic Security Service The
law enforcement and security arm
of the U.S. Department of State,
with agents posted in over 160
countries worldwide, in headquar-
ters in Washington DC, and in
eight field offices throughout the
United States. An important func-
tion allotted to Diplomatic Security
Service by the U.S. Congress is the
investigation into allegations of
passport and visa fraud. See also
passport fraud.

direct 1. To manage or conduct
the affairs of, as in online medical
direction. 2. To show or indicate
the way to. See also direction. 3.
Proceeding without interruption, as
in direct contact. See a/so direct con-
tact; directive.

direct contact A mode of trans-
mission of infection between an
infected host and susceptible host.
Direct contact occurs when skin or

direction

mucous surfaces touch, as in shak-
ing hands, kissing, and sexual inter-
course. Se¢ also contagion; host;
transmission of infection. See also
contact; direct.

1. A line or way lead-
ing to a place or point. 2. An act or
instance of guiding, as in setting
and holding a course. 3. The act or
process of managing something. 4.
A message instructing how some-
thing is to be done. 5. A general
course along which something is

developing.

direction (online), medical  See
medical direction (online).
direction (offline), medical  See

medical direction (offline).

directive An order, whether oral or

written, issued by a civilian govern-
ment official commanding action
from lower-ranking officials, which
initiates or governs action, conduct,
or procedure, as in a presidential
directive. See also direct; Homeland
Security  Presidential  Directives;
National Security Presidential Direc-
tives.

Directive-1, Homeland Security
Presidential Se¢c Homeland Sec-
urity Presidential Directive/HSPD-1.

Directive-2, Homeland Security
Presidential Se¢ Homeland Sec-
urity Presidential Directive/HSPD-2.

Directive 3, Homeland Security
Presidential Se2 Homeland Sec-
urity Presidential Directive/HSPD-3.
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Directive-4, Homeland Security
Presidential Sce Homeland Sec-
urity Presidential Directive/HSPD-4.

Directive-5, Homeland Security
Presidential Sce Homeland Sec-
urity Presidential Directive/HSPD-5.

Directive-6, Homeland Security
Presidential See Homeland Sec-
urity Presidential Directive/HSPD-6.

Directive-7, Homeland Security
Presidential See Homeland Sec-
urity Presidential Directive/HSPD-7.

Directive-8, Homeland Security
Presidential See Homeland Sec-
urity Presidential Directive/HSPD-8.

Directive-9, Homeland Security
Presidential See Homeland Sec-
urity Presidential Directive/HSPD-9.

Directive-10, Homeland Security
Presidential See Homeland Sec-
urity Presidential Directive/HSPD-
10.

Directive-11, Homeland Security
Presidential See Homeland Sec-
urity Presidential Directive/HSPD-
11.

Directive-12, Homeland Security
Presidential See Homeland Sec-
urity Presidential Directive/HSPD-
12.

Directive-13, Homeland Security
Presidential See Homeland Sec-
urity Presidential Directive/HSPD-
13.

Directive-1, National Security Pre-
sidential See National Security
Presidential Directive.

Directive-5, National Security Pre-
sidential See National Security
Presidential Directive.

Directive-9, National Security Pre-
sidential See National Security
Presidential Directive.

Directive, Presidential
sidential Directive.

Directives, Homeland Security
Presidential See Homeland Sec-
urity Presidential Directive.

Directives, National Security
Presidential See Homeland Sec-
urity Presidential Directive.

directorate The entire staff of a
bureau or department. See also
bureau; department.

Directorate, Border and Tran-
sportation Security Sec Border
and Transportation Security (BTS)
Directorate.

Directorate, Emergency Prepared-
ness and Response  Se¢c Emer-
gency Preparedness and Response
(EP&R) Directorate.

Directorate, Information Analy-
sis and Infrastructure Protec-
tion  See Information Analysis and
Infrastructure Protection (IAIP)
Directorate.

Directorate, Science and Tech-
nology See Science and Techno-
logy Directorate.

Director of National Intelligence
See Intelligence Community.

direct transmission 1. The
direct and essentially immediate
transfer of infectious agents to a

See Pre-



136

The Dictionary of Homeland Security and Defense

receptive portal of entry through
which human or animal infection
may take place. Direct contact
includes touching, kissing, biting, or
sexual intercourse, or the direct pro-
jection (droplet spread) of droplet
spray onto the conjunctiva or onto
the mucous membranes of the eyes,
nose, or mouth. It may also be by
direct exposure of susceptible tissue
to an agent in soil, compost, or
decaying vegetable matter, or by the
bite of a rabid animal. Tran-
splacental (through the placenta)
transmission is another form of
direct transmission. 2. Trans-
mission involving direct body sur-
face-to-body surface contact and
physical transfer of microorganisms
between a susceptible host and an
infected/colonized person, or expo-
sure to infectious particles within
three feet of the source; the
aerosolized particles are less than
five micrometers in size. See also
aerosol; transmission of infection.

dirty bomb A device designed to
spread radioactive and chemical
material by using dynamite or other
conventional explosives. A dirty
bomb kills or injures people
through the initial blast of the con-
ventional explosive and the spread
of radioactive contamination over
possibly a large area. Such bombs
could be miniature devices or large
truck bombs. See also bomb; radio-
logical dispersal device.

disaffected Resentful and rebel-
lious, especially against authority.
See also disaffected person.

disaffected person A person
who is alienated or estranged from
those in authority or lacks loyalty to
the government. See also person.

disarmament The act or process
of laying down arms, especially the
reduction or abolition of a nation’s
military forces and armaments. See
also armaments.

disarm Divest of weapons. See
also disarmed mine.

disarmed mine A mine for which
the arming procedure has been
reversed, rendering the mine inop-
erative. It is safe to handle and
transport and can be rearmed by
simple action. See also armed mine.

disaster 1. A state or condition
of severe destabilization but not
complete failure of a social system
or its parts. Disaster manifests itself
in the malfunctioning, disruption,
or partial destruction of connec-
tions and communications among
the elements of the social system.
Disasters are different quantita-
tively and qualitatively from every-
day emergencies and from
catastrophes. In disasters, as com-
pared with everyday emergencies,
organizations must quickly relate to
more and unfamiliar groups; adjust
to losing part of their autonomy and
freedom of action; apply different
performance standards, and operate
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within a closer than usual public
and private sector interfaces.
During disasters, unlike catastro-
phes, organizations are working to
some degree; local officials are still
able to undertake their usual work
roles; everyday community func-
tions are operating to some extent,
and help from nearby communities
is available. 2. The World Health
Organization definition of disaster
is an occurrence that causes dam-
age, ecological disruption, loss of
human life, deterioration of health
and health services on a scale suffi-
cient to warrant an extraordinary
response from outside the affected
community area. 3. The Robert T.
Stafford Act definition of a major
disaster: “any natural catastrophe
(including any hurricane, tornado,
storm, high water, wind driven
water, tidal wave, tsunami, earth-
quake, volcanic eruption, landslide,
mudslide, snowstorm, or drought),
or, regardless of cause, any fire,
flood, or explosion, in any part of
the United 