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Introduction

Since 2009, cybercurrencies have emerged, spread all around the world, and become a hotly debated topic. Cybercurrencies are forms of currency that exist only on the Internet. The best known of these is Bitcoin, but many others have been launched over the last decade as well. Prices rose so quickly that many early adopters got rich and then some saw their holdings get hacked or lose value. Other people, with skill and a bit of luck, maneuvered successfully through the hurly-burly beginning stages of this largely unregulated new economic world and held onto some of their impressive gains.

For many purposes, cybercurrencies function like government-issued paper currency. However, cybercurrencies open up new economic possibilities, particularly in areas where existing financial institutions function poorly. Constructive applications have been launched and have brought tangible benefits. Those advances, however, have been overshadowed by the notorious scams and abuses of many devious, harmful, malicious, and illegal applications that have been launched and have caused harm. Cybercurrency advocates believe that informed citizens and participants in the world economy will have to learn to distinguish the wheat from the chaff because they assert that ignoring this burgeoning phenomenon is not an option. Proponents of cybercurrencies assert that every major innovation in any field undermines some existing institutions that were operating satisfactorily before a better way emerged. In Venezuela’s well publicized economic crisis, for example, businesspeople expressed frustration and anger with the slow pace of traditional transactions with local banks at a time when the nation’s currency was losing value at an alarming rate. According to advocates, cybercurrency allows users to bypass these formerly functioning institutions. Historians of science also point out that every major innovation has had a tumultuous adolescence. In the view of proponents of cybercurrencies, this new form of money and the rapidly evolving environment in which its operates are living up to that tradition.

This encyclopedia opens up the entire world of cybercurrency by explaining all major concepts and important terminology. It enables the reader to leapfrog the tedious, time-consuming trek through blogs, news sites, texts, videos, and audio clips upon which people have hitherto relied to piece together an understanding of how the whole cybercurrency phenomenon works. Many of those sources use jargon and acronyms, as if the reader were already in the know. This book offers a better way to learn about the world of cybercurrencies. It explains the whole field piece by piece, so that the reader can quickly get beyond the barriers to understanding and grasp why the uses of cybercurrency have grown so rapidly. It also informs readers how the underground economy has become so intertwined and commingled with cybercurrency. Many underground economic activities, like smuggling or tax evasion, existed long before cybercurrencies, but cybercurrencies have made it easier to circumvent government controls, easier to hide money, easier to make illegal payments for criminal activities, and much easier to transfer large amounts of money. This book also surveys steps that governments have taken to try to regulate cybercurrency and how users play cat-and-mouse games with government regulators to evade those controls.

To cover the entire field, the book casts a wide net. It includes coverage of terms and phrases that are used in electronic games because the earliest cybercurrencies were tokens that competitors accrued in their quests to win the most popular games. Those tokens could be used to buy special weapons, gain access to fortresses, and otherwise conquer the enemy. Players started trading those tokens, and a brisk market quickly developed. It did not take long for players to realize that trading the tokens could be a profitable activity—and that token transactions could actually be used to send money from one player to another.

Starting in 2009, additional breakthroughs in digital communication protocols made cybercurrencies vastly more useful than the tokens used in electronic games. These breakthroughs meant that money transactions between individuals separated by distance and time could be completed reliably without using a trusted traditional intermediary like a bank. With these advances in cryptography and communications protocols, transactions could be completed “trustlessly,” meaning that the parties do not have to trust each other. Each can be sure that the other will perform: The exporter will send the goods, the importer will pay for them, and anyone who intercepts the record of the transaction will not be able to decode it and so will not be able to steal the money or redirect the shipment.

This book also explains important terms and phrases used in cryptography, the science of coding messages so that only the sender and the recipient (armed with information necessary to decipher the message) can communicate with each other. Coded messages have been used for centuries, but they became much more sophisticated after computers became powerful enough to crack any simple code. The codes are now dauntingly hard to break.

Much of the debate about cybercurrency is conducted with reference to monetary theory, a branch of economics with a long pedigree. This reference work explains relevant monetary theory terms so the reader can better understand the nuances of this debate.

Computer programming and software are other fields with terms and phrases that have been appropriated into cybercurrency systems and discussions. In the early days of cyber currency development, everyone involved was a computer expert to some degree. That expertise is no longer necessary, but much of what is written still assumes a strong computer background. This book explains relevant terms and phrases from these fields.

The book also includes entries describing famous thefts of valuable cybercurrencies. These events are typically described as hacks, as though some diabolically clever outsider managed to gain access to a cybercurrency account and steal money. Some of the thefts required skill, but many others were simple cases of embezzlement. Whatever the nature of these thefts, however, they were all dramatic and caused considerable distress among cybercurrency aficionados and advocates.

Because countries have adopted a full range of responses to this emerging set of cybercurrency innovations, this book gives a brief overview of policies that have been adopted across the globe regarding cybercurrencies Some nations simply outlawed Bitcoin and all of its imitators. Others saw an opportunity to attract new business and new, highly educated immigrants. Still others have not yet decided what they are going to allow. It remains to be seen how these countries will respond—and how successful the early adopting countries will be in their efforts to attract this new business without impeding their already existing businesses.

Presently, over a hundred different cybercurrency coins are existence. Bitcoin, Ether, and Ripple are the most well-known and widely used of these coins. This work includes illuminating and informative entries on a representative set of these coins, including the features that distinguish them from other cybercurrencies.

Tokens are even more numerous. These are distinguished from cyber coins in that they are designed to be used on only one website. Tens of thousands of different tokens already exist, and more are created every day. Tokens are usually classified as utility tokens or as tokens of value. Utility tokens are most often used to obtain discounts on some platforms. Tokens of value are more like stocks, which confer a form of ownership. This encyclopedia includes informative entries on a representative group of both kinds of tokens.

All told, Rogue Money and the Underground Economy provides an authoritative and illuminating introduction to what cybercurrency enthusiasts describe as a wonderland of innovation and money, even as detractors dismiss them as Ponzi schemes or outright frauds. This encyclopedia will help readers form their own educated opinion.

John C. Edmunds
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Adware

Adware is a form of software that automatically generates online advertisements on computers or mobile devices. The ads may take the form of pop-up windows, banners, or ads that appear within or alongside apps, such as newspapers, social media, and e-mail. Adware may also be downloaded covertly when a user visits an infected website and downloads free tools like widgets, toolbars, or wallpapers.

Once downloaded, these ads then generate revenue either from their display on websites such as Facebook or Gmail or from the so-called pay-per-click model, in which clicks by users on the advertised websites produce “per-click” revenue for the person who put the adware onto the users’ computers. Adware may also be a form of malware if it produces unwanted ads that take the form of pop-ups, videos, or windows that cannot be closed. These adware programs may also hijack start or search pages on browsers, directing users to unwanted websites. Many antivirus and malware products are available to deter or reduce this type of unauthorized adware.

Users may avoid adware when legitimate software offers both a free version with ads and one that requires a license code or purchase. Free versions, which may include free software or shareware, may collect users’ personal information and/or browsing habits in order to target ads. Gathered either with or without users’ consent, this information may be sold to third parties. Software that requires either a license code or purchase is generally ad free.

Wendy Quiñones

See also: Malware

Further Reading

“Adware.” TrendMicro. n.d. https://www.trendmicro.com/vinfo/us/security/definition/adware

Landesman, Mary. “What Are Adware and Spyware? How Miscreant Apps Increase the Cost of ‘Free’ Software.” Lifewire. March 12, 2018. https://www.lifewire.com/what-are-adware-and-spyware-153403

Rouse, Margaret. “Definition: Adware.” https://searchsecurity.techtarget.com/definition/adware

Air Drop

An air drop refers to the sudden, unexpected appearance of tokens in a user’s account. The tokens come from supporters or inventors of a cybercurrency project seeking to engage new users and achieve more widespread distribution, based on the assumption that token recipients usually take some time to learn about the project. This is an effective way of bringing the project to the attention of people who probably would be interested in it. Air drops are essentially marketing tools.

The tokens used in air drops are usually associated with projects that have not attracted much attention. Air drops, often utilized by developers of new cybercurrency tokens that have not generated much trading volume or commentary, signal management’s belief that the project can be successful if it garners more attention.

Creating a new token in the Ethereum space is simple. Thousands of entrepreneurs and creative computer wizards have done it. Trading the token among a small group of friends is also simple. However, neither creating the token nor trading it among a small group makes it valuable.

To create value, a token has to give its holders some advantage or some link to a future payoff. Air drops help to generate wide distribution and introduce the project to those interested in cybercurrency who might also be interested in the project and its services. However, the token also has to trade often enough and in enough volume so that people who have no interest in the project and no desire to use its services nevertheless buy the token, hoping eventually to sell it for a profit.

Until 2018, the most popular way to achieve wide distribution for a new token was to have an initial offering. These are called initial coin offerings (ICO), even though most of them have been token offerings. Investors bought the newly created tokens and, in that way, financed the projects. After a flurry of ICOs launched in March through July of 2017, regulators began to impose paperwork requirements on them. The promoters of new projects then assessed whether they needed to raise money that way, and many ultimately determined that there was no need for an ICO. The projects were self-financing; that is, they could achieve enough income from fees to reach break-even. For those projects, the approach to producing wider distribution was to do an air drop.

An air drop involves first finding the public addresses of selected wallets and then transferring small amounts of the new token into them. That puts the tokens into the hands of people who hopefully take the time to find out about the project and decide to buy more of its token. After an air drop, the project founders often launch a marketing campaign on social media to convince people that the token is worth studying and buying.

Air drops are taken as signs that the founders think that the project is distinctive enough and functional enough to be successful. Investors and traders look for free tokens and are glad to receive them. The project gains some exposure, and investors follow it more closely, knowing that the project founders think that it is ready to take on a bigger role in the cybercurrency universe.

John C. Edmunds

See also: Ethereum Virtual Machine

Further Reading

Aziz. “Guide to Airdrops: What Is an Airdrop and How You Can Get Free Coins.” Masterthecrypto.com. n.d. https://masterthecrypto.com/guide-airdrop-what-is-airdrop/
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Pokernomad. “What Is a Cryptocurrency Air Drop?” Steemit.com. n.d. https://steemit.com/free/@pokernomad/what-is-a-cryptocurrency-air-drop

Alpha Version

The alpha version of a game or other type of software is one that is in its first stage of development. It is unfinished and functions at only its most basic levels. It contains unfinished areas, many bugs, missing graphics, placeholder graphics, and other errors or missing components. Alpha software generally barely runs and is missing major features. Before moving on to the second stage of development, known as the beta version, alpha versions are typically tested by relatively few people, usually individuals deeply involved in its development. Some software companies launch an alpha version but call it a beta version so that potential users will adopt it, thinking it is closer to working perfectly than it really is. Developers rely on users to point out the bugs.

Similarly, in the world of cybercurrency, many project teams have launched rudimentary, imperfect versions of their product, catching bugs as their users discover them. Other projects have been unwilling to launch their software before it operates perfectly but run out of funding before they reach that goal.

Tomás M. Quiñones

See also: Beta Version

Further Reading

Beal, Vangie. “Alpha Version.” Webopedia. n.d. https://www.webopedia.com/TERM/A/alpha_version.html

PC Magazine. “Definition: Alpha Version.” PCmag.com. April 17, 2018. https://www.pcmag.com/encyclopedia/term/37675/alpha-version

ReQtest “Alpha vs Beta Testing: How They Are Different?” August 1, 2019. https://reqtest.com/testing-blog/alpha-vs-beta-testing/

Anonymity

In the context of cryptocurrencies, anonymity means being able to conduct a financial transaction without anyone besides the sender and the receiver being able to identify the parties involved. Bitcoin itself is not truly anonymous; transactions can be traced. Other cyber coins are designed to be truly anonymous and untraceable, but they don’t possess a large market share.

Bitcoin transactions are traceable in principle because every bitcoin has a history, but the reality of tracing a chain of transactions can be daunting and tedious. Every bitcoin either begins its life in the “genesis block”—i.e., it is created at the beginning when the initial amount of bitcoins was created and distributed to the initial small group of holders—or is mined as part of validating the subsequent blocks. Coins move only when they are spent, meaning sent from one wallet to another. To make sure that the sender does not try to send the same coins twice, the Bitcoin software sends the buyer’s entire amount of bitcoins in his or her wallet to the seller’s wallet. Then, automatically and irrevocably, Bitcoin sends the amount in excess of the purchase back to the buyer. Neither the buyer nor the seller sees this part of the process; the Bitcoin software takes this action automatically without any possibility of intervention by either party. So if the buyer has 3 bitcoins and spends 1 on a purchase, all 3 are sent; the remaining 2 are returned to the buyer. Once the transaction is completed, the seller has the 1 bitcoin used for the purchase, and the buyer has the 2 remaining of the original 3.

That transaction history—of all the coins being sent and the excess being sent back—is embedded in the blockchain and cannot be concealed or obfuscated. So, with the aid of computers, it seems possible to trace a series of transactions back to the original source. As of 2019, bitcoins were worth many thousands of dollars apiece, so most transactions are for fractions of a single bitcoin rather than for a round number: People will spend, say, 0.1 bitcoin or 0.05 from a wallet containing 0.23 bitcoin before the transaction. It would seem, then, that if the two addresses of the buyer and seller are known, identifying and tracing the complete transaction should be relatively simple.

However, identifying transactions by amount is made more difficult by transaction fees and rounding. Transaction fees are charged to both the buyer and the seller, with the seller receiving from the buyer an amount slightly reduced by the amount of the transaction fee; the buyer gets back an amount slightly reduced by another transaction fee. Furthermore, transaction fees can differ for a variety of reasons and also fluctuate rapidly, depending on the number of transactions pending. Thus, actual transaction amounts do not match up with the amounts originally specified, making tracing far more difficult. Further complicating matters is rounding, which involves the different ways that computers represent the many decimal places used by Bitcoin. Two computers may represent the same rounded amount in two slightly different ways.

In addition to these problems in tracing transactions, some cautious users seeking anonymity place an additional obstacle by sending their coins to so-called coin mixers. These are platforms in the cybercurrency realm that comingle one’s coins with others’ and, after scrambling them, pay them out to the intended recipients in the correct amounts. The theoretical assertion that Bitcoin is traceable is cold comfort to the investigator actually attempting the task.

TRACING MT. GOX

Nevertheless, in some cases the attempt must be made. One frequently cited case is that of the 2013 Mt. Gox hack. Mt. Gox was at that time the largest cybercurrency exchange, in terms of both transaction volume and amounts of Bitcoin it held in client wallets. First established as a site for trading game tokens, it added Bitcoin to an already successful business. Then came the alarming news that about two-thirds of the bitcoins Mt. Gox was holding for clients had been stolen.

Mt. Gox was based in Japan, so Japanese bankruptcy procedures quickly came into play. Many of the clients were Americans, so U.S. authorities also launched an investigation. The American investigators ultimately tracked down where the stolen coins went and apprehended the perpetrator. The investigation demonstrated that, however difficult it may be to do so, bitcoin money trails can be followed from their source to their destination.

DESIGNED FOR ANONYMITY

Some cybercurrencies are designed so that parties to a transaction can achieve complete anonymity. Joe can pay Bob, and nobody can find out either who paid whom or the amount of the transaction. These purpose-designed cybercurrency coins, called “privacy coins,” use carefully crafted methods of blurring the identities of the people who acquire the untraceable coins. As the centerpiece of one widely used design, Monero, are single-use keys similar to those used by credit card companies. These keys are generated randomly, one for each transaction. A typical key length is 64 hexadecimal characters (which reduce the string of 1,024 binary digits to 64), much too long for an eavesdropper or a hacker to guess. Each transaction is signed using a key for that transaction only that is never used again.

Many have debated whether payment systems allowing such nearly uncrackable anonymity should exist. Calls to outlaw or disable the anonymity features of such systems for the sake of the broader “social good” have been extensively debated. Relevant to the debate, however, is the fact that these payment systems are decentralized, meaning that they are almost entirely impossible to shut down. A centralized cybercurrency exchange can be shut down entirely if it operates in only one country and that host country’s authorities intervene. China, for example, shut down all currency exchanges located solely within its borders in 2017. But a decentralized cybercurrency exchange does not have a single constriction point of that sort. It operates via computer servers, able to switch on or off, domiciled in many countries; there is almost always a node somewhere through which a user can transact. Decentralized currency exchanges can also go dormant with all nodes temporarily off-line and then return to full activity as soon as a few nodes come back on-line. Disabling these nodes worldwide is an all but impossible task.

John C. Edmunds

See also: Decentralization; Mt. Gox Hack
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ASICs (Application-Specific Integrated Circuits)

An ASIC is an application-specific integrated circuit. Most integrated circuits are general purpose, but chip designers can create integrated circuits that perform only one task. Those one-task integrated circuits are very fast at performing one kind of calculation. For other kinds of calculations, however, they are slow or extremely inefficient.

For validating Bitcoin transactions, ordinary general-purpose computers were fast enough in the early days of cybercurrency. But soon it became profitable to use faster and faster computers, and then even those were not fast enough. That signaled the opportunity to create application-specific integrated circuits, which could perform the repetitive calculations necessary to quickly validate Bitcoin transactions. As Bitcoin attracted more and more users, the price of Bitcoin rose. That was part of the design of Bitcoin. The total number of bitcoins in existence was designed to increase with time, but the number of coins grew more slowly than the demand. The rule that creates new bitcoins would have been in line with demand if Bitcoin had been adopted only by a few cryptography buffs and by a subset of the people who play computer games. That might have been why Satoshi Nakamoto, the creator of Bitcoin, set the rate of increase in the number of bitcoins at a level that soon appeared to be too slow. Whatever the case, the demand grew rapidly as more and more people started using Bitcoin, so the price rose.

The rule was that the reward for completing the calculations to validate a new block of transactions was 50 bitcoins. That was how the supply increased in the beginning, at 50 newly minted bitcoins approximately every 10 minutes. That reward then declined according to a rule that is stated in the form of a mathematical formula and that cannot be changed. After the number of blocks reached a stated threshold, the mining reward declined to 25 bitcoins, then to 12.5, and from that level to 6.25 and eventually to zero. There was and still is no way to make the total number of bitcoins rise any faster.

The consequence, perhaps unintended, was that Bitcoin mining became very profitable. Anyone with a fast computer could try mining or join a consortium of people with fast computers to share the rewards when one of the computers happened to find the solution to the math puzzle. The puzzle required guessing, over and over, a long number that satisfies stated attributes. Finding the solution cost less than the reward was worth.

Finding the solution to the math puzzle can be done only by trying one random number after another, hashing each number, and hoping that the hash will begin with the needed number of zeroes. There is no clever way of guessing in advance which long number will meet the test. The only way is brute force—i.e., trying one number after another. Mathematicians and cryptographers have struggled to find shortcuts, but their efforts have been in vain. Starting with a 256-bit or 512-bit random binary number (a string of 256 or 512 ones and zeroes), there is no elegant way to foresee whether the hash of that long string of binary digits will begin with zeroes. The only way to find out is to do the arithmetic and see whether the resulting number begins with the required number of zeroes.

That attribute of the Bitcoin procedure for validating transactions had the effect of rewarding the miners with the fastest computers. The miner or mining consortium that could generate random numbers faster, hash each one, and test whether the result was a solution would make more money.

Computer designers responded quickly. An important fact is that the math problem does not require input/output operations. It can be solved using only the computer’s central processing and arithmetic capability. There was no need to access the computer’s memory or write any intermediate sums into the computer’s memory. Nor was there a need to download any information from the outside world in order to find a solution. For that reason, computer designers only needed to design computers that could do one series of calculations over and over. The computers that would be most profitable did not need to have special capabilities for memory operations or for communicating rapidly with other computers.

The response was application-specific integrated circuits (ASICs). These chips do the entire calculation with no need to fetch numbers from any other chip. Speed is greatest when the electrons travel the shortest distances possible and when the chip can do the next step of the calculation without having to wait for numbers to arrive from any other part of the computer. These ASICs were immediately profitable, and soon there was an “arms race” to develop ever faster ASICs.

The speed of ASICs has now risen so much that the speed is measured in gigahashes or terahashes, terms that mean a billion or a trillion attempts, respectively, to find the solution. It is sobering to think of thousands of computers furiously generating random numbers and doing a series of computations on those numbers, all to find a solution to a math puzzle that could have been specified differently. At the same time, the arms race has stimulated advances in chip design, so it has not been as wasteful as it might seem.

After Bitcoin’s rapid adoption, new cyber coins were launched, each needing a procedure for validating blocks. The so-called proof of work approach, which many new cybercurrencies adopted, required some kind of competition for the miners vying for the right to record the next block. The people who invented the newer coins were aware of the arms race that was taking place among computer centers competing to validate transactions in Bitcoin. They saw that the Bitcoin’s math puzzle was not the only suitable one, so they chose other math puzzles.

The ideal math puzzle should be difficult enough to discourage novices and dilettantes and should also require input/output operations. That way, when the computer is obsolete for mining, it would still be useful to nonspecialist users. Machines (called “mining rigs”) for Bitcoin mining are mostly useless after they are obsolete. Math puzzles of the sort that require a general-purpose computer are called “ASIC-resistant.” Math puzzles that can be solved on a single chip are called “ASIC-friendly.” People designing new cybercurrencies have been trying to choose math puzzles that are ASIC-resistant. Of course, as soon as a coin becomes widely used, mining that coin becomes very profitable, so chip designers tackle the task of designing a machine that can make profits by mining that coin. For that reason, an ASIC-resistant math puzzle might not be resistant for very long.

John C. Edmunds

See also: GPU Mining
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Assassination Market

Those who are concerned about the potential for nefarious uses of cybercurrency often worry, for example, that it could be used to pay someone to kill a chosen victim. There is also the possibility of a so-called assassination market in which individuals could make easy and anonymous murder-for-hire payments. A number of such plots have been discovered and foiled and have led to arrests. Many of these plots involve public figures, such as former President Barack Obama, President Donald Trump, Vice President Mike Pence, and 2016 Democratic presidential nominee Hillary Clinton.

Assassination markets are typically structured as betting sites, where one can start a bet or wager (typically in cryptocurrency) on the death of a person; both potential assassins and third parties can bet on the time of death of the target. If the target actually dies, it would be difficult to prove that an alleged assassin was responsible for the death. The only evidence against the suspect would be the tenuous circumstantial evidence that the accused made an accurate guess about the deceased person’s time of death.

The origin of assassination markets can be attributed to Tim May, author of The Crypto Anarchist Manifesto and cofounder of Cyberpunks electronic mailing list. May wrote in The Cyphernomicon that “anonymous rodent removal services will be a tool of liberty” and asserted that the development of an untraceable cybercurrency-based murder market would be “not altogether a bad thing.”

In 2013, the alleged creator of the Assassination Market website contacted Forbes writer Andy Greenberg, claiming that unnamed persons created the crowdfunding bounty platform to kill government officials to destroy “all governments, anywhere” for the good of humanity. Bounties were placed on high-profile figures such as former President Barack Obama, former Fed Chairman Ben Bernanke, and former NSA Director Keith Alexandered, totaling about 180 bitcoins. The whole endeavor might have been a scam. The bounty fund was eventually removed in 2018, and the site is currently defunct.

Following his arrest in 2013, Ross Ulbricht, one of the founders of the Silk Road web market for illicit substances, was accused of paying $730,000 for the murder of six people. None of the individuals allegedly targeted, however, were killed.

In December 2016, a site on the dark web called Terminate Trump surfaced, collecting donations and intelligence for the assassination of President-Elect Donald Trump and Vice President-Elect Mike Pence. The site, allegedly run by a Canadian citizen, reached 115 bitcoins (BTC) in donations to its listed wallet, indicating how easily public sentiment can be tapped for illicit purposes.

In 2018, a woman in Illinois was accused of attempting to arrange the murder of the wife of a man with whom she was having an affair. She sent about $11,000 in BTC to a supposed dark net murder market called “Cosa Nostra International Network” (in reality, the network was evidently a scam). She faced multiple charges of solicitation of murder for hire and attempted murder but remained free on bond until her next court date in February 2019. As of May 2019, her lawyers were bargaining with prosecutors for a plea deal. Her plea bargain did not succeed; in August 27, 2019 she was sentenced to 12 years in prison.

Assassination markets appeared on the betting platform Augur around July 2018, two weeks after its full launch. Augur continues to allow users to create and place bets on any subject, including how long an individual will live. The developers announced they gave up ownership of an escape hatch function, i.e., a way that the operators could control what was posted, eliminating the possibility of shutting down the market if it runs afoul of the law. This allows Augur to transcend government authority, while transferring much legal responsibility to the user or users who created the specific prediction market. The white paper for Augur (the document describing what the site does and how it works) states, however, that assassination markets on the site can be declared invalid when “none of the outcomes listed by the market creator is correct, or because the market wording is ambiguous or subjective.” Augur makes no mention of reporting a market as invalid due to its legal or moral implication.
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Asynchronous Arbitrage

Arbitrage is the act of buying an asset in one market and selling it in another in order to make a profit on the difference in prices that sometimes occurs. The people who do this, called arbitrageurs, usually do not want the product or do not want it in the quantities they are buying and selling. They are traders, dealers, or wholesalers, not producers or consumers.

Arbitrage has existed as long as there have been markets. There have always been dealers who buy products in places where they are cheaper and sell them in places where the prices are higher. That is called geographic arbitrage. One can observe it in open-air markets, such as the ones where farmers bring their produce, provided that the market is spread over a large enough area.

In conventional stock markets, arbitrage can sometimes be done by taking advantage of time zones and imbalances in sell and buy orders. Markets in Europe are open for trading before Wall Street opens, so if buy or sell orders are waiting to be executed when Wall Street opens, traders might be able to make advantageous trades during the first few seconds when both European and Wall Street markets are open.

In the world of cybercurrencies, the imbalances and price discrepancies often appear to be large. Checking the price of Ether (ETH) in U.S. dollars, a very heavily traded currency pair, one finds different prices, all apparently available at the same time. It often appears that a trader could buy in the market where ETH is cheapest and immediately sell ETH in the market where it is the most expensive.

In reality, however, those different prices are for trades that already happened, or they are offers to trade that might be satisfied before a trader can act. Worse, they might be offers that are placed to create an illusion of demand or supply. In that case, the offers are posted and then withdrawn or canceled. For those reasons, arbitrage, whether synchronous or asynchronous, is not as easy as it might appear.

Asynchronous trading, when the buyer and the seller are not in the market at the same time, is a common practice in decentralized exchanges. Those exchanges list many currency pairs, including tokens that do not trade very often. There might be no active buyers or sellers monitoring the offers that are posted. On those exchanges, the practice is to post an offer, such as Sell 100 XYZ tokens for 0.01 Ether (ETH) each. A buyer who sees the offer and wants 100 XYZ tokens can offer 0.01 ETH per XYZ token, and the trade will occur. It can also happen that the price of XYZ tokens rises or falls on other exchanges before anyone accepts the offer. An offer can quickly be out of line with transactions that are taking place on other exchanges, rendering the posted price as either too high or too low. On decentralized exchanges, an offer can languish even if the price of the token on other exchanges has risen above the offering price. Traders do not always check every exchange to find profitable orders that have been overlooked.

To make sure that the tokens will be there if a buyer wants them, decentralized exchanges freeze the tokens that are offered by depositing them into a “smart contract” that holds them, waiting for the other side of the trade to be placed. Some exchanges have automatic time limits for a trade to be completed. If the tokens are offered and nobody buys them during a stipulated period of time, the offer is automatically canceled, and the tokens are released back to the wallet that posted the offer to sell. This practice of freezing the tokens protects the integrity of the market because it prevents the token holders from offering to sell them on two different exchanges at the same time.

Arbitrage is possible in cybercurrency trading but risky. Prices that appear to be different enough might not prevail long enough. Transaction costs also fluctuate, as do delays in confirming trades. Anyone attempting to buy and sell tokens to take advantage of price discrepancies runs the risk of owning tokens that are declining in price. In the preceding example, if someone offers 100 XYZ tokens at the price of 0.01 ETH each, and the price on other exchanges rises to 0.012 ETH, some trader will probably buy the 100 XYZ tokens. If the price of XYZ tokens on other exchanges falls to 0.008 ETH, nobody will buy the 100 XYZ tokens, so the person who offered them for sale is likely to still own them after a few hours or days.
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Austrian School

The “Austrian school” is a term used to describe a group of economic thinkers and theoreticians, founded in Vienna by Ludwig von Mises, who have been influential for the past 150 years. They engaged in debates about the fundamental underpinnings of economics, rejecting the mathematical aggregations, such as gross domestic product (GDP), that most macroeconomic formulations entail. They are especially known for advocating monetary systems based on gold, with paper money convertible into fixed amounts of gold.

The Austrian school enjoyed a revival after economist Fredrich von Hayek received the Nobel Prize in Economic Science in 1974. After that recognition, many faculties of economics positioned themselves as adherents of the Austrian approach. Doing so differentiated them from many other university faculties who chose to classify themselves as adherents of some other school of economic thought or to classify themselves as eclectic.

For cybercurrencies, the Austrian School framework of analysis is relevant because some currencies, such as Bitcoin, are modeled on a gold standard, while others, such as Ether, are not. For each newly created cyber coin, a key design feature is how the supply of the coin will grow with time. Those modeled on the gold standard tend to have an upward trend with high volatility, like gold. Those based on other models have a slower upward trend and are aimed at being more stable.

If the supply of a currency is designed to grow at ever slower rates, as Bitcoin does, the price of the coin can rise, provided that the demand grows faster than the supply. On the other hand, a coin, such as Doge coin, can be designed from the beginning to have its supply rise in accordance with demand. The price of the latter has low volatility with no uptrend. Both types of algorithm have been adopted, with users showing no decisive preference. Some users of cybercurrencies evidently find both types useful.
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Avatar

In gaming, an avatar is the graphical representation of the character or object acting on the screen. In games, avatars are typically a game’s main character and are controlled by the player using a handheld controller. In cybercurrency circles, where anonymity is prized, holders of coins may use avatars to disguise their identities. Perhaps the most famous avatar is Satoshi Nakamoto, the creator of Bitcoin, whose true identity or identities have never been established.

Avatars can be used for innocent purposes, such as in video games, or for nefarious ones, such as disguising the identity of an individual committing illegitimate or illegal acts. For example, in cybercurrency, a person wishing to remain anonymous might create one or more avatars for the purpose of expressing arguments different from or more extreme than those held by that person. Avatars can also be used for such malign purposes as guessing passwords. In some cases, only a limited number of guesses are permitted to a single individual, so posing different avatars permits more tries, thus increasing the likelihood of success. Individuals have also used multiple avatars to make it appear that more people are taking action, such as buying a specific cybercurrency, when in reality there are very few buyers. They do this because the volume of activity in a new or seldom traded currency may increase its apparent value.
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Backdoor

Computer systems, products, and devices such as routers often require authentication to function. A backdoor is a method of bypassing authorization or encryption. Backdoors may be used to attain remote access for legitimate users or others such as help desks; some are built into programs by manufacturers for purposes such as routine maintenance, restoring systems, or recovering passwords. Backdoors of those types are innocuous and can be helpful.

However, backdoors as part of hacks, installed surreptitiously by computer worms or Trojans, are far less innocent. A computer thus infected may be used to send junk e-mail or collect user information. Hackers using a backdoor may also damage websites or hijack servers. They may launch distributed denial of service (DDoS) attacks. For cybercurrency users, a backdoor can give a hacker access to the private key of a cybercurrency wallet, with disastrous consequences.

Backdoors have caused losses that have been reported in the press. In one famous case, millions of compact disks that were distributed to users who wanted to install new software had a nasty surprise. The disks not only contained the new software but also secretly installed a backdoor intended to gather data from users, connecting with central servers to report the information to the producers of the compact disks. In another famous case in 2018, the Australian firm Byte Power Pty. alleged it had been robbed of millions that it had been paid in cybercurrency. Byte Power Pty. was selling equity to Soar Labs, a Singapore firm, and was going to use the proceeds of the sale to pay some of its debt. However, part of the payment was retracted, and another part of the payment was frozen. In that case, the smart contract that operated Soarcoin, the cybercurrency that was involved, had a backdoor that allowed the issuer to retract coins that had been paid out and also allowed the soarcoins that had been paid to be frozen, so that they could not be spent. The Singaporean firm Soar Labs, which paid the soarcoins, allegedly used the features of the backdoor to accomplish the retraction and the freeze. Solar Labs allegedly used the retraction–and-freeze capability because the managers of Byte Power Pty. were selling the soarcoins too quickly, depressing the price of soarcoins. Officials at Solar Labs acknowledged the backdoor, arguing that its code was public, and that Byte Power should have made their wallets more secure. Ironically, after the controversy became public, the price of soarcoins fell sharply. Users shied away from using a coin that could be retracted or frozen by one party to a transaction. The dispute was settled in 2019. The Singapore company handed back the shares of Byte Power Pty. that it had acquired and paid a compensation fee consisting of cash and soarcoins, and the two companies terminated their affiliation.

Other backdoors may be quietly gathering data in computer systems that are supposed to be secure. It is alleged that some computer chips have undisclosed backdoors built into them. Chips now have so many transistors that it is possible to build in circuits that the users do not notice and that could operate like spies or saboteurs inside a walled city. Such circuits can gather data that the chip is receiving and processing and can then send that data to servers operated directly or indirectly by the hardware manufacturer.

Preventing backdoor attacks can be difficult even in ordinary circumstances. However, some strategies can reduce the threat, such as effective firewalls, careful investigation of free or open-source software, using antimalware systems, changing default passwords, and avoiding overuse of the same password.
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Baltic Money Laundering Scandals

In the 2010s, the Baltic States, in particular Estonia and Latvia, gained considerable notoriety for being caught in the midst of several large-scale money laundering scandals. Located between the Baltic Sea, Poland, and the former Soviet Union republics of Russia and Belarus, the Baltic States consist of Estonia, Latvia, and Lithuania. The three countries, which came under the control of the Soviet Union after World War II, reemerged as independent states in the early 1990s after the collapse of the USSR.

The Baltic States emerged as a major conduit for Russian hot money heading to the West and beyond for a number of reasons. Much of what made Estonia, Latvia, and, to a lesser extent, Lithuania attractive to money launderers is their proximity to Russia. For example, the Estonian capital of Tallinn is only a six-hour car ride from St. Petersburg, a major Russian port city on the Baltic Sea. In the past, the Baltic States have been called Russia’s window to the West and are an easy-to-reach offshore financial center. Moreover, these windows to the West come with Russian language personnel (considering the existence of sizable Russian minorities in each country), providing a comfort factor for Russians seeking to launder money from questionable sources.

Other reasons for the Baltic State attractiveness in money laundering scams is their economic development since independence. When the Baltic States regained their sovereignty, they rapidly moved to embrace the West, joining the North Atlantic Treaty Organization (NATO) and the European Union (EU). Economic reforms opened up the Baltic economies; though the reorientation was largely directed to the West, they also attracted business from Russia. As the Baltic States reasserted a more Western sense of identity (backed by competitive elections, freedom of the press, activity in Western organizations, and maintaining generally market-oriented economic politics), linkages to the Western-dominated global financial system deepened. Scandinavian banks in particular came to play a major role in finance in all three Baltic countries. Although those financial ties were important in anchoring Estonia, Latvia, and Lithuania to the West, they also functioned as an Achilles heel in terms of Russian money laundering.

Latvia was used as a conduit for hot money movement from the former Soviet Union states starting in the 1990s, but the flow gained momentum and volume through the better part of the next two decades. This growth was driven by a pressing need for capital and business. The flow of cash out of Russia and other former Soviet republics was seen as important, but the fewer questions asked, the better. To facilitate the flow of money, Latvia provided residence permits (which made it easier to open up nonresidence bank accounts) as part of its investment program. Moreover, Latvia benefited even further following Cyprus’s major financial crisis in 2013 (in which a number of Russians lost their money).

In early 2018, the U.S. Financial Crimes Enforcement Network (FCEN) announced that one of Latvia’s largest banks, ABLV, had been involved in operations to launder money from Russia, Ukraine, and Azerbaijan, as well as in helping transactions that helped North Korea’s ballistic missile program. FCEN also claimed the bank was “transferring through fictitious companies billions of dollars acquired through corruption and seizure of assets and that money laundering had become the basis of much of its business.” The Organized Crime and Corruption Reporting Project, a consortium of investigative journalists, calculated that from 2011 to 2014, Latvian banks laundered $20 billion out of Russia. One Latvian bank alone, Trasta Komercbanka, is alleged to have laundered $13 billion of that sum.

Other money laundering allegations also involved Latvia. In 2016, the U.S. Department of Justice named ABLV and another local bank, Parex, as destinations for some of the $1 billion of bribes allegedly taken by Gulnara Karimova, a daughter of the late Uzbek strongman President Islam Karimov, from Scandinavian and Russian telecom companies seeking to penetrate the Uzbek market. The U.S. authorities seized some $850 million of that money, tracing much of it back to Latvian banks. Latvian banks were also linked to a $1 billion fraud in Moldova, another former Soviet republic, which ran from 2010 to 2014.

The ensuing scandal raised considerable questions about Latvia’s regulatory authorities and did much to discredit its long-term head of the central bank. At the same time, the banks identified as being engaged in money laundering either had their licenses revoked or were allowed to fail. Fines were also leveled against some of the banks. Latvia has also sought to improve its anti–money laundering measures since the height of the scandals.

Estonia’s problems with money laundering are also noteworthy. Like Latvia, Estonia attracted considerable Russian hot money. The combination of investigative journalist stories and regulatory authorities revealed that Estonia was a major money laundering arena and that two large Scandinavian banks, Danske (Denmark’s largest bank) and Swedbank (one of Sweden’s largest banks), were caught up in laundering Russian hot money totaling $230 billion or more. When the story broke in 2018, it claimed the jobs of both banks’ chief executive officers, forced Danske to pull out of Estonia, and raised considerable questions over internal bank compliance as well as the effectiveness of anti–money laundering authorities in Denmark, Sweden, and Estonia. According to an investigation conducted by Sweden’s main broadcaster, SVT, Swedbank may have handled more than $100 billion in suspicious flows between 2010 and 2016.

Another factor in the widespread nature of Estonia’s money laundering scandal was Danske Bank Estonia, the subsidiary of Danske. The home bank in Denmark gave considerable autonomy to its profitable Estonian operation. The central office of Danske in Copenhagen conducted its own investigation of its Baltic operation and found that many of its clients were questionable and that a number of correspondent banks were reputed to be involved in money laundering. Another problem for the mother bank was that it allowed its Estonian operation to maintain a separate information technology system and permitted its staff to write reports in Estonian and Russian, creating problems for Danish compliance officers who were not proficient in either of those languages.

An additional element in Estonia’s money laundering was that transactions could not have been made without wire transfers being accepted by other, larger banks. These correspondent banks are also expected to know their customers and flag suspicious transactions. Danske Estonia did much of its transfers through four major international banks: J.P. Morgan, Bank of America, Citigroup (through its Moscow branch), and Deutsche Bank. The four banks made dollar transfers on behalf of the Estonian banks’ nonresident customers (i.e., non-Estonians and most likely Russians).

There were warning signs that Danske Estonia was probably being used by money launderers. In 2013, J.P. Morgan terminated its correspondent banking relationship with Danske Estonia due to concerns that the bank was being used as a conduit for questionable funds. Deutsche Bank began to refuse suspicious transactions from 2014 on, in particular from Moldovan customers and customers transferring money to Moldova. By 2015, Deutsche Bank and Bank of America terminated their correspondent bank relationships with Danske Bank Estonia.

The aftermath of the Baltic money laundering scandals was defined by a push by government authorities in each country to tighten what had proven to be lax anti–money laundering laws and to better coordinate intelligence sharing. For the governments in Estonia and Latvia, the use of their banking systems as a laundromat over the prior two decades has cast a shadow over the otherwise impressive achievements in overhauling their economies. The taint from the money laundering scandals has also had an impact on Estonia’s and Latvia’s politics, becoming an issue in the democratic dialogue between parties.

Press reports about this multifaceted, convoluted scandal do not mention any use of cybercurrencies to disguise or move any of the money. If cybercurrencies had been involved, the task of regulators would have been much more difficult because the true dimensions of a multi-art transaction might not have been as visible.
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Bancor

Bancor (BNT) is a special-purpose token, designed to be a unit of exchange to facilitate trading one token for another. In particular, holders of tokens that traded only sporadically needed a platform where they could always sell. The Bancor project was conceived in early 2017 to create a mechanism for bidding on these tokens in a reliable, always available market: If the token is listed on the Bancor platform, there is always a buyer willing to trade. This helps sellers who might need to sell tokens on a day when no buyers are seeking to buy. This platform remedied a conspicuous impediment to the success of many tokens that were trading only when buyers and sellers were willing to transact simultaneously. Investors did not want to buy tokens that they might not be able to sell in a timely fashion. For that reason, many projects fell short of their objectives because not enough investors were willing to take the risk of buying lightly traded tokens.

Advocates of the Bancor system describe it as simple and transparent. It adjusts the prices of these tokens in a way that is easy to understand. To set up a listing for a token on the Bancor trading platform, the backers of the token to be listed provide some amount of ether and some amount of the project’s own tokens. To illustrate how the Bancor platform works, suppose that there is a seldom traded token called TOK. After an initial coin offering (ICO), in which investors purchase some TOK, the market dries up and very little trading is occurring. Any investor wishing to sell TOK had no way of doing so quickly. With the new Bancor platform, the backers of the TOK project could arrange with Bancor to provide, for example, 100 ether (ETH) and 10,000 TOK, setting the initial price of the TOK token as 100 TOK per 1 ETH. Bancor then could post the TOK token on its platform at that starting price. Once the TOK token is listed, holders of TOK can then sell immediately at the price of 100 TOK for 1 ETH.

Once a purchase is made at that price, the value of TOK is automatically reduced to discourage TOK holders from continually purchasing ETH at that price, ultimately obtaining all 100 ETH for TOK tokens at the original price of 100 TOK for 1 ETH, emptying the account of ETH. To prevent that, Bancor’s software automatically adjusts the price so that it takes more and more TOH to get one ETH. The next seller of TOK would have to give, for example, 105 TOK to get 1 ETH. In that way, as the supply of ETH depletes, it takes more and more TOK to get ETH. In this model, the price of TOK would fall low enough so that some investors would come into the market with ETH to buy TOK. When that happens, the price of TOK would stop falling, and if investors continue buying TOK, the Bancor mechanism would increase TOK’s value, giving fewer and fewer TOK for each ETH. The Bancor mechanism thus facilitates transactions and price discovery.

Such Bancor transactions are a bit more complicated, however. A key feature of the Bancor platform was that sellers of tokens sold them for the Bancor token (BNT) and then used the BNT tokens to buy ETH. In that context, BNT is a “relay” token. This feature avoided the inconvenience of finding a counterparty for a barter transaction; sellers sold their tokens for an intermediate good—the Bancor token—and then used it to buy ETH. This feature also generated demand for BNT.

In that way, Bancor mimicked the original Bancor, a creation of John Maynard Keynes, the famous British economist. Keynes, the British delegate to the epochal Bretton Woods Monetary conference of 1944, proposed an international currency that he called Bancor. It was to give the nascent International Monetary Fund (IMF) a kind of “paper gold” that the Fund could use to facilitate international financial adjustments. Although the original Bancor concept proposed by Keynes was rejected in 1944, the idea of a human-made international currency continued to be discussed. (In 1969, the International Monetary Fund launched special drawing rights, an international currency that is a variation of the original Keynes proposal. Special drawing rights have something in common with today’s Bancor in that they are used among central banks as a convenient substitute for national currencies.) Today’s Bancor, in concept, is a worthy namesake of the original Bancor proposed by Keynes.

Bancor was one of the most highly touted initial coin offerings, aiming to remedy a problem that was becoming a major obstacle to the expansion of the token market by creating a “buyer of last resort” in the market for little known tokens. Its simple and transparent mechanism appealed to investors. It raised approximately US$150 million in its initial coin offering, as over 10,000 enthusiastic investors bought the tokens, paying with ETH. The flurry of buying was intense. The offering was fully subscribed in three hours.

Bancor’s launch, however, was hampered by controversies and criticism of its core software. Critics quickly asked why Bancor needed that much money given that its software already existed, albeit with technical issues. Also, theoretical economists criticized Bancor’s simple, self-adjusting price algorithm, arguing that there were several ways to “game” it. But for the holders of tokens with few, spotty ways of selling them quickly, Bancor was better than nothing.

Although Bancor seemed poised to fill a niche immediately, the price of Bancor tokens began to fall shortly after the ICO.

Most ICOs at that time were wildly successful—as was Bancor’s—and most tokens quickly traded above the ICO price. But BNT, despite its wildly successful launch, did not. Its price quickly began to fall, and in a matter of weeks it was trading well below its ICO price. The founders were offended. To halt the slide, they bought the BNT tokens being offered by disgruntled initial investors. In effect, the founders gave some of the ether tokens (ETH) back to the investors, in exchange for the BNT tokens the investors had bought.

Buying back the BNT tokens might have been a good way to show management’s confidence in their valuation of the BNT token. But after buying back about one-third of the tokens that investors had purchased, the management halted the buyback: Bancor needed to keep money to develop its platform, especially as criticisms of the software emerged.

The most damaging criticism was that Bancor’s core software was written in a language that was known to have security flaws. The remedy arrived at by Bancor’s managers was to rewrite the software in a language that was harder to hack. The management initially announced that the rewritten software would be launched at the end of the summer of 2017. The rewrite took much longer than predicted, however, and the new version was not launched until the very end of 2017.

After those initial delays and controversies, Bancor operated successfully. As of mid-2018, well over 100 tokens have listed on the Bancor platform. Investors know that they can buy a token without worrying about being “locked in.” If the token is listed on the Bancor platform, they will always have a way of selling it quickly if they want to or if they need to raise cash for any reason. Bancor creates liquidity for tokens that might not trade very often and that might not attract investors if Bancor did not exist.

The controversies continued even after Bancor was operating successfully, however. In July 2018, Bancor suffered a loss of about US$26 million worth of ETH tokens. The security flaw was that only one signature was needed to access the master account, permitting embezzlement from the account holding the ETH that were there to support the bid prices for the tokens listed on the Bancor platform.

Despite the turbulent beginning and the embarrassing setback of the July 2018 hack (or embezzlement), however, proponents of Bancor say that it has provided a useful service—maintaining a marketplace for tokens deserving public awareness because they facilitate projects that should be successful. Those tokens now have broader appeal because Bancor makes them easy to sell.
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Beta version

The beta version of a game or other product (browser, utility, plug-in, or business application, for example) remains under development but in a more advanced state than the earliest alpha version. It is more finished and contains fewer (but still many) bugs, some finalized graphics and areas, and some finalized functionality. It remains unready for public release but generally has a larger number of testers outside the original group than the alpha version had. The process of beta development may be prolonged. Google’s Gmail system, for example, was in beta for five years. In some cases, projects never progress beyond the beta stage due to a lack of funding or the developers’ feeling that it is not ready for release. Frequently such projects end up abandoned despite excellent design features.

Beta testing is crucial to gain new sets of eyes, separate from the initial team of developers who may be too close to the product, to study it for possible flaws, shortcomings, or opportunities for further development. Beta testing may also indicate the likely popularity of the product: If people are willing to use it despite its imperfections, developers may release it as is. Releasing the beta version may also indicate issues with ease of use and functionality, in addition to conflicts with different operating systems and machine configurations.

In the cybercurrency realm, beta versions are primarily used to test new trading platforms and mobile apps. Many innovative projects never achieve market success because an inferior version of the product was launched too hastily. Examples include many variations on Bitcoin that were superior in design but never gained much transaction volume. Bitcoin Gold, for instance, a variation of Bitcoin with several advantages over the original, has not achieved widespread use.
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Blockchain

A blockchain (formerly block chain) records transactions in “blocks” stored sequentially. Each block holds about 2,000 individual transactions. It was initially used only for recording Bitcoin transactions, but the technique quickly spread to other cybercurrencies and more recently to other applications throughout the economy, such as banking and inventory control.

The blockchain technique first appeared in the original Bitcoin paper in which Satoshi Nakamoto described an original way of coding and recording transactions. Transactions are grouped into blocks, and after each block is validated, the block is added to a chain. The chain consists of all previous blocks in the order in which they were validated.

The concept of a blockchain is an innovation so powerful that some observers believe that it might prove to be more important than Bitcoin. The blockchain is a way of creating a record of transactions that is impossible to falsify or alter. Hackers are unable to hijack the chain and put in false transactions. It is also impossible to gather all the copies of the chain, delete them, and replace them with an altered version of the blockchain. Copies of the valid chain are stored in computer servers all around the world, so rounding up all the copies in a single country and posting an altered version just would not succeed. The altered version of the chain would be rejected by all the other servers holding valid copies of the chain.

Blockchain is also called “distributed ledger” because the chain of blocks is a ledger that is widely distributed. For Bitcoin—and now for all cybercurrencies—the blockchain is a public computer file, meaning that anyone can see it and download a copy of it. It contains, in encrypted and compressed form, every transaction since a coin’s beginning.

To create a chain, the first step is to create the genesis block. For cybercurrencies, this block states which accounts (called “wallets”) had the initial allocations of the new coin. After the genesis block come the blocks of transactions. Each transaction is checked to make sure that the sender has enough coins and that the recipient has a valid address. Then the transactions are grouped together into a block coded as a string of characters. The string is then hashed—meaning that a series of calculations are performed using the characters in the block.

The computer server that assembled the block and hashed it then needs to clear a hurdle before it can record the block as the next one in the chain. The server needs to solve a math puzzle—and needs to do so before other servers, which have also assembled blocks of transactions. Each server includes transactions according to its own priority scheme. Recording a block with high-value transactions will earn miners more than one of less value; for that reason, a low-value transaction can take longer to be confirmed. Eventually, though, it will be included in a block—if not in the block that was the next one to be recorded, perhaps it will be in the next block, or the next, or the one after that. Solving the math puzzle quickly earns the winning server the privilege of adding the block it just prepared to the chain. The winning server receives a reward in the form of some bitcoins. After the server wins this competition by being the first to provide the solution, the block it prepared is posted as the next block in the chain. The other servers then accept the new block and update their copies of the chain. When the server loses the competition, the transactions it grouped into a block are not executed and become available to be included in other blocks being assembled by other servers.

Validation is the next step. This depends on the estimated 5,000 servers, called “nodes,” that hold the entire blockchain and the updated software to process transactions. The server that wins the competition to solve the math puzzle tentatively adds its block to the chain. Other servers check that the proposed solution to the math puzzle is correct. If 51 percent or more of the other servers agree, then the block becomes the next officially validated block in the chain. The other servers then update their copies of the chain to take into account the new block.

What makes the blockchain technique so secure is that each new block is hashed with the previous block and then checked for validity by subjecting it to numerical tests. Then, soon thereafter, another new block is added to the chain, also hashed with the one just added. Anyone wishing to alter a transaction would need to hack the block containing the transaction, alter the transaction itself, then rehash the block and all the blocks added after it. This would require an insurmountable amount of computing power, and there is no reported case of it ever having been done.

After a block is validated, the chain is one block longer. The previous blocks are then even more impervious to attackers. To add the next block to the chain, the hash of the previous block is used as input to the validation procedure. The new block shields the previous blocks from hackers because, to alter a block, it is necessary to hack all the blocks in the chain that come after the one that the hacker desires to alter. The blocks have to dovetail, each one linking to the next. The hacker faces an increasingly daunting challenge because a new block is validated and added to the chain approximately every 10 minutes. No hacker, using any known method, would be able to hack the chain and alter some previously validated transaction. Hacking a single block is almost completely impossible. To hack several blocks in 10 minutes is even more daunting.

The procedure that Bitcoin uses for validating blocks has been controversial because it consumes so much computing power. The part of the validation process that consumes so much energy is the competition among number-crunchers to be the first to solve the math puzzle and get the reward for doing so. It is also not completely trustworthy. A consortium of computer centers running nodes of the Bitcoin network can, in theory, impose a block of fraudulent transactions and can validate it by outvoting the other computer centers. This has been a serious controversy among experts but involves only Bitcoin and other cybercurrencies that use similar validation procedures. There are other, less energy-hungry ways of validating blocks, so the controversy over the costly Bitcoin validation procedure has not diminished the appeal of the blockchain approach.

The possible applications of blockchain technology go well beyond the realm of cybercurrencies. An example illustrates how blockchain can be applied in accounting. A company buys a shipment of goods, and the goods are delivered to the company’s warehouse. The initial block in the chain, called the genesis block, records how many units of inventory came in. That record tallies with the invoice for the goods. From that point forward, every time there is an order to withdraw some of the goods from the warehouse, a block is added to the chain, showing the date, the amount, the destination, the approval signature, and other details. After some months, when most of the goods have been taken out of the warehouse, an auditor can use the data in the blockchain to know how many units of the original shipment should still be in the warehouse and so can quickly reconcile the accounting entries with the physical inventory. If those do not tally, then some goods have been removed without authorization. An auditor can easily see the address of every person or company who took inventory out of the warehouse. With blockchain accounting, pilferage is much more difficult to conceal.

The security and ease of auditing that the blockchain technique provides have led to its widespread adoption not only in accounting but also in banking, tracking gem-quality diamonds, and a growing number of other applications.
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Bots

In computer games, players usually use the term “bots” to refer to computer-generated enemies. These foes are given a certain level of intelligence by the game programmers so that they may operate autonomously. In the wider social media community, bots are accounts created for such purposes as providing the (false) appearance of activism for a cause, advertising a product, or (again, falsely) inflating the number of followers of a person, product, website, or other Internet-based activity. Bots can be used for both positive and nefarious purposes.

In the cybercurrency realm, trading bots are used to make automatic trades when certain conditions are met. Like their gaming cousins, trading bots are programmed to act autonomously, making trades automatically when certain trends trigger their activity.

Bots were first used for trading in markets for equities and commodities, as well as in money markets and later in foreign exchange trading. They have rapidly moved into the volatile and ever evolving world of cybercurrency trading, where critics fear they may be manipulating coin prices. Recalling the 1987 U.S. stock market crash attributed to automatic trading, detractors argue that bots can trigger price crashes that reverse themselves within a few minutes. They worry that bots can artificially inflate coin prices by enabling a group of traders to plan a coordinated buying scheme that raises a coin’s price, attract new or inexperienced buyers, sell quickly so that the price drops, and then buy the cyber coin again at the new low price.
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Brute Force Attack

All methods of hacking into a password-protected or encrypted account are called “attacks.” Some methods are clever, and others rely on massive amounts of computing power. A brute force attack is an effort to find a password or an encryption key to gain access to a file, website, or account by repeated trial-and-error attempts. In cybercurrency, such an attack would be an exhaustive effort to try every possible combination of letters and numbers to arrive at the correct answer.

In cryptography, on which cybercurrency has depended for privacy, the attacker wishing to break into a wallet (a digital account), a device, or a restricted site can use a simple but tedious method of finding the password or private key. The method is simply to try every possible combination of numbers and/or letters, until stumbling on the correct combination. As an example of this method, consider a combination lock that students often use to secure their book lockers at school. These simple locks open when someone turns the dial in the needed three-digit sequence. The key might be, for example, 4-7-1. In that case, the brute force attack would attempt 0-0-0, then 0-0-1, the 0-0-2, and so on until reaching 4-7-1. Upon dialing that three-digit sequence, the lock opens.

For a brute force attack to be feasible, the attacker must be able to make an unlimited number of attempts, and the key-space, i.e., the number of possible sequences of digits that constitute the key, must be small enough. In the case of a student’s combination lock, the key-space is 1,000—i.e., from 000 to 999. So, on average, an attacker should be likely to find the right combination after trying 500 different three-digit sequences.

For Bitcoin and most other cybercurrencies, a brute force attack is impractical. Bitcoin wallets can be opened only with the private key, a 256-bit binary number. The private key is usually represented as a 64-digit number in hexadecimal. Hexadecimal is a conventional way of writing binary that converts binary into a more compact format, with eight binary digits being represented by one hexadecimal digit. Hexadecimal represents the numbers 0 through 9 in the ordinary way, and uses A, B, C, D, E, F to represent the ordinary numbers 10, 11, 12, 13, 14, 15. That is why Bitcoin private keys usually are composed of a string of alphanumeric characters. Regardless of how they are written, the possible number of Bitcoin private keys is the number 1 followed by 77 zeroes. To put that number in perspective, it is far larger than the number of atoms in the universe. To try that many possible combinations—or even half that many—would take one trillion personal computers working for a trillion years.

When quantum computing reaches its potential, it is possible that a brute force attack could crack open a Bitcoin wallet. Quantum computing allows considering all possible permutations at once, instead of having to compute and test each combination sequentially. Until that time, however, it is extremely unlikely that anyone could find the private key of someone’s Bitcoin wallet by simply trying combinations of numbers and letters.
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Burning a Coin

Burning a coin means sending it to a wallet (digital account) for which there is no private key. This takes the coin permanently out of circulation. This is done to reduce the supply of the coin in order to increase its price. Conventionally, people refer to “burning coins,” but in practice it has been primarily tokens—which are traded for coins—that have been burned.

In Ethereum, it was initially very easy to create a new coin or token as a way of raising money for a start-up project. Hundreds of new businesses were financed in a short time. The founders of each new business created a new token and then conducted an initial token offering. Many investors bought these newly created tokens, and in that way many projects were financed.

There were no guidelines about the total number of tokens created; some new businesses created 300 million tokens, and others created a billion. These new businesses had worldwide scope and ambitions. It seemed possible that a very large number of tokens would be needed, so the large numbers seemed reasonable.

As the new businesses pursued their plans, however, it became clear that most were not going to achieve huge success immediately. Consequently, investors began to focus on how much each new business was worth as measured by its income and potential market and then compared their assessments to the number of tokens the new business had issued.

Investors also noted that some of the tokens that the new businesses created were “utility” tokens, useful to obtain discounts on goods and services offered on the platform. Others were “equity-linked tokens of value,” which meant that the tokens were supposed to be linked to shares in the corporation that owned the new business.

As the initial euphoria wore off, the market prices of many of the newly issued tokens declined. Early investors saw that the platforms were not fully operational or were not attracting enough users, so the forecasts of how quickly the new business would be profitable had to be scaled back.

At that point, the huge amounts of tokens that had been created but not sold looked ominous. People thinking of buying the tokens worried that the founders of the business might use some of the unsold tokens to pay the platform’s bills and salaries. If so, those unsold tokens, in the control of the founders, would quickly be sold, depressing the price. The lower a token’s price, the more management would have to sell to pay its bills.

Adding to investors’ nervousness was that it was customary to set aside a portion of the new tokens for founders and developers, and it was also customary to set aside some tokens to be held in a “Foundation.” In the original vision of the Ethereum Virtual Machine, it was conventional to set aside 15 percent of the tokens in an account, called the Foundation, intended to fund worthwhile projects. The Foundation was to withhold the tokens for a specified period of time, then use them to finance altruistic projects. These are also unsold tokens that, if released to the market, could further depress the price.

Managers of the new businesses sometimes responded by “burning” some of the unsold tokens. That involved sending them to a so-called burn address, an address for which no one has the private key. That removed the burned tokens from the supply forever. These token burns showed investors that the founders of the new businesses were aware of investors’ concerns. The prices of the tokens were an issue because of the volatility and because of the downtrend in their prices after the initial euphoria subsided.

A similar but less drastic response was to put some of the unsold tokens into so-called smart contracts, which prevent the tokens from being sold for a period of time. For example, the management might put 10 million tokens into a smart contract that would “freeze” them for six months, 20 million into a different smart contract that would “freeze” them for 12 months, and 30 million into a third smart contract that would freeze them for 18 months. These smart contracts would return the tokens to the control of the founders after the stipulated periods of time elapsed.
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Buterin, Vitalik

Vitalik Buterin is one of the main architects of post-Bitcoin cybercurrency and an active and influential commentator on new initiatives in cyber currency. He is the creator of Ethereum (ether, ETH), the second most widely used cybercurrency. He was born in January 1994 in Russia, and his family emigrated to Canada when he was six years old. He was 19 when he conceived the Ethereum Virtual Machine in 2013, a visionary project that has been enormously successful although it has not achieved all of its initial objectives. Buterin’s vision was for a decentralized community that would have its own currency and would also engage in worthwhile community activities and projects. Many cybercurrency enthusiasts regard his vision as a leap forward compared to Bitcoin. He particularly sought to decentralize and break the hold of hierarchical, top-down authority structures. His vision was to empower creative people to launch their projects without needing approval from bureaucratic committees. Buterin’s design also included the Ethereum Foundation, which reserved 25 percent of the total coin supply for worthwhile projects. The Foundation’s ether holdings were to be allocated to projects that anyone can propose. A committee was to evaluate each proposal and decide whether to release ether coins to the proposal. The Foundation concept has been a part of many projects that were launched using ether as the medium of exchange. The Foundations have bankrolled worthwhile projects, but it remains to be seen how many of the Foundations will achieve the full social impact that Buterin envisioned.

Advocates of the Ethereum currency design assert that it was superior to Bitcoin in three ways. First, the amount of ether coins would grow in a way that was more responsive to fluctuations in demand: Ether coins do not reach a maximum number in the same way as Bitcoin. For both Bitcoin and ether, demand for the coins was expected to increase, but not in the extreme way it did, causing huge price spikes. Ether was not supposed to have the built-in scarcity that is intrinsic to the design of Bitcoin. The rate of increase of the total supply of ether, however, is guided by a formula that does not change, even when the demand rises as it did. For that reason, it was possible for the price of ether to spike dramatically upward. The price of one ether rose from US$5 to US$1,500 in eight months from May 2017 to early 2018.

The second improvement in the Ethereum design was an improved mining puzzle, a challenging math problem that had to be solved before a block of transactions can be recorded. Buterin’s initial specification for Ethereum used a mining puzzle that was similar to the one used in Bitcoin, but the puzzle that miners had to solve was different, designed so that the entire computation could not be done on a single chip. It required using the computer’s memory as well as its CPU (central processing unit). Because massively fast CPUs weren’t necessary, when an Ethereum mining computer became obsolete, it could still be useful as a general-purpose computer. That contrasts with Bitcoin mining computers, which are so specialized that they are useless as ordinary computers. Their CPUs are totally out of proportion to their memories. In a factory, this mismatch is like having a conveyor belt that can move 100,000 units a second into the warehouse, but the warehouse can only hold 100 units.

A third improvement has been the most powerful and also the most controversial. In the Ethereum Virtual Machine, it is possible for users to write complicated contracts—so-called smart contracts—covering future payments. Money for these payments can be placed into an account that is then frozen; the money cannot be accessed by anyone until the conditions stipulated in the contract have been satisfied. This possibility of smart contracts then created a huge range of applications, particularly in finance.

The controversial side effect of smart contracts was that they had to be written by programmers who occasionally made mistakes. The computer code of the contract was published and could be seen by other computer programmers. If the program contained an error, some malicious person or hacker could exploit it. On several highly publicized occasions, errors were exploited to filch many millions of ether coins.

Ether’s superior design for creating and financing new organizations and businesses brought success, but the path was not smooth. In early 2015, well after ether came into existence in 2013, its price was around US$2 but then declined for several months. Meanwhile, however, trading volume was growing rapidly. When its daily trading volume surpassed US$1 million, its price was still slightly below US$1. The price did not begin its dramatic takeoff until January of 2016, and daily trading volume also rose sharply then. Ether had its first US$10 million trading volume day in January 2016 and its first US$20 million trading volume day in February 2016.

Soon after Ethereum came into existence and ether began trading, civic-minded members of the Ethereum community, following the vision that Buterin proposed, created the Decentralized Autonomous Organization (DAO), intended to finance socially worthwhile projects, to implement Buterin’s initial vision. They deposited a large number of ether tokens into the DAO’s wallet. A few projects were approved, and a few disbursements were made.

Later in 2016, after the huge spike in both ether’s value and trading volume, it became obvious that the DAO programming was defective, and in what was called the DAO hack, many millions in ether were siphoned out of the DAO’s account.

Ether’s takeoff was so powerful that it survived this traumatic DAO hack and its associated bad publicity. But the hack had its effects: Ether’s value and trading volume both plummeted by about 50 percent. Shortly after that setback, the price recovered, and daily trading volume quickly surpassed US$50 million. A year after that setback, its daily trading volume surpassed US$1 billion.

THE ICO BOOM AND THE PRICE SPIKE

Buterin’s design became the model for creating new cybercurrency coins and tokens. The platform allows anyone to create a new token that can then trade on exchanges. The requirements are simple and inexpensive: to produce and publicize a “white paper” describing the project, usually including a time line with milestones and sometimes an Excel spreadsheet showing financial projections. But most of the proposals, all for Internet businesses, did not have working prototypes of the necessary software. Nevertheless, the promoters of these idealistic projects did an initial coin offering (ICO), creating and selling a new coin or token that would be used in the new project. Some of these offerings sold out in a few hours. Investors bought them, relying on hope and believing in the proposal and its feasibility. Tens of thousands of new coins and tokens have been created using Buterin’s simple protocol, so that the newly created tokens can be traded on exchanges compatible with ether. Before this initiative, it was possible to launch a new cybercurrency but much more difficult.

Ether’s price spike was an unintended side effect of this wave of initial coin offerings. To see what happened, consider that the early ICOs sought to raise money for new businesses, amounts in the range of US$1 million. Many people realized that they could create a new coin or token that would confer certain benefits on its holders, therefore providing a reason to buy them. In early 2017, many groups suddenly realized that ICOs could raise money for their business plans. Say the promoters of the project doing its ICO sought, for example, to raise 200,000 ether, trading around US$5 each at that time. They might have raised that amount and spent it according to their plan, but before they had time to spend it, ether’s market price rose sharply. So the promoters of the early projects raised the amount of ether they thought they needed, but the spike in either’s price meant that, to their surprise and delight, they found themselves with tens of millions of dollars’ worth of ether coins, much more than needed for their projects.

For the promoters of a project that needed US$1 million and raised an amount of ether that quickly became worth US$20 million, the rational strategy was to hold the ether that they had raised instead of selling it. Not wanting to depress the price of ether by selling it, they instead chose to hold it to see whether the price would rise even higher. This process started innocently and then became self-propelling, increasing ether’s price even more.

Another piece of the rational strategy was to use some of the ether coins to buy into new projects. New projects were being proposed one after another, many doing ICOs before the promoters were really ready. Thus began a self-reinforcing circular process. The value of ether coins rose, and the people who owned the coins held them or used them to invest in projects that also held the coins instead of selling them.

In the years to come, it will be debated whether this self-reinforcing process could have been anticipated and whether there might have been a way to guess which of the ICOs was destined to become a viable business. It is beyond dispute, however, that thousands of entrepreneurs got their initial financing from this chaotic scramble.

BUTERIN AFTER ETHER

After ether’s success, Buterin continues to be very creative and actively involved in the debate over how to increase the number of transactions that can be validated and at the same time lower the cost of the validation procedure. An opinion leader and advocate for and a contributor to new projects in the world of cybercurrency, Buterin is highly sought-after as a speaker at conferences.
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Central Bank

The central bank is the institution that manages the national currency of a country. It controls the supply of the country’s national currency and attempts to maintain stable monetary conditions in the area where the national currency commands purchasing power or has legal tender status, meaning that a seller of goods or services has to accept it as the means of payment. It is a public institution, created by the national government of the country, and is managed by monetary experts. In most countries, it is protected against political interference.

One of the central bank’s roles is to hold a fraction of every commercial bank’s deposits. National laws require commercial banks to deposit a portion of their deposits at the central bank. Those deposits are a reserve against financial panics in which account holders rush to withdraw their savings. The central bank stands ready to deliver those deposits to a bank facing such a “run.” It also stands ready to make loans to banks that are experiencing requests for large withdrawals and that are members of the central bank’s national system. The central bank invests the cash reserves that it holds in short-term government bonds. It also holds foreign exchange reserves, usually in the form of short-term government bonds issued by other countries. Some central banks also own gold, but their gold holdings are no longer a large part of their total holdings.

A central bank’s assets are the cash that national commercial banks have deposited in its care, the bonds that it holds in its portfolio, and gold. The bonds that it owns are usually short term, but in response to the severity of the 2008–2009 financial crisis, central banks bought and still hold long-term government bonds, mortgage-backed bonds, and corporate bonds. A central bank’s liabilities are the notes that it issues. These make up the paper money that so many countries use for transactions. In most countries, the national paper money has legal tender status. These national currencies are valuable because people trust the central banks to manage them. National paper money is also accepted as payments of taxes owed. Typical examples of modern paper money are U.S. dollars, British pound notes, Swiss franc notes, Chinese yuan, and others.

In the realm of crypto- and cybercurrency, however, there are no central banks. The total supply of a cybercurrency is determined by rules that are coded into the software. Users can know with certainty how much of the cybercurrency exists, how much more can be created, and the approximate rate of increase of the total supply. No entities act as lenders of last resort, so if an exchange or a platform is facing a liquidity crisis, it will need to seek private sources to be rescued.
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Checksum

“Checksum” is the term used to describe a method of guaranteeing that cybercurrency transactions carried out over the Internet are protected not only against hackers but also against simple transmission errors. To achieve error-free transmission, all transmission protocols require messages to conform to a set of restrictions before being sent. At the receiving end, checksum allows the receiving computer to verify that the message has been transmitted without errors. Such restrictions exist in variations according to the cybercurrency being transmitted.

Checksum, a commonly used restriction, requires that the sum of the individual digits of the message or of the address must be an even number. These are called checksum validation tests. In Bitcoin, for example, a transaction has to satisfy many restrictions, and checksum for the receiving address is one of those. If a transmission being prepared fails this checksum test, it is not properly formatted and will not be sent. Ethereum, by contrast, uses a different checksum test from Bitcoin’s and fails in the important task of preventing the ether coins from being sent to a nonexistent account (called a wallet in cybercurrency terminology). A nonexistent account is one that has not been created by anyone and whose address does not conform to the addresses used in the Ethereum protocol. In the so-called snail mail conventional postal system, sending a letter to an address that does not correspond to a house, building, or postal mailbox would be inconvenient but not fatal. The letter would probably be returned to the sender. In Ethereum, sending ether tokens to an address that does not exist is like throwing them into the void, into a place from which they will never be retrieved. In the Ethereum protocol, preparing a transaction involves making sure that the sending account has the ether tokens and conforms to other restrictions but does not include making sure that the receiving account exists. The Ethereum protocol is often reviewed and upgraded, so this hazard might be remedied at least by an error message.

In general, checksum tests make networks run with fewer messages rejected for failure to conform to specified restrictions. Checksum tests diminish the need to retransmit a message to make sure it arrives correctly. Those restrictions also perform an important task: preventing the bitcoins from being sent to a wallet that does not exist.
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Collision and Collision-Resistant

In Bitcoin and other cybercurrency systems, accounts—called “wallets”—are identified by their private keys, which must be unique. Two wallets having the same private key would be a so-called collision, causing problems the software would be unable to resolve. For example, if the holder of one of the wallets tried to send money, the software would be unable to send it from the correct wallet. Instead, it might send the money from the other wallet that has the same private key, or it might send the money from both wallets, if both had enough money in them to satisfy the order to disburse. The same thing could happen if someone tried to send money to one of the two wallets with the same private key. In that case, the money might end up in the wrong wallet, and there would be no way to reverse the transaction. Yet another problem would be that either holder of the private key would be able to open both wallets and order transactions from both to other wallets with unique private keys. A collision in cybercurrency is similar to being assigned a bank account number that used to be the bank account number of a liquor store—but worse because there would be no easy way to know that the collision happened until some money went astray and no simple way to change one of the private keys or the other. If someone is assigned a phone number that still receives calls to the previous holder of that number, it is possible to get a new phone number that has not been used so recently. For bitcoin and other cybercurrencies, it would be an impasse. One or both accounts would have to be abandoned.

For those reasons, Bitcoin private keys are selected from a very large range of possible keys, called the “key-space.” It is so vast that the probability of a collision is vanishingly small. The key-space is 2256, an amount that in decimal is 1 followed by 77 zeroes. A method of selecting random strings of digits to be used as private keys needs to have a very important property: It needs to generate keys with an extremely high probability of being unique. If the method has that attribute, it is said to be collision-resistant.

All users of cryptography need to be aware that algorithms for generating random numbers are imperfect—they only generate pseudo-random numbers. Consequently, it is slightly more probable that a collision can occur than the preliminary probability calculation would indicate. Therefore, cryptographers have been careful to use sufficiently robust methods for generating private keys. In practice, no collisions have been reported. But if a collision ever happened, it would undermine confidence in and cast doubt on the reliability of bitcoin and all other cybercurrencies.
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Conflict Minerals

Cybercurrency and the underground economy are often perceived to be complementary. Undoubtedly cybercurrencies have created a new way for criminals to pay one another and to hold money in accounts that are hard to track. However, underground economies have been in existence in one form or another for centuries. Conflict minerals are one part of the underground economy with a long history that is stained with blood and corruption. Conflict minerals can be broadly defined as any resource that is extracted from a conflict zone and used to finance the continuation of fighting and bloodshed in that region. Among the more well-known conflict resources are diamonds, known as “blood diamonds” or “conflict diamonds.” Currently, conflict minerals have emerged as the major source of revenue to perpetuate conflict, particularly in the Democratic Republic of Congo (DRC). The primary conflict minerals are tin, tungsten, tantalum, and gold, collectively known as “3TGs.” The derivative metal of tin is cassiterite. The derivative metal of tantalum is tantalum columbite, or, more commonly, coltan. The derivative metal of tungsten is wolframite. Gold, of course, does not have a derivative metal.

These minerals are used for a wide variety of products. These include batteries, electronics, wiring, high-speed computer processors, alloys, heat-treated steel, cell phones, switch and relay contacts, hardware, and jewelry. All are in abundant supply in the Democratic Republic of Congo, particularly in the North and South Kivo regions. The Democratic Republic of Congo has been the site of over two decades of fighting among various rebel and militia groups and the Congolese and Rwandan national armies. The First Congo War lasted from 1996 to 1997. The Second Congo War lasted from 1998 to 2003. However, violence in the DRC continues to this day, much of it financed by the production and trade in conflict minerals. Gold and minerals constitute the bulk of the DRCs legal exports. However, rebel groups and the militaries of DRC and Rwanda have looted minerals and taken over mines for personal enrichment or to finance conflict.

Since 3TGs are used in so many products and involve so many companies, it is extremely difficult to determine whether the products are made using conflict minerals. Once conflict minerals are mined, they are shipped through neighboring countries where they enter global supply chains to be processed and manufactured into consumer and industrial products. Highly vertically integrated industries, using multiple global supply chains, are faced with a difficult task to trace minerals to conflict areas. By the time tantalum columbite goes from the mine to a cell phone, it passes through numerous intermediaries. Tracking conflict minerals is a daunting task, even for large multinational corporations. According to a 2017 report by the Harvard Business Review, it is estimated that 80 percent of companies cannot determine whether their products contain conflict minerals or trace them to their source. In that same report, a supply chain manager from a Fortune 500 multinational claimed the firm had over 1,000 first-tier suppliers, who had 8,000 second-tier suppliers who had close to 30,000 third-tier suppliers. When and where conflict minerals enter the supply chain is almost impossible to determine.

To address this issue, in 2014 the U.S. Congress passed a law with a conflict minerals provision called Section 1502 of the Dodd-Frank Wall Street Reform and Consumer Protection Act. Section 1502(a) reads:

It is the sense of Congress that the exploitation and trade of conflict minerals originating from the Democratic Republic of Congo is helping to finance conflict characterized by extreme levels of violence in the eastern Democratic of Congo, particularly sexual and gender-based violence, and contributing to an emergency humanitarian situation therein, warranting the provisions of section 13(p) of the Securities and Exchange Act of 1934.

According to an SEC.gov fact sheet on Section 1502, the rule applies to any company that files with the SEC and manufactures products that uses tantalum, tin, tungsten, or gold, specifically if these minerals are “necessary to the functionality of production” of any product manufactured by the company or contracted to be manufactured by the company. In terms of contracting to manufacture, this determination is based on whether that company has some actual influence over the manufacture of a product containing conflict minerals. This does not apply to companies that affix a brand name, logo, or label to a product manufactured by a third party, services or repairs products manufactured by a third party, or negotiates terms with a manufacturer that does not directly relate to the manufacture of a product. This information is supplied to the SEC by filing Form SD.

Under the rule, companies are expected to perform reasonable country of origin inquiries (RCOI) to determine the source of any product using conflict minerals or scrap or recycled sources. According to the SEC, if after conducting an RCOI “[If] the company knows that the minerals did not originate in the covered countries … [or] are from scrap or recycled sources … [or] the company has no reason to believe that the minerals may have originated in the covered countries or may not be from scrap or recycled sources,” then the company must disclose its determination, provide a brief description of the inquiry and the results of the inquiry on Form SD. This information must be made publicly available on the company website and include an Internet link to the website on Form D.

According to the SEC, if after conducting an RCOI, “[t]he company knows or has reason to believe that the minerals may have originated in the covered countries [or] knows or has reason to believe that the minerals may not be from scrap or recycled sources,” based on their RCOI the company is required to undertake “due diligence” using an internationally recognized due diligence framework (the most often used is that provided by the Organisation for Economic Co-operation and Development) to determine the source and chain of custody of its conflict minerals. Companies must then file a Conflict Minerals Report as an exhibit in Form SD that includes a detailed description of the measures taken to exercise due diligence. The company is also required to make the Conflict Minerals Report publicly available on the company website and provide a link to the website on Form D.

If after conducting the Conflict Minerals Report the company determines that its products are DRC Conflict Free, meaning the minerals did originate from the covered countries but were not involved in financing armed groups, the company must undertake an independent private sector audit of the report. That report must then be included in the final Conflict Minerals Report and include the identity of the auditor.

If the company determines that its products are Not DRC Conflict Free, the company must add an addition to its report describing the specific products found not to be DRC Conflict Free. An independent audit must be conducted and added to the Conflict Minerals Report. In addition, the company must specify the facilities used to process the minerals used in those products, the country of origin of the minerals, and any and all efforts to determine the location of the mine(s) with as much specificity as possible.

If the company cannot determine whether the minerals in their products originated in the DRC and covered countries or financed armed groups, the products are designated as DRC Conflict Undeterminable. In its Conflict Minerals Report, the company must identify the specific products that are determined to be DRC Conflict Undeterminable, the facilities used to manufacture those products (if known), the country of origin of those products (if known), and any efforts to determine the location of the mine(s) with as much specificity as possible. The company must also communicate the steps it has or will take to mitigate any risk that their products may have benefited armed groups, as well as steps to improve due diligence. The company is not required to conduct an independent audit.

There are specific rules regarding minerals from scrap or recycled sources. If a company’s products are made from scrap or recycled conflict minerals and not from mined sources, they are designated DRC Conflict Free.

Since gold is the primary source of conflict mineral revenue, there are special guidelines. If a company cannot determine whether gold is from scrap or recycled sources, it is required to undertake due diligence. According to the SEC, “Currently gold is the only conflict mineral with a nationality or internationally recognized due diligence framework for determining if it is recycled or scrap, which is part of the OECD Due Diligence Guidelines.” The company must also conduct an independent audit and include it in the Conflict Minerals Report.

For tin, tungsten, and tantalum, if a company cannot conclude that they are from scrap or recycled sources, the company must develop a due diligence framework, during which it must describe the measures undertaken to do so in the Conflict Minerals Report. The company is not required to conduct an independent audit.

On April 7, 2017, the SEC suspended Section 1502 of the Dodd-Frank Wall Street Reform Act and ruled that no U.S. corporations are required to conduct due diligence or conduct an independent audit concerning conflict minerals. According to the ruling, the court found that violated First Amendment rights by requiring already regulated entities to report to the SEC and communicate on their websites whether their products contain conflict minerals. According to a brief by SupplyChainDive, “Companies opposed to the law argued that it forced revelations of politically inflammatory information which does not fall within the SEC’s mandate of disclosure of financial information that informs investment opinions. Furthermore, the rules imposed undue financial on companies to report.” While legal opinions vary on the ruling, the fact remains that the SEC essentially has no responsibility or the authority to enforce reporting and due diligence for companies using conflict minerals.
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Counterparty Risk

When two parties engage in a transaction, there is a risk that one will not perform as promised. If one party pays for goods that the other party (the counterparty) then does not supply, the counterparty did not perform as promised. In a cash-and-carry transaction involving a small amount of money, counterparty risk is very low. If the grocer does not supply the apples, the customer does not pay for them. However, if the transaction involves payments that are not synchronized with the release of the goods or when the size of the transaction is large, counterparty risk needs to be analyzed and controlled.

With face-to-face transactions carried out with a national paper currency or with gold or silver specie, however, there is no counterparty risk. In national currencies, the law stipulates that they must be accepted in exchange for goods or services. In the case of gold or silver, simple tests can be used to verify the purity of the metal. Thus if someone offers an ounce of gold in exchange for selected goods, all the seller needs is a scale to weigh the gold and a kit to test its purity. Neither counterparty needs to involve a trusted intermediary to validate the transaction.

In the case of crypto- or cybercurrencies, however, users must be aware of counterparty risk. The time lag involved in these transactions means that a buyer may not receive the purchase after payment has been sent, or the seller might not receive payment after the purchase has been sent. In addition, currencies can collapse, and exchanges can be frozen or suspended, leaving a transaction incomplete.
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Cybercurrency, International Response

As more and more people in far-flung parts of the world started using cybercurrencies, countries took notice of the new way of paying and sending money. At first, they did not know how to react.

The new kind of money arrived hand in hand with blockchain technology (also known as distributed ledger technology). Expert opinion about blockchain technology is very favorable, and blockchain has been adopted in many applications in many countries. But many experts were—and remain—skeptical of cybercurrency. To formulate good responses, first the countries had to understand both of the new arrivals. Then they had to devise effective ways of treating each one in accordance with its own legal traditions and rules of monetary policy.

From the beginning, governments wishing to control cybercurrency faced a challenging problem. Cybercurrencies exist and operate in cyberspace, which is not controlled by individual countries. Worse, cybercurrencies do not exist in tangible form, nor are they held in the names of individuals, making it nearly impossible to find out whether citizens of a specific country own any of them. By contrast, in the traditional national monetary systems, a government can learn how much money citizens have, unless they hold cash or gold in a safe deposit box or in some other secret place. Furthermore, when foreigners enter a country, customs inspectors can require the new arrival to show all the fiat money—legally recognized paper currency—they have with them. But if the arriving traveler has any cybercurrency, the customs inspectors have no way of finding that out. Local authorities also cannot easily learn whether arriving travelers spend any of the cybercurrency in their possession while traveling in that country. A local businessperson might choose to accept cybercurrency for a transaction or for a few transactions and not report them. Depending on the kinds of merchandise or services that the buyer is acquiring, the local business would probably be able to conceal the transaction so that it would not appear in its record books. Local authorities would be able to see that any goods changed ownership only if there is a conventional audit trail—as there would be for buying a car, for example—or if there are tax stamps on the merchandise, as there are on cigarettes or whisky.

This possibility of buying and selling in a parallel economy is distressing to tax authorities. But it is even more distressing to law enforcement authorities. Criminals are often caught because they receive money for their illegal goods or services or move money to pay for them. Cybercurrency provides criminal enterprises a way of concealing their activities from authorities by leaving no money trail for them to follow.

Governments around the world have also pointed out that, with unregulated cybercurrencies, naïve investors in their countries are at risk of being tricked into investing in very risky projects. That dimension of the new currency emerged with a vengeance after the 2017 Ether boom took off. Authorities had no procedures set up to protect their citizens and had to decide what to do.

The new kind of money could also have favorable effects, however. It could raise the amount of money in circulation in regions with poorly functioning or defective financial institutions. It could facilitate trade and job creation in areas where cash payments were risky or took too much time standing in line at the local bank. The combination of blockchain accounting and cybercurrency could also lower the cost of keeping records of small transactions. Lenders could make small loans because the cost of keeping track of those loans would be much lower.

But the advantages of the new kind of money were overshadowed by the risks and threats to established authority. Countries responded differently, but all tried to enforce KYC (know your customer) and AML (anti–money laundering) rules, which require cybercurrency exchanges to meet stringent conditions before being allowed to operate. This reduces institutional risk and permits a link between cybercurrencies and the traditional fiat money banking system. Countries saw quickly, however, that they could not implement those restrictions unilaterally. They needed to cooperate with one another so that a strict country would not lose business to a less strict one. That kind of cooperation is progressing, so most countries have mostly been able to achieve a degree of oversight and control.

The responses of some countries have been so distinctive or so important that they warrant specific mention. (Countries change their rules often, though, so anyone doing business in cybercurrency in a country should check the latest regulations.)

UNITED STATES

The United States decided to allow its citizens to own and trade cybercurrency. It allowed several exchanges, most notably Coinbase, to offer cybercurrency accounts and to convert a growing range of cybercurrencies to U.S. dollars. To open an account, the regulations required the U.S. person to create an account at a cybercurrency exchange only after giving identification. The U.S. defined three levels of verification for the accounts, with increasing amounts of required documentation and permitting larger weekly cybercurrency withdrawals. Level 1 was easiest, only requiring showing a driver’s license or a passport. Accounts with that low level of verification of identity could withdraw only a few hundred dollars’ worth of cybercurrency each day or week. Level 2 allowed larger withdrawals, and level 3 allowed much larger withdrawals, especially for institutional customers.

The United States has a long-standing history of regulating offerings of securities to be sold to retail and institutional investors. Those regulations were written to apply to common stocks and bonds. To address the new cybercurrency, those rules were adapted for offerings of coins and tokens. The important question was how to classify the thousands of different tokens being offered. The distinction that has emerged is that some tokens are securities, which must be approved by the Securities Exchange Commission (SEC) before they can be sold to U.S. nationals. Others are utility tokens, which give some discount or other advantage to people using them on the platform that created them. They are like membership discount points at a private club. Utility tokens do not require approval by the SEC.

CHINA

China responded quickly and successfully to the new money by fostering development of the fastest available computer hardware to mine Bitcoin. The semiconductor designers made great advances, putting the entire mining computation onto a single chip, which speeded up the search for solutions to the mining puzzle. Chinese entrepreneurs also launched many cybercurrency exchanges, including some that have been market share leaders. They also launched large numbers of projects that raised money by conducting offerings of tokens.

The rapid rise of cybercurrency millionaires and the rapid fluctuations in the market prices of the tokens that many projects offered caused Chinese regulators to take action. The Chinese stock market had experienced a steep rise in 2015, followed by an even steeper decline. With this experience as the backdrop, Chinese regulators decided in late 2017 to outlaw initial offerings of cybercurrency tokens or coins and to take swift action against cybercurrency. The rapid, unregulated rise of cybercurrency was potentially threatening to the monetary stability of the conventional financial system and could too easily have led to a domino-like collapse. It also was already creating a class of ultrasophisticated cybercurrency millionaires who could use their skills and their money in ways that might undermine confidence in the Chinese national financial system.

Following the crackdown, Chinese cybercurrency entrepreneurs scaled back their activities. Some relocated to South Korea, which was not regulating cybercurrency so assiduously. Then, little by little, Chinese entrepreneurs learned how to operate within the government’s guidelines. The cybercurrency boom in China slowed down and became less conspicuous.

JAPAN

Japan has allowed cybercurrencies under Japanese-style regulations. Japanese monetary authorities have been vigilant, not only allowing cybercurrency transactions but also permitting companies to host exchanges where cybercurrencies are traded. The Japanese legal system treats cybercurrencies as assets, applying to them the well established tenets of the law of property. When the Mt. Gox exchange failed, its bankruptcy case became the highest-profile legal case in the history of cybercurrency. The Japanese bankruptcy court treated claims against the bankrupt Mt. Gox as though they were claims denominated in yen. That led to a strange twist of fate: Holders of bitcoins recovered 100 percent of their losses if they were measured in yen but only about one-third if measured in bitcoins. The negative publicity following the Mt. Gox failure did not cause Japanese authorities to outlaw cybercurrency, however. The government continued to allow the new assets in the country, while being vigilant to protect the integrity of its financial system and to protect investors from embezzlement and fraud.

SOUTH KOREA

South Korea also allowed cybercurrencies. At times, the country has had trading volume much greater than the size of its economy would indicate, in part because it became the alternate location of choice for Chinese entrepreneurs when Chinese authorities outlawed their trading platforms and token trading. South Korean authorities also saw that at times the price of bitcoin was as much as 15 percent higher in Seoul than in Singapore because citizens could buy bitcoins and send them out of the country in the event of North Korean hostilities.

INDIA

India has had a lengthy period of considering how to treat cybercurrencies and initial coin offerings. Trading in cybercurrencies was an escape valve when the Indian government eliminated the 1,000- and 2,000-rupee notes. People who held large amounts of these notes in their houses rushed to spend them. One way was to use them to buy bitcoins. The price of bitcoins in India briefly went up sharply to as much as 28 percent above the price that the exchange rate of the rupee would have indicated. That was an indirect indication of how much unreported cash, in the form of high-denomination rupee notes, was in the hands of people who had been avoiding using the formal financial system, underreporting income, and evading taxes.

MALTA

Malta is one of the countries that has most welcomed cybercurrency businesses. Many have chosen to incorporate under Malta’s laws and open bank accounts in its commercial banks. Malta has been very careful to screen applicants and follow strict KYC (know your customer) and AML (anti–money laundering) rules. It has been successful in earning fees from corporations that own platforms or projects handling cybercurrencies and tokens.

Many other countries have had to address cybercurrencies and initial coin offerings. Some have viewed the new money as an unwelcome intruder; others have welcomed it, at least tentatively. Many have changed their rules over time as well, revising their approaches as regulators gain a greater understanding of the new form of money.
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Cybercurrency Exchanges

Cybercurrency exchanges are platforms where people can trade one cybercurrency for another or cybercurrency for fiat money like dollars, euros, Japanese yen, or other national currencies. They operate in a broadly similar fashion to traditional stock exchanges. Cybercurrency exchanges are chartered in the countries that host them. However, they are not housed in buildings like traditional exchanges such as the New York Stock Exchange or the Paris Bourse, in which traders conduct transactions face-to-face with one another.

Cybercurrency exchanges also have many regulations similar to those found in stock exchanges in the traditional financial system. For example, there are requirements to list a coin or a token and requirements to maintain the listing. Some cybercurrency exchanges require that the promoters of a coin or a token pay a listing fee. Many cybercurrency exchanges will delist a coin or a token if they detect irregularities or if trading volume declines below a specified level.

An important difference between cybercurrency exchanges and traditional exchanges like the New York Stock Exchange, though, is that companies operating in the world of cybercurrency do not have to report financial results in order to maintain the listing. For many coins and tokens, the issuing company does not disclose information about itself and does not publish audited reports. There are also no barriers to insider trading, wash sales, posting orders and immediately canceling them, or many other unfair or manipulative practices that are illegal on traditional exchanges.

Cybercurrency exchanges exist in two variations—centralized and decentralized. Centralized exchanges require each new user to provide identification (the know your customer rule) and will then open an account for the new user. The new user deposits coins or fiat money (dollars, euros, Japanese yen, etc.) into the account. At that point, the user can trade one coin for another or a coin for fiat money. Centralized exchanges are much larger than decentralized exchanges in terms of volume of trading.

Decentralized exchanges (DEX) are more like bulletin boards. Traders can post offers to sell coins or tokens for a specified number of other coins or tokens. The decentralized exchange has a smart contract that matches the buy orders and sell orders as follows: The smart contract requires the seller to freeze the coins or tokens being offered. That stipulation is to prevent the seller from selling the coins or tokens to anyone else while they are being offered on the decentralized exchange. Those tokens are kept in a frozen or immobilized state until a buyer puts the requested amount of coins or tokens into the smart contract. As soon as the buyer does that, the trade executes. The seller transfers the coins or tokens that were offered and receives the coins or tokens that were requested in exchange.

Decentralized exchanges are often slow and can be tricky to use. They are slow because there may not be any buyers for the coins or tokens being offered. They can be tricky to use because buyers and sellers need to understand how these exchanges work. These exchanges do not hold any coins or tokens. The tokens that sellers offer are shown to potential buyers, in a way that freezes them but does not transfer them. To illustrate how this way of trading operates, a person wishing to sell 100 tokens, here called TOKN, has to begin with those tokens in a personal wallet. The seller deposits the tokens into the smart contract that will execute the trade. The smart contract then shows the 100 TOKN tokens being offered for sale. If the offer to sell is not executed, the seller can cancel the offer. In that case, the 100 TOKN tokens are released from the smart contract back to the seller’s private wallet. Or if the decentralized exchange has a time limit for offers to be executed (for example, 48 hours or one week) and the time limit is exceeded, the offer to sell will be canceled, and the tokens in the seller’s wallet are unfrozen and returned to the seller.

Decentralized exchanges do not provide a link to fiat currencies like the US dollar, the euro, or the Japanese yen. They are only for trading one coin or token for another.

Major centralized exchanges include Coinbase, OKExchange, Binance, HitBTC, Huboi, and Kraken. Major decentralized exchanges include IDEX and ForkDelta (successor to EtherDelta).
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Cybercurrency Mining Farms

Cybercurrency transactions are validated via a computation procedure called “mining.” Computers search for a solution to a difficult math problem, in a way that is similar to what real-world mining is like. Real-world miners dig tons and tons of dirt and rock searching for something valuable. Cybercurrency miners try one number after another until they find one that solves the math puzzle. Cyber miners use so many computers to do those computations that they fill up entire warehouses, called “farms,” with computers. They require tremendous amounts of electricity to operate. Electricity is required not only to run the mining computers (often called “mining rigs”) but also to provide cooling and ventilation to deal with the heat generated by operating so many computers nonstop. Electricity requirements are estimated to constitute 60–70 percent of operating costs, so mining companies have a clear incentive to seek cheaper sources of electric power. Moreover, in response to widespread criticism of the wasteful use of energy, mining companies are increasingly looking for renewable (“green”) sources of power. These include solar, wind, hydro, and natural gas.

With rumored claims of China raising the price of electricity for mining farms, combined with the recent regulatory scrutiny of Bitcoin in China, mining farms are increasingly looking to relocate operations. Big miners such as Bitmain Technologies Ltd., HIVE Blockchain Technologies Ltd., and Bifury are increasingly moving mining farms to North America and Europe, where electricity is cheaper and colder climates can cut down on cooling costs.

The Canadian provinces of Manitoba, British Columbia, and Quebec are currently the most popular destinations for mining farms, particularly for Bitcoin miners. Mining farms are partnering with Canadian power and (regular) mining and oil companies.

In Alberta, Iron Bridge Resources, one of Canada’s largest oil and natural gas companies, has recently announced a partnership with a number of Bitcoin mining farms where it will sell the excess natural gas produced from oil drilling to produce electricity. Natural gas is a clean-burning fuel and hence will reduce the carbon footprint of mining operations.

To lure mining farms, especially those looking to relocate operations from China, Quebec’s provincially owned HydroQuebec utility company announced in January of 2018 that it would offer cheap electricity to power mining rigs. Quebec has some of the cheapest electricity costs in North America. HydroQuebec’s incentive is to offset decreases in power consumption and to earn revenue to maintain network costs that otherwise would result in an increase in electricity prices for other industrial and retail customers. HydroQuebec received hundreds of applications from Bitcoin miners, including Bitmain, to locate to Quebec. However, there was pushback from the provincial government with claims that Bitcoin mining was consuming too much energy and putting too much pressure on the power grid. In March of 2018, Quebec put a halt on any new mining farms. With demands for more regulation of Bitcoin mining, HydroQuebec was given permission to charge higher rates, reaching an increase of 300 percent in June that same year. It was also argued that Bitcoin mining farms were not providing enough employment opportunities to offset the high demand for electricity.

British Columbia’s cool climate and abundance of hydropower has also lured mining farms. British Columbia has a surplus of hydroelectric energy. This is due to lower demand from the closure of pulp and paper mills and (regular) mining companies. BC Hydro, one of the leading companies supporting green energy programs, is actively looking to partner with Bitcoin miners. Another incentive is that closed power stations in old and abandoned mining and lumber towns can be sold or rented to Bitcoin miners, who will in turn renovate or rebuild them to produce their own electricity. In Vancouver, Hut 8 Mining Corp. partnered with cyber giant BitFury to build the largest mining operation in Canada in the town of Medicine Hat, BC. DMG Blockchain Solutions has also set up mining operations in the town of Castlegar, BC.

In Alberta, oil and natural gas exploration has given way to the more profitable bitcoin mining. Lured by cheap and reliable electricity, Hut 8 opened up rigs outside the town of Drumhellar.

Bitcoin mining is also growing in other countries besides Canada. Northern Bitcoin is powering its rigs using 100 percent renewable hydropower in Norway. Northern Bitcoin has also launched an initiative for zero CO2 emissions. In 2017, HydroMiner set up its first facility in Schonberg, Austria, and a second one in Waidhofen an der Ybbs. Arizona-based NastyMining is using solar and wind energy to run rigs. Japan’s Kumamoto Energy created an affiliate called OZ mining that uses any excess power generated at solar plants to power rigs. In 2018, the Canadian energy company Transeastern Trust purchased a wind farm in Romania built by the oil company OVM Petron to power a 90 PH/s Bitcoin mining operation. Golden Fleece, a Georgian mining firm, has moved to hydropower and has plans to expand to solar and wind.

Bitcoin mining is also driving innovation and entrepreneurship in green energy projects. At the end of 2017, the president of the Canadian company Myera Group, a small company dedicated to developing sustainable food systems, started using the heat generated from a bitcoin mining operation to run a sustainable greenhouse and fish farm in Manitoba, Canada. A company called Moonlite Project built a data center in Iceland to power Bitcoin, Bitcoin Cash, Dash, and Litecoin with 100 percent clean and renewable hydro, wind, and geothermal energy.

In the United States, electricity in most regions is more expensive than Bitcoin miners can afford to pay. Bitcoin mining in the United States is mostly done as a way of making use of excess electricity that comes as a by-product of some other business or as off-peak electricity, i.e., electricity generated at times when there is no buyer who will pay a higher price.
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Cybercurrency Programming Languages

Cybercurrencies exist in computer code. The computer code defines how many coins of a certain type there are, how new coins are created, how to send them, how to receive them. The computer code in which each cybercurrency is implemented is often called the “core,” as in Bitcoin core. The core is the set of programs that a computer needs to upload and deploy in order to be a member of the network handling transactions in that cybercurrency. In creating cybercurrency, programmers used different programming languages. Bitcoin, for example, was written in C++. Other programming languages were used to create later currencies. Brief descriptions of the languages follow.

C++

C++ is a general-purpose programming language widely used in many contexts. In the gaming world, it is one of the most important building blocks for running game programs of all types. Because cybercurrency evolved from games, it was logical that Bitcoin Core would be written in C++.

JAVA

The choice of a computer programming language to code the software for a new cybercurrency is critical. Hackers generally know these languages and their vulnerabilities; security depends on using a language with few vulnerabilities.

Java, the dominant programming language since 1995, was one that Satoshi Nakamoto, the elusive person or persons who created Bitcoin Core, would have known. It is a general-purpose computer- programming language specifically designed to be dependent on as few other programs as possible, thereby reducing its vulnerabilities. Java is intended to allow application developers to write applications that can run independently on all platforms supporting it; Java applications are typically able to run on any Java virtual machine regardless of computer architecture.

JAVASCRIPT

Created in 1995, this programming language has become one of the three core technologies of World Wide Web content production. Hackers would know it, so any currency dependent on the World Wide Web—all cybercurrencies, for example—could possibly be hacked by someone familiar with the language.

Although unrelated to Java, a programming language created several years before, JavaScript went through several name changes before landing on its current one. (Critics have complained that the final name selection was a marketing ploy designed to suggest a relationship with the already popular Java.) It is used to make webpages interactive and provide online programs, including video games. Most websites employ it, and all modern web browsers support it with a built-in JavaScript engine, avoiding the need for plug-ins.

PYTHON

Named after the popular British comedy troupe Monty Python, the Python computing and scripting language was first released in 1991. It is useful for a wide variety of tasks, from testing microchips to powering Instagram. As a language, Python closely resembles English. A high-level programming language for general-purpose programming, Python emphasizes interactivity, along with code readability and a syntax allowing programmers to express concepts in fewer lines of code. It is an open-source language, meaning that code designed by users for various functions is freely available in a Python library. A large user community holds conferences all over the world, where users meet and exchange views on which new programs work best.

SOLIDITY

Solidity is a programming language similar to Python, Javascript, and C++, programming languages that have been widely adopted and accepted. Solidity has often been used to write the code for “smart contracts” that operate in the Ethereum environment. It allows programmers to use high-level commands that have been tested and shown to be reliable.

In the history of cybercurrency and Ethereum applications, Solidity came to prominence because it was the solution to a high-profile problem. Augur, a much publicized platform that allows betting, was originally written in a different programming language. Its launch was delayed because its auditing team determined that the original code was vulnerable to attack. Augur’s development team then rewrote its code in Solidity. That rewrite took time, so Augur’s launch did not happen in synchronization with the publicity that the project received. People who had bought the Augur token (called REP) could not use it immediately to make bets. The rewritten version was more secure and successfully protected Augur from being brought down by hackers. After the rewrite was finished and tested, the Augur platform was launched and has operated successfully since then.
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Cybercurrency Slang and Acronyms

As in many specialized fields, cybercurrency devotees have created a plethora of slang terms and acronyms unique to that world. Three that come up often are FUD, HODL, and rekt.

FUD is an abbreviation for Fear, Uncertainty, and Doubt. It is used on blogs, where people post their opinions about individual coins and tokens. When someone posts a negative comment about a coin or a token, someone else might come in immediately and accuse the person of spreading FUD. That response can start a debate about whether the negative comment is justified or an attempt to depress the price of the coin or token.

Spreading FUD is a potent strategy if the intent is to depress a coin’s or token’s price to scare people into thinking that the project that launched a token is a scam. There is very little reliable information about most projects, so traders are vulnerable to campaigns of disinformation. Also, many projects that began with fanfare and optimism slide into delay, quarrels among the founders, and low responses from the targeted user base. Many projects have suffered embezzlement and accusations of profligate spending. It becomes easy in such instances to argue that the project had been a scam from the beginning.

HODL was originally a spelling error. A nervous investor asked on a blog whether it was time to sell. The answer came back to hold because every dip in the price was a buying opportunity. The errant blogger typed “HODL,” and others immediately repeated it. The letters are, coincidentally, an acronym for Hold On for Dear Life. Soon it became a meme, and now traders ask one another if it is time to “hodl” or get out.

The word “rekt” is an intentional phonetic variation of “wrecked.” It has more immediacy for traders posting on cybercurrency blogs because it refers to a feeling that almost every trader in the space has experienced. Cybercurrency traders, like speculators who buy very risky common stocks, may find themselves owning something that suffers a severe (as much as 99 percent) price decline. The few who have not are either very lucky or clairvoyant. In the stock market, steep price declines happen intermittently. When a stock crashes, it is usually because the company ran into serious unforeseen problems.

In the world of cybercurrencies, the prices of most coins and tokens move together. There was a euphoric phase of value growth at the end of 2017 and the beginning of 2018, followed by a dramatic drop in the value of most coins and tokens. Their price declines were caused by a general wave of skepticism about the future relevance of cybercurrencies and also by sober reexaminations of the projects themselves. Most projects had raised money to develop their software, and the software development was behind schedule. They did not have a service to offer, so they could not take in any revenue. Some had services that were already operating and taking in revenue. But the management teams of those successful projects were reluctant to show proof of their success, so skeptics questioned whether those projects were really successful. An unfortunate result was that even tokens issued by successful projects were hit with wave after wave of selling. Traders who tried to pick the bottom of the decline suffered losses time after time. They felt rekt.

Many journalists and statisticians have likened the pattern of steep rises followed by crashes to the dot-com Internet boom in the U.S. stock market from 1999 to 2000. During that dizzying time, companies promised to take over entire sectors of the economy and then proved unable to survive. Among the many failures, though, a few companies lived up to their potential. Amazon, Netflix, and Akamai all did their initial public offerings during that frenzied time. Speculators who bought the ones that failed certainly felt rekt, but they did not say it that way.

Today, investors continue to find the most worthwhile and promising ventures among the many cybercurrency projects still operating. Bargain-hunting investors are reviewing the structure of each project and its metrics of success. They are aware that the token price of each survivor does not have to rise to match or surpass its all-time high price. Those high prices might have been justified if the project had delivered its promised software and features on time and if the public uptake had been as fast as their optimistic forecasts predicted. But to deliver a high return, it is sufficient for the price of the token to double or triple.
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Dark Web

The dark web consists of private networks that use carefully selected methods of encryption so that nonmembers can neither gain access nor read any of the content unless they have both the passwords and the correct software to decrypt the content. These precautions and safeguards are not in and of themselves nefarious in nature, but they do provide users with the means to more freely engage in illegal and antisocial behavior, including shockingly immoral and illicit activities and transactions, under a cloak of anonymity.

Anyone can create a private network, and software to encrypt the content is routinely available. A slightly more difficult task is to make the new network hard to recognize as an entity. It is a more complicated task to disguise it so that investigators do not see it for what it is, but this is a task within the capability of sophisticated users. One way of making the new network more or less “invisible” is as follows: The network can break its files into pieces, making each piece a random size. It can then route those pieces to the intended recipients along many different paths or to some temporary storage device connected to the Internet. After a random time interval, the fragment can be sent on its way from that storage device or any storage buffer toward the intended recipient. In that way, the new network can disguise itself as ordinary traffic.

A new private network created in such a manner would not be truly invisible but would be effectively hidden—even from law enforcement. If investigators suspect that a person is operating in the dark web and gain access to that person’s computer and telephone, they might not find anything incriminating. They might find merely that the person receives many indecipherable messages. Only if the person is careless and leaves reconstituted messages and files open or leaves available the software needed to reconstitute and decrypt the fragments and make them intelligible would investigators find anything. It would be an insurmountable task for an investigator to gather together all the pieces of the message or file, decrypt each piece, and then reconstruct the message or file.

In addition to the cloak of secrecy, what makes these private networks dark is the kinds of files they store and transmit. Stolen credit card numbers and child pornography are often trafficked through this methodology, but a wide variety of other illicit materials have also been transmitted in this fashion. Instructions to members of criminal organizations and materials inciting violence, for example, can also be sent and received.

The people who deal in illegal merchandise or violent content can send money to one another using “privacy” coins. These are cybercurrencies designed so that it is possible to own them, send them, and receive them with anonymity. These “privacy” coins are designed to work like other cybercurrencies but with passwords or keys used only once. The single-use passwords are useless after that one use. The best known of these coins is Monero, but others have enough transaction volume to be considered acceptable substitutes for Monero.

The dark web does not recruit new members. Networks of this sort are closed to outsiders. New members must be invited and usually have to swear that they will not tell anyone that they have joined.

The encryption software that has been most widely used for setting up dark networks is Tor. This has become so notorious that many governments have banned its use. Other similar programs can be used, however, so it is possible for would-be malefactors to create their networks without breaking any laws or otherwise attracting attention.
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Decentralization

Decentralization, one of the ideals of many of the creators of cybercurrencies, refers to the desire to have no single point or entity that could monitor or block communication or transactions in cybercurrency.

A major reason for the creation and subsequent adoption of cybercurrencies is the desire to disengage from central government monetary regimes. There have always been people who distrust centralized authority, preferring alternate forms of government and attempting to create governance structures that interfered as little as possible with individual liberty and local autonomy. The Jeffersonian ideal, encapsulated most famously by author Henry David Thoreau, was “that government governs best which governs least.”

The attempts to create alternate monetary systems independent of national governments mostly relied on gold and silver, two physical commodities used as money for millennia before fiat money and central banks. Those precious metals were free of centralized monetary control and free of counterparty risk. People wishing to transact could agree on how much gold to pay for the goods or services being purchased and then could exchange the physical metal for the goods or services. That was adequate for many purposes, but large volumes of the precious metals were difficult to transport over long distances because of their weight. In addition, their use required extensive use of experts to verify the purity of the metal.

To those wishing to avoid governmental currency regimes, cybercurrencies became a viable alternative way to create monetary systems after the 2008 publication of the original Bitcoin paper by Satoshi Nakamoto, a nom de plume for a still unidentified person or persons. That paper showed a clever way of overcoming the so-called double spend problem, a stumbling block in previous designs. Once users were prevented from spending the same money twice, it was possible to control the existing amount of a specific cybercurrency without requiring a central bank or any other trusted intermediary. Cybercurrencies could then be created that were truly decentralized and that would not suffer from the defects of government-created currency.

A major reason that Bitcoin can be decentralized is that it is impossible to create more than the formula-dictated maximum number of coins. In contrast, governments can arbitrarily increase the supply of government-created currency. Bitcoin is the exemplar of a cybercurrency that, once its maximum supply is reached, cannot be increased; it served as a model for later cybercurrencies. Up to its predetermined maximum, the supply of bitcoins is governed by an algorithm published in the computer code that every server group operates, the number of bitcoins growing slowly up to the maximum. Neither the rate of increase nor the maximum supply can be changed. In those ways, Bitcoin is the virtual analog to physical gold as described in neoclassical monetary economics. Gold could not be created, and its supply could not be increased arbitrarily. It had to be mined, and the amount of gold available in the earth’s crust was finite. Bitcoin has been compared to gold in that it is produced only with effort and its supply cannot be suddenly increased.

Bitcoin seemed ideal for a decentralized world economy—an economy in which individuals would transact with one another and would need neither trusted intermediaries like central banks to manage the supply of currency nor commercial banks to validate individual transactions. Bitcoin was hailed by supporters as a feasible alternative to national fiat currencies, allowing people to conduct transactions over long distances without having to trust the counterparties they were dealing with.

Satoshi Nakamoto’s design, however, was not quite the perfect solution to the decentralization puzzle: Bitcoin itself could be centralized. The weak point was the method that Satoshi proposed for validating transactions. That procedure is first to group transactions into “blocks”; at any moment in time, many transactions are pending, and miners group these into blocks. Each block, in Satoshi’s original design, is 1 megabyte in size and includes approximately 2,000 transactions. The idea was that one block would be validated approximately every 10 minutes. In order for the transactions in a block to be completed, miners must solve a math puzzle presented at the beginning of the 10-minute interval. Any miner has a chance to solve the puzzle; once other miners accept the solution as correct, that block of transactions is added to the blockchain.

This approach to verifying transactions is called proof of work. It was an important advance but did not completely produce decentralization. Regrettably for those wishing for a more libertarian financial system, the proof of work approach has been centralized—not formally but de facto.

The method has triggered a competition among so-called miners,” the people competing to validate transactions. Centralization occurred because the miners needed faster and faster computers to increase their odds of solving the math puzzle. Nobody has discovered an easy way to solve the puzzle; the solution can be found only by brute force trial and error. Millions of attempts are usually required to find a solution, so miners with ultrafast computers have an advantage; miners with slower computers hardly ever solve the puzzle.

In consequence, a sort of arms race has developed among miners. They fill large buildings with faster and faster computers, all computing possible solutions to the math puzzle. The computers consume huge amounts of electricity and radiate heat, so miners locate their operations near cheap sources of electricity and in cold climates so that less air conditioning is needed. The amounts of capital required to set up a mining operation have risen exponentially. With these huge costs, mining has become more of an oligopoly—a concentrated industry like tires or cement—not the decentralized ideal of many small operators. Mining has also become somewhat geographically centralized. These characteristics make it more possible for centralized authorities to intrude, gaining control and influence over the cybercurrency systems depending on proof of work procedures for validating transactions.

THE SECOND GENERATION

In view of Bitcoin’s drift into concentration and possible centralization, a number of new cybercurrencies have been created, designed to enable true decentralization. They have worked to varying degrees. The path has not been completely smooth, with controversies erupting over whether the new cybercurrencies are the best designs to achieve the ideal of complete independence from national currencies and from national regulatory monitoring.

Ethereum, formally known as the Ethereum Virtual Machine, is the most prominent of the second-generation cybercurrencies. It has a different algorithm from that of Bitcoin for increasing the total supply of ether, its native currency, and a different math puzzle for miners to solve in order to validate a new block of transactions. Ethereum’s puzzle is designed to require using the computer’s memory in addition to its central processing unit, reducing the need for computers with multiple ultrafast CPUs. That design temporarily ended the arms race for ever faster CPUs and meant that when an Ethereum mining computer became obsolete, it could have a second useful life as a general-purpose computer.

Ethereum has been very successful—but its success has attracted innovators, chip designers, hackers, self-promoters, and downright charlatans. The price of ether shot up, making mining it much more profitable. The rising profit set off a different arms race, this time using chip sets and application-specific integrated chips (ASICs) designed to solve Ethereum’s math puzzles on a single chip without needing to refer to the computer’s memory.

Despite the controversies and costs along the way, some observers believe that the goal of decentralization is being achieved. As of 2018, the dollar value of cybercurrencies and tokens had risen past $500 billion, a small but rapidly rising number compared to the value of the world’s fiat currencies and financial assets denominated in fiat currencies. The composition of the cybercurrency universe also was becoming more diverse: Bitcoin no longer dominated. The hundreds of other cybercurrencies and the tens of thousands of coins and tokens of value were collectively, as of mid-2019, worth around 40 percent of the aggregate value of all cybercurrencies. Bitcoin dominance, a metric calculated and tracked minute by minute, has been below 50 percent and sometimes even below 40 percent but has rallied above 60 percent as of mid-2019. As more and more transactions are completed using other cybercurrencies, some analysts believe that Bitcoin will be relegated to the role of “store of value,” an asset held as an investment rather than being used for ordinary transactions. Bitcoin will have become the virtual economy’s version of paper gold. That will be a step in the evolution of decentralization.
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Decentralized Application

Decentralized applications (Dapps, DApps, or dApps) are computer programs that run on many computers at the same time, so that no one central server operates them.

From its earliest days, the cyber community has shown a strong preference for decentralization. One of the most appealing features of cybercurrency is that it is possible to create decentralized institutions with the capacity to be governed according to a democratic consensus process. Decentralized applications are designed to work without a central server so that they can operate on computers that happen to be online and involved at a given moment in time, without sacrificing reliability and transparency. Without control by any governor or central administrator, users desiring to operate outside the scrutiny of these controls can choose decentralized applications. That choice, however, can mean that transactions are processed slowly because it can take time for one party to a transaction to find a counterparty who is also using the same Dapp to complete the transaction.

Dapps operate in accordance with the protocols of the cybercurrency network they use. Many of them run on the Ethereum network, formally called the Ethereum Virtual Machine (EVM). In the Ethereum network, the coin used is ether, so many decentralized applications use ether as money in transactions and also to pay transaction fees.

No single computer server or center is the “home base” of a decentralized application. The Dapp has a front end that interfaces with users and a back end that interfaces with the blockchain. The user sees a program that appears to be running continuously, but in reality the decentralized application runs only when it is being used. Users call the Dapp by running its user interface, usually posted on a server in the cloud. The Dapp takes in information from the users, performs the operations it is designed to do, and then posts the results to the blockchain. After that, it does not operate again until another user activates it by calling the user interface. The next time it operates, the computer that runs the Dapp might be located in a another country.

The decentralized application does not store the details of the transactions it performs. That information is kept on the blockchain. In that way, the decentralized application is unlike a telephone network, which keeps a record of who called whom, or a ledger, which records who traded with whom. Instead, it functions like a service provider that works when called, does what its instructions tell it to do, and then goes silent until it is needed again. A Dapp often has warnings stating clearly that it does not retain any information from users.

For most decentralized applications, the user interface code has to be posted on a public site so that users can call the application and run it long enough to do what they want it to do. Having any part of the process at a centralized site is a departure from true decentralization. But if the user interface code is not posted on any pubic site, a user has to first find it before running it. Finding it can be difficult unless the user has a list of the exact locations where the user interface can be found, and in that case the list of locations would have to be posted on a public site. Decentralization is an ideal that has great appeal, but it remains only incompletely achieved.
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Decentralized Exchange

A decentralized exchange is a meeting place for people wishing to buy and sell coins or tokens. It has no central server and does not hold the tokens or coins belonging to the people engaging in the transaction.

People with money, coins, or tokens go to an exchange to trade what they have for what they want. Historically, exchanges were physical locations. People wishing to trade in a particular type of commodity would go to a place where others wishing to trade that commodity congregated. Some early exchanges were located in coffee shops, like Lloyds of London, or other notable landmarks (such as the famous buttonwood tree on Wall Street, around which early 19th-century traders gathered, eventually to organize the New York Stock Exchange). Going to a meeting point was advantageous because it allowed buyers and sellers to find each other and to obtain information about market conditions. After the telegraph and telephone networks developed, buyers and sellers could find out what was going on at the meeting place without having to be there in person. Nonetheless, most markets remained centralized in terms of how they operated.

In the cybercurrency world, the exchanges are either centralized or decentralized. The centralized exchanges have handled—and still handle—the majority of the trading volume. More volume means more competition among participants, and so most users go to the exchanges that can offer quick execution. Traders also want the narrowest spreads, meaning the smallest difference between the highest price that buyers offer to pay and the lowest price that sellers offer to accept.

Decentralized exchanges usually do not attract as much trading volume, so traders who use them do not expect instant execution. Often their trades are executed after delays that can last for hours or days. Such delays can occur when the tokens fail to attract intermediaries who look for opportunities for cybercurrency profits by cushioning the fluctuations in the price of the token. For a transaction to take place, there needs to be an order to buy and an order to sell, within price limits that are compatible. In that sense, a decentralized exchange is like a bulletin board where people post offers and then wait for other people to accept the offers.

To use a decentralized exchange, the person wishing to sell a token posts an offer to sell. That offer is shown in a stack that other users of the decentralized exchange can see. Orders to buy that token are also shown in a stack, so that people wishing to transact can see the lowest price they would have to pay and the highest price they would receive if they accept the posted orders. If those prices are too far apart or inconsistent with what the buyer wants to pay or the seller wants to receive, the buyer can post a lower offering price, and similarly the seller can post a higher asking price. Those orders will be visible until they are filled or until they expire.

Decentralized exchanges are frustrating for short-term traders and especially frustrating for traders trying to take advantage of inconsistent prices. For example, a short-term trader might see the XYZ token offered for sale on one decentralized exchange for 0.025 ether, while trading on another decentralized exchange for 0.03 ether. The trader might try to buy XYZ for 0.025 and sell it for 0.03. That usually will not work, however, because the price of XYZ token might have drifted up or down in the intervening time. The trader sometimes ends up buying a token and then finding that the offers to buy it at a higher price have already been executed or canceled.

Decentralized exchanges have a major advantage over centralized exchanges, however. They support trading in a much longer list of tokens than most centralized exchanges allow. The reality is that many tokens trading on decentralized exchanges do not trade on any major centralized exchange because the trading volume is low and the projects that launched those tokens are not well-known.

In addition, listing a token on a decentralized exchange usually costs less than listing it on a centralized exchange. With so many tokens and so many projects clamoring for attention, it is understandable that fees for listing on exchanges that attract more traders will be higher.
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Decentralized News Service (DNN)

The Decentralized News Service (offering the cyber token DNN) creates and hosts a self-monitoring news platform that is designed to be free of bias from editors or monitors. Reporters earn tokens for posting news stories. Other reporters or other informed people can vet the posts and flag or denounce the ones that are obviously inaccurate. The people who post corrections to stories also receive tokens to reward them for their vigilance.

Decentralized News Service does not seek to be fully neutral or make claim to be objectively true or factual. The news service is a platform built instead on transparency, constructed in a way that requires articles to be transparent in their own biases. Articles should contain crucial sources, affiliations, or sponsorships, for example. Bias within articles is allowed, but readers must be able to gauge the bias and differentiate between what is backed by sources and what is the opinion of the journalist/writer.

Advocates of the Decentralized News Service contend that the DNN token, seldom traded in the past, will see an increase in demand because people who want to see the debates taking place on the site will have to buy tokens as the price of admission. Selected advertisements may also be permitted as an additional revenue source.

This service takes full advantage of decentralization architecture. This means that there is no single central server where a government or organization could intervene and block access or filter out any posts or articles, even if they contain derogatory or otherwise controversial statements or arguments. Because of its decentralized design, it is free of government censorship or regulation. Some observers believe that this design feature could motivate potential readers to buy the tokens in order to post articles without any form of censorship.
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Degree of Difficulty Adjustment

To win the competition to record the next block of Bitcoin transactions, a computer has to solve a puzzle. A new puzzle is presented approximately every 10 minutes. The puzzle has to be difficult to solve because so many computers are trying to find the solution. Satoshi Nakamoto, Bitcoin’s creator, wanted the puzzle to be difficult enough so that the computers on the network would have time to be ready to deal with the solution when it would arrive. One minute or two minutes would not be enough time because the many computers on the network would need time to gather together enough new transactions to make a block and also to update their copy of the block chain. So Nakamoto chose 10 minutes as the time interval between blocks. Satoshi Nakamoto did not know how many computers would be dedicated to solving each new puzzle, however, or how fast and powerful those computers might become. Nakamoto settled on introducing a “degree of difficulty adjustment” for each puzzle, depending on trends in those variables.

The degree of difficulty of Satoshi Nakamoto’s math puzzle can be adjusted so that a new block can be validated and added to the blockchain approximately every 10 minutes, which has been the target time interval for Bitcoin ever since it was created. The puzzle is inherently difficult, but if too many computers are trying to solve it or if the computers are too fast, sometimes the puzzle can be too easy, meaning that one of the ultrafast computers finds a solution in well under 10 minutes. The puzzle can also be too hard for its solution to be found within the 10-minute interval. To keep the average time between blocks at 10 minutes, a degree of difficulty adjustment is required.

The math puzzle that computers have to solve in order to earn the privilege of recording the next block of the chain has important attributes. It must be hard to solve, the degree of difficulty has to be easy to modify, and the solution has to be easy to verify.

The math puzzle requires finding a number that satisfies the following property: After the number has been put through a series of calculations called hashing, which converts the number into a shorter number, the resulting shorter string of numbers must begin with some number of zeroes. The shorter number is like a condensed version of the longer number—a unique compressed version of the longer number. It is unique in the sense that if one digit of the longer number is changed, the shorter number comes out differently.

Once a computer has been lucky enough to find, by trial and error, a long number that condenses to a shorter number starting with the needed number of zeroes, that computer signals that it has a solution and presents it to the other computers in the network. They perform a quick, simple test of the number, then agree that it is the correct solution. At that point, the successful computer is allowed to add the block it has prepared to the Bitcoin block chain and to collect the reward for finding the solution. The reward in 2019 is 12.5 bitcoins; in 2020, the reward will decline to 6.25 bitcoins. The successful computer can also collect the transaction fees for the transactions in the block it prepares and then posts.

At that point, the block of transactions has one confirmation. To be sure that there will be no questions about the block of transactions, it is conventional to wait until five more blocks have been added to the chain before releasing the bitcoins to their new owners.

After a block of transactions has been added to the blockchain, it is time to start processing the next block of transactions. The procedure starts with the new math puzzle, which is derived from the character string of the previous block. The ultrafast computers begin trying to find a solution to the new math puzzle and also group the next set of transactions into a block. They acquire these proposed transactions by polling the other computers in the Bitcoin network. They do that while at the same time furiously trying different random number strings to find one that solves the math puzzle. The computer that finds the solution first broadcasts it to the other computer servers that have also been trying to solve the puzzle. The other servers quickly verify that it is the correct solution, and then the successful computer records the new block. The other computers promptly begin trying to solve the next math puzzle. As new blocks are added to the chain, the ones added earlier become harder to alter. Fraud and hacking into the chain thus becomes more difficult.

To adjust the difficulty of the math puzzle, the Bitcoin core software raises or lowers the number of zeroes that begin the shorter number. In the early days of Bitcoin, the shorter number needed to begin with only six zeroes. More recently, the shorter number has had to begin with 18 zeroes. It requires, on average, staggeringly large numbers of attempts to find a longer number that computes to a shorter number beginning with that many zeroes. If the ultrafast computers consistently find a solution in less than 10 minutes, the math puzzle is too easy. In that case, the software adjusts to require a shorter number beginning with more zeros.

It is easy for Bitcoin software to make finer adjustments to the degree of difficulty. Between numbers beginning with 18 zeros and numbers beginning with 19 zeros, there are numbers beginning with 18 zeros and, for example, the number 5 or larger in the 19th position. Setting the requirement that the shorter number should begin with 18 zeros and then have a large enough number in the 19th position, Bitcoin core software can keep the time interval between blocks to approximately 10 minutes.

The degree of difficulty adjustment cannot adjust the time between blocks when there is a sudden rush of transactions. The math puzzle must not be made easier to accommodate such a surge. If that were the procedure, hackers could create a surge of dummy or small orders and trigger the reduction in degree of difficulty. The hackers would then have a slightly easier task to add fraudulent blocks to the chain. Rather, the degree of difficulty adjusts on the basis of previous time intervals. A sudden spike in transactions volume would overwhelm the network’s capacity to validate transactions but would not lower the chain’s integrity against hackers. A queue or backlog of transactions forms. Those transactions are processed, but the degree of difficulty will not be lowered, so the backlog might take many 10-minute intervals to work back down to its normal level.
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Digital Signature

Before the year 2000, signing legal or financial documents could be done only in person. The interested parties had to appear before a notary or a magistrate and present identification before a signature would be considered legally valid. In some jurisdictions, it was customary for the parties to a transaction to include their fingerprints. Digital signatures, a legal way of signing documents over a long distance or over the Internet, have emerged as an alternative means of facilitating this process, particularly in the realm of cybercurrency.

The requirement of physical presence, witnesses, and reliable methods of identifying the parties has traditionally been a barrier to transactions involving parties separated by long distances, living in different countries with country-specific legal procedures, or involving people with limited mobility. Advances in telecommunication have expedited transactions with quantum leaps in speed, but the full potential could not be achieved because data transmission speeds were not fast enough and because legal systems in most countries were hesitant to give full legal standing to digital transactions.

But protocols, called digital signatures, now allow signatures to be written onto images of documents. The reliability of the signed document is statistically unbreakable enough to satisfy both lawyers and insurance companies that sell coverage to lawyers.

The parties wishing to conduct a transaction via digital signature log onto their computers, sign into a restricted site, provide proof of identity, and are then cleared to transact. The commercially available digital signature services use a scan of each party’s signature and also require full proof of identity in accord with know your customer (KYC) and anti–money laundering (AML) standards.

In cybercurrency, digital signatures have always been the primary means of initiating and completing transactions. The share of digital signatures in transactions in the traditional financial system has been rising as well. Many bank loans and real estate transactions, for example, are signed digitally. Some passport applications can also be signed digitally, depending on the country’s rules. The rules are in flux, as digital signatures become more widely accepted.
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Dogecoin (DOGE)

Dogecoin (DOGE) is a cybercurrency coin, developed in 2013, that has subsequently become one of the top ten coins in widespread use. As of 2019, its market capitalization is $350 million, the circulating supply of DOGE coins is 120 billion, trading at $.03/DOGE. Its original use was for tipping users who create or share content on the Internet. Over time, it became used for more general purposes.

From its beginning, the DOGE user community was and remains nonmaterialistic. When its major account for holding DOGE coins was hacked on Christmas 2013, within a month the community had donated back the stolen amount in entirety. The issuers of many coins claim to have established foundations intended to fund worthwhile projects, but many have not done so. The creators of DOGE, however, have done so. One example of their philanthropy was raising money for the Jamaican bobsled team to afford to go to the Winter Olympics in 2014. Its foundation refers to DOGE coin as the “fun and friendly internet currency,” and the DOGE logo is a caricature of a cute, friendly dog.

DOGE was intended to be different from coins designed to increase in value; it was designed instead to make the cybercurrency system less dominated by a few big players. One design feature is that there is no maximum number of coins permitted, which prevents the coin from becoming rare and expensive. It is thus not an attractive or appropriate vehicle for speculative trading. Unlike many other coins, the ownership of DOGE is still not concentrated with a few people. In 2019, the DOGE coin was still finding new users, although even its advocates accept that it will someday become outdated.
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Double Spend Problem

Every cybercurrency needs to have a way of preventing users from spending the same money twice. In the world of fiat currency, if you have a $10 bill in your wallet and you give it to someone, you cannot give it to someone else. But if a cybercurrency is not carefully designed, it can be possible for a user to have coins in a wallet and spend them twice.

In the traditional financial system, clever people have found ways of spending money twice or of creating the illusion that money is in an account when it has already been spent. Those methods usually involved taking advantage of the delays in the clearing process. A person with money in his or her account could send a check to a recipient. That amount would sometimes be posted to the recipient’s account as good funds before the bank completes the procedure for actually collecting the funds from its source. The original person with money in the account could, in the meantime, send another check to a different recipient, in effect spending the same money twice. The scheme would fail sooner or later, but in the meantime a person who was careful to time the deposits and the mailing delays just right could keep up the illusion.

For cybercurrencies, payment processing usually involves sending tokens and then reducing the balance in the wallet. Some early designs, however, did not reduce the balance in the wallet quickly enough. In that case, as in the traditional banking system, the owner of the wallet could send the coins again to someone else. Both recipients would think they had been paid. It usually happened that the second payment order would fail, but the failure could take a few minutes to be posted correctly. In the meantime, if each recipient then spent the coins, the double spend could go on long enough to cause a string of failed trades. If the double spend did not fail, that would cause a different problem. The total supply of the coin would be larger than the stated total.

Bitcoin avoided this so-called double spend problem in a clever way. When owners of a Bitcoin wallet spend some of their bitcoins, the software sends the entire amount of bitcoins in the wallet to the recipient, and the recipient’s wallet then sends back the overpayment. For example, if a wallet has 2 BTC (bitcoin) in it, and the owner of the wallet sends 1.1 BTC to another wallet, the software sends 2 BTC to the recipient, and then the 0.9 BTC overpayment is sent back.

Neither the sender nor the recipient has any control over the payment process once the sender issues the order to pay. The recipient in the preceding example cannot receive the 2 BTC and then prevent the 0.9 BTC overpayment from being sent back.

The double spend problem was one of the conceptual challenges designers had to deal with and solve before a credible cybercurrency could be created. There are other solutions besides the one Bitcoin uses, and hackers have studied how each cybercurrency safeguards against double spending. A hacker who finds a flaw in the design can take advantage. But other experts will usually spot the flaw, and the creators of the cybercurrency will correct it.

It is a characteristic of the cybercurrency ecosphere that there is usually no punishment for spending the same coins twice. The entire cyber monetary system is unregulated. It is illegal to use cybercurrency to buy illegal merchandise but not illegal to take advantage of a design defect.
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Drug Trafficking

As long as the United States has had laws strictly controlling the flow of drugs, individuals and criminal organizations have illicitly trafficked and sold them. Since the beginning of the 20th century, the federal government has sought to crack down on illicit drug operations, but in spite of these efforts, the black market for controlled substances has continued to flourish.

From the time that the United States passed the first federal law restricting the flow of drugs into the country with the Smoking Opium Exclusion Act in 1909, smugglers have found ways to undermine control efforts. Within months of the passage of the 1909 Act, smugglers on the West Coast began bringing opium into the country illegally, smuggling it hidden in the recesses of ships that transported ordinary consumer goods. The 1914 Harrison Narcotics Act, which placed restrictions on transfers of opiates and cocaine in the United States, had the unintended consequence of scaring doctors away from legally prescribing drugs to addicts. This led many to turn to the black market for supplies, especially after the U.S. Supreme Court ruled in 1919 that the law forbade the prescription of maintenance doses of drugs to addicts.

Even though the Geneva Opium Convention of 1925 closed many loopholes that had allowed drugs that were legally purchased overseas to be smuggled internationally, the illicit drug traffic grew in the 1920s and 1930s, as organizations based in Europe, Latin America, and Asia worked to bring controlled substances into the United States. Often, traffickers would use diplomats as smugglers since they were less likely to be inspected when they entered the country.

Before the 1970s, the biggest drug smuggling operation was the so-called French Connection, which began business in the 1930s and supplied more than 90 percent of the illicit heroin that made its way onto U.S. streets until it was broken up. The French Connection was a collaboration between French criminal Jean Jehan and the Italian Mafia. The scheme worked by importing opium poppies from Turkey into southern France, where criminals ran laboratories that converted the opium into heroin. From there, French smugglers brought the drugs to the United States and gave them to the Italian Mafia, which distributed them on the local level. The French Connection accelerated its activities in the years after World War II, producing and smuggling increasing amounts of heroin. By the early 1950s, rates of heroin addiction were on the rise in the United States, fed in large part by drugs manufactured and smuggled through the French Connection.

The French Connection came to an end in the early 1970s when the U.S. convinced Turkey to stop growing opium, and the French police, in collaboration with U.S. drug enforcement agents, made a series of arrests that disrupted the operations of the drug ring. By the early 1980s, however, other smugglers began using French Connection networks, picking up where the syndicate left off by illegally importing massive amounts of heroin made from poppies grown in Iran, Pakistan, and Afghanistan into the United States.

With the dismantling of the French Connection, drug trafficking operations based in Latin America picked up. By the late 1970s, a syndicate led by Jaime Herrera-Nevares based out of Durango, Mexico, had a heroin smuggling operation, worth $60 million per year, active in several U.S. cities. In the early 1980s, the group established connections in South America and began dealing in cocaine as well. A two-year investigation of the Herrera-Nevares ring culminated in the arrest of 120 traffickers in 1985, and the leaders of the gang were arrested in Mexico in 1988. The Black Tuna gang, a marijuana trafficking ring that brought illicit drugs from Colombia into the United States through Miami, smuggled at least 500 tons of marijuana into the country in the late 1970s.

Around the same time, traffickers based out of Medellin, Colombia, began smuggling tons of Colombian marijuana and cocaine into the United States, helping feed the growth of cocaine use in the early 1980s. The Medellin Cartel was violent, engaging in bombings, kidnappings, and killings in both Colombia and the United States in order to stamp out potential threats to its operations. The cartel was also shrewd, masking its operations by becoming involved in the U.S. banking and import industries, and it even got high-ranking government officials, most notably Panamanian leader Manuel Noriega, to participate in its operations. The Medellin Cartel’s dominance over the Colombia-based cocaine trade came to an end in 1993, when Colombian police killed the group’s leader, Pablo Escobar. As had happened when the French Connection was dismantled, however, the decline of the Medellin Cartel did not mark the end of drug smuggling out of Colombia, as another organization, the Cali Cartel, quickly expanded to take over many of the drug trafficking operations that were once run out of Medellin.

Later, when leaders of the Cali Cartel were arrested in the 1990s, Mexican organizations emerged to fill the void, and, like their predecessors in Colombia, they became involved in large-scale violence and corruption. Such Mexico-based groups as the Amado Carrillo-Fuentes, Arellano-Felix brothers, Juan-Garcia-Abrego, and the Miguel Caro-Quintero organizations have become involved in the smuggling of heroin, marijuana, cocaine, and amphetamines into the United States. In addition, Asian and African traffickers continue to bring heroin made from poppies grown in Southeast Asia into the United States, while MDMA (3,4-methylenedioxymethamphetamine, commonly known as ecstasy) is smuggled in from Europe and Israel. Terrorist organizations such as Al Qaeda and rebel organizations such as Columbia’s FARC (Revolutionary Armed Forces of Colombia) are involved in drug trafficking as well. Domestic production of methamphetamines, marijuana, and hallucinogens also feeds a good portion of the illicit drug market in the United States.

Despite rigorous enforcement efforts, the U.S. Drug Enforcement Administration estimates that it is able to stop only a small fraction of the illicit drug trade each year, which brings in tens of billions of dollars. According to critics of U.S. drug policy, the continued prevalence and efficiency of drug smuggling operations is proof that the war on drugs is an unwinnable one and that the government should try different approaches to the drug problem, including increased funding for education, prevention, and treatment for drug abuse and addiction. Meanwhile, many states have loosened their laws on marijuana—and some of have legalized it altogether. As the legal marijuana industry has grown in America, much of the underground trade in marijuana has dried up. But other, harder drugs, from heroin to prescription medication, continue to be bought and sold on the black market in huge quantities.

One relatively recent complication in official drug-fighting efforts, meanwhile, has been the rise of cybercurrency as a transaction tool for drug sales. Indeed, law enforcement experts say that cybercurrencies have made controlling the flow of drugs more difficult. Cybercurrencies are much harder to trace than conventional fiat currencies like the U.S. dollar or the euro. What is worse for efforts to control drugs are so-called privacy coins, cybercurrencies that are designed to be anonymous and untraceable. The best-known privacy coin is Monero.

Efforts to control drugs have centered on interdicting shipments when they cross national boundaries. The other line of attack has traditionally been to trace the money involved in drug trafficking. That was difficult because drug traffickers often used cash—especially large-denomination bills like the US$100 bill. Carrying large amounts of cash made the drug trade famously dangerous and violent.

The combination of the Internet and cybercurrency makes the drug trade more sophisticated in terms of arranging transactions, tracking shipments, and making payments. The infamous Silk Road online marketplace offered a wide range of illegal drugs that could be purchased with Bitcoin, the most popular of the cybercurrencies. That site was shut down by the FBI and Interpol in 2013. Other similar websites continue to exist, however. Those other sites are open by invitation only and use encryption methods that are dauntingly hard to crack, so it is difficult to know how much of the current drug traffic is arranged on these by-invitation-only sites or paid for using cybercurrencies that are harder to trace than Bitcoin.
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Eavesdropping

Eavesdropping is an attack in which digital communications are intercepted without the knowledge or consent of at least one of the authorized parties. Historically, wiretapping has been the most common form of eavesdropping on criminals. In the digital world, however, eavesdropping takes the form of collecting personal or other important data—information about identity, bank accounts, and passwords, for example—from computer networks, websites, and other electronic sources. For data, special software programs, called “sniffers,” find and record this data. Once connected to a network or other source—whether legitimately or illegitimately—a sniffer collects the entire data flow, which can later be analyzed to locate whatever information is desired. Sniffers can be used as legitimate tools for detecting network problems, but they are often associated with illegal hacking activity.

For example, eavesdroppers using a sniffing program called Wireshark attacked Android smartphones in May 2011. They were able to view private data and steal, modify, and delete private calendar and contact data, as well as photographs stored on Picasa Web Album (an online photo album). Eavesdroppers carrying out such attacks have the capacity to change contact data and trick the victim’s contacts into sending sensitive data to the attacker masquerading as the victim.

The dangers of eavesdropping attacks are obvious. Eavesdroppers can collect such information as:


	Individual bank account information for online purchases or, worse, stealing money from the account belonging to an unsuspecting victim.

	Personal address and social security number information on victims (crimes can then be blamed on the victim).

	Other private and personal information that can be used to blackmail or otherwise gain leverage over the victim.

	Passwords to gain access to private parts of networks.



Eavesdropping can also be done in a more traditional manner by “listening” to phone calls made either on cell phones or over the Internet. In the case of Internet-based calls, known as Voice over Internet Protocol (often abbreviated as VoIP), hackers use specialized software designed to pick up and record the calls, then convert them to audio files for later analysis. In the case of cell phones, hackers need simply to activate the phone’s speaker function. For laptops, hackers can activate the microphone to listen to the speakers.

Cyber security tools to prevent eavesdropping can take the form of encrypting data, creating firewalls, using various antivirus tools, and training computer users, especially company employees in basic cyber security, such as using strong passwords, changing them periodically, avoiding downloading or opening unknown files, and recognizing spoof sites or phishing e-mails. Users should also send any sensitive information over the Internet using only HTTPS or SSH (a secure “shell” that is created to protect the message by automatically encrypting the data).
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Elliptic Curve Cryptography

Elliptic curve cryptography is a form of electronic cryptography that has been in use in many cybercurrency procedures for sending and receiving transactions. It codes messages in a way that is almost completely impossible to decipher or break.

Sending a message that is decipherable only by the intended recipient is the central challenge of cryptography. If an encrypted message cannot be deciphered by any attacker who obtains it, then the method of encryption is secure. This is critical in cybercurrency where the expectation of secure transactions is fundamental to its existence: Without secure transactions no one would use cybercurrency.

Many encryption methods have promised security, but most are breakable. One method that is relatively easy to use and very hard (or impossible) to break is elliptic curve encryption. An elliptic curve is a deceptively simple algebraic equation, such as

Y2 = x3 + x + 7.

This simple equation, which looks like high school algebra, has a useful property. Using a large number as the input and following simple computational rules give a result that cannot be reverse-engineered; that is, knowing the output does not give an attacker a path back to the original input.

The message to be encrypted through elliptic curve cryptography is first converted to a string of binary digits, zeroes and ones. This string is then converted into a different string using a method called “modulo arithmetic.” The conversion is tedious by hand but easy for a computer, involving no more than repeated addition and other simple operations. The resulting string of digits is then used as the x value in the equation. The output of that calculation is the encrypted message.

An attacker who obtains the encrypted message cannot infer the original “in-clear” message because the computational steps cannot be reversed to give a single result. Instead, an almost infinite number of input strings could have produced the output string that the attacker obtained.

For those interested in the mathematics of elliptic curves, they start simply, with tangent lines and the calculation of points in space where lines will intersect. But the more general forms of elliptic curves and the proofs that the methods give the desired results require knowing the mathematics of finite fields, an advanced topic.
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Encryption

Encryption is the process of encoding a message written in clear or plain text and transforming it into a message unintelligible to anyone who does not have the password or the keys to transform the message back to the original text. The process of transforming the clear message into the coded message is encryption. The process of transforming the coded message into the clear or plain text version is decryption.

It sounds easy to start with a clear or plain text and turn it into a coded version that only the intended recipient can decrypt. A substitution technique—substituting a different letter of the alphabet for each letter in the original—is one obvious encryption method. Each letter of the clear message can be replaced by the next letter of the alphabet. In that case, the clear message “Admiral demoted” would become “Benjsbm efnpude.” However, the encrypted message would be unintelligible but not impossible to decrypt. Mary, Queen of Scots, used a simple substitution cypher to send messages to her allies in France, and her letters were intercepted and decrypted. The letters showed that she was plotting to overthrow Queen Elizabeth. If she had used a more sophisticated encryption method, her plotting might not have been discovered.

In the modern era, encryption methods have become more complex and much more secure. Such methods are essential for many types of transactions conducted over the Internet. In the realm of cybercurrencies, for example, encryption is a routine part of all protocols. No message is ever sent in clear or plain text. Instead, the messages are converted into short strings of numbers and letters, making the messages secret and also briefer. They cannot be read by anyone who eavesdrops or intercepts the message. The message also costs less to send and arrives sooner because it is shorter.

No encryption method is completely unbreakable. The methods in use today can, in theory, be “cracked” by someone who uses enough computing power. Trying trillions or quadrillions of possible solutions will, in theory, reveal the clear or plain text. But the amount of computing power that would be needed is so immense that it exceeds the combined processing power of all the computers that have ever been built. That might sound comforting, but techniques based on quantum mechanics might someday be able to decrypt every message that is encrypted using current techniques.
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Ether

Ether is the second most heavily traded cybercurrency, launched in 2015 by a 21-year-old Russian named Vitalek Buterin. Similar to Bitcoin, it is used as a form of cybercurrency. It was the currency exclusively used in initial coin offerings (ICOs) during the 2017 cybercurrency boom. That wave of new entrepreneurial businesses, many of which obtained financing via issuing tokens that investors bought with ether, is what brought widespread attention to Ether, sometimes more formally called Ethereum.

When Buterin launched an ambitious concept that he called the Ethereum Virtual Machine in 2015, his vision was to usher in a big increase in the scope and possibilities that could be implemented with cybercurrencies. The system he launched included a second-generation cyber currency (bitcoin was regarded as first generation), meant to trade among members of a community who wanted to improve services and quality of life all around the world. His design included a fund, the Decentralized Autonomous Organization (DAO), that would finance socially beneficial projects. The overall design of the Ethereum Virtual Machine was intended to create a community of sophisticated, civic-minded people who would propose and implement a wide array of projects. Some of the projects would be designed to recoup their costs and earn profits; others would be purely altruistic. Ether was the cybercurrency that this community would use.

The coin (sometimes called the “native currency”) of the Ethereum Virtual Machine is called ethereum or ether (ticker symbol ETH). The coin had design advantages over bitcoin, especially with a rapidly changing math puzzle to be solved (called “mining”) in order for the transaction to be properly recorded. Ether was intended to have a less costly procedure for validating transactions. For most time periods since 2015, the validation procedure has been less costly and less controversial.

The design of ether was also intentionally different from Bitcoin’s in its rule for increasing the supply of ether over time. The supply of ether grows every year; in the early years, it grew rapidly, and in later years its growth slowed down. In its first year of existence (2015), the total supply grew 22.4 percent. In the second year, the growth rate dropped to 18.1 percent. By the tenth year (2025), the rate of growth is projected to be 7.0 percent. In year 38, it hits 1.9 percent. And in the 64th year, the growth level of 1.0 percent is reached, where it is to remain from that point forward. Unlike Bitcoin, the supply of ether does not reach a maximum.

Ether was not an instant success. For much of its first year, it traded below its initial price and had some days of low trading volume. But over time, recognition grew that Vitalik’s design allowed individual entrepreneurs to launch their own projects that would operate using ether, in accord with an agreed-upon consensus protocol. Those entrepreneurs began launching ICOs, issuing utility tokens or equity-linked tokens of value that traded on the exchanges that supported ether. Many people bought ether because they needed it to invest in the new projects that entrepreneurs were launching.

One notable feature of Vitalik’s design was that each project would have its own DAO-type Foundation, initially a fund of tokens—a sort of discount coupon or fractional share of ownership like a stock—reserved for socially worthwhile projects. Conventionally, the Foundation held 15 percent of the tokens created. Most projects were not planning to use any of its Foundation’s tokens, however, until the project had reached some level of full operation and success. Few have done so as of mid-2019, for most projects under way are still considered to be in their infancy.

The DAO was to be a central feature of the Ethereum Virtual Machine. It included a committee to evaluate proposed projects and decide which ones to fund; it raised millions of dollars’ worth of ether. Its disbursements were to be via a smart contract—similar to regular contracts but permitting the alteration of payments based on future events—written in computer code. Regrettably, the smart contract code for the DAO had a flaw, which a hacker exploited to steal a great amount of the DAO master account’s funds.

After remedying the flaw in the smart contract, the creators of ether rolled back the chain of transactions to the moment before the hack. None of the holders of ether lost their money, even if they had invested it in the DAO. This was a fork, or split, in the chain, creating two separate ether chains. The main chain operates from before the hack, skipping the subsequent transactions. That chain kept the name Ether. The other chain, which allowed the hacker to keep the stolen money, is a continuation of the chain after the hack. It accepts the patch in the smart contract that stopped the hacker before the entire DAO wallet was drained. The coin that trades on that chain is called Ethereum Classic.

Some users of ether, however, felt that the fork should not have been implemented. They argued that rules were rules and had to be obeyed, even if the results were distasteful. The ensuing controversy over the correct response slowed the rise of ether but ultimately did not derail its growth. In 2017, hundreds of entrepreneurs launched projects that were funded by ICOs and that were funded with ether and were, in the aggregate, wildly successful. Many products that needed US$1 million in start-up funds made their budgets assuming the price of ether would be in the US$5 to US$7 range. The market price of ether then shot up, reaching US$1,500 by the end of 2017 and the beginning of 2018, greatly increasing the funds held by these start-up projects (incidentally making Vitalek the world’s youngest cyber currency billionaire).

The price rise became a virtuous circle. As one ICO after another was launched, investors subscribed to the offerings and also bought ether so that they could subscribe to even more ICOs. The projects that were funded received amounts of ether that would have been sufficient to implement their business plans even if the price of ether had remained at $5 or stayed below $10.

The entrepreneurs who launched the ICOs found themselves in possession of amounts of ether worth ten or a hundred times what they needed. They then had to decide what to do with the ether their ICOs had garnered. Many of the entrepreneurs decided to hold the ether, selling only a few at a time as needed to finance their business plan. Others spent much of the money to little effect, making their designs more elaborate, even before the potential user base had shown much desire to use the services that these projects were to offer. In addition, some of the promoters of these entrepreneurial projects were accused of squandering or stealing large amounts of the money that their initial offerings raised. Many others used some ether to subscribe to new ICOs being launched. The result was that the demand for ether was great, and, as the price rose, the supply remained inadequate to satisfy the demand.

In early 2018, regulators in several countries became alarmed at the public’s fascination with ICOs. Securities regulators began issuing warnings, and then several countries began to outlaw or restrict ICOs. The price of ether began to decline, and the rate of ICOs slowed down. The whole experience was criticized as an example of crowd behavior—similar to the dot-com boom of 1999—with gullible people falling victim to a collective mania. But many start-up projects were funded and continue to operate, and cybercurrency experts and enthusiasts are still waiting to see if the Ethereum Virtual Machine will ultimately live up to its potential.
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Ethereum Classic (ETC)

Ether, the coin used in the Ethereum Virtual Machine environment of cybercurrencies, exists in two variations. Before 2016, the ether coin existed in only one version. After a hacking crisis resulted in the theft of 3.6 million ether that year, however, a controversy erupted among the users of ether about how to respond. The result was that after a specific date, the ether blockchain split into two chains: Ether Classic (token symbol ETC) and Ether (ETH).

After the theft, the Ethereum community debated how to respond and divided along libertarian lines. The minority view was that this kind of loss was an inherent risk that users should be prepared to suffer. A majority, however, consisting of advocates and experts close to the project, including Ethereum’s creator Vitalek Buterin, disagreed. They decided to start again from the transaction immediately before the hack, restoring the original value of accounts before the hack and returning the stolen funds to their prehack owners. This created a fork—the creation of two chains and two coins from one—with the original Ethereum continuing from before the hack, and Ethereum Classic referring to the chain of transactions that included the hack.

This fork was controversial and stirred up considerable debate. Some Ethereum users, including Vitalek Buterin, went along with the new chain, while some others insisted on staying with the classic Ethereum chain despite the theft. Those traditionalists still continue to mine and support the original blockchain, which came to be known as Ethereum Classic (ETC). Most users went with the new chain, mining and supporting Ethereum (ETH). Ethereum itself is by far the more valuable of the two, by mid-2019 trading above US$150 with almost US$5 billion in transactions per day, but Ethereum Classic (ETC) continues to be used, especially by those who disagreed with establishing the fork. In mid-2019, ETC was trading above US$5, and its trading volume was more than US$0.25 billion in transactions per day.

Ethereum Classic advocates are strong believers in consistency, reading rules, and living with their consequences. In their perspective, forcing ETH to recover the hack victims’ money contradicted their ideals of immutability, one of the core principles of blockchain.

Ethereum Classic (ETC) has no clear leader or figurehead, possibly to reflect their ideals of decentralized decision making. However, a spokesperson for those traditionalists emerged in the person of a software developer who goes by the name Arvicco. “Code is law” became a credo of ETC, and Arvicco provided a representative traditionalist perspective on the Ethereum “fork” and ETH proponents when he stated, “Why does this theft get a special treatment, and the other thefts don’t?”

The ETC supply is expected to continue to grow slowly until 2025, at which time a proposed supply cap of 210 million coins would take effect. As of mid-2019, total supply is 110 million coins. ETC has traded in a wide range, though not as wide as the trading range of ETH. ETC’s price has been as high as US$40 and as low as US$4. ETC has a market capitalization that has been in the US$1 billion to US$4 billion range.
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Ethereum Virtual Machine

The formal name of the project that Vitalek Buterin launched to improve on Bitcoin by supporting a wide range of possible applications is the Ethereum Virtual Machine. It is based on a cybercurrency called ether (ETH). It allows users to transact in more ways than they can do with Bitcoin. It allows tokens to be created that can be bought with ether and sold for ether. It also allows so-called smart contracts, i.e., sets of instructions governing how transactions in the future will be authorized and executed if specified conditions are satisfied. The Ethereum Virtual Machine has been the environment is which many new tokens have been launched and has become the second or third most widely traded cybercurrency in the world. In the Ethereum environment, as it is known colloquially, people can launch projects that aim to achieve innovations, such as launching new, original ways of handling commercial transactions, creating shares of assets that can be traded, running betting sites, improving security for users, and other services.

Ethereum uses a validation procedure similar to that of Bitcoin, the best known cyber currency, but the math puzzle that miners (operators of ultrafast computers who compete to earn fees for validating transactions) have to solve is different. In Bitcoin, miners need to have ultrafast computing power, but the puzzle-generating algorithm remains the same. In Ethereum, miners need more flexible computing power than they do when they are mining Bitcoin because the algorithm for generating the math puzzle that has to be solved changes roughly every 48 hours. That difference was intended to keep Ethereum from triggering the costly virtual “arms race” that Bitcoin mining has become. The objective was to design a validation procedure that uses general-purpose computers, not the ultraspecialized computers that have been developed for validating Bitcoin transactions. General-purpose computers are still useful for other applications after they are obsolete for validating Ether transactions. In contrast, computers designed to validate Bitcoin transactions are almost useless after they become obsolete for Bitcoin.

Ethereum also has a different formula for creating more ether. The total amount of ether grew rapidly at first, as did the supply of bitcoins. After the first years, the total supply of ether grows more and more slowly but never reaches an absolute upper limit. The supply of Bitcoin, in contrast, grows more and more slowly and then ceases growing when the total number of bitcoins reaches 21 million. It is an important feature of both these very successful coins that they are designed to become scarcer as transactions increase and time passes.

The Ethereum Virtual Machine is a concept that has become real. It is the network of computer servers that runs Ethereum software. Each server in the network is in communication with at least one other, and by that pathway is in communication with all the other servers. Each computer in the network puts on offer the transactions that have been initiated, takes note of which miner won the contest to record the next block of the chain, and then updates its copy of the chain.

A major feature of the Ethereum Virtual Machine, compared to Bitcoin, is its capability of running so-called smart contracts. In Ethereum, users can write sophisticated sets of instructions, embed those in a smart contract, and then run the smart contract on the Ethereum Virtual Machine. The smart contract will enter into force everywhere throughout the many servers in many countries that are on the network.

The combination of smart contracts and servers widely dispersed all around the world has proven to be of considerable appeal. Many people saw that they could create their own communities, which would operate according to rules the founders promulgated. Each group of people could create a token running on the Ethereum Virtual Machine. Groups issued the tokens to founders, backers, developers, and others, then bought the tokens, paying ether or bitcoins. Some of the tokens were so successful that traders began buying them, hoping that their prices would rise.

The number of projects using Ethereum-based tokens rose quickly. The demand for Ether far outstripped the supply, and the price of Ether skyrocketed. There were soon hundreds of new projects issuing Ethereum-based tokens, then tens of thousands, trading on the Ethereum network. For a two-month period in 2017, initial coin offerings in the Ethereum environment raised more money than conventional venture capital placements.

The Ethereum Virtual Machine lived up to its ambitious goals. It facilitated the financing of a huge number of innovative projects, many founded by people in countries where conventional financing would never have been forthcoming. It has created a space where innovators can launch their projects and see how they do. Those projects have already made their mark, and more projects will be launched.
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Fashion and the Arts

The businesses of fine art and fashion have always been plagued by two problems that can potentially be solved using specially designed cybercurrencies and blockchain validation procedures. One problem has been that it is often beyond the reach of an individual or a museum to buy a work of art by a famous artist or designer. The second problem has been fakes and knockoffs. In the world of fine art, fakes have been sold as authentic, even to sophisticated buyers. In the world of fashion, copies of designer-original purses, dresses, and gowns have been sold without paying royalties to the designers.

In the late 2010s, cybercurrency penetrated both the fashion and the art markets. An example of this was 2018’s art auction of a 49 percent ownership stake of Andy Warhol’s 14 Small Electric Chairs (1980), a piece of art. Bidders did not buy the entire 49 percent; they bought fractional shares. Those fractional shares were recorded on a blockchain, so that owners could buy and sell them without fear that the shares would be counterfeited. Ironically, Warhol’s famous painting reflects the zeitgeist of the contemporary cryptocurrency environment, with its multiple divisions of colors and similarity of patterns repeating themselves rather anonymously and transparently—as if they are nameless blocks in a decentralized ledger. Warhol would have probably been fascinated by the image of cryptocurrency weaving a repetitive pattern in blocks linked by a chain. He would have had to be far ahead of his time, however, to imagine a new wave of innovations that is penetrating the multi-billion-dollar art and fashion markets.

How do cryptocurrency and the art and fashion markets work together? In the Warhol transaction, the bidders paid for fractional shares of the 49 percent ownership by paying cybercurrency coins and tokens of different kinds (bitcoin, ethereum, and one token especially created for the cause). At the same time, the custody of the art remained with the original holders of the work, so that a new fractional owner of the work, having purchased a titled share of it, could visit the art upon making a request to the custodian. Some observers believe that this process is bound to open up new business opportunities for both investors and collectors, as well as for art lovers in general.

The way the accounting works is that fractionalized purchases of works of art are tracked in the blockchain through a decentralized and widely distributed transaction recording system (a ledger that receives a unique time stamp for each transaction “block”), offering a new form of access to art for those who before could not afford it. The transparency of recording of such transactions, verification (which takes place in the mining process by solving each crypto “puzzle” for a new block), and authentication of title and provenance, as well as so-called smart contracts (coded contracts replacing more traditional legal sales contracts) are all an integral part of this token or coin package and equation. Advocates of these types of investments assert that, in this evolving investment environment, Apple or Google stock will not have any more intrinsic value than ownership in works of art by Basquiat, Warhol, or Mondrian.

Proponents say that with every such sale, and every time there is an exhibition or an effort of conservation of the art, the provenance automatically updates in real time by simply taking a cold hard look at the time stamp of the singular block in the chain tracking that particular piece of art. Thus, more and more verifiable history is created each time there is an event.

In terms of added value for business, the potential increase is substantial. Using tokens has the potential to cut out the intermediary, who traditionally holds the centralization function of the art trader of galleries or auction houses and dealerships. Another way that these innovations can create value is in art auctions. The intermediary can be replaced, at least in part, by a decentralized and distributed digital ledger that does not claim commissions. A new platform that facilitates such operations would still take listing fees and transaction fees. Such digital platforms, despite not completely replacing the art dealer, are making serious inroads into the traditional art markets. For example, a new Generation Z P2P (peer-to-peer) digital art monetization strategy has become increasingly visible in the art world. Proponents say that investing in art has become much easier through such vehicles and that these vehicles will make art more accessible to all.

Such innovations are well explained in whitepapers whenever a new art token or art cyber token appears. White papers (documents describing new cybercurrency projects) and business plans can give parameters regarding the scope of each art token.

Yet, despite the various benefits of such a decentralization protocol, issues remain. One is that the fractionalization (and therefore liquidity) of the art market are still possible without actually using blockchain or cryptocurrency. Second is that coding cybercurrency and blockchain applications is still such a jargon-filled science that many people will continue to distrust its potential to make life more open and transparent. The perceived novelty and complexity of blockchain protocol still loom large in some people’s minds and offset the advantages of anonymity and privacy. Concerns also remain about the enforceability of smart contracts (sets of instructions that are recorded in such a way that they cannot be altered during the life of the contract).

To provide two examples of what is already being used, the most well-known digital art objects tradable today are crypto kitties and crypto punks. These are indeed quite popular, even to the extent that there are now museums that host real-life exhibitions of this digital “art.”

And clearly such digital art is tokenized so as to create low-priced tradable assets. They do not look very artsy but are owned, bought, and sold as separate individual iconic images with all rights and protections attached.

Each punk and each kitty is different from any other, and normally Ethereum is used to buy and sell them. So—like Pokemon or baseball cards—each item starts to take on a life and value of its own while its provenance changes and changes again, the great advantage being that the provenance is going to be perfectly traceable through each block (i.e., a time stamp in the digital decentralized ledger for each transaction) that gets added onto a previous block so that a long “chain” of verified transactions (and therefore a timeline) of the item will become visible. Every picture (art-bit) starts taking on a story of its own.

ART COIN

Art coins or tokens will be useful and possible in either of two cases. First, in the case that the real art asset is in actual custody (like gold held in reserve as collateral for trading in the secondary market), O2O (online-to-offline) tokenization and therefore monetization become possible. The second case has to do with the crypto collectibles; the art itself is digital, so a direct relationship between a decentralized distributed ledger and the digital “art” as an asset can be established.

But what about the remainder of the art market? How can a direct link be created between computer code and real physical art that is not in custody but that moves around the globe freely being appraised, valued, and prized for its peculiar investment value or beauty? Some cybercurrency enthusiasts believe the answer lies in the creation of a digital tokenized trading platform.

A key challenge in the creation of such a platform is to ensure that the piece of art is and remains directly linked to the token or the coin. If the art is not in custody, how can one be sure that none of it was stolen or exchanged for a fake? Thus, the old conundrum still applies regarding how to deal with the obscurity of provenance and title (authentication) of art. Even though an update in the blockchain may very well be perfectly traceable, this does not guarantee that the real-life art asset underlying the digital transaction update is also the same thing that is currently moving through the blockchain, embellishing its value and its international social credit.

How, therefore, to attach a hard art asset to a soft code? That is a central issue in Internet commerce in physical, tangible goods. Nevertheless, there are now digital platforms that are trying to accomplish this very feat. These platforms seek to supplant the traditional primary art markets by offering all types of digital coding and protocol benefits by the simple use of blockchain:


	Authentication, verification, and anonymity of the transactions

	Perfect registry

	Reducing the fees and commissions of art dealers and “experts”

	Sidestepping the gallery and the auction house (trade-it-yourself)

	Faster circulation of artwork

	Inventory management



Artists can now approach collectors and patrons directly without having to deal with agents, studios, fairs, dealers, exhibitions, and experts. At the same time, future investors can seek to support artists by funding the art through buying their work directly (either in whole or in part). Advocates believe that this has the great potential to become a new form of capitalization for the arts in the same way that great artists of yore were once supported by admirers, merchants, and patrons. Dealers will not be as necessary in such an environment, and limited art editions will be offered on the fly as customization is automated. Visionaries see a future in which free exchangeability is inevitable on a P2P (peer-to-peer) art exchange.

FASHION COIN

While the development of a token- or coin-based art market may lead to art trading advantages and more investments and funding for the arts, can similar platforms perhaps be devised for the fashion industry? After all, there are parallels between the creation and design in fashion and the creativity that makes for art. Works of fashion often are created in small studios and small artisan shops and are similarly funneled through different primary markets before reaching a final consumer. There are few examples of blockchain-induced trading in fashion, but white papers treating such ideas exist. Moreover, the world of fashion is well-known for its insatiable and immediate demand for access to the latest creations. Today, garments being worn in the morning by an influencer or being newly introduced by a brand in the afternoon are in demand by fashionistas on the very same evening for a soirée. Indeed, in fashion timeliness and access are highly prized assets.

Will it be possible therefore to directly link fashion consumers to their most wanted on-demand fashion by means of cryptocurrency and tokenization? Some enthusiasts believe that the democratization of the fashion market by means of fashion coins will make possible a more direct communication between brands, influencers, and consumers, who would no longer have to go through a website but who could simply download the latest fashion trading app. In this fashion P2P (peer-to-peer) scenario, prices would be instantly adjusted (and may thus decline), limited editions of collections would be widely available, brand or designer signatures would become uniquely tradable, and customization to suit an individual customer’s whim may be provided. All those features might be available to people who use a particular fashion coin.

This would mean that there would no longer be fast fashion, like Zara or H&M, but actual instant fashion. One would stay ahead of the trend by having personal and private access to brands, designers, and influencers. As it is with art, a secondary market can be created for investors who like buying into fashion collections, where traditional brands would benefit by the possibility of additional capital for collaboration projects (such as Louis Vuitton X Supreme) and whereby young creators who have no capital at all could have their projects funded right out of fashion school.

These scenarios, however, are predicated on purchases of fashion cyber coins that go along with the collections. Such cyber coins are in their infancy, still untested, existing mostly at the proposal stage. A full solution will have to show how the whole process would work, so that confidence in the underlying crypto can grow. Advocates of such systems quote the mantra, “If you build it, investors will come.”

Proponents of these platforms contend that they will enable people to buy and trade fashion directly from smartphones and no longer need to work through traditional websites or shops and malls. Your phone will become your market of choice as you trade fashion collections directly P2P (peer-to-peer) through an application rather than by buying on a site. And rather than paying in dollars, you will be making contributions to the good cause of fashion in the form of buying fashion-asset-based tokens.
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Feint

A feint is a maneuver by an individual or a collection of people designed to deceive an observer or opponent into believing and preparing for one movement or action but surprising them with a completely different one. In manipulating the price of a cybercurrency or a token, for example, the group initiating the manipulation might undertake a variety of misleading or deceptive maneuvers, any of which might be considered a feint.

The purpose of one such feint is to buy a coin or token at a low price, then artificially inflate the price, deceiving other market participants into buying at that inflated price so that the manipulators can then sell their holdings at a profit. In this case, the manipulator would begin the buying campaign by acquiring much less of the cybercurrency or token than the amounts they ultimately intend to purchase. They would begin by buying a large amount at a low price, then execute a number of smaller purchases at the same or similar price. Making these purchases from different accounts can add to the deception, making others believe they are seeing a well-founded and legitimate price rise. Manipulators may also heighten the deception by circulating false rumors intended to either depress or elevate the price. At this point, individuals deceived by the feint may begin buying. After enough buyers have been deceived by the feint, the manipulating group executes large buy orders, and the price rises rapidly. Those who are deceived then buy at a rising price—only to have the manipulating groups launch a sell-off, taking their profits from the feint that they have successfully carried out.

Manipulations such as this can dramatically increase price volatility without any change in the value of the underlying business that sponsors the coin or token. Although such feints are believed to be a frequent occurrence in the world of cyber-currencies, these abusive trading practices have proved difficult to detect or document. Losers feel the sting of the losses but have no recourse in this unregulated environment. Other investors, meanwhile, may be discouraged from participating in cyber-currency trading at all upon hearing of such unscrupulous practices.
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Fiat Money

“Fiat money” is a term used for paper money issued by a modern government, such as the American or Japanese government. The word “fiat” is the present subjunctive of the Latin verb ferre, which means “let there be.” Fiat money is created by decree: A legally constituted authority stamps pieces of paper and decrees that those pieces of paper are money. Examples of fiat money are the U.S. dollar, the Venezuelan bolivar, and the euro. Fiat money is now the dominant form of money in mainstream use. Gold and silver coins can easily be debased and ordinarily are in such short supply that it is difficult to provide means of payment based on those rare metals. Fiat money allows the prudent creation of a means of payment commensurate with the size of the economy and the level of activity that can be constructively supported.

Fiat money is, however, vulnerable to inflation and devaluation. To guard against these dangers, fiat money can be issued prudently by central banks so that it does not lose its purchasing power. Countries that are known for prudent monetary policy include Singapore and Switzerland. Fiat money can also be issued imprudently, causing it to lose its purchasing power. Famous examples are Germany in 1921–1923 and the Confederacy during the U.S. Civil War of 1861–1865. In those cases, inflation reached such heights that it rose to a level called hyperinflation.
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51% Attack

In the original specifications for Bitcoin, Satoshi Nakamoto, the pseudonymous creator of Bitcoin, set up a procedure for validating new blocks of transactions. A vulnerability in this procedure, however, has attracted attention and controversy.

The rule in Bitcoin is that consensus of a simple majority (51 percent) of the computer servers that are involved in validating Bitcoin transactions, weighted by their hash rates (their power to solve the math puzzle), is sufficient to validate a block. In this procedure, when a miner solves the math puzzle, it is shown to all the operators running computer servers that validate Bitcoin transactions. Each performs a simple, quick test to verify that the solution is correct. If 51 percent of the computer servers acknowledge that the solution is valid; the puzzle is solved. At that point, the successful miner can record the new block, collect the reward of bitcoins, and collect the transaction fees for the transactions in the block. Then the block is added to the blockchain, and all the nodes update their current version of the chain.

If some of the transactions in the block are fraudulent, node operators can try to reject the new block. However, if some individual or group controls 51 percent of these nodes, the protesting nodes could be outvoted. That individual or group could hijack the process, validate one or more blocks of fraudulent transactions, and add them to the blockchain. This type of action is known as a “51% attack,” or “51% catastrophe.”

This is a serious weakness in the Bitcoin protocol because, on many occasions, groups of miners have owned more than a 51 percent market share of the validation process. If some miner group gains majority control and then uses that advantage maliciously in order to record blocks of fraudulent transactions, it could divert money to its members. It could spend bitcoins, obtain goods or services or other cybercurrencies, and then reverse the payment in a later block. The malicious group would thus secure possession of the goods, services, or cybercurrencies in a way that would be impossible to reverse.

The malicious group could also ostracize one or more accounts holding bitcoins by consistently excluding transactions from them in the blocks it is validating. The owners of the ostracized accounts would be unable to transact and so would be effectively dispossessed. The owners of the ostracized accounts would be able to use this money only after the 51 percent group loses its outright majority power.

As of mid-2019, no serious accusations had been made that groups of miners abused the majority power in that way. There was a case involving Bitcoin Gold, a minor offshoot of Bitcoin, but no reported cases involving Bitcoin itself. It is frequently alleged, however, that large operators have abused their power in a different way: manipulating Bitcoin’s price. Large operators, sometimes nicknamed “whales,” are frequently accused of price manipulation (rather than flagrant acts of fraud) by orchestrating coordinated waves of buying and selling. The contention is that they are already making large profits by manipulating the Bitcoin price; if they committed outright fraud, they could destroy confidence in Bitcoin itself. This could in turn trigger a widespread abandonment of Bitcoin, so the whales are unlikely to be so shortsighted.

In one 2014 case, for example, a mining consortium did gain more than 51 percent of the market share of the validation process. Rather than abusing it for its own short-term advantage, the consortium voluntarily lowered its market share and stated that it would, in the future, hold its share below 40 percent of the total. But the possibility still exists that a malicious group, acting in collusion, could record and legitimize fraudulent transactions that would then be impossible to reverse. The implication is that the Bitcoin validation procedure is inadequate.

Other validation processes that have been proposed or implemented for other cyber currencies are vulnerable in some unlikely or purposefully crafted scenarios. These alternate validation procedures are perhaps not as vulnerable as Bitcoin to this particular threat. Other cybercurrencies, such as Ether, can also be vulnerable to a 51 percent attack. Procedures can be designed—and have been designed—that do not rely so precariously on the enlightened self-interest of other participants. In general, though, it has proved difficult to design a validation procedure that accomplishes reliable security with few vulnerabilities and without consuming disproportionate resources.
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Financing Terrorist Organizations

Cybercurrency has been used to expedite transactions across borders and to evade exchange controls and taxes. Cybercurrency has also been used increasingly to make loans to borrowers who use the loans to finance their businesses. Some loans are disclosed to local tax authorities, and some are not. These attributes and uses of cybercurrency make it enticing for terrorist organizations that cannot or dare not use conventional, regulated financial systems.

One illustration of how terrorist organizations can use cybercurrency came in 2018, when investigators reported that a New York woman used Bitcoin to send the equivalent of US$150,000 to the terrorist organization ISIS. Other reported uses of cybercurrency have been to ransom kidnap victims or to finance other terrorist organizations. Recent publicity has focused on ISIS, which serves as an example in this discussion.

ISIS, the organization that seeks to create a modern-day caliphate in the Middle East, has metamorphosed from ruling territory to conducting guerrilla warfare. As ISIS retreats back into its previous role as a terrorist collaborative, an important question is how the organization will finance itself after losing territory and tax revenue. Assuming that ISIS will keep control of the funds it has, another important question is how it will manage the funds it holds and what annual income it will earn from lending or investing those funds. Cybercurrency makes it possible for ISIS to earn income by lending money in the underground economy.

The economic dimensions of ISIS have been analyzed with the greatest emphasis on the physical economy—control of oil fields, smuggling of ancient artifacts, and the costs and difficulties of acquiring and moving weapons and other goods through war zones. The financial dimensions are also worthy of scrutiny. Estimates of the size of ISIS’s coffers vary widely. A frequently cited range is that ISIS holds financial assets worth between US$500 million and US$1 billion. Its current obligations to pay its soldiers and staff and to deliver services are drastically reduced since it does not control any territory. The challenge for ISIS is how to preserve the capital it holds, make it grow, and use it to fund activities deemed core to ISIS’s mission.

ISIS benefits from its knowledge of traders and trading practices in the regions where it has operated. Historically, many of the wholesalers and retailers in those regions are excluded from obtaining capital from formal institutions despite being creditworthy. Having no better alternative, they look to the informal sector for funds. This sector is appealing because it allows those small business owners to evade regulations, taxes, and corrupt officials. With the destruction of formal economies in the ISIS regions, the opportunities for informal lenders has grown. ISIS can step into that void, make loans, invest in local businesses, and earn high, tax-free returns. For example, ISIS or one of its local operators can lend short-term, high-interest loans to local merchants to finance goods in transit. This is typically the only type of loan available to merchants and tradespeople in these regions. The customary reasons for the high rates include default risk and high costs of administering the loan, in addition to the profit on the loan. ISIS could charge rates just as high as what other informal moneylenders charge, but ISIS would have much lower costs because it could use loyalty and capacity-to-pay criteria when making loans and rely on blockchain money transfer, which makes tracking and validating payments easier. Moreover, ISIS’s reputation for ruthlessness lowers default risk. The rise of cybercurrencies and untraceable “privacy” coins is regarded as a boon for tradespeople who want speed and to maintain a low profile for their transactions. Cybercurrency also combines well with the hawala network, a traditional mechanism for moving money in the Middle East. As a consequence of all these factors, some experts believe that ISIS can generate more than US$100 million per year from its portfolio.

If this assessment is correct, can the world starve ISIS of funds? This is a next-generation challenge for policy makers. Depriving ISIS of territory will not be enough. Shutting down the informal financial markets will be impossible. Cybercurrencies move around obstacles, instead of remaining blocked by them. Worse still, any effort to throttle informal finance will be counterproductive because informal funding keeps the wheels of commerce well-oiled in many developing countries. Shutting that down would create hardship, cause economic meltdown, and fuel more, not less support for ISIS and other radical organizations. Moreover, shutting down hawala markets is not being considered as a serious possibility. It is also important to note that some cybercurrencies are designed to facilitate truly anonymous transactions, not just the quasi-anonymous transactions achievable through coins like bitcoin or ether.

Innovations in the cybercurrency world have already frustrated the possibility of starving ISIS of funds. Any other underground organization can also handle its finances in this covert fashion. To protect itself from militant organizations, the world will have to take other measures.
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Fork

A fork is a split of a blockchain into two chains. This may occur by intention but also by malicious activity.

After a blockchain has begun, new blocks are added one by one, and the blockchain keeps getting longer. The server groups, or nodes, that maintain copies of the chain keep updating their copies. They cross-check their copies to make sure that all the nodes have the same data.

On occasion, however, two competing blocks are simultaneously put forward to serve as the next block in the chain. This can occur, for example, if two different miners solve the mining puzzle at the same time. Each has a legitimate right to add the block it is presenting to be the next block in the chain. The two blocks being put forward are not the same; each one has a slightly different set of transactions in it. The transactions are not the same because miners assemble the blocks they put forward, gathering together the transactions ready to be mined. The miners do not include the same transactions because they do not use the same inclusion criteria.

This series of events creates two versions of the chain, both the same in every way but only up to the latest block. Two distinct chains emanate from the previous single chain, creating a temporary “fork.” In subsequent rounds of transactions, both chains can become longer, but the two chains typically grow at different rates. Miners add blocks to one chain more than to the other. At that point, the longer chain generally comes to be regarded as the more valid or legitimate one. The other chain withers from lack of support, bringing an end to the temporary or “soft” fork that was created.

However, forks can also be planned. These are called “hard” forks, and they create a new chain of blocks that are different in size or validation procedure. In the case of hard forks, a committee decides to change the block characteristics, and that decision is then broadcast to the miners. Not all the miners accept the decision, but if enough of them accept it, they start mining and recording new blocks in accord with the new protocol. After that change is accepted by enough of the miners, those still using the outdated protocol are faced with a choice. They can adopt the new protocol or keep mining and recording blocks on the legacy version of the chain. The now outdated chain usually loses market share in this scenario.

There are also forks that create two chains, and each one goes on, continuing to be used by a significant portion of the original community of users. They sometimes create two coins or tokens where there was previously only one. Holders of the original coin can sometimes still hold that one and also maintain an equal amount of the new coin. That dynamic took place when Bitcoin forked and created Bitcoin Cash. Bitcoin Cash (BCH) has many advocates, including Roger Ver, one of the most noted proselytes of cybercurrencies.

The spawning of Bitcoin Cash was only one of many forks involving bitcoin. It was possible to create a new coin, with bitcoin as part of its name, and distribute the new coin to existing holders of bitcoin. Many of these “children” or “clones” of bitcoin have been successful.

It is debatable whether the intentional forks have created value—starting from nothing. Holders of coins or tokens are pleased to find that new coins or tokens have appeared in their wallets. If the total market value of the coin and its junior offspring is greater than the total market value of the preexisting market value, one can argue that money was created out of thin air, in cyberspace, with no central authority supervising. It can also be argued that cyber coins and tokens exist only in virtual reality and so are of questionable value. But if participants pay for the newly created tokens with fiat money or pay with coins that are easy to sell for fiat money, the question of whether they conjure money out of thin air becomes moot.
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Fractional Reserve Banking

Traditionally, commercial banks must place a fraction of every deposit in reserve with a central bank; this “fractional reserve” is used only if a bank needs a loan to prevent failure. It also functions to prevent unlimited credit expansion. Since borrowers then have access to only the remainder of the deposits, rather than being able to take the full amount as a loan, they cannot place the reserve in another bank, which could then lend the full amount of the original again. The fractional reserve prevents this kind of unlimited credit expansion. Without a fractional reserve, there is no effective limit on bank lending, which historically has resulted in a domino-like collapse of the banking system.

Starting as early as 1100 in Genoa, Italy, credit expansions have been a powerful way of magnifying the purchasing power and geographic reach of a currency. Unregulated, however, these credit expansions have always collapsed. Modern economies controlled the most catalytic component of that process by regulating how much of each new deposit to a commercial bank had to be placed in reserve at a safe, impartial depository. A commercial bank could not take in a deposit of, for example $100, and immediately lend all $100 to a borrower. Instead, the bank has to put a fraction of the deposit into a cash reserve controlled by an outside entity. In college economics classes, the usual example is that the bank has to deposit $20 of the $100 deposit at the central bank, and only then can it lend the remaining $80. Since 1698, central banks have performed this role of impartial depository. Sweden had the first central bank, soon followed by the Bank of England. Now every country with a sophisticated national financial system and a national currency that retains its purchasing power has a rule of this sort.

Although fractional reserve banking helped avoid domino-like bank collapses, it did not work perfectly. During the Great Depression of 1929–1939, for example, the deposits of money in safe places—banks perceived to be stable—ran out, and many commercial banks had to suspend payments. Millions of middle-class savers lost their financial assets, some completely. Countries saw the need for a government agency to guarantee bank deposits up to a stipulated amount if they were going to restore public faith in their financial systems. After losing so much in the Depression, however, people were wary of putting their money into banks. That reluctance reduced the velocity of money circulation. Prices fell, and the economic impact spread far beyond the financial system.

The combination of fractional reserve banking and deposit insurance (now the Federal Deposit Insurance Corporation, or FDIC) worked to prevent future collapses but did not revive the economy. It was intended only to make banks safer, not to jump-start a revival of economic activity.

The fractional reserve banking system withstood the extreme test posed by the financial crisis of 2008–2009. But it needed heroic bridge loans from the Federal Reserve and the U.S. Treasury to continue operating, and several large financial institutions still collapsed. As a result, millions lost portions of their savings, though these losses never approached the scale seen during the Great Depression.

Since the financial crisis of 2008–2009, many alternative financial intermediaries have arisen. The ones that operate in the conventional financial sector—hedge funds, private equity funds, and consumer finance companies, for example—are collectively called the “shadow banking system.” They are not banks but usually have some affiliation with a commercial bank that is a member of the Federal Reserve. In this way, they have the lifeline to the lender of last resort in the event of financial crisis.

Crypto- and cybercurrencies and the ecospheres that have stemmed from them have been the most creative and conspicuous responses to the demonstrated shortcomings of the conventional financial system. In that unregulated space, no fractions of amounts deposited have to be held in reserve. Platforms set their own policies with regard to how much to allow a depositor to borrow over and above a deposit. For example, some trading sites offer ten-to-one leverage: The depositor can borrow ten times the amount of the deposit. Others go as far as 50 to 1. Traders enter at their own risk. The hope and belief is that, if a trading site fails, it will not take any other sites down with it.
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Front-Running

There are many abusive practices that traders sometimes use. One is front-running, which means that a trader takes advantage of information received before the information is made available to other potential investors and other interested people. Whenever one person has information about trades that are soon to happen, the possibility exists for taking unfair advantage of that knowledge for personal financial gain. On a conventional stock exchange like the New York Stock Exchange, a person working as a trader for a large mutual fund management company might be given a large order to buy a stock—for example, 10,000 shares of Apple Computer. With that order in hand, the trader might first make a small purchase of shares of Apple Computer for his or her own account and then execute the large order, which would usually push up the price of the stock. Immediately after that, the trader would take a profit by selling the shares bought for his or her own account. Individuals who engage in the illegal practice of front running, if they are caught, are subject to a variety of punishments, from employment termination to financial or criminal penalties.

Front-running is illegal in the conventional stock markets of the world because it is unfair. The trader has information that other market participants do not have. The rule in conventional stock markets is that people in possession of information that is not public cannot use that information.

In the world of cybercurrencies, there is no such rule. A person who acquires such information, whether by luck or bribery or espionage, can utilize it without penalty.

An innocuous-sounding example could occur if a person happens to live next door to an employee of a company that issued a cybercurrency token. The employee mentions that part of the month’s salary is going to be paid in euros and part is going to be paid in tokens. The employee also says that it will be necessary to sell the tokens to pay bills. Someone who hears that information did nothing unethical to acquire the information but nonetheless knows that the token will be hit by a wave of selling. The person who heard that can “front-run” the wave of selling by selling his or her stock at the higher price existing before the rush of selling. The front-running individual can also buy the stock back after the wave of selling depresses the price.

If market participants feel that front-running or other abuses of inside information are commonplace, they will become ultracautious, and many will stop trading.
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Genesis Block

When a new cybercurrency is created, its block chain begins with a special block known as the “genesis block.” That block gives technical details about the coin, the addresses of the wallets that hold the newly created coin, and how many coins are in each wallet. The owners of those wallets can then send those newly created coins as payments to one another or to other people who did not initially own that new cybercurrency. The initial users can use the newly created coin as money. After a few transactions, those transactions are grouped together to make the first ordinary block of the new currency’s blockchain. As more and more transactions are completed, subsequent blocks are added to the chain, and each new block is linked to the one before it. The software makes sure that the new blocks being added have been validated, so that no hacker can add a block to the chain with fraudulent transactions.

If all the coins allowed to exist are created at the beginning, those are allocated to wallets in the genesis block. In Bitcoin, for example, the theoretical maximum of coins was set at 21 million. That number of coins was not created at the beginning; the supply of bitcoins was set to automatically increase over time until reaching that upper limit. Regardless of whether coins are created all at once at the outset or the supply increases over time, the founders of the coin usually distribute a few coins to developers and other people who undertake valuable work creating the new coin. They keep the vast majority of the newly created coins in a wallet that they control, called the “treasury.” The founders issue some of the new coins to new contributors or investors in exchange for money paid into the treasury or work performed for the project. In many cases, a large number of coins are also held in a wallet belonging to a Foundation created at the same time, intended to fund worthwhile projects. The foundation releases those coins only when a proposal to use the coins has been reviewed and approved by a committee or by a voting process that polls the holders of the coin.

If all the coins are not created at the beginning, as is the case with Bitcoin and Ethereum, then the genesis block does not allocate all the coins up to the stipulated maximum. Instead it allocates the beginning amount to the wallets included at creation. Holders of those wallets then transact with one another, creating a block of transactions needing validation. To validate the block, someone with computing power, called a miner, solves the math puzzle and in that way qualifies to add the new block to the chain. As a reward for solving the puzzle, the successful miner receives the reward—a specified number of units of the coin. The coins issued as a reward are added to the existing supply. For Bitcoin, the mining reward for solving the math puzzle was 50 bitcoins in the early days. Then the mining reward dropped to 25 bitcoins, and then to 12.5 bitcoins and to 6.25 bitcoins. It eventually will decline to zero once the maximum number of coins is reached. For Ethereum, the mining reward started out high and then declined but will never reach zero because there is no maximum number of ether coins.
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Gold Standard

The classic gold standard is a requirement that a central bank must stand ready to convert an amount of the paper money it issues into an amount of gold of the same value. This requirement was in effect from approximately 1699 to 1914.

The essential feature of the gold standard was that the Bank of England stood ready to convert paper pounds sterling, initially the only convertible currency, into a fixed amount of gold. That allowed market participants to treat paper pounds sterling as if they were gold. Paper pounds sterling were better than gold in some ways. One way was to use “letters of exchange.” These were documents that could be cashed in for gold or for paper pounds sterling, but only by the person or persons designated in the document. Another advantage was that market participants could buy bonds denominated in pounds sterling with confidence that, when the bonds matured, they would be paid in paper pounds sterling (which could in turn be converted into gold). Because the Bank of England was the institution ultimately responsible for converting letters of credit into gold, traders could be confident that it would not fail, leaving them with worthless documents. This mechanism produced a huge worldwide trading network in which traders, no matter where they were located, would accept and trade documents payable in gold only in London.

Although the gold standard existed earlier, it reached its most fully effective form until 1699. A key early document was a 1698 letter from Sir Isaac Newton stating the fineness of coins of various denominations, i.e., how much gold should be in each one. Newton, primarily known as a mathematician and scientist, was Master of the Mint from 1699 to 1727. It was he who recommended the fixed rate of conversion of paper pounds sterling into gold. This stability in the rate of conversion allowed the system to spread rapidly worldwide.

The gold standard broke down as a result of World War I. The British government had to issue so many paper pounds sterling to pay its armed forces that it had to suspend convertibility of paper pounds sterling into gold. Other countries, whose paper currency was convertible to British pounds sterling, were then able to change their rates of exchange, leading to devaluation, inflation, and a loss of confidence in paper money.

The gold standard has supporters because it acted as a restraint on the British government. Deficit spending—a government spending more money than it takes in through taxes—was possible, but only if investors would buy British government bonds to pay for the excess spending. If the government issued too many paper pounds sterling or too many bonds, investors could present the paper money to the bank of England and drain its reserves of gold. That would precipitate a crisis.

Ultimately, however, the gold standard did not make the prices of goods stable; prices of goods and services could rise and fall in tandem with the value of gold. Sometimes the rises and falls would be great enough to cause hardship and recessions. During times of recession, the British government had to be very careful not to issue too much paper money or too many bonds in hopes of reviving the economy. Government actions of this sort needed to be taken with great care, or they could easily destabilize the economy instead of reviving it.

The gold standard might have been on the mind(s) of the person or persons who wrote the original Bitcoin paper. The supply of bitcoins grows at a rate that is well-known, easy to calculate, and unchangeable. In that way, Bitcoin is somewhat similar to the gold standard.
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Golem

Golem (GNT) is one of a number of tokens that allow users to buy access to underutilized computers around the world. Golem tokens are used to buy time on supercomputers so that people who want to analyze enormous amounts of data do not have to own their own supercomputer. Using GNT to buy time on a supercomputer costs less than using fiat currency.

People buy golem using a popular type of cybercurrency known as ether. Golem’s software code is open-sourced; the code is published, and programmers are invited to make improvements to it. The computational power that Golem harnesses is crowd-sourced, meaning that people with powerful computers can join the Golem community and leave it at will.

The Golem network’s architecture is particularly suited for computational tasks that can be subdivided and done in parallel, with different computers working on different aspects of the tasks. Golem also has found applications in machine learning and artificial intelligence. This potential for new activities is facilitated by an application registry open to software developers.

It is important for users to keep in mind that data security is not a feature of Golem; it is a public cloud computing service. Under Golem, data sets are sent to different computers to be worked on, and those computers may not be secure. A new product, Golem Unlimited, addresses the security issue for companies with idle computing power. Golem Unlimited allows them to form trusted groups that operate privately.
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GPU Mining

Graphics processing units (GPU) are essentially high-speed calculating add-ons for ordinary personal computers. First developed in the 1990s, GPUs were especially useful in quickly executing the spatial geometry calculations necessary to implement graphic visualizations of three-dimensional objects rotating or moving in space. They were very popular with people who played the most realistic electronic games.

When Bitcoin appeared, it was natural that some experts would try their hand at “mining,” the computation-intensive work of earning income from validating Bitcoin transactions. It was possible to use an ordinary personal computer to mine Bitcoin, but raw computing speed was needed. The task calls for trying one random number after another in order to see whether it will hash to a shorter number starting in the requisite number of zeroes. That is a task that a graphics card can do well, and it was logical that some miners would see the potential for using graphics cards to raise their success rate and earn profits.

The producers of graphics cards eventually noticed the increase in demand for the cards. Hardware manufacturers, seeing how the cards were being used, produced computers that could run eight or more graphics cards at the same time. The cards plugged into slots to connect them to the CPU of the personal computer, but they did not need to be constantly communicating back and forth with the CPU. They could try one random number after another and report back to the CPU only when they had found one that solved the puzzle. In the market for computer parts, the newest and fastest graphics cards traded at a premium, while the prices of the older, slower ones collapsed. For a person who only wanted to play popular video games, it was sometimes difficult to obtain the latest card because the miners had bought the entire production run.

As the price of Bitcoin rose, the so-called arms race among miners intensified. Anecdotal accounts circulated about people who made very high rates of return from mining Bitcoin. The stories usually went on to say that the profits collapsed as soon as a new generation of hardware became available.

Raw speed was not the only differentiating factor. Electricity consumption and heat generated also figured into miners’ profitability calculations. Miners sought cool locations in order to keep down air-conditioning costs. They also gravitated to countries or regions where electricity was especially cheap. Miners moved their hardware to locations that offered those advantages.
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Great Depression

The Great Depression, which spanned most of the 1930s, was the worst economic crisis in the history of the industrialized world. It was also the most devastating and sustained economic downturn in the history of the United States. During the four-day stock market collapse that began on Black Tuesday, October 29, 1929, the Dow-Jones Industrial Average dropped 25 percent, lost $30 billion in value, and wiped out the life savings of millions of investors. Efforts by the administration of President Herbert Hoover to insulate the wider American economy from this cataclysmic development failed, and by the early 1930s, the nation was being buffeted by mass unemployment and business closures, lack of faith in banks and other pillars of the country’s economic system, and greatly reduced economic activity overall. The so-called New Deal policies of Franklin D. Roosevelt and his allies in Congress reduced the severity of some of these problems, but the American economy did not truly return to health until World War II, when demand for military supplies and the entrance of millions of men into the armed forces revived U.S. industry.

In the immediate aftermath of the stock market crash, Hoover and other leaders assured the American public that the crisis would run its course, but matters continued to get worse over the next three years. By 1930, four million workers could not find work, and that number rose to six million in 1931. During this time, industrial production dropped by half. Starving people relied on soup kitchens and bread lines for food; others relied on the homeless shelters that became common sights in cities.

Decisive government action to resolve the crisis would not come until 1933, when Franklin Delano Roosevelt was sworn in as Hoover’s successor. In its first 100 days, Roosevelt’s government passed legislation to stabilize industrial and agricultural production, create jobs, and stimulate recovery. It also created the Federal Deposit Insurance Corporation (FDIC) to protect depositors’ bank accounts and the Securities and Exchange Commission (SEC) to regulate the stock market and prevent abuses of the kind that had led to the 1929 crash. In 1935, Congress passed the Social Security Act, which for the first time provided Americans with benefits for unemployment and disability, as well as pensions for old age.

Starting in the spring of 1933, the economy improved over the next three years, during which the real GDP (adjusted for inflation) grew at an average of 9 percent per year. A sharp recession hit in 1937, caused in part by the Federal Reserve’s decision to increase its requirements for money in reserve. This setback extended the Great Depression into 1939.

The Great Depression ended for good with World War II, when the United States first supported and then joined Britain and France in the struggle against Germany and other Axis powers. Defense manufacturing kicked into high gear, turning to war production and producing millions of private sector jobs.

Even after the American economy recovered, however, bleak memories of the Great Depression led many people to question the stability and resilience of the traditional financial system. The hardships caused by the Depression left a generation scarred and distrustful of the institutions on which their economic security depended. There were many waves of reforms, but the skeptics remained unconvinced even decades later. Their distrust of the traditional system—which intensified with the Great Recession of 2008–2009—prepared them to welcome crypto- and cybercurrencies as possible alternative arrangements that could partially replace the traditional system and perform many of its roles for cohorts that were underserved or dissatisfied with the service they were offered. If it had existed during the Depression, it might have helped. The conventional means of payment collapsed because so many commercial banks suspended payments, and there was no alternative means of payment.
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Great Recession

The Great Recession was a financial crisis that erupted in late 2008 and early 2009. It was the worst economic downturn to rock the United States since the Great Depression of 1929–1939. It was triggered by the collapse of Lehman Brothers, a major Wall Street firm, in October of 2008. Earlier in 2008, the Wall Street firm Bear, Stearns had failed, setting the tone for the domino-like failures that followed later the same year. The stock market crashed by approximately 40 percent, and defaults on home mortgage loans, many of which had been approved with little oversight, soared across the country.

By the end of 2008, there had been forced mergers of major financial institutions—Bank of America with Merrill Lynch and J.P. Morgan Chase with Wachovia—as Wall Street struggled to keep afloat in the chaotic environment. The massive insurance company AIG, meanwhile, went into conservatorship following its rescue by the U.S. Treasury and the Federal Reserve. By early 2009, lenders were so worried about their financial futures that loans of every sort, from business loans to mortgage loans for prospective home buyers, were almost impossible to get. Indeed, the housing market was a particularly large contributor to the nation’s economic ills because so many homeowners were saddled with so-called subprime loans that proved impossible to pay. A typical subprime mortgage was a 30-year loan with two years of very low payments, followed by 28 years of much higher payments.

The resulting crisis produced millions of foreclosures. Over 2 million families were evicted from their homes, and as many as 25 million families found themselves owing more on their homes than the properties were worth.

The newly installed Obama administration (Democrat Barack Obama was sworn into office in January 2009) and Congress responded to the grim situation by passing a massive economic stimulus package, a financial aid package to keep American automakers General Motors and Chrysler from collapse, along with other reforms designed to revive the floundering economy and to restore public confidence in American business and its financial institutions. The market for car loans started to operate again in the second half of 2009, and the mortgage market came back to life little by little.

The financial crisis was a wake-up call to many technologically savvy people. They had always questioned the stability of the conventional financial system. Some were critics of the design of the traditional financial institutions, and some were libertarians—advocates of minimum government intervention in the economy. The financial crisis of 2008–2009 goaded many of these individuals to look for alternatives that would be less dependent on the types of institutions that had just failed. Cyber currencies were already in existence in 2008, in the form of game tokens and a few proto-cybercurrencies, and they became a subject of increased interest for some of these disenchanted critics.
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Hack

A hack is an act of vandalism whose perpetrator changes or alters computer systems, whether hardware or software, to accomplish a goal other than their creators’ original intention. Hacks take place through the entire range of computers connected to networks or to the Internet. Hacks can be extremely damaging, especially when the hack gains access to a computer that has sensitive financial, military, or personal information.

Hacking has existed as long as there have been computers linked to other computers with access intended to be restricted to approved users. When an outsider somehow succeeds in gaining entry to a computer and then to a network, the hacker might or might not reveal that the security breach has happened. The hacker might prefer to install a program that would lurk in some little used part of the computer’s memory, where the legitimate user would not go and where virus scanners and other security software would not detect it. The hacked computer could then send data that comes into the computer to outside actors, who would use the data for malicious purposes.

In the realm of electronic games, players are often experts at finding flaws in other players’ defenses. A player with hacking skills could then win the game or gain an advantage. In a gaming context, hacking boils down to a form of cheating that gives the individual a higher likelihood of defeating opponents and progressing more easily through the game.

Hacking of games, however, is the most innocent form of hacking. In the cybercurrency realm, hacking is endemic, although no one knows how many millions of dollars have been lost by victims as a result of these activities. A hack may consist of something as simple and relatively unsophisticated as a phishing e-mail, as daring as impersonating the owner of a cell phone account to gain access and control, or as silent and dangerous as navigating past flawed security on the part of any person, institution, or exchange involved in cybercurrency transactions.

The most common way that a hacker gains entry to a restricted computer or network is by taking advantage of legitimate users who carelessly disclose their passwords (such as by forgetting to log out of an account on a public computer or leaving a privately owned computer unattended so that passersby can obtain private information).

In the realm of cybercurrency, reported hacking thefts have sometimes been for staggering amounts: $487 million in the infamous 2014 Mt. Gox hack and $534 million in the January 2018 CoinCheck hack, for example. The dollar values of other amounts stolen are sometimes reported to have been even greater than these two famous hacks because the market prices of the stolen coins often increases in value.
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Hardware Wallets

Holdings of cybercurrency are kept in wallets. In the terminology of cybercurrencies, a wallet is an account like a bank account. The term “wallet” also refers to the kind of storage method that the owner uses to keep the account safe. Some owners of cybercurrency use so-called hardware wallets, meaning that the owner has the coins stored on memory devices that are separate stand-alone physical devices. Hardware wallets are different from and more secure than software wallets, which reside on the user’s computer or in secure files on the Internet, relying on sophisticated encryption to secure the coins they hold.

Both types of wallets may seem similar to traditional bank accounts, but they are different in a very important way. If a person with a bank account loses the documents showing ownership, or if the bank is robbed, or if its accounts are hacked, the depositor usually does not suffer a major loss. It is usually possible to obtain replacement sets of documents, and a government-backed insurance fund usually pays for the lost deposits. The account holder is soon able to resume using the account and does not lose savings. For example, losing one’s checkbook is inconvenient but not serious. Losing the private key to a cybercurrency account, however, is definitive. The account holder loses the money with no possibility of recovering it. For that reason, the security of private keys is of utmost importance. To protect their private keys from being stolen, users of cybercurrency have learned to use caution in setting up their wallets and protecting them from falling into the wrong hands.

Many users find it convenient to leave some coins or tokens in software wallets at cybercurrency exchanges. But exchanges can be hacked, and several exchanges have been victimized by insiders, so most cybercurrency users are careful where they store their coins or tokens. They move their holdings to hardware wallets, physical storage devices that are never connected to the Internet except for brief periods when the holder is making transactions. These wallets can be as simple as a USB drive. Uploading the private key onto a USB drive or onto several USB drives can be done in a way that leaves no trace of the key on any computer where a hacker, thief, or eavesdropper can obtain it. Another measure that gives a secure backup copy of the private key is to copy the private key by hand onto a sheet of paper and then put the sheet of paper into a safe deposit box or other secure location.

It is extremely unlikely that a holder of coins or tokens could lose them because a hacker guessed the private key to the account. Guessing the private key is an insurmountable task, so if an account holder can prevent the private key from being leaked, lost, or stolen, the money will be safe.

Hardware solutions have been developed to meet this need for wallet security, and they are clearly more secure than using a USB drive. Popular brands are Tresor, Nano, and Ledger. Each of these has a well crafted procedure for acquiring the key from the user and then protecting it. These devices all have a type of security called a recovery key. If the device is lost, stolen, or damaged, the owner can recover the account(s) stored on it. The recovery key is usually 24 randomly selected English words. People who use a hardware wallet copy those by hand onto a sheet of paper and then save it in a safe location, far from the hardware wallet. They are careful never to store the sheet of paper with the recovery key in the same place as the physical hardware wallet. That way, the device and the recovery key would not both be lost at the same time.

Some users of hardware wallets take advantage of an additional security feature: Many hardware wallets allow the owner to create a password to reach the screen where the device asks for the password. Setting an entry password could make the device and the account(s) that it protects so secure that heirs or executors of estates could not open the device and move the coins or tokens. Despite well crafted security measures, however, no system is completely foolproof. Some observers have claimed that there are security flaws even in devices that are designed to be as secure as possible.
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Hash and Hashing

Hashing is a cryptography-based security measure used in cybercurrency transactions. These transactions are originally coded into long strings of digits that occupy much space and take too long to transmit. It is possible, however, to convert a long string of digits into a much shorter one by hashing, a computational technique consisting of performing a series of arithmetic operations on the long string to produce a shorter string. The shorter string of digits is an abbreviated “hash” of the longer one. This shorter string is determined by the longer string, so if any change is made in the longer string—even if a single digit is changed—the hash will also be changed.

As a security measure, hashing works remarkably well. Stealing the hash of the longer string of digits does not enable the thief to retrieve the prehashed longer string. The recipient of the hash of a longer string can, by returning to the original transaction, verify that the longer string of digits was not altered either at the source or along the way, either by error or by malign activity.

In Bitcoin the hashing algorithm that is used is SHA-256 (Secure Hash Algorithm 256). The number “256” is the length in digits of the hash the algorithm delivers. The original string of digits can be much longer.

The output of the hashing function cannot be predicted from the input. That is relevant for bitcoin mining because solving the mining puzzle requires finding a number that gives a hash with specified attributes. The hash must begin with 17 or 18 zeroes, for example. There is no reliable way of specifying a long string of digits that will produce a hash starting with the requisite number of zeroes. The only method discovered so far is to try random strings of digits until one hashes to a number that begins with the requisite number of zeroes.

In addition to the hashing function used in Bitcoin, many other hashing procedures have been studied and used in other areas of cryptography.
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Identity Theft

Identity theft occurs when a thief steals a person’s identifying information and documents, such as a birth certificate, a national identity or Social Security number, a passport, or a driver’s license, for the purpose of stealing the victim’s money (whether fiat currency or cybercurrency) or committing other crimes using the identity of the victim.

Every person who operates in the money economy has a name and documents that confirm the person’s identity for legal and financial purposes. If a thief acquires copies of some of those documents or data from some of them, the thief can then engage in financial or other transactions in the victim’s name. The transactions can include emptying the victim’s bank accounts, using his or her credit cards, borrowing money in the victim’s name, or opening bank accounts in the victim’s name and then using the accounts for fraudulent purposes. The victim often does not find out until the thief’s actions have caused serious damage.

Some modern-day identity thefts victimize people who are insufficiently careful about protecting their personal identity documents and giving details about their identity in e-mails or other online activity. Most often, however, people’s personal data are leaked when there is a hack of a retailer’s accounts. Many of these have been announced—albeit belatedly—and perhaps some such leaks have never been made public at all. Hundreds of millions of accounts have been stolen by hackers. Some especially unlucky victims have had accounts at two or more retailers that were hacked. For that reason, it is very possible that hackers have or can purchase enough information about individual consumers to be able to impersonate them successfully.

When a person’s identity is stolen, the extent of financial loss that the victim suffers depends in part on the legal protections that the victim’s country provides. For U.S. credit card holders, the maximum loss per card is US$50. If a thief steals a half dozen credit cards belonging to one person, the damage can be limited to US$300. But if the holder of the credit cards is not covered by the US$50 limit per card, the potential loss is much greater, up to the credit limit of each card.

Identity theft has become so endemic and disruptive that countries have enacted legislation to limit and minimize the damage to day-to-day commerce. Credit card providers have used more sophisticated encryption, embedded in a chip on each credit card, and have also increasingly employed biometric identification to minimize the frequency and cost of identity theft.

Cybercurrencies have no similar legislation to protect users. If a hacker or a thief somehow obtains a wallet holder’s private key, the loss is likely to be complete, with no prospects for recovering the stolen money. Wise cybercurrency users take special precautions, such as creating several wallets (accounts) and dividing the coins among those wallets. That does not keep their private keys safe, but it does limit how much of the owner’s coins or tokens can be stolen if a hacker breaks into just one of the wallets.
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Information Sources

Cybercurrencies have given rise to many sources of news, commentary, and rumors. In the early days, particularly before 2012, not many sources were aimed at general audiences. It was conventional to discuss the computer code of Bitcoin on blogs and bulletin boards aimed at computer experts who had relevant skills, such as knowledge of programming languages like C++ and cryptography. Those were hard to read and also hard to find.

Since 2012, however, there has been an explosion of periodicals, news sites, chat rooms, and online tutorials aimed at introducing newcomers to the mysteries of cybercurrency, hosting debates about this new kind of money and bringing in new customers for services that have sprung up to help users.

With time, the array of information sources has matured. Some providers of information have become dominant in their niche. Among those are Telegram, Reddit, Hacker Noon, Steemit, Discord, CoinDesk, Coin Telegraph, and others. The debates on these sites can be lively, and tempers can flare. An easy and engaging way to learn about cybercurrency is to sample a few of those. Following the debates can quickly familiarize the reader with the latest slang, jargon, and controversies.

Magazines devoted to the world of cybercurrency include Bitcoin Magazine, Bitcoin Market Journal, The Merkle, Cybercurrency Magazine, Altcoin Magazine, and others. Some of these periodicals seek only to be informative and cover developments in an evenhanded and impartial manner; others publish articles that are overtly favorable to cybercurrency.

Blogs, a word derived from the term “web log,” are another source of cybercurrency information, and discussion. They can be lively, contentious, and full of both rumor and cogent analysis. Blogs may be posted by anyone on a variety of platforms. The cybercurrency environment boasts a rich and growing array of blogs. The number of people following any particular blog depends on how informative and appealing it is.
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Invoice Fraud

When an exporter ships merchandise to a customer in another country, one of the documents that is routinely included with the shipping documents is an invoice that states how much money the customer is to pay for the goods. The invoice is almost always denominated in a major international currency like the British pound, the U.S. dollar, the euro, the Japanese yen, the Singapore dollar, or some other so-called hard currency. Those “hard” currencies were, in the days of the gold standard, convertible into gold at a fixed conversion rate. Later, the term “hard” meant that they were freely convertible into other currencies with minimal fees or delays. In many countries, the local currency is considered “soft” because it cannot easily be converted into foreign currency. Those soft currencies have purchasing power in the countries where they are issued, but businesspeople view them as inferior because they are less versatile in the global market and are often plagued by high inflation or devaluation.

For most international shipments, the invoice is in line with the details of the transaction to which the exporter and the importer have agreed. That is, if the invoice says there are 1,000 kilograms of cotton in the shipment, there are indeed 1,000 kilograms. And if the invoice says that the importer is to pay 1,000 pounds sterling for the shipment, indeed that is what the importer pays.

It often happens, however, that the invoice overstates or understates the amount of merchandise and also stipulates an amount of “hard” (convertible) currency that is different from the amount that is really going to be paid. The motivations for these alterations to the invoice can be simple theft. But more often the purpose of intentional falsification of the invoice is to evade taxes or to evade currency controls.

For tax evasion, if there is a tax on exports of cotton, the exporter has an incentive to understate how much cotton is in the shipment. If the true amount of cotton being shipped is 1,500 kilograms, and the export tax is charged only on 1,000 kilograms, the exporter has paid only two-thirds the normal rate. That underpayment might give the exporter a competitive advantage; it also deprives the government of revenue that it is legally entitled to collect. The amount of the underpayment leaves room for the exporter to pay bribes at the port so that officials there ratify the understated amount of cotton being exported.

To evade foreign exchange controls, invoice fraud is slightly more complicated. The importer reports, for example, that the cotton arrived wet or in otherwise poor condition. The importer might also report that the cotton was below the grade that was promised. In either case, the importer applies a discount to the cotton. For example, the invoice called for payment of 1,000 pounds sterling, but the importer pays only 800 pounds sterling and provides an inspection report describing the reason for the discount.

In this example, invoice fraud occurs when the cotton was in fact perfectly good. The importer and the exporter had agreed in advance to claim that the merchandise was below standard. The importer sent 800 pounds sterling to the exporter and held back 200 pounds sterling, having agreed in advance to keep the 200 pounds sterling for the exporter. The exporter could then send a relative or a friend to pick up the 200 pounds sterling in cash from the importer.

The exporter completes the exchange control evasion maneuver by taking the 800 pounds sterling to the central bank of the exporter’s country and converts it into local currency. The conversion is at a disadvantageous rate. For example, the official exchange rate might be 5 local currency for 1 pound sterling, but in the informal local market are money changers who will pay 6 or 7 local currency for 1 pound sterling.

The end result of invoice fraud is that the tax authorities of the exporting country collect less tax revenue and that the central bank of the exporting country receives less hard currency than it was supposed to. The exporter evades tax and exchange control, ending up with foreign currency held outside the exporting country.

Importers can also initiate invoice fraud. If a business needs to import specialized machinery, it can obtain a quote for the needed machinery that is intentionally inflated. The importer knows that the machinery really costs 8,000 euro but agrees to pay 10,000 euro. The importer goes to the central bank, uses local currency to buy 10,000 euro, and then sends the 10,000 euro to the exporter. The exporter, by prior agreement, keeps the overpayment of 2,000 euro for the importer to pick up later. This variation depletes the central bank’s holdings of foreign exchange and gives the importer a way of converting local currency into foreign exchange at an advantageous exchange rate.

Cybercurrency can be used as part of an invoice fraud scheme, but invoice fraud was a long-established practice centuries before cybercurrency was invented. For that reason, cybercurrency adds a layer of complexity and perhaps a layer of anonymity to an old ruse, making the fraud even harder to detect and trace. But it would not be an entirely new kind of invoice fraud.

International trade statistics reveal a sobering indication of the magnitude of invoice fraud. The data show that the world has a trade deficit with itself. Total world exports are less than total world imports. That would be possible if the Earth were trading with other planets. But excluding that futuristic possibility, the implication is that exports are underinvoiced and imports are overinvoiced. Typically, imports are tabulated with the prices including shipping and insurance. Exports typically are tabulated “free on board,” which means not including the cost of shipping and insurance. That convention would account for part of the deficit that the world has with itself. The rest of the discrepancy can be attributed to invoice fraud, smuggling, and unreported exports and imports.

John C. Edmunds

Further Reading

Javorsek, Marko. “Asymmetries in International Merchandise Trade Statistics.” United Nations Working Paper. April 2016. https://ec.europa.eu/eurostat/documents/7828051/8076585/Asymmetries__trade_goods.pdf

Jerven, Morton. “On the Accuracy of Trade and GDP Statistics.” Science Direct. December 2014. https://www.sciencedirect.com/science/article/pii/S2214851514000036

Ortiz-Ospina, Esteban, and Diana Beltekian. “International Trade Data: Why Doesn’t It Add Up?” Our World in Data. June 5, 2018. https://ourworldindata.org/trade-data-sources-discrepancies


 

L

Le Numeraire

Le numeraire is the French word for “common denominator.” In every science, it is useful to have a unit that can be used to calibrate magnitudes. In physics, there is the kilogram for mass, the meter for length, and the second for time. In economics, it would be useful to have a unit of measurement to compute the value of every good and service. That would be le numeraire. For the Austrian school economists such as Ludwig von Mises and Frederick von Hayek, living in an era of monetary turbulence in the early 1920s, it was especially helpful and important to have a unit of value that could serve as a metric to value goods and services. Gold was, in their view, the best commodity to perform that role. They used gold instead of any of the major currencies as the best metric for value. They attached special significance to gold, elevating it to a universal standard of value. Gold was, for them, much more than a commodity and much more than a metal. It was a unit of unvarying value, as close as possible to a constant of nature, like the weight of an electron or the speed of light.

“Le numeraire” was a particular favorite term that the Austrian economists used as a synonym for gold. Gold was better suited to use as a measure of value than most other commodities. Gold is intrinsically scarce, and it does not disappear or oxidize. It is easy to assay and impossible to synthesize. For those reasons, it was the element that could best serve as a metric of value and as a store of value that would not change over time or distance.

The Austrian economists were skeptical of paper money, even if it was convertible into gold, because of their beliefs that governments frequently succumb to short-term political expedience and to the temptation to issue too much paper money. When too much is issued, market participants grow anxious that the issuing government will be unable to honor its promise to convert paper money into gold at the official exchange rate. When that happens, there can be a “run” or a panic, and holders of paper money attempt to cash it in and obtain gold for it.

The term “le numeraire” appeals to the need for stability—for some commodity or fiat money to retain its value and suffer neither inflation nor deflation. The term is useful in debates about monetary systems because it anchors the debate to a unit of value that cannot be manipulated or altered.

In the realm of cybercurrency, le numeraire is an important theme. At first, at the time of the original 2009 Bitcoin paper, Satoshi Nakamoto specified a money supply algorithm that made the supply of bitcoins increase at a decreasing rate. That way the supply would not outstrip the demand, so the long-term value of bitcoins would tend to rise, as long as the demand grew faster than the supply. That design feature made holding bitcoins rational and (sometimes) quite profitable, according to advocates. In that sense, Bitcoin mimicked gold. Later, after Bitcoin was an established phenomenon, when the prices of bitcoins, ether, and so many other cyber coins fluctuated wildly, there was a need for a new numeraire, i.e., a unit of value that would not fluctuate so violently. To meet that need, inventive people designed and launched “stable” coins. These coins are stable with respect to a fiat currency, such as the U.S. dollar or the New Zealand dollar. Most recently, innovation has progressed rapidly, and second-generation stable coins have been launched. It remains true, however, that no commodity, fiat currency, or cybercurrency is a completely satisfactory numeraire. The desire for a stable unit of account still exists.
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Libra

In June 2019, Facebook announced its intention to launch a cybercurrency to be named Libra. In the same announcement, Facebook reported that it had lined up 27 other companies and organizations that would accept the Libra coin. The Libra coin is to be stable vis-à-vis a basket of other currencies. Its price is designed to track the average of the currencies in the basket, instead of tracking only the dollar, euro, or yen. Libra’s price stability is to be maintained by a fund, initially set at US$270 million, with US$10 million being provided by each of the other companies and organizations. The fund will buy Libra coins if they are trading below the target level indicated by the currencies that Libra is supposed to track and sell Libra coins if they are trading above the target level.

The name “Libra” refers to the Greek goddess of justice and is also the word for “pound” in Spanish. Facebook named the coin after both a measure of weight that has been in use for centuries and a symbol of justice to confer an aura of stability and honesty. Facebook also announced the creation of Calibra, an electronic wallet in which owners of Libra coins could hold their money until they want to use it. “Calibra” is an evocative word because it is the beginning of the word “calibrate,” which confers an image of precision.

The response from every quarter was immediate. Central bankers, parliaments, and securities market regulators expressed concern and started to formulate responses. There had been previous reports of major companies preparing to do business in cybercurrency. Those earlier reports had provoked some interest and commentary, but the response to Facebook’s announcement was much more widespread.

The concerns raised by Facebook’s Libra announcement were many and varied. Financial market observers saw challenges to existing ways of storing and moving money if Libra became a significant financial asset. The stock market value of Facebook shares would rise, and the stock market value of the share of major financial institutions would decline if Facebook succeeds in siphoning off some of the business of storing and moving money. Commercial bankers, already suffering erosion of their traditional dominance, saw their own limited forays into cybercurrency eclipsed. Large commercial banks were reported to be developing cybercurrencies, but after Facebook’s announcement, critics asserted that their efforts looked tentative and insignificant. Central bankers, whose mandate is to control the supply of money and thereby control inflation, characterized the Libra announcement as a challenge to their power to control the money supply of major fiat currencies like the U.S. dollar and the euro. Tax authorities regarded Facebook’s foray into cybercurrency as a potential threat to their tax base, warning that, if Libra achieved success, conventional customers might migrate part or all of their financial activity to cybercurrency, which is harder to trace.

Facebook’s announcement also was controversial because the company has already been under intense media and regulatory scrutiny for having too much access to data about individuals and for allowing its platform to be used by so-called trolls to influence voters with misinformation. Critics warned that Facebook might use data about users’ transactions with Libra to learn even more about its customers—and gain influence over their customers’ financial affairs.

The controversies will need to be resolved, and then Libra can be issued, traded, and perhaps used or perhaps ignored. Many private companies have tried to issue coupons, discount points, and other loyalty-inducing schemes. Most have faded quickly, but some continue to operate. Schemes of that sort have not achieved large enough size to become important factors in the world financial system.
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Malware

Malware, short for “malicious software,” is a type of software designed to bypass the computer user’s intent for malicious purposes. Malware can be directed against individuals but also against governments, corporations, and cybercurrency exchanges and wallets. In the latter instances, malware has been used by hackers to steal from exchanges and to empty wallets.

The earliest malware was often designed as experiments or pranks. It is more frequently used now by hackers (and governments) against individuals to steal personal identity information such as passwords, bank or credit card numbers, and financial details. In addition, some forms of malware may be used to disrupt operations or steal confidential information from corporations or government agencies. In one notorious example, a 2017 malware attack—ransomware, in this case—crashed all the computers at 16 hospitals in the United Kingdom.

Malware has also invaded the cybercurrency space in 2018 by inserting a fake version of My Ether Wallet, one of the widely used wallet services. Its welcome screen was duplicated, and Internet searches sometimes directed users to the fake version, where they were deceived into revealing their private keys. Hackers then had free access to their accounts.

Malware comes in many varieties, such as the following:


	Viruses, self-reproducing programs that can prevent users from operating computers and software as they wish

	Ransomware, which locks computers until targeted individuals or institutions pay a ransom

	Trojan horses, which masquerade as harmless programs but can hijack browsers, corrupt other software, and have other destructive effects

	Spoofing, a technique in which an imitation e-mail or website is set up to mimic those of a legitimate business or real person. If a targeted person replies to that spoof e-mail or visits the spoof website, the target’s personal data can be collected for illegitimate uses such as obtaining the key to a wallet.



With so many threats in the cybercurrency space, it is worth emphasizing how important it is for users to be cautious and skeptical even if e-mails seem familiar and links appear legitimate.
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Mining

In the world of cybercurrencies, the term “mining” refers to the procedure for obtaining new coins. In Bitcoin, Ether, and many other cybercurrencies, the procedure for validating transactions includes a stage called “mining,” in which people with fast computers compete to determine the lengthy, unique alphanumeric string that enables the first to succeed in this task to record a block of transactions to be executed and to earn a fee for doing so. Mining cyber coins bears some resemblance to conventional mining because both involve the expenditure of effort and both involve sifting through huge amounts of material to find the valuable prize. Both also obey the laws of economics, but the way those laws apply varies. Adjustments to mining capacity occurs suddenly in the world of cybercurrency; in conventional mining, it can take years for capacity to increase.

Compare mining coins to mining gold, for example. Historically, gold has been one of the most consistent and popular benchmarks of value. Until the 1960s, gold was the standard against which most global currencies were valued, despite the fact that until the discovery of electricity, gold had no practical application for man. It was too soft to make weapons or tools, too rare to make utensils or any form of machinery, and too expensive for any practical purpose. It is used in industry mostly because it is the best conductor of electricity among the metals.

Gold was valued as a form of currency due to its appearance, scarcity, and relative permanence. It did not rust or spoil or corrode in any significant amount. A kilogram of gold today would remain a kilogram of gold a thousand years from now, very little tarnished. Being hard to find but easy to identify because of its unique color made it an attractive and verifiable measure of value.

This same principle—being difficult to find but easy to verify—applies to the mining of coins. Miners across the world mine for “digital gold” by trying to solve extremely difficult mathematical problems which, once solved, are easy to verify. Successful miners earn “block rewards”: Each block of transactions in a cybercurrency has a unique mathematical problem, and whoever solves it first earns monetary rewards for doing so and is able to add that block to the block chain. This system favors those miners with access to the fastest hardware and software for solving the problems. Some miners have formed collective mining pools, joining resources to solve problems and to distribute the spoils in exchange for a “pool fee,” typically 0.5 percent to 1 percent of the rewards earned. The larger the mining pool, the less an individual miner makes.

In many ways, cyber-currency can be thought of as an anticurrency, designed to be free of several defects of traditional currencies. For example, the supply of coins in any given cybercurrency is fixed, no matter how much or how little processing power goes into mining them. For most coins, a fixed number of blocks is supposed to be added to the blockchain at fixed periods of time. The difficulty of the mathematical problem to be solved automatically adjusts itself to ensure this, becoming more difficult when the blockchain is growing too quickly and less so when it slows down.

The amount of effort that will be devoted to competing to create new coins depends on the returns that miners earn from competing. Those returns can be expected to decline with the total size of the mining pool. The more miners there are, the smaller the return will be to an individual miner or pool.

Viewed from a macro perspective, mining provides an excellent illustration of the law of diminishing returns in its purest form. The hunt for virtual gold has created a form of arms race in mining techniques, technologies, and the types of cybercurrencies being created.

Like actual mining, cyber mining relies on the use of limited and very real resources in order to create new blocks of currencies. There are broadly three types of hardware used for mining these blocks, and the type of mining activity that occurs has a direct impact on literally every aspect of the cybercurrency environment.

CPUS—THE INTENDED PRINCIPLE

Central processing units (CPUs) of computers were the original mining hardware. While still required to run mining operations, they are no longer the most economically viable way to mine because most CPUs are not designed for the specialized tasks required in mining. In the context of today’s mining, CPUs are practically useless.

GPUS—THE ARMS RACE BEGINS

Familiar to gamers and video editors, graphics processing units (GPUs) are hardware specialized to process video content. Video processing involves much rapid repetitive work, so graphics processors are far better and faster at processing tasks than standard CPUs (the average mining GPU is often 10 or even 15 times faster than the average CPU). They are perfect mining machines to conduct the huge number of trial-and-error efforts required to solve the mathematical challenges involved in mining. With specialized GPUs and varying architectures, the race for speed and power inevitably took shape as an arms race to acquire the most and fastest GPUs, causing production shortages—by 2017, gamers were finding it difficult to locate GPUs—and inflating their prices by more than 50 percent.

Foreseeing this, Satoshi Nakamoto, the creator of Bitcoin, personally appealed to the early miners to refrain from using GPUs.

We should have a gentleman’s agreement to postpone the GPU arms race as long as we can for the good of the network. It’s much easier to get new users up to speed if they don’t have to worry about GPU drivers and compatibility. It’s nice how anyone with just a CPU can compete fairly equally right now. (Satoshi Nakamoto Institute 2009)

He was promptly ignored, however, and less than a year later software enabling the use of GPUs for mining was released.

GPUs are still somewhat aligned to the principle of decentralized currency generation, and anyone with a few hundred dollars to spare can try their hands at a small GPU mining computer. The development of hundreds of cybercurrencies, along with over 20 major mining algorithms, allows people to operate in a robust ecosystem that is friendly to experimenting, interacting, and trading.

ASIC MINERS: WEAPONS OF MUTUALLY ASSURED DESTRUCTION

ASIC stands for application-specific integrated circuit, and the only company of real note making these specialized machines is a Chinese-owned company called Bitmain. In fact, Bitmain makes almost every profitable bitcoin mining computer in the market. It owns two mining pools controlling over 32 percent of Bitcoin’s processing power and has been so dominant at times that it could singlehandedly destroy a cybercurrency’s mining ecosystem by assigning or withdrawing processing power from that cybercurrency’s transaction validation process.

A few other companies are making ASICs, but their ability to scale their hardware is nothing close to the capabilities of Bitmain. ASIC chips can literally do only one thing—mining—and are thus unsuitable for pretty much anything else. They are disproportionately powerful at that one task, and, due to the relative immaturity of their technology, their performance leaps by hundreds of percent with each generation of new and improved versions. By contrast, the relative maturity of GPU and CPU technology allows for performance gains only in the tens of percent from year to year. Bitcoin’s algorithm is now a slave to ASIC miners, making it nearly impossible for anyone without the latest Bitmain products to make any profit mining Bitcoins. Critics claim that this state of affairs is not decentralized, is not competitive, and is extremely susceptible to manipulation. With one company having so much power to validate transactions, the temptation exists to use that power in ways that favor certain groups.

When ASICs started popping up, newer currencies began using purpose-built ASIC-resistant algorithms, such as Ethereum’s Dagger Hashimoto and ZCash’s Equhash. ASICs do sometimes manage to catch up even to these algorithms and when they do, they can literally destroy a market by winning so many of the competitions to record new blocks that other operators struggle to win any rewards. The secret to ASICs, according to experts, is to buy them in the first wave of a generational leap or be left in the dust by those who do.

THE DASH DISASTER

Dash, formerly known as Darkcoin and XCoin, is an open-source cybercurrency that aims to be the most user-friendly and most on-chain-scalable cybercurrency in the world. Launched on January 18, 2014, the coin steadily grew until July/August 2017, when the first ASIC “dashminer” arrived from Bitmain. The Dashminer D3 is an ultrafast chip that immediately dominated the competition. A single machine running that chip added nearly one-tenth to the network capacity. The first few miners made their investments (of about US$1,500 but often sold back in the black market for around US$4,000) in two to three days. The next batch of miners came in September, and a network that had a sustainable and profitable 180-kilo hashes (180,000 attempts to solve the challenge problem) capacity on June 1 grew by 4,000 percent to 6.2 mega hashes (6,200,000 attempts to solve the challenge problem) in early October. By mid-November, this ballooned further to over 45 mega hashes (45,000,000 attempts to solve the challenge problem), and the profitability of these miners has essentially gone from arguably the highest in history for the first three days to almost zero in less than three months.
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Mining Puzzle

A major part of the procedure for validating cybercurrency transactions is some restriction regarding how transactions are validated. Satoshi Nakamoto, in the original design of Bitcoin, required that any computer operator who wanted to validate a block of transactions would have to solve a puzzle. Only after solving the puzzle can the computer operator enter a block of transactions. The puzzle that Bitcoin uses is a math puzzle. To be allowed to add a clock of transactions to the Bitcoin blockchain, a computer operator has to solve the puzzle quickly. That requirement to solve the puzzle faster than other computer operators became controversial.

To create a cybercurrency, one of the first problems that a designer faces is how to make sure that transactions are handled adequately. The users will need to conduct front-end tests to ensure that transactions will be properly formatted and vetted before being considered for recording in the chain of transactions. Making a correct decision about which transactions are to be recorded in the chain and which are to be rejected is harder than it sounds. The part about properly formatting and vetting transactions is the easy part. The hard part is that different computer centers may be gathering together transactions and then vying to be selected to record the next block of transactions. Cybercurrency designers need a way of selecting a winner and then reaching consensus that the winner was chosen properly. There also needs to be protection against the possibility that a holder of some amount of cybercurrency would somehow be able to spend it twice.

Satoshi Nakamoto solved the problem of validating transactions. Earlier attempts to create cybercurrencies did not have adequate procedures for making sure that nobody could spend the same coins twice. The solution to the so-called double spend problem that Nakamoto created is both brilliant and unfortunate in the view of some members of the cybercurrency community. The brilliant part was the inclusion of a block chain, now also called “distributed ledger technology.” Each computer center that wants to record the next block of transactions first gathers proposed transactions and strings them together into a block. The block is represented in computer memory as a long string of digits. That long string will be added to the chain of blocks if the computer center that proposes it wins the competition to be selected to add the next block. Congestion and conflict among blocks can happen, however. There may be many computer centers, each proposing a string of transactions, and the strings that they propose will usually not be the same. Some transactions may offer higher transaction fees so that they will be included, and others might be propagated more slowly or offer lower transaction fees, so will not be included until a subsequent competition.

Satoshi Nakamoto chose to program the Bitcoin core software to launch a new round of competition for the privilege of recording the next block every 10 minutes. Right at the beginning of the 10-minute interval, the new math puzzle is presented. The choice of 10-minute intervals was arbitrary but workable. As a way of deciding which string of transactions is chosen for each 10-minute interval, Satoshi Nakamoto decided to stage a competition among the entities proposing new blocks of transactions. There needed to be a new block of transactions, and it had to be declared the winner and then added to the block chain. The new block then had to be tested and accepted by the other computer centers, and the whole cycle could not take too long. The winner is allowed to record the next block of transactions, formatted to dovetail with the previous block. This feature—in which a block could be added to the existing blockchain only in a way impervious to hacker attempts to alter the chain—was a major breakthrough. It made possible “trustless” accounting and tracking systems for a wide range of businesses and agencies. Once a new block of transactions is added to the chain, hackers can still attack it, but with little hope of success. After another block of transactions has been added to the chain, hackers would have an even more daunting task if they wanted to alter the previous block. In that way, the block chain becomes more secure as time passes. Every 10-minute interval, a new block of transactions is added and serves as layer of protection for the previous blocks.

The way that Satoshi Nakamoto chose to run the competition has been criticized, however. Mathematicians and cryptographers know of many math puzzles. To be useful, the puzzle has to be difficult enough so that solving it will take most of the 10-minute interval. If it is too easy, there might be two winners. In that case, there would have to be a way of deciding which of the two winners will be chosen. For that reason, it has to be possible to make the puzzle more difficult. The puzzle also has to have another attribute. When one contestant announces a solution, it needs to be possible to verify very quickly that the solution is correct.

The next step in the validation procedure is controversial. If 51 percent or more of the computer centers vying to solve the puzzle agree that the solution is correct, then the block is considered validated. The other 49 percent can disagree, but they are outvoted. The strings of transactions that were proposed by other computer centers are not included. They remain pending and wait to be included in the next round.

The competition among computer centers solved the double spend problem. Users of Bitcoin quickly saw that the payments procedure was trustworthy. They could buy bitcoins and send them to intended recipients, and the transactions would be processed properly. Users could not send money unless they had it in their wallets, and they could be sure that their transactions would not go astray.

Which math puzzle to choose? Satoshi Nakamoto chose a math puzzle that would have been good enough if Bitcoin had been used by only a few people who were using it to buy tokens for electronic games. If the price of bitcoins had remained below $5, nobody would have spent much effort to win the competition. And nobody except cryptographers would have questioned the 51 percent rule. Every 10 minutes some computer center would have won the competition, would be awarded a few bitcoins (called the “mining reward”), and the whole business would have remained in obscurity. As luck would have it, however, the price of bitcoins rose sharply, triggering an “arms race” among the computer centers. The groups competing to win the competition became known as “miners.”

Later, when other designers were creating new cybercurrencies, they chose other math puzzles. The puzzles became known as mining puzzles because miners (operators of ultrafast computers) had to solve them. All the puzzles had to have the same attributes as the one that Satoshi Nakamoto chose. But within those parameters are many possible puzzles. Ethereum uses a puzzle that was chosen because solving it requires input/output operations and memory. It resists being solved on a single chip. The Ethereum mining puzzle can also be varied slightly every 48 hours so that ultra-specialized machines (called mining rigs) will not have such an overwhelming advantage over general-purpose computers.
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Monero

First mined on April 18, 2014, Monero is a cybercurrency focused on security, privacy, and decentralization. As of October 31, 2018, it was the tenth largest cybercurrency or token, with a market capitalization exceeding US$1.7 billion. It is the leading privacy coin, producing transactions that are truly anonymous. Monero is actively developed by 30 core developers, many of whom operate under pseudonyms, and had over 400 contributors to the project as of October 2018.

Monero transactions are validated in a way that resists centralization of the validation process. It uses distributed ledger technology, meaning that thousands of computers are potentially involved in validating transactions. Gaining control of a single computer involved in validation reveals neither the identities of the people who initiated or received a Monero transaction nor the volume or value of Monero coins involved.

The Monero design intentionally derails ultrafast computers that dominate the validation process in other currencies. This is accomplished by periodically changing the hashing algorithm that miners have to use. In addition, the Monero chain splits into two every 6 months, which also makes it harder to dominate the mining process. The rationale for such an approach, according to Monero core developer Riccardo Spagni, is to head off trends that would increase mining centralization and weaken security. With intermittent changes to the hashing algorithm, chip manufacturers risk spending resources developing mining computers that would be obsolete before being released or within a short time of their release. This approach prevents hardware manufacturers from developing a single chip that would solve the mining puzzle for Monero. Bitmain, the largest chip developer, had planned a launch in May 2018 of its X3 miner, but it abandoned the project because it would have been obsolete immediately.

Monero is focused on transaction privacy and anonymity. In Monero, only the sender and the receiver in a transaction have the keys to prove that the transaction is valid. To send a transaction, Monero software selects 12 random accounts and sends the recipient’s address to all 12. Only one of the 12, however, actually sends the money. The recipient is unable to determine which of the 12 sent it; the transaction is made to appear to have come from all 12. In that way, the trail that leads back to the actual sender becomes virtually impossible to trace.

Most cybercurrencies like Bitcoin are not truly anonymous because the trail of each transaction is unambiguously identifiable throughout its entire transaction history back to its genesis. Monero aims to create an untraceable digital currency by making it impossible for an outside party to trace the chain of ownership.

Historically, Monero has had a relatively high cost per transaction and low transaction throughput due to the large amount of data associated with a transaction. However, in late October 2018, Monero introduced a method to decrease transaction costs, resulting in a 97 percent reduction in fees in the week after its implementation.
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Monetary Rule

At the University of Chicago, in the early years of the Great Depression, there was a movement in favor of a “monetary rule” or “money supply formula” in which the money supply would grow at a rate of 3 percent every year. A major advocate of this monetary rule was Henry Calvert Simons, a colleague of Milton Friedman, Nobel Prize winner and one of the most influential economists in the second half of the 20th century.

The rule takes discretionary authority away from the monetary policy committees that most countries have. Those committees, according to the mainstream view, are comprised of well-qualified people who monitor business conditions closely in the regions they represent and set policies that are aimed at dampening economic cycles and maintain sustainable growth in the real economy. Critics, however, often argue that the proactive policies set by these committees aggravate cycles rather than dampen them. Those critics are often in support of setting monetary policy in accordance with a rule that is published and well understood by all economic actors.

Three percent was the annual increase most commonly advocated because economies over the preceding two centuries had grown at approximately that rate. Proponents believed that if the money supply grew at that same 3 percent rate, over the long run the rate of inflation should be close to zero. A long-run rate of inflation of zero also created a fair environment for bond investors because bonds would retain their value, and their interest rates would be stable. A low inflation rate would support capital investment in the real economy because the financial return on investment would be easier to calculate with no unpredictable increase in the price of goods. Low inflation also reduces the incentive for speculators to seek profits arising from distortions in prices and interest rates.

In the realm of cybercurrencies, the available supply of a particular coin can be manipulated by groups of large traders working in concert. They can buy large numbers of coins and hold them off the market as the price rises. Then at a prearranged time, they dump those onto the market, causing the price to crash. This coordinated buying and selling allows them to sell when the price is high and to buy when it is low. Smaller traders cannot defend themselves unless they can guess when the wave of selling is coming. This volatility—the waves of inflation and abrupt devaluations that can plague fiat money systems—is precisely what the monetary rule is designed to prevent. In cybercurrency, no such rule exists. Traders can influence the prices to produce artificial inflation and devaluation without restraint.
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Money Laundering

In a broad sense, money laundering can be defined as a complex process by which money earned from a criminal activity is converted into legal tender or an asset that is part of the legal economy. In a sense, the money is “washed” through legitimate businesses or financial institutions to remove the trace of criminal activity.

Three stages are associated with money laundering: placement, layering, and integration. Placement is the act of introducing the dirty money into the financial system in some fashion. Once an entry point is found, the next stage is layering, which is the act of concealing the source of the money by way of a series of complex transactions and bookkeeping sleight-of-hand. The final phase is integration, when the washed money is invested in the legitimate economy. This can be executed in a number of ways, ranging from the purchase of real estate to buying ownership in a functioning business.

The following are well-known money laundering schemes:


	Front companies: Criminal organizations will purchase a legal business operation, which is often a heavily cash-based business like a restaurant, casino, or automobile dealership. Under this scheme, the criminal organization inflates the daily cash receipts to channel its illegal cash through the business and into the bank.

	Real estate: One of the major ways money is laundered is through real estate purchases that are carried out by limited liability companies (LLCs). While the use of an LLC in a real estate transaction does not mean the deal is suspicious, it means that at least one party in the transaction took steps to shield its identity from public view. The concern over the purchase of real estate by foreign buyers wishing to conceal their identity has led authorities in the U.S., UK, and other parts of Europe to tighten disclosure of information requirements.

	Smurfing: Named after the Belgian animated show (The Smurfs), the central actor named Papa Smurf distributes illicitly gained cash to “Smurfs”—individuals who establish bank accounts at multiple banks and other financial institutions in small enough amounts to avoid anti–money laundering regulations and the suspicion of the authorities.

	Letter of credit fraud: This is attempted against banks by providing false documentation to demonstrate that goods were shipped when in reality none were shipped.

	Mules: Individuals hired by criminal organizations to physically smuggle cash across borders and deposit them in offshore accounts where money laundering enforcement is less strict.

	Hawala: Originating in South Asia in the eighth century among largely Islamic merchant communities, hawala is a system of transferring money without moving any money across national borders. It is a system based on the performance and honor of a large network of money brokers (known as hawaladars). The system works as follows: Customer X goes to a hawala broker in one city (country A) and gives him a sum of money that is to be transferred to a recipient in another, overseas city. Along with the money, he usually specifies something like a password that will lead to the money being paid out. The hawala broker calls another hawala broker in the recipient’s city, passing along the password. Then the intended recipient, who also has been informed of the password, approaches the second hawala and tells him the agreed-on password. If the password is correct, the transferred sum is released, usually after a small commission has been charged. The first hawala broker now owes the second hawala broker the money he paid out to the recipient, and the second broker has to trust the first’s promise to settle the debt at a later date. This system is used in the Middle East, North Africa, the Horn of Africa (namely Somalia), and the Indian subcontinent.

	Commodities buying: Criminal organizations invest in commodities such as gems, gold, and timber that can be easily transferred to other jurisdictions, discreetly investing in and selling valuable assets such as real estate, gambling, counterfeiting, and creating shell companies.

	Cyber laundering: While the older, more traditional methods of money laundering are still very much in use, the advent of the Internet and Internet-related technological breakthroughs like blockchain and virtual currencies has added a new frontier. The use of the Internet, in particular the so-called dark web, has created an area of activity offering all new options for concealment. The dark web hosts such content as child pornography, black markets (like Silk Market and Farmer’s Market), drugs, and even sometimes Bitcoin. To reach the dark web, specific software, configurations, and authorization are required. Money laundering has expanded in this area, helped along by the rise of online banking institutions, anonymous online payment services, peer-to-peer transfers using mobile phones, and virtual currencies like Bitcoin. Crowd-sourcing would also fit this mix.



The major challenge to preoccupy financial regulatory authorities and law enforcement agencies in the decades ahead is likely to arise from cryptocurrencies. Although these instruments are not entirely anonymous, they are increasingly being used in currency blackmailing schemes, drug trafficking, and other criminal activities. Their near-anonymity makes them highly attractive. Moreover, with the push for economies to go cashless, cryptocurrencies resolve the dilemma for those who wish to maintain their privacy and stop governments gaining a deeper control over what and how their citizens are doing with their money.

DRIVERS OF MONEY LAUNDERING

The major force that drives money laundering is the need for secrecy. Simply stated, money laundering is an act of concealment, undertaken to make certain that regulatory authorities and law enforcement agencies do not know the origin of cash earnings. That concealment protects criminal elements from legal prosecution.

Another important factor in the motivation for money laundering is the intentional concealment of wealth from governments—whether legally or illegally acquired—an act referred to as tax evasion. According to the International Consortium of Investigative Journalists, around 8 percent of the world’s household financial wealth is held in secret offshore financial centers. Cheating the tax authorities reduces the funds available to government to build badly needed infrastructure, invest in educational and health care systems, and maintain sufficient law and order for citizens to safely carry out their business.

The primary motivation for tax evasion is greed, a lack of faith in the intentions of the government, or political purposes (i.e., political corruption).

The Panama Papers, which in 2016 provided a deep view into Panama’s Mossack Fonseca law firm, revealed the secret offshore holdings of 140 politicians and public officials from around the world. High on the list of world leaders caught using offshore financial centers were the prime minister of Iceland, the president of Ukraine, and the king of Saudi Arabia, as well as many high-ranking Chinese and Russian government officials and their friends. Although not all the users of offshore financial centers broke laws on money laundering or tax evasion, the revelations contained in the Panama Papers did erode trust in the political institutions and political classes of the nations from which they hailed.

One of the more sensational cases to emerge from the Panama Papers concerned former Pakistan Prime Minister Nawaz Sharif. The papers linked the former Pakistani leader’s children to offshore companies used to buy apartments in London. The Pakistan government found “significant gaps/disparity among the known and declared sources of income and wealth” (Gaffey 2017). In 2018, Sharif was sentenced to ten years in prison and fined $10.6 million on corruption charges. Pakistan’s antigraft court also convicted Sharif’s daughter, giving her a seven-year prison term, and the Pakistani government confiscated the apartments in London.

IMPORTANT ACTORS IN MONEY LAUNDERING

Money laundering is a large and widespread economic activity, and as such it has multiple actors. These include those who want to launder their money, those who offer the institutions for such transactions, and those who seek to stop the flow of illicit funds through the financial system. There are also institutions caught in the middle—targets for money launderers and their allies.

The major actors seeking to use money laundering are criminal or terrorist organizations trying to launder money from illicit activities. Individuals also launder money, though the scale is considerably less than that of criminal and terrorist organizations. The criminal organizations include a wide range of groups, ranging from Colombian and Mexican drug cartels and Chinese triads to human traffickers and gun smugglers. Terrorist organizations heavily involved in money laundering tend to operate out of the Middle East, though not exclusively.

Caught in the middle in an intermediary role is the financial services industry—banks, nonbanking financing companies, insurers, capital market firms, and money transfer companies. The vast majority of such institutions are unwilling participants in money laundering and have adopted anti–money laundering regimes to deal with the threat of being compromised by such activities.

In the matrix of key money laundering actors, the legal profession often plays a central role as well. This is not to argue that the legal profession is generally corrupt but that modern finance is heavily wrapped in legal procedures, rules, and regulations, a process that becomes even more complicated when banks and companies cross international borders. Moreover, much of the work done at offshore financial centers requires the services of lawyers as well as accountants and compliance officers.

Other important actors in the money laundering world are governments, which function as the key jurisdictions of anti–money laundering enforcement. The United States, most major European countries (and the European Union) and Canada have been particularly active in pushing anti–money laundering programs in their countries, as well as being forces behind the creation of similarly focused international organizations such as the Financial Action Task Force (FATF) and its regional cousins, like the Caribbean Action Task Force and the Financial Action Task Force on Latin America.

Many of the same governments that are deeply engaged in fighting money laundering and financial crime offer financial services that provide a high degree of secrecy, which at the same time could encourage money laundering and tax evasion. One example of this is the United States, which has often taken the lead in going after money laundering as a financial crime around the world. Yet the same government has allowed a considerable lack of transparency in acquiring beneficial ownership information (part of the incentive package offered by state governments like Delaware for limited liability companies (LLCs) to formally incorporate within their state). Delaware alone is home to more than 1 million corporations, including over half of the Fortune 500 companies (incorporated there for tax purposes). The vast majority of LLCs are legitimate concerns that operate well within the bounds of the law, and the fees for such services provide an important revenue stream for state governments. However, they do provide a high level of confidentiality for the beneficiaries.

IMPACTS OF MONEY LAUNDERING

Money laundering has a tendency to conjure an image of exotic locations, shady people with suitcases full of ill-gotten cash, and opulent offices manned by slick financial operators, ready to take the cash and turn it into legitimate assets. Countries and islands in Europe and the Caribbean often feature prominently in this stereotyping. These nations and territories are often portrayed as hubs of what is called “offshore finance”: full-service financial centers where discretion is the preferred mode of business.

Money laundering is something that happens not only in offshore financial centers in the Caribbean and Europe but also in large economies like the United Kingdom, Germany, the United States, and China. Indeed, money laundering is a global problem, a dark underbelly to the international financial system. The United Nations Office on Drugs and Crime estimates that the amount of so-called dirty money that penetrates the international banking system in one year is equal to 2–5 percent of global GDP (gross domestic product) or US$800 billion to US$2 trillion. Although the number is far from being precise, it provides an idea of the large-scale nature of the problem.

The cleaning of dirty money into legal tender and assets has become an increasingly sophisticated game, reflecting innovative developments in financial products, technology, and communications. The advent of cryptocurrencies, the shift toward cashless economies, and the expanding number of entities capable of offering money laundering services further underscore the changing dynamic of money laundering in today’s world. Financial regulators and law enforcement agencies thus find combating money laundering to be a major challenge.

Money laundering represents a number of risks for the legitimate global economy, ranging from potentially disruptive sources of capital being pumped into companies and business sectors to artificially inflating prices and to disguising weaknesses in economic activity. Furthermore, money laundering can result in costly fines for banks and companies and in prison time for those caught facilitating such transactions. In a world where branding has become essential to customer success, accusations of money laundering can cause reputational damage that is difficult to undo.

The facilitation of relationships between criminal organizations and politicians is helped by money laundering. The use of illicitly gained cash and other valuable assets can help pave the way to bribery, political payoffs, and corruption. This erodes the legitimacy of governments and provides outlets for further criminal activity. Ultimately, the flow of illicit cash into a political system can be destabilizing and can complicate relations with other countries.

Money laundering featured prominently in federal criminal investigations surrounding Brazil’s Operation Car Wash, which commenced in 2014 and ultimately resulted in the arrest of a former president, Luiz Ignacio Lula da Silva, in 2018. Operation Car Wash also sullied the reputation of one of the country’s largest companies, construction giant Odebrecht, which was discovered to have been active in paying out more than US$700 million in bribes to officials in Central America and South America.

The IMDB scandal in Malaysia, meanwhile, resulted in the 2018 arrest of one of that country’s former prime ministers on money laundering charges. Embarrassing questions have been raised about payments by Chinese companies and the use of banks in Abu Dhabi in the alleged laundering of money by Malaysian officials.

Money laundering can also be used to help finance terrorism. Technically sophisticated political organizations that embrace the use of violence need to tap money to run their operations. The largest source of terrorist financing has come from the illicit drug trade, but revenues have been raised from other criminal activities as well, including counterfeiting various goods and the smuggling of oil and other goods. Terrorist organizations that have been active in laundering money have included al-Qaeda, the Islamic State (ISIS), and the Revolutionary Armed Forces of Colombia (Fuerzas Armadas Revolucionarias de Colombia).

ANTI-LAUNDERING POLICIES, LAWS, AND ENFORCEMENT ACTIONS

In response to the proliferation of illicit drug trafficking and other cross-border criminal activities in the 1980s and thereafter, both national governments and international organizations created an anti–money laundering regulatory and law enforcement regime.

The United States has been one of the most active countries in dealing with money laundering, in large part due to its being one of the world’s largest markets for imported illicit drugs. In addition, its banks (in particular the large international institutions that operate in multiple jurisdictions) have been repeatedly hit by money laundering operations. Under the Money Laundering Control Act of 1986, money laundering was made illegal. Money laundering is also illegal throughout the European Union, which, like the United States, has been a major market for the global illicit drug trade and other cross-border smuggling of goods and people.

While a number of intergovernmental and regional bodies seek to fight financial crime, the most prominent organization is the FATF, established in 1989. Created by the G-7 group of countries (The United States, UK, Canada, Japan, Germany, France, and Italy), the FATF is headquartered in Paris. The organization is actively engaged in making recommendations for combating financial crime, conducts reviews of member states’ policies and procedures, and seeks to increase acceptance of anti–money laundering regulations around the world. As of 2018, the FATF had 37 members, including the United States, China, Japan, Europe’s major economies, Luxembourg, Switzerland, Russia, and Turkey.

Other organizations actively engaged in fighting money laundering include Interpol, the Organisation for Economic Co-operation and Development (OECD), the International Monetary Fund (IMF), the World Bank, and the United Nations. The last has done much to address the global illicit drug trade and money laundering. Indeed, the UN’s 1988 United Nations Convention Against the Illicit Traffic in Narcotic Drugs and Psychotropic Substances was the first international legal instrument to seek the criminalization of money laundering. Other key pieces of legislation, added in 2003 and 2005, widened the scope of money laundering offences subject to criminal prosecution.

The creation of a global anti–money laundering regulatory and legal regime has not been an easy process. There has been considerable resistance to injecting more transparency and disclosure into global finance. Vested interests, including national governments such as those of Luxembourg, Switzerland, and the Bahamas, have in the past fought against the erosion of bank secrecy. Although the risks of laundering criminal proceeds and terrorist financing are widely recognized, the offering of opaque financial systems attracts considerable capital, or what some would call “hot money,” looking for a place to invest. For smaller jurisdictions, in particular, offshore finance remains an attractive economic sector as it provides employment and revenues for local governments.

Another factor in dealing with money laundering is the so-called balloon factor. Money laundering and related financial crime is like a balloon: Squeeze at one end, and the air goes to another part of the balloon. When governments take actions against money laundering and financial crime, with tougher anti–money laundering (AML) laws and regulations including asset forfeiture, criminal enterprises may leave these jurisdictions for other, more loosely regulated places of business.

Scott B. MacDonald

See also: Anonymity; Panama Papers

Further Reading

Gaffey, Conor. “How the Panama Papers Brought Down Pakistan’s Prime Minister Nawaz Sharif.” Newsweek.com. July 28, 2017. https://www.newsweek.com/panama-papers-pakistan-prime-minister-nawaz-sharif-643230

International Compliance Association. “What Is Money Laundering?” Int-comp.org. n.d. https://www.int-comp.org/careers/your-career-in-aml/what-is-money-laundering

“Malaysia’s Former Prime Minister Faces Trial in the 1MDB Scandal.” Economist. February 9, 2019. https://www.economist.com/finance-and-economics/2019/02/09/malaysias-former-prime-minister-faces-trial-in-the-1mdb-scandal

Watts, Jonathan. “Operation Car Wash: Is This the Biggest Corruption Scandal in History?” Guardian. June 1, 2017. https://www.theguardian.com/world/2017/jun/01/brazil-operation-car-wash-is-this-the-biggest-corruption-scandal-in-history

“What Is Money Laundering?” FATF-GAFI.org. n.d. https://www.fatf-gafi.org/faq/moneylaundering

“What Is Money Laundering and Why Is It Illegal?” HG Legal Resources. n.d. https://www.hg.org/legal-articles/what-is-money-laundering-and-why-is-it-illegal-31085

Wong, Julian. “Don’t Be Taken to the Cleaners—Money Laundering Techniques.” Datavisor.com. September 22, 1016. https://www.datavisor.com/blog/dont-be-taken-to-the-cleaners-anatomy-of-money-laundering

Mt. Gox Hack

The Mt. Gox hack, in which 850,000 bitcoins were stolen, remains the largest theft in cybercurrency history. Mt. Gox was, for a time, the largest Bitcoin exchange. In the early days of 2014, it handled over 70 percent of all trades in Bitcoin. By the end of February, it had suffered a theft of about two-thirds of the bitcoins it was holding for customers. It was forced to declare bankruptcy.

Mt. Gox was domiciled in Japan. It started as an exchange where gamers could buy and sell game tokens and added Bitcoin without setting up adequate control mechanisms. The weaknesses in the controls were revealed after it suffered what is still the largest ever theft of cybercurrency.

In traditional financial intermediaries, standard control procedures call for two or more people to approve sending large amounts. It is also standard procedure for the approvals to be stored in a way so that more than one authorized person can routinely check details of a large transfer and afterward can verify that the transfer was sent.

The most serious flaw in Mt. Gox’s control procedures was that a single person, using a single private key, could send large amounts of bitcoins from the Mt. Gox main wallet to wallets that the malicious actor alone controlled. This state of affairs left the entire exchange vulnerable to an insider with access to the private key to the main wallet. The notorious theft that ensued, although it is commonly called a “hack,” was not done by a person outside the company who, by some clever method of attack, was able to obtain the private key. It was, in fact, an inside job by an employee later captured in Athens, Greece, when he committed an additional financial crime.

When news of the theft first broke, it prompted widespread speculation that an outsider had guessed the private key to the main Mt. Gox wallet. Cyber crime experts speculated about ways the theft might have been carried out. The noted computer scientist Emin Gun Sirer, for example, issued a widely circulated blog post called, “What Did Not Happen at Mt. Gox,” in which he discussed the theories of how the theft might have been accomplished—then dismissed most of the methods one by one.

The bankruptcy case attracted attention both in Japan and in the United States, where many Americans sought help from the U.S. government to recover their lost money. Officials from both countries investigated the theft. The forensic accounting was difficult and very lengthy but eventually uncovered the facts. This tedious task of tracing the money as it moved through a series of wallets, from one wallet to many wallets, revealed that bitcoin transactions can, with sufficient effort, be traced.

An interesting feature of the long-running Mt. Gox drama was how Japanese bankruptcy law resolved the bankruptcy. After the theft, Mt. Gox still held approximately one-third of the bitcoins that customers had deposited. Japanese bankruptcy law states that creditor losses in a bankruptcy are measured in yen. That fact became important when the price of Bitcoin in Japanese yen more than tripled. Under Japanese bankruptcy law, if the bankrupt company’s assets rise in value during the bankruptcy proceedings to a value in yen high enough to pay off all the creditor claims in yen, the judge is directed to sell the company’s assets for yen and then distribute the yen to the creditors.

That is what the Japanese bankruptcy judge did. The price of Bitcoin more than tripled after Mt. Gox filed for bankruptcy, triggering the liquidation of Mt. Gox’s Bitcoin holdings. An account holder who had, for example, 300 bitcoins just before the bankruptcy received the yen equivalent of 100 bitcoins. Due to Bitcoin’s rising value, that represented a larger amount in yen than the 300 bitcoins had originally cost. That was full reimbursement, so under Japanese law the account holders could not sue to recover the remaining 200 bitcoins from their original purchase.

Another feature of the bankruptcy was that account holders knew approximately when the Japanese bankruptcy court was going to distribute the cash to the creditors. Some of these individuals expressed concern that legal maneuvers in the Japanese bankruptcy court might delay the distribution. For that reason, many sold their claims at a discount.

The Mt. Gox hack was a watershed moment in the history of cybercurrency. It shattered the illusion that cybercurrency would quickly demonstrate its superiority to fiat currency and that alternate financial institutions would supersede traditional ones. It also showed how existing legal systems, especially bankruptcy proceedings, would handle such cases.

There were many twists and turns in the Mt. Gox saga. The exchange itself put out announcements that failed to explain what had actually happened, and mainstream news and financial journalism organizations struggled to cover the full dimensions of the event. There were confusion and controversy, some self-interested announcements, and a confusing cloud of allegations as events unfolded. In retrospect, it is clear that the financial press was not in a position to report accurately what was going on until long after the events that caused the bankruptcy. The Mt. Gox hack will always be worthy of study for anyone who wishes to understand the world or cybercurrency and its complex relationship with the traditional financial system.
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Multisig

Multisig is the requirement that more than one signature be used to open a wallet, the digital repository of an individual’s cybercurrency holdings. In the scripting language of Bitcoin and a few other cybercurrencies, it is possible to set up a wallet in which transactions can be completed only with two authorized electronic signatures. In traditional banking, a checking account can require two authorized signatures on each check; one signature alone is not enough. In the cybercurrency world, multisig wallets work the same way. The wallet will allow coins to be moved only if both authorized signatures appear. This prevents somebody who has only one of the two electronic signatures from moving the coins.

Multisig protocols, however, are tricky and can be vulnerable to attack. Some protocols utilize three authorized signatures but empower transactions if any two of the three signatures are used. An attacker might create two new accounts and then try to empty an account with a large number of coins in it by issuing a multisig transaction order, giving only the electronic signatures of the two new accounts. Exchanges realized the possible abuses of this protocol and outlawed it.

Although multisig wallets might have prevented a number of notorious embezzlements, few cybercurrency exchanges support them. More traditional management control techniques are now used to prevent one individual from taking control of an account.
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Orphan Transactions

When there are too many transactions to fit into a single cybercurrency transaction block—each of which has an established size limit—transactions that are not included are called “orphan transactions.” They occur because the computer servers involved in validating transactions include in a block the transactions that offer the highest fees. A transaction with lower fees is orphaned until a slack period in the volume of transactions encourages miners to include them.

After Bitcoin pioneers completed a few transactions, the number of transactions rose sharply from 2012. The ten-minute interval originally specified between blocks and the block size of 1 million bytes became overloaded with the volume of transactions initiated. Miners developed new strategies to maximize their profits from the volume of transactions they could assemble while still solving the mining puzzle, a computation-intensive challenge that can be solved only by trial and error within the allotted ten minutes. In the early days, the number of transactions grew erratically, but it was not uncommon to see so many pending transactions build up that they could not fit into the next block the miners were assembling.

Each miner gathered together the transactions that were being initiated in order to prepare to record the new block if it was lucky enough to be the first to solve the math puzzle. With too many transactions to fit into a single block, miners made choices about which transactions would be included in the next block. The transactions were included or left for the next block according to the amounts of transaction fees they offered to pay. A transaction accompanied by a large transaction fee prepaid to cover the cost of validation would be included, whereas one accompanied by a smaller fee would be left behind in the pool of transactions awaiting validation.

It frequently happened that, during periods of high volume, the software underestimated the amount of money that should be included with each transaction to pay transaction fees. Users who wanted to move money quickly would override the estimated amount, raising the transaction fee that they offered to miners. That strategy enabled people to secure quick confirmation that their transactions would be included in the next block. All the miners would see the transaction with the high fee and include it in the blocks they were assembling. Then, no matter which miner solved the math puzzle first, the transactions offering high fees would be included. That is how transaction fees sometimes reached as high as US$50. The growth of demand for cybercurrencies, especially Bitcoin, created frequent bottlenecks in transaction processing.

Conversely, transactions offering lower fees were left behind, sometimes for several ten-minute periods. After a few additional ten-minute intervals, there would most likely be a period of lower demand, during which time the backlog of transactions waiting for validation would be whittled down. In that way every transaction, including ones that offered lower fees, was eventually validated.
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Ostracism

Ostracism is possible in cybercurrencies, especially in the ones with concentrated or centralized validation procedures. Ostracism blocks or attempts to block the owner of a wallet from spending the money in the wallet. Theoretically, if there is a high degree of consensus among the operators of the computers involved in validating transactions, it would be possible for the operators to decide not to process transactions originating from a particular wallet. If enough miners form part of a coordinated effort to dispossess the owner of a given wallet, they can reject transactions originating from it; that is, they can assemble block after block of transactions without ever including transactions from that wallet. They might do that because they have a socially motivated desire to block the owner of the ostracized wallet from spending the money in the wallet. They might also do so if the owner of the ostracized is engaging in unfair practices. If the operators of the servers who do this control 51 percent or more of the servers that confirm new blocks, they can refuse to process blocks that contain transactions from that wallet. No reported incidences of this type of activity exist, but it is a possible design defect, probably unintended. But whether it was intended or not, ostracism is a disturbing possibility.
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Panama Papers

The Panama Papers refer to 11.5 million leaked financial documents from Mossack Fonseca, a Panamanian law firm, in 2015. The documents gave details about secret accounts, including the full names of their owners. The leaker was known as John Doe, who wanted to publicize global financial corruption and worsening income inequality. He initially contacted Bastian Obermayer, a reporter for the German newspaper, Suddeutsche Zeitung. From that contact point, the Mossack Fonseca documents were passed along to the International Consortium of Investigative Journalists (ICIJ), which posted the entire 11.5 million documents on their website. The ICIJ also helped coordinate the global investigation and the publishing of stories from the data. The results of the journalistic investigation revealed that Mossack Fonseca concealed a vast underground network of locations and institutions willing and able to handle the secret and illicit movement of money (in the billions of dollars) in a discreet and difficult-to-trace fashion. The identity of John Doe is still unknown.

Mossack Fonseca was established in 1977. It maintained a low international profile but was one of the largest providers of services related to offshore finance, including the creation of shell companies and what some analysts regard as tax dodges. The firm’s customers ranged from well-known politicians and celebrities to outright criminals (including drug and weapons dealers, dictators, and regimes like North Korea and Iran). Following the leak, the firm suffered a substantial loss of business, came under the scrutiny of international law and financial regulatory organizations, ended up in litigation, and eventually shut its doors in March 2018.

The explosive revelations contained in the Panama Papers included documents showing that the use of shell companies was extensive, with more than half being registered in British offshore financial centers including the United Kingdom. The British Virgin Islands, officially a British Overseas Territory in the Caribbean, with a population around 28,000, was the most actively used location for Mossack Fonseca’s business. Panama also loomed large, considering its long tradition as an offshore financial center and close proximity to the source countries for much of the world’s cocaine trade. Although both the British Virgin Islands and Panama have made improvements on their bank secrecy laws through the years, problems have continued, and many business operations are still more or less opaque.

Although much of what constitutes offshore financial business is not illegal, Mossack Fonseca was found to be grossly negligent in terms of conducting proper due diligence about its customer base and their financial activities. According to ICIJ reports, Mossack Fonseca incorporated more than 100,000 such corporate entities. More than two months after the firm became aware of the records breach, it still could not identify owners of more than 70 percent of 28,500 active companies in the British Virgin Islands. Moreover, the firm did not know who owned 75 percent of 10,500 active shell companies in Panama.

Mossack Fonseca’s lack of due diligence left the firm open to claims of criminal intent, assertions that were not helped by the law firm’s involvement in a number of other international scandals around the same time period. These included German government investigations into money laundering and tax evasion schemes with Commerzbank (one of the country’s largest banks) in 2015, Petrobras’s Operation Car Wash, which centered around money laundering at its state-owned oil company Petrobras, and another investigation in the United States over the questionable ownership of Argentine money. Other allegations of financial malfeasance raised by the Panama Papers swirled around individuals or organizations in China (the country’s elite and their relatives hide their fortunes offshore), Russia (the president’s inner circle smuggle millions of dollars via a network of letterbox companies), and Iran (the government concluded oil deals through offshore companies).

The Panama Papers also had a political impact, as it revealed that a number of politicians or their families were linked with Mossack Fonseca. One of those tagged with some relationship with the firm was Iceland’s then Prime Minister Sigmundar David Gunnlaugsson, who was shown to have a stake in an offshore company that he and his wife used secretly to hold close to $4 million in bonds in Icelandic banks (then in government hands after failing), even as his government was negotiating with the banks’ creditors. He promptly resigned from office. Former British Prime Minister David Cameron was also ensnared by the Panama Papers, which revealed that he had benefited from a Panama-based offshore trust set up by his late father. Cameron had disclosed the matter with British tax authorities and paid income tax on the dividends. Nonetheless, Cameron’s use of an offshore financial center came in the aftermath of the Great Recession, which hit many British hard and left deep-seated ill will vis-à-vis the country’s financial elite, who were seen as responsible for the economic crisis.

Two major results came from the Panama Papers scandal. First and foremost, it provided substantive evidence of a vast underground network of financial services for the very wealthy. Although this network had been discussed for a long time, the Panama Papers provided an insider view as to the business and locations involved. Second, it inflamed public moral indignation over what many regarded as a gross inequality of private wealth and its management. The Panama Papers underscored not only that the wealth gap growing between rich and poor in many countries but that many wealthy people around the world are willing to go to extraordinary lengths to avoid paying the taxes that fund the societies in which they live.
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Parity Bit

To send information over the Internet, the information must be coded into a sequence of ones and zeroes. A parity bit is a one or zero that is added at the end of a sequence of ones and zeros. Adding a parity bit makes it possible for a recipient of a string of ones and zeroes to verify that the sequence of ones and zeroes has been transmitted without error.

When these numeral sequences are transmitted, they are translated by the receiving computer into characters and numbers, or pixels in an image, or sounds in an audio message. The coding scheme for text and numbers is called ASCII, which uses 8 bits to represent a letter of the alphabet or a number. However, the 8-bit message coding a letter of the alphabet might be transmitted over a noisy circuit, i.e., a circuit that sometimes makes a mistake when transmitting a 1 or a 0. To protect against that possibility, many information transmission protocols add a parity bit to each 8-bit character that is sent. The parity bit is added by the sender, and the bit is set to 1 or to 0 so that the 9 bits add up to an even number. For example, if the message is 11001100, the 9th bit would be set to 0 and then added to the message. The total of nine bits would then be 4, an even number.

At the receiving end, this ninth bit operates as a fail-safe. Suppose that a message is transmitted imperfectly, so that the total of the 9 digits that arrive is 3 or 5. Those are odd numbers, so the computer at the receiving end would flag that 9-bit message, signaling that it did not arrive correctly. The 9-bit message could then be retransmitted, and, if on the second attempt, the bits added up to an even number, it would be assumed that the 9-bit message was (most probably) received correctly.

It is possible for two of the 8 bits in a message to be received incorrectly. That can happen if a circuit is particularly “noisy” or error-prone, or if a message needs to be transmitted with very few errors. In these cases, it is possible to add two parity bits to each 8-character message. This greatly improves the probability that the 8-bit message will be received correctly, but it requires sending 10 bits to reliably transmit 8 bits. Schemes with two parity bits are not as inefficient as that makes them seem, however. Schemes with parity bits are designed cleverly, so that the parity check at the receiving end not only signals that the message arrived with errors but also indicates which digit or digits arrived incorrectly.

Parity bits are used in telecommunications as a routine precaution against errors in the arriving message. In cybercurrency, it is especially important that the message arrive correctly, so parity bits and other fail-safe procedures are used. Sending coins to the wrong account is fatal, in the sense that the coins are probably lost forever. For that reason, transmission methods use well designed schemes with extensive protections against error to send messages.
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Public Key/Private Key

The owners of cybercurrency keep their money in a wallet, the digital equivalent of a bank account. The public key is the account number; the private key is like a password. Anyone can view a public key and see what is in the wallet; moving the money in the wallet or spending it for transactions, however, can be done only by using the private key.

In the traditional financial system, the need for security is satisfied by written signatures and identity documents. Likewise, for any cybercurrency to work properly, people need to have secure ownership of their funds. The accepted method of making wallets safe uses a public key and a private key, each a long string of numbers and letters of the alphabet. The strings of characters are so long that guessing the correct string of characters is virtually impossible. Guessing just the first dozen characters in the string can take millions of attempts. It could, with extreme luck, be done more quickly, but the probability of guessing right with one of the first few guesses is less than the probability of being hit be two meteorites on the same day.

This public key/private key method provides excellent security—if and only if the owner of the wallet keeps all others from knowing the private key. The public key, on the other hand, is easily discovered. The public key is a compressed version of the private key; anyone who has the private key can compute the public key using a widely known method. In other words, the private key is what really makes the wallet secure. This extreme dependence on keeping the private key safe from prying eyes has caused controversy. Everyone who puts valuable coins into an account needs to keep in mind that there is no central authority that can override the security protocol and release the coins. There is no central website where the private keys are stored. If the private key is lost, the money is probably gone forever.

Understandably, people have gone to great lengths to keep their private keys secret. Their efforts have produced an ironic result. Many coins have been lost because the owner of the wallet hid the private key so well that nobody, including the owner, could recover it. Some experts believe that most losses of cybercurrency coins result when the owner of a wallet dies without telling any of his or her heirs or executors the private key.

In contrast, there have been no reported cases of a hacker using any known computational method to guess a private key.

When a wallet contains a large amount in coin, owners or custodians have sometimes taken extreme measures to protect their wallets. Some have stored half the private key on one piece of paper in a safe deposit box, and the other half on a different piece of paper in a different safe deposit box, located in a different place. Then two people are designated to upload the two pieces of the private key to unlock the wallet. If that procedure is done correctly, neither person sees the entire private key. The private key is then put in the command line of the instruction to open the wallet. This can be done using a technique that never exposes the key or that records any part of it in any part of any computer’s memory, except in the command line to open the wallet. After the wallet has been opened and closed, the people involved then overwrite the characters on the computer’s clipboard. When this is done carefully, no copy of the key remains in any computer’s memory after the wallet has been opened and closed.
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Pump and Dump

In the days when national stock markets were unregulated, it was easy to invent rumors and spread them to reach other investors. Ill informed investors would buy or sell specific stocks based on this false information or upward trends in the volume and direction of the stock in question. Those efforts completed the “pump” part of the stock manipulation. The “dump” came when the people who knew the rumors were false and that the stock had been pumped to an artificially high level would abruptly sell their stock at the higher price. This sell-off would cause the price of the stock to plummet, wreaking havoc on the stock portfolios of the investors who had been taken in by the false information and stock price manipulation.

A pump-and-dump operation of the classic sort has been illegal in the United States for almost a century. Other countries with well regulated stock markets have also outlawed circulating false rumors. In countries with lightly regulated stock markets, it is also illegal to circulate false rumors, but that behavior is not always punished. For that reason, investors in those lightly regulated stock markets try especially hard to acquire inside information. They pay spies or listen attentively to conversations at the places where insiders congregate.

In cybercurrency markets, no laws exist to curb that sort of manipulation. Anybody who knows how to do it can launch a rumor for a source that is crafted to look legitimate or credible. Such behavior might elicit criticism but no punishment more severe than that. Many times, the company that launched the token will not even deny the rumor. That can be because the company has already failed, and there is nobody who will take notice of the false rumor. That can also be because managers of the company do not follow the day-to-day price fluctuations.

The companies that launch tokens can try to protect the price of the token from pump-and-dump schemes in various ways. These include putting out a stream of valid information and posting proof that the information is valid. That is time-consuming, and very few companies do it. It also reveals information that the companies prefer to keep secret. Many of the companies that could put out information balk at the suggestion because they do not want to disclose that much.

The risk-taking investors who buy and sell cybercurrencies and tokens are wary. They know how treacherous the trading environment can be. They also know that some of the projects and companies will be successful. Their challenge is to figure out which ones will survive and which ones among the survivors will reward their investors. That is very difficult because information comes out in a trickle. Schemes that manipulate prices cast doubt on the trickle of information, making even valid information less valuable. Manipulation schemes are damaging to the credibility of the entire cybercurrency ecosystem. It is likely, however, given the lack of regulation in this regard, that schemes to manipulate prices will continue as long as they are profitable to the people behind them.

John C. Edmunds

See also: Front-Running

Further Reading

FINRA. “Wake Up and Smell the Pump and Dump” Financial Industry Regulatory Authority. n.d. https://www.finra.org/investors/highlights/wake-and-smell-pump-and-dump

Young, Joseph. “MIT: Crypto Pump-and-Dumps See Volume of $7 Million a Day,” CCN. May 12, 2018. https://www.ccn.com/mit-crypto-pump-and-dumps-see-7-million-in-volume-every-day

Zmudzinski, Adrian. “Researchers Find Thousands of Crypto Pump-and-Dump Groups on Messaging Apps.” Cointelegraph. December 19, 2018. https://cointelegraph.com/news/researchers-find-thousands-of-crypto-pump-and-dump-groups-on-messaging-apps


 

R

Random Number Generator

In cybercurrency, random numbers are vital to the security of the system. Strings of numbers are used to uniquely identify accounts. To ward off hackers, these numbers are formulated so that they do not have any pattern or any digits appearing more frequently than others. Random numbers are as likely to have any one sequence as any other. For example, if the first four digits of a random number are 4, 4, 4, 4, the next number in the sequence of digits has a one-tenth chance of being 4.

It is difficult to generate truly random numbers. One procedure that has been employed to this end is to use a block of radioactive material and a Geiger counter. If the block of radioactive material is large enough, the number of Geiger counter clicks it should trigger during a short time interval will be random, especially the last digit. If the number of clicks the Geiger counter makes during a ten-minute interval is 893, for example, then the 3 is truly random. The 8 and the 9 are not because the block of radioactive material might emit around 890 particles every ten minutes. Recording the last digit every few minutes produces a table of random numbers. This table was used in the 1950s until computer methods allowed the rapid testing of every number in the table to discover whether any had been used as the private key to a cybercurrency account.

A good random number–generating method produces strings of numbers that cannot be predicted by any method superior to random chance. Knowing, for example, that the first three numbers in a random string of numbers are 4, 1, and 8 does not give any clue to the next number in the string. With the random number table no longer secure, random number strings are now usually created by computer algorithms. Many of these algorithms exist to choose from and are good enough for many purposes. One widely used method, however, gives slightly too many zeroes. That can give a hacker a slight edge. For systems involving money, cryptographers use an even more secure method, a cryptographically secure pseudo-random number generator (CSPRNG), to produce master keys. Number strings produced by CSPRNGs should be able to pass statistical randomness tests and—more importantly in the cybercurrency world—hold up well under serious attack, even when part of the string becomes available to an attacker.
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Repositories

For all cybercurrency projects, an unwritten rule states that proponents should publicly post the computer code of their software to a space called a “repository.” They post it on Github, a site where programmers go to find the software they need for their projects. In the same repository, technical updates, patches, and major revisions are also posted.

This convention of publishing the source code began early. Bitcoin Core, the software that runs Bitcoin servers, is posted on Github and in other places. This was a good way of allowing new users to download the software they needed to join the Bitcoin network and to participate in processing Bitcoin transactions.

Later, as more and more cybercurrencies were created, and as tokens were issued in the Ethereum environment—another major cybercurrency—the convention of posting the code continued. Promoters of new platforms needed potential users to be able to download the code, so they posted it, along with patches, bug fixes, and upgraded versions. The convention of posting the code was also in keeping with the egalitarian spirit of the early proponents of cybercurrency.

Specialized sites allow readers and users to post comments and debate the technical details of these coins. Bitcoin Foundation Blog presents itself as the formal face of the Bitcoin Core development community. For Ethereum, there is the Ethereum Foundation Blog.

The Bitcoin Wiki, a site maintained by the Bitcoin community, offers how-to guides for getting started, tips about keeping coins safe, and technical articles. For Ether, there is the Ethereum Wiki, posted under Github.

These official and quasi-official repositories are serious, aimed at designers. These serious repositories should be distinguished from chat rooms and blogs dedicated to trading cybercurrencies. Chat rooms and blogs are less formal and less authoritative. Traders and gossips go to chat rooms to hear what other traders are thinking and to hear or spread rumors about the businesses and the colorful characters who populate this new part of the economy.

John C. Edmunds

Further Reading

Codeacademy.com. “Getting Started with Git and Github.” Codeacademy.com. n.d. https://www.codecademy.com/articles/f1-u3-git-setup

Ripple (XRP)

Ripple is a payment network created in 2012 by U.S.-based tech company Ripple Labs. It is based on a distributed ledger system, which is kept by many computer servers and therefore more trustworthy than a ledger kept by a single custodial agent. It is used for global financial transactions and foreign exchange transactions. Its coin, abbreviated XRP, is consistently among the top five cyber coins in the world in terms of market capitalization.

Transactions within the Ripple network are verified by consensus. Such a large number of computers have to validate the chain of transactions that the record is reliable and virtually impossible to hack. Ripple achieves faster international transactions due to a system of buffers, similar to escrow accounts. These accounts have enough Ripple tokens in them to complete most transactions requests. Banks in the system can pay transactions requests immediately, assured that reimbursement from the sending bank will follow.

Ripple offers cross-currency transactions at the lowest exchange fees available. It sends the money to the recipient via the route with the lowest fees. That is an important competitive advantage because sending money from one currency zone to another via the traditional banking protocols can involve paying high fees.

One clever design feature of Ripple is that a reserve requirement of 20 XRP—roughly US$10—is held by one of the banks involved in the transaction until it is completed. That requirement discourages very small transactions from being submitted. It would not be cost-effective to send a very small transaction, for example, less than US$1 because one of the parties would have to deposit approximately US$10 to meet the preconditions for the transaction to be processed. That simple rule makes sure that transactions are large enough to be worth sending through the system. This functions as part of Ripple’s antispam control, discouraging spammers from sending many small transactions to clog the system. That is one of the ways that XRP’s architecture allows the system to operate with negligible energy consumption, when compared to the amount of money it moves.

XRP has a finite supply of 100 billion XRP. The founders retained 20 billion XRP, of which the majority was donated to charities. An additional 55 billion XRP was committed to an escrow, frozen with no more than 1 billion released each month.

Ripple claims to consistently handle 1,500 transactions per second and to be able to scale to handle as many transactions per second as VISA does.
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Scripting Language

A scripting language is a limited set of computer instructions that is used to format and send online transactions. If a command from a scripting language is properly prepared, a computer’s operating system will execute the transaction order. Cybercurrencies, as well as many contemporary household appliances, use these simple sets of computer instructions.

Bitcoin, the most famous and popular of the cybercurrencies, has a scripting language that some observers have criticized as inadequate. It makes composing transactions easier, but detractors assert that its capabilities are too narrow to support the uses and tasks that have arisen during Bitcoin’s rise. The scripting language does not adequately support smart contracts, making complex or multistage orders hard to create. For example, in Bitcoin it is quite difficult to write an order to make payments depending on whether a series of future conditions have been satisfied. In addition, many cybercurrency exchanges will not allow complex orders for transactions in Bitcoin.

Other coins have their own scripting languages and protocols for creating transaction orders, and these have their own issues. Ethereum allows so-called smart contracts, separate user-generated programs to control payments and to keep track of milestones on the timeline that the smart contract covers. The strength of smart contracts is that they can be created to accomplish many administrative tasks, not only payments. The Ethereum scripting language is much richer than that of Bitcoin. It is said to be Turing complete, meaning that its scripting language allows writing computer programs that can do any of tasks that Alan Turing, the founding genius of computability, stipulated. The relatively impoverished Bitcoin scripting language, by contrast, is not Turing complete.

The blank slate nature of scripting languages that allow smart contracts has resulted in significant programming mistakes, however. Several widely reported hacks have been body blows to the credibility of cybercurrency. In the most tragic case, one missing line of code left the Decentralized Autonomous Organization (DAO) wallet open, and an alert hacker was able to “recursively” (i.e., repetitively) resubmit many identical withdrawal requests. The loss was in excess of US$20 million. The loss was both financial and psychological. That hack of the DAO treasury account was a huge setback for Ethereum and its vision of a decentralized crowd-voted organization that would finance worthwhile projects.
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Sex Trade

Cybercurrency has clearly made an impact on the global economy in a wide variety of markets. One of these markets is the sex trade. For prostitution, sex trafficking, pornography, and even strip clubs, cybercurrency is arguably becoming the payment method of choice. Since discretion and anonymity are highly valued by suppliers and consumers alike, cybercurrency is an appealing choice for sex trade transactions.

Sex trades can rely on anonymity using standard cybercurrencies such as Bitcoin, Monero, Zcash, Dash, and Verge. However, a large number of cybercurrencies are being created specifically for use in prostitution and pornography. The Ethereum blockchain, for example, is host to PornX Project, Animation Vision Cash, Spankchain, Vice Industry Token, Porn Corn, FAPCoin, Nocta, SexService.io, Vanilla Play, Livestars, and Intimate.

One of the more relevant entrepreneurial ventures into adult entertainment is the Legends Room, a strip club in Las Vegas that boasts being the only Vegas strip club that accepts bitcoin. Dancers wear temporary tattoos that clients scan to pay for services. Customers can “hide” their visits, and dancers do not have to handle large amounts of cash, something that dancers appreciate since banks have been known to close accounts or refuse to start accounts if they suspect significant cash deposits are coming from earnings at strip clubs or other sex work.

Pinkdate, launched in June 2018, is another start-up based on cybercurrency. With the passage of U.S. Stop Enabling Sex Traffickers Act (SESTA) and Allow States and Victims to Fight Online Sex Trafficking Act (FOSTA) laws and the high-profile FBI investigations of sites accused of violating those laws, there is concern that pre-Internet models of sex work will go “back to the streets.” Pinkdate offers a variety of design features to keep it from breaking U.S. laws. No equipment or servers are located in North America. Servers are accessible only through encrypted connections behind Tor relays. Domains are hosted in censorship-resistant countries to avoid government shutdowns. The original pre-ICO seed money was raised anonymously through Monero. The June 2018 ICO constituted a public offering for investors to buy shares. Buyers of those token shares obtain both equity and dividends paid out on a quarterly basis. All employees are paid directly with cybercurrency.

Gingr, a site that attempts to be a safer venue for sex workers—citing issues such as violence against sex workers, sexually transmitted diseases, illegal sex workers, and lack of rights for sex workers—has also ventured into the cybercurrency business. Gingr claims that, using blockchain technology, sex workers will be able to become more independent in terms of managing their own finances and clientele, creating appointments, choosing locations, verifying clients, and even transportation.

Lustchain, another platform that attempts to create safer working conditions for sex workers, also is using blockchain technology to create what they consider safer environments for confirming payment for sex workers. Lustchain uses so-called smart contracts. Keys must be scanned after an agreement is made to meet and engage in a sex act. However, if not done within 48 hours, the contract automatically closes, and the Ethereum tokens are placed back in the client’s wallet (digital account). However, this arguably protects the client more than the sex worker. If the client has sex and then does not scan the sex worker’s token, the client receives the sex and the sex worker gets nothing. This could incentivize threats against sex workers by clients who either do not want to pay or claim they were dissatisfied with the experience.

FOSTA-SESTA, which became law in April 2018, held website publishers responsible for third-party posting of ads for prostitution in an attempt to prevent sex trafficking. On June 12, 2018, California Representative Juan Vargas (D) introduced H.R. 502 Fight Illicit Networks and Detect Trafficking Act (FIND). This bill, unlike FOSTA-SESTA, specifically targets the use of cybercurrency in the sex trade. The bill passed 412–13 on January 28, 2019. HR. 502 requires that the Comptroller General of the United States investigate the use of any cybercurrency that can be used to directly or indirectly contribute to sex trafficking. The House of Representatives also passed H.R. 52, which creates a fund to study the use of cybercurrency and the development of cybercurrency technology. This would be administered by an interagency task force headed by the Secretary of the Treasury. Both resolutions have been passed on to the Senate for review.
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SHA-256

In the interests of secrecy and saving space, cybercurrency users employ a technique—a series of arithmetic operations—known as “hashing,” which reduces a long string of numbers into a shorter one. SHA-256 is one of the most widely used hashing procedures.

SHA-256 specifies a sequence of arithmetic operations to be performed on the input string of numbers; the output of these operations is a different, usually shorter, string of numbers. This shorter string is called a “hash” of the longer string. This hash has useful properties. First, if a single digit of the input string is changed, the output string changes. For that reason, it is easy to verify whether the input string has been altered or if it has been transmitted imperfectly. Second, if an attacker obtains the output hash of the input string, it is not feasible for the attacker to infer the input string. An almost infinite number of input strings could have yielded the hash that the attacker obtained.

SHA-256, which was originally developed by the U.S. National Security Agency (NSA), has been studied to find any weaknesses that might make the hashing procedure vulnerable to attack. An earlier, less secure version, SHA-1, was dropped in favor of SHA-256. Cryptographers have criticized SHA-256 as inefficient, but it has not been shown to have any vulnerabilities. Mathematicians point out that for a given number of computational operations, it is possible to generate a hash that would be harder to break, but the computational advantage of other hashing algorithms has not been enough to trigger their widespread adoption. For example, another effective method involves hashing the output, in effect producing a hash of the hash. This procedure forces any would-be attacker to confront the impossible task of taking the output string and guessing which one of a huge number of possible inputs produced it. Further, any hacker who somehow learned of the input string would have to guess once again the original string of digits, among a similarly large number of possible inputs.

The obvious security risk is that someone would be able to start with the public key of a Bitcoin wallet containing a large number of bitcoins and then use some secret method to figure out the wallet’s private key. That would require revising the entire encryption procedure, including the SHA-256 hash that is at its heart. Anyone who can do that can steal a lot of money and potentially even disrupt the entire Bitcoin economy.
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Side Chains

A side chain is a branch of the main blockchain that records and validates cybercurrency transactions among users who are signed into a “members-only” group. The members of the group can transact cheaply and quickly with other members. Side chains avoid the cost of posting every transaction on the main blockchain. The side chains interface with the main chain in a way that is valid and much less costly. Posting trades onto the main chain is needed only when someone in the members-only group trades with a person outside the members-only group.

As Bitcoin and Ethereum became more popular, the cost of adding a transaction to the main blockchain for either coin rose. The process of obtaining confirmation could also be time-consuming. There was no way of adding new features, like smart contracts” (complicated sets of instructions written in computer code), without paying high fees. There needed to be less expensive, less cumbersome, and more innovation-friendly methods by which people could reliably record cybercurrency transactions.

One method by which software developers sought to meet these goals was through the creation of a side chain, that is, a new, separate block chain that interfaces with the main blockchain in carefully designed ways. To move coins from the side chain to the main chain or vice versa, for example, the procedure is that the initiator of the transaction puts the coins into a special holding wallet that freezes the coins until the counterpart coins or tokens are deposited into the holding wallet. Once the holding wallet has both parts of the transaction, it releases the coins or tokens to the counterparties. The two chains have a fixed exchange rate so a transaction on the side chain will always equate to the correct amount of money on the main chain.

Transactions executed on side chains are valid and can be traced, but only through the interface that links the side chain to the main chain. Side chains have become useful enough that platform operators and users choose them, and miners are willing to mine the side chain to assure its validity.

Many cybercurrency platforms have incorporated side chains into their operation models. Transaction fees can be much lower, but at the cost of slightly weaker security. The benefit has been that side chains can handle transactions that would be uneconomical or too complicated to execute on the main chain.
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Silk Road

Operating from 2011 to 2013, the Silk Road “dark net” market functioned as a secret online bazaar for drugs, guns, and hacking tools. It is estimated that, over its lifespan, more than US$1 billion of goods changed hands, with Bitcoin being the main currency of transaction. Silk Road, which required a special program called Tor (a cloaking technology) for access, was founded by Ross William Ulbricht, who used the pseudonym “Dread Pirate Roberts” in tribute to a character in the novel The Princess Bride (1973), which was made into a popular motion picture in 1987.

Ulbricht grew up in Texas and attended the University of Texas at Dallas on a full scholarship. He earned his degree in physics in 2006 and followed this with a master’s degree in materials science and engineering from Pennsylvania State University. It was during this period that he became interested in libertarian economic theory, in particular the views of famous Austrian economist Ludwig von Mises. Ulbricht stated more than once he was open to markets where people could buy and sell goods without government interference as long as they did not do any damage to themselves.

After a number of failed career attempts, Ulbricht and two other individuals, under the aliases of Variety Jones and Smedley, created Silk Road, naming it after the historical trade network that linked China and Europe. According to Ulbricht, the Silk Road was created as a “means to abolish the use of coercion and aggression amongst mankind.” What was revolutionary at the time about Ulbricht’s Silk Road project was that he was one of the first to contemplate utilizing Tor encryption and bitcoin, which were still in their early stages. Ulbricht envisioned that his marketplace could provide anonymity and security for its participants, screening them from government observation. Simply stated, Tor passes user information through a vast network of encryption procedures, disguising the identity and location of participants on the network. At the same time, Bitcoin provides a decentralized and anonymous transactional platform. Tapping Tor and Bitcoin, Silk Road functioned in a fashion akin to eBay, matching buyers and sellers, allowing users to rate each other, and providing for listed products to be delivered directly to customers’ doors by the unsuspecting postal system.

Silk Road became notorious, and law enforcement agencies pursued ways of shutting it down because of two kinds of merchandise that were traded there. Much of what was traded on the site was related to drugs, including heroin. Child pornography was also traded there. The Silk Road founders did try to prohibit child pornography from being traded on the Silk Road and also tried to prevent trafficking in stolen credit cards, murder contracts, and sales of weapons of mass destruction. The founders were not entirely successful in blocking trades for those goods because of encryption. The founders created a marketplace that they could not control, and a wide range of users flocked to it. Although the operation was engaged in illicit goods, it was reliable in that transactions were upheld and products reached their customers. That gave Silk Road a clear advantage over the risky, unreliable older ways of trading in illegal goods and services. Silk Road quickly saw strong volumes of trade. The fees charged to users also made Ulbricht a wealthy man, with an estimated $28 million personal fortune at the time of his arrest.

In 2013, the Federal Bureau of Investigation (FBI) shut down the Silk Road website. Ulbricht was arrested and convicted of eight criminal charges related to money laundering, computer hacking, and narcotics trafficking in U.S. Federal Court in Manhattan. He was sentenced to life in prison without the possibility of parole.

Ulbricht was not the only person to do prison time for activities related to Silk Road. One of those investigating Silk Road was “Nob,” a Drug Enforcement Agency (DEA) agent by the name of Carl Force. According to court documents, one of the key players in Silk Road, Curtis Green, a moderator, was arrested by the FBI. Concerned that Green would reveal Silk Road secrets, Ulbricht reached out to Nob to execute Green. Force staged a fake murder for $40,000. It was found out later that Force also blackmailed Ulbricht by using many of the same encryption devices active in Silk Road. Force eventually pled guilty to extortion, money laundering, and obstruction of justice and was sentenced to six and a half years in prison.

The other person to go to prison after the Silk Road crackdown was former Secret Service agent Shaun Bridges, who used Green’s identity to steal money from Silk Road accounts to the sum of $350,000 in bitcoin from Green’s account and another $450,000 from other Silk Road accounts.

There was an attempt in late 2013 to recreate the Silk Road, Silk Road 2.0. It was run by former administrators of the original. It too was shut down in November 2014. American and European agencies shut down 410 hidden web domains, arrested 17 suspects, and seized around US$1 million in bitcoins. The closed sites allegedly offered illegal goods and services, including illicit drugs, guns, stolen credit card data, counterfeit money, fake passports, and computer hacking tools. Since 2014, there have been other dark net marketplaces with the names of Silk Road 3.0 and Silk Road 3.1, and other sites have sought to fill the void left by Silk Road, including AlphaBay Market (which ran from 2014 to 2017 and at its height was thought to have 400,000 users) and Hansa Market. If nothing else, the original Silk Road was a trailblazer in two respects: facilitating illicit commerce on the Internet and embracing bitcoin as a legitimate currency.
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Single Point of Failure

Every complex system has weak points. Cybercurrencies have weak points that are more threatening to their operation than their creators intended. When turning off a single server or blocking a single Internet connection would be enough to paralyze transactions in that cybercurrency, then it can be said to have a single point of failure.

Most cybercurrencies are processed in a geographically distributed network so that they cannot be so easily frozen. Some, however, are processed in just a handful of servers, which places them perilously close to having a single point of failure.

As an analogy to what could happen in cybercurrency, most people know that wiring a string of lightbulbs can be done in series or in parallel. When the bulbs are wired in series, the flow of electricity runs through every bulb in the string. The electricity has no alternate path to bypass a burned-out bulb. When one bulb burns out, the whole string of lights goes dark. Alternatively, the bulbs can be wired in parallel. That way when one bulb burns out, the others still receive their flow of electricity and continue to illuminate.

In another analogy, 19th-century telegraph networks included some points that were wired in series and other points wired in parallel. A remote mining camp, for example, usually had only one way of sending a message to the outside world. The telegraph operator at the mining camp sent a message to the telegraph operator at the next node, who forwarded it to another node on the way to the message’s destination. The operator who received the message from the mining camp often had several alternate lines that connected to other nodes. If one of those lines was down, the operator at that node could send the message via a line that reached another node. So, when robbers wanted to attack the mine, they only had to cut the line to the mining camp—its single point of failure. The camp was then unable to communicate with the outside world. But if the camp’s telegraph operator managed to send a message to the next node, then the robbers would have needed to cut all the lines connecting that node.

Engineers strive to design systems that are not so susceptible to failure. For complex systems involving transmission among many servers, engineers often turn to a branch of statistics, called reliability theory, in order to assess in what ways and how often a system might crash.

That principle of access through a single connection or multiple ones applies both to the Internet and to cybercurrencies. Blocking a large group of people from using the Internet is a daunting technical challenge. If the only connections are via landlines and fiber optics cables, it is feasible to block a few retransmission points and cut off access to a large group of people who live in the area served. But cutting off access through cell phones is much more difficult.

Cybercurrency transaction networks were designed to work like lightbulbs wired in parallel. If one node went off-line for any reason, the system would continue to operate, and most users would notice only that transactions might take slightly longer. If half the nodes crashed or went dark at the same time, performance would be degraded, but it would still be possible to transact.

The originators of cybercurrencies probably thought that those currencies would be used only by computer experts and people who play electronic games. The transaction protocols that they designed were created to operate on the Internet and so would be inherently difficult to shut down. Some designers were reacting to the financial crisis of 2008–2009 or had an aversion to the conventional financial systems of their countries. Those designers took care to make sure that the systems they set up were immune to the efforts of any single government to control them. Some went further, designing so-called privacy coins capable of facilitating completely anonymous transactions invisible to government regulators or other officials.

This libertarian ideal might have existed in the early days of Bitcoin, when a small number of tech-savvy enthusiasts were trading the coins among themselves. Soon, however, Bitcoin became centralized. It gave way to forces that so often come into play as any industry grows. Economies of scale and advances in processing speed of purpose-designed microchips quickly marginalized the small operators. An individual with an ordinary personal computer, sitting alone in a room, could sometimes get lucky and earn coins for participating in the high-speed competition to validate transactions, but the large-scale arrays of turbo-charged number-crunching computers soon dominated that lucrative business. Bitcoin became concentrated in terms of ownership, geography, and hardware. To some observers, Bitcoin had become too centralized. They asserted that a small number of governments, acting in cooperation with one another, could have seriously degraded the speed of Bitcoin transactions. No group of governments have done this, but it remains a possibility.

That possibility motivated later developers to create cybercurrency networks that are not vulnerable to being shut down. The data do not reside on any single computer or server. Instead, it resides in a computer file called the blockchain. Thousands of computers have copies of the blockchain, and update their copies as promptly as they can, but no computer anywhere has the “master” copy of the blockchain. An essential feature of these networks is that individual nodes can be shut down without affecting the operation of the network except to slow down the rate of transactions.

Another feature is that many coins trade on a kind of exchange that is called “decentralized.” That kind of exchange does not hold clients’ coins. It provides a marketplace where people can post offers to buy or sell coins or tokens. The decentralized exchange only matches these orders; it does not hold the coins or tokens in any central repository. Most decentralized exchanges have started by facilitating trades involving tokens that are traded for ether, the cyber coin of the Ethereum Virtual Machine. These exchanges operate on a hands-off basis. To post a buy order, the buyer only has to deposit the requisite amount of ether into a smart contract, which is a set of instructions that runs on the computers facilitating transactions. That amount of ether is frozen in the smart contract while the offer to buy is in force. A seller who offers to deliver the tokens the buyer wants deposits the tokens into the smart contract. With both the buyer’s money and the seller’s tokens present, the smart contract executes. The seller receives ether, and the buyer receives the token. The decentralized exchange takes a commission for providing the venue and the software to complete the transaction in a way that is indisputably valid and always verifiable. The exchange also takes a fee as compensation for the expense of having the transaction recorded in the blockchain.

The system using decentralized exchanges has no single point of failure. It can be slow and tricky to learn how to use, but it is extremely difficult to shut down. As long as a few nodes are operating, anyone with a computer or a smartphone connected to the Internet can transact. The only point of weakness is the mining process. Miners or groups of miners acting in collusion can exert power over the validation process. They can expedite some transactions or intentionally ignore others. They can “ostracize” some wallets, so that the holders cannot use their money. They can also create “orphan” transactions or blocks of transactions that will continually be skipped by the miners so they are never executed.

Every system has weaknesses. However, a decentralized exchange system in which people hold their money in “cold wallets” (coins or tokens held in accounts on storage devices that are usually not connected to the Internet) is very difficult to shut down. Even a team of determined experts cannot completely shut it down. The information about which wallets own the money and how much each wallet has is in the blockchain. The blockchain is a computer file that can be kept on a storage device that does not need to be very large and can be on- or off-line. Then a few computers, each running a node, can connect to the Internet and operate for a few minutes or a few hours, validate some transactions, and then shut down. That design feature makes decentralized exchanges very difficult to hack and also not worth the effort to hack. Decentralized exchanges are just electronic bulletin boards. They advertise things that are for sale but do not have the things in their possession. Another implication is that governments are mostly powerless to control or shut down these exchanges. That fact is disturbing to many observers. Antisocial groups, for example, can operate beyond the reach of the law because central control of a truly decentralized system is too difficult for any single government or group of experts to achieve.
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Smart Contracts

Smart contracts are a series of instructions posted to the blockchain of a cybercurrency. The set of instructions can be written by the operators of a business or a web platform, or the smart contracts can be written by an individual user. Often smart contracts are written to execute a series of transactions, each dependent on satisfying the conditions that the contract stipulates. These contracts are now so widely used that users can buy one that somebody has already written and fill in the specifics rather than writing their own from scratch.

The inclusion of smart contracts was a design feature that contributed to the success of the Ethereum cybercurrency system. Ethereum supports complicated instructions, limited only by the user’s ability to write those instructions into computer code. Those instructions are called “smart contracts.”

These smart contracts made cyber transactions easier. For example, if Bob used Bitcoin, which does not accommodate smart contracts, he can send coins to Alice but cannot send coins depending on specific conditions that will have to be met at a later time. Bitcoin supports only a very limited range of possible instructions.

With a smart contract, however, Bob can set up a series of payments to Alice, with conditions that Alice has to meet in order to qualify for each payment. Bob can send 10 ether to Alice every month for 6 months, provided that Alice sends a message confirming that she received the previous payment. In that case, the smart contract would be, in effect, a computer program that would run for 6 months. The computer program would have instructions that would execute only after the conditions have been satisfied.

Ethereum supports smart contracts that run for long periods of time. The contracts are stored on the blockchain so that they cannot be altered or deleted. They operate as they were designed to operate, for the length of time they were designed to operate. That is a key difference between Bitcoin and Ethereum. For Ethereum, the blockchain not only serves as a chain of transactions but also as a chain of contracts.

Smart contracts make enforceable contracts possible, a fact that can be crucial in jurisdictions where contracts are difficult to enforce.

Smart contracts can be complicated, with hundreds of lines of computer code. A Bitcoin transaction can have only a small memo associated with it. Those memos are not normally stored on the blockchain, although adept users have ways of including very short files along with their transactions on the Bitcoin blockchain.

Smart contracts have been written and tested for a variety of applications and can be acquired and used for new applications, as long as any new application is similar to the one for which the smart contract was written. If a user chooses to write a smart contract or make alterations to a smart contract that has already been tested, it is important to test the new contract thoroughly before using it with real money. Smart contracts have had millions of successes but have also had very expensive failures due to errors in the computer code.

One important application of smart contracts is to “lock up” tokens for set lengths of time. Many cybercurrency projects that launched initial coin offerings (sales to the public) have “locked up” some of the coins or tokens created at the beginning. For example, many projects created 300 million tokens and then sold only few million of them to investors. The founders issued tokens to developers and kept control of the ones that were not sold; sometimes the withheld tokens amounted to more than 200 million. Investors worried that the unsold tokens could be dumped onto the market because the founders either needed cash or did not know that selling too many tokens in a short time would cause the price to crash. Nothing prevented the tokens from being sold. In response, the founders often sent millions of tokens to a smart contract that would hold the tokens and then send them back to the founders after stated lengths of time. This is similar to the “lockup” agreements that prevent insiders from dumping shares after an initial public offering of common stock. The smart contract served as a totally reliable lockup that prevented the tokens from being dumped.
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Sock Puppet

A sock puppet is a nonexistent Internet “person” created with malicious or deceitful intent. A sock puppet may be nothing more than an invented name and e-mail address. It can also have a more fully developed profile, including fake personal details.

The term “sock puppet” comes from the physical puppets that adults sometimes create to delight a child. Adults put a sock over their hand and then move their fingers and thumb inside the sock so that the hand sock puppet appears to talk. The sock puppet then “says” silly things to amuse the child.

On the Internet, particularly in the cybercurrency domain, the person or organization controlling the sock puppet is not seeking to delight a child but rather to fool a credulous adult. The sock puppet may do nothing more than repeat a message with slight variations so that it appears to come from multiple sources—even the recipient’s own contacts—rather than from a single source. The sock puppet may also send a message that intentionally contradicts another message to confuse recipients and divert them from a previously chosen course of action.

In the cybercurrency domain, many sock puppets exist, and more are being created. Some have long careers, sending misinformation or disinformation on a range of topics. Other sock puppets are used only once or twice and then are abandoned or shut down. Facebook and Twitter have frequently closed accounts that were working as sock puppets, posting incorrect or deceptive messages.
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Software Wallets

Cybercurrencies are received and sent using accounts called “wallets.” A wallet in its simplest form consists of two pieces: an address in cyberspace, called the “public key,” and a long string of letters and digits that are its private key. These wallets take two different forms. Hardware wallets are accounts that keep the owner’s private keys on a storage device that is usually not connected to the Internet, while software wallets are kept in secure online locations.

Software wallets are managed by software programs that make wallets simpler and safer to use. They help users format transactions, sign them, and send them. They use sophisticated protections against hacking. They provide the user with menus and templates to do the housekeeping tasks involved in preparing transactions, verifying that the private key corresponds to the wallet address and giving the user of the wallet a secure method to sign each transaction.

Software wallets do not have any money in them; the money is all in the blockchain, the computer file that has the records of every transaction that has taken place involving that cybercurrency. Some exchanges like Coinbase, Kraken, or Poloniex, allow users to hold coins or tokens deposited at the exchange. This practice is convenient but exposes those coins and tokens to hackers. The blockchain has the complete record of all transactions, including the sending wallet and the receiving wallet of each transaction. The blockchain for a coin like bitcoin or ether has, in addition to the historical record of every transaction, current information about how many of that kind of coin exist and which wallets have them. The blockchain is stored on thousands of computers, and those computers constantly cross-check the blockchain so that each copy matches the other copies of the chain. To inform the user of the wallet about how many coins the wallet holds, the software wallet program takes the latest version of the blockchain and, using the public key of that wallet, tallies how many of the coin or token the wallet holds. It takes into account the amounts that have been received and spent in the past and gives the current balance.

Software wallet programs have capabilities that make them user-friendly. They facilitate receiving or spending the coins or tokens that the wallet owners control. A software wallet also can show the user a record of transactions and can update the balance after each transaction every time the user refreshes the balance.

Users have a choice from among many software wallets. Some run on desktop or laptop computers; others run on mobile phones. The ones that run on desktop or laptop computers are considered more secure. Those that run on mobile phones are more vulnerable to hacking, simply because users are usually more careless about how they use and keep track of their mobile phones. For holding and transacting Bitcoin, two popular software wallets are Exodus and Mycelium. For holding ether, MyEtherWallet and Metamask are widely used software wallets.

A major advantage of software wallets is that the user uploads the private key only once. After that, the private key is not exposed except when the transaction is being signed. Therefore, if users are careful about loading the private key in a way that leaves no trace on their computers, their money should be safe, even if their computers are lost or stolen.

At first glance, it would seem that the only way to steal a user’s coins is by hacking the software wallet program. But hackers found ways of stealing coins without hacking the software wallet programs themselves. Instead they hacked other parts of the coin transfer procedure. There have been well publicized cases in which hackers were able to steal ether from MyEtherWallet and Metamask wallets in 2015. In the case affecting MyEtherWallet, the hacker attacked the domain name server and redirected users to a look-alike welcome screen, which fooled the users into sending coins to the hacker’s wallet. After that incident, MyEtherWallet’s welcome screen featured a warning to users to make sure that they were on the real site, not on the look-alike.

In the case of Metamask, the hack took advantage of a weakness in the Chrome extension that Metamask uses to interface with the Chrome web browser. A Metamask user’s wallet was open only when a transaction was being prepared and sent, but that was enough. Users of Chrome should have closed all other open tabs, but many did not; they left other tabs open while using Metamask. The Chrome extension allowed programs running in the other tabs to “see” the transaction being prepared. Then, if the user was running an unrelated program (such as a music or video game program) and the hacker was able to gain access to that unrelated program, the Chrome extension allowed the hacker to “see” the other programs running in other open tabs. In that way, hackers were able to steal private keys.

These incidents have underscored that, although software wallets have been a success because of their convenience and ease of use, they are not bulletproof against determined hackers.
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Specie

The term “specie” refers to gold or silver coins, sometimes including gold or silver ingots. The word was notably used in economics by David Ricardo, a classical economist writing shortly after 1800. He used the phrase “payment in specie.” The word was in use at the time among writers about trade and economics and among people working in finance. It was intended to state clearly that payments were in gold or silver metal, distinguishing these from payments in promissory notes or letters of exchange, commonly used as means of payment at that time.

Specie was particularly relevant for long-distance and international trade. Within a given country, trading over a distance was difficult because merchants in one city did not trust buyers and sellers in another. A purchaser in one city wishing to buy an item in another could use a letter of exchange to a financial institution or affiliate to guarantee payment in the seller’s immediate zone. Internationally, many countries had no fiat money, and there was no international mechanism that would allow converting one country’s currency into another country’s. Furthermore, people in one country would not accept local promissory notes or letters of exchange from another country.

Cybercurrencies transcend both the need to pay in metal and the difficulty of converting currencies. They are not completely risk free, but they do not suffer from those old-fashioned risks.
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Stellar (XLM)

Stellar is a cybercurrency coin that operates an open-source payment network hosted and maintained by its nonprofit organization, Stellar.org. The project was originally developed in 2014 by Mt. Gox founder and Ripple cofounder Jed McCaleb, lawyer Joyce Kim, and Stripe CEO Patrick Collison. Stellar is intended to be used in a voluntary, self-selected community of users and corporations for the purpose of expediting transactions at lower fees.

Stellar received seed funding from Stripe, a pioneer in online payments, in exchange for 2 billion of the initial 100 billion stellars (as of mid-2019 worth well over US$200 million), and has among its early backers BlackRock, Google.org, FastForward, and other corporations.

The Stellar Development Foundation has since branched into a for-profit entity, Lightyear.io, to continue partnership work as the adoption of Stellar continues.

Stellar’s network of decentralized servers powers its distributed ledger as many other cryptocurrencies do. The Stellar network allows for the development of payment apps and rewards users who operate a server that expedites transactions.

Stellar has a base fee of the vanishingly small amount of 0.00001 XLM charged to the sender of a transaction, compared to more typical transaction fees, which can amount to many dollars. With reduced transaction costs, the Stellar network allows for cheaper management of micro payments—the site claims a total US$0.01 fee to handle about 600,000 transactions. Many third-party desktop, mobile, and web wallets are compatible with Stellar.
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Tether (USDT)

Tether is one of a number of stable cybercurrencies; it is intended to be worth exactly US$1. Since its creation in 2014, it has traded in the range of US$0.98 to US$1.02; most of the time it has traded at US$1.

Wild fluctuations in the prices of bitcoin, ether, and many of the other coins and tokens have been a major drawback of cybercurrencies. This volatility slowed their rate of adoption and made the whole realm risky, especially for new users. The entrepreneurial response was to create stable coins designed to track a major fiat currency, such as the U.S. dollar or the New Zealand dollar. Tether (symbol USDT) is the most prominent of these stable coins.

In 2014, the company Tether Limited created—and still manages—the Tether cybercurrency. It did not attract many users at first. As of the end of 2016, its market capitalization was less than US$10 million. The following year, the dizzying rise of another cybercurrency—bitcoin—led many bitcoin holders who had accrued significant paper profits to seek out a method for securing those financial gains. Exchanging bitcoin for tether became a popular choice for bitcoin investors looking to lock in those profits while keeping them in the cyber realm. Tether rapidly attracted more volume, and by mid-2018 its market capitalization was approaching US$3 billion. However, tether is not convertible into fiat currency. The holder who wants fiat currency usually has to convert the tether back into bitcoin or ether, which are easily convertible.

Tether’s price, unlike that of many other cybercurrencies, has remained stable at around US$1. However, some critics have argued that it is vulnerable to collapse or to manipulation. Critics make that accusation because it is difficult to tell how Tether is being managed. Tether’s initial design was to hold a reserve of U.S. dollars equal to the number of USDT tokens issued, with a standing offer to exchange USDT tokens for U.S. dollars at the rate of one for one.

This design mimicked the gold standard that the Bank of England operated from 1699 to 1914. The Bank of England issued pound sterling banknotes and stood ready to exchange those notes for gold sovereigns. The bank notes were better than gold for convenience and could also be exchanged for bonds that paid interest. Anyone with pound sterling banknotes who doubted the guarantee to exchange gold sovereigns for the notes could go to the Bank of England, present the notes, and receive gold sovereigns containing a standard amount of gold unvarying from 1817 until 1914.

In theory, the exchange of tether tokens for U.S. dollars would work the same way. In reality, however, there exists a technical impediment to this frictionless back-and-forth ideal. Most of the exchanges that support trading cybercurrencies do not support converting tether tokens directly into fiat currencies, such as U.S. dollars. Many exchanges do not offer a link to fiat currencies but do offer exchanges of USDT for bitcoins; other exchanges offer trading of bitcoins directly for U.S. dollars. In fact, the exchanges can be classified into the few that do allow converting a handful of widely traded cybercurrencies into fiat currencies such as dollars, euros, and yen—and the many that do not. Because of these conventions among exchanges, a holder of a coin or token usually cannot trade that coin for dollars or euros in one step. A person with tether tokens, for example, sees a price quote in U.S. dollars. To sell the tokens for that price, the holder would first have to sell the tether tokens for bitcoins on an exchange like Poloniex. To end up with U.S. dollars, the holder would then trade the bitcoins for dollars at an exchange like Coinbase and, finally, transfer the dollars to a U.S. bank account. When those dollars arrive, the holder could withdraw them. These dollars from Coinbase must be deposited into a U.S. bank that complies with the rule requiring account holders to show valid identity documents. These rules are called KYC (know your customer) and AML (anti–money laundering). Each step in this process, however, carries the possibility of increased transaction costs and adverse price fluctuations.

Tether’s offer of a one-for-one direct exchange for U.S. dollars could not be guaranteed for three reasons. First, the suspicion among critics is that there are more Tether tokens than dollars in Tether Limited’s reserve. Therefore, it matters that no lender of last resort stands ready to back up Tether Limited in the event that it is unable to honor the one-for-one commitment. Second, no satisfactory audit is published frequently enough to confirm that Tether Limited actually has sufficient dollars to back up USDT, and skeptics frequently question whether they do. Third, as previously noted, no one-step conversion of tether into USD is available.

Nevertheless, Tether Limited still manages to maintain its price at very close to US$1.00. To understand this, imagine that 1.00 USDT trades at a higher price, say at US$1.05 for 1.00 USDT. Holders of 1.00 USDT could sell it and get US$1.05 per each USDT via the two-step process previously outlined. Should tether trade at a lower price, say at US$0.95 per 1.00 USDT, holders of U.S. dollars could buy tether tokens and exchange them for U.S. dollars, again by the two-step process previously outlined.

Tether’s strategy for dealing with this impediment to conversion while still providing assurance that conversion is possible is to hold U.S. dollar reserves equal to the amount of USDT tokens in existence. That has been controversial because there are frequent opportunities for Tether Limited to buy some other coin or token before buying U.S. dollars for their reserve. For example, if a trader holds bitcoin and is worried that bitcoin’s price might fall, the trader could sell bitcoin for tether. At that point, if Tether Limited adheres rigorously and strictly to its rule of always holding USD to back up every tether token in existence, it should sell the bitcoins it has just purchased and buy U.S. dollars. But what if Tether Limited holds the bitcoins for a few hours or days before selling them for U.S. dollars? Delaying the conversion of bitcoins into dollars could be profitable if the bitcoin price rises while Tether Limited is holding them. Skeptics point out that it is difficult to determine whether Tether Limited ever did that because Tether fired its auditor and then a few months later presented an accounting showing that it held everything it was supposed to hold in 2017. That is, at one point in time, Tether tokens were fully backed by U.S. dollars.

Nevertheless, skeptics continue to question whether Tether Limited has dollars sufficient to convert all the USDT tokens into U.S. dollars. Continuous auditing would settle that question, but in the realm of cybercurrency, no rules require the sort of rigorous accounting that most commercial banks have to provide.

The controversy surrounding Tether’s reserves is characteristic of many other coins and tokens in the cybercurrency space, where an absence of regular auditing practices is the rule rather than the exception. In the world of conventional financial institutions, anyone with a bank account can obtain the most recent auditor’s report and other documents prepared and published by regulatory institutions. If bank auditors or managers submitted falsified reports, they would face severe penalties, including prison. In the world of cybercurrency, however, such reports are not prepared on a regular basis, and even when they are prepared, they are often not buttressed by auditors who have professional liability insurance policies; many platforms do not even publish financial information.

For Tether, critics contend that sporadic reports have left too much room for doubt. Yet Tether’s role in such a high percentage of bitcoin transactions gives it a central role in the day-to-day determination of the bitcoin price. For that reason, Tether receives close scrutiny. Some observers have called for Tether Limited to create new tether tokens without having the U.S. dollars (or perhaps even bitcoins) on hand to back up the newly created tokens. As noted earlier, the large increase in tether tokens coincided with the steep rise in the bitcoin price. A skeptical author argued that this increase in the number of tether tokens could have fueled that bitcoin price rise. In consequence, bloggers hint darkly about scams, Ponzi schemes, and money created without adequate collateral.

Tether has also attracted controversy because so much trading of bitcoin is in exchange for USDT, not for U.S. dollars. One possible explanation for that pattern of trading is that many bitcoins are traded on exchanges, like Poloniex, that support USDT but not U.S. dollars. For that reason, if some group of traders tries to manipulate the price of bitcoin, most of the trades will be for USDT, not for U.S. dollars directly. That simple fact casts suspicion on tether, critics say, because it is possible to create tether tokens before the U.S. dollar assets are on hand to support the new issuance.

Tether has also attracted controversy on another score. The bitcoin price published in many places is an average price of the trades for a given time interval, whether an hour or a minute. Most of those trades are bitcoin for tether, not bitcoin for U.S. dollars. For that reason, the quoted price of bitcoin is mostly dependent on the price of USDT. In effect, the price of bitcoin and the price of USDT are determined simultaneously. Some experts and cybercurrency traders say that way of determining the price of bitcoin could be a source of bias in the quoted price of bitcoin, especially if the price of tether would vary suddenly versus the U.S. dollar. In practice, this has not been a problem because the price of USDT is almost always very close to US$1.00.

One possible explanation for Tether’s price stability is that there have been enough buyers of tether to keep its price from falling and enough sellers to keep its price from rising. Another possible explanation is that Tether Limited intervenes and buys USDT for U.S. dollars if USDT is being offered for prices below US$1.00 or sells tether tokens for U.S. dollars when its price goes above US$1.00.

Whichever of these explanations is true of the unaudited actions of Tether Limited, it is no analog to the transparency of Bank of England’s policy of maintaining the price of pound sterling in gold.

A further point of controversy is that the same top managers, Phil Potter and Giancarlo Devasini, head both Tether Limited and Bitrex, the largest cyber exchange and a major player in trading bitcoin for tether. A top manager in that position would routinely have information about the demand and supply of tether and bitcoin, which would give any experienced trader an advantage over other traders who do not have such timely and accurate information.

The price of tether, then, is inextricably intertwined with the price of bitcoin. This apparently circular definition of the price of bitcoin in terms of tether has so many embedded issues that the controversies swirling around their relationship cannot be put completely to rest. The possibilities for manipulation and distortion lie at the heart of the entire cybercurrency realm. Critics contend that the whole edifice of reasoning about the value of bitcoin and tether rests on shaky foundations. Can tether be manipulated, since it cannot be converted directly into U.S. dollars? Is tether really backed up by a large enough reserve of U.S. dollars or U.S. Treasury bonds or some other guarantee of sufficient magnitude and certainty? As of 2019, this debate continues inconclusively.
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Token

In the cybercurrency space, transactions are made through either coins or tokens. Coins, such as bitcoin, litecoin, and ether, are used as money. They command purchasing power at websites and retail stores that accept payments in cybercurrency. Coins are the cybercurrency analog of dollars, euros, and yen.

Tokens are also used as money, but only within the project or platform that issued them. Tokens are units that give access to the products and services the project or platform offers. They are like the chips that some gambling casinos use—valuable in that casino, but not anywhere else; that kind of casino chip has to be converted to cash before it can be spent at full face value outside that casino. Cybercurrency tokens have names and logos but no physical manifestation. They exist on blockchains, just as cybercurrency coins do. At any moment in time, the blockchain has the complete record for a token, showing the wallets that hold the token, and the complete audit trail of every transaction involving that token from the beginning.

Many projects and platforms have issued tokens. Some give access to the products or services of a company that created a platform. One such example is Bancor (BNT), which allows the holder of Bancor tokens to buy other tokens on the Bancor platform. The Bancor platform allows traders to pay for their purchases with ether but charges lower commissions if traders use Bancor tokens to buy the tokens they want. Because Bancor tokens are essentially discount coupons, they are classified as “utility” tokens.

Tokens are divided into two types: so-called utility tokens, and tokens that are considered to be securities by the Securities Exchange Commission (SEC) of the United States. Utility tokens facilitate or enable trading on a website. For example, golem tokens are used to buy time on a supercomputer. Anyone wishing to use a supercomputer can go to a vendor in the traditional economy and pay in dollars, euros, yen, or any other currency that the vendor accepts. It is usually cheaper, however, to use dollars, euros, or yen to buy ether than to use the ether to buy golem tokens that can then be used to buy time on a supercomputer.

Tokens that are considered securities are designed to be bought by investors who hope to make a return in the form of dividends or capital gains. Some tokens offer dividend-type payments to the holders. Others are called “equity-linked tokens of value.” Those give the holder of the token the right to convert the token into some number of shares of stock in the company that launched the token. Equity-linked tokens of value have been used as a quick, inexpensive way of raising equity financing. Those issuances were unregulated. The investing public did not receive the usual disclosures that accompany a traditional offering of equity securities.

The success of the Ethereum Virtual Machine provided the means for issuing new tokens. Promoters did not have to do very much paperwork to launch a token. Promoters usually described their project in a white paper, a document something like a prospectus in the traditional capital market, and they also issued some legal disclaimers and technical description of the token. Creating the token involved choosing a name for it, designing a logo, and establishing a ceiling for the number of such tokens that could be in existence.

There was a token issuance boom in mid-2017. Businesses, companies, and individual entrepreneurs obtained financing for their projects by issuing tokens. These were created in the Ethereum Virtual Machine format, meaning that they were traded for ether and tracked on the ether blockchain. In a very short time, thousands—then tens of thousands—of new projects were able to obtain financing by issuing tokens.

Many of the tokens were successful in the sense that they attracted enough demand from traders for CoinMarketCap, a website that tracks the trading of coins and tokens, to list them. The successful ones are like small-capitalization common stocks, rising and falling as news reports about the issuers come out. Many tokens trade only on their home platform or on a few minor cybercurrency exchanges. Some of those may be considered failures, but they were instrumental in financing entrepreneurial ventures. Also, many of the tens of thousands of projects that launched tokens are still operating, and some of them are growing toward profitability. Those tokens are like penny stocks, trading infrequently and with very high volatility.

Seeing the huge burst of token offerings in 2017, the SEC stepped in. Many investors were buying tokens without having any good sources of information about what they were buying. After a series of debates and rulings, the SEC established a policy wherein tokens that are classified as securities can be sold to U.S. investors only if the project has been vetted by the SEC.

The token concept was so successful that other projects tried to imitate the success of the Ethereum Virtual Machine. One that has been successful is EOS, a project that allows users to create tokens for their new businesses and that allows the newly created tokens to trade on the EOS platform.
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Transaction Fees

Transaction costs are an attribute of any financial system, including cybercurrency. Creating records and keeping records require attention and energy. Records must also be checked by auditors for veracity and for compliance with relevant reporting requirements. The debate about how to pay those costs to operate cybercurrency systems has been lively and sophisticated.

It is obviously essential to pay the operators of computers and servers that form parts of the network supporting each cybercurrency. These operators strive to deliver service at the lowest cost consistent with meeting the required standards of performance. One result has been to inspire entrepreneurial creativity in finding the cheapest sources of electricity to run the servers. It has also motivated cryptographers to devise reliable systems of tracking transactions that condense the text of every transaction to be posted to the main chain of Bitcoin or Ethereum, the two most popular cybercurrencies.

The cost of posting a transaction to the main chain for Bitcoin has risen sharply at times when the volume of transactions became too high for the validation procedure in effect at that time. Bitcoin’s capacity to process transactions was overburdened, causing delays in confirming transactions and driving up the fees users offered to pay for priority for their transactions. This bottleneck in the process prompted growing debate about how to increase the capacity to process transactions, called the “scaling debate.” One response was Litecoin (LTC), a lower-priced, faster transacting junior sibling of Bitcoin. It promised transactions within three minutes instead of ten, but it did not become a dominant coin.

The cost of posting a transaction to the Ethereum main chain was lower than in Bitcoin, and the execution speed was faster. But then the wildly successful game CryptoKitty (so named because it involved creating imaginary kittens to buy and sell) triggered a massive increase in transactions volume on the Ethereum main chain. Users could offer to pay the estimated transaction fee (called “gas” by Ethereum users) and then wait for hours, only to be notified that the gas had been used up and that their transaction still had not been added to the chain. To be on the safe side, users started offering ever-larger amounts of gas to make sure the transaction would go through. In Ethereum, gas that was not used was returned, so it was safe to offer more.

The convention of returning unused gas to the wallet that originated the transaction is good from a design point of view. It keeps the accounting simple and avoids double spending the gas. During the CryptoKitty craze, however, that convention triggered a chaotic bidding war for space on the chain. People wanting to push their transactions through were responding to the chaotic bidding for Kitties, some of which were soaring in price. Some players with highly priced Kitties were willing to spend very high transaction fees in order to sell the Kitty in their possession and collect the money.

The gas price is tracked and posted on websites. Etherscan.io, a widely used site that tracks Ethereum transactions, includes a Gas Price Tracker. People wishing to transact in Ethereum can check the latest price and then decide how much gas to attach to their transaction.

Transactions costs and the controversies surrounding them are one of the areas where innovation has flourished. Transactions costs are also an area where the designs of Bitcoin and Ethereum have been subjected to unanticipated tests of their resilience. It is a characteristic of cybercurrencies in general that transactions costs fluctuate widely and can rise to levels that slow down trading and inhibit widespread consumer acceptance.
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Trapdoor Function

A trapdoor allows people to go through in one direction but not return. In cybercurrency, a trapdoor function is a one-way path from a string of numbers used in computer coding as an input, such as 1010000110001001, to a shorter string of numbers as an output, such as 0110011010. A defining feature of a trapdoor function is that having the output does not mean one can calculate what the input was.

A function, in mathematics and in the world of cryptography, is a rule for converting a set of inputs into a set of outputs. Some functions take the inputs and work on them in ways that can be reversed. For example, consider a simple function from elementary algebra:

Y = 10x.

That function is reversible. If you know that y, the output, is 70, then you also know that x, the input, had to be 7. A unique pairing of input and output satisfies the equation. For that class of functions, if you know the output, then you also know what the input must have been.

In a trapdoor function, it is impossible to reverse the calculations to discover what the input must have been. The function calls for executing a series of calculations that cannot be reversed, including shifting a string of numbers to the right and dropping one or more of the numbers after the shift. Once a number is dropped or canceled, it is impossible to know what it was. A hacker could guess, but the range of possible inputs is intentionally very large, so the attacker would need unattainable computing power to try all possible combinations of the inputs.

In the world of cybercurrencies, most trapdoor functions are elliptic curve functions. Those curves are a well studied branch of higher mathematics so cryptographers are comfortable using them. They have the advantage that numerical examples can illustrate why they are not reversible. The most widely used is the function specified for bitcoin. There is no reported case of any attacker being able to reverse the steps to start with a public key and compute the private key of that wallet. That is true even if the attacker is able to put some restrictions on what the private key might be.
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Trolling

Trolling is the act of pointedly attacking a person, a point of view, or an organization. It is usually malicious or purposely provocative, and it is often though not always associated with online activities. Sometimes trolling can take the form of humorous or teasing comments in social media and other forums, but it is more often unpleasant or even dangerous for the person on the receiving end. A troll makes a statement designed to get a reaction (frequently negative) from the person being trolled. The aim is to make them feel angry, saddened, fearful, or otherwise afflicted with negative emotional feelings.

Trolling can be organized and sophisticated. To influence voters, for example, trolls sometimes have fake websites and identities. Those give a patina of credibility to arguments that aim to alter voters’ preferences.

In the cybercurrency realm, trolls have created short-lived “investment opportunities” for nonexistent currencies, Ponzi schemes that bilk naive buyers of millions of dollars, and fake ICOs (initial coin offerings) backed with nothing more than a white paper and a fancy website. A famous example was Bitconnect, a platform that invited people to make loans that would pay high interest rates. The scheme collapsed when investors tried to pull their money and their profits out. The managers of the platform were not able to honor the requests for withdrawals.

Because of its fairly brief history and dependence on sophisticated and often opaque technology, the cybercurrency market has been a ripe one for scammers and hackers of all kinds. Trolling is only one of the methods used by tech-savvy and unscrupulous opportunists.
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TRON

The TRON foundation, which is dedicated to creating a decentralized Internet, was established in July 2017 by Justin Sun in Singapore. The TRON network allows for seamless sharing of digital entertainment by inviting content creators to host their content on the platform, where they can receive funds directly from viewers without intermediaries.

TRON uses a proof-of-stake method for validating transactions. The method delivers sufficient security at very low cost. Transactions on the TRON network require merely a flat 0.0001 TRX (TRON token) per transaction—far less than a penny per transaction.

The TRON platform allows users to create new economic entities, each with its own token. This is part of the vision of creating a truly decentralized user-centered Internet. TRON also has an original scheme for allocating computing power and communication capability. This involves pledging TRON (TRX) tokens to obtain these services at lower price. This feature has been successful, and over 33 billion TRON (TRX) tokens are being used to obtain these discounts.

The TRON token has an interesting history. Originally an Ethereum token, TRON left that network in June 2018 and created its own network. After the migration, the TRON network attempted a period of cogovernance by the community (through voting) and the TRON foundation.

TRON Arcade, created in November 2018, is an example of a business operating in the TRON environment. It received funding of US$100 million to develop a blockchain-based gaming platform. TRON Arcade encourages developers to convert their game control software from Ethereum’s commonly used language to that of TRON, a step that makes the games available only on the TRON network.
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Trustless

Business transactions over long distances have always been seen as riskier exercises in trust and logistics than transactions carried out locally or face-to-face. The buyer can send the money and then hope that the seller ships the merchandise. Or the seller can send the merchandise and hope that the buyer pays. To overcome or at least alleviate these uncertainties, the traditional solution over the centuries has been to use one or more trusted intermediaries to facilitate and oversee the transaction. Historically, these institutions were banks or law firms with insurance policies backing them up.

The oldest method of transferring money across long distance was the letter of credit. This involved the buyer, the buyer’s bank, the seller, the seller’s bank, and sometimes a confirming bank. The buyer’s bank and the seller’s bank usually had a “correspondent” relationship with each other. That means that the two banks had accounts with each other and that each would reliably honor commitments to the other. The confirming bank would be needed if the buyer’s bank and the seller’s bank did not have a correspondent relationship with each other. In that case, the confirming bank would confirm the letter of credit, interposing its guarantee so that the buyer and the seller would agree that each had adequate certainty that the money would be paid as soon as the goods were sent, but only after the seller showed adequate proof that the goods had been sent.

Transactions between two parties located in the same city, township, or district also sometimes need a trusted intermediary. For a real estate transaction, the buyer often puts money on deposit with a lawyer, who certifies that the money is held for the purpose of executing the transaction. In that case, the lawyer has an account for client funds that cannot be used for any purpose other than the one that was stipulated.

One of the major innovations of the original Bitcoin paper, the short, lucid description of a peer-to-peer electronic cash system, is that it provided a method for of executing transactions that was trustworthy without the parties having to resort to the use of a trusted intermediary. This was a triumph of cryptography. It made possible a payments system that did not need trusted intermediaries in order to validate transactions. People could send money over long distances to other people they did not know without worrying that the other person would not keep their end of the bargain.

The transaction method ushered in by Bitcoin was to use accounts (known as “wallets”) that had public addresses and private keys. The public address (called a “public key”) is similar to the account number of a bank account but is more visible. Anyone can see the public address and can see how much of each coin or token is in the wallet. The wallet can receive coins or tokens, and after it receives them, anyone can see that the coins or tokens have gone into the wallet. To send coins or tokens from the wallet, however, requires the private key. Only the owner of the wallet should have the private key. In that sense, the private key is like the signature on a traditional bank account.

To see how a transaction can be made that is trustworthy, suppose that Person A wants to send 2 bitcoins to Person B. The two do not know each other and do not live in the same country. Person A has a wallet that holds 2 bitcoins or more, and Person B has a wallet that can receive bitcoins. The two then send the public addresses of their wallets to each other. Person B can then see that Person A really has the 2 bitcoins and holds them in a wallet that can send them. Person A then creates a transaction to send the money to Person B’s wallet. After the transaction has been published and validated and added to the blockchain, it quickly becomes immutable. The blockchain is constantly being validated. Person B can see the 2 bitcoins arrive in his or her wallet—and so can everyone else, so nobody can deny that the coins arrived.

A two-sided transaction, in which one person sends one coin and the recipient sends a different coin or token in return, can also be done without using an intermediary through this system. One way of doing a two-sided trustless transaction of that sort is to use a smart contract, which the Ethereum platform supports. The contract states, for example, that Person A will pay 2 bitcoins for 60 ether (ETH) and that Person B will pay 60 ether to Person A for 2 bitcoins. Each deposits the coins into the smart contract. When both coins have arrived and have been confirmed, the smart contract sends the coins as directed. Person A gets the 60 ether, and Person B gets the two bitcoins.

The technical feasibility of trustless transactions is an innovation that makes possible many transactions that previously would have been too expensive or risky. It also creates ways of circumventing regulations and avoiding or evading taxes. It is much less expensive than the traditional paper-driven procedures and harder to falsify. It is a way of doing business that might eventually take market share away from traditional intermediaries. In Bitcoin’s first ten years, however, the rate of adoption has been erratic. Traditional intermediaries have embraced blockchain technology and launched cybercurrency products, but most transactions are still done the traditional way, using paper and trusted intermediaries. It remains to be seen how trustless transaction technology will broaden and transform industries providing trusted intermediaries.
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Turing Complete Programming Language

A Turing complete computer programming language is one that supports a full range of commands. Many computer programming languages are in existence. Some languages allow only a narrow set of instructions. Those languages are usually created to operate specific types of devices or to facilitate only a few commands. Other programming languages allow a full set of commands, so that programmers can order the computer to perform the full range of operations in the standard instruction set. In the cybercurrency environment, Ethereum’s programming language is Turing complete, permitting complicated activities such as smart contracts. By contrast, Bitcoin’s programming language is not.

The word “Turing” is a reference to Alan Turing, one of the most important theoreticians in the early days of stored-program computers. Turing posed the question of what types of problems are computable. To shed light on that important question, he described a simple computer and then showed that his simple computer could add two binary numbers and arrive at the correct total. That illustration started a line of investigation that sought to classify problems as computable or not computable.

From that investigation, it became possible to classify computer languages as Turing complete or Turing incomplete. A Turing complete language provides programmers with commands that allow long, complicated series of instructions. These instructions can include branches and multiple layers of conditions. They can also refer back to results that earlier instructions computed. A Turing incomplete language does not allow as much complexity in the programs it can handle.

In the world of cybercurrencies, Bitcoin’s scripting language is not Turing complete. It can support some commands, including conditions that must be satisfied, but the conditions must be satisfied at the beginning for the instruction to be executed. If one of the conditions can change, however, the scripting language is too restrictive to support all the variations that a programmer might wish to include. It is therefore impossible to give a command in Bitcoin scripting language that orders a series of payments to be made at specified points in the future. A loan contract often stipulates that payments need to be made every month, and the contract might also stipulate that late payments are charged a penalty fee if one of the payments is late. A contract like that is hard to implement in Bitcoin.

In the Ethereum environment, it is possible to write smart contracts that include conditions to be met at dates in the future. To implement a loan contract, for example, a smart contract can be written to run for the entire length of time that the loan contract is in effect. The smart contract can determine whether a payment was made on time and can charge a penalty fee if the payment was late. It can also determine whether all the conditions of the loan contract were met. The payments the debtor owes can change during the life of the contract to reflect tardy or incomplete payments. That capability is often cited as an advantage of Ethereum. Technically, the advantage is that Ethereum supports Turing complete languages including C, C++, and Python.
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Underground Economy

The “underground economy” is a catch-all, often derogatory term for a very wide range of economic activities. All the activities that the label “underground” encompasses are illegal, at least in the jurisdiction where the underground activity takes place. They are all done in ways that avoid surveillance and disregard legal reporting requirements. They are secret, transacted in dark corners beyond the glare of light.

Underground activities range from tax evasion on work earnings to financing terrorism to murder for hire. They range from paying petty bribes to traffic police, to falsifying documents for financial gain, to paying people to transport heroin or fentanyl across national boundaries.

Many terms are used interchangeably to label economic activities as outside the law. In the Third World, much economic activity takes place in what economists call the “informal” sector. That means transactions are paid in cash, on the spot, with no audit trail, no record of the transaction, and no taxation of the income in question. In countries where high levels of informal economic activity are a major percentage of total activity, including the United States and other economically advanced nations, people choose to keep transactions “off the books” because they want to avoid paying taxes. They do not want anyone to know how much their income is, prefer to keep all their money to pay bills or further add to their fortunes (depending on their socioeconomic standing), and sometimes feel that they do not personally see any benefits from paying taxes. In the rich countries, the informal sector is a smaller portion of total economic activity, but it is kept out of sight because tax evasion is so severely punished. An informal transaction in a rich country might be when a homeowner pays someone a few dollars to help shovel the driveway, and then that person does not report the transaction to the tax authorities. Other informal transactions might be larger and might not look so innocuous. With the emergence of the so-called gig economy, in which people work for short periods of time doing narrowly defined tasks as independent contractors rather than as actual employees, the push toward un- or underreported compensation has intensified.

Other terms widely used to describe the underground economy are “black” market, “gray” market, “under-the-table” payments, and other terms that are specific to particular countries or regions. The least derogatory term is “parallel” market or “parallel” economy.

Cybercurrencies were not designed with antisocial or malicious intent, but people operating outside the formal financial system quickly found them and used them. In that way, cybercurrencies became linked in many people’s minds with illegal, under-the-table, or criminal payments. This was because cybercurrencies have so many attributes that set them apart from conventional fiat currencies. They are hard to observe, making them attractive to people wishing to keep their neighbors and their local tax authorities from finding out how much money they have. People using cybercurrencies can have several wallets (accounts) and can use only one or two of them for transactions. The others can be for holding coins or tokens or can be used to trade tokens that are not generally used for buying goods or services from people outside the realm of cybercurrency. Cybercurrencies cross national boundaries effortlessly and without bureaucratic impediments. Cybercurrencies appear to be anonymous; even those that are traceable in principle are not easy to trace. And so-called privacy coins are truly untraceable. For those reasons cybercurrencies were made to order for criminal activity. Ironically, the dreams of the people who created cybercurrency were idealistic: They wanted to create a monetary system that would not have the impediments that slow down and distort trade as much as the conventional systems does.
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VeChain (VET)

VeChain Foundation, sponsor of the VeChain token, is a platform that allows many new and creative uses for blockchain technology. The possibilities of creating an immutable and publicly visible chain of transactions has a wide range of possible applications. Users can create new blockchains to keep track of matters including governance, not simply transactions involving money. For example, a country’s tax code could be put on a blockchain. It would then be easily searchable, and the sequence of actions taken would be entirely clear, indisputable, and unchangeable. That would resolve disputes about when regulations were modified and which tax rates apply to transactions executed at various times in the past.

A nonprofit organization founded in July 2017 in Singapore, the VeChain Foundation has the social objective of wide-scale adoption of blockchain technology. The Foundation’s architecture allows for the implementation of a comprehensive governance model. It promises proper regulation and compliance capabilities, including giving users the capacity to monitor whether they are complying with restrictions and guidelines. With these capabilities in mind, VeChain considers its blockchain to be a leader of the next generation of public blockchains, building off the experiences of longtime cybercurrency leaders Bitcoin and Ethereum. VET acts as a bridge token across networks that would ordinarily be incompatible with each other. It allows more efficient, high-speed transactions across many networks.

Potential applications for VeChain are numerous. For example:


	VeChain allows for authenticity when selling used cars by creating a “passport” that cannot be altered for a vehicle owner, containing data such as mileage, repair history, insurance, registration, and driver behavior. The vehicle owner updates the blockchain for the vehicle for owner-initiated repairs. For data related to insurance providers, traffic violations, and annual inspections, the insurance companies, traffic authorities, and registries update the blockchain of the vehicle. A new owner then has a comprehensive view of the vehicle’s history.

	In the marketplace of luxury goods, meanwhile, VeChain allows each user to record and upload data for each luxury item to track authenticity and see the supply chain behind the product. Being able to see the provenance of the item gives a buyer protection from buying a replica or knockoff. Also, brand managers can optimize their marketing and customer relations strategies using data from customer interactions with the platform.

	VeChain also claims to make medical devices safer and more reliable, better regulated, and more efficient. It does this by tracking the supply chain to guarantee product integrity, repair history, and software update history. Records for each device are immutable and accessible to regulators, patients, and health care providers.
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Virus

A virus is self-replicating malware designed to modify other computer programs and insert its own code, often for malicious purposes. Named for their metaphorical similarity to biological viruses, computer viruses spread from host to host. Like their biological cousins, which cannot reproduce without a host cell, computer viruses need to be inserted into a program such as a file or document in order to reproduce and spread.

Viruses can be extremely damaging. The first action they take is to disable any antivirus software on the device they have infected so that they can do their work unhindered. They then temporarily disable a hard drive or permanently destroy its data. They continue by rendering a system unusable by destroying its operating system, incessantly writing and rewriting files to the point of hard drive failure, and executing any number of malicious activities. Viruses are relaunched every time a computer boots up, repeating and spreading their infection every time the computer is turned on.

When executed, a computer virus replicates itself by modifying other computer programs and inserting its own code. Motives for creating a computer virus can be the desire for retribution against some perceived insult or injury, to seek profit, to satisfy malicious antisocial impulses, to provide personal amusement, and many other reasons. Viruses cause billions of dollars’ worth of economic damage each year through their activities, creating a strong market for antivirus software.

The first academic work on computer viruses was a 1949 study called “Theory and Organization of Complicated Automata” by John Von Neumann of the University of Illinois, later published as an essay. Von Neumann described a design for a self-reproducing computer program. That program is considered the world’s first computer virus, and he has ever since been considered the theoretical “father” of computer viruses. Later work by Veith Risak in 1972 described a fully functional virus written in the assembler programming language for a SIEMENS 4004/35 computer system. Jurgen Kraus in 1980 postulated that computer programs could behave similarly to biological viruses.

The first known computer virus was called “The Creeper.” It showed up in the early 1970s on the U.S Defense Department precursor to the modern-day Internet. Creeper was an experimental self-replicating program written by Bob Thomas at BBN Technologies in 1971. It was relatively harmless in effect. It infected computers, copied itself to the remote system, and displayed the message, “I’m the creeper, catch me if you can!” The Reaper program was created to delete Creeper.

In 1982, the first “wild” computer virus appeared, called “Elk Cloner.” It was written as a practical joke in 1981 by Richard Skrenta, then a ninth-grader. The virus was injected into a game on a floppy disk and attached itself to Apple DOS 3.3 operating systems. On its fiftieth use, the Elk Cloner virus activated, infecting the PC and displaying a short poem beginning with, “Elk Cloner: The Program with a Personality.”

Today virus infections range from resident viruses that install themselves as part of an operating system to e-mail viruses that intentionally use the e-mail system to spread its programming far and wide.
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Wallets

In the world of cybercurrencies, accounts that hold money are called “wallets.” They are like bank accounts but are not associated with any single bank or other financial institution. Instead they are accounts identified by digital addresses, in the way that bank accounts are identified by account numbers. The addresses are in the correct format to be bitcoin addresses, ether addresses, or addresses for any of the other cyber coins that exist. There are an immense number of possible addresses for bitcoin wallets and a similarly enormous number of possible addresses for ether wallets, as well as for each kind of cyber coin. The vast majority of the addresses have never been used and do not contain any money. The addresses that have been used are stored in the blockchain, along with the amounts of money that each address holds. The blockchain is the computer file that has a record of every transaction since the coin that it tracks was created. For a cybercurrency like ether, the blockchain started with only a few wallets. As new investors bought ether, the software generated a new address and a private key for that address. That new address became the new investor’s wallet. The new investor could store ether in the new wallet and use the private key to send some of the ether to some other wallet or receive ether coming into it. The blockchain would be updated to show that the new wallet exists and how much ether it has in it.

The first step in creating a new account is to go to a site that will generate a new address with a new so-called private key, which in turn is used to produce a public key. These two keys, called the “key pair,” refer to different identification and access elements of a cyber wallet. The public address of the wallet is a shorter string of characters; the longer string of characters that produced it is the private key. Starting with the longer string of characters; performing a series of additions and shifts to the right and left produces the public key. The owner of the new wallet can publish the public key but must keep the private key secret, using it only to implement transactions and then promptly putting it back into hiding.

The new address and the new private key are not stored at the site where they were generated. In that way, cybercurrency wallets are different from conventional bank accounts. When a person opens a bank account, the bank keeps a record of who opened the account as well as the address and taxpayer identification number of the person or legal entity that opened the account. In the world of cybercurrency, there is no central registry except the blockchain of that cybercurrency. So if a person creates a new Bitcoin wallet, the pair of character strings is not stored in any repository until the new wallet receives some bitcoins.

The integrity of cybercurrency would be totally inadequate if a repository somewhere linked private keys with their public keys. Anyone with access to such a repository could steal as much as they wanted from any account, especially since the cybercurrency world possesses few or no regulations or controls and no insurance for depositors. In contrast, banks do sometimes suffer an embezzlement or robbery or other loss, but most deposits are protected by insurance provided by the government or by private insurance policies. One of the lessons of the Great Depression of the 1930s was that people were wary of putting money back into U.S. banks after many bank failures. Deposit insurance was introduced to restore confidence in the banking system.

A newly created wallet enters into use after its creator uses it to receive cyber coins. After that first transaction, the public key of the wallet and its contents are stored on the Bitcoin blockchain. To illustrate with hypothetical numbers, suppose wallet number 1753 has 3 bitcoins in it. That is public information. The private key is not stored anywhere but is needed to open the wallet and send the bitcoins to another wallet. Only the wallet’s owner has the private key.

To use the wallet to send money, the owner prepares a transaction using the public key of both the owner’s and the recipient’s wallets, stipulates how many coins are to be sent to the recipient’s wallet, and then “signs” the transaction order using the private key. The transaction then is processed, and the recipient’s wallet receives the coins. The recipient can see which wallet sent the coins but does not see its private key. The information about the balances in the sender’s wallet and in the recipient’s wallet are updated in the blockchain, and that completes the transaction.

A hacker cannot successfully raid someone’s wallet and send money from it using only the public key. To complete the requirements for sending money, the hacker needs the private key as well. Without that, the wallet will not open, and the money will not be sent.

To keep their wallets safe from hackers who might attempt to guess or learn the private key, many people keep their private keys on storage devices that can be disconnected from the Internet. These are called “cold” wallets because they are usually offline, held in safe places unavailable to hackers, thieves, or spies. The owner of a cold wallet plugs the storage device into a computer connected to the Internet only to carry out transactions. Having completed the wallet-related tasks, the owner ejects the storage device and erases the private key if it has been copied onto the computer’s clipboard. That makes it harder for hackers to gain access to the wallet because they cannot obtain the storage device that holds the private key, and no part of the computer’s memory retains a record of the private key.

There is an especially secure kind of wallet, commonly known as a “hardware wallet.” Hardware manufacturers have seen the opportunity to create small devices that store private keys in such a way that only the legitimate user can access them. Popular brands are Trezor, Ledger, and Nano. These use additional encryption, so even when they are connected to the Internet, they are secure against attacks. A hacker might be able to reach the device and read the files on it but would still have to hack its proprietary encryption. The legitimate user has a so-called recovery seed, a series of words that the user writes down and saves. With that series of words, the legitimate user can access the private keys even if the device itself has been damaged or stolen.

A hot wallet, in contrast, is often or continuously connected to the Internet. Hackers can thus attempt to open the wallet by guessing the private key or by breaking into the computer via e-mail or any other vulnerability so as to reach the storage device holding the private key.

A frozen wallet is one that cannot be accessed because nobody has the private key. It is possible to know how much money is in a frozen wallet but impossible to access that money and send it to another account. In the Ethereum Virtual Machine environment, founders of projects that control the supply of unallocated coins or tokens sometimes want to remove some of these permanently from the supply, or “burn” them. To remove a coin from circulation forever, they are sent to a burn address.

There are also wallets classified as frozen because they hold coins but have had no transactions for a period of years. Some of these might have been created by people who died or who lost the private key. The most famous of these frozen wallets belonged to Satoshi Nakamoto, the mysterious figure who published the initial Bitcoin paper in 2008. Nakamoto completed many early transactions with several early adopters of his proposed cybercurrency, acquired many bitcoins by repeatedly doing the calculations needed to validate blocks of transactions, and then went silent. Several wallets have been attributed to or identified with Satoshi over the years; none of the bitcoins in those wallets have moved since 2010, so they are all considered frozen. These frozen wallets, the contents of which may be worth as much as US$1 billion, are part of the enigma of Satoshi Nakamoto.
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Wash Trades

Wash trades are transactions—a purchase followed by a sale—leading to no net change in the holdings of the two traders. Wash trades have long been used in the stock and commodity markets and are often used by traders in cybercurrency. The purpose of a wash trade is to create the impression in the eyes of the public at large that investors are becoming more interested in a coin or a token. Suppose, for example, that Trader A has 50,000 XYZ tokens. Trader B also has 50,000 XYZ tokens. Trader A offers to sell 10,000 XYZ tokens at the price of 0.001 bitcoins each. Trader B buys those XYZ tokens. Trader B then has 60,000 XYZ tokens, and Trader A has 40,000 XYZ tokens. Trader B then offers to sell 10,000 XYZ tokens at the price of 0.001 bitcoins each. Trader A buys those XYZ tokens. After those two trades, both Trader A and Trader B have the same number of XYZ tokens as they had at the beginning. Trading volume has gone up, however, because two trades were executed. Neither Trader A nor Trader B made a profit because the price was the same for both trades (each paid transaction costs). The hope, however, is that such trade activity might spur increased interest in the cybercurrency in question.

In stock markets all around the world, wash trades are against the rules, although in many national stock markets they are carried out behind a veil of secrecy. In the stock market, wash trades are often done with three or four buyers and three or four sellers in order to make it harder to see what is being done. In the realm of cybercurrencies, wash trades are not against the rules because no committee or agency is creating rules, monitoring trading, enforcing regulations, or disciplining offenders.

Wash trades, however, should not fool anyone who is trading cybercurrencies. The reason is that the number of wallets holding a coin or token is published and is easy to find on the websites Etherscan.io or Ethplorer.io. If new investors are buying the coin or token, the number of wallets holding the token should increase. Of course, a clever manipulator could create new wallets and then buy coins or tokens using those new wallets. But a savvy trader would be able to check those new wallets and determine that they were newly created—and thus likely under the control of someone interested in promulgating the illusion that new investors were buying.

Wash trades should not fool savvy traders for another reason. A careful examination of trades will show that only a few wallets are involved, and those few wallets are buying and selling the coin or token back and forth. Savvy traders can also download the list of all wallets that hold the coins or tokens and how many of the tokens each wallet holds. The trader can then download the list a second time the day after and use data analysis techniques to see how the composition of amounts in the wallets changed.

Wash trades are still fairly common, however, because they are effective in conveying to potential investors that someone believes the coin or the token deserves to be noticed. Wash trades create patterns that attract traders. Traders sometimes simply try to follow a rising trend; others study the coin or token to see whether it is unjustly overlooked or undervalued just because not enough people have discovered it yet. For that reason, it has been argued that wash trades are a bullish indicator, i.e., a signal that the price of the token might rise soon. In the conventional financial system, there are earnings reports, audited financial statements, and analyst reports. For most coins or tokens, there is very little comparable fundamental information, so investors might grasp information about the volume of trading for lack of anything else to study. But caution is essential because wash trades can be part of a pump-and-dump scheme. A group of savvy traders might buy and sell large amounts of a token, hoping that naïve investors would see the trading volume increase. Savvy traders would wait until the naïve investors have driven up the price and then “dump” (sell) the tokens they had earlier bought.
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Watering Hole Attack

A watering hole attack is a computer hacking strategy that targets specific users and their online practices and website preferences. These attacks are so named because they are seen as reminiscent of the way a wild predator sometimes lurks near watering holes, looking for opportunities to attack their thirsty prey. The hacker in this analogy lurks near websites popular with the desired users, guessing or observing which websites the users often use and looking for opportunities to infect the users’ computers and collect information on them.

A number of particularly notorious watering hole attacks occurred in the 2010s. In 2012, the U.S. Council on Foreign Relations website was found to be infected with malware through a vulnerability in Internet Explorer. The malware specifically targeted Internet Explorer users set to English, Chinese, Russian, Japanese, and Korean. One year later, the U.S. Department of Labor was targeted in an effort to gain information on the website’s users. This attack specifically targeted users who visited nuclear-related content.

In 2016, a Polish bank discovered malware on computers inside the bank, but there have been no reports of any financial losses as a result.

There were two watering hole attacks in 2017: the ExPetr attack and the Ccleaner attack. The ExPetr attack compromised a Ukrainian government website, targeting users of the site that downloaded it. The malware erased the entire hard drive of the victims’ computers. The Ccleaner attack took place from August to September 2017, when the installation of Ccleaner (considered safe before that attack) from the vendor included malware. The distributed installers were signed with the developer’s certificate, meaning it’s likely that a hacker compromised the development environment and used it to insert malware.
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Wildcat Banking

Wildcat banking (also known as “free banking”) is banking with no requirements to place at least part of the cash deposited with a trusted third party, such as a central bank. The term is sometimes linked to discussions on the pros and cons of cryptocurrency. In the period between 1836 and 1863, state-chartered banks in the United States were able to issue their own legal tender, which led to a variety of different banknotes being circulated and used for transactions. There was little consistency in valuations, which often complicated transactions. It has been argued that wildcat banking gave free range to currency creation, but it did not prove to be a solid foundation for a growing national economy, especially considering its more scam-like dimensions.

The roots of wildcat banking are to be found in the demise of the Second Bank of the United States (BUS), which functioned as a quasi-central bank for the United States from 1816 to 1836. That institution was initially created to help the federal government handle its war debt accumulated in the War of 1812–1815. Although the bank was privately owned, it came to assume a number of public duties, handling all fiscal transactions for the U.S. government and helping to establish a sound and stable national currency. The BUS, however, ran afoul of President Andrew Jackson, who mistrusted such a concentration of financial power and killed the bank by not renewing its charter. Under the BUS, credit had been expanded, but in a gradual restrained fashion.

With the demise of the BUS, a large number of banks emerged under state charters and issued their own currencies, usually backed by questionable security (such as mortgages and bonds). Many of the more scam-like bank wildcat banks were located in inaccessible areas to discourage note redemption. With the absence of the BUS’s control, wildcat banking contributed to a credit surge, which added to the forces behind a brutal economic depression that descended in 1837 and lasted until the mid-1840s.The deep suspicion of central banks among the U.S. political elite prevented the creation of such an institution, however. As a result, wildcat banking continued, especially in the more cash-starved Western parts of the country.

It would not be until the National Bank Act of 1863 that wildcat banking was ended and most of the 1,500 state banks, which were issuing banknotes, were converted to national banks or allowed to fail. The National Banking Act brought an end to the problem of multiple currencies, which increased transaction costs. There was always a question of valuation: The farther one was from the issuing bank, the less the recognizable the banknote was and the less confidence people had in the banknote. Value also needed to be verified, especially considering that some banks were scams; a new bank would open, take people’s money, issue new notes, and then close, leaving depositors with worthless notes. The bankers, meanwhile, would pull the same scam in a new location. Over time, the term “wildcat bank” came to be applied to any unstable bank.

Considering ongoing security problems related to hacking cryptocurrency accounts, the poor management of parts of the industry, and the high level of concentration of holders of various coins, the parallels of cryptocurrency-based economic systems to wildcat banking are likely to continue into the future. The argument will remain: Cryptocurrencies such as Bitcoin or Ethereum can trade as speculative securities, but when linked to the idea of wildcat banking, the outlook is dubious as to their capacity to be used as a widespread currency or as a replacement for currency backed by a government.
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Wildlife Trafficking

Illegal trafficking in animals, animal parts, and rare and exotic flora and fauna is a demand-driven business that operates in much the same way as international drug trafficking operations. Local suppliers, primarily in developing countries, provide the desired product to sellers who then transport them to markets. The largest market for illicit wildlife is the United States. The primary hubs for wildlife trafficking, known as “wildlife trade hotspots,” are China’s international borders, East and Southern Africa, Southeast Asia, the Caribbean, islands in the South Pacific (primarily Indonesia), and the eastern borders of the European Union.

Profit margins on the wildlife black market are high. Data are difficult to gather, but estimates range into the hundreds of millions of dollars (U.S.) per year. According to Global Financial Integrity, a watchdog agency, prices in late 2018 for some of the most widely trafficked wildlife are as follows:


	African grey parrot: $2,000

	Slow loris: $145

	Thai baby elephant: $7,000

	Gorilla: $400,000

	Raw bear bile extract: $19 per gram

	Whole pangolin: $1,750

	Tiger bone glue: $10,000 per gram

	Shahtoosh shawl: $20,000



Uses for wildlife vary. African grey parrots and slow lorises are trafficked as exotic pets. Great apes are often killed for the bush meat trade but are also trafficked as exotic pets for animal parks and zoos. Bear bile extract and tiger bone glue are widely consumed products in East and Southeast Asia that are used in various traditional medicines to treat a number of diseases and ailments.

The most well-known trade in wildlife is in elephants, rhinos, and tigers. Elephant and rhino poaching is primarily conducted for ivory, while tigers are targeted for their skins and bones. The World Wildlife Fund (WWF) identifies the following countries as primary sources for elephant, rhino, and tiger poaching: Nigeria, Central African Republic, Egypt, Kenya, Russia, India, Nepal, Myanmar, Thailand, China, Cameroon, Gabon, Congo, South Africa, Zimbabwe, Zambia, Mozambique, Tanzania, Malaysia, Indonesia, Vietnam, and Laos. An annual “scorecard” is published by the WWF to monitor progress on compliance and enforcement, as well as to identify primary sources of origin, transit, and primary destination.

Illicit trafficking in timber and tropical hardwoods is also a billion-dollar business. Rosewood is the most trafficked species. Some estimates place rosewood at 40 percent of global trade in flora and fauna. China has the most varieties, but other major sources are from South Asia and Africa, with Madagascar arguably the largest source country. Rosewood is primarily used for furniture but also for musical instruments and flooring. Furniture such as beds, tables, and chairs constructed from rosewood can cost as much as a million dollars. Rosewood is the preferred wood for the fretboards of string instruments, particularly acoustic guitars. A certain amount of rosewood, much like ivory, is legal to trade in international markets. But these rules are not followed, and it is almost impossible to monitor supply and enforce export and import quotas.

China is now seen as the primary driver of illicit trade in timber. In addition to rosewood, other types of wood such as teakwood, merbau, and mahogany are in high demand. Affluent Chinese are more than willing to pay high prices to display their extravagant dining sets, beds, dressers, and hardwood floors.

Estimates of the dollar value of these types of illicit trade range widely, partly because payments are channeled in ways intended to conceal the real sources of the money and the real recipients. Cybercurrencies like bitcoin and ether can also be used to purchase these illegal materials. Most experts believe that cybercurrencies are probably being used in this fashion, but it is much harder to trace cybercurrency payments than those made in traditional currencies. As a consequence, the rise of cybercurrencies is a complicating factor for estimating the dollar value of trade in wildlife and timber, as well as for preventing it.

Trafficking in wildlife is a violent business. Poachers and hardwood “loggers” have murdered conservation activists and law enforcement officials who work to thwart their activities. In Africa, conservation and game park rangers are considered to have among the most dangerous jobs on the continent. As a result, many such individuals are heavily armed and receive military training. An entire business has grown around contracting private security firms to provide resources and training that governments cannot. Meanwhile, the massive amount of money earned from trafficking fuels corruption among government officials and law enforcement.

Since trafficking in wildlife is a global business, enforcement is difficult. It involves collaboration among various agencies and organizations, including Interpol. However, none of these agencies/organizations have law enforcement authority in every country. Laws against trafficking and enforcement measures are produced at domestic, state, and regional levels. International organizations/agencies can only help facilitate cooperation among states.

The Convention on International Trade in Endangered Species of Wild Fauna and Flora (CITES) is the largest international agreement among governments concerning trafficking in wildlife. CITES, which is oriented around the conservation and protection of endangered species, is the product of a resolution passed in 1963 by members of the International Union for the Conservation of Nature. Officially ratified and adopted in July of 1975, CITES currently boasts 183 signatories. While CITES is legally binding on member states, it does not supersede domestic national laws. Its primary function is to provide frameworks for states to produce their own domestic legislation and enforcement measures.
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Worm

A term first used in John Brunner’s 1975 novel The Shockwave Rider, a computer worm is a malware program able to replicate itself in order to spread its effects to other computers, using operating systems and information transport systems embedded in computers. Worms, which are usually invisible to users, are able to autonomously use computer networks, exploiting holes in security to do so. They are often discovered only after they consume so many of the computer’s resources that operations are slowed or halted. Software vendors routinely apply patches to correct security vulnerabilities; with patches applied to a computer, most worms cannot spread. A patch is a small addition to a computer program that fixes a defect in the program.

Unlike viruses, worms do not require human action to spread; they are self-replicating on the target computer system, sending out potentially huge numbers of copies rather than a single one—for example, to every contact in a user’s address book. A worm then replicates itself in the recipients’ systems and sends itself to every contact in their address books, and so on.

Some worms are designed only to reproduce themselves without causing harm. Others carry a “payload” of code with malicious intent, such as deleting files, encrypting files in a ransomware attack, or stealing confidential documents or personal information. Over a large network, such as that of a company or university, traffic created by this virtually endless replication can overload the network’s capacity, in effect shutting it down. If directed to a single website, the traffic can overload the site’s server network capacity by causing what is called a “distributed denial of service” (DDOS).

In 2017, the infamous WannaCry ransomware attack, designed to encrypt files, exploited a vulnerability in Windows. Thousands of computers were affected, so that their rightful owners could not use them. Although knowledge of this weakness, as well as a patch to fix it, was known before the attack, WannaCry nonetheless spread rapidly to unprotected computers. The famous 2003 BlasterWorm, or Lovsan, which attacked computers running Windows XP and Windows 2000, was another worm attack.

Another common type of worm installs a so-called backdoor, allowing the worm’s author to control the infected computer. A backdoor is a way of gaining access to the computer, evading the computer’s protections against attacking hackers. A computer infected by a worm can become a zombie, meaning that an outsider can seize control of the computer. Networks of such zombie computers are called “botnets” and are often used maliciously to send spam or attack operating systems.

Worms almost always cause some form of harm to the network itself, whereas viruses corrupt and/or modify files on the computers they target.

Tomás M. Quiñones

See also: Malware; Virus

Further Reading

Frufinger, Josh. “ ”What Is WannaCry Ransomware, How Does It Infect, and Who Was Responsible?” CSO Online. August 18, 2018. https://www.csoonline.com/article/3227906/ransomware/what-is-wannacry-ransomware-how-does-it-infect-and-who-was-responsible.html

Markoff, John. “Worm Infects Millions of Computers Worldwide.” New York Times. January 22, 2009. https://www.nytimes.com/2009/01/23/technology/internet/23worm.html

Rouse, Margaret. “Computer Worm.” TechTarget.com. Last updated June 2017. https://searchsecurity.techtarget.com/definition/worm


 

Z

Zombie Computer

The Internet allows computer experts to use many techniques to disseminate messages, fish for restricted information, or influence nonexpert people. One particularly powerful technique that an expert can employ is to hijack other people’s computers or servers and then to harness them for the campaign that the expert is conducting. A so-called zombie computer is one that has been hijacked in this manner.

Hijacking a computer involves stealthily loading a program that takes control of the computer or that puts the computer under control of someone other than the owner or legitimate user. Stealth is important because if the legitimate owner or user realizes that the hijacking program has been loaded, the owner will attempt to purge the computer.

When a zombie computer has been successfully hijacked, it is done in a way that the legitimate owner or user does not detect the operation. The zombie computer then connects to other computers, using the legitimate user’s identity. The zombie can thus send sensitive information, alter files, block access, and shut down computers that are linked to the zombie.

A typical use of a zombie computer is when a small group of people want to appear to be a much larger group. The zombie is recognized as its legitimate owner or user, so it unintentionally creates the impression that more people are in support of what the small group is promoting.

In the realm of cybercurrencies, zombie computers can contribute to so-called pump and dump trading schemes, where naïve traders are led to believe that many independent buyers are buying a coin or token. The zombies look like traders who have reached independent decisions to buy. After enough seemingly independent buyers have made their purchases, traders sometimes buy the coin or token, only to find that the flurry of buying was coming not from many unrelated buyers but instead from only a few individuals exerting control over numerous other computer operating systems.

John C. Edmunds

Further Reading
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