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Preface

Benefi ts of enterprise risk management

A string of large and highly public organizational and Governmental failures over the past 10 
years (Woolworths, Golden Wonder, Northern Rock, Citigroup, Enron and even the entire 
banking system of Iceland) has focused the attention of investors, customers and regulators on 
the way in which directors, managers and boards are managing risk. This has led to a greater 
appreciation of the wider scope of risks facing organizations, which in turn has led to risk 
management becoming a core management discipline. 

Risk is everywhere and derives directly from unpredictability. The process of identifying, 
assessing and managing risks brings any business full circle back to its strategic objectives: for 
it will be clear that not everything can be controlled. The local consequences of events on a 
global scale, such as terrorism, pandemics and credit crunches, are likely to be unpredictable. 
However, they can also include the creation of new and valuable opportunities. Many of 
today’s household names were born out of times of adversity. 

Risk management provides a framework for organizations to deal with and to react to uncer-
tainty. Whilst it acknowledges that nothing in life is certain, the modern practice of risk man-
agement is a systematic and comprehensive approach, drawing on transferable tools and 
techniques. These basic principles are sector-independent and should improve business resil-
ience, increase predictability and contribute to improved returns. This is particularly impor-
tant given the pace of change of life today.

Risk management involves a healthy dose of both common sense and strategic awareness, 
coupled with an intimate knowledge of the business, an enquiring mind and most critically 
superb communication and infl uencing skills. 

The Institute of Risk Management’s International Certifi cate in risk management is an intro-
ductory qualifi cation which refl ects the changing and global nature of risk management.  Rec-
ognizing both the enterprise-wide (or ‘ERM’) importance of comprehensive risk management 

xxiii



xxiv Preface

and the growing use of international standards (such as ISO 31000), this qualifi cation equips 
future professional risk managers with the fundamental knowledge and tools to make invalu-
able contributions to long-term organizational growth and prosperity.  

This textbook, as well as being the core reading for the IRM International Certifi cate, is a valu-
able resource for all organizations and indeed anyone with an interest in risk management. 

Sophie Williams is Deputy Chief Executive of the Institute of Risk Management, risk manage-
ment’s leading worldwide professional education, training and knowledge body. Further infor-
mation about the International Certifi cate or the Institute is available from the IRM website 
www.theirm.org. 

Sophie Williams
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Introduction

Risk management in context

This book is intended for all who want a comprehensive introduction to the theory and appli-
cation of risk management. It sets out an integrated introduction to the management of risk 
in public and private organizations. Studying this book will provide insight into the world of 
risk management and may also help readers decide whether risk management is a suitable 
career option for them.

Many readers will wish to use this book in order to gain a better understanding of risk and risk 
management and thereby fulfi l the primary responsibilities of their jobs with an enhanced 
understanding of risk. This book is designed to deliver the syllabus of the International Cer-
tifi cate in Risk Management qualifi cation of the Institute of Risk Management. However, it 
also acts as an introduction to the discipline of risk management for those interested in the 
subject but not (yet) undertaking a course of study.

An introduction to risk and risk management is provided in the fi rst Part of this book and the 
key features of risk management are set out in the next two Parts. Parts 4, 5 and 6 concentrate 
on the application of risk management tools and techniques, as well as considering the outputs 
from the risk management process and the benefi ts that arise.

We all face risks in our everyday lives. Risks arise from personal activities and range from those 
associated with travel through to the ones associated with personal fi nancial decisions. There 
are considerable risks present in the domestic component of our lives and these include fi re 
risks in our homes and fi nancial risks associated with home ownership. Indeed, there are also 
a whole range of risks associated with domestic and relationship issues, but these are outside 
the scope of this book.

This book is primarily concerned with business and commercial risks and the roles that 
we fulfil during our job or occupation. However, the task of evaluating risks and deciding 

1



2 Introduction

how to respond to them is a daily activity not only at work, but also at home and during 
leisure activities.

Nature of risk

Recent events in the world have brought risk into higher profi le. Terrorism, extreme weather 
events and the global fi nancial crisis represent the extreme risks that are facing society and 
commerce. These extreme risks exist in addition to the daily, somewhat more mundane risks 
mentioned above.

Evaluating the range of risk responses available and deciding the most appropriate response in 
each case is at the heart of risk management. Responding to risks should produce benefi ts for 
us as individuals, as well as for the organizations where we work and/or are employed.

Within our personal and domestic lives, many of the responses to risk are automatic. Our 
ways of avoiding fi re and road traffi c accidents are based on well-established and automatic 
responses. Fire and accident are the types of risks that can only have negative outcomes and 
they are often referred to as hazard risks.

Certain other risks have established or required responses that are imposed on us as individu-
als and/or on organizations as mandatory requirements. For example, in our personal lives, 
buying insurance for a car is usually a legal requirement, whereas buying insurance for a house 
is often not, but is good risk management and very sensible.

Keeping your car in good mechanical order will reduce the chances of a breakdown. However, 
even vehicles that are fully serviced and maintained do occasionally break down. Maintaining 
your car in good mechanical order will reduce the chances of breakdown, but will not elimi-
nate them completely. These types of risks that have a large degree of uncertainty associated 
with them are often referred to as control risks.

As well as hazard and control risks, there are risks that we take because we desire (and proba-
bly expect) a positive return. For example, you will invest money in anticipation that you will 
make a profi t from the investment. Likewise, placing a bet or gambling on the outcome of a 
sporting event is undertaken in anticipation of receiving positive payback.

People participate out of choice in motor sports and other potentially dangerous leisure 
activities. In these circumstances, the return may not be fi nancial, but can be measured in 
terms of pride, self-esteem or peer group respect. Undertaking activities involving risks of 
this type, where a positive return is expected, can be referred to as taking opportunity 
risks.
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Risk management

Organizations face a very wide range of risks that can impact the outcome of their operations. 
The desired overall aim may be stated as a mission or a set of corporate objectives. The events 
that can impact an organization may inhibit what it is seeking to achieve (hazard risks), enhance 
that aim (opportunity risks), or create uncertainty about the outcomes (control risks).

Risk management needs to offer an integrated approach to the evaluation, control and moni-
toring of these three types of risk. This book examines the key components of risk manage-
ment and how it can be applied. Examples are provided that demonstrate the benefi ts of risk 
management to organizations in both the public and private sectors. Risk management also 
has an important part to play in the success of not-for-profi t organizations such as charities 
and (for example) clubs and other membership bodies.

The risk management process is well established, although it is presented in a number of dif-
ferent ways and often uses differing terminologies. The different terminologies that are used 
by different risk management practitioners and in different business sectors are explored in 
this book. In addition to a description of the established risk management standards, a simpli-
fi ed description of risk management that sets out the key stages in the risk management process 
is also presented to help with understanding.

The risk management process cannot take place in isolation. It needs to be supported by a 
framework within the organization. Once again, the risk management framework is presented 
and described in different ways in the range of standards, guides and other publications that 
are available. In all cases, the key components of a successful risk management framework are 
the communications and reporting structure (architecture), the overall risk management 
strategy that is set by the organization (strategy) and the set of guidelines and procedures (pro-
tocols) that have been established. The importance of the risk architecture, strategy and pro-
tocols (RASP) is discussed in detail in this book.

The combination of risk management processes, together with a description of the framework 
in place for supporting the process, constitutes a risk management standard. There are several 
risk management standards in existence, including the IRM Standard and the recently pub-
lished British Standard BS 31100. There is also the American COSO ERM framework. The 
latest addition to the available risk management standards is the international standard, ISO 
31000, published in 2009. The well established and respected Australian Standard AS 4360 
(2004) was withdrawn in 2009 in favour of ISO 31000. AS 4360 was fi rst published in 1995 and 
ISO 31000 includes many of the features and offers a similar approach to that previously 
described in AS 4360.

Further information on existing standards and other published guides is set out in Chapter 1.6. 
Additionally, references are included in each Part of this book to provide further material to 
enable the reader to gain a comprehensive introduction to the subject of risk management.
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Risk management terminology

Most risk management publications refer to the benefi ts of having a common language of risk 
within the organization. Many organizations manage to achieve this common language and 
common understanding of risk management processes and protocols at least internally. However, 
it is usually the case that within a business sector, and sometimes even within individual organi-
zations, the development of a common language of risk can be very challenging.

Reference and supporting materials have a great range of terminologies in use. The different 
approaches to risk management, the different risk management standards that exist and the 
wide range of guidance material that is available often use different terms for the same feature 
or concept. This is regrettable and can be very confusing, but it is inescapable.

Attempts are being made to develop a standardized language of risk, and ISO Guide 73 has 
been developed as the common terminology that should be used in all ISO standards. The ter-
minology set out in ISO Guide 73 will be used throughout this book as the default set of defi -
nitions, wherever possible. However, the use of a standard terminology is not always possible 
and alternative defi nitions may be required.

To assist with the diffi cult area of terminology, Appendix A sets out the basic terms and defi ni-
tions that are used in risk management. It also provides cross reference between the different 
terms in use to describe the same concept. Where appropriate and necessary a table setting out 
a range of defi nitions for the same concept is included within the relevant chapter of the book 
and these tables are cross-referenced in Appendix A.

Benefi ts of risk management

There are a range of benefi ts arising from successful implementation of risk management. 
These benefi ts are summarized in this book as compliance, assurance, decisions and effi ciency/
effectiveness/effi cacy (CADE3). Compliance refers to risk management activities designed to 
ensure that an organization complies with legal and regulatory obligations.

The board of an organization will require assurance that signifi cant risks have been identifi ed 
and appropriate controls put in place. In order to ensure that correct business decisions are 
taken, the organization should undertake risk management activities that provide additional 
structured information to assist with business decision making.

Finally, a key benefi t from risk management is to enhance the effi ciency of operations within 
the organization. Risk management should provide more than assistance with the effi ciency of 
operations. It should also help ensure that business processes (including process enhance-
ments by way of projects and other change initiatives) are effective and that the selected strat-
egy is effi cacious, in that it is capable of delivering exactly what is required.
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Risk management inputs are required in relation to strategic decision making, but also in rela-
tion to the effective delivery of projects and programmes of work, as well as in relation to the 
routine operations of the organization. The benefi ts of risk management can also be identifi ed 
in relation to these three timescales of activities within the organization. The outputs from risk 
management activities can benefi t organizations in three timescales and ensure that the organ-
ization achieves:

effi cacious strategy; •

effective processes and projects; •

effi cient operations. •

In order to achieve a successful risk management contribution, the intended benefi ts of any 
risk management initiative have to be identifi ed. If those benefi ts have not been identifi ed, 
then there will be no means of evaluating whether the risk management initiative has been 
successful.

Therefore, good risk management must have a clear set of desired outcomes/benefi ts. Appro-
priate attention should be paid to each stage of the risk management process, as well as to 
details of the design, implementation and monitoring of the framework that supports these 
risk management activities.

Features of risk management

Failure to adequately manage the risks faced by an organization can be caused by inadequate 
risk recognition, insuffi cient analysis of signifi cant risks and failure to identify suitable risk 
response activities. Also, failure to set a risk management strategy and to communicate that 
strategy and the associated responsibilities may result in inadequate management of risks. It is 
also possible that the risk management procedures or protocols may be fl awed, such that these 
protocols may actually be incapable of delivering the required outcomes.

The consequences of failure to adequately manage risk can be disastrous and result in ineffi -
cient operations, projects that are not completed on time and strategies that are not delivered, 
or were incorrect in the fi rst place. The hallmarks of successful risk management are consid-
ered in this book. In order to be successful, the risk management initiative should be propor-
tionate, aligned, comprehensive, embedded and dynamic (PACED).

Proportionate means that the effort put into risk management should be appropriate to the level 
of risk that the organization faces. Risk management activities should be aligned with other 
activities within the organization. Activities will also need to be comprehensive, so that any risk 
management initiative covers all the aspects of the organization and all the risks that it faces. The 
means of embedding risk management activities within the organization are discussed in this 
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book. Finally, risk management activities should be dynamic and responsive to the changing 
business environment faced by the organization.

Book structure

The book is presented in six Parts, together with two appendices. Part 1 provides the introduc-
tion to risk management and introduces all of the basic concepts. These concepts are explored 
in more detail in later Parts. Part 2 explores the importance of risk management strategy and 
considers the vital importance of the risk management policy, as well as exploring the success-
ful implementation of that policy.

Part 3 considers the importance of risk assessment as a fundamental requirement of success-
ful risk management. Risk classifi cation and risk analysis tools and techniques are consid-
ered in detail in this Part. Part 4 considers the impact of risk on organizations, and this 
extends to the evaluation of corporate governance requirements. Also, the analysis of stake-
holder expectations and the relationship between risk management and a simple business 
model is considered.

Part 5 sets out the options for risk response in detail. Analysis of the various risk control tech-
niques is presented, together with examples of options for the control of selected hazard risks. 
This Part also considers the importance of insurance and risk transfer. Finally, Part 6 considers 
risk assurance and risk reporting. The role of the internal audit function, together with the 
importance of corporate social responsibility and the options for reporting on risk manage-
ment are all considered.

Appendix A provides a glossary of terms and cross-references the different terminologies used 
by different risk management practitioners. Appendix B provides a step-by-step implementa-
tion guide to enterprise risk management (ERM), as described in Chapter 25. It includes refer-
ence to all of the acronyms used in the book and sets out the key concepts relevant to each step 
of the successful implementation of a risk management initiative.

Risk management in practice

In order to bring the subject of risk management to life, short illustrative examples are used 
throughout the text. These examples focus on a small number of organizations in order to give 
some context to the ideas described. Risk management activities cannot be undertaken out of 
context, and so these organizations provide context to the ideas and concepts that are 
described.

The most often used examples to illustrate a point are a haulage company, a sports club, a theatre, 
a publisher and the large stock-exchange-listed company that, for the sake of illustration, owns 
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the sports club and the haulage company. Examples are also used of how risk management prin-
ciples can be applied to the personal risks faced in private life.

In addition to these general examples, real life situations and examples are also used, where a 
case study is helpful. Each Part of the book concludes with a brief extract from the report and 
accounts of a selected company to illustrate the main risk management topics covered in the 
Part. Although many of these examples are from the UK, the principles are equally applicable 
to other parts of the world.

Future for risk management

As the global fi nancial crisis has enfolded, there is an increasing tendency for news reports to 
indicate that risk is bad and risk management has failed. In reality, neither of these two state-
ments is correct. Organizations have to address the risks that they face because many of them 
have to undertake high-risk activities, either because these activities cannot be avoided, or 
because the activities are undertaken in order to produce a positive outcome for the organiza-
tion and its stakeholders.

The global fi nancial crisis does not demonstrate the failure of risk management, but rather the 
failure of the management of organizations to successfully address the risks that they faced. 
Achieving benefi ts from risk management requires carefully planned implementation of the 
risk management process in the organization, as well as the design and successful embedding 
of a suitable and suffi cient risk management framework.

By setting out an integrated approach to risk management, this book provides a description of 
the fundamental components of successful management of business/corporate risks. It 
describes a wealth of risk management tools and techniques and provides information on suc-
cessful delivery of an integrated and enterprise-wide approach to risk management.

Global fi nancial crisis

The extract below offers a summary of the actions that would help to avoid a repeat of the 
global fi nancial crisis. Many organizations lack a common risk management framework across 
the enterprise. This has many elements, each of which is required to help avoid similar disas-
ters in the future:

First, there should be common processes, terminology and practices for managing risks  •
of all kinds.

Second, it is essential that risk tolerances be fully understood, communicated and  •
monitored across the enterprise.
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Third, risk management practices should be incorporated into all key business proc- •
esses and decisions.

And, fourth, management should make risk-related decisions using dedicated high  •
quality risk information.



Part 1
Introduction to risk management

Learning outcomes for Part 1

provide a range of defi nitions of risk and risk management and describe the usefulness  •
of the various defi nitions;

list the characteristics of a risk that need to be identifi ed in order to provide a full risk  •
description;

describe options for classifying risks according to the nature, source and timescale of  •
impact;

outline the options for the attachment of risks to various attributes of an organization  •
and describe advantages of each approach;

use a risk matrix to represent the likely impact of a risk materializing in terms of likeli- •
hood and magnitude;

outline the principles (PACED) and aims of risk management and its importance to  •
operations, projects and strategy;

describe the nature of hazard, control and opportunity risks and how organizations  •
should respond to each type;

9
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outline the development of the discipline of risk management, including the various  •
specialist areas and approaches;

describe the key benefi ts of risk management in terms of compliance, assurance, deci- •
sions and effi ciency/effectiveness/effi cacy (CADE3);

describe the key stages in the risk management process and the main components of a  •
risk management framework;

briefl y describe the key features of the best-established risk management standards and  •
frameworks.

Part 1 Further reading
British Standard BS 31100 (2008) Risk management – Code of practice, www.standardsuk.com.
COSO Enterprise Risk Management – Integrated Framework (2004) Executive Summary, www.coso.org.
Financial Reporting Council Internal Control Revised Guidance for Directors on the Combined Code 

(2005), www.frc.org.uk.
Institute of Risk Management A Risk Management Standard (2002), www.theirm.org.
International Standard ISO 31000 (2009) Risk management – Principles and guidelines, www.iso.org.
ISO Guide 73 (2009) Risk management – Vocabulary – Guidelines for use in standards, www.iso.org.
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Approaches to defi ning risk

Defi nitions of risk

The Oxford English Dictionary defi nition of risk is as follows: ‘a chance or possibility of danger, 
loss, injury or other adverse consequences’ and the defi nition of at risk is ‘exposed to danger’. 
In this context, risk is used to signify negative consequences. However, taking a risk can also 
result in a positive outcome. A third possibility is that risk is related to uncertainty of 
outcome.

Take the example of owning a motorcar. For most people, owning a motorcar is an opportu-
nity to become more mobile and gain the related benefi ts. However, there are uncertainties in 
owning a motorcar that are related to maintenance and repair costs. Finally, motor cars can be 
involved in accidents, so there are obvious negative outcomes that can occur.

Defi nitions of risk can be found from many sources and some key defi nitions are set out in 
Table 1.1. An alternative defi nition is also provided to illustrate the broad nature of risks that 
can affect organizations. The Institute of Risk Management (IRM) defi nes risk as the combi-
nation of the probability of an event and its consequence. Consequences can range from pos-
itive to negative. This is a widely applicable and practical defi nition that can be easily applied.

The international guide to risk-related defi nitions is ISO Guide 73 and it defi nes risk as ‘effect 
of uncertainty on objectives’. This defi nition appears to assume a certain level of knowledge 
about risk management and it is not easy to apply to everyday life. The meaning and applica-
tion of this defi nition will become clearer as the reader progresses through this book.

Guide 73 also notes that an effect may be positive, negative, or a deviation from the expected. 
These three types of events can be related to risks as opportunity, hazard or uncertainty, and 
this relates to the example of motorcar ownership outlined above. The guide notes that risk is 
often described by an event, a change in circumstances, a consequence, or a combination of 
these and how they may affect the achievement of objectives.

11
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Table 1.1 Defi nitions of risk

Organization Defi nition of risk

ISO Guide 73
ISO 31000

Effect of uncertainty on objectives. Note that an effect may be 
positive, negative, or a deviation from the expected. Also, risk 
is often described by an event, a change in circumstances or a 
consequence.

Institute of Risk 
Management (IRM) 

Risk is the combination of the probability of an event and its 
consequence. Consequences can range from positive to 
negative.

“Orange Book” from 
HM Treasury

Uncertainty of outcome, within a range of exposure, arising 
from a combination of the impact and the probability of 
potential events.

Institute of Internal 
Auditors 

The uncertainty of an event occurring that could have an 
impact on the achievement of the objectives. Risk is measured 
in terms of consequences and likelihood.

Alternative Defi nition by 
the author

Event with the ability to impact (inhibit, enhance or cause 
doubt about) the mission, strategy, projects, routine 
operations, objectives, core processes, key dependencies and /
or the delivery of stakeholder expectations. 

The Institute of Internal Auditors (IIA) defi nes risk as the uncertainty of an event occurring 
that could have an impact on the achievement of objectives. The IIA adds that risk is measured 
in terms of consequences and likelihood. Different disciplines defi ne the term risk in very dif-
ferent ways. The defi nition used by health and safety professionals is that risk is a combination 
of likelihood and magnitude, but this may not be suffi cient for more general risk management 
purposes.

Risk in an organizational context is usually defi ned as anything that can impact the fulfi lment 
of corporate objectives. However, corporate objectives are usually not fully stated by most 
organizations. Where the objectives have been established, they tend to be stated as internal, 
annual, change objectives. This is particularly true of the personal objectives set for members 
of staff in the organization, where objectives usually refer to change or developments, rather 
than the continuing or routine operations of the organization.

It is generally accepted that risk is best defi ned by concentrating on risks as events, as in the 
defi nition of risk provided in ISO 31000 and the defi nition provided by the Institute of 
Internal Auditors, as set out in Table 1.1. In order for a risk to materialize, an event must 
occur. Greater clarity is likely to be brought to the risk management process if the focus is 
on events. For example, consider what could disrupt a theatre performance.
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The events that could cause disruption include a power cut, absence of a key actor, substantial 
transport failure or road closures that delay the arrival of the audience, as well as the illness of 
a signifi cant number of staff. Having identifi ed the events that could disrupt the performance, 
the management of the theatre needs to decide what to do to reduce the chances of one of 
these events causing the cancellation of a performance. This analysis by the management of 
the theatre is an example of risk management in practice.

Types of risks

Risk may have positive or negative outcomes or may simply result in uncertainty. Therefore, 
risks may be considered to be related to an opportunity or a loss or the presence of uncertainty 
for an organization. Every risk has its own characteristics that require particular management 
or analysis. In this book, as in the Guide 73 defi nition, risks are divided into three categories:

hazard (or pure) risks; •

control (or uncertainty) risks; •

opportunity (or speculative) risks. •

It is important to note that there is no ‘right’ or ‘wrong’ subdivision of risks. Readers will 
encounter other subdivisions in other texts and these may be equally appropriate. It is, perhaps, 
more common to fi nd risks described as two types, pure or speculative. Indeed, there are many 
debates about risk management terminology. Whatever the theoretical discussions, the most 
important issue is that an organization adopts the risk classifi cation system that is most suit-
able for its own circumstances.

There are certain risk events that can only result in negative outcomes. These risks are hazard 
risks or pure risks, and these may be thought of as operational or insurable risks. In general, 
organizations will have a tolerance of hazard risks and these need to be managed within the 
levels of tolerance of the organization. A good example of a hazard risk faced by many organi-
zations is that of theft.

There are certain risks that give rise to uncertainty about the outcome of a situation. These can 
be described as control risks and are frequently associated with project management. In 
general, organizations will have an aversion to control risks. Uncertainties can be associated 
with the benefi ts that the project produces, as well as uncertainty about the delivery of the 
project on time, within budget and to specifi cation. The management of control risks will 
often be undertaken in order to ensure that the outcome from the business activities falls 
within the desired range.

At the same time, organizations deliberately take risks, especially marketplace or commercial 
risks, in order to achieve a positive return. These can be considered as opportunity or specula-
tive risks, and an organization will have a specifi c appetite for investment in such risks.
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The application of risk management tools and techniques to the management of hazard risks 
is the best and longest-established branch of risk management, and much of this text will con-
centrate on hazard risks. There is a hierarchy of controls that apply to hazard risks and this will 
be discussed in a later chapter. Hazard risks are associated with a source of potential harm or 
a situation with the potential to undermine objectives in a negative way. Hazard risks are the 
most common risks associated with organizational risk management, including occupational 
health and safety programmes.

Control risks are associated with unknown and unexpected events. They are sometimes 
referred to as uncertainty risks and they can be extremely diffi cult to quantify. Control risks 
are often associated with project management. In these circumstances, it is known that the 
events will occur, but the precise consequences of those events are diffi cult to predict and 
control. Therefore, the approach is based on minimizing the potential consequences of these 
events.

There are two main aspects associated with opportunity risks. There are risks/dangers associ-
ated with taking an opportunity, but there are also risks associated with not taking the oppor-
tunity. Opportunity risks may not be visible or physically apparent, and they are often fi nancial 
in nature. Although opportunity risks are taken with the intention of having a positive 
outcome, this is not guaranteed. Opportunity risks for small businesses include moving a 
business to a new location, acquiring new property, expanding a business and diversifying into 
new products.

Risk description

In order to fully understand a risk, a detailed description is necessary so that a common under-
standing of the risk can be identifi ed and ownership/responsibilities may be clearly under-
stood. Table 1.2 provides information on the range of information that must be recorded to 
fully understand a risk. The list of information set out in Table 1.2 is most applicable to hazard 
risks and the list will need to be modifi ed to provide a full description of control or opportu-
nity risks.

So that the correct range of information can be collected about each risk, the distinction 
between hazard, control and opportunity risks needs to be clearly understood. The example 
below is intended to distinguish between these three types of risk, so that the information 
required in order to describe each type of risk can be identifi ed.
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Table 1.2 Risk description 

Name or title of risk •
Statement of risk, including scope of risk and details of possible events and  •
dependencies 

Nature of risk, including details of the risk classifi cation and timescale of potential  •
impact 

Stakeholders in the risk, both internal and external  •
Risk attitude, appetite, tolerance or limits for the risk  •
Likelihood and magnitude of event and consequences should the risk materialize at  •
current/residual level 

Control standard required or target level of risk  •
Incident and loss experience  •
Existing control mechanisms and activities  •
Responsibility for developing risk strategy and policy  •
Potential for risk improvement and level of confi dence in existing controls  •
Risk improvement recommendations and deadlines for implementation  •
Responsibility for implementing improvements  •
Responsibility for auditing risk compliance  •

Computer viruses

In order to understand the distinction between hazard, control and opportunity risks, 
the example of the use of computers is useful. Virus infection is an operational or 
hazard risk and there will be no benefi t to an organization suffering a virus attack on 
its software programs. When an organization installs or upgrades a software package, 
control risks will be associated with the upgrade project.

The selection of new software is also an opportunity risk, where the intention is to 
achieve better results by installing the new software, but it is possible that the new 
software will fail to deliver all of the functionality that was intended and the 
opportunity benefi ts will not be delivered. In fact, the failure of the functionality of the 
new software system may substantially undermine the operations of the organization.
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Inherent level of risk

It is important to understand the uncontrolled level of all risks that have been identifi ed. This 
is the level of the risk before any actions have been taken to change the likelihood or magni-
tude of the risk. Although there are advantages in identifying the inherent level of risk, there 
are practical diffi culties in identifying this with certain types of risks.

Identifying the inherent level of the risk enables the importance of the control measures in 
place to be identifi ed. The Institute of Internal Auditors (IIA) has the view that the assessment 
of all risks should commence with the identifi cation of the inherent level of the risk. The guid-
ance from the IIA states that ‘in the risk assessment, we look at the inherent risks before con-
sidering any controls.’ The new International Risk Management Standard, ISO 31000, 
recommends that risks are assessed at both inherent and current levels.

Often, a risk matrix will be used to show the inherent level of the risk in terms of likelihood 
and magnitude. The reduced or current level of the risk can then be identifi ed, after the control 
or controls have been put in place. The effort that is required to reduce the risk from its inher-
ent level to its current level can be clearly indicted on the risk matrix.

Terminology varies and the inherent level of risk is sometimes referred to as the absolute risk 
or gross risk. Also, the current level of risk is often referred to as the residual level or the 
managed level of risk. The example in the box below provides an example of how inherently 
high-risk activities are reduced to a lower level of risk by the application of sensible and practi-
cal risk response options.

Crossing the road

Crossing a busy road would be inherently dangerous if there were no controls in place 
and many more accidents would occur. When a risk is inherently dangerous, greater 
attention is paid to the control measures in place, because the perception of risk is 
much higher. Pedestrians do not cross the road without looking and drivers are always 
aware that pedestrians may step into the road. Often, other traffi c calming control 
measures are necessary to reduce the speed of the motorists or increase the risk 
awareness of both motorists and pedestrians.

Risk classifi cation systems

Risks can be classifi ed according to the nature of the attributes of the risk, such as timescale 
for impact, and the nature of the impact and/or likely magnitude of the risk. They can also 
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be classifi ed according to the timescale of impact after the event occurs. The source of the 
risk can also be used as the basis of classifi cation. In this case, a risk may be classifi ed accord-
ing to its origin, such as counterparty or credit risk.

A further way of classifying risks is to consider the nature of the impact. Some risks can cause 
detriment to the fi nances of the organization, whereas others will have an impact on the activ-
ities or the infrastructure. Further, risks may have an impact on the reputation of the organi-
zation or on its status and the way it is perceived in the marketplace.

Individual organizations will decide on the risk classification system that suits them best, 
depending on the nature of the organization and its activities. Also, many risk manage-
ment standards and frameworks suggest a specific risk classification system. If the organ-
ization adopts one of these standards, then it will tend to follow the classification system 
recommended.

The risk classifi cation system that is selected should be fully relevant to the organization con-
cerned. There is no universal classifi cation system that fulfi ls the requirements of all organiza-
tions. It is likely that each risk will need to be classifi ed in several ways in order to clearly 
understand its potential impact. However, many classifi cation systems offer common or 
similar structures, as will be described in later chapters.

Risk likelihood and magnitude

Risk likelihood and magnitude are best demonstrated using a risk map, sometimes referred 
to as a risk matrix. Risk maps can be produced in many formats. Whatever format is used 
for a risk map, it is a very valuable tool for the risk management practitioner. The basic style 
of risk map plots the likelihood of an event against the magnitude or impact should the 
event materialize.

Figure 1.1 is an illustration of a simple risk matrix, sometimes referred to as a heat map. This 
is a commonly used method of illustrating risk likelihood and the magnitude (or severity) of 
the event should the risk materialize. The use of the risk matrix to illustrate risk likelihood and 
magnitude is a fundamentally important risk management tool. The risk matrix can be used 
to plot the nature of individual risks, so that the organization can decide whether the risk is 
acceptable and within the risk appetite and/or risk capacity of the organization.

Throughout this book, a standard format for presenting a risk map has been adopted. The 
horizontal axis is used to represent likelihood. The term likelihood is used rather than fre-
quency, because the word frequency implies that events will defi nitely occur and the map is 
registering how often these events take place. Likelihood is a broader word that includes fre-
quency, but also refers to the chances of an unlikely event happening. However, in risk man-
agement literature, the word probability will often be used to describe the likelihood of a risk 
materializing.
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Magnitude

Likelihood

Low likelihood
High magnitude

High likelihood
High magnitude

Low likelihood
Low magnitude

High likelihood
Low magnitude

Figure 1.1 Risk likelihood and magnitude

The vertical axis is used to indicate magnitude in Figure 1.1. The word magnitude is used 
rather than severity, so that the same style of risk map can be used to illustrate hazard, control 
and opportunity risks. Severity implies that the event is undesirable and is, therefore, related 
to hazard risks.

Figure 1.1 maps likelihood against the magnitude of an event. However, the more important 
consideration for risk managers is not the magnitude of the event, but the impact or conse-
quences. For example, a large fi re could occur that completely destroys a warehouse of a dis-
tribution and logistics company. Although the magnitude of the event may be large, if the 
company has produced plans to cope with such an event, the impact on the overall business 
may be much less than would otherwise be anticipated.

The magnitude of an event may be considered to be the inherent level of the event and the 
impact can be considered to be the risk-managed level. Because the impact (or consequences) 
of an event is usually more important than its magnitude (or severity), then every risk matrix 
used in the remainder of this book will plot impact against likelihood, rather than magnitude 
against likelihood.

The risk matrix will be used throughout this book to provide a visual representation of risks. 
It can also be used to indicate the likely risk control mechanisms that can be applied. The 
risk matrix can also be used to record the inherent, current (or residual) and target levels of 
the risk.

Colour coding is often used on the risk matrix to provide a visual representation of the impor-
tance of each risk under consideration. As risks move towards the top right-hand corner of the 



Approaches to defi ning risk 19

risk matrix, they become more likely and have a greater impact. Therefore, the risk becomes 
more important and immediate and effective risk control measures need to be introduced.

As a practical example of risk management in action at strategic level, consider the uncertain-
ties embedded in the merger involving Delta Airlines and Northwest Airlines. This illustrates 
that organizations take strategic decisions that involve high levels of risk and uncertainty. 
There will be considerable uncertainties relating to whether all of the benefi ts outlined below 
can be delivered in practice.

Uncertainty in strategic decisions

An agreement has been reached and, barring any roadblocks from antitrust authorities, 
Delta Airlines and Northwest Airlines are merging and will operate under the Delta 
Airlines name. Delta Airlines released information outlining the basic elements of the 
deal and the ramifi cations it foresees for the new airline and its passengers.

The list of benefi ts it sees by merging

Combining Delta and Northwest will create a global US carrier that can  •
compete with foreign airlines that continue to increase service to the United 
States.

Customers and communities will benefi t from access to a global route system  •
and a more fi nancially stable airline.

More destinations will result in more schedule options and more opportunities  •
to earn and redeem frequent fl yer miles.

Delta customers will benefi t from Northwest’s routes to Asian markets and  •
Northwest’s customers will benefi t from Delta’s routes to other markets.

Delta and Northwest complementary common membership in the SkyTeam  •
alliance will ease the integration risk that has complicated some airline mergers.
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Impact of risk on organizations

Risk importance

Following the events in the world fi nancial system during 2008, all organizations are taking a 
greater interest in risk and risk management. It is increasingly understood that the explicit 
management of risks brings benefi ts. By taking a proactive approach to risk and risk manage-
ment, organizations will be able to achieve the following three areas of improvement:

Operations will become more effi cient because events that can cause disruption will be  •
identifi ed in advance and actions taken to reduce the likelihood of these events occur-
ring, reducing the damage caused by these events and containing the cost of the events 
that can cause disruption to normal effi cient production operations.

Processes will be more effective, because consideration will have been given to selection  •
of the processes and the risks involved in the alternatives that may be available. Also, 
process changes that are delivered by way of projects will be more effectively and reli-
ably delivered.

Strategy will be more effi cacious in that the risks associated with different strategic  •
options will be fully analysed and better strategic decisions will be reached. Effi cacious 
refers to the fact that the strategy that will be developed will be fully capable of deliver-
ing the required outcomes.

It is no longer acceptable for organizations to fi nd themselves in a position whereby unex-
pected events cause fi nancial loss, disruption to normal operations, damage to reputation and 
loss of market presence. Stakeholders now expect that organizations will take full account of 
the risks that may cause disruption within operations, late delivery of projects or failure to 
deliver strategy.

The exposure presented by an individual risk can be defi ned in terms of the likelihood of the 
risk materializing and the impact of the risk when it does materialize. As risk exposure 
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increases, then likely impact will also increase. Throughout this book, the term impact is used 
in preference to the alternative word, consequences. This is because the term impact is pre-
ferred in business continuity planning evaluations.

Injury to key player

A sports club will wish to reduce the chances of a key player being absent through 
injury. However, key players do get injured and the club will need to consider the 
impact of such an event in advance of it happening. If the injury is serious, the player 
may be absent for a signifi cant length of time. There is likely to be a substantial impact, 
which will be most obvious on the pitch where the success of the team is likely to be 
reduced. However, other consequences may also result and these could include the loss 
of revenue from the sale of shirts and other merchandise with that player’s name and 
number. Arrangements to reduce the potential for loss of income should also be 
considered.

Impact of hazard risks

Hazard risks undermine objectives, and the level of impact of such risks is a measure of their 
signifi cance. Risk management has its longest history and earliest origins in the management 
of hazard risks. Hazard risk management is closely related to the management of insurable 
risks. Remember that a hazard (or pure) risk can only have a negative outcome.

Hazard risk management is concerned with issues such as health and safety at work, fi re pre-
vention, damage to property and the consequences of defective products. Hazard risks can 
cause disruption to normal operations, as well as resulting in increased costs and poor public-
ity associated with disruptive events.

Hazard risks are related to business dependencies, including IT and other supporting services. 
There is increasing dependence on the IT infrastructure of most organizations and IT systems 
can be disrupted by computer breakdown or fi re in server rooms, as well as virus infection and 
deliberate hacking or computer attacks.

Theft and fraud can also be signifi cant hazard risks for many organizations. This is especially 
true for organizations handling cash or managing a signifi cant number of fi nancial transac-
tions. Techniques relevant to the avoidance of theft and fraud include adequate security pro-
cedures, segregation of fi nancial duties, and authorization and delegation procedures, as well 
as the vetting of staff prior to employment.
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Attachment of risks

Although most standard defi nitions of risk referred to risks as being attached to corporate 
objectives, Figure 2.1 provides an illustration of the options for the attachment of risks. Risks 
are shown in the diagram as being capable of impacting the key dependencies that deliver the 
core processes of the organization. Corporate objectives and stakeholder expectations help 
defi ne the core processes of the organization. These core processes are key components of the 
business model and can relate to operations, projects and corporate strategy.

The intention of Figure 2.1 is to demonstrate that signifi cant risks can be attached to features 
of the organization other than corporate objectives. Signifi cant risks can be identifi ed by con-
sidering the key dependencies of the organization, the corporate objectives and/or the stake-
holder expectations, as well as by analysis of the core processes of the organization.

In the build-up to the recent fi nancial crisis, banks and other fi nancial institutions established 
operational and strategic objectives. By analysing these objectives and identifying the risks that 
could prevent the achievement of them, risk management made a contribution to the achieve-
ment of the high-risk objectives that ultimately led to the failure of the organizations. This 
example illustrates that attaching risks to attributes other than objectives is not only possible 
but may well have been desirable in these circumstances.

Mission statement

Significant risks

Strategic or business plan
(and annual budget)

Corporate objectives Stakeholder expectations

Core processes

Key dependencies

Support
or

deliver

Impact
or

attach

Figure 2.1 Attachment of risks
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It is clearly the case that risks are greater in circumstances of change. Therefore, linking risks 
to change objectives is not unreasonable, but the analysis of each objective in turn may not 
lead to robust risk recognition/identifi cation. In any case, business objectives are usually stated 
at too high a level for the successful attachment of risks.

To be useful to the organization, the corporate objectives should be presented as a full state-
ment of the short, medium and long-term aims of the organization. Internal, annual, change 
objectives are usually inadequate, because they may fail to fully identify the operational (or 
effi ciency), change (or competition) and strategic (or leadership) requirements of the organi-
zation.

The most important disadvantage associated with the ‘objectives-driven’ approach to risk and 
risk management is the danger of considering risks out of the context that gave rise to them. 
Risks that are analysed in a way that is separated from the situation that led to them will not 
be capable of rigorous and informed evaluation. It can be argued that a more robust analysis 
can be achieved when a ‘dependencies-driven’ approach to risk management is adopted.

It remains the case that many organizations continue to use an analysis of corporate objectives 
as a means of identifying risks, because some benefi ts do arise from this approach. For example, 
using this ‘objectives-driven’ approach facilitates the analysis of risks in relation to the positive 
and uncertain aspects of the events that may occur, as well as facilitating the analysis of the 
negative aspects.

If the decision is taken to attach risks to the objectives of the organization, then it is important 
that these objectives have been fully and completely developed. Not only do the objectives 
need to be challenged to ensure that they are full and complete, but the assumptions that 
underpin the objectives should also receive careful and critical attention.

Core processes will be discussed later in this book and may be considered as the high level 
processes that drive the organization. In the example of a sports club, one of the key processes 
is the operational process ‘delivering successful results on the pitch’. Risks may be attached to 
this core process, as well as being attached to objectives and/or key dependencies.

Although risks can be attached to other features of the organization, the standard approach is 
to attach risks to corporate objectives. One of the standard defi nitions of risk is that it is some-
thing that can impact (undermine, enhance or cause doubt) the achievement of corporate 
objectives. This is a useful defi nition, but it does not provide the only means of identifying sig-
nifi cant risks.

Risk and reward

Another feature of risk and risk management is that many risks are taken by an organization 
in order to achieve a reward. Figure 2.2 illustrates the relationship between the level of risk and 
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the anticipated size of reward. A business will launch a new product because it believes that 
greater profi t is available from the successful marketing of the new product. In launching a 
new product, the organization will put resources at risk because it has decided that a certain 
amount of risk taking is appropriate. The value put at risk represents the risk appetite of the 
organization with respect to the activity that it is undertaking.

When an organization puts value at risk in this way, it should do so with the full knowledge of 
the risk exposure and it should be satisfi ed that the risk exposure is within the appetite of the 
organization. Even more important, it should ensure that it has suffi cient resources to cover 
the risk exposure. In other words, the risk exposure should be quantifi ed, the appetite to take 
that level of risk should be confi rmed and the capacity of the organization to withstand any 
foreseeable adverse consequences should be clearly established.

Not all business activities will offer the same return for risk taken. Start-up operations are 
usually high risk and the initial expected return may be low. Figure 2.2 demonstrates the prob-
able risk–return development for a new organization or a new product. The activity will com-
mence in the bottom right-hand corner as a start-up operation, which is high risk and low 
return.

As the business develops, it is likely to move to a higher return for the same level of risk. This 
is the growth phase for the business or product. As the investment matures, the reward may 
remain high, but the risks should reduce. Eventually, an organization will become fully mature 
and move towards the low-risk and low-return quadrant. The normal expectation in very 
mature markets is that the organization or product will be in decline.

Potential
reward

Risk exposure

Mature 
operation

Growth

Decline Start-up operation

Figure 2.2 Risk and reward
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The particular risks that the organization faces will need to be identifi ed by management or by 
the organization. Appropriate risk management techniques will then need to be applied to the 
risks that have been identifi ed. The nature of these risk responses and the nature of their 
impact will be considered in a later chapter.

The above discussion about risk and reward applies to opportunity risks. However, it must 
always be the case that risk management effort produces rewards. In the case of hazard risks, it is 
likely that the reward for increased risk management effort will be fewer disruptive events. In the 
case of project risks, the reward for increased risk management effort will be that the project is 
more likely to be delivered on time, within budget and to specifi cation/quality. For opportunity 
risks, the risk–reward analysis should result in fewer unsuccessful new products and a higher 
level of profi t or (at worst) a lower level of loss for all new activities or new products.

Risk versus reward

In a Formula 1 Grand Prix, the Ferrari team decided to send a driver out on wet-
weather tyres, before the rain had actually started. Wet-weather tyres wear out very 
quickly in dry conditions and make the car much slower. If the rain had started 
immediately, this would have proved to be a very good decision.

In fact, the rain did not start for four or fi ve laps, by which time the driver had been 
overtaken by most other drivers and his set of wet-weather tyres were ruined in the dry 
conditions. He had to return to the pits for a further set of new tyres more suited to the 
race conditions. In this case, a high-risk strategy was adopted in anticipation of 
signifi cant rewards. However, the desired rewards were not achieved and signifi cant 
disadvantage resulted.

Risk and uncertainty

Risk is sometimes defi ned as uncertainty of outcomes. This is a somewhat technical, but nev-
ertheless useful defi nition and it is particularly applicable to the management of control risks. 
Control risks are the most diffi cult to identify and defi ne, but are often associated with projects. 
The overall intention of a project is to deliver the desired outcomes on time, within budget 
and to specifi cation.

For example, when a building is being constructed, the nature of the ground conditions may 
not always be known in detail. As the construction work proceeds, more information will be 
available about the nature of the ground conditions. This information may be positive news 
that the ground is stronger than expected and less foundation work is required. Alternatively, 
it may be discovered that the ground is contaminated or the ground is weaker than expected 
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or that other potentially adverse circumstances exist, such as archaeological remains being dis-
covered.

Given this uncertainty, these risks should be considered to be control risks and the overall 
management of the project should take account of the uncertainty associated with these dif-
ferent types of risk. It would be unrealistic for the project manager to assume that only adverse 
aspects of the ground conditions will be discovered. Likewise, it would be unwise for the 
project manager to assume that conditions will be better than he has been advised, just because 
he wants that to be the case.

Because control risks cause uncertainty, it may be considered that an organization will have an 
aversion to these risks. Perhaps, the real aversion is to the potential variability in outcomes. A 
certain level of deviation from the project plan can be tolerated, but it must not be too great. 
Tolerance in relation to control risks can be considered to have the same meaning as in the 
manufacture of engineering components, where the components must be of a certain size, 
within acceptable tolerance limits.

Attitudes to risk

Different organizations will have different attitudes to risk. Some organizations may be con-
sidered to be risk averse, whilst other organizations will be risk aggressive. To some extent, the 
attitude of the organization to risk will depend on the sector and the nature and maturity of 
the marketplace within which it operates, as well as the attitude of the individual board 
members.

Risks cannot be considered outside the context that gave rise to the risks. It may appear that 
an organization is being risk aggressive, when in fact, the board has decided that there is an 
opportunity that should not be missed. However, the fact that the opportunity is high risk may 
not have been fully considered.

One of the major contributions from successful risk management is to ensure that strategic 
decisions that appear to be high risk are actually taken with all of the information available. 
Improvement in the robustness of decision-making processes is one of the key benefi ts of risk 
management.

Other key factors that will determine the attitude of the organization to risk include the stage 
in the maturity cycle, as shown in Figure 2.2. For an organization that is in the start-up phase, 
a more aggressive attitude to risk is required than for an organization that is enjoying growth 
or one that is a mature organization in a mature marketplace. Where an organization is oper-
ating in a mature marketplace and is suffering from decline, the attitude to risk will be much 
more risk averse.
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It is because the attitude to risk has to be different when an organization is a start-up opera-
tion compared with a mature organization, that it is often said that certain high-profi le 
businessmen are very good at entrepreneurial start-up, but are not as successful in running 
mature businesses. Different attitudes to risk are required at different parts of the business 
maturity cycle.

Chicken farmer

Consider the example of a very successful breeder and reseller of chicken in a mature 
marketplace involving little risk and steady and manageable growth prospects. The 
CEO saw an opportunity to transform his family’s company. Overturning the family 
tradition of avoiding debt, he borrowed $500,000 and set about fundamentally 
changing the operation from a chicken farmer and reseller to a fully automated 
chicken raising and retail operation.

It is not surprising that many great CEOs and founders had a strong propensity for risk 
– without taking at least some calculated risks, the businesses would not have 
fl ourished and more importantly lasted. Some had nothing to lose, but for others, 
there was a tremendous amount at stake – both personally and professionally.

Like vision, an appetite for risk taking is considered almost a prerequisite for success. 
Knowing when to be a risk taker and opportunistic is critical to being able to 
successfully take advantage of the times. It can also be disastrous when the context of 
the times changes sharply. The same act performed too soon or too late or in the 
wrong scene may make a person a fool rather than a hero. That analysis fully applies to 
risk taking in business.
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Types of risks

Timescale of risk impact

Risks can be classifi ed in many ways. Hazard risks can be divided into many types of risks, includ-
ing risks to property, risks to people and risks to the continuity of the business. There are a range 
of formal risk classifi cation systems and these will be considered in a later part of this book. 
Although it should not be considered to be a formal risk classifi cation system, this part considers 
the value of classifying risks according to the timeframe for the impact of the risk.

The classifi cation of risks as long, medium and short-term impact is a very useful means of 
analysing the risk exposure of an organization. These risks will be related to the strategy, tactics 
and operations of the organization, respectively. In this context, risks may be considered as 
related to events, changes in circumstances, actions or decisions.

In general terms, long-term risks will impact several years, perhaps up to fi ve years, after the 
event occurs or the decision is taken. Long-term risks therefore relate to strategic decisions. 
When a decision is taken to launch a new product, the impact of that decision (and the success 
of the product itself) may not be fully apparent for some time.

Medium-term risks have their impact some time after the event occurs or the decision is taken, 
and typically this will be about a year later. Medium-term risks are often associated with 
projects or programmes of work. For example, if a new computer software system is to be 
installed, then the choice of computer system is a long-term or strategic decision. However, 
decisions regarding the project to implement the new software will be medium-term decisions 
with medium-term risk attached.

Short-term risks have their impact immediately after the event occurs. Accidents at work, 
traffi c accidents, fi re and theft are all short-term risks that have an immediate impact and 
immediate consequences as soon as the event has occurred. These short-term risks cause 
immediate disruption to normal effi cient operations and are probably the easiest types of risks 
to identify and manage.

28
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Insurable risks are quite often short-term risks, although the exact timing and magnitude/
impact of the insured events is uncertain. In other words, insurance is designed to provide 
protection against risks that have immediate consequences. In the case of insurable risks, the 
nature and consequences of the event may be understood, but the timing of the event is unpre-
dictable. In fact, whether the event will occur at all is not known at the time the insurance 
policy is taken out.

By way of example, consider the operation of a new computer software system in more detail. 
The organization will install the new software in anticipation of gaining effi ciency and greater 
functionality. The decision to install new software and the choice of the software involves 
opportunity risks. The installation will require a project, and certain risks will be involved in 
the project. The risks associated with the project are control risks. After the new software has 
been installed, it will be exposed to hazard risks. It may not deliver all of the functionality 
required and the software may be exposed to various risks and virus infection. These are the 
hazard risks associated with this new software system.

Hazard, control and opportunity risks

We have already seen in Chapter 1 that risks can be divided into three categories: Defi nitions 
of these three types of risk are also given in Appendix A. They are:

hazard risks; •

control risks; •

opportunity risks. •

A common language of risk is required throughout the organization if the contribution of risk 
management is to be maximized. The use of a common language will also enable the organiza-
tion to develop an agreed perception of risk. Part of developing this common language and 
perception of risk is to agree a risk classifi cation system or series of such systems.

For example, consider people reviewing their fi nancial position and the risks they currently 
face regarding fi nances. It may be that the key fi nancial dependencies relate to achieving ade-
quate income and managing expenditure. The review should include an analysis of the risks to 
job security and pension arrangements, as well as property ownership and other investments. 
This part of the analysis will provide information on the risks to income and the nature of 
those risks (opportunity risks).

Regarding expenditure, the review will consider spending pattern to determine whether cost 
cutting is necessary (hazard risks). It will also consider leisure time activities, including holiday 
arrangements and hobbies, and there will be some uncertainties regarding expenditure and 
the costs of these activities (control risks).
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Hazard risks are the risks that can only inhibit achievement of the corporate mission. Typi-
cally, these are insurable type risks or perils, and will include fi re, storm, fl ood, injury and so 
on. The discipline of risk management has strong origins in the management and control of 
hazard risks. Normal effi cient operations may be disrupted by loss, damage, breakdown, theft 
and other threats associated with a wide range of dependencies, as shown in Table 3.1, and 
these may include (for example):

people; •

premises; •

assets; •

suppliers; •

information technology (IT); •

communications. •

Control risks are risks that cause doubt about the ability to achieve the mission of the organi-
zation. Internal fi nancial control protocols are a good example of a response to a control risk. 
If the control protocols are removed, there is no way of being certain about what will happen. 
Control risks are the most diffi cult type of risk to describe, but later Parts of this book will 
assist with understanding.

Control risks are associated with uncertainty, and examples include the potential for legal 
non-compliance and losses caused by fraud. They are usually dependent on the successful 
management of people and successful implementation of control protocols. Although most 
organizations ensure that control risks are carefully managed, they may, nevertheless, remain 
potentially signifi cant.

Opportunity risks are the risks that are (usually) deliberately sought by the organization. These 
risks arise because the organization is seeking to enhance the achievement of the mission, 
although they might inhibit the organization if the outcome is adverse. This is the most impor-
tant type of risk for the future long-term success of any organization.

Many organizations are willing to invest in high-risk business strategies in anticipation of a 
high profi t or return. These organizations may be considered to have a large appetite for 
opportunity investment. Often, the same organization will have the opposite approach to 
hazard risks and have a small hazard tolerance. This may be appropriate, because the attitude 
of the organization may be that it does not want hazard-related risks consuming corporate 
resources, when it is putting so much value at risk investing in opportunities.
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Table 3.1 Categories of disruption

Category Examples of disruption

People Lack of people skills and / or resources 
Unexpected absence of key personnel
Ill-health, accident or injury to people

Premises Inadequate or insuffi cient premises
Denial of access to premises
Damage to or contamination of premises

Assets Accidental damage to physical assets
Breakdown of plant or equipment
Theft or loss of physical assets

Suppliers Disruption caused by failure of supplier 
Delivery of defective goods or components 
Failure of outsourced services and facilities 

Information 
technology (IT) 

Failure of IT hardware systems 
Disruption by hacker or computer virus 
Ineffi cient operation of computer software 

Communications Inadequate management of information
Failure of internal or external communications
Transport failure or disruption 

Hazard tolerance 

As discussed earlier in this part, organizations face exposure to a wide range of risks. These 
risks will be hazard risks, control risks and opportunity risks. Organizations need to tolerate a 
hazard risk exposure, accept exposure to control risks and invest in opportunity risks.

In the case of health and safety risks, it is generally accepted that organizations should be 
intolerant of these risks and should take all appropriate actions to eliminate them. In prac-
tice, this is not possible and organizations will manage safety risks to the lowest level that is 
cost-effective and in compliance with the law.

For example, an automatic braking system fi tted to trains to stop them passing through red 
lights is technically feasible. However, this may represent an unreasonable investment for the 
train operating company. The consequences of trains going through red lights may be regarded 
as the risk exposure or hazard tolerance of the organization but the cost of introducing the 
automatic braking system may be considered to be prohibitively high.
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A less emotive example is related to theft. Most organizations will suffer a low level of petty 
theft and this may be tolerable. For example, businesses based in an offi ce environment will 
suffer some theft of stationery, including paper, envelopes and pens. The cost of eliminating 
this petty theft may be very large and so it becomes cost-effective for the organization to accept 
that these losses will occur. The approach to theft in shops may be very different in different 
retail sectors, as illustrated by the example below.

Security standards

An example can be seen in the operation of a security-conscious jewellery shop. 
Customers are allowed into the shop one at a time. They are recorded on CCTV as 
they wait to enter. Items are held securely, and customers are invited to ask to see 
specifi c items under the suspicious gaze of the shop assistants. Of course, some 
customers are put off, but equally the shops suffer negligible rates of shoplifting.

Contrast this with a supermarket, where there are no barriers on entry and customers 
are allowed to handle all of the items. There is CCTV monitoring the shops, and there 
are likely to be store detectives patrolling – but the object of the security is to deter 
rather than to prevent shoplifting. Shoplifting does occur, but at rates that are 
acceptable to the shop owners. Conversely, few potential customers are put off visiting 
the shop because of the measures.

Management of hazard risks

The range of hazard risks that can affect an organization needs to be identifi ed by the organi-
zation. Hazard risks can result in unplanned disruption for the organization. Disruptive events 
cause ineffi ciency and are to be avoided, unless they are part of, for example, planned mainte-
nance or testing of emergency procedures. The desired state in relation to hazard risk manage-
ment is that there should be no unplanned disruption or ineffi ciency from any of the reasons 
shown in Table 3.1.

Table 3.1 provides a list of the events that can cause unplanned disruption or ineffi ciency. 
These events are divided into several categories, such as people, property, assets, suppliers, 
information technology and communications. For each category of hazard risks, the organiza-
tion needs to evaluate the types of incidents that could occur, the sources of those incidents 
and their likely impact on normal effi cient operations.

Management of hazard risks involves analysis and management of three aspects of the hazard 
risk. This will be discussed in more detail in a later Part of this book. In summary, the organi-
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zation should look at the necessary actions to prevent the loss occurring, limit the damage that 
the event could cause and contain the cost of recovering from the event.

Hazard management is traditionally the approach adopted by the insurance world. Organiza-
tions will have a tolerance of hazard risks. The approach should be based on reducing the like-
lihood and magnitude/impact of hazard losses. Insurance represents the mechanism for 
limiting the fi nancial cost of losses.

When an organization considers the level of insurance that it will purchase, the hazard toler-
ance of the organization needs to be fully analysed. Organizations may be willing to accept a 
certain cost of motor accidents as a fi nancial cost that will be funded from the day-to-day 
profi t and loss of the organization. This will only be tolerable up to a certain level and the 
organization will need to determine what level is acceptable. Insurance should then be pur-
chased to cover losses that are likely to exceed that level.

Uncertainty acceptance

When undertaking projects and implementing change, an organization has to accept a level 
of uncertainty. Uncertainty or control risks are an inevitable part of undertaking a project. 
A contingency fund to allow for the unexpected will need to be part of a project budget, as 
well as contingent time built into project schedules. When looking to develop appropriate 
responses to control risks, the organization must make necessary resources available to 
identify the controls, implement the controls and respond to the consequences of any 
control risk materializing.

The nature of control risks and the appropriate responses depend on the level of uncertainty 
and the nature of the risk. Uncertainty represents a deviation from the required or expected 
outcome. When an organization is undertaking a project, such as a process enhancement, the 
project has to be delivered on time, within budget and to specifi cation. Also, the enhancement 
has to deliver the benefi ts that were required. Deviation from the anticipated benefi ts of a 
project represents uncertainties that can only be accepted within a certain range.

Control management is the basis of the approach to risk management adopted by internal 
auditors and accountants. The UK Turnbull Report will be mentioned later in this book, and 
it concentrates on internal control with little reference to risk assessment. Control manage-
ment is concerned with reducing the uncertainty associated with signifi cant risks and reducing 
the variability of outcomes.

There are dangers if the organization becomes too concerned with control management. The 
organization should not become obsessed with control risks, because it is sometimes sug-
gested that over-focus on internal control and control management suppresses the entrepre-
neurial effort.
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Opportunity investment

Some risks are taken deliberately by organizations in order to achieve their mission. These 
risks are often marketplace or commercial risks that have been taken in the expectation of 
achieving a positive return. These opportunity risks can otherwise be referred to as commer-
cial, speculative or business risks. Opportunity risks are the type of risk with potential to 
enhance (although they can also inhibit) the achievement of the mission of the organization. 
These risks are the ones associated with taking advantage of business opportunities.

All organizations have some appetite for seizing opportunities and are willing to invest in 
them. There will always be a desire for the organization to have effi cient operations, effective 
processes and effi cacious strategy. Opportunity risks are normally associated with the devel-
opment of new or amended strategies, although opportunities can also arise from enhancing 
the effi ciency of operations and implementing change initiatives.

Every organization will need to decide what appetite it has for seizing new opportunities and 
the level of investment that is appropriate. For example, an organization may realize that there 
is a requirement in the market for a new product that its expertise would allow it to develop 
and supply. However, if the organization does not have the resources to develop the new 
product, then it may be unable to implement that strategy and it would be unwise for the 
organization to embark on such a potentially high-risk course of action.

It will be for the management of the company to decide whether they have an appetite for 
seizing the perceived opportunity. Just because the organization has that appetite, it does not 
mean that it is the correct thing to do. The board of the company should therefore be aware of 
the fact that, although they may have an appetite for seizing the opportunity, the organization 
might not have the risk capacity to support that course of action.

Opportunity management is the approach that seeks to maximize the benefi ts of taking 
entrepreneurial risks. Organizations will have an appetite for investing in opportunity risks. 
There is a clear link between opportunity management and strategic planning. The desire is 
to maximize the likelihood of a signifi cant positive outcome from investments in business 
opportunities.

The example below related to personal lifestyle decisions considers risk factors by classifying 
them as controllable and uncontrollable. Although the example relates to personal health risk 
factors, consideration of whether business risks are within the control of the organization or 
not is an important component of successful business risk management.
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Heart disease risk factors

Controllable risk factors for heart disease and stroke are those that can be changed 
through diet, physical activity and no tobacco use. These risk factors are in contrast to 
those that are uncontrolled, such as age, gender, race or genetic traits. Having one or 
more uncontrollable risk factors does not mean a person will have a heart attack or 
stroke; however, with proper attention to those risk factors that are controllable, one 
may reduce the impact of those risk factors that cannot be controlled or changed.

Controllable risk factors for heart disease or stroke include high blood pressure, high 
blood cholesterol, type-2 diabetes and obesity. Healthy lifestyle habits, such as 
developing good eating habits, increasing physical activity and abstaining from tobacco 
use, are effective steps in both preventing and improving the controllable risk factors.
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Origins of risk management

Risk management has a variety of origins and is practised by a wide range of professionals. 
One of the early developments in risk management was in the United States out of the insur-
ance management function. The practice of risk management became more widespread and 
better co-ordinated because the cost of insurance in the 1950s had become prohibitive and the 
extent of coverage limited. Organizations realized that purchasing insurance was insuffi cient, 
if there was also inadequate attention to the protection of property and people. Insurance 
buyers therefore became concerned with the quality of property protection, the standards of 
health and safety, product liability issues and other risk control concerns.

This combined approach to risk fi nancing and risk control developed in Europe during the 
1970s and the concept of total cost of risk became important. As this approach became estab-
lished, it also became obvious that there were many risks facing organizations that were not 
insurable. The tools and techniques of risk management were then applied to other disci-
plines, as discussed later in this chapter.

The maturity of the risk management discipline is now such that the links with insurance are 
much less strong. Insurance is now seen as one of the risk control techniques, but it is only 
applicable to a portion of hazard risks. Risks related to fi nance, commercial, marketplace and 
reputational issues are recognized as being hugely important, but outside the historical scope 
of insurance. The range of different approaches to risk management is illustrated by the defi -
nitions of risk management as set out in Table 4.1.
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Table 4.1 Defi nitions of risk management

Organization Defi nition of risk management

ISO Guide 73 
BS 31100 

Coordinated activities to direct and control an 
organization with regard to risk 

Institute of Risk Management 
(IRM) 

Process which aims to help organizations understand, 
evaluate and take action on all their risks with a view to 
increasing the probability of success and reducing the 
likelihood of failure 

HM Treasury All the processes involved in identifying, assessing and 
judging risks, assigning ownership, taking actions to 
mitigate or anticipate them, and monitoring and reviewing 
progress 

London School of Economics Selection of those risks a business should take and those 
which should be avoided or mitigated, followed by action 
to avoid or reduce risk 

Business Continuity Institute Culture, processes and structures that are put in place to 
effectively manage potential opportunities and adverse 
effects 

The increasing importance of risk management can be explained by the list of issues set out in 
Table 4.2. Many of these issues demonstrate that the application of risk management has 
moved a long way from the origins in the insurance world. Nevertheless, the insurance origins 
of risk management remain vitally important and are still the part of the approach to hazard 
management.

This chapter considers the nature of risk management and the established stages that build 
into the risk management process. Historically, the term risk management has been used to 
describe an approach that was applied only to hazard risks. The discipline is now developing 
in a way that will enable risk management to make a contribution to the improved manage-
ment of control risks and opportunity risks.

Risk management has well-established stages that make up the risk management process, as 
described in Table 4.3. These stages build into valuable risk management activities, each of 
which makes an important contribution. There are many ways of representing the risk man-
agement process, and each of the standards mentioned later in this part provides a slightly dif-
ferent description.
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Table 4.2 Importance of risk management

Managing the Organization 

Variable cost or availability of raw materials 
Cost of retirement/pension/social benefi ts 
Desire to deliver greater shareholder value 
Greater transparency required from organizations
Pace of change in business ever increases
Impact of e-commerce on all aspects of business life
Increased reliance on information technology (IT) systems 
Increasing importance of intellectual property (IP) 
Greater supply chain complexity/dependency 
Reputation becomes more and more important
Reputational damage – especially to worldwide brands 
High-profi le losses and failures ruin reputations
Regulatory pressures continue to increase 
Changes/variation in national legislative requirements 
Joint ventures becoming more common 

Changes in the Marketplace 

Changing commercial and marketplace environment
Globalization of customers, suppliers and products
Increased competition in the marketplace 
Greater customer expectations, often led by competitors 
Need to respond more rapidly to stakeholder expectations
More volatile markets with less customer loyalty
Diversifi cation leads to working in unfamiliar areas
Constant need to make bold strategic decisions
Short-term success required, without long-term detriment
Product innovation and continuous improvements 
Rapid changes in (consumer) product technology 
Threats to world/national economy 
Threat of infl uenza or other pandemics 
Potential for international organized crime 
Increasing occurrences of civil unrest/political risks 
Extreme weather events resulting in population shift 
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Table 4.3 7Rs and 4Ts of (hazard) risk management

1.  Recognition or identifi cation of risks and identifi cation of the nature of the risk and 
the circumstances in which it could materialize.

2.  Ranking or evaluation of risks in terms of magnitude and likelihood to produce the 
‘risk profi le’ that is recorded in a risk register.

3.  Responding to signifi cant risks, including decisions on the appropriate action 
regarding the following options:

tolerate; •
treat; •
transfer; •
terminate. •

4.  Resourcing controls to ensure that adequate arrangements are made to introduce 
and sustain necessary control activities.

5.  Reaction planning and/or event management. For hazard risks, this will include 
disaster recovery or business continuity planning.

6.  Reporting and monitoring of risk performance, actions and events and 
communicating on risk issues, via the risk architecture of the organization.

7.  Reviewing the risk management system, including internal audit procedures and 
arrangements for the review and updating of the risk architecture, strategy and 
protocols.

Figure 4.1 provides a simple diagrammatic representation of the risk management process. 
This basic explanation of the risk management process is referred to as the 7Rs and 4Ts of 
hazard risk management. The activities associated with risk management are as follows:

recognition of risks; •

ranking of risks; •

responding to signifi cant risks; •

resourcing controls; •

reaction (and event) planning; •

reporting of risk performance; •

reviewing the risk management system. •

Risk management can improve the management of the core processes of an organization by 
ensuring that key dependencies are analysed, monitored and reviewed. Risk management 
tools and techniques will assist with the management of the hazard risks, control risks and 
opportunity risks that could impact these key dependencies.
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1. Recognition of risks

2. Ranking of risks

4. Resourcing controls

5. Reaction planning

6. Reporting on risk

7. Reviewing and monitoring

3. Responding to risks: 

• Tolerate
• Treat
• Transfer
• Terminate

Experience
feedback

Information
feedback

Figure 4.1 7Rs and 4Ts of (hazard) risk management

Insurance origins of risk management

The corporate risk management role in the United States during the 1950s became an exten-
sion of insurance purchasing decisions. During the 1960s, contingency planning became more 
important to organizations. There was also an emphasis beyond risk fi nancing to loss preven-
tion and safety management. During the 1970s, self-insurance and risk retention practices 
developed within organizations. Captive insurance companies also started to develop. Contin-
gency plans then developed into business continuity planning and disaster recovery plans.

At the same time during the 1960s and 1970s, there were considerable developments in the 
risk management approach adopted by occupational health and safety practitioners. During 
the 1980s, the application of risk management techniques to project management devel-
oped substantially. Financial institutions continued to develop the application of risk man-
agement tools and techniques to market and credit risk during the 1980s. During the 1990s, 
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the fi nancial institutions further broadened their risk management initiatives to include 
structured consideration of operational risks.

Also, during the 1980s, treasury departments began to develop the fi nancial approach to risk 
management. There was recognition by fi nance directors that insurance risk management and 
fi nancial risk management policies should be better co-ordinated. During the 1990s, risk 
fi nancing products emerged that combined insurance with derivatives. At the same time, cor-
porate governance and listing requirements encouraged directors to place greater emphasis on 
enterprise risk management (ERM) and the fi rst appointment of a chief risk offi cer (CRO) 
occurred at that time.

During the 2000s, fi nancial services fi rms have been encouraged to develop internal risk man-
agement systems and capital models. There has been a rapid growth of CRO positions in 
energy companies, banks and insurance companies. Boards are now investing more time in 
ERM due to the Sarbanes–Oxley Act of 2002 in the United States. More detailed risk reporting 
and other corporate governance requirements have also been introduced.

However, the fi nancial crisis of 2008 called into question the contribution that risk manage-
ment can make to corporate success, especially in fi nancial institutions. There is no doubt that 
the application of risk management tools and techniques failed to prevent the global fi nancial 
crisis. This failure was a failure to correctly apply risk management processes and procedures, 
rather than inherent defects in the risk management approach.

Specialist areas of risk management

Risk management is a constantly developing and evolving discipline. As well as its origins in 
the insurance industry and in other branches of hazard management, risk management has 
strong connections with the credit and treasury functions. Additionally, other specialist areas 
of risk management have developed over the past decades, including:

project risk management; •

clinical/medical risk management; •

energy risk management; •

operational risk management. •

All of the above specialist areas of risk management have contributed considerably to the 
development and application of risk management tools and techniques. Project risk manage-
ment is an area where the application of risk management tools and techniques is particularly 
well developed. As discussed earlier, project risk management has its emphasis on the manage-
ment of uncertainty or control risks.
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Clinical risk management has been developing for some time. This area of risk management is 
primarily concerned with patient care, especially during surgical operations. The cost of 
medical malpractice claims and the inevitable delay in making insurance payments has resulted 
in risk management systems being introduced. Particular aspects of clinical risk management 
include greater attention to making patients aware of the risks that may be associated with the 
procedure they are about to undertake.

It is also important that surgeons report incidents that occur during the surgery. Considerable 
emphasis has been placed in clinical risk management on the need to report, in an accurate 
and timely manner, details of any incidents that occur in the operating theatre. There are 
many publications available on clinical risk management, and a great deal of work has been 
put into establishing the necessary systems and procedures to cover this specialist area of risk 
management.

As well as project and clinical risk management, risk management tools and techniques have 
also been applied in a range of specialist industries. In particular, risk management techniques 
have been applied in the fi nance and energy sectors. Risk management in the fi nance sector 
focuses on operational risks, as well as market, credit and other types of fi nancial risks. It is in 
the fi nance sector that the title Chief Risk Offi cer was fi rst developed.

The energy sector has also seen an increase in the attention paid to risk management tools and 
techniques. For some organizations in the energy sector, risk management is mainly con-
cerned with the future price of energy and with exploration risk. Therefore, the risk manage-
ment approach is similar to the activities of the treasury function, where hedging and other 
sophisticated fi nancial techniques form the basis of the risk management effort.

Enterprise risk management

Another area where the risk management discipline has developed in recent times is the 
approach that is referred to as enterprise or enterprise-wide risk management (ERM). This 
approach to risk management will be discussed in more detail in a later Part. The main feature 
that distinguishes ERM from what might be considered more traditional risk management is 
the more integrated or holistic approach that is taken in ERM. In many ways, it can be consid-
ered to be a unifying philosophy that draws together management of all types of risks, rather 
than a new or different approach.

A good example of the ERM approach is the pharmaceutical industry. If a person is reliant on 
a particular medication, then it is vitally important that the medication is constantly available. 
From the point of view of the pharmaceutical company, this means that a core process for the 
organization must be the ‘constant availability of medication’ process.
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If the pharmaceutical company takes this approach, it will look at the risks that could affect 
this core process or stakeholder expectation on an enterprise-wide basis. This will involve 
analysis of the supply chain, evaluation of manufacturing activities and analysis of the delivery 
arrangements. The overall question that needs to be answered is what could prevent the con-
tinuous supply of medication. Risks to the continuous supply will include unavailability of 
ingredients, disruption to manufacturing activities, contamination of the product, breakdown 
in supply transportation arrangements and disruption to distribution.

This enterprise-wide approach has considerable advantages, because it analyses the potential 
for disruption to the overall stakeholder expectation. Health and safety, for example, is then 
viewed as a component in ensuring that staff are always available so that the overall process 
will not be disrupted, rather than (or perhaps as well as) a separate hazard management 
issue.

Levels of risk management sophistication

This chapter describes the different styles of risk management that are currently practised. 
More professions and disciplines are now involved in risk management than in previous years. 
This adds diversity to the development of the risk management discipline.

At fi rst, an organization may be aware of a new risk and the need to take appropriate action. 
In that case, there will be a need for the organization to reform in response to the hazard risk. 
As the organization responds to the risk, it will seek to conform with the appropriate risk 
control standards. After this stage, the organization may realize that there are benefi ts to be 
obtained from the risk. The organization will then have the ability to perform and view the risk 
as an opportunity risk, as illustrated in Figure 4.2.

As a simple example, a publisher might realize that it was not fully complying with equal 
opportunities legislation, because there was no ethnic minority representation within the 
workforce. The company will identify the actions necessary in order to reform its procedures, 
so that it complies with legal requirements.

Having achieved compliance, the publisher should become aware that a signifi cant proportion 
of the workforce comes from ethnically diverse backgrounds. The company should see this 
diversity in its workforce as a benefi t that will enable it to perform better in the marketplace by 
exploring opportunities to produce and publish new magazines that appeal to a more ethni-
cally diverse readership.

The stages of reform to conform to perform represent levels of risk management sophistica-
tion. However, it is not necessary for a risk or the practice of risk management to progress 
from hazard to control to opportunity. In fact, risks can regress in certain circumstances. At 
any one time, a particular risk will be of a specifi c type in an organization. Benefi ts can be 
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Contribution

Sophistication

Reform

Hazard management
• Tolerance
• Inhibit
• Failure
• Avoid

Fearful of requirements

Conform

Control management
• Acceptance
• Doubt
• Uncertainty
• Minimize

Auditing of compliance

Perform

Opportunity management
• Investment
• Enhance
• Success
• Seek

Achievement of benefits

Figure 4.2 Risk management sophistication

obtained from the successful management of that risk at whatever level of sophistication is 
appropriate at the time. In summary, risk management need only be as sophisticated as the 
organization requires in order to bring benefi ts.

Although the three levels of risk management sophistication illustrated in Figure 4.2 represent 
an improved approach to risk management, there is a danger that organizations will become 
obsessed with risk management to the point that important decisions are not taken. At this 
point, it may be said that too much attention and concern about risk and risk management 
will cause the organization to deform its operations. In summary:

awareness of non-compliance – REFORM; •

actions to ensure compliance – CONFORM; •

achieve business opportunities – PERFORM; •

inactivity caused by obsession – DEFORM. •

As the level of sophistication increases and risk management professionals become aware of 
the alternative approaches to risk management, they should value the contribution that can be 
made by other approaches. The development in risk management approach can be summa-
rized as follows:

Hazard management specialists may fi nd that there has been a trend towards a desire  •
to retain more insurable risks (and buy less insurance) as a result of a more holistic 
approach to risk management.
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Control management specialists must not squeeze entrepreneurial spirit and effort out  •
of the organization.

Strategic planners must recognize that risk management tools and techniques can  •
contribute to better strategic decisions and the successful exploitation of business 
opportunities.

Risk maturity models

Increases in risk management effectiveness can also be measured by the use of risk maturity 
models. The level of risk management sophistication provides an indication of the benefi ts 
that can be achieved from risk management. The level of risk maturity in the organization is a 
measure of the quality of risk management activities and the extent to which they are embed-
ded within the organization.

Risk maturity models can be used to measure the current level of risk culture within the organ-
ization. The greater the level of risk maturity, the more embedded risk management activities 
will become within the routine operations undertaken by the organization. The hallmarks of 
successfully embedded risk management are considered in a later chapter.

Risk maturity models will also be considered in more detail in a later chapter. Risk maturity is 
not the same as considering the level of sophistication that an organization achieves in respect 
to risk management. An organization may have limited expectations of risk management, but 
nevertheless have a very mature approach to the way in which it seeks to obtain the available 
benefi ts.

The level of risk maturity within an organization is an indication of the way in which risk 
processes and capabilities are developed and applied. In an immature organization, informal 
risk management practices will take place. However, there is likely to be a blame culture in 
existence when things go wrong and a potential lack of accountability for risk. Also, resources 
allocated to manage risks may be inappropriate for the level of risk involved.

When explicit risk management is in place, there will be attempts to keep the processes 
dynamic, relevant and useful. There is likely to be open dialogue and learning so that informa-
tion is used to inform judgements and decisions about risks. There will be confi dence that 
innovation and risk taking can be managed, with support when things go wrong.

When an organization becomes obsessed with risk, there will be over-dependence on process 
and this may limit the ability to manage risk effectively. There will be over-reliance on infor-
mation at the expense of good judgement, and dependence on process to defi ne the rationale 
behind decisions. Individuals may become risk averse for fear of criticism and procedures are 
followed only to comply with requirements, not because benefi ts are sought.
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Principles of risk management

Risk management operates on a set of principles, and there have been several attempts to 
defi ne these principles. British Standard BS 31100 sets out 11 risk management principles and 
the international standard ISO 31000 also includes a detailed list of the suggested principles of 
risk management. The following list is a consolidated version of these documents. It is sug-
gested that a successful risk management initiative will be:

Proportionate to the level of risk within the organization; •

Aligned with other business activities; •

Comprehensive, systematic and structured; •

Embedded within business processes; •

Dynamic, iterative and responsive to change. •

This provides the acronym PACED and provides a very good set of principles that are the 
foundations of a successful approach to risk management within any organization. A more 
detailed description of the PACED principles of risk management is set out in Table 5.1. The 
approach to risk management is based on the idea that risk is something that can be identifi ed 
and controlled.

The above statement of principles relates to the essential features of risk management. These 
principles describe what risk management should be in practice. Some lists of principles also 
include information on what risk management should do or deliver. It is useful to separate the 
principles of risk management into two separate lists: what risk management should be, as 
listed above; and what it should deliver, as listed below:

Compliance with laws and regulations; •

Assurance regarding the management of signifi cant risks; •

46
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Table 5.1 Principles of risk management

Principle Description 

Proportionate Risk management activities must be proportionate to the level of 
risk faced by the organization. 

Aligned Risk management activities need to be aligned with the other 
activities in the organization. 

Comprehensive In order to be fully effective, the risk management approach must 
be comprehensive. 

Embedded Risk management activities need to be embedded within the 
organization. 

Dynamic Risk management activities must be dynamic and responsive to 
emerging and changing risks. 

Decisions that pay full regard to risk considerations; •

Effi ciency, Effectiveness and Effi cacy in operations, projects and strategy. •

This provides the acronym CADE3 and confi rms that outputs from risk management will lead 
to less disruption to normal effi cient operations, reduction of uncertainty in relation to change 
and improved decisions in relation to evaluation and selection of alternative strategies. In 
other words, a key part of risk management is improved organizational decision making.

The resources available for managing risk are fi nite and so the aim is to achieve an optimum 
response to risk, prioritized in accordance with an evaluation of the risks. Risk is unavoidable 
and every organization needs to take action to manage it in a way that it can justify to a level 
that is acceptable. The appropriate range of responses to a risk will depend on the nature, size 
and complexity of the risk.

Importance of risk management

Table 4.2 gives a number of examples that illustrate the importance of risk management. Risk 
management has become increasingly high profi le in recent times, because of the global fi nan-
cial crisis and the number of high profi le corporate failures across the world that preceded it. 
Also, risk management has become more important because of increasing stakeholder expec-
tations and the ever-increasing ease of communication.

As well as assisting with better decision making and improved effi ciency, risk management can 
also contribute to the provision of greater assurance to stakeholders. This assurance has two 
important components. The directors of any organization need to be confi dent that risks have 
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been identifi ed and that appropriate steps have been taken to manage risk to an appropriate 
level.

Also, there is greater emphasis on accurate reporting of information by organizations, includ-
ing risk information. Stakeholders require detailed information on company performance, 
including risk awareness. The Sarbanes–Oxley Act of 2002 (SOX) in the United States has 
accuracy of fi nancial reporting as its main requirement. SOX brings the issue of the accurate 
reporting of results to a higher priority (section 404), whilst also requiring full and accurate 
disclosure of all information about the organization (section 302).

Although Sarbanes–Oxley is a specifi c piece of legislation that only applies in certain circum-
stances, the principles that it contains are vitally important to all risk management practition-
ers. Accordingly, later parts of this book consider risk assurance and accurate reporting as 
integral parts of the overall risk management process.

Risk management activities

Risk management is a process that can be divided into several stages. The IRM Risk Manage-
ment Standard provides one representation of the stages involved in the risk management 
process. Alternative illustrations of the risk management process can be found in the British 
Standard BS 31100, the International Standard ISO 31000 and in other publications. These 
standards will be considered in more detail in Chapter 6.

Figure 4.1 (page 40) illustrates the stages in the (hazard) risk management process. The termi-
nology that is used to describe the stages in the risk management process has been deliberately 
selected, so that the process can be represented as the 7Rs and 4Ts of hazard risk management. 
Table 4.3 provides more information on each of the stages illustrated in Figure 4.1.

ISO Guide 73 and British Standard BS 31100 describe the risk management process as the sys-
tematic application of management policies, procedures and practices to the tasks of commu-
nicating, consulting, establishing the context, identifying, analysing, evaluating, treating, 
monitoring and reviewing risk. However, it could be argued that the setting of policies, proce-
dures and practices, together with the tasks of communicating, consulting and establishing 
that context are actually part of the risk management framework, rather than the risk manage-
ment process itself.

Within this book, the risk management process is taken as a narrow set of activities, described 
above as identifying, analysing, evaluating, treating, monitoring and reviewing risk. This pro-
vides a clear distinction between the risk management process and the framework that sup-
ports this process. Descriptions of the risk management process together with the risk 
management framework are required in order to produce a comprehensive risk management 
standard.
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There has been much discussion about whether a single risk management process and/or 
diagram can be used to describe the management of hazard risks, control risks and opportu-
nity risks. This book uses different terminology to describe the three types of risks and, there-
fore, Figure 4.1 and Table 4.3 are used to illustrate the stages in the hazard risk management 
process only.

There are a number of options when responding to hazard risks. These are often repre-
sented as the 4Ts of hazard risk management, and these risk response options will be con-
sidered in more detail in a later part of this book. In summary, the options for responding 
to hazard risks are:

tolerate; •

treat; •

transfer; •

terminate. •

Effi cient, effective and effi cacious

Insurable or hazard risks can have an immediate impact on operations. Therefore, the initial 
application of risk management principles was to ensure continuation of normal effi cient 
operations.

As risk management has developed, emphasis has been placed on project management and the 
delivery of programmes to provide enhancements to business processes. Processes must be 
effective in that they deliver the results that are required. For example, there is limited value in 
having a software program that is effi cient if it does not deliver the range of functions that are 
required.

Strategic decisions are the most important that an organization has to make. Risk manage-
ment delivers improved information so that strategic decisions can be made with greater con-
fi dence. The strategy that is decided by an organization must be capable of delivering the 
results that are required. Such a strategy may be described as effi cacious. There are many 
examples of organizations that selected an incorrect strategy or failed to successfully imple-
ment the selected strategy. Many of these organizations suffered corporate failure.
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Strategy should be designed to take advantage of opportunities. For example, a sports club 
may identify the possibility of selling more products to its existing customer base. Some clubs 
will establish a travel agency for fans of the club who travel overseas, together with the provi-
sion of associated travel insurance. Also, there is the possibility of creating a club credit card 
that will be managed by a new fi nance subsidiary.

Having identifi ed these possibilities, the club will need to look at the risks associated with these 
potential opportunity investments and devise a suitable programme of projects to implement 
the selected strategies. Ensuring that adequate account is taken of risk during all of these activ-
ities will increase the chances of selecting the correct effi cacious strategy, designing the appro-
priate effective processes and, ultimately, ensuring effi cient and profi table operations.

Organizations that have effi cient operations and effective processes but an incorrect overall 
strategy will fail. This will be the case, however good the risk management processes are at 
operational and project level. Incorrect strategy has resulted in more corporate failures than 
ineffi cient operations or ineffective processes.

Perspectives of risk management

In a rapidly developing discipline like risk management, there is scope for different practition-
ers to become intolerant towards the approach adopted by others. Internal control specialists 
who believe that risk management is all about the management of uncertainty and the achieve-
ment of corporate objectives should not become intolerant of the more traditional insurance 
risk management approach. There is no value in one group of specialists being dismissive of 
the approach adopted by others and being unwilling to utilize the expertise that is available in 
another group.

In any case, there is no single style of risk management or approach to risk management that 
offers all the answers. Clearly, the various styles that can be adopted should operate as comple-
mentary approaches within an organization. The integrative approach to risk management 
accepts that the organization must tolerate certain hazard risks and must have an appropriate 
appetite for investment in opportunity risks. Risk management tools and techniques should 
be brought to achieve the following:

Hazard management makes outcomes less negative. •

Control management reduces the spread of possible outcomes. •

Opportunity management makes outcomes more positive. •
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Hazard management will make the outcome of any hazard event less negative. Within the 
context of hazard management, insurance represents the mechanism for restricting the 
fi nancial cost of losses when a risk materializes. Risk control and loss management tech-
niques will reduce the expected losses and should ensure that the overall cost is contained. 
The combination of insurance and risk control/loss management will reduce the actual cost 
of hazard losses and this will inevitably (and correctly) cause the hazard tolerance of the 
organization to reduce. More of the risk capacity of the organization will then be available 
for opportunity investment.

Control management reduces the range of possible outcomes from any event. Control man-
agement is based on the established techniques of internal fi nancial control, as practised by 
internal auditors. The main intention is to reduce losses associated with inadequate control 
management at the same time as reducing the range of possible outcomes. This is the contri-
bution that internal control should make to the overall approach to risk management within 
an organization.

Opportunity management seeks to make positive outcomes more likely and more substantial. 
As part of the opportunity management approach, the organization should also look at pos-
sibilities for increasing the revenue from the product or service. In not-for-profi t organiza-
tions, opportunity management should facilitate the delivery of better value for money.

These reward enhancement options can be discussed at strategy meetings and some options 
may be adopted, including the introduction of bonus and incentive schemes for staff and 
management. Clearly, in light of the lessons learnt from the global fi nancial crisis, these incen-
tive schemes should be balanced and should not reward excessive risk taking.

Implementing risk management

This chapter has considered the principles of risk management that describe what risk man-
agement should be and what it should deliver. Although organizations may realize that there 
are benefi ts from implementing risk management, the successful implementation has to be 
undertaken as an initiative or project. Appendix B sets out a detailed consideration of the 
stages involved in the successful implementation of an enterprise-wide risk management 
initiative.

There will be a more detailed consideration of the barriers and enablers for implementation of 
risk management in a later Part. The most important point to make is that the support of 
senior management and (ideally) the sponsorship of a board member is essential. Also, an 
implementation plan to address the concerns of employees and other stakeholders is needed. 
Although risk management is vital to the success of an organization, many managers may need 
to be persuaded that the suggested implementation approach is correct.
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It is important to note that all activities and functions undertaken by managers should not be 
claimed by the risk manager as being undertaken in the name of risk management. Not all 
activities in the organization will be driven by risk management, even if all decisions, processes 
and activities have risks embedded within them.
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Scope of risk management standards

There are a number of established risk management standards and frameworks. The fi rst such 
standard was developed by the standards body in Australia in 1995, which has been followed 
by those being developed in Canada, Japan, the UK and the United States. Standards have also 
been developed by other national standards bodies, as well as by government departments 
across the world.

The overall approach of each of these standards is similar. The standard that had the widest 
recognition was the Australian Standard AS 4360 (2004). AS 4360 was withdrawn in 2009 in 
favour of ISO 31000. The ERM version of the COSO standard is also widely applied in many 
organizations. British Standard BS 31100:2008 ‘Risk management – Code of practice’ was 
published in October 2008.

The latest addition to the available standards is the international standard ISO 31000:2009 
‘Risk management – Principles and guidelines’, which was published in the latter part of 2009. 
Although some standards are better recognized than others, organizations should select the 
approach that is most relevant to their particular circumstances.

It is important to distinguish between a risk management standard and a risk management 
framework. A risk management standard sets out the overall approach to the successful man-
agement of risk, including a description of the risk management process, together with the 
suggested framework that supports that process.

In simple terms, a risk management standard is the combination of a description of the risk 
management process, together with the recommended framework. The key features of a risk 
management framework are described later. Table 6.1 provides a summary of the most widely 
used risk management standards and frameworks.

53
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Table 6.1 Risk management standards 

Standard Description Reference 

ISO 31000 Standard published by the International 
Standards Organization (2009) 

Figure 6.5 

British Standard 
BS 31100 

Standard published by British Standards 
Institution (2008) 

Figure 6.4 

Institute of Risk 
Management (IRM) 

Standard produced jointly by AIRMIC, Alarm 
and the IRM (2002). 

Figure 6.1 

COSO ERM Framework produced by the Committee of 
Sponsoring Organizations of the Treadway 
Committee (2004) 

Figure 6.3 

Turnbull Report Framework produced by the Financial 
Reporting Council (2005) 

Chapter 6 

Orange Book Standard produced by HM Treasury of the UK 
Government (2004) 

Chapter 6 

CoCo 
(Criteria of Control)

Framework produced by the Canadian Institute 
of Chartered Accountants (1995)

Figure 31.1 

One of the best-established and most widely used risk management standards was produced 
by the IRM in 2002 in co-operation with AIRMIC and Alarm. The IRM Standard is a high 
level approach aimed at non-risk-management specialists and it has been translated into many 
languages. The Australian Standard and the COSO standard/framework are designed for use 
primarily by specialist risk management practitioners. The IRM Standard is available as a free 
download from the IRM website, and the risk management process used in it is reproduced in 
Figure 6.1.

For organizations that are listed on the New York stock exchange, the approach outlined in the 
COSO Internal Control framework (1992) is recognized by the Sarbanes–Oxley Act of 2002 
(SOX). The requirements of SOX also apply to subsidiaries of US-listed companies around the 
world. Therefore, the COSO approach is internationally recognized and, in many circum-
stances, mandated. It is worth noting that SOX requires the approach described in the COSO 
Internal Control framework (1992). This is not the same as the COSO ERM framework (2004) 
described later, although the COSO ERM framework does contain all of the elements of the 
earlier Internal Control version.

The COSO Internal Control framework has become the most widely used internal control 
framework in the United States and it has been adapted and/or adopted by numerous coun-
tries and businesses around the world. An enterprise risk management (ERM) version of the 
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Figure 6.1 IRM risk management process

IRM/AIRMIC/ALRAM 2002

COSO framework was produced in 2004 and this has both risk management and internal 
control within scope.

Apart from the British, ISO and COSO standards, a number of others are also well regarded 
and in widespread use. The UK’s Turnbull guidance was updated in 2005 and is considered by 
the Securities and Exchange Commission (SEC) in the United States to be an acceptable alter-
native to the COSO Internal Control framework for Sarbanes–Oxley compliance. The updated 
Turnbull guidance can be found as a free download from the website of the Financial Report-
ing Council.

As well as the established standards and frameworks, a considerable amount of guidance on 
risk management has been published by various government departments. HM Treasury in 
the UK has published the highly respected ‘Orange Book’, which contains a signifi cant amount 
of useful information on risk management tools and techniques. Many of the ideas and con-
cepts presented in the Orange Book are referenced throughout this volume.
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Some of the available standards were developed by risk management professionals, whilst 
others were developed by accountants or auditors. There are three distinct approaches fol-
lowed in the various standards:

‘risk management’ approach followed by ISO 31000, British Standard BS 31100 and  •
the IRM Standard;

‘internal control’ approach developed by COSO Internal Control framework and by  •
the Turnbull Report;

‘risk-aware culture’ approach developed by the Canadian Institute of Chartered  •
Accountants, known as the CoCo framework.

Risk management process

A simple representation of the risk management process is provided by Figure 4.1 (page 40)
and a similar process is contained in all of the established risk management standards. Many 
of the standards distinguish between the risk management process and the framework that 
supports the process. However, this distinction is not always clear in many of the established 
risk management standards/frameworks.

The best-established risk management approaches are the IRM Standard, ISO 31000, BS 
31100, and the COSO ERM framework. All four provide a description of a risk management 
framework, but more emphasis is placed on the risk management process in the IRM Stand-
ard, ISO 31000 and BS 31100. The COSO approach does not provide the same clear distinc-
tion between the framework and the risk management process itself and is mainly concerned 
with framework considerations.

Several countries have developed their own internal control and risk management standards 
as part of their requirements for being listed on a stock exchange. Typically, these are frame-
works similar to COSO Internal Control in approach, and this is certainly the case with the 
Turnbull requirements that exist in the UK.

Although there are many ways of representing the risk management process, the basic steps 
are all similar. There can be diffi culties with the terminology that is used to describe the various 
steps, and Appendix A provides defi nitions of basic terms, as well as cross-referencing the dif-
ferent terminologies that can be used.

Risk management framework

There are many risk management standards and risk management frameworks that have been 
produced by various organizations. It is generally acknowledged that a standard is a document 
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that produces information on both the risk management process and the risk management 
framework.

Within many risk management standards, risk management activities should take place within 
the context of the business environment, the organization and the risks faced by the organiza-
tion. In order for the context to be described and defi ned, a framework is required to support 
the process. ISO 31000 places particular emphasis on context and states that consideration 
should be given to the internal context, external context and risk management context when 
undertaking risk management activities.

All of the established risk management standards refer to the risk management framework, 
although this is represented in different ways. In order to provide a simple explanation of the 
scope of the risk management framework, the acronym Risk Architecture, Structure and Pro-
tocols (RASP) has been developed. Figure 6.2 illustrates the key features of a risk management 
framework that is built around and supports the risk management process.

Part 2 of this book describes the risk architecture, strategy and protocols (RASP) in more 
detail. It is the risk architecture strategy and protocols that defi ne the framework within which 
the risk management process takes place. These three components of architecture, strategy 
and protocols are required for successful risk management activities. There needs to be a clear 
understanding of the risk management process, followed by a clear defi nition of the frame-
work that supports the process. Also, the risk-aware culture within the organization needs to 
be strong.

In supporting the risk management process, the risk management framework needs to facili-
tate communication and the fl ow of risk information. Because the framework is a supportive 
structure, it is shown in Figure 6.2 as a series of components built around and supporting the 
risk management process.

For example, an organization might decide to follow the structure of the IRM Risk Manage-
ment Standard. The company would then have to set up a framework that includes the 

Risk architecture

Risk architecture defines roles, 
responsibilities, communication and 
risk reporting structure

Risk protocols

Risk protocols are defined in the risk guidelines for the organization and include the 
rules and procedures, as well as the risk management methodologies, tools and 
techniques that should be used 

Risk strategy

Risk strategy, appetite, attitudes and 
philosophy are defined in the risk 
management policy

Risk management process 

Figure 6.2 Components of an RM framework
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structure, responsibilities, administration, reporting and communication components of risk 
management. All of these procedures will then be recorded in a risk management policy.

COSO ERM cube

An Enterprise Risk Management (ERM) version of the COSO framework was produced in 
2004 and this has both risk management and internal control within scope. Details of the 
COSO ERM framework are provided on the COSO website and there is a free download of the 
executive summary of COSO ERM. The COSO ERM approach suggests that enterprise risk 
management is not strictly a serial process, where one component affects only the next. It is 
considered to be a multidirectional, iterative process in which almost any component can and 
does infl uence all other components.

In the COSO ERM framework, there is a direct relationship between objectives, which are 
what an entity strives to achieve, and enterprise risk management components, which repre-
sent what is needed to achieve them. The relationship is depicted in a three-dimensional 
matrix, in the form of a cube, which is reproduced as Figure 6.3.

The COSO ERM cube is a very infl uential risk management framework and it consists of eight 
interrelated components. These are derived from the way management runs an enterprise and 
are integrated with the management process. A brief description of the COSO ERM compo-
nents is set out in Table 6.2.
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Figure 6.3  COSO ERM framework

COSO’s ERM ‘Cube Diagram’
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Table 6.2 COSO ERM framework 

Internal environment •  – The internal environment encompasses the tone of an 
organization and sets the basis for how risk is viewed and addressed. 

Objective setting •  – Objectives must exist before management can identify potential 
events affecting their achievement. 

Event identifi cation •  – Internal and external events affecting achievement of 
objectives must be identifi ed, distinguishing between risks and opportunities. 

Risk assessment •  – Risks are analysed, considering likelihood and impact, as a basis 
for determining how they should be managed. 

Risk response •  – Management selects risk responses – avoiding, accepting, reducing, 
or sharing risk. 

Control activities •  – Policies and procedures are established and implemented to 
help ensure the risk responses are effectively carried out.

Information and communication •  – Relevant information is identifi ed, captured, 
and communicated so that people can fulfi l their responsibilities. 

Monitoring – The entirety of enterprise risk management is monitored and  •
modifi cations made as necessary. 

COSO ERM describes the framework by stating: ‘within the context of the established mission 
or vision of an organization, management establishes strategic objectives, selects strategy and 
sets aligned objectives cascading through the enterprise.’ This enterprise risk management 
framework is geared to achieving corporate objectives, set out in four risk categories:

Strategic: high-level goals, aligned with and supporting its mission. •

Operations: effective and effi cient use of its resources. •

Reporting: reliability of reporting. •

Compliance: compliance with applicable laws and regulations. •

Features of RM standards

The main risk management standards that have been developed are the IRM Standard, ISO 
31000, British Standard BS 31100 and the COSO ERM framework.

British Standard BS 31100:2008, entitled ‘Risk Management – Code of Practice’, was pub-
lished in October 2008. It emphasizes the requirement for a risk management framework to 
support the separately described risk management process. In particular, British Standard BS 
31100 states that the risk management process should provide a systematic, effective and effi -
cient way by which risks can be managed at different levels throughout the organization.
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The risk management framework is described in the British Standard in some detail. In fact, 
most of the standard is made up of a description of the risk management framework, together 
with a detailed part on how to develop risk management activities. The risk management 
framework is set out in Figure 6.4. It is a continuous cycle of review and improvement. BS 
31100 also proposes a version of the risk management process and this is also presented as a 
continuous cycle of activities represented by the following fi ve stages:

identify; •

assess; •

respond; •

report; •

review. •

British Standard BS 31100 describes the risk management framework as a set of components that 
provide the foundations and organizational arrangements for designing, implementing, moni-
toring, reviewing and continually improving risk management processes throughout the organ-
ization. The foundations include the objectives, a mandate and commitment to managing risk 
(strategy); the organizational arrangements include plans, relationships, accountabilities, 
resources, processes and activities (architecture). The risk management framework is embedded 
within the organization’s overall strategic and operational policies and practices (protocols).

Mandate and
commitment

Maintenance and 
improvement of 
the framework

Framework design
for managing risk

Implementing risk 
management

Monitoring and 
review of the 
framework

Figure 6.4 Risk management framework from BS 31100
Permission to reproduce extracts from BS 31100:2008 is granted by BSI. British Standards can be obtained 
in PDF or hard copy formats from the BSI online shop: www.bsigroup.com/Shop or by contacting BSI 
Customer Services. For hard copies only: Tel: +44 (0)20 8996 9001; E-mail: cservices@bsigroup.com.
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BS 31100 also seeks to address the upside of risk by presenting the response ‘seek risk’ as one 
of the risk response options. The British Standard explains that ‘risks with desirable potential 
consequences can make an activity more attractive and lead an organization to seek that activ-
ity, just as risks with undesirable potential consequences can motivate avoidance.’ The British 
Standard goes on to add that ‘there are more potential opportunities than is sometimes appre-
ciated, but appropriate focus, procedures and language can allow them to be identifi ed and 
included in decision-making.’

The International Standards Organization (ISO) published ISO 31000 entitled ‘Risk manage-
ment – Principles and guidelines’ in the latter part of 2009. The diagram used to illustrate the 
risk management process in ISO 31000 is reproduced in Figure 6.5. It could be argued that 
Figure 6.5 contains elements of the risk management framework, as well as the key stages of 
the risk management process.

In addition to developing ISO 31000 and the guide to risk management terminology ‘Guide 73’, 
work is also being undertaken on the production of a Final Draft International Standard (FDIS) 
on risk assessment techniques. FDIS 31010 ‘Risk Management – Risk Assessment Techniques’ 
refl ects current good practices in the selection and utilization of risk assessment techniques.

Standards institutions around the world have a requirement for routine review of standards every 
four years. Therefore, the existing standards, as well as those additional standards that are being 
developed, will be subject to review on a regular basis. This will ensure that the advice and guidance 
given in the various standards will remain up to date and in line with current practice.

Communication
and

consultation

Monitoring
and

review

Establishing the context

Risk identification

Risk analysis

Risk evaluation

Risk treatment

Risk assessment

Figure 6.5 Risk management process from ISO 31000
This fi gure taken from draft standard ISO/FDIS 31000:2009 Risk Management – Principles and Guidelines, 
is reproduced with the permission of the International Organization for Standardization, ISO. This draft 
standard can be obtained from any ISO member and from the website of the ISO Central Secretariat at the 
following address: www.iso.org. Copyright remains with the ISO.
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In addition to risk management standards, there are also a number of internal control stand-
ards in existence. These internal control frameworks have a different emphasis and are outside 
the scope of this book, with the exception of the Criteria of Control (CoCo) framework pro-
duced by the Canadian Institute of Chartered Accountants. The approach in the CoCo stand-
ard is considered briefl y below and evaluated in more detail in the fi nal part of this book. The 
approach in CoCo is based on the evaluation of the culture or the internal control environ-
ment of the organization.

Control environment approach

The approach adopted by the Canadian Criteria of Control (CoCo) framework produced by 
the Canadian Institute of Chartered Accountants is based on the idea that the risk culture of 
the organization is the most important consideration. If the risk culture is correct, then the 
successful management of risks should follow. The CoCo framework states that:

A person performs a task, guided by an understanding of its purpose (the objective to be 
achieved) and supported by capability (information, resources, supplies and skills). 
The person will need a sense of commitment to perform the task well over time. The 
person will monitor his or her performance and the external environment to learn 
about how to do the task better and about changes to be made. The same is true of any 
team or work group. In any organization of people, the essence of control is purpose, 
commitment, capability and monitoring and learning.

The COSO ERM framework refers to the control environment as the internal environment. 
This can be considered to be equivalent to the control environment that is considered in the 
CoCo framework. CoCo provides a structured means of analysing the control environment 
that enables a quantitative assessment of the control environment, so that the features for 
improvements can be identifi ed.

The CoCo framework is considered in more detail in Part 6 of this book. Although there are 
different versions of the CoCo questions, the following are the headings that are normally used 
in order to evaluate the risk-aware culture within an organization using a CoCo approach:

purpose, vision and mission; •

commitment to integrity and ethical values; •

capability, authority and responsibilities; •

learning and development of competence. •



Case study 

Barclays Bank – risk management objectives  

Barclays’ approach to risk management involves a number of fundamental elements that drive 
our processes across the Group:  

The Principle Risks Policy covers the Group’s main risk types, assigning responsibility for the 
management of specifi c risks, and setting out the requirements for control frameworks for all 
of the risk types. The individual control frameworks are reinforced by a robust system of 
review and challenge and a governance process of aggregation and broad review by businesses 
and risk across the Group. 

The Group’s Risk Appetite sets out the level of risk that the Board is willing to take in pursuit 
of its business objectives. This is expressed as the Group’s appetite for earnings volatility across 
all businesses from credit, market, and operational risk. It is calibrated against our broad 
fi nancial targets, including income and impairment targets, dividend coverage and capital 
levels. It is prepared each year as part of the Group’s Medium-Term Planning process, and 
combines a top-down view of the Group’s risk capacity with a bottom-up view of the risk 
profi le requested and recommended by each business. 

Barclays Risk methodologies include systems that enable the Group to measure, aggregate and 
report risk for internal and regulatory purposes. As an example, our credit grading models 
produce Internal Ratings through internally derived estimates of default probabilities. These 
measurements are used by management in an extensive range of decisions, from credit grading, 
pricing and approval to portfolio management, economic capital allocation and capital ade-
quacy processes. 

Risk management is a fundamental part of business activity and an essential component of its 
planning process. To keep risk management at the centre of the executive agenda, it is embed-
ded in the everyday management of the business. 
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Barclays ensures that it has the functional capacity to manage the risk in new and existing busi-
nesses. At a strategic level, our risk management objectives are: 

To identify the Group’s material risks and ensure that business profi le and plans are  •
consistent with risk appetite. 

To optimise risk/return decisions by taking them as closely as possible to the business,  •
while establishing strong and independent review and challenge structures.

To ensure that business growth plans are properly supported by effective risk infra- •
structure.

To manage risk profi le to ensure that specifi c fi nancial deliverables remain possible  •
under a range of adverse business conditions.

To help executives improve the control and co-ordination of risk taking across the  •
business.

Annual Report and Review 2008



Part 2
Risk strategy

Learning outcomes for Part 2

list the main parts of a risk management policy and describe the importance of each  •
part;

explain the key components of the risk architecture, strategy and protocols (RASP) for  •
an organization and how these fi t together;

outline the range of risk documentation and records that could be required and describe  •
the function of each different type;

describe the nature, contents and use of a risk register and provide examples of the use  •
of risk registers;

outline the key roles and responsibilities for risk management in relation to job roles  •
and key departments, including the role of CRO;

describe a suitable risk architecture for a range of organizations, including the impor- •
tance of risk committees and risk communication;

describe the key features of a risk-aware culture ( • LILAC) and how the key components 
can be measured;
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describe the components of evaluating risk maturity of an organization (4Ns) and the  •
benefi ts associated with greater risk maturity;

outline the importance of risk training and risk communication, including the use of  •
risk management information systems (RMIS).

Part 2 Further reading
British Standard BS 31100 (2008) Risk management – Code of practice, www.standardsuk.com.
Health and Safety Executive (2005) A review of safety culture and safety climate literature for the 

development of the safety culture, inspection toolkit Research Report 367, www.hse.gov.uk.
Institute of Risk Management A Risk Management Standard (2002), www.theirm.org.
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Risk architecture, strategy and protocols

This part provides information on the risk architecture, strategy and protocols (RASP) for an 
organization. The most important component of the RASP is the risk management policy. The 
RM policy will set out the overall strategy of the organization towards risk management, defi ne 
risk management roles and responsibilities and set out the protocols that should be followed. 
Table 7.1 sets out key features of the risk architecture, strategy and protocols in more detail.

The risk architecture, strategy and protocols create the risk framework that supports the risk 
management process. British Standard BS 31100 provides notes on the risk management 
framework that state that it should include the objectives, mandate and commitment to 
manage risk (strategy), and the organizational arrangements that include plans, relationships, 
accountabilities, resources, processes and activities (architecture), and that the framework 
should be embedded within the organization’s overall strategic and operational policies and 
practices (protocols).

Most large organizations will document their risk protocols as a set of risk management guide-
lines. The range of guidelines that are required will vary according to the size and complexity 
of the organization. The types of documentation that will need to be kept are as follows:

risk management administration records; •

risk response and improvement plans; •

event reports and recommendations; •

risk performance and monitoring reports. •

One of the standard documents produced by organizations as part of their risk management 
initiatives is the risk register. Risk registers can be produced for a variety of operational, project 
and strategic purposes. The likely format of the risk register is discussed in Chapter 8 and the 
basic format is illustrated in Table 8.1.
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Table 7.1 Risk management framework

Risk management architecture 
Committee structure and terms of reference  •
Roles and responsibilities •
Internal reporting requirements  •
External reporting controls  •
Risk management assurance arrangements  •

Risk management strategy 
Risk management philosophy  •
Arrangements for embedding risk management  •
Risk appetite and attitude to risk •
Benchmark tests for signifi cance  •
Specifi c risk statements/policies •
Risk assessment techniques  •
Risk priorities for the present year •

Risk management protocols 
Tools and techniques  •
Risk classifi cation system  •
Risk assessment procedures  •
Risk control rules and procedures  •
Responding to incidents, issues and events  •
Documentation and record keeping •
Training and communications •
Audit procedures and protocols  •
Reporting/disclosures/certifi cation •

The working relationship between risk management and internal audit is critically important. 
Risk management expertise rests in the assessment of risk and the identifi cation of existing 
and additional controls. Internal audit has its expertise in the evaluation of controls and the 
testing of their effi ciency and effectiveness. Successful implementation of a risk management 
initiative will require close co-operation and understanding between risk management and 
internal audit. The RASP should set out the details of how this close co-operation will be 
achieved in practice.

The risk architecture defi nes how information on risk is communicated throughout the organ-
ization. The risk strategy defi nes the overall objectives that the organization is trying to achieve 
with respect to risk management. The risk protocols are the systems, standards and proce-
dures that are put in place in order to fulfi l the defi ned risk strategy.
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Risk management policy for a council

The council is aware that some risks will always exist and will never be eliminated; it 
recognizes that it has a responsibility to manage risks (both positive and negative) and 
supports a structured, systematic and focused approach to managing them by approval 
of the risk management strategy. 

In this way the council will: 
demonstrate effective corporate governance;  •
better achieve its corporate objectives;  •
enhance the value of services it provides to the community.  •

The objectives of the council’s risk management strategy are to: 
integrate risk management into the culture of the council;  •
manage risk in accordance with best practice;  •
anticipate and respond to changing social and legislative requirements;  •
prevent injury, damage and losses, and reduce the cost of risk;  •
raise awareness of risk with all involved with delivery of council services.  •

These objectives will be achieved by: 
establishing clear roles, responsibilities and reporting lines;  •
providing opportunities for shared learning on risk management;  •
offering a framework to direct resources to identifi ed priority risk areas;  •
reinforcing the importance of risk management as part of every task;  •
increasing awareness of employees by offering training;  •
incorporating risk management into business planning;  •
incorporating risk considerations into partnerships and projects;  •
monitoring risk management arrangements on an ongoing basis. •

Risk management policy

The risk management policy sets out the risk strategy, and an illustration of suitable contents 
for a risk management policy is set out in Table 7.2. The risk management policy should facil-
itate successful implementation of risk management in the organization. The policy should 
confi rm the protocols for undertaking the activities, as set out in the risk guidelines for the 
organization. The risk guidelines may be produced as a separate set of documents, so that they 
can be more easily updated.
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Table 7.2 Risk management policy

A risk management policy should include the following sections: 
Risk management and internal control objectives  •
Statement of the attitude of the organization to risk (risk strategy)  •
Description of the control environment  •
Level and nature of risk that is acceptable  •
Risk management organization and arrangements (risk architecture)  •
Arrangements for communicating risk information  •
Standard procedures for risk recognition and rating (risk assessment)  •
List of documentation for analysing and reporting risk (risk protocols)  •
Risk mitigation requirements and control mechanisms •
Allocation of risk management roles and responsibilities •
Criteria for monitoring and benchmarking risks  •
Allocation of appropriate resources •
Risk priorities and performance targets  •
Risk management calendar of the coming year  •

The risk management policy should set out the strategy that the organization is seeking to 
achieve with respect to risk management, together with the systems and procedures that will 
be put in place to monitor performance, as well as the means for reporting and communicat-
ing on risk management. It will, in effect, defi ne the context within which risk management 
activities take place.

A range of risk management guidelines will need to be produced, and a typical set of guide-
lines is listed in Table 7.3. The risk guidelines provide more information on how the risk 
protocols should be interpreted and how they should be delivered. The detailed risk guide-
lines will set out:

risk assessment procedures; •

risk control objectives; •

risk resourcing arrangements; •

reaction planning requirements; •

risk assurance systems. •
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Table 7.3 Risk management protocols

1.  Risk assessment procedures

Turnbull procedures •
Response to signifi cant risks •
Projects and CapEx approvals •
Procedures for strategy and budgets  •

2.  Risk control objectives 

Brand management guidelines •
Health and safety at work •
Environmental protection •
Contract risk management •

3.  Risk resourcing arrangements 

Opportunity management •
Project resource allocation •
Insurance programme •
Captive insurance company •

4.  Reaction planning requirements 

Loss and claims management •
Disaster and recovery planning •
Cost containment procedures •
Risk management record keeping •

5.  Risk assurance systems 

Maintenance of risk register •
Corporate RM committee •
Terms of reference for audit committee •
Control self-certifi cation arrangements •

The framework or risk architecture that has been set up to achieve adequate management of 
risks should also be presented in the risk management policy. It will then be for the individual 
companies within the group to operate within the established framework and arrange their 
own additional policies, procedures and protocols as necessary. Specifi cally, the risk manage-
ment policy should include details of at least the following:

the board member responsible for risk management; •

language and perception of risk in the organization; •

framework for identifying signifi cant risks; •

role of the risk manager and internal auditors; •
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terms of reference for the risk management committees; •

risk management structure or architecture. •

Many organizations fi nd that it is necessary to update the risk management policy each year. 
This is undertaken for a number of reasons, including the desire to ensure that risk manage-
ment activities and the overall risk management approach is in line with current best practice. 
Updating the risk management policy every year also gives the organization the opportunity 
to identify the risk priorities for the coming year and ensure that appropriate attention is paid 
to the signifi cant risks.

Issuing the risk management policy every year also ensures that the board pays appropriate 
attention to risk management and that the organization understands that it is a dynamic activ-
ity that requires constant management attention.

Risk management architecture

The risk management structure of an organization can be described as the risk architecture. 
The risk architecture sets out lines of communication for reporting on risk management issues 
and events. It is vital that the risk architecture reinforces the fact that the responsibility for 
managing risks remains with the owner of that risk.

So that risk management can be fully embedded into the processes and operations of an organ-
ization, a clear statement of risk management responsibilities is required. Also, as part of the 
analysis of each signifi cant risk, risk management responsibilities need to be clearly allocated 
to the following aspects of managing that risk:

development of risk strategy and standards; •

implementation of the agreed standards and procedures; •

auditing compliance with the agreed standards. •

The risk architecture can be represented diagrammatically as a means of identifying the com-
mittees with risk management responsibilities and the relationships between those commit-
tees. The importance of the risk architecture of an organization will be discussed later in this 
Part and examples of typical risk architectures will be provided.

Risk management strategy

It is important for an organization to have a clearly establish strategy in relation to risk man-
agement. The strategy needs to be based on the overall approach of the organization to risk 
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and risk management. An important component of that risk strategy will be the arrangements 
for ensuring risk management input into strategy, projects and operations.

In order to establish the risk management strategy, important decisions will need to be made 
about the risk appetite of the organization. Risk appetite will be discussed in more detail in a 
later chapter. The risk appetite will be based on the opportunity investment, control accept-
ance and the hazard tolerance of the organization.

It is important that the risk appetite is within the total risk capacity of the organization. Deci-
sions will need to be taken on how the risk capacity will be calculated. Also, thought will need 
to be given to how the total risk exposure of the organization will be recorded and used in 
decision-making processes. Measurement of the total risk exposure of an organization is an 
important feature of operational risk management, as discussed in a later chapter.

There are important decisions to be made in relation to the risk processes that will be adopted 
by the organization, as well as decisions about the design and implementation of the risk man-
agement initiative that will be undertaken in order to fulfi l the requirements of the risk strat-
egy.

Risk management protocols

The risk management policy will set out responsibilities for risk as well as the arrangements for 
implementing the policy. Risk management protocols will be set out in a series of risk guide-
lines and these are described in a later chapter.

Procedures and protocols for undertaking the assessment of risks to strategy, projects and 
operations will need to be established in writing. The organization will also need to produce 
guidance on the frequency and nature of risk reports and who is responsible for compiling the 
information.

Typically, the risk management protocols will need to be reviewed on an annual basis, so that 
they are kept up to date. The risk protocols should also describe the extent of record keeping 
that is required. The range of risk management documentation that may be necessary is exten-
sive and Table 7.4 provides an overview of the types of documents that may be appropriate.
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Table 7.4 Types of RM documentation 

Risk administration 
Risk management policy (and priorities) •
Specifi c risk statements (health and safety policy)  •
Terms of reference of the risk/audit committees •
Risk protocols and procedures •
Risk awareness training records •

Risk response 
Results of risk assessments (risk register)  •
Risk control standards  •
Risk improvement recommendations  •
Risk assurance reports  •
Business continuity plans/disaster recovery plans •

Event reports 
Loss/claim reports and recommendations •
Legal and litigation reports •
Enforcement action/customer complaints •
Incident and near-miss investigations •
Business performance reports/key performance indicators •

Risk performance 
Control risk self-assessment (CRSA) returns •
Audit procedures and protocols •
Internal audit reports •
Unit risk management reports •
External disclosure reports •

Risk management guidelines

Table 7.3 indicates the extent of risk management guidelines that may need to be produced by 
an organization. This should not be seen as an exhaustive list and other types of guidelines 
may be necessary, depending on the exact nature of the organization and the risk strategy that 
it is following.

Preparation of a risk management policy is a good opportunity for an organization to estab-
lish detailed procedures on a range of risk management topics, as well as setting out the risk 
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management priorities for the following year. For example, many organizations produce an 
annual health and safety and/or environmental policy and this should be an integral part of 
the risk management documentation.

Many organizations face signifi cant risks that need routine or even constant management 
attention. This is particularly true in the case of hazard risks, where the health and safety 
policy, business continuity plans and disaster recovery plans (for example) need to be rou-
tinely updated.

For many organizations, the risk guidelines will be established in writing. Other organizations 
will operate a more informal means of embedding risk management into management activi-
ties. The risk guidelines will often include details of the risk management structure in place in 
the organization. Also, details of the risk strategy and risk protocols will need to be included in 
the risk guidelines. The guidelines should also include details of the (internal) control respon-
sibilities of managers.

The structure described in Table 7.3 reinforces the importance of the activities involved in the 
risk management process. Each of these activities produces several outputs, and the required 
outputs can be discussed in the risk guidelines.

The guidelines need not include a set of risk-control or loss-control standards, but should 
describe how risk control decisions will be taken, implemented and audited. In fact, the risk 
guidelines for a diverse group of companies cannot include physical control requirements and 
standards. Each unit, division or department should set its own standards for risk control, 
including health and safety, fi re safety, physical security, information security and environ-
mental protection. This may be appropriate because of the diverse nature of the different units 
within the organization.

The risk guidelines should defi ne the means by which embedded risk management is to be 
achieved in the organization. The setting of strategy, standards and procedures needs to be 
undertaken within the framework of the risk guidelines. The format for the risk guidelines will 
depend on the organization and the nature of the risks that it faces. Typically, these guidelines 
will contain information on at least the following:

fi nancial and authorization procedures; •

insurance arrangements; •

managers’ control responsibilities; •

project risk management; •

incident reporting and investigation; •

event and reaction planning; •

physical risk control objectives and responsibilities. •
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Record of risk management activities

Table 7.4 sets out the range of risk management documentation that may need to be kept by 
an organization. In order to successfully embed risk management, it is necessary to maintain 
a range of risk management records. These records will include details of various risk manage-
ment activities, including:

risk management administration; •

risk response and improvement plans; •

event reports and recommendations; •

risk performance and certifi cation reports. •

Embedded risk management will be achieved when the cycle of risk management activities is 
fully aligned with the planning cycle of the organization. A primary purpose of risk guidelines 
is to help managers understand the risk management framework of the organization. This 
understanding will ensure that managers pay appropriate attention to risk implications when 
making decisions.

The risk guidelines for the organization also provide practical guidance to managers on how 
to fulfi l their risk management responsibilities. Keeping necessary records will allow the organ-
ization to demonstrate the successful implementation of the risk guidelines. The risk admin-
istration documentation should extend to (at least) the items listed in Table 7.4.

It is not the intention that the keeping of risk management records should become overly 
bureaucratic or burdensome. However, adequate records need to be kept so that the informa-
tion is available for decision making, necessary advice for managers is available and confi rma-
tion can be provided to auditors that necessary controls have been correctly implemented. The 
importance of record keeping is highlighted below.
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Importance of records

There are many benefi ts to be gained from implementing records management. 
Records management is a key driver in increasing organizational effi ciency and offers 
signifi cant business benefi ts. Records management:

reduces the time spent by staff looking for information; •

facilitates the effective sharing of information; •

reduces the unnecessary duplication of information; •

identifi es how long records need to be kept; •

optimizes the legal admissibility of records to defend malicious litigation; •

supports risk management and business continuity planning. •

In short, records management improves control over information assets, frees up staff 
time and other resources, and helps protect individuals and the organization from 
various risks. Records management means that too much reliance is not placed on the 
memories of a few individuals.

Risk response and improvement plans

The only reason for undertaking a risk assessment is so that current controls can be validated 
and the need for any further actions to improve control of risk can be identifi ed. The risk reg-
ister is the means of recording information on current controls and details of intended addi-
tional controls. It is important that the risk register should not become a static document. It 
should be treated as a dynamic element and considered to be the risk action plan for a unit or 
the organization as a whole.

As well as risk response plans, information will also need to be recorded about the responsibil-
ity for individual controls. If additional controls are required, then the deadline, as well as the 
responsibility, for the implementation of those improved controls should be recorded.

A later part of this book considers risk response options in more detail. For hazard risks and 
control risks, the risk register is the location for recording details of the signifi cant threats. 
Detailed analysis of risk improvement plans will be required. Often, risk improvement plans 
will require capital expenditure, and this may need to be approved via the expenditure author-
ization procedures in the organization.

It has become standard practice to produce a risk register for projects, especially for construc-
tion and software projects. Risks to construction and software projects can create a lot of 
uncertainty and the risks will usually be control risks. Again, the record of the actions taken to 
minimize the uncertainty should be a dynamic one, and further actions should be planned.
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Event reports and recommendations

Event reports, analysis and recommendations are related to recording details of the events that 
occur and managing the consequences of those events. Details of incident investigations and 
analysis of the performance of business operations, together with risk improvement recom-
mendations, are all covered by this type of risk management documentation. Risk improve-
ment recommendations address signifi cant control weaknesses and aim to eliminate the 
potential for future material or signifi cant failures.

Recording of events is an important activity, especially in relation to hazard risks. Also, record-
ing and analysing events during a project will be vitally important. Event reports are most rel-
evant to hazard and control risks. Annual evaluation of risk performance will also give rise to 
reports that require detailed analysis. Evaluation of risk performance is an important role for 
internal audit.

Clinical risk management is a well-developed branch of the risk management discipline. Accu-
rate record keeping is vital in order to identify that appropriate risk mitigation actions have 
been put in place, as well as to provide records of any clinical mishaps that occur. The box 
below provides an overview of the importance of record keeping in relation to managing clin-
ical risk.

Managing clinical risk

Even if all adverse clinical events could be avoided, the legal cost of malpractice 
litigation cannot be eliminated. While very few negligent injuries lead to claims, there 
are many negligence claims in cases where there was no injury and no negligence. This 
means that, if the right risk management processes and systems are in place, hospitals 
and doctors should be able to rebut allegations of negligence in these circumstances 
and successfully argue that no compensation payment should be made.

The implementation of risk management activities in hospitals is the immediate 
responsibility of hospital management. Nevertheless, doctors have a vital role to play 
by developing an understanding of the importance of risk management and helping to 
devise a practical approach to recording that procedures have been followed and any 
incidents have been recorded.
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Risk performance and certifi cation reports

Risk performance and certifi cation reports include consideration and analysis of preliminary 
reports of the results of operations, as well as more formal declarations and certifi ed reports to 
stakeholders. In some cases, certifi cation of the results of operations of the organization will 
be undertaken as a formal attestation of the results of operations. This approach is required by 
the Sarbanes–Oxley Act in relation to fi nancial reporting.

This attestation will often be undertaken by a third party, such as an external auditor. Such an 
attestation could also relate to an evaluation of the effectiveness of the control activities. Cer-
tifi cation of performance is considered in more detail in Part 6 of this book.

Management will be interested in receiving details of risk performance. This will be especially 
important when the organization is exposed to a portfolio of risks that bring the total risk 
exposure close to the limit of the risk appetite and/or risk capacity of the organization. For 
example, an organization may have budgeted for a certain level of loss in relation to hazard 
risks. If this budget is challenging, then careful monitoring of losses will be required in order 
to ensure that the exposure to the specifi c type of hazard risk is not being exceeded.

The hazard tolerance may be limited and so the organization will need to monitor hazard 
losses very carefully. For example, a transport company will need to monitor the number of 
motor vehicle accidents and the breakdown frequencies related to the vehicles run by the 
company.

Designing a risk register

The use of risk registers has become established practice for many risk managers. There are 
disadvantages associated with the use of risk registers, including the danger that the informa-
tion recorded in the risk register will not be used in a dynamic way. The risk register could 
become a static record of risk status, rather than the risk action plan for the organization.

A risk register is defi ned in the ISO Guide 73 as the ‘document used for recording risk man-
agement process for identifi ed risks’. The guide adds that the purpose of the risk register is 
to facilitate ownership and management of each risk. Typically, the risk register will cover 
the signifi cant risks facing the organization or the project. It will record the results of the 
risk assessment related to the process, operation, location, business unit or project under 
consideration.

When a risk assessment is undertaken of strategic options, it is more usual for the risk assess-
ment to be used as part of the decision-making process. Typically, this information will not be 
recorded in the format of a risk register, but will be presented to the decision maker as part of 
the full range of information available for making that strategic decision.
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The purpose of the risk register is to form an agreed record of the signifi cant risks that have 
been identifi ed. Also, the risk register will serve as a record of the control activities that are cur-
rently undertaken. It will also be a record of the additional actions that are proposed to improve 
the control of the particular risk.

Other information about risks will also be included in the risk register. Although there is no 
fi xed format for this document, Table 8.1 provides an outline of a basic format for a risk reg-
ister. It may not be necessary to include all of the risk description information set out in the 
table in the risk register, as this could make it a complex and clumsy document.

Table 8.1 Format for a basic risk register

Risk 
index

Risk description Current level of risk Controls in place 

Likelihood Magnitude Overall 
rating

1. Serious traffi c accident 
involving the transport 
of fuel/explosives. 
Anticipate fatalities and 
evacuation of 1-km 
radius, depending on 
substances involved. 
Potential for release of 
up to 30 tonnes of 
liquid fuel into local 
environment.

Low High Medium Police emergency  •
plans

Highway Agency  •
plans

Local authority  •
emergency plan

Company emergency  •
response

Liaison with the  •
family of staff 

Notifi cation to  •
customers

2. Storm-force winds 
affecting transport 
routes for up to 6 
hours. Anticipate that 
most roads in the 
vicinity will be closed 
or restricted. Journey 
times will be extended 
and late deliveries 
probable. 

Medium Medium Medium Police emergency  •
plans

Highway Agency  •
plans

Investigate weather  •
forecast 

Liaison with the  •
family of staff 

Notifi cation to  •
customers 
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Risk registers can be compiled in a number of formats, depending on the type of risk assess-
ment that is being recorded. Table 8.2 provides an example of a partially completed risk regis-
ter for a sports club and Table 8.3 provides an example of a risk register for a hospital.

Table 8.2 Risk register for a sports club 

Risk 
index

Risk description Existing control 
measures

Current 
level

Further 
actions 
planned

Owner

Financial risks

1.1 Insuffi cient funds for 
suitable new players 

  • High   •

1.2 Pension fund 
inadequate to meet 
liabilities 

  • Medium   •

Infrastructure risks

2.1 Loss of highly 
respected young 
manager 

  • High   •

2.2 Building of the new 
stadium is delayed 

  • Low   •

Reputational risks

3.1 Complaints that 
merchandise is too 
expensive 

  • Low   •

3.2 Club supporters riot 
at an away game 

  • Medium   •

Marketplace risks

4.1 New range of 
merchandise is 
unattractive 

  • High   •

4.2 Fans favour other 
activities rather than 
club attendance 

  • Low   •
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Table 8.3 Risk register for a hospital 

Risk 
index

Risk description Current level of risk Risk rating 

Likelihood Magnitude Overall 
rating

1. The roofs on 
operating theatres 3 
and 4 are leaking 
because of poor 
condition, resulting in 
disruption to the 
surgery lists and 
non-achievement of 
waiting times.

High High High Ingress of water can lead 
to loss of theatre facility, 
with cancelled 
operations, loss of key 
activity and threat to 
waiting time targets.

With high incidence of 
rain, it is likely that 
between 1 and 7 days 
surgery time will be lost. 
Problems in the last 2 
years suggest that the 
failure will occur twice 
per year. 

2. Progress towards 
achievement of 
standards in 
children’s care will 
remain unsatisfactory 
due to failure to 
implement action 
plan for improved 
facilities, resulting in 
children receiving 
care below the 
national standards.

Medium Medium Medium The perception of 
patients of the current 
environment is good and 
the level of care provided 
is good.

Robust action needs to 
be taken to ensure that 
standards do not become 
unsatisfactory.

At its most simple, the risk register can be stored as a document held on computer. However, 
there are many more sophisticated forms of risk registers, including records of signifi cant risks 
held on databases. Where quantifi cation of exposure is required, then a simple risk register 
held as a document is unlikely to be suffi cient. This is true of systems for recording operational 
risks, where quantifi cation of risk exposure is required.
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Using a risk register

A well-constructed and dynamic risk register is at the heart of a successful risk management 
initiative. However, there is a danger that the risk register may become a static document that 
records the status of risk management activities at a moment in time. The practical implica-
tions of this are that senior management may consider that attending a risk assessment work-
shop and producing a risk register fulfi ls their risk management obligations and no ongoing 
actions are required.

It is better to think of the risk register as a risk action plan that records the status of the organ-
ization with respect to risk management, but also provides a record of the critical controls that 
are in place, together with the details of any additional controls that need to be introduced. In 
producing such a risk action plan, the responsibility for undertaking the actions identifi ed will 
be clearly established.

The next part considers the options for the use of a risk management information system 
(RMIS) to record the information held in the risk register. Also, the information held in the 
risk register may be available on the intranet of the organization and this will help with risk 
understanding and communication. In some organizations, the risk register is given the status 
of a controlled document to be used by Internal Audit as one of the key reference documents 
for undertaking an audit of risk management activities.

Even if this is not the case, the information set out in the risk register should be very carefully 
considered and constructed. For example, the risks set out in the register need to be precisely 
defi ned so that the cause, source, event, magnitude and impact of any risk event can be clearly 
identifi ed. Also, the existing control activities, together with any additional controls that are 
proposed, must be described in precise terms and accurately recorded.

Risk control activities should be described in suffi cient detail for the controls to be auditable. 
This is especially important when the risk register relates to the routine operations undertaken 
by the organization. Risk registers should also be produced for projects and to support strate-
gic decisions.

A project risk register has to be a very dynamic document. An example of a project risk register 
is provided in Table 8.4. Details of the risks faced by the project, as recorded in the risk regis-
ter, should be discussed at every project review meeting. As well as risk registers being relevant 
to projects, they should also support business decisions. In this case, the precise format of a 
risk register may be less formal. When a strategic decision has to be taken at board level, the 
risk assessment of that strategy should be attached to the proposal. This risk assessment could 
include both the risks of undertaking the strategy and an analysis of the risks associated with 
not undertaking the proposed strategy.
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Table 8.4 Project risk register 

Risk 
index

Risk description Current level of risk Action to be taken 

Likelihood Magnitude Overall 
rating

1. Project management 
arrangements unable 
to deliver project.

High High High Clear project 
management structure in 
place, with executive team 
established to oversee 
project. 

Smaller project team runs 
project on day-to-day 
basis with expert support, 
as required. 

Clear links between 
various management 
functions to ensure 
co-ordinated approach. 

2. Project resources 
inadequate with 
insuffi cient staff to 
support project.

Medium Medium Medium Project management team 
established with support 
from other staff 
departments, including 
HR and Finance.

3. Project resources has 
insuffi cient funds for 
the necessary external 
professional technical 
advice.

Low High Medium Suffi cient budget 
identifi ed to fund external 
advice.

4. Project not 
co-ordinated with 
other developments 
in organization.

Low Low Low Project management team 
also oversees related 
projects with cross-
representation on other 
groups. 

Finally, a risk register should be attached to a business plan as a record of the risks that could 
impact the achievement of that business plan. Table 8.5 shows a partially completed simple 
risk register in a format that could be attached to a business plan. Simple examples of the risks 
that could result in the business plan not being achieved are set out in this illustration.
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Table 8.5 Risk register attached to a business plan 

Risk 
index

Circumstance Assessment 
and controls 

Current level of risk Action and 
assurance 

Likelihood Magnitude Overall risk

1.1 Loss of grant 
funding 

  • High Negotiations are 
in hand and fi nal 
settlement fi gure 
should soon be 
notifi ed.

1.2 Job upgrade 
costs

  • Medium Provision has 
been made in 
reserves and any 
additional costs 
will be met from 
existing budgets.

1.3 Overtime 
claims 

  • Medium Heads of 
department 
should enforce 
the rules 
concerning 
overtime 
payments as a 
result of job 
upgrades. 

1.4 Mileage 
claims

  • Low Heads of 
department 
should ensure 
that only 
essential journeys 
are undertaken.

For example, a sports club may wish to record risks to reputation in the risk register. There 
could be particular concerns regarding the reputation of the club, so that the board will require 
a detailed evaluation of the reputational risks related to:

success on the pitch; •

legal compliance; •

supply of ethical goods at a fair price. •
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When considering reputational issues, the level of control that is required will be evaluated, 
together with responsibility for managing the brand. The club will also make sure that existing 
controls and any additional controls are described in a way that will ensure that implementa-
tion of the controls can be fully audited.

The board will probably wish to see the risk register on at least a quarterly basis and more fre-
quently if signifi cant changes occur. This will ensure that the risk register remains a dynamic 
document and is kept fully up to date. This will also ensure the necessary actions are taken and 
reported to the board.
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Risk management responsibilities

Allocation of responsibilities

Everybody working for the organization will need to be made aware of their risk management 
responsibilities, as will contractors and suppliers. There are many professional people in large 
organizations who have an understanding of risk and a substantial contribution to make to the 
successful management of the priority signifi cant risks. Unfortunately, there is not always a 
common view of risk management or the issues that are important to the organization.

Ownership of core processes, key dependencies and risks is important, because it enables the 
risk management and audit committees (see Chapter 4) to monitor actions and responsibili-
ties. This ownership is important for all risks, although the audit committee will only monitor 
the priority signifi cant risks.

Any confusion of responsibilities and reporting structure must be eliminated. There needs to 
be clear statements of responsibilities for the following aspects of the management of each pri-
ority signifi cant risk:

setting required risk standards; •

implementing risk standards; •

monitoring risk performance. •

A detailed set of responsibilities will ensure that the roles of risk owners, process owners, inter-
nal audit, risk manager, specialist risk management functions, members of staff, contractors 
and outsourced operations as well as all others are clearly defi ned and understood.

Information on ownership of each priority signifi cant risk should be included in the risk reg-
ister. It is important that the activities of the risk manager, risk management committee, audit 
committee, internal auditors and others do not reduce local ownership of signifi cant risks. 
Managers must see ownership of risks as integral to the management of core processes and 
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business activities, not as a separate issue that is the responsibility of specialist professional risk 
management and/or internal audit practitioners.

Risk management and internal audit

There needs to be a close working relationship between risk management and internal audit. 
The responsibilities allocated to each of these functions will vary according to the nature, type 
and size of the organization. This is an important working relationship, because successful 
management of risk depends on four important risk-based outputs, which can be summarized 
as CADE3:

Compliance with appropriate standards, laws and regulations; •

Assurance for the management team and other stakeholders; •

Decisions regarding strategy based on the best information available; •

Effi cient processes, Effective processes and Effi cacious strategy. •

It is clear that if these outputs are to be successfully delivered, all stakeholders need to work 
together, and that includes co-operation between risk management and internal audit. The range 
of activities that are related to risk management and internal audit are explored in a later Part of 
this book. In particular, the important contribution made by internal audit and a range of activ-
ities that the internal audit department undertake is considered in more detail in Part 6.

Range of responsibilities

Table 9.1 sets out examples of the range of risk management responsibilities of line manage-
ment, the main functional departments and individual employees involved in risk manage-
ment. The risk management professionals involved will include the following individuals (at 
least), depending on the size of the organization:

insurance risk manager; •

corporate treasurer; •

fi nance director; •

internal auditor; •

compliance manager; •

health, safety and environment manager; •

business continuity manager. •
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Table 9.1 Risk management responsibilities

1.  Main risk management responsibilities for the CEO: 

Determine strategic approach to risk •
Establish the structure for risk management  •
Understand the most signifi cant risks  •
Consider the risk implications of poor decisions •
Manage the organization in a crisis •

2.  Main RM responsibilities for the location manager: 

Build risk-aware culture within the location  •
Agree risk management performance targets for the location •
Evaluate reports from employees on risk management matters •
Ensure implementation of risk improvement recommendations •
Identify and report changed circumstances/risks •

3.  Main RM responsibilities for individual employees: 

Understand, accept and implement RM processes •
Report ineffi cient, unnecessary or unworkable controls •
Report loss events and near-miss incidents •
Co-operate with management on incident investigations •
Ensure that visitors and contractors comply with procedures •

4.  Main risk management responsibilities for the risk manager:

Develop the risk management policy and keep it up to date  •
Facilitate a risk-aware culture within the organization •
Establish internal risk policies and structures •
Co-ordinate the risk management activities •
Compile risk information and prepare reports for the board •

5.  Main RM responsibilities for specialist risk management functions: 

Assist the company in establishing specialist risk policies •
Develop specialist contingency and recovery plans  •
Keep up to date with developments in the specialist area  •
Support investigations of incidents and near misses  •
Prepare detailed reports on specialist risks  •

6.  Main risk management responsibilities for internal audit manager:

Develop a risk-based internal audit programme •
Audit the risk processes across the organization  •
Provide assurance on the management of risk  •
Support and help develop the risk management processes  •
Report on the effi ciency and effectiveness of internal controls  •
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Externally, insurance brokers, insurance companies, accountancy fi rms and external auditors 
also have a contribution to make to the improved management of risk in their client organiza-
tions. It is important that risk management professionals work together. However, it is also 
important that the benefi ts of risk management are embedded into the core processes of the 
organization.

There is a need to ensure that management of risks receives a suffi ciently high profi le. It will 
normally be a board member who sponsors risk management awareness at the board and 
presents risk management reports to it. Typically, the risk manager will report to that board 
member, in the role of guardian of the risk architecture, strategy and protocols (GRASP).

One of the most important responsibilities to be allocated is that of ‘risk owner’. ISO Guide 73 
defi nes risk owner as ‘person with authority and accountability to make the decision to treat, 
or not to treat a risk’. The guide also states that anyone who has accountability for an objective 
also has accountability for the risks associated with the objective and the implementation of 
the controls to manage those risks.

Statutory responsibilities of management

There has been a developing trend in many countries towards ensuring greater clarity in regard 
to the obligations of company directors. The general duties of directors have developed in the 
common law over many years in most countries. The Companies Act 2006 in the UK has con-
solidated the common law duties of directors and codifi ed the general duties, as follows:

act in accordance with allocated responsibilities; •

act in accordance with the constitution of the company; •

promote the success of the company; •

exercise independent judgement; •

exercise reasonable care, skill and diligence; •

avoid/declare confl icts of interest; •

not accept benefi ts from third parties. •

The responsibilities of directors are important in relation to risk management and adequate 
management of risk will assist in the successful fulfi lment of these obligations. Risk manage-
ment is particularly important in promoting the success of the organization and exercising 
reasonable care, skill and diligence. Directors of organizations need a good understanding of 
risk management so that they will be in a better position to fulfi l their statutory and other 
duties.
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Usually, board directors will be either executive directors or non-executive directors of the 
organization. In certain organizations, such as charities and most government departments, 
executive directors will meet separately as an ‘executive committee’ and the non-executive 
directors will form a ‘board of governors’. Typically, executive directors will be full-time 
employees of the organization with a specifi c area of responsibility.

Non-executive directors have an important role to play in risk management within the organ-
ization. However, this role will normally be restricted to audit, assurance and compliance 
activities. It may be inappropriate for non-executive directors to become involved in the man-
agement of the individual risks, because of the confl ict with non-executive audit responsibili-
ties and because executive directors are in a better position to understand and deal with the 
risks that the organization faces.

The box below provides an example of the role and expectations of non-executive directors. 
In general, non-executive directors should not become directly involved in the day-to-day 
management of the organization. In most cases, their role is to assist with the formation of 
strategy and the monitoring of performance. Implementation of strategy is the responsibility 
of executive directors.

Role of non-executive directors

The role of the non-executive director has the following specifi c key elements:

Strategy – constructively challenge and help develop proposals on strategy. •

Performance – scrutinize the performance of management. •

Risk – challenge the integrity of the fi nancial information. •

Controls – seek assurance that fi nancial controls and systems of risk  •
management are robust and defensible.

People – determine the appropriate level of remuneration for the executive  •
directors and have a prime role in succession planning.

Confi dence – seek to establish and maintain confi dence in the conduct of the  •
company.

Independence – be independent in judgement and promote openness and trust. •

Knowledge – be well informed about the company and the external  •
environment in which it operates, with a strong command of relevant issues.
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Role of the risk manager

The typical historical role of the insurance risk manager is set out in Table 9.2. Historically, the 
risk manager has been involved in assessing overall risk policy with endorsement from the 
board. Decisions on insurance risk management issues and the provision of statistical analysis 
of insurance losses have been part of these historical responsibilities.

The insurance risk manager needs to evaluate the current status of risk management and refl ect 
on the current state of the insurance market. Increases in insurance rates and a more sophisti-
cated approach to risk fi nancing have affected the amount of insurance purchased by large 
organizations. In many cases, there has been less insurance purchased and this has led to a 
reduced premium spend and a lower budget for the insurance risk management department.

There is no single established reporting position in the structure of an organization for the risk 
manager. At present, risk managers may report to human resources, the fi nance director or 
the company secretary. Sometimes, the risk manager is a report to the corporate treasurer and, 
occasionally, the chief executive offi cer (CEO).

There is still a need for a risk management facilitator and co-ordinator in most large organiza-
tions. This will enable the organization to apply risk management tools and techniques to a 
wider range of issues. Risks have historically been divided into insurable (pure) and non-
insurable (speculative) risks. From a business success perspective, these are artifi cial divisions 
between types of risks.

Table 9.2 Historical role of the insurance risk manager

1. To establish the risk management strategy for protecting company property and 
people.

2. To co-ordinate the company insurance programme through the captive insurance 
company.

3. To work with the manager of the captive to maximize the contribution made by the 
captive insurance company.

4. To maintain key insurer relationships, monitor service providers and ensure 
cost-effective placement of insurance contracts.

5. To measure and monitor cost of risk performance of the group and individual 
group companies.

6. To ensure safe keeping and adequate retention of all insurance contracts and 
agreements.

7. To supervise the co-ordination of service provider activities and place the group and 
global insurances.

8. To co-ordinate the property survey programme, risk management procedures and 
incentive schemes.
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The risk manager should be responsible for the corporate learning that has to take place so 
that the organization can understand the benefi ts of risk management. As guardian of the risk 
architecture, strategy and protocols (GRASP), the risk manager will be responsible for devel-
oping the strategy, systems and procedures by which the required risk management outcomes 
for the organization are achieved.

Historically, the insurance risk manager has probably not been involved in the strategic man-
agement and development of the organization. The broader role now required of a risk 
manager should lead to a greater involvement in project management and strategy formula-
tion and delivery. The risk manager who enjoys a broad range of responsibilities will have a 
very challenging role within the organization. It will be a role that enables the risk manager to 
obtain a better level of understanding and involvement than most other roles or functions 
achieve.

Chief risk offi cer (CRO)

Perhaps, the title ‘Risk Manager’ has too many historical connections for it to be used as an 
appropriate description of what is now required. There is a need to fi nd a new title and re-
defi ne the role of risk management at the same time.

Many organizations in the fi nance and energy sectors have identifi ed the benefi ts of bringing 
the management of credit, market and operational risks together. It has been the case for some 
time in the fi nance sector that risk management has been separate from the purchase of insur-
ance. The development of the role of chief risk offi cer (CRO) reporting directly to the CEO 
refl ects this fact.

Given that one of the key principles of risk management is that the approach to risk should be 
proportionate to the level of risk faced by the organization, it is unlikely that the majority of 
organizations will need to appoint someone of the seniority of a CRO. Nevertheless, organiza-
tions should, when reviewing their risk management architecture, decide the appropriate 
range of responsibilities and level of seniority of the risk manager.

The introduction of the job title Chief Risk Offi cer (CRO) is not universal, but it is becoming 
common in the specialist fi nance and energy sectors. Guardian of the risk architecture, strat-
egy and protocols (GRASP) is a superior description of the role that must be fulfi lled.

The box below provides an overview of the developing role of the chief risk offi cer. For organ-
izations where it is proportionate for a CRO to be appointed, the contribution that can be 
made by that individual will be substantial.
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Chief risk offi cer

As champion of the ERM process, the CRO plays a key part in bringing together 
disparate risk management processes to ensure that limited company resources are 
applied effectively. The COSO ERM Framework defi nes the role of the CRO as 
working with other managers to establish effective risk management, monitoring 
progress, and assisting other managers in reporting relevant risk information up, down 
and across the organization.

Internal auditors should work with the CRO as part of their risk management duties. 
In this role, internal auditors are responsible for evaluating the accuracy of ERM 
reporting and providing independent and value-added recommendations to 
management about its ERM approach. The IIA International Standards specify that the 
scope of internal auditing should include evaluating the reliability of reporting 
effectiveness, effi ciency of operations and compliance with laws and regulations.
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Risk architecture and structure

Risk architecture

Table 8.1 (page 80) shows the risk architecture for a typical large corporate entity that is subject 
to the requirements of the Sarbanes–Oxley Act. This risk architecture should be set out in the 
risk management policy for the organization. Terms of reference of the various committees 
and a schedule of the activities should also be established, either in the risk management policy 
or in a calendar of risk management activities. This schedule of activities should be aligned 
with the other corporate activities in the organization.

For a large organization with non-executive directors, the audit committee should also be 
shown in the risk management architecture. The role of the audit committee and the role of 
the head of internal audit are important in fulfi lling the risk management strategy of the 
organization.

For organizations subject to the requirements of the Sarbanes–Oxley Act, there will also be a 
requirement to ensure that all information disclosed by the company is accurate. In many 
large organizations, this requirement has resulted in the establishment of a disclosures com-
mittee. The role of the disclosures committee is to check the source and correctness of all 
information that is disclosed by the organization. Sarbanes-Oxley requires that fi nancial infor-
mation is evaluated to a higher level of scrutiny.

The risk architecture of an organization sets out the hierarchy of committees and responsi-
bilities related to risk management and internal control. In the structure shown in Figure 10.1, 
the corporate risk management committee focuses on executive risk management activities.

Risk management responsibilities for activities at divisional or unit level should be allocated to 
divisional management. Divisional management is responsible for co-ordinating the identifi -
cation of signifi cant risks at divisional level, compiling the risk register for the division and 
ensuring that adequate controls are identifi ed and implemented.
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The board

• Overall responsibility 
for risk management

Executive committee

• Ensure risk management is 
embedded into all processes

• Review group risk profile

Group
risk management (RM) committee

• Formulation of strategy and policy
• Compile group risk register
• Receive reports from divisions
• Track RM activity in the divisions

Disclosures committee

• Review and evaluate disclosure 
controls and procedures

• Consider materiality of information 
disclosed to external parties

Audit committee

• Receive routine reports from Group RM 
Committee

• Set audit programme
• Monitor progress with audit recommendations

Divisional management

• Prepare and keep up to date the divisional risk register
• Set risk priorities for division
• Monitor projects and risk improvements
• Prepare reports and group RM committee
• Manage self-certification activities

Inform and monitor 
actions

Reports for evaluation

Figure 10.1 RM architecture for a large corporation

Divisional management should be provided with guidance from the group risk management 
committee. If there is a divisional committee, it should be required to send reports to the 
group risk management committee, so that the corporate or group overview of risk manage-
ment priorities can be established.

For a public sector or charity organization, the risk architecture will be somewhat different. 
Figure 10.2 sets out a typical risk architecture for a charity. In this case, risk management activ-
ities are focused on the governance and risk committee. The fl ow of information and the 
control of risk management activities are illustrated by the arrows in Figure 10.2.
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Trustee board

• Overall responsibility 
for risk management

Executive committee

Fund-raising committee

Governance and risk committee

• Provide assurance to the board that risks to achieving excellence in governance are 
being effectively understood, managed and mitigated 

• Identify significant risks that the board needs to consider in detail
• Identify that the risk management strategy and policy is implemented consistently 

across the charity 
• Monitor and ensure the effectiveness of risk management governance systems
• Ensure that the risk register is fit for purpose and meets requirements sufficient for the 

board to discharge statutory functions

Audit committee

• Establish internal audit plan
• Receive reports from committees
• Review annual report to Charity 

Commission

Finance committee

Events committee

Inform and monitor actions
Reports on RM activities

Figure 10.2 RM architecture for a charity

Corporate structure

There are many ways for risk management reporting lines to be established. The reporting 
structure should be proportionate to the level of risk and the complexity of the organization. 
For high-risk organizations, such as those in the fi nance sector, the risk committee is likely to 
be a direct sub-committee of the board. In these circumstances, it is likely that the risk com-
mittee will be chaired by the group fi nance director and it will have other senior representa-
tion from the board.

In general, the risk management committee should be an executive committee made up 
entirely of executive directors with no non-executive director membership. This is because the 
management of risk is an executive function and non-executive directors are primarily respon-
sible for audit and risk assurance. Typically, the risk management committee will send reports 
to the audit committee, and that will be the opportunity for non-executive directors to evalu-
ate risk performance and obtain risk assurance.
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For organizations that are not operating in such a high-risk environment, it may not be neces-
sary for the risk committee to be a direct report to the main board. In these circumstances, the 
risk committee may be a sub-committee of the executive committee or the operations com-
mittee. In all cases, the corporate structure for the management of risk should be proportion-
ate to the level of risk within the organization and the size, complexity, nature and risk exposure 
of the organization.

However, there are no specifi ed correct structures for the risk architecture of an organization. 
Provided that the risk committee delivers the required outputs, the membership and terms of 
reference will be for the organization to decide. Nevertheless, the general point remains that 
management of risk is an executive function, whereas audit activities should be led by non-
executive directors.

Risk committees

Table 10.1 sets out typical responsibilities for a risk management committee (RMC). Most 
large organizations will already have an audit committee, chaired by a senior non-executive 
director. An option considered by many organizations is to extend the role of the audit com-
mittee to include all aspects of risk management or to establish a separate risk management 
group chaired by an executive director.

There is a strong justifi cation for the RMC to be an executive group, rather than part of any 
existing non-executive audit committee. This is necessary because risks need to be managed in 
a proactive manner as an executive responsibility. The existing audit committee is likely to 
treat the management of risk as a non-executive (reactive) auditing of compliance. Separation 
of executive responsibility for the management of risk from non-executive responsibility for 
auditing and review of compliance will also be consistent with good corporate governance 
principles.

Some organizations have established the RMC as a sub-committee of the audit committee. If 
this is the case, actions need to be taken to ensure that risk is managed as an executive respon-
sibility, rather than audited as a compliance/assurance issue. In fact, establishing RMC as a 
sub-committee of the audit committee could impair the work of RMC because of increased 
bureaucracy and an unhelpful emphasis on auditing and compliance, rather than proactive 
management of risks.

Membership of the RMC is another question that needs to be addressed. The fundamental 
decision to be taken in large organizations is whether the risk management committee should 
be a small senior executive group setting strategy and policy or whether it should be a knowl-
edge-sharing group with representation from each of the units or departments within the 
organization. The answer will depend on the structure of the organization and the intended 
role of the committee.
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Table 10.1 Responsibilities of the RM committee

To advise the board on risk management and to foster a culture that emphasizes and 
demonstrates the benefi ts of a risk-based approach to risk management 

To make appropriate recommendations to the board on all signifi cant matters relating 
to the risk strategy and policies of the company 

To monitor the performance of the risk management systems and review reports 
prepared by relevant parties 

To keep under review the effectiveness of the risk management infrastructure of the 
company, including: 

assessment of risk management procedures in accordance with changes in the  •
operating environment 

consideration of risk audit reports on the key business areas to assess the level of  •
business risk exposure 

consideration of any major fi ndings of any risk management reviews and the  •
response of management 

assessment of the risks of new ventures and other strategic, project and  •
operational initiatives 

To review the risk exposure of the company in relation to the risk appetite of the board 
and the risk capacity of the company 

To consider the development of risk management and make appropriate 
recommendations to the board 

To consider whether disclosure of information regarding risk management policies 
and key risk exposures is in accordance with fi nancial reporting standards 

The overall aim is to achieve a prioritized, validated and audited improvement in risk manage-
ment standards in the organization. The RMC and the audit committee should, therefore, 
operate in a way that provides mutual support. However, combining the two committees into 
a single group, or placing one committee as superior to the other will not be the best way 
forward for most organizations.
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Risk communications

Accurate communication on risk issues is vitally important. Internal communication within 
the organization will be undertaken through the risk architecture. This is the formal risk com-
munication structure related to risk control activities and the collecting of information for 
external risk reporting purposes. For example, a road haulage company may wish to bring 
focus to the effi cient operation of the organization and ensure that risk management receives 
appropriate attention.

In these circumstances, the company might decide to introduce a number of measurable loss-
control programmes. The board of the company has requested a report at every board meeting 
on the number of road accidents, frequency of vehicle breakdowns, level of fuel consumption 
and reported incidents during deliveries. These reports will enable the board to benchmark 
the performance of the company, in comparison both with competitors and also with histori-
cal data for the company itself. In this case, the board is monitoring performance, whereas the 
management of the improved risk performance remains an executive responsibility to be 
delivered by line management.

Within some organizations, risk communication may also be more informal. Communication 
will take place during risk assessment workshops and at risk training courses. Communication 
arrangements are part of the risk culture and this is considered in more detail in a later Part of 
this book. External risk communications should be considered as having two components. 
Communication will need to take place with external stakeholders, including the media, the 
general public and pressure groups.

For example, if a road haulage company wishes to extend the vehicle storage depot, there will 
be a need to communicate with stakeholders, as well as local authority planning departments. 
The company will need to prepare arguments that provide an evaluation of any risks to the 
community that may increase when the depot is extended. The public perception of what is 
proposed and the impact on the vicinity may not be fully accurate. Accordingly, the company 
will need to prepare honest, open and detailed arguments that assure all interested parties that 
adequate risk control arrangements are in place.

The box below provides an example of risk communication in relation to nuclear and chemi-
cal industries in the United States. The lesson here is that the public perception of risk may not 
be aligned with the scientifi c evidence. The information presented by an organization needs to 
do more than present intellectual information. The communication should also address emo-
tional concerns.
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Risk communication

The formal development of risk communication as a subject began in the late 1970s 
with efforts by the nuclear and chemical industries in the United States to counteract 
widespread public concern about those technologies. It was believed that clear, 
understandable information was all that was needed to make people see that the risks 
were lower than many feared.

For decades this approach has failed, and most risk communication experts say it is 
inadequate. Perceptions of risk, and the behaviours that result, are a matter not only of 
the facts but also of our feelings, instincts and personal life circumstances. 
Communication that offers the facts but fails to account for the affective side of our 
risk perceptions is simply incomplete.

Risk communication is also commonly thought of as what to say under crisis 
circumstances, but this is inadequate. While it is certainly true that communication in 
times of crises is important in managing the public response, countless examples have 
taught that a great deal of the effectiveness of risk communication during a crisis is 
based on what was done beforehand.

Risk maturity

Table 10.2 sets out a system for determining the level of risk maturity within an organization 
with regard to risk management processes. This table sets out four levels of risk maturity, 
described as naive, novice, normalized and natural (4Ns). The characteristics of each of these 
levels are described in the table. Clearly, it is better for an organization to seek a higher level of 
risk maturity. However, the approach to achieving risk maturity in the organization should be 
proportionate to the level of risk that the organization faces.

The level of risk maturity within an organization will help defi ne the level of sophistication 
that the organization has in its risk management activities. Figure 4.2 (page 44) discusses the 
level of sophistication of the contribution that risk management can make to company activi-
ties. The greater the level of risk management sophistication achieved by an organization, the 
greater the benefi ts. Achieving an improved level of maturity in relation to risk management 
processes does not necessarily guarantee that a greater level of sophistication will be achieved, 
or that a higher level of benefi ts will be obtained.

Nevertheless, achieving an improved level of risk maturity may be one of the strategic aims for 
risk management within the organization. If that is the case, an established framework for 
measuring risk maturity is required. It is important that the organization uses a risk maturity
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Table 10.2 Four levels of risk maturity 

Level 1 – Naive

Level 1 organizations are unaware of the need for the management of risk or do not 
recognize the value of structured approaches to dealing with uncertainty. Management 
processes are repetitive or reactive, with insuffi cient attempt to learn from the past or to 
prepare for future threats or uncertainties.

Level 2 – Novice

Level 2 organizations are aware of the potential benefi ts of managing risk, but have not 
implemented risk processes effectively and are not gaining the full benefi ts. The 
organization is either experimenting with the application of risk management or is 
operating a risk management process that has fundamental weaknesses.

Level 3 – Normalized

Level 3 organizations have built the management of risk into routine business processes 
and implement risk management throughout the organization. Generic risk management 
processes are formalized and the benefi ts are understood at all levels of the organization, 
although they may not be consistently achieved.

Level 4 – Natural

Level 4 organizations have a risk-aware culture with a proactive approach to risk 
management in all activities. As a result, the consideration of risk is inherent to routine 
processes. Risk information is actively used and communicated to improve processes and 
gain competitive advantage.

model that aligns with its own ambitions in relation to risk management maturity and pro-
vides a practical approach that can be embedded within the organization.

Several types of risk maturity approaches are in existence, including the Criteria of Control 
(CoCo) framework. The approach adopted by the Criteria of Control (CoCo) framework 
focuses very heavily on the importance of risk maturity. The approach of this internal control 
framework is that if the risk culture and the risk architecture, strategy and protocols are correct 
then good levels of risk management and internal control will be achieved. Another risk matu-
rity model that is frequently used is the European Foundation for Quality Management 
(EFQM) model.
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Alignment of activities

Risk management activities and the risk architecture, strategy and protocols should be aligned 
with the business processes within the organization. Risk information fl ows around the risk 
management framework and (if successful) this will produce various outputs. These outputs 
have already been described as compliance, assurance, decisions and effi ciency/effectiveness/
effi cacy (CADE3).

Most risk management standards make reference to the upside of risk or discuss the manage-
ment of opportunity risks. Project risk management, or the management of control risks, has 
become a separate discipline within risk management, and project risk management has 
become well developed, with separate guidance material.

When considering the contribution that risk management can make to the organization, it is 
important to decide whether the contribution will relate to strategy, projects and/or opera-
tions. This decision will enable the risk management activities within the organization to be 
aligned with the other business operations, processes and imperatives.

It is important that risk management activities are aligned with other operations, so that the 
risk management procedures can be fully embedded into the existing management procedures 
and activities within the organization. This will also ensure that risk management activities are 
undertaken in an effi cient and embedded manner and are not seen as a separate activity 
detached from management of the organization.
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Styles of risk management

We have already seen that there are three (complementary) styles of risk management, related 
to the nature of the risk under consideration. Hazard management, control management and 
opportunity management defi ne and describe the approach and, to some extent, the level of 
sophistication that is applied to risk management by an organization at a point in time.

Hazard risks will always have a negative outcome associated with the risk. The maximum 
exposure to the risk that is acceptable to the organization is the hazard tolerance. Control risks 
will have a cost associated with controlling the risks, and this cost can be described as the 
control acceptance. Opportunity risks have a range of possible outcomes from highly positive 
to highly negative. The intended and planned outcome is, of course, positive. The organiza-
tion will be willing to put resources at risk in pursuit of opportunity risks, and this is the 
opportunity investment.

The type of risk under consideration helps determine the style of risk management that will be 
applied. However, some risks may need to be managed using all three styles of risk manage-
ment, at different stages in the lifecycle of the risk. In summary, the three styles of risk man-
agement can be viewed as follows:

hazard management, or the ‘total cost of risk’ approach of the insurance world  •
(1980s);

control management is based on internal control approach of internal auditors  •
(1990s);

opportunity management is the interface between risk management and strategic plan- •
ning (2000s).

The hazard tolerance, control acceptance and opportunity investment are the values that the 
organization is willing to put at risk. These three components added together are the risk 
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appetite of the organization and represent the total acceptable risk exposure of the organiza-
tion. The total risk exposure is the sum of the risk exposures for the individual risks and this 
actual risk exposure may differ from the risk appetite of the board and/or the risk capacity of 
the organization.

The insurance risk manager will normally manage motor vehicle risks as a loss minimization 
or ‘total cost of risk’ issue. The avoidance of internal fraud will normally be managed as an 
internal control issue and will be monitored and reviewed by the internal audit department. 
Risks associated with a merger or acquisition should be managed as an opportunity issue by 
the CEO or nominated senior executive.

Defi ning risk culture

The culture of an organization is diffi cult to defi ne. However, it is generally accepted that it is 
a refl ection of the overall attitude of every component of management within a company. The 
culture of an organization determines how individuals will behave in particular circumstances. 
It will defi ne how an individual feels obliged to behave in all circumstances.

A good risk culture will be the product of individual and group values and of attitudes and 
patterns of behaviour. This will lead to a commitment to the risk management objectives of 
the organization. Organizations with a risk-aware culture are characterized by communica-
tion founded on mutual trust and a shared perception of the importance of risk management. 
There also needs to be a sharing of confi dence in the selected control measures and a commit-
ment to adhering to the established risk control procedures.

Table 11.1 sets out the suggested components of a risk-aware culture. These components are 
suggested by recent UK Health and Safety Executive (HSE) research as leadership, involve-
ment, learning, accountability and communication. This makes the acronym LILAC. Creating 
a culture where effective risk management is an integral part of the way people work is a long-
term aim for most organizations.

If an organization decides to raise awareness of security issues, it may decide to launch a cam-
paign to focus on the risks and the relevant controls. The campaign should use more than one 
means of communication if it is to be successful. The awareness campaign could include all of 
the LILAC components and may extend to:

risk awareness training; •

awareness poster campaigns; •

site inspections; •

arrangements for reporting defects; •

leafl ets and brochures; •
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Table 11.1 Risk-aware culture

A risk-aware culture is achieved by LILAC:

Leadership Strong leadership within the organization in relation to strategy, 
projects and operations

Involvement Involvement of all stakeholders in all stages of the risk management 
process

Learning Emphasis on training in risk management procedures and learning 
from events

Accountability Absence of an automatic blame culture, but appropriate 
accountability for actions

Communication Communication and openness on all risk management issues and 
the lessons learnt

risk-reporting helpline; •

liaison with the local police; •

allocation of responsibilities. •

Components of a risk-aware culture

A risk management initiative cannot be successful unless the culture of the organization is 
receptive to the initiative. In order to be receptive, a risk-aware culture is required in the 
organization. A high level of maturity in relation to leadership will require senior management 
to actively promote a risk-aware culture. This will include setting risk management perform-
ance targets and ensuring that the commitment of senior management to the risk-aware 
culture is clear. This will require verbal and written communications.

Involvement and participation of senior management is a necessary component of achieving 
a risk-aware culture. Involvement can be achieved by adequate training, so that ownership of 
risks is fully understood. Specialist risk functions should play an advisory or consultancy role. 
There should be feedback mechanisms in place to inform staff about any decisions that are 
likely to affect them.

The existence of a learning culture is vital to the success of a risk-aware culture. A learning 
culture enables organizations to learn, and to identify and change inappropriate risk behav-
iour. In-depth analysis of incidents and good communication of feedback enables a learning 
culture to develop. Workshops on risk issues are another key component of a learning 
culture.
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Accountability is vitally important if the risk-aware culture is to be successful. However, it is not 
the same as a blame culture. The organization should ensure that it moves from a blame culture 
to a just culture based on accountability. When investigating incidents, management should 
demonstrate care and concern towards employees. Employees should feel that they are able to 
report issues and concerns without fear that they will be blamed or disciplined personally.

A risk-aware culture requires good communication of risk information from senior manage-
ment. Good communication also requires that reports from all employees, as well as reports 
from outside the organization, are welcome and well received. Information on risk perform-
ance should be included in the communication processes.

Measuring risk culture

It can be diffi cult for an organization to measure risk culture. However, the risk culture of the 
organization is so important that measurements need to be taken. Audit committees will often 
ask how seriously a department or location takes risk management. In general, it will be easy 
to answer this question on a qualitative basis. However, quantitative measurements are 
required, so that areas of weakness can be identifi ed and improvement actions planned.

The Canadian Criteria of Control (CoCo) framework represents a means for measuring the 
risk culture of the organization. Another measure of the risk culture is that the audit commit-
tee seeks to evaluate the level of risk assurance that is available from the particular unit or divi-
sion under consideration.

Another means of measuring risk culture is to look at the level of risk maturity within the 
organization. Table 10.2 (page 102) describes the levels of risk maturity that can be achieved. 
Quantitative measures that indicate the level of risk maturity can be taken and areas for 
improvement can then be identifi ed. The box below provides an example of risk awareness 
and the embedding of risk management into the culture of an organization.

Risk awareness

The embedding of risk management into the organization has been undertaken by 
following three routes: a risk awareness campaign; the implementation of new risk 
identifi cation processes at directorate level, and the ongoing development of existing 
risk processes at a strategic level.

The primary aim of the awareness campaign was to make staff realize their 
responsibilities towards risk, whilst at directorate level the introduction of risk registers 
has been collaborative and inclusive. Strategically, further development of the 
corporate risk register aims to bring tighter control of risk and provides comprehensive 
evidence and assurance to the board that risks are managed.
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Risk culture and risk strategy

The quality of a risk management policy and details of the requirements and procedures 
contained in the risk guidelines will give an indication of the risk culture of the organiza-
tion. For many organizations, improvement in the risk culture is a valid strategic risk objec-
tive. This will be especially true when areas of weakness in the level of risk awareness have 
been identifi ed.

When undertaking actions to improve the risk culture within an organization, it is important 
to acknowledge that improving the risk management processes must lead to improvements in 
risk management outputs. This, in turn, should have a positive impact that delivers greater 
benefi ts from risk management.

There is little point in improving the risk management processes as a means of improving the 
risk culture of the organization if the overall effectiveness of the risk management effort is not 
enhanced. There is a danger that enhancing and improving the risk management process in an 
organization is automatically assumed to have improved the risk culture.

It is possible for the risk management process to be enhanced without the risk culture of the 
organization being improved. Improvements to the risk management process may not deliver 
any additional benefi ts, whereas improvements to the risk culture should be expected to 
provide an enhanced level of risk assurance.

Establishing the context

ISO 31000 places considerable importance on context and this is illustrated in Figure 6.5 (page 
61). Information is provided in the standard on the importance of the external context, inter-
nal context and risk management context for the organization. Context is closely related to 
risk management culture and the benefi ts that will be derived from enhanced risk manage-
ment within the organization.

The Canadian Criteria of Control (CoCo) framework of internal control concentrates on the 
control environment in an organization. Additionally, the COSO ERM framework (2004) 
refers to the internal environment of the organization, rather than the control environment 
that was described in the COSO Internal Control framework (1995). The control environment 
and the internal environment are measures of the risk culture and the level of risk awareness 
within the organization.

An overall improvement in risk performance will be achieved through improvements in the 
internal context, risk management context, control environment or internal environment. The 
level of risk maturity, the achievement of a risk-aware culture and the fulfi lment of the LILAC 
criteria set out in Table 11.1 are all means of improving the control or internal environment.
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During the 1990s, a system called the balanced scorecard became a popular management tool. 
This is a management system that enables organizations to clarify their vision and strategy and 
translate them into action. Many large organizations use balanced scorecards as a means of 
establishing context for the various initiatives that are undertaken within the organization. 
The government agency used as the basis for Figure 19.2 (page 180) is an example of an organ-
ization that uses the balanced scorecard.

If an organization uses the balanced scorecard, it is sensible to use the same framework for risk 
management activities. By making risk management processes and procedures compatible 
with existing activities, the risk management requirements are more likely to be accepted and 
fulfi lled. This represents an alignment of risk management activities with existing protocols, in 
order to embed risk management in the organization and create a more risk-aware culture.
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Risk training and risk culture

As set out in Table 11.1 (page 106), the risk culture of the organization can be defi ned by lead-
ership, involvement, learning, accountability and communication (LILAC). The LILAC head-
ings also provide an indication of the components of a successful initiative to embed risk 
management in the organization. The involvement, learning, accountability and communica-
tion components of a risk-aware culture are all highly relevant to risk training and risk com-
munication.

Appropriate risk management documentation will provide managers and staff with informa-
tion on the involvement that is required and the level of accountability that the organization 
expects. A good level of learning and communication can be established by adequate risk 
training and this will enhance the risk-aware culture of the organization.

Consider the example of a publisher facing libel and slander risks. The company should 
prepare risk guidelines, including reference to awareness training for all staff. Comprehensive 
procedures for managing libel and slander risks should refl ect the level of risk exposure. The 
level of attention paid to such risks will depend on each magazine title and the following 
framework may be appropriate:

all journalists to be given basic libel and slander training; •

specifi c review procedures introduced for political titles; •

legal evaluation of every issue of a satirical magazine. •

Training needs to be provided for staff in the revised procedures, and information should be 
included on the company intranet site. Managers and staff need to be encouraged to comment 
on the new procedures, so that they may be improved further as part of the learning culture 
within the company.
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Risk training is a key part of learning and communication and it is essential for manager, staff 
and other stakeholder engagement. It should cover a wide range of topics and achieve a greater 
understanding of all the risk-related issues, as well as providing information on the control 
measures that are in place and the vital role played by staff in the successful implementation of 
these controls.

Risk information and communication

Component 7 of the US COSO ERM framework considers the importance of risk information 
and communication. Risk communication starts with the identifi cation of the stakeholders 
that have an interest in the particular risk under consideration. Once the stakeholders have 
been identifi ed, the nature of the risk information that needs to be communicated must be 
decided. Finally, the purpose of communicating risk information to each group of stakehold-
ers should be analysed.

Stakeholders will already have a perception of risks, so risk communication should be pro-
vided against the background of that existing perception. The guidelines relevant to risk com-
munication set out in Table 12.1 should be followed. These guidelines seek to establish rules 
for communicating risk issues to a broad range of stakeholders.

Table 12.1 Risk communications guidelines 

Know the stakeholders • , by identifying both external and internal stakeholders and 
fi nding out their interests and concerns

Simplify the language  • and presentation, although not the content if complex issues 
need to be communicated

Be objective •  in the information provided and differentiate between opinions and 
facts 

Communicate clearly •  and honestly, taking account of the level of understanding of 
the audience 

Deal with uncertainty  • and discuss situations where not all information is available 
and indicate what can be done to overcome these problems 

Be cautious when putting risks in perspective • , although comparing an unfamiliar 
risk with a familiar one can be helpful 

Develop key messages •  that are clear, concise and to the point, with no more than 
three messages communicated at any one time 

Be prepared •  to answer questions and agree to provide further information if it is 
not currently available
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Clearly, these rules become more important when the communication about risk is with exter-
nal bodies. Nevertheless, they provide a useful set of guidelines for risk communication with 
internal as well as external stakeholders. Internal stakeholders have additional reasons for 
being provided with risk information. There will normally be an expectation by the organiza-
tion that managers and staff will play a role in the future management of the risk, whereas this 
may not always be the case for external stakeholders.

Shared risk vocabulary

Part of communicating successfully on risk matters is the development of a common language 
of risk. Appendix A provides the vocabulary that is used in this book, as well as making reference 
to the defi nitions used in ISO Guide 73, which provides internationally recognized terms related 
to risk management. However, it is sometimes necessary for the organization to develop its own 
risk vocabulary, for aspects that may be particular and unique to it. A common understanding 
of risk based on the use of terminology within the organization is more important than argu-
ments about precisely what a term means to different risk management practitioners.

In fact, as part of aligning risk management effort and embedding risk considerations into routine 
operations, it may be appropriate for the risk manager to use the terminology already in place in an 
organization. Even if the vocabulary of the organization confl icts with strict risk management def-
initions, communication will be more successful if the established vocabulary is used.

In this book, a standard vocabulary has been used in order to assist with the introduction and 
explanation of concepts relevant to risk management. Sometimes, this vocabulary contradicts 
ISO Guide 73, but it has been used to aid communication and understanding. The subject of 
a risk vocabulary and agreeing defi nitions can take a great deal of time and effort, and com-
promise is usually required.

A common language and agreed defi nitions are important so that all parties to a discussion 
have the same understanding of the terminology being used. This is illustrated by the summary 
in the box below.

Language of risk

The fi rst reason an organization needs a risk language is to underpin its risk culture. 
Everyone in the organization has a role in an effective risk management process. Most 
organizations have many layers (eg executives, line managers and employees) and ‘silos’ 
(eg technology, treasury, operations, quality management and compliance). A common 
language is needed to cut through the layers and break down the silos. Conversely, 
without a common language, the risk management team will spend too much time 
resolving communication issues at the expense of their primary responsibilities.
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Risk information on an intranet

Risk information can be made available to stakeholders by a variety of means. Many organiza-
tions produce brief guides and leafl ets for stakeholders to communicate the current risk issues 
and concerns. The appropriate means of communication will vary according to the nature of 
the stakeholder and the nature and complexity of the message to be communicated.

Formal means of risk communication exist where the organization has to report to fi nancial 
stakeholders. When risk communication is required, a range of communication techniques 
can be used. A formal report to the stock exchange or to other fi nancial stakeholders may be 
backed up by an informal video, slide presentation and/or a telephone conference call, as 
appropriate.

There is often an additional means of risk communication available to organizations. Many 
organizations have developed an intranet for use by staff and this can be used to cover risk and 
risk management information. For many large organizations, it is common for the intranet to 
be used to communicate health and safety information and business continuity plans.

Information can be provided on the intranet about the generic risk assessments that have been 
undertaken and the control measures that have been identifi ed. The intranet can also be used 
to communicate urgent risk information, as well as providing updates on risk assessments, 
control measures and the current level of any particular risk.

Risk management information systems (RMIS)

The distribution of risk guidelines may be undertaken by way of a risk management informa-
tion system (RMIS) software package. The RMIS could be placed on the intranet of the organ-
ization. The RMIS will also facilitate the collection and communication of risk information, 
including the reporting of events by local management as they occur. Typically, the RMIS 
could include a wide range of information, as summarized in Table 12.2.

RMIS have been used for some time to record details of insurance claims. In recent times, the 
use of a RMIS has become more sophisticated. It is now possible to record details of the risk 
exposure, risk control and risk action plans using such a software package. For RMIS that are 
used in connection with insurance, details of insurance policies, insurance claims procedures 
and insurance claims history can all be recorded and made available to authorized individuals. 
Such a system can also be used to pool risk exposure information and report accidents or other 
events that may lead to an insurance claim.

As well as information-recording RMIS systems, there are a number of software products that 
support risk management. These include software packages that can undertake various analyti-
cal processes and systems that can undertake risk analysis and dependency modelling reviews.
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Table 12.2 Risk management information system (RMIS) 

The following types of information may be handled, stored, managed, 
distributed and communicated using a risk management information system 
(RMIS):

Risk management policy and protocols  •
Risk profi le data, values and information  •
Emergency contact arrangements and contact details  •
Insurance values and cost of risk data  •
Insurance claims handling and management protocols  •
Historical loss/claims experience/information  •
Insurance policy coverage and other information •
Risk management action plans (risk register)  •
Risk improvement plans and implementation  •
Business continuity plans and responsibilities  •
Disaster recovery plans and responsibilities  •
Corporate governance arrangements and reports  •

It is generally accepted that the application of a RMIS software tool to an enterprise risk man-
agement (ERM) initiative can be very helpful. However, the disadvantage that is often encoun-
tered is that entering a substantial amount of risk data onto a computer database can be very 
time consuming. However, the benefi ts of having the data available for detailed analysis can 
make the effort worthwhile.

Risk information needs to be shared throughout an organization to enhance risk awareness 
and ensure improved risk performance. It is almost always the case that individuals within an 
organization will have the best understanding of the risks, as well as detailed practical knowl-
edge of the actions that should be taken to mitigate risk events. Communication is also impor-
tant to share information about incidents that have occurred, including lessons that were 
learnt and the actions that were taken to ensure that the event is not repeated.

An analysis of the advantages and disadvantages of RMIS are set out in the box below. In 
general, RMIS become more valuable when the risks are complex or the amount of data that 
needs to be recorded is substantial.
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Risk management information system (RMIS)

Without more advanced RMIS technology, risk managers are limited to recording the 
exposure data and loss experience of the company relevant to the ERM initiative, using 
techniques like modelling and Monte Carlo simulations.

It is possible that the cost of developing a robust, ERM-supportive RMIS will exceed 
the benefi ts. The costs are immediate and tangible; the benefi t is diffi cult to estimate or 
demonstrate. Risk managers already struggle with how to explain the value of a loss 
that is prevented or fi nanced. Even if the risk reduction is signifi cant, it is a potential 
future benefi t, not an assured, immediate expense reduction.

Whether the risk assessments from RMIS are likely to lead to enough marginal benefi ts 
to offset the cost of data tracking and analysis depends on the risk profi le of the 
company. Large fi rms stand to gain the most from RMIS, but as the cost of the 
computing tools needed to collect data and perform the sophisticated modelling 
continue to decrease, the benefi ts grow for all organizations.

Ultimately, RMIS may pay for itself by enabling an organization to avoid or effectively 
fi nance that one catastrophic loss that would otherwise slash the fi nancial results of the 
company.

Consistent response to risk

One of the main reasons for communicating risk information and providing risk training is to 
ensure that a consistent response to similar risk events is always achieved. This can only be 
ensured by sharing information and experience. A consistent response is required in relation 
to hazard, control and opportunity risks. When an organization has an intranet, this is an ideal 
way of achieving a consistent response to risk by ensuring that appropriate information is 
readily available.

As well as a consistent response to individual risks, consistent risk protocols also need to be 
defi ned and communicated. Part of ensuring a consistent response to risk is to identify risks in 
advance and confi rm the controls that will be in place for them. This approach is relevant to 
strategic, project and operational risks, and training and communication protocols should be 
introduced to increase the consistency of response to risk across the organization.

It should be a requirement of every organization that a risk assessment is attached to each 
capital expenditure request. This risk assessment should include both the risks that the project 
is seeking to manage and the risks within the project itself. The risks within the project may 
affect the ability to deliver the project on time, within budget and to specifi cation.



116 Risk strategy

Risk assessment attached to strategic analysis is also a vitally important issue and is part of 
ensuring a consistent response to risk. Production of an ‘issues manual’ as a means of com-
municating risk across the organization and ensuring a consistent response to risks may also 
be valuable. The issues manual will identify risks, circumstances and other events where a 
response is required. The provision of adequate information, supervision and training will 
ensure that consistent and appropriate risk management procedures are more likely to be 
followed.



Case study

Tesco – risk management responsibilities

Accepting that risk is an inherent part of doing business, our risk management systems are 
designed both to encourage entrepreneurial spirit and also provide assurance that risk is fully 
understood and managed. The Board has overall responsibility for risk management and 
internal control within the context of achieving the Group’s objectives. Executive manage-
ment is responsible for implementing and maintaining the necessary control systems. The role 
of Internal Audit is to monitor the overall internal control systems and report on their effec-
tiveness to Executive management, as well as to the Audit Committee.

Key to delivering effective risk management is ensuring our people have a good understanding 
of the Group’s strategy and our policies, procedures, values and expected performance. We 
have a structured internal communications programme that provides employees with a clear 
defi nition of the Group’s purpose and goals, accountabilities and the scope of permitted activ-
ities for each business unit, as well as individual line managers and other employees.

We operate a balanced scorecard approach that is known within the Group as our Steering 
Wheel. This unites the Group’s resources around our customers, people, operations, commu-
nity and fi nance. The scorecard operates at every level within the Group, from ground level 
business units, through to country level operations. It enables the business to be operated and 
monitored on a balanced basis with due regard for all stakeholders.

The Group maintains a Key Risk Register. The Register contains the key risks faced by the 
Group including their impact and likelihood as well as the controls and procedures imple-
mented to mitigate these risks. The content of the Register is determined through regular dis-
cussions with senior management and review by the Executive Committee and the full 
Board.

The risk management process is cascaded through the Group with every international CEO 
and local Boards maintaining their own risk registers and assessing their control systems. 
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The same process also applies functionally in those parts of the Group requiring greater 
overview. For example, the Audit Committee’s Terms of Reference require it to oversee the 
Finance Risk Register. We also have a Corporate Responsibility Risk Register which specifi -
cally considers Social, Ethical and Environmental (SEE) risks. Oversight of these risks is the 
responsibility of the Corporate Responsibility Committee.

Annual Report and Financial Statements 2009



Part 3
Risk assessment

Learning outcomes for Part 3

describe the importance of risk assessment as a critically important stage in the risk  •
management process;

outline the range of risk assessment techniques that are available and the advantages/ •
disadvantages of each technique;

describe the importance of risk classifi cation systems and describe the key features of  •
the best-established systems;

provide examples of the use of a risk matrix, including using it to indicate the domi- •
nant risk response in each quadrant;

use a risk matrix to indicate the risk appetite of an organization and whether the organ- •
ization is risk averse or risk aggressive;

describe the main components of loss control as loss prevention, damage limitation  •
and cost containment and provide practical examples;

demonstrate the use of loss-control actions to reduce the impact of an event that has a  •
large magnitude before mitigation;
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outline the alternative approaches to defi ning upside of risk and the practical applica- •
tion of these approaches for strategy, projects and operations;

outline the importance of business continuity planning and disaster recovery planning  •
and provide practical examples;

describe the approach taken during a business impact analysis and how the analysis  •
supports business continuity planning;

describe the key features of a business continuity plan, as set out in established business  •
continuity standards, such as BS 25999.

Part 3 Further reading
British Standard BS 25999–1 (2006) Business continuity management Code of practice, 

www.standardsuk.com.
HM Treasury (2004) Orange Book: Management of risk – principles and concepts, www.hm-treasury.gov.uk.
International Standard IEC/FDIS 31010 (2009) Risk Management – Risk assessment techniques, 

www.iso.org.
Management Consultancies Association (2007) The upside of risk, www.mca.org.uk.
United States Government (2004) Every business should have a plan, www.ready.gov.
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Risk assessment considerations

Importance of risk assessment

Risk recognition and risk rating together form the risk assessment component of the risk man-
agement process. Risk assessment involves the recognition of risks and the rating of them to 
determine the signifi cant risks facing the organization, project or strategy. It is defi ned in 
British Standard BS 31100 as the overall process of risk identifi cation, risk analysis and risk 
evaluation. Because the risk management input into strategy focuses on improved decision 
making, risk assessment is the main risk management input into strategy formulation.

Risks may be attached to corporate objectives, stakeholder expectations, core processes and 
key dependencies. Whichever of these features is selected as the starting point, risk assessment 
can be undertaken. The purpose of risk assessment is to identify the signifi cant risks that could 
impact the selected feature.

Although risk assessment is vitally important, it is only useful if the conclusions of the assess-
ment are used to inform decisions and/or to identify the appropriate risk responses for the 
type of risk under consideration. It should be considered as the starting point of the risk man-
agement process and it is certainly not an end in itself.

An important feature of undertaking a risk assessment is to decide whether the identifi ed risk 
is going to be evaluated at the inherent level or at the current (or residual) level. Assessment of 
inherent risk is undertaken without taking account of the controls that are currently in place. 
This is the approach recommended by internal auditors, and ISO 31000 states that risk assess-
ment should be undertaken at inherent and at residual level.

The benefi t of undertaking assessment of inherent risk is that the difference between the 
current level and the inherent level can be identifi ed. This will give an indication of the impor-
tance of the existing control measures and information is used by internal auditors to help 
identify critical controls and set audit priorities. Although this may be a useful approach, there 
can be considerable diffi culties in identifying the value of the inherent level of risk.

121



122 Risk assessment

Health and safety practitioners, for example, prefer to undertake risk assessment with the 
current controls in place. This can be a simpler process, although it relies on the assumption 
that the current controls will always work to the assumed effectiveness. For example, if an 
assessment of an x-ray machine is being undertaken, the safety person will assume that the 
enclosure or cabinet is in good order and the risk should be assessed on that basis. The internal 
auditor will more easily recognize that the enclosure or cabinet is a vitally important control 
factor that has to be subject to a routine inspection.

Approaches to risk assessment

There are several approaches that can be taken when planning how to undertake risk assess-
ment. One of the key decisions will be who to involve in the risk assessment exercise. Some-
times risk assessments are undertaken by the board of directors as a top-down exercise. Risk 
assessments can also be undertaken by involving individual members of staff and local depart-
mental management. This bottom-up approach is also valuable.

The opinion of the chief executive offi cer (CEO) is critically important, especially as it helps to 
defi ne the overall attitude of the organization to risk. There is no doubt that the CEO will be 
able to provide a well-structured view of the signifi cant risks faced by the organization. The 
disadvantage in relying on the opinion of the CEO is that the focus is likely to be on external 
risks. Although CEOs will be concerned about the fi nancial management and infrastructure 
risks, these internal risks may not be their major concern or area of interest.

In general, the overall approach by the organization to risk assessments will be heavily infl u-
enced by the risk assessment techniques that are selected. Certain techniques require the 
involvement of specifi c individuals and require a particular approach to undertaking risk 
assessments. It is important that the approach that is adopted is consistent with the culture of 
the organization.

For example, if an organization does not normally hold meetings and workshops, then a work-
shop may not be the most appropriate approach to risk assessments. Likewise, if the culture of 
the organization relies heavily on reports and written papers, this may be the best way of con-
ducting the risk assessments.

The use of voting software has become popular in recent times. For organizations such as 
media companies familiar with this technology, this may be a very appropriate way of under-
taking risk assessments. However, for organizations that are not keen on technology, then the 
use of such tools may be seen as gimmicks that detract from the value of the workshop.

The use of the voting software can provide additional information in the risk assessment work-
shop. Not only is it possible to identify the majority position in relation to the likelihood and 
impact of a risk materializing, but it is also possible to identify the spread of opinions. If there 
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is a broad spread of opinions, this needs to be explored, because it could represent a possible 
misunderstanding of the nature of the risk being discussed.

Risk assessment techniques

There are a wide range of risk assessment techniques available and a Final Draft Interna-
tional Standard (FDIS) has recently been published providing detailed information on the 
full range of risk assessments techniques that can be used. Table 13.1 lists the main risk 
assessment techniques that are in common use and also provides a brief description of each 
of these techniques. Probably the most common risk assessment approaches are the use of 
checklists/questionnaires and the use of brainstorming sessions, normally during risk assess-
ment workshops.

Table 13.1 Techniques for risk assessment 

Technique Brief description

Questionnaires and checklists Use of structured questionnaires and checklists to collect 
information that will assist with the recognition of the 
signifi cant risks 

Workshops and brainstorming Collection and sharing of ideas at workshops to discuss 
the events that could impact the objectives, core processes 
or key dependencies 

Inspections and audits Physical inspections of premises and activities and audits 
of compliance with established systems and procedures 

Flowcharts and dependency 
analysis 

Analysis of the processes and operations within the 
organization to identify critical components that are key 
to success 

HAZOP and FMEA 
approaches 

Hazard and operability studies and failure modes effects 
analysis are quantitative technical failure analysis 
techniques 

SWOT and PESTLE analysis Strengths, weaknesses, opportunities, threats (SWOT) 
and political, economic, social, technological, legal, 
environmental (PESTLE) analyses offer structured 
approaches to risk identifi cation 
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Checklists and questionnaires have the advantage that they are usually simple to complete and 
are less time-consuming than other risk assessment techniques. However, this approach suffers 
from the disadvantage that any risk not referenced by appropriate questions may not be rec-
ognized as signifi cant. A simple analysis of the advantages and disadvantages of each of the 
most common risk assessment techniques is set out in Table 13.2.

Table 13.2 Advantages and disadvantages of RA techniques 

Technique Advantages Disadvantages 

Questionnaires and 
checklists 

Consistent structure  •
guarantees consistency

Greater involvement than  •
in a workshop

Rigid approach may  •
result in some risks being 
missed

Questions will be based  •
on historical knowledge

Workshops and 
brainstorming 

Consolidated opinions  •
from all interested parties

Greater interaction  •
produces more ideas

Senior management tends  •
to dominate

Issues will be missed if  •
incorrect people involved

Inspections and audits Physical evidence forms  •
the basis of opinion

Audit approach results in  •
good structure

Inspections are most  •
suitable for hazard risks

Audit approach tends to  •
focus on historical 
experience

Flowcharts and dependency 
analysis 

Useful output that may  •
be used elsewhere

Analysis produces better  •
understanding of 
processes

Diffi cult to use for  •
strategic risks

May be very detailed and  •
time consuming

HAZOP and FMEA 
approaches 

Structured approach so  •
that no risks are omitted

Involvement of a wide  •
range of personnel

Most easily applied to  •
manufacturing operations

Very analytical and  •
time-consuming 
approach

SWOT and PESTLE analysis Well-established  •
techniques with proven 
results

SWOT analysis can be  •
linked to strategic 
decisions

Focused approach that  •
may miss some categories 
of risk

Rigid structure restricts  •
imaginative thinking
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Given that risks can be attached to other aspects of an organization as well as or instead of 
objectives, a convenient and simple way of analysing risks is to identify the key dependen-
cies faced by the organization. Most people within an organization will be able to identify 
the aspects of the business that are fundamentally important to its future success. Identify-
ing the factors that are required for success will give rise to a list of the key dependencies for 
the organization.

Key dependencies can then be further analysed by asking what could impact each of them. If 
a hazard analysis is being undertaken then the question is: ‘What could undermine each of 
these key dependencies?’ If control risks are being identifi ed, then the question can be asked: 
‘What would cause uncertainty about these key dependencies?’ For an opportunity risk analy-
sis, the question would be: ‘What events or circumstances would enhance the status of each of 
the key dependencies?’

For many organizations, quantifi cation of risk exposure is essential and the risk assessment 
technique that is chosen must be capable of delivering the required quantifi cation. Quantifi ca-
tion is particularly important for fi nancial institutions and the style of risk management 
employed in these organizations is frequently referred to as operational risk management 
(ORM).

Risk workshops are probably the most common of the risk assessment techniques. Brain-
storming during workshops enables opinions regarding the signifi cant risks faced by the 
organization to be shared. A common view and understanding of each risk is achieved. 
However, the disadvantage can be that the more senior people in the room may dominate the 
conversation, and contradicting their opinions may be diffi cult and unwelcome.

Risk matrix

When a risk has been recognized as signifi cant, the organization needs to rate that risk, so that 
the priority signifi cant risks can be identifi ed. Techniques for ranking risks are well estab-
lished, but there is also a need to decide what scope exists for further improving control. Con-
sideration of the scope for further cost-effective improvement is an additional consideration 
that assists the clear identifi cation of the priority signifi cant risks.

There are many different styles of risk matrix. The most common form of a risk matrix is one 
that demonstrates the relationship between the likelihood of the risk materializing and the 
impact of the event should the risk materialize. As well as likelihood and impact, other features 
of the risk can be represented on the risk map. For example, the scope for achieving further 
risk improvement is often represented using a risk map. In this case, the risk map will demon-
strate the level of risk, in relation to the additional measures that can be taken to improve the 
management of that risk and thereby set a target level for it.
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A risk is signifi cant if it could have an impact in excess of the benchmark test for signifi cance 
for that type of risk. Identifi cation of potentially signifi cant risks will be undertaken during a 
risk ranking exercise. It is necessary to decide the:

magnitude of the event should the risk materialize; •

size of the impact that the event would have on the organization; •

likelihood of the risk materializing at or above the benchmark; •

scope for further improvement in control. •

This will lead to the clear identifi cation of the priority signifi cant risks. Most organizations will 
fi nd that the total number of risks identifi ed in a workshop is between 100 and 200. After the 
risk rating has been completed, it is typical for the number of priority signifi cant risks faced by 
the organization to be identifi ed as between 10 and 20.

Risk perception

When undertaking risk assessment exercises, it is often the case that different attendees at the 
workshop will have different views of the risk. There are several ways of accommodating dif-
fering opinions. In some cases, voting software can be used in order to identify the majority 
view. This has the benefi t that it is a simple means of identifying the average group position, at 
the same time as demonstrating the spread of opinions.

However, it is often benefi cial to discuss why people have different views of a risk. By exploring 
why their views differ, it is often possible to reach an agreed common position. This will have the 
benefi t that more appropriate control measures will then be identifi ed and implemented.

Different views on the importance of a risk can be present at different levels of seniority within 
the organization. It is useful for the risk assessment process to draw opinions from all levels of 
management, so that different perspectives of a risk can be identifi ed. Again, the benefi ts of 
this approach are better risk communication, fuller risk understanding and the identifi cation 
of appropriate and practical control measures.

In order to understand the risks facing an organization and be able to undertake an accurate 
risk assessment, extensive knowledge of the organization is required. To complete an accurate 
risk assessment that correctly identifi es the signifi cant risks and then goes on to identify the 
critical controls is a time-consuming and resource-intensive exercise.

In relation to the public perception of risk, members of the public often only have access to 
incomplete information and are subject to strong arguments from lobbying and other special 
interest groups. Therefore, the public understanding and perception of risk may not be suffi -
ciently informed or entirely objective. Journalists and news reporters have a duty to present 
news stories in an objective and unbiased manner, which may not be easy when the people 
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receiving the information do not have a full understanding of the risks involved. The BBC has 
produced advice for journalists when reporting on the matters concerned with risk:

Research carried out by BBC journalists indicated concern amongst scientifi c experts 
about the potential of media coverage to distort risk and create disproportionate fear. 
Using the following checklist can help ensure the context is clear and avoid distortion of 
the risk.

What exactly is the risk, how big is it, and who does it affect? •

Can the audience judge the signifi cance of any statistics or other research? •

If you are reporting a change in the level of risk, have you clearly stated the baseline  •
fi gure?

Is it more appropriate and measured to ask ‘How safe is this?’, rather than ‘Is this 100  •
per cent safe?’?

If a contributor’s view runs contrary to majority expert opinion, is that clear in our  •
report, questions and casting of any discussion?

Have you considered the impact on public perceptions of risk if we feature emotional  •
pictures and personal testimony?

Is there an everyday comparison that may make the size of the reported risk easier to  •
understand?

Would information about comparative risks help the audience to put the risk in context  •
and make properly informed choices?

Can the audience be given sources of further information? •

Risk appetite

Risk appetite is a vitally important concept in the practice of risk management. However, it is 
a very diffi cult concept to precisely defi ne and apply in practice. Figure 13.1 provides an empir-
ical illustration of risk appetite using a standard risk matrix. These fi gures illustrate the accept-
ability to the organization of different levels of risk. Figure 13.1 represents the risk appetite of 
a risk-averse organization.

Figure 13.2 illustrates a more risk-aggressive attitude. The organization represented in this 
fi gure has a greater risk appetite, simply because it has a more aggressive attitude to risk. By 
adopting a more aggressive attitude to risk, the organization will have fewer risks in the con-
cerned zone. In this case, the ‘universe of risk’ for the organization will be very restricted.
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Impact

Likelihood

Comfort zone Cautious zone Concerned zone

Dark area can be
considered to be the
‘universe of risk’ for 
the organization

Figure 13.1 Risk appetite matrix (risk averse)

Impact

Likelihood

Comfort zone Cautious zone Concerned zone

Dark area can be
considered to be the
‘universe of risk’ for 
the organization

Figure 13.2 Risk appetite matrix (risk aggressive)

The dark area in each fi gure represents the risks that will be of concern to the organization. 
For a risk-aggressive organization, there are fewer risks of concern, so that the ‘universe of 
risk’ considered by the board will be very restricted. ‘Universe of risk’ is a phrase often used 
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by internal auditors to identify audit priorities. Working with such a closed or restricted 
universe of risk will increase the chances of an unidentifi ed signifi cant risk impacting the 
organization.

Both Figure 13.1 and Figure 13.2 illustrate that there will be a level of risk that the organization 
feels comfortable taking. This is because, regardless of the likelihood of the risk materializing, 
the impact is so small that it would not be signifi cant if it did materialize. Likewise, there will 
be a likelihood of a risk materializing that is considered so remote that it is assumed that it will 
not occur, even though it would be very serious if it did. For example, most organizations do 
not consider the consequences of a jumbo jet crash landing on their site.

The global fi nancial crisis is an example of circumstances where certain risks were considered 
so unlikely to occur that they could be ignored. Some banks were reliant on the wholesale 
money markets, but the possibility of these markets failing was considered to be too remote to 
require further analysis or to call for the development of contingency plans to respond to that 
situation.

Above these minimum levels of tolerable likelihood and impact, a range of risks can arise. 
Generally speaking, low likelihood/low impact risks will be tolerable, medium likelihood/
medium impact risks will require some judgement before acceptance, and high likelihood/
high impact risks will be intolerable.

Organizations will need to take a risk-by-risk approach when deciding whether a risk is accept-
able. Different organizations will set tolerance levels differently and this will be an indication 
of risk appetite. Many organizations will take a cumulative review of risk where all risk expo-
sures are added together, and this is a feature of the enterprise risk management approach. 
The organization will then be able to decide whether the overall exposure to risk is acceptable 
and within the risk appetite of the organization.

One of the fundamental diffi culties with the concept of risk appetite is that, generally speak-
ing, organizations will have an appetite to continue a particular operation, embark on a project 
or embrace a strategy, rather than a direct appetite for the risk itself. In other words, risk appe-
tite and risk exposure should be considered as a consequence of business decisions rather than 
a driver of those decisions. The decision on risk appetite is normally taken within the context 
of other business decisions, rather than as a stand-alone decision. The standard advice in most 
risk management standards is that risk should not be managed out of context, so questions 
about the risk appetite can only be answered within the context of the strategy, project or 
operational activity that is being considered.

When considering risk perception and risk appetite, it is worth refl ecting on the fact that 
certain individuals may be more concerned about a low-impact risk with a high probability of 
occurrence (such as a car crash) than they will about a high-impact risk that is unlikely to 
happen (such as an earthquake). This difference in approach is often refl ected in the risk 
assessment process and can affect the way in which signifi cant risks are prioritized.
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When all the potentially signifi cant risks have been identifi ed, one approach is to ask how likely 
it is that each of those risks will materialize above the threshold test for signifi cance. The risks can 
then be prioritized as high likelihood, medium likelihood and low likelihood. The alternative 
approach is to prioritize the potentially signifi cant risks in order of the impact at the same likeli-
hood. The risks will then be presented as high impact, medium impact and low impact.

There is a difference in approach and perception in these approaches. The fi rst approach is based 
on concern about how likely it is that the risk will be signifi cant while the second approach is 
based on concern about how much the risk would impact when it happens. Neither of these 
approaches is better than the other and it is a matter of risk appetite and risk perception as to 
which approach an individual board member (or the collective board itself) may prefer.

Buying a car

As an example that brings together the ideas of risk appetite and hazard, control and 
opportunity risks, consider the decision to buy a car. When deciding which car to buy, 
there is a need to evaluate hazard tolerance and acceptance of uncertainty, as well as 
the sum of money that will be invested in the opportunity of owning a new vehicle. 
Together, these components represent the risk appetite to buy and run a car. In order 
to achieve an upside of taking the risk of buying a car, the benefi ts obtained must 
exceed the costs involved.

If undertaking a risk-based evaluation of buying a car is to help with the decision-
making process, the intended benefi ts of car ownership should be established. This is 
equivalent to identifying the objectives associated with car ownership.

The actual fi nancial capacity and ability to run a car also needs to be considered. When 
buying a new vehicle, the buyer needs to make sure that the vehicle selected will not 
expose the buyer to more risk and cost more than anticipated. The risks that are 
associated with owning a vehicle include insurance, breakdown, repairs, accidents, 
servicing costs and insurance, as well as the purchase price and the anticipated annual 
depreciation.

Assume that the decision has been taken to buy a two-year-old prestigious car. The car 
will cost much less money than a new vehicle and the depreciation costs will be much 
less (opportunity risks). However, the repair and maintenance costs may be higher 
than for a new vehicle (control risks). The exposure to accidents, theft and repair costs 
will be similar for most vehicles (hazard risks).

Remember that the opportunity risks enhance the possible achievement of the benefi ts 
of owning a car. The control risks increase uncertainty or doubt about achieving these 
benefi ts and the hazard risks inhibit the achievement of the car ownership benefi ts.
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Risk classifi cation systems

Short, medium and long-term risks

Although it is not a formalized system, the classifi cation of risks into short, medium and long 
term helps to identify risks as being related (primarily) to operations, tactics and strategy, 
respectively. This distinction is not clear-cut, but it can assist with further classifi cation of 
risks. In fact, there will be some short-term risks to strategic core processes and there may be 
some medium-term and long-term risks that could impact operational core processes.

A short-term risk has the ability to impact the objectives, key dependencies and core processes, 
with the impact being immediate. These risks can cause disruption to operations immediately 
at the time the event occurs. Short-term risks are predominantly hazard risks, although this is 
not always the case. These risks are normally associated with unplanned disruptive events, but 
may also be associated with cost control in the organization. Short-term risks usually impact 
the ability of the organization to maintain effi cient core processes that are concerned with the 
continuity and monitoring of routine operations.

A medium-term risk has the ability to impact the organization following a (short) delay after 
the event occurs. Typically, the impact of a medium-term risk would not be apparent imme-
diately, but would be apparent within months, or at most a year after the event. Medium-term 
risks usually impact the ability of the organization to maintain effective core processes that are 
concerned with the management of tactics, projects and other change programmes. These 
medium-term risks are often associated with projects, tactics, enhancements, developments, 
product launch and the like.

A long-term risk has the ability to impact the organization some time after the event occurs. 
Typically, the impact could occur between one and fi ve years (or more) after the event. Long-
term risks usually impact the ability of the organization to maintain the core processes that are 
concerned with the development and delivery of effi cacious strategy. These risks are related to 
strategy, but they should not be treated as being exclusively associated with opportunity 
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management. Risks that have the potential to undermine strategy and the successful imple-
mentation of strategy can destroy more value than risks to operations and tactics.

Purpose of risk classifi cation systems

In order to identify all of the risks facing an organization, a structure for risk identifi cation is 
required. Formalized risk classifi cation systems enable the organization to identify where 
similar risks exist within the organization. Classifi cation of risks also enables the organization 
to identify who should be responsible for setting strategy for management of related or similar 
risks. Also, appropriate classifi cation of risks will enable the organization to better identify the 
risk appetite, risk capacity and total risk exposure in relation to each risk, group of similar risks 
or generic type of risk.

The FIRM risk scorecard provides such a structure, but there are many risk classifi cation 
systems available. The FIRM risk scorecard builds on the different aspects of risk, including 
timescale of impact, nature of impact, whether the risk is hazard, control or opportunity, and 
the overall risk exposure and risk capacity of the organization. The headings of the FIRM 
scorecard provide for the classifi cation of risks as being primarily Financial, Infrastructure, 
Reputational or Marketplace in nature.

The FIRM risk scorecard can also be used as a template for the identifi cation of corporate 
objectives, stakeholder expectations and, most importantly, key dependencies. The scorecard 
is an important addition to the currently available risk management tools and techniques. It is 
compiled by analysing the way in which each risk could impact the key dependencies that 
support each core process. Use of the FIRM risk scorecard facilitates robust risk assessment by 
ensuring that the chances of failing to identify a signifi cant risk are much reduced.

As with so many risk management decisions, it is for the organization to decide which risk 
classifi cation system most fully satisfi es its needs and requirements. As well as being classifi ed 
according to the timescale of their impact, risks can also be grouped according to the nature 
of the risk, the source of the risk and/or the nature of the impact.

Examples of risk classifi cation systems

Table 14.1 provides a summary of the main risk classifi cation systems. These are the COSO, 
IRM standard, BS31100, FIRM risk scorecard and PESTLE. There are similarities in most of 
these systems, although PESTLE takes a slightly different approach. It should be noted that 
identifying risks as: 1) hazard, control or opportunity; 2) high, medium or low; and 3) short 
term, medium term and long term should not be considered to be formal risk classifi cation 
systems.
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Table 14.1 Risk classifi cation systems 

Standard or 
framework 

COSO IRM BS 31100 FIRM Risk 
Scorecard

PESTLE

Classifi cation 
headings

Strategic 

Operations 

Reporting 

Compliance 

Financial 

Strategic 

Operational 

Hazard 

Strategic 

Programme 

Project 

Financial 

Operational 

Financial 

Infrastructure 

Reputational 

Marketplace 

Political 

Economic 

Sociological 

Technological 

Legal 

Environmental

There are similarities in the way that risks are classifi ed by the different risk classifi cation 
systems. However, there are also differences, including the fact that operational risk is referred 
to as infrastructure risk in the FIRM risk scorecard. COSO takes a narrow view of fi nancial 
risk, with particular emphasis on reporting. The different systems have been devised in differ-
ent circumstances and by different organizations; therefore, the categories will be similar but 
not identical.

British Standard BS 31100 sets out the advantages of having a risk classifi cation system. These 
benefi ts include helping to defi ne the scope of risk management in the organization, providing 
a structure and framework for risk identifi cation, and giving the opportunity to aggregate 
similar kinds of risks across the whole organization.

The British Standard states that the number and type of risk categories employed should be 
selected to suit the size, purpose, nature, complexity and context of the organization. The cat-
egories should also refl ect the maturity of risk management within the organization. Perhaps 
the most commonly used risk classifi cation systems are those offered by the COSO ERM 
framework and by the IRM risk management standard.

However, the COSO risk classifi cation system is not always helpful and it contains several 
weaknesses. For example, strategic risks may also be present in operations and in reporting 
and compliance. Despite these weaknesses, the COSO framework is in widespread use, because 
it is the recognized and recommended approach for compliance with the requirements of the 
Sarbanes–Oxley Act.

The reporting component of the COSO internal control framework is specifi cally concerned 
with the accuracy of the reporting of fi nancial data and is designed to fulfi l the requirements 
of section 404 of the Sarbanes–Oxley Act. It is worth noting that the COSO ERM framework 
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(2004) is the broader version of COSO, and it also includes the requirements of the COSO 
Internal Control framework (1992).

FIRM risk scorecard

The four headings of the FIRM risk scorecard offer a classifi cation system for the risks to the 
key dependencies in the organization. The classifi cation system also refl ects the idea that ‘every 
organization should be concerned about its fi nances, infrastructure, reputation and commer-
cial success’. In order to give a broader scope to commercial success, the headings of the FIRM 
risk scorecard are as follows:

 F Financial;

 I Infrastructure;

 R Reputational;

 M Marketplace.

The features of the FIRM risk scorecard are set out in Table 14.2. Financial and infrastructure 
risks are considered to be internal to the organization, while reputational and marketplace 
risks are external to the organization. Also, fi nancial and marketplace risks can be easily quan-
tifi ed in fi nancial terms, whereas infrastructure and reputational risks are more diffi cult to 
quantify.

The inclusion of reputational risks as a separate category of risk in the FIRM risk scorecard is 
not universally accepted. It is sometimes argued that damage to reputation is a consequence of 
other risks materializing and should not be considered as a separate risk category. However, if 
a broader view of risk is taken, it becomes obvious that reputation is vitally important. This is 
particularly important when organizations are seeking to use their brand name to enter addi-
tional markets, or achieve ‘brand stretch’ as it is sometimes called.

In any case, there is a broader argument that all risks are a consequence of the broader business 
decisions. Adopting a particular strategy, undertaking a project and/or continuing with the 
established operations all involve risks. If the organization did not undertake these strategic, 
change or operational activities, risks would not be present.
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Table 14.2 Attributes of the FIRM risk scorecard

Financial Infrastructure Reputational Marketplace

Description Risks that can 
impact the way 
in which money 
is managed and 
profi tability is 
achieved 

Risks that will 
impact the level 
of effi ciency and 
dysfunction 
within the core 
processes

Risks that will 
impact desire of 
customers to 
deal or trade and 
level of customer 
retention

Risks that will 
impact the level 
of customer 
trade or 
expenditure and 
customer 
retention 

Internal or 
external risk

Internal Internal External External 

Quantifi able Usually Sometimes Not always Yes 

Measurement 
(performance 
indicator) 

Gains and losses 
from internal 
fi nancial control

Level of 
effi ciency in 
processes and 
operations

Nature of 
publicity and 
effectiveness of 
marketing 
profi le

Income from 
commercial and 
market activities

Performance 
gap

Procedures

Failure of 
procedures to 
control internal 
fi nancial risks

Process

Failure of 
processes to 
operate without 
dysfunction

Perception 

Failure to 
achieve the 
desired 
perception of 
the organization

Presence 

Failure to 
achieve required 
presence in the 
marketplace

Control 
mechanisms

CapEx  •
standards

Internal  •
control

Delegation of  •
authority 

Process  •
control

Loss control  •
Insurance  •
and risk 
fi nancing 

Marketing •
Advertising  •
Reputation  •
and brand 
protection 

Strategic and  •
business 
plans

Opportunity  •
assessment

PESTLE risk classifi cation system

Table 14.3 provides an outline of the PESTLE risk classifi cation system. PESTLE is an acronym 
that stands for political, economic, sociological, technological, legal and environmental risks. 
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In some versions of the approach, the fi nal E is used to indicate ethical considerations (includ-
ing environmental). This risk classifi cation system is most applicable to the analysis of hazard 
risks and is less easy to apply to fi nancial, infrastructure and reputational risks.

The PESTLE risk classifi cation system is often seen as most relevant to the analysis of external 
risks. External risk in this context is intended to refer to the external context that is not wholly 
within the control of the organization, but where action can be taken to mitigate the risks. It 
is often suggested that the PESTLE risk classifi cation system should be used in conjunction 
with an analysis of the strengths, weaknesses, opportunities and threats (SWOT) facing the 
organization. A SWOT analysis of each of the six PESTLE categories is recommended by the 
‘Orange Book’.

The advantage of the PESTLE risk classifi cation system is that it provides a clear analysis of the 
issues that should be addressed within the external context. The PESTLE approach may be 
most applicable in the public sector, because the external factors analysed by the PESTLE 
approach are particularly relevant.

Table 14.3 PESTLE classifi cation system 

Category of risk Description 

Political tax policy, employment laws, environmental regulations, trade 
restrictions and reform, tariffs and political stability. 

Economic economic growth/decline, interest rates, exchange rates and 
infl ation rate, wage rates, minimum wage, working hours, 
unemployment (local and national), credit availability, cost of 
living, etc. 

Sociological cultural norms and expectations, health consciousness, 
population growth rate, age distribution, career attitudes, 
emphasis on safety, global warming.

Technological technology changes that impact your products or services, new 
technologies, barriers to entry in given markets, fi nancial 
decisions like outsourcing and supply chain. 

Legal changes to legislation may impact employment, access to 
materials, quotas, resources, imports/exports, taxation etc. 

Environmental ecological and environmental aspects, although many of these 
factors will be economic or social in nature.
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Advantages and disadvantages of a PESTLE analysis

Advantages of a PESTLE analysis are as follows:

simple framework; •

facilitates an understanding of the wider business environment; •

encourages the development of external and strategic thinking; •

enables an organization to anticipate future business threats and take action to  •
avoid or minimize their impact;

enables an organization to spot business opportunities and exploit them fully. •

Disadvantages of a PESTLE analysis are as follows:

some users over-simplify the amount of data used for decisions; •

needs to be undertaken on a regular basis to be effective; •

requires different people being involved, each having a different perspective; •

access to quality external data sources can be time consuming and costly; •

pace of change makes it increasingly diffi cult to anticipate developments that  •
may affect an organization in the future;

risk of capturing too much data is that it may make it diffi cult to see priorities; •

can be based on assumptions that subsequently prove to be unfounded. •

Hazard, control and opportunity risks

Categorizing risks according to a single risk classifi cation system is not always helpful. It may 
not be suffi cient to simply understand the timescale of impact, especially when the nature of 
the impact is more important. It is for this reason that there will always be diffi culties with a 
simple system for categorizing risks. It is for each organization to identify the risk classifi cation 
system(s) that suits its particular needs and the nature of the risks facing the organization.

Risks need to be classifi ed according to the source or impact as well as being classifi ed accord-
ing to the timescale of the impact. Therefore, a combination of the FIRM risk scorecard and 
the classifi cation of risks as hazard, control and opportunity risks is required in order to 
provide a complete picture.

It is possible to design a personal risk matrix that classifi es risks according to the FIRM risk 
scorecard and also classifi es risks according to whether they are short term, medium term or 
long term. This will provide an issues grid that will assist with the identifi cation of all possible 
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signifi cant risks, using a format that can be easily understood. An example of a completed grid 
is set out in Table 14.4, which presents the issues that could face an individual, so that the risks 
can be identifi ed.

Table 14.4 Personal issues grid 

Dependency Long term Medium term Short term

Financial risks Procedures gap: How well do your procedures manage your 
fi nances?

1. Investments Pension 
arrangements
Property purchase

Share purchase
Business 
opportunities

Betting habits
Insurance 
arrangements

2. Expenditure Accommodation 
Holiday pattern

Car purchase
Rail season ticket
Credit card 
ownership

Shopping behaviour
Travel arrangements

Infrastructure risks Process gap: How well does your body facilitate your processes?

3. Health Family history
Personal lifestyle
Vegetarianism

Medical treatment
Dieting
Weight gain

Exercise
Alcohol and drugs
Illness or accident

4. Emotional Marriage and 
children
Ethnic origins
Sexuality

Friendships
Cosmetic surgery

Hobbies
Sex

Reputational risks Perception gap: How are you perceived by your peer group?

5. Personal Personality
Neighbourhood
Criminal behaviour

Mood and 
temperament
Charity work

Clothes 
Personal hygiene
Charity donations

6. Professional Intelligence
Behaviour patterns

Qualifi cations
Redundancy
Changing jobs

Attending training
Continuous learning

Marketplace risks Presence gap: What is your presence in the marketplace?

7. Occupation Career selection
Education

Society memberships
Presenting training

Society activities

8. Income Ambition 
Seniority

Extra part-time work
Sale of shares

Selling possessions
Casual work
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Table 14.4 illustrates the balance of operational, project and strategic issues for each of the 
four headings of the FIRM risk scorecard. It can be seen that hazard risks are closely related to 
infrastructure issues and strategic risks are more likely to arise in relation to issues concerned 
with the marketplace.

The risk classifi cation systems discussed in this chapter are most easily applied to the analysis 
of hazard risks, except that the IRM Standard and the COSO framework offer strategic risk as 
a separate risk category. It will be for an organization to decide whether a category of strategic 
risks is helpful and necessary. The FIRM risk scorecard offers a means of classifying strategic 
and project risks according to the main impact associated with the risk, should it materialize.

As with other core processes in an organization, classifi cation of risks facing projects is essen-
tial, so that the appropriate response to each risk can be identifi ed. Given that the require-
ments of any project are that it should be delivered on time, within budget and to specifi cation, 
these components offer a means of classifying project risks. Separate lists could be devised of 
risks that threaten the timescale, risks that threaten the budget and risks that will affect the 
fi nal specifi cation, performance or quality of the project outcome.
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Application of a risk matrix

Table 14.4 (page 138) set out the range of issues that could be faced by an individual. Using 
this ‘issues grid’, individuals would be able to identify the priority signifi cant risks that they 
face. These risks are illustrated in the risk matrix shown in Figure 15.1. Having placed the 
various risks on a risk matrix, the relative importance of the risks can easily be identifi ed. An 
overall view can then be taken as to whether the risk profi le (or risk exposure) is within accept-
able limits and within the risk appetite and risk capacity of the individual.

Impact

Likelihood

Risk 2

Risk 1

Risk 1

Risk 3

Risk 4

Risk 5

Risk 1 is the risk of being injured 
whilst cycling on a main road

Risk 2
Risk 2 is having pension scheme 
benefits downgraded

Risk 3
Risk 3 is losing job or significant 
source of income

Risk 4
Risk 4 is losing the friendship of 
one of a group of close friends

Risk 5
Risk 5 is suffering illness that results 
in 3 days or more absence from work

Figure 15.1 Personal risk matrix

140
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Large organizations frequently make use of a risk matrix as a means of summarizing their risk 
profi le. The risk matrix is very useful and can be used for a range of applications. It can also be 
used to identify the type of risk response that is most likely to be employed. Figure 15.2 illus-
trates the occasions when each of the responses tolerate, treat, transfer and terminate are most 
likely to be employed for the current level of risk.

Impact is not the same as magnitude, because a risk may have a high magnitude in terms of 
the size of the event, but the impact may be smaller. For example, a road transport company 
may suffer the complete loss of one of its vehicles but, depending on the exact circumstances, 
this may have a very small overall impact on the business. This will be especially true if the 
company did not have suffi cient work to fully utilize the type of vehicle involved in the loss.

Impact

Likelihood

Transfer
the risk to another 

party

Terminate
the activity generating 

the risk

Tolerate
the risk and its 

likely impact

Treat
the risk to reduce the 

likely impact or exposure

Figure 15.2 Risk matrix and the 4Ts of hazard management

Inherent and current level of risk

Many risk management practitioners assess risk at its current (also referred to as residual) 
level. However, internal auditors prefer to undertake an assessment of the risk at its inherent 
level. As discussed in Chapter 13, there are advantages in considering the inherent level of a 
risk when undertaking a risk assessment. Considering the inherent level will enable the effect 
of individual control measures to be identifi ed. Figure 15.3 illustrates the effect of controls on 
the level of risk. Control 1 reduces the risk from the inherent level to an intermediate level and 
it can be seen that this control has its main effect on the likelihood of the risk materializing.
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Impact

Likelihood

Intermediate
Inherent

Current

Target

Control 3

Control 2

Control 1

Figure 15.3 Inherent, current and target levels of risk

Control 2 in Figure 15.3 also has a benefi cial effect on the level of the hazard risk illustrated in 
this diagram. The main effect of Control 2 is to reduce the likelihood of the risk materializing, 
but there is also some benefi t in terms of a reduced impact. Control 3 has a signifi cant effect 
on the impact of the risk, but little effect on the likelihood of it materializing.

There are three levels of risk that are important on the risk matrix shown in Figure 15.3. The 
inherent or gross level is the level of risk that would be present if there were no controls in 
place. The current level is the level at which the risk exists at the time of the risk assessment, 
when Controls 1 and 2 only are in place. This is often referred to as the residual level of risk. 
The problem with describing the current level as the residual level is that there is an implica-
tion that the level of risk is static and that the organization cannot take any further risk mitiga-
tion action.

Use of the phrase ‘current level’ gives a much more dynamic feel to the risk management 
process and so the phrase is used throughout this book. However, the level of risk that is of 
interest to risk managers is the target level. This is illustrated in Figure 15.3 by the introduction 
of Control 3. Control 3 will reduce the impact of the risk, so that the target level of risk is 
within the bottom left-hand quadrant of the risk map, or the tolerate/comfort zone.
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Control confi dence

The intended effect of an individual control measure is illustrated in Figure 15.3. It is not pos-
sible for an organization to be absolutely confi dent that controls will always be fully imple-
mented and will be as effective as expected or required. Controls will need to be audited in 
order to be confi dent that the control selected has been properly designed and implemented 
and is producing the desired effect.

The level of control confi dence can also be illustrated on a risk matrix. If the effectiveness of a 
control is uncertain, a greater variability of the outcome may be expected. This can be demon-
strated on a risk matrix by using a circle or ellipse to represent a risk, instead of representing 
the risk as a single point on the risk matrix. By doing this, the level of uncertainty or variability 
in the outcome can be illustrated both in relation to the likelihood and impact of the event to 
materializing.

An important consideration when undertaking a risk assessment and when evaluating the 
effectiveness of risk management in general, and risk control measures in particular, is the 
level of confi dence that should be placed on a particular control. Two questions need to be 
asked: ‘How confi dent are we that this is the correct control?’ and ‘How confi dent are we that 
it is fully implemented and effective in practice?’ When there is limited confi dence in the effec-
tiveness of a control, it will be the role of internal audit to test the control and provide infor-
mation on the likely level of variability of outcome, should the risk materialize.

It is the responsibility of internal auditors to check that the correct controls have been selected 
and that they are working correctly in practice. Internal auditors refer to effective and effi cient 
controls respectively when reviewing these points. Undertaking the testing of controls is a key 
function fulfi lled by internal audit and the importance of the testing of controls should also be 
recognized by risk management practitioners.

Management needs to receive assurance of adequate control and this can come from internal 
audit activities, or measurement of the outputs of processes and projects, as well as from man-
agement reports. The responsibility for designing and implementing controls and auditing the 
effectiveness and effi ciency of controls should be allocated within the risk management docu-
mentation.

4Ts of risk response

Figure 4.2 (page 44) provided a diagram of the risk management process. This diagram set out 
the stages of the risk management process in relation to the management of hazard risks. The 
options presented for risk response can be described as the 4Ts of hazard management, and 
these are tolerate, treat, transfer and terminate.
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It is possible to illustrate the 4Ts of risk response on a simple risk matrix and this is done in 
Figure 15.2 (page 141). This diagram suggests that in each of the four quadrants of the risk 
matrix, one of the 4Ts will be dominant. Tolerate will be the main response for the low likeli-
hood/low impact risks. Treat will be the dominant response for high likelihood/low impact 
risks. Transfer will be the dominant response for high impact/low likelihood risks and termi-
nate will be the dominant response for high impact/high likelihood risks.

Figure 15.2 provides a simple graphical representation of the dominant risk response in each 
of the four quadrants of a simple risk matrix. The corresponding responses for control and 
opportunity risks will be considered in a later part of this book as the 4As and 4Es respectively. 
It is important to note that these responses are represented as the dominant or most likely 
response in each quadrant.

Different and/or additional responses may be appropriate, depending on the circumstances. 
For example, if high impact/high likelihood risks are embedded within mission-critical activi-
ties, they may be unavoidable. In this case, it will not be possible for the organization to termi-
nate those risks.

A diffi culty in presenting such a simple risk map showing the 4Ts of risk response is that they 
meet in the centre. Clearly, it cannot be as simple as suggested, because a small change in the 
likelihood and impact of a risk could take it from the terminate quadrant into the tolerate 
quadrant. A slightly modifi ed approach that makes this analysis somewhat more realistic is 
considered in a later part.

Risk signifi cance

When undertaking a risk assessment, it is quite common to identify a hundred or more risks 
that could impact the objective, core process or key dependency that is being considered. This 
is an unmanageable number of risks and so a means is required to reduce the number that will 
be considered to be priority issues for management.

So that an organization can concentrate on signifi cant risks, a test for risk signifi cance is 
required. Table 15.1 provides suggestions on the nature of the benchmark tests that could be 
used to decide whether a risk is signifi cant. For risks that will have a fi nancial or commercial 
impact, the benchmark test is likely to be based on monetary value. For risks that could disrupt 
the infrastructure or routine operations of the organization, a benchmark test based on the 
impact, cost and duration of disruption is appropriate. For reputational risks, the most likely 
benchmark will be based on the adverse publicity that would result if the risk materializes.

This may vary according to the nature of the risk and whether it is a fi nancial or non-fi nancial 
one. For large organizations, identifying a fi nancial test for signifi cance can be undertaken in 
a number of ways. Many organizations will have authorization procedures for spending 
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Table 15.1 Benchmark tests for risk signifi cance 

FIRM risk scorecard Typical benchmark test for signifi cance 

Financial Impact on balance sheet of 0.25%  •
Profi t and loss impact of 2.5% annual profi t  •

Infrastructure Disruption to normal operations of ½ day  •
Increased cost of operation exceeds 10% budget  •

Reputational Share price falls by 10%  •
Event is on national TV, radio or newspapers  •

Marketplace Impact on balance sheet of 0.5% turnover  •
Profi t and loss impact of 1% annual profi t  •

money, and so the test for risk signifi cance should be compatible with the authorization levels 
that are often set out in a formal document referred to as a ‘delegation of authority’.

For a large organization, it may be the case that full board approval is required for expenditure 
in excess of a particular fi nancial threshold. This is an indication of the sum of money that is 
considered signifi cant by the organization. Other tests include a percentage of the profi t or a 
percentage of the value of the balance sheet (or reserves) of the organization. Typically, 2.5 per 
cent of the annual profi t or 0.25 per cent of Balance Sheet or 0.5 per cent of annual turnover 
are appropriate tests for signifi cance.

Financial limits can be used to test whether a risk is signifi cant in relation to fi nancial and mar-
ketplace risk segments of the FIRM Risk Scorecard. For infrastructure and reputational seg-
ments, identifying a benchmark test for signifi cance may be more diffi cult. One test of 
signifi cance for infrastructure risks is to ask whether the risk would disrupt normal operations 
for more than (say) half a day. For reputational risks, the test for signifi cance may be to deter-
mine how the event would be reported. A report on the front page of the local newspaper or 
in the national press may be an indication that a risk should be considered to be signifi cant.

For an organization, it is possible that the external auditors might indicate that a sum of 
£1m/$1m would be considered to be a material sum when compiling the accounts of the 
organization. This would offer a benchmark to the management of the company to use that 
amount as the benchmark test of signifi cance. Applying this test during a risk assessment 
workshop could reduce the number of risks for further consideration to about 20. The next 
stage would be to identify how likely each of the 20 potentially signifi cant risks would be to 
materialize at or above the fi nancial threshold level. A risk matrix could be used to record and 
display the results.
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Risk capacity

There are several aspects that are important when an organization is deciding how much risk to 
take. Different approaches will be taken for different types of risks. Hazard risks will give rise to 
a hazard tolerance, control risks will give rise to a control acceptance and opportunity risks will 
give rise to an investment appetite. Overall, the organization will have a total risk exposure. This 
is the sum of the total risk that the organization has taken in these three categories.

Risk exposure is the actual risk that the organization is taking and this may not be the same as 
the risk appetite that the board believes is appropriate for the organization. There is also 
another important measure of risk, and that is the risk capacity of the organization. This is a 
measure of how much risk the organization should take or can afford to take.

In simple terms, the risk appetite of the board should be within the risk capacity of the organ-
ization and greater than or equal to the actual risk exposure that the organization faces. A con-
tributing factor to the global fi nancial crisis was that certain fi nancial institutions were exposed 
to a level of risk beyond the risk-bearing capacity of that organization.

It would be inappropriate for an organization to embark on a project that could exhaust all of the 
resources of the organization. The capacity of the organization to accept risk will depend on the 
fi nancial strength of the organization, the robustness of its infrastructure, the strength of its rep-
utation and brands and the competitive nature of the marketplace in which it operates.

The more rapidly the marketplace is changing, the greater capacity for risk the organization 
is required to have available. For example, if an organization is facing a signifi cant change in 
technology, the strategic options may be limited. Consider an organization that is involved 
in the manufacture of CD players when it becomes obvious that MP3 technology is taking 
over. The organization will be faced with a signifi cant risk related to the change in technol-
ogy and will need to develop a new business model. It will have to acquire new production 
equipment, new skills and new distribution patterns. It may be that the transfer to the new 
technology and the risks that it involves are outside the resources and risk capacity of the 
organization. If that is the case, the organization may need to explore strategic options, 
including seeking a joint-venture partner, locating a buyer for the business or simply with-
drawing from the marketplace.

The box below provides a real example of the consequences of the global fi nancial crisis. This 
fi nancial institution discovered that the risk exposure faced by the organization was greater 
than its risk capacity. Having acknowledged that situation, the fi nancial institution then 
released a statement to shareholders.
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Risk capacity

Risk capacity is the level of risk the bank considers itself capable of absorbing, based on 
its earnings power, without damage to its dividend paying ability, its strategic plans 
and, ultimately, its reputation and ongoing business viability. It is based on a 
combination of budgeted, forecast and historical revenues and costs, adjusted for 
variable compensation, dividends and related taxes.

Risk exposure is an estimate of potential loss based on current and prospective risk 
positions across major risk categories – primary risks, operational risk and business 
risk. It builds as far as possible on the statistical loss measures used in the day-to-day 
operating controls. Correlations are taken into account when aggregating potential 
losses from risk positions in various risk categories to obtain an overall estimate of the 
risk exposure. The risk exposure is assessed against a severe but plausible constellation 
of events over a one-year time horizon to a 95 per cent confi dence level or a ‘once in 20 
years’ event.

Risk appetite is established by the board that set an upper boundary on aggregate risk 
exposure. A comparison of risk exposure with risk capacity serves as a basis for 
determining if current or proposed risk limits are appropriate. It is one of the tools 
available to management to guide decisions on adjustments to the risk profi le.

The risk exposure should not normally exceed risk capacity but in the recent extremely 
diffi cult market conditions, this relationship has not held. The bank recorded a large 
net loss, showing that the risk exposures remained greater than its risk capacity. Risk 
exposure remained high as a result of a lack of liquidity in the markets for securitized 
assets and due to signifi cantly increased volatility levels in global markets. The 
reduction in risk exposure that was achieved through sales in addition to the 
signifi cant writedowns incurred on risk positions was offset by a simultaneous decrease 
of risk capacity due to downward revisions of earnings expectations as a consequence 
of the deteriorating economic outlook.
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Risk likelihood

Risk likelihood can also be described as risk frequency. However, using the phrase risk fre-
quency assumes that the risk occurs on a regular basis. The more general term risk likelihood 
is used throughout this book. Risk likelihood can be determined on an inherent basis for any 
particular risk, or can be determined at the current level of risk, paying regard to the control 
measures that are in place.

For hazard risks, previous history may be a good indication of how likely the risk is to occur. 
For a fl eet of motor vehicles, there is certain to be a history of vehicle accidents and break-
downs. Controls will be in place to reduce the likelihood of these events. A road haulage 
company should assess the likelihood of vehicle breakdowns on an inherent basis and also on 
the basis of current controls. There are, however, diffi culties in assessing the inherent likeli-
hood of vehicle accidents, because certain assumptions would have to be taken about what 
effect the removal of controls would have on the likelihood of accidents.

Even if an assessment of the breakdown likelihood at the inherent level cannot be undertaken, 
the company will still need to determine the importance of the vehicle maintenance pro-
gramme in preventing vehicle breakdowns and whether the maintenance activities provide 
value for money. In relation to vehicle accidents, the company may have driver training proc-
esses in place and, again, the effectiveness of these processes can be determined by evaluating 
inherent and current levels of risk. Whether levels of risk are evaluated at inherent or at current 
level, there is no doubt that benchmarking the performance of the fl eet against the average 
performance of the industry will be a useful exercise.

An example of a control measure that has an effect on the magnitude of the risk but may have 
no effect on its likelihood is the use of seat belts in cars. In simple terms, the driver wears a seat 
belt to reduce the impact of an accident, because the seat belt has no effect on the likelihood of 
an accident occurring. The driver wears the seat belt as a control measure for when the acci-
dent happens.

148
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A sports club will wish to reduce the chances of a key player being absent. The absence may 
be caused by inappropriate behaviour by a player, resulting in the need for sanctions against 
that person. Accordingly, the club may decide to introduce a ‘code of behaviour’ for senior 
players, and this would include a commitment by each player to follow an appropriate 
healthy lifestyle. Failure to comply with the code of behaviour would result in fi nancial and 
other punishments.

The club may also decide that additional controls were required to reduce player absence, 
including fi tness monitoring and social support for overseas players who had recently moved 
to the country to join the team. It may also be agreed that an attempt should be made to place 
contractual limits on the ability of national teams to call on its overseas players. These actions 
will be taken in addition to other loss-control activities, such as excellent medical facilities to 
provide immediate medical care and reduce the damage when an injury occurs. Also, the 
company may purchase insurance to protect itself against the fi nancial losses associated with 
the absence of a player.

Risk magnitude

Reducing the magnitude of a hazard risk is very important. For hazard risks, magnitude is 
often referred to as severity of the risk should it materialize. Reduction in hazard risk severity 
will be achieved by reducing the overall impact or consequences when the adverse event 
occurs. The seat belt in a car can reduce the consequences of an accident, but has no effect on 
the likelihood of having an accident.

It is possible for a serious fi re to occur that results in a considerable amount of property 
damage and is considered to be very severe and expensive. However, in reducing the severity 
of a serious fi re, the requirement is to reduce the impact of the fi re on the organization. Actions 
to reduce impact will concentrate on damage limitation at the time of the fi re and cost con-
tainment after the event.

Damage limitation is also an important feature of reputational risk management. When a 
serious incident occurs that attracts public attention, an organization will need to be able to 
protect its reputation by reassuring stakeholders that the organization responded appropri-
ately to the event. It is almost invariably the case that the CEO or chairman of the company 
will arrive at the scene when there has been a serious train or plane crash.

There have been examples where a serious incident has occurred and the management of the 
media by the organization has been very poor. In these cases, it is likely that inadequate atten-
tion was paid to pre-incident planning, so that the damage to the reputation of the organiza-
tion was not effectively minimized at the time the incident occurred.
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Organizations will also need to be concerned with cost containment. Cost containment fol-
lowing an event is usually based on the business continuity plan (BCP) or disaster recovery 
plan (DRP) that the organization put in place before the incident occurred. The development 
of effective BCP and DRP will put the organization in the best position to ensure that the 
overall cost of the incident is kept as low as possible.

Hazard risks

The range of hazard risks where reducing the magnitude of the adverse event is important will 
include fraud, health and safety, property protection and effi cient operation of IT systems, as 
well as incidents with the potential to cause damage to reputation. Table 16.1 provides a list of 
the key dependencies, using the structure of the FIRM risk scorecard, which could give rise to 
hazard risks. When hazard risks materialize, actions need to be taken to reduce the magnitude 
of the event, as well as limit the impact.

Table 16.1 Generic key dependencies

FIRM risk scorecard Example dependencies

Financial Availability of funds/fi nance  •
Correct allocation of funds/fi nance  •
Internal control (fraud)  •
Liabilities under control (bad debts and pensions)  •

Infrastructure People skills and experience  •
Premises/plant and equipment  •
IT hardware and software  •
Communications and transport  •

Reputational Brand and brand expansion  •
Public opinion of sector •
Regulators enforcement action  •
Corporate social responsibility  •

Marketplace Regulatory requirements  •
Health of world or national economy  •
Product development (technology)  •
Competitor behaviour  •
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Although the main focus of managing hazard risks will be on loss prevention, successful man-
agement of hazard risks must also include consideration of damage limitation and cost con-
tainment. There is a developing trend in the insurance market towards settling claims in a 
more effi cient and cost-effective manner. This trend is partly based on encouraging organiza-
tions to get back to normal operation as soon as possible. Indeed, some insurance companies 
refer to initiatives of this type as cost containment.

As mentioned previously, reducing the severity of an incident should be seen as part of an 
overall attempt to implement loss control in an organization. An integrated approach to loss 
control is important because it will enable the organization to control both the likelihood and 
impact when a hazard risk materializes. In fact, loss control should be considered to be loss 
prevention plus damage limitation plus cost containment.

Although the most important component of loss control is loss prevention, hazard risks can 
materialize despite the best efforts of organizations. Adequate assessment of hazard risks is 
vital, so that appropriate pre-planning of post-loss actions can be undertaken. Plans should be 
in place to ensure that the damage caused by the incident is kept to a minimum and the cost 
consequences of the event are also tightly controlled and contained.

Loss prevention

Loss prevention is concerned with preventing the losses occurring or, at least, reducing the 
likelihood of losses occurring. Damage limitation is concerned with reducing the amount of 
damage that occurs when the hazard event materializes. For example, if a fi re occurs the fi re 
doors and fi re shutters will reduce the extent of damage. Cost containment is concerned with 
minimizing the impact of the loss on an organization by ensuring that costs associated with 
the adverse hazard event are reduced to a minimum.

Techniques for loss prevention will vary according to the type of hazard risk that is being con-
sidered. For health and safety risks, loss prevention is related to eliminating the activity com-
pletely or ensuring that, for example, hazardous chemicals are not used in processes.

For risks to buildings, loss-prevention techniques involve such controls as the elimination of 
sources of ignition and the control, containment and segregation of fl ammable or combusti-
ble materials. Loss-prevention techniques will also include restrictions on smoking and other 
actions taken to reduce hazardous behaviours by persons using the buildings.

For fraud and theft risks, loss-prevention techniques will include separation of responsibilities 
and security tagging of expensive items. Fraud prevention techniques may also involve pre-
employment screening. A more detailed consideration of fraud prevention is set out in a later 
Part of this book.



152 Risk assessment

Damage limitation

Damage limitation in relation to fi re hazards is well established. Although sprinkler systems 
are often considered to be a loss-prevention measure, they are, in fact, the major control 
measure for ensuring that only limited damage occurs when a fi re breaks out. Other damage-
limitation factors related to fi re include the use of fi re segregation within buildings, the use of 
fi re shutters and well-rehearsed arrangements in place to remove, segregate or otherwise 
protect valuable items.

Accidents at work still occur, despite the considerable attention paid to health and safety 
standards and other loss-prevention activities. Provision of adequate fi rst aid arrangements is 
an obvious damage-limitation activity and suitable fi rst aid facilities are provided by most 
organizations. For some high-risk factory occupancies, medical facilities are provided on site.

In some cases, these medical facilities will include specialist treatment facilities related to the 
particular hazards on site. An example is the provision of cyanide antidotes in factories where 
chromium plating activities take place using cyanide plating solutions. A simpler example is 
the provision of emergency eye wash bottles in locations where hazardous chemicals are 
handled.

Cost containment

When a hazard risk materializes, despite the efforts put into loss prevention and the efforts 
that have been put into damage limitation, there may well still be a need to contain the cost of 
the event. For example, among the activities for minimizing costs associated with serious fi res 
are detailed arrangements for salvage and arrangements for decontamination of specialist 
items that have suffered water or smoke damage.

Cost containment in relation to a fi re will also include arrangements for specialist recovery 
services. The actions that will be taken to ensure that post-incident costs are minimized should 
all be set out in a business continuity plan. The topics of business continuity planning and dis-
aster recovery planning are considered in more detail in another Part of this book.

A further consideration relevant to cost containment after an incident is what insurance 
companies referred to as ‘increased cost of operation’. Most material damage/business inter-
ruption insurance policies will allow for payment of increased cost of operation. This may 
arise when an organization has to sub-contract certain production activities, or has to 
undertake manufacturing work at another one of its factories, which may be located some 
distance away.

If a manufacturer discovers that faulty goods have been released into the marketplace, a 
number of actions become necessary. The organization should have developed plans in 
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advance of the event occurring for notifying customers of the fact that faulty goods are in the 
marketplace and how to identify them. The box below considers the importance of product 
recall in these circumstances.

Product recall risk management

Any company or organization that manufactures, assembles, processes, wholesales, or 
retails products could be fi nancially impacted by the direct or indirect costs of a 
product recall. Direct costs can include wages for staff who have to implement the 
recall plan. Other direct costs include communications and this could entail 
purchasing air time on radio and television and notices in newspapers or industry 
publications.

Indirect costs can include lost production time for staff who must focus on the recall 
process, as well as the hiring of temporary employees to assure continued production. 
However, the greatest indirect cost is the impact that adverse publicity could have on 
market share of the market. A product recall should be designed to:

protect the customer from bodily injury or property damage; •

remove the product from the market and from production; •

comply with specifi c regulatory requirements; •

protect the assets of the company. •
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Upside of risk

Defi ning the upside of risk is one of the greatest challenges for risk management. The overall 
contribution of risk management is to help deliver compliance, assurance, as well as enhanced 
decision making and effi ciency/effectiveness/effi cacy (CADE3). However, there is a desire 
amongst risk management practitioners to identify a more dynamic range of benefi ts that can 
be delivered by successful risk management.

A range of interpretations of the upside of risk is possible and some of these are offered in 
Table 17.1. There is a belief amongst risk management practitioners that risk management 
makes a signifi cant contribution to the operation of the organization, and this contribution is 
often described as the upside of risk. In simple terms, the upside of risk is achieved when the 
benefi ts obtained from taking the risk are greater than any benefi t that would have resulted 
from not taking it. In other words, the organization has received an overall benefi t from under-
taking the activities that resulted in exposure to the risk or set of risks involved.

At its most simplistic, the upside of risk in relation to hazard management is that there is less 
downside. Good standards of risk management will ensure that there is less potential for dis-
ruption to normal, effi cient, routine operations. However, it is clearly not suffi cient to say that 
the upside of risk is simply that there would be less downside. A more proactive interpretation 
of the upside of risk is when an organization realizes that solving a particular risk-based 
problem has brought a benefi t, rather than a cost.

For example, a manufacturing company that produces waste by-products that create a dis-
posal problem may achieve the upside of risk by selling that unwanted by-product or identify-
ing a means of adding value to the waste product and selling it as another product stream. This 
is an example of identifying a diffi culty for the business and, in solving that diffi culty, acquir-
ing additional benefi ts that had not been foreseen and were not otherwise available.

154
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Table 17.1 Upside of risk 

Fewer disruptions to normal operations and greater operational effi ciency resulting  •
in less downside of risk 

Ability to seize an opportunity denied to competitors because a better-informed  •
view of the management of risk is taken

Deliberately identifying events that will be positive during the risk assessment and  •
deciding how to manage those events

Opportunity management, whereby a detailed evaluation is undertaken of new  •
business opportunities before deciding to take the opportunity 

Achieving a positive outcome from a situation that could have gone wrong without  •
good judgement/risk management 

Achieving compliance/risk assurance in diffi cult circumstances as an unintended/ •
automatic consequence of good risk management 

Another interpretation of the upside of risk is that the risk assessment workshop should also 
focus on identifying risks that have an upside outcome. The risk assessment workshop would 
therefore address questions like: ‘What events would create a better outcome than expected?’ 
A register of positive outcome risks can then be identifi ed and actions can be taken to make 
those upside risks more likely to occur or have more benefi cial consequences when they do 
materialize.

A more satisfactory explanation of the upside of risk is that the organization will be able to 
undertake activities that it would not otherwise have the appetite to undertake. In a com-
mercial sense, this is enabling an organization to seize a business opportunity that a com-
petitor does not have the appetite to take, or considers to be too risky. This may be because 
of the greater effi ciency within the organization, or because a cost-effective means of chang-
ing the organization by a development project has been identifi ed that the competitor failed 
to see. On a strategic level, this upside of risk may arise from the organization identifying a 
means of targeting the business opportunity, but only the profi table component of that 
business opportunity.

Another way of looking at the upside of risk is to refl ect on a business venture that turned out 
successfully in circumstances where failure could have been foreseen. This is a somewhat ret-
rospective approach based on the analysis ‘that could have gone wrong, but it did not and 
therefore we have enjoyed the upside of taking that risk.’ This approach to the upside of risk 
depends on the organization being willing to pursue a risky venture, albeit with adequate con-
trols in place, that leads to a positive outcome in circumstances where a competitor may not 
have been willing to take the risk.

Finally, there is the analysis of the upside of risk that refl ects on the benefi ts of having a 
robust risk management process. Achieving the CADE3 benefi ts, especially benefi ts related 
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to compliance, may be considered to be a suffi cient reason for undertaking a risk manage-
ment initiative. In these circumstances, certain organizations may consider that achieving 
compliance is an upside of risk.

Opportunity assessment

Successfully embracing business opportunities is more likely to be achieved if the organization 
undertakes opportunity assessments. Many consultancy fi rms undertake a detailed evaluation 
of each new business prospect. The organization will look at the new business prospect and 
evaluate the scope for a profi table partnership, opportunities to earn extra income and the 
reputational benefi ts that might arise from having that potential client as a customer.

Opportunity assessment can be undertaken in relation to new business ventures, as well as 
new clients. This opportunity evaluation is designed to identify the additional business oppor-
tunities that could arise from winning that client business. The evaluation will also look at the 
potential disadvantages of successfully acquiring the client prospect. When undertaking such 
an opportunity assessment, there has to be the possibility that the organization will advise the 
client prospect that they do not wish to tender for the business.

Consider the options for a theatre that discovers that fewer people are coming to perform-
ances and decides to look at the opportunities to take more money from those who continue 
to attend. The options may include general improvement to the catering facilities within the 
theatre and the provision of organic produce. Additionally, there is the possibility of selling 
merchandise themed to the particular performance.

As well as looking at increased revenue during performances, the theatre may also look at 
sponsorship arrangements and open dialogue with local businesses to discover what type of 
production would be most likely to gain local support and sponsorship. In future, part of the 
assessment of any proposed new production could include an evaluation of the level of spon-
sorship that might be available. As well as generating greater income, this approach could also 
enable the theatre to stage productions that otherwise would have been considered too risky.

Many organizations already practise opportunity management, although it may not be seen 
explicitly as a risk management approach. Ideally, opportunity management should be embed-
ded into work processes for developing and implementing strategy and/or taking advantage of 
business opportunities. Some organizations do not have explicit opportunity management 
procedures for the evaluation of new business prospects, or for the evaluation of merger/
acquisition opportunities.
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Riskiness index

The risk profi le of an organization can be represented in many ways. The most common 
method used is to prepare a risk register that contains details of the signifi cant risks faced by 
the organization. However, a disadvantage of the risk register is that it is usually a qualitative 
evaluation of individual risks. Organizations need to develop a means of measuring, evaluat-
ing and quantifying the total risk exposure of the organization.

One of the features of the enterprise risk management approach is to develop the consolidated 
view of the risk exposure of the organization. The approach based on calculating the total risk 
exposure of an organization is similar to the approach taken to the measurement of risk in 
operational risk management.

This Part introduces the idea of a ‘riskiness index’. The idea is to present a semi-quantitative 
approach that takes a snapshot of the overall level of risk embedded in the organization. The 
overall level of risk will pay regard to the strategy currently being followed by the organization, 
the projects that are in progress, and the nature of the routine operations being undertaken.

Table 17.2 presents a set of questions that can be used to develop a riskiness index for an 
organization. The table uses the structure of the FIRM risk scorecard as a means of categoriz-
ing risks. By using the riskiness index, it should be possible for an organization to identify the 
level of risk faced by its fi nances, infrastructure, reputation and the level of risk that it faces in 
the marketplace.

Having completed the riskiness index, the organization can then seek additional controls to 
reduce the level of risk. The main focus of risk management is then simply to reduce the 
level of riskiness within the organization without affecting the strategy, project or opera-
tions of the organization. The upside of risk then becomes that the organization can follow 
the desired strategy, projects and operations at the lowest level of risk that is reasonably and 
cost-effectively achievable.

It will then be for the board of the company to decide whether the level of risk identifi ed by the 
riskiness index analysis is aligned with the risk appetite of the board and within the risk capac-
ity of the organization. The level of risk identifi ed by the riskiness index represents the risk 
exposure of the organization. The board can then compare this level of risk exposure with the 
risk capacity of the organization and the appetite of the board towards risk.



158 Risk assessment

Table 17.2 Riskiness index 

Allocate a score of between 0 and 5 to each component of the generic example of the 
FIRM risk scorecard to determine the level of risk within the organization, project, 

operation or location being evaluated.

Financial component of the FIRM Risk Scorecard 

Index Description Score 

1.1 Lack of availability (or unacceptable cost) of adequate funds to fulfi l 
the strategic plans 

1.2 Insuffi ciently robust procedures for correct allocation of funds for 
strategic investment 

1.3 Inadequate internal fi nancial control environment to prevent fraud 
and control credit risks 

1.4 Inadequate funds to meet historical liabilities (including pensions) 
and meet future anticipated liabilities 

TOTAL for the fi nancial component 

Infrastructure component of the FIRM Risk Scorecard 

Index Description Score 

2.1 Inadequate senior management structure to support organization 
and embed ‘risk-aware culture’ 

2.2 Insuffi cient people resources, skills and availability, including 
concerns about intellectual property 

2.3 Inadequate physical assets to support the operational and strategic 
aims of the organization 

2.4 Information technology (IT) infrastructure has insuffi cient resilience 
and/or data protection 

2.5 Business continuity plans are not suffi ciently robust to ensure 
continuation of organization after major loss 

2.6 Product delivery, transport arrangements and/or communications 
infrastructure unreliable 

TOTAL for the infrastructure component 
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Table 17.2 continued

Reputational component of the FIRM Risk Scorecard 

Index Description Score 

3.1 Poor public perception of the industry sector and/or potential for 
damage to the brands of the organization 

3.2 Insuffi cient attention to ethics/corporate social responsibility/social 
environmental and ethical standards 

3.3 Poor governance standards and/or sector is highly regulated with 
high compliance expectations 

3.4 Concerns over quality of products or services and/or after sales 
service standards 

TOTAL for the reputational component 

Marketplace component of the FIRM Risk Scorecard 

Index Description Score 

4.1 Insuffi cient revenue generation in the marketplace or inadequate 
return on investment achieved 

4.2 Highly competitive marketplace with aggressive competitors and 
high customer expectations 

4.3 Lack of economic stability, including exposure to interest rate 
fl uctuations and foreign exchange rates 

4.4 Marketplace requires constant innovation and/or product 
technology is rapidly developing 

4.5 Supply chain is complex and lacks competition and/or raw materials 
costs are volatile 

4.6 Organization is exposed to potential for international disruption 
because of political risks, war, terrorism, crime or pandemic

TOTAL for the marketplace component 
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Table 17.2 continued

Score Description of the level of risk Score Description of the level of risk

0 No risk 3 Medium risk 

1 Little risk 4 High risk 

2 Some risk 5 Extreme risk 

Upside in strategy

Organizations will have a mission statement, together with a set of corporate objectives and an 
understanding of the expectations of the different stakeholders in the organization. The board 
of the organization then needs to develop an effi cacious strategy that will deliver exactly what 
is expected in terms of the mission, objectives and expectations. In order to make correct stra-
tegic decisions, the board of the organization will need access to risk information. A risk assess-
ment of the proposed strategy, together with a risk assessment of any viable alternative 
strategies, should be undertaken. The availability of this risk assessment information will 
ensure that the strategic decisions are more likely to be correct.

For opportunity risks, there is probably even less data available on which to predict risk likeli-
hood. An organization may see an opportunity to acquire a new client or develop and market 
a new product. Accurate risk assessment of the likelihood of positive and negative events will 
be necessary in order to determine whether the new venture should go ahead. When a new 
product is launched, the requirement may well be to increase the likelihood of a positive event 
occurring. If a new product is being launched, then advertising and press coverage will need to 
be maximized up to the point that it remains cost-effective. Actions should therefore be taken 
to increase the level of media interest in the launch.

Strategic core processes bring the disciplines of strategic planning and risk management 
together. Strategic planning is a systematic process for obtaining a consensus at board level on 
the small number of issues that could have a massive effect on the long-term performance of 
the organization. Strategic issues are vitally important and failure to implement strategy or the 
selection of an inappropriate strategy can be amongst the most devastating risks to hit an 
organization. Implementation of strategy is usually achieved by way of projects and then ulti-
mately delivered by operational core processes.

The box below describes an attitude to risk management that sees a risk as opportunity. This 
approach to the management of the organization demonstrates the desire to embrace the 
upside of risk.
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Opportunity management

Most managers treat risk as an unwanted by-product of the business – something to be 
controlled whenever possible. That way of thinking stems from an overly simplistic 
view of risk. Some risks should be minimized, but others should be embraced in the 
drive for growth. Indeed, the pursuit of growth requires placing bets on specifi c 
products, customer segments, channels, company alliances and so on – all of which 
entail management of strategic risk. The most successful companies do not try simply 
to defend against bad risk events; they also defi ne and predict the upside risks that, 
when well managed, can deliver the maximum rewards.

Upside in projects

It is essential that every organization adopts the correct core processes. A core process may 
be considered as the collection of activities that deliver a specifi c stakeholder expectation. 
This is the meaning of core process that is allocated by business process re-engineering 
(BPR) practitioners.

There is a difference between a process being effi cient and effective. An effi cient process means 
that there is no disruption and no excess cost. However, the process may be the incorrect one 
for cost-effectively delivering the requirements. Where processes need to be improved, a 
project will normally be undertaken and change achieved. In circumstances where a series of 
projects are required, this is often referred to as a programme of work. When a project, or pro-
gramme of work, is implemented by an organization, the desire will normally be to improve 
the effectiveness of core processes.

By undertaking adequate risk assessment of the intended change, the organization should be 
able to ensure that the project is more successfully delivered on time, within budget and to 
specifi cation. Achieving the upside of risk in the project or programme management requires 
that projects are adequately managed and that the correct project or priorities have been 
selected by the organization.

Often, organizations will undertake a post-implementation review to ensure that the benefi ts 
expected from the project have been delivered in practice. This review is often undertaken by 
internal audit and is designed to ensure that the project was delivered successfully, delivered 
the benefi ts that were required and was overall worthwhile. During diffi cult fi nancial times, it 
is important that the organization selects projects that are not only successful, but represent 
the best possible allocation of limited resources when compared with alternative projects that 
have not been selected.
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Upside in operations

It is a fundamental requirement for organizations that they have effi cient operations. Effi cient 
operations should make best use of the resources of the organization and should operate 
without unplanned disruption. Undertaking effi cient operations that use minimum resources 
and produce maximum output will deliver the greatest benefi t to the organization.

Risk management evaluation of operations can enable the organization to deliver the most 
effi cient activities, operations and processes. By delivering the most effi cient operations, a 
commercial organization can achieve benefi ts over a competitor and undertake work for a 
lower cost and still make a profi t.

For public services, the delivery of effi cient operations is equally important. Most public serv-
ices have targets for delivery that can be complex and challenging. Failure to anticipate and 
manage risks appropriately can undermine the delivery of public services. The contribution of 
risk management will also help achieve sustained improvements in service by bringing fl exi-
bility and resilience to the way in which services are delivered. This contribution by risk man-
agement may be considered to be part of delivering the upside of risk.

In a competitive marketplace, achieving the upside of risk will often be to the detriment of 
competitors, suppliers or other third parties. The box below describes a situation whereby a 
restaurant company was able to take advantage of the market conditions during the global 
fi nancial crisis.

Embracing opportunities

Consider two simple examples where the global fi nancial crisis has resulted in benefi t 
or upside risk for organizations. An international restaurant brand has discovered that 
landlords in city centre locations are looking for tenants. This has enabled the 
restaurant business to relocate into busier parts of a city centre at reduced rents, whilst 
also increasing trade and profi ts.

With the reduction in industrial activity resulting from the global fi nancial crisis, an 
electricity generating company has been able to decommission old, costly generating 
facilities, and thereby reduce the overall cost per unit of producing electricity. This has 
increased profi t per unit and enabled the company to revise strategic plans for future 
additional generating capacity to reduce generating costs over the long term.
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Importance of BCP and DRP

There has been considerable interest in the subjects of business continuity planning (BCP) 
and disaster recovery planning (DRP) in recent times. Several standards have been published 
around the world. This illustrates the importance of BCP as an integral part of risk manage-
ment. This increased concern has been reinforced by the potential for major disruption posed 
by extreme weather events, terrorist attacks, civil emergencies and the fear of a fl u pandemic.

In simple terms, BCP is how an organization prepares for future incidents that could jeopard-
ize its existence. The range of incidents that should be covered will include everything from 
local events like fi res through to regional disruption such as earthquakes or national security 
incidents and extend to international events like terrorism and pandemics.

British Standard BS 31100 defi nes business continuity planning as a ‘holistic management 
process that identifi es potential threats to an organisation and the impacts to business opera-
tions that those threats, if realised, might cause, and which provides a framework for building 
organisational resilience with the capability for an effective response to safeguard the interests 
of its key stakeholders, reputation, brand and value-creating activities’.

In case of a serious incident such as loss of access to premises or failure of a major part of an 
organization, it is important to have in place a well defi ned, documented and tested disaster 
recovery plan. Such plans inevitably focus on recovery of access to IT systems and data, but 
also commonly cover the provision of alternative premises (if needed) and other facilities, as 
well as setting out plans for communications with employees and with other stakeholders such 
as suppliers, customers and the media at a time of crisis.

Business continuity plans build upon this by setting out longer-term plans for restoration 
of ‘business as usual’ in the immediate aftermath of a disaster. A business continuity plan 
is an important part of reducing the impact of a hazard incident. The plan should include 
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arrangements for reducing the damage caused during the incident and containing the cost 
of recovery from it.

Disaster recovery plans are a particular component of business continuity planning. If a com-
puter system fails to operate correctly or data has become corrupted, the organization will 
need emergency procedures to ensure that the data can be recovered and/or ensure that the 
organization continues in existence.

For a printing fi rm IT systems are fundamental to the operation of the company, because the 
computer systems process orders, schedule printing and manage invoicing. For such a 
company, it may be appropriate to arrange for a mobile emergency computer facility to be 
available in case of major IT failure. If this decision is taken, a contract should be set up with 
an outside company for a duplicate computer to be delivered in a trailer to the premises of the 
company. The duplicate computer would then be connected and the operations would be 
controlled from the duplicate computer in the trailer. The success of this arrangement will 
depend on the availability of information from backup disks that should be produced at least 
once per day and possibly several times per day.

Business continuity standards

The British Standards Institute has published a standard on business continuity management 
(BCM). This is BS 25999 Part 1 ‘Code of Practice – Business Continuity Management: 2006’ 
and it provides a widely accepted overview of the key components of business continuity plan-
ning. The standard identifi es a business continuity planning life cycle that has the following 
fi ve components:

understanding the organization; •

determining a BCM strategy; •

developing and implementing a BCM response; •

building and embedding a BCM culture; •

exercising, maintaining and reviewing. •

There are many well-established approaches to business continuity planning, in addition to 
British Standard BS 25999, although most approaches are compatible with the requirements 
of this standard. Figure 18.1 provides a model for business continuity planning that is consist-
ent with BS 25999.

Table 18.1 provides a checklist of the key activities involved in business continuity planning, 
which is recognized as a vital buy in most large organizations. Indeed, most governments take 
an active role in encouraging businesses (especially small businesses) to develop and imple-
ment adequate business continuity plans.



Business continuity planning 165

Understand the business 
context:
business impact and risk 
assessment tools identify crucial 
deliverables and enablers, 
evaluate recovery priorities and 
assess the risks that could 
lead to business interruption

BCM strategies:
identify alternative strategies to 
mitigate loss, assess the relative 
merits of these against the 
business environment and their 
effectiveness in maintaining 
critical functions

Develop a response:
develop the risk profiles by 
improvements to operational 
procedures. Implement 
alternative business strategies 
using risk financing measures 
and business continuity plans

Apply and plan 
maintenance:
continue testing the 
plan, audit and change 
management of the 
BCM and its processes

Establish a continuity 
culture:
introduce the business continuity 
management process through 
education and awareness of stakeholders, 
customers, employees and suppliers

Business
Continuity

Management

1
2

3

4

5

Figure 18.1 Model for business continuity planning

Table 18.1 Key activities in business continuity planning 

1. Assess company activities to identify critical staff, materials, procedures and 
equipment required to keep the business operating 

2. Identify suppliers, shippers, resources and other businesses that are contacted on a 
daily basis 

3. Plan what to do if any important buildings, plant or store were to become 
inaccessible

4. Identify necessary actions to ensure continuity of critical business functions, 
especially payroll 

5. Decide who should participate in compiling and subsequently testing the emergency 
plans 

6. Defi ne crisis management procedures and individual responsibilities for disaster 
recovery activities

7. Co-ordinate with others, including neighbours, utility suppliers, suppliers, shippers 
and key customers 

8. Review the emergency plans annually and when the business changes and/or new 
members of staff are recruited
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The overriding principles appropriate to successful business continuity planning are that the 
business continuity plan (BCP) should be:

comprehensive; •

cost-effective; •

practical; •

effective; •

maintained; •

practised. •

It is important that the BCP should cover all the operations and premises of the organization 
to ensure that the plan can facilitate a complete resumption of normal business operations. It 
is also important that the plan is cost-effective and proportionate to the risk exposures.

The BCP must be practical and easily understood by staff and others who are involved in the 
execution of the plan. Overall, the BCP must be effective in that it will recognize the urgency 
of certain business components or functions and identify responsibilities for ensuring timely 
resumption of normal work.

In order to guarantee that the BCP will be effective, it needs to be tested, maintained and prac-
tised. All members of staff need to be familiar with the intended operation of the plan and 
training will need to be provided. The lessons learnt during testing and practice of the business 
recovery plan should be incorporated into the plan so that it becomes more effective.

Testing of business continuity plans is an essential component of ensuring that they will be 
appropriate and effective. However, testing of plans can be time-consuming and, in some cir-
cumstances, disruptive and costly. Even the simple example of a fi re evacuation drill from a 
building illustrates that the testing of procedures is inevitably going to disrupt normal routine 
operations.

Successful BCP and DRP

The fi rst stage in successful business continuity planning and disaster recovery planning is to 
gain a thorough understanding of the organization and its interactions, both internal and 
external. Part of gaining this understanding will be to identify the objectives of the organiza-
tion and its key dependencies. It is important to understand the critical functions within the 
organization and identify key resources.

Determining BCP strategy will require the identifi cation of risks to the business and decisions 
about how likely it is that the risks will materialize. It is also necessary to understand the 
impact of risks on the business. These assessments should then be used to prioritize treatment 
of the risks and to agree the likelihood and impact of the risks materializing.
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Developing and implementing a BCP and appropriate controls for each of the identifi ed risks 
will require decisions on the appropriate risk responses. The range of risk responses available 
have already been discussed as the 4Ts of hazard management. In respect of each of the major 
risks, the decision will have to be taken whether to tolerate, treat, transfer or terminate the 
risk.

Building and embedding a business continuity management (BCM) culture will require good 
communication throughout the organization. All stakeholders will need to be engaged and 
involved in the process and will need to understand the reasons for the development of the 
BCP and DRP. The important role of all employees in the avoidance of incidents that could 
result in major disruption should be emphasized.

When developing the BCP, the mission-critical activities should be identifi ed, together with 
key roles and responsibilities. These may be produced in the form of clear instructions and 
checklists. It is important to exercise, maintain and review the BCP by creating a programme 
to test the plans, review and amend them as necessary, and rehearse staff to improve under-
standing of the plans. BCP and DRP should be reviewed at least annually, as well as after a test 
of the plans. Also, if an incident occurs, the lessons learnt should be incorporated into the 
plans.

The fl u pandemic of 2009 provides an example of the importance of business continuity plan-
ning. Advice and guidance was produced for companies and individuals in many countries 
around the world. The box below sets out a summary of the key points provided in that guid-
ance and the practical implications of the fl u pandemic for business continuity. In particular, 
it offers thoughts on ‘coming to work sick’ and ‘staying at home well’.

Flu pandemic

Coming to work sick – People commonly are expected to come to work when they are 
sick and are often viewed poorly when they stay home with an illness. There are those 
who take advantage of sick-day policies, particularly when a fi xed number of paid sick 
days is allowed. But when you have a disease where there is a lack of natural immunity, 
all it takes is one person to infect a department and that department could infect a 
company. If people don’t feel well, they should stay home.

Staying home well – One of the ways to limit the spread of diseases is to avoid forcing a 
lot of people into the same small space. If a company has an outbreak, the people who 
weren’t at work are likely to survive it and can keep the company running. This would 
suggest that work-at-home policies may help a company avoid the worst effects of the 
pandemic.
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Business impact analysis (BIA)

A critical part of ensuring that adequate business continuity plans and disaster recovery plans 
are in place is completion of a business impact analysis (BIA). The BIA will identify the critical 
nature of each business function by assessment of the impact of interruption to that activity. 
This information will be required in order to identify appropriate continuity strategies for 
each function.

The BIA is similar to the risk assessment that is undertaken as part of the overall risk manage-
ment process. However, the critical difference with business continuity planning is that the 
emphasis of a BIA is the identifi cation of the relative importance and criticality of each func-
tion, rather than identifying the events that could undermine that particular function.

Therefore, the risk assessment and the BIA are related and could well be undertaken together. 
The risk assessment will help in identifying the risks that might threaten the achievement of 
the business continuity objectives. Both approaches require a structured and systematic 
approach.

The business impact analysis has three clear purposes, as follows:

1. Identify mission-critical activities and the required recovery time in the event of disrup-
tion. This identifi cation process will establish the timeframe within which the critical 
functions must be resumed after the disruptive event.

2. Establish the impact potential and the resource requirements for recovery within the 
agreed timescale. The business requirements for recovery of the critical function must be 
established.

3. Determine whether the likely impact is within the risk appetite of the organization as the 
basis for business continuity strategy. The technical requirements for recovery of the crit-
ical function also need to be established.

BCP and ERM

There is an obvious link between BCP and enterprise risk management (ERM). ERM is con-
cerned with the risks facing the whole organization and BCP takes an approach that business 
continuity arrangements should be in place. The BCP approach is to look at the continuity of 
operations across the whole organization. Ensuring continuity is obviously part of an ERM 
approach. It should therefore be considered that BCP is part of ERM, but it is not the whole of 
ERM activity. Nevertheless, there is a strong similarity in approach and the business continu-
ity and disaster recovery activities should take place within the context of a broader ERM ini-
tiative, as appropriate.
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Enterprise risk management will be explored in more detail in a later Part of this book. The 
basis of ERM is that the stakeholder expectations and the core processes of the organization 
that deliver those expectations are the focus of the risk assessment process. The intention of 
enterprise risk management is to ensure that the core processes are maintained.

Continuation of core business processes is also the basis of business continuity planning. The 
difference in emphasis is that ERM seeks to identify the risks that could impact the core proc-
esses. BCP seeks to identify the critical business functions that need to be maintained in order 
to achieve continuation of the business. The approaches are complementary and there is a 
good deal of similarity between BCP and this style of ERM.

Civil emergencies

In many countries, there is an obligation placed on local government to ensure the continuity 
of local businesses in the event of a major civil emergency. The emergency may be triggered by 
a natural disaster, such as fl ooding or earthquake. Alternatively, it could be caused by terror-
ism, civil unrest or by an epidemic/pandemic.

Several organizations may fi nd that they are required to assist the civil authorities in the event 
of a civil emergency. This will be the case for organizations that supply products that may be 
required in such an emergency or have large buildings that could be used as temporary accom-
modation. The products that may be useful in a civil emergency will include food, bottled 
water, clothing and blankets.

Many civil authorities publish guidance for businesses to assist them with their business con-
tinuity planning. For example, the US government provides valuable information on its 
website. Also, several trade associations and small business associations offer practical guid-
ance on the business continuity planning, including appropriate actions in the case of civil 
emergency.

Most local authorities have statutory responsibility for responding to civil emergencies. Facto-
ries and warehouses may have equipment and facilities that could be useful in the event of a 
civil emergency. Likewise, retail shops will have food and other goods that may be required for 
distribution as emergency supplies. Also, schools and other civic buildings may be required as 
accommodation in the event of a civil emergency.

Encouraging organizations to make arrangements to ensure business continuity will benefi t 
local authorities in charge of civil emergencies, because there will be fewer problems and issues 
for them to take into account at the time of the emergency. The box below provides a summary 
of typical advice provided by a municipal authority to small businesses in the local area.
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Secure your business

Thoroughly assessing the disasters that could threaten your fi rm will give you a clear 
idea of the business areas that are most important to secure. Usually, these will be the 
areas on which your business relies the most, and which are exposed to the greatest 
degree of risk. This is the most important part of your plan. The following check points 
are essential when writing this stage of your plan. You need to systematically go 
through each of the following areas and take a practical approach to tackle each of the 
threats that your business may face, following the process:

assign ownership; •

identify threats and resources; •

develop contingency plans and policies; •

premises and key equipment. •

Clearly, your premises are fundamental to your business – so much so that you 
probably take them for granted. But you should consider the long-term impact that 
damage to or destruction of your premises would have on your business. The same 
applies to business-critical machinery. If a vital piece of equipment is destroyed, 
damaged or stolen, ask the following questions:

Would you be able to inform your employees and customers of disruption? •

What would happen to customer orders when your premises were closed? •

Would you be able to make alternative arrangements for regular orders? •



Case study

Invensys – risks and uncertainties

Invensys operates globally in varied markets and is affected by a number of risks inherent in 
its activities, not all of which are within its control. The Risk Committee has accountability for 
overseeing the risk management processes and procedures, and reports to the Board through 
the Audit Committee on the key risks facing the business. It also monitors the mitigating 
actions put in place by the relevant operational managers to address identifi ed risks. Two 
examples of the principle risk faced by Invensys are set out below.

1. The Group faces intense competition and failure to maintain a competitive and techno-
logically advanced product range could reduce its margins and revenue growth.

2. Invensys operates in highly competitive markets and the Group’s products and services 
are characterized by continually evolving industry standards and rapidly changing tech-
nology, driven by the demands of the Group’s customers. Failure to keep pace with tech-
nological changes and system or application requirements in the industrial sectors may 
result in loss of market share and lower margins.

3. The Group invests in research and development to develop new technologies and prod-
ucts to sustain or improve its competitive position. However, all new technologies and 
products involve business risk in terms of possible abortive expenditure, reputation risk 
and the potential for onerous contracts and customer claims. The Group reviews its port-
folio of technologies as part of the strategic planning process. In addition, the businesses 
control individual development projects through a stage gate review process.

4. The Group may be exposed to liability through the actions of joint-venture partners, co-
source partners or its supply chain.

The business activities of the Group are often conducted in conjunction with joint-venture, 
consortium, co-development or co-source partners whose day-to-day management actions 
are outside of the control of the Group.
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A signifi cant element of the Group’s risk profi le is the delivery performance of its supply chain. 
Given the nature of the Group’s businesses, a quality or other failure in the supply chain could 
present a risk to safety and delivery which could have a material adverse effect on the Group’s 
business, fi nancial performance and reputation. Assessment, mitigation and management of 
these risks are addressed by the businesses in conjunction with the Group’s legal, supply chain 
and risk functions.

Annual Report and Accounts 2009



Part 4
Risk and organizations

Learning outcomes for Part 4

describe the key features of a corporate governance model and describe the links to risk  •
management in different types of organizations;

list the different types of stakeholders of a typical organization and explain the infl u- •
ence of these stakeholders on risk management;

provide a description of a simplifi ed business model and the different types of core  •
processes that need to take place in an organization;

provide a brief description of the project life cycle and the importance of risk manage- •
ment at each stage, using the 4As approach;

describe the key features of a project risk management system, such as the project risk  •
analysis and management (PRAM) approach;

outline the key features of operational risk as practised in fi nancial institutions, such as  •
banks and insurance companies;

describe the key sources of operational risk in fi nancial institutions and provide exam- •
ples of how these risks are managed;
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describe the importance of the supply chain and the contribution of supply chain risk  •
management to the success of the organization;

give examples of the risks associated with outsourcing and how these risks can be suc- •
cessfully managed.

Part 4 Further reading
APM Publishing (2004) Project Risk Analysis and Management Guide, www.apm.org.uk.
Institute of Risk Management (2005) Risk Management Organization and Context, www.theirm.org.
London Stock Exchange (2004) Corporate Governance A Practical Guide, www.londonstockexchange.com.
Reuvid (2008) Managing Business Risk, www.koganpage.com.
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Corporate governance

Corporate governance covers a very wide range of topics, and risk management is an integral 
part of the successful corporate governance of every organization. Most countries in the world 
place corporate governance requirements on organizations. These requirements are particu-
larly strong in relation to companies quoted on stock exchanges, organizations that are regis-
tered charities and government departments, agencies and authorities. For instance, companies 
listed on the London Stock Exchange have to be guided by the Combined Code on Corporate 
Governance published by the Financial Reporting Council.

The purpose of corporate governance is to facilitate accountability and responsibility for effi -
cient and effective performance and ethical behaviour. It should protect executives and 
employees in undertaking the work they are required to do. Finally, it should ensure stake-
holder confi dence in the ability of the organization to identify and achieve outcomes that its 
stakeholders value.

There are two main approaches to the enforcement of corporate governance standards. Some 
countries treat corporate governance requirements as ‘comply or explain’. In other words, the 
organization should comply with the requirements or explain why it was not appropriate, nec-
essary or feasible to comply. If appropriate, an organization could explain that an alternative 
approach was taken to achieve the same result. In these countries, the requirements may be 
regarded as one means of achieving good practice, but equally effective alternative arrange-
ments are also acceptable.

Other countries require full compliance with detailed requirements, although limited alterna-
tives for achieving compliance are sometimes included within these requirements. In these 
countries detailed compliance is expected and exceptions would not be acceptable.

Corporate governance requirements should be viewed as obligations placed on the board of an 
organization. These requirements are placed on board members by legislation and by various 
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codes of practice. Often, these corporate governance requirements are presented as detailed 
codes of practice. To start the process of enhancing corporate governance standards, an organ-
ization may develop a code of ethics for company directors, together with appropriate ‘delega-
tion of authority’ documents. An annual statement of confl ict of interest should be required 
from directors and training should be provided for the board on corporate governance.

Also, the organization should set up appropriate committees (as listed below) with established 
terms of reference and membership of each of these committees, which may be established as 
sub-committees of the board. Reports on corporate governance standards, concerns and activ-
ities should be received at every board meeting and these papers will often be presented by the 
company secretary.

risk management committee; •

audit committee; •

disclosures committee; •

nominations committee; •

remuneration committee. •

OECD principles of corporate governance

A basic defi nition of corporate governance is ‘the system by which organizations are directed and 
controlled’. Corporate governance is therefore concerned with systems, processes, controls, 
accountabilities and decision making at the highest level and throughout an organization.

Because corporate governance is concerned with the way that senior management fulfi l their 
responsibilities and authority, there is a large component of risk management contained in the 
overall corporate governance structure for every organization. Corporate governance is con-
cerned with the need for openness, integrity and accountability in decision making and this is 
relevant to all organizations regardless of size or whether in the public or private sector.

The Organization for Economic Cooperation and Development (OECD) is an international 
organization helping governments tackle the economic, social and governance challenges of a 
globalized economy. The OECD has established a set of principles for corporate governance 
and these are set out in Table 19.1. These principles focus on the development of an effective 
corporate governance framework that pays due regard to the rights of stakeholders.

The principles require the equitable treatment of all stakeholders and an infl uential role for 
stakeholders in corporate governance. Finally, the principles require disclosure and transpar-
ency. All of these principles are delivered by the board of the organization and the principles, 
therefore, make detailed reference to the responsibilities of the board.
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Table 19.1 OECD principles of corporate governance

1. Effective corporate governance framework
 Promote transparent and effi cient markets, be consistent with the rule of law and 

clearly articulate the division of responsibilities 

2. Rights of shareholders 

 Protect and facilitate the exercise of the rights of shareholders 

3. Equitable treatment of shareholders

 Equitable treatment of all shareholders, including minority and foreign shareholders 

4. Role of stakeholders in corporate governance

 Recognize the rights of stakeholders and encourage active co-operation in creating 
wealth, jobs and sustainability 

5. Disclosure and transparency

 Timely and accurate disclosure is made on all material matters, including the 
fi nancial situation, performance, ownership, and governance 

6. Responsibilities of the board

 Strategic guidance of the company, effective monitoring of management by the 
board and accountability of the board to the company and shareholders 

LSE corporate governance framework

The London Stock Exchange (LSE) has produced guidance on corporate governance and the 
focus of that guidance is on the effectiveness of the board. In the view of LSE, corporate gov-
ernance is about the effective management of the organization and the appropriate responsi-
bilities and the role of the senior managers and board members within the organization.

Figure 19.1 provides a summary representation of the London Stock Exchange governance 
framework. Governance activities are centred on the board of the organization and the LSE 
guidance refers to these boards as supervisory and managerial boards. The corporate govern-
ance framework has two main components. These components are: 1) the responsibilities, 
obligations and rewards of board members, and 2) the fulfi lment of stakeholder expectations, 
rights, participation and dialogue.

The importance of board member responsibilities, obligations and rewards are emphasized 
and include arrangements for:

determining membership of the board; •

accountability of board members; •
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Board members’ responsibilities, obligations and rewards

Supervisory and managerial boards

1.
Membership

2.
Accountability

3.
Delegation

4.
Remuneration

Stakeholder expectations, rights, participation and dialogue

* Corporate social responsibility

1.
Strategy

2.
CSR*

3.
Risk

4.
Audit

5.
Disclosure

Governance
by the board

Governance
of the board

Figure 19.1 Corporate governance framework

delegation of authority from the board; •

remuneration of board members. •

The responsibilities of board members must be fulfi lled in fi ve important areas, in respect of 
the fulfi lment of stakeholder expectations, rights, participation and dialogue. In summary, 
these fi ve areas are as follows:

strategic thinking, planning and implementation; •

corporate social responsibility; •

effective management of risks; •

audit and risk assurance; •

full and accurate disclosure. •

The OECD principles and the LSE corporate governance framework provide the overall 
requirements and framework within which corporate governance must be delivered. However, 
the processes that are used to deliver each of the fi ve areas of stakeholder expectation will 
vary.

Risk management activities should be viewed within the wider framework of corporate gov-
ernance. Although risk management is presented as a separate component of corporate gov-
ernance in the LSE framework, risk issues also underpin strategy, corporate social 
responsibility, audit and disclosure.
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Corporate governance for a bank

Corporate governance and risk management activities within a fi nancial organization are 
strictly governed and regulated. Most fi nancial organizations, including banks, produce their 
own internal corporate governance guidelines. Typically, these guidelines will cover director 
qualifi cations, director responsibilities and the responsibilities and delegated authority of 
board committees. The guidelines should also consider arrangements for the annual perform-
ance evaluation of the board and the arrangements for senior management succession.

The corporate governance structure will normally be a set of governing principles for the 
conduct of the board of directors. These governing principles will include information for 
board members on dealing with confl icts of interest, confi dentiality and compliance with laws, 
rules and regulations.

A major part of ensuring adequate corporate governance for a fi nancial institution will be 
adequate training and induction for board members. Typically, the orientation programme 
for new members of the board will include details of:

the legal and regulatory framework; •

risk management; •

capital management and group accounting; •

human resources and compensation; •

audit committee, internal audit and external audit; •

communication, including branding. •

The global fi nancial crisis has resulted in banks and other fi nancial institutions reviewing their own 
corporate governance standards. The review in the box below provides an overview of a large 
national bank and sets out criticisms of that bank in relation to failures of corporate governance.

Operational risk

The bank is the largest fi nancial services institution listed on the national stock 
exchange and is among the 30 most profi table fi nancial services organizations in the 
world. In January 2004, the bank disclosed to the public that it had identifi ed 
substantial losses relating to unauthorized trading in foreign currency options. These 
losses were classifi ed as operational risk.

Concurrent issues of further substantial losses on home loans called into question the 
strength of the risk management practices and lack of auditor independence, 
reinforcing the view that corporate governance had not been given the priority it 
deserved over a number of years.
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Corporate governance for a government agency

For government agencies, robust corporate governance arrangements are usually mandatory. 
Also, for many government agencies, the main reason for paying attention to risk manage-
ment is to ensure that adequate corporate governance arrangements are in place. In other 
words, the main motivation for ensuring good standards of risk management in a typical gov-
ernment agency will be the desire to support the corporate governance arrangements in the 
agency. Figure 19.2 shows the corporate governance components for a typical government 
agency.

For commercial organizations, corporate governance and risk management are designed to 
assist the organization to achieve its objectives, including commercial or marketplace objec-
tives. The motivation for government departments to ensure good standards of corporate 
governance is narrower and is often focused on accountability.

In government agencies, the driving principles include value for money and avoidance of 
inappropriate behaviour. Corporate governance is often seen by government agencies as estab-
lishing a framework of control that supports innovation, integrity and accountability and 
encourages good management throughout the organization.

Corporate risks

• Long-term (strategic) risks
• Medium-term (tactical) risks
• Short-term (operational) risks
• Risks identified and escalated from project, 

programme and local risk registers

Strategy

• Strategic context
• Available resources
• Delivery expectations
• Required changes

Balanced scorecard

• Adopted framework
• Strategic imperatives
• Current status
• Actions in hand

Business plan

• Urgent actions that need 
to be taken

• Timescale for completion
• Responsibility for the 

required actions

Executive committee

• Monthly risk review
• Changed assumptions
• Forecast performance
• Agreed risk performance 

standards and metrics

Influence
and/or
Inform

Figure 19.2 Corporate governance in a government agency
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Within the corporate governance framework, responsibilities of individual members of staff 
are frequently specifi ed. The reporting structure for risk issues is also outlined. Linking risk 
management efforts to corporate governance can also enable specifi c areas of risk to be identi-
fi ed for particular attention. Typically, these will include value for money, business continuity, 
fraud prevention and IT security assurance. Underpinning corporate governance activities 
within a government department, agency or authority will be the principles of public life, 
often referred to as the Nolan principles. These are set out in Table 19.2

Table 19.2 Nolan principles of public life

1. Selfl essness

 Holders of public offi ce should act solely in terms of the public interest and should 
not seek benefi ts for themselves, their family or friends 

2. Integrity

 Holders of public offi ce should not place themselves under any fi nancial or other 
obligation to outside individuals or organizations 

3. Objectivity

 In carrying out public business, the holders of public offi ce should make choices 
on merit 

4. Accountability

 Holders of public offi ce are accountable for their decisions and actions to the 
public and must submit themselves to appropriate scrutiny 

5. Openness

 Holders of public offi ce should be as open as possible about all the decisions and 
actions that they take and give reasons for their decisions 

6. Honesty

 Holders of public offi ce have a duty to declare any private interests relating to their 
public duties and to take steps to resolve any confl icts 

7. Leadership

 Holders of public offi ce should promote and support these principles by leadership 
and example 
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The box below provides an example of the importance of corporate governance arrangements 
within a government agency. The important contribution of risk management and corporate 
governance arrangements and management practices is highlighted in this example.

Welsh Assembly Government – Risk management policy

The risk policy of the Welsh Assembly Government (WAG) sets out policy on the 
identifi cation and management of risks that it faces in the delivery of its objectives. Its 
aims are to ensure that risk is taken into account at all stages in the development and 
delivery of WAG activities, including risk analysis, the development of actions to 
manage risks, and to monitor, review and evaluate such activity.

The Accounting Offi cer and Strategic Delivery & Performance Board of the Welsh 
Assembly Government have adopted the following risk management policy to create 
the environment and structures for the implementation of the WAG Plans, to:

ensure that the objectives of the Welsh Assembly Government are not adversely  •
affected by signifi cant risks that have not been anticipated;

ensure achievement of outputs and outcomes and having reliable contingency  •
arrangements to deal with the unexpected that might put service delivery at 
risk;

promote a more innovative, less risk-averse culture in which the taking of  •
appropriate risks in pursuit of opportunities to benefi t the WAG is encouraged;

provide a sound basis for integrating risk management into decision making; •

form a component of excellent corporate governance and management  •
practices.

Risk Improvement Manager
Corporate Governance and Assurance

Welsh Assembly Government

February 2008

Evaluation of board performance

Evaluation of board performance is a critically important part of the corporate governance 
arrangements for any organization. Table 19.3 provides a checklist of issues that should be 
included in the evaluation of the effectiveness of a board. The areas for evaluation are as 
follows:
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membership and structure; •

purpose and intent; •

involvement and accountability; •

monitoring and review; •

performance and impact. •

The checklist set out in Table 19.3 focuses on corporate governance effort and on the level of 
performance of the board. When deciding issues related to strategy, projects and operations, 
the board will need to ensure that adequate processes are in place for reaching decisions. These 
decisions will result in a course of action and the implementation of that course of action 
needs to be monitored.

Table 19.3 Evaluating the effectiveness of the board

Membership and structure

Does the board have the necessary range of knowledge, skills and experience? •
Is there appropriate turnover of board membership to ensure new ideas? •
Are the sub-committees of the board effective with appropriate delegated authority? •
Are board decision-making processes satisfactory with adequate information available? •
Do communication processes exist between board members outside board meetings? •

Purpose and intent

Do all board members understand and share the vision and mission? •
Do members of the board understand the objectives and position statements? •
Is there suffi cient knowledge and understanding of the signifi cant risks? •
Are board members suffi ciently involved with the development of strategy? •
Have measurable budget and performance targets been put in place • ?

Involvement and accountability 

Does the board have shared ethical values, including openness and honesty? •
Are the established policies unambiguous and consistent with the ethics? •
Do board members understand their duties, responsibilities and obligations? •
Is there a feeling of mutual trust and respect at board meetings? •
Are there adequate delegation and authorization procedures in place • ?
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Monitoring and review

Is there suffi cient monitoring of performance using appropriate measurements? •
Does the board challenge planning assumptions when and where appropriate? •
Does the board demonstrate the ability to respond rapidly to changes? •
Is there a mentality that demands continuous improvement in performance? •
Does the board assess fi nancial and other controls and seek assurance on  •
compliance?

Performance and impact

Is there a satisfactory level of attendance at board, committee and other meetings? •
Are board decisions and actions fully recorded and actions tracked and confi rmed? •
Are the established targets and agreed performance indicators evaluated and assessed? •
Is the impact of board decisions and actions evaluated in a timely manner? •
Is there an emphasis on accuracy, honesty and open reporting to external agencies • ?

The course of action will result in some outputs, and these need to be evaluated in terms of the 
impact that is achieved. When evaluating the effectiveness of the board, the impact of its deci-
sions is the ultimate test. The level of impact can then be evaluated against the vision, mission 
and objectives of the organization.

Table 19.3 continued
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Range of stakeholders

Organizations will have a wide range of stakeholders, some of whom may indeed be unwanted 
as far as the organization is concerned. For example, if a distribution company wishes to build 
an extension to its depot, local residents may want to object to it. The local residents are stake-
holders in the operation of the company, even though the owner of the company may not wish 
to acknowledge that fact. ISO Guide 73 defi nes a stakeholder as a ‘person or group concerned 
with, affected by, or perceiving themselves to be affected by an organization’.

There will be a wide range of stakeholders in a typical sports club and these will include the 
following:

supporters; •

players; •

staff; •

fi nanciers; •

sponsors; •

suppliers. •

Stakeholders may have contradictory expectations of the organization. For example, staff will 
seek pay that is as high as possible. This would be in opposition to the requirements of fi nan-
ciers, who want the club to be as profi table as possible. It is part of the role of management to 
balance the confl icting interests of different stakeholders and implement actions that provide 
the best balance between confl icting stakeholder expectations.

For organizations in different sectors, the range of stakeholders will be different. For govern-
ment agencies, the general public will be a major stakeholder. Specifi c groups within the 
general public will be stakeholders in different agencies, depending on the purpose of each 
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particular agency. For organizations that have signifi cant environmental interests or expo-
sures, a different range of stakeholders would need to be considered. For some energy compa-
nies, environmental pressure groups are often unwelcome stakeholders. There may be a 
substantial confl ict between a mining company that wishes to extract minerals and the local 
population who do not want heavy industrial activities taking place in the area.

Depending on the nature of the stakeholder, questions should be asked about the risk aware-
ness of the organization, the activities that are designed to achieve risk improvement and risk 
governance arrangements within the organization. Relevant stakeholders are entitled to receive 
information on the risk profi le of the organization. They are also entitled to information on 
the arrangements for risk improvement and the metrics that are in place to monitor risk per-
formance. Finally, stakeholders are entitled to information on the risk appetite of the organi-
zation and the arrangements for incorporating risk into the development of strategy.

The box below provides an example of how stakeholders will have different expectations of an 
organization. Sometimes, these expectations will be contradictory. Even if they are not contra-
dictory, it is helpful for one group of stakeholders to have an understanding of the expecta-
tions of the other groups.

Stakeholders in a theatre

Assume that a theatre is seeking to involve all stakeholders in its activities. This will 
extend to consideration of the objectives of performers at the theatre, including artistes 
and actors. There needs to be a distinction between the objectives of the performer and 
the requirements of the audience. For example, an established musician may wish to 
promote a new album, but the audience will want to hear the established favourites 
from previous ones.

The performer will have the best chance of presenting a successful show if the starting 
point is an evaluation of audience expectations, followed by an evaluation of the 
expectations of the theatre. The performer can then plan the specifi c content of the 
show to be consistent with those expectations as well as taking account of his or her 
professional and personal objectives. The theatre may encourage this approach and 
recognize the performer as a stakeholder, but encourage the performer to consider 
other stakeholders and their expectations.

Stakeholder dialogue

Dialogue with stakeholders should be based on a mutual understanding of the objectives of 
the organization. The board is responsible for ensuring that the dialogue is satisfactory. 
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Although specifi c members of the organization may have the day-to-day responsibility for 
communications with particular groups of stakeholders, the board will retain overall respon-
sibility. Table 20.1 provides a summary of the information that should be provided to share-
holders of a company. This information will focus on the provision of accurate fi nancial 
data.

The level and nature of dialogue with stakeholders will depend on the particular interests of 
the stakeholder in the operations of the organization. The supporters of a sports club will 
require different information than the banks that are providing the necessary fi nancial support 
for the club.

To obtain the fullest picture of the risks facing an organization, analysis of stakeholders and 
their expectations is necessary. The identifi cation of stakeholder expectations is one output 
from the external evaluation stage of the business cycle. Different stakeholders may have 
expectations that are contradictory or even mutually exclusive in terms of the demands placed 
on the organization.

Table 20.1 Data for shareholders 

General 

A clear statement of strategy and vision  •
Corporate profi le and principal markets •

Financial data

Annual report and fi nancial statements •
Archived fi nancial information for the past three years •

Corporate governance and CSR

Information related to compliance with Combined Code •
Information on the company CSR policies •

Shareholder information

Shareholder analysis by size and constituent  •
Information on directors’ share dealings  •

Relevant news 

Access to all news releases and presentations  •
Developments that might affect the share value  •
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Stakeholders and core processes

Core processes deliver stakeholder expectations and they are related to the internal and exter-
nal context of the organization. Therefore, a risk can be defi ned as an event with the potential 
to impact the fulfi lment of a stakeholder expectation. This approach has the advantage that 
both internal and external stakeholders can be identifi ed, together with their short-term, 
medium-term and long-term expectations. Figure 20.1 provides a graphical illustration of the 
relationship between stakeholder expectations and the core processes of the organization. The 
fi gure illustrates that the core processes of an organization can be strategic, tactical and opera-
tional. This classifi cation of core processes as strategic, tactical and operational is acknowl-
edged in British standard BS 31100 when it discusses risk management perspectives. Strategic 
perspectives set the future direction of the business; tactical perspectives are concerned with 
turning strategy into action by achieving change; and operational perspectives are related to 
the day-to-day operations of the organization, including people, information security, health 
and safety and business continuity.

Mission statement

Strategic or business plan
(and annual budget)

Strategic

TacticalOperational

Core processes

Internal
evaluation

Corporate objectives Stakeholder expectations

External
evaluation

Influence Processes to
deliver business

model 
(Figure 21.1)

Figure 20.1 Importance of core processes
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An approach based on stakeholder expectations has many advantages. It facilitates a full and 
thorough validation of the core processes of the organization in relation to the expectations that 
each stakeholder places on each core process. An important aspect of managing an organization 
is balancing the various stakeholder expectations. There are dangers inherent in achieving this 
balance, and a risk identifi cation process based on analysis of stakeholder expectations is the 
most robust way of ensuring that these dangers are recognized, analysed and minimized.

The analysis of stakeholder expectations is also one of the fundamental requirements of the 
business process re-engineering (BPR) approach. The stakeholders in the current and future 
activities of the organization can be identifi ed. The expectations of each stakeholder in relation 
to each stated objective and the corporate mission can then be evaluated. Shared expectations 
will emerge and the core processes of the organization can then be defi ned (or refi ned) spe-
cifi cally in terms of the delivery of these shared expectations.

Although the analysis of stakeholder expectations can be one of the most robust ways of iden-
tifying risks, there are implications in terms of the time and effort required for this approach 
to be successful. BPR can be a very time-consuming exercise, when undertaken thoroughly.

Stakeholders and strategy

It has been clearly established and demonstrated by research that incorrect risk management 
decisions related to strategy can destroy more value for an organization than incorrect risk man-
agement decisions associated with the operations or projects undertaken by the organization.

Strategic processes, therefore, need to be the most robust processes in the organization, and 
indeed this will be required by major stakeholder groups. Such stakeholders include fi nanciers 
and other shareholders who are interested in the long-term success of the organization.

Strategic core processes for a sports club may include the building of a new stadium. This would 
be a signifi cant investment that will require substantial support from fi nanciers. In order to 
secure support, the club will need to be aware of the expectations of the fi nanciers and ensure 
that the plans for the new stadium and the fi nancial arrangements that will be put in place fulfi l 
the necessary stakeholder expectations. The construction phase of acquiring a new stadium will 
be a signifi cant project for the club, with a different range of stakeholders to consider.

Stakeholders and tactics

Tactical stakeholders of an organization may be very different from those who are concerned 
with the organization’s operations.
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If the tactics of an organization involve improvements to products, investment in new pro-
duction techniques, response to technological changes or other developments that require a 
project, then fi nance is likely to be required. This means that fi nancial bodies are likely to be 
key stakeholders in projects and similar tactical changes. Other stakeholders in projects may 
include building contractors and providers of other specialist professional support, such as 
architects.

The importance of employees in the implementation of tactics should not be underestimated. 
Staff will also have an interest in operational issues and be major stakeholders in the organiza-
tion’s operations. If changes to work practices or product features are to be successfully incor-
porated into the operations of the organization, then the support of staff is vitally important 
and good communication with them is essential.

Stakeholders and operations

There may be many stakeholder groups involved in the operational activities of an organiza-
tion. To continue with the example of a sports club, fans will be major stakeholders in a large 
number of different aspects of the club’s activities. One of the primary concerns of fans will be 
good results on the pitch. They will also be interested in other operational aspects, including 
the arrangements for buying tickets, transport and access arrangements, as well as the facilities 
provided within the stadium.

Pharmaceutical companies are generally large organizations with a very diverse range of 
stakeholders. In particular, a pharmaceutical company producing a critical medication has 
an obligation to ensure a constant availability of that medication for all its patients. Patients 
should be viewed by the pharmaceutical company as important stakeholders who have 
expectations regarding the availability and effectiveness/effi cacy of the medication that has 
been prescribed.

The stakeholder groups that have an interest in the operational activities of an organization 
are likely to be customers, suppliers and others that may be affected by disruption to the 
normal effi cient operation of the organization. For example, customers are likely to be affected 
if a hazard risk were to materialize. Likewise, suppliers are stakeholders in the organization 
and they will suffer if the organization is disrupted to the extent that their supplies/produce/
components/service are no longer required.

Other stakeholder groups that are likely to be affected by hazard risks will also have an interest 
in the continuity of the activities of the organization. For fi nancial organizations such as banks, 
customers would be immediately affected if critical IT systems fail.

Corporate governance models require the involvement of stakeholders and adequate 
stakeholder dialogue. In several countries, employees are recognized as stakeholders in 
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the organization to the extent that employee representation on the board may be manda-
tory. The box below considers the position in some European countries.

Employee representation on the board

Board-level employee representation involves employee representatives who sit on the 
supervisory board, board of directors or similar structures in companies. These 
employee representatives are directly elected by the workforce, or appointed in some 
other way, and may be employees of the companies, offi cials of organizations 
representing those employees, or individuals considered to represent the employees’ 
interests in some way.

Board-level representation also differs from other types of indirect participation such 
as works councils in that it attempts to provide employee input into overall company 
strategic decision making rather than focusing on information and consultation on 
day-to-day operational matters at the workplace.

In most cases in western Europe, employee representatives are in the minority, and 
board-level participation is associated with the obtaining of information and 
understanding and the expression and exchange of opinions, views and arguments 
about an enterprise’s strategy and direction. In a few cases, however, when employee 
representatives are equal in number to those of shareholders or other parties, issues of 
control, veto and real infl uence over company strategy – sometimes known as 
‘co-determination’ – come into play.
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Simplifi ed business model

In order to place risk management within the context of business operations, it is necessary to 
consider a simplifi ed business model. Figure 21.1 sets out the basic elements of a business 
model in simple terms. The fi rst stage for an organization is to decide the strategy that it is 
seeking to deliver. The strategic aims will be determined by considering the mission statement 
of the organization, the corporate objectives and the stakeholder expectations. The organiza-
tion should establish a strategy that is capable of delivering the mission statement of the organ-
ization. In other words, the strategy of the organization needs to be effi cacious.

Having established the overall strategy, the processes that will deliver it need to be identifi ed. 
For many organizations, the processes that are already in existence will be suffi cient. However, 
if the strategy requires changes to processes or the introduction of new processes, then projects 
or programmes of work will be required. The processes introduced by the organization should 
be effective in that they are the correct processes to deliver the desired outcomes in the most 
cost-effective manner.

The operations of the organization will need to be effi cient in that they deliver the required 
and anticipated outputs at the lowest cost with least disruption. The operations of the organi-
zation are the day-to-day operations that build into the processes that deliver the overall strat-
egy for the organization. In relation to operations, the desired state of the organization is the 
continuity of normal effi cient operations with no unplanned disruption.

Figure 21.1 sets out the stages that are described above. The strategy can be seen as ‘where the 
organization wants to be’. Review of the operations of the organization will collect informa-
tion on ‘where the organization is now’ and the tactics defi ne ‘how the organization will get 
there’. This is a three-stage business model that has events at its centre. In many circum-
stances, these events will represent risks that could materialize. The other component of this 
simple business model is the reporting of the results of operations.
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4. Events
(what happens along the way)

5. Results of Operations
(how well the organization is doing)

2. Operations
(where the organization is now)

1. Strategy
(where the organization wants to be)

• Efficacious strategy
• Three-year strategic plan
• Annual budget

• Efficient operations
• No disruption or failure
• Competitive advantage

3. Tactics
(how the organization will get there)

• Effective processes
• Programme design
• Project management

Impact or 
Attach

Support or 
Deliver

Figure 21.1 Simplifi ed business model

Actions and events can be good, bad or routine, and enable the organization to monitor what 
progress is being made against the business strategy, projects and operations. These actions 
and events impact the organization and its ability to sustain effi cacious, effective, effi cient and 
compliant business operations and core processes.

Identifi cation of strategy will require an approach based on opportunity management. Deliv-
ery of tactics, often by way of projects, will require attention to uncertainties and management 
of control risks will be important. Delivery of effective and effi cient operations will require 
particular attention to the successful management of hazard risks.

Core business processes

A core process is one that is fundamental to the continued success (or even existence) of the 
organization. Core processes ensure that the organization is able to achieve the mission and 
corporate objectives and fulfi l stakeholder expectations. Each core process creates value and is 
designed to deliver one or more of the stakeholder expectations.

There are three basic types of core process as set out in Figure 20.1 (page 188). These are proc-
esses designed, implemented and managed to ensure the following:

development and delivery of strategy; •
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management of tactics, projects and enhancements; •

continuity and monitoring of routine operations. •

An activity is an individual job or task that builds into the processes that deliver stakeholder expec-
tations. The processes themselves are designed and intended to add value to the organization.

Having identifi ed stakeholder expectations, core processes can then be put in place to ensure 
that these expectations are delivered to the level that the organization has decided is appropri-
ate. No organization will be in a position to fully deliver all expectations to the level desired by 
all stakeholders. Often, this is because different stakeholder expectations are contradictory.

Weaknesses or gaps in the core processes of the organization are likely to be present, as 
follows:

There may be weaknesses related to the development and delivery of strategy. These  •
weaknesses will result in the organization failing to retain its position as market leader. 
They give rise to a leadership gap.

There may be weaknesses related to the management of projects and product or service  •
enhancements. These weaknesses will result in the organization failing to keep up with 
competitors. They give rise to a competition gap.

There may be weaknesses related to failure to ensure continuity and monitoring of  •
routine operations. These weaknesses will result in the organization failing to maintain 
effi cient operations. They give rise to an effi ciency gap.

Effi cacious strategy

Business strategy is the statement of what the organization intends to achieve and how it plans 
to achieve it, and is based on the strategic decisions about the future of the organization. 
Establishing a detailed business strategy enables the organization to deliver its mission, objec-
tives, strategy and plans. The overall objective of risk management input into strategy is to 
ensure effi cacious strategy and strategic decisions that will deliver the desired outcomes.

The main risk management input into business strategy is likely to be risk assessment. 
This is a critical component for the formation of efficacious strategy. Risk assessment of 
the existing strategy and any proposed new strategy should be undertaken. If clear strate-
gic options are present, then a risk assessment of each of the viable options should be 
undertaken individually.

Some organizations exist in a very competitive marketplace that is undergoing signifi cant 
technological changes. In these circumstances, there are signifi cant risks associated with the 
business and huge strategic decisions have to be taken. Often, these decisions are related to 
developments in technology that challenge the way in which the organization delivers cus-
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tomer solutions. Changes in technology can require huge and speculative investment deci-
sions. The investment decisions may be speculative because of untested new technology or 
because there are alternative technologies available.

A risk assessment of strategic options needs to be undertaken, including an analysis of stake-
holder expectations, existing customer requirements and existing staff skills, as well as a 
strengths, weaknesses, opportunities and threats (SWOT) analysis. The strategic options avail-
able to the company might include joint ventures, outsourcing the work, sub-contracting or 
investing in new technologies.

Detailed risk assessment of strategic options will ensure that the board has the best available 
information in order to make correct strategic decisions. Events and other circumstances that 
could reduce the successful delivery of effi cacious strategy should be identifi ed during the risk 
assessment. The organization will then be able to decide the controls that should be put in 
place to optimize the likely impact if any of these risks materialize.

Effective processes

Business processes are the means by which the organization will deliver the business strategy. 
Processes need to be correctly selected, implemented and controlled to ensure the effective-
ness and effi ciency of operations. Processes should also deliver reliability of fi nancial reporting 
and compliance with applicable laws and regulations. The intended outcome is effective, effi -
cient and compliant business processes.

Changes to processes are delivered by projects, and the importance of risk management in 
projects will be discussed in a later chapter of this book. When undertaking a project, the 
organization needs to be concerned about the risks within the project that could stop it being 
delivered on time, within budget and to specifi cation.

However, there is a further consideration related to projects and that is the effectiveness of 
enhancements to processes that the project is designed to deliver. There is little benefi t in 
having a project delivered on time, within budget and to specifi cation if the required increase 
in process effectiveness is not achieved. For example, the installation of a new business soft-
ware system may be undertaken by a successful project, but if the new software system is inad-
equate, or does not deliver all of the additional benefi ts anticipated, then the improvement in 
business processes may not have been achieved.

The main risk management inputs into processes and projects will be risk assessment, risk 
response enhancement and the review and monitoring activities. The purpose in undertaking 
a risk assessment of a project is to identify necessary controls. When these controls have been 
implemented, the effectiveness and effi ciency of the controls will need to be reviewed. Overall, 
the intention is to ensure that processes and projects are themselves effective and effi cient.
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Effi cient operations

The overall objective of risk management input into operations is to achieve operational effi -
ciency that is protected from unplanned disruption. Disruption of operations is likely to be 
caused by a hazard risk materializing. The design of effi cient processes that are free from dis-
ruption will provide the organization with signifi cant competitive advantage or place the 
organization in a better position to deliver value for money.

Risk management can have a major impact on the operations of an organization. All stages of 
the risk management process are relevant to the continuity of uninterrupted effi cient business 
processes. Risk recognition and rating (risk assessment), responding to signifi cant risks, 
resourcing controls, reaction planning, reporting on risk and review and monitoring are all 
critical inputs. In summary, risk management input into operations needs to be comprehen-
sive if operations are to be effi cient and uninterrupted.

Internal audit also has an important role to play in the delivery of effi cient operations. Internal 
auditors frequently refer to the added value that internal audit activities bring. This added value 
relates to the evaluation of control activities, especially in relation to operations. Not only should 
the operations be effective and effi cient, but the controls that are in place should also be effective 
and effi cient. Internal audit activities have a signifi cant role to play in providing the appropriate 
risk assurance and providing confi rmation of compliance, where relevant.

Reporting performance

Operational reports indicate how well the strategy is being delivered. Data need to be available 
on an ongoing basis, so that management can respond and modify the business processes, as 
necessary.

Operational reports also provide information that can be used to prepare reports to stakehold-
ers on the performance of the organization. However, the organization needs to decide what 
will be reported and disclosed to stakeholders and the format that will be used for those reports. 
To ensure accurate reporting and disclosure, appropriate control activities need to be applied. 
In the United States, the Sarbanes–Oxley Act (SOX) sets out duties that are primarily con-
cerned with the accuracy of fi nancial reports to shareholders.

The main risk management input into reporting of performance is the risk assessment of the 
reporting lines and the data-handling procedures. The SOX duties have increased the atten-
tion paid to the control of reporting procedures. Section 404 of SOX requires that fi nancial 
reports and the fi nancial reporting procedures are attested by external auditors to confi rm that 
they are accurate.
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Aspects of the business model can also be applied to personal objectives and the achievement 
of personal success. Many books have been published on the personal traits of highly success-
ful people, and the box below indicates some of the key characteristics exhibited by these high 
fl yers.

Personal success

In a recent survey, respondents indicated that the top two drivers for success were: 1) 
having a strategic vision; and 2) having written goals. Most people indicated that their 
defi nition of success was ‘work that is both challenging and rewarding’. Here are some 
key characteristics exhibited by successful people:

clearly identifi ed core values/mission/vision; •

personal defi nition of success; •

clearly defi ned, written goals; •

competency in negotiation; •

embracing risk taking;* •

continuous learning. •

*  People who are comfortable taking risks typically experience increased autonomy, heightened 
self-esteem, a more positive attitude towards life and an increased sense of personal power. Most 
successful people recognize that taking risks typically involves personal growth. Those with an 
aversion to risk often link risk with failure.
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Introduction to project risk management

Projects will be undertaken by organizations for a number of reasons. When alterations to 
strategy are being planned, a project or series of projects (programme of work) will often be 
necessary in order to implement the revised strategy. Also, improvements to operational proc-
esses will require changes that will be implemented by undertaking a project.

Project risk management should be seen as an extension of conventional project planning. 
The main requirements for any project are that it is delivered on time, within budget and to 
specifi cation or performance. Risk is often defi ned in terms of uncertainty or deviation from 
expected/required outcomes. It is in relation to project risk management that the defi nition of 
risk being represented by uncertainty is most relevant. Within project management, variabil-
ity of outcomes is very undesirable. Therefore, the focus of risk management is often on the 
reduction in the variability of outcomes and the management of control risks.

There will be uncertainties within any project related to events, conditions and circumstances. 
The requirements of project risk management are to identify the events that could give rise to 
uncertainty and respond to the event appropriately. The style of risk management most rele-
vant to project risk management is control management.

As well as managing the risks and uncertainties in a project, the project manager should also 
be looking for opportunities that may arise when certain developments within the project are 
more favourable than expected. Project risk management should take account of these posi-
tive developments and ensure that the structure for managing risks in projects is suffi ciently 
fl exible for the opportunities to be recognized and benefi ts obtained.

For example, consider a project of building a new road where one of the bridges can be com-
pleted well ahead of schedule because of favourable ground conditions. There may be an 
opportunity to build the benefi t of this early completion into the future project plan, so that 
this gain is not lost in the overall timescale for delivery of the fi nal completed project.

198
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Development of project risk management

Project risk management is a type of control management. Projects relate to the delivery of a 
fi nite, specifi c or tactical product such as new:

construction; •

products; •

IT systems; •

technology; •

markets. •

Projects and enhancements are fundamentally important to organizations. Most projects are 
undertaken either to keep ahead of competitors or to catch up with them. In the context of risk 
management, the project itself may be considered to be a risk reduction exercise that is 
designed to achieve specifi c management objectives. The only purpose in spending money on 
business enhancement projects is to achieve a business or value-for-money advantage.

Project risk management is a well-developed discipline, with risk control and (especially) 
event management as the risk management activities that are most important. Project risk 
management is one of the more sophisticated and successful areas for the application of risk 
management tools and techniques.

The requirement for all projects is that they are delivered within the defi ned cost, time and 
quality parameters. Quality is the relationship between specifi cation and performance. Some 
projects require that the outcomes comply with a certain specifi cation, such as a new fl oor in 
a restaurant that has to be constructed from specifi ed materials. Other projects may require a 
desired level of performance, such as specifying the level of slip resistance of the fl oor. Some-
times, both a specifi cation and a performance will be required.

Because of the nature of projects, historical loss data will not usually be available. Accordingly, 
project risk management needs to be forward looking in order to anticipate problems before 
they arise.

Hazard, control and opportunity risks need to be considered as part of the successful manage-
ment of any project. There are risks to the project that can prevent it being delivered on time 
and within budget (hazard risks). There are risks to the project concerning the specifi cation, 
performance and quality of the fi nal outcome (control risks). Finally, there are risks to the 
project whereby the full range of benefi ts or enhancements are not achieved (opportunity 
risks).
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Uncertainty in projects

In order to manage uncertainty in projects, organizations have a range of possible actions they 
can take. An organization can decide to adopt one of the following:

Accept the risk or uncertainty. •

Adapt processes and procedures. •

Adopt contingency plans and responses. •

Avoid the risk or uncertainty. •

For low-exposure/low-uncertainty risks, the organization (or project) will usually accept 
uncertainty attached to each risk. For high-risk-exposure/low-uncertainty risks, the organiza-
tion will adapt process procedures and introduce controls, including (when appropriate) 
insurance. For low-risk/high-uncertainty risks, the organization will adopt appropriate con-
tingency plans and for high-exposure/high-uncertainty risks, the organization will wish to 
avoid the uncertainty attached to the risk.

This analysis (the 4As of control (or project) risk management) can also be applied to the 
management of uncertainty in general. The 4As of uncertainty management can be compared 
to the 4Ts of hazard management and represent a broadly similar approach. Management of 
control risks and uncertainty is considered in more detail in Chapter 27 and is illustrated in 
Figure 27.1 (page 246).

Project life cycle

Project risk management has become one of the best-developed and respected branches of risk 
management. This is not surprising given the dynamic and pressured environment in which 
many projects are undertaken. Projects can range from the implementation of a new software 
package on a computer system through to the building and commissioning of a substantial 
new sports stadium or delivering the Olympic Games in London (2012).

Whatever the size of the project, a number of specifi c stages will always be present. Figure 22.1 
illustrates the key stages in the project life cycle. An important additional feature of project risk 
assessment is that the requirements of the client should always be of the utmost importance. The 
client may be external to the organization, but is sometimes part of the same organization.

Figure 22.1 sets out the project life cycle as having four stages. These are project inception, 
project planning, project execution and project closure. The activities within each of these 
four stages are listed in the fi gure. It is important to understand the stages in the project life 
cycle, so that the risk management inputs into each stage can be planned, executed and the 
required benefi ts obtained.
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Project 
lifecycle

Project inception

• Feasibility study
• Outline cost plan
• Appointments

Project closure

• Handover
• Project review

Project planning

• Detailed design
• Scheduling
• Procurement

Project execution

• Construction
• Cost reporting
• Quality check

Figure 22.1 Project life cycle

Reproduced with permission from Feasible.

The risk management process as applied to project management is similar to the standard risk 
management process illustrated in Figure 4.1. However, the framework that supports the risk 
management process in each case may be quite different, because of the dynamic nature of the 
projects.

Each stage of the project life cycle will have signifi cant risk and uncertainty issues embedded 
within it. The uncertainty embedded in each stage of the project will include such issues as 
defi ning the project precisely, agreeing the timescale and budget and confi rming the per-
formance/specifi cation. There will also need to be arrangements for changes and develop-
ments within the project specifi cation, as well as arrangements for any deviation from 
expected circumstances.

Take the example of refurbishing a block of fl ats. There will be a large number of interested 
parties, including architects and the principal contractor. External agencies will also need to be 
involved, including planning, building regulations requirements, health and safety, environ-
mental protection and the utilities. Successful management of a project of this type will require 
the following:

Make risk management part of the project. •

Identify risks early in the project. •

Communicate about risks. •

Consider both threats and opportunities. •

Clarify ownership issues. •
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Prioritize risks. •

Analyse risks. •

Plan and implement risk responses. •

Register project risks. •

Track risks and associated tasks. •

Opportunity in projects

Projects are undertaken because they represent an opportunity to be embraced or a challenge 
that needs to be overcome. Often a number of projects will need to be undertaken at the same 
time. A collection of projects of this sort is referred to as a programme.

Good project planning requires arrangements to overcome unexpected events or circum-
stances. This is often referred to as contingency in the budget or timescale. Contingency may 
be for additional time to complete a task, or additional costs that may arise to ensure that the 
fi nal project deliverable operates to the required specifi cation. As the project develops, any 
perceived diffi culties will need to be addressed and opportunities to reduce the impact these 
diffi culties explored.

Very frequently, the specifi cation of a project will change during the course of the work. A well 
risk-managed project will take the opportunity of change to specifi cations to provide a greater 
level of customer satisfaction, as well as a greater level of income for the organization deliver-
ing the project.

Project risk analysis and management

The Association for Project Management (APM) developed the Project Risk Analysis and 
Management (PRAM) Guide in the mid-1990s. The key considerations that underpin the 
PRAM approach are set out in Table 22.1. Perhaps one of the most important points made is 
that there is often no historical experience specifi c to the project that will enable accurate pre-
diction of the impact of risk-based events. The PRAM Guide provides steps to project risk 
management that are broadly consistent with the steps outlined above.
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Table 22.1 PRAM model for project RM 

Project Risk Analysis and Management is a process that enables the analysis and 
management of the risks associated with a project

Properly undertaken it will increase the likelihood of successful completion of a  •
project to cost, time and performance objectives 

Risks for which there is ample data can be assessed statistically  •
However, no two projects are the same  •
Often things go wrong for reasons unique to a particular project, industry or working  •
environment 

Dealing with risks in projects is therefore different from situations where there is  •
suffi cient data to adopt an actuarial approach 

Because projects involve a technical, engineering, innovative or strategic content, a  •
systematic process is preferable to an intuitive approach 

Project Risk Analysis and Management (PRAM) has been developed to meet this  •
requirement

The PRAM approach represents a continuous process that can be started at almost any stage 
in the life cycle of a project. There are fi ve points in a project where particular benefi t can be 
achieved from using the PRAM model:

Feasibility – at this stage the project is most fl exible, enabling changes to be made that  •
can reduce the risks at a relatively low cost.

Sanction – the client can view the risk exposure associated with the project and check  •
that all steps to reduce/manage the risks have been taken.

Tendering – the contractor can ensure that all risks have been identifi ed and that risk  •
contingency or risk exposure limits have been set.

Post-tender – the client can ensure that all risks have been identifi ed by the contractor  •
and assess the likelihood of programmes being achieved.

During implementation – the likelihood of completing the project to cost and times- •
cale will increase if all risks are identifi ed and correctly managed.

The box below provides further commentary and advice on the importance of risk manage-
ment in projects. Some important characteristics of risk management in projects, as well as 
some of the means of achieving success are discussed.
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Risk management and projects

Embedding risk management within project management leads some to consider that 
it is just another project management technique or that its use is optional and 
appropriate only for large, complex or innovative projects. These attitudes often result 
in risk management being applied without full commitment or attention, and are often 
responsible for the failure of risk management to deliver the benefi ts.

To be fully effective, risk management must be closely integrated into the overall 
project management process. It must not be seen as optional, or applied sporadically 
only on particular projects. Risk management must be built in to project management 
and not seen as a bolt-on.

Built-in risk management has two key characteristics:

First, project management decisions are made with an understanding of the  •
risks involved. This understanding includes the full range of project 
management activities, including scope defi nition, pricing/budgeting, value 
management, scheduling, resourcing, cost estimating, quality management, 
change control and post-project review.

Second, the risk management process must be integrated with other project  •
management processes. Not only must these processes use risk data, but there 
should also be a seamless interface across process boundaries. This has 
implications for the project toolset and infrastructure, as well as for project 
procedures.
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Operational risk

The importance of managing operational risk has been well established for some time. Opera-
tional risk may be considered to be the type of risk that will disrupt normal everyday activities. 
In many ways, operational risk is closely related to infrastructure risks described in the FIRM 
risk scorecard classifi cation system.

Operational risks are usually hazard risks, and historically this has been an area of strong 
application of risk transfer by way of insurance. However, operational risk now has a more 
extensive application and a more specifi c defi nition, especially in fi nancial institutions. Whilst 
addressing the same types of risks, operational risk in fi nancial institutions is differentiated by 
the fact that there is a need to quantify these risks in terms of potential fi nancial loss.

Financial institutions are required to have suffi cient capital reserves available to meet the 
actual and potential fi nancial losses and obligations faced by the organization. This is a key 
requirement of the regulatory framework set out for banks in the Basel II Accord and under 
emerging regulation for European insurance companies through the Solvency II European 
Directive. Therefore, fi nancial institutions need to measure the level of operational risk that 
they face. A major contributing factor to the global fi nancial crisis was that banks adopted 
high-risk strategies that resulted in the banks having insuffi cient capital when the risks 
materialized.

The capital adequacy regulations that are based on Basel II require that banks take their oper-
ational risk exposure into account in determining their capital requirements. This operational 
risk management framework should include identifi cation, measurement and monitoring, 
reporting, control and mitigation frameworks for operational risk. This assessment of capital 
requirements is often called economic capital.

In addition, the regulations require that banks must follow one of three specifi c quantitative 
methods to provide another measure of capital requirement. This is the so-called regulatory 
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capital. Two of the methods are based on incomes of the fi nancial institution. The third 
method requires assessment of all material operational risk exposures to a high degree of sta-
tistical quality. Under Solvency II Directive, insurance companies in the EU will have to adopt 
a similar approach.

Basel II is the second of the Basel Accords that set out recommendations on banking laws and 
regulations, as issued by the Basel Committee on Banking Supervision. The purpose of Basel 
II (2004) is to create an international standard that banking regulators can use when creating 
regulations about how much capital banks need to put aside to guard against the types of 
fi nancial and operational risks they face.

Defi nition of operational risk

Operational risks faced by banks and other fi nancial institutions represent essentially the same 
types of disruptive hazard risks that are faced by other organizations, although the defi nition 
may be broader. The specifi c point in the case of operational risk for fi nancial institutions is 
that the level of operational risk needs to be quantifi ed, because the level of risk has to be 
covered by available capital within the institution. This leads to an imperative for the bank to 
reduce the level of operational risk to the lowest level that is cost-effective.

Banks have long been concerned with market risk and credit risk (and insurance companies 
with underwriting risk as well), but the advent of Basel II and Solvency II requires fi nancial 
institutions to consider broader operational risk exposures. Operational risk was initially 
defi ned as being any form of risk that was not market risk or credit risk. This imprecise defi ni-
tion was replaced by Basel II with a defi nition of operational risk as: ‘the risk of loss resulting 
from inadequate or failed internal processes, people and systems or from external events’.

The Basel II defi nition includes legal risk, but excludes strategic and reputational risk. The 
types of risks associated with the Basel II defi nition include the following:

internal fraud, including misappropriation of assets, tax evasion and bribery; •

external fraud including theft, hacking and forgery; •

employment practices and workplace safety; •

clients, projects and business practices; •

damage to physical assets; •

business interruption and systems failures; •

execution, delivery and process management. •

However, there is also recognition that operational risk is a term that has a variety of meanings 
and that certain fi nancial institutions use a different term or a broader defi nition. The Basel II 
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defi nition identifi es four types of risk categories: people, process, system and external risks. 
People risks include failure to comply with procedures and lack of segregation of duties. 
Process risks include process failures and inadequate controls. System risks include failure of 
applications systems to meet user requirements and the absence of built-in control measures. 
Finally, external risks include action by regulators (change of regulation, but excluding 
enforcement or disciplinary action), unsatisfactory performance by service providers and 
fraud, both internal and external. Finally, external risks also include legal action by customers 
of fi nancial institutions in relation to negligence or fraud committed by staff.

The defi nitions of market risk and credit risk are also worth considering in relation to fi nancial 
institutions. Market risk is the risk that the value of investments may decline over a period, 
simply because of economic changes or other events that impact large portions of the market. 
Credit risk is the risk that there will be a failure by customer/client to repay the principal and/
or interest on a loan or other outstanding debt in a timely manner, or at all. Underwriting risk 
is also important for insurance companies; it is the exposure to the risks of the client through 
insurance policies.

Basel II

The 10 principles of ‘Sound Practices’ on operational risk put forward by the Basel II commit-
tee are set out in Table 23.1. One of the key requirements as set out in Principle 5 is that proc-
esses necessary for assessing operational risk should be established. The intention of Basel II is 
to help protect the international fi nancial system from the types of problems that might arise 
should a major bank or a series of banks collapse.

Basel II attempts to protect the international fi nancial system by setting up rigorous risk and 
capital management requirements designed to ensure that a bank holds capital reserves appro-
priate to the risk the bank exposes itself to through its lending and investment practices. These 
rules mean that the greater risk to which the bank is exposed, the greater the amount of capital 
it needs to hold to safeguard its solvency and overall economic stability. Basel II aims to ensure 
that capital allocation is more risk sensitive, that operational risk is separated from credit risk 
(both of which should be quantifi ed) and that a global regulatory regime is in place.

The Basel II Accord describes a comprehensive minimum standard for capital adequacy that 
national supervisory authorities are working to implement. In addition, Basel II is intended to 
promote a more forward-looking approach to capital supervision that encourages banks to 
identify the risks they face and improve their ability to manage those risks. As a result, it is 
intended to be more fl exible and better able to evolve with advances in markets and risk man-
agement practices.

There has been considerable debate about the effectiveness of the Basel II Accord (2004) in 
achieving its stated objectives. The effectiveness of the accord should be assessed against the 
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Table 23.1 ORM principles (Basel II)

The 10 principles on ‘Sound Practices’ of the Basel II committee are as follows: 

1. The board is responsible for establishing the operational risk strategy.

2. Senior management is responsible for implementing the operational risk strategy.

3. Information, communication and escalation fl ows must be established.

4. Operational risks inherent in activities, processes, systems and products should be 
identifi ed.

5. Processes necessary for assessing operational risk should be established.

6. Systems should be implemented to monitor operational risk exposures and loss 
events.

7. Policies, processes and procedures to control or mitigate operational risks should 
be in place.

8. Supervisors should require banks to have an effective system to identify, measure, 
monitor and control operational risk.

9. Supervisors should conduct regular independent evaluations of these principles.

10. Suffi cient public disclosure should be made to allow stakeholders to assess the 
operational risk exposure and the quality of operational risk management.

failure of the banking system in 2008. The role of that failure in the global fi nancial crisis has 
been the topic of much detailed evaluation.

Measurement of operational risk

Operational risk has become a specifi c issue in fi nancial institutions, because of the require-
ment to measure/quantify the level of operational risk that they face. The measurement of 
operational risk can involve a number of methods and these are normally based on historical 
information, simulated information or a combination of these. Table 23.2 sets out examples 
of operational risks faced by a bank or fi nancial institution.

Basel II offers three alternative approaches to measuring operational risk for regulatory capital 
purposes, as set out below. The fi rst two methods are a proxy for operational risk management 
exposure; whilst research work was undertaken to validate these methods, individual fi rms 
could vary substantially from the assessments these two methods would provide:
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Table 23.2 Operational risk for a bank 

Event category Defi nition Description Examples 

Internal fraud Losses due to fraud, 
misappropriation or 
circumvention of 
regulations by 
internal party

Unauthorized 
activity, theft and 
fraud

Unreported transactions •
Unauthorized  •
transactions

Theft and fraud •
Tax non-compliance •
Insider trading  •

External fraud Losses due to fraud, 
misappropriation or 
circumvention of 
the regulations by 
third party

Systems security, 
theft and fraud

Theft/robbery  •
Forgery •
Hacking/theft of  •
information

Employees Losses arising from 
injury or non-
compliance with the 
employment 
legislation

In a safe 
environment, 
damaged 
employee 
relations and 
discrimination

Compensation claim •
Discrimination allegation  •

Clients Losses arising from 
failure to meet 
professional 
obligations to clients

Disclosure and 
fi duciary

Fiduciary breaches •
Disclosure violations •
Misuse of confi dential  •
information

Physical assets Losses arising from 
loss or damage to 
physical assets

Disasters and 
other events

Natural disaster losses •
Terrorism/vandalism •

Systems Losses arising from 
disruption of 
business or system 
failures

Systems Hardware or software  •
failure

Telecommunications •
Utility disruption •

Processes Losses from failed 
transaction 
processing or 
process management

Transaction 
capture, 
execution, 
documentation 
and maintenance

Data entry, or loading  •
error

Missed deadline or  •
responsibility

Failed reporting  •
obligation

Incorrect records •
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Basic indicator approach • : calculates the value of operational risk capital using a single 
indicator for the overall risk exposure.

Standardized approach • : calculates the value for operational risk, using a broad fi nancial 
indicator, multiplied by operational loss experience.

Advanced approach • : uses the internal loss data and a combination of qualitative and 
quantitative methods to calculate the operational risk capital.

In order to measure operational risk, the fi nancial institution needs to adopt a structured 
approach. Even after the identifi cation of the risks, quantifi cation is only possible if the amount 
of damage and risk probabilities are determined. Operational risks are hard to quantify since 
loss histories are usually not available and some risks cannot easily be quantifi ed.

Many banks have undertaken detailed evaluation and quantifi cation of their operational risks. 
In general, it has been discovered that the size of the bank (measured in terms of number of 
employees) infl uences the size of losses that will be suffered. This appears to indicate that 
larger banks tend to have larger clients. The other general trend being identifi ed is that the 
number of losses is strongly correlated to the number of customers that used the bank.

Diffi culties of measurement

The development of interest in operational risk has been based on the need to quantify opera-
tional risk in fi nancial institutions. The challenges of quantifying operational risk have been 
considerable. Expected levels of loss can only be estimated, even if the probability of loss is 
fairly accurately known. Although statistical approaches have been adopted and developed, a 
universally accepted approach is still not available.

The expected losses can have a direct and indirect cost. Indirect costs are often larger, and 
include the loss of a customer. This loss can be represented by the present value of that cus-
tomer and all future gains from that relationship. Actions that should be taken will include 
internal control measures as well as evaluation by internal audit. Internal audit within a fi nan-
cial institution has the familiar, but vitally important, responsibility of checking whether pro-
cedures are followed in practice and whether the procedures themselves are likely to be effective 
in reducing the level of operational risk.

Table 23.3 illustrates the different natures of operational risk faced by fi nancial and industrial 
companies. The table provides a comparison of the nature and impact of human error in a 
fi nancial institution, compared with an industrial undertaking. It is clear that the control of 
staff behaviour and actions is much more diffi cult in fi nancial institutions than in manufac-
turing facilities.
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Table 23.3 Operational risk in fi nancial and industrial companies 

Financial Industrial 

Errors mostly arise when people reach  •
their mental limits.

Errors are mostly due to people reaching  •
their physical limits.

Systems are highly complex and widely  •
distributed and the environment is only 
partly manageable.

People are working in relatively simple  •
relationships and the environment is 
highly manageable.

Loss prevention is concerned with  •
security of value and assets.

Loss prevention is mainly concerned with  •
physical safety, equipment protection 
and avoiding accidents.

Loss prevention is aimed at avoiding  •
fi nancial loss.

Loss prevention is aimed at avoiding  •
physical harm to people or equipment 
and/or the manufacture of faulty goods 
(scrap).

The main incentive for committing  •
mistakes is personal fi nancial gain or 
self-interest.

The main incentive for making deliberate  •
mistakes is reducing effort or (possibly) 
sabotage.

Risk management is a key skill in  •
fi nancial services and has central 
importance to the organization.

Risk management is not central to  •
operations, although the aim is to avoid 
disruption to manufacturing processes. 

It is worth noting that operational risk quantifi cation is possible for non-fi nancial institutions, 
and a transport company (for example) could investigate the operational risks associated with 
its activities. The risks associated with the operations include the price of fuel, tax obligations 
and the fi nancial consequences of delivery mistakes. Operational risks can arise from road 
traffi c accidents or other delivery delays and changes by the customers that have not been cor-
rectly incorporated into the delivery schedule.

It is likely that the most important operational risks faced by a transport company would be 
incorrect customer deliveries and road traffi c accidents. The quantifi cation of risk expo-
sures associated with the various categories of operational risk will help a transport company 
focus on those risks with the greatest potential to cause disruption to normal effi cient 
routine operations – and then take the appropriate control actions to reduce these opera-
tional risk exposures.
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Developments in operational risk

It is generally accepted that operational risk concerns need to be integral to the management 
of a fi nancial institution. It is often the case that management trainees within fi nancial institu-
tions spend some time in the risk management function, as they progress with their career in 
the general management side of the business. It is the intention that this involvement with risk 
management will create greater awareness before the individual progresses into other roles.

The measurement of operational risk in fi nancial institutions is still proving to be a challenge, 
especially during the global fi nancial crisis, which has showed that the extent of operational 
risk exposure was greater than most banks believed. Certain fi nancial institutions are seeking 
to adopt risk management standards, such as the IRM standard and the COSO framework. 
Basel II does not prescribe or require any particular framework for use with operational risk 
management, except that the adopted framework is conceptually sound and pays high regard 
to integrity issues.

There are other tensions that exist with the development of operational risk within fi nancial 
institutions. In many cases, the quantifi cation of operational risk is seen as a compliance 
requirement rather than a business opportunity. Given that the quantifi cation of operational 
risk can be quite technical, there may be a tendency for management within an organization 
to feel that it is the role of the operational risk manager to take responsibility for this work.

The responsibility for the management of risk and the implementation of controls usually 
rests with the line managers. If this responsibility is not accepted, there is a danger that opera-
tional risk management will not be fully integrated into management of the fi nancial institu-
tion, with disastrous consequences.

Calculation of operational risk exposure is a requirement of Basel II and fi nancial institutions, 
therefore, have to undertake this work. Financial institutions are driven by increasing regula-
tory demands and other corporate governance pressures. Raising the level of operational risk 
awareness by quantifying the level of risk and explaining the full signifi cance of risk manage-
ment to relevant members of staff should be to the benefi t of the organization. This increased 
awareness will enable the organization to identify the sources of operational risk and take 
appropriate cost-effective actions to optimize the level of operational risk exposure.

The Risk and Insurance Managers Society (RIMS) has undertaken an evaluation of the causes 
of the global fi nancial crisis. This evaluation considered the contribution that could have been 
made by enterprise risk management and the reasons for the failure in the application of ERM 
tools and techniques. The conclusions reached by RIMS are set out in the box below.
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Failure of fi nancial models

There are many ways to implement an ERM programme. The degree of success will be 
indicated by the competence of the risk management practices in the organization and 
the degree to which risk management behaviours are embedded into culture and 
decision making. The global fi nancial crisis is not a failure of ERM; it was caused by 
the following failures:

There was an over-reliance on the use of fi nancial models, with the mistaken  •
assumption that the ‘risk quantifi cations’ (used as predictions) based solely on 
fi nancial modelling were both reliable and suffi cient tools to justify decisions to 
take risk in the pursuit of profi t.

There was an over-reliance on compliance and controls to protect assets, with  •
the mistaken assumption that historic controls and monitoring a few key 
metrics are enough to change human behaviour.

There was a failure to properly understand, defi ne, articulate, communicate and  •
monitor risk tolerances, with the mistaken assumption that everyone 
understands how much risk the organization is willing to take.

There was a failure to embed enterprise risk management best practices from  •
the top all the way down to the trading fl oor, with the mistaken assumption 
that there is only one way to view a particular risk.



24
Supply chain management

Importance of the supply chain

Many organizations outsource major parts of their operations and support services. This can 
range from the use of contract cleaners through to transport, communications and manufac-
turing outsourcing. Many leading suppliers of fashion goods design the products and supply 
the fi nished items through franchised retail stores. All manufacturing and distribution activi-
ties are frequently outsourced to third-party providers in different parts of the world.

Because of these developments, supply chain management has become vitally important. 
Managing the supply chain in an increasingly globalized and competitive world can be very 
challenging. Uncertainties in supply and demand, globalization of marketplaces, shorter 
product lifecycles and rapid changes in technology have led to a higher exposure to risks in the 
supply chain.

All kinds of uncertainties can cause problems in the supply chain and this has increased the 
importance of risk management. It is impossible to eliminate risk entirely, but adequate atten-
tion to risk management matters can reduce the likelihood and magnitude of any disruption 
to supply. As the trend towards obtaining components and fi nished goods continues to lead to 
greater use of manufacturing facilities overseas, the corporate social responsibility issues also 
tend to increase.

Take the example of a sports club that has decided to outsource the procurement of merchan-
dise sold to fans of the club. The expectation of fans is that merchandise will be desirable, 
available, distinctive and of appropriate quality and will represent value for money. The club 
itself will require that merchandise is of an appropriate quality and high availability, desirable, 
profi table and ethically sourced. The risks associated with the supply chain and the risks of 
managing confl icting stakeholder expectations need to be assessed.

The conflicting stakeholder requirements of value for money and profitability have led 
the club to take the decision that merchandise will have to be procured from a low-cost 
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manufacturer, probably based in a country with lower employment costs. However, the 
club may have also decided that it will not procure directly from a manufacturer, but will 
use a third-party procurement agency. The requirements then placed on the procurement 
agency will include the goods being of appropriate quality and obtained at the lowest cost 
available from an ethical supplier.

There are many risks associated with the course of action that the club has decided to take. 
There may be quality and availability issues that could cause dissatisfaction amongst fans and 
result in reduced sales. There are also questions of corporate social responsibility that need to 
be addressed. It is likely that the decision to use a third-party importer will reduce these prob-
lems, because the importer should be in a better position to establish and monitor corporate 
social responsibility standards.

Scope of the supply chain

Because of the increased use of outsourcing, there is an increasing interest in the risks associ-
ated with reliance on third parties. Outsourcing of operations is normally undertaken because 
it is assumed that costs can be reduced and risks transferred. A careful evaluation of the balance 
between risk and reward should be undertaken before any supply chain outsourcing decisions 
are taken.

The organization should be aware of the fact that outsourcing means that the organization will 
not only have to focus on its own risks but should also look at the risks associated with other 
links in the supply chain. Supply chain management and risk management are interrelated. 
Supply chain considerations are becoming more common, as well as much more complex.

Outsourcing of the various components of the infrastructure of an organization is only part of 
supply chain management. Successful management of the supply chain will rely on strategic 
partnerships and may also extend to joint-venture arrangements. Supply chain issues also 
extend to simple outsourcing decisions, such as the appointment of cleaners and caterers. 
There was a strong trend in the 1980s to the outsourcing of many types of facilities manage-
ment within buildings.

In summary, the scope of the supply chain can extend to strategic partnerships, joint ventures, 
support services and outsourcing of facilities’ management activities. Many organizations also 
choose to outsource the transportation component of their business. It is not unusual for 
chains of retail stores to outsource warehousing arrangements and the delivery of goods to the 
individual shops.

The box below is a summary of the supply chain considerations that affected Nike in the 
mid-2000s. The company took actions to address the ethical sourcing issues that had been 
raised. In order to protect its reputation, NIKE took rapid and decisive action in response to 
critical reports.
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Nike supply chain

Nike has said that it has been facing a lot of problems with manufacturing in China 
with suppliers giving falsifi ed documents, underage workers and unpaid wages topping 
the list. The sneakers and sportswear manufacturer, in what is believed to be its fi rst 
country-specifi c supply chain report, has said that the company has been trying to get 
the Chinese suppliers to follow its code of conduct and Chinese law. 

It is reported that the company’s diffi culties are a refl ection of the depth of some of the 
problems faced by manufacturing businesses in China, which reportedly is Nike’s 
largest single sourcing country, with around 180 manufacturers and about 210,000 
employees, at a time when prices are rising and the legal environment is stiffening. 

The report, which was posted on Nike’s website, said: ‘As China continues to develop 
we see progress and best practices emerging. But like our partners in any other 
country, the factories we contract with in China continue to face challenges as well.’ 
According to the report, the company faced several labour-related problems, which 
included falsifi cation of payroll records (entry of age in particular), hiring practices 
and the absence of a proper grievance system for workers.

Strategic partnerships

When setting up arrangements to outsource part of its operations, an organization will need 
to consider very carefully the selection of each strategic partner. For example, the production 
of an in-house magazine will be outsourced by many organizations. Depending on the impor-
tance placed on this magazine, an organization may wish to set up a strategic partnership with 
the publisher.

Supply chain considerations become even more important when production activities are 
involved. When a supermarket sets up an arrangement for the supply of manufactured goods, 
there are many considerations. The ability of the supply chain partner to deliver the required 
goods on time and within the agreed cost on a sustainable basis will be key considerations.

In order to secure exclusive supply, the supermarket may wish to enter into strategic partner-
ships with its suppliers. These strategic partnerships will result in the supermarket receiving 
priority treatment in the event of potential disruption to supply. The benefi t to the supermar-
ket of this arrangement is that continuity of supply is guaranteed and costs will be reduced. 
For the supplier, the benefi ts will be a secure market for their goods and a long-term contract. 
The disadvantage for the supplier is that the price may be fi xed, even though the supplier 
could obtain a better price on the open market from time to time. There is a further disadvan-
tage that the supplier may be dependent on orders from only one customer.
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With increased focus on cost and use of ‘just in time’ delivery, single supplier arrangements 
may increase the risk of business interruption. Although organizations will wish to limit 
potential losses by purchasing insurance, it is unlikely that traditional insurance will ade-
quately protect the reputation and market share of the organization in these circumstances. 
Therefore, organizations will need to look at business continuity strategies and developing 
strategic partnerships.

Joint ventures

Securing priority status from suppliers may be part of the arrangements for an organization to 
secure its supply chain. However, for very critical components or support operations, priority 
status may be insuffi cient. Many organizations, therefore, explore the possibility of setting up 
joint ventures with their suppliers in order to ensure priority supply status.

Setting up joint ventures also allows the organization to have some management control over 
the operation of that supplier and eliminate the possibility that the supplier will deliver goods 
to a competitor in diffi cult market conditions. Joint-venture arrangements may also be an 
appropriate way of responding to competitor activities by denying the competitor access to 
the products produced by the joint-venture partner. Joint ventures may also be a successful 
way of responding to technology changes in the marketplace, because the organization will 
not need to fi nd all of the funding required to embrace the new technology.

These sorts of changes in the supply chain may be very signifi cant. In fact, it may be beyond 
the resources of existing organizations operating in the marketplace to respond to these 
changes. Joint-venture operations can ensure continuity of supply chain and also, if correctly 
executed, deliver competitive advantage.

Outsourcing of operations

Outsourcing of non-core operations can also give rise to supply chain exposures. Table 24.1 
sets out a list of considerations when setting up a contract for the supply of outsourced support. 
It is important that organizations consider the scope of the outsource arrangements and the 
range of services to be supplied. Various other features of the outsourced agreement will need 
to be addressed.

In many countries, there is legislation covering the protection of employees when an opera-
tion is outsourced. For example, if an organization decides to transfer the catering or the 
cleaning services to an outsourced company, the employment rights of staff previously 
employed by the organization may be protected. This can be a signifi cant obstacle to the out-
sourcing of certain facilities’ management and other activities and obtaining the cost reduc-
tion that would result.
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Table 24.1 Risks associated with outsourcing

As a minimum, the agreement between the organization and the out-sourced service 
provider must address the following issues: 

scope of the arrangement  •
duration of the agreement  •
services to be supplied  •
pricing and fee structure  •
service levels and performance requirements  •
transfer/implementation arrangements  •
audit and monitoring procedures •
business continuity management  •
confi dentiality, privacy and security of information  •
default arrangements and termination provisions  •
dispute resolution arrangements •
liability and indemnity •
restrictions on sub-contracting  •
insurance requirements  •

The box below considers some of the benefi ts of outsourcing. Outsourcing is often undertaken 
to save costs, but it may also be undertaken so that the work is fulfi lled by a specialist company. 
For example, a mortgage lender may outsource property surveys to a company with great 
resource and more expertise.

Benefi ts of outsourcing

Most businesses outsource certain functions, but this is a major decision and the bene-
fi ts can be diffi cult to defi ne. Outsourcing can cut costs by reducing overheads and 
having a professional perform the operation. Although this benefi t is attainable, it should 
not be the only reason a company decides to outsource.

The benefi ts of outsourcing can be divided into two types. First, there are the direct ben-
efi ts of having a specialist company undertaking the outsourced activities. Then, there 
are the indirect benefi ts of giving greater focus to the core activities that remain in-
house. The direct benefi ts of outsourcing are reduced costs, decreased cycle times and 
improved customer perception and satisfaction, including:

focus on core competency; •

reduction in the cost of manufacturing and logistics services; •
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reduction in head count of hourly workers and management; •

improved accuracy; •

fl exibility and wider range of services; •

access to global networks and superior technology; •

improved service and quality; •

reduced capital investment and increased cash fl ow. •

Risk and contracts

Risk management is clearly an important component when setting up supply chain contracts 
or deciding to outsource certain activities. The need for a detailed contract between the organ-
ization and the suppliers of the outsourced service will depend on at least the following 
factors:

level of the risk associated with the contracted service; •

value of the contract for supply of goods or services; •

duration and scope of the contract; •

level of skill required in the delivery of the contracted services; •

critical nature of the goods or services that are being contracted. •

The desire to achieve greater value for money and reduce costs has resulted in complex supply 
chains that are far more fragmented than was previously the case. Many organizations will 
contract out key parts of their activities, so that money can be saved and a greater level of spe-
cialist expertise is available from the outsourced company. Outsourcing also enables organiza-
tions to focus on their own core operations and competencies.

However, this has resulted in complex global supply chains that are more vulnerable to poten-
tial disruption through external sources such as terrorism, pandemics and natural disasters. 
Organizations need to undertake a thorough risk assessment of their supply chain and out-
sourcing arrangements to ensure that the risks associated with these contracted services are 
adequately managed. Remember that contracting out the supply of goods or services does not 
transfer all of the risks.

Outsourcing arrangements should be introduced only when it is the cost-effective and effi -
cient way of running the business. Outsourcing decisions based on a belief that risks are being 
completely transferred to a third party may prove to be incorrect. Damage to reputation may 
still be suffered if the outsourced manufacturing activity produces substandard goods.
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For example, an organization that decides to have manufacturing undertaken in a lower-cost 
territory may discover that the goods produced do not comply fully with safety requirements. 
There have been examples of toys manufactured in one part of the world that were illegal in 
the country where the toys were to be sold because of the use of lead-based paint.

It is possible that the cost of supply will be reduced, but the risks may actually be increased. 
When contracting out services and supply, the organization needs to be satisfi ed that the risks 
associated with this transfer are within the risk appetite of the organization, and also within its 
risk capacity. Finally, evaluation should be undertaken to determine the actual risk exposures 
that are associated with increasingly complex supply chain arrangements.



Case study

Hercules Incorporated – outsourcing logistics

Odyssey Logistics & Technology Corporation, a provider of outsourced logistics management 
services to process manufacturers, today announced that Hercules Incorporated, a $1.7 billion 
chemical manufacturer and marketer, has signed a fi ve-year, multimillion-dollar contract to 
outsource its North American import and export transportation and logistics operations to 
Odyssey.

As Hercules’ contract transportation arm, Odyssey will provide all necessary services to ship 
product from Hercules’ manufacturing plants and other shipping facilities to its global cus-
tomers. Hercules’ four divisions are focused on providing chemicals and other materials for 
industrial manufacturers in markets such as pulp and paper, personal care products, paints, 
carpets and adhesives.

In 2002, Hercules forged a renewed focus on its core business units and decided to outsource 
its transportation functions for three compelling business reasons: to achieve more insight 
into its global supply chain costs; to reduce its transportation costs by gaining increased lever-
age in negotiating rates with its multimodal carrier network; and to deploy its own expertise 
in the business of manufacturing chemical products and meeting its clients’ needs.

Prior to outsourcing to Odyssey, Hercules worked with a variety of third-party logistics pro-
viders who were focused on one or two modes of transportation. Unlike Odyssey, they were 
not connected to one another and could not provide Hercules with a holistic view of its multi-
million dollar transportation spend.

Odyssey’s transportation management solution interfaces directly with Hercules’ enterprise 
resource planning application, incorporating the order management system directly into its 
freight planning solution. The technology integration provides the critical link to allow Her-
cules senior executives to have one view of the transportation supply chain.
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Odyssey is a full-service third-party logistics provider with capabilities in all transportation 
modes – truck, rail, ocean and air. The company has signifi cant experience supporting the 
requirements of the chemical industry where the movement of liquids and dry bulk are often 
an important part of the product mix.

Odyssey Logistics & Technology Corporation 2008



Part 5
Risk response

Learning outcomes for Part 5

provide alternative defi nitions of enterprise risk management (ERM) and identify the  •
key features of an enterprise-wide approach;

describe the 10 steps in the implementation of a successful ERM initiative, as set out in  •
more detail in Appendix B;

outline the importance of risk appetite as a planning tool in the implementation of a  •
risk management initiative;

describe the relationship between risk appetite, risk exposure and risk capacity and the  •
interface with operations, projects and strategy;

describe the risk response options in terms of tolerate, treat, transfer and terminate,  •
and explain how these can be shown on a risk matrix;

describe the types of controls that are available, in terms of preventive, corrective,  •
directive and detective (PCDD) controls;

explain how to determine whether controls are cost-effective, how controls change loss  •
expectancy and how to learn from controls;
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provide practical examples of the control of selected hazard risks, including risks to  •
fi nances, infrastructure, reputation and marketplace;

describe the importance of insurance and the circumstances in which insurance is pur- •
chased, including the involvement of a captive insurance company;

explain the importance to the insurance purchasing process of cost, coverage, capacity,  •
capabilities, claims and compliance.

Part 5 Further reading
Association of Insurance and Risk Managers (2006) Insurance Buyers Guide, www.airmic.com.
COSO Enterprise Risk Management – Integrated Framework (2004) Executive Summary, www.coso.org.
HM Treasury (2004) Orange Book: Management of Risk – Principles and concepts, www.hm-treasury.gov.uk.
Vance and Makomaski (2007) Enterprise Risk Management for Dummies, Wiley Publishing, 

www.wiley.com.
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Enterprise risk management

Enterprise-wide approach

In the past few years, there have been important developments in the practice of risk man-
agement. Firstly, there has been the development of specialist branches of risk management, 
including project, energy, fi nance, operational risk and clinical risk management. Secondly, 
organizations have embraced the desire to take a broader approach to the practice of risk 
management.

Various terms have been used to describe this broader approach, including holistic, integrated, 
strategic and enterprise-wide risk management. It is the term enterprise or enterprise-wide 
risk management (ERM) that is now the most widely used and generally accepted terminology 
for this broader approach. The fundamental idea behind the ERM approach is to move away 
from the practice of risk management as the separate management of individual risks.

ERM takes a unifying, broader and more integrated approach. The ERM approach means that 
an organization looks at all the risks that it faces across all of the operations that it undertakes. 
ERM is concerned with the management of the risks that can impact the objectives, key 
dependencies or core processes of the organization. Also, ERM is concerned with the manage-
ment of opportunities, as well as the management of control and hazard risks.

There has also been consideration of the fact that many risks are interrelated and that tradi-
tional risk management fails to address the relationship between risks. With the ERM approach, 
the relationship between risks is identifi ed by the fact that two or more risks can have an 
impact on the same activity or objective. The ERM approach is based on looking at the objec-
tive, key dependency or core process and evaluating all of the risks that could impact the item 
being evaluated.

An example of the ERM approach is to consider a sports club where the core process is to 
maximize attendance at games. This process is made up of several activities, including market-
ing, advertising, allocation and sale of tickets as well as logistical arrangements to ensure that 
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the experience at the game is as good as possible. Part of maximizing attendance at games will 
be to ensure there are adequate parking and transport arrangements, together with suitable 
catering and other welfare arrangements in the ground.

By identifying the key activities that deliver the selected core process, the club is able to identify 
the risks that could impact both these activities and the core process. Targets can then be set for 
increased attendance at future games and responsibility for the success of this core process has 
been allocated to the Commercial Director of the club. A consideration of the opportunities for 
increasing attendance at games can also be included in this broader approach.

Defi nitions of ERM

Table 25.1 presents a number of suggested defi nitions of enterprise risk management. There 
are three components that are required in a comprehensive defi nition of ERM. These are: 1) 
the description of the process that underpins enterprise risk management; 2) identifi cation of 
the outputs of that process; and 3) the impact (or benefi t) that arises from those outputs.

Table 25.1 Defi nitions of enterprise risk management

Organization Defi nition of enterprise risk management

BS 31100 Enterprise risk management is the approach to managing all of an 
organization’s key business risks and opportunities with the intention of 
maximizing stakeholder value.

ACT 
(Association of 
Corporate 
Treasurers) 

Enterprise risk management is designed to enhance corporate decision-
making with tools being developed and implemented to support actions 
ranging from optimization of the insurance programme to analysis of 
overseas expansion plans, business mix or capital allocation.

COSO 
ICAEW 
(Institute of 
Chartered 
Accountants in 
England and 
Wales) 

Enterprise risk management is a process, effected by an entity’s board of 
directors, management and other personnel, applied in strategy setting 
and across the enterprise, designed to identify potential events that may 
affect the entity, manage risk to be within its risk appetite and to provide 
reasonable assurance regarding the achievement of entity objectives.

IIA (Institute of 
Internal 
Auditors) 

A rigorous and co-ordinated approach to assessing and responding to all 
risks that affect the achievement of an organization’s strategic and 
fi nancial objectives.

HM Treasury All the processes involved in identifying, assessing and judging risks, 
assigning ownership, taking actions to mitigate or anticipate them and 
monitoring and reviewing progress.
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Many of the defi nitions concentrate on the process by describing the activities that make up 
the ERM approach. This is a good starting point, but the outputs from that process are more 
important than the process itself. Some of the defi nitions do include reference to the outputs 
from the process, such as being able to manage risks within the risk appetite of the organiza-
tion and provide reasonable assurance regarding the achievement of objectives.

To be comprehensive, however, the defi nition must also consider the intended impact of those 
outputs. In summary, the intended outputs from ERM are that better decisions will be taken, 
correct processes will be identifi ed and introduced, possibly by way of projects, and operations 
will be effi cient and free from unplanned disruption. This list of outputs can be described as 
compliance, assurance, decisions and effi ciency/effectiveness/effi cacy (CADE3).

The following is offered by way of a comprehensive defi nition of ERM:

ERM involves the identifi cation and evaluation of signifi cant risks, assignment of own- •
ership, completion and monitoring of mitigating actions to manage these risks within 
the risk appetite of the organization.

The outputs are the provision of information to management to improve business  •
decisions, reduce uncertainty and provide reasonable assurance regarding the achieve-
ment of the objectives of the organization.

The impact of ERM is to improve effi ciency and the delivery of services, improve allo- •
cation of resources (capital) to business improvement, create shareholder value and 
enhance risk reporting to stakeholders.

ERM in practice

The developing role of the risk manager has been discussed in Chapter 9. It was mentioned 
that the seniority of the risk manager should be proportionate to the risks that the organiza-
tion faces. For many organizations, including those in fi nance and energy, a board-level risk 
manager is often appropriate.

Where it is appropriate and proportionate, the risk manager at board level is often referred to 
as a chief risk offi cer (CRO). To date, these appointments have been almost exclusively in the 
energy and fi nance sectors, although this may change as ERM becomes more clearly estab-
lished in a wider range of organizations.

The seniority of the CRO is just one example of how ERM should be achieved in practice. The 
principles of risk management set out as PACED are fully applicable to the practice of enter-
prise risk management. The principles of risk management are that it should be proportion-
ate, aligned, comprehensive, embedded and dynamic (PACED).
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By taking a comprehensive approach to enterprise risk management, a wide range of benefi ts 
can be delivered and these are set out in Table 25.2. It is for each organization to decide how 
the enterprise risk management initiative will be structured and how these benefi ts will be 
achieved.

The key feature of ERM is that the full range of signifi cant risks facing the organization is eval-
uated. The interrelationship between risks should be identifi ed, so that the total risk exposure 
of the organization may be compiled. Having measured the total risk exposure of the organi-
zation, that level of risk exposure can then be compared with the risk appetite of the board and 
the risk capacity of the organization itself.

Table 25.2 Benefi ts of enterprise risk management

FIRM risk scorecard Benefi ts

Financial Reduced cost of funding and capital •
Better control of CapEx approvals •
Increased profi tability for organization •
Accurate fi nancial risk reporting •
Enhanced corporate governance •

Infrastructure Effi ciency and competitive advantage •
Achievement of the state of no disruption  •
Improved supplier and staff morale •
Targeted risk and cost reduction •
Reduced operating costs •

Reputational Regulators satisfi ed •
Improved utilization of company brand •
Enhanced shareholder value •
Good reputation and publicity  •
Improved perception of organization •

Marketplace Commercial opportunities maximized •
Better marketplace presence •
Increased customer spend (and satisfaction) •
Higher ratio of business successes •
Lower ratio of business disasters •
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ERM and business continuity

There is an important relationship between enterprise risk management (ERM) and business 
continuity management (BCM). The risk assessment that is required as part of the risk man-
agement process and the business impact analysis that is the basis of business continuity plan-
ning (BCP) are closely related.

The normal approach to risk management is to evaluate objectives and identify the individual 
risks that could impact these objectives. The output from a business impact analysis is the 
identifi cation of the critical activities that must be maintained for the organization to continue 
to function.

Based on the defi nition of enterprise risk management set out above and the fact that enter-
prise risk management should be applied to the evaluation of core processes, it can be seen 
that the ERM approach and the business impact analysis approach are very similar, because 
both approaches are based on the identifi cation of the key dependencies and functions that 
must be in place for the continuity and success of the business.

The next stage in the process differs between ERM and BCP, because the former is concerned 
with the management of the risks that could impact processes, whereas business continuity is 
concerned with actions that should be taken to maintain the continuity of individual activi-
ties. The business continuity approach, therefore, has the very specifi c function of identifying 
actions that should be taken after the risk has materialized in order to minimize its impact. 
Business continuity planning relates to the damage-limitation and cost-containment compo-
nents of the loss control, as described earlier.

ERM in energy and fi nance

Risk management in the energy and fi nance sectors has become a well-developed specialist 
branch of the discipline. In the fi nance sector, the objective of an ERM initiative is to enhance 
shareholder value by:

improving capital and effi ciency by providing an objective basis for allocating resources  •
and exploiting natural hedges and portfolio effects;

supporting fi nancial decision making by considering areas of high potential adverse  •
impact and by exploiting areas of risk-based advantage;

building investor confi dence by stabilizing results and protecting them from distur- •
bances and thus demonstrating proactive risk stewardship.

ERM in the energy sector is often dependent on the treasury function and the specialist exper-
tise of hedging against the price of a barrel of oil. This area of fi nancial risk management has 
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become well established, with very large departments being set up in many energy companies. 
However, the practice of ERM in energy companies still remains very closely related to the 
management of treasury risks.

One of the drivers for risk management in the fi nance sector is the regulatory environment. 
Banks have been subjected to Basel II for some time, and the insurance sector in Europe is 
about to be subjected to similar requirements set out in the Solvency II Directive. This gives 
rise to the obligation on fi nancial institutions to measure their exposure to operational risk.

The output of operational risk management (ORM) activities in fi nancial institutions is the 
ability to calculate the capital that should be held in reserve to cover the consequences of the 
identifi ed risks materializing. The impact of these ORM activities is that risks will be better 
identifi ed and managed, so that the capital required to meet the consequences of the risks 
materializing is lowered. ORM within fi nancial institutions can be seen as a particular applica-
tion of the ERM approach.

The failure of the world banking system called into question the effectiveness of risk manage-
ment activities in banks and, in particular, the effectiveness of operational risk management. 
One of the consequences of the world fi nancial crisis is that the news reports now routinely 
state that: 1) risk is bad; and 2) risk management has failed. In fact, taking risk is essential for 
the success of organizations.

The statement that risk management has failed in banks is more diffi cult to contradict. 
However, the reality is that it was not the failure of risk management principles that caused the 
banking crisis. It was the failure to correctly apply those principles. Many banks made two 
simultaneous mistakes:

An accurate risk and reward analysis was not undertaken, so that banks made decisions  •
on the basis of the rewards available, rather than taking a more balanced view of the 
risks involved in seeking those higher rewards.

Quantifi cation of the level of risk involved was not accurate, because the banks were  •
taking such a risk-aggressive approach that certain events were considered to be so 
unlikely that they could be ignored.

Detailed analysis of the banking crisis in 2008 is outside the scope of this text. However, it 
appears that the crisis was caused by the failure of two different sets of risk analysis models. 
Firstly, the banks had assumed that re-packaged debts, including sub-prime mortgages, would 
continue to be tradable commodities in the market, but this proved not to be the case.

Secondly, the banks assumed that short-term borrowing on the wholesale money markets 
would continue to be available. This short-term money is used by banks so that they can con-
tinue to lend money on a long-term basis, at a more profi table rate. The collapse of the whole-
sale money markets was not anticipated by the credit models used by most banks.
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Future development of ERM

The COSO ERM cube represents a framework for undertaking enterprise risk management, 
although there is insuffi cient description in the COSO model of the risk management process 
itself. However, the COSO approach is becoming more widespread because the COSO Inter-
nal Control framework (1992) is the preferred approach for compliance with the require-
ments of the Sarbanes–Oxley Act. US companies that have subsidiaries around the world fre-
quently require that their subsidiaries adopt the COSO approach.

Other important developments in risk management are the publication in 2008 of British Stand-
ard BS 31100 and the publication in 2009 of the ISO risk management standard, ISO 31000. ISO 
31000 was adopted by Standards Australia to replace the previously available and well-estab-
lished Australian Standard AS 4360 (2004) that was fi rst published in 1995. The approach in ISO 
31000 is very similar to the approach described in British Standard BS 31100.

Future developments in the practice of ERM are likely to be focused on two key areas: fi rstly, 
ensuring risk management activities are fully embedded in the business processes of the organ-
ization; and secondly, demonstrating measurable fi nancial benefi ts associated with the imple-
mentation of an enterprise risk management initiative. The embedding of ERM in the 
organization is achieved by leadership, involvement, learning, accountability and communi-
cation (LILAC). Developments in the practice of operational risk management are probably 
leading the way in the measurement of the total risk exposure of an organization.

In summary, the discipline of enterprise risk management has become established and is here 
to stay, but it has to be able to demonstrate signifi cant and measurable fi nancial benefi ts. 
These fi nancial benefi ts need to be demonstrated in the form of increased profi t in private 
sector organizations and in the form of the enhanced effi ciency and/or value for money deliv-
ery of services in the public sector. The box below suggests the keys to success in ERM.

Successful ERM initiatives

How leading organizations develop an ERM programme; defi ne a governance model 
and support structure; collect, analyse, and share ERM information; and gauge success. 
The following were the keys to success:

Maturity of ERM capabilities enables partner organizations to be more agile  •
and fl exible in responding to business needs.

ERM is not a stand-alone or discrete activity, but a part of everyday life – a  •
performance improvement effort.

Effective ERM is conducted at the corporate level in order to communicate  •
policy and provide support to the entire organization.
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ERM is successful when championed at the enterprise level and owned by the  •
CEO and board of directors.

Formal ERM is provided in ERM, so that risk management is part of the  •
strategic planning process and everybody becomes a risk manager.

Mature ERM practices leverage technology to automate data capture and report  •
risk measures.

Measurement frameworks provide a comprehensive understanding of the value  •
of ERM.
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Importance of risk appetite

Risk capacity

Many commercial organizations make adequate profi ts, but take too much risk or make inap-
propriate use of the risk capacity of the organization. Risk capacity, or the capability of the 
organization to take risk, is not the same as the cumulative total of all of the individual values 
at risk associated with the risks facing the organization. This cumulative total is the risk expo-
sure of the organization.

By contrast risk appetite is the total value of the corporate resources that the board of the 
organization is willing to put at risk. Most organizations have not determined the value they 
should risk (risk appetite), nor calculated how much value is actually at risk (risk exposure), 
nor the capability of the organization to take risk (risk capacity).

An organization should be able to decide how much it wishes to put at risk. Agreeing the risk 
appetite will ensure that the organization does not put too much (or too little) value at risk. 
The risk capacity of the organization needs to be fully utilized to ensure that risk taking is at 
the optimal level and delivers maximum benefi t. Similarly, the organization should not put 
more value at risk than is appropriate, given the sector in which it operates and prevailing 
market conditions.

Figure 26.1 represents the relationship between risk and uncertainty. It illustrates the typical 
range of outcomes for hazard risks, control risks and opportunity risks. By including all 
three types of risk in a single fi gure, it is possible to demonstrate that the three types of risk 
are related, interdependent and form a continuum. The sum of all of the hazard tolerances, 
control acceptances and opportunity investments will represent the total risk appetite of the 
organization.

The curved lines in Figure 26.1 represent the range of possible outcomes for each risk position, 
to within a 95 per cent certainty. An organization may decide that it has a risk appetite such 
that it is willing to tolerate a hazard risk shown at point A. Risk appetite point A represents the 
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Risk appetite
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Figure 26.1 Risk and uncertainty

risk appetite for that type of hazard risk. In setting a risk appetite, the organization will realize 
that a range of outcomes for that risk appetite is possible. That range of outcomes is shown as 
the 95 per cent certainty lines.

Likewise, in pursuit of an opportunity, the organization will have an appetite presented by 
point B. Again, there will be a range of possible outcomes for this opportunity investment. 
The intended outcome is a positive return, but a loss may be suffered if the investment is not 
successful. The range of possible outcomes is demonstrated by the 95 per cent certainty 
lines. Figure 26.1 is used to demonstrate that a range of outcomes is possible when a value 
is put at risk. This fi gure also provides the basis for demonstrating the contribution of risk 
management (discussed below and shown in Figure 26.5) that plots risk management and 
uncertainty.
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Risk exposure

Total cost of risk (TCR) calculations were commonplace in the 1980s. These calculations were 
usually undertaken by organizations or their insurance brokers. They enabled an organization 
to determine the total cost of hazard risks to the organization. The calculation had three main 
components: insurance premium; money spent on loss-control actions, and cost of claims not 
covered by insurance.

Tables were published on total cost of risk in various organizations and it was possible to 
benchmark the performance of an organization against other companies in the same sector. 
This sort of total cost of risk calculation was useful and was often used as a justifi cation for 
setting up an in-house or captive insurance company, as discussed in Chapter 30.

The diffi culty with this type of calculation was that it depended substantially on historical 
information. Historical loss data is not necessarily a good guide to future loss performance. 
This approach was intended to encourage organizations to seek the lowest overall cost for the 
management of hazard risks. Unfortunately, this lowest-cost approach often proved to be a 
mistake when a major incident occurred.

Organizations should be aware that the TCR calculation could represent the lowest cost for 
the management of hazard risks, but that might be achieved at a high overall risk position. It 
is worth noting that the purchase of too much insurance could represent a position for the 
organization that is the lowest risk position but achieved at a high overall cost.

The type of total cost of risk calculation undertaken by organizations is now somewhat differ-
ent. Organizations often use the concept of risk appetite to undertake calculations that iden-
tify the level of risk that the organization is willing to accept. The risk appetite of the board can 
then be compared with the actual risk exposure that the organization faces. The actual risk 
exposure in this calculation is an updated version of the total cost of risk calculation, but 
should include all types of risks – not just those that can be insured.

Generally speaking, as the marketplace becomes more volatile, the organization will be forced 
to increase its risk exposure. This requires a discussion in the boardroom leading to an agree-
ment to increase the total value that the organization is willing to put at risk and/or to fi nd 
mechanisms to reduce the total risk exposure. As a consequence, risk management becomes 
more important in times of rapid change and increased marketplace volatility.

Risk exposure will also increase when an organization decides whether to embark on a merger 
or acquisition. Organizations need to undertake an opportunity analysis of all acquisition 
opportunities and this analysis should include consideration of at least the following features 
of the acquisition opportunity:

fi nancial strength and reputation of the proposed acquisition; •

potential for developing further revenue/profi t from the acquisition; •
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risks associated with suggested purchase contract terms and conditions; •

anticipated profi tability and sustainability of the proposed acquisition; •

investment required to deliver the anticipated future plans for the acquisition; •

impact on existing investment and business development plans. •

Risk exposure is the actual cumulative total at risk, but it is often calculated on a risk-by-risk 
basis, without consideration of whether the risks are correlated. An organization will need 
to allow for correlation of risks and thereby take account of the likelihood of the risks mate-
rializing. When calculating the total actual risk exposure of the organization, it is important 
that the cumulative total of the values at risk is adjusted to take account of whether risks are 
correlated.

Nature of risk appetite

Organizations face a number of risks that can cause disruption. These are the hazard risks that 
have been discussed throughout this book and give rise to the organization having a hazard 
tolerance. In other words, the organization will be willing to accept exposure to certain hazard 
risks as part of its normal operations. British Standard BS 31100 defi nes risk appetite as the 
‘amount and type of risk that an organization is prepared to seek, accept or tolerate’.

There will be a cost associated with hazard risks, both in terms of the cost of incidents that do 
occur and also in terms of the cost of loss-prevention, damage-limitation and cost-contain-
ment activities, including insurance costs. For each hazard risk, there will be a range of possi-
ble outcomes, all of them negative and this is illustrated in Figure 26.1.

The organization will need to quantify the possible hazard risks and costs associated with 
those risks. It should be able to decide how much hazard risk it will tolerate and this is part of 
the total risk appetite. Although the organization may decide how much hazard risk it will tol-
erate, the actual exposure to hazard risks may be greater than the anticipated.

Also, all organizations face uncertainties and the control risks that give rise to these uncertain-
ties. These are risks linked to events that, if they materialize, will have uncertain outcomes. As 
an example of control risks, if all fraud controls in an organization were removed, there would 
be a net saving represented by the cost of the controls. However, fraudulent behaviour might 
result and substantial losses might be suffered, but there would be uncertainty about how 
much fraud would actually result from the removal of all controls.

There will be control risks embedded within the projects that the organization is currently 
undertaking. The cost of necessary controls may be part of the overall budget for a project. 
When planning a large project, it would be unwise not to include the cost of necessary controls 
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in the budget for the project. The cost of the controls within the project budget represents the 
control acceptance of the organization.

The portion of risk appetite that is associated with opportunities can be considered to be the 
opportunity investment that the organization is willing to embrace. Organizations will be 
willing to invest resources in opportunities that the organization believes will produce a posi-
tive gain. However, the organization should recognize that value put at risk in this way may 
not produce a positive gain. Implementation of strategic decisions may result in losses. In fact, 
more value can be destroyed by incorrect strategic decisions than by hazard or control risks.

Figure 26.1 illustrates the range of outcomes for different risk exposures. In relation to oppor-
tunity investment, a range of outcomes are possible from complete loss of the invested 
resources to a substantial gain. Sometimes, the losses may exceed the initial investment, if the 
total negative risk exposure associated with the investment was not correctly calculated.

The organization may have an appetite for investing a sum of money in an opportunity, but it 
needs to be sure that it has the capacity to endure any loss that may result. It also needs to be 
sure that the total amount invested, or value at risk, is not beyond the capacity of the organiza-
tion. Careful calculation of the actual risk exposure associated with the opportunity should be 
undertaken.

Figure 26.2 illustrates the concepts of risk appetite, risk exposure and risk capacity. Risk appe-
tite is illustrated by way of shaded squares on the risk matrix and the overall risk exposure of 
the organization is shown as a curved line. This illustration represents risk appetite, exposure 
and capacity for a risk-averse organization.
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Figure 26.2 Risk appetite, exposure and capacity (optimal)
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The lighter area represents a situation where the organization is comfortable with taking the 
risk. The medium-shaded area represents a cautious zone, where management judgement is 
required before the risk is accepted. Accepting risks in the darker area will cause the organiza-
tion concern, and these risks will only be accepted when there is a business imperative.

The curved lines in Figure 26.2 represent the overall risk exposure of the organization and this 
is the optimal position, where the overall exposure cuts through the lighter section. The risk 
capacity of the organization is shown as higher than both the risk appetite and the risk expo-
sure and is embedded well in the darker area. This represents an optimal state of affairs. This 
ensures that the organization is taking risks that are within the appetite of the board and not 
exceeding the ultimate risk capacity of the organization.

Figure 26.3 represents a risk-aggressive organization with a much larger comfort zone for 
accepting risk. The lighter-shaded or cautious zone is smaller and the darker zone is an even 
smaller part of the overall fi gure. This situation can be described as representing an approach 
to risk that has a very limited universe of risk. The universe of risk for the organization is rep-
resented by the darker squares and it is only in this area that the board of the organization will 
consider that the risks are signifi cant.

In Figure 26.3, the ultimate risk-bearing capacity of the organization is shown as within the 
medium-shaded zone. This represents a situation where the organization may be taking risks 
that are beyond the ultimate risk capacity of the organization. To make circumstances worse, 
the actual risk exposure of the organization is shown as well within the darker area. This makes 
the organization vulnerable to risk, because its actual risk exposure is shown to be well beyond 
its ultimate risk-bearing capacity.
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Figure 26.3 Risk appetite, exposure and capacity (vulnerable)
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The identifi cation of the risk appetite for the organization requires judgement, and this judge-
ment can be exercised at different levels within the organization. Consideration of risk appe-
tite will be a strategic driver at board level. Risk appetite is likely to be an operational constraint 
at line-manager level because line managers will be expected to operate within the risk appetite 
policy that has been established by the board.

At the individual level, it is likely that consideration of risk appetite will be a behaviour regula-
tor. This is because individual members of staff should only operate within the risk appetite 
framework that has been developed at board level and is implemented by line managers.

Cost of risk controls

The inherent level of a risk is the level of the risk with no control measures in place. This is 
sometimes referred to as the gross level of the risk. The current level of risk is the level that 
takes account of the control measures currently in place. This is sometimes referred to as the 
net level of risk or the residual risk. Throughout this book, ‘current level’ has been used instead 
of ‘residual level’, because this implies a much more dynamic approach to risk management.

Figure 26.4 provides an illustration of the control effect or control vector when controls are 
put in place. When considering the current and target risk levels, the organization should be 
aware of the cost involved in implementing the controls that have been identifi ed. The cost of 
the control measures should be considered to be part of the total cost of risk for the organiza-
tion. The organization can then evaluate whether the controls in place are cost-effective.

Impact

Likelihood

Control 2

Control 1

Figure 26.4 Illustration of control effect



240 Risk response

As can be seen in Figure 26.4, a line can be drawn to represent the effect of each individual risk 
control measure. It is obvious that the longer the line, the greater the effect of the control. It 
will also be the case that the longer the line, the greater control effort is required, in terms of 
management time, effort and money.

A simple diagram like Figure 26.4 provides an illustration of the distance between the inherent 
and current level of the risk. If a target level of risk is established, additional control effort 
would be required in moving the level of risk from the current to the target level. This simple 
illustration of control effort is important, and demonstrates that there is value in undertaking 
a risk assessment at the inherent level of risk (if this is possible) so that the required control 
effort can be clearly identifi ed and illustrated.

If a calculation is undertaken of the risk exposure at the original level and a further calcula-
tion is undertaken of the risk exposure at the new level, the overall benefi t of each control 
can be measured. Consideration of the cost of each control can then be undertaken, so that 
a cost–benefi t analysis of individual controls may be completed. This will be an important 
exercise for the organization to undertake, so that cost-effective risk control priorities may 
be established.

Risk management and uncertainty

Reducing uncertainty is at the heart of risk management. In fact, British Standard BS 31100 
defi nes risk as the ‘effect of uncertainty on objectives’. Although management of uncertainty 
should only be considered to be a part of the risk management approach, it is vitally impor-
tant. A component of reducing uncertainty in an organization is to manage and reduce the 
level of inconsistency in the way risks are managed.

For an organization that is highly regulated, detailed systems and procedures will be pro-
duced and these will be monitored by the regulator. These rules and procedures represent 
the controls that must be in place. Part of successful risk management is to ensure that these 
controls are always implemented and a high level of consistency is achieved in relation to 
staff behaviour.

The overall approach of risk managers is to facilitate the identifi cation of the signifi cant risks faced 
by the organization. Risk managers tend to take the approach that risk assessment is complete 
when existing controls have been identifi ed and the need for any additional controls has been doc-
umented. However, different controls have different levels of effectiveness and effi ciency.

An alternative, but complementary, approach to the management of signifi cant risks is to use 
risk assessment as a tool that ultimately leads to the identifi cation of the critical controls for 
the organization. The critical controls are the most important controls in relation to the man-
agement of the signifi cant risks.
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Figure 26.5 illustrates the effect of risk management on the uncertainty. In effect, this fi gure 
demonstrates the value of critical controls in changing the range of possible outcomes at a par-
ticular level of risk exposure. The identifi cation of critical controls is important, because staff 
and managers may be more concerned about the implementation of the critical controls than 
the details of the risk assessment that identifi ed those controls.

Figure 26.5 illustrates the contribution of different control mechanisms and the effect that 
those mechanisms have on the range of possible outcomes. The impact of loss control and 
insurance on hazard risks is shown. The contribution of opportunity management and hedging 
or joint ventures on opportunity risks is also shown.

The approach based on the identifi cation and evaluation of critical controls is closely aligned 
to the activities of the internal audit. It is worth remembering that internal auditors prefer to 
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Figure 26.5 Risk management and uncertainty
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undertake a risk assessment of the inherent level of risk, assuming that there are no controls in 
place. This is a valuable approach, because it identifi es critical controls. The diffi culty is that it 
is sometimes impossible to identify the inherent level of risk, or it is sometimes the case that 
such an approach is not helpful because it becomes too theoretical.

Risk appetite and lifestyle decisions

There is a relationship between personal risk appetite and lifestyle decisions. Decisions will be 
taken about, for example, long-term health issues, depending on family history and personal 
lifestyle. Decisions will also be taken on medium-term health issues, based on medical treat-
ment, dieting and weight gain. Short-term decisions will also need to be taken on health issues, 
including those related to exercise, alcohol and recent illness or accident.

Individuals will need to take lifestyle decisions based on risk appetite, risk exposure and risk 
capacity. In relation to health issues, decisions will need to be taken on the level of exercise that 
the individual is willing to take in the short term to maintain weight within a healthy range.

There may be a certain appetite for risk issues associated with health and well-being, but the 
exposure that an individual actually suffers may be greater than the appetite for such risks. For 
example, people are willing to smoke cigarettes, but also wish to develop a healthier lifestyle. 
This is an example where the appetite for risk may be less than the actual risk exposure.

There is a tendency for people to take a course of action when the outcome is immediate, pos-
itive and certain. Therefore, a smoker will want a cigarette because the nicotine effect will be 
immediate, positive and certain. In contrast, giving up smoking will probably result in long-
term benefi t, but that benefi t will be delayed and uncertain and there will also be negative feel-
ings of being without nicotine.

The box below describes attitudes of individuals to the risks associated with lifestyle decisions. 
This demonstrates that the attitude of people to risk taking will vary considerably depending 
on the type of risk that is being considered. For example, individuals may be very risk averse 
in the way they drive their cars, but accept signifi cant risk factors in relation to their health.
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Health risk factors

The number of Canadians who are overweight or obese has increased dramatically 
over the past 25 years. Obesity is a risk factor in a number of chronic diseases. 
Achieving and maintaining a healthy weight is important to reduce the risk of those 
diseases and improve overall health.

Although smoking remains the greatest threat to public health in Canada, poor eating 
habits, physical inactivity and their contribution to obesity are also critical public 
health challenges. Statistics Canada reports that two out of every three adults in 
Canada are overweight or obese.

Many factors have contributed to the increasing rates of overweight and obesity. 
Changes in society, work and leisure have affected activity and eating patterns, leading 
to a rise in excessive weight and obesity. There has been a shift towards less physically 
demanding work, as well as an increased use of automated transport and passive 
leisure activities, such as television viewing and playing video games.
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and terminate

The 4Ts of hazard response

Priority signifi cant risks facing an organization are those that have:

high or very high impact in relation to the benchmark test for signifi cance; •

high or very high likelihood of materializing at or above the benchmark level; •

high or very high scope for cost-effective improvement in control. •

Generally speaking, it is only priority signifi cant risks that require attention at the most senior 
level of the organization. However, it is appropriate that regulatory risks also receive board-
room attention. In practice, the board will expect these regulatory risks to be properly managed 
and the board will only receive routine/annual reports describing risk performance, or a special 
report if a specifi c issue has arisen.

The benchmark test for signifi cance should be set at a level that represents a signifi cant impact 
for the organization. Having identifi ed the priority signifi cant risks, the organization then 
needs to review the controls in place and decide whether further actions are required. For 
hazard risks, the range of responses available is often described as the 4Ts.

There is a broad range of terminology available to describe risk response options. In fact, both 
British Standard BS 31100 and ISO 31000 use the term risk treatment as the more generic 
description. For example, the British Standard defi nes risk treatment as the ‘process of devel-
oping, selecting and implementing controls’. Likewise, ISO 31000 defi nes risk treatment as 
‘development and implementation of measures to modify risk’.

The terminology used in the Orange Book has been adopted for this text for the risk response 
stage of the risk management process. The options for responding to risk can then be identi-
fi ed as the 4Ts. Appendix A contains information on the alternative defi nitions that are used 
by different publications.

244
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More information and a brief description of each of the 4Ts is provided in Table 27.1. The 4Ts 
of hazard risk management can be summarized as:

Tolerate; •

Treat; •

Transfer; •

Terminate. •

Figure 27.1 suggests that there is a dominant response in relation to each of the 4Ts, according 
to the position of the risk on a risk matrix. For risks that are low likelihood/low impact, the 
main response is tolerate. For risks that are high likelihood/low impact, the main response is 
treat. For risks that are low likelihood/high impact, the main response is transfer, and for risks 
that are high likelihood/high impact, the main response is terminate.

Table 27.1 Description of the 4Ts of hazard response 

1. Tolerate 

Accept/retain 

The exposure may be tolerable without any further action 
being taken. Even if it is not tolerable, the ability to do 
anything about some risks may be limited, or the cost of 
taking any action may be disproportionate to the 
potential benefi t gained. 

2. Treat 

Control/reduce 

By far the greater number of risks will be addressed in 
this way. The purpose of treatment is that, whilst 
continuing within the organization with the activity 
giving rise to the risk, action (control) is taken to 
constrain the risk to an acceptable level.

3. Transfer 

Insurance/contract 

For some risks the best response may be to transfer them. 
This might be done by conventional insurance, or it 
might be done by paying a third party to take the risk in 
another way. This option is particularly good for 
mitigating fi nancial risks or risks to assets. 

4. Terminate 

Avoid/eliminate 

Some risks will only be treatable, or containable to 
acceptable levels, by terminating the activity. It should be 
noted that the option of termination of activities may be 
severely limited in government when compared to the 
private sector. 
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Figure 27.1 Types of controls for hazard risks

In order to give some context to the range of risks that is being considered, Table 27.2 pro-
vides examples of the range of potentially signifi cant risks associated with the headings of 
the FIRM risk scorecard. Assessment of each of the risks will enable the organization to 
place the risk on a risk matrix. The position of the risk on the risk matrix will then indicate 
the most unlikely response to that risk. If the risk assessment is undertaken at the current 
level of risk, the effect of the existing controls will already have been evaluated as part of the 
risk assessment exercise.

Consider the case of a theatre that needs to respond to the increasing use of agents who require 
payment at the time of the booking, rather than after the performance. Also, a recent failure of 
an actor to arrive on the night of the performance caused the theatre considerable fi nancial 
loss. This has resulted in the theatre reviewing the booking and appearance arrangements for 
actors and decided that responses are appropriate in relation to all 4Ts.

The theatre might decide that it has to tolerate the new booking fee arrangements. It has also 
decided that in order to treat/reduce the risk, it will only deal with established agents in future 
and terminate existing arrangements with an agency that has proved unreliable in the past. 
The theatre might also investigate the possibility of buying insurance, so that the theatre can 
transfer the cost of a performance cancelled because the actor fails to arrive on the night.
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Table 27.2 Key dependencies and signifi cant risks

FIRM risk 
scorecard

Example dependencies Example of a signifi cant risk

Financial Availability of funds Insuffi cient funds available from parent 
company

Correct allocation of funds Inadequate profi t because of incorrect 
capital expenditure decisions 

Internal control Fraud occurs because of inadequate internal 
controls 

Liabilities under control Higher than expected liabilities arise in the 
pension fund

Infrastructure People Failure to achieve/maintain health and 
safety standards 

Premises/plant and 
equipment 

Damage to key location caused by insurance 
peril 

IT IT systems not available because of virus or 
hacker activity 

Communications and 
transport 

Transport networks closed because of severe 
weather conditions 

Reputational Brand Product recall causes damage to product 
image and brand 

Public opinion Lost sales or revenue because of change in 
public tastes 

Regulators Regulator enforcement action causes loss of 
public confi dence 

CSR Allegations of unethical product-sourcing 
causes loss of sales 

Marketplace Regulatory environment Change in tax regime results in unbudgeted 
tax demands 

Economic health Decline in world or national economy 
reduces consumer spending 

Product development Changes in technology reduce product 
appeal and sales 

Competitor behaviour Competitor substantially reduces prices to 
win market share 
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Risk tolerance

Risk tolerance is defi ned in British Standard BS 31100 as the ‘organization’s readiness to bear 
the risk after risk treatments in order to achieve its objectives’. An organization may have to 
tolerate risks that have a current level beyond its comfort zone and its risk appetite. On occa-
sions, an organization may even have to tolerate risks that are beyond its actual risk capacity. 
However, this situation would not be sustainable and the organization would be vulnerable 
during this period.

When the hazard risk is considered to be within the risk appetite of the organization, the 
organization will tolerate that risk. Risk tolerance is shown as the approach that will be adopted 
in relation to low-likelihood risks with low impact. However, an organization may decide to 
tolerate risk levels that are high because they are associated with a potentially profi table activ-
ity or relate to a process that is fundamental to the nature of the organization.

It is unusual for a hazard risk to be accepted or tolerated before any risk control measures 
have been applied. Generally speaking, a risk only becomes tolerable when all cost-effective 
control measures have been put in place, so that the organization is accepting or tolerating 
the risk at its current level. Certain control measures may have been applied because the 
inherent level of the risk may have been unacceptable. Control effort seeks to move the risk 
to the low-likelihood/low-impact quadrant of the risk matrix, as illustrated in Figure 27.1.

Sometimes risks are only accepted as part of an arrangement whereby one risk is balanced 
against another. This is a simple description of neutralizing or hedging risks, but on a business 
level this may represent a fundamentally important strategic decision. For example, an elec-
tricity company operating independently in the northern states of the United States may have 
to accept the impact of variation in temperature on electricity sales.

By merging (or setting up a joint venture) with an electricity company in the southern states, 
the north/south combined operation will be able to smooth the temperature-related variation 
in electricity sales. The combined operation will then sell more electricity in the northern 
states during cold weather, when demand in the southern states is low. Conversely, the com-
bined operation will sell more electricity for air-conditioning units in the southern states in 
the summer, when demand for electricity in the northern states may be lower.

Risk treatment

When the level of risk exposure (likelihood) associated with a particular hazard is high but 
the potential loss (impact) associated with it is low, the organization will wish to treat the 
risk. Risk treatment will often be undertaken with the risk at the inherent and/or current 
level, so that when the risk has been treated, the new current level or target level may become 
tolerable.
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Actions to improve the standard of risk control will always be under constant review in an 
organization. On a personal level, wearing a seat belt when driving a car or fi tting an intruder 
alarm in a house are examples of risk reduction actions. Improvements to standards of risk 
control in relation to physical (insurable) risks are well known. Fitting sprinklers to buildings, 
providing enhanced building security arrangements and employee security vetting are all 
examples of risk improvement actions designed to better manage hazard risks.

When identifying suitable risk treatment options, the organization will need to look at the 
effect of the treatment on the likelihood of the risk materializing as well as looking at the 
impact of the risk should it materialize. Cost-effective risk treatments will need to be selected 
and the effect of different control measures can be shown on a risk matrix, as in Figure 27.1.

Risk transfer

When the likelihood of a risk materializing is low but the potential is high, the organization 
will wish to transfer that risk. Insurance is a well-established mechanism for transferring the 
fi nancial consequences of losses arising from hazard risks and (to a lesser extent) control risks. 
The issues associated with the use of insurance as a risk transfer mechanism are considered in 
more detail in Chapter 30.

In some cases, risk transfer is closely related to the desire to eliminate or terminate the risk. 
However, many risks cannot be transferred to the insurance market, either because of pro-
hibitively high insurance premiums or because the risks under consideration have (tradition-
ally) not been insurable.

Risk transfer can be achieved by conventional insurance and also by contractual agreement. It 
may also be possible to fi nd a joint-venture partner, or some other means of sharing the risk. 
Risk hedging or neutralization may therefore be considered to be a risk transfer option, as well 
as a risk treatment option.

The cost of risk transfer is a component of risk fi nancing. Once again, there is variation in the 
defi nitions used. In relation to risk fi nancing, both BS 31100 and ISO 31000 agree that risk 
fi nancing involves the cost of contingent arrangements for the provision of funds to meet the 
fi nancial consequences of a risk materializing. Such arrangements are usually provided by 
insurance, and insurance is, therefore, fi nance that is contingent upon certain insured events 
taking place.

The difference in defi nition between BS 31100 and ISO 31000 is that ISO 31000 also considers 
that the cost of risk fi nancing should include the provision of funds to meet the cost of risk 
treatment. In this text, resourcing of controls is considered to be a separate step in the risk 
management process. This is another example that illustrates that there is no universally 
agreed or common language of risk.
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Risk termination

When a risk is both of high likelihood and high potential impact, the organization will wish to 
terminate or eliminate the risk. It may be that the risks of trading in a certain part of the world 
or the environmental risks associated with continuing to use certain chemicals are unaccept-
able to the organization and/or its stakeholders. In these circumstances, appropriate responses 
would be elimination of the risk by stopping the process or activity, substituting an alternative 
process or outsourcing the activity that is associated with the risk.

An organization may wish to terminate a risk, but it could be the case that the activity that 
gives rise to it is fundamental to the ongoing operation of the organization. In such circum-
stances, the organization may not be able to terminate or eliminate the risk entirely and thus 
will need to implement alternative control measures.

This is a particular issue for public services. There may be certain risks that are high likelihood 
and high impact, but the organization is unable to terminate the activities giving rise to them. 
This may be because the activity is a statutory requirement placed on a government agency or 
public authority. The public service imperative may restrict the ability to cease the activity, so 
the organization will need to introduce control measures, to the greatest extent that is cost-
effective.

It is likely that such control measures will be a combination of risk treatment and risk transfer. 
As these control measures are applied, the level of risk will move to a level where the organiza-
tion will be able to tolerate the risk. Because of the variable nature of risks, it may not be pos-
sible to get all risks to a level that is within the risk appetite of the organization. The 
organization may fi nd that it has to tolerate risks beyond its empirical risk appetite in order to 
continue to undertake a certain activity.

Project and strategic risk response

The overall approach to the management of control and opportunity risks is similar to the 
approach adopted for the management of hazard risks. However, there are suffi cient differ-
ences in the range of options available for these to be presented separately.

Figure 27.1 illustrates the 4Ts of hazard risk management and the type of controls that are 
most likely to be associated with each type of hazard risk response. The types of controls are 
considered below. This chapter has been concerned almost exclusively with responding to 
hazard risks. However, there is a similar range of responses available for control risks and for 
opportunity risks.

Figure 27.2 shows the range of responses that are available when managing uncertainty in 
projects. The similarities with the 4Ts of hazard risk management are obvious. However, the 
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emphasis in project risk management is to achieve progress in accordance with a project plan 
with as little variation from the plan as possible. Project risk management is mainly concerned 
with the management of uncertainty and is closely aligned to control management.

Chapter 22 considered project risk management in more detail and Figure 27.2 should be 
viewed in the context of the information set out in that chapter. Low-uncertainty and low-
exposure risks in a project will be accepted. For low-uncertainty but high-exposure risks, the 
project manager will introduce relevant controls and adapt appropriate procedures.

For low-exposure but high-uncertainty risks, the project manager will wish to transfer these 
risks to a third party. However, the transfer risks embedded in a project will tend to be 
achieved by contractual arrangements. Also, the project manager will wish to adopt appro-
priate contingency plans in order to manage the high-risk-exposure but high-uncertainty 
risks. High-exposure and high-uncertainty risks will be avoided within the project, when-
ever this is feasible.

Figure 27.3 suggests that there are a range of responses available for the management of oppor-
tunity risks. Developing and implementing effi cacious strategy will require the evaluation of 
the level of risk associated with each available strategy and the level of reward that the strategy 
will deliver.

The 4Es of opportunity management are set out as exist, explore, exploit and exit. There is 
a close relationship between the 4Es and the status of the organization, as illustrated in 
Figure 27.3. A start-up operation will face a higher level of risk and low potential rewards. 
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Figure 27.2 Risk versus uncertainty in projects
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Figure 27.3 Risk versus reward in strategy

Entrepreneurial opportunities will be explored at this time. As the organization grows, poten-
tial rewards will increase while the level of risk will remain high. The organization will seek to 
achieve growth, but may feel that growth is too slow or the level of risk remains too high, and 
if so it will exit from those operations.

After a period of growth, the organization should be achieving a high reward for a reduced 
risk. This represents the phase where the organization will exploit opportunities until com-
petitors arrive. This is a mature operation. All mature operations are exposed to the possibility 
of decline, although many organizations choose to exist in a mature, declining market, where 
risk exposure is low and so are potential rewards.
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Hazard risk zones

Although the 4Ts of hazard response can be illustrated on a simple risk matrix, such as Figure 
27.1 (page 246), the options are not that clear cut. It can be seen that the tolerate and terminate 
options meet at the centre of the risk matrix. It is not sensible to suggest that a small increase 
in risk likelihood and potential impact would completely change the approach of the organi-
zation to that particular risk.

Figure 28.1 provides a slightly more realistic analysis by providing a diagram that builds on 
Figure 13.1, the application of risk appetite matrix (page 128), as well as Figure 26.2, which 
illustrates risk appetite, exposure and capacity (page 237). Figure 28.1 illustrates that there are 
three zones on the risk matrix. The comfort zone is predominantly for low-likelihood and 
low-potential-impact events. As can be seen, there is a level of potential impact that will always 
be within the comfort zone. Likewise, there is a level of risk likelihood that is always consid-
ered to be so low that it will not happen.

However, as risk likelihood and potential impact increase, a point is reached, where judge-
ment is required as to whether the risk should be tolerated. Judgement is required within the 
cautious zone and actions will usually be taken to treat and/or transfer the risks within that 
zone.

As the risk likelihood and potential impact further increases, a critical line is reached. When 
the risk gets above the critical line, the organization will be concerned about tolerating those 
risks and will wish to terminate exposure to them. In certain circumstances, the organization 
will not be able to terminate these risks, either because they may represent a business impera-
tive, or because they are associated with a high-risk–high-reward strategy that the board has 
adopted.
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Figure 28.1 Hazard risk zones

Types of controls

There are a range of controls that can be applied to hazard risks. The most convenient classi-
fi cation system is to describe these controls as preventive, corrective, directive and detective. 
This is the risk classifi cation system suggested in the ‘Orange Book’. Table 28.1 provides a 
more detailed description of each of these four types of hazard controls.

In relation to hazard risks, the control options of preventive, corrective, directive and detec-
tive represent a clear hierarchy of controls. The relationship between these four types of con-
trols and the dominant risk of response for different levels of risks is illustrated on the risk map 
shown in Figure 27.1 (page 246). Table 28.2 gives examples of these four types of controls in 
relation to health and safety risks.

Preventive controls are designed to limit the possibility of an undesirable hazard event occur-
ring. The majority of controls implemented in organizations in response to hazard risks are pre-
ventive controls. For health and safety risks, preventive controls will include substituting a less 
hazardous material in the process or enclosing the process so that employee exposure to dust or 
fumes is eliminated. Examples of preventive controls for fraud risks are shown in Table 28.2.

Corrective controls are designed to correct undesirable circumstances and reduce unacceptable 
risk exposures. Such controls provide a key means whereby the risk is treated so that it becomes 
less likely to occur and/or the impact is much reduced. In general terms, corrective controls are 
designed to correct the situation. For example, machinery guards are corrective controls.
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Table 28.1 Description of types of hazard controls 

1. Preventive 
(terminate)

These controls are designed to limit the possibility of an 
undesirable outcome being realized. The more important it is to 
stop an undesirable outcome, then the more important it is to 
implement appropriate preventive controls. 

2. Corrective 
(treat) 

These controls are designed to limit the scope for loss and reduce 
any undesirable outcomes that have been realized. They may also 
provide a route of recourse to achieve some recovery against loss or 
damage. 

3. Directive 
(transfer)

These controls are designed to ensure that a particular outcome is 
achieved. They are based on giving directions to people on how to 
ensure that losses do not occur. They are important, but depend on 
people following established safe systems of work. 

4. Detective 
(tolerate) 

These controls are designed to identify occasions of undesirable 
outcomes having been realized. Their effect is, by defi nition, ‘after 
the event’ so they are only appropriate when it is possible to accept 
that the loss or damage has ocurred. 

Table 28.2 Examples of the hierarchy of hazard controls 

Generic control 
category

Hierarchy of controls for health 
and safety risks

Hierarchy of controls for fraud 
risks

Preventive Elimination or removal of the  •
source of the hazard 

Substitution of the hazard with  •
something less risky 

Limits of authorization and  •
separation of duties 

Pre-employment screening of  •
potential staff 

Corrective Engineering containment  •
using barriers or guards 

Exposure reduction by job  •
rotation or limitation on hours 
worked 

Passwords or other access  •
controls 

Staff rotation and regular change  •
of supervisors 

Directive Training and supervision to  •
enforce procedures 

Personal protective equipment  •
and improved welfare facilities 

Accessible, detailed written  •
systems and procedures 

Training to ensure understanding  •
of procedures 

Detective Health monitoring to enquire  •
about potential symptoms 

Health surveillance to seek  •
early symptoms 

Reconciliation, audit and review  •
by internal audit 

Whistle-blowing policy to report  •
(alleged) fraud 
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Directive controls are designed to ensure that a particular outcome is achieved. In health and 
safety terms, directive controls would include instructions/directions given to employees to 
use, for example, in the use of personal protective equipment. Training in how to respond to 
a particular risk event and detailed instructions and procedures are directive controls. Direc-
tive controls are also associated with actions that must be taken in the event of a loss to limit 
the damage and contain the costs.

Detective controls are designed to identify occasions when an undesirable outcome has 
occurred. The control is intended to detect when these undesirable events have happened, to 
ensure that the circumstances do not deteriorate further. An example of detective controls in 
a project is undertaking a post-incident review.

There is a clear hierarchy of effectiveness of controls that is represented by the order preven-
tive, corrective, directive and fi nally detective. Preventive controls are clearly the most effec-
tive, followed by controls that correct adverse circumstances. Providing training and direction 
to staff is a weaker level of control and detective controls only confi rm that an adverse event 
has occurred.

The importance of disaster recovery planning (DRP) and business continuity planning (BCP) 
should not be underestimated. DRP and BCP are methods of cost containment designed to 
ensure minimum disruption after a hazard risk has materialized, so they are aligned with 
detective controls. However, DRP and BCP do not conveniently fi t into the PCDD classifi ca-
tion system for controls, because they are post-loss procedures. Some control classifi cation 
systems include BCP and DRP as a fi fth category of control.

The example in the box below illustrates that an organization will use all four types of control 
in order to build a robust set of risk responses. The road transport company will make use of 
all four types of controls in order to reduce road traffi c accidents.

Application of the 4Ts

Take the example of the road transport company and the desire to reduce the number 
of road traffi c accidents per million miles driven and the options for reducing this 
number. The company can look at the preventive, corrective, directive and detective 
control hierarchy and decide the following:

The scope for introducing preventive controls includes review of vehicle routing  •
and realistic estimates on delivery schedules so that drivers do not need to drive 
dangerously to arrive on time.

The types of corrective controls that will be introduced include enhanced main- •
tenance procedures and improved arrangements for drivers to report vehicle 
defects.
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Enhanced directive controls will be based on defensive driver training and the  •
provision of a vehicle driver handbook with practical advice that is easy to under-
stand and follow.

Although some detective controls are already in place through the use of tacho- •
graphs in the vehicles, the company may decide to also introduce a routine review 
of drivers’ licences to check for penalty points.

Other controls that might be evaluated by the transport company include routine 
inspections of vehicles to discover and report damage, and a review of fuel 
consumption to identify drivers with an aggressive driving style. The company is then 
in a position to introduce structured and measurable loss-control programmes to 
reduce the overall cost of running the fl eet of vehicles.

Preventive controls

Table 28.1 provides a brief description of the nature of preventive controls. These are the most 
important type of risk controls, and all organizations will use preventive controls to treat 
certain types of risks. Prevention or elimination of all risks is not possible on a cost-effective 
basis, nor may it be desirable for the future of the organization and the continuation of certain 
activities.

Examples of preventive controls include the separation of duty, whereby no person has 
authority to act without the consent of another when paying an invoice. Also, expenditure 
systems should prevent the same person from ordering goods and then authorizing the 
payment for those goods. In health and safety terms, preventive controls include the elimi-
nation or removal of the hazard and the substitution of the hazard with something less 
risky. For example, a hazardous chemical used in a cleaning operation may be substituted 
with a less harmful alternative.

The advantage of preventive controls is that they eliminate the hazard, so that no further con-
sideration of it is required. In reality, this may not be a cost-effective option and may not be 
possible for operational reasons. The disadvantages of preventive controls are that benefi cial 
activities may be eliminated and either outsourced or replaced with something less effective 
and effi cient.

Health and safety practitioners refer to the elimination of hazardous activities ‘so far as is rea-
sonably practicable’. Achieving something so far as is reasonably practicable involves the 
balance between cost in terms of time, trouble and money against the benefi t in terms of the 
reduction in the level of hazard that is achieved. For example, eliminating the risk of collapse 
can be achieved in underground mines by the provision of the support beams and props. 
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However, the extent to which this is reasonably practicable will need to take into account the 
cost of providing these props against the level of risk reduction that would be achieved in that 
particular mine.

Corrective controls

Table 28.1 provides a brief description of the nature of corrective controls. Corrective controls 
are the next option after it has been decided that preventive controls are not technically feasi-
ble, operationally desirable or cost-effective. Corrective controls are capable of producing an 
entirely satisfactory result, whereby the current level of risk is reduced to within the risk appe-
tite of the organization.

Examples of corrective controls can be found in the management of health and safety at work. 
Engineering containment by way of barriers or guards is a very well-established type of correc-
tive control. In relation to fraud exposures, use of passwords or other access controls can be 
considered to be corrective controls. Staff rotation and regular change of supervisors also fi t 
into this category of controls.

The advantage of many corrective controls is that they can be simple and cost-effective. Also, 
they do not require that existing practices and procedures are eliminated or replaced with 
alternative methods of work. The controls can be implemented within the framework of exist-
ing activities. The disadvantage of some corrective controls is that the marginal benefi ts that 
are achieved may be diffi cult to quantify or confi rm as cost-effective.

Sometimes, corrective controls are over-engineered and their cost is disproportionate to the 
benefi t that is achieved. It is for risk management practitioners and internal auditors, as well 
as employees themselves, to identify where expensive and/or ineffective corrective controls 
have been implemented. Very often, corrective controls are put in place because of regulatory 
requirements. This may be unsatisfactory from the point of view of the organization and intro-
duce additional costs and/or ineffi ciency. However, it is for the organization to ensure that the 
appropriate level of corrective control is achieved in order to comply with the minimum 
requirements of legislation.

Directive controls

Table 28.1 provides a brief description of the nature of directive controls. Organizations will 
be familiar with the directive controls, because staff will need to be advised of the correct way 
of undertaking specifi c tasks. Where tasks involve a level of risk, documented procedures – 
together with information, training and instruction – can be seen as directive controls.
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An example of directive controls is the requirement to wear personal protective equipment 
when undertaking potentially dangerous activities. Staff will need to be trained in the correct 
use of the equipment and a level of supervision will be required in order to ensure that it is 
used correctly.

The advantage of directive controls is that the risk control requirements can be explained 
during a normal training and instruction session provided for staff. However, directive con-
trols, especially in relation to health and safety risks, represent a low level of control that 
may require constant supervision in order to ensure that the correct procedures are being 
followed.

Although directive controls on their own represent an insecure and unreliable method of risk 
control, they will always be a component in the overall approach to risk control adopted by 
any organization. Developing systems, procedures and protocols are important for any organ-
ization. However, there is a danger that if the developed procedures are not implemented in 
practice, the organization will be more exposed to allegations of poor risk control. Developing 
detailed risk control procedures is an indication by the organization that risks exist and need 
to be managed. However, failing to implement the identifi ed procedures will leave the organ-
ization unable to defend itself by claiming that it was not aware of the risks.

Detective controls

Table 28.1 provides a brief description of the nature of detective controls. As suggested in the 
title, detective controls are those procedures that identify when the hazard has materialized. 
Detecting that a hazard has materialized some time after the event is not entirely satisfactory, 
but can be justifi ed in certain circumstances. Sometimes, other controls may be unable to 
completely eliminate the chances of a risk materializing.

Examples of detective controls include stock or asset checks to ensure that stock or assets have 
not been removed without authorization. Bank reconciliation exercises can detect unauthor-
ized transactions. Also, post-implementation reviews can detect the lessons learnt from 
projects that can be applied in future. Detective controls are closely related to review and 
monitoring exercises undertaken as part of the risk management process.

The advantage of detective controls is that they are often simple to administer. In any case, 
they are essential in many circumstances where the organization will require early warning 
that other risk control measures have broken down. The disadvantage of the detective controls 
is that the risk will already have materialized before it has been detected. It could be argued, of 
course, that the fact that detective controls are in place will deter certain individuals from 
attempting to circumvent other risk controls.
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Detection of fraud is often only possible after the fraud has taken place. However, there are 
considerable advantages in the detection of fraud early, so that the nature and scale of the 
fraud may be reduced and the scope for future similar fraudulent activities is eliminated. Even 
in health and safety arrangements, there is scope for the use of detective controls. Certain work 
processes have hazards associated with them that can lead to permanent and serious health 
issues. By having detective controls to identify the early symptoms of these occupational ill 
health conditions, employees will be diagnosed early and further exposure can be eliminated. 
Examples of these types of controls in health and safety include early detection of lung disease 
from dust exposure, skin conditions such as dermatitis and fi nally deafness caused by expo-
sure to occupational noise.
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Control of selected hazard risks

Risk control

Risk treatment is sometimes referred to as risk control and it includes the selection and imple-
mentation of actions to reduce risk likelihood and risk impact. The types of controls described 
in Chapter 28 should be considered in turn when deciding the nature and extent of risk control 
activities that should be implemented. When reasonably practicable, it is obvious that preven-
tive controls should be introduced as the fi rst option. If prevention is not possible, then cor-
rective controls should be introduced to minimize the likelihood and impact of an adverse 
event.

When risks have been prevented and corrected to the greatest extent that is cost-effective, the 
organization should then consider directive controls that are designed to direct the actions of 
people involved in the management of that particular risk. Finally, and in addition to the three 
other types of controls, the implementation of detective controls may be appropriate. Detec-
tive controls are used in a wide range of applications, including health and safety.

The examples in the sections below cover the main hazard risks that are likely to be of 
concern to an organization, as outlined in Table 27.2 (page 247). In each case, the section 
sets out to describe what can go wrong in relation to the hazard, and the considerations and 
the issues that need to be evaluated. The control options that are available in relation to that 
particular risk are considered, followed by consideration of the controls that are necessary 
and appropriate.

Table 28.2 (page 255) provides examples of the four types of controls described in Chapter 28 
as applied to two types of hazard risks. The examples of fraud and health and safety are selected, 
so that the application of different types of controls to these two hazards can be illustrated. For 
other hazard risks not listed below, a similar generic approach can be taken and the types of 
controls that are possible can be listed, using the format of preventive, corrective, directive and 
detective controls.
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When selecting and implementing controls, it is important to ensure that cost-effective con-
trols are selected. Figure 29.1 provides an analysis of the balance between the cost of controls 
and a reduction in the potential loss that implementing these controls would achieve. This 
fi gure illustrates that there is an optimum level of control that represents the lowest total cost 
as a balance between cost of control and the level of potential losses.

It can be seen in Figure 29.1 that a signifi cant reduction in potential loss is achieved with the 
introduction of low-cost controls. This section of the diagram is labelled ‘Cost-effective con-
trols’. The centre section of the diagram illustrates that spending more on controls achieves a 
reduction in the net cost of risk up to a certain point. In this segment, judgement is required 
on whether to spend the additional sum on controls. On the right-hand side of the diagram, 
spending more on controls achieves only a marginal reduction in potential loss. In this 
segment, further controls are not cost-effective.

Further 
controls not 
cost-effective

Judgement 
required

Cost-
effective 
controls

Potential 
loss

Net cost 
of risk

Cost 
of controls

Figure 29.1 Cost-effective controls

Control of fi nancial risks
Fraud

One of the key areas of fi nancial risk faced by all organizations is fraud, which can be commit-
ted by employees, customers or suppliers. Also, fraud may be committed by the organization 
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itself by falsely reporting the results of operations. The Sarbanes–Oxley Act requirements are 
primarily aimed at the avoidance of fraudulent reporting by organizations.

Fraud occurs when there is the motive for undertaking it, the organization has assets that are 
worth stealing, there is an opportunity to undertake the theft or fraud and there is a lack of 
adequate control. Concerns about fraud should also extend to measures that are designed to 
reduce theft. These will include the provision of security fences and gates, as well as the provi-
sion of security guards, improved lighting and secure building access.

Organizations need to undertake an analysis of the effectiveness of their fraud controls. This is 
an area where internal audit is often involved. This analysis should check for losses in terms of 
money or goods, as well as evaluating areas where controls are insuffi cient. The analysis should 
be a proactive review that should include an analysis of vulnerable assets, who is responsible, 
how fraud might be undertaken and the effectiveness of the existing controls.

As well as undertaking an analysis of the effectiveness of existing controls, organizations should 
make an annual review of circumstances where fraud has been detected. These reports should 
be supplied to the audit committee.

In order to prevent fraud, the organization should introduce a corporate fraud policy that sets 
out the attitude of the organization towards fraud, the methods for controlling and investigat-
ing it, responsibilities for fraud control and details of the resources that are allocated to fraud 
detection. The arrangements for whistle-blowing and a policy for dealing with persons sus-
pected of committing fraud should also be established.

Risk control actions related to fraud can be divided into the categories listed above as preven-
tive, corrective, directive and detective. The following methods are available to organizations 
for minimizing fraud:

improve recruitment processes; •

reduce the motive for fraud; •

reduce the number of assets worth stealing; •

minimize the opportunity to steal; •

increase the level of supervision; •

improve fi nancial controls and management systems; •

improve detection of fraud; •

improve record keeping. •
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Historical liabilities

One of the most diffi cult fi nancial risk areas for organizations is related to their exposure to his-
torical liabilities. These liabilities arise from previous activities of an organization, or acquired 
parts of the organization that were purchased together with their historical liabilities.

An area that is very diffi cult to quantify for industrial organizations is the previous exposure 
to agents that may give rise to delayed industrial diseases. The most obvious example is expo-
sure to asbestos and the potential for the development of mesothelioma, a malignant cancer of 
the pleura or lining of the lungs. For many organizations, claims related to mesothelioma arise 
30 or 40 years after the alleged exposure. Exposure will have occurred at a time when insur-
ance arrangements may be diffi cult to confi rm and the evidence of the exact working condi-
tions will no longer be available.

Another area of exposure to historical liabilities relates to pension funds. Previously, many 
pension funds offered pension arrangements related to the fi nal salary that the employee was 
earning. These are often referred to as defi ned benefi t pension plans. Risks associated with the 
value of the pension fund and the level of pension that the available fund will purchase rest 
entirely with the employer in a defi ned benefi ts pension plan.

There has been a strong recent trend towards pension arrangements that build up a sum of 
money that is available to the employees to purchase a pension at the time of retirement. The 
member of staff is required to contribute money to his or her pension fund, and this arrange-
ment is usually referred to as defi ned contribution pension plan. In this arrangement, the risks 
attached to the value of the fund have been much reduced and the risk associated with the 
value of pension that the fund will purchase has been transferred to the employee.

The particular risk control issue of concern to employers is related to the defi ned benefi t 
pension plan and the liability to persons who are no longer employed by the company but 
have pension entitlements within the defi ned benefi t pension plan. These are often referred to 
as deferred benefi ts. The organization will need to look at the risk control options for dealing 
with these deferred benefi ts. Options available include encouraging former staff members 
with deferred benefi ts to opt out of the scheme by paying them a sum of money, transferring 
the deferred benefi ts arrangements to an insurance company on payment of an annuity 
premium or seeking to transfer the deferred benefi ts into a captive insurance company.

Historical liabilities of this type are, by defi nition, more of an issue for organizations that have 
been in existence for some time. This means that the organization will have a long history and 
third parties will be able to pursue liabilities that arose some considerable time ago. These his-
torical liabilities may be more severe if the organization has changed in nature over time, espe-
cially if it is a much smaller organization than it had been previously. Also, organizations that 
have undergone a good deal of acquisition and merger activity will be more at risk.
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Control of infrastructure risks
Health and safety at work

One of the major areas of concern in relation to infrastructure risks for organizations is health 
and safety at work. This is a highly regulated topic that should be a priority concern for all 
organizations. This is a well-established discipline within risk management, although it is 
often managed as an independent function.

The health and safety risks faced by an organization include prosecution by a regulatory 
authority, being sued by an injured employee and disruption caused by accidents and danger-
ous occurrences. Many health and safety tools and techniques are applied in broader risk man-
agement activities and there is no doubt that the full co-operation of health and safety 
specialists is vital to the success of any risk management initiative.

Undertaking risk assessments in relation to health and safety has been established for a long 
time. These risk assessments can be generic when the risks are relatively low. For high-risk 
activities, specifi c written detailed risk assessment will usually be required.

The features of a risk assessment include identifi cation of the hazard, identifi cation of who 
might be injured by the hazard and analysis of how serious it would be if an injury occurred. 
Details of the controls and precautions in place, together with the information on further 
actions that are required should also be included as part of the risk assessment. The only 
purpose in undertaking a risk assessment is to ensure that controls are adequate and that 
people are not inappropriately at risk.

There is a hierarchy of controls that is well-established in relation to health and safety risks and 
this hierarchy is set out in Table 28.2 (page 255). The overall generic control categories of pre-
ventive, corrective, directive and detective controls also apply to fraud risks, and Table 28.2 
shows the equivalent categories of fraud control in comparison with the well-established ter-
minology for the hierarchy of health and safety at work controls.

Having undertaken a risk assessment of the health and safety risks, organizations need to 
introduce controls that will include strategies for minimizing the risks (preventive controls), 
strategies for controlling the hazard (corrective controls), together with strategies for control-
ling staff and exposure (directive controls). Finally, health and safety controls that are intended 
to detect the early signs of ill-health may also be required in certain circumstances (detective 
controls). Management of stress at work is an example where detective controls may be appro-
priate to identify early warning signs that stress is affecting staff.

The range of workplace hazards that should be considered when undertaking risk assessments 
will depend on the exact nature of the organization. Detailed guidance is available on the man-
agement of specifi c health and safety risks, including;

dangerous machinery; •
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pressure systems; •

noise and vibration; •

electrical safety; •

hazardous substances; •

lifting and manual handling; •

slips, trips and falls; •

display screen equipment; •

human factors and repetitive strain injury; •

radiation; •

vehicles and driving risks; •

fi re safety; •

stress at work. •

Property fi re protection

One of the most common causes of loss and disruption for manufacturing, warehousing and 
leisure and retail businesses is fi re. More than half the organizations that suffer a major fi re fail 
to fully recover from the event. Fire is a particularly serious event for manufacturing, transport/
distribution, retail and especially for residential, hospitality and leisure occupancies. There is also 
a strong link between the level of building security in place and the prevention of arson attacks.

When designing a fi re risk strategy, it is important for the organization to evaluate the fi re risks 
in relation to the common causes of fi re at places of work. Most fi res at work are caused by one 
or more of the following:

electrical hazards; •

hot work; •

machinery; •

smoking materials; •

fl ammable liquids; •

bad housekeeping; •

arson. •

The most important reason for having fi re precautions in place is to protect the safety of 
people who may be affected by the fi re. Careful attention should be paid to the adequacy of fi re 
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exits and the provision of emergency evacuation signs. Also, buildings should be of proper 
construction and fi re escape routes should be adequately protected, possibly by the use of 
sprinklers, if necessary.

Although the safety of people is the most important consideration in relation to fi re safety, 
organizations should also evaluate the potential for serious fi re and the disruption that could 
result. The application of loss-control techniques to fi re prevention is very well established. Ade-
quate attention should be paid to loss prevention, damage limitation and cost containment.

Property loss prevention involves the application of preventive controls to the avoidance of a 
fi re. These preventive controls will include maintenance of the electrical installation, the avoid-
ance of sources of ignition and the correct storage of fl ammable and combustible materials. 
Corrective controls will include the installation of sprinkler systems and the provision of fi re 
separation arrangements.

The use of directive controls will reduce the impact of a fi re and the amount of damage that 
the fi re causes. Directive controls include directions and information for employees on actions 
to be taken in the event of a fi re. These will include early notifi cation to the fi re authorities, as 
well as the use of the portable fi re extinguishers by employees if this can be done safely. Finally, 
detective controls include the provision of fi re and heat detectors as well as routine patrols by 
fi re and security offi cers to detect any fi re at an early stage.

IT security

One of the key dependencies for most organizations is the information technology (IT) infra-
structure. The failure of a computer system can be a very disruptive event for many organiza-
tions. One of the best-established examples of disaster recovery planning (DRP) is in relation 
to the information technology infrastructure.

Loss of computer data can be very serious for an organization, and it is more likely to be asso-
ciated with hardware problems than other issues such as software problems, electrical failure 
or human error. The consequences of IT failure can include:

loss of business or customers; •

loss of credibility or goodwill; •

cash-fl ow problems; •

reduced quality of service; •

inability to pay staff; •

backlog of work or loss of production; •

loss of data; •

fi nancial loss; •
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loss of customer account information; •

loss of fi nancial controls. •

With increasing dependency on computer systems, it is important for organizations to iden-
tify the losses that could occur and take actions to manage the associated risks. It is generally 
considered that the main causes of loss associated with the IT systems are as follows:

theft of computers and other hardware; •

unauthorized access into IT systems; •

introduction of viruses into the system; •

hardware or software faults and failures; •

user error, including loss or deletion of information; •

IT project failure. •

Most organizations will need to set up an IT policy that is designed to ensure correct use of 
data as well as protecting the IT infrastructure of the organization. The policy should include 
information on responsibility for IT systems, details of backup procedures, anti-virus and 
spyware procedures, use of personal data, personal use of the internet and restrictions on per-
sonal e-mails.

Most organizations will allow a certain amount of personal use of computer systems by 
employees. However, this should not be allowed to become excessive and specifi c restrictions 
should be placed on internet access to inappropriate websites. Another area of concern to 
organizations is data protection and the use or disclosure of personal information by the 
organization. Most countries have extensive legal requirements in place related to the protec-
tion of personal data held on computer.

Computer and IT failures will occur from time to time and the organization should ensure 
adequate backup arrangements, so that only limited data is lost. Organizations with a very 
high dependency on their IT infrastructure should have detailed DRP in place. In many cir-
cumstances, these will extend to arrangements for an emergency duplicate backup computer 
facility, either available in a mobile trailer driven to the existing offi ce location of the organiza-
tion or at an alternative location.

The emergency backup facilities can range from a complete duplicate facility with fully 
up-to-date information (often referred to as a hot start facility) to an alternative compu-
ter system that has no data preloaded (referred to as a cold start facility). There are a range 
of options for backup systems that are a combination of these two approaches, and these 
are usually referred to as warm start facilities.



Control of selected hazard risks 269

HR risks

All organizations require a workforce of employed staff/contractors and/or volunteers. There-
fore, there will always be human resources risks attached to the operation of every organiza-
tion, regardless of its size, nature and the range of activities undertaken by the organization.

There are a number of risk areas associated with the employment of staff and the utilization of 
the human resource within the organization:

employee engagement and termination; •

legislative and regulatory compliance; •

recruitment, retention and skills availability; •

pension arrangements; •

performance and absence management; •

health and safety. •

Large organizations usually have personnel and/or human resources expertise available in an 
HR department. There has been a general feeling that large organizations are more exposed to 
HR risks than smaller ones. This belief has been based on the thought that people know each 
other better in small organizations and there are fewer individuals involved, so closer working 
relationships exist across the whole organization. It has been assumed that these closer working 
relationships mean that the organization is less vulnerable to legal action or other disruption 
caused by personnel issues.

In recent times, however, it has become obvious that smaller organizations are also exposed to 
signifi cant HR risks. In response to this realization, most small organizations now produce a 
staff handbook that sets out the terms and conditions of employment, including arrangements 
for sickness absence, maternity leave, appraisals and annual leave, behaviour at work and roles 
and responsibilities.

Organizations need to set down arrangements that will ensure full compliance with the rele-
vant employment legislation, including diversity arrangements to ensure that there is no dis-
crimination on the basis of ethnic origins or physical ability. When building on these basic 
legal requirements, organizations should look at the opportunities that will arise from having 
supportive, clear and benefi cial recruitment, retention and employment practices.
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Control of reputational risks
Brand protection

One of the most valuable assets of any organization is its brand name, and it is important to 
avoid damage to the organization or any of its brands. Damage to brand can occur for a 
number of reasons, including:

changes in government policy; •

changes in the marketplace; •

new entrants into the marketplace; •

price and specifi cation competition; •

counterfeiting and fake goods; •

inappropriate franchisee behaviour; •

failure of sponsor or joint-venture partner. •

A trend in recent times has been the use of established brands to sell goods or services that 
have no obvious link to the brand itself. For example, supermarkets now sell insurance and 
other fi nancial products, as well as selling petrol from forecourt garages. Extending or stretch-
ing the brand in this way represents a huge opportunity for many organizations, but the brand 
extensions have to be appropriate and credible as well as successful.

Most organizations recognize the value of their brands and have procedures in place to iden-
tify opportunities for brand extension. However, ownership of the brand within many large 
organizations is sometimes not well defi ned. Successful use of the brand to extend into new 
product areas and new business sectors should only be undertaken where there is clear respon-
sibility within the organization for managing the brand.

As well as brand extensions, there has been a trend in recent times towards allowing branded 
concessions to be established within other organizations. It is now commonplace to see high-
profi le catering brands running the restaurant and cafe facilities in large department stores. 
This trend has developed at the same time as the increase in high-profi le sponsorship deals. 
For example, many sports clubs have a new stadium that is actually called by the name of their 
main sponsor.

Many organizations operate on a franchise basis, whereby the brand is franchised to an individ-
ual or other business. These developments in branding enable maximum benefi t to be gained 
from a high-profi le brand. However, there are signifi cant risks attached to these opportunities, 
and brand use and extension continues to be an issue that requires careful management.

Successful management of a franchise brand has many challenges. The expectations and 
requirements of the franchise or brand owner would be set out in a detailed contract in most 
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cases, although some franchise organizations have been in existence for a long time and the 
early franchisees may not have the same rigid contact conditions. Most franchise owners 
provide extensive training for franchisees, including training on the quality of products. A sig-
nifi cant issue for many franchise owners is arrangements for procurement of supplies. Often, 
the franchise owner will prohibit procurement of supplies locally, so that the product deliv-
ered by the franchisee is always consistent.

Environment

One of the most rapidly developing concerns in society is global warming and how the activi-
ties of individuals and organizations might have an impact. Environmental concerns can range 
from issues to do with historical land contamination, contamination of water supplies, indus-
trial emissions to atmosphere and the desire of organizations to be seen as green.

Disposal of waste is an issue of concern to all organizations. For organizations producing 
industrial waste, the legislation is extremely detailed on how the waste must be treated and the 
arrangements for discarding it. For commercial organizations that do not produce industrial 
waste or by-products, there are still issues of concern. The disposal of commercial waste can 
be costly and most countries require or (at least) encourage a large degree of recycling.

The concerns for many organizations therefore relate to minimizing the amount of commer-
cial waste that they produce, as well as adopting other green policies. For many organizations 
in the public sector, recycling arrangements are detailed and recycling targets are important 
because of the greater scrutiny of the performance of public bodies.

Arrangements that may be investigated will include the procurement of supplies or raw mate-
rials that have less impact on the environment and/or are easier to recycle. Organizations may 
also wish to introduce a recycling policy and make specifi c arrangements for the collection of 
recyclable waste materials. For some organizations, there is also scope to look at travel arrange-
ments and encourage employees to use public transport where this is feasible, as well as reduc-
ing the amount of travel that employees undertake.

For industrial operations, there are detailed standards, rules and regulations in place, with the 
enforcement agencies having considerable powers. As well as paying regard to the legislative 
requirements, these regulators will also pay regard to broader public opinion and seek to eval-
uate the following issues:

What impacts to the environment may occur? •

How harmful are these impacts to the environment? •

How likely is it that these impacts will occur? •

How frequently and where will these impacts occur? •
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Control of marketplace risks
Technology developments

One of the main challenges facing organizations is keeping up with customer expectations and 
demands. This challenge is made more diffi cult by continuing developments in technology. 
Organizations supplying consumer goods that are technology-based face a continuous chal-
lenge, which can be turned into a continuous set of opportunities.

Changes in the technology used to provide home and mobile communications and enter-
tainment have been considerable in recent times. Until relatively recently, home entertain-
ment and mobile entertainment was based on CDs. Organizations operating in this area 
were confronted with the introduction of MP3 technology and had to make decisions 
regarding which technology to pursue. The investment required to change technology was 
considerable and the marketplace risks very signifi cant. For the organizations that correctly 
identifi ed (and infl uenced) the developments, the rewards have proved to be enormous. In 
a rapidly changing marketplace, technology advantages can be signifi cant but the challenge 
of correctly identifying the most likely successful technology is always present and the 
investment required is huge.

Consumer decisions regarding new technology are led by convenience, quality, price and 
fashion. Another factor affecting consumer decisions and the availability of new technology is 
that signifi cant developments in technology of this type occur on a worldwide basis. There-
fore, only a very limited number of organizations have the resources to undertake the research 
required to develop products based on the new technology. Also, these are the same organiza-
tions that design, manufacture and supply goods that utilize the new technology.

In order to take advantage of these new technologies, many organizations have to enter into 
joint-venture partnerships, share expertise and share the cost of developing the new technolo-
gies. Selection of joint-venture partners can be diffi cult and correct decisions are essential. 
When developing a new entertainment technology that will be introduced across the world, 
attempts are sometimes made by competitors to agree the technology that will be adopted. 
This strategic approach has the advantage that research costs are shared and technology battles 
are avoided. However, the disadvantage is that the scope for a huge future competitive advan-
tage is reduced.

Regulatory risks

One of the most diffi cult risk issues for many organizations is the regulatory risk. A key com-
ponent of the COSO framework is the achievement of compliance by the organization. Com-
pliance may appear to be a relatively straightforward issue, but there are often complexities 
associated with the potential for changes to regulations, changes in the regulatory environ-
ment and different regulatory requirements in different territories.
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Different societies have different and changing views of certain commercial sectors. For 
example, the sex industry has different standards and different regulatory frameworks in dif-
ferent parts of the world. Also, gambling faces different public attitudes, different regulatory 
frameworks and variable restrictions on activities in different parts of the world. Ensuring 
regulatory compliance and maintaining good working relationships with regulators can be 
diffi cult, especially when public opinion is changing and/or regulatory frameworks are being 
developed or modifi ed.

There has been a great deal of consideration recently of the diffi culties associated with ensur-
ing compliance in the purchase and delivery of multinational or global insurance programmes. 
Two major issues have received considerable attention. These are the payment of insurance 
premium tax in different territories and the acceptability of insurance provided in a country 
by an insurance company that has no presence in that territory. (Insurance written by an 
insurance company with no presence in a territory is referred to as non-admitted insurance.)

In relation to global insurance policies, the problems arise when a global policy is issued by a 
large company based in one specifi c country, but with the insurance coverage applying across 
all the operations of the organization and in several different countries. Each country will have 
its regulations regarding the payment of insurance premium tax on that part of the insurance 
premium that relates to the operations of the organization in that country. Also, many terri-
tories in the world do not allow non-admitted insurance policies.

The range of risk control options available to organizations seeking to achieve compliance is, 
of course, restricted. Compliance is a basic requirement of all business and commercial activi-
ties. Ensuring compliance may require co-operation with third parties and detailed advice 
from specialists with expertise in the discipline in that part of the world. In the example of 
insurance, it may be necessary for a local insurance company to be involved in the insurance 
programme in territories where non-admitted insurance is not allowed and this will add cost 
to the insurance programmes. Also, arrangements for the payment of insurance premium tax 
may need to be made through third-party fi scal representatives within the territory where the 
taxes are due.

Learning from controls

The various examples considered in this chapter give an oversight of the wide range of hazard 
risks that can be faced by an organization. There are many other examples of risks that have 
been discussed throughout this book. A constant feature of all types of hazard risks is that 
decisions have to be made on the most appropriate and cost-effective controls that should be 
introduced.

The analysis that leads to the identifi cation of the most cost-effective level of control is illus-
trated in Figure 29.1. Figure 29.2 demonstrates the profi le of expected losses before and after 
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a specifi c control is introduced. Whether the specifi c control is actually introduced may 
depend on the judgement of the organization. If it is considered that the risk has a low likeli-
hood of materializing, then the cost of the control may be greater than the anticipated benefi t 
at low likelihood.

This fi gure also illustrates that the cost of control needs to be taken into account when evalu-
ating the reduced exposure to loss. Another important consideration is that attention should 
be paid to the need to achieve continuous improvement in the effectiveness and effi ciency of 
the controls that are employed.

Controls should be reviewed on a continuing basis and Figure 29.3 provides a means of under-
taking the continuous review that should be part of learning from controls. The phases 
involved in learning from business activities are often referred to as the ‘plan, do, measure and 
learn’ approach. This approach is also used in Appendix B, which considers the overall steps 
in the successful implementation of an enterprise risk management initiative.

This constant evaluation of controls will result in a number of benefi ts. It will ensure that the 
controls are effective in producing the result that is required and controlling the risk to the 
standard that is set out in the risk management policy. Also, the effi ciency of the existing con-
trols can be evaluated, so that it can be decided whether the current level of control is achieved 
in a cost-effective manner.

Another important advantage of seeking to learn from controls is that unnecessary and inap-
propriately complex controls will be identifi ed and steps can be taken to remove the control, 

Cost of 
control

Impact or
potential loss

Likelihood of loss

After 
control

Before
control

Figure 29.2 Cost–benefi t analysis
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4.  Learning
(continuous improvement)

• Management oversight
• Post-implementation review
• Decide adequacy of control

1.  Planning
(strategic and business objectives)

• Investment appraisal
• Design of control
• Feasibility study

3.  Measuring
(key performance indicators)

• Value added by control
• Monitor effectiveness
• Evaluate risk performance

2.  Implementing
(core processes and functions)

• Project risk management
• Plan implementation
• Implementation of control

Figure 29.3 Learning from controls

modify it or replace it with a more cost-effective option. Risk assessment activities should take 
account of the continuing review of controls that is taking place, because the level of risk will 
be affected by the nature and quality of the controls. The role of monitoring controls is an area 
of expertise that is well established for internal audit.

Learning from controls may be mainly concerned with increasing their effi ciency. However, it 
is also necessary to ensure that they are effective and they are the correct controls. Internal 
audit will assist with the evaluation of the effectiveness and effi ciency of existing controls and 
this will assist with the process of learning from controls. The evaluation of controls should 
also pay regard to the level of reward that is being sought. Therefore, there is a need to evaluate 
strategy and tactics, as well as evaluating the effectiveness and effi ciency of hazard controls.

Throughout this chapter, the emphasis has been on hazard controls, with details presented on 
some of the more common hazards that will be faced by many organizations. The ideas and 
principles explained in this chapter are also appropriate to opportunity management, and 
Figure 29.4 illustrates how the relationship between risk exposure and anticipated reward 
affects business decisions.

Initially, as risk exposure increases, a higher reward will be expected and the increase in reward 
is greater than the increase in risk exposure. Ultimately, there will be increasing exposure, but 
no increase in expected reward, so there is no benefi t in taking that extra risk. In between these 
two situations, increasing risk exposure will produce a marginal increase in anticipated 
award.

It is in this intermediate area that the judgement of management is required as to whether the 
increase in risk exposure is within the appetite of the organization. Although it may not seem 
appropriate to increase risk exposure for a marginal increase in anticipated reward, this may 
be necessary to satisfy existing customer requirements or to help fulfi l a longer-term business 
objective.
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Figure 29.4 Risk and reward decisions
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Insurance and risk transfer

Importance of insurance

Risk transfer is one of the main risk responses available in relation to hazard risks. This trans-
fer normally takes place by way of insurance and it is often described as risk fi nancing. The 
fundamental principle of insurance is that the insurance company is contracted to pay a certain 
sum of money in the event of defi ned circumstances arising or defi ned events occurring.

Insurance contracts can require the insurance company to pay for losses suffered directly by 
the insured. This is fi rst-party insurance and includes property damage insurance. Other types 
of insurance contract the insurance company to pay compensation to other parties if they have 
been injured or suffer loss because of the activities of the insured. This is third-party insurance 
and includes motor third-party and public/general liability.

Insurance contracts are contracts of utmost good faith. This means that the insured party is 
required to disclose all information relevant to the insurance contract. If this information has 
not been disclosed, the insurance company or underwriter has the right to refuse to continue 
to provide insurance cover and may refuse to pay any claims that have arisen.

There are advantages and disadvantages associated with the use of insurance as a risk transfer 
mechanism. The advantages of insurance are that it provides indemnity against an expected 
loss. Insurance can reduce uncertainty regarding hazard events that may occur. It can provide 
economic benefi ts to the insured, because the loss may be greater than the insurance premium. 
Finally, insurance can provide access to specialist services as part of the insurance premium. 
These services may include advice on loss control.

The disadvantages of insurance include the delays often experienced in obtaining settlement 
of an insurance claim and the diffi culties that can arise in quantifying the fi nancial costs asso-
ciated with the loss. There may be disputes regarding the extent of the cover that has been pur-
chased and the exact terms and conditions of the insurance contract. Finally, the insured may 
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have diffi culty in deciding the limit of indemnity that is appropriate for liability exposures. 
This may result in under-insurance and the subsequent failure to have claims paid in full.

There are alternatives to insurance when an organization wishes to transfer the fi nancial con-
sequences of a hazard event. Alternatives to insurance are sometimes referred to as alternative 
risk transfer or alternative risk fi nancing techniques. The risk fi nancing options available to an 
organization include:

conventional insurance; •

contractual transfer of risk; •

captive insurance companies; •

pooling of risks in mutual insurance companies; •

derivatives and other fi nancial instruments. •

Organizations may decide to retain a certain amount of the fi nancial consequences associated 
with the losses. Risk retention may be achieved by accepting a large excess or deductible on an 
insurance policy, deciding not to insure a certain risk exposure (self-insurance) or setting up 
a captive insurance company. A number of organizations with similar risk exposures may 
decide to set up a joint captive insurance company. This is often referred to as risk pooling or 
the establishment of a mutual insurance company.

History of insurance

Insurance has a very long history that can be traced back to Chinese and Babylonian traders. 
There is evidence that marine insurance had become universal among the maritime nations of 
Europe by the mid-1300s. In more recent times, the great Fire of London in 1666 gave rise to 
the modern insurance industry. In the 1680s, a coffee shop (Lloyd’s) opened in London, which 
became the meeting place for parties wishing to insure cargoes and ships and those willing to 
underwrite such ventures.

Insurance developed rapidly during the 18th and 19th centuries. Prior to the formation of 
incorporated organizations, insurance policies were signed by individuals whose names and 
the amount of risk they were prepared to assume were written underneath the insurance pro-
posal. This gave rise to the term ‘underwriter’.

Modern insurance companies in the United States developed between the mid-1730s and 
mid-1750s. The development of insurance was frequently in response to major disasters, typi-
cally large fi res. There was a signifi cant fi re in New York in 1835, and the great Chicago Fire of 
1871 illustrated the costly nature of fi res in urban areas and the need for insurance. The 
Chicago Fire of 1871 is considered in more detail in the box below.
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Some insurance arrangements were also associated with protection for dependents following 
the death of the money-earning member of the household. These arrangements became more 
formalized with the establishment of friendly or benefi t societies during the 19th century.

The development of liability insurance has a more recent history, spreading back perhaps only 
100 years. Compulsory liability insurance is a requirement in many countries and it has an 
even more recent history of perhaps only 50 years. Compulsory liability insurance is normally 
restricted in most countries to employers’ liability (or workers’ compensation) and motor 
third party.

Chicago Fire of 1871 

At about 9 o’clock on the night of 8 October 1871, a fi re started in a cowshed behind a 
Chicago home. It had been an unusually dry summer and the fl ames jumped quickly 
from house to house, then from street to street. The blaze raced along from the 
southwest to the northeast, enveloping the business district. Then the lumber capital of 
the world, Chicago was a city built primarily of wood.

Chicago’s business district was indeed impressive. With the development of the 
railroad and the economic boom that followed the American Civil War (1861–65), the 
city thrived. But the fi re raged through four square miles of the metropolis; it 
demolished factories, stores, railroad depots, hotels, theatres and banks. Flames burned 
ships in the Chicago River and consumed nearly all the city’s publishing and printing. 
In the end property damage totalled $192 million. Nearly 300 people died in the blaze 
and 100,000 were made homeless. 

The rebuilding of Chicago was a tremendous endeavour. Insurance companies in the 
United States and Europe rose to the occasion, producing the sums they were obliged 
to pay for the damages. Cities in the United States and abroad sent $5 million in relief 
funds and thousands of donated books replenished Chicago’s libraries. Before long 
Chicago began to attract entrepreneurs, businessmen and well-known architects, who 
found ways to profi t from the reconstruction efforts.

Types of insurance cover

The different types of insurance cover that may be required by an organization are set out in 
Table 30.1. Generally speaking, there are three reasons why an organization will wish to pur-
chase insurance cover. In summary, the reasons for buying insurance are as follows:

legal and contractual obligations; •
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balance sheet/profi t and loss protection; •

employee benefi t/protection of employee assets. •

Table 30.1 provides more information on the different types of insurance that are available and 
the circumstances in which insurance should be purchased. In most cases, the purchase of insur-
ance is not compulsory. However, most countries require that the purchase of insurance is com-
pulsory in certain circumstances. Typically, these are the liability classes including insurance 
cover to compensate injured employees and for the parties involved in road accidents.

Table 30.1 Different types of insurance

Legal and Contractual Obligations 

Employers’ Liability – compensation to employees injured at work  •
Public Liability – compensation to public or customers  •
Product Liability – compensation for damage or injury  •
Professional Indemnity – compensation to client for negligent advice  •

Balance Sheet/Profi t and Loss Protection 

Business Premises – damage to premises by adverse events  •
Business Interruption – loss of profi t and increase in cost of working  •
Asset Protection – losses, such as:  •

Loss of cash  •
Goods in transit  •
Credit risk  •
Fidelity guarantee (staff dishonesty)  •
Machinery Breakdown (including computers) •

Motor Insurance – compensation following motor accident  •
Terrorism – compensation for damage caused by terrorism  •
Loss of a Key Person – compensation on loss of key staff member  •

Employee Benefi t/Protection of Employee Assets 

Life and Health – benefi ts to employees that can include:  •
Life cover  •
Critical Illness cover  •
Income Protection  •
Private Medical costs  •
Permanent Health  •
Personal Accident  •
Travel injury/losses  •

Directors’ and Offi cers’ Liability – legal and compensation costs  •
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Apart from the compulsory classes, organizations can decide whether to purchase insurance. 
This decision will be based on the assessment of the risk and whether the nature and level of 
risk is within the hazard tolerance of the organization. The cost of insurance (premium) and 
the extent of insurance coverage are also important considerations when deciding whether to 
buy insurance. Typically, insurance is purchased for low-likelihood, but high-magnitude risks, 
such as fl ooding, hurricane damage and major fi res.

Consider the example of the insurance needs of a publisher. In relation to legal obligations, the 
company realizes that it has to buy employers’ liability insurance and motor third-party insur-
ance. Also, it is a requirement placed on magazine distributors by the wholesalers that the 
company purchases libel and slander insurance. In order to protect the balance sheet and 
profi t and loss account, the company needs to purchase property damage and business inter-
ruption insurance, together with credit risk insurance and goods in transit insurance.

The publisher may also decide to provide benefi ts to staff by way of life, critical illness and 
private medical insurance, as well as personal accident and travel insurance. For the benefi t of 
directors of the company, directors’ & offi cers’ liability (D&O) insurance will be purchased. 
By undertaking this evaluation, in consultation with insurance brokers, the company has 
ensured that it has put in place an insurance programme that provides cover only where it is 
necessary, appropriate and cost-effective.

Evaluation of insurance needs

Table 30.2 provides a checklist for organizations to decide which types of insurance are 
required. There is a wide range of different types of insurance available and the specifi c activi-
ties and features of the organization will assist in deciding the scope of insurance that needs to 
be purchased. Sometimes, there is a shortage of insurance capacity and although the organiza-
tion has decided that it wishes to purchase that type of insurance, it may not be available at an 
affordable cost.

There has been a tendency in recent times for organizations to look at the whole portfolio of 
risks that it faces. This enterprise risk management approach to risk has resulted in a careful 
review of how much insurance an organization wishes to purchase. For example, if there are 
signifi cant risks within a project, but insurance is only available for limited risk exposures, 
purchase of insurance for only those limited risks may not be appropriate. The enterprise 
approach to risk management has reduced the use of insurance as a risk control mechanism 
for some organizations.

One of the features of the insurance market is that the cost of insurance varies signifi cantly 
during different cycles of the insurance market. The market will cycle between soft market 
conditions (low premium) and hard market conditions (high premium) over perhaps a 6–10 
year period. When the premium rates are high, organizations will tend to buy less insurance 
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Table 30.2 Identifying the necessary insurance

Feature of the Business Insurance Requirement

1. Business has employees Employers’ Liability 

2. Employees travel outside the country Business Travel

3. Members of the public could be affected Public Liability

4. Business supplies products or components Product Liability/Recall

5. Business provides professional advice Professional Indemnity 

6. Theft or dishonesty by employees could occur Fidelity Guarantee

7. Business occupies business premises Premises Insurance

8. Premises has machinery or other stock Contents Cover

9. Business depends on machinery or computers Engineering Insurance

10. Business could be disrupted by fi re, fl ood etc Business Interruption

11. Business is involved in transporting goods Goods in Transit

12. Business has motor vehicles on public roads Motor

13. Business provides life benefi ts to employees Life and Health

14. Certain staff are key to operation of business Key Person

15. Business would suffer in event of a bad debt Trade Credit

16. Business has directors and/or offi cers (D&O) D&O Liability

and make greater use of a captive insurance company – as described below. When premium 
rates are low, organizations will purchase more insurance because the insurance becomes a 
more cost-effective control measure.

Purchase of insurance

When looking at the purchase of insurance cover, the organization will need to consider the 
following six aspects:

cost; •

coverage; •

capacity; •
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capability; •

claims; •

compliance. •

The cost of insurance is defi ned by the insurance premium that is required from the organiza-
tion. A second component of the cost is the level of self-insurance (including excess or deduct-
ible) that is imposed by the policy. This means that if a claim occurs, the organization will have 
to pay the fi rst part of the claim before receiving any money from the insurance company.

Insurance policies usually have limitations, warranties and exclusions. These will state that 
claims will be refused in certain circumstances. These coverage issues need to be explored in 
detail by the organization purchasing the insurance to ensure that adequate coverage is avail-
able. The only reason for buying insurance is that claims will be paid when one of the identi-
fi ed events occurs. The history of the particular insurance company in relation to the payment 
of claims and the reputation of that insurance company will be important factors when decid-
ing which insurance company to appoint.

For very large organizations with considerable assets, one insurance company on its own may 
not be willing to offer coverage up to the full value of those assets. When buying insurance, the 
organization will need to think about the capacity that the insurance company is willing to 
offer in relation to the value of the assets/exposure that need to be insured.

Many insurance companies offer services in addition to insurance. These may include loss 
control services and assistance with business continuity planning. The capabilities of the insur-
ance company in these areas may be an important part of deciding which insurance company 
to choose.

An increasingly important issue for buyers of insurance is the fi nancial security, status and 
capabilities of the insurance company. The nature of the business model operated by insur-
ance companies means that they receive premiums at the beginning of the policy, but do not 
have to pay claims until some time later. This results in a positive cash-fl ow position for insur-
ance companies and the associated opportunity to earn investment income.

However, diversifi cation of insurance companies into higher-risk fi nancial activities has 
resulted in signifi cant losses for some insurance companies and a downgrading of their fi nan-
cial status. Also, low interest rates and poor performance of stock markets has resulted in a 
reduction in investment income. Accordingly, buyers of insurance need to pay greater atten-
tion to the fi nancial status or credit rating awarded to individual insurance companies when 
making decisions about which company to use.

Reference has already been made to insurance claims and the vital importance of insurance 
claims in relation to insurance. The only reasons an organization buys insurance are to cover 
the increased cost of operation, recover the cost of repairing the damage and restoring the 
business following a loss. In respect of third-party insurance, it is the third-party injured 
person who will make the insurance claim.
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The handling of insurance claims can be a detailed and forensic exercise. Sometimes claims 
handling involves complex legal processes involving specialist engineers and accountants. 
Property damage claims may be easier to quantify, but claims associated with the business 
interruption element of the loss can be very diffi cult to measure and agree.

If an organization has devised adequate business continuity plans, the disruption to the busi-
ness and the size of the insurance claim will be much reduced. In risk management terms, 
depending fully on insurance to make good all losses is not suffi cient. Every organization 
should look to its business continuity plans to ensure that arrangements are in place to guar-
antee minimum disruption should an adverse event materialize.

There is increasing concern about compliance issues in relation to insurance policies. Most 
countries have introduced insurance premium taxes and these must be paid on a national 
basis where an organization has assets in several countries. Sometimes, the requirement to pay 
taxes may be on a city or regional basis, with the payment going to the local fi re brigade. Com-
pliance issues have also extended to the production of the insurance contract before the policy 
period commences. Timely issuance of insurance policies is often referred to as ‘contract cer-
tainty’.

There are also compliance concerns related to whether a policy is admitted/approved/accepted 
within every country where the organization has operations. This can sometimes form a 
restriction on the operations of captive insurance companies. Certain countries may not 
accept the validity of an insurance policy written by a non-admitted insurer, including a 
captive insurance company.

Captive insurance companies

A captive insurance company is an insurance company owned by an organization that is not 
otherwise involved in insurance. The purpose of a captive insurance company is to provide 
insurance capacity for the organization by using its internal fi nancial resources to fund certain 
types of anticipated losses or insurance claims. The organization that owns a captive insurance 
company is often referred to as the parent of the captive, or simply the parent organization.

In general, captive insurance companies are domiciled in a location that has a favourable reg-
ulatory and accounting regime that encourages the establishment of captive insurance compa-
nies. Domiciles for captive insurance companies include Guernsey, the Isle of Man, Gibraltar, 
Malta, Luxembourg, Bermuda and Ireland. The nature of captive insurance companies can 
vary quite widely. In theory, such a company may write insurance business directly into other 
countries, although compliance issues surrounding non-admitted policies may need to be 
carefully considered.

It is more common for a captive insurance company to operate as a re-insurer, providing 
insurance cover to the main insurance company appointed by the organization. This arrange-
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ment provides the insurance company of the organization, often referred to as the fronting 
insurer, with the means of receiving reimbursement for certain types of claims up to the fi nan-
cial limits or risk retention levels agreed with the captive insurance company.

A typical fi nancial structure for a complex insurance programme is illustrated in Figure 30.1. 
The organization will accept deductibles or excesses on its different classes of insurance, and 
these may vary by class of insurance. The captive insurance company then accepts the next 
level of loss up to an agreed limit for any individual loss and also up to an agreed limit for total 
or cumulative losses during the policy year.

The primary or fronting insurer will then be responsible for payment of that part of larger 
losses that exceeds the captive insurance company limit. The fronting insurer will be respon-
sible for payment of all losses once the cumulative totals for the captive have been breached. 
For statutory classes of insurance, the primary or fronting insurer will be responsible for the 
payment of the total claim.

Level of 
cover

Type of 
insurance

Property 
Insurance

Liability
Insurance

Motor
Insurance

Deductible

Deductible

Captive 
Insurance 
Company

Primary Insurer 
providing cover to 
full property values

Primary Insurer 
acting as fronting 

insurer

Excess insurance 
layer(s) up to required 

level of cover

Figure 30.1 Role of captive insurance companies
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The fronting insurer will then reclaim the money from the captive insurance company to the 
extent that the captive insurance company is liable. This can present a credit risk for the front-
ing insurance company, although this is usually overcome by the fronting insurance company 
not making any payment until it has received funds from the captive insurance company.

Some captive insurance companies accept business from third parties as well as providing 
insurance for the parent company. A typical example of a captive insurance company provid-
ing third-party insurance is extended warranty insurance policies offered by the retailers of 
electrical goods. Another example is that travel agents may set up a captive to provide travel 
cancellation insurance to customers. The customer will purchase a policy issued by a well-
known insurance company, but the funding of the insurance will be provided by the captive 
by way of reinsurance of the fronting insurer. By setting up this arrangement, the travel agent 
should earn extra income and profi t from its customers.

The advantages of captive insurance companies are as follows:

Savings may be achieved in overall insurance costs because lower premiums are often  •
set by captive insurance companies.

The captive insurance company can gain access to reinsurance markets, where premium  •
rates and risk capacity can be favourable.

By being exposed to the cost of insurance claims, a greater risk awareness and greater  •
concern about loss control can be achieved.

Greater insurance cover can be offered by the captive insurance company than is avail- •
able in the commercial market.

Certain tax benefi ts may be available from having a captive insurance company,  •
although these have reduced in recent times.

The disadvantages of captive insurance companies are as follows:

The captive will be exposed to insurance claims that would otherwise have been paid  •
by the commercial insurance market.

The parent organization has to allocate capital to ensure adequate solvency of the  •
captive insurance company.

When large losses are paid by the captive, these are consolidated to the parent balance  •
sheet and the organization ultimately pays these losses.

Captives writing business in other territories will probably do so on a non-admitted  •
basis and this may create compliance diffi culties.

Signifi cant administrative cost, time and effort can be involved in the management of  •
the captive by parent head offi ce personnel.



Case study

Intercontinental Hotels Group – loss-control 
strategy
Process and framework

Intercontinental Hotels Group (IHG) has an established risk management process and frame-
work. Long-term strategic goals are aligned with the IHG core purpose and include these key 
elements:

safety and security of guests, employees and other third parties; •

brand strength supported by operational excellence in risk management at all hotels  •
and corporate locations;

maintenance and promotion of the reputation of the company. •

IHG’s approach has been to enable and support hotel owners, staff and corporate functions to 
manage risk effectively. This is accomplished by giving them a systematic approach and frame-
work to follow and by providing them with tools to do the job. The risk management function 
aims to share specialist knowledge and capability globally.

A strategic framework for hotel safety and security has been designed for owned and managed 
hotels and shows the identifi ed groups of risks and describes the management activities carried 
out to mitigate the risks. There are safety and security risk managers around the world who 
work with IHG general managers and their management teams in order to minimize the risks 
and keep the hotels safe.

Over the years IHG has developed risk management strategies to assess and treat individual 
types of risk. This has involved developing policies, standards and guidelines, raising aware-
ness levels, training staff on the controls and systems which have been developed for their use 
and reviewing and reporting upon progress and continued risks.
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Security risks, particularly the threat of terrorism, have increased. In recent years, IHG has 
developed an increasingly sophisticated response that is intelligence-led and risk-based. The 
security risk environment is highly dynamic and needs to be managed both centrally and 
locally in hotels. In common with all risk strategies, there are three elements that must be 
developed and maintained: physical and technical systems, people capabilities and processes 
and procedures.

The management activities are being adapted and applied to manage corporate risks. This ini-
tiative is led by the Executive Committee, facilitated by the Risk Management function and 
integrated with quarterly strategic reviews.

Business Review 2008



Part 6
Risk assurance and reporting

Learning outcomes for Part 6

describe the nature and purpose of internal control and the contribution that internal  •
control makes to risk management;

outline the importance of the control environment in an organization and provide a  •
structure for evaluating the control environment (CoCo);

describe the activities of a typical internal audit function and the relationship between  •
internal audit and risk management;

describe the activities involved in an ERM initiative and how these can be allocated to  •
internal audit, risk management and line management;

outline the importance of risk assurance and identify the sources of risk assurance that  •
are available to the board/audit committee;

discuss the importance of risk reporting and the range of risk reporting obligations  •
placed on companies, including Sarbanes–Oxley;

provide examples of risk reporting approaches adopted by different types of organiza- •
tions, including companies, charities and government agencies;
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describe the importance of corporate social responsibility as a component of corporate  •
governance and outline the range of topics covered;

describe the steps involved in the successful implementation of a risk management ini- •
tiative, together with the barriers and actions.

Part 6 Further reading
Cabinet Offi ce (2009) National Risk Assessment, www.cabinetoffi ce.gov.uk.
Canadian Institute of Chartered Accountants (1995) Criteria of Control, www.cica.ca.
COSO Internal Control – Integrated Framework (1992) www.coso.org.
Institute of Chartered Accountants in England and Wales (2002) Risk management for SME’s, 

www.icaew.com.
Institute of Internal Auditors (2004) The Role of Internal Auditing in Enterprise-wide Risk Management, 

www.theiia.org.
Offi ce of Government Commerce (2007) Management of Risk: Guidance for Practitioners, 

www.tsoshop.co.uk.
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Evaluation of the control 

environment

Nature of internal control

The system of internal control within an organization plays an important part in the successful 
management of its risks. Internal control is concerned with the methods, processes and checks 
that are in place to ensure that a business or organization meets its objectives. There are alter-
native defi nitions of internal control and some of the key defi nitions are set out in Table 31.1. 
Internal controls can be considered to be the actions taken by management to plan, organize 
and direct the performance of suffi cient actions to provide reasonable assurance that objec-
tives will be achieved.

Table 31.1 Defi nitions of internal control 

Organization Defi nition of internal control 

CoCo 
(Criteria of Control)

Internal control is all the elements of an organization that, taken 
together, support people in the achievement of the organization’s 
objectives. The elements include resources, systems, processes, 
culture, structure and tasks. 

COSO A process, effected by an entity’s board of directors, management 
and other personnel, designed to provide reasonable assurance 
regarding the achievement of objectives in the following categories:

Effectiveness and effi ciency of operations •
Reliability of fi nancial reporting •
Compliance with applicable laws and regulations. •

IIA 
(Institute of Internal 
Auditors)

A set of processes, functions, activities, sub-systems, and people 
who are grouped together or consciously segregated to ensure the 
effective achievement of objective and goals.
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British Standard BS 31100 defi nes a control as a ‘measure to modify risk’. It also states that con-
trols include any process, policy, device, practice or other actions designed to modify risk. Inter-
nal control incorporates the organizational and hierarchical structure, as well as planning and 
objective setting. The scope of internal control extends to evaluation of controls designed to 
support the organization in achieving objectives and executing strategy, but it also applies to the 
control of actions to ensure that the organization does not miss business opportunities.

When designing effective internal controls, the organization should look at the arrangements 
in place to achieve the following:

maintenance of reliable systems; •

timely preparation of reliable information; •

safeguarding of assets; •

optimum use of resources; •

preventing and detecting fraud and error. •

Effective fi nancial controls, including maintenance of proper accounting records, are an 
important and well-established element of internal control. These fi nancial controls help 
ensure that the company is not unnecessarily exposed to fi nancial risks and that fi nancial 
information used within the business and for public reporting is reliable.

Purpose of internal control

The primary purpose of internal control activities is to help the organization achieve its objec-
tives. Typically, internal controls have the following purposes:

safeguard and protect the assets of the organization; •

ensure the keeping of accurate records; •

promote operational effectiveness and effi ciency; •

adhere to policies and procedures, including control procedures; •

enhance reliability of internal and external reporting; •

ensure compliance with laws and regulations; •

safeguard the interests of shareholders/stakeholders. •

The internal control system includes internal control activities and the structure and respon-
sibilities that relate to internal control activities. The purpose of this internal control system is 
to enable directors to drive the organization forward with confi dence, in both good and bad 
times. A further purpose of the internal control system and internal control activities is to safe-
guard resources and ensure the adequacy of records and systems of accountability.



Evaluation of the control environment 293

Control environment

The Criteria of Control framework, otherwise known as CoCo, produced by the Canadian Institute 
of Chartered Accountants (CICA) is a structured means of measuring the quality of the control 
environment within an organization. The control environment, which the COSO ERM framework 
labels as the ‘internal environment’, is a measure of the risk culture within the organization. The 
view taken by the CoCo framework is that if the control environment is satisfactory, risk manage-
ment and internal control activities will be successfully and appropriately undertaken.

The structure of the CoCo framework is set out in Figure 31.1. The framework has four components, 
which are represented as a continuous cycle. The components are based on a sense of direction of the 
organization, a sense of identity and values, a sense of competence and a sense of evolution.

A number of organizations use the CoCo framework as a means of benchmarking compliance 
with the internal control component of the COSO ERM framework. This approach will, there-
fore, be based on a framework that is a combination of CoCo and the remaining seven com-
ponents of the COSO ERM framework. Table 31.2 gives more information on the specifi c 
requirements of each of the four components of the CoCo framework, as set out below:

purpose; •

commitment; •

capability; •

monitoring and learning. •

Purpose

A sense of direction.
What are we here for?

Capability

A sense of competence.
What action do we 

need to take?

Monitoring and 
Learning

A sense of evolution.
What progress?

What next?

Commitment

A sense of identity 
and values.

Do we want to do 
a good job?

ACTION

Figure 31.1 Criteria of Control (CoCo) framework

Reproduced with permission from Guidance on Control, The Canadian Institute of Chartered 

Accountants (1995, Toronto, Canada).
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Table 31.2 Components of the CoCo framework

Purpose 

Objectives should be established and communicated  •
Signifi cant internal and external risks should be identifi ed and assessed  •
Policies should be established, communicated and practised  •
Plans should be established and communicated  •
Plans should include measurable performance targets and indicators •

Commitment 

Shared ethical values should be established, communicated and practised  •
HR policies should be consistent with ethical values  •
Authority, responsibility and accountability should be clearly defi ned  •
Mutual trust should be fostered to support the fl ow of information  •

Capability 

People should have the necessary knowledge, skills and tools  •
Communication processes should support the values of the organization  •
Suffi cient and relevant information should be identifi ed and communicated  •
Decisions and actions within the organization should be co-ordinated  •
Control activities should be designed as an integral part of the organization  •

Monitoring and Learning 

Environment should be monitored to re-evaluate controls  •
Performance should be monitored against the targets  •
Assumptions behind objectives should be periodically challenged  •
Information needs and related information systems should be reassessed  •
Procedures should be established to ensure appropriate actions occur •
Management should periodically assess the effectiveness of control  •

The rationale behind CoCo is explained in the framework as follows:

A person performs a task guided by an understanding of its purpose and supported by 
capability. The person needs a sense of commitment to perform the task well. The 
person monitors his or her performance and the external environment to learn how to 
do the task better and any required changes. In any organization of people, the essence 
of control is the four components set out above.

There are similarities between the CoCo approach and the LILAC measure of risk awareness 
or risk culture that has been mentioned previously. The LILAC approach suggests that risk 
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management activities will be embedded when the risk culture displays leadership, involve-
ment, learning, accountability and communication. Individual organizations should decide 
how they wish to measure the control environment/risk-aware culture within the organiza-
tion. Whatever method is used to measure the risk culture, there is no doubt that it is critical 
to the successful implementation of risk management.

CoCo is an internal control framework, but it is described in this chapter because it is an estab-
lished framework. There is a strong interface between risk management activities and internal 
control and therefore the CoCo framework provides a useful means of evaluating the risk 
culture of an organization. CoCo defi nes three major objectives of controls:

effectiveness and effi ciency of operations; •

reliability of internal and external reporting; •

compliance with applicable laws and regulations and internal policies; •

including objectives. •

Features of the control environment

There are signifi cant differences between COSO and CoCo, as well as several key similarities. 
CoCo has a broader approach to the control environment than is set out in COSO. To give 
two examples of the broader approach in CoCo, it recognizes that controls are required in the 
setting of objectives, strategic planning and corrective actions; it also recognizes that the 
control environment of an organization is important when making decisions.

When undertaking an evaluation of the control environment using the structure of CoCo, a 
company may discover that good scores were obtained for purpose, commitment and capabil-
ity of the organization. However, the score for the monitoring and learning component may 
not be good enough. This information will enable the company to identify that it needs to pay 
more attention to the areas of challenging objectives and the assumptions that lie behind them. 
Better auditing of controls and a structured senior management review of risk management 
and internal control activities can then be introduced.

The main differences in approach between COSO and CoCo are that CoCo is more explicit 
about the following issues:

identifi cation of need to exploit opportunities; •

mitigation of weaknesses in business resilience; •

the importance of individual trust to the quality of the control environment; •

the need to periodically challenge assumptions. •
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There are two versions of COSO, and it is the COSO ERM framework (2004) that is consid-
ered in detail in this book. The early version of the framework is COSO Internal Control 
(1992) and the fi rst component of the COSO Internal Control framework is called the control 
environment. The features of the control environment that are considered to be important by 
COSO Internal Control are:

commitment and competence; •

audit committee; •

philosophy and operating style of management; •

organizational structure; •

assignment of responsibility and authority; •

human resources policies and practices. •

CoCo framework of internal control

The fi rst component of the CoCo framework is concerned with the establishment and com-
munication of objectives, the signifi cant internal and external risks faced by the organization 
and the policies designed to support achievement of the organization’s objectives. Plans to 
assist with the achievement of objectives and the inclusion of measurable performance targets 
and indicators are also important aspects of the purpose component of CoCo.

When establishing and analysing the purpose of the organization, CoCo makes it clear that the 
risks and opportunities facing the organization should be analysed in detail. The importance 
of risk assessment and organizational resilience is emphasized, together with the importance 
of recognizing the sources and origins of risk.

The commitment component of CoCo is concerned with shared ethical values, including 
integrity. It is also concerned with human resource policies and practices and communication 
throughout the organization. Authority, responsibility and accountability are also included, 
together with the requirement to achieve an atmosphere of mutual trust.

The capabilities component of CoCo is concerned with the fact that people should have neces-
sary knowledge and skills to support the organization’s objectives, as well as its values. Suffi -
cient relevant information should be identifi ed and communicated, together with decisions 
and actions of different parts of the organization. Activity should be co-ordinated and designed 
as an integral part of the organization.

The monitoring and learning component of the CoCo framework is concerned with external 
and internal environments and the fact that they should be monitored to obtain information. 
Performance should be monitored against targets and indicators and assumptions behind the 
objectives of the organization should be periodically challenged.
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The information needs and related information systems should be assessed when objectives 
change, and a procedure should be established and performed to ensure appropriate change 
actions occur in these circumstances. Finally, management should periodically assess the effec-
tiveness of control in the organization and communicate results to appropriate stakeholders. 
An example of an organization evaluating its control environment is set out in the box 
below.

Evaluating the control environment

Many organizations have created their own formulas for educating employees about 
why controls are important and what adopting such measures means to them. The 
common element among these organizations is a commitment by senior management 
that embraces the internal control model.

Canada Post Corporation uses eight major groupings to evaluate the control 
environment, as follows:

leadership; •

planning; •

customer focus; •

people focus; •

process management; •

partnership; •

business performance; •

continuous improvement. •

During self-assessment workshops, executives receive the fi nal results of all audit work 
performed throughout the year. The group then discusses business objectives for the 
coming year and the risks that could interfere with achieving them. The participants 
rate themselves on a scale of 1 to 10 for each of the criteria. Internal audit then 
compares the information it received directly from a business process to the 
information the group acquired about that process during other workshops.

Using the workshop results, internal audit develops an audit opinion on the 
effectiveness of controls and an audit plan for the coming year. Additionally, internal 
auditing provides a summary of the results to the board of directors to consider in its 
strategic planning session. The report includes a commentary on the company’s fi ve 
highest risks and fi ve weakest controls.
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Risk-aware culture

Ensuring a risk-aware culture in the organization is vitally important. A risk-aware culture will 
be achieved when all members of staff and management understand and accept the impor-
tance of adequate risk management. In addition, management and staff need to understand 
the role they will play in the successful management of risks and have a desire to fulfi l that role 
enthusiastically.

There are many ways in which a risk-aware culture can be demonstrated. Clearly, one of the 
ways of demonstrating such a culture is to achieve high scores in a CoCo analysis. COSO ERM 
also has an internal environment component, although this is not as comprehensive as the 
CoCo framework. Nevertheless, evaluation of the internal environment and the level of risk 
awareness within the organization can be undertaken using the COSO ERM framework.

Many organizations regard the combination of COSO and CoCo as an ideal way of combining 
the detailed approach within CoCo with the more comprehensive approach of COSO. ISO 
31000 refers to the context of risk management. Context has three components in ISO 31000, 
described as the internal context, the external context and the risk management context. 
Together, analysis of these three contexts will provide information on the status of the risk-
aware culture in the organization.

A subset of a good risk-aware culture is a strong safety culture. Following a major rail crash at 
Ladbroke Grove near London Paddington railway station in 1999, the Ladbroke Grove Inquiry 
heard various defi nitions of the word ‘culture’. Counsel to the Inquiry submitted that:

A good safety culture is the product of individual and group values, of attitudes and 
patterns of behaviour that lead to a commitment to an organization’s health and safety 
management. Organizations with a positive safety culture are characterized by com-
munication founded on mutual trust, by shared perception of the importance of safety 
and by confi dence in the effi ciency of preventative measures.

Research by the Health and Safety Executive into the components of a safety culture produced 
a detailed report and the key components of the safety culture were identifi ed as leadership, 
involvement, learning, accountability and communication. This gives rise to the acronym 
LILAC, which is described in more detail in Chapter 11. This represents an alternative approach 
to the purpose, commitment, capability, monitoring and learning components of the CoCo 
framework.
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Activities of the internal 

audit function

Scope of internal audit

Internal control is concerned with the methods, processes and checks that are in place to 
ensure that a business organization meets its objectives. Because internal control is concerned 
with the fulfi lment of objectives, there is a clear link with risk management activities. Internal 
control activities within a large organization are likely to be evaluated by the internal audit 
department. In some cases, the internal audit function may be outsourced to an external 
accountancy fi rm.

Although there is a distinction between the approach and activities of internal audit and of risk 
management, there are areas of common interest. It is generally accepted that risk manage-
ment is an executive function that should be undertaken by the executive members of the 
organization. This leads to the conclusion that the risk management committee should be 
chaired by an executive board-level director.

Internal audit is primarily concerned with risk assurance, and this will be the concern of the 
non-executive audit committee in a large organization. Given that internal audit is validating 
the controls and procedures in place to manage risk, it is inappropriate for internal auditors to 
fulfi l an executive function by assisting management with the identifi cation, design and imple-
mentation of those risk control measures.

Financial assertions

A principal role of internal audit in the overall risk management process is ensuring accurate 
reporting. The scope of reporting can spread from informal reporting on risks and risk events 
through to formal reporting in the annual report and accounts of the organization. In organi-
zations where the Sarbanes–Oxley requirements apply, internal audit will frequently get 
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involved in the certifi cation of fi nancial performance, prior to attestation of the results by an 
external auditor.

Both internal and external auditors use the concept of materiality. Materiality is a measure of 
the importance of an item of fi nancial data. For example, external auditors will need to decide 
whether the non-availability of an item of information or the incomplete nature of that infor-
mation is material to the overall fi nancial performance of the organization.

Materiality is an important concept and may be used as a factor when deciding whether a risk 
is signifi cant. There will be a relationship between the test of materiality used by auditors and 
the test used to determine whether a risk is signifi cant. Typically, the materiality test used by 
external auditors will be about 0.05 per cent of annual turnover. So, for an organization with 
an annual turnover of £2 billion, the test of materiality is likely to be about £1 million. This 
fi gure may be too low to use as the benchmark test for signifi cance of a risk. Typically, the 
benchmark test would be fi ve times higher, or £5 million.

The presentation of fi nancial data relies on fi ve basic fi nancial statement assertions, which are 
related to:

existence of the information; •

completeness of the fi nancial data; •

rights and obligations; •

valuation or allocation; •

presentation and disclosure. •

It is important for risk managers to understand the basis of fi nancial reporting and the agenda 
of the fi nance director. In order to demonstrate the benefi ts of risk management, it will be nec-
essary to quantify the benefi ts and present them in terms that will be understood and accepted 
by the fi nance director, as well as external and internal auditors.

Risk management and internal audit

In many large organizations, the working relationship between risk management and internal 
audit can be diffi cult. Internal audit will be working to an agenda that concentrates on the 
effective implementation of effi cient controls. In general, the head of internal audit will have a 
senior reporting line to the most senior non-executive member of the board, perhaps even the 
chairman.

The risk manager will often have a less senior reporting line, typically to an executive member 
of the board. This is likely to be the company secretary or fi nance director. The difference in 
reporting lines can be a frustration for the risk manager, but the complementary roles of risk 
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management and internal audit should be seen as an opportunity to ensure more effective 
implementation of the risk management protocols and procedures.

Both parties should look for areas where they can co-operate without compromising the 
overall aims of their individual contributions. For example, both risk management and inter-
nal audit should attend risk assessment workshops. Risk managers may facilitate the risk 
assessment workshop, but the responsibility for managing risk will always rest with the 
manager of each operational department. Also, the presence of an internal auditor at the risk 
assessment workshop should not be seen as a threat by line management.

Internal audit professionals require that control measures are identifi ed in very precise terms 
that can be audited. The focus of internal audit activities is on the impact that the control 
measures actually have in practice. During an audit, internal auditors will request and be pro-
vided with information and data. The approach of the internal auditor is to test that informa-
tion, so that the facts of the situation may be established. In summary, internal auditors take 
the somewhat challenging view that information plus testing equals facts.

An area where risk management and internal control can work together is in establishing the 
risk management/internal control priorities for the coming year. When an organization sets 
up a risk-based audit programme, it will be seeking to ensure that internal audit activities are 
focused on the priority signifi cant risks facing the organization. The board may well be looking 
for a joint risk management/internal audit contribution that will achieve better strategic deci-
sions, more successful delivery of projects and more effi cient processes.

The introduction of a risk-based audit programme will be facilitated by ensuring that internal 
audit participate in risk assessment workshops and that risk management and internal audit 
produce a joint annual programme of work. The overall intention is to ensure that control 
measures discussed at risk assessment workshops are described in the risk register as fully 
auditable controls. The overall intention is to ensure that managers have greater awareness of 
their control responsibilities and fulfi l those responsibilities in practice.

There are advantages and disadvantages in having a close working relationship between the 
risk management and internal audit. In many ways, there is a complementary fi t between the 
two disciplines and there are benefi ts in having a common focus and co-ordinated planning 
related to the management of risk. Also, there is an opportunity for sharing best practice 
regarding risk management tools and techniques.

However, there are also disadvantages in a common approach. It is desirable that line manage-
ment realize that responsibility for deciding the level of control of a particular risk, the respon-
sibility for implementing enhanced controls and the responsibility for auditing compliance 
are separate issues. Also, there will often be different reporting relationships in an organiza-
tion between risk management and internal audit. Finally, internal audit are proud of their 
independent status and closer involvement in the risk management decision making could 
compromise that independence.
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Risk management outputs

When working together, risk management and internal audit should always concentrate on 
the outputs from the risk management process and the impact that is sought. The contribu-
tion of risk management is to ensure a greater chance of the achievement of the objectives of 
the organization and this is also a stated intention of internal audit activities.

Overall, risk management/internal audit outputs are intended to achieve enhanced perform-
ance of the organization in three important areas:

effi cacious strategy; •

effective processes; •

effi cient operations. •

These outputs will be achieved by ensuring minimum disruption to routine operations from 
hazard risks, together with selection of effective processes that are appropriate for the organi-
zation. Selection of effective processes requires informed decision making and the successful 
implementation of projects. Risk management and internal audit should work together to 
achieve these outputs.

The most important decisions taken by an organization relate to strategy. Risk management 
and internal audit both have roles to play in helping the organization reach strategic decisions 
that result in the development of effi cacious strategy. Risk management should ensure that 
risk assessment workshops address strategic decisions and internal audit should evaluate the 
quality of the strategic decision-making processes.

The required outputs from risk management/internal audit can be summarized as compli-
ance, assurance, decision making and effi ciency/effectiveness/effi cacy (CADE3). Risk manage-
ment and internal audit should work together to achieve these outputs. Due regard should 
always be paid to the desire of internal audit to remain independent in their activities. The 
need to retain this independence is another reason why internal audit should not become too 
closely involved in the executive role and responsibilities related to the management of a risk.

Role of internal audit

Figure 32.1 illustrates the range of activities that need to be undertaken in order to fulfi l a suc-
cessful ERM initiative. The diagram identifi es those activities that are core to the work of the 
internal audit department. These activities include reviewing the management of key risks, 
evaluating the reporting of those risks and evaluating risk management processes.

The diagram also identifi es activities that should not involve internal audit. These activities 
include setting the risk appetite, imposing risk management processes and taking decisions on 
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Core internal audit roles
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Roles internal audit
should not undertake

Figure 32.1 Role of internal audit in ERM

This diagram is taken from ‘Position Statement: The Role of Internal Audit in Enterprise-wide Risk 

Management’, reproduced with the permission of the Institute of Internal Auditors – UK and Ireland. For 

the full statement visit www.iia.org.uk.

risk responses. In between these two sets of activities there are activities where it is legitimate 
for internal audit to become involved, provided that suitable safeguards are in place. These 
activities include facilitating the identifi cation of risks, co-ordinating ERM activities, develop-
ing the ERM framework and championing the establishment of ERM.

Establishing audit priorities is an important function of the audit department. In relation to 
risk management activities, internal auditors will need to establish their priorities for the 
testing of controls. There is an important interface between risk management and internal 
control. Risk management professionals are very good at assessing risks and identifying the 
appropriate type of control that should be in place. The risk register will often record current 
controls and make recommendations for the implementation of additional controls.

The core work of the internal auditor starts at this point. Having identifi ed the critically impor-
tant controls, the auditor will need to check that the controls are implemented in practice and 
that they are the correct and effective controls. The outcome of testing of controls is to ensure 
that the intended level of risk is actually achieved in practice. In other words, the control actu-
ally moves the level of risk from the inherent level to the intended current level in the way that 
was planned and often assumed.

If the control is not effective and effi cient, it will need to be modifi ed. This is another area 
where risk management and internal audit share expertise. Although these discussions on 
controls can be facilitated by risk management and internal audit, the ultimate decisions on 
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the controls and their anticipated effectiveness have to be made by the members of line man-
agement who are responsible for the controls.

Management responsibilities

An alternative way of allocating the responsibilities set out in Figure 32.1 is that internal audit 
is responsible for the activities that are identifi ed as core internal audit roles. Risk management 
should facilitate and support the activities in the centre of the fan identifi ed as legitimate roles 
for internal audit (with safeguards), and line management at the appropriate level should have 
responsibility for the roles identifi ed as activities that internal audit should not undertake. 
This alternative means of allocating the responsibilities illustrated in Figure 32.1 is shown in 
Table 32.1.

Table 32.1 Allocation of responsibilities 

Internal audit activities 

giving assurance on risk management processes •
giving assurance that risks are correctly evaluated •
evaluating risk management processes •
evaluating the reporting of key risks •
reviewing the management of key risks •

Risk management support 

facilitating identifi cation and evaluation of risks •
coaching management in responding to risks •
co-ordinating ERM activities •
consolidated reporting on risks •
maintaining and developing the ERM framework  •
championing establishment of ERM •
developing RM strategy for board approval •

Management responsibilities 

setting the risk appetite •
imposing risk management processes •
management assurance on risks •
taking decisions on risk responses •
implementing risk responses on behalf of management  •
accountability for risk management •
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The working relationship between risk management and internal audit will vary between 
organizations. The roles and responsibilities that are defi ned will be a refl ection of the struc-
ture that seems most suitable for an organization. The allocation of roles and responsibilities 
should take account of the guidance produced by the Institute of Internal Auditors discussed 
above.

A clear defi nition of the responsibilities of risk management, internal audit and line manage-
ment is essential so that ownership of risk becomes clear. In summary, risk management can 
assist with the risk assessment process and the design of the controls. Internal audit can provide 
support by auditing the controls to ensure that they are effective and effi cient and that they 
have been fully implemented.

However, the primary responsibility for the management of risk remains with the executive 
management of the organization. It is important that the activities of risk management and 
internal audit do not in any way diminish or undermine the ownership of risk by the manage-
ment of the organization. This approach is also consistent with the statement in most of the 
risk management standards that risks should not be managed outside the context that give rise 
to the risk.
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Audit committees

The outcomes and impact of risk management activities is often reported to an audit commit-
tee in a large organization. Audit committees have a range of responsibilities, including the 
obligation to obtain adequate risk assurance in the organization. Table 33.1 provides a list of 
typical responsibilities of the audit committee. Audit committees should be non-executive 
bodies that do not have executive responsibility for risk management. Similarly, they should 
not have responsibility for the identifi cation of signifi cant risks or the identifi cation and imple-
mentation of critical controls.

The function of the audit committee is to seek risk assurance and check that the process for the 
identifi cation of signifi cant risks is appropriate. The audit committee should validate that the 
signifi cant risks have been correctly identifi ed, as well as seeking assurance that critical con-
trols have been correctly implemented.

The audit committee is concerned with internal control in the organization. Internal control 
is described in the Turnbull Report as the whole system of controls, fi nancial and otherwise, 
established in order to provide reasonable assurance of effective and effi cient internal control 
and compliance with laws and regulations.

It is worth considering the role of the audit committee in relation to the requirements of the 
Turnbull Report. The report only applies to companies that are listed on the London Stock 
Exchange, although the principles set out in the Turnbull Report appear to be gaining wider 
acceptance and application. One of the requirements of Turnbull is that companies without 
an internal audit function should review the need for such a department on a routine basis.

306
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Table 33.1 Responsibilities of the audit committee

External audit

Recommend the appointment and re-appointment of external auditors  •
Review the performance and cost-effectiveness of the external auditors  •
Review the qualifi cation, expertise and independence of external auditors  •
Review and discuss any reports from the external auditors  •

Internal audit

Review internal audit and its relationship with external auditors  •
Review and assess the annual internal audit plan •
Review promptly all reports from the internal auditors •
Review management response to the fi ndings of the internal auditors •
Review activities, resources and operational effectiveness of internal audit •

Financial reporting

Review the annual, half-year and quarterly fi nancial results, the annual report and  •
Form 20-F and the requirements of the Combined Code 

Review the disclosure made by the chief executive and group fi nance  •
director during the certifi cation process for the annual report 

Regulatory reports

Review arrangements for producing the audited accounts  •
Monitor and review the standards of risk management and internal control  •
Consider how the Sarbanes-Oxley processes have operated  •
Develop a code of ethics for CEO and other senior management roles  •
Annually review the adequacy of the risk management processes  •
Receive reports on litigation, fi nancial commitments and other liabilities  •

Even if the Turnbull requirements do not apply to an organization, it is still appropriate for 
the audit committee to ensure that it can fully respond to these questions, by ensuring that 
necessary information is collected. An important component of the Turnbull requirements is 
the acknowledgement of the limitations on internal control.
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Expectations of internal control 

A sound system of internal control reduces, but cannot eliminate, the possibility of 
poor judgement in decision making; human error; control processes being deliberately 
circumvented by employees and others; management overriding controls; and the 
occurrence of unforeseeable circumstances.

A sound system of internal control therefore provides reasonable, but not absolute, 
assurance that a company will not be hindered in achieving its business objectives, or 
in the orderly and legitimate conduct of its business, by circumstances which may 
reasonably be foreseen. A system of internal control cannot, however, provide 
protection with certainty against a company failing to meet its business objectives or all 
material errors, losses, fraud, or breaches of laws or regulations.

Role of risk management

The risk management policy should set out the roles and responsibilities for risk management 
and internal control. The purpose of risk management is to achieve compliance, provide assur-
ance, support decision making and help ensure the effi ciency/effectiveness/effi cacy of opera-
tions, projects and strategy (CADE3).

When allocating risk management responsibilities, consideration should be given in respect of 
each of the signifi cant risks faced by the organization to the separate allocation of responsi-
bilities for:

determining strategy; •

designing controls; •

auditing compliance. •

For example, a head offi ce department may decide on the appropriate level of security for an 
organization. The design of the appropriate controls may be the responsibility of the produc-
tion department. This is appropriate because security risk may be an integral part of produc-
tion that needs to be under the ownership of the production department. In other organizations, 
it may be appropriate for the security arrangements to be designed by a specialist security 
adviser or the head of security within the company. Auditing of compliance with the security 
arrangements is likely to be the responsibility of the internal audit department.

Even in a small organization, it may be important for responsibilities for the management of 
fraud risk to be separated between different employees or departments. In a small charity, for 
example, it may be appropriate for a non-executive board member to undertake the internal 
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control audit and thereby provide an objective view of the effi ciency and effectiveness of the 
internal fi nancial controls in place in the organization. 

The role of the risk manager in the allocation of these responsibilities should be a facilitation 
role. The risk manager may facilitate a workshop designed to identify the fraud risks within the 
organization and allocate responsibilities for controlling them. However, the risk manager 
cannot be responsible for implementing controls or auditing compliance. Risk management 
and internal audit should restrict their roles to the evaluation of the effectiveness of the con-
trols and assist with the identifi cation of whether additional and/or different control measures 
should be introduced.

Risk assurance

Risk assurance is an important component of the overall risk management process. The audit 
committee will seek assurance that all of the signifi cant risks are being adequately managed 
and that all of the critical controls are effective and that they have been effi ciently imple-
mented.

There are often discussions at audit committees about ‘how seriously a particular department 
takes risk management and internal control’. The risk manager and the internal auditor will 
undoubtedly be able to offer an opinion. However, what the audit committee will require is an 
objective evaluation of the performance of that department. This objective evaluation of the 
risk culture within the department will form the main basis of assurance for the audit commit-
tee. There are other sources of assurance available to the audit committee and these are set out 
in Table 33.2 Depending on the nature of the organization, the audit committee may depend 
on some or all of these sources of assurance.

Table 33.2 Sources of risk assurance 

Culture measurement  • – by use of a recognized framework such as CoCo or COSO 
in order to gain a quantitative evaluation of the control environment

Audit reports  • – produced by internal audit and external auditors on a range of 
issues including risk assessment, implementation, compliance and training

Unit reports  • – produced by the unit itself on such issues as CRSA, response to audit 
reports and recommendations and reports on incidents that have occurred

Performance of the unit  • – on risk-related issues, losses, signifi cant weaknesses in 
control measures and details of any material losses suffered by the unit

Unit documentation  • – on topics such as the risk management policy, health and 
safety policy, business continuity plans, disaster recovery plans and other relevant 
documentation
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Assurance will also be required in relation to the risk management activities themselves. The 
review and monitoring stage of the risk management process is usually represented as an 
information and experience loop that provides feedback to the beginning of the process. When 
considering the review and monitoring activities that need to be undertaken, the following 
stages should be borne in mind:

review of the process as it operates in the organization; •

review of the standards of risk control in force; •

review of the level of success in reducing risk exposures; •

review of the level of success in achieving business objectives; •

review of why a high-risk strategy, project or operation was successful; •

delivery of risk assurance across this whole range of activities. •

When a company plans to borrow more money from the bank, it may be asked to demonstrate 
how the board obtains assurance that the management of signifi cant risks is satisfactory. The 
sources of assurance available might include:

evaluation of the risk culture of the organization; •

quality of audit reports produced by internal audit; •

quality of reports produced by the various departments; •

overall business success of individual departments. •

The company may decide that the reports from internal audit and the quality of reports from 
departments will be the basis of risk assurance. The company can also introduce a control risk 
self-assessment (CRSA) process that will be based on the components as set out in the appen-
dix to the Turnbull Report. Areas of weakness identifi ed in the CRSA returns will be reported 
to the executive committee and remedial action will be required. All of these actions will 
provide the board with greater assurance and place the company in a better position to secure 
the additional funding from the bank.

Hazard, control and opportunity risks

When considering risk assurance, the organization will need to evaluate different issues, 
depending on whether the evaluation is related to strategy, projects or operations. Assurance 
on adequate management of hazard risks can be achieved by evaluation of the hazard risk per-
formance of the department.

Depending on the risk priorities of the organization, the board or audit committee may require 
annual reports on certain hazard risks. Because of the importance of health and safety at work, 
boards usually receive annual reports on safety performance. Likewise, the audit committee will 
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wish to receive an annual report on the incidents of fraud that have been detected within the 
organization. This will be especially true of organizations that handle large amounts of cash.

Risks that are concerned with uncertainty and, in particular, the successful completion of 
projects are often the subject of a review by the board or audit committee. Within large organ-
izations, it is typical to have a post-implementation review of a project. For example, if the 
board of a retail company has authorized the opening of a new store, the audit committee will 
require a review of the completion of the project for opening the store. This post-implemen-
tation review will evaluate whether the project was delivered on time, within budget and to 
specifi cation. It is also common for the audit committee to require a further post-implemen-
tation review of the fi rst 12 months trading of the new store.

Risk assurance related to strategy/opportunities is more diffi cult and somewhat less well devel-
oped. Nevertheless, there are an increasing number of examples of organizations that under-
take opportunity evaluations. This has become increasingly common in the professional 
consultancy fi rms. When a new business prospect arises, many professional consultancy fi rms 
have an opportunity review committee that decides on whether the organization wishes to 
offer its services to the client prospect. This type of opportunity evaluation may initially be 
achieved by attaching a risk assessment to a new business proposal.

Control risk self-assessment

As well as undertaking physical audits, internal audit departments will often facilitate a process 
of self-certifi cation of controls. Self-certifi cation of controls is an arrangement whereby local 
senior management complete a regular (often annual) return confi rming details of the level of 
risk assurance that has been achieved in the department.

This type of self-certifi cation is generally known as control risk self-assessment (CRSA) and it 
is frequently undertaken as an electronic return or recorded on the intranet of the organiza-
tion. The questionnaire for the control risk self-assessment can be based on the criteria set out 
in COSO or the Turnbull Report.

As well as providing confi rmation of adequate levels of internal control and risk assurance, the 
CRSA return can also provide details of situations where signifi cant weaknesses in controls 
have been identifi ed. This information will enable the internal auditors to identify areas where 
additional controls may be required. Also, in addition to identifying signifi cant weaknesses, 
the CRSA return can require information on any material failures that have occurred.

A benchmark test for identifying a material failure should be supplied and will be much lower 
than the test for materiality applied by external auditors. For example, an organization that had 
set a test of materiality at £1 million might require reports on the CRSA return of any failure in 
controls that resulted in an incident/loss in excess of £100,000 at departmental level.
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Approaches to CRSA 

The executive has recommended the use of an annual ‘control risk self-assessment’ 
(CRSA) exercise, to be conducted by Audit and Risk Assurance, as part of the annual 
review of Corporate Governance. Each year a sample of the Governance Policies will be 
chosen by the Governance Panel for inclusion in the CRSA exercise. Policy Custodians 
will be required to help formulate questionnaires and report back on the feedback 
received from services to Audit and Risk Assurance. 

The fi ndings from the CRSA exercise, together with the assessment of compliance 
against each of the supporting principles and work carried out by Audit and Risk 
Assurance in accordance to the annual audit plan will be drawn together into the 
Annual Governance Statement, for review by the Governance Panel, the Audit and 
Governance Committee and the Executive.

Benefi ts of risk assurance

Corporate governance is a major concern for all organizations and their stakeholders. There-
fore, risk assurance should not be an administrative or box-ticking exercise. Organizations 
need to demonstrate that corporate governance is a priority for management. Many organiza-
tions recognize the need for openness of risk reporting. This requires effective communication 
processes to be in place at all times.

Having established good communication processes, the organization needs to ensure that 
there are positive messages to be communicated to stakeholders. Undertaking risk assurance 
activities will provide assurance to all stakeholders, including employees, suppliers, custom-
ers, government departments, external audit and internal audit.

Obtaining risk assurance is an important part of the corporate governance arrangements for all 
organizations, as well as being of benefi t to the strategic, project and operational processes, activ-
ities and decisions of the organization. The benefi ts of adequate risk assurance are as follows:

builds confi dence with stakeholders; •

provides reassurance to sponsors and fi nanciers; •

demonstrates good practice to regulators; •

prevents fi nancial and other surprises; •

reduces the chances of damage to reputation; •

encourages the risk culture within the organization; •

allows more secure delegation of authority. •
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Risk documentation

There is a wide range of risk management documentation that is relevant to risk management 
activities. Table 7.5 (page 74) lists the types of risk management documentation that may be 
required as follows:

risk management administration; •

risk response and improvement plans; •

event reports and recommendations; •

risk performance and certifi cation reports. •

Documentation related to the risk management policy and procedures should describe the 
control environment or risk culture. Typically, the risk management policy will include a 
range of information, as set out in Table 7.2 (page 69).

Chapter 7 describes risk management documentation in detail but the subject is mentioned 
again here because of the importance of risk performance and certifi cation reports. In fact, the 
importance of these documents has increased considerably in recent times, because of the 
introduction of the Sarbanes–Oxley Act of 2002.

Risk performance and certifi cation reports include operational management reports as well as 
more formal declarations and certifi ed reports to stakeholders. In certain cases, certifi cation of 
the fi nancial results of operations of the organization will be undertaken as a formal attesta-
tion by a third party. Typically, this third-party attestation will be undertaken by an external 
auditor. Such a written attestation will also include an evaluation of the effectiveness of the 
control activities related to fi nancial reporting.

313
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Sarbanes–Oxley Act of 2002

The Sarbanes–Oxley Act (SOX) was passed in response to a range of corporate scandals in the 
United States. These scandals involved misrepresentation of the fi nancial status of various 
organizations, leading to misleading fi nancial statements. The primary purpose of SOX is to 
ensure that information disclosed by companies listed on the stock exchanges in the United 
States is accurate.

SOX requires that controls are in place to ensure the accuracy of all information reported by 
the organization. Section 302 of the SOX requires that all data produced by the organization 
must be validated. In relation to fi nancial statements, detailed analysis of risks that could result 
in misrepresentation of the fi nancial results of the organization has to be undertaken. The 
procedures for compiling fi nancial information and attestation of the fi nancial disclosures by 
external auditors (as required by section 404) are very detailed and are considered by many to 
be extremely onerous and costly to undertake.

When complying with section 404 of SOX, the risk assessment is designed to identify weak-
nesses in the fi nancial reporting structure. This is a very detailed process that requires consid-
erable work by the internal audit department. The fi nancial results of the organization and the 
evaluation of the fi nancial reporting structure have to be reviewed by external auditors, who 
have to provide an attestation that they consider the results to be accurate.

SOX requirements state that an approved risk management framework should be used to eval-
uate risks to accurate fi nancial reporting. The framework recommended for ensuring the 
accuracy of fi nancial disclosures is the COSO Internal Control framework (1992). Note that 
the COSO ERM framework (2004) includes all of the requirements of the earlier internal 
control version of COSO. The SOX requirements apply to subsidiaries of US companies oper-
ating in other countries. They will also apply to organizations based in other countries if the 
company has a listing on a US stock exchange. Therefore, the internal control version of the 
COSO framework is used by companies in many countries in the world.

In order to comply with the requirements of Sarbanes–Oxley, many organizations have decided 
to set up a disclosures committee to validate all information disclosed by the organization. 
Because of the extensive application of SOX, many companies based in countries other than 
the United States have also been obliged to set up disclosures committees. The risk architec-
ture shown in Figure 7.1 (page 68) for a large corporation includes a disclosures committee.

Compliance with the requirements of the Sarbanes–Oxley Act of 2002 is a costly and time-
consuming exercise. Questions have been asked about whether the Act has been effective in 
improving the accuracy of reports from companies that are listed on US stock exchanges. 
These criticisms are relevant, given that the SOX requirements relate primarily to accuracy of 
reporting, rather than the achievement of enhanced risk management standards. A summary 
of some of the views of the CEOs of some US companies is presented in the box below.
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SOX ineffective 

Chief executives across the United States view the Sarbanes–Oxley law as reactionary 
and over-burdensome. Yet they still cite ‘improper accounting practices’ as the 
number one ethical issue facing business today. A survey of CEOs on business ethics by 
Georgia State University polled nearly 300 chief executives at both private and public 
companies.

Among its fi ndings, most executives agreed that the Sarbanes–Oxley Act strengthened 
public and investor trust in corporate America, although it had done nothing to 
improve ethical standards at their businesses. Many agreed that the Act was an over-
reaction to the ethical failures of a handful of executives and has proven burdensome 
and unnecessary.

Risk reports by US companies

Companies that are listed on a US stock exchange are required to make extensive disclosures 
about risk factors. These risk management reports are intended to be forward looking, rather 
than a commentary on the risks that have materialized in the past. These reports are contained 
in the periodic Form 10-K or Form 20-F fi lings. It is not unusual to fi nd several pages dedi-
cated to risk factors. Typically, this section of the fi ling will be between 3 and 10 pages long.

Table 34.1 provides a partial list of the industry, economic and environmental risks reported 
in Form 20-F for the company identifi ed. Extracts from another example of the risk factors 
that are reported by a US listed company are set out below. It is normal for the list to be intro-
duced by a comment, such as ‘important factors that may cause future fi nancial diffi culties 
include, but are not limited to’:

regulatory developments and changes; •

competition in our businesses; •

decisions of competition authorities regarding proposed joint ventures; •

compliance with governmental regulations; •

general economic conditions; •

loss of a strategic customer; •

higher costs of insurance for terrorism, sabotage or hijacking; •

our ability to achieve cost savings; •

fl uctuations in fuel costs; •
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changes in currency and interest rates; •

disruptions at key sites and facilities; •

incidents resulting from the transport of hazardous materials; •

strikes, work stoppages and work slowdowns; •

disruptions due to employee illness as a result of infl uenza pandemic; •

market acceptance of our new service and growth initiatives; •

changes in customer demand patterns; •

the impact of technology developments on our operations; •

disruptions to our technology infrastructure; •

adverse weather conditions; •

if our sub-contractors’ employees were considered our employees; •

changes in tax laws or their interpretation by authorities; •

higher costs related to implementation of the Sarbanes–Oxley Act; •

changes in environmental laws. •

Table 34.1 Risk report in a Form 20-F 

In relation to industry, economic and environment risks, the following have been 
identifi ed for further detailed comment: 

Risk of expiration of patents or marketing exclusivity •
Risk of patent litigation and early loss of patents, marketing exclusivity or trademark •
Risk of expiration or earlier loss of patents covering competing products •
Failure to obtain patent protection •
Impact of fl uctuations in exchange rates •
Debt-funding arrangements •
The risks of owning and operating a biologics and vaccines business •
Competition, price controls and price reductions •
Taxation •
Risk of substantial product liability claims •
Performance of new products •
Environmental/occupational health and safety liabilities •
Developing our business in emerging markets •
Product counterfeiting •
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The above is an example of a list of risk factors, but it does not include all of the items con-
tained in the full list fi led as part of Form 20-F. Each of the above risks would usually be 
described in more detail, by way of a detailed explanation of up to half a page. Additionally, 
the SEC is considering whether to require more detailed reports on the risk committee report-
ing structure in companies listed on US stock exchanges. The Securities and Exchange Com-
mission (SEC) is the federal regulator of US stock exchanges and has the mission to protect 
investors, maintain fair, orderly and effi cient markets, and facilitate capital formation.

Charities risk reporting

Risk reporting by charities is compulsory in most countries in the world. In general, there is 
an expectation that charities should have detailed risk management procedures broadly equiv-
alent to those required of government departments or of companies listed on a stock exchange. 
A shortened version of the advice on risk reporting set out in the UK Charity Commission 
guidance is as follows:

The form and content of risk reporting should refl ect the size and complexity of an indi-
vidual charity. The Charity Commission is not seeking to standardise risk reporting. A 
narrative style report that addresses the key aspects will be an acceptable approach to 
reporting, provided that the report provides:

an acknowledgement of trustees’ responsibility; •

an overview of the risk identifi cation process; •

an indication that major risks have been reviewed or assessed; •

confi rmation that control systems have been established. •

It is recognized that some charities, particularly larger charities or those with more complex 
operations, will wish as a matter of best practice to expand on this basic approach in their 
reporting. Where this more detailed approach to reporting is adopted it will be desirable to 
address the following broad principles, describing how they have been incorporated into the 
risk management procedures of the charity:

linkage between the identifi cation of major risk and the operational and strategic objec- •
tives of the charity;

procedures that extend beyond fi nancial risk to encompass operational, compliance  •
and other categories of identifi able risk;

linkage of risk assessment and evaluation to the likelihood of its occurrence and impact  •
should the event occur;
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ensuring risk assessment processes and monitoring are ongoing and embedded in  •
management and operational processes;

trustees review and consideration of the principal results of risk identifi cation, evalua- •
tion and monitoring.

Most charities are already likely to consider risk in their day-to-day activities. In fact, it has 
been reported that many charities now see risk management and other governance require-
ments as the most signifi cant challenges facing the organization. This appears to imply that 
charities are becoming more risk averse and spend more effort on compliance issues than on 
fundraising.

Even where a formal risk management process has not been completed, it will often be possi-
ble for aspects of the approach to risk to be drawn out for comment. A typical report on risk 
management for a small charity may be as follows:

Risk assessment processes are in place to identify priority signifi cant risks facing the  •
charity.

Risk management policies, processes and procedures are embedded into routine  •
operations.

Analysis of strategy is undertaken to identify signifi cant risks that could impact the  •
delivery of the strategy.

Procedures are in place to ensure legal compliance, including routine reports on legal  •
matters to the board of trustees.

Trustees receive training on those risk management and corporate governance issues  •
relevant to the charity.

Trustees receive an annual report of risk management activities and evaluation of the  •
control environment.

Trustees also receive additional reports about any signifi cant weaknesses in controls  •
and details of any material failures of controls.

Public sector risk reporting

Attention to risk management in government departments and other parts of the public sector 
is mandatory in most countries. Much of the information on risk management in government 
bodies is freely available on websites and this information forms very useful reference mate-
rial. However, because the information is publicly available, there is often no specifi c mention 
of the risk reporting to external stakeholders. The government in the UK has produced a set of 
principles on risk reporting. Table 34.2 sets out those risk reporting principles as openness and 
transparency, involvement, proportionality, evidence and responsibility.
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Table 34.2 Government risk reporting principles 

Openness and transparency –  • Government will be open and transparent about its 
understanding of the nature of risks to the public and about the process it is 
following in handling them 

Involvement –  • Government will seek wide involvement of those concerned in the 
decision process 

Proportionality –  • Government will act proportionately and consistently in dealing 
with risks to the public 

Evidence –  • Government will seek to base decisions on all relevant evidence 

Responsibility –  • Government will seek to allocate responsibility for managing risks 
to those best placed to control them

There is usually extensive information on how the risk reporting structure will work within a 
government body. The information set out below is typical of a report by a UK local govern-
ment authority:

All risks on the Strategic Risk Register are monitored via quarterly clinics. Reports from 
these clinics are forwarded to the Executive Committee twice per year. The Strategic 
Risk Register is reported to full Council through its inclusion in the annual strategic 
plan reporting. Service-specifi c business risks are included within service group plans 
and monitored through the directorates’ performance management arrangements. 
This includes reporting, twice per year, to relevant Council Members.

Annual risk report by a council

The Annual Risk Report provides information based on a full review of the strategic, 
critical or signifi cant risks identifi ed in the previous Annual Report. 

Operational risks have been reviewed and updated as part of the service planning 
process. The assessments have been made following interviews with Directors and 
responsible offi cers and are based on the position as of the end of March.

This report covers the requirements of the annual report, which are detailed in the 
Council’s Risk Management Strategy. Risk management forms an integral part of the 
Council’s corporate governance arrangements.
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Government Report on National Security

One of the biggest steps forward in risk communication in recent times has been the willing-
ness of governments to be more open about security threats. For example, the UK government 
has recently published a document entitled the ‘National Security Strategy of the United 
Kingdom’. This publication gives details of the threats to national security faced by the UK. 
More recently, the UK Cabinet Offi ce published the National Risk Register.

Within this analysis, there is no mention of the objectives or key dependencies of the UK or 
the UK government. However, the threat analysis is robust and detailed. The main threat cat-
egories identifi ed in the document are as follows:

terrorism; •

war (including nuclear); •

international organized crime; •

civil emergencies caused by disease or weather. •

The document provides detailed analysis of the various threats and the measures that are in 
place to minimize these threats. The report also discusses the drivers that are changing the risk 
profi le of nations. These drivers include:

political; •

climate; •

competition for energy; •

poverty/inequality/poor governance; •

globalization – economic, technological and demographic. •

This analysis by the UK government is an interesting example of the detailed risk assessment 
being undertaken at national level. It demonstrates that risk management is now embedded 
into the heart of national government. The fact that risk management has been embraced by 
national governments indicates that the importance of risk management is recognized at the 
highest level.
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CSR and corporate governance

Figure 19.1 (page 178) illustrates corporate social responsibility (CSR) as a part of the overall 
corporate governance requirements of an organization. All types of organizations should be 
aware that good corporate social responsibility standards can enhance reputation and build 
stakeholder value. Conversely, incidents, events and losses associated with poor standards of 
social responsibility can create bad publicity and destroy stakeholder value.

The importance of good standards of corporate social responsibility is widely recognized and 
achieving good standards can enhance the organization by:

protecting and enhancing reputation, brand and trust; •

attracting, motivating and retaining talent; •

managing and mitigating risk; •

improving operational and cost effi ciency; •

giving the business a licence to operate; •

developing new business opportunities; •

creating a more secure and prosperous operating environment. •

There are a variety of defi nitions available for corporate social responsibility. It is generally 
accepted that CSR is a wide-ranging agenda that involves organizations looking at how to 
improve their social, environmental and local economic impact and their infl uence on society 
and human rights. The CSR agenda also extends to consideration of fair trade issues and the 
elimination of corruption. Before corporate social responsibility became a widely used term, 
several organizations used to refer to social, ethical and environmental (SEE) concerns. The 
CSR agenda includes all of the issues previously included in the SEE agenda.
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There is no doubt that CSR is an issue for large multinational companies as well as for small, 
locally based businesses and the public sector. Indeed, it is relevant to all types of organiza-
tions, including charities. The European Commission defi nition of corporate social responsi-
bility is as follows:

Corporate Social Responsibility is the concept that an enterprise is accountable for its impact 
on all relevant stakeholders. It is the continuing commitment by business to behave fairly 
and responsibly and contribute to economic development, while improving the quality of life 
of the workforce and their families, as well as of the local community and society at large.

CSR and risk management

The scope of issues covered by CSR is set out in Table 35.1. The range of topics extends from 
health and safety concerns to broader considerations related to employees, customers, suppliers, 
the community, the environment and products/services provided by the organization. Both the 
CSR and risk management agendas are very broad and they have a signifi cant overlap.

Table 35.1 Scope of issues covered by CSR

Health and Safety

Commitment to a programme of activities to achieve continuous improvement in  •
health and safety performance 

Employees

Aim to deliver a competitive and fair employment environment and the  •
opportunity to develop and advance – subject to personal performance 

Customers

Strive to provide high-quality service and products and good value for money in all  •
dealings with customers 

Environment

Reduce impact on the environment, including factors contributing to climate  •
change, through a commitment to continual improvement 

Suppliers

Working with suppliers to ensure that worker welfare/labour conditions and  •
environmental practices meet recognized standards 

Community

Aim to be a responsible corporate citizen through support for appropriate non- •
political and non-sectarian projects, organizations and charities 

Products/Services

Designed not to unintentionally or by design cause death, injury, ill-health or social  •
disruption, hardship or detriment 
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Many of the issues listed in the table are risk-based subjects, including health and safety at 
work and environmental impact. However, management of these issues simply as risks will fail 
to fully address the CSR agenda. Nevertheless, this is a good starting point. Many risk assess-
ment workshops consider corporate social responsibility and social, ethical and environmen-
tal considerations within the topics that are evaluated.

When assessing the CSR agenda, risk managers should take the opportunity to bring risk man-
agement tools and techniques to a broader agenda. The risk management approach of risk 
assessment, identifi cation of control measures and auditing of compliance is an approach that 
can be transferred to corporate social responsibility and, indeed, to the broader corporate gov-
ernance agenda.

CSR and reputational risk

Most organizations consider CSR to be a reputational issue and see the component parts of 
CSR as hazard risks. Such organizations will consider that they need to reform their processes 
and procedures in order to comply with these requirements. This may well be an accurate 
starting point for many organizations. However, as Figure 4.2 (page 44) illustrates, what starts 
off as a hazard risk can develop into a control risk and eventually into an opportunity.

As with other areas of risk management, organizations should seek to develop their level of 
sophistication in relation to CSR. Having got to the stage of complying with the CSR obliga-
tions, organizations should then look at the opportunities that are available. For example, it is 
now commonplace for supermarkets to offer goods that have been procured on a ‘Fair Trade’ 
basis and gain additional sales from offering this range of products.

Corporate social responsibility is an area of concern where it is likely that public opinion will 
be ahead of the thinking within many organizations. CSR issues therefore represent a great 
opportunity for an organization to develop corporate social responsibility plans and actions 
that respond to public opinion. Treating the CSR agenda as a dynamic, proactive set of issues 
will enable the organization to gain reputational advantage.

CSR and stakeholder expectations

Many organizations have stakeholders that they do not necessarily want. This is certainly the 
case for several energy companies. Exploration for oil, coal and minerals is carefully scruti-
nized by environmental pressure groups. Even if they are ‘unwanted stakeholders’, environ-
mental pressure groups are valid stakeholders in these organizations and can bring a 
considerable infl uence to bear on the activities of the organization. Environmental pressure 
groups have demands that are fi rmly within the CSR agenda.
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The list of issues in Table 35.1 provides an indication of the stakeholders who are likely to have 
an interest in the CSR agenda. Employees, customers, suppliers and the general community 
are the key groups that are stakeholders in the CSR agenda of an organization. For CSR issues 
associated with the environment, it is fair to say that everybody is a stakeholder in the behav-
iour of organizations, when that behaviour impacts the environment.

An example of the impact that a pressure group can exert is demonstrated by the following 
report on the website of the environment action group Greenpeace. This report relates to the 
proposed disposal by Shell of the Brent Spar oil storage facility in the mid-1990s.

Shell Brent Spar

In 1995, Greenpeace activists occupied the Brent Spar oil storage facility in the North 
Sea. Their purpose was to stop plans to scuttle the 14,500 tonne installation. The action 
was a part of an ongoing campaign to stop ocean dumping and pitted Greenpeace 
against the combined forces of the UK government and the world’s then-largest oil 
company.

Spontaneous protests in support of Greenpeace and against Shell broke out across 
Europe. Some Shell stations in Germany reported a 50 per cent loss of sales. Chancellor 
Kohl raised the issue with the UK government at a G7 meeting. But despite the UK 
government’s refusal to back down on plans to allow the Spar to simply be dumped 
into the ocean, public pressure proved too much to bear for Shell and in a dramatic 
win for Greenpeace and the ocean environment, the company reversed its decision and 
agreed to dismantle and recycle the Spar on land.

The decision led to a ban on the ocean disposal of such rigs by the international body 
which regulates ocean dumping. Before the Brent Spar campaign, a number of oil 
companies had been planning sea-dumping of obsolete installations, such as oil storage 
buoys (like Shell’s Brent Spar) and oil rigs. Greenpeace’s action and the support of 
people throughout Europe ensured that no such structures have been dumped to this 
day.

Supply chain and ethical trading

Failure to ensure appropriate ethical behaviour is increasingly recognized as a major business 
risk. Newspaper reports describing bribery and other forms of dishonesty have serious conse-
quences for corporate reputation and future profi ts. Easy access to information on the internet 
can result in organizations being investigated and exposed for unethical trading and/or unfair 
treatment of suppliers.
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If the unethical behaviour extends into illegal activity, this can undermine the organization 
itself. Illegal behaviour and condoning actions that are outside the governance rules of the 
organization can have serious consequences. The perceived need to bribe offi cials in certain 
territories is both unethical and illegal.

There are several areas where unethical trading can result in damage to reputation, the loss of 
future profi tability and a refusal on the part of the customers and suppliers to deal with the 
organization. These issues include:

failure to comply with rules and regulations; •

trading with undesirable overseas governments; •

excessive payments to political parties; •

tax evasion or dubious tax arrangements; •

inappropriate criticism of competitors; •

false allegations against competitors; •

unethical alliances with competitors. •

Another feature of the supply chain that may result in allegations of unethical trading relates to 
the sourcing of products produced in socially unacceptable working conditions. Also, the quality 
of products and failure to provide value for money can result in damage to reputation and may 
be associated with unethical trading. The report below shows how goods that fall short of current 
safety standards can result in serious adverse publicity and damage to reputation.

Mattel recalls toys

US toymaker Mattel has recalled more than 18 million toys worldwide, the second such 
recall in two weeks. Chinese-made die-cast toys have been recalled because their paint 
contains lead. It has also recalled toys containing small magnets that can come loose.

The company blamed the amount of lead in the paint on a sub-contracted Chinese 
company using paint from unauthorized suppliers. The recall is the latest in a series of 
alerts about Chinese products in the United States, raising fears in Beijing that the 
‘Made in China’ label is being seriously damaged. Chinese offi cials have announced a 
series of measures to tackle the problems.

The other toys recalled contain small, powerful magnets. There had been 400 reports of 
magnets coming loose since Mattel recalled 2.4 million magnetic play sets in November 
2006. It is concerned that ‘if more than one magnet is swallowed, the magnets can attract 
each other and cause intestinal perforation or blockage, which can be fatal.’
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When a sports club decides that it wants all merchandise for sale to fans to be ethically sourced, 
it needs to look at the controls that can be placed on the importer to ensure that it only obtains 
merchandise from ethically produced sources. The club could require the importer to produce 
a routine CSR report as part of the contract terms and conditions. This report will include the 
following information:

details of the policy that the importer has on ethical behaviour of suppliers; •

confi rmation of the contractual terms and conditions of manufacture; •

statement that manufacturers do not sub-contract work, unless authorized; •

details of staff training, accident/absence rates and pay/conditions; •

results of audits/physical inspection of manufacturing premises. •

The club can then advertise to fans that all goods are ethically sourced and encourage other 
teams in the league to do the same. This will gain good publicity and promote the club as 
having high corporate social responsibility awareness.

CSR reporting

Positive reporting on corporate social responsibility issues can be a signifi cant benefi t for an 
organization. This will be especially true when the organization operates in an area where the 
public is suspicious. The public may not be sympathetic towards a number of organizations, 
because of public perception of the business sector and/or the organization itself. When an 
organization operates in a sector that does not have universal public support, there may be 
benefi t in producing an ethics policy for the organization. The importance of the ethics policy 
will be reinforced if the organization also undertakes an ethics audit.

For example, a sector that does not have full public support is gaming and gambling. There-
fore, organizations operating in this area should seek to enhance the reputation of the sector 
by working with competitors on social responsibility standards for problem gambling. An 
individual organization can then gain further benefi t by being able to demonstrate that it 
exceeds the minimum standards established for the sector.

Many organizations now include comment on corporate social responsibility in their annual 
report and accounts, and some produce a separate CSR supplement. The production of a 
report on corporate social responsibility activities enables the organization to gain advantage 
from the CSR agenda.

Where an organization has a positive story to tell about CSR achievement, it will have taken a 
CSR agenda from the need to reform to the position where the organization can demonstrate 
that it does conform. The next stage in this developing sophistication is for the organization to 
demonstrate that adherence to a CSR agenda enables it to better perform and more success-
fully fulfi l stakeholder expectations.
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Review of benefi ts of risk management

Much of this book is concerned with risk management input into operations. It is likely that 
operations will be impacted by hazard risks and so the focus of risk management in relation to 
operations is on hazard management. In order to achieve the maximum benefi t from risk 
management input into operations, organizations need instead, however, to focus on loss 
control. Loss control is a combination of loss prevention, damage limitation and cost contain-
ment. In Figure 26.5 (page 241), the contribution of risk control and loss management is dem-
onstrated, together with the contribution that insurance can make as one of the well-established 
control measures employed as part of hazard management.

Projects should be completed on time, to budget and to specifi cation/performance. Inevitably, 
there will be a considerable amount of uncertainty associated with all projects. The contribu-
tion of risk management is to minimize these uncertainties. Management of the risks within 
projects is a style of control management. The application of control management is illus-
trated in Figure 27.2 (page 251), in which risk exposure is mapped against increasing uncer-
tainty. The fi gure illustrates the 4As of control management.

Risk management input into strategy focuses on the risk assessment of the various strategic 
options available to an organization. The contribution of risk management to successful strat-
egy is, therefore, focused on the decision-making process. Figure 27.3 (page 252) illustrates the 
4Es of opportunity management and plots risk exposure against potential reward. Organiza-
tions undertaking strategic risk management will complete a careful review of viable new busi-
ness prospects and undertake detailed risk assessment before making strategic decisions.

The overall benefits of risk management can be summarized in a number of ways. By 
undertaking a risk management initiative, less disruption to operations, successful deliv-
ery of projects and better strategic decisions are the expectations. Also underpinning risk 
management initiatives will be the desire for adequate risk assurance. These components 
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– the compliance, assurance, decision-making and efficiency/effectiveness/efficacy – 
provide the acronym CADE3.

Using the structure of the FIRM risk scorecard, an organization will be able to demonstrate the 
benefi ts that it has obtained from a risk management initiative. It is likely that the following 
benefi ts will have been delivered to a theatre that has been pursuing a structured proactive risk 
management approach for about three years:

fi nancial benefi ts arising from better allocation of funds, monitoring of expenditure  •
and reduced exposure to fraud;

infrastructure benefi ts that have included fewer failures of the IT systems and reduced  •
staff absence rates;

reputational benefi ts from ethical sourcing policies and use of organic food in the res- •
taurant, as well as successful niche productions in the theatre;

marketplace benefi ts resulting in 89 per cent occupancy rates, up from 83 per cent  •
three years ago, as well as increased spend in the theatre by patrons.

The theatre will continue to develop the risk management initiative and continue to obtain 
benefi ts. Risk management activities are now embedded within the management culture of the 
organization.

Steps to successful risk management

In order to improve the risk management performance of an organization, a risk management 
initiative will be required. The nature of this initiative will depend on the size, complexity and 
nature of the organization. There is no single correct approach to implementing risk manage-
ment in an organization. The drivers for undertaking risk management and the expected 
outputs and impacts will vary between organizations.

Although there is no single correct approach, Table 36.1 sets out some of the key steps in 
achieving successful risk management. Appendix B provides an extended description of the 
issues mentioned in Table 36.1. The appendix also draws together the acronyms used through-
out this book and lists the various risk management tools and techniques associated with each 
stage in the implementation of a successful enterprise risk management initiative.

The initial, and perhaps most important, step is ensuring that the risk management initiative 
is sponsored by a member of the board or a senior member of the executive committee of the 
organization. Information on the successful introduction of a risk management initiative is 
also available in the various risk management standards and frameworks discussed through-
out this book.
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Table 36.1 Achieving successful risk management

Sponsorship of the project by a board or executive committee member  •
Develop a shared perception of risk within the organization •
Identify the risks within an agreed classifi cation system •
Defi ne the role of the risk manager as facilitator  •
Develop the role of the risk management committee  •
Produce the profi le of risks using an agreed risk recognition technique  •
Develop a risk management culture within the organization  •
Ensure that risk management is aligned with the business process •
Determine the risk appetite of the organization  •
Quantify the cost of risk controls •
Demonstrate that risk management is making a contribution •
Describe the contribution to objectives and corporate governance •
Undertake a management review of all risk management activities  •
Ensure that maximum benefi ts continue to be delivered •

Although it is important to have an overall plan relating to the implementation of the risk 
management initiative, it is also vital that the risk manager identifi es barriers to the implemen-
tation of the initiative in some detail. The potential barriers and enablers to the successful 
implementation of a risk management initiative are set out in Table 36.2. There are many 
factors that will infl uence the effectiveness of the approach, including:

senior management infl uence within departments; •

external infl uences, including corporate governance; •

nature of the business, its products and culture; •

corporate attitudes, including previous RM experiences; •

origins of the risk management department. •

Identifi cation of barriers, as set out in Table 36.2, leads to the ability to put in place actions to 
overcome them. These include the fact that successful risk management requires the commit-
ment of all parties and that implementation will only be as good as the least committed 
member of a department. Analysis of these barriers within the context of the specifi c organiza-
tion will lead to the identifi cation of the best options to ensure that risk management delivers 
the optimum benefi ts.

There is no single action that will ensure adequate implementation and no single time frame 
by which implementation will be fully achieved. It is the experience of many organizations 
that full implementation of all stages of the approach may take between two and fi ve years. 
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Table 36.2 Implementation barriers and actions

Barrier Action

Lack of understanding of risk management 
and belief that it will suppress 
entrepreneurship

Establish a shared understanding, common 
expectations and a consistent language of 
risk in the organization

Lack of support and commitment from 
senior management

Identify a sponsor on the main board of the 
organization and confi rm shared and 
common priorities

Seen as just another initiative, so relevance 
and importance not accepted

Agree a strategy that sets out the anticipated 
outcomes and confi rms the benchmarks for 
anticipated benefi ts

Benefi ts not perceived as being signifi cant Complete a realistic analysis of what can be 
achieved and the impact on the mission of 
the organization

Not seen as a core part of business activity 
and too time-consuming 

Align effort with core processes and 
achievement of the mission of the 
organization 

Approach too complicated and over-
analytical (risk overkill) 

Establish appropriate level of sophistication 
for risk management framework and 
undertaking risk assessments

Responsibilities unclear and need for 
external consultants unclear

Establish agreed risk architecture with clear 
roles and accepted risk responsibilities

Risks separated from where they arose and 
should be managed

Include risk management in job descriptions 
to ensure that risks are managed within the 
context that gave rise to the risks

Risk management seen as static activity not 
appropriate for a dynamic organization

Align risk management effort with the 
mission of the organization and with the 
business decision-making activities

Risk management too expansive and seeking 
to take over all aspects of the company

Be realistic: do not claim that all of the 
business activities within the organization 
are risk management by another name

One of the important considerations regarding the time frame for implementation will be the 
documentation methodology. If a comprehensive risk management information system 
(RMIS) is to be introduced, the timescale for successful and complete implementation may be 
extended.
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Changing face of risk management

As with any management initiative that becomes embedded within the way the organization 
operates, a successful risk initiative is bound to develop and become more sophisticated. 
Developments in the discipline of risk management, especially during the past 10 years, have 
been dramatic. Also, the level to which risk management requirements have become embed-
ded within corporate governance has been extensive.

Many new developments of risk management have appeared during that time. In the 1990s, 
risk management practitioners used to talk about integrated or holistic risk management, but 
now the universally accepted terminology for the broad application of risk management across 
the whole organization is enterprise risk management (ERM). Similarly, operational risk man-
agement (ORM) has been established and developed very substantially during a shorter time 
period of perhaps fi ve years.

In many ways, the fact that the risk management discipline continues to develop and adapt 
itself to changing circumstances can be seen as benefi cial. However, there is a danger that risk 
management practitioners will be seen to be delivering an ever-changing and therefore incon-
sistent message.

That is not to say that risk management should become a static discipline, but it is important 
to remember that changing the basis on which risk management analysis and advice is offered 
and appearing to be changing the very nature of the risk management process will cause con-
fusion and lack of interest amongst the senior board members.

Any review of the changing face of risk management has to acknowledge the global fi nancial 
crisis and the role that risk management played in the development of this situation. As the 
global fi nancial crisis developed, newspaper and television reports constantly repeated two 
messages: ‘risk is bad’ and ‘risk management has failed’. Neither of these statements is true. It 
is essential that organizations take appropriate risks, and the failures that led to the global 
fi nancial crisis were failures in the application of risk management, not failures of risk man-
agement itself.

It is undoubtedly the case that taking too much risk may be inappropriate and can result in 
failure of the whole organization. However, the experience of many organizations is that they 
almost always get away with it, or (at the very least) manage to survive. A detailed understand-
ing of the level of risk embedded in the organization is not intended to put a stop to all bold 
strategic decisions. Risk awareness should not prevent an organization embarking on a high-
risk strategy, but the decisions will be taken with full awareness of the risks that are involved.

Organizations should continue to look for opportunities and, from time to time, acknowledge 
that there is a good opportunity that looks very risky. The organization may still have an appe-
tite for embarking on that risky strategy, but the next stage of discussion should be about how 
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to manage the risks so that they remain within the risk capacity of the organization, and how 
to measure the risks so that the board remains aware of the actual risk exposure.

The global fi nancial crisis does not represent a failure of risk management. It represents a 
failure to completely and correctly apply risk management procedures and protocols. Figure 
13.2 (page 128) illustrates the risk appetite of a risk-aggressive organization. When an organi-
zation is risk aggressive, it limits the range of risks that the board will consider, as there is 
limited scope for identifying risks as high likelihood and high impact. In other words, the uni-
verse of risk for that organization is severely restricted and will exclude risks that should receive 
the board attention.

If the organization is risk aggressive and operates to a model in line with Figure 13.2, very few 
priority signifi cant risks will be identifi ed. This will result in the organization creating a ‘closed 
universe of risk’ that potentially restricts broader discussion and analysis. However, there is 
nothing inherently incorrect about an organization being risk aggressive. If an organization is 
risk aggressive, there is an increased need to revisit risk assessments, challenge the scope and 
results of risk analysis activities, and ensure that a highly dynamic approach to risk manage-
ment is maintained at all times and at all levels in the organization.

In addition to the concerns about risk management raised by the global fi nancial crisis, certain 
other challenging issues for risk management exist. The concepts of risk appetite and the 
upside of risk are useful ideas, but more development work is required before the defi nitions 
and successful application of these concepts can bring guaranteed benefi ts.

Concept of risk appetite

As risk management develops and becomes more sophisticated, certain of the terms that are 
used become central to the successful application of the discipline. These include risk appetite. 
It is intuitively obvious that an organization needs to have a feeling for the level of risk that it 
is willing to accept. Several approaches to the defi nition and application of the concept of risk 
appetite are discussed in this book.

Nevertheless, the defi nition and application of the concept of risk appetite remains a consider-
able diffi culty for risk management practitioners. It is the case that current risk management 
standards, as well as those that are under development, all state that organizations should rec-
ognize their risk appetite at an early stage.

This appears to contradict a key tenant of risk management, which is to say that risks should 
not be managed out of context. Just as risks should not be managed out of context, so the 
identifi cation of risk appetite out of context is illogical and probably impossible. Risk appetite 
has to be identifi ed within the context of the organization, its strategy, projects and routine 
operations.
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There can be no doubt that the topic of risk appetite will receive more attention in future, and 
risk management practitioners need to get a better understanding of what this concept means 
and how it can be applied. The riskiness index described in an earlier chapter takes a somewhat 
different approach.

Organizations, just like individuals, do not actively seek risk. An individual may be described 
as a risk taker, but the reality will be that such a person enjoys activities that have a high level 
of risk attached. It is the activity that appeals to the individual in the fi rst instance, not the 
actual risk. People may be identifi ed as risk takers because they have a high-risk hobby or 
pastime. That does not mean that the risk taking for this individual will extend to crossing a 
busy road without looking. In other words, risk taking has to be seen within the context of the 
activity and the intended rewards.

Organizations are similar in that it is the strategy, project or activity that appeals to the board, 
not the actual risk. An organization may embark on a risky strategy, approve a risky project or 
be operating risky processes. However, it is the business drivers and imperatives that are the 
primary concern for board members, not the level of risk involved. It is more often the case 
that the level of risk comes with the defi ned strategy, rather than the risk appetite defi ning the 
strategy.

Concept of upside of risk

Another issue of fundamental diffi culty for risk management practitioners is that of the upside 
of risk. There are many approaches to the upside of risk and most of them are valid, coherent 
and helpful. In particular, the idea that organizations should undertake an assessment of 
opportunities that come their way is clearly good management. The outcomes of successful 
risk management have already been described as compliance, for assurance, decisions and effi -
ciency/effectiveness/effi cacy (CADE3).

At its most simplistic, and specifi cally in relation to hazard risks, the upside of risk is that there 
is less down side. However, that is not a very compelling reason for senior managers to support 
a risk management initiative. Perhaps the most easy to explain and the most compelling 
thought is that the upside of risk is the ability to pursue a business opportunity that competi-
tors would be unwilling to embrace. It would also be part of the explanation to say that com-
petitors would be too risk averse to take such a high-risk opportunity.

With so much talk about the upside of risk, it has become a problem for risk management 
practitioners. The range of analyses from less down side to formalized opportunity manage-
ment is wide and lacks focus. The board of an organization is not going to be persuaded by 
such a wide-ranging and-ill defi ned set of concepts and approaches. Clearly, the discipline of 
risk management needs to get a better understanding of the upside of risk and sell the message 
to the board.
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Perhaps there is also scope for the risk management standards to take a more coherent 
approach to the upside of risk. An approach employed in some risk management standards is 
that the 4Ts should be extended to include the fi fth T of ‘take the risk’. Very often, the estab-
lished standards fail to recognize that the organization will be taking the opportunity and the 
intended rewards, rather than deliberately taking the risk for its own sake.

Future developments

Chapter 6 considered some of the better-known risk management standards. A risk man-
agement standard is a combination of a risk management framework and a description of 
the risk management process. On this basis, the best-established risk management standard 
was the Australian Standard AS 4360, which was withdrawn in favour of ISO 31000 in 2009. 
The other risk management standard in common use is the IRM risk management standard 
published in 2002.

British Standard BS 31100 was published in 2008 and is a useful addition to the available risk 
management standards and frameworks. Also, the publication of ISO 31000 in 2009 leads to 
the possibility that there may be international standardization of risk management standards 
in due course.

COSO is a risk management framework and is widely used because of its association with the 
requirements of the Sarbanes–Oxley Act of 2002. The CoCo internal control framework is 
described in Chapter 31, and the approach adopted by CoCo is that when an adequate control 
environment (or risk-aware culture) has been established, an appropriate level of control will 
be achieved.

This fi nal chapter has been a review of the benefi ts of risk management, together with a con-
sideration of the practical steps required to successfully implement a risk management initia-
tive. The chapter has also considered the changing face of risk management and the diffi culties 
that such a rapidly developing discipline faces in continuing to persuade the board of organi-
zations that any new or revised approach to risk management is more valid than previous ver-
sions of the same discipline.

Finally, this chapter has considered two of the most diffi cult issues for risk managers: risk 
appetite and the upside of risk. Greater clarity has to be brought to these issues regarding the 
defi nition and application of these concepts. The key message for risk management practition-
ers is that the board is interested in the level of risk exposure faced by the organization, but 
sees it as a consequence of the strategy, projects and operations of the organization.

When confronting these challenges for risk management, practitioners should be cautious 
about how these diffi cult concepts are addressed in formalized risk management standards. 
Development work on British Standard BS 31100 and ISO 31000 has included detailed discus-
sions on how to represent the upside of risk within the standards.
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Management initiatives often come and go. A particular approach becomes fashionable for a 
while and then fades away. It is unlikely that this will happen to risk management, because the 
requirement to have risk management procedures in place has become mandatory in many 
sectors. Also, the global fi nancial crisis has resulted in a detailed analysis of the benefi ts that 
risk management can bring and how these can be achieved. The brief article below illustrates 
how risk management is valued around the world and why it is here to stay.

Risk management is here to stay

Every day, managers and employees practise risk management by making decisions on 
what to do, and how and when to do it. In both our personal and business lives our 
decisions are based on a variety of factors. Do I have the time or money? Do I need 
help to accomplish this? Enterprise risk management (ERM) is a change in 
philosophical focus for individuals from the ‘I’ to the ‘we’. Does the organization have 
the capacity? Has the organization set aside the funds? Will this impact other business 
units?

ERM is not just a passing trend. It is here to stay and is being driven by both 
governance issues and the demands of the citizen. Companies, charities and public 
sector organizations have successfully embraced ERM.

Risk management does not have to be complex or a heavy resource user. It can be 
tailored to meet the needs of the organization in its early stages and modifi ed as the 
level of sophistication and comfort with the process grows. It is a systematic and 
proactive approach to managing risk. This means that high-risk exposure areas are 
understood, managed and controlled to an acceptable level of exposure so that the 
organization is properly protected to minimize negative consequences. It allows 
the organization to focus on what is important to control versus what is easy to 
control.



Case study

BP – risk reporting

In 2008, the audit committee reviewed reports on risks, controls and assurance for the BP 
business segments (Exploration and Production, Refi ning and Marketing), together with 
alternative energy, information technology and services, the proposed reorganization of the 
group fi nance function and BP’s trading function. The committee also reviewed BP’s long-
term contractual commitments and the provisions made for environmental remediation and 
decommissioning.

A joint meeting with the safety, ethics and environment assurance committee was held to 
review the general auditor’s report on internal controls and risk management. A further joint 
meeting was held in early 2009 to assist the board in its assessment of the effectiveness of inter-
nal controls and risk management in 2008.

The committee discussed key regulatory issues during the year as part of its standing agenda 
items, including the quarterly internal audit fi ndings report and a review of the company’s 
evaluation of its internal controls systems as part of the requirement of section 404 of the Sar-
banes-Oxley Act. The effectiveness of BP’s enterprise level controls was examined through the 
annual assessment undertaken by the internal audit function.

The lead audit partner from the external auditors attends all meetings of the audit committee 
at the request of the committee chairman. The committee held two private meetings during 
the year with the external auditors without the presence of BP management, in order to discuss 
issues or concerns from either the committee or the auditors.

Performance of the external auditors is evaluated by the audit committee each year, with par-
ticular scrutiny of their independence, objectivity and viability. Independence is maintained 
through the limiting of non-audit services to tax and audit-related work that fall within defi ned 
categories. This work is pre-approved by the audit committee and all non-audit services are 
monitored quarterly.
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During the year, the audit committee evaluated the performance of the internal audit function 
and agreed to the proposed programme of work for the year (being satisfi ed that it appropri-
ately responded to the key risks facing the company and that the function had adequate staff 
and resources to complete its work).

The audit committee received an annual certifi cation report from the group compliance and 
ethics function, together with quarterly reports that highlighted fi nancial issues raised through 
the group-wide employee concerns programme. The committee further received quarterly 
updates from internal audit on instances of actual or potential fraud.

Annual Report and Accounts 2008



Appendix A: Glossary of terms

The table below sets defi nitions and (as necessary) cross references for 101 of the risk manage-
ment terms used in this book. The reference column provides information on the location 
within the book where further information is provided, including reference to a relevant fi gure 
or table when appropriate. The relationship between the various acronyms is shown in the 
implementation guide set out in Appendix B.

There is an international standard related to risk management vocabulary and defi nitions. 
This is ISO/IEC Guide 73 ‘Risk management – Vocabulary – Guidelines for use in standards’. 
Where appropriate and to the extent that is possible, the defi nitions used in Guide 73 are ref-
erenced in this book.

However, it is not possible to use a unifi ed terminology because risk managers in different dis-
ciplines use their own words and defi nitions. Indeed, the various risk management standards 
produced around the world use different terminology and defi nitions. ISO Guide 73 attempts 
to provide a unifi ed language of risk, but it may take some time for these defi nitions to be uni-
versally adopted.

Term Defi nition Reference

Accept See ‘Tolerate’ Chapter 27

Avoid See ‘Terminate’ Chapter 27

Benchmark test Series of established criteria to determine whether a 
risk is signifi cant to the organization

Chapter 15 
Table 15.1

BIA See ‘Business impact analysis’ Chapter 18

Business continuity 
plan 

Plan to ensure continuity of business operations in the 
event of a serious incident that impacts the organization

Chapter 18

Business impact 
analysis 

Analysis to assess the potential damage, loss or 
disruption that would be caused by the failure of 
critical business processes

Chapter 18
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Term Defi nition Reference

CADE3 See ‘Compliance, assurance, decisions and 
effi ciency/effectiveness/effi cacy’ 

Chapter 5

Captive insurance 
company 

Insurance subsidiary, owned by an organization, to 
participate in the insurance programme for that 
organization and sometimes to provide insurance 
for the customers of the organization

Chapter 30 
Figure 30.1

Chief risk offi cer Job title for risk manager appointed to the board of 
the organization

Chapter 9

Compliance, 
assurance, decisions 
and effi ciency/
effectiveness/effi cacy 

Summary of the main benefi ts derived from a 
successful (enterprise) risk management initiative

Chapter 5

Contractual transfer See ‘Treatment’ Chapter 27 
Table 27.1

Control Actions taken to reduce the likelihood and/or 
magnitude of a risk

Chapter 28

Control environment Overall attitude, awareness and culture of the 
organization regarding risk management and/or 
internal control, referred to in the COSO (ERM) 
framework as the ‘internal environment’

Chapter 31 
Table 31.2 

Control risk Category of risk that is associated with the 
management of uncertainty 

Chapter 1

Control risk self-
assessment 

Self-audit exercise completed by a department or 
business unit to report on current status of control 
and control activities

Chapter 33 
Table 33.4

Control vector Illustration on a risk matrix of the change in risk 
likelihood and/or risk magnitude achieved by an 
individual control

Chapter 26 
Figure 26.4

Core process Set of co-ordinated business activities designed to 
deliver a stakeholder expectation or shared 
stakeholder expectation, which may be strategic, 
tactical or operational 

Chapter 21 
Figure 20.1

Corporate governance Set of activities and policies that control the way in 
which an organization is directed, administered 
and/or controlled 

Chapter 19 
Figure 19.1
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Term Defi nition Reference

Corporate social 
responsibility 

Management of an organization to take account of 
the impact of activities on customers, suppliers, 
employees, communities, other stakeholders, as well 
as the environment 

Chapter 35 
Table 35.1

Corrective control See ‘Treatment’ Chapter 28 
Table 28.1

Cost containment See ‘Loss control’ Chapter 16

CRO See ‘Chief risk offi cer’ Chapter 9

CRSA See ‘Control risk self-assessment’ Chapter 33 
Table 33.4

CSR See ‘Corporate social responsibility’ Chapter 35 
Table 35.1

Current risk The level of a risk that currently exists, taking into 
account the controls that are already in place, 
sometimes referred to as ‘net risk’ or ‘managed 
risk’, but most frequently as ‘residual risk’ 

Chapter 15 
Figure 15.3

Damage limitation See ‘Loss control’ Chapter 16

Detective control Type of control designed to identify that a hazard 
risk has materialized, so that actions can be taken to 
avoid further or greater losses 

Chapter 28 
Table 28.1

Directive control Type of control based on giving directions to people 
to behave in a certain way and/or follow established 
procedures

Chapter 28 
Table 28.1

Disaster recovery plan Plan for use in the event of a serious loss, such as IT 
failure, fi re or earthquake to enable the organization 
to recover from the disaster

Chapter 18

DRP See ‘Disaster recovery plan’ Chapter 18

Eliminate See ‘Terminate’ Chapter 27

Embedded risk 
management 

See ‘Leadership, involvement, learning, 
accountability and communication’ 

Chapter 11 
Table 11.1

Enterprise risk 
management 

For a range of defi nitions of ‘enterprise risk 
management’, see Table 25.1

Chapter 25 
Table 25.1
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Term Defi nition Reference

ERM See ‘Enterprise risk management’ Chapter 25

Frequency See ‘Likelihood’ Chapter 1

GRASP See ‘Guardian of the risk architecture, strategy and 
protocols’ 

Chapter 9 
Table 9.2

Guardian of the risk 
architecture, strategy 
and protocols 

Suggested description of the range of activities and 
responsibilities undertaken by a typical risk 
manager, as related to the ‘risk management 
framework’ 

Chapter 9 
Table 9.2

Hazard risk Category of risk that is associated with the 
management of pure risks, or the control of events 
that can only undermine key dependencies and/or 
the achievement of objectives

Chapter 1

Heat map See ‘Risk register’ Chapter 8

Impact The size and nature of the consequences of a risk 
materializing, as compared with the magnitude of 
the event itself 

Chapter 15

Inherent risk Level of a risk before any control activities are 
applied, sometimes referred to as the ‘gross level’ or 
‘absolute level’ of the risk 

Chapter 15 
Figure 15.3

Insurance See ‘Transfer’ Chapter 30

Internal audit Internal to the organization (although maybe 
outsourced ), yet independent group of people, or 
set of activities, monitoring the effectiveness and 
effi ciency of control activities

Chapter 32

Internal control For a range of defi nitions of ‘Internal control’, see 
Table 31.1

Chapter 31 
Table 31.1

Leadership, 
involvement, learning, 
accountability and 
communication 

Set of attributes that should be present in order to 
achieve successful embedding of (enterprise) risk 
management in the organization

Chapter 11 
Table 11.1

Likelihood Evaluation or judgement regarding the chances of a 
risk materializing, sometimes referred to as 
‘probability’

Chapter 15
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Term Defi nition Reference

LILAC See ‘Leadership, involvement, learning, 
accountability and communication’ 

Chapter 11 
Table 11.1

Loss control Range of activities to reduce the potential impact of 
hazard risks on the organization, including loss 
prevention, damage limitation and cost 
containment

Chapter 16

Loss prevention See ‘Loss control’ Chapter 16

Magnitude Size of the event when a risk materializes, 
sometimes referred to as ‘severity’ of the event – to 
be compared with the impact or consequences of 
the risk materializing

Chapter 1 
Figure 1.1

Material failure Failure of controls in an organization, resulting in 
loss of a magnitude that is considered important by 
auditors

Chapter 33 

Nolan principles Set of principles that should govern the behaviour 
of the people in public life

Table 19.2

Operational risk Risk that can impact the key dependencies or 
corporate objectives of an organization, with the 
impact materializing immediately the risk occurs

Defi ned in Basel II and BS 31100 as ‘risk of loss or 
gain, resulting from inadequate or failed internal 
processes, people and systems or from external events’

Chapter 23

Operational risk 
management 

Approach to risk management associated, in 
particular, with banks, insurance companies and 
other fi nancial institutions, where the measurement 
of the level of ‘operational risk’ is required by Basel 
II or similar requirement 

Chapter 23

Opportunity risk Category of risk that is associated with the 
management of speculative opportunities, where 
the intention is to benefi t from the investment 

Chapter 1

Organization Any corporate entity that exists to achieve a 
mission, fulfi l corporate objectives or deliver 
stakeholder expectations 

Chapter 1

ORM See ‘Operational risk management’ Chapter 23
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Term Defi nition Reference

PACED See ‘Principles of risk management’ Chapter 5 
Table 5.1

PRAM See ‘Project risk assessment and management’ Chapter 22 
Table 22.1

Preventive control Type of control that is designed to eliminate the 
possibility of an undesirable risk materializing 

Chapter 28 
Table 28.1

Principles of risk 
management 

Set of attributes that defi ne the features of a 
successful (enterprise) risk management initiative, 
summarized as proportionate, aligned, 
comprehensive, embedded and dynamic (PACED) 

Chapter 5 
Table 5.1

Project risk Risk that could cause doubt about the ability to 
deliver a project on time, within budget and to 
specifi cation/performance/quality

Defi ned in BS 31100 as ‘Risk relating to delivery of a 
product or service, especially with the constraints of 
time, cost and quality’

Chapter 22

Project risk assessment 
and management 

Process developed by the Association for Project 
Management (APM) that enables the successful 
analysis and management of the risks associated 
with a project, often referred to as PRAM 

Chapter 22 
Table 22.1

Proportionate, aligned, 
comprehensive, 
embedded and dynamic 

See ‘Principles of risk management’ Chapter 5 
Table 5.1

RASP See ‘Risk management framework’ Chapter 7

Reduce See ‘Treat’ Chapter 27 
Table 27.1

Residual risk See ‘Current risk’ Chapter 15 
Figure 15.3

Response Stage in the risk management process that involves 
decisions on how to respond to the risks faced by 
the organization, including (for hazard risks) 
decisions regarding whether to tolerate, treat, 
transfer or terminate (4Ts); the risk response is 
referred to in some standards as treat or treatment 

Chapter 27 
Table 27.1
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Term Defi nition Reference

Retain See ‘Tolerate’ Chapter 27 
Table 27.1

Risk For a range of some of the accepted defi nitions of 
‘Risk’, see Table 1.1

Chapter 1 
Table 1.1 

Risk appetite The level of risk that it is acceptable to the 
organization, encompassing the hazard risks that it 
is willing to tolerate, the control risks that it is 
willing to accept and the opportunity risks in which 
it is willing to invest

Defi ned in BS 31100 as ‘Amount and type of risk that 
an organization is prepared to seek, accept or tolerate’

Chapter 26 
Figure 26.2

Risk architecture, 
strategy and protocols 

See ‘Risk management framework’ Chapter 7

Risk assessment Means by which signifi cant risks to the organization 
are evaluated and prioritized by undertaking the 
activities of ‘Risk recognition’ and ‘Risk ranking’

Chapter 13

Risk assurance Means by which an organization receives reasonable 
assurance that the signifi cant risks are being 
adequately controlled 

Chapter 33 
Table 33.3

 

Risk capacity Maximum level of risk to which the organization 
should be exposed, having regard to the fi nancial 
and other resources available 

Chapter 26 
Figure 26.2

Risk exposure Level of risk to which the organization is actually 
exposed, either with regard to an individual risk or 
the cumulative exposure to the risks faced by the 
organization 

Chapter 26 
Figure 26.2

Risk management For a range of the recognized defi nitions of ‘risk 
management’, see Table 4.1

Part 1 
Table 4.1 

Risk management 
framework 

Set of activities that support the risk management 
process, referred to in this book as the risk 
architecture, strategy and protocols (RASP)

Defi ned by ISO Guide 73 as a set of interrelated 
activities and rules for co-ordinating and directing 
risk management processes within an organization

Chapter 6 
Table 7.1 
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Term Defi nition Reference

Risk management 
information system 

Computer software system and/or part of the intranet 
of the organization that records and communicates a 
range of risk management information

Chapter 12 
Table 12.2

Risk management 
process 

Co-ordinated range of activities that deliver 
management and control of risks within the 
organization, referred to in this book as recognition, 
ranking, responding, resourcing controls, reaction 
planning, reporting and review (7Rs) 

Figure 4.1 
Table 4.3 

Risk management 
standard 

Guidance to organizations on the design and 
implementation of risk management and made up 
of a description of the risk management process, 
together with advice on establishing a suitable risk 
management framework 

Chapter 6

Risk map See ‘Risk matrix’ Figure 1.1

Risk matrix Presentation of risk information or risk analysis on 
a 2 x 2 graph, sometimes referred to as a risk map or 
heat map, and often used to provide a graphical 
representation of the information contained in the 
risk register

Figure 1.1

Risk profi le See ‘Risk register’ Chapter 8

Risk ranking Stage in the risk assessment process that rates and 
prioritizes individual risks according to the 
likelihood of occurrence and the impact (or 
sometimes magnitude) of the risk should it 
materialize, also referred to as risk analysis, risk 
evaluation or risk estimation

Chapter 13

Risk recognition First stage in the risk management process, which 
involves the organization in the identifi cation of all 
of the risks that it faces

Chapter 13

Risk register Profi le and record of the risks faced by an 
organization, with particular emphasis on the 
signifi cant risks, the controls currently in place, 
additional controls that have been identifi ed and 
responsibility for control activities

Chapter 8
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Term Defi nition Reference

RMIS See ‘Risk management information system’ Chapter 12 
Table 12.2

Sarbanes–Oxley Act of 
2002 

US legislation that encourages use of the COSO 
Internal Control framework (1992) to ensure that 
the information disclosed by companies listed on 
the stock exchange is accurate 

Chapter 34

Severity See ‘Magnitude’ Chapter 15

Signifi cant risk Risk with the ability to impact about the benchmark 
test for signifi cance for the organization

Chapter 15 
Table 15.1

Signifi cant weakness Weakness in controls in an organization with the 
potential to cause a signifi cant or material loss 

Chapter 33

Stakeholder Persons or groups of persons with an interest in the 
activities of the organization 

Chapter 20

Strategic risk Long-term or opportunity risk that can impact the 
key dependencies or corporate objectives of an 
organization, with the impact materializing some 
time after the action or event occurs

Defi ned in BS 31100 as ‘Risk concerned with where 
the organization wants to go, how it plans to get 
there and how it can ensure survival’

Chapter 3 

Tactical risk Medium-term, control or uncertainty risk that is 
associated with change, projects and the means by 
which the organization will deliver strategy

Chapter 3

Target risk The ultimate level of risk that is desired by the 
organization when all cost-effective/necessary 
controls have been implemented 

Chapter 15 
Figure 15.3

Terminate Risk response that is appropriate when the level of 
risk is not acceptable to the organization, also 
referred to as ‘avoid’ or ‘eliminate’ 

Chapter 27 
Table 27.1

Tolerate Risk response option that is appropriate when the 
level of risk is acceptable to the organization, also 
referred to as ‘accept’ or ‘retain’ 

Chapter 27 
Table 27.1



Glossary of terms 347

Term Defi nition Reference

Transfer Risk response option for risks that the organization 
wishes to transfer to another party, usually by 
means of insurance or contractual transfer 

Chapter 27 
Table 27.1

Treat Risk response option for risks that the organization 
believes can be further treated by the introduction 
of cost-effective (corrective) controls, also referred 
to as ‘control’ or ‘reduce’ 

Chapter 27 
Table 27.1

Upside of risk Additional benefi ts available to the organization by 
taking risk – for a range of descriptions of the 
‘Upside of risk’, see Table 17.1

Chapter 17 
Table 17.1 



Appendix B:
Implementation guide

The table below provides a detailed overview of the steps involved in the implementation of a 
successful enterprise risk management (ERM) initiative. It uses the structure described in 
Figure 29.3 (page 275) to indicate the steps involved in learning from controls.

Successful implementation of an ERM initiative is an ongoing process that involves working 
through the 10 steps set out below on a continuous basis. Also, because it is sometimes diffi -
cult to recognize the distinction between planning, implementing, measuring and learning, 
the 10 steps in implementing an ERM initiative are presented under the headings:

planning/implementing; •

implementing/measuring; •

measuring/learning; •

learning/planning. •

The information in the table below is an extended version of the steps involved in achieving 
successful risk management, as set out in Table 36.1 (page 329). In addition to identifying the 
10 steps involved in the successful implementation of an ERM initiative, the table also describes 
the concepts or tools and techniques that are required to deliver each step.

Many acronyms are used in this book and these are referenced in the table below to show 
where they fi t into the overall implementation of risk management in general, and ERM in 
particular. In addition to identifying the acronyms relevant to each step, the table also pro-
vides reference to the chapter of the book where further information can be found.

The steps set out below relate to the implementation of an overall enterprise risk management 
initiative. Much of this book is concerned with the implementation of risk management in 
relation to specifi c individual risks. ERM is the overall philosophy that consolidates the man-
agement of individual risks into a unifi ed and consistent approach to risk across the whole 
enterprise.
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Activity Concepts/tools and 
techniques

Acronym Reference

  Planning/implementing

1. Identify intended benefi ts 
of the enterprise risk 
management initiative and 
gain board support 

Risk appetite
Corporate governance 

ERM
CADE3 

Chapter 5 
Chapter 19 
Chapter 25 
Chapter 26 

2. Plan the scope of the ERM 
initiative and develop 
common language of risk

RM sophistication
Upside of risk
 Stakeholder expectations 

PACED
7Rs 

Chapter 5 
Chapter 17 
Chapter 20 

3. Establish the risk 
management strategy, 
framework and the roles 
and responsibilities 

Risk management policy
 Risk architecture
 Level of risk maturity 

RASP
4Ns 

Chapter 6 
Chapter 7 
Chapter 10 

  Implementing/measuring

4. Adopt suitable risk 
assessment procedures and 
an agreed risk classifi cation 
system

Risk protocols
 Risk management 
guidelines
 Risk classifi cation systems
Risk description 

FIRM
PESTLE
COSO 

Chapter 8 
Chapter 9 
Chapter 13 
Chapter 14 

5. Establish risk signifi cance 
benchmarks and undertake 
risk assessments

Benchmark tests of 
signifi cance
Risk register 

Chapter 8 
Chapter 15 

6. Determine risk appetite 
and risk tolerance levels 
and evaluate the existing 
controls 

Risk appetite
Risk matrix
Loss control 

4Ts
 
PCDD 

Chapter 13 
Chapter 16 
Chapter 26 
Chapter 27 
Chapter 28 

  Measuring/learning

7. Ensure cost-effectiveness of 
existing controls and 
introduce improvements 

Risk improvement plans
Reaction planning 

BIA
 
BCP/DRP 

Chapter 16 
Chapter 18 
Chapter 29 

8. Embed risk-aware culture 
and align risk management 
with other management 
tasks 

Control environment
Resource allocation
Risk communications
Business model 

LILAC Chapter 11 
Chapter 12 
Chapter 21 
Chapter 31 
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Activity Concepts/tools and 
techniques

Acronym Reference

  Learning/planning

9. Monitor and review risk 
performance indicators to 
measure ERM contribution 

Audit plan
 Sources of risk assurance 

RMIS Chapter 12 
Chapter 33 

10. Report risk performance in 
line with legal and other 
obligations and monitor 
improvement 

Risk reporting
 Turnbull/Sarbanes–Oxley 

COSO
CoCo 

Chapter 32 
Chapter 34 



Index

NB: page numbers in italic indicate fi gures or tables

4As of uncertainty management 144, 200, 327
4Es of opportunity management 144, 251–52, 

252, 327
4Ns of risk maturity 101, 102
7Rs and 4Ts of risk management 39, 39, 40, 48

4Ts of risk management 49, 141, 143–44, 
167, 200, 244–52, 253, 256–57, 334

key dependencies 247
and project risk management 250–51, 251
risk matrix 246
termination 250
tolerance 248
transfer 249
treatment 248–49

appetite see risk appetite
AS 4360 (2004) 3, 53, 231, 334
Association for Project Management 

(APM) 202
attachment of risks 22, 22–23
attitudes to risk 26–27

balanced scorecard 109
Barclays Bank 63–64
Basel II Accord 205, 206, 207–08, 208, 212, 230
Brent Spar 324
BS 31100:2008 3, 10, 46, 48, 53, 56, 59–61, 60, 

67, 121, 133, 163, 164, 188, 231, 236, 240, 
244, 248, 249, 292, 334

business continuity planning (BCP) 150, 
163–70, 256, 284

business continuity standards 164
business impact analysis (BIA) 168

and civil emergencies 169
designing and implementing a BCP 166–67
and enterprise risk management 168–69, 229
importance of 163–64
key activities 165
model for 165
principles of 166
and strategic partnerships 217
testing of 166

business impact analysis (BIA) 168
business model, analysis of

core processes 193–94
effective processes 195
effi cacious strategy 194–95
effi cient operations 196
reporting 196–97
simplifying the model 192–93, 193
strengths, weaknesses, opportunities and 

threats (SWOT) analysis 195
see also risk capacity

Cabinet Offi ce 320
CADE3 see compliance, assurance, decisions 

and effi ciency/effectiveness/effi cacy 
(CADE3)

Canada Post Corporation 297
Canadian Criteria of Control (CoCo) 

framework 56, 62, 102, 107, 108, 293, 
293–97, 298, 334

components 293, 294, 296
rationale behind 294

Canadian Institute of Chartered Accountants 
(CICA) 56, 62, 293

351



352 Index

capacity see risk capacity
capital adequacy 205
captive insurance companies 284–86, 285
Chicago Fire 278, 279
chief risk offi cer (CRO) 41, 42, 93–94, 227
classifi cation systems see risk classifi cation 

systems
clinical risk management 42, 78
Combined Code on Corporate Governance 175
Committee of Sponsoring Organizations see 

COSO framework
Companies Act 2006 90
compliance, assurance, decisions and effi ciency/

effectiveness/effi cacy (CADE3) 4–5, 46–47, 
50, 88, 154, 155, 227, 302, 308, 328, 333

contingency planning 40, 129, 170
in projects 33, 200, 202, 251
see also uncertainty

control environment 293–96
evaluating the
features of
see also Canadian Criteria of Control (CoCo) 

framework
control risks 2, 13–14, 29, 30, 33, 137–39

control management 51, 104
in project risk management 199
and risk appetite 236–37
and risk assurance 311
see also hazard risks, opportunity risks

core processes 22, 23, 39, 42–43, 90, 161
and the business model 193–94
and enterprise risk management 225–26
ownership of 87–88
and risk classifi cations systems 131–32, 139
and stakeholders 188, 188–89
see also upside of risk

corporate governance 175–84
for a bank 179
board performance, evaluation of 182–84, 

183–84
committees 176
and corporate social responsibility 

(CSR) 321–22
enforcement of 175

for a government agency 180, 180–82
London Stock Exchange framework 177–78, 

178
Nolan principles 181
principles of 176, 177, 178
purpose of 175

corporate social responsibility (CSR) 271, 
321–26

and corporate governance 321–22
defi nition of 322
ethical trading 324–25
issues covered by 322
reporting 326
and reputational risk 323, 325
and risk management 322, 323
social, ethical and environmental (SEE) 

concerns 321
and stakeholders 323–24, 326

corrective controls 254, 258
COSO framework 55, 58, 133, 139, 212, 272, 

296, 314
COSO ERM standard 3, 53, 54–55, 56, 58, 

58–59, 59, 62, 94, 108, 111, 133–34, 231, 
293, 296, 298, 314

COSO Internal Control framework 54, 55, 
56, 108, 133–34, 231, 296, 314

credit risk 17, 206, 207, see also insurance
CSR see corporate social responsibility (CSR) 
culture see risk culture
current risk 16, 121, 141–42, 142, 239

Delta and Northwest Airlines merger 19
detective controls 256, 259–60
directive controls 256, 258–59
directors, role of 90–91, 97–98

directors’ & offi cers’ (D&O) insurance 281
disaster recovery plan (DRP) 150, 256, see also 

business recovery planning (BRP)
disruption, categories of 30, 31

enterprise risk management (ERM) 42–43, 
225–32, 335

benefi ts of 228
and business continuity planning 229
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defi nitions of 226, 226–27
in energy and fi nance 229–30
future development of 231
keys to success 231–32
in practice 227–28

European Foundation for Quality Management 
(EFQM) 102

exposure see risk exposure
external risks 207

Ferrari 25
Final Draft International Standard (FDIS) 

31011 61, 123
Financial Reporting Council 55, 175
fi nancial risk

fraud 262–63
historical liabilities 264
see also global fi nancial crisis 2008, operational 

risk management (ORM)
FIRM risk scorecard 132, 133, 134, 135, 137, 
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