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Foreword

My introduction to the name John Cassara 13 years ago created

an early and instantly classic memory in my emerging career as a

counter–illicit financing policy official at the U.S. Department of

the Treasury. I was traveling through the Middle East on a Treasury

mission to facilitate implementation of anti–money laundering (AML)

systems and to explain and inform our evolving strategy to counter

the financing of terrorism (CFT). Working with allies and other

financial centers, the United States had recently fused many elements

of the CFT strategy with global AML standards and was pressing for

worldwide implementation as a collective security priority following

the terrorist attacks of 9/11. After joining the Treasury mission only

months before, I was both honored and a bit anxious participating in

these pivotal discussions with experienced senior policymakers and

AML/CFT practitioners from such a crucial region. On the margins

of these discussions, and on more than one occasion, I was asked an

unusual question: “Are you John Cassara?”

The clear respect, bordering on awe, with which the question was

asked made the answer as disappointing as it was awkward. I returned

to Washington with some frustration and abundant curiosity—who is

John Cassara?

Upon my return, I quickly learned that being confused with John

Cassara was a tremendous compliment. John’s legendary status in the

global financial investigative community at that time was mirrored

by his reputation among peers across the U.S. federal government.

In John’s storied if not unique career in public service, he served a

combined 26 years as a clandestine case officer with the Central Intel-

ligenceAgency and as a Treasury special agentwith both theU.S. Secret

Service and U.S. Customs.

In the 13 years since the trip that introduced me to the name John

Cassara, I have had the privilege of working directly with John on

multiple cases and issues. John’s insights and advice, including after

ix
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his retirement from government service, helped shape my perspec-

tive as I assisted Treasury leadership in creating a new strategic policy

office focusing on all aspects of the counter–illicit financing mission.

John’s thinking informed our efforts to strengthen and expand the

global commitment to combat illicit finance, including in partnership

with the interagency community, the Financial Action Task Force and

the global AML/CFT community, and the private sector. I have contin-

ued to rely on John’s experience, talents, and insights since joining the

private sector in 2013.

Throughout our relationship, John has demonstrated consistent

leadership in pushing for urgent reforms required to strengthen the

counter–illicit financing mission. And yet, John has never alienated

those of us who might take a different view on particularly complex

challenges or dimensions of this evolving mission.

I am immensely proud to call John a friend and deeply honored

that he asked me to write the foreword for Trade-Based Money Launder-

ing: The Next Frontier in International Money Laundering Enforcement, his

fourth book.

John’s latest writing comes at a crucial time in the evolution of

AML/CFT regimes and the expanding role of financial and economic

power as instruments of national and collective security. In the gen-

eration since the 9/11 terrorist attacks, there is no doubt that U.S.

leadership and global commitments have successfully demonstrated

the effectiveness—and indeed, the increasing necessity—of financial

power in combating the greatest collective security threats we face.

From al Qaeda and global terrorism to the proliferation of weapons

of mass destruction and the threatening activities of rogue states such

as North Korea, Iran, and Syria, the United States has increasingly

relied on financial power to protect and advance our national and

collective security.

Despite these unequivocal successes in the evolution and appli-

cation of financial power to help combat our gravest threats, the

global AML/CFT community continues to struggle in systematically

advancing more fundamental objectives of AML regimes. As John

clearly demonstrates, traditional quantitative and qualitative metrics

on money-laundering prosecutions and forfeitures present a troubling

picture of relative stagnation. More fundamentally, we lack a clear,
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systemic, and shared understanding of the nature and scope of

money laundering risks. These fundamental shortcomings exacerbate

increasingly evident challenges of the private sector in applying a

risk-based approach to AML/CFT programs and controls.

These concerns are particularly troubling given the ongoing expan-

sion of transnational organized crime and the illicit financing networks

that support such activity. Numerous threat assessments and corre-

sponding strategies document the continued growth and reach of these

networks and the criminal groups they support. Such growth includes

opportunistic convergence and increasing infiltration of legitimate eco-

nomic activities, strategically important industries, and governing elites

in a number of states around the world. This is a grim picture.

Fresh thinking is needed to change this reality and address long-

standing cracks in global AML/CFT regimes. In this book, John makes

a compelling case to begin necessary AML/CFT reform by focusing on

trade-based money laundering. He is incredibly well-suited for this,

bringing his career AML/CFT investigative experience together with

his expert understanding of global trade controls. John’s insights on

trade-based money laundering, gained from over three decades of

professional experience investigating illicit finance, will be invaluable

to the full range of AML/CFT stakeholders seeking to strengthen the

counter–illicit financing mission.

The AML/CFT world is ready to listen. As John describes, recent

developments across the regulatory, law enforcement, financial

intelligence, and counter–illicit financing policy communities indicate

a renewed interest in trade-based money laundering. From regula-

tory guidance and examination to FinCEN advisories and the 2015

U.S. National Money Laundering Risk Assessment, authorities are

refocusing on the deep-seated, systemic AML/CFT vulnerabilities

presented by various forms of trade-based money laundering. My con-

sulting experience over the past two years has indicated this renewed

interest is shared by the private sector, particularly in the global

banking industry.

This book will encourage the continuation and intensification of

these efforts. It stands alone as a comprehensive and practical guide

on trade-based money laundering and value transfer. And it will prove

to be an invaluable resource for the global financial community and



xii F O R EW O R D

AML/CFT authorities as we collectively renew our efforts to better

understand and attack money laundering systematically, beginning

with trade-based money laundering—truly the next frontier in

international money laundering enforcement.

— Chip Poncy



Preface

Not long after the September 11 attacks, I had a conversation with

a Pakistani entrepreneur. This businessman could be charitably

described as being involved in international gray markets and illicit

finance. We discussed many of the subjects addressed in this book,

including trade-based money laundering, value transfer, hawala, fic-

titious invoicing, and countervaluation. At the end of the discussion,

he looked at me and said, “Mr. John, don’t you know that your

adversaries are transferring money and value right under your noses?

But the West doesn’t see it. Your enemies are laughing at you.”

The conversation made a profound impact on me. I knew he was

right. Spending the better part of a career as a special agent with the

U.S. Customs Service, I conducted investigations both in the United

States and overseas. Over the years, I developed sources and exper-

tise in many of the indigenous, ethnic-based, underground financial

systems that are found around the world. I knew firsthand that the

common denominator inmany of these underground financial systems

was trade-based value transfer.

At the time of the conversation, the U.S. government and the

international community had not focused attention or resources on

the misuse of international trade to launder money, transfer value,

avoid taxes, commit commercial fraud, and finance terror. It was

completely under our radar. Our adversaries—criminals, terrorists,

kleptocrats, and fraudsters—were operating in these areas with almost

total impunity. And unfortunately, many years after that conversation

and the tremendous expenditure of resources to counter illicit finance,

trade-based money laundering and value transfer are still not recog-

nized as significant dangers. Perhaps as the Pakistani businessman

implied, it is because the subterfuges are “hiding in plain sight.”

After I “retired” from a 26-year career in the U.S. intelligence and

law enforcement communities, I tried to draw attention to the inter-

twined threats of what the U.S. military calls asymmetric warfare, threat

xiii
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finance, international money laundering, and trade-based value trans-

fer. I wrote two nonfiction books: Hide & Seek: Intelligence, Law Enforce-

ment and the Stalled War on Terror Finance (Washington, D.C.: Potomac

Books, 2006) andOn the Trail of Terror Finance:What LawEnforcement and

Intelligence Officers Need to Know (Washington, D.C.: Red Cell IG, 2010).

I continued my efforts by writing articles, consulting, and speaking

before various industry and government groups. Realizing that some

are not enthusiastic about whitepapers and PowerPoint presentations,

I wrote Demons of Gadara (CreateSpace, 2013)—the first novel that

revolves around the themes of threat finance and trade-based value

transfer. I tried to teach by telling a story.

This book is a continuation. It is designed as a straightforward,

accessible, and user-friendly resource that is primarily directed toward

anti–money-laundering/counterterrorist finance (AML/CFT) profes-

sionals such as compliance officers in financial institutions andmoney-

service businesses. I hope to provide insight into opaque financial

systems and trade scams that often impact their work. I believe

concerned investigators, analysts, and policymakers in government

will also find the book valuable.

Value transfer and underground finance are increasingly popular in

academia. I have been particularly pleased to hear from students who

share my belief in the importance of this topic and find this new field of

study fascinating. This book is not written by an academic but, rather,

by someone who has worked and supported value-transfer investiga-

tions in various international locations. I will try to convey—in a plain

speaking and practical style—some lessons learned by personal expe-

rience and observations.

I would like to emphasize that this book is not a general AML/CFT

primer. I am making the assumption that the reader has working

knowledge of money laundering, terror finance, and many of our

countermeasures. Instead, this book will focus on trade-based money

laundering and value transfer—a specific methodology plus a few

representative subsets and variations. Moreover, this book will not go

into detail on trade finance. For those readers who feel they need a

brief introduction to money laundering and terror finance to better

understand some of the challenges and countermeasures surfaced in

this book, see Appendix A.
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HOW THIS BOOK IS ORGANIZED

Trade-based money laundering and value transfer are very broad top-

ics. Chapter 1 introduces the magnitude of the problem, gives a general

definition, and makes clear that the international trading system is

abused by money launderers, terrorists, tax cheats, and many who

engage in a variety of financial crimes. Chapter 2 provides an overview

of basic trade-based laundering techniques that are referenced in suc-

ceeding chapters. Case examples and illustrative diagrams are used fre-

quently throughout the book. The trade-based schemes are not United

States centric, but rather come from around the world.

Chapters 3, 4, and 5 discuss prominent underground financial

systems such as the black market peso exchange, hawala, and

fei-chien. Historically and culturally, all of these systems—and others

like them—are based on the misuse of international trade. Chapter

6 discusses why and how the international gold trade is prominently

used to launder staggering amounts of illicit proceeds. Chapter 7

briefly describes commercial trade-based money laundering, such as

diversion, misinvoicing, and transfer pricing. Since trade-based money

laundering is so broad, Chapter 8 covers miscellaneous topics that

do not neatly fit elsewhere, such as barter trade, the misuse of free

trade zones, and others. Chapter 9 discusses how trade is monitored

for enforcement purposes and includes insight on innovative counter-

measures. Chapter 10 discusses red-flag indicators that can be used

by both industry and government to help spot forms of trade-based

money laundering and value transfer.

Finally, the conclusion contains recommendations for increasing

trade transparency, awareness, and enforcement. And although I try

as much as I can to stay away from jargon, acronyms, and technical

terms, in order to simplify things for the reader there is a glossary of

frequently used terms. In addition, where applicable, chapters contain

both abstracts and “cheat sheets” of important points covered.

SOURCING

The sourcing for this book is a mix of personal observation and experi-

ence and information in the public domain. Some sections draw from
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my previous books and articles, updated and adapted as necessary. In

certain sections, I borrowed heavily from On the Trail of Terror Finance:

What Law Enforcement and Intelligence Officers Need to Know. The book

was co-authored by Mr. Avi Jorisch. Both the Financial Action Task

Force (FATF) and the Asia Pacific Group (APG) have produced valu-

able studies on trade-based money laundering. Web materials such as

statistics, investigations, and guidelines are available but change fre-

quently. Recent case examples are used as well as others that are dated.

The reason I included some older cases is because they are in the public

domain and still representative of current threats.

I have found that both government and academic reporting on

money laundering and related topics are often prone to circular report-

ing, wherein analysis is used and reused often enough to make identi-

fying the original source difficult. I assure the readers that to the best

of my ability, I have practiced due diligence in my sourcing, and that

this book represents my good-faith effort to make the subject matter

as interesting, accurate, well-sourced, and current as possible.
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The Financial Action Task Force (FATF) has declared that there are

three broad categories for the purpose of hiding illicit funds and

introducing them into the formal economy. The first is via the use

of financial institutions; the second is to physically smuggle bulk cash

from one country or jurisdiction to another; and the third is the transfer

of goods via trade.1 The United States and the international commu-

nity have devoted attention, countermeasures, and resources to the

first two categories. Money laundering via trade has, for the most part,

been ignored.

The United States’ current anti–money laundering efforts began in

1971, when President Nixon declared the “war on drugs.” About the

same time, Congress started passing a series of laws, rules, and enabling

regulations collectively known as the Bank Secrecy Act (BSA).

The BSA is a misnomer. The goal is financial transparency by mandat-

ing financial intelligence or a paper trail to help criminal investigators

“follow the money.” Today, primarily as a result of the BSA, approx-

imately 17 million pieces of financial intelligence are filed with the

U.S. Treasury Department’s Financial Crimes Enforcement Network

(FinCEN) every year. The financial intelligence is warehoused, ana-

lyzed, and disseminated to law enforcement agencies at the federal,

state, local, and increasingly the international levels.

The worldwide community slowly followed the U.S. lead. In 1989,

the G-7 created the FATF. The international anti–money laundering

policy-making body championed 40 recommendations for countries

and jurisdictions around the world aimed at the establishment of

anti–money laundering (AML), and after September 11, counterter-

rorist financing (CFT) countermeasures. These included the passage of

AML/CFT laws, the creation of financial intelligence, know your customer

(KYC) compliance programs for financial institutions and money ser-

vices businesses, the creation of financial intelligence units (FIUs),

procedures to combat bulk cash smuggling, and other safeguards.

The FATF’s initial recommendations were purposefully imprecise

in order to accommodate different legal systems and institutional

environments. In its infancy, the FATF was also Western centric, focus-

ing on money laundering primarily through the prism of the West’s

“war on drugs,” where large amounts of dirty money were found

sloshing around Western-style financial institutions. The FATF and
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its members almost completely ignored other forms of non-Western

money laundering. Unfortunately, the FATF’s early myopia had

serious repercussions. Terrorist groups and criminal organizations

continue to take advantage of what Osama bin Laden once called

“cracks” in the Western financial system.2

As FATF evolved and the international community responded to

growing financial threats, including the finance of terror, its nonbind-

ing recommendations became increasingly precise. Its recommenda-

tions and interpretive notes have undergone periodic updates. In 1996,

2003, and 2012, its standards were significantly revised. The FATF’s

membership expanded, and today FATF-style regional bodies are found

around the world.

Yet outside of FATF’s 2006 trade-based money laundering “typolo-

gy” report and similar studies conducted by FATF-style regional bodies

(a study of particular note was conducted by the Asia Pacific Group in

2012), trade-based money laundering and value transfer have, for the

most part, been ignored by the international community. This despite

the FATF’s above declaration that trade is one of the three principal

categories of laundering money found around the world. For a vari-

ety of reasons, it has not been possible to achieve consensus on the

extent of the problem and what should be done to confront it. And

there continues to be an ongoing debate about whether financial insti-

tutions have the means and should assume the responsibility to help

monitor international trade and trade finance as it relates to money

laundering.

In 2014, The Economist called trade “the weakest link” in the fight

against dirty money.3 I agree with the assessment but believe it will

change. Governments around the world—simultaneously pressed

for new revenue streams and threatened by organized crime’s use of

money laundering, corruption, massive trade fraud, transfer pricing,

and the associated threat of terror finance—are slowly moving to rec-

ognize the threat posed by trade-basedmoney laundering and value trans-

fer. (Note: TBML will be used in this book as the accepted acronym.)

So what is TBML? The FATF defines the term as the “process of disguising
the proceeds of crime and moving value through the use of trade
transactions in an attempt to legitimize their illicit origins.”
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The key word in the above definition is value.4 To understand

TBML, we must put aside our linear Western thought process. Illicit

money is not always represented by cash, checks, or electronic data

in a wire transfer, or new payment methods such as stored-value

cards, cell phones, or cyber-currency. The value represented by trade

goods—and the accompanying documentation both genuine and

fictitious—can also represent the transfer of illicit funds and value.

This book will provide many examples of the how and why.

THE MAGNITUDE OF THE PROBLEM

To estimate the amount of TBML in the United States and around the

world, we must first examine the magnitude of international money

laundering in general. Those estimates are all over the map. In fact, the

FATF has stated, “Due to the illegal nature of the transactions, precise

statistics are not available, and it is therefore impossible to produce a

definitive estimate of the amount of money that is globally laundered

every year.”5

However, the International Monetary Fund has estimated that

money laundering comprises approximately 2 to 5 percent of the

world’s gross domestic product (GDP)6 or approximately $3 trillion

to $5 trillion per year. In very rough numbers, that is about the size

of the U.S. federal budget! The United Nations Office on Drugs and

Crime (UNODC) conducted a study to determine the magnitude of

illicit funds and estimates that in 2009, criminal proceeds amounted

to 3.6 percent of global GDP, or approximately $1.6 trillion being

laundered.7 So how much of that involves TBML? The issue has never

been systematically examined. However, I will use a few metrics to

put things in context.

What is the magnitude of money laundering in general and TBML in
particular? The short answer is that nobody knows with precision, but both
are enormous!

According to the U.S. Department of State’s 2009 International

Narcotics Control Strategy Report (INCSR), it is estimated that the



T H E N E X T F R O N T I E R 5

annual dollar amount laundered through trade ranges into the

hundreds of billions.8 In fact, the State Department has concluded

that TBML has reached “staggering” proportions in recent years.9

Global Financial Integrity (GFI), a Washington, D.C.–based non-

profit, has done considerable work in examining trade-misinvoicing. It

is a method for moving money illicitly across borders, which involves

deliberately misreporting the value of a commercial transaction on an

invoice and other documents submitted to customs (see Chapter 7).

A form of trade-based money laundering, trade-misinvoicing is the

largest component of illicit financial outflows measured by GFI. After

examining trade data covering developing countries, GFI concluded

that a record $991.2 billion was siphoned from those countries in 2012

via trade misinvoicing!10 In its 2014 study, GFI finds that the devel-

oping world lost $6.6 trillion in illicit financial flows from 2003 to

2012, with illicit outflows alarmingly increasing at an average rate of

more than approximately 9.4 percent per year.11 See the illustration in

Figure 1.1 for the 2002–2012 trade-misinvoicing outflows. Of course,

much of this hemorrhage of capital originates from crime, corruption,

fraud, and tax evasion.

In the United States, the UNODC estimated proceeds from all forms

of financial crime, excluding tax evasion, was $300 billion in 2010, or

about 2 percent of the U.S. economy.13 This number is comparable to

U.S. estimates.14

2003

200,000

400,000

$257,488

$347,058

$600,000

$412,422

$594,130

$729,881

$786,685

$594,302

$514,496
$495,459

2004 2005 2006 2007 2008 2009 2010 2011 2012

$369,186

Figure 1.1 Trade-misinvoicing outflows from developing countries 2003–201212

(in millions of dollars, nominal)

Source: Global Financial Integrity, http://www.gfintegrity.org/issue/trade-misinvoicing/

(2015).

http://www.gfintegrity.org/issue/trade-misinvoicing/
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There are no reliable official estimates on the magnitude of TBML

as a whole. Since the issue affects national security, law enforcement,

and the collection of national revenue, it is remarkable that the U.S.

government has never adequately examined TBML.

Dr. John Zdanowicz, an academic and early pioneer in the field

of TBML, examined 2013 U.S. trade data obtained from the U.S.

Census Bureau. Using methodologies explained further in Chapters 2

and 9, by examining undervalued exports ($124,116,420,714) and

overvalued imports ($94,796,135,280), Dr. Zdanowicz found that

$218,912,555,994 was moved out of the United States in the form of

value transfer! That figure represents 5.69 percent of U.S. trade. Exam-

ining overvalued exports ($68,332,594,940) and undervalued imports

($272,753,571,621), Dr. Zdanowicz calculates that $341,086,166,561

was moved into the United States! That figure represents 8.87 percent

of U.S. trade in 2013.15

A further complicating factor in estimating the magnitude of

TBML involves the factoring of predicate offenses or “specified unlaw-

ful activities” involved. Predicate offenses are crimes that underlie

money laundering or terrorist finance activity. Years ago, drug-related

offenses were considered as the primary predicate offenses for money

laundering. Over time, the concept of money laundering has become

much more inclusive. Today, the United States recognizes hundreds of

predicate offenses to charge money laundering, including fraud, smug-

gling, and human trafficking. The international standard is “all serious

crimes.” This is an increasingly important consideration, because in

many international jurisdictions, tax evasion is also a predicate offense

to charge money laundering. This viewpoint is gaining traction around

the world.

Returning to the estimates of the overall magnitude of global

money laundering, experts believe approximately half of the tril-

lions of dollars laundered every year represent traditional predicate

offenses, such as narcotics trafficking. The other half comes from

tax-evading components.16 In 2012, the FATF revised its recommen-

dations to require that tax crimes and smuggling (which includes

non-payment of customs duties) be included as predicate offenses for

money laundering. The Internal Revenue Service believes, “Money

laundering is in effect tax evasion in progress.”17 In the United States,
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customs violations including trade fraud is the most important predi-

cate offense involved with TBML.18 Other primary predicate offenses

worldwide for TBML include tax evasion, commercial fraud, intellec-

tual property rights violations, narcotics trafficking, human trafficking,

terrorist financing, embezzlement, corruption, and organized crime

(racketeering).19

Themisuse of trade is also involved with capital flight, or the trans-

fer of wealth offshore, which can be very harmful to countries with

weak economies. Although many governments have passed laws gov-

erning howmuch currency can be removed from their jurisdiction and

what types of overseas investments their citizens canmake, individuals

and businesses have sometimes been able to circumvent these controls

by sending value in the form of trade goods and payment offshore. This

was a common tactic during the apartheid era of South Africa and is

being done today by wealthy Venezuelans, Pakistanis, Russians, Irani-

ans, Chinese (see Chapter 5), and many others. For example, much

private wealth in Iran is also transferred out of the country via hawala.

Dubai is a favored destination. As we will see later in this book, in

the regional hawala networks, trade is the favored network to provide

countervaluation between brokers. Wealth is also being siphoned via

various forms of commercial trade–based money laundering, such as

misinvoicing and transfer pricing. And, of course, trade-based value

transfer is often an integral component in various forms of corruption,

such as concealing illegal commissions.

Including all its varied forms, the argument can be made that TBML and
value transfer is perhaps the largest and most pervasive money-laundering
methodology in the world! And in comparison to the volume of
international trade, successful enforcement efforts are practically nil.

Another way of looking at TBML from the macro level is to exam-

ine global merchandise trade, which is only the trade in goods, not

services or capital transfers or foreign investments. We will discuss it

in more detail in the next chapter. Global merchandise trade is in the

multiple of tens of trillions of dollars every year. For illustrative pur-

poses, if only 5 percent of global merchandise trade is questionable or
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somehow related to themultiple forms of TBML discussed in this book,

we are talking about well over one trillion dollars a year in tainted

money and value!

So if we factor tax evasion, including customs fraud, into the TBML

equation, as well as capital flight, forms of informal value transfer sys-

tems as described in Chapters 3, 4, and 5, and commercial TBML such

as trade misinvoicing as described in Chapter 7, the magnitude is enor-

mous. It could very well be the largest money launderingmethodology

in the world! And, unfortunately, it is also the least understood and

recognized.

HOW ARE WE DOING?

Once again, it is necessary to first look at our success/failure rate versus

global money laundering as a whole. Reliable statistics are hard to find

and sometimes dated. Yet the data that do exist present a bleak picture.

It important to remember that in anti–money laundering efforts, the

bottom-line measurables (a term used frequently within the U.S. gov-

ernment) are not the number of suspicious transaction reports filed

(SARs) or the politically popular but vague term of disruption. Rather,

the metrics that matter are the number of arrests, convictions, and

illicit money identified, seized, and forfeited. Despite periodic positive

public pronouncements from the Department of Treasury and various

administrations, here are a few sobering numbers:

◾ According to the United Nations Office of Drug Control

(UNODC), less than 1 percent of global illicit financial flows

are currently being seized and frozen.20

◾ Per data collected by the Office of the U.S. National Drug

Control Policy, Americans spend approximately $65 billion

per year on illegal drugs. According to the Drug Enforcement

Administration (DEA), only about $1 billion is seized.21

◾ According to Raymond Baker, a longtime authority on finan-

cial crimes, using statistics provided by U.S. Treasury Depart-

ment officials concerning the amount of dirty money coming

into the United States and the portion caught by anti–money

laundering enforcement efforts, the numbers show enforce-

ment is successful 0.1 percent of the time and fails 99.9 percent
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of the time. “In other words, total failure is just a decimal

point away.”22

◾ Information suggests that in the United States, money laun-

derers face a less than 5 percent risk of conviction.23 And

according to the U.S. State Department,24 buttressed by my

personal observations, the situation in most areas of the world

is even worse.

The bottom line is that for a money launderer to be caught, convicted, and
to have his or her assets identified, seized, and forfeited, the money
launderer has to be very stupid or very unlucky.

Trying to narrow the numbers down to cover TBML is even more

difficult. Statistics on the detection of TBML are very limited, and most

international jurisdictions do not distinguish TBML from other forms

of money laundering. Moreover, in most countries, trade data are col-

lected by customs. Their mandate is primarily the collection of revenue

via the collection of taxes, fines, and penalties. Thus, many customs

services do not have the legal directive to take enforcement action,

nor the training or competence to combat TBML.25

So considering that experts believe TBML is one of the three largest

money laundering categories, it is found around the world, and simul-

taneously, it is one of the most opaque, least-known and understood,

and most underenforced money laundering techniques, we are not

doing very well at all.

Moreover, according to the U.S. Department of Treasury, TBML

has a “more destructive impact on legitimate commerce than other

money laundering schemes.”26 Trade fraud puts legitimate businesses

at a competitive disadvantage, creating a barrier to entrepreneurship,

and crowding out legitimate economic activity. TBML often robs

governments of tax revenue due to the sale of underpriced goods,

and reduced duties collected on undervalued imports and fraudulent

cargo manifests.27 Commercial TBML causes massive societal losses—

particularly in the developing world.

Simply put, TBML is the “next frontier” in international money

laundering enforcement.
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In traditional money laundering involving the transfers of money,

criminals seek to wash, launder, or legitimize illicit funds. Generally,

they use a variety of techniques to first place dirty money in finan-

cial institutions in ways that do not trigger the financial transparency

reporting requirements briefly described in Chapter 1. They next

layer the money by frequently moving it between accounts or wiring

it from bank to bank, often through multiple jurisdictions. Finally,

criminal organizations integrate the laundered money back into the

economy by purchasing real estate, businesses, investing in the stock

market, and so on. The above three stages of money laundering are

designed to make it difficult for investigators to follow the money

trail. (See Appendix A for an overview of the three stages of money

laundering.)

In TBML, criminals likewise seek to legitimize funds. They do so

by genuinely or fraudulently buying and selling trade goods using a

variety of techniques that very effectively transfer value in ways that

sometimes bypass financial intelligence reporting requirements. Trade

is also used in placement, layering, and integration.

In 2010, total globalmerchandise trade was approximately $31 tril-

lion.1 The enormous size of global commerce increases the probability

of TBML. Just like in traditionalmoney launderingwhen criminalsmix

or comingle illicit money with licit money via financial institutions, the

same holds true in international trade. The large volume of interna-

tional commerce masks the occasional suspect transfer. It is the sheer

magnitude and noise of global trade that presents the primary chal-

lenge to law enforcement and customs services around the world in

their attempts to detect and counter TBML.

In addition to themassive trade volume and themixing of the occa-

sional illicit transaction with the overwhelming percentage of legiti-

mate trade, there are other factors that combine tomake it very difficult

for authorities to monitor suspicious trade transactions:

◾ There are innumerable, complex types of trade finance deals

found in the business world.

◾ Tax avoidance and capital flight generally involve the transfer

of legitimate funds across borders, making it very difficult to

distinguish intent.
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◾ Underground financial systems that rely heavily on trade are,

by their very nature, nontransparent.

◾ At all levels of industry and government, there is limited under-

standing and resources to detect suspicious trade transactions.

◾ Criminals, fraudsters, and tax cheats use a variety of techniques

and schemes in the misuse of trade.

◾ Corruption is the great facilitator in many forms of TBML.

TBML is generally considered a complex money-laundering method-

ology. Its components cut across sectorial boundaries and national

borders. To distinguish TBML and value transfer from the legitimate

activities of international trade is sometimes quite difficult. And TBML

is often combined with other common money-laundering techniques,

such as the layering of financial transactions, the use of offshore

shell companies, the use of bulk cash, and various underground

financial systems.

HOW DOES TBML WORK?

TBML generally begins with the invoice!

In its primary form, TBML revolves around invoice fraud and asso-

ciatedmanipulation of supporting documents.When a buyer and seller

work together, the price of goods (or services) can be whatever the par-

ties want it to be. There is no invoice police! As Raymond Baker—one

of the world’s foremost experts in financial crimes—succinctly notes,

“Anything that can be priced can be mispriced. False pricing is done

every day, in every country, on a large percentage of import and export

transactions. This is the most commonly used technique for generating

and transferring dirty money.”2

The primary techniques used for invoice fraud and manipulation

are:3

◾ Over- and underinvoicing and shipments of goods and services

◾ Multiple invoicing of goods and services

◾ Falsely described goods and services
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Other common techniques related to the above include:

◾ Short shipping: This occurs when the exporter ships fewer goods

than the invoiced quantity of goods, thus misrepresenting the

true value of the goods in the documentation. The effect of this

technique is similar to overinvoicing.

◾ Overshipping: The exporter ships more goods than what is

invoiced, thus misrepresenting the true value of the goods in

the documentation. The effect is similar to underinvoicing.

◾ Phantom shipping:No goods are actually shipped. The fraudulent

documentation generated is used to justify payment abroad.

INVOICE FRAUD

Money laundering and value transfer through the over- and under-

invoicing of goods and services is a common practice around theworld.

The key element of this technique is the misrepresentation of trade

goods to transfer value between the importer and exporter or settle

debts/balance accounts between the trading parties. The shipment (real

or fictitious) of goods and the accompanying documentation provide

cover for the transfer of money.

First, by underinvoicing goods below their fair market price,

an exporter is able to transfer value to an importer while avoiding

the scrutiny associated with more direct forms of money transfer.

The value the importer receiveswhen selling (directly or indirectly) the

goods on the open market is considerably greater than the amount he

or she paid the exporter.

For example, Company A located in the United States ships

one million widgets worth $2 each to Company B based in Mexico.

On the invoice, however, Company A lists the widgets at a price of

only $1 each, and the Mexican importer pays the U.S. exporter only

$1 million for them. Thus, extra value has been transferred to Mexico,

where the importer can sell (directly or indirectly) the widgets on the

open market for a total of $2 million. The Mexican company then

has several options: it can keep the profits; transfer some of them to a

bank account outside the country where the proceeds can be further

laundered via layering and integration; share the proceeds with the
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U.S. exporter (depending on the nature of their relationship); or even

transfer them to a criminal organization that may be the power behind

the business transactions.

To transfer value in the opposite direction, an exporter can overin-

voice goods above their fair market price. In this manner, the exporter

receives value from the importer because the latter’s payment is higher

than the goods’ actual value on the open market.

INVOICE MANIPULATION MADE SIMPLE!

To move money out:

◾ Import goods at overvalued prices or export goods at undervalued prices.

To move money in:

◾ Import goods at undervalued prices or export goods at overvalued prices.

For example, Figure 2.1 shows the fluctuating value associated

with thousands of refrigerators exported from Country A to Country

B via a series of shipments. The darker shade represents the declared

value of the refrigerators upon export from Country A, and the light
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Figure 2.1 Comparative imports and exports of refrigerators4

Copyright © 2012. SAS Institute Inc. All rights reserved. Reproduced with permission of
SAS Institute Inc., Cary, NC, USA. From http://www.sas.com/news/sascom/terrorist-

financing.html.
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shade represents their declared value upon arrival in Country B. The

horizontal line represents the time period over which these shipments

occurred. The vertical line represents the value expressed in dollars.

In this case, the refrigerators were overinvoiced. The export data

came from the “shippers export declaration” (SED) that accompanies

the shipments. The import data came from the importing country’s

customs service. Obviously, the declared export price should match

the declared import price. (There are some recognized but compara-

tively small pricing variables. In addition, the quantity and quality of

refrigerators should also match—which occurred in this case.) The dif-

ference in price between the dark and light shades represents the

transfer of value from the importer to the exporter. In this case, the

transfer actually represented the proceeds of narcotics trafficking.

The reader can see at the end of the chart the shaded colors start

to converge. The colors or values between imports and exports begin

to match because data were compared, anomalies noted, and joint

enforcement action taken by the two countries involved. Trade trans-

parency was achieved. The comparative stability at the end of the chart

reflects true market conditions.

Table 2.1 lists genuine examples of abnormal prices of trade goods

entering and departing the United States. The information is from a

study conducted by Dr. John Zdanowicz analyzing U.S. trade data.

For example, plastic buckets from the Czech Republic are imported

with the declared price of $972 per bucket! Toilet tissue from China is

imported at the price of over $4,000 per kilogram. The second column

lists lowU.S. export prices; for example, bulldozers are being shipped to

Colombia at $1.74 each! As we will see, there are various reasons why

the prices could be abnormal. For example, there could simply be a data

“input” or “classification” error. However, recalling the above expla-

nation of over- and underinvoicing, the abnormal prices could also

represent attempts to transfer value in or out of the United States in the

form of trade goods. At the very least, the prices should be considered

suspicious. Only analysis and investigation will reveal the true reasons

for such large discrepancies between market price and declared price.

I once investigated an international criminal network involved

in the transshipment of garments and textiles into the commerce of

the United States in violation of quota laws. The conspiracy involved
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Table 2.1 Examples of Abnormal U.S. Trade Prices5

High U.S. Import Prices Low U.S. Export Prices

Plastic buckets from Czech. Rep.
$972/unit

Live cattle to Mexico
$20.65/unit

Briefs and panties from Hungary
$739/dozen

Radial truck tires to the United Kingdom
$11.74/unit

Cotton dishtowels from Pakistan
$153/unit

Toilet bowls to Hong Kong
$1.75/unit

Ceramic tiles from Italy
$4,480 sq. meter

Bulldozers to Colombia
$1.74/unit

Razors from the United Kingdom
$113/unit

Missile launchers to Israel
$52.03/unit

Iron bolts from France
$3,067/kg

Prefab buildings to Trinidad
$1.20/unit

Toilet tissue from China
$4,121/kg

Forklift trucks to Jamaica
$384.14/unit

an international network of brokers and manufacturers. They were

involved in trading tens of millions of dollars’ worth of garments. The

garments were manufactured in China and India but the country-

of-origin labels on the garments and accompanying documentation

made it appear that they actually originated in countries located in

the Middle East and East Africa. Working with an industry source,

I obtained information on this transnational fraud scheme including

the recovery of a document, which was the proverbial “smoking gun.”

The document was sent from the primary suspect, a Dubai-based

trade broker, to a garment manufacturer in the Middle East, his

co-conspirator in the transshipment scheme. The document advertised

the conspirators’ trade-based laundering services, including “reexport

charges,” “relabeling charges,” and fees for “unstuffing and reloading

containers.” The freight forwarder also listed charges for creating bills

of lading, customs duties, port fees, and document-handling fees.

A notation on the document also stated, “Suggest you send us some

blank invoices on company letterhead.” With fraudulent invoices and

supporting documentation, conspirators on opposite sides of the world

commit customs fraud at a minimum. They can also transfer value in

the form of trade goods. Unfortunately, there is little risk of detection.
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A TALE OF TWO INVOICES

According to Bheki Khumalo, a money-laundering officer of the Financial Intelligence
Unit of the Central Bank of Swaziland, “…most of the invoices that are presented to
customs officials do not reflect the true value of the goods presented. How many times
have we seen people buying goods in South Africa and asking for two invoices? One is
for their accounts and the second one for the tax man.”6

Another technique used to transfer money under the guise of trade

is to issue multiple invoices for the same international trade transac-

tion. This is done to justify multiple payments for the same shipment

of goods. Although fictitious pricing can be involved, unlike the over-

and underinvoicing, there is no need for the importer or the exporter to

misrepresent the price of the good on the commercial invoice. And to

add further complexity to the scheme, sometimes the fraudsters use

different financial institutions to make payments.

For example, as part of the analysis into the laundering of a mas-

sive amount of proceeds from narcotics sales in the United States as

part of Operation Polar Cap (see below), I investigated gold dealers in

Europe and theMiddle East. They issuedmultiple invoices for the same

shipment of gold. The invoices facilitated the international payment of

laundered drug money from accounts in the United States.

OPERATION POLAR CAP

Although Operation Polar Cap came to fruition in 1989, it remains one of the largest
international money-laundering investigations in history. Many schemes were used in
this complex case, including forms of TBML. Some of the techniques still are in use
today. The drug money belonged to the Medellin cartel. Called “La Mina” the laundering
scheme processed nearly $1.2 billion in drug money. Operation Polar Cap—conducted
jointly by the DEA, FBI, IRS, Customs, and state and local law enforcement—led to the
first conviction of a foreign financial institution, Banco de Occidente/Panama, for
violating U.S. money-laundering laws. More than 100 arrests were made, and some $105
million in assets were seized, including currency, bank accounts, real estate, jewelry,
gold, and vehicles.
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La Mina involved the buying and selling of gold, both real and fictitious. The multiagency
investigation uncovered multiple laundering schemes. The earliest phase of the criminal
operation involved the delivery of bulk drug money to collaborating gold dealers in Los
Angeles, Houston, and New York. Elsewhere, gold-plated lead bars, misinvoiced and
declared as solid gold, were shipped from Uruguay to manufacturers in the United States,
giving the appearance of a legitimate gold import business (even though Uruguay did not
mine or manufacture gold). Meanwhile, the drug money was packed in boxes that were
declared as gold and shipped to a cartel-controlled jewelry retailer in Los Angeles. The
cash was then deposited into banks as the proceeds of legitimate jewelry sales. The
“placed ” funds were then layered via wire transfer to cartel-controlled bank accounts in
New York. The laundering continued as the funds were then transferred through Panama
and other overseas accounts, including many in Europe.7

Suspect actors involved in TBML and other types of financial fraud

may keep false sets of books. I once conducted a joint investigation in

Italy with the Italian Guardia di Finanza (GdF), or fiscal police. The

suspect was engaged in TBML via the fraudulent invoicing of ship-

ments of gold jewelry from Italy to the United States. The investigation

was a spinoff of Operation Polar Cap. The analysis of business records

included GdF search warrants served at the subject’s business and

residence. At the business, they found a set of fictitious business

records, including fraudulent invoices. This was the set of books the

suspect kept to show the authorities. In the simultaneous search of

the suspect’s residence, they found the true set of books.

Follow the money and value trail. But be aware of document fraud and
multiple sets of books!

On another occasion, I was in the Middle East conducting a fraud

investigation. Once again, fictitious invoicing was involved. During the

course of the investigation, copies of the invoices and the support-

ing shipping documents were obtained. When the investigation was

complete, I interviewed the subject in the presence of the local author-

ities. If the document said one thing, the suspect said another. Finally,

when I proved to the suspect that the documents he originated and
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that we had in front of us were fraudulent, instead of staying quiet

or admitting guilt, he offered to get another set of documents within a

few hours. They would magically have the correct numbers, signature,

amount, certifications, and so on! Thus, because TBML is fraudulent

by its very nature, it often involves multiple sets of books and rampant

document fraud.

CASE EXAMPLES: INVOICE FRAUD AND
MANIPULATION

The best way to understand the variety of the techniques involved

with invoice fraud and how it is related to TBML and value transfer

is to examine genuine case examples. The following cases originated

in diverse locations. Some are recent and some dated. However, even

the older cases are exemplary of current schemes. (In my professional

experience, criminal organizations continue to use the same method-

ologies and techniques until there is some sort of successful enforce-

ment action.) In some instances, the identifying information has been

omitted or changed. A few of the examples are rather straightforward

and deal with some of the techniques already described. Some cases

illustrate combinations of money-laundering techniques and are more

complex. Case examples involving underground financial systems and

other forms of TBML will be included in later chapters.

Case Study 1: False Invoicing Polypropylene Pellets

A narcotics trafficking and money laundering network inflated the

value on high-volume shipments of polypropylene pellets exported

from theUnited States toMexico. Polypropylene is used tomake a vari-

ety of plastic articles. Eventually, the operation caught the attention of

bank compliance officers and they discontinued letters of credit used

by the suspected launderers. Law enforcement investigated the net-

work. It is believed the operation was hiding approximately $1 million

every three weeks. One individual involved said, “You generate all of

this paperwork on both sides of the border showing that the product

you’re importing has this much value on it, when in reality you paid

less for it. Now you’ve got paper earnings of amillion dollars. You didn’t
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really earn that, but it gives you a piece of paper to take to [Mexican

authorities] to say: “These million dollars in my bank account—it’s

legitimate. It came from here, see?”8

Case Study 2: Inflated Invoices and Terror Finance

According to Pakistani officials, a madrassa—a fundamental Islamic

religious school—was linked to radical jihadist groups. The madrassa

received large amounts of money from foreign sources. It was engaged

in a side business dealing in animal hides. In order to justify the large

inflow of funds, the madrassa claimed to sell a large number of hides at

grossly inflated prices. This ruse allowed the extremists to “legitimize”

the inflow of funds, which were then passed to terrorists.9

Case Study 3: TBML and Export Incentives

A network of co-conspirators based in Argentina engaged in both

TBML and fraud against the Argentine government. The conspirators

created a company in New Jersey called “Molds, Dies, and Novelties”

that imported goods from an Argentine company the conspirators

controlled called “Casa Piana.” Over a multiyear period, the Argen-

tines exported gold-plated copper medallions worth approximately

$95 million. However, the conspirators prepared fraudulent export

documentation for Argentine customs showing that the value of the

goods was far greater. The medallions were flown from Buenos Aires

to New York’s JFK International Airport and imported into the United

States. In addition to the medallions, Casa Piana also sent fraudulently

described “solid gold” coins that were only coated with gold. They

were overinvoiced. The scam enabled the conspirators to collect export

incentives for the “locally manufactured” goods.

Many countries offer generous tax incentives to domesticmanufac-

turers for selling their goods and services abroad. And criminals some-

times abuse these tax incentives by overreporting their exports. So in

addition to engaging in TBML and value transfer through overinvoic-

ing the coins, the government of Argentina awarded the conspirators

approximately $130 million in export incentives!10
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Case Study 4: Vehicles, TBML, and Terror Finance

From approximately 2007 to 2011, at least $329 million was trans-

ferred by wire from the Lebanese Canadian Bank, the Hassan Ayash

Exchange Company, the Ellissa Exchange Company, and other

Lebanese financial institutions to the United States for the purchase

and shipment of used cars. Allegedly, some of the money involved was

from the proceeds of narcotics trafficking. According to investigators,

the car buyers in the United States typically had little or no property

or assets other than the bank accounts used to receive the overseas

wire transfers. After purchase, the cars were primarily shipped to

Cotonou, Benin, where they were housed and sold from large car

parks. See Figure 2.2.

The money exchanges in this scheme were involved with various

TBML techniques, including the misinvoicing of automobiles and con-

sumer goods from Asia. The primary suspect, based in Asia, owned a

wide network of companies dealing in numerous products. The suspect

based his banking operations in Lebanon. The suspect received funds

in his accounts from a Latin American drug kingpin. Proceeds gener-

ated in local currency from the sale of the imported consumer goods

Lebanon

Bank

USA

West Africa

Proceeds of car sales

Export of
used cars

Wire transfer of drug
money to USA for
purchase of used cars

Bulk cash proceeds from narcotic drug sales

Figure 2.2 Export of used cars from the United States

Source: http://www.fatf-gafi.org/media/fatf/documents/reports/Trade_Based_ML_

APGReport.pdf, p. 57.11

http://www.fatf-gafi.org/media/fatf/documents/reports/Trade_Based_ML_APGReport.pdf
http://www.fatf-gafi.org/media/fatf/documents/reports/Trade_Based_ML_APGReport.pdf
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Lebanon

Bank

Asian Suppliers

CONSUMER GOODS

Wire transfer of funds to U.S.
correspondent bank in Asia

Latin
America

Sales proceeds in local
currency to drug traffickers

NARCOTIC DRUG MONEY

Figure 2.3 Purchase of consumer goods14

Source: http://www.fatf-gafi.org/media/fatf/documents/reports/Trade_Based_ML_
APGReport.pdf, p. 58.

were deposited in individuals’ accounts in the local banks. Per Chapter

3’s explanation of the Black Market Peso Exchange, this allowed for

the repatriation of narcotics proceeds for the Latin American drug pro-

ducers.12 See Figure 2.3. The exchanges also used their foreign money

transmitter businesses to process millions of dollars on behalf of nar-

cotics traffickers and money launderers. They attempted to hide the

source of the funds by comingling and layering the transactions across

a variety of international businesses and financial accounts.13

A significant portion of the cash proceeds from the car sales was

transported to Lebanon by a Hezbollah-controlled system of money

couriers, cash smugglers, hawaladars (see Chapter 4), and currency

brokers. A network of money couriers controlled by Oussama Salhab,

an alleged Hezbollah operative living in Togo, transported tens of

millions of dollars and euros from Benin to Lebanon through Togo

and Ghana. Salhab and his relatives also controlled a transportation

company based in Michigan that was frequently used to ship cars to

West Africa, as well as other entities involved in the scheme. Cash

transported from West Africa was often routed through the Beirut

airport, where Hezbollah security safeguarded its passage to its final

destination.15

http://www.fatf-gafi.org/media/fatf/documents/reports/Trade_Based_ML_APGReport.pdf
http://www.fatf-gafi.org/media/fatf/documents/reports/Trade_Based_ML_APGReport.pdf
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Case Study 5: TBML and Iranian Sanctions

Because of sanctions, much of Iran’s foreign currency has been locked

in overseas escrow accounts. The Iranian regime could only use local

currency to buy local products. Front companies in Turkey were

conduits for Iranian attempts to access the frozen funds. Turkish front

companies issued fraudulent invoices for transactions for goods such

as food and medicine that were permitted to be shipped to Iran under

humanitarian grounds. For example, a Turkish prosecutor’s report

details a 2013 invoice involving a Turkish luxury yacht company

selling nearly 5.2 tons of brown sugar to Iran’s Bank Pasargad, with

delivery to Dubai. Turkey’s state-owned Halkbank facilitated the

transaction. The sugar was invoiced at the price of 1,170 Turkish liras

per kilo or approximately $240 per pound!16

Case Study 6: Teddy Bears Used to Launder Drug Money

Angel Toy Corporation based in Los Angeles received a large amount

of illicit cash generated from a narcotic trafficking organization based

in Colombia. In some cases, couriers affiliated with the drug traffick-

ers dropped off the cash at the toy company’s store in Los Angeles.

In other cases, cash deposits were made directly into the company’s

bank account, sometimes by individuals located as far away as New

York. During the four-year investigation, more than $8 million in cash

deposits were traced into Angel Toy Corporation’s accounts; not a sin-

gle transactionwas over the $10,000 currency transaction report (CTR)

reporting threshold.

Bank accounts of the toy company were used to pay for the import

of toys manufactured in China, including teddy bears. Once the toys

arrived in the United States, they were exported from Angel Toy Cor-

poration to another toy company in Colombia. Pesos generated by the

sales of toys by the Colombian toy company were used to reimburse

the Colombian drug trafficker. Five persons, including two owners

of Angel Toy Company, were convicted and fined.17 See Figure 2.4.

The Angel Toy Company case is representative of value transfer

techniques, including the Colombian black market peso exchange.

(See Chapter 3.)
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Figure 2.4 Toy company involved with TBML18

Source: http://www.fatf-gafi.org/media/fatf/documents/reports/Trade_Based_ML_

APGReport.pdf, p. 63.

Case Study 7: Brazilian Paralelo

An investigation of an unlicensed money services business (MSB) in

Atlanta resulted in the seizure of substantial funds from several bank

accounts. The subsequent investigation revealed that a black market

currency exchanger in Brazil, called a doleiro, was transferring pay-

ments to U.S. bank accounts. The owner of the U.S. accounts would

then facilitate third-party wire transfers to U.S. and Asian exporters

for commercial goods that were shipped to the South American tri-

border area of Brazil, Argentina, and Paraguay. In Brazil, this kind of

TBML scheme is known as the paralelo. It is designed to avoid high

fees and taxes associated with legitimate international wire transac-

tions conducted via the National Bank of Brazil. Criminal organizations

use trade-based value to disguise the illicit origins of criminal pro-

ceeds. Analysis and investigation documented the illegal transfer of

more than $100 million from the triborder area to the United States.19

http://www.fatf-gafi.org/media/fatf/documents/reports/Trade_Based_ML_APGReport.pdf
http://www.fatf-gafi.org/media/fatf/documents/reports/Trade_Based_ML_APGReport.pdf
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Case Study 8: South Korean Uses Invoice Fraud
to Circumvent Iranian Sanctions

According to U.S. State Department reporting, “In 2013, South Korean

prosecutors detained and charged a Korean American with the illegal

transfer of approximately $1 billion in restricted Iranian money frozen

in South Korea pursuant to U.S. and international sanctions. The indi-

vidual is suspected of making fraudulent transfers in 2011 from the Ira-

nian central bank’s won-denominated account at a South Korean bank

by using fictitious invoices for payment. The scale and volume of the

laundering operation demonstrate the vulnerabilities associated with

not fully applying sufficient AML/CFT controls to high-risk customers

and jurisdictions.”20

CHEAT SHEET

◾ In TBML, criminals also try to place, layer, and integrate illicit

funds. They do so by genuinely or fraudulently buying and

selling trade goods using a variety of techniques that very effec-

tively transfer value in ways that sometimes bypass financial

intelligence reporting requirements.

◾ The volume of global merchandise trade (approximately

$31 trillion in 2010) increases the probability of TBML.

◾ The misuse of international trade is also found in tax evasion,

transfer pricing, capital flight, customs fraud, commercial fraud,

underground financial systems, and various criminal schemes.

◾ Invoice fraud is the most frequently used form of TBML.

◾ The key element of TBML is the misrepresentation of a trade

good in order to transfer additional value or settle debts

between an importer and an exporter.

◾ The three most common techniques involved with invoice

fraud are over- and underinvoicing, multiple invoicing, and

falsely described goods.

◾ The amount shown on an invoice can be whatever the buyer

and seller agree upon. “Whatever can be priced can be mis-

priced.”
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◾ Payment for the goods provides cover for themovement of illicit

money.

◾ Illicit actors may create false sets of books and accounting

records to match their fraudulent invoices.

◾ Other documentation used in trade, such as fraudulent bills of

lading, are also used to support TBML schemes.

QUESTIONS TO ASK IF A SHIPMENT OF GOODS
LOOKS SUSPICIOUS

Questions and observations will vary greatly, depending on the posi-

tion of the questioner, that is, whether the interviewer works in a

financial institution and is involved in trade finance, or perhaps has

a position in customs, law enforcement, and so on. A comprehensive

list of red-flag indicators is included in Chapter 10.

◾ What are the items being shipped?

◾ Where are they manufactured or produced?

◾ What is the ultimate destination?

◾ Is the routing logical?

◾ Is the origin and destination logical or suspect?

◾ Who is the buyer and who is the seller?

◾ Who benefits most from the transaction as it appears on paper?

(Investigators should direct most of their attention at this

party.)

◾ If one of the parties is obviously losing money on the trans-

action, investigators should question how they are still in

business.

◾ Who is the shipper, broker, and/or freight forwarder? What is

the relationship to the buyer/seller?

◾ Is this a regularly scheduled shipment of goods?

◾ Does the content of the shipment match the business of the

parties involved with the transaction?

◾ Are there accompanying documents available? If so, what kind?

If possible, request copies of all documents.
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◾ Does the content and cost of the shipment match the descrip-

tion in the accompanying documents?

◾ Is the price of the goods in question standard market value?

(There will be many variables involved in determining price.)

◾ Are the size, weight, and packaging consistent with the

contents?

◾ What kind of payment is involved (e.g., cash, letter of credit,

direct wire transfer, barter, etc.)?

◾ What financial institutions are involved?

◾ Is there an extraordinary business relationship between the par-

ties involved (buyer, seller, freight forwarder, brokers, etc.)?

Are they part of an identifiable group, network, or family?

◾ Are the parties involved reputable? Have they been engaged in

previous verifiable business?

◾ If applicable, is there any law enforcement, financial intelli-

gence, internal, or publicly available derogatory information on

any of the parties involved?
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C
olombia’s Black Market Peso Exchange (BMPE) is an example of

a regional black market financial system based on the misuse of

international trade. Its original purpose was to obtain restricted

hard currency (U.S. dollars) so Colombian businessmen could import

goods (primarily from the United States) for resale and offer them at

very competitive prices. Over the years, there were disastrous conse-

quences. Inside Colombia, the BMPE harmed Colombian businesses

that played by the rules. The BMPE facilitated trading inefficiencies and

inequalities; it also circumvented needed revenue streams for the gov-

ernment. Andwith the expansion of the Colombian-based drug cartels,

the BMPE became a key technique to launder staggering amounts of

drug money. Today, the BMPE is one of the largest money laundering

methodologies in the United States. And BMPE-like systems are found

in various areas around the world.

The BMPE is an example of what is sometimes called an informal

value transfer system. Other labels include informal banking, underground

banking, parallel banking, and some are known as alternative remittance

systems. Occasionally, these regional underground financial schemes

are simply lumped together and erroneously labeled hawala. (hawala

is explained in Chapter 4.)

E XAMPL ES OF INT ERNAT I ONAL IN FORMAL
VALUE TRANSF ER SYST EMS
Note: Names vary based on geographic locations and ethnic groups involved.

◾ Hawala—India, Afghanistan, East and Southern Africa, Middle East,
Americas

◾ Hundi—Pakistan and Bangladesh

◾ Fei-chien—China

◾ Hui kuan—China

◾ Phoei kuan—Thailand

◾ Hui—Used by Vietnamese nationals in Australia

◾ Gift services—Parts of Africa

◾ Padala—Philippines

◾ Black market currency exchanges—South America, Nigeria, Iran

◾ Afghan transit trade—Afghanistan, Pakistan
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The above financial systems—and others like them—are regional

and ethnic based. I want to emphasize that I am not using “ethnic” in

a pejorative sense. On the contrary, the systems are highly developed,

sophisticated, and generally very efficient. Many have existed for hun-

dreds of years—long before the advent of modern “Western” banking.

Today they are often used by various immigrant groups as a low-cost,

indigenous alternative to modern banking.

Many of the underground financial systems such as the BMPE,

fei-chien, and hawala operate in a manner where the goods move

and the money remains in place. Moreover, the importance of these

systems as they relate to this book is that they all have a common

denominator (i.e., historically and culturally they all use trade as a

method of transferring value or balancing the books between brokers).

This process of countervaluation will be described in Chapter 4.

Although the BMPE is not generally considered an alternative

remittance system used by immigrants (such as hawala), it is based

on the misuse of trade goods. Similar systems are found elsewhere, so

familiarization with the scheme is essential to understanding TBML.

BMPE AND BELL HELICOPTER

An individual approached Bell Helicopter and inquired about purchasing a Bell 407
helicopter. A purchase price was negotiated. Subsequently, red flags should have been
waving when Bell received 29 third-party wire transfers from 16 different sources. None of
the sources of funding had any previous business relationship with Bell. Later
investigation revealed the funds originated via the BMPE.1

BACKGROUND OF THE BMPE

The BMPE originated in Colombia years before the drug cartels

appropriated it for their purposes. Similar to other money laundering

methodologies, tax and tariff avoidance and exchange rate restrictions

were the catalysts for an informal value transfer system that evolved

into a very effective scheme to wash illicit funds.

Beginning in 1967, Colombia enacted regulations that strictly pro-

hibited citizens’ access to foreign exchange. Merchants who wanted to

import U.S. trade goods through legitimate banking channels had to



36 T R A D E - B A S E D M O N E Y L A U N D E R I N G

pay stiff surcharges above the official exchange rate. The Colombian

peso was not free-floating. The government restrictions forced Colom-

bian importers to utilize government-licensed institutions to obtain

financing based on the peso. In addition to reporting the details of

these transactions to the Ministry of Finance, the banks involved also

charged stiff premiums for their services on top of the government’s

sales taxes and other fees. To avoid these steep add-on costs, importers

often turned to underground peso brokers, from whom they could

buy U.S. dollars on the black market for less than the official exchange

rate to finance their trade, all the while sidestepping government

oversight.2

By the 1980s, the underground peso situation was taking on a

new dimension. As U.S. cities found themselves awash in Colombian

cocaine, narco-traffickers and cartels were faced with a logistical

problem—namely, how to launder and repatriate the tons of U.S.

currency they had accumulated in North America as a result of

drug sales. Meanwhile, black market peso dealers needed more and

more U.S. dollars to sell to Colombian importers for the purchase of

consumer goods, electronics, cigarettes, whiskey, machinery, gold,

and so forth. Supply met demand in the form of the BMPE.3

By 2004, the Drug Enforcement Administration (DEA) declared

that the BMPE was responsible for laundering nearly $5 billion worth

of drug money annually.4 Although recent efforts to control the BMPE

by the Colombian and U.S. governments have been somewhat suc-

cessful, the money laundering methodology still exists between the

two countries. An official Colombian estimate is that approximately

45 percent of the country’s imported consumer goods are facilitated

via the BMPE.5

A TYPICAL BMPE VALUE TRANSFER SCHEME

The BMPE cycle begins with drug sales. For example, consider a

Colombian drug cartel that has sold $3 million of cocaine in the

United States. A representative of the cartel sells these accumulated

dollars to a Colombian peso broker at a large discount. In the cartel’s

view, this discount is an acceptable price of doing business and the

cost of laundering its illicit proceeds.
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Despite being sold to a Colombian broker, the actual U.S. dollars

remain in the United States, where the broker will shortly make use of

them. In the meantime, the broker pays the cartel with the $3 million

(less fees) worth of clean Colombian pesos, which he has previously

purchased at a discount from Colombian businesses that participate in

the BMPE. The cartel is now out of the picture, having successfully

sold its drug dollars in the United States and having obtained pesos

in return.

The key point to understand is that the drug money never leaves the United
States—the value is transferred via trade goods.

To complete the BMPE cycle, the peso broker must take two more

steps. First, he directs his representatives in the United States to place

the purchased drug dollars into U.S. financial institutions, using a vari-

ety of techniques designed to avoid arousing suspicion or triggering

the financial intelligence reporting (see Figure 3.1 and box, “How Peso

1. Colombian drugs
 traffickers sell US$3 million
 in drugs in United States. 

2. Broker in Colombia pays
US$3 million in pesos to
traffickers in Colombia. 

4. Broker arranges for
goods to be bought with
Colombian drugs money
stored in United States.

5. Goods brought back or
smuggled back to

Colombia.

6. Money has been
laundered. Neither the

traffickers nor the
US$3 million have been

physically relocated. 

3. Broker takes orders from
Colombian businessmen,

who pay in pesos.

Figure 3.1 The BMPE cycle6

Source: Cassara and Jorisch, On the Trail of Terror Finance, p. 81.
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Exchangers Place Dollars into the U.S. Financial System”). Second, he

takes orders from Colombian businesses for U.S. trade goods, arrang-

ing for their purchase using the laundered drug money he owns in the

United States. American manufacturers and distributors, knowingly or

unknowingly, accept payment in drug dollars and export these goods

to Colombia. The broker has now laundered the $3 million in drug

money he purchased from the drug cartel. Moreover, the new pesos

he receives from the Colombian businesses will allow him to conduct

future transactions with the cartels.

Each part of the BMPE process moves the money one more step

away from narcotics. This sometimes makes it difficult for law enforce-

ment to establish criminal knowledge and intent at later stages of the

process.

Although foreign narcotics cartels, organized crime, and overseas

businesses are the main players in the BMPE, U.S. companies must

take some responsibility for the problem. Unquestioning corporate

acceptance of orders for trade goods from questionable sources is a

form of willful blindness. For example, in 1997, a Colombian busi-

nesswoman cooperated with federal agents and—in disguise—testified

before Congress. She stated, “As a money broker, I arranged pay-

ments to many large U.S. and international companies on behalf of

Colombian importers. These companies were paid with U.S. currency

generated by narcotics trafficking. They may not have been aware of

the source of the money. However, they accepted payments from me

without ever questioning who I was, or the source of the money.”7

In an undercover pickup operation in the Miami area run by the

Tri-County Task Force that culminated in 2011, tens of millions of

drug-tainted dollars were laundered in a BMPE scheme centered on

computer stores, cell phone outlets, and electronic game distributors.

The scheme operated for a number of years and moved drug money

out of the United States and into Mexico, Colombia, and other drug-

producing countries via trade. The owners of the businesses turned a

collective blind eye and professed no knowledge of the narco-money

link. “It defies logic and credibility,” said Donald Semesky, a former IRS

criminal agent with knowledge of the operation. “They don’t want to

know where the money came from. What they are saying is, ‘I didn’t

see the drugs. Why should I not be able to sell my wares?’”8
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This attitude and method of business has direct impact on compli-

ance officers in financial institutions and demonstrates the importance

of knowing your customer. See Chapter 10 for red-flag indicators.

HOW PESO EXCHANGERS PLACE DOLLARS INTO THE U.S.
FINANCIAL SYSTEM

◾ Typically, a BMPE broker uses runners or smurfs to “structure” drug proceeds
in the United States. That is, the smurfs are directed to make a series of
relatively small deposits in a large number of financial institutions in ways that
do not trigger the financial reporting requirements mandated by the U.S. Bank
Secrecy Act (see Appendix A for further information).

◾ Illicit proceeds can also be routinely comingled with the legitimate receipts of
an established business.

◾ Dollars enter via the use of third-party checks.

◾ Dollars enter via the use of money orders.

◾ Sometimes bulk cash smuggling techniques are used to physically transport
the currency out of the United States and into foreign financial institutions. In
Mexico, casas de cambio and centros combiarios are often used to launder
such cash.

Of course, in the Colombian BMPE, it is not just the proceeds of

drugs that get laundered but also illicit funds from corruption, weapons

trafficking, prostitution, illegal gold mining, and other illegal activi-

ties. And the infusion of so much illegal money into Colombia’s 2013

$330 billion economy can inflate economic growth numbers by several

basis points. According to Luis Edmundo Suarez, head of Colombia’s

financial intelligence unit (FIU)—the UIAF, “It creates suffering, dis-

torts the economy and alters reference prices.”9 National tax agency

head Juan Ortega and some economists feel that the laundered pro-

ceeds due to TBML’s fake or overstated sales distort a range of official

data from inflation to exports and imports. Erroneous data have a rip-

ple effect on everything from government budgets to social programs.

Moreover, in Colombia often times the laundered goods are sold at

below-market prices. According to Ortega, “For a poor country, the

social impact [of unfair competition] is brutal.” “It limits growth and

destroys opportunity for legitimate business.”10
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According to experienced BMPE industry workers in Colombia,

evasion of customs charges is frequently facilitated by the complicity of

corrupt customs authorities.11 In Colombia—as well as other countries

struggling with forms of TBML—the pernicious effects of corruption

not only enable TBML but also cost the government much-needed

revenue and exacerbate social and cultural ethics and values.

EXPANSION OF THE BMPE TO MEXICO AND VENEZUELA

Today—decades after the BMPE was established, and despite the

lifting of many of the above-described official Colombian currency

controls—narco-traffickers continue to avail themselves of the same

underground system, as do many legitimate businesses. In Mexico,

Venezuela, and other Latin American countries, organized crime has

learned to read from the same BMPE playbook. For example, in

June 2010, the Mexican government announced regulations limiting

deposits of U.S. cash into Mexican banks.12 (Subsequently, in June

2014 the government revised the U.S. dollar restrictions so as to ease

the impact on legitimate businesses. The impact of the revision is to

be determined.)13 The regulations were later expanded to include

purchases of large-ticket goods such as expensive cars, jewelry, and

homes, as well as cash deposits made at exchange houses (casas de cam-

bio) and brokerages (casas de bolsa). The restrictions were put in place

primarily to combat the smuggling of illicit bulk cash into Mexico. Yet

following the rule of unattended consequences, using variations of

the BMPE, narco-trafficking organizations in Mexico have been able

to skirt Mexican government limits on the use of how much money

Mexicans can deposit.

A number of law-enforcement cases have shed light on the ways

the BMPE has been adapted byMexican narcotics-trafficking organiza-

tions. One of the first investigations focusing on TBML betweenMexico

and the U.S. centered on Blanca Cazares, the alleged queen of money

laundering for the Sinaloa cartel. Shewas indicted in 2008 in Los Ange-

les for “processing illicit proceeds.” One of her techniques was to use

the illicit funds from U.S. narcotics sales to import textiles from Asia

into the Los Angeles area and then export them to Mexico.14 The U.S.

Department of the Treasury’s Office of Foreign Assets Control (OFAC)
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designated Cazares and 19 companies and 22 individuals in Mexico

that were part of her financial network as specially designated nar-

cotics traffickers subject to economic sanctions pursuant to the Foreign

Narcotics Kingpin Designation Act.15

CASE EXAMPLE: SAR FILINGS LEAD TO INVESTIGATION
OF BMPE

The FBI initiated an investigation after the receipt of a suspicious activity report (SAR)
from a bank in New York that identified deposits being structured to avoid Currency
Transaction Reports (CTR) requirements. Ultimately, over 80 SARs were filed by New York
area banks. They identified 179 deposits in accounts just under $10,000. The
investigation revealed that the funds were proceeds from a Colombian drug cartel. The
deposited money was regularly withdrawn by means of cashier checks or wire transfers
and was used to pay for products to be shipped to Colombia. Ten individuals were
arrested and the primary suspect fled overseas.16

In 2014, Operation Fashion Police rocked the Los Angeles garment

district. A Los Angeles–based maternity clothes wholesaler allegedly

received drug proceeds. In the manner described in the BMPE cycle,

the dirty dollars were used to pay for product from other nearby

garment shops for export orders to Mexico.

One of the clothing exporters allegedly mixed customs fraud into

the BMPE conspiracy. “Made in China” labels were removed from

thousands of imported garments. (The ruse was very similar to an

investigation I worked in the Middle East in the 1990s, described in

Chapter 2.) In the Los Angeles case, one of the suspects was paid

50 to 75 cents for each of the altered garments. The fraud saved the

co-conspirators from paying taxes on the “Made in China” imports

because on paper they appeared to be “American-made,” and exempt

from customs duties under the North American Free Trade Act

(NAFTA).17

More than $90 million was seized. It was the biggest one-day

seizure of cash in the United States.18 The large cash seizure demon-

strated that the Mexican cartels had successfully adapted the

Colombian BMPE methodology in such a way that bulk cash did
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not have to be smuggled into Mexico. The bulk cash—proceeds

from narcotics trafficking, kidnapping, stolen cars, and other illegal

activities—stays on the U.S. side of the border.

The collapse of the Venezuelan bolívar under the policies of former

President Hugo Chavez and his successors has been striking. Since he

took office 1999, the official cost of the dollar in bolívars has risenmore

than tenfold.19 And there is a striking imbalance between the official

rate and the value of the dollar on the prolific Venezuelan black mar-

ket. The black market rate factors in supply, demand, and inflation.

The centralized government tries to hide both the weak currency and

the endemic corruption by setting a fixed, artificial rate. Moreover,

price and foreign exchange controls have proven to be a catalyst for

corruption—the great facilitator of international money laundering.

FRAUD AND CORRUPTION

Venezuelan government officials—including the president, the executive vice president, a
central bank president, a finance minister, and an interior minister—have all admitted
publicly that 30–40 percent of the roughly $53 billion the Venezuelan government spent
on imports in 2013 alone were facilitated by overinvoiced or completely fictitious
transactions (i.e., schemes to defraud the Venezuela currency commission and by
inference the Venezuela government of dollars). An economic consulting firm estimated
that from 2003 to 2012, almost $70 billion was stolen through import fraud.20

Venezuelan government officials have also admitted publicly that corrupt public-sector
employees facilitate these transactions in exchange for kickbacks.21

In 2003, the government tried to stem capital flight by imposing

stringent exchange controls. Ordinary Venezuelan citizens and busi-

nesses have faced limits on the amount of foreign currency they can

acquire at the heavily subsidized official rate. These restrictions have

contributed to depressed economic activity and shortages of consumer

goods. To meet the rest of their foreign currency needs, many Venezue-

lans turned to the black market, where the bolívar has traded at a

fraction of its official value.

The Venezuelan government responded to sharp declines in the

price of the bolívar on the black market with a series of incremental
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official devaluations and ever-tighter controls. The adjustments made

life slightly easier for the country’s beleaguered exporters but did not

assist importers or consumers, including those wishing to import pop-

ular U.S. goods. As a result, many consumer items practically disap-

peared from marketplaces. As the Venezuelan central bank became

stingier in doling out dollars at the official rate, demand for greenbacks

grew on the black market.

Overlapping Venezuela’s serious economic downturn was a com-

mensurate upturn in criminality, including narcotics trafficking and

money laundering. According to the 2014 congressionally mandated

International Narcotics Control Strategy Report (INCSR) Volume

II on Money Laundering prepared by the U.S. State Department,

Venezuela is a country of “primary concern.” The introduction to the

Venezuela report notes the following: “Trade-based money launder-

ing remains a prominent method for laundering regional narcotics

proceeds. Converting narcotics-generated dollars into Venezuelan

bolivars and then back into dollars is no longer attractive for money-

laundering purposes given Venezuela’s rampant inflation (approxi-

mately 50 percent in 2013) and the current bureaucratic challenges

for converting bolivars into dollars.”22

The State Department also reports that some black market traders

ship their goods through Venezuela’s Margarita Island free port, one of

three free trade zones/ports in the country. However, the use of free

trade zones for TBML has become less attractive in recent years because

the margins gained by laundering money through the government’s

currency control regime have reduced the incentive to use a free trade

zone to avoid import duties.23

For example, there are reports that dozens of Venezuelan com-

panies have conspired with Ecuadorian firms to carry outmultimillion-

dollar operations involving fictitious exports and phantom

companies (as well as using bank accounts in Panama, the Bahamas,

and Anguilla). The Venezuelan businesses involved made transfers

to Ecuador in exchange for fake exports to Venezuela. Many of the

cases concerned Venezuelan state contractors involved in construction

or importing food. This gave them the justification needed to access

dollars at preferential rates via Venezuela’s Center for Foreign Trade,

also known as Cencoex. Some payments were made in advance,
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before the merchandise even arrived in Venezuela; there were also

Ecuadorian exports with inflated values; multiple invoices for the

same shipments; and fictitious shipments of products that never

actually made it to Venezuela.24

According to one importer, “In Venezuela, your real business isn’t your
‘business.’ Your real business is what’s behind your ‘business.’”25

The malfunctioning currency system is the catalyst for various

schemes used by importers to overinvoice the value of goods shipped

into the country in order to obtain dollars provided by the government

at artificially low prices. At times, the imports only occur on paper.

The suspect importers pocket the fraudulently obtained dollars, bribe

officials, and/or sell the scarce dollars for huge profits in the country’s

black market.

In just a few examples of wildly inflated invoices in Venezuela,26

weed whackers were imported at $12,300 each. Machinery was

imported to kill and gut chickens. The invoice price was $1.8 million.

Subsequent investigation disclosed the machinery was a heap of

rusted scrap metal. A device was imported to remove kernels from

ears of corn. The invoiced price presented to Venezuelan authorities

was $477,750. The actual price was about $2,900.

Thus, international businesses (including in the United States) are

approached by Venezuela black market currency brokers and their

fronts with offers for the purchases of goods in demand in Venezuela.

The money-laundering techniques involved are almost identical to

those described in Chapter 2 and above, dealing with the Colombian

and Mexican BMPE. Unfortunately, some businesses complete the

transactions. They knowingly or unknowingly accept cash and other

payments that are often comingled with illicit proceeds or are involved

with various types of fraud. And despite the warning signs, financial

institutions are often the intermediaries.
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HSBC FINED $1.256 BILLION—INVOLVEMENT WITH BMPE

In the 2012 deferred prosecution agreement between HSBC Bank and the Department of
Justice, it was disclosed that “a significant portion of the laundered drug trafficking
proceeds were involved in the BMPE.” Investigations identified multiple HSBC Mexico
accounts associated with BMPE activity and revealed that drug traffickers were depositing
hundreds of thousands of dollars in bulk U.S. currency each day into HSBC Mexico
accounts.27

THE CHINA CONNECTION

When U.S. government authorities became aware of the BMPE in the

mid-1990s, the methodological model was Colombian peso brokers

purchasing U.S. manufactured goods using laundered drug proceeds.

This still occurs. But investigators have also found that similar black

market exchange “shopping centers” are increasingly active in other

countries. And there are signs that Chinese manufactured goods

are becoming favored instruments in the BMPE and BMPE-like

financial systems.

For example, between 2000 and 2008, bilateral trade between

China and Mexico grew from less than $1 billion to approximately

$18 billion.28 Although the exponential growth of legitimate Chinese

trade has occurred in many areas of the world, there is some evidence

that Mexican drug trafficking organizations using illicit proceeds are

buying container loads of cheaply made Chinese goods. Using the

technique of overinvoicing explained in Chapter 2, low-quality Chi-

nese manufactured items are made to appear on paper as being worth

significantly more. By means of the legitimate international financial

system, Chinese goods are purchased in Mexico, the United States,

Europe, Dubai, the Colon Free Trade Zone, Africa (see Chapter 5), and

elsewhere. The purchase launders the illicit proceeds.

There is anecdotal evidence that sometimes cheaply manufactured

Chinese goods are never actually claimed after arrival in the importing
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country.29 The purchase of the goods serves to launder the drug

money. For professional money launderers, that is the price of doing

business. Sometimes the end result is that the Chinese products in

the unclaimed shipping containers eventually find their way onto

the local economy’s black market. There are also reports that small

Chinese banks are involved with processing enormous numbers of

payments for Mexico for trade goods that may or may not actually

exist to facilitate the laundering of drug proceeds.30

CHEAT SHEET

◾ The BMPE is an example of an informal value transfer system. It is

also sometimes categorized as parallel banking or underground

banking.

◾ The BMPE is a form of TBML and is one of the largest money

laundering methodologies in the Western Hemisphere.

◾ Similar to other trade-based value transfer systems, it operates

by transferring money without moving money.

◾ The BMPE originated in Colombia long before the proliferation

of narcotics trafficking. The blackmarket systemwas developed

in order for Colombian businessmen to obtain access to scarce

dollars.

◾ In the BMPE, a black market peso broker buys narcotics pro-

ceeds (generally in the United States) at a discount from a nar-

cotics trafficking organization. Using a variety of techniques,

the broker then arranges for the cash to be deposited, struc-

tured, or placed into financial institutions or money services

businesses. The money is used to buy a variety of trade goods

that are then exported to Colombia and other Latin American

countries.

◾ The BMPE has expanded and is now frequently found in Mex-

ico and Venezuela.

◾ In addition to the United States, trade goods used in the BMPE

are often purchased from China, Europe, and other suppliers.

◾ Similar systems to the BMPE are found throughout the world.
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There are an estimated 232 million migrant workers around

the world.1 Globalization, demographic shifts, regional con-

flicts, income disparities, and the instinctive search for a better life

continue to encourage ever-more workers to cross borders in search

of jobs and security.

Many countries are dependent on remittances as an economic

lifeline. The World Bank estimates that global remittances will reach

$707 billion by 2016.2 Western Union, Money Gram, Ria Money

Transfer, Dahabshill are just a few of the well-known companies that

provide official remittance services for the world’s migrants. Of course,

banks and nonbank financial institutions are also used. In 2013,

some of the top recipients for officially recorded remittances were

India (an estimated $71 billion), China ($60 billion), the Philippines

($26 billion), Mexico ($22 billion), Nigeria ($21 billion), and Egypt

($20 billion). Pakistan, Bangladesh, Vietnam, and the Ukraine were

other large beneficiaries of remittances. As a percentage of GDP, some

of the top recipients were Tajikistan (48 percent), the Kyrgyz Republic

(31 percent), Lesotho (25 percent), and Moldova (24 percent).3

These are estimates of what is officially remitted. Unofficially,

nobody knows. However, the International Monetary Fund believes,

“Unrecorded flows through informal channels are believed to be at

least 50 percent larger than recorded flows.”4 So using the above

World Bank and IMF estimates, unofficial remittances are enormous!

Sometimes touted as a new phenomenon and a symptom of the

emerging borderless world, trade diasporas have existed since ancient

times.5 Informal channels operate outside of the ironically labeled “tra-

ditional” channels. It’s ironic because for most of themigrants involved,

the alternatives toWestern-style remittances such as via banks orWest-

ern Union are very traditional for them. Two of the largest alternative

or informal systems are hawala and fei-chien (see Chapter 5)

Economists estimate that approximately $100 billion is pumped annually
through the global hawala network!6

Although diverse alternative remittance systems are found

throughout the world, most share a few common characteristics.
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The first is that they all transfer money (or value) without physically

moving it. Another is that they all offer the three Cs: they are certain,

convenient, and cheap! And finally, historically and culturally, most

alternative remittance systems use trade as the primary mechanism to

settle accounts or balance the books between brokers.

DEFINITION OF HAWALA

The definition of hawala was concisely expressed during the 1998 U.S.

federal trial of Iranian drug trafficker and money launderer Jafar Pour

Jelil Rayhani and his associates. During the trial, prosecutors termed

hawala “money transfer withoutmoneymovement.”7 That is, a broker

on one side of the transaction accepts money from a client who wishes

to send funds to someone else. The first broker then communicates

with the second broker at the desired destination, who distributes the

funds to the intended recipient (less small commissions at both ends).

So the money (or value) is successfully transferred from Point A to

Point B but the funds are not physically moved.

Hawala (also commonly known as hundi in Pakistan and

Bangladesh) is an informal value transfer system based on the per-

formance and honor of a huge network of money brokers, which are

primarily located in the Middle East, North Africa, the Horn of Africa,

and South Asia.

Hawala comes from the Arabic root h-w-l ( ), which has the

basic meanings “change” and “transform.” The modern definition

of hawala ( ) is a bill of exchange or promissory note. It is also

used in the expression hawala safar ( ) or travelers check.

The Arabic root s-r-f ( ) has, among other meanings, “pay”

and “disburse,” and the Arabic word for bank, masrif, ( ),

comes from this root. In Iran, s-r-f is also the basis for the Farsi words

saraf ( ), which means a money changer/remitter, and sarafi

( ), which is the name for the business. Afghan hawaladars

sometimes refer to themselves as sarafi, or saraf in the singular.8

The primary component of hawala that distinguishes it from

most other formal financial systems is trust. This often revolves

around the extensive use of family, clan, tribe, or regional affiliations.

According to R. T. Naylor, an academic who has studied black markets,
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“Typically, entrepreneurial members of a trade diaspora make no

distinction between social and economic life. Their business firms

are extensions of kinship structure, with leadership that reflects the

extended family hierarchy, which can extend across continents.”9

These are the attributes that also make it very difficult for Western law

enforcement and intelligence services to penetrate the underground

financial networks.

For example, law enforcement agencies in the United States

typically do not have many Pashtu speakers, Farsi speakers, Gujarat

speakers, and so on. And even if law enforcement recruited an agent

to approach an underground hawala network, the very first question

might be, “Who is your uncle in the village back in the old country?”

The opaque nature of hawala also explains why it is so attractive to

criminal and terrorist organizations. Unlike Western banking, hawala

makes minimal use of negotiable monetary instruments; instead,

transfers of money are based on trust and communications between

networks of brokers.

ORIGIN OF HAWALA

Although reports on the origin of hawala vary, many think hawala was developed in South
Asia centuries ago. Others believe hawala has its origins in classical Islamic law. It is
mentioned in texts of Islamic jurisprudence as early as the eighth century. The transfer of
debt was not allowed under Roman law but was later widely practiced in medieval Europe,
especially in commercial transactions, and was used heavily by Italian city-states,
including with the Muslim world. The concept of hawala continued to be developed in
common and civil law and can be found in today’s French aval and Italian avallo, which
translate into a type of guarantee. Today, hawala is best known as an informal value
transfer system.10

THE HAWALA TRANSACTION

To illustrate how the hawala remittance process works, we will use a

typical example. Ali is an Afghan national and a constructionworker in

New York City. During the long Taliban occupation of his homeland,

he emigrated to the United States. He now earns money that helps

support his family. He sends a portion of his salary back to his elderly
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father, Jafar, who lives in a village outside of Kandahar in southern

Afghanistan. To make his monthly transfer—usually about $200—Ali

uses hawala. This is very common in Afghanistan. About 30 percent of

its population is externally and internally displaced, and remittances

from outside of Afghanistan are received by about 15 percent of the

rural population.11

HAWALA FEES

Generally speaking, the average cost of transferring funds through an alternative
remittance system such as hawala between major international cities is about 2 to 5
percent of the value transferred. (Globally, the cost of sending money through formal
remittance companies averages 7.99 percent of the amount sent.12) Of course, prices in
both the formal and informal remittance industries are influenced by a variety of factors.
Hawala networks are most competitive when they operate in areas where banking systems
and overt money remittance chains find it difficult, expensive, or high risk to operate.13

If Ali went to a bank in New York City to send the money home

to his father, he would have to open an account. He doesn’t want

to do that for a number of reasons. First, Ali grew up in an area of

the world where banks are not common. He is not used to them and

doesn’t trust them. Next, Ali has little faith in governments and wants

to avoid possible scrutiny. Many immigrants believe the government is

monitoring their immigration status and/or will make them pay taxes.

He also doesn’t want the U.S. government to screen his money trans-

fers to Afghanistan. In addition, although Ali has lived in New York for

a few years, he is still a bit intimidated. His English is marginal. He is

only semiliterate (approximately 80 percent of Afghanis cannot read or

write) and cannot fill out the necessary forms. Moreover, banks charge

their customers assorted transfer fees and offer unfavorable exchange

rates. If Ali only earns a little money and is sending $200, bank trans-

fer fees of 15 percent or more are quite substantial! And delivery of a

bank transfer to Jafar would pose additional problems. The number of

licensed banks in Afghanistan is still quite small. They are used by only

about 5 percent of the population. Particularly in a poorly secured area

such as Kandahar, Jafar does not want to leave his village home and

travel a far distance to a bank.
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Hawala is based on trust. Without it, the entire system would collapse.

In light of these problems and concerns, Ali uses a hawaladar in

New York City who is a member of his extended clan and family.

He feels comfortable dealing with him. The hawaladar also owns

and operates a New York City–based “import–export” company. The

hawaladar completes the transaction for a lower commission than

banks or money services businesses charge. In addition, he obtains

a much better exchange rate (the amount of afghanis—the local

currency—for dollars). Delivery direct to Jafar’s home in the Kanda-

har area village is also included in the price. In fact, in certain areas of

the world, hawala is advertised as “door-to-door” money remitting.

In the New York portion of the hawala transaction, Ali hands over

the $200 that he wants to transfer, from which the hawaladar takes his

small commission. Ali is not given a receipt because the entire relation-

ship is based on trust. This is a different kind of know your customer

(KYC) procedure! For purposes of illustration, particularly if this is a

first-time transfer, Ali may be given a numerical or other code, which

he can then forward to Jafar. The code is used to authenticate the

transaction. But the nature of hawala networks means that codes are

not always necessary. As opposed to the often-lengthy formal operat-

ing requirements of bank-to-bank transfers, this informal transaction

can be completed in the time it takes for the New York hawaladar to

make a few telephone calls or send a fax or e-mail to the corresponding

hawaladar in his network who handles Kandahar.

A BIT OF JARGON

◾ Hawala is the system of money transfer without money movement.

◾ Hawaladars are the brokers who engage in hawala.

Although the word hawalas is often used to describe the underground system, the term
does not actually exist.

It is important to note that although some transactions are

arranged directly, many are cleared or pass through regional hawala
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hubs such as Dubai, Mumbai, Karachi, and Kabul. So generally speak-

ing, money can be delivered directly to Jafar’s home within 24 hours

and the transaction will not be scrutinized by either U.S. or Afghan

authorities. The above scenario with Ali in New York City could just

as easily take place in Minneapolis with its large Somali community,

northern Virginia with its large Indian community, or Detroit with its

large Arab community.

Similarly, hawala transfers are very common in London, Frankfurt,

Dubai, Damascus, Baghdad, Tehran, Karachi, Zanzibar, Durban, the

Colon Free Trade Zone, the Tri-Border region of South America, and

many other locations around the world. For example, according to the

U.S. State Department 2015 INCSR report, in the West African coun-

try of Gabon, “There is a large expatriate community engaged in the

oil and gas sector, the timber industry, construction, and general trade.

Money and value transfer services, such as hawala, and trade-based

commodity transfers are often used by these expatriates, particularly

the large Lebanese community, to avoid strict controls on the repatri-

ation of corporate profits.”14 The important point is that in all loca-

tions, the hawala transfers occur without any physical movement of

money (though hawaladars eventually have to settle with each other

via methods described in this chapter).

The hawaladars conducting the transactions can offer better prices

because they do not have to adhere to official exchange rates, and

because they often have representatives in isolated or remote areas

where banks do not operate. And for individuals who wish to conduct

illicit business, hawala protects their confidentiality. Hawaladars main-

tain very few records, offering customers near anonymity. They only

keep simple accounting records, and even these are often discarded

after they settle-up with one another. This means the paper trail is lim-

ited or nonexistent, making transactions very difficult to track. Even

when records are kept, they are often in a foreign language or code,

making them very challenging for Western authorities to decipher.15

HOW DO HAWALADARS MAKE A PROFIT?

Hawaladars have many advantages over formal money remitters. They

generally do not have tomaintain a large bricks-and-mortar storefront.

Sometimes the brokers will run the money operation out of their
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homes; more often, they offer hawala in tandemwith other businesses

such as import–export companies, clothing stores, money exchange

companies, gold and jewelry shops, carpet stores, cell phone/calling

card shops, or even from their taxi or tea shop. The money they make

from hawala fees reduces their overall operating costs and is easily

integrated into normal business activities.

As indicated, many hawaladars also operate as currency exchang-

ers, charging small commissions for the service and, in some cases,

profiting from currency speculation or black market currency deal-

ing.16 For example, restrictions enacted by many governments in

South Asia often limit the amount of currency that can be taken out

of the country. To get around the restrictions, hawaladars are able to

provide “hard currencies” such as dollars or euros in exchange for

local currencies such as rupees, dinars, or afghanis. In addition to low

overhead, currency speculation is one of the principal reasons why

hawaladars can beat the official exchange rates that banks offer. And in

some areas, hawaladars also offer short-term lending, trade guarantees,

and the safe keeping of funds.17

Figure 4.1 represents a prototypical hawala transaction.

1. A person in CountryA (sender)wants to sendmoney to a person

in Country B (recipient). The sender contacts a hawaladar and

provides instructions for delivery of the equivalent amount to

the recipient. A small percentage of the amount transferred is

the hawaladar’s profit.

2. The hawaladar in Country A contacts the counterpart hawaladar

in Country B via telephone, e-mail, or fax and communicates

the instructions.

3. The hawaladar in Country B contacts the recipient and arranges

for delivery of the equivalent amount in local currency (some-

times requiring verification of a remittance code that the sender

previously gave to the recipient). The hawaladar in Country B

charges a small transaction fee.

4. Per Figure 4.1, funds and valuemove in both directions between

hawaladars in Country A and B. Over time, accounts may have

to be balanced. Hawaladars use a variety of methods to settle

the books. Historically and culturally, trade is the primary vehicle

used to provide countervaluation between hawaladars.
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Country A Country B

Figure 4.1 Prototypical hawala transaction

HOW DO HAWALADARS SETTLE ACCOUNTS AND BALANCE
THEIR BOOKS?

1. Bank-to-bank wire transfers

2. Cash couriers

3. Trade

Of coming concern:

4. Internet/cyber-currencies

5. Mobile payments

COUNTERVALUATION AND TRADE

Hawaladars eventually have to settle their accounts with each other.

Frequently, the close relationships between the brokers help facilitate

the settlement. Remember, the key ingredient in hawala is trust.

So kinship, family, and clannish ties often enable the settlement pro-

cess. For example, in Afghanistan, intermarriages between the families

of hawaladars are common because they help cement confidence

between the parties. Brothers, cousins, or other relations often operate

in the same hawala networks. They are not going to rip each other off!

Lebanese family members that operate in the same hawala networks

can be found in Beirut, Dubai, the Colon Free Trade Zone, and various

locations in Africa. Yet even though they may be related by family or

have tribal ties, they are still in business to make money. Money trans-

fers between hawaladars are not settled on a one-to-one basis but are

generally bundled over a period of time after a series of transactions.

Payments go in both directions. For example, remittances may flow

into South Asia from the United States and Europe, but money and

various goods flow back as well. A variety of methods are used to make

payments and settle the accounts.
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WOULD YOU DO THIS?

Some of us have probably engaged in a hawala-like transaction without realizing it.
For example, I do a lot of training overseas. Let’s pretend that before the current Syrian
civil war, I visited Damascus. I spent a couple of weeks in the country. I missed my wife’s
birthday! I wanted to bring her a nice gift. So toward the end of my stay, I asked my
colleague in the American Embassy if he had a contact where I could buy some gold
jewelry. He suggested I visit Omar at the gold souk.

I found a beautiful gold necklace. When Omar and I agreed upon a price, I tried to present
payment. He refused my U.S. dollars! He refused Syrian pounds! He refused my credit
cards, and he didn’t want travelers’ checks! “Omar,” I asked, “how can I pay you?”
“Mr. John,” he replied, “I have a daughter. She is going to college in the United States.
I have to help support her, but I have a problem sending her money. You have been here
for a while now, and you understand the Syrian pound is not convertible and there are
restrictions on how much money can be sent out of the country. Besides, I don’t want the
government to know my personal business. So would you do me a favor? I’ll give you my
daughter’s name and address. When you get back to the States just write her a check for
the money that you owe me. I trust you! I’ve been working with Americans coming from
the embassy for years and I’ve never been taken advantage of.”

The above innocent example of something that the reader may or may not agree to do has
all the elements of a hawala transaction: It is based on trust. It involves transfer and
exchange. It is quick, safe, secure, anonymous, and is often based on family and tribal
ties. There is little or no paper trail; it avoids taxation, government scrutiny, and currency
exchange controls. The transaction is culturally acceptable. And historically, hawala often
involves the trading of gold.

Certainly, most major hawala networks have access to financial

institutions, either directly or indirectly. A majority of international

hawaladars have at least one or more accounts with formal finan-

cial institutions.18 Bilateral wire transfers between brokers to settle

accounts are sometimes used. If a direct wire transfer is made between

international brokers, hawaladar A would have to wire money directly

to hawaladar B’s account to clear a debt. This could be problematic

because the banks’ foreign exchange rate procedures would be trig-

gered. So in this case, hawaladar A might choose to deposit the funds

into B’s foreign account.
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Direct cash payments are also used to settle debts. This is partic-

ularly true in areas of the world that have cash-based economies.

Sometimes we forget that hawala networks also operate domestically

between states and provinces. For example, in Afghanistan, hawala

networks are found in each of the 34 provinces. Periodically, the

brokers settle accounts and generally use cash. Hawala couriers have

been identified transporting money within Afghanistan and across

the border into Pakistan. Cash couriers representing hawala networks

also frequently travel from Karachi to Dubai to settle accounts.

Moreover, gold is sometimes also used as a medium of settling

accounts (see Chapter 6).

Although open source reporting is very sparse, there is reason to

believe that some underground remittance networks are using cyber-

currencies including bitcoins.19 This development could potentially

have a great impact on the hawala settlement process. It would also

further obfuscate the money trail for authorities. Similarly, mobile

payments or M-payments—particularly via the use of cell phones—are

an increasingly popular vehicle for the remittance of wages, transfer

of money, purchase of goods and services, and the payment of bills.

The ubiquitous cell phone now acts as a virtual wallet and has brought

twenty-first-century financial services directly to the developing

world’s large unbanked population. Unfortunately, M-payments can

also be used to structure or place illicit proceeds via the purchase

of M-payment credits. This is sometimes called digital smurfing. And

it is believed M-payments could be used in the settling of accounts

between undergroundmoney remitters including hawaladars.20 There

are also reports that informal banking schemes including M-payments

have been used to help fund the terrorist group the Islamic State of

Iraq and al Sham (ISIS).21

As we have seen, from the earliest times—before modern banking

and contemporary monetary instruments—trade-based value transfer

was used between hawala brokers to settle accounts and balance their

books. And the use of trade remains widespread. Settling accounts

through import–export clearing is somewhat similar to bilateral clear-

ing using bank transfers, but it uses the import–export of trade goods.

That is why many import–export concerns are associated directly or

indirectly with hawaladars. If a debt needs to be settled, hawaladar
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A could simply send goods to hawaladar B such as gold, electronics, or

myriad other trade items. Or at the end of a reporting period, if an out-

standing balance exists between, for example, hawaladar A in Somalia

and hawaladar B in Dubai, B can use a Japanese bank account to pur-

chase cars for export to Somalia. Once the cars arrive, they would be

transferred to A to settle the debt and/or sell them for profit. The trans-

action would clear the debt between the two hawaladars.22

HAWALA SERVES A NEED

In 2001, before the September 11 terrorist attacks, I had a conversation in the United Arab
Emirates with Central Bank officials. We discussed hawala. A Somali national was an
adviser to the Bank. He told me, “Mr. John, I know hawala has a bad reputation. But you
must understand it serves a need. It is the poor man’s banking system.”

Chapter 1’s discussion of basic TBML techniques such as invoice

fraud and manipulation is also in the hawaldars’ playbook. As the

reader recalls, tomovemoney out, a hawaladar or his agentwill import

goods at overvalued prices or export goods at undervalued prices. To

move money in, a hawaladar or his agent will import goods at under-

valued prices or export goods at overvalued prices. This type of proce-

dure is called countervaluation. Most other worldwide alternative remit-

tance systems or informal value transfer networks are similarly based

on trade. That is why a close examination of trade could be the back

door to penetrating hidden hawala networks and is an additional rea-

son why TBML should be the next frontier in AML/CFT enforcement.

Trade transparency as a countermeasurewill be discussed in Chapter 9.

AN ABUSED FINANCIAL SYSTEM

I want to emphasize that the overwhelming majority of people that

use hawala and similar systems are not criminals or terrorists—they

are simply trying to send or remit legitimately earned money. These

transactions are sometimes called “white” hawala. Similar to Ali

in the example above, a migrant worker chooses to use an alter-

native remittance system for both personal and practical reasons.
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Most governments do not have any desire to interfere with

hard-working migrants who simply wish to send a portion of their

wages back to their home country to help support their loved ones.

Unfortunately, despite hawala’s legitimate role as an alternative remit-

tance system, the system is abused by criminals and terrorists who

wish to transfer money and value securely, cheaply, andwithout trans-

parency. Similar to the BMPE described in Chapter 3 and the Chinese

flying money system described in Chapter 5, hawala as the informal

value transfer system is abused. Although criminal transactions—often

called “black” hawala—constitute only a very small percentage of total

hawala transfers, they still add up to an enormous amount of money.

IS HAWALA LEGAL?

The short answer is, it depends on the jurisdiction. In just a few examples, hawala is
illegal in Saudi Arabia. Hawala is also illegal in India, but it is quite popular and plays a
large role in India’s robust economy. Unlicensed hawala/hundi operators are illegal in
Pakistan, but it is estimated that they account for over half of total remittances. Some
support the finance of terror.23 Hawala is legal in the UAE and Afghanistan, but
hawaladars must register and file STRs. Few do. Similarly, in the United States hawala is
legal. It is classified as a money services business, or MSB. As such, hawaladars must
register with Treasury’s FinCEN and they are expected to file SARs. They are also required
to be registered in almost all of the 50 states.

Even the mostly “white” nature of hawala poses a challenge. Just

like money transfers via banks, money services businesses, or even

sending value through trade, it is necessary to sift through the statisti-

cal noise of a lot of hawala transactions to find the occasional suspect

or black hawala transfer. One prominent hawaladar and gold trader in

Dubai I once spoke with said that in his experience, it would be nec-

essary to examine 1 million to 1.5 million white hawala transactions

to find one black transfer. Although this is undoubtedly a self-serving

statement, and experience has shown in areas of Afghanistan and

other problematic regions that there are hawaladars who specialize

in illicit transfers, it highlights some of the obstacles to successfully

monitor hawala networks and to employ effective countermeasures.
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As the Dubai source put it, governments can make all of the laws

they want in an effort to regulate hawala, but the people will simply

go around them and continue to use alternative banking, “until

there is no longer a need for the service.”24

HOW TO RECOGNIZE HAWALA

Both black and white hawala transactions are generally off the

authorities’ radar screens. In this respect, hawala represents one of

the major “cracks inside the Western financial system” that Osama bin

Laden once emphasized.25 As indicated, I believe a concerted inter-

national effort to promote trade transparency could be the back door

into hawala and many sister underground financial systems. But even

without trade transparency, there are some ways to better identify the

system and its abuses.

In general, some hawala networks are quite open while others

are opaque. Many hawaladars operate in plain view in cities and

town throughout the Middle East and Africa, particularly within souks

(markets). Sometimes a particular city street or area of a souk will

have a concentration of hawaladars and other types of financial busi-

nesses. Typically, they will advertise themselves as “money remitters,”

“money changers,” “foreign exchange dealers,” and “door-to-door”

money delivery services. The word hawala itself is rarely used. In

some areas (including the United States), the shop titles are displayed

in both English and the native language. Certain businesses are more

likely than others to be involved with hawala. While the following

is not an exhaustive list, the following types of establishments have

been known to offer hawala or similar services:

◾ Import–export or trading companies

◾ Travel and related services

◾ Jewelry dealers (particularly buyers and sellers of gold)

◾ Foreign exchange companies

◾ Sellers of rugs and carpets

◾ Used car sales

◾ Telephone/calling card sales

◾ Ethnic restaurants
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Hawaladars sometimes operate out of their homes, attracting cus-

tomers byword of mouth or relatively inexpensive forms of advertising

such as flyers or signs in shop windows. Again, the word hawala will

not be used in most cases. For example, a hawala advertisement in

New York City might look similar to that shown in Figure 4.2.

“Following the money” in hawala investigations is very difficult.

By their very nature, the transactions are underground and there

is generally very little financial intelligence or other paper trail to

follow. In most areas, customer identification is not required and

formal recordkeeping is rare. Yet, most hawaladars maintain ledgers

to record transactions, sometimes even in computerized spreadsheet

form. Hawala bookkeeping emphasizes keeping track of how much

money is owed and to whom. The sample ledger in Figure 4.3 is

representative of the kind of record that might be kept. (Note that

these ledgers are usually handwritten, and it is not uncommon for the

native language to be used.)27

The first column indicates the date of the transaction. The second

column shows the name of the hawala broker to whom the debt is

owned; partial names (e.g., “Raj”) or codes (e.g., “BJ”) are often used.

In this example, the names are Indian. The third column is the amount

of the debt. This ledger reflects a tendency to do business in multiples

of 100,000, so it would not be uncommon to see notations like “1.5”

for 150,000. The fourth column indicates the dollar/rupee exchange

MUSIC BAZAAR AND TRAVEL SERVICES AGENCY 

•    Travel specials to Dubai, Pakistan, Bangladesh, Sri Lanka, India

•     Great rupee deals

•     Large movie selection

•    Latest Bollywood hits on CD and DVD

•     International calling cards

•    Cellular activations (trade-ins welcome)

•    Conveniently located in Jackson Heights 

(718) 555-1111 ask for Yasmeen 

Figure 4.2 Sample hawala advertisement26

From John Cassara and Avi Jorisch, On the Trail of Terror Finance: What Law Enforcement

and Intelligence Officers Need to Know (Red Cell IG, 2010).
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16/6/15 Raj 100000 37.6 2659.57 N-1202

16/6/15 Vinood 250000 39.25 6369.42 N-1203

16/6/15 Nitin Bhai 350000 42.3 8274.23 B-8146

17/6/15 BJ 50000 38.75 1290.32 N-1204

17/6/15 Jaafar 300000 39.25 7643.31 B-8147

17/6/15 Raj 150000 39.75 3773.58 N-1205

18/6/15 Nabhi 380000 42.2 8293.83 L-2160

18/6/15 Singh Trading 200000 38 5263.15

Figure 4.3 Sample hawala ledger

From John Cassara and Avi Jorisch, On the Trail of Terror Finance: What Law Enforcement

and Intelligence Officers Need to Know (Red Cell IG, 2010).

rate in effect for the transaction. The fifth column is the value of the

transaction in dollars. The sixth column reflects the manner in which

the payment was made. Notations such as “N-1203”) usually represent

a bank and a check number. (N could be “National Bank,” B could

be “Basic Bank,” and L could be “Local Bank.”) In many locations in

the Middle East and South Asia, however, checks are not used, and

payments/deposits are in cash. In such cases, a remittance code may

be designated. In the sample ledger, the notation in the Singh

Trading row is “52 T” in Hindi. This represents 52 tolas of gold, possibly

paid to a local goldsmith or jeweler instead of being remitted via a bank

(see Chapter 6 for more on gold transactions).

COUNTERMEASURES

After September 11, a buzz developed in the worldwide media about

terrorist finance. There were published stories about al Qaeda’s alleged

exploitation of gold, diamonds, tanzanite, and even the honey trade.

Articles were written about the abuse of charities and donations from

wealthy individuals in the Middle East to finance terror. But perhaps

the biggest “discovery” for both the media and government agencies

and departments was hawala. Talking heads and so-called experts

gave interviews and were asked to testify on Capitol Hill about the

threat of hawala and other alternative remittance systems that might

be exploited by our adversaries. Congress wanted a solution, or at

least the appearance of a solution, for an underground system that

doesn’t have a solution.28
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Hawala—and similar alternative remittance systems—are here to

stay. They are not going away because they fill a need. Moreover,

hawala is intertwined with complex issues such as macro and micro

economics, currency exchange controls, the devaluation of curren-

cies, tax avoidance, capital flight, illiteracy, underground trading

networks, and the promotion of banking services to non-banked pop-

ulations. New laws, rules, and regulations in the United States and

other jurisdictions are not going to solve the problem. Certainly, the

last 10 years have proven that the registration and licensing require-

ments of hawaladars are mostly cosmetic.29

In short, there is no silver bullet to prevent the misuse of hawala.
Yet we should not stop trying to develop and implement counter-

measures or ways to identify suspect hawala transactions. We know

trade is still the most widespread method of settling accounts between

hawaladars and other underground financial brokers. As I have urged

elsewhere, a systematic examination of suspect trade anomalies could

provide insights into hawala networks.

FACTORS IMPACTING A POSSIBLE HAWALA “SOLUTION”

◾ Currency and exchange controls

◾ Currency devaluations

◾ Literacy

◾ Movement away from cash-based economies

◾ Tax reform

◾ Low-cost overt alternatives

◾ Licensing and registration of hawaladars

◾ Increased awareness by compliance officers

◾ Increased SAR filings

◾ Advanced analytics

◾ Outreach to ethnic groups that use hawala

◾ Law enforcement initiatives

◾ The development of low-cost and transparent “new payment methods” such as
cell phones

◾ Trade transparency
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CASE EXAMPLES: HAWALA

The following are a few examples of “black” hawala. They are repre-

sentative of cases that use hawala both to launder criminal proceeds

and also finance terror.

Case 1: Manhattan Foreign Exchange

On March 20, 2003, law enforcement agents in New York arrested

four individuals in connection with a Pakistani unlicensed money

services business called Manhattan Foreign Exchange. Run from the

basement of a Kashmiri restaurant in midtown Manhattan,30 the

business was one of New York’s largest hundi remitters to Pakistan,

transferring more than $33 million to the country during a three-

year period, mostly drug proceeds.31 The criminal organization also

sold fake U.S., Pakistani, Canadian, and British passports and travel

documents.32

Shaheen Khalid Butt, the Kashmiri owner, was charged with

money laundering, currency reporting violations, conspiracy, and

immigration fraud charges.33 Over the course of the investigation, law

enforcement bugged the basement of the restaurant and videotaped

couriers dropping off bags of cash.

Case 2: Shidaal Express

In November 2013, a federal judge in San Diego sentenced three

Somali immigrants for providing financial support to al-Shabaab—a

designated terrorist organization. Evidence presented during the trial

showed the defendants conspired to transfer funds to Somalia through

a hawala operation known as the Shidaal Express. Among those

involved in the conspiracy were Basaaly Saeed Moalin, a cabdriver,

Mohamed Mohamed Mohamud, the imam at a popular mosque

frequented by the city’s immigrant Somali community, and Issa

Doreh, who worked in the hawala operation that was the conduit for

moving the illicit funds. Moalin had direct ties with al-Shabaab and

one of its most prominent leaders—Aden Hashi Ayrow. At the trial,

the jury listened to dozens of the defendants’ intercepted telephone
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conversations, including many between Moalin and Ayrow. In those

calls, Ayrow begged Moalin to send money to al-Shabaab, telling

Moalin that it was “time to finance the jihad.”34

Case 3: Health-Care Fraudsters Send Funds to Iran

In March 2013, Hossein and Najmeh Lahiji, a naturalized U.S. citizen

and his wife, were indicted for medical billing fraud in Texas, and for

sending the illicit proceeds to Iran via hawala. The Lahijis transferred

the illicit funds through Espadana Exchange, an unlicensed money

remitting business. During the investigation, evidence was obtained

that allegedly showed the co-conspirators defrauding multiple health-

care benefit programs by submitting false and fraudulent claims,

including instances where Dr. Lahiji submitted claims for urology

services allegedly performed when in fact he was traveling outside the

United States.35

Case 4: Somali Remittances

In Somalia, there is an absence of regulated commercial banks. As a

result, informal remittance companies are the primary conduits for

moving funds into and out of Somalia. Trade goods are often used to

settle accounts between hawaladars. In one case, a Somali trader buys

commodities fromDubai for resale in Somalia. To finance the trade, the

Somali trader contacts a local remittance company in Mogadishu. The

trader gives cash to the local remittance agent. (Most transactions are

dollar-based, but other currencies are used as well.) A commission is

charged for the exchange. The trader asks that the funds be transferred

to his foreign bank account located in Dubai.

The local agent of the remittance company contacts a hawaladar

also located in Dubai and asks that the funds be transferred to the

Dubai-based bank account identified by the Somali trader. The Dubai

bank issues a letter of credit so that goods can be purchased. The desired

goods are purchased in Dubai and the vendors have no idea—nor do

they care—that the origin of the funds is actually the result of a hawala

exchange. The trade goods are then shipped to Somalia and sold by the

trader. A percentage of the profit is kept and the balance is used to pay

suppliers, and the cycle is repeated.36
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Case 5: Financial Intelligence Instrumental in Hawala
Investigation

In 2002, the FBI opened an investigation into the activities of a

hawaladar in the western United States. A tip from a citizen complaint

prompted a query of the BSA database. The query yielded 30 SARs

and 13 CTRs, which were instrumental in identifying numerous bank

accounts used in the hawala operation. Over a five-year period, the

subjects, all Iraqi immigrants, wired in excess of $4 million from a U.S.

bank to accounts in Amman, Jordan. From there, most of the money

was illegally smuggled into Iraq. Additional funds were sent to Syria,

Saudi Arabia, Iran, UAE, Chile, Ukraine, and Denmark.37

Cases 6 and 7: Examples of Hawala and Terror

According to transcripts from the trial of Mohammed al-Owahali,

an al-Qaeda member serving a life sentence for his role in the 1998

U.S. embassy bombing in Nairobi, funding for the attack was received

through a hawala office in the city’s notorious Eastleigh district, a pre-

dominantly Somali neighborhood.38 And according to the indictment

of Faisal Shahzad, the Pakistani American who attempted to detonate

a bomb-laden SUV in New York’s Times Square in May 2010, hawala

transfers were used to finance that plot as well. Shahzad reportedly

received approximately $12,000 from the Pakistani Taliban to carry

out the attack.39

CHEAT SHEET

◾ The magnitude of unofficial remittances is enormous, easily

surpassing multiple hundreds of billions of dollars a year.

◾ Hawala is one of many worldwide alternative remittance sys-

tems. It is commonly found in South Asia, parts of Africa, the

Americas, and the Middle East.

◾ Hawala can be defined as “money transfer without money

movement.”

◾ The overwhelming majority of hawala transactions are benign

and involve the remittance of wages.
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◾ Hawala is based on tust. It works primarily because of family,

clan, or tribal associations.

◾ Transfers of money and value take place based on communica-

tions between members of a network of hawala brokers, called

hawaladars.

◾ Attractive elements of hawala are that it is certain, convenient,

and cheap. Clients also feel comfortable working with a finan-

cial system they trust and understand.

◾ Accounts between hawaladars are periodically settled through

banks, cash couriers, and trade. New settlement techniques

such as cyber- and mobile payments are on the horizon.

◾ Hawala brokers frequently operate other businesses. Some of

the most common include currency exchange houses, import–

export shops, cell phone/calling card shops, gold jewelers, and

various kinds of business brokers.

◾ Hawala is widespread even in jurisdictions where it is techni-

cally illegal.

◾ Hawaladars generally keep temporary books or an informal

ledger to track their transactions.

◾ Hawala countermeasures have proven ineffective in part

because the service is interwined with regional issues such as

illiteracy, currency devaluations, nonconvertibility of currency,

excessive taxation, corruption, lack of inexpensive financial

services, and trade and value transfer.
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Ionce gave a presentation to Italian law enforcement officials about

hawala. As per the discussion in Chapter 4, I initially explained

that hawala was probably invented in South Asia centuries ago long

before the advent of Western banking. One Italian wagged his finger

and objected. He declared that, “Hawala was invented in Italy!”

“What do you mean?” I asked.

“Don’t you remember your history? Back in the Renaissance, Italy

as we know it today didn’t exist. It was composed of a number of

city-states such as Venezia, Firenze, Milano, Pisa, Roma, Napoli, and

many others. There was active commerce between them, but they

didn’t have modern banking. Roads were poor and unsafe. Robberies

were common on the highways. Piracy was a risk at sea. If a busi-

nessman in Venezia wanted to send money to another businessman in

Napoli as compensation for the purchase of goods, he would not want

to risk sending gold coins as payment. So the city-states developed a

system of commerce where debts were covered by value transfer and

exchange. It was very efficient. The money stayed in place, but pay-

mentwasmade. They didn’t call it hawala.But it was the same system.”

The reason why an introduction to a chapter on Chinese informal

money transfer system begins with a shared anecdote about hawala in

Renaissance Italy is because for all intents and purposes, modern Chi-

nese underground financial systems also have their origins in antiquity

and are quite similar to other “alternative” underground financial sys-

tems found around the world. And once again trade is the common

denominator.

AN ANCIENT SYSTEM

It is believed that fei-chien, sometimes known as “flying money,” was

invented during the T’ang Dynasty (618–907 AD). The Chinese under-

ground financial system is also known as hui kuan—“to remit sums of

money” (Mandarin Chinese), phoei kwan (Teochew Chinese), or chiao

hui—“overseas remittances.” At the time, there was a growing com-

modity trade within China. Some historians believe it was the rice

trade and others the tea trade that were the catalysts for the new finan-

cial system.1 As opposed to modern-day practice, the transfer schemes
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were not invented as an underground method of evading the grasp of

authorities but rather it was a tool to facilitate taxation.

Merchants sold their goods and then brought their revenues to

provincial “memorial offering courts,” where taxes due the central

government would be collected. In turn, the merchants would be

issued certificates for the remaining value of the commodity sales.

When the merchants returned to their home provinces, they would

present the certificates to the provincial government for payment.

Thus, the fei-chien system became an efficient way of payment

via trade-based value transfer. Completing transactions in this way

simultaneously spared the merchants and government the risk of

transporting large sums of money.2

Over the centuries, the system continued to evolve. Chinese work-

ers increasingly began to migrate to other provinces and then overseas.

Their families back home generally needed financial support. Expa-

triate Chinese businesses (particularly those that specialized in gold)

began to develop side businesses of remitting money back to China.

Strong Chinese family bonds are incorporated into guanxi, which

is an overarching social system of rules that govern relationships

and social behavior. Guanxi is the guarantor of both secrecy and the

integrity of the parties to the transaction. Violate its prescriptions

and find yourself a social outcast, essentially shunned in all circles.3

Guanxi is an integral component of fei-chien. In other words, similar

to the explanation of hawala in Chapter 4, an essential element of

fei-chien is trust.

In the Chinese diaspora, remittanceswere often sent home to loved

ones via rice merchants who traveled throughout Asia and beyond.

Over time, the rice trade evolved into much of the region’s shipping

and commercial routes. The young Chinese postal service soon took

advantage of the transportation networks, merchant shops, and

shipping schedules and began sending letters and remittances through

these carriers. When government-controlled postal services and offi-

cially registered banks came into existence, they were accompanied by

comparatively high fees, insuring a continuing role for underground

bankers in Asian societies. For example, Teochew Chinese families that

were in the informal remittance business in Thailand also founded the



76 T R A D E - B A S E D M O N E Y L A U N D E R I N G

major banks. And many of the banks remain in the hands of powerful

families, which helps to explain today’s special relationships between

some Asian banks and major money-moving organizations.4

CHITS AND CHOPS

Many correlate the use of chits and chops with Chinese underground financial systems.
The chit was introduced by British colonialists in China, who borrowed the term
(diminutive of “chitty”) from Hindi (chitthi). It was generally used as a note or certificate
often given to a servant as payment. The employee then presented the chit to a shop
keeper for the purchase of goods and payment was later made by the employer’s
representative.

The chop evolved into a kind of receipt. It has taken many forms including a seal made of
wood or ivory. The chop is often dipped into ink or wax and impressed on a document,
including cards and currency. It is sometimes used in funds transfers as a sign of
legitimacy.5

In fei-chien transfers today, a coded phone call or e-mail message are often used.6

THE MODERN ERA

Global Financial Integrity estimates that between 2002 and 2011, illicit

financial outflows from China were approximately $1.08 trillion.7

There are many economic, social, and political reasons for Chinese

capital flight. However, there is an increasing personal finance incen-

tive. Chinese banks pay paltry returns on savings. In past years, bullish

equity markets and the real estate boom have offered the growing

Chinese middle class investment and saving options. Yet those options

are teetering, making investment overseas a viable alternative. Savvy

Chinese also like to park some of their assets in the West. However,

one stumbling block to foreign investments is that the Chinese central

government mandates capital controls, which limit Chinese citizens

to taking out about $50,000 a year.8

Popular ways to send money outside China are via the misuse of

the international gold trade (see Chapter 6), gambling, casinos, and
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junkets (particularly via Macau), the special relationship with Hong

Kong, and allegations that some Chinese banks provide special services

to select customers to funnelmoney abroad. Some Chinese use friends’

and family members’ transfer quotas to get the money they need over

the border.9 Overseas business investments, trade-based value transfer,

and its corollary fei-chien are also heavily used.

A Chinese investor said he doesn’t really worry about limits on sending
money abroad. “The Chinese are known for finding all sorts of channels for
sending their money out of the country.”10

Similar to demand meeting availability in the narcotics-fueled

expansion of the black market peso exchange discussed in Chapter

3, the Chinese informal banking system of yesteryear has taken on

both new breadth and sophistication. It offers cheap, efficient, swift,

and low-risk cross-border fund transfers of hundreds of millions of

dollars each day. Black market banks in China and overseas never

advertise their services. Similar to hawala storefronts, they operate

ostensibly as tea shops, cellphone vendors, or snack kiosks. Generally,

they attract clients by word of mouth. Their service is to provide

cash for cash. They can move much faster and more efficiently than

regulated Chinese banks.11 According to one fei-chien broker, “We

have a relative in Hong Kong who does business in Mainland China.

Once a week, he visits us to pick up renminbi (Chinese currency) for

his import business, and in return he maintains a pool of Hong Kong

dollars for us across the border. He is family, so we trust him. We avoid

the official exchange rates, and everyone is happy.”12

Although the informal networks are found throughout China,

they seem to be particularly active in Guangdong province; a coastal

province in southeast China bordering Hong Kong and Macau. Indi-

viduals and businesses in the region and elsewhere depend on “flying

money” to get around strict government currency controls and to safe-

guard their assets.13 Even ranking government officials use the service.

According to one money broker, government apparatchiks “bring us
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sacks of cash in Zhuhai because they are afraid that security cameras at

cash deposit terminalswill record their faces. Or one of their underlings

does it, and they ask us to give them Hong Kong dollars in Macau.”14

Guangdong in the Pearl River Delta hosts a number of cities and

trading and manufacturing centers that are also major underground

finance conduits with Hong Kong, Macau, and global underground

financial networks. Despite Chinese government controls on capital

inflows and outflows and the prohibition of informal financial banking

and remittances, the underground networks are flourishing.

According to an underground broker in Zhuhai, “It’s very simple. You give
me renminbi here. Then we deliver Hong Kong dollars to you in Macau. We
can move tens of millions each day.”15

HOW DOES IT WORK?

When I was assigned to Treasury’s FinCEN, I once gave a briefing on

hawala to visiting officials from Taiwan. There is little publicly available

information on Chinese underground finance, and I wanted to know

how it operates. At the end of the presentation, one of the officials

stated, “Generally, hawala and fei-chien operate the same way.” So

per our discussion and subsequent research, the following are some

similarities between hawala and fei-chien. Figure 5.1 is a simplified

diagram of a basic fei-chien transfer.

◾ Both systems have existed for centuries.

◾ Both are based on trust.

◾ For the most part, both are generally benign and commonly

used today for the remittance of wages.

◾ Both underground financial systems are also abused by crimi-

nals, tax cheats, and as a means of capital flight and the repa-

triation of profits.

◾ Both hawala and fei-chien are international in scope.
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◾ Family and clan relationships are often involved.

◾ Both are based on the concept of money transfer without

money movement.

◾ They are safe and secure.

◾ They offer inexpensive money transfer in comparison to their

formal counterparts.

◾ Both systems offer quick and efficient transfers.

◾ There are few paper trails.

◾ They avoid taxation and government scrutiny.

◾ For the most part, they avoid official financial transparency

reporting requirements.

◾ They are little understood outside their natural constituencies.

◾ Both avoid currency and exchange controls.

◾ They are culturally acceptable.

◾ Both systems often use front companies such as import–export

firms.

◾ Historically and culturally, both often used gold to settle

accounts between brokers.

◾ Today, accounts are often settled via bank transfers, cash couri-

ers, and trade.

◾ Over- and underinvoicing, countervaluation, and invoice fraud

are all common techniques to transfer value.

Transactions and capital flow both directions. Using the previous

example, the fei-chien brokers in Hong Kong and New York have to

periodically settle their accounts. Similar to hawala, this is accom-

plished via bulk cash (U.S. dollars), bank transfers, and trade-based

value transfer. For example, Chinese firms working with fei-chien

brokers can send money out of China by underinvoicing exports

and overvaluing imports. They may, for example, sell $10,000 worth

of garments abroad, show an invoice for $8,000 to authorities, and

keep the remainder overseas. Chapter 7 will further discuss forms of

commercial laundering and mispricing via trade and services.
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2.  Wang gives the fei-chien

 Hong Kong broker the money and

 in turn receives a playing card with a

 chop.  He trusts the broker, as they have a

 familial relationship.       

1. Wang in Hong Kong

 wants to send $1 million

 Hong Kong dollars of illicit

 proceeds to his cousin in

 New York City.    
3.  The fei-chien broker in Hong Kong

 directs his counterpart (perhaps a member of

 the same family) to pay the

 equivalent in U.S. dollars

 (approximately $129,000) upon

 presentation of the chop. A coded telephone

 call or e-mail might also be used for

 authentication.          

4.  The money is paid to Wang’s

 cousin in NYC (less commissions at

 both ends). The money did not

  physically leave Hong Kong.   

Figure 5.1 Fei-chien flying money diagram

TRIADS AND TONGS

According to the FBI, Chinese social organizations called tongs have been operating in
the United States since the early 1900s. Many evolved into organized crime rings and
have been joined by other groups with ties to East and Southeast Asia. They are “highly
sophisticated in their criminal operations and have extensive financial capabilities.”16

Chinese triads (underground societies) are criminal enterprises primarily based in Hong



C H I N E S E F L Y I N G M O N E Y 81

Kong, Taiwan, and Macau. They are often involved with extortion, murder, kidnapping,
illegal gambling, prostitution, loan sharking, alien smuggling, narcotics trafficking, and
intellectual property rights violations. Their illicit proceeds are sometimes laundered via
fei-chien.

According to the most recent FATF mutual evaluation report on

China, the FATF evaluators and the Chinese officials they interviewed

agree that there are four primary money-laundering methodologies

in China:

1. Illicit funds are laundered via bulk cash smuggling.

2. Dirty money is laundered through the legitimate financial sys-

tem such as banks, cash transactions, account payments, loans,

and other financial transactions.

3. Proceeds are transferred by importing or exporting over/under-

priced goods, or falsifying/counterfeiting import–export con-

tracts, shipment bills, customs declarations, and other related

documents (i.e., trade-based money laundering).

4. Money is laundered through the underground banking

system.17

Of course, as we have seen, methods three and four are inter-

twined. What is important to note is that the Chinese themselves

acknowledge the threat posed by TBML and its link to underground

finance.

CHINESE PRESENCE IN AFRICA

During my travels to Africa, I have observed the growing Chinese

presence and suspect Chinese business practices. Over the last decade,

there has been a proliferation of Chinese traders in African markets.

In fact, it is believed more Chinese have gone to Africa in the past

10 years than Europeans in the past 400!18 Many come to work via

China state-owned companies. But after their contracts end, many

stay behind and are issued host-country passports.
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To put the magnitude of the China and Africa relationship in

perspective, trade between the parties was a stunning $160 billion in

2011—as opposed to a mere $12 million in 1950! China is Africa’s

largest trading partner. The trade is relatively balanced.19 Africa sends

primarily minerals and raw materials back to China.

Although updated estimates are not available, approximately 10 years ago
Asian law enforcement officials believed the Chinese underground banking
system handled more money transfers to and from China than are sent via
the official banking system.20

The small, ubiquitous Chinese shop is the opaque underbelly

of China’s presence in Africa.21 The shops are found throughout

the continent in large cities and small rural towns. The “mom-and-

pop” standalone stores offer just about everything for the typical

African consumer, including clothes, electronics, and small appliances.

The African people generally welcome the availability of the low-cost

products, but complain bitterly about the low quality of poorly made

and sometimes counterfeit goods. Many observers feel it is a form of

recycled exploitation with Africa providing raw materials for Chinese

industry and China providing modern-day consumerism for all.

Exacerbating the situation, Chinese traders seal themselves in

insular communities and have very little social interaction with their

African hosts. Moreover, Africa has become a needed outlet for Chi-

nese entrepreneurs and economic citizenship is often available—for

a price. Some feel that many Chinese settling in Africa have ques-

tionable ties and agendas. And, unfortunately, the Chinese business

community in Africa functions in a nontransparent mode. Little or

no information is available regarding supply chains, financing, and

banking. Most China shops operate on a cash-only basis and tax

avoidance is rife. Once again, corruption is the great facilitator.

The situation is assuredly abused. The China shop is perfectly situ-

ated to facilitate TBML, capital flight from China, and the underground

repatriation of profits made in Africa back to China. Underground

banking is a lifeline for import–export businesses that are frustrated by

strict financial regulations in China and by African host countries that
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impede the efficiency of commerce. And without fei-chien networks,

Chinese workers in Chinese sweatshops would have great difficulty in

sending money home and merchants would face additional expenses

repatriating profits.

Unfortunately, there is very little reporting on these issues, either

by governments or the media, and there are no known criminal

investigations. African security services, financial crimes police, and

customs services uniformly suffer from lack of expertise and capacity.

U.S. law enforcement and intelligence services are also woefully

lacking in knowledge of Chinese underground financial systems.

The Chinese/African model is also found in the Americas, Europe,

and Central and Southeast Asia. The Chinese fei-chien value transfer

system uses trade goods to provide countervaluation between brokers.

The networks are shrouded in secrecy and remain far outside of

Western experience. The U.S. Department of State shares these views.

In the 2015 INCSR report, the State Department urges that “China

should cooperate with international law enforcement to investi-

gate how indigenous Chinese underground financial systems and

trade-based value transfer are used to circumvent capital restrictions

for illicit outbound transfers and capital flight, and receive inbound

remittances and criminal proceeds for Chinese organized crime.”22

Via personal interviews, anecdotes, and observation, I have

come to the conclusion that Chinese underground banking via value

transfer (both outbound and inbound) is a phenomenon of growing

importance. It must be understood and addressed in the next frontier

of TBML.

CASE EXAMPLES

Case 1: Fei-Chien and Hawala

According to the DEA, “A Chinese trafficker enlisted the services of

ethnic Indian hawala dealers to transfer hundreds of thousands of dol-

lars from New York City to Bangkok. The trafficker brought the cash to

the Indian gem trading company on Fifth Avenue. The hawala dealer

contacted a counterpart in Bangkok, who made the money available

at a gem trading company. The trafficker’s associate in Bangkok then

was notified and told to pick up the money at the gem store.”23
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Case 2: Underground Money Shops’ Role in Drug Money
Laundering

In 2005, 15 defendants involved in a transnational drug traffick-

ing case, jointly investigated by the Chinese and Malaysian police,

were convicted of drug manufacturing and trafficking and money

laundering by the Intermediate People’s Court of Quanzhou, Fujian.

A drug dealer called “Cai C” transferred the drug proceeds from

underground money shops in the Philippines to their counterparts in

Quanzhou, Jinjiang, and Shishi, China. Relatives of “Cai C” opened

accounts with their own names in local Chinese banks. Most of the

illicit money was used for the purchase of vehicles and the election of

a local village chief.24

Case 3: Underground Banking and Immigrant Smuggling

A Chinese businesswoman in New York’s Chinatown known as

“Sister Ping” was also a snakehead—a Chinese immigrant smuggler.

She charged up to $40,000 per person to smuggle migrants on the

dangerous and suffocating voyage from China to New York in the hold

of a rogue vessel. She also owned restaurants, a clothing store, and real

estate in Chinatown. According to testimony at her 2005 trial, from a

humble-looking Chinatown storefront, she also oversaw a large multi-

national underground financial empire that stretched from New York

to Thailand, Singapore, Hong Kong, and China. She admitted to being

the busy chief executive of an “underground or unofficial bank”

for immigrants. The illegal Chinese migrants used her to remit their

American earnings to support relatives back in China and sometimes

to smuggle them into the United States. According to the New York

State Banking Department, Sister Ping never held a banking license.25

Case 4: Triads Use Underground Finance in Russia’s
Far East

According to Asian organized crime expert Bertil Lintner, the equiv-

alent of hundreds of millions of dollars was transferred in just one

year from China to the Russian Far East—mostly through the Chinese

underground banking system. The funds were invested in casinos,
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hotels, restaurants, hostess bars, illegal logging and fishing ventures,

and other businesses. Chinese triad gangs control many of the same

businesses. Many Russian gangsters work for the Chinese syndicates

expediting business deals or as security guards in gaming houses.

Timber, fish, and illicit proceeds are transferred to China, costing

Russia tax revenue.26

Case 5: Used-Tire Trade Masks TBML and Trafficking
in Endangered Wildlife

The African continent is one of the fastest growing markets for the

global tire industry and China has emerged as a leading exporter of

both new and used tires to many African countries. There are grow-

ing imports of low-quality second-hand tires, which soon wear out on

Africa’s rough roads. Some have accused China of “dumping” tires in

Africa.27 Against this backdrop, Country X in Africa imports cheaply

made or “used” tires from Asia—primarily from China. Similar to the

kind of BMPE scheme described in Chapter 3 with Mexico buying

cheaply made goods from China as a ruse to send payment abroad,

the tires enter Africa. They could be overinvoiced. Payment is made

and money is laundered or possibly simply repatriated back to China.

Another possibility is that upon arrival the African importer labels the

tires as “defective” and has them “returned.” In that case, there is no

duty on the return of the tires. There are incidents where contraband

(including endangered wildlife products) is hidden among the tires in

40-foot containers for shipment to China. Or the containers with “re-

turned” tires to China are simply cycled back to Africa in a kind of

carousel scheme whereby they are purchased and overinvoiced yet

again and more money is laundered or repatriated.28 The involvement

of Chinese underground finance in these schemes is not known but

the investigations continue.

Case 6: Underground Banking Links Korea and China

According to 2015 U.S. Department of State reporting, “South Korean

officials have uncovered numerous underground banking systems

being used by South Korean nationals, North Korean defectors, and

foreign national workers from China and Southeast Asian and Middle
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Eastern countries. Reports indicate North Korean defectors living in

South Korea are sending more than $10 million per year to family

members in North Korea through illegal banking systems between

South Korea and China.”29

Case 7: Chinese TBML in Poland

According to 2015 U.S. Department of State reporting, “[Polish]

authorities continue to report that Asian (primarily Chinese and Viet-

namese) organized criminal elements are increasingly remitting profits

from tax evasion and the sale of counterfeit goods via money transfers

and couriers. The majority of Asian organized crime activity occurs at

the Chinese Trade Center located in Wolka Kosowska, approximately

25 kilometers from Warsaw. There are also smaller Asian shopping

centers located in Rzgow (near Lodz) and Jaworzno (near Katowice)

where organized crime activity is suspected. The principal scheme

involves the extreme undervaluing of imported goods through the

falsification of invoices, which are used to determine the customs

value of products and the applicable value added tax (VAT). The sale

of counterfeit goods and illegal drug trafficking are also suspected at

these markets.”30

Cheat Sheet

◾ Fei-chien and similar Chinese underground financial systems

are sometimes known as flying money.

◾ The informal financial system was invented during the T’ang

Dynasty (618–907 AD).

◾ Today, it essentially operates the same way as hawala and sim-

ilar worldwide alternative remittance systems.

◾ Modern fei-chien has taken on new breadth and sophistication.

◾ Historically and culturally, fei-chien is trade-based value

transfer.

◾ Money is transferred but not physically moved.

◾ Fei-chien is insular, indigenous, secretive, and based on trust.
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◾ To show ownership, the recipient of a fei-chien transfer will

sometimes use an authenticated chop or token as a sign of legit-

imacy. Coded telephone calls and e-mails are also used.

◾ Chinese underground financial systems are used to remit

wages, engage in capital flight, avoid taxes, launder criminal

proceeds, repatriate profits, and avoid currency exchange

controls.

◾ Fei-chien is not easily recognized, and there is little government

or open source reporting on the underground financial system.
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The transfer of value through the misuse of the international gold

trade is one of the oldest andmost pervasive forms of international

money laundering in the world. And in terms of total monetary

value, some of the largest money laundering schemes in history have

involved gold. Because of its unique nature—it is both a commodity

and a de facto bearer instrument—it is often used to both store and

transfer funds. Gold is used in all three stages of money laundering:

placement, layering, and integration. It is attractive to both criminal

and terrorist organizations. Gold also plays an important role in alter-

native remittance and underground financial systems such as the black

market peso exchange, hawala, and fei-chien. In short, there is nothing

else like it out there.1

As the reader has seen, just about any commodity can be used in

TBML. I could laundermoney with a shipment of apples! However, if a

criminal organizationwanted to launder lots of dirty money or transfer

significant value via trade, gold is one of the favored commodities. Its

intrinsic value is high and so is its value to mass. It is a very efficient

laundering vehicle.

WHY GOLD IS SO POPULAR WITH MONEY LAUNDERERS

To fully understand why gold’s unique properties make it so popular

with money launderers, one must consider a wide variety of factors.

Gold Has Been a Haven of Wealth Since Antiquity

Since the dawn of recorded history, in diverse locales and cultures,

gold has symbolized wealth and guaranteed power. Its possession has

obsessedmen and nations, destroying some cultureswhile helping oth-

ers expand their influence.

The oldest gold objects discovered thus far were the products of the

ancient Thracian civilization, dating from 4000 BC. They were found

at a burial site in Varna, Bulgaria.2 Archaeological digs suggest that

the use of gold as a measure of wealth was initiated in the Middle

East, where the first-known civilizations began. Egyptian tombs from

the third millennium BC have been discovered with gold jewelry. The

Egyptians obtained gold via trade with the Nubians of Ethiopia, as well

as from their own mines. In West Africa, people traded gold for salt
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from the Sahara Desert in the north. The Persian Empire, in what is

now Iran, made frequent use of gold in artwork as part of the Zoroas-

trian religion, while the Roman Empire used gold coins as currency. In

fact, the acquisition of gold was the main focus of some of the Roman

conquests, such as Rumania. Gold has also been important in the cul-

tures of South Asia, China, and Central and South America. Finally,

gold was one of the main reasons behind the early European explo-

ration of the Americas. In the Inca civilization, gold was considered

the blood of the sun. Gold exploration and mining were also keys to

the development and settlement of the American West.

Gold Is a Readily Acceptable Medium of Exchange
Anywhere in the World

Early in my career, while working for the U.S. intelligence commu-

nity, I began training for a covert overseas assignment. I was to be

inserted into one of the most remote areas of Africa to link up with

a liberation group fighting a Soviet proxy government. In case I ran

into trouble and would have to make my way to a nonhostile area,

I was outfitted with boots that had gold coins secreted in the insoles.

The assignment never materialized. But the reason for this anecdote

is that it provides an excellent illustration that gold is recognized as a

de facto bearer instrument anywhere in the world. In that sense, it is

better than the paper dollar. Gold is an internationally recognized form

of currency—even in far-flung and isolated lands.

In Times of Uncertainty and Civil Strife, Gold Is Often
More Reliable Than National Currencies

I once traveled to Kuwait shortly after Saddam Hussein’s Iraqi army

was forcibly expelled by coalition forces. At the time, there were

many stories of Kuwaiti citizens who had fled their country during the

invasion and occupation. Prior to leaving, they had desperately tried

to exchange their dinars and dollars for gold. These actions had many

historical precedents. In times of economic or political uncertainty,

gold generally increases in value as people seek out the comparative

stability it offers. Today, in certain parts of the world, individuals con-

tinue to stockpile gold holdings in case they find it necessary to flee.
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Indeed, gold is a much better insurance policy, bribe factor, and source

of transportable wealth than currency. With it, people can carry

much more value on their person than they could via even large-

denomination currency, whether they are using specially designed

smuggling vests, small bags, or other means. Perhaps most important,

gold is accepted at almost any destination—the same might not be

true of some national currencies.

Gold Prices Are Fixed Daily in Markets Worldwide,
and Gold’s Value Is Relatively Constant Over Time

The price of gold is set in international trading markets, and as with

most commodities, it fluctuates daily. Yet if gold is selling for $1,200 per

ounce in New York, it will sell for the same price in London, Zurich,

Tokyo, Dubai, or Johannesburg. The daily price can easily be deter-

mined, whether one is consulting financial markets, the Internet, a

major newspaper, or visiting an Arabian gold souk (market).

In addition, although the price of gold varies over time, its value

remains relatively constant. This is due to the fact that its supply is

limited and generally fluctuates no more than a few percentage points

annually; the gold in circulation continues to be recycled. Thus, it is

the value of the dollar that changes, which in turn affects the price of

gold. Because money launderers are businesspeople, they are attracted

to the relative constancy that gold offers.

DID YOU KNOW?

According to the American Museum of Natural History, the total amount of gold ever
mined is 152,000 metric tons, or enough to fill 60 tractortrailers. And all of the gold that
has ever been refined could be placed into a cube measuring 65.5 feet or 20 meters
per side!3

The Weight and Quality of Gold Can Be Assured

Gold is mined in every continent but Antarctica. Russia, South Africa,

the United States, Canada, Australia, and Peru are some of the top

producing countries. Gold is generally manufactured into bars and
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other forms in more limited gold centers, including Switzerland, Lon-

don, and Dubai. There are strict international standards and safeguards

regarding the purity, sizing, and quality of this manufactured gold.

Solid gold bars must be 99.99 percent pure. These bars are

sometimes referred to as four-nine gold. Depending on the market,

the so-called “good delivery bars” are formed into 35.27-ounce kilo

bars, about the size of a small brick, which are particularly popular in

Western countries and the Middle East. In South Asia, 10-tola bars (an

Indian unit of weight) are popular; these 3.75-ounce pieces are approx-

imately the size of a candy bar. Wafer-thin tael bars are primarily found

in the Far East and are manufactured in various shapes and sizes (the

tael is an ancient Chinese weight approximately equal to 1.2 ounces).

Gold Offers Easy Anonymity

When investigating traditional money laundering, authorities try to

“follow the money” via a paper trail. Financial intelligence can be

generated from bank records, identifiers found on currency, electronic

codes associated with wire transfers, and numerous other sources.

Gold, the commodity, lacks such identifying records. Gold coins, and

even gold bars, may have serial or manufacturing numbers that are

easily removed. Chemical analysis is generally unable to conclusively

trace its origin. Although trade data are generally available (see

Chapter 9), matters are complicated because gold’s form is readily

altered. In other words, there are very few effective ways to follow a

disguised or laundered “golden trail.”

GOLD OR DIAMONDS?

I once had a conversation with a source who was involved in the international gold and
diamond trades. He told me that diamonds are attractive to money launderers because
they are the most condensed form of physical wealth in the world. And they are easy to
smuggle. However, he explained that the price of uncut or raw diamonds is somewhat
subjective. That’s not the case with gold. If you have “four-nine” gold in Europe, the price
is the same as “four-nine” gold in the United States or the Middle East. Since money
launderers and criminal organizations are attracted to certainty, my source said that
generally speaking gold is the favored medium to launder money.
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Gold Is Generally Immune to Asset Freezes

Given the proliferation of asset freezing and seizing efforts, criminal

and terrorist organizations are often reluctant to deposit liquid assets in

financial institutions. Many have realized that it is much more secure

to simply hoard assets such as gold outside the formal financial system.

For example, in 2007, as part of one of the largest money laundering

seizures in history, the Colombian National Police and DEA discovered

more than $80million worth of cash and gold in private residences and

businesses, buried in the ground, stashed in private safes, or hidden

elsewhere.4 In 2008, when the European Union threatened new sanc-

tions against Iran, $75 billion worth of Iranian assets were moved from

European banks, and some of these funds were reportedly converted

to gold.5 And in a 2009 law enforcement operation targeting a mari-

juana distribution ring that brought large quantities of the drug from

Canada to Saratoga County, New York, authorities found 172 gold bars,

161 gold coins, and a 100-ounce silver bar in one of the conspirators’

homes. The items were purchased with money from the drug trade.6

There Is a Tremendous Demand for Gold in Various
Cultures around the World

Gold plays important cultural roles in much of the world. Throughout

their histories, India, China, the Middle East, and Latin America have

all treasured gold. It continues to be in high demand whether as jew-

elry, savings, a type of bearer instrument, a hedge against unexpected

currency devaluations, an escape from the tax collector, a means of

transporting wealth, or as part of religious/cultural ceremonies such as

weddings.

China recently surpassed India as the largest consumer of gold.

In 2013, Chinese consumers had purchased a record 1,066 tons of

gold, 32 percent more than a year earlier.7 Historically, Saudis are the

world’s largest spenders on gold per capita.8 For example, it is not

unusual at Saudi weddings for the bride to be draped with kilos of

gold jewelry.
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HOW IS GOLD MANIPULATED TO LAUNDER MONEY
AND TRANSFER VALUE?

Gold has unique properties that make it fairly easy to manipulate and

thus uniquely attractive to money launderers around the world.

Depending on the Need, Gold Can Be Altered in Form

Gold’s unique characteristics allow its form to be altered. For example,

brokers and traders can change gold bars into various forms of jewelry.

Moreover, it is not uncommon for gold to be melted or smelted and

poured into special molds. As in the case of Operation Meltdown9 in

New York City (described in the Case Examples section below), the

gold was disguised as machine parts, tools, nuts and bolts, belt buckles,

and other items. Once cast, these fake golden parts require only a coat

of black spray paint and grease, making them much easier to smuggle

across borders. Similarly, the Jordanian Customs Bureau told me that

there have been instances of gold being smuggled in the form of license

plates. The smugglers melted the gold, put it in a license plate mold,

painted it to resemble a commonly issued vehicular plate, and simply

drove it across the border.10 Although there are some small expenses

associated with the schemes, the alteration of the gold is an acceptable

cost of doing business for the illicit actors.

Gold also has myriad industrial uses that facilitate changing the

form of gold and give paper justification for illicit transfers. For

example, there are often strict controls on gold exports, particularly

in countries that mine their own gold. But in some TBML schemes,

the conspirators switch from four-nine gold to gold “scrap,” which

bypasses controls. While scrap gold theoretically lessens the value of

the shipment (see Figure 6.1), the new classification works in the

favor of those who want to disguise illegally mined artisan gold.11

Gold scrap is a frequent TBML commodity.

Electronic gold or “e-gold” has been used by criminals laundering

illicit money via online accounts. E-gold is yet another way to alter

the form of gold. As a result, in the United States the government has
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moved to ensure that e-gold businesses are licensed and operate under

the same regulations as money services businesses.

Figure 6.1 represents the import of solid “four-nine” (99.99%)

pure gold in comparison with gold scrap. The horizontal line repre-

sents time and the vertical line represents value. The data are taken

from a comparison of harmonized tariff schedule entries representing

the importation of gold into the United States from various countries

in Central and South America. Gold scrap is not defined with precision

and invites fraud. Suffice it to say its value and gold content do not

approach “four-nine” gold. That being the case, why is the United

States importing massive quantities of gold scrap at prices higher than

gold bullion? Perhaps criminal organizations are seeking to launder

the proceeds of crime by overinvoicing multiple shipments of scrap to

send payment out of the country?

Gold Brokers Can “Layer” Transactions That Further
Confuse the Paper Trail

As described in Appendix A, layering is simply a method of disguis-

ing a money trail via a series of transactions. In traditional money

laundering using financial institutions, this is often accomplished by

the use of multiple wire transfers from one location or jurisdiction to

another. This tactic can be used with gold as well. For example, crim-

inal organizations involved directly or indirectly in the gold business

often have “gold accounts” in banks or trading houses, as well as silver

accounts, dollar accounts, and local currency accounts. To muddy the

trail, they can shift value from one account or institution to another

and from one jurisdiction to another. They can even combine this prac-

tice with the previous tactic of altering gold’s physical form. This type

of activitymakes it very difficult for criminal investigators to follow the

value trail.

Gold Is Susceptible to Double Invoicing, False Shipments,
and Other Fraudulent Schemes

Chapter 2 offered an explanation of trade fraud and examples of ficti-

tious invoicing and related schemes. Although most commodities can
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be used in such schemes, gold is particularly attractive to trade-based

money launderers. Because its high value can be condensed into a

comparatively small size, gold can be used to launder or transfer larger

amounts of value in a single transaction, contrary to other items such

as foodstuffs or textiles. Since money launderers generally want the

largest return for their efforts, gold’s unique properties make it the

commodity of choice in various fraudulent schemes.

For example, Colombia’s official annual gold exports are reported

to be approximately 75 tons although the industry only produces

15 tons.13 Could the difference be fictitious sales?

Figure 6.2 illustrates howmassive quantities of gold were exported

from two neighboring countries “into the commerce of the United

States” (customs terminology). (Note: The graph was created from

real data, but many of the details of this case constitute privileged

information so the details are omitted.) Neither of these neighboring

countries mine or produce gold in notable amounts. According to the

U.S. Customs special agent who investigated the case, the spike in

exports represented drug proceeds cycling through the region in the

Gold Exported to the United States

From Country A
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Time
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e

Figure 6.2 Gold exports and money laundering14

Source: Cassara and Jorisch, On The Trail of Terror Finance: What Law Enforcement and

Intelligence Officers Need to Know (Washington, DC: Red Cell Publishing, 2010).
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form of gold. As explained in Chapter 2, multiinvoicing is a common

TBML technique.

The graph’s horizontal axis represents time while the vertical axis

represents the value of gold being exported to the United States. The

data make clear that when authorities cracked down on the illicit gold

trade in Country A andmade arrests, the criminal organization respon-

sible for this activity simply relocated to neighboring Country B (addi-

tional arrests were eventually made in Country B as well, confirming

the shift indicated in the graph).

Gold Is Easily Smuggled

Gold smuggling in various forms has been chronicled around the

world. Because of its unique characteristics, it can be altered in form

to fit a smuggler’s needs. As described previously, it can be melted

or smelted into various shapes and sizes, disguised, and smuggled

across borders. It can also be concealed on a person, within baggage,

or hidden in a shipping container. There are special gold smuggling

vests outfitted for smugglers that allow them to transport hundreds of

thousands of dollars of gold on their person—much more value than

actual paper currency. Some gold bars are even manufactured with

special rounded corners and edges so as not to rip courier bags (or

sensitive body cavities).

In certain areas of the world, illegal gold mines are also a major

problem. For example, in Latin America the last decade has seen

a tremendous boom in illegal gold mining that in some cases has

eclipsed the cocaine trade as the leading source of criminal income.

Guerilla groups such as the Urabeños and the Revolutionary Armed

Forces of Colombia (FARC) have set up their own mining operations

or charge miners “fees” to operate in territory they control. The

gold is then smuggled out of the country or combined with licit

production. According to the Colombian Ministry of Defense, in 2014

authorities seized approximately 740 kilos of illegal gold. In 2010,

no gold was seized at all.15 Similar schemes involving gold, illegal

mining, smuggling, and money laundering have taken place in Mexico

and Peru.16
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GOLD JEWELRY SMUGGLING FUNDS TERROR

Analysts have observed that Chechen mujahedeen have smuggled gold from various
points in Asia to the Arabian Gulf for profit. Their method of transporting gold is simple:
instead of bullion, they carry coins and jewelry. In many cases, individual couriers or
travelers are fitted with necklaces, earrings, and other pieces—not as a fashion
statement, but as an easy method of transporting value from one country to another.17

Gold smuggling has been curbed in some regions. However, pilfer-

ing and smuggling frommines is still a concern in South Africa, Ghana,

and other locations. Although the gold trade in the Indian subconti-

nent was liberalized in the mid-1990s, Dubai still maintains a shadowy

reputation as an international gold smuggling center. In fact, the water-

way winding through the port of Dubai has been dubbed “Smugglers

Creek” because of its multitude of rarely inspected dhows that ply the

Arabian Sea, Indian Ocean, and waters of eastern Africa.

In the United States, customs authorities have investigated cases

in which drug proceeds are used to purchase gold from American ven-

dors. The gold is then smuggled across the border into Mexico in the

same manner as illicit bulk cash.

In most jurisdictions, gold is exempt from traditional cross-border

currency reporting requirements. Vietnam, Italy, Saudi Arabia, Jordan,

Taiwan, and Ukraine are among the few countries that mandate the

declaration of gold as a form of currency. For example, travelers

entering or leaving Vietnam must fill out a cross-border currency

declaration form if they are transporting the equivalent of more than

approximately $5,000 or more than 300 grams of gold.18 A customs

official opined that almost every woman crossing a customs terminal,

anywhere in the world, is carrying gold. He said, “Monitoring this

flow of funding can be implemented only through amendments

to laws and regulations, including forcing customs declarations for

personal precious jewelry. Even then, only a minor portion will be

reported.”19
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Gold Is Often the Commodity of Choice in Underground
Financial Systems

As per the discussions in Chapter 4 on hawala and Chapter 5 on

fei-chien, gold has long been one of the principal means for brokers

dealing in underground finance to balance their books. In fact, a 1998

study by the British Commonwealth Secretariat on the misuse of

hawala found that “gold smuggling linked to invoice manipulation

plays an important role in the settling of accounts between hawal-

adars.”20 At the time, the Secretariat concluded that if gold (and

silver) smuggling were somehow curtailed, 80 to 90 percent of hawala

transactions would cease.21 Although underground financial systems

are increasingly diversified today, TBML and value transfer based on

the misuse of the international gold trade are still essential.

According to the U.S. Department of State’s 2015 INCSR report, in

Taiwan, “Jewelry stores increasingly are being used as a type of under-

ground remittance system. Jewelers convert illicit proceeds into pre-

cious metals, stones, and foreign currency, and generally move them

using cross-border couriers. The tradition of secrecy in the precious

metals and stones trade makes it difficult for law enforcement to detect

and deter money laundering in this sector.”22

POSSIBLE QUESTIONS FOR GOLD DEALERS

The following questions may prove helpful to authorities and compli-

ance officers during the course of inquiries dealing with questionable

gold transactions. Many are only appropriate for dealers outside the

United States, and some are geared toward gathering intelligence.

◾ Where do you get your supply of gold/gold jewelry? (Include

both foreign and domestic sources.)

◾ Do other local gold dealers generally get their supply from the

same source(s)?

◾ Do you deal in “raw” gold or “worked” gold?

◾ Do you import or export “gold scrap”?
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◾ How do you keep your records? (Inventory is probably in grams

and kilos.)

◾ Do you have foreign trading partners?

◾ Do you make jewelry here?

◾ What types of gold do you sell, and what kinds of customers

buy each type?

◾ Who are your best customers? Why?

◾ Do clients sell gold here? Why?

◾ Do people in this area use gold as a form of savings?

◾ Do you work with individuals involved with remittance

systems?

◾ Are there underground gold markets in this area?

◾ There are reports that gold is commonly smuggled in and out

of the country. Why does this happen?

◾ Does the government impose taxes or fees on the gold trade?

Raw gold? Worked gold?

◾ Do the gold dealers here have a guild or union?

◾ Could I meet a guild official?

◾ Do local gold dealers feel secure? Why/why not?

◾ Do criminal organizations deal in gold in this area?

◾ Have you ever been approached by somebody suspicious offer-

ing to purchase large amounts of gold for cash?

CASE EXAMPLES

Over the years, there have been some major money laundering inves-

tigations involving the misuse of the international gold trade. Chapter

2 contains a summary of Operation Polar Cap—one of the largest such

cases in history. The following are some additional examples.

Case Study 1: The Magharian Brothers

The first major case that brought attention to gold’s role in interna-

tional money laundering was the late 1980s investigation targeting
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Barkev and Jean Magharian.23 Operating from hotel rooms in Zurich,

these Armenian Lebanese brothers laundered an estimated $1 billion

in drug proceeds through gold dealers and Swiss banks with the help

of a Bulgarian government connection.

The Magharians were part of an international currency and gold

smuggling network. Under their direction, money from drug sales in

the United States and elsewhere was smuggled in suitcases to Turkey

where it was delivered to gold shops. Acting as a parallel banking sys-

tem, the shops then forwarded cash to Bulgaria. The security services of

the communist Bulgarian government facilitated the shipment of cash

to Zurich, where it was deposited into banks by Lebanese and Syrian

couriers. Operatives then purchased gold from a Swiss precious metals

dealer, transported it to Bulgaria, and smuggled it into Turkey. Once

safely in the gold bazaars, it was used to pay the drug traffickers.24 The

trail continued into the boardrooms of the three largest Swiss banks

and even to the highest levels of the Swiss government.25 TheMaghar-

ian brothers were eventually indicted in California for conspiracy to

launder drug money and in New York for selling cocaine.26

Case Study 2: Illegal Gold Mining and Tax Fraud
in South Africa

According to Global Financial Integrity, South Africa is the fifth largest

producer of gold. The gold mining sector represents about 2 percent of

the South Africa GDP.27 Yet there is a growing problem with under-

ground mines in South Africa that are serviced by thousands of ille-

gal gold miners. Many of them are illegal immigrants from neighbor-

ing countries. In addition to the criminally mined gold, South African

authorities are concerned about the large associated tax fraud.

The South African government doesn’t charge value-added tax

(VAT) on mined gold. However, like many countries, it does charge

tax on processed or “worked” gold. Some of those who traffic in

illegally mined gold recognized an opportunity. They disguise the gold

as second-hand “scrap” gold. According to the Financial Transparency

Coalition, they employ “invoice writers,” create false identities, and

use trade misinvoicing tricks to produce false documentation that

is adequate to pass audits from the tax authorities. They then claim
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back VAT they never paid. Official corruption is assuredly involved.

So South African taxpayers end up paying 14 percent VAT over and

above what they lost on the illicit gold itself!28 And not only is the

scheme a fraud against the South African treasury, but illegal mining

can cause severe environmental degradation. It has also generated

gang warfare over turf, robbery, theft, and prostitution.29

Case Study 3: Gold Smuggling into Colombia

According to official Colombian statistics, in 2013 Colombia exported

58 metric tons of gold and in 2012 exported 77 metric tons. It is

believed more than half of the gold exported may have been smuggled

into the country and treated on the books as local production. It is

estimated that as much as $3.3 billion of gold was smuggled into

Colombia from Venezuela, Panama, Mexico, and Chile. Some of the

contraband gold was allegedly sent via trading firms and bought at

inflated prices with drug money.30

Case Study 4: Operation Meltdown

In a 2003 case, ICE investigators discovered that money launderers

were converting the proceeds of narcotics sales to gold. The launderers

visited gold jewelers in the greater New York City area and purchased

jewelry in various forms. They then melted the gold and recast it into

a wide range of common materials such as wrenches, nuts, bolts, belt

buckles, and trailer hitches. Sometimes the golden objectswere painted

and coveredwith a layer of grease. The disguised gold was then shipped

to Colombia to be sold and converted back to cash. “Operation Melt-

down” resulted in 23 arrests along with the seizure of 140 kilograms

of gold and $1.5 million in cash.31

Case Study 5: Fake Gold Sales

A two-year investigation by Colombian law enforcement officials

focused on a gold export company. The company reportedly used fake
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gold sales to launder 2.3 billion pesos (approximately $1 billion). Inves-

tigators found that many of the thousands of alleged providers of gold

that did business with the suspect company didn’t even exist or were

registered in the names of deceased individuals. Some of the companies

were reportedly linked to Colombia’s largest criminal group.32

Case Study 6: Cash-for-Gold-for-Drugs

In a 2015 investigation centered in Chicago, 32 people from the United

States and Mexico were accused of being involved in a “cash-for-gold”

conspiracy that laundered more than $100 million in U.S. drug

proceeds for Mexico’s Sinoloa drug cartel. Individuals used cash from

narcotics sales to purchase gold scrap and gold jewelry in a multistate

area. The gold was later sent to precious metal refineries in Florida

and California. The refineries sometimes transferred payments for the

gold directly to Mexico.33

EXAMPLES OF GOLD AND TERRORISM FINANCING

There have been numerous cases over the years that have highlighted

the nexus between gold and terrorist financing. For example, the Tal-

iban, al-Qaeda, and affiliated groups have sometimes included gold in

their rare public statements about finance:

◾ In May 2004, Osama bin Laden himself offered a reward for

killing American and coalition military commanders; tellingly,

he offered the reward in gold.34

◾ In 2005, cartoons of the prophet Muhammad were printed in a

Danish newspaper. The resulting publicity caused outrage in the

Muslim world. In February 2006, the Taliban offered 100 kilo-

grams of gold to anyone who killed the individuals responsible

for the “blasphemous” cartoons.35

◾ On January 4, 2005, an al-Qaeda gold smuggler faced trial by a

U.S. military tribunal for his role in gold smuggling and money

transfer operations in Afghanistan.36
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◾ In 2014, there were reports that the terror group ISIS or Islamic

State stole assets from the Mosul Central Bank including gold

bullion.37

◾ In 2015, ISIS announced plans to create a Central Bank and use

a gold-based currency.38

Besides Islamic extremist groups, there are many other examples

of the terrorist-gold nexus. For example, in the United States, the

Posse Comitatus, a militant right-wing extremist group, believes that

the income tax is illegal and that the dollar is not legal tender. As a

result, the group created a system of barter houses where members

could convert cash into silver bullion and gold coins without any

records being kept of the transactions.39 In Japan, members of the

Aum Shinrikyo cult entered the Tokyo subway system and released

sarin, a powerful nerve agent—the deadliest assault in the group’s

campaign of terror. When law enforcement officers subsequently

raided the cult’s headquarters, they found 22 pounds of gold.40

CHEAT SHEET

◾ Gold is an intrinsic part of diverse cultures around the world.

◾ Because of gold’s unique characteristics and uniformly recog-

nized value, gold has been used frequently in global money

laundering and terrorist financing activities.

◾ Gold is a favored commodity in TBML and value transfer.

◾ Gold prices are fixed daily; its constant value is relatively pre-

dictable, and there are gold markets worldwide.

◾ Gold offers anonymity. Its form can be readily altered as needed.

It is frequently smuggled across borders.

◾ Gold is susceptible to double invoicing, false shipments, and

other fraudulent schemes.

◾ Gold plays an important role in underground financial systems

such as hawala and fei-chien.

◾ Gold is an international medium of exchange that is largely

immune to Western-style financial transparency reporting
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requirements and countermeasures such as sanctions, asset

freezing, and designations.
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TBML is generally considered to be a money-laundering method-

ology that is used to wash the proceeds of criminal activities such

as narcotics trafficking, weapons smuggling, the trafficking of per-

sons, and intellectual property rights violations. As we have discussed,

TBML is also used in evading taxes and customs duties. TBML schemes

are also sometimes used to circumvent restrictions on capital flows.

Informal value transfer systems—a subset of TBML—such as hawala

and fei-chien are also used.

Unfortunately, commercial enterprises also misuse trade in other

suspect ways. International businesses and brokers engage in fraud

and deceptive trade practices to obfuscate the money trail and trans-

fer value for profit. Sometimes this takes the form of lowering taxes

or claiming government trading incentives. The commercial misuse of

trade goes hand-in-hand with the criminal misuse of trade. We cannot

succeed in stopping criminals while we turn a blind eye to multina-

tionals using misinvoicing and abusive transfer pricing as they choose.

While commercial TBML is not the focus of this book, the reader should

be aware of some common techniques such as trade diversion, mis-

invoicing, and transfer pricing. While some of the schemes may be

generally accepted and legal per se, they often have the look and feel

of their sister TBML scams.

TRADE DIVERSION

In international economics and finance, there are various types

and definitions of trade diversions. For the purpose of commercial

trade-based value transfer, trade diversion is considered one of the

more sophisticated forms of laundering large amounts of money.1

Like other forms of trade-based money laundering, commercial trade

diversion often relies on hiding in plain sight; suspect or fraudulent

transactions are disguised as legitimate, often using well-known firms

to accomplish the transfer.

In trade diversion schemes, generally speaking, the conspirators

take advantage of the fact that pricing differentials of goods can vary

greatly from market to market and from country to country and

are often based on narrow regulations and legislation in particular
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markets. In an international trade situation, a business or broker that

offers a lower-cost product for importation into a particular country

tends to create a trade diversion away from another importer or local

producers whose prices are higher for a similar product.2 According to

the late Donald deKieffer, an international trade attorney who studied

trade diversion schemes, “The amount of people who are actually

masters of the technique is fairly limited. These individuals, however,

move millions of dollars every day in international commerce, largely

undetected.”3

Trade diversion is considered a gray market activity. The key criterion is that
the product is genuine. However, sometimes counterfeit goods are mixed
into the shipment. The global risk is growing due to complex international
commerce and finance.4

The “U-boat” commercial trade diversion scheme is popular in

many international locations. Let’s use the following hypothetical

example where a buyer or a professional “diverter” directly or indi-

rectly approaches a U.S. manufacturer and multinational corporation.

Famous consumer brands such as Kraft, Johnson & Johnson, and

Procter & Gamble have immediate brand recognition and are sought

after around the world, so diverters often seek out these and other

well-known companies. The diverters use a veneer of authenticity,

often using shell companies and fronts to facilitate the transaction.

The lack of transparency and beneficial owner information creates

difficulties in later following the paper trail.

The broker/buyer/diverter presents a large and seemingly legiti-

mate order. A sophisticated seller such as a large U.S. multinational

will generally insist on an irrevocable letter of credit (L/C)—see

Chapter 9. The conspirators in the scheme have relationships with

financial institutions that can issue an L/C acceptable to the seller.

When asked the destination of the product, the “buyer” most likely

will indicate a legitimate market that is not served by the multi-

national manufacturer. The proposal might be presented in such a

way as the buyer/broker will help the manufacturer “break into a

new market.”
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While there is nothing wrong with the above scenario, there are a

few alarming possibilities:

1. When the buyer/broker takes control of the goods, the shipment

could be diverted to a proscribed destination or sold to a front

that acts as a broker for a prohibited end-user such as Iran or

North Korea.

2. The goods could be diverted and sold back in the original coun-

try of origin—in the current example, the United States.

The first scenario is self-explanatory. The reason the second scheme

is sometimes called U-boating is that upon purchase, the goods are

frequently transshipped via an intermediary location. Rotterdam and

Dubai are among the favored diversion locations. The containers are

stripped, stuffed, and reloaded (in a manner similar to the method

described in Chapter 2). The goods are then shipped right back to the

country of origin. In the United States, taxes and tariffs are not paid to

import the goods since customs law provides “duty-free treatment for

U.S. goods returned.”5 (Many other countries have similar provisions.)

A co-conspirator takes possession of the goods and they are sold and

distributed at sometimes-steep discounts to prevailing prices. As a

result, U.S. manufactured name-brand goods can sometimes be found

in the U.S. black and gray markets and suspect distribution channels.

They even surface in “big-box” discount stores.

The U-boat scheme requires an international network of conspira-

tors. According to deKieffer, there are dozens of trading companies in

Switzerland, Dubai, Singapore, the United Kingdom, and other loca-

tions that specialize in these types of transactions. Generally speaking,

diversion purchases of the type described above are rarely less than

$100,000 and often in the multimillions of dollars.6

Trade diversion can have disastrous effects when counterfeit goods

are sometimes introduced into the equation. Particularly in the case of

pharmaceuticals, it is very difficult to determine the difference between

goods acquired in the gray market from those sold via legitimate trade.

And illegal pharmaceuticals pose a potential safety hazard, as they

often do not pass through a controlled and regulated supply chain.

Even in the United States, a highly regulated and protected market,

diverted pharmaceuticals have penetrated the supply chain.
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$950/unit wholesale price in U.S.
Medicine
ABC

Medicine
ABC

Medicine
ABC

$625/unit wholesale price in France.

$275/unit wholesale price in India.

Figure 7.1 Pricing arbitrage through diversion

Using a hypothetical example of the sale of ABC medicine man-

ufactured in the United States, per Figure 7.1 the selling price can

vary dramatically in different markets. Yet it’s the same medicine. This

type of pricing arbitrage is unlike the fraudulent invoicing described in

Chapter 2. Invoices are not used to launder money or transfer value in

the form of a trade good, but rather product is diverted for profit.

The complex international supply chain for medicine provides a

platform of opportunity for unscrupulous secondary wholesalers and

traders to illegally divert product. Sometimes the medicine is passed

through a wide array of other entities before reaching the end provider

and patient or a bricks-and-mortar pharmacy.7 Two cases dramatically

illustrate this type of commercial trade-based value transfer.

Example 1: Illegally Diverted Cancer Drug

An online pharmacy network based in Canada was investigated

for its involvement in procuring illegally diverted pharmaceuticals.

The Canadian company did not use best business practices and began

to buy product in far-flung countries that drug safety experts say have

lax regulation and problems with counterfeiting. In one case, purchase

orders were made for Avastin—a lifesaving drug for some patients with

cancer. The orders originated through a U.K. business, with a Barbados

affiliate. Reportedly, the Barbados company owned or controlled some

of the companies involved with the subsequent diversion.



116 T R A D E - B A S E D M O N E Y L A U N D E R I N G

Product was obtained through a Danish company, which in turn

purchased the product from a licensed Swiss company. The cancer

drug was originally ordered through an unlicensed Egyptian com-

pany, which obtained counterfeit drugs in Turkey using a Syrian

broker.8 In the bastardized supply chain, some of the diverted and

counterfeit Avastin ended up in the tightly controlled U.S. distribution

network.

Example 2: HIV Drugs Destined for Africa Diverted
to Europe

Drug maker GlaxoSmithKline participated in an HIV drug-discount

program for developing countries. At the time, Combivar HIV anti-viral

medication was selling for approximately $6 a pill in Western Europe.

It was to be offered for sale at 80 cents a pill in sub-Sahara Africa.

Glaxo used airfreight companies to ship the medicine to Africa.

However, once on the ground, the shipments were sent to multiple

companies and then finally to an airfreight service employed by the

diverters. In a type of U-turn transaction, the HIV drugs were then

flown back to Europe andwere introduced by middlemen into the reg-

ular supply chain for medicines. The African-destined version of Com-

bivar was identical to the European version, thus mitigating scrutiny.

The scheme was finally detected when customs inspectors in Belgium

noticed irregularities in a shipment of HIV drugs sent from Senegal.9

TRADE MISINVOICING

According to Raymond Baker, the head of Global Financial Integrity

(GFI) and a worldwide authority on financial crime, “Trade mis-

invoicing—a prevalent form of trade based money laundering—

accounts for nearly 80 percent of all illicit financial outflows that can

be measured using available data.”10

The rapidly increasing volume of international trade exacerbates

the situation. During my career with U.S. Customs, I observed

first-hand the never-ending balancing act between efforts to promote

commerce on the one hand against security and revenue concerns

on the other. Because of the enormous pressures on customs services
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around the world to process commercial shipments as quickly as

possible, trade misinvoicing is a comparatively low-risk endeavor for

fraudsters—especially conspirators that only misrepresent their trans-

actions by a moderate amount. If a buyer and seller do not get too

greedy, their odds of getting caught are very slim.

“BUT THAT’S WHAT WE DO!”

I once had a conversation with a Dubai-based trader who was under investigation. I
discussed with him trade-based money laundering and misinvoicing. At the close of my
discourse with him, the trader looked at me with incredulous eyes. He finally said,
“Mr. John, money laundering? But that’s what we do.” Precisely.

On another occasion in Istanbul, I was shopping for a carpet in the Grand Bazaar. After a
suitable amount of haggling, the seller and I agreed upon a price. After I paid him, he
asked me what kind of receipt I wanted. “What do you mean?” “Well, he replied, I can give
you a true receipt, a receipt with a lower amount you can present to your customs, or a
receipt with a higher value you can keep for insurance purposes.” It goes without saying
that the vendor would create his own sales invoice for his tax purposes.

The point of these anecdotes is that sometimes the way of doing business in certain
environments is not necessarily considered illegal or immoral. It is simply the way things
are done, have been done, and will probably continue to be done. If there is an
opportunity to maximize profits, pay fewer taxes, take advantage of the system, and avoid
government scrutiny for both buyers and sellers, it makes perfect sense.

So how do companies misinvoice trade goods? In many areas

corruption and poor governance come into play, but according to

GFI, legal gray areas and financial secrecy are the most important

facilitators.11 An essential component of re-invoicing is sending profits

offshore.

“Re-invoicing is the use of a tax haven corporation to act as an
intermediary between an onshore business and his customers outside his
home country. The profits of this intermediary corporation and the onshore
business allow the accumulation of some, or all, profits on transactions to
be accrued to the offshore company.”12
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An excellent explanation of how the re-invoicing process

works comes from GFI’s Brian LeBlanc. I am quoting his imaginary

example:13

Let’s assume the following scenario: imagine a
hypothetical Zambian exporter of copper arranges a deal
with a buyer in the United States worth $1,000,000. Now,
let’s assume that the Zambian company only wishes to
report $600,000 to government officials to circumvent
paying mining royalties and corporate income tax.

First, the Zambian exporter sets up a shell company in
Switzerland, which (because of anonymity) cannot be
traced back to him. By doing so, any transaction the
Zambian exporter conducts with the shell company will
look like trade with an unrelated party. Thus, even if the
Zambian government suspects some wrongdoing, it will be
very difficult, or impossible, to tie the Zambian exporter to
the shell company in Switzerland.

Second, the exporter then uses the shell company to
purchase the copper from the exporter in Zambia for a
value of $600,000, $400,000 less than the true value of the
copper. An invoice that shows receipt for the $600,000
copper sale is then forwarded on to Zambia tax collectors.

Third, the shell company in Switzerland then re-sells the
copper to the ultimate buyer in the United States for the
agreed-upon $1,000,000. The importer is instructed to
make a payment to the shell company, and the goods are
sent directly from Zambia to the United States without
ever even passing through Switzerland.

Thus, the Zambian exporter lowered its taxable revenue
from $1,000,000 to $600,000. The remaining $400,000
remains hidden in Switzerland where it is untaxed and
unutilized for development purposes.

Figure 7.2 helps explain the process visually.

TRANSFER PRICING

There is nothing illegal per se about transfer pricing. Transfer pricing

is not used to launder criminal proceeds, but rather to lower taxes
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Figure 7.2 Basic export underinvoicing diagram14

Source: http://www.gfintegrity.org/press-release/trade-misinvoicing-or-how-to-steal-

from-africa

and increase profits. It is a fact of international commerce and occurs

millions of times every day. However, abusive transfer pricing or the

manipulation of the international trading system within the same

multinational group to take advantage of lower jurisdictional tax rates

represents enormous tax loss in the producing country. The magnitude

of transfer pricing is difficult to determine but is believed to be in the

hundreds of billions of dollars per year.15 Transfer pricing is found

in both the developed and developing world but most dramatically

affects poor countries, robbing them of needed revenue. According

to tax expert Lee Sheppard of Tax Analysts, “Transfer pricing is the

leading edge of what is wrong with international tax.”16

Approximately 60 percent of international trade happens within
multinationals—not between. In other words, the trade flows across
national borders but stays within the same corporate group.17

If two unrelated companies trade with each other across interna-

tional boundaries, there is generally negotiation on price, resulting in a

fair or market-driven charge. This is known as arm’s-length trading and

is considered acceptable for tax purposes. But if two companies jointly

owned by a parent multinational group artificially distort the price of

the recorded trade to minimize the tax bill, this becomes an issue of

concern—particularly when the tax liability is shifted to a low-tax or

tax-free haven.

http://www.gfintegrity.org/press-release/trade-misinvoicing-or-how-to-steal-from-africa
http://www.gfintegrity.org/press-release/trade-misinvoicing-or-how-to-steal-from-africa
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The reader may recall during the explanation of TBML in

Chapter 2, that when a buyer and seller are working together, the price

of a good (or service) can be whatever the two parties want it to be.

Although the above rule of thumb applied to TBML and illicit proceeds,

the same applies to commercial transfer pricing.

So how does transfer pricing work?

Per Figure 7.3, Global Inc. is a hypothetical multinational head-

quartered in Canada. Tax Haven Inc., South Africa Inc., U.K. Inc., and

Other Global partner companies are all subsidiaries of Global and part

of the same multinational group.

Global Inc. produces a variety of food products and wants to max-

imize its profit by lowering its tax rates. Per Figure 7.3, South Africa

Inc. sells the product to Tax Haven Inc. at an artificially low price. This

results in South Africa Inc. having low profits and the government of

South Africa receiving little tax revenue. Then Tax Haven Inc. sells

the product to U.K. Inc. at a very high price. The sale price per unit

between the corporations is almost as high as the final retail price per

unit offered for sale in the U.K. This results in U.K. Inc. having a very

low tax bill and the U.K. government not receiving much revenue. In

contrast, Tax Haven Inc. (part of the Global Inc. multinational family),

bought the product at a very low price and sold it at very high price.

Tax Haven Inc.’s profits are enormous. But since it is in a tax haven

jurisdiction, it has little tax liability. The end result is that Global Inc.

artificially shifted its profits out of both South Africa and the United

Kingdom and into a tax haven. Tax revenue was likewise shifted from

SouthAfrica and theUnitedKingdom and converted into higher profits

Global Inc.
Multinational

Tax Haven Inc.

U.K. Inc.
Other Global
Companies

South Africa Inc.

Figure 7.3 Transfer pricing scheme
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for the multinational Global Inc.18 According to international trade

expert Dr. John Zdanowicz, “It is not really necessary to move corpo-

rate headquarters to slash taxes and increase profits. What is necessary

is to move taxable income.”19

TRANSFER PRICING AND SOUTH AFRICA

There are reports that mining companies in Africa are the continent’s most significant tax
dodgers. With approximately 6,000 subsidiaries, many of which are located in tax
havens, the big mining companies have ready networks for transfer pricing and
misinvoicing—whether legal or not. For example, data on South African diamond
production show that the uncut or rough value of South African diamonds in 2011 was
$1.73 billion. Yet, according to a Tax Statistics Report, produced by the South African
Treasury and Revenue Service, the two largest diamond-producing companies that
account for 95 percent of the country’s production paid just $11 million in mining
royalties from 2010 to 2011.20 Transfer pricing was largely responsible.

The hemorrhage of needed tax revenue is enormous—particularly

in the developing world. There are real societal losses connected to

trade misinvoicing and transfer pricing. According to Global Financial

Integrity, “For each $1 developing nations receive in foreign aid, $10 in

illicit money flows abroad—facilitated by secrecy in the global financial

system. Beyond bleeding the world’s poorest economies, this propels

crime, corruption, and tax evasion globally.”21

The human costs of commercial trade-based money and value

transfer are the strongest arguments for international trade trans-

parency and why this issue must be the next frontier in financial

crimes enforcement.

LUXEMBOURG—EXAMPLE OF A TAX HAVEN

Luxembourg has been called a “magical fairyland” for well-known corporations that
seek to drastically minimize their tax bills. Pepsi, IKEA, Coach, Abbott Laboratories,
Deutsche Bank, and the Abu Dhabi Investment Authority are only a few of the
approximately 340 companies that have secured deals in Luxembourg that allow them
legally to slash their taxes—in some cases, at tax rates of less than 1 percent on the
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profits they shifted into the European duchy. In many cases, the Luxembourg subsidiaries
of multinationals that handle hundreds of millions of dollars in business maintain only a
token presence. For example, the address of 5, rue Guillaume Kroll, is home to more than
1,600 companies.22

CHEAT SHEET

◾ Generally speaking, commercial TBML is not usually consid-

ered to be a vehicle used to launder illicit proceeds.

◾ Commercial TBML is widespread in international commerce

and is used primarily to maximize profits and minimize taxes.

◾ Three prominent forms of commercial TBML are trade diver-

sion, trade misinvoicing, and transfer pricing.

◾ Like other forms of TBML, commercial trade diversion often

relies on hiding in plain sight.

◾ Participants in these schemes take advantage of the fact that

pricing differentials of goods can vary greatly from market to

market and from country to country and are often based on

narrow regulations and legislation in particular markets. They

rely on a type of arbitrage: buying goods cheaply and selling

them dearly.

◾ Trade diversion is considered a gray-market activity. One of its

most prominent forms is the U-boat scheme where genuine

product is purchased at a very favorable price and is rerouted or

diverted from its intended international market and “returned”

to the country of production. There is generally no duty on

returning goods. The goods are often resold on the blackmarket

or fraudulently into suspect distribution channels.

◾ An essential component of re-invoicing is sending profits

offshore.

◾ Approximately 60 percent of international trade happens

within multinationals—not between.

◾ If two unrelated companies trade with each other, there

is generally negotiation on price. This results in a fair or
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market-driven charge. The process is known as arm’s-length

trading and is considered acceptable for tax purposes.

◾ If two or more companies jointly owned by a parent multi-

national group artificially distort the price of the recorded

trade to minimize the tax bill, this becomes an issue of

concern—particularly when the tax liability is shifted to a

low-tax or tax-free haven. This is known as transfer pricing.
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As noted in the preface of this book, TBML and value transfer are

very broad topics. Included are a variety of schemes and facilita-

tors that do not fit neatly into a clearly defined category. Yet they

are often intertwined throughout TBML. So this chapter is a bit of a

“catch-all” and includes some components of TBML that don’t tidily fit

anywhere else. They are important because they enhance understand-

ing of the overall concept. These miscellaneous items include: barter

trade; service-based laundering; free trade zones; the Afghan Transit

Trade; the Tri-Border area, and carousel fraud.

BARTER TRADE

The concept of value transfer goes back thousands of years, long

before the modern concept of coins, paper money, monetary instru-

ments, or electronic blips in an electronic wire transfer. Historically,

all commerce is based on exchange, and originally took the form of

barter. One party in a transaction traded, exchanged, or swapped an

item or commodity or service for another. Bartering is perhaps the

most basic form of trade. “I’ll trade you flour for sheepskins.” To this

day, bartering enjoys many advantages and continues to be practiced

around the world—particularly in areas where money is scarce, cur-

rency is frequently devalued, there is high taxation, or there are forms

of economic and political uncertainty.

Today, barter trade is also growing in developed countries. It is

often facilitated by the Internet and social networking sites that read-

ily advertise and match goods and services to exchange. Check out

dozens of trading websites that entice clients: “Buy, Sell, List or Trade

for FREE!”Modern bartering can be as simple as trading a box of apples

for a box of oranges. One could barter a haircut for babysitting service.

Somebody could barter a car for a tractor. As was the case thousands

of years ago, people exchange things they might have in excess or no

longer want for things they feel they need.

Low-level bartering between individuals and small businesses is

often off the books. Yet for larger transactions, even though money

is not being exchanged, in most jurisdictions there are tax implications

for both parties. Generally speaking, the goods or services bartered are

supposed to be recorded at fair market value.
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The problem, of course, is that criminals also barter. When this

occurs, bartering an illicit commodity and transferring value via bar-

tering are forms of TBML. And for the most part, the bartering of

illicit goods is completely off the radar screen of authorities. There is

no paper trail or financial intelligence reports—our primary financial

crimes countermeasure.

Many different types of illegal goods (and services) are bartered.

The following are just a few examples of criminal barter trade focus-

ing on narcotics. In some parts of the world, narcotics are not really

thought of as something illicit but as simply a type of commodity that

can be bought, sold, or traded:

◾ In certain areas of Afghanistan and Pakistan, the going rate for

a kilo of heroin is a color television set.1

◾ In South Africa, methaqualone, also known as mandrax

(a recreational narcotic), is exchanged for diamonds.2

◾ In Afghanistan, warlords exchange one commodity they

have—opium—for others they want such as SUVs.3

◾ In Canada, drug dealers use diamonds to pay drug suppliers,

which are then sold to jewelry stores in small increments to

avoid detection.4

◾ In a 2013 investigation in southern Indiana and western Ken-

tucky, it was determined that narcotics obtained from sources

in Texas and Mexico were brought to Indiana for distribution.

The drugs were bartered or exchanged for weapons that were

transported to the Cartel del Golfo in Mexico.5

SERVICE-BASED LAUNDERING

Service-based money laundering is exactly what the name implies.

Instead of launderingmoney or transferring value through trade goods,

services are used. Similar to TBML, service-based laundering revolves

around invoice fraud andmanipulation.We are not necessarily talking

about the predicate offense of fraud—for example, fraudulent Medi-

care billing practices—but rather, using services (real or fictitious) as

a means to launder money. Many of the same techniques explained

in Chapter 2 are employed. Invoices are generated and payment is
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made. Similar to TBML involving commodities, there could bemultiple

invoices generated for the same service, over- or underinvoicing, and

so on. Common fraudulent service-based laundering scams include

accounting, legal, marketing, and natural resource exploration fees.

I once visited Belgrade and authorities told me about a case where

organized crime used fraudulent invoices generated from “music

concert promotions” as a technique to send illicit funds to Cyprus.

Similarly, in the State Department’s 2015 INCSR country report on

Montenegro, it is reported that “in some cases, off-shore companies

send fictitious bills to a Montenegrin company (for market research,

consulting, software, leasing, etc.) for the purpose of extracting money

from the company’s account in Montenegro so funds can be sent

abroad. It is a form of service-based laundering.”6

In TBML, authorities can often track an item or a commodity. They

can follow a physical trail. In service-based laundering, an invoice is

presented. What authority is able to judge its validity? From an inves-

tigative standpoint, it’s much more difficult to track a service. And in

international transactions, there are difficulties surrounding compe-

tence, jurisdiction, and venue. I believe we will be seeing more cases

of service-based laundering.

FREE TRADE ZONES

Free trade zones (FTZs) are designated geographic areas outside of nor-

mal customs areas and procedures. FTZs and similar districts generally

offer duty- and tax-free access and sometimes incorporate a number

of other incentives for businesses. They provide a preferential envi-

ronment for goods and services usually associated with exports.

The number of FTZs has proliferated in recent years. They are

often included in economic growth plans for the developing world

but are also hubs of manufacturing, trading, and innovation for devel-

oped countries. They promote trade, support new businesses, and

encourage direct foreign investment. A typical general-purpose zone

often provides leasable storage or distribution space to users in general

warehouse-type buildings with access to various modes of transporta-

tion. Many FTZ projects allow users to construct their own facilities.

Some FTZs are also located in regional financial centers and trade and
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transportation hubs. These features, combined with an unfortunate

lack of comprehensive oversight in many of the zones, sometimes

attract criminal activity. FTZs can be conducive to TBML and value

transfer schemes.7

In 2015, there were approximately 4,300 FTZs around the world,

and three out of four countries have at least one.8 Hundreds of billions

of dollars’ worth of goods are transferred through FTZs every year.9

In just one example, the Colon Free Zone in Panama, the world’s sec-

ond largest FTZ, generated approximately $31 billion in exports and

re-exports in 2012.10

Although ownership of FTZs varies, oftentimes public or private

corporations operate the facilities or sometimes contract for their

operation.

In addition to FTZs, common terms for these areas include special

economic zones, enterprise zones, freeports, and export processing zones.11

Each type has distinguishing features. In the United States, Customs

and Border Protection (CBP) calls these types of facilities foreign

trade zones.12

Under foreign trade zone procedures, the usual formal CBP entry

procedures and payments of duties are not required on the foreign

merchandise unless it enters CBP territory for U.S. domestic consump-

tion. While in the zone, merchandise is not subject to U.S. duty or

excise tax. Certain tangible personal property is generally exempt from

state and local ad valorem taxes. Domestic goods moved into the zone

for export are considered exported upon admission to the zone for pur-

poses of excise tax rebates and drawback. CBP duty and federal excise

tax, if applicable, are paid when the merchandise is transferred from

the zone for consumption. Goods may be exported from the zone free

of duty and excise tax.13

The Financial Action Task Force (FATF) believes that many of the

rules and regulations governing FTZs are outdated. The proliferation

of FTZs has not kept up with the latest AML/CFT developments and

sometimes anti–money laundering safeguards do not apply to busi-

nesses and transactions within these special areas.14

Goods introduced into an FTZ often undergo various economic

modifications such as manufacturing, processing, warehousing,

repackaging, and relabeling, as well as storage, marketing, delivery,
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and transshipment.15 Although the rules vary, generally the modifi-

cations to the product are tax free. The sheer volume in trade and the

size and scope of many of the FTZs make it very difficult to effectively

monitor incoming and outgoing cargo. Some shipments in and out of

the zones must be turned around within 24 hours. The volume and

time constraints combine to limit effective monitoring.

As we have seen in previous chapters, TBML schemes often

involve false invoicing and other forms of fictitious documentation

that misrepresents the contents, quality, or quantity of the goods

involved. The scope of customs inspection and control over goods

introduced into FTZs vary from one jurisdiction to another. I have per-

sonally visited a number of FTZs in the Middle East. I’ve observed that

official oversight varies greatly. Yet particularly in high-risk jurisdic-

tions, it is fair to say that lax safeguards allow opportunities for abuse,

including purchases using tainted bulk cash, the processing of coun-

terfeit goods, smuggling, black market operations, and various types of

customs fraud and TBML.

THE AFGHAN TRANSIT TRADE

The first time I visited Afghanistan in 2006, I asked a gathering

of Afghan bankers, hawala brokers, and businessmen how the

Taliban and warlords launder drug proceeds and finance terrorism.

Without exception, they said that illicit money was laundered not

via Afghanistan’s licensed banks, but primarily through trade and its

link to regional hawala networks. This should not be a surprise in a

country where an estimated 80–90 percent of economic activity is in

the informal sector, and where some 80 percent of the population is

illiterate.

The heartbreaking political and social situation in Afghanistan

requires no explanation. But most do not understand that TBML

and value transfer help enable the corruption, poor governance,

underground finance, and terror that grip the nation. Entrenched

TBML and its corollaries such as underground finance have found a

laboratory in South Asia, Iran, and parts of the Middle East.

Before we begin to discuss themisuse of trade and the Afghan Tran-

sit Trade and their role in TBML and the finance of terror, a brief review

of the role of Afghanistan in the production of narcotics is required.
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Opium is one of the few Afghan commodities that outsiders value.

According to the U.N. Office on Drugs and Crime (UNODC) and the

Afghan counter-narcotics ministry, in 2013 the amount of land under

opium cultivation jumped to approximately 209,000 hectares (516,000

acres).16 Afghanistan produces more than 80 percent of the world’s

illicit opium.17 The country is also one of the world’s largest suppliers

of cannabis—in fact, it produces more drugs overall than Colombia,

Peru, and Bolivia combined.18

There are estimates that that over one-third of Afghanistan’s licit

and illicit gross domestic product is derived from the drug trade,19 with

some observers asserting that it makes up as much as half the country’s

economy. The situation will assuredly become even worse as U.S. and

coalition forces complete their withdrawal from the country.

Afghan opium is refined into morphine and heroin by production

labs, which are increasingly being established inside Afghanistan’s bor-

ders. The drugs are often broken into small shipments and smuggled

across porous borders via truck or mule caravan for resale abroad. The

ancient smuggling routes followmountainous trails out of Afghanistan

into Pakistan, Iran, Turkmenistan, Uzbekistan, and other neighboring

countries.20

According to the UNODC, approximately 60 percent of

Afghanistan’s opium is trafficked across the Afghan-Iranian bor-

der. Some of the narcotics remain within Iran—a nation with one of

the highest rates of addiction in the world.21 In order to reach lucrative

markets in Europe, traditional smuggling routes continue through

Iran into Turkey and the Balkans. In addition, more and more Afghan

drugs are moving into the increasingly lucrative Russian market via

routes that wind through many of Afghanistan’s northern neighbors.

Opium gum itself is often used as a currency in Afghanistan,

especially by rural farmers. Moreover, opium stockpiles are a store of

value in prime production areas. As a result, a type of barter trade has

developed whereby drugs are sometimes exchanged for trade goods

(see above on barter trade). Although a simplistic formula, drugs are

smuggled out of Afghanistan and trade goods come in. So how do

many of the goods actually reach the country?

Although Afghanistan is landlocked, it has brokered favorable

agreements with several neighboring countries to facilitate the move-

ment of goods. Under a 1965 bilateral treaty with Pakistan called the
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Afghan Transit Trade Agreement, Afghan imports or exports moved

through the Pakistani port of Karachi are exempt from Pakistani

duties or customs tariffs. The treaty was subsequently expanded. In

1974, for example, Iran agreed to allow free transit through its port

city of Bandar Abbas, and in 2003 it granted the same status to the

port of Chabahar. Access to these port cities through rail or road gives

Afghanistan direct access to the Arabian Sea and the opportunity to

ship goods internationally.22

In 2011, the Afghanistan-Pakistan Transit Trade Agreement

(APTTA) expanded trade cooperation between the two countries and

attempted to minimize smuggling by maximizing oversight and tech-

nical monitoring. Authorities plan on installing tracking devices on

transport units and to better utilize customs-to-customs information

sharing through data transfer technology. The APTTA establishes the

framework in which Afghan businesses can more easily export goods

through Pakistan to India, China, and beyond. Afghanistan will also

be able to import goods more quickly via Pakistan. Similarly, Pakistan

will also be able to export its products to Afghanistan with a stream-

lined customs and paperwork process. However, implementation and

enforcement of the APTTA remains problematic. Massive smuggling

continues as does the associated drain on customs revenue.23

Notably, the majority of commodities that are traded and smuggled

in the Afghan region—such as electronics, construction supplies, auto-

mobiles, foodstuffs, and even gold—originate from or transit Dubai.

(Hong Kong, Singapore, China, and other international trading centers

are used as well, but to a lesser extent.)

Many of the trade goods that enter the transit trade are broken

down into smaller shipments to be distributed in Afghanistan or smug-

gled back into Pakistan, Iran, and other countries for resale on the black

market. As a Pakistani customs official told me, “Many times the only

part of the shipments that actually leaves Pakistan for Afghanistan is

the paperwork.” That is, the shipping documents may indicate that the

goods are destined for Afghanistan, but sometimes the cargo never

actually crosses the border. Pakistani officials also related stories in

which goods are taken a short distance across the border—literally just

out of view of the authorities—then split into smaller loads and trans-

ported right back into Pakistan. They are then sold on the streets of
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Islamabad, Karachi, and other cities, including local bazaars such as

Peshawar’s Karkhano market.

Undoubtedly, most of the Afghan Transit Trade involves legitimate

commerce. But illicit trade goods—the ones that help pay for drugs pro-

duced in the region and trafficked by terrorist-linked trading syndicates

and criminal groups—also enter the subcontinent via the ATT. There

are manymethods of payment for these goods, including conventional

bank-to-bank transfers via letters of credit and other formal financial

methods. Yet a substantial percentage of tainted goods destined for

Afghanistan are part of the TBML equation discussed previously in this

book, including hawala (see Chapter 4).

Many elements in the trade settlement process are intermingled,

including smuggling, corruption, countervaluation, legitimate com-

merce, and so forth. Even exchange-control credits can be used to

purchase goods. For example, a trader in the region will sometimes

report to exchange-control authorities that certain imports cost more

(or certain exports less) than their actual price. The difference or

credits can be held abroad and used to pay for additional imports.

Moreover, throughout the Arab world and South Asia, cash is often

accumulated and purchased by trading syndicates in the form of “guest

worker” remittances. Some of the accumulated foreign exchange and

currencies from various sources are used to purchase goods from

souks (markets) and free trade zones in Dubai and elsewhere.

And even the new APTTA poses challenges. The increase in transit

routes within Pakistan offers insurgents the ability to move materials,

value, and personnel under the guise of legitimate trade transport. The

designated trade routes all pass through key locations where insurgent

and terrorist groups operate, particularly Karachi, Quetta, Baluchistan,

Chaman/Spin Boldak, the Federally Administered Tribal Areas (FATA),

Peshawar, and Torkham. It appears that insurgents are finding creative

ways to utilize APTTA’s new rule of being able to maintain control of a

cargo truck from country of origin to cross-border destination without

having to risk unloading trucks at border crossings.24

In addition, since the initiation of the new APTTA agreement, it

appears that organized smuggling groups have increased their use of

Iranian ports of entry.25 And with the phasing out of Iranian sanctions,

this trend will continue to grow. Although there is little data available
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on money laundering in Iran, the country’s underground economy is

enormous, spurred in part by attempts to avoid government corruption

and restrictive taxation. Indeed, capital flight via trade is a major prob-

lem for the Iran government (with Dubai a frequent destination)while

currency exchange restrictions encourage the use of hawala rather

than formal financial institutions. The ATT/APTTA is therefore a per-

fect vehicle for Iranian brokers to both circumvent currency controls

and export capital by using apparently “legitimate” trade with Dubai.

As one analyst noted, “Dubai is Iran’s lifeline to the world. American

politicians like to bray about Iran’s ties to Syria, Iraq, and Lebanon’s

Hezbollah, but it is Dubai that keeps the ostracized nation function-

ing.”26 Several hundred thousand Iranians reside in Dubai and more

than 10,000 Iranian-run businesses operate in the city-state.27 A great

many are of the proverbial “import–export” variety.

The misuse of the ATT—facilitated by TBML and value transfer—

has real-world political ramifications in both South Asia and the

Arabian Sea area. It is one more reason why understanding TBML is

essential.

LATIN AMERICA’S TRI-BORDER AREA

Argentina, Brazil, and Paraguay meet at a bend in the Parana River

bounded by the key border towns of Puerto Iguazu’, Foz do Iguaçu,

and Ciudad del Este, respectively. The Tri-Border Area (TBA) has long

served as a hub of organized crime, smuggling, and narcotics and

weapons trafficking. The TBA’s thriving cross-border trade is estimated

at approximately $5 billion per year between Ciudad del Este and Foz

do Iguaçu alone!28 Much of that is off the books. The commercial

trade and laundering of illicit proceeds is facilitated in large part by

TBML and value transfer.

The TBA first started to grow rapidly in the 1960s and 1970s when

tax incentives encouraged large numbers of foreign merchants and

businessmen to relocate to the region. Today, the Syrian, Lebanese,

and Chinese presence is strong. (See Chapters 5 and 6.) It is believed

the Shia Syrian-Lebanese community in the TBA numbers approxi-

mately 20,000 to 30,000.29 Authorities claim that some of the Muslim

residents give financial support to groups such as Hezbollah, Hamas,
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Islamic Jihad, and al-Qaeda.30 It is difficult to gauge the amount of

funds provided since much of it is transferred via hawala,31 unlicensed

and unsupervised exchange houses, and trade-based value transfer.

According to an official in Paraguay’s antiterrorist unit, “Terrorists

partly finance their operations by remitting dollars from Ciudad del

Este to the Middle East.”32

DO MONEY LAUNDERING OPERATIONS IN THE TBA
FUND TERROR?

Between 2003 and 2006, former Manhattan district attorney Robert Morgenthau traced
billions of dollars channeled through New York City banks from money-laundering
activities in the TBA. Although convinced some money had ties to terrorism, by the end of
the investigation Morgenthau admitted he could not make a direct nexus between the
$19 billion in laundered money and terrorist activity.33 According to one investigator
involved, “It’s hard to say what’s going to terrorism and what’s good old-fashioned crime
and what is legitimate business. It’s all intermingled.”34 Generally speaking, the
governments of Paraguay, Brazil, and Argentina downplay the TBA/terror link. However, a
2014 U.S. State Department report on money laundering in Paraguay acknowledged that
the “[TBA] is well known for arms and narcotics trafficking and violations of intellectual
property rights with the illicit proceeds of these crimes a source of laundered funds.
Some of these illicit activities have been supplied to terrorist organizations.”35

Much of the economic activity in Ciudad del Este is the “re-export”

trade to Brazil. Merchants import cigarettes, clothing, electronics, and

other consumer and luxury items from the United States, Europe, and

increasingly China, and then sell them to primarily to Brazilians but

also neighboring Argentinians. Paraguay boasts low import tariffs and

free trade zones that facilitate the TBA trade.

At the lower end of the “trading” spectrum are tens of thousands of

small-time sacoleiros, named for their ubiquitous overstuffed shopping

bags (saco means “bag” in Portuguese). Sacoleiros account for the

majority of the 30,000 to 40,000 people who cross the Ponte da

Amizade (Friendship Bridge) every day.36

It is surprisingly easy tomove across the borders of the TBA. People

and motorbikes are allowed to cross without travel documents and
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larger vehicles, watercraft, and smugglers can find ready ways to pass

undetected. Many sacoleiros earn a living through illicit international

arbitrage, buying low in Paraguay and selling high in Foz do Iguaçu.

Ordinary Brazilians also flock in large numbers to the TBA as well, reg-

ularly flouting the official $300-per-month duty-free allowance to buy

foreign goods in bulk.37

There are also larger criminal enterprises at work in the TBA.

Buyers with larger orders are sent to Ciudad del Este from far-away

Brazilian cities to fulfill transactions placed on the Internet. Generally

they charge a commission of 10–15 percent for their travel time

and the (slim) risk of being caught by the police. There are also

organized criminal networks operating in the Triple Frontier area.

One of their most lucrative activities is smuggling large quanti-

ties of low-tax cigarettes (genuine and counterfeit) from Paraguay

into Brazil.38

In the last few years there have been attempts at transparency.

In 2009, the “Unified Tax Regime” became law. The objective was

to encourage Paraguayan import firms to register, systematize, and

document their sales, and register vehicles used in the transport of

goods. Tax and customs simplification is also part of the new trading

regime. All of this information is housed in a database controlled by

Brazil’s Receita Federal.39 However, similar to the APTTA between

Afghanistan and Pakistan described above, there are problems with

implementation and enforcement. The problems are particularly acute

on the Paraguayan side of the border. As is the case elsewhere around

the world where TBML flourishes, corruption, weak law enforcement,

little regulatory oversight, and the lack of effective customs control

are catalysts for criminal activity.

CAROUSEL FRAUD

Carousel fraud or missing trader fraud is the practice of importing

goods from a country where they are not subject to value-added tax

(VAT), selling them with VAT added, then deliberately not paying

the VAT to the government. The fraudster charges VAT on the sale

of the goods and instead of paying it to the government simply

absconds—taking the VAT with him, hence missing trader fraud. It is a
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form of “carousel” or “merry-go-round” fraud when sometimes goods

are cycled between companies and jurisdictions, collecting ever more

fraudulent VAT revenues. Sometimes in TBML, carousel fraud also

refers to the process of cycling trade goods (genuine or fictitious)

in-and-out of markets in order to justify payment abroad.

Although a foreign concept to American readers, VAT is a con-

sumption tax assessed on the value added to goods and services. In the

countries that apply it, like those in the European Union, consumers

pay the VAT tax every time they buy a product or service. Whether it

involves a sale to a consumer or another business, VAT taxes involve a

lot of paperwork as each company involved must keep track of it when

it makes a transaction. It is a very important source of income for the

countries involved; for example, France levies approximately 140 bil-

lions of euros with the VAT tax, or twice what French citizens pay in

income tax.40

Unfortunately, trade fraud follows VAT; Canada, Mexico, and the

Ukraine are just a few countries where VAT scams regularly occur.

According to a 2015 INCSR report by the U.S. State Department, “A sig-

nificant facet of the grey economy in Bulgaria is large-scale tax eva-

sion, particularly of VAT and excise duties. Proceeds from VAT fraud

are significant and are largely transferred out of the country to for-

eign accounts held by offshore companies. They are then returned to

Bulgaria and declared as loans, thus creating a legal origin for future

use.”41 The State Department reports that in the Czech Republic:

[F]raud and tax evasion, especially related to the
Value-Added Tax (VAT) and excise tax, are reportedly the
primary sources of laundered assets in the country. A
common tactic for hiding the origin of illicit proceeds is to
transfer or layer funds among multiple companies,
creating a system of “carousel trading,” whereby fictitious
invoices, wages, and benefit payments are created. The
ultimate goal of the carousel system is to benefit from an
unauthorized VAT allowance.42

Carousel VAT fraud in the European Union first involves obtaining

a VAT registration number in an EU member state for the purposes

of trade. (In general, countries that have a VAT system have a

threshold or regulations specifying at which turnover levels VAT
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registration becomes compulsory.) Next, the same goods are traded

around artificial supply chains within and sometimes beyond the

EU. The goods reenter the original member state on a number of

occasions with the intention of creating large unpaid VAT liabilities

and associated fraudulent VAT repayment schemes.43

The following is an example of a simple VAT carousel fraud oper-

ating in the EU:44

◾ Company X in one EU country purchases goods from a supplier

in another EU country. The VAT rate is zero.

◾ After acquiring the goods, Company X supplies them to Com-

pany Y, within the same country for a price plus VAT. However,

X does Not pay the VAT to the EU Member State and becomes

a “missing trader.”

◾ Company Y then supplies the goods to another EU member

country and claims back the VAT that Y paid for the original

purchase of the goods from Company X.

The scheme becomes more complex when Company Y adds

“buffers” to the equation, distancing itself from Company X—the

missing trader.

Conspirators in carousel fraud often use items that are low bulk

and high value, for example,mobile phones, electronics, and computer

chips. Similar to other examples of TBML found in this book, conspir-

ators have used invoice fraud and manipulation, buying and selling

goods that don’t actually exist. In other cases, there have been boxes

of dummy items involved.

According to a study by the FATF,45 career criminals and orga-

nized crime groups are attracted to VAT carousel fraud because it

generates large profits with a relatively low risk of prosecution.

Criminal involvement is the reason why VAT carousel fraud can be

considered TBML. For example, organized crime groups in the United

Kingdom have conducted violent armed robberies at freight forwarder

premises to steal mobile phones for use in carousel fraud. In other

cases, criminals hijacked and “stole” their own goods in order to

make fraudulent insurance claims, which were then used to finance

further carousel fraud. Moreover, illicit proceeds—including those

from narcotics trafficking—have been invested in carousel fraud.
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Although some governments are addicted to VAT because of the

revenue it generates, the VAT tax system is complex, invites fraud,

and costs a lot of money to administer. And rising VAT rates have

encouraged some companies to avoid the tax rather than pay it. As

per Chapter 7, some companies seek to avoid taxes by relocating

their headquarters to Luxemburg, for example, where the VAT rate

is lower.46

CASE STUDIES

Case 1: Customs Fraud in an FTZ

A Belgium company imported textile products from the United

Arab Emirates. According to the documentation accompanying the

shipments, the goods were either produced or received “significant

transformation” in the Sharjah Airport Free Zone. However, it is very

unlikely that there is substantive textile production in an airport free

zone! The documentation trail and invoice circuit appeared fictitious

to investigators. There was admittedly relaxed oversight and enforce-

ment.47 In fact, Sharjah FTZ advertised its “[intent] to promote and

enhance business in an atmosphere free of regulation and red tape.”48

Case 2: Smuggling via an FTZ

PAUL was involved in smuggling contraband cigarettes manufactured

in China into the United States. The cigarettes were imported into

an FTZ located in Hawaii, and then diverted to the state of Washing-

ton. The claimed destination was a Native American reservation in

Idaho. PAUL sold the illegal cigarettes in Washington and structured

cash deposits in an attempt to launder the proceeds and avoid payment

of taxes to Washington.49

Case 3: Afghan Transit Trade Scheme

Because military, law enforcement, and intelligence officials typically

do not understand how the ATT is misused, there is little official report-

ing on the transfer and exchange of value via drugs and trade goods.



140 T R A D E - B A S E D M O N E Y L A U N D E R I N G

The following is a simple scenario based on personal knowledge and

interviews by expert Edwina Thompson:50

◾ Drugs are smuggled from Afghanistan into the United Kingdom

via Iran, Turkey, and the Balkan countries via the well-known

“Balkan Route.” Payment is made via bank-to-bank wire

transfers from the United Kingdom to Peshawar, Pakistan.

◾ From Peshawar, continuing payment is fragmented. Part goes to

a hawaladar in Helmand, Afghanistan, who credits the criminal

or terrorist organization that supplied the drugs.

◾ The criminal/terrorist organization uses other portions of the

payment from afar to finance imports of commodities from

Dubai via the ATT.

◾ The suspect organization either uses these goods directly or can

sell them for further profit.

Case 4: TBML in the TBA

Homeland Security Investigations (HSI), as part of a Joint Terrorism

Task Force, initiated an investigation into the suspicious exportation of

electronic goods from Miami to Ciudad del Este in Paraguay, located in

the TBA. In December 2006, Galeria Page, one of the large shopping

centers within Ciudad del Este, was named as a specially designated

global terrorist (SDGT) entity by the Office of Foreign Assets Control

(OFAC). Galeria Page had ties to the terrorist groupHezbollah. Once an

individual or business is designated, U.S. entities are prohibited from

conducting business with the SDGT or face criminal prosecution.

HSI and its investigating partners determined several Miami-based

freight-forwarding companies were illegally exporting electronic goods

to Galeria Page. Working with officials in Paraguay, agents discovered

the criminals concealed the true destination of the prohibited ship-

ments by using fake invoices containing false addresses and fictitious

ultimate consignees on the required export paperwork. In addition,

wire transfer payments were routed through various facilities to

mask their true origin. As a result of the investigation, the conspira-

tors pled guilty and $119 million of merchandise, primarily high-end

electronics, were seized.51
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Case 5: Carousel Fraud

Examining trade data, fraud investigators of the Dutch Economic

Inspection Service of the Fiscal Intelligence and Investigation Service

(FIOD) discovered a large VAT carousel fraud. They identified 2,000

personal computer components at Schiphol Airport destined for the

United Kingdom. Computer chips and electronics are often favored

goods for carousel fraud, as they are small and have high value.

The investigation disclosed that the components were originally

exported to the United States from the United Kingdom and would

be reintroduced to the United Kingdom via the Netherlands. Aiding

the Dutch investigation was the discovery that the goods already

contained British export stamps.52
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STEPS IN THE INTERNATIONAL TRADE PROCESS

An analyst or investigator charged with identifying TBML is fortunate

to be assisted by a wide variety of data and documentation generated

throughout the international trade process. (Underground informal

value transfer systems are sometimes another story!) Trading parties

generally follow identified, accepted, and almost sequential steps that

create a data and paper trail that can be used in spotting suspicious

behavior and anomalies.

As noted in the preface, this book will not delve into the intricacies

of trade finance. This includes the issuance of letters of credit, lend-

ing to import–export companies, guarantees and pre-export financing,

supporting companies in the process of collections, discounting drafts

and acceptances, and offering services such as credit and other infor-

mation on buyers.1

The following is a brief overview of a typical trade transaction so

the reader can understand where information might be available and

the kind of data that are generated for analysis. Of course, the trade

process varies, depending on whether it is an arm’s-length transaction

(as discussed in Chapter 7), and whether they are engaged in an

extra-business relationship, have completed previous transactions,

or are involved with some sort of trade fraud or TBML conspiracy.

The terminology and trading steps also vary somewhat by market.

An explanation of additional terms commonly used in the trade process

is found in the Glossary.

1. Export promotion—Exporters often promote their goods

through sales representatives, a variety of media, the web,

communications systems, and trade exhibitions, both at home

and abroad. Promotion can also take place through commer-

cial officers assigned to embassies, chambers of commerce,

trade associations, and other business organizations.

2. Letter of inquiry—An interested importer sends a letter of

inquiry to the exporter or to the exporter’s representative that

generally contains a request for a price quote, product speci-

fications, quantity, availability, and delivery details including

the destination port.
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3. Offer sheet—In response to the letter of inquiry, the exporter

sends the importer an offer sheet containing the requested

information and perhaps a sample product.

4. Purchase order (P/O)—If the offer sheet is acceptable, the

importer will place an order via a form or letter called a pur-

chase order. It is sometimes called an order sheet.

5. Invoice—The exporter prepares an invoice or a sales contract

based on the information in the offer sheet and purchase

order; details of the purchase contain the identifying infor-

mation of the product, shipment date, transshipment details

if any, inspection, packing and marking details, and cargo

insurance. The sales contract is signed by both the exporter

and the importer and each side maintains a copy.

6. Payment—There are various ways for the importer to make

payment. Letters of credit (L/Cs) are among the most secure

instruments available. An L/C is a commitment by a bank on

behalf of the buyer that payment will be made to the exporter

provided that the terms and conditions on the purchase order

and contract have been met. Generally, verification occurs

through the presentation of all required documents. An L/C is

useful when reliable credit information about a foreign buyer is

difficult to obtain, but the exporter is satisfied with the credit-

worthiness of the importer’s foreign bank. An L/C also protects

the buyer since no payment obligation arises until the goods

have been shipped or delivered as promised. Other payment

options include cash-in-advance, documentary collections,

and open account.

7. Shipment process—After receiving LC confirmation, the

exporter readies the goods for shipment and, if necessary,

retains a shipping company or freight forwarder. A number

of documents are prepared by those involved directly or

indirectly in the transaction:

◾ Bill of lading—A document signed by a carrier (transporter

of the goods) and issued to a consignor (the shipper of

goods) that confirms the receipt of the goods for shipment

to a specified destination and company or representative.
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A bill of lading is, in addition to a receipt for the delivery

of goods, a contract for their transport and their document

of title. The bill of lading describes the method of freight,

states the name of the consignor and the provisions of the

contract for shipment, and directs where and to whom the

cargo is to be delivered. There are two basic types of bills

of lading. A straight bill of lading is one in which the goods

are consigned to a designated party. An order bill is one

in which the goods are consigned to the order of a named

party. This distinction is important in determining whether

a bill of lading is negotiable (capable of transferring title to

the goods covered under it by its delivery or endorsement).

If the terms provide that the freight is to be delivered to the

bearer of the bill, or to the order of the named party, the

document of title is negotiable. In contrast, a straight bill is

not negotiable.

◾ Shippers export declaration or (SED)—An SED is a document

used in some jurisdictions when the value of the com-

modity requires an export license for shipment from the

country of export to another country. In the United States,

the SED is used for developing export statistics and for

export control purposes. The SED imparts general infor-

mation about a transaction, including the parties involved,

the date of exportation of the shipment, consignees and

agents for the shipment, classifications, weight, and the

value of the goods. The SED is signed by the exporter or

the authorized agent.

◾ Destination control statement—This document is required

only by certain countries (including the United States) for

the export of commodities such as munitions and sensitive

technology that requires a license or a license exemption.

◾ Certificate of inspection—The certificate of inspection is pre-

pared by the seller or an independent inspector designated

by the buyer that is a statement providing evidence for the

characteristics of the goods.
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◾ Certificate of manufacture—This document is from the pro-

ducer of the goods. It describes the goods, states that the

production of the goods is complete, and that the goods are

at the buyer’s disposal.

◾ Insurance document—This certifies that the goods are insured

for shipment.

◾ Export license—A document issued by a government agency

authorizing the export of certain commodities to specified

countries.

◾ Import license—A document issued by a government agency

authorizing the import of certain commodities into the

buyer’s country.

8. Clearance—After receiving the appropriate shipping docu-

ments listed above, the importer or consignee secures import

clearance by customs in the destination port. The importer

will later contact the shipping agent in the destination port to

receive the goods.

9. Delivery—The shipping agent surrenders the cargo/goods to

the importer.

INFORMATION SOURCES

Much useful information and data are generated in the international

trade process. In addition to the buyer (importer) and the seller

(exporter), the reader can see in Figure 9.1 that there are additional

players that can also be valuable information sources. Similar to

assembling the pieces of a jigsaw puzzle, the analyst, investigator,

or concerned compliance officer assembles as much information as

possible to follow the value trail. The intelligence generated pro-

vides authorities data to monitor trade and to spot anomalies that

could be indicative of customs fraud, TBML, value transfer, and/or

underground finance.

Over the course of my career, I found that there are four very

broad categories of information that have proved particularly valu-

able in combating TBML. They are not found in isolation and often
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overlap. They are used both in examining the non-price characteris-

tics of a transaction (such as investigator and analyst assessments and

company know-your-customer policies) and in evaluating the more

quantifiable elements and risk of a particular transaction.

1. Human source information. As a former intelligence and law

enforcement officer, I know firsthand that there is no substitute

for human intelligence (humint) to provide inside information

regarding a trade conspiracy. Human sources can provide tips

that might point an investigator in the right direction, provide

documents (officially or unofficially) that facilitate following a

money and/or value trail, and perhaps explain the intricacies

of the trade process, industry, and parties involved. The ideal is

if the source has direct or personal access to a TBML conspir-

acy. Sources can be found both within and outside of the parties

illustrated in Figure 9.1.

2. Financial intelligence. Generally speaking, both the importer

and the exporter work with a financial institution or institu-

tions. Trade financing documents are produced. Banks and some

involvedmoney services businesses also generate financial intel-

ligence. In TBML, the filing of suspicious activity reports (SARs),

generally known outside the United States as suspicious transac-

tion reports (STRs), can be very helpful. For example, according

IMPORTER’S
BANK

(Makes Payment)

EXPORTER’S
BANK

INSURANCE
COMPANY

FREIGHT
FORWARDER

CUSTOMER
BROKER

CUSTOMSSHIPPING
COMPANY

INLAND
TRANSPORTATIONEXPORTER IMPORTER

Arranges L/C
or

Other Payment
Mechanism

Figure 9.1 Basic trade transaction
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to Treasury’s FinCEN, “over 17,000 SARs reporting potential

TBML activity that occurred between January 2004 and May

2009 reported transactions that involved in the aggregate over

$276 Billion.”2

FinCEN believes that SAR filings on suspected TBML are

increasing.3 However, many financial institutions are just

becoming aware of TBML in all of its varied forms, and they

may see only a partial bit of information related to a suspect

transaction.

As a former consumer of financial intelligence, I whole-

heartedly concur with FinCEN’s advice that “financial

institutions check the appropriate box in the Suspicious

Activity Information section of the SAR form and include the

abbreviation “TBML” or “BMPE” (or any other identified TBML

methodology) in the narrative portion of all relevant SARs filed.

The narrative should also include an explanation of why the

institution suspects, or has reason to suspect, that the customer

is participating in such activity.”4

3. Documents generated by the parties involved in the

trade transactions. The parties involved in the international

trade process generate paper or electronic documents. Some

of the information is restricted, privileged, or available only

through the use of a customs or criminal subpoena. However,

quite a bit of data are now in the public domain.

In every country, concerned government agencies and

departments also track trade. As noted earlier, this is done for

a variety of reasons, including national security, revenue, the

promotion of commerce, analysis, etc. Much of the data are in

the public domain. In the United States, the Foreign Trade

Division of the U.S. Census Bureau produces USA Trade Online

(https://usatrade.census.gov/). A user can access “current and

cumulative U.S. export and import data for over 9,000 export

commodities and 17,000 import commodities.” The data are

based on the Harmonized System (see below), and analytic

programs allow customers the opportunity to create reports

and charts detailing foreign trade variants including: port level

http://ttps://usatrade.census.gov/
https://usatrade.census.gov/
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detail, state exports and imports, balance of trade, method of

transportation, and market level ranking.5

Commercial services also are available that allow inquiries

from bank compliance officers and other interested parties into a

particular commodity’s generally accepted price. These services

will provide an alert if the sales price represents a significant

discrepancy off the global market price of similar goods.

4. The Harmonized Commodity Description and Coding
System. This is sometimes simply known simply as the Harmo-

nized System, or HS. It was developed by the World Customs

Organization (WCO). The HS comprises about 5,000 commodity

groups, each identified by a common six-digit code. Countries

are allowed to further define commodities at a more detailed

level than six digits, but all general definitions must be within

the six-digit framework. The HS is supported by well-defined

rules to achieve uniform classification. The system is used by

more than 200 countries as a basis for their customs tariffs.6

For purposes of monitoring trade, the data generated is useful

for the kind of comparative analysis and the identification of

trade anomalies discussed throughout this book.

The HS is also extensively used by governments, international

organizations, and the private sector for many other purposes, such as

determining trade policies, the monitoring of controlled goods, taxes,

transport statistics, price monitoring, quota controls, and various

types of research and analysis. The HS is thus a universal economic

language. Indeed, more than 98 percent of the merchandise in

international trade is classified in terms of the HS.7

In the United States, the Harmonized Tariff Schedule (HTS) was

enacted by Congress and made effective on January 1, 1989. The HTS

replaces the former Tariff Schedules of the United States. Export codes

(which the United States calls Schedule B) are administered by the U.S.

Census Bureau and Commerce Department and used to collect and

publish U.S. export statistics. Import codes are administered by the U.S.

International Trade Commission (USITC). However, only the Bureau

of Customs and Border Protection (CBP) within DHS is authorized to

interpret the HTS, to issue legally binding rulings on tariff classification

of imports, and to administer customs laws.8
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All U.S. imports and exports are documented on CBP form 7501

(Entry Summary) andU.S. Department of Commerce form 7525 (Ship-

per’s Export Declaration—SED).

The HTS is based on the HS administered by the WCO. The 4- to

6-digit HS product categories are further subdivided into 8-digit rate

lines unique to the United States that provide further specificity and

10-digit nonlegal statistical reporting categories. There is an HTS code

number for every physical product traded from wheat to helicopter

spare parts.

There are more HTS numbers than Schedule B export numbers.

This reflects the greater amount of detail and scrutiny on products

imported into the United States. Though matched at the 6-digit HS

level, Schedule B and HTS codes for products may not be the same up

to the 10-digit level. The government urges parties involved with filing

import or export records to use the correct classification system, which

can be easily found using online queries. U.S. HTS codes were revised

in 2012. The next revision is scheduled for 2017.9

The codes are currently divided into 22 sections and 99 chapters.

They begin with the least sophisticated trade goods such as animal

and vegetable products. The codes reflect greater sophistication in

the higher chapters covering such things as textiles, manufactured

goods, computers, aircraft, and so on. A sample HTS code is reflected

in Figure 9.2.

The gold scrap code is found in Section XIV of the HTS Code—

Chapter 71: “Natural or Cultured Pearls, Precious or Semiprecious

Stones, Precious Metals, Metals Clad With Precious Metal, and Articles

Thereof; Imitation Jewelry; Coin.”

Description: “Gold waste and scrap, including metal clad with gold

but excluding sweepings containing other precious metals.”

Note: In some instances, further specificity is detailed in the last

four digits of the 10-digit code.

International Harmonized

71 12. 91. 00 .00
U.S. Specific

Chapter Heading Sub

Heading

Tariff

Rate

Statistical

Tracking

Figure 9.2 HTS sample code number for gold scrap
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Table 9.1 Top Exports from the United States to Country X10

HTS Commodity Description Value

1001902055 Wheat and Meslin, except Seed $237,275,300

8703230321 Passg Vehicle: Used; >1500<3000cc $112,791,186

8803300050 Air, Helicopter parts $106,681,778

1005902030 Yellow Dent Corn (Maize), U.S. $83,389,530

8803300010 Air, Helicopter parts, other; civil $76,273,523

1006309020 Rice, oth med gr sem/whol milld $69,942,544

8802300070 Milt Aircrft>2000<1500 kg $66,238,000

4703210040 Coniferous bleached woodpulp $47.439,503

1001100090 Wheat/meslin-durum wheat other $42,752,470

1551521000 Corn (Maize) $42,543,754

8703240075 Pas Vehc: New>3000cc, eng>6cyl $34,194,965

8525203055 Radio transceivers $29,778,553

2403100060 Smoking tobacco $23,093,527

Using HTS data, it is fairly easy to monitor trade. For example,

Table 9.1 tracks the top exports from the United States to Country

X over a given period of time. The descriptions and terminology are

taken directly from a computerized printout. The items are classified

by HTS number, description, and value. While this type of macro data

might be interesting if a specific type of import does not make market

or economic sense, real analysis involves drilling down into the prod-

uct categories to identify the parties involved and specific transactions.

In this way, anomalies or suspicious transactions can often be identified

and further action taken.

WHAT ABOUT WEIGHT ANALYSIS?

Although most analysis of TBML focuses on price, unit analysis of

weight can sometimes provide some interesting insights. For example,

Dr. John Zdanowicz, an early pioneer in examining TBML, has stud-

ied the interquartile or the midrange statistical dispersion of weight

characteristics of thousands of U.S. trade transactions. Table 9.2 lists a
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Table 9.2 Abnormal U.S. Import
Weights11

Country Product Weight

Egypt Razors 15 kg/unit

Indonesia Coffee 1.26 kg/kg

Germany Sweaters 57 kg/dozen

Malaysia Briefcases 98 kg/unit

Pakistan Fabric 2 kg/sq meter

Indonesia Pillows 55 kg/unit

Pakistan Dish towels 2 kg/unit

few examples of actual import weights. Dubiousweight/unit anomalies

are easily identified. Weight analysis can also be useful in determining

possible threats.

Of course, similar to unit/price analysis, the possibility always exists

that individual data were erroneous, inputted incorrectly, or reflected

statistical outliers or deviations. With TBML, generally analysis is pos-

sible because data exists. If an anomaly or suspicion is discovered, it

should be treated as a starting point or an indicator. Good decisionmak-

ing is about understanding the data; there is no substitute for investiga-

tion. And particularly with abnormal weights for shipments transiting

sea, land, or airports, abnormal weights could well have smuggling or

national security implications.

A striking example of how suspect weight can trigger an investiga-

tion occurred in Canada. A criminal organization prepared a relatively

small shipment of scrap metal, but indicated that it weighed several

hundred tons. As discussed in this book, fraudulent invoices, bills of

lading, and other documents were prepared supporting the shipment.

However, when the cargo was loaded onto the ship, an alert Cana-

dian customs officer noticed that the hull of the ship was riding well

above the water line. If the ship was actually carrying the weight indi-

cated, the ship would have been low in the water. As a result of the

observation, the cargo was examined and an investigation pursued. It

was assumed that the inflated value of the invoice as supported by the

fraudulent weight of the shipment would have been used to transfer

illicit funds to Canada.12
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The HS has revolutionized the tracking of trade. Unfortunately,

many (primarily underdeveloped countries) customs services have

lacked the wherewithal and expertise to take advantage of the data

generated. The Automated System for Customs Data (ASYCUDA) is a

computerized system designed by the United Nations Conference on

Trade and Development (UNCTAD) to administer a country’s customs.

Today, ASYCUDA is used in over 90 countries and territories.13 The

goal was to construct an analytic system to assist customs authorities

all over the world to automate and control their core processes and

obtain timely, accurate, and valuable information. The software does

not have a robust analytic component and is largely focused on

automating basic transaction-processing systems involved with the

day-to-day clearing of cargo. When applied to customs enforcement, it

focuses largely on day-to-day interdiction—not the long-term patterns

and trends generally associated with TBML.

PIONEERING ANALYSIS IN TBML

In the early to mid-1990s, Senior Special Agent Lou Bock of the U.S.

Customs Service became the “godfather” of TBML via his pioneering

efforts to systematize the analysis of trade data to spot trade fraud,

money laundering, and other financial crimes.

Lou was a former DEA inspector who had transferred to Customs.

He had a rare combination of gifts that were enhanced by street-level

investigative experience, coupled with his self-taught knowledge of

computer programing. Lou was an incredibly bright, talented, and

motivated agent. Despite a minuscule budget, working from Customs

headquarters, Lou and a few colleagues tried to systematically examine

trade data—specifically concentrating on spotting anomalies in trade

transactions primarily using the HS and other data described above.14

With the help of Mark Laxer, a talented computer programmer,

Lou was the driving force behind the creation of an innovative

analytics program called the Numerically Integrated Profiling System

(NIPS). Lou realized that most of his colleagues would accept only

straightforward and user-friendly analysis—in other words, NIPS had

to be “agent proof.” So he provided technically challenged analysts

and investigators (like myself) a new type of tool that would process
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large amounts of data, analyze it, and point to promising targets

of investigation. The end result was in a user-friendly format that

included graphics and visuals.

NIPS revolutionized trade analysis for criminal investigators. It let

Customs do in a matter of keystrokes what it used to take countless

days of legwork and the manual review of paperwork to do—analyze

massive amounts of data to look for patterns or anomalies. For the first

time, NIPS routinely enabled 100-gigabyte searches of trade data—or

the equivalent of manually scouring through roughly 30 million full,

single-spaced pages!15

The data NIPS analyzed originated primarily from U.S. trade

and financial data. At the time, much of the export data consisted

of information compiled from outbound manifests that originated

from commercial sources. Import data came primarily from Customs’

Automated Commercial System (ACS) and import summary forms.

On occasion, Lou was given access to limited foreign trade data from

partner countries concerned about specific trade fraud allegations

involving the United States.

NIPS used a drill-downmethod of analysis; the userwould start with

a general query such as “gold imports from the Dominican Republic.”

The user would then follow up with a continuing series of narrowing

queries until a likely target of investigation was reached. Using analyt-

ical parameters, later versions of NIPS could automatically spot trade

anomalies and discrepancies in trade transactions such as overvalua-

tion or undervaluation, suspicious quantities, and suspicious countries

of origin. The queries also overlappedwith other databases that tracked

the movement of money and people into and out of the United States.

Lou built into NIPS questions that every analyst and investigator

should ask: who, what, when, where? However, then as now, even if an

anomaly or likely target is identified, it is still up to the street inves-

tigator to find the answers to the two other important questions: how

and why?

Lou’s pioneering work was buttressed by simultaneous work con-

ducted by two academics from Florida International University. They

entered U.S. Department of Commerce international trade statistics

into a computer program in an attempt to find interesting interna-

tional trade patterns, but in the process found glaring inconsistencies
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in the pricing of some of the trade transactions. Similar to Lou’s analy-

sis, the professors concluded that money launderers were hiding illicit

proceeds and transferring illicit value in the enormous world of inter-

national trade.16

TRADE TRANSPARENCY UNITS (TTUS)

While Lou was busy in Customs headquarters developing NIPS, at the

same time I was assigned overseas to the American Embassy in Rome

helping our Italian counterparts battle organized crime (the Mafia)

by examining the flow of dirty money moving between Italy and the

United States. Since our Customs Attaché office in Rome had regional

responsibilities, I frequently traveled to numerous countries in the

Middle East, sub-Sahara Africa, and parts of Europe pursuing a wide

variety of customs investigations.

Through investigations into international criminal conspiracies

and the development of excellent reporting sources, I gained a unique

overseas perspective. And wherever my travels and investigations

took me, I always seemed to bump into the misuse of international

trade. I became increasingly concerned with trade fraud’s overlap with

international money laundering and underground financial systems.

In documenting my source debriefs and observations about the

overlap between trade and money laundering in reports and memo-

randa to headquarters, I began using the term trade-based money laun-

dering, or TBML. I believe that was the first use of the term. I did not

realize I was coining a now well-known description. I simply felt a

new classification ofmoney launderingwas needed. At the time—prior

to September 11—both the FATF and U.S. policymakers concentrated

their efforts on money laundering primarily associated with the “War

onDrugs”where large amounts of dirtymoney sloshed around through

Western financial institutions. Value transfer via tradewas almost com-

pletely off their radar screens.17 Because of my customs background

and overseas vantage point, I felt strongly that we also needed to focus

on a separate international money-laundering threat based on trade.

Lou’s pioneering analytical work soon came to my attention.

I became an early fan and supporter. Unfortunately, Lou’s important

work was handicapped by insufficient funding and the ebb and flow
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of high-level managerial support. In 1996, I departed Rome and

transferred to FinCEN as the U.S. Customs liaison. I’m grateful for my

experience at FinCEN because it allowed me to pursue my interest

in international money laundering. I also gained additional exposure

to the craft of analysis. Moreover, at the time, FinCEN management

encouraged me to follow my interest in TBML, the misuse of the

international gold trade, and study of underground financial systems.

I took an active part in U.S. delegations to the FATF and I assisted in

the growth of the Egmont Group of Financial Intelligence Units (FIUs),

or foreign FinCENs.

During the period surrounding September 11, FinCEN manage-

ment changed. The new management team insisted that similar to the

dirty money battlefields in our War on Drugs, the new financial front-

lines in theWar on Terror Finance would evolve around the same kind

of financial intelligence primarily produced by Western financial insti-

tutions. I doubted the efficacy of this approach. Moreover, I had severe

philosophical and stylistic differences with the new FinCEN manage-

ment team. I obtained a transfer to the Money Laundering Section of

the Department of State’s Bureau of International Narcotics and Law

Enforcement Affairs (INL).

Shortly thereafter, I had the conversation with the Pakistani busi-

nessman I described in the Preface. His admonition that our enemies

were laughing at us as they were transferring money and value right

under our noses infuriated me. I subsequently discussed the issue with

the head of the Indian customs service assigned to the Indian embassy

in Washington D.C. We were mutually concerned about trade’s link to

underground finance and underground finance’s link to terror. That

evening, on a metro ride back home, I developed the concept and

coined the term Trade Transparency Units, or TTUs.

It’s a simple idea. Borrowing from the financial intelligence

unit (FIU) model that examines suspicious financial transactions

and other data, I suggested that the U.S. government examine the

feasibility of establishing a prototype unit that collects and analyzes

suspect trade data and then disseminates findings for appropriate

enforcement action.

The objective was to establish a new investigative tool for customs

and law enforcement that would facilitate trade transparency in order
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to attack entrenched forms of TBML, value transfer, customs fraud, and

tax evasion. I hoped that it could also be a sorely needed “back door”

into underground financial systems such as the BMPE and hawala that

are being exploited by criminal organizations and terrorist adversaries.

Coming from FinCEN, I hoped that one day there would be a world-

wide TTU network that would be somewhat analogous to the Egmont

Group of FIUs. (I also thought it important that we learn the lessons

of the administrative and managerial mistakes of FinCEN and Egmont.

The TTU network has to be enforcement oriented and directed.)

The wonderful thing about TTUs is that the data already exist.

There is no need for vast new expenditures or to jump through

labyrinths of bureaucratic hoops and approvals. As the reader has

seen, every country already collects import and export data and often

associated information. By comparing targeted trade transactions,

it is a fairly straightforward analytical process to spot suspect trade

anomalies. I knew the United States could simply build on Lou Bock’s

pioneering work. And I was confident that the concept would be

attractive to other countries as well. Even for those that only paid lip

service to fighting TBML and underground finance’s link to terror, all

governments are interested in combatting customs fraud and illicit

value transfer because it robs them of needed revenue.

The State Department’s Bureau of International Narcotics and Law

Enforcement Affairs wholeheartedly endorsed the TTU initiative (and

later provided funds to jumpstart the program in countries of concern).

Likewise, the Department of Treasury provided crucial bureaucratic

support. But the TTU initiative almost by definition dealt with trade

and so had to be adopted and implemented by Customs. My former

Customs colleagues, including Bock, fully supported and further devel-

oped the idea. I formally proposed the initiative in May 2003. (A copy

of the original TTU proposal is included in Appendix B.) However, the

suggestion overlapped with the creation of the new Department of

Homeland Security and the dismemberment of Treasury Enforcement.

It took a painfully long time for the government’s stars to align and for

sufficient resources to be devoted to finally initiate the TTU program.

The world’s first TTU was established within ICE’s headquarters.

The NIPS program evolved into a specialized ICE computer system

called the Data Analysis & Research for Trade Transparency System



M O N I T O R I N G T R A D E 161

(DARTT). Containing both domestic and limited foreign trade data,

the computer system allows users to see both sides of a trade trans-

action, achieving trade transparency. Other investigative and financial

databases were added, giving the analyst and investigator a more com-

plete picture of a possible criminal conspiracy. In short order, the TTU

concept proved itself. Countries collaborated and made a number of

successful cases.

By 2007, the U.S. government made trade transparency and TTU

development part of its National Anti-Money Laundering Strategy

Report. Signed by the Secretaries of Treasury and Homeland Security,

and the Attorney General, the strategy committed the United States

to “attack TBML at home and abroad.” Further, it promised, “Law

enforcement will use all available means to identify and dismantle

trade-based money laundering schemes. This strategy includes infil-

trating criminal organizations to expose complex schemes from the

inside, and deploying ICE-led Trade Transparency Units that facilitate

the exchange and analysis of trade data among trading partners.”18

Over the last few years, the TTU has evolved into an ongoing

national investigative program for HSI. The program is embedded

within the National Targeting Center—Investigations. According to

Hector X. Colon, the director of the TTU, “Co-locating the TTU with

Customs and Border Protection’s targeting teams has better equipped

HSI and CBP to successfully target, investigate, and dismantle

transnational criminal organizations involved in TBML.”19

The core component of the TTU initiative is the exchange of

targeted trade data with foreign counterparts, which is generally

facilitated by existing Customs Mutual Assistance Agreements or

other similar information-sharing agreements. HSI/ICE is the only

U.S. law enforcement agency capable of exchanging trade data with

foreign governments to investigate international trade fraud and

associated crimes.

By 2015, the HSI/TTU developed information-sharing partnerships

with 11 foreign countries: Argentina, Australia, Brazil, Colombia,

Dominican Republic, Ecuador, Guatemala,Mexico, Panama, Paraguay,

and the Philippines.20 Many other countries have shown interest in

participating. They recognize the value of sharing trade data with

the United States and possibly other TTU partners and gaining the
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analytical tools and expertise to more effectively examine their own

data. By combining international efforts, the analysts and investigators

can effectively follow the money and value trails.

Since the creation of the domestic and international TTU initiative, more
than $1 billion has been seized.21

In any government program dealing with data and analytics, there

are justified concerns about privacy and international information

sharing. So it is important to understand that foreign government

partners that have established TTUs enter into a negotiated Customs

Mutual Assistance Agreement or other similar information sharing

agreement with the United States. They are granted access to specific

trade datasets to investigate trade transactions, conduct analysis, and

generate reports in the HSI TTU trade data subsystem.

HSI has two versions of their analytic program FALCON-DARTTS:

one for HSI’s foreign partners with access only to trade data shared pur-

suant to international information sharing agreements, and another

for HSI users, which contains appropriate data from TTU partners as

well as financial data and other law enforcement data. Foreign users do

not have access to the HSI TTU financial and law enforcement datasets.

Foreign users can only access trade data related to their country and

the related U.S. trade transactions, unless access to other partner coun-

tries’ data is authorized via information sharing agreements.Moreover,

depending on the agreement and specific investigation, the data are

aggregated and specific identifiers removed.22

According to Colon, “Most countries do not have access to foreign

trade data to compare imports and exports and many countries’

Financial Intelligence Units (FIUs) lack access to trade data or the

expertise in identifying anomalies in trade transactions. The analysis

of the trade data exchanged with foreign partners is facilitated by

FALCON-DARTTS, an investigative tool that allows investigators and

analysts to generate leads and support investigations related to TBML,

smuggling, commercial fraud, and other crimes within the jurisdiction

of HSI and foreign customs organizations. FALCON-DARTTS analyzes

trade and financial data to identify statistically anomalous transactions

that may warrant investigation.23
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THE APPLICATION OF BIG DATA AND ANALYTICS

Over the last 10 years, there has been an explosion of “big data” and

analytics. Nobody knows how much data and information are out

there, but former Google CEO Eric Schmidt has claimed that we now

create an entire human history’s worth of data every two days!24

Data alone are not that interesting. We need the knowledge that

can be derived from the data. So we are fortunate that concurrent

with the boom in data, both government and industry have pioneered

exciting new analytic tools to systematically collect, harvest, mine, and

examine data to uncover hidden insights, patterns, correlations, trends,

and “intelligence.” Much of the exciting new technology and analysis

can be employed to tackle trade transparency.

For example, data warehousing and retrieval are enhanced

by cutting-edge technologies that search, mine, analyze, link, and

detect anomalies, suspicious behaviors, and related or interconnected

activities and people. Unstructured data sources can be automated,

scanned, and aggregated. Fraud frameworks can be deployed to help

concerned government and commercial entities detect suspicious

activity and anomalies using scoring engines that can rate, with

high degrees of statistical accuracy, behaviors that warrant further

investigation while generating alerts when something of importance

changes. Text analytics can work with both structured and free-form

text and identify numbers, words, and specific form fields. Predictive

analytics use elements involved in a successful case or investigation

and overlay these elements on other datasets to detect previously

unknown behaviors or activities, enhancing and expanding an

investigator’s knowledge, efforts, and productivity while more effec-

tively deploying resources. Social network analytics help analysts

and investigators detect and prevent suspect activity by going beyond

individual transactions to analyze all related activities in various media

and networks, uncovering previously unknown relationships. Visual

analytics is a high-performance, in-memory solution for exploring

massive amounts of data very quickly. It enables users to spot patterns,

identify opportunities for further analysis, and convey visual results

via online reports or the iPad.25

We have already seen that classifying and monitoring trade and

associated international travel, finance, shipping, logistics, insurance
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data, and more generates tremendous information that can be applied

to promote trade transparency. For example, web analytics and web

crawling alone can search shipping companies and customs websites to

review shipment details and compare them against their corresponding

documentation. Advanced analytics can also be deployed to develop

unit price analysis, unit weight analysis, shipment and route analy-

sis, international trade and country profile analysis, and relationship

analysis of trade partners and ports.26

Of course, there has also been a proliferation of classified data

that could be better exploited to examine certain questionable aspects

of trade.

I am technology challenged, but it appears to me that we have

barely scratched the surface in applying analytics to the data that

are currently available and could be made available. Discounting the

unattainable, by using modern analytic tools to exploit a variety of

relevant big data sets, I believe international trade transparency is

theoretically achievable or certainly possible at a factor many times

over what we have today.

CASE EXAMPLE: OPERATION DELUGE

In 2006, the U.S. and Brazilian TTUs collaborated in Operation Deluge.

The TTUs jointly targeted a scheme that had undervalued U.S. exports

to Brazil to evade more than $200 million in Brazilian customs duties

between 2001 and 2006.27 In a huge bust, 950 Brazilian federal

police officers and 350 customs agents executed search warrants

at 238 locations in various Brazilian states.28 They also executed

128 arrest warrants that netted both government officials and the

directors and owners of several large Brazilian companies. Nine of the

detainees were employees of Brazil’s Internal Revenue Service.29 Dur-

ing the joint operation, U.S. ICE agents in Miami seized approximately

$500,000 in goods slated for export to Brazil.30

The United States and Brazil accused the defendants of tax evasion,

document fraud, public corruption, and the undervaluation of exports.

The commodities included an assortment of goods including electronics

and telecommunications equipment, orthopedic equipment, surgical
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gloves, fruits, plastic bottles, garments and textiles, batteries, vehicles,

dietary supplements, and perfumes.31

According to Brazilian authorities, the leader of the ring was

Marco Antonio Mansur. Mansur was arrested with his son—a co-

conspirator—in their apartment in an upscale neighborhood of

Sao Paulo. Mansur was a wealthy businessman who once lived in

Paraguay.32 Police accused him of creating dozens of front companies

to carry out his undervaluation scheme; the companies were registered

in Uruguay, Panama, the British Virgin Islands, and Delaware.33

NOTES

1. For an excellent overview of trade-finance, see the 2014 US FFIEC Bank Secrecy
Act/Money Laundering ExaminationManual, p. 267, available online: https://www
.ffiec.gov/bsa_aml_infobase/pages_manual/manual_print.htm.

2. “Advisory to Financial Institutions on Filing Suspicious Activity Reports regarding
Trade-Based Money Laundering,” FinCEN (February 18, 2010), available online:
http://www.fincen.gov/statutes_regs/guidance/html/fin-2010-a001.html.

3. Ibid.

4. Ibid.

5. U.S. Trade Online: https://usatrade.census.gov/usatrade.nsf.

6. “Tariff Schedules,” Office of the United States Trade Representative, available online:
http://www.ustr.gov/trade-topics/industry-manufacturing/industrial-tariffs/tariff-
schedules.

7. Ibid.

8. Ibid.

9. Export.gov website, available online: http://www.export.gov/faq/eg_main_017509
.asp.

10. Disguised data given to the author by U.S. Customs.

11. John S. Zdanowicz, Florida State University, “Trade Based Money Laundering and
Terrorist Financing,” Review of Law and Economics, 5 (2) (2009), p. 868.

12. “Trade Based Money Laundering,” Financial ActionTask Force (June 23, 2006), see
case example 2, available online: http://www.fatf-gafi.org/media/fatf/documents/
reports/Trade%20Based%20Money%20Laundering.pdf.

13. See the ASYCUDA website for additional information; http://www.asycuda.org/.

14. The information in this section comes from personal knowledge and from: John
Cassara, Hide & Seek: Intelligence LawEnforcement and the Stalled War on Terrorist Finance
(Washington, DC: Potomac Books, 2006), pp. 151–153.

15. Sharon Theimer, “U.S. Customs Database Used to Track Terrorist Financing,” DSstarr,
available online: http://www.tgc.com/dsstar/01/1211/103779.html.

16. Kenneth Rijock, “An Emerging Money Laundering Threat Facing Compliance Offi-
cers,” Financial Services Technology (Sept. 3, 2008), available online: http://www
.world-check.com/media/d/content_pressarticle_reference/Rijock_FST_0908.pdf.

http://www.ffiec.gov/bsa_aml_infobase/pages_manual/manual_print.htm
http://ttps://www.ffiec.gov/bsa_aml_infobase/pages_manual/manual_print.htm
http://www.fincen.gov/statutes_regs/guidance/html/fin-2010-a001.html
http://usatrade.census.gov/usatrade.nsf
http://www.ustr.gov/trade-topics/industry-manufacturing/industrial-tariffs/tariff-schedules
http://ttp://www.ustr.gov/trade-topics/industry-manufacturing/industrial-tariffs/tariff-schedules
http://Export.gov
http://www.export.gov/faq/eg_main_017509.asp
http://ttp://www.export.gov/faq/eg_main_017509.asp
http://www.fatf-gafi.org/media/fatf/documents/reports/Trade%20Based%20Money%20Laundering.pdf
http://www.fatf-gafi.org/media/fatf/documents/reports/Trade%20Based%20Money%20Laundering.pdf
http://www.asycuda.org/
http://www.tgc.com/dsstar/01/1211/103779.html
http://www.world-check.com/media/d/content_pressarticle_reference/Rijock_FST_0908.pdf
http://ttp://www.world-check.com/media/d/content_pressarticle_reference/Rijock_FST_0908.pdf


166 T R A D E - B A S E D M O N E Y L A U N D E R I N G

17. The author develops this argument in detail in his book, Hide & Seek: Intelligence, Law
Enforcement, and the Stalled War on Terrorist Finance.

18. 2007 National Anti-Money Laundering Strategy,” p. 7, available online: http://www
.treasury.gov/resource-center/terrorist-illicit-finance/Documents/nmls.pdf.

19. March 26, 2015, e-mail exchange between the author and Hector X. Colon, the unit
chief/director of the TTU.

20. “Written testimony of ICE Homeland Security Investigations, National Intellectual
Property Rights Coordination Center Director Lev Kubiak for a Senate Com-
mittee on Appropriations, Subcommittee on Homeland Security hearing titled
“Strengthening Trade Enforcement to Protect American Enterprise and Grow
American Jobs,” July 16, 2014, available online: http://www.dhs.gov/news/2014/
07/16/written-testimony-ice-senate-committee-appropriations-subcommittee-
homeland-security, and updated in a March 26, 2015, e-mail exchange between
the author and Hector X. Colon, the unit chief/director of the TTU.

21. March 26, 2015, e-mail exchange between the author and Hector X. Colon, the unit
chief/director of the TTU.

22. “Privacy Impact Assessment for the FALCON Data Analysis & Research for Trade
Transparency System,” January 16, 2014, available online: http://www.dhs.gov/
sites/default/files/publications/privacy_pia_ice_falcondartts_january2014_0.pdf.

23. March 26, 2015, e-mail exchange between the author and Hector X. Colon, the unit
chief/director of the TTU.

24. Jeff Vance, “Big Data Analytics Overview,” Datamation (June 25, 2013), avail-
able online: http://www.datamation.com/applications/big-data-analytics-overview
.html.

25. The author has proposed data and analytic solutions in many forums including pre-
pared testimony before the House Homeland Subcommittee on Counterterrorism
and Intelligence, May 18, 2012, “Terrorist Financing since 9/11: Assessing the Evo-
lution of al Qaeda and State Sponsors of Terror,” available online: http://homeland
.house.gov/sites/homeland.house.gov/files/Testimony%20-%20Cassara.pdf.

26. “Goods Gone Bad: Addressing Money Laundering Risk in the Trade Finance
System,” PWC, January 2015, available online: http://www.pwc.com/us/en/risk-
assurance-services/publications/trade-finance-money-laundering.jhtml.

27. Stephanie Ayres, “Investigation by New Trade Transparency Unit Leads to Hundreds
of Raids in Brazil,” Financial Crimes News (January 8, 2007).

28. Kenneth Rijock, “Operation Deluge, Brazilian-American Joint Operation Shuts
Down $234m Trade Fraud Scheme,” World-Check (August 21, 2006).

29. “79 Arrested in Brazil’s Biggest Foreign Trade Fraud,” People’s Daily Online (August
17, 2006), available online: http://en.people.cn/200608/17/eng20060817_294109
.html.

30. “ICE Assists Brazilian Officials in Dismantling $200 Million Trade Fraud Scheme,”
ICE News Release (August 18, 2006).

31. Ibid.

32. Francisco Neves, “Brazilian Police Have No Rest: They Bust International Importing
Gang,” Brazil Magazine (August 16, 2006).

33. “ICE Assists Brazilian Officials.”

http://www.treasury.gov/resource-center/terrorist-illicit-finance/Documents/nmls.pdf
http://www.treasury.gov/resource-center/terrorist-illicit-finance/Documents/nmls.pdf
http://www.dhs.gov/news/2014/07/16/written-testimony-ice-senate-committee-appropriations-subcommittee-homeland-security
http://www.dhs.gov/news/2014/07/16/written-testimony-ice-senate-committee-appropriations-subcommittee-homeland-security
http://ttp://www.dhs.gov/news/2014/07/16/written-testimony-ice-senate-committee-appropriations-subcommittee-homeland-security
http://www.dhs.gov/sites/default/files/publications/privacy_pia_ice_falcondartts_january2014_0.pdf
http://ttp://www.dhs.gov/sites/default/files/publications/privacy_pia_ice_falcondartts_january2014_0.pdf
http://www.datamation.com/applications/big-data-analytics-overview.html
http://ttp://www.datamation.com/applications/big-data-analytics-overview.html
http://homeland.house.gov/sites/homeland.house.gov/files/Testimony%20-%20Cassara.pdf
http://ttp://homeland.house.gov/sites/homeland.house.gov/files/Testimony%20-%20Cassara.pdf
http://www.pwc.com/us/en/risk-assurance-services/publications/trade-finance-money-laundering.jhtml
http://ttp://www.pwc.com/us/en/risk-assurance-services/publications/trade-finance-money-laundering.jhtml
http://en.people.cn/200608/17/eng20060817_294109.html
http://en.people.cn/200608/17/eng20060817_294109.html


C H A P T E R 10
Red-Flag
Indicators

167



168 T R A D E - B A S E D M O N E Y L A U N D E R I N G

TBML can be complex, confusing, and often hiding in plain sight.

For bank compliance officers, the situation is made more difficult

due to one of the basic tenets of trade finance: “Banks deal with

documents and not with goods, services or performance to which the

documents relate.”1

According to the Wolfsberg Group, an association of global banks

that promote AML/CFT standards, banks do not get involved with

the physical goods, nor do they have the capability to do so. These

limitations define the degree of scrutiny and understanding a financial

institution can bring to the identification of suspicious activity.2

Yet despite these self-imposed parameters, compliance officers might

well have occasion to suspect unusual or suspicious activity. I also

believe that financial institutions involved with financing transactions

will face increasing pressure to assume a more proactive role in

scrutinizing trade.

Hector X. Colon, the head of the U.S. TTU, acknowledges the

debate and the difficulty and appeals for help: “TBML presents

probably one of the most complex and dynamic forms of illicit money

movement which undermines legitimate business and commerce.

It is important that compliance officers report suspicious activity that

could help law enforcement identify and investigate TBML.”3

Fortunately, a number of concerned organizations have issued

red-flag indicators or warning signs that could be indicative of TBML.

Some of the best originate from the 2006 FATF Typology Report

on Trade Based Money Laundering,4 the 2012 Asia Pacific Group

Typology Report on Trade Based Money Laundering,5 the 2014

Federal Financial Institutions Examination Council’s Bank Secrecy

Act/Anti–Money Laundering Examination Manual,6 and a 2010 Fin-

CEN Advisory to Financial Institutions on Filing Suspicious Activity

Reports Regarding Trade Based Money Laundering.7

Many of the indicators identified in the above-referenced sources

are duplicative and/or overlap. Some also focus on different subsets of

TBML that have been discussed in this book, including underground

financial systems, FTZs, and others. Many of the red flags deal

with trade finance. This chapter includes many indicators from the

above-cited references. I also add a few of my own. The red flags listed

in this chapter are not in any particular order, category, or priority.
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By combining them in a single list, I believe the student of TBML

will see the broader context and also be able to pick and choose the

indicators that are of most interest.

Trust your instincts. If something doesn’t make market or economic sense, take a closer
look. In other words, be guided by the law enforcement principle of JDLR—it “just
doesn’t look right.”

Of course, red flags by themselves are not proof of illegal activity.

They are simply indicators that the transactionmay deserve closer scrutiny.

The concerned compliance officer, analyst, or investigator must take

into consideration other factors, including the normal transaction/

business activity of the subject/s, the particulars of the trade item and

the transaction, its recognized value (which can sometimes be subjec-

tive), financing, the geographic locations involved with the transac-

tion, any previous history of trade fraud or criminal associations, the

presence of financial intelligence on any of the parties involved, and

other factors included in Chapter 9’s discussion of monitoring trade.

POSSIBLE RED-FLAG INDICATORS OF TBML

◾ Significant discrepancies exist between the description, quality,

and quantity of the commodity on the bill of lading, invoice,

and actual goods shipped.

◾ Significant deviation between the value of the commodity

as reported on the invoice and a normal “arm’s-length”

fair-market price.

◾ The weight of the shipment does not match the listed contents.

◾ The shipment is inconsistent with the exporter’s normal busi-

ness (e.g., an exporter of consumer electronics shipping paper

supplies).

◾ The size of the shipment appears inconsistent with the

exporter’s normal business activity.
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◾ Invoices or bills of lading include inaccurate information about

the product being shipped or information that is not commonly

accepted (e.g., an invoice listing the square feet of granite tile

being imported when the accepted norm is pricing by the ton).

◾ Invoices contain inaccurate or incomplete product descriptions;

for example, an invoice for 1,000 kilograms of frozen shrimp is

not sufficient to analyze its market value because there aremul-

tiple U.S. harmonized codes for frozen shrimp reflecting imports

of different sizes.

◾ The commodity is being shipped to/from or through areas of

“high risk” for money laundering.

◾ Companies are operating out of foreign countries where it is

very difficult to determine the true ownership or controlling

persons of the company or where the type of business is not

fully apparent.

◾ A party is unable or unwilling to produce appropriate docu-

mentation upon request.

◾ Documentation appears fraudulent.

◾ The routing of the shipment is circuitous, not direct, is illogi-

cal, or is being transshipped through a questionable area for no

apparent economic reason.

◾ A shipment of goods destined for an end-user has no need for

the product (e.g., electronics manufacturing equipment sent to

a destination that does not have an electronics industry).

◾ Shipments involve suspect free trade zones or special economic

zones.

◾ The method of payment is inconsistent with the normal busi-

ness practice of the parties involved, inconsistent with the char-

acteristics of the transaction, or using advance payment for a

shipment from a new supplier in a high-risk country.

◾ The transaction involves the receipt of cash.

◾ International wire transfers are received as payment for goods

into bank accounts where the exporter is not located.
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◾ The transaction involves a third party that has no apparent con-

nection to the buyer or seller.

◾ Payment is made from multiple sources and/or multiple

accounts.

◾ The transaction involves the use of front or shell companies.

◾ The parties involved are not transparent and use “Delaware”

-like shell corporations with lack of beneficial ownership

information.

◾ Numerous sole-proprietorship businesses or private limited

companies are involved in the transaction or established by

proxies or where false addresses are involved.

◾ The transaction and payment appear to have unnecessary

and complex layers involving multiple accounts and multiple

jurisdictions that combine to obscure the true nature of the

transaction.

◾ Money services businesses or money exchange bureaus located

in third countries are used as intermediaries for the transfer of

goods or money.

◾ The transaction involves a frequently amended letter of credit.

◾ Shipment locations or description of goods are not consistent

with the letter of credit.

◾ Transactions that involve payments for goods through checks,

drafts, or money orders are not drawn on the account of the

entity that purchased the items.

◾ Unusual deposits of cash, cash deposits in round numbers, or

structured cash deposits under the reporting threshold into a

bank account are used to fund the trade transaction.

◾ Sequentially numbered checks drawn on domestic bank

accounts are negotiated through foreign money services busi-

nesses.

◾ The contract is other than an arm’s-length transaction (see abu-

sive transfer pricing).
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◾ Related-party transactions are involved (e.g., familial relation-

ships).

◾ Goods that are commonly associated with TBML schemes are

involved (e.g., scrap gold, precious metals and stones, trade in

tobacco, consumer electronics, automobiles, etc.).

◾ Goods present valuation difficulties (precious stones, artwork,

scrap gold, etc.).

◾ A freight-forwarding firm is listed as the commodity’s final des-

tination.

◾ Goods involved are frequently used in bartering schemes (e.g.,

gasoline and tires).

◾ A shipment does not make economic sense (e.g., the use of a

40-foot shipping container to transport a relatively small vol-

ume of goods).

◾ Carousel transactions are involved—the repeated or cir-

cular importation and exportation of the same high-value

commodity.

◾ Packaging is inconsistent with the commodity or shipping

method involved.

◾ Upon inspection or verification, the manufacturing entity has

no physical address, no or limited production capability, limited

or no inventory at its business premises, and so on.

◾ Phantom shipment—no goods are actually shipped but pay-

ment is made. Confirmation of shipment and delivery should

be requested in a suspect case of TBML.

◾ There are multiple invoices for suspect goods. A frequently

repeated suspect pattern of numerous invoices involves the

same or similar items and where the actual physical shipment

is never physically verified.

◾ The exporter requests payment of proceeds to an unrelated

third party.

◾ The quantity or quality of the goods is padded, or inflated.
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◾ Counterfeit invoices are used. If an invoice looks suspicious,

try to compare it with a known genuine invoice. Note any

differences in the quality of the printing, company letterhead,

design or other visuals, different contact numbers, e-mail

addresses, or other items recorded in previous correspondence.

PRUDENT STEPS

In addition to being familiar with TBML methodologies and the above

red-flag indicators, a prudent compliance officer should consider the

following steps:

◾ All documentation should be examined. If specific data or

documents are not made available, ask for them! Depending

on the financial institution and their internal policies, much of

the information will be required in order to arrange financing.

Legitimate clients should have no compunction about turning

over requested documents for review.

◾ In dealing with suspect TBML activity, follow standard due dili-

gence and KYC policies. Know your customer and know your

customer’s customer. The recipients or customers of the client

should also be the subject of due diligence inquiries, particularly

if the client is located in a suspect location.

◾ If possible (and appropriate), conduct unannounced visits to

the company involved. Does the company actually exist? Is the

company really engaged in manufacturing the subject trade

goods or does it have a need for the imported product?

◾ Adhering to internal policies, file a suspicious activity report.

Provide as much detail and explanation as possible for your sus-

picions and clearly indicate why you believe the transaction is

representative of TBML, the BMPE, hawala, etc.

◾ Contact law enforcement. If a proposed trade-based transaction

has obvious law enforcement or national security considera-

tions, reach out directly to the applicable federal, state, or local

government agency or department. Realistically, you might not
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get the feedback you desire but in many cases law enforcement

authorities will use the tip and either intercept or monitor the

shipment or transaction. (They might also use an undercover

approach.)

GUIDANCE

The United Kingdom’s Financial Conduct Authority (FCA) has

warned banks about TBML and urged them to improve their moni-

toring efforts. According to a recent study, many banks “had no clear

policy or procedures document for dealing with trade-based money

laundering risks…were unable to demonstrate that money laun-

dering risk had been taken into account when processing particular

transactions… [and] made inadequate use of customer due diligence

information gathered by relationship managers or trade sales teams.”8

I imagine the above shortcomings hold true for most countries around

the world.

I’m convinced that TBML is the next frontier in international

money laundering enforcement. There will undoubtedly be increasing

regulatory pressure applied to financial institutions involved with

trade-finance. I urge prudent trade organizations and financial insti-

tutions to become familiar with TBML methodologies, establish best

practices regarding risk in the trade finance system, and develop

analytics-focused AML/CFT monitoring capabilities to identify

suspicious TBML transactions.
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GET SERIOUS ABOUT TBML

In 2005, I wrote my first book, Hide & Seek: Intelligence, Law Enforcement

and the Stalled War on Terror Finance. The final chapter of the book

contained a number of “steps forward.” The first recommendation

was, “Get Serious about TBML.” It should come as no surprise

that, years later, I have exactly the same conclusion and priority

recommendation!

I would like to quote from the earlier recommendation in

Hide & Seek: “The misuse of trade should be the next frontier in anti–

money-laundering programs. Just as a generation ago theUnited States

promoted financial transparency, today it is time to promote trade

transparency. International trade is a back door for money launder-

ing, illegal value transfer, customs fraud, tax cheating, and various

alternative remittance systems.”1 That earlier prescription is in fact

the theme of this book.

Nothing has changed my mind in the intervening years: trade

transparency should be the new priority in AML/CFT enforcement.

In Chapter 1, we discussed the magnitude of international money

laundering. Worldwide estimates are in the trillions of dollars.

As demonstrated, if we honestly examine the sheer volume of illicit

proceeds laundered and the increasing recognition that tax evasion is

another form of money laundering, our success rate as measured by

the one meaningful bottom-line metric—convictions—is pitiful.

So it is time to question the effectiveness of our current counter-

measures. The status quo isn’t working. At the same time, we have

essentially ignored one of the chief components of internationalmoney

laundering—trade.While time, attention, and resources are devoted to

new-age “sexy” money-laundering topics such as cyber-currency, the

overwhelming majority of dirty money being laundered today takes

place via old-fashionedmethods that we have not yet been able to con-

trol. In point of fact, trade-based value transfer is arguably the oldest

money-laundering system in the world.

The international community must now focus on this essential

missing link. We should follow hidden value transfer trails by looking

comprehensively across countries and commodities.

As I wrote in Hide & Seek, “For a variety of reasons, [bureaucra-

cies] have been reluctant to focus on this issue [TBML]. The competing
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interests of commerce and enforcement and between liberties and the

government’s need to know will undoubtedly influence any future

debate on how to combat the misuse of trade. Yet just like in the area of

traditional money laundering through financial institutions, compro-

mises can be found, necessary safeguards implemented, and a balance

achieved.”2 I’m convinced we can do this.

So what are some new steps forward?

DEFINE THE MAGNITUDE OF THE PROBLEM

In Chapter 1, I wrote, “Including all its varied forms, the argument

can be made that TBML is perhaps the largest and most pervasive

money-laundering methodology in the world.” Estimating the overall

magnitude of global money laundering has proved difficult.3 The

scope of TBML has never been systematically examined. But I believe

it is possible for economists, statisticians, and analysts to come up with

a fairly accurate estimate of the overall magnitude of global TBML and

value transfer. Narrowing it down to specific problematic countries is

easier still. The primary reason this is doable is that data are available

for most of the trade-based methodologies discussed in this book.

That is not necessarily true for money laundering in general.

Academics and nonprofits such as Global Financial Integrity have

done tremendous work in developing models that measure aspects of

TBML. Using these pioneering insights, I believe theWorld Bank or the

IMF should study the global magnitude of the problem and develop

an overall estimate. If those international organizations are unwilling

to undertake the task, I urge the Department of Treasury’s Office of

Intelligence and Analysis (OIA) to at least examine U.S.-related data

and come up with an official estimate for the amount of TBML that

impacts the United States.

A generally accepted estimate of the magnitude of TBML in all

its varied forms is important for a number of reasons: (1) it will

provide clarity; (2) it will focus attention on the issue; (3) from an

enforcement perspective, the supporting analysis should provide both

excellent insight into specific areas where criminals are vulnerable and

promising opportunities for targeting; and (4) systematically cracking

down on TBML and customs fraud will translate into enormous

revenue gain for the governments involved.
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I also believe an approximate ratio of the estimated amount of

TBML to the amount a government should recover by enforcement

is possible to determine. The carrot of enticement will prove impor-

tant. From experience, I have found that for most countries it is not

political will that finally drives effective action to combat TBML and

value transfer. Rather, it is revenue enhancement for income-starved

governments that is the catalyst for action. Whatever the motivation,

it is time to get started.

FOCUS FROM THE TOP

As we have seen, TBML impacts a variety of issues of growing interna-

tional concern, including transnational crime, terrorism, tax evasion,

customs fraud, abusive transfer pricing, sanctions busting, capital

flight, trade diversion, underground finance, informal remittances,

and others. These are all incredibly important issues that impact

both the developed and developing worlds. The promotion of trade

transparency requires global visibility. Effective countermeasures

necessitate a comprehensive and worldwide approach. Thus, in my

opinion, trade transparency should be an agenda item for the G-20, the

Organization of Economic Development (OECD), the World Customs

Organization (WCO), and the Financial Action Task Force (FATF).

Trade fraud also impacts societal and cultural issues such as corrup-

tion, the transfer of national wealth, environmental degradation, the

exploitation of national resources, endangeredwildlife, illegally logged

timber, conflict gold and diamonds, and other worrisome challenges.

I would like to see nonprofit organizations involved in these issues,

such as Global Witness, promote trade transparency for both industry

and government.

A FATF RECOMMENDATION

In the world of AML/CFT, the FATF makes things happen. The FATF

recognizes TBML is a huge concern and calls it “one of the three

largest” money-laundering methodologies in the world. There is a

special FATF typology report on TBML. Unfortunately, when the

current FATF Recommendations were reviewed and promulgated in

2012, TBML was not specifically addressed.
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In years past, I was active in the discussions about making TBML

a “special” FATF recommendation. However, it should not come

as a surprise that not all countries want trade transparency. Some

benefit from the status quo. Moreover, expanding FATF’s mandate

into international trade matters would be a huge leap outside of its

traditional domain of focusing on banks, money services businesses,

and designated nonfinancial businesses and professions (DNFBPs).

But I believe it is now only a matter of time before the FATF expands

its self-imposed constraints. The FATF must be flexible and confront

varied identified threats to the increasingly interconnected global

financial order. If it does not move to systematically address one of its

self-identified top-three global money-laundering methodologies, the

organization will lose credibility. Accordingly, I believe the FATF and

its sister FATF-style regional bodies should work toward developing a

consensus that TBML should be subject to its own recommendations.

This consensus will undoubtedly take time. In order to be effective,

any new recommendation on TBML must encompass not only finan-

cial institutions but also designated sectors involved in international

trade. This will include firms transporting or arranging the transport

of goods such as brokers, freight forwarders, and carriers. In addition,

any new mandate on trade transparency should include manufactur-

ers and companies involved in global trade. This will necessitate a huge

expansion of the current AML/CFT umbrella. Entirely new categories

of nonfinancial companies that are currently not the least bit knowl-

edgeable or concerned about AML/CFT safeguards must be included.

This admittedly controversial and costly proposed expansion would

inevitably involve new industries in AML/CFT customer due diligence,

record keeping, and the filing of financial intelligence reports such as

CTRs, 8300s, and SARs.4

There are some signs that Treasury is moving in this direction.

For example, in April 2015, FinCEN issued a temporary geographic

targeting order (GTO) directed against 700 exporters of consumer elec-

tronics and cellular phones in the city of Doral in Miami–Dade County.

The GTO requires the businesses to report all cash transactions involv-

ing $3,000 or more instead of the normal $10,000. Over the last few

years, there has been increasing intelligence that electronics exporters

in Doral, which operate in a free trade zone near Miami International

Airport, were “vulnerable to abuse,” particularly being used as witting
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or unwitting accomplices in facilitating TBML and BMPE schemes.

John Tobon, the ICE Assistant Special Agent in Charge of HSI inves-

tigations in Miami, said that he hopes the electronics exporters will

support their role in combating international money laundering via

trade. According to Tobon, “We’re trying to start creating that culture

of compliance” (in industries outside of financial services).5

These and similar measures will undoubtedly generate pushback

because of cost, burdensome record keeping, and the prevalent atti-

tude among most businesses that they do not have a role to play as

policemen. So realistically, a FATF Recommendation on TBML is not

a near-term countermeasure. But building awareness and consensus

and implementing targeted enforcement operations is a good place

to start.

CURTAIL THE COMMERCIAL MISUSE OF TRADE

As noted in Chapter 7, both the criminal and commercial misuse of

trade works hand-in-hand. I agree wholeheartedly with Raymond

Baker of Global Financial Integrity that “we cannot succeed in

stopping the criminals while at the same time telling multinational

corporations that they can continue to misinvoice as they choose.”6

Abusive and fraudulent pricing techniques are used every day by

thousands of multinational corporations around the world to move

money and transfer value across borders. Current AML/CFT coun-

termeasures turn a blind eye to legitimate actors’ use of shadow

financial systems, questionable financial flows, offshore havens, and

assorted gray techniques used for the purposes of tax evasion, wealth

preservation, and increasing profits. Yet at the same time, authorities

will aggressively pursue criminal organizations’ use of the same tech-

niques to move tainted money across borders. This type of intellectual

and political disingenuousness and hypocrisy contributes to our

underwhelming success in effectively combating money laundering

and other types of financial crimes.

Global corporations must embrace legitimate trade. Legitimate

actors should demand trade transparency. This means respecting

customs duties, VAT assessments, currency exchange regulations,

AML/CFT regulations, and more. The FATF and other concerned
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international bodies should work to define illicit financial flows that

are facilitated via trade and then create effective and enforceable mea-

sures to curtail trade misinvoicing. The human costs of commercial

trade-based money and value transfer are the strongest arguments for

international trade transparency and why this issue must be the next

frontier in financial crimes enforcement.

ENHANCE WIRE TRANSFER REPORTING

In 2010, FinCEN issued a notice of proposed rulemaking that would

lower the reporting threshold on cross-border electronic fund (wire)

transfers from $10,000. (There was discussion regarding the amount

of the new limits for both inbound and outbound wires.) The rule was

authorized by the Intelligence Reform and Terrorism Prevention Act

of 2004. The proposed rule would require banks directly transacting

with foreign financial institutions to report all cross-border wire

transfers to FinCEN. Currently, financial institutions are subject only

to reporting suspicious wire transfers. FinCEN estimated that the

proposed rule would annually create 500 million to 700 million new

reports.7 Currently, financial institutions and MSBs file approximately

17 million financial intelligence reports with FinCEN every year.

FinCEN believes that the proposed cross-border wire transfer

requirements would close certain loopholes that are exploited for

money laundering, terrorist financing, and tax evasion. For a number

of reasons, the proposed rule was subsequently withdrawn.

The focus of the rule was not TBML. However, such a rule if imple-

mented would greatly enhance trade transparency. According to HSI

investigator John Tobon, “We have full visibility of the trade data and if

we could get full visibility on the financial picture attached to the trade

data, it would be like getting lasik surgery and being able to throw away

your glasses.”8

I endorse augmented cross-border wire reporting because the new

intelligence will assist criminal investigators in combatting not only

TBML but many other financial crimes. Candidly, my principal con-

cern is that FinCEN has proven itself incapable of fully exploiting the

financial intelligence it currently receives.9 The proposed wire data

would be a 40 times increase of current annual BSA data filed. So this
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recommendation is conditional upon long-overdue effective congres-

sional and Treasury oversight of FinCEN.

TBML ANALYTICS

Most large financial institutions and many money services businesses

have automated AML/CFT programs. Some of these programs are

commercially available and others are developed in-house. Depending

on their level of sophistication, they use some of the above-described

techniques tomonitor transactions, adhere to anti—money laundering

compliance programs, and follow internal policies and guidelines.

Over the last few years, there has been increasing emphasis

within AML/CFT compliance to be much more proactive in analysis.

For example, by “spinning the dials” of monitoring systems, obligated

entities sometimes search for telltale indicators of human trafficking.

The point is that alerts are not generated unless programmed to do so.

Unfortunately, up to now, little has been done to include and

detect TBML. There hasn’t been any “dial spinning.” Thus, I suggest

AML/CFT compliance analytic programs be expanded to cover suspect

trade and value transfer. For financial institutions, as discussed in

Chapters 9 and 10, most scrutiny will likely be focused on trade

finance. However, today it is also possible to code or engineer TBML

red-flag indicators into traditional AML/CFT software. The technology

and expertise exists so that analytics can provide alerts when there

is a likelihood of specific TBML methodologies such as hawala, trade

pricing anomalies, the likelihood of trade fraud, and so on. I would

like to see associations involved with banking, fraud, trade, financial

crimes, and anti—money laundering press for the incorporation of

TBML analytic programs. Financial intelligence units around the

world, including Treasury’s FinCEN, should enthusiastically champion

this countermeasure. I’m confident the data and analytics industry

are ready to assist.

EXPAND THE INTERNATIONAL TTU NETWORK

Trade Transparency Units (TTUs) have proved to be an increasingly

important means to link international customs and law enforcement
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agencies. In the few years of their existence, TTUs’ analytic, inves-

tigative, and enforcement efforts have identified and disrupted the

activities of transnational criminal organizations involved in fraud-

ulent trade schemes. There are enough data and “success stories” to

make an informed judgment that the concept has proved effective.

In addition to being an innovative countermeasure to TBML and

value transfer, as we have seen, systematically cracking down on

trade-fraud is a revenue enhancer for participating governments.

Frankly, it is for this reason that many countries have expressed

interest in the concept. In essence, these governments understand

that they are not collecting the appropriate amount of taxes and duties

due to rampant customs fraud. Finding new revenue is increasingly

an imperative for governments around the world. And establishing a

TTU is a rare example of a government program that returns far more

revenue than it consumes!

I asked Hector X. Colon, director of the U.S. TTU for his vision for

the TTU concept. According to Colon:

I would like to see the TTU program grow within the U.S.
and internationally. Domestically, the TTU can be capable
of supporting not only HSI, but other law enforcement
partners that have cases with a nexus to trade. In order to
do so, it will require additional manpower and funding.
Over the past few years, the TTU has been reduced in
manpower and budget despite a significant increase in the
number of investigations and foreign TTUs it supports.
Internationally, the WCO appears interested in adopting
the TTU program. A partnership with the WCO could
expand the TTU program beyond HSI’s current TTU
international footprint. Additional WCO members that
embrace the TTU methodology of developing cooperative
relationships with foreign counterparts to enhance
information sharing will build the framework for HSI to
successfully conduct international trade and money
laundering investigations, capable of prosecuting and
dismantling the transnational criminal networks engaged
in TBML and other illicit customs crimes.10

I fully support Colon’s vision and wholeheartedly endorse the U.S.

TTU model and its nascent international network. I am a proponent of
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eventually having a standard and globally recognized TTU partnership

along the lines of the Egmont Group of Financial Intelligence Units

(FIUs). Yet any country or jurisdiction can also create its own internal

and independent TTU outside of the U.S.-sponsored initiative. An inde-

pendent or nontraditional TTU could even be integrated into a current

FIU or customs service. A compelling argument could also be made

for the establishment of regional TTUs to examine distinct area-wide

TBML and value transfer issues. Once again, such TTUs do not have to

be affiliated with the U.S. DHS/HSI TTU program.

For example, Lou Bock and Mark Laxer (introduced in Chapter 9

as pioneers in TBML analysis and enforcement) recognize the power of

traditional TTUs but are frustrated with their limitations as they serve

only a small number of countries and generally focus on rather nar-

row aspects of crime such as terror finance and drug-related money

laundering.11 Another problem is that trade fraud controls are frag-

mented and reflect a division of labor among specialized agencies that

only act when misconduct falls within their jurisdiction and mandate.

For most jurisdictions, there is currently no holistic, systematic collab-

orative effort to bring data together, conduct analysis, investigate, and

prosecute. A lack of expertise is another roadblock.

I have called corruption the “great-facilitator” in TBML. Bock and

Laxer agree. In their experience, targeting takes place deep within

the framework of government bureaucracies where there is too

often a negative incentive to root out massive fraud. Not only does

fraud embarrass and sometimes point to powerful entities, aggressive

investigation takes political courage and resources and can shake up

the comfortable status quo at that very institution.

So Bock and Laxer are now promoting nontraditional TTUs. They

have identified innovative ways in which TTU functionality can be

scaled for the diverse needs of countries. Nontraditional TTUs can

target many different types of criminal behavior such as illicit trade

flows and environmental crime. The duo have also developed a system

by which the data and analysis reside outside member governments

as a way to bypass corruption and inefficiencies often found in large

bureaucracies. Nontraditional TTUs could also help lift the veil on the

commercial misuse of trade. And they have worked to incorporate a

variety of open source, publicly available data in their analysis.
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So with the above in mind, I suggest the international expansion

of the TTU initiative—with or without affiliation with the U.S.-led

network. In addition, countries around the world should significantly

bolster their customs services and provide training for how to better

recognize and detect various forms of TBML and value transfer.

REEMPOWER TREASURY ENFORCEMENT

It has been well chronicled that both the CIA and the FBI failed in

their missions—both foreign and domestic—to protect the homeland

against the September 11 terrorist attacks. Other agencies also failed

in aspects of their particular duties, such as the then Immigration and

Naturalization Service, the Federal Aviation Authority, and Treasury’s

FinCEN. Yet in the rush to react to the events surrounding September

11, politicians from both parties hurried to reward the CIA and FBI

with increased budget, mission, and manpower. And the Department

of Treasury’s enforcement arm that had virtually nothing to do with

missing the signs of the impending terrorist attacks was punished.

With the resulting creation of the Department of Homeland Secu-

rity (DHS), proud legacy Treasury law enforcement agencies such as

the Secret Service and the U.S. Customs were jettisoned and shifted

to the new DHS. The Bureau of Alcohol, Tobacco, and Firearms (ATF)

was transferred to the Department of Justice. The move was aided and

abetted by a Treasury secretarywho had no interest in the proud legacy

and tradition of Treasury law enforcement.12

The resulting dysfunction within the DHS has been well docu-

mented. In my opinion, the primary reason that DHS doesn’t work

as designed is that it is simply too large. It was created in 2002 by

incorporating entities from 22 agencies and departments. Today, it has

over 200,000 employees and a FY 2015 gross discretionary budget of

approximately $45 billion!13 In my opinion, one unfortunate result

of this colossus of an organization is that our AML/CFT efforts are

stalled.14

In the Department of Justice, TBML and value transfer are

subsets of other underlying crimes or specified unlawful activities.

For example, the DEA focuses onmoney laundering only as it relates to

the predicate offense of narcotics trafficking. The FBI does wonderful
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work reacting to bank robberies and white-collar criminals but knows

very little about trade fraud and underground value transfer. Treasury,

on the other hand, has a more holistic and systematic approach to

money laundering in all of its forms. Moreover, the domestic financial

industry sees Treasury as its natural government interlocutor—not

the Departments of Justice or Homeland Security.

In the post–September 11 Treasury Department, the Office of Ter-

rorism and Financial Intelligence (TFI) is primarily relegated to mak-

ing AML/CFT policy and recommendations. It’s a fact of bureaucratic

life that outside recommendations are often ignored. And because its

enforcement arm was crippled when DHS was created, Treasury no

longer has the buttons to push and levers to pull to make things hap-

pen and implement those same policies. Some observers will argue that

Treasury’s use of sanctions and designations is an effective tool. Person-

ally, I agree with the sage observation of retired U.S. diplomat Douglas

Paal: “Sanctions always accomplish their principal objective, which is

to make those who impose them feel good.”15 Besides, Treasury needs

additional means to implement its enforcement mission.

So in conjunction with a long-overdue congressional review of the

efficacy of the DHS, I suggest that thought be given to reestablishing

the Department of Treasury’s ability to conduct some types of finan-

cial crimes investigations.16 (I am not including Treasury’s Internal

Revenue Service Criminal Investigations in this discussion because its

primary focus revolves around taxes.) The easiest way of doing this

would be returning the United States Secret Service and the United

States Customs Service to a reconstituted Treasury Office of Enforce-

ment. (Full disclosure: I proudly served in both the Secret Service

and the legacy Customs Service before their unwarranted departure

to DHS.)

The Secret Service was founded in 1865 and was in the Depart-

ment of Treasury until the creation of DHS. Its recent well-chronicled

administrative and operational breakdowns are in part due to larger

unresolved issues within DHS. The dual missions of the Secret

Service—protection and financial crimes investigations—are actually

complementary. Agents assigned to protection details learn a variety of

skills working financial crimes investigations on the street. We would
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benefit by having an elite Secret Service skilled in twenty-first-century

financial crimes enforcement back in its historical parent—the

Department of Treasury.

Congress created Customs in 1789 and placed it within the new

Department of Treasury. At the time, its primary mission was the col-

lection of customs-related revenue.Over the centuries, its enforcement

mission expanded. By the time I joined Customs in the mid-1980s, its

Office of Enforcementwas chargedwith enforcing over 400 laws,more

than the FBI handled!With the exception of immigration, its authority

had to do with the border of the United States. Since it was part of the

Department of Treasury, its investigative special agents had expertise in

financial crimes investigations related to the cross-border movement of

illicit money, value, and trade. Many customs investigators had unique

insight into underground financial systems that are in large part based

on trade.

But Customs no longer exists. It is now part of Immigration and

Customs Enforcement (ICE) within the DHS. The forced merger with

the former Immigration and Naturalization Service and expansion of

its mission into immigration enforcement has not been successful. Its

expertise, skillsets, budget, and staffingwere diluted. It is time to return

the oldest federal law enforcement agency back to the place of its birth.

A reconstituted Treasury-based U.S. Customs Service would then be

able to devote more focused attention to TBML and value transfer

enforcement and our overall AML/CFT countermeasures.

THE MISUSE OF TRADE IS A LAW ENFORCEMENT
ISSUE—NOT JUST A CUSTOMS ISSUE

When I retired from the U.S. government, I was honored to join the

State and Local Anti-Terrorism Training (SLATT) program. It is funded

by the U.S. Department of Justice, Bureau of Justice Assistance (BJA).

The SLATT program is dedicated to providing specialized multiagency

anti-terrorism detection, investigation, and interdiction training and

related services at no cost to our nation’s law enforcement officers,

who face the challenges presented by the terrorist and violent criminal

extremist threat.17
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I assist the SLATT program by periodically traveling around the

country and speaking with federal, state, and local law enforcement

groups about terror finance and international money laundering.

During my presentations, I am often stunned with the lack of knowl-

edge regarding the importance of following the money and our

financial countermeasures. I have also been amazed with the almost

total unfamiliarity with TBML and value transfer. Even though I can

demonstrate how TBML affects state and local law enforcement, most

often the consensus is, “Trade is a customs issue. It doesn’t concern

me or my department.”

Yet it is precisely because law enforcement officers are on the front

lines in their communities and know their operating environment well

that they should notice if a local business or commercial activity does

not make market or economic sense. For example, a normal busi-

ness should not remain in operation for long with sporadic commercial

activity or when consistently selling products at a loss. Numerous busi-

nesses in the United States and elsewhere are involved at the local level

in TBML schemes and deal with goods that are frequently manipu-

lated to transfer value. Businesses involved with the BMPE—large and

small—are found throughout the United States. And, of course, as we

have seen, local underground financial networks such as hawala and

fei-chien often depend on trade and local business networks. Numer-

ous examples of local businesses’ involvement in trade-based value

transfer are found throughout this book.

Accordingly, I urge my state and local law enforcement colleagues

to become more familiar with issues surrounding TBML schemes and

how they affect the local community. Where appropriate, trade fraud

and associated crimes should be part of their financial investigations

education. With an expanded TTU, there should be more sharing of

targeted trade data with local law enforcement. And state and local

law enforcement should play an increased role in appropriate federal

task forces that deal with the threats of money laundering, financial

crimes, and terror finance.

We have plenty of laws, rules, and regulations on the books that

enable law enforcement to combat financial crimes, including TBML.

What we need is a renewed emphasis on enforcement.
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NATIONAL TASK FORCES ON UNDERGROUND FINANCE

Although most underground financial transactions are benign, unfor-

tunately criminals and terrorists are attracted to them. During our

discussion, we have seen that they are nontransparent. Alternative

remittance and value transfer systems are ethnic based and generally

hidden to outsiders. Unfortunately, law enforcement at all levels does

not have adequate representation from ethnic groups that often use

underground financial systems. So the level of expertise is low.

I have made the argument that trade transparency could be the

back door into some of the underground networks. Trade is gener-

ally used as a method of countervaluation or a means of balancing

the books between brokers. I believe law enforcement and customs

personnel should be more aware of these systems and how to better

follow the value trail. But we also need more robust countermeasures.

Australia has a huge problem with ethnic organized crime groups

that use underground financial systems to launder illicit proceeds

and repatriate funds back to their home countries. Sometimes these

underground financial systems are used for terror finance. In 2012,

Australian law enforcement officials developed an effective enforce-

ment tool to reduce money-laundering risks inherent in the money

remittance sector and informal value transfer systems. It is called the

Eligo National Task Force (ENTF). The ENTF initiative involves the

Australian Crime Commission, the Australian financial intelligence

unit (FIU)—AUSTRAC, the Australian Federal Police, Australian

Customs and Border Protection Service, and local law enforcement.

The ENTF also works collaboratively with representatives from the

U.S. FBI and the DEA. Each member of the task force brings his or her

particular areas of expertise and sources of information.

A wide range of ENTF countermeasures resulted in disruptions to

criminal entities and identified hundreds of criminal targets previously

unknown to law enforcement. The ENTF has uncovered dozens of

separate money-laundering schemes in Australia, including some

that are cleaning the proceeds of drug sales and filtering the money

to exchange houses in the Middle East, which are then sending the

money back to drug traffickers in South America.18 Eligo-initiated
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investigations have resulted in seizures of hundreds of millions of

Australian dollars’ worth of cash and drugs. Perhaps most importantly,

the ENTF is fostering professionalism within the remittance sector.

The Eligo National Task Force conducts outreach and even releases

fact sheets for the remittance sector that give guidance on detecting

and deterring money-laundering activity. This makes it more resistant

to organized crime.19

I propose that the ENTF model be copied. Task forces should be

established in the United States and other concerned countries. The

argument could be made that the United States already has task forces

aplenty: Joint Terrorism Task Forces (JTTFs), High Intensity Financial

Crimes Areas (HIFCAs), High Intensity Drug Trafficking Areas (HID-

TAs), SAR Review Teams, and others. But none of these task forces

specifically concentrate on remittance and value transfer networks.

Some observers will point out that remittance companies must register

with FinCEN and be licensed in most of the states. They feel that is suf-

ficient. The problem is that most problematical underground transfer

agents do not follow the rules. By their very nature, they are “un-

derground.” The same thing applies in other countries where under-

ground financial systems are rife such as Pakistan, Afghanistan, India,

and the UAE. All of these countries call for the registration and licens-

ing of remittance dealers. They are also (chuckle, chuckle) supposed to

file suspicious transaction reports with their country’s FIU! In short,

our current countermeasures for underground finance may look good

on paper but they have proved ineffectual.

Specialized law enforcement task forces are effective. The concept

has been proven around the world. A coordinated crackdown on

remittance networks will give us insight into organized crime and

terror finance and drive clients toward regulated and transparent

money transfer companies that are not based on hidden trade-based

countervaluation schemes.

Outside of crimes of passion, criminals and criminal organizations are
motivated by greed. And it is laundered money—in all its varied
forms—that enables transnational criminal organizations to run their
operations.
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I opened this book with a sobering taunt from our adversaries.

Because of our inability to see and understand TBML and value trans-

fer techniques that are hidden in plain sight, criminals and terrorists

are laughing at us.

Yet I see promising signs that TBML in all it varied forms is finally

being recognized as one of the primary methodologies criminals and

their facilitators use to launder staggering amounts of money around

the world. There is also increasing acknowledgment that curtailing the

criminal use of TBML cannot succeed unless we also curb the com-

mercial misuse of trade, such as trade misinvoicing and abusive trans-

fer pricing. I am also hopeful because over the last few years, there

have been incredible advances in analyzing the kind of big data that

international trade generates. Increasing globalization and trade inter-

dependency necessitate steps toward transparency and accountability.

While it is not realistic to eradicate TBML, it is entirely within

our power to promote and implement trade transparency and asso-

ciated countermeasures. There are tremendous benefits in doing so.

I remain optimistic that we can meet the challenge presented in this

next frontier.
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O
utside of crime of passion (e.g., murder committed in a jealous

rage), criminals and criminal organizations commit crime because

they are motivated by greed. Greed is a vice as old as humanity

and is considered in Christian ethics to be one of the “seven deadly

sins.” And once greedy criminals start accumulating large sums of illicit

money, they have to try to hide its origins.

Money laundering is the disguising or concealing of any criminally derived
income to make it appear legitimate.1

Nobody knows the origin of the term money laundering, but in the

United States it is thought to have originated in the 1920s or 1930s dur-

ing the era of Al Capone, Meyer Lansky, and other infamous gangsters.

They took illicit cash that originated from a variety of criminal enter-

prises such as gambling and Prohibition-era alcohol sales, and mixed

it with clean money in cash-intensive businesses such as laundromats

and restaurants. In other words, they tried to wash their dirty money

and make it appear clean and legitimate.

The term gained use in the early 1960s with the proliferation of

the sale of illegal narcotics. It became more widely known during the

Watergate investigation of the 1970s, in which suitcases of cash played

a role in the eventual resignation of President Richard Nixon. The pithy

andmemorable term “follow themoney” was reportedly coined by the

“Deep Throat” informant who helped unravel that same scandal.

Ironically, it was also President Nixon who declared the “War on

Drugs.” In order to give criminal investigators tools so they could follow

the narcotic money trails, in 1970 Congress started passing a series

of laws later augmented by rules and regulations that collectively are

known as the Bank Secrecy Act (BSA).

Bank secrecy is a misnomer. It really equates to financial transparency.

Although money laundering had been around for a long time, the

BSA was the first legislation that systematically tried to control the

growing problem. The BSA mandated a series of reporting and record

keeping requirements. The data are now commonly called “financial
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intelligence,” “financial transparency reporting requirements,” or

simply “BSA data.” Today, Treasury’s Financial Crimes Enforcement

Network (FinCEN) acts as the designated administrator of the BSA.

FINANCIAL INTELLIGENCE

There are various types of financial intelligence. The original BSA

required the first three record-keeping requirements listed below.

Over the years, additional types of financial intelligence have been

created. A few of the most important reports follow.

Currency Transaction Reports

Banks and other financial institutions are required to report currency

transactions (deposits or withdrawals) of $10,000 or more by or on

behalf of the same person on the same business day. The form used

is popularly called the Currency Transaction Report (CTR). There are

exceptions to the filing requirements for these large transactions if they

are between domestic banks and for transactions conducted with cer-

tain retail cash-intensive businesses and government agencies.

Unlike the Suspicious Activity Reports described in this appendix,

generally a client is informed about the obligation to file a CTR.

Sometimes money launderers try to structure transactions to avoid the

reporting requirement by depositing smaller sums of money under the

threshold. Runners, sometimes known as smurfs, are also recruited by

professional money launderers to deposit small sums of illicit money

in multiple financial institutions.

FINCEN FORM 104

Today, the official form for a CTR is the FinCEN Form 104. Approximately 150 data fields
are included in the form. The information (name, address, other identifiers, account data,
etc.) represents a wealth of information for law enforcement professionals tracking financial
crime. The CTR represents the largest volume of BSA data filed; approximately 14 million
CTRs are filed with Treasury’s FinCEN every year. A sample of FinCEN Form 104 and
other financial intelligence forms can be found on the FinCEN website (www.fincen.gov).

http://www.fincen.gov
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Currency and Monetary Instrument Report

A customs report must be filed by individuals or entities that transport

$10,000 or more in cash (including in foreign currencies) or negotiable

monetary instruments into or out of the United States. These entities

include banks and armored car companies.

For example, if the reader flies into or out of the United States from

Washington Dulles Airport, he or she must be notified or given forms

inquiring whether the passenger is transporting $10,000 or more. The

same holds true for those crossing a land border by foot or vehicle or

those entering or departing the United States by sea. Of course, it is not

illegal to transport money in large amounts across the border. In fact,

the government encourages foreigners to bring money to spend! The

only obligation is that a form must be filed.

FINCEN FORM 105

At the time of the BSA, the original cross-border currency declaration form was known as
a “Report of International Transaction of Currency or Monetary Instruments,” commonly
known as a CMIR. Today, the official designation for a CMIR is the FinCEN Form 105.
Hundreds of thousands of these forms are filed every year. Each form has approximately
70 data fields containing useful identifying information and financial intelligence.

Report of Foreign Bank and Financial Accounts (FBAR)

Citizens and resident aliens of the United States are required to file a

report with the IRS if they maintain a financial interest or a signature

authority over a foreign bankaccount, brokerage account, or other type

of foreign account that exceeds certain thresholds. Originally, the report

was filed on IRS Form 90–22–1 and was known as a “Foreign Bank

Account Report” (FBAR). It is known today as the FinCEN Form 114.

Form 8300 (Cash over $10,000 Received in Trade
or Business)

This is an IRS form and is required for cash transactions over $10,000

by businesses not otherwise covered by BSA reporting such as real
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estate agencies, car dealerships, and jewelers and dealers in precious

metals and stones. The form must be filed when a covered business

receives more than $10,000 in cash in one transaction or in two or

more related transactions.

Similar to other types of financial intelligence, Form 8300 has

detailed identifying information, including the customer’s name,

address, the amount of cash received, and the date and nature of the

transaction. Generally, the customer is not notified when the form is

filed. In addition to submitting the forms to the Department of Trea-

sury, businesses must maintain associated records for at least five years.

Form 8300 was originally used primarily for tax purposes. Similar

to other tax reports, the release of the data to law enforcement outside

of IRS was restricted. Over the past few years, 8300 data have become

more available.

Suspicious Activity Reports

Suspicious Activity Reports (SARs) were initiated in the United States

in 1996. They were modeled in part after the Suspicious Transaction

Report (STR) disclosure system thatwas already in existence in Europe.

Financial institutions and money services businesses (MSBs)

should file an SAR if a transaction is inconsistent with normal account

activity or otherwise appears suspicious. Banks are obligated to “know

your customer” and practice due diligence. As a result, banks and

increasingly nonbank financial institutions have compliance programs

that help spot suspicious transactions. Although the numbers vary,

over one million SARs are filed annually in the United States. The

total fillings are very roughly divided between SARs filed by banks and

those filed by MSBs such as currency exchangers, gold and jewelry

dealers, and money remitters.2

The information on SAR filings has proven very helpful for law

enforcement. In addition to the identifying data, SARs also provide

a narrative field for the filers to include their observations and rea-

sons why they feel the transaction is suspicious in nature. Some of the

narratives are short, perhaps only a few sentences. Others are quite

lengthy and provide detailed information and an explanation as to

why the transaction is suspicious. Banks and other institutions that
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file SARs are also required to maintain supporting documentation for

the reports and make it available upon request.

The SAR form also contains a field in which the filing institutions

can indicate the type of suspicious activity encountered. Categories

include money laundering (structuring), counterfeit financial instru-

ments, false statements, mortgage loan fraud, identity theft, check

fraud, counterfeit currency, terrorism financing, and others. Inves-

tigators can tailor their data queries by specifying the type of SARs

they are interested in by date, geographic location, and categories of

suspicious transactions.

HOW IS FINANCIAL INTELLIGENCE USED?

The tens of millions of financial intelligence reports that are produced

in the United States and other countries (see discussion of the Egmont

Group) every year have proven to be a tremendous resource to help

criminal investigators follow the money trails. The financial data

are valuable not only in money-laundering investigations but also

in providing some financial transparency in other types of criminal

activity as well. Querying a subject’s name in the financial databases

may disclose further identifying information, including an address,

telephone number, or business association that might be keys to the

investigation. The intelligence might also provide some insight or at

least a snapshot of the suspect’s financial transaction, which could be

very valuable to investigators. However, financial intelligence alone

rarely makes a case. Generally, law enforcement will have to combine

the financial intelligence with information from other databases

(for example: criminal databases, immigration databases, customs

databases, commercially available information about businesses, social

network sites, etc.). By connecting the dots between individuals, com-

panies, bank accounts, and so on, a picture of financial relationships

and money flows begins to develop.

Most often, financial data are used reactively by law enforcement.

In a reactive case, a crime has occurred and a criminal investigator

is assigned to solve the crime through a variety of investigative

techniques, including interviews, developing informants, performing

surveillance, and conducting an undercover investigation. Financial
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intelligence can help in developing identifying data, establishing

networks, and constructing a paper trail.

Financial crimes investigations can also be proactive in nature. In

these situations, a criminal violation has not yet occurred. Instead, law

enforcement examines financial intelligence (CTRs, CMIRs, SARs, etc.)

and tries to identify anomalies, suspect patterns, and trends. The infor-

mation is then used to intercept criminal activity in progress and take

appropriate countermeasures.

AVAILABILITY OF FINANCIAL INTELLIGENCE

Treasury’s FinCEN is responsible for the collection, warehousing, anal-

ysis, and dissemination of financial information in the United States.

It is the country’s Financial Intelligence Unit (FIU). In theory, official

consumers of financial intelligence at the federal, state, and local levels

can contact FinCEN and ask for appropriate queries to be made of the

financial databases. There are various programs and platforms for these

official inquiries. Queries should be as specific as possible and include

known identifying information. Of course, FinCEN only has access to

financial intelligence that has a nexus or link to the United States. Fin-

CEN also grants certain law enforcement entities such as the FBI direct

bulk downloads of financial information.

Official consumers can also request financial intelligence from an

appropriate interagency/departmental task force. A representative

from the Department of Treasury (FinCEN or the IRS) or the Depart-

ment of Homeland Security (Immigration and Customs Enforcement)

should have direct access to most of the same financial databases.

Generally, non-Treasury and DHS enforcement agencies are limited in

their abilities to make direct queries.

Law enforcement can also gain access to financial intelligence

through regional federal, state, and local task forces; these include

Joint Terrorism Task Forces (JTTFs), High Intensity Financial Crime

Areas (HIFCAs), and U.S. Attorney SAR Review Teams.

In 1996, FinCEN was a founding member of the Egmont Group

of Financial Intelligence Units. The idea behind Egmont was for

member countries around the world to obtain, analyze, and disclose

financial intelligence. The FIU’s focus is to support host-country
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law enforcement and other officials, but Egmont Group members

also support official requests for information from other Egmont

Group members. In effect, a FIU is a foreign FinCEN. Today, there are

approximately 150 FIUs officially accredited to the Egmont Group.

Although there are different FIU models (some are investigatory in

nature and some are administrative), and different countries have var-

ious types of financial intelligence and reporting thresholds, all have

the equivalent of SARs—known frequently overseas as Suspicious

Transaction Reports (STRs).

LEGISLATION

In 1986, the United States became the first country in the world to

make money laundering a crime and enacted a law that is still one

of the most powerful in the world (Title 18, U.S. Code Section 1956,

also known as the Money Laundering Control Act). It provided federal

agents and prosecutors the necessary tools to fight money laundering

andmade several significant amendments to the BSA, including crimi-

nalizing structuring to evade BSA reporting requirements and increas-

ing civil and criminal penalties for money laundering. An amendment

to the Right to Financial Privacy Act made it easier for banks to furnish

suspicious transaction data to federal enforcement agencies without

the risk of being sued by clients.3

The law also has an extraterritorial reach if at least part of the

offense takes place in the United States or even if money is only trans-

ferred through the United States. As a result, the United States can

insert itself into dollar-based transactions or U.S. dollar transfers that

are settled through correspondent bank accounts in the United States.

The Money Laundering Control Act was followed by other leg-

islation over the years that strengthened the U.S. AML/CFT regime.

Noteworthy laws include the Anti-Drug Abuse Act of 1988, the

Annunzio-Wylie Anti-Money Laundering Act of 1992, the Money

Laundering Suppression Act of 1994, the Money Laundering and

Financial Crimes Strategy Act of 1998, and the USA PATRIOT Act

of 2001.4
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INVESTIGATING MONEY LAUNDERING

The U.S. intelligence and law enforcement communities agree that

dirty money is laundered in three recognizable stages, as discussed in

Chapter 2: placement, layering, and integration.

In the placement stage, illicit cash must somehow be deposited

into financial institutions. Criminal organizations attempt to put their

money in banks for the simple reasons that they want to be able to

spend it and protect it. Because large amounts of cash are involved,

law enforcement feels that criminals are at their most vulnerable

when they try to deposit or place illegally obtained funds directly into

a bank account. For example, in the United States, if one uses the

estimate that $100 billion is laundered every year from the street sales

of narcotics, that translates into approximately 20 million pounds

of currency!5 It poses a tremendous logistical challenge for criminal

organizations to place that much cash into banks in ways that do not

raise suspicions. The most common way this is done is by smuggling

the dirty money out of the country to destinations where the cash

will be readily accepted. For example, tens of billions of dollars of bulk

cash representing the proceeds of narcotics sales are smuggled across

the southern U.S. border into Mexico every year. Another common

placement technique used by money launderers is to use runners,

couriers, or smurfs that deposit small amounts of money in financial

institutions in ways that do not trigger mandatory currency reporting

requirements imposed by the BSA.

During the layering stage, criminals and criminal organizations

attempt to separate the source of the funds by way of complex

transactions such as wiring funds to multiple accounts in multiple

jurisdictions. Criminals do this in order to make it difficult for law

enforcement to follow the money trail.

Finally, in the integration stage, criminals and criminal organiza-

tions try to create the appearance of legitimacy by, for example, invest-

ing the placed and layered funds in tangible goods such as property,

businesses, or even investing in the stock market.

Traditionally, money laundering has been equated with the pro-

ceeds of the sale of narcotics. While narcotics trafficking still represent
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a hefty percentage of dirty money in the world, the United States rec-

ognizes approximately 300 “predicate offenses” or “specified unlawful

activities” for charging a defendant with money laundering. Predicate

offenses include fraud, smuggling, weapons trafficking, and terrorist

finance. The international standard as championed by the FATF is “all

serious crimes.” And as we have seen, there is increasing discussion

about recognizing tax evasion as a predicate offense for money laun-

dering. The primary predicate offense for TBML is customs fraud.

DIFFERENCES BETWEEN MONEY LAUNDERING AND
TERROR FINANCE

Although money launderers and terrorist financiers use many of the same techniques and
methodologies, there are three primary differences in their use of tainted money:

1. Money launderers are motivated by greed. Terrorists are generally motivated by
ideology or religion. However, there are signs that terrorists are increasingly
driven by the quest for money, power, and control.

2. In money laundering, generally large amounts of illicit funds are involved. In
comparison, the cost of terrorist attacks is quite small.

3. By definition, money launderers seek to disguise the proceeds of illegal activity.
In terror finance, funding may be from both legal and illegal sources.

MONEY-LAUNDERING METHODOLOGIES

Per our discussion in Chapter 1, in 1989 the G-7 created the FATF.

The international anti–money-laundering policymaking body cham-

pioned 40 recommendations for countries and jurisdictions around

the world aimed at the establishment of AML and after September 11

CFT countermeasures. These included the passage of AML/CFT laws,

the creation of financial intelligence, know your customer (KYC)

compliance programs for financial institutions and money services

businesses, the creation of Financial Intelligence Units (FIUs), and

other safeguards. Over the years, FATF-style regional bodies (FSRBs)

have spread around the world. The FATF and FSRBs conduct mutual

evaluations, support member countries in formulating AML/CFT
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regimes, and periodically conduct studies on money-laundering

threats and methodologies.

According to the FATF, there are three primary methods of laun-

dering money:

1. Via financial institutions and nonbank financial institutions.

This includes the placement and structuring of deposits of

tainted money into banks, wiring or layering the dirty money

to multiple accounts in multiple banks in multiple jurisdictions

to confuse the paper trail, and then using the laundered money

by integrating it into the economy by way of purchasing high-

value properties and goods.

2. Bulk cash smuggling is the physical smuggling of illicit cash

from one jurisdiction to another where it will be more readily

accepted for deposit.

3. Trade-based money laundering. This also includes underground

financial systems, because historically and culturally most are

settled on the misuse of international trade, including customs

fraud.

Although not currently included in the FATF top-three method-

ologies, the FATF and concerned international observers are calling

attention to new payment methods (NPMs). They are also sometimes

called e-money or digital cash. Examples include Internet payment ser-

vices, cyber-currency, stored-value cards, prepaid calling and credit

cards, digital precious metals, mobile payments (m-payments), or the

use of cell phones to send/receive/transfer money and digital value.

The use of shell corporations that lack transparent beneficial owner-

ship information is not necessarily considered a top money-laundering

methodology. However, the use of such phantom companies is exten-

sive in various money-laundering schemes.

Criminals often mix or use many of the above methodologies

and techniques in combination, thereby increasing the difficulty

of following the money, digital-cyber, or value trails. And criminal

and terrorist organizations are adept at exploiting vulnerabilities in

our global AML/CFT countermeasures and the challenges posed by

differing venues, jurisdiction, and lack of expertise. They are also

attracted to countries that have weak enforcement or lack the political
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will to enforce their laws. And, as we have seen, corruption is the

great facilitator.

NOTES

1. Most of the material in this appendix comes from the author’s knowledge. Back-
ground texts that were helpful include:

John Cassara and Avi Jorisch, On the Trail of Terror Finance: What Law Enforce-
ment and Intelligence Officers Need to Know (Washington, DC: Red Cell Publishing,
2010). See Chapter 2 on Sources of Financial Information.

John Cassara, Strategic Financial Intelligence: A Primer on Middle Eastern and
South Asian Value Transfer Techniques (Washington, DC Lockheed, 2008). See
Chapter 1, “An Overview of Financial Intelligence.”

Robert E. Powis, The Money Launderers (Chicago: Probus Publishing, 1992). See
Prologue.

2. See FinCEN “SAR Stats,” formerly FinCEN “SARs by the Numbers,” available online:
http://www.fincen.gov/news_room/rp/sar_by_number.html.

3. Powis, p. xii.

4. For a brief history and description of U.S. AML/CFT legislation, see: http://www
.fincen.gov/news_room/aml_history.html.

5. John A. Cassara, Hide & Seek: Intelligence, Law Enforcement and the Stalled War on
Terrorist Finance (Washington D.C: Potomac Books, 2006), p. 131.

http://www.fincen.gov/news_room/rp/sar_by_number.html
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The author wrote the following proposal for the creation of TTUs in May

2003. At the time, he was detailed from Treasury’s FinCEN to the Depart-

ment of State’s Bureau of International Narcotics and Law Enforcement

Affairs (INL). However, the proposal was more of an individual initiative.

It was eventually routed through the interagency process and approved (see

Chapter 9).

MAY 2003 PROPOSAL: TRADE TRANSPARENCY UNITS

By SSA John Cassara

Summary Proposal

Establish and possibly link an international network of country

Trade Transparency Units (TTUs), loosely analogous in concept to

the Egmont Group of Financial Intelligence Units. The purpose of

the TTUs is to identify anomalies in international trade transactions

from customs data. These identified anomalies could be an indicator

of trade-based money laundering, financial crimes and/or terrorist

financing. An international system of trade transparency, working in

conjunction with current financial transparency reporting require-

ments, could alleviate many other previously intractable trade related

problems. An international system of trade transparency could also

potentially provide revenue to governments around the world. This

initiative, builds upon, but does not duplicate previous U.S. initiatives.

Defining the Problem

Over the last generation, the United States has championed the con-

cept of financial transparency for the formal financial sector including

banks, conventional wire remitters, casinos and other formal finan-

cial sectors. Working primarily with the Financial Action Task Force

(FATF) and its regional bodies, the Egmont Group of Financial Intel-

ligence Units, and exerting bilateral and regional leadership around

the world, the United States has helped create anti–money laundering

programs and policies that have been implemented around the world.
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The events surrounding September 11, however, demonstrate

anew the threats posed by financial flows outside the formal sectors,

including trade-based money laundering and alternative remittance

systems. Trade-based money laundering and terrorist financing sys-

tems can bypass, in whole or part, the Bank Secrecy Act and other

anti–money laundering and financial crimes regulations. Trade-based

systems act as a kind of a parallel method of transferring money and

value around the world. Systems such as hawala, the black market

peso exchange, and the use of commodities such as gold and diamonds

that are not captured by current financial reporting pose tremendous

challenges for law enforcement using current financial reporting

requirements. Moreover, many of these alternative remittance sys-

tems are ethnic-based, making them even more difficult for U.S.

investigators to understand and target. As the United States and other

countries around the world tighten the noose of financial regulation

and reporting for the formal and even informal financial sectors,

the use of trade-based money laundering and alternative remittance

systems will assuredly grow. It is essential, therefore, that we work

to put into place an international mechanism capable of detecting

trading anomalies that could point to money laundering, terrorist

financing, and other financial crimes.

Investigating Trade-Based Money Laundering

Experience has shown the best way to analyze and investigate suspect

trade-based activity is to have systems in place that canmonitor specific

imports and exports from/to given countries. In fact, U.S. Customs pio-

neered this approach through its creation of the Numerically Integrated

Profiling System (NIPS), a computer system that uses U.S. trade data,

examines suspect anomalies, and identifies likely targets of investiga-

tion. Unfortunately, the opportunities presented by NIPS have never

been fully exploited. NIPS, using U.S. data alone, also has limitations,

the most important of which is that, to be most effective, NIPS ana-

lysts need to compare trade data from other countries. Moreover, it

is difficult to follow the trade flow when goods are transshipped from

country X to Y via Z. An additional challenge occurs when the U.S.
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wishes to monitor suspect trade that does not enter into the commerce

of United States, for example, following suspect trade related to ter-

rorist financing that may move goods from Karachi to Dar Es Salaam

via Dubai.

If country X exports goods to country Y, in theory country X’s

export records regarding price, quantity, and general description

should match (with some recognized variables) the corresponding

import records of country Y. Unfortunately, there is a growing world-

wide trend towards trade fraud. For example, concern over the sale

of conflict diamonds from the Gambia to Belgium resulted in a com-

parison of trade data that showed the Gambia exported $100 million

worth of diamonds to Belgium between 1996 and 1999, even though

the Gambia has no diamond production. U.S. Customs has used this

same technique of examining trade anomalies to combat the Colombia

black market peso exchange, to examine suspect gold shipments from

Guyana, and examine transshipped textiles from the Middle East.

In these instances, Customs was able to match U.S. trade data with

cooperating countries’ trade data and look for suspicious indicators.

The desired trade data are already collected in every country

around the world. All countries have customs services and all coun-

tries impose tariffs and duties for revenue purposes. In fact, lesser-

developed countries are dependent on customs duties to generate

revenue. Although there are some differences in the way trade data

are gathered and warehoused, the U.N. and the IMF are promoting

uniform standards such as ASYCUDA that collect and manage cus-

toms data in approximately 80 (primarily lesser developed) countries.

ASYCUDA is a computerized customs management system which

covers most foreign trade procedures including manifests, customs

declarations, transit procedures, etc. (NIPS is fully compatible with

ASYCUDA). In addition, acting on a U.S. initiative, the G-7 proposed

the adoption and implementation by customs services worldwide of a

standard data and reporting format. The World Customs Organization

(WCO) developed the WCO Data Model with a Global Standard

Format. The EU subsequently made a political commitment to adopt

the WCO Data Model, which is also supported by the Asia Pacific Eco-

nomic Cooperation (APEC). The U.S. has also committed to making its

Automated Commercial Environment (ACE) system compatible with
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world norms. Thus over the last few years a foundation has already

been established governing customs compatibility. The below propos-

als do not deviate from U.S. policy and initiatives, but rather seek to

use the above foundation as a point of departure that will give law

enforcement enhanced tools concerning the misuse of global trade.

Proposal 1: The U.S. should actively promote in appropriate

forums the concept of “trade transparency” whereby countries

agree to collect, automate, and disseminate under appropriate

restrictions and guidelines customs trade data in order to combat

trade-related crime. The data would capture specific declared

shipments, inbound and outbound. Countries’ trade data systems

should be made compatible with an international norm.

Proposal 2: Borrowing from the successful Financial Intelligence

Unit (FIU) model, the U.S. would build upon the NIPS program

to establish the world’s first Trade Transparency Unit (TTU) that

will collect, analyze, and disseminate suspect trade data. The U.S.

should work towards the establishment of a worldwide TTU net-

work (Proposal 3 below).

A U.S. TTU would be charged with looking for trade anomalies that

could be indicative of a wide variety of predicate offenses, including

trade-based money laundering, customs fraud, alternative remittance

systems, and even terrorist financing. The TTU would act in a similar

manner to an FIU; its primary purpose would be to support law en-

forcement by responding to requests to further investigations and by

looking proactively for anomalies that would indicate likely targets of

investigation. (The value of the TTU analytical productwould undoubt-

edly be enhanced if the information was cross-checked with an FIU.)

A TTU would be able to obtain trade data of interest directly from

another TTU or “pull-down” the data of interest from an admin-

istrative gatekeeper. (See Proposal 3 below governing TTU Group

administrative functions.) For example, if the U.S. TTU was interested

in examining suspect trade anomalies between India and the United

States, the U.S. TTU could contact the Indian TTU and arrange for the

exchange of the data. By comparing declared imports and exports from

both sides, it is a relatively simple process to determine indications of

possible overinvoicing, underinvoicing, fictitious invoicing, export
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incentive fraud, etc. Over- and underinvoicing, for example, are often

used in money laundering and alternative remittance systems such

as hawala. In another example, if the U.S. TTU was concerned with

the possibility of terrorist financing via trade that does not enter into

the commerce of the U.S., the same TTU system would have access to

the needed trade data, either directly from the concerned countries or

through the administrative gatekeeper.

The Egmont Group of Financial Intelligence Units (FIUs) was cre-

ated in 1995 as a kind of “club” where likeminded FIUs could gather

periodically to discuss common concerns about the collection, analysis,

and dissemination of financial intelligence.When Egmont was formed,

there were only 12 FIUs. By mid-2003, there will be over 80 members

in the Egmont Group. Egmont does not have a permanent secretariat.

There are no dues. Egmont is totally separate from the FATF and other

money laundering organizations. Membership in the Egmont Group is

completely voluntary.

Proposal 3: Following the Egmont model, a completely voluntary

TTU network could associate themselves into a Group that would

share specific trade data with Group members upon request. The

Trade Transparency Group would develop procedures for admit-

ting new members, protocols for exchanging trade data, secure

methods for transmitting the data, etc. As with Egmont, there is

no need for a permanent secretariat or affiliation with an interna-

tional organization. However, as was true during the first years in

the development of Egmont, the U.S. TTU may have to play a key

role in the administration of the Trade Transparency Group.

Customs has already pioneered the technique of customs data

exchange with other countries based on the NIPS platform. For

example, Customs currently shares some trade data with [countries

redacted]. [Other countries redacted] already engage in a two-way

exchange of customs data with the U.S. The exchange of data has

resulted in major cases and the collection of millions in revenue. How-

ever, the exchange of customs data is not adequately coordinated nor

part of comprehensive U.S. policy. The exchange of customs trade data

has also not been systematically examined for indications of terrorist

financing. (Customs Container Security Initiative—CSI—is addressing
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some of these issues, and protocols have been established under the

CSI program that may prove valuable with trade transparency.) Yet

countries are enthusiastic about the trade transparency concept, and

if a Trade Transparency Group were developed, there are indications

that countries would line-up to join.

The costs involved with developing a TTU in the United States

would beminimal. Customs already hasmost of the reporting and ana-

lytical systems in-place. In the post–September 11 environment, TTU

location, agency protocols, organization, staffing and budget will hope-

fully not become major obstacles. Developing TTUs in other countries

will be dependent on many variables. However, the technology exists

to engineer trade transparency compatibility and any costs incurred

in other countries will be more than compensated for by immediate

returns. In lesser-developed countries, particularly those judged to be

at risk for terrorist financing, the U.S. could offer technical assistance in

automating their trade data and making it available for TTU interface.

If we adopt a system of international trade transparency modeled

on the above, many benefits could result:

◾ It would be an excellent tool to help monitor and combat

trade-based money laundering. There is currently very little

available data on money laundering systems that involve trade

nor effective countermeasures.

◾ It would help more fully identify and disrupt the Colombian

black market peso exchange (BMPE), the largest narcotics-

related money laundering methodology in the Western Hemi-

sphere. An international trade transparency network would be

particularly helpful in combating BMPE networks where there

are transshipments through multiple countries, for example,

goods exported from Italy to Colombia via Panama.

◾ Since traditional hawala is trade based (commodities are used

to provide countervaluation) it could have a dramatic impact

on some forms of hawala transactions.

◾ It could help reduce the misuse of the international gold trade,

an embeddedmoney laundering methodology that has stymied

criminal investigators around the world.

◾ Customs fraud would be reduced.
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◾ Many countrieswould be better able to combat export incentive

fraud.

◾ Tax and tariff revenue would increase.

◾ It would be an effective analytical tool for monitoring trade

quotas.

◾ An international system of transparent trade would help mon-

itor the trade in conflict diamonds, conflict timber, etc.

◾ There would be a reduction in many forms of smuggling,

including narcotics.

◾ We could better control trade diversion schemes.

◾ It would give law enforcement agencies better tools to combat

the worldwide trade in counterfeit goods.

◾ It would help detect trade-related capital flight.

◾ Transparency in trade would help reduce multilayered corrup-

tion.

◾ Trade transparency could help give trade sanctions teeth, by

making trade flows easier to monitor. This could help give pol-

icy makers additional options in international conflicts.

Although there will undoubtedly be skeptics, trade transparency

will be attractive to governments around the world because it will pro-

tect the integrity of their markets and provide tax and tariff revenue.
Many times countries do not take action to combat money launder-

ing or terrorist financing, but when it is demonstrated that action on

transparency enhances revenue, those same countries become very

interested. Moreover, a system of trade transparency could provide

infusions of tax and duty dollars for the USG. Academic studies show

that theU.S. Treasury is routinely shortchanged billions of dollars every

year via methods to circumvent required trade reporting.

In the dissemination of financial intelligence, there is always a

balance struck between enforcement and privacy concerns. Although

there is not as great an expectation of privacy with trade, it is crucial

to the success of these proposals that we build in appropriate steps

to safeguard sensitive data. For example, the data will be used only

by government agencies. Private industry will not have access to the

information. In the United States, business already gives much the
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same information to government agencies including Customs, the

I.R.S. and sometimes Commerce. Moreover, if a particular industry or

company feels that the inadvertent release of transactional data could

jeopardize business, software rules could be written whereby sensitive

or identifying information in the data fields would not have to be

included. In addition, the dissemination of trade data does not mean

the blanket release of information for “fishing expeditions.” Rather,

as with FIU analysis, specific queries would be formulated either in

response to a request from law enforcement or perhaps a category

or field would be analyzed proactively searching for anomalies that

might warrant subsequent investigation. The above should actually be

attractive to most international U.S. business interests. Transparency

will help foster fair competition, and U.S. business excels on a level

playing field in the international arena.

Conclusion

So long as there are profits to be made, or zealotry to be pursued, sys-

temic money laundering, financial crime and terrorist financing will

continue. To the extent that we deny these criminals the front door of

the domestic and international formal financial systems, they will uti-

lize informal and trade-based systems. In order to identify and attack

these non-formal systemic abuses, we must create mechanisms, akin

to the Bank Secrecy Act, the USA Patriot Act and other anti–money

laundering regulations and reporting, that will capture the possible

use of trade to finance crimes. We must advocate and press for an

international mechanism to attain international trade transparency as

a complement to that of financial transparency.

As described above, the basic idea of trade transparency is sim-

ple and straightforward. For a variety of enforcement and revenue

enhancing reasons, trade transparency is already attractive to many

governments around theworld. The costs involved establishing a trans-

parency network would be minimal. The information already exists.

The potential returns are enormous.

The war on terrorist financing is stalled. The USG emphasis thus

far has been to concentrate on money moving through traditional

financial institutions. The results have been mixed at best. It is time we
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systematically addressed trade-based crime. The trade transparency

proposals outlined above do not duplicate existing programs but rather

use the infrastructure already in place as a point of departure. The

April 2003 edition of the Homeland Security Journal states, “The ideal

would be actions to encourage other nations to share information

with the United States so that it can be evaluated using NIPS, with

the eventual goal of trade transparency. This is an efficient means of

expediting a counter-terrorist action to understand the scope of the

problem faced by the United States and the world.”

If adopted, the proposals outlined above will launch us toward this

“ideal.”



Glossary

Arbitrage The nearly simultaneous purchase and sale of an asset in

order to profit from a difference in the price. It exploits price differences
of identical goods in different market locations.

Arm’s-length transaction If two unrelated companies trade with each

other across international boundaries, there is generally negotiation on

price, resulting in a fair or market-driven charge, which is acceptable for

tax purposes.

ARS—Alternative Remittance System See IVTS.

AML/CFT—Anti–Money Laundering/Combating the Financing of
Terrorism Collective term generally used to describe the legal and reg-

ulatory framework and other obligations countries must implement. See

also FATF 40.

APG—Asia Pacific Group A FATF-style regional body, the APG wrote

a comprehensive 2012 TBML typologies report.

ASYCUDA—Automated System for CustomsData A computerized

system designed by the United Nations Conference on Trade and Develop-

ment (UNCTAD) to administer a country’s customs.

ATT—Afghan Transit Trade A regional agreement between land-

locked Afghanistan and its neighbors that allows goods to be imported

into the country with preferential duties. The trade has resulted in massive

smuggling and trade fraud, and it continues to facilitate the laundering

of narcotics proceeds and contributes to the financing of terrorist groups

operating in South Asia.

BMPE—Black Market Peso Exchange One of the most pernicious
money laundering schemes in the Western Hemisphere. It is also one of

the largest, processing billions of dollars a year from Colombia alone via

TBML and other schemes.

BSA—Bank Secrecy Act Officially known as the “Currency and

Foreign Transactions Reporting Act,” it requires financial institutions to

help various government agencies detect and prevent money laundering.

Specifically, the BSA requires banks and other financial institutions to
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file reports of currency transactions exceeding $10,000, to keep records

of cash purchases of negotiable instruments, and to report suspicious

activity.

Bulk cash smuggling (BCS) The physical transportation or smuggling

of bulk cash currency in order to place it in a jurisdictionwith less stringent

financial transparency reporting requirements.

Capital flight Wealth, capital, and assets are moved from a country

when there is a loss of confidence. Generally this is due to an event or poli-

cies that have economic consequence such as political instability, monetary

uncertainties, increase in taxes, or currency depreciation.

Carousel fraud The practice of importing goods from a country where

they are not subject to Value Added Tax (see VAT), selling them with VAT
added, then deliberately not paying the VAT to the government. The fraud-

ster charges VAT on the sale of the goods and instead of paying it to the

government simply absconds—taking the VAT with him. It is a form of

“carousel” or “merry-go-round” fraud when sometimes goods are cycled

between companies and jurisdictions collecting ever more fraudulent VAT

revenues. Sometimes in TBML, carousel fraud also refers to the process of

cycling trade goods (genuine or fictitious) in and out of non-VAT markets

in order to justify payment abroad.

CBP—Customs and Border Protection See ICE.

CDD/KYC—Customer Due Diligence/Know Your Customer The

first step financial institutions must take to detect, deter, and prevent

money laundering and terrorist financing; i.e., maintain adequate

knowledge about their customers and their financial activities.

CMIR—Report of International Transportation of Currency or
Monetary Instruments The United States has established a declaration

system that applies to all incoming and outgoing physical transportation of

cash and other monetary instruments. It is illegal to transport more than

$10,000 (or its foreign equivalent) in cash or other monetary instruments

into or out of the country without filing a CMIR, also known as FinCEN

Form 105.

Countervaluation Often employed in settling debts between traders

and those involved with underground finance. For example, a party in

a transaction may over- or undervalue a commodity or trade item such

as gold, thereby transferring value to another party and/or offsetting

debt owed.
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CTR—Currency Transaction Report Financial institutions are

required to file a CTR with FinCEN whenever they process a currency

transaction exceeding $10,000. These reports include useful identifying

information about the transaction. Once FinCEN receives them, they are
input into a BSA reporting database that is available to federal banking

regulators and—with restrictions—the law enforcement community.

Delaware corporation See shell corporation.

DARTT—Data Analysis and Research for Trade Transparency A

computer system designed to analyze anomalies in import and export data.

Anomalies are often indicators of illicit activity such as money laundering,

smuggling, and trade fraud.

Egmont Group The international standard-setter for financial intelli-
gence units. An organization created with the explicit purpose of serving

as a center to overcome the obstacles preventing the sharing of financial

intelligence and other information between member FIUs.

Export incentives Tax, legal, and/or regulatory payments or

allowances that encourage domestic companies to export goods or

services.

FATF—Financial Action Task Force Also known by the French name

Groupe d’action financiére sur le blanchiment de capitaux (GAFI), FATF was

created by the G-7 leaders in 1989 in order to address increased concerns

about money laundering’s threat to the international financial system.

This intergovernmental policymaking task force was given the mandate of

examining money-laundering techniques and trends, reviewing domestic

and international actions, and setting the international standard for com-

bating money laundering and terrorism financing. FATF-style regional
bodies associated with FATF are found throughout the world.

FATF 40 The FATF-issued international standards for preventing,

detecting, and suppressing both money laundering and terrorist financ-

ing. Although they are technically just “recommendations,” they carry

the force of “mandates for action” throughout much of the international

community and financial sector.

Fei-chien A very old Chinese underground financial system originally

designed to pay taxes. Over the centuries it evolved as an underground

money and value transfer system. Today, fei-chien, sometimes also

known as “flying money,” and other similar indigenous Chinese parallel

financial systems are used to fill the needs of both Chinese entrepreneurs
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and migrants around the world. Skirting official financial restrictions

and regulations that impede commercial efficiency, fei-chien facilitates

capital flight, tax evasion, the repatriation of profits, and the remittance

of wages.

FinCEN—Financial Crimes Enforcement Network A bureau with

the U.S. Department of Treasury, FinCEN is the U.S. financial intelligence

unit.

FIU—financial intelligence unit In many countries, a central national

agency responsible for receiving, requesting, analyzing, and/or dissemi-

nating disclosures of financial information to the competent authorities,

primarily concerning suspected proceeds of crime and the potential financ-

ing of terrorism. An FIU’s mandate is backed up by national legislation or

regulation.

Flying money Also known as fei-chien, hui kuan, and chiao hui, flying

money is an ancient Chinese underground financial and alternative remit-

tance system. See IVTS and fei-chien.

FTZ—free trade zone Designated geographic areas outside of normal

customs areas and procedures. FTZs and similar districts such as special

economic zones, enterprise zones, free ports, and export processing zones
generally offer duty- and tax-free access and sometimes incorporate a

number of other incentives for businesses. They provide a preferential

environment for goods and services usually associated with exports.

FSRB—FATF Style Regional Body These bodies—which are modeled

on FATF and are granted certain rights by that organization—serve as

regional centers for matters relating to AML/CFT. Their primary purpose

is to promote a country’s implementation of comprehensive AML/CFT
regimes and implement the FATF 40 recommendations.

HS—Harmonized Tariff Schedule Developed by the World Customs

Organization, the HS comprises about 5,000 commodity groups, each iden-

tified by a common six-digit code. The HS is supported by well-defined

rules to achieve uniform classification. The system is used by more than

200 countries as a basis for their customs tariffs.

Hawala A centuries-old broker system based on trust, found throughout

South Asia, the Middle East Africa, and the Americas. It allows customers

and brokers (hawaladars) to transfer money or value without physically

moving it, often in areas of the world where banks and other financial

institutions have little or no presence. Historically and culturally, trade is
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often used to settle accounts between hawaladars. Hawala-like systems are

used by many different cultures but under different names.

Hawaladar A broker in a hawala or hawala-type network.

Hundi In Pakistan and Bangladesh, hundi is the term used to describe

hawala.

HSI—Homeland Security Investigations An investigative arm of the

Department of Homeland Security active in combating criminal organiza-

tions illegally exploiting America’s travel, trade, financial, and immigration

systems. HSI is a part of ICE that employs special agents to do investiga-

tions. ICE has other divisions.

ICE—Immigration and Customs Enforcement Part of the Depart-

ment of Homeland Security, ICE executes its mission through the enforce-

ment of more than 400 federal statutes, and focuses on immigration

enforcement, preventing terrorism and combating the illegal movement

of people and trade.

INCSR—International Narcotics Control Strategy Report A con-

gressionally mandated report released annually in March by the U.S. State

Department Bureau of International Narcotics and Law Enforcement

Affairs. Volume I describes international narcotics production, and Volume

II describes money laundering and related financial crimes in countries

around the world.

IVTS—informal value transfer systems Sometimes known as paral-

lel banking, underground banking, or alternative remittance systems, IVTS refers

to any system, mechanism, or network that transfers money for the pur-

pose of making an equivalent amount of funds payable to a third party in

another geographic location, whether or not in the same form. The trans-

fers often take place outside of conventional banking systems and often

use trade-based value transfer systems to settle accounts between brokers.

Integration This is the last stage of the money-laundering process. The

laundered money is introduced into the economy so that it appears to be

normal business earnings, making it very difficult for law enforcement to

detect. Some methods of integration include real estate purchases, buying

luxury vehicles, investing in the stock market, and investment in trade

goods. See also placement and layering.

IRS/CI—Internal Revenue Service/Criminal Investigations This

U.S. law enforcement agency investigates potential criminal violations of

the Internal Revenue Code, Bank Secrecy Act, and related financial crimes.
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KYC—know your customer KYC is the process of a bank or business

knowing the true identity and activity of a client or customer. See CDD.

Layering This is the second stage of the money laundering process. The

purpose of this stage is to make it more difficult for law enforcement to

detect or follow the trail of illegal proceeds. Methods include convert-

ing cash into monetary instruments and moving money between bank

accounts. See also integration and placement.

MSB—money services business Any individual or business that

engages in accepting and transmitting funds by any means through a

financial agency or institution. All informal financial operators in the

United States, including hawaladars, are legally categorized as MSBs.

Examples include currency dealers, check cashers, and issuers of travelers’

checks, money orders, or stored value.

Overinvoicing When money launderers and those involved with value

transfer, trade fraud, and illicit finance misrepresent goods or services on

an invoice by indicating that they cost more than what they are actually

worth. This allows one party in the illicit transaction to transfer money to

the other under the guise of legitimate trade.

Parallel banking See IVTS.

Placement This is the first stage of the money-laundering process. Illicit

money is disguised ormisrepresented, then placed into circulation through

financial institutions, casinos, shops, and other businesses, both local and

abroad. A variety of methods can be used for this purpose including cur-

rency smuggling, bank complicity, currency exchanges, securities brokers,

blending of funds, asset purchase, and so forth. See also integration and

layering.

Remittance code In underground money and value transfers such as

hawala and fei-chien, brokers sometimes provide the customer with a code

when they receive the money to be remitted. The customer in turn com-

municates this code to the intended recipient of the money. When the

money is actually delivered, the recipient presents the code to the courier

or partner hawaladar to complete the transaction.

SAR/STR—Suspicious Activity Report/Suspicious Transaction
Report If a financial institution suspects or has reasonable grounds to

suspect that the funds involved in a given transaction derive from criminal

or terrorist activity, it is obligated to file a report with its national FIU

containing key information about the transaction. In the United States,



G L O S S A R Y 223

SAR is the most common term for such a report, though STR is used in

many other jurisdictions.

Service-based laundering Instead of laundering money or trans-

ferring value through trade goods, services are used. Similar to

TBML, service-based laundering revolves around invoice fraud and

manipulation.

Shell company An incorporated company with no significant oper-

ations, established with the sole purpose of holding or transferring

funds, often for money-laundering purposes. As the name implies, shell

companies have only a name, address, and bank accounts; clever money

launderers often attempt to make them look more like real businesses by

maintaining fake financial records and other elements. Generally, there is

a lack of beneficial ownership information.

Smurfing/structuring A money-laundering technique that involves

splitting a large bank deposit into smaller deposits to evade the U.S.

government’s CTR and SAR requirements for financial institutions.

Task force In the United States, a task force is a collaborative effort

between federal, state, and local law enforcement designed to target a

particular criminal activity, and often in a particular geographical area.

Resources, expertise, and jurisdictions are combined. The task force has

proven to be an effective way to combat crime. There have also been

international law enforcement task forces. The FATF is an international

policymaking task force. See FATF.

TBML—trade-basedmoney laundering The process of disguising the

proceeds of crime and moving value via trade transactions in an attempt

to legitimize their illicit origin.

Trade diversion In an international trade situation, a business or broker

that offers a lower-cost product for importation into a particular country

tends to create a trade diversion away from another importer or local pro-

ducers whose prices are higher for a similar product.

Transfer pricing In the context of TBML, transfer pricing is what sub-

sidiaries of the same multinational charge each other for goods and ser-

vices. It is generally done to shift tax liability to a tax-free or low-tax haven.

Tri-Border Area The frontier junction of Paraguay, Argentina, and

Brazil. This area is known for its illicit activity, including TBML, terrorism

financing, customs fraud, drug smuggling, intellectual property rights

violations, and tax evasion. The geography of the region makes it very
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difficult to monitor, facilitating and promoting organized crime and

related activities.

TTU—Trade Transparency Unit TTUs examine trade between coun-

tries by comparing, for example, the export records from Country A and

the corresponding import records from Country B. Allowing for some rec-

ognized variables, the data should match. Any wide discrepancies could

be indicative of trade fraud (including TBML). Anomalies could also be

the back door to underground remittance and informal value transfer sys-

tems that are based on trade such as hawala. The first TTU was established

in the United States and is currently directed by Homeland Security Inves-

tigations. TTUs have since been established around the world.

Underground banking See IVTS.

Underinvoicing When money launderers and those involved with

value transfer, trade fraud, and illicit finance misrepresent goods or

services on an invoice by indicating that they cost less than what they are

actually worth. This allows the traders to settle debts between each other

in the form of goods or services.

VAT—value added tax A type of consumption tax by which the value

of an article is increased at each stage of its production or distribution.

WCO or World Customs Organization Esablished in 1952 as the

Customs Co-operation Council (CCC), the WCO is an independent

intergovernmental body whose mission is to enhance the effectiveness

and efficiency of 180 Customs administrations across the globe that

collectively process approximately 98 percent of world trade.
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