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EXECUTIVE SUMMARY

The Space and Naval Warfare Systems Ce8tar,Diego, Pacific C4ISR Department in
Pearl Harbor (SPAWAR Hawaii) conducted tlite survey at the Pacific Missile Range
Facility (PMRF) in June 2008 to identifgfrastructure improvements which could
support data collection duririge upcoming Phase Il of tlBase Protection Laboratory
(BPL) project.

Three areas were identifiedathwould benefit the BPL;dalitional infrastructure to
support Phase Il sensors along Majors Bagjtamhal equipment in the PMRF Dispatch
Office to accommodate sensors at Majors Bag to exchange data with the BPL; and
additional equipment at Port Allen to achieh@0% coverage and to leverage off of
existing cameras.

Implementing these recommendations will have the following benefits:

e The Phase Il contractor will be ableitstall new sensors quickly and easily.

e Realistic security data will be collected during Phase 1.

e Existing Phase | sensors can be used operationally, permitting continuous data
collection.

e Cooperation between the ONR BPL @&dRF Base Security personnel will
improve security on the base.

e Transition of BPL systems to PMRF upoompletion of the project will be
simplified since they will be propgrintegrated into PMRF operations.

e High value use of FY08 funds.

The strategy to execute this work w08 funds involves PMRF NAVFAC using the
existing PMRF BOS contract for the construstaf the outside plant infrastructure such
as sensor poles, AC power and buried fiber optics. SPAWAR Hawaii will design the
equipment integration and wiltilize existing contracts for procurement and installation.

The ability for PMRF NAVFAC to obligatéY08 funds and to exetaithe construction
with these funds is the key the success of this effort.

The ability for SPAWAR to obligate FYO08 funds and to execute procurement and
installation with those funds &so key to this effort.

The criteria for success of thpsoject are that the infrastruceuwill be in place so that

the Phase Il contractor will be able toaily and easily field additional sensors along
Majors Bay; Phase | sensors will be daile for PMRF operational use; and existing
Port Allen sensors will be avable for the Phase Il contractor.



INTRODUCTION

This report presents the findings of a sitevey conducted on the Pacific Missile Range
Facility (PMRF) and Port Allen for additiohmfrastructure to support Phase Il of the
Base Protection Laboratory (BPL) projectiauai, Hawaii (see fig. 1a and 1b). It
provides recommendations forilaling that infrastructure ahan acquisition strategy for
using FY08 funds. Responsibilities,st® and schedule are also provided.
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BACKGROUND

Phase | of the BPL projecttablished the BPL in Building 282 on PMRF. The project
installed various sensorsegsfig. 2) at numerous sites the base using wireless
networks for communications and solar panels for power, and developed behavior
analysis software such as the Blacklooawhile the existing sensor sites were
strategically sited, they lack tlability to collect realife data in actual security situations.
Also, since the data is only fed to the BRls only collected during periods of active
research. Furthermore, the bandwidthhef wireless communications limits video
transmissions and the solar power paaetsvulnerable to hurricanes, which is a
recognized condition on PMRF.

Figure 2: A typicaBPL Sensors on PMRF

Recent discussions with PMRF personnel hanvged an opportunity for the BPL to
partner with Base Security. Policy chanbase increased publaccess to Majors Bay,

a popular fishing and surfing beach on the baa#ile this improves relations with the
off-base community, it also complicatee ttontrol of restricted access to nearby
operational areas. Traditiorsdcurity measures such as fences and lighting cannot be
used due to environmental concerns for tlvallevildlife and for thepristine beaches. If
the BPL project were to iret security cameras or other sensors along Majors Bay, the
Base Security Department could monitor #inea and record data 24 hours a day, seven
days a week. That data, repenting real-life behaviorphtterns in a real security
situation, would be available to the BPL.

The base’s security cameras and IntrusioteEte®n Systems (IDS) are monitored at the
PMRF Security Dispatch Office in Buildirg@p8 (see fig. 3a). The office hosts systems
such as digital video recorders, video motiatection processors, dispatch radios, video
switches and video displays (deg 3b). In addition to maitoring the new sensors at
Majors Bay, the Dispatch Office could also monitor the existing BPL sensors to track
visitors en route from the main gate to gaeking lot at the bay. This would allow for
continuous collection from ber BPL sensors as well.



Figure 3a: Dispatch Office Figure 3b: Typical CCTV Cameras

Lastly, the Dispatch Office already monit@aisrms and video from Port Allen, a State-
owned small boat harbor 20 miles from PMEEe fig. 4). Port Allen operates several
recovery boats to retrieveaires and targets from the open ocean for the live firing range
to the North and West of Kauai. The IR8d video systems at Port Allen monitor the

pier for intruders and port alarms and video to the DisgatOffice over a leased T1 line.

e

Port Allen

Figure 4: Port Allen and Image of Pier
SITE SURVEY

SPAWAR Hawaii conducted the site sunayPMRF from 3 through 6 June 2008 with
representatives from ONRIDPAC, PMRF OPS, PMRBase Communications, PMRF
Base Security, and PMRF NAVFAC. Areswrveyed include Majors Bay and the
surrounding parking lot and cottage areas,RMRF Security Dispatch Office in
Building 358, and the Port Allen pier.

SUMMARY OF FINDINGS

MAJORSBAY:

e There are two restricted areas of concéine Boresight Tower near the parking
lot and the runway at the north end of thay. The parking lot, picnic area and
beach cottages lay between the Boredigiver and the runway (see fig. 5a, b,
and c).



e The areas that require surveillancetaeeparking lot and the beach from the
parking lot to the runway. The beachvidjors Bay is partially viewed from the
existing sensors in the parking lot.

e Three additional sensor locations wophdvide continuousaverage from the
beach and parking lot to the runway.

e EXxisting power and signalfirastructure is nearby.

PMRF NAVFAC has indicated that archeological and environmental (native
birds) concerns are manageable.

Majors Bay

Parking Lot

|
Bird Sanctuary
Cottages

. R

Bore Site Tower

Figure 5b: Majors Bay Figure 5¢: Majors Bay Parking Lot

DISPATCH OFFICE:

e The dispatch office hosts video presing, distribution, recording and display
subsystems. The equipment is locatethe operations room which is near



capacity. The systems are sized to suphver current arragf IDS alarms and
video cameras.

Video from existing PMRF cameras aezorded digitally and routed via the
video switching matrix to the displaylssystem. The video distribution system
will need to be altered so thaktkignals are available to the BPL.

Additional channels for video distributiorecording and detection are required to
support the BPL.

Video display system is at maximum capacity (see fig. 6). The BPL video will
need to be integrated intoetlexisting display subsystem.

Additional space for equipment has been identified in a storage room adjacent to
the operations room. Power and anditioning are adequate (see fig. 7).

In order to avoid network cédfications and additional firewalls to isolate the BPL
network from the PMRF networks, alldeo signals will be passed in video
format. This configuration will ensuredthighest quality video available to the
BPL for processing.

Other security sensors in PMRF are assed with local alarm panels and do not
terminate directly in the Dispatch Gf&. These alarm panels report to the IDS
server and are forwarded to ttispatcher’s client workstation.

RGE VDED DISTRIBUTION
SIMPUFIED BLOCK DIAGRAM
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Figure 6: As-Built Video Distribution Diagram
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PORT

ALLEN:

The IDS for Port Allen uses Object Viol@rocessors with four existing fixed
CCTV cameras. All processing and storagedone at the pier. Only the alarm
signals and a composite view of the feameras are passed back to the Dispatch
Office on PMRF. The recorded video can be viewed from the Dispatch Office via
a remote workstation.

A walk-test of the pier demonstrated that the existing cameras cover
approximately 98% of the pier (see fig. 8).

The areas just outside the vehicle andgstrian gates are not covered. The BPL
requires one additional camera to cover these areas.

The IDS, composite video and viewing kstation between Port Allen and the
Dispatch Office are connected via a netwank on leased T1 circuit. The circuit
is fully loaded (see fig. 9).

Sending video from Port Allen to the BRvill require minor equipment upgrades
and additional leased bandwidth. Spammyer and air conditioning are adequate.
State of Hawaii approval for historigateservation is required to add one camera
to view the pier gatesSPAWAR Hawaii has experience with this approval for
the four existing cameras.
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Figure 9: Port Allen As-Built Block Diagram

EXISTING BPL PHASE I:
e The existing sites have a variety of seissncluding license plate cameras, RFID
sensors, CCTV day and night cas®eand seismic sensors.

e The communication paths from each sersster are primarily 2.4GHz wireless
links with 4.9 GHz wireless linkior the backbone to the BPL.

e The existing sensor sites are powered by batteriegethdry solar cells (see fig.

10).

e PMRF NAVFAC has indicated that the ettig) sensor sites listed below are too

far from the existing infrastructure tomsider for connection under this task (see
fig. 11). The sites which were considered were:

Existing Site a - Main (Housing) Gate

Existing Site b - Majors Bay entrance road

Existing Site ¢ - Majors Bay parking lot entrance

Existing Site d - Kinikini Ditch
The BPL is not connected to Dispatch Office (see fig. 12).

10
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RECOMMENDATIONS

MAJORSBAY:

BPL surveillance along Majors Bay would prdeireal-life data along a Navy beach with
the added benefit of improving PMRF Basewrity. The video would be recorded and
processed in the Dispatch Office and fordeat to the BPL. This would allow for
continuous data collection and would traiosi to PMRF easily upon completion of the
research project. Build the infrastructuretfoe Phase Il contractor at three sensor sites
for complete surveillance of the béaand parking lot to the runway.

Each site includes a permanent pole wi@ power and fiber optic connection. The
Phase Il contractor will install cameras or other sensors.

1. Build infrastructure for at three sitatong Majors Bay. See Appendices A and B

for the scope of work for the consttiom and communicationgfrastructure.

a. Locations are: (see fig. 13)
New Site 1 - Majors Bay pking lot, South corner
New Site 2 - Officer’s cabin
New Site 3 - Beach Cabins

b. Provide a pole approximately 20 feegihito mount the future sensors (i.e.,
CCTV cameras) (see fig. 10).

c. Provide 120VAC power to each pole wittsdbnnect at the base of the pole.
The anticipated current draw should not exceed 7 amps at each pole.

d. Coordinate and acquire environmdrggpprovals/monitoring as required.

2. Build communications infrastructure foretthree additional sensor sites. The
next BPL contractor will bable to quickly and easily install sensors at these
locations along Majors bay.

3. Extend fiber optics from the existing PMRBer optic cable plant to the three
new sites.

12
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DISPATCH OFFICE:
The PMRF Security Dispatch Office issthub for PMRF’s Base Security and ATFP
video. These real-life video feeds fromastgically placed cameras are continuously
available and may be useful to the BFExamples of camera views include the main
gate, North Beach boundary, South Beach bountlaeyair traffic control tower and Port
Allen. Cooperation between PMRF Base Security and the BPL will enhance base
security and make more video availableite BPL (see fig. 15). It will also allow
continuous data collection by the BPL if serssare monitored by Base Security. The
Dispatch Office should be outfitted to reaei@dditional video signals from Majors Bay,
from Port Allen and from existing Phase | cameras via video distribution subsystem at the
BPL (see fig. 16). The Dispatch Office shoaldo be outfitted to forward video signals
to the BPL (see fig. 17). All of this cdre accomplished with the addition of video
recording, distribution ahprocessing equipment (see fig. 18). The proposed
enhancement at the Dispatch Center consitlher capacities of ¢hexisting Extron video
switching matrix, Crestron controller, videlisplay bank, KVM switch, DVR channels,
existing base fiber plant, and thandwidth limitation to Port Allen.

1. Add fiber optic modems, DVRs and vm@rocessors to accommodate video
signals from Majors Bay and from Port Allen.

Add fiber optic modems to pass valsignals to and from the BPL.

Integrate new video signals intiee video display subsystem.

Utilize space identified in the adjacent storage room as required.
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Figure 15:Proposed Infrastructure Configuration
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PORT ALLEN

BPL surveillance at Port Allen would provitiee capability to colleateal-life data on a
operating Navy pier. Leverage off of eigy CCTV cameras which provide excellent
coverage of the pier and add one fixed eeato view the gates (see fig. 19a, 19b, and
19c¢). Improve video distribution and netiaonnections to send good quality video to
the Dispatch Office where the BPL can accessl#ttae. The video is already recorded for
security operations and would be availabléhe BPL for contiuous data collection.

1.

2
3.

Add one fixed CCTV camera to view the vehicle gate and pedestrian gate (see fig.
19a).

. Acquire State of Hawaii historical gservation approval to mount the camera.

Add video distribution and increase netk capacity to pass video to PMRF
Dispatch Office.

Add two leased T1 circuits betweenrPallen and the PMRF Dispatch Office.

PORT ALLEN
NEW CAMERA

= e ——aer e o

Figure 18a: New Camera on Port Allen Pier
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EXISTING BPL PHASE I:

BPL Phase | sensors can be routed tdispatch Office via the BPL in Building 282.

For example, video signals can be transmitted via existing fiber optics between the two
buildings. The Blackboard terminal can asoduplicated in the Dispatch Office over
existing fiber optics. The distances frone BBPL existing sensor sites to the existing
infrastructure are too great to connect permanent power and fiber optics within the given
timeframe for FY08 funds. For now, the BRill need to workwith the bandwidth
limitations and susceptibility to high winds.

WOLD Cesimer TET

PMRF BASE PROTECTION LAB FMRF SECURMTY DISPATCH BLOG 358, STORAGE ROOM PMRF SECURITY DISPATCH BLDG 358, DISPATCH COMSOLE RACKS
BLOG 282, KETWORK RACK

BFL & SDO INTEGRATION PROJECT
EXISTING PHASE 1 EQUIPMENT
SIMPLIFIED BLOCK DIAGRAM

Figure 19: Block DiagramBPL Phase 1 Integration
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SPECIAL CONSIDERATIONS:

A Memorandum of Agreement between ORI PMRF will establish mutual
sharing of security sensor data and bafastructure. It Wi establish Majors
Bay and Port Allen as additional data acdiais sites. It will also address O&M,
training and spares for the additionghe Dispatch Office and to Port Allen.
Environmental considerations along Maj@&ay include Shearwater nesting areas
and ancient burial sites.

Historical preservation approval at Port Allen.

Uninterrupted security operations when the BPL is deactivated.

Data passed between the BPL and the @gddispatch Offce will be in video
format to maintain separation oetlBPL and PMRF security networks.

Security operations will take precederover BPL research when resources are
shared.

19



ACQUISITION STRATEGY

The strategy to accomplish the objectives igadr by the availability of funds and the
need to obligate those funds in FY08. Aahal funds in FYOwill be required for
PMRF NAVFAC and for SPAWAR to caimue contract oversight in FYQ9.

CONSTRUCTION:

PMRF NAVFAC will plan and design the facilities infrastructure and will execute with
the existing PMRF BOS contract with in-house environmental support. The effort will be
a design-build contract. Aoptional approach for consttimn contracting is for PMRF
NAVFAC to use an existing Multiple Awar@ontract (MAC) to obligate funds in FY08

then execute in FY09. The constructiostsoare to be determined along with the

schedule for funding, obligatiomd execution at a later time.

ELECTRONICS:

SPAWAR Hawaii will plan and design the elaxstics infrastructure in-house and will
execute with support from existing I'drtracts for equipment procurement and
installation. The electronics costs for eregring, equipment andstallation on Majors
Bay and the Dispatch Office is $215,000; thecabnics costs for Port Allen is $110K.
The total is $325,000 with the schedwd®wn below for funding, obligation and
execution.

Dispatch Office /Majors Bay Schedule Port Allen Schedule
Aug 30 Aug 30
Money Accepted By: 2008 Money Accepted By: 2008
Sept 1 Oct 18
Design Start Date: 2008 Design Start Date: 2008
Oct 17 Oct 31
Design Completed By: 2008 Design Completed By: 2008
Procurement Start Date: Oct 1 2008 Procurement Start Date: Oct 1 2008
Procurement Completed Procurement Completed
By: Feb-09 By: Feb-09
Installation Start By: Feb-09 Installation Start Date: Feb-09
Installation Completed By: Apr-09 Installation Completed By: Apr-09

Dispatch Office/Majors Bay Schedule

20
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RESPONSIBILITIES

Office of Naval Research
Fund the infrastructure project.

PMRF Program M anager/Range Ops
Provide on-site coordination and oversighth Base Communicatns for fiber optic

connectivity on PMRF and for lead circuits to Port Allen.

Provide base drawings.

ONR MIDPAC, Technical Advisor Allen Couture

Provide technical guidancegordination and oversight.

Draft the MOA between ONR and PMRF.

PMRF Security

Provide guidance on the Dispatch Offagerations and video recording/viewing

requirements.

Coordinate for equipment space in the Storage Room in Building 358.
Coordinate video downtimes and acceptability of the MOA.

PMRF NAVFAC
Accept the funds.

Execute the design-buildsks by contract.

Ensure environmental clearances are acquired.
Coordinate for an on-site archeglst during execution if necessary.
Oversee the execution.

SPAWAR Hawaii

Accept the funds. Plan and design the electronics additions.
Contract the procurement and installation.
Oversee the installation.

Develop an interface plan for the BPL Phase Il contractor.

POINTSOF CONTACT

I
mil

Allen Couture ONR MIDPAC 472-1711 allen.couture@navy.m
Pat Alvarez PMRF OPS 421-4202 patrick.alvarez@navy
Rich Irwin PMRF Comms 421-6656 rich.irwin@navy.mil
Miles Terayama SPAWAR Hawai| 474-7325 milest@spawar.navy.mil
lan Takenishi SPAWAR Hawaii 474-4189 itakenis@spawar.navy.mil
Leilani Logan SPAWAR Hawaii| 471-1973 loganl@spawar.navy.mil
Steven Pereira PMRF PWD 421-6866 steven.pereira@navy,
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Figure 2: A typicaBPL Sensors on PMRF
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Figure 3b: Typical PMRF ATFP CCTV Camera
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Figure 4: Port Allen Pier
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Figure 5b: Majors Bay
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Figure 5¢: Majors Bay Parking Lot
(Note the Boresight Twer in the background)
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Figure 6: As-Built Video Distribution Diagram
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Figure 7: Dispatch Office and Storage Room floor plan
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Figure 9: Port Allen As-Built Block Diagram
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Figure 10: Existing Phase | Sensors
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Figure 11: Existing Sites a, b, ¢, & d
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Figure 12: Current Infstiructure Configuration
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Figure 17: Equipment Requddor Proposed Configuration
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Figure 18a: New Camera on Port Allen Pier
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Figure 18b: Block Diagra — Proposed Port Allen
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Figure 18c: Port Allen Equipment List
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Figure 19: Block DiagramBPL Phase 1 Integration
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