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FapeSanse External Technical Validatiar

Executive Summary

.J This report provides the results of BT Retail Technology's technical validation of 121Media's
FageSense product. The validation was made within BT s live broadband emvironment and
invelved a userbase of approximately 158,000 customers, with a2 maximum of 10,000 onlins
concurrently. The customers who participated in the tnal were not made aware of this facl as
one of the aims of the validation was not o affect their expenence.

The principal phase of the trial took place ower the f4-day period between i Seplember
2006 and the 6" October 2006 during which contextual-advertisements were served Lo the trial
users. This report presenis factual information, based con the performance of PageSense
during this period, a5 measured againsi a s2i of core success criteria. These were established
by ET to characterse the systems usability, availability, integrity, resilienoe, perlormance, and
compatibility and to gauge the reaction of end-users to the system in the absence of specific
infarmation regarding the brial,

For the durabon of the trial the results produced by PageSense were on the whole succassful,
fhe system proving its ability to deliver contextuzl-based adverisemeants to thalists in & siable
and reliable fashion, as evidenced in the main-body of this report,

For the duration, no BT customer helpdesk calls were received which were directly attributed
1z a defect of the Pagesenze system

A small number of service affeciing faults did ocour during the frial but these warea, in the main,
quickly isolated and rectified by 12 1Media through configuration fine tuning.

The: valdabon did wWenlify some issues which will require furher collaboration betwaan
121Media and BT before proceeding. These are summarised below, together with steps that
need to be taken. Although none of the issues are desmead to be show stoppers, they will
require careful consideration.

Customer Experience Enhancements

1) Pagebense proved o be almost entirely fransparent to end users. Only 15-20 friglisis
{0.1% of the tral userbase] denfified the presence of the syztem and had a negative
reaction, To ensure 100% tansparency, the following work is planned:

+ Phase 2 testing will use the [atest revision of PageSense (ProxySenss), which
reduces the likelhood that customers will detect the system since it does not append
a Javascnpt tag o web pages and is nol visible in the browser

= 121Media wil take acion (both technical and in public relations) to avoid any
perception that their system is a virus, malware or spyware and to show that inoeffect it
is @ positive web-development.

2} Tha currant optout methed i cookie-based o presemve the user's anonymity. This will
cause a user o bacome opted in again if they erase their cookies,

» 1Z21Media will highlight this feature of the opf-out process both in their publicity
maternial and on the opt-out pages themselves,

l=sued by: B Hefml |echnology Piae
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3 It was noted that posting to some web forums through PageSense caused the JavaScript
tag to be appended to @ number of users’ posts. A fix was provided for this by 12 1Media
toward the end of the irial, following which the izzue was o longer delecled. 1 should not
arize with ProxyZense as notag is appended.

Scalability Enhancements

4]  The capacity of the thal sarvers used means that 2 comesponding full-network deployment
using similar servers would have been operationally challenging and would have involved
a substantial number of devices. BT is in the process of moving fo 8 21CN network,
concenrating users into fewer but larnger siles handling on average 700000 users and
9G0's of bandwidth capacily, for which the follwing are reguired:

» 1Z1Media will demonstraie a solulion that requires fewer devices, uses less footprints

and consumes |ess power,
» BT will design and re-engineer the network o enable the integration of such a facility.

= The Phase Z Filot will validate the performance and operation of this implementztion,
az a irigl of a full-scale deployment

Ad-Serving Enhancements

5) Only brmited analytical data was pravided by the system, This made it difficult to accurately
determine its value and peformance.

= Fhase 2 festing will also validate the features and performance of the 12 1Media
Media Flanning Tool. The fest will also run on a much larger userbase (approx
250.000) and slabelically wseful numbers will provide more information on the
commercial model.

Broadband Terms and Conditicns

6] The opt-out / opt-in system was demonstrated to wark technically, however BT may need
to modify its broadband terms and conditions prior o any deployment. The change must
permit ET's broadband network {o silently drop cookies on customers’ PLs.

The Way Forward

A second phase Pilot deployment will be undertaken with a larger userbase. This Pilat will
specifically address the issues raised in this report (in terms of User Experience, Analytics and
Scalabilify) and provide a production-snvironment test of the potential deployment pattarn for
the BT Retail netwark 25 2 whala.

Meanwhile BTET 1= nvesbgabng a design to re-engineer the network [2] and is continuing its
location-search for hosting facifilies with sufficent capacity.

|z by, BT Fetal Technoiogy Page & of 52
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1 Trial Environment Description

The PageSense systemn consisis of wo main components:

+ Proxy-Servers, which obtain web-content on betalf of the users and insert JavaScript
tags inte returned web-pages.

= Channel-Servers, which maintain the browsing history of cookiesd’s and serve
targeted adverfisements to users. These servers also niially generate and drop the
cookies 1o users rowsars.

1.1 HNetwork Components

The trial consisted of two proxy-servers and two channel-servers, installed info the inspection
point at Reading, seleclad for its representative user basze.

The trial involved approximately 18,000 users with a maximum 10,000 concurrently active on
the system during the network's peak period (daily between Tpm and 10pm) and was operated
af @ 247 basis.

The trial users were all ADSL custormers with @ mix of connection speeds between 256Kbps
and BMbps down. All users ware unaware that they were participants in the trial.

A schamatic of the test envirenment deployed follows.

Load Balemoer

In operstion, user TGP port 80 traffic was redirected using Policy Based Routing through a
Load Balancer, configured to use TGS {transparent cache switching). This rediracted TGP port
B0 traffic to the bano real proxy-seners

A Virtual IP address (VIP) was also created lo load-balance fraffic generated by each prowy-
server to the pair of real channel-senvers.

Issuesd by BT Ralail Tochnalody Paga 6 of 52
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FageSense Extamnal Tachnacal Yaldation

1.2 Advertising Method and Campaign

The trial focussed upon validaling Pagedense's ability to deliver contextual adverbsements 1o
users, based upon their web-browsing hisiory. The frial did not validate bridge-advertizemeants
since it is unfikely BT will use this delivery method.

The PageSense system reguires parbicipating users machines to have a 121Media cookie
deplmyred. This contains a Unique [D (UID). This UID facitates the browsing hislory of the
machine on which the cookie iz resident, 1o be built

Mormally the FageSenae systemn deplovs cookies direclly to user's machines, BT's roadband
terms and conditions prevented this approach. Instead 12 1Mediz conduected an initial cookde
drop exercise. For wo-weeks prios ta the tral proper 12 1Media purchased adverlising space
on popular third-party web-sites from which cookies were dropped directly onto users
machines. This approach in tun constramed the effectiveness of the BETRT frial, since not all
of tha 10,000 triaksts were covered by the initaldrop. Estimafions were made  that
approximately 7000 had received a cookie.

To trial the contexiusl, in-page ad-replacement method, 121Media slso purchased
adveriszements on thind-party websites for the two-week ad-zemrving phase of the frial. The
following campaigns were soid to LIK ad agencies for this pericod.

Campaign Agency Main Channel
American Airlines Universal McCann 'Tm'ﬂel_.-!-i.r._ . . Sl
i edsave Mg vast Cornm_T ala_Winaless -
Ega i- i _H_'I'EEIITE:CI:IM- 3 TFi.I'IEIIE'_EI'E’IJ“LT:IH..rE
Excel Aaways _".I".‘Eh Lipuid T|:|'.rEI:r-_u.E;i1.E-=._ =
First Darect ! Mind=hans .thnm_B:n&ing_Pnrsﬂn:E_E:luir-.gs
Frepdom Finanoo MedinFdge ClA Fmnance_Logns Personal I
__-_-_h%EC- Mindshene Fll'léh;ﬂ.l;l;__ﬂﬂﬂmg_ F;E;.'um_ﬂa'riugs
Hutl:h:mun 3G Mindshame | Enmln:'l-'e.l;z;'l‘E;;: § |
insic Track . Mediacom | Eduration_Property Irvestment i
Monster MedimEdpe GLA le'u'm!.'_I_JﬂtrE T
| More Than Unhverzal MoCann Finance Insurance Auto
Deean Financs | The Brookings Grp | Finanoe: me__Gmer:gl- !
Une Siop Phone E_ﬁ'l-np Bedia\Vesgt Eﬂmm_Tl:I-c_Wm:lm’.s
Oposo | MeiGom [Tl =
Petplan | DA, Heallh_Inzurance Pels
P‘urlla.nd.HnIidag,'E- | Undversal MeCann .T:IEUE|. =
Sandard Life Bank CIMLA Fanance_ Mortgage
| Vieight Watchars | DhA | Haafth_Weight Loss

The advertisements were used to replaced a 'defaull’ chanly adverlisement {one of Oexfam,
Make Trade Fair or 505 Children's Villages) when a suitable contextual or behavioural match
could be made by the PageSense system. 12 1Media indicated that the campaigns available in
the tnal represented only a small percentage of the rangs that would rormally be present in
the system.
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2 Trial Environment Scaling Model

To determine how performance data obtained dunng the validation would be extrapolated fo
make accurate projections about scalability to the entire customer-base, the following method
was used:

1) Siatistics were collected from the network comesponding to the daily HTTF download traffic
served ta the enfire customear base These results are illustrated.

Total HTTF LHilisation {Internmet to Cus:
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2) Statistics were also collecled from the spacific network portion senving the trial user sample,
comesponding to the daily HTTP downbead traffic served. These results are illustrated
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Pagefonse Exiemal Technical Validation

3] For each case, the 57 and 957 percentiles of the peak HTTP traffic observed, for the twelve
days priof o the trail commencing, was used 1o derve a corresponding percentage of total
network HTTR traffic the test sample equated to.. The following table Wenbifes this data

Sample:Network HTTP Rate {Megabits/S) Ratic (%)

230-20000 1.15 —
21019500 232 1.07
220-18500 = 119
200: 18000 1.11
180:15500 E : 1,09
20018000 1214 =
21018500 al 107
22019000 125

s 22020500 1.07
Z00- 18000 - 111
21017000 1.23
180;17000 ' 1.05 =0

Froen thes informsatson:
The average ratio Iz calculated to be: 1.098%

The zcaling factor iz calculated to be: a1

Baued by BT Retal Tochroingy Page O of 62
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3 Validation Performance

3.1 Success Criteria and Summary Results

The criteria used to gauge the success of the validation are identified in the Eble below
tngether with the trial-result. As flustrated three categories of the systems performance were
deemed only partizlly compliant against the Success Criteria — User Experience, Scalability
and Ad-Serving. One further aspect wverification of the Business Model, could nol be
compieted since the analytical data available, coupled with the size of the advertising
campaign used, meant it was not possible to accurately determine.

|
Na. | Requirements Success Criteria Result

1 User Expariance

S Fhe el e smﬂmm : " | Mo customer calls o hoipdosk Partially

FageSenss b “relaied 1o anstallalicd, mbegratio 3-. Comgliant
'ﬂmﬂwdﬁmdmmﬁwﬂht.h S 'ﬂ‘al:;:gmnaﬂllﬂwhau:;ﬂ ._r: 7

2 | Compatibility

21 | Solution must meet BT Exchangs infrasiructun: PageSense power requinements = Comgliant
environment requirements, induding total power | S4Dwatis per full Chasgais
per rack = 2 man

e

2.2 | Confirm no compatibdlity isswes with different Mo Dparsfing system & Browser Compliam
types of operating systems & browsers & vines compatiility sues
protection applications Vista compatibilty

BT ahon

IE% & IET compatiniiity

MAC

Firefox compatisiliby

Google § Ebay Contecdt adverts
Wiz proleclon apphcafons

3 | Scalability

31 | Confirm Scalabllity ks in Hne with 12 1Media Confirnation that & sirgle prosy will | Complizn
design specifications suppond 1500 HTTP requesta’second
81 peak losd
T by BT Fostail Technology Page 10 of 52
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FageSense Exemal Technical Validation

No. Reguirements Success Criteria Result
4 | Performance ]
4.1 Lonfifm o mexsurable degradation te cusiomer | Mo mis-cperation due s FPageSense Complianl
pecaption in I:-rumirrg Service performance as deploymend
a resuht of deploying the PageSense application Comact functianing with no Coolag |
Crwresct fumctionang with nesw Toakie
Comect functioning wilk old Cookig
Zarmedt funclioning with daleted
- . Cookia :
42 | Testthe PageSense solution to confirm graceful | The designs fo pravent overdosd Complisnt
operation of Pagesense components in overload | conditons arising and/or negate the
conditions impact of such condificns
Y Fezilicnco
L1 | The proposed preduction design to have a fully Praduction design operabon in Compliart
I'eﬁun:hnt configuration with no simgle point of Filower condibions to confinn that
failura, any degradation is imited 1o the
Pagefense system and transient in
matura. Confermaticn that ;m full fail-
ougr the syatem operales carrectly,
2 | The in-gervice shy and fiw upgrade of PageSense | Mo PageSense component failures Compliant |
components, when dong In accordance with | attributable to have roal cause Sor
FageSens: nomsal operating proceduras, will failure a= PageSense upgrade of i
not affpct customar sarvice. o fiw
53 | The In-service additicn of PageSense by custormer service fadures fo be Caomplian
dafmponents not to affect customar servics. altribistable to have root cause for
failume a8 PageSense componant
E | addilion
54 | The in-gerdice removal §insertion { removal cycle | Mo cusiamer sarvice failures b be Compliant
of the Pagefiense not to impact normal eperation | attributabie to have raol cuse far
af suztamers service [Efure as Pagefense componenl
remegwal { InEsrtion f cpcle remoweal
53 | Confirm cormect operation of fail-over design by Mo significant degredation of pocmal Campliant
pro-active failure of any gingle FageSensc CUSIOMET Senics
elament in a fully redundant production |
configuration
Fage 11 of 52
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Pagaiense Exiemal Technical Validatan

No. Requirements Success Criteria Result
1 Rcliabifity and Continuaas Operation

6.1 | Customer call to the helpdesk associated with The helpdesk b receive less than § Compkn
PageSense application to be insigrificant caills associated with PageSensea.

B2 | Onoe configured PageSense to continue to Zarp fouch nonmad aperaion. Complignt
operate in a stable operating state without nesd follorwing
for manual intersention o withowt nead for ingial fing
manual fing tuning or need for contineous turdng
manual eplimsation. ie. Tands off operation.

5.3 | The instaflation, 1n‘tegrﬂim‘l:i'ld uze of o Mehwork feults on non related Compliznt
PageSense to not negatively impact ngrmal otirer equigmend alkibutable io hawa
cperation of amy other equipment (iLe. equipment | root causes for falure 83 FageSense
which is not part of the PageSense solution] in aalution
the exchange.

B4 | The refiability [ availabidity of PageSense to The Trigl dasiqn objective o be Compkant
excepd the Trial Design Dbjective, eaplicitly defingd by BT, There wil falicwing

e no nplanmed aileees for the 2- itz firee
weaek duration of the tngd a2 full lead furiing
aperalion.

s .

.1 | Verify PageSense conforms to BT Security Meazure 1he sfectivenass of the Cigmplant

Standards T Medis soplication
Click Birough rades
Revenina share model -
Fropecled Revenue share based on
trial Click through rates and
prigased Bevenpe shane mode|
]

Fasued by BT Retmil Technakeey
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FageSense Exlernal Technical Vaidagion

3.2 User Experience

324 Criteria Reguirements and Results

No. | Requirements | Success Criteria Rezult

1.1 Ihe instalation, infegraticn and use of the | No cusiomar calls to halpdesk related io Fartialy
PageSensa 1o be Farsparent to cestormers, | Instalialion, ilegration & use sompadibdite | Compliant
piher than the desired. benefits of the | issues of PegeSense application with other
produc, b cuesioemer senvice. applicabions.

3.2.2 Non Compliance Issues and Actions

T} Fagedense did nof prove to be entirely transparent to end users. 15-20 frialists (1% of
the iral userbase) identified the presence of the =yslem, and in the sbhsence of
clarification, their reachon was negalwe. To address thes aspect the following work is

plannead:

» Phaze 2 testing will use the |stest revision of PageSense (Proxysenze), which
reduces the likelihood that customers will detect the system since it does ot append
a Javascript tag o web pages and is net visible in the browser.

= 1ZiMedia will take achon (bolh echmcal and o public . relabions) to evoid any
percepion that heir system is a virus, malware or spyware ard to show that in effect it
is & pasibve web-developrmsnt.

8) The current opi=cut method is cookie-based to preserve the user's anonymity. This will
cause 3 user fo become opted in again if they erase their cookies.

+ 1Z1Media will highlight this feature of the opt-out process both in their publicity
rmaterial and on the opt-out pages themselves.

g) It was noted that posting to some web forums through Pagesense caused the JavaScoript
lag o be appended to a number of users posts, A fix was provided for this by 121Media
toward the end of the trial, following which the issue was no longer detected. 1t should not
arise with ProsgySense as no t2g 15 appended.

3.2.3 Dbservations and Exhibits

For the trial duration, no calls were received by the BT customer helpdesk in relation to
Pagesense and # is implied thal the majorty of the 10,000 frial vsers did not notice: any
detnmental impact of the systam.

Al least 15-20 separate users did deted the presence of the system as evidenced fram weab
message boand posts.

The operation of the systern does have noliceable sde-effects, which include web-page lag
insartion and navigation bar fiutter.

From the postings, no user comecly determined the source of these effects and users did not
post that the svstem was causing poor performance.

However all postings suspacted that their machines had a virus, a malware or & spyware
infection, Scaling the number of reports from the trial sample the projection made is that in its
first b weeks of full operation, in axcess of 1300 users would detec! these side-etfecis.

leszued bry: BT Ratal Technokogy Page 13 of 52
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FageSense Exemal Technacal Vakdation

Any deployment of PageSense will cleary require the user base to be informed. Despite the
fact that the syslermn = intended fo improve the relevance of adverbzements through
ancoymous collation of browsing histones, communications regarding advertisement systems
and information coliection could lead to negative perception if not carefully handhed.

Specific izsues obzerved during the trial are listed below

3231 Source IP Address Change

The proxy-servers fefch users content from the web; hence the source IP address of the user
is changad for all HTTP transactions. Whitst this is not an issue for dynamically addressed
customers, static and no-nat customers might have cause for complaint

+.2.3.2 Mavigation Bar Flutter

Cn each page-navigation the user's browser retums keyword information to the channed
server, 1o build & browsing history. The resulting HTTP-ransactions are sent to the addresses
dns.sysip.net or nip.sysip.net. This destination is displayed. usually only mormentarly and
mperceplibly, in the browsers navigalion bar for the durgtion of the transaction. For Intemet
Explorer, this bar is located at the bottomn-left of the browser window. However if the users
machine is slow running, or a network connection is experiencing congestion this artefact can
become evident to the user. During the Inal three users posted thair observation of this effect.
In each case the reaction was negative. the user suspecting a virus, malware, or spywane of
some kind. This artefact is eliminated by the new version of FageSense, “ProxySense”

bimned by: BT Retail Techraligy Fage 14 ol 52
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3.2.5.3 JavaScript Execution Prompting

Users who have their browser configured to prompt on JavaScript execution will be alerted on
every page browse they make. One user posted regarding this artefact, their reaction being
negative, suspecting a viruz, makware, or spyware of some kind, This cannot oocour with
FProxySense, in which no JavaScript is used

tesied by, BT Radal Technehgy Py 15 of 52
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FapeSense Exiernal Technical Validation

3.2.34 Web-Page Source JavaScript Tag

Every page served o the user has a PageSense Javascrptl tag inserted, which is evident at
the foot of the page source. Whilst if i ikely that only more-technically savvy users will be
sensitive to this artefact, three forum posis obsenved this aspect In each caze reacton was
negative, suspeciing a virus, mahvare or spyware of some kind.

Again, this feature of PageSense i3 removed in ProxySense, which does not inserl a
Javascripi =g on the page.

Bgnsad by BT Ralai Tachoology Pagr 16 of 52
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3.2.35 Tag Cormupting Forum Posts

Within & number of webforum posts, the JavaScript tag insered intc each web-page
appeared appended to the users post 121Media characterised this as a bug relsting to a
specific editor used by certain forums. A fix was provided for this by 12 1Media toward the end
of the trial, following which the issue was no longer detected. However furthar time will be
required to confirm this. Examples of this artefact follow. Approogmately 20 similar posts were
evident from a Google seanch.

Once again, this problem should not occur with the next generation software, ProxySense.

2.2.38 Taginsertion Black-List

During the trial the BT testing-team observed that on the web site. www assure?4.com, certain
pages (which extraordinarily contained 60,000 HTML anchor references) caused the Intemet
Explorer browser to consume 100% CPU resourses following execution of the JavaScript tag.
This required the browser to be teminated using windows task-manger. 121Media
immediately provided a workaround to overcome this issue, whemreby the domain-name of the
site was added to a fag inserfion black-list. 121Media also patched the JavaScrpt code to
prevent other undetected web-sites from causing this problem. Once again, ProxySense
should not be affected by this problem,

sued by BT Refall Techrology Page 17 of 52
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3237  Optln and Opt-Out

The cument system assumes 2l users are opted-in by default The methed to opt-out has two
festures which reguire consideration:

- Users opt-out by navigating to a web-sile and downloading an opt-out coakoe.
Should they subsequently clear their browsers cached data, they will be silently
opled back-in. A mechanism may be required to inform the user at this point that
they have opted back-in, though a technical solution for this iz not obvious.

The current opt-cut method does not actually avoid the system entirely. A usear
who has opted-out will stll have their web-pages tagged and partial JavaScript
execution will occur on every page browsed, although no data collection of any
kind will oocur,

:L:-:.::dﬂlla:-::':flsl:l Ietai Technology Page 18 of 52
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Compatibilify
3.24 Requirements Summary and Results
Mo Requirements. Success Criteria Fesul
21 | Soton  mie=l mesf BT Exchange | PagoScrse power requiremanis = $00watts per | Complha
mfrastrecture. ensimanment  requirgments, | full Chassis — O BN
i eding lodal power par rack = 2EK0W ina individuz
platfom
basis
22 | Confirn no compadibility msues with diffgrent | Mo Operating systen & Browser compatiility Comrglisz
| hpes of cperating systems & browsers & | issoes
virus protection applications Vigta compalibdily
BETYahog
IES & IET campatihiliy
KN
Firelox compatibility
Googie | Ebay Cortext adverts
Winus prodeclion appiications
3.2.5 MHon Compliance Esues and Actions

Mone - all compliant

326 Observations and Exhibits

3.2.61 Environment Requirements

PageSense does not utilise appliances, instead commodity based servers are used as follows

Functional Specification:

Function |ManufiModel|  Processor Ports RAM| Disk
Proxy | HPDLBS0 | 2x54GHEXeon 2MEL2 | 2'10M0QM000Base T | 4GB | 1x B0GE 5CS
cache (Oritaand)
) F1000Easa5X (PCI
Channel- HP DL3E0 2 x 3AGH: ¥eon ZMB L2 271010010008 age T B GE | 2x BHEE SCE
!_ Sennar | cache {Onbogard)
Fhysical Specification:
Width Length | Depth | Weight Power Cons.
[ 42 cm 0.5 om 4% cm 14 8kg SO0V {noemall 5000 (peak)

Based upon the peak power consumption rating of 460Watls, a maximum of four servers car

be accommcdated per 2EW cabinet.

|t by, BT Bt Technology
sz Moc 1.0
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Cperating System Specification:

FageSanse Extemal Technicad Valdaki:

Both the Proxy-Server and the Channel-Server ulilise the Red Hat Enterprise Lnux E
refease 4 (Nahant Update 3} distribution. This version is comphbant with existing BTR

operations,

+.2.8.2 System Compatibility

O5/Browser Compatibility:

The following OS/Browser combinations are cedified as supported by 121Media. N
incompatibilities ware idantified by BT during valdations. The curmrent BT Yahoo! Browser wa
also verified as being functionally compatible for the system.

: - — -
(D% Supported | Popup | Rich Cromimants
| & i
| Browser Media Banner Sync Async
Win IESD i [ 4 = ¥ FE ‘Mo IFrame  dynam
, i : creation: Outdsed
IM;: IE 5.0 v L o ==l
| WinfM IE R | by | + + ' s | ¥ —I
1
WiRZH IE 6.0 ¥ |+ 1 + |+ | +
| =
WiRXF |E 6.0 ¥ [ + + .|
| 1}
WinXP IE 7.0 ¥ [+ + |+ +
[ T
Win¥XP Frefox | b i + + + * | 1
10 | | |
WinkP  Firefes | ¥ 3 + + + | £ |
{15
WinZK,  Mozilla ¥ [ ' T BT |
1.7 |
|
WInKP  Mozilla Y + ' b 5 + |
1.7 | |
WingF  Opera e + - . | = '“anty HTTE 1.0 supported
754 -
WirXP - Opera ¥ + - + + - "anly HTTF 1.0 supportod
E.54
Mae: Safari 125 ¥ + - - - | Pending testing
Poage 20 of 52
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Application Compatibility:

The following applications are cerified safe by 121Media. No bioken applications wer
identified during the validations.

Application | Protocol _| Content- | User-Agent |Inject? Mand?| Behaviou
| Type : |
Viu by HTTRA 1 Vanous | Warious Hix ¥Ye=x | Mo r'qll-_u.d:i.a;
| | | wams becaus
e content o
il el
| and bl fles
are Sextiplain
MEN Mesgenger HITPM.A Agrplcalorx-mmsn MEMSGS M By Mo bjecion
TETTENgeT iz of
| conenttype
| and user agem
Shyow Siypo iy 'z [t M Unly uses pord
| BO for Mddeming
eraling, ai
WK 15 GO
LID
Yahoo Mdessengor HTTRA 1 Apohcalion- Vancus Ha Mo P inpecdion;
VAT peT e | unsupporicd
canten-hgs
IC0 Messengar HTTFM.A Applicahnni-icsg- wanous M Mo M irpescfion:
T R It ppomed
{ LT
Crifine Zamng WA na n'a Ky Mo |  Doosngd s
it 3G
Enai S!.EIPM‘.HFI_ Wanang Warious ] Mo Dpae not use
| port B0
Wiiesdorars Madm HITHFH.1 Various Vafiang M 2]
Pl
Real Player {hitp) HTTR1. 1 - Fiar.o My Mo | Moo
FrAlaidnn e of
cament typs: &
o » . A R s L
Google Earh HTTR 1 appicationdoctel- | GoogieEarilont 131 N Tos |
whaam [
Oy F00E ceyiing HTTEM Trxthibiml Mlcrosolt Offcadd 1.0 Mo _"l"r_“G | Mamjecion:
= unsupparted
user Agent
Wincows Updaic HTTPA 1 Texztvimi kmieinet Explorer aE e injress e inia
| Ay rormal
wios o, na
= nagalive ey
EROment; Bitiozient nfa nia Ho Hoo | Does noluse
| part B3
Disarrert 1T TF HTTPA 1 Varitus Warinis Mo Mo M injechion:
hacks | | unsspend e
cnlent hypes
alnken Thvamel Edx g A No Mo | Do ot sz
poit &0
Yo Tubadcther HTTRM.1 Varous Wamous L Yes fnjects 1ke gn
wichan wies | =Ty SRS, M0
nogatie ke
Ardaorus Update HTTR.1 Warous Wanous Mo | Mo Mo Inijpaction
| | F R e
| COrACTT Wype-
P Remche Access Wnohrdpscyfrie Warious Vatihus HD i [ees not us=
por &0
teaned by 51 Heil Tedhnology Fage 21 af 52
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3.3 Scalability

i The measurements made during the frial indicate that the PageSense system tested wi

require the deployment of approximately 323 server plaiforms to cater for BT's customar-basi
— approximately 283 Proxy-Serves and appraximately 40 Channal-servers.

3.24 Requirements Summary and Results

Mo. | Requirements Success Criteria Resuli
3.1 Comfrm Scalabliry is i ine with 121Media Confirmation that a singhe proxy will suppost Coampliar
design specilicaliong 1500 HTTF requeasts | second af peak losd.

332 ssues and Actions

The capacity of the trial servers used means that a coresponding full-network depioymeant Wi
be operationally challenging and will involve a substantial number of devices. BT & in th
process of moving to 2 21CN network, concentrating users into fewer but larger sites handlin
on average 700,000 users and 9Gh/s of bandwidth capacity. The current solution waoul
reguire the network to be reengineerad in @ way that breaks this down into smaller capacit
units that fit with the PageSense density. BT is also unable to find hosting accommodation the
will enable a deployment using this model.

+ 121Media needs to develop & solubon that requires fewer davices, uses less footprin
i. and consumes s power

« BT neads to design and re-engineer the network to enable the integration of such
facility.

+ A frial of this new design will be necessary before a deployment could b
recommanded.

333 Observations and Exhibits
3.3.31 Proxy-Server Scalability

Initial projections made were that a single Proxy-Server would scale to support 30,00
broadband users with & concurrency of 70%. This figure being derived from the maximum ral
af 750 HTTF requestsisecond per SQUID instance and 1500 HTTP requests/second Iotal po
SETVET.

Issued by, BT Fetndl Technology Page 22 af £

Dk Bdoe 4.0
U 157 January 2007



FageSense Extarnal Technosl Validat:

The following graphs illustrate the actual offered HTTP rate measured dunng the frial,
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During peak-time, each proxy-server senved approximately 700 HTTF reguestsicsecond. Base:
upon the maximum rate, each instance was in fact cperating at 93%.

To cater for seasonal frafic growth, at least three Prosy-Servers would be required o suppor
the irial sample. Across six SQUID instances, a utilization rate of 2,800 HTTP requestsizasan:
would amount to & paak utilisation of 466 HTTF requests/zecond (or 62%).
Lising the characterization information derved in Seclion 2;
Proxy-Servers Requined = Total For Sample Network * Scaling Factor
=3"8
=273 senvers

Additional proxy-servers will be required to cater for eguipment failures. The guanfity wi
depend on the deployment model used, yet a figure of around 10 addifianal servers is realistic

Az zuch the total proxy-senver reguirement will be approxirmately 283 servers,

3.3.3.2 Channel-Server Scalabllity

Initial projections made wers that a pair of Channel-Senvers would scale o support 50,00(
broadband users with & concurrency of 7%

The following graphs illustrate the actual CPU and ufilisation statistics measured during the
trial.

Issued by BT Rt Trehna ooy
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Channel-Server 01 Utilisation
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Channel-Server 01 Idle CFL
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With reference lo the CPU measuremenis each proxy server peaked at a maximum ufifisatior
of appraximately 15%.

The projection is made that the load on each server could be frebled whilst maintaining aroun
a 20% CPU loading.

Uzing the charactensation information derived in Seclion 2.
Channal-Fervers Required = Tofzl For Sample Network ® Scaling Factor

=333 * 91
= 31 sarvers

I||f‘ Additional channel-servers will be required to cater for equipment failures. The quantity w
depend on the deployment model used, vel a figure of around 9 addifional servers iz realistic.

As such the total proxy-server requirement will be approximately 40 servers.

lagnieed by BT Relail Togdwaiogy -
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3.4 Performance

3.4.1 Feguirements Summary and Results

Mo. | Reguirements Success Criteria Result

5.1 | Confimy mo mesturable  degradation o | Mo mis-cperafion due to PageSense deployment | Compliznt
CUBlOMmEr  pefcepiion in browsng  ssodica
perfommance  as ‘a result of deploying the
FagaSensa application

52 | Test the PageSense solubion  to confirm | The dasmns bo prevent owsroad condilions: | Comgliant
‘gracedul operalion of PageSense | aising” andfor negale the @mpact of such
Gomponents in everlcad conditans condions :

342 Mon Compliance Issues and Actions

Mone = all compliant

3.4.3

Obzervations and Exhibits

3.4.3.1 Browsing Latency

Continuous wab robat tests were conducted during the trial downloading in series 75 popular
web pages [Secton 8], pavsing for one-minule, then repeating the fest. One mobot was
directed through PageZense and one was dreclly accessing the Intemet. The results for a
typical 24-hour pericd Tollow:

Average WES Page Download Time

T
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As mdicated, there is wery litfle percaplible difference baftween the direct and PageSense
connections, all pagas baing defivered in batween 3-6 seconds during both peak and off-pealk
penods in bath cases.
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3.4.3.2 Normmal Operation and Overload Operation

The following pair of tests were performed to verify performance of the proxy-servers when th
rated TS0 HTTP request’zecond maximum was exceaded.

Test Time Proxy SQUID status e

Q7 00-0500 ) gingle Active Instance {(PS01-1)

1000-1600 Dual Proxy-Instance Active -
{P501-1 and P501-2)

The following graphs indicate the resulting HTTP rates and resulting CPL loads during th
tests.
Detail
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Single SQUID Instance

Al approcimately 0815, the HTTF rate on the single aciive SOUID nstance reached
maximurm 7530 HTTP request rate. The user load and corresponding HTTP rate continued
increase. Al approxmately 0900, the latency of web browsing had increased fron
approximately 3 seconds to approximately & seconds, with the accasional browsing failure

The cormesponding CPU of the proxy-server is shown to be approximately 65% idie. This
figure is an average of the pair of processors the server is equipped with. Since one processo
was 100% idle, then the load on the active procassor was caleulated to be approximately 70%

Dual 5QUIE Instance

At approximately 1000, the second SQUID instance of proxy-server 01 was also activated
The HTTE rate en each SQUID instance reached the maximum 750 HTTP request rate a
around 1500. The user load and cormesponding HTTP rate confinued to increase. A
approximately 1600, the Ratency of web browsing had increased from approximately 3 seconds
to approximately 6 seconds, with the occasional browsing failure.

The comesponding CPU of the proxy-server i5 shown to be approximately 35% idie. This
figure is an average of the pair of processors the server is equipped with. The load on eact
active processor was calculated to be approximately 65%.

TCP Connections

The fotal number of TCF connections active an each SQUID instance during the twao overload
conditions is Blustrated in the following graphs:
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As illustrated:

+ The single SQUID instance reached around 12000 TCP connections at the initia
cveroad peak.

# In the dual SQUID instance owverload case, almost 13000 TCP connections were
supported by each SQUID instance (26000 approximately for the sarver).

The following graph depicts the total number of TCP connection failures reported by prosy-
senver 01 during the overload tests. Az indicated no noficeables increase was detected acmss
the first condifion. In the second case, the number of failed TCP connectons rose
dramatically. the onset occuming just prior to 1800. This comesponds to an HTTP rate of
approximately 200 requestz/zecond per SQUID instance.
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3.4.33 HTTP Download Performance

A zeries of spot-checks were made of the impact of PagaSense on file transfers that use
HTTP. The performance of both dinect HTTP transfers and HTTF transfers proxied througl
PageSense ware comparnad.

Broadband Connected Client

The chart illustiates resulis obiained from tests made from an BMbps connectad broadban
client using Intermet Explorer lo download 2 4Mbyte file from the public siv

hittpe e mimror.ac. uk, using HTTE.

The average download time ineach of the three test cases, Direct download from the Interne
Download through PageSense under no load and Download through PageSense under fu
load al the: peak user period, was approximately the same, at 10 saconds.

HTTE Fil ni Lo Br

Saconda

-l
5
5 ¥ . 1 .
: e
] -'E.Ii'.'.".':'- Xk ul S -:ﬂ:- .I;;; ..'1-":.".':';\.-' 1;_
1 2 3 2 4 & 7 B = T AT
Tramsierd

LAN Connected Client

The chart ilustrates results oblained from tests made from a 100Mbps connected client usin:
Internet Explorer fo downlozd a 43Mbyte file from the public site hittp:iwww miror.ac.uk, usia:
HTTF.

The average download time in each of ihe two lest cases, Direct download from the Internet,
and Download trough PageSense under full load at the peak user period, was approximately
the same, at 15 seconds.
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3.5 Resilience
.51 Requirements Summary and Results
Mo, Requirements Success Criteria Resul
51 The proposed profuciion design to have a | Prodection  desgn  operaton ine. fadiover | Complar
fully redundand canfiguraliocn with no singla | conditions to condinm that any degradation s
poirt of faikire. limited o ihe PageSense system and tmnsient
in malure. ConEmalion thal in Il Rilover he
SYSHEM opeTates commecthy
&2 | The im-senace shw and f'w upgrade of | ko FageSense component faliures sftributabéa | Compilar
| FageSense companents, when done in | o have ool cause for failure as PapeSense
| accomdance  with  PageSense  normal upgrace of ahw or fhw
cperaing . procedures,  will nof  affect
cuslorees Saryita,
63 | The Inservice addiion of PageSense | Mo cusiomer sendoe fadures 1o be aliributable 1o | Compliar
coengoments not to affect cusiomear sanvice. have moot couse for feiure ms PageSense
mmpnnerl! additian
5.4 | The m-serdce remaval | inserfien £ removal | Mo costomer sanice failures 1o be afiributabie to | Complar
oyihe of U FageSenzs not to mpsact normal | have oot cause for fEilure a5 PageSensa
aperation of customes's service companent remaval finsedion [ oycle remaval
6.5 | Confirm comect eperation of fil-pver design | Mo sgnificent degmdaton of nomal aslomes | Compliar
by proactée  falure of any  single | service
Pagesanse alement 0 a fully medundant
produciion cenfiguration
3.5.2 Mon Compliance Issues and Actions

Mone — all compliant

353 Observations and Exhibits

3.5.31 Fully Redundant Configuration

This azpact of the systems resilience was compliant The frial selution uilized: dual Proxy
Servers and dual Channel-3ervers configured in an active-active configuration, It was verifie:
that on failure of a single server, that comect operation could be maintzined by the remaining
equipment. Note that the switch-over of operation from the failed to the =clive wnit s no
stateful. For example, should a single proxy-semnver fail, all web transaclions in progress woul
fail to complete from the users perspective and would need o be resumed [ublizing the
secondary senver). Also note that dual ZQUID processes were configured on each Proxy
Server and its was verfied that on failure of a single SOUID process, operabion wa
maintained by the second SQUID process and the remaining twe SQUID processes on th
second Prowy-Server, subject to the maxmmum load condibons not being excecded.
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3.3.3.2 In-service Software Upgrades

This aspecl of he systems resilience was compliant. IE was verfied that in-service software
upgrades of he PagaSense components could be conducted without serace disrupfion.

Congidenng the Praxy-Server, the procedure varified o do this was as follows:

1) Disable 30UID Process #1 = existing transactions complete gracefully, new
ransactions are not accepted (and are instead serviced by the remaining SOUID

MoCeEssesh
2) Disable SQUID Process #2 - existing transaclions compiete grecefully, new

transactions are not accepted [and are insiead serviced by the remaining S0
Processes).

3} In this state the Proxy-Server o effechvely asolated from the nebwork.  Software
upgrades could than be performed.

4} To inroduce the device back into service, each SQUID process was then reactivated
.

Considering the Channel-Zenver, the procedure verified to do this was as follows:

5} Dizable TCP por 10020 — this is the port the Proxy-Server direcls reguests to the
Channel-Server on. The Proxy-Server will cease direcling requests to the disabled
Channel-Server, although any existing transactions complete gracefully

g} In this state the Channel-Server is effectively isolated from the netwark, Software
upgrades could then be performed

71 Introduce the device back into semvice, by enabling #s TCF port 10080,

3533 InService Addition of Components

This aspect of the systems resilience was compliant. The procedure of Section 3.5.3.2 verified
this aspect of the systam.

35324 In-Service Removalllnsertion of Components

Thiz aspect of the systems resilience was compliant. The procedure of Seclion 2.5.3.2 verifiad
this aspect of the system.
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3.9.3.5 Fallover Capabilitics

The following specific failover tesis werne conducted:

Pagesenss External Techrocsal Valdation

Motes

Remaining lead supported by exdating three
Ui proscess insiznons

Remainirg kad =L;p|:rm1:cd by second Frogy-
Sarver

Ramaining kad supparied by second Prurr:.--.

SErver

Famaining lead bypassad by Load balancar

The Prowy-5Gerer detects the Tallure within 5
scands and ceages direcling requests fothe

affeded Channei-Sanver
| Thie: Frocy-Server delecls the Faiure within 5
gecimds and ceases direcing reqeests to e
| afactad Chanmel-Se e

= . =
| Failure Mode Pass/Fail
| Single Squid Procoss Pass’
I
| Cuad Sgqud nsdanoe FFags’
|
I Singhe Prosy-Serves Fass”
Dizal P roxy-Sereer Pass”
Single Charmmel-Server Pord 10080 FPaszs
Single Channal-Sarver Fass
Dual Chanmel-Saner Parl 10080 Pass
LDual Channed-Senmer Pas=

I e Froxy-Server delects the dual failure snd
coases directing requesis to bath Channel-
Servers. There i mo noticeablz mpect an
user browsing expenence under this Bailune.

The: Proocy-Servar detects the dual fadure and

teases direching requests to both Ghannel-
Sarwers. There iz no nalicesble impacdt oo
uses brvwsing expercnce under this failune.

® In this case the comect redistribution of the offered lead is mainky & furction of the satsfaciory pedormancs of the:

load balamcer

? I s case the conmes] redsbidulion of the offered lsad is mainly a funciion of ihe sabisfactory pedformance of e

inad balancer

* It this case lhe correc) redistibution of the offered load is mainly 2 fnction of the satisfactory padormance of The

hogd Dalancer

* In this case lhe corredt redistibution of the afiered loed i menly & funcion of Bie salisfaclory perfomsance of the

hoed batancer
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3.6 Reliability and Continuous Operation

3.6 Requirements Summary and Resulis

Ma. Requirements Success Criteria Rezult

51 | Customer calls fo the helpdesk assocated 1 he Fiedpdesk B racaive ko than 5 calls Compiignt
with FageSenss apphcaton 1o be associated with PrgrSense
insignEficant

6.2 | Onee configuned Pagedense o continue to Zary iowsh naonrmal aperation. Complian
aperale in a slable speraling slale without following
nead for manual intensantion or withoust need initzal
far mantal e tuning or need for continpous tunireg
manugl cptimization: le. 'hands off oparation.

6.3 | The mstallation, integrahian and use of Mo Matwork fawls on nan rekeed affie Compliant
FageGense i not negatively impact nommal | equipment attributable to have root cause for
opeeration of any other equipment {is talure 48 FageSense salulion
equigrmant which is nol part of the
PageSense salsticn) inthe exchange,

B.4 | The relabiity / availability of FageSensa to | The Trial design objecive 1o be explctly dofned | GompEant
excaed e Tral Design Dbjeciive. by BT, Thers will ba no unptanned faiures for fallcwsing

the Z-week duralion of the trial at full lbed initial
cpCratian tuning
362 Mon Compliance Issues and Actions

Following initial fine Whing the system did operate reliably. The root cause of one outage did
reman unknowen, aithough L e Tar to say this could have been caused by a defect extemal fo
FageSense.
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3.6.3

PageSanse Exiemal Technical Validation

Obzervations and Exhibits

For the majority of the trial duration, PageSense operated successfully. There follow a number
of performance graphs which illustrate thes point

hlisncand

E

hbE#sanond

Traffic Out = Total Traffic Culbound from PageSense  Traffic In = Traffic Inbound to PageSenss

1

Dratail

P S 30
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Traffic In =Traffic Inbound to PageSense
Detail

Report
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T
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FPapeSanse Exlemal Technical Validatio

Total inbound and outbound Traffic from proxy-senver 01 (pair of SQUID instances).
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Total inbound and outbound traffic from proxy-server 02 (pair of SQUID instances).
Detail

kb g oo

o e — .

T L) L]
Jep 25 Sep 3l D

ﬁwhﬂﬂhﬂ B Ecwidth Trafiio CUT |

PRTE Traffic Grapber ¥2002854 - WAXH0E 04722 F

|ssuesd by. BT Retad Technology ‘
i Mo 1,0 Page 37 o 52

Db, 15" January 2007



FapeSense Extemal Technical Valigabon

Idie CPU of a single Prowy-Senver. Failover testing was baing conducted on Sep 29.
Dretail

Report

Eisacnnd
A
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|- FE0lks TP |

PETG Traffes Graphes W& 20364 - IVERZ006 HH5T-01 P

Total TCP Connections established on a single SQUID instance showing refiable connectivity
for the trial duration. Drops during Sep 29 are owing to failover testing.
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FageSense Exiemal Technical Valdatior

Total TGP Cennection Rate to a single SQUID instance, Drops during S=p 29 are owving to
failover testing.
Dretail

Report
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FageSense External Taechnical Walidator

+5.3.1  Help Desk Calls

For ike duralion of the frial the BT customer helpdesk received no calls whose cause was
aliribuled to PageSense.

3.6.3.2 ZeroTouch

Durng the irial 3 separate cutages oocurred which interrupted users ability to browse, These
outages were quickly detected and the irial network isolated whilst a solution was investigated.
A solulion was successfully identified by 121Media in two of the three cases, resulting in &
timely and correct software fix being provided. In the third case, no root cause of failure could
be datermined. It iz fair to say that the issue could have been caused az a result of an element
external 1o the PageSense environment The issue did not materialise again during the two-
week thal

3.6.3.3  Impact on Dther Systems
Mo defects occumed in other systems that were attributed to PageSense.

3.6.3.4 Reliability and Availability

The effect of Section 3.6.3.2 resulted in the overall of the availability of the system during trial,
not meeting its 100% farget. However, following tuning PageSense did operate reliably for the
remainder of the frial
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Page&ense Fxiemal Technleal Validation

3.7 Security
3.7.1 Requirements Summary and Results
Mo Reguirements Success Criteria Result
7.1 | Verfy PapeSense confarms [0 BT Sccunty | Penetratisn Testng bo reveal onfy required Commpliant
Starndards active pors
Ablitty to harden OF and appbcatian
372 Non Compliance Issues and Actions

Mone — all comphant

3.7.3
BTRT's security expert worked with 121Madia prior to the trial commencement to verify;

Dbservations and Exhibits

The system was secured at the 05, network and application level

The Platform O35 is stable and patched with mandatory secunty updates.

Syzstem is configured to comply with BT login and access standards

System passed BT standard penetration and port mapping tests

System is secured at network level with local firewall (iptables) nules restricting access

onhy by BT users.

1Z1Media also warrant that the system is able o resist DoS attacks including SYN

o,
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FageSense External Technical Waldatnn

3.8 Advertisement Serving

3.8.1 Eequirements Summary and Resuliz

Mo. | Requirements Success Criberia Regult
]

382 Non-Compliance lssues and Actions

Oty imited anafytical data was provided by the system. Az a result of this and because it was
nof designed to deliver sufficient datapaints for valid analyss, this aspect of the system could
nof be fully validated.

+ Phaze 2 testing will alzo validate the features and performance of the 121Media
Media Planning Tool The fest will alzo un onoa much larger userbase (approx
300,000} and statistically useful numbers will enable 3 validation of the commencial
rodel.

3.8.3 Chservations and Exhibits

3.83.1 Business Case Model

Curing the tral the PageSense system was demonsirably able to build per-user profiles of
browsing behaviour, and deliver ads to the browszer on the basis of these profiles.
spol-checks were camied out during the course of the trial, against test websites to verify this
aspect of operation.

However the system has the weakness currently that only limited analytical data is available to
provide information defining this activity. information such as the number of active users of the
systemn, the numbers of advertisements being served was only available as a daily email
report, and revenua figuras, not meaningful in the context of the frial, were not provided.
121Media stated that the productisation of the system to deliver thiz information in real time
had not vet been complated and was schedubed for a 24 2006-2007 deliveny.

Thiz frial was not designed o provide a commencial validation of the platforon, which will oocur
in the Phase 2 FiloL

Pz by, BT Retad Technbogy Fage 42 of 42
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FapeSense Extemal Techaical Validabon

Contextual-Advertizing Spot-Check

The following is an example low-level race oblzined from the channel-server during a spot-
check of ifs ability to build & UID browsmg hestory and ultimately deliver a contextual

advertising imprassion.

In this test the WD & orubally browsing web-sites matching for cars, then for sports, then
parforms a search matching auto finance, then spends some more tima in Sporis before being

——

served an ad

in this case for More Than car insurance,
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PageSense Extersal Technical Wakdatiar

4 Broadband Terms and Conditions

Currently BT legal has indicated it is likely the broadband terms and conditions will require
alteration o enable the Fagedense sysiem o drop web-cookies, which are an essential par
o the operation of the system.

Alzo consideration must be given o the opt-out procedure enabling users fo cincumvent the
system. ‘

Whilst the former iszua s not striclly a technical consdaration of this report, it i5 mentionec
since owing to the legal position, direct cookie dropping could not be traled and should be
varified ance the legal posilon 5B Clesner,

The latter ssue regarding opl-out could not be specifically rialed either since BTET conducte
this tast az a stealth trial. The system does provide an opbcut mechanism and this was
laboratony tested and verified. However the method of opt=put reguires consideration, gince 1
irmvalves the dropping of 3 web-cookie on the users maching to indicate an opt-out preference
which if wiped by the user means they will be opted back in,

The final point iz that the system JavaScript fags every web-page it serves and this aspect o
operation should be verified in this context

lmsund by, BT Redal Tocheiogy Fage 4 of &2
Iszue Mo 1.0

Dale:

15% lanuany 2007



L s

e e LI T

6 Download Targets

hln Dy ST e

hp (Famrs Toarrmee ot com
hitpc e pofansham aom
L e A DT STV ST
Pl oy Sany COIT

sl Kvraews Bl ore

Ttip awesn sbiory (2m

B Bavamar Sl e

Fibtrr D annda oo

POp i appis.com
Pl oo

Pl N rwv Bl G4
[t o e ]

i Nerarw Lyt S
FlipXNwras meLcom

htlp Dhawrer, om ol Cxeti

sy wTep . com
RELprin e b ML et Ehak oo oo ham kATl imi

Dl Cwmrer 2o pe Lo

Iasuct by: BT Rotad Technakogy

Iggnr Mo 1.0
Crate 15% January 2007

FageSenze External Technical Validation

Félp Famrar cl ool cxari

Iilp [Fmrw (1t orE

Ry thamew: Twnnrls rom
Tl e T T ]

s bad T

ke S i Ok, oen

o Pwoeeer B ook oo
i Prwewr wrad S corm

Pl Derwmar 4 hm
e Parwewr maslch o

bl Marasd ST ST

b e marne e oM
Pipiwasekhodakcom

Higr e ek i o
TN rerm srpa oo

hifg Nwrawe My om

hip Nwrwee noe aFm
hEpNarwe che com

RN aares Fonarw s DO

T N eeecwr. CrEL DT
Ry, Pyt e o

g Varare maslpriotodl com
Il Wy, bl e o

Pt iTaners oo opme

hetpritanes TR T ey

hepeifwsea. L o poy
Foc.ponF

Pl e il et
Pl M cosarrespesiian aom
It Karwss bt
ipciran busnapeeen Gom

Page 40 of 52



