Polismyndighet
Stockholms ldn

Enhet

LU/IT IT-forensisk sektion

Handl&ggare (Protokollférare)

Kriminalinspektor Olle Wahlstrém

Undersoékningsledare
Kammaréklagare Henrik Olin

F6érundersdkningsprotokoll

Akinr
AM-52124-12

Signerat av

Signerat datum

Datum

2013-03-28

Polisens diarienummer

0201-K81864-12

Malsdgande

Al Kuyjaili, Basim Yaseen Mwayesh
Backe, Mikael

Mals&gandebitrade/Stodperson/Sarskild foretradare

Logica

Vikstrom, Linnéa

Fortursmal Beslag Malsagande vill bli underrattad om tidpunkt for huvudférhandlingen
Nej Finns Nej

Erséttningsyrkanden Tolk kréavs

Missténkt (Efternamn och férnamn) Personnummer
Svartholm Warg, Per Gottfrid 19841017-0537
Brott

Dataintrang

Underréttelse om utredning enligt RB 23:18 Underréttelse Yttrande Underrattelse
Underrattelsesatt, misstankt

utsénd senast slutford

Forsvarare

Salomonson, Ola, forordnad 2012-09-13

Underrattelsesatt, férsvarare

| Resultat av underrattelse mt
|

Missténkt (Efternamn och férnamn)

Gustafsson, Bror Olof Mathias

Personnummer

19761117-7234

Brott
Dataintréng

Underréttelse om utredning enligt RB 23:18
Underrattelsesatt, misstankt

Underréttelse Yttrande
utsénd | senast slutférd

| Resultat av underréttelse forsv

Underrattelse

Forsvarare

Begérd, Hurtig, Bjérn

Underréttelsesatt, forsvarare

Resultat av underréttelse mt

Utredningsuppgifter/Redovisningshandﬁngar
Diarienr Uppgiftstyp

Anmélan

Resultat av underrattelse forsv

0201-K81864-12 Dataintrang Applicate

0201-K81864-12 ATIMEALAN oottt e e et e et eaaaaaaaaaas 1

Bilaga: Ursprunglig anmdlan



0201-K88198-12

0201-K108422-12

0201-K81864-12

0201-K88198-12 Dataintrang Logica

ANMELAI ..ottt ettt nnens 4
Bilaga: Ursprunglig anmdlan

0201-K108422-12 Dataintrang 2010 Logica

ANMAELAN Lottt ettt et ees 7
Bilaga: Ursprunglig anmdlan

PM och tekniska uppgifter

IP-spdrning

194.23.61.151

PM SpPArning av ip-adreSs........ccccverueerieeriieriienieeieeteeneeeieeseesseeenseesseessseeseesnne 1u
Logg fran mikael backes cabel modem............ccceevvienieeiieniienieieeieeeeeeeeeen 11
178.174.172.157

Begiran om abonnentuppgifter for 178.174.172. 157 ....ccccovieviivivviniiniceenene 12
Ovrigt Svar IP-sparning 178.174.172.157 ...coeueeeeeeeeeeeeeeeeeeeeeeeeereeee e 14
178.174.180.144

Ovrigt Forfragan IP-sparning 178.174.180.144............cocevevruereeeeereierererereeeen, 15
Ovrigt Svar IP-sparning 178.174.180.144..........cocoueveeeeeeeereeeeeeeeee e 16
Ovrigt Svar IP-sparning 178.174.180.144, bilaga.............cccccovuevererererererererernen. 17
46.59.19.114

Begiran om abonnentuppgifter for 46.59.19.114........cooivviieiiiiiieieeeeeeeen 19
46.59.51.181

Begéran svar om abonnentuppgifter for 46.59.51.181....ccccoviviniiniininiinicens 22
Tjansteanteckning Abonnentuppgifter fran Bahnhof och Tyfon...........c.cc.........
Quadracom

Begéran om abonnentuppgifter fran Quadracom..........cccccceevviriiniiniineenennene 29
Ovrigt e-post Abonnentuppgifter frin Quadracom..............cceveveeverereererereennnnne. 30
Ovrigt e-post Abonnentuppgifter frin Quadracom...............cc.ovrveveerverreererennnnn. 32

Kontroll av telefonnummer
Ovrigt e-post Abonnentuppgifter for 0240649002............ccovrverrvreerrrrrerereraennns 35
Begiran om abonnentuppgifter for 0240649002...........ccccooevveninvinviniiineeienne. 38



Sammanstillningar av IP-uppgifter
PM FTP- och HTTP-trafik till Mathias GustafSSON..........cevveveemueeeeeeeeeeeeeeeennnnn. 39
PM 120417 Aktuella adresser och IP-NUMMET........uumeeeeeeeeeieeeeeeeeeeeeeeeeeenn 41

Uppgifter fran Logica

Tjansteanteckning Anders Sandell...........c.ccoevuieriiiiiiiiieniieiieee e 42
Skiss Skiss Applicate VS LOZICa. ...cc..evuiriiriiiiriiiieiceeieeeeneee e 43
OVErSIKESSKISS SYS 19 SYS3...uuvviereieeeeeeeeeeeeeeseseeseeseseseseseseesese s eesesses s essesnees 44
Tjansteanteckning Samtal med personal fran Logica..........ccocervviiiiniinicinennnn. 46
PM PM Gillande Elisabeth Gummesson Logica........c..coceeverienirnicneencnicnenne. 47

Uppgift om "Riksdagskontot"
e-post frdn Lars Grundstrom Ang. INtrang..........cceceeeeeveeiineenenienenieneeienee 51

Skyddade personuppgifter

Skydd4d3p3r5S0nnumm3rS3K3L19 - Pastebin.com.........cccoecvvevvvieniiennieenieens 54
Intyg Skatteverkets verifiering av filinneh8ll............cccoocoinniinnnnnes 84
PM 120705 Skyddade personuppgifter.........cceecveeviierieeriienieeieeieeseeeie e 85
PM Jamforelse av skyddade personummer...........coceeveeeieenieniieeceeceinie e e 86
Ludvika

Karta Skiss 6ver uppkopplingar i Timmermansvagen..........coceeeeeverveeeenueeeennens 87
Skiss Slagningar pa Mattias och Lisas familjer.............coocooviniiiniininiiniinne, 88
Skiss Chart mellan IP och Person...........ccocooiiiiiiiiiiiiiiiieece 89
PM 120413 Kontroll med Forsékringskassan pa personer............coeceeeveeveeneenne. 90
Antenn prestanda bild mMm.........coooiiiiiiiriiiii e 92
Mysec

PM 130102 Spar fran Mysec och flatline...........cccceeveeviienieniienieniencenieeeeeene 103
PM 130205 Besok hos foretaget MYSEC......covueiueeriieiiieniieeieeieeieeeee e 107
Passagen

PM PaSSAZEIN.....ccuuiiiiiiiiiiieeeie ettt s 109

Uppgifter om telefonabonnemang
PM 120411 Fraga pa tfin 0240-19883....cueiiiiiiiiiieieieeeeeeeeieeteeeee e 110
PM 120411 Abonnemang registrade pd Mathias Gustavsson.............cccceeveveneenne 111

Rittshjilp



Tyskland

Inline Internet Online Dienst

Yttrande Rittshjalp 630AR677/12 Baden-Wiirttemberg...........coceevveeveneeneennnene 112
Rittshjilp 630AR677/12 Baden-Wiirttemberg OVersattn..............cceveveevvernnnnes 118
Leaseweb

Yttrande Réttshjdlp 9408 AR301464/12 HESSeN.......covueerieeiiinienieeiieeieeieeeene 124
Yttrande Rittshjilp 9408 AR301464/12 Hessen OVersattning..............cooevueee... 127
Berlin

Yttrande Réttshjalp 283AR97/12 Berlin......cceecvevieniiniiniiiinicnieicniccccene, 130
Yttrande Rittshjilp 283AR97/12 Berlin Oversattning.............cccevvvevveeverernnnn. 140
Kambodja

PM Kambod]a.....c.cooiiiiieiieieee ettt 151
PM 120710 Detailed information of SUSPEC.........ccceevvuieriieriieriieniieeieeeeeieeee. 154
Réttshjalp Kambodja........coovieiiiiiiiiieieeeecee e 156
Request for assistance Cambodia 120709..........ccccceeevieriininnineeneeienicneecees 169
Ovrigt HAnd OVET TECOTAS......cvvvveeereceeieeeeeeceeeeeeeeeesseeeeee s snanee 172
Ovrigt Delivering and Receiving ReCOTdS............c.ovovrurueverevrereeeeeeeereceeeeesnen. 173
Medtagna foremal fran Kambodja.........c.ceccveevieriieiieniieiieiecieeee e 175
PM Material frin Kambodja.........coccoeeiieniiiiieieeiieeeeee e 177
UbuntuOne

Inquiry Canonical preservation 120528........cccceoeriinirniinieninieneeeeeeeeeeeene l'/s
Inquiry Canonical preservation renewed 120828..........cccocoveviiriineenicniicnenecnnen. 179
Ovrigt Forsittsblad svar UBUNTUONE. ...........oovvieeiiieieeeeeeeeeeeeseseeeseseneneneneas 180
Pastebin

RAtShJALP PASLEDIN. ...couiiiiiiiiiieiieeee e 182
Pastebin PreServatiOn. ......cceeiueeriiriieeieeiie ettt ettt 204
Pastebin Subpoena Response.........c..cocuevierieiiiiiniiniiieiieniescceeceecseee e 206

Tekniska undersokningsprotokoll



Nomenklatur
Nomenklatur for drende 0201-K81864-12 och 0201-K29......ceveeeveeeieeeeeaens 208

Oversiktlig beskrivning av dataintrdnget

PM Sikerhetspolisens analys géllande dataintrdnget...........cccceeeeveevieniicnecnnenne. 217
Ludvika 2012-03-30

Undersokningsprotokoll Beslag 2012-0201-BG8693 med flera, Mobil............ 230
PM Backe, Lagergren och Palmqvist.........cccceevvieriiieniiieniieceeeiceceeeeee e 241

2012-0201-BG10221 Mathias Gustafsson

Undersokningsprotokoll Beslag 2012-0201-BG10221, Mobil...........cccceeuvenee. 242
Undersokningsprotokoll for beslag 2012-0201-BG10221 Passagen och 257
UBUNTU Ottt sttt et es

2012-0201-BG14336 Kristoffer Smedlund

Undersokningsprotokoll Beslag 2012-0201- BG14336, Mobil...........ccccc.ee.e. 314
Undersokningsprotokoll for beslag 2012-0201-BG14336.....ccccevvvvveeerveennnnnn. 321

2012-0201-BG25023 Gottfrid Svartholm Warg

Undersékningsprotokoll Beslag 2012-0201- BG25023, Mobil...........cccceeeeeenee 342
Unders6kningsprotokoll beslag 2012-0201-BG25023 Logica.........ccceeeuveennenee. 348
PM Undersokning av mojlighet till fjArrstyrning.........coccceceeveeveinvieneencniienennnens 411
PM 130301 Funktionsbeskrivning av apt.Cli........ccccceeeeriieiiiiniieiniciiccieieeee 420
PM 130314 Gallande Svartholm Warg, tLt och Anakata..........ccccecevveneeiinnennes 421

2012-0201-BG25708 Gottfrid Svartholm Warg
Undersokningsprotokoll for beslag 2012-0201-BG25708.......ccceveevverieecieennnns 430

Sammanstillning av chatt

Sammanstallning av Xchat2............coooeiiiiiiiniieeeeeee e 435
Tvangsmedel

Beslag

PM Lisas mobiltelefon, ZTE.......oo oo eeeeeeeeeeeeeaas 481
Beslagsprotokoll, 2012-0201-BG8660...........cccceeriiiiiiniienieiienieeieeeeeee e 482
Beslagsprotokoll, 2012-0201-BGO059.....c..ccciviimiiniiiinieieiceececieeeceee 483
Beslagsprotokoll, 2012-0201-BGOT12.....c.coiiiiiiiiiiiiieieeieeiececeee e 484
Beslagsprotokoll avseende Smedlund, Johan Kristoffer Robin, 486

2012-0201-BG14336......coioiiiiiiieeieieeeeeeeeeee e



Beslagsprotokoll avseende Warg, Per Gottfrid, 2012-0201-BG25023.............. 494

Beslagsprotokoll, 2012-0201-BG25708..........cocceriinirienieneeienieneeeenieeseeeens 501
Husrannsakan
Husrannsakan avseende Palmkvist, Jenny Matilda, .........ccccceeevveniieiienieninennnn. 502
Resulterade 1 beslagsprotokoll: 2012-0201-BG8678.......c..cooeeiereenereenicnenne. 504
Husrannsakan, Skogsrundan 1..........cccccoeeviiiiiiiiiinininieecececeeceeeeeeees 506
Resulterade 1 beslagsprotokoll: 2012-0201-BG8693.......cccooveniinivnnicieeeene. 508
Husrannsakan avseende Backe, Per Jonas Wilhelm, .......cccocvvvvviiiiiiieiiineinnnennnn. 512
Resulterade i beslagsprotokoll: 2012-0201-BG8787.....cccvevvievienieeiieeieeieene, 514
Husrannsakan avseende Lagergren, Konrad Lars Ove, ......cccccoeeveevvieiiienieennennne. 5
Resulterade 1 beslagsprotokoll: 2012-0201-BG8919........cccevveriiiieiiinicieenne 518
Husrannsakan avseende Bergstrom, Lisa Viktoria Theres, ........cccceceevverriennen. 524
Husrannsakan avseende Gustafsson, Bror Olof Mathias, ...........ccccceeeeeevveeeennnne. 56
Resulterade 1 beslagsprotokoll: 2012-0201-BG10221......ccccoeeviirienennienienneene 521/
HUSTANNSAKAL, ..vvviiiiiiiiiiiiiiiie ettt ee et e e e e e eeesaarreeeeeeeeeeensnnes 535
PM Husrannsakan Passagen............coceevuieriieiieniieiienie et 537
Forhor
Forhor ovriga
Forh6r med annan, Johansson, Anna-karin Kristina ............cccccoeeeeiviieiiinieeenn, 539
Forhor med vittne, Palmkvist, INGERGERD .........coooooiiiimiiiiiiiiiieiiieeeeeee 541
Forhor med annan, Frost, RASIMUS ........ccoovviiiiiiiiieiiiieeeeieeieeeeeeeeeeeeeeeeee e 543
Forh6r med annan, Backe, Astrid Julia Kristina ...........cccevveeeeiiiieecceciieeeeeee. 541
Forhor med annan, Backe, Lars MiIKael ...........oooovvveveiiiiiieeiiiiiiiiiiieeeeeeeeeeine, 540
Forh6r med annan, Vikstrom, LINN€a ..........ccccoooevvieeieiiiiieeeieiiiiee e 548
Forhor med annan, Sundelius, Jen Kristina ............ccccceeeeeeiiiieieiiiieeeeeieeeee. 549
Forhor med annan, Riska, Bjorn Mathias Riska.........cccooocveveniieiniieeniieenieeee, 5
Forhor med annan, Sandell, ANELS .....ooooovvveiiiiiiiieeiee et 552

Forhor tidigare misstinkta
Matilda Palmkvist
Forhor med misstinkt, Palmkvist, Jenny Matilda ..........ccoocveevvenieeciieniieenieeies 554

Ove Lagergren
Forhor med missténkt, Lagergren, Konrad Lars Ove ........cccoooeeniiiiieniciniennen. 557



Jonas Backe
Forhor med misstiankt, Backe, Per Jonas Wilhelm ........cccccooovvviniiiiieiiiiiiiinenen, 560

Lisa Bergstrom

Forhor med misstiankt, Bergstrom, Lisa Viktoria Theres .......ccccoceeveivinieennnen. 563
Bilaga: 24:8 forhor med Lisa

Forhor med misstéankt, Bergstrom, Lisa Viktoria Theres .........cccccceevcveenieeennenn. 578
Forhor med misstéankt, Bergstrom, Lisa Viktoria Theres ........ccccccoveeeeiiiernneenns 580
Kristoffer Smedlund

Forhor med misstankt, Smedlund, Johan Kristoffer Robin 24:8 foérhor............... 586
Forhor med misstdankt, Smedlund, Johan Kristoffer Robin Forhor haktet 588
Flemingsberg Smedlund............ccocooiiiiiiiiiiiiiiiiiiececeeeceeeee
Forhor med misstankt, Smedlund, Johan Kristoffer Robin ............ccccccecuvieennnee. 609
Forhor med misstankt, Smedlund, Johan Kristoffer Robin ..........cooovvvvveeiiivinnns 611

Forhor misstinkt
Mathias Gustafsson

Forhor med misstinkt, Gustafsson, Bror Olof Mathias .............cccccccveeeeininennnee. 613
Tjansteanteckning samtal med Gustafsson under bilfard............cocceevieniinnnee. 615
Forhor med misstankt, Gustafsson, Bror Olof Mathias ..........ccccccoeevvvvvvieeieeiennn. 616
Forh6r med misstinkt, Gustafsson, Bror Olof Mathias ...........ccccccocevieeeeinieeenn, 638
Forh6r med misstinkt, Gustafsson, Bror Olof Mathias ...........cccccoceeeiveeieiieeenn, 654

Forhor med misstiankt, Gustafsson, Bror Olof Mathias Forberedelse till grovt 658

bedrageri urkundsforfalSKn..........oooveeiiniiiiniiniic e

Forhor med misstankt, Gustafsson, Bror Olof Mathias .........cccccoeeevvvviivieeieeinnnnn. 660
Forh6r med misstdankt, Gustafsson, Bror Olof Mathias ............cccccoeeiieeeeinieenn. 670
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Forhor med misstankt, Gustafsson, Bror Olof Mathias .........ccccvvvveiiiviiinnnennennnn. 694

Gottfrid Svartholm Warg

Forhor med misstankt, Svartholm Warg, Per Gottfrid .........cccooovveveiiieniiennenne 700
Forhor med misstdnkt, Svartholm Warg, Per Gottfrid .........ccoceeiiiiiininiinnenn, 701
Forhor med misstdankt, Svartholm Warg, Per Gottfrid ........cccccooeeiiiniiniiinnne. 703
Forhor med misstdnkt, Svartholm Warg, Per Gottfrid Logica.........cccceeueenneeee. 705

Bilagor



Bilaga A: Logicas rapport
1. Report on the IT security incident of 2012
Bilaga B: Ovriga externa rapporter

1. Applicate incidentbeskrivning

2. Organisationsschema Bisnode

3. Kronofogdens beskrivning av konsekvenserna med anledning av
dataintranget

4. Kronofogden bilaga med dataset

5. Skatteverkets beskrivning av konsekvenserna med anledning av dataintranget
6. Skatteverket - Navet

7. Logica Incidentrapport 2010-02-17

8. Logica Utredningsrapport vl 2012-03-24

9. Logica Utredningsrapport v2 2012-03-28

10. Logica Utredningsrapport v3 2012-04-04

Bilagor till tekniska undersékningsprotokoll - ENDAST DIGITALT

Ovrigt Innehallsforteckning digitala bilagor Logica...........cooveveveveveveeeeeerrennan. 718
Personalia

Bilaga skiligen misstdnkt, Gustafsson, Bror Olof Mathias...........cccccevieeniinecnnee 720

Personalia, Gustafsson, Bror Olof Mathias.............ccccceeeeiiiiieeeiiiieeceieeee e, T

Bilaga skiligen missténkt, Svartholm Warg, Per Gottfrid..........ccccoovevieniincnnns 722

Personalia, Svartholm Warg, Per Gottfrid...........ccceeviienieniiiiieeiecieececiee 723

Logica och Applicate har erséttningsyrkanden som preciseras vid ett senare tillfélle.



s Signerad av
Brottsanmalan ’
Signerad datum

Polismyndighet

Stockholms ldn

Enhet Diarienr

LU Utredningsrotel 0201-K81864-12
Anmaélt datum Registreringsdatum Overférd fran RAR

2012-03-23 2012-03-23 2012-03-23
| Brottsplats Omradeskod
' SVERIGE 9500

Brottstid

Lordag 2012-02-25

Brottsbeskrivning Brottskod Antal
Dataintrang 0415 1
Forberedelse till grovt bedrigeri medelst urkundsforfalskning (6vrigt bedrageri) 0906 1

| Involverade personer Roll

' Al Kujaili, Basim Yaseen Mwayesh Malsdgande
Backe, Mikael Malsdgande

| Vikstrom, Linnéa Malsdgande

i Applicate (axex) Anmélare

' Gustafsson, Bror Olof Mathias Misstankt

' Svartholm Warg, Per Gottfrid Missténkt

- Applicate (axex) Uppgiftslamnare

‘ Involverad personal Funktion

| Larsson Morgan Handldggare (RAR)

| Larsson Morgan Anmélningsupptagare

Recksén Maérten

FU-ledare (RAR)

Fritext grundanmalan

(skrivelesen daterad 2012-03-19)

Se inkommen skrivelse angdende misstanke om dataintrang.



ANMALAN ARKIVEXEMPLAR
2012-03-23 16.44

Polismyndigheten i 0201-K81864-12
Stockholms léan Sida: 1
Anm.upptagande p-mynd: STOCKHOLMS LAN Dnr: 0201-K81864-12
Enhet: LU/SF Myndighetskod: 0201 Dnr annan p-mynd:
Anmalningsdatum: 2012-03-23 kl: 09.30 Anma&lningssatt: Skrivelse

Upptagen av: Insp Morgan Larsson

Inskriven av: Insp Morgan Larsson

Inskriven: 2012-03-23 k1: 16.27 Handl. p-mynd: STOCKHOLMS LAN

Enhet: LU/SF

BROTTSPLATS Omradeskod: 9500

SVERIGE,

BROTTSTID

Lérdag 2012-02-25

BROTT/HANDELSE 1.40
Brottskod Ant

Dataintrang 0415 1
SAMMANDRAG
MALSAGANDE : MISSTANKT :

ANMALARE : OVRIGT:
APPLICATE (AXEX) Fritext

VITTNE:

BILAGOR:
Skrivelse

FRITEXT
Se inkommen skrivelse angdende misstanke om dataintrang.

(skrivelesen daterad 2012-03-19)

Férmdbgenhet sgrupp Besdksadress: Kungsholmsgatan 37
Box
106 75 STOCKHOLM Handlaggande enhet: Férmdgenhetsgrupp
Tfn: 114 14 Handlaggare: Inspektdr Morgan Larsson
E-post:
ANMALAN ARKIVEXEMPLAR

2012-03-23 16.44



Polismyndigheten i 0201-K81864-12
Stockholms 1lan Sida: 2
ANMALARE JURIDISK PERSON

APPLICATE (AXEX)

BOX 34101, 100 26 STOCKHOLM

Organisationsnr: 556436-3421 Telefon: 0708-344090
Besdksadress:

Anmalt av: YVONNE WESTMAN

Befattning: VD Telefon: 0708-344090

Ovriga anteckningar:

BESLUT OM FORUNDERSOKNING
Datum: 2012-03-23 16.43 Beslut av: Inspektdr Marten Recksén

Férundersdkning inleds

Férmbgenhet sgrupp Besdksadress: Kungsholmsgatan 37

Box

106 75 STOCKHOLM Handlaggande enhet: Fbérmdgenhetsgrupp
Tfn: 114 14 Handlaggare: Inspektdr Morgan Larsson

E-post:



Brottsanmalan sneae
Signerad datum
Polismyndighet
Stockholms ldn
Enhet Diarienr
LU Utredningsrotel 0201-K88198-12
Anmaélt datum Registreringsdatum Overférd fran RAR
2012-03-28 2012-03-29 2012-03-29
Brottsplats Omradeskod
SVERIGE-STOCKHOLM 9500
Brottstid
Lordag 2012-02-25
Brottsbeskrivning Brottskod Antal
Dataintrang 0415 1
Involverade personer Roll
' Logica Anmélare

Logica Uppgiftsldmnare
Involverad personal Funktion
Larsson Morgan Handlaggare (RAR)
Larsson Morgan Anmélningsupptagare
Recksén Marten FU-ledare (RAR)

Fritext grundanmalan

Anmélan om dataintrdng se inkommen skrivelse frdn foretaget Logica.




ANMALAN ARKIVEXEMPLAR
2012-03-29 16.06

Polismyndigheten i 0201-K88198-12
Stockholms lan Sida: 1
Anm.upptagande p-mynd: STOCKHOLMS LAN Dnr: 0201-K88198-12
Enhet: LU/SF Myndighetskod: 0201 Dnr annan p-mynd:
Anmalningsdatum: 2012-03-28 kl: 15.15 Anmalningssatt: Skrivelse

Upptagen av: Insp Morgan Larsson

Inskriven av: Insp Morgan Larsson

Inskriven: 2012-03-29 kl: 15.17 Handl. p-mynd: STOCKHOLMS LAN

Enhet: LU/SF

BROTTSPLATS Omradeskod: 9500

SVERIGE-STOCKHOLM,

BROTTSTID

Lérdag 2012-02-25

BROTT/HANDELSE 1.40
Brottskod Ant

Dataintrang 0415 1
SAMMANDRAG
MALSAGANDE : MISSTANKT:

ANMALARE : OVRIGT:
LOGICA Fritext

VITTNE:

BILAGOR:
Skrivelse

FRITEXT

Anm&lan om dataintrang se inkommen skrivelse fran fdretaget Logica.

Férmbgenhet sgrupp Besdksadress: Kungsholmsgatan 37
Box
106 75 STOCKHOLM Handlaggande enhet: FOrmdgenhetsgrupp
Tfn: 114 14 Handlaggare: Inspektdr Morgan Larsson
E-post:
ANMALAN ARKIVEXEMPLAR

2012-03-29 16.06



Polismyndigheten i 0201-K88198-12
Stockholms lan Sida: 2

ANMALARE JURIDISK PERSON

LOGICA

Organisationsnr: Telefon:
Besdksadress:

Anmalt av: ANDERS SANDELL

Befattning: SAKERHETSCHEF Telefon: 073673985

Ovriga anteckningar:

BESLUT OM FORUNDERSOKNING
Datum: 2012-03-29 16.05 Beslut av: Inspektdr Marten Recksén

Férundersdkning inleds

Férmdgenhet sgrupp Besdksadress: Kungsholmsgatan 37

Box

106 75 STOCKHOLM Handlaggande enhet: F&rmdgenhetsgrupp
Tfn: 114 14 Handlaggare: Inspektdr Morgan Larsson

E-post:



Brottsanmalan e
Signerad datum

Polismyndighet

Stockholms lédn

Enhet Diarienr

LU Utredningsrotel 0201-K108422-12
| Anmalt datum Registreringsdatum Overférd fran RAR
12012-04-19 2012-04-19 2012-04-19
‘ Brottsplats Omradeskod
| SVERIGE STOCKHOLM 9500
Brottstid

Fredag 2010-01-29

Brottsbeskrivning Brottskod Antal
Dataintrdng 0415 1
| Involverade personer Roll

Logica Malsdgande
' Logica Uppgiftslamnare
Involverad personal Funktion

Larsson Morgan Handldggare (RAR)
Larsson Morgan Anmilningsupptagare
' Recksén Marten FU-ledare (RAR)

i Fritext grundanmalan
' Under utredning av K-81864-12 har framkommit uppgifter om dataintring under
2010 i Logicas datasystem.



ANMALAN ARKIVEXEMPLAR
2012-04-19 13.18

Polismyndigheten i 0201-K108422-12
Stockholms lan Sida: 1
Anm.upptagande p-mynd: STOCKHOLMS LAN Dnr: 0201-K108422-12
Enhet: LU/SF Myndighetskod: 0201 Dnr annan p-mynd:
Anmalningsdatum: 2012-04-19 kl: 12.41 Anmdlningssatt: Polisman i tjanst
Upptagen av: Insp Morgan Larsson

Inskriven av: Insp Morgan Larsson

Inskriven: 2012-04-19 kl: 12.41 Handl. p-mynd: STOCKHOLMS LAN

Enhet: LU/SF

BROTTSPLATS Omradeskod: 9500

SVERIGE STOCKHOLM,

BROTTSTID

Fredag 2010-01-29

BROTT/HANDELSE 1.40
Brottskod Ant

Dataintrang 0415 1

SAMMANDRAG

MALSAGANDE : MISSTANKT:
LOGICA

ANMALARE : OVRIGT:
Fritext

VITTNE:

BILAGOR:

FRITEXT

Under utredning av K-81864-12 har framkommit uppgifter om dataintrang under
2010 i Logicas datasystem.

Férmdégenhetsgrupp Besdksadress: Kungsholmsgatan 37
Box
106 75 STOCKHOLM Handlaggande enhet: FOrmdgenhetsgrupp
Tfn: 114 14 Handlaggare: Inspektdr Morgan Larsson
E-post:
ANMALAN ARKIVEXEMPLAR

2012-04-19 13.18



Polismyndigheten i 0201-K108422-12
Stockholms lan Sida: 2
MALSAGANDE JURIDISK PERSON

LOGICA

Telefon:
Organisationsnr:
Besdksadress:
Férsakringsbolag:
Ovriga anteckningar:

BESLUT OM FORUNDERSOKNING
Datum: 2012-04-19 13.16 Beslut av: Krkom Marten Recksén
Fbérundersdkning inleds

Férmdbgenhetsgrupp Besdksadress: Kungsholmsgatan 37

Box

106 75 STOCKHOLM Handlaggande enhet: FOrmdgenhetsgrupp
Tfn: 114 14 Handlaggare: Inspektdr Morgan Larsson

E-post:



PM

Sparning av ip-adress

Polismyndighet
Stockholms ldn

10

Signerad av

Signerad datum

Enhet Diarienr

LU/S Specialbrottsektion 0201-K81864-12
Uppdiftslamnare Datum Tid

Wabhlstrém, Olle 2012-03-27  12:26

Beslag verkstallt Material for analys

Nej Nej
| Mottaget Mottaget datum Tid

| Satt pa vilket uppgift Iamnats

? Uppréttad av

' Olle Wahlstrém

v Uppgiften avser

i Kontroll av IP-adressen 194.23.61.151 som enligt rapporten frdn Logica férsokt logga in pa SYS3 den

10 mars 2012.

Uppgift

I logicas rapport framgar pd sidan 17 att det frdn ip-adressen 194.23.61.151 den 10 mars
2012 gjorts forsok att logga in mot SYS3. En kontroll av ip-adressen gav att den tillhérde

L.A. Communications AB 1 Nacka.

Den 27 mars kontaktades L.A. Communications, Lars Aronsson, per telefon. Aronsson
berittade att foretaget tillhandahaller bredband och tv via kabel-tv nétet. Foretaget anvénder

sig av DHCP men de olika anvéndarna tilldelas alltid samma ip-adress.

Enligt Aronsson gick ip-adressen 194.23.61.151 den 10 mars till en Mikael Backe pa
Skogsrundan 1 i Ludvika. Nagot personnummer fanns ej angivet. Aronsson berittade vidare
att Backe sagt upp sitt abonnemang i februari och begért att fa det urkopplat den 1 april 2012.

Enligt PPA finns en Mikael Backe med personnummer 630507-9011 péa den aktuella

adressen.



—

Logg fran mikael backes cabel modem , 2013-03-19 12:26 diarienr: 0201-K81864-12 ;

Cable Modem Utility - Gecle Aleed

Tx Power 102 dByV

Rx Power 59.5 dByv

SignalNoise 39 dB

Unerrored 3734084735 cw:s

Corrected 0 cws ( 0.0000 %)

uUncorrectable |0 cws ( 0.0000 %)

Config file "25.cm"

Cm Mac 00:23:be:7¢:40:d6

Cm Ip 172.17.0.151

CPE Status up(1)

Eth Dx Mode |fullDuplex(3)

Cm Uptime 46 days, 19:57:03.00

Cm Sw-Rel "v2.0.2r1256-070426"

Cm Hw-rel S-AWebSTAR

Cm S:nr '228811403"
50.16.122.17 66.22(‘)‘158.61 76.72.162.162
76.72.162.163 107.20.75.239 130.244.127.161
130.244.127.169 173.194.32.0 173.194.32.3
173.194.32.6 173.194.32.7 173.194.32.8
173.194.32.14 173.194.32.38 173.194.32.46
173.194.69.188 173.194.71.99 173.194.71.104

Cpe IP 173.194.71.105 172.194.71.147
174.129.185.112 184.73.42.35 184.73.128.215
192.168.1.1 192.168.1.100 192.168.1.102
192.168.1.103 192.168.1.104 192.168.1.105
192.168.1.106 194.23.61.151 195.124.8.13
199.187.124.186 205.251.219.118
208.117.226.23 209.85.173.105

Cpe MAC 54:E6:FC:BE:80:98

Cm Status " .

Code R5.0

Cm Status operational

Cm State Docsls 1.1 (tdma)

UDP 445 dest {7 st

TCP 445 dest |84 st

'@l Ping (roundtrip delay)

£ Reset
Modem 17217.0.151
[ DO IT! ]

http://194.23.63.221/cgi-bin/cmipscr.pl?172.17.0.151

= (:‘_C@—'?/‘o“‘/?-é—x’_-c_ o e /
quvﬁz'V\r(é' G

2012-03-27



“ Begéaran om abonnentuppagifter fér 178.174.172.157 , 2013-03-25 12:29 diarienr: 0201-K81864-12

2012-04-03 16:57:06

RPS 439.1 2010-02-17/1

Lok I_ Faxmeddelande

g Polisen

~  Polismyndigheten i Diarienummer
Stockholms lin 0201-K81864-12
Lénskriminalpolisen

IT-forensiska sektionen

Faxnummer

010-56 354 83

E-postadress
jan-olof.wahlstrom@polisen.se

Mottagare

Tyfon Svenska AB, att. Mats

Meddelande

Enl 6kap 22§ 2p Lag (2003:389) om elektronisk kommunikation begar myndigheten utlamnande av
uppgift som avses i 6kap 20§ 1st1p Lag (2003:389) om elektronisk kommunikation (uppgift om
abonnemang).

(Brottet ror inte fildelning.)

Fr@ga: Vem hade ip-adressen 178.174.172.157 den 4 mars 2012 klockan 19.15 - 19.25

Kriminalinspektor Olof Wahlstrém
telefon: 010-56 366 33, 073-331 51 63
Fax: 010-56 354 83

2012-04-03 W

(Datum) (Underskrift)
Stockholm Olof Wahlstréom
(Ort) (Namnfértydligande)

12



‘ Begéaran om abonnentuppgifter fér 178.174.172.157 , 2013-03-25 12:29 diarienr: 0201-K81864-12

13
> TRANSMISS ION REPORT >

SID : LU/IT STOCKHOLM Number @ 8185635483 Date @ 83-84-12 15:15
[ Dates/Time 3~-84 15:14
ﬂ Dialled wumber 6880855012602
I Subscriber +46855012802
| purat. a’ 25"
Mode NORMAL
Pages 1
Status Correct

. Faxmeddelande
é Polisen

Polismyndigheten i Darme e
Stockholms lin U201-K81864-12
Lanskriminalpolisch

IT-forensiska seklionen

Fam.ame

DIV-56 351 83

SacsaTess

jan alof wahlstromnd pobsen.se

Menagae
Iy fon Svenska AB. att, Mats

Medeiands B
enl ékap'2)§ 2p Lay (2003:383) om eleéktionisk kommunikation begar myndigheten utlairinende av
uppglft som avses 1 6kap 20§ 1* 1p Lag (2003:389) om elektronisk kommunikation {uppgift sm
abonnemang).

(Brottet roc inte fiidelmng.}

Fréga: Vem hade ip-adressen 178.174.172.157 den 4 mars 2012 klocken 19.15 - 19.25

Kriminalinspektor Qfof Wahlstrom
telefon: 010-56 366 33, 073 331 51 63
Fax: G10-56 154 83

cm

¥4

- (///
20120403 ﬂ %=

Catym: Woews,

2 {Sackholm Olof Wahlstrom

(.‘,‘Vl‘ Tt T - T B Hamesr o T




2013_ 2 2R Nlla \AlahlotrAm — Niarianummar N2N1 KQ1QRA 19 . S ,Dage

[ Ovrigt Svar IP sparnlng 178.174.172.157, 2013-03-25 12 20 diarienr: 0201-K81864-12

14

Fran: Mats Bergsman <mb@tyfon.net>
Till: <jan-olof.wahlstrom@polisen.se>
Datum: 2012-04-12 15:23
Arende: Diarienummer 0201-K81864-12
Hej,

IP-adressen 178.174.172.157 ingar i ett natblock som anvéands

av kunder kopplade via Quadracom.

Kunderna ar spridda 6éver hela landet i olika stadsnat och vi skéter inte
IP-adresstilldelningen utan det gér Quadracom.

Darfor kan vi inte hjélpa till med att fa fram information om vem som
haft en

viss adress vid en viss tidpunkt.

Vi har tillgang till ett verktyg i vilket vi kan se villken IP-adress en

kund har
just nu, men det finns ingen logg.

Med vanlig halsning
Tyfon Svenska AB
/Mats Bergsman

Tel: 08-550 120 21
Fax: 08-550 120 02



Paoce 1 nf1 S
1 Ovrigt Férfragan IP-sparning 178.174.180.144, 2013-03-25 12:28 diarienr: 0201-K81864-12 3

15

Olle Wahlstrom - Sparning av ip-adress

e s i

Fran: Olle Wahlstrém

Till: support@quadracom.se
Datum: 2012-03-31 13:17
Arende: Sparning av ip-adress

Hej!

Enl 6kap 22§ 2p Lag (2003:389) om elektronisk kommunikation begar myndigheten utldmnande av uppgift
som avses i 6kap 20§ 1st 1p Lag (2003:389) om elektronisk kommunikation (uppgift om abonnemang).

Fréga: Vem hade ip-adressen 178.174.180.144 den 4 mars 2012 klockan 07.09-10.42?

Arendenummer hos polisen: 0201-K81864-12

Olle Wahlstrém
Lanskriminalpolisen
IT-forensiska sektionen LU/IT
010-563 66 33

073-331 51 63
jan-olof.wahlstrom@polisen.se

file://C\WINDOWS\Temp\XPgrpwise\4F7703F3DOM22p025100178307219D51\G... 2013-03-25



201 B_Plﬁmllalﬂlghldx&m,, Da: QnArnina_av in_adrace age
' Ovrigt Svar IP-sparning 178.174.180.144, 2013-03-25 12:31 diarienr: 0201-K81864-12

16
Fran: Quadracom Support <support@quadracom.se>
Till: Olle Wahlstrom<jan-olof.wahlstrom@polisen.se>
Datum: 2012-04-03 11:22
Arende: Re: Sparning av ip-adress

Bifogade filer: tyfon.txt
Hej Olle,

| detta fall &r det Tyfon i rollen som tjénsteleverantér som ager
IP-adressen 178.174.180.144, och som skall hantera loggarna pa vilken
slutanvandare som anvént IP-adressen vid den aktuella tidpunkten.
Bifogar aven en textfil med utdrag fran RIPE:s databas 6ver det aktuella
IP-natet, dar agandeskapsinformation och kontaktuppgifter star angivna.

Mvh,
Tim Cambrant
NOC

Quadracom Networks AB | Storgatan 38, 903 26 Umea | 010 - 19 59 190

Olle Wahlstréom skrev 2012-03-31 13:17:

> Hej!

> Enl 6kap 22§ 2p Lag (2003:389) om elektronisk kommunikation begér
> myndigheten utldmnande av uppgift som avses i 6kap 20§ 1st 1p Lag

> (2003:389) om elektronisk kommunikation (uppgift om abonnemang).

> Fraga: Vem hade ip-adressen 178.174.180.144 den 4 mars 2012 klockan
> 07.09-10.427

> Arendenummer hos polisen: 0201-K81864-12

> Olle Wahlstréom

> Lanskriminalpolisen

> |T-forensiska sektionen LU/IT

> 010-56*3 66 33*

>(073-331 51 63

> jan-olof.wahlstrom@polisen.se <mailto:jan-olof.wahlstrom@polisen.se>



2013_ EX Nlla \AMlahletrdm  hifan et —— S ”,7Dage
{ Ovrigt Svar IP-sparning 178.174.180.144, bilaga, 2013-03-25 12:33 diarienr: 0201-K81864-12 ,

N
N

% This is the RIPE Database query service.

% The objects are in RPSL format.

%

% The RIPE Database is subject to Terms and Conditions.

% See http://www.ripe.net/db/support/db-terms-conditions.pdf

% Note: this output has been filtered.
% To receive output for a database update, use the "-B" flag.

% Information related to '178.174.128.0 - 178.174.255.255'

inetnum: 178.174.128.0 - 178.174.255.255
netname: SE-TYFON-20100428

descr: Tyfon
country: SE
org: ORG-TA47-RIPE

admin-c: TNOC1-RIPE
tech-c: TNOC1-RIPE

status: ALLOCATED PA
mnt-by: RIPE-NCC-HM-MNT
mnt-lower: TYFON-NOC
mnt-routes: TYFON-NOC
mnt-domains: TYFON-NOC
source: RIPE # Filtered

organisation: ORG-TA47-RIPE
org-name: Tyfon
org-type: LIR
address: Tyfon Svenska AB
Box 9082
15109 Sodertalje
Sweden
phone: +46 855012021
fax-no: +46 855012002
abuse-mailbox: abuse@tyfon.net
admin-c: DAN-RIPE
admin-c: MN2473-RIPE
admin-c: MATS-RIPE
admin-c: TNOC1-RIPE
mnt-ref: TYFON-NOC
mnt-ref: RIPE-NCC-HM-MNT
mnt-by: RIPE-NCC-HM-MNT
source: RIPE # Filtered

role: TYFON NOC

address: Tyfon Svenska AB
address: Box 320

address: SE 151 24 Sodertalje
address: SWEDEN

phone: +46 8 550 120 21
fax-no: +46 8 550 120 02
abuse-mailbox: abuse@tyfon.net

remarks: + +
remarks: | for abuse related incidents please |
remarks: | use abuse@tyfon.net |
remarks: + +

admin-c: DAN-RIPE
admin-c: MATS-RIPE
admin-c: MN2473-RIPE
tech-c: DAN-RIPE




2013_02_’)};),0115 \AlahletrAm  hifan et — . Dage ‘
Ovrigt Svar IP-sparning 178.174.180.144, bilaga, 2013-03-25 12:33 diarienr: 0201-K81864-12

N
(0]

tech-c: MATS-RIPE

tech-c: MN2473-RIPE

tech-c: PATO-RIPE

nic-hdl: TNOC1-RIPE

remarks: PGP key: PGPKEY-5EF6A839
mnt-by: TYFON-NOC

source: RIPE # Filtered

% Information related to '178.174.128.0/17AS21250'

route: 178.174.128.0/17
descr: Tyfon Svenska AB
origin: AS21250

mnt-by: TYFON-NOC
source: RIPE # Filtered




2012-04-03 16:52:50

RPS 439.1 2010-02-17/1

Begaran om abonnentuppglfter fér 46.59.19.114 , 2013-03- 18 15:51 diarienr: 0201-K81864-12

i Polisen

<" Polismyndigheten i
Stockholms lan
Lanskriminalpolisen
IT-forensiska sektionen

Faxnummer

010-56 354 83

E-postadress
jan-olof.wahlstrom@polisen.se

Mottagare
Bahnhof

Meddelande

Faxmeddelande

Diarienummer

0201-K81864-12

Begdran om sparning av ip-adress

(Brottet rér inte fildelning.)

// G

2012-04-03

W (Underskrift)
Stockholm Olof Wahlstrém
(on) {Namnfortydligande)

19



\
‘ Begaran om abonnentuppgifter for 46.59.19.114 , 2013-03-18 15:51 diarienr: 0201-K81864-12

Begaran av abonnentuppgifter

BAHNHOF

Begarande part intygar genom underskrift av detta dokument att
begéaran goérs aberopande nedan lag(ar), paragraf(er) & punkt(er):
(Detta falt maste vara ifyllt for att begdran ska anses giltig.)

(Ex. EkomL (2003:389), §22, 3.)

Lag: Czoo3 !ZSQ) om elebkdeonisk  kommuad kalion
Paragraf: é kap 22 §
Punkt: 2z

IP-Adresser: HE.59.19 . 11y

Datum: 2012 -03-2)

Tidpunkter:  ©03.4$ - a4.60

Diarienummer (K-nr): o201~ k81864-12 (E, <fe\¢\¢\mn\c)>

Kontaktperson: _ ®©lo{ Wak\lue¢am

Detta dokument skall efter ifyllande av ovan uppgifter faxas till
Bahnhof pa telefonnummer 08-55577199. Vi valkomnar &ven att ni
kontaktar oss pa 08-55577155 f6r att bekrafta att faxet mottagits
korrekt. Dokumentet kréver att giltigt forsattsblad fran aktuell
myndighet bifogas.

Underskrift samt ev. stampel:

20



Begéaran om abonnentuppgifter fér 46.59.19.114 , 2013-03-18 15:51 diarienr: 0201-K81864-12 T
- 21

3 TRANSMISSION REFORT <3

SID : LUZIT STOCKHOLM Number : 0185635483 Date : 93-84-12 15:28
” Date/Tine 3-84 15:19
| Dialled number | 88ABB55577199
" Durat . 8’ 44"
Mode NORMAL i
” Pages 2 "
|| Status Correct ”

. Faxmeddelande
g Polisen

Polismyndigheten i Owmas
Stockholms l4n OSULRSISEEE2
Lansknnunalpotisen

I'l-forensiska sekuionen

Fasrommer

(+10-56 354 81

€ postazess

jaa-olof wahlstrom @ipolisen se

Mersnare
Bahehot

Weasiaee
13egaran om sparmng av 1p-adress

(Broltel ror inte fitdelning.)

]
7 . &
12-04-03 //3,4//4//
Baam (Undecsars,
'Stocklioln Olof Wahlstrom
Lo e T iNamriayergende:

<
g
E




2012-03-26 15:32:58

RPS439.1 2010-02-17/1

Begéran svar om abonnentuppgifter for 46.59.51.181 , 2013-03-18 15:53 diarienr: 0201-K81864-12

3 Polisen

Polismyndigheten i
Stockholms Lan
Lanskriminalpolisen
IT-forensiska sektionen
Faxnummer

010-56 354 83

E-postadress
jan-olof.wahlstrom@polisen.se

Mottagare

Bahnhof

Meddelande

Faxmedadelanae

Diarienummer

0201-K81864-12

Begédran om sparning av ip-adress

Hppe—

2012-03-26

(Datum) (Underskrift)
Stockholm Olof Wahlstrém
Ort) (Namnfértydligande)

22



Eegéran svar om abonnentuppgifter fér 46.59.51.181 , 2013-03-18 15:53 diarienr: 0201-K81864-12

23

—

—_— Begéran av abonnentuppgifter
pm—

BAHNHOF

Begarande part intygar genom underskrift av detta dokument att
begéaran gors aberopande nedan lag(ar), paragraf(er) & punkt(er):
(Detta falt maste vara ifyllt fér att begdran ska anses giltig.)

(Ex. EkomL (2003:389), §22, 3.)

Lag: (zoas .-38<l> om elekironigsk Kommunikalion
Paragraf: é kap 22 9§
Punkt: 2

IP-Adresser: 4é¢.59. (. (8!

Datum: zoiz-03-04

Tidpunkter: 1028 | (2.58

Diarienummer (K-nr): 0201 - Kg§1864 - 12

Kontaktperson: Otef Wangleor

Detta dokument skall efter ifyllande av ovan uppgifter faxas till
Bahnhof pa telefonnummer 08-55577199. Vi valkomnar aven att ni
kontaktar oss pa 08-55577155 for att bekréfta att faxet mottagits
korrekt. Dokumentet kraver att giltigt férsattsblad fran aktuell
myndighet bifogas.

Underskrift samt ev. stampel: ﬁW




glﬁng'a‘raq svar om abonnentuppgifter for 46.59.51.181 , 2013-03-18 15:53 diarienr: 0201-K81864-12

24
23 TRAMSMISSION REPORT >3

SIiD : LU/IT STOCKHOLM Number @ 81085635483 Date : 26-83-12 15:19

" Date/Time 26-83 15:19
Fialled number | BBBS55577199
" Durat. A’ 44"
ﬂ Hode NORMAL
Pages 2
Status Correct

- Faxmeddelande
; Polisen
7 Polismyndigheten i D
Stolckh)clllmsgLén 0201 KEI§64.12

L anskriminalpoliscn
H-lorensiska seklionen
Faswummer

010 50 384 85

EDostatess

fan-alof wahlsieom dpolisen se

wnagae
Balwho!

\"05.".“'.'.." -
Beylitan cm spiming av ip adress




! Begéran svar om abonnentuppgifter fér 46.59.51.181 , 2013-03-18 15:53 diarienr: 0201-K81864-12

Fran: Bahnhof féretag vipsupport<vipsupport@bahnhof.se>
Till: <jan-olof.wahistrom@polisen.se>

Datum: 2012-03-26 16:47

Arende: Bekraftelse att vi fatt in ditt fax

Hej,

Vi har fatt in en begéran om utdrag om abonnentuppagifter och &rendet ar
lamnat till var abuseavdelning. De aterkommer inom kort med besked.

Med Vanlig Halsning
Fredrik Dahlgren
Bahnhof AB VIP-Support

L

25



]
[(2 Begaran svar om abonnentuppgifter fér 46.59.51.181 , 2013-03-18 15:53 diarienr: 0201-K81864-12

Fran: Bahnhof Abuse Team <abuse@bahnhof.se>

Till: <jan-olof. wahlstrom@polisen.se>

Datum: 2012-04-04 10:24

Arende: Svar pa begaran av abonnentuppgifter REF: 0201-K81864-12
Hej,

Er begédran av abonnentuppgifter har behandlats, tag del av nedanstaende
information.

IP-adress: 46.59.51.181
Datum/Tidpunkt; 2012-03-04 ki 10:25 & kl 12:58

Innehavare:
Tyvarr finns inte informationen kvar.

Med Vanliga Halsningar
Bahnhof Abuse Team
abuse@bahnhof.net



27

T
|
|

" . . Signerad av
Tjansteanteckning ’
Abonnentuppgifter fran Bahnhof och Tyfon Signerad datum
Polismyndighet
Stockholms l4dn
Enhet Diarienr
LU/SF "AVSTALLD" Férmégenhetsgrupp 0201-K81864-12
Uppgiftsl&mnare Datum Tid
Persson, Joakim 2012-04-12 15:27
Beslag verkstallt Material f6r analys
Nej Nej
Intraffat pa
Adress Intréffat mellan
2012-03-26
och
N 2012-04-13
Platsbeskrivning
Mottaget Mottaget datum Tid

|
|
% Satt pa vilket uppgift lamnats
\
\

Upprattad av
Joakim Persson

Uppgiften avser

Abonnentuppgifter fran Bahnhof och Tyfon
Uppgift

Den 26:e mars begir Olle Wahlstrom abonnentuppgifter for IP-adresserna 46.59.51.181 och
178.174.180.144 som tillhor internetleverantdrerna Bahnhof respektive Tyfon. Tiderna som
avses 1 begédran dr den 4:e mars, mellan klockan 10:25 och 12:58 f6r Bahnhof och den 4:e
mars, mellan klockan 07:09 och 10:42 f6r Tyfon.

Tyfon skickar den 30:e mars svaret att de inte kan se vem som hade IP-adressen
178.174.180.144 utan hinvisar till deras underleverantér Quadracom. Quadracom menar att
det &r Tyfon som skall hantera loggarna med vilken slutanvédndare som anvént [P-adressen
vid den aktuella tidpunkten.

Den 3:e april skickar Olle Wahlstrom ytterliggare en begidran om abonnentuppgifter till
Bahnhof och Tyfon. Denna géng gillande IP-adresserna 46.59.17.114 respektive
178.174.172.157. Tiderna som avses i begéran dr den 21:a mars, mellan klockan 03:45 och
04:00 for Bahnhof och den 4:e mars, mellan klockan 19:15 och 19:25 for Tyfon.

Svaret pa begiran som skickats till Bahnhof gillande IP-adressen 46.59.51.181 anldnder via
e-post den 4:e april klockan 10:24 och lyder att "tyvérr finns inte informationen kvar".

Den 10 april uppticker utredningen att Bahnhofs IP-adress 46.59.51.181 dven har anvénts
fem dagar senare, den 10 mars. Undertecknad ringer dé till Bahnhofs abuse team for att hora
om loggfiler frén denna tidpunkt finns lagrade och generellt hur lang tid de lagrar loggfiler.

Bahnhofs abuse team séger sig inte ha ndgon kunskap om hur linge loggfiler lagras eller om
de efterfrigade uppgifterna finns lagrade. De hinvisar istillet till Ake Nilsson som #r chef for
Quadracoms kundcenter.
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Ake Nilsson séger sig inte heller ha kunskap om detta utan hénvisar vidare till Olle Risberg
som &r teknisk chef for Quadracom.

Vid samtal med Olle Risberg den 10:e april framkommer att loggarna lagras i minst tre
veckor och att det i detta fall finns information lagrad. Han tilldgger vidare att detta ar
information som Bahnhof mycket vil kan himta ut sjdlva genom den kontrollpanel som
Quadracom tillhandahaller.

Pé eftermiddagen den 10 april far undertecknad e-post fran Olle Risberg innehallande de
abonnentuppgifter som begérts frdn Bahnhof gillande IP-adressen 46.59.51.181.

Den 11 april tar undertecknad en ny kontakt med Olle Risberg angdende framforallt det svar
som skickades per e-post men dven hur vida det gar att hitta information om IP-adressen
178.174.180.144 dir abonnentuppgifter begirdes fran Tyfon redan den 26:e mars. Aven i
denna del sdger Olle att det finns uppgifter lagrade och att &ven Tyfon har mojlighet att hamta
ut uppgifterna genom den kontrollpanel som Quadracom tillhandahaller.

Den 12 april skickar undertecknad e-post till Olle Risberg och fragar om samtliga fyra
[P-adresser som har kunnat hirledas till Bahnhof och Tyfon.

Den 13 april tas en ny kontakt med Olle Risberg och han berittar da att han varit 1 kontakt
med Bahnhof och att han da blivit utskilld och att "Quadracom ska ge fan i att limna ut
uppgifter om Bahnhofs kunder". Han var dédrfér avvaktande och dénskade déarfor att vi i forsta
hand kontaktade Bahnhof och Tyfon, han kunde dock bekréfta att det fanns
abonnentuppgifter for samtliga [P-adresser.

I samrad med aklagare Henrik Rasmusson beslutades darfor att i forsta han begéra ut
abonnentuppgifter fran Quadracom med stod enligt 6kap 22§ 2p Lag (2003:389) om
elektronisk kommunikation. I andra hand géra husrannsakan hos Quadracom for att fa ut
abonnentuppgifterna.

Joakim Persson
IT-forensiker, 2012-04-30



[ Begaran om abonnentuppgifter fran Quadracom , 2013-03-18 15:56 diarienr: 0201-K81864-12

Polismyndigheten 1 @9

M | Stockholms lan BEGARAN
E LénSkriminalponsanelningen Datum Diarienr (aberopas vid korresp)
IT-forensiska sektionen 2012-04-13 0201-K81864-12
Joakim Persson

IT-forensiker
Olle Risberg

Begiran av abonnentuppgifter

Enligt 6kap 22§ 2p Lag (2003:389) om elektronisk kommunikation begér
myndigheten utlimnande av uppgift som avses i 6kap Ist 1p Lag (2003:389)
om elektronisk kommunikation (uppgift om abonnemang).

Fraga: Vem hade ip-adressen,
178.174.180.144 (Tyfon), 4 mars 2012 fran k1 07:09 till kl 10:42
178.174.172.157 (Tyfon), 4 mars 2012 fran k1 19:15 till k1 19:25

46.59.51.181 (Bahnhof), 4 mars 2012 frin kl 10:25 till kI 12:58
46.59.19.114 (Bahnhof), 21 mars 2012 frén kI 03:45 till k1 04:00

Joakim Persson

010-56 366 34, 0733-31 51 61
joakim.persson@polisen.se

Postadress Besoksadress Telefon E-post
106 75 Stockholm Norra Agnegatan 33-37 114 14 polismyndigheten.stockholm@polisen.se
Org.nr Stockholm Telefax www.polisen.se/stockholms_lan

202100-0076 08-401 00 66
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: Ovrigt e-post Abonnentuppgifter fran Quadracom, 2013-03-19 12:53 diarienr: 0201-K81864-12

Fran:
Till:

Joakim Persson - Re: Fraga angaende loggtider 0201-K81864-12

Olle Risberg <olle@quadracom.se>
<joakim.persson@polisen.se>

Datum: 2012-04-10 16:06
Arende: Re: Fraga angéende loggtider 0201-K81864-12

Hej

Jag gjorde en snabb sokning pa ip vid den tidpunkten som du fragade om. Svar &r:

Mattias Gustafsson, telefon 0240406989, Timmermansvédgen 14 van:2, Ludvika.

Varfor inte Bahnhof svarat vet jag inte, egentligen ar det inte var kund s vi fér ju inte ldmna ut
honom, en du kan frdga dem varfor de inte varar och skyller pé oss.

/Olle

5 apr2012 k1. 13:10 skrev Ake Nilsson:

file://C:\WINDOW S\Temp\XPgrpwise\4F845A98DOM22p02410016564651CFA1\G... 2013-03-19

Hej Olle,

Lénskriminalen jagar mig, han skulle ringa om en timme igen om han inte fatt nagot
svar.

Vad svarar jag?

MVH
Ake

-------- Ursprungligt meddelande --------
Amne: Friaga angdende loggtider 0201-K81864-12
Datum: Thu, 5 Apr 2012 09:41:30 +0000
Fran: Joakim Persson <joakim.persson@polisen.se>
Till: ake.nilsson@guadracom.se <ake.nilsson@gquadracom.se>

Hej Ake,

som jag sa per telefon sd har vi tidigare skickat in en forfrigan med drendenummer
0201-K81864-12 hos oss. I den sd har vi frdga om tidpunkten 2012-03-04 10:25->12:58.

I forsta laget intresserade av att fa veta:

Hur ldnge ni loggar?

Om det finns loggar frén fem dagar senare &n i den ursprunglia forfragan dvs, 2012-03-
09?

Utifradn de svar vi fir kommer vi naturligtvis att skicka en begéran om
abonnentuppgifter som kommer att g& via Mikael pa Bahnhofs abuse team.

Jag kan dven passa pa att papeka att brottet inte ror fildelning, har fatt uppfattningen att

30
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‘ Ovrigt e-post Abonnentuppgifter fran Quadracom, 2013-03-19 12:53 diarienr: 0201-K81864-12

det kan vara ldttare att "hitta" loggar da :)

Vinligen

Joakim Persson
Lanskriminalpolisen Stockholm
LU/IT IT-forensiska sektionen

Telefon: 010-56 366 34
Mobil: 0733-31 51 61
Fax: 010-56 354 83

E-post: joakim.persson@polisen.se
Adress: Norra Agnegatan 33

106 75 Stockholm

<abonnetuppgiftsbegaran.pdf>

file://CA\WINDOWS\Temp\XPgrpwise\4F845A98DOM22p02410016564651CFAI\G... 2013-03-19
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[
| Ovrigt e-post Abonnentuppgifter fran Quadracom, 2012-05-22 15:00 diarienr: 0201-K81864-12

Joakim Persson - Ang 0201-K81864-12

Fran: Piotten Oberg<piotten@riksnet.se>
Till: <joakim.persson@polisen.se>
Datum: 2012-04-13 10:18

Arende: Ang 0201-K81864-12

Kopia: Olle Risberg <olle@quadracom.se>

Hej

Nedan ser du de uppgifter vi har pa ip-adresserna. Filtet "From" 4r nir kunden blev tilldelad ip-
adressen, oftast i samband med bestillningen. Déarfor kan det datumet och tiden vara langt tidigare dn
efterfrigade tidspunkter. Filtet "To" anvinds nér ip-adressen tas bort manuellt eller automatiskt och
det kan hinda nér kunden séger upp t.ex. Vilket inte har hént i ndgot av detta fall d4 det &r aktiva
tjdnster pa alla.

Mvh
Piotten Oberg

178.174.180.144 2012-03-04

Flat = 300001010339

Jack=0
From =2012-03-01 09:08:01
To =

Kundens férnamn Linnea

Kundens efternamn Wikstrom
Kundens personnummer
Kundens e-post
Kundens telefonnummer
Kundens mobilnummer

Objektnummer 300001010339
Gata Timmermansvégen 14 van:2 Lgh:206-003-2-0204

Postnummer 77151
Stad LUDVIKA

46.59.51.181 2012-03-04

Flat = 300001010367

Jack=0
From =2011-11-04 06:04:00
To =

Fornamn Mathias

Efternamn Gustafsson
Telefonnummer 0240406989
Mobilnummer-

Gatuadress Timmermansvégen

file://C:\WINDOW S\Temp\XPgrpwise\4F87TFD7CDOM22p02410016564651D181\G... 2012-05-22
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Objektnummer 300001010367

Gata Timmermansvégen 14 vin:2 Lgh:206-004-1-0205
Gatunummer-

Lagenhetsnummer-

Postnummer 77151
Stad LUDVIKA

178.174.172.157 2012-03-04

Flat = 300001010255

Jack=0
From =2010-11-09 14:10:15
To =

Kundnummer 1124-102992
Personnummer 121212-1212
Anvindarnamn 1124-102992
Foretagsnamn-

F6rnamn Basim

Efternamn Yaseen
Telefonnummer
Mobilnummer-

Gatuadress Skogsrundan

Objektnummer 300001010255

Gata Skogsrundan 1 van:7 Lgh:205-014-1-0731
Gatunummer-

Lagenhetsnummer-

Postnummer 77151
Stad LUDVIKA

46.59.19.114 2012-03-21

Flat = 300001010367

Jack=0
From =2012-03-06 16:12:02
To =

Kundnummer 1115-101643
Personnummer 121212-1212
Anvindarnamn 1115-101643
Foretagsnamn-

Fornamn Mathias

Efternamn Gustafsson
Telefonnummer 0240406989
Mobilnummer-

Gatuadress Timmermansvégen

Objektnummer 300001010367
Gata Timmermansvégen 14 van:2 Lgh:206-004-1-0205

file://C:\WINDOW S\Temp\XPgrpwise\4F8§7FD7CDOM22p02410016564651D181\G... 2012-05-22
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Gatunummer-
Lagenhetsnummer-
Postnummer 77151
Stad LUDVIKA

ri k S n 91’ Piotten Oberg: Natverkstekniker - Riksnet
Kontakt | piotten@riksnet.se - 010- 1959103 | Storgatan 38, 903 26 Umea

file://C\WINDOW S\Temp\XPgrpwise\4F87FD7CDOM22p02410016564651D181\G...

2012-05-22
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35

Joakim Persson - Vd: SV: Frdga om telefonnummer

Fran: Robert Pock

Till: Joakim Persson

Datum: 2013-03-14 10:46

Arende: Vd: SV: Fr&ga om telefonnummer

Bifogade filer: Forfragan.pdf

Hej Joakim!

Jag vidarebefordrar svaret samt bifogar det dokument som jag bifogade i samband med forfrdgan.
Ség till om du saknar ndgon uppgift.

Med vanlig hélsning
Robert

>>> "Stefan Kolmodin" <stefan.kolmodin@cellip.com> 5/15/2012 4:10 >>>
Hej Robert,
Abonnemanget ar registrerat pa en privatkund:

e  Mathias Gustafsson

e 761117-7234

e Oppnat2010-11-26

e  Ejavslutat men inaktivt

e  Abonnemangsform forskottsbetalt Cellip Standard

Mvh
Stefan

Stefan Kolmodin

CFO

Cellip AB

Olandsgatan 42, 4tr

116 63 Stockholm
Phone: +46 8 55 80 11 25
Mobile: +46 73 88 33 825
www.Cellip.com

Disclaimer

This message (including any attachments) contains confidential information
intended for a specific individual and purpose, and is protected by law. If
you are not the intended recipient, you should delete this message and are
hereby notified that any disclosure, copying, or distribution of this
message, or the taking of any action based on it, is strictly prohibited

file://C:\WINDOWS\Temp\XPgrpwise\S141AA97DOM22p0241001656465115D11\... 2013-03-14



Paoce 2 nf3

i Ovrigt e-post Abonnentuppgifter fér 0240649002, 2013-03-20 10:30 diarienr: 0201-K81864-12

Fran: Robert Pock [mailto:robert.pock@polisen.se]
Skickat: den 15 maj 2012 12:52

Till: Stefan Kolmodin

Amne: SV: Friga om telefonnummer

Hej Stefan,
jag bifogar en officiell forfrdgan till dig angdende abonnemangsavgifter.

Med vanlig halsning
Robert Pock

>>> "Stefan Kolmodin" <stefan.kolmodin@cellip.com> 5/10/2012 1:58 >>>

Hej Robert,

Vara rutiner dr att da vi far en formell/offentlig férfragan (med hanvisning till lagrum som féreskriver att vi
skall bortse fran PUL) om att lamna ut information som omfattas av PUL fran normalt Polisen,
Ekobrottsmyndigheten eller Skattemyndigheten sa skall de stallas till mig.

Mvh
Stefan

Stefan Kolmodin

CFO

Cellip AB

Olandsgatan 42, 4tr

116 63 Stockholm
Phone: +46 8 55 80 11 25
Mobile: +46 73 88 33 825
www.Cellip.com

Disclaimer

This message (including any attachments) contains confidential information
intended for a specific individual and purpose, and is protected by law. If
you are not the intended recipient, you should delete this message and are
hereby notified that any disclosure, copying, or distribution of this
message, or the taking of any action based onit, is strictly prohibited

Fran: Robert Pock [mailto:robert.pock@polisen.se]
Skickat: den 10 maj 2012 13:37

Till: stefan.kolmodin@cellip.com

Amne: Fr8ga om telefonnummer

Hej Stefan!

Mitt namn ar Robert Pock och jag var i kontakt med er kundtjénst for att jag har ett telefonnummer som jag
skulle vilja veta vem det tillhor.

De talade om f6r mig att jag var tvungen att kontakta dig for att f& reda pa det.

Hur ar era rutiner for detta?

file:/CA\WINDOWS\Temp\XPgrpwise\5141 AA97DOM22p0241001656465115D11\... 2013-03-14
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Med vanlig hélsning
Robert Pock

file://CAWINDOWS\Temp\XPgrpwise\5141AA97DOM?22p0241001656465115D11\... 2013-03-14
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Forfragan.docx

NS [
- Datum
y Polisen 2012-05.15

Polismyndigheten i Stockholms l&n
Robert Pock

Enl 6 kap 22§ 2p Lag (2003:389) om elektronisk kommunikation begidr myndig-
heten utldimnande av uppgift som avses i 6 kap 20§ 1 st. 1p Lag (2003:389) om
elektronisk kommunikation (uppgift om abonnemang).

Fraga 1: Vem ér registrerad pd nummer 02406490027
Fraga 2: Nir 6ppnades abonnemanget och eventuellt stingdes?

Aklagare i drendet dr kammaraklagare Henrik Olin (072-232 69 26).
Robert Pock

Tel: 010-56 366 31
robert.pock@polisen.se
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P M Signerad av

FTP- och HTTP-trafik till Mathias Gustafsson Signerad datum

Polismyndighet
Stockholms ldn

Enhet Diarienr
LU/SF "AVSTALLD" Férmégenhetsgrupp 0201-K81864-12
j Uppgiftslamnare Datum Tid
Wahlstrém, Olle 2012-04-17 16:37
‘ Beslag verkstallt Material fér analys
'Nej Nej
| Mottaget Mottaget datum Tid

| Satt pa vilket uppgift IAmnats

‘ Uppréttad av

' Olle Wahlstrém

Uppgiften avser

Uppgift

Logica

I logicas logg over ftp-trafik, TCP_FTP_SERVER, finns 1 192 poster frén ip-adresserna
46.59.19.114 och 46.59.51.181. Tre poster &r mot Logicas volym SYS3 och ¢vriga mot
SYS19.1 1 162 av posterna & kommandot RETR kort vilket motsvarar himtning av filer
fran systemet. Ovriga kommandon som korts ar DELE, STOR och LOGN vilka motsvarar

radera, lagra och inloggning.

Den méngd data som forts over till ip-adressen 46.59.51.181 enligt loggfilen &r 2 501,9 MB.
En del av filerna 4r dataset tillhdrande Logicas kunder och en del filer dr systemfiler. Endast
en fil har forts 6ver till systemet, tfy.source.backdoor, den 6 mars klockan 17.45. Samma fil
raderades sedan frén den aktuella ip-adressen klockan 17.53 samma dag. Fran ip-adressen
46.59.19.114 finns endast kommandot LOGN registrerat.

Den forsta posten frén ip-adressen 46.59.51.181 ar registrerad den 4 mars 2012 klockan
10.25 och den sista posten den 8 mars klockan 14:51. Ip-adressen 46.59.19.114 finns med pé
tre poster, samtliga frdn den 20 mars 2012 klockan 21.08-21.09

Det finns 16 olika anvindarkonton registrerade for de olika ftp-posterna. De konton som
anvénts &r ANONYMOU, ASI0903, ASI0936, ASIB452, BPXDFLTU, BSN0058, 1,
LUCIDDRE, MCT0290, SPRBIO1, SPRBI02, SPRBI07, SPRBI0O8, SPRBI18, SPRBI45 och

UPJSLO1.

Applicate

I den logg som erhéllits fran Applicate 6ver slagningar i Infotorg finns 2 551 poster fran
[P-adresserna 46.59.19.114 och 46.59.51.181. Fr.o.m. den 4 mars 2012 klockan 12.26 och
fram till den 9 mars klockan 08.07 anvinds ip-adressen som slutar pa 181. Frdn den 20 mars
klockan 16.18 och fram till den 21 mars klockan 03.54 anvénds ip-adressen som slutar pa

114.

Sammanlagt har tre olika anvdndarkonton anvénts for slagningarna, BSN0058, ITS8665 och
KPK0240.




FTP- och HTTP-trafik till Mathias Gustafsson, PM, 2012-04-17 16:37 diarienr: 0201-K81864-12

Slagningar i systemet fran de aktuella ip-adresserna 4r bl.a. gjorda pd Mathias Gustafsson,
Kennet Gustafsson (Mathias pappa), Irene Gustafsson (Mathias mamma), fredrik Gustafsson
(Mathias bror), Kitty Gustafsson (Mathias syster) och Robin Astrém (kamrat till Mathias).
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Polisen

Rikskriminalpolisen
KPE-KUT

Per Englund
krinsp

Aktuella adresser och IP-nummer

Yaseen, Basim
IP-nr:178.174.172.157
Skogsrundan 1, 1gh 1601

Vikstréom, Linnea
IP-nr:178.174.180.144
Timmermansvigen 14F,
Igh 1101, C/o Riska

Per Englund

PM 120417 Aktuella adresser och IP-nummer.docx

PM

Datum

2012-04-17

Backe, Mikael
IP-nr: 194.23.61.151
Skogsrundan 1, 1gh 1602

Gustafsson, Mathias
IP-nr: 46.59.19.114
IP-nr: 46.59.51.181
Timmermansvagen 141,
Igh 1103

g
1)
T




Polismyndighet
Stockholms ldn

Tjansteanteckning

Anders Sandell

42

Signerad av

Signerad datum

Enhet Diarienr
LU/S Specialbrottsektion 0201-K81864-12
i Uppgiftsldmnare Datum Tid
| Stéenmark, John G 2012-03-28  11:37
‘ Beslag verkstallt Material fér analys
' Nej Nej
i Mottaget Mottaget datum Tid
‘ 2012-03-28  10:45

1
| Satt pa vilket uppgift Iamnats
' Telefon

Uppréttad av
' John G Stéenmark

| Uppgiften avser
' Samtal med Logica

| Uppgift

' Den som tagit emot Lagergrens laptop var Christian Grieger uppe pa kontoret i Borlédnge. Det
' skedde tisdagen den 20 mars. Vad som sades till Grieger var att datorn hade betett sig konstigt
" och han var ridd att han fétt ndgot virus. Datorn skickades sedan upp till Stockholm och har
legat i Sandells sikerhetsskap till polisen fick datorn. Lagergren sjukskrev sig sedan direkt

| efter inldimnandet.

‘ Sandell ombads att inte nimna nadgot om polisutredningen eller om att datorn var hos polisen.
|

' Lagergrens personnummer skulle vara 531112-7137. Han var anstélld som s.k. Mainframe
| tekniker. Han skulle arbeta i bade C19 och C3.

' Lagergren hade haft kontakt med en hr kille vid namn Peter Ronsjé med tfn 073 3982149.
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Fodsel
Invandring
Namnbyte
Daodsfall
m.m.

N

Folkbokforingen

POFF och Folke IAVEY

(aviseringssystem)

Persnr, Namn, Adress
Sekretess? Ja/Nej
Vissa relationer

| "klartext”

SYS 19

P
S

ersnr, Namn, Adress
ekretess? Ja/Nej

Vissa relationer

SYS3

Om sekretess:

Persnr, Namn, Adress

Persnr + "skyddade persghuppgifter”

Fil-Area
(Fran Navet till REX)

Persnr, Namn, Adress
Sekretess? Ja/Nej
| "klartext”

Andra kunder

till foretaget

14%

Z1-%9818)-1020 uslelp €g:€| €2-80-ZL0C * €SAS 61 SAs sspISSPISIONQ }




Persnr, Namn, Adress
Sekretess? Ja/Nej
Vissa relationer

Relation
Relationsinfor
mation mellan

pnr.

2007
Ca 10 000
skyddade pnr

Resultat

SYS 3

Persnr, Namn, Adress
Om sekretess:
Persnr + "skyddade pers

uppgifter”

Fil-Area
(Fran Navet till REX)

Persnr, Namn, Adress
Sekretess? Ja/Nej
| "klartext”

1700 + 2200
personer
kontakt av
SKV

Galdenarsinfo
Inkl. pnr pa
skyddade
personer

Avisringsfil
Andringari
REX

ZL-v9818M-1020 HuslUelp €e:gl £2-80-210Z * €SAS 61 SAS sSBISSPISIONQ ‘

14




Signerad av

Tjansteanteckning

Samtal med personal fran Logica Signerad datum

Polismyndighet

Stockholms lan

Enhet Diarienr

LU/S Specialbrottsektion 0201-K81864-12
Uppgiftslamnare Datum Tid

Stéenmark, John G 2012-:03-27.  12:37

Beslag verkstallt Material fér analys
Ne ] Nej

Mottaget Mottaget datum Tid

2012-03-27  12:30

Satt pa vilket uppgift lamnats

Telefon

Uppréttad av
| John G Stéenmark

Uppgiften avser
Samtal med personal fran Logica

Uppgift

Under tecknad samtalade inledningsvis med Robert Malmgren, inhyrd sékerthetskonsult for
Logicas rdkning. Han uppgav att loggfiler fran deras operativsystem plockas ut ur ett system
som kallas SMF. Det finns inte vanliga loggfiler sdsom i ett vanligt Linux/Unixsystem. Han
ombad oss pa ett klart och detaljerat sitt skriva ner vad vi ville ha ut ur detta system. De
skulle ha speciell kompetens for detta under kvéllen och ndgra dagar framét. Fragestillningen
skulle mejlas.Den arbetet man holl pd med for stunden var i huvudsak C19.

Samtalet forstsatte sedan med Anders Strandell, sdkerhetschef. Han uppgav att en selekterad
FTP logg, dvs ett urval av de konton som gjort ndgot man ansag vara intressanta, hade
skickats till Morgan Larsson och dven en en excelfil med uttaget filmaterial samt en
incidentrapport fran 2010. Han skulle &ven mejla 6ver namnet till pa en anstilld som var
intressant. Det som skedde 1 Bromélla var att man sorterade de dataset och filer i olika
kategorier for att pa sa sétt fa en overblick och en mgjlighet att kontrollera eventuella
forandringar.
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s Polisen
Polismyndigheten 2013-03-27
i StOCkhOImS Ian Diarienr (aberopas vid korresp)
JOHN STEENMARK K81864-12

Pm gillande visning av fynd , i beslagtagna datorer i drende
K81864-12 for Elisabeth Gummesson f. 750415-2740

Beslagspunkten 2012.0201-BG10221-19

Elisabeth forevisades foljande data som patriffats pa oallokerat omrade
pa harddisken:

_DSNO09015DB2AI SEDAFAOOSESEM2AISEMCICA3SASS
ENTRITS20015ITS2 E484P0101990-7187-054-3850-
Q77 Trvevverversesessessessesseste st et e st et e ettt ettt ettt ae et eae s as sttt ettt

SN BT PUTRSOPPPPPPRPTR &+j f¢DB2AG"bIF &+ P
DB2AI SEDAFAOOSESEM2AIG"a]B -+ & 1TS2
ENTRITS20015SEMCICA3E484P01OITS2  ceeeevereresenesneeeneeees

1+ 0+ 1SY19 TERMR0P&{U-dCBIF-+!-<-TCPFTP GTINYTE S ]
{0+ 1SY19 TERM4} 1-9K-BZ"-+++-+s -<--SEMCICA3SEMCICA3--5-+ ]

-+ FTPFTP-DATASET --E484.* **.-E484 -PGM-PGM TEST P
ERICS&& ..... a ......................................... 55E43784 ........ GTINYTE E33 1001R
I oi-e 1SY 19+ TERMROP&{U-dC:1E+-E-<~TCPFTP GTINYTE --F--s ]
;I ois ]1SY19-+-§RETRSEQ {U-dRob&  GTINYTE
ISFH-+F---H--E-S250/usr/lib/nls/locale/es_CO.ISO8859-1.Ip64
FTPD1 semainf Ul-+E--g-eeeeeees /usr/lib/nls/locale/es CO.ISO8859-1.1p64
I of~+ 1SY19-++~INIT4} - 1-9K-BZa-+++ <-SEMCICA3SEMCICA3-++ ]

tempdoc.docx
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Polismyndigheten i Stockholms ldn

2013-03-27

K81864-12

Hon uppgav att hon inte visste exakt vilken data materialet utgjorde. Hon
trodde att datan i grunden kom fran ndgon form av logg eller dumpfil. Kombi-
nationen av termer talade for att datamaterialet kom fran deras system.

Hon kénde igen termer som ”Semicica3” som var en unik term for Logica och

Applicate.

Termen "GTNYTE” var ett anvindarid fér kund i Sys19. ”7187-054-3850-

E077” var ett kundordernummer.

z/OS

116
174
233
290
347
404
462
520
578
636
694
752
810
868
926

z/OS

LINE-A SOURCE SECTION

2006/10/27 14.22 PAGE 1

Fkckkckkokkokkckkckokkckkk END OF MEMO
xxxxxKHKKKKFFKF R k% END OF MEMO
stk sk kkkk END OF MEMO
Fdk kR Roolokxsolok END OF MEMO
ok sokk kxR kkkkokkkk END OF MEMO
Hofokkkook kb END OF MEMO
#dckkokkkkokkkkkkkkx END OF MEMO
xxxxxxHKKKKKFFFFR* END OF MEMO
#gcfok ok kol kkkk END OF MEMO
fkpckkdkkkkkkxkkxk END OF MEMO
Hdckckokk kR kb kkkkx END OF MEMO
weddokokokok kb Rk kR Rk END OF MEMO
Fkkckkkkkckkkkkkkkxk END OF MEMO
Fkpckkdokkkkkkxkkkk END OF MEMO
*kxdkkkckkdkkxkkxkkxk END OF MEMO

2006/10/27 1422 PAGE 2

SEARCH-FOR SUMMARY SECTION

926 1 0

PROCESS OPTIONS USED: ANYC

1:160

58 *Ekkkkkrkkkkkkrkk END OF MEMO  SO06063292

S0O06063292
S0O06063292
SO06063292
SO06063292
S006063292
SO06063292
SO06063292
SOet000001
SOet000002
SOet000004
SOet000003
SOet000003
SOet000003

1 ISRSUPC - MVS/PDF FILE/LINE/WORD/BYTE/SFOR COMPARE UTILITY- ISPF FOR

SRCH DSN: E342. EDIMEMO.RETRIEVE

st sk sk o sk ook ok ok sk ok ok sk ok kok
sk ok skokok ook ok sk ok ok
sk ot s ok o sk ok ok ok ok sk ok
s sk ok sk ok ok ok ok ok ok ok sk ok okok
st sk o sk ook koo sk ook ook
sk ook sk sk ook sk ook sk ok ok
s sk ot sk s s sk ot sk ot sk g skok
st s s s ok o sk sk ot sk sk sk ok ok
st s o s ok o ok ok ok ok ok ok ok
ook ok ok sk ok skdok ook
st s s s sk ot sk sk ot sk s s sk o s ok
s sk ot s ok o sk ot sk sk ot ok sk g sk ok
sk ot s o s ok ot sk ok ook sk ok ok
st s o s ok o sk sk ook sk ok sk ok

SOet000003 il %k ok ok skskokskokskok
SOEt000003 fol % sk s sk e e

160

1 ISRSUPC - MVS/PDF FILE/LINE/WORD/BYTE/SFOR COMPARE UTILITY- ISPF FOR
SRCH DSN: E342. EDIMEMO.RETRIEVE
LINES-FOUND LINES-PROC DATASET-W/LNS DATASET-WO/LNS COMPARE-COLS

LONGEST-LINE
16

THE FOLLOWING PROCESS STATEMENTS (USING COLUMNS 1:72) WERE PROCESSED:
SRCHFOR 'END OF MEMO'

ISRS004I LISTING LINES MAY BE TRUNCATED DUE TO LIMITING OUTPUT LINE
WIDTH.
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Polismyndigheten i Stockholms 14n 2013-03-27 K81864-12

Materialet i ovanstédende textruta bedomde Elisabeth som en logg frén en sok-
ning i ett dataset vid namn : E342.EDIMEMO.RETRIEVE. Detta datasets

namn var unikt fér Logicas system.

SYSTEM-04 WWWSOLT Systemuser Leif Ohlin InfoTorg AB
WWWSHIJ1 Systemuser Leif Ohlin  InfoTorg AB WWWPOOL Systemuser Leif
Ohlin InfoTorg AB WWWNAVI Systemuser Leif Ohlin  InfoTorg AB

SVUNY02 Pgm-pgm,internt SHJ arkivKerstin WardmanInfoTorg AB SGIPOOL Systemuser,
jobbuser Leif Ohlin  InfoTorg AB SEMA478 Programuser Rittsbanken Marie Sahlsten Info-
Torg AB RBBEVO01 Programuser RB-bevakning M Sahlsten  InfoTorg AB PRVBAS
‘etersson Tobias InfoTorg AB ONTESTS Karlsson Rosita InfoTorg AB
ONTEST4 Karlsson Rosita InfoTorg AB ONTESTS3 Karlsson Rosita
InfoTorg AB ONTEST?2 Karlsson Rosita InfoTorg AB ONTEST]1 Karlsson
Rosita InfoTorg AB NETIQO02 Overvakning Infotorg ~ Drift ApplicateInfoTorg AB
NETIQO1 Overvakning InfoTorg  Drift ApplicateInfoTorg AB

I ovanstdende data kidnde Elisabeth igen tva stycken namn: Leif Ohlin och
Rosita Karlsson som var anstillda pa Applicate.

Beslagspunkten 2012.0201-BG10221-29

EH: Eyu
- 0lF5 d345
Ly d334
-7y d552
-y de10
L5y 666
~L2AE5) d700
-{|C5 d83s
ATy e077
-~ e203
-0 8478
-0 e84
S e780
-7y 784
AT e897
HAT I saipts
0 static
o I s R
{2y webtek

I b



' PM PM Géllande Elisabeth Gummesson Logica, 2013-03-27 15:45 diarienr: 0201-K81864-12
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Denna katalogstruktur kdnde Elisabeth igen som unik for systemen hos Logica
och Applicate.

En fil som hette "4679.DAFA.-WMTHOH.RMMEXP.D100216" med storleken
32,75 MB. Det var en textfil med en forteckning av en stor méngd dataset
unika for Logica och Applicate enligt Elisabeth.

Beslagspunkten 2012.0201-BG10221-13

En fil vid namn databaser dér det gar att se en listning av filer i en da-
tor vid namn fip.infodata.se. Elisabet sade att listningen stimde med
deras system.

En fil som heter kontoinfo som inneholl en forteckning pa 102 konton
med 16senord och i de flesta fall behorigheter. Elisabeth kdnde igen
kontonamnen och tjénsterna.

Beslagspunkten 2012.0201-BG25023-1

I katalogen “Partition 1/user /apt44/tmp/d044/”, 1 den komprimerade
filen ”Partition 1/user/apt44/xaa” med underkatalogen
”/Untitled0/tmp/d044/” samt 1 den komprimerade filen ”Partition
1/user/apt44/nff.tar.lzma” med underkatalogen “/nff.tar/tmp/d044” pa-
traffades totalt 511 datasett med namnprefixet D044 varav 277 unika.
D044Det prefix Logica anvédnder for dataset tillhérande Skatteverket.

. Elisabeth kénde igen dessa filer frdn Logicas miljé. Hon hade
gjort stickprov men dessa filer vara édldre versioner.

Mathias Gustafssons Ubuntu One material

1413 unika dataset har patréffats i filstrukturen. Elisabeth uppgav att
1 stort sett allt” var bekant och ifrdn Logicas servermiljé. Hon hade
gjort en 20-30 stickprov och hittat manga dataset som bade matchade
och fanns kvar.
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Joaklm Persson Ang Intrang

Fran: Lars Grundstrom<lars.grundstrom@riksdagen.se>
Till: "Morgan Larsson" <Morgan.Larsson@polisen.se>
Datum: 2012-03-30 17:47

Arende: Ang. Intring

Kopia: Helén Toérnqvist<helen.tornqvist@riksdagen.se>

Hej Morgan (Chefsjurist Helén Térnqvist for kdnnedom),

Som svar pa de fragor du stéllt i de tva mejl du skickat till mig.

AVIY356 &r ett anvandar-id som Riksdagsforvaltningen (RDF) har fatt tilldelat sig fran leveranttren. Detta
anvandarkonto har anvants (tilsammans med ett I6senord som leverantéren sjalv valt och darefter meddelat
RDF) for identifiering mot en FTP-tjanst som leverantéren tillhandahaller och ansvarar for. Enligt
overenskommelse (krav fran RDF) med leverantéren skulle leverantéren konfigurera FTP-tjansten sa att det
endast skulle vara mdgjligt att logga in med dessa (RDF:s) kontouppgifter fran RDF:s egna IP-adresser
(195.67.88.222 alt. 195.67.88.219). Anslutningar fran andra IP-adresser med RDF:s

inloggningsuppgifter skulle darfér inte vara maéjliga.

Nar RDF gor sina automatiserade kérningar gentemot leverantéren sa sker dessa (som det verkar)
regelmassigt pa fredagar och da under kontorstid (ca 08:00?). Dessa koérningar pagar i normalfallet inte

langre @n 30-40 sek da antalet person-poster som ska uppdateras &r relativt fa till antalet ( <100 ).

RDF har genomfért sékningar i systemloggar och kan inte hitta nagon datatrafik som harror fran RDF:s it-
system och som éverensstdmmer med det datum och de tidpunkter som angivits i mejlet som ni skickat (se
nedan). Vi kan daremot se att vi det genomférdes en FTP-kérning mot leverantéren fredagen den 24:e
februari. Denna kérning genomférdes med lyckat och férvantat resultat. Nasta FTP-kérning gjordes fredagen

den 2:a mars.

Beskrivning av FTP-tjanst i korta drag

1. RDF loggar in pa leverantérens FTP-tjanst och skickar (typiskt onsdagar) éver en bestélining om
uppdatering av personuppgifter. Bestéllningen baseras pa en lista med personnummer som RDF skickar till
leverantoren.

2. Leverantéren mejlar RDF (typiskt torsdagar) och meddelar/aviserar att en kérning har genomférts fér de
personnummer som RDF bestallt uppdaterade personuppgifter om. Resultatet av kérningen finns darmed klar

att hamta dagen efter avisering.
3. RDF loggar in pa leverantérens FTP-tjanst och hamtar (typiskt fredagar) de uppdaterade personuppgifter
som leverantéren publicerat.

All inloggning och kommunikation enligt ovanstaende beskrivning sker helt automatiserat vilket innebéar att det
inte &r nagon person inom RDF som anvént inloggningsuppgifterna for att logga in mot leverantérens FTP-

tjanst.

Det forekommer inga kontouppgifter i dessa transaktioner med leverantéren som kan anvéandas for att logga
in pa servrar eller tjanster som RDF ansvarar for. Det foreligger saledes ingen risk for att en potentiell
angripare som attackerat leverantéren dér kommit éver information som skulle kunna anvandas for att utféra

angrepp eller dataintrang mot RDF:s it-milj.

Under mars manad har leverantéren andrat de inloggningsuppgifter som leverantéren férsett RDF med, for
atkomst till FTP-tjdnsten. Denna férandring genomférdes utan att leverantéren meddelat eller informerat RDF.
Foérandringen innebar att RDF inte kunde hdmta uppdateringar av personuppgifter via leverantérens FTP-
tjanst varpa RDF kontaktade leverantéren. RDF fick da nya inloggningsuppgifter till leverantérens FTP-tjanst

med motivering att det skett férandringar pa grund av att det stéllts "nya hégre sakerhetskrav".

RDF bistar géarna med det RDF kan bista med i den pagaende utredningen.

file://C\WINDOW S\Temp\XPgrpwise\51499209DOM22p02410016564651162B151... 2013-03-20
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Jag ser garna att jag far traffa nagon som ansvarar for utredningen for att battre kunna bista i utredningen.
RDF &r ocksa mycket angelédgna om att snarast mojligt fa klarhet i vad for slags personuppgifter som
utredningen handlar om for att sjélva kunna géra en bedémning om det ar personuppgifter tillhérande
riksdagens talman, riksdagsledaméter (tillika personer som ingar i den sa kallade "centrala statsledningen"),
tjansteman eller partikanslianstéllda (politiska) tjiansteman som RDF hanterar i sina egna system. Om sa &r
fallet kan det féranleda att RDF tillsammans med SAPO kan komma att behéva se 6ver aktuell
hotbildsbedémning for personer med skyddsbehov i det fall sddana personer ingar i den grupp av

personuppgifter som mgjligen kan ha kommit pa avvéagar.

Nar det géller det I6senord som du efterfragat sa ber jag att fa aterkomma med information om detta under
mandagen. Det géller da det tidigare I6senordet som numera &r utbytt.

Med vanlig héalsning,

Lars Grundstrém, t.f. Informationssékerhetsansvarig
Riksdagsférvaltningen

Telefon: 08 - 786 68 86

Mobil: 076 - 105 86 56

Fran: "Morgan Larsson" <Morgan.Larsson@polisen.se>
Till: Lars Grundstrém/Jur/Riksdagen@Riksdagen
Datum: 2012-03-30 13:08

Arende: Intréng

Hej Lars!

Ref'till tidigare samtal

Y 356 var ett samlingskundnummer enligt uppgifter fran dig. AVIY356 siger det dig nadgot mer ? Vi
ser att detta konto anvénts 2012-02-25 mellan 04.55---06.47. Den 25/2 4r en 16rdag fk.

Hor av dig

MVH
Morgan Larsson

file://C:\WINDOWS\Temp\XPgrpwise\51499209DOM22p02410016564651162B151... 2013-03-20
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Morgan Larsson

Gruppchef/Inspektor

Polismyndigheten i Stockholms 14n
Lanskriminalpolisen/Specialbrottssektionen SE-106 75 Stockholm
+46 708 95 16 13 (mobil )

+46 10 56 37557 (office)

+46 10 56 334 69 (fax)

morgan.larsson@polisen.se

Téank pa miljon — skriv inte ut i onddan
Think sustainable — don't print unless you have to

file://C\WINDOWS\Temp\XPgrpwise\51499209DOM22p02410016564651162B151... 2013-03-20

- 53



54
5kydd4d3p3r50nnumm3rS3K3L1

D . Signerat datum
oty 9 - Pastebin.com
Stockholms ldn
Enhet Diarienr
LU/IT IT-forensisk sektion 0201-K81864-12
Orginalhandlingens férvaringsplats Datum Tid
2013-03-26 13:31
Involverad personal Funktion
Joakim Persson Uppgiftsldmnare
Berattelse

Personnummer utlagda pa http://pastebin.com/K5q2N270

Samtliga personnummer 4r maskerade. Se vidare under rubriken Rittshjilp och Pastebin



| 5kydd4d3p3r50nnumm3rS3K3L19 - Pastebin.com , 2013-03-26 13:31 diarienr: 0201-K81864-12

PASTEBIN | #1 paste tool since 2002 create new paste
PASTEBIN
create new paste trending pastes

S5kydd4d3p3r50nnumm3rS3K3L19
BY: A GUEST ON MAR 29TH, 2012 | SYNTAX: NONE | SIZE: 117.37 KB | HITS: 92 | EXPIRES: NEVER
DOWNLOAD | RAW | EMBED | REPORT ABUSE

Fuldend din PC med Office 2010.

Kab det nu! ()

= e

- S PR (GO Nt (el RO, R [N
(|

- I G R AR (R PR RN R
[

- N S R PR RS PR R
B

- I v (e (SRS (R SRS ey RRTRET |
B

- N e A SR | P e M
R

- N e R [ (ST RN e ERR |
BT

- N TR (e R [ (TR (S (RO
e

G s AR (R g o At (R [ R e |
B

- N R R [ R PR (R R
£

- N [T R PR e (R e PR
[—

- R T R RN [t ) e RSN |
s

- . | AR R [ [ R R |
T

- N i SRR RS (SRR | SR R [
|\

- R e PR R || [FiT e MR
£

- N s TR (R (G | [ (R el
[

- R [ R | SR (e R Gt
R

- NN b e R R | e (SRR [P
[

- N R e e [T [ RS R
[

- I s R RS [ e R, R
(R

- I G R PR B [T RS R
N

- N e R SRR IRt R R MR
IR

2. | I N A
b

= [ I D
i o

2+ [ I N D D E——
T

s ! ! ! | |
s

R N ) N R S —
CEEEET

- R N R N I —
EERT

s ! | 1 | |

~

0

tools  api

search.

sign up

0

archive real-time faq

login  my settings my profile

Public Pastes
Untitled
1 sec ago
Miracle HTML5 Doctype
HTML | 1 sec ago
Untitled
3 sec ago
Untitled
3 sec ago
NSURL path not fun...
3 sec ago
iytyiytiyti
6 sec ago

Untitled

6 sec ago

Watch The Vampire ...
1 min ago

55



5kydd4d3p3r50nnumm3rS3K3L19 - Pastebin.com , 2013-03-26 13:31 diarienr: 0201-K81864-12

B R S L
S

s ! 1 | | |
(B

. [ I D D B E——
Ei S

s ! 1 I ! | |
T

> | 1
BT

- e e e e |
R

| R T —
[ER: |

- AN [ [ [ [ e
e

- I I N D R B
D |

- I R R (eSS PR (IR R M
e

- I e ene) AR R TR O R
[ |

- N R R R [ e [P R
o

- I AR [ PR SRRV [T (SN e |
R

- RN RN e [ ST | e (R RO
[ |

- D e (e [T RN | R (TR RS
AR

- RN R [ TR R [T [ M.
R

- R P e RN R PR R (e
B

- N R | AesaR PR RS (R [ (AR
(T

- R e | (R R G | [ SR [P R
(P |

- R R [t (SRR SR [ i o R (R
[

- N e e |G RNO |veiei i) |GG, PRRRSGE
T

- N s e R NS [aedies s [ el e
R |

- R i e [ONRROGR (R so [ [ S SR
B

- R e el (e Nadstie [ebter | |pusTeiinl [Hieiat
S|

B N e R S R T
ST

- N P TR (e R [ e Y
(R

- N G [ e R e | R
[ |

- I T G R SRR R RN IR
[ RREN

- IR R G AR FRRRa (TR [ AR
[

N v [stutimensn oSy i | st |yt o
(R

- R R AR (AR e [ e RN
E-v el

- N R PR (AR R [T [ [REe
LSRR

- S FERETET ORI MR [ | S [
s

- I T TRy (N RN PR (ST [ERe
B

- I FREET [FRTE e R P (WS S

- I TS (RIRTY AR (R PO [Cria e

56



| Skydd4d3p3r50nnumm3rS3K3L19 - Pastebin.com , 2013-03-26 13:31 diarienr: 0201-K81864-12

O | e el | L o | bsine o | oo e
e

- B e e [l il e i | SRRl RS
R

- R sl SRR PR R e [ R
(S

- N i | [ SRR hbes e il | SR
L

- R e R R B [T [ e
E o

- I SR M e e R SRR N
e

- N e e i e B ST [T RS
e

- N R e i MRt [ R
E s

- N R (SRR e s R [ R
[

- I R e G R S [ RO
7

- RS TR RO e R P PR R
S |

- N e R R R RO (el R
e

- I G PRI R R [y (i PR
i o

- RN RS AR PR SRR PR i e
Eiiea

- N SeRR (R e PR R SR [
B

- T e ) PR RS [T DR [
R

- A e S R e R e (R
o

- N SR R AR R SR R R e
(A

- RS R R R R (R [fahah ol [REREE
[

- R e TR S R [Tl [ [
[N

- N [ [ (SRR | SIS [T [ R
DT

- R, e [ B SR i) e e beh ] ROERE
[

- R e | Dol ey it [ . [ BSRR
(|

- (TR |l bl |9 Seit ERERRR [l [l [IRGER
R

. R N e e e
R

- O R e [T R O B RO
[

- N R SR T R [N R R e
(o=

- N R R SRR e [ SRRV R
[

- IR e PR R RS ey BT R
. o

A issoeiny bouereer ommeenss [ttty oo o aEaL
B

- WSS R SRS MY T (R R
Loiie

- A A NG e R e e e
s

- I TR A A AN [RrTe R R
e no

- N e TGRS YRR AR e TRty PO
B

- I R e PR M SRR e (SR
B

- N RS (ENReNR [SRSER e [ (SRR e
e

o7



| 5kydd4d3p3r50nnumm3rS3K3L19 - Pastebin.com , 2013-03-26 13:31 diarienr: 0201-K81864-12

BRI ool |l S it [ byl |k |
i

- s | oS R | bt | s [ |
e

R i | e [ et v (LR | el (SR
[

R e RS MR, PR B [ O R
(R

- R e B R el aRee, (R (R
(ST

- R (SR s RENGNGE KT [ [, (e
s

I e AR fe e (e BRI, RS ] ERE
R

- R i AR e A [P A R
£

- I G TR s T e (S [
FERE |

- I T (7R ey, (R v [WRENAEER |SINER R
AT

- I T R PR e RENRRI o PR
I, |

- N FSOT R PN AR e RS e
R

- I SRS (SRR PR RO R e R
R

- D PR (R R (R T R [N
(T

- RN [ R [ (R (RN RGN [
i

- R |5 (RN (SRR (FNGRNG [EER [T [T
P

- N O e e R R (RS (R
o

- R e R R (W (NN e R
T

R |l | (VG [ i SR IR |k F | R
R

- R St BRI [ v ) TR | ST [
R

- BRI | et i [ R R [ R R
A

122 [ I N B B S ——
Fr

s ! 1 I 1 | |
(G

2. I I D N D
G

s [ I N R S
(R

w¢. [ I N R A E——
[

7. [ I D D D E——

s [ I R N A

s ! 1 | ________________________|

P,

wo. I I D D R
o 5 )

1. [ I N N A
£

2. I I D B A
e

s 1 1 | | ] |
e O

. [ I N N D N R
|

s ! ! | 1 | |
R

w¢. [ I B B D E——

- 58



| 9kydd4d3p3r50nnumm3rS3K3L19 - Pastebin.com , 2013-03-26 13:31 diarienr: 0201-K81864-12

R oo e | e i i bt iy sl | ol
(BT

o R coocn bovsieie bonedes et aiistal Diiess
e

- N - R B [Nl (el | e e R
R |

- R e R P SRR s | R, R
|

- R s R e [ et PSR [BRRRE
e

- R N e N Fatee [RaaR) e [oeei |
T

- R it e [ R | e (e
(RS

- N e Y (SR RSy [ (AR PRGER |
T

- I R, R T PR [ (R
.

- N R e R R RO TR R
e

- R RN A RN R s [N R
>

- R e R e R (ARG R e |
N

- S e R R R (Fe T R
R

- R Goase MR RN [ PR PR e
B

- R ST R R R [P [ R
[

- R ) [GRERE BT [T (TR [P e
B o

- R R R PR ERRRe Ve (ORI R |
T

- e (R R [ RGP R |
£

N [ (WAl RSN [ ] [ NG PR |
(A |

R [ o [ SRR WG, [T PR RGN R
£ oa

R | R (R [y (e B PATRTT
[

- (R s e et e [Reeee et |
[

R e R RS [ v i, MR .
[

R | oo e SRR e | S0 [y S
R |

R | L] (R [ | i [ [Nt
EEE

- R T FE R [ [ ) RN e
e

N e (R R BRI [ R B
o

- R s [ [ RS (SR TR SR
S

- N e [ R R EPERERRT PR PR
[

B S e e e g e S
b e

- R R A s ey (SO PRt PR
B

- I R (R SRR [ R [ R
i ha

- N RS ) PR R (R I Ee
.

- S S PSR R e S (R
S

- N T (e e [ R (R e
R

- N TR (PR [N [T PR PO R
P

- 59



| 5kydd4d3p3r50nnumm3rS3K3L19 - Pastebin.com , 2013-03-26 13:31 diarienr: 0201-K81864-12

R | o S e i [ b0 | b s el et
B

- R | i) WesBe ot bt otBBR D bkl
B

R | | R (R G | b e e
fo-

- NN |G [ PO (B R R R
o

- I SR e R M (RS, [T R
T

- N s S [ R Rl [ R |
E

- I s SR [ERRNEE e e R
[

- I e PR ROREREET R e [
(R

- N R PR [ P PR [ R
(B

- I R R (PR BT MR SRR ST |
R

- R R e S R R Rt AR
[

- R e SRR [P P R TR R
7

- N [T R SRR [ MR ey SR
e

R e e R [ FABETGT [T M |
.

R (e R [ORRRNE [T [T (SRR R
(T

- N e R RS [ [T R RRAeeT
E i

R S (SR R NG [RReEe [N (R
B

A G (AR R BGR RO (e (.
i

- R R RN el R [ R e
2

- N A R . BRRRO [ et (e
[

N TR SR e R . [GORR [ R
T

- N e [ RN et [ TR VR [
|

- R v el [ (b | [l (el R
e

R s [ R PR [ R v [t R
B

| R T e e P ¥
R

- I T [ R R (R [T e
B

- N e [ R RN [T T R BRG]
v

- I P (RN e PSS, TG 1 i R
(PR

- I G | PR . [T [ R
S

- NG it emontomin oSonie | (e plpeiibne [nefuese:
[

- N SR [P PR [ [ e (R PR
L

- N R DS RN R ey e R
(R

20 | I I
R

200 [N N I R S ——
CEEEE

27 I DN S S S ——
B v

¢ I N S S N ——

60



| 5kydd4d3p3r50nnumm3rS3K3L19 - Pastebin.com , 2013-03-26 13:31 diarienr: 0201-K81864-12

R et Bl ot it (SRl e b e | |
Eee oy

R el fossbibnd bediie o Pl Pt s L PRRRES
[

R O S [ B Ve |, R ]
I

- R et el [ e VR GR | R RRE
B

R R e R BT R e IR |
.

R i e e R e (R T
|

- R e PR bR e eEDRe (R PR
e

B T e R e T T LR
e

- N SR R (R [ [T [ PR
(R |

- N RO e R [ (R e R |
T

- N R SR R R v e e |
ST

- N P e R Ry SRR R
B

- N e A N RS [RECRRTE T Re
-

- N e e PR FrER Y PR R e
R

- Y RN (R (Y R MRS ENGR e e
o el

- RN R RO R R PRSRRG [SIRRt R
[

- RN NS (RS PR PR, R [ RN
£

- R (S | R e [ [IRRRER R
B

- R SR e | PR Rt R (MR [T
B

- N SR (SRR O R e (R e
R

- R | e [t Rt (B (RS Y [l
R

- N e (i BIERRY M PR e R |
[

N e e [ RS e | e, (iR
v

R obessa PR S (TG Beiss [T Ol
R

- R s gy o i FRReRG e e da i [uainiieel ]
[

- RN PR ReRER R (RO TR R DR
(R

- R s vEaRiiT R IR BN R [
B

- N RS SRR T AR IR [ e
T

- I R S (SR (SR [EReT FIE
o

- R et pomeeni. (ot i uressteie o) oy e [stetmane
T

- N R PRAREET (RN PR FeNReY [T PR
Ll

- D CERET SRR (O RETEE e [Tl R
i

- I RUSEES [RE SPEI SRRe e [ R
N

- I o TR (SEeer BreRER DR TTeT e
Fes o

- N R RN PO [ R (PR [
[T

- S R O TR R R [T (AR
———

61



3 5kydd4d3p3r50nnumm3rS3K3L19 - Pastebin.com , 2013-03-26 13:31 diarienr: 0201-K81864-12

R e |k e ] (o] it | e | el ] [ 06l |
s 5

- N | [N [ Vst i) Bl | s« |t it
e

- N i B [aiien RIEIRR R el [ e [ibiaintn,
RS

- IR i i (WERTe: BRTRRES Lk i [ S i |
[

- N VR PR Wieine] ] PR MV R
EER |

- T A R e T Ry i R R
EEEEE

- I e PSR RGN | R i) bR
(R

- N AR R R DR AR el RS |
(e

- I R R R R R R G
|

- I R R RO e I (RIS [t |
[

- I (PR R PO [ (R R [
PR |

- I e (R [PHTR (SR FRR RO R
(R

- N PR R PR SRR [FeRR PR e
(i

- N e A SR R PR P e
F i

- SR AR (PR PR En SRR [T PRI
E

- N O ST R T R ST | AR
i

- N o IO R (RPN R R [
T

- RN ER e [ (R R PR R
I

- R [ RRERR S PR PR [ T e
E

- RN o R [ e [ (SRR [ R
[N

- R | [ R (R PR [ e [
[

- T e GG | | bk [N e e e
[

- R [k R || G | SR s s i i
[ |

- RN [y AR i [ e BB R [BRER
(R

- G e R el [ [ [ i [
[

- R (R (R (e (R AR e RS
|

- I T RS DSt (GRS, PR PR ey (iR
L

- I R N PSR R RN R [
Bl

- N (R R i R RN PR [
B

- R iy st |onovae hestara st buowmees s
(S

- I R ERRT RO e (e PR [T
e

N e L L R S
R

- I R SR (I [ R (RN R
[

I T SRR RO TR M PR e
EESE vl

- N ST R S M R (RIS [P
[

- N FEREGT PR [TRSTEE WG (SRR, [T [T
—

62



5kydd4d3p3r50nnumm3rS3K3L19 - Pastebin.com , 2013-03-26 13:31 diarienr: 0201-K81864-12 T
Bt ik 63

R s ldebaiag. Wk |l lidai ) Lisiaei 4 RIS |
[

N o R ey, i e[RRI [REEE. |
|

R i PR ] E e [Tt SR [ty |
e

- R G SRS [ | e e NSRS SR |
L

R e R [Eelnt ] S SR e ERTRSEe: BREIEN
E——

- S R [SReRn Ry e e e SRR e
e

- IR e i) Rl (el Wb T [ e e
F iy

- I e [ R Pebea | bR Ve [ RRR IR
R

- S RS [ e T [ PR |
R

- I e A DRSS PR PRy PR
E o

- I e e (FRE Ry ISR [
[

- R R R e R R M. R
R

- N FESSR e [ (AR R (R PR |
i

- N O R MNRAIN, [FERTRE [R (AR |
Ei T

- N eeer (e ORI RO R (AR P
[

- N R PO N R (RO [N R
.

- N R e SRR [ SR e FET
|

- S AT R [ [ (R SRR P |
R

- R o (AR R [ Bl R b |
o

AR [ ERe R (R [ R [ |
R

R el R PR [ [ R R |
[

N e (e IR (e | [T [ R |
[

R e [ (SRR [ [t PR LS |
B e

R [ ekt (SRS [ [P e Bl
.

R ||, [GRRRAI [ah | | RR [
T

- R e (SR T P R R R
B

- I T (R B R et RGN R
I

- R ey RN PR PR ERNe SRR (R
N

- R R [ RS e [ e [
N

I ooy, (et SRS [Siemer ey [T RSN [t
.

- I ST T SRR PR R e e
.

- R R e (SR B [ PRy B
i

- I R, AR (R R TR RN R
B i

- I TR R SRS T R PR S|
E=

- I TR PR PR SRR (T TR PR
i

- I R R el IReee [ e T
P



| 5kydd4d3p3r50nnumm3rS3K3L19 - Pastebin.com , 2013-03-26 13:31 diarienr: 0201-K81864-12

RN o s [ ] b o Linlinie ] ndeiitnd S |
ERE

o N | oot | | i g i o [l i bt i Wi
(EIERE

R ;s i (R e e Toleadan| ikt
[

o N D ] | IR [T [ b |
oo

- s ] R [ R T RS e |
Fi

- R e e e [ R [ e
5

- N G [ O PR R (TR e |
R

- T e R PR BT (Sl [ RRReTE R
(S

- I T PR Pl R IR e R
.

- I Ee: S T B PR S R
[

- N R PSR SR R G (e R
R

- N R e IR RSO SRR (R PR |
(R

- I Rt R R TR R SR B
[T

- NS Fee (SRR RIS WY (R (RO [T
7|

- R R R R PRt e [ TR (e |
T

- R PR e (RIS R (ShPAnY | AR RO |
I

R R U RN ) PERIN O [T |
I

- T PR (RS N [ ey (SRR B
R

- R e G [ R | i [ DR
[ |

- R, e ] R R [ Gl | [ R |
e

- R (S | R RN W | o [T RS |
[

- N e [aomen PRINNREN e e [siesiciing [ReesEe
Er T

- R Preston i | el [N R [ il i Pritlaio)
(|

- N it Eerited PR bR | [0 LR PR
[

B e R B B |
U

- TR R (TR (SR WG | PRl SRR
[ |

- I GG [ (R R Rt | . D
... o

- I R e e e [ (R R
(RN

- I R e SRR R e R RO
[

B R T g I T e
e

- R PR e e AT [T (VR [T
|

- I e [ R R e [RNESE (R
T

- I P (R RN NI PR R R
B v o0

- I R TR i, I AR e P
[

- R PR [P ORI (R (YR MO |
i

- I T (TR i PO DR [ REERT
(R

64



| 5kydd4d3p3r50nnumm3rS3K3L19 - Pastebin.com , 2013-03-26 13:31 diarienr: 0201-K81864-12

RN | it e e | BRI |Gl hos il Lkt Lt
£

o il | i i b bS] | bbbl
Eo

R ] GRS i i | i [ G [
B

R R e i ke S BERSeR| [S
e

N e R e e ) e R
G

- R e BRI el [ Sanat [ s eEE
R

- R e R [T [ R Rt e |
R

- I SRR, R T FOR AR (R R
R

- I TSR AR EST R D (e R
[

- RN PR P [ A e S R
B

- I e T P, R [ [T PR |
[

- R (R B IR (SRR [P [
EER

- I RG] e ERAm PR SRR R e
[

- R S (R A (R (RS [ e |
-

- R TR R N R e ) R
[

- T R R [T RS EReR [N (PR
[

- O P ST [ e SRR [ SR
(SRS

- R R GRS R R SRy (SRR
[

- IR s R | [P [ FReieants [ R R
Coi

- N e e [ EE R [ e TR
(R

- N R Rk | e ANRERRG RS LR R
(R

- RN e R (R MR [eaee feodas B
[

R S ke | ety [oRERRER: WSS [ e S |
[

B R
B

R e ] B | B ] R
EeE

- N R R [l (R [ [ R RO
.

- N SR M [ R R NS [ |
[

- I R R e SR RS i e
[

- N SR SRR R PR PR [
[

N orinnss, reimsite: [ s e brsiiorona [ounimen: pesii.
B0

- IR EERRR PR e R PP PR R
e

- I R, R SR R (R R R
R

- T PR RS e (e T (R e’
e

- S R TR RS (e (e (R AR
(EEEE

- N AT T SR R MR e e
o

- IR rEreews [EREOT FERveT NPT e IR R
e

65



5kydd4d3p3r50nnumm3rS3K3L19 - Pastebin.com , 2013-03-26 13:31 diarienr: 0201-K81864-12

RS | G ey hawied e Pt e v ] s NG |t [l |
|

N || e Vst e | i || R [l
[

- R - el [l i | it | el iR |
| S

- R e (R LB R e B G DR |
[

B e R S R T I R
B

- N ol (SR Dl ol e R [ R e
e |

- N ] e | i n e R PR e
B

- N S R B R R [ (R |
(A

- I EhET P R e AR e e
B

- N G PR (AR SR e (R (RN |
[

- N FrEReT PR R RO T e NN
[

- N e TR P R e PR e
B

- I e e ERR, NS AR A (e |
RS

- N e R ) SR e ) [ s
20 7l

- R PR R [ (e (R R (SR |
T

R R RN [ (S FRRE [IRREID R
i

- [ [ (SN [ [T e [eon Ry |
e

- R R RN [T [, (RS RN [ |
(e

e G S R T R O P
T

- N (R L [ et R [T [
E

- R e PR |6 R R R R [ |
R

- R [ S e | [ ORISR (e [
E7

- R s [ [ il [RRAGET ([ Rlie : [ |
EE

- R e | e | [ [RROSeR. R [ b
(T

R e b [ | o i [ ] PRRRND| [aisriic: [wa |
S

- R [ R [ [ e R RS, [
R

I R R e ATEROR R PR e
GRS

- S T . [ s . P e
£

- N A GO R SR RS IR (e
DR

S v onitispeie: i, et e koo tror, s,
[

- I R RS RN (SR R [T R
L

- N R e R T R R T
s

- I R R [WRRRN PRSI [T R [
e

- I e S Ay USRS [ [
£ R

- I G R (R R SRR e e
B

- I R RS B Feee PR R R
(-

66



| 5kydd4d3p3r50nnumm3rS3K3L19 - Pastebin.com , 2013-03-26 13:31 diarienr: 0201-K81§§§-ﬁ12

RS s ] SR | (WA [ TR i s [l |
(R

I Gl i [ REG [eaiaies [ b A R
L

N e R [ R e [ e e P
G

R s R (| s ) R S | i) R
[

- N S B e it R R e |
I

- N (s | i RS PO (el |t Ry
R |

- I s bl Ry [ [iebiaioR i R
-

- N e RERRGRS e MRy RS [ (SRR
T

- R R RN R R | [ R e
[

- I R SR TR e R N P
|

- N R R FeR RO (T R R
[

- I EFEEE R ENGG O e RN N
T

- N RS e PR e e [ e
A

- N e R R PR (ST PR e
.

- N i PaeERrey Esete: Perater) e RS ERGRTT
(S

- N P e e N [ RO R |
B

- I R R SR R IR e R
BT

- N e (e AR [N [N G [
B S

- R (s e L (sl [T R [t
T

- N e R RN R PR Rt ISR
e

- N s R TSR TR e |G GRS [
[

- R e | R (e e [ (st |
EL

N [ R NS R [l i (SR
[

- R s (R e RS0 [l Ve R
.

B T T L T e R
T

- R RS R PR [ e (R e
B

- N e RGN RN W R RO [
A

- N e . RS R e RS [
—

- N R R PR e e R (R
A

B S e S e
o

- I S R e [ e e e
B o

- I T (R R RS R P B
i

- IR FESSS R O R (SR R e
T

- I T PR [T e RS RN P
S

- I Y T T T [P R MR
i

- T R O R BT P R e
P

67



‘ 5kydd4d3p3r50nnumm3rS3K3L19 - Pastebin.com , 2013-03-26 13:31 diarienr: 0201-K81864-12

R oo it o) [ ) e i ! ] LR |
Fre <

N i) e, VT Wit ) 0 e s | | R |
B

TN oo s ] bl | o] [«
TS

- R e R R R R ] RO s (R |
[

- I e i TR [ HERRG |aR R |
B

- I i [l [ W R [ A ] [MeR G Rl
(R

- N (e [ AR FREeh e et | ARG IR
(R

- T G o) (PR R [T R PR |
I

- I T [N RS R [T R R |
[

- TR (SRS R A, [ ) R [ |
R |

- I PR R R, R R [ (R
R |

- G R (A R WS [T R ISR |
[

- I R MR IR RS R TR R |
[

- N AR [RSRTOR PO (SRR MR [ RS
R

- R e AT RReeT AR |TEVEER (R R
T

- N R e PR (ARG [ [ R
L

- [N R [ AR B TR R (A
(R

- I PR [ R e R (SRR e
(RSt

- N (e [ ek R e [T e (e |
E

- R (ol [ IR BRI [ e (e
R

- R i (A [ (SR e [ RN R
(e

- N [ | i PRISRSIEE IR ST e (e |
| S

R o ] RIS KRR [ Ak | | S [
LA

R [Pl - o) R ROk | [ ek e PRI
[

N e [ i | [t [ adlinon: | smigR KR
Bol oo

- T G | ) R TR [ [ [P |
[

- D G o N RS [ BN S AR
[

- N e [ A N e AR PR
(.

- I SR (M R TR S (e R
|

- I omiericrsoco ot Ineieiien i [roedomen e roibiniien [owdidien
(R

- I AT R R R e [N BPRRY
LA

- N PR (R N FROR; R R RS
B il

- I CEER (e PR SIS AT R RO
R

- I [T [ FE) AR e PR BRI
Et o

- I Y A [ e R e R
Bt

- I TR (TR R (e e [ |
il

68



5kydd4d3p3r50nnumma3rS3K3L19 - Pastebin.com , 2013-03-26 13:31 diarienr: 0201-K81864-12

R | e s | SR el [FB e il | LRG|
e

T [ i e S s SRR SR |
R

N e R el el e e il RRRTR G e
[t

R e i (SR R e e RS
= e

- I ecnes [ i s VidSesloy) biSThey | et T
S

- IR s REEERG ey [ty | ARy e (et
EEEE

R S SR e R, (BR[|
B

- IR P (R [t R R (SR |
(R

- IS T R (DR (RIS B ey R |
(R

- IR RS R [ N (R e [
S

- I T T [ R PR SRS R
[

- I RS T [ SR (RS (SRS e
R

- N PR SN [ e (S [ (|
E

- N R R (e, R, R [ e
A

- N P [y (G RS (FRaRRan [ R
B

- R RS e [ [ [ [ [
[

- TN SR R [ PR (SR FRE (ST
(R

- R R TR [ e TR [T
R

- N PR RS [ | (BRI | s | SR
B

- N e e | [CORe PR B (SO RS
(AR

R R e | R R, SR [FEE, [
(R

- I R G| e DRSBTS AT e | ol |
[

- R A e | i e ek s [RiReG
s o

T e SR | R e aieest [ SR
(S

- NN e i | [ ar e [aRGRe [RRR | [ e [
(R

- R R R e e e T (R R
[

- I R R [y RN BT RS R
.

- I SRS RS i e PR [ R
R

B R | S
B

=2 [ I D N
AR

=7 [ I I N R B
| SR

=2 [ I N D B
[T

= ! | ] ] |
[

B s ] B | —— ——
B

= ! 1 1 | I |
s

=2 [ I I B S D S
"

69



; 5kydd4d3p3r50nnumm3rS3K3L19 - Pastebin.com , 2013-03-26 13:31 diarienr: 0201-K81864-12

R |t PR e e i e ] il i el e |
e

- R |- o] b [kt | il e [ ] RO,
R

o R | | ARER ] (e bt i | e e
S

- R ] DR i e ] b R el ] R
7

- N ) R [ (e [N e T
(R

- I e et e WaReene) ) RS RS
[

- R et R R [FIEER [Tt [Batdines ] HRERET |
L

- RS e R PR e R R R
T

- I T R e e Rl (R PR |
E5T

- I [ PR PRGN R e PR e
R

- I R N TR R (R P
R

- I e R M IR R T Ry
E i

- N PR RSN RN PR R FAani] e
Eri

- N ARG FAR A [ A e PR
s

- N TG PR (RRETORR e R PR | (e
BT

- R V) PR ) R R, [ e (e
[

- R e RN MR R R R [
B

- N TR RO SR (SRR S e R
(e

- R | R N e [ SRR« T PRI
E

- R e PR [T R (R el [
[

- R [T PR e i, PR TR e
(o

- R ot R (s [Tk (e it [eiealy
[

- T [ e e | [l [ b (R, e v A
G

- Y [ vt | DR [ | | Tkt e (1o S el
Care. |

- R [ s | oo 9 [cali SR (b e [crei i | | FasBot.
B

- P R R e R POk |
[

- N (R bR | S [ TR HART [REe
B

- N N ) (R (R e FRR T
CO

- I TR R PR (R AR (RN R
(PN

B Y LR e
T

- I R R (Rt RO SRR IR (TR
B

- N SR, FRORR) (R CIRa R PR (TR
e

- N TR T R (R R R [
e

& ! ! ! | | |
CEEER

- ! ! ! | 1 | |
TSR

& ! ! 1 | ] |

70



5kydd4d3p3r50nnumm3rS3K3L19 - Pastebin.com , 2013-03-26 13:31 diarienr: 0201-K81864-12

G i basiblied] [alisiain s [k ol [ s bl sl |
[

| | s (R | U | e bt e
R

R e R Wi e | iaddng s aasRd L
e

- R s RGN RN R T [ Ll bl LaRl |
Err

- R e | MR S P | PR R
s

- I et e e [ et [ e el
.,

- I (e ey e i (S TR BT
B

- I e RS G RE Y [ SRIERE MR
E—

- I R R R [T R PR [T
k. T

- IR PR AR R R (R PR e
.

- I S (PO SRR PRI (TR PR R
[

- I P PRt NN [ e PR e
e

- I G (PR e e EEaeear [t e
o

- I R e RN PR [EPRERT [ e
G

- RN PR (R R (AT [T et P
[

- R R TR RS (RO [T (AT [
[

- R TG (RN RN [T [T PR PR
Eo T

- N TR [ R [ (e (RS PR
R

- R s BRI [t [Weaee NEEERET R
I

- R S R SR RERT e R [
R

- R e | SRR s i (SRR LR
g

- T et P R e e (e el
E

- R e R R Natne v [ | RS |
EC T

B EE TR e S R ] Y e
s

- N | | e B, Wity e [EBRRERRT lriiikin: |
EEET

- R e PRI RN SR iy RENRRS REEET
B s

- D G | R St (TR RO R
£

- I EE A e [ LR PRREREC R
[

- N G R R [T R [ D
R

o R e e i oo [t it Dot
.

- T T R S e [P PR e
LS

- N T A R R M e R
AR

- I N R M PR R PR, PR
(R

- I U e S PR SRR (SR
N

- N PR R T e (e SR [ERTeEY
s

- I R TR ST PN [ (SR [T
P

71



5kydd4d3p3r50nnumma3rS3K3L19 - Pastebin.com , 2013-03-26 13:31 diarienr: 0201-K81864-12

N | e (G, e i Dbl i
G

- O | (RS bl e |t Vel LR
o

R el s Rk, RRREGG! [ ipinile: e Ginls BRI
o

- DN T AT M e bl s | T
(. |

- N e R e . ] (R ET RERR: (R |
s

- N (] (AR, el R [ e e ]
G

- N G ek R [T et BTG AT
(R

- N e i AR, R e e e |
B

- N ) e TR Tete R e (R
E T

- I e SRRy e SRR e (R [N
(|

- N e P NN R [RRI PR e
(T

- N R T NG R [ e e |
£

- N e R A e v T PR TR |
(SRR

- N SR R B | [T [P R
T

- IR e [ RN (O [T P (RN |
M

- N [ | (TR [ NERNOT [REeRe (IRER
i

- R [ e ) T TN [ e
[ '

N | (R RN MR SRR e DR
DERE

- R e (G (SRR BRI [ e R
B0

R (o | e AR, RN i (S [
ET T

- R e | i R, WG [T [ PR
v o

- IR o i (SRR e [ B8 e R |
| S

- R vt | oSt S i [k [ R
.

R e |G RGO (SRR Lty [ieiicies [RRRG
T

N v o e e W st v e [
(R

R e | | R [ RS AR
B e

- R Ereii | |Gauiae RIS FRND [kt SRR R
.

- N R R [ e e e, [
...

- I R SR R R (T (e R
I

- R s s onovein] visaiting) (et |- |radot oatiome::.
s

- N R [T T R e Fe RRART
e

- N S R [ R R RS BT
R

- I PR (R R T (R R T
RS

- I FreverTEN (HETSRRG SRR (R NS (R PN
N

- N e e (R PN RNReT IO BT
e

- N R CRraR (R TR DT R IR
(——

72



5kydd4d3p3r50nnumm3rS3K3L19 - Pastebin.com , 2013-03-26 13:31 diarienr: 0201-K81864-12

RS iy Ll [ SRR A L el LRG| Ll | [iiai |
e S

R | e s ] e Gl v [ e | AR |
SR

- R i i [t BBt v b Tl [NNRERT
EEEE

R s e el RS L [ s
T

- R e enie] i) BRSNS (BR[| AR
RS

- R o PR [ Rk | (RS i) e |
R

- e s (e R Bien. RN R
£

- I e R ) R SARRr SRR PR
CERRRE

- R PR R (SRR et (e [ e
[ |

- S R S (TRt R, e TR R
i

- R A (R ST R [T [FRRR R |
B T

- I (RN [ ) R P Fey e
(i

- I R (S R DR RO (G B |
B e

- I CrR R (SRR RRReS (v [rReE e |
[

- IR RS [REEGeT [ PR WERRREY | duse FReet
A

- T R e R RS PR e R |
|

- R e RO R S R [T o |
E

- R TR R (e R PR R TR
e G

- R et o | [, Ve e | [ R |
(e

- RN T | e S | R [ - [ [
[

- N SR e R R [RGB P e | [T (BTN
I |

- RN Eee e R GBI s | iR [T
B

- R BT e i o] RS [ ot e |
EnEire

- N hEiaies [Sdeion | [tk RO PiTae - [anil . [
T

- N i (i | ) iRl ke s i |
[

- N R | | e | [ ISR [T e |
(o

- O S Rk RS SN R [ waes FRRR
[

- I R [ e R R S R
[

- I FER Pt | oRs RN BT SR e
B

- IR ovimtncning: biessener b eiotivg: it (st re i ee o
R

- N e [ [ R WEERET [T R
LA

- N TR R [ AR N TR e
e A

- I RS [ReE TS [ M RN SR
[

- I AT (R (RN e e ot [
(ST

- IS R e e BReer SR P
e

- I e T PURDYNE (e R PR (R |
e

73



5kydd4d3p3r50nnumm3rS3K3L19 - Pastebin.com , 2013-03-26 13:31 diarienr: 0201-K81864-12

N e R e | Wi | bl [ [diinadilie, |
| B

O | e [ PR i e e | S e e
|

R RS Eaiel e o ik (Sl G
Ehr i

- N [ R [l S i P R
[

- R e AR [t R i e R
(SR

N (et e o RO [ | [ [ |
B

- I s (i [ [eiAsa] RN [ [
[

- I S [ e, i [l ) [P |
s

- R R e R (R (PR (R e
R

- N R R O R [ R0 e [
N

- I R R (G PR R PORRn | RN
R

- N D e (SR R (R RO P
S

- N e ERR G W PO (R SRRy
T

- R AR R RS v [ R [
[

- N e RS | PR [OORNRE 1 [EenR | [N
E T

- P R PR [ (R s (S|
£

- N R RN (G (e (R [ [P
P

- R R R [T RaERin RN R (SRR
[

R (R [ [T e | S (B P R [ |
B

N SRR R |G S MR | | e [ TR
Ei o

B N e T T ] T
(A |

R G R [t PiEeten DR e | e
U

R (b R | SD R, s b [
BT

R [ [ [ e e e [
[

- R [ ReR | Skt i) el (il [onuiey
[T

N R (R R [ [RRSE, R [
B

N [ R T (R R [ e
ERE |

- I N R e (PR R e R
(D

- R R IR (G e ey (R B PR,
e

R T e T R
g

- I RS R [ (e D R e
L.

- I SR R AR R PR, [T PR
(B

- IS RS SR SRR R R R (R
[

- I PR (SRR [ R (R R [
[

- I TR T e PR D PR [
(s

- I e GRS DOV N IR PR
C—



5kydd4d3p3r50nnumma3rS3K3L19 - Pastebin.com , 2013-03-26 13:31 diarienr: 0201-K81864-12

N | s e beienn) e | Vi i sl | | e |
——

N [ (e [ (SR e G [l | |l |
R

R e G| i) RG] (SR |
o e

R e e il | D | e [RGB |
[

R R S s SR R [
E

- I i [RRRRGRS Ut et RN DR P |
BT

- R e R, i PRl (il d Res | R |
B

- N e R R R e R A |
B

- R FESTET TR F) e [FRa R (e |
|

- I R R R (AR s [ PR SRR |
.

- I e (SRR RN PR [ P PR
B

- I R e (TR PR RO e R
£ o

- I et Mt ISR R RO IR e
T

- R [T O (e e PR [, o |
=

- HEE (et RN A (SRR [EGRR RIS FRRRE
T

- R ST i RS BT PRRTR R R
[

- N e TR TR (R T e R |
.

- R SR e R AR O e [y
[

R | [ [ | [ | DR (S|
T T

| R PR e [ R TR
AR

|| ok e [ [ AT (e [ |
S

R | (SRR (RN || | b RS e |
o

| R, R [ e | [ R SR [T |
E

R [ v [ SRR (SR et | (R e
e

- R s e e | g s e |me i |
T

- R [ R [ [ i R [
[

- N R R [T R R, (e PR |
i L

- I T (R RS R R T R
i

s ! 1 _______________________________|
N

7 [ I D D
(R

7 [ I I N
.

7+ I I I D D
T

7> [ I I D D R A
B

s ! 1 ' ! | | |
EEEEE

- N D [ [ [ T
s

7. I I I I

75



5kydd4d3p3r50nnumm3rS3K3L19 - Pastebin.com , 2013-03-26 13:31 diarienr: 0201-K81864-12

- R | ARG Ve e el hdiiana ) bt iRt |
.

R | e it | SRR et [ | AT I |
B

- Y |, [ ) Al (bl T [l B [l [
[ |

- R e TR (el ARG [RlTe ] Lndail] iRt
s |

- T e R (i Sl ) [ (e |
e

IR (e (S [P, bt | ] (SR [ |
0

- I SRR AR e e (R R e
£

- T R R (T R Y P (R
(.

- I R PSR [ R e (R B
F

- I R PR SRR R R [ R |
[

- I S R R R W R
Ei T

- I ) SR MR (e R (R [ |
o

- I TR IR (R RS R PR e |
P

- I T [ (SR SRR [T (R (R |
(e

- N PR s DR R R [eeeR R |
(S

- N (R R TR R [ e (PR |
[

- N PR ORI R [ S [ [
(PR

- N E e e [ | R [T B
[

- N (SR | i R, PRI (R | [ T s |
[

- I, R [ v [ R [P [N MR |
(S

- N [ et BARG e [ EO | MR e
s

- R | | (RIS [T R [ [
[

- R i [t e, i i [, [ st |
[

- R ione et | [t i TR [ R
D

- R s [ ot e [raeniing | Shincien e [haiedidll fdace
[ |

- I, (R [ [ N [ [ [
(|

- I R R R RG] [ [ R
(e

- N SRR ) (e RER e, RO IR
RN

- I T R e e e, (R AR |
E. .

- R cene s oo [t | meteasn bosnating e piger
E. 2

- I R TR P MR PRahn (e BT
LR

- I FEER e [ e (R I N
(e

- I T ) (AR e RN e R
o il

- I R TR AN (e [TRRrReR (o [
[EEEE

- I SR R R DN R TN RS
E-r

- I T R [ SRR [FERE R |
(—

76



5kydd4d3p3r50nnumm3rS3K3L19 - Pastebin.com , 2013-03-26 13:31 diarienr: 0201-K81864-12

R | i [ L o e R [ b |l ) Lol
e o

N R R e
LSS

R s (Rl | S b e it | e [l ]
EEEE

- I ) s R e ST et R |
[ |

- R i (el [Wieeen Y PO it o | heiein ] ATTRIR |
G

- I e R (SRR i e e (R
T

- IR (s (R (R (e ntetat] el [ERRGT |
([

- I T e R BRESR PR T (SRR |
BT

- I AR R (P, R [P o [y R
[

- I R R (VR PR R [ R
B v

- I PR (R e PRGN Pty [Pnaniey e
e

- N P e [ SRR PR e e
o

- N S RO ) e MR (R R
N

- N PR e R RN ARG (AR e
[

- N e G (RN R PR [T R
B N

- N e eERERS [E R R e [ R
[

- N ST R PRGENES e (Wi [N [
R

R SRR R [ R [ | R PR
(e

- R GG [t R RSE RS [ SR AR [ |
BT T

- R FERGs | e R BRI P [(RRER R
[

N e P [ e [ [, PORReRe|
Eo o

- N e e il el e e ke e
[

- N e [ [t eI Paon [ U b |
[

- R s (OURG |k PR it |[Heldeen ERIRRS
[T

- R S| [ | [ R i || e R BRRREE |
L R

- IR SR e N B TR [T [
B o

- N R FORe [ SRR R R PR
R

- I e e T e T [T e
[

- I S R [ R [ (SRR PR
B . 3

B ] s e
[

- S ) SO RO MRS e e e
o

- I PR PR e R RN AN [
CEE

- I R R R N e (AR PR
(e

- I RN R P R PR (N S
[

- I RS FERER RO [ NesReey Ty Ry
(EE

- I G e R R e RO O
F—

7



' 5kydd4d3p3r50nnumm3rS3K3L19 - Pastebin.com , 2013-03-26 13:31 diarienr: 0201-K81864-12

R ot | b ! bl e e b | i il |
e

R | d Lt o] Lt b disiio . | s VP i |
R

- R ] (DR it Beie [ bkl R S
R

- R G G i (B T i) [ R
T

- N ) R e il BRI [SERe e
i o

- I R R e et R s Te [
(|

- I . e e e R St e
T

- N R SRR e R FESSR bR BRI
I

- R e R (R T [T e
(o

- I R IR e R AR SR R
[ |

- I T PRSER DR ERRE R R RIS
[T

- I R o P R R [ (.
e

- T R R RO SRR R AR RN
R

- RN PR RN ) FEE B R ERRT
B

- I (R (R (ORISR BRSSO RSe[|
B

- R R R R (ERE) SR S R
P

- R e P ST e SRS [fe e
E:E

- TN P SRR (AR R R e [
[

- R | R, [ SR (R [T [ |
(R

- TR R AN IR e BR[O [T
B

- R [ R [FTRR R R SRR [t | [
£ e

- R R R [ e [BSR | TRe [
D |

- EEEEIE (ke S |t bR i [oiliie . [
B 1

BT R E R R P I ) K v T TR
(PR

- R (e iiein AR | [l (SRt i | s i [
[

- I RS R R R T PR e
e

s [ I D S
. el

- 00 ! ! | 1 |
P

soo- [ I N D R
R,

== [ I I D D R
[

- SR e
| P

e 1 7 1 ] |
0

s I I N S N
s

s=+. I I N B N
B

= ! 1 1 | |
e

= ! 1 I | |
il

78



5kydd4d3p3r50nnumm3rS3K3L19 - Pastebin.com , 2013-03-26 13:31 diarienr: 0201-K81864-12

- B | RN i i [ e (et | i |
o e

O | oo Dol T SRR G il i |
R

- I e [ER |l [ (R e st s (b
R

- R i el el R ey [T SRR
[

- N s iR el WS Wi s NsteRE
b

R G ) e e TR, [ e |
i

. E e S T ] R e
EL 0

- I e [ (e N PSR R RSt |
.

- R e R R R e |
e

- I e [ ) v PR FERRTR R
[ |

- I R R PSR e AR FIRORRe e |
BT

- N e R S e e AR [P
[

- R e e R SRR R e [T
i

- TR RO R R FeTe el e R |
(BEEE

- R e e e Fiereeen (e | R MRS |
el

- R (ST PR R [T [ PR T |
i o

© N RT [SG [SSR [SRrs [ [RSIIRR, PR
b

- R (O [ [T TR R R [ |
[

R e SRR [ e ERERER s
(B

- N T [ PR | e R R
[

RS S T | B T B
e

- R (i ay [ S| | ) R [ [
R

R e e Bielen e | (SR T S
|

R e R e (S [ e [endiod
[

R e [l SRR [0 ol R e i b |
G

R | R NS O (. R [
R

- IR e [ R [PRCT e R i
T

- R T [ R BN R R [P
[

== [ I N
("

s 0 1 _______________________________|
o o

s=7- [ I I I A
|

B U e e —
B R

s ! ! 1 | | |
[

& 1 ! | | |
.

s ! | | |

e ! 1 1 | | |

79



5kydd4d3p3r50nnumm3rS3K3L19 - Pastebin.com , 2013-03-26 13:31 diarienr: 0201-K81864-12

R | o] B Ll e ot ] Loy e (iRl
AR

- | i | | ] A i bl ) i) [l |
i

- DR o i Laimiel) Vel v e LiilsRia Beddines
e

- I (R [ LR D et iU | R R
.

- N G | SR | R e e bt [ R R
i

- R e [N RSN e it [Raiady] (SRR |
[T |

- N s e R ] [t [ e |
|

N R e ) e e R L e R T
o

- N R [y A M| PR e [
L e

- R R [ PR [N (A PR R
Fe s

- I [ROR. [ R R (RO R e
DR

- IR (s (RS R (et [FRSRREA PO R |
(R

- IR (FRSORA (SreET (SR R RRREORT, RN R
e

- I eV e | SR R (SRR RN R |
[

- N (v ) [P0 VRN | [TACIRee SRR (PR
e

- T [ | | S R | [ DR R |
B2

- S [ () (N (A [(FrraRee [ [
[

- I R | TR e e [ DT R (AR |
i R

R [ | R PR [t etk [SRRTRR (BT |
-

- RN R | AR R | | iy [ IR
R

- R [ E ) | R (R || ] R
(T

- B o e R SRR R A (RO DGR
L |

- R (e [l (RO, [Nt [esseiind RN, (RN |
621 T

- R [ e R o | R OO R |
(s

R v [ it Bk sl | i (S [RRERR |
[

N [T | (AR AR e PR R
T

N i | R [ R R R
R

- IS e R (R e | TR PR T
i

- I G | R [ (e D PR
(T

- IR oo e IO ki | Coniaos) ORI st
T

- I (A (RO A R RS R P
A

- ! 1 1 I | | |
i

2. [ I B D E——
(R

«2¢. [ I B B E——
CHSSEET

=7 [ I N R S
Ei v

=2¢. [ I N Y A
el

80



5kydd4d3p3r50nnumm3rS3K3L19 - Pastebin.com , 2013-03-26 13:31 diarienr: 0201-K81864-12

N | S | sl ] il i [t
T

N | | RN [T, i [ RS
[

R o AR N S e [ TR R
e

R G R i el R VSRS, | R
[ |

- I e [N RGN ERG e (SRR e
RS -

B e B e
o

- T G AR R R [ e R ol (R
B

- I e R AT G R AR R |
BT

- I R e IR RN T RS R |
R |

- N T | (R A R PR P |
[ |

- N O RO R N [ PR [
T

- N R e [T G Ty [N e
|

- N PR PR PR R [T et
2

- N R | PR [ e (e, [
T

- R R (S RN R (TGN (e e
(o

- N RN TR R M ERIE [V D
[

R PR [T [ e (e [P PR
(SRS

- RN T [ PR RO | R e
(A

- N e [ T R [ o [ (e
[

- N T [ | PR R [ e
(o

- R EhRe e [ aeii R [ ok [N R
B

- R et pis i (SR PRI Pavien [Pt SRRt
(T

R T ] ok s PO [ i el [T PR |
[

- N i v G [l RO [ | vl PR
[P

B Y R S N R D N
| SR, |

- N FRRSRT SR [ [ [ . [ |
(i

- R G [ TRt AR (S | i R
[

- I (SR . R R R e e |
[P

- I R (RN DR SRR SRl (SR R
[

R e || et peniem: imiins: S soo (S, M,
B L

- I e R PR @GS PR S e
L

- S ERREST (FRERe (R MR (R [ [P
s

- DR FEER R PR T R PR
(R

- ! 1 1 | |
CESE

- | | | |
(EEEE

s ! 1 | 1 | |
FE—

81



5kydd4d3p3r50nnumma3rS3K3L19 - Pastebin.com , 2013-03-26 13:31 diarienr: 0201-K81864-12 T

82

R, s e |l e | SR | s S R |
S

- R e i B il ) | B b e R
[N

- R G nre] SR [sbesiias! e | DRI (Ll IRRERES
GRS

- NN oG, el ONRER G [Sieiate) i WS ISR |
[

IR e O N R N | B | BRI e
(e

- R R A [ RS R (Rl R
[

- N e G (R R el R B
e

- I R TR iR PR e (R (R
0

- I R A (R e e e PO |
[

- I RO (R e RS (R e AR
[

- I Y R (R R R [ [
[

- R EEeE iR [ RS RO e,
£ 5

- I e R AT ORI IR R R
(R

- R PR e R e (NN e R
T

- AR e TR (AR R PR (SRR SRR
[

- TR PR (R PRt TR (R | TG [
i

- I R R [ R AR TR [
£

- RN R (SRR PO ST IR R PO
[CEPRRT

- R Ao [T [ e (PR [ iR
o

- R PR [ [ A oM (R, [ e
[

- R e R | i AR R | e (R
[

- RN e SEea [ ] AR | (R [l | it
(R

e R R e T R e e R
o

- R | (SR |3 R AR [ i e |
[

- R e (sl | s T RN A i LR
LT

- T R R [TOR R [ R (BANSE DR
[

- R | SRR PR [ [P e [ e [ R
(.

- R U R | R (R FRRERT RN R
(R

- R SR Rae S R R (e (RO
e

R i et il DRl el e i [aitfai,
CIR—

- I RS BN [ONa SR BT ORI (R
R

- S RN R R R R (R PR
(SRR

- I EEERE: GRS PN [N R PN TR
(T

- 1 1 | |
T

-« ! 1 _____________________| |
([

s 1 ! ] | |



5kydd4d3p3r50nnumm3rS3K3L19 - Pastebin.com , 2013-03-26 13:31 diarienr: 0201-K81864-12

R e [ |t i Libbieies | leoidinge | bR
B

o N R ety | (S D | SR i || SRS
ST

R e el el e cule! |iRtion | ol RIS
EE

R L RS [FREE e el | LR R
T

- R TG R Lt [ | i [ Pea el
"

- I s R (AR P SR [ e
B

I e R | S R LRSS [ e R
S

- I T SRR [ [k R [ [ |
|

- I S R N R [ i) (e |
e |

- I R e PenaRee: [Gmae oty Raaeng o) PR ||
——

RAW Paste Data create a new version of this paste

Pastebin.com Tools & Applications

Windows Firefox Chrome i0S WebOS Android Mac Opera Clickto UNIX WinPhone

create new paste | api | trends | users | faq | tools | domains center | privacy | contact | stats | go pro
Follow us: pastebin on facebook | pastebin on twitter | pastebin in the news
Some friends: hostlogr | tinysubs | urlspy | fileshut

Pastebin v3.1 rendered in: 0.023 seconds



Intyg Skatteverkets verifiering av filinnehall, 2013-03-19 12:19 diarienr: 0201-K81864-12 |
21 DKAULEVETKEL 1(1) 84

INTYG
Anders Kylesten Datum Dnr
010-574 85 42 2012-03-31 131 231012-12/113

Polismyndigheten i Stockholms 1dn
106 75 STOCKHOLM

Verifiering av filinnehall

Detta intygande avser jdmforelsen mellan tva filer och deras innehall.

Fil 1 (i utredningen betecknad som 2007-filen) uppges ha kopierats frén foretaget.
Filen innehéller verkliga svenska personnummer. Antalet personnummer i filen ar
10.703.

Fil 2 (i utredningen kallad 9.000-filen) &r den fil som utredningen fann pa Internet
den 30 mars 2012 med adressen pastebin.com/K5q2N270. Aven denna fil
innehaller verkliga svenska personnummer. Antalet personnummer i filen ar
9.090.

En jdmforelse mellan filernas innehall ger foljande resultat:
9.004 unika personnummer aterfinns i bagge filerna.

Fil 1 innehéller 1.699 unika personnummer som saknas i fil 2.
Fil 2 innehiller 86 unika personnummer som saknas i fil 1.

Analysen av filerna har gjorts av personal vid Skatteverkets sékerhetsstab.
" y

Anders yleste;
Sékerhetschef

www.skatteverket.se
Postadress Skatteupplysningen, telefon E-postadress
171 94 Solna 0771-567 567 huvudkontoret@skatteverket.se
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§ POIIsen Datum
Polismyndigheten i Stockholms I&n 2012-07-05
LénSkriminalpOlisanelningen Diarienr (aberopas vid korresp)
IT-forensiska sektionen 0201-K81864-12

Joakim Persson
IT-forensiker

Skyddade personuppgifter i betalningsunderlag tillhorande
Infotorg

I datorn med beslagsnummer 2012-0201-BG10221-19 tillhérande Mathias
Gustafsson patrdffades data som fér antas vara betalningshistorik for tjinsten
Infotorg. Datat patrdffades i det som betecknas som oallokerat utrymme, det
vill sdga att det 4r data som har lagrats i filer pa datorn men att filerna raderats,
antingen for att de endast lagrats temporért av systemet eller for att de tagits
bort av anvéndaren.

Totalt patraffades 2 364 289 rader med betalningsunderlag varav 2 348 529 ar
unika rader. Bland dessa patraffades 10 783 unika rader som innehéller skyd-
dade personuppgifter enligt uppgift frin Skatteverket per den 4 maj 2012.

Av dessa innehaller 205 unika rader med tydliga adressuppgifter, gatunamn
och i flertalet fall gatunummer, postnummer och postort.

Utover dessa finns 487 unika rader som innehéller delar av adressuppgifter
och dir man mer eller mindre skulle kunna lokalisera personen genom att
pussla ihop uppgifter.

Joakim Persson

Tel: 010-56 366 34, 0733-31 51 61
joakim.persson@polisen.se
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Jamforelse av skyddade personummer.

Polismyndighet
Stockholms ldn

86

Signerad av

Signerad datum

Enhet Diarienr

LU/IT IT-forensisk sektion 0201-K81864-12
Uppgiftsldmnare Datum Tid

Stéenmark, John G 2013-01-29 15:54

Beslag verkstallt Material fér analys

Nej Nej

Mottaget Mottaget datum Tid

Satt pa vilket uppgift lamnats

Upprattad av
John G Stéenmark

Uppgiften avser
Jamforelse av skyddade personummer.

Uppgift

En jamforelse har gjorts mellan féljande material:

10464 personnummer som patraffats pa oallokerat omrade pa beslagspunkten
2012-0201-BG10221-19.

10464 personummer i filen E484.DAF1496.SKYDDADE.READREAD pé material frén

Ubuntu One. (Personnummerna matchar exakt med beslagspunkten
2012-0201-BG10221-19)

9092 personnummer som lagts ut pa Pastebin.

12665 skyddade personnummer fran 2012 fran Skatteverket.

Beslagspunkten 2012-0201-BG10221-19 jamfort mot Pastebin: 6711 personummer matchar.

Beslagspunkten 2012-0201-BG10221-19 jamfort mot Skatteverket: 2784 personnummer

matchar.

Skatteverket jamfort mot Pastebin: 2940 personnummer matchar.
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94.234.170.41

LJUNGHALLSGARDEN 4 A LGH 1002

TIMMERMANSVAGEN 6 A LGH 1203 LUDVIKA SVERIGE SKOGSRUNDAN 1
LUDVIKA SVERIGE
LUDVIKA| SVERIGE | LUDVIKA SVERIGE
- Folkbokférd p& &
Folkbokford p& Folkbokford pd .
Foqt 2012-04-18 Folkbokford p3, Igh 1404
2012 |04 18 | 2012-04-08
ﬂ‘ Syskon ﬂ
196603047298 195303117211 195609297287 “
Gustafsson, HansOlof PETER Gustafsson, Bror Olof KENNET Gustafsson, IRENE Margareta 195211277214
SLAGNING SLAGNING Bergstrom, Ingvar TOMMY
SLAGNING

94.234.170.188

198107217187 198708067148 197901107230
Gustafsson, ANN-CHARLOTT Maria Birgitta Gustafsson, Rose-Marie SABINA  Gustafsson, Bror Olof FREDRIK
SLAGNING SLAGNING
Folkbokférd p8 Folkbokférd pd "
Folokbokférd pd
2012-04-18 2012-04-17 2012-04-08

)

ROBACKSVAGEN 28
LUDVIKA SVERIGE

)

STOCKBACKEN 206
KOPPARBERG SVERIGE

46.59.19.114

FURUBORGSVAGEN 9 B LGH 1101

LUDVIKA SVERIGE

SKOGSRUNDAN 8 B LGH 1002

Gemensamma
barn

4.234.170.
LS00 46.59.51.181

)

Missténkta

Gemensamma
barn

196103113160
Ronkd, Leila PAIVI Hannele

a

Sambo Syskon
199304025365 197611177234 199105061304 198801057178
Gustafsson, KITTY Maria Mikaela Gustafsson, Bror Olof MATHIAS Bergstrom, LISA Viktoria Theres Bergstrom, Carl MARTIN
SLAGNING SLAGNING SLAGNING SLAGNING
Fokbokford pa Fg"a‘l’;'fg‘;[%gé
2012-04-08 Folkbokford pd Bor pa
2012-04-08 orp

SKOGSRUNDAN 8 B LGH 1001
LUDVIKA SVERIGE =

TIMMERMANSVAGEN 14 I LGH 1103
\ LUDVIKA SVERIGE

85.228.54.229 94.234.170.177 WAP

TRASLOVSVAGEN 25 E LGH 1108
VARBERG SVERIGE

Folkbokférd p8
2012-04-18
GROTTVAGEN 13 B LGH 1001
LUDVIKA SVERIGE
- Folkbokford p&
Foralder till 2012-04-18

199811234245

Lahti, KAJSA Sara Alexander

Z1-79818)-1020 Juduelp 9g:0l 0Z-€0-€10Z “ofliwe) sesi yoo semely ed sebuiubes SSHS}

gjord av
Per Englund
RKP/KUT

Slagningar pd Mathias och Lisas familjer
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198309217159
Astrism, Leif Marcus ROBIN
AGNING

g Innehavare
196305079011
Backe, Lars MIKAEL
1963-05-07

194.2361.151

N Tnnehades under aktuell tid

96 44.163.77

198410170537
Svartholm Warg, Per GOTTFRID
y SLAGNING

- )
198002110677 _ 7164219565
Bernadt, MIKAEL “\\ BostadsréttsféreningenJupiter nr 8

SLAGNING .

. o Fthies Giatafioon peeansansr - 80.237.226.75
BI& text Familjemedlemmar 12 6 LAGNIN
Orange text kamrater enligt { —
kontaktlista i telefon
195002236262
Magnusson, MARGARETA Christina
= - ) 1950-02-23
, — > ) SLAGNING
1P o tilhorande 197707177171 @l i
Mathias Gustavsson Liljekvist, Lars Anders DANIEL i 195011126272
SLAGNING 196803277216 Innehavare Magnusson, Nils BJARNE
A Holm, Jan CONNY -11-12
198104047116 ! ﬂl \GNING
Larsson, Lars RICKARD . H
. A | . 11126272001
| / ~ 195609297287 Bama L och Data Service Foraidertill
10 / ~_ Gustafsson, IRENE Margareta
N | SLAGNING Foraldertil
I 7 2 \
e / 1 199304025365
197707157199 85.22854.229 / | 197611177234 \ Gustafsson, KITTY Maria Mikacla
Gotesson, mﬁl;ﬁ Francisco ~ / / Gustafsson, Bror Olof MATHIAS \ SLAGNING 94.234.170.62 197803306419
A \ 2/ Bolagsman \ SLAGNING 2 .. | Magnusson, DANIEL AndersGustaf
A \ e /o 199511 { S i e
1 sl | 2 4 |
94.234.170,189 - \ / L 1 an | e Gita
~ / 969620-5625 197703217179 W N
1 \ ZENCORE HB Marciszko, Karl FREDRIK Konstantin ~
~ 19770321 Foralder til————>
_ N 194612107153 1979062671687
s Jansson, Mans Ingemar Magnusson, JENNY Marie
195307150325 3 5 SLAGNING SLAGNING
Jeansson, Ingrid Kristina B 9
SUAGNING p \
5563392645 L] / /
Sba & CC LogisticAktiebolag e 555353‘521(! - 7 k
Y ibaComputer City Akebolag / Ledamot/Ordforande O
\ / 217.13197.9
l 1
2 / | Sl
o Qe O
— 7 94234170183 / S |
4 i / 4 1"1“4 " | 217.13197.8 198511067202 173.254.216.67 198909057195
v\ - { mnsignncsaﬂ“nfmm 1 7 Tallberg, MINNA Maria Kristina N Gyling Danielsson, RobinCHRISTIAN
| / SLAGNING 1 = 1 SLAGH . SLAGNIN
a / | O \
94234.170.41 195303117211 1 !
Gustafsson, Bror Olof KENNET | / Ingehizvare} 217.13197.7
SLAGNING |
H
7
8105190436 199304145395
S Bt O 8 persson St LOOKASY N
SLAGNING 5 217.13.197.6 197712157150 SAGHING!
/ .~ Nystrom, Erk FREDRIK.
7 SUAGNI
| Folkbokford pa
v, 2 2012-04-08
Innehades under aktuel tid 217.13.197.5 'SAXENVAGEN 25
av Mathias Gustafsson SAXDALENSVERIGE
e n "
31172301 197312190122 7
Aho, Bossel PETRA Victoria Teresia M« 196603047298 . e 198004187210
SLAGNING Gustafsson, Hans Olof PETER N e Kola, TIMO Aleksi Mi
SLAGNING e 4" SLAGNI'
 p— .8 :
197706127110 197901107230 198001100422
Hardén, Bo KENNETH Gustafsson, BrorOlofFREDRIK ‘Solbarn, INGELA Pinglan
5 SLAGNING g SLAGNING
198812047176 ah S
198708067148 201005088727
Trygg Flodin, Per SAMUEL Einar ¥ 200607064029 195901146992 201005048382
SLAGNING SustafSson Bose.ovie SANA Wahloacken, LISA Wera Linnea Gustafsson, TOMMY Veikko Fredrik Boman, LISA Joline f o]
SLAGNING SLAGNING SLAGNING
195309293362 2520028354
Ekenberg, SIV Anna Efisabeth S:T ANTONIUS KATOLSKA FORSAMLING
SLAGNING
Page 1 of 1
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PM 120413 Kontroll med Férsakringskassan pa personer, 2013-03-20 10:34 diarienr: 0201—K81864-12 J
i, = PM 1 &
‘“ PO I I S e n Datum

Rikskriminalpolisen 2012-04-13
KPE-KUT
Minniskohandel

Per Englund
krinsp

Kontroll med Forsikringskassan pa personer i irendet

ar enligt mantal skriven pé | N ot

forsakringskassan har [Jjjj tillsammans med | NI N 2
sokt om bostadsbidrag for en ldgenhet pa | N A sokan

gjordes 2012-03-13.

Enligt mantal ar ] skriven p2

Léangtidssjukskriven, pagiaende sjukpenning sedan flera ér tillbaka.

Har blivit av med sitt bostadsbidrag 2012-03-28, da Jjjjjj inte inkommit med
handlingar. Kontakt nummer | N

Mathias Gustafsson

Han har varit 1angtids sjukskriven fram till slutet av januari 2012. Lakaren
anser att han arbetsfor. Inget registrerat arbete. Han har e-mail adressen
luciddreams(@gmail.com registrerad hos férsikringskassan.

Por | Har bostadsbidrag, inget arbete noterat hos forsdkringskas-
<o SO0 % (AR . [0 | st BT

PM 120413 Kontroll med Forsakringskassan pa personer i drendet.docx



“ PM 120413 Kontroll med Férsakringskassan pa personer, 2013-03-20 10:34 diarienr: 0201-K81864-12

Rikskriminalpolisen 2012-04-13

Uppbir aktivitetstod, fran forsdkringskassan. Har sin aktivitet hos ||
I | [ vdvika. Kontakt telefonnummer | N

Arbetar som | hos I I Bl h:r vppgivit telefon-
nummer till sig |G

Per Englund

1
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Welcome to AliExpress

Coupon. Get a Free US $5 Coupon

92

http://www.aliexpress.com/fm-store/316387/211174593-483:

Special Offer for New Buyers

My Orders
CHINESE MART
Store No0.316387
Store Home Products

Welcome to AliExpress.com! Sign In | Join Free
Wish List Escrow Help

Top Selling

Feedback Score

Search Products

On AliExpress

Contact Details

Home > Store Home > Products > wireless product > SignalKing 180000G HIGH POWER USB WIFI 16dbi ADAPTER WEP/WPA

100.0%b positive feedback
12 Ratings

View More

Chat now! Contact Now

Add to Store List (6 Adds)

Products

Others(227)
GADMEI(30)
KAIBOER(25)
NOONTEC(27)
MEASY(29)
GIEC(20)
DIYOUMATE(12)
HIMEDIA(12)
LEENGEE(6)
wireless product(5)
IDER(3)

Toys & Hobbies(1)

Refine Search

Keywords:

Advanced search
Scarui

Top Selling Products

Android 3d hd media player
box hdmi tv box/...

US $ 159.99 / piece
Recent Orders(2)

e

/7 new box headphones

US $ 12.00 / piece
Recent Orders(2)

)

Diyomate X12 Adopt newest
P4P HD network...

US § 158.00 / piece

Recent Orders(2)

Measy newest media player
X7 FULL HD Android...

US $ 158.99 / piece
Recent Orders(2)

e |

earphones headset hot sell...

See Larger Image: SignalKing 180000G HIGH

Product ID: 483365635

Bookmark & Share

Product Details

Shipping & Packaging

Shipping Cost:

Quantity: |2 " | pieces

Free Shipping to
Sweden Via China Post Air Parcel

AliExpress Buyer Protection
Refunds on unsatisfactory orders
Encrypted credit card payments

Processing Time: Ships out within 3 days
Total Price: US $90.00
T A——

+Add to Wish List (0 Adds)

Payment Terms

SignalKing 180000G HIGH POWER USB WIFI
16dbi ADAPTER WEP/WPA

Bulk Price: US $45.00 / piece (>1 pieces) View More

Learn more

Item specifics

Place of Origin:
Products Status:
Brand Name:
Type:

Interface Type:
Certification:
Kind:

Model Number:
Application:
Transmission Rate:
range:
Standard:

Data Rate:

Product Description

New Arrivals High-Power and high sensitivity

Taiwan
Stock
Signalkiing
Wireless
usB

CE
External
180000G
desktop and laptop
180000G
1800mw

Wireless: IEEE 802.11 b/g. USB 2.0 standard

802.11g: 54Mbps 802.11b: 11Mbps

clipper B/G adapter 180000G, Password cracking

;,usb adapter, WiFi Network Unlocker

SignalKing 180000G High-Power
1.1800mW Clipper B/G
2.USB WiFi Adapter

3.Come with 16dBi Panel Directional Antenna

2012-04-16 11:
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A g e 58

|

.

1156/Ba15s CREE Q5 5W
High power Led Car...

US $ 5.20 / piece

Recent Order(1)

LED Car Indicator Light
Interior Bulbs Wedge...
US $ 0.81 / piece
Recent Order(1)

Christmas newest Measy
newest android 3d hd...
US $ 159.99 / piece
Recent Order(1)

8-inch Mini TFT LCD TV
GADMEI pl8006 800x600...
US $ 84.00 / piece

Recent Order(1)

Diyomate K5 media player
N6/F 10 chipset full...

US $ 39.00 / piece
Recent Order(1)

Measy E8HDL Full HD

1080P Based on RTD1185...

US $ 148.00 / piece
Recent Order(1)

view more

Interested in this store?
Subscribe to AliExpress Alert!

93

http://www.aliexpress.com/fm-store/316387/211174593-483:

- Free Learning Kits CD for retrieve WiFi Security Password for education purpose.

- Come with Back Track Beini 5/6 and Support Windows XP / Vista / 7 / Mac & Linux.

- 2-In-1 Easy to Carry, High Power USB WiFi Adapter / Long Range & High Sensitivity WiFi Access.

- Come with 16dBi Panel Directional Antenna more focus to long distance range and stronger signals.
- High-Gain Power 18000mW.

- Latest 2011 Model.

- Genuine Original Realtek 8187L Chipset.

- Warranty: 6 months

- Product from Taiwan.

Features

Complies with ISM 2.4GHz IEEE 802.11b/g

DSSS/OFDM Technology

Connects at a full 54Mbps via USB 2.0, up to 8 times faster than a USB 1.1

High Speed Transfer Rate for 802.11b/g

Come with High-Gain 16dBi Panel Directional Antenna for a wider wireless coverage.
High Output Power up to ~ 1800mW for extends the coverage range up to 15x than standard USB adapters
Free Space Capable up to 3000m.

Super high power design ensures a long distance

Product life time increase 4 times.

Signal Improved 45%.

Heat released increased by two big holes at bottom base.

Support 64/128-bit WEP Encryption, WPA, WPA2

Support Windows 7 (32bit, 64bit) / Vista (32bit, 64bit) / XP / 2000 / ME / 98
Support Linux, Max OS.

Panel Directional Antenna for better performance

Size: 136 x 160 x 190 (mm)

For more information, please visit http://www.signalking.net/

Specifications

Item ITechnical Specification

Standard Wireless: IEEE 802.11 b/g. USB 2.0 standard
802.11b: 11Mbps

Data Rate

802.11g: 54Mbps
IEEE 802.11b: (DSSS), 5.5/11 Mbps (CCK).
2Mbps (DQPSK), 1 Mbps (DBPSK)
IEEE 802.11g: (OFDM), 48/54 Mbps (64-QAM).
24/36 Mbps (16-QAM),
12/18 Mbps (QPSK), 6/9 Mbps (BPSK)
Extermal Antenna
Mini USB
24dbm (OFDM), 32dbm (CCK)
2.4GHZ (ISM Band)
Security: 64/128-bit WEP Encryption, WPA, WPA2
Driver: Windows XP/2000/Vista, Linux, Mac / Windows 7
DC 5v + 5%
Operating: 0C~+50C, Storage: ~+65C
20%~85% Non-Condensing
10%~90% Non-Condensing

Data Modulation Type

Antenna

Host Interface
Output Power
Frequency Range

Software

Operating Voltage
Temperature

Humiduty

package contant

One SignalKing 180000G 1800mw 802.11b/g come with High-Gain 16dBi Panel Directional Antenna
One CD Learning Kits for retrieve WIFI Security password

One Window CD driver, included in CD As well

One Additional Instruction in English

One Receipt with warranty period

2012-04-16 11:
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Wireless Cards Bssid Essid PWR CH ENC Client

| |00IDOF 782A78_abad___-73_6__WEP__

|
|
|

Channel R

=79 16215155 No aciion

Anegtayng -2
f Aireplay-ng -3
([ Areptayng 4
Arephay-ng -
[ irepisyng 4
O Aveay-ng-7

Injection rate
500 [w
IV$ Vgot 0

wlan0 B4 ‘ 00B00C Q2 CF 70_TENDA___-N__6__ WEP_00 ED4C9133 D7

EETTETN > 10 C552 im0 _u_wee_wiFscsamcs |
|2@0ush - [phy0)

99

http://www.aliexpress.com/fm-store/316387/211174593-483:

Scan

]
&

5

E

FOME ) g/ METEBE e 6w

wian0 '_J

=T~ Ralink 3070 ) k3 1
= - Realtok 818775 5 MK 10

Channel {2538 BAREE: AEa~BMUBA0,
Al M UHAE, OEsIERFRIRDEE

Encrypuion NOEE 75 50 FPES, BABELURE .

Mode selected

pat-%..%-
Ategtsy ng 2

Aregtay-ng -3
D Asepmy ng 4
A phey-rg S
O aveptayng o
D Asegtay ng 7

Injecnon rate 33 A iR €

S0 »

IVS R o am

Scar

-y

2012-04-16 11:
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Wireless Cards Bssid 'mmd\'@ew@'s‘sagef-’f?" TRy
ﬁmo v =05 o - SIS - — -
AP MAC: 00:13.10:C5:32.CF
‘;-hwUnlnm ] )
| 28usb - [pnyGy | Essid: linksys998
Hex key 1234567890
| Key is in file Amp¢00:13:10.C5.32.CF_key
|
Channel
All 4
Encryption
b AR
e N 2
rMode selected—— —————{* | e e
| 16:25:29 Lanch
; ko i 16-25:081
[ Avearng 3 16:25.081 Abort
[D Ahepiapng -4 —
| 16:25.05
e Nemtrto 16.2453
ID Aseptay-ng 6 = ~‘
([ Aweptarng 7 S L S EE R L P
SR P 3-T N v) & SRS o X e x
Close
Injection rate 16.24:52 ’
500 j» Exit
IVS got. 21489

w1l 2012-04-16 11:
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ly SignalKing 180000G, SignalKing , 180000G, SignalKing 1... http://www.aliexpress.com/fm-store/316387/211174593-483:

.Z-. Welcome to Tricolour Trading!

— oot

Please make sure that youhave fully read and understand all of our poli—
cies below before making a purchase. Also, if you are not sure about any—
thing, please contact our customer service before making the purchase. We
will respond to questions from 8 AM — 5 PM Monday — Friday and will do
our best to reply within 24 hours.

S Payment

@ We accept ESCROW /PayPal/Credit Card, etc.

@ All payment should be made within 3 days after you placed an order.

@ If you have any difficulty in paying your item, please contact us first,
and we will help tosolveit.

@ Allitems will be ship within 24 to 48 business hours.

® UPS/DHL/EMS express shipping usually takes 3—7 working days
depended on the country delivered to. Free shipping with Air Mail
(Hong Kong Post & China Post) usually takes 10—21 working days
depended on the country delivered to. We are not responsible for
any accidents, delays or other issues that are the responsibility of the
shipping service.

@ Any import Chagaresor fees are the buyer’ s responsibility. To
ensure you receive upon minimum tax, we can declare as
“Gift/Sample” with low value.

C Return

® We provide 1 year warranty. The itemns have been checked by Q.C.
before delivery.

@ If you feel disappointed the item, please notif'y us within 3 days of
delivery. Items must be returned in their original condition for refund
or exchange. Shipping cost incurred on you.

1 Feedback

® If you have any questions, please feel free to email our service special—
ists 24 Hours a Day, 7 Days a Week.We will reply you ASAP. If no
response within 24 Hours, please check the spain in your mail box.

® We greatly appreciate your POSITIVE feedback. Please do NOT
leave negative feedback without asking for help.

avil 2012-04-16 11:
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ly SignalKing 180000G, SignalKing , 180000G, SignalKing 1... http://www.aliexpress.com/fm-store/316387/211174593-483:

HIGH-POWER

SENSITIVITY

. H
LONG RANGE AND HIG

o oneRer BNCL

Packaging Details
Unit Type: piece
Package Weight: 1.5kg (3.3071b.)
Package Size: 15cm x 10cm x 5cm (5.91in x 3.94in x 1.97in)

Related Product

SignalKing 180000G New Arrivals High-Power Password cracking,Free 10pc Password
1800mW High.. and hi... Interne... cracking,Free WI...

US $38.00 - 45.00 / piece US $38.00 - 45.00 / piece US $398.00 - 406.00 / lot US $398.00 - 406.00 / lot

10 pieces / lot 10 pieces / lot
Bookmark & Share: Favorite Facebook Twitter Google Delicious
Digg Reddit Email

Company Info - Partnerships
Wholesale - Buy - Sell - All Promotions - My Orders - Help - Site Map - Customer Service
Browse Alphabetically: All Products, Free Shipping, Wholesale Product, Promotion, Price, Discount, Compare, Customized, Compare Price
French, German, Italian, Japanese, Korea, Netherlands, Portuguese, Russian, Spanish

Alibaba Group: Alibaba.com: Alibaba China - Alibaba International - AliExpress - Alibaba Japan | Taobao | Alipay | Yahoo! China | Koubei.com | Alisoft | Vendio

Product Listing Policy - Intellectual Property Policy and Infringement Claims - Privacy Policy - Terms of Use - Safe Trading Tips - Report Intellectual Property Right Infringement
Copyright Notice © 1999-2012 Alibaba.com Hong Kong Limited and licensors. All rights reserved.

avll 2012-04-16 11:
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° PM
S Po I I S e n Datum
Sl Polismyndigheten i Stockholms I&n 2013-02-04
- Léanskriminalpolisavdelningen Diarienr (beropas vid korresp)
IT-forensiska sektionen 0201-K81864-12

Joakim Persson
IT-forensiker

Spar fran Mysec och flatline

Chatt med <sbtr__ >

§2011—O7—22 07:08 <sbtr > visste inte du varit produktiv i larm-

systembranchen :)
[ROLT=09=22 O%: 08 Sl ts http://www.mysec.se
20D SO 22 ) T O e il hanterar bl.a. alla sthlms kommunala

skolors brand/inbrottslarm
12011-07-22 07:07 <sbtr_ > jasa vafan

12011-07-22 07:05 <tlt> abstraherar larmen till ett internt for- |
| mat |
(Z Ry Pa O 20 i sa den kan ta emot vad som helst over
1 vad som helst
(201 1=00-22 07105  <rlt> o vidarebefordra det som vad som helst
, over vad som helst
12011-07-22 07:05 <tlt> o daremellan gora avancerad matchning
osVv
PR =0 e 228 B Fia0 i il > det systemet jag utvecklat ar mer en
l larmhanteringsplattform
P20 10 = 22000 7 4 0d g < > den transporterar o aggregerar
? brand/inbrotts/drifts/blahblah-larm
Z OO 2 0TI e e modular finfin grej
12011-07-22 07:02 <sbtr_ > mmmm
[BETIS0T-87 G708 sPies fy s Sal roeia b amanidniber danmanna bian
‘ leksaker med knappsatsen :)
28 S0P 2 e @6 A e s well det e jag som utvecklat systemet :D

U122 005 - <l jag tror testlarmet ifraga skickades in
' ~ med en rad shellscript :)

PM 130102 Spér frdn Mysec och flatline.docx
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Inléigg fran flashback
https://www.flashback.org/t1952702

2012-09-11, 12:48 B ' —— ‘ £27
™ :

isnisn
Avstidngd @

=]

Citat:

Ursprungligen postat av Gullesnuttan
Kanske det redan varit uppe i tréden men Jag har fér mig att &nakata arbetat med

w“ sdkerheten hos Wikileaks dropbox eller naget liknande.

Det kan vara ett skal s8 gott som ndgot, kan de sedan f&  ssange med pa samma plan

.' : . ocksa vore det val fullbordat

fnakata jobbar &t en del stora aktérer | Sverige. Kan s&ga att han har access och driftar stora

Reg: Oct 2008 tvervakning/larmsystem at www.mvysec.se 's kunder

Inlagg: 399

& 2012-09-11, 12:52 =279
GaletTroll S

Mdlco . Citat:

Req: Mav 2010 Ursprungligen postat av isnisn
Irﬁg. .31?117 Znakata jobbar 3t en del stora aktdrer i Sverige. Kan saga att han har access och driftar
ag: stora dvervakning/larmsystem at www.mvsec.se 's kunder

Ska bli kul att folja denna trdd om mer saker flyter upp till ytan.
Borde inte flashback kolla upp detta bolag.. @

[l 2012-09-11, 14:00

=282
kevlar666 :
e Citat:
Medlem @ ’ : 3
. Ursprungligen postat av Ga etTro
IRrﬁg'ggS-eg 2012 Ska bli kul att félja denna trad om mer saker flyter upp till ytan.
' Borde inte flashback kolla upp detta baolag.. @
Jobbar pd detta bolag och kan konstatera att detta &r en sanning med modifikation , det
stammer att han har kodat som konsult , dock innan TPB harvan nystades upp
[ 2012-09-11, 15:00 =288
GaletTroll .
e e Citat:
Medlem @ z T ]
. Ursprungligen postat av kevlar66t |
ﬁﬁg' N!azll%ﬂlo Jobbar pd detta bolag och kan kenstatera att detta &r en sanning med meodifikation , d~* |
2ag: stdmmer att han har kodat som keonsult , dock innan TPB harvan nystades upp

slkrattretande att han &r misstankt fér att ha hackat skv och logica samtidigt som féretaget
han har konsultat for har nominerads till drets sikerhetsféretag. kanske var det darfsr han

skulle kemma hem, =8 han kan fa priset? @

http://mvsec.se.loopiadns.com/?p=785

& 201 -09-11, 15:12 £289
kevlar666 .

S=nel s Citat:

Medlem @ ; " i 1
Reg: Sep 2012 Ursprungligen postat av GaletTro |

slcrattretande att han &r misstankt for att ha hackat skv och logica samtidigt som
féretaget han har konsultat fér har nommerads till drets sdkerhetsféretag. kanske var
det darfér han skulle komma hem, sa han kan fa priset? @

Inldgg: 2

http://mvsec.se.loopiadns.com/?p=785

Ha ha ha , jaa det hade varlt snyggt , Men det ar som ] actt hoan utvecklade ett
kemmunikations protokell 8t oss fér en massa ar sedan, s& ndgen prisutdelning blir det tyvarr
inte
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SMS fran Gottfrids telefon
B3 = 4 o =4 > = oo
v | C < ] 3 a | @ =
'3 |3 B ® 2l | & g3
Lo T : @ @) =
| o Y]
| Text Draft ' Wu 9199853645 sender Per Olov Wall- 'Not Stored
[NO NUMBER] | Message | Yes | gren, SWEDEN. Amount USD1362 Location: Drafts

Utdrag ur filen startVPN.bat

f:
cd f:\a\mysec

"c:\Program Files (x86)\OpenVPN\bin\openvpn.exe" --config mysec.conf
| ging”16i140.0.18 - - - S

Utdrag ur filen mysec.conf

dev tapo
| ifconfig 10.140.0.242 255.255.255.252
#local 10.140.0.2
| remote 212.112.186.194
| port 40001
| nobind
#user nobody
comp-1zo
ping 60
| verb 3
| persist-tun
| persist-key
secret flatline.key
tun-mtu 1500
| mssfix 1450
| #up flatline.up

script-security 2

Utdrag ur filen sefetel new_ format.txt

Filen skapad den 12 april 2012

075856040412 Normal: S©11[#0001437048|NUH@1*Brand Stadshuset *]
075902040412 Normal: S@11[#0001437048|NUA@1*Brand Stadshuset *]
075906040412 Normal: S@11[#0001437048 |NUHO1*Brand Stadshuset *]
075910040412 Normal: S@11[#0001437048|NUA@1*Brand Stadshuset *]
075919040412 Normal: S©11[#0001437048|NUH@1*Brand Stadshuset *]
| 875925040412 Normal: S011[#0001437048 |NUA@1*Brand Stadshuset *]
080119040412 Normal: S©11[#0001437048|NUHO1*Brand Stadshuset *]
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Utdrag ur main.log

Senast dndrad 8 mars 2012

Sat_Oct__8_19:
Sat_Oct__8_19:
Sat_Oct__8_20:
Sat_Oct__8_260:
Sat_Oct__8_20:
Sat_Oct__8_20:
Sat_Oct__8_20:
Sat_Oct__8_20:
Sat_Oct__8_20:
Sat_Oct__8_20:
Sat_Oct__8_20:
Sat_Oct__8_20:
Sat_Oct__8_20:
Sat_Oct__8_20:
Sat_Oct__8_20:
Sat_Oct__8_20:
Sat_Oct__8_20:
Sat_Oct__8_20:
Sat_Oct__8_20:
Sat_Oct__8_20:

Sat_Oct__8_20

Sat_Oct__8_20:
Sat_Oct__8_20:
Sat_Oct__8_20:
Sat_Oct__8_20:
Sat_Oct__8_20:
Sat_Oct__8_20:
Sat_Oct__8_20:
Sat_Oct__8_20:
Sat_Oct__8_20:
Sat_Oct__8_20:
Sat_Oct__8_20:
Sat_Oct__8_20:
Sat_Oct__8_20:
Sat_Oct__8_20:
Sat_Oct__8_20:
Sat_Oct__8_20:
Sat_Oct__8_20:
Sun_Oct__9_20:

Sun_Oct_ 9_260:

51

32
32
32
32
33

34

39
39
40

41
41

126_2011
51:
30:
31:
31:
31:

26_2011
56_2011
06_2011
24 2011
33 2011

106_2011
:15_2011
126_2011
:43_2011
:15_2011
33:
33:
33:
34:

25_2011
36_2011
53_2011
25_2011

:35_2011
34:
34:
35:
35:
137:
37:
37:
37:
38:
38:
38:
38:
39:
39:
:38_2011
148_2011
122_2011
40:
40:
40:

45 2011
55_2011
28_2011
40 2011
00_2011
15_2011
25_2011
36_2011
10_2011
19 2011
29 2011
40 2011
14_2011
28 2011

30_2011
44 2011
53_2011

126_2011
:36_2011
06:
06:

12_2011
12 2011

1318096286

1318096286
1318098656
1318098666
1318098684
1318098693
1318098726
1318098735
1318098746
1318098763
1318098795
1318098805
1318098816
1318098833
1318098865
1318098875
1318098885
1318098895
1318098928
1318098940
1318099020
1318099035
1318099045
1318099056
1318099090
1318099099
1318099109
1318099120
1318099154
1318099168
1318099178
1318099188
1318099222
1318099230
1318099244
1318099253
1318099286
1318099296
1318183572
1318183572

SRR RGO CEEG R SRR R B B BRI RGO RO BRI CRE G GV IS I R

[Info]
[Info]
[Info]
[Info]
[Info]
[Info]
[Info]
[Info]
[Info]
[Info]
[Info]
[Info]
[Info]
[Info]
[Info]
[Info]
[Info]
[Info]
[Info]
[Info]
[Info]
[Info]
[Info]
[Info]
[Info]
[Info]
[Info]
[Info]
[Info]
[Info]
[Info]
[Info]
[Info]
[Info]
[Info]
[Info]
[Info]
[Info]
[Info]

Got
Got
Got
Got
Got
Got
Got
Got
Got
Got
Got
Got
Got
Got
Got
Got
Got
Got
Got
Got
Got
Got
Got
Got
Got
Got
Got
Got
Got
Got
Got
Got
Got
Got
Got
Got

incoming
incoming
incoming
incoming
incoming
incoming
incoming
incoming
incoming
incoming
incoming
incoming
incoming
incoming
incoming
incoming
incoming
incoming
incoming
incoming
incoming
incoming
incoming
incoming
incoming
incoming
incoming
incoming
incoming
incoming
incoming
incoming
incoming
incoming
incoming
incoming

Terminating due to
MCS-ALSHU exiting with status ©.

GUID
GUID
GUID
GUID
GUID
GUID
GUID
GUID
GUID
GUID
GUID
GUID
GUID
GUID
GUID
GUID
GUID
GUID
GUID
GUID
GUID
GUID
GUID
GUID
GUID
GUID
GUID
GUID
GUID
GUID
GUID
GUID
GUID
GUID
GUID
GUID

Oxae354a72,
0x79383142,
©x79383142,
0xd413b5db,
©x96133bb3,
oxc68b8ec5,
0x451b2deb,
0x451b2deb,
Oxebla6280,
©xa5771536,
0x501b7bd2,
0x501b7bd2,
©xa5771536,
0x501b7bd2,
0x501b7bd2,
0x4bbo960f,
0xd8el7c29,
0xd8el7c29,
0xb08917b8,
oxf4cb77cl,
Oxf4cb77c1,
0x508af748,
0x508af748,
0xbe8917b8,
Oxb7352efe,
Oxb7352efe,
0xa6250428,
0x4208dcee,
0x367fee0d,
0x4208dcee,
0x367fee0d,
0x4208dcee,
Ox367fee0d,
0x39cd8fef,
0x911f0843,
0x911f0843,

signal 2

2013-01-21

0201-K81864-12

S Z010€} Nd ‘

'alshulabo’

protocol
protocol
protocol
protocol
protocol
protocol
protocol
protocol
protocol
protocol
protocol
protocol
protocol
protocol
protocol
protocol
protocol
protocol
protocol
protocol
protocol
protocol
protocol
protocol
protocol
protocol
protocol
protocol
protocol
protocol
protocol
protocol
protocol
protocol
protocol
protocol

#21
#21
#21
#21
#21
#21
#21
#21
#21
#21
#21
#21
#21
#21
#21
#21
#21
#21
#21
#21
#21
#21
#21
#21
#21
#21
#21
#21
#21
#21
#21
#21
#21
#21
#21
#21

(siapower),
(siapower),
(siapower),
(siapower),
(siapower),
(siapower),
(siapowery),
(siapower),
(siapower),
(siapower),
(siapower),
(siapower),
(siapower),
(siapower),
(siapower),
(siapower),
(siapower),
(siapower),
(siapower),
(siapower),
(siapower),
(siapower),
(siapower),
(siapower),
(siapower),
(siapower),
(siapower),
(siapower),
(siapower),
(siapower),
(siapower),
(siapower),
(siapower),
(siapower),
(siapower),
(siapower),

[Info] MCS-ALSHU v@.1 (Ver:1258217972.0x5c107f86 Date:Sat Nov 14 23:59:33
Local authentication ID set to
alarm.
alarm.
alarm.
alarm.
alarm.
alarm.
alarm.
alarm.
alarm.
alarm.
alarm.
alarm.
alarm.
alarm.
alarm.
alarm.
alarm.
alarm.
alarm.
alarm.
alarm.
alarm.
alarm.
alarm.
alarm.
alarm.
alarm.
alarm.
alarm.
alarm.
alarm.
alarm.
alarm.
alarm.
alarm.
alarm.

type
type
type
type
type
type
type
type
type
type
type
type
type
type
type
type
type
type
type
type
type
type
type
type
type
type
type
type
type
type
type
type
type
type
type
type

ICT
#15
#21
#21
#21
#15
#15
#12
#12
#12
#0
#2
#2
#0
#2
#2
#0
#2
#2
#15
#21
#21
#21
#21
#15
#12
#12
#12
#0
#2
#0
#2
#0
#2
#0
#2
#2

(panic)
(fire)
(fire)
(fire)
(panic)
(panic)
(burglary)
(burglary)
(burglary)
(other)
(disarm)
(disarm)
(other)
(disarm)
(disarm)
(other)
(disarm)
(disarm) ‘
(panic)
(fire)
(fire)
(fire)
(fire)
(panic)
(burglary)
(burglary)
(burglary)
(other)
(disarm)
(other)
(disarm)
(other)
(disarm)
(other)
(disarm)
(disarm)

901
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A PM 1104
“ Po I I Se n Datum

wj, Polismyndigheten i Stockholms I&n 2013-02-05

Diarienr (&beropas vid korresp)

K&81864-12

Besok hos foretaget Mysec

Den 5 februari 2013 besokte John Stéenmark, Olle Wahlstrom, Joakim
Persson och Gustav Fahlén foretaget Mysec pa Vistberga Allé 60.
Bakgrunden var att kontrollera en del spar som hittats i Svartholm Wargs
material.

Pa foretaget togs det kontakt med Toste Hedlund, Vd, och Per—Olov Wallgren,
IT ansvarig. De uppgav att Svartholm Warg sedan 2006-2007 utvecklat och
kodat deras “larmmottagarmotor” som deras larmkoncept bygger pa. De
berittade vidare att Svartholm Warg fortfarande arbeta sporadiskt med
projektet och levererade uppdateringar till applikationen. Senast sommaren
2012 levereades en uppdatering, for detta arbete begidrde Svartholm Warg
ingen ersittning.

Arbetet innebar att Svartholm Warg hade full tillgang till deras interna nétverk
i testsyfte. Aven om de tyckte att det var mirkligt hade de inga problem med
att han loggade in via VPN till deras nitverk.

VPN inloggningarna skedde mot IP adressen 212.212.186.194 som anvindes
for att kommunisera med de larmmottagare som ska knytas till
larmmottagarmotor.

Dessa larmmottagare far internt i VPN-nitet en [P-adress med 10.140.X.X.
Dessa datorer ska enligt Wallgren alla kora ett Linux operativsystem av typ
Debian. IP adressen 10.140.0.14 kunde vid tillfillet for besoket inte
identifieras och det ska enligt Wallgren normalt inte finnas nagon Windows
dator pa det ndtverket. Han uppgav vidare att det inte fanns eller har funnits
ndgon dator vid namn Flatline i deras nitverk.

Vid en live undersokning av VPN-servern kunde det konstateras att den haft
aktiva anslutningar fran de kambodjanska IP-adresser som har kunnat knytas
till Svartholm Warg. Bland annat 124.248.187.22.

Det patriffades tva filer, "flatline.key” och "flatline.in.conf”. Wallgren kunde
inte uppge vad dessa filer inneholl eller varfor det 1ag dér de 1lag. Dessa filer
har dven patriffats i den krypterade containern pa beslag 2012-0201-
BG25023-26.

PM 130205 Besok hos foretaget Mysec.docx
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Wallgren uppgav att han for lange sedan, uppskattningsvis 10 ar sedan, hiangde
pa IRC och #hack.se. Han hade fortfarande kontakt med "Happy H”, Mikael
Higerbro. Higerbro och Dennis Alund har ett féretag ihop som heter Oddbits
och som har utvecklad en mobil applikation at Mysec.

Oddbits hade fatt lov att ha sin webserver hos Mysec, detta visade sig vara den
server som heter demo.hack.se och har IP-adressen 212.112.186.220. Wallgren
uppgav att han inte kénde till innehallet pa servern.
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Signerad av

Signerad datum

Enhet Diarienr

LU/IT IT-forensisk sektion 0201-K81864-12
Uppgiftslamnare Datum Tid

Wahlstrém, Olle 2012-05-11 13:23

Beslag verkstallt Material f6r analys

Nej Nej

Mottaget Mottaget datum Tid

| Satt pa vilket uppgift lémnats

Uppréttad av

| Olle Wahlstrom

Uppgiften avser
FTP anslutningar till Passagen

Uppgift

I beslag 2012-0201-BG10221-14 aterfanns i internethistoriken spér av att datorn anvénts for
att ansluta via FTP till passagen.se. Sannolikt 4r anvindarnamnet "dirox" och 16senordet

"qw97p48z".

2012-03-29 20:37:12
2012-03-29 20:37:16
2012-03-29 20:37:21
2012-03-29 20:38:59
2012-03-29 20:41:11
2012-03-29 20:41:16
2012-03-29 20:41:47

>ftp://dirox:qw97p48z@ftp.passagen.se/
>ftp://dirox:qw97p48z@ftp.passagen.se/Linux/
>ftp://dirox:qw97p48z@ftp.passagen.se/Linux/Hacking/
>ftp://dirox:qw97p48z@ftp.passagen.se/Linux/
>ftp://dirox:qw97p48z@ftp.passagen.se/Linux/Scripts/
>ftp://dirox:qw97p48z@ftp.passagen.se/Linux/kontoninfo
>ftp://dirox:qw97p48z@ftp.passagen.se/Linux/infotousers.txt

Aven i beslag 2012-0201-BG10221-19 aterfanns spar av att man anslutit via FTP till
passagen. Nedan foljer nagra exempel pa anslutningar som fanns sparade i datorn:
ftp://dirox:qw97p48z@ftp.passagen.se/bilar/Polisbilar

ftp://dirox:qw97p48z@ftp.passagen.se/keys/

ftp://dirox:qw97p48z@ftp.passagen.se/scripts/
ftp://dirox:qw97p48z@ftp.passagen.se/a/a.apk
ftp://dirox:qw97p48z@ftp.passagen.se/archive/hack2.rar

I beslaget 2012-0201-BG10221-25 (mobiltelefon Sony Ericsson) férekom anvdndarnamnet

"d[ROX" i en chat-applikation.
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) Po I I Se n Datum
Rikskriminalpolisen 2012-04-11
KPE-KUT
Maénniskohandel
Per Englund
krinsp

Fraga pa tfn 0240-19883

Den 4 mars kL. 16.24 stills en fraga till TeleNix om telefonnummer 0240-
19883.

Fragestillare:

IP-nr 46.59.51.181
Anvandare: BSNO058

Telia/Sonera

De uppger att telefonnumret 4r porterat till Bredbandsbolaget 2006-08-28.
Innehavaren dé var Kenneth Gustafsson, pnr 5303117211.

Telenor/Bredbandsbolaget

Abonnemanget dr idag inte aktivt. Det har funnits tva (2) abonnenter pa abon-
nemanget.

Den forsta mellan 2006-08-28 — 2009-01-25, hemligt nummer.

Den andre mellan 2009-10-31 — 2010-09-01, Sara Schroder, 881023-7142,
Furuhillsgatan 6, Ludvika.

Per Englund

PM 120411 Fraga pa tfn 0240-19883.docx
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4 -Lﬂ- % Po I S e n Datum
~§$— @/f Rikskriminalpolisen 2012-04-11
KPE-KUT
Maéinniskohandel
Per Englund
krinsp

Abonnemang/ registrerade kontantkort, hos Telenor, tillhorande
Mathias Gustafsson

Pa fraga uppger Telenor foljande:

Han har endast fem (5) kontantkort registrerade pa sig pd Telenor. Han har
inga telefonabonnemang eller kontantkort, registrerade pa sig, pa Glocalnet
eller Bredbandsbolaget.

0708-147919. Anvéndes endast en dag 2011-08-18. 0 kr kvar.
0708-147924. Har aldrig anvénts. 0 kr kvar.

0709-373661. Har aldrig anvénts. 0 kr kvar.

0709-756443. Startade 2012-01-09, sista ut-samtal, idag, 2012-04-11.
0733-951803. Har aldrig anvénts. 0 kr kvar.

Enligt Telenor kan man Surfa pa alla kontantkort men det maste finnas pengar
pé kortet.

Per Englund

PM 120411 Abonnemang registrade pa Mathias Gustavsson.docx



’ Yttrande Rattshjalp 630AR677/12 Baden-Wurttemberg, 2012 08 29 15 37 d|anenr 0201 K81864 12 JZ

S **4*@7

Baden-Wiirttemberg

DER LEITENDE OBERSTAATSANWALT IN KARLSRUHE

Staatsanwaltschaft Karlsruhe = Akademiestrafie 6-8 = 76133 Karlsruhe

Datum
Name

Durchwahl

Swedish Prosecution Authority
International Public Prosecution Office
Box 70296

Aktenzeichen

31.07.2012

Erster Staatsanwalt Bogs
0721 926-2713

630 AR 677/12 RhE

(Bitte bei Antwort angeben)

107 22 STOCKHOLM
SCHWEDEN

Internzticnsits Aklagar-
kammaren Stockholm

M‘ j 425% /44

1@§~ IENNVEE;

&< Rechtshilfeverkehr in strafrechtlichen Angelegenheiten mit Schweden

Ihr Zeichen AM-52124-12
Ihr Ersuchen vom 11. Juni 2012

Anlagen
a) Blattsammlung (Rechtshilfevorgang)

b) Schreiben des Polizeiposten Karlsruhe-Akademiestralte vom 27.07.2012
c) E-Mail-Verkehr mit der Firma INLINE Internet Onlinedienste GmbH,

Kaiserstrafle 121, 76133 Karlsruhe

Sehr geehrte Damen und Herren,

nach Abschluss der Rechtshilfe Ubersende ich lhnen die Unterlagen. Die
malgeblichen Informationen befinden sich in dem E-Mail-Verkehr mit der Firma
INLINE Internet Onlinedienste GmbH, Kaiserstraflte 121, 76133 Karlsruhe.

Mit vorzuglicher kollegialer Hochachtung

Im Auftrag

Oberstaatsanwaltin

Akademiestralie 6-8 = 76133 Karlsruhe » Telefon 0721 926-0 = Telefax 0721 926-5007 = SturaBenbahnhaltestelle: Europaplatz

poststelle@ stakarlsruhe justiz.bwl.de = www . stakarlsruhe.de = www.service-bw.de
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Baden-Wiirttemberg

POLIZEIPRASIDIUM KARLSRUHE
POLIZEIPOSTEN KARLSRUHE-AKADEMIESTRARE

Polizeiposten KA-Akademiestralle . Akademiestr. 1 . 76133 Karlsruhe

Datum 27.07.2012

Name Grossmann
Staatsanwaltschaft Karlsruhe Durchwahl 072191387 -13
CNP

Aktenzeichen SPH/1125228/2012
(Bitte bei Antwort angeben)

Akademiestralle 6--8
76133 Karlsruhe

Internatioraila Aklagar-
kammaren Stockholm

Ink. 2017 -(8-0 8
AM-
108- _ Hnr

& 630 AR677/12

Ich habe die Firma Inline angefragt. Der Mailverkehr inklusive Antwort ist beigefiigt.

Akademiestr. 1 - 76133 Karlsruhe - Telefon 0721 91387 - 0 - Telefax 0721 91387 - 49 - KARLSRUHE-AK ADEMIESTRASSE PW@polizei.bwl.de
OPNV-Anschluss: 2 7 JU “ 2{}32
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Srossmann, Bernd

ol

Von: Christoph Kaufmann [kaufmann@inline.de]
Gesendet: Dienstag, 24. Juli 2012 15:01

An: Grossmann, Bernd

Cc: Renate Christ

Betreff: Re: Fwd: Fwd: WG: Anfrage zu IP Adressen Dringend

Guten Tag Herr GroRmann,

..ir haben diese Informationen bisher nur an Herrn Diarra vom BKA verschickt.
Deshalb fige ich Ihnen diese E-Mail hier gerne nochmal an:

Sehr geehrter Herr Diarra,

Bitte entschuldigen Sie dass die Ermittlung des entsprechenden Nutzers
der IP zum angefragten

Zeitpunkt so lange gedauert hat, leider wurde aufgrund eines technischen
Problems der Kundenserver

physikalisch nach Kindigung durch den Kunden nicht abgeschaltet und
darum war dessen IP Adresse

nicht zugeteilt so dass wir diese erst umstédndlich durch Analyse
diverser Logfiles und Datenbanken

ermitteln konnten.

Der Server war folgender Person zugeordnet:

Clients Information

First Name ging

Last Name lin

Company Name linging

Email Address info@dingdian.cn
Address 1 xinyuan building 307 guang hua rd 35
Address 2

City putian

State/Region fujian

Postcode 351100

Country CN - China

Phone Number 08613799651277

Die letzten Zahlungen gingen wie folgt via PayPal ein:

18/10/2011 PayPal Invoice Payment (#10594

<http://valueserver.de/admin/invoices.php?action=edit&id=10594>
<http://valueserver.de/admin/invoices.php?action=edit&id=10594> ) - Trans ID:
61K23627NN600845B

79.60 € 4.49 € 0.00 €

28/09/2011 PayPal Invoice Payment (#10565

<http://valueserver.de/admin/invoices.php?action=edit&id=10565>
<http://valueserver.de/admin/invoices.php?action=edit&id=10565> ) - Trans ID:
2WH54838T48164241

79.60 € 4.49 € 0.00 €

28/09/2011 PayPal Invoice Payment (#10540

<http://valueserver.de/admin/invoices.php?action=edit&id=10540>
<http://valueserver.de/admin/invoices.php?action=edit&id=10540> ) - Trans ID:
3AC13841H5523683J

79.60 € 4.49 € 0.00 €

28/09/2011 PayPal Invoice Payment (#10518

<http://valusserver.de/admin/invoices.php?action=edit&id=10518>
<http://valueserver.de/admin/invoices.php?action=adit&id=10518> } - Trans ID:
4NP2235210848450J

79.69 € 4.49 € GMCIONES
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28/09/2011 PayPal Invoice Payment (#10510 L

<http://valueserver.de/admin/invoices.php?action=edit&id=10510>
<http://valueserver.de/admin/invoices.php?action=edit&id=10510> ) - Trans ID:
9AH482288U6063515

75.60 € 4.49 € 0.00 €

14/09/2011 PayPal Invoice Payment (#10491

<http://valueserver.de/admin/invoices.php?action=edit4id=10491>
<http://valueserver.de/admin/invoices.php?action=edit&id=10491> ) - Trans ID:
4A712786ML798524S

79.60 € 3.45 € 0.00 €

07/09/2011 PayPal Invoice Payment (#10484

<http://valueserver.de/admin/invoices.php?action=edit&id=10484>
<http://valueserver.de/admin/invoices.php?action=edit&id=10484> ) - Trans ID:
3UX76240X3233031M

20.00 € 1.13 € 0.00 €

Wir gehen allerdings davon aus dass dessen Rechner gehackt wurde und
dass er vermutlich nicht selbst

Verursacher ist. Die IP Adressen wurden mittlerweile gesperrt, MaRnahmen
um so etwas kinftig zu verhindern

werden ergriffen. Der Server an sich ist noch verfigbar und kann wenn
ndtig gesichert werden (wir bitten

wenn hierfir eine Notwendigkeit besteht um zeitnahen Bescheid damit wir
diesen Server aus dem Produktivbetrieb

entfernen kdnnen.

Mit freundlichen GriBen
Christoph Kaufmann

Mit freundlichen Griben
Christoph Kaufmann

———————— Original-Nachricht --------
Betreff: WG: Anfrage zu IP Adressen
Datum: Tue, 24 Jul 2012 11:52:06 +0000
Von: Grossmann, Bernd <Bernd.Grossmann@polizei.bwl.de>
<mailto:Bernd.Grossmann@polizei.bwl.de>
An: christ@inline.de

Sehr geehrte Frau Christ,

Leider habe ich bis heute noch keine Anwort auf meine Anfrage erhalten.
Koénnen sie bitte feststellen, was aus der Sache geworden ist 2

Die schwedischen Behorden stufen diese Anfrage mit héchster Eile ein.
Fir ihre Mihe vielen Dank

Bernd GroBmann

Polizeihauptmeister

————— Urspringliche Nachricht-----

Von: Grossmann, Bernd

Gesendet: Mittwoch, 11. Juli 2012 09:23

An: 'christ@inline.de'
Betreff: WG: Anfrage zu IP Adressen
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Hallo Frau Christ,

Ich m&%chte sie bitten, mir den Eingang meiner Anfrage kurz zu bestdtigen und mir
nach Moéglichkeit mitzuteilen, wann mit einer Beantwortung der Anfrage in etwa zu
rechnen ist.

Vielen Dank fir ihre Muhe.
Bernd GroBmann

————— Urspringliche Nachricht-----
Von: Grossmann, Bernd

Gesendet: Montag, 9. Juli 2012 15:03
An: 'christ@inline.de'

Betreff: Anfrage zu IP Adressen

Sehr geehrte Frau Christ,

mein Kollege Molitor hatte mit ihnen telefoniert, sie baten um die betreffenden
IP-Adressen.

Ich habe die betreffenden IPs im beigefligten PDE Dokument.

Ich bitte sie, mir alle bei ihnen vorliegenden Erkenntnisse zu diesen IP
Adressen zu Ubermitteln.

Gerne erkldre ich ihnen den Grund unserer Anfrage per Telefon. Nach Moéglichkeit
bitte ich die Zahl der Personen, die mit dieser Anfrage betraut sind, so klein wie
mdglich zu halten und Informationen zu dieser Anfrage vertraulich zu behandeln.

Sie erreichen mich i.d.R. zw. 07.30 und 12.00 Uhr pers®nlich.

Vielen Dank fir ihre Mihe.

Signatur:

Ich bitte, den Eingang dieser Mail UNBEDINGT IMMER ZU BESTATIGEN

Bernd GroBmann

SG IuK/Betrug

Polizeiposten Akademiestrale
RAkademiestrafBe 1

76133 Karlsruhe

Tel.: 0721 51387-13

Fax 0721 9138749

o
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Kaiserstr. 121
76133 Karlsruhe

Tel +495 721 966220, FAX +49 721 9668211
HRB 107453, Sitz Karlsruhe, Registergericht: Mannheim

Geschaftsfithrer: Dr. Andreas Werner, Dr. Armin Zundel

Christoph Kaufmann

INLINE Internet Online Dienste GmbH
Kaiserstr. 121

D-76133 Karlsruhe

Tel: +49-721-96682-43, Fax: +49-721-96682-11

HRB 107453, Sitz Karlsruhe, Registergericht: Mannheim
Geschaftsfihrer: Dr. Andreas Werner, Dr. Armin Zundel
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Baden-Wiirttemberg
Der Leitende Oberstaatsanwalt in Karlsruhe
(Chefsaklagaren i Karlsruhe)

Staatsanwaltschaft Karlsruhe, Datum 31.07.2012

Akademiestr 6 — 8, DE-761 33 Karlsruhe Namn Forsta allman aklagare Bogs
Telefon direkt +49 721 926 2713
Arendenummer 630 AR 677/12 RhE

Swedish Prosecution Authority (Skallanges | svar)

International Public Prosecution Office

Box 702 96

$-107 22 Stockholm

SVERIGE

Stampel:
Internationella Aklagar-
kammaren Stockholm
Ink 2012-08-08

AM 521-24-12

109 - Hnr 233

Ang. Kontakt med Sverige géllande réttslig hjalp i brottmal
Ert arendenummer AM -52124 -12

Er ansékan av den 11 juni 2012

Bilagor
a) Bladsamling (arendet gallande rattslig hjalp)
b) Skrivelse fran polisposten Karlsruhe — Akademiestr av den 27.07.2012
¢) Emailkontakt med firma INLINE Internet Onlinedienste GmbH, Kaiserstr 121,
DE-761 33 Karlsruhe

Basta damer och herrar,

efter avslutandet av den rattsliga hjdlpen skickar jag till Er dokumenten. De avgérande
informationerna befinner sig i emailtrafiken med firma INLINE Internet Onlinedienste GmbH,
Kaiserstr 121, DE-761 33 Karlsruhe.

Med utmarkt kollegial hogaktning
| tjansten

Namnteckning

Webel

Allman overaklagare
Stampel:

Staatsanwaltschaft Karlsruhe

Akademiestr 6 — 8, DE-761 33 Karlsruhe, Telefon +49 721 826 0, fax +49 721 926 5007,
Sparvagnshallplats Europaplatz, poststelle@stakarlsruhe.justiz.bwl.de www. stakarlsruhe.de
www.service-bw.de
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Baden-Wiirttemberg
Polizeiprasidium Karlsruhe
(Polispresidiet i Karlsruhe)

Polizeiposten Karlsruhe — Akademiestrasse

(Polispost)
Polizeiposten KA - Akademiestr Datum 27.07.2012
Akademiestr 1, DE-761 33 Karlsruhe Namn Grossmann
Telefon direkt +49 721 91387 13
CNP

Arendenummer SPH/1125228/2012
(Skall anges | svar)
Staatsanwaltschaft Karlsruhe
Akademiestr 6 - 8
DE-761 33 Karlsruhe

Stampel:
Internationella Aklagar-
kammaren Stockholm
Ink 2012-08-08

AM

109 —Hnr

Stampel:
Staatsanwaltschaft
(aklagarmyndigheten)

31juli 2012
Karlsruhe

Ang. 603 AR 677 / 12

Jag har fragat firma Inline. Mailtrafiken inklusive svar ar bifogade.
Namnteckning
Grossmann, polishuvudmastare

Bilaga

Akademiestr 1, DE-761 33 Karlsruhe, Telefon +49 721 91387 0, fax+49 721 91387 49, KARLSRUHE-
AKADEMIESTRASSE.PW@polizei.bwl.de

OPNV-anslutning

27 juli 2012
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Grossmann, Bernd

Fran Chsistoph Kaufmann (kaufmann@inline.de)

Skickat Tisdagen den 24 juli 2012 ki 15:01

Till Grossmann, Bernd

Cc Renate Christ

Ang Re: fwd. Fwd. WG Forfragan géllande IP adresser bradskande

God dag herr Grossmann,

Vi har hittills endast skickat de har informationerna till herr Diarra fran BKA. Darfor tillfogar jag gérna
det har emailet en gang till at Er.

Basta herr Diarra,

ursdkta vanligen att faststdllandet av tillhérande anvandare gallande IP vid den tidpunkt som Ni har
fragat om har drojt sa lange, tyvarr kopplades pa grund av ett tekniskt fel kundservern fysikaliskt inte
fran efter det att kunden hade sagt upp sig och darfor var hans IP adress inte tilldelad, sa att vi forst
kunde faststdlla denna omstandigt genom en analys av diverse logfiles och databaser.

Servern var samordnad med féljande person:

Clients information

(Overs. anm.: Engelsk text)
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Vi utgar dock fran att denne dator har utsatts for hackers och att den antagligen inte sjalv ar
férorsakaren. IP adresserna ar nu sparrade, vi har vidtagit atgarder for att forhindra sadant i
framtiden. Servern i och for sig star fortfarande till forfogande och kan vid behov sakerstillas. (Om
detta dr nodvandigt sa ber vi att snabbt ge oss besked om detta, sa att vi kan avlagsna den har
servern fran produktivdriften).

Med vanliga halsningar
Christoph Kaufmann

Original meddelande

Ang Forfragan gallande IP adresser

Datum Tisdagen den 24 juli 2912 kI 11:52:06 +000

Fran Grossmann Bernd Bernd.Grossmann@polizei.bwl.de
<mailto: Bernd.Grossmann@polizei.bwl.de>

Till chsrist@inline.de

Basta fru Christ,

tyvarr har jag fram till i dag inte fatt nagot svar pa min forfragan. Kan Ni vanligen faststalla, vad som
har hant med saken? De svenska myndigheterna har angett den har saken som ytterst bradskande.
Hjartligt tack for Era anstrangningar

Bernd Grossmann
Polishuvudmastare

Ursprungligt meddelande

Fran Grossmann, Bernd

Skickat Onsdagen den 11 juli 2912 kI 09:28
Till christ@inline.de

Ang WG: Forfragan gallande IP adresser
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Hej, fru Christ,
jag onskar be Er att kort bekrafta for mig att Ni har erhallit min férfragan samt att om mojligt
meddela mig, ungefar nar som jag kan rakna med ett svar pa min forfragan.

Hjartligt tack for Era anstrangningar

Bernd Grossmann

Ursprungligt meddelande

Fran Grossmann, Bernd

Skickat Mandagen den 9 juli2012 ki 15:03
Till christ@inline.de

Ang Forfragan géllande IP adresser

Basta fru Christ,

min kollega Molitor hade fort ett telefonsamtal med Er de bad om de berérda IP adresserna.

Jag har berorda IPs i det bifogade PDF dokumentet.

Jag ber Er att till mig skicka alla informationer som Ni har om de har IP adresserna.

Jag forklarar garna for Er skalet till var forfragan pa telefon. Om mojligt ber jag Er att halla det antal
personer som har att géra med den har forfragan sa litet som mojligt, och att behandla informationer
om den har forfragan med sekretess.

Ni nar mig som regel personligen mellan klockan 07:30 och 12:00.

Hjartligt tack for Era anstrangningar

Signatur:

Jag ber Er att OVILLKORLIGEN ALLTID BEKRAFTA att Ni har erhallit det hit mailet.

Bernd Grossmann

SG luK / Bedréageri

Polizeiposten Akademiestr

Akademiestr 1

DE-761 33 Karlsruhe

Telefon +49 721 91387 -13
Fax +49 721 91387 49

Renate Christ
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INLINE Internet Online Dienste GmbH
Kaiserstr 121
DE-761 33 Karlsruhe

Telefon +49721 966 820
Fax +49721 966 82 11

HRB 107 453 Foretagssate Karlsruhe, Registerdomstol Mannheim
Verkstallande direktor Dr. Andreas Werner, Dr. Armin Zundel

Chsstoph Kaufmann

INLINE Internet Online Dienste GmbH
Kaiserstr 121

DE-761 33 Karlsruhe

Telefon +49 721966 82 43
Fax +49 721 966 82 11

HRB 107 453 Foretagssate Karlsruhe, Registerdomstol Mannheim
Verkstallande direktor Dr. Andreas Werner, Dr. Armin Zundel
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s Staatsanwaltschaft Frankfurt am Main HESSEN
ol Der Leitende Oberstaatsanwalt
- Internationale Rechtshilfe —
Gilaaemnwallschalt - 80268 Frankfun am Maln Aktenzcichen: 9408 AR 301454’12 RH
Per Fax -~ Nr. +46 10 562 54 83 Dst.-Nr.: 0231
Bearheiter/in,  Staatsanwalt Or. Krach
. o . Durchwahl:  +49(0) 69 1367 — 2148
International Public Prosecution Office Sckretoriot: =49 (0) 69 1387 — 8163 oder 8804
Stockholm / Schweden Fox: +49 (0) 89 1387 — 6210
E-Mail. Internationale- ain- justiz.he d
Datum. 21, Soptombor 2012
. J Internztic: +
ii (.:Fﬂrr 3 ~ iyt i—-I(;lm
Thr Rechtshilfeersuchen vom 11. Juni 2012 Hnk. 70172 -mn
in eincm Verfahren betreffend Leaseweb AM- 5, A\Za-
: C 109- y
Thr Zeichen: AM-52124-12 Lo 0959 L..?‘

Sehr geehrte Damen und Herren,

in Erledigung Thres Ersuchens vom 11. Juni 2012 iibersende ich lhnen anbei den Vermerk des
Polizeiprasidiums Frankfurt am Main vom 17, September 2012 nebst Schreiben des
LeaseWeb Germany Gmbl] vom 14. September 2012.

Dr. Krach

Staatsanwalt
80256 Frankfun am Main Tolafon: +49 (0) 85 1367 - B163 Baanopn, Ra
DEUTSCHLAND Telolax. +49 (0) 66 1367 - 8210 Qa /021209 (22)

Dle Elnrolchung eloktronlscher Dokumanta ist in den zugelassanen Verfahran méglich, slahe www.sta-frankfun.justiz. hossen.de
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VNr, ERS/1079346/2012

Polizelprisldium Frankfurt
Datum 17.09.2012

Kriminaldirektion

K352 - Internetkriminalitit
Adlckesallee 70

60322 Frankfurt am Main

Telefon 069 -755 53508
Fax 069 - 755 53509

Sachbearbeiter Porsche, KHK
Telefon 069/755-53520

) 069/755-53509 F'ﬂg;{:;\h‘"f’“ VT.‘.-"TB.OaF
’: Kammz -y - ':f.’th&m |
Vermerk s L 1’
v
L1098 jdor ]

Der Beschluss zur Rechtshilfe konnte leider nicht mehr gewinnbringend vollstreckt werden.

Der Server wurde bereits vor lAngerer Zelt geklindigt. Hierbei werden generell alle Daten auf dem betreffenden
JLeih-Computer" (Dedizierte Server) durch die Firma LeaseWeb GmbH geloscht, damit der Computer einem
anderen Kunden zur Verfugung gestellt werden kann. Wann genau die Ktndigung/die Loschung der Daten
erfolgte kann aufgrund der inzwischen verstrichenen Zeit nicht mehr in Erfahrung gebracht werden. Ebenso sind

die Kundendaten nicht mehr zur angefragten IP verzeichnet.

Weitere Ermittliungsansétze waren leider auch bei der Fa. LeaseWeb Germany GmbH nicht mehr
recherchierbar,

7
el <"
C/C/-——-*\
17.09.2012" Porsche, KHK
Palum Unterachrill, Amtgbazaichnung

Diensistelienkopl _010 Selte 1 von 1
01/ 2009
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ADRISSE
‘ % LeaseWeb Germany GmbH
‘D Ieaseweb Kleyarstrasse 79 / Tor 13
‘ 7 60326 Frankfurt am Maln
Germany
TELEFON
+49 (0)69 905 568 80
FAX
+49 (0)G9 505 568 822
EMAIL

Info@lcaseweb.de
INTERNET

LenseWeb Gm Kleyerstrasse 7 r 23 | 60376 Frank(lurg www.leaseweb.de

Kriminialdirektion B
Adickesallee 70 Internstic, - Aklagar |
60322 Frankfurt am Main | karm: Ny

~okholm
1
Ink. §m17-09- 2 5

AM-

109- . |

AZ. ERS/1079346/2012

14, September 2012
Ihre Anfrage vom

Sehr geehrter Herr Porsche,

der Server mit der IP; 46.165.196.182 wurde gekiindigt und die Daten wurden
unwiederbringlich geldscht.

Zu dieser IP sind keine Bestandsdaten mehr gespeichert.

Mit freundlichen GriiRen
Sascha Schmidt

Security Engineer
LeaseWeb Global Services

Leaseweb Germany GmbH | Geschiiftsfithrer: Ruud Mous, Wiethold Wagner
AmLsgoricht Frankfurt am Main | HRB B5607 | UStID 815238043
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+49 69 13676210

Aklagarmyndigheten i Frankfurt am Main HESSEN
Ledande dveraklagaren e
- internationell ° réttslig hjalp —

Aklagarmyndigheten - 80268 Frankfurt am Main Referensnummer: 9408 AR 301464/12 RH
Per fax till nummer +46 10 562 54 83 Tidnstestille nr: 0231
International Public Prosecution Office Handlaggare: Aklagare Dr. Krach
Stockholm/Sverige Direktnummer: +49 (0) 69 1367 - 2148
g Sekretariatet: +49 (0) 69 1367 - 6210
E-post: internationale-rechtshilfe@sta-frankfurt.justiz. hessen.de
Datum: 21 september 2012

[stampel: Internationella Aklagarkammaren
Stockholm
Ink. 2012-09-25
AM- 52124-12
C 109-37 Hnr. 256]
Er begéiran om réttslig hjilp fran 11 juni 2012 i
drendet Leaseweb

Er referens: AM-52124-12

I drendet gdllande er begiran fran den 11 juni 2012 skickar jag ver polispresidiet i Frankfurt am
Mains anteckningar fran den 17 september 2012 jamte skrivelsen fran LeaseWeb Germany GmbH fran

den 14 september 2012.

Med vinlig hilsning
Pa uppdrag av
[namnteckning]

Dr. Krach

Ak]agare

[stimpel: AKLAGARMYNDIGHETEN FRANKFURT AM MAIN]

¥ A

I v

po<d

1’ o

P
Setii

60258 Frankfurt am Main Telefon: +40 (0) 69 1367 - 8163 e
TYSKLAND Fax +49 (0) 69 1367 - 6210

Det ar méjligt att I&mna in elektroniska dokument genom ett godkant férfarande, se www.sta-frankfurt justiz.hessen.de
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+49 69 13676210

Polispresidiet i Frankfurt Ref.nr ERS/1079346/2012

Kriminaldirektionen Datum 2012-09-17
K352 - internetkriminalitet Telefon 069 - 755 53508
Adickesallee 70 Fax 069 -755 53509
60322 Frankfurt am Main
Handlaggare Porsche, kriminaléverkommissarie
Telefon 069/755-53520
Fax 069/755-53509
[stAmpel: Internationella Akiagarkammaren
Stockholm
Ink. 2012-09-25
AM:
109 Hnr.]

Anteckning

Beslutet om ré tslig hjalp kunde tyvarr inte Iangre verkstallas med ett givande resultat.
Servern sades upp for en lang tid sedan. Harvid raderar firman LeaseWeb GmbH generelit
all data pa den ifragavarande "lanedatorn" (dedikerad server) sa att datorn kan stallas till
férfogande fér en annan kund. Pa grund av den tid som forflutit gar det inte att fa fram exakt
nér uppsagningen/raderingen skedde. Likasa ar kunddata inte langre registrerade fér den
efterfragade IP-adressen.

Ytterligare utredningar gick tyvarr inte langre att géra vid firman LeaseWeb Germany GmbH.
+[namnteckning]

2011-09-17 Porsche, kriminaldverkommissarie
Datum Underskrift, befattning
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ADRESS

LeaseWeb Germany GmbH
Kleyerstrasse 79 /port 13
50326 Frankfurtam Main
Tyskland

TELEFON

+49 (0) 69 905 568 80
FAX

+49 (0) 69 905 568 822
E-POST
Info@leaseweb.de
INTERNET
www.leasenet.de

LeaseWeb GmbH Kleverstrasse 79 / Tor 13 60326 Frankfurt

Kriminaldirektionen
Adickesallee 70
60322 Frankfurt am Main

[stampe!: Internationella Aklagarkammaren
Stockholm
Ink. 2012-09-25
AM:
109 Hnr.]
Ref.: ERS/10 79346/2012

14 september 2012
Er forfragan fran:

Till herr Porsche:
Servern med IP-nummer: 46.165.196.182 har sagts upp och data har raderats oaterkalleligt.
F&r denna IP-adress finns inga lagerdata l&ngre sparade.

Med vanlig halsning
[namnteckning]

Sascha Schmidt

Security Engineer
LeaseWeb Global Services

LeaseWeb Germany GmbH vd: Ruud Mous, Wiethold Wagner
Tingsrétteni Frankfurt am Main HRB 89607 Momsnummer 815236043
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Senatsverwaltung fiir Justiz
und Verbraucherschutz

Senatsverwaltung fir Justiz und Verbraucherschutz
Salzburger Str. 21 - 25 « 10825 Berlin
Luftpost/Eilzustellung
Internationella Aklagarkammaren
Box 70296

107 22 Stockholm

SCHWEDEN

internations!

1
x

Geschaéftszeichen (bitte immer angeben)
Il CE 8 - 9352/E/1050/2012
Bearb.: Herr Konarski

Telefon (0 30) 9013 - 3012

(Vermittlg.) 90 13-0
(Intern) 913
Telefax: 90 13-20 00

Internet: www.berlin.de/senjust
E-Mail: poststelle@senjust.berlin.de

Datum: 17. September 2012

Rechtshilfeersuchen in einem Strafverfahren gegen Mathias Gustafsson und andere

Ihr Schreiben vom 14. Juni 2012 - AM - 52124 - 12 - an die Staatsanwaltschaft Berlin

3 Anlagen

Sehr geehrte Damen und Herren,

ich gestatte mir, Ihnen das Antwortschreiben der Staatsanwaltschaft Berlin vom 28. Au-

gust 2012 - 283 AR 97/12 - nebst Anlagen zu

Uberreichen.

Ihr eingangs erwahntes Rechtshilfeersuchen nebst Anlagen ist wieder beigeftigt.

Mit vorziglicher Hochachtung
Im Auftrag

? |
/1 i . \\\
ADon f Vsl .-)//.\
A A D
Konariskl [ e\
i e =
i . N

Verkehrsverbindungen: = 104, M 46 bis Rathaus Schéneberg, @ 4 bis Rathaus Schéneberg x . @ 7 bis Bayerischer Platz a

Eingang zum Dienstgebaude: Salzburger/Ecke Badensche Stralte, 10825 Berlin-Schéneberg
Zahlungen bitte bargeldlos an die Landeshauptkasse Berlin, 10789 Berlin, auf eines der folgenden Konten:

Geldinstitut Kontonummer Bankleitzahl Geldinstitut
Postbank Berlin 58 - 100 100 100 10 Deutsche Bundesbank

Kontonummer
10 001 520

Bankleitzahl
100 000 00

130
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Staatsanwaltschaft Berlin

Staatsanwaltschaft Berlin, 10548 Berlin, GSt: 283 Geschaftszeichen bei Antwort bitte

angeben: 283 AR 97/12
Staatsanwaltschaft Stockholm i .
Dienstgebaude:
10557 Berlin, Kirchstr. 7

Tel- Durchwahl (030) 9014 0
Zentrale  (030) 9014 0

Fax Zentrale  (030) 9014 3310

E-Mail: poststelle@sta.berlin.de

(nicht fiir frist- und formwahrende

Schreiben)

Datum: 28.08.2012

Ihr Rechtshilfeersuchen vom 14. Juni 2012 - Aktenzeichen: AR-52124-12 - in einem
Ermittlungsverfahren gegen Mathias Gustafsson u. a.

Anlagen: 8 Schriftstiicke

Sehr geehrte Damen und Herren,

aufgrund des vorgenannten Rechtshilfeersuchens erlaube ich mir, den Verlauf und das
Ergebnis der gefihrten Ermittiungen zu tGbermitteln. Bei der IP-Adresse 217.13.197.5
handelt es sich um einen so genannten "Tor-Server", der als Anonymisierungsserver dient.
Hinweise zu Nutzern und Anschlussinhabern konnte nicht gefunden werden.

Mit vorzuglicher Hochachtung

70
1 /
: .M»gf i

(Nielsen)
Oberstaatsanwaltin

Anschrift fiir Briefsendungen: Verkehrsverbindungen (unverbindlich) Barrierefreier Zugang Sprechzeiten

10548 Berlin

Anschrift fir Paketsendungen: Busse 187, 245, 123, M27, TXL; U-Bhf Wilsnacker Str. 4 Mo, Di, Do 08:30 - 15:00 Uhr
Turmstr. 91, 10559 Berlin Turmstr.; S-Bhf. Bellevue Mi und Fr 08:30 - 13:00 Uhr

Weitere Termine nach
Vereinbarung
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Amtsgericht Tiergarten
Beschluss

Geschéftsnummer: (350 Gs) 283 AR 87/12 (1766/12) Datum:  20.07.2012 ss

In dem Ermittlungsverfahren gegen

Bror Olof Mathias Gustafsson,
Geburtsdaten unbekannt,
Timmermansvagen 14 1, 771 51 Ludvika,
nicht angegebener Staatsangehérigkeit,

wegen VerstoRes gegen Datenschutzrechtliche Bestimmungen

wird auf Antrag der Staatsanwaltschaft Berlin vom 18.07.2012 gemaRl §§ 103, 105 StPO die
Durchsuchung der Wohn-, Geschéfts- und Nebenrdume

der Firma Speedbone Internet & Connectivity GmbH, Ulrich Eckard c/o Speedbone GmbH,
Alboinstr. 36 - 42, 12103 Berlin

angeordnet, da Tatsachen vorliegen, aus denen zu schlieRen ist, dass die Durchsuchung zum
Auffinden von Beweismitteln filhren wird, ndmlich

Hinweise zu Nutzern bzw. Anschlussinhabern der dem Beschuldigten durch die Betroffene
bereitgestellten jeweiligen Dienstleistung, insbesondere Daten von Nuiern/Anschlussinhabern
(Anschrift, Telefonnummer, Bankkontoverbindungen, Art der abgerufenen Dienstleistung)
sonstigen Kontakten des Beschuldigten, insbesondere Uber die dem Beschuldigten
zuzuordnenden IP-Nummer 217.13.197.5.

Der Beschuldigte ist verdachtig, gegen Bestimmungen des Datenschutzes verstoRen zu hab=n.
Ihm wird nach Angaben der schwedischen Behérden folgendes vorgeworfen:

Es gab Zugriffe auf einen von einer privaten Firma betriebenen Mainframe-Computer, auf dem
grolRe Mengen Personen- und Erhebungsdaten der schwedischen Steuerbehérde einschlieRlich
geschitzter Personendaten und Daten finanzieller Art gespeichert waren. Auf eine groRe
Datenmenge der Strafverfolgungsbehérde und der Polizei wurde ebenfalls zugegriffen. Auf Daten
wurde nicht nur zugegriffen, sondern diese wurden auch in gréerer Menge heruntergeladen.

Die Dateien, auf die zugegriffen wurde, kénnten Behérden, Firmen und Einzelnen betrachtlichen
Schaden verursachen. Die von der fortdauernden Untersuchung betroffenen Zugriffe stellen
wahrscheinlich die schwerwiegendsten fur mit 6ffentlichen Behérden verbundene schwedische IT-
Systeme dar.

Die notwendige Bewilligung der Rechtshilfe durch die Senatsverwaltung fur Justiz liegt vor.

Dem Betroffenen wird die Méglichkeit eingerdaumt, die Durchsuchung durch freiwillige Herausgabe
der genannten Beweismittel abzuwenden.

AVR1
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Die Anordnung der Durchsuchung in dem vorgenannten Umfang ist im Hinblick auf den Tatvorwurf
und die Starke des Tatverdachts verhaltnisméaRig, insbesondere sind mildere Mafinahmen beim

der Amts/Staatsanwaltschaft Berlin
nach Erledigung zurlickgesandt

Aptéiling 350 % ’

& 25 Juli 2012

Richterin am Amtsgericht
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© LKA 335 - 120807-1530-035294

PK Hohenstein, Tel: +49 30 4664 933504
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POLIKS Vorgangskennung

Tatigkeitsbericht

1. Ereignisbezeichnung

Ereignis / Delikt
Zusatzbezeichnung

Ausfihrung einer Anordnung der Justizbehérde
DURCHSUCHUNG - EILT! Haftsache (Rechtshilfeersuchen)

Versuch Nein Rechtsnorm

1.1. Ereignisort

Strale Alboinstr. 36

PLZ Ort / Ortsteil 12103 Berlin / Schéneberg

Nation Deutschland

Verwaltungsbezirk Tempelhof-Schéneberg Polizeibereich 4406
1.1.1. Ergédnzungen zumn Ort

Ortlichkeit Internet

1.2. Ereigniszeit

Anfang Freitag 01.01.2010

Ende Sonntag 15.04.2012

2. Beteiligte

2.1. Institution

Art der Institution Firma

Name der Institution Speedbone Internet & Connectivity

Organisationseinheit Rechtsform GmbH
2.1.1. Anschriften

Hauptsitz Alboinstr. 36

PLZ Ort / Ortsteil 12103 Berlin / Schéneberg

Nation Deutschland

Verwaltungsbezirk Tempelhof-Schéneberg Polizeibereich 4406

2.1.2. Reprasentant

2.1.2.1. Personalien

rechtméRige Personalie

Geschlecht

Eckard, Ulrich
mannlich

3. Sachverhalt

Uber ein Rechtshilfebakommen aus Schweden wurde die StA Berlin dahingehend tatig, dass sie die

Durchsuchung der Wohn-, Geschafts- und Nebenraume der Firma Speedbone anordnete. Dabei

sollen alle Daten erhoben werden die zur Nuizung der IP-Adresse 217.13.197.5 vorhanden sind.

he 7K

(Name, Amtsbezeichnung)

Tétigkeitsbericht - 120807-1530-035294
Dokument erstellt: 10.08.2012

Seite 1 von,
gedruckt: 10.08.201
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POLIKS Vorgangskennung

LKA 335 - 120807-1530-035294
PK Hohenstein, Tel: +49 30 4664 933504

Durchsuchung
1.1. Durchsuchungsort
Strafie Alboinstr. 36
PLZ Ort / Ortsteil 12103 Berlin / Schéneberg
Nation Deutschiand
Verwaltungsbezirk Tempelhof-Schéneberg  Polizeibereich 4406 )
1.1.1. Ergédnzungen zum Ort
Ortlichkeit Geschaftsbau
Réumlichkeit Buroraum
Eigenname d. Ortlichkeit Speedbone
Lichtverhaltnisse Tageslicht
Beleuchtung gut beleuchtet
1.2. Durchsuchungszeit
Anfang Freitag 10.08.2012, 09:30 Uhr
Ende Freitag 10.08.2012
2. Betroffener
2.1. Institution
Art der Institution ~Firma
Name der Institution - Speedbone Internet & Connectivity
Organisationseinheit Rechtsform GmbH
2.1.1. Anschriften
Hauptsitz Alboinstr. 36
PLZ Ort / Ortsteil 12103 Berlin / Schoneberg
Nation Deutschland
Verwaltungsbezirk Tempelhof-Schtneberg Polizeibereich 4406
3. Angaben zur Durchsuchung
Eingriffermachtigung StPO Gefahr im Verzug Nein
Anordnung durch /
Geschiftszeichen

Kunert Richterin am AG Tg / (350 Gs) 283 AR 97/12 (1766/12)

Grund d. Durchsuchung
Straftat bei
Tatverddchtigen
Ergebnis der
Durchsuchung

Zweck der Manahme

Auffindeh von Beweismitteln

Ausfithrung einer Anordnung der Justizbehtrde

Die Durchsuchung verlief ohne Erfolg

" Beweissicherung

es wohnten bei

KOK Borries, KKA Makai,

Durchsuchung - 120807-1530-035294
Dokument erstellt: 10.08.2012

Seite 1 von
gedruckt: 10.08.20°
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POLIKS Vorgangskennung

DEr FolZzeiprasiaernt in oernri -
LKA 335 - 120807-1530-035294 i
PK Hohenstein, Tel: +49 30 4664 933504

3.1.1. Erklirung des Betroffenen

Durchsuchung wurde auf Hinzuziehung von

freiwillig gestattet Ja Zeugen verzichtet Ja
Mitnahme / ’
Beschadigungen Es ist nichts mitgenommen und nichts beschadigt worden

3.2. Bericht

Zum o0.g. Zeitpunkt wurde mit den Kollegen KOK Borries und KKA Makai die o.g. Anschrift aufgesucht.

Ziel der MaRnahme war die Vollstreckung des Durchsuchungsbeschlusses des Amtsgerichts

Tiergarten.

Bei dem Objekt handelt es sich um eine alte Industrieliegenschaft, die betroffene Firma befindet sich

im 3. 0OG im Haus A.

Bei unserem Eintreffen wurden wir von Herrn Proll, Lars Daniel
19.11.1981 in Berlin
Gosener Damm 19
12559 Berlin Treptow-Képenick
empfangen. Herr Proll teilte uns mit dass sich Herr Ulrich Eckard in New York aufhélt und er in dessen

Vertretung handelt.

Herr Proll ging mit uns in den hinteren Bereich der Blroetage zu einem Techniker,

Bei dem Techniker handelte es sich um Herrn Blasche, Jan
30.05.1978 in Leinefelde
Adalbertstr. 10
10999 Berlin Friedrichshain-Kreuzberg

durch Hr. Proll wurde Hr. Blasche der Durchsuchungsbeschluss tibergeben.

Nach dem Hr. Blasche den Beschluss gelesen hatte, gab er ohne weiteres z6gern an, dass es sich

dabei um einen Tor-Server handelt.

Als Torserver bezeichnet man Anonymisierungsserver. Diese Server haben nur eine einzige Funktion
sie dienen dazu die Verfolgung eines Nutzers im Internet unmaéglich zu machen. Dazu surft der User
zuerst auf den Torserver und kann dann von dort aus jede beliebe Internetseite bzw. [P-Adresse
aufrufen, ohne das nachvollziehbar ist wer bzw. von wo aus die Seite aufgerufen wurde. Dieser

Serverdienst wird kostenlos zur Verfiigung gestellt, daher werden von dem Serverbetreiber keinerlei

Daten erhoben oder gespeichert.

Durchsuchung - 120807-1530-035294 Seite 2 von
Dokument erstellt: 10.08.2012 gedruckt: 10.08.201
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POLIKS Vorgangskennung

Der Pollzelpra3|dent In Berlin O
LKA 335 - 120807-1530-035294 ‘ | | |
PK Hohenstein, Tel: +49 30 4664 933504

Durch Hr. Blasche wurde ein Ausdruck von den Laufzeitdaten des Sever gemacht. Da dieser Auszug
nur die letzten 186 darstellt wurde mit Hr. Blasche vereinbart, dass er noch einen Auszug nachliefert

der die komplette Laufzeit bis zum 01.01.2010 dokumentiert.

Um 09:50 Uhr endeten die MaRnahmen.

e 7t

(N¥me, Amtsbezdichnung)

Durchsuchung - 120807-1530-035294 Seite 3 von
Dokument erstellt: 10.08.2012 gedruckt: 10.08.201
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Pol. 0940 [K940] - Durchsuchungsprotokoll (Teil A) / Stand: 24.01.2012

JCI T UIIZCIPIaSIUcIIt T DTIIIIT

LKA 335 | I
Vorgangs-Nr.  120807-1530-035294 Vermittlung (030) 4664 -0
Dienststelle LKA 335 Telefon (030) 4664 - 933504
Anschrift Martin-Luther-Str. 105 Fax (030) 4664 - 933599
10825 Berlin-Schéneberg E-Mail Knut.Hohenstein@polizei.berlin.de
Bearbeiter Hohenstein, PK Datum Freitag, 10. August 2012
Zimmer / Etage 469/4.0G Internet www.polizei.berlin.de

Eingriffserméchtigung: StPO ‘ . Uhrzeit: 09:30
Anordnung durch: Kunert Richterin am AG Tg / (350 Gs) 283 AR 97/12 (1766/12) [ wegen Gefahr im Verzuge
Betroffener: Firma Speedbone Internet & Connectivty GmbH .
Ort der MaRinahme: 12103 Berlin , Alboinstr. 36 .
Ortlichkeit: Geschaftsbau, Blroraum

Die Unterzeichnenden haben heute folgende MaRnahme(n) durchgefuhrt:

Durchsuchungsgrund: Auffinden von Beweismitteln Die Durchsuchung fihrte zur Auffindung von Be-
Die gesuchte(n) Person{en) wurde(n) ﬂ' angetroffen [ nicht angetroffen walsnliteln / Elnzishunge-/VartasRgegenstin

und ergriffen Oja ein
[] Beschlag e (immer bei[2]bis[4]) [] Sicherstellung, weil  [] freiwillig herausgegeben [ gewahrsamslos
bewirkt durch " [ Inverwahrungnahme [ Sicherstellung in anderer Weise

elassung in fremdem Gewahrsam
weil die im Teil B aufgefiihrten Gegensténde (zurg '
[ [1] als Beweismittel Sein kénnen inziechung [ [3] dem Verfall unterliegen
[ [4) der loshaltung des Verletzten dienen O {i ch ASOG/anderes Gesetz
Es wohnt n bei: h
KOK Borries, KKA Makai,

KOK Borries - LKA 335@ el M\, PK Hohenstein- LKA 335
Unterschyift - Amtsbezeichnung - Dienstetelle Unterschrift - Amtsbezeichnung - Dienststelle

Erkldrung des Betroffenen

Ich habe die Durchsuchung tm,frenwnlllg gestattet D nicht freiwillig gestattet
K[Auf die Hinzuziehung von Zeugen habe ich verzichtet
Es ist nichts mitgenommen worden )( Es ist nichts beschadlgt worden

Ge Uhrten Gegenstande erhebe |ch
[ ] keinen Widerspruch en Wide L

Auf meine sich aus §98 Abs. 2 StPO ergebenden Rechte wurde ich hlngeWIesen (598 A tPO - Beantragung einer richterlichen £ .igung
] Mit der Durchsicht der im Verzeichnis unter Ifd. Nr. aufgefiihrten Papiere bin ich
[ einverstanden [ nickt@inverstanden

[ Auf die Bestimmungen der §§ 133 / 136 StGB wurde ich rlingeﬁiesen (§133 StGB - Verwahrungsbruch / §136 SIGB - Verstrickungs-/Siegelbruch)

[ Mit der Aushandigung der Gegensténde zu Ifd. an den Berechtigten

[ erkidre ich-mfich einverstanden O erklére ich mich nicht einverstanden

[ Mmit der auRergerichtlichep.Eihziehung der Gegenstande zu Ifd. Nr.
O erkiare ich mich einver.

einem Brand- oder Explosionsort

er belehrt, dass am Ort bis zur Klarung der Sache
eine Verdnderungen vorgenommen werden dlirfen.
(FOr Angaben Ober réumliche Begrenzungen Teil B benutzen)

[ol acs Danre 4 Y.

Unterschrift des Betroffenen oder eines Zeugen
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Tor Network Status -- Router Detail

General Information

Router Name:

Fingerprint:

Contact:

IP Address:

Hostname:

Onion Router Port:

Directory Server Port:

Country Code:

Platform / Version:

Last Descriptor Published (GMT):
Current Uptime:

Bandwidth (Max/Burst/Observed - In Bps):
Family:

jabla )

01E8 0769 FO73 9B5F E49B A034 3E7F 0249 350A 0BD6
<abuse AT tor-exit-node dot co dot cc>
217.13.197.5

tor-exit-node.co.cc

9001

None

DE

Tor 0.2.2.35 (git-731713ab3cc957 0d) on Linux i686
2012-08-09 14:34:08

186 Day(s), 15 Hour(s), 46 Minute(s), 21 Second(s)
1664000/ 2097152 / 1275567

No Info Given

WA

Bandwidth

CL-¥98184-10¢0 dudlielp  00:0L GL-0L-Z10Z ‘uleg Z1/.649vesz dielysiey spuel

6€1l
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Forvaltningen for rattsvidsende och konsumentskydd

Referensnummer (ange alltid)
Il CE 8 - 9352/E/1050/2012
Handlaggare: Konarski

Berlin

Férvaltningen fér rattsvdsende och konsumentskydd
Salzburger Str. 21-25 10825 Berlin

Flygpost/express
Internationella Aklagarkammaren Telefon (0 30) 90 13 - 3012
Box 70296 gya;xel)) 20113 3-0
intern
13(3/7E§2|Gsé00kh0|m Fax: 90 13-20 00

Webb: www.berlin.de/senjust
E-post: poststelle@senjust.berlin.de
Datum: 17 september 2012

[stémpel: Internationella Aklagarkammaren Stockholm
Ink. 2012-09-25

AM- 52124-12

C 109-37 Hnr. 254]

Begéran om riéttslig hjalp i brottsarendet mot Mathias Gustafsson med flera
Er skrivelse fran den 14 juni 2012 - AM - 52124 - 12 - till &klagarmyndigheten i Berlin

3 bilagor

Jag dversander svaret fran dklagarmyndigheten i Berlin fran den 28 augusti 2012 - 283 AR
97/12 - jamte bilagor.

Den ovan ndmnda begéran om rattslig hjélp jamte bilagor bifogas.

Med vanlig hélsning
Pa uppdrag av
[namnteckning]
Konarski

[stémpel: olaslig]

Trafikforbindelse [buss] 104, M 46 till Rathaus Schéneberg, [U] 4 till Rathaus Schéneberg {promenad] [U] 7 till Bayerischer Platz

[promenad] ingéng till byggnaden Salzburger/hdrnet Badensche StraBe, 10825 Berlin-Schoneberg
Betalning, inte kontant, till Landeshauptkasse Berlin, 10789 Berlin, till ett av f6ljande kanton:

Penninginstitut Kontonummer Clearingnummer Penninginstitut Kontonummer Clearingnummer

Postbank Berlin 58 — 100 100 100 10 Deutsche 10 001 520 100 000 00
Bundesbank




Aklagarmyndigheten i Berlin

Aklagarmyndigheten i Berlin, 10548 Berlin, GSt: 283

Aklagarmyndigheten i Stockholm

Ange referensnummer vid svar 283 AR 97/12

Kontor

10557 Berlin, Kirchstr. 7
Telefon direkt (030) 9014 0
Véxel (030) 9014 0

Fax véxel (030) 9014 3310

E-post: poststelle@sta.berlin.de

(inte for skrivelser med tidsfrister eller med formkrav)
Datum: 2012-08-28

Er begaran om réttslig hjalp fran den 14 juni 2012 — referensnummer: AR-52124-12 - i
férundersékningen mot Mathias Gustafsson med flera

Bilagor: 8 dokument

Med hé&nvisning till den ovan ndmnda begéran om rattslig hjalp éversander jag information
om hur undersékningarna har I16pt och resultatet av dem. Né&r det galler IP-adressen
217.13.197.5 handlar det om en s.k. "malserver” som fungerar som en
anonymiseringsserver. Nagot som pekar ut vem som ar anvéndare eller innehavare till
anslutningen kunde inte hittas.

Med vénlig hélsning
[namnteckning]
(Nielsen)
Overaklagare

[stampel: AKLAGARMYNDIGHETEN BERLIN]

G
R —
Semantix
Adress for brevidrsandelser:  Trafikférbindelser (ej Ingang utan hinder Besdokstider
10548 Berlin bindande)
Adress for paketforséndelser:  Bussarna 187, 245, 123, M27, Wilsnacker Str. 4 Ma, ti, to, fr k. 08:30 - 15:00
Turmstr, 91, 10559 Berlin TXL; U-Bhf Ma och fr ki. 08:30 - 13:00

Turmstr., S-Bhf Bellevue Fler tider efter
dverenskommelse
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Styrkta kopior [22]

Tingsratten Tiergarten
Beslut

Referensnummer: (350 Gs) 283 AR 97/12 (1766/12) Datum: 2012-07-20 skB
| férunderstkningen mot

Bror Olof Mathias Gustafsson,
Fodelseuppgifter okanda,
Timmermansvagen 141, 771 51 Ludvika,
medborgarskap inte angivet,

foér dvertradelse av dataskyddsrattsliga bestammelser

forordnas, pa ansékan av aklagarmyndigheten i Berlin fran 2012-07-18 enligt §§ 103, 105 i
StPO (tyska straffprocessordningen), en husrannsakan av bostads-, kontors och
angransande rum.

tillhorande firman Speedbone Internet & Connectivity GmbH, Ulrich Eckard c/o
Speedbone GmbH, Alboinstr. 36 -42, 12103 Berlin

eftersom omstandigheter foreligger av vilka det gar att sluta sig till att en husrannsakan leder
till att bevismaterial hittas, namligen

upplysningar om anvandare eller innehavare av anslutning via den tjanst som den berérda
stallt den misstankta till férfogande, sarskilt uppgifter om anvandare/innehavare av
anslutning (adress, telefonnummer, bankkontoférbindelse, typ av anvand tjanst) och évriga
kontakter som den missténkta har haft, sarskilt dock IP-numret 217.13.197.5. som kan
kopplas till den misstankia.

Gérningspersonen &r misstankt for Gvertrddelse av dataskyddsbestdmmelserna. Enligt
uppgifter fran se svenska myndigheterna misstanks han fér féljande:

Det fanns atkomst till en Mainframe-dator som bedrevs av en privat firma. P& datorn fanns
en stor mangd person- och uppbdrdsuppgifter fran de svenska skattemyndigheterna
inklusive skyddade personuppgifter och finansiella data sparade. Man fick likaledes atkomst
till stora méngder data tillhérande aklagarmyndigheten och polisen. Man fick inte bara
atkomst till data utan det var ocksa stora mangder som laddades ner.

Filerna som man fick &tkomst till skulle kunna orsaka myndigheter, féretag och enskilda
betydande skador. Tillslaget, som &r féremal for den fortsatta underskningen, &r sannolikt
det mest tungt vagande IT-systemet kopplat till myndigheter.

Rattsforvaltningen godkanner begéran om rattslig hjalp.

De berérda ges méjlighet att undvika husrannsakan genom att frivilligt utldmna ovan nén% ndavA g Al
|

bevismedel. ! < |
3 i DVQ i
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[23]

Forordnandet av husrannsakan i ndmnd omfattning &r med avseende pa anklagelsen och
misstankegraden skalig, sérskilt ar mildare atgarder vid det aktuella laget i utredningen inte

rimliga.

[namnteckning]
Kunert
Domare vid tingsratten

| original med akten
myndigheten/&klagarmyndigheten i Berlin
atersands efter atgard

Avdelning 350

[namnteckning]
Kunert
Domare vid tingsratten

{stampel: 25 juli 2012
[namnteckning]
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Polischefen i Berlin
LKA 335 - 120807-1530-035294
Poliskommissarie Hohenstein, Tfn: +49 30 4664 933504

Yttrande Riéttshjalp 283AR97/12 Berlin Oversattning, 2013:03?7 173457 dlal'lenLO29J-K8186f:1 27”

Insatsrapport
1. Handelsebeteckning
Héndelse/brott Verkstéllande av beslut av rattsvardande myndighet
Tillaggsbeteckning HUSRANNSAKAN - EILTI haktingsarende (begéran om réttslig
hjalp)
Forsok Nej Réattsnorm
1.1. Handelseplats
Gata Alboinstr. 36
Postnummer ort/stadsdel 12103 Berlin/Schéneberg
Land Tyskland
Foérvaltningsomréde Tempelhof-Schéneberg  Polisdistrikt 4406
1.1.1. Nérmare platsbeskrivning
Plats Internet
1.2. Handelsetidpunkt
Borjat Fredag, 2010-01-01
Slutat Sdndag, 2012-04-15
2. Berorda
2.1. Institution
Typ av institution Firma
Namn pd institutionen Speedbone Internet & Connectivity
Organisationsenhet Rattsform GmbH
2.1.1. Adresser
Huvudsate Alboinstr. 36
Postnummer ort/stadsdel 12103 Berlin/Schéneberg
Land Tyskland
Férvaltningsomrade Tempelhof-Schéneberg  Polisdistrikt 4406
2.1.2. Representant
2.1.2.1. Personuppgifter
Rattmétig identitet Eckard, Ulrich
Kén man

3. Sakforhallandet

Genom ett avtal om réttslig hjalp med Sverige agerade aklagarmyndigheten i Berlin och
beslutade om husrannsakan av bostads-, kontors och angrénsande rum tillhérande firman
Speedbone. Dérvid ska all data samlas in som finns betraffande anvandandet av ip-adressen

217.13.197.5.

[namnteckning]
(Namn, befattning)

Insatsrapport — 120807-1530-035294
Dokumentet skapat: 2012-08-10
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Polischefen i Berlin
LKA 335 - 120807-1530-035294
Poliskommissarie Hohenstein, Tfn: +49 30 4664 933504

Husrannsakan
1.1. Plats for husrannsakan
Gata Alboinstr. 36
Postnummer ort/stadsdel 12103 Berlin/Schéneberg
Land Tyskland
Férvaltningsomrade Tempelhof-Schéneberg  Polisdistrikt 4406
1.1.1. Ndarmare platsbeskrivning
Plats kontorsbyggnad
Rum kontorsrum
Egennamn pa platsen Speedbone
Ljusférhallandena dagsljus
Belysning bra belysning
1.2. Tidpunkt fér husrannsakan
Borjat fredag, 2012-08-10, kl. 09:30
Slutat fredag, 2012-08-10
2. Berérda
2.1. Institution
Typ av institution firma
Namn pa institutionen Speedbone Internet & Connectivity
Organisationsenhet Réattsform GmbH
2.1.1. Adresser
Huvudséte Alboinstr. 36
Postnummer ort/stadsdel 12103 Berlin/Schéneberg
Land Tyskland
Forvaltningsomrade Tempelhof-Schéneberg  Polisdistrikt 4406
3. Uppgifter om husrannsakan
Ingrepp med stéd av StPO Fara vid drojsmal Nej
Férordnat av/
referensnummer domare Kunert vid tingsrétten Tiergarten / (350 Gs) 283 AR 97/12
(1766/12)

Orsak till husrannsakan  Hitta bevismedel
Brottsmisstanktes brott  Verkstéllande av beslut av rattsvardande myndighet

Resultat av

husrannsakan Husrannsakan avidpte utan framgang
Syftet med &tgérden Bevissékring
Néarvarande Kriminaldverkommissarie Borries, kriminalkommissarieaspirant Makai, > A g
< B
f DVQ
Husrannsakan — 120807-1530-035294 l Semantix
Dokumentet skapat: 2012-08-10 -
Sida 1 av

Utskrift 10.08.20
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Polischefen i Berlin
LKA 335 - 120807-1530-035294
Poliskommissarie Hohenstein, Tfn: +49 30 4664 933504

3.1.1. Den berdrdas forkiaring

Husrannsakan tillats avstods fran

ske frivilligt Ja vittnesnérvaro vid husrannsakan Ja
Medtaget/skador Inget har medtagits och inget skadats

3.2. Rapport

Vid ovan namnda tidpunkt uppséktes ovan angivna adressen av kollegorna
kriminaldverkommissarie Borries och kriminalkommissarieaspirant Makai.

Mélet med atgérden var att verkstalla tingsrétten Tiergartens beslut om husrannsakan.
Objektet ar en industrifastighet och det berdrda foretaget finns pa fjarde vaningen i hus A.

Vid ankomsten mottes vi av Proll, Lars Daniel
1981-11-19 i Berlin
Gosener Damm 19
12559 Berlin Treptow-Kopenick

Daniel Proll meddelade oss att Ulrich Eckard uppehalier sig i New York och att han
féretrader honom.

Daniel Proll gick med oss till de bakre delarna pa kontorsplanet till en tekniker.

Teknikern hette Blasche, Jan
1978-05-30 i Leinefelde

Adalbertstr. 10
10999 Berlin Friedrichshain-Kreuzberg

Daniel Proll 6verrackte beslutet om husrannsakan till Jan Blasche.

Efter att Jan Blasche hade l&st beslutet om husrannsakan uppgav han utan ytterligare tvivel
att det handlar om en malserver.

Man betecknar anonymiseringsservrar som malservrar. Dessa servrar har bara en enda
funktion. De tjanar till att géra det omdjligt att félja en anvandare i Internet. Anvandaren
surfar férst in p& malservern och kan darifr&n 6ppna énskade webbsidor eller ip-adresser
utan att det gar att fa reda pa vem eller varifran webbsidan 6ppnades. Denna servertjanst
stalls kostnadstritt till férfogande. Darfér samlar eller sparar serverféretaget inga data.

vhg
POLIKS handlingsidentifiering s N, e
EVA
Husrannsakan — 120807-1530-035294 Semantix
Dokumentet skapat: 2012-08-10
Sida 2 av

Utskrift 10.08.20
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Polischefen i Berlin
LKA 335 - 120807-1530-035294
Poliskommissarie Hohenstein, Tfn: +49 30 4664 933504

Jan Blasche gjorde en utskrift av serverns kortider. Eftersom detta utdrag endast visar de
senaste 106 lovade Jan Blache att han skickar &nnu ett utdrag som dokumenterar den
kompletta kértiden fran 2010-01-01.

Atgérden avslutades kl 09:50.

[namnteckning]
(Namn, befattning)

A |
\vami v/
< >
Do
Semantix
Husrannsakan — 120807-1530-035294
Dokumentet skapat: 2012-08-10
Sida 3 av

Utskrift 10.08.20
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Polischefen i Berlin

LKA 335
Handelsenummer:  120807-1530-035294 Véxel (030) 4664-0
Arbetsplats LKA 335 Telefon (030) 4664 - 933504
Adress Martin-Luther-Str. 105 Fax (030) 4664 — 933599

10825 Berlin-Schéneberg E-post knut.hohenstein@polizei.berlin.de
Handlaggare Hohenstein, poliskommissarie Datum: fredagen den 10 augusti 2012-
Rum/vaning 469/5:e vaningen Webb: www.polizei.berlin.de

Protokoll for husrannsakan

Ingrepp med stdd av: StPO Tidpunkt: 09:30
Forordnat av: Kunert, domare vid tingsratten TG/(350 Gs) 283 AR 97/12 (1766/12) [ 1pga.faravid dréjsmal

Berérd: Firma Speedbone Internet & Connectivity GmbH
Plats tor atgdrden: Alboinstr. 36, 12103 Berlin
Nérmare platsbeskrivning Kontorsbyggnad, kontorsrum

De undertecknande har idag genomfort {6ijande atgérd(er)
Orsak till husrannsakan: hitta bevismedel Husrannsakan ledde till att bevismedel/foremal fér
indrivning eller fdrverkande hittades

De sokta personerna [X] patraffades [ ]patréffadesinte [ ]ja [X] nej

och greps

[ ] Sakerstallande, eftersom [ ] 6verldmnades frlwmgt { hittegod
Deponering [ ]Sakerstaﬂan pa-an
ater vara kvar pé platsen [ ]Later vara kvar hos

annan i forvaring

ar av-j ammans med [2] 0C
orrbevismedel [ 112} indrivning [ 113] underkastas
alla den skadade skadelos [ ] Motivering enligt ASOG/andra lagar

Nérvarande
kriminaléverkommissarie Borries, kriminalkommissarieaspirant Makai

Kriminalkommissarie Borries — LKA 335 Poliskommissarie Hohenstein LKA 335

[namnteckning] [namnteckning]
Underskrift, befattning, arbetsplats Underskiift, befattning, arbetsplats

Den berérdas forklaring

Jag har tillatit husrannsakan [X] frivilligt [ ]ejfrivilligt -
[X] jag har avstatt fran narvaroc av vittne
[X] ingenting har medtagits [X] ingenting har skadats

[ ] inga invandningar
rattigheterna enligt § 98 i StPO (§ 98 StPO punkt 2 — anskan om bekraftelse fran domstol)

arjag

[ ]Jag upplystes om bestdmmelserna+§§ 133/136 StGB (§ 133 StGB férvaringsbrott StGB — piofiberings-/sigilbrott)

[ ]Utldmnade av féremal under l6pande nummer:
[ Jaccepterar jag[ ]accepterar jag unte

[ ]Utomréttsliga indrivningen av féremal undet{6pande nummer
[ ]accepterar jagl-tdccepterar jag inte

[ ] Endast vid &tgardervid en plats fér brand och explosion

Begrdnsningar

[namnteckning]
Underskrift av de berérda eller ett vitine —

i
P <
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Hohenstein, Knut

Fran: jan@prosite.de

Skickat: Fredagen den 10 augusti 2012 10:50
Till: Hohenstein, Knut

Amne: Malserver

Hej!

Som utlovat hittar du har langtidsstatusen fér malservern med IP-adressen 217.13.197.5

http://atlas.torproject.org/#details/01E80769F0739BSFE49BA0343E 7F0249350A0BD6

Av grafiken "5 Years graph” framgar att servern ar igang sedan maj 2010.

Jag svarar garna pa ytterligare fragor.

Med vénlig halsning
Jan

Speedbone Internet & Connectivity GmbH
Alboinstrasse 36-42

12103 Berlin - Tempelhof

Tfn: + 49.302593730

Fax: + 49.3025937353

AG Berlin Charlottenburg, HRB 84734 momsnummer: DE225968051
Laga domstol Berlin
Vd Erika Eckardt

| vig
i < >
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Polischefen i Berlin
LKA 335 - 120807-1530-035294
Poliskommissarie Hohenstein, Tfn: +49 30 4664 933504

Slutanteckning

2012-08-13
kl. 07:15

| enlighet med férordnandet av aklagarmyndigheten i Berlin verkstalldes beslutet om
husrannsakan hos féretaget Speedbone Internet & Connectivity GmbH.

Vid husrannsakan framkom att det fér den angivna ip-adressen handiar om en s.k.
"malserver”. Syftet med denna server &r att den ska fungera som en anonymiseringsserver.
Anvéndaren kopplar upp sig till servern och kan efter att férbindelse har uppréattas via denna

server ga in pa varje annan ip-adress eller webbsida.

Féliden ar att om nagon gar in pa en sidaoch man vill spara vem som besokt sidan sa
kommer malserverns ip-adress alltid att visas och inte anvandarens verkliga ip-adress. En
malservertjanst ar gratis och darfér registreras inga uppgifter om anvandarna.

Av grafiken framgar att malservern &r ute pa natet sedan maj 2010. (se blad 33 i akten)

| detta lage av utredningen skickas akten tillbaka till aklagarmyndigheten i Berlin.

[namnteckning]
(Namn, befattning)

POLIKS handlingsidentifiering

Slutanteckning — 120807-1530-035294
Dokumentet skapat: 2012-08-10
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® Rikskriminalpolisen PM

RKP'IT brott Datum Diarienr (aberopas vid korresp)
Christer Kagstrom 2013-03-22 0201K81864-12
Kriminalinspektor

PM Kambodja

Kort sammanfattning av hdndelser 1 Kambodja.

Den 17 april 2009 démdes Gottfrid Svartholm Warg for brott mot upphovsrétten till ett
ars fangelse. Gottfrid Svartholm Warg har inte infunnit sig for att avtjdnat detta straff
utan valt att ldmna Sverige och bland annat de senaste &ren befunnit sig i Phnom Phen,
Kambodja.

Gottfrid Svartholm Warg har med anledning av detta blivit Internationellt efterlyst.

Den 29 augusti klockan 13:33 (Thailléndsk tid) meddelade sambandsmannen i Bangkok,
Lennart Ostberg att Gottfrid Svartholm Warg blivit lokaliserad till en ldgenhet i centrala
Phom Phem av Kambodjansk polis och de kommer inom kort att gripa honom.

Den 30 augusti klockan 09:54 (Svensk tid) blev Paulo Zavala vid Rikskriminalen - En-
heten for Internationellt Polissamarbete meddelad att Gottfrid Svartholm Warg &r gripen i
Phnom Phen.

[ samband med gripandet av Gottfrid Svartholm Warg pétraffades en stor mangd IT- ut-
rustning.

Kambodjanska polisen meddelade via Lennart Ostberg att Gottfrid Svartholm Warg be-
fann sig olovligen i landet da hans pass och visum har gatt ut och skulle med anledning
av det utvisas ur landet.

Gottfrid Svartholm Warg blev satt i férvar i Phnom Phen och den Kambod janska rikspo-
lischefen var inkopplad i drendet.

Lennart Ostberg meddelade via Paulo Zavala att han tillsammans med sin danska kollega
kommer dka ned till Phnom Phen och gora en bedémning av situationen

Efter besoket i Phnom Phen meddelade Lennart Ostberg att Kambodjanska polisen hade
resursbrist liksom sambandsmannakontoret i Bangkok. Med anledning av detta begérdes
det hjdlp av RKP IT-brott for bitrdda nere i Phnom Phen.

Det som &terstod innan utvisningen var att Sverige kunde garantera att Gottfrid Svart-
holm Warg omhéndertogs d& han anlénde till Svensk territorium.

Den 31 augusti skrev Johan Grenfors, bitrddande chef for Rikskriminalpolisen ett intyg
med innehall att Svensk polis garanterade ett omhdndertagande da Gottfrid Svartholm

PM 130322 PM Kambodja.doc
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RIKSKRIMINALPOLISEN 2013-03-22 0201K81864-12

Warg anlénder till Sverige. Brevet skickades ned per mail till Kambodja for vidare be-
fordran till rikspolischefen, General Sok Phal.

Den 1 september 2012 akte representanter fran Sverige, (se nedan) till Phnom Phen
Kambodja, via Thailand, Bangkok.

Den 3 september 19:25 (Kambodjansk tid) anldnde undertecknad med personal till
Phnom Phen.

Dagen efter, triffade vi Kambodjanska polisen tillsammans med sambandsman Lennart
Ostberg.

Den 4 september forevisades vi det beslag Kambodjansk polis tagit i samband med gri-
pandet. Det var Gottfrid Svartholm Warg personliga dgodelar sasom kldder, bocker och
en stor méngd IT-utrustning. Vi forevisades dven den lagenhet Gottfrid Svartholm Warg
forfogade 6ver i Phnom Penh. Ligenheten var i fint skick men Gottfrid Svartholm Warg
tillhorigheter fanns inte kvar. Allt hade blivit flyttade och forvarades i ett av polisen kon-
tor i Phnom Phen.

Kambodjanska polisen meddelade att de inte vill ha kvar Gottfrid Svartholm Warg tillho-
righeter utan detta skulle med till Sverige d& han utvisades dérifran.

Vi gjorde en forteckning over allt de hade tagit med sig till stationen och dérefter medde-
lades Gottfrid Svartholm Warg om detta. Han fick ta del av forteckningen samt god-
kénna och signera att materialet togs med till Sverige. Signering och dokumentation av
detta gjordes av den Kambodjanska polisen.

Under var vistelse i Phnom Phem blev Anne Héglund och Tom Abrahamsson vid den
Svenska ambassaden i Phnom Phen hela tiden informerad om situationen.

Den Svenska ambassaden hade under vér vistelse kontakt med Gottfrid Svartholm Warg
for att forsikra sig att han fick det han behdvde, mat, dryck och information. Enligt dem
var Gottfrid inte sa talfor men meddelade vid besoken att han hade det han behévde och
bemottes bra av den Kambodjanska polisen.

Undertecknad med personal triffade inte Gottfrid Svartholm Warg forutom da han skulle
signera godkdnnandet av det Kambodjanska beslaget. Undertecknad fragade hela tiden
da tillfélle gavs om Gottfrid Svartholm Warg hade det han behévde och hur hans hélsa
var. Gottfrid svarade véldigt kort och ville inte prata men meddelade att han hade det
under omstédndigheterna bra. Han fick mat, dryck och fick ta emot besok.

Jag fick dven lopande information under vér vistelse av de Kambodjanska polisen att
Gottfrid Svartholm Warg fick det han behévde och att han hade det bra.
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Den 11 september beslutades det att Gottfrid Svartholm Warg skulle lamna landet via
Bangkok till Stockholm. Hemtransport skedde med hjélp av 2 stycken fran KV, krimi-
nalvarden. Med pa flyget var undertecknad.

Stockholm den 22 mars 2013

/,.?

&hrister Kagstrom /

I Kambodja var foljande representanter fran Sverige
Christer Kagstrom, Jesper Blomstrom och Joakim Persson.
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National Bureau of Investigation 12 July 2012
Cyber Crime Unit Our reference
Richard Ahlgren 0201-K81864-12
NLO Bangkok

Cambodian Police

Detailed information of suspect

Family name: SVARTHOLM WARG
Forename: Per Gottfrid

Sex: Male

Date of birth: 17/10/1984

Nationality: Sweden

Passport

Passport number: 23810667

Date of issue: 28/01/2003

Place of issue: Stockholm, Sweden
Expiry date: 28/01/2013

Description (dated 26/05/2011)
Height: 175 cm

Eye colour: Blue

Skin colour: Fair skinned

Hair colour: Medium blonde

Links to Cambodia

In September 2010 the trials concerning The Pirate Bay started in the Svea
Court of Appealing. Gottfrid Svartholm Warg was not present and it was told
that he was in Phnom Penh, Cambodia. He posted a medical certificate, writ-

ten in Khmer, to his attorney stating that he suffered from some kind of illness.

According to an article 2009 on the blog of the travel writer Adam Bray, Svar-
tholm Warg had lived for a time in an apartment on top of the Cadillac Bar &
Grill in Phnom Penh.

This article also said that Svartholm Warg was the owner of the company Es-
toy Ltd. Seychelles IBC in Phnom Penh. When he registered the company’s
website he stated the phone number +855 929 607 72 (Cambodian number).

In chat logs from the IRC network Svartholm Warg posted in 2009 and 2010
that he was operating from Cambodia. For instance he wrote that he uses the
border crossing at Poipet from Thailand to Cambodia.
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Driving license

In the seizure from the current investigation a picture of Gottfrid Svartholm
Warg’s Cambodian driving license was found. The picture is attached to this
document.

Card code: A1.000034

Issue date: 21/01/2009

Address of Svartholm Warg: 4 St. 104 Wat Phnom, Daun Penh

IP information
In chat logs from the investigation Svartholm Warg has been logged on from
[P-numbers pointing to Cambodia. These IP-numbers with timestamps are:

124.248.174.161 unknown time Cogetel Online
124.248.167.191 25/03/2012 20:15 (UTC 0) Cogetel Online
124.248. 187.150 10/03/2012 12:42 (UTC 0) Cogetel Online
124.248.187.22 04/03/2012 16:11 (UTC 0) Cogetel Online

Other IP-numbers pointing to Cambodia in the investigation are:

203.176.141.205 10/03/2012 01:00 (UTC 0) Mekongnet
27.109.118.33 10/03/2012 19:30 (UTC 0)DTV Starnet

Credit card number

A credit card number with the name Gottfrid Svartholm was found in the in-
vestigation.

Number: 4111 3418 0000 2947

Expiry date: 12/10

Name: Gottfrid Svartholm

Issuing bank: Acleda Bank PLC, Cambodia

Intelligence information
The information about Svartholm Warg that follows is to be seen as uncon-
firmed intelligence information:
- he is a drug addict and a frequent user of marijuana and crystal meth
- he is in very bad shape and may have spent time in hospital recently
- he has earlier or recent rented a house in Cambodia from an unknown
American citizen
- he may have contact with one or more Swedish hacktivist in Cambodia
- he (and his network) may have access to at least one Internet Service
Provider (ISP) in Cambodia. That ISP is Cogetel.
- he (and his network) may have access to the mail account of the Mayor

of Phnom Penh
Richard Ahlgren Christer Kagstrom
National Bureau of Investigation National Bureau of Investigation
Cyber Crime Unit Cyber Crime Unit
Tel: +46 708 41 40 87 +46 705 90 83 29

richard.ahlgren@polisen.se christer.kagstrom@polisen.se



Rattshjalp Kambodja , 2013-03-27 13:50 diarienr: 0201-K81864-12

CERET o

— Ny
AKLAGARMYNDIGHETEN

Cover Note for Rogatory Letters - Request for Mutual Legal

Assistance-EU

Joint Action of 29 June 1998 adopted by the Council on the basis of Article K.3 of the Treaty on European Union, on good
practice in mutual legal assistance in criminal matters. (Official Journal L 191, 07/07/1998 p. 0001 - 0003)

REQUEST (To be filled in by requesting authority)

Case number:  AM-52124-12 Name(s) of suspect(s):  Gottfrid Svartholm Warg, 841017-0537
Mathias Gustafsson, 761117-7234
Document ID: ZB ‘

Kristoffer Smedlund, 800323-4674
Authority who can be contacted regarding the request:

Organization: Swedish Prosecution  Place: Stockholm Country: Sweden
Authority,
international Public
Prosecution Office

Stockholm
Name: Henrik Olin Function: Senior Public Spoken Language:  EN
Prosecutor
Telephone number: +46 72 232 69 26 Fax number: ~ + 46 10 562 54 83 E-mail: henrik.olin@a
klagare.se
Deadline:  As soon as This requestis urgent : Yes Please execute this request before As soon as
possible (date): possible

Reasons for deadline: The case is of Swedish national interest due to the very extensive character of
the intrusion. The preliminary investigation involves several Swedish authorities such as the Swedish
Prosecution Authority, the National Bureau of Investjgation (Police), the Stockholm Regional

?Y/

Investigation Unit (Police) and the Swedish Securi (Sequrity Police).

Date: July 25, 2012 Signature: >

ACKNOWLEDGEMENT OF REQUEST (To be filled in by the requested authority)

Registration number: Date:

Authority receiving the request

Organzsation: Place: Country:
Name: Function: Spoken Language :
Telephone number: Fax number: E-mail:
Authority who can be consulted on the execution of the request: l:, Same as above D Other, namely:
Organization: Place: Country:
Name: Function: Spoken Language :

Telephone number: Fax number: E-mail:
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Signature:

Please complete this form and fax it to Fax Number:

+46 10 562 54 83
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REQUEST FOR MUTUAL LEGAL ASSISTANCE IN CRIMINAL MATTERS

Requested authority:
To the authority concerned in the Kingdom of Cambodia

via Ministry of Justice/ Division for Criminal Cases and International Judicial Co-
operation, 103 33 Stockholm, Sweden (JuBC

1. Requesting Prosecutor:

Senior Public Prosecutor Henrik Olin, International Public Prosecution Office
Stockholm

Telephone nr:  +46 72 232 69 26
Faxnr: + 46 10 562 54 83
E-mail address: henrik.olin@aklagare.se

Our Ref: AM-52124-12

2. Criminal investigation is conducted against following suspects:

Svartholm Warg, Per Gottfrid
19841017-0537
No known address in Sweden. Most likely resident in Cambodia

Gustafsson, Bror Olof Mathias
19761117-7234
Timmermansvagen 14 |

771 51 LUDVIKA

SWEDEN

Smedlund, Johan Kristoffer Robin
19800323-4674

Valla Torg 51

120 56 ARSTA

SWEDEN

3. Urgency:

The case is of Swedish national interest due to the very extensive character of
the intrusion. The preliminary investigation involves several Swedish authorities
such as the Swedish Prosecution Authority, the National Bureau of Investigation
(Police), the Stockholm Regional Investigation Unit (Police) and the Swedish
Security Service (Security Police).

158
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The criminal offence being investigated is a very serious case of breach of data
secrecy according to the Swedish Penal Code Chapter 4, Section 9c. (The legal
provision translated into English is attached to this Rogatory Letter.)

Mr. Gottfrid Svartholm Warg, Mr. Mathias Gustafsson and Mr. Kristoffer
Smedlund are suspected for a breach of data secrecy together with others, on
numerous occasions during the period January 1 2010 to April 15, 2012.

5. Statement of the facts:

Intrusions have been made against, inter alia, a mainframe computer operated by a private
company, hosting large amounts of personal data/census data from the Swedish Tax Agency,
including protected personal data, as well as data of a financial nature. Large amounts of data from
the Enforcement Authority and the Police have been accessed as well. Data have not only been
accessed, but also extensively copied.

The accessed data may cause considerable damage to authorities, companies and individuals.
The intrusion handled by the on-going criminal investigation is probably the most serious suffered
by Swedish IT-systems linked to public authorities.

There is strong evidence against especially the suspects regarding their participation in the crime,
both in computers seized, as well as on external storage areas used by the suspects and in seized
chat logs. There are very strong indications identifying Mr. Svartholm Warg as the principal
organizer — the mastermind - of the criminal intrusions.

Both Mr. Gustavsson and Mr. Smedlund have been detained during part of the preliminary
investigation.

The analysis of the intruded mainframe computer makes it evident that an IP-number connected to
Cambodian Internet Service Providers/ Hosting Services have been used for part of the criminal
intrusions, including extensive copying of sensitive data from the mainframe computer.

An inquiry for preservation have been made from the Swedish National Bureau of Investigation/
Cyber Crime Unit, please see attached documents.

The IP-number relevant in the investigation is:

IP-Number Internet Service Responsible Timestamp
Provider/hosting company/Administrator
services

203.176.141.205 Mekongnet Ankor Data 2012-03-10

Communication Co, Ltd. | 01:00-07:01

1%t Floor, Suit 111, Block | 09:34-12-15

A, Phnom Penh Center, | 12:39-15:04 (UTC 0)
Chamkamon District,
Phnom Penh
27.109.118.33 DTV-Star co Ltd DTV-Star co Ltd 2012-03-10

#368, St 168, Olympic 19:30-19:31 (UTC0)
quarter, Phnom Penh

124.248.187.150 Cogitel Cogitel Ltd. 2012-03-10
#60 Monivong 12:42 (UTC 0)
Boulevard, Phnom Penh

124.248.187.22 Cogitel Cogitel Ltd. 2012-03-04
#60 Monivong 17:11:42 (European

Boulevard, Phnom Penh | Time Sweden, UTC
+1)
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6. Requested activities:

Search & Seizure

Search for and seizure of computers, telephones, hard drives, USB-memories, or other technical
devices capable of containing stored information linked to Mr. Svartholm Warg on his person or in
his residence and other premises at his disposal in Cambodia.

For the moment, the exact location of Mr. Svartholm Wargs residence in Cambodia is not known. A
request for assistance locating Mr. Svarholm Warg from the Swedish Police to Cambodian Police,
viathe Swedish Liaison Officer in Bangkok, have been sent. The request for search and seizure is
thus requested in Mr. Svartholm Wargs residence, when it is known.

IP-numbers

The request for Mutual Legal Assistance does also include information regarding the IP-number
linked to the Internet Service Provider/ Hosting Service Companies, please see the attached
documents mentioned above.

My request includes:

A. Subscriber information, such as address, phone, bank account for billing, what type of
service the subscriber is paying for, the duration of the contract etc.

B. Information stored by/owned by the subscriber onthe companies’ servers (if applicable).

C. Subscriber information and/or information stored by/ owned by Mr. Svartholm Warg, Mr.
Gustafsson and/or Mr. Smedlund on the mentioned internet service provider/ hosting

service regardless of IP Number links.

6a) Specification of requested activities:

Search & Seizure

It is very important that computers, telephones or other technical devices being
seized are not turned off. This can seriously decrease the possibilities to find
relevant stored information. Furthermore, the suspected Mr. Svartholm Warg, or
any other person, should not have the possibility to affect ongoing processes in
the technical devices seized.

IP-numbers

If relevant data is encountered, it is important to underline that it is the data
stored (content) in question that is of interest to us. Thus, there is no need to
permanently seize the actual (physical) server hosting the data.

Please download the relevant data in the way most convenient to you (USB,
disc etc.).

6b) Link between the facts and the requested activities:

Please see section 5. above.

6¢) The activities requested are to be executed as follows:
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Officer in Bangkok.

Seized technical devices should be handed over to Swedish Police Officers as
soon as possible, preferably on location.

7) Involved Swedish investigators/others and their presence:

Swedish Police Officers as well as — possibly - the responsible Swedish
prosecutor should, if it is possible from your perspective, be present in Cambodia
for the conduction of the requested search and seizure. Swedish officials present
will of course follow your directives when participating in your authorities
operations on Cambodian territory. We would appreciate if the planning of this is
thoroughly coordinated with the Liaison Officer in Bangkok.

8) The request is confidential for the following reasons:

The Swedish investigation is handled with extensive confidentiality, due to the
possible severe impact on State Administration if the accessed datais used in a
harmful way.

There is an urgent need for confidentiality in the case, thus | would be most
grateful if the execution of the Mutual Legal Assistance as well as the reported
result sent to Sweden can be kept confidential in Cambodia according to your
legislation.

9. Other involved persons/authorities:

— Liaison Officer Mr. Lennart Ostberg, Nordic Liaison Officer Thailand, Phone: +66 2 665 2278,
Mobile: +668 18 418 003, Fax: +66 22 560 096, E-mail: nlobangkok@nordlo.in.th

— EUROJUST: Mr. Leif Gorts, Swedish National Member, PO Box 16183, NL-2500 BD, The
Hague, The Netherlands, +31704125243

— INTERPOL: Interpol Wiesbaden has been contacted by Swedish Police.

— MLA:s have been sent to US, UK and Germany as well

Annexes:

Legisiation
Other
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| - THE UNDERSIGNED - AM COMPETENT TO AUTHORIZE THE EQUIVALENT
MEASURE/S IN SWEDEN.

Stockholm July 25, 2012

]

Senior Public Prosecutor

cc: International Police Cooperation Division (IPO)
Box 12256
102 26 STOCKHOLM
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The Swedish Penal Code (1962:700)
Chapter 4, Section 9c

A person who, in cases other than those defined in Sections 8 and 9, unlawfully obtains access
to data intended for automatic data processing or unlawfully alters or erases or blocks or
inserts such data in a register, shall be sentenced for breach of data security to a fine or
imprisonment for at most two years. The same applies to any person who unlawfully and
through another similar measure seriously disturbs or impedes utilization of such data.

Act (2007:213).
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% National Bureau of Investigation 2012-05-29 0201-K81864-12
> Cyber Crime Unit
INQUIRY

The request is for the following :

In the context of a Swedish on-going investigation concerning a serious computer intrusion, there have been
unauthorized access from IP numbers from Cambodia. The leader of the investigation requests your help
regarding preservations and information regarding the IP numbers.

Ip number Date Time (UTC 0) ISP:
203.176.141.205 2012-03-10 01:00 - 07:01 Mekongnet:
09:34-12:15
12:39-15:04
27.109.118.33 2012-03-10 19:30-19:31 DTV-Star Co Ltd
124.248.187.150 2012-03-10 12:42 Cogitel
124.248.187.22 2012-03-04 17:11:42 (European time Sweden)  Cogitel

Please preserve all data until a signed search warrant from the prosecutor can follow by email.

If there are any problems with supplying aforementioned data or questions regarding the case
Please contact Christer Kagstrém as soon as possible.

Yours sincerly,

Christer Kégstrom
Detective Inspector

+46 705 90 83 29
christer kagstrom@rkp.police.se
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IP Information for 203.176.141.205

IP Location: I Cambodia Phnom Penh Mekongnet Internet Service Provider
ASN: AS38235
IP Address: 203.176.141.205 W)

EERED

inetnum: 203.176.128.0 - 203.176.143.255

netname: MEKONGNET

descr: MEKONGNET INTERNET SERVICE PROVIDER

descr: MEKONGNET INTERNET EXCHANGE PROVIDER ( PLANNING ).
country: KH

admin-c: TP196-AP

tech-c: TP196-AP

remarks: MEKONGNET " ANGKOR DATA COMMUNICATION CO, .LTD."
changed: hm-changed@apnic.net 20060927

status: ALLOCATED PORTABLE

mnt-by: APNIC-HM

mnt-lower: MAINT-KH-MEKONGNET

changed: hm-changed@apnic.net 20080328

changed: hm-changed@apnic.net 20090213

source: APNIC

changed: hm-changed@apnic.net 20120120

person: Thong Phan Van

nic-hdl: TP196-AP

e-mail: noc@corp.mekongnet.com.kh

address: 1st Floor, Suit 111, Block A, Phnom Penh Center, Corner Sihanouk Blvd
Sothearos, Tonlebasac ward , Chamkamon District, Phnom Penh, Cambodia
phone: +855 23 22 66 22

fax-no: +855 23 224 500

country: KH

changed: thengpv@corp.mekongnet.comkh 20090212

mnt-by: MAINT-NEW

source: APNIC

)3 i7s 161205

http://whois.domaintools.com/203.176.141.2051 65

Open a FREE Account | Login | Help
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IP Information for 27.109.118.33

IP Location: !l Cambodia Phnom Penh Ip Pool For Subscriber
ASN: AS45429

—

IP Address: 27.109.118.33 w! [El (7. [B T

NetRange: 27.0.0.0 - 27.255.255.255

CIDR: 27.0.0.0/8

OriginAs:

NetName: APNIC-27

NetHandle: NET-27-0-0-0-1

Parent:

NetType: Allocated to APNIC

Comment : This IP address range is not registered in the ARIN database.
Comment : For details, refer to the APNIC Whois Database via

Comment : WHOIS.APNIC.NET or http://wg.apnic.net/apnic-bin/whois.pl
Comment = ** TMPORTANT NOTE: APNIC is the Regional Internet Registry
Comment = for the Asia Pacific region. APNIC does not operate networks
Comment : using this IP address range and is not able to investigate
Comment : spam or abuse reports relating to these addresses. For more
Comment : help, refer to
http://www.apnic.net/apnic-info/whois_search2/abuse-and-spamming

RegDate:

Updated: 2010-07-30

Ref: http://whois.arin.net/rest/net/NET-27-0-0-0-1

OrgName: Asia Pacific Network Information Centre

OrgId: APNIC

Address: PO Box 3646

City: South Brisbane

StateProv: QLD

PostalCode: 4101

Country: AU

RegDate:

Updated: 2012-01-24

Ref: http://whois.arin.net/rest/org/APNIC

ReferralServer: whois://whois.apnic.net

OrgTechHandle: AWC12-ARIN

OrgTechName : APNIC Whois Contact
OrgTechPhone: +61 7 3858 3188
OrgTechEmail:  search-apnic-not-arin@apnic.net

OrgTechRef: http://whois.arin.net/rest/poc/AWC12-ARIN

OrgAbuseHandle: AWC12-ARIN

OrgAbuseName: APNIC Whois Contact
OrgAbusePhone: +61 7 3858 3188
OrgAbuseEmail: search-apnic-not-arin@apnic.net

OrgAbuseRef : http://whois.arin.net/rest/poc/AWC12-ARIN

== Additional Information From whois://whois.apnic.ne

inetnum: 27.109.118.0 - 27.109.118.255
netname: DTV-STARNET
descr: ip pool for subscriber

suntry: KH

dmin-c: CC2091-AP
tech-c: CC2091-AP
status: ASSIGNED NON-PORTABLE
remarks: chamroeun.c@digi.com.kh
notify: chamroeun.c@digi.com.kh
mnt-by: MAINT-KH-DTVSTAR
mnt-lower: MAINT-KH-DTVSTAR
mnt~routes: MAINT-KH-DTVSTAR
mnt-irt: IRT-DTV-STAR-KH
changed: chamrosun.c@digi.comkh 20110222
source: APNIC
person: Chea Chamroeun
address: #368, St 168, Olympic quarter, Phnom Penh
address: #368, St 168, Olympic quarter, Phnom Penh
country: KH
phone: +85598800904
fax-no: +85523227766
e-mail: chamrosun.c@digi.com.kh
nic~hdl: CC2091-AP
mnt-by : MAINT-KH-DTVSTAR

2012-07-12 13:48
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IP Information for 124.248.187.150

IP Location: B Cambodia Phnom Penh Cogetel Online

IP Address:

inetnum:
netname:
descr:
descr:
descr:
country:
admin-c:
tech-c:
status:
remarks:
remarks:
remarks:
remarks:
remarks:
remarks:
mnt-by:
mnt-lower:
mnt-routes:
changed:

source:

route:
descr:
origin:
mnt-by:
changed:

source:

role:
address:
address:
address:
country:
phone:
fax-no:
e-mail:
admin-c:
tech-c:
nic-hdl:
remarks:
notify:
mnt-by:
mnt-by:
changed:

source:

role:
address:
address:
address:
country:
phone:
fax-no:
e-mail:
admin-c:
tech-c:
nic-hdl:
remarks:
notify:
mnt-by:
mnt-by:
changed:

source:

ASN: AS23673

124.248.160.0 - 124.248.191.255
Cogetel

Cogetel Online

Internet Service Provider,

Cambodia
KH
CL965-AP
CON1-AP
ALLOCATED PORTABLE
B e T s e
This object can only be updated by APNIC hostmasters.
To update this object, please contact APNIC
hostmasters and include your organisation's account
name in the subject line.
B e T S e s St et I
APNIC-HM
MAINT-KH-BPC
MAINT-KH-BPC
hm-changed@apnic.net 20071112

APNIC

124.248.160.0/19
ONLINE

AS23673
MAINT-KH-BPC

borak ban@azeom.netkh 20090707

APNIC

Cogetel Limited

#60 Monivong Boulevard
Phnom Penh
Cambodia
KH
+855-23-727272
+855-23-725555
hostmaster@ontine com.kh
BB195-AP
BB195-AP
CL965-AP
http://www.online.com.kh
hastmasier@online.com.kh

MAINT-KH-BPC
MAINT-KE-BPC

network@azeom.netkh 20120606
APNIC

Cogetel Online NOC
#60 Monivong Boulevard

Phnom Penh

Cambodia

KH

+855-23-727272

+855-23-725555

hostmaster@online.com.kh

BB195-AP

BB195-AP

CON1-AP

http://www.online.com.kh
hostmaster@online.com.kh

MAINT-KH-BPC

MAINT-KH-BPC

network@azcom.netkh 20120606

APNIC
Memberships | Developer APl | AboutUs | Blog

© 2012 DomainTools, LLC Al rights reserved

'124.248.187.150

http:7/whois.domaintools.com/ 124 248.1 877501 67
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IP Information for 124.248.187.22

IP Location: Bl Cambodia Phnom Penh Cogetel Online

IP Address: 124.248.187.22

ASN: AS23673

inetnum: 124.248.160.0 - 124.248.191.255

netname: Cogetel

descr: Cogetel Online

descr: Internet Service Provider,

descr: Cambodia

country: KH

admin-c: CL965-AP

tech-c: CON1-AP

status: ALLOCATED PORTABLE

remarks: B s T e e et S
remarks: This object can only be updated by APNIC hostmasters.
remarks: To update this object, please contact APNIC

remarks: hostmasters and include your organisation’'s account
remarks: name in the subject line.

remarks: e e s S
mnt-by: APNIC-HM

mnt-lower:
mnt-routes:

MAINT-KH-BPC
MAINT-KH-BPC

changed: hm-changed@apnic.net 20071112
source: APNIC

route: 124.248.160.0/19

descr: ONLINE

origin: AS23673

mnt-by: MAINT-KH-BPC

changed: borak ban@azcomnetkn 20090707
source: APNIC

role: Cogetel Limited

address: #60 Monivong Boulevard
address: Phnom Penh

address: Cambodia

country: KH

phone: +855-23-727272

fax-no: +855-23-725555

e-mail: hostmaster@cnline.com.kh
admin-c: BB195-AP

tech-c: BB195-AP

nic-hdl: CL965-AP

remarks: http://www.online.com.kh
notify: hosimaster@online.com.kh
mnt-by: MAINT-KH-BPC

mnt-by: MAINT-KH-BPC

changed: network@azcom.netkh 20120606
source: APNIC

role: Cogetel Online NOC
address: #60 Monivong Boulevard
address: Phnom Penh

address: Cambodia

country: KH

phone: +855-23-727272

fax-no: +855-23-725555

e-mail: hostmaster@online.com.kh
admin-c: BB195-AP

tech-c: BB195-AP

nic-hdl: CON1-AP

remarks: http://www.online.com.kh
notify: hostmaster@oniine.com.kh
mnt-by: MAINT-KH-BPC

mnt-by: MAINT-KH-BPC

changed: network@azcom.netkh 20120606
source: APNIC
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i ‘ ] Request for assistance 11@?
15 {‘ POIIsen Date
National Bureau of Investigation 12 July 2012
Cyber Crime Umt Our reference
Richard Ahlgren 0201-K81864-12
NLO Bangkok

Cambodian Police

Dear colleagues,

The Swedish National Bureau of Investigation is currently involved in a Cyber
Crime investigation concerning a serious computer intrusion. In this
investigation we request assistance from the Cambodian Police.

Preamble

The criminal offence being investigated is a very serious case of breach of data
secrecy according to the Swedish Penal Code Chapter 4, Section 9c. The case is
of Swedish national interest due to the very extensive character of the intrusion.
The preliminary investigation is handled by several Swedish authorities such as
the Swedish Prosecution Authority, the National Bureau of Investigation, the
Stockholm Regional Investigation Unit and the Swedish Security Service.

Suspects

Two suspects have been detained during part of the preliminary investigation and
we would appreciate your help with a third one. All suspects are Swedish
citizens. The third suspect is:

Family name: SVARTHOLM WARG
Forename: Per Gottfrid

Date of birth: 17/10/1984

Sex: Male

Gottfrid Svartholm Warg is suspected for a breach of data secrecy together
with others, on numerous occasions during the period January 1 2010 to April
15, 2012. There has not yet been any application for a detention order.

Svartholm Warg is international wanted (Interpol file number: 2012/318024)
in another case as a result of an imposed sentence of 1 year imprisonment in
the Svea Court of Appeal 17/04/2009. The diffusion is attached.

His present location is unknown though we believe that he lives in Phnom
Penh, Cambodia. See more detailed information in the attached files.



| Request for assistance Cambodia 120709 , 2013-03-18 15:57 diarienr: 0201-K81864-12

National Bureau of Investigation 12 July 2012 0201-K81864-12

Case details

Intrusions have been made against, inter alia, a mainframe computer operated
by a private company, hosting large amounts of personal data/census data from
the Swedish Tax Agency, including protected personal data, as well as data of
financial nature. Large amounts of data from the Enforcement Authority and
the Police have been accessed as well.

The accessed data may cause considerable damage to authorities, companies
and individuals.

The intrusion handled by the on-going criminal investigation is probably the
most serious suffered by Swedish IT-systems linked to public authorities.

Requested assistance

Our request concerns investigative assistance locating the suspected Gottfrid
Svartholm Warg. Furthermore we would like assistance with surveillance of
the suspect with the purpose of documenting and analysing his activities, con-
tacts and locations.

In order to locate the suspect, see the attached document with detailed infor-
mation. There you can find information about, inter alia, [P-addresses, credit
card number, driving licence and intelligence information. We have tried to
collect and analyse information about his specific whereabouts but we cannot
come any further. We now need your assistance.

When the suspect has been located the intention of the prosecutor in this case,
Senior Public Prosecutor Henrik Olin, is to file a Rogatory Request concerning
a search warrant. In addition to the arrest of Svartholm Warg we would like to
seize his computers, mobile phones, hard drives, other digital storage media
and personal belongings that can be used as evidence in our case. If necessary
and if possible Swedish police officers can assist in the house search.

Confidentiality

The Swedish investigation is classified as secret according to the Swedish Se-
crecy Act, Chapter 18. Furthermore it is handled with extensive confidentiali-
ty, due to severe impact on State Administration if the accessed data is used in
a harmful way.

There is an urgent need for confidentiality in this case, thus we would be most
grateful if the execution of this request as well as the result of it can be kept
confidential in Cambodia according to your legislation.
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National Bureau of Investigation

Annexes

Detailed information of suspect
Diffusion

Photographs

Kind regards,

Richard Ahlgren
National Bureau of Investigation
Cyber Crime Unit

Tel: +46 708 41 40 87
richard.ahlgren@polisen.se

12 July 2012 0201-K81864-12
Christer Kégstrom
National Bureau of Investigation
Cyber Crime Unit

+46 705 90 83 29
christer.kagstrom@polisen.se
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KINGDOM OF CAMBODIA

NATION RELIGION KING

MINISTRY OF INTERIOR =i

GENERAL COMMISSARIAT OF NATIONAL POLICE
CENTRAL DEPARMENT OF SECURITY
IMMIGRATION DEPARTMENT
INVESTIGATION AND TECHNICHCAL OFFICE

HAND OVER RECORDS

The Department of Cambodia Immigration on ..£&2..8 9. &5 /2. Time (¥~ S O The Comp051t10ns are:
Hand over by:

1-Pol.Brig.Gen: RUN SOVANNA Position: Deputy Director Of Immigration Department
2-Pol. Lt. Col : PECH KOSALMUNY Position: Chief Of Investigation and Technical Office.
Receive by:
1-Mr. CHRISTER KAGSTROM Position: Detective Inspector of National Bureau of
Investigation (SWEDEN POLICE)
oM TE AN G ‘Q'{/a’{// . .Posmon.é.‘.’.’.'Q.Q ............... ﬁ.(..’.(f.’.l So / .....

Hand over Mr. SVARTHOLM WARG PER GOTTTRID Male DOB. Oct 17, 1984 Nationality Sweden,
to Sweden Police officer.

, )
The hand over Processed at: /5. M..,‘ﬁle same date.

Hand over by Received by Recorder
| /A/@Zw%/ﬁm
Pol. Brig.Clen: RUN SO VANNA Mr. CHRISTER KAGSTROM Maj. MEAS NIMOL

ﬂ%m

Lt. Col : PECH KOSALMUNY
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Kingdom of Cambodia

Ministry of Interior Nation Religion King

General Commissariat
Central Department of Security
Counter-Terrorism Department

Delivering and Receiving Record

MonthkS&,Pméf/{/Date%T|me7.:1«.rkf"] .........................

By Complying with a order of MrNL{,OM/A//’H/ .....................................................................
Position:...kZ).t'.f.ZC%OK ................................................................................................. is Juricial Polce officer

components

A. Delivering party:

1. Mr....CQ/.....OM,&.C&MK@QJ......Position:uDE/aLa.z P/‘F&Gﬁ?}/
2. Mr/.f-khO/VVf./]ﬂ//ﬁ/Posutnon@éﬁ@y%@,

B. Receiving party:

1. MrQAffs&ﬁf/%&ﬁ’D%Posmon?&ZLECJ/LI/@//VIJSP&Q%U/I

2. Mr..[28 WB/(’/"W&Z[?@WP05|t|on/'l'-§a/.[<efhdeS,SPeCfﬂv//’5f/
3. MrfOﬂkTMPmW .................. Posmoan‘(:OI’.M/]/ka&l/
Have delivered and received Evidences as the following:
Evidence Number Description
1 | Hard Drive Seagate 80 G
2 | Hard Drive Hitachi 80 G
3 | USB Stick
4 | USB Stick
5 | USB Stick
6 | Memory Card
7 | Wireless Access Point
8 | Parm
9 | 3G Dongle With Sim Card
10 | Modem Zon
11 | Sim Card Tele2
12 | Plastic Cover belonging to a Switch.=.
13 | Paper With Addresses 7
14 | Business Card 7
15 | Paper From EuroBank

[
N
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16

Bagage Tag

17

Receipt

18

IPhone

19

Nokia Phone

20

Invoice for MacBook

21

Note Book

22

Bankbook

23

Bankbook

24

Bankbook

25

Passport

26

MacBook

27

Plastic Cover belonging to a Router

28

Surveillance Camera, CCTV

29

16 Home Burned CDs

30

Lock Picking Tools

31

Modem Online

32

Key

33

Key

=

The Record has finish

il
{20

vidence Number 33", Beside the Eviderfce above, we have not

delivered and received other things and have ended up time.QZ.:¢5.4HM..........in the same date.

Delivering Party

Kidoee -PH6U

Receiveing Party Juricial Polce officer

ua—Oukch Swl CH’YUSFEQ K(fbls-(éob(‘ NuoN NHAK

-l




Item Number

1 One Painting Box
2 23 DVD movies
3 News magazine Arena
4 News magazine Access
5 News magazine Historical moments
6 News magazine Company memories
7 Comic book, Kalle Anka
8 Art Scetch Book, including some notes
9 Book, The Ultimate Hitchhikers Guide
10 Book, Méark Vérlden
11 Book, Microserfs
12 Book, Khmer To English Dictionary
13 Book, Ascendancies (The Best Of Bruce Sterling)
14 Book, Practical Cambodian Dictionary
15 Book, Svergies Afrikanska Krig
16 Book, The llluminatus
17 Book, Macroscope
18 Book, Téandstickskungen
19 Book, Count Zero
20 News magazine Sprak
21 4 Photos of Woman
22 Two birthday cards
23 Suit Case with all private clothing

Description

2012-09-05

Gl1

Z1-79818-1L020 JJUsLEID GZ:GL 8L-€0-€10Z * Blpoquiey uely [ewalo) eubelpapy |




Evidence Number

1 Hard Drive Seagate 80 G
2 Hard Drive Hitachi 80 G
3 USB Stick
4 USB Stick
5 USB Stick
6 Memory Card
7 Wireless Access Point
8 Parm
9 3G Dongle With Sim Card
10 Modem Zon
11 Sim Card Tele2
12 Plastic Cover belonging to a Swtich
13 Paper With Addresses
14 Business Card
15 Paper From EuroBank
16 Bagage Tag
17 Receipt
18 IPhone
19 Nokia Phone
20 Invoice For MacBook
21 Note Book
22 Bankbook
23 Bankbook
24 Bankbook
25 Passport
26 MacBook
27 Plastic Cover belonging to a Router
28 Surveillance Camera, CCTV
29 16 Home Burned CDs
30 Lock Picking Tools
31 Modem OnLine
32 Key
33 Key

Description

2012-09-05

-€0-€102 * elpoquiey] uelj [ewalg) QUSBIPGVﬂ

ZL-¥9818M-10c0 Jusuelp Gg:Gl 81
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Xy ® PM 1127
ﬁ# _‘ PO I I Se n Datum
“M¥;  Rikskriminalpolisen 2012-09-19
o Christer KégStrdm Diarienr (aberopas vid korresp)
Kriminalinspektor K81864-12

Material fran kambod ja

Onsdagen den 5 september 2012 pa polisstationen i Phnom Penh gick vi igenom det beslag
som Kambodjanska polisen gjorde vid sitt tillslag da de arresterade Gottfrid Svartholm
Warg.

Eftersom Gottfrid Svartholm Warg var Internationellt efterlyst och inte hade visum fo6r
fortsatt vistelse i landet skulle han deporteras frin Kambodja till Sverige de kommande
dagarna. Hans tillhorigheter sasom klidder packades ned i en av tva platlador. I den andra
packades det ned material som beslagtogs under husrannsakan.

Det mesta packades ned i de tva platboxar med begridnsade utrymmen och fortecknades.
Gottfrid Svartholm Warg fick dérefter ga igenom det material som skulle skickas till Sve-
rige, forteckning finns).

Kvar pa polisstationen blev tillhdrigheter sisom tangentbord, diverse nétverkssladdar, tva
stycken skdrmar. Material som vi inte kunde fa med oss lamnades dérefter pa plats. Foton
finns over material som blev kvar.

Gottfrid Svartholm Warg blev dessutom informerad att dessa inte kommer att packas ned
och foras till Sverige utan de kommer att bli kvar pa polisstationen. Han hade inga syn-
punkter pé det.

Stockholm den 19 september 2012

Christer Kagstrom
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Datum Diarienr

Cyber Crime Unit 2012-05-28 0201-K81864-12

INQUIRY Canonical Ltd Admin
1 Circular Road
Douglas
Isle of Man
IM1 1AF
UNITED KINGDOM

For use in an investigation we request that you preserve all the stored data on this account:

UID: Mathias Gustafsson E-mail: luciddream1976@hotmail.com

Please preserve all data until a signed search warrant from the prosecutor can follow.

If there are any problems with supplying aforementioned data or questions regarding the case
Please contact Richard Ahlgren as soon as possible.

Yours sincerly,

Richard Ahlgren Christer Kégstrom
Internet Investigator Detective Inspector
+46 708 41 40 87 +46 705 90 83 29

richard.ahlgren@polisen.se christer.kagstrom@rkp.police.se
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. . Datum Diarienr

Cyber Crime Unit 2012-08-28 0201-K81864-12

INQUIRY Canonical Ltd Admin
1 Circular Road
Douglas
Isle of Man
IM1 1AF
UNITED KINGDOM

We would appreciate if you could renew the preservation for the following UbuntoOne
account:

UID: Mathias Gustafsson E-mail: luciddream1976@hotmail.com

Please preserve all data until a signed search warrant from the prosecutor can follow.

If there are any problems with supplying aforementioned data or questions regarding the case
Please contact Richard Ahlgren as soon as possible.

Yours sincerely,

Richard Ahlgren Christer Kégstrom
Internet Investigator Detective Inspector
+46 708 41 40 87 +46 705 90 83 29

richard.ahlgren@polisen.se christer.kagstrom@rkp.police.se
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C")V['igt Signerat av

Forsattsblad svar UbuntuOne Signerat datum

Polismyndighet

Stockholms l4dn

Enhet Diarienr

LU/IT IT-forensisk sektion 0201-K81864-12
Orginalhandlingens férvaringsplats Datum Tid

2013-03-26  08:26

Involverad personal Funktion

John G Stéenmark Uppgiftslamnare
Beréttelse

Papper som satt fasthéftat pd kuvertet med SD minnet fran Ubuntu One.
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Westminster Magistrates’ Court
Mutual Assistance

State: Sweden
Re: Canonical Group Ltd
Date: 18 October 2012

Exhibit No: JL/01

Y

Witness Exhibit No.

JL/01

Description of Exhibit Produced
One SD card containing information

requested on summons dated 14"
September 2012 in relating to the Ubunto

One Account with email address

Produced By (signature)
\

Juan 9)
Jodm Lenton

Canonical

181
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Cover Note for Rogatory Letters - Request for Mutual Legal

Assistance-EU

Joint Action of 29 June 1998 adopted by the Council on the basis of Article K.3 of the Treaty on European Union, on good
practice in mutual legal assistance in criminal matters. (Official Journal L 191, 07/07/1998 p. 0001 - 0003)

REQUEST (To be filled in by requesting authority)

Case number: ~ AM-52124-12 Name(s) of suspect(s):  Mathias Gustafsson, 761117-7234
Kristoffer Smedlund, 800323-4674

225

Document [D:

Authority who can be contacted regarding the request:

Organization: Swedish Prosecution  Place: Stockholm Country:
Authority,
International Public
Prosecution Office
Stockholm

Name: Henrik Olin Function: Senior Public Spoken Language:

Prosecutor
Telephone number: +46 72 232 69 26 Fax number:  + 46 10 562 54 83 E-mail:
Deadline:  As soon as This request is urgent : Yes Please execute this request before
possible (date):

Sweden

EN

henrik.olin@a
klagare.se

As soon as
possible

Reasons for deadline: The case is of Swedish national interest due to the very extensive character of

the intrusion. The preliminary investigation involves several Swedish authorities such as the Swedish
Prosecution Authority, the National Bureau of Investigation (Police), the Stockholm Regional

Investigation Unit (Police) and the Swedish Security Service (Security Police).

Date: July 10, 2012 Signature:

ACKNOWLEDGEMENT OF REQUEST (To befilled in by the requested authority)

Registration number: Date:

Authority receiving the request

Organzsation: Place: Country:
Name: Function: Spoken Language :
Telephone number: Fax number: E-mail:
Authority who can be consulted on the execution of the request: I:] Same as above |:| Other, namely:
Organization: Place: Country:
Name: Function: Spoken Language :
Telephone number: Fax number: E-mail:

Deadline: T he deadline will probably D Be met D not be met. Reason:

182
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Date: Signature:

Please complete this form and fax it to Fax Number:

+46 10 562 54 83



‘ Rattshjalp pastebin , 2013-03-27 14:40 diarienr: 0201-K81864-12

%K/?;;E ) 184

— D
AKLAGARMYNDIGHETEN

REQUEST FOR MUTUAL LEGAL ASSISTANCE IN CRIMINAL MATTERS

Requested authority:
To the authority concerned in the United States of America

via Ministry of Justice/ Division for Criminal Cases and International Judicial Co-
operation, 103 33 Stockholm

1. Requesting Prosecutor:

Senior Public Prosecutor Henrik Olin, International Public Prosecution Office
Stockholm

Telephone nr: +46 72 232 69 26
Fax nr: + 46 10 562 54 83
E-mail address: henrik.olin@aklagare.se

Our Ref: AM-52124-12

2. Criminal investigation is conducted against following suspects:

Gustafsson, Bror Olof Mathias
19761117-7234
Timmermansvéagen 14 |

771 51 LUDVIKA

SWEDEN

Smedlund, Johan Kristoffer Robin
19800323-4674

Valla Torg 51

120 56 ARSTA

SWEDEN

3. Urgency:

The case is of Swedish national interest due to the very extensive character of
the intrusion. The preliminary investigation involves several Swedish authorities
such as the Swedish Prosecution Authority, the National Bureau of Investigation
(Police), the Stockholm Regional Investigation Unit (Police) and the Swedish
Security Service (Security Police).

4. Applied conventions and/or agreements:

— Treaty between the Government of the Kingdom of Sweden and the Government of the United

States of America on Mutual Legal Assistance in Criminal Matters signed 17 December 2001.
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European Union signed 25 June 2003.

5. Legal qualification of the facts:

The criminal offence being investigated is a very serious case of breach of data
secrecy according to the Swedish Penal Code Chapter 4, Section 9c. (The legal
provision translated into English is attached to this Rogatory Letter.)

Mr. Mathias Gustafsson and Mr. Kristoffer Smedlund are suspected for a breach
of data secrecy together with others, on numerous occasions during the period
January 1 2010 to April 15, 2012.

6. Statement of the facts:

Intrusions have been made against, inter alia, a mainframe computer operated by a private
company, hosting large amounts of personal data/census data from the Swedish Tax Agency,
including protected personal data, as well as data of a financial nature. Large amounts of data from
the Enforcement Authority and the Police have been accessed as well. Data have not only been
accessed, but also extensively copied.

The accessed data may cause considerable damage to authorities, companies and individuals.
The intrusion handled by the on-going criminal investigation is probably the most serious suffered
by Swedish IT-systems linked to public authorities.

There is strong evidence against especially the suspected Mr. Gustafsson regarding his
participation in the crime, both in computers seized in his residence, as well as on external storage
areas used by him.

Both Mr. Gustavsson and Mr. Smedlund have been detained during part of the preliminary
investigation.

Data accessed during the intrusions have been uploaded on pastbin.com. The items uploaded
were; http://pastebin.com/K5q2N270 and http://pastbin.com/5¢cjzdOnQ. The data has been
preserved by Pastbin.com. Please find copies of e-mails regarding preservation attached to this
document.

The Facebook accounts for Mr. Gustafsson and Mr. Smedlund have been identified during the
investigation as: www.facebook.com/luciddream1976 (Gustafsson) and www.facebook.com/snuggl!
(Smedlund). Electronic requests to preserve Facebook Account regarding these records have
been sent to Facebook on May 27, 2012 (luciddream1976) and May 29, 2012 (snuggl). Please find
copies of the requests attached to this document. _

A user on a mailing-list has had extensive discussions with other hackers regarding how to get
access to the mainframe computer relevant in this case. The discussed approach is very similar to
the actual intrusion taking place a short time later. The user of our interest used a g-mail address:
mainframed767@gmail.com. A request for preservation, attached to this document,_has been
made.

The analysis of the intruded mainframe computer makes it evident that an IP-number connected to
an US internet service provider/ hosting service has been used for part of the criminal intrusions,
including extensive copying of sensitive data from the mainframe computer.

Inquiries have been made from the Swedish National Bureau of Investigation/ Cyber Crime Unit to
The Danish FBI desk, please see attached documents.

The IP-number relevant in the investigation is:
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Provider/hosting company/Administrator
services
67.1.14.113 QWEST-INET-14 Qwest Communications | 2012-03-20,
Company, LLC 18:18:53,
1801 California Street European/Stockholm
Denver Swedish time

7. Requested activities:
Pastebin

The request for Mutual Legal Assistance regarding Pastebin comprises of information regarding
two pastes; http://pastebin.com/K5q2N270 and http://pastbin.com/5¢jzdOnQ. The information
regarding these pastes has been preserved by Pastebin.com according to the attached documents
mentioned above. What is the IP-number (-s) behind the upload of these pastes? If there is a
Pastebin account behind the pastes, | would like to have information regarding the account owner,
such as name, address, telephone number, e-mail address and other contact information. If an
account was behind the relevant pastes, with IP-number was used creating the account?

Facebook

My request for Mutual Legal Assistance consists of subscriber information regarding the Facebook
accounts for the suspected Mr. Gustafsson and Mr. Smedlund according to the attached requests
of preservation. My request includes:

e BSI (Basic Subscriber Information) including e-mail addresses and logins in the IP-log.

e Content, such as pictures, all wall-information and subscribers log.

e Private messages.

Gmail/Google

A request (attached to this document) was sent to Google Inc. on April 2, 2012. The answer from
Google states that the account relates to IP addresses appearing to be from the United States.
Thus the following information is now requested in this letter Rogatory.
The following information regarding the Gmail account mainframed767 @gmail.com:

e Account owners (addresses, telephone, other e-mail accounts, bank accounts or other
means of payment, other contact information)
Country from which the account was registered
IP-address used to initiate the account
IP-addresses used to access the account
User-agent information regarding each IP-address

e Dates when the account was registered and, if applicable, closed.
Please note that a request for preservation, attached to this document, as mentioned above, has
been made.

Other US IP-numbers

The request for Mutual Legal Assistance does also include information regarding the IP-number
linked to the Internet Service Provider/ Hosting Service Qwest Communications Company, LLC,
please see the attached documents mentioned above.

My request includes:
A. Subscriber information, such as address, phone, bank account for billing, what type of

service the subscriber is paying for, the duration of the contract etc.
B. Information stored by/owned by the subscriber onthe companies’ servers (if applicable).



‘ Rattshjalpipgsitebln 2013-03-27 14:40 diarienr: 0201-K81864-12

VUNOUVTNTVCOT IMITvImiiautuvIiT arniurvurl minmuiiimauavin owwicu Uyl A-AAARASAS ) Uy WIT, GUotUaIouowTy arnma UT‘I‘III.*'1 87
Smedlund on the mentioned internet service provider/ hosting service regardless of IP
Number links.

7a) Specification of requested activities:

If relevant data is encountered, it is important to underline that it is the data
stored (content) in question that is of interest to us. Thus, there is no need to
permanently seize the actual (physical) server hosting the data.

Please download the relevant data in the way most convenient to you (USB,
disc etc.).

7b) Link between the facts and the requested activities:

Please see section 6. above.

7c) The activities requested are to be executed as follows:

If the execution of the Mutual Legal Assistance will be done in the different
Federal States | request that the coordination between the Federal States you
deem necessary is accomplished.

The search is preferably to be executed in co-operation with representatives
from the relevant companies. Nothing in the investigation suggests that the
companies have malicious intentions in relation to the stored information.

8) Involved Swedish investigators/others and their presence:

There is — from my point of view — no need for Swedish officials being present
conducting the request for Mutual Legal Assistance.

9) The request is confidential for the following reasons:

The Swedish investigation is handled with extensive confidentiality, due to the
possible severe impact on State Administration if the accessed data is used in a

harmful way.

There is an urgent need for confidentiality in the case, thus | would be most
grateful if the execution of the Mutual Legal Assistance as well as the reported
result sent to Sweden can be kept confidential in the United States according to

your legislation.
10. Other involved persons/authorities:

— EUROJUST: Mr. Leif Gérts, SE National Member, PO Box 16183, NL-2500 BD, The Hague,

The Netherlands, +31704125243
— INTERPOL: Interpol Wiesbaden has been contacted by Swedish Police.

— MLA:s have been sent to UK and Germany as well



[ e o, , o  vasara
Rattshjélp pastebin , 2013-03-27 14:40 diarienr: 0201-K81864-12

Legisiation
Other
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| - THE UNDERSIGNED - AM COMPETENT TO AUTHORIZE THE EQUIVALENT
MEASURE/S IN SWEDEN.

Stockholm July 10, 2012

Henrik Olin
Senior Public Prosecutor

cc: International Police Cooperation Division (IPO)
Box 12256
102 26 STOCKHOLM
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The Swedish Penal Code (1962:700)
Chapter 4, Section 9¢

A person who, in cases other than those defined in Sections 8 and 9, unlawfully obtains access
to data intended for automatic data processing or unlawfully alters or erases or blocks or
inserts such data in a register, shall be sentenced for breach of data security to a fine or
imprisonment for at most two years. The same applies to any person who unlawfully and
through another similar measure seriously disturbs or impedes utilization of such data.

Act (2007:213).
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Richard Ahlgren - SV: Assistance

A T e e i e

Fran:  "US" <ulrika.s@rkp.police.se>

Till: ""Dolinar, Shawn R."" <Shawn.Dolinar@jic.fbi.gov>

Datum: 5/29/2012 15:52

Arende: SV: Assistance

Kopia:  <christer.kagstrom@polisen.se>, <richard.ahlgren@polisen.se>

Thanks for all you help!

My colleagues, Christer and Richard will continue to investigate the case, and will further be the point of
contact in this matter.

Best regards,

Ulrika

Fran: Dolinar, Shawn R. [mailto:Shawn.Dolinar@ic.fbi.gov]
Skickat: den 29 maj 2012 14:46

Till: US

Amne: RE: Assistance

Ulrika,

We still have another month on the original preservation letters. We sent them in on the following dates:

March 30, 2012 - Pastebin.com/K5q2N270
April 13. 2012 - Pastebin.com/5¢jzdOnQ
April 11, 2012 - Qwest

We can renew them when the dates get closer. Thanks

Shawn

Shawn Dolinar

Legat Office Copenhagen
4533417112 Desk
4529346821 Cell
646-438-2248 BB

shawn.dolinar@ic.fbi.gov

From: US [ulrika.s@rkp.police.se]
Sent: Monday, May 28, 2012 1:28 AM
To: Dolinar, Shawn R.

Subject: Assistance

Hi Shawn,
| hope everything is well with you!

Please, we need your help regarding matters in the case number: AM-52124-12;
1. We need to renew the preservation request regarding the two pastebin pastes that we did earlier
(Pastebin.com/5cjzdOnQ , Pastebin.com/K5q2N270 ).
In this matter, the prosecutor wants to collect all requests related to the case before he sends the
MLAT. So that’s why it takes time and it is a big case.

file//CAWINDOWS\Temp\XPGrpWise\4FC4F0D2DOM22p025100179336614CO0D...  2012-07-09
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Could you please help us regarding these preservations?

2. Another question is regarding the IP address, 67.1.14.113, Qwest Communication company, LLC,
Denver.
Time 2012-03-20, 18:18:53, Europe/Stockholm Swedish time
Was it successful regarding the IP request?

We are very grateful for all your help regarding this case!
Please call me if you have any questions.

Regards,
Ulrika

Fran: Dolinar, Shawn R. [mailto:Shawn.Dolinar@ic.fbi.gov]
Skickat: den 30 mars 2012 20:26

Till: 'ulrika.s@rkp.police.se’

Amne: Re: Link

Ulrika,

We have sent the preservation request. You can send the email whenever you have it ready. Please let me
know if you have any problems.

Shawn
Desk 4533417112
Cell 4529346821

From: Dolinar, Shawn R.

To: 'ulrika.s@rkp.police.se' <ulrika.s@rkp.police.se>
Sent: Fri Mar 30 14:14:23 2012

Subject: Re: Link

Ulrika,

| am guessing you have heard from Anna. We found an email address that the company was previously very
responsive to in the past when this issue had occurred. The only issue was that when they took the previous
one down, they erased all of the data. So we are going to serve them with a preservation request before you
email them. This tells them to hold onto the data for 90 days.

Once we serve this, we will tell you to email them. Here is what you need to include in your email:

1. It needs to be in English

2. A clear explanation of who is making the request

3. A clear explanation of why the information is abusive
4. Alink to the content

Once we serve the preservation letter, | will email you. Then you can send your email to the following address:
Admin@pastebin.com
| will let you know when ours is served. Thanks

Shawn

From: US <ulrika.s@rkp.police.se>
To: Dolinar, Shawn R.
Sent: Fri Mar 30 08:58:34 2012

file://C:\WINDOWS\Temp\XPGrpWise\4FC4F0D2DOM?22p025100179336614C0D... 2012-07-09
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Electronic Requests by Law Enforcement Officials to Preserve
Facebook Account Records

Facebook works with law enforcement authorities where required by law and to ensure the
safety of its users. Pursuant to federal law, this page permits autharized law enforcement
officials to request preservation of Facebook records for a period of 90 days. Preserved
records will be only disclosed upon subsequent submission of a court order or other valid
legal process to records@facebook.com.

Christer Kdgstrom

Detective Inspector

IT ~CRIMESECTION Internet Investigation Team
P.O Box 122 56 Stockholm

Email: christer.kagstrom@rkp.police.se

Mobile: +46705908329
For use in the investigation we requestthatyou pravide us with:

®  BSI(Basic Subscriber Information) including e-mailadresses an the most recent logins in the IP

log
e  Content, such as pictures, all wall-info and subscribers log.

e  Private Messages

Please preserve all data until a signed search warrant can follow by email.

If there are any problems with supplying aforementioned data or questions regarding the case
Please contact Christer Kagstrém as soon as possible.

Facebook will only accept requests for preservation that identify an account by Facebook
User ID, Facebook Username or Email Address. For example, the Facebook User ID in the
profile http://www.facebook.com/profile/php?id=29445421 is 29445421, the Facebook
Username in the profile http://www.facebook.com/john.smith is john.smith

Konto:

www.facebook.com/luciddream1976

WARNING: AUTHORIZED OFFICIALS ONLY. Requests to Faceboak using this page
may be made only by authorized representatives of governmental entities in Connection
with legal proceedings. Unautharized re%tlests will bé referred to law enforcement
authorities for prosecution. If you are a Facebook member, civil litigant, or private
attorney and wish to request account records, please visit the Hjdlpcenter for assistance.

By checking this box, I certify that I am an authorized agent of a
governmantal entity conducting an official investigation.

General information for law enforcement officials making requests for records
from

Facebook can be found in the Sakerhetscenter,

Note: Pursuant to federal law, authorized law enfarcement officials may
request that records be preserved for an additional 90 days by re-submitting

this form.

%g;ackhc%n den 27 maj 2012

£ . A N
oY/ ) |y
agstrom |

i

{
‘Christer L
Detective Inspector
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Electronic Requests by Law Enforcement Officials to Preserve
Facebook Account Records

Facebook works with law enforcement authorities where required by law and to ensure the safety of its
users. Pursuant to federal law, this page permits authorized law enforcement officials to request
preservation of Facebook records for a period of 90 days. Preserved records will be only disclosed upaon
subsequent submission of a court order or other valid legal process ta records@facebook.com.

Christer Kagstrém

Detective Inspector

IT-crime section Internet investigation team.
P.O Box 122 56 Stockholm

Email: christer.kagstrom@rkp.police.se
Mobile: +46705908329

For use in the investigation we request that you provide us with:

e BSI ( Basic Subscriber Information) including e-mailadresses an the

most recent logins in the IP log.

e content, such as pictures, all wall-info and subscribers log.

» Private Messages
Please preserve all data until a signed search warrant can follow by email*
If there are any problems with supplying aforementioned data or questions
regarding the case
Please contact Christer K&gstrém as soon as possible.

Facebook will only accept requests for preservation that identify an account by Facebook User ID,
Facebook Username or Email Address. For example, the Facebook User ID in the profile
http://www.facebook.com/profile/php?id=29445421 is 29445421; the Facebook Username in the profile

http://www.facebook.com/john.smith is john.smith.

Konto:

http://facebook.com/snugg!

WARNING: AUTHORIZED OFFICIALS ONLY. Requests to Facebook using this page may be
made only by authorized representatives of governmental entities in connection with legal proceedings.
Unauthorized requests will be referred to law enforcement authorities for prosecution. If you are a
Facebook member, civil litigant, or private attorney and wish to request account records, please visit the
Hjalpcenter for assistance.

By checking this box, I certify that I am an authorized agent of a governmental entity
conducting an official investigation.

General information for law enforcement officials making requests for records from
Facebook can be found in the S3kerhetscenter.

Note: Pursuant to federal law, authorized law enforcement officials may request that records be
preserved for an additional 90 days by re-submitting this form.

Stockholm den 29 maj 2012

i VAN

Detective Inspector.
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Rasmusson Henrik

Fran: Rasmusson Henrik

Skickat: den 4 april 2012 13:52

Till: 'Legal Investigations Support - Global’

Amne: SV: [#994939227] SV: Your request for data from Google Inc., AM-52124-12, 109-31
Dear Sir / Madame,

Thank you for your prompt answer.

| would much appreciate if you could preserve the requested information regarding the account
mainframed767 @gmail.com for, to begin with, 90 days.

I will take appropriate action to secure legal process.

oest regards,

Henrik Rasmusson
mmaraklagare, specialist immaterialrdtt / Senior Public Prosecutor, IP Crime
Nationella gruppen mot immaterialrattsbrott / National Intellectual Property Crime Unit
Internationella aklagarkammaren Stockholm / International Public Prosecution Office Stockholm
P.0.Box 70296, 107 22 STOCKHOLM, Sweden
E-mail: henrik.rasmusson@aklagare.se
Telephone: 0046-(0)10-56 25445
Telefax: 0046-(0)10-56 25483

L8 i R TS

----- Ursprungligt meddelande-----

Fran: Legal Investigations Support - Global [mailto:lis-global@google.com]

¢*ickat: den 2 april 2012 19:18

.12 Rasmusson Henrik

Amne: Re: [#994939227] SV: Your request for data from Google Inc., AM-52124-12, 109-31

Dear Mr. Rasmusson,

Thank you for your message. Please note that the activity in account [ mainframed767@gmail.com ] relates to IP
addresses that appear to be from the United States, which is beyond the European Union, the EFTA or the EEA, and
therefore details of the activity have not been included in this message.

You may wish to contact a US Federal Bureau of Investigation legal attaché to determine if there is a means to gain
cooperation with the US government to address your needs. You can find a list of the legal attaché offices and

contact information at www.fbi.gov/contact/legat/legat.htm.

In addition, you may wish to consult with the Office of International Affairs (OIA) with US Department of Justice to
determine what diplomatic processes are available. You can reach OIA by calling +1 202-514-0000. We are not able
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to provide you with the specific requirements in your jurisdiction, but encourage you to contact US Legal Attaché,
OIA, or counsel for guidance in this process.

We may preserve the information for 90 days, extendable for an additional period of 90 days upon request, while
you secure proper legal process.

Best Regards,
Google Inc.

Legal Investigations Support
(220749)

providing this response, Google Inc. does not waive any objections as to jurisdiction or otherwise.

Original Message Follows:

~ m: Rasmusson Henrik <Henrik.Rasmusson@aklagare.se>

.«oject: SV: [#994939227] Your request for data from Google Inc.,
AM-52124-12, 109-31

Date: Mon, 2 Apr 2012 16:26:34 +0000

> Dear Sir/Madame,
>
>
>
> Due to human error the request sent to you on March 29, 2012, stated
> the
wrong Gmail-account.
>
>
>

ttached to this e-mail you can find a new, altered, request with the
igntaccount name. The request has also been mailed and faxed to you today.
>
>
>

ipologize for the inconvenience this may have caused you and thank
>you
for your kind cooperation in this matter.
>
>
>
> Best regards
>
>
>
>
> Henrik Rasmusson
> Kammaraklagare, specialist immaterialratt / Senior Public Prosecutor,
>I|P
Crime
> Nationella gruppen mot immaterialrattsbrott / National Intellectual

2
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Property Crime Unit

> Internationella dklagarkammaren Stockholm / International Public
Prosecution Office Stockholm

> P.0.Box70296,107 22 STOCKHOLM, Sweden

> E-mail:
henrik.rasmusson@aklagare.se<mailto:henrik.rasmusson@aklagare.se>
> Telephone: 0046-(0)10-56 25445

> Telefax: 0046-(0)10-56 25483

>

> [Beskrivning: Beskrivning: logotyp]

>

V.V V VvV Vv

V V. V

> Fran: Legal Investigations Support - Global
[mailto:lis-global@google.com]

> Skickat: den 31 mars 2012 00:44

> Till: Rasmusson Henrik

> Amne: Re: [#994939227] Your request for data from Google Inc.,
AM-52124-12, 109-31

>

>

>

> Dear Sir,

>

>

> Thank you for your message. After a diligent search and reasonable
inquiry, we have found no subscriber information or IP log information for any Gmail account created by a user with
the email address [ mainframed737@gmail.com<mailto:mainframed737 @gmail.com> ].

>

>

> Best Regards,
>

>

>

> Google Inc.

>

> Legal Investigations Support
>

> (220560)

>

>
>
>
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>
>
>
>

>
> By providing this response, Google Inc. does not waive any objections
>as

to jurisdiction or otherwise.

>

>

>
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% AKLAGARMYNDIGHETEN Request Page 12)
N /7 International Public Prosecution Office Stockholm Document 35
I%ﬁf}i Reference AM-52124-12, 109-31

M Senior Public Prosecutor Henrik Rasmusson 2012-04-02

Google Inc.

1600 Amphitheatre Parkway

Mountain View, CA 94043

USA

Fax: 00 1 650 469 0622 (both fax and mail)

Request for information in a criminal matter

Our ref: AM-52124-12, 109-31

Request: [ hereby request the following information regarding the Gmail
account mainframed767@gmail.com:

- Account owner (address, telephone, other e-mail accounts,
bank accounts or other means of payment, other contact
information)

- Country from which the account was registered

- IP-address used to initiate the account

- [P-addresses used to access the account

- User-agent information regarding each [P-address

- Dates when the account was registered and, if applicable,
closed.

Facts: [ am in charge of criminal investigation regarding computer intrusion.

There has recently been a serious breach into a Swedish computer system that
contains important and sensitive information. The person behind the Gmail
account mainframed767@gmail.com has asked for and received specific
information over the Internet before and during the breach that strongly
suggests direct involvement in the breach.

Legal basis: Computer intrusion is a violation against chapter 4 section 9¢ of the
Swedish Criminal Code. Computer intrusion is punishable by a fine or
imprisonment up to 2 years.

This request is executed in accordance with the Swedish Criminal Procedural
Code. I — the undersigned — am competent to request the equivalent measures
in Sweden.

Confidentiality: If possible, this request should be kept confidential.

Pastadress Gatuadress Telefon E-post
Box 70296 Hantverkargatan 25 A 010-562 50 00 registrator.int-stockholm@aklagare se
107 22 STOCKHOLM

SWEDEN Telefax Webbadress
010-562 54 83 www.aklagare.se
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International Public Prosecution Office Stockholm Request Page 2(2) 199
Document 35

Reference  AM-52124-12, 109-31
Senior Public Prosecutor Henrik Rasmusson 2012-04-02 Handlaggare 109-31

Urgency: The crime is ongoing and I would therefore appreciate if this
request could be handled with urgency.

Presentation of information: The requested information can be sent to me,
preferably by e-mail.

[ greatly appreciate your assistance in this matter. Please do not hesitate to
contact me if you need any further information.

7

Henrik Rasmusson

Senior Public Prosecutor

International Public Prosecution Office Stockholm
P.O. Box 70296, 107 22 STOCKHOLM, Sweden
E-mail: henrik.rasmusson(@aklagare.se
Telephone: 0046-(0)10-56 25445

Telefax: 0046-(0)10-56 25483

Y S S R T
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67.1.14.113/67-1-14-113.tcso.qwest.net [P Address WHOIS |...

DomainTools

IP Information for 67.1.14.113

IP Location: United States Boise Qwest Communications Company Lic

ASN: AS209
Resolve Host: §7-1-14-113.tcso.gwest.net

IP Address: 67.1.14.113 ! [2] [7 5 T

NetRange: 67.0.0.0 - 67.7.255.255

CIDR: 67.0.0.0/13

OriginAs:

NetName: QWEST-INET-14

NetHandie: NET-67-0-0-0-1

Parent: NET-67-0-0-0-0

NetType: Direct Allocation

Comment : ADDRESSES WITHIN THIS BLOCK ARE NON-PORTABLE
RegDate: 2001-07-26

Updated: 2012-03-20

Ref: http://whois.arin.net/rest/net/NET-67-0-0-0-1
OrgName: Qwest Communications Company, LLC
Orgid: QCC-21

Address: 1801 california Street

City: Denver

StateProv: co

PostalCode: 80202

Country: us

RegDate: 2006-02-09

Updated: 2011-09-08

Ref: http://whois.arin.net/rest/org/QCC-21

OrgAbuseHandle: QIA2-ARIN

OrgAbuseName: Qwest Abuse

OrgAbusePhone: +1-877-886-6515

OrgAbuseEmail: Shusay met

OrgAbuseRef: http://whois.arin.net/rest/poc/QIA2-ARIN

OrgNOCHandle: QIN-ARIN
OrgNOCName : Qwest IP NOC
OrgNOCPhone: +1-877-886-6515
OrgNOCEmail: i

OrgNOCRef : http://whois.arin.net/rest/poc/QIN-ARIN

OrgTechHandle: QIA-ARIN
OrgTechName: Qwest IP Admin
OrgTechPhone: +1-877-886-6515

OrgTechEmail: jpagmm-@!wgst oM

OrgTechRef: http://whois.arin.net/rest/poc/QIA~ARIN

Memberships | Developer APl | AboutUs | Blog | Desktop Tools |

© 2012 DomainTools, LLC All rights reserved

lavl

J
5200

http://whois.domaintools.com/67.1.14.11

Open a FREE Account | Login | Help

67.1414,113 Who is Search Search

Terms of Service | Privacy | Support | Careers | ContactUs | Site Map

2012-07-09 14:11
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Richard Ahlgren - SV: Assistance

PR

Fran:  "US" <ulrika.s@rkp.police.se>

Till: "Dolinar, Shawn R."" <Shawn.Dolinar@ic.fbi.gov>

Datum: 5/29/2012 15:52

Arende: SV: Assistance

Kopia:  <christerkagstrom@polisen.se>, <richard.ahlgren@polisen.se>

Thanks for all you help!

My colleagues, Christer and Richard will continue to investigate the case, and will further be the point of
contact in this matter.

Best regards,
Ulrika

Fran: Dolinar, Shawn R. [mailto:Shawn.Dolinar@ic.fbi.gov]
Skickat: den 29 maj 2012 14:46

Till: US

Amne: RE: Assistance

Ulrika,

We still have another month on the original preservation letters. We sent them in on the following dates:

March 30, 2012 - Pastebin.com/K5g2N270
April 13. 2012 - Pastebin.com/5cjzdOnQ
April 11, 2012 - Qwest

We can renew them when the dates get closer. Thanks

Shawn

Shawn Dolinar

Legat Office Copenhagen
4533417112 Desk
4529346821 Cell
646-438-2248 BB
shawn.dolinar@ic.fbi.qov

From: US [ulrika.s@rkp.police.se]
Sent: Monday, May 28, 2012 1:28 AM
To: Dolinar, Shawn R.

Subject: Assistance

Hi Shawn,
| hope everything is well with you!

Please, we need your help regarding matters in the case number: AM-52124-12;
1.  We need to renew the preservation request regarding the two pastebin pastes that we did earlier
(Pastebin.com/5c¢jzdOnQ, Pastebin.com/K5q2N270 ).
In this matter, the prosecutor wants to collect all requests related to the case before he sends the
MLAT. So that’s why it takes time and it is a big case.

file://CAWINDOWS\Temp\XPGrpWise\4FC4F0D2DOM22p025100179336614COD... 2012-07-09
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Could you please help us regarding these preservations?

2. Another question is regarding the IP address, 67.1.14.113, Qwest Communication company, LLC,
Denver.
Time 2012-03-20, 18:18:53, Europe/Stockholm Swedish time
Was it successful regarding the<ns1:XMLFault xmlns:ns1="http://cxf.apache.org/bindings/xformat"><ns1:faultstring xmlns:ns1="http://cxf.apache.org/bindings/xformat">java.lang.OutOfMemoryError: Java heap space</ns1:faultstring></ns1:XMLFault>