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Summary
A dictionary is included in this report to describe the terms used in the text.

This report describes a series of computer related break-ins that happened to one of Logica’s
customers, Applicate, and thus the incidents also affected other customers of Logica, as well as
Logica itself. The report describes the computer forensic investigation. It does not focus on the
mitigation and the actions taken to counter the attacks, although some of this will be
described in general terms. Separate reports exist on various system security enhancements

and mitigations.

The incident response and forensic activities were performed by an incident handling team at
Logica during the time March 2012 to September 2012. The forensic activities have been
constructed from

e Examinations of the mainframe system itself, including automated searches after
digital footprints and traces. This includes the two LPARS the attacker is known to have
hacked as well as all the other partitions not reachable from the internet and not
known to be hacked.

e Examinations (manual as well as automated searches after digital footprints and
traces) of a large number of systems surrounding the mainframe, thatis part of the
same delivery to Applicate.

e Reading source code and analysis of binary tools left by the perpetrators

e Examination and automated correlation of system logs from various sources including
firewalls, system logs, application logs

e And also from reading session logs, source code and similar obtained by the

investigating police

The attack was initially discovered as a side effect when troubleshooting why in the beginning
of March 2012 the CPU load on the SY19 system was exceptionally high. When the
investigation switched from troubleshooting to a security incident investigation Logica could
later trace the initial unauthorized access to 25™ of February. This initial security breach where
performed by using unauthorized network logins with the FTP network file transfer protocol.
The FTP logins where made with the user account AVIY356, a batch user used by a client.

The attacks included unauthorized access to the mainframe computer at Logica, on which this
report mainly focus, but also the web front-end-systems of infotorg. The attacks where
launced over the Internet from various sources via different network protocols, where FTP was
one central protocol used to browse file system structures as well as downloading content, e.g.
datasets from the mainframe. It is believed that several perpetrators where involved,
something that the later police investigation also have confirmed.

The modus operandi is to hack the systems over the network, and when successful intrusion
have been gained, create alternative entrypoints into the system (e.g. hack more accounts,
add backdoors, etc), to make sure that there are ways to “hold” the hacked machine, even if
the initial entrypoint is found and closed. Multiple attacks were launched, from simple
password guessing attacks to more sophisticated attacks involving breaking into the systems

Strictly confidential / Business Secret |



Sidan 13 av 574
Report

by exploiting software vulnerabilities in system software — many of which where previously

unknown, so called zero day exploits.

The perpetrators manage to get system access in the end of February 2012, 2012-02-25 is the
believed start date, but we believe that series of attack attempts where launched earlier. The
attacks first included Applicates mainframe system SY19 that is hosted by Logica and are uses
by Applicate and customers to Applicate. In March 2012, the attacks later also included SYS3,
another z/0S partition, which is also used by Applicate but also shared by some 40 other
customers as well. In SY19 the perpetrators manage to get very high not full system level
access and as a result of that gaining control over the RACF database and manipulate user
accounts to level their authorizations. There are indications that the RACF database was
downloaded from the SY19 and believed to be analyzed with a password cracking tool, that
would successfully been cracking many passwords. In the attack on SYS3 they used information
gained from SY19 to be able to logon with ftp and collect the data that the user was allowed to
read and TN3270 to be able to “look around”.

The perpetrators installed customized networking tools that provided clandestine networking
access for them by performing outbound network calls from the mainframe to systems of
choice of the perpetrators. With this, the perpetrators gained the several advantages:

e Since the tools called back, thus generating outbound network traffic, they could
circumvent certain blocking and filtering by firewalling as well as system
configurations.

e This network solution allowed the perpetrator to have a relayed, indirect, network
access to the mainframe. Thus this approach limited the abilities an investigation had
to trace back the attacker to the real source of origin.

The break-ins to the mainframe seems to have been successfully stopped in the end of March
2012, when all the major mitigating actions had been performed, including white listing hosts
that is allowed to talk to the mainframe. Still investigations and mitigations continued after
that point, to verify that the malicious activities where stopped.

At least one of the perpetrators is known to have used a Hercules, a pc based mainframe
emulator, locally in which certain tools were developed, that later was used for mainframe
attacks. This could also describe why they steal system software and configuration setups, so
that they can use it in their Hercules setup to customize it with stolen software as well as
continued research for new security vulnerabilities by testing or browsing the files.

Some of the information stolen included:

e extracts or subsets of the national Swedish personal database SPAR, including
information on persons with protected / secret identities

e databases over customers, databases belonging to some of Logicas users

e some financial info, e.g. invoices

e sourcecode, both system source code from IBM as well as source code from Logica and

their customers, or customers customers.
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e authentication information on the systems (passwords, ssh keys, x.509 certificates,
etc)

The stolen and downloaded information were many times obtained in general, sweeping
maneuvers, where they downloaded every file accessible by a certain stolen user account.
Thus they performed non-targeted information theft, and sometimes obtained uninteresting,
unusable information as well as usable or highly sensitive information. Stolen credit card
information seemed to be an example of files just downloaded as part of getting a larger set of
files, not something they were hunting for or particularily trying to find. Some other times,
very directed information theft where performed or tried, such as looking for a specific

persons.

One other important note relating to the information theft is that information and files often
where downloaded multiple times, often by using different user names and different source
network addresses. Thus this makes us draw the conclusions that:

e there were more than one perpetrator stealing the information

e there exists copies of the information in more that one place

e different perpetrators might have different focus while having access to the machine
and the information

This can be of some relevance to the evolution of events, e.g. if the information in turn have
been saved or shared or handled to yet other persons.

One major problem with handling the information theft is that not a single organization that
do have the holistic understanding of the content or sensitivity of datasets or files, as
individual data bearer or as larger collection of data bearers. It have been each and individual
organizations responsibility to investigate and analyse their “own files”. Another important
aspect we believe is somewhat overlooked in this is the matter of the perpetrators — of third
parties that obtain the information — combine the stolen information with other sources of
information to build new knowledge. An example of this would be to use the personal number
of persons with protected identities from SPAR dataset stolen with other address sources, thus
coming up with a valid and complete personal address for that person. To conclude, we
believe that this approach, although necessary, have left all involved parties with an
incomplete or scattered understanding of the amounts, values or sensitivity of the information

stolen.

Another problem with handling the information theft is that there is problematic to give any
exact numbers for the stolen files, the size of the data stolen, etc. The reasons for this are

multiple

e Some files where stolen via FTP, these can be accounted for. Other files might have
been listed on the perpetrators screen. Yet other files might have been obtained via
various security vulnerabilities.

e Many files where tried to be downloaded but were having file protections that did not
give away the content of the file

Strictly confidential / Business Secret |



Sidan 15 av 574
Report

e Many files were migrated from DASD (disk) to archives on tape and rendered a
timeout for the read operation for the perpetrator trying to read the file. Later
attempts might instead have revealed the file content

e Many files were downloaded multiple times. This one becomes interesting, since it
depends on if the persons downloading it all the time is the same person or if it is
different persons. How should this be counted? As 1 file?

e Several times files were downloaded as a “tar” archive file. Thus one file where
downloaded, but that archive did contain many files, maybe 100’s or 1000’s of files.
We don’t know exactly the content of all “tar” archives downloaded. How should this
be counted? As 1 file?

e Many files where compressed before downloaded. Should these be counted as the
compressed size of the uncompressed size?

That being said, we have been trying to give some very rough estimates of the extent of the
information theft. Many gigabytes of data have been downloaded.

Access to the Infotorg web service was performed in parallell to the attacks aimed at the
mainframe as well after the lockdown and white listing that blocked access to the mainframe
itself. This was made possible because the perpetrators had access to a large list of user names
and passwords. These would still work in the Infotorg web service, but where blocked from
access to the actual mainframe. It is also quite probable that access information to the infotorg
web where shared with more persons than the core team focusing on hacking the mainframe.

One important question to raise is if the perpetrators did know which company they attacked,
or what system they accessed? We belive, from analyzing the system logs, as well as seized
session logs from the perpetrators computers, that they cannot have been unaware that they
accessed infotorg or Logica. These names come up in datasets, user names, jobs, computer
names, etc, all the time. It can although have been somewhat confusing with all the names
Infodata, Applicate, Sema, Dafa, WM-Data and others. But these are all parts of the companies
that exist today and have been victimized.

Several side tracks were opened and closed during the investigations. By not knowing the
exact extent of the incident, and Logica having a computer environment consisting of more
than 10,000 servers, many reports of “malicious activity” in other parts of the computer
environments prompted investigations of these systems and servers as well, to see if these
machines where involved as well. The major side tracks are described in detail in the report.

The incident was reported to the police early in the internal investigation. This resulted in

many things, including:

e The investigative branch of the police where hugely successful of their work, even
when the investigation grew and become a complex major investigation. Police that
run the investigation manage to capture first one suspected perpetrator, later they
manage to capture another person believed to be the main perpetrator involved in the
attacks. From the information obtained from the suspected perpetrators computer, it
is very likely that they have been involved in the attacks, since they have information
stolen from Logica and their customers on their computers as well as attack tools to
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hack mainframes. This co-operation with the investigating police have lead to quicker
as well as a more complete analysis of the incident. The result of this is that the
mitigation and security boosting efforts have been enhanced

e Since the police are customers to Applicate, the internal security details at the national
police become involved in an early stage.

As a wrap-up, we state that the incident involved a geographically distributed team of
advanced perpetrators and multiple targeted hosts. Logica Staff together with Applicate draw
the correct concusions — antagonistic attacks — from otherwise uncertain data that could have
passed for a bug or a batch job on the run. The geographically distributed team then used a
layer of hacked hosts distributed worldwide as stepping stones to relay the attacks against
Logica, thus making it even harder to trace the attacks back to the real sources. The emergency
phase developed into months as the investigation to find root cause, forensic analysis,
mitigations as well as customer care all draw attention. For all organizations, this incident have
probably costs many thousands of man hours, thus this have been an expensive emergency
operation.
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Glossary

The following glossary is included to put everthing in a context, and describe some of the
company specifics as well as the specifics to the different computer environments and
technical details that are covered in this report.

ACEE Access Control Environment Element.

ACL Access Control Lists. This is one feature available in the USS HFS file system,
where extended file access control is implemented. Besides the ordinary Unix
file permission concept and additional and complementary permission control is
applied from lists of user and their access rights to the file or directory in

question.

APF Authorized Program Facility library control is a mechanism in z/OS that will grant
a program extended authority during the execution

Applicate A IT company which are specialists in customer unique IT solutions which acts as
a data broaker and consolidate information. Located in Sweden, a subsidiary to
Bisnode. Applicate exist in the same enterprise as Infotorg — the service delivery
branch, for which Applicate is the application developer branch.

ASCII American Standard Code for Information Interchange.
Character encoding system based on the English alphabet

Authentication A function to specifying access rights
Authorization A function to specifying access controls
ATOS Company name of old company that later have become Logica.

Backdoor A way to access a system that normally not should exist. A backdoor can be
undocumented build in credentials or a program installed by a malicious user
that runs as a service and allow logins to the system.

Batch A set of transactions that is added to a queue for computing.

Binary Analysis of binary files to understand the purpose and functionality of an
analysis executable program.

Bisnode A corporate group that owns Infotorg

Blacklisting A rule set to deny certain programs or protocols. The opposite is white listing.

BSN0058 A user in RACF that was used by a malicious user when the system where
compromised.
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Customer Information Control System. A transaction management software
that runs om IBM mainframes that allows users to perform certain pre-defined
transactions

CICS uses RACF for transaction security.
Old company name that later have become part of current Logica.
Type of usernames in RACF that was used by malicious users.

File storage in the Mainframe world.
Datasets are traditionally used on the MVS side while the file concept is used on
the USS side.

Dataset names consists of letters are all upper case. The full name is separated
into pieces by the dots. The pieces are called nodes. They are also called
qualifiers. The left-most node is called High Level Qualifer, HLQ. It is an
important factor in: Learning what kind of dataset it is, Finding where the
dataset resides, and Controlling access to it.

The maximum length for a node is 8 characters, and the maximum dataset
name length is 44 characters.

A dataset can contain members, which is a subdivision similar to that a directory
can contain multiple files.

The short string of characters used to group the different datasets. It is the

initial characters that make up a file name, e.g ABC.XXX.XXXX, where ABC is the
prefix.

A relation database by IBM that is used in Z/OS.
Data Language 1.

Used in investigations to find evidence in storage devices,
systems, networks etc.

Demilitarized zone. Used to isolate systems in a network.
Denial of service.

Extended Binary Coded Decimal Interchange Code is an 8-bit character
encoding used mainly on IBM mainframe and IBM midrange computer
operating systems.

Mechanisms in IBM systems to have the system call the users own software for
certain activities or for certain situations. Small programs used for small
changes to standard products. Often used to expand functionality.
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Programs or code extracts that uses a vulnerabilitiy in other softwares to gain
information or access tothe system. An exploit can also be used for DOS
attacks.

File Transfer Program, implementing the File Transfer Protocol. A common
method to send and receive files over a TCP/IP based network. A major
advantage of using FTP is its universal availability. A major drawback of using
FTP is its lack of any type of modern security controls. The user name,
password as well as all transferred data and commands are sent in plain text.

Submission of batch jobs for JES and RJE.

Three-way FTP is a special way of using the FTP file transfer, where the
connection with the command channel is made from one place but the actual
file transfer is done between other hosts . See appendix “Appendix B:
Description of three way FTP services” page 167 for a detailed description of
Three-way mechanism. See appendix “Appendix C: Usage of three way ftp” page
Fel! Bokmarket ar inte definierat. for a log extracted that contain three way

transfers.

File Service Protocol. Acient UDP based light weight protocol for transferring
files between hosts.

Group ID. Used in unix security mechanism.

A calculated value thatis a compressed representation of some dataset, such
as a document, an executable program, a spread sheet or a picture. This hash
code or hash value can then be used to compare files on two different
systems. It the hash value is the same, the content of the file is equal.

Host Intrusion Detecting System.

HLASM is a product serie from IBM. It. High-level assembler is a way to develop
programs with the power of low-level (close to, and with the power to control,
the CPU and hardware resources) assembler programming. HLASM is convert at
an later stage to 370 assembler.

The internet super deamon. A background program running on a Unix / USS
system to spawn other network programs once remote connections arrive.
Once inetd starts it read a configuration file, inetd.conf, that describes what
network services that inetd should provide.

The configuration file for the server daemon that start services

A portal with information and links to governments systems. SPAR registry is
stored in this portal. Infotorg is own by Bisnode.

Two computer names of Infotorgs web servers
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Ishell invokes the ISPF shell, a panel interface that helps to set up and manage
z/0S Unix system functions.

Interactive System Productive Facility. A panel interface to z/0S

Job Control Language, it is a scripting language used on IBM mainframe
operating systems to instruct the system on how to run batch jobs or start a
subsystem.

Job Entry System

Special purpose program that is developed to take encrypted passwords
(password hashes) and use various methods to recover the equivalent plain
text password associated with the encrypted/hashed password. John the Ripper
(JtR) have support for multiple systems and encryption methods. One method
recently added is the encryption used by RACF to store copies of passwords in
unintangigle format.

Sourcing vendor.

Logical partition, a technical way to divide the physical IBM mainframe into
multiple logical computer systems. On the mainframe used by Logica, some 20
different LPAR’s are setup and operating.

Logical unit.

A mainframe computer is a large centralized computing resources with a history
going back to the 1950’s. A major vendor in the mainframe arena is IBM. The
IBM mainframe supervisor PR/SM is used to host a number of Ipars. In each Ipar
is it possible to start system using z/OS, VSE, z/VM and Linux. The Ipars are
isolated from each other thus using the same resources of CPU, 1/0 and
memory. In this case are two Ipars running z/0S involved. z/OS is a operating
system, often called mainframe, that is used to :

e Handling of batch jobs that run at certain intervals. Batch jobs include file
transfers, transaction handling, printing, etc.

e The mainframe is a large host for volume transactions frequently run
through CICS or IMS or one of the third party products which run on the
mainframe.

e Asa central management point for identity by hosting and providing
authentication and authorization services via RACF identity management.

e Asa central data server for hosting DB2 tables of large size as well as
providing back-end data processing for various data requests.

A malicious software.

Message protocol used by IBMs websphere
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Multiple Virtual Storage. Has been replaced by 0S/390 that has been replaced
by z/0S but MVS is still the name in use. One of the operating systems that are
supported by IBM Mainframes.

A method and a system to dispatch information on persons in Sweden.

a program that has been the “swiss army knife of networking tools”, including
being able to serve as a client or a server on arbitrary network ports.

Some of the uploaded programs seemed to have “netcat like” features being
either a small network server or a network client.

The OMVS command is used to invoke the z/OS® UNIX® shell. Users whose
primary interactive computing environment is a UNIX system should find the
z/0OS UNIX shell environment familiar.

A secret phrase of text/numbers/special characters that commonly is used with
a username to gain access to system or programs.

A methodology to systematically search for a plaintext password. A way to
extract the original password from an encrypted or hashed and thus
unintanglible password.

Polisens Person och Adressregister. A version of SPAR with additional details
available to the police.

Pretty good privacy. Used for encryption and decryption with public and private
keys. The private key is also used to sign files. It’s also possible to encrypt and
decrypt files with passwords.

Paloggning Infotorg. A special software used by applicate to authenticate users
in their infotorg application.

Public Key Infrastructure

In the context of a asymmetrical encryption system, that key of a key pair that
is to be kept secret to the user or program.

Program Temporary Fix. A “patch” in IBM vocabulary.

Resource Access Control Facility. A central database containing usernames,
passwords, authorizations, etc

RACF was introduced in 1976. The early incarnations of RACF provided
optional user authentication via a changeable 8-byte password.

Logica developed RACF reports from SMF records.. A large number of these
RACREP reports where analysed as part of the investigation. A number of
excerpts from these reports are included in this report.
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Web based business back-end system available from Logica. It is used by
some 600 larger customers in the Nordic area.

The server in question in this document, RD+_test, where a test
system used by a Swedish muncipaility

Scripting language used in the IBM MVS and USS environment. In the incident,
many REXX scripts were used to launch different attacks.

Remote Job Entry

Server hosting multiple web servers for many legacy companies in the Logica

group, e.g. WM-Data.

Commands normally written in a text file to accomplish several functions with
only executing the text file.

Old company name of company that later have become part of Logica.

setuid says that while this program runs, the user assumes the UID that owns
the file (from the FSP)

Set group id. Unix group access rights on files.

A (often small) program written in the “shell” command language in the Unix
or USS environment. Shell scripts have been found at a number of places in the
SY19 or SYS3, many which have contained user names and passwords.

“Spridning och hamtnings systemet”. A specific system used in Sweden to send
and retrieve files. It is commonly used withing the different government

agencies and departments.

The System Management Facility is a component of IBM's z/OS for mainframe
computers, providing a standardized method for writing out records of activity
to a file (or dataset to use a z/OS term). SMF provides full "instrumentation" of
all baseline activities running on that IBM mainframe operating system,
including 1/0, network activity, software usage, error conditions, processor

utilization, etc.

Statens Person- och. Adressregister. A database with personal information of all
swedes. Some persons that exist within SPAR have protected / secret identities.
The information belonging to those persons should be flagged on the operator
screen and not be commonly available or re-distributed.

Secure shell. A network protocol that use encryption for the communication.
The protocol and the implemented tools uses “ssh keys”, which consists of
public key cryptography keypairs, which are stored in key files. On the server
side there are files like “authorized_keys” which contain the public key. On the
client side, there are files like “id_dsa” that contain the private key. Stealing
private keys can allow a perpetrator to obtain access remote hosts.
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Substitute User identity. A Unix program that allows a user to locally change to
another user.

The privileged user in USS and MVS.

The name on one of the z/OS systems running in a LPAR on Logicas’ mainframe.
This system is Logicas and used by Applicate and other customers.

The name on one of the z/0S systems running in a LPAR on Logicas’ mainframe.
This system is Applicate’s hosted by Logica.

Sometime SY19 is also referred to as SYS19.

A program that allows separating logs from programs to a separate service.

It should be noted that syslog (with lower case letters) refer to the log function
available in the USS (Unix) part of the mainframe.

Unix / USS standard service that collects and store logs from the system as well
as application logs and security related events.

It should be noted that SYSLOG (with capital letters) refer to the log function
available in the MVS part of the mainframe.

IBMs brand name for their mainframes

The protocol that is most common for communication over Internet
and Intranets.

Cathegory of users at Logica that make up the technical staff, and thus have
extended privileges

A network protocol used for interactive remote access. Telnet in the standard
design use cleartext for authentication as well as all transferred information
during the session..

Telnet 3270, or TN3270 describes either the process of sending and receiving
3270 data streams using the Telnet protocol or the software that emulates a
3270 class terminal that commnicates using that process. TN3270 allows a 3270
terminal emulator to communicate over a TCP/IP network instead of an SNA
network. Standard telnet clients cannot be used as a substitute for TN3270
clients, as they use fundamentally different techniques for exchanging data.

Session and menu system in z/OS from Computer Associated.

Time Sharing Option/Extensions. Interactive environment in MVS where
programs can be executed.

The Unix operating system, and thus the USS part of z/0OS, have a discretionary
file permission system where a file access, let it be read, write, updates, etc,
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are checked against a file permission mask attached to each file. Access is
divided into the actions read, write and execute Here you see an example of file
permissions listed for a file

Frwsr-sr-x 1~ WMCMBA1 STCGROUP 387 Mar 2009:24  kurwa

In this example the permission is

Read, write and execute for the owner (uid 0,here represented by WMCMBA1)
Read and execute for the group members (STCGROUP)

Read and execute for all others, a.k.a “world”.

This example also have the setuid- and setgid-bits set, meaning that the user
who executes this program will temporarily get the permissions granted to the
file owner (setuid) and the group (setgid) that the file belongs to.

User ID. A numerical value used internally in USS and Unix to maintain the
identification and authorization of an logged in user. Is used in companion with
the UID is the GID, group ID.

Uid zero (0) has a special meaning, and is a user normally called “root” with
unrestricted access to all files and resources in USS.

UNIX System Services, USS, is an included mandatory component of z/0S
operating environment used on IBM mainframes. While USS resembles UNIX for
many purposes and means, some parts of it deviates from normal UNIX
concepts and semantics. One such important example is the substitute of the
user authentication mechanisms. In USS IBM have Replaced the /etc/passwd
File with a Call to RACF or Other Security Software, eg ACF2 or CA’s TOP
SECRET.

The user name in RACF and on the Mainframe system SY19 for the user
Monique Wadsted. This account were hijacked and abused by the perpetrator.
Wadsted is a Swedish lawyer that is known for her part of the pirate bay trial.

WebSphere Application Server. See WebSphere for more information.
Used to communicate between computers over the Web.

WebSphere is a brand of computer software products from IBM in the genre of
enterprise software known as "application and integration middleware", and
the brand is used for a number of applications and products, including the
WebSphere Application Server (WAS).

A z/0S system running in a logical partition, LPAR, of the Logica mainframe.
Hosting WebSphere Application Service for Applicate.

A conceptual level of protection where only predetermined and beforehand
allowed things are permitted. White listing, if applied to computer networking
could prevent unauthorized (i.e. persons, computers, programs) to be blocked
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from further actions. White listing was used in firewalls to block further access
to the mainframe.

Well-known Services. This is a common name for well-known network services
used on the server side of a TCP/IP environment.

Servers that was used as scan proxies by malicious users

Application for generating reports, e.g. reports on CPU usage on the mainframe.
This tool were used to examine the initial trouble report and to print listings of
CPU usage that caught the eye of the Logica staff.

z/0OS is a Operating System environment with with 64-bit capability that runs on
IBM zSeries hardware.

An software vulnerability that gets exploited. And the exploit as well as the
vulnerability is previously unknown, and thus not mitigated by the vendor or the
system users.

z/OS Distributed File Service zSeries File System. The file system used in the
z/OS environment used on IBM mainframes. It is a POSIX-style hierarchical file
system, compared to the traditional mainframe file systems.
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Document structure and content

A summary is included in the beginning of the document that outlines the main events
happening during the incident. The summary also includes some analysis of what has
happened and some description of consequences.

A large number of appendicies exists that describe different areas in greater detail. Appendices
describe different side tracks that had to be evaluated during the incident investigation, since
these could be part of main incident until proven else. Appendicies also include logs to long to
include in the main document.

Reading instructions

We recommend that one start by reading the rather extensive summary. Together with
reading the summary, one should browse the dictionary to get aquinted with the vocabulary of
IT security and mainframe technology.

A lot of information is shattered all over the document, thus alog of cross references are added
to the text to help where other relevant chapters are to be found.

Certain values and keywords re-occur a lot. For example the dataset prefix E897, which is used
to determine the customer “Applicate”, is a piece of key information that will pop up several
times in logs and text. User accounts such as NUS (on SYS3) or BSN0OO58 or AVIY356 (on SY19)
are frequently referenced in the text.

To enhance clarity all IP-adresses that by IBM systems are reported in HEX format has in this
report been translated into decimal format.

Log extracts
The document contains a large number of extracts from system logs, application logs, security
logs, etc. These extracts are originating from various logs created on

e the mainframe
e inthe firewalls
e other services, such as the web servers belonging to the infotorg service.

Many of these log extracts are shown in the main document. Some complete logs or lists are
attached as appendicies to the document or available as separate files.

In the log extracts there are often one or more keywords, IP addresses, dates, file sizes or
similar that one should note. These specific information of interest are often marked in one or
more ways — normally the font size is bigger, they are written in bold and in some cases, they
are marked with a yellow colour marker .
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Session logs

Session logs are logs created on the computer of the perpetrator. These logs where made
available to us from the investigating police as a means to verify the activities performed by
the perpetrator.

The session logs come from programs, such as

e putty that is used for remote access. Putty is a ssh (secure shell) client.
e Shell history files from the local shell used on the perpetrators machine.

Work

The majority of the incident handling work was performed during the period March — April
2012, with forensic work and work related to assist the investingating police and documenting
the incident continued to the autumn of 2012.

All the work performed while assessing the mainframe partitions were performed with the
“auditor” RACF authorization, which meant that we had extended access to read every file, but
we had no possibility to change file content or file metadata.

Much of the work was performed on off-line computers where logs were analyzed and log
events were correlated. '
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Background and context

This document describes a major incident that involved several systems, including systems
running in logical partitions of an IBM mainframe. The incident occurred during the winter
2012.

This document describes a major incident that involved several systems, including logical
partitions in an IBM mainframe. The incident occurred during the winter and spring 2012. The
attacks where found in the beginning of March, but while starting to investigate the intrusion,
the starting point could be backtracked to at least 25" of February.

Logica is a sourcing provider that provides infrastructure services, such as IBM mainframe and
PC server platforms, software services such as database subsystems and software integration
and file management, and network infrastructure.

Applicate is a customer to Logica, and Infotorg is a customer to Applicate. Applicate and
Infotorg provide information brokerage and information services to third parties. These third
parties, which are customers to Applicate, include government agencies, companies, etc.

Before describing the technical details of the 2012 incident, there is a short introduction to
two older, but probably related, incidents.

Logica activities
The following time line is a description of some of the pretext from incidents happening
before, and the early activities in the beginning and mid March, before a much broader

investigation was started.

Timeline for the 2012 incident
The timeline for the 2012 incident is described in the “Appendix A: Detailed timeline” page
166.

Side tracks and other concurrent malicious activities

When the main investigation started, there where a lot of uncertainties on what parts where
compromised or which, potentially other systems where involved in the incident. Thus there
have been a number of different side tracks during the main investigation. This listing show the

main side activities

e WWD. The WWD server was found to scan servers on the Internet. This was done
during the same period of time when the incident with the mainframe occurred. There
was a suspicion that the two events might be interrelated.

e Raindance. A business back-end system and a service provided by Logica, available as a
web service. This system had some form of compromise, as described below.

e Scap0023 also known as www.wmdata.* (i.e. web pages for the previous company
name in various top level domains e.g. .SE, .COM, .DK or .NO)

e Infotorg The infotorg web servers and accompanying services.
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e The 166 Applicate DMZ servers. Although not identified as infected or hacked servers,
it was decided that all applicate systems on the DMZ should be scanned to see if they
where hacked.

e Malware. Other organisations where attacked with directed malware attacks. If these
attacks had any strong relations to the actual hacking incident, this is not completely
clear at this moment.

e FTP hotel. A specific check where performed of the Logica FTP hotel, even if we did not
have any indications that the FTP hotel where involved in the incident.

e Credit card theft. As a side effect of the break in, some of the many files that where
taken also contained credit card information. Thus a separate activity to investigate
the credit card data theft where initiated.

e The DB2 track. We saw traces in firewall logs making us believe that the DB2
databases on the mainframe had been remotely accessed.

e The MQ track. We saw traces in firewall logs making us believe that the MQ message
gueueing and information transfer service on the mainframe had been remotely
accessed.

e All other Mainframe partitions. One side track which was introduced as a request
from the police security detail was to check all other partitions for signs of any
intrusion.

Our investigation have revealed several concurrent malicious activities, some of which seem to
be unrelated and unsofisticated, more bearing the sign of brute-force password guessing or
usage of standard tools to perform attacks without any insider knowledge.

WWD
For detailed information on this, see “Appendix X: WWD investigative side track” page 532.

Raindance
For detailed information on this, see “Appendix W: Raindance investigation side track” page
531.

SCAP0023/ www.wmdata.*

The SCAP0023 server is a server hosting web pages for Logica, not their customers. The web
pages and the domains associated with that system is to host a legacy web for one of the
previous company names and companies that make up the current Logica company. The old
company was name “WM-Data”.

For detailed information on this, see “Appendix Y: SCAP0023 / www.wmdata.* investigative
side track” page 533.

The 166 Applicate DMZ servers

On the DMZ network where Applicate have their infotorg service, there are a number of
systems located. According to Logica there are 166 servers on that network, including the
infotorg web (itweb) servers. These systems are running Windows, Linux and various versions
of Unix (SunOS/Solaris, HP-UX). It was decided with Logica and Applicate that these servers
should be investigated, even if there where no evidence or indication that these systems

where involved in the main incident.
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ROMARB together with a security officer from Logica compiled a document describing the
technical controls and areas of interest to be check to collect information in a way to be able
to assess the status of the systems.

The mail with the document describing the information to be collected where mailed to Logica
staff (Windows, Linux and Unix system administrators) on the 26™ of March. They performed a
survery and general investigation of these systems.

By the 2™ of April, staff have surveyed all systems and reported back to a Logica security
officer. None of these surveyed systems where found to be compromised.

FTP hotel

Since the main incident involved attacks performed via the FTP service, there was an additional
check of Logica’s FTP hotel, to double check if that service where involved or have had a
compromise. This service had not showed any signs of being compromised or misused, but as a

precaution this was checked as well.

Logicas security officers performed checks without any speficic findings of malicious activities
involving this investigation. As a result of this general assessment, there where some
additional security enhancements done to the firewall setup to protect the FTP service.

DB2 track

A DB2 specialist was assign a special task to investigate both all installed DB2 instances in the
mainframe as well as investigating the logs to see if any unauthorized activitites had been
performed. The DB2 specialist reported that no malicious activities were found.

MQ track

A MQ specialist was assign a special task to investigate both all installed MQ queues in the
mainframe as well as investigating the logs to see if any unauthorized activitites had been
performed. The MQ specialist reported that no malicious activities were found.

Malware
A separate activity was to identify that directed malware attack that we where notified
happened towards one of the other organisations that where involved in the incident.

For more information, see “Appendix Z: Malware investigative side track” page 534

Credit card theft

Since some of the datasets and files downloaded by the perpetrators contained credit card
information, a separate action was to contact the credit card company. While credit card
information was obtained by the attackers, there is no real evidence that show that this
actions, to steal financial or credit card information, was part of the objectives of the attackers.
The credit card information was in temporary files — that was used by a file transfer
mechanism — that happened to be in a directory in the mainframe at the time when the
perpetrators copied files from that part of the file system.

! Raindance and SCAP, which are covered elsewhere in this report, are not included in the number ”166

servers”
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For detailed information, see “Appendix AA: Credit card theft investigative side track” page
535.

Investigation of all mainframe partitions

Beforehand, we had no evidence or traces of any malicious activities in any of the other
partitions.Still we spent some precious time to investigate any file modifications done, or
presence of new programs or files in any of the other mainframe partitions.

SY19 and SYS3 are the only two systems with Internet connectivity. All other mainframe
partitions are not reachable from the Internet.

After this work was performed, there where still no evidence that any of the other mainframe
partition where ever touched or reached by the perpetrators.
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The content of this section has been removed due to confidentiality requirements.

Strictly confidential / Business Secret | By



Sidan 34 av 574
Report

Technical description of
actual attacks
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Description of the attacks

Access to infotorg on itweb1 & itweb2

In the infotorg service the perpetrators performed searches related to persons, companies,
cars, etc. Details related to a person’s economic status etc can be retrieved.

The user BSNOO58 where used in an early stage to perform unauthorized logins to the infotorg
service. Beside this initial user, a large number of other user’s accounts have also been used to

access the infotorg services.

The unauthorized access to the infotorg web services were performed in parallel with the
unauthorized access to the mainframe. The infotorg access continued, perhaps even increased,
after the access to the mainframe where blocked as a result of the incident response and
mainframe security enhancements. One reason why the access to the infotorg web was
possible is that the 10,000s of customers with large numbers of daily accesses could not as
easily be screened or blocked in the same way as the network blocking and the lock down of
the mainframe.

From web server logs, it is evident that harvested accounts have been used to login to infotorg

a numerous times.

Enumeration of users

One activity performed by the attackers was to collect information on the actual users with
access to the system. This was done in a way by enumerate users with system level access. We
believe that the attackers have done several activities to enumerate and harvest user and
account information. Itis not clear from the information that we have athand if the stolen
information only included general account information of if it also included passwords for

users.

There is some form of authorization matrix built into the infortorg application where different
users have different access. The user account used initially, BSN0058, had authorization to

search for almost arbitrarily user accounts.

Access to mobile version of infotorg web services
Direct access from mobile devices as well as access from so called “apps”. When inspecting
usage pattern in logs, it was possible to determine fraudulent access to infotorg by a number

of different users.

Several of these users where systematically searching for information on certain persons, etc.

Access to mainframe
Access to the mainframe have been made possible by the availability of common network
protocols (e.g. ftp) as well as the fact that the firewalls protecting the mainframe have been

too liberally configured.

In general access can be performed by using:
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e File transfer programs such as FTP
e Interactive terminal programs such as TN3270 or SSH

Having access to the mainframe, there is a question what can be done. This is restricted by
things like

e Access rights of the user that have been hijacked
e  Access rights on system resources

If the system resources are well protected and the hijacked user had a limited access right,
then the security will hold. There are examples when, for example, some files are too openly
available by not being protected. There are also examples of when the perpetrators have
hijacked accounts with wide access rights.

Attack attempts
From firewall logs, ftp logs, web server logs and other logs we can determine that there has

been a systematic work to gain access to accounts and network based system services
provided by either the mainframe or by other services.
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Figure 1 Overview of attack attempts

As can be seen from the table below, there has been a number of attempts from various
source IP addresses during the time period were the incident is known to have happened

Numer of Date Source IP address Addresses known to
failed logins be used in the attack
3330 2012-03-15 221.231.140.139
2181 2012-03-14 221.231.140.139
2160 2012-03-03 222.80.184.50
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2159 2012-03-06 219.134.89.204
2058 2012-03-02 222.80.184.50
1180 2012-03-22 218.240.23.102
1169 2012-02-19 218.76.128.135
986 2012-02-07 91.233.20.206
878 2012-02-03 85.176.142.238
626 2012-02-12 79.117.149.74
261 2012-03-26 193.234.142.188
92 2012-03-23 193.234.142.188
72 2012-02-23 201.224.255.4
42 2012-03-07 201.224.255.8
32 2012-02-15 41.250.72.56
27 2012-02-12 192.165.75.165
23 2012-03-23 202.120.189.223
23 2012-02-14 194.71.131.194
20 2012-03-10 203.176.141.205

2012-03-19

9 2012-03-21 | 195.198.26.66
9 2012-03-14 | 88.80.180.50
8 2012-03-15 | 93.186.170.54
8 2012-02-27 | 85.24.214.58
8 2012-02-19 | 88.208.229.205
7 2012-03-19 | 217.78.47.239
6 2012-03-23 | 147.156.0.81
6 2012-02-17 | 62.119.151.235
5 2012-03-26 | 195.67.88.222
5 2012-03-14 | 192.71.4.90
5 2012-03-13 | 194.22.220.27
PR RO R R Er AT R T e
5 ™ 2012-02-24 | 193.15.201.247
5 2012-02-02 | 90.130.66.4
4 2012-03-23 | 195.67.88.222

95.208.234.47

4
4 2012-03-16 195.67.88.222
4 2012-03-15 212.28.207.138
4 2012-03-14 194.22.220.27

4 2012-02-15 81.92.64.133
4 2012-02-13 93.158.115.4
3 2012-03-22 195.198.26.66
3 2012-03-21 217.115.61.80

Sidan 37 av 574
Report

36



3 2012-03-16 109.73.10.10

3 2012-03-13 109.73.10.10

3 2012-03-07 95.163.83.152

3 2012-02-22 88.80.166.10

3 2012-02-07 83.174.103.133

3 2012-02-07 194.103.93.2

3 2012-02-01 83.174.93.164

2 2012-03-26 83.174.93.164

2 2012-03-26 164.9.45.100

2 2012-03-21 202.75.55.243

2 2012-03-19 85.119.132.236

Account

“WMCMBA1” used

2 2012-03-19 127.0.0.1 twice to try to login
to SY19. WMCMBA

Hijacked account

2 2012-03-16 127.0.0:1 “NUS” used twice to |
try to login to SY19

2 2012-03-15 194.22.220.27

2 2012-03-14 83.174.93.164

2 2012-03-11 62.119.151.235

2 2012-03-08 10.46.162.18

2 2012-03-07 24.170.161.139

2 2012-03-04 85.228.54.229

2 2012-03-02 217.150.177.70

2 2012-02-28 85.119.132.236

2 2012-02-28 217.150.177.89

2 2012-02-28 143.97.2.35

2 2012-02-28 10.66.12.93

2 2012-02-23 62.0.111.205

2 2012-02-23 192.150.72.76

2 2012-02-21 217.150.177.133

2 2012-02-07 62.119.151.235

2 2012-02-07 217.150.177.133

2 2012-02-07 212.201.73.97

2 2012-02-07 193.234.142.188

2 2012-02-06 10.46.162.18

2 2012-02-02 87.118.220.1

2 2012-02-02 83.174.93.164

2 2012-02-02 193.234.142.201

2 2012-02-01 85.224.232.217

1 2012-03-27 85.24.214.58
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1 2012-03-26 85.119.132.236
1 2012-03-26 195.198.26.66

1 2012-03-22 62.119.151.235
1 2012-03-22 217.13.234.26

1 2012-03-22 164.9.45.100

1 2012-03-21 217.150.177.75
1 2012-03-21 195.67.88.222

1 2012-03-20 212.247.164.180
1 2012-03-20 194.71.244.137
1 2012-03-20 194.22.220.27

1 2012-03-20 193.221.59.254
1 2012-03-19 DAFAS

1 2012-03-19 85.225.241.244
1 2012-03-19 62.119.151.235
1 2012-03-19 10.66.29.87

1 2012-03-16 62.119.151.235
1 2012-03-16 10.46.162.18

1 2012-03-15 217.150.174.80
1 2012-03-14 195.67.88.222

1 2012-03-14 193.111.107.249
1 2012-03-13 83.174.103.247
1 2012-03-13 62.119.151.235
1 2012-03-13 137.59.254.161
1 2012-03-11 217.150.177.75
1 2012-03-09 212.247.164.180
1 2012-03-09 192.168.2.1

1 2012-03-08 217.150.179.185
1 2012-03-08 137.59.254.161
1 2012-03-06 46.50.183.5

1 2012-03-04 46.50.183.5

1 2012-03-03 46.50.183.5

1 2012-03-01 217.150.177.133
1 2012-03-01 193.180.9.6

1 2012-03-01 164.9.45.100

1 2012-03-01 140.166.209.228

1 2012-02-23 85.119.130.132
1 2012-02-21 83.183.244.40

1 2012-02-21 81.8.166.130

1 2012-02-21 212.93.39.39

1 2012-02-21 212.181.128.197
1 2012-02-21 194.71.244.137
1 2012-02-21 137.59.254.161
1 2012-02-19 62.119.151.235
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1 2012-02-17 193.34.40.33

1 2012-02-16 83.137.8.3

1 2012-02-13 85.119.130.132
1 2012-02-13 212.247.164.180
1 2012-02-13 193.234.142.188
1 2012-02-12 78.108.15.34

1 2012-02-10 83.174.103.55

1 2012-02-09 93.158.115.4

1 2012-02-09 193.14.166.34

1 2012-02-09 10.46.170.20

1 2012-02-08 192.168.2.1

1 2012-02-07 194.16.175.140
1 2012-02-06 193.14.166.34

1 2012-02-03 83.174.103.250
1 2012-02-02 212.209.144.18
1 2012-02-02 193.14.166.34

1 2012-02-02 10.46.162.18

1 2012-02-01 62.119.151.235
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Table 1 Number of failed login attempts per day per IP address

As can be seen from the list above, which cover the period 2012-02-01 to 2012-03-26 there are
many thousands of unsuccessful attempts. During the same period, there were also a large
number of successful attempts.

The following command was used to generate the table.

egrep -h LOGN TCP_FTP_SERVER_T_SY* | awk -F\; '{printf("%s %s\n", $1, $27);}' | sort | uniq -c | sort -rn

Figure 2 Command given to compile list of failed login attempts

Successful attacks

Not only attempts where performed, but all these tests resulted in successful compromises as
well. Compromises were performed from several hosts in Sweden, Germany, Cambodia, Korea,
etc. A graphical overview is seen in the next picture.
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Figure 3 Overview of successful attacks towards the mainframe

In this picture we do not show:

e  All successful accesses
e Other types of accesses than interactive logins. For example, the file transfers are
provided in a separate picture.

It should be noted that in this picture, we show two different types of access

e Interactive access via e.g. telnet or ssh
e Uploads of attack tools

Some attack tools have been recovered but some tools have unfortunately been deleted by
the perpetrators or been deleted by system staff in an overly sweeping attempt to recover free
space from one of the system disks that where filled up by the attackers activities. It should be
noted that this occurred at a time when not all system staff where aware of the ongoing

attacker activities.

Access to mainframe through backdoor
After gaining initial access, at least some percentage of all access to the mainframe where

conducted via specially installed backdoor services. Some software installed on the mainframe
were used by the perpetrator to gain access through a network backdoor. These backdoors
where uploaded onto the SY19 and SYS3 partitions.

The backdoor program sent network traffic from the mainframe outbound towards a randez
vous server. At some later point in time, the perpetrator would use a specific communication
program, discovered to be “aptcli” to establish a connection to SY19 relayed through the

randez vous server.
This setup will have some major advantages for an attacker, such as:

e Non-standard login, which bypasses the normal authentication process
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e An outgoing network setup, which bypasses many common firewall setups
e Mitigation attempts, like blocking normal networking protocols such as telnet, ftp etc
would not be effective against this attack, since it
o Isanew, nonstandard networking protocol
o Blacklistings and whitelistings on IP-addresses would be in incoming traffic
e |t can be camouflaged in the presence of normal network traffic, e.g. TCP port 443
outgoing. Thus looking like valid traffic.
e The access method is only known and accessible by the attacker. Third parties will not
easily find nor use it
e The setup with having an intermediary host relaying traffic would make it very hard
for an investigating team to
o Find the source of the attack, by checking source IP addresses. Since they are

hidden by the relay

Note: this scenario described here is one view of the event. For a complementary view, see the
description of the actual backdoor program, called “a.env a.k.a CSQXDISP” on page 105.
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Relaying server X

Step 1:
call from victim
o roundez vous node

SY19

Perpetrator

Relaying server X

Step 2:
perpetrator starts "aptcli"
this sync with roundez vous node

instalied by
arpatrator

Perpetrator

Relaying server X

Step 3:
"aptcli” gives perpetrator
client accéss to victim node

SY19

Perpetrator

Figure 4 Description of backdoor into mainframe

The picture describes the setup and establishment of a communication channel between the
perpetrator and the victim host. After having initially installed the rogue communications
software on the victim, the software when started in step 1 first establish a connection to the
relaying server. In step 2, when the “aptcli” tool is started, it will wait for the randez vous to
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take place with the relaying server. After this connection is setup, step 3 is performed that give
the perpetrator access to the SY19 machine.

SACLITPOO ADVANCED CLIENT THREAT PERSISTANCE INITIALIZATION.
Advanced Persistent client

port 443: listening.

waiting for the APTback<TM>...

alert!!! advancing port 443 threat!

accepted persistent tcp connection from 93.186.170.54:2984
SAPTM1337 ENTERING ADVANCED PRINTER/TYPEWRITER MODE

Figure 5Example startup banner from the "aptcli" tool, when accepting a connection

An example of step 2 and step 3 can be seen in the above extract from the perpetrators own
session logs. The IP address shown in the figure is an IP address known to be a malicious
address against the mainframe as well. And it have figured in for example FTP transfers, when
files have been stolen.

From analysis of logs, we believe

e that the perpetrator have used multiple relaying stations. Located in different
countries.

e Many of the relaying stations where based on “shell access”

e The relaying hosts might be hacked as well

e The relaying hosts where used for other purposes as well.

A number of backdoors have been installed onto the systems. Some of these backdoors
provide easy remote access onto the systems, as stated above, while some of the other
backdoors give an attacker with presence on the system an easy way to switch to other users
and accounts.

w SE Kna BB b s BB et SR = S |

Figure 6 Overview of backdoor network access, including callback access

Strictly confidential / Business Secret |



Sidan 45 av 574
Report

From our analysis, we conclude that the backdoor tools are somewhat similar to “netcat”? in
functionality and providing either a client program or a network server side that can be used to
easily create custom network services.

The callback access seem to be that the server is established on the mainframe side, including
starting a command interpreter, i.e. a shell for executing typed commands, and then calling
out from the mainframe towards some predetermined randez vouz point.

It could be noted from the picture that the majority of these backdoor accesses are performed
towards Cambodia and Germany, not involving Sweden.

A similar setup, to hide the presence as well as hide the true source of the connection, have
been used for so called “three way FTP”. This is described in separate chapters, see “Appendix
B: Description of three way FTP services” page 167 and “Appendix C: Usage of three way ftp”
page 170

Example of attacks
This chapter contains some samples of attacks performed. The attacks presented in this
chapter are describing the attacks from two different angles:

e From various logs compiled on the mainframe

e From session logs on the perpetrator computer. These logs were made available to us
from the investigating police as a means to verify the activities performed by the
perpetrator.

The session logs come from programs, such as

e putty that is used for remote access. Putty is a ssh (secure shell) client.
e Shell history files from the local shell used on the perpetrators machine.

It should be quite easy toseethatthere is a match between these two different angles for the
samples shown in this report. Thus, there should be no real doubts left that the one owning
the computer that the police have captured is the one that have been performing
unauthorized access to the mainframe.

Besides the examples shown here, one should examine:

e The comparison between the .sh_history history file and the captured session log from
the suspected perpetrators computer. See” Analysis of .sh_history files” page 58.

e The sample of cracked passwords found on the suspected perpetrators captured
computers. This is another piece of evidence that the expected perpetrator have been
involved. The sample passwords are stored well, more info on this is available at
“Appendix EE: Accounts with cracked passwords found on the perpetrators computer”
page 5309.

2 https://en.wikipedia.org/wiki/Netcat
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e Additional info on attacks that have succeeded and where the perpetrators have gone
one step further can be read about in “Access to mainframe through backdoor” on
page 40

e Forinformation on attacks to other parts than the mainframe itself, one can read the
chapter on "Infotorg” at page 161

Attacks via FTP

Many of the unauthorized accesses were performed via FTP, the remote file access protocol
and associated tools. This allow someone with a username and a password to remotely access
a computer and perform file operations, such as uploading a file from a local computer to a
remote computer, downloading a file from the remote computer to a local computer, delete a
file, rename afile, etc. In the case with the IBM mainframe, the FTP sessions have extensions
that also allow for remote job submissions to the Job Entry Subsystem. Jobs are written as JCL
scripts that are uploaded to the mainframe that will execute them and return the results in a
separate result file.

We have picked some real examples from the attacks and stiched together logs from the
mainframe with session logs from the perpetrators computer. The session logs are saved
locally on his computer by some program used locally, probably his communications program
(e.g. putty?) or terminal session handling program (e.g. screen?)

Example attack session #1
The following extract of one of many FTP sessions against Logica’s mainframe computers
where obtained from the investigating police as a means to help with the investigation.

<< Content removed from this version of the report due to confidentiality requirements >>

As can be seen from these logs, there are several things that matches the attack as well as
several details that matches the session logs from the perpetrators machine from that of the
logs of the Logica mainframe:

e There are interactive login attempts to SYS3 on the 23™ of March, which is extracted
from the session logs obtained from the police from the perpetrators computer.

e There are interactive login attempts to SYS3 on the 23" of March, which can be found
in the RACREP reports from the mainframe. There is a match between the excerpts
from these logs and the excerpts from the session logs from the perpetrator.

It should be evident from this that there are matches on dates and user names on these logs.

Example #3 - had the perpetrators any knowledge who and where they
hacked?

Could the attackers being aware which system they were exploiting? Could they get
information on the owners, the users or the customers that used the system? We belive this is
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most certainly the case. There is too many examples to mention where a users, and thus also

an perpetrator, would encounter that information, such as:

e Company names, such as infotorg, infodata, logica, sema are available in the
hostnames or domainnames, if these where used in the communication or if they
would be checked agains backward DNS resolving if one used IP addresses

e Company names were visible on many login screens, menues, program output

e Many menues are in Swedish, thus an attacker from a non-english speaking country
might have had some problems with comprehending. This might not be as large
barrier as first thought, with the current availability of google translate and similar

e There are contact information on a number of menues, etc. There are phone numbers,

including country codes, which one could examine if one where interested

N020010

Meny =

Hopp =

Print =

Kommando

==> Session DAFCICPS

Session

DAFCICPS

TPX-WMDA

TSO

s MEMO

PROFIL

---> Logica

Kommando-tecken =

Kommando-tangent=

Helpdesk:

har avslutats

PF tangent Beskrivning Status

PF CICS - EKONOMI

PF WMDATA - BROM@LLA

PF TSO - Sema SYS3

PF MEMO - Sema Ej Startad
PF TPX Anv{ndarprofil

TPX MENY F@R DAF1682

/ Terminal: T
PF12 Datum {74
Tid : 0

031-7528600 <———————c———

<==

CPI0365

3/03/12

3:54:36

Figure 7 Sample menu screen with Logica, WM-Data and SEMA references

The sample menu screen is extracted from session logs found on the perpetrators computer
seized by the police. This log file was called “beslag.log.txt” in the version we have received.
The extract above show lines 5525 to approximately line 5541 in that file.

The following login screen also provide the name “Logica” as a large banner all over the screen.
At that specific hacking session, that splat screen with the huge Logica banner where shown 14
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PF1=Hj{lp PF3=Avloggning
System: WMDPROD
Ll
Bisul:
R 00000 ggg9g9g (] ejelclelele] aaaaaa
31 00 oo gg gg e, aa aa
11 [e]e] o0 gg GOy RiEL e aa aa
L 00 oo ggggg 113 go aa aa
k1S 19 00000 gggg statal B% (elalelole) aaaaaa
99 g9
gg gg Vid fr}gor finns alltid vi}r
gg g9 SERVICE DESK till ER hj{lp:
gg gg Telefon: 0771 - 456 456
9999
Anv kvall2s (eller LOGOFF) 03:57:01
L|senord: 23/03/12
Nytt L|senord: DAFUNOQOOS
Konto: 3279-2A
Flytta: SMRTWMD

ANV#NDARID #R EJ AUKTORISERAD ATT ANV#NDA TPX
KONTAKTA KUNDST@D.

Figure 8 Sample menu screen with a HUGE Logica reference

PF1=Hj{lp PF3=Avslut PF7=Upp PF8=Ned PFll= ---> H=Kommando-hj{lp 020010N
N010010
V{lkommen till

Logica

Logica

Logica
Anv{ndarid ===> dafl682 (LOGOFF) Terminal: TCPI0365
L|senord ===> Date: 23/03/12
Time: 03:58:07

Nytt L|senord ===>
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Qverf|r ===>

Helpdesk: 0771 - 456 456
E-mail: servicedeskOlogica.com

PF1l=Hj{lp PF3=Avsluta 010010N

Figure 9 Sample menu screen with Logica references

From the seized session logs, for the one specific session we sampled, we can count 30 menu
screens in a row, where this 3 lines with “Logica” banner get displayed.

From another session log, this one from the beginning of march, around 5" of March, we see
that the perpetrator is actively searching for some company names, and also gets displayed
company names of “Logica”

# grep -i volvo *
# grep -i wm *

epwffst://STEPLIB DD DSN=FFST.V120ESA.SEPWMODI,
epwffst://FFSTLIB DD DSN=FFST.V120ESA.SEPWMODI1,

logonwmO://LOGONWMO PROC

00060000

logonwmO://LOGONWMO EXEC PGM=IKJEFTO01l,DYNAMNBR=256, PARM=TSOWMO, TIME=1440
00070000

# cat logonwmO

e e e e o e e e e e ot bt ettt e 00010000
//* LOGICA TR KN 00020000
//* LOGON PROCEDURE 00030000
//* SYSTEM PROGRAMMER'S 00040000
e o i e e e S e s 00050000

Figure 10 Commands issued by the perpetrator to search for specific strings
that are company names or part or company names

Enumeration of users in the mainframe

The user WAHS006 did download a file called “users.txt” from SY19 on the 15" of march 2012
at 20.44.31. From the FTP log it seem to be the SY19 mainframe partition itself that is both the
sender and the receiver. In reality, this is a three party FTP session>.

? See Appendix "Fel! Hittar inte referenskalla.” page 240 that describes three party FTP sessions.
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TCP_FTP_SERVER WAHS006 0315-0316.csv:2012-03-15;20.00.00;2012-03-15-

20.44.31.600000; PUNKNOWN; SY19;;217.150.174.80;21; ; ; RERTR; sro; waHs006
;A;S;F;H;19.44.17;19.44.31;10704400;S;;;:FTPDl;semainf;217.150.174.80;

54607; /var/users.txt

TCP_FTP_SERVER WAHS006_0315-0316.csv:2012-03-15;20.00.00;2012-03-15-
20.46.15.390000; UNKNOWN; SY19;;217.150.174.80;21; ; ; RETR; s£0; waus006
;I1;S;F;H;19.46.14;19.46.15;3502080;S;;;;FTPDl;semainf;217.150.174.80;5
4607; /var/users.txt

TCP_FTP_SERVER WAHS006 0315-0316.csv:2012-03-15;20.00.00;2012-03-15-
20.46.24.700000; PUNKNOWN; SY19;;217.150.174.80;21;; ; REBTR; seo; wansooe
;1;S;F;H;19.46.23;19.46.24;3502080;S;;;;FTPD1l;semainf;217.150.174.80;5
4607; /var/users.txt
TCP_FTP_SERVER_WAHS006_0315-0316.csv:2012-03-15;20.00.00;2012-03-15-
20.47.29.400000; 2UNKNOWN; SY19;;217.150.174.80;21; ; ; REBTR; s£0; wansoos

;I1;S;F;H;19.47.27;19.47.29;3133440;S;;;;FTPDl;semainf;217.150.174.80;5
4607; /var/users. txt

Figure 11 Excerpt from FTP logs for file "users.txt"

The file users.txt is a rather large file. From our control count we have found some 112642
lines of output from some command that list users, groups, etc.

Theft of user account information: the RACF database

It is believed that the RACF user account database have been copied without authorization.
The RACF database is stored in two files called SYS1.RACF.PRIM and SYS1.RACF.BACKUP, where
the first is the primary database used in production and the second one is a backup copy of the
file.

TCP_FTP SERVER T SY19 0310-0326.c5v:2012-03-10;03.00.00;2012-03-10-
03.27.23.590000; 2UNKNOWN; SY19; ;217.150.174.80;21; ; ; RETR; se0; AVIY3

56;I;S;F;H;O2.27.l2;02.27.23;29297500;5;;;;FTPDl;semainf;203.l76.141.2
05;38939; / tmp/prim.gz

TCP_FTP_SERVER T SY19 0310-0326.csv:2012-03-10;03.00.00;2012-03-10-
03.28.54.130000; 2UNKNOWN; SY19; ;217.150.174.80;21; ; ; REBTR; seo; AVIY 3
56;I;S;F;H;O2.28.41;02.28.54;29297500;8;;;;FTPDl;semainf;203.176.141.2

05;38939;/ tmp/prim. gz

Figure 12 Excerpt from FTP logs for file DOWNLOAD of file "prim.gz"
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The user who downloaded the file was AVIY356, an account heavily used by the attackers.

First copiedat 2012-03-10-03.27.23.590000 and a second time at the time 2012-
03-10-03.28.54.130000. Thistime the target of the file transfer was the host
203.176.141.205

The size of the transferred file was 29297500 bytes. As a comparative measure we took the
original RACF file, which at the time for the comparison had changed size somewhat since it
had been worked with during the closing of user accoutns etc. By compressing that RACF file,
they become comparable in size. We thus conclude that at this time, the perpetrators have
stolen the RACF user account database from SYS19.

This file is later believed to be used as a source for password cracking by the perpetrators. For
information on automated password cracking of RACF passwords, see chapter “Cracking

passwords” page 53.

From the logs we could see that the RACF was downloaded a second time, as seen in this log
exerpt:

TCP_FTP_SERVER_T_SY19 0310-0326.csv:2012-03-19;11.00.00;2012-03~
19-
11.25.57.080000; <C5>UNKNOWN; SY19;;127.0.0.1;21;; ; RETR; seo; WMC

MBAl:1;s;7;;09.53.50;10.23.57;126075000;S;;;;FTPD1; semainf;127.
0.0.1;35120;SYS1.RACF.PRIM

Figure 13 Excerpt from FTP logs for file "SYS1.RACF.PRIM"

The user “WMCMBA1” is a user used to backup system files, including the RACF database.

egrep WMCMBAl UNXCMD.SY19.FROMO313.txt

19Marl2 11:25 WMCMBAl TCPFTP 127.0.0.1 FTPDNS

DETAILED REPORT, EVENT CODE 02-01: ACCESS INSAUTH

DATE TIME USER ID REQUESTD GRANTED CLASS RESOURCE NAME
VIOL TERMINAL JOB NAME

2012-03-19 10:53:14 WMCMBAl READ NONE SERVAUTH EZB.FTP.SYS19.FTPD1.ACCESS.HFS
YES 127.0.0.1 TCPFTP

Figure 14 Excerpts from the z/os log files (SMF typ 30 records and RACREP)

This second time the RACF database were stolen, it has been verified that this was as a demo
by a IBM security engineer to show Logica mainframe staff how one perpetrator might be
able to steal the RACF files. Thus, the RACF database were downloaded by an authorized
person for legitimate use.
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Capturing user account information and passwords
Having already gaining access to a password, one would be able to remotely login to the
system. Inside the system one could try to gain access to more accounts by various means.

Capturing passwords can be done in one of several different ways:

e Stealing a single or few passwords stored in a file outside of the mainframe
environment

e Stealing passwords sent in plaintext in transit when performing a login, e.g. for
performing a file transfer or an interactive terminal session

e Stealing single or few passwords stored in a file on the mainframe environment

e Stealing a large number of passwords stored in a database on the mainframe
environment

Besides actually stealing the passwords in person, authentication information can be gained by
other means

e Traded with others in different communication forums such as IRC chat channels.
e Testing of passwords online from a dictionary
e Testing of passwords online via brute force of combination of characters

The testing of passwords can be simplified by the fact that there are a huge number of
accounts, especially of one have managed to enumerate the account names beforehand, and
the existence ofat least some very wellknown and simple default passwords.

User accounts
There is a list called “users.txt” left behind by the perpetrators. This is a text file containing a
number of listed accounts and groups, as defined in RACF.

This file contain user and group data as output from the management commands for RACF,
thus a perpetrator could harvest information on user names, etc. Our analysis is that this list
contains some 835 accounts listed with complete names, user names, and other attributes.

It should be noted that more user accounts is revealed in the action that the perpetrator
perform when he downloaded the RACF database.

RACF content

The file name of the RACF database in SY19 is named SYS1.RACF.PRIM. After some analysis, the
perpetrators where able to find a loophole and we belive gained access to the complete RACF
database. This is evident, since one of the files downloaded by the perpetrators is called

prim.gz
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TCP_FTP_SERVER T SY19 0310-0326.csv:2012-03-
10;03.00.00;2012-03-10-

03.27.23.590000; 2UNKNOWN; SY19;;217.150.174.80;21;;; RETR;s
EQ;AVIY356;I;S;F;H;02.27.12;02.27.23;29297500;S;;;;FTPD1; se
mainf;203.176.141.205;38939; /tmp/prim.gz

TCP_FTP SERVER T SY19 0310-0326.csv:2012-03-
10;03.00.00;2012-03-10~

03.28.54.130000; 2UNKNOWN; SY19;;217.150.174.80;21;; ; RETR;s
EQ;AVIY356;I;S;F;H;02.28.41;02.28.54;29297500;S;;;;FTPD1; se
mainf;203.176.141.205;38939; /tmp/prim.gz

Figure 15 Excerpt from FTP transfer logs describing downloading
the file suspected to contain the RACF database

By capturing passwords, the attacker would be able to stack up on alternative access paths
into the mainframe.

Password analysis

We have collected versions of the CRACF tools used in combination with John the Ripper
password cracking program to crack the RACF password database. John the Ripper is a
standard tool available free on the Internet. In parallel with the incident investigation, a
version of John the Ripper that was able to work with RACF was released. It is believed that
there is a correlation of the perpetrators gaining access to a RACF database and the addition of
RACF cracking capabilities to John the Ripper.

By running the same tools as the perpetrator to test the password quality, we would be able to
get some type of insight in how easy or hard it would be to get access to one user account.

A very large number of users passwords where cracked.
In general, the passwords set by Logica, Applicate and their customers are:

e \Very easy to discover by a dictionary attack

e Often is still the default password that where set once when the account where
created

e Not complex (as per password complexity goes)

Since RACF stores its passwords in uppercase only, and that there is a restriction on what
characters can be used, the keyspace is somewhat limited, thus letting the attacker running a
brute force password cracking attempt gaining yet another advantage.

An attacker running a brute force password cracking attempt would gain yet another
advantage.
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Cracking passwords

During the time of the actual incident, a new version of the popular password cracking tool
JohnTheRipper* was released with support for cracking RACF style passwords. With
JohnTheRipper and a decent dictionary, the password cracking can be quite successful.

SY19 RACF passwords

As a benchmarking measure, on a stand-alone PC computer we installed the new version of
John the Ripper, obtained a copy of the SY19 RACF database and started to crack passwords. In
a couple of days, some 30,000 accounts with associated cracked passwords where obtained.

We have received a sample file from the investigating police. This file is enough evidence that
the perpetrators have had a copy of the RACF database and performed password cracking. For
more information on this sample as a discussion of the passwords and accounts, see
“Appendix EE: Accounts with cracked passwords found on the perpetrators computer” page
5309.

SYS3 RACF passwords

In a similar manner as for the SY19 RACF database, as a benchmarking measure, on a stand-
alone PC computer we installed the new version of John the Ripper, obtained a copy of the
SYS3 RACF database and started to crack passwords. In a couple of days, some many 10,000’s
accounts with associated cracked passwords where obtained. In the case of SYS3, many of the
accounts are believed to be closed, but the cracking program still can extract the passwords.

It should be stated that there is no evidence that the RACF database for SYS3 where stolen by
the perpetrators. This benchmarking where performed to verify the correctness of John the
Ripper tool as well as an evaluation of the password quality and account/password overlap
between the two LPARs.

Collection of files and tools

Some of the tools that where found on SYS3. Similarily there had been uploaded files on SY19
as well, left behind by the perpetrator, until they accidentally got deleted by the system staff
as an emergency task when the system runned out of free disk space. By accidentally we here
mean that they where deleted on purpose by the Logica system staff, but they didn’t know the
content of the files. If they had understand that the files laying around in the temporary
storage area where not just junk files, but tools and evidence from the perpetrators, they
would most certainy have kept them or kept a copy of them. This disk space purge was
performed during the weekend around the 10™ of March 2012.

The actual script files and source code to tools we found on SYS3 is described in details later in

this document.

From SYS3 we found, amongst other fetched files, the following files saved into the attackers

own stash in /tmp:

* http://www.openwall.com/john/
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e sqlgintp
e sqlginit
e sqlgfini
e sglgecmpl
e sqglgalhv
e sglexec
e sqldbs

e db2pli8c
e db2pli8

From this screenshot, we can now show that these files where available on the server
beforehand.

0] Session A- {320} . . ]
frkv Redigers Viga Kommunikation Verktyg Fonster Hualp

B Db A% B - S| 8] &

o' Anshuten 68 fj f-varden ip munet med lw/pool TOWMD?S och port 23 HP Laseriet 1015 (Copy 1) pb NeOd:

Figure 16 File listing of SQL / DB2 related files

Thus these files where not uploaded, as attack tools to the system, as we believed in the first
place, but rather “collected” by the perpetrator to be downloaded or be used.

From logs, we have found that the perpetrator have showed interest in DB2 databases, by for
example searching and grepping for “DB2” and similar.
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Technical description of forensic
investigation
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Timeline

User accounts involved
The different stolen user accounts can be divided into different categories, depending on how
they have been used:

e Accounts involved with malicious access to the mainframe
e Accounts involved with malicious access to infotorg

A longer list on users can be found in the appendix, see “Appendix H: User accounts involved in
the attacks” page 196.

Users hijacked and used in SY19

} User Date Type of access Comments
AVIY354 FTP,
AVIY356 FTP, SSH
AVIY357 FTP, SSH
AVIY991 2012-03-10 FTP, custom

attack tool
SPRBIO1 2012-03-08 FTP,
DAF1682 FTP, TSO
ASI0936 2012-03-08
BSNOO58 | 2012-03- FTP,
NUS 2012-03-10 FTP,
backdoor?
WAHS006 FTP

Tabell 1 Users hijacked and used in SY19

Users hijacked and used in SYS3

2012-03-10

Type of access
FTP file
transfer

Downloading of system files, e.g. content of /etc

Tabell 2 Users hijacked and used in SYS3

Users per source IP address

Date

2012-03-10

LPAR
SYS3

IP

194.23.61.151 NUS
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2012-03-23 202.120.189.223 | DAF1682, DAF5648
2012-03-05 178.18.243.27 BSNOO58
2012-03-09 178.18.243.27 AVIY356
2012-03-15 178.18.243.27 SUPERUSR, WMROCAR
2012-03-10 203.176.141.205 | AVIY356
2012-03-10 192.71.4.33 AVIY991

WMSTOTT

Tabell 3 Users per source IP address

Source IP address per user

Date LPAR | User IP
AVIY356
AVIY991
NUS
2012-03-15--16 SYS19 | WAHS006 127.0.0.1, 217.150.174.80

2012-03-23 DAF1682 202.120.189.223
2012-03-23 DAF5648 202.120.189.223
BSN0OO58
WMROCAR
SUPERUSR

Tabell 4 Users per source IP address

Examination of on-line systems
A technical examination have been performed of the actual IBM mainframe partitions, both

the directly involved partitions (SY19 and SYS3), as well as other partitions on the same

mainframe, e.g. WS22, TK12, etc.

In the examination, the general hypothesis has been to search for unusual or malicious

activities in the file system, process execution environment, etc. Since examination of a live
system is very problematic — evidence is changed by the ordinary system usage over time, the
examinator might affect the actual file metadata and file content, this was performed with

extreme caution.

Even though the examination started in end of march and the timeline suggested thatthe
known malicioius activities where mapped to have started in the end of February, we decided
to extend our period of search for activities to 120 days from the date of examination, thus
also include any activity to have been registered in the end of 2011.

WS22

The same script that where developed on SY19 and SYS, and tracked malicious activity there,
where runned on WS22. No malicious activities where found on this z/OS system. This system
was investigated mainly because it also is used by Applicate.
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TK12
The same script that where developed on SY19 and SYS, and tracked malicious activity there,
where runned on WS22. No malicious activities where found on this z/OS system.

Collection and analysis of logs

Description of the logs and log collection
This incident involved a number of systems. It also involved remote access to these systems,
thus gateways such as firewalls had generated logs for the remote access.

e TRMD logs from the IBM z/OS host based intrusion detection system

e USS syslog files, when available

e SMF record type 30 logs

e SMF API-call logs

e VMS SYSLOG logs

e RACREP

e Firewall logs from firewalls protecting the SYS3 and SY19 mainframe partitions

.sh_history files
In total several Terabytes of logs have been collected and analyzed.

Some of the logs are still saved and analysed as text files. But the majority of the logs are
imported to one of several databases for quicker analysis of large data volumes.

For the investigation two databases software solutions have been used, one implemented in
mysql and one in postgresql.

Description of the analysis

Several tools where found left on the compromised systems. In reality, only tools from the
SYS3 partition where available for analysis, since the tools uploaded to SY19 where deleted as
part of the emergency to free disk space on the system, when the free space runned low. This
has been described elsewhere in the document.

Analysis of .sh_history files

A small number of so called history files have been found and analysed. The history files, more
correctly called .sh_history is collection of historical evidences of what types of UNIX/USS
commands have been given to the command interpreter program, the /bin/sh.

Unfortunately these log files does not give a complete picture of the different activities in the
system. Huge efforts have been done to combine the content of these files with other files,
e.g. SMF record type 30 files, where more commands have been saved, no matter if the user
have turned off the history function in the shell or removed his .sh_history file.
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1d
./go.rx 0 1

vi go.rx

id

./go.rx 0 2
id

./go.rx 0 0
id

exit

id

exit

id

exit

id

exit

id

vi go.rx
export TERM=vt1l00
vi go.rx
./go.rx 0 1
id

vi go.rx

vi go.rx
./go.rx

id

./go.rx 0 2
id

./go.rx 0 1
id

1ls "//'sys2.ops.lpar.rexx'"
cp -r "//'sys2.ops.lpar.rexx'" /tmp/rx
id sys2

id -g sys2
1s

id

id daf1473
id racfadm
idy ract

id racfstoto
id racfsto
./go.rx 1473 507700
id

id

su

id

id

id

Figure 17 Content of .sh_history file of on SY19

This version of the .sh_history file was stored in the /SYSTEM/var directory.
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As is evident from the file above, the REXX program “go.rx” have both been edited several
times as well as executed several times. The actual content of “go.rx” script can be seen in
Figure 91 on page 156.

A description of the events in the history file is:

e The full screen text editor “vi” is used to edit the source code for the “go.rx” program
multiple times. This is probably done to fix some errors with the program.

e The script program “go.rx” is runned multiple times with different arguments. The
script takes two arguments, first the numerical user id (UID) of the user to switch to,
then the numerical group id for the group under which the new command interpreter
should be launched. If successfully executed, this program would switch the user to a
new user, without loggin out and logging in, and thus effectively getting the new users
system access permissions. Without the user having being prompted for a password.

e The command “id” without arguments is used frequently to examine if the effect of
the “go.rx” script has worked as intended.

e The command “id” with arguments is used to examine a specific user, what user id
he/she have, what groups that user belongs to, etc

Our analysis of this is that this is one way that has been used to gain root access.

The following file, another copy of a .sh_history, is create by the user with uid 0 on the SY19. It
was saved in the /SYSTEM/etc/ directory.

unset HISTORY
unset HISTFILE
tso 'listcat catalog(ibmuser) '
tso 'listcat catalog(d384)"
tso 'listcat catalog(d384.)"
tso 'listcat catalog(PS1900113CCATALOG.SYS19.MASTER12) "'
tso 'listcat catalog(sysl9.masterl2)'
tso listcat catalog(sysl9.master)'
tso listcat 'catalog(sysl9.master)'
tso listcat 'catalog(d384.master)'
tso listcat 'catalog(sysl.master)'
tso help
tso listds
tso list
tso 'list *'
tso listalc
tso 'listcat catalog(catalog.sysl9.masterl2)'
tso 'listcat catalog(catalog.sysl9.master)
tso 'listcat catalog(catalog.sysl9)'
tso 'listcat catalog(catalog.semainf)'
(
(

(
(

tso 'listcat catalog(catalog)'

tso 'listcat library(sysl9.parmlib)'
tso 'listcat help'

tso 'help listcat'

tso listcat * all
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tso listcat all
tso listcat all 'file(semainf)'

tso listcat catalog('catalog.sysl.master.data')

pwd

tso "listcat catalog(catalog.sysl9.master.data)"

tso "listcat volume"

tso "listcat catalog (ICFMAST1)"
tso "listcat names (default)"
tso "listcat names"

tso "listcat names(default)"
tso "listcat catalog(masterl2)"

tso "listcat catalog(sysl9.masterl2)"

submit &

pwd

cd /tmp

id

tso "listcat catalog(e484.)"

pwd

1s

cd /users

1s

1s -1R

ls -1R wmovlae

cd /u

1s

1s /etc/

cd /tmp

umask

umask 0

tar cvfz apt.tgz /etc/

pwd

1ls /etc/

cat /etc/inetd.confc

cat /etc/inetd.conf

cat /etc/ftp.data

cat /etc/ftp.env

1s -lad /etc/ftp*

1s "'//semainf.parmlib'"

cp "'//semainf.parmlib'" /tmp/pl
cp "'//d384.parmlib'" /tmp/pl

cp "'//sysl9.proclib'" /tmp/pl
cp "//'semainf.parmlib'" /tmp/pl
cp "//'d384.parmlib'" /tmp/pl

cp "//'d384.proclib'" /tmp/pl

cp -r "//'SYS2.PROCLIB'" /tmp/a/2
mkdir /tmp/a0

cp -R "//'sys2.proclib'" /tmp/a0/
cp -R "//'sysl.proclib'" /tmp/a0/
ls /tmp/al

cd /tmp/a0

cat ract

cat telnet

cat ftp
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cat ftpd

mkdir /tmp/al/

cp -r "//'tcpip.tcpparams'" /tmp/al/
cp -r "“//'tcpivp.tcpparms'" /tmp/al/
cp "//'tcpip.profile.tcpip'" /tmp/al/
ls /tmp/al/

cp -r "//'tcpip.profile'" /tmp/al/
cp -r "//'tcpivp.tcpparms'" /tmp/al/
cp -r "//'tcpivp.tcpparms'" /tmp/al
cp "//'tcpip.tcpip.data'" /tmp/al/
cp -r "//'tcpip.*'" /tmp/al/

cp -r "//'tcpip'" /tmp/al/

1s

cat storepw

cat secadmin

1ls *db*

cat secimpdb

1ls

cat irrdptab

cp "//'sysl.samplib (irrdpsds)'" /tmp/al/
cat /tmp/al/irrdpsds

grep CAT /tmp/al/*

grep -1 cata *

grep DB *

cat seccrtdb

1s

cat ract

cat omvs

cat rexx

cat net

cat ipljobl

grep -i spar *

grep -1 sema *

cat hzsproc

cat tcpip
cat "//'sysl.tcpparms (tcpdata)'"
1s

cat csfstart

cat "//'cpac.parmlib (csfprmO1)'"
cat skrbkdc

grep -i ims *

cat cfzcim

grep -i volvo *

grep -1 wm *

cat logonwmO

cat "//'cpac.cmdproc'"

cp -r "//'cpac.cmdproc'" /tmp/al

cp -r "//'sys2.prod.clist'" /tmp/al
cp -r "//'sysl.proc.clist'" /tmp/al
1ls

grep CAT *

grep DB *

grep -i racf *
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grep -1 racfds *

grep DS *

cat ioep*

cat zfs*

1s

1s "//'sys4'"
1ls

df

1s /u/d610/rfvftp

ls /usr/lpp/pli

ls /usr/lpp/cicsts/appl
1ls -1R /usr/lpp/cicsts
pwd

cp -R /usr/lpp/cicsts
1s

pwd

cd ..

tar cvfzal.tgz a0/

w

who

Figure 18 content of ".sh_history" file by user with uid 0 from SY19

A description of the events in the history file is:

e The perpetrator initially actively give the commands “unset HISTORY” and “unset
HISTFILE” todisable the history feature of the command interpreter (/bin/sh), thus
trying to avoid having the storage of any traces of his activities.

e The perpetrator executes the “tso” command multiple times to list and extract
information from the systems TSO part (not USS in which he is currently logged in).
None of the listcat commands where correct so no information where found.

e The content of the /etc/ directory is saved in the tar archive called “apt.tgz”

e The perpetrator copies system configuration files from MVS into the “a0” directory he
have created in the USS part, as a subdirectory to the temporary storage area “/tmp”.

e The content of the files the perpetrator have colleted in the “a0” directory is saved in
the tar archive called “a0.tgz”

e The perpetrator copies system configuration files from MVS into the “p1” directory he
have created in the USS part, as a subdirectory to the temporary storage area “/tmp”

e The perpetrator copies system configuration files from MVS into the “al” directory he
have created in the USS part, as a subdirectory to the temporary storage area “/tmp”

e The perpetrator uses the “grep” command to search the content of files. He actively
searches for keywords such as “spar”, “sema”, “wm”, “racf”, “CAT”, “DB”

e The command “w” and “who” display what other users are currently logged into the
mainframe in SY19. Thus the perpetrator can see if there are other users active or if he
can suspect that he is being followed.

Our analysis of this is that he have actively tried to run TSO jobs, he have tried to list and
collect information on datasets and system settings. He both have a working knowledge on
specifics on the system (ie users or companies associated with the machine such as Sema,
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WM(data) etc) and at the same time try out on chance a lot of different thing, e.g. performing
the listcat for IBMUSER, a user not existing in the system.

It should be noted that the content of this history file matches the content of a session log
saved locally on the computer of the main perpetrator. It should be obvious that there is a
match between the two log files — one stored on the SY19 mainframe as historic log over
event. One retrieved by the police from the computer used by the attacker. The file with the
extracted logs was called “toandreas.log”.

This part of the session log is reprinted in a “raw” format. The file has not been edited to
remove spelling errors, etc. Thus

e the strange characters left in the text is actually control characters (most notably the
“delete” character, used to remove the character to the left of the cursor).

e Some texts are “intermixed” since the perpetrator has started to type before the
actual output from a command has finished writing to the screen. Thus some texts are
gobbled in the log, but the commands and output is still correct during the actual
session.

e Alot of text output is shown as response codes or long texts listed. In general a
“command” given by the perpetrator is started by the “#” character first on the line.

# tso listcat a ac catalg og(y syslSca 'listcat
catalog('sysl9.catlg"') ibmuser) '

listcat catalog(ibmuser)

IDC3016I CATALOG IS NOT AVAILABLE+

IDC3009I ** VSAM CATALOG RETURN CODE IS 4 - REASON CODE IS IGGOCLAH-120
IDC1566I ** BSN00S58. NOT LISTED

IDC0014I LASTCC=4

RC(4)

# tso 'listcat caata talog(d384) "'

listcat catalog(d384)

IDC3016I CATALOG IS NOT AVAILABLE+

IDC3009I ** VSAM CATALOG RETURN CODE IS 4 - REASON CODE IS IGGOCLAH-120
IDC1566I ** BSNOO58. NOT LISTED

IDCO014I LASTCC=4

RC (4)

# tso 1 'listcat catalog(d384.)"

listcat catalog(d384.)

IKJ56709I INVALID DATA SET NAME, d384.

IKJ56701I MISSING 'CATALOG' CATALOGNAME/PASSWORD VALUE+
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IKJ56701I MISSING CATALOGNAME TO BE SEARCHED, PASSWORD IS OPTIONAL
IDCO014I LASTCC=12
RC(12)

# tso 'listcat catalog(sysl9.catlg'
PS1900113CCATALOG.SYS19.MASTER12) '

listcat catalog(PS1900113CCATALOG.SYS19.MASTER12)

IKJ56709I INVALID DATA SET NAME, PS1900113CCATALOG.SYS19.MASTER12
IKJ567011I MISSING 'CATALOG' CATALOGNAME/PASSWORD VALUE+

IKJ567011 MISSING CATALOGNAME TO BE SEARCHED, PASSWORD IS OPTIONAL
IDCO014I LASTCC=12

RC(12)

# tso list 'listcat catalog(sysl9.masterl2)’

listcat catalog(sysl9.masterl?2)

IDC3016I CATALOG IS NOT AVAILABLE+

IDC3009I ** VSAM CATALOG RETURN CODE IS 4 - REASON CODE IS IGGOCLAH-120
IDC1566I ** BSNOOS58. NOT LISTED

IDCO014I LASTCC=4

RC (4)

# tso listcat catalog(sysl9.master)'

FSUM7332 syntax error: got (, expecting Newline

# tso listcat 'catalog (ss ysl9.master)'

listcat catalog(sysl9.master)

IDC3016I CATALOG IS NOT AVAILABLE+

IDC3009I ** VSAM CATALOG RETURN CODE IS 4 - REASON CODE IS IGGOCLAH-120
IDC1566I ** BSNO058. NOT LISTED

IDCO0014I LASTCC=4

RC (4)

# tso listcat ca 'catalog (e d384.master)'

listcat catalog(d384.master)

IDC3016I CATALOG IS NOT AVAILABLE+

IDC3009I ** VSAM CATALOG RETURN CODE IS 4 - REASON CODE IS IGGOCLAH-120
IDC1566I ** BSNOO58. NOT LISTED

IDCO014I LASTCC=4
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RC (4)

# tso listcat 'catalog(sysl.ms aster)'

listcat catalog(sysl.master)

IDC3016I CATALOG IS NOT AVAILABLE+

IDC3009I ** VSAM CATALOG RETURN CODE IS 4 - REASON CODE IS IGGOCLAH-120
IDC1566I ** BSNOO58. NOT LISTED

IDCO014I LASTCC=4

RC (4)

# ts tso help

help

LANGUAGE PROCESSING COMMANDS:

ASM INVOKE ASSEMBLER PROMPTER AND ASSEMBLER F COMPILER.
CALC INVOKE ITF:PL/1 PROCESSOR FOR DESK CALCULATOR MODE.
COBOL INVOKE COBOL PROMPTER AND ANS COBOL COMPILER.

FORT INVOKE FORTRAN PROMPTER AND FORTRAN IV G1 COMPILER.

PROGRAM CONTROL COMMANDS:

CALL LOAD AND EXECUTE THE SPECIFIED LOAD MODULE.
LINK INVOKE LINK PROMPTER AND LINKAGE EDITOR.
LOADGO LOAD AND EXECUTE PROGRAM.

RUN COMPILE, LOAD, AND EXECUTE PROGRAM.

TEST TEST USER PROGRAM.

TESTAUTH TEST APF AUTHORIZED PROGRAMS.

DATA MANAGEMENT COMMANDS:

ALLOCATE ALLOCATE A DATA SET WITH OR WITHOUT AN ATTRIBUTE

LIST OF DCB PARAMETERS.

ALTLIB DEFINE OPTIONAL, USER-LEVEL OR APPLICATION-LEVEL SETS OF

LIBRARIES CONTAINING SAA/PL EXECS OR CLISTS. THESE
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ATTRIB

CONVERT

COPY

DELETE

EDIT

FORMAT

FREE

LIST

LISTALC

LISTBC

LISTCAT

LISTDS

MERGE

PRINTDS

PROTECT

RENAME

TSOLIB

LIBRARIES ARE SEARCHED WHEN IMPLICITLY INVOKING AN
SAA/PL EXEC OR CLIST.

ALLOW DCB PARAMETERS TO BE DYNAMICALLY INTRODUCED

AND NAMED FOR USE WITH A SUBSEQUENT ALLOCATE COMMAND.

SIFT ITF/PL1 AND FORTRAN SOURCE.

COPY A DATA SET. (SEE NOTE BELOW.)

DELETE A DATA SET.

CREATE, EDIT, AND/OR EXECUTE A DATA SET.

FORMAT AND PRINT A TEXT DATA SET. (SEE NOTE BELOW.)
RELEASE A DATA SET AND/OR AN ATTRIBUTE LIST.

DISPLAY A DATA SET. (SEE NOTE BELOW.)

DISPLAY ACTIVE DATA SETS.

DISPLAY MESSAGES FROM OPERATOR/USER.

DISPLAY USER CATALOGUED DATA SETS.

DISPLAY DATA SET ATTRIBUTES.

COMBINE DATA SETS. (SEE NOTE BELOW) .

PRINT A DATA SET.

PASSWORD PROTECT DATA SETS.

RENAME A DATA SET.

DEFINE OPTIONAL SEARCH LEVEL THAT TSO/E USES WHEN SEARCHING

FOR COMMANDS AND PROGRAMS.

NOTE: THE TSO DATA UTILITY COMMANDS, COPY, FORMAT, LIST AND MERGE,

ARE PART OF PROGRAM PRODUCT 5734-UT1. THIS PRODUCT MUST BE

INSTALLED PRIOR TO UTILIZING THE COMMANDS AND RELATED HELPS.

SYSTEM CONTROL COMMANDS:

ACCOUNT

CONSOLE

OPERATOR

PARMLIB

MODIFY/ADD/DELETE USER ATTRIBUTES.

PLACE TERMINAL IN CONSOLE MODE.

PLACE TERMINAL IN OPERATOR MODE.

LIST/UPDATE TSO/E DEFAULTS.
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RACONVRT UADS TO RACF DATA BASE CONVERSION UTILITY.
SYNC SYNCHRONIZE THE BROADCAST DATA SET WITH USER IDS FROM THE

UADS AND RACFEF DATA BASE.

SESSION CONTROL:

CONSPROF DEFINE USER CONSOLE CHARACTERISTICS.

EXEC INVOKE COMMAND PROCEDURE.

EXECUTIL ALTER REXX ENVIRONMENT.

HELP INVOKE HELP PROCESSOR.

LOGOFF END TERMINAL SESSION.

LOGON START TERMINAL SESSION.
PROFILE DEFINE USER CHARACTERISTICS.
SEND SEND MESSAGE TO OPERATOR/USER.

TERMINAL DEFINE TERMINAL CHARACTERISTICS.

TIME LOG SESSION USAGE TIME.

TSOEXEC EXECUTE AN AUTHORIZED OR UNAUTHORIZED COMMAND

FROM WITHIN AN UNAUTHORIZED ENVIRONMENT.

WHEN CONDITIONALLY EXECUTE NEXT COMMAND.

FOREGROUND INITIATED BACKGROUND COMMANDS:

CANCEL CANCEL BACKGROUND JOB.

OUTPUT DIRECT OUTPUT MEDIUM FOR BACKGROUND JOB.
STATUS LIST STATUS OF BACKGROUND JOB.

SUBMIT SUBMIT BACKGROUND JOB.

INTERACTIVE DATA TRANSMISSION FACILITY:

RECEIVE RECEIVE DATA SENT TO YOU BY A TRANSMIT COMMAND.

TRANSMIT TRANSMIT MESSAGES AND/OR DATA SETS VIA NODES DEFINED TO JES.

IKJ56803I FOR MORE INFORMATION ENTER HELP COMMANDNAME OR HELP HELP
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# tso listds
listds

IKJ566521 You attempted to run an authorized command or program. This is not
supported under the Dynamic TSO Environment.

FOMF0139I Authorized commands are not supported

# tso list

list

FOMF01361I Command not found

# tso 'list *!'

list *

FOMF0136I Command not found

# tso ' listalc

listalc

NULLFILE

/dev/fdl

# tso list ' 1 'listcat catalog(catalog.sysl9.masterl2)'’
listcat catalog(catalog.sysl9.masterl?2)

IDC3016I CATALOG IS NOT AVAILABLE+

IDC3009I ** VSAM CATALOG RETURN CODE IS 4 - REASON CODE IS IGGOCLAH-120
IDC1566I ** BSNOO58. NOT LISTED

IDCO014I LASTCC=4

RC (4)

# tso 'lits stcat catalog(catalog.sysl9.master)'

listcat catalog(catalog.sysl9.master)

IDC3016I CATALOG IS NOT AVAILABLE+

IDC3009I ** VSAM CATALOG RETURN CODE IS 4 - REASON CODE IS IGGOCLAH-120
IDC1566I ** BSNO0O58. NOT LISTED

IDCO014T LASTCC=4

RC (4)

# tso 'listcat catalog(catalog.sysl19)'

listcat catalog(catalog.sysl9)

IDC3016I CATALOG IS NOT AVAILABLE+

IDC3009I ** VSAM CATALOG RETURN CODE IS 4 - REASON CODE IS IGGOCLAH-120
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IDC1566I ** BSNOOS58. NOT LISTED

IDCO014I LASTCC=4

RC (4)

# tso list ¢ a cat 'listcat catalog(catalog.semainf)'

listcat catalog(catalog.semainf)

IDC3016I CATALOG IS NOT AVAILABLE+

IDC3009I ** VSAM CATALOG RETURN CODE IS 4 - REASON CODE IS IGGOCLAH-120
IDC1566I ** BSN0O58. NOT LISTED

IDC0014I LASTCC=4

RC (4)

# tso '"listcat catalog(c sys s catalog)'

listcat catalog(catalog)

IDC3016I CATALOG IS NOT AVAILABLE+

IDC3009I ** VSAM CATALOG RETURN CODE IS 4 - REASON CODE IS IGGOCLAH-120
IDC1566I ** BSN00S58. NOT LISTED

IDCO014I LASTCC=4

RC (4)

# tso lis 'listcat catalo a log(d384 sysl.
library(sysl9.parmlib) '

listcat library(sysl9.parmlib)

IDC3242I 'LIB' VALUE HAS INVALID LENGTH - SYS19.PARMLIB
IDCO014I LASTCC=12

RC(12)

# tso 'listcat help'

listcat help

IKJ56712I INVALID KEYWORD, HELP

IDC0014I LASTCC=12

RC(12)

# tso 'l helpl listcat'

help listcat

Function -

The LISTCAT command lists entries from either the master catalog or
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a user catalog.

Syntax -

LISTCAT

Required - NONE

Defaults - NAME

Abbreviations -

Note - In addition to normal TSO short forms, these are accepted.

LISTCAT LISTC
OUTFILE OFILE
LEVEL LVL
NOTUSABLE NUS
INDEX IX
SPACE SPC
NONVSAM NVSAM
USERCATALOG UCAT

CATALOG ('catname/password"')

LIBRARY ('1lib name')

FILE ('dname')

OUTFILE ('dname')

LEVEL ('level') | ENTRIES ('entryname/password' ...) |

LIBRARYENTRIES ('library entryname') |

VOLUMEENTRIES ('volume entryname')

CREATION('nnnn')

EXPIRATION('nnnn')

NOTUSABLE

CLUSTER DATA INDEX ALIAS SPACE NONVSAM
USERCATALOG GENERATIONDATAGROUP PAGESPACE
ALTERNATEINDEX PATH

ALL | NAME | HISTORY | VOLUME | ALLOCATION
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GENERATIONDATAGROUP GDG

PAGESPACE PGSPC

ALTERNATEINDEX AIX

LIBRARYENTRIES LIBENTRIES LIBENT
VOLUMEENTRIES VOLENTRIES VOLENT

Operands -

CATALOG ('catname/password')
- Specifies the name of the catalog containing the entries

to be listed.

'catname’
- Name of the catalog containing the entries to be
listed.
'password’
- Password of the catalog containing the entries to be
listed.
Required - 'catname'

LIBRARY ('library name')
- Specifies the name of the library that is used as a filter
to restrict the volume entries to be listed.
'library name'
- Name of the library that is used as a filter to restrict
the volume entries to be listed.

Required - 'library name'

FILE ('dname')
- Identifies the volumes that contain the catalog

entries to be listed.

'dname' - Name of the DD statement that identifies the volumes
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containing catalog entries to be listed.

OUTFILE ('dname')
- Identifies the alternate output data set.
'dname' - Name of the JCL statement that identifies the

alternate output data set.

LEVEL('level')
- Specifies the level of entry names to be listed.

'level' - level of entry names to be listed.

ENTRIES ('entryname/password' ...)

- The names of the individual entries to be listed.

'entryname'
- Name of the object whose entry is to be listed.
'password’
- Password of password-protected cluster or component or
object.
REQUIRED - 'entryname'

LIBRARYENTRIES ('library entryname')
- The names of the individual library entry to be listed.
'library entryname'
- Name of the object whose entry is to be listed. An
asterisk "*" may be used as part of the library entryname
to cause a generic search to be performed.

REQUIRED - 'library entryname'

VOLUMEENTRIES ('volume entryname')
- The names of the individual volume entry to be listed.
'volume entryname'

- Name of the object whose entry is to be listed in the
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form 'Vvolser' where volser is a 1-6 character volume
serial name. An asterisk "*" may be used as part of the
volser to cause a generic search to be performed.

REQUIRED - 'volume entryname'

CREATION ('nnnn')
- Selection of objects listed by creation date.
'nnnn' - Objects listed if created 'nnnn' days ago or earlier,

where 'nnnn' is a decimal number 0 - 9999.

EXPIRATION ('nnnn')
- Selection of objects listed by expiration date.
'nnnn’' - Objects listed if expiring 'nnnn' days hence or earlier,

where 'nnnn' is a decimal number 0 - 9999.

NOTUSABLE

- The entries for data and index components that are

marked as unusable are to be listed.

CLUSTER - The cluster entries are to be listed.

DATA - The entries for data components are to be listed.

INDEX - The entries for index components are to be listed.

ALIAS - The alias entries are to be listed.

SPACE - The entries for volumes containing VSAM data spaces are to

be listed. SPACE is mutually exclusive with other entry

types. VSAM catalogs only.

NONVSAM - The entries for non-VSAM data sets are to be listed.
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USERCATALOG

The entries for user catalogs are to be listed.

GENERATIONDATAGROUP

The entries for generation data groups are to be listed.

PAGESPACE

- The entries for page spaces are to be listed.
ALTERNATEINDEX

- The alternateindex entries are to be listed.

PATH - The path entries are to be listed.

ALL - All the fields are to be listed for each catalog entry.

NAME - The name and entry type of the cataloged objects are to
be listed.

HISTORY - The information provided by specifying name and owner
identification, creation date, expiration date and catalog
recovery information for the objects is to be listed.

VOLUME - The information provided by specifying HISTORY and volume
serial numbers and device types allocated to the objects
is to be listed.

ALLOCATION

The information provided by specifying VOLUME and detailed

information about the allocation are to be listed.

# tso listcat * all
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listcat TextTools banner bpa cmx dce dfs ftp.data ftp.env hosts inetd.conf
inetd.pid init.options ioepdcf ldap log omproute.conf omproute.conf.new
omproute.conf.old omproute.conf.org profile profile.d120302 profile.old.070915
profile.soe08a protocol rc rc.old recover roha security services ssh
syslog.conf syslog.conf.old syslog.pid utmpx venv.common.profile venv.extra

xlate zoneinfo all

IKJ567121 INVALID

IKJ567121 INVALID

IKJ56712I INVALID

IKJ567121 INVALID

IKJ56712I INVALID

IKJ56712I INVALID

IKJ567121 INVALID

IKJ567121I INVALID

IKJ56712I INVALID

IKJ56712I INVALID

IKJ56712I INVALID

IKJ56712I INVALID

IKJ56712I INVALID

IKJ56712I INVALID

IKJ56712I INVALID

IKJ56712I INVALID

IKJ567121 INVALID

IKJ56712I INVALID

IKJ56712I INVALID

IKJ56712I INVALID

IKJ56712I INVALID

IKJ56712I INVALID

IKJ56712I INVALID

IKJ56712I INVALID

IKJ56712I INVALID

IKJ56712I INVALID

IKJ56712I INVALID

IKJ56712I INVALID

KEYWORD,

KEYWORD,

KEYWORD,

KEYWORD,

KEYWORD,

KEYWORD,

KEYWORD,

KEYWORD,

KEYWORD,

KEYWORD,

KEYWORD,

KEYWORD,

KEYWORD,

KEYWORD,

KEYWORD,

KEYWORD,

KEYWORD,

KEYWORD,

KEYWORD,

KEYWORD,

KEYWORD,

KEYWORD,

KEYWORD,

KEYWORD,

KEYWORD,

KEYWORD,

KEYWORD,

KEYWORD,

TEXTTOOLS

BANNER
BPA

CMX

DCE

DF'S
ftp.data
ftp.env

HOSTS

inetd.conf

inetd.pid

init.options

IOEPDCF

LDAP

LOG

omproute.

omproute.

omproute.

omproute.

PROFILE

conf

conf.new

conf.old

conf.org

profile.d120302

profile.old.070915

profile.soe08a

PROTOCOL

RC

rc.old

RECOVER

ROHA
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IKJ567121

IKJ567121

IKJ567121

IKJ567121

IKJ567121I

IKJ567121

IKJ567121I

IKJ567121I

IKJ567121

IKJ567121

IKJ567121I

IDCO014I LASTCC=12

RC(12)

INVALID

INVALID

INVALID

INVALID

INVALID

INVALID

INVALID

INVALID

INVALID

INVALID

INVALID

# tso listcat all

listcat all

IDC3012I ENTRY BSNO058.

IDC3007I ** VSAM CATALOG RETURN CODE IS 8

IDC1566I ** BSN0OO58.

IDCO014I LASTCC=4

RC(4)

# tso lista cat all catalog(

'file(semainf) "'

KEYWORD,

KEYWORD,

KEYWORD,

KEYWORD,

KEYWORD,

KEYWORD,

KEYWORD,

KEYWORD,

KEYWORD,

KEYWORD,

KEYWORD,

listcat all file(semainf)

IDC3012I ENTRY BSNO058.

IDC3007I ** VSAM CATALOG RETURN CODE IS 8

IDC1566I ** BSNOOS58.

IDC0014I LASTCC=4

RC (4)

# tso listcat '

FSUM7332 syntax error:

#

# pwd

/SYSTEM/etc

catalog('catalog.sysl.master.data')

NOT FOUND+

NOT LISTED

NOT FOUND+

NOT LISTED

got

SECURITY

SERVICES

SSH

syslog.conf
syslog.conf.old
syslog.pid

UTMPX
venv.common.profile
venv.extra

XLATE

ZONEINFO

file ('sema sema

(, expecting Newline
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# tso "listcat catalog(catalg og.sysl9.master.data)"

listcat catalog(catalog.sysl9.master.data)

IDC3016I CATALOG IS NOT AVAILABLE+

IDC3009I ** VSAM CATALOG RETURN CODE IS 4 - REASON CODE IS IGGOCLAH-120
IDC1566I ** BSNOO58. NOT LISTED

IDCO014I LASTCC=4

RC (4)

# tso "listcat volumem "

listcat volume

IDC3012I ENTRY BSNOOS58. NOT FOUND+
IDC3007I ** VSAM CATALOG RETURN CODE IS 8

IDC1566I ** BSN0OOS58. NOT LISTED

IDC0014I LASTCC=4

RC (4)
#
# list tso "1l ista cat catalog (ICFMAST1)"

listcat catalog(ICFMASTI1)
IDC3016I CATALOG IS NOT AVAILABLE+

IDC3009I ** VSAM CATALOG RETURN CODE IS 4 - REASON CODE IS IGGOCLAH-120

1ocis661 *+ BSNOODS8. vor nistep

IDCO014I LASTCC=4

RC (4)

# tso 11 "listcat catalog( names (default)"
listcat names (default)

IKJ56712I INVALID KEYWORD, (default)
IDC0014I LASTCC=12

RC(12)

# tso 1"listcat names"

llistcat names

FOMF0137I Command syntax error

# tso "listcat names (default)"

listcat names (default)
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IKJ567121 INVALID KEYWORD, (default)

IDCO014I LASTCC=12

RC(12)

# tso 1 "listcat atalog( catao log(a masterl2)"
listcat catalog(masterl?2)

IDC3016I CATALOG IS NOT AVAILABLE+

IDC3009I ** VSAM CATALOG RETURN CODE IS 4 - REASON CODE IS IGGOCLAH-120
IDC1566I ** BSNOOS58. NOT LISTED

IDCO014I LASTCC=4

RC (4)

# tso 1 "listcat catalog(sysl9.masterl2)"

listcat catalog(sysl9.masterl?2)

IDC3016I CATALOG IS NOT AVAILABLE+

IDC3009I ** VSAM CATALOG RETURN CODE IS 4 - REASON CODE IS IGGOCLAH-120

IDC1566I ** BSN0058 NOT LISTED

IDCO014I LASTCC=4

RC (4)

# submit &

[33] 50334832

# FSUMB409 submit: stdin Could not submit empty job.

# pwd
/SYSTEM/etc

# cd /tmp

# id

uid=0 (SUPERUSR) gid=0 (STCGROUP)
groups=548400 (E484)

# tso "list cat catalog(e484.)"

listcat catalog(e484.)

IKJ56709I INVALID DATA SET NAME, e484.

IKJ56701I MISSING 'CATALOG' CATALOGNAME/PASSWORD VALUE+

IKJ56701I MISSING CATALOGNAME TO BE SEARCHED, PASSWORD IS OPTIONAL
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IDC0014I LASTCC=12
RC (12)

# pwd

/SYSTEM/ tmp

# 1s

IMWE

SYSHIS20091027.141314.CNT

a.env
cicswsdl.tgz

duku

duqu
inetd.debug.stderr
inetd.debug.stdout
infil

kuku

mnt

newvar

nohup.out
profile.soel7a
rlogind.stderr
rlogind2.stderr
slask

ssh.output

ssh.pid
ssh2.output
syslogd

u0

uads

ws2bilad.log
ws2bilhl.log

ws2ls.log
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ws2lsl.log
ws2ls2.log
ws2lsr.log
ws2lsx.log
wsz2navaéd.log
ws2navhl.log
ws2sparhl.log
ws2taxad.log
ws2taxhl.log
ws2tela4d.log
XX

# cd /users
1s

# ssh
wmovlae
wmstott

# 1s -1R

total 6

drwxr-xr-x 2 SUPERUSR D384
dr-xr-xr-x 3 SUPERUSR D384
drwxrwxrwx 3 SUPERUSR D384

./ssh:

total O

. /wmovlae:

total O

./wmstott:

total 672

256 Mar 2 08:42 ssh

288 Feb 28 13:40 wmovlae

512 Mar 5 15:23 wmstott
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—ITWXTWXIWX 1 WMSTOTT

# 1ls -1R wmovlae

wmovlae:
total O
# cd /u
1s

# 1sHIS
d345
d384
d552
d610
d666
d700
dg3s
e077
e203
e478
e484
e780
e784
e897
e974
scripts
static
v384
webtek
# /etc/
TextTools
banner
bpa

cmx

D384

331776 Mar 5 14:51 gzip
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dce

dfs

ftp.data

ftp.env

hosts

inetd.conf
inetd.pid
init.options
iocepdct

ldap

log

omproute.conf
omproute.conf.new
omproute.conf.old
omproute.conf.org
profile
profile.d120302
profile.old.070915
profile.soe08a
protocol

rc

rc.old

recover

roha

security

services

ssh

syslog.conf
syslog.conf.old
syslog.pid

utmpx

venv.common.profile
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venv.extra
xlate
zoneinfo

# cd /tmp
tar # c

u# mask
0027

# umask - 0

tar# cvfz a. ptt .tgz /etc/

Figure 19 Log extract from the session logs from one of the perpetrators computer.
Showing the usage of the "tso" and "tar commands

Itis interesting to perform a comparison of the two files — the command history list on the
SY19 server and compared to the session log (toandreas.log, as stated earlier), obtained from
the investigating police that have gotten it from the computer of one of the captured
perpetrators. Eliminating all the output, and misspelled commands, these two files show two
sides of the same event.

e The userislogged in as BSNOO58. This is evident from the error codes given when
performing the “tso listcat” command. This is shown in the “session log” from the
perpetrators computer.

e He creates a tar archive (apt.tgz) of files in the /etc catalog to later download via FTP

Log analysis
A number of different logs have been collected and analysis, including:

e IBM mainframe logs: Analysis of SMF record type 30 files

e |BM mainframe logs: Analysis of SMF record type 118/119 TCP/IP (FTP and API logs)
e IBM mainframe logs: Analysis of SMF record type XX (API call logs) files

e |IBM mainframe logs: Analysis of USS syslog files

e IBM mainframe logs: Analysis of MVS SYSLOG files

e Windows logs: Analysis of 1IS web access log files

e Windows logs: Analysis of firewall log files

Some of the log files related to SY19 have been lost, due to how the log files were created and
maintained on the mainframe. The logs where stored in the /tmp area.
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Analysis of stolen information and exported files

NB: It should be noted that we have only examined system data, not application or user data
sets. User data have been examined elsewhere by the information owners as well as the
investigating police.

From SY19 a large number of files are downloaded via FTP. A similarily large number are
attempted to download. Several of the downloaded or attempted downloaded files are
downloaded to dofferent places and by different users. Some archive files are downloaded as
well. Apt.tgz is one file. 1.tgz is another. 451 files are listed in 1.tgz. For information on 1.tgz,
see “Appendix K: Content of archive file 1.tgz” page 222.

From SYS3 a large number of files are downloaded via FTP. A similarily large number are
attempted to download. Several of the downloaded or attempted downloaded files are
downloaded to dofferent places and by different users. . Some archive files are downloaded as
well, each containing a large number of files, .e.g

e Al4files in cics.it.tgz
e 2395 files in local.tgz
e 1070 filesin u.it.tgz

For information on these archive files, see “Appendix P: Content of archive file “u.tgz” from
SYS3” page 419, “Appendix N: Content of archive file cics.it.tgz from SYS3” page 264,
“Appendix O: Content of archive file local.tgz from SYS3” page 285.

USS files

Tar files are an archive with several files saved into one new file. As seen in the examples from
the transfer logs, several tar archives where transferred from the mainframes to the
perpetrators. Tar files have only been downloaded from SY19 and SYS3. No tar files have been

uploaded.

File name Syste Comment

m
/tmp/apt.tgz BSNOO58 | 178.18.243.27 2012-03-05- | SY19 The file
17.09.19 apt.tgzis
believed to be
2012-03-05- /etc with
19.28.03. associated
files. This is
evident from
the
.sh_history
file that user
id O creates
on SY19 and
where he run
the tar
command to
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create apt.tgz

/tmp/apt.tgz SPRBIO8 46.59.51.181 2012-03-08- | SY19
13.45.24
/tmp/cicswsdl.tgz | SPRBIO8 46.59.51.181 2012-03-08- | SY19
13.45.25.
/SYSTEM/tmp/apt. | ASI0936 46.59.51.181 2012-03-08- | SY19
tgz 14.33.03
/SYSTEM/tmp/cics | ASI0936 46.59.51.181 2012-03-08- | SY19
wsdl.tgz 14.33
/tmp/.u.tgz AVIY356 203.176.141.20 | 2012-03-10- | SY19
5 03.23.11
/tmp/cicswsdl.tgz | AVIY356 203.176.141.20 | 2012-03-10- | SY19
5 03.29.26
/tmp/u.tgz AVIY354 203.176.141.20 | 2012-03-10- | SY19
5 12.14.18
/tmp/u.tgz AVIY354 203.176.141.20 | 2012-03-10- SY19
5 12.15.18.
/tmp/stash.tgz AVIY354 203.176.141.20 | 2012-03-10- | SY19
5 12.15.21
/u/d610/rfvftp/1.t | WAHS006 | Recorded in FTP | 2012-03-15- | SY19
gz log as 22.21.31
217.150.174.80.
In
/SYSTEM/tmp/cts3 | NUS 194.23.61.151 2012-03-10- SYS3
2.tgz 22.03.32
/tmp/.,/u.it.tgz NUS 93.186.170.54 2012-03-20- SYS3
09.28.37
/tmp/.,/cics.it.tgz NUS 93.186.170.54 2012-03-20- | SYS3
09.29.23.
/tmp/.,/local.tgz NUS 93.186.170.54 2012-03-20- | SYS3 Jusr/local
09.56.50. with sub

directories of
SYS3

Table 2Listing of downloaded TAR archive files

Stolen MVS data sets
The stolen data have been analysed by different parties involved, depending on the

information ownership. The files belonging to a specific organization have been analyzed by
that organization. The organisations include:

e logica
e Applicate

e Skatteverket

e And the investigating police

Report

Each of these organisations are themselves responsible for the analysis as well as the reporting

of the value of the information being stolen.
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Analysis of captured program files
A number of files where uploaded to both SY19 and SYS3. Most of the uploaded files were
binary files, but some files with source code that was uploaded as well.

JCL programs

Developing and execution of programs written in the JCL scripting language is part of the daily
operation of the mainframe. JCL programs can be started when having interactive terminal
presence on the mainframe. JCL programs can also be started as pre-scheduled batch jobs.
And JCL programs can be started by submitting the “job card” as a job, for example by
submitting it via the FTP file transfer mechanism.

The perpetrators have used JCL to develop many different tools for helping out with the
attack.

The perpetrators have uploaded JCL code such as “NOP.JCL”. This event is described elsewhere
in this document. Unfortunately we do not have knowledge of the content of “NOP.JCL". It
might contain the same content as aptitup.jcl, but we don’t know for sure.

Aptitup.jcl aka AVIY356

The file “aptitup.jcl” where obtained from the investigating police. It should be noted that it
runs the program “a.env”, which we know is the remote access backdoor, and it runs as the
user AVIY356, which we know is a user on Logicas SY19 system. Thus, there is a connection
between this file on the perpetrators computer and the incident as investigated on SY19.

It should be noted that the perpetrators most definitely had intent, and most probably also
manage, to run several of the tools uploaded and installed on the system. The following JCL
script where found on the perpetrators computer. It most definitely is related to the script
found to have been installed on SY19 (as evident of the username AVIY356 in the source file
below). This job that the perpetrators tried process on SY19 would not run due to errors in the
job-card. We have no evidence that te perpetrators managed togetany job to run.

//AVIY356A JOB AVIY356A

//AIUSTEP EXEC PGM=BPXBATCH,

// PARM='SH /tmp/a.env'

//STDERR DD PATH='/tmp/a.err',

!/ PATHOPTS= (OWRONLY, OCREAT, OTRUNC) ,
// PATHMODE= (SIRWXU)

//STDOUT DD PATH='/tmp/a.out',

// PATHOPTS= (OWRONLY, OCREAT, OTRUNC) ,
// PATHMODE= (STRWXU)

//STDIN DD DUMMY

Figure 20JCL program to run a.env

The file a.env is a a program uploaded by ftp and then changed or uploaded serveral more
times. For more info, see chapter “a.env a.k.a CSQXDISP” on page 105 for detailed information

on a.env.
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The file where uploaded several times to the SYS3 partition, first 3 times in ASCIl mode (which

translates automatically between ASCII and EBCDIC conversion) and then lastly in image

(binary) mode that does a verbatim, non-translated, upload. From the FTP upload log, we can
match the upload file size and time with the file size and time stamps of the stored file. It
should be noted that the first two timestamps in each log record are provided in CET while

last two timestamps are provided in GMT .

2012-03-20;09.00.00;2012-03-20-

;08.13.54;1032;S;;;;FTPD1;DAFAS;93.186.170.54;27722;/tmp/ap

2012-03-20;09.00.00;2012-03-20-

;08.14.08;1032;S;;;;FTPD1;DAFAS;93.186.170.54;27722;/tmp/ap

2012-03-20;09.00.00;2012-03-20-

;08.14.29;1032;S;;;;FTPD1;DAFAS;93.186.170.54;27722;/var/ap

2012-03-20;09.00.00;2012-03-20-
09.15.07.480000;?UNKNOWN;SYS3;;192.16.143.2;21;;;STOR;SEQ;NUS;I;S;F;H;08
08.15.07;110592;S;;;;FTPD1;DAFAS;93.186.170.54;17098;/tmp/ap

09.13.54.860000;?UNKNOWN;SYS3;;192.16.143.2;21;;,STOR;SEQ;NUS;A;S;F;H;08.13.54

09.14.08.970000;?UNKNOWN;SYS3;;192.16.143.2;21;;;STOR;SEQ;NUS;A;S;F;H;08.14.08

09.14.29.420000;?UNKNOWN;SYS3;;192.16.143.2;21;;;STOR;SEQ;NUS;A;S;F;H;08.14.29

.15.07;

Figure 21 Excerpt of FTP log to show upload of file "ap" to SYS3

This is a compiled binary that exists on SYS3 with the following file properties

“IWXI—-XIr-X 1 BPXDFLTU D384 110592 Mar 20 09:15 ap

Figure 22 File metadata for file "ap"

The latest telnet session from the firewall logs:

dst | service |s_port | action
———————————— it it e it e
2012-03-23 | 04:09:44 | 202.120.189.223 | 192.16.143.2 | 23 11100 | accept

And UNIX command logs:

23Mar12 05:54 DAF5648 TCPFTP2 202.120.189.223 ap

The IP address 202.120.189.223 is coded in the IBM hexadecimal format 202.120.189.223.
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Firewall logs:

date | time | src | dst | service |s_port | action
———————————— B it e et
2012-03-23 | 05:54:19 | 192.16.143.2 | 178.18.243.25 | 443 [55238 | accept
UNIX command logs:
23Mar12 06:19 DAF5648 TCPFTP9 202.120.189.223 ap
23Marl12 06:22 DAF5648 TCPFTPY9 202.120.189.223 ap
23Marl12 06:22 DAF5648 TCPFTP3 202.120.189.223 ap
Firewall logs:

date | time | src | dst | service |s_port | action
———————————— Bt et
2012-03-23 | 06:19:14 | 192.16.143.2 | 178.18.243.25 | 443 [|55406 | accept
2012-03-23 | 06:19:15 | 192.16.143.2 | 178.18.243.25 | 443 | 55407 | accept
2012-03-23 | 06:21:07 | 192.16.143.2 | 178.18.243.25 | 443 | 55413 | accept
2012-03-23 | 06:21:09 | 192.16.143.2 | 178.18.243.25 | 443 55414 | accept
2012-03-23 | 06:22:00 | 192.16.143.2 | 178.18.243.25 | 443 | 55415 | accept
2012-03-23 | 06:22:01 | 192.16.143.2 | 178.18.243.25 | 443 |55416 | accept
2012-03-23 | 06:22:49 | 192.16.143.2 | 178.18.243.25 | 443 155417 | accept

From the examination of the file content with tools to find what system calls, library calls and

symbol table exists in the file

Exported functions:

AptAttempt()
AptHandleAlarmSig()
AptExec()
AptFourData()
AptFourByte()
AptFourlnit()

Figure 23 symbols exported inside the “ap” — program code written as subroutines

Functions called from main():

signal()
getenv()




exit()
unlink()
fork()
fclose()
setpgrp()
time()
getuid()
geteuid()
alarm()
sleep()
socket()
setsockopt()
connect()
close()
read()
kill()
pipe()
dup2()
execl()
perror()
ioctl()
@@SLCTL()
write()
chdir()
@@GTOD2()
getpid()
setenv()
stat()
open()
AptPrevTime()
AptCurTime()
AdvancedPersistenceSinceTime()
AptKey()
AptToPorts()
AptToAddrs()
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Figure 24 system and library calls from the “ap” — program

The analysis of this logic provided by this program is thus that

It can execute other programs via the fork and execl combination

It performs file operations such as reading file metadata (stat), delete files (unlink

system call) and moves around in the file system hierarchy (chdir)
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e Itopens up a pipe (pipe system call) to connect input/output from “ap” to another
program

e [t opens up an outbound TCP/IP communications socket (socket, setsockopt and
connect) tobe aclientthat connect to that other server side. The symbols AptToPorts
and AptToAddrs also give away that the program takes arguments to connect to
certain ports.

Thus it is believed that this program can work as some part of a “remote execution” and
remote access framework.

We have evidence from the logs that the program “ap” has been runned on at least four
different occations. From this excerpt from the SMF subtype 30 logs (command execution). It is
proven that the software was started several times during the morning of the 23th of mars
2012 by the user DAF5648 logged in from IP address 202.120.189.223.

23Mar12 05:54 DAF5648 TCPFTP2 202.120.189.223 ap
23Mar12 06:19 DAF5648 TCPFTPS 202.120.189.223 ap

23Mar12 06:22 DAF5648 TCPFTP9 202.120.189.223 ap

23Mar12 06:22 DAF5648 TCPFTP3 202.120.189.223 ap

Figure 25 Excerpt of the SMF subtype 30 logs showing that the program “ap” was executed on SYS3

We believe the purpose of this command is to be network based remote shell, or inverse shell,

tool.

Beq
No detailed information was available for this file. We have only seen traces on file listings
from SY19 for this program.

Bes
The file “bes” where uploaded to SY19. The following content was available when we
performed a static system call analysis on the file:

Functions called from main():

exit()
fork()
atoi()
setgid()
setuid()
getuid()




Sidan 93 av 574
Report

getgid()
printf()

execve()
perror()

Figure 26 System and library calls performed from the main() function in the uploaded program “bes”

The analysis of this logic provided by this program is thus that

e |treadthe UID and GID from the currently executing process
e [tsetthe UID and GID from the currently executing process
e |t can execute other programs via the fork and execve combination

From examination of strings in the binary we also conclude that the string APT2011, which is
interesting, since this string is something that reoccurs many times. From information obtained
from the investigating police, we have seen this text string used in different ways in log files
(e.g. beslag.log, toandreas.log) from the perpetrators own computer. From these logs there is
evidence that the perpetrator have himself an user account on his computer called “APT2011".

The following is from the typ 30 SMF logs (command execution):

UNXCMD.SY19.FROMO0229.txt:10Mar12 02:29 AVIY356 BPXASA 203.176.141.205 bes
UNXCMD.SY19.FROMO0229.txt:10Mar12 02:29 AVIY356 BPXASA8 203.176.141.205 bes
UNXCMD.SY19.FROMO0229.txt:10Mar12 02:30 AVIY356 BPXASA1 203.176.141.205 bes
UNXCMD.SY19.FROM0229.txt:10Mar12 02:30 AVIY356 BPXASA9 203.176.141.205 bes
UNXCMD.SY19.FROMO0229.txt:10Mar12 02:49 AVIY356 BPXASA 203.176.141.205 bes
UNXCMD.SY19.FROM0229.txt:10Mar12 02:49 AVIY356 BPXASA4 203.176.141.205 bes
UNXCMD.SY19.FROMO0229.txt:10Mar12 04:57 AVIY356 BPXASA 203.176.141.205 bes
UNXCMD.SY19.FROM0229.txt:10Mar12 04:57 AVIY356 BPXASA1l 203.176.141.205 bes
UNXCMD.SY19.FROMO0229.txt:10Mar12 05:09 AVIY356 BPXASA 203.176.141.205 bes
UNXCMD.SY19.FROM0229.txt:10Mar12 05:09 AVIY356 BPXASA8 203.176.141.205 bes
UNXCMD.SY19.FROMO0229.txt:10Mar12 06:05 AVIY356 BPXASA 203.176.141.205 bes
UNXCMD.SY19.FROMO0229.txt:10Mar12 06:05 AVIY356 BPXASA3 203.176.141.205 bes
UNXCMD.SY19.FROMO0229.txt:10Mar12 06:06 AVIY356 BPXASA 203.176.141.205 bes

UNXCMD.SY19.FROMO0229.txt:10Mar12 06:06 AVIY356 BPXASA 203.176.141.205 bes

UNXCMD.SY19.FROMO0229.txt:10Mar12 06:06 AVIY356 BPXASA6 203.176.141.205 bes
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UNXCMD.SY19.FROMO0229.txt:10Mar12 06:08 AVIY356

UNXCMD.SY19.FROMO0229.txt:10Mar12 06:08 AVIY356

UNXCMD.SY19.FROMO0229.txt:10Mar12 06:08 AVIY356

UNXCMD.SY19.FROMO0229.txt:10Mar12 06:08 AVIY356

UNXCMD.SY19.FROMO0229.txt:10Mar12 06:08 AVIY356

UNXCMD.SY19.FROMO0229.txt:10Mar12 06:08 AVIY356

UNXCMD.SY19.FROMO0229.txt:10Mar12 06:09 AVIY356

UNXCMD.SY19.FROMO0229.txt:10Mar12 06:09 AVIY356

UNXCMD.SY19.FROMO0229.txt:10Mar12 06:09 AVIY356

UNXCMD.SY19.FROMO0229.txt:10Mar12 06:09 AVIY356

UNXCMD.SY19.FROMO0229.txt:10Mar12 06:09 AVIY356

UNXCMD.SY19.FROMO0229.txt:10Mar12 06:09 AVIY356

UNXCMD.SY19.FROMO0229.txt:10Mar12 06:14 AVIY356

UNXCMD.SY19.FROMO0229.txt:10Mar12 06:14 AVIY356

UNXCMD.SY19.FROMO0229.txt:10Mar12 06:18 AVIY356

UNXCMD.SY19.FROMO0229.txt:10Mar12 06:18 AVIY356

UNXCMD.SY19.FROMO0229.txt:10Mar12 06:18 AVIY356

UNXCMD.SY19.FROMO0229.txt:10Mar12 06:18 AVIY356

UNXCMD.SY19.FROMO0229.txt:10Mar12 06:18 AVIY356

UNXCMD.SY19.FROMO0229.txt:10Mar12 06:18 AVIY356

UNXCMD.SY19.FROMO0229.txt:10Mar12 06:18 AVIY356

UNXCMD.SY19.FROMO0229.txt:10Mar12 06:18 AVIY356

UNXCMD.SY19.FROMO0229.txt:10Mar12 06:21 AVIY356

UNXCMD.SY19.FROMO0229.txt:10Mar12 06:21 AVIY356

UNXCMD.SY19.FROMO0229.txt:10Mar12 08:24 AVIY356

UNXCMD.SY19.FROMO0229.txt:10Mar12 08:24 AVIY356

UNXCMD.SY19.FROMO0229.txt:10Mar12 08:24 AVIY356

BPXASA3

BPXASA4

BPXASA6

BPXASA7

BPXASA9

BPXASA1

BPXASA1

BPXASA2

BPXASA2

BPXASA3

BPXASA4

BPXASAS

BPXASA4

BPXASA5

BPXASA2

BPXASA3

BPXASAS

BPXASA6

BPXASAS8

BPXASA9

BPXASA3

BPXASA4

BPXASA1

BPXASA2

203.176.141.205 bes

203.176.141.205 bes

203.176.141.205 bes

203.176.141.205 bes

203.176.141.205 bes

203.176.141.205 bes

203.176.141.205 bes

203.176.141.205 bes

203.176.141.205 bes

203.176.141.205 bes

203.176.141.205 bes

203.176.141.205 bes

203.176.141.205 bes

203.176.141.205 bes

203.176.141.205 bes

203.176.141.205 bes

203.176.141.205 bes

203.176.141.205 bes

203.176.141.205 bes

203.176.141.205 bes

203.176.141.205 bes

203.176.141.205 bes

203.176.141.205 bes

203.176.141.205 bes

BPXASA 203.176.141.205 bes

BPXASAG6

BPXASA7

203.176.141.205 bes

203.176.141.205 bes
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UNXCMD.SY19.FROMO0229.txt:10Mar12 08:24 AVIY356

UNXCMD.SY19.FROMO0229.txt:10Mar12 08:54 AVIY991

UNXCMD.SY19.FROMO0229.txt:10Mar12 08:54 AVIY991

UNXCMD.SY19.FROMO0229.txt:10Mar12 08:54 AVIY991

UNXCMD.SY19.FROMO0229.txt:10Mar12 08:54 AVIY991

UNXCMD.SY19.FROMO0229.txt:10Mar12 08:54 AVIY991

UNXCMD.SY19.FROMO0229.txt:10Mar12 10:28 AVIY991

UNXCMD.SY19.FROMO0229.txt:10Mar12 10:29 AVIY991

UNXCMD.SY19.FROMO0229.txt:10Mar12 10:29 AVIY991

UNXCMD.SY19.FROMO0229.txt:10Mar12 12:55 AVIY991

UNXCMD.SY19.FROM0229.txt:10Mar12 12:55 AVIY991

UNXCMD.SY19.FROMO0229.txt:10Mar12 12:56 AVIY991

UNXCMD.SY19.FROMO0229.txt:10Mar12 12:56 AVIY991

UNXCMD.SY19.FROMO0229.txt:10Mar12 12:56 AVIY991

UNXCMD.SY19.FROMO0229.txt:10Mar12 12:56 AVIY991

BPXASA8 203.176.141.205 bes

AVI1Y9916 192.71.4.33 bes

AVIY9917 192.71.4.33 bes

AVIY9918 192.71.4.33 bes

AVIY991 192.71.4.33 bes

AVIY9918 192.71.4.33 bes

AVIY9918 192.71.4.33 bes

AVIY9911 192.71.4.33 bes

AVIY9912 192.71.4.33 bes

AVIY9911 192.71.4.33 bes

AVIY9912 192.71.4.33 bes

AVIY9919 192.71.4.33 bes

AVI1Y9911 192.71.4.33 bes

AVIY9912 192.71.4.33 bes

AVIY9913 192.71.4.33 bes

Figure 27 Logfiles describing the execution of file "bes" on SY19

Dps

One of the central pieces of tools discovered to be left behind by the perpetrators is a tool
called “dps”. This tool was found on SY19. This tool is believed to be used to tunnel network
traffic between the hacked server and the client computer, maybe even tunneled in several

hops.

The following content was available when we performed a static system call analysis on the

file:

Functions called from main():

fprintf()
inet_addr()
gethostbyname()
gethostbyaddr()
perror()

atol()

socket()

bind()
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listen()
fork()
setsid()
accept()
fdopen()
__errno|)
strerror()
shutdown()
fclose()
waitpid()
memcpy()
connect()
memset()

Sidan 96 av 574
Report

Figure 28 System and library calls performed from the main() function in the uploaded program “dps”

We believe the purpose of this command is to be a simple network server acting as a remote
acces shell tool to allow for an unautenticated entrance into the system. We see that the tools
have been executed from sessions established from the following IP addresses:

e 203.176.141.205 (203.176.141.205)
o 178.18.243.27 (178.18.243.27)

Both are well known addresses used by the perpetrators.

UNXCMD.SY19.FROM0229.txt:10Mar12 07:30 AVIY356

UNXCMD.SY19.FROMO0229.txt:10Mar12 07:32 AVIY356

UNXCMD.SY19.FROMO0229.txt:10Mar12 07:33 AVIY356

UNXCMD.SY19.FROMO0229.txt:10Mar12 07:34 AVIY356

UNXCMD.SY19.FROM0229.txt:10Mar12 07:35 AVIY356

UNXCMD.SY19.FROMO0229.txt:10Mar12 07:44 AVIY356

UNXCMD.SY19.FROMO0229.txt:10Mar12 07:44 AVIY356

UNXCMD.SY19.FROMO0229.txt:10Mar12 07:44 AVIY356

UNXCMD.SY19.FROM0229.txt:10Mar12 07:44 AVIY356

UNXCMD.SY19.FROMO0229.txt:10Mar12 08:07 AVIY356

UNXCMD.SY19.FROMO0229.txt:10Mar12 08:09 AVIY356

UNXCMD.SY19.FROMO0229.txt:10Mar12 08:09 AVIY356

UNXCMD.SY19.FROMO0229.txt:10Mar12 08:13 AVIY356

BPXASA 203.176.141.205 dps
BPXASA6 203.176.141.205 dps
BPXASA7 203.176.141.205 dps
BPXASA8 203.176.141.205 dps
BPXASA9 203.176.141.205 dps
BPXASA 203.176.141.205 dps
BPXASA 203.176.141.205 dps
BPXASA 203.176.141.205 dps
BPXASA 203.176.141.205 dps
BPXASA1 203.176.141.205 dps
BPXASA8 203.176.141.205 dps
BPXASA9 203.176.141.205 dps

BPXASA1 203.176.141.205 dps
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UNXCMD.SY19.FROMO0229.txt:10Mar12 08:14 AVIY356

UNXCMD.SY19.FROMO0229.txt:10Mar12 08:23 AVIY356

UNXCMD.SY19.FROMO0229.txt:10Mar12 08:23 AVIY356

UNXCMD.SY19.FROMO0229.txt:10Mar12 08:24 AVIY356

UNXCMD.SY19.FROMO0229.txt:10Mar12 08:25 AVIY356

UNXCMD.SY19.FROMO0229.txt:10Mar12 08:25 AVIY356

UNXCMD.SY19.FROMO0229.txt:10Mar12 08:29 AVIY356

UNXCMD.SY19.FROM0229.txt:10Mar12 08:34 AVIY356

UNXCMD.SY19.FROMO0229.txt:10Mar12 08:34 AVIY356

UNXCMD.SY19.FROMO0229.txt:10Mar12 08:35 AVIY356

UNXCMD.SY19.FROMO0229.txt:10Mar12 08:35 AVIY356

UNXCMD.SY19.FROM0229.txt:10Mar12 08:35 AVIY356

UNXCMD.SY19.FROM0229.txt:10Mar12 08:35 AVIY356

UNXCMD.SY19.FROMO0229.txt:10Mar12 08:36 AVIY356

UNXCMD.SY19.FROM0229.txt:10Mar12 08:36 AVIY356

UNXCMD.SY19.FROM0229.txt:10Mar12 08:36 AVIY356

UNXCMD.SY19.FROM0229.txt:10Mar12 08:52 AVIY356

UNXCMD.SY19.FROM0229.txt:10Mar12 08:52 AVIY356

UNXCMD.SY19.FROM0229.txt:10Mar12 08:53 AVIY356

UNXCMD.SY19.FROMO0229.txt:10Mar12 08:54 AVIY356

UNXCMD.SY19.FROMO0229.txt:10Mar12 08:55 AVIY356

UNXCMD.SY19.FROMO0229.txt:10Mar12 08:56 AVIY356

UNXCMD.SY19.FROMO0229.txt:10Mar12 09:11 AVIY356

UNXCMD.SY19.FROMO0229.txt:10Mar12 10:44 AVIY356

UNXCMD.SY19.FROMO0229.txt:10Mar12 11:02 AVIY356

UNXCMD.SY19.FROMO0229.txt:10Mar12 11:02 AVIY356

UNXCMD.SY19.FROM0229.txt:10Mar12 11:17 AVIY356

BPXASA2

203.176.141.205 dps

BPXASA 203.176.141.205 dps

BPXASA 203.176.141.205 dps

BPXASA3

BPXASA8

BPXASA9

BPXASA2

BPXASA4

BPXASA6

BPXASA1

BPXASAS

BPXASA2

BPXASA7

203.176.141.205 dps
203.176.141.205 dps
203.176.141.205 dps
203.176.141.205 dps
203.176.141.205 dps
203.176.141.205 dps
203.176.141.205 dps
203.176.141.205 dps
203.176.141.205 dps

203.176.141.205 dps

BPXASA 203.176.141.205 dps

BPXASA 203.176.141.205 dps

BPXASA7

203.176.141.205 dps

BPXASA 203.176.141.205 dps

BPXASA6

BPXASA7

BPXASAS8

BPXASAS

BPXASAS

BPXASA1

BPXASA4

BPXASAS

BPXASA6

BPXASA7

203.176.141.205 dps
203.176.141.205 dps
203.176.141.205 dps
203.176.141.205 dps
203.176.141.205 dps
203.176.141.205 dps
203.176.141.205 dps
203.176.141.205 dps
203.176.141.205 dps

203.176.141.205 dps
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UNXCMD.SY19.FROMO0229.txt:10Mar12 11:46 AVIY356

UNXCMD.SY19.FROMO0229.txt:10Mar12 11:46 AVIY356

UNXCMD.SY19.FROMO0229.txt:10Mar12 11:46 AVIY356

UNXCMD.SY19.FROMO0229.txt:10Mar12 11:46 AVIY356

UNXCMD.SY19.FROMO0229.txt:10Mar12 12:09 AVIY356

UNXCMD.SY19.FROMO0229.txt:10Mar12 17:00 AVIY356

UNXCMD.SY19.FROMO0229.txt:10Mar12 17:00 AVIY356

UNXCMD.SY19.FROMO0229.txt:10Mar12 17:18 AVIY356

UNXCMD.SY19.FROMO0229.txt:10Mar12 19:16 AVIY356

UNXCMD.SY19.FROMO0229.txt:10Mar12 19:16 AVIY356

UNXCMD.SY19.FROMO0229.txt:10Mar12 19:17 AVIY356

UNXCMD.SY19.FROMO0229.txt:10Mar12 19:18 AVIY356

UNXCMD.SY19.FROMO0229.txt:10Mar12 19:18 AVIY356

UNXCMD.SY19.FROMO0229.txt:10Mar12 19:18 AVIY356

UNXCMD.SY19.FROMO0229.txt:10Mar12 19:18 AVIY356

UNXCMD.SY19.FROMO0229.txt:10Mar12 19:19 AVIY356

UNXCMD.SY19.FROM0229.txt:10Mar12 19:20 AVIY356

UNXCMD.SY19.FROMO0229.txt:10Mar12 19:21 AVIY356

UNXCMD.SY19.FROMO0229.txt:10Mar12 19:22 AVIY356

UNXCMD.SY19.FROMO0229.txt:10Mar12 19:24 AVIY356

UNXCMD.SY19.FROMO0229.txt:10Mar12 19:26 AVIY356

UNXCMD.SY19.FROMO0229.txt:10Mar12 20:06 AVIY356

UNXCMD.SY19.FROMO0229.txt:10Mar12 20:06 AVIY356

BPXASAS8

BPXASA9

BPXASA1

BPXASA2

BPXASA4

BPXASA3

BPXASA9

BPXASA2

BPXASA3

BPXASA4

BPXASAS

BPXASA6

BPXASA7

BPXASAS8

BPXASA9

BPXASA1

BPXASAS

BPXASA6

BPXASA7

BPXASA2

BPXASA3

BPXASAS

BPXASA7

203.176.141.205 dps
203.176.141.205 dps
203.176.141.205 dps
203.176.141.205 dps
203.176.141.205 dps
203.176.141.205 dps
203.176.141.205 dps
203.176.141.205 dps
203.176.141.205 dps
203.176.141.205 dps
203.176.141.205 dps
203.176.141.205 dps
203.176.141.205 dps
203.176.141.205 dps
203.176.141.205 dps
203.176.141.205 dps
203.176.141.205 dps
203.176.141.205 dps
203.176.141.205 dps
203.176.141.205 dps
203.176.141.205 dps
203.176.141.205 dps

203.176.141.205 dps

UNXCMD.SY19.FROMO0313.txt:15Mar12 19:18 SUPERUSR TN3270 178.18.243.27 dps

UNXCMD.SY19.FROMO0313.txt:15Mar12 19:18 SUPERUSR TN32708 178.18.243.27 dps
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UNXCMD.SY19.FROMO0313.txt:15Mar12 19:19 SUPERUSR TN32709
UNXCMD.SY19.FROMO0313.txt:15Mar12 19:24 SUPERUSR TN32701
UNXCMD.SY19.FROMO0313.txt:15Mar12 19:26 SUPERUSR TN32702
UNXCMD.SY19.FROMO0313.txt:15Mar12 19:28 SUPERUSR TN32703
UNXCMD.SY19.FROMO0313.txt:15Mar12 19:32 SUPERUSR TN32704
UNXCMD.SY19.FROMO0313.txt:15Mar12 19:34 SUPERUSR TN32705
UNXCMD.SY19.FROMO0313.txt:15Mar12 19:37 SUPERUSR TN32706

UNXCMD.SY19.FROMO0313.txt:15Mar12 19:51 SUPERUSR TN32707

178.18.243.27 dps
178.18.243.27 dps
178.18.243.27 dps
178.18.243.27 dps
178.18.243.27 dps
178.18.243.27 dps
178.18.243.27 dps

178.18.243.27 dps

UNXCMD.SY19.FROMO0313.txt:15Mar12 20:15 SUPERUSR TN3270 178.18.243.27 dps

UNXCMD.SY19.FROMO0313.txt:15Mar12 20:15 SUPERUSR TN32708
UNXCMD.SY19.FROMO0313.txt:15Mar12 20:16 SUPERUSR TN32709
UNXCMD.SY19.FROMO0313.txt:15Mar12 20:16 SUPERUSR TN32701
UNXCMD.SY19.FROMO0313.txt:15Mar12 20:16 SUPERUSR TN32702
UNXCMD.SY19.FROMO0313.txt:15Mar12 20:18 SUPERUSR TN32703
UNXCMD.SY19.FROMO0313.txt:15Mar12 20:20 SUPERUSR TN3270
UNXCMD.SY19.FROMO0313.txt:15Mar12 20:21 SUPERUSR TN3270
UNXCMD.SY19.FROMO0313.txt:15Mar12 20:21 SUPERUSR TN3270
UNXCMD.SY19.FROMO313.txt:15Mar12 20:21 SUPERUSR TN3270
UNXCMD.SY19.FROMO0313.txt:15Mar12 20:22 SUPERUSR TN3270
UNXCMD.SY19.FROMO0313.txt:15Mar12 20:22 SUPERUSR TN3270
UNXCMD.SY19.FROMO0313.txt:15Mar12 20:22 SUPERUSR TN32706
UNXCMD.SY19.FROMO0313.txt:15Mar12 20:24 SUPERUSR TN32707
UNXCMD.SY19.FROMO0313.txt:15Mar12 20:24 SUPERUSR TN32708
UNXCMD.SY19.FROMO0313.txt:15Mar12 20:29 SUPERUSR TN32708
UNXCMD.SY19.FROMO0313.txt:15Mar12 20:43 SUPERUSR TN32701
UNXCMD.SY19.FROMO0313.txt:15Mar12 20:45 SUPERUSR TN32709

UNXCMD.SY19.FROMO0313.txt:15Mar12 20:51 SUPERUSR TN32702

178.18.243.27 dps
178.18.243.27 dps
178.18.243.27 dps
178.18.243.27 dps
178.18.243.27 dps
178.18.243.27 dps
178.18.243.27 dps
178.18.243.27 dps
178.18.243.27 dps
178.18.243.27 dps
178.18.243.27 dps
178.18.243.27 dps
178.18.243.27 dps
178.18.243.27 dps
178.18.243.27 dps
178.18.243.27 dps
178.18.243.27 dps

178.18.243.27 dps
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UNXCMD.SY19.FROMO0313.txt:15Mar12 20:54 SUPERUSR TN32709

UNXCMD.SY19.FROMO0313.txt:15Mar12 20:55 SUPERUSR TN32701

UNXCMD.SY19.FROMO0313.txt:15Mar12 20:55 SUPERUSR TN32704

UNXCMD.SY19.FROMO0313.txt:15Mar12 20:56 SUPERUSR TN32702

UNXCMD.SY19.FROMO0313.txt:15Mar12 21:04 SUPERUSR TN32703

UNXCMD.SY19.FROMO0313.txt:15Marl12 21:05 SUPERUSR TN32704

UNXCMD.SY19.FROMO0313.txt:15Marl12 21:13 SUPERUSR TN32705

UNXCMD.SY19.FROMO0313.txt:15Mar12 21:18 SUPERUSR TN32707

UNXCMD.SY19.FROMO313.txt:15Mar12 21:21 SUPERUSR TN32706

UNXCMD.SY19.FROMO0313.txt:15Mar12 22:22 SUPERUSR TN32703

UNXCMD.SY19.FROMO0313.txt:15Mar12 22:52 SUPERUSR TN32704

UNXCMD.SY19.FROMO0313.txt:15Mar12 22:55 SUPERUSR TN32705

UNXCMD.SY19.FROMO0313.txt:15Mar12 22:56 SUPERUSR TN32706

UNXCMD.SY19.FROMO0313.txt:15Mar12 23:01 SUPERUSR TN32707

UNXCMD.SY19.FROMO0313.txt:15Mar12 23:06 SUPERUSR TN32708

UNXCMD.SY19.FROMO0313.txt:15Mar12 23:26 SUPERUSR TN32709

UNXCMD.SY19.FROMO0313.txt:15Mar12 23:36 SUPERUSR TN32701

UNXCMD.SY19.FROMO0313.txt:16Mar12 00:08 SUPERUSR TN32703

UNXCMD.SY19.FROMO0313.txt:16Mar12 00:19 SUPERUSR TN32708

UNXCMD.SY19.FROMO0313.txt:16Mar12 00:19 SUPERUSR TN32708

UNXCMD.SY19.FROMO0313.txt:16Mar12 00:19 SUPERUSR TN32708

UNXCMD.SY19.FROMO0313.txt:16Mar12 02:04 SUPERUSR TN32704

UNXCMD.SY19.FROMO0313.txt:16Mar12 02:04 SUPERUSR TN32704

UNXCMD.SY19.FROMO0313.txt:16Mar12 02:04 SUPERUSR TN32704

UNXCMD.SY19.FROMO0313.txt:16Mar12 02:10 SUPERUSR TN32705

UNXCMD.SY19.FROMO0313.txt:16Mar12 02:10 SUPERUSR TN32705

UNXCMD.SY19.FROMO0313.txt:16Mar12 02:10 SUPERUSR TN32705

178.18.243.27 dps
178.18.243.27 dps
178.18.243.27 dps
178.18.243.27 dps
178.18.243.27 dps
178.18.243.27 dps
178.18.243.27 dps
178.18.243.27 dps
178.18.243.27 dps
178.18.243.27 dps
178.18.243.27 dps
178.18.243.27 dps
178.18.243.27 dps
178.18.243.27 dps
178.18.243.27 dps
178.18.243.27 dps
178.18.243.27 dps
178.18.243.27 dps
178.18.243.27 dps
178.18.243.27 dps
178.18.243.27 dps
178.18.243.27 dps
178.18.243.27 dps
178.18.243.27 dps
178.18.243.27 dps
178.18.243.27 dps

178.18.243.27 dps
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UNXCMD.SY19.FROMO0313.txt:16Mar12 02:15 SUPERUSR TN32706
UNXCMD.SY19.FROMO0313.txt:16Mar12 02:15 SUPERUSR TN32706
UNXCMD.SY19.FROMO0313.txt:16Mar12 02:15 SUPERUSR TN32706
UNXCMD.SY19.FROMO0313.txt:16Mar12 02:19 SUPERUSR TN32707
UNXCMD.SY19.FROMO0313.txt:16Mar12 02:19 SUPERUSR TN32707
UNXCMD.SY19.FROMO0313.txt:16Mar12 02:19 SUPERUSR TN32707
UNXCMD.SY19.FROMO0313.txt:16Mar12 02:20 SUPERUSR TN32708
UNXCMD.SY19.FROMO0313.txt:16Mar12 02:20 SUPERUSR TN32708
UNXCMD.SY19.FROMO0313.txt:16Mar12 02:20 SUPERUSR TN32708
UNXCMD.SY19.FROMO0313.txt:16Marl12 02:32 SUPERUSR TN32709
UNXCMD.SY19.FROMO0313.txt:16Mar12 02:32 SUPERUSR TN32709
UNXCMD.SY19.FROMO0313.txt:16Marl12 02:32 SUPERUSR TN32709
UNXCMD.SY19.FROMO0313.txt:16Mar12 02:52 SUPERUSR TN32701
UNXCMD.SY19.FROMO0313.txt:16Mar12 02:52 SUPERUSR TN32701
UNXCMD.SY19.FROMO0313.txt:16Mar12 02:52 SUPERUSR TN32701
UNXCMD.SY19.FROMO0313.txt:16Mar12 02:53 SUPERUSR TN32702
UNXCMD.SY19.FROMO0313.txt:16Mar12 02:53 SUPERUSR TN32702
UNXCMD.SY19.FROMO0313.txt:16Mar12 02:53 SUPERUSR TN32702
UNXCMD.SY19.FROMO0313.txt:16Mar12 03:21 SUPERUSR TN32709
UNXCMD.SY19.FROMO0313.txt:16Mar12 03:21 SUPERUSR TN32709
UNXCMD.SY19.FROMO0313.txt:16Mar12 03:21 SUPERUSR TN32709
UNXCMD.SY19.FROMO0313.txt:16Mar12 03:31 SUPERUSR TN32703
UNXCMD.SY19.FROMO0313.txt:16Mar12 03:31 SUPERUSR TN32703
UNXCMD.SY19.FROMO0313.txt:16Mar12 03:31 SUPERUSR TN32703
UNXCMD.SY19.FROMO0313.txt:16Mar12 04:14 SUPERUSR TN32702
UNXCMD.SY19.FROMO0313.txt:16Mar12 04:14 SUPERUSR TN32702

UNXCMD.SY19.FROMO0313.txt:16Mar12 04:14 SUPERUSR TN32702

178.18.243.27 dps
178.18.243.27 dps
178.18.243.27 dps
178.18.243.27 dps
178.18.243.27 dps
178.18.243.27 dps
178.18.243.27 dps
178.18.243.27 dps
178.18.243.27 dps
178.18.243.27 dps
178.18.243.27 dps
178.18.243.27 dps
178.18.243.27 dps
178.18.243.27 dps
178.18.243.27 dps
178.18.243.27 dps
178.18.243.27 dps
178.18.243.27 dps
178.18.243.27 dps
178.18.243.27 dps
178.18.243.27 dps
178.18.243.27 dps
178.18.243.27 dps
178.18.243.27 dps
178.18.243.27 dps
178.18.243.27 dps

178.18.243.27 dps
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UNXCMD.SY19.FROMO0313.txt:16Mar12 05:48 SUPERUSR TN32704

UNXCMD.SY19.FROMO0313.txt:16Mar12 05:48 SUPERUSR TN32704

UNXCMD.SY19.FROMO0313.txt:16Mar12 05:48 SUPERUSR TN32704

UNXCMD.SY19.FROMO0313.txt:16Mar12 06:00 SUPERUSR TN32705

UNXCMD.SY19.FROMO0313.txt:16Mar12 06:00 SUPERUSR TN32705

UNXCMD.SY19.FROMO0313.txt:16Mar12 06:00 SUPERUSR TN32705

UNXCMD.SY19.FROMO0313.txt:16Mar12 06:51 SUPERUSR TN32707

UNXCMD.SY19.FROMO0313.txt:16Mar12 06:51 SUPERUSR TN32707

UNXCMD.SY19.FROMO0313.txt:16Mar12 06:51 SUPERUSR TN32707

UNXCMD.SY19.FROMO0313.txt:16Mar12 06:52 SUPERUSR TN32708

UNXCMD.SY19.FROMO0313.txt:16Mar12 06:52 SUPERUSR TN32708

UNXCMD.SY19.FROMO0313.txt:16Mar12 06:52 SUPERUSR TN32708

UNXCMD.SY19.FROMO0313.txt:16Mar12 07:04 SUPERUSR TN32706

UNXCMD.SY19.FROMO0313.txt:16Mar12 07:04 SUPERUSR TN32706

UNXCMD.SY19.FROMO0313.txt:16Mar12 07:04 SUPERUSR TN32706

UNXCMD.SY19.FROMO0313.txt:16Mar12 07:19 SUPERUSR TN32701

UNXCMD.SY19.FROMO0313.txt:16Mar12 07:19 SUPERUSR TN32701

UNXCMD.SY19.FROMO0313.txt:16Mar12 07:19 SUPERUSR TN32701

UNXCMD.SY19.FROMO0313.txt:16Mar12 07:33 SUPERUSR TN32709

UNXCMD.SY19.FROMO0313.txt:16Mar12 07:33 SUPERUSR TN32709

UNXCMD.SY19.FROMO313.txt:16Mar12 07:33 SUPERUSR TN32709

UNXCMD.SY19.FROMO0313.txt:16Mar12 08:06 SUPERUSR TN32702

UNXCMD.SY19.FROMO0313.txt:16Mar12 08:06 SUPERUSR TN32702

UNXCMD.SY19.FROMO0313.txt:16Mar12 08:06 SUPERUSR TN32702

UNXCMD.SY19.FROMO0313.txt:16Mar12 09:11 SUPERUSR TN32703

UNXCMD.SY19.FROMO0313.txt:16Mar12 09:11 SUPERUSR TN32703

UNXCMD.SY19.FROMO0313.txt:16Mar12 09:11 SUPERUSR TN32703

178.18.243.27 dps
178.18.243.27 dps
178.18.243.27 dps
178.18.243.27 dps
178.18.243.27 dps
178.18.243.27 dps
178.18.243.27 dps
178.18.243.27 dps
178.18.243.27 dps
178.18.243.27 dps
178.18.243.27 dps
178.18.243.27 dps
178.18.243.27 dps
178.18.243.27 dps
178.18.243.27 dps
178.18.243.27 dps
178.18.243.27 dps
178.18.243.27 dps
178.18.243.27 dps
178.18.243.27 dps
178.18.243.27 dps
178.18.243.27 dps
178.18.243.27 dps
178.18.243.27 dps
178.18.243.27 dps
178.18.243.27 dps

178.18.243.27 dps
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UNXCMD.SY19.FROMO0313.txt:16Mar12 09:27 SUPERUSR TN32704

UNXCMD.SY19.FROMO313.txt:16Mar12 09:27 SUPERUSR TN32704

UNXCMD.SY19.FROMO0313.txt:16Mar12 09:27 SUPERUSR TN32704

UNXCMD.SY19.FROMO0313.txt:16Mar12 19:41 SUPERUSR TN32705

UNXCMD.SY19.FROMO0313.txt:16Mar12 19:41 SUPERUSR TN32705

UNXCMD.SY19.FROMO0313.txt:16Mar12 19:43 SUPERUSR TN32706

UNXCMD.SY19.FROMO0313.txt:16Mar12 19:51 SUPERUSR TN32707

UNXCMD.SY19.FROMO0313.txt:19Mar12 15:28 SUPERUSR TN32701

UNXCMD.SY19.FROMO0313.txt:19Mar12 15:37 SUPERUSR TN32702

UNXCMD.SY19.FROMO0313.txt:19Mar12 16:05 SUPERUSR TN32705

UNXCMD.SY19.FROMO0313.txt:19Mar12 16:05 SUPERUSR TN32707

UNXCMD.SY19.FROMO0313.txt:19Mar12 16:05 SUPERUSR TN32707

178.18.243.27 dps
178.18.243.27 dps
178.18.243.27 dps
178.18.243.27 dps
178.18.243.27 dps
178.18.243.27 dps
178.18.243.27 dps
178.18.243.27 dps
178.18.243.27 dps
178.18.243.27 dps
178.18.243.27 dps

178.18.243.27 dps

Figure 29 Log showing the execution of the program "dps" on SY19

enum.c

The following C source code was a copy obtained from the investigating police. It is believed to

be used by the perpetrators on the systems.

<stdio.h>
<stdlib.h>
<unistd.h>
<string.h>
<pwd.h>

#include
#include
#include
#include
#include

int main(int argc, char *argv([])
{

unsigned int a,b;

if (argc <2) exit(l);

a = atoi(argv([l]);
b=(argc>2) ?atoi (argv[2]) :
printf ("%u...%u\n", a,b);
(a <= b)

(~0)

while
{
struct passwd *pw = getpwuid((uid t)a);
if (pw!=NULL)

{

printf ("%u %u:%u %s %s %s\n", a,
(unsigned int)pw->pw

}

at++;

}

gid, pw->pw_name, pw->pw_dir, pw->pw_shell);

(unsigned int)pw->pw_uid,
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return O;

}

Figure 30 C source code listning for program "enum.c" that enumerates users from the account database

It is a simple C program that traverse the /etc/password-type of user data base available on a
POSIX / unix system and then list username, uid, gid, full name, home directory and finaly start

shell.

Kuku
This file was seen on SY19. It was stored in /tmp

—rWXr—-xXr—x 1 BPXDFLTU D384 738 Mar 5 13:57 kuku

Figure 31 File metadata for file "kuku"

As can be seen from the file metadata, the program “kuku” was created, or changed, on March
5" by the user DPXDFLTU.

TCP_FTP_SERVER T SY19 0201-0309.csv:2012-03-05;13.00.00;2012-03-05-
13.57.18.220000; 2UNKNOWN; SY19;;217.150.174.80;21; ; ; STOR; sE0; BSN0058;4; S
;F;H;12.57.18;12.57.18;773;S;;;;FTPDl;semainf;178.18.243.27;2804; /tmp/kuku

Figure 32 Extracts from the FTP logs showing how the file "kuku" where UPLOADED

As can be seen from this extract, the file was uploaded by the user “BSN0058”, an acoount
known to be used by the perpetrators at this time.

TCP_FTP_SERVER_T_SY19 0201-0309.csv:2012-03-08;13.00.00;2012-03~
08-
13.45.26.600000; 2UNKNOWN; SY19;;217.150.174.80;21;; ; RETR; sEg; spr

BI08;I;S;F;H;12.45.26;12.45.26;738;S5;;;;FTPD1l;semainf;46.59.51.181
;59347; /tmp/kuku

TCP_FTP_SERVER_T_SY19 0201-0309.csv:2012-03-08;14.00.00;2012-03~-
08-
14.33.06.770000; 2UNKNOWN; SY19;;217.150.174.80;21;;; RETR; seo;asT

0936;I;S;F;H;13.33.06;13.33.06;738;S;;;;FTPDl;semainf;46.59.51.181
;62847; /SYSTEM/ tmp/kuku

Figure 33 Extracts from the FTP logs showing how the file "kuku" where DOWNLOADED

One interesting sidenote is that other users, perpetrators, did download that file at a later

stage.

This file was missing from the system, since it was deleted when there was an alarming
shortage of diskspace during the attack — but before the technical users of the system staff had
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any knowledge of an ongoing attack. This file has been recovered as part of the police
investigation. This is the content of that file

<< Content removed from this version of the resport due to confidentiality requirements >>

The logic of the program script is

e Check if we already is uid 0, the root user that is, thus spawn a interactive command
interpreter (shell) for that user

e If not called with the command line flag “kuku” , then execute the program cnmeunix
in the directory /usr/lpp/netview/v5rl/bin/cnmeunix (which does not exist on
SY19) and manipulate that setuid program so that it run the script — as root.

The script “kuku” contained a bug — the file cnmeunix is not placed in v5r1 on SY19 and thus
failed to execute properly. The perpetrator did notice this and did an edited version of the
script called “duku” where cnmeunix is correctly referenced in the directory path
/usr/lpp/netview/v5r4/bin/. Forinformation on duku, see next chapter. Similarily, he
created a copy called “duqu”, see page 130.

Duku

This file was seen on SYS19. It was stored in /tmp

As evident from a file listing obtained from one perpetrators machine, this file is saved as:

|-rwxr-xr-x 1 BPXDFLTU D384 738 Mar 5 13:58 duky
Figure 34 File metadata for file "duku"

Later it was downloaded again

TCP_FTP_SERVER_T_SY19_0201-0309.csv:2012-03-08;13.00.00;2012-03-08-

13.45.25.860000;UNKNOWN;SY19;;217.150.174.80;21;; RE TR ;sEQ;sPRBI0S;1;5;F;H; 12.45.25:12.45.25,7
38;5;;;;FTPDl;semainf;46.59.51.181;59347;/tm p/duku

TCP_FTP_SERVER_T_SY19_0201-0309.csv:2012-03-08;14.00.00;2012-03-08-

14.33.06.000000;?UNKNOWN;SY19;;217.150.174.80;21;;; R ET R;SEQ;ASIO936;I;S;F; H;13.33.05;13.33.05;7

38;5;;;;FTPD1;semainf;46.59.51.181;62847,/ SYSTEM /tmp/duku

Figure 35 Extracts from the FTP logs showing how the file "duku" were DOWNLOADED

A technical comment is that when the perpetrator uploads the script kuku, it contains the
active attack on one line with the following content:
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address syscall 'spawn /usr/lpp/netview/v5rl/bin/cnmeunix 0 . parm. env.'

The program cnmeunix fail to run, because of a directory path that is invalid on SY19. This was
edited on the fly by the perpetrator with the following USS command line:

cat /tmp/kuku | sed 's, v5rl,v5rd,g' > /tmp/duku

which substitute the string v5rl with the string v5r4 globally from the file kuku and saves the
content in file duku, thus the reason why both kuku and duku exists on the system.

This is the content of the file duku, as recreated from kuku

<< Content removed from this version of the report due to confidentiality requirements >>

The logic of the program script is

e Check if we already is uid O, the root user that is, thus spawn a interactive command
interpreter (shell) for that user

e If notcalled with the command line flag “kuku” , then execute the program cnmeunix
and manipulate that setuid program so that it run the script — as root.

From session logs obtained from the police, from the file “toandreas.log”, we can see that the
perpetrator managed to run the script, see the following log extract, which show that the duku
program is runned when the perpetrator perform a “ps” command:

BPXDFLTU 1257 1% —412:00:27 2 18h57 DFHKETCB
BPXDFLTU 1258 - 12:00:27 2 18h57 DFHKETCB
BPXDFLTU 1261 1 - 12:00:27 2 18h57 DFHKETCB
DAF1460 67110137 46 - 12:54:01 ° 0:00 /usr/sbin/ftpdns
2136053648
BPXDFLTU 1274 1 - 12:00:27 2 18h57 DFHKETCB
SUPERUSR 67110141 67111743 - 12:58:57 2 0:00 /tmp/duku kuku
BPXDFLTU 1278 1 - 12:00:27 ? 18h57 DFHKETCB
BPXDFLTU 1281 1 -12:00:27 2 18h57 DFHKETCB
BPXDFLTU 33555845 1 - 12:58:14 2 0:25 DFHKETCB
BPXDFLTU 16778831 1 - 23:24:17 2 0:25 DFHKETCB
SUPERUSR 83887711 S Feb 27 ? 0:22 EXEC
BPXDFLTU 1637 1 - 23:24:05 7 0:13 DFHKETCB
BPXDFLTU 16778864 1 - 23:24:12 2 0:25 DFHKETCB

Figure 36 Extract from "ps" output.

a.env a.k.a CSQXDISP
This is a software that have been uploaded, installed, copied into several copies, and executed
on SY19.

The first time the file a.env is uploaded is 2012-02-25, very early during the actual incident.
The file is then uploaded several more times, with bigger file size. The following extracts from

the SY19 FTP logs show this:
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2012-02-25;04.00.00;2012-02-25-

04.55.53.370000; AUNKNOWN; SY19;;217.150.174.80;21; ;;STOR; SEQ;AVIY356;I;S;F;H;03.55.53
;03.55.53;98304;S;;;;FTPDl;semainf;178.18.243.27;6711;/tmp/a.env
2012-02-25;06.00.00;2012-02-25-

06.05.26.8000OO;AUNKNOWN;SY19;;217.150.174.80;21;;;STOR; SEQ;AVIY356;I;S;F;H;05.05.26

;05.05.26;98304;S;;;;FTPD]l;semainf;178.18.243.27;60566;/tmp/a.env

Figure 37 File upload of "a.env" to SY19

He then later deletes this file and uploads it again

2012-02-25;06.00.00;2012-02-25-

06.47.25.320000; AUNKNOWN; SY19;;217.150.174.80;21;; ;DELE;SEQ;AVIY356;A;S;F;H;05.47.25

;05.47.25;0;5;;,-;FTle;semainf;178.18.243.27;60566;/tInp/a .env

2012-02-26;13.00.00;2012-02-26-

13.34.45.270000; AUNKNOWN; SY19;;217.150.174.80;21; ;;STOR;SE‘.Q;AVIY356;I;S;F;H;12.34.45

;12.34.45;98304;S;;;; FTPD1;semainf;178.18.243.27;42772; /tmp/a .env

2012-02-26;13.00.00;2012-02-26-

13.53.16.2000OO;AUNKNOWN;SY19;;217.150.174.80;21;;;DELE;SEQ;AVIY356;A;S;F;H;12.53.16

;12.53.16;0;5;;;;FTPDl;semainf;178.18.243.27;32488;/tmp/a .env

2012-03-04;08.00.00;2012-03-04-

08.13.08.090000; AUNKNOWN; SY19;;217.150.174.80;21; ;;STOR; SEQ;BSN0058;I;S;F;H;07.13.07

,-o7.13.08,-98304;5;,-,-;FTPDl;semainf;178.18.243.27;49814;/tlnp/a .env

Figure 38 Deletion and UPLOAD of other versions of "a.env" to SY19

2012-03-04;08.00.00;2012-03-04-

08.15.22.870000;AUN KNOWN;SY19;;217.150.174.80;21;;;STO R;SEQ;BSNOOSS;A;S;F;H;07.15.22;07.15.22,’430,’5;;;;FTPDl,’Sem

ainf;178.18.243.27;49814;/tm p/a jCl

Figure 39 File upload of program "a.jcl"

Of some notice should be that the a.env, as well as many other files, have been downloaded by
using other user accounts and by using other IP addresses than the accounts and addresses
used by uploaders.

2012-03-08;13.00.00;2012-03-08~
13.45.23.090000; AUNKNOWN; SY19;;217.150.174.80;21;;;RETR; SEQ; SPRBIO8;I;S;F;H;12.45.22;12.
45.22;98304;S;;;;FTPDl;semainf;46.59.51.181;59347; /tmp/a.env
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2012-03-08;14.00.00;2012-03-08~-
14.33.02.260000; AUNKNOWN; SY19;;217.150.174.80;21;;;RETR; SEQ;ASI0936;I;S;F;H;13.33.02;13.
33.02;98304;S;;;;FTPDl;semainf;46.59.51.181;62847; /SYSTEM/tmp/a.env

Figure 40 File download of "a.env"

There is evidence that this program, a.env, have been executed in SY19. The process listing
shown next is listed in more full. It is obtained from a session log from the police investigation
of the suspected perpetrators computer. The log is believed from 5 of March 2012, from
other activities close to this listing in the log. It list three things of specific importance:

e Two instances of a.env executing
e The execution of a.env is done as “BPXDFLTU”, not SUPSERUSR
e There is also an execution of “duku” root trampoline hack

UIlD PID PPID C STIME TTY TIME CMD
SUPERUSR 1 0 - Feb 12 ? 1:28 BPXPINPR
SUPERUSR 33554434 SR Feb 12 ? 2h09 EZBTCPIP
SUPERUSR 16777219 1 - Feb 12 ? 0:00 CEAPSRVR
SUPERUSR 83886084 1 -~ Feb 12 ? 2h09 EZASASUB
SUPERUSR 16777221 Iy Feb 12 ? 33:12 OMPROUTE
SUPERUSR 16777222 SR Feb 12 ? 2h09 EZACFALG
SUPERUSR 33554439 SR Feb 12 ? 11:38 EZBTNINI
SUPERUSR 33554440 1 - Feb 12 ? 11:38 EZBTXLUR
SUPERUSR 33554441 1 - Feb 12 ? 11:38 EZBTXLUS
SUPERUSR 33554442 1 - Feb 12 ? 11:38 EZBTTSSL
SUPERUSR 33554443 I Feb 12 ? 11:38 EZBTMCTL
SUPERUSR 50331660 IR Feb 13 ? 11:38 EZBTTMST
SUPERUSR 33554445 1 - Feb 12 ? 11:38 EZBTTMST
SUPERUSR 33554446 1 = Feb 12 ? 1h27 GSVXMAIN
SUPERUSR 15 i - Feb 12 ? 9:52 GSVXMAIN
SUPERUSR 16 1 - Feb 12 ? 9:52 GSVXVTMC
SUPERUSR 17 1L Feb 12 ? 9:52 GSVXCICC
SUPERUSR 18 1 = Feb 12 ? 1h27 GSVZDTCL
SUPERUSR 50331668 1 - Feb 12 ? 0:00 /usr/sbin/inetd -d
/etc/inetd.conf

HIS 21 1 - Feb 12 ? 0:00 HISINIT
SUPERUSR 50331670 1 = Feb 27 ? 0:42 HZSTKSCH
SUPERUSR 33554455 iR—— Feb 12 ? 0:58 DSNADMTO
BPXDFLTU 16777242 SR Feb 12 2 2:24 SMCQWRK
SUPERUSR 50331676 I Feb 12 2 0:02 DSNVEUS3
SUPERUSR 33554462 STR— Feb 12 ? 10:53 CSQXRCTL
SUPERUSR 31 TR Feb 12 ? 53:14 CSQXJST
SUPERUSR 32 1 - Feb 12 ? 10:53 CSQXJST
SUPERUSR 33 SR Feb 12 ? 53:14 CSQXRCTL
SUPERUSR 34 1 - Feb 12 ? 10: Feb 12 ? 53:14
CSQXRCTL
SUPERUSR 46 1 - Feb 12 ? 1:50 FTPD
BPXDFLTU 47 1 =i Feb 12 ? 1h59 ERB3GMFC
SUPERUSR 58 1 - Feb 12 ? 4h18 DSNVEUS3
SUPERUSR 59 I Feb 12 ? 0:54 DSNADMTO
SUPERUSR 60 IR Feb 12 ? 1:00 DSNADMTO
BPXDFLTU 33554497 1 - Feb 12 ? 1h30 GENTCPSV
BPXDFLTU 50331717 I Feb 12 ? 18h57 DFHSIP
BPXDFLTU 16777286 1 = Feb 12 ? 18h57 DFHKEATT
BPXDFLTU 67108935 1 = Feb 12 ? 18h57 DFHKETCB
BPXDFLTU 16777288 1 = Feb 12 ? 18h57 DFHKETCB
BPXDFLTU 16777289 I Feb 12 ? 18h57 DFHKETCB
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BPXDFLTU 50331724
BPXDFLTU 16777303
BPXDFLTU 83886171
BPXDFLTU 16777309
BPXDFLTU 50331742
BPXDFLTU 50331743
BPXDFLTU 83886176
BPXDFLTU 83886180
SUPERUSR 67109027
/etc/ssh/sshd_config
BPXDFLTU 346
BPXDFLTU 33555234
BPXDFLTU 1257
BPXDFLTU 1258
BPXDFLTU 1261
DAF1460 67110137
2136053648
BPXDFLTU 1274
SUPERUSR 67110141
BPXDFLTU 1278
BPXDFLTU 1281
BPXDFLTU 33555845
BPXDFLTU 16778831
SUPERUSR 83887711
BPXDFLTU 1637
BPXDFLTU 16778864
BPXDFLTU 1655
BPXDFLTU 1674
BPXDFLTU 1676
BPXDFLTU 1687
BPXDFLTU 1688
BPXDFLTU 1692
BPXDFLTU 16778932
2135955344
BPXDFLTU 1732
BPXDFLTU 50333392
BPXDFLTU 1747
BPXDFLTU 1814
BPXDFLTU 33556248
BPXDFLTU 50333476
BPXDFLTU 83887910
BPXDFLTU 1835
BPXDFLTU 67110701
BPXDFLTU 16779091
BPXDFLTU 1880
BPXDFLTU 83887963
BPXDFLTU 33556321
BPXDFLTU 1894
SUPERUSR 83888090
SUPERUSR 67110972
SUPERUSR 83888216
BPXDFLTU 83888290
BPXDFLTU 33556663
SUPERUSR 16779483
BPXDFLTU 33556707
BPXDFLTU 83888360
BPXDFLTU 67111296
BPXDFLTU 2438
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DFHKETCB

DFHKETCB

DFHKETCB

DFHKETCB

DFHSIP

DFHKEATT

DFHKETCB

DFHKETCB
/usr/sbin/sshd -f

DFHKETCB
DFHKETCB
DFHKETCB

DFHKETCB
DFHKETCB
/usr/sbin/ftpdns

DFHKETCB
/tmp/duku kuku
DFHKETCB
DFHKETCB
DFHKETCB
DFHKETCB

EXEC

DFHKETCB
DFHKETCB
EZACICO3
DFHKETCB
DFHKETCB
DFHSIP
DFHKETCB
EZACICO3
/usr/sbin/ftpdns

DFHKEATT
DFHKETCB
DFHKETCB
DFHKETCB
/tmp/a.env
DFHSIP
DFHKETCB
EZACICO3
DFHKETCB
DFHKETCB
DFHKETCB
DFHSIP
DFHSIP
DFHSIP
FTPD
EXEC
/bin/sh
DFHKETCB
DFHSIP
EXEC
DFHKETCB
EZACICO3
DFHKETCB
DFHKETCB

-c /bin/sh

Report
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Figure 41 Process listing showing the execution of "a.env" on SY19
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The following extracts from the SMF type 30 logs shows the execution of the program “a.env”
on SY19.

UNXCMD.SY19.FROM0229.txt: 5Marl2 13:52:09 BSN0058 TCPEFTPS 178.18.243.27
a.env

UNXCMD.SY19.FROM0229.txt: 5Marl2 13:53:12 BSN0O058 TCPFTP4 178.18.243.27

a.env

UNXCMD.SY19.FROM0229.txt: 5Marl2 13:55:24 BSN0O058 TCPFTP5 178.18.243.27
a.env

UNXCMD.SY19.FROM0229.txt: 5Marl2 14:03:21 BSNO058 TCPFTP5 178.18.243.27
a.env

UNXCMD.SY19.FROM0229.txt: S5Marl2 14:03:21 BSNO058 TCPFTP6 178.18.243.27

a.env

UNXCMD.SY19.FROM0229.txt: 5Marl2 14:06:27 BSNO058 TCPFTP5 178.18.243.27

a.env

UNXCMD.SY19.FROM0229.txt: 5Marl2 14:06:29 BSN0058 TCPFTP6 178.18.243.27
a.env

UNXCMD.SY19.FROM0229.txt: 5Marl2 14:14:23 BSN0O0S58 TCPFTP7 178.18.243.27

a.env

UNXCMD.SY19.FROM0229.txt: 5Marl2 14:14:30 BSN0O058 TCPFTP8 178.18.243.27
a.env

UNXCMD.SY19.FROM0229.txt: 5Marl2 14:14:56 BSN0O058 TCPFTP4 178.18.243.27
a.env

UNXCMD.SY19.FROM0229.txt: 5Marl2 14:16:11 BSN0058 TCPFTP9 178.18.243.27
a.env

UNXCMD.SY19.FROM0229.txt: 5Marl2 14:17:35 BSNO058 TCPFTP7 178.18.243.27
a.env

UNXCMD.SY19.FROM0229.txt: 5Marl2 14:17:36 BSNO058 TCPFTP8 178.18.243.27
a.env

UNXCMD.SY19.FROM0229.txt: 5Marl2 14:24:46 BSNO0O58 TCPFTP8 178.18.243.27
a.env

UNXCMD.SY19.FROM0229.txt: S5Marl2 14:25:35 BSN0O058 TCPFTP1 178.18.243.27

a.env

UNXCMD.SY19.FROM0229.txt: 5S5Marl2 14:25:37 BSNO0O58 TCPFTP1 178.18.243.27
a.env

UNXCMD.SY19.FROM0229.txt: 5Marl2 14:27:12 BSN0O058 TCPFTP9 178.18.243.27

a.env

UNXCMD.SY19.FROM0229.txt: 5Marl2 14:27:13 BSN0O058 TCPFTPL 178.18.243.27

a.env

UNXCMD.SY19.FROM0229.txt: 5Marl2 14:27:19 BSNO058 TCPFTP1 178.18.243.27

a.env

UNXCMD.SY19.FROM0229.txt: 5S5Marl2 14:27:19 BSN0058 TCPFTP2 178.18.243.27

a.env
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UNXCMD.SY19.FROM0229.txt: 5Marl2 16:03:32 BSNO0O58 TCPFTP6 178.18.243.27
a.env

UNXCMD.SY19.FROM0229.txt: 5Marl2 16:10:35 BSNO058 TCPFTP7 178.18.243.27
a.env

UNXCMD.SY19.FROM0229.txt: 5Marl2 16:10:38 BSNO058 TCPFTP8 178.18.243.27
a.env

UNXCMD.SY19.FROM0229.txt: 5Marl2 16:14:38 BSNO058 TCPFTP9 178.18.243.27
a.env

UNXCMD.SY19.FROM0229.txt: 5Marl2 16:14:39 BSNO058 TCPFTP8 178.18.243.27
a.env

UNXCMD.SY19.FROM0229.txt: 5Marl2 16:20:53 BSN0O058 TCPFTP3 178.18.243.27
a.env

UNXCMD.SY19.FROM0229.txt: 5Marl2 16:21:42 BSNO0O58 TCPFTP1 178.18.243.27
a.env

UNXCMD.SY19.FROM0229.txt: S5Marl2 16:21:44 BSNO058 TCPFTP1 178.18.243.27
a.env

UNXCMD.SY19.FROMO229.txt: 5Marl2 16:25:43 BSN0058 TCPFTP1 178.18.243.27
a.env

UNXCMD.SY19.FROM0229.txt: 5Marl2 16:25:45 BSN0O058 TCPFTP2 178.18.243.27
a.env

UNXCMD.SY19.FROM0229.txt: 5Marl2 16:29:37 BSNO0O58 TCPFTP9 178.18.243.27
a.env

UNXCMD.SY19.FROM0229.txt: 5Marl2 16:32:48 BSN0O058 TCPFTP2 178.18.243.27
a.env

UNXCMD.SY19.FROM0229.txt: 5Marl2 16:32:51 BSNO0O58 TCPFTP3 178.18.243.27
a.env

UNXCMD.SY19.FROM0229.txt: 5Marl2 16:36:50 BSNO0O58 TCPFTP3 178.18.243.27
a.env

UNXCMD.SY19.FROM0229.txt: 5S5Marl2 16:36:52 BSN0O058 TCPFTP4 178.18.243.27
a.env

UNXCMD.SY19.FROM0O229.txt: 5Marl2 16:38:19 BSN0OO58 TCPFTP1 178.18.243.27

a.env

UNXCMD.SY19.FROM0229.txt: 5Marl2 16:42:20 BSNO0O58 TCPFTP2 178.18.243.27
a.env

Figure 42 SMF type 30 log extracts showing the execution of the program "a.env"

After performing several “ps” process listings that show what program have been started on
the computer, the perpetator also make a copy of a.env and rename it to a more discrete
name that will not stand out if a system staff or anyone would list running programs in the
system.
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cp /tmp/a.env /tmp/CSQXDISP
cd /tmp
chmod 4755 CSQ*

extattrr +ap-s CSQ*

FOMFO0301I Usage: extattr [+alps] [-alps] [-F NA|BIN|NL|CR|LF|CRLF|LFCR|CRNL|REC] file
ls -1 CSQ*
-“rWSr—-xr-x 1 SUPERUSR D384 98304 Mar 5 14:43 CSQXDISP

Figure 43 Renaming of a.envto CSQXDISP

The following can be interpreted from the log extract above:

e Copying of the file a.env to a new file called CSQXDISP, which is the same name as an
existing IBM mainframe component

e Using the “chmod” command to set the program as executable as well as “setuid”,
which make the program obain the authorization of the file owner when the program
is executed. In this case the file “CSQXDISP” run as the user SUPERUSER

e The perpetrator try unsuccessfully to use the “extattrr” command to give the program
file “extended attributes” what would change AFP behavior to give the program
execution a broad authorization. This would give the program system privileges to
perform operations not normally allowed to executing programs. The perpetrator does
not succeed this time, nor in any of the many times we see later in the log. It should
notbe excluded that the perpetrator at some later point in time were successful with
setting these attributes on this or other files.

e The perpetrator perform a “Is —I” to list file and file metadata, thus showing file owner
ship, size, creation date, file permission including the setuid flag.

We believe that this program CSQXDISP was successfully started and runned by the user. The
following is an extract from the process listing can show this:

echo $$
16780210
echo $PPID
16780298

ps -ef|grep 0298

SUPERUSR 83888446 1 - 14:47:07 2 0:00 CSQOXDISP

Figure 44 Log extract showing the perpetrator examing "parent process id"
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The perpetrator listed “his” execution process id (16780210) and that of the parent process,
SPPID, the process that started his command interpreter (a.k.a shell in Unix/USS).

ps -eflgrep 0298

SUPERUSR 16780210 16780298 - 15:31:37 2 0:00 sh

SUPERUSR 16780298 83888446 - 15:31:36 ? 0:00 CSQXDISP

Figure 45 Log extract showing the perpetrator searching for process IDs that contain
parts of the "parent process ID nhumber"

In the two extracts above, the perpetrator manage to locate his process ID, for the “shell” (sh)
program he is running, which is PID 16780210. He also manage to extract the parent process
id, so one could trace back which process started his shell, a program with process id
16780298. That program is CSQXDISP.

Thus we can now draw the conclusion that the old program “a.env” earlier runned as
BPXDFLTU, now renamed to “CSQXDISP” and runned as SUPSERUSR is the program that
spawn shell (sh) command interpreters when the perpetrator connects via the “aptcli”
command from his own computer. This is a central piece of information regarding how (one
of) the perpetrator(s) is gaining access to the computer at the later stages of the incident.

Another hint that the system is running non-standard versions ov the CSQXDISP is this extract
from the process listing (ps):

83888446 ? 0:00 ./CSQXDISP

16780298 2 0:00 ./CSQXDISP

Figure 46 Listing of running processes showing CSQDISP started "manually"

The existence of ./ in-front of the command imply that this program was started at the current
directory. All other versions of CSQXDISP, which normally exist since the IPL, is not started this

way.

The following log extract from the SMF type 30 logs (command execution logs) from SY19
show that on March 5™ 2012 the user BSN0O58 start CSQXDISP as well as running a number of

unix/USS commands.

UNXCMD.SY19.FROM0229.txt: S5Marl2 15:47:07 BSNO0O58 CSQXDISP 178.18.243.27
CSQXDISP

UNXCMD.SY19.FROM0229.txt: SMarl2 15:47:07 BSNO058 CSQXDISP 178.18.243.27
CSQXDISP

UNXCMD.SY19.FROM0229.txt: 5Marl2 15:58:15 BSNO058 CSQXDISP 178.18.243.27
CSQXDISP

UNXCMD.SY19.FROM0229.txt: 5S5Marl2 15:58:17 BSNO058 CSQXDISP 178.18.243.27
CSQXDISP

UNXCMD.SY19.FROM0229.txt: S5Marl2 16:09:21 BSNO0O58 CSQXDISP 178.18.243.27

CSQOXDISP
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UNXCMD.SY19.FROM0229.txt: 5Marl2 16:09:22 BSN0058 CSQXDISP 178.18.243.27
CSQOXDISP
UNXCMD.SY19.FROM0229.txt: S5Marl2 16:20:28 BSN0O058 CSQOXDISP 178.18.243.27
CSQXDISP
UNXCMD.SY19.FROM0229.txt: 5Marl2 16:20:29 BSN0058 CSQXDISP 178.18.243.27
CSQXDISP
UNXCMD.SY19.FROM0229.txt: 5Marl2 16:31:36 BSN0O058 CSQXDISP 178.18.243.27
CSQXDISP
UNXCMD.SY19.FROM0229.txt: 5Marl2 16:31:37 BSNO058 CSQXDISP 178.18.243.27
CSQXDISP
UNXCMD.SY19.FROM0229.txt: 5Marl2 16:31:42 BSNO0O58 CSQXDISP 178.18.243.27 id
UNXCMD.SY19.FROM0229.txt: 5Marl2 16:31:48 BSN0O058 CSQXDISP 178.18.243.27 ps
UNXCMD.SY19.FROM0229.txt: 5Marl2 16:31:58 BSN0O058 CSQXDISP 178.18.243.27 ps
UNXCMD.SY19.FROM0229.txt: 5Marl2 16:31:58 BSN0O058 CSOXDISP 178.18.243.27 grep
UNXCMD.SY19.FROM0229.txt: 5Marl2 16:32:03 BSN0O058 CSQXDISP 178.18.243.27 ps
UNXCMD.SY19.FROM0229.txt: 5Marl2 16:32:07 BSN0O058 CSQXDISP 178.18.243.27 grep
UNXCMD.SY19.FROM0229.txt: 5Marl2 16:32:07 BSNO058 CSQXDISP 178.18.243.27 ps
UNXCMD.SY19.FROM0229.txt: 5Marl2 16:36:31 BSNO058 CSQXDISP 178.18.243.27 ps
UNXCMD.SY19.FROM0229.txt: S5Marl2 16:37:22 BSN0O058 CSQXDISP 178.18.243.27 grep
UNXCMD.SY19.FROM0229.txt: 5Marl2 16:37:22 BSNO058 CSQXDISP 178.18.243.27 ps
UNXCMD.SY19.FROM0229.txt: 5Marl2 16:42:43 BSNO058 CSQXDISP 178.18.243.27
CSQXDISP
UNXCMD.SY19.FROM0229.txt: 5Marl2 16:42:44 BSNO058 CSQXDISP 178.18.243.27
CSQXDISP
UNXCMD.SY19.FROM0229.txt: 5Marl2 16:48:13 BSNO058 CSQXDISP 178.18.243.27
CSQXDISP
UNXCMD.SY19.FROM0229.txt: S5Marl2 16:52:47 BSN0O058 CSQXDISP 178.18.243.27 who
UNXCMD.SY19.FROM0229.txt: 5Marl2 16:52:50 BSNO058 CSQXDISP 178.18.243.27 ps
UNXCMD.SY19.FROM0229.txt: 5Marl2 16:53:31 BSN0O058 CSOXDISP 178.18.243.27 tso
UNXCMD.SY19.FROM0229.txt: 5Marl2 16:53:32 BSNO058 CSQOXDISP 178.18.243.27 tso
UNXCMD.SY19.FROM0229.txt: S5Marl2 16:53:39 BSN0O058 CSQXDISP 178.18.243.27 tso
UNXCMD.SY19.FROM0229.txt: 5Marl2 16:53:39 BSN0058 CSQOXDISP 178.18.243.27 tso
UNXCMD.SY19.FROM0229.txt: S5Marl2 16:53:46 BSN0O058 CSQOXDISP 178.18.243.27 tso
UNXCMD.SY19.FROM0229.txt: 5Marl2 16:53:46 BSNOOS58 CSQXDISP 178.18.243.27 tso
UNXCMD.SY19.FROM0229.txt: S5Marl2 16:54:59 BSN0O058 CSQOXDISP 178.18.243.27 tso
UNXCMD.SY19.FROM0229.txt: S5Marl2 16:54:59 BSN0058 CSQXDISP 178.18.243.27 tso
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UNXCMD.SY19.FROM0229.txt: 5Marl2 17:01:38 BSNO058 CSOXDISP 178.18.243.27 tso
UNXCMD.SY19.FROM0229.txt: 5Marl2 17:01:38 BSN0O058 CSQXDISP 178.18.243.27 tso
UNXCMD.SY19.FROM0229.txt: 5Marl2 17:02:15 BSN0058 CSQXDISP 178.18.243.27 tso
UNXCMD.SY19.FROM0229.txt: 5Marl2 17:02:15 BSNO058 CSQXDISP 178.18.243.27 tso
UNXCMD.SY19.FROM0229.txt: 5Marl2 17:02:20 BSN0O0O58 CSQOXDISP 178.18.243.27 tso
UNXCMD.SY19.FROM0229.txt: 5Marl2 17:02:20 BSNO0S58 CSQXDISP 178.18.243.27 tso
UNXCMD.SY19.FROM0229.txt: 5Marl2 17:03:01 BSN0O058 CSQXDISP 178.18.243.27 tso
UNXCMD.SY19.FROM0229.txt: 5Marl2 17:03:01 BSNO058 CSQXDISP 178.18.243.27 tso
UNXCMD.SY19.FROM0229.txt: 5Marl2 17:03:33 BSNO0O58 CSQXDISP 178.18.243.27 tso
UNXCMD.SY19.FROM0229.txt: 5Marl2 17:03:33 BSN0058 CSQXDISP 178.18.243.27 tso
UNXCMD.SY19.FROM0229.txt: 5Marl2 17:03:57 BSNO058 CSQXDISP 178.18.243.27 tso
UNXCMD.SY19.FROM0229.txt: 5S5Marl2 17:03:57 BSNOO58 CSQXDISP 178.18.243.27 tso
UNXCMD.SY19.FROM0229.txt: 5Marl2 17:04:27 BSNO058 CSQXDISP 178.18.243.27 tso
UNXCMD.SY19.FROM0229.txt: 5Marl2 17:04:27 BSN0O058 CSQXDISP 178.18.243.27 tso
UNXCMD.SY19.FROM0229.txt: 5Marl2 17:04:59 BSN0O058 CSQOXDISP 178.18.243.27 tso
UNXCMD.SY19.FROM0229.txt: 5Marl2 17:04:59 BSN0O058 CSQXDISP 178.18.243.27 tso
UNXCMD.SY19.FROM0229.txt: 5Marl2 17:05:04 BSNO0O58 CSQOXDISP 178.18.243.27 tso
UNXCMD.SY19.FROM0229.txt: 5Marl2 17:05:04 BSNO058 CSQXDISP 178.18.243.27 tso
UNXCMD.SY19.FROM0229.txt: 5Marl2 17:05:09 BSNO058 CSQXDISP 178.18.243.27 tso
UNXCMD.SY19.FROM0229.txt: 5Marl2 17:05:09 BSNO058 CSQXDISP 178.18.243.27 tso
UNXCMD.SY19.FROM0229.txt: 5Marl2 17:05:39 BSNO058 CSQXDISP 178.18.243.27 tso
UNXCMD.SY19.FROM0229.txt: 5Marl2 17:05:39 BSNOO58 CSQXDISP 178.18.243.27 tso
UNXCMD.SY19.FROM0229.txt: 5Marl2 17:05:47 BSNO058 CSQXDISP 178.18.243.27 tso
UNXCMD.SY19.FROM0229.txt: 5Marl2 17:05:48 BSNO058 CSQXDISP 178.18.243.27 tso
UNXCMD.SY19.FROM0229.txt: 5Marl2 17:06:37 BSNO058 CSQXDISP 178.18.243.27 SH
UNXCMD.SY19.FROM0229.txt: 5Marl2 17:06:37 BSNO058 CSQXDISP 178.18.243.27
BPXWREXC
UNXCMD.SY19.FROM0229.txt: 5Marl2 17:06:51 BSNOO58 CSQXDISP 178.18.243.27 id
UNXCMD.SY19.FROM0229.txt: 5Marl2 17:07:42 BSN0O058 CSQXDISP 178.18.243.27 tso
UNXCMD.SY19.FROM0229.txt: 5Marl2 17:07:42 BSNO058 CSQXDISP 178.18.243.27 tso
UNXCMD.SY19.FROM0229.txt: 5Marl2 17:08:17 BSNO058 CSQOXDISP 178.18.243.27 tar
UNXCMD.SY19.FROM0229.txt: 5Marl2 17:20:10 BSNO058 CSQOXDISP 178.18.243.27 grep
UNXCMD.SY19.FROM0229.txt: 5Marl2 17:20:17 BSN0O058 CSQOXDISP 178.18.243.27 grep
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UNXCMD.SY19.FROM0229.txt: 5Marl2 17:20:23 BSN0058 CSQXDISP 178.18.243.27 grep
UNXCMD.SY19.FROM0229.txt: 5Marl2 17:21:29 BSNO058 CSQXDISP 178.18.243.27 grep
UNXCMD.SY19.FROM0229.txt: S5Marl2 17:21:33 BSNO058 CSQXDISP 178.18.243.27 grep
UNXCMD.SY19.FROM0229.txt: 5Marl2 17:23:44 BSN0O0S58 CSQXDISP 178.18.243.27 grep
UNXCMD.SY19.FROM0229.txt: 5Marl2 17:23:59 BSN0058 CSQXDISP 178.18.243.27 grep
UNXCMD.SY19.FROM0229.txt: 5Marl2z 17:24:00 BSNO058 CSQOXDISP 178.18.243.27 grep
UNXCMD.SY19.FROM0229.txt: 5Marl2 17:25:11 BSN0O058 CSQXDISP 178.18.243.27 grep
UNXCMD.SY19.FROM0229.txt: 5Marl2 17:25:21 BSNO058 CSQXDISP 178.18.243.27 grep
UNXCMD.SY19.FROM0229.txt: 5Marl2 17:25:37 BSNO058 CSQXDISP 178.18.243.27 grep
UNXCMD.SY19.FROM0229.txt: 5Marl2 17:26:46 BSNO058 CSQXDISP 178.18.243.27 grep
UNXCMD.SY19.FROM0229.txt: 5Marl2 17:26:49 BSNO058 CSQOXDISP 178.18.243.27 grep
UNXCMD.SY19.FROM0229.txt: S5Marl2 17:27:27 BSN0O058 CSQXDISP 178.18.243.27 df

UNXCMD.SY19.FROM0229.txt: 5Marl2 17:30:03 BSNOO58 CSQXDISP 178.18.243.27 tar
UNXCMD.SY19.FROM0229.txt: S5Marl2 18:25:47 BSN0O058 CSQXDISP 178.18.243.27 who

UNXCMD.SY19.FROM0229.txt: 5Marl2 18:42:17 BSNO058 CSQOXDISP 178.18.243.27
CSQXDISP

UNXCMD.SY19.FROM0229.txt: 5Marl2 18:42:17 BSN0O0S58 CSQXDISP 178.18.243.27 SH

UNXCMD.SY19.FROM0229.txt: 5Marl2 18:42:17 BSNO058 CSQXDISP 178.18.243.27 SH

Figure 47 SMF type 30 log extract showing the execution of "CSQXDISP" on SY19

The following log extract similarly show the execution of CSQXDISP on SYS3 by the users NUS

and

UNXCMD.SYS3.FROM0314.txt:20Marl2 09:15:36 NUS TCPFTP3 93.186.170.54
CSOXDISPA

UNXCMD.SYS3.FROM0314.txt:20Marl2 09:17:10 NUS TCPFTP2 93.186.170.54
CSQXDISPA

UNXCMD.SYS3.FROM0314.txt:20Marl2 09:18:22 NUS TCPFTP4 93.186.170.54
CSQXDISPA

UNXCMD.SYS3.FROM0314.txt:20Marl2 09:18:22 NUS TCPFTP4 93.186.170.54
CSOXDISPA

UNXCMD.SYS3.FROM0314.txt:20Marl2 09:20:37 NUS TCPFTP5 93.186.170.54
CSQXDISPA

UNXCMD.SYS3.FROM0314.txt:20Marl2 09:21:01 NUS TCPFTP6 93.186.170.54
CSOXDISPA

UNXCMD.SYS3.FROM0314.txt:20Marl2 09:21:01 NUS TCPFTP7 93.186.170.54
CSQXDISPA
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UNXCMD.SYS3.FROMO0314.txt:20Marl2 09:21:08 NUS TCPFTP5 93.186.170.54
CSQXDISPA
UNXCMD.SYS3.FROM0314.txt:20Marl2 09:21:09 NUS TCPFTP6 93.186.170.54
CSQXDISPA
UNXCMD.SYS3.FROM0314.txt:20Marl2 09:23:55 NUS TCPFTP8 93.186.170.54
CSQXDISPA
UNXCMD.SYS3.FROM0314.txt:20Mar12 09:23:57 NUS TCPFTP7 93.186.170.54
CSQXDISPA
UNXCMD.SYS3.FROM0314.txt:20Marl2 09:26:40 NUS TCPFTP9 93.186.170.54
CSQXDISPA
UNXCMD.SYS3.FROM0314.txt:20Marl2 09:26:41 NUS TCPFTP1 93.186.170.54
CSQXDISPA
UNXCMD.SYS3.FROM0314.txt:20Marl2 09:29:26 NUS TCPFTP2 93.186.170.54
CSQOXDISPA
UNXCMD.SYS3.FROM0314.txt:20Mar1l2 09:29:27 NUS TCPFTP3 93.186.170.54
CSQXDISPA
UNXCMD.SYS3.FROM0314.txt:20Marl2 09:32:12 NUS TCPFTP4 93.186.170.54
CSQXDISPA
UNXCMD.SYS3.FROM0314.txt:20Marl2 09:32:13 NUS TCPFTP5 93.186.170.54
CSQOXDISPA
UNXCMD.SYS3.FROM0314.txt:20Marl2 09:34:58 NUS TCPFTP6 93.186.170.54
CSQXDISPA
UNXCMD.SYS3.FROM0314.txt:20Marl2 09:34:59 NUS TCPFTP7 93.186.170.54
CSQXDISPA
UNXCMD.SYS3.FROM0314.txt:20Mar12 09:37:43 NUS TCPFTP8 93.186.170.54
CSQXDISPA
UNXCMD.SYS3.FROM0314.txt:20Marl2 09:37:45 NUS TCPFTP9 93.186.170.54
CSQXDISPA
UNXCMD.SYS3.FROM0314.txt:20Marl2 09:40:29 NUS TCPFTP1 93.186.170.54
CSQOXDISPA
UNXCMD.SYS3.FROMO0314.txt:20Mar12 09:40:31 NUS TCPFTP2 93.186.170.54
CSQXDISPA
UNXCMD.SYS3.FROM0314.txt:20Marl2 09:43:15 NUS TCPFTP3 93.186.170.54
CSQXDISPA
UNXCMD.SYS3.FROM0314.txt:20Mar12 09:43:17 NUS TCPFTP4 93.186.170.54
CSQXDISPA
UNXCMD.SYS3.FROMO0314.txt:20Marl12 09:46:02 NUS TCPFTP6 93.186.170.54
CSQXDISPA
UNXCMD.SYS3.FROMO0314.txt:20Marl2 09:46:03 NUS TCPFTP6 93.186.170.54
CSQXDISPA
UNXCMD.SYS3.FROM0314.txt:20Marl2 09:48:47 NUS TCPFTP7 93.186.170.54
CSQXDISPA
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UNXCMD.SYS3.FROMO0314.txt:20Marl2 09:48:50 NUS TCPFTP8 93.186.170.54
CSQOXDISPA
UNXCMD.SYS3.FROMO0314.txt:20Marl2 09:51:34 NUS TCPFTP9 93.186.170.54
CSQOXDISPA
UNXCMD.SYS3.FROM0314.txt:20Marl2 09:51:36 NUS TCPFTP1 93.186.170.54
CSQXDISPA
UNXCMD.SYS3.FROM0314.txt:20Marl2 09:54:22 NUS TCPFTP3 93.186.170.54
CSQXDISPA
UNXCMD.SYS3.FROM0314.txt:20Marl2 09:54:23 NUS TCPFTP2 93.186.170.54
CSQXDISPA
UNXCMD.SYS3.FROM0314.txt:20Marl2 09:55:50 NUS TCPFTPS5 93.186.170.54
CSQOXDISPA
UNXCMD.SYS3.FROM0314.txt:20Marl2 09:57:07 NUS TCPFTPS 93.186.170.54
CSQXDISPA
UNXCMD.SYS3.FROM0314.txt:20Marl2 09:57:08 NUS TCPFTPS 93.186.170.54
CSQOXDISPA
UNXCMD.SYS3.FROM0314.txt:20Marl2 09:58:24 NUS TCPFTP6 93.186.170.54
CSQXDISPA
UNXCMD.SYS3.FROM0314.txt:20Marl2 09:58:28 NUS TCPFTP7 93.186.170.54
CSQOXDISPA
UNXCMD.SYS3.FROM0314.txt:20Marl2 09:58:33 NUS TCPFTP8 93.186.170.54
CSQXDISPA
UNXCMD.SYS3.FROM0314.txt:20Marl2 09:59:51 NUS TCPFTP6 93.186.170.54
CSQXDISPA
UNXCMD.SYS3.FROMO0314.txt:20Marl2 09:59:54 NUS TCPFTP7 93.186.170.54
CSQXDISPA
UNXCMD.SYS3.FROM0314.txt:20Marl2 10:00:16 NUS TCPFTP9 93.186.170.54
CSQXDISPA
UNXCMD.SYS3.FROM0314.txt:20Marl2 10:00:29 NUS TCPFTP1 93.186.170.54
CSQXDISPA
UNXCMD.SYS3.FROM0314.txt:20Marl2 10:02:37 NUS TCPFTP8 93.186.170.54
CSQXDISPA
UNXCMD.SYS3.FROM0314.txt:20Marl2 10:02:40 NUS TCPFTP9 93.186.170.54
CSQOXDISPA
UNXCMD.SYS3.FROM0314.txt:20Marl2 10:05:23 NUS TCPFTP1 93.186.170.54
CSQOXDISPA
UNXCMD.SYS3.FROM0314.txt:20Marl2 10:05:26 NUS TCPFTP2 93.186.170.54
CSQXDISPA
UNXCMD.SYS3.FROM0314.txt:20Marl2 10:08:09 NUS TCPFTP3 93.186.170.54
CSQOXDISPA
UNXCMD.SYS3.FROM0314.txt:20Marl2 10:08:12 NUS TCPFTP4 93.186.170.54
CSQXDISPA
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UNXCMD.SYS3.FROM0314.txt:20Mar12 10:10:55 NUS TCPFTP5 93.186.170.54
CSQOXDISPA
UNXCMD.SYS3.FROM0314.txt:20Marl2 10:10:58 NUS TCPFTP6 93.186.170.54
CSQXDISPA
UNXCMD.SYS3.FROM0314.txt:20Marl12 10:12:43 NUS TCPFTP3 93.186.170.54
CSQXDISPA
UNXCMD.SYS3.FROM0314.txt:20Marl12 10:13:42 NUS TCPFTP8 93.186.170.54
CSQXDISPA
UNXCMD.SYS3.FROM0314.txt:20Mar12 10:13:44 NUS TCPFTP8 93.186.170.54
CSQXDISPA
UNXCMD.SYS3.FROM0314.txt:20Marl12 10:16:28 NUS TCPFTP9 93.186.170.54
CSQXDISPA
UNXCMD.SYS3.FROM0314.txt:20Marl2 10:16:31 NUS TCPFTP1 93.186.170.54
CSQXDISPA
UNXCMD.SYS3.FROM0314.txt:20Marl2 10:16:41 NUS TCPFTP1 93.186.170.54
CSQXDISPA
UNXCMD.SYS3.FROM0314.txt:20Marl2 10:25:08 NUS TCPFTP2 93.186.170.54
CSQXDISPA
UNXCMD.SYS3.FROMO0314.txt:20Marl12 10:25:16 NUS TCPFTP3 93.186.170.54
CSQXDISPA
UNXCMD.SYS3.FROM0314.txt:20Marl2 10:25:57 NUS TCPFTP4 93.186.170.54
CSQXDISPA
UNXCMD.SYS3.FROMO0314.txt:20Marl2 10:26:31 NUS TCPFTPS 93.186.170.54
CSQOXDISPA
UNXCMD.SYS3.FROM0314.txt:20Marl2 10:26:31 NUS TCPFTP6 93.186.170.54
CSQXDISPA
UNXCMD.SYS3.FROM0314.txt:20Marl12 10:37:41 NUS TCPFTP4 93.186.170.54
CSQXDISPA
UNXCMD.SYS3.FROM0314.txt:20Marl2 13:06:37 NUS TCPEFTP6 93.186.170.54
CSQXDISPF
UNXCMD.SYS3.FROMO0314.txt:20Marl2 13:09:23 NUS TCPFTP6 93.186.170.54
CSQXDISPF
UNXCMD.SYS3.FROMO0314.txt:20Marl1l2 13:09:24 NUS TCPFTP7 93.186.170.54
CSQXDISPF
UNXCMD.SYS3.FROM0314.txt:20Marl2 13:12:09 NUS TCPFTP8 93.186.170.54
CSQOXDISPF
UNXCMD.SYS3.FROM0314.txt:20Marl1l2 13:12:10 NUS TCPFTP9 93.186.170.54
CSQXDISPF
UNXCMD.SYS3.FROM0314.txt:20Marl2 13:14:55 NUS TCPFTP1 93.186.170.54
CSQXDISPF
UNXCMD.SYS3.FROM0314.txt:20Marl2 13:14:56 NUS TCPFTP2 93.186.170.54
CSQXDISPF
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UNXCMD.SYS3.FROM0314.txt:20Mar1l2 13:17:42 NUS TCPFTP4 93.186.170.54
CSQXDISPF
UNXCMD.SYS3.FROMO0314.txt:20Marl2 13:20:28 NUS TCPFTP6 93.186.170.54
CSQXDISPF
UNXCMD.SYS3.FROM0314.txt:20Marl2 13:20:30 NUS TCPFTP5 93.186.170.54
CSQXDISPF
UNXCMD.SYS3.FROM0314.txt:20Marl2 13:23:12 NUS TCPFTP7 93.186.170.54
CSQOXDISPF
UNXCMD.SYS3.FROM0314.txt:20Marl2 13:23:14 NUS TCPFTP8 93.186.170.54
CSQOXDISPF
UNXCMD.SYS3.FROM0314.txt:20Marl2 13:23:38 NUS TCPFTP3 93.186.170.54
CSQXDISPF
UNXCMD.SYS3.FROM0314.txt:20Marl2 13:25:59 NUS TCPFTP1 93.186.170.54
CSQOXDISPF
UNXCMD.SYS3.FROM0314.txt:20Marl2 13:26:00 NUS TCPFTP1 93.186.170.54
CSQXDISPF
UNXCMD.SYS3.FROM0314.txt:20Marl2 13:26:53 NUS TCPFTP2 93.186.170.54
CSQOXDISPF
UNXCMD.SYS3.FROM0314.txt:20Marl2 13:26:56 NUS TCPFTP3 93.186.170.54
CSQXDISPF
UNXCMD.SYS3.FROM0314.txt:20Marl2 13:28:44 NUS TCPFTP2 93.186.170.54
CSQXDISPF
UNXCMD.SYS3.FROM0314.txt:20Marl2 13:28:46 NUS TCPFTP3 93.186.170.54
CSQXDISPF
UNXCMD.SYS3.FROM0314.txt:20Marl2 13:31:30 NUS TCPFTP4 93.186.170.54
CSQOXDISPF
UNXCMD.SYS3.FROM0314.txt:20Mar1l2 13:31:32 NUS TCPFTP5 93.186.170.54
CSQOXDISPF
UNXCMD.SYS3.FROM0314.txt:20Marl2 13:34:16 NUS TCPFTP6 93.186.170.54
CSQXDISPF
UNXCMD.SYS3.FROM0314.txt:20Marl2 13:34:18 NUS TCPFTP7 93.186.170.54
CSQXDISPF
UNXCMD.SYS3.FROM0314.txt:20Marl2 13:37:02 NUS TCPFTP8 93.186.170.54
CSQXDISPF
UNXCMD.SYS3.FROMO314.txt:20Marl2 13:37:04 NUS TCPFTP9 93.186.170.54
CSQXDISPF
UNXCMD.SYS3.FROM0314.txt:20Marl2 13:39:49 NUS TCPFTP1 93.186.170.54
CSQXDISPF
UNXCMD.SYS3.FROM0314.txt:20Marl2 13:39:51 NUS TCPFTP2 93.186.170.54
CSQOXDISPF
UNXCMD.SYS3.FROMO314.txt:20Marl2 13:42:35 NUS TCPFTP3 93.186.170.54
CSQXDISPF
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UNXCMD.SYS3.FROM0314.txt:20Marl2 13:42:37 NUS TCPFTP4 93.186.170.54
CSQXDISPF
UNXCMD.SYS3.FROM0314.txt:20Marl2 13:45:21 NUS TCPFTP5 93.186.170.54
CSQXDISPF
UNXCMD.SYS3.FROM0314.txt:20Marl2 13:45:26 NUS TCPFTP6 93.186.170.54
CSQXDISPF
UNXCMD.SYS3.FROM0314.txt:20Marl2 13:48:07 NUS TCPFTP7 93.186.170.54
CSQXDISPF
UNXCMD.SYS3.FROM0314.txt:20Marl2 13:48:09 NUS TCPFTP8 93.186.170.54
CSQXDISPF
UNXCMD.SYS3.FROM0314.txt:20Mar12 13:50:53 NUS TCPFTPY9 93.186.170.54
CSQXDISPF
UNXCMD.SYS3.FROM0O314.txt:20Mar12 13:50:55 NUS TCPFTP1 93.186.170.54
CSQXDISPF
UNXCMD.SYS3.FROM0314.txt:20Mar12 13:53:40 NUS TCPFTP3 93.186.170.54
CSQOXDISPF
UNXCMD.SYS3.FROM0314.txt:20Marl2 13:53:42 NUS TCPFTP2 93.186.170.54
CSQXDISPF
UNXCMD.SYS3.FROM0314.txt:20Marl2 13:56:25 NUS TCPFTP4 93.186.170.54
CSQOXDISPF
UNXCMD.SYS3.FROM0314.txt:20Mar12 13:56:26 NUS TCPFTP5 93.186.170.54
CSQXDISPF
UNXCMD.SYS3.FROM0314.txt:20Marl2 13:59:12 NUS TCPFTP7 93.186.170.54
CSQXDISPF
UNXCMD.SYS3.FROM0314.txt:20Mar12 13:59:14 NUS TCPFTP6 93.186.170.54
CSQOXDISPF
UNXCMD.SYS3.FROM0314.txt:20Marl2 14:01:57 NUS TCPFTP8 93.186.170.54
CSQXDISPF
UNXCMD.SYS3.FROM0314.txt:20Marl2 14:01:58 NUS TCPFTP9 93.186.170.54
CSQOXDISPF
UNXCMD.SYS3.FROM0314.txt:20Marl2 14:04:44 NUS TCPFTP2 93.186.170.54
CSQXDISPF
UNXCMD.SYS3.FROMO0314.txt:20Marl2 14:04:46 NUS TCPFTP1 93.186.170.54
CSQXDISPF
UNXCMD.SYS3.FROM0314.txt:20Marl2 14:07:29 NUS TCPFTP3 93.186.170.54
CSQXDISPF
UNXCMD.SYS3.FROM0314.txt:20Marl2 14:07:30 NUS TCPFTP4 93.186.170.54
CSQXDISPF
UNXCMD.SYS3.FROM0314.txt:20Marl2 14:07:42 NUS TCPFTP4 93.186.170.54
CSQXDISPF
UNXCMD.SYS3.FROM0314.txt:20Marl2 14:51:27 NUS TCPFTP7 93.186.170.54
CSQOXDISPA
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