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Nonlethalblnding lser wespons generally usc collmated beams with very low beam
divergence,snd the energy contained in the beam diminishes rlatively slowly over great
distnces. Imaging systcms such as eyes and EO vision systems have focusng optis that
bring the icident plane wave oflght o focus at thesensor plane. Ths results in  high
optical gin (greate than 100,000 for eyes), which makes th associated sensor
ulerable {0 relatively ow fuences of ase encrgy.

The efects o asers on eyesare threefold:

+ Dazaling orinduced glare.
+ Flashblinding or lossofnight adaptaion.
+ Permancnt or semipermaneat blinding.

“The severity of lasereye injurics varies according 1o the incident power, spot siz, beam
angle, pupil diameter (umbient lght condtions),temporal mode (CW or pulsed), and
PRF of the lase. Reported effectsinclude comeal burms, catarcts (s permanct
cloudincss of the lens). and rtinal burns and perforations, Low-cnergy laser weapons
‘capable of causing the atr.

Exposur o relatively low laser energiescan produce temporary changes n the abilty o
sce without producing permaneat injry. Exposure 0 lasr light can poduce an cficct
caled gare or dazzl, which s similr 10 the temporary loss of vision cxpericnce whea
viewing the headlights of an oncoming car. The visual effects latonly 4 fong a the
light s present i th field of view (FOV). At sighty higher energy exposures, the same
{aser radition ca saurat or lashblind the photoreceptor cell,resulting in affr images
that fade withtime afe exposure. Only visible radiaton will induce veiling glare or afir
images; nar R radiston willnot poduce these ffects even though the radiant cocrgy.
reaclesthe photoreceptos cells. Fashblindness and dazle, while not permanent s,
‘an cause discomfort and temporary los ofvision, Some studies have shown that duzzle
and flashblindiess can seriouly impact mission performnce, specially in highly visual
tasks such s pilting an sircraloraming,

Blindingis the prmanentor semipermanent los of visua acuity. The effct can lst
from severslhours onward and generally is evidenced by 3 darkspot i the ficld of
vison. This spot s called  scoloma. The impac o the scotoms on visual scuity wil
vary withthesize and posiion of theinjury. Human vision i greatly affcted when the
aser damage s o the centrlvision are ofthe retina called the fovea. Nonioveallser
damage may be les sever or cven go umnotced because taffcts only the peripheral
vison. The most seious retina njuies ccur when theincident igh s 50 ntense that 3
perforation inth rtina i formed,resuling in  hemorrhage ino cither the subretinal
layer o, i the mostsevers cases, the vilreous humor of the cye. Les severs exposures
esult n lesions on the etna.

Footmoe:

1(U) This appendi i cassifid FOR OFFICIAL USE ONLY in s entiety.
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‘Ontheother hand, the thermal effetis a primary mechanism fo aser-induced injry.
“The exten of the injuries induced depends upon the wavelength and energy ofthe.
incident radiation, durstion of exposure, nd the nature of the exposed issue and ts
absorption characteristics. Generaly,this mechanism predomintes in the visible and the
nearinfrared (760 to 1.4 microns) portins ofthe clectromagnetc specrum and for
almostal CW and pulsd exposures between 0.1 millscconds and 1 10§ seconds,

“The third injury mechanism assocated with xposure 0 laer adiation i the mechanical

ssuc and, as 2
result o rapid thermal expansion fllowing  shot (1 nanosocond 0 0.1 millsecond)
laserrdiston pulse, a pressure wave s generaed that may result i explosivefissuc
injury.

Generally,al thrce mechanisms operate concurrently n a iradiated aimal, Thermal
effects currently predominateforcontinuous wave (CW) lsers, while mechanica effects
arcofincreased significance for pulsed-mode asers. With cven higher power, one st
o consider nonlinear phenomens such as multiphoton absorption and elctromagnetc
e efects.

“The organs most susceptible 10 externa Iser radiation ar the skin and eyes. The severity
ofinjury s affected by the natue of the arge, th encrgy densiy delvered 0 the farge,
the frequency and powee of the asr,atmospheric atenuation of the beam, nd the e of
iltringor amplifying opics by the farge, .

“The primary effecton th skin s thermaldamage (burs). Theseveriy vaiesfrom sfght
erythema orreddening to severe blistring o charing, depending on such factors s total
skin pigmentation,and the tssuc's hily o disspate et

is partculaly susceptibl o intense pulse of ase radistion because ofits unique.
ity o light. The focusingeffct s simila o thatof a magnifyin lens, which
focusesthe energy on  particularspo. Since thecomea and ens of the eye amplfy the
intensity ofthe light icident upon the rtna, the retin i extremely sensitve {0 visile
and near-nfraralight, and damage to the rtina may result in temparary or permanent
o of visual acuity. Laser eye injures vary according o incident power, 5ot size, beam
angle, temporal mode (CW or plse), an pulse epetition frequency. Reported effcts
include comeal lesons, burs,catracts, and etnallesions.

‘Some high-power lasers can cause anfipersonnel effcts by th depositon of thermal
energy. These laser mustopers at  wavelength that s readily absorbed by the sin or
the comea. These generaly inclode the fr-and mid-IR rogions (10 1o 12 microns and 3
o5 microns)as wel s the ultraviolt region (<04 microvs). However, ulraviolet
‘wavelengihs generlly do ot propagate welintheatmosphere, o the primary threat
‘wavelengths 1o be considered are between 3 and 12 microns. Although reatively modest
amouns of ar-IR lase power are require t0 prodiuce supericial bums on the sin at
shortranges, and fforts 10 design theotaically lehallaser weapons are on going.
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DEPARTMENT OF THE ARMY
IO STATES iy TGRS Conmasr
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PO GROAGH & WA MAANS
0EC 13 2006
Freedom of nformation/
Prvacy Office
M. Donald Fricdman
Confidental Legal Comrespondence
1125 Third et

Napa, California 94559-3015
Dear Mr Friedman:
References

. Your Freedom o Information Act (FOIA) request dated May 25, 2006, o the Deprtment
of the Arm, Freedom of Information/Privacy Act Divsion (DA FOIAPA DIV),forll
documents pertaining o the microwave audiory ffect, microwave hearing ffect, Frey effect,
anificial teepathy, andlor any devicehweapon whih uses und/orcauses sich effct;and any
‘cover or undisclosed use of hypnosis. On September 5, 2006, the DA FOLA/PA DIV refered a
‘opy of your request 0 this ffice. Your request was received on September 1, 2006,

b, Our leter of September 13, 2006, informing you of the searc for records at ancther clment
of our commard and were unsbl to comply with the 20-day stafutory time imit i processing.
your request

As notd i our leter the seareh has been completed with another lement o this command
i the recond hasbeen retumed to tis offce for ou eview and direct response 0 you.

‘We have completed s mandtory declasification review in accordnce with Executive Order
(EO) 12958, s amended. As a esult of this eview, it has been determined that the Army
information o longer warrans scuriy classfication protection and i eleasabl t y0u. A copy
ofthe record is enclosed for your se.

Fees forprocessing your request are waived:
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2. WNCLASSIEIED

Bioeffects of Selected Nonlethal
‘Weapons(fn 1)

This addendam o the Novlethal Technologies--Workdwide (NGIC-1147-101.98) study.
addresses i summary,some of the mostoftn asked questions f nonletal weapons
technology, the physiological responses obscrved in clnical stingsof the biophysical
‘coupling and susceptbility of personnel o nonlethal ffects weapons. These results
identify and validate some aspects of maturing nonlethal technologis that may likely be
encounered o used s nonletha efectors in the fture including:

« Laserand ot ight phenomens.
* Radioftequency dicetcd rergy.
+ Aunl bioefTets.

The sudy of electromagnetic fekdsand their influcoce on biological systems is
increasing apidly. Much of this work s taking place because of health concens, For
‘example increased concen has arisen regarding th cfects of opeator exposure (0 the
electmmagnetic fieds asociated with shortwave dathermy devices, high power
microwave ovens, radarsystms, magneic resonance maging wnits,cc. In additon,
‘much concer has ariscn aboutexiremely low fequency (60 Ho power requency)
clectrc and magnetic fckds that originate from High-voltage transmission ines,idusirial
‘oquipment, and residential appliances. Both occupational and resdentil long-term
‘exposure have been the focus of epidemiologica studies. The studies have sugaested
possible adverse ffects on human heath (e ., cancer, eprodoction, ). Laboratory
resarch s st being pursued o identify possible mechanisms of nieraction. However,
other than thermal heatin for microwave frequencis,thre is 1o yet agrecd-upon
‘mechanism of acton. As a consequence, our knowledge bas s developed enrly with
‘henomenologicalobservations. Because of this uc, it is ot possble (0 predict how
onthermal biologcaleffcts may diffr from on exposure modality o another. I i
cspecially difficlt, because of the small data bse for s pulses, o predict iological
effcts that migh b associated with high-povwer pulses of exiremcly shrt duration

There i, however,a growing perception that mierowave irmadition and exposure o low
frequency fieldscan be nvolved in:a wide ange of iologicalineractons. Some.
investigalos re even beginning t describe similariis between microwave iadiaton
and drgs regarding their effcts on biological systems. For cxample, some suggest thal
power density and specific sbsorpion at of microwav iradiaion may be thought of as
amlogous o the concentrtion of the njecion soltion ad the dosage of drug.
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Freedom of Information/
Privicy Office

M. Donsld Fricdman
Confidential Legal Correspondence

References

. Your Freedom ofInformation Act (FOIA)request dated May 25, 2006, o the Deprtment
of the Arm Freedom of Information/Pivacy Act Division (DA FOIAPA DIV),for al
‘documents pertaining 0 the microwave audiory effect, microwave hearing ffec, Frey ffect,
artifcal tlepathy, andlor any device/weapon which uses andlor cause such efect and any
covert o undisclosed use of hypnosi. On September 5, 2006, the DA FOIA/PA DIV refered
‘opy of you request o this office. Your equest was received on September 11, 2006,

. Ouretter of September 13, 2006, informing you of the sarch for records a anather clement
of our command and were unabl to comply with the 20-day statutory time it i processing.
your reques,

As notd i our letter, the search has been completed with another lemen ofthis commnd
andithe record has been retumed 1o tis offce for our eview and diree rsponse 0 you.

We have completed s mandstory declssification eview in sccordance with Exceutive Order
(EO) 12958, s amended. As  esult of ths review, t has been detrmincd that the Army
information no longer warrants security classification protection and s relasable o you. A copy.
of therecord is enclosed or your use

s for processing your request arc waived.
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options exist for both of thse equipment ncds. The use of advanced fequency and
modulation-sgile RF generaion and amplification cicuiry wil b requied fossoess
fallyth frequency/powerfime envelope of RF heating pofies required. Although much
‘quipment is commercially vaiabl, it i ikely that custom hardvare and software will
be necessary because avalable equipment has not been designed with the ecd for
frequencyintensity variablity, which will probably be needed for safty purposce. I
aditon,th design of antconss e other energy-diecting sructures willalost
cetainly involve unique confguratons. Since his technology wilzes radiofrsquency
‘ncrgy, it canbe defeated by the usc o shielding provided by conductive bariers ke
‘metalor metal serecn.

Incapacitating Effect: Microwave Hearing

hearing s a ph by human 35, the sensations of
buzzing tickng, hissing, or knocking sounds that orginate within of immedistly behind
the head. There is o sound propagating through the ar ke normal sound. This
technology i s crudest form could be sed to distract individuas; i refined, it could
also b used o communicate with hostagesor hostage takers direcly by Mors code o
other message systems, possibly even by voice communication.

Biological Target/Normal Functions/Discase State

“This technology makes useof a phcnomenon first described i theltrsture over 30 years
‘a0, Different types of sounds were heard depending on theparticalars of the pulsc

stis. Various expesiments were performed on husmans and laboratory animals
‘xploring the oigin oftis phenomenon. At this time,virually sl investgators who have
studicd the phenomenan now aceept thermoelastic expansion of the bran, the pres-ire
‘wave of which i eceived and processed by the cochlear microphonie sysiem, o be e
‘mechinism of acousic perception of short pulses of RF energy: One study (in 1975)
using human volunters, ientifid th threshod encrgy of microwave-auditory responscs
in humans s a function of plse width or 2450 MHz radiofrequency energy. It s also
found that about 40 Jicn incident energy density per pulse was required.

Mechanism t Produce the Desired Effects

Aferthe phenomenon was discovered, several mechanisms were suggested (0 explain the
earing of pulsed RF ficlds, Thermoelati expansion within the brain n esponse (o RF
pulses was irst studicd and demonstated i inet materal and was proposed s he
‘mechaniam of hearing of pulscd RF felds. A pressure wave s gencrated in most soid
‘and lquid materils by a pulc of RF creruy-— pressure wave that s severalordersof
magnitude larger in amplitude than that resuling from radiation pressure o from

forces. e i of the ied-nduced mictophaoric in
i pigs and cais,the relatonship of pulse duraton and threshold, physical
measurements n waler nd intssuesimulating matrias, as wel s umerous heoreical

J point o thermoeastc expansion s the of the hearng.
phenomenon,
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have determined the encrgy level fo human exposed to
pulsod 2450-MHz ieds (0-5-10 32 micron pulse widis). They found that,regardles of
the peak of the power density and the pulse widih,theper-pule treshold for 4 ormil
subject is near 20 k. The average clevation of brin temperature associated witha
Just-perceptible puls was stimated 1 be ahout $x10° C.

Time to Onset

“The physical nature of this thermoclastic expansion dictatesthat the sounds ar heard as
the individua puiss are absorbed. Thus,the effct i immediste (within millscconds).
Humans have been exposed to RF energy tht esuled n the production of sounds.

Duration of Effect

Microwave hearing lasts only a o as the exposurs. There is o residual effoctafer
cessation of RF encrgy.

Tunabilty

“The phenomenon i tunabi n thatthe characteistic sounds and intensiiesof those:
‘sounds depend on the characerstes of the RF energy 1 delivered. Because the
freguency of thesound heardis dependent on the pulse characteristics of the RF: energy,
it scems possbletht hs echnology could be developed to thepoint where words could
be transmited 10 be heard ik the spoken word, except that it could only be heard within
a personshead. In one experiment, communication of the words from one o en using.
“specch modulated” Mi

1o the person experient

Distribution of Human Sensitvites to Desired Effcts

Because the phenomenan actsdiretly an cochlear processes, th thermoelasic pressure
‘Wavesproduce sounds of varying frequeney. Many of the tets ru {0 evalule the
phenomenon produce sounds i the ki range and higher. Because humansare known
1o expericnce a wide range of haring loss due 10 cochicar damage, i s possible thal
some people can hear RF induced sounds that thers wih high requenecy hearing loss
‘cannot. Thus, ther s a ikely range of sensitivity, primarily based on the typeof pulse
‘and the condition of the cochlea. Bilteal destrucion of thecochics has been
demonstratd to abolish all RF-induced suditory stimul

Recovery/Safety

Humans have been subjocted 1o this phenomenon for many years. The energy deposition
required o produce this ffet i so small that it i not considered hazardous
‘experimentation when ivestigatng responses at th just-perceptibl levels.
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Extreme heat siess, such tha the body's capaciy for heat loss i exconded, causes

pathological increas n the temperature of he body. The subjective sensaions prodiced
by this buildup of heatsre far more unpleasant than hose accompanying fever, In
yperthermia allth efcctor prosesses ar strned to the utmost, wheress in fevers they
are ot The limiting emperature for survivl, howeer, i th same in bothcases-—s body
temperatureof 42° . For brie priods, popie have boen known t survive temperatures
ashighas 43°C.

In prolonged hyperthermis, with temperatures over 40° C 10 41° C, the brain suffers
severe dumage that usualy eads o death. Priods ofhyperthermia arc accompanied by
cercbral edema tht damage neurons, and the victim exhibit disorentation, delirum, and
convulsions. This sydrome is populaly refered 0 2 sunstroke, or hatsroke,
depending on th circumstances. When th hyperthermia s prolonged, brain damage
interires with the centralthermaregalatory mechanisms.In particulr,swea secreton
ceases, 0 that the condition is furthercxacerbated.

Mechanism to Produce the Desired Effects

“This conceptbuikds on about 40 years of experience withthe eating effects of
microwaves. Numerous studies have been performed o animals to sdntify
charateisticsofmportance 10 the understunding of enegy deposiion in animale, As
resull of the physics, the elationship btween thesiz ofthe animal and the wavelength
of the radiofrequency cnergyis most important.In fct,the human exposure guidelines to
radiofroquency radiation are designed round knowledge ofthe differential bsorption as
 function o fequency and body size. The challege i o minimize th ime (0 cffect
‘while causing no permanent injury o any organor the total body and t optimize the
‘quipment fnction. The orientation ofth incdent cnesgy with respect 1 the arentaion
of the animal is also important.

Ina study of the effect of R radiation on body temperature n the Ricsus morikey, &
froquency (225 Miz) is purposely chosen tha deposis enrgy deep within the ody of
th animal. A dose ate f 10 Wikg caused thebody temperature o increase 0 42° C in s
short time (10-15 min). T avoid reversible adverseeffct, the exposure was
terminated when a temperature of 42° C was reached. A lowr dose ate f § Wik
‘caused the emperature 0 increase o 4157 C in less than 2 ours. Thereversible naturc
of this response was demonstrated by the rapid drop in body temperature when RF
‘exposure was erminated before a crtcal temperature of 42° C was reached. It i
estimated forras that th absorbed threshold convulsive dose lis between 22 and 35 /g
for exposure durations from Ies than asecond (0 15 minues. For 30-minute cxposure,
the bsorbe thresbold dose for decrease in endurance s near 20 g, the threshold for
‘work stoppage approximately 9 J/g. and the threhold for work pertrbation ranges from
5107 Jig. Al of the above measurcs,except convulsions, are types of nonlethal
incapaciion.

A rough estimate of the powerrequire 1o heat  human for this technology s on the
order of 10 Wik given about 15 0 30 minutes of arget activtion. Actual power levels
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admiristaton,respecively. Cleay,th effcts of microwaves on bran isse,
chemisty, and functions are complex and seectve. Observations of body weight and
ehaviorreveald that ats, exposed undes cetan conditions (o microwaves,cat and
rin les,have smallr body weight as  reult of onspecific strss mediated through
the ceniral ervous system and have decreased motoractivity. It has been found that
exposure of the animals 10 one modality of radioftequency elctromagnetc enerey
‘substantally decreases aggressive behaviorduring exposure. However,the opposie
effctsof microwaves, n ncreasing the mobility and aggresson of animals has also
e shown for  different exposur modality. Recent published data implicates
microwaes 1. fctorrelated 10  dfiit n spatial memory fuction. A simila type of
effct was observed with exposure fo a “resonance uned” extzemely low frequency
magnetic ied. Thus, th data base i relete with phenomenological abservations o
biologialsystems "afeced" by exposureto clectromagnetic cnergy. (The fict hat .
biologialsystem espornds 1 an extemal influence docs not utomatically nor casily
ranshteto the suggestion of dverse nflucnce on health,) The abjctiveof the prsent
study was 10 identify information from this developing understanding of clocomagnetic
effcts on anima systemstha could b coupld with uman biological susccptibilics.
Situations wheo th intersiion of these two domains coexist provide possibilis for
se n nonlethl pplications.

Incapacitatin Ff

Body hating o mimic a fever i the natue of the RF incapactation. The objctive s 0
provide heatng ina vry conrolled way sothat the body receves nearly unifom heting.
and no organssre damaged, Core temperatures spproximstely 41° C e considered o be
‘adequate. At such termperture  considerably changed demeanor will ake place with the
individual. Most people, under fever conditions, become much les aggressive some
people may besome more itabl. The subjective sensations produced by this bulldup of
heat are far more unpleasant han those ccompanying fove. In hyperthermia all the
effector rocesses are siraned to the tmost, whereasin fover thy are ot I i also
possible tat microwave hyperthermia (even with only  1° C increas i brain
temperature) may disrupt working memry,thus resultng n dsorientation.

Biological TargetNormal Functions/Discase State

M e () R i e

iy unchanged although the temperature may vasy, The
ol uan body ermperature ecorded fro the mouth i sull iven 35 37° C. with
theretal temperature ane degee higher. Variaion between individuas s typically
between 35.8°C and 37.8"C orally. Variations also occur i any one individual
throughout the day-a differcnce of 1.0° C or even 2.0° C occuring between the
maximum in the lae aflernoon or arly evening, and the minimum between 3 and 5
oclock in the morning. Strenuous muscular exercise causes  lemporaryriso in body
femperature tht i proportional 0 the severiy of the exercse; the level may g0 s high as
H00°C.
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Tunabilty

“This concept s tunable in that any at of heating, upto the maximum capacity o the
source, may be btained. Thus it i suitable or use n  gradual foce or “rheosttic”
approsch. I the stuaton allows, and the sourc i sufcienly powerf, there i the
possibiliy 1o use this technology i  lethal mode s well Polonged bodytemperature
L5 ove 43" i ot it vt npcaen damage 1 et and i

Distribution of Human Sensivites o Desired Effcts

No reason has been idenifed 0 suggest tht anyone would be immune (0 this

technology. Individuals with compromised thermorcgulatory mechanisms would be
Susceptible witha lowerincident cncrgy density. This would include people withorganic
damage 1 the hypothalamus,th part of the bain that ntegrates th sutonomic:
‘mechanisms which conrol hat Iossas wel as people with compromised somatc fstures
ofbeatlos (.2, respiation, water balance, ec)

“The technologis needed for the therml technology concept ae reltively well
developed because ofthe known biophysical mechanism, the universal susceptbilty of
numans o the mechanism of heating, and because of a welldeveloped technology base
for the production of radiofrequency radivion. Because the human body is
inhomagencous, certain organs are, by viruc o thei size nd goomety, mre casily
‘couple with o radiofrequency wavelength than anothe, Therefoe,t avoid permanent
damage 1o thesuspect or 10 innocent bystanders, it may be necessary o vary the
fioquency t avoid localzed heating and consequent damage (0 any organ. Addionally,
it will b necessary 0 avid theconditions thought o b associated withtheinduction of
cataracts. Thus, whil the technology of microwave heatingin generalis matur,
‘adapation s  nonlethal technology will eguir sophisticatod biophysica calculations to
idetifythe proper egimen of microwave frequencies nd intensitc: it will alo be
ecessary 1 optmize existing hardware o meet th biophysical reqirements.

Possible Influcnce on Subject(s)

Ifthe technology finctions approximately asenvisioned, the arpeted individal could be
incapacitated within 15 0 30 minutes. thistechnology s focused ona elatively.
slow onse, it shoukd only be usd i sitations whete spee i no mportat. The very

fortable natur of & high body temperature may be useflin egotiatons or
possiby fo contollng crowds. 1t would be cqually useful onsingle persons o crowds.
Evidence also indicats  disruption of working memory, s disorientation may accur
ecause ofan inablity (0 consoldate memory of thefesent (ines) past.

Technologieal Status of Generator/Aiming Device

Eaquipment necded 0 exploe this concept n the lboratoryis avilabe today. Design and
of the RF/microwave. will depend on the 15 pose by the
calcultion, ptential generstion device, and energy-direcing structure. A varicty of
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depend on climatic factors, clothing, and otber considerationsthat affect the bt oss
from the individualconcerned. A method for expresing dose rate i tems of body
surface atea (.. wats per square meter) ather than body mass (i, watts per kilogram)
‘would permita more elsble prediction of thermal effecs across specics. However, there
arelarge uncerainticsinth ability o cxtrapolate thermoregulaory effects n aboratory
animas o those in human beings.

“This tehnology i an daptation of technology which has becn around for many years. t
s well known that microwaves can be use o heat objcts, Notonly i microwsve.
techmology used 10 cook foods,but it s also sed asa dircted source of heting in many
industrial applications. 1 was éven the subjec o the "Pound Proposal”  few years ago n
‘which the iica was 0 provide reidential heatin (0 peopl, ot lving space. Because of
the aparently safe nature of body heating using mictowave techniqucs, a varicty of
innovative uses of EM energy for human applicationssre being explored. The nonlethal
application would embody  highly sophisticated miccowave assembly that can be used fo
projec microvwaves in oder o provide a controlled heating of persons. Thiscontrolled
heating will i the core temperatureof the individuls 0  predetermined level to
mimic  high fever with the ntent of gaining  psychological capability edge onthe
enceny, while not iflcting deadly force. The conceptof hating i sraightlorward; the
challnge i 0 dentify and produce the ot mix of frequencics nd power levels
necde 0 do the remote heating while not iojurio specifc ogans i the individuals
illaminaed by the bea.

Avariety of factorscontribute 10 the attractiveness of this monlethal echnology.Firs
i based on  well-known effct, heating, Every human i subjec 0 the effets of heating:
therefor, it would have  predictability rating of 100%. The ime to onset can probably
be engincered o between 15 and 30 minutes; however,tming isthe subject of addiionsl
research (o maximize heating while minimizing sdverse effct ofocalized heating, The.
onset can be slow enough andlor of such frequenecy o be unrccognized by the person(s)
being radiated. Safety 0 innocents coud be cnhaneed by the application and additonsl
development of advanced sensor techologics.Incapacitaton tme could b extended to
almost any desied period onsistent with saety. (Given suiable RA&D, temperstre or
othervita igns could be monitored rmotely, nd temperature could be mainiained at &
‘minium effctve point).

“Time t0 Onset

“The time to onset i  function ofthe power level being used. Carefully monitored
‘uniform hating could probably take place in between 15 and 30 minaes. Time to cnset
‘ould be reduced but with ncreased isk o adversecffcts. Minimum ti i dependent
‘o the power leve of te equipment and the effcency of the aiming device.

Duration of Effect

Assuming that the heatng s done careully,reversl of levated body temperature woukd
eginas soon s the source of eat i removed,
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Possible Influence on Subject(s)

Application ofthe microwave hearing techuology couldfciliate a private message
transmission. It may be usefl o provide a distupive condition t @ person ot sware of

‘pychologically devastating ifone suddenly heard *voices within one’s head "
Technologieal Status of Generator/Aiming Device

This chmologyrguies nocxtrapolaton o cstimae s s, Mictouae ey
can b aplid i distanc, and hesppropriae chnology can b adaptd rom cxisng
rada . Aiming devies Hkewise are avaiabe bt o specilcrumsances hich
et exteme spciicy, hre oy be e for s development. Xt
Gistonal spcicty would b T ot a meskag o8 sngle hostugs
‘moundd by iscptors Sigls cn e it g disances(undreds o mecrs)
ing cunt teckology Lomge e 1 oo olisticate signl 5 wil
e ore by e, ot e s it some g of s 3
losrrangeswing man-prtshl oqument

Range
The efecive rangs could be hundreds of meters.
Ineapacitating Effect: Disruption of Neural Control

“The natue ofthe incapacitaton i  thylhmicactivity synchosization of brain neurons
that disrupts normal cortcalconteol of the coricospinal and corticobulbar pathwoyy.
isrupts pormal functioning of the spinal molor neurons which contrl muscle contrcion
and body movemens. Pesons suffring rom this condition lose voluniary contol
their body. This synchronization may be accompanied by sudden loss of consciousncss
and ntense muscle spasms.

Biologieal Target/Normal Functions/Disease State

“The normal funcion of the brsn s t0 cotrol all forms of behavior, voluniary contrl of
bod, and the homeostatic prametersof the organisan. I hormal onditions, al the brai
e e poplaios, e, o g s oo Wi spaelc i
activiy o tho incoming sensory

e e B e Vit i et ks oo vl ot
processing of nformation i receives and forms aspecific patie of impulse fiing as
outgoing information. Synchronizaton of euron actviy is  natural mechanism o the
brain function tha usessuch confrolling processes as motivation, atention and memory
(experience)inorder 10 rganize behavior. For example, moivationa processes arc
‘consdered as actvating ascending signals that synchronize the neuron activity of specific
brainstructures and nuron networks; this ativation/synchronizaton i tum ativaes
specific forms of behavior such a sexual, agaresive, ingestive sctivitcs.
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voltage-dependent blockade by magnesium snd modulation by glycine and polyamines.
For cxample, in the ow magnesium model,spontancous synchronous burst discharge in
hippocampl pyramidalcell popultions is sensitive to NMDA aniagonist. Thatfnding.
suggests that it s the opening; of NMDA channel, by rliving the magnesium blockade,
tht aciltatesepileptiform ativity:

Significantatenton n the iteatur i lso being given 1o gamma-aino butyri acid
(GABA) receptors for the potental role in conrolof exciabilty. Changes in GABA
inbibitory effcacy can lead to important efects on the excitability of the system.
GABAGrgic inkibilory post-synaptc poietials IPSPs) have been show o be quit

Jabile n response (0 epetitive activationof cotcal el popultions, a may oceur durng,
epileptiform discharge. Scientsts have shown that cven a small pcentage change in
‘GABA inhibition can ave profound efects on neocortcalepleptogenesis. These
changes in GABArgic inhibition may b the ey 1o an explanation of how repetitive
discharge patterms ive ise o ctl discharge. Further, thereappears o be a significant
fncrease in exctaory postsynaptic potetial (EPSP) requenecy prior o seizure nitition
an observaton thatis consistet with lossof IPSP eficacy prior 0 ictal onset.

“The above hypothesesdescribe different mechanisms of epleplogenesis, bt it s quitc
possibl thatall ofthese mechanisms ake place, and they reflcct lrge variety oftypes f
epileptic seizure. The common principle of the mechanisms proposed s the change of
membrane propestes (. conductance, permeability etc.) ofcetain neurors which
resls i depolarzation nd burst discharging. Some factors (e g, trauma) can affect
these specific neurons and nitiate synchrony for urons tha conrol intermal
‘communication and commnicaion with various muscle systems not asociated with
vital fnctions (. heart beating,breahing). High strength pulsed clecric felds could
lso be such a factr,

Mechanism 0 Reprodice the Desired Effects

Application o lectromagnetic pulses i also  conceptual nonlethal technology hat ses
electromagnetic cnergy 0 induce neural synchrony and distupton of voluntary muscle
control The ffeciveness o his concept has o been demonstrated, However, from past
‘work i evaluating thepotential for clectromagnetic pulse generaors (0 affect humars, it
is estimated that suffiienly trong intemal flds can be generaied within the bsin o
rigger neurons Estmates are that 5010 100 kV/m fre fieldof very sharp pulses (~ | 1S)
arerequied to produce  cell membranic potentisl of spproximately 2 Vs his would
probably be sufficent o rgger neurons or make them more susceptble o frng.

he lctomagnetiepuscconcpt s on n wlich vy Fst (snosccond timefae)
el iy 001V mor ) St ps’s et
{helghabrai wave fequency(bout 15 Hz) 113 known i sl rguencyof
psinglghtcan iges sensive ndividal (ose with some degr of bt snstiy
pilpey) o e and i hough at by usin o st could stually g
e symapscsdirely with ancectrica field,csentaly 100% ofndvidals would b
Scepible 0 seiur nduction. Thephotc ndcd siur: phenomenon was brne out
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Innormal functioning the degree of neuronal synchronization i highly controlled. From
experiments tha recod the nearonal activity i diffrent brain areas simultancously in
amimals, it is known that corrlaton of spike activiy between neurons (measured by the
comelation levl o synchronization) changes depending on the sage of behavior,
motivation,atenion, or activation of the memory processes. However, under some.
condiions, soch s physical stess, heat shock, orstong emolionalsires,the eve of
‘synchronization may become higher, involving nanspecfic lrge populationsof brain
ncurons nd thesynchronizaton may become uncontrllabe

‘Depending onat which requency the synchronization thythm occurs and how many.
neurons are involyed, it may produce difeeent physical efects; muscle weakness,
involuntary muscl contractions, ossof onsciousncss, o intense (onie) muscle spass.
“The highe lvel o synchronization takes place inpersons affected with epilepsy wher
they experience periodi seizuressince they have a pathologic soure (.., from injury (0
the brain) of thythmic synchronization. Because the neurophysiologcal mechaniams of
epilptiform synchronization ae btte documented,this ncapacitating technology s
described in terms of epileptogenesis.

“The neurophsiological mechanisms acive in epileptopencsis involve changes in
membrane conducances and neurotransmite altratons a they affet ncuronal
inteaction. n he processof cpilptogencss,cithe some neurons s discharging 100
casily because ofalferationsin mermbrane conductances orthre s a fulure of inhibitory
‘neuroiransmission. The actual discharges have been recognized f result from a neuronal
depolrization shifl with electrica synchrony incell populatians elated in part fo
changes in membranc conductances. The foni basi and biochemical substrate of this
activation haveben arcas o considerable tudy but il eave many questions
manswered. What ae the basc clllar propertcs, present in normal clls and tissue,
‘could contribute o the generation of abnorma acivity? Whatpars of the systems arc
ow threshold and function 35 tigger lements?

‘Oneof the current hypothesesis involved with microcieuitry,particalarly local synaptc
iteracions in ncocortcal and limbic system structure. In the ippocampus,the rol of
the trigec clement hs been Jong atributed 1 the CA3 pyramidal cell—a hypathesi
based o thefact that spontaneous synchronous burst discharge can be ctablished in
‘CA3 neurons Some suadies describe n iniinsically bursting cll type i the neocariex
that plays a role similar o that of CA3 cell inthe hippocsmpus and that of deep cell in
the pyriform cortex. The intrinsicnatues ofthese cells ppears to b an important
contributor 0 the establishment of synchronized bursting n these egions. Another
apparent reqirement n such a population i fo  certain degree of synapiic interaction
among neurons,such tha discharge of cve one cell et the ativity of s neighbors.
Given the preseic of these bursting cells and the ocourrence of excitatory inferactons
‘among them in norml tisue, it may actually be the morphologic substrte for
cpilptiform discharges.

Anothe hyptothesis has focused patculaly o the ol of N-methyl-D-aspartatc
(NMDA) receptos. Various factors regulate the eficacy of NMDA receptors:their
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‘conditions specifed,experimental work s required fo charactrize anset tie. Differcnt
types o technologiescould be exmployed 1 influcnce wide areasor single individuas.
Because his technology i considered {0 be tunabl, the inlucace on subjects could vary
from mild disruption of concentraion to muscle spasms o lossof consciousness, The
subject(s) would have varying degrees of voluntay controldepending on the chosen
degree of ncapacitaton.

Technological Status of Generator/Aiming Device

An elctic feld szengih of roughly 100 Kv/m over time period of | nanosecond is
approximately the conditon thought o be ecessary o produce the desired cffect when
provided to an overallrepetiion ae of 15 Hz. Such ek may be develope using
radar-fike,high-peak-power, pulsed sourc or an electromagnetc pulse gencrator
operatd at 15 Hz. These technologies exist oday suffcient to evauatethe disabling.
‘concept. Power requiements ar not high because theduty actor s 0 low. Aiming.
deviees ar currently available, bt high degree of diectonality at long distances el
require development. It may be necessary o provide burts of these nanosecond pulic i1
order 0 stimulat th desired effect. As e duty time increases so does the aversge.
power requirement for power surce. Bocause there were o open teature reports rom
‘which to make infecnces, here i some uncertainty sbout the powerlovls required.

Range
“The ffective rang could be hundreds of meers.
Defeat Capabiltes/Limitations.

Shiclding can be provided by conductive bariers ike metalor metal sreen, There a1
umber of dgs that ar capable o inducing convlsive scizures and others, ke
‘Phenobarbital, diphenyllhydanton, rimethadione, 2 dnitrophenol, and acetazolaide,
‘which are anticonvulsve. Anticonvulsive drugs e known o be elpful n reducing the
effect of seizure in epleptic paticts,but thei ailty o reduce the efectof the proposs
technology is unknown (possbly no effect) but expectd o be lessthan for phoic-
induced seiues

Incapacitating Effect; Acoustc Energy
“The natue of th incapacitaion consissof severe pressure senstions, nystagmus (o

. involunary motion of the eyes), and nuseacaused by high intensitis of
9140-153 dB). Nystaginus occurs when contection curtents re produced (cupula
movement) n the ateral car canal. Thiscupula movement causes the eyes fo move.
involuntariy; hence, he cxiemal world is interpeted as moving. The subject "ses” his
surroundings turning round him and a the same time experiences a sensaton of tuming.
Persons expase o these levels of sound experience nausea.

‘Biologieal TargetNormal Functions/Discase State
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demonstrably on Decenmber 16, 1997 on Japanese television when hundreds of viewers of
 popular catoon show were reted,insdvertntly, to photic sizure induction (gurs
31, The photic-induced seizur s indirect in thatthe ye must receive and transmit the
impuises whichinitaly activate a portion of the brain asociated with th optc nerve
From that point the excitabiliy spreads o other portions o the bain. With he
elecromagnetc concept, cxcitation i dirctly on the bain,and all rgions e excited
concurtently. The onset of synchony and dsruption of muscular control is antcipaed to
be ncarly nstantancous. Recovery tmes are expected o be consstent with, or mre rapid
than, that which is observed in epilptic seizures.

Time to Onset

No experimental evidence is vaiable for this concept. However,lightindoced seizures
Iatency onsct i photosensiive epileptics varicsfrom .1 o about 10 seconds. Because of
thefact that the clectrical impulsestriggered by light mustspread o other parts ofthe.
brsin. photicinduced sizuressee xpected to have  generaly slower anset than neural
synchrony induced by high-strengih pulsd electric fields

Duration of Effect

For epilepicindividuals, the typical darstion ofa pett mal eveat o  psychomotor event
1 minute or 2, posibly longer,while the duryion of 1 rand mal seizue 8 1 10 5
utes. I a non-pilepti whois induced by electomagneti means, the
durationsof the diferent events are expected t be roughly he same 3 the epleptic
individual'sevents afer th exteral exctation i removed

Tunability

‘There are many degrees ofepilepicscizar n diseased persons,and tseems reasonable
that clecromagnetc stimulation o neural synchrony might be tunable with regard 0 (e
and degree of bodily ifluence, depending on the parameters sssocited with the chosen
stimulus. Because thre are no actual dta (o build on, these statements must be
considered tentativ. It s known that i th study of hotic-induced seizurs, prameters
can bo varied s thatth individual under tudy does not actualy undergo a erand mal
seizure. This knowledge gives confidence that the proposed technology woukd be funabie.

Distribution of Human Seasitvites to Desired Effects

s anticipated tha 100% ofthe population would b susceptibe. The mechaniam i one
{hat could acton many individual neuronal cells concurrently and hence docs ot depend
‘on spreading egions ofelectrical ativity 13 in th diseas sat.

Possible Influence on Subjects(s)

the technology unctions approximately ss envisioned,the targeted ndividual could be
incapacitated very quickly. Because there have been o reported studies using the.
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and giddiness. iffcts also included blurrd vision and visual fild distortons in some.
exposure onditions. The nature and degree ofall effcts was dependent on both sound
level and frequency with the most sever cffcts occurring i the audibl frequeny range
(a5 opposed o nfrasound), s evels bove about 145 dB. The investgstors found no
temporary treshold shift(TTS) smong ther subject, nd the use of hearing protectors
sreaty alleviated the adverse efects.

Since the caly days of je-engine esting and maintenance, ancdota evidence has
appesred lnking exposure 0 inase noise, withsuch complints s dizzinss, vertigo,
ausea, and vomiting, As  rsult of sirennoise at 140 4B, subjects consistetly reported
fecling ofbeing pushed sideways, usually away from the exposed ear,and one sbject
repored difficulty standing on one foot

“These effects werenot s dramtic s from the jet-ngine (broadband) nise 1 140 dB,
“This rescarch concludes tht he threshold of abyrinhine dysfunction is about 135 o 140
0B and that these effects occur during, but ot afler, exposare.

Time to Onset
Notmes 10 onse of nausea o nystagmus were identifiod i the ierature bt i presumed

1o be eltivly immediatc based on effcts t th Ibyrinthsystem occuring during, but
not after, exposure o sound pressureleves o 135 to 140 4B

Duration of Effect
“The incapacittion lsts only a log s the incapacituing sound s present.

Tunabitty

Based on the datapresented above, it i unclear whether th degrec of nausea or
ystaganus is tunable, bt similar symptoms caused by othe simal re variabi in
degree.

Distribution of Human Sensiivites o Desired Effects

1t most probable that sl individuals il be susceptbl o this stimulus with the
exception of those with  discae or defec 1., deaf mutes) of some part or parts of the

vestbular system. Data showed o consistent decreas i vestbulo-ocular reflects with
increased age.

Recovery/Saety

Normalsubjecs re kel torecover immediately and experienco no o unmessurable
changes in hearing unless well known requency-incasiy-time fctorsar excecded.
“This s based on studis which ound no termporarytheshold shil i hearingof subjocts
testedat fow frcquency. Occuptionsl safety personnel gencrallyrecognize thit 115
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“The two lteral semicirulaecanal, one locad i each e e, slrta prson o the
fac that his uprigh head is experiencing angular accleration. Within the smpull of the
canal are severalso callod hai cells. Th cilia ofthese cellsprotrude into the lumen of
the ampulla where they ar encased in & mass ofjll-like material (the cupua) which is
attached 10 the opposit wallofth canal. As th head scceleate, thecilia ar bent by an
inertal force of thecupal and the viscous liguid in the cana Jumen. The bending of the
il excite hai cells which in tum excie afferent neurons:these then alrtthe brsn thit
achange of positon ofth head has occurred.Similarevents occur when the head sops
‘moving, The resut ofasrong hai cellstimulus to the brsin i  rapid eye movement,
call nystagmus, a feeling of dizziness and disorienation, and 4 possibilty of ausca
vomiting

‘Nommal hearing i n he range betwee the frequencies of 20,000 o 16,000 Ha with the
optimal senstiviy for mostpeople between the frequencies of 300 0 6000 Hz-

Mechanism to Produce the Desired Effects

Because the end organs foracoustc and vestibula perception ar so closely relaed,
intense acoustc timulation can result n vestibular ffects. The hypothesis s tht the
‘sound of normal ntensity produces osilltons of te endolymph nd perifymph,
‘compensated for by osclltions ofthe ound windw. High ntensity sound produces
‘ddy curents, whichare loclized otaional fuid displacements. High intensity sound
can alo prodce nonlinear displacemen of th stapes, causing a volume displacemen,
the fesult of which can be.a flud void n the labyrint. To il the void, luid may be
displacedsiong the ndolymphatc duct ndlor block capillry pathways, which, in tur,
‘could stimulatc vestbula receplrs. Stmulation of the vestibularreceptors may lead o
nausea and vormiting ifth sound pressure level i high enough. Conclude that both oty
‘currentsand volume displacement serve o stimulate vesibular eceptors in humans,
‘when exposed o high levels ofnoise.

Onestudy found nystagmam in guines pigs exposed to high levels of infrasound via
stimulaton of the vestbular receptors. However, the same la was unabl to poduce
ystagamus in human subjects at S- and 10-second exposures to & pur tone t 135 dB,
broadband engine noise,or 8 100 Hz tone at 120 dB, puled thrc times’s or 2 mintes,
‘The same rescarch was unsbie o clicit nystagmus a evels up o 155 dB, and also equally
b o produce nystagrus using infrasound levels of 112-150 4 in guinea pigs,
‘monkeys, and humans. However,rescarch with audible components i the sound
spectrum with guinea pgs and morikeys prodced nystagmus. Othe rescarchers report
other vestibular effectsin additon t nystagmus at the following thresholds: 125 4B from
200-500 Hz, 140 dB at 1000 Hz,and 155 B at 200 Hz. Decremeats n vestibular
function occr consistntly fo broadband nojse levels of 140 dB (it hearing
protection)

Human subjects isenad t very high leves o low-frequency noisc and infrasound in the
protected o unprotected modes. Two-minut duraton as high a 140 fo 155 dB produced
‘ rangeof effects from milddiscomfort 1 severs pressur sensations, nauses, agging.
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dBA) i to be avoided and that 70 ABA)i assumed saf. Is beleved that the oise
‘ney it predominating frequencies bove 500 Hz have a greater potential fo hesrng.
loss than noise energy a loweer frequencies. Occupational standards for noise st thata.
person may be xposed continuously for § hours 0 90 AB(A) or 15 minutes to 115
aBA).

Possible Influence on Subject(s)

Indction of nystagrmus and nausca will have vaiableeffctson individuals, Effcts may
be suficienty ncapacitaion o allow offensive advantage; the perception ofsickness
may malke a ubjectsusceptible to persuasion. 1t woul be difficult t target single
individuals atthepresent Jevel o sound dircting technology. Thistechnology may be
beter suted for groups of peopl.

‘Technological Status of Generator/Alming Device

Sound generating echnology s well developed bt no highly portable. Aiming devices
are poorly developed.

Range

Undernormal ircumstances e sound pressure level decreases 6 dB(A) when the
distance from the source i doubled. Forexample i the sound is 100 4B(A) at 100 f,at
200 L the sound would be 94 AB(A). At very high sound levels, cetain conditons may.
e to nolincareffcts i propagation and grealy increase range accurscy.

Defeat CapabiltesLimitations

Negative effects of audible sound are grealy decrease if heaing protectionis worn.
High frequency sound is more casily blocked than low fequency sound due o
‘wavelength ffects.

Laser-Induced Biological Effects

“Their are threo basic damage mechanisms associated with exposure 0 lase adisi
‘hemical,thermal, and mechanical o acoustic-mechanicl,

“The laserindaced, chemicalalerations i adiated tssue are referred to
Photochemical damage. The likelibood of aserradiaton i the biueight potion of the
clectromagneiic specirum (380 0 550 microns) inducing photochemical reactons.
progressively decreascs with ineeasing wavelength. Photochemical effctsare not
observed upon exposure o radiation with wavelengths exceeding 550 10,650 microns
becausethe Kinctc cnergy associated with these photon i nsuffcint o nitte 3
Photochemical change.






