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SHOULD YOU BELIEVE WIKIPEDIA?

As we interact online we are creating new kinds of knowledge and
community. How are these communities formed? How do we
know whether to trust them as sources of information? In other
words, should we believe Wikipedia? This book explores what
community is, what knowledge is, how the internet facilitates
new kinds of community, and how knowledge is shaped through
online collaboration and conversation. Along the way the author
tackles issues such as how we represent ourselves online and how
this shapes how we interact, why there is so much bad behavior
online, and what we can do about it. And the most important
question of all: What can we as internet users and designers do to
help the internet to bring out the best in us all?
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INTRODUCTION  Design and
Social Behavior

In 2004, my son Noah was turning one year old and
I had a problem: How do I make him a birthday cake?
He was seriously allergic to dairy, soy, and egg. A mis-
read food label or a bite snuck from another child’s plate
at daycare could send us to the emergency room. But he
was turning one — I wanted him to have birthday cake.
I found a website called kidswithfoodallergies.org, and
asked on the forum there: Did anyone have a dairy-,
soy- and egg-free cake recipe? In response to my query,
I got a flurry of warm welcomes from parents on the site.
They shared an excellent safe cake recipe, and provided a
host of other support. Parents on the site helped me figure
out how to make a clear and effective allergy-awareness
sheet for his daycare teachers. They shared tips for how to
safely order food in a restaurant. Their experience was
invaluable, and they also were emotionally supportive in a
way no one else could be. Parenting an allergic toddler is
stressful, and they understood completely.

After a few months on the site, I started welcoming
new members and answering their questions. I became a
local expert on a few topics. Together, the community of
parents built up a body of shared knowledge. Online com-
munities are good at constructing knowledge. As we’ll see in
Chapter 3, the more you learn about the social nature of
knowledge, the more you can see why social media is good at
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SHOULD YOU BELIEVE WIKIPEDIA?

helping create it. Noah was lucky enough to outgrow his
food allergies by the time he turned five. When I posted a
picture of him eating his first piece of real pizza, other
parents said it brought tears to their eyes.

This book is about the design of online commu-
nities, with an emphasis on how online communities can
build (or fail to build) knowledge. To truly understand how
the internet is creating knowledge, we need to understand
other critical aspects of designing online groups - commu-
nity, collaboration, identity, management of bad behavior,
and the influence of market forces.

Online communities take many forms. I am part of
a Facebook group of friends I've known since graduate
school who like video games, and a subreddit of people
(who I've never met) who are fans of my favorite television
show. I'm part of groups for academic parents, people who
volunteer to moderate a subreddit, and alumni of my elem-
entary school, high school, college, and graduate school.
I find each of these groups to be supportive in different ways.

In each group, I share different details about who
I am, and I behave differently. Amy the professor, Amy the
mom, and Amy the Grey’s Anatomy fan are quite different.
Norms of self-presentation are formed by a combination of
software affordances and learned behavior, and those norms
change group dynamics.

Each of these groups also shapes my understanding
of the world. My knowledge and beliefs about how to
approach safety for kids with food allergies were shaped by
conversations on the food allergy group, and my opinion of
the writing in Grey’s Anatomy season seventeen has been
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INTRODUCTION

shaped through conversation with my fellow fans. Online
conversation constructs new understandings.

The internet creates new ways for us to interact,
understand the world, and share our understanding with
others. These processes are supported and shaped by
systems that are designed by humans. This book is about
the interaction between design and social behavior - all the
ways that the design of the internet shapes the human
behavior and knowledge that emerge as a result.

One of the most powerful affordances of the inter-
net is its ability to create community. Before the industrial
revolution in the nineteenth century, “community” was a
geographically bounded concept (Hampton and Wellman
2018). Travel was slow and hence rare, and people looked to
others nearby for social support and fellowship. These pat-
terns evolved significantly with the introduction of the
automobile. With the introduction of internet communica-
tion, it’s possible to find community based on shared inter-
ests and values, independent of geography. The parents on
the food allergy group are located all over the world, but the
internet brought us together.

What is a “community”? Is a group of people inter-
acting on a Facebook group or subreddit a “community”? In
Chapter 1, I'll use ideas from the prototype theory of cat-
egories to define what a “community” is. Eleanor Rosch
showed that categories in the mind are based on “proto-
types” or “best examples” — a robin is a better example of a
bird than an emu or a penguin. Similarly, we understand the
idea of “community” in relation to prototypical commu-
nities in our minds, like small towns or church groups.
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Ray Oldenburg’s work on “third places” shows us why we
need places that are neither work nor home, and how these
supportive communities are designed. I'll show how the
detailed design features of online spaces can help them serve
as third places. Finally, sociological research sheds light on
how online communication has reshaped the kinds of com-
munity and strong and weak ties we all rely on in our lives.

A second core contribution of the internet is its
support for collaboration. In Chapter 2, I'll introduce some
powerful examples of constructive uses of online collabor-
ation - like Wikipedia and citizen science. Why do people
spend hundreds of volunteer hours writing encyclopedia
articles or counting birds? I'll explain the incentive structure
in peer production, and what kinds of things are possible
using peer production methods. I'll explore citizen science in
some detail, and then introduce Yochai Benkler’s theory of
why peer production is important, and what factors are
important for a peer production project to succeed.

Yes, people can create things together online - but
are they any good? In Chapter 3, I'll answer the question of
whether you should believe Wikipedia. Building on ideas
from epistemology, metaphysics, and social construction of
knowledge, I'll explore what it means to “know” something,
and how good a job Wikipedia does at building knowledge.
I will argue that “truth” exists (even if we only have indirect
and unsure access to it) and knowledge is socially con-
structed. Social consensus is our best metric for what “is
true,” but sometimes that consensus can be wrong.

Chapter 4 is about “knowledge-building communities,”
and how the internet changes how we think. People increasingly
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come to learn things not alone but as part of a group — what
everyone else around you believes shapes what you believe. The
internet is a catalyst for this process. When a group of people
work together to accomplish a task, they form what is called a
“community of practice.” Collaboratively constructing know-
ledge online is a process that takes place in a community of
practice. Tll explain how communities of practice operate
through the work of Jean Lave and Etienne Wenger. The
knowledge-building process is strongly supported by elements
of the software environment as well as the people working
together. This is a kind of “distributed cognition,” and work by
Edwin Hutchins can help us understand it better.

Chapter 5 is about identity. As people interact in
online venues, they need to represent who they are to others.
The details of how we do this matter. Sociologist Erving
Goffman explains how, in the face-to-face world, we are
always performing roles. These elements of identity translate
into the online world. One of the key questions for online
activity is the role of anonymity. I'll explain the advantages
and disadvantages of anonymous interaction. In fact, we’re
all really some degree of “pseudonymous” (between
anonymous and identified) most of the time anyway. How
identity is represented turns out to be one of the most
powerful design decisions that you make in creating an
online communications environment.

As most internet users are increasingly aware, inter-
acting online is not all cute kittens and heartwarming stor-
ies. The internet can be nasty. In Chapter 6, I'll explore the
ways we can regulate online behavior. Larry Lessig divides
regulation into laws, social norms, markets, and technology.
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As we'll see, ideas about “free speech” vary around the
world, and laws about hate speech are quite different in
the United States compared to other nations. Where we
draw the line between free speech and illegal speech is the
most hotly contested issue about the internet. What is at
stake is not just what we all read or watch, but who we are.
At its worst, the internet can make insane and hateful ideas
seem normal, and make it easy for new people to be radical-
ized. On the other hand, if some speech is not allowed, who
decides where to draw the line? How do we make balanced
decisions about what content to allow?

How online platforms are financially supported
shapes them in fundamental ways. In Chapter 7,
I address how market issues shape what online sites exist
and what they become. This is particularly relevant for
how sites manage inappropriate content and bad behav-
ior. What kind of behavior management takes place
depends on what a site can afford. I argue that today’s
commercial sites can’t deliver what is healthy for people
or for society, because making key decisions steered by
the profit motive doesn’t magically make the right thing
happen. We need more public investment in non-profit
platforms driven by values.

Finally, in Chapter 8, I explore what we can do to
make the internet better. I revisit the previous topics (com-
munity, collaboration, knowledge building, identity, behav-
ior management, and market forces) and explore what
constructive steps are possible for members of online sites,
and for designers of those sites. Education is another
important missing ingredient. To understand the internet,
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people need a more nuanced understanding of the nature of
knowledge, free speech, and more.

This book is based on what I have learned iteratively
over the course of more than twenty years teaching the class
“Design of Online Communities” to undergraduate and
graduate students at Georgia Tech. In addition to explaining
online interaction, I hope you'll find the theories I introduce
useful, and pick the most relevant and go read the originals.
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1 Are Online “Communities” Really
Communities?

In 2009, then-Georgia Tech master’s student Vanessa
Rood Weatherly and I interviewed members of the
“brand community” website for owners of Mini Cooper cars.
This quote from one of our research subjects has always
stuck with me:

I had a grandson who was born premature and died and
everybody was just really supportive and everybody was
there for me. I couldn’t talk to anybody else about it on a
daily basis. But I could talk [on the Mini Cooper website].
So I’'d check in every day ... They were actually the first
people I told when the doctor said he wasn’t going to
make it. That’s the first place I went. I couldn’t wake
anybody else up at 3 in the morning. When it’s like that,
intense and close, it’s easier to reach out to other people
sometimes through the website and say it ... They
weren’t so close that they were that involved, so they
could listen and give me advice better ... My daughter
got a kick out of the fact that when she was sent to the
hospital in Denver, I think she got 12 packages, cards, or
flowers from people from the Mini site before she got
anything from friends or family. They responded so fast.
Overwhelmed by them before she ever even got anything
from people who actually knew her. So like I said, it’s a
lot of support. (Rood and Bruckman 2009)

If it is 3a.m. and you are facing devastating news,
who would you turn to for support? It seems counterintuitive
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that this bereaved grandmother would turn to a website for
fans of a car brand. But for her, the site was a supportive
community. The site was not a substitute for friends and
family she knows face-to-face, but a powerful supplement.

Humans do better when we support one another -
when we form supportive communities. The discipline of
sociology is focused on studying all the ways that groups of
people can be organized, and how that shapes the mutual
support that emerges as a result. Internet communication
reshapes social support in complicated ways. In this chapter,
I will explain the ways that the internet has changed the
forms that community takes. But first, we need to step back
and define “community.”

What Is a “Community”?

What is your idealized notion of a “community”? Are the sub-
scribers of a subreddit a community? What about people who
follow a hashtag on Instagram? What really is a “community”?

Cognitive science can help answer the question. I will
argue that the word “community” refers to a category of
associations of groups of people. To understand “commu-
nity,” it helps to have a more nuanced view of a “category.”
Eleanor Rosch found that categories in the mind are not
organized by simple rules of inclusion and exclusion, but by
prototypes. Each category has one or more best or “focal”
members. For example, a robin or sparrow is a better example
of a bird than an ostrich or penguin (Rosch 1999). These best
members are the prototypes for the category, and we under-
stand other members in relation to the best members.
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Within a category, each item has a degree of mem-
bership. The degree of membership of an item in a category
depends on its similarities to and differences from the focal
members (Lakoft 1987). Rosch notes, however, that talking
about “the focal members” of a category is a linguistic
convenience. It would be better instead to refer to the
“degree of prototypicality” of each member of the category.
Some that have a high degree of prototypicality we may
informally call the prototypes for the category.

Surprisingly, degree of prototypicality is objective —
it can be measured with reaction-time studies. A person
asked if a robin is a bird will respond more quickly than
when asked if a penguin is a bird. The difference is a fraction
of a second, but is measurable and repeatable. These results
are generally consistent across individuals from a particular
cultural background (Rosch 1999).

Categories can have either clear or fuzzy boundaries.
For example, the categories “car” and “truck” have fuzzy
boundaries, and sport-utility vehicles (SUVs) are members
of both groups. However, SUVs are somewhat remote
members of both the “car” and “truck” categories - a Ford
Explorer is not an ideal example of either a car or a truck.

The prototype theory of categories answers lots of
hard questions. Suppose you are in an art museum looking
at a monochrome, painted canvas, and wondering whether
this is “art.” The answer is: “Art” is a prototype-based
category. Works of art with a high prototypicality for
Western culture are things like the Mona Lisa by Leonardo
da Vinci and paintings of water lilies by Claude Monet.
A monochrome canvas “is art” in the same sense that a

10
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Ford Explorer is a car - it’s a member of the category with
significant differences from the most prototypical members.

Returning to the category “community,” in this
light, asking whether something “is a community” is a
poorly formed question unlikely to yield deep insights. The
category “community” has fuzzy boundaries. Instead, we can
ask how similar a particular group is to our ideal models of
community. This is a more productive line of inquiry,
because it challenges us to reflect on the nature of our
prototypical models of community, and explore in detail
their specific features and why each feature might or might
not matter (Bruckman 2006).

The notion of “community” is culturally relative.
For many Americans, our prototypical communities are
small towns and religious congregations. These are groups
of people who see one another regularly and have shared
interests. Everyone understands the idea of community in
relation to different prototypes, and people from other cul-
tures have different ideal models.

Different sorts of community provide diverse kinds
of value to their members. One value that our prototypical
congregation or small town might provide is support in
times of crisis. By that metric, the Mini Cooper online
community was successful. The group provided the
bereaved grandmother with someone to talk with (at any
hour of night), and condolence cards and flowers that
arrived before those from other friends. Howard
Rheingold’s beautiful chapter “The Heart of the WELL” in
his book The Virtual Community documents a host of ways
that members of The WELL (an early and influential

11
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bulletin board system) supported one another - like rallying
around the parent of a child with leukemia, and researching
how to arrange a medical evacuation for a member who
became seriously ill in New Delhi (Rheingold 1993). Help in
times of crisis is just one element of social support that is
easy to identify. Nancy Baym writes that it is common “to
find members of online communities and social networks
providing one another with the sort of emotional support
often found in close relationships” (Baym 2010).

Thinking about “community” and how it manifests
online, key questions to ask are:

« What features of face-to-face communities provide mean-
ingful support?

« How can we design online sites to provide those kinds of
value to their members?

« In what ways can online interaction provide new forms of
support that are not possible face-to-face?

For completeness, we must also ask:

« In what ways can face-to-face communities sometimes be
oppressive, and how can we lessen the downsides when
groups interact online?

Social Capital

In a famous paper, sociologist Robert Putnam collected data
on how many Americans join civic associations, and found
that the proportion of people who participate in such associ-
ations dropped dramatically from the 1960s to the 1990s.

12
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As one example of declining civic connection, he found that
people were still bowling, but joining fewer bowling leagues.
His paper and subsequent book were called “Bowling Alone,”
and became influential in part because of the catchy title. He
speculates on a variety of reasons for these trends. For
example, during this period the number of women who work
outside the home rose. Many stay-at-home mothers contrib-
ute much of the labor for civic organizations, and working
women have less time to volunteer. Second, he speculates that
time spent watching television (which was high during those
years) might discourage in-person activity (Putnam 1995).

Are we all bowling alone? Does it matter? These are
important questions for sociology, the study of society. One
way sociologists measure social support is with the concept of
“social capital.” Social capital is defined as “the sum of the
resources embedded in social structure, or the potential to
access resources in social networks for some purposeful
action” (Appel et al. 2014). Ties that we make in one context
may later be useful in others, providing information, influence,
and solidarity (Sandefur and Laumann 1998; cited in Adler and
Kwon 2002). Participation in civic organizations is one way
that we can build social capital, getting to know others in our
local communities. If participation in such organizations has
declined, can the internet help increase our connectedness in
new ways (Resnick 2001; Wellman et al. 2001)?

Strong and Weak Ties

An important aspect of the impact of the internet on social
capital is the distinction between “strong” and “weak” ties,

13
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first articulated by Mark Granovetter in his landmark paper
“The Strength of Weak Ties” (Granovetter 1973). A strong tie
is a close friend or family member — someone you would ask
to loan you money or to take you to the doctor. A weak tie is
an acquaintance - like a childhood friend you haven’t seen
in a few years, someone you used to work with, or a friend-
of-a-friend who you've met a few times. A weak tie is
someone you could ask a question.

Weak ties have surprising power. When Granovetter
surveyed people about how they got their current job, most
people learned about the opportunity through a weak tie. This
makes sense because your strong ties connect you to a rela-
tively small number of people, and your weak ties can connect
you to orders of magnitude more.

Connections among strong ties create bonding
capital. Weak ties provide bridging capital. You are likely a
member of a number of highly interconnected groups - like
your family and the people at your workplace or school.
Those people all know one another. Within a circle of tightly
connected individuals, strong ties provide access to a
bounded number of people and ideas. Now let’s suppose
I have a weak tie to someone at another university. That
person can introduce me to many people at their university,
creating a bridge between otherwise separate social net-
works. Knowing someone who is part of a different social
group is a bridge to a large number of new ties, one degree of
separation away.

Knowing people with a wide variety of life experi-
ences and knowledge is useful because they can assist you in
different situations. If you are suddenly diagnosed with an

14
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illness, you might use a large social network to find someone
else who has that illness and can tell you about it. If you are
moving to a different city, having a large social network
means you might be able to connect to someone who can
tell you what neighborhoods are good to live in.

Intriguingly, having more ties gives people a
broader perspective that helps them to have good ideas.
Ronald Burt studied the creation of innovative ideas
within a company, and found that people who have more
connections across different groups are more likely to
contribute good ideas (Burt 2004). If the company is facing
a crisis, the person who has chatted with someone in the
London office and also knows the person who manages
shipping and receiving is more likely to understand the
broader problem than someone who only knows people in
their own work group. Weak ties — especially ones that
bridge groups - are powerful.

With a bit of background on the power of weak
ties, it’s easy to see the value of internet communication in
enhancing social capital. Computer-mediated communica-
tion is spectacular at maintaining weak ties. We use plat-
forms like Facebook to keep in touch with old friends from
school and past workplaces. Social media connects us to
friends of friends, which massively expands our social
networks. And it’s easy to meet new people online who
can become new weak ties. Online social networks enhance
bridging capital (Ellison et al. 2007). Online interaction
also tends to encourage face-to-face interaction
(Hampton et al. 2011). Online and face-to-face community
are mutually reinforcing.

15
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Persistent and Pervasive Community

Social capital mediated by networks is different from face-
to-face social capital in interesting ways. Keith Hampton
notes that the new social capital is more persistent and
pervasive (Hampton 2016).

Mobility is one cause of reduced connectedness.
Social networks facilitate persistent ties and are “a counter-
force to mobility” (Hampton and Wellman 2018). It’s
increasingly easy to stay in touch with people you haven’t
seen face-to-face for many years. Staying in touch requires
effort, but it helps that many networks enable person-to-
network communications - one message can be seen by
many people. Contrast the effort needed to painstakingly
write individual holiday cards to a long list of people versus
the effort of posting a holiday message on a social network.
Personalized messages are more powerful, but the social
network message still has value and requires a tiny fraction
of the effort. When I posted on Facebook that I had signed
the contract to write this book, 155 people “reacted” to the
post, and thirty-two left a congratulatory comment.
Commenters include: family, faculty and staff at my univer-
sity, faculty at other universities, former students, graduate-
school classmates, two fellow moderators from Reddit, and a
close friend of my mother. I was able to reach all those
people by just typing a few lines of text.

Hampton writes that pervasive awareness “is an
affordance of the ambient nature of digital communication
technologies that provides knowledge of the interests, loca-
tion, opinions, and activities embedded in the everyday life

16
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events of one’s social ties” (Hampton 2016). Being generally
aware of what’s going on with members of my social net-
work makes that network more potentially useful to me -
through social media, I know who recently vacationed at the
spot I am considering going to, who lives in the town I'm
visiting, and whose teenager recently, like mine, learned to
drive. This general awareness enhances the social capital
I find in my weak ties.

Co-located community can have serious downsides.
Hampton and Wellman write that “The nature of commu-
nity in the nineteenth century, or in nearly any form where
people lived in a densely knit network of close ties, had its
drawbacks: the density of relations implied a high degree of
conformity to similar beliefs, backgrounds, and activities.
Rigid hierarchies governed who could communicate with
whom” (Hampton and Wellman 2018, 644). Individuality
and freedom don’t always thrive when your business is
everyone’s business. Escaping the intolerance of old-style
communities is a plus. Unfortunately, some of that intoler-
ance is being recreated by computer networks. Hampton
and Wellman note that this is increasingly apparent in
trends toward online public shaming and doxing (revealing
personal information of otherwise anonymous or pseud-
onymous individuals). I'll talk more about these downsides
in Chapter 6.

Some side-effects of the new persistent and perva-
sive form of community are surprising. One is the cost of
caring. Through social networks, we can become aware of
tragedies that befall weak ties. Without social networks,
I might not know about the tragic death of my college
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roommate’s cousin. Knowing about it, though, causes me
genuine stress (Hampton et al. 2015).

Another surprising side-effect is the spiral of silence.
If you feel your listeners are unlikely to agree with you, you
are less likely to speak up about an issue. The communi-
cations literature has long documented this phenomenon in
face-to-face settings. Remarkably, Hampton found that
people who interact more online are less likely to speak up
about an issue both online and in person. Online interaction
heightens your awareness that others might find your views
disagreeable, and this lowers your likelihood to discuss con-
troversial issues both online and in person (Hampton et al.
2014). Although we have an idealized notion that online
discussion can enhance the public sphere, with citizens
engaging with the important issues of the day, this can’t
happen in reality if no one is willing to discuss difficult
topics and there are no spaces that foster civil discussion
of difficult issues.

Third Places

Some online spaces are more successful than others in
helping members to develop or maintain social ties. What
are the design features that help? One first step to answering
that question is to better understand what features of phys-
ical spaces are conducive to more beneficial social contact.
In 1989, sociologist Ray Oldenburg published a book
with the wonderful title, The Great Good Place: Cafés, Coffee
Shops, Community Centers, Beauty Parlors, General Stores,
Bars, Hangouts, and How They Get You Through the Day
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(Oldenburg 1989). Oldenburg is a qualitative researcher.
Quantitative researchers like Robert Putnam count things —
such as the number of people who join parent-teacher
associations (PTAs) or bowling leagues. Qualitative
sociology is closer to anthropology. Oldenburg spent a
whole lot of time in bars and cafés and observed interactions
there. His basic research question is: What sort of value do
these spaces provide for their members?

Oldenburg argues that we all need a “third place” -
a place that is neither work nor home. Work and home don’t
satisfy all of a person’s need for social contact.
Consequently, he spent years studying informal public life
in a variety of settings. His findings are instructive as we
begin to think about how to design online “third places.”

First, Oldenburg notes that the third place should be
neutral ground. No one is hosting and no one is a guest -
those gathered are on an equal footing. It also needs a prox-
imate location and long hours, so people can come and go
with ease. Oldenburg notes that “the activity that goes on in
third places is largely unplanned, unscheduled, unorganized,
and unstructured. Here, however, is the charm. It is just these
deviations from the middle-class penchant for organization
that give the third place much of its character and allure that
allow it to offer a radical departure from routines of home and
work” (Oldenburg 1989, 33).

Oldenburg emphasizes that the third place is a lev-
eler. He writes that “there is a tendency for individuals to
select their associates, friends, and intimates from among
those closest to them in social rank. Third places, however,
serve to expand possibilities ... Within third places, the
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charm and flavor of one’s personality, irrespective of his or
her station in life, is what counts” (Oldenburg 1989, 24).

The tone of the third place is cheerful, and the
mood is playful. Activity is generally unplanned. The main
activity is conversation. Consequently, games best suited to
the third place are those that promote conversation. For
example, it’s easier to chat while playing darts than while
playing a video game.

The regulars (the people who reliably attend) are the
heart of the third place. They serve as social glue, connecting
other people who may miss one another by coming at
different times. They also establish the social norms of the
space — people follow the lead of the regulars in understand-
ing how to behave.

Oldenburg observes that people arriving at the third
place are greeted with different degrees of enthusiasm. Most
warmly greeted is the prodigal regular - the person who
everyone knows but who has been absent for a while. The
regular is next most welcome, followed by a regular with a
guest. Next most warmly welcomed is the pair of new-
comers. The lone newcomer is slowest to be welcomed into
the group. This order of acceptance captures the social
dynamic - who the attendees are and how they relate to
one another.

Traditional third places are often single-gender.
This may be an anachronism in current times. I'll talk more
about single-gender online spaces in Chapter s.

Finally, third places often have a plain appearance.
The third place is where the regulars and their friends and
guests hang out, and unknown strangers are not necessarily
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welcome. In valuing fellowship and conversation,
Oldenburg prefers a third place that is more like a local
pub where you stop by in casual clothes than a trendy spot
where you dress to impress and hope to see celebrities.
These are two different styles of spaces and both have
functions for different people.

While Oldenburg studied pubs and coffee shops,
William Whyte did a similar study of open-air places in
cities. What makes one public square fill with people when
the weather is nice, and another remain empty? Whyte
studied public spaces in cities, starting with parks and public
squares in New York City, and found an interesting set of
design criteria. First, more successful spaces are partially
enclosed but still inviting. Enclosure helps create a sense of
“place.” However, the location needs to be visible from
surrounding spaces, so people can be enticed to enter. It
helps if the space has a central focus of interest — a feature to
draw people in. Further, a successful public square should
have affordances for human activity - like shuffleboard or
chess. Whyte also notes that a good public space needs basic
amenities, such as places to sit, water to drink, and restroom
facilities (Whyte 1964).

Online Third Places

The study of places where face-to-face sociability is successful
provides a wealth of insights for the design of online commu-
nities. We can, for example, see most of the features noted by
Oldenburg and Whyte in the Mini Cooper car site. The central
feature of interest — the thing that draws people in - is an
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interest in the Mini car brand. This also creates Whyte’s sense
of enclosure — this is not a space for anyone, but for people who
have something in common (a car brand).

However, once people have arrived in this shared
space, the conversation ranges well beyond cars. Conversation
is the main activity. The space is a leveler, with people from a
range of different backgrounds communicating on an equal
footing. Activity is unplanned. It is easy to access (Oldenburg’s
proximate location is especially true online), and has the most
accommodating hours - it is always open, and had active
participants when our bereaved grandmother needed support
in the middle of the night. The presence of people from
multiple time zones takes Oldenburg’s notion of long hours
to a new level — even if most people in your time zone are
asleep, people are awake somewhere else in the world.

Oldenburg’s idealized portrait of a pub and
Whyte’s portrait of a city park or square are highly proto-
typical members of the category of “third place.” As we
design online spaces (like brand communities, subreddits,
Facebook groups, or multi-user virtual-reality spaces), we
can draw design inspiration from our knowledge of
these examples.

The clearest analog between face-to-face third
places and virtual ones is the role of the regulars. In an
online site, some people are always there and know every-
one. They form a kind of social glue between members. They
can introduce you to someone else you may not have met,
and catch you up on what happened while you were away.
This is as strong a phenomenon on a small Facebook group
or subreddit as it is in a pub.
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Furthermore, the regulars set the tone for how one
behaves in a space. Since they are often there and are known
by everyone, others take their cues on how to behave from the
regulars. People are expected to behave differently in a tea
shop versus a biker bar. The way people learn how to behave
in each kind of space is through observation of others in the
space, especially the regulars. Online, you also behave differ-
ently in the fun, anything-goes Mini Cooper site compared to
the more traditional, proper Campbell’s Soup site (as Rood
discovered in her research) (Rood and Bruckman 2009).
Online, the regulars are often also moderators — people
empowered to decide what content is acceptable. In that case
they literally establish the social norms of a site.

The visual design of a space also provides important
cues on how to behave (Bruckman 1996). The architecture
(big windows and high ceilings, or low ceiling and no
windows?), furnishings (white table cloths or old wooden
tables?), and attire of other patrons (business attire or jeans
and lots of leather?) implicitly tell people who belongs in a
space and how one is supposed to behave there. The visual
design of online spaces can similarly communicate expect-
ations. Communicating with design is easier in a more visual
space like a 3D virtual world than a simple website, but even
the simplest design communicates something by its
graphics, font, and layout. Deliberately unfancy presentation
also communicates expectations (Pater et al. 2014).

Face-to-face communities come in a wide variety of
types — for example, members of the PTA, the people who
frequent a particular café, or the kids on a youth sports team
and their coaches and parents. These represent “genres” of
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community. Online groups similarly have a wide variety of
genres — like health support, technical support, alumni of a
particular class at a school, or people interested in a particu-
lar issue. As designers of spaces that hope to promote
supportive interactions among individuals, we can draw
design inspiration from what we know about other groups
(on- and offline).

Social Roles

In face-to-face communities, people take on many different
social roles. The same thing happens online. One early and
insightful account of people taking on different roles in an
online site is Richard Bartle’s classic paper “Hearts,
Diamonds, Clubs, Spades: Players Who Suit MUDs”
(Bartle 1996). “MUD” stands for “multi-user dungeon,”
and MUDs were early multiplayer online games built
entirely out of text. Many MUDs were a kind of Dungeons
& Dragons game where you try to kill monsters and find
magic treasure. Bartle observed there were four different
kinds of players: achievers, explorers, socializers, and killers.
Explorers like to interact with the world (finding all the
unusual places); achievers like to act on the world (win the
game); socializers like to interact with people; and killers like
to act on other people (attacking the helpless). He presents
this in a chart (Figure 1.1)

Most intriguingly, Bartle found that there is a kind
of ecosystem among the different kinds, and having all four
creates a social balance. For example, if the players of a
MUD are all achievers, then people are obsessed with
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INTERACTING

Figure 1.1 Player types in a MUD (Bartle 1996).

gameplay and the other players become irrelevant. If the
players are all socializers, then there is no gameplay, and it
might as well just be a chatroom. The presence of a few
killers creates challenge for the achievers and explorers, and
gives the socializers something to talk about. A balance
among the four types creates more satisfying patterns
of interaction.

In addition to there being lots of types of users, no
person’s role is static — each person plays a different role in a
community over time. Every “regular” was once a new-
comer. Designer Amy Jo Kim documents “the membership
lifecycle” in her book Community Building on the Web (Kim
2000). People joining a new online community start as
visitors, and then may progress to novice, regular, leader,
and elder. Kim presents detailed design strategies for how a
site designer/manager can support members at each of these
stages — how to “welcome your visitors, instruct your
novices, reward your regulars, empower your leaders, and
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honor your elders” (Kim 2000). Just like Bartle’s player
types, there are dynamic social balances among these differ-
ent groups. We need the right number of each kind. For
example, having both too many and too few novices leads to
problems, relative to the number of leaders available to help
the novices.

Bartle and Kim uncovered these roles through
extensive, hands-on experience with online sites. In some
cases, the roles aren’t self-evident. Eric Gleave and col-
leagues note that social roles have behavioral regularities
and network properties — things you do, and patterns of
who you interact with (Gleave et al. 2009). You can use both
qualitative and quantitative analysis methods to uncover
roles in traces of online behavior. For example, analyzing
data from an online discussion site, they observed three
types of participants: answer people, discussion people, and
discussion catalysts. Answer people do most of the work of
answering questions. Discussion people talk to many others
and connect conversations. Discussion catalysts tend to start
long threads of conversation. Each of these roles has differ-
ent things they do and different patterns of who they talk
with. Figuring out what different roles people fill in a com-
munity can help a designer make sure to support each role,
and encourage people to take on roles that are needed.

One final important form of participation is
listening. Preece and Nonnecke studied lurkers in online
sites — people who listen but do not contribute. They make
a compelling argument that lurking is a valid form of par-
ticipation in itself (everyone can’t talk all the time - some-
one has to listen!) (Nonnecke and Preece 2000).
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Intriguingly, they found that the lurking percentage is dif-
ferent in discussion groups dedicated to different topics. For
example, there are many more lurkers in technical support
groups than in health support. In a technical support group,
when a question is answered, the conversation is usually
over. In a health support group, others can still chime in
with personal experiences and supportive statements. As a
result, the overall lurking rate is higher for technical support.

Technical support and health support are genres of
online discussion, which tend to foster different patterns of
interaction among participants. We can understand most
online interaction in relation to its relevant genre, and we
are still in the early stages of understanding what genres of
online interaction are significant.

Social Norms

Each type of community fosters different patterns of human
interaction. People behave a particular way in a technical
support group compared to a health support group, and
even quite differently in one technical support group versus
another. Behavior can be dramatically different even across
examples of the same genre of community. For example,
novice questions are warmly welcomed on the subreddit
r/learnpython. If a question is not clear or has been asked
before, the response is still usually helpful. Beginners are
welcome. In contrast, the website StackOverflow insists that
all questions be new. Repeat questions and poorly formu-
lated questions are “closed” and receive no answer. Mistakes
or ignorance are not tolerated, and novices generally find the

27


https://doi.org/10.1017/9781108780704.002
https://www.cambridge.org/core/terms
https://www.cambridge.org/core

SHOULD YOU BELIEVE WIKIPEDIA?

site intimidating. The two sites are intended for different
audiences, and this is communicated to people in both direct
and subtle ways. What kind of behavior is encouraged and
how people relate to one another are quite different across
these programming support groups.

How do people in the Mini Cooper car community
learn how to behave there? How did it come to pass that the
rules for what is appropriate are so different in the
Campbell’s Soup community? “Social norms” are the
unwritten rules for behavior that tend to emerge in groups.
Much activity in any online group is governed by those
norms. Where do the norms come from, and how can site
designers shape them? This is the overarching, core question
for much of the design of social spaces. Everything I am
presenting in this book (community in this chapter, identity
in Chapter 5, managing bad behavior in Chapter 6, etc.)
addresses different aspects of this question.

In a study of people who share fan fiction online,
Casey Fiesler found that people learn social norms, first, by
observing the behavior of members of the group. The under-
lying values of the community shape those norms. As we
saw, the regulars are key to a group. People especially
observe behavior of the regular members to learn how they
should behave (Fiesler and Bruckman 2019). The more a
group leader is viewed as a prototypical member, the more
that person can help shape group norms by behaving differ-
ently to deliberately influence others (Hogg and Reid 2006).
This is why “reward your regulars” and “empower your
leaders” are core maxims for online community design, in
Amy Jo Kim’s analysis (Kim 2000).
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The topic of the nature of social norms and how to
shape them is a subject of great interest in several research
fields, especially social psychology and communications
(Lapinski and Rimal 2005). Regarding the design of online
communities, the important point to note is how those
norms emerge differently in different subgroups.

Social norms are often not followed. Members of a
group may misunderstand norms, or may deliberately vio-
late them. In Chapter 6, I'll explore how we decide what
online behavior is unacceptable for a given context, and
what to do about it.

Theoretical Summary

The word “community” refers to a category in the mind. In
cognitive science, the theory of prototype-based categories
suggests that categories are defined by best examples (Lakoff
1987; Rosch 1999). We understand members of a category in
relation to members that have a high degree of typicality.
For the category community, our best members might, for
example, be a small town or religious congregation. When
we try to understand what kind of value an online commu-
nity provides for its members, we can compare design fea-
tures and patterns of human association in that group to
those of the most relevant face-to-face communities.

Social capital is a measure of how much people
support one another in a society (Adler and Kwon 2002;
Putnam 1995). People’s social ties can be strong (close family
and friends) or weak (acquaintances). Mark Granovetter
found that weak ties are especially powerful in providing
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social capital. For example, in Granovetter's study, the
majority of people who found a new job heard about the
opportunity through a weak tie. Two kinds of social capital
are bonding (among strong ties) and bridging (which lever-
ages weak ties that cross social groups). Social networks are
particularly good at enhancing weak ties and bridging cap-
ital (Ellison et al. 2007).

Social capital facilitated by computer networks is per-
sistent and pervasive. It is easier to keep in touch with people
we meet over the course of a lifetime, and maintain awareness
of both their significant life events and day-to-day activities.
This enhances our social capital, but has a side-effect of the
cost of caring and makes us more vulnerable to the spiral of
silence (Hampton 2016; Hampton et al. 2014, 2015).

Third places — places that are neither work nor
home - provide valuable sources of social support.
Studying features of face-to-face third places like pubs,
cafés, and city parks can help designers of online sites
(Oldenburg 1989; Whyte 1964).

In online communities, individuals take on different
social roles. Members are at different points in the member-
ship life cycle (Kim 2000), and even at the same stage may
have self-selected different roles in the group. Social roles
have different patterns of behavior and network properties
(who they typically talk to), and can be uncovered through
both qualitative and quantitative analysis of online activity
(Gleave et al. 2009). People in different social roles create a
kind of behavioral ecosystem within a group, and groups are
more effective when there is a good balance among people in
different roles.
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Practical Applications

Much online activity is simply individual or transactional.
I order new socks, and they arrive a few days later. I search
for a sports score, and a dozen sites compete to tell me who
won and how the game went. However, sometimes people
form groups online that are mutually supportive in interest-
ing ways. Key concepts from sociology - social capital,
strong and weak ties, bonding and bridging capital, third
places, and social roles — can help us to understand those
groups. Those concepts can help us to understand why some
spaces are more successful than others, what kinds of sup-
port online communication can provide for members, and
how to make them more effective. We can trace patterns of
human association that emerge in online groups back to
specific design features of the online communications plat-
form. Analogies to face-to-face groups can provide a source
of inspiration for creating innovative online sites.
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2 What Can Online Collaboration
Accomplish?

I n 2006, we took our then two-year-old son to dinner at
Ted’s Montana Grill, a restaurant that specializes in bison
burgers and has pictures of bison on the walls. Looking
around, he asked, “What sound does a bison make?” I told
him I really didn’t know, but when we got home I opened up
YouTube and searched for “sound of a bison.” And the first
search result was exactly that.

Could you have predicted this would be possible?
I know I couldn’t have. I remember as a grad student chatting
with my advisor, Mitchel Resnick, about whether it would
ever be possible to search for an arbitrary word on the web
and get a meaningful result. We both agreed that was silly —
no way! Of course this was around 1992 — we were discussing
the first web browser, NCSA Mosaic. So maybe we can be
forgiven for being short-sighted. If being able to do a mean-
ingful search for anything on the web is surprising, being able
to search for anything (like bison) on YouTube is even more
so. Sites like YouTube and Wikipedia have reached a critical
mass of content that make them truly useful.

The accomplishments of internet-supported, large-
scale collaboration are stunning. Should you be curious
about bison, you can hear and see them on YouTube and
read their complete history on Wikipedia, enabled by the
Apache web server, the Firefox browser, and the Linux
operating system. The internet has made new kinds of
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collaboration possible, with surprising and impressive
results. How does it all work?

In the last chapter, I explored the ways that people
online form supportive communities. One of the critical
things members of those communities do is to collaborate
to create content. They may be constructing a useful
resource (like all the videos on YouTube, or the content of
Wikipedia), or just building a shared understanding. What
factors make online collaborations succeed or fail? Working
together, volunteers on sites like Wikipedia and YouTube
have created resources of unprecedented value. This chapter
explores what makes that possible.

From the World Book to Wikipedia

In my childhood bedroom, the shelf still holds over four feet
of heavy beige volumes: The World Book Encyclopedia for
1975, with “Year Books” containing updates for 1975 to 1994
(Figure 2.1). My mother, Cynthia Zucker, purchased this for

Figure 2.1 The World Book Encyclopedia in my
childhood bedroom.
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me when I was in elementary school. For her as a single
parent at the time trying to get by on her salary from a part-
time job as a statistician, it was a major investment. But she
felt that it was important to have a kid-friendly, comprehen-
sive information source in the house. For people who grew
up in the age of the internet, it’s worth taking a moment to
think about why this was important. Without any kind of
internet access, if I wanted to look something up, I needed to
physically go to the library. Having an encyclopedia at home
was a huge help. I would not have believed you if you had
told me that this would be the last encyclopedia my family
would purchase, or that by the time my own children were
in elementary school, paper copies of encyclopedias would
be rare and largely unnecessary. As of 2021, you can still buy
a paper World Book, but Encyclopedia Britannica has been
online-only since 2010, and Microsoft Encarta was discon-
tinued in 2009. Encyclopedias on specialized topics remain
more common.

Paper encyclopedias are nearly obsolete because of
the rise of Wikipedia, the internet-based encyclopedia that
anyone can edit. To me, the biggest surprise in the history of
collaborative computing is that Wikipedia works. The details
of how it actually works are critical not only to understand-
ing Wikipedia, but to understanding what else we might
accomplish with this collaborative medium.

In early 2000, Jimmy Wales and Larry Sanger started
to work on an online encyclopedia, called “Nupedia,” with a
relatively traditional publishing model. Since initial progress
on creating articles was slow, they decided to use Ward
Cunningham’s “wiki” technology (Leuf and Cunningham
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2001) to make a workspace to develop articles to later move to
Nupedia. A wiki is a website with pages that anyone can edit.
It has the important feature of unlimited version history — if
someone makes a change you don’t like, you can revert to any
of the previous versions of the page. You can let people edit
freely, because anything can be undone. As content rapidly
grew on the wiki workspace, Wales and Sanger realized that
the openly editable version could be the real version and not
just a development workspace. In early 2001, they reserved the
domain name “Wikipedia” and the wiki version became
primary (Sanger 2005).

Their decision to allow anyone to edit Wikipedia
was counterintuitive. You don’t even need to log on to
make an edit - anonymous edits are allowed. It works
because enough people care about Wikipedia that deliber-
ate vandalism or poorly thought-out changes are quickly
removed. In 2004, Fernanda Viegas et al. found that van-
dalism was removed in 1.7 minutes if it involved an
obscenity, and 2.8 minutes if it was a mass deletion
(Viegas et al. 2004). Over time, a host of mechanisms have
evolved to protect Wikipedia from vandalism. If a page is
vandalized too many times or so controversial that people
are repeatedly reverting one another’s work (“edit war-
ring”), editing of that page can be temporarily or perman-
ently restricted to more trusted editors. Automated
mechanisms (“bots”) can detect and revert the most obvi-
ous vandalism (Geiger and Halfaker 2013). In Chapter 3 I'll
talk about how reliable the content is, and what it means
to have such a resource created by ordinary citizens rather
than content experts.
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As of January 2021, Wikipedia is available in 306
languages, and nineteen of these have over one million
articles. Wikipedia is just one example of what can be
accomplished by online collaboration. When volunteers
work together online to accomplish something greater, this
is often called “peer production,” and it takes many forms.
These include open-content publishing (Wikipedia), open-
source software, citizen science, and online creative collabor-
ation. Each has a different structure for how people
work together.

Online collaboration raises many questions. What
kinds of things can online collaboration accomplish? What
motivates people to contribute? How can we tell if the
product created is any good? One successful form of online
collaboration is citizen science. Volunteers (working both
online and in person) collect and analyze data about the
natural world that is actually useful to scientists.

Citizen Science

What can one scientist learn about the natural world?
Would it help if they had thousands of volunteer assist-
ants? With support from internet-based coordination
software, sometimes it can. Working together, large
groups of volunteers have built scientific databases of
information about galaxies and bird populations, dis-
covered the 3D structure of a protein, and even proved
new mathematical theorems.

The practice of citizen science actually predates the
invention of computers. For example, the Christmas Bird
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Count began in 1900." A common holiday pursuit at the time
was the Christmas “side hunt,” where hunters would compete
to see who could shoot the most game. Concerned about the
environmental impact, Frank M. Chapman at the American
Museum of Natural History suggested that people could
count birds rather than killing them. In 1900, twenty-seven
birders counted ninety species. Over Christmas 2018 (year
119), 2,615 teams of birders counted 2,638 species and nearly
forty-nine million birds (LeBaron 2019). Internet technology
makes it easier to coordinate larger-scale efforts with more
volunteers across a greater geographic area. For environmen-
tal projects, mobile computing lets data be directly recorded
in the field (Silvertown 2009).

One of the best-known citizen science projects is
Galaxy Zoo, created in 2008 by astronomers at Oxford
University in the United Kingdom. Modern robot-operated
telescopes can capture a massive number of images of far-
away galaxies — orders of magnitude more than astronomers
have time to analyze. Looking at a picture of a galaxy, is it
spiral or elliptical, smooth or bulging (Pinkowski 2010)? It
turns out that it’s surprisingly hard for a computer to auto-
matically classify images of galaxies. Some recent results
using deep learning (a technique in machine learning) have
had promising results (Khalifa et al. 2018). In 2008, a com-
puter couldn’t do a very good job of classifying galaxies, but
a person could do it easily. Oxford graduate student Kevin
Schawinski needed a large number of images classified for

' www.audubon.org/conservation/history-christmas-bird-count.
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his PhD research, and realized he needed help (Spotts 2007).
A website was built to let volunteers classify images.

The Galaxy Zoo website went online in 2008, and
150,000 volunteers entered fifty million classifications over a
period of three weeks. They had to shut the project down for
a while because volunteers had completely classified all the
images in their original dataset. New datasets posted later
were processed even faster. In 2009, the creators of Galaxy
Zoo made a new website called “Zooniverse” to expand the
approach to other kinds of data classification projects — like
identifying animals in photos of the jungle, and fish in
photos of the sea floor. The scope of the project has
expanded beyond biology, taking on tasks like transcribing
handwritten diaries of World War I soldiers or notes by
artists in the Tate Museum collection (Atkinson 2009).

A key challenge for any citizen science project is the
reliability of the information provided by volunteers. If one
person says an image is a spiral galaxy, are they right? Maybe.
But if a dozen people agree that it’s a spiral, you can be fairly
confident that it is. Galaxy Zoo first trains volunteers to
recognize important features of images of galaxies, and then
has each image evaluated by twenty separate people. In any
crowd-sourcing project, you can calculate how many inde-
pendent people need to process each piece of data. You
simply start with a sample dataset for which you know the
correct answers (“ground truth”). Next, you have a large
number of people process it, and then calculate how many
raters you need for a desired level of reliability. It may, for
example, take six raters to get 8o percent accuracy, and fifteen
raters to get 99 percent accuracy. If 99 percent accuracy is
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adequate, then you don’t need a sixteenth rater. You can
calculate how many raters are needed for a particular task.

Volunteers can sometimes outperform experts. In a
study of the project Snapshot Serengeti on the Zooniverse
platform, Swanson et al. found that agreement among a set
of untrained volunteers led to 97.9 percent accuracy in
animal identification, while individual experts were accurate
96.6 percent of the time. As they note, even an expert can
make a mistake — particularly if they are reviewing a large
number of photographs. Having confirmation from another
person helps (Swanson et al. 2016). How to do citizen science
well is a thriving field of research, and a key focus is how to
improve data quality (Parrish et al. 2018).

Gathering field data about the environment (like the
Christmas Bird Count) or doing data analysis (like Galaxy
Z00) are just two of the many kinds of projects that can be
accomplished by citizen scientists. Andrea Wiggins Grover
and Kevin Crowston classify citizen science activities into
five categories: action (encouraging participation in local
concerns using the scientific method), conservation (sup-
porting natural resource management goals), investigation
(collecting data from the physical environment), virtual
(projects that are entirely online), and education (projects
where outreach is the primary goal) (Wiggins and Crowston
2011). Citizen science projects require different levels of
expertise and commitment on the part of volunteers.
Someone classifying galaxies on Galaxy Zoo might invest a
few minutes or hours. The Great Sunflower Project gathers
data on bee populations. Volunteers agree to plant a par-
ticular variety of sunflower, and then submit data on how
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many bees visit the sunflowers for at least three five-minute
periods (Domroese and Johnson 2017). In the NestWatch
project from the Cornell Lab of Ornithology, volunteers may
walk for hours each time they observe a nest box placed in a
remote location (Cornell Lab of Ornithology n.d.).
Volunteers for the Coastal Observation and Seabird Survey
Team (COASST) take a six-hour training course, and agree
to a year of monthly observations of a beach, looking for
dead birds by the shore. Each observation can take a few
hours - longer if there is a big “die off” event that needs
recording (Haywood 2014). The degree of time commitment
for the volunteer varies.

Motivation in Citizen Science

Why do people contribute to citizen science projects? Dana
Rotman and colleagues interviewed forty-four participants
in citizen science projects in the United States, India, and
Costa Rica to try to understand people’s motivations in
depth. Rotman found that people’s initial motivations for
joining include personal interest, possible value for their
career, a desire to contribute to science, a desire to be a
member of the scientific community, and a sense of social
responsibility (Rotman et al. 2014).

Those factors draw people in; however, most people
participate in citizen science for a relatively brief period of
time. The most active users do a large fraction of the total
work that volunteers contribute. Sauermann and Franzoni
found that the top 10 percent of contributors to seven
Zooniverse projects completed 8o percent of the work
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(Sauermann and Franzoni 2015). As we’ll see, other kinds of
peer production like open-source software also follow this
contribution pattern.

For the small number of volunteers who contribute
longer term, what motivates them to stay? Rotman et al.
found that people’s long-term motivations were different
from their initial ones. Longer term, people stay because
they develop relationships with other volunteers and with
scientists, and enjoy formal and informal recognition they’ve
received for their contributions (Rotman et al. 2014).

Supporting user motivation is a priority for design-
ers of citizen science programs. Programs need to both
attract new users and encourage some of those users to
become dedicated longer-term volunteers. Rotman studied
users who had primarily intrinsic motivations to participate.
You have intrinsic motivation when an activity is rewarding
in itself, and extrinsic when the reward is separate. For
example, reading a book is intrinsically motivated if you
enjoy reading, and extrinsically motivated if you are trying
to win a “most books read this summer” competition.
Turning something into a game (“gamification”) adds extrin-
sic motivations (i.e., points and winning). This approach was
taken, for example, by the Foldit project. Participants in
Foldit try to find 3D structures for proteins. Determining a
protein’s structure is so complex that even a supercomputer
can’t calculate a protein shape in a reasonable amount of
time. The creator of Foldit, Seth Cooper, and colleagues
created an interactive application that lets volunteers try a
variety of strategies for finding an acceptable structure (one
that minimizes energy held in the molecule). An initial
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structure for a protein is posted as a puzzle, and players
compete to see who can create the lowest-energy version
(Cooper et al. 2010). Players earn points for how good their
solution is, and a leaderboard shows the best solutions so far
for each protein. The features borrowed from video games
like points and leaderboards encourage people to participate.

Foldit players can also form teams and work
together on solutions to protein-folding problems.
Comradery with your team members is another significant
motivation to participate, and people take pride in their
teams. Two Foldit teams helped discover the structure of a
protein significant in the HIV virus. When the results were
published, Cooper and colleagues wanted to list the players
as co-authors. The players chose to list their team names
(“Foldit Contenders Group” and “Foldit Void Crushers
Group”) on the paper, rather than their individual real
names (Khatib et al. 2010).

The idea of gamifying projects of this nature was
first pioneered by Luis Von Ahn. His first game was called
The ESP Game, and had individuals look at an image and
think what words another player might use to describe an
object in the picture. Points are awarded if both players
(who cannot talk to each other) pick the same word. In
reality, the data was being used to label images - if both
players respond with “dog,” then there is likely a dog in
the picture. The more pairs of people agree on “dog,” the
more we can be sure. Labels are useful for image search
and for blind users accessing the web with screen readers.
Players labeled ten million images in the first few months
of the game’s deployment (Von Ahn 2006; Von Ahn and
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Dabbish 2004). In the Zooniverse project, people are
willing to do repetitive labeling of pictures of galaxies
for free because they enjoy contributing to science, and
being part of real astronomy is exciting. With Von Ahn’s
ESP Game, people were willing to label less-exciting
images. Game-like techniques are a useful tool in
designing peer production systems.

Systems like the ESP Game are often referred to as
“crowd sourcing.” I'll use the terms “crowd sourcing” and
“peer production” interchangeably. However, generally the
term “crowd sourcing” is used when the volunteer is per-
forming simpler tasks, like identifying images, and “peer
production” is used when the volunteer is doing something
more complex, like contributing one scene of an animated
movie or helping to prove a mathematical theorem.

Peer Production and Intellectual Challenge:
The Polymath Project

Citizen science is just one form of online collaboration.
People online collaborate to create all kinds of things —
knowledge about the world, art, and even original math-
ematics. Much of the work people do in peer production
systems is straightforward - like saying whether there’s a
dog in the picture or whether a galaxy is spiral or elliptical.
But as Foldit showed, structuring peer production to let
users make more challenging contributions is possible.
Pushing this to the limit, could you use peer production to
prove a mathematical theorem? This in fact is what happens
on the Polymath Project.
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The project was started by a famous mathemat-
ician, Timothy Gowers. Gowers is winner of the Fields
Medal, which is like a Nobel Prize for math. He was quickly
joined in the effort by another Fields Medalist, Terence
Tao. Polymath’s famous founders immediately attracted
attention to the project and gave it credibility. A project
like this wouldn’t immediately take off if it was started by
someone unknown. Gowers was interested in seeing how a
diverse group of people could contribute to mathematical
thinking in different ways, and wanted to see if having
more participants would increase the chances of a lucky
idea being found.

Polymath is organized on a blog, and people con-
tribute by adding comments. Justin Cranshaw and Aniket
Kittur studied early activity on the Polymath Project to
understand what factors support and hinder the collabor-
ation (Cranshaw and Kittur 2011). They did a detailed analy-
sis of activity on Polymath 1, the site’s first attempt to prove
a theorem collaboratively. From February to May 2009,
there were 1,555 comments written on fourteen blog posts.
Comments that contributed significantly to the final proof
received a number. In total, thirty-nine different people
contributed numbered comments. The top ten contributors
made 9o percent of the comments (following the same
pattern we see in citizen science and open-source software).
Contributors range in experience from Fields Medalists
Gowers and Tao, to new assistant professors of math, to
graduate students and high-school math teachers. Four con-
tributors had no prior math publications, and six more had
only one. Cranshaw notes in particular that some users who
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commented infrequently actually made a significant contri-
bution to the final, successful proof.

Early on in the process, Tao proposed that each
discussion thread should be limited to 100 comments.
While this decision was made to limit complexity, it had
the important side-effect of encouraging the leaders to write
a summary of what had been discussed at the end of each
thread of 100 comments. This design choice added modu-
larity to the process. As we’ll see in the next section, task
modularity greatly helps collaborative work.

Polymath is an intriguing example of online collab-
oration, because the task is so demanding. In the next
section, I'll introduce theoretical work about what peer
production can accomplish.

Understanding Online Collaboration
as a Mode of Production

How is getting something done by peer production different
from the task being done in other ways, like by paying a
company or independent contractor to do it? Scholars from
the discipline of management science have an interesting
perspective, studying how our systems of rewards shape
what happens in practice. I'll return to this topic in
Chapter 7. Management science notes that how much you
can get done on a project depends on how resource-
intensive it is, in terms of both time and money. In his paper
“Coase’s Penguin, or, Linux and the Nature of the Firm,” law
professor Yochai Benkler makes a case that peer production
is a fundamentally new phenomenon (Benkler 2002). In the
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management literature, Ronald Coase explored the differ-
ence between “firms” and “markets.” In a firm, you hire
employees and are then responsible for providing them with
office space, paying them a salary, and managing their time.
Firms are clusters of resources under managerial command,
and they have organization costs. If instead of hiring an
employee you recruit an outside individual or group to do
the task, you don’t have those organization costs — but you
have transaction costs. You need to find the right person,
negotiate a price, and make a legal agreement about who
owns the results and what will happen if the work isn’t
completed on time or to the correct specifications. Coase
divides the world into firm, market, and hybrid models, and
shows the dynamic between them. Benkler explains, “people
use markets when the gain from doing so, net transaction
costs, exceed gains from doing the same thing in a managed
firm, net organization costs” (Benkler 2002, 372).

So is peer production more like a firm or a market?
Benkler’s answer is neither. He argues that peer production is
a fundamentally new paradigm, with profound implications.
Consider how people are assigned a particular task. In a firm
model, this is done by managerial control — managers need to
figure out who takes on what work, and match individuals’
skills, interests, and available time with the work that needs to
be done. In a market model, this is done by attaching prices to
tasks. Both of these models have major inefficiencies and losses
of information. For example, a firm might have too little work
for the number of employees (inefficiency), or managers
might not correctly understand each employee’s capabilities
(loss of information). In a market, the whole process of setting

46


https://doi.org/10.1017/9781108780704.003
https://www.cambridge.org/core/terms
https://www.cambridge.org/core

WHAT CAN ONLINE COLLABORATION ACCOMPLISH?

up transactions is imprecise. What if it takes a long time to
find someone suitable for a task on the market (inefficiency),
or if you choose someone who is not really qualified (loss of
information)? In peer production, on the other hand, people
self-select for tasks. This is arguably a better approach,
because an individual is often the best person to understand
their own capabilities and interests. Thinking about everyone
self-selecting for what they best can and want to do, Benkler
concludes that peer production will lead to overall better
allocation of human creativity. Benkler’s argument in favor
of peer production rests on his assertion that on the whole an
individual’s judgment of their own capabilities is better than a
manager’s judgment. It’s an intriguing empirical question to
what extent this is true in specific contexts.

Peer production relies on decentralized information
gathering to reduce uncertainties. Individuals (who know
their capabilities) self-identify for tasks. This only works if
people’s judgments are good. Therefore, we have peer review
of contributions to correct poor judgments.

This leaves two major challenges for peer produc-
tion: motivation and organization. People in firms do some-
thing because their manager tells them to (and they are
being paid to do what their manager requests). People in
markets do something because they’re being paid for the
specific, individual task. Why do volunteers participate in
peer production? Editors of Wikipedia, citizen science par-
ticipants, and participants in other volunteer online collab-
orations are not told to do so by a manager and are not
being paid. Why do they do it? Benkler argues that social-
psychological rewards replace monetary rewards.
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In 1990, I was trying to build a “smart” video-editing
system in Macintosh Common Lisp (MCL) as part of my
master’s thesis at the MIT Media Lab. MCL had just moved
to version 2.0, with major changes. MCL is open-source
software — an important form of peer production of content
that I'll discuss in detail later in this chapter. The new
version wasn’t quite done - lots of key files hadn’t been
converted to the new syntax. I needed to put a button on
the screen and the code to make a button wasn’t ported — so
I ported it. In all honesty, I did it badly — someone else later
had to fix it in a dozen ways. But I got it working, and my
name is in the changelog. To this day, every once in a while
I get email from an acquaintance saying they saw my name
in the changelog for MCL, and I can’t help feeling proud.
The sense of pride I felt in getting credit for contributing to
MCL is one example of the social-psychological rewards
that Benkler refers to. Similarly, in Chapter 6, we’ll see that
volunteer online moderators invest time in helping manage
an online group (like a Facebook group or a subreddit),
because it gives them elevated status within the group, and
they enjoy the sense of camaraderie among volunteers.

Benkler’s second key challenge for peer production
of content is organization. Part of what made my modest
contribution to MCL possible is the division into small
pieces of the work to be done. Having a range of
different-size pieces will let people with different levels of
commitment contribute. It helps if the pieces are independ-
ent of one another, so people can just select a piece and
work on it, without having to coordinate with others.
Finally, we need easy integration of these separate,
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contributed parts. In sum, a project is suitable for a peer
production approach if it has modularity, independent
parts, and easy integration of those parts.

The Structure of Wikipedia

Wikipedia excels in Benkler’s three criteria. The division
into articles gives it high modularity. You can write or edit
an article, a paragraph, or even just fix a single-word typo.
The parts are independent from one another - it helps if the
article on peanut allergy doesn’t actively contradict the art-
icle on food allergy, but you can work on them separately.
And the article on peanut allergy has no connection to the
article on trash cans. (These are articles I have edited.) No
integration of parts is needed - when you make a Wikipedia
edit, it is already integrated. This is different, for example,
than most data from citizen science, where meaning only
emerges from integrating data from many sources. For
example, information on how many bees visit one garden
is not especially meaningful, but it becomes meaningful
when organizers of the Great Sunflower Project aggregate
data from thousands of locations. If aggregation is not
necessary, the task is easier.

Wikipedia has more structure than is immediately
obvious to the casual observer. As we have seen, the ability
to easily undo any change is critical to allowing anyone to
edit Wikipedia. Each article has a “history” tab where you
can see all the past versions and compare any two versions.
In addition, each article has a “talk” page where editors can
discuss the article.
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Wikipedia has evolved a set of policies over time
that are central to keeping the site functional. One policy
requires that articles take a “neutral point of view” (NPOV).>
An encyclopedia is supposed to present an unbiased view,
with all the content supported by reliable citations. Content
that expresses an opinion or takes a strong stance on an
issue is removed. Another key policy concerns “biographies
of living persons” (BLP).? To avoid possibly being accused of
libel and to respect the rights of living people, BLP guides
editors on how to give special consideration for articles
about living individuals. There are thousands of policies that
continue to evolve.

Remarkably, these policies are on Wikipedia pages
which are editable themselves. Changes to policies generally
aren’t made without extensive discussion on the “talk” page
for that policy. In 2010, someone added my birthday to the
Wikipedia article about me. Since many privacy experts
recommend not sharing your birthday online to help protect
against identity theft, I posted on the talk page for BLP
asking if subjects of articles could ask to have their birthdays
removed. The change was discussed and quickly approved,
and the BLP policy was updated to say that subjects may
request their birthdays not be posted. With the new policy,
editors removed my birthday not only from the page about
me, but also from the history of the page.

Sometimes it helps to coordinate articles in a subject
area, and this is the role of “WikiProjects.” Each project

* http://en.wikipedia.org/wiki/NPOV
* https://en.wikipedia.org/wiki/Wikipedia:Biographies_of_living persons
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focuses on a particular subject area, and takes “ownership”
of a set of pages. For example, there are WikiProjects about
military history, medicine, dinosaurs, and opera. Active
WikiProjects establish standards for articles, like specifying
what information should be in the information box for a
dinosaur (temporal range, classification, etc.). Projects often
come up with standards for article quality for the topic, rate
articles for quality by those metrics, and give volunteers
suggestions for what most needs attention. For example,
project Opera has a “composer of the month” and “opera
of the month” which they collaborate to improve. Members
of WikiProjects help improve the overall coherence of
Wikipedia. To return to my earlier example, members of
WikiProject Medicine have checked that the article on
peanut allergy doesn’t contradict the more general article
on food allergy.

Wikipedia is different in every language. Students in
my Design of Online Communities class in 2005 compared
Wikipedia in English, Spanish, Turkish, and Hindi. They
found that the smaller the Wikipedia, the more article cov-
erage was focused on things unique to that language and
region. The Spanish Wikipedia covers almost as many topics
as English, but the Hindi Wikipedia was at the time entirely
about Hindi topics; Turkish was in the middle.

The specific content of pages differs by language as
well. Machine translation technology is currently some-
what unreliable, but even if it worked optimally it would
not be strategic to simply translate articles across lan-
guages. Brent Hecht created a system called Omnipedia,
which let you compare the content of a page on Wikipedia
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in twenty-five languages. Next to the English text, it
showed a translation of the same page from the other
languages, so you could compare the content. For example,
the page for “conspiracy theory” in the English Wikipedia
talks about things like the assassination of John F. Kennedy
and whether the moon landings were faked. The Dutch
Wikipedia maintains a list of conspiracies specific to the
Netherlands and Belgium. The German and Hebrew
Wikipedias have extensive content about anti-Semitic con-
spiracies. The very concept of a conspiracy is culturally
relative (Bao et al. 2012).

Open-Source Software: The Cathedral
and the Bazaar

While you are reading a page on peer-produced Wikipedia,
you may well be using open-source software (OSS) for your
internet browser (Firefox), and the content may be sent to
your computer by an open-source web server (Apache).
Open-source software is a powerful form of peer production
with its own structure. A growing amount of the world’s
software is now open source. How OSS is made is an
interesting contrast to the process of creating Wikipedia or
citizen science.

A piece of software is complex, and often has inter-
dependent parts. How is it possible for volunteers to build it?
In 1997, an early pioneer of OSS development, Eric
Raymond, wrote a paper about the process of OSS develop-
ment, titled “The Cathedral and the Bazaar” (Raymond
1999). The “cathedral” model represents how software has
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been traditionally created by firms. Firms hire managers and
software engineers. Managers divide the work into pieces
and assign specific tasks to individual software engineers,
who report to them. Often, a separate quality assurance
(QA) department will later test the software. A top-down
management structure organizes activity. The “bazaar”
model reflects the new open-source paradigm, with a poten-
tially chaotic flurry of activity and many self-selected par-
ticipants. Raymond’s essay is credited with catalyzing the
OSS movement, and was itself written in open-source fash-
ion (with corrections based on comments from readers, and
a version history).

Raymond explains that a new open-source project
usually begins not with a blank slate but with a partial,
working, tantalizingly unfinished initial version. The person
who created the initial version then becomes the project’s
leader. It would be difficult to attract volunteer helpers with
just an idea. Having an initial working version convinces
people that the project has plausible promise. As others start
using the initial project, they may add features or fix bugs.
They do this initially on their own copy of the project, and
then send their proposed changes to the leader, asking if it
could be made part of the “official” release. The leader needs
to evaluate each proposed contribution and make a decision
about whether to include it as it is, request changes, or reject
it. This takes significant work.

The OSS development process is not “leaderless” or
“democratic” - it’s typically a benevolent dictatorship. The
person who started the project is in charge. If a small group
share control, that is an oligarchy. The Apache web server
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project is one example of an oligarchy (Nakakoji et al. 2002).
Returning to Benkler’s criteria for successful peer produc-
tion, a key challenge for OSS is integration of parts. It’s not
possible to simply include every piece of code someone
contributes to an OSS project. On Wikipedia, contributions
are immediately accepted, and if they are not helpful they
can be removed later. In software, a bad contribution doesn’t
just reduce the quality of one small part of the system - it
may break it entirely. Consequently, someone needs to care-
fully evaluate what code to include in the official version.
That role is played by the founder of the project, or some-
times by a leadership team.

Early OSS projects were accomplished using just
email and mailing lists as the primary means of communi-
cation (in the mid-1990s, when Raymond made fetchmail,
the project whose creation is chronicled in his paper, the
web didn’t even exist). You can imagine how high the email
load of the leader was. Websites designed explicitly to sup-
port OSS development, such as SourceForge (founded in
1999) or GitHub (2007), make OSS development much
easier, with features like version control, bug tracking, and
separate discussion spaces for different issues.

Most OSS projects fail. To be successful, Raymond
argues that you need both a good project and a good leader.
The project needs plausible promise, and a good initial
version. And it needs to be something that others need -
most people contribute to OSS because they need the tool
themselves (Crowston et al. 2012).

The leader of an OSS project needs enough technical
skill to command respect, and the ability to recognize good
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ideas. Having strong interpersonal skills is also critical.
Raymond writes,

In order to build a development community, you need to
attract people, interest them in what you're doing, and
keep them happy about the amount of work they’re
doing. Technical sizzle will go a long way towards
accomplishing this, but it’s far from the whole story. The
personality you project matters, too. It is not a
coincidence that Linus [Torvalds, the leader of the Linux
project] is a nice guy who makes people like him and
want to help him. It’s not a coincidence that I'm an
energetic extrovert who enjoys working a crowd and has
some of the delivery and instincts of a stand-up comic.
To make the bazaar model work, it helps enormously if
you have at least a little skill at charming people.

Developers of OSS projects are largely volunteers.
Some corporations use OSS as part of their business, and
allow employees to work on OSS projects during their work
day. For classic OSS projects that are all-volunteer, why do
people contribute? Volunteers are generally self-selected,
and care about what they’re working on. Benkler (writing
in 2002) was building on Raymond’s work when he
describes the social satisfaction that contributors feel, like
I did in porting the button code in MCL. Raymond calls this
feeling “egoboo,” and describes OSS as “an efficient market
in egoboo” (Raymond 1999).

People contribute to OSS projects in many different
capacities. A large number of people notice bugs and report
them. A well-written bug report is a meaningful contribu-
tion! A smaller number of people help fix bugs. An even
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smaller number contribute major new modules. A study of
the Apache web server in 2002 found that although
388 people had contributed code, fifteen of those people
wrote 83 percent of the software (Mockus et al. 2002).

One critical innovation of the open software move-
ment is the release cycle. Before the wide availability of the
internet, software was often delivered to consumers on
physical media - CDs or floppy disks. Because sending out
a software update via surface mail was expensive and logis-
tically challenging (developers of consumer software didn’t
necessarily even know who had bought their product), it was
critical to meticulously test the code before “going gold” -
putting the code on physical media to ship. As a result, the
release cycle of software was extremely slow. A game or tool
might have just one release, so developers had to be really
careful and get it right the first time. This is how it works in
the cathedral model.

In contrast, in the bazaar model, Raymond’s motto
is “release early, release often.” If you have the ability to
quickly send new versions to everyone using your software
via the internet, you can let your users try the software out
and effectively be your QA testers. Lots of people testing is a
great way to identify problems. Or, as Raymond says, “with
enough eyes, all bugs are shallow” (Raymond 1999). Rapid
release of new versions of software started in the open
software movement and now is the norm for most software
development. With easy delivery of software updates, it’s no
longer necessary to wait until something is perfect (or even
really finished) to release it to customers/users. The idea of a
“beta version” (a mostly finished version that may have
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some bugs) or “alpha version” (an early release which is not
guaranteed to work well) used to be quite specialized tech-
nical jargon, but now are more widely understood.

Innovation and Leadership in
Online Collaboration

Can you innovate in peer production? In many peer
production projects, the final outcome is well described
at the start of the project. A group of people writing an
encyclopedia article about ducks know roughly what that
should look like without having to discuss it. Many OSS
projects also start with a highly specified goal. Most fam-
ously, the Linux operating system is a copy of the uNIx
operating system. If you want to contribute to Linux, you
can open a UNIX manual and see exactly what your code is
supposed to do. This makes collaboration easier, because
individuals can jump in and help without having to ask,
“What should I do?”

The work process gets more complicated if what
you are trying to do is not obvious - if the basic goals or
key design decisions need discussion. Doing something
everyone already understands can be done with little coord-
ination, in an almost leaderless fashion. Innovating requires
some form of leadership.

Is it possible to use volunteer peer production for a
complex project where the goal is ill defined? Kurt Luther
(then a PhD student, now faculty at Virginia Tech) and I set
out to study this question in 2008 (Luther and Bruckman
2011). One interesting example is people who work together
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to create animations. On the website Newgrounds, people
create and share short animated films. Collaborative projects
to create animations are called “collabs.” We started by
interviewing people working on collabs, and wanted to
know: How do projects get started, who volunteers, how
do people know what to contribute, and who makes the
creative decisions?

Like OSS, someone starts a new project on
Newgrounds, and that person becomes the benevolent dic-
tator with final creative authority. Animations come in
different genres, and it turns out that the type of story (the
narrative structure) shapes the work process. For example,
one common kind of animation is what we call a “collec-
tion.” In a collection, the leader asks for short animations on
a theme; for example, “when farm animals attack.™
Contributions are due by a specific date, and must meet
requirements like frame rate and length. The task for the
leader here is easy. The leader edits the pieces together in a
pleasing order, and gets to decide which submissions are
included. If someone is late with their contribution or sub-
mits something of poor quality, it is not used.

A different kind of animation is a traditional narra-
tive, where you are trying to tell a story. In a narrative, first,
someone has to write a script. Next, the script needs to be
cut into pieces, each piece assigned to an animator, and a
deadline agreed on. If an individual fails to deliver their
promised piece by the deadline, the leader has a problem -
part of the story is missing. Instead of simply not including

* www.newgrounds.com/portal/view/310559.
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the late piece as the leader does in a collection, the leader
first needs to negotiate with the original animator (are you
going to finish this if I give you another two weeks?) and
may eventually assign it to someone else. The total workload
on the leader is higher, and so is the social stress. In a
collection you can simply say, “Sorry, you missed the dead-
line.” The process of leadership for a narrative where each
piece is needed is more delicate.

A third common model on Newgrounds is a “con-
tinuation.” In a continuation, one person starts the anima-
tion and hands it off to a second person, who adds the next
segment. This allows for a more improvisational type of
story-telling — you don’t need to script the entire thing in
advance. It also fosters aesthetic continuity — when I add my
piece, I can make it fit nicely with the piece that came before
it. That’s harder in a traditional narrative or a collection if
animators work in parallel. However, a continuation creates
challenges for the leader’s efforts to keep the project on time.
Instead of working in parallel, creators must work in series.
If one person fails to do their part, the whole project comes
to a halt.

The key point in these three styles of collab (collec-
tion, narrative, and continuation) is that the narrative struc-
ture shapes the workflow needed to create it. The structure
of the desired product also shapes the time demands and
social challenges for a project’s leader. More generally, the
internal structure of the thing you are making constrains
how it can be made.

Most collabs begun on Newgrounds never generate
a finished animation. In a quantitative study of these

59


https://doi.org/10.1017/9781108780704.003
https://www.cambridge.org/core/terms
https://www.cambridge.org/core

SHOULD YOU BELIEVE WIKIPEDIA?

animation projects in 2010, we found that 87.4 percent of
projects are never completed (Luther et al. 2010). A major
challenge for these projects is that the leader is a bottleneck
for all activity. If the leader is overwhelmed by the amount of
work, the project slows. If the leader gives up on the project,
it dies, and all the work contributed by others goes to waste.
Leadership is a critical factor to the success or failure of
online creative collaborations.

Notice that the leader of a collab is making the
majority of the creative decisions — what to ask people to
do, what contributions to accept, and how to integrate
the parts. Would it be possible for everyone contributing
to the project to have greater overall creative input? To
explore this idea, Kurt created a project management
tool called Pipeline, specifically designed to support this
kind of collaboration. The Pipeline software allows a
project leader to post tasks that need to be done and let
individuals self-select who will take on each task. When a
task is completed, there is a space to discuss that par-
ticular contribution. Without Pipeline, people usually
send their contribution to the leader, and the leader
offers feedback. Pipeline made it easier for everyone on
the project team to offer input. In use by animators,
artists, and people participating in a creative scavenger
hunt, we found that Pipeline helped more members of
project teams to have creative input (Gonzales et al. 2015;
Luther et al. 2013).

Is it better for more people to have creative input in
a collaborative project? That’s actually debatable. We have
competing clichés: Some would argue that “many hands
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make light work,” while others would say that “too many
cooks spoil the broth.” Both approaches have advantages for
different kinds of projects. In a study of four OSS projects,
Nakakoji et al. found that the more exploratory and innova-
tive a project is, the more it benefits from strong top-down
leadership (Nakakoji et al. 2002). Whether it’s possible to
innovate with more peer-to-peer creative control is an intri-
guing question. There’s a lot more interesting research to be
done on structures for collaboration and how they shape the
final product.

When Good Will Fails: Boaty McBoatface

Everything we have discussed so far presumes that
volunteers are sincerely trying to help, and that volunteers
and project organizers share similar goals. Sometimes that’s
not true. In an amusing example of lack of shared goals, in
2016 the UK government created an online poll to pick the
name of a new Arctic research ship. The winning name, by
over 100,000 votes, was “Boaty McBoatface.” Internet voters
saw this as an opportunity for comedy, and didn’t share the
goal of coming up with a name for the ship that was
acceptable to those with more restrained sensibilities. The
ship was eventually named the RSS Sir David Attenborough
(the poll’s fifth highest suggestion) (Chappell 2016), but they
did use the name “Boaty McBoatface” for three small,
yellow, unmanned submersibles it carries (Dwyer 2017).
While this story is harmless and amusing, others are less
so, as we'll see in Chapter 6 regarding bad content and bad
behavior online.
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Theoretical Summary

In peer production, volunteers self-select to perform tasks
that match their capabilities and interests. Peer review
keeps the quality of contributions high. Allowing people
to self-select tasks can help make better use of human
creativity and effort.

For volunteers to work together on a project, the
work needs to be divisible into small, modular chunks.
Having pieces of different sizes lets people participate who
have different levels of expertise, interest, and available time.
Individual contributions typically need to be integrated into
a functioning whole. Easy integration of parts helps support
the growth of a project.

Integration of parts is usually accomplished by a
project’s leaders. Most collaborative projects operate as a
benevolent dictatorship where the project’s founder has final
authority over what pieces are included in the final product.
The leader of a collaborative project may become a bottleneck
if they have too much work to do in support of the project.
Better-designed tools can help lower the leader’s workload.

In most peer production systems, a small number of
people do most of the work. However, short-time partici-
pants also play a significant role. Organizers of online col-
laborative projects need both to recruit new members to
participate (designing for initial motivation), and encourage
some members to stay and become regular contributors
(designing for sustained engagement).

While many collaborative projects require extremely
simple contributions from volunteers, it is possible to organize
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projects where the group does something more complex, like
making an animated movie, uncovering the structure of a
protein, or proving a mathematical theorem. The structure of
a collaboration shapes both the work process and the nature
and quality of the product.

Practical Implications

What’s the next big thing that volunteers, working together,
can accomplish? Looking at the structure of existing success-
ful projects, we can begin to understand what is easy and
what is hard. Peer production can help us make better use of
human creativity and human effort. Most people contribute
to these projects both for the satisfaction of contributing to
something meaningful, and because it’s fun. The challenge for
designers is to invent new ways to allow people to participate.

So far I've touched briefly on the question of the
quality of the results of peer production. As we have seen,
data from crowdsourced projects like citizen science can be
highly accurate and scientifically valid, if the project is well
designed and managed. In the next chapter, I will tackle the
most controversial and often poorly understood question
regarding the validity of peer-produced content: Should
you believe Wikipedia?
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I n the previous chapter, I explored how Wikipedia works.
But is it any good? Should you believe what you read on
Wikipedia? My children’s middle- and high-school teachers
all forbid students from citing it, and some ask that they not
use it at all. Are they right? To answer that question, we need
first to back up and ask a bigger question: How do we know
anything at all?

How Do You Know?

Do you believe that human activity is changing our global
climate? One way or the other, how do you know? I walked
around my department one morning asking that question.
One person said she knew climate change was real because
“scientific data supports it.” I asked, “Have you actually read
any papers on the topic?” Paraphrasing, here are the answers
I got:

« “I've read abstracts of a few scientific studies and heard
reports on the science on news sources I trust.”

« “I read one study all the way through, and beyond that
heard about it on the news.”

« “I've never actually read any climate science, but I've
heard news reports.”

 “They taught us about it in sixth grade.”
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« “I saw Al Gore’s movie.”

« “I took a trip to Alaska recently. We had to walk two
hours to get to the glacier. They told me that just a few
years ago, the glacier was right there — you didn’t have to
walk to get to it at all.”

All my colleagues believe climate change is real. None of
them are actually climate scientists. In the absence of enough
time to really study the issue, they rely on sources they trust.
But what about the other side — the people who do not
believe that human activity is changing our climate? How
have they come to that conclusion?

For the sake of argument, let’s take as a given that
human activity is really changing the climate - climate
change is real. Is the other side simply delusional? Have we
entered the “post-truth” era? “Post-truth” was the word of
the year for 2016, according to the Oxford Dictionaries. It is
defined as “relating to or denoting circumstances in which
objective facts are less influential in shaping public opinion
than appeals to emotion and personal belief” (Oxford
Dictionaries 2016). This perspective implies there are
thoughtful people who rely on facts, and careless people
who don’t. It’s certainly true that some people are intellec-
tually careless (we can’t tell how many), but I will argue that
this view fails to describe what is taking place in a useful
way. It’s not that one side is relying on sources and the other
is not — both sides have sources. Unless you are a true expert
on a given topic, the best you can do is rely on sources you
trust. The problem then becomes: How do you decide which
sources to trust?
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Information overload and the complexity of
modern life mean that we don’t have time to make truly
informed decisions on most issues. I don’t have time to get a
graduate degree in either climate science or immunology —
I need quicker ways than that to decide whether it is worth
paying extra money to buy a low-emissions car, and whether
it is safe to vaccinate my children. So I rely on sources I trust.
Each person’s decisions about which sources to trust are
somewhat mysterious. In a bygone era, people were told
what to believe on important matters by community and
religious leaders. In contemporary times those decisions are
often shaped by mass media (starting with the inventions of
print, radio, and television), and more recently by the inter-
net and social media.

If we now assume that climate change is debatable,
how can we have that debate? For example, suppose we ask,
“Should I believe Al Gore’s movie?”" The next logical step
would be to find the sources that support the film. But then
we need to find the sources for those sources — and on ad
infinitum. Is there any kind of “base fact” that is beyond
dispute that we can then build on? This is a question of
epistemology, the theory of knowledge. If we now ask, “Why
do some people choose to believe Al Gore’s movie, and
others don’t?” that is a question of sociology of knowledge.

On most issues, people are predisposed to believe a
certain way, and therefore accept sources that agree. This is
called “confirmation bias” (Nickerson 1998). On the internet,
there are sources to support every possible point of view.

' An Inconvenient Truth, https://en.wikipedia.org/wiki/An_Inconvenient_Truth
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If you believe that humanity is arrogant and we have not been
good stewards of our natural resources, then you are more
inclined to believe that climate change is real and read the
Huffington Post. If you believe that humanity has been div-
inely given dominion over the earth and natural resources are
there expressly for our use, then you are more inclined to
believe that climate change is not real and read Breitbart.
Each worldview has a set of ideas that are easily assimilated
and ideas that don’t seem to fit. The internet helps create new
worldviews, with sources to support them and other people
who believe them. Those groups — whether they have typical
or atypical views — support one another’s beliefs.

Those worlds are increasingly isolated. When
I walked around my office building asking about climate
change, I couldn’t find a single person who had doubts. Or
if they did, they were not comfortable admitting it. Social
worlds foster views of reality, and those social worlds these
days sometimes don’t overlap in any harmonious way.

People who do and do not believe in climate change
use similar methods to decide what to believe — media and
human sources they trust. But that does not mean that both
sides are “right” A preponderance of evidence suggests
climate change is real - there is a “true” answer. How do
I know? Because I am willing to assert that my sources
(high-quality journalism and peer-reviewed scientific publi-
cations) are more robust than competing sources.

What does it mean for something to be “true”?
How is the internet changing how we understand truth?
This chapter explores how theories of the nature of truth
and knowledge can help us to understand the internet.
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Of course, one could spend a lifetime trying to truly under-
stand these questions (and many people do). Here I will
simply give a high-level introduction to parts of these theories
I have found helpful as an internet user and researcher.

Metaphysics: Internal Realism

Everything we know, we experience through our senses. Our
senses are fallible. We can make mistakes in what we per-
ceive, and every observation has a limit to its accuracy.

With our fallible senses, we create representations of
the world - both internal (mental) ones and external ones
(writing, maps, etc.). Those representations are always
approximate. When I was studying high-school physics,
I thought that we were working with approximate models
of situations, because we were just in high school - later we
would learn the “real” solutions. As an undergraduate phys-
ics major, I quickly learned that all solutions would always
be approximations. The models get more and more sophis-
ticated, but they are always approximations. As Jorge Luis
Borges wrote, the only perfect map of the territory is the
territory itself (Borges and Hurley 1999). The universe is,
atom for atom, a perfect model for itself - and anything else
has some degree of error in representation.

To further complicate things, the act of observation
changes the thing being measured. Sometimes that differ-
ence is significant, and sometimes not. It’s clearly signifi-
cant in the subatomic realm, where bouncing a photon off
of a particle to observe it moves the particle. It’s also clear
in the social realm, where, for example, the presence of an

68


https://doi.org/10.1017/9781108780704.004
https://www.cambridge.org/core/terms
https://www.cambridge.org/core

SHOULD YOU BELIEVE WIKIPEDIA?

observer shapes an individual’s behavior. Erving Goffman
wrote about how humans are always performing for others,
trying to make a particular impression (Goffman 1959).
The impressions given (what we intend to communicate)
may be different from the impressions given off (what
others actually infer from our performance) (more on this
in Chapter 5). In many other cases, the act of observation is
less significant.

If all I know is what my senses tell me, how do
I know I'm not dreaming? How do I know that the world
exists at all? This is a question of metaphysics. An objectivist
view argues that the world exists and we can reliably know
things about it. A subjectivist view argues that we are
trapped within the limitations of our senses and cannot
definitively know anything.

Much ink has been spilled debating objectivist
versus subjectivist views of reality. Fortunately, there is a
common-sense compromise called “internal realism.” How
do I know the world exists? Honestly, I don’t. But statistic-
ally, it’s highly likely. I am trapped within my subjective
perceptions and the limitations of my senses. You are
trapped within yours. But let’s suppose that we both agree
that I am sitting on a chair. If our perceptions are so fallible,
why do we agree? Now let’s suppose I ask the hundred or so
people who work in this building to come by and offer their
opinions, and everyone agrees that I am sitting on a chair.
The reason that we all agree is that the chair exists. I can’t
prove it, but the high degree of correlation between our
subjective perceptions leads me to believe that the world is
real, independent of my perceptions of it. This philosophical
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approach was first articulated by Hilary Putnam (Lakoff
1987). The world exists, but is only knowable through the
fallible senses of people who are part of the world (not
separate from it). The limits of our senses and the fact that
we are part of the world we are observing both lead to limits
on the accuracy of what we can claim “is true.”

Epistemology

The world exists, but through our limited point of view and
fallible senses, what can we know about it? What does it
mean to know something? Epistemology is the study of
knowledge. To know something, you must believe it, it must
be true, and your belief must be justified (Steup 2016). If
I am a contestant on a game show and I say, “I know the
grand prize is behind door number three!” that is not know-
ledge, even if I happen to be right. My belief (though
correct) was not justified. On the other hand, if I am a
stagehand and saw the grand prize behind door number
three, then I have knowledge (true, justified belief) that the
prize is there. I know because I saw it with my senses. One
candidate for a justified belief is something we directly
perceive with reliable senses.

How do we decide whether a belief is justified?
Epistemologists debate the nature of justification, and
whether justification is necessary or makes sense at all.
Two basic approaches to justification are evidentialism and
reliablism. Evidentialism says beliefs must be supported by
evidence - all beliefs can be derived from a set of justified,
basic beliefs. Basic beliefs include things you learn through
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reliable senses, and spontaneously formed beliefs if they are
a “proper response to experience” (Feldman 2003). Non-
basic beliefs are formed by inference from basic ones. In
this view, it’s challenging to know anything if we have to
follow a chain of evidence all the way down to basic beliefs.

On the other hand, reliablism suggests that a belief
is reliable if it is the result of a reliable cognitive process.
A reliable process is one that generally leads to correct
outcomes. Richard Feldman provides the example of two
bird-watchers:

Compare a novice bird-watcher and an expert walking
together in the woods, seeking out the rare pink-spotted
flycatcher. A bird flies by and each person spontaneously
forms the belief that there is a pink-spotted flycatcher
there. The expert knows this to be true but the novice is
jumping to a conclusion out of excitement. The expert
has a well-founded belief but the novice does not.
(Feldman 2003, 75)

Having a truly reliable process can be a challenge.
The theory of virtue epistemology argues that obtaining know-
ledge is an achievement. Knowledge is the result of “compe-
tent cognitive agency” (Greco 2021). Epistemic virtues include
“curiosity, intellectual autonomy, intellectual humility, atten-
tiveness, intellectual carefulness, intellectual thoroughness,
open-mindedness, intellectual courage and intellectual ten-
acity” (Heersmink 2017). Critically, obtaining knowledge is
not usually something you do by yourself - it is a social
process. Knowledge is the result of successful collaboration.

When are you justified in believing something
because someone else told you? In epistemology, this is the
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problem of testimony. By accepting someone’s testimony, you
make yourself vulnerable to possibly accepting bad informa-
tion either because of their ignorance or dishonesty. The
problem of testimony comes down to deciding who to trust.

If testimony that you accept is correct, you are
collaboratively building knowledge. To explain how testi-
mony is collaborative, John Greco draws an analogy to a
soccer pass:

Soccer: Playing in a soccer game, Ted receives a brilliant,
almost impossible pass. With the defense out of position
and goalie lying prostrate on the ground, Ted kicks the
ball into the net for an easy goal. (Greco 2021, 96)

The goal is a collaborative achievement between the mid-
fielder and our striker, Ted. In this example, most of the
credit goes to the midfielder, but it’s definitely a collabora-
tive effort. Greco argues that gaining knowledge through
testimony is similar. If all goes well, it is a collaborative
achievement of the speaker and the listener. Further, the
social environment shapes whether successful knowledge
transmission is likely to take place. Greco writes that “In
cases of knowledge transmission, the reliability of the testi-
monial exchange is at least partly explained by the social
environment. More exactly, it is explained (in part) by the
social norms that structure the social environment, and the
ways hearer and speaker sensibilities interact with those
norms” (Greco 2021, 78).

These ideas from epistemology give us new ways of
understanding the internet. When we receive information
online, we can ask: Am I justified in accepting this as true?
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Justified because of evidence I have direct access to or
because it comes from a reliable source?

Receiving information from someone else online
(like a post on social media) is an attempt at creating
knowledge through testimony. Reliability of the testimonial
exchange is determined by features of the environment (the
social media platform) and social norms for people contrib-
uting content there. The design of the platform shapes
whether the result is likely to be knowledge (true, justified
belief) or not. Internet users can pay attention to features of
platforms to help them decide what to believe. Designers of
platforms have an important job: to design to facilitate the
successful creation of knowledge.

Social Construction of Knowledge

The fact that everyone in the Technology Square Research
Building agrees that I am sitting on a chair led me to the
qualified statement that it is highly likely that there is
such a thing as “a chair” and I am sitting on one. More
broadly, that’s a pretty good metaphor for how science
works. In 1908, Robert Millikan and Harvey Fletcher did
an experiment with oil drops and concluded that the
charge on an electron is unitary - depending on how
many electrons you have, the charge is all in multiples
of the same base number (Holton 1978). At the time, that
was a controversial claim. Today, we would say “Millikan
was right.” How do we know? We know because more
than 100 years of subsequent scientific research confirms
that finding.

73


https://doi.org/10.1017/9781108780704.004
https://www.cambridge.org/core/terms
https://www.cambridge.org/core

SHOULD YOU BELIEVE WIKIPEDIA?

Millikan made some observations and drew conclu-
sions — but he might've been wrong. In fact, his experiment
was controversial because his original notes have some
anomalous findings in the margins. Next to numbers that
do not fit his theory are comments like, “Very low.
Something wrong,” and “Possibly a double drop” (Holton
1978, 70). Those oil drops were not included in the final
analysis. Did he cheat, and throw away data that didn’t
match what he wanted to find? Historian of science Gerald
Holton argues that there was probably something observably
different about those drops that made Millikan throw out
the data points (Holton 1978). In our naive everyday under-
standing of science, measurement is a precise process and
the things we measure either support or disprove our
hypotheses. In reality, every step of the process can be messy
and require active interpretation - struggling to decide
whether to exclude possible double drops is the norm rather
than the exception.

Science is a messy process, and it is only through
verification of results over time that we can judge which
findings are “true.” Bruno Latour and Stephen Woolgar
document the ways in which the acceptance of a new scien-
tific fact is inherently social (Latour et al. 1986). In the field
of science studies, this approach is called constructivism. At
first, in the written scientific literature, it appears as a quali-
fied claim: Millikan and Fletcher claim that the charge on
the electron is unitary. As more people duplicate the finding
and more people accept it, it might appear with a citation:
“since the charge on the electron is unitary (Millikan
1909) ...” As it becomes even more broadly accepted, the
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citation drops out. One can simply refer to the concept
without citation because it is broadly accepted as “true.”
The need to attribute an idea falls away as the idea is
accepted by more people. The process of something being
accepted by the scientific community is social.

Of course, sometimes the process of creating social
consensus makes mistakes. When my father, Robert
Bruckman, first started practicing orthopedic surgery, it
was standard practice to apply heat to certain kinds of
injuries and cold to others. At some point, the recommen-
dation changed to always use cold. He jokes, “In around the
mid-1970s, there was a spontaneous change in the human
body, making it more responsive to cold than heat.” Before
the mid-1970s, it was “true” that applying heat is sometimes
a good idea. After the 1970s, it was no longer true. Of course
the human body didn’t suddenly change — we were wrong
about what was best. The process of learning that we are
wrong is also social. Anything that we agree “is true” might
be wrong. But what we agree is true at any given moment is
our best attempt.

Here we get into a philosophical nuance: When
someone said heat is good for some injuries, were they
“wrong”? Later evidence suggests it. But at the time, we
didn’t know. Constructivists like Latour and Woolgar argue
that objective truth does not exist independent of a human
in a social context who knows that truth at a particular
moment in time. Social epistemologists argue that whether
we are confused about it or not, objective truth exists
(Goldman 1999). I agree with the social epistemologists
and Putnam’s internal realism - truth exists but we have
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only indirect access to it (Lakoff 1987). The distinction is
subtle, but important. Regardless, for practical purposes, the
best we can say is that all knowledge is contingent. Saying
something “is true” is linguistic shorthand for, “evidence
strongly suggests it, and this is the best we can do until we
learn otherwise.”

Peer Review

If truth is socially constructed, how does establishing it work
in practice? Peer review is the main mechanism in scientific
communities. A finding is reduced to written form as a
paper, and that paper is reviewed by experts in the field.
The credibility of a paper depends on the rigor of the review
process it underwent. Peer review is a way to operationalize
social construction of knowledge.

In practice, how carefully something is reviewed
depends on the type of publication it has been submitted
to. Journal articles are typically the highest standard. Papers
submitted to high-quality journals are sent to three experts
in the field, and experts review and re-review versions of the
paper until it is approved. Reviewers are typically anonym-
ous, to encourage them to be honest. In some fields, review
of conference papers is comparable in rigor to journal art-
icles. In my areas of expertise (human-computer interaction
and social computing), conference publications are arguably
now more important than journals. In many fields (particu-
larly in the humanities), conference publications are lightly
reviewed or not reviewed at all and serve as a way to get
feedback from peers on ideas in progress.
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We discuss this topic in the undergraduate class
I teach on “Computing, Society, and Professionalism,” and it
always surprises my students to learn that books are typically
less carefully reviewed than other publications. Undergraduate
textbooks and books in some humanities disciplines are care-
fully reviewed, but in other disciplines the review can be
cursory. A book manuscript may get comments from a few
experts in the field or may not, and the author and publisher
are free to ignore comments they don’t agree with. People who
review book manuscripts may be anonymous, but often are
known to the author, which encourages people to err on the
side of being diplomatic rather than frank.

Newspaper articles and magazines go through a dif-
ferent form of pre-publication review: fact-checking. High-
quality publication venues have staff assigned to make sure
everything they publish is correct. This is both to protect the
publication’s reputation as reliable, and also to prevent lawsuits
for libel. As economic models to support journalism have
eroded, many publications no longer fact check or do so less.

Lots of online information receives no formal
review. Anyone can put up a blog post or post on an online
discussion site and say whatever they like. Some sites sup-
port comments or up and down votes, which provide some
feedback on the content. However, those are not equivalent
to formal review.

The Reality of Review

It's important not to idealize the process of peer review. Even
for a top journal, it’s not always what you expect. As research
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has gotten more inter-disciplinary, it becomes harder for a
reviewer to truly understand all the research literature that a
new publication is building on. Reviewing is a social process.
An editor or conference program committee member
requests that others review something. The request typically
goes to someone they know. In deciding whether to accept the
request, the potential reviewer considers a host of factors,
including whether they are interested in the topic, whether
they understand the area well enough, and whether they owe
the requester a favor (did he/she recently review something
for me?). Once in the middle of reviewing, the reviewer
typically finds parts of the work they understand thoroughly,
and other parts that are more unfamiliar. I will include
comments for the editor explaining what parts I know better,
and what parts I know less well. It’s the editor’s job to make
sure that at least one person is an expert on each aspect of the
paper, but sometimes that is not how it turns out.

If something I am reviewing cites something
I haven’t read, should I go read it? In theory I should (and
occasionally I do), but it’s simply not possible to do that as a
matter of standard practice. Given the number of things I'm
expected to review and the number of citations each of those
contains, I often have to assume that the reference says what
the authors say it says. Which is by no means assured.

Ole Bjorn Rekdal (2014) tells the story of the birth of
an “academic urban legend” - the idea that spinach is a good
dietary source of iron (which is not true). Sloppy failure to
check citations perpetuated the myth for decades. Realizing
this, a paper by K. Sune Larsson in 1995 wrote that “The
myth from the 1930s that spinach is a rich source of iron was
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due to misleading information in the original publication: a
malpositioned decimal point gave a 10-fold overestimate of
iron content (Hamblin 1981)” (Larsson 1995, 448-449). You
would think that someone debunking an error in the scien-
tific literature would themselves be careful; however, it turns
out that Hamblin had no support for the story of the
decimal point and there is no evidence to suggest that really
happened (Rekdal 2014). The story about the origin of an
academic urban legend is itself an academic urban legend!

Before you read this chapter, did you believe spin-
ach was a good source of iron? Before I read Rekdal’s
account, I certainly did. The myth of the iron content of
spinach spread and was perpetuated in a community of
scientists working in peer-reviewed publications. In this
case, the mechanisms to stop such errors (scientific training
and peer review) failed. If it’s possible for scientists publish-
ing in journals to create such a persistent falsehood, imagine
how easy it is for untrained individuals sharing non-peer-
reviewed information on the internet to create falsehoods
that are stubbornly hard to kill.

Should You Believe Wikipedia?

As we have seen, the reliability of a publication depends on
its degree of review. I will argue that as a result, Wikipedia is
sometimes the most reliable publication ever created - and
other times not so at all. It depends on the article.
Wikipedia can be edited by anyone. Most pages
even allow anonymous users to make changes without log-
ging in. Learning that it can be edited by anyone, regardless
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of their formal qualifications, many people with a traditional
bent are repulsed. As we saw in the case of global warming,
people are often predisposed to believe a particular way.
People who, for example, have a traditional view of author-
ity/credibility are likely to (in the absence of evidence one
way or the other) be suspicious of Wikipedia. Those who are
inclined to hold positivist, techno-utopian views of the
transformative potential of technology are likely (in the
absence of evidence) to be excited by it.

The truth is more complicated than it seems on
the surface. Consider the case of a really popular article,
with many people editing it. Next time someone is nom-
inated to the US Supreme Court or chosen as the new
Pope, take a look at their Wikipedia page. If you click on
the “history” tab, you can see every past version of an
article, and when it was edited. When someone is suddenly
elevated from relative obscurity to a position of promin-
ence, you see Wikipedia at its best.

Consider, for example, the page of current US
Supreme Court Chief Justice John Roberts. His page was
created in May 2005, with a few short paragraphs on his
educational and professional background and the fact that
he served at that time as a judge on the US Court of Appeals
for the District of Columbia (total text of 182 words). The
page had nine edits in total until July 19 of that year, when he
was nominated to the US Supreme Court. That day, it was
edited thirty-one times, and over 1,200 times by the end of
July. Edits were made in July by 359 different people (174
logged-in users, the rest anonymous users). As of 2020, the
text is over 6,800 words long. In addition to reviewing his
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biography in detail, it reviews positions he has taken as a
judge in detail, and links to separate pages about cases he
argued before the Supreme Court before becoming a justice,
and separate pages about dozens of decisions he made in
previous judgeships. His biography is detailed and sup-
ported by reliable citations. If you were to insert a random
false statement into the article, it would likely be fixed
immediately (Viegas et al. 2004). (Please don’t do this!)

As we saw before, refereed journal articles are argu-
ably the “gold standard” for quality of information.
However, a refereed journal article is reviewed typically by
three experts. How do you compare three experts to hun-
dreds of self-selected volunteers? If the volunteers have no
real background in the area, they might be able to improve
things like readability, grammar, and formatting, but might
not be able to contribute much to the substance of the
article. However, what if they have access to an internet full
of information about the topic, and can read references
carefully?

Any edit on Wikipedia is typically supported by a
reputable citation. If someone adds information without a
citation, it is usually quickly removed. When every edit has
strong evidence behind it, hundreds of volunteers will do
better than a few experts.

Many articles on Wikipedia in fact now do draw
communities of experts around them. When my children
were young, they suffered from serious food allergies. In
the mid-2000s there was one article on “food allergy.”
I created separate articles for some common allergens,
including egg, dairy, peanut, and tree-nut allergy. In the
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early days, I was able to contribute to those articles easily —
clarifying details or adding new studies. However, over
time the articles have become more specialized, with many
contributors with professional expertise. The sophistica-
tion of Wikipedia editors has increased over time. I still
think I could contribute to the articles if I was careful, and
experts are there to catch any mistakes I might make. Once
you've edited an article, it is added to your “watch list,” and
Wikipedia editors often check new changes to articles they
care about. Experts and non-experts form an intriguing
“community of practice” around each article, as we’ll see
in Chapter 4.

A journal article goes through the review process
once, and then is frozen. If new information emerges to
change the consensus view of a phenomenon, subsequent
publications can address that, but the original publication
doesn’t change (it can only be retracted, if it’s found to be
really wrong). A Wikipedia article can be updated on a
moment-by-moment basis. In terms of social construc-
tion of knowledge, the more people have reviewed some-
thing, the more we can trust it. Hundreds of people
continually updating a popular Wikipedia page arguably
creates the most reviewed and up-to-date information
source ever created.

While a popular Wikipedia page is heavily
reviewed, a less popular Wikipedia page may have hardly
been reviewed at all. For example, the page on the
Massachusetts State House was created in 2004, and is
edited just a handful of times per year. Sections of the
article have a “citation needed” tag, warning readers that
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the section needs additional citations for verification. The
page (as of May 2020) includes text saying:

Murals on the second floor under the dome were painted
by artist Edward Brodney. Brodney won a competition to
paint the first mural in a contest sponsored by the Works

Progress Administration in 1936. It is entitled “Columbia
Knighting Her World War Disabled.” Brodney could not
afford to pay models, and friends and family posed. The
model for Columbia was Brodney’s sister Norma
Brodney Cohen, and the model for the soldier on one
knee in the foreground was his brother Fred Brodney. In
1938, he painted a second mural under the dome called
“World War Mothers.” The models were again primarily
friends and family members, with sister Norma sitting
beside their mother Sarah Brodney. The New York
Times notes that the murals are relatively rare examples
of military art with women as their subjects.”

If you follow the citations, there is support for the fact that
Sarah Brodney was the model for the war mothers, but no
support for the statement that Norma was the model for
Columbia. I promise it’s true - I'm the person who added
that text in October 2008. Norma was my grandmother,
and Sarah was my great grandmother. I would add a
citation if I had one. In 2008, you could sometimes get
away with adding an unsourced statement to Wikipedia if
it was on a not particularly popular page. Today, it’s less
likely. Part of the reason that the mention of Norma has
stayed is because no one cares about the Massachusetts

* https://en.wikipedia.org/wiki/Massachusetts_State_House#Inside_the_building
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State House. A low-profile page is much less reliable
because it is less carefully reviewed.

Epistemologist Don Fallis notes, “Admittedly,
many Wikipedia entries do not get a lot of traffic and,
thus, will not be checked frequently for errors. But
because they do not get a lot of readers, the potential
epistemic cost of errors in these entries is correspondingly
lower as well.” The system is self-optimizing: The more
people are interested in an article, the more reliable it is
likely to be (Fallis 2008, 1669-1670).

Other sites often copy text from Wikipedia. A number
of other websites now quote the statements about Norma and
Fred. Sometimes, this leads to a false citation loop, or
“citogenesis” (Frost-Arnold 2018). Here’s how this happens.
First, someone puts unsourced content on Wikipedia. Next,
someone else writes an article and uses Wikipedia as a source
without attribution. Next, a Wikipedia editor decides to
improve the page by adding better citations, does a web search,
finds the article, and adds a citation to it! The appearance of a
source is created when in fact there’s no support at all. It
happens to be true that the models in those murals were
Norma and Fred, but if it weren’t true, it would be hard to
remove that information from the internet. Uneven evaluation
of the quality of sources is a weakness of the model.

Separate from the question of whether the contents
of an encyclopedia article are true is the question of what it
chooses to cover. What topics have articles? Halavais and
Lackaff compared the topic of a random sample of
Wikipedia articles to representation of those topics in
Books in Print, and found that it varies - for example, the
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physical sciences are better represented than the social sci-
ences. Comparing Wikipedia to specialized dictionaries,
they found that Wikipedia’s coverage of physics and linguis-
tics is better than its coverage of poetry. And of course,
topics of general interest like popular culture are dispropor-
tionately well covered - there’s a whole lot that’s been
written about Harry Potter and Star Wars (Halavais and
Lackaff 2008). Wikipedia’s coverage continuously expands,
so how well it represents any area is constantly changing
(Mesgari et al. 2015).

If an article exists on a topic, how thorough is it?
What things are included and what things are left out?
Historian Roy Rosenzweig (2006) compared twenty-five
biographies on Wikipedia to the same subjects covered in
a scholarly work, American National Biography Online
(ANBO). Both were reliable - Rosenzweig found four minor
factual errors in those twenty-five articles in Wikipedia and
one in ANBO. More interesting, though, is differences in the
style of the articles and what they choose to include.
Comparing the biographies of American president
Abraham Lincoln, both are accurate. ANBO has elegant
prose, richer contextualization, connections to themes in
historiography, and confident judgment. Wikipedia has an
explicit policy demanding that articles have a “neutral point
of view” (NPOV), so judgment is not allowed. The
Wikipedia article was also written by many people, and as
a result can’t have such flowing prose. However, Wikipedia
has many fun, colorful details about Lincoln that are not
present in ANBO (like the fact that he shared a birthday
with Charles Darwin, or that he wrote the edict to make

85


https://doi.org/10.1017/9781108780704.004
https://www.cambridge.org/core/terms
https://www.cambridge.org/core

SHOULD YOU BELIEVE WIKIPEDIA?

Thanksgiving a national holiday in the United States)
(Rosenzweig 2006).

In “Towards an Epistemology of Wikipedia,” Don
Fallis (2008) concludes that Wikipedia is largely reliable, but
also reminds us that there are other epistemic virtues
beyond reliability — notably “power, speed, and fecundity.
That is, we are also concerned with how much knowledge
can be acquired from an information source, how fast that
knowledge can be acquired, and how many people can
acquire that knowledge” (Fallis 2008). Wikipedia excels by
those measures.

Theoretical Summary

It’s surprising how much philosophy is needed to answer a
simple question — whether you should believe Wikipedia.
The underlying philosophical questions, like whether object-
ive truth exists, have no simple answers. My own thinking
tends to embrace common-sense, moderate compromises.
The view I have cobbled together for myself is, in sum:

The world exists, but is only knowable through our
fallible senses (internal realism). Truth likely exists
independent of knowledge and the knower, but we have
only human ways of attempting to gain access to it.
Because our senses are fallible, the way we determine
what we believe “is true” is through social consensus
(social epistemology). Social consensus is sometimes
wrong, and we are constantly improving on it.
Knowledge requires true, justified belief. Knowledge is
an achievement of a reliable cognitive process. Sharing
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knowledge is a collaborative achievement, and key
features of the social environment shape whether that
process is likely to be successful.

Wherever you personally land on these thorny ques-
tions, insights from epistemology (what is true) and soci-
ology of knowledge (what people choose to believe) are
becoming surprisingly useful on a day-to-day basis. Not just
Wikipedia, but the entire internet is a swirling ecosystem of
social construction of knowledge in action.

Practical Implications

Knowing something about the nature of knowledge and
truth, what can we do better as users of the internet and
designers of internet-based communication systems? At the
simplest level, it helps to be aware of the fragility of all
knowledge. Epistemologists can debate what a “basic fact”
is and what it means for something to be really supported,
but on a day-to-day basis none of us have time to dig down
into support for ideas until we hit some kind of basic fact
bedrock (if such a thing even exists). We are not all climate
scientists — if we want to decide whether it’s worth extra
money to buy a low-emissions car, we need to choose
sources we trust. And no one can be knowledgeable about
everything — even actual climate scientists need to find
sources they trust about whether to vaccinate their kids,
eat gluten, or buy produce from genetically modified crops.

Understanding more about social construction and
the nature of knowledge, we can be better consumers of
information and better designers of information systems.
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Consider this example: Recently, I accidentally retweeted a
false news story. The story stated that drivers for ride-
sharing services Uber and Lyft were making a median profit
of $3.37 per hour - shockingly low (Levin 2018). The article
was posted by the newspaper the Guardian (arguably one of
the most reputable news sources in the world), and was
based on a study done at MIT (arguably one of the most
prestigious research institutions in the world). With that
pedigree, I retweeted the story without thinking about it
too deeply. Friends on Twitter immediately expressed skep-
ticism - that number can’t be right, why would so many
people be driving for those services if the pay was so low?
Digging deeper, it turns out that the MIT paper was just a
working paper - it hadn’t undergone peer review. In fact,
after criticism from Uber, the MIT authors posted a correc-
tion - the median is $8.55 per hour (a much more reasonable
figure). I quickly deleted my posting, and tweeted a correc-
tion. By posting something false without realizing it,
I contributed to the problem of misinformation. Sharing
something false deliberately is disinformation, and I'll talk
about that in Chapter 6.

There’s bad news and good news in this story. The
bad news is that sometimes you can’t even trust some of our
most hallowed brands, the Guardian and MIT. If those infor-
mation sources aren’t always credible, how are we to navigate
the sea of articles by much less reputable sources? But the
good news is that in this case the system worked. My friends
immediately expressed skepticism, and I took down my tweet
and posted a correction. The study authors checked their
figures and posted a correction. The Guardian posted a
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correction. Viewing this through the lens of an ecology of
social construction of knowledge, we can look at what specific
design features led to the original error, and what features
helped generate a correction.

How do we support people in making well-
grounded decisions about what to believe and what to share?
One possibility is to provide people with metadata: infor-
mation on the sources of support for a given piece of infor-
mation (like the fact that the Guardian story was based on a
non-peer-reviewed working paper). Many sites have begun
efforts to improve in this area. For example, in 2017,
Facebook started adding more context to articles (Welch
2018). This includes a link on articles with a small “i” that
takes you to a page with the date the article was first shared
and a profile of the publisher. This source information is
only available on a small fraction of articles, and mainly on
articles from major news sources whose reputations are
already widely known. It’s unfortunately not available where
it's needed most - on articles from smaller sites whose
reputations may be unclear. In February 2020, Twitter
announced that they would start labeling synthetic and
manipulated media (Roth and Achuthan 2020). In May
2020, they announced that they would start labeling “poten-
tially harmful and misleading content,” particularly related
to the coronavirus pandemic (Roth and Pickles 2020), and in
late May for the first time marked two tweets by the
President of the United States as misleading (Wong and
Levine 2020). More and more of his tweets were marked as
misinformation over time, until he was finally banned from
the platform in January 2021.

89


https://doi.org/10.1017/9781108780704.004
https://www.cambridge.org/core/terms
https://www.cambridge.org/core

SHOULD YOU BELIEVE WIKIPEDIA?

Can metadata help? This question leads to a long list
of harder questions. Who decides what tweets or articles to
mark as misleading or false? By what standard? Assuming
the annotation is done well, does marking things as mislead-
ing or false help the reader? What design features of the user
interface for metadata make it more effective? When does
metadata backfire, leading people to be more convinced of
the truth of the false claim (Nyhan and Reifler 2016)?

What kinds of meta-information are helpful? How
detailed should that information be? How do we generate
metadata? Do we use human labor or artificial intelligence to
generate it? How do we train the human workers and the
algorithms? Do we need multiple sources of metadata, with
different underlying values and assumptions? Is there a
potential demand for a “reliability service”? Is there a poten-
tial business model to support such a service? What
approaches other than metadata might help us address the
problem of false and misleading information on the internet?

The people struggling with these questions are
diverse, including teachers, students, researchers, publishers,
and citizens trying to make every possible kind of personal
and political decision. We can all make better decisions
about what to believe if we are armed with a deeper under-
standing of the nature of “truth” and “knowledge.”

In the next chapter we’ll see that part of the problem
is who is sharing information with whom - if you don’t
believe the moon landings actually happened, you are more
likely to persist in that belief if you are part of a group who
all agree with you (Sunstein 2018).
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4 How Does the Internet Change
How We Think?

U S Army company commanders Nate Allen and Tony
Burgess became friends at West Point. Living in adja-
cent houses, they would meet on Allen’s front porch in the
evenings and share advice. Seeing how much sharing tips
helped, in March 2000 they started a website called
Company Command. Dan Baum documents their story in
his 2005 New Yorker article “Battle Lessons, What the
Generals Don’t Know” (Baum 2005).

As Baum explains, being an army officer can be
isolating. He shares the story of Stephanie Gray, a communi-
cations officer who was ordered to serve as her battalion’s
adjutant, administrative assistant to the battalion com-
mander. On her first day, there was a crisis and the leader-
ship of the battalion all rushed to the site. A soldier had been
killed. She knew it was her job to process the paperwork, but
what was she supposed to do? She posted on Company
Command, and got help from people who had done this
before. Baum quotes Gray:

“Within 30 minutes, I got my first response, and all day
I got e-mails,” she said. “Some were from active military
and some retired. One was a chaplain. ‘Look at this
regulation,” they told me, or ‘Here’s what I tried.’

I learned how to report it up, then look in the soldier’s
file and generate letters from the company commander,
the battalion commander, the brigade commanders to his
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family . . . There were death-benefit papers to fill out, and
on and on.” (Baum 2005)

How do members of a hierarchical organization
share information? Typically in the US military, if an officer
has a helpful tip to share with others, they send it up the
chain of command. Weeks later, the advice may come back
down the chain of command to peers in the form of an
advisory. The information is carefully vetted, but transmis-
sion is slow. On Company Command, officers could share
advice peer-to-peer, in real time. Baum describes how
Lieutenant Keith Wilson read an alert online that there were
grenades hidden behind posters of Moqtada-el-Sadr being
put up in Iraq. Hours later, when Wilson sent his men to
take down the posters, one found a grenade behind a poster.
If the alert had been sent up and then down the chain of
command through the normal process, the information
would not have arrived in time.

The most remarkable part of this story is that
instead of court marshaling Allen and Burgess for sharing
military information on an unsecure, unofficial website, they
sent them to get PhDs and continue operating websites for
peer-to-peer information sharing!

The kind of communication that takes place
on Company Command is called knowledge-building
discourse. In knowledge-building discourse, a group of
people all contribute ideas to try to create new knowledge
together. One person contributes a new idea, and others
critique it. Over time, the group finds things they agree
on, and this is new knowledge. This is ideally what
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happens in a community of scientists, who build new
knowledge through peer review. Internet-based communi-
cation tools are particularly good at supporting knowledge-
building discourse, because ideas can be shared and cri-
tiqued rapidly. Knowledge-building discourse is a process
for facilitating the social construction of knowledge.

Knowledge-building discourse changes the kinds
of information that people share. Peer-produced infor-
mation tends to be more relevant, because the people
who create it share needs and interests with the audience
they share it with. It is created more quickly, because it
doesn’t go through formal review. It can be highly reli-
able if (and only if) significant peer review takes place.
Although, as we’ll see later in this chapter, peer review
sometimes fails. One challenge for people who rely on
peer-generated content is (as we saw in Chapter 3) that
the level of review is often not immediately apparent to
people who are not active participants in the peer-
production community.

Becoming Part of a Knowledge-
Building Community

Have you ever contributed to a knowledge-building com-
munity? Maybe it was in an online discussion group like a
subreddit, a Facebook group, or a mailing list. Think back to
when you first joined that group. What did you do initially?

Most people’s earliest participation is lurking -
listening without yet contributing. People lurk to learn the
rules and norms of the group, so that they can contribute
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appropriately when they are ready. Online groups some-
times have written rules, like those on a subreddit (Matias
2019), but more often have unwritten ones - things you have
to learn by observing. Blair Nonnecke and Jenny Preece
studied people who lurk on different kinds of discussion
groups, contrasting technical support and health support
groups (Nonnecke and Preece 2000). They found that the
lurking percentage (the number of people listening but not
posting) was dramatically higher for technical support
groups — 90 percent of people listened without contributing,
compared to 46 percent in health support groups. The
reason is that in technical support, questions tend to have
objective answers. Once you have that answer, the discus-
sion is usually largely over. That is in contrast to health
support, where even when an answer is provided, others
may continue to make empathetic remarks and share their
own stories. As Nonnecke and Preece point out, lurking is
not non-participation - it’s a form of participation of its
own. We need listeners as well as talkers to make conversa-
tions work. Furthermore, the more people who are reading,
the more likely it is that someone present will have an
answer to a unique or unusual question.

Once a new member lurks for a while, next they
typically may participate in some small way. Over time, they
slowly participate more deeply, until they are participating
in core activities of the group. Lave and Wenger studied this
process and described it as “legitimate peripheral
participation” (LPP) (Lave and Wenger 1991). A group of
people engaged in a goal-directed activity together is a
“community of practice.” The process of learning to be a
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part of a community of practice involves moving slowly
from the periphery to the center of the group.

In one famous example, Lave and Wenger studied
tailors in West Africa. An apprentice tailor starts by sweep-
ing the floor. Their participation is legitimate, because the
floor needs to be swept. No one is asking the apprentice to
do anything for the sole purpose of their training. Their
participation is peripheral because while they are sweeping
the floor, they have the opportunity to observe the practice
of the experienced tailors around them. When someone
finally asks, “Can you sew this seam?” they have seen it done
many times. The process of learning in a community of
practice is one of moving from the periphery to the center.

Visibility of mature practice is critical to the success
of a community of practice as a learning environment. Lave
and Wenger present the case of apprentice butchers as an
example of failure. The apprentice butchers they observed
were asked to wrap meat that had already been cut.
However, the wrapping machines were located in a different
room than the one in which the experienced butchers work.
Consequently, the apprentices never had a chance to observe
experienced butchers at work, and were not ready when
asked to try the next step (Lave and Wenger 1991, 76-79).

Cognitive work is typically harder to observe than
physical work like tailoring and cutting meat. You can see
the use of sewing needles and butcher’s knives, but it’s
harder to observe someone doing knowledge work.
Collins et al. call the process of learning knowledge work
via LPP “cognitive apprenticeship” (Collins et al. 1989).
Making the practice of mature members of the community

95


https://doi.org/10.1017/9781108780704.005
https://www.cambridge.org/core/terms
https://www.cambridge.org/core

SHOULD YOU BELIEVE WIKIPEDIA?

visible is key to the success of knowledge work. It helps if
new members can see people expressing ideas, getting
feedback, and revising ideas. In online interaction, some-
times cognitive work is in fact made quite visible. New
members of a group can see contributions made by more
experienced members, begin by making small comments or
corrections, and progress to making bigger contributions.
In other words, they can learn by LPP.

In 2005, then-students Andrea Forte and Susan
Bryant and I set out to interview early contributors to
Wikipedia who had become committed editors (Bryant
et al. 2005). We wanted to know: Who are these people
who are contributing to Wikipedia, and why do they do it?
The users we spoke to initially began editing an article they
had a strong personal interest in, and made a minor change.
For example, one told us, “One of the first things I looked up
was Wales, and I found what was already there about Wales,
where I live ... I thought, ‘Well that’s wrong. I'll change
that” And I thought, “‘What can I put to make it a bit longer,
because it’s short.” And then it just sort of ... I just got into
the habit really” (Bryant et al. 2005, 4). Over time, our
subjects were able to observe the work of others contributing
to the community, and gradually take on more complex
tasks themselves. As they moved from the periphery to the
center of the community, they began to use more sophisti-
cated editing tools, and to see Wikipedia as a community
and not just a collection of articles. In other words, becom-
ing a regular Wikipedia editor is a process of LPP in a
knowledge-building community of practice! When we
started our research, we did not expect it to fit so neatly into
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our theoretical categories. (I remember joking with Forte at
the time, “It’s almost as if we make you read all that theory
for a reason.”)

Knowledge Building as a Socio-
technical System

So far we've seen how people think in new ways in a
knowledge-building community — compared to traditional
approaches, the process of knowledge creation is typically
faster and content created is more relevant, but its reliability
can vary dramatically. Features of the internet environment
help this kind of activity to thrive. For example, the ability
for users to upvote and downvote content on some plat-
forms can draw greater attention to content that the group
agrees is higher quality. Moderation (both human and auto-
matic) can remove content that is inappropriate before
many people see it. The work of knowledge creation is
accomplished by a combination of people, social practices,
and tools - a socio-technical system.

In fact, you can argue that “the thing that is think-
ing” as we create new knowledge in a knowledge-building
community is not an individual person, but the entire socio-
technical system. The act of thinking is distributed across all
those human and non-human elements. Edwin Hutchins
called this view “distributed cognition” (or “dcog”).
Hutchins did a detailed analysis of how cognition is distrib-
uted in things like steering an aircraft carrier or landing an
airplane (Hutchins 1995a, 1995b). His paper “How a Cockpit
Remembers Its Speeds” tells the story of two pilots landing
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an airplane. The two pilots and the gauges and dials and
even small pieces of cardboard (landing cards that show the
desired speeds for a given airplane weight) together are all
critical to a safe landing. We could say that the two pilots are
landing the plane using the tools they’ve been given and
rules they’ve learned, but Hutchins makes a conceptual shift
to say the entire system is what is doing the thinking.

A dcog point of view provides an interesting per-
spective on online conversation. From this perspective, it is
the entire socio-technical system that is proving a theorem
on the Polymath Projector or creating a verified dataset
about galaxies on Zooniverse. Things that shape the out-
come include the people, software tools used, division of
labor, formal written rules of participation, and unwritten
social norms. Similarly, the entire socio-technical system of,
for example, a Facebook group is shaping the outcome of the
conversation, and differences in all elements of the system
shape how a discussion on a Facebook group might be quite
different from discussion of the same topic on a subreddit or
on Twitter.

Across Distance

Company Commanders Burgess and Allen lived next door
to each other, and benefited greatly from the ease with
which they could share ideas and advice. The website they
created brought that same benefit to other Company
Commanders stationed around the world. The ability of
the internet to bring people together independent of geog-
raphy is transformative.
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Consider, for example, people with a rare disease.
I have a mild form of the eye disease keratoconus, which
causes irregular thinning of the cornea. I have only one
friend who also suffers from keratoconus. There might be
other people I know who also have keratoconus, but how
would I know? It doesn’t often come up in conversation. On
Reddit, the discussion group r/keratoconus as of January
2021 has 8,100 members. Members share their personal
stories, send updates on new research developments, and
ask for advice and information. Groups with self-selected
membership help people with unique interests, needs, or
beliefs to find one another. Those groups can even organize
to request changes from government or corporations. People
on the website Patients Like Me have gathered research data
on their own conditions that was scientifically valid and
valuable (PatientsLikeMe 2018).

Bringing people together who have shared interests,
needs, values, and assumptions is usually a benefit to them
and to society. Usually, but not always.

Echo Chambers

As we have seen, the quality of peer-produced content
depends on the quality of peer review. On Wikipedia, that
quality is surprisingly good for a popular page (see
Chapter 3). You might think that a page on a controversial
topic like vaccines or climate change is likely to be a battle-
ground and end up as a mix of information and misinfor-
mation; however, a crew of dedicated editors who believe in
standards of peer-reviewed science keep these articles
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surprisingly accurate and free of misinformation. These
pages work because lots of people are watching.

What happens when a self-selected group of review-
ers all share a strong point of view and reinforce one
another’s beliefs? This is an echo chamber (Sunstein 2018).
In traditional publishing, content is vetted by a small
number of experts. In knowledge-building communities, a
larger number of people with varying expertise review con-
tent. In an echo chamber, all the potential reviewers already
agree on a set of assumptions, so there may be limited
chance to critique those assumptions.

Echo chambers are not inherently bad. They are
necessary and useful in lots of situations. For controversial
topics, it can be difficult to have any conversation at all if
participants don’t share certain assumptions. The case of
the USENET discussion groups about feminism is an intri-
guing example. USENET was one of the earliest online
discussion forums (pre-dating the World Wide Web)."
Created in 1980, discussion on USENET was divided into
groups like Reddit is today. Groups were in different hier-
archies — soc for social science, rec for recreation, sci for
science, etc. For example, rec.pets.cats was a discussion
group about cats. The process of creating a group involved
public discussion and voting. Someone had to propose the
new group, its name, and its rules. However, there was one
special set of groups in the alt (“alternative”) hierarchy that
did not require voting — anyone could just create a group
and it would appear instantly. (This led to lots of fun and

' https://en.wikipedia.org/wiki/Usenet
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silly groups like alt.swedish.chef.bork.bork.bork and alt.sexy.
bald.captains.)

USENET had at least two groups for discussion of
feminism: soc.feminism and alt.feminism. USENET content
started being archived in 1995 by Deja News, which in
2001 was acquired by Google.” Old USENET groups still exist
on Google Groups, though they are mostly inactive. When
USENET was still active, I used to assign students in my
“Design of Online Communities” class to look at both
groups and think about why they are different. The group
soc.feminism was moderated, and for a post to be approved
it had to conform to a set of assumptions about feminism.
On the other hand, alt.feminism was unmoderated. As you
might guess, the moderated group contained civil discussion
of feminist ideas and the unmoderated one was a flame fest.
You can still go on Google Groups and see USENET content
from the 1990s. Picking a random day (December 31, 1999),
posts on alt.feminism offer nude pictures of celebrities, and a
discussion ““Feminism as Bigotry’ by Daphne Patal.” Posts
from that same day on soc.feminism include topics like “An
Inspiration: Women of Courage” and “Follow up to the
Beauty Myth.”

The moderated group soc.feminism was an early
online echo chamber. If you accept the tenets of feminism
and wish to have a thoughtful and civil discussion of the
implications, it was perfect. Such discussion was not possible
on the unmoderated, alt version of the group. Echo cham-
bers are often valuable and needed.

* https://en.wikipedia.org/wiki/Google_Groups
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However, echo chambers have downsides. In the
feminism example, if you have doubts about how statistics
about the wage gap are calculated and want to debate the
details, you probably would not have been welcome on soc.
feminism. People in the echo chamber have a safe space to
move further within a particular worldview, but are not
likely to be exposed to critiques of that worldview. They
are insulated from attacks on their basic assumptions, and
that can be constructive — you can’t make progress in a
conversation if you continually have to defend the funda-
mentals. However, they are also isolated from legitimate
criticisms. The tendency of people in echo chambers to not
consider reasonable challenges to their ideas is a key prob-
lem for the internet today.

It’s important to have different spaces for different
kinds of discussions, and different sets of assumptions.
However, the current affordances of internet technology
have led to an unfortunate polarization. There are plenty
of spaces that reaffirm strong positions on issues on both
sides, but fewer where people who disagree can meaningfully
engage with the nuances of their positions. An interesting
counter-example is the subreddit r/NeutralPolitics, which
describes itself as “a heavily moderated community dedi-
cated to evenhanded, empirical discussion of political issues.
Based on facts and respectful discussion.” Their heavy
moderation is largely successful in creating a more thought-
ful discussion with a civil tone and assertions supported by
evidence. We need more spaces that strive for neutrality.

Where we get into serious trouble is when echo
chambers have strongly shared assumptions that are wrong.
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As we saw in Chapter 3, we cannot shy away from sometimes
declaring some ideas to be wrong. The earth is a sphere, the
Holocaust happened, and vaccines do not cause autism.
Unfortunately, the same affordances of online knowledge-
building communities that saved Lieutenant Wilson’s squad
member from a grenade by warning him in time can also help
convince people of things that are objectively false.

Threats to Knowledge Building

The success of collaborative knowledge building depends on
contributors’ willingness to invest time, knowledge, under-
standing of the nature of evidence, and sincerity. Each of these
elements can fail. If few people contribute, then the collabora-
tive product may not be revised enough to become reliable.
This, for example, happens in the case of an obscure Wikipedia
page that few people have edited. If participants start with false
basic beliefs and assumptions, then the things they infer as a
result may be entirely wrong. We saw in Chapter 3 that beliefs
are built up from basic beliefs. If you start from false premises,
the things you conclude using that as a base will be unreliable.
Worse, if some contributors are deliberately trying to harm the
final product, then we’re really in trouble. (I spent the first
twenty years of my career believing that most people on the
internet are sincerely trying to help, and T'll spend the next
twenty years laughing at myself for being so naive!)

As we saw in Chapter 3, knowledge is socially
constructed. What the community of scientists agree on is
our best attempt at what “is true,” and is continually revised
over time in response to new evidence. When we train
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scientists, we teach them standards for evidence and how to
create new scientific knowledge by building on and critiquing
existing scientific knowledge. Advancing scientific knowledge is
a social process that takes place in a community — the commu-
nity of scientists. We have invented mechanisms like scientific
journals, peer review, and scientific conferences to help this
social process along and create opportunities for exchange of
ideas and advancing the state of knowledge. Increasingly, these
same mechanisms are possible to implement for other groups —
like people who believe the earth is flat.

Throughout human history, some people have
always had what we would call “non-standard beliefs.”
Sometimes those beliefs even prove to be right! The internet
is particularly good at fostering non-standard beliefs,
because people who share assumptions can find one
another. In the 1950s, it was easy to have a few hundred
people receive a flat earth newsletter. In the early twenty-
first century, thousands of people or more can easily not
only receive a newsletter, but talk to one another on a daily
basis, regardless of how far apart they live in the physical
world. There are multiple online forums for believers in a
flat earth, including useful resources and discussion boards.
Videos hosted on YouTube explaining the flat earth are
particularly persuasive. Many flat earthers trace the origin
of their belief in a flat earth back to watching a compelling
video (Sample 2019).

Since at least around 600 BC, science has known
that the earth is a sphere.’ Periodically, a contrarian voice

* https://en.wikipedia.org/wiki/Spherical_Earth
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emerges to declare that the earth is flat, and ideas about a
round earth are part of a worldwide conspiracy. In the
nineteenth century, Samuel Rowbotham adopted the
pseudonym “Parallax,” and began traveling Europe giving
lectures explaining that the earth is flat. He called his field of
inquiry “zetetic astronomy.” Parallax grounded his argu-
ments in a literal interpretation of the Judeo-Christian
Bible. Christine Garwood writes:

By claiming to defend the Bible against science, and
setting the two in irresolvable conflict, he was bound to
attract an audience willing to pay to hear such ideas. In
addition, his emphasis on democratic fact-finding could
potentially attract self-educated working men, while
experimental proofs would gain further authority and
credibility for his cause. So, under a banner of power to
the people and to the Bible, Parallax sought to mobilize
public support. Questions remain about whether Parallax
truly believed his own theory. (Garwood 2007, 45)

Parallax made money from his lectures and publica-
tions, and it’s unclear to what extent he truly believed the
earth is flat. His stated motivations were a mix of religion and
his version of “science.” To prove the earth is flat, all you need
to do is conduct an experiment to measure the curvature of
the earth, and do it badly. Nineteenth-century flat earthers
staged dramatic demonstrations of such “proofs” (Garwood
2007). Their rhetoric is fascinating, because they claim to be
more scientific than the general population. In their view,
they are conducting their own experiments and trusting the
evidence of their eyes, while the rest of us are guilty of naively
simply believing what we are told.
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Parallax was just the first in a long line of promoters
of the theory that the earth is flat. In the twentieth century,
groups including the International Flat Earth Research
Society (IFERS) and the Flat Earth Society of Canada were
founded, with a mix of people approaching the subject ser-
iously and ironically (Garwood 2007). As of January 2021, on
the website Meetup (which organizes face-to-face meetings of
local groups) over 1,900 people in twenty-six local groups are
currently registered for flat earth groups around the world
(www.meetup.com/topics/flat-earth). Five hundred attended
a convention in 2017 (Welch 2017), and 650 in 2018 (Ingold
2018). The website www.theflatearthsociety.org says that it
had a high of 3,720 users online at one time on June 17,
2017, according to server statistics on their forum page.

Scientists advance their knowledge by having pro-
fessional conferences, discussion forums, and publications.
Flat earthers use all these same mechanisms. Together, they
reinforce one another’s beliefs. Collectively, they engage in
knowledge-building discourse. For example, in one thread
on the forum tfes.org (https://forum.tfes.org/index.php?
topic=11467.0), flat earthers debate a conundrum: How is it
possible that there are sometimes shadows cast on the top of
Mount Everest? They begin with assumptions that the earth
is flat, Mount Everest is higher than any of the mountains
around it, and the sun is always higher up in the sky than the
top of Everest. Starting from these premises, the shadow is a
conundrum. Participants in the discussion draw diagrams
showing light sources and shadows, and photographs of
experiments done at home with objects casting shadows.
They draw analogies, discussing shadows from street lamps.
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Members debate whether the concept of perspective is rele-
vant, or does it just complicate the issue? They cite sources,
going back to nineteenth-century writings by Samuel
Rowbotham. It’s a detailed and thoughtful discussion that
looks a whole lot like what we call “science,” except that it’s
starting from false premises.

Is the Internet Encouraging Belief
in Conspiracies?

In fall 2018, Georgia Tech master’s student Sijia Xiao and I set
out to answer the question: Is the internet encouraging people
to believe conspiracy theories? We chose one particular con-
spiracy theory to study: chemtrails. People who adopt the
chemtrails conspiracy believe that the condensation trails
visible behind airplanes are deliberately sprayed for nefarious
purposes. Some believe that the trails are for climate control,
and others that they are for deliberate depopulation. We set
out to interview chemtrails believers, and ask them how they
came to know about chemtrails, focusing in particular on
trying to understand the role of the internet.

Xiao had surprisingly little difficulty finding people
who would talk with her. Many believers are passionate
about chemtrails and eager to share what they know. We
even received an email from a staff member at our transcrip-
tion service, saying:

Your work is so important! I want to tell you more about
what I know about this topic. I know I could get fired
from my job for contacting you, so I am contacting you
from an anonymous account.
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We declined to contact this person further. All in all, we
interviewed twenty-eight people, including a mix of
believers in chemtrails (thirteen) and other conspiracies,
and also debunkers who spend time trying to convince
people not to believe. To our surprise, we met a group of
ex-believers (seven) who could share with us both why they
initially believed and what changed their minds.

Although everyone’s belief journey is different,
many research subjects told us that YouTube videos played
a central role in forming their initial beliefs in chemtrails:

The convenience about YouTube is very easy to go and
have a look at someone’s video that they’ve already put
together. All the information, they’ve bundled it
together, sugar coated it, and made it really nice and
flufty packaged. (Believer)

When you watch the videos, and I know how to
look out for this now, but they use music, and stuff
to, they use fear and music to manipulate
your emotions. (Ex-believer)

Intriguingly, Asheley Landrum found the same thing more
strongly in her study of flat earthers: Every flat earther she
spoke with had first learned about the flat earth on YouTube
(Landrum et al. 2019; Sample 2019).

Once people learn about chemtrails, many join
Facebook groups for chemtrails believers. Members of these
groups reinforce one another’s beliefs, creating an echo
chamber. The largest chemtrails group on Facebook has
over 192,000 members as of January 2021.

Talking with our ex-believers, we learned that the
way in is often the way out. People who stopped believing in
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chemtrails often watched a YouTube video they initially
thought was pro-chemtrails but was actually anti.
Similarly, they joined a Facebook group that they thought
was pro-chemtrails but is actually made up of people trying
to persuade others not to believe. The media that persuaded
people to believe also persuaded some not to believe.

The impact of YouTube on belief in crazy things is so
pronounced that in February 2019 the company made a
change to its recommendation algorithm: conspiracy videos
would no longer be recommended (Rosenblatt 2019). They are
still hosted on the platform, but won’t show up automatically
any more as the next video you might want to watch.
Similarly, in March 2019, Facebook announced that posts from
anti-vaccination groups would no longer be recommended in
people’s newsfeeds (Becker 2019). How these companies
decide which videos and groups count as being about conspir-
acies is a critical detail that they have not shared.

The change had a profound impact, and quarterly
earnings of YouTube’s parent company, Alphabet, declined
significantly as a result (Kovach 2019). YouTube was making
tremendous profits from convincing people of crazy things.
This suggests that a purely capitalistic approach to manage-
ment of internet companies is no longer sufficient — we can’t
assume the right thing will magically happen if every company
simply works to maximize shareholder value (more about this
in Chapter 7). The Association for Computing Machinery
(ACM) is the largest professional society in the world for
computing professionals. The ACM rewrote its code of ethics
in 2018 for the first time in twenty-five years (Gotterbarn et al.
2018). One addition to the code is “3.7 Recognize and take
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special care of systems that become integrated into the infra-
structure of society.” It’s increasingly apparent that large social
media companies have been so integrated, and new regula-
tions of their practices are needed, lest they profit from con-
vincing people that the earth is flat. Taking a longer view,
more attention to the social impact of social media will help
those companies to thrive. Working from a profit motive
works at least a bit better if we work for a long-term profit.
Prioritizing just this quarter’s earnings report is toxic.
YouTube and Facebook have taken small steps toward doing
the right thing, and this will benefit them in the longer term.
To really address these problems we will need both more
regulation of commercial platforms and support for more
non-profit platforms that are motivated by the public good.

Enter the Trolls

So far we’ve seen that people working together to contribute
and refine information can create knowledge (true, justified
information). However, well-meaning people can come to
agree on false ideas if they start with incorrect, shared
assumptions. They can’t correct one another if they all agree
on those false assumptions. This is what happens in the case
of belief in false conspiracy theories. However, believers in
conspiracy theories are typically well-meaning. They sin-
cerely believe they are building real knowledge, and that
what they are doing is important.

People who participate in flat earth discussions
online are a mix of sincere enthusiasts, the occasional profit-
eer making money from selling literature and related items

110


https://doi.org/10.1017/9781108780704.005
https://www.cambridge.org/core/terms
https://www.cambridge.org/core

HOW DOES THE INTERNET CHANGE HOW WE THINK?

(as Rowbotham made money off his lectures), and a subgroup
of people who find this entire thing hilarious and enjoy egging
on sincere participants. The presence of people who are not
well-meaning — who are deliberately trying to undermine the
knowledge-building process - is another threat to knowledge
building. These people are often called “trolls.”

In her book This Is Why We Can’t Have Nice
Things, Mapping the Relationship between Trolling and
Mainstream Culture, Whitney Phillips asks a troll to define
trolling. The troll’s answer is: “A troll is a person who likes
to disrupt stupid conversations on the Internet. They have
two basic rules: nothing should be taken seriously, and if it
exists, there is porn of it” (Phillips 2015, 1). Gabriella
Coleman elaborates that

Trolls try to upset people by spreading grisly or
disturbing content, igniting arguments, or engendering
general bedlam. The chaos of feuding and flaming can be
catalyzed by inhabiting identities, beliefs, and values
solely for their mischievous potential; by invading online
forums with spam; or by ordering hundreds of pizzas,
taxis, and even SWAT teams to a target’s residence.
Whatever the technique, trolls like to say they do what
they do for the lulz - a spirited but often malevolent
brand of humor etymologically derived from lol.
(Coleman 2014, 4)

It’s a whole lot harder for collaborative knowledge building
to succeed when some people are deliberately trying to
mess it up.

Trolls enjoy disrupting online knowledge building.
Shachaf and Hara studied trolls on Wikipedia. They
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observed contributors who repeatedly vandalized content in
provocative ways, such as adding pornography. Managing
these attacks creates large amounts of work for adminis-
trators (Shachaf and Hara 2010). When trolls disrupt forum
conversations, it can make it challenging for regular users to
participate. Journalist Josh Quittner documented an early
example, when the USENET group alt.tasteless decided to
attack the group rec.pets.cats. Some of the disruptive posts
were direct (like accounts of violent mutilation of cats) and
others were more subtle (like posts advocating declawing
cats, using language designed to stir up cat lovers who feel
strongly on this issue) (Quittner 1994). Nothing is sacred.
Following the death of a SeaWorld trainer in front of a live
audience in 2010, trolls used her image in a series of dehu-
manizing and sexualized memes. Whitney Phillips cites this
incident as key in a series of events that led to the practice of
“RIP trolling,” the practice of vandalizing memorial pages
for the dead (Phillips 2015).

Trying to counter trolls is an arms race. When site
maintainers find ways to undo damage by vandals, the
vandals find innovative ways to attack. The cycle is never-
ending. Online sites use a mix of human labor and auto-
mated means (often called “bots”) to remove bad content.
Stuart Geiger and David Ribes explain the interaction
between humans and bots used to stop vandalism on
Wikipedia as an example of distributed cognition (Geiger
and Ribes 2010). Software tools help to detect obvious
vandalism (like use of swear words, or addition or deletion
of large amounts of text), and provide human editors with
an easy (one- or two-click) way to undo them and document
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the offense. The tools greatly reduce the human labor
required, and also serve as a connection among groups of
editors so they can collaborate effectively.

Wikipedia uses a set of vandal-fighting bots written
by volunteers that typically use relatively simple heuristics
(rules of thumb) for detection, and automate repetitive
actions. Reddit similarly has bots that operate by simple
rules, especially the tool “Automod,” created by Chad
Birch, which uses regular expression matching and lists of
explicitly allowed or banned sites for links (Jhaver et al.
2019). These sites are transparent about how their systems
work, and rely primarily on the work of volunteers. Large
commercial sites like Facebook and Twitter more often rely
on a combination of paid workers and more sophisticated
artificial intelligence technology like deep learning (Buni
and Chemaly 2016; Roberts 2017). None of these sites,
however, can afford to be fully transparent about how
automated systems work, because that could be exploited
to get around the rules — for example, by deliberately
misspelling banned terms. For instance, when Instagram
banned certain hashtags used for people promoting eating
disorders and self-harm, users simply changed the spelling
(Chancellor et al. 2016).

Fundamental to the design of systems to promote
knowledge building is the idea of peer review. The more
people look at something and check it, the more we can be
sure it is reliable. From Wikipedia we have learned that,
surprisingly, those people don’t necessarily have to be
experts. People without specialized knowledge can help this
process if they follow basic rules of supporting assertions
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with strong references, and understand what makes a source
a good one to rely on. When we add trolls to this picture,
things get much more complicated. Now we have an ecosys-
tem of actors, and some are trying to improve the content
but others are deliberately undermining the entire process.
Techniques used by trolls and vandal-fighters are forever co-
evolving. T'll return to the topic of managing bad behavior
and bad content in Chapter 6.

Quality of the Product

Content produced by knowledge-building discourse isn’t
just “the same stuff made a different way.” It has intriguingly
different qualities. We saw in Chapter 3 that compared to
articles written by professional historians, Wikipedia biog-
raphies of historical figures are equally accurate, but have
more colorful details and less historical interpretation (since
that’s not allowed) (Rosenzweig 2006). One of the most
intriguing differences is in selection of content. When all
the people contributing to knowledge-building discourse are
volunteers, you naturally get content that is of interest to
those volunteers. Returning to our example of the website
Company Command, that site naturally supports the growth
of content of interest to Company Commanders.

Tailoring content to what members are interested
in is mostly a good thing. However, it does sometimes
mean that “fun” topics get more attention than more
important ones. For example, the Wikipedia article about
fantasy author Terry Pratchett has over 15,000 words (as of
June 2020, including references), while the article about
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epistemology has 13,000. Designers of online sites that
support knowledge-building discourse can add features to
try to encourage the kind of content they hope to see. On
Wikipedia, WikiProjects play this role. For example,
WikiProject Medicine encourages thoughtful medical art-
icles, and WikiProject Sharks encourages good coverage
of sharks.

The exact dynamic of what kind of content volunteers
choose to produce varies by platform. How the creator of a
platform can encourage some kinds of content and discourage
others is a core design challenge for online communities.

Theoretical Summary

In knowledge-building discourse, a group of people all contrib-
ute ideas and improve contributions by others. As the success
of Wikipedia demonstrates, this can be surprisingly effective.

Knowledge building takes place in communities of
practice. People learn to become part of a community of
practice through a process of legitimate peripheral
participation (LPP). In LPP, individuals start off contrib-
uting to the community in simple ways, observing the con-
tributions of more experienced members, and increasing the
sophistication of their contributions over time. While it’s
easy to observe mature practice in physical labor, such as
learning to be a tailor, it’s harder to see what a more experi-
enced person is doing in knowledge work. The process of
learning via LPP for knowledge work is called cognitive
apprenticeship. A key to successful cognitive apprenticeship
is making others” work visible.
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Knowledge building is supported by socio-technical
systems — combinations of people, social practices, and tools.
The design of the tools used can very much shape the
group’s activity and the outcome. A distributed cognition
(dcog) approach suggests that we look at the “thing that is
thinking” as a combination of elements of the environment
as well as the people and their activities.

While people working together can generate a
surprising amount of knowledge, the process can fail if a
group starts with wrong assumptions. This is what
happens in the case of belief in false conspiracy theories.
If a group shares the same false assumptions, then they
may fail to critique one another’s mistakes. Knowledge
building is even more vulnerable when some contributors
(vandals and trolls) are deliberately trying to undermine
the process.

Practical Implications

We increasingly rely on knowledge building for a host of
important societal functions. We learn things from
Wikipedia, and enrich our understanding in discussions on
both casual and serious topics. In fact, the entire internet can
be viewed as a knowledge-building system. Understanding
how knowledge building works, its potential, and its limits,
is a skill increasingly necessary for everyday life.

Figuring out how to improve knowledge building
and protect against threats to its quality is a key challenge
for internet companies and researchers. If a group building
knowledge has agreed upon assumptions, it’s important to
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articulate those assumptions explicitly. Then, current
members of the group can critique those assumptions and
improve them, and potential new members can decide if
this group is a good choice for them. Understanding the
nature of knowledge building, we can design software to
better support it.
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5 How Do People Express Identity
Online, and Why Is This Important
for Online Interaction?

ho are we when we go online, and how do we

express that to others? Much internet activity con-
sists of presenting oneself before others in one fashion or
another. As a result, how we describe ourselves online
shapes online interaction in critical ways. It is one of the
most fundamental design choices that we make in creating
online sites. To start exploring these issues, we need a
nuanced understanding of face-to-face interaction. Erving
Goffman’s classic 1959 book, The Presentation of Self in
Everyday Life, is a good place to start. Goffman wrote,
“When the individual presents himself before others, his
performance will tend to incorporate and exemplify the
officially accredited values of the society, more so, in fact,
than does his behavior as a whole . .. The world, in truth, is
a wedding” (Goffman 1959, 35-36).

The Presentation of Self in Everyday Life

What really is a wedding? At a wedding, everyone dresses up
and collectively enacts a ritual that is meant to convey infor-
mation to the entire group - these two people are now a
family. Everyone at the wedding is playing a role - like
bride/groom, mother of the bride/groom, the bride/groom’s
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school friends, the officiant, etc. Each participant is sup-
posed to dress and behave in a certain way. We learn these
social norms from personal and cultural examples.

I was more nervous before my own wedding than
before giving significant professional talks to large audiences.
The role of “professor” is one I'm comfortable with. The role
of “bride” was unfamiliar. We are all always playing a role,
and we play different roles on a daily basis. On a typical day
I might drive my teenage son to school, stop off at the allergist
for my allergy shot, buy a cup of tea at a café, meet with a
graduate student, teach a class, and have a conference call
with a collaborator. In each of these situations, I present
different sides of who I am. Amy the mom, Amy the allergy
sufferer, Amy the tea drinker, Amy the advisor, Amy the
teacher, and Amy the research collaborator are all a bit
different. I present myself differently in each of these settings.
If T swapped two of those performances — for example, if
rather than approaching the café counter and addressing the
next available staff member to order tea, instead I stood at the
front of the café facing everyone and projecting my voice to
get everyone’s attention as I would at the start of class - the
results would be comic and awkward. My behavior in each
setting is different, and who I am in each setting is also
different. Together, all these aspects make up who I am.

Students in my “Design of Online Communities”
class sometimes fall into the trap of thinking of these differ-
ent facets of ourselves as facades masking our “true selves.”
In fact, there is no “one true self.” It doesn’t exist. We are all
always performing, and who we are at the core is a synthesis
of all these aspects (Turkle 1995, 261).
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Goffman has a wealth of insights into human inter-
action and presentation of the self. It’s worth going through
these in detail, because most or all of these have analogs in
online interaction. The original Goffman text is worth read-
ing, though I need to warn you, as I always warn my class,
that it has sections that are offensive (sexist, racist, classist,
etc.) to a more modern sensibility.

Goffman begins simply enough by saying that
“When an individual enters the presence of others, they
commonly seek to acquire information about him or to bring
into play information about him already possessed ...
Information about the individual helps to define the situation,
enabling others to know in advance what he will expect of
them and what they may expect of him” (Goffman 1959, 1).

The most basic thing we need to know in many
situations is someone’s official role. To get my allergy shot,
I need to know who (of the dozen people present at the
allergist’s office) is the nurse giving shots today. I arrive at
the office and sign in, and the nurse calls my name when
they are ready. I can infer that the person who calls my name
from the room for allergy shots is the shot nurse for today.
Their location (the shot room) and their behavior (calling
my name after I've signed in) convey that information. But if
I am confused, I can support my conclusion by their
clothing — nurses at the office wear medical scrubs and a
badge with their name.

Have you ever confused someone’s role? It has
happened to me many times, especially in clothing stores.
I might ask, “Do you know if this comes in other colors?”
and my embarrassed interlocutor replies, “I'm sorry, I don’t
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work here.” I've also been mistaken for the employee. For
example, at a recent trip to a clothing store, after I picked a
sweater in my size from a pile, I then straightened the pile.
A fellow customer saw me straightening clothing, and rea-
sonably assumed that I worked there. These kinds of mis-
taken interactions can be uncomfortable because, as
Goffman notes, having a particular role entitles a person to
be treated in a particular way. Mistaken interactions happen
often in clothing stores because staff typically do not wear a
special uniform, so, unlike with the nurse at the allergist, we
are missing attire as a cue to a person’s role.

According to Goffman, information we might want
to know about someone includes their socio-economic
status, their conception of themselves, their attitude toward
you, their competence, and their trustworthiness. Goffman
assumes we can easily infer someone’s gender, age, and race
because we can see them. Online, we may (or may not) want
ways to infer those aspects of personal identity.

Carriers of that information about the individual in
face-to-face settings include clues from a person’s behavior
and appearance. This includes physical characteristics, how
they dress, and how they hold themselves. We also infer
information from a person’s likelihood of being in a setting -
the person calling my name from the shot room is probably
the shot nurse, and the person standing at the front of the
room at the start of class is probably the teacher.

In face-to-face settings, we are always calculating:
What role does everyone here have? Who am I speaking to?
As we will see, how we represent identity online shapes how
these processes unfold in online interaction.
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Expressions Given and Expressions Given Off

In each setting, we are always consciously and/or uncon-
sciously trying to convey an impression to others. However,
how people actually interpret our performance may be dif-
ferent from what we intend. In Goffman’s terms, there are
impressions given (what we intend to convey) and impres-
sions given off (what we unintentionally convey) (Goffman
1959, 2). Suppose a host cooks dinner for a visitor, and asks
how the food is. The visitor might reply “delicious!” -
intending to be graciously appreciative. However, the host
might “take note the rapidity with which the visitor lifted his
fork or spoon to his mouth, using these signs to check the
stated feelings of the eater” (Goffman 1959, 7). The chef is
checking impressions given off to try to develop a deeper
insight than the guest’s polite response. Goffman notes that
because we know that people try to control what impression
they are making, as interpreters of others’ behavior we
divide someone’s performance into more and less easily
controlled aspects. The dinner guest’s speech is more easily
controlled than the enthusiasm with which they move
their fork.

Goffman’s story of a guest approaching a Shetland
cottage conveys an intriguing interplay between a performer
trying to convey a particular image and a recipient interpret-
ing that performance:

When a neighbor dropped by to have a cup of tea, he
would ordinarily wear at least a hint of an expectant
warm smile as he passed through the door in the cottage.
Since lack of physical obstructions outside the cottage
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and lack of light within usually made it possible to
observe the visitor unobserved as he approached the
house, islanders sometimes took pleasure in watching the
visitor drop whatever expression he was manifesting and
replace it with a sociable one just before reaching the
door. However, some visitors, in appreciating that this
examination was occurring, would blindly adopt a social
face a long distance from the house, thus ensuring the
projection of a constant image. (Goffman 1959, 8)

Here we have a kind of arms race between the visitor trying
to convey a particular impression (impressions given) and
what the host actually infers (impressions given off).
People’s performances can be sincere or cynical. I can
try to convey to you that I am an excellent financial advisor
because I actually am skilled in that field (sincere) or because
I am actually a swindler and would like to convince you to
trust me so I can take your money (cynical). To add another
layer of complexity, in the case of the sincere performance,
I may be correct that I am a skilled advisor or I may be
deluded. My interlocuter uses cues to interpret both the
sincerity of my performance and my likely actual competence.
Human interaction is fundamentally collaborative.
The start of an interaction establishes important expect-
ations on the part of participants. Goffman shares the
example of a teacher’s approach to the first day of class:

The first day I get a new class in, I let them know who’s
boss ... You've got to start off tough, and then you can
ease up as you go along. If you start off easy-going, when
you try to get tough, they’ll just look at you and laugh.
(Becker 1952, 459; cited in Goffman 1959, 12)
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Based on those initial expectations, participants establish a
working consensus that helps get them through the situation.
Once we have established that I am the patient and you are
the allergy shot nurse, then we have a set of routines or
“scripts” that we follow that help us get through the rest of
the interaction smoothly (Schank and Abelson 2013).

Fronts and Roles

Goffman defines a “front” as “that part of the individual’s
performance which regularly functions in a general and
fixed fashion to define the situation for those who observe
the performance” (Goffman 1959, 2). He writes, “as part of
personal front we may include: insignias of office or rank;
clothing; sex, age, and racial characteristics; size and looks;
posture; speech patterns; facial expressions; bodily gestures;
and the like” (Goffman 1959, 24). Goffman divides these into
appearance and manner (attitudes toward the current situ-
ation). We expect appearance and manner to be consistent,
and to be consistent with the situation. Different roles may
use some of the same elements as part of their front. In
Goffman’s example, both chimney sweeps and perfume
clerks of his time wore white lab coats.

In addition to appearance and manner, the third
main element of the front is the setting, “furniture, décor,
physical layout, and other background items which supply
the scenery and stage props” (Goffman 1959, 22) for
human activity that takes place there. Architecture and
interior design create contexts that set the tone for
human activity.

124


https://doi.org/10.1017/9781108780704.006
https://www.cambridge.org/core/terms
https://www.cambridge.org/core

HOW DO PEOPLE EXPRESS IDENTITY ONLINE?

In some cases, there is a gap between the front and
the person’s actual role. For example, “A patient will see his
nurse stop at the next bed and chat for a moment or two
with the patient there. He doesn’t know that she is observ-
ing the shallowness of his breathing and color and tone of
his skin. He thinks she is just visiting” (Goffman 1959, 31).
As a result, nurses sometimes don’t get the respect they
deserve as skilled professionals. Similarly, much of the
work of an undertaker is not visible to the customer, the
bereaved family. Consequently, undertakers charge a great
deal of money for the casket (something the family can
see), and this helps cover the cost of all their services
(Goffman 1959, 32).

Identity Online: Usernames

Whether you are playing an official role in an online inter-
action or just hanging out, you have a personal front. People
adapt how they interact with you based on how you present
yourself — the elements of your personal front that you use.

At the simplest level, many online sites have textual
usernames. In some cases, your username is chosen for you.
Everyone at my son’s school has to use the username that is
their last name, a period, and then their first name, so I am
Bruckman.Amy. Standardizing usernames makes it easy to
find anyone, and many information technology departments
enforce this at schools and corporations.

In the 1990s through early 2000s, some sites for
kids like Cartoonnetwork.com standardized usernames by
letting you pick from a fixed list of adjectives and nouns
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and adding a number - so you'd end up being something
like BraveParrot331. The intent was to give people some
degree of choice while making absolutely sure there would
be no bad words included, and without having to pay a
customer service representative to manage usernames.
However, this style of username didn’t work particularly
well because the restricted choice didn’t make you feel like
this “was you.”

In most cases on the internet, people get to choose
their username, and you can tell a surprising amount about
a person based on what name they select. Consider the
following three usernames from the College of Computing
at Georgia Tech:

jalisa

jkh

wedge
To protect people’s privacy, I've chosen usernames from
people no longer at Georgia Tech, but they were once active
names. One of them is a professor, one is an undergraduate,
and one is an administrative staff member. Can you guess
who is who?

When I do this exercise in class, students almost
always get it right. As you might guess, “wedge” is the
undergraduate. Later in his career at Georgia Tech, when
he became a master’s student, he regretted the silly name
and begged our technology services organization to change
it to his first initial and last name. At the time it was against
policy to allow username changes, but someone took pity on
wedge and updated it. His sensibilities changed from the
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time he was a seventeen-year-old freshman to the time he
was a master’s student trying to build a professional image.

User “jalisa” was an administrative staff member
who conveyed a warm and friendly, informal tone by using
her first name. User “jkh” was faculty, and used initials for a
more professional self-presentation. How we choose to pre-
sent ourselves online conveys how we see ourselves, and how
we feel about the particular online setting.

One question that comes up for administrators is
whether to allow obscene usernames. The answer depends
on what kind of site you are running. On the bulletin board
system ECHO (a kind of New York version of The WELL),
founder Stacy Horn decided that she would “let people
have whatever id they want. Go ahead, call yourself bigdick.
See if I care. I think people would rather know than not
know that you are the kind of person who would call
themselves bigdick. It says something about you” (Horn
1998, 18). In Stacy’s view, someone choosing a rude user-
name is performing a public service by warning everyone
what kind of person they are. Allowing rude usernames was
a great strategy for ECHO, but wouldn’t be appropriate for
another site like, for example, one aimed at kids or affili-
ated with a brand.

Many sites require each username to be unique.
Enough of the namespace is taken on large sites like
Reddit that it can be hard to find a username that expresses
what you want, unless you add a number to the end.

For email, the site hosting your account also
conveys information about who you are. Posting from a
university or corporate account conveys an official capacity.
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In the 1990s, people with university accounts often looked
down on people posting from large commercial providers
like America Online (Donath 2002). This is less true today,
as free email services like Google’s Gmail have become
widely accepted.

Elements of Online Identity

Usernames are just one of myriad elements of personal
identity we express on online sites. A host of design features
contribute to people’s online self-presentation. Elements of
personal identity that often appear in the official part of an
online profile include:

« gender

« topic-specific information (like a model motorcycle on a
motorcycle forum, or a diagnosis on a medical forum)

o real name

« a profile picture/image (perhaps a photo, or an image the
person chooses)

o a 3D avatar

« the person’s past posting history on the site

« links to the person’s presence on other sites

« profile text written by the person

« a “character class” the user has chosen (for games)

« membership in subgroups of the site (like guilds, for
multiplayer games)

« achievements within the community (like Reddit karma)

Sites like dating sites may delve much deeper into personal
information, with details like religion, political orientation,
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sexual orientation, race, and age. On non-dating sites, race
and age are rarely explicitly marked.

When a designer chooses which elements of per-
sonal identity are easy to express on a site, the designer is
essentially engineering a new personal front. Imagine you
were starting a face-to-face business, like installing solar
panels. Decisions you might make include: Do your employ-
ees wear a uniform? If there is no explicit uniform, do you
give them guidelines on what to wear? Do they have busi-
ness cards? Clipboards? Do they drive a car with a company
logo? All these decisions affect the impression your employ-
ees make on customers — you are designing their front.
Similarly, when you are creating a new online site, you
decide how users may present themselves to one another —
should we have profile pictures? Should users be pseud-
onymous or identified by real names that we verify?
Should we have people state their gender? Which elements
you emphasize shapes the kinds of interactions that ensue.

Gender Online

In 1983, Lindsy Van Gelder was on CompuServe, an early
bulletin board system (BBS), and became friends with
another user, Joan. Van Gelder tells Joan’s story in her
1985 Ms. Magazine article, “The Strange Case of the
Electronic Lover” (Van Gelder 1985). Joan was a neuropsy-
chologist who had been severely injured in a car accident
involving a drunk driver, and had ongoing challenges with
both her mobility and speech. Talking on the BBS was her
main social outlet. Online, Joan was outgoing, charming,
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and generous with her time and money. She was also sexu-
ally aggressive. She identified as bisexual and was relentless
in asking women on the board to have text-based sexual
exchanges with her.

Joan introduced a friend on the BBS, Jane, to her
friend Alex, a psychiatrist living in Manhattan. Jane and
Alex hit it off, and Alex paid to fly Jane to visit him for a
lavish weekend. They began a relationship.

By now you may have guessed the punchline to the
story — “Joan” was really Alex. Alex had started the “Joan”
account out of professional interest in what it felt like to be a
woman, but then the experiment spiraled out of control and
became something more elaborate and ultimately sinister.

Van Gelder’s story is timeless and raises a host of
fascinating questions. First, she wonders “why a man has to
put on electronic drag to experience intimacy, trust, and
sharing” (Van Gelder 1985). Alex genuinely felt that people
treated him differently when he was Joan. In what ways does
gender shape how you treat people, online and in person?
It’s well documented that accounts that present as female
online often receive unwelcome romantic attention, ranging
from flirting to harassment. Is there a degree of “intimacy,
trust, and sharing” among women that men don’t experi-
ence? Alex’s experiment gives us a unique way to ask those
questions and reflect.

Van Gelder writes that interaction online is “dizzy-
ingly egalitarian, since the most important thing about
oneself isn’t age, appearance, career success, health, race,
gender, sexual preference, accent, or any of the other cat-
egories by which we normally judge each other, but one’s
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mind” (Van Gelder 1985). It’s a beautiful vision, but to what
degree is it true?

My observation is that for text-based communica-
tion, we still judge one another — but by a different set of
markers. Notably, in writing, one judges by writing skill.
Writing skill is a proxy for level of education and privilege.
In more visual modes of communication, such as Snapchat
and Instagram, traditional identity markers like age and race
are back in the forefront of interaction.

Stacy Horn has a different view from Van Gelder.
When Horn encounters people online who are gender-
swapping, she feels that “You can’t always tell. At first. But
you can often tell over time. The illusion of free and
unbiased communication can only be maintained and then
only briefly, as long as people hide. It’s a trick. In time, if you
act like yourself, gender is revealed, because we do take our
bodies with us. I don’t log on and suddenly forget I'm
female. Oh, I'm online! Now I can forget a lifetime of
socialization” (Horn 1998, 85). André Brock agrees, writing
that “the digital is the mediator of embodiment and identity,
not an escape from it” (Brock 2020, 20).

Questions about how one’s real-life gender shapes
behavior patterns online became particularly challenging for
Horn when she faced a dilemma: whether to let ECHO
member “Embraceable Ewe” (who was in the process of
transitioning from male to female) into the women-only
forum on ECHO, WIT. Horn writes, “I'm in over my
head ... Is gender a biological or social construct? ... If
I let her into WIT, will it feel like there is a man in the room,
or a woman?” (Horn 1998, 82). When Horn started ECHO,
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she didn’t anticipate having to be the arbiter of questions
like the fundamental nature of gender!

To answer the question of whether to invite a
transitioning person into an all-female group, we need to
have a more nuanced understanding of why we are creating
a single-gender space in the first place. Oldenburg notes
that the Third Place (see Chapter 1) is often single-gender
(Oldenburg 1989). What are we trying to achieve with
explicitly single-gender online spaces? Today, many spaces
self-select as predominantly one gender, but few have
explicit gender restrictions. Ultimately, Horn allowed
Embraceable to join WIT after she met a series of criteria,
but writes that she regrets not simply accepting
Embraceable as who she says she is. Our sensibilities on
this topic have evolved since the 1990s.

Who is right, Van Gelder or Horn? Is the online
world “dizzily egalitarian” or can you “always tell”? To
explore this question, then-Georgia Tech graduate student
Joshua Berman and I created a multiplayer identity game
called The Turing Game, which we launched in 1999
(Berman and Bruckman 2001). The Turing Test is a challenge
to see how far artificial intelligence has progressed — can a
person tell the difference between written answers to ques-
tions from a person and a computer? In Alan Turing’s ori-
ginal paper about the Turing Test, he explains it first in terms
of a gender test. Imagine that you have a man in one room
and a woman in the other, and you can only communicate
with them by slipping typed questions under the door. Could
you tell who is who based on how they answer? Turing goes
on to ask the reader to now imagine that there is a human
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behind one door and a computer behind the other. However,
Berman and I returned to his first example about gender.

In The Turing Game, a panel of volunteers all
pretend to be a particular identity. Any identity is possible,
and game types were chosen by users. Suppose everyone is
pretending to be women. The panelists are supposed to
answer questions as if they are women, and each chooses a
woman’s name as a temporary pseudonym. Some really are
women, and some are not. The audience votes to say who
they believe. A moderator chooses among questions sug-
gested by the audience. When the moderator decides the
game is over, everyone’s real identity is revealed and a
discussion ensues about how the audience knew the truth
or how they were fooled. Here’s an example from a game
where people were pretending to be women:

QUESTION: Describe your last really bad haircut.

PENNY: I had it layered and I got a perm. Since my
hair is wavy, it was Annie style.

WENDY: Sophomore year, decided to cut it really short,
and I looked like a little boy. My boyfriend
was very disturbed.

Most people correctly guess that “Penny” is really a woman
and “Wendy” is not. The reasons are interesting to reflect
on. At the simplest level, the real woman shows a deeper
knowledge of women’s hairstyles. But more interestingly, the
person pretending to be a woman is worried about what her
boyfriend thinks rather than what she herself thinks. In my
experience, women tend to worry more about what they
themselves think.
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The game quickly became popular, with 12,000
users from all seven continents over the course of a year.
People played with all different sorts of identity categories in
addition to gender - like guessing who is really over 30, or
who is Canadian. It was particularly popular with people
who were transitioning their gender, people under house
arrest, and the staff at a research station in Antarctica
(there’s not much to do there over the long, dark winter!).
The point of the game was to get people discussing these
issues of identity, and to develop some deeper insights into
how people act online and how your personal identity
shapes those interactions. And it did - sort of.

Analyzing data from games played, we found that
people often made decisions based on stereotypes. For
example, someone might say “I knew player two was a
woman because she used such long sentences.” This is
grounded in the idea that women use long, flowery sen-
tences with lots of dependent clauses and men say things
like “T’ll be back.” The only problem is that this idea is just a
stereotype. Studies of how many words men and women use
per turn have different answers depending on whether
they’re talking to men or women, the medium of conversa-
tion, etc. A blanket “women talk more” stereotype is false
(Baron 2004; Fox et al. 2007). The game surfaced stereotypes
(some false, some true), and reinforced them, but didn’t help
people to distinguish stereotype from reality.

The second problem with The Turing Game as an
interactive, philosophical experience is that the first thing
you really want to know before judging someone’s perform-
ance is how many times they have played the game. For
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example, in one game in which people were pretending to be
women, one question was: “What’s your favorite alcoholic
drink?” One respondent said, “scotch on the rocks.” The
audience correctly reasoned that a man pretending to be a
woman wouldn’t say that, and that was true in that particu-
lar case. But now that you know that trick, you might
consider trying a double reversal to fool people (like the
movie Victor Victoria).

The ultimate lesson from The Turing Game is that
we need to work hard to distinguish between stereotypes
and empirically verifiable reality. And those are moving
targets — both the stereotypes and the reality are always
evolving.

In the end, Van Gelder and Horn are both partially
right. Sometimes this new mode of interaction can be sur-
prisingly egalitarian, and sometimes not. The exact details of
how sites are designed and how people can present them-
selves matter.

Identity Workshop

“Joan” was playing with aspects of identity online. Online,
you can pretend to be someone you're not, and that process
can help you reflect on your face-to-face identity and sense
of self. The internet can be a kind of “identity workshop.”
That was the title of my final paper in Sherry Turkle’s class
on sociology of technology in 1992. Taking Turkle’s class and
serving as her research assistant for part of her book Life on
the Screen (Turkle 1995) were transformative experiences in
my graduate-school career.
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Turkle thinks deeply about the psychological foun-
dations of our interactions with computers. In her 1984
book, The Second Self, Computers and the Human Spirit,
she wrote about Deborah, a young girl who was concerned
about issues of control in her life. When Deborah learned to
program a computer in Logo, she was engaging in an intel-
lectual exploration of issues of control, a key emotional and
psychological issue she was struggling with at the time
(Turkle 1984). Most research on humans and computers
stays relatively at the surface: this is what people like, this
is what people do. Turkle pushes deeper to understand why
people like certain activities, and why they engage in them.
And the answers to those questions are not superficial - they
are about who we are and who we wish to become in the
most profound sense.

My class paper explored concepts of identity in
MUDs, text-based virtual-reality environments that were
popular at the time (see Chapter 1). A MUD is like any
massively multiplayer game, except that the whole world is
created in text (for example, the description of The Living
Room on a MUD called LambdaMOO begins: “It is very
bright, open, and airy here, with large plate-glass windows
looking southward over the pool to the gardens beyond . ..”).
In addition to describing objects and places, you can describe
yourself. Because you can easily describe yourself as anything
you want, it becomes easy to experiment with identity. The
following summer, I helped Turkle study MUDs further,
assisting with research for Life on the Screen (Turkle 1995).

Turkle is a psychoanalyst, and one fundamental
question she asked about this online identity play was:
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Does it help? If people are playing with concepts of identity,
are they growing in a healthy way as a result? We wrestled
with this basic question all summer, and had no conclusion
by September when I went back to my regular research at
the Media Lab. Her final conclusion in the book is: some-
times. For some of the people we interviewed, they explored
personal issues they were struggling with for a period of
time, and later made life changes that showed growth.
Others just struggled more and more. In psychological
terms, some were “working through” and others were
“acting out.” The technology is evocative, but a range of
things can happen as a result.

Identity Deception

Gender-swapping is just one form of identity deception that
takes places online. People can present themselves differ-
ently from their real selves in any dimension of personal
identity. In some contexts, your real identity is expected, and
deviating from that is breaking a social norm. In others,
identity play is welcome and expected.

Understanding deception is one way to develop
insights into how identity functions in online social groups
more generally. Judith Donath explains deception in terms
of ideas borrowed from research on animal behavior: assess-
ment signals and conventional signals (Donath 2002). An
assessment signal is a reliable signal that demonstrates the
trait being shown. For example, having big muscles is an
assessment signal for strength. Displaying an assessment
signal is costly to the sender, because they need to really
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have that trait. On the other hand, a conventional signal is
one that’s easy to fake. For example, wearing a “Gold’s Gym”
T-shirt is a conventional signal for strength.

When we interact online, some signals become
easier to fake. It takes quite a bit of work to present as
someone of a different gender in a face-to-face setting (with
clothing, changed personal manner, etc.), but online it may
be as simple as one click.

Donath notes that the world of deceptive and true
signals creates an ecosystem. In butterflies, there are mon-
arch butterflies that use their bright coloring to tell birds that
they are not tasty to eat. There are also moths that mimic
monarchs in appearance. The moths are tasty, but birds
avoid them because they look like monarchs. The more
moths imitate monarchs, the more a bird might consider
eating something that looks like a monarch - the odds of it
being tasty go up. Having lots of deceivers brings a cost to
the non-deceptive members of the system.

Many online interactions are low-stakes — it may
not really matter if the person you are chatting with is not
really as they describe themselves (as long as youre not
relying on them for medical or legal advice!). One higher-
stakes example is dating sites. If someone lies about who
they are, people may waste time they could spend talking
with someone more suitable, and may have uncomfortable
face-to-face encounters. Toma et al. wondered how much
people lie on dating sites. To find out, they had people on
dating sites come into a lab setting and compared their
online profiles to their real selves. They looked at people’s
driver’s licenses to confirm age, measured their height, and
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had them step on a scale to get an accurate weight. They
found that people generally do lie — but just a little bit. If you
are hoping to eventually meet someone face-to-face, lying a
lot isn’t strategic. However, stretching the truth just a bit is
so tempting that most people do it. Eight out of ten people
lied in at least one category. They write, “weight was the
most frequently lied about attribute, followed by height, and
least of all age. For those identified as lying on an item, the
magnitude of the deception was usually small. The average
deception for height was only 2.09% of the participants’
actual height, 5.5% of the participants’ actual weight, and
1.4% of the participants’ actual age” (Toma et al. 2008). The
ecosystem of people being more or less truthful on online
dating sites is like the ecosystem of butterflies and moths —
deceptive presentations create a cost for others.

Age and Race

Gender is the most studied component of online identity,
but is not necessarily the most important. It’s an interesting
research question in itself to think about why researchers to
date have been so focused on gender and have paid less
attention to other aspects of identity. Other factors like age
arguably shape how you interact with others in face-to-face
interactions more.

Age is too often neglected in research. In her
master’s thesis on online role-playing of Harry Potter fan
fiction on LiveJournal, Casey Fiesler found that many
people were role-playing erotic scenes, not realizing that
their scene partner might be under-age. Acting out a sex
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scene with a teenager is not only creepy, it’s potentially a
serious illegal act. It just never occurred to the LiveJournal
role-players to check someone’s age, especially since the
social norm of the group was to not ask people about their
real-life identities (Fiesler 2007).

Age is particularly salient as an aspect of identity in
countries where age strongly shapes interpersonal inter-
action. In Korea, the language itself changes depending on
how old the person you are addressing is — you use different
words to talk to someone older than to talk to a peer.
A Korean student in my “Design of Online Communities”
class once told me that he believes that the notable popular-
ity of massively multiplayer online games in Korea is linked
to that fact. Online, Koreans address everyone as a peer, and
he believes that makes online interaction particularly satis-
tying for them. It would be interesting to try to study
whether the student’s intuition is correct.

Race is often not expressed in online interaction.
André Brock laments that the default internet user is middle
class, white, and heterosexual. As we’ll see, spaces like Black
Twitter help to decenter that whiteness, making a space
where Black people “do not feel compelled to hide or change
their cultural particularities” (Brock 2020, 87).

Identity and Communities Focused
on a Specific Demographic

The internet was initially developed from the 1960s to early
1980s by largely white, male engineers at research universities.
In its formative years, that demographic was dominant.
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Personal identity often went unmarked, and if it was
unmarked people assumed others they were interacting with
were white (or Asian) males — the stereotypes for computer
scientists and engineers at the time. As the internet became a
mass phenomenon in the 1990s, this changed. During the first
dotcom boom in the late 1990s, when early internet com-
panies thrived and venture capital was widely available for
any internet idea, a number of niche online sites were created
to appeal to other demographics. For example, the site
iVillage was launched in 1995 to appeal to women. Around
the same time, Third Age was launched to appeal to older
adults, and Black Planet to appeal to African-Americans.

In the early days of iVillage, developers tried to create
content to appeal to people like themselves — technologically
literate, college-educated women. Over time as actual internet
users became more diverse, the site was re-focused on the kind
of content that you might find in a women’s magazine sold in
a supermarket checkout line, with articles about topics like
weight loss, dating, clothes, and makeup. A similar pattern
occurred on many sites. When I interned at Third Age, a
website for older adults, in summer 1997, the site was investing
lots of money in hiring freelance writers to write thoughtful
long-form articles on topics like how your worldview changes
when you retire, and how to manage finances on a fixed
income. However, looking at the web server logs, they realized
that those articles were hardly being read. Instead, users were
doing puzzles and using the dating personals. The same lesson
again can be seen when Christian Sandvig studied a commu-
nity network installed on a Native American reservation in
2004. Sandvig documents how tribe members emphasize the
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educational value of the network when describing it to
visitors, but in day-to-day practice their use looks like the
use of any other group of people - lots of gaming and
online shopping (Sandvig 2012). The lesson here is a deeply
human one: people are people. If people in general are
interested in a particular kind of content, people in a
subgroup will likely have similar interests.

I draw two critical lessons from these cases. First, to
build a successful site, it’s important to do user-centered
design. Online community designers need to gather actual
data from potential users before assuming what those people
will want. Second, it’s important to have online sites that
represent a wide range of interests for different people —
both ones with makeup tips and ones with essays on the
future of intersectional feminism. However, as a site
designer, if you are driven solely by maximizing your page
views and hence advertising revenue, then youll get all
dating tips and no thoughtful essays. Being driven solely by
the profit motive is breaking the internet. Yes, to create the
highest possible membership on a women’s site you need to
post stereotypical content. However, it is possible to deliber-
ately choose to promote a different sort of content, if maxi-
mizing advertising revenue is not your only concern.

As an example, the website Rookie Magazine (www
.rookiemag.com) was created by a fifteen-year-old girl and
had articles written by girls and young women on topics
like “Meaningful Transformations, my favorite movies
about change” and “The Last Train Ride, a story about
friendships that fade.” It was deliberately non-commercial,
and focused on content that matched the founder’s values.
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Rookie Magazine published issues for seven years, and then
folded in 2018 due to business issues. It’s interesting to
think about whether a site like this could be financially
sustainable. One thing, though, is clear: It is impossible if
initial funding comes from venture capitalists who demand
a high rate of return on their investment.

Subgroup Conversation in a Public Space:
Black Twitter

Most communities that focus on one particular demo-
graphic try to create a separate space just for that group.
Membership may be explicitly restricted, or expectations of
who belongs may lead to self-selection. For example, some
Facebook groups for mothers also allow fathers to partici-
pate, and others don’t.

An intriguing exception to this pattern of member-
ship is Black Twitter (Brock 2012; Manjoo 2019). André Brock
writes that “Black Twitter is an online gathering (not quite a
community) of Twitter users who identify as Black and
employ Twitter features to perform Black discourses, share
Black cultural commonplaces, and build social affinities”
(Brock 2020, 81). While sites like Reddit divide people into
sub-communities and let social norms evolve differently in
each subgroup, Twitter is one huge, undivided stream of
content. Your main Twitter feed shows content only from
people you follow. You can also search for terms or hashtags
(#term), and interact with others who post about those topics.
Conversations of interest to Black members of Twitter emerge
from relevant hashtags, and also from follower relationships.
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Black Twitter builds on African-American cultural
practices. For example, Sarah Florini discusses the practice
of “signifyin’,” “a genre of linguistic performance that
allows for communication of multiple levels of meaning
simultaneously, most frequently involving wordplay and
misdirection” (Florini 2014, 224). Florini writes that
“Signifyin’ serves as an interactional framework that allows
Black Twitter users to align themselves with Black oral
traditions, to index Black cultural practices, to enact
Black subjectivities, and to communicate shared knowledge
and experiences” (Florini 2014, 224). Similarly, it builds on
oral traditions of call-and-response (Manjoo 2019). Some
of the discourse is playful and focused on humor, creating a
supportive sense of being in the presence of like-minded
others. Black Twitter also has an activist focus, using the
platform to draw attention to social issues like police bru-
tality (De Choudhury et al. 2016).

While a site like a subreddit or a Facebook group has
a space that is dedicated to that topic and group of members,
Twitter conversation is all public. A small fraction of users
have private accounts that only approved people can see;
however, this is uncommon. As a result, this in-crowd con-
versation is taking place in view of a diverse audience. This at
times is an opportunity for mutual understanding across
groups, but also a catalyst for tension among those groups.

Privacy

We don’t always want to reveal everything about our-
selves online. Before I discuss online anonymity and
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pseudonymity, I need to take a detour to introduce basic
ideas about privacy. What is privacy and why does it matter?

Privacy is the right to control a “zone of accessibil-
ity” around yourself. It includes freedom from intrusion, the
ability to control information about oneself, and freedom
from surveillance (Baase 2013, 48). Privacy lets us be our-
selves, lets us remove our “public persona,” and is arguably
important for individuality and freedom (Quinn 2017).
Simson Garfinkel writes that:

The problem with the world “privacy” is that it falls short
of conveying the really big picture. Privacy isn’t just
about hiding things. It’s about self-possession, autonomy,
and integrity. As we move into the computerized world
of the twenty-first century, privacy will be one of our
most important civil rights. But this right of privacy isn’t
the right of people to close their doors and pull down
their window shades — perhaps because they want to
engage in some sort of illicit or illegal activity. It’s the
right of people to control what details about their lives
stay inside their own house and what leaks to outside.
(Garfinkel 2000, 4)

I teach about privacy each year in my class
“Computing, Society, and Professionalism” (our required
undergraduate class on ethics and social implications of tech-
nology). Over the years, I've found that the most important
concept is the trade-off between free-market approaches and
consumer-protection approaches (Baase 2013, 107-110).

In a free-market approach, companies may treat
user privacy as they wish. Consumers are encouraged to
use voice and exit (see Chapter 6) to respond if they are
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not satisfied with how a company is treating them. In other
words, if you don’t like the privacy protections on a site, you
can speak up or go to another site.

On the other hand, a consumer-protection approach
suggests that people are often not able to make well-
informed decisions about their privacy. First, they may not
even know what data is being collected about them. This is
particularly true of “invisible” forms of data collection, like
tracking RFID tags or GPS coordinates. Second, most people
don’t read privacy policies on sites they use. They don’t and
they couldn’t if they tried. The reading level of these policies
is well above the level of the average internet user (Jensen
and Potts 2004), and reading all the policies for sites you use
would simply take too much time (McDonald and Cranor
2008). People are not in a good position to make smart
choices about their own privacy.

MIT professor Jerry Saltzer once told me, “privacy is
a database correlation problem.” What ends up being most
invasive is not the data from any single site, but the cross-
referencing of data across different sites. Also problematic is
the use of data for secondary purposes — uses other than the
ones the data was collected for. If people have no reasonable
way to envision secondary uses of data, they can’t make
informed choices about how much data to share.

If people can’t make informed choices about how
much personal information to share, this argues that we
need to pass laws to protect individuals’ privacy. However,
some argue that the more restrictions we put on how
businesses deal with user data, the more we reduce prod-
uctivity and slow innovation. There are advantages and
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disadvantages to each approach. It is a trade-off — one that
we need to carefully assess in each situation.

Social Networks and Privacy

My second post when I started my blog in January 2010 is
entitled “Amy’s Prediction: In 20 Years No One Will Be
Qualified to Be President”™:

Today’s teens are pouring their most personal thoughts
onto the Internet. They flirt, they gossip, they angst, they
brag about being naughty—just like we did when we were
teens. Except the problem is, the Internet is a surprisingly
persistent medium.

An old joke says that taking information off the
Internet is like taking pee out of a pool. Sure you deleted
it, but did the server keep a backup? There’s likely a
backup on Brewster Kahle’s Internet Archive, http://
archive.org. Before you decided to delete it, did a friend
save a copy? When you post information online, you lose
control of it.

Teens say the most amazing things. My friends and
I had a great deal of fun, and I'm relieved to say it’s all
forgotten or at least not documented in my own words or
photos. (If I appear doing anything unseemly in my
friend Anne Mini’s new novel, I can simply deny it!) If all
of our coming-of age angst was saved for posterity, I'd be
appalled. I think most people look back on their teen and
young adult years that way. At least I hope they do.

What happens when young adult antics are archived?
The thought gives one pause. Will the bride data mine
the groom before the wedding (or vice versa)? Will the
colleague with an axe to grind dig up ancient history to
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use as a weapon? Are we entering a new age of
harassment by ancient history, a golden age of blackmail?

I suspect that most teen and young adult antics will
stay obscure, and if they’re uncovered folks will mostly
just laugh and reminisce. But there’s one special category
of people who may not get away so easy: public figures.
Actors, musicians, and athletes can probably survive the
scrutiny. But what about politicians? We still elected Bill
Clinton, because he said he “didn’t inhale.” What
happens when the future political candidate is inhaling
on camera, memorialized for posterity?

I see a few possible outcomes. One is that teens over time
will learn to be more careful with their personal
information. This I think is inevitable. Which leads us to
the prospect that we will have one lost generation of
potential future politicians—the generation who didn’t yet
know to be careful about their personal information online.
Like the donut hole in Medicare coverage, we'll have a lost
zone between those too old to have been online much and
those young enough to know to be at least a bit careful.

Another potential outcome is that we as a culture will
learn to be more tolerant of what people do in their
personal lives, especially as youth. Europeans tend to be
somewhat more tolerant already—to draw a clearer line
between personal and professional behavior. Americans
are plagued by an endearing notion of “Character”—that
what we do in our personal lives speaks to our fitness for
professional tasks. When complete lives are increasingly
archived, we may need to step back from that ideal and
let our leaders be human. (Bruckman 2010)

Eleven years later, I'd say my prediction is on track. As we
interact online, we continually leak little details about
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ourselves. The problem is usually not any one piece of
information, but the total picture that comes from the syn-
thesis of those details.

Many years ago in my “Online Communities” class
(around 2001), master’s student Alisa Bandlow studied
people role-playing on the site LiveJournal. Some of the
content included erotica. Bandlow asked one of her inter-
view subjects how they felt about the fact that all this content
was visible online, linked to their account which used their
real name. After the interview, the subject deleted their
account and all their postings. It hadn’t previously crossed
their mind to be concerned. Over time, people are becoming
more aware that they need to be careful about their online
privacy. One way to protect your privacy is to not use your
real name for segments of your online activity.

From Anonymous to Identified

I talked earlier about email account names, and the ways that
the account name you choose or are assigned expresses who
you are to others. This holds not just for email addresses, but
for account names we sign up for on online platforms.

An online username is a “signifier.” It’s a symbol that
points to a person in the real world, the “signified.” Semiotics
studies the relationship between signifiers and signifieds, and
how language makes meaning (de Saussure 1959). A signifier
is typically arbitrary. There’s nothing about the name “Amy”
that is specific to me - it’s just a sequence of sounds.

Many online usernames are “identified,” which in
semiotic terms means there is a publicly visible relationship
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between the online account (the signifier) and the real-world
entity (the person). Other sites can be “anonymous” or
“pseudonymous.” These are sometimes confused and the
distinction is important. On a pseudonymous site, a user
has a persistent pseudonym that refers to them. Reddit is an
example. For example, “shiruken” is the pseudonym of one
of my fellow Reddit moderators. I know that he is male, that
he is a biomedical engineer, that he runs our statistics on
who had the most mod actions each month, and that he has
a variety of scientific interests. I don’t actually know his real
name or where he lives. In semiotic terms, there is still a
relationship here between the signifier and the signified. His
Reddit username is not his real name, but it is still a signifier
that refers to him, the real person, as the signified.
Pseudonyms operate similarly to “real names.” The
name I was given at birth is a signifier that has a legal
relationship to me, the human. Just like pseudonyms, the
relationship between this signifier and the signified can be
slippery. I might legally change my name, use a fake name,
or be a victim of mistaken identity. For both real names and
pseudonyms, there is a signifier with a complicated relation-
ship to the signified. My “real” name has a legal status but
otherwise operates in similar ways to pseudonyms I use.
What is a “real name” can be surprisingly contro-
versial. Facebook requires users to use their real name, and
users can report another account for violating the real-
names policy. Facebook reviews millions of such reports
per year. Enforcement of this policy has caused problems
for a variety of groups, including people transitioning their
gender, drag queens who wish to use a stage name, Native
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Americans who wish to use a tribal name, and survivors of
domestic abuse, bullying, and stalking." Enforcing a particu-
lar legal notion of a real name is a form of oppression in
these cases (boyd 2011). In 2015, Facebook introduced expli-
cit support for name changes in those special cases
(Facebook 2015), but there continues to be tension around
this issue.

“Identified,” “pseudonymous,” and “anonymous”
are not discrete categories, but rather a continuum. As we
move from more nearly identified to more nearly anonym-
ous, the relationship between the signifier and the signified
gets looser, but it’s still there.

When you use a pseudonym over a long period of
time, you continually leak little details about yourself (unless
you’re careful not to). In the course of conversation, you
might mention things you like and dislike, places you’ve
been, schools you've attended, and more. The longer you
use a pseudonym, the more it de facto identifies the real
person. Each leaked detail links the signifier and signified
more tightly together.

For this reason, users on Reddit will often create a
temporary (“throwaway”) account when they really want
privacy, often using “throwaway” in the name. If you only
use an account for one discussion (usually on a difficult or
embarrassing topic), then it is less tied to your real identity
than an account that has an accumulation of leaked details
about you (Leavitt 2015). Ammari et al. found that Reddit
users on parenting boards who used throwaway accounts

' https://en.wikipedia.org/wiki/Facebook_real-name_policy_controversy
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were more likely to discuss stigmatized topics like pregnancy
loss, divorce, or custody issues. Posts by throwaway accounts
were more likely to get a response, and got more long
responses (Ammari et al. 2019).

While a site like Reddit operates with pseudonyms,
sites like 4chan are closer to truly anonymous. Posting on
4chan does not require any kind of account or login.
Furthermore, most posts disappear within minutes and are
not archived (Bernstein et al. 2011). Even if you leak some-
thing about what you are interested in with a particular post,
it is not linked to all your other posts.

Even at the ends of the spectrum from most nearly
identified to most nearly anonymous, there is still a degree
of uncertainty. You can imagine that a determined person
(e.g., a spy) could falsify an identified account, pretending
to be someone they are not. Further, you can imagine that
even on an anonymous site, if a government had a compel-
ling need to find someone, government agencies might be
able to trace internet traffic to help locate the real person.
As a result, it’s not a matter of whether we are identified or
anonymous - it’s more a matter of how hard it is to trace
the link from the online presence to the real person. This
ranges from easy to very hard.

Why We Need Pseudonymity

Where to place a site on the continuum from anonymous to
identified is a key design decision. Anonymity/pseudonym-
ity is particularly valuable for situations where people may
wish to disclose highly personal information - such as in
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support groups. It’s also critical for people who live under
oppressive regimes.

While those dramatic cases are important, there are
many reasons why ordinary people might want to express
themselves pseudonymously on a day-to-day basis. First is
the issue of “context collapse” (Vitak 2012). We all present
different aspects of who we are in different contexts. For
example, you may want to discuss politics on the internet,
but not share your political views with your professional
colleagues. A functioning democracy requires places to
debate issues of the day, but a professional workplace is
typically not an appropriate venue for those discussions.
Similarly, you might not want to make your interests and
hobbies part of a professional persona. The inverse is also
true: If you are playing a massively multiplayer video game,
you may not want to disclose that you are a professor for
your day job! Pseudonymity lets me be both a serious
scholar and a fan of the television show Grey’s Anatomy
and to keep those personas separate.

The second issue is permanence. I am eternally
grateful that the internet did not exist when I was a
teenager — I'm sure I would have said things that mortify
me today. Does everything I say need to be part of my
permanent record? Judith Donath writes that online

the product review you generously provided for an
underarm deodorant or for books about coping with
binge eating or bed-wetting, will, if written under your
real name, be part of your online portrait, what your
neighbors, kids and random strangers see about you.
Online, words persist forever, in vast searchable
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databases. Anything you say or do using your real name
is permanently attached to it. (Donath 2014)

As a culture, we have not yet quite sorted out how to
handle the problem of permanence of information. If some-
one did something culturally insensitive or racist (like wear-
ing “blackface”) decades ago, does that disqualify them for
public office now? When is saying “sorry” enough, and when
is it not? Because more people are becoming aware of the
risks of permanence, sites like Snapchat that make commu-
nication ephemeral are becoming more popular. A picture
shared on Snapchat goes away in a day, and the system does
its best to prevent others from making a copy. (They unfor-
tunately can’t stop people from using another camera to
photograph the screen.) Snapchat is used by teenagers for
hanging out, while a site with permanence like Instagram is
used for curating a self-presentation.

Anonymity and Accountability

Pseudonymity is not always appropriate. In 1995, I started a
site called MediaMOO, a professional community for media
researchers (Bruckman and Resnick 1995). A MOO is an
end-user programmable, text-based virtual world. The
MOO software was created by Pavel Curtis, then at Xerox
PARC. MediaMOO was kind of like an endless conference
reception for a conference on media and human-computer
interaction. When I first created the site, I allowed people to
have two accounts: one anonymous and one identified by a
member’s real name. Curtis told me that was silly - why
would anyone want to go to a professional conference and
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hide their name badge or wear a bag over their head? The
whole point was to meet other people and network.
MediaMOO tried the two-account solution for a few years,
but I eventually realized that Curtis was right. I changed our
policy to specify that new accounts were to be identified
only. Old anonymous ones were allowed to persist, but were
rarely used. MediaMOO is an example of a context in which
being identified is more appropriate.

Anonymity/pseudonymity also have a major down-
side: The lack of accountability can lead to bad behavior.
The next chapter will talk in detail about bad behavior
online and what to do about it.

The image boards 4chan and 8chan are intriguing
examples of sites that are more nearly truly anonymous.
This has led to a proliferation of content that many people
find extremely offensive, including highly explicit images,
racism, anti-Semitism, and ideas from the alt-right. The sites
often also originate attacks on others, such as “brigading,”
where individuals encourage large numbers of people to
harass individuals on other sites. In 2019, perpetrators of
mass shootings posted about their plans on 8chan three
separate times. As a result, 8chan’s domain name service
was shut down, but it remains accessible on the dark web.

It's important to note that 4chan is also a sort of
“internet meme factory” which has given us things like
“LOLcats,” and also held animal abusers accountable
(Bernstein et al. 2011). Gabriella Coleman tells in detail the story
of how the group “Anonymous” originated on 4chan, and over
time parts of the hacker group evolved into a “hacktivist” group
trying to work toward social justice (Coleman 2014).
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It’s possible to be well behaved on an anonymous
site, and to create havoc on an identified site. The difference
is that an agent of chaos on an identified site is more likely to
experience real-world consequences, since the link between
their online presence and real identity is stronger. Those
consequences serve as a deterrent to bad behavior.

The Future of Online Identity

The current mechanisms for representing identity online are
woefully inadequate. Last week I was followed on Twitter by
several fake accounts. I suspected they were fake because
their interests had no relationship to mine, and they had few
tweets to date. A quick image search showed that they had
profile photos stolen from other online sources. Many such
accounts are aimed at political manipulation - they create an
online history that makes them appear to be a normal
person, and then later use the account to spread political
propaganda. There should be a way to simply say “that’s not
a real person - they can’t follow me.” Similarly, there should
be a way to say “that’s not a real company - they can’t send
me email,” or “that’s a child - they shouldn’t be using this
site with explicit sexual content.” All of these problems —
political manipulation of elections, spam, children exposed
to explicit content, and more - are fundamentally failures of
mechanisms for online identity.

Would it be possible to design a new identity layer
for the internet? I can make a better decision about whether
to talk to a potential new contact if I know whether they
really are affiliated with the company or school they claim,
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whether they really are a friend of one of my friends, etc. If
we could tell who is who, we could stop spam, stop deliber-
ate manipulation of our public discourse by foreign opera-
tives, prevent kids from getting to inappropriate content,
prevent phishing attacks, and more.

Identity goes hand-in-hand with reputation.
I imagine a system of reputation servers. A reputation
server could verify that someone isn’t a known bad actor,
and estimate their qualifications with regard to a particular
topic. Reputation needs to be multi-dimensional - that is,
I might have a strong reputation as an expert on human-
computer interaction but a weak reputation as a keeper of
tropical fish (since I have just a small freshwater tank with
easy-to-care-for fish). Further, some aspects of reputation
may need to be relative to an individual’s position on a
particular issue - in other words, Jane has an excellent
reputation as a chef for omnivores, but not for vegetarians.
There would have to be competing reputation services, so
individuals could pick a service they trust. Further, the
design of such a system would have to make careful use
of cryptography to protect people’s privacy.

Unfortunately, it’s hard to imagine identity and
reputation data that can’t be manipulated to mine data
about citizens. Further, being identified creates serious
risks for members of marginalized groups and people
who live under oppressive regimes. How to improve our
management of online identity without putting those
groups at even more risk may be an impossibly hard design
problem. But that doesn’t mean our current system is the
best that is possible. The challenge is: Can we design
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improved versions of identity and reputation that help us
tell who is who, but in a privacy-preserving way? The
potential risks and gains are both high.

Theoretical Summary

As Erving Goftman described in The Presentation of Self
in Everyday Life (Goffman 1959), we are all always per-
forming for others. We try to make a particular kind of
impression on people we interact with, and we do that
differently in each social context. There is no “true self” —
we are all a synthesis of different aspects of the self that
we present.

To do this, we use “fronts.” A front includes both
our appearance and manner. An observer divides people’s
self-presentation into more and less easily controlled
aspects, and judges performances more on the less easily
controlled. The impression a performer wishes to make is
their “impressions given,” and the impression the observers
actually form are the “impressions given off.” Performances
may be sincere or cynical.

Online, we similarly are always trying to make an
impression. The key difference is that all the elements of our
expressive vocabulary are explicitly chosen by site designers.

One critical choice in site design is whether user-
names should be more nearly anonymous, pseudonymous,
or identified. A name (whether legal real-world name or
online account name) is a “signifier” that has a relationship
to a “signified.” As we move along the spectrum from
anonymous to identified, the relationship between the
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signifier and signified gets stronger. Where a site should be
along this continuum depends on the site’s purpose.

There are legitimate uses of anonymous communi-
cations, notably support groups and communication under
oppressive regimes. However, being more nearly anonym-
ous can lead to reduced accountability.

Practical Implications

Identity is fundamental to the design of social media and the
design of the internet. In person, we dress and behave
differently in different social situations. Online, the same
mechanisms operate. However, online site designers have
the power to choose what elements of identity it is possible
to express and which are emphasized. These choices pro-
foundly shape online interaction.
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6 What Is Bad Online Behavior, and
What Can We Do About It?

]ulian Dibbell begins his article “A Rape in Cyberspace”

They say he raped them that night. They say he did it
with a cunning little doll, fashioned in their image and
imbued with the power to make them do whatever he
desired. They say that by manipulating the doll he
forced them to have sex with him, and with each other,
and to do horrible, brutal things to their own bodies.
And though I wasn’t there that night, I think I can
assure you that what they say is true, because it all
happened right in the living room - right there amid the
well-stocked bookcases and the sofas and the fireplace —
of a house I came later to think of as my second home.
(Dibbell 1993, 36)

The incident in question took place in the early 1990s on
LambdaMOO, a text-based virtual world (or “MUD,”
multi-user dungeon) created at Xerox PARC by Pavel
Curtis. Interaction on LambdaMOO is all in text. The game
can print things like “Pavel looks around the room,” or
“Pavel pats you on the head.” Except the perpetrator in this
incident, who went by the username Mr. Bungle, made it
look like the people were doing violent, sexual things
to themselves.

Although the title of the article refers to “rape,”
calling a text message a “rape” is inappropriate, because it
undermines the seriousness of real rape. Regardless of what
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you call the incident, the recipients found the messages
highly unwelcome. It was a form of online harassment.

In the wake of this incident, the volunteer adminis-
trators of the site (“wizards”) had a problem: There was
nothing in the code of rules for the site that clearly pro-
hibited this behavior. While most community members
advocated banning the offender, some people felt that it
was wrong to ban someone since there was no rule against
it. More provocatively, some argued that it’s “just a game,”
and the recipient of those messages could have blocked the
offender or simply logged off. This raises a fundamental
question: Is this virtual world a place with expectations of
civil behavior, or is it a playground to blow off steam and do
things you can’t do in the real world? The debate about what
to do in response quickly became philosophical.

One wizard did decide to ban Mr. Bungle, and then
an uproar ensued - did he have the authority to do that? In
response to the controversy, Curtis declared that the wizards
would no longer make social policy. This created a govern-
ance vacuum where nothing could be decided. Curtis was
hoping to separate technical and social decision-making, but
quickly learned they were inextricable. A few years later, he
created a direct democracy where users could vote on issues
facing the community with a system of petitions and ballots.
Anyone can write a petition, and if it gets enough signatures,
then it becomes a ballot which the community votes on.

In the end, it turned out that the LambdaMOO char-
acter that committed the offense was controlled not by one
person but by a group of college students. The students were
taking turns controlling the keyboard and egging one another
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on, each trying to be even more outrageous. This detail has
always struck me as profound. Humans in groups can behave
in much more extreme ways than they ever would individually.

There are a lot of Mr. Bungles on the internet
today — more and more over time it seems. What should
we do about it? This challenge has three key parts. First, how
do we decide what sort of behavior is allowed for a particular
site? Social norms are not universal. Each subgroup has to
determine what sort of conduct is allowed in their space.
A key feature of the internet is that we can have different
spaces for radically different sorts of content. Second, how
do we help people to know what the social norms for a site
are? It’s not just a matter of having rules — no one reads lists
of rules. How do we help people to implicitly know what sort
of behavior is expected? Third, how do we react when
someone knowingly or unknowingly violates those norms?
And how do we do that efficiently? Give me enough money
and I'll give you highly trained staff who will make sure
everything is always perfect. On a realistic customer support
budget, compromises are necessary.

Deciding what behavior is allowed and choosing
tools and strategies to manage bad behavior are inseparable
questions. The tools we have to regulate behavior shape
what behavior is encouraged and discouraged. Social rules
(written and unwritten) also shape behavior. The behavior
that emerges then drives the development of both new tools
for behavior management and new social norms and written
rules for what behavior is acceptable. It’s a complex socio-
technical system (a combination of people, technologies, and
social practices) that is continually evolving.
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This chapter focuses primarily on bad behavior like
harassment, hate speech, and content that people may find
offensive. Deliberately posting something false — disinformation —
is a form of bad behavior. Posting something that is false without
realizing it is misinformation. For more on misinformation and
what it means for something to be “false,” see Chapter 3.

What Regulates Behavior?

According to law professor Larry Lessig, four things regulate
behavior: laws, social norms, technology/architecture, and
markets (Lessig 1999, 87). As usual, we can start by thinking
about face-to-face behavior and then draw analogies to online
behavior. Lessig uses smoking behavior as his example. Laws
regulate where you are allowed to smoke, and social norms
dictate that it is rude to smoke in someone else’s car without
asking first. The technology of smoking - the addictive nature
of nicotine - shapes how much people smoke. Finally, the
market also shapes smoking behavior. Every time govern-
ments raise taxes on a pack of cigarettes, smoking in that
area declines. These same factors — laws, social norms, tech-
nology, and markets — also shape online behavior (Lessig
1999). None of these factors are straightforward and they all
affect one another. I'll talk about the first three factors in this
chapter; markets are the topic of Chapter 7.

Laws

Laws controlling what one may say (online or in other
media) are complicated. In some countries, blasphemy is
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against the law (York 2012). In a few, the punishment for
blasphemy is death. In many, it is illegal to criticize the
government either by law or in practice." In a few countries,
such as Thailand, the law of Lese-Majesté makes it illegal to
criticize the royal family.

Although Americans put a high value on free
speech, a surprising amount of speech is illegal under US
law. Danielle Citron writes:

Not all speech enjoys constitutional protection. Certain
categories of speech can be regulated because they bring
about serious harms and make only the slightest
contribution to public debate. True threats are not
immunized from regulation even though they may be
conveyed in words. Defamation can be regulated
consistent with our commitment to free speech.
Obscenity does not enjoy constitutional protection even
though it involves images. (Citron 2014, 26-27)

Those are just a few examples. I teach about this in my class
“Computing, Society, and Professionalism,” and students are
often surprised. They know that, for example, slander and
libel are illegal, and so is false advertising — but they hadn’t
thought about those as restrictions on speech. Existing,
generally accepted restrictions on speech may be taken for
granted as normal. There are many existing restrictions on
speech in the United States. Citron points out that online
speech is just as important as face-to-face speech. She writes
that “Because the internet serves as people’s workspaces,

' https://en.wikipedia.org/wiki/Freedom_of_speech_by_country
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professional networks, résumés, social clubs, and zones of
public conversation, it deserves the same protection as off-
line speech” (Citron 2014, 26).

“Hate speech” is legal in the United States, but
illegal in many other nations. What is “hate speech,” exactly?
The United Nations defines hate speech as “any kind of
communication in speech, writing or behaviour, that attacks
or uses pejorative or discriminatory language with reference
to a person or a group on the basis of who they are, in other
words, based on their religion, ethnicity, nationality, race,
colour, descent, gender or other identity factor” (United
Nations n.d.). However, the details of how this is phrased
matter, and the legal definition varies from place to place.

Some laws regulating speech are national, and
others vary at the local level. Not only is what you can
legally say in the United States different from what you
can say in Australia,” but inside Australia what you can say
in New South Wales is different from what you can say in
Queensland.’> To complicate things further, online speech
typically has an international reach. Companies situated in
one country often are forced either to develop content-
screening mechanisms to comply with rules in other coun-
tries, or block access to their site from those countries.

An American approach suggests that it is a slippery
slope to censor speech. When you pass laws saying that
some things can’t be said, where do you draw the line?
Americans worry that speech restrictions could be

* https://en.wikipedia.org/wiki/Hate_speech
3 https://en.wikipedia.org/wiki/Hate_speech_laws_in_Australia
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manipulated for political ends. As a result, hate speech is
legal. People who disapprove of certain speech are encour-
aged to counter it with other speech.

My earliest exposure to the dilemma of hate speech
was in 1977, when I was eleven years old. That year, the US
Supreme Court ruled that a group of neo-Nazis could
march through a neighborhood in Skokie, Illinois, that
had many Jewish residents including Holocaust survivors
(National Socialist Party of America v. Village of Skokie
1977%). The court decided that the Nazis may march if they
wish, but others who disagreed may come to counter-
protest. I remember discussing this extensively with my
stepfather, Bernie Zucker (who is an attorney), at the time,
and it took me a while to understand the reasoning. The
dilemma is that if the government decides that Nazis may
not march, what other groups may not march? Who
decides what groups are allowed, and how can we be sure
this won’t be used to silence dissent? To be on the safe side,
American law allows as much speech as possible. It’s a
quintessentially American idea to privilege free speech to
this degree.

In many other nations, hate speech is illegal - such
as in the countries of the European Union, Canada, and
many more. The Wikipedia page on the hate speech laws of
different nations makes for fascinating reading (https://en
.wikipedia.org/wiki/Hate_speech). Social media platforms
and internet service providers often dedicate significant
resources to complying with local laws. Some nations,

* www.oyez.org/cases/1976/76-1786
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including Germany, levy fines on platforms that fail to take
down illegal content. Others, such as China, simply block
sites that don’t meet their standards. To answer the question
“is this content legal?” you need to know where the sender
and receiver of the content are located.

Understanding what content is legal is only a first
step toward understanding what content is allowed. Laws
protecting free speech control whether the government can
block speech, but do not apply to private platforms. In the
United States, the government can’t stop you, for example,
from insulting a politician, but Reddit or Twitter legally can.
It’s like the distinction between a public park and a private
home. In a public park, anyone can be present. In my home,
I can decide who to let in and who to exclude. Similarly, an
online site can decide what speech to exclude. They can’t
systematically discriminate against individuals in certain
protected categories; however, beyond that they don’t have
to justify their decisions. An online site is more like a private
party than a public square.

How Could Laws About Speech be Improved?

Many laws about free speech pre-date internet technologies.
Existing laws do not always adapt well to fundamentally
different situations created by new technologies. For
example, when the telephone was invented, the law in the
United States was confused about whether a phone conver-
sation had an expectation of privacy. If phone communi-
cation is public, then law enforcement may listen. If it’s not
public, can law enforcement ever ask for permission to

167


https://doi.org/10.1017/9781108780704.007
https://www.cambridge.org/core/terms
https://www.cambridge.org/core

SHOULD YOU BELIEVE WIKIPEDIA?

listen? How would they request permission, and what are
the grounds for saying yes or no?

The first telephone was invented in 1849. Over
100 years later, law enforcement tried to prosecute Charles
Katz for illegal gambling based on evidence obtained in
wiretaps of his phone. The court ruled that Katz had a
reasonable expectation that his phone call was private, even
though there was no physical trespass used to obtain the
recording (Lessig 1999, 117). A year later, the Omnibus
Crime and Safe Streets Act of 1968 made it legal for law
enforcement to listen in on phone conversations if they got a
warrant demonstrating probable cause. This solved the
dilemma of whether to allow wiretapping by creating checks
and balances between branches of government. This is an
elegant solution. However, it took nearly 120 years for the
law to catch up with the technology.

It’s not surprising, then, that laws have not yet fully
adapted to internet technologies. The earliest internet began
in the 1960s. If it takes 120 years for the law to adapt as it did
for the telephone, that would mean we can expect the
beginnings of legal clarity by the 2080s! A more effective
regulatory framework would give clearer guidance on what
is legal to post online, whose responsibility it is to remove
bad content, and how to operate in an international environ-
ment with divergent standards.

The current complexity of internet regulation
gives an advantage to big companies compared to small
ones. Large internet companies can afford to hire legal
teams to figure out how to adapt their site to laws in
different countries, and extra software developers to
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implement necessary regionalizations. Small companies
don’t have those resources; however, they sometimes
benefit from having a low profile. A small website in the
United States is, for example, unlikely to attract the atten-
tion of German regulators for failing to block hate speech
in Germany.

The regulatory framework for speech in the United
States is in need of improvement. There are two core prob-
lems. First, companies are profiting from hate. Large tech-
nology companies in the United States are earning
advertising dollars from sharing and promoting speech that
would be classified as “hate speech” in many nations. Those
profits incentivize companies to continue sharing this con-
tent. Second, those companies can silence speech at their
own discretion, with no accountability or recourse.

The power of corporations to make unilateral deci-
sions about speech extends not just to social media plat-
forms, but also to infrastructure companies such as domain
name service registrars and cloud hosting platforms that
other platforms rely on. Regulation at the infrastructure
level can be challenging to circumvent. For example, in
January 2021, Apple and Google removed the controversial
app Parler from their online stores, and Amazon Web
Services (AWS) stopped hosting the Parler website.
Conversation on Parler helped organize the attack on the
US Capitol on January 6, 2021, and many people were
happy to see it shut down. The site was able to come back
online a month later, but the shutdown still raises ques-
tions. York et al. (2021) comment on the Electronic
Frontier Foundation blog:
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Regardless of whether we agree with an individual
decision, these decisions overall have not and will not be
made democratically and in line with the requirements of
transparency and due process, and instead are made by a
handful of individuals, in a handful of companies, most
distanced and least visible to most Internet users.
Whether you agree with those decisions or not, you will
not be a part of them, nor be privy to their
considerations. And unless we dismantle the increasingly
centralized chokepoints in our global digital
infrastructure, we can anticipate an escalating political
battle between political factions and nation states to seize
control of their powers.

American free speech laws were written with the
idea that censorship is a slippery slope. You should not
censor speech you disagree with, but rather counter it with
other speech. In practice this has devolved into “the govern-
ment can’t censor speech, but private companies may do so.”
We are not preventing censorship — just delegating the power.
I wonder whether the United States should move to more
European-style speech laws, where standards for what may
be said are debated by democratically elected representa-
tives. The trade-offs are complicated.

With any set of rules for what speech is allowed,
there will always be borderline and unprecedented cases that
are hard to interpret. In 2020, Facebook created an
“Oversight Board” to decide difficult cases for the platform.
They have worked to try to make the board independent
from Facebook. This corporate example might serve as a
model for a comparable public board. We need democratic
and transparent mechanisms both to establish policy for
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what content is allowed, and to manage edge cases where the
established policies don’t give clear guidance.

Rules and Social Norms

Not all content that is legal is allowed. Platforms have
written rules for what content is permitted that are typically
much more restrictive than what is legal. Furthermore,
people respond to social cues about what content is welcome
for a particular venue.

Most sites have written rules for what sort of content
is allowed. For commercial sites, some of the rules are defined
in the site’s terms of service (TOS), and those terms are a
legally binding document. People don’t typically read TOS -
it would take too long for any person to read the TOS for all
the sites they use, and the reading level is well above average
(Fiesler et al. 2016; Jensen and Potts 2004). Terms of service
are often referred to when a problem occurs, but rarely help
new users understand norms because no one reads them.

You might assume that TOS are quite similar
across sites, but they actually vary widely. In a study of
the intellectual property part of terms of service on thirty
sites where people share content they have created, Casey
Fiesler, Cliff Lampe, and I found a surprising degree of
variation. We found one site whose TOS grants the site an
irrevocable, worldwide license to do whatever they want
with all content uploaded without credit to the creator.
Other sites were more reasonable. The legal terms are often
quite different from what users expect and what they think
is fair (Fiesler et al. 2016).
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A site like Reddit has site-wide rules defined in the
TOS and other posted policies, but also lets local groups
(subreddits) add their own rules. Each subreddit has its own
rules defined by its moderators. Even among groups on the
same general topic, what you can say varies. For example,
content allowed on r/science is quite different from what is
allowed on r/askscience or r/sciences. The group r/science
requires that all posts be peer-reviewed articles published in
the last six months; the others are open to a wider variety of
content as long as it’s about scientific topics.

Nathan Matias found that if subreddits post their
rules on their front page, people’s compliance with those
rules improves (Matias and Mou 2018). One of the nice
things about Reddit is that if you don’t like how a particular
group is run, you can start your own - and then you’re in
charge of defining the rules. This fact is ethically critical. If
there were only one place in the world to discuss an issue,
then it would be problematic to say only certain things can
be said there. On the other hand, if there are many compet-
ing forums, then it’s easier to justify each one having its own
local rules and excluding certain kinds of speech.

While lists of rules certainly play a significant role
in regulating online behavior, much of how people learn
how to behave in a given space is communicated in more
subtle ways. In the face-to-face world, we learn that at an
opera you are expected to sit quietly in your seat and
applaud only at the end of the performance. On the other
hand, at a sporting event, cheering and clapping can
happen at any moment, and leaping out of your seat is
appropriate. How do people learn to sit quietly at an opera
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and cheer loudly at a basketball game? As we saw in our
discussion of Erving Goffman’s work on presentation of
self in Chapter 5, cues for how to behave are communicated
by every detail of the setting — what the space looks like,
who else is there, how people dress, and how those others
are behaving. A venue may subtly or directly encourage a
certain kind of behavior (such as an announcement on the
jumbotron at a sporting event “Let’s make some noise!”).
People consciously and unconsciously read a host of cues,
some prominent and some subtle.

Just as you learn how to behave at the opera by
observing environmental cues, you also learn how to
behave on Facebook by observing those cues. You see what
kinds of things friends post on their newsfeeds or group
members post in Facebook groups, and without con-
sciously thinking about it you tend to post things that fit
in. People learn what kind of content is allowed and what is
appreciated through observation. Social norms emerge
from behavior of the group.

Online Groups, Civility, and Radicalization

Because social norms emerge from the behavior of online
groups, those groups can foster civility or incivility. Two
teams of students in my “Design of Online Communities”
class have studied the YouTube channel of Shirley Curry, a
grandmother who posts videos of herself playing the game
Skyrim. In the comments on Curry’s YouTube channel,
everyone is incredibly polite. If a newcomer is rude, they
are quickly corrected by the channel regulars - that’s not
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how we behave here! Curry insists that even correcting
someone who is being rude must be done in a polite fashion.
The group has evolved social norms of politeness that are
reinforced by both the group’s leader and other members.

Just as good behavior among members of a group
can be mutually reinforcing, the same is true of bad behav-
ior. In our face-to-face lives, people may experience individ-
ual acts of hate speech. Groups engaging in hate speech
together are thankfully less common. Online, however, the
situation is different. An example is hate speech against fat®
people. It happens all too often that someone makes a
disparaging remark to a person who is fat. Such incidents
primarily involve two people: a perpetrator and a victim.
Now imagine a situation where a group of people all collect-
ively start calling someone who is fat unkind names, and a
bystander walking by listens for a moment and then joins in.
This is a rare occurrence in the physical world, but a
common one online - it’s exactly what happened on the
subreddit r/fatpeoplehate. People observing the online group
quickly learned that insulting fat people is not only allowed
in the group, but is rewarded. After an individual has
observed such a group for a while, they may internalize
those attitudes. Someone who hadn’t really thought about
the issue before may develop hateful views, and may express
those views in other contexts both online and off. Group
behavior can literally change people’s beliefs — even their
core beliefs on important issues.

> The fat acceptance movement recommends use of the word “fat” rather than
medicalized terms like “obese” or “overweight.”
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What happens if we close those groups down?
Reddit banned r/fatpeoplehate in 2015, and Eshwar
Chandrasekharan, Eric Gilbert, and collaborators found that
as a result there was less hate speech on all of Reddit. Former
members of the hate subs r/fatpeoplehate and r/coontown (a
racist group) did not continue the same sort of conversa-
tions elsewhere on Reddit — there was less hate speech in
total (Chandrasekharan et al. 2017).

In a 1996 paper called “Finding One’s Own Space in
Cyberspace,” I wrote that if you find yourself in a group that
is not to your liking, you should simply find another group -
or maybe start your own (Bruckman 1996). There’s still an
element of truth in that — not every group needs to be to
your liking. But more than twenty-five years later, the issue
looks more complicated to me. Foul online groups are
contributing to people holding hateful views, and to the
normalization of those views. Shutting down r/fatpeoplehate
and r/coontown was the right thing for Reddit and for the
world. The former members of those groups may have
moved to other sites like Voat (which operated from
2014 to 2020), Parler, or Gab, where hate speech is expected
and accepted. Actually tracing cross-platform movement is a
challenging, unsolved research problem. Even if people did
move to Gab and similar sites, those platforms are orders of
magnitude smaller than Reddit, and much less likely to draw
in new people who don’t already share those hateful views.

This leads to a fundamental tension about freedom
of speech: Who decides what is “foul”? It’s tempting to adopt
a perspective of cultural relativism — each group must decide
what’s acceptable for them. However, there are limits to
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cultural relativism. While it’s better to err on the side of
tolerance when you can, I'm willing to go out on a limb and
say the views expressed on r/fatpeoplehate and r/coontown
are wrong. American free speech laws mean that a platform
is not required to restrict the expression of these views and if
it chooses to accept them, this must be tolerated. In sum, this
means that platforms have an obligation to articulate their
values, and use those values to guide their design decisions
on a daily basis. Rules and social norms on online platforms
could be improved if platforms better articulate their values.
Further, there is evidence that their decisions matter not just
for them, but for the broader society. We are more hateful as
a society because some online groups are encouraging
hateful ideas.

Technology

The next of Lessig’s four modes of regulation is technology
(Lessig 1999). Content moderation is typically accomplished
by either software, humans, or “mixed-initiative” human-
machine collaborations.

Lessig’s core point is that code (software) embodies
values. While we regulate things in person through laws,
online it is often code that does the real regulation
(Grimmelmann 2006; Lessig 1999). He contrasts the early
campus networks at Harvard and University of Chicago.
Harvard’s network design from the start prioritized security
and was strictly locked down - you needed to register your
computer to connect. Chicago’s campus network was more
flexible and prioritized free speech - anyone could have
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access. Specific choices about how to implement each net-
work embodied priorities and values. Those different goals
led to quite different experiences for users of those networks.
Similarly, as we make choices about how to moderate online
content, all our choices are heavily value laden. Those
choices are often not just expressed in code, but created by
the code. The affordances of software — what is easy to do
and what is hard - are inextricable from decisions by plat-
form owners about what sorts of speech to permit.

Some automated systems for content regulation are
simple. Shagun Jhaver, Eric Gilbert, and I studied Reddit’s
“Automod” tool, and found a number of strengths and
weaknesses (Jhaver et al. 2019). Automod uses simple regular
expression matching to decide what posts to remove. Sets of
rules are curated by human moderators. If you give it a list of
swear words, it can remove posts containing those words.
These rules are dumb - they are just hard-coded patterns.
For example, in moderating comments on r/coronavirus,
I recently had to re-approve a comment that said
“Alexandria Ocasio-Cortez graduated cum laude from
Boston University.” Automod had deleted it because “cum”
is on the list of obscene words.

The specific implementation of those rules is often
not revealed to users, because transparency enables gaming
the system. If I ban a swear word, a user simply needs to
misspell it to get it past the filter. Then I ban the misspelling,
and then the user simply misspells it differently. Stevie
Chancellor documented the lexical evolution that occurred
when Instagram started trying to ban words related to pro-
anorexic posts (Chancellor et al. 2016). Since keyword
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blocking starts an arms race of lexical variation and
blocking, many sites choose not to tell users what words
are blocked. A user is simply told their post was removed
because it was inappropriate, and not that it was removed
because it matched a forbidden string of characters. As a
result, transparency is a paradox. Users want transparency —
before I invest time in creating content, I want to know if it’s
allowed. Likewise, site managers want to clearly communi-
cate what is allowed to users, to lessen the amount of content
they need to remove. However, managers can’t communi-
cate the rules too clearly or it enables gaming the system.

Computers are currently not very good at nuanced
judgment, although they are very good at pattern matching.
Current advances in computer vision rely on matching an
image to large databases of images. If the computer has a
million pictures of dogs, it can evaluate a picture and see if it
is a dog - does it look like those million dog pictures? This
approach is called “machine learning” (ML), and a particu-
larly powerful variant is “deep learning.”

Computer vision is particularly good at removing
bad images from online sites. It’s possible now, for example,
to create a reliable nudity detector, and remove nude images
automatically if desired. This is an impressive feat — particu-
larly if you consider the subtle differences between photos of
people in scanty swimwear and photos that are defined
as nudity.

The same techniques used for images can also be
used on text. To detect hate speech, I can compare it to hate
speech I've collected and see if they match. However, the
problem is fundamentally harder. Asking “is this offensive?”
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is subtler than asking “is this a dog?” In fact, given a
particular utterance, two humans may have trouble coming
to agreement on whether it is hate speech or content that is
appropriate for a given online venue.

One challenge for ML approaches is the quality of
input data. My colleague Judy Hoffman notes that you can’t
really make a dog detector by simply gathering lots of
pictures of dogs that people share online. That makes a very
good front-facing dog detector. People generally don’t post
pictures of their dogs from behind (or other angles), so
recognition software built from owners’ photos fails miser-
ably unless the dog is facing you. Machine learning doesn’t
generalize well to unseen examples. Datasets for matching
may be too small, or systematically biased (Hoffman et al.
2017; Saenko et al. 2010).

The same is true for datasets for identifying hate
speech. You need a lot of bad speech to start matching well,
and what is “bad” can also be contextual in complicated
ways. Eshwar Chandrasekharan and colleagues found that
there are social norms on Reddit that apply to the whole site
(macro), to significant parts of the site (meso), and other
norms that are more purely local (micro) (Chandrasekharan
et al. 2018). These three levels likely exist on most sites, and
we haven’t yet developed effective tools to automatically
detect content violations at the macro, meso, or micro levels.

A critical challenge for ML technology is
explainability. Most ML approaches can broadly say “this
looks like the bad content you gave me,” but can’t yet give a
human-understandable explanation for why a specific piece
of content is not acceptable. This creates problems for
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people who need to decide when to trust ML systems, and is
a barrier to designing effective mixed-initiative human-
machine decision systems.

Enacting Moderation: Software, Volunteers,
and Staff

In most content moderation systems, software does a first-
pass review of online content, makes decisions on easy cases,
and passes harder decisions to humans to review. It is a
human-machine partnership. Each stage of this process has
room for improvement. To begin, platforms could do a
better job of articulating policies, and setting up both soft-
ware and human systems charged with enacting them.
Machines could make better decisions about content and
make better choices about what to send for human review.
Humans charged with enacting policy could do a better job
of doing so consistently and fairly.

For the human role, sites use different mixes of
volunteer and paid labor. It’s a fascinating question why
volunteers choose to do so much unpaid work in the service
of corporations. In Chapter 2 I explored the motivations that
encourage people to contribute to collaborative online con-
tent creation in citizen science and open-source software.
Volunteers enjoy the feeling that they are contributing to
something meaningful, and also appreciate the sense of
community in the group. Similarly, volunteer moderators
typically care about the groups they are shepherding, and
enjoy the elevated status their role gives them. In some cases,
there is a strong sense of comradery among volunteers, and
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they volunteer time in a spirit of supporting the group. As
we saw in Chapter 2, people often invest time in online
groups because they reap social and psychological rewards.

In the 1990s, early volunteer moderators on America
Online received free accounts. America Online was one of
the first online services to achieve mass adoption. Its early
service was dial-up - connecting required a modem and a
phone line — and users were charged by the hour. It was
possible at that time to run up an expensive bill if you were
connected too many hours. Consequently, a totally free,
unlimited account was a significant perk for volunteer mods.
In 1995, AOL moved to a flat monthly fee of $15.95 for
unlimited connection time for everyone. However, they still
expected volunteer moderators to work a specified number
of hours to maintain their free accounts (Postigo 2003).
A perk that previously might have been worth hundreds of
dollars or more per month was suddenly worth $15.95. In
1999, a group of moderators sued AOL, stating that they
were being treated as employees and paid lower than min-
imum wage. The case was settled a decade later for $15
million (Kirchner 2011). It’s an interesting historical moment
because it shows early tensions about who volunteer moder-
ators are, what their relationship to the corporation is, and
why they volunteer their time.

Paid workers in the space of content moderation fall
into two primary groups: high-paid workers who help set
policy and make key difficult decisions, and low-paid
workers who look at offensive content in volume and make
quick decisions. The low-paid workers are often located in
the Global South, where wages are extremely low. Sara
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T. Roberts studies the working conditions for these workers,
and finds many work for long hours looking at disturbing
content, and may suffer serious psychological harm (Roberts
2017). These commercial content moderation workers
receive varied levels of training, and guidelines with varied
clarity. Further, their work is often not audited for compli-
ance with guidelines, and some workers may impose their
own values rather than following the guidelines they’ve been
given (Radiolab 2018).

Taken together, content moderation requires a
complex combination of people, policies, social practices,
and tools. These components are interdependent in every
possible way. For example, the nature of the tools shapes
the basic policies that are established — you do what it is
easy or possible to do. The nature of the tools also shapes
the actions people take. Important decisions emerge from
this web of interdependencies in complex and sometimes
unpredictable ways.

An Ounce of Prevention

While we can remove inappropriate content once it has
been posted, an even better approach is to discourage
people from posting bad content in the first place. People
who violate social norms sometimes do so on purpose,
often for their amusement. Whitney Phillips documents
the psychology of “trolls” who deliberately provoke others
“for the lulz” (Phillips 2015). We saw in Chapter 2 that
collaborative work online becomes much more difficult if
some participants are trying to deliberately disrupt it. In
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contrast, a significant amount of content that breaches
social norms is shared simply because the posters didn’t
understand expectations. Designers can work to establish
shared expectations among users, and this can significantly
reduce the amount of bad behavior and bad content.
Dealing with bad content that is created intentionally and
unintentionally are quite different challenges.

Different kinds of groups have different degrees of
content and behavior problems. First, keeping a group small
and low-profile can reduce attention from people who don’t
buy into the goals of the group. If you are the largest or the
most important place to discuss a particular topic, lots of
people will be attracted to the forum. A smaller group is less
likely to attract disruptive individuals. A more humbly pack-
aged group is less likely to attract disruptive people than one
that declares its own importance. As we discussed in
Chapter 1, this is analogous to Ray Oldenburg’s observation
that some third places use plainness as a “protective color-
ation” (Oldenburg 1989).

Second, for discussion forums, the sensitivity of the
topic changes how much controversial behavior is likely to
emerge. A space devoted to controversial topics like politics
or abortion is more likely to become heated than, for
example, one devoted to a hobby like knitting or hiking.

Over time, some spaces tend to be friendly (like
Shirley Curry’s YouTube channel) and others (like the
online games Overwatch and League of Legends) tend to
have toxic atmospheres. The fascinating question for
designers is: What factors lead to a more or less toxic
culture emerging?
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Online Public Shaming

Bad behavior is not just an individual act - it emerges from
groups. I've talked about how members of a group can
encourage one another to engage in bad behavior. Groups
can also facilitate bad outcomes in another way: the sheer
volume of behavior can be problematic. Something can be
appropriate if one person says it, or even if ten people say
it - but problematic if a hundred or a thousand people say
it. Even if each of those people’s statements, taken alone, is
unproblematic, the total volume of communication can
become harassment.

Consider the case of online public shaming.
Sometimes it’s appropriate to give people critical feedback.
The internet excels at helping individuals to speak out
against abusive policies of corporations, or bad behavior
by individuals. However, this process can go too far.
Sometimes one person’s behavior provokes a viral response
that goes well beyond what is warranted in the situation.
For example, in June 2005 a young woman’s dog defecated
on a subway in South Korea. She refused to clean up her
dog’s mess, and a witness took her picture and posted it
online. Her identity was uncovered by people on the inter-
net after her photo was widely shared.’

What punishment did this woman deserve? You
might think she should pay a fine. A stronger consequence
would require her to do hours of public service cleaning the
subway. What actually happened is that she was so

¢ https://en.wikipedia.org/wiki/Dog_poop_girl
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bombarded with online attacks that she dropped out of her
university. That is excessive. Someone telling the dog owner
that her behavior was rude was appropriate. The problem
comes when everyone tells her. And when the long-term
consequences spiral out of control.

The activity that began this incident (the woman
failing to clean up after her dog) had nothing to do with the
internet, but what followed next could not have happened
without computer-mediated communications. In other situ-
ations, the precipitating event happens online. For a detailed
account of one example, journalist Jon Ronson’s article
“How One Stupid Tweet Blew Up Justine Sacco’s Life” is a
compelling read (Ronson 2015). There are a growing number
of examples of internet public shaming that have had out-of-
proportion consequences.

Computer-Generated Content

The final assignment for my “Design of Online Communities”
class is a two-page reflection on “how you think online com-
munities, social media, and the internet, will be different ten
years from now.” In spring 2020, PhD student Daniel
Nkemelu submitted this (reproduced with permission):

Ten years from now, social media will remain the primary
means by which we discover, create and share
information. Indeed, it will be necessary to have more
than a highly specialized technical skill set to be an
effective journalist, which means the work of this century
will demand a distinctly different approach to the craft of
journalism. With this in mind, and the recent
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developments of the Internet, the Boston Globe’s Jim
Yardley issued a terse “call to arms” in The Boston Globe
on December 20, 2008 (courtesy of Techdirt): We’ll soon
be turning into a world of social media — where the most
important player in the communication revolution will
be one which is already a billion dollar industry:
Facebook. Also, the internet will provide interesting
challenges and opportunities. First, the search for
intellectual ideas is the major philosophical enterprise of
our day, and it has to take place online, since so few
people have the ability to visit a library, get hold of an
encyclopedia or participate in a scholarly conversation.
Yet new resources, like Wikipedia, allow everyone to
participate in these discussions, contributing their
thoughts and to come up with new content. Finally, the
links between different networks on the web will also
help to disseminate knowledge. Here, we see the general
principle that the outside world will become our channels
of communication and, if we can be really successful,
serve as the nodes for more significant

social communication.

If it is not obvious already, everything posted up to
this point has been spewed by Open AI's GPT-2
Transformer-based model which generates synthetic
text samples in response to the model being seeded with
some leading statements. Only the sentences in italics
were written by me. In fact, with a little more effort
from me, these synthetic sentences would become
harder to detect. As I reflected on how social media and
the internet will change in a decade, I am reminded of
how unprepared today’s platforms are for the influx of
new automated actors running engines powered by
models like GPT-2.
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Nkemelu is right: We are woefully under-prepared for
the coming influx of automatically generated content. That
content can be in any media. Much recent research has focused
on detecting fake videos or “deep fakes.” Videos started circu-
lating on the internet in 2018 showing public figures saying
things they never said (Schwartz 2018). This will be used to
manipulate the public in scary ways. Chesney and Citron write:

The marketplace of ideas already suffers from truth decay
as our networked information environment interacts in
toxic ways with our cognitive biases. Deep fakes will
exacerbate this problem significantly. Individuals and
businesses will face novel forms of exploitation,
intimidation, and personal sabotage. The risks to our
democracy and national security are profound as well.
(Chesney and Citron 2018, 1754)

Modifying video will leave evidence of manipulation
that can be detected in the data, so programs will often be
able to identify videos as inauthentic. There will likely be an
“arms race” between generation programs and detection
programs, each becoming more sophisticated over time.
However, even if detection of fake video works perfectly,
we still face the issue of whether people will pay attention to
annotations and whether they will believe the video is real or
fake. Automatically generated text, such as in Daniel’s
assignment, may be even harder to detect, though possibly
less problematic in its impact than video.

There are many positive uses of synthetic media.
For example, we can generate realistic dialog for truly inter-
active training simulations and narrative games. There have
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been intriguing applications of synthetic video to complete
movies when an actor has died in the middle of filming.
(Though this does raise thorny legal issues about the pos-
sible future use and misuse of people’s likenesses.) Synthetic
dialog is of course needed for anthropomorphic digital
assistants and robots. While these applications have great
potential, a big impact of synthetic media going forward is
going to be a need to invest tremendous amounts of research
time (and money) in ever-more-sophisticated ways to detect
it. As Daniel Nkemelu notes, we are not ready.

Exit, Voice, and Loyalty

The presence of harassment and inappropriate content
online reflect a decline in the quality of a platform. In his
classic book Exit, Voice, and Loyalty, Albert Hirschman
argues that customers who are displeased with a product
or service have two potential responses (Hirschman 1970).
First, they can leave. This is “exit,” and is an economic
strategy. As customers leave, they put pressure on the organ-
ization to improve their quality.

An alternative to leaving is to express their dissatis-
faction to the management. This is “voice,” a political strat-
egy. Voice requires more effort than exit (in most
situations), and is more uncertain. You can invest effort in
speaking up but see no benefit. Writing in 1970 (when the
internet was still just a small research network at a few
universities), Hirschman comments that “the creation of
effective new channels through which consumers can com-
municate their dissatisfaction” (Hirschman 1970, 78) will

188


https://doi.org/10.1017/9781108780704.007
https://www.cambridge.org/core/terms
https://www.cambridge.org/core

WHAT IS BAD ONLINE BEHAVIOR?

raise the value of voice as a response. The internet provides
new channels beyond what Hirschman could have
imagined. Social networks like Twitter have given the public
remarkable new ways to exercise their voice.

Exit and voice shape each other. Hirschman points
out that it is often the most quality-conscious consumers who
exit, which undermines voice. For example, if everyone who
cares about education moves their children to private schools,
then the public schools have lost their most vocal advocates
for quality. Similarly, if everyone who cares about their priv-
acy left Facebook after various privacy scandals, then
Facebook would lose its most vocal advocates of quality.

Hirschman’s third concept is loyalty. Loyalty “holds
exit at bay and activates voice” (Hirschman 1970, 78). The
three concepts - exit, voice, and loyalty - all affect one
another in a kind of ecology.

The model is made more complicated by the fact
that people disagree on the nature of “quality.” Suppose two
groups have competing visions for a product. The company
might choose to compromise between those visions.
However, if one group is more likely to exit, then the
response may favor their preference. The dynamics are
interesting. Apply this model, for example, to an online
platform that has a group that prefers a stricter version of
free speech versus a group that prefers greater protection
from harassment and misinformation. To balance their
interests, the platform might ask, how numerous is each
subgroup? Who is more likely to leave in frustration? How
vocal is each subgroup? Are the vocal members an accurate
reflection of the views of silent members or are the members
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making demands really outliers? Hirschman’s model gives
us some tools to think through this dilemma. If the platform
is driven simply by the goal of maximizing site participation
and profits, then they have complicated calculations about
how far to go to please each side. On the other hand, if they
are driven by values about what sort of discourse they aim to
support, then the calculation is simpler.

Reddit provides an example of exit and voice func-
tioning well together. Reddit is organized into millions of
subreddits, and anyone can start a new one. When user
u/sirt6 was frustrated with strict policies on r/science, he
founded a new subreddit called r/sciences, which quickly grew
to have over 100,000 subscribers. It’s easy to exit a subgroup
of Reddit without exiting the platform as a whole, which is to
the strategic advantage of the management. Voice operates
well on Reddit when the volunteer moderators on subreddits
are responsive to users. A complaint is likely to get a human
response and maybe even discussion (depending on how big
the subreddit is and how well managed). Contrast this to the
feeling you get when you send a complaint to central man-
agement of Twitter or Facebook. In those cases, after a long
delay you typically get what feels like a form letter response.
When voice feels pointless, users are more likely to resort to
exit. Hirschman’s book in many ways feels like it was written
to help us understand the internet.

Value Judgments

Ultimately everything about online content management is
about values. What kind of site do I want to create, and what
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kind of world am I helping create through it? One of those
values is free speech. However, that is balanced against other
values - like the right to be free from harassment. Balancing
these demands is challenging. It’s fortunate that there is not
just one online space — we can create different spaces that
deal with these trade-offs in different ways.

Theoretical Summary

Policies for what kind of content is allowed and social and
technical mechanisms for enforcing those policies are inex-
tricably intertwined. Things that regulate behavior include
laws, social norms, and technology (Lessig 1999). Each of
these factors is complicated to understand, and the ways we
use each has significant room for improvement.

Governments are often slow to adapt laws to suit
new technologies like the internet. Laws about what content
is allowed differ not only at the national, but even at the
local level. One of the most hotly contested questions is the
formal definition of “hate speech” and whether hate speech
is allowed. In most countries, hate speech is illegal. In the
United States, because we fear censorship, hate speech is
allowed. While the First Amendment to the US Constitution
says the government can’t restrict your right to free speech,
private platforms are not bound by this and may impose any
restrictions they choose.

Rules for behavior are sometimes defined by explicit
lists of rules (like TOS). More often, however, social norms
emerge from the behavior of the group. People learn by
observing others’ behavior. Designers of online sites create
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conditions that subtly shape user behavior, hoping certain
kinds of behavior will emerge.

Inappropriate content can be viewed as a decline in
quality of the online service. Consumers displeased with
such content have two key strategies to respond: exit (leav-
ing the platform, an economic strategy) and voice (express-
ing their displeasure, a political strategy). If people are loyal
to a platform, they are more likely to use voice and less likely
to use exit. The dynamic relationship between exit, voice,
and loyalty can help us understand online platforms and
their struggle to manage content.

Practical Implications

Laws, social norms, and technology work together to regu-
late online behavior. One more factor — markets - is the
topic of Chapter 7. Regulating online behavior, at the time
I am writing, seems like an impossibly hard challenge -
something that is broken about the internet. The way to
improve the situation is to focus on each of the four factors,
and their inter-relations.

Platforms can carefully balance the desires of
different subgroups with regard to issues like free speech
and protection from harassment and misinformation.
However, trying to please both sides can create situ-
ations where no one is happy. An alternative approach
is for platforms to articulate guiding values. In other
words, one site might say, “you may say anything here,”
and another may say, “you must be civil here, according
to our definition of civility.” However, this is only
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equitable if viable alternate platforms exist for those
with competing values.

We can “let a thousand flowers bloom” - that is,
have sites with all different sorts of standards, and let each
person find the one best suited to them. It remains a hard
question whether there is some speech that is so extreme
that it should not be tolerated anywhere. The challenge is
who gets to decide what counts as too extreme. For
example, there are places in the world today where espous-
ing atheist views is still a serious crime. For that reason,
I believe that all speech, no matter how extreme, should be
tolerated somewhere. However, segregating that speech to
its own zones can lessen its negative impact and help
reduce its “contagious” nature.
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7 How Do Business Models Shape
Online Communities?

Y ou can’t understand technology in isolation - it is
inseparable from the social systems that create it, and
in which it is used. Researchers in human-computer inter-
action (HCI) study technology embedded in the world,
thinking about “socio-technical systems.” Dix et al. write
that “Socio-technical models are concerned with technical,
social, organizational, and human aspects of design. They
recognize the fact that technology is not developed in isol-
ation but part of a wider organizational environment. It is
therefore important to consider social and technical issues
side by side” (Dix et al. 1998, 224). Financial factors often
don’t receive enough attention as a component of the socio-
technical system. In this chapter, I will argue that markets
are a critical component of that broader social environment.
How things are financed changes what they become.

The original computer network that later became
the internet, the ARPANET, was created as a research pro-
ject funded by the US Department of Defense (Clark 2018).
Today, the internet (from the physical layer up to the appli-
cation layer) is partly funded by governments and partly by
companies. A number of smaller online platforms (like
Mattermost and Mastodon) are non-profit, but most are
run by corporations and supported either by advertising or
subscription fees. How online sites are funded profoundly
shapes them.
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In this chapter, I will focus on three fundamental
ways in which financial factors shape content moderation
and online interaction. First, if there is a cost for joining a
site or participating in a site, this shapes who can afford it,
and who chooses to afford it. Second, customer service is
expensive. How we manage bad behavior is fundamentally
shaped by how much it costs. Third, how sites make money
shape their priorities, design decisions, and policies.

Markets as a Regulator

As we saw in the last chapter, Larry Lessig describes four
things that regulate behavior: laws, social norms, technology,
and markets. To explain the impact of markets on behavior,
Lessig uses the example of smoking. Raising cigarette taxes
lowers the number of people who smoke. Markets are a
classic way to regulate behavior, and it works for online
behavior just like face-to-face behaviors.

Today, people are accustomed to most online sites
being free. On supposedly “free” sites, users are often
paying by allowing their personal information to be
mined, and by accepting targeted advertising. When there
is a fee to participate, even a token fee can dramatically
reshape user behavior. One of the first community net-
works, Berkeley Community Memory, leveraged this
technique with great success. Faced with a deluge of
low-quality posts, they began charging a small fee - just
25 cents — for each post. As a result, the quality of content
on the site improved (Shuler 1994). In earlier chapters we
discussed peer review as a powerful force for ensuring
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quality of content. This small fee encouraged self-review,
which is also powerful.

Small fees can have big impacts. The irreverent
online discussion site the Something Awful Forums (SAF,
www.somethingawful.com) prides itself on its high-quality
discussion. New users are represented by an icon that says
“stupid newbie” unless they pay a small one-time fee (for-
merly $5, now $9.95) for a paid account. This simple filter
helps raise the level of conversation (Pater et al. 2014).

One nice side-effect of the small fee to join SAF is
that it makes people think twice about bad behavior. On
most online sites, if your account is banned you can just
create a new one. Some subreddits try to counter that by
blocking submissions from accounts that were created too
recently, or have low karma (points you get for upvotes on
your posts and comments). On SAF, the fee to join is an
elegant deterrent. If you get yourself banned, it’s going to
cost you $9.95 to come back!

A larger fee, of course, has a bigger impact. In the face-
to-face world, many social clubs use high or extremely high fees
to filter potential members. Clubs with high fees become places
for elites to socialize. Such clubs play a role in reproducing
inequality — when members of elites network, they inevitably
help one another, which reinforces privilege. Not surprisingly,
such elite clubs are being created online. For example, the site
Rich Kids (https://richkids.life) charges €1,000 per month for
membership, and promises that tabloids will see your photos.
The site Whispers is only for owners of new Rolls Royce cars
(Mihalascu 2020). I'm sure there are many sites with expensive
barriers to entry that are not visible to the public. An elite
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country club has a physical footprint that passers-by can see,
but digital ones can be invisible to outsiders.

Market forces like subscription fees may be key to
managing bad content on the internet in the future. Over the
last few years, there has been a growing recognition that
much content on the internet is problematic. In his science
fiction book Fall; or, Dodge in Hell (Stephenson 2019),
author Neal Stephenson imagines a world in which individ-
uals hire editors to manage content they see. Poor people use
automated programs to filter their content, and thousands of
people may use the same filter. Rich people, on the other
hand, hire human editors who know their likes and interests
and tailor an information feed for them personally. The
result is that people who are economically advantaged get
access to better information. In Stephenson’s dystopian
vision, reliable information is a privilege of the rich, and
the less advantaged often sink into bizarre conspiracy and
cult beliefs encouraged by a steady flow of unreliable infor-
mation. With the current rise in belief in false conspiracies
like QAnon, chemtrails, and a flat earth, Stephenson’s pre-
diction is increasingly plausible.

During the Middle Ages through much of the
Renaissance, information was indeed the privilege of the
rich. Wealthy merchants hired staff at great expense to go
to court and report back on what was taking place. The
advent of the first newspapers in the seventeenth century
began a gradual process of making news available to a
broader segment of society (Pettegree 2014). Wikipedia is
the high point of this trend, making the world’s knowledge
more accessible than ever before.
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Some of the first newspapers were sensationalist
tabloids, created with the primary goal of making money
and only a secondary goal of informing or enlightening.
Information that is commercially available has long been
of mixed quality (Pettegree 2014). The problem of how to
encourage the spread of good content and discourage the
spread of bad is longstanding. At the time I am writing this,
it feels like the problem is becoming more acute.

Market-based regulation mechanisms are likely to
play a significant role in holding back the tide of bad con-
tent. How to achieve this without making better-quality
information the privilege of the economically more advan-
taged is difficult and important.

The Cost of Customer Service

A second way that financial factors regulate online behavior
is the cost of customer service. For many sites, customer
service is their second-largest non-fixed cost (after paying
for bandwidth). How much content regulation is affordable
fundamentally shapes what kinds of sites are possible.

This was particularly evident in the United States
after the passage of the Children’s Online Privacy
Protection Act (COPPA) in 1998 (FT'C 2020). Before this
legislation, companies were requiring children to give away
personal information as a precondition of playing online
games. COPPA ruled that you could only ask kids for
personal information with parental consent. Getting par-
ental consent costs money — employees need to be hired to
provide customer support for the process. After the law
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took effect, many sites for kids closed because their busi-
ness models were no longer viable. New sites slowly opened
over the next several years. In the end, sites for kids evolved
into two groups: simple sites supported by advertising
dollars that collect no personal information from kids,
and more complex sites supported by subscription fees.
The subscription fees help defray the cost of verifying
parental consent. Changes in required customer support
and level of content regulation reshaped the landscape of
what sites for kids exist in a fundamental way. All of this is
also true in sites for adults.

Data on how much companies spend on customer
service is typically proprietary, but the story of Yahoo
Answers gives some insight. In the late 2000s, developers
at the question-and-answer site Yahoo Answers had a prob-
lem with growing amounts of offensive content. Hiring
customer service representatives to manage content was
costing a million dollars a year, and it was taking on average
eighteen hours to respond to complaints.

Randy Farmer and colleagues came up with a clever
solution: They built a reputation system for site members
who report bad content. If a member has a history of
correctly reporting bad content, then Yahoo Answers trusts
that person and takes down content they report immedi-
ately. The person who posted the content can file an appeal
to dispute the removal if they wish. Those appeals are
handled by a customer service representative. If an appeal
is successful, it lowers the reliable reporting reputation of the
person who reported it. Yahoo can tell who to trust to make
accurate reports.
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When the system was launched, Yahoo found that
few post removals were repealed - the people posting offen-
sive content knew an appeal wouldn’t be successful. As a
result of this system, the average time it took to manage
complaints went down from eighteen hours to thirty
seconds, and the cost to Yahoo went from a million dollars
a year to less than $10,000 a year, total. Farmer and Bryce
Glass speculate that part of their jaw-dropping results was a
sort of “broken window effect” - trolls quickly learned that
Yahoo Answers was no longer a fun place to breach norms
because the content would be removed so quickly (Farmer
and Glass 2010). This solution leverages human intelligence
rather than artificial intelligence. It simultaneously creates a
new way to volunteer to help the site and empowers users.
It’s a clever way to reduce the cost of customer service.

In 1994, I organized a panel discussion at the ACM
Computer-Human Interaction (CHI) conference on
“Approaches to Managing Deviant Behavior in Virtual
Communities.” In the panel proposal, I very sincerely wrote
that I advocated a psychological approach to managing bad
behavior. An administrator having a serious heart-to-heart
chat with someone who is annoying others could solve the
problem in a deeper sense than just sanctioning them
(Bruckman et al. 1994). In one sense, I wasn’t wrong - that
approach really can help solve underlying problems in a
more lasting way. However, with the scale of today’s inter-
net, the suggestion is absurd. Volunteer moderators don’t
have time to devote minutes, much less hours, to each
incident, and staff moderators cost money. Software pro-
grams are less expensive than human staff.
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With unlimited funds, truly outstanding content
moderation is possible. If I can hire enough paid staff and
train them well, I can handle difficult content with speed
and finesse. With a realistic budget, the situation is different.
I organized another panel discussion at CHI on the same
topic twelve years later in 2006 (and again in 2018).
Reviewing what we knew in 2006 that we didn’t know in
1994, a key observation was the fundamentally financial
nature of the challenge (Bruckman et al. 2006).

What sort of behavior is allowed fundamentally shapes
what a site becomes. Behavior management is shaped by the
software systems and human workers (paid and volunteer)
who manage it. Both software and human labor cost money.
Even using volunteer labor, you need to invest money to pay
administrators to respond to volunteer concerns, and build
tools for volunteers to use. To understand the management
of online behavior, you need to appreciate the connections
between the social, technical, and financial aspects.

The Evolution of Business Models
for Online Communities

The third way that markets regulate online content is
through the business models that support platforms. All
the syllabi for my “Design of Online Communities” class
are online, from 1998 to the present. I enjoy looking at past
years and thinking about how my knowledge and the field’s
knowledge have evolved. One of the things that has changed
the most over the years are the business models. The things
I taught my class about topics like community and identity
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in 1998 still broadly hold true today. But I couldn’t have told
you much about future business models to support the
internet. Those business models drive site design, so they’re
of central importance.

The evolution of the business model of Cartoon
Network is a good example. Turner Broadcasting is near
Georgia Tech, and Chris Waldron from Turner and Cartoon
Network came to give guest lectures in my online commu-
nities class for many years. In the late 1990s when he first
visited, online ads generated negligible revenue for Cartoon
Network. Their revenue came from television ads and mer-
chandising. Ads on the website were initially free if you
purchased a television ad. The idea of targeted advertising
wasn’t yet generally understood. Today, online ads are a
significant source of revenue for Cartoon Network and
much of the technology sector of the economy.

A fundamental assumption behind our market-based
economy is that consumers will make rational decisions in
selecting products and services. Companies that provide qual-
ity products at a fair price will thrive, and others will fail. In
this model, everyone simply needs to look out for themselves,
and the magic power of the market will ensure that good
things will happen. Except that our actual markets are fairly
far from idealized markets, and things don’t really turn out
that way. The current state of the internet is an example.

Business Models as Regulation

Commercial internet sites are driven primarily by the profit
motive. Since the 1970s, it’s been fashionable in financial
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circles to argue that publicly traded companies have an
obligation to their stockholders to “maximize shareholder
value” (Zuboff 2019). This is neoliberalism, “an ideology of
unswerving loyalty to the logic of the market” (Field 2019,
5). Stock in those corporations is likely in your retirement
fund, so the idea that they might try to thrive financially
has merit. However, if that is their only guiding light, it
leads to problems.

Underlying this ideology is the assumption that
making financial gain the top priority is a kind of objective
function that removes bias from the system. In other words,
what makes the most money is the right choice for the
economy and society. There is no evidence that this is true.

Consider the case of the YouTube recommendation
algorithm. To make the most money, YouTube designed
their algorithm to try to maximize each person’s time on
the site — so they would see the most advertisements. They
discovered that leading people to more and more niche
content and more controversial content keeps them on the
site longer. This increases revenue from advertisements.
That sounds like a reasonable design choice until you learn
that much of that more-specific content advocates conspir-
acy theories and ideas not supported by mainstream science.
Zeynep Tufecki notes that a simple search for mainstream
political figures led her to conspiracy videos claiming that
the attacks on the United States in September 2001 were
perpetrated by the government. The algorithm quickly takes
people to low-quality content, such as videos promoting
false conspiracy theories and hate groups. You can maximize
shareholder value better if you encourage people to watch
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extremist content - it can be quite engrossing. Tufekci
concludes that “YouTube leads viewers down a rabbit hole
of extremism, while Google racks up the ad sales” (Tufekci
2018). By maximizing profits, YouTube became an engine
for convincing people of crazy nonsense.

The driving goal of YouTube and similar platforms
is to show people more ads. The more you know about
individuals, the more you can both keep them on your site
and also better target ads to them. Shoshana Zuboff calls the
business model of gathering trace data of people’s online
behavior for the purpose of targeted marketing “surveillance
capitalism.” In her book The Age of Surveillance Capitalism,
she points out that many sites deliberately manipulate
people to reveal more and more about themselves, for the
purpose of marketing to them. As a result, she argues that
companies like YouTube are treating people as means to an
end - not as ends in themselves. This is the definition of
unethical (the second formulation of the categorical impera-
tive) as articulated by philosopher Immanuel Kant (Kant
and Patton 1964). In the YouTube example, they are trying
to maximize ad views without any thought to the impact of
false content on individuals or society (Zuboff 2019).

In surveillance capitalism, companies gain more and
more knowledge about individuals. Zuboff comments that
“unequal knowledge about us produces unequal power over
us, and so epistemic inequality widens to include the dis-
tance between what we can do and what can be done to us”
(Zuboff 2020).

Some targeted advertising may be useful, but let-
ting the desire to do better targeted advertising drive the
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design of the entire system is leading to bad outcomes for
us as consumers and citizens. One possible solution to this
dilemma is for companies to better articulate and priori-
tize corporate values. YouTube’s mission statement says
their goal is “to give everyone a voice and show them the
world.” It would be better if they aimed to show people the
world as it really is — to spread knowledge. As we saw in
Chapter 3, “knowledge” is justified, true belief. YouTube
has begun to make constructive changes to the platform by
no longer recommending content about conspiracies
(Rosenblatt 2019) and banning misinformation related to
public health (BBC 2020).

If platforms better articulate their values, then users
can ideally choose among alternatives and select sites that
appeal to them. If YouTube decides that they are going to
prioritize “good” content, then they are in the uncomfort-
able position of having to decide what good content is. If
there is only one platform, then it makes sense for it to allow
all sorts of content. But you can imagine a world in which
there is a marketplace of venues with different content
policies, and then each person can choose a site that suits
them. This already exists to some extent, but there aren’t yet
enough alternatives. When a few big sites dominate, there is
no marketplace.

Another critical problem is that the values of
existing platforms are often not clearly expressed to
members. Some politically radical sites have been founded
with clearly stated, explicit values. This has the benefit that
users know what to expect. If you go on the alt-right site
Gab and post in favor of liberal ideas (like advocating free
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college tuition or government-funded health insurance),
you would expect to be downvoted or maybe even banned.
Some of my students have tried it, and that’s what
happened! Where things get fraught is when users don’t
have clear expectations for what is allowed on a site, and
then are surprised by a content removal. (“What do you
mean I can’t say that here?!”)

Even if a platform tries not to have specific values,
they end up being forced to make hard decisions. For
example, in 2016 Facebook removed a photo of a naked
nine-year-old girl and banned the person who posted it.
Without more detail, that seems not only reasonable but
mandatory. However, the specific photo was the 1972
Pulitzer-Prize-winning photo of a girl in Vietnam burned
by napalm. The photo is historically significant and cata-
lyzed a shift in American opinion about the war. Protests
arose in response to the removal and the photo was
restored (Shahani 2016). If it’s hard to decide whether to
allow a photo that is already widely recognized as historic-
ally important, imagine how hard the decision will be when
the next shocking but important photo emerges. As
Tarleton Gillespie eloquently documents in his book
Custodians of the Internet, there is no way today for plat-
forms to avoid hard decisions (Gillespie 2018). These deci-
sions might be easier if corporations articulated a vision for
their impact on the world more nuanced than maximizing
shareholder value.

In 2020, Facebook launched an “Oversight Board”
to help it make such hard decisions in the future, and is
aiming for that board to function independently (FTC 2020).
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This approach is promising and it will be interesting to see if
it functions as hoped, and if other companies follow suit.

An advertising business model pressures platforms
to maximize time on the platform and hence ad views. On
the other hand, a flat fee, subscription-based business
model means it benefits the platform financially if people
participate just enough to love it and feel they get value,
but no more (since usage incurs bandwidth and support
costs). It’s intriguing to consider what other business
models are viable, and how those would shape incentives
for platforms and users.

As we have seen, the business model of a site shapes
its content policies. It also shapes where the site invests its
precious, scarce development time for software engineers.
What a site becomes depends on what its leaders value, and
the bottom line can dominate executives’ thinking. A bit
more attention to what kind of world a site is creating would
help. My optimistic hope is that sites that pay more atten-
tion to values will actually make more money in the long
run. People switch to the email provider ProtonMail because
it preserves privacy and security. We need lots more
ProtonMails - alternative sites guided by values.

What New Business Models Are Possible?

We have not yet invented all the forms of online commu-
nity. Some of them we may stumble into. In fact, the collab-
oration platform Slack began as an internal development
tool for a team who were building a game - and then the
engineers realized that their collaboration tool was a better
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product than the game itself (Baer 2016). Other innovations
are likely to be carefully planned. Understanding the nature
of community, the value it brings to people, and the ways to
support its growth may lead us to design the next form and
the next business model.

We can choose business models that better incen-
tivize the development of platforms that add to our indi-
vidual and collective well-being (eudaimonia). If someone
creates a new site that is like YouTube but everything is
consistent with mainstream science, 'm going to switch to
it. The choices you make as a consumer change what
platforms become. I believe that there is pent-up demand
for better-quality internet platforms, and you can do well
by doing good. YouTube is just one example — this analysis
applies to most internet sites and platforms. The profit
motive alone does not magically make the right thing
happen. Competition is needed - the best outcome for
advancing both free speech and truth is to have lots of sites
with competing standards, and let people decide which
ones to frequent.

In neoliberal theory, healthy competition should
solve all problems. I wonder if that could work, if there
really was strong competition. Regardless, it’s clear that it
doesn’t work when actual competition never emerges.
Productive competition is not naturally emerging in our
current economic system. Our current information space is
dominated by a few huge players. We need public initiatives
to foster the growth of healthy competition. Where that
competition fails, some problems need to be changed with
policy — passing laws that regulate what is not working.
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New business models need to be invented. What do
people value, and what are they willing to pay for? Targeted
marketing is inextricably bound up with issues of privacy. Do
people care about their privacy? Are people willing to pay
more for privacy-preserving services? If so, then future
entrepreneurs may invent new business models for privacy-
conscious consumers. As of August 2020, the privacy-
preserving search engine DuckDuckGo commands o.5 percent
of internet searches." It will be interesting to see how their
market share evolves over time, and whether more privacy-
preserving options emerge for other types of software.

Each business model creates different incentives for
the business and its users, and any business model can be
leveraged in a more responsible or more exploitative way.
The risk for users of some platforms is spending too much
time or money there. This can damage the quality of
people’s lives. Analyzing in-game purchasing systems in
video games, King et al. note that “Some in-game purchasing
systems may represent financial hazards that contribute to
player over-commitment to gaming activities and increase
risk of negative financial and psychological consequences”
(King et al. 2019, 141). Platforms can decide to encourage as
much use as possible, or to encourage reasonable use. My
hope is that designers will recognize the spectrum of out-
comes, and design systems that encourage balanced expend-
itures of both time and money.

In an ideal world, internet entrepreneurs would
naturally do well by doing good - that is, people who make

' https://gs.statcounter.com/search-engine-market-share
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less-toxic sites that enrich participants’ lives will also make
more money. Currently, that’s often not true. The intriguing
question is whether we can invent new business models that
align these goals more effortlessly.

Business models seem to drive our design decisions
and are driving us in unhealthy directions. We have two
options to remedy this. One is to invent new business models
that drive us in better directions. The other is to bravely
ignore the bottom line and take a more non-profit view — to
put our values before our finances. I'm not sure if there really
are magic business models that will make the internet a better
place — that may be a naive hope. But one thing is certain:
More of the internet in the future should be non-profit. A non-
profit business model and worldview will let platforms put the
needs of individuals and communities first.

There have been a variety of attempts at improving
the internet through non-profit means. The most notable
success is Mozilla, which builds open-source tools that
embody their vision “to ensure the Internet is a global public
resource, open and accessible to all. An Internet that truly
puts people first, where individuals can shape their own
experience and are empowered, safe and independent”
(Mozilla n.d.). Under this umbrella, they have created the
Firefox browser (which is more privacy-preserving than
most other browsers), open-source audio tools, virtual-
reality toolkits, and a host of other things. Part of why
Mozilla has been so successful is because they have a busi-
ness model which piggybacks off for-profit models. Every
time someone does a search in the Firefox browser, the
search engine used pays a small fee to Mozilla. They are
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funded by advertising indirectly, but in a way that doesn’t
change their basic values and mission.

Other attempts at non-profit civic spaces have taken
a low-budget approach. For example, the free, open-source
software (OSS) Mastodon provides an alternative to Twitter
and the OSS project Mattermost provides an alternative to
Slack. It’s tremendously hard for tools like these to achieve
wide public adoption, because they can’t look or function
like commercial sites built by teams of thousands of full-
time designers and engineers. Most people have never heard
of them, and wouldn’t find them usable or appealing if they
tried them. Public funding of non-profit social media efforts
like these could enhance their value and give them a greater
chance to win users and have impact. If we value social
spaces that contribute to our civic well-being, then we need
to publicly fund them as civic projects (like highways, rail-
roads, and rural telephone and broadband access).

Although I do believe in the potential positive
impact of open-source tools, they can still be misused. For
example, the hate speech site Gab has adapted (“forked” in
OSS terms) the software for Mastodon (Mastodon 2019).
Tools are tools — a hammer can be used to build a house
or to break windows. We need social and legal consequences
for people who misuse them.

Theoretical Summary

The business models that support socio-technical systems
shape what those systems become. If we understand the
impact of financial forces, then we can work to make
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finances serve our larger goals, rather than driving a system’s
design to unhealthy ends.

Practical Implications

Markets shape online behavior in three notable ways. First,
people’s willingness to pay for access to a site filters who
participates. Filters on who participates can reduce bad
content and improve content quality, but also can work
against equity if some people are financially excluded.

Second, the cost of managing online behavior
shapes decisions about what is allowed, and the resources
they have (both human and technical) to enforce the stand-
ards they envision. Perfect moderation is possible in theory
if financial resources are unlimited. With realistic resources,
platforms need to make hard choices. To a surprising
degree, the cost of managing behavior shapes what online
sites are viable.

Third, the way a site is financed changes the site’s
priorities. Sites that prioritize financial results over all other
factors often end up promoting content that does not
improve the lives of members or the state of the world.
Instead, sites need to articulate values for what sort of world
they want to help create.
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8  How Can We Help the Internet
to Bring Out the Best in Us All?

Since 2004, I've taught the required ethics class
“Computing, Society, and Professionalism” to our
undergraduates at Georgia Tech. We cover a variety of
ethical theories, and then learn about issues of technology
and society. We ask students to think about the ethical
implications of the technologies we are creating.

My favorite ethical theory is virtue ethics. Virtue
ethics traces its roots back to Aristotle, and suggests that
the reason for doing good is to be a good person. If you
embody the virtues that you value, you can reach toward a
state of “eudaimonia.” Eudaimonia is hard to translate
from Greek, but roughly means “the kind of happiness
that is worth having.”

Virtue ethics argues that being virtuous is not a
binary state - it is something you must continually strive
for. Other ethical theories are often used to provide an
answer to a dilemma - what is the right thing to do in this
situation? Virtue ethics suggests that if you value honesty,
cultivating your qualities of honesty is a lifelong pursuit
(Stanford Encyclopedia of Philosophy 2016).

I believe we need a virtue ethics for designers and
users of the internet. Communications technologies are
reshaping our society and our world. As we create those
technologies, we must ask: What kind of world do we
hope to create? What are our goals for society
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(our virtues), and how can we help cultivate them with the
ways we communicate?

In this conclusion, T'll revisit each of the topics
I discussed in previous chapters with this lens: How can
we leverage that design feature to help the internet bring out
the best in us all?

Community

In Chapter 1, I explored how the internet helps us to form
communities. Some forms of community (like church
groups or parent-teacher associations) have a long history,
and others have been made possible by internet technology.
For any group we can ask, what value does it bring to its
members? In what ways do people support one another, and
how could that be enhanced? We can accomplish that by
improving existing groups or imagining new ones.

I don’t believe all the possible kinds of community
have been invented yet. Over the course of my life, I have
found different online groups that have each served as my
“third place” for a time. In the 1990s, I spent some time on a
Star Trek-themed text-based role-playing game. I pretended
to be a Starfleet diplomat, and became friends with a Ferengi
ship captain (actually an engineer at Ford Motor Company
in Detroit).

In the mid-2000s, I spent time discussing food
allergies with other parents on the kids with food allergies
bulletin board. They gave me critical safety advice, egg-
and dairy-free recipes, and supportive friends who would
listen, whatever the challenge or stress I faced. My friends
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there understood my challenges on both a practical and
emotional level.

Today, I hang out with a group of moderators of a
subreddit on our mod team’s Slack. Sometimes we talk
about content moderation decisions for our subreddit, but
we also share political news, discuss the latest movies and
television, and share pictures of food we have cooked. The
design of Slack lets us have channels for serious conversa-
tions about our shared volunteer work, and a myriad of
channels on other topics - like one for memes, one for
parenting, and one for politics. The theme of the subreddit
brought us together, and means we share values and a view
of the world. When I travel, the first question I ask myself is
“Is there someone from our mod team in that area who
I could meet for coffee?”

When I compare these three communities, it
strikes me that the quality of interaction has improved over
time. I had nothing much in common with my fellow role-
players except being fans of Star Trek. Liking the same
television show did give us a shared sensibility. I had a lot
in common with the allergy parents - we were going
through the same stressful phase of life scrutinizing food
labels and packing epi-pens everywhere, and my under-
standing of the art and science of living with food allergies
deepened through my interaction with them. I have the
most in common with my current friends on my subred-
dit’s Slack. We share values, and I find them smart and
interesting. I can rely on them to share links with me that
enrich my worldview about all sorts of topics, and have
nuanced discussions about what is going on in the world.
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A successful online group becomes the people you turn to,
like the bereaved grandmother from Chapter 1 who turned
to the Mini Cooper brand community when she needed
support for devastating news in the middle of the night.

The quality of interaction I have experienced in
these groups has improved from the 1990s to now. It’s partly
of course that I've matured. But so has the technology. There
are design features of Slack that support more complex and
nuanced interaction than the ASCII connection over Telnet
that ran my Star Trek role-playing game. There are also
forms of group interaction that we now understand better.

If you are a member of an online community, you
have impact in the example you set for others. This is par-
ticularly true if you are a “regular” of a group. As we saw in
Chapter 1, the regulars set the tone for the behavior of the
group. Ask yourself, how can we make this place supportive
and help it to better fulfill its potential? Online groups create
social worlds. Each of us co-creates those worlds in how kind,
understanding, and patient we are with one another, and in
the standards we set for ourselves and others.

If you are a designer of an online social platform,
ask yourself what kind of world this site is helping to create.
Your driving consideration should be thinking hard about
how to improve people’s lives, individually and collectively.
How can the site help the emergence of knowledge (which,
as we saw in Chapter 3, is justified, true belief)? How can it
be a supportive third place? These questions should be
primary. Unfortunately, what actually happens in reality
today is that “how to make the most possible money” tends
to drive design. As I'll argue below, I believe that to enhance
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the value the internet brings, we need to rethink business
models that support it. We need more forums on the inter-
net that are non-profit, driven by goals for their members
and not by the financial bottom line.

Collaboration

In Chapter 2 I explored the impressive things that people
contributing content together can accomplish. As an inter-
net user, I encourage you to find the places that need you.
It's tremendously satisfying to see something you created
that others find useful. It might be correcting a Wikipedia
page, sharing a how-to video, or a cute picture of your cat.
Helping create content that enlightens, amuses, or helps
others accomplish something is both rewarding for you
and a service for them.

For designers of online sites, I challenge you to find
new ways to empower people to contribute content con-
structively. We still have oceans of untapped human poten-
tial. If everyone took the least fulfilling and useful half-hour
of their day and devoted it to building a shared resource,
think what we could accomplish. Different kinds of people
need different kinds of opportunities to contribute. Good
tools and social support for their use make new kinds of
collaborative content creation possible.

Truth and Knowledge

In Chapters 3 and 4, I explored the basic nature of truth and
knowledge, and how groups of people on the internet engage
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in the social construction of knowledge. In a profound sense,
what we all agree is true is what is literally true — at least for
now. What we collectively agree is true matters.

At the time I am writing in 2020, we have a crisis of
fake information online. This crisis is about to get worse.
Artificial intelligence tools like GPT-3 (Brown et al. 2020)
can now create compelling fake text, and “deep fake” tech-
nology can create videos that are tough to distinguish from
real recordings (Kietzmann et al. 2019). These technologies
are continually improving, and telling real content from AI-
generated content is going to become impossible even for
the most savvy human.

One way to address these problems is to fight Al
with AI: Create programs that annotate online information
with metrics of reliability and accounts of the information’s
provenance. We will need mixed-initiative approaches that
combine human intelligence with machine. The challenge is
that those tools don’t work particularly well yet.

Recently I saw a comically wrong “fact check” on
Facebook." The original post showed a picture of actress
Diana Rigg (who had just passed away) in one of her first
films, and a picture of her in the HBO television series Garme
of Thrones. The poster commented that she hadn’t realized
these were the same person. The post was correct — Diana
Rigg played Olenna Tyrell in Game of Thrones. The fact
check noted that this was false because it was not actually a
photo of “Delhi CM Arvind Kejriwal” (who looks nothing
like Rigg). This is puzzling. Presumably some kind of

! Thanks to Sue Dynarski for posting the weird fact check.
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algorithmic error is behind the mistake. Services that do
automatic fact-checking are far from working correctly. It
is possible that making them work well will require changes
throughout the software pipeline, starting with embedding
data when content is first generated, and noting each modi-
fication through the pipeline.

Even if fact-checking services improve dramatically
in quality, they will still be vulnerable to deliberate undermin-
ing. It’s often easier to correct accidental misinformation than
deliberate disinformation. There is a growing epidemic of
state-sponsored disinformation, much of which is designed
to manipulate public opinion. Russian “troll farms” have been
working over the last several years to increase divisiveness in
the United States, though it’s unclear how much impact they
have had (Bail et al. 2020; Starbird et al. 2019). We can find
ways to detect and block that content, but then their methods
will become more sophisticated. We will likely be trapped in
this information “arms race” indefinitely.

While it’s challenging to counter disinformation
from unofficial sources, it’s near impossible to counter when
it comes from sanctioned, official sources. For example, the
United States was unprepared to respond to the challenge of
Donald Trump’s false claims that he won the 2020 presiden-
tial election. Writing this in January 2021, it seems likely that
the false information he spread may have a long half-life.
Social media played a role in spreading dangerous false
information and giving it credibility. This is not the first
time a supposedly credible figure has led a significant disin-
formation campaign, and it is unlikely to be the last. We are
increasingly vulnerable to cynical manipulation of our
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information landscape, and need to rethink our safeguards.
I hope people like readers of this book can help.

As users of the internet, we need to continually
increase our skepticism about all information we receive over
the coming years. If you have the financial means, invest in
for-pay platforms and reliability services that help you to not
get misled by false content. I am worried that “truth” is going
to increasingly become a privilege of the rich as we drift
toward an information space where free information sources
are less reliable than those you pay for. One solution is to
invest more public funding in supporting high-quality infor-
mation sources (for example, like the Corporation for Public
Broadcasting). Furthermore, information literacy skills need
more emphasis throughout our education system and public
discourse. Nothing about this is easy. It took all of Chapter 3
of this book to explain that the answer to the question
“Should you believe Wikipedia?” is “It depends on the popu-
larity of the page.” We all need more education in both
underlying principles and practical strategies for judging the
quality of information.

Should users of the internet simply avoid spreading
false content, or should they also work to correct it?
Currently there’s often no easy way to do so. As we saw in
the discussion of the redesign of Yahoo Answers in
Chapter 7, empowering users to flag bad content can work
surprisingly well. Designers of sites can make it possible for
users to help.

For creators of sites where people share informa-
tion, it is your ethical responsibility to do everything in your
power to make it easier for your members to make
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reasonable judgments about what to believe. Your goal is not
to tell people what to believe, but to give people sufficient
metadata to help them to make smart choices about what to
believe. This can’t be an after-thought in your platform’s
design - it needs to be a primary focus.

Identity

In Chapter 5 I talked about identity - all the ways we present
ourselves online, and how that shapes online interaction. As
a user of the internet, it’s important to reflect on how you
present yourself in different contexts, and how that shapes
how people react to you. How you present yourself can
shape how the group behaves as a whole. It’s also important
to be aware of your privacy, and the potential impact of
information about yourself that you reveal.

If you are a researcher, I have a grand challenge to
propose. I believe there is room for fundamental improve-
ment in the ways we represent online identity. Problems
with online identity today include the following:

« It’s too hard to tell who is a child. It should be possible to
have sites with adult content that are restricted to adults,
and sites for children that are just for children.

o It’'s possible for different people to claim to be the
same person.

« It’s too hard to block trolls and others who repeatedly
break rules. If a site owner blocks someone, the miscreant
often can come back with a new account - again
and again.
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I can imagine a system of “identity servers.” To
sign up for an account on a social network, the network
might require that you have an account with a particular
identity verification service. The service would be run by an
independent third party, and would charge a small fee for
hosting your identity. They would verify some part of your
identity (maybe your legal name, or perhaps just your age),
and then delete the data you provided but maintain a
secure identity record. Cryptography would help keep your
identity secure. Going forward, the service could answer
questions like “yes, this person is verified to be an adult” or
“yes, this person is the same one who sent that message last
week,” but have no other information about who the
person might be.

Regarding trolls returning over and over, the system
probably couldn’t prevent someone from creating a new
identity account. However, the need to create a new account
on the identity service creates a bit of design friction. As we
saw in Chapter 7, on the Something Awful Forums you need
to pay a small fee for a new account if you are banned (Pater
et al. 2014). This small barrier dramatically changes people’s
behavior. Similarly, the need to create a new identity account
and pay a small fee might not discourage banned trolls from
coming back a few times, but would discourage them from
coming back hundreds of times.

There are major challenges to implementing some-
thing like this. The biggest concern is that you would need to
trust the identity service, and there would be huge problems
it a service was mismanaged or hacked. It’s important to
note that being identified can be a great risk for minorities,
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members of marginalized groups, and people living under
oppressive regimes. It’s an intriguing question to think
about secure designs where the system can’t hand over
compromising information even under threat of force,
because it doesn’t have it.

My proposal here is just a half-baked sketch, but
I hope a research team will take on the challenge. The
broader point is: We don’t think about the basic design of
online identity enough. I believe a better system is possible.

Living with and Managing Bad Behavior

Chapters 6 and 7 focused on managing bad behavior. An old
cliché says that if you lie down with dogs, you wake up with
fleas. My advice for users of the internet at the current
moment in history is: Be mindful about what platforms you
use. Think hard about the impact a particular platform or
media source is having on you and on the world, and make
deliberate choices when you can.

Suppose a platform is surrounding you with acci-
dental misinformation or deliberate disinformation. Or per-
haps the platform is a conduit for hate speech or a vector for
harassment. As we saw in the work of Albert Hirschman,
your two main options are voice and exit. You can advocate
for change within the platform (voice), or find a different
place to get your information and spend your time (exit).

When you exercise your right to exit, you communi-
cate a message to the platform. They may work harder to
improve things if enough people leave. If you do leave, you
might check back again in months or years to see if they've
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improved. Platforms are trying to improve in this area, and
they may even be successful.

An important third option on many sites is to found
your own subgroup. On Facebook you can easily start a new
Facebook group. On Reddit, you can easily start a new
subreddit. Then you are in charge, and can try to make the
group live up to your standards and aspirations.

If you design or manage an online site, I wish you
good luck. These problems are hard. We are going to need
big improvements in both AI technology to assist with
content moderation, and major shifts in national and inter-
national policy to address the festering problems of false and
offensive content on the internet. Unfortunately, I don’t
believe these problems will ever be “solved” to anyone’s
satisfaction. It’s an eternal arms race between defensive
and offensive technologies, between good actors and bad.

How to address these issues should be primary in
your design process. It won’t work if you start considering
misuse as an after-thought. My former PhD student Casey
Fiesler and her student Natalie Garrett have coined the term
“ethical debt.” Developers commonly talk about “technical
debt.” If you leave a technical problem to be dealt with later,
the time needed to address it goes up. Ethical concerns are
similar. We need to do a better job of anticipating ethical
issues raised by our communications technologies (Fiesler
and Garrett 2020). Managing bad behavior is a prime
example. Waiting to see what bad things happen after a
system is live used to be a workable strategy for online sites,
but that time is past. Managing bad content and bad behavior
need to be considerations from the start of a design process.
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For researchers, issues of managing wrong informa-
tion and abusive behavior online provide a fascinating set of
problems to work on. Further, addressing those problems is
an opportunity to have a positive impact on the world.

Chapter 7 also highlights ways that the financial
model that supports a site ends up driving the site’s design.
Business models shape what kinds of sites are viable. Right
now, those models are driving us toward some dysfunc-
tional outcomes like sites that make money off spreading
conspiracy theories and hate speech. Business models to
support internet platforms and services are still being
invented. Innovation in business models is a potential
catalyst for positive change. However, more fundamentally,
we need more sites that are non-profit and whose design is
driven by trying to enhance quality of life for individuals
and societies.

The Need for an Educated Citizenry

In April 2018, Facebook founder and CEO Mark Zuckerberg
was called to testify before the US Congress to respond to
allegations of misuse of user data by the site and its partner
Cambridge Analytica. Reporter Emily Stewart wrote after
the hearings that “Senators seem to agree they want to fix
something about Facebook. They have no idea what”
(Stewart 2018). During the hearings, several Members of
Congress displayed a basic lack of understanding of what
Facebook is and how it works. Senator Lindsey Graham
asked Zuckerberg, “Is Twitter the same as what you do?”
Senator Orrin Hatch asked, “How do you sustain a business
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model in which users don’t pay for your service?”
(Zuckerberg politely told him that they sell ads) (Zetlin
2018). Our policy-makers can’t guide the future of the inter-
net if they don’t understand it. Having national leaders who
don’t understand the basics of the internet is a poignant
illustration. More broadly, this lack of knowledge is a prob-
lem at all levels of society. Better outcomes depend not just
on policy-makers and high-tech developers, but on all of us
as informed citizens and smart consumers.

The future of the internet will be shaped by people’s
basic internet and information literacy. Researcher danah
boyd points out that “media literacy” education is already
taught in schools, but in a form that is not really helping
much (boyd 2018). Curricula about the nature of infor-
mation need to be much more extensive, and integrated
throughout schooling - not something you do for one
week in fourth grade. We also need to educate ourselves,
and to expect our elected representatives to be informa-
tion-literate.

Throughout this book, I've tried to provide access-
ible summaries of theoretical readings. The goal is to give
you a basic understanding and to encourage you to read the
originals. Understanding the internet is a new field that is
evolving. We all need a more nuanced understanding, and
theory can help. This is not just for high-tech designers, but
for everyone - there are few professions untouched by this
technology. What do you wish members of the US
Congress had known before questioning Zuckerberg? We
all need to learn those ideas, and to make sure they are
widely taught.
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Aspiration and Design

I look back at the World Book Encyclopedia that is still in my
childhood bedroom, that my mother saved to buy, and am
astonished — how far we have come! It’s hard for me to
explain to my children how we used to do things, back when
you couldn’t just do an online search and get the answer to
almost anything.

At the same time, we as a society can do better at a
host of things - like taking better care of the environment,
being pro-active about public health, treating everyone in
our society fairly, fighting racism, and lessening economic
inequality. As the internet reshapes every aspect of our
society, we must ask the question: What kind of world do
we want to live in? Our communications technologies shape
that world. How can technologists help?

In 2018, the Association for Computing Machinery
(ACM) rewrote its code of ethics for the first time in
twenty-five years. I participated in one three-day meet-
ing where we rewrote parts of the code, and it was the
greatest privilege of my career. The code has a series of
ethical imperatives. Thinking about the bigger picture,
this one stands out:

3.7 Recognize and take special care of systems that
become integrated into the infrastructure of society.
Even the simplest computer systems have the potential
to impact all aspects of society when integrated with
everyday activities such as commerce, travel,
government, healthcare, and education. When
organizations and groups develop systems that become
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an important part of the infrastructure of society, their
leaders have an added responsibility to be good stewards
of these systems. Part of that stewardship requires
establishing policies for fair system access, including for
those who may have been excluded. That stewardship
also requires that computing professionals monitor the
level of integration of their systems into the
infrastructure of society. As the level of adoption
changes, the ethical responsibilities of the organization or
group are likely to change as well. Continual monitoring
of how society is using a system will allow the
organization or group to remain consistent with their
ethical obligations outlined in the Code. When
appropriate standards of care do not exist, computing
professionals have a duty to ensure they are developed.
(ACM 2018)

Much of the internet has become integrated into
the infrastructure of society in ways that give us new ethical
obligations. Although earlier in this chapter I suggested
you might choose not to use platforms that bring you false
information or harassment, in some cases that’s simply not
possible. You might be required to use a platform for your
job. Or an organization might have to use a platform for
outreach because that’s where the people are. For example,
in her dissertation research, my former PhD student
Sucheta Ghoshal found that many grassroots groups would
prefer not to use Facebook because it excludes economic-
ally less-advantaged members who don’t have a smart-
phone or computer. However, so many people are on
Facebook that they end up doing outreach on the platform
anyway (Ghoshal and Bruckman 2019). Platforms that
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people can’t choose not to use have added ethical responsi-
bilities to society as a whole.

We need to identify our values before we start
creating new pieces of technology or modifying old ones.
In their conceptualization of “value-sensitive design,”
Friedman et al. propose that designers do the following:

« “Start with a value, technology, or context of use.”

o “Identify direct and indirect stakeholders.”

« “Identify benefits and harms of each stakeholder group.”

« “Map benefits and harms onto corresponding values.”

« “Conduct a conceptual investigation of key values.”

o “Identify potential value conflicts.”

« “Integrate value considerations into one’s organizational
structure.” (Friedman et al. 2006)

That’s a high bar, but it’s worth working toward. In truth, all
design is value-centered design. Technology is never neutral.
The only question is whether we are paying attention to
what our implicit values are, and deliberately trying to have
a positive impact on the world or not.

Design features of online communities shape
human behavior. We can leverage those features to encour-
age more thoughtful discussions, greater mutual under-
standing, and the growth of knowledge.

If you are a designer of information and communi-
cations technologies, throughout this book I've tried to give
you some tools to help you reflect on your design choices.
The choices you make shape what sort of human behavior
emerges as a result. If you are a participant in online com-
munication, think hard about what platforms you choose to
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use, and use your voice to ask that platforms provide a better
experience for everyone. Our communications technologies
shape who we are as individuals, communities, and societies.
Understanding them better can empower us to work toward
better outcomes.
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Berkeley Community Memory,
195

Berman, Joshua, 132

Birch, Chad, 113

Black Planet, 141

Black Twitter, 140, 143

Boaty McBoatface, 61

bonding capital, 14, 30-31

Borges, Jorge Luis, 68

Bowling Alone, 13

boyd, danah, 226

brand community, 8, 22, 127,
216

bridging capital, 14, 30-31

brigading, 155

Brock, André, 131, 140, 143

Brodney, Edward, 83

Bruckman, Robert, 75

Bryant, Susan, 96

Burgess, Tony, 91

Burt, Ronald, 15

business models, 90, 193, 225

butchers, 95
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Cambridge Analytica, 225

Campbell’s Soup site, 23, 28

Cartoon Network, 125, 202

categories, 9, 22, 29

Chancellor, Stevie, 177

Chandrasekharan, Eshwar, 175, 179

Chapman, Frank M,, 37

chemtrails, 107-110, 197

CHI conference, 200

Chicago, University of, 176

children online, 156, 198, 221

Children’s Online Privacy
Protection Act (COPPA), 198

Christmas Bird Count, 37

citation loop, 84

citizen science, 4, 36—43, 47

citogenesis, 84

Citron, Danielle, 164

climate change, 64-65

Coase, Ronald, 46

Coastal Observation and
Seabird Survey Team
(COASST), 40

cognitive apprenticeship, 95, 115

cognitive science, 9

Coleman, Gabriella, 111, 155

collaboration, 4, 32-63, 123

Collins, Allan, 95

community, 3, 8-31, 214

persistent and pervasive, 16-17,

30

community of practice, 5, 82, 94,
115

companycommand.com, 91

competition, 208

CompuServe, 129
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Computing, Society, and
Professionalism class, 145, 164
confirmation bias, 66
conspiracy theories, 52, 107-110
constructivism, 74
context collapse, 153
conventional signals, 137
conversation, 20, 22
Cooper, Seth, 41
Cornell Lab of Ornithology, 40
Corporation for Public
Broadcasting, 220
cost of caring, 17
costs
organizational, 46
transactional, 46
Cranshaw, Justin, 44
crowd sourcing, 43
Crowston, Kevin, 39
cultural relativism, 175
Cunningham, Ward, 34
Curry, Shirley, 173, 183
Curtis, Pavel, 154, 160
customer service, 126, 195, 198, 200

data mining, 195

dating sites, 128, 138, 141

dcog. See distributed cognition

Deborah, 136

deception, 138

deep fakes, 187

deep learning, 37, 113, 178

Deja News, 101

democracy, 153, 161, 187

Design of Online Communities class,
51, 101, 119, 140, 149, 173, 201
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design, visual, 23

Dibbell, Julian, 160
disinformation, 88, 163, 219, 223
distributed cognition, 5, 97, 112, 116
dog poop girl, 184

Donath, Judith, 137, 153

doxing, 17

DuckDuckGo, 209

eating disorders, 113

ECHO, 127, 131

echo chambers, 99-103, 108

Electronic Frontier Foundation
(EFF), 169

Ellison, Nicole, 138

email, 54, 127, 149, 207

Embraceable Ewe, 131

Encyclopedia Britannica, 34

Encyclopedias, 34

epistemology, 4, 70, 87

ESP Game, 42

ethical debt, 224

ethics, code of, 109, 227

eudaimonia, 208, 213

evidentialism, 70

ex-believers, 108

exit, 145, 188, 192, 223

Exit, Voice, and Loyalty, 188

explainability, 179

Facebook, 2, 16, 89, 108, 110, 113, 150,
170, 173, 186, 189-190, 206, 218,
224-225, 228

Facebook groups, 3, 22, 48, 93, 98,
108, 143, 173, 224

Facebook Oversight Board, 206

255

Fallis, Don, 84, 86

fan fiction, 28, 139

Farmer, Randy, 199

feminism, 100-101

Fiesler, Casey, 28, 139, 171, 224

Finding One’s Own Space in
Cyberspace, 175

Firefox, 32, 52, 210

First Amendment, 191

flat earth, 197

Fletcher, Harvey, 73

Foldit, 41

food allergies, 1, 49, 81, 214-215

Forte, Andrea, 96

free speech, Xi, 6, 164, 167, 170,
175-176, 191-192, 208

Friedman, Batya, 229

front, 124, 129, 158

Gab, 175, 205, 211
Galaxy Zoo, 37
gamification, 41
Garfinkel, Simson, 145
Garrett, Natalie, 224
Garwood, Christine, 105
Geiger, Stuart, 112
gender, 20, 121, 128-135
genres of community, 23
Georgia Institute of Technology, 8,
107, 126, 202, 213
Ghoshal, Sucheta, 228
Gilbert, Eric, 175, 177
Gillespie, Tarleton, 206
GitHub, 54
Glass, Bryce, 200
Gleave, Eric, 26
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Goffman, Erving, s, 69,
118-125, 173

Google, 128, 169, 204

Google Groups, 101

Gore, Al, 66

Gowers, Timothy, 44

GPT-3, 218

Graham, Lindsey, 225

Granovetter, Mark, 14, 29

Great Good Place, The, 18

Great Sunflower Project, 39, 49

Greco, John, 72

Grover, Andrea, 39

Guardian, the, 88

Halavais, Alexander, 84

Hampton, Keith, 16

Hancock, Jeffrey, 138

harassment, 130, 148, 161, 163, 184,
188-189, 191-192, 223, 228

Harvard University, 176

Hatch, Orrin, 225

hate speech, 6, 163, 166, 169, 174,
178, 191, 211, 223, 225

Hecht, Brent, 51

Hirschman, Albert, 188, 223

Hoffman, Judy, 179

Holton, Gerald, 74

Horn, Stacy, 127, 131

Hutchins, Edwin, 5, 97

identity, 5, 121, 221
impressions given, 122, 158
impressions given off, 122, 158
information literacy, 226
innovation, 15, 57

256

Instagram, 9, 131

internal realism, 68—70, 86
Internet Archive, 147
intolerance, 17

iVillage, 141

Jhaver, Shagun, 177
Joan, 129
justification, 70, 86

Kahle, Brewster, 147

Kant, Immanuel, 204

Katz, Charles, 168

keratoconus, 99

keyword blocking, 178

kidswithfoodallergies.org, 1

Kim, Amy Jo, 25, 28

Kittut, Aniket, 44

knowledge, 1, 4, 70, 86, 90, 92, 97,
205, 216217, 229

knowledge-building communities,
4

knowledge-building discourse, 92,
114-115

Korea, 140

Lackaff, Derek, 84

LambdaMOO, 136, 160

Lampe, Cliff, 171

Landrum, Asheley, 108

Latour, Bruno, 74

Lave, Jean, 5, 94

laws, 5, 163

leadership, 53-54, 57, 62

legitimate peripheral participation,
94, 115
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Lessig, Larry, 5, 163, 176, 195

LiveJournal, 139, 149

Logo, 136

loyalty, 189

LPP, 60, See legitimate peripheral
participation

lurking, 26, 93

Luther, Kurt, 57

machine learning, 37

Macintosh Common Lisp (MCL),
48

mailing lists, 93

management science, 45

markets, 5, 163, 195-198

Massachusetts Institute of

Technology (MIT), 48, 88, 146

Massachusetts State House, 82

Mastodon, 194, 211

Matias, Nathan, 172

Mattermost, 194, 211

MediaMOO, 154

Meetup, 106

membership life cycle, 25, 30

metadata, 89-90, 221

metaphysics, 4, 69

Microsoft Encarta, 34

Middle Ages, The, 197

Millikan, Robert, 73

Mini Cooper site, 8, 11, 21, 23, 28,
216

misinformation, 88-89, 100, 163,
189, 192, 205, 219, 223

mistaken interactions, 121

MIT Media Lab, 48, 137

mixed-initiative approaches, 218

257

mobility, 3, 16
moderation, 97, 102, 176, 180, 195,
201, 212, 215, 224
modularity, 45
MOQO, 154
motivation, 40
extrinsic, 41
in citizen science, 4045
intrinsic, 41
Mozilla, 210
Mr. Bungle, 160
MUDs, 24, 136, 160

napalm girl, 206

Native American reservation,
141

Nazis, 166

NCSA Mosaic, 32

neoliberalism, 203, 208

NestWatch, 40

network properties, 26

neutral ground, 19

neutral point of view (NPOV).
See Wikipedia Policy: neutral
point of view (NPOV)

Newgrounds, 58

newspapers, 197

Nkemelu, Daniel, 185

Nonnecke, Blair, 26, 94

non-profit, 110, 210, 217

nudity, 178

Nupedia, 34

objectivism, 69
Ocasio-Cortez, Alexandria, 177
Oldenburg, Ray, 4, 18, 183
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Omnibus Crime and Safe Streets
Act of 1968, 168

Omnipedia, 51

open-source software, 48, 52-57, 210

Oxford University, 37

Parallax, 105

Parler, 169, 175

Patients Like Me, 99

peer production, 4, 36, 41, 4349,
57> 99

peer review, 47, 76-79, 93, 99, 104,
113

performances, 69, 118-119, 122-123

Phillips, Whitney, 111, 182

Pipeline software, 60

plainness, 20

player types, 24

policy, 224

Polymath Project, The, 43, 98

positivism, 8o

post-truth, 65

Pratchett, Terry, 114

Preece, Jennifer, 26, 94

privacy, 144-149, 209, 221

consumer-protection approach,
146
free-market approach, 145

privacy policies, 146

ProtonMail, 207

prototype theory, 9

proximate location, 19

pseudonymity, 5, 149-156, 158

public spaces, 21

Putnam, Hilary, 70

Putnam, Robert, 12, 19

258

QAnon, 197

qualitative methods, 19, 26, 30
quantitative methods, 19, 26, 30
Quittner, Josh, 112

r/askscience, 172
r/fatpeoplehate, 174
r/learnpython, 27
r/NeutralPolitics, 102
r/science, 172, 190
r/sciences, 172, 190
race, 121, 129, 131, 143-144
Rape in Cyberspace, A, 160
Raymond, Eric, 52-57
real names, 128, 149-150, 158
rec.pets.cats, 100, 112
Reddit, 2, 9, 22, 27, 48, 93, 98, 100,
102, 128, 143, 150, 167, 172, 175,
190, 215, 224

karma, 128, 196
regulars, 20, 22, 25, 28, 173, 216
Rekdal, Ole Bjorn, 78
release cycle, 56
reliablism, 70
Renaissance, The, 197
reputation, 157
reputation systems, 199
Resnick, Mitchel, 32
Rheingold, Howard, 11
Ribes, David, 112
Rich Kids, 196
ride-sharing, 88
Rigg, Diana, 218
RIP trolling, 112
Roberts, John, 8o
Roberts, Sarah T., 182


https://doi.org/10.1017/9781108780704.011
https://www.cambridge.org/core/terms
https://www.cambridge.org/core

INDEX

role, 120, 125

Ronson, Jon, 185

Rookie Magazine, 142
Rosch, Eleanor, 3, 9
Rosenzweig, Roy, 85
Rotman, Dana, 40
Rowbotham, Samuel, 105

Saltzer, Jerry, 146

Sandvig, Christian, 141

Sanger, Larry, 34

Schawinski, Kevin, 37

self, the, 120, 135, 158, 173

self-harm, 113

self-optimizing, 84

self-presentation, 2, 127-128, 154, 158

self-selection, 30, 47, 53, 55, 60, 62,
81, 99, 132, 143

setting, 124

shaming, public, 17, 184

shareholder value, 109

Shetland cottage, 122

shiruken (screen name), 150

signifier and signified, 149

single-gender space, 132

sirt6, 190

Skokie, IL, 166

Skyrim, 173

Slack, 207, 211, 215

smoking, 163, 195

Snapchat, 131, 154

Snapshot Serengeti, 39

soc.feminism, 101

social capital, 13, 16, 29, 31

social construction of knowledge,
4, 93,103

259

social cues, 23, 123, 173

social norms, 5, 27-29, 72, 119, 163,
171-173, 176

social roles, 5, 24-27, 30, 119, 124

sociology, 4, 9, 13, 19, 31

sociology of knowledge, 66, 87

socio-technical systems, 97, 116, 162

Something Awful Forums, 196

SourceForge, 54

spiral of silence, 18, 30

StackOverflow, 27

Star Trek, 214

Stephenson, Neal, 197

Stewart, Emily, 225

strong ties, 14, 31

subjectivism, 69

tabloids, 198

tailors, 95, 115

Tao, Terence, 44

Tate Museum, 38

teenagers, 140, 142, 147, 153-154

terms of service, 171

testimony, 72

Third Age, 141

third places, 4, 18-24, 30-31, 132,
183, 214, 216

throwaway account, 151

Toma, Catalina, 138

transparency, 170, 178

trolls, 110-114, 116, 200, 219, 221-222

Trump, Donald, 219

truth, 4, 67, 75, 86, 103, 139, 187, 208,
217

Tufecki, Zeynep, 203

Turing Game, The, 132
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Turing, Alan, 132

Turkle, Sherry, 135

Twitter, 88-89, 98, 113, 140, 143, 156,
167, 189-190, 211, 225

US Army, 91

US Supreme Court, 80, 166
USENET, 100, 112
usernames, 125-128, 149

values, 3, 6, 28, 90, 99, 111, 118, 142,
176, 190, 192-193, 205, 210212,
215, 229

value-sensitive design, 229

Van Gelder, Lindsy, 129

vandalism, 35, 112, 116

Viegas, Fernanda, 35

virtue epistemology, 71

virtue ethics, 213

vision, computer, 178

Voat, 175

voice, 145, 188, 192, 223, 230

volunteers, 4, 13, 33, 36, 39, 47—48,
52-53, 55, 57, 61-62, 81, 113-114,
161, 180, 200—201, 215

Von Ahn, Luis, 42

Waldron, Christopher, 202
Wales, Jimmy, 34

weak ties, 14, 31

Weatherly, Vanessa Rood, 8
wedding, 118

Weimann, Noah, 1

WELL, The, 11, 127
Wellman, Barry, 17
Wenger, Etienne, 5, 94

260

Whispers, 196
Whyte, William, 21
wiki, 34
Wikipedia, 4, 32-34, 47, 52, 64,
79-90, 96, 99, 103, 112, 114-115,
166, 186, 197, 217
Dutch, 52
German, 52
Hebrew, 52
Hindi, 51
Spanish, 51
Turkish, 51
Wikipedia policy
biographies of living persons
(BLP), 50
neutral point of view (NPOV),
50, 85
WikiProjects, 50, 115
Woolgar, Stephen, 74
working consensus, 124
World Book Encyclopedia, The, 33, 227

Xerox PARC, 154, 160
Xiao, Sijia, 107

Yahoo Answers, 199, 220

York, Jillian C., 169

YouTube, 32-33, 104, 108-110, 173,
183, 203, 205, 208

zetetic astronomy, 105
Zooniverse, 37-39, 43, 98
Zuboff, Shoshana, 204
Zucker, Bernard, 166
Zucker, Cynthia, 33
Zuckerberg, Mark, 225
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