
[image: cover]


Power to the People




	
AUDREY KURTH CRONIN


	
Power to the People

How Open Technological Innovation Is Arming Tomorrow’s Terrorists






[image: image]


[image: image]

Oxford University Press is a department of the University of Oxford. It furthers the University’s objective of excellence in research, scholarship, and education by publishing worldwide. Oxford is a registered trade mark of Oxford University Press in the UK and certain other countries.

Published in the United States of America by Oxford University Press

198 Madison Avenue, New York, NY 10016, United States of America.

© Audrey Kurth Cronin 2020

All rights reserved. No part of this publication may be reproduced, stored in a retrieval system, or transmitted, in any form or by any means, without the prior permission in writing of Oxford University Press, or as expressly permitted by law, by license, or under terms agreed with the appropriate reproduction rights organization. Inquiries concerning reproduction outside the scope of the above should be sent to the Rights Department, Oxford University Press, at the address above.

You must not circulate this work in any other form and you must impose this same condition on any acquirer.

ISBN 978–0–19–088214–3

eISBN 978–0–19–088216–7


For Professor Sir Adam Roberts,
who gave power to the pupil.


CONTENTS

Introduction: The Age of Lethal Empowerment

PART ITheory

1Classic Models of Military Innovation: Shaped by the Nuclear Revolution

2The Arsenal for Anarchy: When and How Violent Individuals and Groups Innovate

PART IIHistory

3Dynamite and the Birth of Modern Terrorism

4How Dynamite Diffused

5The Kalashnikov and the Global Wave of Insurgencies

6How the Kalashnikov Diffused

PART IIIConvergence: Widespread Lethal Empowerment

7Open Innovation of Mobilization: Social Media and Conquering Digital Terrain

8Open Innovation of Reach: From AK-47s to Drones, Robots, Smartphones, and 3D Printing

9An Army of One Launches Many: Autonomy and Artificial Intelligence

Conclusion: Strategy for Democracies in an Age of Lethal Empowerment

Appendix A: Detailed Contents

Appendix B: Methodology

Notes

Books Cited

Index

Acknowledgments


INTRODUCTION The Age of Lethal Empowerment

We live in an epoch of unprecedented popular empowerment. Increasing access to information, rising global living standards, growing literacy, and improving medical care and longevity are just a handful of the benefits derived from the modern march of technological innovation. Yet the same technologies that are furthering prosperity are creating critical new security vulnerabilities.

The worldwide dispersal of emerging technologies, such as commercial drones, cyber weapons, 3D printing, military robotics, and autonomous systems, is generating gaping fissures in the ability of conventional armed forces to combat lethal capabilities of non-state actors, most notably terrorists, but also rogue lone actors, insurgent groups, and private armies. As these malcontents gain power through emerging technologies, the defenses of the law-abiding are increasingly breached. Traditional rights, such as privacy, property ownership, and freedom of movement, are under unprecedented attack by autocratic regimes, not to mention private companies, which monetize our online behavior. Not only are democratic governments unable to protect innocent citizens from such invasions, they engage in them themselves, reading individuals’ emails, monitoring their phone calls, tracking their every move online, and consolidating their behavioral data.

Every day we learn of fresh examples of the new breed of technologies being used for malevolent ends or posing potential new dangers. But while we’ve become aware that intelligence services may be listening to your phone calls and tracking your emails, and that Apple, Facebook, Google, and other corporations are mining our data and selling it to advertisers, the potential uses of the new technologies for violence are less discussed. Is anyone protecting you from having your Internet-connected Jeep Cherokee hacked and accelerated into a wall? The ease of doing so was demonstrated in 2015, when security specialists Charlie Miller and Chris Valasek commandeered a Jeep, with the agreement of its driver, journalist Andy Greenberg, disabling the accelerator as he drove down a highway, just as a tractor-trailer truck was barreling up from behind him. Or, what happens when your Amazon delivery drone carries a bomb-filled package instead of prescription medicine? The Islamic State, Hezbollah, and Jund al-Aqsa (an al-Qaeda-associated group) have deployed explosives this way. In 2017, the Islamic State jerry-rigged commercial drones to carry explosives and filmed nearly a dozen of them dropping small bombs on US and Iraqi tanks, vehicles, and people, eventually killing more than a dozen and injuring many more.1 Drones and self-driving cars are not only exciting advances for consumers; they are also new means of conducting political violence by militant groups and self-radicalized individuals.

Never before have so many had access to such advanced technologies capable of inflicting death and mayhem. Unless we better understand the rapidly developing threats, governments, especially democracies, will be increasingly unable to combat them.

This book explores how individuals and groups who engage in political violence have repeatedly made use of emerging technologies to wreak havoc, and how they’re likely to do so in the future. Many scholars have argued that such non-state combatants rarely innovate new forms of weaponry; that they are tactically sophisticated but technologically crude.2 Regarding the danger of more sophisticated weaponry getting into their hands, especially so-called weapons of mass destruction, the focus has been mainly on groups acquiring weapons from states rather than learning to produce their own. That is too limited a purview, conditioned by the experience of the last fifty years. A longer historical view, stretching back to the nineteenth century, reveals that, in fact, terrorists and insurgents have repeatedly seized opportunities presented by new technologies, innovating deadly new uses for them, and sometimes even adopting them ahead of their use by traditional military forces. When clusters of new technologies become widely accessible to the public, their innovations are particularly lethal and fast-spreading. We are in such an era now.

Placing our current technological advances into the historical context of key innovations used to wage politically disruptive violence, this book will first explore why certain kinds of emerging technologies are rapidly adopted by rogue actors. We’ll then consider how those emerging today are already changing who is able to muster formidable armies and show up on the battlefield, how individual acts of violence can be perpetrated, and even who may gain the ability to catalyze state-to-state wars. Traditional warfare concepts of the massing of force, logistics, and power projection—the understanding of which has been essentially stable for centuries—must evolve in the face of novel challenges. Imagine a successor to the Islamic State, for example, teaming small numbers of fighters with autonomous suicide attack vehicles, flying unmanned systems through urban sewer systems, and assassinating key government leaders with facial recognition software, all while using 3D printing to reproduce an endless supply of replacement parts, such as drone blades and motors. Technological advancements are heightening global instability in ways that extend far beyond the battlefield. States will still be the dominant form of governance, but tomorrow’s question is what kinds of states? New technologies enable increasingly powerful non-state actors to affect the answer. Power is shifting away from democratic states, and they must prepare for, and defend against, the potentially seismic consequences.

The United States is especially vulnerable to being caught on the back foot by this surge of technology and weapons diffusion. The country leads the world in the development of high-tech weaponry, and its defense strategy is predicated on this technological superiority. Yet the effectiveness of that formidable arsenal in the face of emerging threats must be thoroughly re-examined. The failure to win decisive victories in the wars in Afghanistan and Iraq has demonstrated this. Meanwhile a recent re-emergence of major-power competition, particularly between the United States and China, is likely to keep the focus of military planners on large-scale, high-end weapons systems rather than on building capabilities and strategy to defend against more pervasive and less obvious emerging threats.

The US defense community is predominantly focused on competing technologically with state rivals at the high end, while slighting centuries of experience in how violent individuals and groups improvise, sometimes unleashing unexpected waves of political disruption that topple regimes and trigger interstate war. Many of the most revolutionary changes in warfare, the most surprising victories and losses, have occurred as a result not of new technologies on the battlefield, but of broader changes in society affecting who used weaponry, where, when, why, and how. With the maturing of the digital revolution and the beginning of the robotics revolution, we are seeing the combination of rapid technological innovation and that kind of widespread societal change, especially in how people shape, spread, and evaluate information, then acquire the means to act upon it. The result will be dramatic transformation of the character of war, not just in the form of ongoing cyber warfare or further integration of autonomy into military weapons, already well underway, or the widespread proliferation of high-powered drone weaponry from state to state. The changes will also involve the redistribution of relative power between states and nonstate actors, who will surprise traditional militaries and police forces with innovative uses of the technologies.

Despite the breathless claims of many technology promoters, what is crucial today for national security is not the transformative power of the new technologies, but the transformative power of human beings throughout the world to adapt them to unanticipated purposes. That is where their true revolutionary power lies. Individuals and groups harnessing the emerging innovations may actually be capable of undermining global stability and, as in the past, even sparking interstate war.

Technology is no longer necessarily on the side of the major powers. This book explains why and what to do about it.

The book is not a treatise on technology; it does not go into great detail about the design and capabilities of the emerging technologies, which are discussed in nontechnical terms. The focus, instead, is on the potential uses of the technologies and the need for strategy that anticipates them. The competition that matters most now to the security of the United States and its allies is not in technology development but in strategy development. And in that they have a long way to go. Developing clearer doctrine for how and when to deploy the new breed of weapons, and how and when not to deploy them, is vital. Crafting scenarios of how the technologies may be deployed, and combined, in innovative ways by rogue actors is also crucial.

No anti-technology screed, this book aims to illuminate how to maximize the promise and minimize the risks of emerging technologies. That requires understanding how to distinguish between technologies that will advance global stability and those that will undermine it, widening the scope beyond high-profile arms races and state-to-state competitions. Key questions include: How and why do non-state actors innovate differently from state actors? Why do violent non-state actors adopt certain technologies more readily and widely than others? How have past technological advances driven waves of political violence and destabilized the world, and what does that historical record show us about the threats from today’s emerging technologies? Finally, how can that history guide our actions going forward?

Answering those questions requires close examination of the double-edged aspect of technological innovation.

Innovation is undoubtedly the engine that drives human progress. No one would dispute that throughout human history, advances in engineering, medicine, physics, computer science, and so forth have vastly improved the quality of life for billions, propelling economic, social, and political development. But every technological innovation involves risks as well as promises, and some new technologies present more risks than others. Those risks may be inherent to the technologies, such as the danger of a nuclear cataclysm, or may be due primarily to the technologies becoming accessible to people who maliciously exploit them. Some lethal and destabilizing consequences are deliberate; others result from human error. Understanding the risks is vital to averting threats.

The focus here is on technologies that were developed with good intentions, such as digital media and drones. They were created to solve pressing social problems, such as expanding public access to information and making war more precise and humane. But some of them can be fashioned into relatively low-cost, powerful, and precise weapons. They have also inadvertently undermined our laws and ethical guidelines, such as the protection of civilians, the right to privacy, or the state’s monopoly on the use of armed force, and challenged military doctrine and national policies. By not thinking through the full implications of emerging technologies as they’ve been developing, focusing primarily on their benefits and profitability and not their likelihood of sparking surprise violence, neither the companies creating them nor the governments employing them have built viable long-term strategies for combating their use for nefarious purposes.

There are three reasons why a comprehensive strategic approach to the development and regulation of these technologies has been lacking, one historical and two contemporary. First, many of the innovations have emerged in the United States, and Americans have tended to be techno-optimists. The national impulse has been to embrace the commercialization of technology without thinking through the broader economic, political, cultural, and security implications. In the nineteenth century, excitement over new inventions, such as the railroad engine, the telegraph, and the automobile, swept the country and, indeed, helped to build it into the world’s dominant power.

Technophilia entered a new heyday during the Second World War, when the United States rapidly expanded its industrial capacity, transforming into the “arsenal of democracy.” The Allied Powers won the war largely due to a wealth of technological innovations, including radar, the aircraft carrier, encryption and decryption, and, of course, the atomic bomb. Technological innovation became the focus of US military strategy, with the emphasis on gaining advantages in firepower, speed, range, stealth, cryptography, and reconnaissance for warfare waged on traditional battlefields, in tandem with the buildup of a deterrent nuclear arsenal. Over the course of the twentieth century, the result was the innovation of a string of sophisticated high-end technologies, such as ballistic missiles and airborne early warning and control systems (AEW&C). All of these were vital to Cold War competition and, arguably, to the West’s ultimate success and the collapse of the Soviet Union. Yet with the growing predominance of asymmetric warfare, especially after the first Persian Gulf War (1990–1991), the US military saw diminishing returns for its massive expenditures on these capabilities.

The second reason for the failure to develop adequate strategy regarding the emerging technologies is that the 9/11 attacks and the wars in Iraq and Afghanistan led to an urgent focus on rapid deployment of new offensive and defensive capabilities. The United States rushed to make use of drones and autonomous robots in order to curtail further terrorist attacks and reduce the ghastly toll of improvised explosive devices (IEDs), which had been unanticipated. New technologies, many of them sent to the battlefield minus the usual extensive testing and refinement, allowed the military to target individual terrorists, develop better reconnaissance, and launch preemptive strikes, saving many American and allied lives. But they did not lead to decisive victory.

These wars have shown that even with awe-inspiring technology and overwhelming force, military operations have limited effect in eradicating unconventional forces and advancing political and security objectives. No sooner did the United States begin to extricate itself from these conflicts than new fronts of battle emerged, with the outbreak of civil war in Syria and the rise of the Islamic State.

The third reason little progress has been made in governance over emerging technologies is that private companies, such as Google, Facebook, and Microsoft, are driving so much of their development, with their mandate being to generate profits rather than to secure peace. Making the Internet more accessible and selling products enabled with Internet access—the so-called Internet of Things—and artificial intelligence (AI) capabilities, such as voice recognition, have indeed become core drivers of economic growth, which is in the national interest. What’s more, if the United States doesn’t keep up a lively pace of innovation, its current competitive edge will be eclipsed by other major powers, especially China.

Simply clamping down on private innovation is neither feasible for the United States and its democratic allies, nor desirable. Authoritarian states have held a tighter grip over their technology innovators and public access to the technologies. For instance, China censors the dissemination of information on its national Internet with its Great Firewall and exercises close government oversight of its IT corporations, such as Tencent, Alibaba, Huawei, and Baidu. This autocratic control is unacceptable for democratic regimes, and it’s far from certain, at any rate, that autocratic powers will be able to sustain it as the technologies continue to develop, offering citizens increasing means of evading government oversight.

Yet ceding totally free rein to companies is also unwise. They naturally emphasize the benefits and underplay the risks. DNA editing may be able to conquer genetic diseases, but it may also result in unintended consequences, called “off-target effects.” Quantum computing may resolve intractable puzzles but also destabilize global security systems by breaking prevalent forms of encryption.3 Artificial intelligence may be used to protect populations, but it may also become unmoored from human control.4 A laissez-faire approach has already proven foolish: widespread linked sensors in everything from refrigerators to thermostats provide opportunities for hackers to wreak havoc with vehicles, in households and bank accounts, and with assaults on utilities and other infrastructure. And the vast amount of behavioral information gathered through sensors and aggregated in massive databases threatens privacy and self-sufficiency. A middle way between unfettered innovation and oppressive regulation will be necessary if the United States and its allies are to navigate between the Scylla of anarchy and the Charybdis of authoritarianism.

Finding that optimal approach toward the future of security will require an appreciation of why some new technologies are predictably evolutionary in their effects on conflict, while others unexpectedly and fundamentally alter the equation. The first are sustaining technologies, and the second are disruptive.

Disruptive technologies often democratize access to lethal capabilities, shifting unprecedented power into the hands of civilians. This was the case, for example, with the invention of dynamite, which fueled an outbreak of politically motivated bombings in the nineteenth century, destabilizing several of Europe’s autocratic regimes and contributing to the outbreak of the First World War. It’s the case again today with the cluster of emerging capabilities.

The word “disruptive” is often used to describe any kind of technological advance that is unanticipated, such as in a 2010 report by the National Academies of Science that defined a disruptive technology as “an innovative technology that triggers sudden and unexpected effects.” 5 This misses a critical aspect of the disruption caused—that it shifts power from dominant players, whether in business or the governmental and military domains, to surprise actors. Such a shift is underway today and it presents a bedeviling problem for military and national security forces.

In most military planning, not to mention popular histories of the evolution of military technology, sustaining innovation at the high end draws the lion’s share of attention. The balance of tanks, ships, missiles, and aircraft among states is intricately parsed to formulate assessments about likely outcomes in a next major war.6 The focus on these capabilities is important, but it is too narrow. Major new threats to the international security order are coming from innovations at the low end, developed from technology created for widespread commercial use. While the current wave of disruptive commercial technologies offers a bounty of opportunity for businesses, and a boon of great new products and services for consumers, it poses wicked problems for national security. Anticipating the nature of the threats requires an appreciation of the dynamics by which disruptive technologies emerge and are adopted.

Disruptive technologies meet specific criteria that differentiate them from sustaining evolutionary ones. To consider the differences we can turn to Harvard Business School professor Clayton M. Christensen, who coined the term “disruptive innovation” in a 1995 article reporting on findings from a study he conducted.7 He wanted to understand why well-managed, customer-sensitive firms that were pioneers in their fields, such as Texas Instruments, Sears, Xerox, and IBM, often suddenly faced crippling competition from smaller firms that took superior advantage of technological developments, many of which the powerhouses had helped innovate. A famous case is Apple’s commercialization of computer mouse technology that Xerox had pioneered. Analyzing case studies from two different economic sectors—how progressively smaller disks replaced 8-inch digital disk drive technology and how hydraulic-powered excavators replaced mechanical shovels—Christensen developed a framework he then explored through a range of cases involving other firms. That work led him to a theory of disruptive technological change.8

Most new technologies, he pointed out, are sustaining rather than disruptive. Sustaining technologies improve an established product or service along lines current customers value and expect. Those changes can be either incremental or radical—for example, adding global positioning system (GPS) capability to a car dashboard versus developing a fully self-driving Tesla Model S. Performance is enhanced, product design is improved, more sophisticated software is written, or new product features are added. These improvements drive established customers to upgrade to new models, which are typically more expensive, and this often leads to higher company profits. The dangers are that enhancements may eventually exceed the demands of existing customers, while price increases turn them away. Meanwhile, large numbers of potential customers at lower income levels are priced out of the market from the start—like the millions of Honda or Fiat buyers who would never shop for a Tesla Model S.

Disruptive technologies, on the other hand, shake up existing markets, undercutting the competitive advantage of established industry leaders. These disruptions may involve creating an entirely new market, as with that for commercial drones, or the expansion of an existing one at the low end by making a product cheaper, such as with smartphones or tabletop printers. In the latter case, the lower-priced product often initially offers poorer performance, but succeeds nonetheless because it attracts so many customers, not only due to affordability but to appealing features that make up for performance shortfalls. Christensen writes, “Products based on disruptive technologies are typically cheaper, simpler, smaller, and, frequently, more convenient to use.”9 Often the novelty of disruptive products, or their performance issues, leads to a limited initial market of “early adopters,” who are seen by dominant firms as fringe customers whose requirements they do not need to cater to. That opens the door to upstart competitors.

Christensen’s theory is not without its critics. Some argue that he chose only successful cases and question the predictive capacity of the theory. Others point to things omitted from his case studies (like widespread economic downturns that affected established companies), the murkiness of some examples (“sustaining” companies bought by other companies that thrived), the vast majority of “disruptive” start-ups that fail, and his strictly profit-based definition of “success.” Still others mischaracterize Christensen’s original argument, vastly expanding the meaning of “disruption,” as we’ve seen. The theory of disruptive innovation has nonetheless been one of the most influential business concepts of the past two decades and helps explain how lower-performance technologies sometimes overcome better-performing ones.10

A classic case of disruptive innovation is Henry Ford’s creation of the Model T car in 1908. The automobile was nothing new. Karl Friedrich Benz of Germany had invented the first gasoline-powered automobile in 1886,11 and other European companies had developed cars incorporating far more advanced technologies, such as Porsche’s 1899 four-wheel-drive electric car or Renault’s 1902 drum brakes. Compared to these, the Model T was a joke, a crummy little putterer with a maximum speed of around 40 miles per hour that came in only one color, black, and didn’t even have doors.12 Yet while the sleek racing cars and classic roadsters of the period were playthings of the prosperous, the assembly-line-produced Model T was so cheap that masses of Americans bought it. The original price of a “Tin Lizzy” was $850 compared to the Cadillac Model 30, which sold for $1,400 (and up), or the 1908 Packard 30 touring car, whose standard sticker price was $4,000.13 So popular was the Model T that Ford was able to drive the price continually lower, to under $300 by 1927.

The extraordinary impact on the whole market for automobiles in the United States can be seen in a set of statistics for car ownership by country from 1924. In the United States the count was one car for every seven residents compared to one for every 78 residents in the United Kingdom, 108 in France, 470 in Germany, and 654 in Italy.14

Over the past several decades, we have seen this disruption process unfold in many domains. The personal computer disrupted expensive mainframe computers. Smartphones disrupted cell phones. Cheap tabletop printers and scanners disrupted high-volume Xerox machines. Discount retailers like Walmart disrupted dominant department stores such as Sears. Health maintenance organizations disrupted traditional health insurers.

Established firms often struggle with the competition from disruptive technologies not due to a lack of talent, imagination, or entrepreneurship. Often they are actually far more advanced in developing new technologies, and they’re frequently alert enough to acquire start-ups with technology that looks promising. Instead they typically fail to take full advantage of disruptive technologies due to their current business incentives, which encourage them to focus on the more predictable profitability of pleasing their existing customers by serving their needs better and better. Meanwhile the entire market morphs. They face what Christensen called “the innovator’s dilemma,” the problem of meeting the competing mandates: to maintain advantage in an established line of business while also not being overtaken by the innovation commercialized by upstarts. While hindsight can make the decisions about how to navigate the challenges seem obvious, they are generally anything but easy to make as disruption is getting underway.

Leading corporations are pressured by shareholders to produce reliable short-term revenue growth, which in turn generally assures robust stock prices. Ironically, the more successful the firm, the more difficult it is to resist this pressure. The most dependable way to assure strong short-term growth is to focus on incremental improvement to upmarket, higher-performance products with premium prices. So the pursuit of the kinds of initially small and often poorly defined low-end markets that generally constitute first adopters of disruptive technologies are not initially attractive to them. While established firms may not be forced out of business by these upstarts, they are often unable to gain sizeable market share as they seek to catch up, because with disruptive technologies, the early leaders capture a decisive “first mover” advantage.15

A vital point for those who wish to prevent malevolent uses of the currently emerging technologies is that despite the mythology that often develops later, technological disruptions never appear out of the blue: Ford could not have built the Model T without the development of the electric utility industry and global supply chains, for example.16 Clusters of new technologies lead to disruption, and careful analysis can reveal how such clusters yield disruptive potential. That analysis is urgent now, but the governments of both democratic nations and autocracies are still mainly focused on improving sustaining military technologies.

Military technology has typically evolved by making improvements upon existing capabilities, such as accuracy or stealth. Upgrades are most often incremental, but even some radical leaps still qualify as sustaining, such as the development of precision-guided munitions, first used by the Germans in the 1940s, and the jump to stealth aircraft, developed beginning in the 1970s. As is true with businesses offering upgraded products, the constant development of improved military weaponry has increased costs, in this case dramatically. The arsenals of the world’s leading powers are stocked with Porsches not Model Ts, the most extreme example being nuclear weapons, which are so politically and financially costly to develop that only nine states have as of yet been able to do so.

Sustaining innovation in major capabilities such as missiles, ships, aircraft, and tanks is indeed important. Staying at the forefront of such high-level technological development is vital to maintaining the perception of a state’s relative power in the international arena, and these stores of massively lethal weaponry have deterred direct wars between the major powers for over seventy years (though several proxy wars have been supported by them). Yet history is replete with examples of the dangers to militaries from disruptive technologies.

States that have failed to adapt to these threats have found their power undermined by changes in the “marketplace” for conflict. Such low-tech changes need not compete head-to-head with dominant militaries. For example, AK-47s proved more important than smart bombs for the Vietcong, and IEDs proved more important than Predator drones for the Afghan Taliban. Or sometimes the process unfolds gradually and involves unanticipated uses of beneficial technologies, and unexpected combinations of them, so that the consequences become obvious only in retrospect, when power has diffused and it is too late for status quo actors to put the genie back in the bottle. For example, in the 1990s, the United States assumed that communications connectivity would result in war-winning synchronized attacks, but the Internet also helped al-Qaeda synchronize its operations and played a key role in the global spread of suicide attacks. The rapid development of both the motivation and the means of violence has changed the power equation between states and groups of individuals.

Today’s disruptive technologies are following familiar patterns of innovation and diffusion among non-state actors. But the effects of digital technologies will unfold faster and be more extensive than prior disruptive technologies because of the Internet’s unprecedented global reach and mobilizing capacity. Never before has a military power as dominant as the United States shared basic technologies so perfectly designed to democratize the global distribution of power.

The result is that we are in an era of open technological innovation that differs from the mainly closed dynamics of the twentieth century, yet we continue to use closed-technology frameworks to explain it.

In a period of closed military technological innovation, states can largely control access to major technological developments such as nuclear weapons, jet fighters, or precision-guided munitions. These technologies are hard to develop, require high levels of expertise, and are carefully protected by things like security classifications or copyrights. Experts speak of “proliferation” of these weapons and use phrases like “dual use,” meaning that they sometimes have two categories of users: civilian and military. But they’re expensive, rare, and difficult to build.

That model of military technological innovation dominated throughout most of the last century. The iconic image is J. Robert Oppenheimer, working away secretly in a lab with a small team of scientists, developing the nuclear bomb.

At the end of the twentieth century, the United States consciously shifted from closed technological development to open development, spurred by post–Cold War confidence in the triumph of democracy and US dominance. Virtually all of today’s digitally based technological developments originally derive from US publicly financed basic and applied research dating to the mid-twentieth century. Today’s smartphones, for example, would not exist without US-government funded programs that created key components, including the microchips, touchscreens, and voice activation systems. That’s not to take away from the stunning creativity that happened in Silicon Valley—or even in Bill Gates’s parents’ garage or Mark Zuckerberg’s dorm room at Harvard. But the US government also consciously shared formerly protected basic technologies such as GPS and ARPANET to kick-start what followed.

Thirty years later we are witnessing the maturing of an open technological revolution driven by the commercial sector. In open technological innovation, there is popular access to advanced lethal technologies. You do not have to be a nuclear scientist to use them. Indeed, you don’t even have to fully understand them, because many platforms are designed to help people experiment. A much broader range of people is now involved in innovation, including professionals, professional consumers (or pro-sumers), hobbyists, and consumers, so we should speak of “multi-use” technologies not dual use.17 New potentially lethal technologies now diffuse through commercial processes, not just to states but to a range of non-state actors. Fortunately, we can build more relevant models for this period by examining the history of global diffusion in the nineteenth century, another time of open technological innovation.

Just as important to understanding why some technologies rapidly diffuse is analyzing why others do not diffuse. In the case of dynamite, for example, better explosives were created at about the same time, including balastite, guncotton, and gelignite (which dynamite’s inventor himself preferred), but dynamite was the one to broadly catch on. Why? Examining the history of diffusion allows for what I’ll call a “lethal empowerment theory,” helping to anticipate which new technologies hold the greatest potential to become popular tools for political violence in the future. The theory holds that disruptive lethal technologies are


•Accessible

•Cheap

•Simple to use

•Transportable

•Concealable

•Effective (i.e., providing leverage and more “bang for the buck”)

•“Multi-use” (i.e., beyond “dual use”; suitable for a wide range of contexts)

•Not cutting-edge—usually in the second or third wave of innovation

•Bought off-the-shelf (or otherwise easily purchased)

•Part of a cluster of other emerging technologies (which are combined to magnify overall effects)

•Symbolically resonant (which makes them more potent than just their tactical effectiveness)

•Given to unexpected uses



They give individuals and small groups greater power not because they are superior to the high-end technologies of states, and not because the individuals using them can go toe-to-toe with conventional militaries, but because they help mobilize individuals, extend their reach, and provide them with unprecedented command-and-control abilities. In the pages ahead, we’ll see how new technologies have been harnessed for these purposes in the past, and then explore how the emerging disruptive technologies of today are being adopted for the same purposes going forward.

Because the focus here is on violent individuals, terrorist groups, and insurgents who seek political power, criminal syndicates, gangs, drug lords, wildlife poachers, human traffickers, and an enormous range of other criminals who are exploiting the new technologies are not covered. Doing so would require a book of its own, which I hope will be written. Likewise, many positive uses of new technologies by benevolent non-state actors, such as nongovernmental organizations, will not be covered here. Among them are combating corruption, increasing government transparency, and providing a voice for the oppressed in authoritarian states—wonderful technological advancements that have already been discussed well in other books.18

This book is divided into three sections. The first introduces predominant ways of thinking about the innovation and diffusion of military technology and demonstrates their shortfalls as regards the current era. It also examines consistent patterns of the diffusion of lethal technology to violent nonstate actors in the modern era.

Part II takes a close look at how two key innovations—dynamite and the AK-47 assault rifle—drove global waves of non-state violence, in both cases culminating in major upheaval in the international order.

That history informs the analysis in Part III of how clusters of emerging technologies are offering non-state actors unprecedented disruptive power. Today’s drones, advanced robotics, 3D printing, and autonomous systems have more in common with dynamite and Kalashnikovs than they do with military technologies like the airplane and the tank.

The last chapter presents a set of broad policy prescriptions for managing down risk and preventing democratic governments from falling further behind the current trend favoring more lethal power in the hands of terrorists, insurgents, and rogue actors. It also offers specific advice, based upon in-depth historical studies of the diffusion of key technologies, regarding which ones are more or less likely to spread and be destabilizing.

The power of states has not been eclipsed, and they must not fall into the trap of being manipulated into overreaction to non-state threats, which is a chief aim of terrorism. The history of modern terrorism demonstrates that attacks are generally designed either to provoke state reactions that undermine a regime’s legitimacy (as in nineteenth-century tsarist Russia), to polarize targeted populations so that they are ungovernable (as the Armed Islamic Group did in Algeria during the 1990s), or to mobilize supporters who are inspired into siding with the group (as the Palestinian Liberation Organization did with the 1972 Munich Olympics massacre).19 All of these are strategies of leverage that draw their power from government responses, inducing states to undermine themselves. A self-defeating state response is a particular risk when there is ambiguity about an attack’s origins, as is often the case with cyberattacks. It is also a growing challenge with the evolution of autonomous weapons and artificial intelligence. Serious study of the growing risks of new technologies and development of robust strategic approaches to limiting them can guide rational responses and keep rogue actors from needling states into lashing out against each other or undermining themselves.

There is nothing inevitable about how new technologies are used. Technology is neither good nor bad in itself. Technology is a tool, and it is what we do with it that makes all the difference.


PART I Theory




CHAPTER 1 Classic Models of Military Innovation: Shaped by the Nuclear Revolution


I do not know how the Third World War will be fought, but I can tell you what they will use in the Fourth—rocks!

Albert Einstein, in an interview with Alfred Werner, 19491



TECHNOLOGICAL REVOLUTIONS THAT affect military innovation can be either open or closed.2 During a closed revolution, social, political, or economic forces restrict access to emerging technologies. Military or scientific elites are able to limit their availability, as nuclear weapons, battleships, or radar. Doing so enables them to direct the development and track the spread of technologies, preventing them from dispersing to the general public and guiding their evolution through stages of innovation and adoption. By contrast, during an open revolution, emerging technologies are accessible to the public, and individuals and private groups are free to not only buy, use, and distribute them, but also to invent new purposes for them, new forms of them, and new surprise combinations of them. Neither model is absolute; both types of innovation generally occur during periods of major technological invention. The nuclear revolution that predominated for most of the twentieth century was closed, while the information revolution, which overlapped with the advent of nuclear technology and is driving the most disruptive innovation today, is open.
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FIGURE 1.1 (Clockwise from upper left) 27th July 1962.: View of a US Navy Polaris test missile sitting on its launch pad prior to blast off, Cape Canaveral, Florida. Photo by US Navy/Getty Images. The US Navy submarine USS George Washington (SSBN-598) is launched at the Electric Boat Division of General Dynamics, Groton, Connecticut, 9th June 1959. Armed with Polaris missiles, the vessel is the United States’ first nuclear ballistic missile submarine. Photo by Paul Popper/Popperfoto/Getty Images. Physicist J. Robert Oppenheimer (R), dir. of the Institute of Advanced Study, discussing theory of matter in terms of space w. famed physicist Dr. Albert Einstein, while sitting at table in his office. Photo by Alfred Eisenstaedt/The LIFE Picture Collection/Getty Images.



The predominant thinking on military innovation has been shaped for decades by the dynamics of the closed nuclear revolution. This robust body of work has a great deal to teach us, but in crucial ways it is out of step with today’s technologies. Innovations in open revolutions follow their own patterns of development and adoption that are less examined and understood. Rather than conforming to the well-known stages of military innovation and adoption, their development and adoption more closely resemble commercial processes. Fortunately, there is deep historical precedent for understanding those patterns as well.

To help us understand the differences, this chapter will review some of the classic arguments and rich debates about the evolution of war and technology throughout history, to draw the best insights from them and to determine where we need to move beyond them.

The Historical Relationship between War and Technology

In most study of military technological innovation, the focus is on state use of force against other states, as if the weapons, strategy, and tactics used by non-state individuals and groups, such as al-Qaeda, Hezbollah, or ISIS, as well as the key questions of how, when, and which weaponry they acquire, from where, and why, are virtually irrelevant. This is unsurprising, as the stress on the military power of states has a strong rationale.

Military strategists have placed an emphasis on armed forces gaining the technological edge because in many conflicts military technology has made an enormous difference, especially where there is a large technological gap between the belligerents. Take the case of the Maxim Gun (whose development is further discussed in chapter 5). At the Battle of Shangani during the First Matabele War, 25 October 1893, a 700-man column of the British South Africa Police defended itself from an ambush of 5,000 Matabele warriors. Using Maxim Guns, the British force wiped out 1,500 warriors before the Matabele King called off the attack.3 At Omdurman in the Sudan, on 2 September 1898, over half of a 50,000-man Mahdist warrior force was wiped out by an Anglo-Egyptian force of a quarter of that size, which suffered roughly 400 casualties. Put another way, the ratio of Mahdist to Anglo-Egyptians killed was 11,000 to 48. In 1915, Churchill wrote in The River War that the battle was “the most signal triumph ever gained by the arms of science over barbarians.”4

In the twentieth century, advancements in sea power, and then the development of air power and nuclear weapons, were crucial to victories for the United States and its allies in both world wars and in the Cold War. For example, aircraft carriers provided close air support to amphibious landings, aerial reconnaissance for invaluable operational intelligence, standoff torpedoing of enemy ships, and defensive countermeasures to similar aerial advantages for the enemy. In the 1942 Battle of Midway, the Japanese Navy entered with more forces and more experience than its American counterpart, yet Japan lost four carriers and two heavy cruisers, and the United States lost one carrier and a destroyer. The number of casualties was 3,057 Japanese to 307 Americans, a ratio of about 10:1. The battle turned on the cutting-edge naval technology of both sides, American cryptographers’ breaking of the Japanese Navy’s secret code, and the brilliant leadership of Admirals Chester Nimitz, Frank Jack Fletcher, and Raymond Spruance. The Battle of Midway is widely considered the decisive turning point in the allied Pacific campaign.

Another reason for the focus on states and large-scale weaponry is that the gap between state and non-state actor capabilities has been vast. It has thus far been beyond the means of non-state groups to either build or seize, even as high-end design of weapons systems like the F-35 stealth aircraft and the next-generation Navy frigate has continued apace. In addition, interstate rivalry has resurged. After a brief period of relative international stability following the end of the Cold War, state powers have presented new threats, including efforts by Iran and North Korea to develop long-range missiles and nuclear weaponry, a resurgence of Russian aggression in Ukraine and Syria, and China’s military buildup in and around the South China Sea, constructing and fortifying artificial islands, and bullying smaller states like Vietnam and the Philippines.

Yet the focus on big threats and exquisite technologies has led to dangerous oversight in our thinking about how technological innovation more generally affects warfare and confers power. The prevailing notion is that more sophisticated lethal technological capabilities concentrate and enhance state power. That viewpoint can be traced to sociologist Max Weber, who in 1919 argued that the modern state depends upon a monopoly of the use of force.5 The increasing concentration of lethal power by states has been the dominant development in military affairs for the past five centuries. The process greatly accelerated in the period from the First World War through the end of the Cold War, arguably the golden age of Western military technological innovation. The climax of that modern period was the development of nuclear weapons, dramatically ending the Second World War and setting up a Soviet-American arms race that risked global nuclear obliteration, assuring that massive resources and strategic focus were devoted to the nuclear threat. Surely if any proof of state monopoly of military power and technology were needed, the ability of the United States or Soviet Union to use nuclear intercontinental ballistic missiles (ICBMs) to annihilate the planet in a matter of seconds seemed to fit the bill.

Strategists in the aftermath of the atomic bombing of Hiroshima on 6 August 1945 believed that technology had so changed modern warfare and weaponry that prior concepts, such as air defense and protection of sea lines of communication, no longer applied. Just before the Hiroshima bombing Yale professor Bernard Brodie, a well-respected expert on sea power, had written a paper predicting that the battleship was about to make a comeback. Reading the New York Times headline about Hiroshima a few days later, he reportedly told his wife, “Everything that I have written is obsolete.”6 He soon became famous for his book The Absolute Weapon: Atomic Power and World Order, which laid the foundations for deterrence theory and all of the related nuclear strategic concepts that followed.7

Thereafter, a belief in the decisive role of increasingly advanced, complex, and lethal technologies for use on the battlefield was the predominant driver of twentieth-century studies of the evolution of technology and warfare. How could it be otherwise? Humans had perfected the means to kill each other by the millions. The most famous of the early studies was the 1962 military history book by Brodie and his wife, Fawn (a prominent historian in her own right), entitled From Crossbow to H-Bomb, which the two authors described as being “about the history of the application of science to war.”8 The book opened in 481 b.c., when the Greek engineer Harpalus designed pontoon bridges made of hundreds of fifty-oared galley ships across the Dardanelles, thus solving a major logistical problem for King Xerxes I and enabling the Persian army to invade Greece.9 From there it moved through the centuries at an accelerating clip, explaining the impact of gunpowder, the development of early artillery, the transition from wooden to iron ships, and a sweeping inventory of fascinating, crucial technological developments.

A central assertion in the Brodies’ book was that the development of weaponry had been quite slow for most of history, by comparison to the nineteenth century and especially the twentieth, when its pace had sped up.10 But the authors did not explore in depth instances when new technologies were actually counterproductive in warfare. They also saw the trajectory as having been toward control of increasingly lethal technologies by states and did not deeply investigate periods when power became more widely distributed, such as in ninth- and tenth-century Europe. The book culminated with the development of thermonuclear weapons, arguing that “[N]uclear bombs made it clear . . . that there could be no question among reasonable and objective men about the decisiveness of strategic bombing in future wars.”11 Reality quickly intruded, with nuclear weapons not deployed in the wars in Korea, Algeria, and Vietnam, and caveats were offered. The 1973-updated edition of From Crossbow to H-Bomb admitted that the war in Vietnam “probably resulted in a net slowing down in technological development rather than the reverse,” and concluded with an insightful discussion about the increasing and worrisome costs of high-end weapons systems, questioning whether such concentrated expenditures could be justified.12 But the focus on the innovation of large-scale high-technology systems and how they enhanced state power persisted.

The spectre of nuclear obliteration overshadowed attention to the potency of simple and inexpensive weaponry used in places like Algeria and Vietnam, such as IEDs and AK-47s. Strategists such as Brodie, mathematician Albert Wohlstetter, and economist Thomas Schelling, working in places like the RAND Corporation, the Massachusetts Institute of Technology, and Harvard University, devised theoretical models of how nuclear war would unfold and, more important, how to prevent it from happening. Concepts specifically designed for nuclear strategy, such as deterrence and compellence, were then adapted to fit conventional warfare, as with the focus on escalation dominance in Vietnam. Deterrence theory argued that the threat of Mutually Assured Destruction—annihilation of both, or all, sides in the event of large-scale nuclear attack—was a linchpin of preventing such an attack, and that maintaining that deterrent required a tit-for-tat buildup of capabilities, especially of bombers, missile-firing submarines, and land-based ICBMs, which made up the nuclear “triad.” Terrorism, insurgency, and civil war continued throughout the Cold War; but nuclear devastation was the nightmare and kept the focus squarely on high-end technology.

Theories of Closed Technological Innovation

The ominous shadow of nuclear weapons, and especially the US-Soviet nuclear contest, shaped theories of military technological innovation throughout the twentieth century because most academics and policymakers saw innovation as a closed loop. In closed innovation processes, state organizations create and control high-end military technologies, and others gradually copy, steal, expand, or build upon them in a process of global proliferation. The state with more and better military technology is advantaged, according to this theory, because there is a direct relationship between military technology and political power. Military technological innovation thus drives warfare and, by extension, the side with the better technology can usually expect to win.

This was the Cold War intellectual backdrop for examining the importance of technology in the long history of warfare. As with nuclear weapons, the impetus for epochal change could come from a single technology. For example, in 1962 one historian traced the history of European feudalism to the invention of the stirrup around the eighth century a.d., arguing that the stirrup enabled the Europeans to anchor themselves on horseback and drive the lance with the full momentum of both horse and rider. Shock cavalry then repulsed invasions by nomadic horsemen, contributing to the ascendancy of armed knights, and playing a key role in the establishment of feudalism in Europe.13 The medieval longbow was another technology singled out for its impact. It enabled Englishmen and Welshmen to cut down charging Frenchmen in the Hundred Years’ War, contributing to major English victories, most famously the battles of Crécy (1346) and Agincourt (1415).14 (Though, of course, the French nonetheless ultimately prevailed.) Both examples elicited spirited dissent from other historians; but the belief that a single military technology could be the pivot point in history easily gained traction in the nuclear age.15

The broader concept of military technological revolutions caught on during the mid-1950s and gradually grew in scope over subsequent decades, culminating with the argument that between 1500 and 1800, improvements in artillery, new types of fortifications, and an ability to deploy larger armies contributed to European dominance of more than one third of the world.16 The centralizing narrative about military power and the nation-state had a few holes in it: Europeans had outsourced their military power to private contractors during the seventeenth century, after all.17 But the view that military technological innovation drove the evolution of warfare prevailed.18 In 1989, historian Martin Van Creveld opened his well-known Technology and War: From 2000b.c.to the Present with “The present volume rests on one very simple premise which serves as its starting point, argument and raison d’être rolled into one. It is that war is completely permeated by technology and governed by it.”19

This may have been true of nuclear weapons, and aircraft carriers and radar during the Second World War; but throughout the century, states with the most technologically advanced capabilities often lost against lesser-equipped opponents—because they lacked the necessary will or they faced opponents whose technological disadvantage was slight or they could not use new technology effectively, or for a variety of other reasons.20 A broad range of social, political, and economic factors well beyond military weapons technology affects, sometimes even “governs,” outcomes in war, such as how governments mobilize their populations or build infrastructures or tap into their wealth.21 And the roles of commercial technologies, like the printing press, timepieces, railroads, and telegraphs, well beyond the purview of the military, are often crucial to the outcome.22

Still, the predominant narrative of Cold War historical studies of technology and warfare is that a gradual concentration and control over increasingly sophisticated and lethal technologies by the ruling elite and militaries of nation-states consolidated their power, and if the more technologically advanced opponent could build better machines, systems, and doctrines, he could reasonably expect to dominate in battle and win wars.

The view that technological innovation by militaries is essential to strategic advantage is also reinforced by work in political science. Most of this research focuses on the organizational processes by which major military powers develop large-scale weaponry (both in peacetime arms buildups and during wars), how it is adopted by military organizations, and how they deploy it in combat with other major powers.

The field of military innovation studies traces its roots to early twentieth-century organization theory, including scientific management theory and studies of government bureaucracy.23 Most scholars in this area stress that states must invent, adapt, or integrate successful innovations into their military operations or they will fall behind rivals, drawing a direct line between a state’s prowess in military innovation and its military power.

The history of the two world wars again looms large, as does careful analysis of innovation between the wars. Studies of capital-intensive programs including strategic bombing, amphibious warfare, aircraft carrier warfare, and submarines predominate, yielding key insights about why technologies may or may not be used effectively for advantage in battle.24 For example, the Germans were the most technically advanced of any of the combatants at the outset of the Second World War, yet still failed to use radar effectively. Inter-Service rivalry, resistance to radar in the Luftwaffe (World War I flying ace Gen. Ernst Udet reportedly said, “if you introduce that thing you’ll take all the fun out of flying!”), abandonment of shorter wavelength research, and failure to develop effective operational doctrine all contributed to their defeat. The British, who lagged behind the Germans technologically, more than made up for the shortfall by the way they wove radar into every aspect of air defense, partly by necessity as they absorbed withering German air attacks during the 1940 Battle of Britain. According to Churchill, “[I]t was operational efficiency rather than novelty of equipment that was the British achievement.”25

Other human factors determined how effectively technological advantages were capitalized on by various state belligerents. Sometimes training made the difference. When the war started, the United States already had a robust fleet of submarines capable of long-range cruising, for example, but commanders had been peacetime-trained to attack well-escorted enemy warships, meaning they avoided doing anything risky that could reveal their location, especially not surfacing to periscope depth where hostile destroyers or aircraft could see and destroy them. All the emphasis in interwar exercises was on stealth and the use of sonar, rather than actually espying targets through a scope. That training failed during the war, when the Allied mission changed to attacking fast-moving convoys of Japanese merchant ships. Political scientist Stephen Rosen calculated that only 31 of 4,873 known submarine attacks were directed by sonar.26 Yet most commanders hewed to their instinct to be invisible, missing target after target, a practice that changed only when more aggressive younger skippers took over during the war. Thirty percent of US submarine commanders were relieved for cause in 1942.27

These studies were part of a boom in the field in the United States and United Kingdom that produced many additional important insights about how a range of human elements influence the course of military innovation and how technologies are deployed. Dozens of scholars, some of them serving military officers taking time out to earn doctorates at civilian universities,28 zoomed in on how individual military Services change,29 how they evolve their doctrines,30 how they fight with each other over weapons and resources,31 how they respond to civilian leaders,32 and how the cultures of their Services (Army, Navy, Air Force, or Marines) affect their perspectives.33

All of this organizational analysis played a crucial role in the unprecedented strength and technological dominance of the United States and its allies during and shortly after the Cold War. But though it revealed qualifying factors in how effective large-scale, high-end military innovations are in warfare, even highlighting a few less well-known examples of individual innovation in the ranks,34 the view that sophisticated military-controlled technologies were the linchpin of strategic advantage still prevailed.

The Revolution in Military Affairs (RMA) framework that emerged in the United States toward the end of the twentieth century followed directly in this tradition. It focused squarely on the vital role of high-end, large-scale technologies, arguing that future technology, specifically a system of US-dominated information age technologies, including precision-guided munitions, surveillance satellites, battlefield command, control, and communications, networked operations, and other computer-dependent systems, would virtually remove any guesswork from future conflicts.35 The overwhelming defeat of Iraq in the First Gulf War of 1990–1991 seemed to confirm that wisdom. Some advocates even argued that information technologies had fundamentally transformed the nature of war by making the battlefield transparent and controllable. In the words of US admiral Bill Owens, whose 2000 book Lifting the Fog of War was widely read, “When technology is correctly applied to the traditional military functions—to see, to tell, and to act—a powerful synergy is created. . . . Together, these create the three conditions for combat victory: dominant battlespace knowledge, near-perfect mission assignment, and immediate/complete battlespace assessment.”36 (Emphasis in the original.)

Unfortunately, the subsequent wars in Iraq and Afghanistan, in which insurgents somehow found effective ways to combat American forces as well as politically outmaneuvering efforts to establish stable regimes, proved this argument wrong.

Plentiful research on tactical and operational innovation from the “bottom up” (or at least from the “middle up”) in counterinsurgencies had been conducted by the European colonial powers in earlier years, inspired by their struggles to combat rebellions in their colonies. Classic books include ones by Trinquier (French, Indochina), Galula (French, Algeria), Kitson (British, Kenya, Malaya, others), and many others.37 But most US professional military educational institutions removed counterinsurgency from the curriculum in the 1970s, after the Vietnam War ended. In the post-9/11 campaigns in Iraq and Afghanistan, the US military again began tapping this colonial literature to revise its strategic doctrine, issuing a new Army/Marine Corps Counterinsurgency Field Manual in 2007. Those conflicts then stimulated a flood of excellent new thinking about the need for innovation and learning at the tactical and operational levels in technologically asymmetrical conflicts.38

Still, whether they focus on top-down or bottom-up processes, today most military innovation studies continue to look one-sidedly at traditional armies, and the power of high-end systems developed in closed processes of military technological innovation.

What has not been adequately accounted for is that we are in an era of open technological revolution, in which remarkably powerful computers and a wide range of related technologies are easily accessible. Although the resulting change in the character of conflict is now coming into focus, it is developing more gradually than that propelled by the shock of a nuclear detonation. We are in a moment of reckoning similar to the one Bernard Brodie woke up to in August 1945, but the dangers are not as apparent. We must engage in a sweeping re-examination of the role and impact of technology in war, and political violence generally. Central to this must be recognition that the nation-state is less capable now of achieving dominant control over lethal technologies, and that although the menace of nuclear obliteration still haunts, a cluster of innovations is providing new capabilities that non-state actors can use to challenge the effectiveness of major power armed forces. We must become more aware of, and focus more on, both the risks and opportunities of these emerging technologies with respect to violence. That requires a course correction to the prevailing understanding of the nature of innovation.

Innovation Is Double-Edged

Today most people use the word “innovation” to refer to new and exciting inventions, whether of technology, products, or services; but innovation was not always seen in a purely favorable light. An innovation is an idea, practice, or technological development that is new to its adopter, but not necessarily better.39 Up to at least the 1930s, innovation was as often considered bad as good. According to Canadian historian Benoît Godin, for centuries being called an “innovator” was an insult. In 1636, the English Puritan Henry Burton actually got his ears chopped off for innovating on church doctrine.40 Even as industrialization arrived, technological innovation was widely seen as a social plague; manufactured products left craft workers behind, and the cultural changes ushered in led to horrible working conditions for many, as well as to loss of heritage, fragmented families, and political revolutions that destabilized governments and killed millions in revolutionary wars.

The current perspective of innovation as being positive derives largely from the work of Austrian-American economist Joseph Schumpeter (1883–1950), who argued in his 1942 book Capitalism, Socialism, and Democracy that technological innovation drives economic progress, causing processes of “creative destruction” that sweep aside dominant players, making room for new ones.41 This roiling process, pairing pain and gain, is the reason capitalist systems ultimately prevail, he argued.42 The outcome of the Second World War, especially the dropping of nuclear bombs on Japan, seemed strong confirmation of that view. The opposite of “innovation” became “stagnation.”43

The study of processes of innovation flourished in the subsequent years, particularly in economics, anthropology, sociology, political science, and history, with each discipline focused on a particular aspect. Economists concentrated on commercial innovation of new products; anthropologists studied processes of cultural change; sociologists investigated how societies evolve; and political scientists mainly studied how organizations innovate, as we have seen. We can draw on some of this work to examine how emerging technologies are likely to be adopted, and adapted, by non-state violent actors in the future.

Lethal individuals and groups who are not members of recognized organizations also use standard processes of technological innovation, yet how they do so has been barely considered by those who study military innovation. Individuals and groups share both their military tactics and technologies with each other in established ways, and have done so for centuries.

The Social Nature of Diffusion

While the study of innovation is about how new technologies are developed, diffusion is the study of how they spread. The touch point for studying diffusion is Everett Rogers’s 1962 book, Diffusion of Innovations, where he defines diffusion as “the process in which an innovation is communicated through certain channels over time among the members of a social system.”44 Rogers is a scholar of communications, which explains his emphasis on that. His work focuses on diffusion of commercial products, laws, regulations, organizations, and ideas—specifically things like snowmobiles, insecticides, contraceptives, teaching practices, medical drugs, and farming practices. Dozens of sociologists, anthropologists, and business scholars have followed him into this field, studying the global diffusion of every imaginable commercial product or government practice from medical drugs to cell phones.45

The narrower study of the diffusion of military innovations was kicked off four decades later, with a focus overwhelmingly on the transfer of military technologies, doctrines, and practices from one state to others.46 European and American scholars considered how other countries were reacting to, assimilating, and exploiting the military technologies, organizations, and doctrines at the heart of Western dominance. Ranging beyond the major powers, they addressed historical adoption of both material technology (“hardware”) and military practices (“software”) by Arab, Israeli, and South Asian states, notably including the eighteenth-century transfer of military drill and firepower from the British East India Company to Indian sepoy armies that had previously been organized around the use of elephants as “weapon systems.”47

A few years later, in 2010, the enormous toll taken by suicide terrorism in the wars in Iraq and Afghanistan prompted analysis of the spread of that tactic, as well.48 Political scientist Michael Horowitz offered an original book, The Diffusion of Military Power, that examined the diffusion of four “major military innovations” including carrier warfare, the nuclear revolution, battle fleet warfare and—most important for our purposes—suicide terrorism. This time the research stretched beyond traditional state-to-state military frameworks to consider the global diffusion of non-state actor technologies and practices. During a period of open technological innovation, it was an important early step in the right direction—as we will further explore in the next chapter.49

Another advance in military diffusion studies with great relevance to how non-state actors will adopt today’s emerging technologies concerns the loss of “first-mover advantage.” As is the case in the commercial sector, in military innovation, technologies have often been co-opted by competitors. In the mid-nineteenth century, French engineers were the first to build a steam-powered warship, an ironclad warship, a mechanically powered submarine, and a steel-hulled warship. Yet, employing Britain’s superior industrial capacity and greater organizational agility, the Admiralty made better use of French inventions and integrated them into their naval strategy. Despite the submarine’s effectiveness in 1917, the Germans neglected U-boats in the interwar years and the Americans moved ahead. In the early development of the airplane the technology evolved so quickly that European competitors often waited until another power had developed a system and committed to producing it first. Competing states could then gather intelligence on that model, make changes (such as mounting more effective machine guns, improving speed or maneuverability), and relatively quickly produce a plane designed to surpass the enemy’s version. The British led in developing the aircraft carrier, yet the Americans and the Japanese fully realized the offensive potential of airpower at sea and surpassed them.50

This research does not emphasize how state militaries might lose first-mover advantage to non-state actors. The focus remains on inter-state competition and the danger of falling behind competitors. A frequently cited example is the ancient Chinese, who invented gunpowder around a.d. 800 and were dynamic military innovators for centuries, using state-of-the-art weapons to sweep through Central Asia, Vietnam, Burma, and Nepal during the Ming and early Qing dynasties (from 1368 to about 1760). The Great Divergence (as the period when the Chinese fell behind Western military developments and prowess is known) was a time when the Qing dynasty faced only small wars and regional disputes. The Chinese successfully suppressed Russian and Mongol threats, but there was no real danger from Western European powers until the late eighteenth century, with the rise of maritime trade. As scholar Tonio Andrade puts it, “Compared to earlier periods in China’s history, this period [1760–1839] was extraordinarily free of warfare. China’s armies atrophied, and military innovation slowed.”51 The Chinese dynastic air of moral and cultural superiority also colored their mindset, arguably similar to European attitudes toward their colonial opponents a century later.52 With all the attention to the development of European armies and the rise of Western dominance, the fact that the Chinese were such innovators, and that the diffusion of technology moved from East to West, was overshadowed.

While these important steps in advancing the study of diffusion of military technology provided a basis for widening the scope to include more attention to non-state actors, they didn’t propel a leap into that terrain. Even Horowitz, whose study of suicide terrorism ventured furthest from Cold War models, wrote that “military power is the measure of how states use organized violence on the battlefield or to coerce enemies.”53 The focus was on arguing that the most effective state adopters of major military innovations are more likely to win the next inter-state war. While important caveats about the fact that command of the most sophisticated and powerful technology does not always lead to victory had been produced, they did not catalyze a sea change in strategic analysis and development.

Despite efforts by social scientists to be objective and scientific, this argument ventures perilously close to the same technological determinism that some military historians have been accused of, because even the “best” technology, meaning the most sophisticated, does not ensure either victory in battle or a viable overall strategy.

Technology Is Not Strategy

More emphasis on the fact that there is no direct line from technological innovation to successful strategy is vital. With an eye trained to that recognition, the wealth of counterexamples is sobering. Take the case of successive efforts to make wars short by delivering a knockout blow to the enemy. In 1861, American inventor Richard Gatling argued that his hand-cranked machine gun would allow Union forces to quickly win the Civil War. A similar logic guided the British, French, and Germans in the use of chemical weapons, including phosgene, chlorine, and mustard gas in World War I.54 In 1917 British staff officer J. F. C. Fuller argued that a system of mobile armored vehicles could overrun German defenses and bring the First World War to a rapid close. In 1942 Arthur “Bomber” Harris assured Winston Churchill that long-range bombers would end World War II by 1944.55 Operation Linebacker during the Vietnam War, a 1972 high-intensity bombing campaign to destroy North Vietnamese infrastructure, did not destroy their will to fight, as President Nixon had initially hoped.56 From 2013, American policymakers argued that armed UAVs (“drones”), along with Special Operations, could destroy al-Qaeda’s leadership and effectively end the war on terrorism.57 Each weapon had an impact, but they were not decisive.

Depending upon what the problem is, technological innovation may or may not solve it. Strategy is the application of means to ends, and technology is only one in an assortment of means states can use to attain political objectives. In many cases, it may not be the most effective one, and technological “solutions” often fail, also sometimes having revenge effects. In 1914–1917, Peter Strasser of the Kaiser’s Navy believed that dropping bombs (essentially hand grenades) from German zeppelins would shock the British and French publics into rapid surrender.58 Instead of cowing British civilians, the effort outraged them and strengthened their resolve. In the next war, Hitler essentially repeated the same logic with the V1 and V2 rockets of the Third Reich, launched against Britain, France, and Belgium in 1944–1945. They killed or injured some 85,000 Londoners but had no discernible effect on the war’s outcome.59 Hitler was looking for a quick technological fix to offset the strategic blunders he had made, and he failed.

Of course, as said, the United States has learned this truth painfully, first in Vietnam and then in the ongoing wars in Iraq and Afghanistan. In Vietnam, the United States had technological superiority, including superior firepower, airpower, and helicopter mobility, but misjudged the war from the start, failing to discern the nationalist motivations of the North Vietnamese as distinct from their Communist ideology, as well as the weakness and corruption of America’s South Vietnamese ally. In Iraq, the toppling of Saddam Hussein with “shock and awe” technology led to sectarian violence and insurgency. In Afghanistan, replacing the Taliban with a centralized nation-state ignored centuries of Afghan history. In both of the latter wars, the most powerful technology has been the IED.60

There is no question that technology can be critical to gaining advantage in wars or even be decisive. The point is that historically this is not always the case and definitely not so for every social or political context. Today we are in an open technological context that makes familiar models obsolete. The disconnect between sound strategy and the effective use of new technology is more obvious than ever.

Historical Context Matters

Without an appreciation of the historical context, we cannot ask the right questions about lethal technologies and their impacts on war. Long before a conflict occurs, changes in political ideas, governance, economic distribution, or speed of communication may affect or even shape who is likely to show up brandishing a new weapon or inventing new ways to kill. Sometimes technology causes social change first, and then affects military-technical innovation; sometimes the process works the other way around.61

One of the most eminent military theorists, Carl von Clausewitz, was keenly aware of the social factors in military outcomes. He attributed Napoleon’s success on the battlefield in the early nineteenth century, for example, as mainly due to the French Revolution having upended the political order and inspired hundreds of thousands of people to follow him into war.62 Having watched Napoleon’s victories unfold from the loser’s side, Clausewitz, in his timeless classic On War, gave no attention to the role of technology, because he thought that technology was virtually irrelevant to Napoleon’s success.63 A warrior who first faced combat at age thirteen, Clausewitz was struck instead by the social and political factors driving Napoleon’s triumphs, particularly the “passions of the people,” which were the engine of the powerful French army. Although Clausewitz was a keen advocate for the Prussian Landwehr, or militia, and strongly supported the introduction of conscription, he knew Prussia could never mobilize the teeming, fervent armies that Napoleon led: Prussia had a smaller population, yes, but also, the king feared popular revolution.64 When Clausewitz wrote, “Wars must vary with the nature of their motives and of the situations which give rise to them,” that is what he meant.65

Given that Americans are among the biggest fans of Clausewitz’s work, it’s somewhat strange that such strong faith in military technology as the decider of future wars persists in the US military establishment, and that they tend to take the social setting out of the equation and decontextualize technology in their own war planning. A lack of emphasis on the risks of diffusion of technologies to the broad public may have been a key driver of the current open technology revolution.

Opening Pandora’s Box

The shift from closed development to an open revolution was spurred by deliberate US government policy, as part of the post–Cold War euphoria about the US-dominated “new world order.” Publicly financed basic and applied research from the 1960s, 1970s, and 1980s drove the technology boom of the 1990s. With federal government support, ARPANET became the Internet. Tax dollars developed the Global Positioning System. The Google founders continued the development of their search engine with funding from a National Science Foundation grant. All of the major components of smartphones derive from US government programs, including the microchips, the touchscreens, and natural language voice activation, such as Apple’s Siri system.66

The flip is most starkly illustrated by comparing the management of the highly secret Manhattan Project, which resulted in the nuclear bomb in 1945, to the current development of machine learning AI technology. Private US companies, foremost Microsoft, IBM, Facebook, Amazon, Apple, and Alphabet (Google’s parent), drive research in the latter. In 2017 alone, these companies booked more than $21 billion in expenses just to acquire AI-related ventures.67 By comparison, the US Defense Department reported that it spent about $7.4 billion in 2017 on AI, big data, and cloud computing combined.68 In 1965, about 75 percent of all US research and development came from the US government, but now it’s more like 20 percent.69 Meanwhile the big technology companies have entirely globalized their operations. “They want to be Switzerland, selling everything to everyone,” as former US secretary of the navy Richard Danzig commented.70 In January 2018, for example, Google announced a new AI institute in Beijing, stating that “science has no borders.”71

There is no question that the United States and its allies must continue to develop high-end weaponry and security technology, and the wealth of research on large-scale military innovation is vital to that project. In the wars in Syria, Iraq, and Afghanistan, as well as in Somalia, Niger, and other conflict zones throughout the world, new systems have afforded important advantages and helped save lives. They have also helped win battles. But, again, they have not won the wars.

As the Information Age barrels along at increasing speed, we are embarking on an era of full automation, autonomy, and, ultimately, artificial intelligence. Yet most analysis of the current and future threats applies concepts developed during the Nuclear Revolution. That is not to argue that history is irrelevant; quite the opposite. The scope of analysis must be further widened, not only beyond formal military organizations but also to earlier periods that were precursors to the current disruptive moment. The next “big thing” in warfare may well be a bunch of little things used in new ways.

To develop an understanding of how the emerging technologies are likely to be harnessed by non-state actors, in the next chapter we’ll uncover a number of patterns in the history of innovation and diffusion of lethal tools and tactics for using them.


CHAPTER 2 The Arsenal for Anarchy: When and How Violent Individuals and Groups Innovate

SEIF ALLAH HAMMAMI, a twenty-nine-year-old Tunisian man, was living in an apartment in Cologne, Germany, with his forty-three-year-old German wife, Yasmin, and their two children in June 2018. The couple had met online and married after Yasmin converted to Islam, and she was pregnant with their third child.1 According to German state prosecutors, Hammami was “deeply connected to the Islamist spectrum.”2 The year before, Hammami had twice attempted to travel to Syria, probably to join the Islamic State; but he was turned back in Turkey. So he sought another path. Islamic State video tutorials posted on the encrypted app Telegram demonstrated exactly how to make and weaponize ricin from shells of castor beans. Ricin poisoning is how the Bulgarian Secret Service assassinated dissident writer Georgi Markov as he waited at a London bus stop in 1978, using an umbrella gun that shot a metal pellet the size of a pinhead into his thigh.3 There is no known antidote.
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FIGURE 2.1 (Clockwise from upper left) Flying DJI Phantom drone. © alpinenature/Shutterstock. A 3D-printed low-speed electric vehicle (LSEV) on display at China 3D-printing Cultural Museum on March 15, 2018 in Shanghai, China. The LSEV electric car was co-produced by Italy-based X Electrical Vehicle, or XEV, and China-based 3D printing materials company Polymaker. All components are 3D-printed, except tires, leather and glass. Photo by VCG/VCG via Getty Images. “Sophia” an artificially intelligent (AI) human-like robot developed by Hong Kong-based humanoid robotics company Hanson Robotics is pictured during the “AI for Good” Global Summit hosted at the International Telecommunication Union (ITU) on June 7, 2017, in Geneva. The meeting aims to provide a neutral platform for government officials, UN agencies, NGOs, industry leaders, and AI experts to discuss the ethical, technical, societal and policy issues related to AI. Credit: FABRICE COFFRINI/AFP/Getty Images. Alfred Nobel, 1885. © The Nobel Foundation.



Hammami ordered a coffee grinder and thousands of castor beans online direct from Amazon Marketplace. He even bought a hamster and started experimenting on the poor creature. Fortunately the British tipped off the Germans about his suspicious online shopping behavior, and concerned neighbors reported his radicalization. Plus, French police had foiled a similar ricin attack a month earlier, in May 2018: two Egyptian brothers in the 18th Arrondissement of Paris had watched the same Telegram video and tried the same thing.4

When police raided Hammami’s apartment, they found 83.3 milligrams of already produced ricin and 3,150 castor beans, a vast increase over any prior terrorist cache. They also found 250 small metal balls, two bottles of acetone nail polish remover, light bulbs, cables, and 250 grams of powder removed from fireworks—all materials useful for a remotely detonated, shrapnel-loaded bomb.5 Hammami had been communicating with Islamic State operatives, and one of Hammami’s cell phones had jihadist propaganda, plus more than 9,000 chat messages, 11,000 contacts, and several bomb-making manuals.6 The attack appeared to be imminent.

What is notable about this case is not the explosives or the ricin-manufacturing attempt: numerous terrorist groups and individuals have tried to weaponize ricin.7 It was even considered for military use in the First World War, either by coating bullets or shooting it in a cloud of dust, except that ricin could not withstand heat, and there was no antidote if one’s own troops accidentally inhaled it.8 What’s new today is fast online commerce and globally accessible video, providing virtually instant access to deadly materials, motivation, and know-how—sometimes even personalized coaching—to virtually anyone interested in smaller-scale or personal attacks. The lethal knowledge that enabled a state-sponsored Bulgarian agent to fire a ricin-laced pellet into a dissident writer has become part of the public domain. In an era of open technological innovation, individual experimentation and surprise outcomes will be the norm.

An Open Technological Revolution

Unlike technologies arising from closed revolutions, those emerging in open revolutions follow commercial patterns, being bought or bartered for by the broad public. They can typically be altered by their users, such as hobbyists customizing their Apple I and II computers in the late 1970s and 1980s.9 Surprise applications often arise, innovated by private individuals or small groups, including lethal ones. They can reshape the “marketplace” of conflict worldwide, causing broad societal effects, more in the manner of the printing press, electricity, or the steam engine, rather than the aircraft carrier, tank, or nuclear weapons.

Open technological revolutions redistribute lethal power, shifting the balance more toward the public vis-à-vis states. This can be good or bad. Private armies, small groups, and individuals gain the ability to carry out new or more destabilizing terrorist attacks or other political violence and that, in turn, forces major powers to react.10 The increase of power in the hands of non-state actors has been quite substantial in the past, particularly, as we’ll see, with the inventions of dynamite and the AK-47, and today’s emerging technologies are allowing non-state actors to become more powerful than they ever have been. They will surely be exploiting this power, just as they have throughout history, and while states can often be deterred from using force, some small groups and individuals are virtually impossible to deter. What’s more, states often consider it in their interests to provide support and safe harbor to terrorist groups and insurgencies.

In the fifty years prior to the shock of the 9/11 attacks, the nature of non-state political violence led to a false impression that these individuals and groups will always be conservative in their use of weaponry and are not innovators. Analysis drawn from the best available incident database shows that more than 88 percent of all terrorist attacks from 1970 to 2015 have used firearms and explosives.11 And the vast majority of insurgent groups have likewise relied only on small arms and explosives.12 The sophisticated orchestration of the 9/11 attacks, using fuel-laden civilian passenger airlines as conventional missiles, led to intense scrutiny of al-Qaeda’s deadly tactics, though no new technology was used.13 But a longer historical view reveals periods of dramatic innovation and rapid adoption of new technologies, followed by intense global diffusion of their use.

To develop an understanding of why periodic bursts of lethal innovation from below occur, with predictive power regarding currently emerging threats, we need to consider their history. We also need to look beyond the history of military innovation to the patterns of adoption of new commercial technologies.

The voluminous body of research on military innovation in weaponry and the tactics for its deployment is of little value in assessing how new twenty-first-century technologies such as the UAV, the autonomous robot, or the 3D printer will be used by malicious non-state actors. And analysis of how state armies adapted to counterinsurgency missions in Vietnam or Malaya, lessons the United States then applied to Iraq and Afghanistan, does not help predict how they will be forced to adapt to technological innovations emerging from Apple, Google, or Facebook, not to mention China’s Alibaba, Baidu, or Tencent.14

Violent non-state actors do not focus on the innovation of major systems or on creating new complex technologies themselves because they don’t have the necessary resources. They also don’t need to. Most achieve their ends by some combination of buying or stealing weapons; gaining financial and logistical help, military training, intelligence, and weapons support from states; using established technologies in new ways, as with the hijacking of airplanes in the 9/11 attacks; or using newly available technologies in surprising ways. Individuals, terrorist groups, and insurgents are opportunistic: they exploit whatever technologies they can get their hands on.

Fortunately, in seeking to discern how various types of violent actors will embrace emerging technologies we can draw on two key frameworks of analysis. One has established a clear pattern in the history of the bursts in their innovation, and the underlying forces driving those bursts. The other has identified the distinguishing features of new commercial sector technologies that are rapidly adopted. The history of new technology adoption by malevolent nonstate actors shows that they are just as eager as any other consumers to buy, build, and use them—they just use them differently.

The Historical Relationship between Political Violence and Technology

Like war, political violence dates to earliest recorded human history. The world’s first documented terrorists were the Jewish Zealots of Judea, who sought to incite a mass uprising against Roman rule. Insurgency as a concept is at least as old as the reign of Roman ruler Augustus (43 b.c. to a.d. 14), with the first known use of the Latin word insurgere, meaning to rise up or be rebellious, appearing in Book 9 of Ovid’s epic poem Metamorphoses (a.d. 8).15 Today an insurgency means a group engaged in a political and military campaign against an established order, using irregular tactics against military forces, and seizing and holding territory.16 Any tourist who has climbed to Israel’s ancient fortress of Masada in the Judean desert knows of the first-century revolts by the Jews against Roman rule; but the Jews also rebelled against the ancient Babylonians (597 b.c.) and the Hellenistic Seleucid Empire (167 b.c.). Historians have documented insurgencies by members of the Persian Empire against Alexander the Great (334–331 b.c.) and by the Egyptians against the Hellenistic Ptolemaic Kingdom (206–186 b.c.).17

The technology employed by the earliest guerrillas, rebels, and insurgents was rudimentary. Ancient terrorism typically relied on knives, swords, or strangulation, though sometimes leaders were poisoned. The Sicarii, a splinter group of the Jewish Zealots, were named for their weapon. “Sicarrii” translates to “dagger men.” They knifed Jewish officials in broad daylight for optimal public notoriety.18 The Muslim Assassins (also known as Ismailis-Nazari, a.d. 1090–1275) also used daggers, seeking both martyrdom and publicity by attacking prominent people in mosques or markets, while scores of people watched.19

Another group, the Hindu Thugs (from the Hindu “thuggee”), operating on the Indian subcontinent for more than 600 years (fourteenth to nineteenth century), killed up to a million people (estimates vary) using only strips of cloth. Thug cult members strangled random travelers in the service of Kali, the goddess of death. Mark Twain familiarized his readers with their bizarre behavior in two chapters of his 1897 travelogue Following the Equator: A Journey around the World, calling them a “bloody terror” and describing the indoctrination and training of new members in their gruesome techniques. “No half-educated strangler could choke a man to death quickly enough to keep him from uttering a sound—a muffled scream, gurgle, gasp, moan, or something of the sort; but the expert’s work was instantaneous: the cloth was whipped around the victim’s neck, there was a sudden twist, and the head fell silently forward, the eyes staring from the sockets; and all was over.”20 Surprise and secret training were the Thugs’ most important weapons.

Terrorists and insurgents have, however, sometimes been quite innovative, whether in their use of existing technologies or seizing on the violent capabilities of new ones. We learn much about the nature of their innovation, and which sorts of it have had the most disruptive impact, by examining the history of terrorism from the late nineteenth century up to today, which I’ll call the modern era of terrorism. Political scientist David C. Rapoport has delineated four overlapping “waves” of activity during this time span, in which violent campaigns of a new kind spiked. Each lasted about a generation (forty years).21 He describes a wave, more specifically, as an international spread of violence in which “similar activities occur in several countries, driven by a common predominant energy that shapes the participating groups’ characteristics and mutual relationships.”22 Two critical factors facilitated each upsurge. First, changing communication and transportation patterns provided new avenues for sharing information and new means of travel. Second, compelling ideologies or doctrines attracted adherents, which were, in order: anarchism, anti-colonialism, Marxism/socialism, and religious fundamentalism. The goal of each wave was revolution, Rapoport argues, having different meanings in different waves, that is, popular suffrage, national self-determination, radically reconstructing authority, and a return to sacred texts as sources of legitimacy.23

The anarchist wave stretched from the 1870s well into the 1900s and was propelled by the ideas of Russian intellectuals, such as Sergei Nechayev, who advocated revolt “by any means necessary,” very much including terrorism, to catalyze popular revolution.24 The wave grew to encompass a wide array of violent groups, including Russian Nihilists; anarchists (Russian, Italian, French, British, American, and many others); Irish nationalists (the Fenians, Clan na Gael); and the Russian group Narodnaya Volya, which assassinated Tsar Alexander II in 1881.25 Bombings were the preferred tactic, although guns and knives were also used. This wave climaxed in the assassination of Archduke Franz Ferdinand and the outbreak of the First World War, though anarchist violence continued, and was even ratcheted up, in some countries through the 1920s and even into the early 1930s.26

The second period was of ethnonationalist-separatist violence, which Rapoport calls the Anti-Colonial wave, stretching from the 1920s to the 1960s. It was initiated at the end of the First World War but gained momentum after the Second World War. A populist push for national self-determination led to the liquidation of European empires. This was by far the most robust wave in terms of its political effects and the numbers of casualties, and many terrorist movements from this time developed into vigorous insurgencies.27 Groups formed during this wave had longer lifespans than most terrorist groups; some transitioned into political parties or founded new regimes. They engaged primarily in bombings, but also hit-and-run attacks with small arms, especially assault rifles. The conflicts that erupted included those in Northern Ireland (PIRA), Cyprus (EOKA), Algeria (FLN), and Palestine/Israel (Irgun).28

The third wave was that of the New Left, driven by Marxist/socialist ideology. It overlapped with the second wave, emerging in the 1960s and lasting into the 1980s. Rapoport characterizes this surge as primarily a reaction to the Vietnam War. The players include the West German Red Army Faction, the Italian Red Brigades, the American Weather Underground, and the Japanese Red Army. Deeply intertwined with the Cold War, these groups saw themselves as advocates for the Third World against the capitalist West, and the Soviet Union offered them ideological support, training, and weapons. Airline hijackings and kidnappings were the chief tactics. State sponsorship of terrorism also peaked during this period, arming and training groups or using them as proxies, including by Iran (Hezbollah, Hamas, Palestine Islamic Jihad, Popular Front for the Liberation of Palestine-General Command), Libya (PLO, Abu Nidal Organization), and North Korea (New People’s Army, Japanese Red Army). After a twenty-year dormancy in the aftermath of the Cold War, state sponsorship, notably by Iran and Russia, is in resurgence now and will likely grow in the future.

The religious fundamentalist wave gained momentum in the 1970s and is still playing out, incorporating Sunni Islamist groups like al-Qaeda, but also the Shi’ite Hezbollah, the Jewish extremist group Kahane Kai, and Japan’s Aum Shinrikyo, among others. They actually represent a return to the first-century “spiritualist” roots of terrorism. The distinctive tactic of this wave is suicide attacks, which also have ancient roots but have been made more lethal due to the use of high explosives.

Rapoport laid out his waves shortly after the 9/11 attacks, and they have held up well under academic scrutiny.29 Scholars debate the exact beginning and end points of each wave, and which groups should be included, and some have proposed adding or subtracting certain waves, such as shoehorning in a German wave between 1920 and 1940.30 But these are largely quibbles, and no other analysis has described broad global patterns of the last two centuries of political violence better.

An examination of the technologies used in each wave, and the tactics for their use, reveals how avidly accessible new lethal inventions are embraced, and also that the more accessible a lethal technology is, the more widespread and disruptive the resulting political violence is.

How Technologies Were Harnessed

The anarchist wave was sparked by Alfred Nobel’s invention of dynamite in 1867. The political arguments that motivated the anarchists were at least seventy years old, but because dynamite was commercially available, and also relatively easy to make, and was the first safe explosive for attackers to make use of, it provided would-be revolutionaries an alluring new means of acting on those long-standing arguments. They conducted shocking attacks that garnered international attention, spread a fascination with anarchism, as well as other revolutionary ideas, and inspired many subsequent attacks. The widely publicized attacks also stirred public horror and beguilement with dynamite itself, a key element in its spread. The first wave, labeled “anarchist” but also incorporating nationalists and social revolutionaries, killed thousands of innocent civilians, assassinated presidents and prime ministers, destabilized governments, and played a role in the coming of the First World War.

The anti-colonialist wave also had major destabilizing effects, and it was also propelled by a newly available and easily obtained technology: the AK-47 assault rifle.31 Like dynamite, the rifle also developed symbolic resonance that helped it spread. Pressures for decolonization had complex roots, including the dashing of colonial people’s expectations of national self-determination after World War I through the Versailles peace settlement. In cynical haggling over the spoils of war, with little or no involvement of indigenous inhabitants, the victorious powers at Versailles transferred German and Ottoman territories into mandates under their own control, including Syria and Lebanon (France), Iraq and parts of Iran (Britain), Rwanda and Burundi (Belgium), and Palestine (Britain).32 Momentum built during the Second World War, with the 1941 Atlantic Charter promising to “respect the right of all peoples to choose the form of government under which they will live.”33 But it was after the war that violence against the regimes surged. It was fueled, in part, by how cheap, easy to operate, and widely distributed the AK-47 was. Invented by Soviet tank commander Mikhail Kalashnikov in 1947, the rifle, officially known as the Avtomat Kalashnikova model 1947, was deliberately disseminated globally by the Soviet Union to Communist allies, proxy clients, and anti-West terrorist groups. So effective was the weapon against state military forces that it was ironically a factor, along with Stinger missiles, in the USSR’s demise in the 1980s. The Afghan Mujahideen used the gun to blistering effect against Soviet troops, bogging them down in a quagmire. The resultant deep economic and political pressures in the USSR ultimately drove Soviet forces out of Afghanistan, one domino in the process of collapse that followed.

With the aid of the rifle, the rate of success in insurgencies increased in the aftermath of the Second World War, going from less than 25 percent between 1775 and 1945, to more than 40 percent from 1945 to the present, according to one researcher.34 (We will examine insurgency success rates in greater depth in chapter 6.) In the same period, the number of member states in the United Nations went from 51 to 193.35 The gun became a powerful symbol for “freedom fighters,” every bit as compelling as dynamite was for the anarchists, and today, some newly independent states, and militant groups within them, still proudly display images of the classic AK-47-shaped weapon on their flags and in political posters.36

In the third wave, terrorists did not make use of an accessible new technology they got their hands on; they harnessed two sustaining commercial technologies hijacked for new uses: television and the airplane. The watershed event was the 1972 Munich Olympics massacre, which demonstrated the powerful potential of international broadcasting to draw attention (some 800 million viewers, more than 1 in 5 people on the planet) and sympathizers to a cause, in that case Palestinian nationalism. Even though the operation was tactically a failure, yielding none of the Palestinians’ ransom demands and resulting in the deaths of all eleven Israeli athletes and five of the eight Black September operatives, the global networked television coverage propelled the PLO to prominence (Figure 2.2) and inspired other aspirational terrorist groups to copy their techniques.37
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FIGURE 2.2 Munich Olympics Hostage Crisis, 1972. Photo by Russell Mcphedran/The Sydney Morning Herald/Fairfax Media via Getty Images.



The third wave’s innovation with airplanes was first the hijacking and then the bombing of commercial planes. Between 1968 and 1972 a range of groups carried out 396 aircraft hijackings, and at the outset, the goal was to draw attention to the cause, not to kill the crew and passengers. The hijackers ordered planes to fly to a particular destination, such as Cuba, or demanded money in exchange for hostages. This changed dramatically during the 1980s, when four horrific attacks on airliners were executed. In 1983, a bomb hidden in the baggage hold blew a hole in Gulf Air Flight #771, killing 107 people. In 1988, a radio cassette player concealing Semtex with a timed detonator destroyed Pan Am 103 over Lockerbie, Scotland, killing 259 people in the plane and 11 on the ground. In 1989, a dynamite bomb detonated by a Sanyo tuner destroyed Air India flight #182, killing 329 people. That same year, a PETN bomb destroyed the French flight UTA #189 (Union de Transports Aeriens), killing 179 people aboard.38 In each of these cases, the device was hidden in an unaccompanied checked suitcase.

While these terrorist activities garnered major worldwide notice, the third wave of terrorism had more limited global effects than the first two, as no regimes were overthrown or new states established as a result. This is in part due to a clampdown on the ability to bring explosives onto planes. The research and development budget of the Federal Aviation Administration for aviation security more than tripled, going from $9.9 million to $30.3 million between 1989 and 1991. In addition to instituting new ways to screen baggage for the nitrogen in high explosives, a key low-tech innovation was baggage reconciliation, meaning that no baggage was allowed to stay on a plane without its accompanying owner also onboard.39 Military and police departments also refined and expanded their ability to rescue hostages, such as Germany’s 1973 establishment of Grenzchutzgruppe 9 (GSG 9), an elite tactical response unit modeled after the British SAS and Israeli special operations.

Another key factor affecting the third wave was incremental professionalization of the media, especially the editorial guidelines and self-restraint major traditional media outlets gradually developed.40 In the United States, where a free press remained sacrosanct, responsible media outlets engaged in varying degrees of self-censorship, becoming more aware of the downsides of completely unfiltered reporting of live acts of violence or detailed after-action reports of government operations and tactics. In most countries, a range of government measures were implemented to deny, delay, or dilute the real-time coverage, sometimes imposed ex post facto—in the form of injunctions on materials deemed deleterious to national security.

In addition, many of the third wave terrorist groups were ideologically aligned with the Soviet Union, China, or Eastern Europe, and supported by them both financially and through the provision of weapons. When the Cold War ended, not only did Marxist ideology lose its luster, but the state sponsors, no longer fighting proxy battles against their ideological enemies, pulled back their support for groups.

The current fourth wave of terror has been characterized by a resurgence of suicide attacks and the harnessing of the propaganda power of social media, a blend of an old tactic made more deadly and a new technology being embraced. Suicide attacks have been documented going back to as early as the first century, and they were by no means confined to the Middle East. During the eighteenth and nineteenth centuries, unsuccessful suicide campaigns against European and American colonial powers were common among Asian Muslim communities of the Indian Ocean region, including the Malabar Coast of southwest India, Aceh on the northwest tip of Sumatra, and Sulu in the southern Philippines.41

The fourth wave has been driven largely by religious fundamentalism, and suicide attacks are made a more viable tactic when such zealotry is involved.42 Due to the new airline security measures, pre-placed explosive attacks involving planes became difficult, if not impossible, but they could be carried out if the operatives boarded planes and then either detonated a bomb while aboard, or commandeered the plane and used it as a weapon.

New digital communications tools were also important to the planning and coordination of the 9/11 attacks, and they have fueled continuing terrorist activity since. The proliferation of suicide bombings by the LTTE (Liberation Tigers of Tamil Eelam, or “Tamil Tigers”), al-Qaeda, ISIS, and many other recent groups (both secular and religious) has been encouraged by the guaranteed widespread publicity via an unprecedentedly globalized new media.

The new digital tools of the Internet and mobile technology have given anyone with connectivity direct access to an audience of potential billions, now including detailed profile information about them. This is the kind of direct marketing that earlier terrorist groups could only fantasize about, and it has enabled a range of actors as disparate as ISIS, the Neo-Nazi National Alliance, and Boko Haram to raise the profiles of their cause, disseminate carefully curated information, attract followers, and mobilize armies. Access to new tools of communication has been a key factor in making this wave so consequential.

How can these insights help us anticipate the nature of the next terrorist wave?43 In assessing this, we have to take a closer look at the adoption of technologies by violent non-state actors, and their innovation with them. We will come away with a core set of criteria for which new technologies are the most likely to be adopted in the future and in what ways.

How Lethal Non-state Actors Innovate

Those who study how non-state actors such as terrorists and insurgents innovate rarely take a broad strategic perspective about long-term trends or patterns.44 Scholars have tended to conduct in-depth case studies of individual groups, conflicts, or campaigns,45 and there has been little tying together of those findings into broad characterizations of how groups adopt technologies and innovate with them.46 The narrow focus has also limited understanding of how the larger global context of sweeping dislocations accompanying the shift from industrial manufacturing to autonomy and robotics are likely to affect their technological choices now and in the future.

Another limiting factor in analyzing the adoption of technology for political violence is that most terrorism scholars don’t focus on the technologies used. Whereas many of those who study the history of military innovation emphasize the hardware, like tanks and battleships, and neglect the software, like military doctrine and organizational learning, terrorism experts do the opposite: they tend to focus primarily on the software—ideologies, group strategies, organizational structures, decision-making processes, and leadership—and very little on the hardware.47

When weaponry is considered, the prevailing argument is that guns and bombs will continue to be the key technologies of terrorism.48 In 1999, distinguished scholar Ariel Merari observed, “At the end of the century, terrorists still use the same weapons that they used in its beginning, namely: pistols, rifles, and improvised explosive devices. This stagnation is astonishing, considering the fact that in the late nineteenth century, Russian terrorists adopted new explosives as soon as they were invented.”49 Even after 9/11, in 2015, terrorism scholar Adam Dolnik wrote, “[W]hen one surveys the list of terrorist operations case by case, very few incidents strike the observer as creative in any way.”50

Yet, as we’ve just seen, some groups have in fact been avid early adopters of new technology, and some have been quite innovative in making use of it. They’ve done so both opportunistically, jumping on the means that become easily available for carrying out more lethal attacks, and defensively, in efforts to evade counterterrorism measures enacted by states. A number of key insights about how they’re likely to innovate will emerge from an examination of the activities of the most creative groups.

We’ll first consider the Provisional Irish Republican Army (PIRA), considered one of the most imaginative revolutionary groups of the twentieth century, emulated by numerous others and responsible for training members of groups as far-flung as the Basque group Euskadi Ta Askatasuna (Basque Homeland and Liberty, or ETA) and the Colombian Fuerzas Armadas Revolucionarieas de Colombia (Revolutionary Armed Forces of Colombia, or FARC).51 During its almost thirty years of operations (1969–1998), the PIRA amassed more than thirty varieties of weapons, including mortars and rockets, Armalite rifles, advanced explosive devices, and military-grade machine guns, notably funded by major contributions from the United States and Libya.52

Two things drove the group’s technological innovation: the high rate of fatality of its members, as they tried to build homemade bombs (in 1973 alone, they lost thirty-two members to premature detonation); and the need to respond to technological countermeasures by the British security forces.53 The first pushed them to refine their explosives expertise and develop more pipelines for finished products; the second drove them to be more creative in designing and adapting their timers and explosive detonating devices.

The group’s ingenuity in obtaining explosives was impressive. In the beginning they stole them from mining or industrial sites and received large quantities of weapons and explosive materials in frequent small shipments from the United States, which were concealed in clever ways.54 Between 1970 and 1975, for example, Irish-American ex-pats skimmed off a large quantity of dynamite from the huge New York City Water Tunnel construction project and shipped it to PIRA.55 The many means they used for smuggling arms and explosives included nestling them in hollowed-out electric transformers, stuffing them in golf bags, and putting them in the coffins of Irish Americans headed back to the old country for burial.56 They also developed their own explosives, building tons of fertilizer bombs for car bombs in small three-person factories. In the 1980s, when Libya shipped the PIRA large quantities of Semtex, the plastic explosive (along with Kalashnikovs and other weapons), the group was able to shift from production of explosives to the refinement of devices.57

The group’s technical ingenuity mainly concerned the detonators and explosive devices it devised, designed to outwit British forces who nipped at their heels in a deadly game of cat-and-mouse. In the beginning, PIRA explosive devices were little more than hand-thrown coffee jars filled with nails and explosives, but those were ineffective, and the hurlers ended up dead or incarcerated. The PIRA soon switched to using long command wires to set off bombs, but the British used chase cars or helicopters to go after the operators. So the PIRA found alternative methods of detonation, using model airplane or toy boat radio transmitters, for example. When the British then jammed those signals, the group switched to the Weather Alert radio frequency—and so on, in a race up and down the electromagnetic spectrum. Then they shifted into direct types of remote detonation, from police anti-speeding radar guns, to garage door openers, to the kinds of mechanical pressure plates later used in IEDs in Iraq and Afghanistan. They also refined the use of delayed timers, including watches, clocks, parking meter timers, and eventually infrared and light-sensor systems.58

The Japanese Aum Shinrikyo was another highly innovative group, and its attacks in the 1990s were an early shift from predominant Cold War patterns. An apocalyptic cult founded in 1984, Aum included some twenty university-trained scientists from Russia (the former Soviet Union) and Japan. Aum Shinrikyo was well funded, with more than $1 billion in its coffers, and it controlled two dozen properties. Their goal was to kill a large number of people using high technology, especially chemical and biological weapons, and they are best known for their 1995 attack on the Tokyo subway with the chemical nerve agent sarin, in which 13 people died and about 6,000 were injured. This attack was the outcome of years of trial and error beginning in 1990, including testing, developing, or using anthrax (B. anthracis), VX nerve gas, chlorine gas, and hydrogen cyanide in very advanced scientific laboratories. Aum developed and used biological weapons, including spraying Clostridium botulinum at two US Naval bases, Narita airport, the Japanese Diet, the Imperial Palace, and the headquarters of a rival religious group.59

The story of Aum Shinrikyo powerfully demonstrates the dangers of allowing a group the freedom to gather resources, build extensive facilities, attract experienced high-level talent, and engage in years of experimentation. Were it not for eventual Japanese police pressure and a good deal of luck, the death toll would likely have been much higher. The only good news from this case is that, even with extraordinary resources, Aum Shinrikyo repeatedly failed, and responsible governments have learned to be more vigilant—although most agree that the risk of biological threats is growing.60 And the immediate post-9/11 anthrax attacks in the United States only strengthened that view.

New communications capabilities have also been crucial to the new lethality of another old tactic, “Fedayeen” or “wolf pack” attacks, meaning commando operations by coordinated small groups against urban civilian targets, involving shooting, bombing, arson, and suicide attacks, often over a series of days. The origins of the approach go back many years. In 1947, for example, well-trained, machine-gun armed operatives from Irgun Zvai Le’Umi (Irgun) engaged and overwhelmed the guards as they deployed a large truck bomb against Goldsmith House, the British officers’ club in Jerusalem, killing seventeen and wounding twenty-seven.61 The 1972 Munich Olympics massacre was a commando operation and multiday urban barricade attack. The 2006 attacks on numerous hotels in the city of Mumbai, India, with operatives arriving by sea and supported in real time by handlers in Pakistan are the newer model, with the innovative elements being the use of cell phones and the simultaneity of attacks in several places throughout the city.

Perhaps the most striking recent case of how innovative lethal non-state groups can be is that of the American experience with insurgents’ use of improvised explosive devices (IEDs) in the wars in Iraq and Afghanistan.62 Between 2001 and 2007, IEDs caused more than 70 percent of all American combat casualties in Iraq and more than half of those in Afghanistan.63 Alarmed by the toll, in 2003, Gen. John Abizaid, head of US Central Command, sent a memo to the secretary of defense calling for a “Manhattan Project–like” effort to reduce the threat.

In response, a small 12-person Army task force on homemade bombs morphed into a very well funded, 1,900-person Joint Improvised Explosive Device Defeat Organization (JIEDDO).64 The US government appropriated more than $21 billion to the anti-IED effort, which included a wide range of countermeasures such as electronic jammers to disrupt detonators, robotic explosive ordnance disposal equipment, 3D cameras to detect disturbed soil, increased armor for vehicles and personnel, airships to observe insurgent activity, and explosives detectors that sent out neutrons to cause explosive substances to emit back gamma rays—among hundreds of other projects.65 The technological IED countermeasures by the British security services against the Provisional IRA come to mind, although the US effort dwarfed that one in its financial heft, the size and remoteness of the territories it covered, and the number of enemies it was trying to counter: at its most active, the PIRA had membership in the low thousands, while insurgents in Afghanistan and Iraq easily numbered in the tens of thousands.66

The outcome reduced risk but there was a huge asymmetry in cost, accompanied by disappointing overall results. IEDs are made from a wide range of materials, from gunpowder to stolen artillery rounds to plastic explosives to fertilizer, so the cost of each device ranges from essentially free to about $300–$400. The cost of various US responses was billions of dollars, and usually the solutions didn’t work for long. The insurgents adapted with low-end, simple innovations that were accessible on the open market.

A few basic examples demonstrate the dynamic. Early in the war, insurgents buried explosives in the road, with hidden pressure plates to set them off when US and allied vehicles drove over them. So the United States and its allies attached long extension arms, like mini steamrollers sticking out in front, to hit the pressure plates at a distance and set off the bombs without harming the passengers. The insurgents estimated the length of the arms, and buried the plates down the road that distance ahead of where the explosives were buried. A similar device called Rhino was a hot metal box hung in front of vehicles to set off roadside bombs that were triggered by infrared heat signatures: insurgents reoriented the aim of the bombs so they still hit the vehicle when they went off.67

The United States threw every possible technology at the IED problem, and the insurgents adapted. A high-powered microwave emitter called Blow Torch was supposed to damage the devices’ electronic circuitry; the insurgents figured out how to shield them. The notorious “Joint IED Neutralizer” (JIN) was a kind of lightning gun on the nose of a truck, meant to use short-pulse lasers to carve conductive channels in the air and zap roadside bombs. Its Mississippi-based maker, Ionatron, got a $30 million contract, and yet the unwieldy thing never worked.68 Hundreds of $25,000 “Fido” machines that were developed by an Oklahoma company were supposed to detect explosives better than a dog’s nose could (when the sensors were heated to 200 degrees Fahrenheit, to find explosives with very low vapor pressures); in the end, actual trained dogs worked out much better.69 At times technology displaced common sense.

When the counter-IED program was launched in 2006, retired Army general Montgomery C. Meigs, who has a PhD in history from the University of Wisconsin–Madison, was put in charge. Meigs, who had been teaching at the Air War College in Montgomery, Alabama, had written a book about World War II’s Battle of the Atlantic, between German U-Boats and the so-called 10th Fleet, the legendary interagency group that stopped them. The success of US anti-submarine warfare depended on brilliant data analysis of attack patterns and the breaking of the German enigma code, which told Americans roughly where the subs were. Technology and science helped the United States defeat the Germans. So a key part of JIEDDO’s initial concept was to crack the nut by using science and data analysis of IED attack patterns.

But this was a completely different challenge. After two years of struggling to neutralize homemade bombs, Gen. Meigs told a reporter from Wired magazine:


[I]t’s much more complicated. You have many more degrees of freedom in the IED problem than you did in the U-Boat problem. There’s a three trillion dollar a year investment in information technology. . . . And our opponents can go to the world marketplace in information technology and get literally for free off of the Internet very robust codes, cryptographic means, instant communications. And they can buy all kinds of things that can be transformed into ways of arming and initiating IEDs. And sensors. It’s all out there. It’s in the marketplace. You couldn’t do that with U-Boats.70



Another key problem with the big-data approach was that soldiers in the field collected IED data inconsistently, so JIEDDO was never able to distinguish the conditions that determined its successes from its failures.71 Unexploded IEDs that Marines or soldiers discovered got plenty of write-ups; when bombs went off, however, the last thing they wanted to do was take out their notebooks.72 In short, the better an explosion worked, the less likely it was to be reported on.

What’s especially discouraging about all this is that it suggests that insurgents are keeping up technologically and perhaps even winning. A rigorous 2018 quantitative study of declassified IED data gathered in Iraq and Afghanistan between 2006 and 2014 provides strong support for that conclusion. It demonstrates that insurgents kept pace with expensive technological countermeasures, showing that IEDs were just as likely to detonate and kill or maim in 2014 as they had been in 2006.73 That is in part due to the sheer numbers of IEDs deployed as the conflicts progressed. The total number of IEDs had increased during that period, from 1,952 in 2006 to 5,616 in 2009 in Afghanistan.74 The role of outside support, especially training, logistics, and supplies from Iran and Pakistan, was also crucial. Still, the effectiveness of IEDs seemed to be increasing.

In short, even in the midst of dramatic technological changes at the high end, insurgents are getting better at innovating low-tech solutions to stymie the most advanced armed forces in the world. Given access to cheap materials and online instructions about exactly how to build bombs, they are dramatically expanding the use of IEDs not only in Afghanistan but also in dozens of other countries, including Colombia, the Democratic Republic of Congo, India, Iraq, Nigeria, Pakistan, Russia, Somalia, Syria, and Thailand, not to mention the United Kingdom, France, and the United States.75 Insurgent adaptation, self-curated global publicity, the sharing of techniques, and the sheer quantity of simple IEDs can change the political dynamic of a conflict and help the underdog succeed, often by waiting out the stronger power and imposing greater costs than it is willing to bear.

A few key points about the nature of technological innovation for purposes of political violence come out of these cases. One is the powerful role of accessible new communications capabilities. For most of history, insurgents and terrorists tended not to learn about each other, either because there were no global communications or because the government had the upper hand and controlled the means of communication. Manuals by revolutionary leaders began to emerge in the nineteenth century, when leaders were more likely to be literate and to gain access to a printing press.76 In the twentieth century, it became common for groups to share books of advice about revolutionary tactics, from Mao’s Little Red Book to Ernesto “Che” Guevara’s Guerrilla Warfare to North Vietnamese general Vo Nguyen Giap’s How We Won the War. Smartphones and social media technology have provided communications capabilities on an entirely new level. Violent groups and individuals have already harnessed them in many ways in addition to using them to coordinate attacks. They’re targeting certain profiles of individuals to recruit, sharing or mischaracterizing enemy actions, and live-streaming choreographed attacks, with direct global reach. They will surely continue to innovate with these tools and with any new communications tools that become widely available.

A special point to make about how communications technology has and will continue to spread violence concerns the phenomenon of “contagion.”77 Regarding political violence, this is the tendency of well-publicized crimes (mass murders, assassinations, bomb threats) to trigger copycat activities, especially when the crime was thought to be “successful” in some way.78 Contagion has also been documented regarding suicides, especially highly publicized ones, such as that of Marilyn Monroe. This pattern became known as the “Werther Effect,” after the protagonist in Goethe’s 1774 novel The Sorrows of the Young Werther who shoots himself at the end. In the late eighteenth century, the author was widely condemned, because many feared that the book’s publication would set off a wave of suicides, and a number of people did kill themselves as a result.79

As the effect pertains to political violence, it was beginning in the 1970s that researchers noticed an increase in violent crime following well-publicized assassinations (such as the 1963 killing of John F. Kennedy) and murders in the United States.80 Other research found that widely publicized bombings and kidnappings inspired copycat attacks.81 Careful analysis of aircraft hijackings between 1968 and 1972 also demonstrated a clear relationship between successful (but not unsuccessful) aircraft hijackings in the United States.82

A key example was the 1970 hijacking by the Popular Front for the Liberation of Palestine (PFLP) of three planes (one American, one Swiss, and one British) with more than 300 hostages to a former British airstrip near Amman, Jordan, Dawson’s Field. (A fourth plane, an American Boeing 747, landed in Cairo, Egypt.) Expecting a commando raid, the PFLP disembarked the hostages and blew up the empty planes on the tarmac, a spectacle carefully choreographed for the news media. Shortly thereafter, the hijackers’ demands for the release of Leila Khaled and six other PFLP members from prison were met. A sharp spike in hijackings for ransom followed, both internationally and in the United States, including a September 1971 hijacking to gain the release of several Black Panther prisoners, as well as at least twelve hijackings for money. In 1972, the total number of aircraft hijacking attempts of foreign-boarded planes (as opposed to those boarded in the United States) peaked at more than sixty.83 Researchers found that the best predictor for a hijacking was a prior hijacking, well publicized and broadly perceived to be successful.84

That kind of contagion seems to be resurging today. The journalistic practices of ethical self-restraint that responsible newspaper and television organizations developed in the late twentieth century have lost ground in the past decade, especially because of the rise of social media. Barriers to entry are virtually nonexistent; almost everything can be photographed or videoed on a smartphone, then captured on servers and web pages out of the reach of most governments—or, for that matter, of responsible editors. With truly globalized media and social media, millions of individuals instantly know about both the means and the ends of lethal technologies.

A second key insight from the cases of terrorist innovation we’ve looked at is that while many factors may be involved in spurring individuals to move from sympathy with violent ideologies/perspectives to actually participating in violence, an absolutely decisive one is access to the means. Focusing on radicalization processes can provide insight into motivations; but the question of whether or not someone acts depends on whether or not he or she has the means to act. Accessibility will make new technologies much more disruptive. Dynamite and the AK-47 were both easily obtained; airliners have been quite successfully placed off limits. Accessibility to newly emerging technologies must be a major concern. Whereas during the last century, most concern about advanced technologies, like nuclear, biological, and chemical weapons, getting into the hands of nefarious actors focused on the problem of “dual use”—meaning that they were of use in both military and civilian contexts, and the civilian uses might make them accessible to the public—we’ve gone way beyond dual use now. But just as concern about “proliferation” (implying a transfer from states to other states or non-state actors) should be replaced by consideration of “diffusion” (meaning a global spread unconstrained by the types of actors involved), “dual use” has been made obsolete by “multi-use.”

As I mentioned in the Introduction, today’s new and emerging technologies are useful to four categories of users: the professional, the prosumer (professional consumer or “pro-sumer”), the amateur (or hobbyist), and the consumer. Of these four, the concept of “prosumer” is particularly important but it is not new: it originated in Alvin Toffler’s 1980 book, The Third Wave. It defines someone who blurs the distinction between “consumer” and “producer.” Prosumers use accessible current technologies to produce innovative new technologies that combine them in new ways.

Our current era is characterized by clusters of technologies that are perfectly suited to this. For example, in the field of biology, gene editing, automation, and cloud-computing are all intersecting to make tools like CRISPR/Cas9 accessible to the public, and at low cost. Already companies produce very simplified kits that use the enzyme Cas9, which can edit, add or delete DNA sequences, and sell them for use in homes or even middle school classrooms at about $150 a kit.85 We must take seriously the risk of terrorists, or simply unethical individuals, using more advanced versions of this technology to alter genetic code in ways that could be horrifying.86

Another key insight regarding past terrorist and insurgent innovation is that we should not underestimate the willingness of violent players to learn about even quite sophisticated technology, enough to be able to use it for their own purposes, as with the PIRA and its inventive detonators or Aum Shinrikyo and its chemical and biological experimentation. Key factors are whether groups have access to, or the ability to develop, the necessary training and expertise, along with the time and space in which to tinker with new technologies. But we can no longer rely upon the sophisticated know-how that building mass lethal weapons during the nuclear era required. There are few barriers to entry. The dedicated prosumer today is operating on advanced technological platforms, such as computers and gene-editing kits, that they may not even understand nor do they need to: their tools are developed by others and specifically designed to facilitate innovation.

Along with new aspects of non-state actor innovation, we must anticipate that violent actors will keep innovating in response to our efforts to crack down on them, just as the PIRA and insurgents in Iraq and Afghanistan have done. Comparatively low-tech countermeasures to high-tech innovations can be remarkably effective because, especially in democracies, the question of effectiveness is not just whether cutting-edge technology trumps jury-rigged explosives, not just who is spending the most money on defenses and who is broke, but also how the political dynamic of the contest unfolds before the public.

Everett Rogers’s Theory of Commercial Diffusion Revisited

To take a systematic approach to assessing whether emerging technologies will be used for political violence, by whom, and in what possible ways, we can apply the lessons from Everett Rogers’s theory of diffusion of commercial products. Recall that Rogers defined diffusion as “the process by which an innovation is communicated through certain channels over time among the members of a social system.”87

Through all of his study of commercial products and ideas, from cellular telephones to nitrogen soils tests for farmers, Rogers identified five key characteristics of innovations that determine how widely and quickly they diffuse: First, relative advantage, meaning the degree to which the innovation is better than what it replaces, especially lower cost and higher social status. Second, compatibility, meaning its alignment with values, needs, and past experiences. Third, complexity: the simpler an innovation is to use, the more likely it will be adopted. Fourth, trialability, or the degree to which an innovation can be tried out and experimented on. And fifth, observability, or the degree to which the innovation is visible to others.88 The more of these criteria any given potentially lethal technological innovation meets, the more disruptive it is likely to be.

Rogers did not include a single lethal innovation in his analysis. In the following chapters, we will apply it to a wide range of them, from the relatively rudimentary dynamite and AK-47, to the most sophisticated of today’s emerging technologies, such as autonomous robotics and quantum computing.89

Before turning to that, there is one last important point to make about the adoption of innovations: they are frequently employed for unexpected purposes. In his Pulitzer Prize–winning book, Guns, Germs, and Steel, Jared Diamond examines an enormous range of inventions and shows that many inventors have not initially identified the use their creation is ultimately put to, often attempting to spur its adoption for a range of uses before it catches on for some other purpose. Many inventors are driven by a love of tinkering, or progress, or curiosity, and then have to figure out a use for their devices afterwards—or, even more commonly, other people figure it out. “It may come as a surprise,” he writes, “to learn that these inventions in search of a use include most of the major technical breakthroughs of modern times, ranging from the airplane and automobile, through the internal combustion engine and electric light bulb, to the phonograph and transistor.”90

One of Diamond’s examples is that Thomas Edison envisioned the phonograph as a high-minded tool to preserve the last words of the dying, teach the alphabet, record books for the blind, take office dictation—not do something as frivolous as play music. When phonographs were installed in jukeboxes, Edison was initially offended (until he sold so many that he began to get rich). Or consider the first petroleum gas engine. Built by Nikolaus Otto in 1866, it was a seven-foot-tall curiosity, vastly inferior to horses, very heavy, and apparently useless. It took decades before Gottfried Daimler thought to put a gasoline engine on a bicycle (or motorcycle, 1885), and then Benz built the first gasoline-powered automobile (1886). In short, a new “thing” often appears first, and then its uses emerge more gradually, usually helped along by many hands. “Thus, invention is often the mother of necessity, rather than vice versa,” writes Diamond.91 Today’s inventions, from self-driving cars to the iPhone, will be used for different purposes from those their inventors envisioned.92

As we’ll see in chapter 3, Alfred Nobel was another inventor living at a time of open innovation who created a wonderful new product, dynamite, but failed to anticipate how it would be used for political violence. Why did anarchists mainly adopt dynamite instead of better explosives, like blasting gelatin, cordite, or ballistite? Why did groups prefer the AK-47 instead of the M-14 or M-16 rifles, which were technologically superior? Why, despite the hype in the early 2000s, did “cyber-terrorism” fail to materialize while non-state actors used digital technologies in more effective ways instead? The answers involved a combination of the nature of the technologies and the nature of human beings and our societies. We’ll go in pursuit of them in the remainder of the book.


PART II History


CHAPTER 3 Dynamite and the Birth of Modern Terrorism

THE DEADLIEST ACT of terrorism on US soil before the Oklahoma City bombing of 1995 was the 16 September 1920 anarchist bombing of the Morgan Bank at 23 Wall Street, which, as it happens, is less than half a mile from the World Trade Center, attacked eighty-one years later. The bomber, Mario Buda, parked a red horse-drawn wagon opposite the bank, at the corner of Wall and Broad Streets. The wagon was packed with dynamite nestled under a pile of cast-iron window sash weights. Used in the pulley system for double-hung window frames, these weights were shaped like candles, and they functioned as bullet-like projectiles.1 The explosion killed 40 people and seriously injured more than 200 bystanders on the streets, mainly messengers, clerks, stenographers, and drivers, but also including four teenagers and five women.2 J. P. Morgan’s son Junius was among the injured, and his chief clerk, Thomas Joyed, was killed. The power of the detonation left a scene of horror (Figure 3.1). The head of one of the women killed was found stuck to a wall, her hat still in place. The hooves of the horse pulling the wagon were propelled blocks away in four directions. This early “truck bomb” (or “Vehicle-Borne IED” today) caused $2 million in damage. Sharp-eyed New York City tourists can still see pockmarks on the granite façade of the iconic corner building.3
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FIGURE 3.1 Aftermath of the 1920 dynamite explosion on Wall Street, New York. Everett Collection Inc/Alamy Stock Photo.



This was just one attack of many perpetrated in a global terrorist movement that was propelled by the invention of dynamite. The violence gripped the world for more than fifty years, from 1867 to 1934. Alfred Nobel had not anticipated the outbreak of violence his invention spurred. His intention in creating dynamite was to correct for the drawbacks of gunpowder, serving the need of the mining and construction industries for a better explosive. In that, he succeeded brilliantly. Dynamite facilitated enormous infrastructure projects during the Second Industrial Revolution, which erected the skeleton of the world we know today. It cut the pathways for the rail lines and tunnels that carried the goods that fueled the economic boom.

But its explosive power also captured the imagination of small groups and individuals who were inspired to violence as much by the accessibility of such an effective, affordable, and attention-grabbing means of carrying out attacks as by other deeply analyzed sources of the contagion. Dramatic and widespread economic and social changes caused by the expansion of manufacturing, such as job instability and miserable labor conditions, provided a fertile context for violent protest. The leadership of fiery revolutionary leaders stirred support and was a necessary factor. But these were not sufficient to propel the activity. Great economic inequality and appalling factory conditions predated the onset of attacks by decades, and revolutionary ideologies had also been espoused for many years without triggering widespread violence. Dynamite sparked action because it provided the perfect means.

Attacks were carried out in every major country, and the magnitude of the political and social effects of the wave of violence is difficult to appreciate today. It’s a forgotten first outbreak of modern terrorism, remembered more for ideological fervor than for technological adaptation. Much of the story has been forgotten, overshadowed or reinterpreted in light of subsequent events, especially the devastating world wars and the Cold War that followed. A close examination of the course of events reveals that non-state terrorist violence was a precursor to, a catalyst even, of those conflicts: a destabilizing threat that roiled nations at a time of unsettling social, economic, and political transition in some ways comparable to our own. While there are surely differences between the late nineteenth century and today, commonalities include rapid changes in the economy and society brought by industrialization, dislocation of workers, growing income inequality, intensifying nationalism, and fast-paced globalization of both communication and trade.

The story of dynamite’s diffusion tells us much about the nature of violent movements and about the sorts of threats we can expect to face from the new breed of democratized technologies. In particular, the story helps anticipate which of them will be most readily utilized for terrorism. More advanced and efficient explosives introduced during the time dynamite became available, such as guncotton, ballistite, cordite, and gelignite, were not as widely adopted by attackers. Their use was largely contained in one region or confined to specialized industries or military arsenals. So, we’ll follow the dynamite! We’ll examine what characteristics of dynamite influenced its rapid global diffusion, and why it diffused globally while those other new explosives did not.

To appreciate dynamite’s transfixing allure, however, we must begin with a consideration of the forebear of all explosives, gunpowder.

The Advent of Gunpowder

Also known as black powder, gunpowder was massively disruptive. In making knights and knaves equally vulnerable on the battlefield, it undercut the power of landholding nobility and was critical to ending feudalism. It also gradually drove the professionalization of state armies and the consolidation of European state power in the modern era. The story begins more than a millennium ago.

The Chinese invented gunpowder during the Tang dynasty, in the ninth century, and devoted it to military purposes from the beginning. The basic formula was charcoal combined with sulfur and potassium nitrate, commonly referred to as saltpeter. It was called “fire drug,” initially used in a weak formulation that powered incendiary bombs, and was also used in noisemakers to frighten the enemy. The Chinese kept refining it, increasing the proportion of saltpeter to make it more deadly, and during the thirteenth and fourteenth centuries, they devised increasingly large artillery weapons that utilized large quantities of gunpowder, with names like “Dropping from Heaven Bomb,” “Match for Ten Thousand Enemies Bomb,” and “Bandit-Burning Vision-Confusing Magic Fire-Ball.” They also built rockets, which were long tubes containing gunpowder. The powder was packed into a hole in the middle, so that when it was ignited, gases could build up, shoot out the back, and propel the rocket upwards. Rocket-launching hand tubes and primitive guns followed. Cannons that shot two-inch balls or lead pellets joined the arsenal during the Ming dynasty, in 1412.4

Most Western accounts credit Oxford academic Roger Bacon with the transmission of the formula to Europe in the thirteenth century. The true story is more complex, with likely transmission by the Arabs, who learned about saltpeter, which they called “Chinese snow,” around 1240. But Bacon was the first European to refer specifically to gunpowder and suggest its potential in weaponry, in a work he scribed in 1267 summarizing knowledge of the natural universe for Pope Clement IV.5 The science of physics outpaced chemistry after that, with the creation of ingenious machines such as catapults and pulleys for use in siege warfare, while the formula for gunpowder changed very little. It took a century for Europeans to employ gunpowder as a propellant in weapons, and even then, because the weapons were unreliable, they were used alongside traditional arms, such as the longbow, crossbow, pike, and poleax. The effective employment of gunpowder in European warfare evolved gradually, over hundreds of years.

In the fifteenth and sixteenth centuries, European armies adopted primitive gunpowder bombs that were simple hollow metal containers with a wick, weighing some three or more pounds each. They came to be called grenades, and men chosen for their height and throwing strength were formed into elite groups of infantrymen called “grenadiers.” The earliest references to these soldiers are from Austria and Spain, and the word “grenade” comes from the Spanish word “granado,” which means pomegranate—about the size and shape of the earliest grenades. By the late seventeenth century most European armies deployed specialized companies of grenadiers, but grenades proved to be unreliable weapons in the more dynamic types of warfare that evolved, better suited to a siege than to battle between armies on the field. Grenades blew up unpredictably, were difficult to deliver effectively by hand, and tended to be more dangerous to the thrower than to the target. So while regiments of grenadiers were retained, gunpowder grenades were abandoned in the mid-eighteenth century.6

A more successful early use of gunpowder in warfare was as the propellant in cannons. The first version of a cannon was probably the Arabian madfaa, built in the fourteenth century, a deep wooden bowl that held gunpowder and a ball balanced on the top that “popped off” when the gunpowder exploded.7 Smaller cast-iron or bronze cannons soon replaced it, used by the British and French during the Hundred Years’ War (1339–1453). Adopted quickly throughout Europe, the cannon’s bombardments spelled the end of the fortified medieval castle, whose high walls ironically increased their vulnerability by offering easy targets. The cannon dramatically shifted advantage in battle from defense to offense, with the watershed event being the devastating siege and sacking of Constantinople by the Ottomans in the mid-fifteenth century, widely considered to mark the end of the European Middle Ages.

Gunpowder was rapidly adopted for use in other forms of artillery as well as in firearms, which called for increasingly professionalized armies trained to deploy them. Diffusion was limited, for the most part, to these forces as the powder and weaponry were expensive and difficult to manufacture, maintain, and operate. Over subsequent centuries, control of these arms by princes and then kings fueled the consolidation of power into what eventually became the modern Western nation-state.

Early Explosive Violence from Below

Hiccups occurred, however, along the way in this centralization of power. Among them was the Gunpowder Plot of 1605, an infamous attempt by Catholic conspirators to overturn the Protestant government of England by blowing up the Parliament building and killing King James I. Gunpowder bombs were difficult to ignite and had to be large to have effect. Guy Fawkes was part of a group of thirteen collaborators who dragged thirty-six 100-pound barrels of gunpowder into a cellar under the House of Lords, directly below where King James was to preside over the opening of Parliament. Regicide was hardly a novel concept, but the notion of sparking a revolution without mobilizing an army—by simply blowing up the leaders of the government—seized the imagination of the English public, despite the fact that the plot failed.

While not the leader of the group, Fawkes had military experience and knew how to acquire and ignite gunpowder, making him the linchpin of the plot. The English government theoretically had a monopoly on gunpowder production, and laws controlled it, but every soldier, militia member, and merchant vessel had it, and in the dozens of powder mills around London storage was lax. In addition, a recent peace treaty with Spain had led to a glut of stores, and as the powder’s firepower deteriorated over time, sellers turned to a thriving black market, making ample amounts readily accessible to the plotters.8 Due to a letter anonymously sent to a Member of Parliament revealing the plot, Fawkes was captured in the cellar in the morning of 5 November 1605, just a few hours before the explosion would have occurred. He was tortured, and then hanged, drawn, and quartered, as were his co-conspirators. Fawkes became a symbol of Catholic extremism and an icon of rebellion against state power, and the plot foreshadowed the rise of modern terrorism more than 250 years later.9

While gunpowder transformed warfare, it was not well suited to attacks by individuals or small groups. It was unwieldy, difficult to ignite, and of variable strength. Targeting explosions precisely was impractical.10 A notorious case in point is the attempted assassination of Napoleon Bonaparte on Christmas Eve in 1800. A horse-drawn carriage laden with gunpowder-filled barrels blew up just after he passed it on the way to the opera. That gunpowder was of poor quality and blew up late. The explosion was powerful, however, wounding or killing some thirty-five or forty Parisian bystanders.11 These included the fourteen-year-old Marianne Peusol, whose mother sold vegetables and baked goods nearby. The perpetrators paid Marianne to hold the bridle of the carthorse while they lit the fuse and then ran away. The attempt backfired. Poor Marianne’s coldly calculated demise, and that of the unlucky waiters, bakers, and shopkeepers who died with her, pushed those on the fence about support of Napoleon further toward sympathy with him.

In subsequent decades, numerous inventors tried to make gunpowder less volatile and more accessible for widespread use, but the devices they designed were still bulky, heavy, and unreliable. One of these inventors was Italian nationalist Felice Orsini, whose “Orsini bomb” was a spherical grenade-like steel ball filled with four pounds of gunpowder, studded by a series of “horns,” which were percussion caps containing fulminate of mercury. The device looked vaguely like a porcupine. Orsini used the bomb in a spectacular 1858 attempt to kill French Emperor Napoleon III in Paris. The target escaped; but the attack killed eight and wounded more than 140 other bystanders, and the widely publicized episode both heightened public interest in explosives and increased Napoleon III’s popularity.

Gunpowder Helps Build the Modern World

Gunpowder was used more effectively in great infrastructure projects that furthered the consolidation of modern state power, especially in building canals and railways. First used in mines in 1627, gunpowder was for hundreds of years the only means apart from manual labor and horsepower of excavating solid rock.12 It helped dig canals during the seventeenth to the nineteenth centuries, starting with the Languedoc Canal across southwest France, finished in 1681. By the nineteenth century, building railroads was a top priority in every industrializing country, and gunpowder facilitated faster construction. Building rail lines was painstaking work, especially in challenging terrain, and the ability to blast through rock not only sped up the process but provided gravel for ballast on the railroad beds and boulders for building retaining walls along tracks, as well as opening up mines for iron ore and other metals for spikes, bolts, rails, cars, steam engines, and bridges.

With rapid expansion of lines, railroads connected shipping lanes in vast transportation networks linking buyers and sellers initially across states and then whole continents—not to mention connecting armies and battlefields.13 By 1850 almost 6,700 miles of track had been laid in Britain. The United States reached 9,000 miles the same year.14 Ten years later, in 1860, that number had more than tripled, and at the start of the American Civil War the following year, the country boasted 30,000 miles of track, greater than the rest of the world combined, with most of it controlled by the North.15

Railroads were essential to the logistics of the war, the first large-scale conflict in which their value was showcased. They magnified the impact of the North’s stronger industrial base, allowing faster troop movement as well as resupply, and greatly expanding the strategic and operational reach of the Union army. Indeed, a large number of battles were fought over control of railroads and railheads, notably the First and Second Battles of Bull Run and the Battle of Vicksburg. Sherman’s March to Atlanta, hub of Confederate rail traffic in the South, was aimed largely at tearing up railroad tracks all along the way.16

Even before the war’s end, construction of the Transcontinental Railroad commenced. Beginning in 1863, veteran officers from the US Army Corps of Engineers supervised the work, overseeing former soldiers, Irish immigrants, and Chinese laborers, who did virtually all of the work by hand, using pickaxes, hammers, and crowbars. Dirt and rock were carried away in baskets by hand and on mule carts. Irishmen were drawn mainly from the overcrowded cities of the Eastern seaboard, while Chinese laborers were brought in from the West Coast by the Central Pacific railroad. They faced the grueling challenge of leveling beds spanning 1,912 miles, including through prodigious mountain ranges such as the Rocky Mountains and the Sierra Nevada. The pace of progress was excruciating and the human toll immense, with hundreds of workers dying in avalanches, rockslides, falls, explosions, and other accidents.17

Gunpowder was responsible for many of the deaths. It was hardly ideal for the job. As what’s called a low explosive, gunpowder deflagrates rather than detonating, meaning that its explosion creates shockwaves that travel at only hundreds of meters per second (m/s) by comparison to many thousands of meters per second for high explosives. Remember, gunpowder does not have to shatter someone to harm him. It’s a different story when digging mines or tunnels. With very little brisance, or shattering power, gunpowder couldn’t pulverize a boulder on its own, and it was used as a propellant to push energy into rock to split it. Workers had to hand-drill boreholes into solid granite, for example, put the gunpowder in the hole, tamp it in to keep the energy from escaping—sometimes with clay or sand on top to concentrate the explosion—and light a fuse.18 If the powder was not well tamped it would sometimes shoot back out of the boreholes at the workers. When it did work, it tended to break off huge chunks of rock that had to be broken up with a sledgehammer.19 While much faster than hand-splitting, the excavation work moved forward less than a foot a day, and it could only proceed when it was not raining, snowing, or overly humid, as gunpowder was useless when wet. Hence the phrase “Keep your powder dry.”20

Where gunpowder was more efficient was for explosions in small, enclosed spaces, such as a gun barrel. But even then it was filthy and produced an enormous cloud of smoke that wafted into soldiers’ faces, making it impossible to see—leading to the phrase “fog of war”—not to mention disclosing soldiers’ locations to the enemy. It also dirtied the bores of guns, so that they had to be cleaned frequently lest they clog or jam, and it was hard to store and fired irregularly.21 The saltpeter that accounted for gunpowder’s explosive power was also in short supply, so that all of the colonial powers suffered from shortages, which drove Dutch, English, French, Danish, Swedish, and Austrian competition for saltpeter in East India from the seventeenth to the nineteenth centuries.22 For both construction and military purposes, a new explosive was badly needed.

Invented in 1866, dynamite was the first widely accessible, commoditized, inexpensive, and portable high explosive. Compared to gunpowder, dynamite was more concentrated, reliable, and powerful, and was very easy and safe to use. It was immediately embraced by the construction and mining industries.

Alfred Nobel’s Vision

One of the primary uses of gunpowder was mining iron ore, for which there was a limitless hunger as industrialization sped forward. As with rail construction, it was a dangerous tool for the job, killing thousands of miners in badly controlled explosions or by poisoning them in its toxic gaseous clouds. Dynamite was designed primarily to replace it.

Alfred Nobel was an eccentric Swedish inventor, determined not only to solve the problem of mining deaths, but to save his family from financial ruin.23 Born in 1833 to Immanuel Nobel and Andriette Ahlsell Nobel in Stockholm, Sweden, Alfred made an inauspicious start in life, arriving just as his father declared bankruptcy. His mother Andriette bore eight children, only three of whom survived beyond age twenty-one. Throughout Alfred’s youth, the family barely eked out a living and Alfred often went hungry. This likely fueled his passion for wealth, but he was also driven by a love of invention inherited from his father. Alfred’s father, Immanuel, went to work developing weapons for the tsar in 1837. Four years later, when Alfred was nine, Immanuel moved the family to St. Petersburg, where he designed the first effective sea mines, filled with gunpowder. The Russians used them during the Crimean War of 1853–1856 to keep the British at bay. When Alfred came of age, he took up study at the Technical Institute in St. Petersburg (Figure 3.2).
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FIGURE 3.2 Picture of young Alfred Nobel. Album/Alamy Stock Photo.



The third of four sons, Alfred was a pensive and sickly child. As an adult he complained of migraines, rheumatism, and poor digestion, and throughout his life he walked with a stoop. He called himself a “misanthrope” and shunned publicity. In his older years he declined to have a ship christened Alfred Nobel in his honor, remarking drily, “[I]t would seem like bad luck to christen her after an old wreck.”24 But he had a lively mind and excelled in academics, especially chemistry. Never marrying, he devoted his life entirely to his twin passions of invention and entrepreneurship. Receiving his first patent at age thirty, he made his greatest scientific and industrial contributions before reaching forty.

His particular fixation was with creating an explosive that was powerful and effective, yet practical and accessible for mining and construction workers’ use. Like most great inventers, he did not start completely from scratch, but he managed to overcome obstacles that had stymied his predecessors. Those included Nikolai Zinin, a Russian professor of chemistry who was one of Nobel’s teachers in St. Petersburg, as well as three prominent French chemists and another Swede. Nobel was also influenced by the work of Ascanio Sobrero, a professor at the University of Turin. In 1846 he had combined glycerin (used for soap), nitric acid, and sulfuric acid, creating a yellow oil he called “pyroglycerine,” and later “nitroglycerine.” But Sobrero missed the potential of the discovery, finding the mixture unstable and with too violent a blasting effect to be practical. Indeed, while he was conducting an experiment, a test tube exploded, badly scarring Sobrero’s face. Fed up with the dangerous brew, the professor published the details of the work and abandoned it.

Despite much effort, no one could figure out how to stabilize nitroglycerine for use in explosives. In 1858 it began to be used instead as medicine for headaches and toothaches, eventually becoming an effective treatment for angina pectoris (heart pain).

Some fifteen years after Sobrero’s efforts, Nobel took up the research and sought a way to release the explosive energy in nitroglycerine in a more controlled manner. Nobel had met Sobrero and learned of his nitroglycerine experiments in the late 1850s, when they both worked at the Paris laboratory of their mutual mentor, well-known chemist Thomas J Pelouze.25 Unlike the professor, Nobel was willing or desperate enough to take enormous risks. The key was not to rely on a fuse, he realized, but to use a small amount of gunpowder to detonate the liquid—one explosive setting off another. He first succeeded with this method of detonation in 1860, and he patented “blasting oil” in 1863.26

Returning from St. Petersburg to Stockholm, with a cobbled-together combination of loans and small grants the Nobel family rented part of a run-down estate called Heleneborg, with a backyard shed that Alfred fashioned into a laboratory to manufacture nitroglycerine oil. The family was to learn tragically about the risks. In September 1864 an explosion at the laboratory killed Alfred’s youngest brother, Emil, and five other people. For the remainder of his life, Alfred never spoke of the incident, and the trauma of this event may help explain why Alfred was a loner.27 He was undeterred, however, in his experimentation, desperately needing money to support his parents.

Stockholm soon passed a law forbidding experiments with explosives within the city limits, so Alfred moved his laboratory onto a barge and did his experimenting in the middle of Lake Mälaren. Pressing forward with production, he sold “Nobel’s Patented Explosive Oil” at 2.5 Swedish crowns (or about $0.50) per pound.28

Nitroglycerine is a high explosive that detonates with blast wave speeds of 7,000 or 8,000 m/s—thus, some twelve times faster than gunpowder. But it remained highly volatile and difficult to transport, especially if it got too hot or too cold. Even if it arrived safely, it was unreliable. Sometimes it did not explode at all, burning like black pitch, fizzling out. The oil also tended to ferment and leak when it was stored, becoming even more unstable, dangerous, and unpredictable over time.

The danger of nitroglycerine was well understood, but the need for a more effective explosive was so great that Nobel’s shaky startup took off anyway. Over the next few years, he established nitroglycerine factories in Winter Bay, Sweden, and on the shores of the Elbe River near Hamburg, Germany. This German plant, the Krummel works, had to be rebuilt twice, first after an explosion in 1866 (of nitroglycerine) and another in 1870 (of dynamite).29

Nobel traveled all over the world to market and sell his blasting oil. Hearing of the power of the explosive—and equally horrified and tantalized by the publicized family tragedy—mining companies soon placed large orders. Many deadly accidents ensued. On one occasion, the Central Pacific Railroad ordered three crates of nitroglycerine, and one of the crates exploded, destroying the Wells Fargo office in San Francisco and killing fifteen people.30 On another occasion, a German guest staying in a New York hotel asked the receptionist to store a crate for him and went off to conduct his business. The clerk put the box in a corner of the bar, where one of the customers kicked it over. Noticing the crate was starting to smell bad and emit reddish smoke, the clerk asked a porter to bring it outside. Seconds later it exploded, injuring nineteen people and ripping a hole a yard deep in the middle of Greenwich Street—all of which was luridly described in the next day’s New York Times.31 Not long after, a steamship carrying a large quantity of nitroglycerine exploded near Panama’s Atlantic coast, killing forty-seven people.32

Nobel tried to assure the public that the oil was safe, engaging in highly publicized stunts such as pouring a small quantity of oil on a flat piece of iron and striking it with a hammer, lighting a small vial of cool oil with a match (it just fizzled), or passing packages of oil around for attendees to handle.33 But the mounting death toll belied his assurances, and he became vilified in the press as a “devil in the guise of a man,” a “traveling salesman in death,” and a “mass murderer.”34 Country after country passed laws regulating or banning the transport of nitroglycerine, and Nobel returned to the laboratory.35

To avoid financial ruin, he had to find a way to stabilize nitroglycerine. Working alone, again on a barge, this time in the middle of the Elbe River, Nobel decided to mix it with something inert, to dilute and steady it. After months of trial and error, he thought of using kieselguhr, a silicon clay common in Germany. Combining three parts nitroglycerin with one part clay produced a malleable putty that could be shaped into rods that were stable. But they were hard to ignite. Even in direct contact with flame, the rods just burned. To solve this problem, Nobel invented a detonator, which consisted of a wooden plug filled with gunpowder that was lit by a fuse. He soon replaced the powder with a few milligrams of mercury fulminate, and he changed the plug to a copper capsule.36 When ignited, this blasting cap, as he called it, triggered a shock wave of high pressure that reliably exploded the nitroglycerine putty.

The blasting cap was Nobel’s greatest innovation. In tackling the ignition problem, he was the first person to think of using one explosive to detonate another—a stroke of genius. Indeed, many scientists believe that the invention of the blasting cap overshadowed all of Nobel’s other inventions as it solved a wide range of problems in the evolution of explosives, with this detonation method later used in everything from rocket engines to atom bombs. But one problem with nitroglycerine still remained to be solved; the oil had a tendency to seep out of the clay over time. So Nobel wrapped the clay in wax paper, and in 1866, the classic sticks of dynamite, so familiar from their frequent use in Road Runner cartoons, were born.

Nobel’s original mixture, which became known as “kieselguhr dynamite,” or Dynamite No. 1, set the pattern for more than a hundred copycat mixtures combining nitroglycerine with various substances, including saltpeter, charcoal, chalk, sawdust, and even sugar, all generically known as “dynamite.” Its explosive power greatly accelerated the building of major infrastructure, blasting efficiently through mountains, cutting holes in riverbeds to anchor bridge foundations, leveling land for laying railroad tracks, and crafting roads straight through rough terrain. Construction of the Lehigh Valley Railroad’s Musconetcong tunnel, almost a mile long, which was the first major US project built using dynamite, begun in 1872, required some 17,000 pounds of dynamite per month.37 The St. Gotthard rail tunnel through the Swiss Alps, which opened in 1882, was dug with dynamite.38 The Brooklyn Bridge, built between 1870 and 1883, relied on dynamite to blast through the bedrock at the bottom of the East River, as did the Williamsburg Bridge and dozens of other vital bridge projects. Construction time for the Grand Tunnel project in Rio de Janeiro, Brazil, was cut from a projected seven years down to eleven months by using dynamite.39 Over 60 million pounds of dynamite helped build the Panama Canal between 1904 and 1914.

Construction workers still had to exercise caution, especially if the dynamite was old, wet, frozen, or the chemicals had begun to “bleed” out from the wax casing. If stored, it had to be turned periodically to keep the oil from pooling. Accidents persisted. But it was much safer and easier to transport than pure nitroglycerine and improved the lives of masses of workers. It also facilitated rapid globalization at the end of the nineteenth century by opening up so many new travel and shipping routes, and catalyzed industrialization and its accompanying economic development in Europe, North America, and Latin America.

Dynamite Becomes the People’s Weapon

The safety and explosive power of dynamite also riveted the attention of civilians wishing to perpetrate political violence. It is no coincidence that the first wave of modern terrorism followed in the wake of its invention. Sticks of dynamite could be bought cheaply and safely secreted in a coat or small bag. While dynamite was hard for laymen to make, it was easy to buy or steal. It captured the attention of people throughout the world because it was so accessible, cheap, easy to use, easy to transport, and easy to hide. It could be bought off the shelf and stuffed in a pocket. Even as other explosives overtook it in sophistication, power, and effectiveness, it only became more popular.

By placing enormous power in the hands of individuals, dynamite helped to destabilize the international order, shifting power from governments to popular movements revolting against sharp economic inequality and social discrimination, as well as the humiliations and disorientation of the massive changes brought about by industrialization, which left so many feeling left behind. A glacial pace of political reforms in response to public demands further stoked anger. In the years following the invention of dynamite, citizens of many stripes, from hardened political activists to lone-wolf discontents, took violent actions with it that further polarized domestic populations, inspired copycat attacks, and destabilized governments, whose reactions were often counterproductive and played a role in igniting the First World War. Armed with just a few sticks of dynamite, anyone could conduct a terrorist attack of then unprecedented power.

The global wave of terrorism that dynamite unleashed involved bombing incidents in fifty-two countries (Figure 3.3). The United States had by far the highest number (216), most of which (139) occurred between 1905 and 1920 (64 percent). In France, 145 bombings were documented, with almost half (47 percent) concentrated in the three years spanning 1892 to 1895. In Spain 153 documented bombings occurred, and in Italy 102. The Russian Empire, comprising Russia (99), as well as parts of modern-day Poland (46), Georgia (16), Ukraine (15), Latvia (8), Lithuania (3), and Belarus (2), saw a surge of attacks during the Revolution of 1905–1906 with 107 of 189 bombings occurring during this period.
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FIGURE 3.3 Number of Bombing Incidents per Country (1867–1934)

This chart was created based on data we compiled for the purpose of analyzing patterns of anarchist and other terrorist group use of dynamite and other explosives for the period 1867–1934. A detailed explanation of the data and methodology may be found in Appendix B and downloaded from the forthcoming Power to the People (P2P) website at www.audreykurthcronin.com.



Three groups of agitators were particularly influential in this first global wave of terrorism: Russian revolutionaries, Irish nationalists, and anarchists.

The Narodnaya Volya and the Killing of the Tsar

The most infamous early use of dynamite was the killing of Tsar Alexander II of Russia in 1881, fifteen years after Nobel invented the explosive. The members of Narodnaya Volya, or People’s Will,40 believed in replacing the monarchy with a more democratized governmental structure. The group’s successful assassination of the tsar became a model for the unprecedentedly violent wave of anarchist terrorist attacks that followed.

People’s Will was a group of young Russian intellectuals who were excited by the economic and political transformations sweeping through Europe due to industrialization, and the attendant progressive ideas brewing, yet frustrated by the slower pace of change in Russia. When Russia was defeated in the Crimean War (1853–1856) by an alliance of France, Britain, and the Ottoman Empire, the outcome seemed to confirm that the country was backward. Tsar Alexander II, later called the Tsar Liberator, instituted a wide range of reforms, including strengthening the court system, introducing compulsory military service for all classes (not just peasants), and granting limited self-governance in provincial assemblies called zemstva (nobility were appointed and peasants elected).41 The most remarkable reform was the emancipation of the serfs, who for the first time gained the right to own land and their own businesses. Rather than easing the pressure for change, however, the reforms increased the determination of the populist intelligentsia. Some of them turned to violence in the hope of inspiring the newly emancipated peasantry to rise up and overthrow the government.42

Many of the Russian populists were university students, and most advocated peaceful means of reform, such as educating the peasantry.43 But some among them were impatient, and with a shocking new means of perpetrating highly deadly violence available, they realized they could carry off a bold assassination. Killing the tsar would demonstrate the fragility of the state and, hopefully, trigger revolution.

At the 1879 meeting of the Executive Committee of the People’s Will in Lipetsk, Russia, the members excitedly discussed the new weapon. With layers of security now protecting the tsar, the pistol and the dagger were useless. But dynamite’s tantalizing explosive power could kill the whole detail of guards protecting him along with the monarch in one mass attack. The perpetrators could throw or plant a bomb and hopefully escape, but if they were also killed, they would become martyrs, cementing their place in history. What’s more, they could not be interrogated and inform on the group. No special training for the operation and no military-style fighting force were necessary; all that was required was a strong throwing arm.

The Executive Council of the People’s Will decided they would strike by blowing up the tsar’s railroad car on its annual northerly trek from Livadia Palace, his Crimean summer retreat, to the Winter Palace in St. Petersburg. The original plan was for the tsar to sail from the Crimea to Odessa, then pick up the train there and travel through Alexandrovsk and Moscow along the way. The plotters decided to place explosives at junctures in all three intermediate cities. Nicholai Kibalchich had studied chemistry at the Institute of Transportation Engineers in St. Petersburg for two years and knew how to make crude explosive devices. Working secretly in a rented Odessan apartment, he built dynamite bombs, which could be remotely detonated by connecting two electric wires.44 One plotter, Mikhail Frolenko, got a job as a guard on the Odessa railroad so he could place one bomb on the tracks there. But bad weather caused rough seas, so the tsar abandoned the Black Sea route and entrained at Simferopol, bypassing Odessa.45 In Alexandrovsk, Andrei Zhelyabov bought land next to the railroad tracks and dug a tunnel in the frozen earth in the side of a ravine the train would travel along. He was in position with a bomb just as planned when the tsar’s train passed above, but when Zhelyabov connected the wires, nothing happened. He had incorrectly wired the device.

The Moscow bomb was their last hope. The group had rented a house 150 meters from the Moscow-Kursk railroad and dug a tunnel from under the house to the tracks. While that work progressed, group member Grigory Goldenberg went to Odessa to retrieve the unused dynamite from that bomb. He stashed it in a suitcase and conspicuously lugged the heavy load through the railway station, refusing offers of help. A suspicious porter fingered him to the police, and he was caught at the next station.

Goldenberg was jailed with a cellmate named Kuritsin, who posed as a political prisoner but was actually a police informant and passed along all that Goldenberg told him about the plot. Under skillful interrogation, and having gained good background knowledge, an officer named Dobrinski convinced Goldenberg that the tsar wanted to negotiate, if only the terrorist activity would end, and that Goldenberg could be the dealmaker. Naively accepting assurances that his compatriots would not be harmed, Goldenberg revealed the names, addresses, and intimate details of 143 “noble members of the People’s Will.” Having gotten everything he needed, Dobrinski handed Goldenberg off to another policeman, who dropped the pretense. “Remember, not a hair on any of my friends’ heads is to be touched,” Goldenberg told him. “We don’t bother about their hair,” the new officer replied. “We want their necks.”46 Upon realizing that he’d been induced to betray the group, Goldenberg tore his prison towel into strips and hanged himself in his cell. The members of the Executive Council went on the run. The tsar’s train had still not passed through Moscow, though, and the plotters waiting there persisted.

On 19 November 1879 two members remained at the house, one to signal that the tsar’s car was passing and the other to detonate the bomb. The operation went off without a hitch. The villagers of Rogozhskaya Zastava were stunned by an enormous explosion, which tossed one railroad car into the air, derailing the others. Unfortunately for the bombers, their intelligence was faulty: the tsar’s train had already passed. Their spectacular blast had blown up a baggage car full of Crimean oranges, producing, in the words of one government minister, nothing but marmalade.47

The People’s Will wasn’t finished yet, though. An expert carpenter named Stepan Khalturin who sympathized with the populist cause approached the group with a plan. He would plant a bomb under the dining room of the Winter Palace if they supplied the dynamite. They agreed, and Khalturin got a job as a peasant carpenter named “Batishkov,” working first on the imperial yacht, and then at the palace. Gaining the guards’ trust as a genial simpleton, Khalturin could come and go freely (especially through the back door) and soon learned the layout of the building.

Khalturin secreted the dynamite into the palace in small portions over the course of the next three months. Living in the basement carpenters’ quarters, he at first slept with the dynamite under his pillow. But the noxious fumes forced him to shift it to a trunk ostensibly containing a dowry for his future bride. On 5 February 1880, having squirreled away a total of seventy pounds of dynamite, Khalturin lit a long fuse, giving himself fifteen minutes to escape. The explosion killed eleven sentries who lived in quarters between the basement and the second-floor dining room, but the dining room’s granite floor held firm. The explosion would not have killed the tsar at any rate, as he was not in the room due to the late arrival of his dinner guest.48

A little over a year later, on 13 March 1881, Tsar Alexander II’s luck ran out. The director of the operation that killed him was Sophia Perovskaya, the daughter of the former governor general of St. Petersburg.49 Every Sunday Alexander visited the Mikhailovsky Manège (military riding academy) for roll call, traveling in a bulletproof carriage given to him by Napoleon III. The carriage was further protected by an entourage of Cossacks, soldiers on horseback, as well as foot soldiers and policemen. This impressive show of force proved defenseless against the bombers. Perovskaya sent four operatives armed with oval-shaped dynamite bombs.50 One of them, Nicholas Rysakov, threw a bomb under the carriage, which exploded, injuring one of the Cossacks and a small boy, who lay on the road screaming in agony.51 The police immediately captured Ryasakov.

The tsar left his carriage to console the injured and a second bomber, Ignati “Kotik” Grinevitski, attacked, throwing a bomb directly at the monarch’s feet. The explosion shattered Alexander’s legs and injured some twenty other people, including Grinevistski, who died later that day.52 In a bizarre twist, the third operative, nineteen-year-old Ivan Emelianov, hastened to help Alexander into a sleigh, his unused bomb still clutched under his arm.53 The fourth bomber, Timothy Mihailov, lost his nerve and fled. Alexander was hastily transported to the Winter Palace, where he bled to death an hour later.54

The Executive Committee of the People’s Will comprised fewer than thirty members, yet the attacks orchestrated by this small cadre drove the Russian government into a panic.55 In the aftermath of the tsar’s killing, the imperial Russian police were granted expanded powers, including emergency provisions to forbid all social, public, and private gatherings. They crushed the People’s Will, arresting 150 people, including virtually all of its known members, six of whom were executed, including Sophia Perovskaya.56

The assassination of the “Tsar Liberator” led to a halt of government reforms in the years before the October Revolution of 1905. The new tsar, Alexander’s son Alexander III, was determined to, in his words “put an end to the lousy liberals,” returning Russia to the brutal ways of his ancestors.57 The government retreated toward autocracy, conservatism, xenophobia, and Russian nationalism, declining to make incremental changes that might have held off the rebellion. In coming decades no moderate middle developed between a growing cadre of increasingly ardent socialists and a backward government unwilling to modernize. Much later, the Bolsheviks took advantage of this governmental torpor, killing a much weaker tsar and his family, using a different and much broader campaign of terror to incite and then protect a national revolution.

Though the dream of the People’s Will to spark a peasant uprising was crushed, group members were viewed as valiant martyrs by the anarchists who followed their lead. The members of People’s Will were no anarchists; they aspired to build a new type of national government that would institute universal suffrage and political liberty and provide land for all the Russian people. But the image of the doomed bombers, nobly awaiting their executions, sacrificing themselves to serve the public, formed part of the mythology of the anarchist movement.58

Alfred Nobel was horrified that his invention had facilitated such potent attacks that struck at the heart of state power.59 Suddenly, a formerly powerless small group could launch highly effective assaults that breached even the toughest security. The lesson was that high explosives used in well-orchestrated acts of violence targeted at key individuals could unhinge a state and divert the flow of history.

The Skirmishers and Clan na Gael

It’s understandable that the early Russian terrorists get most of the attention in consideration of the emergence of modern terrorism—they killed a tsar and laid the groundwork for the Russian revolution. But extreme Irish republicans were brilliant tactical innovators and exploiters of dynamite, and their role in the crescendo of terrorism should not be overlooked.

Leading the way were the founders of the Fenian Brotherhood. They were mainly Irishmen exiled to the United States after an 1848 attempt to carry out an armed uprising against the British government failed.60 The poorly armed Irish rebels had been easily defeated, but in exile their passion only grew. They opposed British supremacy in the Old Country and fiercely advocated Irish nationalism. Many were battle hardened from fighting in the US Civil War and learned innovative gunpowder bombing techniques from their service. Time bombs had been used on both sides, notably for the Confederate sabotage of General Grant’s Union headquarters in 1864, where a “clockwork torpedo” was planted on an ammunition barge loaded with 30,000 artillery shells. The device was a box filled with 12 pounds of gunpowder and detonated by a timer. Its explosion killed 43 Union soldiers and injured about 126.61

Some Fenian Brotherhood members sailed back across the Atlantic after the war to lead an uprising in Ireland, joining with members of the Irish Revolutionary Brotherhood (as they were called in Ireland). In 1867 they launched a raid on the arms cache at Chester Castle in England, planning to transport the guns and ammunition to Ireland and spark a rebellion.62 As they were again outgunned and badly organized, the plan failed. But they were unbowed. One of their members, Robert Burke, who had been working to procure more arms, was captured and held in Clerkenwell prison in London, and the others decided to blast him out with a barrel of gunpowder. The attack, on 13 December 1867, caused a massive explosion that killed twelve innocent people and injured at least 120, including children living in nearby houses.63 Despite all of that damage, the operation failed miserably. Instead of tearing open the cells, the explosion destroyed the wall around the prisoners’ exercise yard, and Burke was not freed.64 It also fixed the attention of the English government on the Irish unrest, with Prime Minister Gladstone commenting that the effect of the Clerkenwell bombing was “to bring the Irish question within the range of practical politics.”65

In the aftermath of the Clerkenwell bombing, six people were tried. Only Michael Barrett was convicted. Sentenced to death, Barrett was the last person publicly hanged in Britain, before a jeering crowd of thousands outside London’s Newgate prison on 26 May 1868—three days before the Capital Punishment Amendment Act of 1868 ended the practice. It also emerged that the British police had been warned of the bombing in advance by the government in Dublin yet had failed to respond. “They know as little how to discharge duty in connection with Fenianism as I do about translating Hebrew,” a member of the Dublin police force dryly remarked.66 The government responded by increasing the number of special constables and establishing a secret services department at Scotland Yard, dedicated to the Fenian threat.

Meanwhile, the Fenian movement was thrown into disarray, split between moderates who sought political reforms, traditional military resisters, and extremists. The Irish Revolutionary Brotherhood were appalled by the civilian deaths, condemned the use of explosives at Clerkenwell, and even dropped the word “Revolutionary” from their name, becoming the Irish Republican Brotherhood (IRB). They cleaved to a military approach and decades later orchestrated the 1916 Easter Rising armed rebellion against the British. The minority of extremists rejected the idea of slowly building toward a general insurrection. By 1875, they had embraced the concept of small group violence “by a little band of heroes” instead.67

These extreme Irish nationalists applied their experience with explosives to make more effective dynamite bombs for their campaign of 1881–1885, perpetrating better executed attacks through a strategy referred to as “skirmishing.” The successes and failures of that campaign drove technological innovation among terrorist groups for decades to come.

The British Home Office anticipated the violence. In late 1881, Chief Inspector of Explosives Colonel Vivian Majendie conducted a series of controlled experiments, blowing up various structures so as to assess the destructive capacity of explosives that “could be conveniently carried secretly by a single individual.”68 His report foreshadowed the increasingly sophisticated attacks that followed.

Two groups, the Clan na Gael and the Skirmishers, were remarkably pioneering in their use of dynamite, as well as improvised explosive devices, especially between 1881 and 1885.69 Both groups remained closely connected to members of the Irish diaspora in the United States. Dynamite was a crucial inspiration for them, heralded by their US supporters. Some Irish Americans even used prominent elective positions to tout revolution through this new technological means. In 1883, John F. Finerty, the Irish American Congressman from Illinois, put it this way: “In this struggle, this vendetta, which England has now distinctly challenged, SCIENCE . . . must match itself against STRENGTH. . . . In this our battle for vengeance and for liberty, one skilled scientist is worth an army.”70

The Irish Americans provided support for operations, including ample funding and weapons. Irish American Jeremiah O’Donovan Rossa even established the Brooklyn Dynamite School, to teach explosive manufacturing and raise money for the Irish nationalists from the tuition he charged. He openly bragged in the Irish American newspaper The Irish World about the skills of its graduates, including men such as John Francis Kearney and Thomas J. Mooney, who were leaders in the dynamite campaign.71 Another Irish nationalist magazine, published in New York at the same time, was called The Dynamite Monthly.72

The methods and materials the groups used evolved in sophistication as the campaign proceeded. The Skirmishers’ first operation was actually conducted with a crude gunpowder explosive, but it incorporated an inventive time-delayed fuse for detonation. Delayed fuses became a trademark of these two groups and their successors. The first dynamite they used they made themselves, but they soon switched to commercial dynamite, which was much more powerful.

The combination of an explosive, a detonator, and a time delay unit became their signature.73 Scotland Yard received warning of the importation of this new kind of device from an informant in the United States, and searches of ships from the United States were ordered. In June 1881, the manifest of the SS Malta, a steamer arriving in Liverpool from New York, showed it had a cargo of cement; but the hold also contained six casks filled with explosive devices, each one equipped with a clockwork timing device and an 11-ounce cartridge of dynamite.74 A few days later, another ship arriving from New York, the SS Bavaria, was found to be transporting two more devices. Subsequent innovations for detonation included a brass tube filled with acid. Clan na Gael initially adopted the same brass tube setup, but then rigged up a clock linked to a pistol as a time-delay igniter.

Another distinguishing characteristic of the nationalists’ campaign was disregard for civilian lives. Unlike the Russians, these extreme Irish nationals deliberately targeted the public. The Clan na Gael planted devices in enclosed public places, aware that explosions in contained settings maximized lethality. These attacks included detonating three devices in the London Underground and four more in railway terminals. The three bombs set off in the Underground were planted in or near cars full of passengers, and those detonated in the railway terminals each consisted of more than 20 pounds of commercial dynamite, meant to inflict mass loss of life.75 The Clan na Gael also pioneered the idea of executing a sustained campaign of explosions in public venues, designed to maximize public anxiety and political effect.76

The most spectacular attacks of the Clan na Gael bombers were orchestrated by James Gilbert Cunningham, who sailed from New York to Liverpool on the steamship Adriatic on 10 December 1884. He brought with him a large brown trunk containing almost 60 pounds of Atlas Powder “A” (a specific type of lignine dynamite) plus traditional dynamite, fuses, and detonators.77 His first attack, carried out with a bomb concealed in a workman’s basket, was on the Hammersmith train out of Aldgate Station in London, on 2 January 1885. The attack injured a few people but caused little damage. He and his co-conspirators launched much more ambitious attacks on three icons of British power—the Tower of London, the Palace of Westminster, and the House of Commons—all on the same day, Saturday, 24 January 1885, which came to be known as “Dynamite Saturday.”78 They hid bombs under their clothing and surreptitiously deposited them and set the timers.79

This period, which became known as the Dynamite War, ended two years later, in the summer of 1887. More than 100 people had been killed or wounded—not a large number by today’s standards but shocking at the time.80 The dynamite campaign had been largely funded in the United States, but by 1885 American supporters had lost enthusiasm and were pushing instead for the broad armed insurrection favored by the IRB.81 The IRB feared a loss of sanctuary in the United States, and still believed that, rather than forcing the British leadership to address the Irish Question, the bombings had dissipated resources, hurt the cause, and harmed the Irish working population in Great Britain.

It was also becoming more difficult to carry out the attacks. Changes in British intelligence-gathering and policing were crucial, especially instituting the widespread use of paid informers and dispatching fifty-four additional police officers to ports and continental entry points, which sharply reduced the importation of dynamite.82 During Queen Victoria’s July 1887 Golden Jubilee, for example, Scotland Yard’s Special Branch foiled attempts by Clan na Gael to bomb both Houses of Parliament and Westminster Abbey.83

Meanwhile the IRB steadily focused on building toward the civil war they had begun to feel was inevitable. Moderates had repeatedly sought to pass Home Rule bills in the British Parliament, but the first two (1886 and 1893) were defeated. A third bill passed in 1914 but was never enacted, and a fourth in 1920 resulted in the partitioning of Ireland between North and South. The Irish War of Independence (1919–1921) led to the establishment of the Republic of Ireland in the South (1922), while Northern Ireland remained part of the United Kingdom. And as we discussed in chapter 2, Northern Irish Republican bombings later continued throughout much of the twentieth century, finally ending with the 1998 signing of the Good Friday Accords.

The International Anarchist Movement

Anarchism rejected all forms of centralized power. It was one stream of thought in a global argument over the nature of industrial capitalism and what kind of state should replace the old monarchial order. Widespread disillusionment with autocratic regimes, fueled in part by endemic famines, led to attempts at revolution in 1848 in France, Germany, Poland, Italy, the Netherlands, and the Hapsburg Empire, aiming to establish democratic republics with universal male suffrage and freedom of the press. They all failed and stoked a resurgence of autocratic power. Anarchism gained ground thereafter, as an alternative, more radical movement of protest.

The movement drew on a body of writing that criticized the very nature of government authority. Influential in its evolution was William Godwin’s Political Justice, published in 1793, during the French Revolution.84 Godwin argued (among other things) that governments come into being to control violence and injustice; but in their inevitable disposition toward war and despotism, the same governments end up perpetuating even greater forms of violence and injustice. The best way to achieve justice and equality, he concluded, is to replace fraught concepts like private property, laws, and punishment with individual standards of judgment, reason, and morality. In other words, government is not better than a state of anarchy. In subsequent decades, other philosophical anarchists wrote influential works, most notably Pierre-Joseph Proudhon, whose What Is Property? An Inquiry into the Principle of Right and of Government was published in 1840.85 Proudhon was the first to declare, “I am an anarchist.”

Anarchism was embraced by Russian nihilist revolutionaries, such as Peter Kropotkin, Sergey Nechayev, Mikhail Bakunin, Nicholas Mozorov, and Sergey Stepniak-Kravchinsky, starting in the 1860s. They called for the “creative destruction” of the old regimes and the triumph of “liberty” against “despotism,” distributing their credos through pamphlets and leaflets.86 While famous Prince Kropotkin, with his royal Russian blood and courtly manners, did not directly engage in the violent deeds he endorsed, and though most philosophical anarchists actually rejected violence, a host of devotees took up the call for attacks. The movement subsequently gained ground in Europe, the United States, and Latin America, embraced with particular enthusiasm by socialist workers’ movements. Some attacks were attributed to anarchists without definitive evidence, or claimed by them retrospectively, which only added to the mystique of the movement, and eventually a multifarious range of agitators, from true anarchists to nihilists, nationalists, social revolutionaries, and populists, came to be loosely referred to as “anarchists,” and that is what we will do here. A few avidly endorsed terrorism, arguing that it was the only way to destabilize the structure of the states and propel the masses into an inevitable violent revolution. The invention of dynamite in 1866 spurred Italian, French, German, and Russian anarchists to act more vigorously on this call for violence.

The number of casualties inflicted by attacks attributed to anarchists was small compared to the bloodshed perpetrated by terrorist groups today. Our careful review of historical newspaper accounts and other primary and secondary sources suggests that between 1867 (when dynamite was patented) and 1934, excluding casualties in Russia, where the movement was much more deadly, more than 1,500 people died from terrorist bombing attacks and more than 5,000 were injured, including bombers who accidentally blew themselves up. (See explanation of database and methodology in Appendix B.)87 In Russia the violence was more intense. In the years from 1901 to 1916 an estimated 17,000 people were killed or wounded in incidents of insurrection. Historian Anna Geifman estimates that a majority of those victims were killed in anarchist attacks, with more than 2,000 murdered in the immediate aftermath of the 1905 Revolution alone.88 And of course, the number of people killed in government crackdowns is unknown.

Though generally inflicting comparatively fewer casualties than today’s terrorism, anarchist wave attacks punched above their weight. They triggered the destabilization of fragile regimes, as the philosophical anarchists had advocated, but by spreading fear and xenophobia, and spurring government repression, their actions ultimately led to outcomes opposed to those the philosophical anarchists had sought. The violence fueled the rise of extremist factions on both the Left and Right, contributing to the rise of both Bolshevism and nationalism, for example. Regimes struggled to find the right response to public fear and anger, and many overreacted and lost their bearings. Vigorous state crackdowns in France, Italy, and Spain drew still more people to violence, and deep domestic polarization emerged, as in the United States, where whole classes of immigrants were profiled as bomb-throwing revolutionaries. In Russia anarchists contributed directly to the success of the 1917 Revolution, by providing the Bolsheviks with a pretext for consolidating their power in a massive bloody crackdown. In short, the global political effects of anarchist terrorism vastly exceeded the body count from attacks. In a 1908 address before both houses of Congress, President Theodore Roosevelt declared, “[W]hen compared with the suppression of anarchy, every other question sinks into insignificance.”89

The violence eventually touched every continent except Antarctica (see Figure 3.4). Egypt, China, Japan, and Australia all gave rise to significant anarchist groups, and anarchists punished by exile from Europe carried the movement to the new world, such as from the United Kingdom to the United States and from Spain to Cuba. Even countries that experienced no violent incidents were seized by fascination about and fear of anarchists.
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FIGURE 3.4 Global Map of Worldwide Bombing Incidents (1867–1934)



From the outset, the anarchist wave terrorists were best known for highly publicized plots against monarchs and senior officials, though they would soon begin indiscriminately killing civilians as well. Throughout 1878, they engaged in a string of assassination attempts. In January, Russian revolutionary Vera Zasulich shot and wounded the chief of the St. Petersburg police, setting off a wave of attempts throughout Russia, which spread across Europe. Operations against the Prussian kaiser Wilhelm I were launched in May and June of that year, and attempts were made against the Spanish king Alfonso XII in October and the Italian king Umberto I in November, all unsuccessful.90 In Russia, following the 1881 assassination of the tsar, small decentralized groups calling themselves Younger People’s Will and Terrorist Section of the People’s Will carried out operations, sometimes using poisoned daggers and firearms, but bombs made with homemade dynamite were most popular, some with added pellets of strychnine for good measure.91

From early on, as with the Irish Nationalists, the anarchist terrorists targeted civilians in addition to official representatives of the state. In February and November 1878, alleged anarchists threw bombs at crowds in Florence and Pisa, for example. The historical evidence does not support a sharp distinction between terrorism and assassination, even for the anarchist movement, which was best known for the latter.92 Verified anarchist killings from 1882 to 1884 included a shoemaker, a policeman, a moneychanger and his two young sons in Austria; a nun in France; and a pharmacist and a banker in Germany.93

Anarchism became more closely associated with anti-capitalist ideology and the fight against oppression of workers in the wake of the Chicago Haymarket massacre of 1886. The labor movement was gaining momentum at this time, protesting child labor, long working hours, and the lack of safety precautions in factories. During a peaceful rally in support of the eight-hour workday near Haymarket Square, which was heavily policed, someone threw a dynamite bomb that killed a policeman. The bomber has never been indisputably identified—historians are still arguing. The weapon was a homemade mine, with dynamite packed into a spherical casing of two brittle lead hemispheres, soldered together and ignited by a fuse. 94 Some policemen panicked and started shooting into the crowd, and some of the demonstrators shot back. In the end, three protestors died, with about three dozen injured. Seven policemen were killed and some sixty more were injured.95 In the aftermath, eight prominent Chicago anarchists were swept up, tried, and convicted of killing police.96

The global press corps heavily covered the trial, especially passionate speeches from the accused that resonated with supporters of workers’ movements throughout the world. Well beyond the United States, photographs of the condemned men became symbols of oppression and judicial murder, especially in Cuba, the United Kingdom, Mexico, Spain, and Italy. On 11 November 1887, four of the eight accused were hanged wearing white shrouds, and they became known as the Chicago martyrs.97 Thereafter the labor movement became more closely linked to anarchism, with bombings and other violence occurring at many strikes and labor disputes, sometimes instigated by anarchists, at other times by police spies. Indeed, the use of agents provocateurs to encourage anarchists to commit crimes as a pretext for a police crackdown was well known in autocratic regimes like Russia, Germany, and Austria, but it also happened in Britain, France, Italy, and the United States.98 Sometimes provocations crossed borders and masked state involvement: for example, German spies who infiltrated among German-speaking anarchists in Chicago between 1880 and 1904 tried unsuccessfully to persuade them to kill American leaders.99

As the anarchist wave gained momentum, attacks on heads of state also intensified, concentrated in major urban areas such as Paris, Madrid, Lisbon, and Rome. From 1892 to 1901, anarchists carried out an unprecedented number of assassinations of presidents, prime ministers, and monarchs. These included the killings of French president Marie François Sadi Carnot in 1894, Spanish prime minister Antonio Canovas del Castillo in 1897, the Empress Elisabeth of Austria in 1898, Italian king Umberto I of Italy in 1900, and US president William McKinley in 1901.100 No other terrorist movement has killed as many state rulers.101

State countermeasures were initially largely ineffectual. When security details were beefed up in response, making high-profile targets harder to hit, dynamiters focused more on attacks on soft targets at large public gatherings, hurling bombs into restaurants, opera houses, and religious processions. Between 1880 and 1914, anti-anarchist legislation passed in virtually every European country, instituting prohibitions on the use of explosives, penalizing incitement to commit anarchist attacks, and prohibiting membership in an anarchist association. In the United States, the states of New Jersey, New York, and Wisconsin adopted laws prohibiting support for “criminal anarchy,” and two federal laws passed in 1903 and 1907 banned anarchists from immigrating and deported any who did.102 Yet these measures also proved largely ineffective in cracking down on attacks, which further stoked public fear.

Assassination attempts continued. In Spain, three serious attempts were made on King Alfonso (1905, 1906, and 1913). All spared the monarch but killed or mutilated dozens of bystanders. The 1906 bomb, concealed in a bouquet of flowers, was tossed down from a balcony toward the king and his new bride, Victoria Eugenie, as they drove through the streets of Madrid in royal procession after their wedding. Between 23 and 33 soldiers and innocent bystanders died, and more than 100 were injured. The queen’s bloodstained wedding gown was later deposited in the church of Almadena, standing opposite the explosion.103

Attacks in Spain became particularly frequent, with so many explosions in Barcelona between 1905 and 1908 that it became known as the “City of Bombs.” A 1909 labor strike and anti-draft riot in the city led to five days of street fighting and then heavy-handed repression, which saw the slaughtering of 200 people, as well as torturing of many prisoners and the execution of 5 of them, including the well-known anarchist Francisco Ferrer. In 1912, following a vicious crackdown on the anarchist press, Spanish prime minister Canalejas was assassinated.

The wave of violence continued to spread, with attacks throughout continental Europe, the United Kingdom, and both North and Latin America. This growing violence was spurred in part by Russian anarchists and revolutionaries who fled the country in the wake of the 1905 Russian Revolution. Sweden experienced its first terrorist attacks in 1907, Argentina faced a wave of anarchist explosions and assassinations between 1905 and 1910, and then again in 1920–1928. Nationalists from India, labeled “anarchists” by the British, launched numerous attacks in London and on the subcontinent starting in 1908,104 and a string of attacks occurred in China between 1905 and 1912.105

Anarchist attacks ebbed during World War I, which erupted due to a cascade of events triggered by a terrorist assassination, though not one perpetrated by avowed anarchists. The origins of the First World War are complex, the subject of mammoth histories and lively debates that will not be engaged here. But the fact that the assassination of Austria-Hungary’s Archduke Franz Ferdinand was the trigger is not in dispute. It was carried out by a team of three young Bosnians—Gavril Princip, Nedeljko Cabrinovic, and Trifko Gabrez—who, though not identifying themselves as anarchists, may have been inspired in part by anarchist writings they are known to have read, such as Peter Kropotkin’s Universal Wealth and Mikhail Bakunin’s Statism and Anarchy.106 The assassins’ motivations were primarily nationalist, however, and they had a murky connection to the Black Hand, a nationalist group consisting mainly of Serbian Army officers who opposed Austrian-Hungarian rule and apparently thought the assassination of heir-apparent Franz Ferdinand (who was actually trying to pacify the Serbs) might disrupt the Empire’s hold on power. They armed the boys with four revolvers and six small 2.5-pound bombs, from the Serbian State Arsenal at Kragujevac.107 No evidence was ever found, however, that the Serbian government was aware of or directly involved in the plot. Gavril Princip evidently believed that killing Franz Ferdinand would spark a popular uprising, leading to the independence and unification of southern European Slavs. The events he triggered did disrupt the Empire’s hold on power, but not with the results he had anticipated.

Many anarchists thought that the war did, though, offer an opportunity to catalyze widespread opposition to centralized state authority, as the regimes were responsible for the deaths of millions in the trenches. With the eruption of the 1917 Bolshevik Revolution, Russia was hailed as the promised land, but the anarchist fight there also did not go to plan. It was led by Nestor I. Makhno, a native Ukrainian who was released from prison in 1918, having served nine years for murdering a policeman. Returning to Ukraine, he began to build a guerrilla army. Between 1918 and 1921, Makhno gathered more than 80,000 into the Revolutionary Insurrectionary Army, fighting in the countryside under the black anarchist flag. As in the Spanish civil war fifteen years later, however, anarchism’s ideology of opposing all forms of centralized authority made organizing anarchists into a coherent military force a challenge: there were no officers, commanders were elected, troops were to rely on individual self-control, and justice was dispensed by consensus. Although Makhno was a brilliant guerrilla leader, in the chaos of the Russian civil war, his ragtag army, after some difficulties, was easily overmatched by the treachery of the Bolsheviks and the size of their forces. Following a temporary truce so that Makhno’s Black Army and the Red Army could combine forces to defeat the White Army in the south, the larger and better-equipped Red Army destroyed the Makhnovist forces. Makhno fled and died as a miserable, bitter, forgotten man exiled in Paris.108

In the cities, Leon Trotsky, Vladimir Lenin, and Josef Stalin used the newly established Cheka (counterrevolutionary secret police) to crush all political competitors, including anarchists, arresting, imprisoning or executing hundreds of them in Moscow, Petrograd, Kharkov, and Odessa.109 Lenin had witnessed his older brother’s execution for his part in a failed assassination attempt against Tsar Alexander III, and, twenty years later, he was determined to avenge his brother and make the Bolsheviks a more effective, ideologically pure, and brutal, anti-tsarist force.110 Becoming disillusioned, underground anarchists based in Moscow declared war against the Bolshevik government, which they considered a new form of autocracy. On 25 September 1919, in an effort to disrupt the concentration of power, the anarchists threw a dynamite bomb into the headquarters of the Moscow Committee of the Communist Party during a plenary session. The explosion killed twelve committee members and wounded fifty-five others, including the brilliant theoretician Nikolai Bukharin.111 But instead of turning the tide on the Bolsheviks, the attack strengthened their hand. They boldly branded all anarchists criminals, rounding up and executing anyone, anarchist or not, who challenged their right to rule.

For the remainder of the 1920s, a brutal campaign to eliminate every trace of anarchism from Soviet Russia unfolded. Many prominent anarchists who had initially supported the Bolsheviks fled Russia and wrote damning exposés from the Left about the new Soviet Union, including Emma Goldman (My Disillusionment with Russia, 1923) and Alexander Berkman (The Bolshevik Myth, 1925).112 The anarchist flag appeared in Russia for the last time in February 1921 at Peter Kropotkin’s funeral. His passionate writings about collectivism, the evils of the state, the role of cooperation, and the inherent goodness of the individual had helped launch the movement fifty years earlier, and terrorist bombings and assassinations had helped destabilize the tsarist state, as he had advocated. But they had also paved the path to power for the even more brutal Soviet state that took its place.113

In the aftermath of the Russian Revolution, terrorist attacks surged again in capitals throughout the world.114 These included the 1920 attack on Wall Street (40 killed and 200+ wounded), mentioned at the outset of this chapter, a March 1921 bombing of the Diana Theatre in Milan (31 killed and 100 wounded), and a June 1921 bomb explosion in Belgrade that injured 10 people.115 In Spain, which had remained neutral throughout the First World War, the Primo de Rivera dictatorship squelched anarchist activities for a while (1923–1930), but they resurged in the period leading up to the Spanish Civil War (1936–1939), ending when the brutal Fascist government that took power in the war crushed all domestic opposition.

The other major area of anarchist activity after the First World War was the United States, where violence increased markedly. In late April 1919, Italian anarchists in the United States sent thirty package bombs to senior officials including the attorney general, postmaster general, judges, mayors, police officials, businessmen, and members of Congress. Each contained a number of sticks of dynamite surrounded by metal slugs. Two months later, on 2 June 1919, the same group of perpetrators set off bombs less than two hours apart in seven US cities: Boston (two bombings); New York; Paterson, New Jersey; Philadelphia; Pittsburgh (two bombings); Cleveland; and Washington, DC. One of the targets in Washington was the home of Attorney General A. Mitchell Palmer. The whole front of the house was sheared off.116 The devices used represented a step up in explosive capacity, with at least 20 pounds of dynamite in each.117

The coordinated June bombings triggered public fear that the government would be overthrown, setting off the first major “Red Scare” in the United States, fanned by officials who warned that a campaign had been launched to start “a reign of terror.”118 Communism and anarchism merged in the public mind as a single radical threat, and one closely associated with dynamite. The press called the plotters “dynamitards.”

Congressmen demanded action. Seattle mayor Ole Hanson announced, “I trust Washington will buck up and . . . hang or incarcerate for life all the anarchists. If the Government doesn’t clear them up I will.”119 On 7 November 1919, Attorney General Palmer ordered a series of deportation raids in twelve cities, known as the Palmer Raids, beginning with the Union of Russian Workers, an anarchist political organization headquartered in New York, composed mainly of Russian immigrants. Raids in thirty-three American cities and towns in twenty-three states followed in the next few months, with thousands of immigrants arrested and held in sometimes deplorable conditions for months. Hundreds were deported with the enthusiastic support of the public and cheered by newspapers. One headline read, “all aboard for the next soviet ark.”120

In May 1920, Nicola Sacco and Bartolomeo Vanzetti, both Italian immigrants and avowed anarchists, were arrested for robbing and killing a shoe company paymaster in South Braintree, Massachusetts. Though the evidence against them was weak, in the highly charged political atmosphere they were both convicted and sentenced to death. Their fate became a cause célèbre for many prominent people in the United States and internationally, including H. G. Wells, George Bernard Shaw, and Albert Einstein, who all pressed for a review of the case. Despite this, on 22 August 1927, Sacco and Vanzetti were executed, a fate now widely believed to be due to their alien status and their political views rather than their guilt.121

Bombings continued in the United States until the 1930s, with a last pulse of twenty-four incidents around New York and Chicago between 1927 and 1932. With the stock market crash of 1929 and the Great Depression, the US unemployment rate shot up, escalating from 3.2 percent that year to 24.9 percent in 1933. Many violent clashes between unemployed workers, strikers, and both public and private police forces ensued.122 In May 1934, Senator Robert M. La Follette of Wisconsin warned of “this impending crisis . . . which will bring about open industrial warfare in the United States.”123 The end of dynamitings in the United States coincided with the New Deal policies of the Franklin D. Roosevelt administration, especially the passage of National Labor Relations Act of 1935, which for the first time guaranteed employees’ rights to form or join unions.

Why Dynamite Diffused

Without dynamite, this wave of violence might not have built into a globally disruptive force. Given how horrifying the attacks were, and how much was at stake for the ruling regimes, a crucial question is why dynamite was so accessible and cheap; why didn’t governments clamp down on the ability of violent actors to obtain it? As we seek lessons for today from the stories of these leading movements that propelled the violence, we must dig more deeply into why the use of dynamite diffused so rapidly and widely, and why it remained the weapon of choice, despite superior explosives becoming available, such as ballistite and guncotton. As we’ll see in the next chapter, dynamite arrived during a period of explosive technological innovation, which was also characterized by mounting social discontent, a period that was quite similar, in those regards, to the present era. Understanding why dynamite had such devastating appeal and was accessible requires delving into a set of key economic, cultural, informational, and political factors that shaped that roiling era and aided its diffusion. The insights gleaned will help us understand whether and how new technological innovations might be similarly harnessed for lethal purposes.


CHAPTER 4 How Dynamite Diffused

DYNAMITE WAS A commercial product that appeared during an era of innovation and optimism in the private sector. By making possible deeper mines, new infrastructure, and shorter transportation routes, it formed the sinews of the world we know today. Nobel’s creation arrived at a time of enthusiasm for science and invention when it was widely believed that almost anyone could invent a new product and become rich; but it also had a darker side, which might easily have been abated if its handling had been tempered with a modicum of common sense.

Looking back at the wave of violence perpetrated with dynamite, hindsight tells us that its sale should have been controlled. How could such a lethal explosive be so widely accessible to the public? Outside of Europe (where it was more likely to be smuggled or stolen), dynamite was very easy for people to purchase, especially in the United States, where it could be bought in hardware stores, sporting goods stores, and even ordered from catalogues. For example, the Watkins-Cottrell company of Richmond, Virginia, advertised “Cutlery, Guns, Sporting Goods, Railroad Supplies, also Dynamite and Fuse,” in its 1900 catalog.1 Explosives were marketed directly to farmers, who learned about them at trade booths and local country fairs. Not everyone thought this was rational. In 1885, one M. Bennett remarked in the Columbian newspaper of St. Helens Oregon (US), “The sale of opium and poisons are restricted, but dynamite, the greatest and most terrible destructive engine of the 19th century, may be bought by anyone at 36 cents per pound.”2

Why, after bombings had begun, wasn’t rapid action taken to get dynamite out of the hands of the general public? An important part of the answer is that the invention of dynamite was one breakthrough in a great flourishing of innovation in the commercial sector in the latter third of the nineteenth century, much of which was conducted by tinkering amateurs, working in the equivalent of Silicon Valley’s legendary garages. During periods of rapid technological innovation in the commercial sector, with clusters of new technologies emerging, the power of nontechnical enthusiasts to take part in the invention, and in the development of new uses for the emerging technologies, is greatly enhanced.

An Era of Open Technological Innovation

The United States and Europe were aflame with excitement, and widespread optimism, about the string of multi-use technological innovations emerging during the late nineteenth century. Almost anyone who wanted them could get easy access to both information and the materials with which to experiment with all sorts of devices and chemicals. A remarkable range of innovations emerged from the work of prosumers, tinkerers, and hobbyists. In 1884, George Eastman was tinkering at home when he developed photography film in roll form. Italian electrician Guglielmo Marconi invented the radio in the late 1890s using homemade equipment in the attic of his home. Orville Wright, a bicycle manufacturer, along with his brother Wilbur, made the first powered, sustained, and controlled flight in 1903, flying a craft that was designed and made at their home in Dayton, Ohio.3

For much of the nineteenth century, there was no clear dividing line between amateur and professional scientific communities, with authors, editors, and readers seeing themselves as co-participants in a great scientific venture—much as do those participating today in crowd-sourced data experiments, do-it-yourself biology labs, and open-sourced AI advances, as well as contributing to and reading open-source journals and popular science blogs.4 Periodicals explaining science in nontechnical terms started to appear in force to a newly literate public in the mid-nineteenth century.5 Just as today members of the public are free to purchase drones, build robots, or buy primitive gene-splicing kits, and can download instructions for 3D printing firearms or targeting individuals with facial recognition tools, during this period, the public could get instructions about how to use all sorts of new technologies from the new magazines. In Britain, these included Popular Science Review (founded in 1862), Quarterly Journal of Science (founded in 1864), and Nature (founded in 1869 with the mission “to place before the public the grand results of Scientific Work and Scientific discovery”).6 In France, the Revue Générale des Sciences Pures et Appliquées was founded in 1890 for the nonspecialist reader. In the United States, the widely circulated magazine Scientific American (founded 1845) closely followed the activities of the US Patent Office and dedicated itself to serving inventors of all classes.7 It was joined by The Popular Science Monthly (now known as Popular Science), which was founded in 1872 to serve the interests of the dedicated layman.

The invention of dynamite was widely covered. In 1868, Scientific American reported on it by detailing in nontechnical language the paper given by Nobel before the British Association for the Advancement of Science’s annual meeting, in Norwich, England.8 Two years later, in 1874, Popular Science Monthly published an article carefully explaining, in nontechnical terms, the actions and properties of both nitroglycerine and dynamite.9 Lots of people experimented with explosives in their homes, bought dynamite through local stores, or ordered articles about “infernal machines” from the Scientific American Catalogue.

Not only scientists and engineers but hobbyists experimented with dynamite uses of all sorts, from the practical to the bizarre. Beginning in Scotland and Austria, and followed by the Americans and the Australians, landowners tried plowing, clearing land, and dislodging tree stumps with dynamite.10 In 1877, a farmer named Thomas Johnson of Dudley, England, sought to slaughter his cattle quickly by detonating a small amount of dynamite on their foreheads.11 A few years later, fishermen in Key West, Florida, tried using dynamite to fish in deep water: when the stunned fish surfaced, they scooped them up.12 (This practice, called blast fishing, continues today in places like Myanmar and Tanzania, damaging reefs and harming sea life, despite longstanding efforts to stamp it out.)13 A businessman in Ceylon used dynamite to keep sharks away from his pearl divers.14 In dry regions of both Texas and Southern New Zealand, locals tested whether a dynamite explosion could unsettle the atmosphere and make it rain. When it then rained spontaneously in New Zealand, some observers believed the dynamite had worked.15

Popular publications actively encouraged experimenting with dynamite, reporting with enthusiasm and optimism on the efforts of amateur tinkerers. Edited by Columbia University chemistry professor Charles Joy, Scientific American carried an easy-to-understand regular feature called “New Inventions, Scientific Principles, and Curious Work,” with articles such as “The Dynamite Gun,” “Novel Applications of Dynamite,” and “Experiments with Explosives.”16 The periodicals also gave specific practical advice about dynamite’s pitfalls and possibilities, how to thaw, handle, and use the explosive, and such instructions were globally dispersed, appearing in the Indian Engineer newspaper of Calcutta, India, in 1888, for example.17 At the end of an account of how dynamite had freed two ships run aground on the rocks near Whitby, England, Scientific American declared, “So powerful and effective an agent should be better understood and applied to more purposes than it is.”18

Odd as a public appeal to experiment with dynamite may seem today, for the most part, such easy-to-understand, detailed information about weapons and explosives continues to be freely and legally available in most democracies, although access to commercially sold explosives themselves is usually controlled.19

Innovation Was Not Driven by the Military

Underscoring the fact that dynamite was seen as an exciting new invention, rather than as a dangerous tool to be cautiously used or controlled, is that innovation with dynamite as a weapon was driven not by military organizations, but from below. Terrorists leapt ahead of military tacticians in creating sophisticated small explosive devices that used dynamite.20

As we saw in the last chapter, gunpowder-filled military grenades had not become a major element of military combat. In the US Civil War, while both armies used grenades, they were ad hoc and ineffective. In the North, Ketchum grenades, which were patented by William Ketchum in 1861, were shaped like big darts, or iron mangoes sporting four fins, with cylindrical plungers at the nose designed to jab into the tamped gunpowder within. When thrown in an arc, these explosive darts had to hit something hard, square on the nose where the percussion cap was, if they were to explode. That was almost impossible to accomplish, especially in the midst of a battle, so they rarely worked.21 Plus there were easy countermeasures. Confederate soldiers stretched out sheets of fabric over trenches and earthworks so the Ketchum grenades would have a soft landing, fail to explode, and could then be thrown back even harder.22

Still, as often happens in war, innovation spurred reciprocal innovation. Copying the Ketchum grenade, the Confederacy developed the Raines, which was named after its inventor, Confederate general Gabriel Raines, head of the Torpedo Bureau. The Raines grenade had a long tail streamer, making its flight a little more stable over further distances, but it was no more effective. Grenades didn’t reappear in a significant way in the military repertoire until the 1904–1905 Russo-Japanese War, and these were still crude devices made by stuffing metal cans with guncotton and gunpowder, lit by a simple fuse with a match.23 The invention of dynamite did not trigger a burst of grenade innovation; the focus of the military was elsewhere.

The military did experiment with dynamite, but it did so mostly with new forms of guns. The military priority was on long-range artillery and dynamite was found to be too shattering and unstable for that purpose. Between 1883 and 1900, the US Army and Navy experimented with pneumatic guns that used compressed air (rather than gunpowder or another explosive) to shoot a shell containing dynamite.24 The shells kept bursting sideways: in one test of a massive 12-ton gun, for example, the barrel shattered into huge fragments, nearly killing onlookers.25 In 1888, the Navy launched a cruiser called the USS Vesuvius, known as a “dynamite gun cruiser,” equipped with three 15-inch pneumatic guns. Despite the name it never actually used dynamite, ultimately being kitted with more stable guncotton shells instead.26

The First World War naturally pushed the evolution of all military explosives along, but the emphasis was on big, devastating artillery attacks that used ballistite (which Nobel invented specifically for this purpose in 1887), gunpowder, guncotton, white powder, cordite, and other explosives that could launch or be launched long distances and kill in large numbers. By contrast, military hand-held bombs were ad hoc and primitive, first used in large numbers by all sides to flush the enemy out of the trenches. For example, the British developed a device with a 16-inch throwing handle, which was very heavy and awkward to use, and the Germans innovated a similar design.27 The Australians contributed the cruder “Jam bombs,” which were literally made from jam cans filled with dynamite or gun cotton. The first reliable, mass-produced infantry grenade was the Mills bomb, invented by Englishman William Mills and used in battle in 1915. The Mills bomb was filled with amatol (a mixture of ammonium nitrate and TNT) or ammonal (three parts ammonium nitrate to one part aluminum) and either detonated on impact or with a time-delayed fuse. Its classic pineapple shaped grooves remained standard for the next fifty-five years, until 1970.

The remarkable ingenuity that terrorists brought to their innovation of devices using dynamite is in striking contrast. For them, dynamite was plenty stable, and its explosive power was plenty lethal. They could also obtain it just as easily as anyone else in the public could. Due to how much more effective dynamite was in mining and construction, the market for it was highly profitable. Dynamite was very big business, and that was a major factor in how rapidly and widely it diffused. In fact, the dynamite industry grew faster than any other business had before.28

The Global Production of Dynamite

Alfred Nobel had shown inventive genius in creating dynamite, but especially in the early years, his business genius was crucial to its global diffusion. Although the recipe for making safe dynamite had been hard to discover and perfect, it was very easily copied. The competition forced Nobel to keep the price of his dynamite lower than it would have been if he had more exclusively dominated the market, and he tried to gain control in several ways, including patents, rapid expansion, and local partners, but also taking advantage of war.

Obtaining patents was a tactic that he deployed with great acumen. Their acquisition, sale, and control was a linchpin of the global growth of his business empire. He received his first patent on nitroglycerine blasting oil in 1863. Following the invention of dynamite, he quickly secured patents in Sweden (1867), Great Britain (1867), Germany (1868), and the United States (1868).

But while patents helped him hold off some competition in the early years, they were a double-edged sword, as he was in constant litigation to protect them. The mighty struggle he engaged in is a testament to what a juggernaut the growth of the global dynamite business was, and how supportive of its rapid growth governments generally were; but not all allowed unbridled competition. In Britain, for example, a man named E. Jones of Caerphilly (in South Wales) claimed that he should be allowed to produce something he called “Dyna-magnite,” which mixed nitroglycerine with magnesia alba (white mineral crystals from magnesium), and he received permission to manufacture it in the United Kingdom in 1879. Nobel fought him, and the House of Lords came down on Nobel’s side, deciding that his patent in Britain included “all explosives of the dynamite class.”29 This important finding contributed to the dramatic success of his Scottish plant. But the same explosive later showed up in the United States, where Nobel’s patents were virtually ignored, under the name Hercules Powder, and he had no success at all defending his patents in Germany during the 1870s.30

The British patent case was a rare victory for Nobel with respect to dynamite. As word about dynamite spread, dozens of knockoff products that mixed nitroglycerine with other stabilizers quickly emerged. Dynamite with kieselguhr clay became known as Dynamite No. 1, with 75 parts (by weight) of nitroglycerine mixed with 25 parts kieselguhr. Because the clay had a little iron in it, the putty was tinged with red. This dynamite was also informally referred to as “guhr dynamite.” In 1887, the home secretary of Britain allowed a range of other stabilizers to substitute for kieselguhr and still be valid as Nobel’s patented product, including carbonate of sodium, sulphate of barium, mica, talc, and ochre. Other forms of Dynamite No. 1 included Dynamite blanche de Paulilles (mixed with white siliceous earth), Dynamite de Boghead (mixed with ashes of Boghead coal), and E.C. or S1 Dynamite (mixed with carbonate of soda).31

The key to the explosive power of all forms of dynamite is how much nitroglycerine there is compared to the various fillers, bases, or stabilizers. Dynamite No. 2 was slower and milder than No. 1, for example, because the amount of nitroglycerine was decreased. Dynamite No. 2 was to be used in places where the huge shattering effect of No. 1 was too much, such as in coal mines or slate and granite quarries. No. 2 was black, and it had only 18 parts by weight of nitroglycerine, mixed with 82 parts of potassium nitrate, paraffin, and charcoal—the reason for the black color. Dynamite au Charbon (mixed with nitrate of baryta, charcoal, and resin), Dynamite grises de Paulilles (mixed with nitrate of soda, resin, and charcoal), and Dynamite de Krummel (could have either 48 to 50 parts nitroglycerine, or 30 to 35 parts), were all Dynamite No. 2 preparations produced in Nobel’s factories. Sometimes the same brand could be a No. 1 or 2, depending on how it was mixed: Dynamites des Vonges could have from 30 to 90 percent nitroglycerine, for example. All of these were called “dynamite.”

When manufacturers wanted to avoid awkward questions about Nobel’s patents, they just gave the product another name: Jupiter Powder, Vulcan Powder, Neptune Powder, and Lithofracteur were all versions of No. 2 Dynamite. Lignin-dynamite was the generic name for mixtures of dynamite that had sawdust or wood-pulp, also known by chemists as Dynamite No. 0 (75 percent nitro mixed with woodmeal). In the United States, there was Hercules Powder, Aetna Powder, and Extra Hercules Powder, among other dynamites. Indeed there were as many as 125 different dynamite varieties, according to Lt. Col. J. P. Cundhill, a British explosives inspector who compiled all of them into a Dictionary of Explosives in 1889.32

When he couldn’t win in court, or his patents were unenforceable, Nobel tried to buy up other companies or make a deal with them to share the market. The fear of losing control of dynamite to locals in other countries was a key factor driving Nobel to build companies so that he could get there first, try to validate the “uniqueness” of his patents, preempt rivals, and dominate the global market.33

There was a particularly vicious fight over patents in Australia in the 1880s. The demand for dynamite to dig gold mines in Victoria soared because Australian mines went very deep, requiring a lot of explosives to excavate them.34 Nobel fought there with the Germans (Krebs & Co.) and with local Australian companies producing dynamite with names like Dynamo35 and Jones’ Dynamite.36

France was another special case. France had a state monopoly on the manufacture and sale of explosives, so gunpowder was three times as expensive there as in neighboring Prussia. Since dynamite was cheaper and better than gunpowder anyway, Nobel knew it would do well in France—if he could just sell it there.37 He searched for a French partner, eventually finding a wealthy (but somewhat reckless) thirty-two-year-old named Paul Émile Barbe, whose family put up the capital and with whom he agreed to share the profits 50/50.38 Still they struggled to get French government permission to sell.

When the Franco-Prussian war broke out in 1870, the Prussians defeated the French, and suddenly the losing side wanted better, and more, explosives. In 1871, the French Ministry of War allowed Nobel to build a factory at Paulliles (on the Mediterranean, near the Spanish border) and sell dynamite throughout France, even throwing in 60,000 francs in government assistance.39

Finding local partners in other countries was how Nobel expanded other parts of his empire so quickly. Being stretched for resources, especially in the early years, he relied on the capital of wealthy merchants, lawyers, and entrepreneurs, on top of the cash he could earn from selling his patents, to get his enterprises going.40 His first firm, in Sweden, relied mostly on the capital of a Stockholm merchant, and in Germany his partner was a doctor of law.

Nobel always structured the partnerships so that he put up as little of his own money as possible, retaining company shares in return for his patent. The only exception was his Norwegian nitroglycerine firm, where he divested his shares and received cash for his patents, a mistake he never repeated. Nobel held 25 percent of the shares in the Swedish and American companies, and initially more than half of the German one.41 This large personal stake may have been one reason Nobel wanted the German firm to be a major exporter; however, long-distance shipments from Hamburg were also responsible for many early nitroglycerine accidents. Ultimately Nobel built a large number of local plants around the world so he wouldn’t have to transport dynamite very far.42

The growth rate of his global business was incredible: between 1871 and 1874 Nobel’s manufacture of dynamite almost quadrupled, and his Hamburg plant was the most profitable, exporting about a third of its production.43 (See Table 4.1, a list of Nobel’s earliest explosives factories.)




TABLE 4.1 Nobel’s Earliest Explosives Factories




	Vinterviken (Winter Bay, Sweden)
	1865



	Krummel (near Hamburg, Germany)
	1865



	Lysaker (near Oslo, Norway)
	1865



	Little Ferry, New Jersey (USA)
	1866



	Zamky (near Prague)
	1868



	Rock Canyon (near San Francisco, California, USA)
	1868



	Hango, Finland
	1870



	Ardeer (near Glasgow, Scotland)
	1871



	Paulilles (near Port-Vendres, France)
	1871



	McCainsville (now Kenvil, an hour west of New York City, USA)
	1871



	Schleebuch (near Cologne, Germany)
	1872



	Galdacano, Spain
	1872



	Giant Powder Works (near New York City)
	1873



	Isleten, Switzerland
	1873



	Avigliana (near Turin, Italy)
	1873



	Trafaria (near Lisbon, Portugal)
	1873



	Pressburg (now Bratislava, the capital of Slovakia)
	1873





This Table was compiled with information mainly from Fant (1991), p. 135, and Lundström (1986). Note that the earliest four factories were established for the production of nitroglycerine oil, before the invention and patenting of dynamite. Note that the Little Ferry factory was destroyed in 1870.



Growth despite Danger

The voracious demand for dynamite is also underscored by the fact that for many years, the manufacture and transport of the explosive was still quite dangerous. One hazard was in transporting it in wet or cold conditions. Water would soak into the putty, forcing the nitroglycerine oil to seep out, making it subject to explosion if jarred or heated.44 Dynamite also froze at around 40 degrees Fahrenheit and required a complex and difficult process of “tempering,” or thawing, to be usable. Detailed instructions for how to thaw dynamite were often included in the box, and miners or railroad workers became good at it; but accidents happened, especially early on. In Parma, Italy, in 1878, for example, a lieutenant colonel in the cavalry set a can containing 1 kilogram of frozen dynamite onto a charcoal stove to thaw. It exploded, and eighty people were killed or injured.45

The manufacture of dynamite also continued to be dangerous. Workers at the factories were exposed to its key ingredient, nitroglycerine, in full force. Nitroglycerine oil was prepared in huge vats, usually supervised by men, sitting on one-legged stools to keep them alert, carefully watching a temperature gauge to ensure the mixture didn’t get too hot. Women did the hand work and cartridge packing (Figure 4.1). They kneaded the silicon kieselguhr and nitroglycerine putty mixture with their bare hands, as if making bread. Then they put the dough into what looked like a sausage machine, where it was extruded as rods, cut in measured lengths, wrapped in wax paper, packed in tubes, and finally loaded into crates, thirty cartridges in each. It was dangerous work yet, except for the chemists and factory management, the pay was low.46


[image: image]

FIGURE 4.1 Female workers mixing dynamite with their bare hands (above) and using dynamite extruding machine (below), Nobel dynamite factory, Ardeer Ayrshire Scotland 1884. The Print Collector/Alamy Stock Photo.



Major accidents included numerous devastating explosions at the Vinterviken factory in Sweden; the complete destruction of the factory at Little Ferry, New Jersey, in March 1870 (it was never rebuilt);47 and the total destruction of the Nobel Krummel factory twice (1866 and 1870). In 1867, Nobel licensed dynamite to San Francisco businessman Julius Bandmann’s Giant Powder Company, which had major accidents in 1869 (two killed, nine injured), 1879 (four killed), followed by three more deadly explosions over the next thirteen years, killing sixty-six workers.48

Tight restrictions on the manufacture and transport of dynamite might seem to have been in order, but even quite rigorous regulation of the business could, with sufficient persistence and political pressure, be accommodated or worked around. In this regard, the biggest challenge Nobel had faced soon after he invented dynamite was finding a way to sell it in Britain, which he was intensely keen to do. In his private papers, he wrote:


Great Britain is in my opinion by far the most important of all for this branch of the business, not only on account of the vast internal trade, but also the great facility for export to the colonies. . . . Now the colonial trade is of the greatest importance. Think of all the Indian railways, Australian mining and so forth.49



Yet, selling his products in England proved especially problematic due to another tragic accident.

On 30 June 1869, a consignment of nitroglycerine was shipped from Hamburg, Germany, first to the densely populated port city of Liverpool, then southward to Wales, where a part of it blew up near the town of Caernarvon, Wales.50 The oil was in two carts driven by quarry-men returning from work. They had just passed the small Welsh village of Cwm-y-glo when the nitroglycerine exploded, killing five men outright and injuring twenty-four people (including village children), twelve of them seriously. One person had to have his leg amputated, and two lost arms. The explosion cut two 8-by-8-foot holes in the road, and structures as far as 2 miles away were damaged by the blast. Those who died were pulverized. According to one newspaper account, “A foot, a man’s chin covered with beard, and a man’s heart were found together about eight yards from the spot.”51

As a direct result of the Caernarvon accident, on 11 August 1869 the British Parliament hastily passed the Nitro-Glycerine Act, requiring a license for handling any form of nitroglycerine and banning all importing of the oil. Sweden and Belgium also strictly prohibited its use.52 In subsequent months, demands for licenses from eager British mining and construction businesses still came flooding in; however, the Home Office decided that both nitroglycerine and, by extension, dynamite were too dangerous to transport, and must be made and used in one place. Without either a license or a local factory, Nobel found it impossible to sell dynamite in Britain.53 Under steady pressure—not least from Nobel’s local agent, John Downie (who died in an explosives accident five years later)—the Home Office in 1870 eased the restrictions on storage and transport. By April 1871, Nobel had procured a license to manufacture dynamite in Scotland. He founded the British Dynamite Company (retaining a 50 percent share) in Ardeer, on Scotland’s western coast, later that year.54

The 1869 Nitro-Glycerine Act also made it difficult to distribute dynamite within Britain, because manufacturers had to ensure that everyone handling it was licensed, and some railways flatly refused to carry it at all. Sometimes this meant that dynamite made in Scotland was loaded onto horse-drawn carts, then bumped along exposed to the elements on uneven roads, hardly a safer alternative and probably much easier to steal.55 Some dynamite was sent by rail, but it was labeled “slate” or something else.56

Responding to continuing accidents, and also to the explosive industry’s desire for more judicious regulation, the British Parliament passed a much more sophisticated and thoughtful piece of legislation, the 1875 Explosives Act.57 The Act established a thorough system of inspection and control of all explosives in Britain, not just high explosives such as nitroglycerine, dynamite, and guncotton, but also including gunpowder.58 The well-paid and well-trained government inspectors (who were often former Royal Artillery officers, backed up by a scientific adviser, who was an academic) had considerable discretion in how they interpreted the act—for example, during factory and warehouse inspections—and they worked with local authorities, who were responsible for issuing licenses.59 At first some railroads continued to refuse to carry explosives, but they slowly gained confidence in the safety inspections regime and permitted it.60 Ultimately the act made it much easier for Nobel, and other producers, to operate in England, and Nobel became a proponent of the high-quality inspection and transport system there.

Inexorable Downward Pressure on Price

As his explosives empire grew, another problem Nobel faced was that his plants began to compete against one another, driving the price of dynamite in their sales territories down.61 Nobel had some success in driving the price artificially high for periods, but it required some strenuous business machinations. His French partner, Barbe, suggested in November 1878 that he merge his British and German companies, an amalgamation and structural change that Nobel initially resisted.62 However, only a few years later a new wave of competitors popped up throughout Europe, again producing knockoff types of dynamite blending nitroglycerine oil with things like charcoal and sawdust, driving prices down, including three new companies in Germany alone: Dresdner Dynamit-Fabrik, Kolner Dynamit-Fabrik, and Deutsche Sprengstoff. So in 1886 Nobel accepted Barbe’s suggestion, uniting those three competitors, along with his German and British conglomerate, into a cartel that he named the Nobel Dynamite Trust Company Ltd.63 Member companies divided their territories among themselves, and collaborated to set the price of dynamite above what would have been the market rate.

In building his cartel, Nobel was following the example of the major US manufacturers of gunpowder. Powder firms had pocketed more than $1 million selling high-quality gunpowder to the North throughout the Civil War.64 In 1872, the three largest manufacturers—DuPont, the Hazard Powder Company, and the Laflin & Rand Company—aligned with four smaller US firms to form a powerful monopoly that became known as the Powder Trust. The express purpose of the trust was to fix the price of gunpowder.65 When upstart competitors took advantage of the opportunity to undercut the trust’s pricing, selling powder at lower prices, the trust companies would temporarily lower their price in that territory, often selling below cost, forcing the competitor into financial straits. Trust members would then buy a controlling share of the competitor firm’s stock, forcing it to do the trust’s bidding. An early example of this strategy was carried out with the California Powder Works, which in 1875 was forced to sell 43 percent of its stock to trust member E. I. du Pont de Nemours and Company, and was then pressured to raise its prices and also to refrain from shipping to any competing territory.66 The same strategy was deployed against the Chattanooga Powder Company in 1890, the Phoenix Powder Manufacturing Company in 1891, and the Southern Powder Company in 1894.

The US Powder Trust, especially the DuPont company, flexed its muscles against Nobel’s efforts, as well. In the 1860s, members of the trust fought nitroglycerine-based explosives altogether. Then, realizing that gunpowder could not hold the newer technology off, they wanted the right to control and profit from its sale in the United States. In 1888 they bought all the interests in Nobel’s US factories. In a market-sharing and price-fixing arrangement, the Powder Trust divided the US market between the six principal members in California and the Eastern seaboard. The deal stipulated that the American companies would stay out of Europe, Africa, Australia, and Asia, in return for Nobel ceding the rights to sell dynamite in the United States.67 Nobel continued to receive royalties from his patents, but grumbled in 1889 correspondence that the US patent fees were so small that they could be “seen only under a microscope.”68

Although the Sherman Antitrust Act, which was the first US law prohibiting monopolistic practices and empowering the Justice Department to break trusts up, was passed in 1890, the Powder Trust held on until 1912. The government finally took decisive action against the cartel that year in light of growing political and economic tensions between the major European powers, portending that vast quantities of gunpowder might shortly be needed for large-scale war. The government was prescient, as war broke out in Europe two years later.69

The European Nobel Dynamite Trust differed from the US Powder Trust in that it did not operate strictly within one country. According to Swedish economic historian Ragnhild Lundström, it was the first international holding company in the world, meaning it was the first company whose sole purpose was to own shares in other companies throughout the world and control their joint business. A year after the Nobel Trust was born, in 1887, Nobel and Barbe also founded La Société Centrale de Dynamite (Society for the Centralized Control of Dynamite), which incorporated the French, Spanish, and Italian-Swiss dynamite companies. The headquarters of these two new multinationals, in London and Paris respectively, coordinated prices, investments, sales, purchases of raw materials, and production levels between the factories and each other.70

The goal was not to drive up prices but to both reduce competition between trust companies and prevent outsiders from gaining market share, thus profiting from high-volume sales of dynamite at low prices.

The remarkable speed at which the dynamite business grew and the low cost and relative safety of the explosive explain the readily accessible supply of dynamite for use in attacks. But what explains the intensifying demand for this particular explosive versus other, superior, options?

The Stoking of Discontent

Not unlike today, the late nineteenth century was a period of great contradictions: an era of unprecedented technological progress, which brought an abundance of new conveniences and greatly improved the quality of life for many, but which also led to great hardship for many in the lower classes.

Maturing industrialization provoked growing social discontent. Monarchies, some with elected Parliaments, some without, still predominated in most regions of the globe; but even where republics had replaced them—as in France and the United States—universal suffrage in practice meant voting restricted to non-Muslim males in France, or adult white males in the American south, for example. The rest of the public had no viable avenue for political change. Meanwhile, even as overall global standards of living were rising, wealth inequality between low-wage factory or railroad or oil workers, on the one hand, and industrialists such as Andrew Carnegie, J. P. Morgan, and John D. Rockefeller, on the other, provoked anger. Appalling working conditions particularly fed workers’ anger and rallied them to violent protest.

Globalization also contributed. The disruptions to familiar ways of life due to late nineteenth-century globalization were in many respects even more dramatic than those of today. People, commodities, goods, and capital all moved more easily between states than they do now. Steamships, railroads, and the Suez and Panama canals all abruptly shrank the distances between people, and the cost of travel plummeted over the century, from about $150 in 1826 for an average first-class advertised fare from London to New York, to $60 in 1900.71 The development of the transportation infrastructure led not only to economic globalization but also to the mass resettlement of people looking for a better life. Waves of migration produced an angry backlash to an influx of low-skilled laborers, many of them fleeing famine, religious discrimination, or unemployment at home, going from places like Ireland, Italy, Russia, China, Germany, and Poland to the United States, Great Britain, and Canada. There they accepted lower pay and worse conditions than indigenous workers did, leading to downward pressure on wages and deep local resentment.

Between 1880 and 1920, approximately 23,500,000 immigrants arrived in the United States, for example, more than 12,000,000 from eastern and southern European states. This totaled more than twice as many as had arrived between 1840 and 1880 (9,438,480), most of them northern Europeans.72 American periodicals like Harper’s Weekly in 1886 referred to them all as “Hungarians” and decried their supposed tendency toward violence.73 Many people whose lives were convulsed by these changes were humiliated, disoriented, discriminated against, and felt left behind.

Civility broke down, as attacks that had appalled the public in the 1880s were increasingly condoned or even championed by labor activists who saw no other way to bring about change, protect their livelihoods, or engage the fight between capital and labor, especially in the years before and after the First World War in the United States.

Dynamite was the perfect weapon with which to express the growing rage, and it assumed an almost mystical place of honor as a populist leveler between workingman and boss, monarch and peasant, wealthy and indigent.

A number of particular developments rallied people to action.

The International Anarchist Convention of 1881, and “Propaganda of the Deed”

Anarchist leaders came up with a potent rallying cry that attracted a new wave of devotees. Four months after Tsar Alexander’s assassination, the leaders of the movement held an international conference in London, from 14–19 July 1881, attended by all of the major figures, including Peter Kropotkin, Marie Le Compte, and Errico Malatesta. There they formally blessed the concept of “propaganda of the deed” (from the French propagande par le fait). It was in some ways an old activist principle—that talk is cheap. Italian revolutionary Carlo Pisacane had written in 1857, “The propaganda of the idea is a chimera. Ideas result from deeds, not the latter from the former.”74 With dynamite now providing the perfect means with which to act, propaganda of the deed came to refer specifically to acts of killing, especially dynamite bombings. The conference passed a formal resolution calling for the study of the technical sciences, such as chemistry, so that people could make bombs “for offensive and defensive purposes.”75 Although the original concept was to use the weapon for a mass insurrection, rather than random acts of terrorism, this quickly changed in implementation.76 Terrorism was seen as the ultimate anti-organization, anti-authoritarian act, and the leaders were philosophically dedicated to the complete autonomy of local groups and individuals to decide what form their violent activities should take.77

Whereas earlier would-be revolutionaries had failed to capture the popular imagination and were easily crushed by the state, dynamite bombings riveted the public’s attention, not least because common people were often both the perpetrators and among the victims. Dynamite also enabled the anarchists to distinguish themselves from common criminals, who generally used knives and handguns. Explosives were an impressive new technology. Additionally, dynamite attacks required little planning, and they appealed to lone wolves and small groups of conspirators, who carried out most attacks. The leaders of the movement did not have to become directly involved in organizing the violence; they could limit their role to writing philosophical works, bemoaning the unequal ownership of assets, and laying out a vision for a better society.

From the time of the conference forward, the movement was bifurcated into an “elite” leadership and a far-flung, mostly unorganized mélange of malcontents, many of whom were inspired by the anarchist dream but were not deeply familiar with anarchist thought. Some of them were hangers-on to the movement rather than true believers—thugs, exhibitionists, and mentally unstable individuals who opportunistically jumped on the violence bandwagon.78

Bombings spiked dramatically in the aftermath of the London conference. Over the thirteen years following Nobel’s invention of dynamite (1867–1880), 17 bombings had been carried out. In 1881 alone there were 16, followed by 13 in 1882, 25 in 1883, and 42 in 1884. (See Figure 4.2, Worldwide Bombings per Year, 1867–1891.) The popularization of the concept of propaganda of the deed had opened the floodgates, ultimately dismaying many of its original proponents.79 Instead of a mass revolution against the centralized state, envisioned by proponents of propaganda of the deed like Prince Kropotkin, what unfolded was violence that, above all, killed innocent civilians in streets, hotels, houses, factories, theaters, opera houses, and restaurants.


[image: image]

FIGURE 4.2 Worldwide Bombing Incidents per Year (1867–1891).



Dynamite Schools and Pamphlets

Publications extolling dynamite as the ultimate populist weapon proliferated. The anarchists were a leading force in this, but Irish nationalists extolled its virtues, too.80 Writers argued that the benefits of science should not be confined to the upper class and advocated scientific education of the lower classes, including about the use of explosives. In 1885, for example, Gerhard Lizius, who was an anarchist thought leader and ultimately one of the eight men convicted and executed in the Haymarket massacre, wrote an editorial, published in the anarchist paper The Alarm, describing dynamite as the “sublime stuff” and declaring, “In giving dynamite to the downtrodden millions of the globe, science has done its best work.”81 Dynamite was also lauded in songs and poems, such as in the poem “Nihilisten,” published in the German socialist journal Vorbote [Herald], the monthly central organ of the German section of the First Socialist International, which proclaimed, “Hurrah for science! Hurrah for dynamite!—the power which in our hands shall make an end of tyranny.”82

The anarchists not only advocated education about dynamite, they delivered it, opening bomb-making schools and giving public lectures and workshops, as well as distributing instructional pamphlets. The first of these guides was a seventy-four-page pamphlet titled “The Science of Revolutionary Warfare: A Little Handbook of Instruction in the Use and Preparation of Nitroglycerine, Dynamite, Gun-Cotton, Fulminating Mercury, Bombs, Arsons, Poisons, etc,” published in the United States in 1884 by Johann Most.83 He had been exiled from his home country of Germany, ending up first in the United Kingdom, where he attended the 1881 London conference. Moving to the United States, Most got a job in a New Jersey explosives factory. His hands-on daily experience there enabled him to write simple step-by-step instructions for bomb-making. He opened the guide with the statement that:


Today, the importance of explosives as an instrument for carrying out revolutions oriented to social justice is obvious. Anyone can see that these materials will be the decisive factor in the next period of world history. It therefore makes sense for revolutionaries in all countries to acquire explosives and to learn the skills needed to use them in real situations.84



Much of Most’s focus was on dynamite, explaining its tendency to cause the greatest damage in the direction of maximum resistance. He also provided details about how to build both spherical dynamite bombs, made of two thin metal halves soldered together with a hole drilled for a blasting cap and fuse, and rectangular bombs, constructed from 6-inch lengths of pipe with a similar detonator. Though Most also included instructions for making dynamite, he recommended buying or stealing it, because “dynamite is used for many purposes, so that it is nonsense to believe that it cannot be obtained from conventional suppliers.”85 The author did not mince words or advocate selective targeting in killing people. He wrote openly of creating “maximum destruction in all directions, for example, inside a house—and particularly in the middle of a large group of human targets.”86

Most’s pamphlet had great influence. It was serialized by the Chicago anarchist newspaper Arbeiter-Zeitung, which sold copies of Most’s pamphlet at ten cents apiece at meetings, picnics, and in newspaper offices. A charismatic speaker, Most also traveled throughout the United States, hawking the pamphlet and exhorting audiences to arm themselves with explosives for the revolution to come. In 1889, the budding anarchist Emma Goldman attended one of his lectures and thereafter began giving her own fiery talks throughout the United States, exhorting her audience members to take action. Polish immigrant Leon Czolgosz reportedly attended one of her lectures, and two weeks later, on 6 September 1901, assassinated President William McKinley.87 Upon his arrest, Czolgosz, who was enraged about harsh working conditions and claimed to be an anarchist, said that Goldman had inspired him.88

Anarchist Newspapers and Periodicals Worldwide

Joseph Most’s pamphlet was but the first of a number of such publications, which proliferated across the globe. In all, during the Anarchist Period (1878–1934) nearly 250 anarchist publications sprang up. Most of them flourished for a short time and then folded (see Appendix B),89 and often their brief appearance was accompanied by a bevy of local bombings, which were then publicized by these rags.

In 1892, following the theft of a large amount of dynamite from a Paris suburb, an anarchist newspaper published a formula for making mercury fulminate and simple illustrations for how to construct a bomb. Between March and November 1892, France had an unprecedented twenty-six bombings, twelve of them in Paris. Ten of these were part of a concentrated one-month spree (29 February–30 March), including at least three bombings by the French anarchist known as Ravachol (François Claudius Koenigstein). The bomber was captured by police on 30 March, tried, and executed on 11 July 1892, and then a wave of revenge attacks (or attempts) followed. Over this difficult year, 300 bombs were discovered by Paris police and gingerly analyzed in the reinforced basement laboratory of the municipal headquarters.90 The city’s police force was besieged by reports of imminent threats, with officers sent digging through the garbage for devices and reacting to anonymous letters threatening to bomb nasty landlords. “Long Live Anarchy” was found scribbled on walls and sidewalks. Many police were so exhausted and fearful for their lives that they asked for transfers or resigned. Some coerced “anarchist” confessions from ordinary crooks.

In Barcelona, the “City of Bombs,” over twenty local anarchist publications appeared, many during the height of the bombing period there from 1902 to 1909. Likewise, forty anarchist journals and newspapers were published in France, and their periods of publication coincided with the spike of anarchist bombings in Paris, Lyon, and other French cities. Across Europe as a whole, 73 percent of all bombings occurred within 200 miles (322 km) of an existing anarchist publication (Figure 4.3).
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FIGURE 4.3 European Anarchist Publications and Proximity to Bombing Incidents, (1867–1934).



Probably the most striking illustration of this pattern comes from Buenos Aires and the nearby city of Rosario in Argentina. Seventeen of the 27 identified South American anarchist bombings (63 percent) occurred in these two localities, which were home to more than 50 anarchist publications between them, including 24 in Buenos Aires and 30 in Argentina, all circulated at the peak of the anarchist South American bombing campaign in the 1920s.

Mass-Market Sensationalism

The emergence of the first wave of terrorism coincided with the appearance of the mass-market newspaper. Lurid coverage of attacks ran in both mainstream newspapers and tabloids, which boomed in circulation at the end of the nineteenth century.

During this era of “yellow journalism,” papers competed furiously to attract readers, and they often did so through shameless means. In 1896, William Jennings Bryan, running as a populist candidate for the US presidency, warned of an “epidemic of fake news.”91 After he lost the election to William McKinley, Bryan started his own newspaper, The Commoner, which he used as a platform for his own “fake news” (the phrase that he used at the time), including that he would have won the election had the Republicans not engaged in fraud, supported by the corrupt media.92 Also in 1896 a columnist complained in The Davenport Daily Republican, “It could not be foreseen that a time would come when whole columns of fake news would be published, that whole columns of sensational stuff would be printed and read.”93 There was so much malarkey passing for facts, often attributed to “friends,” that to protect itself from deception, The Polk County Republican of Tennessee carried a notice near its masthead, “All Communications, to receive attention, must have the writer’s name to it. This is our only protection against ‘fake’ news and the rule will not be broken under any circumstances.”94

Fear and violence sell, and the papers also made the most of the news of “dynamitings.” In addition to stories of homegrown bombings, news crossed the Atlantic via newly laid transcontinental underwater telegraph cables, bringing the global scale of the bombings vividly to life. Stories with graphic details of the bloodshed lured readers with sensationalist headlines, such as this sampling of headlines from the New York Times: “Anarchist Blown to Pieces: Killed in London by an Explosion of Some Sort of Bomb,” 16 February 1894; “Reign of Terror in Paris: Ancaer Bomb Explosion in a Small Hotel,” 21 February 1894; and the formidable “The Guillotine’s Sure Work; Details of the Execution of Vaillant, The Anarchist. ‘Long Live Anarchy! the Last Words of the Condemned Man—He Refuses the Ministrations of a Chaplain and Walks to His Death Without a Tremor—The Body, After a Pretended Burial, Turned Over to the Doctors for Dissection,” 6 February 1894, describing the public execution of French anarchist August Vaillant following his attack on the Chamber of Deputies.

Newsboys loudly hawked papers on street corners, broadcasting the most salacious stories. The coverage attracted new readers in droves, and papers cut their prices to optimize sales. In England, the cost of many newspapers was cut to a halfpenny an issue and their circulation soared. Lloyd’s Weekly Newspaper of London, the best-selling weekly, reached a million in circulation during 1896, up from 200,000 in 1861.95 In Paris the circulation of newspapers doubled between 1871 and 1910, and the cost dropped by half.96In the United States, the Pulitzer and Hearst empires flourished. Between 1883 and 1895, the circulation of Pulitzer’s New York World grew from 15,000 to 600,000,97 and though the paper cost only five cents an issue, it was the most profitable newspaper ever published. Hearst’s New York Journal was not far behind.

Popular fear and fascination with dynamite spread rapidly, resulting in what became known as dynamite psychosis, especially in major cities like New York, Paris, and London. Widespread sensationalist reports and anxiety about anarchists in the wake of dynamite attacks triggered repressive police powers and sometime executions of the perpetrators, particularly in France. Fanatics like twenty-two-year-old Emile Henry, shocked by the widely reported public execution of August Vaillant for throwing a bomb into the French Chamber of Deputies in 1893, then carried out a series of copycat bombings in Paris in 1894. In his room, Henry had copies of five anarchist newspapers and instructions for making a bomb.98 Mario Buda, who was reportedly responsible for the 1920 Wall Street bombing, had read about the 1916 Preparedness Day bombing in San Francisco, as well as the spate of letter bombings sent to government officials in June 1919.99 Stories and pictures of Buda’s Wall Street bombing then led to widespread hysteria and political support of the US anti-immigrant Palmer Raids in its aftermath. It was a cycle of escalating fear and reaction. Over and over, the sensationalist publicity after dynamite bombings resulted in popular fear, then government repression, then outrage or inspiration, and then additional bombings.

Patterns in Numbers of Attacks

A close analysis of nearly 1,300 bombing incidents throughout the world during this first wave of violence shows that the number of attacks was directly related to a key set of economic and legal factors: fluctuations in the price of dynamite, regulations on transporting nitroglycerine products by rail, local trust activities, and whether or not there were strict factory export controls. (See Appendix B for further information on bombing incidents and explosive control legislation at the time.100) The number of bombings in Europe was on the rise between 1881 and 1885 (a time when the price of dynamite was falling), and then dropped off precipitously in 1886 (coinciding with the formation of the Nobel Dynamite Trust). (See Figure 4.4.) Bombings in France, Spain, and Italy peaked in 1892, following the theft of a large amount of dynamite and the execution of Ravachol. Likewise, there was a significant increase in the number of bombings in the United States beginning in 1905, probably related to declining economic conditions, the rising influence of activist labor unions, and an influx of immigrants spreading anarchist and socialist philosophies from countries including Russia, Poland, and Italy.
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FIGURE 4.4 Number of Worldwide Bombing Incidents by Year with Significant Events (1867–1934).



Large bombings that harmed civilians usually resulted in greater political pressure for government control of explosives, especially in Europe, and the legislation seems to have had significant effect. In addition to the early laws regulating transportation of nitroglycerine and dynamite mentioned in the last chapter, which were prompted by accidents, beginning in 1883 numerous countries enacted anti-anarchist and anti-bombing laws. According to historian Richard Bach Jensen, legislation against the criminal use of explosives passed in Britain (1883), Germany (1884), Austria (1885), Belgium (1881, 1886), Denmark (1894), and Switzerland (1894). Laws against incitement to commit violence passed in Denmark (1886), followed in the 1890s by those in France (1892, 1893, 1894), Spain (1894, 1896), and Italy (1894). Those laws might help to explain the slowdown in bombings in Europe between 1897 and 1905. Sweden (1906) and Bulgaria (1907, 1909) passed similar laws a bit later than the others, but fewer attacks had occurred there and there was less public pressure to do so.101

The pattern in the United States was different. The federal government lagged in its legal response to major bombings, believing that it was the responsibility of individual states to regulate explosives, except in time of war. Apart from the World War I years, dynamite remained easy to acquire in America throughout this period. While bombing outbreaks did occur in Europe—most notably in Spain (1908–1909, 1917) and Italy (1921), as well as Transvaal (1907) and India (1908–1909) beginning in 1907—the global focus of dynamite bombings significantly shifted to the Americas, where nearly half of all bombings (46.4 percent) occurred over the next twenty-five years, until the rise of Nazism in Europe in the early 1930s.

The US federal government concentrated mainly on the people and groups thought to be involved in terrorist attacks rather than the tools they used, passing laws against the immigration of anarchists in 1903 and 1907. The approach was misguided given the relatively high level of bombings that were connected in some way to domestic labor actions or protests by people who already lived in the United States. Bombing incidents in the Americas occurred in waves (Figure 4.5). The first US wave (1884–1890) of eleven incidents centered mostly on Chicago (e.g., the Haymarket Affair). The second wave (1892–1896) of twenty-one incidents was centered mostly in the Northeast (New York, New Jersey, Pennsylvania), and it involved steelworkers (e.g., the Homestead Affair). There was a quiet period between 1897 and 1903 (only six incidents, mostly involving miners), and then a very major outbreak (eighty-six incidents) from 1905 to 1910, which involved the ironworkers and, reportedly, the Italian Black Hand. This period of violence (usually on the part of both security forces and workers) culminated with the bombing of the Los Angeles Times building in 1910, and the prosecution of Ironworker Union heads in 1911.


[image: image]

FIGURE 4.5 Number of Bombing Incidents in the Americas by Year with Significant Events (1867–1934).



Unlike in Europe by this point, in the United States no permit was required to buy explosives, and any regulation fell under state, not federal, law.102 But many states had no restrictions at all, and the laws that did exist were rarely enforced. As accidents continued to occur, some self-regulation by industry emerged. For example, the US railroad industry put in place its own system to control explosives. Following a major dynamite accident on 1 November 1903, in which a large load exploded in Crestline, Ohio, injuring scores of people and setting 500 freight cars on fire, the Pennsylvania Railroad developed some of the first regulations against the transportation of dynamite in the United States. The company then led the American Railway Association (ARA) to establish the ARA Bureau of Explosives in 1907, which, backed by the Interstate Commerce Commission a year later, became a nationwide enforcer of private regulations.103 This helped reduce accidents in railroad transportation but did nothing to control explosives used locally.

Another strong pattern in the data concerns the relative proximity to explosive factories. At least 1,291 bombings were publicly reported between 1867 and 1934, and most of them happened near dynamite factories.104 (See Appendix B.)

In Europe, the average distance between a bombing and a dynamite factory was 119 miles (192 km), and 86 percent of bombing incidents occurred within 200 miles (322 km) of a high-explosive factory (Figure 4.6). This was probably because the factories tended to be fairly close to cities, which were the most politically charged.
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FIGURE 4.6 Proximity of Bombing Incidents to High Explosives Factories in Europe (1867–1934).



In North America, the distances were a little longer than in Europe, with 78 percent of bombings occurring within 150 miles of a dynamite factory (Figure 4.7).105 This probably relates to the lower US population density and easy accessibility of dynamite within states, except when it was transported (as on the railroad). Whether or not individuals could acquire dynamite in the United States often depended on the practical logistics of moving it, especially when it might be carried across state lines.
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FIGURE 4.7 Proximity of Bombing Incidents to High Explosives Factories in the Americas (1867–1934).



Clearly the industrial production of dynamite and the use of this technology in violent attacks were closely connected. In other words, most attacks were not carried out using homemade dynamite (or dynamite transported over long distances) but rather dynamite that was produced, sold, and bought relatively nearby.

How the Wave of Global Dynamitings Ended

Important to tamping down this first wave of terrorism was the establishment of international police and intelligence cooperation, especially in Europe. This had begun back in 1898, following the assassination of Empress Elisabeth of Austria. Fifty-four delegates from twenty-one countries attended a highly secret international anti-anarchist conference in Rome, followed by an agreement hammered out between the European foreign ministries. Anti-anarchist legislation and anti-explosive laws in the United Kingdom, Germany, Switzerland, Belgium, and to a certain extent France helped to reduce the frequency of bombings, especially after 1900. These efforts were important precursors to the 1923 establishment of Interpol, the network of international law enforcement agencies whose headquarters is in Lyon, France. They also foreshadow the more extensive global network of international counterterrorism cooperation today.

The United States, as always, took a different approach. It did not attend the Rome conference and declined to join the European anti-anarchist league.106 Among other reasons, the American policing tradition was very decentralized. The United States had no federal police force until President Theodore Roosevelt in 1908 directed the establishment of a federal detective service, which became the “Bureau of Investigation” in 1909 and ultimately the Federal Bureau of Investigation (FBI) in 1935.107

The first US federal regulation of explosives in the United States was the Explosives Act of 1917, which restricted them only for the duration of the First World War, and was enforced by inspectors with the Bureau of Mines.108In 1920, William Chenery of the New York Times commented on the folly of lifting federal regulation: “[Y]ou could buy a stick of high explosives quite as legally as you could purchase a paper of pins, for all the Government hindered you.”109 The Explosives Act was reactivated in 1941, during the Second World War, and then deactivated again by President Harry Truman in 1947. It was not until 1970 that there was a consistent set of explosive regulations nationwide in the United States.

Once the genie of a potentially lethal, profitable new technology is out of the bottle, it can be difficult to control its spread, especially if the new technology is commercially produced, has positive uses, and stands to make many people lots of money. Intelligent regulations do have a track record of limited success, however. The British example of highly experienced inspectors backed up by expert chemists, in a carefully crafted program regulating the explosive’s handling and transportation, helped Nobel sell much more of it, with the Scottish plant becoming one of his most profitable ventures. Highly publicized accidents had reflected poorly on his business, and the British government strongly supported his patent. In other countries, federal regulations were either too stringent, as in France and Russia, or missing altogether, as in the United States and Australia. Individuals could still make “bootleg” dynamite, but due to its ready availability, reliability, and low cost, most of the dynamite used in violent attacks was factory-made. In short, intelligent regulations may have made terrorist attacks harder to orchestrate.

Nobel’s Remorse

Alfred Nobel had not anticipated the civic violence his invention inspired, or the staying power of dynamite. He invented some 355 patented products during his lifetime, including for explosives that were superior to dynamite. These included blasting gelatin, or gelignite, which was more resistant to impact and less likely to sweat, created in 1875, and ballistite, a smokeless powder made from nitroglycerin and guncotton, that was better suited as a propellant, invented in 1887.110 Any objective expert assessment of his subsequent explosive creations would have to conclude that dynamite was not the most powerful, effective, or reliable of them. Yet dynamite—in both its construction of modern infrastructure and its disruptive role on the world stage—would go down in history as his primary legacy.

Blasting gelatin not only solved the problem of seeping nitroglycerine oil, its higher density and greater plasticity gave it more force, making it more efficient in cutting through rock.111 It could even be used under water. Yet its great power prohibited its use in munitions and for many other applications of explosives, and it was more expensive than dynamite. Demand proved disappointing. Ballistite was more successful than blasting gelatin, quickly adopted by the munitions industry because it left little residue in gun barrels. In fact, some experts consider ballistite Nobel’s most disturbing invention because it combined devastating power with controlled burning. It spurred the development of repeating rifles, rapid-fire artillery, and eventually machine guns.112 A version of it continues to be used today as solid rocket fuel propellant. But even with the success of ballistite, an invention that had a smaller initial market but kicked off an entire class of high explosives used by the military, and even though Nobel desperately wanted to move on from the production of dynamite, he felt that to keep his business strong he had to continue manufacturing and selling it at high volume throughout the world.113

Nobel was a brilliant scientist and entrepreneur, but as with so many inventors, he had not been able to predict how his most famous invention would be used. As the wave of terrorism unleashed increasing mayhem, he was appalled that dynamite was killing thousands of people, and he reportedly became obsessed with his legacy. A story often repeated in accounts of his life asserts that his decision to endow the Nobel prizes was triggered by a mistaken obituary. Supposedly, upon the death of Alfred’s brother Ludvig, in 1888 at the age of fifty-seven, a Paris newspaper confused the two and published an obituary for Alfred instead, describing him as the merchant of death who became rich by finding ways to kill more people faster than ever before.114 Alfred read it and was shocked. This obituary story has become a part of the Nobel legend and was even repeated by Al Gore when he accepted his Nobel Peace Prize in 2007. The problem is that historians have been unable to find any such newspaper account. No one knows exactly where (or if) it was published. It is just as likely that his lifelong devotion to science, political activities late in his life, and a general sense of regret explain the bequest.

Filled with remorse about how his achievements would be recorded in history, Nobel became deeply interested in the peace movements of the day and even considered himself a pacifist. Perhaps indulging in wishful thinking, in 1892 he conjectured to his friend Countess Bertha von Suttner, a prominent Austrian peace activist and author of Die Waffen Nieder (Lay Down Your Arms), “Perhaps my factories will put an end to war sooner than your congresses: on the day that two army corps can mutually annihilate each other in a second, all civilized nations will surely recoil with horror and disband their troops.”115 He thus laid out an early version of deterrence theory.116Alas, he was sadly mistaken, as the outbreak of World War One made all too painfully clear.

In 1895, a year before he died, Nobel hand-drafted a four-page will, leaving virtually his entire fortune, amounting to about $215 million in today’s terms, to endow the famous Nobel prizes, with the Peace Prize meant to honor “those who, during the preceding year, shall have conferred the greatest benefit on mankind.” Well-intentioned as the endowment may have been, he was criticized in the press for trying to reframe his legacy.

Technology evolves in the hands of human beings. As Alfred Nobel found out toward the end of his life, once an invention captures the popular imagination, it changes form or purpose in ways that surprise its creator. This was also the case for Mikhail Kalashnikov, whose brilliant assault rifle was meant to protect the Soviet Union from invasion and ended up killing more civilians than any other firearm.


CHAPTER 5 The Kalashnikov and the Global Wave of Insurgencies


I’m proud of my invention, but I’m sad that it is used by terrorists. I would prefer to have invented a machine that people could use and that would help farmers with their work—for example, a lawnmower.1

Mikhail Kalashnikov, 1919–2013



THE KALASHNIKOV ASSAULT rifle, officially Kalashnikov’s Automatic, or Автомат Калашникова in Russian, commonly referred to as the AK-47, is the disruptive technology that facilitated the second global wave of destabilizing political violence, becoming the weapon of choice of insurgents, terrorists, “freedom fighters,” organized crime groups, and lone mass shooters.2 The AK-47 is a mass-appeal weapon of mass destruction.3 It and its derivatives have killed millions, facilitated the overthrow of governments, turned the tide in wars, leveled the field for insurgents fighting large-scale conventional armies, and inspired its own distinctive breed of attack on innocents. Experts estimate that this one type of weapon today slaughters a quarter of a million people each year—the culprit in devastation from the battlefields of Syria to a schoolhouse in Beslan, from a hotel lobby in Mumbai to a concert theater in Paris.4

Though handguns were often used alongside explosives in the first global wave of terrorism, as in the assassination of Archduke Franz Ferdinand, guns lacked the kind of cult-like following reserved for dynamite. They were expensive, difficult to maintain, and most effective in the hands of well-trained, professional soldiers. Anarchists and other social revolutionaries scoffed at firearms, extolling the vastly superior killing efficiency of dynamite. “One man armed with a dynamite bomb,” wrote anarchist paper The Alarm in 1884, “is equal to one regiment of militia. . . . Anarchists are of the opinion that the bayonet and the Gatling gun will cut but a sorry part in the social revolution.”5

The AK-47 and derivative rifles changed the equation. Relatively cheap, requiring virtually no training to use, able to unleash a devastating barrage of fire, and virtually indestructible, the rifle rapidly diffused around the globe, becoming the most widely distributed and available firearm in history, outstripping the next family of rifles, the American-made M-16, by five or ten times.6 Tens of millions have been manufactured, though initially, unlike dynamite, the AK-47 was not commercially sold; it was created, promoted, and disseminated by the Soviet government, which eventually lost its tight control over the technology.

The original Type 1 rifle, produced by the Soviet Union from 1947 to about 1950, became the basis for a plethora of successor models, including Soviet improvements, such as the AKM and AK-74, but also the Chinese Type 56, the Egyptian Misr, and the Iraqi Tabuk. In total, some 200 variants have been fashioned, with the whole class of these weapons commonly referred to with the AK-47 moniker.7 Such appeal does the name Kalashnikov have that even some rifle models that are not truly automatic (meaning continuing to fire when the trigger is depressed), but rather semi-automatic (producing one shot with each pull of the trigger), are also generally referred to as AK-47s. All of these rifles use one of three types of bullet cartridges, all commonly produced in factories throughout the world.8 Except when discussing the original 1947 rifle (AK-47) or other specific models (e.g., AKM, AK-74, etc.), they will all be referred to here as Kalashnikovs.

While exact numbers are unknown, in part because the Soviet Union for years kept the numbers it manufactured classified, arms experts estimate there are between 70 and 100 million operational Kalashnikovs worldwide today.9 Key to the high number is the weapon’s longevity; once born, the rifles never seem to die. Fifty-year-old models are still firing today. Rebels in the Lord’s Resistance Army in central Africa have wrapped the rifles in plastic and buried them, only to dig them up years later to fire them again without a hitch. Fathers reverentially pass them down to sons, and a black market of used guns thrives.10

This chapter will not discuss the technical advantages and disadvantages or distinguishing features of AK-47s and related Kalashnikovs in detail; much has been written in that vein elsewhere.11 The focus here will be on why the rifle was disruptive, changing the nature of the market for guns, making firearms with mass lethality available to non-state actors, and instigating an outbreak of revolutionary violence globally. The AK-47 became a political weapon, which, like dynamite, attracted violent individuals and groups not just with its effectiveness and accessibility, but also with its cross-cultural symbolism. Many other guns have spread internationally in a robust global trade in small arms, but the AK-47 and its derivatives have been by far the most popular.

Why? As with dynamite, numerous rifles of superior design have been produced but have not been nearly so widely adopted. Why did those better guns not diffuse? A look back at the checkered history of firearms will prove illuminating.

The Evolution of Firearms and Introduction of the Machine Gun

Based on a sculpture from the 1100s of a Sichuan man apparently holding a gun, most historians accept that firearms were invented by the Chinese in the twelfth century, but Europeans were the first to perfect them for individual use, in the fourteenth century.12 From the arquebus (a smoothbore muzzle-loaded matchlock gun, often perched on a single-leg rest) to muskets to rifles and pistols, firearms evolved gradually from the fifteenth to the eighteenth centuries, following the pattern of sustaining technological innovation. For centuries, guns were individually handmade, cumbersome, hard to maintain, and costly for ordinary people to supply with gunpowder and shot. Advances in design did not generally tip the balance in warfare; during this early period, superior training or better supply chains more often decided the outcome of European wars than differences in armaments did.13 Beyond professional soldiers, due to the expense of firearms, only members of the aristocracy were likely to own them, except in the American colonies.

Guns on the American frontier were a matter of survival, so European settlers of all classes had them. In 1607, the Virginia colony on the James River required all men to be armed, and those who could not afford their own weapons were given them.14 Beginning in the 1620s, the English settlers formed citizen militias to protect against Native Americans and potential Spanish competitors.15 Settlers were encouraged to develop their skills as marksmen, not only for security but for hunting, a vital source of food. The Revolutionary War (1775–1781) was initially fought largely by volunteer part-time militiamen, the famous Minutemen, while over time the Continental Army was professionalized.

Even in a country of democratized gun ownership, though, supplies of gunpowder, shot, and guns ran severely short. George Washington, who transformed the Continental Army into a well-trained fighting force, and who described militia members as ill-disciplined, greedy, and disorderly, had to repeatedly beg the Continental Congress for more weapons.16 In a letter dated 10 February 1776 to the legislature of the Massachusetts colony he wrote, “I have taken every method my Judgement could Suggest to procure a sufficient number of Firelocks for the Soldiers of this Army. . . . I am constrained by necessity to Inform you, that the deficiency is amazingly great, and that there are not nigh enough to Arm the Troops already here.”17 As the war dragged on, the shortage was partly remedied by stealing firearms from the British and importing them from the French, who, anxious to undermine the power of their hated English rivals, treated the American Revolution as a proxy war. The French supplied the Charleville Musket, which made a major contribution to the army’s effectiveness and became the model for the first US manufactured musket, produced by the Springfield armory in Massachusetts in 1795.

The demand of militaries for better firearms technology drove the progression from individually handcrafted pieces to standardized machine production, and in this the United States was a world leader.18 Samuel Colt manufactured the first large quantity multi-shot revolvers (handguns with revolving multi-chamber cylinders) beginning in 1836, employing industrial-age machining tools that allowed for mass production.19 That brought the cost of the weapons down enough that they could be readily purchased by individuals for private use. Rifle manufacturers Remington and Winchester soon joined Colt in large-scale production, and their popular revolvers and rifles became the stuff of legend due to their popularity on the Western frontier. The next major innovation was interchangeable parts, which allowed for easy repair by simply replacing a broken component, often cannibalizing it from another weapon. This was spurred by the US War Department, which sought better ways to repair and maintain small arms, with the first mass-produced small arms of this type manufactured in New England during the 1840s.20

The four years of the US Civil War (1861–1865) saw many crucial transitions in firearms, especially rifles. Muzzle-loaded smoothbore muskets (loaded at the front end of the weapon, with smooth barrels) and rifle muskets (with spiral-shaped grooves inside the barrel, or “rifling”) were used together in the war. Rifling made the guns much more accurate: smoothbore muskets were accurate only to 75 yards; muzzle-loaded rifles were accurate to 200 or 300 yards or more.21 They were joined by breech-loaded rifles (loaded at the back of the barrel, near the firing mechanism and trigger), which were three times faster to load and greatly preferred by the cavalry. The Spencer repeating carbine rifle, the first repeating rifle suitable for use in combat, was produced at large scale during the war.

Most important to our story was the invention of the machine gun. One early model, developed in 1861 for the Union Army, was the Ager gun, also called the Coffee Mill gun because it looked rather like a big coffee mill on wheels. It fired 120 rounds per minute but was prone to jamming and both heavy and expensive. The Union Army ordered sixty Ager guns but the barrels kept overheating and jamming. At more than $700 each, the gun was deemed a waste of precious funds.22 A better version was needed, and in 1862, Richard Jordan Gatling invented the first reliably workable machine gun, which was introduced onto the American battlefield that year.23

Gatling’s purpose, as he described it in an 1877 letter, was to give one man the killing power of a hundred, which he portrayed as a humanitarian goal. Like Alfred Nobel (and many others since) Gatling argued, or at least convinced himself to believe, that the high lethality of the weapon would deter the outbreak of war, as well as making wars shorter and more humane. Not only would the side with the Gatling gun quickly win, he argued, but the power of the weapon would lower the number of troops needed for battle. Since more soldiers died of disease than combat-related injury anyway, that would greatly reduce the death toll.24

The Gatling gun was a hand-cranked, multi-barreled revolving cylindrical contraption situated somewhere between an individual firearm and military artillery. Its first prototype fired 200 shots per minute out of six revolving barrels that an operator cranked by hand.25 The US Army initially hated the Gatling gun: it was cumbersome, often misfired, and had a ferocious appetite for ammunition. The key concern was that keeping the gun supplied would pull funds away from providing individual soldiers with adequate ammunition, which was seen as the higher priority. The experience with the troublesome Ager gun had also soured them on expensive, risky, and unreliable gadgets introduced hastily in the midst of a war. Money would be better spent on standard weapons and ammunition for the soldiers doing the fighting and dying now. The gun also violated the military’s sense of ethics. One soldier, operating the earlier Ager gun, complained, “It does not seem like soldiers’ work.”26

When Gatling hit a brick wall with Lt. Col. James Ripley, the Union Army’s chief of ordnance, he lobbied individual officers, with some success. Gen. Benjamin F. Butler personally bought twelve Gatlings, at $1,000 apiece, and Admiral David Dixon Porter bought one as well; but the guns did not make a big impression. Though the gun did see some action during the war, the US Army did not officially adopt the Gatling into its arsenal until 1866, and even then was reluctant to use it.27

The gun was more enthusiastically embraced in the United States as a tool of political intimidation, particularly for putting down labor strikes and other protests. Between the 1860s and 1920s, many American police departments, state militias, and factory owners purchased Gatling guns and regularly used them for these purposes.28 When a mob threatened to set fire to the New York Times building during Civil War draft riots of 1863, editor Henry Jarvis Raymond ordered three Gatling guns to be set up—two in windows and one on the roof—leading the crowd to back down.29 Ordered into action by state governors, the National Guard often used Gatlings for crowd control. Responding to an 1877 railroad strike in Pittsburgh, the Philadelphia National Guard brought at least one Gatling gun, although the guardsmen refused to fire it. The Tennessee National Guard deployed a Gatling gun in 1891–1892 against Briceville coal miners, who were protesting the use of convict labor that undercut their wages.

The most notorious use of the guns against striking workers was in response to the Homestead Steel Strike, in the town of Homestead on the outskirts of Pittsburgh, from 30 June to 6 July 1892, at a mill owned by Andrew Carnegie. The chairman of the company, Henry Clay Frick, hired 300 Pinkerton private security guards to put the strike down; but they were met by some 10,000 strikers and quickly overwhelmed. Notably, some of the workers threw dynamite. Eventually the governor called in 8,000 Pennsylvania national guardsmen, who fired on the strikers with Gatling guns.30 About 21 people were killed and 39 wounded, both workers and private security guards, over the course of the strike.31 The Gatling gun became a symbol of the suppression of the growing labor movement, and the alignment of state institutions with commercial interests in opposition to populist demands for political and economic reforms.

Eventually the gun gained wider acceptance in the US Army, used to horrifying effect against Native Americans, including in the Great Sioux War of 1876–1877. The gun was still not a decisive factor in most battlefield combat, however, until the Spanish-American war (April–August 1898).32 Gatling fire paralyzed the Spanish infantry and famously provided cover for Col. Theodore Roosevelt and his “Rough Riders” in the Battle of San Juan Hill. This conferred iconic status on the gun that greatly exaggerated its military utility. The guns still frequently jammed, which meant they required expertly trained infantry to provide a shield and complement their firepower. Teddy Roosevelt was nonetheless an enthusiastic fan and heartily championed the Gatling.

As for the European militaries, they used the Gatling gun as a powerful tool of colonial suppression. Their colonial forces were significantly outnumbered in combat with home armies, and the gun more than leveled the field. In Africa, the British used Gatling guns in the Ashanti war (1873–1874) and, most famously, in the battle of Ulundi in the Zulu war (1879), during which the gun’s superior firepower, combined with effective infantry tactics, enabled the British expeditionary force to defeat in just a matter of hours an army of Zulu warriors that outnumbered it four-to-one.33 The Germans later used the gun to put down mass rebellions in South West Africa and Tanganyika (1904–1907).34 A vicious racism was expressed in press editorials of the day applauding the use of the gun to inspire awe and obeisance in the “barbarous or semi-civilized foe” and teach a lesson to “savages.”35

The Gatling gun opened the way to the development of a slew of more powerful and reliable machine guns, whose provenance we cannot fully detail here. Particularly notable was the gun designed by American-born, British inventor Hiram Maxim,36 which could fire as many as 600 rounds per minute versus the Gatling’s original 200 per minute and was a key instrument of slaughter during the First World War. During that continental cataclysm, norms of “civilized” warfare gave way entirely to machine-powered butchery. The Maxim was fully automatic, meaning it used the energy of its own recoil action after firing to eject the empty cartridge case, chamber a new round, and fire again. It worked with ruthless efficiency, and Europeans on both sides soon learned that when their infantry charged over open ground in the face of machine gun fire, they could die just as efficiently as the “savages” had.37

Though machine guns became an integral component of every advanced military arsenal, they were still quite cumbersome. The Gatling gun had started out at about 224 pounds, which increased to 500 pounds when loaded with ammunition.38 That made it essentially an artillery weapon. Designers tried various ways to make it lighter and more usable to infantry. The 135-pound “Camel gun” of 1874 was a miniature Gatling gun with only an 18-inch barrel, mounted on a portable tripod and designed to be transported on a pack animal (such as a camel). By 1892 design improvements had further reduced the weight to about 74 pounds. The Maxim gun weighed only 40 pounds by 1895: 25 pounds for the gun and 15 pounds for the tripod.39 That was still too heavy for one man to carry, however, especially along with the heavy large-caliber ammunition the gun used, which was now the bigger encumbrance. So machine guns were still closer to artillery weapons than personal firearms appropriate for infantrymen.

During the First World War, finding a way to give individual soldiers greater firepower and agility became the pressing priority. American John Browning developed the first of the hand-held Browning Automatic Rifle (BAR) series in 1917 for use by the American Expeditionary Force, to replace the French-made Chauchat (which easily overheated or clogged) and M1909 Benét–Mercié machine guns (which regularly jammed).40 The BAR could be slung from the shoulder and fired from the hip to provide “walking fire,” but it was never very effective in this role. It was still too heavy and was difficult to maneuver, especially in the confines of a trench.41

The Germans, who were the first to deploy a portable automatic firearm in combat, developed the somewhat more effective Bergmann Maschinenpistole 18, or “MP-18.” In 1918, a small number of this gun were used by the Stosstruppen (shock troops), who were sent to breach weak points in enemy lines, but since battlefield communications were virtually nonexistent, tactical direction of the troops was sorely limited. Communications with headquarters in the rear was the key limiting factor, as higher commanders struggled to know where to exploit successful attacks or even where the advancing troops were located. Casualties were high and the shock troops struggled to hold ground long enough for follow-on units to capitalize upon their gains.

Despite these problems, the final German offensive, launched in spring 1918, initially made great progress using shock troop tactics, primarily because the violence and precision of the attacks disrupted Allied command and control. Some historians argue that the MP-18 was important to that success, although given the limited numbers available this assertion is debatable.42 In any case, the Germans understood the weapon’s value and continued the development of lightweight automatic firearms, ultimately leading to production of the first true assault rifle.

An assault rifle is a rapid-fire intermediate-range short rifle designed for infantry use, capable of semi-automatic (one trigger pull per round) or automatic fire (one trigger hold for a continuous stream), fed by a high-capacity magazine that shoots medium- or small-caliber cartridges. The first true assault rifle to be mass-produced was designed for German troops by Hugo Schmeisser twenty-five years after he created the MP-18. This Sturmgewehr, or storm rifle, was midway between a machine gun and what came to be called the submachine gun. It was fully automatic, with ammunition that was bigger than for a pistol but smaller than for a standard rifle. It had more range and power than a submachine gun, without the tripod, weight, and ammunition-feeding device of a full machine gun.

The Germans first used the Sturmgewehr very effectively in combat to cover infantry assaults and engage in deadly close combat toward the end of the Second World War (1943–1945), although by this point the war’s momentum had already turned against them.43 These rifles were retrieved on the Eastern front by the Red Army, and in 1943, one was demonstrated before the Soviet People’s Commissariat of Arms. The Commissariat launched an intensive innovation program, involving at least a dozen well-established professional Soviet arms designers, as well as one lowly tank driver who was a novice to firearm design, Mikhail Kalashnikov.44

Kalashnikov’s Invention of the AK-47

Determining how much of the official history of the invention of the AK-47 is true and how much a product of Soviet propaganda is difficult.45 The Second World War, called the Great Patriotic War in the USSR, killed 26 million Soviet citizens, both military and civilians, roughly 14 percent of the population, ravaging hundreds of cities and towns.46 Joseph Stalin well knew that wars can provide an opening for domestic unrest: the First World War had catalyzed the 1917 revolution that brought the Bolsheviks to power. He was not about to risk a similar scenario. To shore up domestic morale, the USSR needed inspirational role models, and Stalin particularly sought to glorify the peasantry. So it was that Mikhail Kalashnikov, a Red Army sergeant with intense blue eyes, a pleasing countenance, and a fabricated peasant’s pedigree, became a national symbol of proletarian grit and peasant ingenuity, and the subject of fierce Russian pride.

Senior Sergeant Mikhail Timofeyevich Kalashnikov was born in the village of Kurya, on 10 November 1919. In the southern central Altai region of Siberia, Kurya is just across the border from what is now Kazakhstan. Disfiguring pockmarks on Kalashnikov’s face testified to a brutal childhood, during which he barely survived smallpox and endured the deaths of eleven of his eighteen siblings. What was not widely known about his early life was that his father was a kulak, meaning a privileged peasant who owned his own farm. Though life could be quite difficult for these landowners, they at least could grow their own food and keep a small number of farm animals.47 They were prime targets of the Soviet state and were stripped of their land holdings in Stalin’s collectivization of agriculture (1929–1933). The Kalashnikov family lost all its possessions in 1930, their cows and sheep senselessly slaughtered in front of them, and they were exiled to a large collective farm (kolkhoz) in western Siberia.48 Shortly thereafter, during a bitter winter, Kalashnikov’s father, Timofey Aleksandrovich, died. Mikhail was eleven.

This part of his biography was left out of the official government story of his life, and Kalashnikov wrote in his memoirs that for decades, even after he’d become highly celebrated, he feared that his family’s deportation and less than ideal Communist lineage would come to light and that he would be denounced and drummed out of his sensitive work.49

When he was nineteen years old, in 1938, Kalashnikov was drafted into the Red Army. Soviet Army boot camp was never a picnic, but Kalashnikov was brutally bullied because of his short stature (5′3″). Yet his height also made him perfectly suited for the cramped interior of a tank. He had not finished high school but he was bright and showed a keen aptitude for machinery.50 So the Red Army sent him to the Tank Mechanical School in Kiev for training as a tank driver and mechanic.

Three years later, in June 1941, the Germans launched Operation Barbarossa, a massive invasion of the Soviet Union. Over 3 million Nazi soldiers were supported by some 650,000 troops from Finland and Romania, who were later supplemented by troops from Italy, Croatia, Slovakia, and Hungary. Stalin had ignored warnings of Hitler’s imminent attack and was in the midst of a paranoid purge of the Red Army’s senior officer corps, executing some 15,000 to 30,000 officers, including many of the most skilled personnel, at just the time they were most badly needed. Partly as a result, the Germans swept across the western Soviet Union in a matter of weeks, attacking Leningrad (St. Petersburg) in August and encircling Kiev, in Ukraine, by the end of September.

In October 1941, now twenty-one-year-old Kalashnikov took part in the Battle of Bryansk, a town on the Desna River about 200 miles southwest of Moscow. The engagement was part of the Red Army’s desperate attempt to repel the Nazi invasion and protect the capital city. In Bryansk, the Nazis killed some 80,000 Red Army defenders, as well as 80 percent of the townspeople.51 When a Nazi shell hit Kalashnikov’s T34 tank, it drove pieces of the tank’s armor into his chest and arm, causing serious injury.52

As the city was overrun, Kalashnikov joined a group of wounded Red Army soldiers being trucked to a hospital. Reaching a deserted village, Kalashnikov, his lieutenant, and the driver left the vehicle to reconnoiter the local area, and in their absence, the Germans discovered the truck and executed all the wounded Soviet soldiers being transported, slaughtering them at close range with automatic fire. The image of this carnage seared into Kalashnikov’s memory, and in later years he had recurrent nightmares about it. For days Kalashnikov walked, bleeding from his wounds, until finally reaching the Red Army line. He was sent to a hospital in Yelets, which is about 250 miles due south of Moscow.

According to the official story, Kalashnikov was inspired to design a better weapon by the horror of watching his comrades so viciously slaughtered. He made his first sketches for a new firearm while he was convalescing from his wounds in 1941 and 1942.53 All around him lay wounded and traumatized Russian soldiers recounting stories of Nazi rapid-assault tactics and the disadvantages of Soviet firearms in meeting them. Their long rifles were no match for the Germans’ hail of bullets. Some Soviet troops were equipped by this point with a submachine gun, the PPsh41, which was highly prized, by German as well as Soviet troops, for its high rate of fire. But it used pistol ammunition and was noisy, very heavy, hard to steady, hard to load, and short-ranged.54 A better gun was needed.

Here is where the story becomes difficult to disentangle from the spin of the great Soviet propaganda machine. The AK-47 legend claims that, despite the fact that Kalashnikov had never finished high school nor studied physics, engineering, or metallurgy, his natural mechanical talent led him to the initial innovative yet simple design of the weapon, conceived on his own from his hospital bed. Over subsequent years, while he worked in a railroad depot and at various other armament sites, Kalashnikov purportedly refined the concept and shepherded it into production.

In his account, Kalashnikov credited others with helping with refinements but claimed to be the one most responsible for the gun’s development and various improvements over the course of the Cold War (Figure 5.1). Others dispute that, characterizing the design as the collective work of many engineers, and the weapon as a hybrid of available technologies.55 In the absence of archival records, the exact role played by Kalashnikov versus others cannot be determined. But there is no doubt that Kalashnikov was talented and played a crucial role as part of a team that designed and modified the gun in a trial-and-error process involving more than 100 modifications between 1947 and 1949.56
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FIGURE 5.1 Mikhail Timofeyevich Kalashnikov, State History Museum, Moscow.



A key factor in the rifle’s design was that the Soviet government had already determined what the AK-47’s ammunition would be, and that later played a vital role in the gun’s diffusion. To understand why, we have to backtrack a bit.

For decades, a heated debate had raged among military leadership about whether to place priority in rifle development on lethality or agility. During the First World War, soldiers in the trenches were equipped with high-velocity, heavy bullets that could strike and kill a man a mile away.57 Both the rifles and the cartridges weighed soldiers down and tied them to supply lines, since they couldn’t carry much ammunition.58 The powerful recoil (or kickback) of these rifles also meant soldiers had to be strong and well-trained. But a shift to smaller cartridges would require expensive retooling of ammunition factories, and would also make rifles shorter-ranged and less accurate, which many military leaders thought was a move in the wrong direction.59 Smaller-gauge rifles would actually be less lethal, and why would anyone want their soldiers’ weapons to be less deadly?

The Germans disagreed. During the interwar years, they developed their mobile assault tactics, which placed a premium on troop agility. In defiance of the Versailles treaty, they secretly began to develop smaller, lighter cartridges.60 They were able to devise a cartridge that was the same diameter as their current standard ammunition, but cheaper, shorter, and lighter, so very little retooling was necessary.61 German factories were ready to produce it in 1938, although the rifles that used them took longer to develop and were only fielded in late 1943.

The United States also developed a smaller cartridge, shot by the M1 Carbine semiautomatic rifle, which was distributed to troops beginning in 1942.62 The M1 Carbine was a lightweight weapon, more powerful than a submachine gun but less powerful than the German Sturmgewehr; in fact, some American soldiers derisively called it a “pea shooter.” But others felt the speed and ease of handling it outweighed its disadvantages.63 The M1 Carbine went into large-scale manufacture in 1942 and more than 6.2 million variants were produced over the course of the war, exceeding the manufacture of any other American small arm.64

In the Soviet Union’s desperate fight for survival, Soviet intelligence officers took note of these designs and shared them with arms teams, who had been experimenting with lighter rifle ammunition but had faced stiff opposition from their leadership.65 That opposition dissolved. In 1943, they designed the M43, which was quite similar to the German cartridges.66 They also crafted a family of rifles to fire the cartridges, including the Degtyarov RPD light machine gun67 and the Simonov SKS semi-automatic carbine.68

As the Second World War ended, and in the wake of the atomic bombings of Hiroshima and Nagasaki, Stalin feared a Western invasion of the shattered Russian homeland, a replay of Operation Barbarossa that this time would likely succeed. In 1945, he intensified the pressure on both the Soviet nuclear development teams and conventional arms designers to conceive a new weapon that would ensure successful civil defense. A design contest challenged engineers to create a new automatic rifle that could fire as rapidly as a Maxim gun (600 rounds per minute) but be handled by a single person. It had to be lightweight, reliable, simple to operate, and easy to manufacture, with a small number of parts.69 It should also use the intermediate 7.62 × 39 mm ammunition, by this point being produced at high volume in Soviet arms factories in Barnaul (in western Siberia), and Tula (south of Moscow).70

The Soviet arms bureaucracy bore down to meet the challenge. Kalashnikov was assigned to the Schurovsky weapons-testing center near the town of Kolomna, 70 miles southeast of Moscow, one of many armaments factories that had been hastily relocated away from the vicinity of Moscow and Leningrad as Nazi troops closed in. There he joined esteemed Soviet arms designers such as Sergei Simonov, Aleksei Sudayev, Nikolai Rukavishnikov, and Vasili Degtyarev, who contributed to the assault rifle project.71 While many brilliant minds therefore clearly played a role in creating the AK-47, Kalashnikov’s common touch may help explain the simple genius of the ultimate model.

One of three final options considered, culled from a competitive field of some fifteen entries, Kalashnikov’s assault rifle prototype was evaluated in comparison to those by famous weapon designers A. D. Bulkin and Vasily Dementyev.72 Bulkin was the first Soviet designer to incorporate a rotary bolt (the rotating metal piece that ejects a spent cartridge and then picks up a new one) in a rifle design, which was later incorporated into the AK-47 design, one clear case of the contributions of others.

The contest judge, Vasily Lyuty, favored Sergeant Kalashnikov as the perfect, charming proletariat hero, awarding him the win,73 and in January 1948, Kalashnikov was sent to Izhevsk Motor Plant No. 524, a manufacturing center in the Western Ural Mountains where the first 80,000 AK-47s were mass-produced.74 Hugo Schmeisser, the German designer of the Nazi Sturmgewehr rifle, had been taken prisoner by the Soviets after the war and forced to work there. Some reports claim that Schmeisser played an important role in modifying the rifle during its transition from design to production, but that is contested and impossible to confirm.75 In 1949, the Red Army adopted the Kalashnikov as its standard-issue rifle, and that same year, Sergeant Kalashnikov earned the Stalin Prize, one of the highest honors awarded to Soviet citizens. 76

Kalashnikov was demobilized in 1949, returning to civilian life, but he became a member of the reserves and wore a uniform for the rest of his life. A public hero, he worked as a senior official in the arms-manufacturing bureaucracy for the rest of his career; served six terms on the Supreme Soviet, the Soviet Union’s top legislative body; and was hailed as a model Soviet patriot despite his kulak history. He received a number of honorary military promotions in the reserves, the timing of which is interesting. According to Kalashnikov, he started as a staff sergeant and remained at that level for many years, but then an American newspaper article highlighted that a “mere sergeant” was arming the Warsaw Pact. Suddenly a slew of promotions began, raising him to the rank of colonel, the highest allowed under a Council of Ministers decree that forbade honorary promotion to general during peacetime. After the USSR dissolved, President Boris Yeltsin appointed him lieutenant general.77 Kalashnikov died in 2013 at the age of ninety-four.78

Why the AK-47 Was So Widely Adopted

It was not the sophistication of the AK-47 that made it special: all of the component parts were adapted or derived from earlier concepts and models, some of them far more advanced. But the final product reflected a series of compromises that made the gun perfect for mass production by a socialist state with a largely unprofessional conscript army.

The genius of the gun was its simplicity. It was designed for peasants with no prior military training. It was easy to carry, shorter than the infantry rifles that it replaced but longer than the submachines guns that preceded it, and lighter than comparable rifles, weighing only about 10 pounds, less in later models. Its parts (Figure 5.2) were machine-produced and interchangeable from gun to gun, and conscripts could learn how to assemble and disassemble it in a few hours. In short, the gun was ideal for lightly armed, highly mobile troops, traveling long distances.
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FIGURE 5.2 The AK-47. © Johanna Parkin/DigitalVision/Getty images.



When the Kalashnikov appeared, it was widely seen as technologically unimpressive.79 Firearms experts throughout the world ignored or even derided it. Many better firearms were available, such as the British Lee-Enfield rifle80 or the US M1 Garand, which General George Patton called “the greatest battle implement ever devised.”81

By comparison, the lowly Soviet gun was inaccurate, shorter-ranged, and had loose-fitting pieces that rattled. But the AK-47 was designed for toughness and durability rather than long-range accuracy. For a fighting force of novice marksman, target discrimination was not a top priority.82 The intermediate-sized cartridges were lighter than long-rifle cartridges, and soldiers could carry twice as many rounds, even if they were not physically strong. The smaller cartridge also meant there was less recoil (or kickback), so just about anyone could fire it without being knocked down.

Reliability was a priority, and the Kalashnikov was truly remarkable in that respect. During the initial development of the gun, Soviet testers tried everything they could think of to jam it. They dragged it through ash, broken bricks, and sand; it fired. They soaked it in bog water; it fired. They tested it with heavy, sustained use to clog it with carbon; the rattletrap parts shook off the residue and fired. According to Kalashnikov, during a test that fired the weapon choked with sand, his co-worker Sasha Zaitsev exclaimed: “Look, Look! The sand is flying in all directions like a dog shaking off water—look.”83

Subsequent models were also rust-resistant, because the bore and chamber were chromed and coated with a protective finish during manufacturing. The rifle worked in snow, rain, or desert conditions. Even jungle humidity didn’t tax it, as the Viet Cong soon learned. The folding stock Kalashnikov, designed for paratroopers and soldiers operating in cramped spaces (such as a tank), could be hidden in a coat.84 Kalashnikovs seemed to last forever, tolerating weak springs, rust, dirt, heavy use, and years of neglect, returning to lethal effectiveness with almost no maintenance. Although its durability was sometimes exaggerated, the gun soon became legendary.

The Soviets kept refining the rifle. The updated AKM model quickly followed the original AK-47 and became the standard infantry model for Soviet soldiers beginning in 1959.85 Stamped steel production was by then viable, making the AKM cheaper to mass-produce as well as about a third lighter than the original AK-47.86 The simplest Kalashnikovs had no more than eight to ten moving parts, all big enough to be difficult to lose.87

The AKM was followed in 1974 by the AK-74, first seen in combat during the 1979 Soviet invasion of Afghanistan.88 But the AKM remains the most popular Kalashnikov-type assault rifle worldwide. Today, models from the 1960s routinely show up in the arsenals of former Soviet allies and the Russian army—not to mention civil war factions, terrorist organizations, criminal syndicates, insurgent movements, and other non-state groups.

A Humble, yet Disruptive Innovation

From the time Niccolò Machiavelli wrote The Art of War in the sixteenth century, European military advancement focused on professionalizing fighting forces. Nation-states developed elaborate bureaucracies to support and train their armies, drilling soldiers to march in concert, stand against fire, quickly reload, and clean and maintain a rifle. Increasingly complicated weapons systems required technical training, and scores of military academies and war colleges were opened during the nineteenth century to train large staffs of highly educated officers. Only the industrialized states could afford this schooling, which included instruction not just in strategy and leadership, but also in logistics, systems analysis and, increasingly, the employment of high technology. As time went by, navies and air forces were especially reliant on advanced technology and weapons systems. The necessity of building large bureaucracies to support such highly professionalized and technically advanced forces was a key driver in the evolution of the modern European industrialized nation-state.

The unpretentious Kalashnikov rifle reversed the equation. By minimizing the expertise needed for ordinary infantryman to care for and shoot their weapons, it obviated professional training. It was a more potent weapon than the American M-1 Garand and British Lee-Enfield because anyone could use it. As the volume of AK-47s and successor Kalashnikovs rapidly multiplied, almost anyone could buy or steal one and then learn to use and care for it in a matter of hours. That is why it would soon change the world.


CHAPTER 6 How the Kalashnikov Diffused

BY WIDENING THE range of people who could acquire and use an assault rifle, the Kalashnikov altered the nature of international conflict. The gun became an emblem of the Cold War, one of the most recognizable objects in the world, and its diffusion was driven not only by its technological features, but also the global political, economic, historical, and cultural context into which it emerged. As C. J. Chivers put it, if the AK-47 had been invented in Luxembourg, it would probably never have been heard of again.1 But it was invented in Russia, and right from its first public appearance, the AK-47 gained worldwide notoriety as a weapon that could disrupt the Cold War balance of power.

The Kalashnikov’s Debut and Public Demonstration

At first the Soviet Union took care to keep the rifle, and its light and inexpensive ammunition, a secret. In the early 1950s, Soviet soldiers carried their Kalashnikovs in special pouches that disguised their shape, and they carefully picked up spent cartridges.2 Although adopted by the Soviet Army in 1949, the gun was not produced in mass quantities for years, and it does not seem to have been used in the Korean War, despite the fact the Soviets supplied armaments to the North Koreans and their Chinese allies. The first time the firearm was used in combat was apparently in the suppression of a small uprising in Berlin in 1953.3 It may also have been used to crush the June 1956 Poznan uprising in Poland, when Soviet-Polish generals directed security forces to fire into protesting crowds. We know that Poland got the rifle that year, but we can find no reliable evidence of which firearms Polish military and security forces used against protestors.4

The first indisputable use of the gun in a broad conflict was during the Hungarian uprising, from 23 October to 4 November 1956. A photograph featuring the gun hit the pages of Life magazine and made news throughout the world. In the 1950s, picture-filled weekly news magazines were the main visual medium in the Western world, as television did not appear in nearly every home until the 1960s.5 The AK-47 appeared in a strongly pro-American mass-market weekly just a year after the Warsaw Pact between the USSR and seven East European Communist satellites had been signed.6 For the Soviets, the gun’s star turn was embarrassing: it was brandished not by a Soviet soldier but by a Hungarian rebel.

The Hungarian revolt was spurred by a student demonstration in Budapest expressing support for anti-Kremlin, anti-Communist protests in nearby Poland. The Hungarian protestors began to demand “national independence and democracy” and tore down a huge statue of Stalin that stood at the center of Budapest, the capital city.7 Other cities joined in with their own rallies. When students rushed the state radio station, Hungarian state security forces (AVH) opened fire on the unarmed demonstrators, killing and wounding a number of them.8

Anger and unrest quickly spread throughout the country, resulting in a complex political situation involving an ambivalent Hungarian Army, a police force that sided with the demonstrators, and organized civilian militias throughout the country led by local volunteers. Since Hungary was a member of the Warsaw Pact, Soviet forces were stationed there, and they were soon joined by thousands more Soviet troops from Romania and Ukraine in a massive show of firepower.9 Ultimately around 31,500 Soviet troops and a full retinue of tanks, armored personnel carriers, fighter planes, and bombers converged on Budapest.

On 24 October, they entered the city, and the population reacted in anger. According to declassified Soviet records, even the Presidium of the Central Committee (CPSU), the governing body of the USSR, understood that the show of force had further escalated tensions.10 On top of that, Soviet tanks became bogged down in the narrow streets and, as they lacked two-way radios, were unable to call for backup.11 In some areas, crowds of people armed with kitchen implements and gasoline-fueled Molotov cocktails fought them.12 Members of the Hungarian Army began defecting to the rebel side.13 By mid-afternoon, at least 25 protesters had been killed and more than 200 wounded.14

The rebel holding the AK-47 in another now-famous photograph taken a few days later was twenty-two-year-old József Tibor Fejes (Figure 6.1), who had probably obtained the gun from a dead Soviet soldier. He is wearing a scarf and a jaunty bowler hat, with the gun’s strap slung across his shoulders and the rifle held across his chest, standing defiantly before a captured Soviet tank.15 Instead of a glorious image of a Red Army soldier, the gun’s Western debut was in the hands of a Hungarian insurgent, fighting Soviet soldiers and killing their Hungarian Communist allies. The Kalashnikov was out of the bag.
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FIGURE 6.1 Hungarian Revolutionary Joseph Tibor Fejes holding an AK-47, 1956. Credit: Hungarian National Museum.



Unfortunately, the notoriety of the photograph did no favor to young Fejes. According to CPSU documents, the Soviet leadership still thought the crisis could be resolved through negotiation, and it withdrew most troops from Budapest. But on 30 October, a mob attacked the Budapest Communist Party headquarters, seizing the building and sparking alarm in the Kremlin.16 By the next day, newsreels were publicizing scenes of bloody reprisals by protestors against the Hungarian AVH. Fearful of a domino effect throughout Eastern Europe, on 1 November the Kremlin sent the withdrawing Soviet troops back to the city for a second violent intervention.17 This time they crushed the rebels.18

Still wielding his Kalashnikov rifle, Fejes was part of a group of rebels roaming the streets on 30 October, looking for members of the AVH. Lieutenant János Balassa was leaving his flat at exactly the wrong time. The rebels asked for his identity card, confirmed that he was AVH, and executed him on the sidewalk. According to the transcript of his trial three years later, Fejes fired the Soviet AK-47, riddling Balassa’s body with bullets.

So, shortly after Soviet troops crushed the revolt, the AVH came after Fejes. In April 1959, he was publicly tried, convicted, and hanged for the killing.

Trading in Kalashnikovs

In the 1950s, production of AK-47s was ramped up. Enormous Soviet factories churned them out, and the Kalashnikov became one of the Soviet Union’s top exports. At the time, most Soviet non-defense technology and consumer products were widely considered inferior to those of the rest of the developed world. This was not a result of a lack of talent or ingenuity. Soviet scientists were among the best in the world, making brilliant advances in pure physics, biology, chemistry, and mathematics. But innovation was largely limited to the defense sector. In the Soviet command economy, the central government determined the nature, prices, and quantities of goods produced, with the Central Planning Agency (Gosplan) issuing five-year economic plans, designed to build an independent communist state. The domestic economy was deliberately cut off from the rest of the world and protected from the dynamics of free market capitalism.

Without any mechanism for short-term adjustments in supply according to demand, the economy was plagued by both shortages and surpluses, while the lack of free market competition hampered innovation in the production of consumer goods and non-military technologies. As a result, exports amounted to no more than about 4 percent of the total GDP, and they were dominated by raw materials such as oil, minerals, and wood rather than manufactured products.19 Most technology, other than for defense, was imported.

The lack of earnings from exports was combined with government control of the value of the national currency, the ruble, which was withheld from global currency markets. This left the Soviet economy starved for convertible cash for the purchase of imports because, outside of the USSR, the ruble had no value. Within the USSR, dollars and other foreign currency could be exchanged on a thriving black market, with the ruble garnering a small fraction of its officially set, and grossly inflated, price. Visitors to the Soviet Union found that the official rate for a ruble paid for at a hotel, for example, was easily four or five times its black-market rate discreetly (often riskily) bought on the street or in a park. If on the government exchanges a single ruble cost $1.70, for example, on the black market it would cost just $.25. But while the ruble had no value outside the USSR, Kalashnikovs certainly did, and they became a form of global Soviet currency, especially precious while the USSR was still the primary producer.20

Strong international demand for the guns led to Soviet government directives to churn them out by the thousands, at first for barter with trading partners, mostly the communist Eastern European countries of the Warsaw Pact (about 67 percent of trade), but also China and less developed countries. Along with other armaments, and eventually the construction of arms factories and sharing of specifications, AK-47s were traded for manufactured goods, agricultural products, or textiles. The supply of Kalashnikovs became a key form of political influence, strengthening ties with the USSR’s allies and helping bring other nations into its sphere of power in the Cold War battle for global supremacy.

The Soviet defense industry also had strong structural incentives to increase the production of armaments regardless of trade in them. Higher production equated to more domestic political clout for the Military Industrial Commission (VPK), which, rather than the armed forces; directed research and development; conducted weapons tests; and decided where, when, and how much of each weapon system would be produced. It also kept defense industry workers gainfully employed at above-average wages in an economy where other sectors struggled. The result was that the Soviet arms industry regularly produced far more weapons than the armed forces wanted.21 At least 5 million Kalashnikovs were made by the two Soviet ordinance factories in Izhevsk during the first ten years of production (1949–1959), creating a large surplus.22

The Diffusion of Kalashnikovs

We cannot follow the diffusion of the AK-47 and the fluctuations in its price with the same precision that we applied to dynamite because the data are not available. The Soviet Union kept no public records of Kalashnikov sales and prices. Also, AK-47s were often bartered rather than sold, and when the USSR did sell the weapons, it routinely set prices artificially. Good data on the spread of small arms only began to be collected in about 1999, three generations too late in the life of this technology.23

Numerous researchers have tried to employ contemporary Kalashnikov price dynamics to predict the outbreak or intensity of conflicts. One very interesting 2006 study by Phillip Killicoat, then a graduate student at Oxford University, used journalist accounts and various small datasets to come to the sensible conclusions that Kalashnikov prices rise when a country regulates the arms trade and fall in countries that have porous borders, and that the rifles destabilize states when large numbers are remaindered from prior conflicts.24 The well-respected research center Small Arms Survey, established in 1999, headquartered in Geneva, and supported by funding from numerous governments and UN agencies, also tracks the spread of Kalashnikovs around the world. They distribute impartial information about weapons and collect eyewitness sightings and counts from a network of dozens of field researchers, non-governmental organizations, and other informants in major conflict zones including Syria, Iraq, Libya, Bosnia, Nigeria, Afghanistan, Mali, and elsewhere. But even their data are incomplete.

In trying to document the Kalashnikov’s diffusion over the decades since its invention and its impact, the best (though imperfect) options are to trace the spread of factories that produce Kalashnikovs and to examine the patterns and outcomes of revolutionary conflicts that have heavily relied on them. That analysis is the basis of the account that follows.

A Proliferation of Factories

By the mid-1950s, the Kremlin began to export the technical schematics and licenses required to construct arms factories that could produce Kalashnikovs and their M1943 ammunition. Stalin had restricted sharing of the AK-47 technology so as to maintain an edge for the Soviet Army. Even when in 1951 Stalin and Mao Zedong signed a secret agreement for the USSR to arm the Chinese People’s Liberation Army with Soviet weapons and build a major arms factory in China, Stalin held back the Kalashnikov, yielding only the instructions to make older Soviet firearms such as the Russian Mosin-Nagant rifles. At the time of Stalin’s death in March 1953, the Kalashnikov was still produced only in two Russian weapons factories in Izhevsk.

Stalin’s successor, Nikita Khrushchev, was responsible for the dramatic proliferation of Kalashnikov factories outside of the USSR. In the immediate post-Stalin succession struggle for power, Khrushchev made it his signature policy to increase the Soviet profile on the global stage, not least so as to strengthen his own political position domestically. A key element in Khrushchev’s démarche was shoring up political connections between the Soviet Union and its Communist allies, especially the People’s Republic of China (PRC). In 1954, Khrushchev became the first leader of the Soviet Communist Party to travel to the PRC.

Between 1954 and 1959, the USSR gave China a massive influx of aid and direct technology transfer, amounting to about 7 percent of the Soviet Union’s national income—an enormous sacrifice when the Soviet economy was still struggling to regain its footing after the Second World War.25 Even as Soviet citizens suffered, aid to China took precedence over postwar recovery and industrial development in Russia. In 1955, under pressure from Mao, Khrushchev finally shared the technical schematics for the AK-47, along with the SKS-45 carbine rifle (Samozaryadny Karabin sistemy Simonova) and the M1943 ammunition for both. By 1956, the Chinese were churning out their own version of the assault rifle, the Type 56, produced in Factory 626 in Bei’an, a small city in Northeast China.26

The USSR had formed the Warsaw Pact in May of 1955 to strengthen its military ties to its Communist allies in response to the rearmament of West Germany and its entry into NATO that year. One of the first priorities was to standardize the equipment of its socialist Eastern European satellite states, especially small arms and cartridges, to make them interoperable. All of the Eastern European allies except Czechoslovakia (which had its own weapons design bureaus) and Albania (which received arms assistance from China) adopted the Kalashnikov as their standard rifle, and technical specifications and licenses to produce the rifle and its ammunition were also shared with them.27 With the help of Soviet advisers and financial subsidies, armaments factories producing Kalashnikovs sprang up in Poland (1956), East Germany (1957), Bulgaria (1958), Hungary (1958), and Romania (1963).28

That same year, the Kremlin arranged a massive sale of Soviet arms to Egypt, under the cover of Czechoslovakia. The Egyptians had been negotiating for arms with the United States and Great Britain, and in this Cold War chess move, Khrushchev brought Egypt into alliance with the socialist bloc instead.29 By 1958, the Egyptians had acquired not only a remarkable array of Soviet arms but also the specifications for the Kalashnikov, and by later that year a plant in Cairo was churning them out by the thousands. The Kremlin also shared the specifications with North Korea that year, which built a Kalashnikov factory in Kanggye (near the border with China).30

Under the Soviet system, intellectual property rights were treated like any other kind of property in a purely communist system: as state-owned public commodities.31 To get a sense of how different this approach was from that of Nobel Industries and the Powder Trust, consider this sentence from a 1948 Soviet legal textbook:


However, it should be pointed out that Soviet inventors, in contrast to inventors in a capitalist society, are not interested in retaining a monopoly for their inventions; being advanced men of production, they are concerned with the utmost utilization of their suggestions by the socialist enterprises.32



In short, for the Soviets inventing something was cast as an altruistic act.33 For designers in the Soviet Union, its allies, and elsewhere, the firearm became like an open platform for anyone to adopt and then tinker with.

Being opposed to the capitalist model, the Soviet Union did not abide by the international business standards and agreements that were in place among Western countries. As a result, it would not have been able to patent the AK-47 rifle abroad when it was invented. An inventor’s certificate acquired in the Soviet Union had an ambiguous legal standing overseas, and it was not until 1959 that the USSR began to seek foreign patents on domestic inventions at all.34 The Soviet Union only fully acceded to the Paris Convention for the Protection of Industrial Property, the basic reciprocal international agreement for the protection of patent and trademark rights, in March 1965.35 (The original convention dates to 20 March 1883.) This meant that during the early period of global diffusion of Kalashnikovs, infringement of any Soviet patent was a moot point, and by the time the USSR might have tried to assert foreign patent rights, the original rifle was no longer a novelty. And as with dynamite, the simplicity of the gun allowed others to easily replicate it.

The specifications for the gun could be derived through reverse-engineering. That is how the government of Josef Tito in Yugoslavia, which was not aligned with the Soviet Union during the Cold War and so was not given either plans or guns, nonetheless designed its own version. Conflicting reports assert that Tito obtained some rifles himself on his 1955 visit to Egypt or that the government acquired some guns from defecting Albanian border guards in 1959.36 Either way, Yugoslavia began producing its own variant at the Zastava arms factory in Kragujevac (now in Serbia) in 1959.37 That brought the total number of factories to eleven: two in Russia, six in Eastern Europe, one in the Middle East, and two in East Asia (Figure 6.2).
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FIGURE 6.2 Early Kalashnikov Factories (1947–1960).



These secondary factories in turn ratcheted up the diffusion of Kalashnikovs. Mao followed the Soviet lead and provided Kalashnikovs to China’s allies, including the Viet Cong and the North Vietnamese Army.38As early as 1958, China supplied the North Vietnamese with 50,000 Type 56 Kalashnikovs, even before their own army was fully equipped with them, and then sent another shipment of 90,000 in 1962.39 In 1964, the Chinese shared the technical specifications with Albania, which began producing their own rifles in Gramsh, and the factory quickly became the main employer in that small, isolated town. At its peak production (1978–1992) the Gramsh factory manufactured as many as 24,000 AK-type rifles per year.40

By 1970, the number of factories producing Kalashnikov-type rifles had doubled to twenty-two (Figure 6.3). Two of these were in Finland, which now wanted a new assault rifle. In 1956, the chairman of the Finnish small arms committee saw an AK-47 while he was visiting the USSR. The Finns smuggled one out of Poland and, in about 1963, two Finnish factories (in Jyväskylä and Riihimäki) began producing their own model, the RK-60. The later RK-62 model became the standard-issue weapon for the Finnish armed forces.41 Two more factories were built in Russia, in Tula and Vyatskiye Polyany, along with new factories in Romania, Albania, Cambodia, and Bangladesh. A 1970 report written for President Richard Nixon’s Blue Ribbon Defense Panel observed of the Kalashnikov that “[T]his weapon has been produced in more countries, in greater quantity, and to a greater degree of international standardization than any other rifle in history.”42 Its diffusion had only begun.
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FIGURE 6.3 Kalashnikov Factories (1947–1970).



Following the 1967 Six Day War, the Israeli Defense Forces (IDF) analyzed the performance of their main battle rifle, the Fusil Automatique Léger (FAL) and found it wanting. It did not perform well in the dusty desert environment in which the IDF primarily fought. Examination and testing of Egyptian and Syrian AK-47s and AKMs recovered by the IDF from the battlefield showed that they performed better in desert conditions than Israeli firearms did, and the chief weapons designer for Israeli Military Industries (IMI), Yisrael Galili, designed a new assault rifle around the Kalashnikov system.43 It was re-engineered to use the NATO 5.56 × 45 mm cartridge, NATO’s standard intermediate caliber, so that Israeli rifles would employ the same-sized ammunition as the countries that might give them aid or fight alongside them.44

IMI began manufacturing the Galil ARM at its factory in Ramat ha-Sharon in 1971, and the IDF began deploying the new rifle to its troops in 1972. IMI subsequently licensed the Galil assault rifle to be produced in South Africa (1982), Columbia and Italy (later in the 1980s), Croatia (1995), Ukraine (2008), and Chile and Vietnam (2014). Several US companies also have licenses to manufacture the Galil.

Diffusion in the Middle East continued when in 1978, Yugoslavia helped Iraq build a state-owned factory that produced a Kalashnikov variant called the Tabuk, rifles that some Afghan and Iraqi insurgents now use against the United States and its allies. Diffusion to another of the world’s hotpots proceeded in the mid-1980s, when the Indian Army decided to replace its service assault rifle, the Indian 2A1, with its own Kalashnikov-based system.45 When production was delayed, the Indian government decided to purchase 100,000 assorted AKM-type weapons from Russia, Hungary, Romania, and Israel to replace some of their aging 2A1s.46 Production of the Indian Kalashnikov variant, called the Indian Small Arms System (INSAS), began in 1997, and over the next fifteen years an estimated 700,000 to 900,000 INSAS were produced by three Indian ordnance factories.47 Not to be “outgunned” by its archrival, Pakistan developed and began manufacturing its own Kalashnikov variant, the PK-10, in the mid-2000s.

Also during the 1980s, China decided to expand production by building a new plant in Longyan, Fujian Province, to manufacture Type 56 and Type 81 (Chinese adaption of AK-74) assault rifles. In 1993, the Chinese manufacturer issued a license to the Military Industry Corporation (MIC) of Sudan to produce a Type 56 variant called the MAZ, and partnered with Defense Industries Corporation of Nigeria to establish a Kalashnikov factory in Kano in 2006.48 Several countries, including Iran, Croatia, and Kosovo, have produced unlicensed variants of the Chinese Kalashnikov over the last thirty years.49

Further diffusion followed the 1997 decision of the Russian Federation to try to protect and expand its Kalashnikov brand by finally awarding a state patent to the Izhmash Factory in Izhevsk, where Mikhail Kalashnikov himself continued to work periodically.50 Izhmash then officially registered the Kalashnikov rifles with the World Intellectual Property Organization (WIPO) in Geneva. But they were closing the stable door after the horse had bolted. Numerous lawsuits ensued against factories in China, Bulgaria, Romania, Israel, Turkey, Egypt, and elsewhere, with Russia seeking royalties for the Kalashnikovs they were producing.51 Many producers either insisted that they had fundamentally altered the original design or that the AK itself had changed fundamentally after its invention in 1947, particularly when the Soviet Union switched to the 5.45 mm AKM design in 1974.52 Meanwhile, by the early 2000s, there was an enormous stock of old Kalashnikovs in the Russian Army, even as there was no money available for new arms development. It made no sense to order additional old model Kalashnikovs, and the former Soviet factories in Izhevsk suffered.53

From here, the fate of the Kalashnikov enterprise becomes murky, tied to Putin-connected Russian oligarchs and a web of shell companies. With President Putin’s blessing, the two original factories in Izhevsk merged in 2012.54 They then became a Russian manufacturing firm and joint stock company called Kalashnikov Concern, with Rostec, a Russian state-owned holding company, controlling 51 percent of the shares, with 49 percent belonging to a small number of private investors.55 Kalashnikov Concern issued licenses for production of the AK-103 model to Venezuela (2008) and later Saudi Arabia (2017), with both countries building their own Kalashnikov plants.56 Kalashnikov Concern also issued a license to manufacture and distribute a range of Kalashnikov rifle variants, importing parts from Russia, to a firm called “Kalashnikov USA,” owned by the Russian Weapons Company (RWC Group LLC).57

By the end of 2014, nearly sixty plants worldwide were manufacturing licensed or unlicensed Kalashnikovs or variants, including over ten producers of parts, receivers, or variant rifles like the Galil in the United States. (See Figure 6.4.)
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FIGURE 6.4 Kalashnikov Factories (1947–present).



The Revolutionary’s Weapon of Choice

While the trade in Kalashnikovs had begun chiefly as a means by which the Soviet government could procure goods and support nation states and revolutionary forces friendly to the USSR as a counterbalance to Western power, the funneling of the gun to insurgents and terrorist groups soon outstripped any Kremlin control and took on a life of its own. The gun would later come back to haunt the Soviets in Afghanistan, but before that it delivered a beating to American forces in the Vietnam War.

As mentioned earlier, the Chinese gave the North Vietnamese forces Type 56 Kalashnikovs, which performed well against the US M-16 assault rifle, adopted in 1963 and first used in large-scale combat in Vietnam.58 The M-16 replaced the M-14, a heavier, large-caliber rifle with a wooden stock and long barrel that from 1959 was standard issue in the US armed forces.59 Intended as the American response to the AK-47, the lighter, small-caliber, short-barreled M-16 assault rifle was rushed into production, but it proved notoriously prone to jamming, especially between 1966 and 1969, usually because of failure to eject a spent cartridge.60 The barrels also became fouled by the use of a high-residue powder, which made it difficult to keep the gun clean.61 This was exacerbated by delays in getting lubricants and cleaning materials to the troops, especially the skinnier rods needed to fit the M-16’s narrower barrel.62 Sometimes in the heat of battle, soldiers were forced to pass a cleaning rod between them to jam down the barrel and remove a stuck cartridge. One soldier later remembered, “When I was with 1/3 in 1967, Marines were writing home to get small paint brushes to clean out the chamber, especially after hitting a sandy landing zone, and lube oil, because neither was available in a timely manner through the supply system. And they were begging to keep their M14s.”63

After photographs of dead American Marines lying next to their inoperative M-16s appeared in the global press,64 and US Marines wrote home to their Congressmen, the rifle became the subject of a scathing congressional inquiry.65 A subcommittee of the House Armed Services Committee in October 1967 concluded that, in addition to the high-residue powder, the rifle’s problems were caused by insufficient troop training in how to care for the weapon, lack of proper maintenance kits, and a failure to give the rifles a chromium-plated barrel and chamber.66 Some US Marines claimed that they preferred to carry the Kalashnikovs that they retrieved when enemy soldiers died or surrendered, because even though the rifles were less accurate than their M-16s, the Kalashnikovs worked more reliably, especially in short-range firefights under jungle conditions with high humidity.

The M-16 was also more expensive and scarcer than the lowly Kalashnikov.67 In 1967, Colt Industries in West Hartford, Connecticut (descendent of the same company that produced the Gatling gun) was the only firm manufacturing the M-16. The monopoly caused keen shortages during the Vietnam War, including when the plant shut down for a strike in July 1967.68 By this point in the war, more than 11,000 Americans had died.69

Eventually the problems with the M-16 were resolved. The chamber and barrel were chrome-plated and an improved rustproof coating applied. Thorough new training in how to care for the finicky weapon was given to troops before they deployed, with a wide range of informational pamphlets also distributed (including one in a comic book format). Troops were given appropriate cleaning materials, with barrel rods of the correct diameter, and drilled in how to use them. And a buffer was added to the M-16 inside the return spring, to slow the rifle down and reduce the buildup of the dirty ball powder. But the improvements were not fully implemented in the field until late 1968.70

The M-16 is now the most highly engineered military assault rifle in the world, technologically superior to the Kalashnikov.71 But despite the commercial savvy of the US arms industry, it did not diffuse globally to the extent the Kalashnikov did. Estimates put the number of M16-related rifles (including the civilian version, the AR-15) somewhere around 13 million worldwide, a number that pales in comparison to the 70–100 million estimated Kalashnikovs.72 The M-16 remained more expensive; less available; and much harder to use, repair, and care for.

But there was another reason, linked not to engineering but to human beings. As the Soviet Union and China gave Kalashnikovs to their proxies, who passed them on (and on and on), the gun gained resonance as the emblem of a defiant revolutionary. The revolutionary narrative served Soviet political purposes, and they further disseminated it. Soon the AK-47’s symbolism independently went viral and increased demand: win or lose, a Kalashnikov tied its bearer to a powerful story.

A gruesome watershed in building the Kalashnikov’s global notoriety was when Palestinian terrorists used AKM models in the televised 1972 Munich Olympics massacre of Israeli athletes also mentioned in chapter 2. Shortly before the operation, members of the Black September group smuggled the AKMs and ammunition, along with grenades and other supplies, into Germany and pre-positioned them.73 Easily scaling the wall of the Olympic Village, eight Palestinian group members took eleven Israeli athletes and coaches hostage, leading to a 20-hour siege that played out in real time before 900 million television viewers. The operatives had taken a horrified global audience captive as well. One Israeli athlete and a coach were killed resisting capture and then, following negotiations, a helicopter transfer to a local airport, and a botched German rescue operation, all nine remaining Israeli hostages were slaughtered, along with five terrorists and a German police officer. Terrorism had made its global television debut, and the Kalashnikov had played a starring role.

The Kalashnikov spread throughout the Middle East to both state forces and other terrorist and insurgent groups largely due to the Kremlin’s relationships with the governments of Syria, Algeria, Tunisia, and Libya, which in turn began to give or sell guns to causes they supported.74 Libya’s leader Muammar Gadhafi was well known for his training and support of terrorist groups, including the Provisional Irish Republican Army. Making use of its factory in Cairo, the Egyptian government also supplied Palestinian militant groups for their fight against Israel.75

Christopher Carr in his book Kalashnikov Culture: Small Arms Proliferation and Irregular Warfare describes how AK-47s and their variants made their way from revolution to revolution in the twentieth century, migrating from Liberia to Sierra Leone to Ivory Coast and flowing from Cambodia through Thailand and into Bangladesh and India.76 They often transited through key global arms marketplaces including Cox’s Bazaar (Bangladesh); Bakaaraha (Mogadishu, Somalia); Darra (Peshawar, Pakistan); and the Triborder region where Paraguay, Argentina, and Brazil form a confluence near the Iguazú, Falls.77

The fact that the Soviet Union had designed the weapon added to its appeal for revolutionaries aligned with Marxist causes. But the Kalashnikov waged battle on both sides of the Cold War. The US government distributed a large number to proxies it supported, especially in areas of the world where revolutionary factions were already familiar with the gun, already had available ammunition or spare parts for it, or where the government wanted to camouflage its role. Most notably, in the 1980s, the CIA purchased thousands of tons of Kalashnikovs for the Mujahideen in Afghanistan to use against Soviet troops.78 The rifle thus ironically played an important role in the breakup of the Soviet Union, which began to crumble under domestic economic and political pressure following the failure of the military occupation and its forced withdrawal.

In the anti-Soviet fight, the guns were channeled through the Pakistani intelligence service (ISI), which then diverted them to factions that the ISI sponsored, including anti-India groups in Kashmir. The Mujahideen also sold surplus weapons for cash, flooding the region with them. During this period, the term “Kalashnikov culture” was coined in Pakistan to describe the instability of weak central governments challenged by subversive groups armed with the rifle.79 In a further bitter irony, al-Qaeda took up Kalashnikovs that had been supplied to the Mujahideen, and Osama bin Laden used an AKS-74U model as a menacing symbol when he leaned one against the wall behind him in numerous news photos and public appearances, including the videotaping of his first post-9/11 speech.80

In Africa, Kalashnikovs empowered liberation movements fighting colonial powers and were then used as the primary weapon by many insurgent and rebel groups in civil wars. In Mozambique, the Soviet- and Chinese-supported Communist Mozambican Liberation Front (FRELIMO) fought for independence from Portugal (1962–1975), and then fought the anti-Communist Mozambican National Resistance (RENAMO) in a civil war (1977–1992). Kalashnikovs collected in the aftermath of the Mozambican civil war included Hungarian, Romanian, Bulgarian, East German, Chinese, and Soviet variants.81

Following Angola’s independence from Portugal (1975), South Africa secretly purchased 35,000 Type 56 Kalashnikovs from China to supply the National Union for the Total Independence of Angola (UNITA) faction, which was fighting the Communist People’s Movement for the Liberation of Angola (MPLA).82 The Rwandans used Russian- and Bulgarian-supplied AK-47s during their civil war and genocide between 1990 and 1994.83 The Kalashnikov is so ubiquitous in Africa that it has allowed groups of young men, including child soldiers, to challenge traditional social hierarchies, upending long-standing clan and tribal governance.

The gun continues to be the main weapon in the arsenal of revolutionary and criminal groups in the Middle East, Africa, Asia, and Latin America, as well as the weapon of choice in terrorist attacks. It’s the main weapon used by the Islamic State, particularly older Russian and Chinese types from the 1960s and 1970s that were used by the Iraqi Army, as well as some more modern AK-74Ms, probably stolen from Syrian weapons caches.84 Notably, in his surprise April 2019 video reappearance, ISIS leader Abu Bakr al-Baghdadi sat with what appeared to be a shortened AKS-74U model Kalashnikov propped up beside him, just as Obama bin Laden always did.

Whether in the hands of warlords, terrorists, insurgents, drug lords, or other criminals, the Kalashnikov has facilitated the disruption of the power of the very governments that have distributed it for short-term tactical advantage, not least the United States, which after 2001 became one of the largest buyers and proliferators of the rifles worldwide, handing them out to allies such as the Afghan National Police.85

Back to the United States

Meanwhile, in the United States, Kalashnikov USA (KUSA), licensed in 2012 by Kalashnikov Concern (still headquartered in Russia), became the sole US distributor of Russian Kalashnikov variant rifles, which were highly prized by its buyers because Americans considered Russian-built weapons to be more authentic.86 By 2013, the United States accounted for 40 percent of Kalashnikov Concern’s total gun sales—roughly equivalent to the number bought over the same period by the entire Russian military, which equips each of its regular soldiers with a Kalashnikov. In January 2014, Kalashnikov Concern projected exports of 200,000 firearms a year to the United States and announced that 90 percent of its civilian weapons exports overall were going to the US market.87 The company CEO claimed that orders from Americans were pouring in at three times the rate at which they could be fulfilled.88

After US sanctions were imposed on Russia in 2014, in the aftermath of its annexation of Crimea and involvement in the Ukrainian conflict, importing Kalashnikovs from Russia was prohibited. The solution was to stop being Russian. According to its CEO and majority shareholder, Alexey Krivoruchko, Kalashnikov USA completely severed its ties with Kalashnikov Concern, the Russian mother company, and became an American company, building rifles domestically.89 KUSA launched a new line of sporting, hunting, and home security firearms aimed at the American market, and in 2015 operations were moved from Tullytown, Pennsylvania, to a manufacturing facility in Pompano Beach, Florida, where the company reportedly received tax incentives and the gun laws were more lenient.90

Not everyone believed the overseas ties to Russia had been severed, seeing instead an elaborate effort to bypass sanctions and keep funneling money to Russian oligarchs through shell companies. In April 2018, Congressman Ted Deutch, in whose South Florida district the Kalashnikov USA factory is based, pressed for an investigation by the US Treasury Department, and the US attorney’s office in Miami opened a criminal investigation.91 As of January 2019, neither organization would comment on whether they were investigating, and Kalashnikov USA was briskly selling rifles at prices thirty percent higher than their Russian counterparts, with plans to begin exporting them at the end of 2019.92 Kalashnikov hunting and sporting rifles continue to be extremely popular among civilians in the United States.93 Kalashnikov USA’s slogan is “Russian Heritage, American innovation.”94

The Impact on the Power of States

Before the Second World War, nation-states routinely crushed insurgencies, but afterwards, quantitative and qualitative analysis shows, insurgencies were successful significantly more often. Using data from the Correlates of War Project (created in 1963 by political scientist J. David Singer and historian Melvin Small),95 Boston University professor Ivan Arreguin-Toft in 2001 analyzed the frequency of victory in conflicts between established states and non-state actors, such as guerrilla factions, insurgencies, and civil war forces, in the twentieth century. He found a sizeable uptick in 1950 in defeats of state forces: between 1900 and 1949, rebels won 34.9 percent of the time, while after 1950, that rose to 55 percent.96 Military historian Max Boot analyzed 443 insurgencies stretching back to 1775 and up to 2012 and also found an increase in their success, beginning after 1945. He found that overall, in contests that had been resolved, incumbents prevailed 63.8 percent of the time, insurgents won in 25.2 percent of campaigns, and the rest were draws (meaning a negotiated ending with no clear-cut winner). But looking only at resolved cases since 1945, the state win record decreased to 51.1 percent, and insurgent success increased to 39.6 percent, with the rest ending in a draw.97

Scholars have pointed to a range of reasons for the increasing success of insurgent contests since 1945. These include the role of state sponsorship, such as through weapons provision, training, financial support, and providing sanctuary, as well as more fervent devotion of followers to revolutionary doctrines, such as those of Mao Zedong and Che Guevara.98 Others have argued that the increasing professionalization of state armies, which has involved their increasing isolation from local populations onto military bases, has meant a lack of understanding of local communities and a deeper degree of support for insurgents, bringing them enhanced power.99 Insurgencies depend upon a close relationship with the population—to paraphrase Mao, “The guerrilla must move amongst the people as a fish swims in the sea.”100 Their popularity is crucial to their viability. The soundness of the strategies of both sides is, of course, also a key factor.

With so many variables at play in the outcomes of these conflicts, it is impossible to claim that the Kalashnikov alone caused the shift. But the growing worldwide availability of Kalashnikovs seems to be an important element, one that is commonly overlooked in both academic and policy studies of civil war, insurgency, and terrorism. This conclusion is reinforced by the fact that in the post–World War II years, state military arsenals were dramatically beefed up, which would suggest the success rate of non-state challengers should have decreased. What there is no doubt about is that the Kalashnikov enabled small non-state groups to take on professional armies to a degree that was impossible before the war. While armies have become highly mechanized and operate in what political scientist Stephen Biddle calls “systems,” wielding extraordinary precision and reach of power, non-state factions have used the humble Kalashnikov to devastating effect, not least in defeating the Soviet government that commissioned it.101

Why the Kalashnikov Spread

The remarkable history of this rifle adds significantly to our understanding of why certain technologies and not others go viral. The key element in the beginning of the AK-47 story was the Soviet Union’s desire to dominate the market by displacing other technologies and locking allies into their preferred system. The goal was not profit but politics, to tie allies to the same interoperable technology, including its production, ammunition, spare parts, replacement models, and so forth. That approach worked extremely well. Indeed, it succeeded beyond the government’s wildest expectations, and soon slipped completely beyond their control. By the 1960s, they had locked numerous states into the Kalashnikov system. From that point, the dozens of arms factories proliferating worldwide, producing Kalashnikovs and their ubiquitous, cheap ammunition, track with the increasing use of the weapon in revolutionary insurgencies as the decades passed.

Another key factor, the characteristics of the rifle itself, has been explored in depth here, and is well known and routinely discussed among firearms enthusiasts. Built for a peasant conscript army, the AK-47 was inexpensive, lightweight, simple to understand, and easy to operate for a wide range of users. Its brilliance was its accessibility and reliability. But it was inaccurate and could easily have been overtaken by other, better firearms, had it not been for the first factor: its global ubiquity and self-reinforcing technological lock-in, among clients of the Soviet Union, then proxies of their clients, including illicit users and revolutionaries.

Just as important as all of these traits, the rifle was durable. Long after the Cold War and its proxy wars were over, fresh civil wars, insurgencies, and terrorist movements emerged, at least in part thanks to the technology itself. New technologies do not necessarily have to be exquisite to have a broad and long-lasting global impact.

In addition, the Kalashnikov became essentially an open platform for firearms inventors to exploit and build on. The lack of a patent meant that those who produced the rifle, or gained access to it in other ways, could reverse-engineer it, tinker with its simple elements, and either reproduce the original Kalashnikov or build their own variants. This caused Mikhail Kalashnikov a great deal of angst. In dozens of interviews and several personal memoirs he makes it clear that the question of others exploiting his handiwork or degrading his reputation and honor as an inventor loomed far greater in his mind than the lack of earnings from royalties did.

Lastly, the symbolism and culture of the gun built momentum in an historical context that was crucial to its worldwide diffusion. Most important here was the change in global communications: the arrival of global television coverage in the 1960s was crucial to the AK-47 mystique. Postwar movements for decolonization and self-determination in Africa, Asia, Latin America, and beyond provided the perfect global political setting. Whatever the odds, the narrative of a fight makes a difference, because human beings want to attach themselves to a broader legacy. Groups from the Viet Cong to al-Qaeda to the Islamic State have tapped into the Kalashnikov’s historical symbolism to project an image of strength, attract sympathizers, and enhance their political legitimacy.

The Floodgates Opened

After the Soviet Union dissolved, massive stockpiles of Kalashnikovs flooded the global arms market. The Soviet arms-manufacturing plants that were the original beneficiaries of the Kalashnikov’s popularity ran into tremendous difficulty navigating the harsh economic realities of global supply and demand. Soviet managers had no experience in marketing or salesmanship, and not only were many countries producing them for their own use and for export, but huge numbers of Kalashnikovs and ammunition that had been stored in the former Soviet Union and Warsaw Pact countries were sold off, now more for financial gain than for political influence.102

Russian factories could not compete with the glut of weapons, and a number went bankrupt. Those that remain, including the two factories in Izhevsk, have struggled to survive, in part because of American sanctions on Russian imports.103 A particularly hard blow came in 2013 when, despite Mikhail Kalashnikov’s personal advocacy, their top customer, the Russian Army, chose not to buy the newly developed AK-12 rifle because it still had millions of AK-74s in its arsenal.

Mikhail Kalashnikov himself was more enterprising. After the Soviet Union dissolved, he insisted that he had no regrets that the original AK-47 design never earned him any royalties. “At the time, patenting inventions wasn’t an issue in our country,” he said in a 2006 newspaper interview. “We worked for socialist society, for the good of the people, which I never regret.”104 But he and his team had been rewarded in many other ways, especially during the Soviet period. The Stalin Prize had brought him 150,000 rubles, a veritable fortune in the Soviet Union. In subsequent years, he had what was called a “personalized salary,” meaning that it was above the standard rate paid to others who did comparable work. While he did not become fabulously rich, he and his family lived very comfortably.105

Ultimately, Kalashnikov further enriched his family by becoming a capitalist. In 2003, he decided to literally cash in on his famous name, selling the rights to use his name commercially to the German marketing firm MM1 in return for one-third of all proceeds from the sale of items with the Kalashnikov trademark.106 A wide range of Kalashnikov products followed, including vodka, umbrellas, screwdrivers, snowboards, shaving foam, watches, and penknives, sold in airports and high-end shops throughout the world.107

As for the sales of Soviet stockpiles of the Kalashnikov, Ukraine was a particularly avid vendor in the 1990s, making illicit deals for sending large quantities throughout the world, but most notably to the Taliban.108 As the conflict between the pro-Russian Ukrainian faction and the Ukrainian government erupted, the government began holding on to the stores for arming its security forces, while the more recent AK-74M model has flowed in to the pro-Russian groups in eastern Ukraine from outside sources.109

Other former Warsaw Pact countries have sold or distributed large numbers of the weapon. In September 2014, for example, the Albanian Ministry of Defense donated 10,000 Kalashnikov-pattern rifles and 22 million 7.62 × 39 mm cartridges to the Iraqi Kurds.110 And Kalashnikov variants predominated on all sides of the conflicts in Iraq and Syria.

The rifle variants are so plentiful today that they are not just used to target people; they’re widely used in hunting.111 In Central Africa, where poaching of large game, especially elephants and rhinos, is a thriving black market business, the rifles have facilitated increased killing. A group of poachers will form a circle around an animal, caging it with rifle fire, while a single person armed with a more accurate hunting rifle actually kills the animal.112 Kalashnikovs are both more accessible than large-bore hunting rifles and cheaper to buy and use. Hunting rifles run about $1,365–$2,200 and their cartridges cost between $18 and $34 apiece, while AK-47s can cost as little as $80–$150 each and their cartridges cost only $0.17 to $0.70 each.113 Not only has the use of assault rifles increased the killing of endangered species considerably, it has intensified the cruelty of the process: a hunting rifle can kill an elephant with one shot (or at most two to five), while a military assault rifle requires several dozen wounds before the animal dies in agony.

Kalashnikovs are sure to continue to be used as a destabilizing political weapon, as well as in hunting, for the foreseeable future. But in recent years, the lethality of the Kalashnikov in conflict against militaries has been waning. As with dynamite, disruptive innovation and diffusion prompted countermeasures. Body armor, better medical care, clotting factors, and cryogenics (exposure to extreme cold to help in recovery from injuries or fatigue) have all led to fewer troop deaths. And, as we will see later in the book, violent actors are likely to embrace other, newer technologies in the Kalashnikov’s place. Somewhat ironically, the Izhevsk-based Russian Kalashnikov Concern, which has now shifted away from the business of Kalashnikov rifle manufacture, may play a role in this coming wave of higher-tech political violence. The firm has begun to diversify its holdings by buying other companies, including producers of motorboats, hovercycles, fully autonomous gun turrets, and small electronics. Indeed, going forward, the leadership of the Russian Kalashnikov company projects that a growing portion of its future business will be in the sale of drones.114

Kalashnikov’s Regret

Although baptized as a child, Kalashnikov was a loyal Communist and atheist for most of his life. But he worried about the role his rifle had played in the deaths of millions of innocent people. In June 2006, when the United Nations held a conference on the thriving illicit trade in small arms, Kalashnikov wrote a letter to the delegates that was included in their official conference packet. In it he expressed sorrow that his AK-47, designed to protect the motherland from the Nazis during a war in which he said the Soviet Union lost 28 million people, had fallen into the hands of terrorists and thugs worldwide. He put the blame on politicians and urged the delegates to establish a system of accounting and national marking for each unit produced, with end-user certificates preventing transfer to third parties. In addition to the global control measures under discussion, he urged the strengthening of national laws and compliance with intellectual property rights for his weapons. “May weapons become a way to protect peace, rights and democracy, rather than a tool of terror,” Kalashnikov’s letter concluded.115

Kalashnikov remained a hero to Russians. President Vladimir Putin led the mourning at his funeral in 2013. But Kalashnikov was himself troubled by the consequences of his invention. As the end of his life neared, he began to have even deeper anxiety about the role he had played in history and the fate of his soul in whatever comes next. At the age of ninety-one, he became a Christian. In 2012, Kalashnikov wrote a long, plaintive letter to the head of the Russian Orthodox Church, Patriarch Kirill. “My spiritual pain is unbearable. I keep having the same unresolvable question: if my rifle claimed people’s lives, then can it be that I . . . a Christian and Orthodox believer, was to blame for their deaths?” The letter, which a local priest had apparently helped him write, was signed, “Slave of God, designer Mikhail Kalashnikov.”116

Patriarch Kirill wrote back, offering spiritual reassurance. His spokesperson then issued a public statement that said, “The church has a very definite position: when a weapon serves to protect the homeland, the Church supports both its creator and the soldiers who use it. He [Kalashnikov] designed this automatic rifle to defend his country, not so terrorists could use it in Saudi Arabia.” If only inventors of lethal technologies could envision the many unexpected ways in which they will be used.

The Power of Unintended Consequences

Neither Alfred Nobel nor Mikhail Kalashnikov anticipated how their inventions would be used for disruptive political violence. In the same way, the creators of the Internet, social media, and the many new and emerging technologies today have not foreseen the nefarious uses to which they’re being put.

Today’s period of innovation is comparable to the explosive era of open technological innovation at the turn of the nineteenth century, and arguably even more potentially disruptive. Current and emerging technologies were not consciously designed to kill, as the AK-47 was; they are just as subject to popular whim, more tailored for attention-getting, and more wide-ranging in their potential applications, both good and bad. Because the current technological revolution is an open one, and because there is again so much money to be made by the diffusion of the new technologies, they have again spread rapidly and will continue to do so. Due to their accessibility and ease of use, clusters of new technologies will be combined in novel ways that are unanticipated.

In the next part of the book, we will use the insights introduced in the first two sections to examine how today’s new and emerging technologies are already being used to raise the stakes of political violence, by enhancing the mobilization and reach of surprise attacks. We’ll also investigate how emerging breakthroughs in autonomy, robotics, and artificial intelligence may be harnessed for even more potent leverage.


PART III Convergence
Widespread Lethal Empowerment


CHAPTER 7 Open Innovation of Mobilization: Social Media and Conquering Digital Terrain

THOUGH ANWAR AWLAKI was killed in 2011, he inspired Tamerlan and Dzokhar Tsarnaev, the Boston Marathon bombers, to carry out their attack in 2013, and taught them how. Two years after Awlaki’s death, his soft-spoken sermons were still as easy to find and download from YouTube as cat videos and cooking demos. The substance of Awlaki’s sermons was familiar. His ghost championed the same homicidal ideology that Islamist fundamentalists from Sayyid Qutb to Ayman Zawahiri, motivators of the 9/11 hijackers, had offered in Arabic for decades. His “Constants on the Path of Jihad,” a five-hour series released in 2005, argued that violent jihad was a personal imperative. In his final recorded sermon “Call to Jihad,” released in 2010, he parroted the familiar message that every Muslim has a religious duty to kill Americans.1 It was his style of presentation that made his sermons stand out.

Awlaki was American, born in New Mexico to Yemeni immigrant parents. He spoke in perfectly colloquial American English, which gave him special appeal to English-speaking Muslims in the United States, the United Kingdom, and Australia. He also took advantage of the latest technology to grab attention. In addition to recording his sermons, in 2010 he collaborated with a young fellow American named Samir Khan to produce a slick, English-language online magazine called Inspire. The inaugural issue featured a piece chirpily titled “How to Build a Bomb in the Kitchen of Your Mom.”

The Tsarnaev brothers, ethnic Chechens whose father sought asylum in the United States, followed Inspire’s step-by-step instructions, turning two pressure cookers into IEDs using explosive powder from ordinary fireworks and detonators made from Christmas lights.2 To maximize the bombs’ ability to maim, they were packed with ball bearings and nails. Stowed in two black backpacks, they attracted no attention from the crowd cheering for the Boston Marathon runners.3 The bombing, on 15 April 2013, killed 3 people and injured 264, including 16 victims who lost legs—one of whom was a seven-year-old girl.4

At the time, Dzokhar Tsarnaev was in his sophomore year at the University of Massachusetts at Dartmouth. One of the classes he was enrolled in was a philosophy course titled “Introduction to Ethics.” He had become a US citizen on the eleventh anniversary of the 11 September attacks and seemed to be chasing the American Dream. But his fortunes had taken a bad turn. His parents had divorced and then both left for Dagestan, near Chechnya, after which his grades plummeted. He earned a D, a D+, and two Fs during the fall semester and, with an overall GPA of 1.094 (a D average), he lost his financial aid and was about to be suspended. In January 2013 he begged college administrators for another chance, on the grounds that his relatives lived in Chechnya, “[a] Republic that is occupied by Russian soldiers that falsely accuse and abduct innocent men under false pretenses [sic] and terrorist accusations.”5 While the college reversed the suspension, he lost his financial aid and was $20,000 in debt at the time of the bombing.6

Dzokhar’s older brother Tamerlan was an unemployed champion boxer who had been accused of domestic violence, making him ineligible to become an American citizen, his fervent wish. Tamerlan had come to the United States in 2003 at age seventeen and never really settled. Over time he became entangled with illicit drugs and, by some accounts, was implicated in a triple homicide in 2011.7 He was also alleged to be an FBI informant, reporting on a multinational drug ring in exchange for a shot at US citizenship, though the FBI denies this.8 What is beyond doubt is that Tamerlan was frustrated with his life in the United States, had a growing interest in jihadist philosophy, and held powerful sway over Dzokhar, who was seven years younger. In short, the brothers perfectly fit the profile Awlaki was targeting.

Having downloaded a digital copy of Inspire, Tamerlan traveled to Phantom fireworks depot in Seabrook, New Hampshire, and bought forty-eight mortars in two big boxes (advertised as “barely legal”), containing a total of about eight pounds of low-explosive black powder. This was the same store that sold Times Square bomber Faisal Shahzad the firecrackers he used in his failed car bomb in 2010. After the Marathon bombing, the clerk who waited on Tamerlan recalled that he asked her for the “biggest and loudest” kit, and that she threw in a second one for free.9 The pressure cookers apparently came from a Macy’s department store, the backpacks from Target.

The Tsarnaevs’ bombs were unremarkable: we’ve discussed similar devices used in the nineteenth century. Manuals to build them have been available since then. The brothers could also have pieced together the information needed from textbooks and a wealth of online sources. If Dzhokhar hadn’t failed three chemistry classes in his first three semesters, he might even have learned what was needed in college.10 What was new was the degree of accessibility, convenience, simplicity, global reach, and sophisticated marketing of Awlaki’s propaganda. Whether selling Coca-Cola, cigarettes, or smartphones, marketers know that if you wrap a product in an appealing package and make it affordable, ubiquitous, and easy to use, people are more likely to buy it. Awlaki was a shrewd marketer.

He was quick to exploit rapidly developing audio and video technology as it took off. His stories had first become available on cassettes in 1998. They were then distributed in boxed CD sets. Though he was no technical expert, and had, in fact, flunked engineering in college, easily accessible and newly simplified technology enabled him to steadily upgrade to global “broadcast” platforms and eventually produce near professional-quality videos. He progressed from CDs to Paltalk, an online video chat room, then to an interactive website and blog, and finally to Facebook and YouTube.11 (Figure 7.1) His video Constants, more explicitly violent than his earlier work, hit the market in 2005, the year after Facebook was launched and the year that YouTube was founded; it was the perfect timing for viral dissemination.12 Awlaki understood the potential of the new platforms.
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FIGURE 7.1 Anwar al-Awlaki speaking in a video released on 13 February 2011. Source: HO/Site Intelligence Group/AFP.



He appreciated that people are more likely to buy a product if you can somehow tie it to their sense of identity, and he deftly tailored the presentation of his message. Speaking in a charismatic professorial style, he explained the tenets of Islam (his own twisted interpretation) to an audience with a shallow understanding of the religion. Unlike Osama bin Laden, Ayman Zawahiri, or even Abu Bakr al-Baghdadi, Awlaki didn’t scream or pontificate. “Listen to Anwar al-Awlaki’s . . . here after series, you will gain an unbelievable amount of knowledge,” Dzohkhar tweeted a few weeks before the attacks.13 Awlaki’s use of American colloquialisms made him more relatable to those in English-speaking countries. His Internet persona was selling jihadi cool. Along with his simple bomb-making instructions, he offered not only a logic for slaughter but a persona to identify with.

The Tsarnaevs were among several others he inspired to plan attacks in the United States. The Fort Hood shooter Nidal Hasan (2009), Times Square bomber Faisal Shahzad (2010), and underwear bomber Umar Farouk Abdulmutallab (2009) all took inspiration and direction from Awlaki.14 Because of this he became the first American citizen since the Civil War deliberately targeted and killed by the US government—in a drone strike that was personally authorized by President Barack Obama.15

But his killing only added to his notoriety. For those with whom he already had an online relationship, it enhanced his mystique, and dying as a “martyr,” at the hands of the American government no less, drew many more followers to him. His audience ballooned after his death. In the years since, his continued online presence has inspired followers plotting major attacks from Singapore to Bangladesh to the United Kingdom. As of November 2016, eighty-nine Western extremists (fifty-five in the United States and thirty-four Europeans) who either carried out terrorist attacks at home or were arrested for trying to join the Islamic State in Syria had proven ties to Awlaki.16 According to Scott Shane, national security reporter for the New York Times, more than half of US-based terrorism cases after 2011 showed evidence of Awlaki’s influence upon the perpetrators.17

Some plotters were stopped, like Terry Lee Loewen, an aircraft worker who read Awlaki’s Inspire magazine, bought a gun, and tried to put a truck bomb between Gates 6 and 7 at Mid-Continental Airport in Wichita, Kansas.18 Many others were not. The ghost of Awlaki also influenced the Kouachi brothers, who killed twelve people at the Paris headquarters of the satirical magazine Charlie Hebdo in January 2015; Syed Farook, who killed fourteen people in the December 2015 San Bernardino, California, shooting; and Omar Mateen, who killed forty-nine people in the 2016 Pulse nightclub shooting in Orlando, Florida.

The Internet has been a double-edged sword in the fight against terrorism. It’s a periscope for terrorist hunters, allowing them to peer at the movements and activities of both known and suspected rogue actors. That surveillance facilitated the killing of Awlaki, along with his Inspire accomplice Samir Khan, in the same September 2011 US drone attack.19 Since 2002, the United States has conducted hundreds more drone strikes against terrorists, including over 250 in Yemen, with many more targeting al-Qaeda; the Taliban; al-Shabaab; and other groups in Pakistan, Somalia, and beyond.20 The Tsarnaevs probably didn’t realize that the US National Security Agency (NSA) had been on to Awlaki long before them. Intelligence analysts working the Yemen account at the NSA and other agencies accessed each issue of Inspire two or three weeks before it appeared on militant web forums—even sometimes reading successive drafts shared online.21

Yet it’s impossible to carefully monitor all of the individuals in such a vast audience as the one Awlaki built. Federal authorities knew about Tamerlan Tsarnaev, and even put his name on a terrorist watch list, but still he slipped past them.22 It’s likely also impossible to ever entirely eradicate Awlaki’s presence from the web. Though many of his sermons have been removed from YouTube, persistent searchers can still find them. What’s more, Awlaki’s audio statements continue to be re-edited to sound as if they are referring to current groups. A 2013 English-language video produced by the Islamic State took an audio clip from a May 2008 lecture he gave over the telephone to a conference in South Africa, paired it with his portrait, and invented a celebrity endorsement. In his Internet immortality, he will haunt us long after ISIS and al-Qaeda have disappeared.

New Triggers for Old Passions

The confluence of the Internet and connected online digital-based technologies, especially smartphones, has created a virtual world in which it is possible to engage electronically, and globally, in the full span of human activities, from spreading hope, love, and enlightenment, to inciting hate, abuse, and murder. We have created a virtual reality that is changing actual reality. Digital technologies themselves are not the enemy. As said, online channels can be of great assistance in tracking down malicious actors. But because they are being used to mobilize and manipulate people to support and perpetrate violence, they are making the prediction of future clashes more difficult, and we’d better think hard about exactly how and why they are being harnessed.

This cluster of Internet-connected global communication technologies is more widely diffused today than dynamite was and the AK-47 was and still is. They are also potentially globally destabilizing. Basic human motivations for political violence, such as the fear, honor, and interest Greek historian Thucydides described during the Peloponnesian War of the fifth century b.c., have endured for millennia. But the triggers provoking such violence evolve over time. Today’s technologies are powerful new triggers for human conflict, altering who fights, when, and how.

Their rate of diffusion is the key factor in their destabilizing potential. So much coverage of the current wave of technological innovation emphasizes the speed of change, but when put in historical context, today’s digital technologies have actually been a long time coming. Most of them have evolved from discoveries made in the 1960s in computer operating systems, battery life, miniaturization, and networking.

What’s unprecedented today, however, is that powerful computers are in everyone’s pockets, offering both ready-made platforms for open innovation and a potent means of political manipulation. Most people barely touch the full capabilities of their Androids and iPhones. Indeed, it’s often said that the computing power in a single iPhone is hundreds of times more capable than the computer that guided the flight of Apollo 11 in 1969, which was a huge IBM System/360 Model 75 mainframe that had to be complemented by the work of more than 3,500 IBM employees (most armed with slide rules).23

A good deal of attention focuses on computer technology itself, especially whether or not the long-running increase in processing power may soon slow down, reaching a natural limit. In 1965, Intel cofounder Gordon Moore famously predicted that the number of transistors contained in a single integrated circuit device would double every eighteen months, thereby doubling computing capability, while the cost of manufacturing held steady.24 For decades, what became known as Moore’s Law proved correct, partly because it was inherently astute, and partly because it became an expectation that the semiconductor industry strove to fulfill. The maxim was also extended to a wide range of other technological improvements, including computer memory capacity and sensors, which got smaller even as they were able to collect a wider range of more sophisticated data.

Moore himself forecast that the doubling every eighteen months (the core of his eponymous “Law”) would stop by about 2025.25 He cited the physicist Stephen Hawking, who said that integrated circuit technology would ultimately run up against the finite velocity of light, the upper limit of the speed with which signals can propagate through circuits, as well as the limitations of atomic scale and the quantum nature of materials.26 In 2015 the Intel Corporation even publicly concurred that the end was near.27 Some technology experts counter that ongoing human cleverness may postpone the hitting of physical limitations, such as by exploiting higher-density groupings of integrated circuits, transitioning to molecular-based switching devices, and processing more signals at the same time in parallel.28 Whoever proves correct, when it comes to analyzing how technology is and will be used for purposes of political violence, processing power is not the important issue. It’s the pace and scope of human adoption of digital technologies that is at the heart of the danger.

While today’s pace of technological innovation isn’t unprecedented, and probably lags behind the sweeping technological changes we explored in the late nineteenth century, the rate of diffusion and ease of adoption of digital technologies are exceptional, which is why the current era seems faster to us. The number of people and organizations globally who are tinkering with digital technologies, innovating the human purposes to which they are applied, is growing dramatically, and as a result the ways they are being harnessed are also multiplying geometrically.

Just as the Apollo moon landing was at least as much a feat of human management and teamwork as an accomplishment of technology, today’s digital technologies rely on human initiative or intervention to produce outcomes, and these outcomes can be either good or bad.

Mobilization and the Atomization of Violence

In this chapter, the focus is on how Internet-connected technologies are being used to mobilize individuals for political violence. As used here, the concept of mobilization has three dimensions. Social mobilization leads people to support a cause, making them feel connected with a group, story, or belief system, often so much so that it becomes part of their identity. Physical mobilization drives people to act, organizing them and teaching them how to do so, either singly or in groups. And social and physical mobilizations are dependent upon the psychological manipulation of public perceptions.

In examining how non-state actors are using new technologies for mobilization, we will look at both sustaining and disruptive technologies. Recall that disruptive technologies not only produce unexpected results but actually shift power from dominant players to surprise actors in ways that change the overall shape of the marketplace of violence. Clusters of digital technologies are enabling mobilization in both sustaining ways, helping dominant actors reach traditional constituencies, and disruptive ones, helping surprise underdogs reach unexpected, often larger constituencies.

The accessibility of the Internet on mobile devices, especially social media platforms on smartphones, has bypassed traditional avenues of mobilization, from the traditional media, including books, newspapers, television, and radio, to institutions such as the church and the army, and replaced them with direct appeals to individuals. Media and government control over coverage of events has been disrupted, with mobile phones allowing individuals to record their experiences and live-stream them with a tweet. Social media has become a Wild West, with creative new practices for reaching masses of people, and manipulating and deceiving them, ranging from those fully conducted by humans to the fully automated—often further disseminated by human beings.

We have created the perfect technological ecosystem for violent mobilization. The cluster of Internet-connected technologies is ideally suited for igniting emotions, persuading people, connecting them to one another and developing their sense of belonging to a group or movement. They are also exquisitely crafted for disseminating information, and disinformation, enabling the logistics for attacks, and doing so under cover. The Internet has become a powerful facilitator of terrorist mobilization because it has evolved from a platform primarily for information sharing into one focused on grabbing the attention of as many people as possible and monetizing it.

The economic energy driving digital innovation has inspired many wonderful developments. Spreading life-saving medical advances, enabling faster responses to weather or humanitarian emergencies, facilitating better understanding of climate effects, and enhancing government transparency are just a few. But it has also generated extremely powerful tools for manipulating people’s emotions and riveting their attention, as well as for targeting information specifically to them and tailoring it to their interests and views. These tools allow any individual with an Internet connection to spread false information, follow people’s movements, obtain voluminous information about them, and communicate with people all around the world clandestinely.

The same tools can, of course, be used to mobilize people behind good causes. They were used to drive the 2010–2011 Arab Uprisings, and they’ve rallied people to many peaceful goals, such as the Black Lives Matter social movement. They are particularly well suited, however, for destructive purposes. Movements seeking to bring about lasting political and social reforms require real-world human organizing and institutional change in order to achieve the lasting effects they desire. With the Arab Spring, we saw how readily such reforms could be co-opted by strongmen and reversed. By contrast, when the goal is to spread fear through episodic violence, and thereby to undermine structures of power for purposes of disruption, these tools facilitate doing so without the hard work of extensive organizing.

A terrorist’s whole point is to make him- or herself heard by using outrageous symbolic violence, to force attention to the cause and provoke public outrage at their governments’ inability to protect them. This is why when the means to murder and the methods to advertise it both become more accessible, an increase in terrorism inevitably follows.

The recent evolution of Islamist terrorism is a clear case in point. From the earliest years of al-Qaeda, bin Laden devised a media strategy. As cable news stations proliferated, he courted journalists, held personal press conferences, and sent videos via courier to Al Jazeera. Yet cautious news editors often filtered, clipped, or suppressed his messages. The twelve-page 1996 declaration of “holy war” entitled “Message from Osama bin Laden to His Muslim Brothers in the Whole World and Especially in the Arabian Peninsula: Declaration of Jihad against the Americans” barely registered with the public. Attacks on the Khobar Towers (25 June 1996), the US embassies in Tanzania and Kenya (7 August 1998), and the USS Cole (12 October 2000) failed to “inspire.” An al-Qaeda courier explained bin Laden’s frustration: “Every time I took a new tape, he told me how important my mission was, how this time, the Muslims of the world would finally listen, and how I must absolutely deliver the tape to the right people.”29

Bin Laden’s signature focus on long-planned, simultaneous attacks was designed to be spectacular enough that any editor would be forced to air coverage of them. In targeting media-rich Washington and New York, the 9/11 attacks were not only about killing a large number of people but also drawing worldwide attention. From his hideout in Abbottabad, bin Laden sent grainy videotapes and handwritten letters to trusted news sites and subordinates, including one in which he wrote, “[W]e have to undertake a large intensive media campaign, part of it through American media sources if possible.”30 Other letters convey his determination to shape and disseminate al-Qaeda’s global message.31 Bin Laden understood very well that for terrorists, attention becomes power.

As the digital age began to reshape the media environment, such large-scale, meticulously planned attacks were no longer required for gaining attention, or for spreading fear and building a following. In contrast to bin Laden, and just as Awlaki had done, Daesh (aka ISIS) developed a model of production that cut out the editors and went directly to the audience. Under withering military attack, the territorially based organization in Iraq and Syria soon disappeared and the so-called Islamic State shifted its focus to decentralized attacks throughout the world, recorded and shared on social media via smartphones.

Just as with the Anarchist movement, the atomization of violence has today spread to include lone-wolf attackers and the mentally deranged. Take the case of how online conspiracy theories have incited such attackers. They triggered Richard Poplawski’s killing of three Pittsburgh police officers with a Kalashnikov in 2009, when a white supremacist website said that the Obama administration was about to ban all guns;32 Oscar Ortega’s 2011 attempt to assassinate Barack Obama, shooting a Kalashnikov at the White House apparently inspired by an Internet-streamed Alex Jones film;33 and Jared Loughner’s killing of six people and wounding of Representative Gabby Giffords outside a Tucson, Arizona, grocery store, evidently motivated by online right-wing extremist groups.34 James Thomas Hodgkinson, member of left-wing Facebook groups such as “Terminate the Republican Party” and “The Road to Hell is Paved with Republicans,” went from online rants to opening fire on the congressional Republican baseball team, wounding four before the police killed him.35 Such bizarre incitements and fabrications are nothing new; they have long had outsized effects on certain individuals, fueling a perverse form of populism.36 But social media is greatly enhancing the speed and scope of their spread and thereby elevating their power, with potential effects on governance that we are only beginning to understand.37

Digital online technologies are, in short, atomizing mobilization and shifting the balance of power between states, private actors, and violent groups. Following the levée en masse of the Napoleonic Wars, the storyline of mobilization over the next two centuries was about the Western nation-state gradually consolidating power over the masses and directing their mobilization toward conducting wars. The state’s monopoly never became complete, but especially with the massive industrial mobilizations of the two world wars, the state’s grip was greatly tightened. Since about 1995 that process has been reversing, with Internet-based technologies driving a gradual undermining of the nation-state’s ability to control and channel popular violence. We are likely still in the early stages of this reversal.

I am not arguing that terrorist groups, and other malicious non-state actors, are becoming the masters of the online universe.38 Private technology firms and state security and military organizations have driven and will continue to drive innovation in digital technology, and for the most part the mass public has determined the course, with developers responding to their needs and desires. Terrorists and other non-state actors have mostly adapted to the changing environment rather than shaping it. Jihadists were neither early adopters of social media nor innovators with it; they picked up on ways to utilize it as others crafted them.

Would-be disruptors don’t have to be innovators; they don’t even have to be truly technologically literate, or even connected. As was the case with the French Revolution, in which most of those fighting were illiterate, even if people are not online—the situation with the majority of those who participated in the 2011 protests in Egypt, for example—they can still be influenced to act by those who are. The Internet-connected agitators can use the tools to enhance the power of traditional means of mobilizing. Word of mouth is still an extremely powerful force for persuasion, as are television and radio, and especially so in combination with social media.39

The highly sophisticated threat of cyberwarfare has rightfully grabbed attention, as major powers spar online in an ongoing contest that is indeed deeply problematic and dangerous. But it must not distract us from also paying close attention to the ways in which non-state actors are harnessing widely available and seemingly non-lethal tools, with far-reaching implications. During the Cold War, the United States and the Soviet Union were fixated on their nuclear rivalry. Meanwhile, the accessible AK-47 facilitated dozens of insurgencies that changed the global political map, such as by undermining the Soviet occupation of Afghanistan and, arguably, the stability of the Soviet Union.

It’s not just high-end weapons that have outsized results. Computer scientist Dorothy Denning wisely pointed out in May 2001 (pre-9/11) that terrorists “still prefer bombs to bytes,” and this is still true.40 Groups like ISIS, al-Qaeda, Hamas, and Hezbollah have been inept at wielding cyber warfare tools, for example. Criminals exploit them more successfully, but even they are well behind states.41 And yet, carefully targeted terrorist acts, using digital technologies to stoke public fear or intimidate opponents, hold the potential to prompt a cascade of state actions more rapidly than ever. Governments may lash out in outsized fashion in response to domestic pressures to crack down, especially in democracies. They may also act in inflammatory ways out of fear that other states will exploit apparent weakness or vulnerability, especially in autocracies like Russia or China. Strong reactions to major terrorist attacks can lead to counter-reactions, as we know from the First World War and, to some extent, the 9/11 attacks.

A framework is needed that digs deeper into how the new tools have been changing the nature of mobilization and will likely continue to do so.42While specific apps and other tools will continue to evolve, the broad effects of digital technologies on mobilization will persist as the power of the tools keeps growing.

The fundamental elements of mobilization today are not new; Johann Most would recognize the basic nature of the techniques used. They are: information warfare, recruitment, training, logistics, and fundraising. Most would also recognize some of the specific methods being used to achieve these aims, such as publishing propagandistic online magazines. These are evolutionary, sustaining innovations in mobilization, though the web has put them on steroids. Because they are familiar, these sustaining uses of digital technology will each be discussed relatively briefly. Six disruptive innovations will be examined more extensively: mass interactivity, mobile- and live-streaming, first-person filmmaking technology, viral disinformation, accessible end-to-end encryption, and attention-grabbing psychological tactics.

The most transformative element in this mobilization landscape is social media. Facebook’s motto is “move fast and break things.” In what follows we’ll see where they and other major tech companies (along with their customers) are moving fast, that is, accelerating classic methods of mobilizing for political violence with deep historical roots, and where they are actually breaking things, spurring disruptive global conflict that is changing the world.

Moving Fast: New Tools for Old Tactics

Social media and video channels, primarily YouTube, have been used, in part, in the same way pamphlets, books, speeches, and newspapers were by the Anarchists. Groups have created a host of websites and online magazines, like Awlaki’s Inspire, to draw people to the cause through highly persuasive messaging and by humanizing themselves, as ISIS did with a website devoted to cat photos, featuring shots of kittens curling up around grenades and fighters holding a kitten in one hand and a Kalashnikov in the other. Groups have also, of course, used these channels to post photos and videos of horrific acts of violence, such as beheadings. Both charismatic inspirational communications and the publicizing of violence are evolutionary versions of the ancient art of informational warfare.

In the fifth century b.c., the Chinese military theorist Sun Tzu wrote, “All warfare is based on deception.”43 Psychological operations have long been integral to war, used to soften up the battlefield, confound the enemy, or panic populations. Terrorists have always understood the power of sowing fear. Publicizing luridly violent acts is as old as terrorism itself. As mentioned in chapter 2, the first century a.d. Sicarii deliberately chose prominent pro-Roman priestly aristocracy in Jerusalem as their victims and killed them with daggers (sicae) in the public square, in full view of hundreds of onlookers. Symbolic killing is at the heart of terrorism.

With the emergence and progression of computer technology, new methods of information warfare were steadily developed. During the Cold War, for example, both the United States and the Soviet Union crafted sophisticated information operations, which were incorporated into war plans beginning in the 1970s, though the United States did so less coherently due to institutional tensions between psychological operations and public diplomacy.44 Russia was the first to deploy what are called distributed denial of service cyber-attacks (DDoS), which it used against Estonia in 2007, followed by more powerful DDoS attacks aimed at Lithuania, Georgia, Kyrgyzstan, Kazakhstan, Ukraine, Germany, Finland, the Netherlands, the United States, and other countries.45 These involved shutdowns of social media, defacement of government websites, hacking election systems, stealing proprietary documents, and disrupting critical infrastructure like nuclear power plants. In a 2013 article, Chief of the Russian General Staff Valery Gerasimov reiterated that the “information space” is a key part of war, as demonstrated by the “use of technologies for influencing state structure and the populations with the help of information networks.”46 Russia’s sophisticated use of information operations to interfere with the 2016 US presidential election was another incremental step in this game plan.

One difference now is that some non-state actors are getting as good at information warfare as state militaries are. When ISIS marched on Mosul in June 2014, for example, the group also launched a marketing campaign on Twitter called #AllEyesonISIS.47 And so they were. Their campaign was devastatingly effective, despite the fact that only about 20 percent of the Iraqi population had access to the Internet. Of course, it was not ISIS information operations and social media alone that resulted in gains: the commanding Iraqi general stated that the government had left the city undermanned and the troops short of weapons and ammunition.48 The impact of the campaign of terror was clearly substantial, though. Staged photos of atrocities and videos of Iraqi soldiers being executed posted on Instagram and Twitter sowed panic among Iraq security forces. Many shed their uniforms, dropped their weapons, and joined a stream of fleeing civilians, leaving the territory undefended.49 In six days, some 2,000 ISIS fighters captured a city that 25,000 Iraqi security forces were meant to defend.50

The other key differences with information warfare of the past are of scope, speed, and reach. Even television’s immediacy has been surpassed. And photos, footage, and audio recordings that would not be broadcast by most mainstream media companies can be easily uploaded to these online channels, which mostly lack editorial gatekeepers. Conscientious news sites try to vet their sources, but that is increasingly difficult when deadlines are instantaneous, live interviewees spread misinformation, and everyone fights for audiences who prefer consuming news à la carte. Plus direct postings bypass the traditional competition over broadcast time in a news lineup.

The global reach of this propaganda extends the range of recruitment. Groups have increasingly appealed to potential fighters all around the world, inviting them to travel to terrorist hotspots such as Syria (ISIS), Somalia (al-Shabaab), or Afghanistan (al-Qaeda). Boko Haram in Nigeria also routinely uploads coverage of its activities on YouTube and calls for recruits. Adam Gadahn traveled from the United States to Pakistan to become a high-profile spokesman for al-Qaeda and then incited other American Muslims to carry out random attacks in a video entitled “Do Not Rely on Others, Take the Task upon Yourself.” Tareq Kamleh, an Australian doctor, traveled to Syria and recruited other professionals online. Aqsa Mahmood (alias Umm Layth), a twenty-year-old Scottish woman from an affluent Glasgow neighborhood, drew other women to Syria by promoting hijrah (migration) on her Twitter and Tumblr accounts.51 British authorities believe that Mahmood helped to radicalize British teenagers Shamima Begum (age fifteen), Khadiza Sultana (age sixteen), and Amira Abase (age fifteen), three East London classmates who fled to Syria in 2015.52 Loss of physical territory is offset by a shift in virtual messaging, as when groups step up their recruitment of foreigners to carry out attacks in their own countries.

The training of recruits has also been enhanced. Online college courses have become popular, with many universities claiming that they replace the classroom experience. It is a small leap to online courses in killing people. Groups post technical instructions for attacks and suggestions for targets, and information about where to get explosives and firearms, especially assault rifles. Al-Qaeda, ISIS, al-Qaeda in the Arabian Peninsula (AQAP), and other terrorist organizations also post online video demonstrations for making explosive devices, with training offered in many languages (twenty-eight at last count)53 and on dozens of platforms (Twitter, YouTube, Facebook), although all of these platforms are becoming more aggressive at removing terrorist content.54 In December 2015, the Islamic State published its first issue of a German-language magazine specifically devoted to “jihadi Tech” called Kybernetiq. As for designating targets for attack, ISIS has used an online chat room to provide a list of suggested tourist spots to attack so as to create “pictures of horror.” These have included Times Square, “the State of Texas,” and travel infrastructure in the United States and Europe.55

Weapons manuals such as The Science of Revolutionary Warfare (1885), The Blaster’s Handbook (1918), and The Anarchist Cookbook (1971) did not need the Internet to reach thousands who wanted to learn about “infernal machines” and Molotov cocktails.56 One difference today is that, with a click of a mouse, the information potentially reaches billions of people, and it will be available in perpetuity. Today’s manuals are also provided in carefully tailored narrowcast marketing packages, with sophisticated real-time demonstrations of how exactly to kill people. Marketers of violence no longer need to go through publishers, or television stations, or even the postal service.

The bomber at the Ariana Grande concert in Manchester, Salman Abedi, learned on YouTube and other websites how to make the bomb he planted, which used a difficult-to-detect peroxide-based explosive, triacetone triperoxide (TATP), and was packed with small metal objects that killed and maimed indiscriminately. The TATP IED, which killed twenty-two people (twelve of them children under age sixteen) at a pop concert was the same type of explosive used in the 7 July 2005, London underground attacks, the 2015 Paris attacks, and the 2016 Brussels attacks. The failed suicide bomb attack on the Brussels Central Station in June 2017 also used a “badly prepared” TATP bomb.57 The bomb Abedi made in Manchester was more accomplished. Initially authorities thought that a more experienced explosives expert had made the device. In light of the attack’s lethality, a short video from a series called “Jihadi Ideas for Lone Lions” was posted shortly afterwards on YouTube and Facebook, explaining how to make a household bomb “just like Abedi’s.” The video was eventually taken down.58

Some digital technologies have also been used to facilitate more effective operational logistics in planning and carrying out attacks. Internet tools such as Google Earth, LinkedIn, or Facebook are invaluable for intelligence gathering, such as casing potential targets or tracking the movements of security forces. And new capabilities are often combined with established ones. Much as combining old-fashioned clocks with dynamite bombs gave the Clan na Gael unprecedented lethality in the 1880s, the combination of old and new means today opens up a larger variety of options. For example, the chief planner of the 2015 Paris attacks distributed a USB stick with an encryption key, and operatives used protected services such as WhatsApp and Skype to communicate with higher-ups in Syria.

Lastly regarding the use of Internet-connected technologies in sustaining ways, terrorists and insurgents are continually innovating with new schemes for acquiring resources. Post-9/11 efforts to crack down on terrorist financing have largely shifted fundraising away from traceable online methods. At this point, the Internet’s role has more to do with matching buyers and sellers, legal and illicit, than collecting online contributions through banking channels. The dark web (meaning content that is not indexed by standard search engines) heightens the incentives to use low-cost, high-speed, unregulated virtual currencies such as Bitcoin and Monero; a few groups in Gaza have solicited donations in Bitcoin, for example. But thus far the savviest groups trend the other way, toward old-fashioned measures.59

Like smugglers during the time of Alexander the Great, groups like Hezbollah, Hamas, Jamaah Islamiya, Lashkar-e-Toiba, al-Shabaab, and al-Qaeda rely on well-worn trade routes and untraceable cash transfers, informal systems like Hawala, money service businesses, false trade invoicing, and high value commodities (diamonds, gold, ivory).60 People are drawn to the latest banking apps, but if you want secrecy and a reliable supply chain, you must avoid traditional financial channels altogether. Traceable transfer of funds from states and larger terrorist groups to smaller factions or individuals is limited. A report by the Norwegian Defence Research Establishment studied all of the “jihadi” cells operating in Europe between 1994 and 2013 and found that half were entirely self-financed, with only a small proportion (25 percent) receiving any money from an international terrorist organization.61

Holding territory has been the more lucrative recent source of funding. One study estimates that in 2014, ISIS stockpiled $1.9 billion, gained from taxing people in occupied territory, selling oil, and looting antiquities and other items.62 Though efforts to fight terrorist financing date to the early years after the attacks of 9/11, today there are more terrorist and criminal organizations collecting more resources through tactics such as kidnapping, bartering, smuggling, and human trafficking than ever before.63

These sustaining uses of digital technology, while challenging to combat, are at least in the wheelhouse of traditional government institutions. Security forces can adapt their expertise to fighting them. For example, intelligence agencies can monitor online chat rooms, observe patterns of behavior, or track the movements of known operatives, often even when they transition to the dark web.64 With warrants, police or security forces can engage in legal collection of data on cell phones; the seizure of hard drives; or the monitoring of online activity to gain a window on recruitment, planning, or operations. Military organizations can use cell phone signatures to target individuals or launch online psychological operations. In this cat-and-mouse game, authorities have far more resources than non-state groups. If they’re wisely employed, established countermeasures can effectively combat sustaining uses of new technologies by non-state actors.

More problematic to address are uses of the new technologies that are disruptive because they are going well beyond prior capabilities to identify potential recruits, gather them (either physically or virtually), and persuade them to support and engage in violence. Existing laws, jurisdictions, and institutions, especially in democracies, are largely unable to cope with them. These disruptive techniques are mobilizing people in unprecedented ways, spreading disinformation and reshaping the marketplace for violence.

Breaking Things: New Tools Used in New Ways

Driven by the powerful business model behind social media, online technologies have transitioned from being mainly information-sharing platforms into digital juggernauts aimed at capturing attention, collecting data, and facilitating like-minded groups. As a result, their ability to politically mobilize and manipulate human beings has become globally disruptive.

Violent actors have been greatly empowered by these technologies because there are few controls on how people’s attention can be solicited, and how their data can be used. While most governments and corporations are at least subject to some regulations or guidelines, malicious non-state actors have evaded most constraints. What’s more, security systems designed to protect enormous data caches are vulnerable. The upshot is that extraordinary new means of manipulating people, invading their privacy, tracking their movements, and actually launching attacks have been handed to malicious actors, just because collecting data is so good for doing business. Those who study terrorism have long spoken of “radicalization on the Internet,” but that concept does not capture the scale, scope or complexity of algorithmically-driven methods of mobilization and manipulation. Six disruptive features of open innovation in digital media are changing political violence.

Boundless Interactivity

While newspapers and television are one-way communication technologies, and the telegram and landline telephone were limited to single points of blind contact, the Internet allows for interactive communication that is almost exactly like person-to-person conversation, including visuals, carried on across the full expanse of the globe. Terrorists have seized on this capability to transform their inspiration, recruitment, and training efforts into a form of virtual one-on-one coaching in a highly persuasive personalized grooming process.

For example, in 2014, “Alex,” a twenty-three-year-old Sunday school teacher living in a remote part of Washington State, saw images of the beheading of American journalist James Foley. She was shocked, but also strangely fascinated. Alex sought to find out why anyone would do such a thing. Searching the Internet, she stumbled into contact with ISIS operatives, eventually connecting with a fifty-one-year-old recruiter named Faisal Mustafa, living in Manchester, England. In a polite and soothing style, Mustafa interacted with Alex over Skype, beaming into her bedroom, for as many as seven hours a day, even as her grandparents sat watching Fox News in the adjacent living room. Soon Alex had converted to Islam and declared her new faith over Twitter. Mustafa taught her to pray each day, and he primed her by sending gifts such as pretty headscarves, books, prayer rugs, and chocolate. He urged Alex to move to “a Muslim land,” which she understood to mean Syria, and succeeded in persuading her to agree to marry a forty-six-year-old friend of his, whom he described as “a good Muslim.” She was supposed to meet him in Austria. All the while, Alex continued to teach Sunday school and work as a nanny two days a week.65

To a bored, lonely young woman living in rural America, Mustafa’s attention was flattering, and he was introducing her to what seemed like an exciting new world. He groomed her online for about six months, and Alex prepared to leave home. At this point, citing a strict interpretation of Islam, Mustafa told her that she could not travel without a Mahram, or male relative. When he suggested that Alex’s eleven-year-old brother, then in foster care, come with her, her protective instincts were triggered. She realized the potential danger to her little brother and confided everything to her baffled grandparents. They contacted law enforcement.66

The number of people to which groups can gain such easy, instant, and persuasive access is unprecedented, as is their ability to use interactivity to lead recruits through numerous technological platforms, such as various sites and apps, that take training well beyond that offered by classic weapons manuals. Online sources now display curated, polished accounts of the most reliable means to act, along with cleverly edited videos of actual attacks, with operational mistakes, evidence of reluctance or remorse, and unflattering shots of dead mujahideen removed, for example, but with great care taken to show exactly how others have followed the instructions and become heroes.

The interactivity of recruitment has also gone social, with individuals often egging each other on in chat rooms, forums, email, texts, and tweets.67 For example, US and European counterterrorism officials allege that ISIS used chat rooms and bulletin boards available through the messaging service Telegram to encourage the December 2016 truck attack on Christmas shoppers in a Berlin marketplace that killed twelve people and injured fifty-six others. A 6 December Telegram bulletin board posting stated, “Christmas, Hanukkah, and New Years Day is very soon . . . so let’s prepare a gift for the filthy pigs/apes.”68

Mobile Streaming Videos and Live-streaming

Mobile streaming technology encompasses any type of visual and audio streaming that can be done with a smartphone. Live-streaming is recorded and broadcast in real time, and viewers can even provide live feedback. The footage can then be retained online and viewed thereafter, and many live-streamed clips garner massive additional viewership after broadcast. Indeed, once an event has been live-streamed it is difficult to erase it entirely from the web.69 Numerous apps offer these functions, including YouTube Live, Facebook Live, Meerkat, Blab, Periscope, and Instagram Live, and they are proliferating: by the time you read this there will be others. Over 500 million people watch video on Facebook every day, and Forbes estimates that by 2021, more than 80 percent of all consumer Internet traffic will be videos.70 What is unprecedented here is the quality of mobile phone cameras, the simplicity of their use, and the easy access to live-streaming apps.71

For terrorists or criminals, live-streaming moves the use of social media beyond “publicity” to an unprecedented and disruptive level of instant engagement of audiences, both potential recruits and potential victims. Instead of relying on onlookers or victims to generate coverage, it allows a group to tailor its own narrative of events and to hold audience attention. Another source of its appeal for attackers is that it is harder to block from viewers. A video that is downloaded to a device and then posted involves at least a few minutes’ delay, so is more likely to be detected and taken down before going viral. Live-streaming also cuts the cost and heightens the impact for groups unable to afford their own media operation.72 It provides instant notoriety, and therefore gratification, to perpetrators, increasing the perverse appeal of carrying out attacks.

A rash of live-streamed or interactive terrorist attacks began in 2013. Al-Shabaab, the al-Qaeda affiliate based in East Africa, live-tweeted its September 2013 attack on the Westgate mall in Nairobi, Kenya, explaining and justifying its actions as it killed sixty-seven people.73 Four al-Shabaab terrorists carrying Kalashnikovs and hand grenades stormed the mall, live-tweeting their actions and posting audio online.74 Three years later, on 12 June 2016, Omar Mateen searched for online references to the Pulse nightclub massacre in Orlando while he was actually carrying it out, adjusting his actions to the reactions.75 The next day, Larossi Abballa killed a policeman and his partner in Magnanville, a small town near Paris, stabbing the officer and slitting his partner’s throat. He then began a thirteen-minute Facebook Live broadcast on his mobile phone while he stood in the couple’s home. The victims’ three-year-old son could be seen, sitting on a sofa in the background, as Abballa told his audience, “I don’t know what I’m going to do with him yet.”76 The boy was ultimately saved in a raid by French police.

Dissemination of streamed video is extremely easy. Users of apps such as Periscope can share streams either by posting them immediately on Twitter (by tapping a button) or sending a link through their social media network. Depending upon how many followers an individual has, this can mean the streamed content instantly reaches thousands of viewers, who may then retweet it to thousands or hundreds of thousands more.

It happened again in Christchurch, New Zealand, when on 15 March 2019 Brenton Harrison Tarrant murdered fifty-one people and wounded forty-nine others as he streamed a live broadcast of the massacre. By the time Facebook removed the seventeen-minute video, it had more than 4,000 views, then went viral across the Internet. The first user report came in twelve minutes afterwards; not a single viewer reported it during the ramage.77

The damage that can be done even in short-term posting of this content cannot be overestimated—to the victims and their families, and also in terms of encouraging others to stream their own horrific activities. In the beginning, social media companies relied mainly upon viewers to flag offensive content, but that was far from adequate. They then hired roughly 150,000 content monitors, mostly in India and the Philippines, although the effort is still well behind the level of threat, plus some of those forced to watch horrors have sued for post-traumatic stress, with one petitioner describing a violent “internal video screen” that he can’t flick off.78 The newer approach is to use automatic, algorithmically driven tools to identify and squelch horrific content, with major implications that we’ll discuss in chapter 9.

Even short appearances of violent material on sites such YouTube routinely result in hundreds of thousands of views. The toxic publicity is also often elaborated on afterwards, with organizations “spinning” events for their purposes. For example, Syed Rizwan Farook and Tashfeen Malik killed fourteen people who were attending an office training event and holiday party in San Bernardino on December 2015, and were then killed by police. Ms. Malik had posted a pledge of loyalty to Abu Bakr al-Baghdadi, leader of the Islamic State, on Facebook. After the shooting, the couple’s landlord led a gaggle of media on a tour of their apartment. Farook and his wife had been parents of a six-month-old baby daughter. Broadcast media accounts featured the baby’s room, with a crib full of stuffed animals and fuzzy blankets, begging the obvious question: How could they so cold-heartedly leave her an orphan? Then the Islamic State, never one to miss a chance to manipulate emotional triggers, featured the same crib in its English-language magazine Dabiq, captioned, “Syed and his wife did not hold back from fulfilling their obligation, despite having a daughter to care for.”79 Thus their abandonment of the child was turned into an occasion for hagiography.

Live-streaming has also been used for many admirable purposes, of course. For example, it has empowered activists in their fights against oppression throughout the world. It first became popular during the 2010–2011 Arab Spring and the 2011–2012 Occupy Wall Street protests. The most famous use in the United States is the #BlackLivesMatter movement, which live-streamed protests from Ferguson, Missouri, and gained an enormous following.80 The 2016 police killing of Philando Castile at a traffic stop was live-streamed by his girlfriend Diamond Reynolds. Live-streamed video from Syria has allowed citizen journalists to document horrendous killings by ISIS and by the Syrian government.

But live-streaming has also put activists at mortal risk. The Syrian live-streamer, Rami Al-Sayed (aka Syria Pioneer), broadcast the heavy bombardment of the besieged Syrian city of Homs by forces loyal to Bashar al-Assad. He posted nearly 800 videos of civilian injuries and deaths, drawing international media attention. But his signal drew Syrian military targeting, and he was killed with mortar fire as he tried to help a family reach medical treatment.81 Due to this risk, human rights activists have learned to encrypt their videos through Signal and other apps. Organizations like Witness are trying to determine guidelines for when to share live accounts and when to archive them, to protect the activist.82

Quality First-Person Filmmaking Technology

Sometimes the videographer is less interested in drawing attention to ongoing events and more interested in being the hero in his own twisted kind of action movie. Combining high-quality, cheap, portable cameras and easy-to-use digital streaming services is an alluring new way to do that.

Mohamed Merah was a twenty-three-year-old petty criminal living in Toulouse, France, who claimed a connection to al-Qaeda. In March 2012, he bought a GoPro action camera—the kind that lots of people use to film their mountain climbing or extreme sports in real time. Attaching it to his body armor, Merah filmed himself making preparations, carrying through with the murders of seven people, and escaping on a motorbike. His first three victims were off-duty soldiers. Then he attacked a Jewish school, killing a rabbi and three children. One of the kids, eight-year-old Miriam Monsonego, hesitated for a second, reluctant to flee without her school bag. He chased her down, grabbed her by the hair, changed weapons when the first one jammed, and then shot her in the head, capturing it all on film. The police caught up with him and laid siege to his apartment building. Merah spent his last thirty-six hours alive editing the twenty-four-minute video file and transferring it to a USB stick. He somehow slipped through the security cordon, mailed the film to Al Jazeera in Qatar, and then returned to his apartment, where police killed him in a firefight.83

In September 2015, Vester Lee Flanagan used a GoPro-type camera to capture his perspective while he shot Alison Parker and her cameraman Adam Ward during a live morning broadcast of affiliate WDBJ in Roanoke, Virginia. Flanagan, an African American, wrote in a suicide note that he believed he had been racially discriminated against, and that the murder of nine black churchgoers at the Emanuel African Methodist Episcopal Church a few months earlier in Charleston, North Carolina, had “sent me over the top.” The network cut live transmission, but a few hours later Flanagan posted the fifty-six-second video on Facebook, tweeting, “I filmed the shooting see Facebook.” Twitter and Facebook quickly took it down, but not before millions of people throughout the world saw it and became unwitting witnesses to the killing.84

Law enforcement used the GPS locator on his Apple iPhone to track Flanagan’s general whereabouts, and then an automatic license plate identifier in a state trooper’s car picked out Flanagan’s escape car. Flanagan shot himself during a highway car chase later that morning.

Clamping down on these various means of disseminating visual footage of attacks would not be enough to stop its rapid spread. The perpetrators of violence know that smartphone-equipped witnesses will likely publicize their nefarious work for them. During the 9/11 attacks, hijackers encouraged passengers on the doomed flights to use their cell phones to call relatives, to heighten fear and publicity about what was happening. At that time, passengers’ phones didn’t have cameras and their calls were not instantly accessible to a broad audience. Fast-forward fourteen years. The Paris attackers who stormed the Bataclan theater in November 2015 made no provisions to capture images of their slaughter of eighty-nine concertgoers, probably because they knew they wouldn’t need to. As Jason Burke observes, “They, or more likely their commanders, knew that they could rely instead on the unprecedented prevalence of cameras, and our apparently insatiable appetite for sharing the images they produce, to do the job for them.”85

Viral Fake News

These various communications technologies can also be used to launch faux stories aimed at mass scale disinformation, or stoking public panic. This was done on 11 September 2014, when thousands of residents of St. Mary Parish in Louisiana received a text message alert via a fake Twitter account that read, “Toxic fume hazard warning in this area until 1:30 PM. Take Shelter. Check Local Media and columbiachemical.com.” Hundreds of tweets publicized faux eyewitness accounts of a powerful explosion heard at a chemical plant in Centerville, Louisiana, with the hashtag #ColumbianChemicals. Dozens of journalists throughout the country found their Twitter accounts flooded with messages about the accident. A false YouTube video showed a masked ISIS fighter standing next to looping footage of an explosion. Alarmed tweets from “Anna MClaren (@zpokodon9)” and “Eric Trapp (@Eric TraPPP)” were personally addressed to Karl Rove and New Orleans Times-Picayune reporter Heather Nolan, among many others.The perpetrators created a phony website of Louisiana TV stations and newspapers, false video of a horrific chemical explosion, and even a fake Wikipedia page called “Columbian Chemical disaster.”86

An army of well-paid “trolls,” individuals who send out a high volume of posts, often harassing targeted people, was responsible for the hoax. They were working for the “Internet Research Agency,” a supposedly private organization that operated out of a building in St. Petersburg, Russia. The chemical plant hoax was followed by many other online ruses designed to exploit real-world anxieties and manipulate public fear.

For example, on 13 December 2014, a couple of months after the discovery of four US-based Ebola cases, a fake news campaign reporting an outbreak of Ebola in Atlanta with the hashtag #EbolaInAtlanta trended briefly around the Atlanta metropolitan community. On the same day, accounts using the hashtag #shockingmurderinatlanta said that an unarmed black woman had been shot by police, accompanied by a narrated video of the alleged shooing. The lie was disseminated shortly after the killing of Michael Brown in Ferguson, Missouri. An organization called Infosurfing, well known for posting pro-Kremlin infographics on Instagram and VKontakte (the Russian equivalent of Facebook), produced the videos. According to Adrian Chen of the New York Times, all of these US-directed postings used an automated web tool called Masss Post, associated with the domain Add1.ru, run by a young tech entrepreneur named Mikhail Burchik, whose address matched the Internet Research Agency’s St. Petersburg location.87

Fake accounts are a major vehicle for such campaigns. Creating fake Twitter accounts is easy and has been big business for years. The ruse first became public during the 2012 US presidential campaign, when the Twitter account of candidate Mitt Romney suddenly gained 116,000 new followers in a single day. Prior to that, the day-to day growth of his following had averaged 3,000–4,000. Most were reportedly new to Twitter, a telltale indicator of fake accounts, though the Romney campaign denied buying followers.88 Scores of cheap software programs are available for creating fake Twitter followers by generating names and picking random information from existing profiles. After accounts are created, other software can automatically generate retweets, magnifying the profile of whatever is posted.89

This tactic can also be used with true content, of course. ISIS used this method in 2014 to spread videos of the beheading of journalist James Foley. They were disseminated through thousands of fake Twitter accounts.90 One study estimated that ISIS had 46,000 to 70,000 accounts, with an average of 1,000 followers each, which is a pretty big megaphone.91 Having followers tells you nothing about the legitimacy of accounts, as fake accounts usually have fake followers, too. A core group of about 2,000 ISIS users tweeted the same gruesome beheading, which was then retweeted.92 ISIS has also piggy-backed off of existing innocuous hashtags to spread their messages and reach a wider audience. For example, during the 2014 World Cup they showed a picture of a decapitated head with the caption “This is our football. It’s made of skin,” and sent it out with the hashtag #WorldCup, infiltrating the football conversation on Twitter.93

Users can also employ “bots,” or automated false accounts that are pre-programmed to follow instructions and flood the Internet with information that privileges certain narratives and drowns out other users. Most of the time their instructions are very simple, for example, to retweet or “like” topics from a designated group or tweets from a particular list of people. Some bots are programmed to spam targeted hashtags (like #WorldCup), and others are designed to amplify certain conversations (posting videos or memes) based on specific wordings or hashtags. Related to bots are sockpuppets, accounts created by one individual made to look as if they belong to a second individual whose identity may be stolen or invented.

While sockpuppets are inherently unethical, we should note that there is nothing necessarily wrong with using bots.94 Many people, including academics, celebrities, and politicians, set up or buy their own bots to automate their online activity and, often, to bring broader attention to it. Some bots are set up to tweet 150 times per hour. How they are used depends on the ethics of the person who uses them.

Organizations and individuals of all complexions are using bots for both good and nefarious purposes. Computational propaganda, for example, is the use of bots to manipulate people’s political views via social media,95 such as the Russian attempt to influence the 2016 presidential election. But bots can also be helpful to groups trying, for example, to flood the Internet with positive messages aimed at quelling public panic in the aftermath of terrorist attacks. Decisions about whether and how to regulate their use, as well as about policing of their use by the technology companies, will be challenging.

More straightforward is the need to think hard about another type of automated online communication. Newspapers are starting to employ technology that generates and publishes short pieces without a human author for data-heavy stories, such as election results and sporting events. For example, the Washington Post uses a tool called Heliograf. Meant to save time in the newsroom, this technology, if it were hacked by rogue actors, would give them another powerful mechanism for spreading malicious news stories. Imagine for instance that non-state (or state) actors want to influence an election. They might hijack this technology to try to manipulate results midway through election day, such as by reporting fake polling data on the Washington Post site with the intent to deter people from voting, thinking that the election has already been decided so there is no point.

End-to-End Encryption

Another unprecedented, and disruptive, aspect of technologies now on offer is the widespread accessibility of cheap, end-to-end online encryption tools. These are more widely available, easily downloaded, and more user-friendly than ever before.

Encryption is important protection for all of us for online banking and shopping, but when something is merely “encrypted,” it means that someone other than the user might have a key to read it. Your internet service provider (ISP) can encrypt and decrypt your email messages as a service using their keys, for example. Under US federal law, government officials with proper warrants can order your ISP to use their key to decrypt your email messages. If the ISP encryption algorithm is weak or network security lacks proper safeguards, hackers, terrorists, or criminals can also access your email messages.96

End-to-end encryption, on the other hand, is meant to be impervious. No one can access it except whoever’s at either end. Only the people directly communicating can decrypt and read each other’s messages and no one in between, not the company whose server you’re using, not anyone else.97

This kind of end-to-end encryption has become accessible and cheap, so it is also being taken advantage of by terrorist groups in various ways. ISIS used secure messaging services such as Skype, Silent Circle, Telegram, and WhatsApp for regular communications, and encrypted message platforms like Kik for battlefield communications.98 The site Telegram hosted a pro-ISIS channel called “Lethal Dose,” for example, that features step-by-step tutorials in how to make toxins, from cyanide to ricin.99 Terrorist recruiters still quickly transition potential recruits to end-to-end encrypted sites for ongoing communications.

Like covert actors of all types, terrorists and criminal groups have long used a wide range of clandestine methods to evade monitoring and counter-measures, from coded language to disposable devices. Pretending to be students, the 9/11 hijackers exchanged emails referring to the World Trade Center as “architecture,” the Pentagon as “arts,” and the White House as “politics.”100 Emails may be sent on public computers, in libraries or cybercafes where it’s hard to trace specific users. Criminals can create email accounts on web-based programs like Outlook, share the login information, then leave messages in the drafts folder—an electronic version of the “dead drop.” Drug dealers have used disposable burner phones for decades; in authoritarian countries, activists use them if their phones might be confiscated and searched. Easily accessible burner apps anonymize texts and cell phones by routing messages through a new phone number. If things get hot, users delete the app and it goes out of service.101

What’s new with end-to-end encryption for apps on smartphones is that they up the ante. Intelligence organizations have ways of monitoring computer keystrokes or accessing phones if they can actually watch them being used by a human. They can also hack into physical devices, usually smartphones, and record the sounds, images, and text messages stored or made on that phone, even if they’re sent with end-to-end encryption.102 But they do need to know who the humans are—meaning, they need to know which people they should be watching or whose phones they should be trying to get access to. That’s gotten harder.103 With the increasing use of remote control operatives, “lone wolves,” “wolf packs,” and “clean skin” volunteers (operatives with no prior record or involvement in illicit activity), it’s become more difficult to disrupt terrorist plots.

As with the other new technologies, encryption tools are being used both for bad and good purposes, and coming to an optimal resolution about how they should be used will be complex. End-to-end encryption safeguards individual privacy and security, and is extremely important for everyone. Enthusiasm among the public for end-to-end encryption grew after Edward Snowden’s exposure of the National Security Agency’s widespread monitoring of US citizens’ private communications. Many believed that was an overreach in state power, and that the development of widespread encryption was an appropriate response. In the aftermath of those revelations, all of the major technology companies, including Apple, Google, Microsoft, and Facebook, announced major new encryption initiatives. Encryption protects citizens who might otherwise be subject to the abuses of authoritarian governments.

On the other hand, those who argue that encryption should make it technically impossible for law enforcement (even with probable cause and a search warrant) to access online communications under any circumstances reject centuries of legal practice in democratic states. The question then is why and how, from a legal perspective, Internet-connected communication should be treated differently from every other type of communication that historically preceded it, including the telegraph and the telephone. The answer requires new thinking, because historical precedent doesn’t help us here.

Hijacking Psychological Tactics

Technology companies have employed a number of means of exploiting psychological vulnerabilities in order to make their services irresistible, even addictive. They’ve done this not because they’re evil, but because the industry’s business model depends upon a platform or app demonstrating increases in the amount of time people give it. According to ethicist and former Google software designer Tristan Harris, “[T]here [are] a thousand people on the other side of the screen whose job it is to break down the self-regulation you have.”104 In the legitimate economy of the web, whether or not we watch, click on, or “like” leads to someone earning cash. The many sophisticated means by which software programmers have learned to grab our attention and motivate us to act—whether that is to make a purchase, to retweet a message, or to binge watch a drama—are all ripe for exploitation by unsavory actors.

One manipulative technique is targeting. By gathering voluminous data about users and their online behavior, social media and other sites, such as retailers, are able to serve up to advertisers groups of users whom they deem most likely to respond to their ads. Facebook, for example, built its business on selling advertising that can be targeted according to an almost infinite list of parameters, such as “big-city moms” and “veterans in home.” Ads can also be served up to people through the tactic called “retargeting.” First, the advertiser serves an ad to their target audience, such as on a retail site or on social media. When people click on the ad, the programming “cookies” their web browser, meaning it downloads a small bit of text to their browser that tracks their online behavior. That information is used to serve them the same ad, or a new one, when they visit other sites. Showing ads to people repeatedly is thought to increase the chance that they will make a purchase. While it may seem innocuous when Zara targets you with ads for a new blouse or Williams Sonoma reminds you of that espresso machine you like, when those ads are filled with inflammatory suggestions targeted to the most angry or emotionally susceptible people, they can lead them to join a cause, buy into conspiracies, or take violent action.

Targeting can also lead to “filter bubbles,” with people being shown content that is tailored to them according to the information collected about them. While this may sound appealing, it can lead to people viewing only content that comports with their views. The tactic can also be used to shape their views by systematically keeping information from them and feeding them disinformation. This is a means of fueling support for extremist causes.

Nefarious actors can also exploit the psychology that fuels people’s engagement with social media. The designers of social media sites have built on people’s yearning for self-expression and validation. We are driven to know what other people think of us and to give them a good impression of us. Studies show that we get a hit of dopamine, a neurochemical that causes a feeling of well-being or pleasure—the same chemical that leads to nicotine, gambling, and cocaine addictions—from sharing good news about ourselves.105 This mechanism can be harnessed for mobilization in surprising ways. For example, even victims of trafficking find it irresistible to put a positive spin on the facts of their lives. Young Nigerian and Gambian women who have been trafficked to Europe and end up in refugee camps in Sicily often end up as sex workers, yet they post Facebook pictures of themselves as glamorous and happy, ending up as advertisers for others to follow them.106 This is an ideal free marketing strategy for traffickers and is also used effectively by terrorist groups such as ISIS, which in 2014–2016 promoted recruits’ personal videos showing them purportedly enjoying the good life in the Caliphate, drawing still more people, including women and children, to Iraq and Syria.

Another cause of concern regards the use of “persuasive technology.” Professor B. J. Fogg of Stanford University founded the Persuasive Technology Lab, which has been a crucial influence on Silicon Valley’s software designers. Fogg most famously introduced a model of how human behavior can be influenced, which argues that three conditions must hold in order for people to take action: they must be motivated, have the ability to act, and be prompted to do so by some trigger.107 Software designers have experimented with all sorts of triggers, which push people to take actions, like clicking on a link or making a purchase. For example, the color red has been found to create a sense of urgency in users’ minds, so new message notifications are in red. Triggers can be quite helpful, such as by encouraging people to develop healthy new habits like exercising more regularly. But in the absence of ethical and strategic guidelines and considerations, they can also be used for undesirable purposes, such as enticing people to view manipulative content.

Another technique for seizing people’s attention online is bundling things together so you stumble across something unintentionally. This is like putting candy near the supermarket cash register, or expensive clothes at the front of the store so you pass them to get to the sale rack. The goal is to encourage impulsiveness, and it works the same way online. Services such as news, videos, baseball games, and friend requests are grouped together so that the user will be exposed to more content, become distracted, and click on it. This technique could also lure viewers toward extremist sites.

All of these brain hacks are working: The average adult checks his or her phone 30 times per day; the average millennial does so more than 150 times per day.108 Facebook understood the potential and made a huge push to move members from desktop use to its mobile app. The same potential to engage and persuade people can be harnessed by malicious actors. While ISIS harnessed some of the mechanisms of the attention economy in crude fashion with its postings of videos of immolations, drownings, and beheadings, others will follow that example with more-refined approaches.109

Unintended Consequences Redux

Those who have built the cluster of new technologies that facilitate our networked world and make it so compelling—from Microsoft to Apple to Facebook and Twitter—were no more able to foresee the negative outcomes of their brilliant innovations than Alfred Nobel and Mikhail Kalashnikov were. Governments were also slow to appreciate the dangers, with the result that most democratic states have yet to create adequate laws, regulations, guidelines, and protections to combat the threats. If we want to preserve the promise of connectivity, we must more effectively contend with its dark side. Preventing the mobilization of individuals for terrorism and other violent attacks is one major challenge; keeping a host of new technologies that can be used for committing attacks out of the hands of violent actors is another. That is the subject to which we turn next.


CHAPTER 8 Open Innovation of Reach: From AK-47s to Drones, Robots, Smartphones, and 3D Printing

IN SEPTEMBER 2014, students at the University of Virginia 3D printed a military-grade drone capable of carrying a 1.5-pound payload. It was powered by batteries and a motor and they added an Android phone as its “brain,” hijacking the phone’s processor, 3G LTE wireless connectivity, and camera to make the drone “smart.” It had basic “autonomous” capability, meaning they could program where they wanted it to fly, enter the flight plan into a tablet, and send the commands to the drone’s cell phone. With inexpensive GPS receivers, a smartphone allowed for navigation without line-of-sight radio contact or an expensive navigation system aboard.1 The “Razor,” as they named the craft, was built in a four-foot “flying wing” design emulating a B-2 stealth bomber, comprising nine printed parts that snapped together like Lego blocks. A slick YouTube video shared the results of their experiment worldwide—launching Razor first from a car, then with a bungee cord used like a slingshot, and finally by hand, with repeated crashes and ultimate triumph, as it zoomed off skyward.2 The simple design accommodated printing the drone smaller or larger to make it suitable for carrying anything from mail to an explosive, all in about thirty hours for less than $2,500.

The revolutionary aspect of the self-manufactured Razor smart drone was easy to overlook. After all, three years earlier, Southampton University in the United Kingdom had created the world’s first 3D-printed plane, the Southampton University Laser Sintered Aircraft (SULSA).3 Made in seven days for less than $6,500, SULSA had elliptical wings and looked more like a traditional fixed-wing aircraft than a stealth bomber. The airframe was printed by a laser that fused nylon powder into solid substances (“sintered nylon”), the strength of which allowed the Royal Navy to fly SULSA to pinpoint safe ship navigation routes through Arctic ice flows.4 Like Razor, it was constructed of simple parts that could be snapped together by hand, in this case just four. A key distinction from Razor, however, was that SULSA was equipped with a miniature autopilot developed specifically for it, rather than an off-the-shelf smartphone that anyone could buy. Razor’s smartphone “brain,” allowing it to run entirely by Android control,5 made it a breakthrough that could advance the creation of private armies or empower amateur hobbyists.

The inspiration for Razor came from Michael Balazs and Jonathan Rotner, two researchers at the MITRE Corporation, headquartered in McLean, Virginia. They had for several years been exploring how the military could build small drones more cheaply. Together they launched the Android Control and Sensor System initiative in 2012, and then partnered with the University of Virginia Mechanical Engineering program to experiment with easy-to-build 3D-printed aerial craft. For the onboard guidance, Balazs and Rotner could have taken the standard approach of buying a $10,000 autopilot system that communicated over Wi-Fi with a dedicated ground station that cost another $20,000. They decided instead to purchase a smartphone for less than $500.6 “We’re using a phone because it’s an inexpensive, ubiquitous object that can be used anywhere,” Michael Balazs explained. “It can be made very secure, and because it’s being commercially driven, it’s going to get better and cheaper every day.”7 Commercially available products draw upon the tech industry’s massive resources and remove the problem of cumbersome upgrades, which are costly, inefficient, made to military specifications, need long logistical trails for replacement parts, and follow detailed requirements tailored for the protection of each individual system.8

The Razor and its subsequent versions combined technologies that are newly accessible at low cost to everyday people and simple to use. This humble craft with its autonomous potential, enabled by the fast-evolving smartphone-driven cluster of technologies, has the potential to reshape the marketplace of violence, spreading to a wide range of new users, including non-state actors.

Of course, small, even nano-sized, drones have long been used by state militaries. Drones like the Raven (RQ-11B), a small unmanned aerial vehicle (SUAV), were used extensively by the US Army in Iraq from about 2006, and by Special Operations Forces earlier than that.9 Each Raven unit costs about $260,000 (depending on specific capabilities).10 Comparable small military drones are built by the United Kingdom, Canada, China, Iran, Italy, Spain, Israel, Russia, North Korea, and many other countries. They are sold to a wide range of global government customers. Among advanced militaries, Ravens and other comparable craft are commonplace. But at a quarter-of-a-million-dollars a pop, they are out of the reach of most individuals and small groups.11 Now the same military capability can be manufactured at a fraction of the price by a bunch of students.

Many engineers predicted that the technology for drones would quickly be scaled up for creating 3D-printed manned aircraft, a logical next step. That is still possible. In today’s smartphone-driven economy, however, it is more likely the trend will go in the other direction, toward printing large quantities of small, personalized crafts, owned by anyone and able to perform a wide range of tasks, from delivering medicine to filming forest fires, taking wedding pictures, and dropping lightweight explosives or crashing headlong into crowds of civilians.12

The convergence of new technologies is not just eroding the government’s traditional monopoly on systems associated with the use of force. Due to the constant flow of technological upgrades in commercial products, drones like the Razor that depend on smartphones may soon be higher performing than many commonly used small military drones whose software cannot be as routinely upgraded.

Convergent Technologies and Extended Reach

This chapter examines how a cluster of emerging technologies—specifically UAVs13—referred to with the loose colloquial term drone14—other robots, 3D printing (additive manufacturing), and nascent autonomy—intersect to offer extended reach to a much broader range of actors. They are grouped together because they interact with and build upon each other, enabling unexpected popular innovation, and with that, power. These technologies, with distinct historical origins and differing degrees of maturation, are now pinging off each other, opening up a broad scope for creating new breakthrough systems. In this world of distributed, interactive learning, individuals can achieve breakthroughs with relatively little technological expertise.

The concept of reach, here meaning the ability to attack, defend, or influence through the use of violence, is at the heart of this chapter. Developed by late nineteenth-century military thinkers, especially Halford Mackinder and Alfred Thayer Mahan, the term was originally applied to geopolitics, referring to the ability of states to project force and influence around the world. Although it is still related to geography, reach is no longer defined by it, as now it includes the projection of force through global digital connections. Clusters of new technologies are extending the reach not just of states, but also individuals and groups.

New and emerging technologies are heightening both personal lethality and personal vulnerability. In combination with passionate ideologies and grievances, they are delivering power from below that is as ubiquitous and as destabilizing today as dynamite and the AK-47 became.

These technologies hold potential for both good and evil, and we should be judicious in analyzing their implications and minimizing their risks. UAVs, robots, and 3D printing are being used for many valuable purposes by states and some corporations and individuals—delivering packages, bringing medicine to remote places, helping farmers tend their crops, assisting first responders in emergencies, and monitoring the health of the Amazon River, to name a few. Of course, if that were the end of the story, we could all simply invest in technology stocks and call it a day. Unfortunately, digital-based technologies are also expanding the marketplace for violence in unexpected ways.

To understand the full nature and implications of how power is shifting, we will start with a brief overview of fast-developing unmanned systems on the ground, sea, and air.

The Scope of Robotic Systems

The public debate about drones has barely scratched the surface of the variety of unmanned technologies and autonomous capabilities that will affect the future of political violence.15 The focus has been on the proliferation of large UAV platforms like the US Predator and Reaper to states throughout the world. Aerial systems are the most advanced in development, but they have no monopoly on remotely piloted or autonomous technologies—or on the vast strategic and doctrinal challenges regarding how best to use them.16

A wide range of unmanned military systems, from enormous armored vehicles to tiny nano-systems, operates on the ground. They are often used for activities that are dirty, dull, or dangerous for humans, such as explosive ordnance disposal (EOD) or activities in contaminated environments, as in the aftermath of a chemical attack. The Pentagon calls cooperation between manned and unmanned systems “centaur warfighting,” named for the half-man and half-horse creature in Greek mythology.17 Currently two basic types of ground-based unmanned vehicles (UGVs) are common: those driven through remote control, and those that have autonomous systems that drive the vehicle using algorithms, sensors, and predetermined routes.

UGVs include huge armored trucks used to clear roads of improvised explosive devices (IEDs)18 and so-called Robotic Wingmen, autonomously driven vehicles from Humvees to tanks that are designed to operate alongside manned tanks and other vehicles.19 It is worth noting, however, that these driverless vehicles are not cheaper than human-driven ones; their savings is in potential human casualties. Their development has come at a steep price, borne largely by the private sector, and they are also manufactured by the private sector and sold to the military at a commensurate cost. The software and systems of all of these military vehicles are driven by the faster, cutting-edge research underway on driverless cars in the civilian world, for example Waymo, Google’s self-driving car project.20

A large range of small, ultra-light reconnaissance robots has also been developed, such as the Dragon Runner 10, which looks like a toy tractor and at only ten pounds can be carried in a backpack and thrown over hills or into buildings for reconnaissance.21 The National Robotics Engineering Center at Carnegie Mellon University originally developed Dragon Runner under contract with the US Marine Corps, beginning in 2002. These devices were used during the invasion and occupation of Iraq, and they’ve been acquired by the UK Ministry of Defense and the Arizona Police Department, among others.22 Dozens more ground-based robotic systems are in use or under development, including a range of ultra-light reconnaissance robots that are designed to go through doorways or climb walls, and nano/micro robots that can follow designated targets, swarm, collect intelligence, and even mimic mosquitos, infecting enemy bloodstreams. The United States, Russia, and China are all investing heavily in them.

Also mostly overlooked in public drone debates is the fact that there is almost as much robotic activity on and under the water as there is on land or in the air. Unmanned maritime systems first appeared at least fifty years ago. In the United States, the University of Washington’s Applied Physics Lab, supported by the Office of Naval Research, developed the Special Purpose Underwater Research Vehicle in 1957, used until 1979. The Argo, an underwater vehicle that became famous for finding the wreckage of the Titanic, followed in 1985.23 While original models were tethered to a mother ship, newer ones have been cut loose. They include drone ships and drone subs or torpedoes.24 All are equipped with a range of remote sensors, and some are also loaded with weapons.

Underwater drones are performing a range of valuable nonmilitary functions. They’ve been used to locate the flight recorders of downed passenger planes, including Korean Airline 007 (lost near the Kamchatka Peninsula 1983), EgyptAir 990 (lost over the coast of Nantucket in 1999), and Air France 447 (lost over the Atlantic in 2011).25

Commercial underwater craft have become so small and cheap, with the price of low-end underwater camera drones starting at about $600, that they’re widely used in undersea exploration.26 Entrepreneur treasure hunters bundle a range of higher-end undersea drones onto commercial airlines and use them in place of deep-sea scuba equipment. Some long-time undersea explorers fret that the age of human-occupied submersibles is over, because robotic subs are cheaper, can dive deeper, and stay underwater longer.27 More surprising, senior officials in the US Navy’s submarine community have argued that the technology of unmanned military systems will shape the future of the manned submarine program, which is a cultural sea change.28

Still, it’s important not to overstate the capabilities of both commercial and military unmanned systems as of yet, because they have many vulnerabilities and weaknesses. Small aerial UAVs are affected by high winds and other atmospheric conditions like rain, snow, and ice (although improved stabilization technologies mean they’re a lot better than they used to be). Military UAVs are built to withstand harsh weather conditions, and the most weatherproof commercial UAVs tend to be the most expensive. Unmanned marine systems are strongly affected by currents and high seas, not to mention vulnerable data links. All reconnaissance drones are constricted by battery life and by the range over which a signal and an image can be transmitted. The capacity for automation of most commercially available UAVs is currently limited either to preset GPS determined programs or by autopilot settings that enable the UAV to follow its operator’s prior instruction.

Those who want UAVs with larger payload capacity, extended flight time, and longer range must build them as individual customized systems.29 That reduces access because few people have the time and skills to do so. And in known conflict situations, traditional military forces can destroy UAV launch sites and target their operators. Driving a drone can be a risky business.

All of this said, the technology is developing rapidly, and vigorous examination of the likely trajectory of innovation must be quickened. Because aerial systems have been the trailblazers, we will zoom in on them.

How Unmanned Aerial Vehicles Extend Private Reach

Understanding the full range of unmanned aerial systems is important to grasping their full significance—and projecting their longer-term intersections with land and sea systems, too.30 The vast majority of military UAVs do not transport weapons and are primarily used for intelligence, surveillance, and reconnaissance (ISR) missions. They may also be used to draw enemy fire, thereby revealing the location of anti-aircraft defenses, or as practice targets in training. Just because they’re unarmed does not mean they’re benign, as UAVs routinely guide attacks by manned aircraft and cruise missiles.

For the US military, UAVs fall into five basic categories, divided mainly by size, range, speed, and mission (Figure 8.1).31
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FIGURE 8.1



The US Air Force and CIA operate aerial craft such as the Predator and the Reaper. These large, long-endurance, armed UAVs have become both famous and infamous, featured in popular books, movies, and plays.32 They are regularly used on the battlefield. Predators were crucial to US and allied combat operations in Afghanistan and Iraq, for example. But their use for tactical counterterrorism has drawn the most attention, especially their targeted killings of members of al-Qaeda and other terrorist groups in Pakistan, Yemen, Somalia, and Libya.33 A voluminous academic literature discusses the ethical, legal, and strategic implications of remote aerial targeted killings across sovereign borders in countries that are not at war.34 Those important arguments will not be repeated here, except to observe that the widespread focus on long-range, high-altitude drones has given a false impression that the technological lineage of these unmanned platforms is new.35

In fact, armed unmanned aerial platforms predate manned airplanes by more than fifty years. The first version appeared in 1849 during the Italian War of Independence, when the Austrians sent 100 hot air balloons, each trailing a long copper wire to remotely trigger a bomb, floating toward the besieged city of Venice.36 Although the Austrians carefully calculated the wind velocity and direction before setting the balloons aloft, the wind shifted, and only one bomb fell within the city. The rest apparently exploded in the air.37 The Austrians were embarrassed (one account says the Venetian defenders laughed about it), but from the Austrian perspective at least none of their soldiers had died. Manned balloons were common by this point (the French began using them at the end of the eighteenth century) and they were much more dangerous to the operator, with pilots perishing when the balloon ignited, landed in water, or was hit by ground fire and dropped like a rock.

The advantages of uninhabited systems have long been obvious, because keeping a human being breathing, alert, and invulnerable high above the earth’s atmosphere is expensive and difficult. The strong preference for pricey inhabited aircraft that emerged during the twentieth century often had more to do with budget politics than technology, such as when the US Air Force canceled all remotely piloted vehicles in the 1980s in order to save cash for the $13 billion F-117 stealth fighter.38

Unmanned aircraft have been in the arsenals of most developed countries since the First World War, including Germany, the United Kingdom, Italy, and the United States. Both gyro-stabilized one-way aerial craft (flying torpedoes or, later, missiles) and radio-controlled airships (which can return to base) date to the early twentieth century. They have been guided in many ways, from being launched by piloted aircraft; operated with air- or ground-based remote controls of various types; pre-programmed to fly a certain route; or deployed with one-way targeting (using a gyroscopic autopilot system, for example). That historical context is important to understanding the situation today: it is systems that are completely autonomous (meaning not driven remotely or given carefully pre-set autopilot routes) that are today’s real game changers.

US reconnaissance drones have a deep and colorful history, but most Americans know little about them because they were used for spying and the programs were secret. When U2 pilot Francis Gary Powers was shot down over the Soviet Union in 1960, and then American pilots went down by the thousands during the Vietnam War, it became obvious that a less risky means of gathering aerial intelligence (below satellite level) was badly needed. Beginning in 1959, the Ryan Aeronautical Company pioneered remotely piloted vehicles such as the Firebee target drone, which gained low-altitude photographic capability in 1965. Firebee led to the Ryan Model 147 Firefly and Lightning Bug series reconnaissance drones, which took thousands of photographs over North Vietnam and China in the 1960s.39 Ryan Aeronautical became Teledyne Ryan in 1969, which was bought in 1999 by Northrop Grumman (maker of today’s RQ-4 Global Hawk reconnaissance UAV—more about this later). Today’s UAVs have a long lineage.

Also important to understanding the future of drone use is the trajectory of the development of missiles and airplanes in recent history. Before the Second World War, armed uninhabited planes were essentially similar to missiles, because they only went one way and then exploded. But with Germany’s 1944 invention of V-1 “buzz-bombs” (the world’s first operational cruise missile), their development slowly began to diverge. Missiles were designed for one-way, single use and integrated their warheads into the airframe, but armed unmanned airplanes started to be designed for two-way return and reuse, with a separable weapon carried as a payload that could be dropped so that the unmanned aircraft might return for another mission.40 This divergence is reversing itself again now, because of the cheapness of new technologies. Due to new ways to produce devices, miniaturized components, better and cheaper sensors, and other factors, some vehicles can now be cost-effectively used either way.

A sharp drop in price for small UAVs means that they are becoming expendable. This changes the purposes and conditions under which they will be used, and by whom. They can be deployed, for example, as robotic suicide bombers. This distinguishes them as a disruptive innovation by contrast to large medium- and high-altitude drones, which are sustaining innovations.

Predators, Reapers, Global Hawk: Sustaining Technologies

The differences will become clearer with a quick review of the characteristics and recent evolution of high-altitude American drones.41 US Predators and Reapers date directly to the highly secret CIA Eagle program, tasked with developing armed pilotless drones, which produced five prototypes in the 1980s at a total cost of $7 million.42 Their approval for use in US counterterrorism came fifteen years later as the result of a 17 September 2001 Memorandum of Notification (or “Finding”) signed by President George W. Bush in the aftermath of 9/11, which broadly authorized the CIA’s deployment and firing of armed drones.43

Both the Predator and Reaper airframes are unimpressive technologically; they might have been built forty years ago. The light and flimsy Predator is slow for use in military operations (a maximum 135 mph) and highly vulnerable to ground-based missiles. The Reaper can go faster (around 300 mph), carry more weapons, and loiter longer over a target, and it has now replaced the Predator in the American arsenal. Both are guided in flight by human pilots remotely, but the landing, which is the trickiest part of the flight operation, is always locally controlled. Forward-deployed bases and some 170 personnel are required to launch, recover, process, and maintain each Reaper combat air patrol, which consists of up to four individual aircraft.44 These are major, expensive aerial systems not far removed from twentieth-century manned aircraft that were launched from aircraft carriers or air bases throughout the world.

Northrop Grumman’s RQ-4 Global Hawk is a much larger unmanned aircraft first flown in 1998 and intended to replace the manned U-2 spy plane. Designed for higher altitude reconnaissance (above 30,000 feet and as high as 70,000 feet), Global Hawk is a fixed-wing aircraft without a human aboard, and it is always unarmed. Unlike a manned aircraft, Global Hawk can go for days without needing to land. Global Hawk is mainly automated (i.e., operated by a computer mouse rather than a joystick) and is also an evolutionary rather than revolutionary technology. Like Predator and Reaper, Global Hawk requires a local launch and recovery team that is deployed nearby. Even though they peer through very high-tech lenses and their intelligence disseminates through global digital links, all of these aircraft need places to land that are relatively close by.45

What’s new in all of these UAVs (we’ve only discussed a few of the best known) is their sophisticated sensor systems. Each carries advanced digital communications links, high-quality cameras, laser designators, powerful radars, and precision munitions—all of which are expensive and not commonly accessible.46 This means that they can follow human targets more closely and observe their behaviors for longer periods of time. And because UAVs shoot “smart” guided munitions, a drone operator can even divert a missile after firing if necessary.47 For the United States, the other major change has been the legal frameworks in which they are being used—especially the post-2001 increased freedom of the CIA to engage in remote targeted assassination.

There is no question that large UAVs are affecting, and will continue to affect, how states use force, offering greater targeting discrimination and in some cases lowering the threshold for intervention. The United States has used aerial drones to target terrorists and insurgents in Afghanistan, Pakistan, Libya, Yemen, Somalia, and elsewhere, and nine other countries, including the United Kingdom, Israel, Pakistan, Turkey, Nigeria, Iran, Iraq, Azerbaijan, and the United Arab Emirates have followed suit, using armed drones in combat.48 Many more will do so. Because most states lack the global infrastructures to support their long-range deployment, however, they will be forced to use them only in shorter-range situations, such as against their neighbors or their own populations.49

To sum up, large UAVs like the Reaper have evolved gradually, becoming more refined, and more capable of serving an established constituency. Their technology is mature and, apart from some potential incremental improvements, such as adding stealth capability to more platforms or extending loiter time by using solar energy, they will not change dramatically.50 They duplicate aircraft capabilities that many countries already possess—just unmanned, slower, digitally linked, and vulnerable to ground and air defenses.51

What’s more, the costs of US large high-altitude armed drones are escalating, mainly due to the increasingly high-tech communications and sensor systems in them. The cost of the Global Hawk went from $57.0 million in 2002 to $222.7 million in 2013.52 While the Predator has been retired, the price of the Reaper airframe is about $16.9 million (not including the ground stations or the armaments) and the cost of its upgraded laser system recently increased 797 percent.53 American UAVs are the Daimlers, Ferraris, and Rolls Royces of the global marketplace. Chinese drones are generally cheaper and more practical for small and medium powers like Pakistan and Saudi Arabia. But all of these UAVs require a military and intelligence infrastructure to support them.

For all of these reasons, they are a weapon for governments. And with their adoption helped along by high-profile US demonstrations of their use, large UAVs will be an integral part of virtually every country’s military arsenal by 2025, as ubiquitous as aircraft or tanks.54 Governments with less money and less sophisticated military organizations will buy cheaper and less sophisticated models that lack over-the-horizon systems, just as they buy cheaper and less capable aircraft, ships, or tanks; but any government that can shoot a weapon from an aircraft will soon be able to do the same from a drone.55

Indeed, state-to-state proliferation of large UAVs is well along and follows established twentieth-century patterns and logic. Research by scholars Matthew Fuhrmann and Michael Horowitz has shown that there is a strong correlation between GDP per capita and whether or not states have UAVs—which is exactly what we would expect.56 What is new today is that the United States has engaged in a high-profile global demonstration of how to use them more aggressively, giving other countries a model to follow. In long-term significance, the proliferation of practice eclipses the proliferation of these platforms.

Looking ahead, more potentially disruptive than state-to-state proliferation is the power of smaller, simpler UAVs (i.e., those in Groups 1, 2, and 3 of Figure 8.1) to give unprecedented capabilities to groups and individuals who would otherwise not have any aerial attack capability at all. These UAVs will affect the relationship between states, groups, and individuals because they will spread the capacity to use lethal force from the air at very low altitudes that are typically unprotected by military air defenses. Surprise attacks on leaders or innocent civilians are already affecting the course of both interstate and intrastate conflicts. And some states share UAV technology with non-state groups.

State-to-Group Sharing of UAVs: Hezbollah, Hamas, and the Houthis

The Iranians have shared large military drone technology with Hamas, Hezbollah, and reportedly the Houthi rebels in Yemen. Iran, which began using the Ababil surveillance drone in 1986 during the Iran-Iraq War, has one of the oldest active drone programs in the world.57 The Iranians supplied drones to President Assad during the Syrian civil war, and have also given them to Sudan.58 Jump-started by Iranian drones, since about 2004 Hamas and Hezbollah have engaged in their own drone development programs. And the Houthis’ drone program sharply increased in scope, lethality, and range in 2019, though experts disagree as to whether Iranian assistance or indigenous ingenuity is the primary driver.59

Hezbollah learned of the value of aerial reconnaissance drones by monitoring the Israelis. The group intercepted unencrypted (or insufficiently encrypted) Israeli UAV reconnaissance feeds in 1997, gaining intelligence on the movements and locations of Israeli forces. As a result, in September 1997 a secret Israeli assault force sent to assassinate a Hezbollah leader suffered an ambush that killed a dozen Israelis.60 Since then, the Israelis have had periodic problems with feeds being intercepted by Hezbollah and Hamas, leading to a government investigation whose outcome was an initiative by the Israeli Air Force to encrypt their entire fleet of UAVs beginning in 2010.61

While derived from Iranian models, Hezbollah’s UAV fleet also reflects independent innovation. Hezbollah first breached Israeli air space in 2004 using a 9.5 foot long, unmanned surveillance aircraft that buzzed noisily at about 1,000 feet for a short time, then crashed into the sea. It had apparently flown under Israel’s air defense radar system and escaped notice because of its small size. The incident sparked an emergency Knesset meeting and contributed to the strengthening of Israeli air defenses targeted specifically against drones. During the 2006 Lebanon war, Hezbollah launched a Mirsad-1 surveillance drone (believed to be derived from either the Iranian Mohajer-4 or Ababil-T drone) over Israeli territory. At least half a dozen Hezbollah-driven armed and unarmed drones have been destroyed over Israeli territory since then. In 2011, Israel deployed an elaborate missile defense system it calls Iron Dome, which protects against incoming rocket, artillery, mortars, and some UAVs. In October 2012, for example, Hezbollah shot an Iranian-built drone into Israeli airspace and Israeli Air Force aircraft and ground-based anti-aircraft units followed it, shooting it down over the Western Negev desert.62 This incident alarmed the Israelis because the drone flew near the town of Dimona, the site of Israel’s nuclear weapons complex.63 More recently, in September 2017 the Israelis used a Patriot surface-to-air missile from their Iron Dome defense system to destroy a Hezbollah UAV in the demilitarized zone on the Syrian-Israeli border.64

With both Iran’s and Hezbollah’s help, Hamas likewise began to build and test its own drones, derived from Iranian prototypes. Hamas claims to have three types of Iranian-derived drones: the A1A (strictly reconnaissance), the Ababil A1B (which is armed), and the A1C (armed and intended for one-way suicide missions).65 During the 2014 Gaza war, an unmanned Hamas aircraft flew over the Israeli port city of Ashdod until a US-supplied Patriot missile in Israel’s Iron Dome defense system destroyed it. Since then, the Israeli Air Force has shot down several Hamas drones that have taken off from the Gaza strip, and the Israelis also reportedly assassinated the lead Hamas drone expert in Tunisia.66 While no Israelis have yet been killed by one of these UAVs, they’ve had important political and symbolic effects, intimidating the public, who hear them flying ominously above their heads, and inspiring followers and potential supporters of Hezbollah and Hamas.

Israel has taken the threat very seriously and the Israeli Air Force says that it is able to keep aerial drones under full surveillance from the time they take off until Israeli aircraft or ground-based systems destroy them. The ability of the Israelis to fend them off demonstrates the robust defenses states can build against drones, especially those in Groups 3–5. Fighter pilots practice shooting down enemy drones, and in 2014 Israeli contractor Rafael unveiled a new laser air defense system called Iron Beam, which is designed to intercept low-altitude and low-trajectory threats, such as mortars and, potentially, armed drones.67

Houthi rebels in Yemen have steadily increased their use of armed drones, threatening Saudi Arabia, the United Arab Emirates, and the Saudi-backed Yemeni government. From about 2017, Houthi UAVs have evolved from primitive propeller-driven surveillance drones to larger aircraft-shaped craft that the UN says can range more than 900 miles and fly 150 miles per hour.68 On 10 January 2019 the Houthis successfully used an explosive-laden variant of the Iranian Ababil-T (or what the Houthis call the Qasef 2K), a medium-sized (Group 3) model airplane-shaped armed drone, to assassinate Yemeni senior officers as they sat on a dais watching a military parade. Then, beginning in May 2019, a series of Houthi drone attacks were launched against Saudi and UAE targets, including a Saudi Aramco oil refinery outside Riyadh, the radar arrays of Saudi Arabia’s Patriot missile batteries, and airports in both countries.69

To this point, Iran is the only state that is known to have purposely given UAVs to non-state groups. Others have involuntarily shared them when they were shot down. For example, Hamas has recovered and studied at least one (probably more) Israeli drones that were lost in the Palestinian territories.70 In 2017 Houthi rebels shot down a US Air Force Reaper over Yemen, a loss confirmed by US authorities.71 More concerning is the threat from a new breed of smaller smart drones that non-state groups can now develop on their own, without having to shoot them down or steal them.

The AK-47 of Drones

Most of the research done thus far on the spread of UAVs concerns the large unmanned variety in Groups 3, 4, and 5—the Harpy, K-Max, or Wing Loong II types shown in Figure 8.1. But it’s the unmanned systems in Groups 1 and 2—the small and micro drones—that will be more surprising and possibly destabilizing.

Designers of small UAVs shun expensive high-end purpose-built military software and systems, and turn to faster developing open-source platforms and smartphones. Small commercial UAVs offer a range of capabilities that give users enormous flexibility to adapt them to their needs or purposes. They come in three categories: Ready to Fly (RTF) drones arrive off the shelf and are primarily used by novices; Bind and Fly (BNF) drones allow for customizable transmitters; and Plug and Fly (PNF) drones have customizable transmitters, receivers, batteries, and chargers.72

The civilian drone market is exploding. At the Paris Air Show in June 2017, the Teal Group, a private analytical firm that provides analysis of the defense and aerospace industry, issued a prediction, based on a market survey it conducted, that Civil Unmanned Aerial Systems (CUAS) would be the most dynamic growth sector of the world aerospace industry in the coming ten years. The company forecast that nonmilitary UAV production would soar from $2.5 billion worldwide in 2017 to $11.8 billion in 2026, reaching $73.5 billion in total spending.73

This technology is well suited to the big technology firms. The types of expertise needed to develop drone hardware are advanced camera technology, computer vision, deep learning, and artificial intelligence, all of which the largest firms are deeply involved with.74 Major companies such as Intel, Verizon, Facebook, and Google have been pouring investment into this sector, and it is their innovative technologies that are powering the increasing sophistication of robotics, including small UAVs.

But the mass adoption of UAVs may be driven by China. The platform commonly described as the “Model T” of small UAV technology—the DJI Phantom or Mavic quadcopter—is produced in Shenzhen, China.75 Founded in 2006, DJI (whose full name is Dai-Jiang Innovation Technology Company) has become the world’s biggest consumer drone maker, selling 2.8-pound quadcopter drones that are simple, small, reliable, and cheap. A quadcopter drone is a small flying craft, usually shaped like an “X” (or sometimes an “I”), with a propeller at the end of each of its four arms that provides lift, like a helicopter. DJI now controls some 85 percent of the drone market, crushing its top US competitors, such as California-based 3D Robotics, with aggressive pricing.76 They are developing high-quality, lower-priced drones at a fast pace, including the Mavic Pro (sold for $999) and two versions of the Phantom 4 (sold for $1,399), all introduced in 2016, as well as smaller, cheaper DJI drones, including Spark, introduced in 2017 and selling for $499, and Tello, a smartphone-driven light mini-drone tailored to beginners, introduced in 2018 and selling for $99.77

The technology DJI’s drones are equipped with is impressive. The original DJI Phantom uses advanced stabilizing and automatic flight control technology, sophisticated microprocessors, and powerful commercial software. In 2015, the Phantom was upgraded, adding automatic visual positioning in place of GPS guidance for when it hovers indoors.78 And it can perform autonomous flight: users of the Phantom 2 Vision and Vision + ground station feature can control the drone and view real-time video from their smartphones, setting the route in advance.79

In fact, DJI Phantom drones are so good that the US Army used them for a time in training and combat operations, including for ordnance disposal, small unit decision-making training, joint US-NATO exercises, military police operations, and a range of other missions.80 US Special Operators have also used DJI products in Syria, Iraq, and Afghanistan. The Israeli Defense Forces are likewise purchasing DJI Mavic drones for border security aerial reconnaissance.81

The Army had encouraged using off-the-shelf UAVs as a way to keep abreast of commercial advancements and field them quickly. The problem was that every time a DJI system is launched, it sends a ping back to its manufacturer—which in this case, is located in China. If you’re monitoring an established border, this is probably not much of a concern. But it means that every time ISIS or the US Army or a range of other actors uses these off-the-shelf systems, data about their activities are captured and collected in DJI’s massive commercial databases. While the data do not necessarily indicate who owns the UAV, they do pinpoint exactly where and when a device is being used. Because it is generally known whose forces are where, say in Syria or Afghanistan, intelligence operatives with access to the data can determine with reasonable accuracy which actors are operating a device. Militaries and groups that use off-the-shelf technology such as the DJI Phantom are offering major commercial actors, some of them closely aligned or overlapping with their governments, a perfect window onto their activities.82

In August 2017, the US Army ordered troops to stop using consumer drones made by DJI, “the most widely used non-program of record commercial off-the-shelf UAS employed by the Army,” they claimed. “Cease all use, uninstall all DJI applications, remove all batteries/storage media from devices, and secure equipment for follow on direction,” Lt. Gen. Joseph H. Anderson, the US Army’s deputy chief of staff for plans and operations, directed in a memo dated 2 August 2017.83 This means “any system that employs DJI electrical components or software including, but not limited to, flight computers, cameras, radios, batteries, speed controllers, GPS units, handheld control stations, or devices with DJI software applications installed.”84

The diffusion of DJI drones, and the many other models being sold around the world, and easily purchased online, has only just begun. Most of the time they are used for positive reasons (and they certainly are a lot of fun to fly!); but their capacity to carry out malicious acts is growing. Easily able to carry a small payload of 2 or 3 pounds (or about 1 kilogram), mid-level DJI drones of various types have shown up everywhere from wedding receptions to farms to one of the most highly sensitive locations in the world. In January 2015, a 2-pound DJI Phantom quadcopter landed on the White House grounds. It was flying too low and was too small to be detected by a system designed to detect planes, missiles, and large flying objects. Indeed, security officials claimed at the time that the drone breached the defenses because on radar it looked like a large bird.85 Leery of the bad publicity, DJI pushed a “mandatory firmware update” for its newer Phantom drone that prevents it from flying within 15.5 miles of the White House.86

Many other scares have already happened, often accidental but foreshadowing what we could face in the future. For example, on 22 April 2015, an unmanned quadcopter flown from Fukui Prefecture, Japan, and carrying a radioactive payload, landed on the roof of Prime Minister Abe’s office. The owner of the hobbyist drone said he was protesting the Japanese government’s nuclear policy. The same month, Broadcaster Tokyo MX accidentally flew a drone onto the grounds of the British Embassy, and another small drone flown by a fifteen-year-old boy fell at the Zekoji Temple in Nagano, disturbing the monks.87 Thus far most of these small UAV incidents have been more about publicity than payload, but the trends are toward more serious uses.

The capabilities of some currently available UAVs are worrying. According to an exhaustive analysis of hundreds of UAVs by the Remote Control Project, the commercial drones currently capable of carrying the heaviest payloads are in the agricultural and film sectors. Small UAVs especially designed to hoist heavy photography equipment, such as the DJI Agras MG-1, for example, can already handle 22 pounds (or 10 kilograms), and they are getting better.88 They are broadly available and could be altered to serve other purposes, such as dropping explosives or delivering chemical or biological weapons.89 Even though most people would never dream of such malicious purposes, the transformative future threat is the potential weaponization of these off-the-shelf devices, which anyone can access and customize.

We’ll next consider how UAVs have already been adopted by terrorists and insurgent groups, and then study how a cluster of different types of innovations well underway might turn them into much more lethal tools.

Terrorist and Insurgent Groups’ Lethal UAV Programs

Since at least the 1970s, terrorist groups have shown interest in remote-controlled vehicles, or at least in the off-the-shelf technology behind them. The Provisional IRA (PIRA) had a research and development unit that used model plane radio receivers to wirelessly detonate bombs, for example.90 When the British jammed the radio frequency, PIRA switched to attaching amateur radar detectors to bombs, triggering them remotely with police radar guns.

Interest in unmanned technology inevitably spread to other groups. In 1993, the wealthy Japanese group Aum Shinrikyo had a sophisticated chemical weapons program whose greatest technical challenge was determining how to effectively distribute the toxins, such as sarin gas. They considered using a remote-controlled helicopter for the dispersal. Instead they ended up spraying the gas from a truck in 1994 (8 died, 200 were injured) and placing sarin-filled plastic bags in the subway in 1995 (13 deaths, 6,252 injured).91 As the gas is more lethal when released in an enclosed place, whether or not the attack venue is enclosed has proven more important to its effects on human beings than the means of delivering the attack have been.

Since then, the most well-developed non-state group deployment of remote-controlled weapons has been by organizations that have evolved beyond small terrorist groups into insurgencies, thus able to hold territory in which to experiment with, refine, and store them. In 2002, the Colombian FARC acquired nine unmanned aerial systems suitable for carrying explosives, although they did not actually use them. The same year, the Pakistani Lashkar-e-Taiba sought UAVs from an American operative for use in Kashmir. In 2005, a Pakistani military raid on the Haqqani terrorist network in North Waziristan uncovered a UAV that the group had been using for reconnaissance. Since 2006, numerous other groups, as well as individuals, from right-wing extremists to nationalists and Islamists, have sought to use model airplanes or UAVs either for reconnaissance purposes or to carry bombs.92

Fortunately, thus far most of these efforts by non-state actors to use small, armed UAVs have been primitive. Drones launched by Hamas have been more like flimsy model airplanes, for example, and the Israelis have easily dealt with them.93 More troubling is aerial reconnaissance and the weaponization of commercially sold small drones by the Islamic State. In summer 2013 five men associated with Islamic State of Iraq began to experiment with using remote-controlled helicopters to distribute sarin and mustard gas. When Iraqi intelligence services closed in, they found a workshop full of small copters and chemical precursors. A year later the Islamic State released a YouTube video of aerial footage of a captured Syrian airbase in Raqqa, shot from a DJI Phantom commercial drone.

The Islamic State also used increasingly sophisticated drone footage for the intimidation of targets and recruitment of followers. An hour-long video documentary released in summer 2014 opened with an aerial shot from a drone over Falluja, Iraq, and then shots of ISIS fighters heading off to battle.94 Shooting aerial pictures of places Islamic State were fighting to control became common, with the footage sometimes publicizing the locations of suicide attacks, and battle film being edited to resemble a video game for recruitment purposes.95 As their operations became more sophisticated, ISIS drones were also used to pinpoint targets of mortar and rocket fire, and to lead vehicle-born suicide attackers to their objectives.96

The first lethal use of a drone by the Islamic State was in October 2016, when Kurdish fighters in northern Iraq shot down what they thought was an IS reconnaissance drone, and it exploded when they began to disassemble it, killing two of them.97 Two French paratroopers were reportedly also injured.98 According to Don Rassler, a US Army drone researcher at West Point’s Counterterrorism Center, this attack was the outcome of at least a year’s prior planning and experimentation with off-the-shelf drones, and it was quickly followed by a series of other attacks with commercial quadcopters that dropped small explosives on both military forces and civilians.99 In November 2016, when Iraqi forces took major parts of Mosul, they found an ISIS workshop dedicated to weaponizing commercial drones, apparently one of several active ISIS drone workshops.100 The number of ISIS drone attacks culminated in the Spring 2017, when there were between 60 and 100 aerial ISIS drone bombing attacks each month across Iraq and Syria, intimidating the population, killing at least a dozen people and, according to a surgeon in Mosul, sending more than ten injured people to his hospital every day.101

ISIS used low-cost, commercially available quadcopter drones that were jury-rigged with plastic tubing, 9V batteries, and a range of other plastic, metal, and wood materials to enable them to drop projectiles.102 But if the drone went down with the explosive, no worries: it was relatively cheap and expendable. The most common type of drone used by the Islamic State was the DJI Phantom, purchasable on Amazon.com for as little as $450. Jabhat al-Shamiyya (the Levant Front, based near Aleppo, fighting in the Syrian civil war) claimed to shoot down an even cheaper X-UAV camera-carrying Talon drone flown by ISIS—a winged platform made of plywood that can be bought in kit form for about $100.103

This is not to argue that commercial drones made ISIS ten feet tall. Iraqi and American forces were able to carry out successful attacks on ISIS drones, and some of their operators. At least nine US airstrikes targeted people or sites that were associated with flying drones. Iraqi police or Kurdish fighters shot others down, or followed them back to their controllers and targeted the human beings. And the Iraqi coalition eventually put countermeasures in place, such as a “no-fly zone” for commercial drones covering all of Mosul (although, notably, ISIS got around that too, sometimes using software tweaks, at other times sticking bits of tinfoil over their drones’ GPS devices).104 ISIS was trying to hold territory: their drones could not tip the balance in a conventional fight against US and Iraqi forces. Still they demonstrated how low-cost, accessible, cheap technologies can have disproportionate effects, especially when combined with surprise, as in a terrorist attack.

Crowd-funded, “Gray Zone,” and Private UAV Intelligence

Other non-state actors using small commercial drones in the service of conflict are private actors who have been fully trained in their use while in the military. A small number of former intelligence officers, having left service, buy their own drones and shoot reconnaissance footage, which they sell to actors who struggle to get military intelligence in other ways. Services provided include information about enemy troop movements or even damage assessments in the aftermath of military attacks or natural disasters.

For example, when the Kurdish Peshmerga fought ISIS in Sinjar, northern Iraq, in 2014 they had nothing but a handful of radios and personal mobile phones. They were frustrated by the slowness of US-provided intelligence on Islamic State movements, which had to go through the central Iraqi government and usually arrived too late to be relevant to ongoing battles. Jason Rexilius, a former US Air Force intelligence officer, also knew that the US government classifies imagery intelligence as Top Secret, meaning that American forces are reluctant to share it with local counterparts. So in 2013 he decided to form a private company, the Third Block Group, and sell open-source intelligence, meaning intelligence drawn from unclassified sources as well as his own footage, to governments and NGOs. Using the slogan “solutions for an open planet,” he has operated in Somalia, Colombia, the Philippines, and Iraq. To evade export restrictions on US technology, he buys his drones and all his equipment in Europe.105

Proxy forces affiliated with state militaries have also employed drones. The Donetsk People’s Republic militias in eastern Ukraine use Russian-made Eleron-3SV drones for reconnaissance.106 Russian-linked forces have regularly dropped bomblets from UAVs, hitting military forces or barracks. The most-destructive operations have involved small drones armed with thermite grenades that act as detonators when they land on ammunition depots or arms warehouses.107

On the other side of the Ukraine conflict, the Ukrainian armed forces have also formed an aerial UAV reconnaissance unit called Aerorozvidka, relying initially on commercial drones because they lacked the cash to buy more expensive military UAVs.108 To assist the Ukrainian armed forces, pro-government nonstate groups have teamed up to tap the support of Ukrainians abroad for the purchase of drones. There’s a long tradition of diasporas sending money and weapons to the homeland for a cause, but what’s innovative here is that it’s being done through crowdfunding.109 A volunteer-led organization called the People’s Project has a website that collects contributions with a “donate” button, for example, soliciting $36,750 for the PD-1 (People’s Drone-1), which includes a drone, a support van, and control equipment, all designed and built by UkrSpecSystems, a Ukrainian UAV producer.110

Such “gray zone” conflicts are increasingly characterized by fractionalization of the warring sides, which the new technologies are facilitating. Warring groups can construct a powerful story about their mission, reach out directly to individuals to join them, crowd-source their military equipment needs, collect highly sophisticated intelligence, and project force employing combinations of cheap commercial off-the-shelf technologies that lend themselves to innovation.

Advances Powered by the Smartphone

The smartphone is the technological driver of small UAV innovation. Going forward, the increase in capability for individuals and small groups building drones with smartphones and open-source software will accelerate, and the results may be destabilizing. Miniaturized, automated technologies will enable small groups and individuals to leverage their use of force in unprecedented ways, just as dynamite and the Kalashnikov did.

Twentieth-century models of proliferation, originally built to track missiles and nuclear weapons, are a poor fit for small UAVs. With a range of less than 300 kilometers, high-technology small UAVs represent a different lineage of technological development that benefits from advances in miniaturization and automation.111 Traditional air defenses and military capabilities have not been designed to detect and deter such small targets flying at lower heights, and they may surprise, evade, or overwhelm military and law enforcement defenses through sheer numbers. There is as of yet a dearth of analysis, planning, and doctrine about fighting this threat—especially in places not officially “at war.”

The cluster of fast-developing new technologies will also be driving rapid evolution of their capabilities, and prices of small UAVs will continue to drop. Microsoft founder Bill Gates argues that robots are experiencing the same cycle of price drops and widespread adoption that characterized personal computers at the turn of the twenty-first century, and this observation applies to most of the new technologies we are considering.112

The private sector is driving this innovation, with strong incentives to offer an array of powerful new features. The hardware is fairly mature, though one aspect that is likely to improve significantly is the development of safer, cleaner, cheaper, and more concentrated batteries, largely due to advances in driverless cars.113 Lithium ion batteries have been the key to progress there so far, and their ability to store more energy has been steadily increased, enabling some electric cars (such as the Tesla Model S, for example) to go more than 300 miles without recharging. But, as owners of the exploding Samsung Galaxy 7 smartphone found out in 2017, lithium batteries can be unsafe if they are heated, damaged, or punctured. Professor Michael Zimmerman at Tufts University has developed a safer, more powerful lithium battery containing solid plastic electrolytes that don’t ignite the way current lithium batteries have done, which could be the answer for powering tomorrow’s driverless cars, as well as smartphones, robots, and armed drones.114

Evolving advances in software will be even more dramatic. Programming innovations driving smartphone advances, driverless vehicles, and artificial intelligence will transfer to drones and other unmanned weapons, allowing them to carry heavier or more powerful payloads, increasing their range from the controller, making their digital links more secure, equipping them with the ability to identify specific targets and to loiter over them longer.115

A good example of an advance that can be weaponized is fast-emerging facial recognition software. The pioneers in biometric facial recognition were the gambling industry, who have for at least a decade used biometric facial recognition systems to identify and eject people who cheated, were addicted to gambling, or routinely won too much money.116 Basic facial recognition capability was built into Android phones starting in 2012, with an owner’s face recognition needed for login. Samsung’s somewhat more sophisticated, though still quite rudimentary, security suite, used on its Galaxy S8, and Note 8, combines iris scanning with broader facial recognition capability. That software can only recognize the broad contours of a user’s face captured on its camera. As of this writing, Apple’s iPhone X is the most sophisticated, using an infrared flood light along with an array of sensors that capture finer details of the user’s face in three dimensions.

In smartphones, it’s not clear that any of these systems is better yet than an old-fashioned password for the purpose of security, but there are many other uses facial recognition can be put to.117 Law enforcement in developed countries widely employs the software in CCTV cameras to catch criminals, monitor secure areas, and locate missing or vulnerable people. Some police in China use glasses that are enabled with facial recognition in surveillance of the public.118 Researchers from IBM have been able to use facial-recognition software to set off highly sophisticated malware attacks, triggered only when a certain person sits down at the computer.119 Facebook is exploring using facial recognition software in stores to scan the crowd, tie shoppers to their Facebook profiles, and relay information to clerks.120

The same kind of advanced intelligence software, using facial recognition, can identify targets for killing. In tests during field exercises, the Pentagon has used autonomously flown drones to find and fix sights on mock insurgents, hiding in the shadows and carrying replica Kalashnikovs.121 The US Marines are already testing facial recognition software in remote weapons systems. If armies and police can use facial recognition software to identify targets, then mercenaries, insurgents, terrorists, and criminals will be able to do the same. They will be able to tap the enormous amount of photographic data on the web to teach the software which faces to look for, and it will likely not be long before they will have the capability to thereby locate individuals remotely and kill them.

This could provide a new means of political assassination. In September 2013, an activist from the German Pirate Party, in a “protest against the EU’s use of surveillance drones,” flew a small Parrot quadcopter above the stage where German chancellor Angela Merkel was giving a speech, hovering it just above her head.122 This publicity stunt demonstrated to millions of viewers both the chancellor’s vulnerability and the potential reach of any non-state group that wants to target individuals. In August 2018, an assassination attempt against Venezuelan president Nicolás Maduro was carried out with two DJI Matrice 600 aerial drones loaded with explosives, which went off above his head as he spoke at the anniversary of the Venezuelan army. The president was unhurt, but seven Venezuelan soldiers were injured.123 Like the early uses of dynamite, the effect was more about propaganda than payload; but that may change.

More significant, perhaps, will be the ability to target otherwise ordinary people whose photographs may be collected from sites like Facebook, then collated into complex facial images that can be targeted. This could be a source of blackmail, or even murder. Political leaders are protected with elaborate security systems that make it harder to get near them; most other people are not.

Drones as Missiles

Not only are drones growing more advanced in terms of surveillance and targeting, they’re also increasingly affordable. With UAVs becoming so economical, the distinction between reusable craft and one-time-use cruise missiles is fast disappearing, because cheap platforms are expendable.124 As missiles, UAVs may be loaded with explosives and driven kamikaze-style into buildings—as has been attempted on numerous occasions.125 For example, in 2011, Rezwan Ferdaus, an al-Qaeda enthusiast, plotted to load F-86 Sabre and F-15 Phantom drone aircraft with C-4 plastic explosives and fly them into the US Capitol building and the Pentagon.126

UAVs are certainly not invulnerable: radio-controlled UAVs can be jammed (interfering with their GPS receiver’s ability to pick up signals) or spoofed (replacing their GPS signal with a spoofer’s signal), and military forces can shoot them down or grab them with nets.127 Drone manufacturers are also installing self-regulating features: the DJI Phantom 2 drone has firmware installed that employs geofencing around key spots such as airports or Tiananmen Square, for example. Some drones have “sense and avoid” technology, software that monitors the airspace for obstacles.128 But of course those inclined to perpetrate violence with the devices aren’t likely to purchase UAVs with those features, and they can also be hacked or disabled.

When it comes to defending against attacks, individuals, terrorist groups, or insurgents have the advantage of surprise, especially if aerial IEDs are directed against vulnerable civilian targets. Plus, when law enforcement agencies and military forces shoot explosive-laden flying drones out of the sky, they might still be dangerous to people on the ground. The psychological effects could be disproportionate to the potential lethality of the drone—harassing and distracting military members from above, or intimidating civilian populations and undermining governments whose top priority is to protect their citizens.

Responding to the drone could also kill civilians on the ground. If radar systems were set to the sensitivity and altitude required to detect a drone, they could react to every bird, kite, or swaying tree in the area, evacuating or locking down sensitive buildings, scrambling F-16s to respond to false alarms, or simply shooting at them from the ground.129 All of this could spread public fear and lead to pressure for ill-considered and poorly targeted retaliatory responses. In terrorism, the important thing is usually the political effect on a population and how governments react to the attacks, not necessarily the level of destruction.

Democratized Precision Strike Capability

With the commercial availability of imagery tools and access to GPS, individuals have the potential for precision-strike capability comparable to what the United States enjoyed in the 1990s. The same kind of technology that is being used to develop the artificial intelligence software required for long-range package delivery to individual homes can be easily translated into finding individual targets for IEDs.130 Autonomous drones could potentially be programmed to target a chemical plant, hydroelectric dam, or fuel depot. With sophisticated guidance capabilities, small UAVs will be able to home in on the weaknesses, using sensors and guidance systems to go after the most vulnerable point—just as heat-seeking missiles can target tank exhaust or the infrared emissions of jet engines. Or they can target places that are inherently vulnerable or dangerous: individual drones have already been found near nuclear power stations in France, and over a nuclear submarine facility in the United Kingdom, for example. They are approaching a point where they can develop their own version of “global precision strike” using tools such as drones, artificial intelligence, and robots, without the accountability or traceability to a state government.

In some cases, drones may not have to have to destroy their targets with their own weaponry; they may be able to damage targets enough that they suffer structural or mechanical failure. For example, on 22 September 2017, two Army Blackhawk helicopters on UN surveillance duty over New York City were flying low (just above the 400-foot limit for private drones) along the east shore of Staten Island, when a drone slammed into one of them. The helicopter limped to a nearby airport, and the Army pilot found that the drone had shattered into pieces, with one landing on the bottom of the main rotor system. A few inches’ difference and the helicopter would have been downed.131 In October 2017, a drone collided with a commercial aircraft about three miles out of Quebec City’s international airport, as the plane prepared to land. The plane sustained minor damage and was able to land; with precision targeting, the damage could well have been much worse.132 Both these incidents were probably accidents (which can be plenty deadly), but intentional attacks of this kind are possible.

The differences between military autonomous systems and those that are commercially available are narrowing. For example, the Aerovel Flexrotor, which is shaped like a small aircraft, has a range of more than 2,000 miles (3,400 km), a gasoline engine, and a price tag of $200,000. It can be assembled in ten minutes and configured to take off vertically. Advertised accessories include day and night imaging, radar and multispectral imaging, and an impressive communications relay.133

Small autonomous unmanned systems will have the ability to navigate small spaces and to pinpoint targets wherever they are. Individual entrepreneurs and inventors are making remarkable progress in building highly capable small drones that can fly almost anywhere. For example, in September 2017, Paul Kurkkala built a drone that could fly over, onto, under, and inside a moving train. The video he shot, titled “Flight of the Year,” was taken from a first-person point of view. Kurkkala used goggles to look through a GoPro HER05 Session action camera that was mounted on the drone, guiding it as if he were actually under, over, and onboard the train.134 This is incredibly cool, until you think about someone without Kurkkala’s benign purpose or judgment flying a drone equipped with an IED or chemical or biological weapon under or inside the same train—or truck, or convoy, or motorcade.135 In competitions, other individual drone operators have demonstrated remarkable piloting skills, flying drones through dense forests, along cluttered streets, into windows, and between high buildings.

Some can even pilot UAVs underground. Australian researchers are using quadcopters, developed by the Commonwealth Scientific and Industrial Research Organisation (Australia’s counterpart to DARPA), to map abandoned mines. With a software program called VoxelNet, they have moved beyond one-dimensional first-person views through a camera, to 3D imagery sent to a laptop. The Australians are also exploring the use of sonar, to bounce sound waves off walls and produce 3D imagery more quickly and efficiently. The challenge in this case is that drones operating so deep in the ground cannot use GPS, so the plan is for newer generations to operate autonomously.136 This could also be a handy capability for malicious groups that want to send drones into underground garages, dark tunnels, or urban sewer systems, for example.

Small drones launched individually or in groups will challenge the ability of individuals to seek sanctuary. Cover and concealment will be much harder because drone operators will benefit from the ability to be invisible. Individuals who are able to fly drones through first-person viewpoint cameras can be anywhere: they do not need to keep their crafts within line of sight. Operators can hide underground or in caves or buildings, making them difficult to see or to find.137

Everyone Manufactures Everything with 3D Printing

Another area of innovation extending the reach of non-state actors is 3D printing (also known as “additive manufacturing”). As with drones, there are many positive uses for this technology. Soldiers in the field are using 3D printing to create on-the-spot spare parts and avoid risky, complex resupply logistics.138 High-end car owners are already creating replacement parts for their vehicles. The clothes industry plans to use 3D printing to manufacture perfectly fitting shoes and clothing, and cosmetic companies hope to use 3D-printed skin to test new products, avoiding animal testing. Much work is underway in creating specialty prosthetics, which will be more lifelike and perfectly matched to the patient.139 That could be a wonderful development that promises to improve the lives of millions of people. Some scientists think that further ahead it might be possible to use an additive process called “integrated tissue-organ printers” to produce transplantable organs and other body parts. In 2002, engineers at Wake Forest Institute for Regenerative Medicine were able to 3D print an artificial kidney, created by building a printed scaffold and then coating it with the patient’s own cells.140 Implanting 3D-printed organs into human beings is not yet feasible, because scientists haven’t cracked the code for how to provide them adequate blood supply. In the nearer term, many scientists think bioprinted human skin already holds tremendous promise, for skin grafts or for perfectly fitted facial parts like noses or ears.141

Predictably, however, potentially malicious uses of the technology have also emerged. It already enables anyone to produce simple weapons and other devices, like drones, by themselves at low cost. For some years now, very basic 3D printers have cost no more than about $200 and are easily purchasable online.142 At this writing, the files to print small planes or UAVs like Razor, for example, cost about $20 to $40 each, and the material with which to print them costs about $20 to $30. These are pretty rudimentary capabilities: more-advanced materials (like titanium) and more-complex 3D-printed products (like aerospace parts) are more expensive and require much better printers. But printer prices are dropping year-to-year as capabilities rise.

Though new to most of us, 3D printing dates back at least to 1984, with engineer Charles Hull’s patented invention of stereolithography, a printing process that enables a 3D object to be manufactured from digital data. Scientists and engineers have used 3D printing to produce one-off prototype models since the 1990s. The process has also been used in manufacturing for some time. But combined with a cluster of new developments today, 3D printing is poised to have more significant impact on worldwide manufacturing and logistics in the future. Married with artificial intelligence and robots, additive manufacturing can sharply reduce shipping and inventory costs, and enable companies to make things cheaply in small batches (so at an affordable per unit cost), on the spot where they are needed.

Large companies are at the forefront of 3D printing, especially the aerospace industry, which is already producing highly advanced spare parts for aircraft, for example, and the medical technology sector, which is heavily investing in bioprinting. But 3D printing also gives small operators the ability to produce all manner of items, including car parts, toys, jewelry, various types of food, and perfectly fitted clothing so far. They can do so without government oversight, producing guns, for example, with no background checks or purchase records required.

Cody Wilson, a law student at the University of Texas, became infamous for creating a 3D-printed gun in 2012. Using a crowdfunding website to collect donations from opponents of gun regulation, he and his friends created an organization called Defense Distributed and launched the Wiki Weapon Project, to make files for creating firearms available for anyone to download for free. To demonstrate the process, they used a low-cost, open-source 3D printer known as RepRap, and produced a plastic gun called “The Liberator,” capable of firing a .38 caliber bullet, which they demonstrated in a YouTube video. After they released the blueprint file online, it was downloaded 100,000 times in forty-eight hours. Demonstrating the danger posed, two journalists smuggled a homemade 3D-printed Liberator onto a train traveling between the United Kingdom and France,143 and two other journalists snuck a 3D-printed Liberator gun into the Israeli Knesset.144

The US State Department stepped in and had the file taken down, labeling the release a form of international arms trafficking.145 Defense Distributed filed suit against the US government, claiming unconstitutional infringement of the First Amendment provision of free speech and the Second Amendment’s right to bear arms.146 On 29 June 2018, the Trump administration settled the suit, stating that 3D-printed guns were approved “for public release (i.e., unlimited distribution) in any form.” Then, hours before they were to be published online, a federal judge, responding to a lawsuit filed by attorneys general from nineteen states and Washington, DC, blocked their release on national security grounds.147

The FBI has been investigating the potential for malicious actors to print improvised explosive devices for years. While Defense Distributed has been one of the most vocal and high-profile groups pursuing freely available 3D-printed capabilities for firearms, it is not the most advanced. A large number of 3D-printing gun designs are now freely available on the Web. Yet with approximately 270 million civilian-owned firearms accessible in the United States, this is hardly the easiest way to acquire a gun.148

Concern about the current ability of individuals to print weapons within their homes must also be tempered with a few important caveats about the state of the technology thus far. There is a big difference between what firearms manufacturers are already doing with 3D printers (Solid Concepts Inc. already 3D-prints some gun parts, for example) and what hobbyists have thus far been able to do.149 At this point most home 3D printers are not very sophisticated. They yield products that have small defects that, especially in a firearm, render it more dangerous to the user than to the target, because it might blow up in his or her hands when firing. The guns also tend not to be accurate beyond very close range. In addition, the various polymers that individuals typically use to make them are inferior to metal in many ways, such as tensile strength, elasticity, long-term stability, and temperature resistance. High-quality metals and advanced polymers (such as those reinforced with glass, carbon, or aramid) continue to be expensive for hobbyists and small businesses, who still tend to outsource their harder projects to bigger companies.150

Not all 3D printing is alike, and what’s known as Direct Metal Laser Sintering (DMLS) is done in printers that cost somewhere between $600,000 and $1 million—well beyond the reach of hobbyists—though the firearms industry is already using them to produce functional weapons.151 The strength and wear of additive manufactured parts made by amateurs tends to be greatly inferior to that of parts produced by industry: by now we should have learned that you cannot make gold out of lead.

That said, even if most firearms made this way are unreliable for firing, because they are such accurate representations of weaponry, they don’t need to be fired to have an effect. Plastic guns do not set off metal detectors (although their metal firing pins and bullets do). They can be used to intimidate victims, who have no idea how fallible a 3D-printed gun may be. Would you want to call that bluff?

More to the point, the technology is improving and getting cheaper. MIT’s Computer Science and Artificial Intelligence Lab has produced a multi-material (“Multi-Fab”) printer that can employ up to ten different materials, including metals, which will sell for about $7,000.152 In late 2013, Solid Concepts produced the world’s first, openly announced, 3D-printed metal firearm, a pistol modeled after the Colt US government model 1911, which successfully fired more than fifty rounds.153 As of yet, the equipment to work with metal 3D printing is quite expensive, most models costing tens of thousands more than the $1,500 computerized milling machine, and the process requires direct laser metal sintering, which is a quite specialized skill.

The military is well aware of the potential of 3D printing, which could, in fact, be important to solving logistics challenges in future conventional wars. For example, the US Marine Corps hopes to train maintenance crews, intelligence, infantry special operations, and even tank battalions to use 3D printers routinely to produce replacement parts and other items down range. They have developed an expeditionary fabrication lab (X-FAB), which is a deployable 20×20-foot shelter equipped with four 3D printers, a scanner, and computer-aided design software system.154 Creative solutions to expensive problems are emerging, such as replacing broken small UAVs like the hand-tossed RQ-11 Raven, with new unmanned Scout or Nibbler drones that can be printed in the field, making them cheaper, faster, and more accessible.155

It’s not that individuals and small groups are exceeding the capabilities of state military organizations through additive manufacturing. But the elimination of the need for some of the advanced logistics that supported Industrial Revolution–era armies is narrowing the technological gap between them. In addition, a looming question regarding the military adoption of sophisticated programs and sensitive data, especially the computer-assisted design (CAD) programs that are at the heart of 3D-printed field-deployed systems, is whether they can be sufficiently protected from hackers and thieves. In 2016, a group of Johns Hopkins master’s degree students easily inserted malicious code into the blueprint for a 3D-printed quadcopter: one of its propellers disintegrated in flight, and it dropped like a stone.156 Imagine if that had been a critical replacement part for an aircraft. Will sensitive electronic files be widely shared? Could there be a future Edward Snowden who decides to take it upon himself to make these new tools of war “transparent”?

Leveraging Power

Individually these threats are not more lethal than the widespread firearms and explosives that terrorists, insurgents, and individuals already use to deadly effect, and we can develop countermeasures. What makes them challenging and different, however, is their low cost, unpredictability, and ability to be grouped together.

The major cost imbalance between twentieth-century military technologies and twenty-first-century drones, loitering munitions, IEDS, and commercial robots leaves states vulnerable to warfare of economic attrition. Using a cheap capability that can be easily replaced can undermine the economic viability of even the most advanced military force. In March 2017, for example, the Israeli Defense Forces used a $3 million Patriot interceptor (part of their Iron Drone defenses) to shoot down a small $200 quadcopter drone that had flown over Israeli air space.157 And mini-UAVs can be easily repaired with inexpensive parts that are simple to acquire. Even for states, certain technologies are cheap equalizers that put at risk billion-dollar platforms and scramble the balance of power equation. US Special Operations have to practice using camouflage netting to avoid letting inexpensive reconnaissance drones see them, for example.158 Aircraft carriers and fighter jets currently have few countermeasures for swarming drone attacks that cost a tiny fraction of the price of these large, highly advanced systems.

In January 2018, Syrian rebel forces sent thirteen cheap, homemade, armed drones against Russian forces at the Hmeimim airbase and the Russian naval facility at Tartus. The Russians responded with jammers, guns, and missiles, and said no serious damage had occurred.159 This was the first known example of an aerial swarming (or at least mass UAV) attack used in conflict.160 What will happen when there are 300 such drones carrying larger payloads, aimed at vulnerable spots, like an aerial defense system or a command headquarters? And what if defensive jammers don’t work because the drones are autonomous and therefore not reliant on GPS or other signals from the ground? What if defensive systems shoot down 250 of them, or even 295, but a few get through and find their targets?

Autonomy and artificial intelligence (AI) are changing the future calculus of major powers like the United States and China, which are vigorously competing to be at the forefront of using these capabilities for military purposes. As we will see in the next chapter, autonomy and AI are also broadening the scope for weaker non-state actors to carry out surprise attacks.


CHAPTER 9 An Army of One Launches Many: Autonomy and Artificial Intelligence


We are wiser than the computers. We created them.1

Stanislav Petrov, Soviet lieutenant colonel who in 1983 disregarded a false computer alert of incoming US nuclear missiles and averted nuclear cataclysm. He said he “had a funny feeling in his gut.”2



AUTONOMY REFERS TO the ability of a device or system to perform a function without direct human input.3 Autonomous capability may be a minor or major part of a weapon or weapons system, ranging, for example, from a simple thermostat that turns on a fan in a tank to a complex algorithmically programmed missile system that can independently identify and shoot down targets. A degree of autonomy has been built into some weapons for decades, especially defensive systems, such as the US Navy’s Aegis combat system, dating to the 1980s. Others include the Russian Arena system for protecting ground vehicles like tanks, dating to about 1995, and the Patriot missile system, first used by the US Army in the 1991 Persian Gulf War and currently part of Israel’s Iron Dome.

The key to understanding the various degrees of autonomy is to consider the world from a machine’s point of view, and then envision its relative capacity to sense the environment, process what is happening, and act—with or without the direct involvement of human beings.4 That is its autonomy, and the ability of machines to do these three things independently—sense-process-act—has dramatically improved in the past decade. The cluster of recent technological advances in remote sensing, enormous sources of data (“big data”), computer processing power, and machine learning together yield the potential for powerful artificial intelligence driven autonomy today and tomorrow.

A Spectrum of Autonomy

To distinguish sustaining innovations in autonomy from disruptive ones, it is useful to categorize degrees and types of autonomy along a spectrum, starting with simpler “automatic” or “automated” weapons, where humans play an enormous role at time of use, and progressing gradually up to the most sophisticated AI-enabled systems, where humans have little or no role at the time of use.5 The involvement at the time of use is key: at a certain level, all machines, and whatever programming may control them, start out as human creations. The machines that we are discussing use a range of ways, from primitive to extremely advanced, to gather or interpret data and travel through the sense-process-act sequence.

Beginning with the simplest category, an automatic system is one that gets a direct signal from the environment, such as through a human operator pressing a button, does little or no processing, and just carries out what its built-in capabilities are designed to do. In other words, it operates with preset, built-in instructions that are fed to it either mechanically, as with the computers at Bletchley Park that broke the Enigma code during World War II and were programmed mechanically by plugs and switches, or in code. Some writers distinguish between automatic weapons, by which they mean simple mechanical ones, like machine guns, and automated weapons, meaning they follow preset rules, like a thermostat. But those distinctions are fuzzy and debated, so we will call them both automatic.6

All automatic weapons rely on direct human action for deployment or activation, and they carry out only specific predetermined actions in response.7 You press a button, pull a trigger, or step on a trip wire, for example, and, assuming the machine does not malfunction, the preset response happens, the same way, every time. As we have seen in our study of the machine gun in chapter 5, automatic weapons date to the Ager and Gatling guns of the US Civil War. Automatic weapons systems go back to built-in, rules-based systems like the Norden Bombsight, invented in the 1920s, which incorporated an analog computer and autopilot to deliver bombs more accurately. Another early such system was the V-1 buzz bomb, used by the Germans during World War II, which was equipped with an autopilot guidance system to regulate altitude and airspeed.8 Bombs with timed detonation, as well as IEDs and landmines, also fall into this broad category, because the trigger for their explosion is built into the device in advance.

The history of modern terrorism demonstrates that terrorists love automatic weapons. They allow attacks to be carried out from a safe distance and anonymously. Many of them are also quite cheap to obtain or build, and the fact that these weapons are generally imprecise in targeting victims is of little to no concern to terrorists. Indeed, indiscriminate killing has been integral to the psychological impact of terrorism. We can expect that terrorists will quickly embrace any new forms of automatic weapons that are relatively inexpensive and accessible.

The next step on the spectrum toward more sophisticated autonomy is semi-autonomous weapons, which the US Department of Defense defines as “a weapon system that, once activated, is intended to only engage individual targets or specific target groups that have been selected by a human operator.”9 Or in loose military parlance, a human is “in the loop,” meaning that while a machine can sense the environment, process to some degree, and suggest a course of action, it cannot act unless a human being gives approval.10

Many semi-autonomous weapons are first fired by humans, then sense or detect the enemy and make self-adjustments to hit the target. They include guided munitions, or “smart bombs” such as cruise missiles and torpedoes, and have elements of autonomy built into them, like homing devices. But a human being actively decides which targets the weapon should hit. The hellfire missiles shot from Reaper drones and used to target terrorists are semi-autonomous, for example. After firing, semi-autonomous weapons can correct human mistakes in aim or trajectory, but they still usually deploy when a human launches them and hit something that a human has selected. Radar, lasers, acoustics, or satellites typically guide their homing systems, and they can also track a moving target. Most are dependent on GPS, but to prepare for environments where GPS is taken out, the United States has developed homing munitions that can also be guided by imagery. Many of these weapons can be targeted with great precision, at particular buildings or even floors within a building, so they can be very discriminate—assuming the human beings deploying them intend to discriminate and have accurate intelligence about the target.11

Semi-autonomous systems encompass a huge category of weapons. Most of the unmanned systems we discussed in chapter 8 are semi-autonomous. As we have seen, to determine whether non-state actors such as terrorists and insurgents would use them, much depends on size, cost, and capabilities. Armed quadcopters and small drones are well within their reach; semi-autonomous “smart bombs” are not. It’s notable that both short- and long-range precision-guided weapons have not spread from state to state to the degree that American defense experts predicted in the 1990s they would.12 This is partly because other states haven’t had to engage in global war fighting as the United States has, especially since 2001. In addition, major powers such as China and Russia have skipped full development of highly expensive, semi-autonomous precision weapons and instead gone directly for those with greater autonomy.

The next step in the spectrum is human-supervised autonomous operation, where in normal operations the machine senses, decides, and acts on its own, unless a human being actively intervenes to stop it. Using our military parlance again, this is having a human “on the loop.” It is also referred to as “narrow artificial intelligence.” According to the US Department of Defense, human-supervised autonomy technologies are autonomous weapon systems that are “designed to provide human operators with the ability to intervene and terminate engagement, including in the event of a weapon system failure, before unacceptable levels of damage occur.”13 Supervised autonomy gives human beings a role, but it leans much more heavily on the speed and capabilities that advanced computerized weapons have.

For decades, advanced militaries have been waging an arms race in developing both offensive and defensive human-supervised autonomous systems, in which innovations are designed for use against an adversary’s improved capabilities.14 More than thirty states deploy human-supervised defensive systems now, or soon will.15 Examples include Israel’s Trophy tank protection system (which the United States is buying for its M1 Abrams tanks); the US Centurion Counter Rocket, Artillery, and Mortar (C-RAM) system (like a land-based Phalanx system); Germany’s AMAP-ADS vehicle protection system; Russia’s DROZD-2 (another active defense system for tanks); US surface ship anti-torpedo defense systems (ATTDS); and the US Terminal High Altitude Area Defense anti-ballistic missile system (THADD), which is deployed in Guam, the United Arab Emirates, and South Korea.16 The aim is to match or exceed the speed of an attacker’s system.

Another example of human-supervised autonomy is Israel’s Harpy loitering munition, which is a kind of self-destructing tactical (Group 3) UAV that can loiter over an area for hours after it is launched, looking for a particular type of enemy radar signal. It is designed to target radars, not people.17 When it detects that signal, it selects and engages the target on its own, without further human involvement. According to the Center for the Study of the Drone at Bard College, eight other countries have already purchased Israeli Harpy loitering munitions (Azerbaijan, China, Germany, India, Kazakhstan, South Korea, Turkey, and Uzbekistan), and China has reverse-engineered a version of its own (the ASN-301 anti-radiation loitering munition system).18 On the spectrum from human-supervised to fully autonomous, this one starts to edge pretty close toward fully autonomous, because it does not have to ask anyone’s permission before choosing a target and killing it.19

These systems are generally used for defense but as the technology evolves, the line between offense and defense is becoming increasingly blurred. Depending on a weapon’s technical specifications like speed and range (which are often kept secret so that enemies cannot develop countermeasures), it may be just as easy to send an autonomous weapon into enemy territory as it is to use it strictly to protect oneself. These systems are extremely expensive. At the low end, for example, the Trophy tank protection system costs $350,000 per unit. For this reason they are most likely to be used only by highly advanced states in the future.20 Many experts believe that human-supervised autonomy is becoming compulsory for major powers, because future attackers will have the ability to use computer-assisted weapon systems that exceed the ability of human beings to react to them.

Fully autonomous weapons, operated by artificial intelligence (AI) without any meaningful human control,21 often referred to as “full AI,” do not yet exist, but on our current trajectory they will not be long in coming. This is due to major developments in five areas: 1) the exponential growth of computing performance since the mid-twentieth century, 2) an enormous increase in private investment in AI, 3) better and more capable sensors to produce real-time feedback, 4) the availability of huge datasets that can “teach” powerful computers new skills, and 5) dramatic ongoing improvements in machine learning capabilities that allow computers to harvest and use the data in the enormous new datasets.22 These technological developments together mean that autonomous systems of all types are getting cheaper and more widely dispersed, year-to-year. The result could be the kinds of lethal autonomous weapons (LAWS) that prominent figures such as the late physicist Stephen Hawking and Tesla and SpaceX chief’s Elon Musk have warned against, and that the United Nations’ Group of Governmental Experts has been arguing over since 2017.23

The private technology industry, often funded by defense ministries, is driving progress in artificial intelligence. Rapid development of driverless cars is being joined by innovation of AI capabilities in land-based robots and small UAVs, such as glider aircraft that can make navigational decisions autonomously on the fly.24 They learn from on-board sensors that feed information about the environment into algorithms designed to predict air patterns, and then they independently plan a route forward.25 They are equipped with deep learning neural networks, meaning complex sets of algorithms modeled after the human brain that can recognize objects and conduct language translation. These machines may be getting smarter at a faster rate than human intelligence will be able to keep up with.26 We’ll talk more about that a little later in the chapter.

This kind of cutting-edge artificial intelligence is not the sort of cheap technology that terrorist groups or insurgents typically have the resources to develop; however, some of it is openly available or open-sourced, so the barriers to entry will become lower. Looking a few decades into the future, rogue states or state-sponsored proxy groups might gain access to this technology either through proliferation or by hacking into commercial sources, and divert it to violent uses.

Cruder forms of autonomous technology are already available commercially. Teenaged amateurs have used Knowledge Enhanced Electronic Logic (KEEL), a technology created by NATO that allows non-technically trained people to generate code for targeting and to create hobbyist drones that progressively adapt to their environments.27 An autonomous aerial drone that is programmed to kill random human beings at a certain location, identified merely by their thermal or infrared signatures, is within reach and could be much more lethal than a truck bomb or an assault rifle is now.28 It would be difficult for anyone in the targeted area to escape.

Rogue states and malicious non-state actors will find it easier to gain access to a range of autonomous weapons, such as fully autonomous UAVs, than it was for them to build biological, chemical, or nuclear weapons, because tomorrow’s UAVs will be cheaper and use widely dispersed technology. They will give weaker actors dramatically increased reach and power. Conventional deterrence may be ineffective in combating this threat, because autonomous drones may be difficult to attribute to their source. Their use for political violence may be internationally destabilizing.

Weapons equipped with such capability will be a leap into the unknown, and experts bitterly disagree about the implications. Looking into the future, Figure 9.1 (opposite page) summarizes how our theory of lethal empowerment applies to the spectrum of autonomous weapons systems, their targeting, and their most likely new users.
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FIGURE 9.1



The Perils of Full Artificial Intelligence

Most of the public debate over autonomous weapons has focused on ultra-advanced technologies not yet in operation that have been featured in futuristic movies, such as Ex Machina, the Terminator series, and Avengers: Age of Ultron, in which robots run amok. Sensationalized as these depictions are, serious debate is in order. Experts in the field of human-robotic interaction are already grappling mightily with legal and ethical quandaries that arise when machines replace people in the public sphere, such as with driverless cars and automated trading in financial markets. Autonomous weapons systems up the ante on potential dangers, because with greater involvement of AI the course of conflict becomes increasingly unpredictable.

Such systems will not be “lifting the fog of war,” as advocates of the Revolution in Military Affairs predicted in the late 1990s; they will make the fog thicker and more impenetrable. Events could escalate to unforeseen levels of killing in nanoseconds. Two AI-driven attackers operating at gigahertz speed might perpetrate a catastrophe in similar fashion to the stock market’s May 2010 “Flash Crash,” which wiped out a trillion dollars of value in minutes, but with results that would be lethal.29 Attacks could also be made to look as if they were perpetrated by states, such as by shooting down a commercial aircraft by an AI-driven UAV that belongs to Russia, China, or the United States but was hacked by terrorists seeking to set off a war, a scenario Elon Musk warned of in 2017.30 A number of other brilliant experts on AI have cautioned about the dangers of full artificial intelligence, including Hawking, Musk, Google’s director of research Peter Norvig, Skype cofounder Jaan Tallinn, and MIT cosmologist Max Tegmark.31

Musk is perhaps the most vocal and provocative critic, arguing that full AI (also called Artificial General Intelligence) poses existential risks resulting from the intense international competition to take the lead in this technology. In a July 2017 speech before the National Governors Association, he said, “The thing that is most dangerous is . . . a kind of deep intelligence in the network. And you say what harm could a deep intelligence in the network do? Well, it could start a war by doing fake news and spoofing email accounts and fake press releases and just by manipulating information.”32 That same month, China unveiled plans to become the world’s predominant power in artificial intelligence by 2030. A couple of months later, at a televised event with Russian students, President Vladimir Putin told them that whichever country becomes the best at artificial intelligence will become “the ruler of the world.”33 Musk believes that full artificial intelligence, which he says is far more dangerous than nuclear weapons, will cause the outbreak of World War III.

But rather than cite fantastical, fictional movies or use alarmist language, let’s look at what, exactly, artificial intelligence has thus far been able to do. DeepMind, a London-based artificial intelligence lab owned by Alphabet’s Google, used neural networks in combination with other technology to build an AI system called AlphaGo that beat the world champion player of the game Go (a ancient Chinese strategy game) in 2017.34 AlphaGo learned by playing against the best human players, starting out pretty poorly, then absorbing and adopting their tactics, and soon outsmarting them.

Google then went even further and developed a program called AlphaGo Zero, which strictly played against itself, using what they called reinforcement learning, meaning there was no human guidance or data involved, just knowledge of the game’s rules. AlphaGo Zero began to recognize patterns in the game, and soon developed new approaches and strategies that no human being had ever seen.35 David Silver, its lead programmer, said at an October 2017 press conference, “By not using human data—by not using human expertise in any fashion—we’ve actually removed the constraints of human knowledge. It’s therefore able to create knowledge itself from first principles.”36 In other words, AlphaGo was fully autonomous in its ability to play Go.

The reason this is important is that critics have long argued that artificial intelligence would be limited and governed by the human-created algorithms that drive it. This achievement demonstrated that, in fact, machines can learn on their own, unconstrained by the inputs human beings feed into them, and achieve outputs that human beings may not be able to predict or even understand. Proponents of artificial intelligence are quick to point out that this does not necessarily make AlphaGo, or any comparable future program, dangerous. AlphaGo only knows how to do one thing—play Go.37 But this achievement should nevertheless give us pause to consider what the future prospects of such machine-based, self-generating, unbounded cognitive power could be. Human-developed algorithms are becoming so complex, building one upon another with machine learning woven in, that even their creators admit that they are losing the ability to understand them.38

The dangers of completely autonomous artificial intelligence must be weighed seriously. The complex and thorny issues behind full artificial intelligence deserve in-depth analysis that will not be fully engaged here, as that would require another book, and this capability is not likely to be obtained by non-state actors in the near term. On this matter, I will defer to the expertise of Stephen Hawking who warned in a 2017 speech, “Unless we learn how to prepare for, and avoid, the potential risks, AI could be the worst event in the history of our civilization. It brings dangers, like powerful autonomous weapons, or new ways for the few to oppress the many. . . . I am an optimist and I believe that we can create AI for the good of the world. That it can work in harmony with us. We simply need to be aware of the dangers, identify them, employ the best possible practice and management, and prepare for its consequences well in advance.”39

The Predictions of Lethal Empowerment Theory

The theory of lethal empowerment laid out in earlier chapters predicts that it’s not fully autonomous, full-AI systems that non-state actors will seek to acquire, at least not as a priority. It’s the more accessible, less expensive, less difficult to operate automatic and semi-autonomous systems they’ll jump at first. Indeed, their adoption of them is well underway.

Non-state actors already have what they need to produce simple autonomous weapons by employing open platforms and smartphone technologies. They have been innovating for years. In 2011, for example, Ansar al-Islam in Iraq produced a video demonstrating its ability to build driverless cars and remote-controlled machine guns, both crude robotic devices operated with wireless technology.40 In 2016, ISIS released an instructional video that demonstrated how to turn a car into a remote-controlled weapon, including remote steering and technology to depress the foot pedals. The vehicle was “driven” by a mannequin that was coated in wire, wrapped in foil, and had an internal heating unit and thermostat to maintain body temperature and fool infrared cameras.41 Apparently, ISIS never used this type of unit in battle. The appeal of deploying them is, however, obvious. Being able to create robotic suicide bombers would obviate the need to indoctrinate martyrs, one of the most labor-intensive and difficult aspects of terrorist activity.42

To assess the nearer-term prospects of lone wolf actors, terrorists groups, and insurgents applying autonomous capabilities, we’ll survey the current state of the art in a range of technologies. In some of these areas, innovation is being led by the private technology industry, while in others military organizations are driving progress, though often in partnership with private companies and universities. Some of these technologies are already available to any comers, as dynamite was, while others are exclusive to military organizations but may become accessible to non-state actors, as the Kalashnikov quickly did.

Autonomous Reach

The far-reaching implications of robotics, autonomy, and artificial intelligence for the future of power projection by non-state actors are only now beginning to be understood. While major states, primarily China, Russia, Iran, Israel, and the United States, are developing capabilities with a focus on the relative power balances between them, they may inadvertently narrow the power differential between states and non-state actors in the process.

The industrial nation-state was defined in part by its capacity to field substantial armed forces. If you can close the gap between conventional and unconventional forces through the use of relatively cheap, autonomous robotics, you can wreak havoc with a small army and undermine the power of nation-states. Less sophisticated systems than those developed by major powers will suit this purpose just fine. Whereas advanced states use autonomous systems and robotics for greater accuracy and better discrimination of targets—as the United States has attempted to do in its high-profile drone campaign against al-Qaeda—sparing civilians is not the priority of terrorist groups. For their purposes, lower-grade robotics are perfectly adequate.43 But highly capable autonomous robots will also likely become commercially available at relatively low cost in the near future, and individuals, terrorist groups, and insurgencies will surely seek to use them to carry out destabilizing violence not only against armies but also publics.44 Particularly if deployed in large numbers, robotic systems would be very difficult to defend against, and their attacks difficult to attribute to perpetrators, enabling a rash of violence and destabilizing assassinations akin to that of the late nineteenth century.

The development of robotic systems for use in combat is being spearheaded by advanced militaries, which are already teaming soldiers with autonomous vehicles used for reconnaissance, supply convoys, or to increase fighting force. The Israeli Defense Forces (IDF) deploy unmanned ground vehicles along their borders to detect intruders without exposing soldiers to snipers. The IDF vehicles are operated remotely by an all-female unit but may soon transition to independent autonomous operation. The Russians have developed a self-driving, machine-gun firing mini tank called Nerekhta. Australia, which maintains a relatively small army of 30,000 troops that must defend a vast territory, sees unmanned systems as a vital way to increase its fighting mass and capabilities. The British Army is also testing unmanned systems, especially for reconnaissance, more advanced mine clearing, and breaching walls or doors.45

The further development of robotics for use in combat situations is inevitable, and with good reason. Transferring dirty, dull, or dangerous tasks that waste human time and energy and risk lives is to be applauded. The danger is that while today the most effective autonomous systems are well beyond the reach of non-state actors, as this technology develops, it will become cheaper and more accessible.

Even today, the basic sub-systems and sensors in civilian and military autonomous systems are the same. For example, originally funded by DARPA, iRobot’s man portable Packbot series military robots can perform everything from surveillance, to building clearance, to IED detection. They were first used to dig through debris of the World Trade Center in the aftermath of the 9/11 attacks, seeking victims and assessing structural integrity in places where no humans or sniffer dogs could go.46 Made by the same company that makes Roomba vacuum cleaners, PackBots are controlled by a joystick that looks like the one used in Microsoft’s Xbox video games. Depending upon their sensor packages, Packbots cost between $100,000 and $200,000 apiece, but they are becoming cheaper and more useful to a larger range of both military and civilian actors.47

Military robotics have already been transferred to a broad range of civilian law enforcement organizations in the United States. Since 2003, as the result of a federal program to transfer excess US military equipment to law enforcement agencies throughout the country, some 280 US law enforcement agencies have acquired at least 1,000 military bomb disposal and reconnaissance robots.48 In July 2016, Dallas police used a Northrop Grumman remote-controlled robot, a four-wheeled platform obtained from the military, armed with a 1-pound C4 plastic explosive, to kill Micah Xavier Johnson, a man who had allegedly shot five Dallas police officers, wounded seven others (including two civilians), and was holed up on the second floor of the El Centro Community College building in downtown Dallas.49 Police remotely detonated the explosive using a cord.50 This is the first known lethal use of a robot by law enforcement, and it was controversial.51 Specific legal and policy guidelines for how and when law enforcement may use ground-based robotic technology to kill a suspect are weak to nonexistent in the United States.

A few future possibilities for use of automated and autonomous technology by violent actors are particularly troubling and merit closer examination.

Self-Driving Truck Bombs

We’ve earlier discussed the enormous commercial investment in self-driving vehicles by Google, Apple, Microsoft, Alibaba, and Baidu, as well as traditional car companies including Ford, universities like MIT, partnerships like Toyota-Uber (among many others), and a wide range of some 263 startups tackling various parts of the autonomy challenge (sensors, guidance systems, etc.). Looking only at data accessible in English, the Brookings Institution in 2017 found more than $80 billion had been invested in autonomous vehicle technology—which clearly underestimates global outlays.52 Developments in autonomy will soon be applicable to an enormous range of other purposes, including image recognition, target recognition, delivering supplies, driving convoys, and a wide range of kinetic operations in extremely hazardous conditions, such as those involving radiation or chemical weapons, where humans are too slow, physically ill-suited, incapacitated, or indisposed.

The US Army has long been keenly interested in integrating autonomous and semi-autonomous tactical wheeled vehicles into their ground forces. Self-driving military systems have been under development for at least a decade, in response to the high rate of deadly attacks on supply convoys by both ambush and roadside bombs in the war in Iraq. Eventually the idea is to use them not just for hauling supplies, fuel, and water, but to control tanks and artillery. One robotic wingman concept, for example, envisions a manned command-and-control vehicle that directs unmanned combat vehicles on the battlefield.

In 2000, Congress mandated that one-third of Army vehicles be robotic by the end of the first decade of the twenty-first century, but the Army failed to achieve that. Autonomy kits that retrofit vehicles to allow for autonomous and remote control driving are already available, however, and have been tested on American highways. They have GPS navigation and can be used in leader-follower setups, where a lead vehicle is driven by a human and unmanned vehicles follow it and receive data and commands from the lead vehicle. Thus far, this capability is prohibitively expensive for the Army to deploy in mass, costing $200,000 per truck. Even teamed with the Marines, the two Services cannot achieve the economies of scale needed to make adoption viable. Also, the requirements for military vehicles are much more exacting than those for self-driving cars, because military vehicles operate in much more unpredictable environments—not necessarily sticking to roads and highways, for example.53 Meanwhile, access to comparatively simple autonomous vehicle technology is likely to increase in the future, making it available to criminals, terrorists, and insurgent organizations. As noted earlier, both Ansar al-Islam and ISIS have already shown that they can develop rudimentary self-driving cars that they have weaponized.

Even if they’re not loaded with explosives, self-driving vehicles have been proven to be relatively easy to hack, through either traditional cyberattacks or a new generation of adversarial machine learning, meaning that tomorrow’s terrorists or criminals might be able to remotely drive them over cliffs or into waterways.54 They could also use easier low-tech methods: for example, a group of computer scientists from four US research universities put a few black-and-white stickers on a stop sign, slightly altering that familiar octagonal image, and the deep neural network in self-driving cars had great difficulty recognizing the sign. The cars were fooled 85 percent of the time.55 Rogue states, criminals, or terrorists could attack network systems that regulate driverless vehicle traffic in a major city, say New York, London, Sydney, Seoul, or Beijing, causing simultaneous failures and vehicular crashes on an unprecedented scale.56 Or they could simply send a self-driving car into crowds, creating a driverless version of the 2016–2017 Nice, Berlin, London, Stockholm, Barcelona, and New York City vehicular terrorist attacks.57

Hijacking the Internet of Things

The Internet of Things (IoT) is the interconnection of millions of computing devices via the Internet, equipped with sensors that directly receive and transfer data without human involvement. As the IoT grows to encompass more cars, kitchen appliances, thermostats, door locks, voice-activated assistants, and even hospital infusion pumps and heart monitors, it provides malevolent actors plentiful opportunities for hacking into systems and wreaking havoc.58

A great danger is that because private sector companies compete furiously to get their products to market cheaply and quickly, software engineers routinely fail to incorporate security into their designs. Release of new products takes priority over implementing security features, and since competitors’ security is just as lax, properly securing these consumer products, which would lead to delays of months, would be a serious competitive disadvantage. What has resulted is a kind of race to the bottom: according to one estimate, 70 percent of all IoT devices have flaws such as unsecured software and unencrypted communication systems.59 Thus far, companies are usually not held legally responsible for hacks that break through lax security in consumer devices. What’s more, the companies themselves have little incentive to secure or encrypt these data sources, because easy access affords them a wealth of information about users. Openness and accessibility are valuable; for those who want to sell to us, having information on what millions of people do is very lucrative. But profiles of our behavior also offer extremely valuable intelligence for those who want to attack us.

Consumers have little to no control over what information is gathered through these devices because they do not own the software that runs them, or have control over that software. The Internet of Things is changing the nature of buying and owning items. According to law professor Joshua Fairfield, a fundamental shift in property rights is underway and we’re entering an era of digital serfdom, loosely resembling feudalism. Whereas serfs did not own their own land, homes, or even farm tools, we generally own the hardware of our smart devices, but the companies who produce them own the software and the information about us they gather. With some smart products, even the hardware is not owned outright, but rather rented. John Deere, for example, has told farmers that they don’t really own the tractors they purchase from the company because they are licensing the software that runs them. Farmers cannot fix the vehicles themselves or take them to independent repair shops.60

Worse, data are collected on individuals without their knowledge, and their private information can then be sold or shared so others can exploit it. A Roomba vacuum cleaner connected via Wi-Fi to the Internet and with the (often naively given) approval of the owner can share usage and other data with the manufacturer iRobot about home layout and navigation data with third parties via the iRobot HOME app.61 The WeVibe app, which was a smartphone-controlled erotic massage device, was actively collecting and sharing data with the manufacturer, Standard Innovation, about how often, when, and with what settings its owners used it. In 2017, the manufacturer of the “spying vibrator” settled a lawsuit for $3.7 million, and also agreed to cease collecting personal information from device users.62 The examples are legion.

Because IoT devices are connected to the Internet, they can also be hacked, and intrusions are already widespread. Would you leave your front door wide open? In August 2017, hundreds of Internet-connected locks became inoperable because of a faulty software update by LockState.63 It left hundreds of owners unable to lock or unlock their homes for a week. Hackers have moved from taking remote control of your PC to taking control of your smart TV or your city’s CCTV cameras instead. They have hacked cars (repeated attacks on Jeep Cherokees in 2015 and 2016), power plants (malware took down Ukraine’s power plants in 2016), smart bulbs (researchers showed they could hack thousands of Philips Hue smart bulbs in 2017), and voting machines (a Princeton professor hacked into one in seven minutes).64 Relatively inexpensive IoT hacking tools are widely and cheaply available to non-state actors. Why bother planting an explosive device under a car if you can hack into a vehicle’s navigation system and make it accelerate into a wall or off a bridge?65 No need for assassination if hackers can deliver a fatal dose of insulin through the unencrypted radio communication system of the insulin pump.66 No need to take physical hostages; just tamper with a hospital’s computer-connected infusion pump to overdose a patient—then threaten to do the same to others.

According to American cryptographer and computer security expert Bruce Schneier, IoT devices are more vulnerable than your laptop or your phone, for a number of reasons. The first is that huge corporations like Apple, Samsung, and Microsoft can afford to hire large teams of engineers devoted to security, while the smaller companies that are making smart locks and thermostats, for example, cannot. Second, whereas people replace their smartphones and laptops every few years, that is not the case for smart refrigerators, pacemakers, or cars, which they will keep for five or ten years or more. Nefarious actors have much more time to discover their vulnerabilities and, because the software is rarely updated, those vulnerabilities persist year after year, just waiting to be exploited.67 To make matters worse, a vulnerability in one Internet-enabled device, like your home router, can be used as a launching pad for attacks against a range of other connected devices you might own.68 One small flaw and your whole computer-assisted life can be hijacked.

Much attention has been paid to the threat of espionage and cyberattacks by states, and in February 2016, US Director of National Intelligence James Clapper warned that the Internet of Things will further empower state-sponsored espionage, enabling better monitoring, tracking, and targeting of individuals. The threat of attacks by non-state actors is also high. For terrorists, a key question now, as always, is which avenues of attack are most easily available? Enormous collections of data are enticing targets, at scales of magnitude that non-state malicious actors could never dream of amassing themselves. States and corporations are focused on the potential fruits of big data rather than on the criminals and terrorists who can hack into it.

By connecting everything from home defense systems to medical devices to utility companies to hydroelectric dams to the Internet, we have made a new means of attack highly accessible. Absent better security measures, well-established processes of the diffusion of lethal empowerment will kick in. In the mid-twentieth century, airline hijackings evolved from airplane flight diversions to Cuba to the downing of airliners with hundreds of innocent people aboard. Exploiting the Internet of Things to hold people hostage or attack them will spawn increasingly violent copycat attacks.69 Putting better defensive measures in place is essential.

Autonomous Swarms

Autonomous capabilities allow devices to coordinate their movements and move in formations, like flocks of birds or schools of fish. This is called cooperative autonomy, or swarming.70 The militaries of major states have for some years been developing swarming systems for deployment on land, in the sea, or in the air. Swarming may disrupt the power of major states because it is a way for weaker actors to offset a stronger power’s advantages in weapons platforms like aircraft carriers or advanced fighter jets—high-value assets that would be costly and time-consuming to replace. It also compensates for small numbers: it enables weaker powers or groups to enlarge their footprint by giving a single human being control over hundreds of armed drones.

A strategy of swarming is akin to that of the thirteenth-century Mongols, who overwhelmed the better-armed European fighting forces by using decentralized, highly mobile horsemen firing arrows long distances, pretending to retreat so as to entice their opponents to break formation and then engulfing them in a swarm of riders—as bees, ants, or locusts do.71 Since the 1980s, the Iranian Revolutionary Guard Corps (IRGC) has been mounting machine guns on Swedish Boghammer speedboats and using them to swarm US warships in the Persian Gulf. In 2017, for example, the destroyer USS Mahan fired warning shots and changed course when a group of small armed Iranian speedboats converged on it, testing its response. It’s not that there are no defenses for swarming: the US Navy has close-in weapons systems like the Phalanx, and powerful guns like the M61 Vulcan cannon that can easily destroy any individual speedboat.72 The danger lies either in overreacting to them, setting off a war, or being potentially overwhelmed by scores of them.73 And with increasingly cheap, autonomous vehicles, weaker actors no longer need large numbers of willing human beings to pull that off.

Autonomous technology is advancing so quickly that a single operator can give a simple command, like “destroy this object,” and a drone swarm, acting as an intelligent collective, gathering environmental information from its sensors and processing it in real time, can autonomously carry out the task. It’s a form of command similar to calling a play in sports, where a coach gives the order from the sidelines but the players must together work out how to execute—except there is not necessarily a team captain or quarterback on the field.74

Drones can either be under the control of a human being or operate autonomously. To understand how swarming works and what swarms will be able to do in the future, we must first identify which type of coordination or autonomy is in play. Paul Scharre, who helped draft the US Department of Defense’s first autonomy policy in 2011, has laid out four models of command-and-control for drones: 1) a human operator controls a drone swarm (centralized coordination); 2) a human operator controls a few “squad level” machines, which tell others in the swarm what to do (hierarchical coordination); 3) the members of the swarm interact instantaneously by voting or converging on a solution on its own (coordination by consensus); or 4) the swarm acts as a single autonomous unit where individual elements react to one another, as fish, bees, and herding animals do (emergent coordination).75 The third and fourth types of swarming are more robust and resistant to countermeasures—mainly because there’s no human operator to target or cut off. It’s like the difference between a remote-controlled vehicle and an autonomous vehicle.

In numerous tests, swarms of small aerial craft have already operated as autonomous systems. A human being launches the drones and gives the group a general instruction, such as “wait” or “attack,” then presses the start button, and the swarm independently chooses how to carry it out.76 Because no one unit is acting as the “brain” of the swarm, it can be very hard to stop. If a defensive missile is shot into the middle of a swarm, for example, a few individual drones might be hit and the swarm might even temporarily disperse; but, as with swatting a few bees that are heading at you in an angry swarm, the remaining collective could just quickly regroup and attack the target again, in a different way or from a new direction.

While competing militaries are keen on deploying swarms, they will also be of great appeal to non-state actors. Swarming can employ commercial off-the-shelf capabilities that are well suited to spread to non-state actors, especially as the technology matures and they have access to human-directed swarms. In fact, one of the largest static formations of drones flown in a swarm thus far was launched by Intel, a 500-drone lightshow staged in 2016, all controlled by a single pilot using a laptop. Located above Krailling, Germany, the demonstration used Intel’s Shooting Star drones, a type of UAV equipped with LED lights. At the close of the Global Fortune Forum in Guangzhou, on 7 December 2017, the Intel display was bested by an 1,180-drone light swarm flying in formations shaped like a map of China, a ship, and a kapok tree flower.77 Intel then produced yet another light show, over its Folsom, California, facility, with 2,018 drones.78 By the time this book is published, someone else will have upped the ante.

As of yet, military innovation is well ahead of adoption by other actors. Indeed, in airspace as well as aerospace, an arms race in flying military swarms is well underway. The United States took the lead with the Pentagon’s Strategic Capabilities Office (SCO—pronounced “Skoh”) driving development. SCO was the brainchild of former secretary of defense Ashton Carter, who also drove the establishment of the Defense Innovation Advisory Board, chaired by former Google CEO Eric Schmidt, based in Silicon Valley and with the purpose of building stronger ties between the Defense Department and the tech companies. Launched in 2012, SCO was run by William Roper, a thirty-something-year-old physicist with a reputation as a whiz kid for finding solutions to urgent technological problems. According to Roper, the office had only six full-time employees and about twenty contractors.79 It operated in the same building that houses DARPA, but DARPA and SCO had different missions. While DARPA focused on new, high-end technology, SCO used creativity and engineering to utilize existing technology in new ways for more immediate needs, often drawing from commercial sources.80

The centerpiece of SCO’s swarming work was a little snub-nosed autonomous drone about the size of a human hand, named Perdix, after a bird found in Greek mythology, which was designed to operate in large groups. Created by MIT’s Lincoln Labs, Perdix was first tested by SCO in about 2014.81 These cheap, fat little one-pound, four-winged biplanes were made of carbon fiber and manufactured using 3D printing. They look a bit like flying potatoes. A lithium polymer battery drove an inch-wide propeller at the rear of the plane.82 Perdix drones have been shown to be capable of making decisions independently. They can be launched from the ground, with a slingshot, or by just throwing them. For swarming exercises, they were released from several fighter planes, such as F/A-18 Super Hornets, which took off with them mounted on hardpoints on both wings, then released them along a flight line. Talking to each other via radio, the Perdix drones formed up at a preselected place and set out on their mission—something like “patrol this area,” for example. How they did it was up to them. In tests, they have shown themselves capable of collective decision-making, flying in adaptable formations, and correcting themselves when things go wrong, all by employing sensors and processing, without the direct involvement of a human being.

In total, the Pentagon is spending $3 billion a year on autonomous systems. Another major player is the US Navy, which is building swarming drones in their Low-Cost UAV Swarming Technology (LOCUST) program, unveiled in 2015. These small UAVs can be launched from ships, vehicles, or aircraft. For several years, the Navy has been testing the concept of using its own swarm of small boats to protect high-value ships against individual terrorist threats, like al-Qaeda’s October 2000 attack on the USS Cole when it was docked in Yemen. They envision sending swarms of unmanned boats out to meet enemy swarms, like the IRGC speedboats in the Persian Gulf.83 A key unresolved question in these scenarios is whether the unmanned armed boats would actually fire at and kill IRGC members, without any human direction—an escalation scenario that might spark an old-fashioned human-against-human war. In the United States, as in most advanced countries, military doctrine for autonomous swarming ranges from embryonic to nonexistent.

Other states have rapidly caught up. The China Electronics Technology Group Corporation (CETC), a state-owned enterprise, has exhibited aerial swarms of autonomous micro drones. In an undated video published in 2016, CETC used long, plastic fixed-wing UAVs that resemble classic model airplanes. Unlike the American Perdix, the 119 CETC drones were launched with a rubber band–style catapult from the ground—so no fighter jets required. China’s micro craft demonstrated autonomous group control, sensing and avoiding collisions, coordinating their activities like a flock of birds. According to the narrator on the video, their purpose is to enhance intelligence, surveillance, and reconnaissance (ISR) capabilities, aid in targeting, provide even coverage over wide areas, and overwhelm defenses with their numbers.84 Xinhua news agency quoted one CETC engineer claiming that China’s UAV swarms would become a “disruptive force” that would “change the rules of the game.”

Other states are following suit. In 2018, South Korea announced that it would have the capability to deploy a swarm of weaponized drones against an attack by North Korea.85 Israel has also developed advanced capability. And in May 2018, China increased the number in their swarm to 200. State-to-state competition in swarming drones is heated.

Thus far deployment of these systems is hampered by logistics of battery power and the underdeveloped sophistication of the algorithms that drive their autonomy, as well as the lack of military doctrines for using them. But all of these factors are evolving quickly. For example, Boeing patented a new drone, “Vehicle Base Station,” in 2016. When a drone runs out of battery power it returns to an inconspicuously placed base station, which physically replaces its batteries. 86 As deployment increases, it is conceivable that in the future, given individual drones’ simplicity and affordability, swarming technology will become available to non-state actors.

Small drones launched by rogue actors, whether individually or in swarms, would play a disruptive role regarding cover and concealment in military operations. Soldiers who do not know the terrain would find it more difficult to seek sanctuary, and insurgent drone operators would benefit from the ability to operate systems while being effectively invisible. The physical vulnerabilities of major systems might also be targeted—as the Houthis apparently did in Yemen in March 2017, using seven low-cost Iranian-made small drones in kamikaze attacks to disable a United Arab Emirates–owned US Pac-3 Patriot missile system.87

UAVs may even the odds by providing a “poor man’s air force.” A range of UAVs will have the ability to provide a loitering presence overhead in situations where aircraft cannot fly. The cheapness of these platforms will mean that they can be sent out in tag teams, to replace one another when the batteries run down. With advances in concentrated battery power, especially solar-renewed batteries, insurgents may soon no longer even need a tag team to hover in the air. When they cannot gain air supremacy, insurgents might seek to disrupt air operations by sending aloft groups of small, cheap UAVs to be sucked into jet engines like birds. Their effects could be just as deadly as highly advanced precision missiles. Groups of autonomous drones might be programmed to hit the back of a tank or to fly into a helicopter rotor, for example. Swarms could also conceivably attack larger weapons systems, like fighter jets (or commercial airliners) by overwhelming them with numbers.88

Small Autonomous Killer Robots

Rogue non-state actors could also level the playing field by using aerial UAVs that are very small, driven by sensors, powered by fully autonomous artificial intelligence, and armed with an explosively formed penetrator (a small explosive that can drive a small piece of metal through a solid surface—such as a person’s skull). This dystopian idea was introduced right before the 2017 UN meeting on autonomy. But the possibility that attack squads of so-called slaughter bots could be deployed by rogue non-state actors in the future is both technologically feasible and consistent with classic patterns of diffusion.

In early December 2017, Stuart Russell, a professor at UC Berkeley and long-standing British expert on AI, posted a seven-minute film, which immediately went viral, that vividly demonstrated how easy it would be for anyone to target individuals with an army of these tiny killers. The film depicts thousands of cheap autonomous microdrones chasing after thousands of innocent victims who cannot hide or protect themselves from the drones, which land on their heads and shoot a shaped charge into their skulls. It is a horrifying glimpse into a possible future, presented by the Campaign to Stop Killer Robots, released in advance of the 2017 UN meeting to prompt discussion of their risks.

As sensationalized as the film is, the technology depicted is within reach of a range of malicious actors. There are vast amounts of biodata being collected, especially facial recognition technology that terrorists could access. The small UAVs in the film would not be difficult to acquire or arm, though gaining access to shaped charges would stretch the capabilities of many current groups. Still, a range of actors from Aum Shinrikyo to Hamas to ISIS has already demonstrated the ability to deliver lethal explosives or substances via drone, and increasingly capable, autonomous UAVs are becoming easy for anyone to acquire. The industrial scale of coordinated, global, mass killing that the film presents is unrealistic;89 but regarding smaller operations, terrorists and insurgents already have access to the technology required to deploy such tiny autonomous robotic killers.

Lethal empowerment theory indicates that these systems, if they are built, will easily diffuse. According to computer scientist Nicholas Weaver at the International Computer Science Institute in Berkeley, these systems would be easy to scale up and mass produce. In late 2017, he wrote, “Some back-of-the-envelope design suggests that I could build the computer necessary to run a slaughterbot, including all the inertial sensors and communications, with two outrider cellphone cameras—in a package the size of a sugar cube. Give me a $10 million budget and I could produce slaughterbots with a manufacturing cost of roughly $200 per unit (if I’m producing enough of them). After all, the base airframes and camera without the computer cost about $45. Further amplifying the concern is that everything involved—from the silicon chips to the machines needed to crank out tens of thousands of these little nightmares—are available off-the-shelf.”90

The tiny robots already developed purportedly have reaction times up to 100 times the speed at which a human could react. State armies are developing physical countermeasures that may protect them from this type of swarm, but it’s civilians who would be most vulnerable to attacks by them.

Tailored for Terrorism

Autonomous weapons will appeal to those perpetrating political violence not only because of their tactical advantages but due to their psychological effects.91 Just as with dynamite in the 1870s, the impact of robotically conducted terrorist attacks would likely far exceed the actual devastation inflicted. After attacks have been successfully carried out, individuals may be terrified by the mere sound of small aerial drones, not knowing whether they are friend or foe, operated by police or terrorists. There is no system in place yet to distinguish them, and figuring out how law enforcement and military services can defend against such attacks will be complicated.

Some analysts emphasize the enormous advantages of states in mounting defenses. Greg Allen and Taniel Chan argue that artificial intelligence, machine learning, and sensors could make surveillance so effective that terrorists and insurgents would be unable to plan and execute operations without being discovered. Nation-state intelligence organizations armed with the latest technological tools would be able to detect and track their activity in real time. They write:


Imagine, for instance, if the United States could have placed low-cost digital cameras with facial recognition and the robotic equivalent of a bomb-sniffing dog’s nose every 200 yards on every road in Iraq during the height of US operations. If robotics and data processing continue their current exponential price declines and capability growth, this sort of AI-enhanced threat detection system might be possible. If it did exist, guerrilla warfare and insurgency as we know it today might be impossible.92



This is a thought-provoking scenario, and it’s conceivable that it could unfold in territories that the United States or other major powers occupy militarily. That degree of surveillance might also be possible for authoritarian states such as Russia or China, which will likely not hesitate to use these tools domestically to protect the power of their regimes and tamp down domestic unrest. But within democratic states, legal frameworks supporting individual rights will prohibit such ubiquitous monitoring.

At the same time, the technological advantage of states is also being eroded. Obviously the nation-state will always have greater financial resources and manpower than individuals do, and the major powers are pouring vast resources into developing AI and associated technologies. In July 2017, China published the New Generation Artificial Intelligence Development Plan, which laid out a systematic plan to lead the world in Artificial Intelligence by 2030.93 It also dramatically increased funding for new AI research. The United States is fighting to maintain its lead in these technologies. It increased Department of Defense research funding in artificial intelligence by about $200 million between 2016 and 2017, introduced congressional legislation to speed the development of autonomous vehicles, and blocked efforts to buy key American technology firms like chip-producer Qualcomm.94 But costs are falling, and rogue actors may also be able to acquire hacked or pirated AI software that has been developed at great expense by states or corporations. The relative advantage is shrinking. Malevolent hackers, insurgents, and terrorists may become as capable of tracking soldiers or law enforcement officers as those state actors are of tracking them.95

Automation may fuel disruption in another way. Robots and computer-assisted automation are being rapidly adopted by companies, and they are widening the chasm between those who benefit from technological advances and those who suffer the economic consequences of resulting job loss. Economists Daron Acemoglu, of MIT, and Pasual Restrepo, of Boston University, examined the effects of the increase in industrial robot usage on the US labor market between 1990 and 2007. Their 2017 National Bureau of Economic Research study was the first to actually quantify the impact of robots, uncovering large and robust negative impacts on both employment and wages. They were also able to distinguish the effects of robots from other factors that politicians and pundits blame, such as imports from China or Mexico, and offshoring of US jobs to other countries.96 Politicians and economists have argued about the positive and negative implications of increased automation, and now the evidence is becoming clear.

What some call the “robot apocalypse” is displacing human workers in large numbers and placing a strain on labor markets throughout the world. One effect is further widening economic inequality that has grown over the past several decades. According to the Organization for Economic Cooperation and Development (OECD), whose thirty-five member-states are all market-oriented, democratic, and prosperous, the gap between rich and poor is at its highest level in thirty years. In 2015, the richest 10 percent of OECD citizens had almost ten times the income of the poorest 10 percent.97 Regarding job loss, one study by the Oxford Martin School concludes that over the next twenty years, about 47 percent of total US employment is at risk from computerization, and that the rate at which jobs are being destroyed by technological change exceeds any previous global economic adjustment.98 This displacement is likely to accelerate in the next major recession, when companies will be pressured to replace the costs of human workers.99 Meanwhile, workers in many fields and industries are not retraining or adapting nearly fast enough, and few corporations or governments are helping them adjust.

Modern terrorism took off during the late nineteenth century’s Gilded Age, during which workers suffered from a rapid shift to mass production. In their anger over job losses, brutal working conditions, and a dramatic rise of income inequality, some of them embraced dynamite as their ideal means to protest. Those left behind in today’s rapid shift to digital automation likewise have mounting political and economic grievances. Lethal empowerment theory predicts that the accessibility and potentially devastating power of the emerging cluster of technologies may induce some of them to lash out violently.

The history of innovation and diffusion of technology by terrorists indicates that we are foolishly overlooking the full implications of autonomy and artificial intelligence, not just for states but also for non-state actors. On their current trajectories of development, states and private corporations are providing technologies of unprecedented power to rogue actors. We must temper our techno-optimism with a better understanding of how, especially when offered new technological means, human beings often respond violently to disorienting change. The lessons of the past must be applied to sharper analysis of tomorrow’s risks.


CONCLUSION Strategy for Democracies in an Age of Lethal Empowerment

THE CAPABILITIES IN mobilization, reach, and command and control that emerging technologies hand to individuals and small groups have already significantly undermined the power of democratic states and changed the character of war. The even more powerful capabilities that are likely to become accessible in the future may be as destabilizing to world order as both dynamite and the AK-47 were, perhaps more so.

The trajectory of today’s open innovation revolution is being shaped not just by industry titans like Jeff Bezos, Bill Gates, and Jack Ma, and visionary military leaders such as former US defense secretary Ashton Carter, but also by edgy experimenters like Cody Wilson with his 3D-printed Liberator gun, Alex Jones with his social media megaphone, and Frank Wang with his ubiquitous DJI quadcopter. Tomorrow’s technological breakthrough could emerge from a prosumer or hobbyist, working in a garage or backyard. We should keep in mind that the radio and the airplane were both invented in that way, and both dramatically changed the nature of military conflict.

The degree to which military innovation took the lead over private innovation in developing lethal technologies during the twentieth century may have been anomalous. There was no clear dividing line between professional and amateur scientific communities in the late 1800s, and that is becoming true again today.

In order to begin more effectively combating the use of new technologies for disruptive violence, we must consider a number of core insights from our analysis of the history and current adoption of potentially lethal disruptive technologies by non-state actors.

Powerful Economic Incentives for Diffusion

It is vital to recognize just how powerful the market forces driving the development and diffusion of emerging technologies are. As was the case with dynamite, the positive social advances these technologies have already delivered, and those they promise for the future, are extraordinary. The demand for them, combined with the enormous profits to be made by commercializing new and emerging technologies for the widest possible adoption, are extremely strong headwinds. The lessons from the diffusion of dynamite could not be more pertinent.

Despite Alfred Nobel’s vigorous efforts to obtain control over the manufacture of dynamite through constant patent battles and the formation of his trust, he had to yield to the reality that demand was so strong that other producers would continue to crop up and would apply downward pressure on pricing. His best business option was to expand his own production as rapidly as possible.

Economic imperatives also drove the genie out of the bottle of diffusion of the AK-47. Of course, anti-capitalist ideology played a role. If the Soviets had respected the international patent process, they might have retained control over the production of the original model. But even so, because the gun was so simple in design and cheap to manufacture, they would almost surely have been no more capable of preventing copycat production than Nobel was.

In both of these historical cases of diffusion and in the analysis of how today’s emerging innovations have already been harnessed by malicious actors, we have seen that, as Lethal Empowerment Theory predicts, new technologies will be rapidly adopted and then innovated with by violent non-state actors when they are:


•Accessible

•Cheap

•Simple to use

•Transportable

•Concealable

•Effective (i.e., providing leverage and more “bang for the buck”)

•“Multi-use” (i.e., beyond “dual use”; suitable for a wide range of contexts)

•Not cutting-edge—usually in the second or third wave of innovation

•Bought off the shelf (or otherwise easily acquired)

•Part of a cluster of other emerging technologies (which are combined to magnify overall effects)

•Symbolically resonant (which makes them more potent than just their tactical effectiveness)

•Given to unexpected uses



Market forces driving the current wave of innovation incentivize the creators of new technologies to endow them with many of these qualities. Consumers respond powerfully to fresh products that offer them exciting new capabilities, like home thermostats that can be adjusted remotely, and tractors that can monitor their own operation and communicate with the manufacturer to enhance their performance. They do so with particular alacrity when those products also offer ease of use, which is why creating increasingly simple interfaces and devices has for years been the gold standard at the forefront of commercial innovation. Competition to capture consumer dollars and ongoing product loyalty also puts powerful downward pressure on price. So does the high value of gathering consumers’ personal data, an unprecedented cash cow that easily offsets low prices for products sold. Hence, relatively cheap and extremely easy-to-use devices with extraordinary capabilities are reaching the broad global public with unprecedented speed.

Technological Optimism and a Boom in Tinkering

Hobbyists and would-be garage inventors are driving the provision of increasingly powerful component technologies, which they can use to make their own devices and can combine in novel ways. Groups of interactive technologies like small UAVs, 3D printers, smartphones, and simple CRISPR gene-editing tools facilitate creative experimentation. Not only are the components so readily available, but they operate on ready-made platforms that advanced scientists and engineers have already devised and delivered. Easy-to-follow instructions for their use and how they can be combined are a mouse click away. Some scientists argue that momentous changes in synthetic biology or autonomous robotics, for example, make it imperative to draw more people into amateur tinkering and experimenting.1 The maker movement, which celebrates hands-on creativity by hobbyists of all types, along with community labs like hackerspaces, where amateurs can access technology tools and share ideas, are thriving.

With few restrictions on the use of the new technologies in place, these basement and backyard tinkerers can produce both exciting innovations and destabilizing discoveries that rival innovations by professional private laboratories and government facilities—not because they are more advanced but because they diffuse more rapidly. When today’s tinkerers want to share or sell their products with virtually anyone, they do so more easily than ever before. The phenotype of this age of experimentation is Alfred Nobel, working alone and then amassing enormous personal wealth, not J. Robert Oppenheimer leading a team of scientists in the service of their country in a government facility at Los Alamos.

The technological enthusiasm and hobbyism of today is strikingly similar to that at the turn of the nineteenth century, and it has led to a comparable degree of willful blindness about the risks. In 1903, the manager of a big New York dynamite manufacturing company begged publicly in the New York Times for new laws to abide by: “It’s one of the easiest things in the world to buy dynamite enough in this city to blow up half of lower Broadway. . . . A total stranger could go into any powder company in this city and buy all the dynamite he had money to pay for, and not a question would be asked as to what use the explosive was to be put. . . . I have often talked to other powder men about selling explosives to every one willing to buy, whether he would be able to give a satisfactory account of himself or not. But the law is at fault, not the powder men. Give us a law which we all must obey, and we shall be only too willing to follow it.”2 Those who sell dangerous products sometimes appreciate their risks the most.

Even as horrifying dynamite-fueled violence took its toll, the energies of a range of inventors and experimenters never flagged, from professional scientists to prosumers, hobbyists, and ordinary consumers. Indeed, each gory attack only seemed to heighten their enthusiasm in an atmosphere of giddy techno-optimism and get-rich-quick financial breakthroughs. Individuals experimented with explosives in their basements, workshops, and sheds, the vast majority focusing on things like blowing up tree stumps or seeing if they could make it rain, not remotely interested in violence. But those who were, wreaked havoc.

Today we have a tendency to focus exclusively upon doctrines or motivations for terrorist attacks, assassinations, and other shocking violence, seeing radicalization or ideology or mental illness or injustice as the roots of the problem. But attackers must also have the means.

New Communications Technologies Are Powerful Incentives to Violence

Facebook has said it was blindsided by the use of its platform by Russian meddlers in the US 2016 elections. Study of the history of political violence shows that the harnessing of powerful new means of communication to the public by nefarious actors should be expected.

We’ve seen that dynamite and the AK-47 were seized on to launch waves of attacks not only due to their nature as accessible and powerful technologies, but also because of their symbolic power. That symbolic resonance was greatly heightened by the advent of new means of communicating about attacks. In both cases, drawing attention to attacks, developing a global reputation for effectiveness, and building a twisted heroic narrative were crucial to the spread of violence. For dynamiters, the means was sensationalist global newspaper coverage, and for the insurgents who took power with the AK-47, it was carefully crafted revolutionary propaganda delivered in vivid images on the nightly network news.

The attempt to undermine the democratic process today with “fake news” is deeply troubling, but other uses of the new communications platforms by malicious actors are equally problematic. Less attention has been paid to how ISIS harnessed social media for recruitment, and the extraordinary effectiveness with which it built a massive following must be much more seriously processed because others will be even better at it. The rash of live-streamed violence also deserves focused attention. Live-streaming video technology combined with first-person filmmaking, millions of automated bots to spread the word through a broad range of social media platforms, and the manipulative tools of the attention economy are adding incendiary motivation to carry out ever-more lurid and powerful attacks.

Arguing today that social media companies are not responsible for the content they facilitate is like absolving nineteenth century hyperbolic newspapers for their shoddy professional practices. Both enabled fake news, and both accelerated terrorism. The New York Times developed much higher standards; so must Facebook and Twitter.

Militaries Are Facing the Innovator’s Dilemma

The balance of military power among the United States, China, and Russia is a vital focus for all analysts seeking to anticipate future threats to the world order. The United States and its allies are facing serious sustaining threats. China’s assertiveness in the South China Sea, Russia’s intervention into the Syrian civil war, and the North Korean nuclear threat are all high-technology challenges they must attend to. They must not lose sight of these many threats or fail to plan for them and innovate to deter or meet them. But just as dominant companies can be blindsided by market disruptors, militaries can be blindsided by non-state actors.

Military planners tend to think of lethal use by private actors, even insurgents, as tactical nuisances against which they can readily defend. And that has proven largely true; superior lethal technology, force, and command capabilities marshaled by military forces have effectively countered many threats. ISIS’s use of armed quadcopters on the battlefield killed or wounded dozens of unfortunate Iraqis, but the primitive drones were soon neutralized or disabled. The online targeted recruitment of teenagers in East London, North Carolina, or Sydney worried law enforcement and military planners, but the comeback was the military defeat of ISIS in Iraq and Syria. Armed quadcopters may easily attack civilians or political officials in the future, but many analysts argue that defenses—from chicken wire to nets—can easily fend them off. Swarms of autonomous drones with facial recognition capability could target specific people, but terrorists would be unlikely to be able to use them in numbers large enough to threaten an army.3

Yet other strategists assert that the existing threat of commercial drones is significant, even for conventional armies. A March 2018 report from the US National Academy of Sciences concludes, “[C]onsumer [quadcopters] are easy to buy. Their performance is improving dramatically, their cost has dropped significantly, and there are millions of them around the world. [T]hey pose a significant and growing threat to US warfighting forces when used for nefarious means rather than as intended.”4 During his September 2017 reappointment hearing, US Chairman of the Joint Chiefs of Staff General Joseph F. Dunford, USMC, said that commercially available drones were “at the top of our list for current emerging threats in the current fight [in Iraq].”5 If dominant militaries struggle to defend against consumer drones, even those that don’t arrive in swarms, then civilians are far less likely to be protected from them.

Right now it is possible to walk into Best Buy or Verizon (or just go online) and purchase the technology necessary to recruit, arm, and field your own private army. That force won’t match the kinetic capabilities of the US Army or its partners and allies, but it doesn’t need to. Insurgents who are more patient, more committed, or more dedicated to a local cause or territory will always have an advantage over foreign forces whose goal is to get in, solve a problem, and get out. We’ve seen this with insurgencies from Algeria to Vietnam to the current resurgence of the Taliban in Afghanistan.

Truly disruptive technological innovations change the nature of the market by lowering the barriers to entry and ballooning the number of participants. Accessible lethal technologies give a much broader range of actors the power to start wars, and major powers are losing the capacity to end them.

Disruptive Private Armies and the ISIS Precedent

When ISIS first appeared, many terrorism experts thought it was just al-Qaeda rebranded with a black flag. They were caught off guard by the group’s recruitment of 40,000 followers from throughout the world and the scale of conventional operations it was capable of. They had not counted on ISIS capitalizing on second- and third-generation systems by jury-rigging them. The UAVs and other primitive robotics the group made use of were laughable compared to those used by the United States, United Kingdom, France, Israel, and other advanced states. But they enabled some highly effective operations. By the end of its fighting in Iraq, for example, ISIS was employing UAVs in small aerial formations to maintain local electronic networks so that other systems could operate despite efforts to jam them. The Islamic State’s territorial conquest was short-lived largely because the group offered the United States and its allies clear targets to attack conventionally—an example that future insurgent groups will learn from and avoid. Those with much more sophisticated, less anachronistic grievances will improve upon the ISIS model. Copycats may not endorse so-called jihadist terrorism but resurgent right-wing, left-wing, or ethno-nationalist causes—or even new ideologies that we have yet to anticipate—will follow.

The conditions are in place for mobilizing additional powerful non-state groups to act more effectively. We are already contending with a range of untraditional actors in so-called hybrid conflicts, as between Russia and Ukraine and with Syria and its many anti-Assad factions. China’s efforts to construct military and commercial outposts on artificial islands in disputed territory in the South China Sea, threatening free navigation and obstructing sea lines of communication, are another case in point. The potential for an armed clash, either directly between China and a neighboring state or indirectly through the use of Chinese proxies, like civilian fishing vessels or swarms of unmanned drone ships, are high.6

The wave of refugees and displaced people from the conflicts in Syria and Iraq—the greatest movement of humanity since the Second World War—is exacerbating anger and a sense of division and dissolution from the Middle East to Europe to the United States. There is increasing political fractionalization, from Iraqi Kurdistan, to East Turkestan, to Kashmir, to Tibet, to Eastern Ukraine, to countless independence or self-government movements that are gaining fresh impetus or traction. Crisis situations with long-term local roots are joined now by a global sense of disarray, combined with the new technological means to act on proliferating grievances.

Tomorrow’s battles will be defined not just by China, Russia, the United States, and other states with enormous budgets and impressive technological programs, but also by private armies exploiting the new technologies. Rather than attempting to win a war, the new goal of some groups is to keep clashes below the level of conventional war and achieve incremental gains in territory, economic resources, intellectual property, and political backing, using the media to build long-term support from sympathizers or project faits accomplis. New technologies are perfectly suited for a strategy of raids, meaning quick irregular skirmishes directed at distracting, confusing, or undermining a stronger enemy. Predominant twentieth-century military concepts like deterrence, coercion, and compellence are being sidestepped by clandestine attacks, incremental small actions (“salami-slicing”), theft of intellectual property, and the hacking of elections. The US Defense Science Board calls non-state actors’ capacity for persistent cyber attacks and intrusions “death by 1,000 hacks.”7 From cyberspace to Crimea, to Ukraine, to the South China, today’s most effective players are keeping their activity at a level where they gain the spoils of war without having to fight or be “coerced” at all. They are fighting a long-game war of attrition.

Asymmetrical warfare can be just as devastating over time as conventional state-to-state war, especially if it drives governments to neglect their long-term interests. Taking an indirect approach—in this case undermining powerful enemies before they become fully aware of it–is not a new idea. “To subdue the enemy without fighting is the acme of skill,” wrote Sun Zi in the late sixth century b.c. In the words of a 2011 Russian manual on psychological warfare: “The population doesn’t even feel it is being acted upon. So the state doesn’t switch on its self-defence mechanisms. . . . [I]nformation war is supple, you can never predict the angle or instruments of an attack.”8

These actors would not be able to defeat major state armies in direct competition on the battlefield, but they’re well aware they don’t need to. Newly diffused technologies offer them means to actively foment and exploit domestic and regional discord, dissatisfaction, and unrest and to pursue what well-known American strategist and former undersecretary of defense for policy Fred Iklé dubbed annihilation from within.9

Responding to the Threat

The most effective way to respond to the fast-moving changes of an open revolution is to align all the participants, including government, industry, and individual citizens, around incentives for developing protections.

The Profit Motive for Protections

Inventors and the companies that promote their innovations bear some responsibility for mitigating foreseeable risks and for educating policymakers about what they are. The argument that private companies are not responsible for policy doesn’t wash. Policy has always lagged behind innovation because innovators are the ones who understand the full potential and limitations of their creations. They have a duty to their fellow citizens to take responsibility for helping to identify and mitigate the risks.

Of course, that hasn’t proven a compelling argument to the companies thus far. A more effective approach to persuading them may be to stress the profit to be made from protecting the public from the risks—and the perils to their businesses from failing to do so. The broader public can be encouraged to take greater responsibility for convincing them, insisting that effective safety and privacy measures be integrated into our appliances, cars, and other consumer products.

Companies must be required to inform the public much better about the risk they are exposing themselves to in making a purchase. The development of technologies with which we can be spied on and targeted has raced ahead of our awareness of those capabilities. Just try to buy a new automobile that is not computer-networked to its producer, collecting an average of 25 gigabytes of data every hour you drive.10 Beginning in 2014, nearly 100 percent of new cars were tracking, recording, and wirelessly transmitting your driving habits and history to a cloud or a third-party vendor, many with dubious security protections. This included external-facing sensors to detect obstacles, but also internal sensors to study you. Some new, high-end cars, like Tesla’s Model 3, GM’s 2018 Cadillac CT6, and the Subaru 2019 Forester, have internal-facing cameras that monitor drivers for signs of distraction.11 How many members of the public are aware of these intrusions?

We must insist on better protection against the risks, knowing what data are being collected, who controls it, who owns it, and how well safeguarded it is. There will be no change until consumers demand, and become willing to pay for, products that protect their privacy, are harder to hack, and cannot be used for lethal purposes.

We must not hold back innovation, just refocus it on enhancing protections and reducing risk. There are practical solutions to many of the safety problems we have identified here, and especially over the long term, developing them—and paying for them—will be much cheaper than ignoring the threats. We must begin vigorously demanding safety.

Defensive measures against weaponized small drones, for example, are poorly developed and well behind where they should be technologically. Shooting nets at drones, jamming communications, employing lasers, or sending trained eagles to snatch small drones out of the air are all primitive answers to a problem that will get worse. Making geofencing around all sensitive sites standard government practice is long overdue. To capture market forces in the direction of safety, we could allow individuals to purchase anti-drone geofencing around their own homes, if they so wish.

Regulation Is Not Necessarily Strangulation

Elected representatives and government policymakers must face their responsibility to enact reasonable laws that reduce risks, encouraging innovation within frameworks that serve the public interest and protect national security. We have accepted regulation or strict industry guidelines for every other major technological innovation, from building codes to automobile standards to airline regulations to nuclear plants and well beyond. Such measures protect citizens, which is at the heart of what governments are meant to do. They make democracies stronger, more resilient, and more resistant to attacks.

In this respect, it is valuable to reflect on the different approaches taken by governments in Europe and in the United States to end the first wave of terrorism by dynamitings. In the United Kingdom, a regulatory system for dynamite’s sale and safe transport was instituted early on, which Alfred Nobel was able to adhere to in building his business there. In Europe broadly, once there was widespread awareness of the threat, governments passed regulations limiting access to explosives and also developed better international police cooperation, notably with the establishment of Interpol. This seemed to tamp down the numbers of attacks, though the arrival of a greater cataclysm, the First World War, also played a vital role.

In the United States, with its sparse, complicated patchwork of state and local regulation, federal government focus fell sharply on perpetrators, with vigorous anti-immigration laws passed even when the majority of dynamiters were Americans associated with the labor movement. These laws had little impact upon the rate of attacks. The railroad industry stepped forward to regulate dynamite’s transportation across state lines but otherwise the explosive remained easy to acquire.

Compared to Europe, US bombings built to a crescendo much later into the twentieth century, ending with Roosevelt’s New Deal and the 1935 passage of the National Labor Relations Act. Industry self-regulation and addressing the causes of popular unrest played an important role in ending dynamite violence in the United States, where legitimate political activity gradually supplanted bombings.

Today European lawmakers have been legislating a patchwork of data and privacy regulations concerning how personal information may be collected and used, while in the United States industry self-regulation by the companies is still favored.12 Thus far, the Silicon Valley giants such as Amazon, Google, Twitter, and Facebook have fallen far short of providing the protections needed. They must recognize that they have powerful incentives to do much better. On 19 July 2018, after the Cambridge Analytica data-privacy scandal and the implementation of privacy regulations in Europe (the General Data Protect Regulation or GDPR), Facebook lost $120 billion in market value in one day, the largest ever one-day loss in value for a US traded company.13 Young users fled from Facebook to YouTube, Snapchat, and Instagram (which Facebook owns); but all of these platforms are vulnerable to future debacles and business instability.14 In March 2019, Facebook owner Mark Zuckerberg tried to get ahead of the curve by proposing regulations in the Washington Post that would effectively squeeze out upstart competition and eliminate the platform’s responsibility to police itself.15 Admitting the problem was a step in the right direction; but the only way to build smarter, fairer oversight is for lawmakers and the public to seriously educate themselves about the risks and demand better solutions.

Policymakers bear responsibility for learning more about new technologies and analyzing their implications proactively. Our politicians are largely ignorant about the risks and opportunities inherent in everything from bioprinters to UAVs to the Internet of Things to autonomy to artificial intelligence—and this prevents them from protecting ordinary citizens from attacks on life and property. In democracies, elected representatives, judges, prime ministers, and presidents are all answerable for safeguarding the public interest, and they have a lot of catching up to do.

Building Stronger National Security

In the United States, the 11 September attacks led to vigorous efforts to increase homeland security, through enhanced airline security, better intelligence, more cooperation with allies, and a vast increase in institutional capacity for counterterrorism. Similar measures were put in place in hundreds of allied and partner countries throughout the world. As a result, the capacity for traditional counterterrorism methods such as intelligence sharing, direct action, and engaging local partners in conflicts from Mali to Yemen to Pakistan greatly increased. But there is a huge hole in that big, global protection network. The attack surface for our domestic vulnerability has vastly increased at the same time that new actors have potent new means to attack it.

We have worried about terrorists targeting infrastructure in cyber attacks, and that threat remains. But it is joined now by the threat of weaponizing aerial drones, targeting individuals through widely available facial recognition software, or hacking vulnerable Internet-connected devices like cars, medical equipment, and individual homes through the Internet of Things. The answer to these security challenges is not necessarily more traditional security. Just as important is to shrink the big, juicy targets we’ve made available. Countries, such as Sweden, Finland, Norway, and the Baltic states on the periphery of Russia, are well accustomed to defending themselves against cyberattacks, loss of cell service, jamming of GPS signals, or a flood of polarizing disinformation and propaganda designed to inflame ethnic tensions. They are decades ahead of the United States and other democratic states in reducing their vulnerabilities by increasing civic education and public resilience. Finland has a robust educational program in online literacy, for example, and Latvia is developing a similar approach.16 In 1957, Russia’s launching of Sputnik sparked a comprehensive societal response to the challenge in the United States. Today’s threat is even more urgent.

One thing about the current open revolution is sure: the integration of new technologies into unexpected combinations will surprise us. The degree of systems integration and command-and-control that emerging technologies are providing has never before been within reach of individual actors or small groups. Swarming, self-driving truck bombs, and robots are just the beginning. We must also be mindful of the scale and breadth of vulnerability we have built into our societies. The Internet of Things provides an avenue of access into millions of Internet-connected devices and appliances. With artificial intelligence, single individuals will have a shot at building armies without needing to collect large numbers of human beings. Semi-autonomous and autonomous weapons systems will enable small forces to hold their own against vastly superior forces. On our current trajectory, without both better defensive measures and greater regulation of risk, the result will be wars of attrition that democracies cannot win.

The United States and its allies have repeatedly found themselves unprepared for new threats but then responded with extraordinary unity, vigor, and ingenuity. The United States most glaringly lagged in countering the buildup of Nazi power and recognizing the threat from Imperial Japan, but after Pearl Harbor the pace of response was astonishing. We failed again in the 1990s to really step up to the threat from al-Qaeda until the 9/11 attacks, but thereafter instituted extensive security measures that have thwarted a host of attempted follow-ups. We have the innovative, economic, and strategic capacity to devise and deploy protections to meet the current and future challenges. But if we are to do so, we must harness our unparalleled capabilities now, with all the talent, energy, and drive we have shown we can muster. We must not wait for another unanticipated attack to shock us into action.
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APPENDIX B Methodology

Power to the People Political Violence Innovation Database (P2P-PVID)

The Power to the People Terrorist Innovation Database (P2P-PVID) has been compiled by Audrey Kurth Cronin and a team of graduate research assistants from George Mason University and American University for the purpose of analyzing how non-state groups and individuals over time have been empowered by “new” accessible innovative technologies, including dynamite, Kalashnikov assault rifles, drones, and social media to organize, plan, and execute political violence. This methodology appendix describes the P2P-PVID collection and coding rules including definitions and inclusion criteria, primary and secondary data sources, data collection process, as well as description of variables and possible values.

The P2P-PVID currently consists of three data sets looking at:


1)The manufacture, adoption, and use of dynamite for political violence during the “First Wave” of Modern Terrorism (1867 to 1934);

2)The manufacture, dissemination, and use of AK-47 and Kalashnikov variants for political violence (1947 to present);

3)The manufacture, dissemination, and use of drones and other autonomous systems for political violence.



All data will be made available at audreykurthcronin.com, as soon as feasible following the publication of the book. A description of the methodology for collecting and coding information for each data set follows.

Data Set on Manufacture, Adoption, and Use of Dynamite for Political Violence from 1867 to 1934 (P2P-Dynamite-PVID)

The P2P-Dynamite-PVID consists of five separate data subsets covering the period 1867 (the year dynamite was first patented by Alfred Nobel) through 1934 (a year when anarchist acts became blurred with the rise of fascism and the prelude to the Spanish Civil War). The first data subset consists of “anarchist bombing incidents” (defined below) that occurred throughout the world during the “First Wave” of modern terrorism. The second data subset contains the locations and founding dates of factories that manufactured dynamite and other high explosives during this period. The third data subset includes historical data on dynamite pricing in the United States and Europe. The fourth data subset contains the name, location, and circulation information for anarchist newspapers and other anarchist periodicals published and distributed during this time. The fifth data subset then reviews the dates and countries where anti-terrorist and explosive control laws were enacted.

Anarchist Bombing Incident Data Set (1867–1934)

For the purposes of this research project, the term “anarchist” is broadly defined to include those individuals and groups that rebel against authority and government, and often use violent means (propaganda of the deed) to try to overthrow the existing order. Under this broad rubric, anarchists include self-identified individuals, as well as Irish nationalists, nihilists, insurgents, revolutionaries, insurrectionists, and social/political agitators who used violence in an attempt to implement political and social change during the late nineteenth and early twentieth centuries.

An “anarchist bombing incident” is an event, as identified in a primary or secondary source, where an anarchist (as defined above) commits an explosive act (e.g., attack with a bomb) or engages in an activity with explosives that is thwarted or otherwise fails. Included in this latter category are bombs that were discovered but fail to explode, bombing plots that were discovered before they were implemented, and anarchists who accidently blew themselves up. Non-anarchist bombings, such as those associated with purely criminal activities or domestic disputes, thus not politically motivated, are not included. In a few cases, “bombings” originally attributed to anarchists were later found to be accidents (e.g., natural gas or munitions explosions), and removed from the data set.

Digitized historical newspaper articles were the primary source of anarchist bombing incident data. Primary newspaper sources included historic editions of the New York Times and Times of London, and over eighty additional English-language newspapers from the United States, Great Britain, Australia, and Ireland. In addition, many incidents were identified from French-, Spanish-, Italian-, Portuguese-, and Russian-language primary newspaper sources. We made every possible effort to be comprehensive; however, available newspaper databases in other languages varied in their scope and quality. Parliamentary documents, especially from the annual report of Her Majesty’s Inspectors of Explosives, provide details on incidents primarily in the United Kingdom and Ireland, but also some foreign “outrages” in other countries. Secondary sources of incident data included scholarly books and articles by noted anarchist historians including Paul Avrich, Barbara Gage, Anna Geifman, Richard Bach Jensen; and Irish nationalist historians Joseph McKenna and Niall Whelehan. Additional Italian anarchist bombings incidents were also provided via a French-language anarchist database “Chronologie de l’anarchisme et des mouvements et activités utopiques et libertaires italiens.” Where possible, secondary source data were verified using primary source historic newspaper articles.

Digitized primary and secondary sources were searched for bombing incidents using Boolean terms including “Terrorist AND Dynamite,” “Terrorist AND Bomb,” “Anarchist AND Dynamite,” “Anarchist AND Bomb,” and “Anarchist AND Explosion.” As of 1 September 2018 a total of 1,291 unique anarchist bombing incidents were identified and recorded in an Excel spreadsheet. Variables collected for all incidents included incident date, incident location (city and country), target type, perpetrator/group name, explosive used (if known), and the number of casualties including both wounded and killed. In all incidents, the reference source was recorded and an image of the reference was stored for future review. In cases where four or more casualties occurred, two or more source articles were collected and reviewed confirming the incident’s authenticity and casualty values. In some cases, news reports varied in the actual number of casualties, so we reported a range of casualties for both wounded and killed. All incidents were then geocoded using latitude and longitude so that they could be plotted and analyzed for geographic patterns in relation to the locations of explosive factories and anarchist publication offices.

Dynamite/High Explosive Factory Data Set (1867–1934)

Following the invention of dynamite in 1867, Alfred Nobel quickly secured patents in Sweden, France, Great Britain, and the United States, and established dynamite factories in twelve European countries including Norway, Sweden, Finland, France, Great Britain, Austria-Hungary, Germany, Poland, Switzerland, Italy, Spain, and Portugal. The locations of the European factories are documented on the Nobelprize.org website1 and in a biography of Alfred Nobel by Kenne Fant.2 Nobel also set up factories in the United States, and negotiated deals with American chemical manufacturers, most notably the E. I. du Pont de Nemours Company, to control the manufacturing and sale of dynamite in North America under what became known as the Powder Trust. The best record of US dynamite and high-explosive factory locations was The Report of the Chief Inspector of the Bureau of Safe Transportation of Explosives and Other Dangerous Materials published in February 1908.3 The report, published on the eve of the breakup of the Powder Trust, provides the factory name, ownership, location, and explosive products produced at every plant in the United States and Canada. Many of these locations are confirmed in a subsequent scholarly article on the breakup of the Powder Trust by William Stevens in the Quarterly Journal of Economics published in 1912. Additional explosive factory locations and initial production dates were also identified using other secondary scholarly articles and information from explosive manufacturer websites. All factory locations were then geocoded using latitude and longitude so that they could be plotted and analyzed for geographic patterns in relation to the anarchist bombing incidents. Through 1 September 2018 a total of 161 factories producing dynamite and other high explosives in over twenty countries between 1867 and 1934 were identified and plotted. In a few instances, factories ceased explosive manufacturing due to closure or industrial accident.

Historical Dynamite Pricing Data Set (1867–1934)

For much of the First Wave of Modern Terrorism period, the manufacture and sale of dynamite was controlled by two cartels—the Powder Trust in the Western Hemisphere, and the Nobel Trust in Europe. The purpose of these trusts was to control the price of dynamite and eliminate competition within each trust’s sales domain. In the United States, in order to shroud the Powder Trust’s anti-competitive activities, pricing decisions were made in closed board cartel meetings. No printed price catalogs appeared until 1907—near the time when judicial proceedings began until the eventual breakup of the Powder Trust in 1912. Fortunately, the Hagley Museum and Library in Wilmington, Delaware, has board meeting minutes of the Gunpowder Trade Association and DuPont Companies with dynamite pricing information during the Powder Trust period in both the United States and Europe. The museum also houses a collection of E. I. du Pont de Nemours price lists beginning with Price List No. 1 (1 December 1907),4 with the price per pound and transport costs of various grades and brands of dynamite delivered in various DuPont sales territories throughout the United States. The data set contains general dynamite pricing (adjusted for inflation) for various periods between 1867 and 1906, and specific detailed DuPont dynamite pricing (adjusted for inflation) in the United States after 1906. Since nearly 70 percent of the P2P-Dynamite-PVID bombing incidents in the United States happened after 1906, the data set also allows analysis of the relationship between the price of dynamite and bombing incidents at various geographic locations around the United States for the period 1907 to 1934.

Anarchist Newspaper and Other Periodical Publication Data Set (1867–to 1934)

Anarchist newspapers and other publications were the nineteenth-century equivalent of the Internet websites of today. Through these publications, anarchists were able to disseminate their ideology and methods, including information on how to manufacture and detonate explosive devices, and carry out anarchist bombing attacks. The primary sources of anarchist publications, their publishing location, circulation, and publication dates can be found on a number of specialty academic websites including the Anarchy Archives, Mapping American Social Movements: Anarchist Newspapers and Periodicals 1872–1940 (University of Washington), and the Bibliothek der Freien (Germany). As of 1 September 2018 a total of 644 anarchist publications produced between 1867 and 1934 were identified and documented. Variables collected and coded include publication name and type, production location (city and country), dates of publication, language of publication, and when available, circulation numbers and publication interval (e.g., daily, weekly, monthly, etc.). All anarchist publication locations were then geocoded using latitude and longitude so that they could be plotted and analyzed for geographic patterns in relation to the anarchist bombing incidents.

Anti-Anarchist, Explosive Control, and Other Key Laws/Key Legal Event Data Set (1867–1934)

The final data set contains the country, provisions, and enactment date of anti-anarchist and explosive control legislation passed and implemented during the period, along with country and dates for other key legal events such as the filing of patents, formation of explosive companies and legal trusts, arrest and prosecution of key bombing suspects, and the signing of anarchist-related international agreements. This data was gathered from historical newspaper articles primarily from the New York Times and the Times (London), as well as references from key scholarly secondary sources. These data are used as key markers to examine the before and after impact that a range of laws and events had on anarchist bombing.

Data Set on the Manufacture, Adoption, and Use of Kalashnikov Rifles for Political Violence from 1947 to Present (P2P-Kalashnikov-PVID)

The P2P-Kalashnikov-PVID consists of three separate data subsets covering the period 1947 (the year the AK-47 was invented by Mikhail Kalashnikov and first manufactured by the Soviet Union) through the present day. The first data subset consists of the locations and founding dates of factories that manufactured Kalashnikov rifles and variants (as defined below) during this period. The second data subset lists the countries whose militaries have used the Kalashnikov and variants as a primary weapon at some point during this period. The third data subset is a chronology of conflicts where Kalashnikovs and variants were a primary weapon for one or more conflict combatants.

Kalashnikov and Variant Factory Data Set (1947 to present)

Following Mikhail Kalashnikov’s invention of the assault rifle that became known as the AK-47, the Soviet Union quickly established manufacturing facilities at a factory location in Izhevsk. During the 1950s, the USSR began to export the technology and license the gun’s manufacture to Soviet Warsaw Pact allies, and key Communist proxies and trading partners including China, North Korea, and Egypt. During the 1960s and beyond, the technology further disseminated via additional authorized licensing agreements, and unlicensed copying of the design and unauthorized manufacture by other countries including Finland, Israel, India, Pakistan, and even the United States. Along the way, refinements were made to the initial AK-47 design by the Soviet Union, its authorized agents, and the unlicensed manufacturers, resulting in a wide variety of Kalashnikov variants. In this project, variants encompass Soviet models including the AK-47, AKM, AK-74, and AK-103; Chinese Type-56, Type-63, Type-68, and Type-81; North Korean Type-58 and Type-88; and variants made in East Germany (AKS, MPi-K), Hungary (AK-55, AKM-63, NGM-81), Poland (PMK, M-88), Romania (PM md. 63/65, PM md. 80, PM md. 90), Bulgaria (AKK, AKS), Albania (AKMS), Finland (RK-62, Valmet M76, RK-95), Israel (IMI Galil), India (INSAS), Iraq (Tabuk), Pakistan (PK-10), Ethiopia (Gafat Et-97/1), Iran (KLS, KLF, KLT), Sudan (MAZ), Nigeria (OBJ-006), Croatia (APS-95), Kosovo (AK Sopmod), Armenia (K-3), Vietnam (AKM-1, AKM-VN, TUL-1), and Serbia (M64, M70, M72, M76, M77, M80, M82, M85, M90, M91, M92, M99, M21)—all told, over fifty variants in nearly forty countries.

The locations of factories that manufactured the Kalashnikov and Kalashnikov variants came from a number of books and online sources, as well as a visit to the Kalashnikov museum in Izhevsk, Russia (including an interview of Jan Ismailovich Landau, museum historian). Books included The Gun by C. J. Chivers, Rifles of the World, 3rd ed. by John Walter, and The AK47 Story: Evolution of the Kalashnikov Weapons and Small Arms of the World by Edward Ezell. Online sources included Kalashnikov (AK 47) Factory and Manufacturer Location website by theakforum.net, aftermathgunclub.com, revolvy.com, and globalsecurity.org. As of 1 September 2018 a total of sixty-two factories in thirty-six countries were identified and recorded in an Excel spreadsheet. Data collected included factory name, location (city, country), year founded, types of variants manufactured, and estimated number of rifles manufactured (if known). All Kalashnikov factory locations were then geocoded using latitude and longitude so that they could be plotted and analyzed for geographic patterns.

Countries Whose Militaries Use Kalashnikov Rifles and Variants Data Set (1947 to present)

There are over 130 countries whose militaries have adopted Kalashnikovs or Kalashnikov variants over the past seventy years. Information on national military Kalashnikov usage comes primarily from the Small Arms Survey (Oslo, Norway), Jane’s Directory of Military Small Arms Ammunition, Military Small Arms of the 20th Century, 7th ed. by Ian Hogg, and Tools of Modern Terror: How the AK-47 and AR-15 Evolved into Rifles of Choice for Mass Shooting by C. J. Chivers (New York Times, 2016). Data collected included country of military usage and type of Kalashnikovs used.

Chronology of Kalashnikov Conflicts Data Set (1947 to Present)

This dataset chronicles over seventy-five different conflicts where the Kalashnikov or a variant was the primary weapon of one or more of the combatants. Data sources included Kalashnikov Culture: Small Arms Proliferation and Irregular Warfare by Christopher Carr, The Gun by C. J. Chivers, The AK-47 and AK74 Kalashnikov Rifles and Their Variations by Joe Poyer, and The AK-47: Kalashnikov-series Assault Rifles (Weapon) by Gordon Rottman. Data collected included name of conflict, countr(ies) of usage, combatants, years of conflict, Kalashnikov variants used (if known), and Kalashnikov country of origin/manufacture (if known). Oftentimes, Kalashnikovs manufactured in one country were bought and traded in key Kalashnikov marketplaces such as Bakaaraha (Somalia), Cox’s Bazaar (Bangladesh), Darra (Pakistan), Souks (Yemen), and the Iguazu Triangle (South America). Via legal and illegal sales and trades, Kalashnikovs have migrated from conflict to conflict.

Data Set on Manufacture, Adoption, and Use of Drones (P2P-Drones-PVID)

The P2P-Drones-PVID data set organizes military UAVs or “drones” into five categories based on size (takeoff weight) and ceiling (maximum altitude). (See Figure 8.1.) The five categories are 1) micro (≤ 20 lbs. takeoff weight), 2) small (or mini) (21–55 lbs. takeoff weight), 3) tactical (56–1,320 lbs. takeoff weight and <18,000 feet ceiling), 4) medium altitude (1,320–18,000 lbs. takeoff weight and 15,000–18,000 feet ceiling), and 5) high altitude (1,320–32,000 lbs. takeoff weight and 18,000–65,000 feet ceiling). The current data set consists of over 150 drone models manufactured and operated by the militaries in over forty countries.

Data collected for each drone model include drone name/model, country of origin, company/manufacturer, takeoff weight (approx. lbs.), ceiling (approx. feet), speed (approx. knots), payload (approx. lbs.), mission (e.g., ISR, strike, transport), and price (if known) in US dollars. Data was collected from a number of online sources including the Center for a New American Security (CNAS) Drone Database (http://drones.cnas.org/drones/), Center for the Study of the Drone at Bard College (https://dronecenter.bard.edu), Department of Defense, Unmanned Systems Integrated Roadmap, FY 2013–2038 (among other DoD sites), and corporate websites for military drone manufacturers. Classification and additional drone specifications were also collected from scholarly publications by Michael Horowitz, Matthew Fuhrmann, and Peter Singer; and the Springer Handbook of Unmanned Aerial Vehicles (2015), edited by Kimon Valavanis and George Vachtsevanos.
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