Henry Farrell and Abraham L. Newman

OF
PRIVALCY

AND

POWER

The TRANSATLANTIC STRUGGLE
over FREEDOM and SECURITY



OF PRIVACY AND POWER






Of Privacy and
Power

Henry Farrell

Abraham L. Newman

PRINCETON UNIVERSITY PRESS
PRINCETON AND OXFORD



Copyright © 2019 by Princeton University Press

Published by Princeton University Press
41 William Street, Princeton, New Jersey 08540
6 Oxford Street, Woodstock, Oxfordshire OX20 ITR

press.princeton.edu
All Rights Reserved

Library of Congress Control Number: 2018967494
ISBN 9780691183640

British Library Cataloging-in-Publication Data is available

Editorial: Eric Crahan, Bridget Flannery-McCoy, Alena Chekanov, and Pamela Weidman
Production Editorial: Karen Carter

Jacket Art and Design: Amanda Weiss

Production: Erin Suydam

Publicity: James Schneider and Caroline Priday

Copyeditor: Cindy Milstein

This book has been composed in Adobe Text Pro.
Printed on acid-free paper. co
Printed in the United States of America

10987654321


../../../../../www.press.princeton.edu/default.htm

To Jack, Kieran, Micah, and Sadie






List of Illustrations  ix
List of Abbreviations xi

Preface xiii

Introduction: Freedom and Security in the New
Interdependence 1

Politics in an Age of Interdependence 17
Domestic Security and Privacy in the Transatlantic Space 39

Competing Atlantic Alliances and the Fight over Airline Passenger
Data Sharing 69

Cross-National Layering and the Regulation of Terrorist Financial
Tracking 95

Insulation and the Transformation of Commercial Privacy
Disputes 125

Conclusion: Information, Power, and World Politics 161

Notes 177
References 193

Index 217

vii






Figures
2.1. Spread of MLATsS, 1981-2014

2.2. Development of Transatlantic Privacy and
Domestic Security

4.1. Preference Aggregation / Market Power Model of
Global Politics

4.2. Cross-National Layering Model of Global Politics
4.3. Annual SWIFT Messages in Millions
4.4. Article 10 Requests, 2011-17

Table

L1 Transnational Strategies: Relative Cross-National Access
versus Orientation toward Existing Domestic Institutions

44

66

99
100
102

119

30






ACLU American Civil Liberties Union

CAPPS Computer-Assisted Passenger Prescreening System
CIA Central Intelligence Agency

CRS Computerized Reservation System

DG Directorate-General

DHS Department of Homeland Security

DPAs Data Privacy Authorities

EDRi European Digital Rights Initiative

FBI Federal Bureau of Investigation

FISA Foreign Intelligence Surveillance Act

FTC Federal Trade Commission

GAO Government Accountability Office

GCHQ Government Communications Headquarters
GDPR General Data Protection Regulation

IATA International Air Transport Association

Interpol International Criminal Police Organization

ISIS Islamic State of Iraq and Syria

MEPs Members of European Parliament

MLATS Mutual Legal Assistance Treaties

NGOs Nongovernmental Organizations

NIA New Interdependence Approach

NSA National Security Agency

NSC National Security Council

OECD Organization for Economic Cooperation and Development
PIU Passenger Information Units

PNR Passenger Name Record

PPD Presidential Policy Directive

SEPA Single Euro Payments Area

SWIFT Society for Worldwide Interbank Financial Telecommunication

TEU Treaty on European Union

Xi



xii LIST OF ABBREVIATIONS

TFTP Terrorist Financial Tracking Program
TFTS Terrorist Financial Tracking System
TSA Transportation Security Administration

WTO World Trade Organization



At the turn of the millennium, privacy and terrorism seemed nearly irrele-
vant to international affairs. The big questions were obvious. What explained
states’ openness to trade? What were the sources of war and peace among
the great powers? Privacy was at best an afterthought and at worst irrele-
vant. Terrorism was admittedly a problem for some countries, but it was a
problem that could be tackled through better policing.

Now we live in a different world. The attacks of September 11, 2001, the
rise of the Islamic State of Iraq and Syria, the Edward Snowden revelations,
and the dominance of the platform companies have reshaped our politics
and economy. New problems—such as competition over artificial intelli-
gence and the disinformation campaign conducted as part of the 2016 US
election—are coming to the forefront of international policy debate. Yet
the international relations academy still has to catch up. In international
political economy, there is little research on the politics of privacy and
data rights, even though they are fundamental to the global information
economy and the conflicts that plague it. Mainstream international security
scholars have devoted great attention to understanding terrorist networks
and their tactics, but have mostly ignored government responses to such
threats.

This book begins to remedy these problems. We have carried out re-
search over a period of nearly two decades, examining how governments
have built an intricate web of connections across the Atlantic, sharing infor-
mation (often gleaned from private companies) and quietly cooperating to
manage emerging security risks. These new relationships have altered the
preexisting balance between privacy and security, causing a decades-long
counterreaction in which privacy and civil liberties advocates have looked
to protect what they have as well as restore what they can.

The book recasts these policy debates so that they can be seen where
they belong: at the heart of the global politics of information. Our investi-
gation of privacy and security in the transatlantic relationship allows us to

xiii



xiv PREFACE

understand both their implications for world politics and their origins in
broader changes. Globalization has led to economic openness and interde-
pendence, which in turn have generated political opportunities for actors
to transform policy domestically and internationally.

Three observations motivated us to write this book. First, we were frus-
trated by overly simplistic depictions of global politics in general and the
transatlantic relationship in particular. Most inquiry into global politics
starts from a convenient shorthand in which international relations is re-
duced to deals and disagreements between discrete states. Over time, this
has become a misleading caricature; the map has been mistaken for the ter-
ritory. Regular complaints about “state-centric” models have not produced
many systematic nonstate alternatives.

Thus, for example, scholars and policy makers have seen clashes be-
tween the United States and European Union over domestic security issues
as battles between a warmongering United States and rule-loving European
Union, with each trying to impose its preferred approach on the other. This
was not what we saw when we conducted interviews or read primary doc-
uments. Instead, we found a host of nonconventional actors directly in-
volved in the conduct of international affairs. While foreign ministers and
ambassadors continue to matter, they no longer enjoy a monopoly over
global negotiations. Firms, privacy regulators, nongovernmental organiza-
tions (NGOs), interior and finance ministries, and intelligence agencies set
agendas, propose solutions, and create the political coalitions that underpin
international deals on privacy and security.

When one considers this wider set of players, the monolith of the state
shatters into a myriad of individual pieces. Rather than a “US” or “EU” posi-
tion, the transatlantic relationship is shaped by quarreling societies of actors,
which often have one faction pushing for greater leeway to pursue security
concerns, and another arguing for greater attention to privacy issues. Once
internal disputes have been transformed by globalization, these competing
factions are no longer bound to fight their battles within domestic politics.
Instead, some players have access to global political opportunities, allowing
them to forge alliances across societies as opposed to within them.

Second, we were struck by how EU-US negotiations over privacy and
security were plagued by repeated disagreements rather than convergence
on a single solution. Each deal seemed no more and no less than the plat-
form for the next stage of institutional struggle, so that true equilibrium
was never reached. Formal modelers are adept at forcing such square pegs
into round holes—sometimes with surprising and usefully counterintuitive
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results. We took a different path, moving away from the rationalist models
of negotiation that are usually employed in international relations to incor-
porate insights from sociology, comparative politics, and law. This body of
work depicts contentious politics that does not necessarily conduct toward
astable outcome. By thinking of the transatlantic relationship as an ongoing
struggle between competing factions hoping to promote privacy or security,
we turned our attention from trying to understand the success or failure of
actors in bargaining over a specific “deal” to the strategies that these actors
deployed as they sought to bolster their cause in partially unpredictable
processes of institutional change. When one is not as focused on discrete,
time-limited outcomes, it becomes easier to characterize the longer-term
dynamic processes in which the losers of a first round often come back to
fight another day.

Third and finally, we were impressed by the far-reaching consequences
that transatlantic politics had for the balance between civil liberties and
surveillance. This was not simply a process of technocratic adjustment or
shared approaches to governance. It was politics, and often bitter politics at
that, involving sharp disagreements between actors who strongly disagreed.
Much of the work on globalization emphasizes the frictions and problems
that it generates, and the solutions that international institutions provide for
those frictions. We saw the opposite: instead of fixing political problems,
international institutions opened up old domestic bargains and new topics of
contention. International institutions are not just quick fixes to coordination
or cooperation problems. We also found that these institutions generate
opportunity structures that some actors, but not others, use to further their
political objectives.

In other words, transatlantic interactions and institutions generate distri-
butional consequences and power asymmetries among competing factions.
These transnational interactions have real implications for the relationship
between the state and its citizens, and for the extent to which individuals
enjoy a reasonable expectation of privacy. Therefore, Of Privacy and Power
offers an alternative vision of global politics that is much less centered on
purportedly functional solutions, and much more concerned with enduring
forms of political contention and how global politics transforms them. In
this vision, a range of actors—firms, interior ministers, and NGOs—seek to
deploy the transatlantic relationship to transform their own societies as well
as the interaction between them.

To write this book, we drew heavily on our scholarly community. We
thank Karen Alter, Jeff Anderson, David Bach, Tim Bartley, Ralf Bendrath,
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Francesca Bignami, Marc Busch, Charlotte Cavaille, Pepper Culpepper,
Daniel Drezner, David Edelstein, Michelle Egan, Rachel Epstein, Maria
Farrell, Martha Finnemore, Orfeo Fioretos, Julia Gray, Adrienne Heéritier,
Markus Jachtenfuchs, Tana Johnson, Miles Kahler, Orin Kerr, Susanne
Litz, Edward Mansfield, Kathleen McNamara, Manuella Moschella, Daniel
Nexon, Elliot Posner, Tonya Putnam, Nita Rudra, Frank Schimmelfennig,
Paul Schwartz, Katrin Seig, Susan Sell, Greg Shaffer, Spiros Simitis, Debora
Spar, Sid Tarrow, Anna von der Goltz, James Vreeland, Steve Weber, Holger
Wolf, Alasdair Young, and John Zysman. Caspar Bowden, who foresaw many
of the crises of the Snowden era before they happened, died far too young;
he offered valuable early encouragement. Nikhil Kalyanpur went above and
beyond the call, providing invaluable research support, proofing and general
criticism, and good conversation as well as common sense. We thank Filip
Savatic for his assistance constructing the index.

We presented sections of the manuscript at the Free University of Ber-
lin, Georgetown University, George Washington University, the Hertie
School, Princeton University, the University of Denver, and the University
of Pennsylvania, and at the annual meetings of the European Union Studies
Association (2017), International Studies Association (2014), and American
Political Science Association (2013 and 2016). In all these places, we received
invaluable feedback and constructive criticism, and want to thank the audi-
ences, participants, and discussants.

This book is the culmination of a decadelong collaboration. We are thus
indebted to the many expert reviewers who closely engaged with our work
over the years. This includes articles that appeared in the Review of Interna-
tional Political Economy, World Politics, and Comparative Political Studies.! We
also want to thank Eric Crahan and Princeton University Press. We could not
have imagined a more productive engagement with a press or editorial team.

The book benefited from substantial institutional support too. We are
grateful to our home universities, both George Washington University and
Georgetown University. Henry also thanks the Max-Planck Institut zur Erfor-
schung von Gemeinschaftsgiitern, where he first began working on this topic,
the University of Toronto, where he continued, and the Woodrow Wilson
Center for International Scholars, which provided him a home for a crucial
year of research and writing. His contributions to the book were fueled by
Quartermaine’s coffee and the music of Burial. Abe thanks the faculty and
staff at Georgetown including the BMW Center for German and European
Studies, Mortara Center for International Studies, Government Department,
and School of Foreign Service as well as Big Bear and Royal coffeehouses.
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In many ways, we are intellectual doppelgingers. We first met in summer
2003 in Bonn, Germany, where Henry was on a postdoc studying EU-US
privacy negotiations, and Abe was doing preliminary fieldwork on a re-
lated topic for his dissertation. We then spent the following years crossing
paths at job talks, publishing on similar themes, and living in the same town.
Rather than falling victim to the competitive dynamics that this might have
produced, we found commonality and strength in our collective voice. We
have now spent nearly ten years working together in a rare intellectual part-
nership. Such journeys are not without risk, as their success relies on sharing
half-baked ideas and exposing personal limitations. They are successful—as
this project was—when it becomes impossible for either collaborator to
identify which ideas were originally whose. We are so lucky and grateful for
that beer back in 2003 and look forward to the next decade of joint work.

Finally, we owe our deepest gratitude to our families. Far too many hours
were spent at the computer and on the manuscript as our spouses and chil-
dren waited patiently for us to finish up. To our spouses, Nicole and Craig,
thank you for your endless support and love. To our children, Jack, Kieran,
Micah, and Sadie, we dedicate this book to you.
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Introduction

FREEDOM AND SECURITY
IN THE NEW INTERDEPENDENCE

In June 2013, a former intelligence contractor, Edward Snowden, released
top-secret documents detailing the global surveillance activities of the US
National Security Agency (NSA). Press reports emphasized the Orwel-
lian implications of programs denoted by sinister-sounding acronyms like
PRISM and MYSTIC. Many Europeans were outraged by the revelation
that the United States had trampled on their freedoms and comprehensively
gathered data on their communications. Less frequently noted was the fact
that in addition to collecting massive amounts of internet data, the NSA
provided help to its European partners, who themselves were busy spy-
ing. While Snowden himself, in his testimony to the European Parliament,
highlighted the importance of data sharing between US and European intel-
ligence agencies, most commentators focused instead on the easier stories
about the United States and Europe’s clash over privacy.

This is just one example of how scholars and policy makers overlook
one of the most significant ongoing changes in global politics: the inter-
nationalization of domestic security. People think of homeland security,
domestic security, counterterrorism, or interior policy as things that hap-
pen inside national borders. That is no longer the case. These issues have
become far more internationalized, both in scope and intensity, over the
last few decades. In turn, debates over civil liberties and privacy are no
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longer confined behind national borders but have been internationalized
as well.

States make considerable efforts to guarantee the safety of their citizens
from domestic attack, and since the attacks of September 11, 2001, it is
painfully clear that global politics have domestic security repercussions. As
threats have become transnational, so too have policy responses to them.
Interior ministry officials, like their counterparts in foreign affairs and de-
fense ministries, travel the world to coordinate through bilateral exchanges
and multilateral summits. Such meetings play an especially prominent role
in the transatlantic relationship between the United States and European
Union along with its member states. During the George W. Bush admin-
istration, Homeland secretary Michael Chertoff spoke directly to the Eu-
ropean Parliament in spring 2007, and Obama administration Homeland
Secretary Janet Napolitano traveled to Europe almost as frequently as Sec-
retary of State Hillary Clinton. These interactions continue and have been
regularized.! High-level ministerial meetings have been accompanied by
a host of ongoing formal and informal agreements and dialogues among
civil servants forging links among internal security bureaucrats on both
sides of the Atlantic.

Europe and the United States play key roles in this area. They control the
world’s largest markets and thus enjoy enormous clout. They also have the
most developed state agencies tasked with overseeing information sharing,
policing, and counterterrorism. The transatlantic politics of domestic se-
curity, then, shape the policies, practices, and lived experience of security
forces, firms, and citizens across the globe.

This tacit condominium belies the mythology, which depicts the pol-
itics of transatlantic domestic security in antagonistic terms, pitting the
United States against Europe in battles over principle and practicality. Re-
porters and op-ed writers regularly suggest that the United States is “Mars”
(to extend Robert Kagan’s rather-loaded analogy), pushing for stronger
security measures and more willing to relax executive constraints, while
the European Union is “Venus,” obsessed with the rule of law, privacy, and
human rights.> Under this perspective, the United States has forced (and is
forcing) the European Union to adopt much more extensive antiterrorism
measures than anyone in Europe wants, eroding homegrown European
privacy protections.

This emphasis on US demands and bullying as a driving force blinds
observers to the intricate dynamic that has emerged between the transat-
lantic partners: demands repeatedly rebuffed, cooperation imperiled, and
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ad hoc work-around agreements that produce broader institutional changes
in both jurisdictions. Behind apparent deadlock lies a burgeoning set of
institutional arrangements for the transatlantic exchange of security infor-
mation, which not only changes the parameters of potential surveillance
globally but is also altering fundamental domestic bargains within the two
jurisdictions about the proper balance between government control and
individual liberty. This is neither stasis nor convergence; instead, it is an
emerging space of political opportunity for nonstate and substate actors as
well as governmental leaders, rife with ambivalence and contradictions to
be harnessed for strategic purposes.

This book addresses these dynamics through a specific application of
a broader account that we have previously described as the New Interde-
pendence Approach (NIA).? The internationalization of domestic security
offers a window into a more general transformation in world politics un-
leashed by globalization. Our approach emphasizes how globalization is cre-
ating new channels for a variety of actors, who are not always conventional
diplomats or trade negotiators, to assert themselves. Increasing economic
interdependence destabilizes existing national bargains over policies and
institutions, catapulting seemingly domestic policy disputes into the inter-
national arena. It also generates political channels of cooperation, allowing
actors from different jurisdictions to forge alliances with their peers in other
countries, often with quite-dramatic consequences for how markets and
societies are governed.

Rather than viewing transatlantic disputes over domestic security and
privacy as a clash of systems between the United States and Europe, we an-
alyze them as a set of political battles between alliances of those respectively
oriented toward security and civil liberties that often span the two. Power
rarely resides in brute coercion, but rather in the political opportunities gen-
erated by interaction. The book, then, describes the strategies of change—
cross-national layering, insulation, and defend and extend—enabled by in-
terdependence, which security agencies, interior ministries, privacy NGOs,
bureaucrats, and others exploit in their struggle over freedom and security.

The Internationalization of Domestic Security:
Moving beyond Systems Clash

As domestic security threats have been internationalized, policy interdepen-
dence between Europe and the United States has increased and expanded
into global coordination as well as convergence across domestic surveillance
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and policing policies. Such cooperation expands far beyond early minimal
efforts at information sharing such as Interpol. Ongoing dialogues at the
subministerial level exist side by side with greater ministerial contact.*
The transatlantic High Level Contact Group on Information Sharing, for
example, offers a forum for internal security and civil liberties bureaucrats
in the European Union and United States to discuss emerging issues, develop
cooperative templates, and build a common agenda.’ Interior ministers share
information on topics such as financial transactions, biometric data, and
airline travel. Domestic security officials have been deputized to pursue
criminals across borders, and countries have agreed to far-reaching (albeit
ungainly) arrangements covering mutual legal assistance.® From surveillance
to arrest, cross-border collaboration has proliferated.”

This transformation, in turn, spurs debates over the increase in interde-
pendence, which often carry an intense normative charge.® The internation-
alization of domestic security provokes bitter arguments between those who
demand action to protect populations from transnational threats and those
who fear that outsourced police functions threaten individual freedom.’

Some see the EU-US relationship as involving the effective subordination
of the European Union to the US national security state, and so believe that
transatlantic interdependence challenges basic civil liberties."” From the
1990s on, the European Union developed extensive rules to protect privacy
through managing the collection and exchange of personal information."
This has led human rights and privacy rights activists to point to the critical
problems of accountability and legitimacy that the EU-US homeland secu-
rity relationship raises. If states delegate internal policing activities to other
states, citizens quickly find themselves subject to another government’s au-
thority. This threatens to attenuate local civil liberties such as due process,
privacy, and fair trial. Moreover, as many of these cooperative efforts skirt
formal international legal institutions and rely on administrative agreements
between ministries, they lack even the indirect democratic legitimacy typi-
cal of traditional treaty documents. Although some scholars identify this as
part of a growing trend across the advanced industrial democracies, many
critics blame US hegemony more or less directly."” Privacy International, a
leading nonprofit organization based in the United Kingdom, identifies EU
decisions to weaken protection on airline passenger data as the product of
Europe’s “capitulation” to a US security agenda driven by the US Depart-
ment of Homeland Security (DHS)."” Members of the European Parliament
(MEPs) frequently describe the United States as intent on trampling civil
liberties in pursuit of self-defeating security objectives.
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Others view the EU-US relationship in just the opposite terms, arguing
that the European Union is holding the United States back from protecting
its security. US conservatives and some US liberals maintain that September
11 demonstrated the dangers of a new kind of terrorist attack, and suggest
that broad civil liberty concerns are outmoded, if not positively dangerous.**
They contend that US deference to certain aspects of international law, and
the sensibilities of traditional US allies in Europe and elsewhere, hinders the
US ability to prosecute the war against terror. Here, policy interdependence
is threatening because it requires the United States to rely on the whims of
feckless foreign officials to implement policies necessary to the integrity
and security of the US homeland.”® As the United States becomes more
open and more dependent on others to achieve domestic interests (e.g.,
to secure borders or cut off terrorists’ access to the financial system), it is
simultaneously exposed to new vulnerabilities.

This has led to a small industry in conservative commentary, depicting
European officials as imperiling the safety of US citizens because of their
mindless attachment to abstract principles of privacy protection. For in-
stance, Stewart Baker, former assistant secretary for policy at the DHS,
writes that the European Union’s response to US security concerns is that
it “sure sucks to be you,” claiming that the European Union seeks to “crip-
ple US antiterror intelligence programs,” and adding that the European
Union’s “institutionalized hostility to the United States” threatens to get
US citizens killed."®

These two perspectives on transatlantic domestic security relations draw
opposite lessons about the policy problem posed by EU-US interactions.
Both see the transatlantic relationship on domestic security issues as result-
ing from a clash between political systems inspired by antithetical sets of
values.”” Europeans are purportedly motivated by their fundamental faith
in law, civil liberties, and peaceful relations as a means of securing long-
term stability, whereas Americans are more belligerent and inclined toward
muscular responses to evildoers. This understanding of what is at stake is
nearly entirely pervasive among commentators. Both journalists and policy
analysts emphasize the basic incompatibility of European and US values
along with the conflict that this generates. Regardless of whether the winners
are warmongering Americans or lily-livered Europeans, the battle is being
fought between profoundly different systems, with profoundly different
internal norms.

The problem is that neither of these accounts provides a good explana-
tion of the ambivalences at the heart of the EU-US security relationship.
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Those who condemn the United States as a hegemonic bully, using its out-
size power to force security measures down the throat of the European
Union, fail to explain the timing and character of cooperation, which is
by no means always correlated with US threats, and the key moments of
resistance. Nor do those blaming the intransigence of Europeans have a
better grasp of the truth. Europeans sometimes oppose US demands, but
often go further than US negotiators either expect or ask. Neither of these
accounts explain why the European Union and United States have created
a framework for domestic security cooperation over the last several years,
nor yet how resistance to this framework has spread across the Atlantic. This
framework is neither a capitulation by the European Union to the United
States, nor an acknowledgment by the United States of European unwill-
ingness to take security seriously, nor a simple compromise between the
two positions. Instead, it is something new: a set of cross-national relation-
ships that differs in important ways from the domestic institutions governing
freedom and security on both sides of the Atlantic, but that is increasingly
coming to structure both.

A New Way of Understanding Interdependence

One cannot explain these relationships by looking to system clash. Rather,
one has to go alevel deeper to understand how interdependence is reshaping
power relations between actors—interior ministries, civil liberties NGOs,
privacy regulators, and others—both in the European Union and United
States, and most important, across the two jurisdictions. When we use the
term interdependence, we are referring to the growth in exchange of goods,
services, and communication across borders.'® Such interactions create a
situation in which the actions and/or policies of actors in one jurisdiction
have significant consequences for the actions and/or policies of actors in
otherjurisdictions.”” Interdependence sets in motion three powerful dynam-
ics, which transform domestic institutions and in turn global governance.
First, it produces a situation of rule overlap in which the stability and
credibility of domestic rules and laws become increasingly uncertain. As
firms and citizens engage in market and political activities that span multi-
ple jurisdictions, they face overlapping regulatory claims made by multiple
sources of authority (often with incongruous rules covering a specific activ-
ity), thereby creating cross-national tensions. Groups that are dissatisfied
with their domestic rules now have opportunities to exploit these conflicts
in order to destabilize their domestic legal status quo. In the absence of
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concerted policy action by policy makers, existing policies may be under-
mined. This suggests that interdependence substantially affects the bargain-
ing weight of national authorities. Where there is conflict between actions
and policies in different jurisdictions, public officials cannot simply assume
a reversion point under which the policy will continue to apply if it is not
changed.”® In other words, interdependence destabilizes the status quo so
that policy makers find their policies being eroded by cross-national pres-
sures if they do not take specific actions to defend them.

Second, interdependence expands the number and type of actors who
engage in global politics.”! To be clear, we do not claim that the state or
chief executive is irrelevant. We argue instead that it no longer enjoys a
diplomatic monopoly. Revolutions in communication technology and travel
mean that many more actors conduct transborder politics. Bureaucrats,
firms, and NGO activists, meeting their peers at conferences (or through
videoconferencing) develop policy proposals that resolve the uncertainty
raised by rule overlap.

Third, interdependence provides these actors with new platforms for
cooperation. As more and more political institutions transcend national bor-
ders, political actors use alternative channels to redefine the global rules,
not only by lobbying their home state, but also by creating cross-national
alliances with other actors in other jurisdictions.

As we discuss at greater length in chapter 1, these dynamics of openness
and globalization allow actors to use transnational strategies to undermine
or defend domestic institutions. We specifically draw on the historical in-
stitutionalist literature within comparative politics and the literature on
American political development to understand how different relationships
to the transnational context lead actors to adopt strategies of action, such as
cross-national layering, insulation, and defend and extend.* Cross-national
layering involves actors using transnational interactions to generate policy
proposals that over time erode domestic rules. They do this by providing
an international alternative to domestic policy bargains, which themselves
have been unsettled by rule overlap. Insulation, by contrast, occurs when
actors deploy domestic institutions to defend against transnational policy
proposals, limiting the reach and consequences of these efforts. Finally, de-
fend and extend describes efforts by domestic actors to externalize their
domestic policy environment globally through transnational means. More
generally, we build our historical institutionalist account up from compar-
ative politics to international relations and then down again, as we show
how the international context shapes domestic policies and institutions. Not
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only does the book demonstrate how theories more commonly employed in
comparative politics have purchase on international relations; it also shows
how comparativists, if they want to understand the consequences of glo-
balization, need to pay serious and sustained attention to international and
transnational politics.*?

Interdependence empowers actors with opportunities—but it does not
empower all actors equally, and some actors may not be empowered at all.
As a result, interdependence generates winners and losers with varying
consequences for the influence of different actors; ceteris paribus, those
with access to transnational channels are likely to do better than before,
and those without such access are likely to do worse. More specifically in
the context of the transatlantic domestic security relationship, we argue
that the dynamic is less a simple story of US hegemony than a matter of
interactions within and across the two jurisdictions between an alliance of
more security-minded officials and an alliance oriented more toward civil
liberties. The political battlefield is shifting as both groups must consider
transatlantic as well as domestic institutional strategies. These two groups
are engaged in an ongoing struggle over freedom and security made possible
by the new politics of interdependence.

New Interdependence and Transatlantic
Domestic Security Relations

The main reason that we are interested in the internationalization of domes-
tic security is its substantive importance. From the response to the attacks
of September 11 to the Snowden affair to cyberattacks surrounding the 2016
US elections, domestic security plays a critical role in how the two largest
global powers define the relationship between their citizens and emerging
threats such as terrorism, organized crime, cybersecurity, hybrid warfare,
and drug or human trafficking.** It has been neglected by nonspecialist in-
ternational relations scholars, despite its importance both to policy makers
and the present-day conduct of international politics.

The EU-US relationship is perhaps the best-developed example of
global interdependence between separate jurisdictions.*® It is also one of
the best-studied international regulatory relationships in the world; EU-US
interactions are central for core existing theories of international politics.>®
It therefore allows us to assess the relative benefits and drawbacks of the
NIA and other major theories of international politics. The latter propose
to explain this relationship too, without reference to the causal relationships
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emphasized by the NIA. In particular, we contrast our argument stressing
cross-national alliances and interactions with the standard accounts focusing
on clashes between different jurisdictional systems. We thus meet the chal-
lenge raised by scholars like Robert Keohane (2017) who pushes historical
institutionalists to test their assertions against plausible alternatives.

The book’s methodology rests on detailed analytic narratives, which use
process tracing to assay the merits of the competing causal stories through
careful examination of the empirical evidence.”” In particular, we exploit
substantial variation in the character of cooperation or conflict across time
and specific policy area to scrutinize our claims about actor strategies. Em-
pirically, the book focuses on three interlinked disputes (related to airline
passenger data, financial sector information, and commercial data) over se-
curity, information, and interdependence between the European Union and
United States over the last two decades. Each of the three disputes exami-
ned contains useful points of internal variation across time, with periods
of deadlock followed by agreements that sometimes produce institutional
change and sometimes are undermined. We employ a range of evidence
drawing on a large data set of original interviews, primary documents, and
secondary literature, compiled over nearly two decades of research. In ad-
dition, we exploit a novel contemporaneous source of data—the Wikileaks
cables archive—to uncover both the US approach to negotiations and US
perceptions of the political positions of European negotiators and politi-
cians. As well as contributing to theoretical debates concerning global-
ization and interdependence, we make a more straightforward empirical
contribution by offering detailed accounts of highly consequential inter-
linked negotiations. As such, we hope to inform those interested in studying
global cooperation on domestic security issues, surveillance, and privacy
in the post 9/11 period.

The Implications of the NIA for Global Politics

The NIA shifts the study of global politics away from traditional perspectives
that underscore interactions between jurisdictions toward perspectives that
emphasize interactions across them. We hope to use it to push scholars from
both comparative politics and international relations to reconsider overly
simplistic models of the intersection between domestic and international
politics that sidestep transnational causal relationships.*®

Rather than viewing globalization or interdependence as an exogenous
shock that s filtered through domestic institutions, we see global politics as
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ongoing dynamic processes in which the domestic and international shape
each other. As we discuss at greater length in chapter 1, our way of cutting
into these complex dynamics and rendering them intelligible is to emphasize
the interaction of rule overlap, opportunity structures, and asymmetrical
access to these structures. This provides an alternative to the semiubiqui-
tous metaphor of two-level games—a metaphor that has drawn attention
away from dynamics between levels that do not flow through the positions
adopted by formal negotiators.>® This has led researchers to detach trans-
national forces from the domestic contestation that they structure, and
instead build models that emphasize domestic interest groups or cleavages.
Promising early work in the two-level games tradition, which noted the
possibility of “reverberations” between different systems, has not generated
aself-sustaining research agenda.*® Standard models now focus almost exclu-
sively on national interests and the domestic institutions that aggregate them
rather than the ways in which international interactions transform domestic
political struggles, and vice versa.

Equally, we look to move away from the standard diplomatic channels
of global governance depicted in the two-level game metaphor, in which
chief executives negotiate and then ratify agreements through domestic
legislatures. Executive-legislative relations continue to matter in a world
of globalization, but so too do a host of alternative channels through which
actors engage in global politics.*’ As we show in chapters 3 and 4, negotia-
tors can build less formal transnational institutions, sidestepping the direct
oversight of executive leadership and legislative ratification, which in turn
influence domestic institutions.> At the same time, as we demonstrate in
chapter 5, nonstate actors who do not have access to the channels of formal
negotiation may employ unconventional tactics to seize the initiative back
from more traditional diplomatic actors.

This is not a world in which national executives—responding either to
the median voter or interest groups, or some amalgam—build agreements
that neatly fall into a policy space determined by the preferences of all the
relevant actors. It is instead a world in which negotiators, regulators, firms,
and NGOs jostle with each other as they each look in their different ways
to protect their interests. National institutions themselves are often up for
grabs, and national executives and legislatures have limited capacity to mon-
itor or rein in the behavior of alternative initiatives. Thus, our perspective
calls into question the faith placed in principal-agent models of delegation,
which emphasize the ability of political principals to monitor and disci-
pline unwanted political entrepreneurship by agents. Instead, it accords with



FREEDOM AND SECURITY n

empirical evidence demonstrating the limits of state control in a world of
complex governance arrangements.>’

We hope not only to contribute to debates on the interaction between
domestic and international politics but also to shift how researchers view
institutional change in the international arena. The majority of studies in
international relations today focus on discrete institutional outcomes, such
as ratification of a treaty, negotiation outcome, domestic legal change, or
compliance. Such snapshots are important, and there is much we can learn
from examining them. That said, we believe that this work tends to reinforce
the perception that such snapshots represent stable equilibrium outcomes.
In actuality, institutional stability is at best the provisional outcome of forces
that themselves deserve sustained investigation, and at worst an unrealistic
analytic convenience.

In contrast, our approach views politics as a process of ongoing contes-
tation, where institutional outcomes are not static but instead platforms
for efforts aimed at changing, building on, or undermining them.** Here,
we emphasize two claims. First, political losers will seek over time to un-
dermine political outcomes that are uncongenial to their interests, which
means that we need to understand the strategies that they employ. Second,
and in contrast to many common analyses, institutional change is not a
succession of leaps, whether modest or extravagant, from one equilibrium
to another. Institutions are not saltations; they are processes over time. An
apparent win by one coalition of actors in t = I may be thwarted by a seem-
ingly innocuous reform in t = 2 that then grows to supplant the institutions
in t = 3. For sure, at every moment in the sequence there are winners and
losers as well as important power asymmetries generated by the process.
Winning, however, often involves little more than cementing a temporary
advantage that may in turn be undermined unexpectedly in a later round of
play. By taking the long view, we eschew scoreboard assessments in which
one coalition can be said to have definitively won or lost, and instead look
at how apparent outcomes tend to fold back into processes similar to the
ones that gave rise to them.

Finally, the book makes an important empirical contribution to research
on the internationalization of domestic security and personal freedom.*® In
particular, we provide the most comprehensive study to date of EU-US inter-
actions over information sharing, surveillance, and privacy. As we emphasize
throughout, this narrative reveals that the conflict is not primarily between
a United States focused on security and a European Union focused on the
rule of law. Rather, there are political factions within each jurisdiction, which
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variously privilege security interests or civil liberties, and work together
and against each other to alter the rules that govern domestic security. The
book, then, reframes the conflicts between the United States and Europe
on these issues, and reconsiders how transnational interactions unsettle the
balance between civil liberties and surveillance. It furthermore shows how
important domestic security, privacy, and information are for the global
affairs studied by scholars of international politics.

The Book’s Chapter Plan

Of Privacy and Power is intended for two related but also distinct audiences.
On the one hand, it speaks to academics who want to understand how
globalization is transforming world politics. These readers should begin
with chapter 1, which presents our theoretical approach in detail. Chapters
3, 4, and 5 provide empirical demonstrations of the mechanisms—cross-
national layering, defend and extend, and insulation—developed in the
theoretical chapter. On the other hand, the book offers a comprehensive
account for policy specialists concerned with transatlantic domestic secu-
rity and privacy negotiations. Readers more interested in the substantive
debate over freedom and security may prefer to skim or skip chapter 1, and
start instead with chapter 2, which provides the factual background for the
later account. They can then focus their attention on the empirical sections
of chapters 3, 4, and 5, which detail, respectively, the negotiations over
airline, financial, and commercial data. Some readers may be interested
in both, in which case we commend their enthusiasm and promise that at
least the book is not too long. In what follows, we offer a quick summary
of each individual chapter.

Chapter 1 elaborates the fundamental theoretical argument of the book.
Here we present the basic assumptions of the NIA, highlighting how eco-
nomic interdependence creates conditions of rule overlap and opportunity
structures for cross-national cooperation. The second half of the chapter
develops a more specific set of claims about the strategies—cross-national
layering, insulation, and defend and extend—that actors employ to leverage
interdependence for their political ends.

Chapter 2 provides a comprehensive account of the origins and impli-
cations of EU and US policy positions as well as the evolution of global
cooperation over domestic security. It maps out the diverse actors in each
region, identifies their interests and perspectives, and lays out the sources
of potential transnational coalitions. In particular, it identifies those groups
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at the domestic and international levels most focused on security, civil lib-
erties, or economic concerns. The chapter charts the relative strength and
preferences of the different actors within their respective political systems
in the status quo ante before September 11, when domestic security issues
were largely handled within national borders. It then systematically exam-
ines how preferences and institutional strength changed after September 11.
In short, the chapter offers the essential background needed to understand
the internationalization of domestic security issues, with a particular focus
on the transatlantic relationship.

Chapter 3 examines how the alliances of actors fought over the issue of
airline passenger data. It shows how a transnational alliance of security-
minded officials used transatlantic cooperation to expand their discretion
beyond what was possible under their own domestic rules and ultimately
changed them. After the terrorist attacks of September 11, the US Congress
passed a law that required foreign air carriers to transfer data concerning
their passengers to the Bureau of Customs or risk significant fines. This
transfer of information was in direct conflict with European privacy laws,
and put European air carriers in the awkward position of trying to satisfy
both US security requirements and EU rules. What followed was a series
of contentious and volatile negotiations over how to regulate the sharing
of airline passenger data across the Atlantic. Despite court challenges and
active lobbying by civil liberties groups, the European Union ratified an
agreement that now allows unprecedented amounts of individual data
to flow to the United States. Additionally, the European Union reformed
its own internal legislation to permit similar data flows internally. These
kinds of domestic transformations are not what current theories of com-
parative and international politics would have predicted. The chapter con-
cludes by identifying the lessons of the airline passenger debate for future
transatlantic negotiations.

Chapter 4 offers a more in-depth examination of a particular strategy—
cross-national layering—and how it was deployed by the security commu-
nity to transform the debate over financial transactions data. In 2006, the
New York Times published an article detailing a secret US Department of
the Treasury program in which it obtained personal financial transactions
from a banking consortium in Europe to track suspected terrorist activity.
Once again, US demands came in conflict with European civil liberties
rules. This led to a five-year period of negotiations, which swung from
pledges of quick cooperation to complete breakdown to the culmination
of a final agreement.
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In contrast to the dispute over airline passenger data negotiations, the
United States and European Union did not immediately make significant
changes to their domestic laws. Instead, they constructed a transatlantic
agreement intended to work around domestic opposition. This agreement
used the principle of reciprocity to provide security actors in Europe with
access to data on financial transactions that they had previously been de-
nied under domestic institutions via an international cooperative arrange-
ment. That arrangement is in turn giving rise to institutional change, and
the likely creation of new rules within the European Union that would have
been highly unlikely or even impossible without the EU-US interaction.
Far from a standard international agreement on a technical issue area, the
transatlantic bargain on financial data sharing underscores how global co-
operation circumvents and undermines domestic political bargains. The
chapter outlines the mechanisms of cross-national layering through which
these changes took place.

Chapter 5 examines the urgent political transatlantic controversies over
surveillance in the wake of Snowden’s revelations. These have reshaped
transatlantic arguments over security and privacy, allowing a coalition of
privacy-friendly actors to undermine the Safe Harbor Agreement, which
allowed the transatlantic sharing of commercial data, effectively holding
e-commerce firms hostage for changes in US (and over the longer term,
European) privacy practices. When the Safe Harbor Agreement was initially
built in 2000, bureaucratic actors in the European Union and United States
sought to use it to defend their respective domestic systems and promote
commercial data exchange. After the Snowden revelations, a different set of
actors that was motivated by civil liberties sought to undermine the agree-
ment in the European Union so as to insulate their domestic system from
transnational pressures. Again, this illustrates how actors seek to protect
existing domestic arrangements as they come under pressure from coalitions
of actors empowered by interdependence. In contrast to airline passenger
data, civil-liberties-oriented actors were able to leverage domestic political
arrangements at home so as to win real power abroad.

The book concludes by setting out a broader international agenda for
the study of privacy and power. It first considers the policy implications
of the findings for those interested in debates surrounding privacy and
freedom. The conclusion discusses both the importance of transnational
data flows and the blurring between public and private sector surveillance.
Second, the chapter reconsiders the role of power in world politics, high-
lighting the insights of the NIA, demonstrating the fundamental importance
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of information in world politics. It ends by emphasizing how transatlantic
conflict and cooperation on the intersection between domestic security
and civil liberties not only produces important global agreements but also
provides actors with crucial institutional resources to transform basic rights
and security policies on both sides of the Atlantic.






Politics in an Age
of Interdependence

What is the relationship between globalization and world politics? As we
observed in the opening chapter, this is an urgent real-world question. The
global economy has rapidly changed from one based on the simple exchange
of goods and Ricardian comparative advantage to a more complex system
involving a host of economic activities that are organized across borders—
transnational services, data flows, global production chains, and invest-
ment—to name just a few."

Politically, we have moved from a world market based around trade
between actors located in discrete national systems to the world that
trade built—a world in which the rules and principles that govern the
behavior of market actors are no longer developed and enforced purely
at the level of the nation-state. Instead, firms, citizens, and NGOs face
multiple political demands—and opportunities—stemming from the
overlapping of domestic and global authorities.” In many cases, these
actors are both setting rules and responding to them. Internet firms in-
cluding Google and Facebook find themselves in the crosshairs of both
European privacy authorities and US national security agencies, while
at the same time Apple, Nike, and Volkswagen shape labor practices in
countries ranging from China to South Africa.’ The politics of global-
ization is marked, then, by policy interdependence: the ways in which
rules developed by one authority (a state, international organization, or
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private regulator) spill over so that they affect the rules and regulations
of another authority.*

These shifts have consequences for the politics of globalization, which
have expanded from struggles over free trade and protectionism to a much
broader and more complicated fight over the regulations and principles that
affect how the economic as well as political benefits of globalization are dis-
tributed.’ These battles have become even more heated because economic
and security issues are increasingly intertwined. Data, for example, serve
simultaneously as an essential basis for economic exchange for the largest
and most valuable companies in the world, including Amazon, Facebook,
and Microsoft, and a potent source of control for government agencies,
including the US Department of the Treasury, the NSA, and the United
Kingdom’s Government Communications Headquarters.

This poses important theoretical questions for international politics.
Scholars like to draw sharp differences between jurisdictions, whether
they be “Mars versus Venus” or “liberal versus coordinated economies.”®
But these distinctions blur into confusion in a world where financial, infor-
mational, and trade flows have increased dramatically so that the effective
ambit of different countries’ national authority overlaps.” New actors are
emerging and engaging in forms of contestation that weaken the traditional
divide between the domestic and international.?

This is certainly not to suggest that a single world market, society, or
government has emerged. Rather, regulators, civil society, and firms that
were once cast in domestic roles now play on other stages too. These actors
forge alliances across jurisdictions and policy arenas to alter international as
well as domestic public policy.” As policy makers realize that their choices
are interdependent with the choices of policy makers in other jurisdictions,
they not only try to mitigate the problems that this imposes and reduce
clashes with other regulatory systems but also attempt to take full advantage
of the opportunities. Those actors who are dissatisfied with their domestic
political status quo may use the politics of interdependence to unsettle na-
tional or global rules.

This chapter moves beyond describing this new world order. It pro-
vides a theoretically grounded model of global politics within it: the New
Interdependence Approach (NTIA). We do this by reviving an older strain of
scholarship on interdependence that emphasizes the opportunity structures
forged by globalization, and coupling that tradition with more recent his-
torical institutionalist work in comparative political economy and American
political development.
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This allows us to explain actor strategies and how they feed into trajecto-
ries of institutional change. We examine variation in the policy environment
across domestic and international settings to identify the conditions under
which strategies familiar to international relations scholars predominate,
such as seeking to defend and extend one’s domestic rules. We better spec-
ify the conditions under which actors will turn to novel strategies such as
cross-national layering and insulation. Our arguments move away from an
approach that takes snapshots of world politics, examining the factors that
led to a given equilibrium outcome, and toward one that looks at processes
in train, emphasizing how even apparent moments of stasis contain the op-
portunities that allow actors to transform them. From a longer historical
perspective, a negotiation that looks like a failure at one moment in time
may turn out later to provide the seeds of a regime shift.

The primary objective of this chapter is to present the theoretical frame-
work for the book’s later arguments and situate it in political science debates.
Readers who are primarily interested in policy debates concerning privacy
and security in the transatlantic space may want to skim this chapter to iden-
tify key themes that we return to throughout the book and then proceed to
chapter 2. Alternatively, they can skip it for the moment and only return as
necessary to explain necessary concepts.

In the next section, we review the dominant accounts that have been used
to explain the politics of globalization and policy interdependence. These
accounts surely helped spark debate over how globalization can be managed,
but have done so at a cost. They systematically emphasize the state level at
the expense of other important vectors of causation and tend toward static
rather than process-driven explanations. The succeeding section provides
the foundations for our proposed alternative. We emphasize how rule over-
lap and changing opportunity structures reshape actor strategies. Then we
go on to identify how the intersection between actors’ orientations toward
existing domestic institutions (do they wish to protect these institutions
or overturn them?) and their level of access to cross-national institutional
structures (high or low?) predispose them toward specific strategies (defend
and extend, cross-national layering, insulation, and challenge).

We briefly summarize our empirical expectations, and show how the
theoretical approach outlined in this chapter offers insights into the ongo-
ing transatlantic struggle over freedom and security. Finally, we lay out the
general implications of our alternative understanding of globalization and
policy interdependence.
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The Shock of Globalization

The simple economic account of globalization sees it as involving the in-
creasing of goods, services, information, and people across borders.'® The
dominant literatures in international relations have tended to view such
movements as causing four kinds of external shocks to the international po-
litical economy: shocks of exit, openness, cooperation problems, and market
power. Scholars espousing these different approaches have sometimes tried,
with limited success, to construct nomothetic accounts of international eco-
nomic politics. They have been rather more successful in identifying broad
causal relationships linking domestic and international politics that explain
the openness or closure of particular economies.

The exit approach emphasizes business power vis-a-vis states. Falling cap-
ital controls and transportation costs mean that some firms find exit oppor-
tunities. These firms use the threat of relocating their investments and jobs
to pressure states into converging on liberal policies that favor economic
exchange. The resulting scholarly debate has focused on the extent to which
the threat of exit constrains (or does not constrain) government behavior."

Here, the posited causal relationship runs from increased opportunities
for economic mobility in the international environment, through increased
bargaining power for private actors (especially firms) able to take advantage
of these opportunities, to changes in domestic institutions. Governments
find that the costs of some institutional configurations (specifically, con-
figurations that mobile businesses find unpalatable) are much higher than
they used to be. This may cause them either to abandon these institutions
where they already exist, in favor of ones that are more congenial to business,
or to decline to adopt such institutions where they are not present. Crude
versions of this argument posit a generic “race to the bottom.”"> More subtle
and defensible versions examine how some institutions (such as training in-
stitutions) may be valuable to businesses that hope to compete in the global
economy, and how business power varies from sector to sector or country
to country.”

The openness approach sees globalization as reshuffling the coalitions that
either support or oppose continued openness. As economic exchange across
borders increases, the benefits of such exchange are unequally distributed
within jurisdictions. Scholars have used a range of models, focusing either
on sectoral or asset differences, to explain variation in preferences over open
or closed exchange. These preferences are then filtered through various do-
mestic institutions such as presidential or parliamentary systems, or different
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electoral rules within either, to determine the ultimate level of political sup-
port for economic openness or protectionism.** Such arguments frequently
use some version of the two-level game framework in which the domestic-
level preferences and institutions define the win-set for the legislature. This
win-set then constrains the negotiating flexibility of the executive as they
seek to win agreement for potential international trade deals.”®

Here, the posited causal relationship runs from the ways in which interna-
tional trade shapes the preferences of different sectoral groups or collective
actors, through institutionalized preference aggregation mechanisms at the
national level, to shifts in national bargaining positions (and hence in the
likely final forms of international agreements). The international shock af-
fects domestic politics through its consequences for primitive group prefer-
ences, while national-level institutions remain constant. These assumptions
lead the literature to emphasize traditional, formal interstate agreements,
where the institutional mechanisms aggregating preferences are straightfor-
ward and easy to capture using formal or informal models.

The cooperation problem approach focuses on the difficulties resulting
from increased economic exchange. Global markets produce various external-
ities such as environmental degradation that spill across borders. They also
throw up governance challenges that require coordination across markets
to prevent rule fragmentation. The rational design literature, in particular,
has discussed how international organizations or agreements mitigate such
cooperation problems.' International organizations monitor or enforce,
helping governments resolve information asymmetries and the threat of
shirking as well as signaling the extent of government commitment to a
given regime."”

Here, the posited causal relationship runs from exogenous changes in
the problems faced by states, through changing state preferences over inter-
national institutions, to the creation of international institutions designed
to mitigate or solve these problems. While these accounts often center on
formal institutions, recent work on “regime complexes” has sought to in-
corporate some less formal and/or more voluntary arrangements within
this approach.'®

Finally, the power-based approach emphasizes the role of market
power. Jurisdictions leverage their market clout to shape others’ policies.”
Both the United States and European Union, for example, employ equiv-
alency clauses to condition market access on the adoption of compatible
rules in other jurisdictions or work within international organizations to
dominate policy debates. This can be reinforced indirectly by processes



22 CHAPTER1

like “trading up.”*® These approaches see interdependence between dif-
ferent national systems as causing regulatory clashes, but maintain that
these clashes are resolved primarily through state-to-state bargaining
based on market size.

Daniel Drezner (2007) argues that market size puts the United States and
European Union at the center of most global regulatory debates.”» When the
two great powers share preferences, global standards emerge, and when they
disagree, rival standards are more likely. Drezner contends that states want
to replicate their domestic rule structures globally. Subsequent work oper-
ationalizes these preferences by identifying differences in varieties of capi-
talism that make switching cheaper or more expensive.** Here, the relevant
causal channels run from state preferences through state bargaining power
(which reflect market size, internal institutions, or some combination) to
deals or stalemates that reflect the interests of powerful states.

Each one of these debates has produced a thriving scholarly literature.
At the same time, they focus on a narrow subset of the causal relationships
through which globalization shapes international politics.* For both meth-
odological and theoretical reasons, these accounts tend to view globalization
as an exogenous shock that disrupts domestic or international politics.**
In so doing, they reemphasize distinctions between the national and the
global.*® The pressures of globalization filter through domestic institutions,
which then shape state preferences over the policies of international organi-
zations or agreements, leading to international agreements that vary accord-
ing to the problem to be solved, market power, or other relevant variables.>®

These accounts tend to view institutions at both the domestic and inter-
national levels as equilibrium outcomes or “rules of the game” rather than
sites of active contention and change. Hence they ignore how such institu-
tions themselves disrupt the political process and serve to transform it.>”
The current literature emphasizes a limited number of empirical questions,
most prominently including the extent of national commitment to openness
and free trade, or the degree of national policy convergence/divergence
around liberal policies.”®

The World That Trade Built

The approaches described above made a lot of sense empirically and the-
oretically during the postwar era, as the key actors in the global political
economy grappled with extending trade in goods. The Bretton Woods sys-
tem severely restricted the movement of capital across borders, and the
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exchange of information and services was limited by technology. Instead,
nations focused on lowering tariff barriers so as to promote trade (primarily
in commodities and manufactured goods). During the greater part of this
period, most political contestation was contained within the nation-state. As
liberalization processes really got under way, theory assumed the primacy
of domestic politics while looking to understand the international politics
of the complex trade regime including the World Trade Organization as well
as bilateral and regional trade agreements.

Yet by focusing on the question of what explains globalization, these ap-
proaches discount what globalization explains. Specifically, they do not take
account of how globalization has transformed the world since the oil crisis
and the end of the gold standard—changes that have recently accelerated.”
Trade in oil and other commodities opened up large flows of money that
passed through the hands of smaller nations as well as international banks.
The end of capital controls spurred foreign investment and the transforma-
tion of the firm, both through the creation of multinational affiliate systems
and global production chains. Banks, manufacturers, and producers of con-
sumer products have investments and suppliers that span borders. Apple’s
iPhone, for example, carries the insignia “Designed in California. Assembled
in China.” These changes in the flows of investment and firm behavior have
been accompanied by similarly dramatic transformations in the movement
of information. Thanks to the rise of the internet in the 1990s and 2000s,
and a dramatic decline in transportation costs, data and people increasingly
interact on a global scale. While such mobility offers tremendous economic
opportunity, it also opens the door to new security threats as malicious ac-
tors from hackers through drug traffickers to terrorists exploit the openness
of globalization.*® Economic transformations in the world economy have
unleashed a host of unpredictable (and unpredicted) political dynamics.
Investigating these dynamics is at the heart of this book and the research
agenda that it lays out.

We are not, of course, the first scholars to study this rise in interde-
pendence and its political consequences. Modern debates on the sources
and consequences of interdependence begin in the 1970s.> We argue that
these debates leave crucial questions—questions that we hope to explore—
systematically understudied. Despite a sizable literature demonstrating
the importance of “other actors” in world politics, most work still sees the
unitary state as the key actor, and treats interdependence as an exogenous
shock to either international or domestic politics. We, in contrast, hope to
revive earlier debates in international relations that emphasized both the
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significance of intersocietal interactions above and below the state, and the
structural political implications of interdependence.

The first body of modern scholarship to concern itself closely with in-
terdependence was the transnationalism literature pioneered by Robert
Keohane, Joseph Nye, and their collaborators in the early 1970s.>* These
scholars wanted to challenge traditional international relations’ preoccu-
pation with the state. They argued that modern states had no unique status
in international politics, but instead found themselves enmeshed in a web
of transnational relations. Many nonstate actors—such as businesses, mul-
tilateral organizations, and the Catholic Church—played an important role
in international politics. Moreover, states were not unitary actors but rather
composed of both bureaucratic units and individual decision makers.** By
analyzing these more complex dynamics, transnationalists hoped to provide
a more textured and realistic account of international politics.

For better or worse, this literature foundered. Statists such as Stephen
Krasner (1976) pointed to the inability of transnationalism to explain endur-
ing features of international politics. Although transnationalism shed light on
international economic politics, it was notably better at describing than at
predicting. Most corrosively, Kenneth Waltz’s (1979) Theory of International
Politics radically reshaped how international relations scholars thought of
their discipline. It promised a properly “scientific” account of world poli-
tics based on abstract and starkly simplified assumptions about states and
structures, rather than an inductive approach based on description. By these
criteria, transnationalism appeared to be flabby and atheoretical.

Other work continued to try to provide a more supple account of how
globalization led to increasing entanglements between different national
systems. A second-wave literature on transnational politics, for example,
suggested that a broader set of actors engaged in global politics than Open
Economy Politics models or realist accounts might expect. James Rosenau
(1990) argued that domestic and international politics are increasingly hard
to distinguish from each other. He used sometimes-ungainly terms such as
“fragmegration” to capture the complex dynamics that result from this inter-
penetration. These concepts were sketched out in broad strokes rather than
tightly specified and testable arguments. Liesbet Hooghe and Gary Marks’s
(2003) work on “multi-level governance” provided a useful and intriguing
way of thinking about how political imperatives have led in some cases to en-
demic jurisdictional overlap. Most recently, a number of scholars have chal-
lenged the domestic/international distinction, emphasizing the importance
of transgovernmental and transnational politics.** While concepts such as
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multilevel governance or transnational pluralism remain useful descriptive
heuristics, drawing attention to particular features of emerging global poli-
tics, they do not yet offer a developed theory of institutional change.

There is a different emerging body of articles and books that study the
importance of relations between different domestic political spaces in more
particular contexts.*® For example, Tim Biithe and Walter Mattli argue that
governments and firms are pushing for private rule-making processes that
straddle domestic and international politics.*® Elliot Posner (2009b) looks
at how regulatory shifts led to the creation of new stock markets in Europe.
David Vogel (1995, 13) identifies the ways in which protective regulations
“[blur] the distinction between domestic and international regulatory pol-
icies.” Marie-Laure Djelic and Sigrid Quack (2007, 2010) examine the deep
interaction between US and German regulatory politics over accounting as
financial services became intertwined.

Most recently, work on diffusion brings interdependence to the fore in a
way that standard international political economy does not.”” It is precisely
because we live in an interdependent world that policies diffuse from one
national system to another. Here, the fundamental intuition is that states
(or other political units) are embedded in networks of relationships, across
which influence operates through something like a process of contagion.
Thus, for example, privacy policies spread internationally as states that are
linked through networks of privacy activists and officials begin to copy each
other’s policies, and converge on roughly shared underlying privacy prin-
ciples. Shared religious ties, crosscutting economic relations, membership
of international organizations, or informal networks of government officials
serve as channels of diffusion through which the policies of one state per-
colate and move to others.*®

This literature clearly demonstrates the importance of policy interde-
pendence. It is, however, better at explaining patterns of policy adoption
than the complex politics that such interdependence produces. Policy in-
teractions in an interdependent world will not be limited to decisions by
states to adopt or not adopt another state’s policies.> States seek to take
advantage of other states’ strong regulations to create new markets by weak-
ening their own regulatory apparatus. States with strong regulations and
market clout try to use their influence to force states with weaker regula-
tions to strengthen them. Most interesting, substate actors take advantage
of the opportunities of interdependence to create alliances across juris-
dictions in order to pursue change in one or more jurisdictions, but not
necessarily convergence.
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In short, globalization opens up political channels for other actors be-
side the state to engage in international politics. It has at the same time
created a host of political interactions at the transnational level, where these
actors participate.*® Standard accounts in the Open Economy Politics tra-
dition or power-based approaches will be systematically blind to most of
these mechanisms because they assume by fiat that the primary channel of
cross-national influence is direct state-to-state communication. As states
become increasingly interconnected as a result of the push toward global-
ization during the 1990s and after, we expect these deficiencies to become
ever-more glaring. Correcting the deficiencies requires a new conceptual
language and new theoretical tools.

The NIA

In what follows, we develop an alternative analytic framework—the NIA—to
explain the dynamics of world politics in an age of globalization. Our ap-
proach draws on existing research traditions that emphasize the dynamic re-
lationship between domestic and international politics. This includes earlier
work on interdependence from the 1970s as well as the more recent literature
on transnational politics. In contrast to standard arguments, which frame
global politics as a product of system clash, we emphasize the importance
of intersocietal interactions, in which globalization creates opportunities for
“transnational actors” to shape international politics.*

Within most jurisdictions, there is lingering disagreement among actors
over status quo institutional bargains. This is unsurprising since such bar-
gains are the result of political fights that generated winners and losers.**
Interdependence reopens these bargains, eroding the certainty of national
rules as they are exposed to overlapping regulatory claims, thereby allowing
some collective actors with shared interests and access to the transnational
arena to create alliances across jurisdictions. The politics of interdependence
revolves around struggles between alliances of actors who hope to leverage
global interactions to turn their policy positions into institutional change,
and alternative coalitions that seek to protect themselves and their preferred
institutions from such pressure. In the following section, we first lay out
the basic assumptions that underpin the NIA, and then develop an analytic
typology to better understand the strategies of actors hoping either to trans-
form or protect a set of policies in a globalized world.
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RULE OVERLAP

We reject the usual assumption that the most fundamental condition of in-
ternational politics is the ruleless space of anarchy. Instead, we begin from
the assumption that increasing globalization (which we think of as increased
flows of capital, goods, and information) creates a condition of rule overlap
in international markets. Cross-national interactions mean that domestic
rules of different regulatory systems come to interfere with and influence
each other.*

Standard approaches typically assume a two-level game in which do-
mestic preferences are aggregated internally through some process that
may or may not be explicitly theorized, and form the basis of negotiation
between states in an anarchic system.** In that account, states are discrete
and nonoverlapping, suspended within a thin interconnected web of eco-
nomic and diplomatic relations. The NIA, in contrast, argues that as national
markets become interpenetrated, the rules and principles of markets (es-
pecially large ones) and global regimes clash with each other. As market
actors such as firms and individuals engage in economic activities that span
territorial borders, they face requirements from multiple authorities includ-
ing state regulators, private actor governance, and international institutions,
to name a few.**

This also generates second-level problems as large markets like the
United States, the European Union, and increasingly Japan and China make
extraterritorial claims to influence the behavior of actors outside their own
jurisdiction. Extraterritoriality extends the reach of domestic rules outside
geographic borders. In the United States and Europe, regulators often rely
on a presence standard; the specific regulatory violation does not have to
occur in the specific jurisdiction so long as a firm has an economic or legal
presence in it. Domestic anticorruption policies, financial rules, and envi-
ronmental standards, among others, penalize company’s global behavior by
conditioning market access. The complex affiliate structures of international
firms means that business exposes itself to the regulatory hand of multiple
governments. Firms not only have to play by different rules in different mar-
kets but also find that compliance with the rules that apply to them in one ju-
risdiction open them up to punishment for having violated rules in others.*’

Globalization is not characterized primarily by an absence of rules or
norms. Rather, the process of creating openness—in trade, finance, pro-
duction, and information—creates a series of overlapping authority claims
made by domestic and international actors. The importance of rule overlap
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is demonstrated by continuing global controversies in policy areas as diverse
as antitrust, taxation, bank supervision, and data privacy.*’

Rule overlap exposes actors to mounting levels of uncertainty as to the
actual rules that govern global markets. Where those rules are incompatible,
they impose extraordinary pressures on actors, especially multinational
firms, which need to work under the rules of different systems. Because these
actors are politically important, they put pressure on public authorities to
resolve these contradictions. While large firms have preferences over which
regulator’s rules should obtain, these preferences are often subordinated
to the more urgent need to create regulatory certainty. In the face of rule
overlap, businesses typically generate strong political pressures to reach
some kind of arrangement and thus destabilize existing domestic regula-
tory bargains. They urgently want certainty, and may defect from politically
supporting their home market rules or status quo international regimes in
return for a common rulebook. Rule overlap destabilizes the domestic and
global regulatory status quo as the reversion point minus policy change is
uncertainty rather than the previous policy equilibrium.*®

This has consequences both for change actors—actors who would like
to change their domestic institutions in significant ways—and status quo
actors—actors who would prefer to keep them as they are. The former have
new opportunities to disrupt the institutions that they dislike, in a world
where those institutions clash with other countries’ domestic rules and thus
are open to cross-national challenge. They are likely to seek out opportuni-
ties to press any advantages they have. The latter find that institutions that
they like, and that were previously well entrenched, are now open to attack
from unexpected directions. They are likely to use whatever opportunities
they have to protect and shore up these institutions.

OPPORTUNITY STRUCTURES

Where will both change actors and status quo actors look for such opportu-
nities? At the same time that globalization creates a condition of rule overlap,
it offers channels for political cooperation and contestation. In the early
days of globalization, political contention was still largely contained by the
borders of the nation-state. Actors who were dissatisfied with their policy
status quo had to look primarily to domestic policy reform strategies.

The politics of the NIA allow collective actors—especially civil society ac-
tors, national regulators, and international organizations—below and above
the level of the nation-state to participate directly in global politics. The
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nation-state is not gone or irrelevant but it nonetheless faces competition
in its efforts to set agendas and make rules. Both states and other actors are
now embedded in transnational institutions such as free trade agreements,
regional economic associations, and investment treaties. These institutions
have turned from simple rules of the game into sites of contention for a
variety of collective actors apart from national executives.*” Both change
actors and status quo actors use these institutions to press their interests, and
generate their own transnational bodies in order to shape agendas. In short,
collective actors who seek to upset or defend their policy status quo—if they
have the right opportunities—build transnational alliances with partners
from other countries, international organizations, and private actors.

Globalization creates opportunity structures for these groups.*® It does this
both by increasing the number and types of actors that engage global poli-
tics, and by expanding the platform for such interactions through formal as
well as informal international institutions. Actors work together to develop
alternative rule sets, which may then be used to resolve the uncertainty
posed by rule overlap, and transform domestic institutions and global rules.*
This means that globalization is no longer an exogenous shock but instead
an endogenous process in which some collective actors leverage institutions
to alter the terms of global markets.

In this world, international institutions are potentially important—but
in rather specific ways. Rather than seeing international institutions as col-
lective instruments through which states solve their common problems, the
NIA treats these institutions as opportunity structures that facilitate cross-
national coordination between collective actors (whether regulators, inter-
est groups, international organization secretariats, or others). They serve to
distribute power between groups, generating winners and losers.*>

In short, political contestation now takes place in multiple and overlap-
ping venues, providing opportunity structures for collective actors that are
not necessarily controlled by national governments.

How Does Overlap and Opportunity Affect Actors’ Strategies?

A core insight of the NTA is that the combination of rule overlap and oppor-
tunity structures has asymmetrical consequences for political power. As we
have just discussed, one key factor determining whether actors or change
influence global standards is their respective degree of access to transna-
tional forums, where regulatory disputes are addressed through hard agree-
ments (rarely), or soft law or memorandums of understanding and the like
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(frequently).’® Recommendations for legal reforms that are backed by the
collective actors in the appropriate transnational network are more likely
to succeed. Those who are in direct contact with each other will have far
better information about what other jurisdictions are or are not prepared to
countenance than other national-level actors. Such networks will enjoy the
legitimacy benefits accrued from their joint membership.** Most important,
other actors seeking certainty, including multinational business, often sup-
port such efforts so as to end regulatory clash. If change actors have access
to channels of global cooperation, then, they will be better positioned to
forge domestic and global rules. The collective actors involved in building
these initiatives (because they have access to the relevant transnational fo-
rums) will have opportunities to reshape existing national bargains, both in
their home jurisdictions and elsewhere, that would be unavailable in a world
without interdependence. Alternatively, if status quo actors retain control
over the relevant opportunity structures, they will be able to impede change
or perhaps even block it entirely.

Hence, the “solutions” favored by different actors will not be driven by
functional imperatives of, for example, achieving efficient and mutually sat-
isfactory outcomes but instead by varying objectives and varying abilities
to prosecute those objectives cross-nationally.>® The key political struggles
in an interdependent world are between those who seek to use opportunity
structures to transform policy and those who seek to insulate themselves
from such transnational pressures.

While the interdependence literature suggests how clashing regulatory
systems will both undermine existing domestic institutional arrangements
and offer an opportunity structure for actors, historical institutionalism
points to the strategies that collective actors, such as regulators, civil soci-
ety, business organizations, and others, will employ. Building on this work
from comparative politics, we develop an analytic typology of four change
strategies that collective actors use in an interdependent world: defend and
extend, cross-national layering, insulation, and challenge.

TABLE 1.1. Transnational Strategies: Relative Cross-National Access versus Orientation toward
Existing Domestic Institutions

Favors existing domestic Wishes to overturn existing
institutions domestic institutions

Transnational access high Defend and extend Cross-national layering

Transnational access low Insulate Challenge
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This simple framework starts from the basic assumption that domes-
tic institutional bargains are liable to external disruption, and institutional
politics is dominated by struggles between collective actors who favor the
institutional status quo and those who wish to overturn it.’® These actors
will have different degrees of relative access to the transnational forums
where negotiations and semiformal discussions over regulatory clash take
place. Where they have high relative access to and influence in the rele-
vant forums—that is, they are better able to shape these cross-national
solutions than their opponents—they will use their access to pursue their
goals. Where, in contrast, they have little access in relative terms, they will
pursue their interests at the national level. This allows us to make clear
predictions about the strategies that actors will pursue in the context of
policy interdependence.

DEFEND AND EXTEND

Collective actors who have high access to transnational forums yet prefer the
domestic institutional status quo will use these forums to defend (and where
possible, extend) their domestic institutional arrangements. Where they can,
these actors employ transnational networks and international organizations
to remake other jurisdictions in the image of their own systems, along the
lines suggested by Drezner (2007). This ensures that actors in their home ju-
risdiction do not have to bear adjustment costs (which will instead be borne
by actors in other jurisdictions). Where this is not possible (for reasons that
go beyond this simple framework, such as insufficient bargaining power or
institutional capacity), they will look to build hybrid arrangements with
other jurisdictions that mitigate policy spillovers.

These efforts help underpin the international influence of US regulators
in areas like financial regulation or pharmaceuticals, where regulators use
their privileged position in international networks both to disseminate their
domestic regulatory model and to defend it.*” David Bach and Abraham
Newman (2010), for example, demonstrate how the US Securities and Ex-
change Commission worked through the International Organization of Se-
curities Commissions to export US rules regarding insider trading. Equally,
transnational networks support the efforts of EU regulators to extend rules
in areas such as airline carbon emissions, good governance, food quality, and
product standards.*® Research on vote buying shows how states large and
small use international organizations to dampen global criticism on domestic
political practices ranging from human rights to whaling.>
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For much of the 1990s, in the area of privacy, bureaucratic actors within
the European Union used regional and international cross-border trans-
actions to defend and extend European rules.®® Most notably, the European
Commission understood that data privacy rules in Europe might ultimately
conflict with trade regulations developed through the General Agreement
on Tariffs and Trade process. In order to prevent the trade regime from
affecting European privacy rules, the European Commission negotiated
a privacy exemption from the General Agreement on Trade in Services,
which entered into force in the mid-1990s. This exemption, in turn, stymied
future US efforts to challenge EU privacy rules as a protectionist barrier to
services trade.”"

Chapter 5 examines the case of the Safe Harbor Agreement, which the
European Union and United States signed in 2000 to defend and extend their
respective approaches to privacy rules. The agreement set out to buffer each
jurisdiction from the domestic privacy rules of the other, but also allowed
each to bet that the other would eventually succumb to its own preferred
approach. It created a hybrid agreement in which global US firms complied
with the basic principles laid out in European law. As a result, these global
firms presented less of a threat to EU rules while also limiting the political
need to revisit US domestic law more generally.

CROSS-NATIONAL LAYERING

Collective actors who wish to undermine the domestic institutional status
quo and have high levels of access to the relevant transnational forums can
use these forums to create arrangements that fundamentally alter their own
domestic institutional structures. Such transnational agreements create a
layer of cross-national institutions, whether formal or informal, that overlay
domestic institutions, and over time, may subsume or replace them. This
logic is clearly identifiable as a cross-national variant of the national-level
mechanism of “layering” discussed by Kathleen Thelen and others.®> For
example, Jacob Hacker (2004) argues that it was extremely difficult for US
conservatives to directly attack the Social Security system, which had built
up a considerable base of support. Instead, they fostered parallel institu-
tions, based around favorable tax treatment for various private retirement
accounts, thereby hoping that it would fracture the pro-Social Security
coalition over time.

Building on this work in historical institutionalism in comparative poli-
tics, we consider such transnational institutions as a source of endogenous
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change within national jurisdictions. We term this process “cross-national
layering.” Once such a layer has been established, it can have powerful con-
sequences for other rules and institutions. Actors like international firms,
which face rule overlap and mounting uncertainty, will have an incentive
to look to the transnational agreement so as to mediate contradictory de-
mands. Such transnational agreements create a cross-national informal
institution that overlays domestic rules. At a minimum, such rule overlap
generates uncertainty and legal fragmentation, which allows actors dissat-
isfied with status quo rules to qualify their compliance with those rules or
even defect altogether.

Over time, the transnational agreement subsumes or replaces the do-
mestic rule by making it less and less relevant to the actual behavior of key
actors (e.g., businesses with cross-national exposure). Support for (and com-
pliance with) transnational agreements reshapes the incentives of domestic
collective actors who were previously inclined to block change. Where it is
possible to craft a transnational layer, typical resistance strategies, such as
maintaining the status quo through blocking alternative policies, lose their
bite.® The existence of the layer means that the status quo is up for grabs.
At the same time, the presence of a transnational layer delimits the options
available for the reform agenda, constraining institutional choices to those
that are compatible with the cross-national arrangement. Given the con-
text of rule overlap, blocking actors find that their best-available strategy is
to engage the transnational rule-making process rather than suffer further
losses in influence. As support leaches away from status quo domestic in-
stitutions, actors who had once defended them find themselves obliged to
get the best deal that they can in the transnational arena that is increasingly
coming to dominate.

This helps explain actors’ strategies in a range of policy disputes. Alas-
dair Young documents how both the US Trade Representative and a spe-
cific directorate-general of the European Commission worked together to
create a transatlantic genetically modified organism regime that reshaped
European regulations, circumventing opposition from other domestic ac-
tors in both jurisdictions.®* Sigrid Quack and Sebastian Botzem show how
coalitions of actors were able to use cross-national accounting standards
as a tool to reshape domestic standards.®® Abraham Newman and Elliot
Posner (2018) demonstrate that international soft law erodes support for
“homegrown” European standards, increasing the likelihood of transat-
lantic preference alignment in finance. Far from simply providing a focal
point for cooperation, these cross-national policy layers transform the
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policy status quo in powerful jurisdictions and thus in turn alter the global
governance of an issue area.

Chapters 3 and 4 illustrate how cross-national layering strategies have
worked in the transatlantic struggle over freedom and security. The attacks
of September 11 accelerated the internationalization of domestic security,
generating a series of conflicts over overlapping rules. Globally oriented
firms, ranging from United Airlines to Deutsche Bank, found themselves
trapped between new security obligations and privacy laws, undermining
the stability of existing national legislative frameworks. The security com-
munity in the United States and Europe, which had long been constrained
by domestic privacy rules, exploited transnational interactions to develop
an alternative policy layer while excluding civil-liberties-oriented actors.
Transnational agreements on airline passenger and financial data sharing
eroded domestic privacy restrictions or circumvented their constraints.
Civil-liberties-oriented actors found the pre-9/11 policy status quo eva-
nescing into nothingness around them and were forced to contend with
transnational rules that were presented to them as faits accomplis.

INSULATION

Actors who wish to preserve existing national institutional bargains but have
little access to the relevant transnational forums will be actively hostile to
cross-national efforts to resolve jurisdictional clashes. Instead of using inter-
national forums to prosecute their aims, they will seek to insulate domestic
institutions against outside pressures. They do this by adopting domestic
rules to promote resistance, weakening the linkages between cross-national
proposals and domestic processes of institutional change, proposing their
own initiatives (aimed at surreptitiously or openly strengthening existing
domestic institutions), and challenging the impact of cross-national alliances
in domestic courts. They use blocking statutes, equivalency clauses, or other
threats of limited market access to externalize their own arrangements.*®
Moreover, they look to domestic veto points as well as other legal and reg-
ulatory tools to blunt the effect of international pressures.

As we demonstrate in chapters 3 and 5, civil-liberties-oriented actors
in the European Union have adopted insulation strategies as an important
response to transnational policy pressures. Since they were systematically
excluded from many transnational forums, they had little opportunity to
shape cross-national layering institutions. Instead, they worked through
European courts to challenge the legitimacy of the layering arrangements.
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Their efforts initially failed: the European Court of Justice was disinclined
to back a privacy-rights-based approach.

As we discuss in chapter 5, privacy activists like Max Schrems had later
success. Schrems, an Austrian lawyer, brought a case against Facebook,
arguing that new security agreements between the transatlantic partners
violated the terms of the Safe Harbor Agreement, which allowed commer-
cial data exchanges between the regions. Ultimately, the European Court of
Justice ruled in his favor, defending European privacy rules and weakening
the pressure of cross-national layers on existing European privacy policies.
In the concluding chapter of the book, we discuss how a European data
privacy reform from 2016, known as the General Data Protection Regu-
lation (GDPR), is providing new tools for the civil liberties coalition as it
attempts to leverage the European single market to promote privacy pro-
tections globally.

CHALLENGE

Finally, collective actors who have low relative access to the relevant trans-
national forums yet wish to overturn existing domestic institutions will chal-
lenge these institutions more or less as the comparativist historical institu-
tionalists expect them to. They will choose between domestically focused
strategies of change, such as (domestic) layering, drift, and conversion, de-
pending on their relative degree of access to domestic institutions. While
it is possible for actors in the other three cells to combine these domestic
strategies with those that leverage (or seek to break) the relationship be-
tween domestic and cross-national politics, actors in this cell will have no
recourse to cross-national politics. Hence their strategies can be described
using the concepts developed in the comparativist literature.

This book focuses on how interdependence and international interac-
tions transform the politics of freedom and security. Purely domestic dy-
namics hence do not go to the heart of the central case studies. That said,
chapter 2 provides many examples of such conflicts prior to the interna-
tionalization of domestic security. In both the United States and European
Union, security- and civil-liberties-oriented actors clashed domestically in
their efforts to shape national politics. Our argument implies that as in-
terdependence increases, purely domestic forms of challenge become less
relevant than they used to be.
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Conclusion

This chapter offers an analytic framework that connects transnational pol-
itics to domestic institutional change. Political science has good theories
of domestic politics and international politics, but remarkably little to say
about how they intersect as domestic political systems increasingly inter-
penetrate one another. Standard accounts tend to emphasize the separation
between the two levels, confining domestic and international actors to their
respective domains. Increased globalization has made these assumptions
unsustainable. Firms, NGOs, security agencies, and regulators both work
across multiple domestic political settings and craft global agreements. Our
alternative model explores how the interaction between the domestic and
international levels of politics reshape institutions in both.

At the same time, we move past heuristic descriptions of this new world
order. While a number of scholars have identified a general trend toward
transnational politics, these accounts frequently lack clear empirical expec-
tations. Building on the literature on transgovernmental politics and mul-
tilevel governance, we offer a causal typology, linking actor change strate-
gies to the international and domestic policy environment that actors find
themselves in.

This provides a different understanding of power than competing ac-
counts in international relations. Of course, other approaches to interna-
tional relations than the NIA stress the importance of power asymmetries.
What is novel about the NIA is the specific set of asymmetries that it iden-
tifies. Much existing work tends to assume that cross-national disputes
will necessarily be resolved in favor of the interests of the most powerful
states in terms of market size, or international bargaining heft.®” The NIA,
in contrast, invites scholars to focus on specific collective actors rather than
states and incorporate differences in their power resources. In short, we
shift the focus of explanation from clashes between different national sys-
tems to clashes between alliances of substate actors that span across these
systems. Regulators or other public officials, even if they operate within the
largest states, will lose if they do not have sufficient resources and access
to exert influence through the relevant transnational as well as domestic
opportunity structures.

Our model highlights the importance of long-term change processes
for global politics, emphasizing actor strategies instead of outcomes. Stan-
dard rationalist models imply that one can identify end points in institu-
tional change: stable self-sustaining institutional states. By analyzing the
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distributional implications of these end states, they arrive at clear con-
clusions about who has won and who has lost. Where they face extraor-
dinary difficulties is in explaining how these equilibriums break down so
that changes are possible, or to the extent that they model breakdown,
what institutions might arise to replace old ones.*®

Rather than treating institutional change as having a determinate end
point with absolute winners and losers, we regard it as an ongoing pro-
cess of contestation and seek to explain the strategies that actors employ.
We certainly say that some actors’ preferences are more consequential
than others at any given point in time and even that some actors’ prefer-
ences prevail over long periods of time when they have had substantial
influence in helping set long-term stable paths of institutional change.
Over the course of the book, we discuss moments of asymmetry in which
one coalition succeeds in deploying a powerful change strategy to the
discomfiture of its rivals and opponents. We also expect that actors will
respond to one another’s strategies, both when they seek to counteract
others’ influence in struggles over institutional change and when they
seek to respond to institutional changes that others have successfully
carried through. At any point in time, we make plausible predictions
as to the kinds of strategies actors employ given the structural circum-
stances that they face.®® We cannot, however, predict which actors win
or lose over the longer run, in part because there is no point at which
we finally assign wins and losses to different actors, and in part because
each moment of institutional change creates (some ex ante unpredict-
able) institutional circumstances that actors will seek to respond to and
in turn change.”®

Finally, our model offers a synthetic argument explaining potential vari-
ation in various modes of global governance. Separate literatures have
emerged examining international negotiations, diffusion, trading up, and
harmonization, to name a few. Our approach seeks to bring these differ-
ent processes into one causal model. In doing so, we force a broad range
of literatures to engage with one another and hope to shed light on their
interrelationships. Additional work will therefore be needed to connect
work on the power resources of actors to our more structural account of
opportunities and constraints. That said, our model offers a way to bridge
work, for example, on formal international institutions with the scholar-
ship on diffusion.

In the next four chapters, we apply the framework to a set of interrelated
disputes between the European Union and United States. As we will see, at
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different moments the configurations of available opportunity structures
along with wishes to undermine or strengthen institutions induce actors
to adopt strategies of cross-national layering, defense and extension, and
insulation. Before engaging in the analytic narratives, we describe the back-
ground conditions to these disputes: How is it that domestic security, per-
sonal privacy, and economic interdependence became entwined on both
sides of the Atlantic?



Domestic Security and Privacy
in the Transatlantic Space

Interdependence changes the international system in ways that generate
political opportunities for those seeking to upend their domestic policies.
Even if globalization does not create a single global market, it vastly in-
creases the interconnections between societies, and thus actions taken in
one jurisdiction have consequences in others. The key to understanding
how interdependence transforms politics is to look at how it allows actors
within countries to forge alliances across them.

In this chapter, we provide the necessary historical background to
understand how these interconnections arose between the European
Union and United States in the area of domestic security and privacy.
We argue that these policy domains initially developed along different
trajectories in the two jurisdictions we study—the European Union and
United States—and were shielded from each other for the first four de-
cades after World War IL." During the 1990s, economic interdependence
began to reshape domestic security understandings within the European
Union, pushing the European Union to build its own transnational institu-
tions, although it never came close to emulating the more wide-reaching
federal law enforcement and information-sharing arrangements seen in
the United States. The United States, for its part, began to manage in-
ternational problems such as drug trafficking that had domestic security
implications without engaging in any major international institutional
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transformations. Despite burgeoning trade and economic exchange, the
European Union and United States had extremely limited interaction over
domestic security questions.

This changed drastically after September 11, 2001, when security ac-
tors within the two systems, and especially the United States, came to
perceive their interdependence with other countries as a source of grave
weakness.® Security-oriented actors in both the European Union and
United States faced varying barriers to enhanced cooperation. Many of
these resulted from the two jurisdictions’ different privacy architectures,
which had been built before interdependence really took hold. This led
security-oriented actors in the United States to push for the European
Union to make substantial concessions on transatlantic cooperation as
well as its own internal security and information practices. Security
actors in the European Union, in turn, sought increased cooperation
on some forms of information exchange. As we discuss in succeeding
chapters, they had many potential levers to employ; as the two systems
became interconnected, it became easier for such actors to press for insti-
tutional change.* Still, they faced resistance from a diverse civil liberties
community in both the European Union and United States—including
NGOs, European privacy regulators, and activists—that sought to resist
such encroachments.’

This chapter identifies the historical conditions under which domestic
security, privacy, and economic interdependence became intertwined in
the European Union and United States. It does this by providing a detailed
chronology of how the EU and US systems of domestic security initially
developed in isolation from each other, following quite-different paths of
institutional development on each side of the Atlantic, and then became
imbricated so that their paths came to influence each other.

The European Union and United States are not monoliths. Instead, they
are jointly and separately complex governance systems in which privacy
advocates, security officials, and politicians struggle to achieve their distinct
and often-conflicting policy goals. This chapter’s central aim is to describe
the various factions within each jurisdiction along with their institutional
and political resources so as to better help the reader understand how these
factions forge or fail to forge alliances transnationally in the controversies
covered in the remainder of the book.

The chapter proceeds in four parts. The first three sections examine ef-
forts to address domestic security and privacy at the international level,
within the European Union and within the United States prior to the terrorist
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attacks of September 11. The fourth section covers the rapid development
of policy and institutions after these attacks.

International Domestic Security Cooperation
before September 11

Domestic security centers on the protection of civilian populations against
security threats that do not involve direct military attack by other states.
Typically, two broad kinds of institutions or agencies are involved in domes-
tic security: police and justice officials, who operate through the criminal
justice system with some degree of public oversight, and intelligence agen-
cies, which operate through clandestine activities and in practice usually
have far more limited oversight.°®

For much of the postwar period, domestic security was conceived of
as primarily an internal matter.” Militant organizations such as the Black
Panthers in the United States or the Red Army Faction in Germany were
largely homegrown, although there were loose patterns of attachment and
resource sharing between some terrorist organizations.® This led to a min-
imal global infrastructure for international information sharing and coop-
eration, in sharp contrast to many other postwar international regimes like
those centered on trade or finance.

In the area of police cooperation, the International Criminal Police Orga-
nization (Interpol) is the most formal effort to coordinate issues concerning
transnational crime.’ It had its origins in the International Criminal Police
Commission, which was created in 1923 and renamed Interpol in 1956. With
170 member countries, it is among the largest international organizations by
membership, although not by staffing. Its main objective is to support mutual
assistance among criminal police organizations. Cold War disagreements en-
sured that the organization’s mandate restricts it to facilitating cross-border
investigations rather than engaging in extensive activities on its own behalf."°

Having no police powers, Interpol serves as a liaison between national
police officials in cases of transnational crime. It focuses on standards for
extradition, mutual legal assistance, and the sharing of cross-border ar-
rest warrants, explicitly rejecting cooperation on political crimes and in
turn limiting cooperation on terrorism. It only has a limited internal in-
stitutional infrastructure, which is dedicated primarily to information
networking." In practical terms, this involves Interpol’s I-24/7 system,
which allows national police access to data concerning arrest warrants or
international investigations."?
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At the end of the Cold War, transnational threats to the homeland began
to capture the imagination of policy makers, who had previously focused on
broader geopolitical questions. This started with the war on drugs inspired
by the United States and its corresponding emphasis on fighting transna-
tional organized crime.” The 1990s saw the beginnings of a security agenda
pushed by the United States, which had no strong geopolitical rivals. Both
George H. W. Bush’s New World Order and Bill Clinton’s stress on “new
security” threats reflected a shift in focus from great power conflict to emerg-
ing challenges posed by weak states and illicit activity."*

A new policy domain—homeland security—emerged in US debates. The
rising political importance of drug trafficking as well as a series of terrorist at-
tempts on US targets including the World Trade Center in 1993 and the Okla-
homa City bombing in 1995 increased the policy salience of such threats."
The 1995 Presidential Decision Directive 39 on “US Policy on Counterter-
rorism,” the 1998 Presidential Decision Directive 62 on “Protection against
Unconventional Threats to the Homeland and Americans Overseas,” and the
2001 findings of the Hart-Rudman Commission on National Security/21st
Century all highlighted the need for a robust homeland security apparatus.'®

The final report of the Hart-Rudman Commission was particularly influ-
ential. One of its central findings was that “a direct attack against American
citizens on American soil is likely over the next quarter century. ... [W]e
therefore recommend the creation of an independent National Homeland
Security Agency with responsibility for planning, coordinating, and inte-
grating various US government activities involved in homeland security.”
Importantly, these efforts explicitly recognized the transnational nature of
the problem. Even prior to the September 11 attacks, US officials explored
expanding transnational cooperation. The Federal Bureau of Investigation
(FBI), for example, had a limited number of overseas legal attaché offices
(known as legats), which assisted in criminal investigations connected to
simmering Cold War tensions."® It steadily expanded the number of over-
seas legats during the 1990s, nearly tripling the number of offices between
1992 and 2001 to 44 total, and locating them in a broader array of countries
and continents."”

This recognition of transnational threats did not result in any major orga-
nizational shift, which might either have been marked by the creation of an
executive branch office for homeland security or a major change of priorities
within the relevant agencies.*® It did provide limited opportunities for orga-
nizations to build competences. For example, Interpol developed incident
response teams to help in investigations of terrorist attacks or organized
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crime.”* The UN Financial Action Task Force was created in 1989 to co-
ordinate action against money laundering.* Within the United States, the
FBI and the Drug Enforcement Agency expanded their global cooperative
efforts, focusing on mutual legal assistance and information sharing.

It became increasingly apparent to policy makers and security officials
that as domestic threats transcended domestic borders, policy responses
needed to as well. Police, who had local or national jurisdiction, confronted
criminals, who spanned the globe. Most important, this change led to a focus
on bilateral and multilateral agreements, particularly mutual legal assistance
treaties (MLATS) to plug holes in the international infrastructure and tackle
the cross-border aspects of domestic security issues. The primary function
of MLATS is to facilitate the exchange of legal evidence between different
national systems, ranging from witness testimony to bank records used for
criminal prosecutions.”

MLATS replaced the earlier approach of letters rogatory—in which a
legal team in one jurisdiction could make a nonbinding request to a for-
eign court to share legal evidence—which often led to frustration. Foreign
courts were reluctant to share evidence or adjust their regular procedures
to meet the constitutional and evidentiary requirements of other legal sys-
tems.”* MLATS, by contrast, establish an obligation to provide assistance,
and aim to reconcile the differences between the common law and civil
law’s procedures and demands. The spread of MLATs was facilitated by
the adoption of the UN Model Treaty on Mutual Assistance in Criminal
Matters in 1990 along with the provisions on mutual legal assistance in the
1988 UN Convention against Illicit Traffic in Narcotic Drugs and Psycho-
tropic Substances.

While exact data on the use of ML ATSs is difficult to obtain, we know that
between 1981 and 1999, the US government processed thousands of requests.
Ethan Nadelmann (1993, 340) reports that evidence obtained through the
US-Swiss MLAT between 1980 and 1990 was used to successfully prosecute
hundreds of state and federal cases, including major figures in organized
crime syndicates. Swiss global cooperation on such evidence sharing was
also essential for bringing cases against a number of former dictators rang-
ing from Ferdinand Marcos from the Philippines to Jean-Claude Duvalier
from Haiti.

Figure 2.1 uses an original data set to document the spread of MLATS
signed by seventy countries worldwide, including all major powers, between
1980 and 2015. As the figure shows, the number of MLATS has been steadily
rising since the 1980s, with an especially precipitous increase in the 1990s.>°
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FIGURE 2.1. Spread of MLATS, 1981-2014

Despite this spread, MLATSs have many inbuilt checks and frustrations for
law enforcement officials. Countries such as the United States still demand
a relatively high level of evidence before cooperating under an MLAT, and
the process can be quite cumbersome and slow.

The burgeoning of e-commerce and the internet in the 1990s led to
supplementary efforts to improve cooperation among states over crim-
inal matters connected to new technologies. Most prominently, the
Council of Europe, a body that involves all major European states as
well as the United States, Canada, South Africa, and Japan as observers,
negotiated a draft Convention on Cybercrime, which was concluded in
November 2001.>

In addition to seeking to harmonize cybercrime legislation, the conven-
tion was supposed to complement MLATS by providing for mutual legal
assistance under circumstances that existing MLATs did not cover. For
example, Russia’s MLAT with the United States did not cover computer-
related crimes—an obvious problem after the rise of Russian hacker collec-
tives linked to organized crime. The convention too has had a checkered
history; states were slow to sign on, and the treaty is widely regarded as
cumbersome and ineffective.”” Jack Goldsmith and Tim Wu (2006) argue
that this led states to turn instead to informal arrangements fostered by clubs
such as the G8 and G20 to cooperate on information sharing. Evidence
suggests that systems such as the G8’s 24/7 Network for Data Preservation
have themselves seen relatively little use.*®
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Before September 11, there were also international agreements for shar-
ing classified data among intelligence agencies. The sensitivity of such data
(and the fear that it might leak and reveal sources) has always been a brake
on wide cooperation among states. Nonetheless, agreements, including
the UK-USA Agreement more popularly known as Five Eyes, have had
important consequences.

Concluded between the United States and United Kingdom in 1946, and
then expanded to include the intelligence community of Australia, Canada,
and New Zealand, the Five Eyes agreement focuses on intelligence sharing
between the signal, defense, and human intelligence services of the five
members while excluding those members from targeting each other. This
agreement anchored UK-US intelligence sharing so strongly that according
to one authority, “consumers [of intelligence] in both capitals seldom know
which country generated either the access or the product itself.”** Once one
of the intelligence community’s best-kept secrets, it is said that the prime
minister of Australia did not know of the agreement until the 1970s, and the
text of the agreement was not made publicly available until 2010.

It is difficult to know how much of this intelligence cooperation involved
the sharing of information on nation-state adversaries, and how much intel-
ligence on allies and friendly actors. For sure, the exclusion of other Western
European states such as Germany and France from the Five Eyes system
generated resentment, which helped fuel repeated political concerns that
Five Eyes capabilities were turned against ordinary Europeans. This became
a public issue after revelations about the Echelon system, a critical asset of
Five Eyes cooperation, which was created in the early 1960s, and targets
signal information via, for example, satellite and fiber-optic communication.
The system uses software to analyze traffic on most of the major public and
commercial communications networks. It first came to public attention in
the late 1980s, when news reports emerged that shed light on the existence
and extent of monitoring.*® This led to a series of hearings held by the Eu-
ropean Parliament concerning the system in 2000 and 2001, but produced
few results.”

Thus before September 11, there was little formal cooperation between
states on domestic security issues. Police and justice cooperation relied on
institutions with inbuilt limitations such as Interpol, or cuambersome bilat-
eral or multilateral agreements such as MLATs. Efforts to produce more
sophisticated instruments such as the Convention on Cybercrime did not
prove successful. While only limited data are available on intelligence co-
operation, what there are suggests intense cooperation between a small
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number of states with a strong culture and tradition of cooperation, and
moderate-to-minimal sharing with others.> It is unclear how much intelli-
gence cooperation involved information on domestic security issues (such
as terrorism) as opposed to information on geopolitical threats, such as the
Soviet Union.

These initial institutions and arrangements did have consequences.
Earlier arguments about “homeland security” provided the basis for a new
agency in the United States after September 11. When US and EU officials
began to think about building an architecture, they turned, where possible,
to the structures at hand and sought to extend them.*® This follows a broader
pattern in postwar international governance in which domestic regulatory
legacies and initial international efforts often leave important imprints on
global cooperation, shaping later efforts even as the demands and problems
facing policy makers change over time.>* The sparseness of the international
structure also provided space for domestic systems within both the Euro-
pean Union (considered as a nascent polity following the changes of the
1990s) and United States to grow up in relative isolation from each other.
We detail each before examining how the international setting changed after
September 11.

Domestic Security within the European Union
before September 11

In this section, we chart the internal European governance of domestic
security and privacy prior to the attacks of September 11. Well through
the 1980s, national governments dominated internal security conver-
sations and regional efforts took place outside EU institutions.*® It was
not until the 1990s that European countries gradually gave the regional
organization greater institutional capacity to manage domestic security
as well as privacy. Terrorism prevention, in particular, only received sig-
nificant European attention in 1999 (foreshadowing the attacks of the
new millennium). Earlier club-like arrangements gradually became more
formalized, as arguments arose about how European integration created
the need for new forms of domestic security provision and disagree-
ments emerged about the consequences of cooperation for civil rights
(especially privacy).

Transnational internal security cooperation within Europe was extre-
mely limited for much of the postwar period.*® Starting in the 1970s, as a
number of European countries experienced frequent terrorist incidents,
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student protests, and rising Cold War tensions, national governments began
an ongoing transnational conversation about domestic security.

A plethora of informal club-type organizations were created; they were
intended to promote dialogue and coordination as well as address transna-
tional threats.”” The Club of Berne, formed in 1971, including representatives
from European security and intelligence agencies, met on an ongoing basis
to discuss shared policy concerns and to coordinate its intelligence activities.
These discussions were perhaps more notable for the personal relationships
that they forged than for the substantive transfers of intelligence that they
produced.*® The Police Working Group on Terrorism, created in 1979, pro-
vides an informal space for cooperation and information exchange among
midlevel police officials heading counterterrorism policy.** The TREVI
group, named after the fountain in Rome where the first meeting was held,
was established in late 1975 as an intergovernmental forum of national minis-
ters of justice and interior.*’ Integrated within the European Political Coop-
eration process, the TREVI group allowed EU members to begin a political
conversation about homeland security issues before the European Union
had competencies in the area.* The three groups, then, laid the foundation
for a more robust European domestic security policy by fostering a security
community built of pan-European links between high-level elites as well as
everyday civil servants.*” That said, they had little independent direct effect
on European policy.

Everything started to change in the 1990s as the European project un-
derwent a dramatic transformation. For much of the postwar period, the
European Union was conceived primarily as an economic union focused on
the common external trade policy and the European internal market. Mem-
ber states began to experiment with increasing the free movement of people
through policies such as the Schengen Agreement, which was first signed
in 1985. Originally this agreement allowed the Benelux countries, Germany
and France, to eliminate border controls between the countries and establish
a common customs entry-and-exit system.** This quickly raised concerns
over homeland security questions such as immigration and cross-border
policing.** While increases in free movement provided immediate impetus
for policy change, this change, as others described in this book, was cru-
cially shaped by the previous experience of informal arrangements such as
the TREVI group.*

This helped security-focused actors within the European Union to
press for measures that would meet the security challenges posed by
greater cross-border movement. Two important treaties—Maastricht and
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Amsterdam—radically expanded the organization’s mission. These treaties
mark the entry and consolidation of EU efforts in the domain of domestic
security.*® The 1992 Treaty of Maastricht expanded EU policy competences
substantially and divided them into three functional policy pillars. The first
pillar represented the traditional activities associated with the internal mar-
ket. The second pillar dealt with foreign policy, and has become known as
the Common Foreign and Security Policy. The third and final pillar incor-
porated home and justice affairs.

Each pillar laid out distinct institutional rules regarding law and rule
making, and allocated decision-making responsibilities in different ways
among the various European institutions. In the area of home and justice
affairs, the Council of the European Union, effectively composed of justice
and interior ministers, held the most authority over policy development and
passage. The European Parliament, by contrast, initially had little formal
authority in the domain. As the Council had no institutional apparatus in
home and justice affairs prior to Maastricht, the TREVI group served as the
basis for much of the initial operational and coordination activities within
the newly broadened European Union.

The Treaty of Amsterdam, which was signed in 1997 and entered into
force in 1999, instituted important changes that implicated transatlantic rela-
tions.*” Most critically, the treaty explicitly delegated an external dimension
of home and justice affairs to the European Union.*® As border controls
within Europe were relaxed and asylum pressure from non-EU countries
mounted, European officials argued for an EU dimension to domestic se-
curity policy.*® The treaty thus created the Area of Freedom, Justice, and
Security within the European Union, and as part of this institutional trans-
formation pooled internal competencies, offering the European Union and
outside actors a coherent institutional framework with which to conduct
transnational homeland security diplomacy.

In 1999, justice and interior ministers met in Tampere, Finland, as part
of the Council to discuss the operational objectives of the newly created
Area of Freedom, Security, and Justice. In addition to highlighting the Eu-
ropean Union’s policy priorities, the Tampere Agreement explicitly called
on the European Union to develop an external dimension to home and
justice affairs.>

The Treaty of Maastricht and the negotiation of the Treaty of Amster-
dam helped prompt interior ministers and security officials to build the
institutional foundations for pan-European cooperation on domestic in-
telligence (externally oriented intelligence activities remained outside the
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competences of the European Union, including controversial activities
aimed by one member state against another). These two treaties led to the
creation of a number of new organizational actors—most prominently Eu-
ropol and Eurojust—that were charged with coordinating various aspects
of the nascent European policy area including information sharing among
domestic intelligence agencies and prosecutors.” The treaties also vastly
increased the importance of council meetings among ministers for justice
and home affairs, using the European Commission to provide administra-
tive support for actions in this area, while until recently marginalizing the
European Parliament. Justice and Home Affairs ministers meet regularly
under the auspices of the Council of the European Union (the representa-
tive body of EU member states). For a number of years, ministers and the
Council were able to proceed relatively unfettered by other institutions of
the European Union.>

The two treaties described above provided the European Commission
Directorate-General (DG) for Justice and Home Affairs with a substantial,
albeit subordinate role given the “pillarization” of security policy. The pas-
sage of the Treaty of Lisbon in 2009 formally ended the distinction between
the pillars of the single market and home and justice affairs.** At roughly
the same time, the European Commission split its Justice and Home Af-
fairs competences between two new DGs, creating the DG for Justice and
Consumers and a separate DG for Migration and Home Affairs. This led to
internal tension within the European Commission as the two DGs sparred
over jurisdiction for homeland security and privacy issues. As later chapters
discuss, such splits have had important consequences for policy: there is no
simple “European Commission” position regarding many issues of domestic
security and privacy.

In contrast, the European Parliament was largely excluded from the
policy area for much of the period before and immediately after 2001. This
caused much consternation in the early 2000s, when parliamentarians feared
that justice and home affairs were becoming a new engine for integration
within the European Union that systematically cut out the European Parlia-
ment. These fears eased after the Treaty of Lisbon came into force in 2009.
This treaty provided the European Parliament with a much more substantial
role in internal affairs.’*

Just as the push toward the internal market spurred movement for re-
gional internal security consolidation, it provided opportunities for actors
more concerned with civil liberties and privacy. Dating back to the 1970s,
many European countries had adopted comprehensive privacy legislation.
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In addition to regulating the exchange and use of personal information in the
public and private sectors, many of these laws established independent reg-
ulatory agencies—data privacy authorities—whose mandate was to oversee
the implementation and development of national privacy regimes.** Much
like a Federal Trade Commission (FTC) devoted solely to privacy (and in-
creasingly to information access as well), data privacy authorities in France,
Germany, and Sweden began to develop and implement national standards
for data usage.*

Early on, these agencies recognized that their job had an important trans-
national dimension. Multinational corporations and pan-European public
administration both relied heavily on cross-border transfers. Citizens could
find their data passed on to foreign entities, which had to comply with dif-
ferent privacy regulations or no regulations at all. In 1979, a number of pri-
vacy authorities held their first transnational meeting in Bonn to discuss
these issues. This meeting, the International Data Protection Commissioner
Conference, started an organized network of privacy officials working to
share best practices and develop a coherent set of privacy principles. Such
principles were codified in the OECD Guidelines on the Protection of Privacy
and Transborder Flows of Personal Data.”” The guidelines reflected a set of
fair information practice principles including giving individuals notice be-
fore data are collected, the ability to consent to data collection and usage,
and the right to correct stored data. These basic concepts of data privacy
inspired national legislation from Sweden’s 1973 Data Act to the US Privacy
Act 0f1974.%

Over the course of the next decade, European privacy regulators de-
veloped a regional privacy agenda that would harmonize rules across the
European Union at a relatively high level. After a series of confrontations
where data privacy officials threatened to block information transfers within
the European Union, the European Commission took up the issue.* It
feared that without some compromise, it would be unable to deliver either
on important aspects of the internal market (where national data privacy
commissioners could block data flows from businesses or branches in one
country to another) or on the Schengen Agreement (which data privacy
commissioners threatened to impede flows of government administrative
information). With the passage of the 1995 Data Privacy Directive, data pri-
vacy became embedded in the internal market project.*

The directive has had widespread implications for the transnationaliza-
tion of domestic security within Europe. It consolidated regulatory author-
ity over European privacy laws. Article 29 of the directive established a
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regulatory network that oversees the implementation of European rules.
Composed of representatives from national privacy agencies, the Article 29
Working Party established itself as an influential voice for privacy within Eu-
rope and globally.® Its formal responsibilities include advising the European
Union on privacy issues and legislation, evaluating the level of protection in
other countries, and harmonizing enforcement within the member states.

Because the directive was passed as part of the single market initiative,
it did not provide the Article 29 Working Party with formal authority over
home and justice affairs. Privacy regulators created a shadow group known
as the Working Party on Police and Justice, focused on the use of data by
police and security-oriented actors. Informally, the Article 29 Working Party
has become a powerful counterweight to firms and governments that skirt
or bend European rules, and its opinions carry considerable weight with
informed elite opinion. With the passage of the General Data Protection
Regulation in 2016, which updated the 1995 directive, many privacy regula-
tions have been harmonized across the member states and the enforcement
powers of national data privacy authorities have been further expanded.®>

Over the years, national privacy regulators and their network became
flanked by additional privacy oversight bodies. The European Data Protec-
tion Supervisor position was established in 2004. It monitors and imple-
ments data privacy policy for the EU institutions and bodies. At the same
time, it serves as an adviser to the European Commission on key data privacy
issues. As a result, it often comments on and offers opinions concerning
transnational and transatlantic data policy

The Privacy Directive included an important provision (Article 25) that
regulates the transfer of personal information concerning European citizens
to other countries. Article 25 states that data cannot be transferred to juris-
dictions lacking adequate levels of privacy protection.’® Most important, the
United States has not been deemed adequate. Given the United States’ lim-
ited privacy system, lacking an independent regulator and comprehensive
coverage for the private sector, it is doubtful that it will obtain such status.
These limits on cross-border transfers have provoked a series of conflicts
between the United States and European Union. In 2000, for example, after
concern that the Privacy Directive would hinder transatlantic electronic
commerce, the two sides concluded lengthy and often-contentious negoti-
ations over the Safe Harbor Agreement (see chapter 5).%*

The Safe Harbor Agreement was ultimately struck down by the European
Court of Justice in 2015 and was replaced in 2016 by a new arrangement
known as the Privacy Shield, which is itself now under legal challenge (see
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chapter 5).° The arrangement allows US companies to commit to European
standards for international data transfers, and be overseen either by the FTC
or a European regulator. The fight over commercial privacy that led to the
Safe Harbor Agreement was then followed by conflicts over air passenger
data (see chapter 3 and the Passenger Name Record [PNR] agreements) and
financial records (see chapter 4 and the SWIFT Agreement). In all three
instances, early European initiatives to institutionalize regulatory authority
within the European Union had substantial consequences for later disputes
between the European Union and United States.*®

Privacy also found its way into European electoral politics. While the
European Parliament was once seen as marginal, it has steadily grown in
significance since the early 1990s. Gradually it expanded its decision-making
authority, first in the area of the internal market under the Treaty of Maas-
tricht, and then in a broader set of areas including justice and home affairs
with the passage of the Treaty of Lisbon. As its responsibilities grew, leg-
islators began to develop policy profiles that serve them well in national
elections. Green and Liberal parliamentarians, in particular, took on privacy
issues as a means to distinguish themselves from their competitors. Taking
on high-profile positions in the Committee on Civil Liberties, Justice, and
Home Affairs, these members kept regional institutions focused on privacy.”’

A number of other critical actors concerned with privacy issues have
engaged in transnational homeland security debates. National constitutional
courts in many member states have taken an activist position, promoting
individual privacy.*® The German constitutional court, for example, created
an important line of precedent developing the concept of informational
self-determination.®® First elucidated in the 1980s in response to an overly
detailed census questionnaire, the same logic was applied more recently by
the court to European telecommunications surveillance rules. While the
court’s impact is ambiguous in some respects, it casts a shadow of authority
over national and even European decisions that attempt to restrict personal
privacy. The European Court of Justice, which issues authoritative rulings
on the interpretation of EU law, has been substantially influenced by the
German court’s jurisprudence.”” The European Court of Justice played an
especially prominent role in the events described in chapter 5, where civil
liberties actors employed the Court in their efforts to insulate European
privacy rules from encroachments by the security community.

Complementing public sector initiatives, a number of NGOs positioned
themselves as civil liberties and privacy advocates.” The European Digital
Rights Initiative (EDRIi), Statewatch, Privacy International, and the Working
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Group against Data Retention are the most prominent such organizations
in Europe. These groups disclose information about state surveillance ac-
tivities, coordinate campaigns, file judicial cases, and update members on
emerging privacy and civil liberties concerns. EDRI, for example, is a pan-
European network of over thirty privacy and civil liberties organizations
focusing on digital rights.”” It has an office in Brussels, and employs six staff
members. EDRi publishes a bimonthly newsletter with information about
digital policy making in Europe called the EDRi-GRAM, lobbies European
institutions on key legislation, and offers its members a platform to organize
at the European level. Statewatch, which has existed since 1991, serves as
an important information portal on home and justice affairs in Europe.” It
maintains observatories on key European privacy and civil liberties issues,
and frequently publishes leaked documents from the European institutions.
While many of these groups are small and focused on a narrow spectrum of
issues, they have forged a critical lobbying triangle with data privacy author-
ities and interested politicians in the European Parliament.”* In recent years,
they have increasingly turned to the European Court of Justice, where they
have successfully defended European privacy and civil liberties protections
(see chapter 5).”°

This plethora of institutional arrangements and actors developed largely
as a result of intra-European imperatives. The dynamics of European inte-
gration helped bring new actors into being providing both them and more
long-standing organizations with the impetus and the means to struggle over
institutional arrangements. These fights did not generate anything resem-
bling a “unanimous” European position on domestic security and privacy.
Instead, whatever institutional equilibriums developed were fragile and de-
pendent on the shifting bargaining strengths of the different agents involved.

Hence, for example, security-focused actors were able to press for treaty
changes that increased the ambit of the European Union, and to use these
changes to bring through further changes in institutional rules and prac-
tices. Actors concerned with civil liberties, however, were similarly able to
threaten the progress of the internal market and Schengen in order to try
to get their way. The result was a compromise in which each side managed
to shape the relevant institutions, even if each would have preferred a more
encompassing victory.
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Domestic Security in the United States before September 11

We now turn to internal developments within the United State prior to the
attacks of September 11. The United States was an integrated economic and
political entity long before the European Union. This created pressures and
opportunities for internal actors such as the FBI to push for the ability to
investigate crimes across different states of the United States from early in
the twentieth century. That said, a truly comprehensive national security
and intelligence apparatus did not appear until the World War II period.
And even then, there was limited interest in transnational threats until after
the end of the Cold War.

Policing in the United States is highly complex, involving interactions
between local-, state-, and federal-level institutions. As Herman Goldstein
(1977, 131) describes it, “The most distinctive characteristic of policing in
the United States is the extent to which the police function is decentralized.”
This reflects both paths of institutional development over time and the US
Constitution, which was specifically “designed so that the federal govern-
ment may not directly control local law enforcement agencies.””®

This meant that crime was dealt with at the state level until the early
twentieth century. The FBI began as a modest bureau within the Depart-
ment of Justice in 1908, and was originally charged with investigating crimes
under the sparse existing federal criminal statutes.”” Its ambit expanded to
include domestic intelligence work and espionage as a result of World War
I as well as the panic over the threat of Communist subversion. As new
technologies (especially the spread of the automobile) made interstate
crime easier to carry out, the FBI took on new authority, constructing a
federal layer that worked over and between existing local- and state-level
policing arrangements.

The role of this federal layer of police and domestic intelligence was
transformed by World War II. The expansion of the FBI’S Special Intelli-
gence Service into Latin America and the creation of the Office of Strategic
Services during the war led to considerable bureaucratic infighting over who
would be in charge of intelligence after the cessation of hostilities.”® The FBI
fought vigorously to maintain its international role and to stymie the cre-
ation of any peacetime intelligence agency.”” Furthermore, President Harry
S. Truman was nervous about creating what might become an “American
Gestapo.” Lawmakers nonetheless agreed to the Central Intelligence Agency
(CIA), which would report to the newly instituted National Security Council
and provide it with recommendations about the “intelligence activities of
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the various government agencies involved in national security.” The NSA,
established secretly in 1949 as the Armed Forces Security Agency, added
to the mix, providing valuable communications intelligence on both US
adversaries and allies.*

Over time, the CIA, whose mandate had been deliberately left vague,
became more directly involved in covert action and espionage, taking advan-
tage of the opportunities presented by the Cold War. This led to a distinction
in practice between the FBI, which was focused on domestic issues, and the
CIA, which was focused on international questions. The division of respon-
sibilities caused some angst among lawmakers; the 1949 Jackson-Correa
report argued that “fifth column activities and espionage do not begin or end
at our geographical frontiers, and our intelligence to counter them cannot
be sharply divided on any such geographical basis.”®"

Despite the notorious institutional rivalry between the FBI and the CIA,
the distinction between domestic and international intelligence continued
to get blurrier.?? This eventually led to scandal when it became clear that
not only the FBI but also the CIA and NSA had spied on US citizens, and
engaged in various forms of covert action against them. Most notoriously,
the FBI and NSA collaborated to tap the phones of Reverend Martin Luther
King Jr. on the theory that he was part of a vast Communist conspiracy. The
CIA maintained intelligence files on more than ten thousand US citizens, in-
cluding members of Congress.** The NSA’s Project SHAMROCK surveilled
telegraph and telephone communication into and out of the United States,
including communications by US citizens, without any warrants.

When these programs were uncovered, Senate hearings and hearings in
the House of Representatives expressed serious concern about the activities
of the FBI, NSA, and CIA. In 1978, Congress passed the Foreign Intelligence
Surveillance Act (FISA) to prevent unsupervised programs from interfering
with the privacy of US citizens, and made it far harder for US intelligence
agencies to gather intelligence within the borders of the United States. It did
not act on intelligence gathering outside the borders of the United States;
instead, that was covered by an Executive Order.®* FISA was later amended
after Timothy McVeigh’s bombing of Oklahoma City to allow for the col-
lection of business records where there was reason to believe that a person
was a foreign power or agent of a foreign power.

The new rules went together with a greater emphasis on curtailing or-
ganizational cooperation between domestically focused and internation-
ally focused agencies. Extended and fractious turf wars meant that the US
intelligence apparatus was extremely fragmented, with multiple agencies
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with redundant capacities and few linkages.® The CIA itself was effectively
splitinto two agencies (operations and intelligence) with different roles and
organizational cultures. Yet the split between externally focused intelligence
agencies (most important, the CIA) and internally focused law enforcement
agencies (most important, the FBI) was particularly crucial.®® After Sep-
tember 11, Brent Scowcroft noted, “The borders, as far as the terrorists are
concerned, have gone. There is no distinction for terrorists between inside
and outside the United States and I think that makes much more serious the
division that we have between the CIA and FBL”*’ The FBI systematically
declined to provide information on investigations to intelligence commu-
nities or the White House, stating that it feared that information sharing
might compromise prosecutions.*® More broadly, organizational inertia led
to extraordinary difficulties in transforming major US intelligence and law
enforcement agencies so that they could deal with new issues and threats.*
In the two decades before September 11, the pace of institutional change was
notably lethargic in the United States in comparison to the European Union,
which transformed its domestic security institutions over the same period,
albeit from a much less organized base.

The dearth of specialized privacy regulators marked another important
point of contrast between the European Union and United States. In 1974,
the United States passed the Privacy Act, which provided US citizens with
notable protections against government misuse of their data, but declined
to offer blanket protections against commercial misuse. While the United
States gradually built up a patchwork of rules covering many specific sectors
(most notably health, but also including video rental records thanks to the
efforts of journalists to uncover the rental habits of a Supreme Court nomi-
nee in the frustrated hope of finding evidence that he had depraved tastes),
it never created any equivalent to the European Union’s data privacy com-
missioners: independent officials charged with protecting the privacy rights
of citizens.”® Instead, the US government and its agencies treated privacy as
another administrative obligation to be handled, along with a myriad other
such obligations, by internal lawyers and other general-purpose officials.

This has changed in recent years as agencies have begun to create spe-
cialized internal bureaucracies to handle privacy issues. The FTC ended
up assuming a privacy mandate by default for the various businesses under
its ambit, using Section 5 of the FTC Act to selectively pursue sanctions
against businesses that failed to live up to their stated commitments. It was,
however, typically incapable of pursuing businesses that had not made
such commitments.”



DOMESTIC SECURITY AND PRIVACY 57

The United States, like the European Union, has a variety of NGOs with
a direct interest in privacy. Typically, these organizations adopt a propri-
vacy stance. The Electronic Privacy Information Center is perhaps the most
important specialized nonprofit covering privacy issues, with an interest in
both commercial and governmental privacy issues.”” The Electronic Frontier
Foundation instead focuses on privacy primarily as a civil liberties issue and
pays notably less attention to commercial aspects of privacy. The Center for
Democracy and Technology is the product of a split between the Electronic
Frontier Foundation’s San Francisco head office and Washington, DC staft-
ers in a previous incarnation, and tends to pursue a less activist approach
than the Electronic Frontier Foundation. These organizations (especially
the Electronic Privacy Information Center) have sought to use perceived
pressure from the European Union in their efforts to push for legislative
change in the United States.”® Access Now!, a newer organization, looks
to organize around digital rights issues and notably has a presence on both
sides of the Atlantic.

In summary, the US approach to domestic security and intelligence is
rooted both in post—-World War II bureaucratic struggles, and in controver-
sies over privacy and the state in the 1970s. These led to intense fragmenta-
tion, and after the revelations of the 1970s, a sharp split between agencies
focused on domestic law enforcement such as the FBI and internationally
focused intelligence agencies like the NSA. While the United States did insti-
tute privacy protections for its citizens (most notably FISA and the Privacy
Act), these protections revolved around government rather than commercial
activities, leaving the latter to be addressed by specific sectoral rules and by
the logic of the market.

After September 11: International and
Domestic Security Changes

The attacks of September 11 transformed transnational debates over pri-
vacy and security. At the global level, it demonstrated the relationship be-
tween economic interdependence and transnational threats with terrorists
from a number of foreign countries deploying a symbol of globalization—
airplanes—to destroy another symbol of globalization—the World Trade
Center.”* It also greatly intensified policy interdependence in the domestic
security and privacy space as international organizations, the United States,
and Europe began to respond. For the United States in particular, it made
concerns about terrorism, which had been simmering in US policy circles
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since the end of the Cold War, immediately compelling and urgent. As a
result, the United States and European Union underwent rapid reforms in
their domestic security apparatus. A new sense of urgency regarding trans-
national threats as well as the changed institutional environment shaped the
transatlantic disputes that we explore in the following chapters.

The United Nations was responsible for the most striking response in-
ternationally. It swiftly looked to take on a role, promoting cooperation
on counterterrorism issues. In particular, Security Council Resolution 1373
adopted unanimously on September 28,2001, by the United Nations marked
an unprecedented level of action.”® Unlike many UN resolutions, the res-
olution was adopted under Chapter VII of the UN Charter and is binding
on all members.”® Among other things, the resolution calls on members to
criminalize acts of terrorism and punish it as a serious offense, promote in-
telligence sharing so as to combat terrorism, and adjust national laws so as to
ratify all international terrorism conventions. Most important, the resolution
calls on all members to become party to the 1999 International Convention
for the Suppression of the Financing of Terrorism, which requires states
to assist in freezing and seizing the assets of individuals or organizations
engaged in funding terrorist activities. Additionally, the resolution created
the Security Council’s Counter Terrorism Committee, which monitors state
compliance with the resolution. The Financial Action Task Force, which
had initially had no competences over terrorism, has moved increasingly to
cover antiterrorist financing measures.”” As Nicholas Ryder (2015, 49) puts
it, “The UN has become the fulcrum of the ‘Financial War on Terrorism,
and its legislative agenda vehemently moved away from money laundering
towards the financing of terrorism.”

These changes have created some movement toward a common ap-
proach to terrorism across states, although this evolution has been hampered
by the lack of a common definition of terrorism and continuing differences
in national legal systems.’® They have also led to legal challenges that focus
on the apparent lack of due process associated with placing organizations
on terrorist-financing watchlists that are sometimes based on secret infor-
mation and difficult to appeal.

The attacks, unsurprisingly, had policy consequences within the United
States too, even if they were less expansive than some might have liked.”
Following the report of the September 11 Commission, there were important
changes to practices within the intelligence community. The commission
identified fragmentation and failure to share information as key reasons for
the success of the terrorists.'®® Hence the intelligence community engaged
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in a wide-ranging effort to foster intelligence sharing through organizational
changes and new technologies (such as Intellipedia) aimed at allowing the
swift aggregation of dispersed information from across the scattered intelli-
gence agencies. Many of the procedural roadblocks to cooperation between
the CIA and FBI were dismantled.

The resistance of key actors such as the US Department of Defense (then
led by Donald Rumsfeld) meant that the supervisory apparatus intended
to ensure better cooperation between agencies was defanged while the ob-
duracy of middle management made it hard to do away with traditional,
more bureaucratic forms of information sharing. As with post—World War
II efforts to make the CIA the key coordinator for all intelligence activities,
proposals for a centralized national intelligence apparatus foundered on the
rock of bureaucratic politics.'”!

Attempts to bring together various aspects of domestic security under
one roof were somewhat more successful. The attacks of September 11 set
in motion institutional reforms, which both elevated internal security ef-
forts within existing agencies and centralized the oversight of many of these
agencies under the rubric of the DHS.

The institutional transformation was not automatic. Soon after the attack,
legislators attempted to transpose the Hart-Rudman recommendations by
establishing a coordinating institution for homeland security issues within
the federal government. The Bush administration initially blocked these
efforts, resisting the creation of a federal bureaucracy. Over the course of
winter 2001-2, the administration made a radical shift. Far from simply
backing an independent coordination agency, the administration supported
the biggest bureaucratic transformation in decades.'®> Over twenty agen-
cies would be centralized and housed in the DHS, which would be given a
mandate to protect domestic infrastructures and citizens. A motley bunch
of organizations including US Customs (formerly part of the Treasury De-
partment), the Immigration and Naturalization Service (formerly part of the
Justice Department), and independent agencies such as the Federal Aviation
Administration were brought together under one roof.'”’

At the same time, the Bush administration required that the transi-
tion be budget neutral. In other words, the agencies would be required
to maintain their legacy mandates and take on the mantel of DHS tasks
without new resources. The Bush administration ended up using the po-
litical opportunity created by the September 11 attacks to change the role
of government in society.'”* As DHS opened its doors in March 2003,
it not only created a focal point for national homeland security issues
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but also established an actor with a mandate to coordinate US security
interests globally.

Despite these efforts, US policing remained remarkably fragmented and
decentralized.'® Particularly in contrast to countries such as the United
Kingdom or Israel, US policing, intelligence, and internal security oper-
ations have long been distributed across a host of federal, state, and local
agencies as well as across agencies at each level.'® Various efforts to improve
coordination across the federal, state, and local levels, including so-called
fusion centers, swiftly evolved away from federal authorities’ concern with
tackling national threats, to provide more resources for state and local agen-
cies’ traditional concerns of local crime."”’

At the federal level, individual departments and agencies created a mul-
titude of initiatives aimed at reshaping domestic and international security.
The FBI established a Terrorist Financing Operations Section, while the
FBI, CIA, NSA, and Department of Defense participated in efforts to un-
derstand financing networks and use them as a lever against terrorism.'*®
The Treasury Department proved especially aggressive in retooling itself
to identify criminal financing arrangements, and disrupt and undermine
them, using the preeminence of the dollar to open up financial relationships
outside the United States.'” Again, however, cooperation and coordination
often turned out to be more difficult in practice than in theory."®

Legislative efforts sought to bolster organizational changes by giving
law enforcement authorities new powers to demand information. Passed
in October 2001, the USA PATRIOT Act broadened the authority of the
federal government to obtain intelligence both domestically and abroad. A
response to the September 11 attacks, the PATRIOT Act aimed to reduce
technical barriers and legal standards that had been characterized as “walls”
between different branches of investigation and intelligence gathering.™
Of pivotal importance was the provision within Title II, Article 218, that
amended FISA’s requirements for judicial controls over intelligence sur-
veillance. FISA created a specialized federal court, which oversees requests
by federal agencies for surveillance warrants against foreign intelligence
agents, and its proceedings are conducted in secret due to the national
security issues involved. Whereas previously a FISA order could only be
issued if the “primary purpose” of an investigation was for foreign intelli-
gence, the PATRIOT Act reduced the threshold to a “significant purpose.”
A major consequence of this revision is that a warrant gained through in
camera proceedings where there is less public access can now be used for
criminal prosecution."?
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Another controversial aspect of the PATRIOT Act concerns broad data
collection powers contained in the so-called library records provision and
the expansion of National Security Letters. Both allow for investigators to
seize a wide range of business records. The library records provision cov-
ers both content and transmission information but requires a court order.
National Security Letters, by contrast, have a narrower scope, focusing on
transmission data, but do not require investigators to have a warrant. Both
provisions come with gag orders so that businesses that provide information
are not allowed to disclose the request." The US government secretly inter-
preted these rules as allowing it to make blanket demands that telecommu-
nications providers give it metadata in bulk rather than through specifically
targeted requests as anticipated by the bill’s drafters."*

The PATRIOT Act also authorized roving wiretaps, which are not con-
strained to tapping a single phone or provider, as well as wiretaps for nonciti-
zens who are not associated with any foreign power. Although the PATRIOT
Act was passed in Congress with an overwhelming majority in 2001, it has
become increasingly controversial. Nevertheless, as the act was nearing expi-
ration in 2011, President Barack Obama signed into law an extension of the
aforementioned provisions.

In addition to these formal legislative changes, the US government has
conducted a host of secret programs that expand transnational surveillance
operations. In 2005, the New York Times reported that the NSA had been
conducting a program of domestic warrantless wiretapping since 2002
without FISA approval. This was followed by the revelation in 2006 that
the US government had been secretly requesting data from the Belgium-
based Society for Worldwide Interbank Financial Telecommunication
(SWIFT), which organized global financial messaging. In 2013, Snowden,
an NSA contractor and former CIA employee, released a trove of data con-
cerning US surveillance, demonstrating the extent of such surveillance as
well as the limited ability and willingness of the FISA court to constrain
such activities."®

Laura Donohue (2016) describes how the president authorized the
NSA in 2001 to collect telephony and internet metadata en masse under
the STARBURST program (later renamed STELLAR WIND), with no ex-
ternal oversight and under dubious legal authority. As Donohue notes, even
the NSA was not allowed to read the legal justification for the program,
which was eventually shifted to the pen register/trap and trace authorities
in FISA after key Department of Justice officials threatened to resign. While
STELLAR WIND appears to have been both illegal and unconstitutional,
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Congress provided telecommunications companies with blanket immunity
for their past participation."*

The Snowden revelations suggested even more sweeping information
gathering on non-US persons, who were only scantily protected under US
laws. Both Britain’s GCHQ communications intelligence agency and the
NSA engaged in warrantless interception of traffic between Google and
Yahoo! data centers, providing them with 1.8 billion records over one single
thirty-day period.""” One of the key problems of US data gathering from the
internet and other advanced communications networks has been the diffi-
culty of distinguishing between domestic and non-US traffic, which are sup-
posed to be covered by different legal standards and principles. Moreover,
efforts by US officials such as President Obama to reassure the US public that
it was not the subject of surveillance since it enjoyed protections that were
not granted to non-US persons have not been treated with extraordinary
enthusiasm outside the United States."®

While security and intelligence agencies have seen their budgets expand
and coordination increase, US civil liberties advocates face obstacles in
the transnational homeland security environment. The failure of the 1974
Privacy Act to create an independent privacy commissioner has had stark
long-term consequences."® Broadly speaking, US NGOs lack a consistent
advocate within the executive branch. The Clinton administration did create
a chief privacy office within the Office of Management and Budget, but it
was quickly disbanded under the Bush administration. Not only is there a
domestic gap in public-private advocacy but the lack of a US privacy office
excludes the United States from full participation in international efforts.
National civil liberties organizations such as the American Civil Liberties
Union (ACLU) have only recently formally acknowledged the transna-
tional dimension of the issue. In 2008, the ACLU spurred the formation
of a transnational network of similar organizations, which meets biannu-
ally to discuss common concerns, share best practices, and build mutual
institutional capacity.

In an important development, several federal agencies have created in-
ternal privacy offices. Both the DHS and the Justice Department have chief
privacy officers. The DHS has a relatively large office, with a budget of nearly
$8 million and a staff of forty-six as of 2017."*° It has an international division,
and actively comments on and participates in transnational developments.
Despite the rise of internal privacy expertise within the DHS, Justice De-
partment, and other agencies, these officials have a precarious role within
international debates."”” While tasked with managing information processing
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and collection within the administration, they are also required to represent
the administration position. As they lack institutional independence and are
political appointees, they do not have the clout of data privacy authorities
in Europe.

The EU response to September 11 and subsequent terrorist attacks was far
less sweeping. As Jorg Monar (2015, 335), rector of the College of Europe, notes,

The EU has clearly not replaced Member States in this domain, and lim-
itations of its legal competences, institutional framework and internal
counterterrorism measures—which have invited comparisons with a
“paper tiger” in counter-terrorism matters—have a continuing restrictive
impact on its international role in counter-terrorism.

Member states continue to exercise their competences on antiterrorism
and other domestic security matters as well as reserve the right to nego-
tiate national agreements on judicial cooperation with third countries."*?
Consequently, key aspects of domestic security remain at the nation-state
level, and EU-level competences are dominated by the Council’s Justice
and Home Affairs incarnation. The Council has established internal in-
stitutions to improve coordination and information gathering, including
the European Union Intelligence Analysis Centre, which coordinates with
national external intelligence services. The Council’s counterterrorism
coordinator has no direct powers or authority, but plays an important
agenda-setting role as well as managing external relations on security-
sensitive topics.'*®

Elsewhere, the European Union has had greater difficulty in dealing
with domestic security issues that emerged after September 11."** The EU
Framework Decision aimed at restricting terrorist financing was passed in
December 2001—but was already in progress before the attacks. Efforts by
the European Union to implement actions against specific groups and indi-
viduals identified on UN watchlists have been hampered by the European
Court of Justice, which ruled in its 2008 Kadi decision that these watchlists
did not provide sufficient means of redress to be considered legitimate.”®
The Treaty of Priim, which was ratified in 2005, and signed by Austria, Bel-
gium, France, Germany, Luxembourg, the Netherlands, and Spain, gives
participating states access rights to a variety of information sources (such
as DNA analysis and vehicle registration data).”?® Some of the convention’s
rules have been adopted into EU legislation.'*’

The European Council’s 2004 Declaration on Combating Terrorism
called on member states to cooperate more fully on police and judicial
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matters, and to coordinate with Europol and Eurojust. Its associated Ac-
tion Plan consisted in large part of previously existing initiatives that were
repackaged as playing a counterterrorism role.'”® A Belgian-Austrian pro-
posal for a European intelligence agency was “summarily rejected” by the
big states. The subsequent European Union Counter-Terrorism Strategies
appear to in large part be a branding exercise rather than significant policy
measures.'”’

In the wake of the declaration, Eurojust has acquired an internal team of
antiterrorism specialists, while Europol has increased in importance with its
staff growing from roughly three hundred in the early 2000s to over twelve
hundred by 2017, and has been incorporated more directly into the EU in-
stitutional framework after the Treaty of Lisbon.”*° It has come to play a vital
role in facilitating information transfer between EU member states through
the Secure Information Exchange Network Application, and in January
2016, established a Counter Terrorism Center, which is intended to be “an
enhanced central information hub by which the member states can increase
information sharing and operational coordination.” In the wake of the Paris
bombings in 2015, it facilitated Taskforce Fraternité, which has been cited
by the European Union’s counterterrorism coordinator as a model for coop-
erative ventures between Europol and member states.”*' Even if the aegis of
Europol has increased, it is still modest; like Eurojust, the institution plays
a coordinating role among the member states instead of being a major actor
in its own right."** The EU’s Framework Decision on the Arrest Warrant and
Surrender Procedures, adopted in 2002 and amended in 2009, provides a
common European Arrest Warrant, making it easier for member states to
surrender wanted individuals to other member states.

Terrorist attacks, including the Madrid attack in 2004, helped pave the
way for the 2006 EU Directive on data retention, which obliged member
states to adopt common rules under which telecommunications providers
maintain records on traffic data."*® The European Court of Justice found in
2014 that the EU Directive was invalid because it breached the Charter of
Fundamental Rights of the European Union. The Court noted in particu-
lar that the traffic data that was gathered could be transported outside the
European Union,

with the result that it cannot be held that the control, explicitly required
by Article 8(3) of the Charter, by an independent authority of compli-
ance with the requirements of protection and security . . . is fully en-
sured. Such a control, carried out on the basis of EU law, is an essential
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component of the protection of individuals with regard to the processing

of personal data.”**

The Court hence suggested its willingness to take an activist stance on infor-
mation exchange with non-EU authorities, creating an important precedent
for the later cases discussed in chapter 5.'%°

In general, the European Union has been slower than the United States
to adopt major institutional changes in the wake of September 11. Its relative
lethargy is the consequence of three factors. First, many of the challenges
combine national intelligence questions, which are not an EU competence,
and police and home affairs issues, which are a shared competence between
the European Union and its member states. Member states (especially large
ones with their own independent intelligence capacities) have been highly
reluctant to countenance measures that might impede their own freedom
of action and external relationships, which in some cases (e.g., the United
Kingdom until it leaves the European Union) are arguably better developed
than their relations with other member states. The result is semidiscon-
nected institutions and competences under which some matters are kept
out of the European Union’s ambit altogether, others are shared only at the
member state level, and others still are fully part of the European Union but
are limited in scope.

Second, policing arrangements, even absent the thorny questions of in-
telligence sharing, are complex and vary dramatically from state to state.
Some states have highly devolved policing systems (e.g., Belgium). Oth-
ers have nationalized police forces, or some blend of nationalized and local
structures. All this, combined with deep-rooted national patterns of co-
operation, and differences of language, culture, and legal system, make it
difficult to achieve deep cooperation on domestic security matters. Third
and finally, the European Union is itself a complex law- and rule-making
system, with many different veto points, making it hard to carry through
large-scale institutional reforms.

Figure 2.2 summarizes the major developments in privacy and security
discussed in the chapter. Emphasizing the period since the 1970s, the events
described above the time line focus on privacy, while the events noted below
the time line center on security. We hope that the visual depiction of the
chapter helps readers understand the chronology of the various transforma-
tions happening both within the European Union and United States as well
as those occurring between them and globally.
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FIGURE 2.2. Development of Transatlantic Privacy and Domestic Security

Conclusion: Changing Relations between the European Union
and United States

The existing patterns of privacy and security governance in both the Euro-
pean Union and United States that we describe individually in the main part of
the chapter are already quite complex. They have been further complicated by
interaction effects between the two systems, which we seek to identify more
specifically in the remaining chapters of this book. US and European officials
signed a number of bilateral deals in the wake of the attacks of September 11.
In addition to the PNR agreements (2004, 2007, 2012), the SWIFT Agree-
ment (2006, 2010) and the Umbrella Agreement (2016), which are subject to
detailed discussions (see chapters 3, 4, and 5), the two jurisdictions signed a
mutual legal assistance treaty in 2003, a cooperation agreement between Eu-
ropol and the United States in 2001, and one between Eurojust and the United
States in 2006. These agreements created nascent cooperative relationships
among major law enforcement agencies on the two sides of the Atlantic.
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Equally, actors in each system engaged in unilateral actions that have
implications for actors in the other. For example, the United States adopted
a host of unilateral counterterrorism activities with transnational implica-
tions. Many of these policies included overt legislative change such as the
PATRIOT Act, but also include a range of secret initiatives conducted co-
vertly by intelligence agencies. In 2018, the United States extended its reach
with the passage of the Cloud Act, which grants the US government access
to data held by US firms in offshore data centers. The overall effect of these
policies has been to widen the net of US government surveillance to include
both domestic and international targets. At the same time, these changes
have weakened the due process mechanisms that typically constrain gov-
ernment overreach.

This has had political consequences in the European Union. The 2013
revelations that the NSA tapped political leadership in major European
countries as well as potentially engaging in large-scale forms of intelligence
gathering stoked existing concerns in Germany and elsewhere about US
intentions. It led senior decision makers in Germany to revisit their concerns
about the Five Eyes arrangement, unsuccessfully demanding Five Eyes status
in Germany’s information-sharing arrangements with the United States."*® At
the level of parliamentarians and ordinary citizens, it provoked widespread
fear and consternation, especially in countries like Germany where privacy
was already an important issue.

Yet actors within the European Union have also engaged in unilateral
actions. The increasing willingness of European privacy regulators and the
European Court of Justice to block international data transfers to protect
domestic arrangements is causing nervousness among US firms and officials,
since it both threatens commercial relations and seeks to constrain what US
officials and former officials see as legitimate exercises in protecting the US
homeland.”*’

The sensitivity on both sides highlights changes in the relationship.
Economic integration proceeded through globalization and regional inte-
gration, generating policing and internal security issues. Organized crime,
drug trade, and human trafficking all raised the salience of key homeland
security domains, such as border control, customs, and immigrations.
Governments—especially in Europe—developed institutions to manage
transnational homeland security. In the wake of the Schengen Agreement,
the European Union created the third pillar for justice and home affairs,
which then received an explicit international mandate under the Treaty
of Amsterdam. By the end of the 1990s, the European Union experienced
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a governance revolution with the institutionalization of Europol and the
Treaty of Lisbon.

After September 11, the locus of far-reaching institutional change moved
from Europe to the United States. The attacks shifted the debate on two
levels. They created a common set of threats—transnational terrorism—
around which transatlantic cooperation seemed necessary. Moreover, they
centralized US agency activity under the auspices of DHS and increased its
attention to homeland security concerns.

This interaction brought the two jurisdictions into much closer contact
on homeland security issue than they had been for much of the postwar
period. With distinct institutional legacies concerning homeland security,
civil liberties, and privacy, these interactions sparked a series of conflicts
that were as much about the renegotiation of domestic bargains as they
were about international stalemate. The remainder of the book examines
how different political groups responded to these pressures, and how these
strategies altered domestic and global institutions. In the next chapter, we
explore the specific case of passenger data in the aviation sector. In so doing,
we connect the kinds of descriptive transformation detailed above to the
causal processes that we discussed in chapter 1, showing how the politics
of interdependence is associated with particular actor change strategies.



Competing Atlantic Alliances
and the Fight over Airline
Passenger Data Sharing

Inlate 2002, European airlines had to confront a seemingly unsolvable prob-
lem. After the attacks of September 11, the United States passed legislation
requiring foreign air carriers to transfer detailed personal information on
their passengers to US Customs. Any failure to comply with these rules
would risk extensive fines and potentially the loss of landing rights. If they
met US security demands, however, European air carriers risked violating
European privacy laws, exposing themselves to different regulatory sanc-
tions. Rule overlap created an impossible catch-22 for firms, stranding them
between the directly conflicting demands of transatlantic counterterrorism
cooperation and privacy protection. This dilemma generated a roughly
decadelong dispute over the sharing of PNR data between the United States
and European Union. Ultimately the two sides reached an accord, and in its
wake, the European Union changed its internal rules so as to require similar
information of flights entering Europe.

Existing accounts of this dispute tend to depict it as a battle between
a security-focused United States and a privacy-focused European Union,
in which the United States succeeded in imposing its own approach on a
reluctant European Union." Javier Argomaniz (2009b, 128) concludes that
“US dominance has been apparent in the negotiations as well as in the final
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contents of the 2007 PNR agreement.” Alternative accounts describe the
controversy as the result of a common shock (the advent of terrorism) work-
ing out in different ways in different systems, or as a process of normative
convergence across the European Union and United States.?

These standard explanations start from the assumptions about interac-
tions between unitary states that Helen Callaghan (2010) has dubbed “meth-
odological nationalism.” They disagree on what drives interstate dynamics,
respectively emphasizing interstate bullying, domestic institutions, and nor-
mative agreement. They agree that the key interactions are between discrete
and monolithic states. Each, consequently, underemphasizes the impor-
tance of interdependence between different national systems and the ways in
which politics in the transatlantic space often spans geographic boundaries.

Our alternative approach, developed in chapter 1, highlights how inter-
dependence not only generates common problems but also differentially
creates transnational opportunities for actors hoping to contest or protect
their existing domestic institutional bargains. In particular, the chapter
underscores the competing factions within each jurisdiction, and how they
took advantage of or resisted these political opportunities. The PNR dispute
was shaped, on the one hand, by security-oriented actors within both the
European Union and United States who forged a transnational alliance to
transform European rules, and by the efforts of their opponents (who were
primarily located within Europe, and who were concerned more with civil
liberties and privacy) to insulate the European Union from external influ-
ence, hence potentially undercutting their internal adversaries.

In the remainder of this chapter, we examine how actors in the United
States and European Union used these strategies of cross-national layering
and insulation to shape the consequences of the transatlantic dispute. We
show that neither the European Union nor the United States had unified
preferences. The US DHS pushed the European Union to introduce mea-
sures that it had been unable to shepherd through the US political system
because of strong political opposition from the domestic civil liberties
community. At the same time, its proposals were not simply forced on an
unwilling European Union; while these policies were strongly opposed by
some actors within the European Union, they were welcomed by others.

This produced a situation where one alliance, which was not happy
with the European status quo on privacy, used cross-national negotiations
to change it. US negotiators (in coalition with European security officials)
sought to build an alternative to European privacy rules in which PNR data
could be shared with the United States and in turn with European security
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officials. This alliance developed principles that were intended to resolve
business uncertainty among the airline industry, soften the opposition of
the privacy coalition, and expand data transfers.

On the other side of the argument, the defenders of the privacy status quo
used various domestic policy levers to try to insulate existing EU institutions
from the transatlantic security community. These ranged from threatening
European market access to seeking to undermine the nascent transnational
agreement by taking it to the European Court of Justice. As in the case of
financial data (which we examine in the next chapter), key European ac-
tors favoring greater attention to security concerns saw US pressure as an
opportunity to reshape EU institutions in ways that favored them, while
those who favored privacy sought to protect existing institutions against
these pressures.

Importantly, security actors in the United States and Europe built trans-
atlantic agreements, which over time gained the support of the aviation
industry (which sought legal certainty) and leached away support for pure
resistance strategies. Ultimately, the interactions between transatlantic se-
curity officials not only arrived at a transnational solution to the problem
but also helped build the necessary political foundations for the adoption
of an internal PNR system within the European Union modeled on the EU-
US agreement. Intra-EU battles, coupled with the cross-national layering
strategies of security officials from both jurisdictions, explain why and how
US demands had consequences both globally and for Europe. The chapter,
then, focuses on the strategies of the competing alliances as they alterna-
tively attempted to resist and bring through this institutional change.

Domestic US Politics: Defense through Data Collection

Border control has historically been a critical site of surveillance where gov-
ernments attempt to prevent people whom they consider undesirable from
entering their sovereign territory. Globalized commercial air transport and
the rise of transnational terrorist networks confronted governments with
new security challenges, but they also provided opportunities for surveil-
lance as governments could tap into the information that airlines and other
agencies used to identify their customers.® After September 11, the US gov-
ernment tried to increase its access to commercial data to surveil domestic
air passengers, but ran into strong resistance from a vigorous civil liberties
lobby. DHS proposals to construct a national information-gathering system
were resisted by US privacy advocates such as the ACLU, which successfully
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constructed an unlikely coalition of progressive liberals and libertarian con-
servatives to stymie the creation of purely domestic databases.* After being
blocked at home, the US government explored alternative international
sources of data.

Gathering data on airline passengers had some precedent. Starting in the
late 1990s, the FBI and Federal Aviation Administration developed a screen-
ing system to prevent explosives from entering the checked luggage system.
Under the Computer-Assisted Passenger Prescreening System (CAPPS)
system, airlines used a limited amount of PNR data to identify luggage that
should receive additional attention prior to flight. After September 11, DHS
proposed to take the system over and expand it, and to link PNR data to
other databases kept by the government and private sector to identify indi-
viduals who would receive additional personal screening at security check-
points. This shifted policy from screening luggage to screening people, using
a range of personal data such as reservation histories to construct individ-
ual risk scores. Known as CAPPS II, the proposed policy greatly expanded
both the data to be analyzed and the extent of privacy intrusion that might
result. Eventually, proponents hoped, CAPPS II could be used to assist law
enforcement agencies and prevent risky individuals from flying.®

In one of the most successful post-September 11 civil liberties advocacy
campaigns, the ACLU targeted CAPPS II as an excessive invasion of privacy.
The ACLU (2003) warned that “this system threatens to create a permanent
blacklisted underclass of Americans who cannot travel freely.” Working both
with its membership and ties to elected officials, the ACLU orchestrated a
campaign that depicted CAPPS IT as an Orwellian program that excessively
expanded government authority and was rife for abuse. The campaign suc-
cessfully highlighted a number of high-profile mistakes in which prominent
people found themselves labeled as “high risk” by the database.

The ACLU found allies in industry, which worried both about the finan-
cial cost of the program and reputational damage for airlines. As Garth Jop-
ling, president of the Association of Corporate Travel Executives, explained,
“It[CAPPS II] went against the grain of the average U.S. traveler to stand for
investigation over the purchase of a plane ticket. The program also failed to
satisfy corporate America’s concerns over projected costs relating to delays,
missed flights and false-positive readings.”®

Congress finally intervened, requiring that the Government Account-
ability Office conduct an audit to assess the intrusiveness of the program
and delaying the program until the office could demonstrate that CAPPS II
would pass a series of privacy protection standards. Bowing to both public
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outcry and political pressure, the Transportation Security Administration,
an agency within the DHS, canceled the program in 2004.

Facing stiff opposition, the Transportation Security Administration
sought to create a successor program, known as Secure Flight, in 2005.
After years of development, Secure Flight was finally made operational in
2010. In contrast to CAPPS II, Secure Flight is focused on improving no-fly
lists by identifying passengers correctly. Prior to departure, passengers enter
their legal name, date of birth, and gender so as to better match this infor-
mation to government-held no-fly lists. While some have criticized possible
mission creep in the Secure Flight program, it is far more constrained than
the original CAPPS II program and in many respects more limited than the
EU-US PNR agreement that we discuss later. The data provided is circum-
scribed and is held for only seven days before being deleted. While internal
resistance strategies did not completely stymie domestic air passenger sur-
veillance, they greatly weakened it.”

Rule Overlap: Reaching out for Data across Borders

DHS found it far easier to demand data on international travelers. In large
part, this was because of preexisting institutions for managing the movement
of individuals across borders. US border control agencies already had a high
degree of autonomy in controlling who and what entered the country—
having the power, for example, to conduct extensive searches without a
warrant and to deny entry to non-US citizens with little effective judicial
recourse. Providing US customs officials the power to require new informa-
tion was presented as an extension of existing practices given the security
concerns rather than a fundamental invasion of civil liberties along the lines
of CAPPSI1.}

Prior to the September 11 attacks, border control agencies typically col-
lected passport information at the border. Known as Advanced Passenger
Information, these data provided basic information on the identity of the
person traveling such as name, gender, age, citizenship, and travel docu-
mentation.” It is routinely captured by the machine-readable data kept in
a passport and swiped as an individual proceeds through customs. While
such data are useful in establishing identity and visa status, they offer limited
additional opportunity for building up detailed risk profiles.

PNR data are kept by the airlines in their reservation systems and
contain much broader data ranging from credit card numbers to meal se-
lection. After September 11, this provided the opportunity for the more
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wide-ranging screening of international travelers. The Aviation and Trans-
portation Security Act of 2001, passed swiftly after the terrorist attacks,
required that foreign air carriers report PNR data to US Customs before
permitting entry.'’

US authorities intended to scrutinize these data using profiling and net-
work analysis software to identify suspicious behavior patterns and connec-
tions to potential criminal targets. The US DHS, for example, operates an
Automatic Targeting System that analyzes a host of data including PNR to
develop a risk score for travelers. As Stewart Baker (2010, 81), former head
of policy at the DHS, later explained,

Data was once costly to retain, store, and analyze, but now it was becoming
cheaper and easier every day. What’s more, the airlines whose passengers
were overloading the old border system were using new technologies to
identify and manage the travel of those same passengers. If we could use
their data to identify the handful of risky passengers who needed an inter-
view, we could do our screening while the plane was in the air.

The US government furthermore demanded that US Customs have direct
access to European airline databases for security reasons as the need arose.
Most airlines do not maintain their PNR data themselves but instead out-
source storage to a Computerized Reservation System (CRS). Of the four
major CRS providers, three are headquartered in the United States (Sabre,
Galileo, and Worldspan) while one is based in Spain (Amadeus) and stores
data in Germany but also has a datacenter in the United States. This constel-
lation of data storage facilities allowed US officials to obtain data from these
CRS companies’ US data centers rather than from foreign air carriers and to
share data with other US agencies than only US Customs."

The US government began demanding that foreign governments comply
with these demands in late 2002. By pressing the European Union to ac-
cede to these demands, security-oriented groups in the United States sought
to defend US rules, which enjoyed a high degree of legitimacy within the
United States in the wake of the recent attacks. They also tried to reopen Eu-
ropean privacy rules, which they perceived as hampering the international
fight against terrorism."”

US demands for airline passenger data were obviously in tension with the
European privacy rules described in chapter 2. The augmented surveillance
effort posed at least three challenges: the expansion of the data obtained
(including sensitive information such as meal choice and financial data),
the broad sharing of data with third parties (other government agencies and
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private contractors), and the extended retention period (DHS maintains
PNR data for up to fifteen years). Actors such as the European data privacy
authorities (who were the key privacy regulators in the member states) and
the European Parliament sought to protect the existing European privacy
regime against the threat of foreign encroachment.” Both had some com-
mitment to civil liberties, but both also stood to lose if the European Union
reached an administrative compromise with the United States. Data privacy
commissioners would find their effective power to interpret and enforce
rules trampled and weakened, while the European Parliament would lose
hard-won clout over both intra-European policy setting and international
agreement making.

Internal Dissent in the European Union

Under Article 25 of the Data Privacy Directive, the European Commission
takes the lead in assessing whether foreign jurisdictions have or do not have
“adequate” data privacy rules, which would allow data to be exported to
them. When the controversy over airline data began, the Commission’s
Internal Market Directorate, which promotes internal market harmoniza-
tion, was in charge of data privacy issues. It quickly found itself sidelined,
however. In the description of one prominent Internal Market Directorate
official, “We were under instructions in this particular DG to keep out of it
as much as possible. We were not encouraged to be very forward.”"*

The Commission did not take a forceful stance on European privacy
rules, worrying that it would be seen as hampering the fight against terror-
ism." Instead, it sought to protect European airlines from clashing EU and
US rules as best as it could by trying to obtain an adequacy ruling for US
Customs, thereby allowing it effectively to accept the US approach. Given
the quintessentially global nature of the aviation industry, the Commission
hoped that it could find a quick compromise that would mitigate any eco-
nomic impact for European airlines.'® The importance of the transatlantic air
transport market led to Commission fears that failure to resolve the dispute
could threaten a major component of European competitiveness.

Furthermore, some security officials were actually quietly in favor of
the US demands. EU interior ministries tended to back a prosecurity per-
spective, and to be impatient with privacy and civil liberties arguments.
Highly influential officials like Germany’s Wolfgang Schiuble supported
PNR and wanted to share information with the United States even if this
was legally dubious."” This created a tacit alliance between US officials and
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EU interior ministries, who had an interest in pushing forward an agenda
based around security cooperation and pushing back against what they saw
as obtrusive privacy regulations.'® Within the European Commission too
there were strong disagreements internally over how issues such as PNR
ought to be handled.”

After several rounds of negotiations between the Commission and the
newly created DHS, the two sides developed a Joint Statement in February
2003.%° In the agreement, the Commission pledged to delay the implemen-
tation of European privacy laws and permit data transfers. The United States
agreed to a series of privacy concessions including limiting the sharing of
information with other US agencies, restricting access to the data within US
Customs, removing sensitive data from analysis, deleting data after three and
halfyears, and committing to a periodic joint review of DHS management of
data. The Internal Market Directorate indicated that data privacy authorities
might accept the Joint Statement as sufficient to permit data transfers. Many
officials within the US government believed that they had made important
concessions during the process.* Officials on both sides of the negotiation
process saw the Joint Statement as reflecting a genuine spirit of compromise
by the two parties that recognized and attempted to balance privacy interests
and those of information sharing.

The European privacy regime provides opportunities for other actors to
veto policy proposals. Even though the Commission took the lead in negoti-
ating, it was subject both to member state supervision and to pressure from
the European Parliament and national data privacy authorities (who play
an important advisory role through the Article 29 Working Party). While
member states were split, both the Parliament and data privacy authori-
ties had a stronger interest in maintaining the existing European privacy
regime than did the relevant European Commission officials. Both of these
groups were deliberately and systematically excluded from the EU-US fo-
rums where PNR was being discussed. Because they had no direct access
to negotiations, they used the institutional tools at their disposal to try to
insulate the existing regime from the proposed international compromise.

The European Parliament worried that the agreement was propelling
privacy issues from the realm of market governance into the burgeoning
area of justice and home affairs. As discussed in chapter 2, the role of Par-
liament in the so-called third pillar of the European Union (covering justice
and home affairs) was extremely limited. Some figures in Parliament feared
that justice and home affairs was replacing the EU internal market process as
the main motor of European integration, effectively cutting the Parliament
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out of increasingly important areas of decision making.?* In this context,
the Parliament believed that the agreement set a dangerous precedent.”’

Data privacy authorities, for their part, saw the agreement as threatening
European privacy law. They had played a critical role in pushing comprehen-
sive European legislation to replace the preexisting patchwork of national
approaches. The agreement seemed to heavily water down Europe’s privacy
regime for the sake of EU-US relations and domestic security concerns.
Again, they believed that this plausibly set a dangerous precedent for the
future.**

National data privacy authorities began deliberately to oppose the agree-
ment from within, trying to insulate the existing European privacy regime
against external pressures. They repeatedly and publicly rejected the Com-
mission’s interpretation of the legislation, and used their delegated authority
and expertise to undermine internal support for the Joint Statement. This
began in October 2002 when the Article 29 Working Party preemptively
released an opinion arguing that such transfers were in direct violation of the
1995 Privacy Directive.”® The regulators did not seek to ban PNR transfers
as such, but indicated their hostility to US direct access to European airline
databases, the sharing of sensitive data such as meal choices that might indi-
cate religious affiliation, the extended retention period, the vague standard
for collecting and transferring the information to other agencies, and the
lack of a formal control mechanism to monitor use by US Customs.>® The
Commission faced the difficult task of publicly justifying its compromise
with the United States in the face of continual opposition from the Article
29 Working Party and potentially conducting a “comitology” review (i.e., a
review under the Commission’s delegated powers) in which it would have
to contradict the opinion of the relevant technical experts.

In addition, data privacy authorities started to use their nationally del-
egated authority over the transfer of personal data across borders to try to
force the Commission to renegotiate the agreement so as to better preserve
the existing regime. In March 2003, the chair of the Article 29 Working Party
and the head of the Italian data privacy authority, Stefano Rodota, warned
the European Parliament that continued transfers might result in regulatory
or judicial intervention. Given the requirements of the European Privacy
Directive, data privacy authorities might be forced to sanction carriers that
transferred data under the Joint Statement.*’

This began to happen. The Italian data privacy commissioner required
Alitalia to provide US authorities only with the information contained in a
passport.”® Similarly, the Belgian authority ruled in late 2003 that US-EU



78 CHAPTER 3

transfers violated data privacy laws.* In short, national data privacy author-
ities used their nationally delegated power to try to reinforce the European
Union’s existing approach to data regulation and to undermine the nascent
transatlantic PNR regime from below.

Leveraging ties to policy makers at different levels, the arguments of the
Article 29 Working Party quickly found their way to the European Parlia-
ment, which had authority to review and amend first-pillar policy under the
codecision process. European parliamentarian Sarah Ludford (UK-Liberal)
summarized the assertions of Article 29 Working Party chair Rodota as a
major challenge to the Commission’s authority:

This is a stunning rebuff to the Commission. He [Rodota] said in essence
that National Data Protection Commissioners and courts were not free
to suspend application of relevant laws just on the say-so of the Com-
mission. That must be right. It is a reminder to the Commission that if
it will not be the guardian of Community law, then others have to be.*

The alliance between the data privacy authorities and pro-civil-liberties
European parliamentarians pushed the Commission to return to the nego-
tiating table as Frits Bolkestein (2003), of the Internal Market Commission,
explained in a letter to Tom Ridge, head of DHS:

Data protection authorities here take the view that PNR data is flowing to
the US in breach of our Data Privacy Directive. It is thus urgent to estab-
lish a framework which is more legally secure. . . . The centerpiece would
be a decision by the Commission finding that the protection provided
for PNR data in the US meets our “adequacy” requirements.

To be clear, data privacy officials were not opposed to international coop-
eration per se. They had determined that such transfers could be permitted
to Canada and Australia. They were only willing to permit these transfers
since they did not undermine the existing EU regime because of the amount
of data involved as well as the restrictions placed on the storage and use of
the data.’ Similarly, the European Parliament was not opposed to cooper-
ation with the United States in principle as long as it took place under an
agreement that respected both the European Union’s existing approach and
the prerogatives of the Parliament.

It would be in the European Union’s interest to have a much greater ex-
change of information with the United States; providing it was governed
by a proper international bilateral agreement. . . . Unfortunately, when
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the US started to put pressure on the European Union to deal with PNR
questions, the commission chose to approach it—I think under pressure
from the member-states—in a way that was not going to involve the Eu-
ropean Parliament at all. They initially told us, in September 0f 2002, that
they would give us. . . rights to sign off on the agreement. That was then
withdrawn; then they decided on a different approach. And we felt in the
end ... that we were talking about too many categories of data without
adequate safeguards as to what this data would be used for; who it could
be passed on to; and so on.*?

As Rodota (2003) argued in an address to the European Parliament,
the concessions made by the United States were not sufficient to satisfy the
Article 29 Working Party. The Commission risked further delay and insti-
tutional conflict with the Parliament in the form of a drawn-out codecision
process if it failed to move the agreement closer to the demand of the Par-
liament and the data privacy authorities.

Thus, the first stage of the dispute over PNR saw a conflict between two
major coalitions. One, consisting of EU and US domestic security officials,
agreed on the primacy of security, while facing different institutional con-
straints in their different systems, and sought to bring through an agreement
that could work above those institutions so as to allow the ready exchange
of passenger information.

The other coalition mostly consisted of actors within the European
Union—importantly the European Parliament and national-level data pri-
vacy authorities. Their goal was to insulate existing privacy institutions as
best as they could either by reshaping the proposed agreement so that it did
not challenge these institutions or by blocking it altogether. Their insulation
strategies consisted of a mixture of veto threats and informal authority based
on officially recognized expertise.

The Ironic Outcome of Domestic Insulation Strategies

After continued negotiations with the United States, the Commission agreed
in December 2003 to the transfer of data from European airlines to US Cus-
toms. This would not include direct access to carrier databases, and the
information transferred would filter out sensitive information. The compro-
mise solution included the reduction of the categories of data collected from
thirty-nine to thirty-four, the deletion of sensitive data, limiting the purpose
of collection to terrorism and transnational crime, a retention period of
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three and half years, a sunset clause that forced renegotiation after three
and halfyears, and annual joint audits of the program.* This reflected some
concessions to the Parliament and data privacy officials. While the latter
were unable to get their preferred outcome—the adoption of data privacy
legislation for the private sector in the United States—they forced both the
Commission and the United States to reach a compromise that bolstered
the privacy protections in the agreement.**

The Parliament and data privacy officials were still dissatisfied with the
compromise, and continued to use insulation strategies to resist the imple-
mentation of the agreement. The Parliament filed a suit with the European
Court of Justice (2004) in summer 2004, despite uncertainty as to whether
it had an actionable case.

The Parliament sought the advice of its own lawyers on this, and the
advice was not clear one way or another. But this didn’t surprise us ter-
ribly. Our own in-house lawyers don’t like Parliament to go to court so
they tend to advise against it. This has been our experience on previous
matters. On the other hand, on previous occasions when we have had
to use the court, the court has often found in our favour. So we thought
it was worth a shot.*

Following the logic presented by the Article 29 Working Party, the Parlia-
ment argued that the agreement was in violation of Article 8 of the European
Convention on Human Rights, which protects the private life of European
citizens.*® Specifically, data in the United States were not monitored by an
independent regulatory agency and the limitation of purpose was weak,
allowing security agencies to use the information for unspecified “transna-
tional crimes.”

The European Court of Justice ruled against the agreement but on
purely procedural grounds.*” The Court concluded that the Commission
did not have the authority under the first pillar to negotiate the agreement
because it involved issues directly tied to justice and home affairs. The
Court sidestepped the more fundamental debate about privacy, requiring
that the agreement be renegotiated under the third pillar.*® In short, it
found no basis for supranational action. The court decision basically sent
the negotiating parties back to the table with the European Union nego-
tiating under new institutional parameters, under which the Parliament
had little say.

As per the third-pillar rules, the Council now took on the lead role,
supported by the commission directorate responsible for home and justice
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affairs. Within the Council, the interior ministries took responsibility for
the negotiations.

This shift in institutional procedures was to the advantage both of EU
officials in domestic security as well as justice and home affairs who typically
cared more about security than economic relations or civil rights, and US
officials impatient with European privacy law.*® It also gravely weakened the
formal authority of both the Parliament and the Article 29 Working Party of
data privacy authorities. The Parliament had only limited rights under the
third pillar, and because the EU Data Privacy Directive was passed under
the first pillar, the Article 29 Working Party had no formal role in third-pillar
affairs. As MEP Sophie in’t Veld concluded, “Unfortunately, the outcome of
the court hearing was such that we basically sidelined ourselves.”*°

Ironically, in using an important domestic lever of resistance—judicial
review—defenders of the European Union’s existing privacy regime pre-
cipitated themselves into a situation where they were far less easily able to
use insulation strategies than hitherto. The means that they had used to try
to insulate the regime from external pressure, by asserting the supremacy
of privacy law over security concerns, allowed the Court to invalidate the
agreement on the grounds that it was more directly connected to domes-
tic security than it was to economic markets. This undermined the exist-
ing agreement and ensured that any renegotiation would happen under
conditions where members of the civil liberties coalition had little direct
influence.

The efforts of some European officials to insulate European institutions
against other European officials and US officials who wanted to change those
institutions backfired. It created the conditions for a new—and much more
sweeping—effort to reshape European rules around the privacy of airplane
passengers.

Mounting Regulatory Uncertainty and Industry Calls
for Compromise

The efforts of Parliament and others to insulate EU institutions created ad-
ditional uncertainty for industry. After nearly five years of negotiations,
the issue of PNR transfers had still not been resolved. Moreover, the court
decision did not offer a clear path for resolving the problem, which re-
vived industry worries about rule overlap. Most carriers transferred data
to US officials but were still vulnerable to sanctions from European data
privacy officials.
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US officials, who were impatient with the lack of a permanent agreement,
frequently raised the specter of fines or flight disruptions so as to assert their
bargaining strength.* This was accentuated by organizational changes in the
DHS. Between the finalization of the Joint Statement in February 2003 and
the European Court of Justice decision in May 2006, US bureaucracies un-
derwent a remarkable transformation. Although President Bush appointed
the first DHS director in September 2001, this was primarily an advisory
position, providing support to the president on issues of counterterrorism.
It was not until November 2002 that Congress authorized the creation of
a cabinet-level department, and the department did not officially open its
doors until March 2003. In early 2005, Secretary Michael Chertoff replaced
Tom Ridge and began a major organizational consolidation, including the
creation of a director of policy who could oversee DHS strategic planning
and coordination across the sprawling department.

Secretary Chertoff, together with his first director of policy, Stewart
Baker, prioritized the removal of barriers to information sharing. The new
leadership viewed stovepiping and the failure to share data between law
enforcement agencies as key causes of the intelligence failure of September
11. From this perspective, the commitment to data limitation in the EU-US
PNR agreement, which prevented US Customs from sharing data with other
agencies, represented just another dangerous constraint on law enforce-
ment. Baker (2010, 104) concluded that “this was a bad deal. We needed
to get out.” In a Washington Post op-ed, Chertoff (2006) went as far as to
publicly decry the agreement that his own administration had previously
negotiated. In the wake of the European court decision, DHS representatives
did not merely seek to reenact the status quo ante but also to renegotiate
the terms of the agreement to limit constraints on data sharing, remove
restrictions of sensitive information, and extend storage periods. As Baker
(2010, 117) explained it, “We [DHS] were determined not to reinstate the
old agreement. Secretary Chertoff and I simply would not accept a made-in-
Europe version.” Graham Watson, a British MEP, summarized the dilemma
facing the airlines: “Either they violate EU law and give the US what they
want, or they risk the States turning around and saying your airplanes can’t
come here.”*

The stakes of the PNR debate for industry were considerable. European
airlines depended on transatlantic flights for revenue. Moreover, investments
made by the industry to meet US demands for data raised overhead costs.
Industry wanted both a commitment that flights would continue and con-
fidence that the financial burden of facilitating PNR would be contained.*
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Both before and after the court decision, industry repeatedly called for a
return to legal certainty surrounding transatlantic flights.** Association of
European Airlines secretary-general Ulrich Schulte-Strathaus summarized
the predicament by saying, “Our airlines are subject to conflicting regulatory
requirements from opposite sides of the Atlantic—an untenable situation for
airlines and passengers alike.”*

Airline associations lobbied extensively to try to push both sides toward
asolution. As described by one parliamentary official heavily involved in the
debates, “Basically, IATA [the International Air Transport Association] [did
the lobbying] because obviously airlines are in a terrible situation if they go
with either U.S. law or European law, and obviously they had a great interest

in resolving the issue.”*®

The Security Community Strikes Back:
The Construction of a Cross-National Layer

Even as privacy advocates pursued domestic insulation strategies within
the European Union, security officials developed a transnational platform
through which to press a cross-national agenda. Security officials on both
sides of the Atlantic acknowledged the frictions that arose from the extrater-
ritorial implication of the US response to the attacks of September 2001. Two
of the issues—port screening and airline data—involved the transportation
sector, a domain that security officials saw as critical to a comprehensive
homeland security strategy.

To address these concerns and prevent frictions from upsetting expanded
surveillance efforts, US and European officials created the High Level Po-
litical Dialogue on Border and Transportation Security in April 2004. This
informal network of officials concerned with homeland security issues on
the two sides of the Atlantic sought to develop policies on information shar-
ing and promote successful cooperation. Importantly, membership centered
on those bureaucracies that represented security interests such as DHS and
Customs on the US side, and the Justice and Home Affairs Directorate in
the European Union. As Patryk Pawlak (2009b, 571), a scholar of home-
land security cooperation, concluded, representation in these forums “was
designed in a way to exclude any direct involvement of DPAs [Data Pri-
vacy Authorities].” Eventually, the High Level Political Dialogue on Border
and Transportation Security was integrated into the High Level Contact
Group on Data Protection, where discussions between security-oriented
officials continued.
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These transnational interactions proved decisive in allowing agencies
both to clear up points of disagreement and to build a common transat-
lantic homeland security agenda. In addition to information sharing and
agenda setting, the results of the dialogue were frequently used in domestic
jurisdictions to overcome bureaucratic opposition.*” More generally, these
informal links forged trust between officials who previously had little expe-
rience with each other or, more generally, in working with foreign officials
in international negotiations.

The European Court of Justice decision allowed the transnational se-
curity community to reassert itself. In the months following the European
Court of Justice decision, a new round of negotiations began. This time
it was led by the Council on the European side and the DHS on the US
side. As these negotiations started, a critical shift had begun on each side
of the Atlantic: the elevation of security interests. On the US side, the
DHS began to transform itself from an inchoate amalgamation of dispa-
rate agencies to a more concentrated and focused organization.*® DHS
started to take a much more aggressive position than traditional foreign
policy agencies had envisioned in the PNR negotiations. At the same time,
control over negotiations shifted on the European side, thanks to the Eu-
ropean Court decision, to the Council. Although the Council is in theory
a single legal entity, in practice it is represented in particular issue areas
by the ministers of EU member states concerned with overseeing that
area. In this instance, the Council is comprised of interior ministers, who
were far more concerned with security questions than are their internal
market counterparts.*® The transatlantic security alliance, then, was able
to steer the negotiations away from the previous and more privacy friendly
Joint Statement.

It was clear from public remarks made by interior ministers that they
wanted a speedy agreement with the United States that would clarify re-
lations and maintain counterterrorism cooperation. Wolfgang Schiuble
(2006), who served both as German interior minister and European Council
president during the negotiations, argued that “they [passenger data] are
the most important clues to recognizing potential terrorists.” In a review
of leaked cables between US officials, Der Spiegel observed that “the Bush
administration saw Schéuble as a sort of Trojan horse in Europe, a man
who could help Washington achieve its goals.”*® In the view of US officials,
Schiuble was willing to oppose the legal opinion of data privacy officials and
the privacy-oriented coalition in order to overcome logjams and to expand
transatlantic information sharing.*" Going even further, Schiuble built on
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the agreement with the United States to propose that Europe too ought to
adopta PNR, concluding that “we need this [PNR] in Europe.”** The Com-
mission quickly followed suit, proposing a European PNR arrangement in
2007 that was closely modeled on the EU-US agreement.** As Baker (2010,
84, 141) described it, “Other countries weren’t firmly opposed to sharing
information. After all, that would make their border officials more effective,
too. But sharing information with the United States was bound to meet some
political resistance at home. Our allies needed help in overcoming that re-
sistance.” Baker also emphasized the importance of the shift to interior min-
isters as the lead negotiators: “With Schiuble and Frattini leading Europe’s
team, we hammered out a deal with far less drama than in the first talks.”

By July 2007, a final agreement had been reached.** From the perspec-
tive of data privacy advocates, it contained few improvements over the
Commission-brokered deal and in many areas was weaker. It specified the
transfer of similar types of data to those detailed in the earlier agreement.
The agreement also called for the use of a “push” system whereby airlines
would send data to US Customs as opposed to the original “pull” system
whereby US Customs would have had direct access to European air carrier
databases. In a blow to data privacy protection, it included an extended data
retention period of seven years. In addition to this, a “dormant” period of
eight years was created. This classification of data allowed information to
be kept but not used in active searches. The agreement did not prohibit
the further transfer of data from US Customs to other agencies or to third
countries—previously a major issue for the European Parliament. “The prob-
lem is not with the US itself. It is the fact that data are shared with other US
allies; with other agencies, and so on.”*

In theory, data could be shared with a large number of US agencies and
foreign security services. Finally, many of the privacy protections were not
contained in the agreement itself but rather in an accompanying exchange
of letters, all of which could be unilaterally withdrawn at a later date. Most
advocates of strong data privacy rules have concluded that despite a number
of protections, the agreement offered fewer safeguards than the compromise
struck down by the European Court of Justice and provides the United States
with significant amounts of unmonitored data.

Thus after the European Court of Justice decision, policy on PNR was
dominated by a cross-national alliance of security-minded officials who
wanted to roll back previous privacy protections. Even officials like Baker,
who was notorious for his impatience with perceived EU squeamishness,
did not see themselves as imposing a solution on Europe. Instead, they
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worked together with European allies in key interior ministries who were
independently eager to emphasize security questions over privacy concerns.
This in turn helped lay the groundwork for new institutional changes within
Europe: the creation of a European PNR system that would take the ap-
proach of the EU-US agreement and apply it to internal EU affairs.

The Limited Consequences of Lisbon

Justas all sides had hoped to be rid of the PNR debate, a further institutional
twist reopened the long and hard negotiations. As the 2007 PNR agree-
ment had been negotiated under the third pillar of the European Union, its
implementation depended on approval by a sufficient number of national
parliaments. Before this approval process had finished, the European Union
introduced a major constitutional reform through the Treaty of Lisbon. This
treaty greatly increased the European Parliament’s authority in home and
justice affairs. When the treaty was adopted in December 2007, the 2007
PNR agreement became preliminary since it had not been fully imple-
mented, pending adoption by the European Parliament. In May 2010, the
Parliament adopted a resolution requiring the renegotiation of the agree-
ment so as to better protect the privacy concerns of European citizens. In
particular, the privacy advocates in the Parliament focused on the period of
data retention, redress mechanisms, and the justifications for data searches.

Once again, civil liberties advocates in the Parliament along with data
privacy authorities looked to use domestic insulation strategies to shape the
contours of the regulation.>® As MEP in’t Veld warned, “Now we have the
power, and they have to listen to us.”*” In interviews and public comments,
parliamentarians warned of a veto if their demands were not met. This threat
initially seemed credible given that six of the parliamentary groups in the
Parliament had signed on to the resolution pushing for greater concessions.
Additionally, the Parliament had recently flexed its muscles by rejecting
the initial proposal of a cross-border financial-data-tracking program be-
tween the United States and SWIFT in 2007 (discussed in greater detail in
chapter 4).

While defenders of the existing regime regained some of the institutional
levers that they had lost in the 2006 court decision, they faced both a con-
solidated transnational security alliance and internal dissent within the Par-
liament regarding how best to move forward. One important consequence
of the Treaty of Lisbon was to split Justice and Home Affairs into two DGs
at the Commission and to make the Home Affairs DG the main negotiator
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of the PNR agreement. DG Home Affairs parallels the interests of interior
ministers at the national level and had long been interested in concluding
the international PNR agreement as well as setting up a similar PNR system
within Europe. The Council was similarly positioned in support of a rein-
statement of the 2007 agreement as interior ministers had worked hard to
conclude that deal and had no enthusiasm to start from scratch. Parliament,
in contrast, was divided between Christian Democrats (many of whom now
favored a stronger law-and-order approach) and liberals and left-wingers
(who were more suspicious of the PNR deal).

The Parliament and its allies were unable to work across borders to create
coalitions with privacy-focused actors in the United States. The key problem
that they faced was that there were no US equivalents of European data
privacy authorities that could be interlocutors to work together with Euro-
pean officials to reshape US policy. Even though the ACLU had succeeded
in resisting a PNR-like system domestically, they were not appropriately
organized to engage in transnational political campaigns.

Neither parliamentary relations with US lawmakers nor informal links
to some US civil liberties groups provided a viable substitute. While par-
liamentary exchanges between the European Union and United States had
been going on for some time, these had resulted in few policy-oriented or
actionable proposals. In 2008, a delegation of civil-liberties-minded MEPs
visited Washington, DC, to develop such contacts but found themselves
late to the game and unable to exert much influence. Structural inequalities
between the power and political role of EU parliamentarians and US mem-
bers of Congress meant that the latter did not really recognize the former
as peers. To combat this perception, the European Parliament opened a
Washington bureau in April 2010.°® At this point, it was in any event likely
too late for the European Parliament to construct an alternative transna-
tional blocking coalition.

Nor could the Parliament easily forge an effective alliance with nonstate
actors in the United States. While some parliamentarians had informal rela-
tions with privacy advocacy groups, these organizations were best capable
of action when they could work together with industry to push back against
government regulation. Yet the key actors in industry, the airlines, had no
interest in trying to undermine a deal that resolved continued and worrying
legal uncertainties.

Furthermore, facts on the ground were beginning to change in the
member states in ways that undermined the Parliament and data privacy
commissioners. The United Kingdom and a few other states adopted PNR
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systems similar to the EU-US system, putting pressure on the Commission
to both level the playing field within Europe and hence shift the regulatory
status quo. The United Kingdom not only began lobbying for a speedy con-
clusion of the EU-US PNR deal but also for the European Union to adopt
a PNR system.

Finally, industry pressed politicians to avoid a return to the uncertainty
that had previously surrounded PNR. The 2007 agreement was seen by many
in the aviation sector as an acceptable compromise that ended a long pe-
riod of instability. Not only did industry want to end the back and forth but
businesses too were frustrated by the shifting terms of agreement as each
proposal led to new requirements and associated implementation costs.

EU and US negotiators reached a deal in late 2011 that reflected the con-
tent of the 2007 agreement. The major difference between the two agree-
ments was a refinement of the data retention clause. Data would be main-
tained in an active database for five years, and after the initial six months,
data would be depersonalized. After the six-month window, data could still
be personalized but this would require a higher level of authorization. Fol-
lowing this active phase, data would be held in a dormant database for up
to ten years, at which point it would be anonymized. In a last-ditch effort to
scuttle the deal, MEP in’t Veld, who served as rapporteur for the agreement,
recommended rejection, concluding that “the new agreement represents a
deterioration on many points.”*® Commissioner Cecilia Malmstrom, head
of DG Home Affairs, believed, in contrast, that the agreement contained
“robust safeguards.”®® In the end, the Parliament approved the agreement
in April 2012 on a vote of 409 to 226 against and 33 abstentions.

The vote was carried in large part by representatives of the European
People’s Party, which is the conservative party in the Parliament, and was
persuaded both by industry’s and the security community’s arguments. As
Timothy Kirkhope, a British MEP, contended, “The importance of PNR
data for our security cannot be underestimated. This agreement secures
passengers’ rights and safety, and it cements the crucial EU-USA security
partnership.”®' By contrast, in’t Veld underscored the political repercussions
of the common sense of purpose that had been created among security of-
ficials on both sides of the Atlantic, remarking, “I sometimes feel people
negotiating on behalf of the EU are negotiating on behalf of the US.”** The
2007 deal created an important cross-national layer, which leached away
opposition both from industry and in the Parliament.
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The Transformation of Europe’s Policy Trajectory

Even as negotiations continued with the United States over a transatlantic
PNR agreement, the security community within Europe was laying the
groundwork for a transformation of European policy. In particular, the
Justice and Home Affairs DG of the Commission along with national in-
terior ministers began to promote a European PNR regime based on the
same proposals that they had crafted together with US security officials.
Initial drafts sought to collect PNR data for foreigners entering the Euro-
pean Union, but interior ministers, especially the United Kingdom’s home
minister, hoped to expand the system to collect data on domestic as well
as international flights. Despite repeated efforts by the European civil lib-
erties community to use domestic levers to insulate European policy from
transnational spillovers, the European Union adopted an EU PNR system in
2016. The precedent of the EU-US agreement was key to the development
of proposals for a European PNR system, the proponents of which “stressed
the fact thatif the EU has allowed the exchange of PNR with third countries,
like the USA and has started negotiations with Canada, it is nonsense to
refuse it within the EU.”®

Drawing on the interactions with the United States, the Commission was
an early supporter of a European PNR system as part of a larger package
of antiterrorism efforts.* Then Commissioner for Justice Franco Frattini
argued on multiple occasions that a European PNR was a vital tool for the
successful protection of European citizens against potential terrorist attacks.
Commission interest in a European PNR system dated back at least to 2004,
shortly after the completion of the Joint Statement with the United States,
when it sent a communication to the Council and Parliament on the issue.®®
The Commission looked to internal security to demonstrate its relevance to
European citizens—a strategy that became more attractive after the failed
referendum on the European Constitution.®® In addition to promoting pan-
European legislation, the Commission simultaneously funded fourteen na-
tional PNR systems, which many in the civil liberties community viewed as
a Trojan horse for future pan-European rules. As in’t Veld warned, “Giving
money to the member states to create national systems, so that all of a sudden
there is a need for harmonization, ‘hey look we have a reason for a directive,
it’s called bribing and I find this a despicable way of making policies and
law.”®” Their worries were prescient: European Council president Donald
Tusk used concerns about fragmentation between different member states’
approaches in his final push to get the legislation passed.®®
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Similarly, national interior ministers were consistently strong advocates
for a European PNR system and used their interactions with the United
States to justify their policies. The German internal minister, Schéduble, ar-
gued that given the EU-US PNR system, a failure to adopt a PNR system for
Europe would be “inexcusable.”®® Even Germany’s justice minister from the
Social Democratic Party supported the proposal.”® The British government
went so far as to call for the data to be used for more general public policy
purposes than just fighting terrorism.” A Commission-sponsored question-
naire sent to the member states found that a majority of members supported
the initiative, and a meeting of national internal ministers called for the
speedy adoption of a European PNR. Slovenian interior minister Dragutin
Mate, reporting for the EU presidency in January 2008, claimed that “there
was general support from all ministers on a European Passenger Name Re-
cord.””* At the meeting of the home and justice ministers in November 2008,
the French presidency released a report supporting a European PNR system.

In summer 2009, the Council submitted a revised draft of an EU PNR
proposal for consideration, and the agreement was then written up by the
Commission. While differing slightly from the EU-US PNR agreement, its
genetic imprint was clear. In particular, the EU PNR agreement called on
member states to create Passenger Information Units (PIU), which would
serve as repositories for PNR data. Like in the EU-US PNR agreement,
airlines would be required to transfer PNR data to PIUs prior to landing or
departure from EU territory. PIUs could then retain anonymized data for
up to five years. While the directive requires PNR data to be reported for
all external flights entering or leaving the European Union, it also allowed
member states to set up PNR requirements for internal flights within the Eu-
ropean Union. Noting the connection between the EU-US PNR agreement
and the EU PNR proposal, Jan Albrecht (2012), a Green MEP, concluded,
“The Commission wants to introduce a system along the lines of that in the
United States.”

Privacy advocates in Europe used a series of procedural tools to delay
passage and undermine support for the internal reform. Most notably, Green
and Liberal Party members of the civil liberties committee of the EU Par-
liament blocked the EU PNR proposal in April 2013.” Their position was
supported by the Article 29 Working Party as well as the European Data
Protection Supervisor, who argued that the legislation was overly broad.”
At the same time, the EU Parliament took an agreement to share PNR data
with Canada to the European Court of Justice, hoping to find a sympathetic
ruling that would boost the legitimacy of its claims.
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Although the Court eventually ruled against the PNR agreement with
Canada, its ruling came too late. Efforts to block the EU PNR failed as in-
ternal political support for an EU system grew, particularly in the wake of
the Paris and Brussels attacks of 2015 and 2016, respectively.” Furthermore,
border control became newly salient as the European Union began to deal
with the political fallout of the migration crisis, in which hundreds of thou-
sands of refugees from war and economic turmoil sought a better life in Eu-
rope.”® While migration and the terrorist threat boosted the salience of the
issue, interior ministers and Commission officials once again relied on the
EU-US PNR agreement to justify the EU PNR plan. In making the case for
an EU PNR, French minister of the interior Bernard Cazeneuve is reported
to have pressed parliamentarians using the argument that “the United States
security services know more about who takes European flights than do the
EU member states themselves.””” Similarly, MEP Timothy Kirkhope, who
served as the legislation’s rapporteur, contended, “It is [a step that] all EU
governments and indeed the United States government have requested as a
very important tool to tackling terrorism.””® Moreover, European security
officials repeatedly called on their US counterparts to justify the usefulness
of the program for counterterrorism purposes.”” These arguments slowly
peeled away opposition within the Parliament, leaving the Greens as the
only group to vote cohesively against the deal.*

The EU PNR directive was ultimately adopted by the European Parlia-
ment in April 2016 by a vote of 461 in favor, 179 opposed, and 9 abstentions.*"
The privacy community in Europe has not totally given up. In July 2017, the
European Court of Justice ruled on a case brought by the European Parlia-
ment regarding a PNR agreement between the European Union and Canada,
finding that the agreement needed to include additional privacy safeguards.
The ruling does not apply directly to the US agreement or the internal EU
PNR system, but it will provide privacy advocates further tools to continue
the struggle to protect privacy from security encroachments.®> While these
insulation strategies produced some concessions, which led to important
privacy safeguards in both the EU-US agreement and the EU system, they
were insufficient to prevent another coalition of actors from using cross-
national layering to transform both transatlantic and intra-European rules.

Conclusion

For over a decade, US and European officials, firms, and privacy activists
have engaged in a bitter struggle over how to balance security demands for
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access to information over airline passenger data while protecting privacy.
Allsides believed that the stakes were high. One argued that government ac-
cess to the data was necessary to stop the next mass casualty attack, while the
other warned that they would facilitate massive state surveillance. Although
it is easy to claim that the conflict was a simple product of US bullying or
alternatively the emergence of a new terrorist threat, neither captures the
complex dynamics of the interaction, or the important changes to privacy
and security policies globally and within Europe.

Specifically, the chapter demonstrates that the demands of the DHS led
to new institutions being created, both in the transatlantic relationship and
in the European Union itself. This was possible because there was a group of
actors within the European Union that was unhappy with existing EU pri-
vacy institutions and willing to make common cause with security-oriented
actors within the United States in pursuit of institutional change. When the
opponents of change—those who wanted to insulate the European Union
from transatlantic negotiations—made a crucial misstep, security-minded
officials in the United States and European Union were able to join forces
to layer an extensive and far-reaching agreement over existing EU arrange-
ments. These transnational agreements over time leached away European
opposition to transatlantic information sharing over passenger data and
created a platform for further policy change within the European Union.
In a counterfactual world where the United States had to rely on external
pressure and coercion alone, the results would surely have been different.
While the European Union might have had to accede to some US demands,
given the intensity of US preferences and US bargaining power, Europe
would have made the minimum necessary concessions and not introduced
institutions that were likely to lead to substantial changes in its own internal
handling of PNR.

Of course, the migration crisis and terrorist events in the European
Union plausibly played a key role in softening opposition to transatlantic
and EU-level changes in the rules governing PNR at crucial instances. These
demand-side arguments, however, do little to explain the critical political
interactions that determined the extent and scope of policy changes. Most
obviously, the US administration, even though it demanded PNR from the
European Union, was not able to introduce similar domestic rules on its own
territory. Furthermore, when the European Union introduced its own PNR
arrangements, it did not resemble the United States’ domestically focused
Secure Flight Initiative. Instead, it was a direct genetic descendant of the
EU-US PNR agreement, which advocates of EU PNR employed in order to
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prepare the way for European policy changes. EU and US responses were
not the product of common shocks experienced by disconnected systems;
they were the result of iterated interactions within and between the two
polities. As a European Parliament official who was deeply involved in EU-
US privacy debates remarked, “It is obvious that the US PNR system was
an inspiration for the [European system].”®®

While it is true that there was some exchange of policy ideas between
EU and US officials as a result of their interactions, this most certainly did
not translate into a general convergence of norms across the two polities.**
Rather, both polities continued to be riven by discord along with disputes
between actors who often retained different understandings of the appro-
priate relationship between security and privacy. The determining event in
the PNR saga was not a shift toward consensus but instead a court decision
that undermined the opponents of PNR and empowered those who wanted
to emphasize security over privacy.

Thus as this chapter shows, the key actors in the PNR saga were not the
two systems of the European Union and United States, nor even the United
States and the individual states that composed the European Union. Instead,
they were political actors beneath the level of the state, such as the European
Parliament and European data privacy officials, interior ministers, and the
DHS. These actors often had quite-different interests than the perceived
interests of the states in which they were located. Their interests furthermore
shifted as their organizational form changed (e.g., as DHS became an actual
organization). As globalization progresses, actors’ ability to pursue their
interests will vary depending on their access to the relevant transnational
forums. Those with access to these forums will be able to use them either to
defend or to change domestic institutions. Those without will have to rely
on purely domestic tools, which they will use, as best as they can, to try to
insulate domestic regimes from international pressures.

Ultimately the PNR saga underscores how transatlantic interactions
themselves redistribute power. The alliances that respectively opposed
and supported greater information sharing have engaged in a decades-long
fight to shape the terms of privacy and security. Apparent victories have
been challenged, and agreements or laws have been overturned. The parties
involved rarely give up in the face of defeat, instead seeking alternative path-
ways to their objectives. Rather than reaching a final equilibrium, in which
one group “wins” and another “loses,” the case of PNR shows how power
and influence ebb and flow according to the changing ability of actors to
access domestic and international opportunity structures. At the same time,
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it demonstrates the force of incremental processes of institutional change
that complement and even sometimes supplant sudden shocks.

This explains how actors in the European Union sought to fend off a new
international regime mandating information exchange, which threatened
existing EU rules on privacy. Data privacy officials and concerned European
parliamentarians did not have much access to the transnational forums in
which EU and US officials sought to resolve their differences. Indeed, these
forums were in part designed specifically to exclude privacy-friendly offi-
cials. This led them to try to insulate domestic politics from the international
regime, even as other actors within the European Union tried to use this
regime to further their own preferences for change.

The actors who favored the domestic status quo failed at least for the
time being, thanks both to unanticipated consequences of their choices (an
unhelpful decision by the European Court of Justice) and the ability of their
opponents to use international negotiations to push for changes in ways
that eventually divided the defenders of the existing regime. The result had
some ironies: US negotiators were better able to get the European Union to
accept concessions than to influence their own colleagues in the US govern-
ment. Yet the ironies were limited: US officials were better able to extract
concessions because key EU counterparts shared their desire for change so
that both could push together for a reorganization of information-sharing
rules in the European Union. In the next chapter, we show how the strategy
of cross-national layering led to an equally fundamental transformation of
rules in the case of financial data.



Cross-National Layering and
the Regulation of Terrorist
Financial Tracking

On June 23,2006, the New York Times published an article that led to a trans-
atlantic crisis. The article detailed a secret data-sharing program between
the US Department of the Treasury and a little-known Belgian organization
called SWIFT.' SWIFT is the primary digital backbone of the global finan-
cial services industry, handling millions of secure payment messages per day.
The US government subpoenaed SWIFT after September 11, 2001, looking
to leverage these financial transaction data in its fight against transnational
terrorism. After the New York Times story, SWIFT was caught between the
conflicting imperatives of US security rules and EU privacy regulations.
Even as the European Union and United States sought to resolve their sepa-
rate dispute over the sharing of airline passenger data, they found themselves
embroiled in a second controversy centered on banking and finance.

In chapter 3, we demonstrated the importance of cross-national alliances
for transatlantic politics over privacy and security. Now we turn to a parallel
case—disputes over financial data—to explore more explicitly the specific
mechanisms through which these substate dynamics generate institutional
change. Traditional accounts of regulatory disputes between jurisdictions
such as the European Union and United States see them as problems of
system clash. They look to explain regulatory disputes over issues such as
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consumer protection, the environment, health standards, or production
processes.” These regulations determine how national and international
markets work, and often distribute their economic benefits across market
actors.” Some accounts emphasize how different switching costs make it
unattractive for one jurisdiction to change its rules to better conform with
another’s, leading states to exercise their market power in order to try to
shape outcomes.* Others focus on how the domestic institutions of aggre-
gation shape actors’ preferences and bargaining power by providing them
or denying them veto points in the policy-making process.’ Both of these
accounts assume that preferences result from processes of domestic interest
formation external to the theory and that bargaining takes place between
discrete jurisdictions.® Furthermore, they look to predict one-off outcomes
of either stalemate (where states cannot agree, leading to a lasting standoff)
or convergence (where jurisdictions’ rules converge as a result of efficiency
or power dynamics).

As the previous chapter makes clear, we start from different microfoun-
dations, arguing that both the formation of preferences and bargaining take
place across different jurisdictions, rather than within or between them.
Moreover, the product of these interactions often do not fit neatly into the
boxes of either stalemate or policy convergence. Specifically, we show how
cross-national layering changes global dynamics by circumventing or even
transforming domestic rules. The “SWIFT dispute,” which involved access
to global financial transaction data, provides an apt case to investigate our
causal account, and to assess the respective merits of various approaches to
understanding the struggle over freedom and security.

Aswe show, the initial dispute between the European Union and United
States over access to financial data led to an unsurprising compromise in
which the United States continued to access data located in the United
States. This bargain, however, was the beginning rather than the end of
the process of institutional change. It created transnational forums, which
were dominated by security officials on both sides of the Atlantic. These
officials had a strong interest in tilting the internal balance between privacy
and security within the European Union away from privacy and toward
security. They had previously been unable to push these changes through
conventional EU legislative processes, where key veto players (most espe-
cially privacy-oriented MEPs, but also some privacy-friendly ministries and
institutions within member states) prevented legislative change. These se-
curity officials hoped to use transatlantic negotiations over electronic data
and other privacy issues to craft an agreement, layered over the existing
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European privacy infrastructure, that would create a new status quo for later
institutional changes at the domestic and international levels.

The key to this cross-national layer was the inclusion of a reciprocity re-
quirement that allowed European security officials to policy launder arrange-
ments for greater information sharing through transatlantic cooperation.
The SWIFT agreement included a clause, known as Article 10, which allows
European officials to make requests of US counterparts for data originally
transferred to the United States from Europe. The transnational layer, then,
routed around internal EU privacy law as European security officials could
obtain European data from US counterparts that they would have great
difficulty in accessing under domestic rules.

For a long time, the European security coalition did not need changes
to domestic rules because the transnational agreement provided it with the
necessary data, allowing it to sidestep difficult domestic political battles. At
the same time, the gradual institutionalization of reciprocal arrangements
for information sharing undermined opposition to the transnational agree-
ment within the Parliament, and gave rise to exchanges in which EU and
US security officials could cooperate with little effective oversight. Now
security officials are raising the possibility of domestic reforms for infor-
mation collation and analysis. They can do so because they have effectively
used cross-national layering to finesse domestic opposition, transforming
the political context so as to undermine resistance.

Moving beyond Systems Clash

Standard accounts of regulatory disputes such as the SWIFT controversy
frequently turn to one of two approaches to understand their dynamics:
preference aggregation and veto points, or market power. Both inform the
simplistic depictions of the United States as Mars and the European Union as
Venus (although they may surely be deployed in more sophisticated ways),
and have been used to understand transatlantic tensions over information
sharing. We briefly summarize each before turning to our argument focusing
on cross-national layering.

Preference aggregation approaches emphasize how domestic and inter-
national institutions of interest aggregation influence interest group prefer-
ences, which are filtered through veto points so as to constrain international
negotiators.” In such accounts, interdependence shapes the preferences of
domestic interest groups (e.g., importers versus exporters), but it neither af-
fects their bargaining power (which is a product of the veto points inscribed
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in domestic institutions) nor leads directly to institutional change. These
accounts suggest that countries will agree when the constraints of domestic
veto points on both sides provide some minimal space of mutually accept-
able positions. Which position is chosen, then, depends on the particular
configurations of veto power and the ability of states to credibly threaten to
withdraw if they do not get an outcome that satisfies the relevant domestic
constituencies.

In contrast, market power arguments emphasize how jurisdictions with
large markets leverage market access to influence others’ regulation.® Both
the United States and European Union, for example, employ equivalency
clauses to condition market access on the adoption of compatible rules in
other jurisdictions. This can be reinforced indirectly by processes like “trad-
ing up.”® These approaches see interdependence between different national
systems as causing regulatory clashes, but maintain that these clashes are
resolved through bargaining between discrete national units based on mar-
ket size.

Such explanations provide indeterminate predictions in situations where
two powers with similarly large markets need to reconcile their approaches.
Under these circumstances, scholars turn from differences in market size to
preference compatibility as the key variable. In these accounts, the degree
of preference compatibility depends on whether it is cheap or expensive
for states to switch to the other’s standards (or some mutually agreeable
compromise) given their existing approaches.

Approaches emphasizing preference aggregation and market power have
similar empirical expectations across many dimensions. Both stress how
powerful markets set global rules, and emphasize the importance of tradi-
tional jurisdictional and sovereign borders. They assume that states have
relatively predictable preferences, which reflect economic fundamentals as
refracted through legislative institutions. Preference aggregation accounts
suggest that convergence will happen where there is a win-set of outcomes
acceptable to all actors with domestic veto power. Market power arguments
expect global convergence to happen in the (likely rare) cases when great
powers have similar domestic regulatory structures. We summarize these
approaches’ causal logic for regulatory disputes in figure 4.1.

Although both approaches are intuitively plausible, they are partly be-
lied by the empirics of transatlantic data-sharing disputes. Cooperation has
increased over time, even in cases where great powers have different regula-
tory systems, switching costs have been high, and the number of veto players
has increased.'® That said, such cooperation has not been straightforward.
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FIGURE 4.1. Preference Aggregation / Market Power Model of Global Politics

Often it takes unconventional forms, routing around traditional bilateral
treaties, and instead relying on transnational executive agreements and do-
mestic legal changes.

Our alternative approach is described in detail in chapter 1. For the sake
of convenience, we briefly summarize again the key differences between our
argument and the preference aggregation and market power approaches.
First, we start from the assumption that when rule overlap has destabilizing
consequences across different jurisdictions, actors look not only to domestic
resources but also to transnational alliances as a means of pressing to protect
domestic institutions that they value or undermine institutions they abhor. This
implies that jurisdictions like the United States or the European Union should
not be treated as a monolithic bloc since they contain within them diverse
interest groups seeking to use international interactions for their advantage.

Second, their ability to work across borders will depend on whether they
have access to relevant opportunity structures such as transnational forums.
For example, actors who do not like existing domestic institutions, but have
access to the international opportunity structures that would allow them to
build cross-national alliances, will look to build cross-national institutional
layers that over time destabilize existing domestic institutions, providing
them with a backdoor route to change. The opportunity structures created
by interdependence crucially are not equally distributed among actors."
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In our account, then, the key variable in disagreements between big
jurisdictions is neither switching costs nor the specific configurations of
domestic veto points within each jurisdiction. Instead, it is the availability
or nonavailability of opportunity structures, which allow some actors (but
not others) to craft cross-national institutional layers that have long-term
domestic consequences, altering international regulatory dynamics. For a
visual depiction of this process, see figure 4.2.

In the succeeding sections, we examine how well these different ap-
proaches explain the dispute over financial data and also assess the merits of
more specific accounts of the SWIFT dispute. Some existing accounts focus
on the power of the civil-liberties-oriented European Parliament, which
had only exiguous competences over homeland security issues before the
Treaty of Lisbon and an effective veto thereafter when it gained the ability
to reject international treaties." This version of the preference aggregation
argument would see the 2009 treaty as the decisive factor shaping the bar-
gaining process.

Other accounts see the SWIFT dispute as a learning process, and empha-
size instead compatibility between the values and interests of the European
Union and United States. For example, Marieke De Goede (2012b) highlights
how similarities between US security concerns and the European approach
to risk management made it easier for the two sides to come together once a
formal process was in place. Here, compatible risk assessments concerning

Global rules

" Cross-national layer:
Actors B&C

Actor D

FIGURE 4.2. Cross-National Layering Model of Global Politics
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terrorism produce cooperation between two jurisdictions with roughly
equal market power.

Our cross-national layering argument instead examines whether or not
a transnational forum existed, and which actors had access to it. In EU-US
disputes over information sharing, the relevant forums of high-level officials
were open to security-focused officials and closed to privacy-focused ones.
This leads us to predict that security-oriented actors in the United States
and European Union could coordinate to build cross-national arrangements
intended to weaken domestic privacy arrangements within the European
Union. These arrangements enhance predictability for affected businesses
such as SWIFT and the banking communities with interests in both jurisdic-
tions. This, in turn, destabilizes institutional bargaining within the European
Union, as actors who had previously sought to defend existing institutional
structures defected so as to continue to influence rule making in a modified
institutional setting. Here, the key causal factor is the varying access of sub-
national actors to the relevant cross-national forums.

Financial Surveillance and Rule Overlap

International financial markets provide a cornerstone of globalization;
banks, investors, and corporations rely on access to foreign financial markets
to trade, hedge against risk, and build global supply chains. This creates a
dense network of financial flows.”® At the same time, criminal and terrorist
organizations take advantage of these very same structures to promote and
conduct illicit activity.'*

Just as with air transportation, the attacks of September 11 highlighted
how international economic exchange provides great economic benefits and
increases interdependent risks. The United States moved quickly to press
for antiterrorist measures, while the European Union moved more slowly.
This led to clashes between US and EU rules on information sharing as the
United States pushed through antiterrorism laws that had international con-
sequences for Europe.”® EU institutions initially resisted external pressure,
only to later start emphasizing security concerns.

The US Department of the Treasury, in particular, investigated how it
might respond to cross-national terrorism through leveraging the institu-
tions created to manage globalization. In addition to beefing up anti-money-
laundering operations, the Treasury created the Terrorist Financial Tracking
Program (TFTP), which attempted to identify and cut off the international
funding of terrorist networks.'®
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The US government had a number of coercive tools to pressure banks
or individuals engaged in such activity, but it first needed to locate the per-
petrators. It sought to do this by conscripting SWIFT."” Founded in 1973,
SWIFT is a cooperative venture, run as a limited liability company incor-
porated in Belgium, that plays a key role in facilitating interbank financial
transactions.'® It operates a secure messaging network, which banks use to
communicate with each other and to organize up to $6 trillion in interbank
transactions daily (the actual financial transfers occur separately). SWIFT
messages include data on the amount in a transaction, the currency, the date,
the customer’s name and financial institution, and the beneficiary’s name
and financial institution.'” They thus provide crucial information on cross-
border financial transfers, with one former government official calling
SWIFT “the Rosetta stone” for financial data.>® The importance of SWIFT
to the global financial system is illustrated by the sheer number of messages
that it facilitates on a day-to-day basis and how it has grown (see figure 4.3).

US officials had previously tried to persuade SWIFT in the 1990s to
provide them with access to data, but with no great success.” As Lenny
Schrank, former chief executive of SWIFT, later reflected, “This was when
we first began to think the unthinkable: that maybe we have some data that
authorities would want, that SWIFT data would be revealed . . . and what
to do about it. . . . [N]o one thought about terrorism at that time.”** Fol-
lowing September 11, US law enforcement and intelligence officials were in
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a far stronger bargaining position. After informal discussions between the
Treasury and SWIFT, the United States started to serve SWIFT with broad
subpoenas known as National Security Letters demanding the handover of
data on financial transactions.”® SWIFT, on investigating its legal options,
concluded that the subpoenas were valid and compulsory, and hence com-
plied.>* The US Treasury and SWIFT reached a secret agreement under
which the Treasury would carry out specific searches related to targeted
investigations. Generalized data mining and searches not related to terrorism
were precluded by this agreement. SWIFT data were then held by the Trea-
sury in encrypted form in a “black box.” CIA officials (the CIA managed the
program) could then perform searches by name, thus automatically decrypt-
ing relevant information in order to provide useful search results.>* Roughly
one subpoena a month was served on SWIFT during the 2001-9 period.*®

The problem for SWIFT was that by complying with US authorities,
it was breaking European privacy law. SWIFT was domiciled in Belgium,
which like other European countries, had adopted privacy legislation based
on the EU Data Privacy Directive.?” The directive prevents the transfer of
data concerning EU citizens to jurisdictions that fail to maintain an ade-
quate domestic privacy regime and the limited US privacy regime is not
considered adequate.

SWIFT was clearly nervous about its legal position. In 2003, it told US
officials that it was thinking of pulling out of the arrangement (which had
been put together as an emergency response in the immediate wake of Sep-
tember 11), and was only dissuaded from doing so by the direct intervention
of senior US officials (including Alan Greenspan) and the introduction of an
external auditing firm, Booz Allen Hamilton, to oversee the process.”® The
United States further undertook not to publicly reveal that SWIFT was the
source of the data. From 2004 on, “scrutineers” with appropriate clearances
and who were employed by SWIFT were able to monitor searches.*

SWIFT furthermore advised the National Bank of Belgium along with
other members of the G10 group of central banks that it was subject to a
US subpoena.®® The National Bank of Belgium did not feel competent to
issue any opinion on SWIFT’s compliance with the subpoena. The bank
also appears to have declined to inform other authorities, including most
prominently the Belgian Privacy Commission, which is responsible for ad-
ministering Belgian privacy law.
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Rule Overlap and the New York Times Exposé

This delicate equilibrium—in which SWIFT broke Belgian privacy law by
complying with US law—persisted until June 2006, when the New York
Times published details of the arrangement despite strong pressure from the
US administration as well as from both Republican and Democratic elected
officials to remain silent.” In an extensive front-page article, Eric Lichtblau
and James Risen (2006) detailed the program along with the secret contro-
versies surrounding it.

The revelation further exposed fissures within Europe as politicians
and regulators tried to take advantage of rule overlap to press their case
for either privacy or security. Belgium’s privacy regulator conducted an
investigation, which expressed some sympathy for SWIFT’s position, but
found that SWIFT was indeed breaking national privacy law, that US sub-
poenas were not a sufficient excuse, and that any bank that used SWIFT’s
services might possibly be in breach of European data law too. It called for
“a solution at European level for the communication of personal data to the
UST [US Treasury], with respect for the . . . principles which apply under
European law.”*?

The Article 29 Working Party similarly found the program to be illegal
and highlighted the failure of the G10 group to inform other European au-
thorities of the problem. It furthermore suggested that G10 member banks
(as users themselves of SWIFT’s messaging services) might be liable under
European privacy law:

The hidden, systematic, massive and long-term transfer of personal data
by SWIFT to the UST in a confidential, non-transparent and systematic
manner for years without effective legal grounds and without the pos-
sibility of independent control by public data protection supervisory
authorities constitutes a violation of the fundamental European prin-
ciples as regards data protection and is not in accordance with Belgian
and European law.”?

Even though the SWIFT arrangement broke the law, key security-
oriented officials in important EU member states were privately sanguine
about it. One German official opined in private to US Treasury officials that
she thought Germany would have “done the same thing.”** A UK Treasury
official went even further, telling the United States that Britain’s “primary
objective [was] to maintain the flow of data and [US government] access
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to it.”** Nicolas Sarkozy, then minister for the interior in France, expressed
his encouragement for the continuation of SWIFT, after an appropriate
agreement had been reached, in a private letter to the US ambassador.>®

Reasserting the Status Quo: The 2007 Exchange of Letters

Many of these officials also warned that it would be necessary to find a com-
promise to placate the public and dissatisfied MEPs. European authorities
hence needed to discover some face-saving compromise to modify the US
fait accompli, which the United States had little desire to change except
at the margins. European officials did have the implicit ability, had they
wanted it, to threaten action against not only SWIFT but also banks that
used SWIFT s services if they did not seek alternative arrangements. There
would have been political complications: European data privacy authorities
did not want to be seen as obstructing measures that the United States could
argue were genuinely helpful in fighting terrorism.

The United States enjoyed the additional advantage that SWIFT “mir-
rored” its data across two locations—storing replicated data on two servers,
one in Europe and one in Virginia. As such, the data accessed by the United
States was technically on US soil and required no request for international
data transfers (in contrast to some of the PNR data discussed in chapter 3).
Until SWIFT altered its data architecture or Europe banned data transfers
to the United States, the default mirroring system allowed US authorities to
claim access to data located within its own jurisdiction.’” Again, the United
States had fallback options stemming from its market power—but like the
European Union’s options, these might have substantially disrupted inter-
national financial flows.

While both the European Union and United States had the capacity to
make credible threats, neither wanted to deliver on them because key na-
tional officials in the European Union were privately unconcerned by the
SWIFT arrangements, and because both sides feared that open hostilities
would be economically and politically costly. Key officials on both sides
favored some continuation of the arrangement.

This created incentives to reach a compromise. The result was an agree-
ment, negotiated over the next several months and concluded in June 2007,
that made some concessions to privacy advocates in Europe at the cost of
preserving a version of the new status quo in which data transfers contin-
ued. Initially, the European Commission asked for a formal agreement with
the United States governing these transfers. Not only did the United States
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prove intransigent, but some European officials too preferred a less formal
and binding arrangement. The final result was an exchange of letters (which
were nominally independent of each other to avoid the appearance of a
binding formal agreement that might require domestic ratification) in which
the United States agreed explicitly that the program should be confined to
antiterrorist uses and undertook to provide protections to Europeans that
resembled those offered to US citizens under the 1974 Privacy Act. The
United States also agreed to have a senior EU representative vet its system
to assess whether its claims about the program’s probity and usefulness
were true.*®

On this basis—as well as a commitment from SWIFT to sign on to the
Safe Harbor arrangement and end data mirroring in the United States—the
Council (which represents European member states) and Commission ex-
pressed their confidence that SWIFT and its clients would be in compliance
with EU law. All financial institutions would have to inform their customers
about the possibility of their information being transferred to US author-
ities. The European Parliament (as well as the Article 29 Working Party),
which had also expressed serious concerns about SWIFT and would almost
certainly have taken a stronger oppositional stance, had no decision-making
competence. International negotiations dealing with issues concerning jus-
tice and home affairs as defined by the European Union’s (now largely de-
funct) pillar system provided few formal competences to the Parliament and
the data privacy community, and thus offered a permissive environment for
the creation of transnational institutions.

Transnational Alliance Seeks to Recast
the Privacy/Security Balance

The first stage of contact between the EU and US systems potentially fits
the predictions of both market power and preference aggregation accounts.
A market power account would highlight the willingness of key players in
the Europe Union to accept the SWIFT arrangement as plausible evidence
that the preferences of pivotal European states and the United States were
largely compatible. Such accounts would predict correctly that a deal could
be achieved that would likely be closer to the United States’ stated position
than the European Union’s position, given differences in bargaining strength
and the intensity of preferences between the European Union and United
States. A preference aggregation account would emphasize the limited
competences of the European Parliament (which would almost certainly
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have sought to veto the arrangement) as a critical factor in explaining how
the deal was achieved. The form of the deal—an exchange of nonbinding
letters—minimized the influence of the European Parliament, as German
minister for the interior Wolfgang Schéuble was swift to underscore in a
private conversation with US officials.*

What happened next is more difficult to explain. Instead of a static com-
promise between the European Union and United States, which simply con-
tinued US access to SWIFT data held on US territory, the EU-US accommo-
dation became the starting point for dense relationships between officials on
both sides of the Atlantic. These officials’ actions took place within the broad
contours of the SWIFT deal (and the PNR deal discussed in chapter 3).
They did not, however, leave these deals unchanged. Rather, the officials
sought to use them as a starting point to advance their policy goals across
both jurisdictions, and ultimately, to reshape privacy and security practices
within the European Union.

Officials on both sides of the Atlantic who were influential in the SWIFT
discussions were strongly dissatisfied with an institutional status quo within
the European Union that often privileged privacy concerns.*® This caused
considerable frustration among European security officials, especially after
September 11 and a series of attacks on European soil. They were unhappy
with what they saw as the inability of the European Union to coordinate
seriously on antiterrorism policies because of restrictions on data sharing
and data analysis.

While the privacy rules provided exceptions for security-related informa-
tion, they still made data sharing more cumbersome and conflictual. High-
ranking officials such as Schiuble, who had himself been permanently dis-
abled by a terrorist attack, wanted a better “balance” between antiterrorism
and privacy rights, complaining of a “lack of understanding” in Germany
and the European Union of how data privacy rights constrained access to
and use of security-relevant information.* After the SWIFT scandal broke,
aDutch interagency group privately told US officials that “there is a general
consensus within the [Dutch government] and the Dutch Central Bank on
the need to shift the current debate on SWIFT procedures away from only
data privacy issues to broader national security interests.”**

These frustrations were shared by many US officials, who saw Europe’s
attachment to data privacy rules as hampering international cooperation in
the fight against terrorism. Only a few weeks after the September 11 attacks,
President George W. Bush wrote a letter to the European Commission’s
president proposing a massive increase in the European Union’s willingness
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to share data with the United States, and telling the European Union that it
should “consider data protection issues in the context of law enforcement
and counterterrorism imperatives.”** After the SWIFT controversy broke,
US officials quietly urged sympathetic officials to do all they could to shift the
emphasis in the broader EU debate away from privacy and toward security.**

No Quick Internal Fix

It was clearly difficult to reform these rules inside the European Union.
Under codecision rules, the European Parliament was willing and able
to block legislative changes that might undermine privacy.* While it had
passed some changes to existing privacy laws (most notably mandating the
retention of data by communications providers), this was in response to
direct and immediate security threats. Within the Parliament, there was
a core group of privacy advocates from the Green and Liberal parties that
often found allies within the larger Socialist bloc.*® The Parliament’s obdu-
racy was reinforced by the member states’ data privacy commissioners, both
in their national role and as members of the EU-level Article 29 Working
Party. Although the Article 29 Working Party had no formal veto power, it
did have the right to be consulted, and was able to mobilize opposition in
Parliament and among its national members against potentially privacy-
invasive changes.

This presented security officials in member states’ ministries of the in-
terior as well as in the European Council and the European Commission
with considerable difficulties. Given the multiplicity of veto points in the
EU legislative process and the blocking power of the Parliament, there was
no realistic prospect of substantially reshaping EU internal privacy laws.
It was often possible for security officials to work around the Parliament;
most cooperation on justice and home affairs took place under so-called
third-pillar articles, where the Parliament had no veto. It was also clear that
the European Parliament was going to gain additional influence over justice
and home affairs legislation under the Treaty of Lisbon, which was to come
into effect in late 2009.*” Furthermore, many areas of information shar-
ing involved justice and home affairs along with areas of privacy regulation
where the Parliament plausibly had competences. This raised the possibility
oflengthy and difficult “legal basis” disputes in which Parliament could take
the Council or Commission to court over specific pieces of legislation or
forms of cooperation, arguing that they needed to base the legislation on
treaty articles that would provide the Parliament with a greater say.*®
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Building a Cross-National Layer

Institutional change concerning privacy regulation within the European
Union was nearly impossible. The incipient transatlantic relationship on
security and privacy, however, provided European security officials with
attractive-seeming opportunities to create a layer of institutions at a level
that their opponents had great difficulty influencing. Privacy-oriented MEPs
and EU data privacy officials—two of the most important actors opposing
EU-level legislative change—could be excluded from transatlantic discus-
sions on security where they did not have direct competences. Instead, these
discussions were dominated by the Council and Commission, which had
negotiated the SWIFT agreement. These actors wished to build the EU-US
relationship so that it moved closer to their shared interest in maintaining
security. US and European security officials established a series of trans-
atlantic networks in which they hashed out principles and guidelines to
achieve their policy goals.

The Council was strongly responsive to the expressed desires of interior
and home affairs ministries in the member states. These were typically impa-
tient with European privacy law, which they saw as a constraint hampering
meaningful security cooperation. EU foreign relations experts—who played
a role in early negotiations—soon gave way to home affairs officials, who
tended to take a more security-oriented approach to negotiation with their
US counterparts.*

The European Commission’s data privacy unit had been transferred from
Internal Market DG in March 2005 to the Justice, Freedom, and Security DG,
where it played the lead role in early negotiations over SWIFT*° It was soon side-
lined in favor of the policing unit, which took over negotiation and implemen-
tation, nearly completely freezing out the more data-privacy-friendly elements
within the Commission, to their considerable frustration and unhappiness.™

Again, EU-US working relations excluded the European Parliament
and the Article 29 Working Party. Officials on the Council and Commis-
sion hence had a strong incentive to manage their relations with the United
States under the third pillar, avoiding the need to consult with a Parliament
that was clearly unhappy about data transfers to the United States. Again, the
concerned officials deliberately constructed their dialogue with the United
States so as to avoid any need to consult with or inform the Article 29 Work-
ing Party.’® The European Data Protection Supervisor provided informal
advice at some points in the negotiation process, but was typically obliged
to follow discussions from a distance.
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This resulted in the creation of interlinked transatlantic forums, which
aimed not only to facilitate the transfer of financial information but also to
shape other aspects of the EU-US privacy relationship in particular and the
homeland security relationship more generally. The PNR data dispute had
previously led the European Union and United States to establish a High
Level Political Dialogue on Border and Transportation Security, as men-
tioned in chapter 3. This provided EU and US officials with a space where
they could discuss emerging issues and try to prevent controversies before
they arose. It also created a model for a wider-reaching dialogue on EU-US
privacy relations. In November 2006, a High Level Contact Group of se-
nior EU and US officials was initiated to begin talks over more far-reaching
proposals (the group’s work culminated in a proposal for an “Umbrella
Agreement” on privacy and domestic security, which we explore in detail
in the next chapter). The High Level Contact Group developed guidelines
and practices that would facilitate data sharing across the Atlantic.> It was
within this discussion that the notion of reciprocity, which would later play
a crucial role in the cross-national layering process, was raised. In particular,
the group flagged reciprocity in data sharing and data-sharing practices as a
key feature for future binding agreements.

European security officials did not plan to build a European system to
monitor financial flows using SWIFT’s data in the short term since they
believed that this would prove politically controversial and difficult to push
through. They did, however, anticipate reaping considerable benefits from
a streamlined system of information exchange both across the Atlantic and
among European member states. Such a system could be layered on top
of existing privacy institutions—and over time, come to modify and even
perhaps replace them. The rules that were agreed on between the European
Union and United States would help reshape relations among member states
too, tilting the balance away from what they saw as an excessive concentra-
tion on privacy and bureaucracy, and toward what they anticipated would
be a more efficient focus on national security.

This strategy amounted to a tacit agreement between EU and US secu-
rity officials to create an international regulatory solution that they hoped
would both cement relations and ease problems of security cooperation (es-
pecially on the European side) by supplementing, modifying, and perhaps
over time even supplanting the existing EU privacy framework with one
more amenable to security concerns. By creating common principles and
procedures, applying them to existing and emerging controversies, and then
seeking to have them become the formal basis for EU-US relations, these
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officials hoped to transform both transatlantic relations and EU politics in
ways that would have been conducive to their institutional interests.

Neither market power nor preference aggregation arguments encompass
the kinds of causal mechanisms through which this transnational forum of
security officials came to have power and purpose. Market power accounts
treat the preferences of great powers as a product of domestic institutions,
which in turn are exogenous. They provide little scope for understanding
why domestic officials who are frustrated with their own jurisdiction’s insti-
tutions might look to create common cause with like-minded officials from
elsewhere. Preference aggregation accounts, for their part, are perfectly well
suited to explaining why EU security officials were unhappy with domestic
institutions that gave veto power to officials and actors who cared more
about privacy. Neither addresses the ways in which cross-national alliances,
when they have access to the relevant opportunity structures, gradually
reshape vexing domestic practices. Hence, both would treat transatlantic
forums as talking shops better suited for ventilating gripes than achieving
actual change.

The account that we lay out in this book, in contrast, emphasizes how
opportunity structures enable some coalitions of actors to achieve change in
their home jurisdictions through cross-national layering, while frustrating
others who do not have access to these forums. We now turn to examine
whether this happened.

Sands Moving under the Feet of the Compromise

As the High Level Contact Group sought to create a broad framework for
the EU-US privacy relationship, the issue of SWIFT data transfers started
to reemerge in a new form. The initial EU-US deal had been based on the
United States’ direct access to SWIFT data (SWIFT had an operations cen-
ter in the United States). When SWIFT relocated its US operation center to
Switzerland, the original deal proved moot. The United States had a strong
interest in maintaining access to SWIFT data, and wished to export it in
bulk from the European Union to its existing system for analysis and stor-
age. The European security officials who had come to dominate decision
making similarly had a strong interest in keeping the arrangement intact as
the US Treasury selectively fed information obtained through searches to
its European counterparts.

At the same time, the European Union anticipated ratifying the Treaty of
Lisbon in 2008-9. This treaty, among other changes, granted the European
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Parliament much greater decision-making powers in the area of justice and
home affairs. If any new SWIFT deal was reached after the treaty had come
into effect, the Parliament would have an opportunity to veto it through its
power of assent.>*

A new SWIFT arrangement had implications that went far beyond
the exchange of financial information. It would serve as a test case for
the broader EU-US homeland security relationship. A successful deal on
SWIFT would pave the way for further agreements on specific issues (the
PNR deal needed to be renegotiated too) and general ones (the legally
binding EU-US treaty proposed in the Council’s Stockholm Programme).
A failure to reach agreement on SWIFT would, in contrast, be a “nuclear
option” that could plausibly stymie the future development of a transatlantic
institutional framework.

EU and US officials coordinated on a quite-different approach than they
had adopted for the initial SWIFT agreement. First, they sought to create
an interim agreement as a stopgap to prevent any loss of coverage, but also
to set the agenda for a longer-lasting agreement. Second, they went some
distance toward including actors who had been more or less excluded from
previous dialogues: the European Parliament and the European Data Pro-
tection Supervisor’s office. Third and most important, they leveraged the
international precedent on reciprocity that had been set in the High Level
Contact Group to shift political alliances in the Parliament.

By early 2008, security officials hoped that the European Parliament’s
previous hostility to EU-US cooperation had diminished over time. In-
creased exchange between the European Union and United States had
changed the facts on the ground, and led to greater mutual understanding,
perhaps isolating the die-hard opponents of cooperation in the minority.
They also believed that the Parliament was likely to be more coopera-
tive after it acquired its new powers under Lisbon. They wished to delay
proposing any ambitious proposal until after Lisbon to avoid a perceived
“provocation” to Parliament. The Parliament pressed for some time for
a unified EU data privacy regime, which would rationalize the relation-
ship between the different directives covering data privacy issues. Senior
officials in the Commission hoped that this could be turned into a new
dispensation that would have a stronger security element than the exist-
ing regime. The reality of active exchange of information with the United
States could supply a plausible precedent for further activity within the
European Union. Senior officials recognized that the data privacy au-
thorities were less likely to be cooperative, but hoped that off-the-record
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discussion of the importance of security cooperation might soften their
opposition.

A Brash Move by the Council Backfires

This gradual process of changing minds suddenly became a lot trickier when
the SWIFT deal had to be renegotiated on an expedited basis. Council and
Commission officials sought initially to win the Parliament over by provid-
ing it with a much greater degree of involvement. In contrast to previous
negotiations, they consulted with the Parliament throughout the negotiation
process, as if it already had the rights it would acquire when the Treaty of
Lisbon came into force. They furthermore pressed the United States to agree
to a short time horizon for any agreement so that it could be renegotiated
again after Lisbon came into effect. While officials expected that the interim
agreement would offer a template for any long-term agreement, Parliament
would at least have some opportunity to have its say. Finally, the negotiators
sought input from the European Data Protection Supervisor and persuaded
the United States to agree to incorporate several of his suggestions in the
final text.

This effort at agreement involved some concessions on the US side, rec-
ognizing that it needed to secure the acquiescence of EU actors such as the
Parliament that had not previously been involved.*® The European Union
agreed to ensure that “designated providers” identified by both sides would
provide the United States with the information it needed to fight terrorism.
Searches would be targeted as narrowly as possible, and automated data
mining would be specifically precluded. Unused data would be deleted after
five years. EU member states, Europol, and Eurojust could use the Treasury
facility and staff to conduct their own searches. The parties would review
the arrangements after six months and whenever one of the parties so re-
quested. EU-based individuals could request their data privacy authorities
to verify that their rights had been respected. In contrast to the original
arrangement, these conditions took the form of an actual agreement rather
than a mere exchange of letters. This agreement was the end result of difficult
negotiations; at the beginning, at least one EU negotiator had doubted that
the discussions would succeed.

As it became clear that there was opposition within Parliament to the
proposed deal, the Council investigated backup options, with greater alac-
rity than adroitness.*® At the last moment, through two successive maneu-
vers, it sought to ensure that the Parliament would not have the opportunity
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to turn the agreement down. First, it tried to sign the agreement on the day
before the Lisbon requirements came into play. The Council fumbled, failing
properly to conclude the agreement and hence not completing the process
in time to avoid the Lisbon requirements.”” Then the Council delayed its
request for parliamentary consent until just before the agreement was due
to go into effect so that the agreement would already be operative (with
accompanying legal obligations and protections) before the Parliament had
a chance to vote on it.*® These maneuvers led to vociferous complaints from
MEPs and failed to produce the desired result. Despite an appeal from US
secretary of state Hillary Clinton and US secretary of the treasury Timothy
Geithner, the agreement was voted down by the European Parliament, by
378 to 196, on February 11, 2010.>°

Underneath the rhetoric about privacy lay an institutional fight between
the various bodies of the European Union about how the Treaty of Lisbon
would be interpreted and to whose institutional advantage. US observers be-
lieved that the “no” vote was in large part the result of interinstitutional poli-
tics within the European Union. As described in one diplomatic communica-
tion, “MEPs of all stripes saw this as an early opportunity to exert their new

post-Lisbon powers and send a message to the Commission and Council.”*°

Turning Transnational Gains into Political Influence

The Parliament’s position, though, had changed in ways that were not rec-
ognized by its critics across the Atlantic. The new treaty, together with the
layer of transatlantic institutions, provided the Parliament with different
incentives than had existed some years previously. It was willing in principle
to reach a deal—as long as it got direct recognition of an enhanced role for
Parliament in the transatlantic relationship.

Although the failure to pass the agreement sent shock waves through the
EU and US relationship, the rough outlines of a modified deal that would be
acceptable to a majority in Parliament were not difficult to discern. While
a core group of parliamentarians in the Green and Liberal party alliances
had up to now played a key role in blocking security proposals, it had re-
lied on allies in the Social Democratic group to supply the necessary votes.
The Social Democratic bloc, however, was split on the privacy issue. As it
became clear that the agreement provided benefits to national police and
intelligence agencies as well as Parliament’s institutional position by giving
it with new forms of oversight, the security alliance slowly peeled away
MEPs from the center.
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The norm of reciprocity, formalized in Articles 9 and 10 of the agree-
ment, played a vital role in persuading MEPs. Article 9 authorized the US
Treasury to pass relevant leads on to its European counterparts. Under
Article 10, European security officials could now make requests of the
US Treasury to conduct financial tracking searches that would be legally
and technically difficult for the same European agencies to conduct them-
selves. European privacy regulations limited the types of searches and the
extent of data mining. Moreover, many European intelligence agencies
did not have the capacity to conduct analysis at the same level as their
US counterparts. One European official argued, “The truth is that we in
Europe don’t have the technical ability to interpret this stuff. We rely on
the Americans to process it and pass it on as intelligence.”®" Similarly,
the European Peoples Party concluded in its press release on the agree-
ment that “the EU also needs to be able to obtain information from the
US database.”®

Just as the transatlantic security alliance had hoped, the institutionaliza-
tion of EU-US information exchange changed the Parliament’s underlying
understanding of its goals. As European police services began to make sys-
tematic use of the US Terrorist Financing Tracking Program to pursue their
own security needs, it became more and more difficult for MEPs to oppose
EU-US cooperation outright.®®> Moreover, key MEPs gradually became per-
suaded that the European Union should have its own similar program, which
would naturally be accountable in some form to Parliament.

This would have the twin benefits of providing the Parliament with a di-
rect bargaining role in transatlantic relations along with increased oversight
of the ever-proliferating web of informal relations among police and security
services within the European Union. If the Parliament was prepared to ac-
cept an institutional deal on SWIFT, it could try to turn these institutions
to its own purposes.

Hence the Parliament’s negotiating position not only called for greater
privacy protection but also for changes to the transatlantic security re-
lationship and internal EU institutions. Many of its demands on privacy
were negotiable. Its institutional demands proved less so. The Parliament
deplored the way in which it had been excluded from previous negotia-
tions. The rapporteur’s report recommending a rejection of the SWIFT
deal noted that

furthermore, what might have kicked off as an urgent temporary measure
(in reply to 9/11) became de facto permanent without specific approval



116 CHAPTER 4

or authorisation by EU authorities or a real transatlantic evaluation of
its impact and forward looking transatlantic negotiations covering at
the same time security, judicial cooperation and data protection impact.
Clearly, such proceedings did not help in building up mutual trust for
transatlantic cooperation on counter-terrorism purposes.®*

The implication was clear, and was clearly understood by its intended au-
dience. On March 24, 2010, the European Commission proposed a revised
negotiating mandate, which was accepted by the Council in April.®* Under
this proposal, the European Parliament would be kept “immediately and
fully informed” at all stages of the negotiation.®® This not only helped greatly
to smooth the specific negotiations but created an important precedent for
the Parliament’s role in future negotiations too. When a deal was finally
concluded in July, the Parliament’s rapporteur specifically noted that “the
agreement also marks a new step in Parliament’s powers, ensuring European
democratic oversight over international agreements.”®’

Many of the more specific changes to the agreement that the Parliament
demanded were also to its institutional advantage. The Parliament had ini-

tially requested

the European Commission to submit recommendations for the immedi-
ate opening of (new) negotiations with the United States on both, finan-
cial messaging data for counter-terrorism investigations and privacy/
personal data protection in the context of the exchange of information
for law enforcement purposes. . .. [ T]he concerns of—and recommen-
dations made by the European Parliament as well as the EDPS and
Working Group Article 29—are expected be reflected. . . . [A]ttention
should be given to a “European” solution for the supervision of data
exchange, i.e., to determine an EU independent (judicial) author-
ity which would be empowered to verify the TFTP operations (and
even to block the TFTP system). The prerequisite for this European
solution is a binding international agreement on privacy and personal
data protection in the context of the exchange of information for law
enforcement purposes.®®

The Parliament clearly wanted a deal with stronger protections for the
data of European citizens. It also envisaged that this deal would be institu-
tionalized in ways that benefited the Parliament. While Parliament pressed
for an European official to oversee data extraction in Washington, DC, it
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insisted that this official be appointed on the same basis as the European
Data Protection Supervisor, with significant input from the Parliament. It
abandoned its demand for an independent judicial authority in favor of an
arrangement under which Europol would consider requests for data, even
though Europol was not a judicial authority, and furthermore, as the Euro-
pean Data Protection Supervisor pointed out, was only dubiously indepen-
dent.®® Europol had recently been incorporated as an official institution of
the European Union, providing the European Parliament with some influ-
ence over its role and budget. Europol’s new responsibilities might plausibly
bring it further within the framework of the Treaty of Lisbon and hence into
the Parliament’s sphere of influence.

Most ambitiously, the Parliament signaled its willingness to see the Eu-
ropean Union introduce its own TFTP program, which would most likely
be administered by Europol. The Parliament indicated that one of its main
sticking points was the transfer of bulk data to the United States. While Eu-
ropol could mitigate this problem through checking that US data requests
were appropriate before they were fulfilled, the problem of external transfer
still remained. From Parliament’s perspective, this problem would be ob-
viated if there were a European equivalent to the TFTP, which could carry
out its own independent analysis of European data, both for the benefit
of European law enforcement officials and intelligence agencies, and on
request, for US authorities. Under such an arrangement, only the reports
would travel across the Atlantic, not the raw data.

Earlier, Council officials had declined to raise the possibility of an Eu-
ropean TFTP for fear that it would alienate the Parliament. In the wake of
Lisbon, however, Parliament negotiators were quick to see the possible ben-
efits of such an arrangement. If it were to come into operation, it would need
Parliament’s support. And this support could be exchanged for influence and
oversight authority over its actions. Accordingly, the Parliament resolved
on May 5, 2010, on a “twin-track approach which differentiates between, on
the one hand, the strict safeguards to be included in the envisaged EU-US
agreement, and, on the other, the fundamental longer-term policy decisions
that the EU must address.” This “twin track” clearly linked developments in
the EU-US relationship back to institutional change within the European
Union. Parliament further noted that

the option offering the highest level of guarantees would be to allow for
the extraction of data to take place on EU soil, in EU or Joint EU-US facil-
ities, and ask[ed] the Commission and the Council to explore. .. ways to
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phase into a medium-term solution empowering an EU judicial authority
to oversee the extraction in the EU, on behalf of Member States, after a
mid-term parliamentary review of the agreement.”®

These suggestions were taken as an invitation to create a European TFTP
program along US lines. The final EU-US agreement seemed to foresee this
outcome, while a Council / European Commission declaration following
from the agreement “acknowledges in the longer-term, the ambition for
the European Union to establish a system equivalent to the TFTP, which
could allow for the extraction of data to take place on EU soil,” and observed
that the United States “has committed in the Agreement to cooperate and
provide assistance and advice to contribute to the effective establishment
of such a system.”

Institutional Change after SWIFT

The Parliament’s hopes were systematically disappointed. After member
states and the Commission secured an agreement on the TFTP, they side-
lined the proposals that would have provided the Parliament with greater
oversight while enhancing cross-Atlantic cooperation at the expense of EU-
level transparency and accountability. The result is a set of institutionalized
forms of information exchange among security officials that are inscrutable
to the public since not only the information but also aspects of the rules
under which the information is provided are considered to be classified
information.”

In 2011, the European Commission presented an initial report on the
options for a European TFTP equivalent or European Union Terrorist Fi-
nance Tracking System (EU TFTS), noting that there were “solid grounds
for believing that an EU TFTS will also provide significant added value to
the efforts of the EU and the Member States,” listing several possible op-
tions for how the EU TFTS could be organized. It also noted that despite
the safeguards for the existing TFTP system, “arguments have been made
that the provision to a third State of such large amounts of personal data
constitutes an unwarranted infringement of the fundamental rights of these
citizens.””® In a later document in 2013, the Commission reversed its favor-
able initial assessment of the case for an EU TFTS. It found that an EU-based
system for analyzing TFTP data “would not generate additional intelligence
benefits for the EU or the Member States,” might slow down analysis, and
would not guarantee better protection of personal data.”* Other options
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were presented as unworkable because member states would never allow the
European Union to develop a fully centralized system, while a decentralized
system would run the risk of communications failures between the member
states. This led the Commission to recommend that there was no clear case
for an EU TFTS system.

A 2014 report commissioned by the Parliament’s Committee on Civil
Liberties, Justice, and Home Affairs dissented, noting that the TFTP sys-
tem did not provide a solution under the Commission’s own criteria since
it did not limit the transfer of personal data to third countries. This was a
breach of faith with the European Parliament since “for many MEPs the
promise of data analysis capacities on European soil through an EU TFTS
was one of the preconditions for approving the EU-US TFTP Agreement
in 2010.””° The Parliament, however, had little that it could do except
to complain.

Regular reports by the European Commission on the implementation
of the TFTP agreement took a more sanguine view, mentioning occasional
difficulties but finding in general that the procedures were working well. In
particular, the reports argued that the reciprocity procedure worked well in
allowing European intelligence officials to obtain information from their US
counterparts that they would have otherwise had difficulty obtaining. In a
series of joint reviews of the agreement, the two sides noted that European
requests under Article 10 grew from 15 in 2011 to 192 in 2017 (see figure 4.4)
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with requests from 2017 generating nearly 9,000 leads. This does not include
asizable number of US-initiated data sharing that occurred under Article 9.7
Anindependent analysis of the TFTP program by the Royal United Services
Institute in the United Kingdom concluded that “the programme must thus
be considered an integral part of the EU framework for combating the fi-
nancing of terrorism.””’

Privacy Advocates Continue the Struggle

These reports did not satisfy the TFTP’s critics in the Parliament and else-
where, especially since they declined to provide specific information on
large swathes of TFTP activities and indeed classified all of the documents
relating to important aspects of the agreement. This led MEPs, including
in particular the libertarian Dutch MEP Sophie in’t Veld, to try to expose
the TFTP to greater public oversight in legally innovative ways. In an initial
lawsuit before the European Court of Justice, in’t Veld sought access to legal
documents relating to the European Union’s negotiation position. When
this was only partially successful, in’t Veld turned to a different strategy,
complaining (as an ordinary EU citizen rather than an MEP) to the Euro-
pean Ombudsperson about her lack of access to the technical modalities
document in which the technical aspects of the TFTP agreement were ad-
dressed.”® The Ombudsperson agreed with her complaint, but was unable
to supply her with the document since the United States refused to allow
European authorities to provide it.”® There was a clash between the appar-
ent obligations under the agreement concluded by the Commission and
the oversight powers of the European Union’s domestic institutions, which
Europol’s supervisory body resolved in favor of the international agreement.

The technical modalities were agreed without the legislature’s involve-
ment and Europol basically said that they had to consult the third party
[the United States]. The document is actually an EU document, which
was drawn up by the Joint Supervisory Body, which supervises Europol.
But they said that information in the document came from the US, so
they would have to consult the US. . .. So basically, Europol went to the
US, and asked the US authorities—they refused and then our inspection
was refused.

The European Parliament’s Committee on Civil Liberties, Justice, and Home
Affairs expressed its displeasure with this outcome in a subsequent meeting.
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Basically [there was] a lot of unhappiness that there is no democratic
oversight of this agreement—that the Parliament doesn’t have any
oversight, the ombudsman doesn’t have any oversight, so that was . . .
a major problem. There is no special reading room for the Parliament
so they cannot ensure the agreement is being implemented the way the
legislators intended, and the Ombudsman also doesn’t have access to
the documents.*

Despite the apparent limits of insulation strategies, as discussed in the next
chapter, this conflict may give rise to future litigation in the European Court
of Justice.®

Internal TFTP Emerges as Complement
rather than Supplement

In the wake of terrorist attacks in Brussels and Paris, security officials in the
European Union have started to argue again in favor of an EU TFTS buton a
different basis.*” In February 2016, the European Commission suggested that
the European Union should consider a system to monitor payments made
through the Single Euro Payments Area system that are not covered under
the existing agreement, and hence not systematically available either to the
European Union or United States.** The European Union’s anti-terrorism
coordinator in turn noted that “an EU system complementary to the TFTP
should be considered in due course.”®* In December 2016, the relevant com-
missioner stated that

when the Commission presented its action plan to counter terrorism
financing back in February, we agreed to look further at the EU-US
TFTP and whether a complementary EU system might be necessary.
In 2013, we looked at this issue and concluded no complementary EU
system was necessary. Since then quite a few things have changed:
the terrorist threat has increased and changed in nature, the way that
terrorists finance themselves is different, there have been enormous
technological advances in the areas of payments so lots of new ways
of transferring money which are not covered by the TFTP. On that
basis, we’re committing in today’s Security Union report to consider
the options further, do the appropriate studies, and we’ll report back
by the summer.*®
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Instead of rolling back the existing TFTP system in favor of an EU-based
approach along the lines that the Parliament asked for, this proposal pre-
serves the existing system and supplements it. In Mara Wesseling’s (2016,
x) summary, there has been a “shift in conceptualization, from a system
that would replace part of the EU-US TFTP Agreement to a complementary
system that would focus on intra-European SEPA data, which is not cur-
rently covered by the agreement.” Such a system would replace existing, ad
hoc, and ramshackle procedures for information exchange between member
states with a more streamlined and centrally organized approach. It is likely
to spur further political arguments, both about its relationship to the exist-
ing TFTP system and the appropriate procedures for information sharing.
Nonetheless, if this system is introduced, it will mark the culmination of a
new stage of institutional change.

Conclusion

This chapter examines an important case of how cross-national layering
led to critical policy change concerning information sharing and surveil-
lance. Dominant approaches have enormous difficulty in explaining this
outcome. There has been no significant shift in market power between the
European Union and United States; both retain enormous influence over
international markets, yet the European Union has altered its position
and internalized arrangements that build on a US initiative that at first
was illegal under European law. While market power approaches perhaps
treat this as a case of preference change, they cannot explain why the
preferences of the European Union changed using their own frameworks.
Preference aggregation accounts too have enormous difficulty in explain-
ing observed outcomes. When the Parliament got effective veto power,
the space of possible agreeable outcomes seemed to expand rather than
to diminish, including for the first time a domestic institutionalization of
the TFTP that had previously seemed unthinkable. Moreover, the actual
form that this institutionalization took was not what Parliament antici-
pated, or wanted.

Instead, the mechanism of change appears to have involved cross-national
layering. EU security and justice and home affairs officials were frustrated, as
were their US counterparts, by their inability to overcome a coalition within
the European Union that sought to block security measures that might in-
fringe on personal privacy. This coalition primarily consisted of privacy-
oriented MEPs and data privacy authorities as well as some sympathizers
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within the European Commission and national justice ministries. While it
was not powerful enough to block all change, it surely was able to slow or
sometimes completely stymie forms of information exchange that would
arguably be privacy invasive.

This led security officials in the member states, on the Council, and in
certain parts of the Commission to adopt a policy of cross-national lay-
ering. By creating international arrangements, they could over time un-
dermine the domestic coalition that was blocking change by transforming
the interests of key coalition members. The SWIFT agreement built on
the track that had already been partly laid down by the PNR negotiations
to provide these security officials with a transnational forum where they
could develop alternative, more security-focused arrangements. Thus, an
apparently straightforward deal between the European Union and United
States became the seedbed for a proliferating relationship between security
officials on both sides of the Atlantic. Over a period of several years, these
officials sought to create an EU-US institutional dispensation under the ban-
ner of reciprocity, which would reconcile the different regulatory systems,
and allow for much more far-reaching forms of information exchange and
security cooperation.

These efforts enjoyed considerable success. As one skeptical MEP de-
scribed it, the proposal for a European TFTP

fits the trend whereby whatever instruments the US has for counter-
terrorism and other law enforcement purposes is copied by the European
Union. I have with great hesitation voted for the final agreement. One of
my problems was indeed that via the back door, a European TFTP will be
created. It is the umpteenth example of what we call policy laundering.
There have been many examples where either the US or the member
state governments who usually work in tandem want something; the
European member states know that if they present such a proposal to
their national parliaments there is no way in hell they are going to get
it, so what they do is they hide behind some international agreement in
order to get it.%

By creating transnational relationships and associated agreements, these
officials provided the European Parliament, a key member of the block-
ing coalition, with good reason to moderate and eventually partly aban-
don its commitment to the privacy of European citizens. The existence of
these relationships posed a threat to a Parliament that wished to accrue
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as much power as possible. Accordingly, the Parliament was prepared to
fundamentally change its approach so that it no longer opposed security-
oriented measures, provided that it was given a substantial stake in the
emerging relationship. The European Parliament, which had previously
been vigorously opposed to the TFTP, not only accepted its logic but
also agreed to incorporate it into the European Union’s institutional
framework in the belief that this would give it greater oversight and
control. These hopes were frustrated, giving rise to the effective insti-
tutionalization of the TFTP as a core element of the European Union’s
antiterrorist strategy. Now security officials are looking to build on these
foundations by creating the formal institutions for a new and comple-
mentary EU-level arrangement, which will not replace the EU-US TFTP
but instead extend its logic to a separate European payments system,
establishing the already-existing arrangements of reciprocity on a new
institutional basis.

To be clear, this stage of institutional change is less a final culmination
than a new battleground, on which we expect the various antagonists to
continue to conduct skirmishes and forays in the hope of turning the next
stage of combat to their advantage. Still less does it reflect the domination
of the United States over the European Union. In the next chapter, we turn
to different and unexpected developments that show how the coalition of
actors who lost out over both PNR and SWIFT have been able to use the
opportunity structures created by interdependence to the partial dismay of
security officials on both sides of the Atlantic.



Insulation and the Transformation
of Commercial Privacy Disputes

In June 2013, the Guardian broke a series of stories based on leaked infor-
mation about US and European surveillance activities. Drawn from a cache
of documents smuggled out of the NSA by Edward Snowden, the stories
revealed massive data collection efforts, which ranged from tapping the data
pipes of the internet and global telecommunications to monitoring the cell
phones of world leaders, most notably German chancellor Angela Merkel."
While the Snowden revelations generated a series of specific political
crises over summer 2013, it also set in motion powerful dynamics, which
continue to remake transatlantic data and security policy as this book goes
to print. The leaks revealed important connections between commercial
data transfers and government surveillance. While many had suspected such
connections, most notably the late civil liberties writer Caspar Bowden, this
irrefutable evidence was used by privacy advocates to gain access to domes-
tic opportunity structures that had previously been closed off so that they
could try to insulate European privacy rules from transnational pressures.
This chapter, then, tells a story that contrasts sharply with the accounts
in chapters 3 and 4. Those chapters described how security actors created
a cross-national layer that transformed the environment for institutional
change and explored how difficult it was for actors oriented toward civil lib-
erties to insulate domestic institutions against these pressures. Civil liberties
groups could not fight back effectively because they had limited access to
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the relevant platforms for transnational cooperation and only had limited
domestic levers to protect against transnational arrangements.

In this chapter, we demonstrate how potent insulation strategies are
when domestic institutions are more favorable. The Snowden documents
created a situation of rule overlap between security and commercial data
regulations. Social media and internet service providers found themselves
trapped between the legal requirements of commercial data sharing, which
limited the onward transfer of data to outside organizations, and the intelli-
gence community, which increasingly demanded access to massive amounts
of data. Civil-liberties-oriented actors used this rule overlap to exploit judi-
cial and regulatory channels, including the European Court of Justice and na-
tional data privacy commissioners. By linking the issues of commercial data
and security-based information sharing, civil-liberties-oriented actors tar-
geted transnational change strategies and insulated European privacy rules.

Substantively, we examine a different set of privacy relations, which at
least initially did not appear to have any implications for domestic security:
those concerning commercial privacy. Before September 11, the European
Union and United States had already fought a major battle over the circum-
stances under which commercial actors could or could not use the personal
information of European citizens. This battle led to the creation of the Safe
Harbor Agreement, in which both sides settled on a hybrid arrangement
where companies agreed to respect a watered-down version of European
rules, with the potential of enforcement actions by the FTC. While many
privacy advocates considered this arrangement unsatisfactory, it appeared
likely to endure. The European Commission officials who negotiated the
agreement saw it as a satisfactory means of defending a preexisting political
bargain within the European Union, which they did not wish to reopen,
while perhaps disseminating EU privacy practices to the United States.

The Safe Harbor Agreement, however, had more or less the opposite
effect. As US negotiators hoped, it provided US e-commerce companies
with the institutional means to superficially satisfy EU regulators while de-
veloping business models that were at odds with the values of Europe’s pri-
vacy regime. Snowden’s revelation of how the US intelligence community
had access to information held by major US e-commerce firms transformed
debates over commercial privacy and opened up a means for EU privacy
advocates to start insulating the EU regime against US encroachments. Spe-
cifically, it demonstrated that the apparent accord between the European
Union and United States over commercial privacy was in fact a situation of
overlapping and clashing rules, in which European rules to protect citizens’
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data were directly at odds with the US willingness to use this data in privacy-
invasive ways.

This allowed Max Schrems, a privacy activist based in Austria, to identify
a path through which he could use the Snowden revelations to undermine
Safe Harbor and commercial data sharing more generally. When Ireland’s
data privacy authority declined to investigate Facebook’s recourse to Safe
Harbor, Schrems began a legal process that culminated in a European Court
of Justice ruling that overturned Safe Harbor, leaving businesses and poli-
ticians scrambling to come up with a replacement. Intense negotiations led
to legislative change in the United States and the creation of the so-called
Privacy Shield arrangement, which offered stronger protections to Euro-
pean citizens than Safe Harbor, but is likely to come under sustained legal
challenge.

These two phases—the phase in which Safe Harbor was negotiated, and
the phase in which it was overturned—illustrate the strategies that different
kinds of actors are likely to deploy in an age of interdependence. The first
stage illustrates how actors with access to cross-national negotiations will
deploy defend and extend. When the European Union and United States
initially faced off over commercial privacy on the internet, the agenda was
set by formally appointed negotiators who had, by definition, extensive
access to the relevant transnational forums, and a mandate and desire to
protect existing institutional arrangements. Thus, both the US Department
of Commerce and the European Commission sought to defend their spe-
cific domestic institutional arrangements, and if possible to extend them,
by creating circumstances under which their adversary’s system would be
gradually subverted over time. The problem that negotiations had to solve
was that neither EU or US negotiators were willing to make concessions on
changing preexisting institutions.

The second phase was different, with new tensions that stemmed from
the fact that the Safe Harbor Agreement had slowly eroded European pri-
vacy protections for citizens against large multinational corporations. Now
the agenda was set by EU-focused activists and data privacy authorities who
wished to insulate their institutions against US-style business models. These
actors were invested in existing privacy law and the institutional bargains
that made it enforceable. They did not themselves have direct access to inter-
national negotiations. Hence they wanted, as their predecessors had, to insu-
late European privacy rules from the encroachment of US firms and privacy
approaches. The difference with the previous struggle over airline passenger
data was that new and publicly salient information made it impossible to



128 CHAPTER 5

elide the clash between European privacy standards and the information-
gathering actions of US-based actors. Rather than simply focusing on do-
mestic legislative reforms, privacy activists in Europe leveraged political
opportunity structures to target transnational agreements. This meant that
negotiators played a reactive as opposed to active role, trying to preserve
cross-Atlantic information exchange against the highly credible threat that
European data privacy agencies and the European Court of Justice might
hamper or block future data exchange. The chapter therefore both shows
how defend-and-extend strategies of bargaining may lead to domestic in-
stitutional change, and how disgruntled actors may respond to this in a
subsequent phase, deploying insulation strategies in order to undermine
transatlantic efforts to emphasize security at the expense of privacy.

The Commercialization of the Internet and Digital Disputes

When data exchange first became a transatlantic policy problem, it was in-
terpreted in commercial terms, with a specific focus on privacy issues. In
the mid-1990s, the European Union introduced comprehensive privacy leg-
islation to prevent privacy concerns from hampering European integration.
The Privacy Directive had important external consequences, leading to fears
within the United States that the directive might cripple the burgeoning
e-commerce sector.”

The conflict over commercial data flows stemmed in large part from the
beginnings of economic interdependence in e-commerce. While it is hard
to imagine today, the internet did not exist as a commercial space until the
mid-1990s, having been limited during its early existence to research and
noncommercial purposes. The relaxation of US rules on the commercial use
of the internet and the release in 1994 of Netscape Navigator, one of the first
commercial web browsers to allow secure and encrypted communication,
helped a much broader base of individuals and firms to use the internet for
business purposes.’®

The Privacy Directive included a clause with clear extraterritorial con-
sequences for countries such as the United States, preventing data transfers
to jurisdictions that had weak protections. Specifically, Article 25 stipulated
that transfers could only go to countries outside the European Union if those
countries had an “adequate” level of privacy protection. Where the Com-
mission found that a country did not have adequate protection, member
states were obliged to take the necessary measures to block data flows to
that country. The Commission could find that a country provided adequate
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protection, and could also negotiate with outside countries to bring them
to improve their protections and make them adequate from the European
Union’s perspective.

This was intended to block an obvious loophole in EU law; without such
arule it would be easy for multinational corporations to transfer personal in-
formation on EU citizens to a third jurisdiction with weak privacy rules and
process it there, doing an end run around EU privacy protections. The rule,
however, was not only intended to defend the EU approach to privacy but
to extend it worldwide too. Officials in the European Commission wanted to
remedy the risks of international flows by encouraging other jurisdictions to
engage in negotiations with the Commission to improve their privacy rules
and standards so as to achieve adequacy. Hence the European Union quite
explicitly sought not only to protect its own system but also to bring the
rest of the world into closer conformity with its understanding of privacy
through building institutions that resembled the EU model.*

This was not motivated by a deep commitment to the values of privacy;
the officials responsible for negotiation were at the European Commission’s
Internal Market DG, which had previously opposed strong privacy regula-
tion within the European Union. Instead, it stemmed from more prosaic
considerations. Internal fights over privacy had endangered the European
Union’s market integration project until national privacy officials and the
Commission had struck a difficult political bargain. Under no circumstances
did the Commission want this internal bargain to unravel, prompting it to try
to defend the rules in multilateral discussions and export the EU approach
to other countries.’

Many of the European Union’s trading partners did indeed accede to the
EU approach.® The United States presented the most obvious risk of holdout
given its clout and adherence to a different approach to privacy. While the
European Union created comprehensive privacy rules that covered most
market activity and included oversight by independent regulatory agencies,
US privacy law followed a sectoral approach with privacy rules for some
sensitive sectors but not others, where industry self-regulation prevailed.”
The United States did not and does not have a dedicated privacy agency
that provides independent oversight for privacy concerns. Ultimately,
Europe did not view US rules as adequate as per the clause in the 1995
Privacy Directive.

The US approach to privacy was just one aspect of its larger under-
standing of the appropriate regulatory approach to the digital economy.
As firms and policy makers sought to manage the pressures of increased
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global competition in traditional industrial sectors, e-commerce offered the
potential for innovation and job creation. Market players on both sides of
the Atlantic saw the transatlantic marketplace as a key source of potential
growth. As described by Ira Magaziner, the US e-commerce “czar,”

In1994 ... President Clinton asked me to have a Cabinet level group to
look at one or two things that we might do were he to be re-elected. ...
[W]e . .. determined that something which was not on the original
list we were looking at, which was the commercialization of the In-
ternet would offer the potential to drive the world economy for the
next couple of decades if we could set up the right policy environment
forit. ... [W]hat we believed was that if the government could resist
over-regulating, over-censoring, over-taxing the Internet, that it had
the potential to really drive economic growth.®

The US government too wanted to protect its own regulatory approach
from international incursions and decided that the best way to do this would
be to spread it internationally. In Magaziner’s words,

The U.S. government believes that it’s best for our economy and best for
the development of this new digital age to try to set a predictable legal
environment globally for the conduct of commerce. . .. [I]n general,
we think that governments should stay away from regulating, over-
taxing, or censoring the Internet. . .. [I]fthey create this as a regulated
industry in some way—that will strangle the growth potential that we
see. ... [D]evelopments should be led by the private sector, and privately
established codes of conduct should govern, not government regulations.’

Magaziner and other officials worked on creating a “Framework for
Global Electronic Commerce,” which was published by the White House
on July 1, 1997. This framework sought to embed and protect the US self-
regulatory approach as the global standard, hence both shielding US e-
commerce from foreign regulators and encouraging the latter over time to
take a more laissez-faire approach.

This antiregulatory emphasis meant that the United States was greatly
alarmed at the European Union’s directive. Magaziner noted that

alot of our companies were reacting with great concern, and coming to
us in government and saying this is a nightmare, and it’s going to affect
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our investments in Europe. . .. [T]hey were facing a huge investment
plus that there was a risk that the normal data that they needed to oper-
ate their business with subsidiary companies and so on, would be put in
danger. . . . They thought it was a potential disaster."

Negotiating the Safe Harbor

This threatened to ignite the first major trade war of the digital era. Key
actors in both the European Union and United States saw themselves as
protecting important domestic institutions. The risk of a breakdown in re-
lations over the issue led both sides to begin negotiations aimed at finding a
solution. The European side of the negotiations was conducted by officials
from the Commission’s Internal Market DG, in consultation with Enterprise
DG and other interested parties." These officials’ major goal, as already dis-
cussed, was to protect the directive and the complex political bargain that
it represented.”” The US negotiations were led by the US Department of
Commerce, occasionally consulting with the Department of the Treasury,
the FTC, the US Trade Representative, and the Office of Management and
Budget via an interagency process.”> Commerce officials wanted to protect
the interests of US business, which they saw as best served by a continuation
of the US system, under which e-commerce businesses and others had only
to obey lax or nonexistent privacy rules.

Each set of negotiators refused to countenance substantial changes to
its own domestic institutions, while demanding that the other conceded on
theirs. As Ambassador David Aaron, the undersecretary for international
trade, put it, the Europeans “want us to invent a regime that looks like
theirs. . .. [W]ell, we aren’t going to do that.” Yet as Spiros Simitis, a com-
mission adviser and highly influential voice in European privacy debates,
laid out the European perspective: “Americans still have the illusion that
they can change the directive, but they can’t. ... This is not bananas we are
talking about. . . . This is about what we consider a fundamental claim to
privacy, and therefore there is a limit to compromise.”*

EU and US negotiators were initially skeptical that a deal could be
reached; European negotiators at first saw themselves as engaged in a pro-
cess of damage control."” As an EU official described it, “There was a lot of
angst around that this could spin out of control. There weren’t any obvious
solutions here; it was very black and white in the beginning, the compre-
hensive legislative approach and the piecemeal self-regulatory approach in
the US.”¢
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An idea floated by Ambassador Aaron provided an unexpected possible
solution."” Aaron, who had previously worked in the financial sector, was
familiar with the concept of safe harbor, under which if businesses behaved
in a certain kind of way, they were presumed to have safe harbor from en-
forcement. This prompted him to suggest that the Commission consider
whether the Commission could provide an adequacy finding for US compa-
nies rather than the United States as a whole. European officials, who very
much wanted a deal that would provide them with a colorable solution, but
that would preserve the existing EU institutional framework, were intrigued.
The crucial question was of enforceability: the European Union still wanted
some assurance that businesses’ promises would be underpinned by some
regulatory framework. Here, the FTC played a crucial role. Under Section
5 of the FTC Act, the FTC is empowered to fine businesses that fail to
live up to their promises to consumers. Thus businesses could commit to
abide by privacy principles that reflected EU preferences to some consid-
erable degree, while the FTC could punish businesses that failed to abide
by their promises.

This basic framework became the foundation for the Safe Harbor
Agreement—the final deal struck between the European Union and United
States in 2000. The Safe Harbor Agreement took the form of an exchange
of letters between the European Union and United States, and an adequacy
decision by the Commission agreeing that businesses that signed up to Safe
Harbor would be in compliance with the directive if they exported personal
data to the United States. In practice, the arrangement had three pillars.
First were the Safe Harbor Principles, a set of basic privacy principles that
reflected those contained in the EU Privacy Directive (and that the United
States had previously indicated in other forums were best practice that firms
ought to look to). All firms that registered as Safe Harbor participants had
to agree to abide by these principles and a set of frequently asked questions
about their interpretation that had similar standing to the principles them-
selves.'® They furthermore had to sign up either to self-regulatory organi-
zations or the FTC, which would address complaints and resolve disputes
over privacy. Second, the FTC agreed that it would entertain complaints
from Europeans who felt that their privacy had been invaded by US firms
that had signed on to Safe Harbor. Third and finally, European data privacy
authorities could block data flows if they were advised by the US govern-
ment or the relevant self-regulatory organization that a firm was in breach
of the Safe Harbor Principles. European data privacy authorities could also
suspend flows unilaterally, but under highly restrictive conditions, while the
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European Commission could withdraw its adequacy finding if it thought that
the arrangement was not working.

This arrangement did not please some privacy advocates in the European
Union. Although the Article 29 Working Party of data privacy authorities
voted unanimously in favor of the Safe Harbor, certain regulators were pri-
vately highly skeptical. Moreover, the European Parliament, which did not
have veto power over the terms of the arrangement as such, voted against
Safe Harbor, albeit in a sufficiently ambiguous way that the Commission
could interpret its disagreement as tacit acquiescence.” Within the United
States, privacy advocates were largely skeptical about Safe Harbor, but had
few tools to make their protest register with the US government.*®

From the perspective of the actual negotiators, Safe Harbor was a success,
protecting the existing institutional arrangements of each of the negotiating
parties while avoiding a potentially serious dispute between them. Each set
of negotiators could credibly argue that it had done its job. While the United
States could continue to claim publicly that its basic policy stance of pro-
tecting privacy through self-regulation was unchanged, the European Union
could say that it had succeeded in dictating the terms of self-regulation.

Each side hoped that the Safe Harbor would not only defend its existing
institutional approach to privacy but perhaps gradually extend it over time
as well, subverting the institutions of the other jurisdiction. Magaziner wor-
ried that the European Union’s role in setting the terms of regulation would
have negative long-term consequences.” Nonetheless, he anticipated that “if
the privacy protections by the private sector can be spread internationally,
that will become the de facto way privacy is protected, and that will diffuse
this disagreement.”**

The Europeans, for their part, hoped that the spread of European privacy
principles would change the approach of major US corporations and perhaps
help generate pressure to transform the US privacy regime along European
lines. As described by a negotiator, the alternative mechanism of “contracts
only deal with the transfers that they are concluded to deal with. They are
much less likely to have any secondary or spin-off effects. Whereas the Safe
Harbor was much more likely to have a general upward pulling or pushing
effect on privacy in the US in general. Including through the alternative
dispute resolution mechanisms.”*?

Thus the process leading up to the Safe Harbor Agreement and the ar-
rangement itself fit well with the expectations of this book’s arguments. The
key actors driving the process on both sides were negotiators, who obviously
had access to the relevant international discussions where the European
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Union and United States sought to resolve their differences. The lead nego-
tiators came from entities that had a major interest in preserving existing
domestic institutions in their home jurisdictions. The European Union’s
Internal Market DG had just shepherded through a vastly complex piece
of legislation that was intended to resolve, once and for all, the threat that
data privacy issues posed to the completion of the European Union’s inter-
nal market. It had a strong interest in protecting domestic rules that it itself
had conceived. The US Department of Commerce, for its part, was highly
sensitive to the wants of US firms (its first request for public comment on
Safe Harbor was tellingly addressed to “Industry Representatives”), which
were in general allergic to regulation and wished the existing US emphasis
on self-regulation to continue unchallenged.

This confluence of access and interest meant that both sides were strongly
committed to preserving their existing domestic bargains. What is remark-
able is that it initially seemed that they had discovered a way to have their
cake and eat it too by creating an interface between the institutional ap-
proaches of both sides.>* Each side, however, not only wanted to defend its
own institutions but, if possible, to extend them. Both the European Union
and United States viewed the Safe Harbor as a potential Trojan horse through
which their preferred mode of regulation could be smuggled into the system
of the other actor, with possible long-term subversive consequences.

In contrast to standard rationalist depictions of international bargains,
this agreement was premised on disagreement: the two parties, rather than
converging on a common estimate of the respective risks and probabilities,
as the game theoretic assumption of common knowledge requires, in fact
placed different bets on the future. The Commission bet that US businesses,
as they adhered to Safe Harbor, would internalize European privacy rules
and build pressure for stronger privacy in the United States. The Department
of Commerce, in contrast, bet that the Safe Harbor would allow US compa-
nies to avoid European sanctions while adhering to a largely self-regulatory
regime, hence creating a widening space for company self-rule. It was hard
to see how both could be right.

The Implementation of Safe Harbor

Over the next several years, the US view of Safe Harbor proved more accu-
rate. There was little evidence of an overall push toward increased privacy
regulation in the United States. Occasional mutterings from the FTC never
translated into serious legislation. In contrast, Safe Harbor quickly became
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a key means through which companies with large operations in the United
States could move data back and forth between the European Union and
United States. By 2004, thousands of companies had signed on to the Safe
Harbor. At the same time, the transatlantic digital marketplace grew expo-
nentially.*® US firms benefited tremendously, with information technology
companies like Google and Facebook winning larger market shares in many
European countries than they had in the United States, even though their
business models seemed directly at odds with the intentions of European
privacy law.

It did not take long for critics to emerge. As social media services explo-
ded and ever more amounts of data were collected, privacy advocates argued
that US firms were not meeting Safe Harbor standards.*® Equally troublingly,
they argued that the process for redress was not transparent, as it was diffi-
cult for European citizens to bring complaints to the FTC. The French data
privacy authority, for example, claimed that many more complaints were
brought to the FTC than the FTC acknowledged having received.*’

A series of public and private sector reviews of Safe Harbor demon-
strated that there were weaknesses in the agreement. A 2004 implemen-
tation study commissioned by the European Commission, for example,
concluded that “key concepts such as ‘US organization, ‘personal data,’
and ‘deceptive practices’ lacked clarity. Moreover, the jurisdiction of the
FTC over certain types of data transfers was dubious.”® The Safe Harbor
Agreement faced increasing hostility within Europe as scandals erupted
over US-based information technology firms. For instance, Google’s mon-
itoring of residential Wi-Fi traffic, as its cars were imaging neighborhoods
for its Street View service, caused considerable unhappiness in Europe.*
In 2008, disgruntled MEPs commissioned a report from the consultancy
group Galexia.’® This report argued that firms listed as members of Safe
Harbor had failed to renew their registration, that a large number failed to
comply with basic privacy standards, and that alternative dispute resolu-
tion providers identified by firms were unaffordable to consumers. These
complaints led some German data privacy authorities in 2010 to require that
companies exporting data not simply rely on the Safe Harbor list but also
verify that the recipient of any data was fulfilling its obligations and report
their compliance efforts.

Despite these doubts, the European Commission continued to support
the agreement during the 2000s, leading to a general assumption that Safe
Harbor would continue to operate.*” In 2012, Viviane Reding, European
Commission vice president, and justice commissioner and US commerce
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secretary John Bryson made a public declaration that “the United States and
the European Union reaffirm their respective commitments to the U.S.-EU
Safe Harbor Framework.”** Reding furthermore made a forceful defense of
the agreement in October 2012, concluding that “Safe Harbor will stay.”**
Both the European Union and United States accepted that Safe Harbor had
to be reformed and updated. In the description of one former senior De-
partment of Commerce official, “Certainly we were aware of the complaints.
The first study came up with evidence that there were companies that were
not adhering [to Safe Harbor rules]. . .. 2009 was when the FTC began
enforcement actions on Safe Harbor.”**

Despite the claim by some US observers that European privacy policy
was a form of tacit protectionism, European policy makers had much to lose
from an end to Safe Harbor.*® Companies like Google, eBay, and Apple em-
ployed thousands of workers across Europe. Moreover, important European
firms conducting business with the United States used Safe Harbor too to
handle, for example, transfers of employee data. Even when it began to face
concern about the rupture of Safe Harbor (described in more detail below),
the European Commission (2013, 6-7) continued to make the economic
case for maintaining the agreement:

The Safe Harbour scheme is an important component of the EU-US
commercial relationship, relied upon by companies on both sides of the
Atlantic. . .. [I]ts revocation would adversely affect the interests of mem-
ber companies in the EU and in the US. The Commission considers that
Safe Harbour should rather be strengthened.

The Umbrella Agreement, and Delinking
of Security and Commerce

Debates over commercial privacy had been quite successfully isolated
from the more fractious arguments over domestic security described in
the previous two chapters. Assessing the impact of US security legislation
passed in the wake of the September 11 for the Safe Harbor Agreement, a
European Commission implementation study concluded, “Since the new
US legislation only rarely contradicts the SH principles for data covered
by SH, these conflicts do not appear to undermine the level of protection
for any significant flows of personal data to the United States. The contro-
versial provisions of the USA PATRIOT ACT are essentially irrelevant for
SH data flows.”’
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As negotiations advanced on security issues, security and commerce
began occasionally to interact with each other. Thus when the SWIFT orga-
nization entered into the Safe Harbor after it had restructured its data flows,
EU and US policy clearly distinguished between the commercial flows en-
abled by Safe Harbor, and the purportedly distinct question of government
use of information from those flows for security and policing cooperation.

As relations between the European Union and United States became
more systematized, moving from the High Level Dialogue to a more expan-
sive High Level Contact Group, the ambitions of negotiators grew. As de-
scribed by one negotiator, the European Union and United States initially
wanted to create building blocks for a future agreement, creating a kind of
catalog of parts that could be incorporated into agreements on particular
matters.*® They increasingly sought not only to confer, identify, and resolve
potential problems in the policy process before they broke out into overt
conflict but also to spur more general cooperation on security questions. The
group started its work in February 2007, aiming to create a general frame-
work within which EU and US privacy controversies could be resolved,
allowing for much greater and more structured engagement on internal
security issues.

EU officials sought to create a two-step process through the High Level
Contact Group. First, they hoped that its discussions would clear the ground
for a political agreement. This agreement would clarify, minimize, and ide-
ally eliminate the areas of dispute between the European Union and United
States. Second, they anticipated that this political agreement would in turn
pave the way for a more formal legal agreement a few years down the line.
Such an agreement would create binding rules governing transatlantic data
exchange on security issues.

US officials—who always worried that the European Union would cease
cooperating because some actors in the European Union viewed US pri-
vacy protections as inadequate—were less concerned with grand visions and
more with concrete deliverables.*® In particular, they wished to ensure both
that the EU framework for data privacy in the transfer of security-sensitive
information would not create any roadblocks to cooperation, and that con-
tinuing issues of contention such as PNR and SWIFT would be permanently
resolved. These worries came to a head in a diplomatic demarche issued by
the United States on November 7, 2008, seeking to head off “premature”
discussions by the European Council of Permanent Representatives, which
the US feared might foreclose debate of the points it felt to be most import-
ant to a proper deal. The EU interlocutor retorted that a presentation of
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the work in progress would “give the Presidency firm support against the
constant challenges from the European Parliament and 27 Member State
parliaments,” noting that “some EU members had criticized a lack of trans-
parency about the HLCG’s work.”*°

The High Level Contact Group took longer to reach a conclusion than
EU and US officials had initially hoped. The group issued its first report in
May 2008, which was followed up by an addendum in October 2009.* The
group sought to reach an agreement on basic principles of personal data
privacy, which officials saw as having prevented cooperation in the past or
as having the potential to prevent cooperation in the future. This goal was
recognized by the European Council in December 2009 in its Stockholm
Programme, which defined EU priorities in the area of justice and home
affairs between 2010 and 2014, when it invited the European Commission
to “propose a Recommendation for the negotiation of a data protection and,
where necessary, data sharing agreements for law enforcement purposes
with the United States of America, building on the work carried out by the
EU-US High Level Contact Group on data protection.”** While the group
succeeded in creating some degree of accord, it did not reach agreement
on a few key principles. The group agreed that the principles should be
applied for “law enforcement” purposes—but could not agree on what “law
enforcement” meant. The European Union wished to confine law enforce-
ment purposes to criminal offenses, while the United States wanted to also
extend it to violations of law relating to border enforcement, public security,
and national security as well as to noncriminal judicial and administrative
proceedings linked to such offenses or violations.

Additionally, the sides remained at odds on the issue of redress. The
European Union argued that redress ought to involve impartial and inde-
pendent tribunals, while the United States sought to claim that some laws
treat nationals differently. The issue at stake here was that the US Privacy
Act 0f 1974 and other protective legislation apply only to US nationals. The
United States sought to have administrative procedures rather than legal
rights accepted as a form of redress.

Indeed, the DHS had already agreed to provide limited administrative
redress to non-US persons who had data in “mixed systems of records” in a
2007 Internal Guidance Memorandum.*® The United States, however, was
reluctant to provide judicial redress, all the more so because this would re-
quire US law to establish new rights for foreign citizens—a cause that rarely
generated great enthusiasm among US legislators. While negotiators were
able to make substantial progress on other issues, the debates on judicial
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redress stalled on US unwillingness to accommodate demands that the Eu-
ropean Union felt were politically necessary given increased pressure from
anewly empowered Parliament.

The United States and European Union also disagreed on the sidelines
about the definition of an individual, and on what constituted independent
supervision (the United States wanted to have internal controls, such as
data privacy officers attached to individual agencies, while the European
Union wanted regulators with some degree of autonomy). Apart from these
ambiguities, the principles encountered skepticism from outside officials,
who had not been consulted.**

Despite these disagreements, the two sides pushed for the negotiation
of a more formal EU-US deal on privacy for security information that could
take the form either of a binding international agreement or soft law. The
first was their recommended option:

Both sides agree that an international agreement binding both the EU
and the US to apply the agreed common principles in transatlantic data
transfers is the preferred option. In negotiating a binding international
agreement the EU and US should strive to obtain the recognition of the
effectiveness of each other’s privacy and data protection systems for the
areas covered by these principles. In addition to the agreed common
principles, further work could be undertaken to identify detailed key
issues to be addressed in such an agreement. Whilst it is difficult/im-
possible to envisage an international agreement covering all types of
law enforcement data, a binding international agreement would offer
the advantage of establishing the fundamentals of effective privacy and
personal data protection for use in any future agreements relating to
the exchange of specific law enforcement information that might arise
between the EU and the U.S. As a binding instrument, it would provide
the greatest level of legal security and certainty.*

They recognized that this would require further consultation with the
European Parliament, which now had the power to provide or deny consent
for any agreement that was reached. If it required additional implementing
legislation, it would furthermore require congressional ratification. The re-
port hinted that a soft law solution might offer some benefits should these
hurdles be insurmountable. Yet as time went on, both sides continued to
negotiate in the hope that they could create a comprehensive agreement on
law enforcement and privacy that would supply a general template for public
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sector data exchanges.*® Accordingly, negotiations on a so-called Umbrella
Agreement to cover all data transfers for police and judicial purposes began
in March 2011. This effort, led by security-oriented actors in the European
Union and United States, attempted to create a firewall between information
sharing for law enforcement and intelligence and commercial information
sharing as addressed by the Safe Harbor Agreement.

The Snowden Affair and the Blurring of
Commercial and Security Data Exchanges

In 2013, the transatlantic privacy debate was dramatically reshaped by Edward
Snowden’s revelations. A former national security employee and contractor
with access to top-secret documents, Snowden released information to the
world about a number of surveillance programs, including surveillance by
the NSA. These revelations documented how the US national intelligence
community monitored electronic communication domestically and globally.

The most important consequence of these revelations for EU-US rela-
tions was that they highlighted the extent to which US rules clashed with
European ones. This had not gone entirely unnoticed before Snowden. Cas-
par Bowden, who had cofounded the Foundation for Information Policy
Research and had later been appointed chief privacy adviser for Microsoft,
called out the ways in which FISA requests made by the US national intelli-
gence community endangered the privacy of European and non-US citizens.
In a series of speeches between 2011 and 2013, Bowden sought to highlight
the contradiction between EU laws protecting citizens’ privacy and US laws
allowing mass surveillance of non-US citizens, but to little avail. An increas-
ingly embittered Bowden (2014) concluded afterward that only the Greens
in the European Parliament were “helpful”; other audiences (including
NGOs, privacy officials, technical experts, and politicians) were uninter-
ested or nonresponsive, and in one case actually laughed at his arguments.

After the Snowden revelations, no one was laughing. The documents
demonstrated in compelling detail how commercial flows of information to
the United States might have unexpected consequences for privacy and se-
curity.*” European civil liberty groups were especially troubled by accounts
of the NSA’s PRISM program. Under this program, the NSA was able to
monitor the internet traffic of many of the largest information technology
companies and had access to a significant amount of data maintained by
the companies. While the US administration argued that use of the data
was limited to targeted searches, many feared that the program included
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indiscriminate collection, leading to much controversy, especially given the
nonintuitive ways in which terms like bulk collection and targeting were used
by the US intelligence community. Equally troubling, information technol-
ogy companies claimed that they had no knowledge of the data collection,
leading to allegations that the NSA had direct access to the physical networks
underlying the internet. Regardless, major internet platform companies
found themselves trapped between rules governing surveillance data shar-
ing such as the US FISA law, and rules governing commercial data sharing
such as the Safe Harbor Agreement and European privacy laws.

The United States’ initial response did little to assuage Europeans. Presi-
dent Obama, looking to reassure Americans that their privacy was not being
invaded, stressed that PRISM surveillance “does not apply to U.S. citizens
and it does not apply to people living in the United States.”*® This statement
provided scant comfort to those who failed to enjoy either of these specific
privileges, and spurred considerable alarm among US allies as well as global
e-commerce companies that were exposed to the unhappiness of customers
and regulators in other countries.*’

The evidence suggested that US intelligence was undermining the pri-
vacy of EU citizens by accessing data flows both within and outside the
United States. It was the former that was more politically relevant. It was
nearly impossible for EU authorities to prevent US surveillance of data out-
side US borders, even if it had wanted to, since this fell into the legal gray
zone of spying and surveillance. Furthermore, EU spying agencies often
tacitly or actively supported the efforts of the United States to engage in
large-scale surveillance both because they hoped to benefit from it too and
because they feared being cut off from other actionable intelligence if they
did not accommodate US efforts.

Of course, EU intelligence and policing agencies also engaged in surveil-
lance, both of their own citizens and of the citizens of other EU member
states. Data flows to the United States were a different matter, however,
even if they were possibly less invasive. Paradoxically, it was more difficult
for EU actors who were dissatisfied with the post-September 11 security
arrangements to address surveillance activities within the European Union
than outside it. Surveillance by European states was difficult to address in
the context of the European Union’s treaties, while US surveillance was con-
ventional espionage by a third party and hence not protected by EU law.>°

If surveillance used data that had left the European Union and entered
the United States through commercial channels, there was a possible open-
ing to be exploited by privacy activists and privacy officials. Two European
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Commission studies tasked with evaluating the Snowden documents found
that US government agencies had widespread access to the personal infor-
mation of European citizens stored on the databases of US companies.*'
Additionally, they found that European citizens had no clear mechanism to
seek redress for any possible abuse of the use of such data.

This had obvious implications for Safe Harbor. As Reding pungently put
it, reversing her previous support for the agreement, Safe Harbor “might
not be so safe after all,” and instead might be a “loophole” that allowed
companies to move data to the United States, where “data protection stan-
dards are lower than our European ones.”** Previously, there had been no
effective basis for challenging information exchange between the European
Union and United States. Now the Snowden revelations highlighted how this
commercial exchange facilitated wide-scale surveillance.

Together, these led the European Commission to press for revisions
to Safe Harbor. In July 2013, the European Commission announced that
it was reviewing Safe Harbor. German Data Protection Commissioners
(2013) soon piled on further pressure, arguing that “intelligence services
constitute a massive threat to data traffic between Germany and countries
outside Europe.” The commissioners specifically noted that the European
Commission had always said that it would suspend the transfer of data under
Safe Harbor and standard contractual clauses (another data transfer mecha-
nism) if there was a “substantial likelihood” that the Safe Harbor Principles
or standard contractual clauses were being violated, and then stated that
“this was now the case,” calling on the Commission to “suspend” the Safe
Harbor until further notice. They further suggested that companies sending
personal data to the United States “bear the responsibility” for ensuring that
the data were not subject to large-scale surveillance, intimating that they
might take direct action against recalcitrant businesses themselves should
the Commission fail to act.

In its report, issued in November of the same year, the European Com-
mission (2013b) was obliged to conclude that “Safe Harbour also acts as a
conduit for the transfer of the personal data of EU citizens from the EU to
the US by companies required to surrender data to US intelligence agencies
under the US intelligence collection programmes.” It argued that “revoca-
tion [of Safe Harbor] would adversely affect the interests of member compa-
nies in the EU and in the US,” recommending instead that the Safe Harbor
Agreement be strengthened and stating that the Commission would engage
with the United States “as a matter of urgency” to conclude negotiations by
June 2014. Improvements to Safe Harbor should then address the structural
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shortcomings related to transparency and enforcement, the substantive Safe
Harbor principles, and the operation of the national security exception. The
European Commission (2013b) also noted,

US President Obama has announced a review of US national security
authorities’ activities, including of the applicable legal framework. This
on-going process provides an important opportunity to address EU
concerns raised by recent revelations about US intelligence collection
programmes. The most important changes would be extending the safe-
guards available to US citizens and residents to EU citizens not resident
in the US, increased transparency of intelligence activities, and further
strengthening oversight. Such changes would restore trust in EU-US
data exchanges, and promote the use of Internet services by Europeans.

This led to a series of initial negotiations between the European Union
and United States focused on reforming Safe Harbor, albeit with less alacrity
than the Commission had at first hoped. Commission negotiators saw this as
an opportunity to update an instrument that had not kept pace with rapid
developments in technology and their use.>® They also hoped to raise the
question of national security agencies’ access to data collected under Safe
Harbor. The original Safe Harbor text had said that the principles could be
derogated “to the extent necessary to meet national security, public interest,
or law enforcement requirements.”** The EU side interpreted this as requir-
ing that national security agencies had access to EU citizens’ data exported
under Safe Harbor only when strictly necessary and proportionate. In the
words of one negotiator,

On top of it . .. came the Snowden revelation which raised the issue of in-
terpretation of the famous provision that said “yes, public authorities can
access data transferred under the old Safe Harbor including for national
security purposes when strictly necessary.” The Snowden revelation, to
say the least, raised questions on compliance with this necessity test.>®

As described by a former US official,

Before Snowden, the conversation was improving with DG Justice. There
was a sense that their institutions and ours were working in similar di-
rections. . . . [A]t least among key decision makers in the Parliament
and other people who were paying attention, we were making some
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headway, and getting them to understand US protections. . . . That was
really undone by the Snowden revelations.*®

It proved extremely difficult, however, to get national security agencies in
the United States—the responsible parties—to take negotiations with an
outside trading partner seriously. Cameron Kerry (2016), the key official
liaising with the European Union on privacy-related issues during the initial
period, complained that “blinkered decision making” by national security
officials prevented a broad spectrum response to the Snowden revelations,
which might have incorporated trade and other concerns. Interviews with
US officials confirm that interactions between the US Department of Com-
merce and the US intelligence community over Safe Harbor and related
issues were often frustrating for the former.”” As a result, EU negotiators
had little success in pressing the United States to make any explicit com-
mitments on the national security aspects of Safe Harbor, let alone provide
mechanisms of accountability.

Soon after the Commission’s report, the United States released a Presi-
dential Policy Directive, PPD-28, that was widely interpreted as an effort to
soothe the anger of allies in the European Union and elsewhere at indiscrim-
inate US surveillance. The directive stated that “privacy and civil liberties
shall be integral considerations in the planning of U.S. signals intelligence
activities.” It further mandated that US signals intelligence must “include
appropriate safeguards for the personal information of all individuals, re-
gardless of the nationality of the individual to whom the information pertains
or where that individual resides,” and laid out restrictions on the ways in
which data collected through bulk surveillance could be used.*®* PPD-28
was intended to reassure allies, most notably within the European Union,
whose populations were unhappy at the revelations that they had likely been
subjected to mass surveillance.

From the US perspective, and especially from the perspective of the US
intelligence community, PPD-28 marked a significant and indeed unprece-
dented concession. US intelligence agencies were not used to having their
activities trammeled by foreign privacy sensitivities. Nonetheless, it took the
form of a unilateral US policy document, which could be revoked by future
administrations and did not provide any mechanisms for external actors to
exercise accountability. Moreover, “bulk” surveillance was a term of art,
which excluded “targeted” forms of surveillance where the targeting could
be broad indeed.*® This meant that European privacy officials and activists
were sure to be dissatisfied with it. Some European data officials wanted a
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more radical approach. When the European Parliament’s Committee on
Civil Liberties, Justice, and Home Affairs held an inquiry into the revela-
tions, then European Data Protection Supervisor Peter Hustinx argued that

we have the chance to turn a crisis into opportunity and use it to our
advantage. E.U. Data Protection Regulation has to be stronger and appli-
cable to all companies processing data of E.U. citizens. . . . All data flows
must be aligned with E.U. law; we cannot accept a distinction between
U.S. and non-U.S. citizens which leaves the latter without any legal pro-
tections. It is a “now or never” time to make a stand.*

European parliamentarian Jan Philipp Albrecht put it even more bluntly:
“The EU cannot continue to remain silent in the face of these ongoing rev-
elations: it gives the impression we are little more than a lap dog of the
United States.”®

The United States furthermore made concessions to the European Union
on the stalled question of judicial redress under the Umbrella Agreement. In
March 2015, bipartisan bills were introduced in both the House and Senate
to implement legislation that would extend the judicial redress provisions
enjoyed by US citizens under the 1974 Privacy Act so that they covered
citizens of countries or regional organizations such as the European Union,
where the United States had entered into relevant agreements.

The Schrems Case and the Unraveling of
the Transnational Agreement

While negotiations were taking place between the European Union and
United States on security data, a different and ultimately highly consequen-
tial legal process was getting under way in Ireland. In the wake of Safe Harbor,
Ireland had established a comfortable economic niche hosting the European
operations of major US e-commerce and online platform companies like
Google, Facebook, and Microsoft. Ireland offered significant tax advantages
for US businesses that wanted to keep their profits overseas. Moreover, it
provided a highly flexible interpretation of EU privacy rules, taking advan-
tage of the directive to attract US businesses that wanted to locate in Europe
but were unenthused by the prospect of overly vigorous enforcement of
privacy law. The Irish Data Protection Commissioner was notoriously under-
funded (its office was located in a provincial town where it shared a building
with a supermarket) and complaisant. While favorable tax treatment was
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important to attracting businesses, flexibility on privacy was too; Google,
for example, privately told Irish officials that “the strength of a country’s
competent authority for data privacy was now as important an issue for a
country’s competitive edge as its competent authority for taxation.”®*

This meant that Ireland became critical for political battles over how
US e-commerce businesses, which for legal purposes were usually based
in Ireland, were gathering personal information on EU citizens. Schrems,
ayoung Austrian lawyer and privacy advocate, made a particular practice
of using European data privacy law to make life difficult both for Face-
book and for the Irish data privacy authority that supposedly oversaw
it.®> Like many other European privacy activists, Max Schrems saw US
e-commerce firms as undermining European privacy law. He was com-
mitted to pushing back against them so as to restore the existing institu-
tional balance. As Schrems described it, the fundamental problem was
that a clash between European and US laws meant that the latter were
undermining the former:

We have two jurisdictions that are in part not compatible with each
other. The solution up to now has been that Europe didn’t enforce its
fundamental rights. It’s as if the U.S. said we’re not going to enforce our
law anymore. If you're an international company, you just have to deal
with it somehow. It’s going to be hard. It would be wonderful to have
an agreement between the two parties to resolve the situation, but 'm
fed up with the solution being just sticking to U.S. law and ignoring Eu-
ropean law. If you're doing business in a different country, you have to
follow the law, just as Volkswagen is facing huge issues in the U.S. with

its emissions scandal.®*

Hence Schrems’s primary goal was to find ways to insulate European institu-
tions against the encroachment of US rules and practices through the Trojan
horse of the Safe Harbor Agreement, even when this involved attacking and
weakening the accommodations that the European Union and United States
had previously reached.

When Schrems heard about the Snowden revelations, he quickly realized
that he could make a plausible case that Facebook, by transporting users’
information from the European Union to the United States, was in violation
of European law. He could use the information provided by Snowden to link
the commercial and security debates, and hence gain access to legal and
regulatory opportunity structures that had hitherto been closed off. The
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European legal system provides ample opportunities for private actors to
pursue litigation as a means toward policy change.®

I thought that’s actually something where Europe has jurisdiction, since
this mass surveillance only works in public-private partnership, because
the NSA’s not going to be in every phone. . .. [Y]Jou actually have a point
where you can actually hit them, where you have jurisdiction and at least
a remote possibility that someone could possible care about it.*®

Schrems initially sought relief from Ireland’s data privacy agency, which
supervised Facebook and other major US e-commerce firms, expecting
a lengthy investigation and drawn-out battle in the Irish system. In July
2013, the Irish Data Protection Commissioner declined to open an in-
vestigation, stating that Facebook had met its obligations for data export
since it was registered under the Safe Harbor Agreement and noting that
there were political efforts under way to resolve the surveillance issue.®’
Schrems then applied to the Irish High Court for adjudication on the
question of whether or not the Irish Data Protection Commissioner was
obliged to open an investigation into the possibility that Facebook was
exposing EU citizens to a privacy breach by exporting their data through
Safe Harbor to a jurisdiction where it could be readily accessed by the
NSA. This allowed him to open a line of attack on the Commission’s ability
to make political deals that undermined European privacy law. Since the
Irish data privacy authority claimed that its freedom of action was pre-
empted by the Commission’s adequacy finding on Safe Harbor, Schrems
could challenge the status of the adequacy ruling and of the Commis-
sion’s competence to make determinations that arguably watered down
EU privacy laws.

Notably, both Facebook and the US government declined to state any
interest in the proceedings.®® This had crucial consequences; it meant that
the eventual ruling reflected Schrems’s and other privacy advocates’ un-
derstanding of the factual record of surveillance. Justice Gerard Hogan, the
presiding judge, noted that the accuracy of many of the Snowden revelations
were “not in dispute” and stated that

I will therefore proceed on the basis that personal data transferred by
companies such as Facebook Ireland to its parent company in the United
States is thereafter capable of being accessed by the NSA in the course of
a mass and indiscriminate surveillance of such data. Indeed, in the wake
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of the Snowden revelations, the available evidence presently admits of no
other realistic conclusion. . . . [Furthermore, the] Snowden revelations
demonstrate a massive overreach of the security authorities, with an
almost studied indifference to the interests of ordinary citizens. Their
data protection rights have been seriously compromised by mass and
largely unsupervised surveillance programmes.

Hogan then referred to the specific matter under dispute: whether the Irish
Data Privacy Commissioner was bound by the Commission’s adequacy rul-
ing that Safe Harbor was working as designed or alternatively should open an
investigation as Schrems requested to the European Court of Justice, which
serves as the final arbiter on how European law ought to be interpreted. He
suggested to the European Court of Justice that it should consider the matter
in light of the European Union’s Charter of Fundamental Rights and specif-
ically its provision protecting privacy, noting that it was “not immediately
apparent” how the Safe Harbor Agreement could satisfy the requirements
of this article, especially given a recent European Court of Justice ruling
(known as Digital Rights Ireland).*

The European Court of Justice Steps In

The European Court of Justice responded to the Irish court’s request for a
clarification of EU law on privacy and the Commission’s responsibilities with
remarkable alacrity. In initial hearings in March 2015, the Irish data privacy
authority argued that the Commission’s Safe Harbor decision should be
allowed to stand, receiving support from the European Commission and
United Kingdom, but encountering opposition from Belgium, Austria,
Poland, Slovenia, and the European Parliament and European Data Pro-
tection Supervisor. Questioning from the Court’s Advocate General (who
prepares an initial recommendation on cases) and the presiding judge re-
vealed a considerable degree of skepticism about Ireland and the European
Commission’s position, in part because of uncertainty over whether the
United States would indeed address the key flaws in Safe Harbor.”® This
skepticism informed both the Advocate General’s initial recommendation,
which made some strong and empirically questionable assertions about US
surveillance, and the more carefully worded yet nearly equally stringent
final ruling, which emerged a few weeks later.”

In its ruling, the Court found that Safe Harbor provided grossly inade-
quate protections for the privacy of European citizens given that
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national security, public interest and law enforcement requirements of the
United States prevail over the safe harbour scheme, so that United States
undertakings are bound to disregard, without limitation, the protective
rules laid down by that scheme were they to conflict with such require-
ments. The United States safe harbour scheme enables interference, by
United States public authorities, with the fundamental rights of persons.”

In other words, the protections apparently provided by Safe Harbor were
irrelevant. US national security law obliged US businesses to provide infor-
mation, even when supplying it interfered with the fundamental rights of
European citizens, as laid out in the Charter that serves the European Union
in lieu of a constitution. Importantly, the Court found that the oversight
requirements agreed to in the Safe Harbor arrangement could not be met
because of the institutional mismatch: the FTC lacks jurisdiction over the
public sector actors conducting the surveillance.

Hence the European Court of Justice created additional hurdles for intel-
ligence sharing. The original Safe Harbor Agreement contained standard lan-
guage that exempted “necessary” law enforcement and intelligence-sharing
activity. In the decision, the Court ruled that this exemption did not trump
European law or fundamental rights. In particular, it stressed that third
countries must guarantee that they have equivalent data privacy policies in
place through their domestic law. More specifically, exemptions for national
security must still meet key privacy principles such as the proportionality of
data collected and the clear ability to remedy abuse. As the European Court
of Justice (2015a, 25) concluded,

Protection of the fundamental right to respect for private life at EU level
requires derogations and limitations in relation to the protection of per-
sonal data to apply only in so far as is strictly necessary. . . . [L]egislation
permitting the public authorities to have access on a generalised basis to
the content of electronic communications must be regarded as compro-
mising the essence of the fundamental right to respect for private life,
as guaranteed by Article 7 of the Charter. . . . Likewise, legislation not
providing for any possibility for an individual to pursue legal remedies
in order to have access to personal data relating to him, or to obtain
the rectification or erasure of such data, does not respect the essence
of the fundamental right to effective judicial protection, as enshrined in
Article 47 of the Charter.
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The court decision narrowed the window of acceptable exemptions for na-
tional security purposes and at the same time increased the scope of its
own purview over such issues, ruling out international arrangements that
trampled on the right to privacy and failed to provide any means for recourse
or remedy for violation.

This further empowered the Court and European data privacy authorities
to scrutinize adequacy decisions pertaining to third countries. Prior to the
court decision, the Commission would evaluate the privacy protections of
other countries, receive input from data privacy authorities, and make an
adequacy decision. All actors had hitherto assumed that these decisions
were binding and that other institutional actors could not challenge them.
The Court ruled that even after the negotiation of such agreements, citizens
can bring complaints to data privacy authorities regarding the legitimacy of
international data transfers. In the European Court of Justice (2015b) press
release’s words, “The existence of a Commission decision finding that a third
country ensures an adequate level of protection of the personal data trans-
ferred cannot eliminate or even reduce the powers available to the national
supervisory authorities under the Charter of Fundamental Rights of the
European Union and the directive.” Moreover, the Court made it clear that
the Court and not the Commission is the final arbiter of such decision: “Itis
thus ultimately the Court of Justice which has the task of deciding whether
ornot a Commission decision [concerning third-country adequacy] is valid.”

This ruling completely changed the power relationship between actors
arguing over EU privacy and the transatlantic agenda. Previously, the pol-
icy agenda had been dominated by the actors with access to transatlantic
negotiation channels: the European Commission, and through the Euro-
pean Commission, the member states that it was responsible to under a
so-called comitology procedure. Other actors—such as privacy activists,
the data privacy authorities, and privacy friendly MEPs in the European
Parliament—had only indirect influence, although the Parliament’s influ-
ence had increased significantly as it acquired new veto powers. Now the
Commission’s ability to make binding decisions via adequacy determina-
tions had been substantially undermined. Actors who wanted to insulate
EU rules from outside influence—such as activists and activist data privacy
authorities—could challenge Commission determinations in front of judges
who appeared highly sympathetic to privacy concerns.
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The Consequences of the Ruling for Transatlantic Relations

The European Court of Justice decision had dramatic consequences for
transatlantic markets and politics, establishing a new reversion point for
EU officials and rule makers, and creating radical uncertainty as to the le-
gitimacy of data transfers outside the European Union absent some com-
promise. US Department of Commerce secretary Penny Pritzker (2015)
warned that the dispute could “put at risk the thriving transatlantic digital
economy,” costing US firms billions. Microsoft president Brad Smith (2015)
feared that such fragmentation of the internet threatened a “digital dark
ages” that could undermine digital services ranging from payment systems
to airline reservations. Alphabet (the parent company of Google) chair Eric
Schmidt went so far as to claim that the dispute jeopardized “one of the
greatest achievements of humanity.””?

While these warnings were hyperbolic, they reflected a genuinely far-
reaching change in the politics of transatlantic privacy. US officials were
initially in shock. As described by one former official,

Things went seriously backward with Snowden. They started gradually
improving because of a variety of things—the passing of time, the reali-
zation of double standards that the Europeans were applying, the steps
that the United States took to be more transparent about its surveillance,
revealing more about the process and the limits that had been in place,
as well as putting new limits in place, primarily through Presidential
Policy Directive 28. All of that was moving things back in a more positive
direction, getting them to where they were. I think that the atmosphere
in the wake of Schrems has been at least as bad as the atmosphere in
the wake of Snowden. I think that it was probably not as widespread
in the headlines and popular outrage, but it has a far more direct and
immediate impact.”*

US officials believed that the European Court of Justice had gotten the
facts wrong, and was basing its ruling on an understanding of US privacy
law and practice that was both incorrect and badly out of date, given post-
Snowden reforms. A variety of prominent US actors had already complained
that the Advocate General’s opinion rested on what the US Mission to the
European Union (2015) described as “numerous inaccurate assertions about
intelligence practices of the United States.””* Given that the European Court
of Justice does not rule on findings of fact (leaving those to lower courts)
but rather only on interpretation of EU law, the United States had missed its
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opportunity to engage in debate over what the United States did or did not
do by declining to intervene in the Irish High Court action.

The Department of Commerce, anxious to address business fears of legal
uncertainty, announced immediately that it would work with the European
Commission to reach a revised Safe Harbor deal as soon as possible.”® It
was initially unclear how a deal might be achieved. The European Court of
Justice appeared to be demanding a radical change in how US surveillance
and intelligence dealt with data on European citizens, obliging US practices
to conform to EU standards of accountability and transparency. The US
intelligence community was unenthused at this prospect.

Early US efforts focused on trying to persuade the European Union
that the court ruling was incorrect and that existing US efforts were in
fact sufficient to provide adequate protection to European citizens. For-
mer administration privacy official Peter Swire (2015), working with the
Future of Privacy Forum, a transatlantic group that had already sought to
reconcile European and US approaches, released a white paper arguing
that US laws indeed provided “fundamentally equivalent” privacy protec-
tions to those offered by Europe. Daniel Sepulveda, the US coordinator
for international communications and information policy, announced that
there would be no change in US law, and that the “underlying evidence
that [the Court used] to reach the conclusion that intelligence practices
are excessive in the United States is fundamentally and demonstratively
[sic] wrong.””’

European negotiators swiftly made it clear that this was insufficient and
that a deal that might have addressed the commercial aspects of Safe Har-
bor while leaving the national security questions for later discussion was
politically impossible.”® The Court decision created as many problems as it
did opportunities for Commission negotiators, who now had to satisfy the
requirements of a complex court decision, which furthermore empowered
the more activist data privacy commissioners to take up actions before the
Court. Indeed, in the short term, data privacy commissioners had con-
siderable bargaining power vis-a-vis US firms since the Safe Harbor ar-
rangement was no longer considered adequate. This meant that they could
introduce enforcement actions at their discretion against US firms that had
previously relied on Safe Harbor, and now were forced either to consider
cumbersome and time-consuming alternative arrangements (which were
themselves likely also vulnerable to challenges in the European Court of
Justice), or to continue carrying out data transfers without any legal basis
and just hope for the best. In any event, the Article 29 Working Party of
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data privacy commissioners agreed to hold off on regulatory action to
allow negotiators a chance to come up with an alternative arrangement—
but only until the end of January 2016. Although US negotiators publicly
claimed that this deadline was “meaningless,” they recognized that data
privacy authorities could make life uncomfortable for US companies if
negotiators ignored it.”

On the European side, the most important consequence of the Schrems
ruling was to increase the clout of national-level privacy actors who had
previously often not had a seat at the table. In the description of one com-
mission negotiator,

There was clearly a pre- and post-Schrems judgment. I felt as a nego-
tiator, that there was much more solidarity and cohesion amongst the
EU after the Schrems judgment. That’s not because people all of a sud-
den fell in love with data protection. But it was objectivized in a certain
sense. There were requirements, criteria to meet. . . . What also had an
important role to play was public opinion. I think that these issues in the
last 2, 3, 4 years became much more relevant and could not only be ap-
proached from an economic trade point of view. That also has an impact
on governments and that is also probably why in the national decision
making process, other views such as the views of the ministry of justice,
the views from the DPAs, came probably to have more weight.*

Notably, the European Court of Justice ruling required that any arrange-
ment provide roughly “equivalent” protections to European privacy rules.
This resulted in both a high benchmark and opportunities for data privacy
authorities, as the expert actors charged with interpreting and administer-
ing European privacy rules, to interpret how that benchmark should be
administered.

For the US side, the most important consequence was to render the Eu-
ropean Union’s position more inflexible on just the points that Department
of Commerce negotiators were least capable of making concessions on. New
actors, most prominently involving Robert Litt, the general counsel for the
Director of National Intelligence, became directly involved in negotiations.
In later comments, Litt (2016) acknowledged that it was odd for a national
security official to be involved in negotiations over a commercial agreement
and depicted his role as enabling a “process of education” in which he helped
EU officials learn about the legal regime that governs the US collection of
surveillance data.®!
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Forging the Privacy Shield

A replacement for Safe Harbor, the so-called Privacy Shield, was announced
on February 2, 2016, even though the text was not fully agreed on until
some weeks later, prompting the accusation from some EU-based privacy
activists that the Commission had caved in and accepted a vaguely worded
deal because it needed the negotiations to appear successful.®* The final ar-
rangement was, like the original deal, an exchange of letters based primarily
on political commitments and the implicit threat that if the deal did not
work out, it could be revoked by either side. The new agreement involved
some concessions from the United States. It provided a more transparent
and robust monitoring and enforcement regime for transatlantic data trans-
fers, gave European data privacy authorities the authority to follow up on
unresolved complaints with the FTC and the Department of Commerce,
and put in place clear sanctions for noncompliance as well as a dispute set-
tlement mechanism. On questions of national security, the United States
made fewer concessions, instead incorporating a letter in which Litt laid
out the protections that the United States already provided to EU citizens.
Nearly simultaneously with the deal, the US Congress passed the Judicial
Redress Act, which was meant to provide the necessary redress to allow
the parallel Umbrella Agreement to be ratified. Last-minute amendments
meant that the act’s protections were effectively made conditional on the
European Union’s agreement to and continued participation in a replace-
ment for Safe Harbor.

The most important security innovation was the introduction of an om-
budsman position, thus allowing EU citizens who felt that their privacy had
been compromised by US intelligence measures to complain to an official.
While the European Union had strongly pressed for the ombudsman posi-
tion to be held by a representative of EU intelligence services, whom com-
mission negotiators argued would both have the necessary independence
and be trusted by both sides, the US side refused to provide foreign officials
with any oversight role over sensitive US intelligence operations, leaving
the definition of the ombudsman’s role and office vague in the initial text.*’

The deal—or more precisely, the fact that there was a deal, regardless of
its specific implications for intelligence relations—prompted considerable
relief within the US business community, although that relief was damp-
ened by fears that the deal might not prove politically viable over the longer
term.®* As the details of the arrangement became more apparent, it became
obvious that the business community’s nervousness was justified.
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European data privacy officials and the European Parliament were far less
enthusiastic about the agreement. German data privacy officials in particular
were quite skeptical about the deal, suggesting that it needed to be sent back
to the drawing board.® In April 2016, the Article 29 Working Party released
a statement regarding the deficiencies of the proposed Privacy Shield.* On
the one hand, the group criticized the proposed redress and transparency
mechanisms for the private sector as too vague, putting pressure on the
Commission to further strengthen the monitoring and enforcement of the
private sector over and above the original Safe Harbor. On the other hand, it
cast doubt on the new safeguards against security abuses. Here the Article 29
Working Party focused on the fact that the commitments offered by national
security officials were voluntary rather than legally binding (e.g., the direc-
tor of national intelligence’s pledge to limit mass surveillance) and that the
independence of the proposed ombudsperson was questionable.

On May 30, European Data Protection Supervisor (2016) Giovanni But-
tarelli concluded, “The Privacy Shield as it stands is not robust enough to
withstand future legal scrutiny before the Court. Significant improvements
are needed should the European Commission wish to adopt an adequacy
decision, to respect the essence of key data privacy principles with particular
regard to necessity, proportionality and redress mechanisms. Moreover, it’s
time to develop a longer term solution in the transatlantic dialogue.”

Also in May, the European Parliament (2016) adopted a resolution by 501
to 119 votes, with 31 abstentions, claiming that the agreement was deficient
because it did not properly address bulk surveillance, failed to provide for
a truly independent ombudsman, and had an overly complicated mecha-
nism for redress.*” Some member states—most prominently Austria—were
also quite skeptical of the deal, leading to delays in member state approval
as commission negotiators sought further concessions from the US side.®®
Much of the skepticism focused on the independence of the proposed om-
budsman mechanism.*” Although the United States was unwilling to make
large concessions, it offered a compromise under which the ombudsman
would be a high official within the US Department of State and would not
be a member of the intelligence community. This official would work with
existing protective institutions within the US intelligence community—e.g.,
inspectors general and the like—to resolve problems and to report back in
extremely nonspecific terms. This proved sufficient for the member states to
approve the deal, with Austria, Bulgaria, Croatia, and Slovenia abstaining.
The member states in their deliberations also fixed on the idea of a cen-
tralized EU arrangement for dealing with complaints to the ombudsman,
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perhaps linked to the European Data Protection Board, which was to be set
up under new data privacy regulations.”

The Commission officials who negotiated the Privacy Shield defended
it as protecting the privacy of European citizens in general and in particular
as having set up a genuinely novel institutional mechanism for providing
accountability for international surveillance. In the words of Commission
negotiators,

This goes far beyond what PPD-28 has foreseen because that was ex-
actly the idea that one would only have this government-to-government
exchange, and this goes far beyond that, and only for our context, which
needs to be better appreciated by some people in Europe. . . . It is some-
thing that over time hopefully will develop into something through the
constant contact. It will probably create on our end a centralized body.
The complaints will be received in a decentralized way but centralized
in a body that the text foresees as a probability and that will probably
happen. That body will be the interlocutor of the ombudsperson and over
time will hopefully develop a certain working relationship.”*

Critics of the deal continue to believe that it does not go nearly far enough in
insulating US citizens from the surveillance of US intelligence agencies. One
NGO began a court action before the European Court of Justice pressing for
the arrangement to be declared invalid, while Johannes Caspar, the data pri-
vacy commissioner for Hamburg and a persistent critic of transatlantic data
exchanges, threatened a challenge under forthcoming German legislation.”

The failure of the United States fully to comply with the terms of Privacy
Shield is creating further pressures on the agreement.”® As of September
2018, the Trump administration has failed to appoint an ombudsperson,
and has left vacancies on the Privacy and Civil Liberties Oversight Board,
leading the European Commission to threaten to suspend the agreement in
the wake of pressure from the European Parliament. The unwillingness of
the United States to deliver on its side of the bargain, together with general
European distrust of and hostility toward the Trump administration, adds
to the controversy surrounding an already-unpopular agreement.

Most worrying for firms dependent on transatlantic data exchange,
Schrems filed a second complaint against Facebook with the Irish Data
Protection Commissioner. This compliant shifted the focus from the Safe
Harbor Agreement to standard contractual clauses, a core legal instrument
that multinational firms frequently employ to transfer data into and out of
the European Union.
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This court action seems likely to provoke a second wave of crisis and
response. The Irish Data Privacy Commissioner found in early 2018 that the
standard contractual clauses used by Facebook do not adequately protect
European citizens, owing to the limits of US privacy and national security
law.”* Rather than invalidating such clauses outright, the Irish Data Privacy
Commissioner referred the case to the Irish High Court, which in turn has re-
ferred the case to the European Court of Justice.” In doing so, the Irish High
Court laid out eleven questions regarding the legality of transatlantic data
sharing, thereby indicating a high bar for arrangements such as the Privacy
Shield. Notably, the Irish Court suggested that the “mass, indiscriminate
processing of data” was taking place in the United States, and specifically
asked the European Court of Justice to rule on whether the Privacy Shield
was binding under EU law and whether the Privacy Shield’s ombudsperson
system was sufficient. While the outcome of the case is still uncertain, it
highlights how rule overlap opened up domestic institutional possibilities to
privacy actors as they seek to use domestic political institutions to insulate
themselves from transnational strategies.’

Conclusions

The transatlantic struggle over privacy and commercial data transfers has
changed dramatically since the Snowden revelations of 2013. The first Safe
Harbor was built by EU and US negotiators, who sought to use trans-
atlantic negotiations to defend and, if possible, extend their respective
domestic arrangements. They did this by creating a new kind of interna-
tional institution that would serve as an interface between two different
national privacy systems. Each side saw the Safe Harbor as a means to
mitigate the pressure stemming from the other jurisdiction’s rules and
effectively placed a bet: that the Safe Harbor Agreement would, over time,
undermine domestic practices and institutions in the other’s jurisdiction
rather than in theirs.

While Safe Harbor did not directly threaten European privacy rules,
it opened a channel through which US platform companies dominated
European markets and began to build their own transatlantic standards.
For years, civil liberties advocates had little recourse as they watched US
companies engage in business practices that they viewed as threatening
basic European rights. The Snowden revelations upended the dynamic
as they exposed and made politically salient the rule overlap between
rules governing commercial data sharing and security data sharing. The
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Schrems case weaponized this clash in an effort to insulate European
privacy protections from continuing encroachment by US firms and US
surveillance practices.

Now, US and EU negotiators are not the only important actors. They face
pushback from different actors—NGOs, privacy advocates, and data privacy
authorities—with different goals and different access to the international
arena. European privacy activists not only have no direct access to transat-
lantic negotiations but are primarily organized at the national level.”” This
is why they are less interested in a strategy of defend and extend than in one
of insulating European (and sometimes national) institutional arrangements
from transnational pressures. The same is true of data privacy commission-
ers, whose mandate in their individual capacity is to protect the citizens of
specific EU countries or (in Germany) federal states, and in their collective
capacity is to interpret and protect the European privacy regime.

The Schrems case has substantially strengthened activists and data pri-
vacy authorities at the expense of the Commission and state ministries that
might have preferred to reach deals with the United States. By allowing ac-
tivists and data privacy authorities to challenge the Commission’s adequacy
determinations in court, the case makes it much easier for these activists
and officials to insulate European arrangements from external pressure.
Over time, privacy advocates in Europe are likely to target transnational
arrangements beyond Safe Harbor and its successor(s). On July 26, 2017,
the European Court of Justice ruled that a PNR data agreement with Canada
violated key provisions of European law.”® It is highly likely that activists will
look to build on this precedent by challenging the EU-US PNR and SWIFT
agreements, and perhaps the Umbrella Agreement too.

The Schrems case also demonstrates the importance of other political
transformations associated with the age of interdependence. Snowden used
global information channels to ensure general distribution for the docu-
ments that he accessed, also leveraging different jurisdictions to make it
impossible for any one government to block publication. This information
created the basis for the Schrems case, by showing how commercial privacy
issues could be linked to those of domestic security.

As the second part of this chapter described, civil-liberties-oriented
actors are using opportunity structures such as the European Court of Jus-
tice to insulate domestic rules that they favored, limiting and disrupting
transnational data-sharing agreements. Their ability to engage and take
advantage of transnational opportunity structures themselves has been
comparatively limited.
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This may be starting to change. In the wake of the 2018 Cambridge An-
alytica scandal, where a company used Facebook data to secretly build up
extensive profiles for political purposes, privacy actors too may be seeking
to exploit interdependence to press their case. Cambridge Analytica ac-
cessed hundreds of millions of US consumers’ data without explicit con-
sent. Because the company was based in Britain, the processing of these
data falls under European law. US professor of media design David Carroll
has thus sought to use UK and European law to find out what Cambridge
Analytica was doing with these data of US citizens, who have little effective
recourse against commercial data use in their own jurisdiction. In May
2018, the UK Information Commissioner ruled that Cambridge Analytica,
under UK data privacy law, had to comply with the information request
by US citizens, opening up a historic legal precedent for US consumers.”
As interdependence increases, it may also be possible for actors who are
denied access to the usual venues of cross-national negotiation to exploit
interdependence for their political advantage. We return to this question
in the final chapter.

The long-term trajectory of the transatlantic commercial data ex-
change is again uncertain. Many legal observers—including some in the
Commission—predicted from the beginning that the Privacy Shield was
unlikely to survive legal challenge before the European Court of Justice. A
ruling against the Privacy Shield would lead to renewed turmoil, in which,
again, activists and privacy officials would plausibly play a leading role in
shaping the EU response.

This nicely illustrates the ways in which the most crucial causal mecha-
nism described in our book has come to change the world. The debate over
privacy and security has been interpreted by many as a fight between Europe
and the United States, but has in fact not been contained within national
borders. Europe is not a monolithic entity dedicated to protecting privacy.
Instead, there is an ongoing struggle within Europe between more privacy-
and more security-oriented actors, each looking to take advantage of the
political opportunity structures generated by economic interdependence to
press their objectives or blunt the efforts of their opponents. As this chapter
demonstrates, privacy actors increasingly understand the limits of fighting
only national battles and are now turning to domestic political institutions
to shield European privacy rules against the transatlantic campaign of those
seeking to press for greater security.






Conclusion

INFORMATION, POWER,
AND WORLD POLITICS

On April 10, 2018, Facebook CEO Mark Zuckerberg was forced to defend
the firm’s reputation before the US Senate. The company had rapidly and
unexpectedly found itself ensnared in two apparently distinct but mutually
reinforcing scandals that entwined US national security with the fundamen-
tal privacy rights of citizens. Both resulted from novel uses of Facebook’s
platform by foreign third parties in the run-up to the 2016 presidential elec-
tion. Russian operatives used fake accounts, Facebook groups, and adver-
tising to try to spread rumors as well as foster political and social division.
While it is unclear how well they succeeded, successive revelations about
their efforts (and Facebook’s lethargic-to-nonexistent response) stirred up
political furor.! Cambridge Analytica, a consulting firm based in the United
Kingdom, and partly owned and backed by US billionaire Robert Mercer,
took advantage of social media platforms to try to manipulate the informa-
tion environment in the run-up to the 2016 presidential election, accessing
the personal data of over fifty million US voters.?

These controversies illustrate two things. First, the cross-national infor-
mation economy has become a crucial part of modern politics. For a long
time, companies like Facebook or Google presented themselves as drifting
high above the sordid realities of fights in Washington, Brussels, or Berlin.
Yet pretty well every aspect of traditional politics—campaigning, lobbying,
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and efforts to shape public opinion—and of political economy is being pro-
foundly reshaped by information technology.

Nor are the consequences of technology confined by national borders.
Instead, these technologies are used within a complex system of global in-
teractions in which companies, politicians, and privacy advocates engage in
rule arbitrage. These actors exploit domestic laws when they can, but also
take advantage of differences between national systems when they present
themselves, lobbying and applying pressure to shape both domestic and
international regulations, and exploiting the gaps between rules when it is
to their advantage.

Second, the dynamics unleashed by cross-border information flows are
radically redefining security, and sometimes in uncomfortable ways. For
example, the US Department of Defense’s (2017, 9) Task Force for Cyber
Deterrence recently recommended that the United States should seek to
deter “sustained campaigns to undermine U.S. . .. political institutions (e.g.,
elections), and social cohesion.” This recommendation, presumably spurred
by Russian influence campaigns, treats such campaigns as a traditional se-
curity threat. More or less the same tools and methods, however, could be
employed by a domestic actor, and possibly were deployed by Cambridge
Analytica and other such firms during the US general election. Are influence
campaigns only a national security threat to be deterred when they are being
run by adversarial states? Are they still a national security threat when they
are mounted by private companies in allied countries? Are they a national
security threat when they are deployed by US billionaires (and if so, how
should they be distinguished from other forms of spending to influence the
public)? What are the security implications for the transatlantic partners, for
instance, if the Chinese firm Alibaba comes to dominate facial recognition
software? Simultaneous rapid changes in information technology, combined
with the ability of businesses to operate and transport personal data across
national borders, are creating new and very difficult policy challenges. Many
of these challenges involve the kind of internationalization of domestic se-
curity that the book focuses on.

The global nature of the information economy means that privacy policy
faces similar dilemmas. What obligations, if any, do states have to protect the
citizens of other countries? How do individuals get redress against foreign
firms or national authorities that abuse their data? Should national govern-
ments or regulators that want to protect the privacy of their citizens be able
to apply their rules extraterritorially? What happens when the firms holding
vast amounts of data are located in authoritarian countries, which place less
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value on notions of privacy? In the wake of Zuckerberg’s US testimony, he
testified before the European Parliament. Facebook officials are being called
to account as well before the UK Parliament. The information commissioner
in the United Kingdom has ordered Cambridge Analytica to provide detailed
data to a US citizen, who filed a complaint under UK data privacy laws.* And
large US companies including Facebook and Microsoft have publicly stated
that they will extend European-style privacy protections to US customers
while quietly looking to maintain as much free action as they can.* Both pri-
vacy problems and proposed policy solutions have been transnationalized.

Questions of privacy, security, and information will be at the heart of
many political battles over the next century as information has at last been
politicized. Security officials, regulators, politicians, interest groups, NGOs,
and citizens are increasingly engaged in controversies that will have enor-
mous long-term implications for national and domestic security, the ability
to enforce rules and to make them, the economic viability of entire indus-
tries, and the civil rights and personal interests of citizens.

Unfortunately, the political science discipline is poorly positioned to con-
tribute to these debates. International relations scholars have paid remark-
ably little sustained attention to the international politics of information.
While there is a somewhat-larger literature in comparative politics, it tends
to emphasize the public policy aspects of governance more than it stresses
the political controversies.®

A major finding of the book is that information technology is not a self-
contained issue that can be consigned to a quiet backwater of interest only
to specialists.® Instead, the proliferation of data, information exchange, and
information processing are crucial to central scholarly debates, including those
over the coercive power of the state, the management of terrorist threats, and
the key conditions of economic development. Of Privacy and Power, then, calls
scholars of political science to refocus their attention on the politics of informa-
tion as core to the world order challenges that the discipline is meant to address.

Policy experts are more concerned with the urgent and topical, and
hence more directly engaged with these issues. They too, however, lack
road maps to guide them, let alone policy paradigms to provide them with
actionable policy recommendations. It is increasingly clear that the anti-
regulation approach of the United States and some other states is no longer
politically viable, but no coherent alternative has succeeded in replacing it.

Transatlantic battles over security and privacy provide a microcosm of
these broader tensions as well as a set of guidelines for how to study them.
As we have argued, these battles were not simply a story of systems clash
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between Europe and the United States. Instead, they offer a window into an
alternative framework for understanding international affairs under the ban-
ner of the NIA. Our account offers a detailed history of the struggle between
security-oriented actors located across a range of government agencies (e.g.,
finance, interior, and foreign ministries) and more civil-liberties-oriented
actors in NGOs, privacy regulation agencies, and courts. Before globaliza-
tion, these struggles were largely contained within national borders. Now
economic interdependence has generated political opportunities for these
actors to reach out to allies across the Atlantic and press their interests. In
the main body of Of Privacy and Power, we described and explained the
specific actor strategies—defend and extend, cross-national layering, and
insulation—that actors employed, given the varying opportunities open to
them to influence transatlantic battles over freedom and security. We now
devote the remaining pages of the book to thinking more broadly about the
evolving nature of privacy challenges, information as a source of power, and
how the NIA is transforming world politics.

Of Privacy ...

The long-enduring political conflict over privacy has been transformed.
Conventional fears of loss of privacy typically focus on the government.
The state appears in these imaginings as long gray corridors of closed doors,
behind each of which sits an anonymous bureaucrat surrounded by rows of
filing cabinets, containing manila folders of documents on people’s most
intimate personal and political secrets. Such images and fears stemmed from
the totalitarian experiences of the 1930s, and were the motor driving many
of the post-World War II public policy responses. National laws focus on
national government intrusions and national government data collection
efforts. The US Privacy Act, which is limited to federal government data
processing, offers the most extreme case, but many other privacy regulations
across the globe implicitly concentrate on this threat rather than on others.

One central implication of our argument is that these Orwellian fears,
while not exactly wrong, are grossly simplistic. We do not face any threat as
specific as a Big Brother with centralized systems for listening to us through
our television screens. Instead, we face something more complex and per-
vasive: an entire decentralized architecture of systems, some private, some
public, some domestic, and some international, all gathering data on us,
and intersecting in murky, complex, and sometimes-invisible ways.” The
state is not gone; it still uses data to rationalize services, target political
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opponents, and go after criminals. But the world around the state has been
radically transformed by the decentralized monitoring of internet browsing,
the ubiquity of cell phones with altitude sensors and GPS that endlessly
whisper information back to the mothership, vast banks of commercially
available data, and machine-learning processes collating it all to search for
traces and patterns that can be used to categorize information and predict
behavior.® As governments across the Atlantic seek to globalize domestic
security issues in this new world, they do not simply re-create the old fears
but also transform them. They rent—or steal—commercial data, combining
it with their own, and putting out large-scale analysis to for-profit firms such
as Palantir. They surveil each others’ citizens and their own, and share the
resulting information with each other through publicly invisible channels
of information exchange that often accidentally or deliberately circumvent
mechanisms supposed to provide federal-level responsibility and account-
ability. Academics and policy makers concerned with surveillance and pri-
vacy must learn how to map this shifting transnational environment if they
hope to engage with its consequences for politics. Political scientists working
on the state need to understand how its basic functions from census taking
to policing are being transformed as the line between public and private is
washed away.

These transformations are the product of economic changes. Until the
end of the 1970s, surveillance data were generated primarily by state service
provision—welfare benefits, pensions, and health care—or state control—
passports, drivers licenses, and criminal records—and were kept in paper
files. With the advent of revolving consumer credit and credit cards, how-
ever, individuals started leaving far richer traces of data about their everyday
activities, which were visible to those with the right tools, like the trails of
particle collisions in a cloud chamber.’ As citizens have embraced social
media and other platform economy applications, the data have gotten im-
measurably better. The “likes,” photos, and updates on health status that
people provide as part of their social lives along with the data that they leave
behind in the course of their everyday activities provide information that
can be fed to the maws of the machine-learning systems that both analyze
behavior and help companies manipulate it.'” Whereas states used to have
to demand that people provide data, consumers now voluntarily update and
publicize risky behavior, including even highly intimate sexual encounters.

New forms of personally linked information are being collected, includ-
ing both biometric and location data. Fingerprints and retina scans are in-
creasingly being used by companies and governments to replace numerical
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identification systems. The Indian government biometric state ID, known as
Aadhaar, covers over one billion people." Smartphones and smart-tracking
systems generate constant streams of precisely coded GPS data, which detail
individual movements at specific points in time. Radio-frequency identifi-
cation provides information about the movement of things. As facial rec-
ognition technology is layered on top of biometric and location informa-
tion, surveillance is reaching new levels of sophistication. Machine-learning
techniques feed on all these rich data and take advantage of new kinds of
networked analysis, using the information to try to shape behavior, and
learning more from how people do or do not respond to their manipulations.

While states still look to exploit information sharing for surveillance and
control, they rely on private sector data collection efforts to do so. Politi-
cal campaigns from Obama to Trump use microtargeting tactics based on
merging commercially available consumer behavior information with voter
and party behavior records. Banks, online retailers, and airline companies
hold and process far more and better data today than governments could
have possibly imagined having access to in a previous generation, potentially
transforming the mandate of those who provide quantitative information
for the government, such as its statistical agencies. The terms of privacy,
then, often shift from managing state databases to managing state access to
private sector databases. Additionally, the privatization of many state func-
tions means that privacy risks including discrimination or manipulation can
no longer be easily quarantined within the public sector, or treated as is-
sues of “constitutional” privacy. This is compounded by the increasing role
that business plays in modern politics whether because of the weakening of
campaign financing laws in the United States, or the dominance of powerful
commercial conglomerates in states ranging from Hungary to Russia.

As public and private surveillance have blurred into each other, so has
the national and the global. While privacy policy debates in the 1970s and
the 1980s considered data to be an important aspect of international trade,
they could have hardly imagined how companies like Amazon, Apple, Face-
book, and Google would dominate international markets. Increasingly, the
most consequential and seemingly mundane information about a society
and its governance, from traffic patterns to consumer spending, is kept by
foreign companies."” As the book demonstrates, states do not simply look to
domestic data sources to achieve surveillance goals. Instead, they reach out
across jurisdictional borders to access data troves held by companies and
governments in other countries. And increasingly, consumers turn to foreign
courts and regulators to remedy abuse and fraud. The case of Cambridge
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Analytica and the UK Information Commissioner is just one recent example
of the growing push toward transnational and extraterritorial enforcement
for the implementation of domestic data privacy rules.”®

This is why this book sets out to spark conversation over how best to
safeguard privacy in the context of global domestic security demands. We
stress that we see much value in information sharing and government efforts
to suppress criminal activity. We have also deliberately written the book to
be useful to people with a wide variety of perspectives on these questions,
including people who disagree with our priors (our analysis in the main part
of the book asks why actors did one thing and not another rather than mak-
ing assumptions about what they ought to have done, given some external
set of ethical or political principles). We do have our own views, however;
specifically, we believe that current private and public sector data collection
and sharing practices grossly underestimate the downside risks of mass state
and capitalist surveillance.

As Facebook’s experience with Russian manipulators and Cambridge
Analytica illustrates, data can be employed as a sword as well as a shield. Ad-
versaries may use personal information to manipulate or confuse domestic
populations for profit or power. Although we are still learning the extent of
such interference in the 2016 election, we know that actors from Russia as
well as private companies sought to influence the results. This could provide
the foundation for a radically different notion of robust privacy protection:
not as weakening national security, but instead providing its necessary foun-
dations."* If personal data can be exploited to undermine the very nature of
democratic governance and the freedom to choose one’s own government,
then it is hard to imagine how democracy can be secure so long as it does
not place strict limits on the abuse of personal information.

These concerns become all the more urgent when we look at how the
rules of information collection and sharing may be compromised in a world
where personal data moves readily back and forth across national borders.
Policy debate needs to transcend nationally tailored legislation toward re-
gional and international efforts. At the same time, there must be a concerted
effort to break down artificial distinctions between private and public sec-
tor data use, and examine and better understand how the two fade into
each other.

The fight between US security agencies and multinational corporations,
which hold data in data centers in other countries, exemplifies this dy-
namic. The US CLOUD Act of 2018 provides US legal authorities a means
to access data held abroad by US-based companies and creates incentives



168 CONCLUSION

for other jurisdictions to make executive agreements with the United States
over data transfer.'® The legislation was written in response to a case in
which Microsoft refused government data requests as the data were held
offshore. The European Union is now moving ahead with its “E-Evidence
Regulation,” which would provide for similar transfers of evidence within
the European Union. In combination, these two are building the founda-
tions of a possible EU-US framework agreement, which would extend the
precedent of the Umbrella Agreement, facilitating the reciprocal transfer
of criminal data between the two jurisdictions.'® This has led privacy advo-
cates, such as the Electronic Privacy Information Center, based in Wash-
ington, DC, to oppose the EU proposal, warning about how the existing
US law and similar EU proposal “raise concerns about the protection of
fundamental rights.” On the one hand, EU and US security officials con-
tinue to work across jurisdictions to try to achieve their goals. On the other
hand, privacy actors are increasingly willing to do the same—and to exploit
the possibilities of legal action in other jurisdictions—in pursuit of their
quite-different objectives."”

One transnational effort to address these problems is only mentioned
in passing in the main body of the book: the European Union’s General
Data Protection Regulation, which entered into force on May 25, 2018."®
Updating the 1995 Privacy Directive described earlier in the book, this law
creates a single data privacy architecture for the entire continent. In contrast
to the 1995 directive, which effectively provided a model law to each mem-
ber state, the GDPR is standardized legislation. It further empowers data
privacy regulators by supplying them with real enforcement powers. They
can fine companies up to 4 percent of their global revenue or twenty million
euros, whichever is higher. The GDPR attempts to minimize unwanted or
unnecessary data collection and processing through privacy-by-design ini-
tiatives, opt-in requirements, and a right to data erasure (often referred to
as the right to be forgotten). At the same time, it explicitly recognizes the
transnational nature of data sharing, extending the legislation’s scope to data
concerning individuals based in the European Union regardless of whether
or not data collection or processing occurs within the European Union. In
other words, individuals based in the European Union enjoy extraterritorial
protection of their rights.

The GDPR does include a national security provision (Article 23) that
allows member state governments the ability to carve out derogations to the
legislation for national security concerns, but even these must meet legal
scrutiny as necessary and proportionate. These same balancing tests have



INFORMATION, POWER, AND WORLD POLITICS 169

been used in court by privacy activists to promote privacy safeguards within
state surveillance architectures.

There is no magical solution that would resolve the struggle between
privacy and security. That said, the discussion on how best to balance com-
peting interests through policy has hardly begun. The GDPR starts a global
conversation on the appropriate defaults for data collection, encouraging
firms and governments to minimize unnecessary data collection, to delete
unneeded data, and to secure the data that are kept. We sincerely hope that
such a conversation will open up the space for policy makers to see the re-
inforcing benefits of privacy policies for security. A continuing Wild West
approach to privacy, in contrast, will expose democratic societies to further
attacks by those seeking to exploit information manipulation.

We expect that the GDPR, as it is implemented, will give rise to new
transatlantic disputes as well as disputes with other third states. As we write,
in May 2018, a second case taken on by Max Schrems has been referred to
the European Court of Justice, threatening yet again to upset efforts by EU
and US negotiators to contain politics within narrow interstate agreements.
Social media companies such as Facebook are newly controversial in both
the European Union and United States, generating political opportunities.
Vera Jourova, the European Union’s justice commissioner, has suggested
that the Cambridge Analytica saga shows that Facebook is in breach of its
obligations under Privacy Shield, and has pushed the United States to inves-
tigate Facebook’s behavior and possibly suspend it from the program." This
action aims both to persuade European Court of Justice judges that Privacy
Shield is not a set of empty promises and to press US regulators to make US
companies more responsive to European privacy concerns.

Six minutes after the GDPR entered into force, Schrems’s advocacy or-
ganization (None of Your Business) filed four more cases with data privacy
authorities; three were aimed at Facebook and its subsidiaries, and the
fourth was aimed at Google’s Android operating system. Schrems argues
that Facebook cannot require its customers to consent to their personal
data being used to target advertising at them. If he succeeds in convincing
data privacy authorities and courts of this claim, he may make it effectively
impossible for Facebook and Google to continue operating their current
business model by driving a wedge between the users whom these compa-
nies provide services to and their real customers—the advertisers to whom
they serve up the segmented and categorized attention of their users.

As the GDPR establishes a new field of battle, and the European Court
of Justice issues further rulings, we may expect many other efforts by EU
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privacy actors to insulate the GDPR from transnational processes, and de-
fend and extend their approach to privacy globally, and by US privacy actors
to use the European Union as leverage to achieve their own domestic aims.>
The changes described in Of Privacy and Power, then, are iterations of an on-
going fight over security and freedom that will continue well into the future.

And Power

The substance of the book describes the specific policy challenges around
privacy and domestic security in transatlantic relations. The broader argu-
ment of the book has important implications for global politics more gen-
erally. Ultimately, the book recasts the notion of power.

Comparative political economy scholars have many important things to
say about the relationship between institutions and power, but they focus
their attention nearly exclusively on power relations within borders. The
international relations scholarship on institutions, in contrast, has relatively
little to say about institutions and power, both because of its reliance on
efficiency arguments from the new institutional economics and because it
emerged in competition with realist scholarship that saw power relations
as the fundamental engine of global politics.”

Our account shows how institutions shape power relations across bor-
ders. Specifically, it identifies the ways in which transnational and interna-
tional institutions are not simply sites of coordination but generate asym-
metrical influence too. Standard rationalist accounts of institutional politics
focus on how institutions resolve coordination problems associated with
insufficient information or the threat of cheating. Institutions, in their view,
provide information that helps boundedly rational and imperfectly informed
actors make decisions.

We start from a different set of assumptions, developed by sociologists
and scholars of comparative politics among others, and apply them to the
rich space of transnational institutions that emerged after globalization.
Here, institutions do not solve distributional issues in which some win and
some lose. Instead, they generate power asymmetries.”” Access to trans-
atlantic interactions, soft law, or international organizations is not equally
distributed, and those actors who gain access to them stand ready to reopen
previously settled bargains. The politics of globalization, then, is not only
about mitigating the frictions generated by international exchange but also
about leveraging the institutions created to facilitate those exchanges for
particular advantage.
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To study power in a globalized world, we need not only to understand its
sources but also the actors who draw on it. Thus, another major lesson of the
book is that power is not solely exercised by traditional international actors.
Governments and their executives still matter in world affairs, but they no
longer enjoy a monopoly over diplomatic interactions. Rather, they find
themselves jostling against a host of nonstate and substate actors, including
firms, regulators, and foreign and interior ministries, which compete with
and against each other to set the terms of global interactions. As was made
painfully clear by the Russian influence operation within the United States
in the run-up to the 2016 election, there are powerful internal tensions and
divisions within societies. Transnational politics underscores how these di-
visions are not locked within national borders but instead span them.

Our findings also push scholars of the transatlantic relationship to re-
consider its distributional implications for groups within and across it. This
relationship is often framed as a common project animated by the West’s
postwar resistance to the Soviet Union. The book, however, highlights the
significant disagreements that simmer inside each jurisdiction and across
them. In other words, the book reminds readers that the transatlantic rela-
tionship is not a moribund talking point in speeches given by leaders visiting
each others’ capitals but rather a living, breathing set of interactions. And
like most relationships, they express and contain real points of asymmetry
and power, particularly for those actors who have access to it.

As the main body of the book shows, a community of security-minded
actors have used transnational interactions to alter both domestic and global
policy. They have faced off against another group of actors that seek to pro-
mote and defend civil-liberties-oriented policies. The book’s major innova-
tion is not to expand the set of actors that international relations scholars
should study in world politics—a task that other scholars have done before
us. It is to open up a new, more systematic research agenda that may start
to answer a key question about these actors’ efforts to exercise power: why
they choose some strategies rather than others in order to try to achieve
specific goals under specific sets of circumstances.

This points the way toward a new way of thinking about international
politics, and a new set of debates that highlight aspects of international and
domestic politics that are obscured or entirely occluded by existing ap-
proaches. In previous work, we have dubbed this way of thinking the NIA,
providing a theoretical promissory note that the book now looks to deliver
on, showing how the NIA offers insight into disputes and bargaining pro-
cesses that have substantial consequences for the world economy.>* We do
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not, of course, suggest that our approach provides a complete understanding
of the dynamics of power in a global setting. Indeed, we hope to produce
as much fruitful disagreement as agreement with our arguments. To both
ends, we offer a specific set of claims, ideas, and arguments that appear to
have purchase, and that others can fruitfully debate.

Specifically, we set out a historical institutionalist account of power in
international politics, showing how it highlights far-greater dynamism in
power relations than traditional bargaining approaches.>* As we demon-
strate over the course of the book, EU-US interactions over privacy and
security have never reached a stable equilibrium, where all parties are better
off with the particular institutional setup than a feasible alternative given
everyone else’s actions, and surely never will. Instead of discrete bargaining
outcomes, in which one side can be coded as the winner and the other as
the loser, or efficiency-enhancing durable compromises, we see ongoing
and heated contestation.

In part, this reflects the transnational nature of political interactions. We
live in a time of upheaval, where domestic, transatlantic, and global interac-
tions disturb seemingly settled bargains, and open up political opportunities
for dissatisfied actors to relitigate their concerns and overturn status quo
rules. In part, it reflects the inability of the “state” to control the agenda for
international negotiations.*®

The dynamics of power that we identify will be strongest in the areas
where interdependence has progressed furthest—that is, in economic inter-
actions among the advanced industrialized economies. Here, actors who are
best able to take advantage of transnational alliance building, and who have
easiest access to the relevant transnational opportunity structures will be
greatly advantaged over those who do not. As we have already noted, this
is likely to be especially true of the new information economy. Yet we may
also expect similar dynamics across other economic sectors and geographic
areas (e.g. global value chains and production networks), where there is deep
cross-border exchange, and strong resulting pressures for rule alignment.

This also implies clear scope conditions for our arguments. In sectors
or policy areas where there is relatively little exchange and rule alignment,
there will be correspondingly little room for the dynamics we identify.
Many areas of global politics and indeed of global exchange involve rela-
tively rudimentary cross border interdependence. These relationships are
likely to involve more traditional bargaining dynamics based on raw power,
market size and other factors sketched out in more traditional comparative
politics approaches.
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Are the dynamics that we identify the ephemeral side effect of a brief
global moment when globalization went too far? Globalization has left a
sour taste in the mouths of publics within the advanced industrialized de-
mocracies. The United States—once the guarantor of the soi-disant ‘liberal
order’ that underpinned interdependence seems now to prefer once-off
mercantilist bargains to long term institution building. Britain has chosen
through a democratic referendum to withdraw from the European Union,
while some other member states appear increasingly to want European rules
only on an a-la-carte basis. The global supply chains on which globalized
production depended may be starting to unravel, as countries start to fear
in earnest that they are creating security and economic vulnerabilities that
can easily be exploited by adversaries.

We are no better prophets than the rest of our profession. However, we
believe that the intricate threads that have woven together the advanced
industrialized economies over the last twenty years will prove immensely
difficult to unravel, since they are now warp and woof of the fabric of the
countries that might want to unravel them. The difficulties that Britain faces
in withdrawing from the European Union provide a particularly stark re-
minder of how deep integration can go. Indeed, we expect that exactly the
kinds of dynamics we have written about—conflict between overlapping
rules; struggles among competing actors; access or lack of access to the
relevant opportunity structures—will characterize and often stymie efforts
to withdraw from this system just as much as they characterize the current
struggles within it.>°

Finally, our book points toward a new set of debates about power: how
information and information technology has become a locus of power,
which scholars and policy makers can ignore only if they are willing to risk
failing to understand the dynamics of global politics. Information has joined
oil, tanks, and money as a key currency of international affairs. States, firms,
and substate actors among others leverage it to influence economic interac-
tions and coerce adversaries. It provides the basis for business models that
drive economies. The largest publicly valued companies in the United States
include Apple, Google, Microsoft, Facebook, and Amazon. If data are the
key input of the future economy, then, the concentration of such resources
will benefit some states over others. Just as many Middle Eastern societies
grew rich from their control over oil and gas deposits, the United States
stands to benefit from the fact that US firms have a monopoly over US and
European data.”’” This will further propel advances in a host of economic
sectors from artificial intelligence to driverless cars. Governments in Europe
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and Asia view the economic development of these sectors along with the
dominance of overseas (mostly US) multinationals as a major challenge for
their economic and strategic futures. The US government, for its part, fears
that it is losing dominance over artificial intelligence to China and other
competitors, with major economic and strategic consequences.

As firms like Google, Facebook, and Amazon went global, they reshaped
the domestic economies and political environments of the countries that
they did business in, often pressing for rules that were to their advantage
and to the disadvantage of potential competitors. What is less appreciated is
how these firms also became potential “points of control” for governments
and nonstate actors that could use them as leverage.”® As the Snowden rev-
elations demonstrate, the US and UK agencies employed their privileged
access to data held by these companies and the internet backbone to track
terrorists and other criminals. Sanctions regimes used to primarily involve
denial of access to domestic markets. Now they leverage access to global in-
formation networks as a powerful incentive. US and European governments,
for example, delinked Iranian and North Korean banks from the SWIFT
network. This effectively cut those countries’ financial services sectors out
of international financial markets. Such effects can be mobilized against
dominant states such as the United States as well as by them. Russian dis-
information campaigns in Europe and the United States demonstrate how
information manipulation turn the internet and social media into a weapon
of hybrid warfare. Information, then, is not simply a fight over competitive
advantage but also a source of asymmetrical power.

As the information economy becomes a greater point of disagreement
among democracies as well as between democracies and nondemocracies,
and as governments abandon their initial hesitancy to regulate the information
economy, we may expect further transatlantic disputes—and for that matter,
transpacific disputes—to break out over whose rules should prevail and when.*

The European Union is now engaged in a major reconsideration of its
approach to information in the wake of the GDPR. As described by one
participant in these debates,

Together with the GDPR, Facebook now faces fines of up to 1.6 billion
dollars . . . and people really [want] to use the GDPR against these big
American monopolies. Together with the revelations on Cambridge Ana-
lytica, this has created a new momentum, I think. Europe really wants to
take its role seriously and become the global gold standard setter and also
the global regulator for these issues on monopoly. And in a way, to find a
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European way. The Silicon Valley or Washington approach is that they do
what they want and then move fast and break things and then see what
happens, and if they make money it’s fine. The Chinese approach, on the
other side, they basically control everything, including the content, and
have the social rating system and stuff like that. We don’t want that. We
are having much broader support for a European approach, that tries to
regulate technology, to regulate technology companies, to regulate the
platform and what have you, based on our European values, on privacy,
on freedom of information and the rule of law. This is very vague, very
abstract. It still hasn’t been translated into specific policy decisions in
each field and dossier. But this is the understanding of what Europe’s
role is in this digital world, that I see in the last weeks and months has
found support.*

New regulatory powers and the traditional antitrust clout of the Euro-
pean Commission are coming to reinforce each other:

Silicon Valley Wild West digital capitalism has really gone out of control
and we have to do something. The GDPR is a big first step of course,
but we need to do more. We need to address it in terms of competition
power and monopoly regulation. . . . This has been growing for two or
three years and now with the Facebook scandal it has become much more
vivid. This is our role and we have to do it. We have shown that we can
doit....People from all different corners in Brussels and on the national
level are trying to think about how to get it under control. Getting it
under control that is still guided by our European fundamental rights and
rule oflaw values. . . . One institutional aspect . . . that hasn’t become very
public but may have been important in our institutional environment [is
that] the European Data Protection Supervisor, BEUC, [which is] the
consumer groups umbrella organization and the Competition Commis-
sioner held a conference two years ago on how data protection, consumer
protection and competition law can agree and reinforce each other, and
work hand-in-hand, so to speak. I think that was a really interesting point,
where also Margrethe Vestager [European Commissioner for Compe-
tition] really understood that if she talked about competition, you also
need to address the amount of data the company has.*

This new willingness of the European Union to use its regulatory powers
to shape international data flows is causing alarm among US commentators,
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and is likely to lead to new cross-national alliances, spurring further conflicts
over privacy and power.*

Understanding these complex and crucially important dynamics of power
will require new theories of international politics. This book provides a set of
arguments that help to capture some significant aspects of these dynamics,
but surely not all of them. It also offers a challenge to other scholars: to begin
properly to grapple with changes spawned by economic interdependence
and propelled by information technology that is transforming international
relations and comparative politics alike.
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