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Chapter  1

The Case for 

Information 

Governance

Guarding assets, staff, and accounts has always been a key to protecting businesses. 

But in the information age, are you protecting your most important resources— 

company and client data? Each year, businesses lose billions of dollars due to data leakage, on top of which the government often imposes millions in fines. In addition, leakage can cause irreparable damage to your company’s reputation. It is not a matter of if you will be a victim; it is a matter of when. 

We have all heard the old adage that an ounce of prevention is worth a pound of cure. 

When it comes to data management, that pound of cure may not be available, so the new adage might be that an ounce of prevention is worth preventing the total destruction of your business. The ounce of prevention is information governance, and—if you are like most people—you have no idea what that is or how to take advantage of it. 

This book explains how you—as a business owner, executive, or even someone 

just interested in keeping their proprietary information safe—can better adapt to twenty-first-century threats. By understanding the changing landscape and moving your organization to be focused and data centric, the damage or loss of your key information can be minimized if not out-right prevented. We will break down for you what information governance is and does for different sized companies. Large, medium, and small companies all have unique circumstances that will be addressed. 

Additionally, we will discuss what they have in common. Information governance has many standard issues that can and should be addressed across all organizations. 

Information Governance and Security. http://dx.doi.org/10.1016/B978-0-12-800247-6.00001-7
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One of the benefits of reading this book is the impact on your personal life. While this book is written to help in business, many of the tools and habits discussed are important for individuals. Digital threats affect people at work and at home. Be mind-ful as you read to see the parallels to your life away from the office. 

Let’s start with a bold statement: information governance is  not a function of your information technology group. It is a base-level management function, much like human resources or finance. A properly developed and managed information governance program protects your company and keeps it effective and efficient. It helps to manage compliance issues and can be vital in defending against litigation. It will make employees more satisfied and secure in their work and limits your risk of loss from human error. 

Information governance is more than an IT problem that needs to be solved; it is a systemic solution to counteract threats, alleviate inefficiencies, and prepare for the future. 

Take, for example, the story of an architectural firm located in the southwestern United States that was happily doing business as a profitable midsized company in the spring of 2011. The employees were engaged. The clients were happy. The company was making money and having a great time. All seemed well, so what could go wrong? 

During that time a senior designer with full access to the client base and design work resigned and went to work for a competitor. In very short order, clients started leaving and much of the work was shifted to the competing firm by whom the 

employee had been hired. Not good. 

In an effort to stop the bleeding, the firm’s owner went to his attorney to take action on this sabotage by stopping the theft of clients and company designs. Upon review with legal counsel it was determined the employee had never been asked 

or required to sign a nondisclosure or a noncompete agreement. The owner even 

contacted law enforcement in an effort to right the wrong, but received the same response. There was nothing they could do. The former employee was not in breach of contract, nor could criminal intent be proven in a court of law. 

The victim company was able to recover, but only after shrinking in size, laying off office personnel, and moving to a new, smaller building. Several years later, they have still not fully regained their previous work levels. The situation was tragic and preventable. It occurred because the architectural firm did not have a policy that addressed data management and access. They had no employee agreements to hinder or address the theft of intellectual property. They had no information governance program to steer management to avoid such problems. 

Information Governance

So what exactly do we mean when we talk about information governance? It is a set of established policies and procedures you and your employees implement and follow in order to manage sensitive and proprietary information. 
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For smaller businesses, which can be anything from a sole proprietor up to 

approximately fifty employees, participation in information governance should be from the top down. The smaller the organization, however, the more concentrated the development and implementation can be. Ensuring that everyone understands what they are supposed to do with important information and how to do it can make the difference in protecting the company’s vital interests. This understanding evolves as the threats and benefits of the digital age become clearer. Likewise, information governance can be applied in such a fashion that the company’s performance improves, productivity increases, and employee satisfaction can be positively impacted. 

So does the small business need to be concerned with taking the same actions as the big guys on the block? Absolutely! Loss and compromise of important information knows no boundaries. Small businesses are just as susceptible to threats, whether it is inadvertent yet preventable damage to proprietary information or the nefarious actions of some individuals interested in disrupting operations. But even if a lone employee operates the small business, that person needs to be just as vigilant in following the proper procedures to protect the company’s interests. In some instances, a small yet successful business is a greater target, as it may appear less diligent and secure than a larger organization. 

A medium-size company (50–1,500 employees) will have the same interests, yet 

based on its size, there may be fewer levels. Officers in the company will likely have multiple roles and broader discretion in implementing procedures, along with the ability to change those procedures as the need arises. Most medium-sized enterprises drive decisions to lower levels, which in effect makes an information governance program and its corresponding communication mechanisms even more important. 

For large businesses (over 2,500 employees), participation by personnel would 

incorporate all facets of the company, from the CEO down to the front-line employee. 

The Small Business

In many small businesses, just one person is in charge. The owner is responsible for everything, be it marketing, sales, operations, finance, or strategy. The dilemma fac-ing most small business owners is staying on top of all of the details while keeping the business profitable. Small business owners have enough to worry about without having what they might perceive as unnecessary responsibilities placed upon them. 

The case for information governance, however, is much like purchasing insurance. 

Policyholders hope never to use the insurance, but they understand the risk and plan accordingly. 

A Ponemon–Experian cyber insurance study determined that nearly 20 percent of 

all cyber attacks are specifically aimed at businesses with 250 or fewer employees.1 

For a small business, information governance is just another layer of insurance, but 
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one that is more likely than not to be put into use. The results of not having an information governance program can be devastating for a small business. 

An excellent example of a small business that needed a solid information governance policy is a real estate investment company owned by Jeff. Jeff has a thriving business. He makes a nice living and enjoys what he does. His six employees seem to be satisfied and everyone works well together. Everything appears to be fine. Yet as the company clicks along, a danger hides within the work force. A trusted employee is harboring ill will and thinks he can do what Jeff does—and profit like Jeff does. 

But whereas Jeff built his company over time from the ground up, the nefarious employee is looking for a quicker way to make money. 

Initially, the employee adds some items to his expense reports, but soon moves to demanding—and getting—kickbacks from contractors. Eventually, this hidden threat finds a way to skim profit off the sale of properties, too. His actions go unnoticed by Jeff, who has nothing in place to check on the integrity of employees or to verify the financials being reported. Jeff is a victim and does not know it. He has no system to identify the issue. He just notices his numbers getting slightly worse over time. 

This is a sad but common issue with small business. The owner is too tied up 

in the minutia to see the real problem, and his lack of planning and adherence to a set of rules and policies has hindered his ability to protect his organization. A solid, yet manageable information governance program would have—at the very 

least—given the owner a more direct path to determining the problem, At its best, such governance could have weeded out a potential problem before any damage 

was done. 

Client s

Clients are the lifeblood of a small business operation. The loss of a single client could have a serious financial impact on the company. Even more significantly, damage caused to the client’s vital information will also result in the loss of future income from this particular client. The reputation damage the business sustains as a result of this loss is likely to impact the status of other clients. It is clear that companies see cyber security threats as a significant liability, and we are seeing increased interest from customers in managing against this risk. Why would customers knowingly choose to do business with your company if you cannot guarantee the security of their important information? 

Obviously all clients are valued, but ask yourself these questions:



 1.    Are we treating the client’s data as we would want our data to be treated? Are we keeping it safe and secure? Just as importantly, are we handling it efficiently? 

 2.    Are we doing what we can with our own information to serve them better? 

 3.    Are the clients handling their own data in a way that minimizes our risks? Are they secure? If not, could it impact our information or that of our other clients? 
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If you answered no to any of these questions, the solution lies in how you administer your information and that of your clients. If the problem resides with the client, it is incumbent upon you to change and adapt while working with them to improve their processes. 

employees

One of the main sources of information loss in a small business is the company’s own employees. Sometimes it is simply the negligent handling of information by an employee who has not been properly educated about the threats and how to prevent against loss. That is easily fixed through education and training. 

Unfortunately, the unintentional mishandling of information is not the only 

threat. Just as likely is the nefarious employee who purposefully damages the business’s operation for any number of reasons. In an informal conversation in early 2013, Mark Pribish, Director of Customer Relations for Merchants Information 

Solutions—a Phoenix-based corporation specializing in employee screening and 

credit report restoration—said that during the course of an average work history, one in eight employees will purposefully engage in an action that is hurtful to their employer. Motivations include a desire for revenge, dissatisfaction with their job, spite, and a variety of other reasons. In most cases, this negative action jeopardizes both customer relations and profitability. 

For their own sanity and for the sake of the company, most small business owners must delegate large amounts of responsibility to employees. This is both a blessing and a curse. It is a blessing due to the fact that without others taking responsibility, a company can and will stagnate. Growth occurs when a team works together and the leadership is freed to develop a vision for the future and to plan for the implementation of that vision. The problems occur when individuals take advantage of that freedom and responsibility. Information governance guards against this by laying out clear policies and procedures, along with the implementation of a system of checks and balances. 

Additionally, employees who work for small companies are often given more 

access to data than they would have at larger companies. This greater span of control gives the employee a larger window for malfeasance, manipulation, or simple mistakes. Once again, a good policy that defines access and has controls in place is vital to the security of the data. 

ContraCtors

From an information governance perspective, contractors and subcontractors are no different than a company’s own employees. Small businesses often run on the assistance of outside help. The only difference is that employers probably know less 
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about their contractors than they do about their employees. How are the contractors trained? Do they know and understand the threats that arise from not following good information governance practices? Do they understand their own contractor policies? We only need to look at Richard Snowden, a contractor working for the National Security Agency (NSA), who admittedly took it upon himself to release highly sensitive government data to the media. Surely both the NSA and their contractor had specific information governance policies in place, yet significant damage occurred. This relates directly to the one in eight statistic mentioned earlier. It is a pretty sure bet that if the NSA cannot fully protect their information, your information is at risk as well. 

Finding a BalanCe

Admittedly, placing a strong emphasis on information governance can skew the balance of profitability, growth, and performance that a small business works so hard to achieve. In order to establish and maintain that balance, however, you must include having a thorough information governance plan that is on equal footing with other major disciplines such as finance, sales, and operations. 

Take, for example, the medical profession. A small doctor’s office has the 

need for a proper information governance policy just as much as a large practice, and perhaps even more so. Think about the kind of proprietary information that a medical practice retains. Even a small independent physician’s office will have the medical records for each of its patients, which will include not just medical history but personal identifiers such as social security numbers and dates of birth, along with records of credit card and bank account numbers from past pay-ments. If the information kept by a larger practice is compromised, it could be extremely costly and damaging to their reputation. The compromise of a small 

office’s patient information could make financial recovery impossible. But these concerns are not limited to just those in a small medical office. Shop owners, landscapers, and all other types of small businesses generally maintain these sorts of personal identification records. The safety of this proprietary information is no less important to the customer, which translates into the responsibility of the business owner. 

In a small business it is important to have the proper balance in order to 

ensure that the information governance policy is a benefit to the operation and not a hindrance. As important as it is to protecting the business, too much focus on just one area can kill creativity. Policies are no good if they are too restrictive and prevent workers from getting the job done. Striking the proper balance can make a small business more effective and more profitable by limiting the 

company’s risk. 
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The Medium Size Business

The larger the business size, the more potential issues you will encounter in securing important information. Human resources will have more employee personal information, and the company will have more employees who might mistakenly or pur-

posefully disclose sensitive information. A good information governance plan will incorporate human resources personnel so that they may be part of the equation in safeguarding the data by hiring correctly, vetting thoroughly, and training properly the employees to do the same. 

Additionally, the larger the company the more the business will attract threats from the outside. Ransom scams and spear phishing (discussed later) are on the rise, and the larger the business the more profitable these scams can be for the perpetrator. 

A small one-man operation may not be worth the time financially to crooks, while a larger corporation may be too difficult to penetrate. The medium size business is probably just right for such a scam. 

employees and managers

As with small businesses, medium-sized companies are vulnerable to rogue or careless employees. According the Ponemon Institute, internal identity theft accounts for 73 percent of all identity theft cases in the US.2 The statistics tell the story that employees are an enormous yet continually growing threat when it comes to data security. The process of managing in the environment of big data is daunting. As stated previously, human resources is a vital piece of the puzzle to ensure against your company’s risk from within. 

Business assoCiates and partners

Business associates and partners are another reality of the business world, particularly in medium and large businesses that are seeking to manage their operational costs most effectively. The use of other companies, other departments, or outside individuals to augment operations is common and growing. A good information governance policy will help not only to manage people working for you who are not your own employees but will also mitigate any risk they can potentially bring into your business. 

Many companies fail to vet, train, and verify those coming in from the out-

side, even when those individuals will be working with data. Think about that for a moment. You are bringing into your organization someone you have most likely never met, about whom you probably know little, and who has not been vetted, and yet you are going to give him full administrative access. This stranger now has the keys to your kingdom. Scary. 
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proFitaBility and BalanCe

Like the small business, the medium-size organization also needs to find the right balance between the protection of information and ensuring this protection does not hinder profitability. Striking the right balance will depend greatly on the size of the organization and ease with which rules can be implemented and adjusted. The primary focus should be on the business, but a secondary mission is ensuring that the business does not damage itself. 

Russ Johnson, the President of Merchants Information Solutions, told us that 

information governance helps his company achieve its goals.3 “We are an information solutions provider and by staying current with best practices it allows us to compete on a level playing field with much larger companies.” 

responsiBle stewardship

Someone has to be in charge of the information governance policies and lead the way for others in the company. In a medium-size business, there will likely be more than one person working toward this goal, but ultimately someone must be appointed to head the effort with others working in supporting roles. Identifying and empowering the necessary people are just as important as having a workable information governance plan. 

No matter what the organizational size, those responsible must be recognized 

as clear leaders and—much like operations or finance managers—must be held 

accountable. The development and management of the necessary policies and pro-

cedures need to be understood at all levels so that the ideas become engrained in the culture of the business. Information governance should become a part of the fabric of the business. 

Matthew Fehling, President and CEO at the Better Business Bureau of Central, 

Northern, and Western Arizona, described for us how information governance is 

facilitated in his organization.4 “Company officers, in conjunction with the IT director, oversee the implementation of the information governance policies. All policies are reviewed bi-annually, or in some cases more frequently as needed.” This is a great example for all business of how responsible stewardship should be implemented to the benefit of everyone involved. 

The Large Business

Large businesses and corporations most likely will already have some level of 

information governance policy. Yet often there are basic issues that are not covered or even considered. Despite their best efforts, these oversights can be devastating to the company’s operation. For example, how many large corporations have any 
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sort of policy—or for that matter have discussed with their employees— governing the use of USB drives for saving and transferring data? What is on that thumb 

drive that you picked up at the last trade show? Could there be malware purposefully planted on the device? Did your home computer transfer a virus to the thumb drive that you are now bringing to work? As minor as the issue of a thumb drive may seem to be, the potential consequences to the company’s computer system 

are significant. 

One executive of a 5,000-person company (who wished to remain anonymous) 

reported to us that everyone in the organization has extensive safeguards in place and receives annual refresher training on information governance security. For example, this company has a policy that prohibits employees from e-mailing documents from their work to home computers, or vice versa. For transporting docu-

ments, employees are issued a specific work thumb drive, which is scanned for 

viruses after being brought back into the office before any files can be copied to an office computer. 

legal issues and e-disCovery

Large companies often find themselves on the receiving end of litigation. Litigation means discovery, and discovery means turning over records to opposing counsel. A good information governance policy not only serves to protect the company, but actually eases facilitation of things such as legal and electronic discovery (e-discovery). 

In case you are wondering about e-discovery, it is simply the legal process where electronic records relevant to a legal matter are discoverable. It can be a massive undertaking in today’s world of big data. 

An information governance policy does not just prepare you for an e-discovery 

request. It also ensures you have only the information necessary for the request. 

A large part of any information governance policy is a retention policy. It is not just securing and maintaining the data you have; it is knowing when and what to delete. Because policies are in place covering how information is retained and stored, retrieval is streamlined. This enables a large company to comply with court instructions without unnecessary or costly time and effort. 

The anonymous company executive mentioned above further reported that infor-

mation governance does not hinder their business operation, but instead “helps us do business lawfully and ethically while protecting our information assets.” 

Likewise, when we surveyed Ahmed Mahrous of the Hilton Corporation, he 

reported that his company’s information governance policy prevents the unau-

thorized release of sensitive information. Based on established Hilton policies, Mr.  Mahrous indicated that “all guest information is maintained as strictly confidential and secured in our systems, and only released by specific legal requests or proper law enforcement channels.” 
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regulatory ComplianCe issues

Various government entities, such as the Food and Drug Administration and Department of Agriculture, are responsible for regulating how companies conduct their business, and these entities focus specifically on large public entities. Ensuring compliance for your specific industry is an obvious management responsibility, and most large companies are well aware of such regulations and structured to ensure compliance. Information governance helps to ensure compliance for those that 

need to work within the boundaries of industry and governmental regulation while managing stakeholder expectations. 

Additionally, corporate responsibility acts such as Sarbanes–Oxley drive leadership to take a proactive stance on protecting the company. Corporate governance in general and information governance in particular encompass the actions necessary to protect the enterprise and provide some protection for those with oversight if something were to occur. When you think of the damage done to a company during a major breach of clients’ personally identifiable information, you think of the loss of reputation, the loss of revenue, and the loss of market share. Without an information governance plan, the loss can also be felt personally and financially by those who are responsible for managing and overseeing the company. 

human resourCes

Human resource departments at companies of all sizes are driven by information. The records kept and the policies in place can be the difference in how well your people are managed and how effective your defense is in relation to legal action regarding employee issues. A truly forward thinking information governance policy will head off problems before they start by requiring a thorough vetting policy in the hiring process. Remember that architectural firm where the employee left with all the design work and clients? The problem might have been avoided if only they had implemented a system to weed out problem employees or—at the very least—a system to track and hold people accountable. 

Likewise, a well-communicated information governance program will instill con-

fidence in employees. They will understand what they can and cannot do, and they will have a clear understanding of threats and benefits to properly managing employee data as well as that of their customers. The direction information governance gives to employees is an important part of a satisfied and focused work group. It leaves little ambiguity. 

threats unique to large Businesses

A large business can face a whole host of threats that a smaller company might never encounter. Whether it is large-scale computer intrusion to the company’s servers or 
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the individual executive who is targeted by a spear phishing attack, a comprehensive information governance plan can prevent damage from occurring. Our chapter on 

large businesses spells out threats large entities face, including the threat of a small-scale attack that the attacker hopes will go completely unnoticed. 

Business management praCtiCes

Lisa Daniels, Managing Partner of KPMG’s Arizona Practice/Risk Consulting, 

answered a few questions for us and described how information governance is integrated in her large company. “KPMG has a very robust information security and 

confidentiality compliance program that includes policies and procedures, training and monitoring through various functions within the organization. The policies were developed through our compliance office with input from various key areas of the business and then approved by the Board. It assists in achieving our goals given the highly confidential information we deal with each day.” You don’t have to be a company like KPMG to benefit from such practices, but if you are a large corporation, information governance is crucial to ensuring the success of your operation. 

What You will Learn

our Business First FoCus

In the subsequent chapters, we will show you that information governance is designed to protect your business without getting in the way of your doing business. In fact, you will learn how to manage your company better and think differently about the information you possess or are developing. Every policy and procedure has been designed for smooth implementation without disrupting the flow of your company’s operation. Information governance is a basic management responsibility, and while every company has unique issues and problems, some fundamentals of information governance should be adopted by all. 

management, not it: a new way oF thinking

Until now, all information governance efforts were thought to be the responsibility of the IT professional in your office. Information governance needs have grown steadily in recent years, however, and many of the issues are now outside of the framework of traditional IT boundaries. Information governance has to be the concern of everyone in the organization, and leading the efforts can no longer be relegated to one small group of individuals who possess technical expertise but have little influence over different divisions within the company. Management must set the example from the 
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top down and lead the way. In the twenty-first century, information governance will be a concern of all aspects of business and must be addressed by senior leaders of the organization. Adopting a whole-company approach to cyber security and prevention of data breaches can help companies mitigate the negative impact of cyber incidents.5

Connie Robinson, who for years has been on the executive committee of a global nonprofit organization, shared with us an example of how her colleagues did just this by taking the lead in developing information governance plans. “The governance policy was developed by the governance and HR executive committees. The chair of the governance committee oversees the implementation of the policies. It definitely assists in achieving goals. As goals are established, the governance helps the board to understand and be focused for ensuring consistency.” 

This top-down approach is appropriate, as it sets the stage for the rest of the organization. Information governance is no longer a “nice thing to do” or something that has no name and is handled by the senior IT people, an IT contractor, or the HR 

department. It is a management function that must be understood, developed, and managed by the most senior members of the management team. The attention paid 

to information governance will pay dividends to any organization that has the fore-sight to develop the policies, procedures, and—most importantly— culture that are information governance. 

In subsequent chapters, we will tell you what a good information governance 

policy is for different sized organizations. We’ll also explain the threats that exist in today’s world and how your policy will help to defend against them. This, in turn, will increase your marketability and your company’s performance by improving efficiency and effectiveness. Finally, and perhaps most importantly, in the concluding chapters we will help you to develop a policy that is appropriate to your organization and will be part of the day-to-day operations for your company. 
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Chapter  2

The Threats  

of Today and 

Tomorrow

As long as there have been computers, there have been issues concerning computer security. Even before computers became mainstream, hackers broke into telephone computer systems to obtain free long-distance service. (Apple founders Steve  

Wozniak and Steve Jobs were rumored to be “phone phreaks” back in the day.) It is no surprise that with the advent of computers into our everyday lives, corresponding security issues would arise to threaten the safety and security of our important information. 

Today we all have smart phones on our hips, tablets in our hands, and other devices generating enormous amounts of data that we need. Can you imagine intentionally leaving home without your smart phone or iPad? All our information—banking, 

e-mail, and other proprietary data, as well as the history that accompanies each key-stroke transaction—is registered somewhere. It is a scary cyberworld out there, and it is becoming more frightening as technology moves forward. 

Today’s criminal element possesses a high degree of technical skill. The number of these criminals continues to grow, as does their technical abilities. Think of it this way: criminals over the age of forty-five did not grow up around computers the way today’s children are doing. The kids and young adults of today are tech savvy. It is natural for them because it has been such a large part of their lives. They don’t know a world without personal computers, smart phones, and the Internet. To them, this is Information Governance and Security. http://dx.doi.org/10.1016/B978-0-12-800247-6.00002-9
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how the world has always been. Technology is second nature, and it will continue to be second nature for their kids and future generations. 

As these tech-savvy generations grow older, the percentage of technically pro-

ficient individuals will increase exponentially. As that happens, some will choose crime as a means of making money, and these individuals will turn to the means with which they are most familiar—technology. What that means for cyber security is that over time the volume of threats will increase as more and more of the criminal element gravitates to the ease of technology. As technology continues to advance, the sophistication of the crimes will increase as well. 

A further complication to this problem is that business owners of today and tomorrow purposefully seek out employees that have the technical skill-sets to advance their companies’ agendas. In doing so, there will inevitably be the occasional hire of a misguided individual who uses these skill-sets to damage, steal, or destroy their company’s important information. 

This new world of advancing technology and technical skills means we need to 

look at things differently. We must learn from the mistakes of others. But considering the astonishing rate at which technology is advancing, keeping pace with the changing landscape of threats can at times seem overwhelming. A well-conceived and implemented information governance plan can make the difference between success and failure. The challenges posed by changing technology and the accompanying threats cannot be ignored. As stated at the end of chapter one, it is not a matter of whether you will become a victim, but rather when. 

Defining Threats

Understanding the various threats is essential to properly defending against them. 

The threats in the cyberworld are not limited to a nefarious person sitting in front of a computer monitor in some far off country. Of course, those persons are in fact out there and do commit those types of attacks every single day. Sadly though, the threats businesses encounter today are far more numerous and often closer to home. 

In a survey of business professionals conducted by the authors, the general 

consensus among the respondents was deep concern about confidential informa-

tion becoming compromised by the acts of a third party. Our respondents further expressed concern regarding the damage to the reputation of their companies as a result of such an attack and the financial impact that would most certainly follow. 

“Help us protect our data” was the consistent refrain. Additionally, as much as business owners worry about their reputations and their money, the underlying concern was how all of this might impact future business opportunities. 

As determined by the Ponemon Institute, the below chart1 represents a breakdown of the most common impacts resulting from data breaches during a recent twenty-four month period. 
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Let’s take a look at the different means that can be used to perpetrate a scam, commit a crime, or cause a disruption to your business. What follows is a list of areas that need to be considered when developing an information governance 

policy comprehensive enough to offer protection while not so restrictive that it prevents you from accomplishing your business objectives. This balance between business operations and security is important whenever developing an information governance plan. You do not want to wreck your business while trying to protect your business. 

Hardware

You probably know that hardware in the computer world is exactly what it sounds like. It is the physical equipment used to produce, transmit, and store electronic information. Hardware is the computer, the monitor, the server, the switch, the fax, the printer, the scanner, and every other piece of equipment that gets plugged in, synched, connected wirelessly, or made interactive with your computers in some way to carry out electronic tasks. This is your network. It is the circulatory system for your business. Just as blood moves through your body to keep it alive, data run through your network to bring the components needed to operate a healthy business. 

With a system that is configured correctly and managed appropriately, your network stays healthy. 

Stop for a minute and think about where most—if not all—of your electronic 

equipment is manufactured. Numerous foreign countries are producing computers, chips, routers, and most other hardware for users in the United States. China is one 

16  Information Governance and Security

of the largest exporters. The labor may be inexpensive and the technology sound, but at the same time this foreign production is creating a scenario were US-based companies are exposing themselves to electronic espionage. Because there is no oversight on this foreign production, the possibility exists that chips and other components manufactured for computers bound for the United States might have mal-

ware pre-installed, enabling others to see your information or—even worse—destroy the information at will. The scenario becomes even more of a concern when you 

consider the number of private companies in the United States that work as defense contractors. Think about all the proprietary business information that can be stolen, much of which relates directly to our own national security. Likewise, think about the loss of money invested to produce these products and technology, as stolen proprietary information is being used by foreign competition. 

Although such a scenario may sound far-fetched, those in the IT world— particularly those fighting the ongoing cyber war—understand this is a real occurrence that is happening every day. We are under attack, but most people do not even realize it is occurring. 

A recent example is a company located in the Southwest that purchased servers 

manufactured overseas. The servers were checked several times and scanned prior to installation on the network. After six months of stellar performance, the company noticed a spike in out-going information which was caused by pre-installed malware. 

Fortunately, the information sent was not a national security issues, but it could have been had the company been a defense contractor. 

The development of a network or the purchase of a single laptop are decisions 

that need to be made carefully and with your information’s security in mind. Equipment manufactured in other countries can add a level of threat to which you may not wish to be exposed. Although few options other than foreign businesses are available when purchasing computer equipment, the means do exist to mitigate such a threat and protect your data. Being aware and designing your company around good procedures are the first steps. Be proactive, stay alert, and be aware of the changing landscape. Utilize trained persons that understand the threat matrix of today and know how to analyze and evaluate potential issues arising from these equipment purchases. 

Software

When you think of software, you probably think about common programs such as Microsoft Office, Adobe Acrobat, and other applications designed to perform specific tasks such as word processing or accounting. But software is a lot more than just what you see and use on the computer screen. Every computer, server, or portable device has an underlying operating system that directs how the device works. These systems are only as good as the software that is installed on the device. Software can pose a threat to your information’s security in the form of malicious software. Such programs—commonly known as malware—will be addressed later in this chapter. 
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The best way to protect against nefarious software is to use an original off-the-shelf product taken straight from the box. Just as you are cautious in your purchase of hardware, the same level of concern must also be taken when obtaining software. 

Be cautious as to where and from whom you obtain any software that you plan on using on your computer system. 

Some people have tried to save money by utilizing pirated software. Pirated software is a program that has been illegally copied. It is often resold either as a purported original product or a used product at a reduced cost. Obviously, this is illegal, and the software industry has implemented programs that offer rewards for turning in companies that use pirated software. Aside from the obvious ethical considerations, the use of pirated software will generally prevent you from obtaining program updates offered by the manufacturer. These updates contain not only fixes and improvements to the software program but also patches that prevent the unauthorized compromise of your computer program (and computer) by unknown persons. 

Another significant concern is that pirated software may have been altered or be infected. Installation of such programs can cause serious computer damage. If you rely on others to provide your software, make certain they are not cutting corners. 

You should have a system in place to verify that you are only using legitimate and legal software. Keep your software and licensing agreements current in order to have the latest version with the most recent technical fixes and protections. A good information governance policy will cover all of this by having in place regular reminders to do so. 

Mobile deviceS

More and more, people rely on mobile devices to carry out everyday functions. 

With the increased reliance on today’s mobile devices, criminals have devel-

oped software specifically designed to threaten and compromise these important devices. 

Different types of devices use different operating platforms. As operating systems like iOS and Android become more commonplace in the mobile device world, so 

will be the viruses specifically created to attack these platforms. A virus specifically designed to attack a cell phone can be spread to other cell phones via the cellular network on which they operate. 

Of the many applications a virus can have on a mobile device, one example is 

bluejacking, which is a means of sending unsolicited messages to a third party from the victim’s mobile device. By using Bluetooth technology, a criminal can remotely access the victim’s cell phone. These messages might include pornographic images or threatening messages. Because bluejacking makes it appear as if the victim is sending the message, it obviously can be damaging to both the business and the reputation of the mobile device owner.2
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A threat similar to bluejacking is bluesnarfing. Bluesnarfing also makes use 

of Bluetooth technology, but instead of sending information it allows criminals to retrieve data from wireless devices such as cell phones and laptops. Considering the information you keep on all sorts of devices, this type of data theft can obviously include your contacts lists, written data, and images. The images stolen can include not only personal photos but also schematic drawings and other proprietary information.3

Have you seen the acronym BYOD? It stands for “bring your own device.” Many 

companies are moving to a model where employees are allowed to use their own 

personal devices—such as tablets and smart phones—for all work-related activities. 

This is a great idea for the company as a means of cost savings. It can also attract employees that are comfortable and effective with already familiar devices. Keep in mind, however, that managing such a corporate policy can present difficulties for your business security. 

When a company issues a device to its employees, the company can dictate the 

means and methods by which the devices can be used. But when a private party 

legally owns the device, the company has no authority over its operation. The device may not use encryption, and worse yet the operating systems may not be up-to-date. 

All of this makes the device vulnerable to potential attacks—including bluejacking and bluesnarfing—while hosting your company’s important information. The user 

might not even have a passcode lock in place which means the information can be accessed by anyone who has possession of the device. From a security standpoint it might be less expensive, in the long run to supply your employees with the portable tools they need to do their jobs. 

viruSeS

A computer virus is a piece of computer code designed to have a negative effect on a computer. This negative effect can range from corrupting portions of the system to destroying all of the data contained within. Unfortunately, new viruses are being developed every day, which can make it challenging to stay in front of the threats. 

Fortunately, there are many powerful tools on the market that can help minimize your risk. 

The antivirus programs on the market vary a great deal. Some are designed to 

work on single machines while others are designed for enterprise-wide distribution. As in the case of all software used by your business, you need to be sure that you are using a product that has the right level of protection to meet your specific needs. The application of this particular information governance security policy cannot be the job of just the IT department. Rather, the policy must be understood by all employees and be made part of a company-wide system that is followed at all levels. 
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No antivirus program is 100 percent effective. Vigilance and systemic processes to conduct regular checks to ensure no virus has infected your company’s computer system are essential for business safety and security. 

Malware

Malware is a malicious piece of computer code or application that can damage your computer, your network, and your data. Malware is the means by which a computer is infected by a virus. Malware is software designed for the sole purpose of transmitting a virus to a computer system. The malware can be transmitted in a number of ways, including by e-mail with an attachment or through the user clicking on a malicious link. In such cases, the download of the malware is often the result of social engineering on the part of the person spreading the virus. Although we will address social engineering in more depth in chapter 6, the answer to protecting your business interests is ensuring that your company has written policies regulating such actions and that your employees are properly trained on a regular basis. 

cybercriMe

Computer crime is one of the fastest-growing types of illegal activity both in the United States and globally. While the Internet connects us and is a valuable work tool, we have also been introduced to a whole new world of criminal activity. Many things that criminals can do in the physical world can now be done in the virtual world. At present, the FBI’s Internet Crime Complaint Center receives approximately 21,000 

complaints per month from persons who have been the victim of a crime committed on the Internet.4 This does not include the many others who have been victimized but do not take the time to make a report. Furthermore, many people have been attacked but are not yet aware they are victims. 

So what is a cybercrime? The following sections discuss some of the most com-

mon online criminal practices that can affect you and your business. 

denial of Service attackS

A denial of service attack (commonly referred as a DoS attack) is an attempt by a party to make the victim’s computer or computer network unavailable to legitimate users. 

This is accomplished by overloading the victim’s computer network with too much information. One such method is by continually sending the system thousands of e-mails simultaneously. The attacker can accomplish this by remotely using multiple computers that have been illegally taken over and programmed to carry out this task. 

The easiest way to understand a DoS attack is to imagine yourself standing on a stage in front of an audience. Someone asks you a question, and because only one 
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person is talking, it is easy for you to hear and respond to the query. Now picture yourself standing on a stage with several people in the audience shouting out questions at the same time. You might be able to make out the different questions, but it is more difficult to process your answers and respond to each person in a timely manner. Now picture being on stage with the entire audience is shouting questions at you simultaneously. Nothing makes sense, and your brain goes on overload, causing you to be unable to respond at all. This is what a DoS attack is like to your computer. 

Major retail corporations have experienced DoS attacks. They are done for a variety of reasons, including vandalism or an attempt by a competitor to inhibit sales. 

Political websites have also experienced DoS attacks, sometimes to make a candidate look as if his or her website is unprofessional and other times to make a political statement. 

In some cases, the victim will be contacted by the attacker, who will agree to discontinue the attack if the victim pays a fee. This illegal practice is known as ransomware. Your information governance policy should have plans to deal with these types of situations, including contact information for any law enforcement departments you would need to contact to have action taken immediately. 

Hacking

In the computer security world, a hacker is someone who seeks to exploit weaknesses in a computer system or network. Hackers can be motivated by profit, a desire to protest, or even just the challenge of taking on some entity that is powerful, such as your business or the government. Generally, such persons who purposely attempt to penetrate computer security for malicious purposes are known as black hat hackers (as in the bad guy wears a black hat). 

Within the hacking community, hackers often share their secrets and techniques with others. Not all hackers are out there hacking for nefarious purposes, however. In the hacking world, a person known as white hat hacker attempts to break computer security for non-malicious reasons. They are often hired to test the security of a company’s computer system and look for weaknesses that you should fix. Employing a white hat hacker might be a wise measure to ensure your system is properly protected. 

Spyware

Spyware is software that enables a user to obtain information covertly off another person’s computer or other electronic device. Spyware can be placed on the victim’s computer in the same way a virus can; through the use of malware. The purpose of spyware is to allow the user to view the victim’s computer and all of its important information without the victim ever knowing about it. 
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Social engineering

In the world of information security, social engineering refers to the practice of psy-chologically manipulating people into divulging confidential information or performing actions that they would otherwise not do. As human beings, we are genetically wired to try to be helpful, which is how criminals capitalize on social engineering. 

Those engaging in social engineering often use a pretext, creating some type of exigent circumstance so that the victim feels it is imperative that they assist. This sort of pretext could include a call from an individual who claims to be with your company’s IT department who needs your password to resolve a problem within the company’s computer system. 

Another example of social engineering is known as  quid pro quo, i.e., you give me something and I will give you something in return. Again, an attacker may call a company employee claiming to be offering technical support for the victim’s existing computer problem. In making random calls to various company numbers, it is only a matter of time before the criminal eventually stumbles across an employee who is having some sort of computer problem or issue. The attacker will offer to “solve” the problem by having the victim cooperate with the caller’s instructions. The caller may ask for the employee’s password or other identifying information directly or may steer the victim to a web link that will download malware onto the computer system. 

Not too long ago, the authors decided to test their own social engineering skills in order to demonstrate how easily it can be done. While speaking at a business conference, the authors told the audience that they were having a contest to determine the audience’s skill level in coming up with secure passwords. The audience was invited to write their passwords on the back of their business cards and pass them forward to the stage. After first providing assurances that the passwords would be shared with no one else and destroyed afterwards, the authors explained they would review the passwords to determine which was the strongest, and the winner would receive a prize. Despite the fact that we were in a session on keeping your personal information secure, it is not surprising that almost everyone chose to play and willingly provided this sensitive information. 

pHiSHing

Phishing is a technique criminals use to fraudulently obtain private information. In most cases of phishing, the criminal (known as the phisher) will send an e-mail that appears to come from a legitimate source, such as your bank or credit card company. The e-mail will request a verification of your personal information, such as your social security number, date of birth, bank account number, or PIN. Because all of this information has been given to the financial institution on previous occasions, most people give little thought to what appears to be a legitimate request. Additional pres-sure to provide the information usually involves some sort of warning or threat that 
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the victim’s account will be suspended if the requested information is not provided. 

Under such circumstances, many people are all too eager to comply with the request. 

Generally, these e-mails will have a link that will purportedly take the victim to the bank’s website where they can update their account information. Of course, this link is a way for the criminal to obtain the victim’s personal information for fraudulent use. Once again, regular training to educate and remind employees of these threats is the key to keeping your business secure. 

Spear pHiSHing

Spear phishing is a specific type of attack that focuses on a particular individual. 

Most prominent persons within an organization will have their names and bios on the company web page. Many others will have their professional resume on job sites like Monster.com And many have their professional histories listed on LinkedIn. 

The spear phisher need only review any of these sites to obtain specific data on a particular individual. By knowing details of the victim’s professional life, the criminal—whether contacting via phone or e-mail—has greater credibility and may seem legitimate, which puts the victim at ease. Often, the spear phisher will claim to be calling from the victim’s own human resources department in order to update their files. 

Under this type of scam, the victim can not only give up personal information that will hurt them but may also give up proprietary information that will harm the company. 

baiting

Baiting is a method that takes advantage of our natural curiosity. It is used by criminals to place a virus on your computer. Say, for example, you were to find a thumb drive on the floor or out in the parking lot of your company. Let’s say further that the thumb drive was marked “private.” Most individuals would want to run right to their desks and plug the thumb drive into their computer in order to find out what is on the device or determine its owner. In any case, the thumb drive can contain a virus designed to infect your computer with spyware or worse. 

Think for a minute about the last trade show you attended. Remember all those 

thumb drives being given away at the vendor booths? Were any of those venders 

your competition? You might want to think twice before accepting and using a thumb drive given to you by an unknown person without having the device inspected for malicious software. 

tailgating

The world of information governance is certainly not just limited to cybersecurity. 

For example, tailgating is a method of compromising today’s computer technology in order to conduct nefarious activities in the physical world. 
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Many of us wear access badges at work that record our comings and goings as 

we move through doors and about the office. How many times have we held the door open for others who are wearing the same badge? But is that a real badge and does that person really work for your corporation? Even if the badge is valid, its wearer may be someone who has had his or her privileges revoked. (This becomes an even more important issue in today’s era of workplace violence.) It is in our nature to be kind and polite, but before holding a door open, make sure the person passing through is not using your access to gain unauthorized entry. A solid information governance policy will outline specific rules for company employees to follow so that all understand what is necessary. 

governMental tHreatS

What do security threats to government operations have to do with the private sector? 

Many businesses have the government as a client in one form or another. Private businesses can provide goods to the government or serve as governmental contractors. 

If you do business with the government, their information security problems then become your information security problems. 

Complicating this problem is the fact that the government tends to be a very 

visible target. Unlike crimes where the criminal wants to make a quick getaway, information security intrusions allow the criminal to sit back and watch the results. In addition, because these types of attacks are so high profile, other like-minded criminals have the opportunity to watch the results, to learn what worked and what did not, and then to make the necessary modifications for their own future attacks. Historically, attacks against the government’s information security are less about mis-appropriating information (although that is a common occurrence) and more about damaging or destroying data. Many government websites—from the White House on 

down—have had issues with damaging intrusions. 

If problems with our government’s computer security were not bad enough, busi-

nesses also have to be aware of threats caused by foreign governments. The theft of intellectual property by China, Russia, and other nations has been well documented over the years. It is much easier to simply take the information from someone than it is for these foreign nations to spend billions of their own dollars on research and development. When this happens, the developers here in the United States lose years of effort and billions of dollars due to the theft. 

Likewise, the foreign governments engaged in these types of activities may also wish to simply destroy what has been built. For example, in the 2012 cyber attack against the Saudi Arabian national gas company Aramco, about 35,000 hard drives were wiped clean.5 Imagine having that type of attack directed at your organization or at someone with whom you are conducting contract work. 

Another big difference in these types of crimes is the level of response. If your company were the victim of a physical terrorist attack, all levels of law enforcement 
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would get involved and do what they could to protect you. When the attack occurs in the cyberworld, law enforcement will likely view it as a cost of doing business—

unless there is a significant national interest. This means the recovery efforts and future protection is left up to you. 

cybereSpionage

Just like threats from foreign governments, hackers—who may or may not be working at the behest of a foreign nation—engage in corporate espionage by targeting specific companies. According to the cybersecurity company McAfee, Chinese hackers are believed to have compromised at least five multinational oil and energy companies in “coordinated covert attacks.”6 The purposes for these attacks can range from gaining a competitive edge to targeting our national security. Not all of these attacks are committed by actual computer hacking. Corporate espionage frequently involves the use of social engineering and spear phishing. 

One real-life case involved a defense contractor who was compromised by a 

foreign country in a very simple manner. The foreign nation accomplished their goal not through a computer hacking or a well-placed sleeper agent, but rather by placing a thumb drive in the hands of the unwitting defense employee. Several foreign nationals were able to gain entry into the employee parking lot of the defense firm where they randomly dropped a few thumb drives with the defense company 

logo on them. With no other identifying marks, they appeared to be company-

issued thumb drives. In reality, these drives were loaded with malware that would seek out a safe place in the network to steal information and send it back to those who sought the data. All that needed to happen was for some employee to pick up a 

“lost” thumb drive and plug it into a computer attached to the company’s network. 

The hidden malware would do the rest, delivering proprietary information to the attackers. In this case, although the data was at risk, the defense contractor’s IT 

department was immediately alerted to unauthorized activity and able to mitigate the flow of information

So what happens when someone in your company finds a thumb drive with no 

way of identifying to whom it belongs? As mentioned earlier, we would bet that in most cases the thumb drive gets plugged into the computer of the person who found it. A good information governance policy requires such cases to be covered in employee training. It was this type of training that averted the damage to the defense contractor, as it led the employee to contact the IT department about the unusual drive. In most cases, however, employees are unfamiliar with such threats. Training and company focus can reduce such risks. 

You may be thinking, “Okay, but that was a defense contractor. I don’t work with the government.” But remember that people look for the easy way. Criminals do 

not engage in these activities because they like the feeling of a hard day of breaking 
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the law. They do so because it is easier than working for a living. Why do the work when it is easier, cheaper, and faster to steal? Do you have competitors in the United States or abroad that may think the same way? The answer is “yes, you do.” Beyond a shadow of a doubt there are people that would steal from you for their own gain. 

Planning is the answer, and training and communication are the keys. Without it, you are exposed and vulnerable when someone comes for you and your data. 

Future Concerns

big data

Big data is a simple way of referring to data sets whose size grows beyond the ability of software and hardware tools to manage, capture, and process in a reasonable timeframe. Big data is where the amount of data is so massive that it becomes very difficult to control. The research firm Gartner describes the challenges and upside of big data as being three dimensional: increasing volume, velocity (or speed of data transfer), and variety (or sources of data).7

Big data is manageable but needs oversight and thorough planning for proper 

utilization. Data volumes are only going to increase, and learning to manage and utilize them is what will separate well managed companies from those not effectively utilizing data. The danger in big data is that when it becomes unwieldy it becomes susceptible to compromise. Systems need to be in place to take advantage of the benefits. Those who sit idly by will be quickly passed by those with better information and access to larger amounts of information. 

diSorganization

One of the biggest threats is not being organized in the management of your business information. This is not what usually comes to mind when people think of IT threats, but it is perhaps the number one threat to your business. Without organization and structure, you are leaving yourself susceptible to the threats discussed earlier, as well as the missed opportunities for process improvement, increased productivity, and improved performance. 

A lack of organization and discipline can lead to weaknesses that can be exploited. 

A lack of organization leads to directionless employees and lower productivity than possible. A lack of organization is sloppy and irresponsible. On the surface this is not complex. But as with many things, the devil is in the details. Your policies and procedures are the first step; managing these details is long term. If this book does nothing else, we hope it adds to your awareness and inspires you to organize your information and the processes that make information useful. 
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regulation and coMpliance

In heavily regulated industries, the managing of data can be overwhelming. Keeping track of retention rules, document types, and formats—as well as making sure you keep only what is necessary—can be an enormous task. Add to this the sheer volume of data that is being created and you have a desperate need for organization and structure. Solid and evolving information governance will give you that structure. 

Regulation and compliance does not become a threat unless the regulations are 

not followed and compliance is not maintained. The lack of a plan or an understanding of how to comply with different legal or governmental issues are problematic in a heavily regulated industry. A publicly held company has regulations that dictate how the company is governed and how it manages information internally and externally. 

The Sarbanes-Oxley Act is the most well known regulatory legislation, but other laws and regulations are also designed to protect companies, shareholders, and the public from malfeasance and mismanagement. Information security and information management are a large part of properly governing a company. 

Most people think of corporate governance in terms of the finances and the future of the entity. This, of course, is true, but the management of data and information is becoming a larger part of managing any organization. The mismanagement of internal or client information can rightfully be seen as negligent. 

In the legal arena, the advent of electronic discovery and computer forensics have opened doors for lawsuits, more thorough antitrust reviews, and requests for larger and better-defined scopes of information. When a merger takes place between two large companies, governmental requests for information prior to approval can be enormous. Imagine a request for all marketing, sales, and analytics in e-mails, presentations, plans, data, and information from both companies. It is not unheard of for businesses to provide hundreds of terabytes of data for legal review. The cost of the review alone can be staggering, not to mention the cost of collection, collating, and cataloging. Without a plan in place, this type of request can be devastating to the deal if not to the company itself. It is not about more; it is about better. 

Futurists have discussed what is known as “Moore’s Law” for years.8 Basically, it is the conjecture that the speed of processing, memory capacity, or other technical rates doubles every eighteen months. Although this has been proven to be generally true the volume of data being produced may be happening even faster than has been produced in the past. 

The amount of information, devices, nodes or points of entry, users, and the 

speed at which the technical world changes can be overwhelming. Just as fast as the increases in capacity are occurring, so are the techniques used to steal and destroy. 

Preparation for known and future threats takes time, thought, and action. If you sit and wait, assuming it will not happen to you, it likely will. 
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Chapter  3

The Ever Changing  

Technical 

Landscape

At the February 2014 RSA conference in San Francisco, FBI Director James Comey stated, “Given the scope of the cyber threat, agencies across the federal  government—

including DHS, the Secret Service, and the Department of Defense—are making 

cyber security a top priority. Within the FBI, we are targeting high-level intrusions—

the biggest and most dangerous botnets, state-sponsored hackers, and global cyber syndicates.”1

In May 2012, former FBI Director Robert Mueller held a similar view, stating, 

“Terrorism does remain the FBI’s top priority, but in the not too distant future we anticipate that the cyber threat will pose the greatest threat to our country.” He then added that “Today, terrorists have not used the Internet to launch a full-scale cyber attack, but we cannot underestimate their intent.”2

The reality is that cybercrime poses a real and present threat that is far more dangerous than anything we have ever faced. The cyber war that is threatening the safety and security of our country is being fought with the same weapons that are also threatening the business world. As the weapons of this war continue to advance, the threats to both the country and businesses continue to grow. 
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A Little History

By now we all know that the Internet has changed the way we do virtually everything. Whether we are conducting business, communicating with friends, sending information, or committing crimes, the Internet now plays a pivotal role in our day-to-day lives. 

As with nearly all facets of life, the Internet has been a significant factor in how businesses of today grow and prosper. During the past five years, the Internet has accounted for 21 percent of the GDP throughout the world.3 Think about the evolution of the Internet and, with it, the transference of information. Society’s Internet users have evolved from a minority of persons seeking social interaction to half of the world’s population performing all sorts of online functions. Of course, businesses both large and small have a significant interest in this online activity. For everything from contacting clients to conducting transactions, the Internet is essential to most business operations.4 While large enterprises and national economies have reaped major benefits from this technological revolution, individual consumers and small upstart entrepreneurs have been some of the greatest beneficiaries of the Internet’s empowering influence.5

Despite everything that has already been accomplished, the future remains wide open to advances in technology. These advances will be accompanied by other opportunities for the compromise of sensitive information. For example, only recently has the term  bitcoin come into common use. It is widely used on the Internet to engage in all sorts of financial transactions, but this new form of currency raises a number of problems. Who is controlling the value of bitcoins? Who is insuring the funds? If your investments are electronically absconded, who has the proper jurisdiction not only to investigate but also convict and punish the thieves? 

The impact bitcoin may have on the way we transact business is enormous. This 

new peer-to-peer currency is already prevalent in the online world and is growing in popularity. Imagine the security issues if it becomes mainstream. They can be frightening. Bitcoin exists without centralized control or system of regulation. 

Like the security of your company’s personal information, advances in technol-

ogy have now introduced the problems of securing your company’s finances as well. 

While business and government alike may welcome the opportunities the Internet provides, there must be a continued recognition of the security threats that come with these new opportunities.6

The Issues

Hardware/Network CHaNges

Just as the Internet has evolved, so has the way we use computer hardware. Photos of the early days of computing show a single computer filling an entire room. The 
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computing capacity of those original systems was less powerful than what we now carry on our smart phones and tablets or—in some cases—wear on our wrists. 

As with computers, networks have also changed. Today’s networks are much 

more complex and continue to evolve. Data storage is one of the largest areas of growth, which makes the proper protection in the form of data security a high priority. 

According to International Data Corporation, in 2020 there will be approximately 1.9 billion computers, 2.6 billion smart phones, 2 billion consumer electronics, and 25 billion embedded and intelligent systems.7 Because of the growth potential for computer devices and their networks, information governance policies need to adapt and consider all the issues to ensure data are secured in the most reasonable manner possible. Likewise, a multitude of other technological devices developed in the future will integrate with these computers and networks. Equal care must be given to managing those information connections. 

In one extreme example of a breach of network security, one of Iran’s nuclear 

power plants suffered a malware attack in 2012. As politicians continue to debate the level of nuclear activity Iran should have in today’s world, those committing the attack raised threats that parties on all sides of the issue fear. This malware attack was able to penetrate the network’s security and shut down the nuclear plant’s operations. 

Although the attack was contained and the plant was brought back online, what if the attackers had more nefarious intentions? Rather than shutting the plant down, what if the attackers discontinued the cooling process, allowing the reactors to reach dangerous temperatures that resulted in a meltdown that released radioactive material? 

Although the example of Iran’s nuclear plant is an extreme one, it is a good metaphor for your own company. Are you capable of stopping an intruder from releasing information from your network? Whether they are part of critical pieces of national infrastructure or a business, networks must be protected from cyberattacks. Understanding that these attacks will happen, contingency plans must be incorporated into a solid information governance plan to ensure that important information is properly backed up and secured, so that operations can continue until the threat has been resolved. 

wHat tHe HeCk is a Network? 

Many people do not understand what a network actually is and does. In just a few sentences, let’s describe what a network is really all about. In simple terms, a network is what allows computers to work together. A network can be immensely complex, but at the base level it is all about getting components to work together and utilize software for tasks that need to be completed. Working together nearly always includes interaction with data or with other networks and computers on the Internet. 

This allows diverse systems and software to work together, increasing processing and storage power by combining systems. Benefits of a network can include sharing files, securing internal communications, collaboratively sharing resources, and managing databases that store the information generated and needed by the enterprise. 
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Some of the terms associated with network include switch, router, server, firewall, mainframe, Ethernet, hubs, and bridges. There are even virtual servers and environments that run inside a network. There are many more possible components, but for our purposes we don’t need to list them all. Suffice it to say that networks take a specialized skill-set to build and maintain. 

While you do not have to know how to construct a network to have an information governance policy, you should have an understanding of what capabilities you expect your network to have. If you don’t have a comfortable level of knowledge about the complexities of networks, it is a good idea from a security standpoint to have more than one person—from within and from outside your organization—take a look at 

your network’s operation. Remember, those that manage your network or your data hold the keys to the kingdom. Chose carefully, as these highly skilled and very valuable people can be your business’s best friend—or worst enemy. 

Networks tHat are Used for otHer tHaN iNteNded PUrPoses

One threat from the IT world that is often overlooked is the misuse of a computer network. Regulating how a network is being used—and not just who is using it—is a necessary part of an information governance policy. 

Let’s return to the example of bitcoin. Aside from uncovering bitcoins, which 

brings its own reward, miners of bitcoins have another incentive—namely, the fees they can collect for transactions by users. They are therefore motivated to include transactions in their block. This becomes a more important factor as the difficulty in creating new bitcoins increases. Many people are excited by opportunities presented by bitcoins, but technology that is slated for use in a business can be diverted to other tasks. For example, a university IT director in New York built a powerful network for the school, but during down time he was using it to mine for bitcoins. (Please see http://

www.isaca.org/Certification/CGEIT-Certified-in-the-Governance-of-Enterprise-IT/

Prepare-for-the-Exam-OLD/Study-Materials/Documents/Developing-a-Successful-

Governance-Strategy.pdf). This stretched the capabilities of the system and increased the security risk. Another issue for the leaders at the university was whether the millions of dollars spent on the network were all essential for university operations. 

Beyond the technical issues lie the more nefarious criminal elements. Your company’s information governance policy should have guidelines stipulating what is acceptable behavior for those operating on your company’s network. These rules should include the consequences for unauthorized deviations from this policy, 

including the appropriate law enforcement response in cases of criminal deviations. 

In recent years, thousands people have been arrested for engaging in collecting and transmitting images of child pornography, which is a violation of both state and federal law. Sometimes, this criminal conduct occurs in the workplace, unbeknownst to the employer. When the authorities become aware, this criminal activity will likely 
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result in search warrants being executed at the place of employment, along with the seizure of equipment the criminal was using—regardless of whether it is the suspect’s personal equipment or that of the company. 

Having an information governance policy that outlines acceptable behavior may 

deter those who are prone to such criminal acts from committing them through the use of the company’s network. But even if it does not deter the criminal, it may mitigate the employer’s civil liability by showing that the employee was clearly operating outside of the scope of their employment. 

MUrPHy’s Law

It is important to take into account the old adage that if something can go wrong, it probably will. The staggering complexity of network architecture by its very nature makes it likely that something will malfunction. Network equipment and its continual upkeep can be expensive. The manner in which the network is managed should be stipulated as a part of your information governance program. You should also have people on your team who have the proper understanding of networks and can articulate their concerns to others. 

A network will have issues, a database will become corrupt, or a server will fail. 

Often, multiple failures occur at the same time. Employing a team that understands their role, responsibilities, and expectations is vital. Having procedures and clear lines of communication is also important. But paramount is that those in leadership positions should have an understanding of what the potential issues are and being engaged via a solid information governance policy. You can’t react to a situation about which you know nothing. 

Reading this book is a good start to learning the intricacies of managing your information and to understanding how it is stored, used, transferred and produced. 

But information governance is an ongoing challenge and one with which leaders 

need to stay engaged. Technology changes quickly, and having a firm grasp of the issues effecting technology and a solid plan for managing and dealing with it are steps that must be taken in order to be successful and mitigate the inherent risks. 

The world is changing, and we must change with it. Information governance is about managing one of the most important issues we face. 

storage growtH

The amount of data held globally is growing exponentially. About thirty years ago (we are being generous here; it may have been slightly more than thirty years) when the authors purchased their first computers, most computers came equipped with 200 

megabyte hard drives. Today, most of us are carrying cell phones that have around eighty times this amount of memory. 
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The growth of data is speeding up as new devices come online and processing 

speed increases. This growth has lead to the fact that paper copies are largely no longer required in the business world. In the medical world, it is now mandated by law that all medical records be maintained in a digital format for the ease and efficiency of sharing with others in the medical profession. The amount of data we are generating and storing is growing on a daily basis. It is expensive to maintain, but a breach causing a loss of important data would be even more expensive. 

It is helpful to understand how data is measured and to equate these measure-

ments to something familiar. Below is a breakdown of how most data amounts are measured. While it may appear to be a little overwhelming, the explanations help put these vast amounts of data into context:

Bit: a bit is the smallest unit of data that a computer uses. A bit holds the 1s and 0s that are digital information. 



n   1 bit = a binary digit



Byte: a byte is equal to 8 bits. A byte can represent 256 states of information. One byte is usually equal to one character. One hundred bytes would of information would hold an average sentence. 

n   1 byte = 8 bits



Kilobyte: a kilobyte is 1,024 bytes. One kilobyte would be approximately the size of one paragraph of text. 

n   1 kilobyte = 1,024 bytes



Megabyte: a megabyte is 1,024 kilobytes. A megabyte was once considered 

a large amount of data, but no longer. The old 3.5 inch floppy disks held 1.44 

megabytes. 

n   1 megabyte = 1,024 kilobytes



Gigabyte: A gigabyte is 1,024 megabytes. A gigabyte is common term used to 

refer to disk storage. One hundred gigabytes could hold an entire library floor of academic journals. 

n   1 gigabyte = 1,024 megabytes



Terabyte: a terabyte is 1,024 gigabytes (approximately one trillion bytes). Terabytes are commonly used for the measurement of the capacity of hard drives. This is quickly becoming the most common used measurement for data storage. 

n   1 terabyte = 1,024 gigabytes



Petabyte: a petabyte is equal to 1,024 terabytes or about one million gigabytes. 

It is hard to conceptualize how much data a petabyte can hold. Think of filling about twenty million four-drawer filing cabinets. That would be the equivalent of a petabyte of digital information. 

n   1 petabyte = 1,024 terabytes



Exabyte: an exabyte is 1,024 petabytes (approximately one quintillion bytes or one billion gigabytes). 
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n   1 exabyte = 1,024 petabytes



Zettabyte: a zettabyte is 1,024 exabytes. The equivalent of 250 billion DVD’s. 

n   1 zettabyte = 1,024 exabytes



Yottabyte: a yottabyte is 1,024 zettabytes. It would take approximately eleven trillion years to download a one yottabyte file from the Internet using high-speed broadband. 

n   1 yottabyte = 1,024 zettabytes



Brontobyte: a brontobyte is 1,024 yottabytes. The only thing there is to say about a brontobyte is that it is  a lot of data. 

n   1 brontobyte = 1,024 yottabytes



Geopbyte: a geopbyte is 1,024 brontobytes, which is too much data to even 

comprehend. 

n   1 geopbyte = 1.024 brontobytes



It is estimated that at the end of 2012, the digital world contained approximately 2.75 zettabytes and that by 2015 we would hit 8 zettabytes.8 Data is everywhere, and the amount is just getting bigger. Every text, tweet, update, e-mail, video, document, and picture adds to the volume. Twenty-five years ago, companies kept filing cabinets full of information, and items needed to be purged regularly. Today we keep nearly everything on hard drives, so the need to delete information is not nearly as pressing. There are, however, legal issues and costs associated with keeping too much. We like the rule that you should keep everything exactly as long as you need it and not one day longer. A good information governance policy defines record retention rules and ensures you meet any legal or regulatory requirements. 

sPeed of ProCessiNg aNd traNsferriNg data

Data transmission, digital transmission, or digital communication is the  transfer of data from one point to another. Data transmitted may be digital messages origi-nating from a data source, such as a computer or a keyboard. It may also be an analog signal, such as a phone call or a video signal. The speed at which data moves and is processed is growing, and—much like the amount of data being  

generated—it takes an understanding of how much faster things are moving to manage effectively. 

Gordon Moore, one of the founders of Intel, wrote a paper in 1965 that stated 

that the number of transistors on circuit boards would double every two years.9 This became known as “Moore’s Law” (Figure 3.1). It has proven to apply to processing speed and memory capacity. The increase in speed is what is at the root of the digital world. It will only get faster and more precise in how it moves. 

In the last forty years, we have seen the room-sized computer making millions 

of computations scale down to desk size then to portable and finally to miniature. 
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FIGURE 3.1  Moore’s Law. (http://www.ebiztutors.com/index.php/?p=313. Accessed September 12, 2013). 

We carry enormous computing power in our smart phones today. What will we see 

tomorrow? No one knows for certain, but what is known is that without policies and procedures businesses will be left behind. 

overseas ProdUCtioN

Most of the equipment being used in the United States is being built overseas. The reason for this is that the cost of production can generally be far less than what it would be if made in the United States. This overseas production, however, can raise risks to information security. 

A large portion of computer equipment is being exported from China and other 

countries in eastern Asia. Many of these countries are home to businesses that compete with a number of American businesses. As discussed in Chapter two, 

it is no stretch of the imagination wonder whether malware has possibly been 

embedded in the machines that are being ordered from those factory and shipped to United States companies. Accordingly, your information governance plan 

must also take into account the inspection and malware analysis of new pur-

chases, as well as routinely scheduled checks of existing equipment that was built overseas. 
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oPeratiNg systeMs, aPPLiCatioNs, software

Networks operate based on the software being utilized. All the advances in 

hardware—such as faster processors, larger storage devices, and more and faster memory—are all for naught without the software to tell them what to do. 

Operating systems, the base level of computing, has had to evolve as the physical systems have changed. The operating systems of today are highly complex, dynamic systems. Software and applications are basically the same. They have grown and changed with the advent of better and faster devices upon which to run. 

This has had a profound impact on how we work and live. We communicate 

quicker, move information faster and in greater volume, and have access to things that were impossible twenty or thirty years ago. But these great benefits do not come without problems. 

Due to the complexity of these programs criminals have been able to find ways 

to exploit them to their benefit. New programs often have security holes in their code that are found and then exploited to gain access, disrupt operation, or steal data. 

These are patched as the maker of the software and antivirus companies identify them, but often these holes stay open long enough for criminals to do real damage. 

A case in point is the attack on the retail chain Target in late 2013. While the investigation is ongoing, the attack was apparently the result of a malware attack that most likely occurred earlier in the year. A few things had to happen for the attack to be successful:



 1.    The malware had to be designed and tested before being deployed against its intended victim. It needed to run quietly in the background while sending the 

desired stolen info back to the perpetrators. 

 2.    The malware had to be able to be loaded into the secure side of the merchant’s network. Most often this occurs via a phishing scam or some other means of 

social engineering. 

 3.    A system needed to be employed to take advantage of the stolen data. 



In the Target breach, these simple steps were all taken, and the end result was some 110 million identities stolen. The depth of the problem for Target in lost revenue, loss of reputation, and possible lawsuits is still unknown. Needless to say, the dollar loss will be substantial. 

Could the Target hack have been prevented? Possibly. Is it reasonable to expect entities and companies to  stop every incident? No. The Target data breach was very sophisticated and well planned. It stemmed from another country and was very difficult to identify. Criminals are getting more sophisticated in how they attack, and all organizations—particularly large ones—need to increase their sophistication as well. 
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Information governance is the root of that sophistication. Having a plan, policies, procedures, and training are the first steps. Implementing those processes and making them a part of the cultural of an organization is a prudent and proactive measure that can mitigate the damage caused by existing threats. 

soCiaL Media

The first e-mail was sent in 1971. The first IRC (Internet chat) was used in 1988. 



Napster—a peer-to-peer file-sharing service—started in 1999. And 2003 saw 

the advent of many social networking and bookmarking sites. Today, Facebook, 

LinkedIn, Tumblr, Instagram, and other shared sites are everywhere and are a large part of many people’s lives. Businesses are built on and for social networking. It has fundamentally changed the way we communicate and how we access information. 

This change has arguably been for the better, but it does come with risk. The use of such sites is so prevalent that most users simply ignore or are unaware of the risks that are inherent in a system that allows people to share personal information with others so easily. Businesses that fail to utilize social networking as part their marketing and PR are at disadvantage, and those that fail to manage social networking are at a decided risk for being manipulated and taken advantage of. Employees and management need to be aware of the risks and trained to identify and address those risks. 

So how do organizations get taken advantage of through social networking? Often, it happens through the release or publicizing of personal or proprietary information through a person’s innocently intended use of social media. Posting job changes on Facebook or LinkedIn are well-known ways that information that should stay protected gets released. Most people are aware of this danger, but it does not take much to get caught up in the moment and type the wrong message. Once it gets published, it is out there for the world to see. Even if it gets deleted, it could have been copied and saved while it was still posted. 

Information governance is responsible for making organizations at all levels better understand the issues. By establishing clear rules regarding the use of personal sites at work and clearly educating employees about why these rules are in place, risks can be mitigated. The risks cannot be removed entirely, however. They can only be minimized. People still make mistakes, and those with nefarious intent are becoming more and more savvy. Education, awareness, and constant messaging are key to this facet of information governance. 

Additionally, an information governance program will clearly define levels of 

access. For example, a receptionist should not automatically have access to the personal information of clients and employees, because such access is not necessary to the job responsibilities of a receptionist. Keeping everyone “in their lane” is a very simple and straightforward way to minimize risks and limit exposure. Allowing everyone to access everything is dangerous and irresponsible. 

The Ever Changing Technical Landscape  39

sUrfiNg

As with social networking, web surfing can be a drain on productivity as well as increasing your risk profile. While the threat from surfing is not as prevalent as e-mail phishing scams, there are still problems with surfing. The first is the drain on productivity, which is obvious enough. Employees surfing are often just killing time. While there may be compelling reasons to surf the Internet, it is also a highly abused means of avoiding work. We believe that allowing small breaks increases creativity and improves morale. 

It is all about balance and keeping employees happy and driven. The risks associated with surfing the Internet stem from malware and other soft ware that is hidden in malicious links that can cause the software to be download onto the network. There are some places from which employees should never down load files. Suffice it to say a good information governance policy outlines where employees should be allowed to go and where they should not, as well as giving them a solid understanding of the risks. 

It is a great idea to teach people the reasons behind the rules. A little common sense and a little knowledge go a long way toward keeping employees safe while on the Internet. 

everytHiNg is PortabLe

Data is portable. Such a simple statement can become a big issue if not managed properly. As the amount of storage in thumb drives, smart phones, and other devices has increased, so has the potential for large volumes of information to flow from your data storage to places you don’t want to go. 

In a little known case in Arizona, a mid-sized firm nearly lost all their business when a long-term employee took all customer data and all company creative information with them to a competitor when she left the company. The owners of the company had a nondisclosure agreement in place for all employees—or so they thought. This employee was never asked to complete their’s as she was a “lifer.” The company had no recourse. 

In the end, the employee did well at the new company while the company they left struggled due to the loss. A simple and thorough NDA (non-disclosure agreement), while not a 100 percent guarantee, would have made it more difficult for this to happen. 

Just as flash drives provide an easy way for data you don’t want on your network to be placed there, they are also an easy means for employees to steal data you don’t want leaving. We have seen several security-conscious companies—and even some 

governmental organizations—disable the USB ports on company computers to pre-

vent this from happening. 

MaNagiNg byod

The concept of BYOD is growing in popularity. Many company are asking or allowing employees to “bring your own device” to the job. The theory is that companies 
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will save money through the use of employee-owned devices and that employees are more productive when they use devices with which they are already comfortable. 

This sounds like a great idea, right? Depending on your industry and on what tasks employees work, it may not be. 

When employees bring their own devices to the work place, the control of those devices switches from the company to the employee. Even with solid controls in place, bringing a separate device to the workplace can heighten your risk. Enter into these types of agreements at your own risk and with your eyes open. 

big data

By now everyone has heard the term “big data,” but we have heard some confusion regarding the meaning of the term. Simply put, it refers to instances where a dataset contains so much information that it generally cannot be managed in an existing environment. 

Think about financial institutions and investment banks. These are generally considered the largest users and generators of data. The systems they have had to build in order to manage the volume of data they use are enormous. They deal with big data. So do academic research institutions and governments. As industries continue to generate more information, big data will become more prevalent and will have to be managed closely. 

The larger the volume, the larger the chance that nefarious activity will go undetected. 

tHe CLoUd

Cloud computing is considered by many the future for the computer industry. It certainly brings many benefits, although it also raises many questions. “Cloud computing” refers to the practice of businesses utilize an interface to access programs and storage that are hosted by a cloud provider outside your company. This reduces the strain on your system, as the hard work is done somewhere else, and it allows for a reduction in cost as you grow. As an example, you would not need to buy new software for each employee; you would simply link them to your cloud solution. This reduces purchasing costs as well as possibly reducing IT staff. It sounds great, right? 

Now think about it differently. Your data is stored with another company and lives offsite. You access your own information via the Internet. You are not in control once it leaves your network. The cloud just went from intriguing to potentially risky. 

In reality the cloud is safe for most people. In fact, we all have probably used the cloud already. Do you use Gmail, Hotmail, or Yahoo? If you do, you are using the cloud. Whether or not to utilize cloud based computing is a decision that needs to be made on a case-by-case basis. Sometimes it is very effective, but sometimes the risks and the unknowns are too great. Using the knowledge of your IT professionals and weighing the risks against the benefits should be a large part of the decision. 
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The cloud is here to stay and will be a part of the information technology world for the foreseeable future. Planning for it and maximizing its benefits are wise practices. 

The World is Shrinking

It is evident from this chapter that the world is shrinking. The speed at which data travels, the advent of big data, and the global reach of technology all bring us closer together and eliminate time and distance. The benefits are great, but so are the dangers. The ability to reach markets and draw on information from far off locations has changed and continues to change the landscape in which we all work. But the risks are great too, and the more we know and the closer we manage, the better off we will be. 

What’s next? Certainly faster speeds and greater volumes of data. How it will 

impact our professional and personal lives is unknown, but it will be nothing if not interesting. 

Crime today travels at the speed of technology, but so does opportunity. A solid information governance program is a catalyst for maximizing the benefits and minimizing the risks in this ever-changing world. Going about our business in an unstructured way without direction when it comes to technology is more than just poor management. It is irresponsible. 
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Chapter  4

The Changing 

Corporate 

Landscape

As the importance of technology and digital information has grown, so have the responsibilities of those entrusted with the data. Corporate leadership is being held accountable to stakeholders regarding data management compliance, legal issues from handling external data, and effectively and efficiently handling internal data. 

Clients demand it, and employees expect it. The government regulates it, and stakeholders are watching it. Data is growing, and so is the visibility of managing it properly. 

In this chapter, we will delve into the legal responsibilities regarding information governance. We will look at how a good information governance program better 

prepares an entity to handle legal issues and how we must place managing information on the same footing as finance, labor, and legal. It is no longer good enough to manage people, inventory, production, and finance (among everything else). Managing data is vital for the success of any organization. Whether you are a one-man shop or a Fortune 500 company, managing your information is important and becoming 

more so. 
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Today’s Cyber Environment

Recent events

At least 110 million consumers are now thought to have been affected by the late 2013 Target data breach. This single breach could affect up to one third of all US 

citizens and cost the company billions in revenue and a large portion of their market share (Figure 4.1). 

The Target data breach highlights what many consumers think: “Companies need 

to take responsibility for securing my data, and if they don’t I will take my business elsewhere.” The breach at Target, however, is just one in a long line that continues to grow. In June 2014, P. F. Chang’s announced that they had been breached, and the information of up to two million consumers had been released. Many more examples can be cited, so it behooves all businesses to prepare. Information governance does this; it prepares businesses to protect their data. 

The risks of not preparing are great. Civil fines, consumer backlash, and even criminal penalties are possible. If your business is prepared and has taken the steps necessary to prevent and to react to a data breach event, you are in a much better position to defend yourself legally. If you are not paying attention to this problem—

for instance, if you are not PCI compliant when you need to be—you are leaving yourself vulnerable. 

The good news in that your information governance program can help guide you, 

and experts can assist you. While the cost of preparation is not small, a lack of preparation can be expensive. 
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FIGURE 4.1  Whom do companies view as being most responsible for cybersecurity risk? 
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The number most often associated with identity theft is $188 per record stolen. 

Target is the largest breach to date, and it may result in a total cost to the retailer of over $20 billion. Most businesses would not have the same level of liability even if all their records were compromised but small and midsized businesses are not often in a position to afford even a fraction of that kind of loss. Information governance can and will limit your exposure. 

Laws and ReguLations

This chapter also addresses legal issues, because a proper information governance process and policy can make organizations better prepared to handle lawsuits. Electronic discovery is commonplace in the legal system, yet most organizations are not prepared for the invasiveness and cost that can be incurred without a solid information governance plan. People, financials, and inventory are not the only parts of the discovery process these days. Data has taken a seat at the table. If you do not pay close attention, you are leaving yourself open to theft, market share loss, IP loss, and reputation degradation. 

wheRe does infoRmation goveRnance fit? 

Information governance is a vital piece of the management pie. As we have indicated, information governance now has a seat at the big table. There is no expectation that your information technology team will be able to solely handle all the issues and reporting that needs to take place regarding data. Truly, this management function needs oversight by the top levels of every organization. 

Look at your organization today. Does it manage the data for customers and employees safely and securely? Does it remove records it no longer needs or is required to maintain, saving space and money and limiting exposure? Are the people who are trusted to handle the data and be responsible for its safety and delivery up to the task? 

Are they trustworthy? Are your network and all its ancillary parts managed effectively? 

How do you know? The best way to know is to be actively engaged. This does 

not mean you have to be a computer scientist or know how to write computer code. 


What it does mean is that you need to have the knowledge and the interest to ask the right questions, ensure the proper procedures are in place, and verify the information given to you by those in charge of your network. 

Think of it as a financial audit. In an audit, you have an outside entity look at your books. Whether your financials are compiled or audited or even if you have someone manage your daily account, you have a second set of eyes watching you finances. 

Information is no different. Having firm policies and procedures in place along with a verification system is vital for the growth and longevity of your company. 

The laws and regulations to which you must adhere can be driven by your indus-

try. There are laws and rules that every industry follows, and then there are the “right 
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thing to do” items that everyone should follow. Too often, IT takes a backseat and is left open to criticism when the inevitable goes wrong. This is why an information governance policy is so important; it forces us to comply, to pay attention, and to act. 

Law and compLiance

Information security laws are designed to protect personally identifiable information from compromise, unauthorized disclosure, unauthorized acquisition, unauthorized access, or other situations where unauthorized persons have access or potential access to such information for unauthorized purposes. Data breach notification laws typically require covered entities to implement a breach notification policy, and include requirements for incident reporting, handling, and external breach notification.1

There is no one particular law that governs data breaches. Essentially, every state has different regulations and requirements pertaining to data breaches, and companies must adhere to the laws of the states in which they reside as well as those of states in which they are doing business. 

Depending upon for whom the information is collected, the federal government 

will also have regulations that must be followed subsequent to a breach. For example, medical data would involve HIPPA. These requirements have resulted from federal privacy legislation that covers such areas as health care, securities, and in some cases the Internet. Whether state or federal, the regulations surrounding breaches seek to have information governance policies in place in order to mitigate the risks as much as possible and—when the inevitable breach occurs—to ensure anyone who 

might have been a victim is properly notified so that they can take steps to protect themselves. 

Currently, forty-seven states, the District of Columbia, and several US territories have enacted legislation that requires notification of security breaches involving personal information. Because the companies were victims themselves, these laws do not directly hold companies accountable for the losses sustained due to the breaches. However, there remains the potential for civil litigation in the form of class action lawsuits so that the affected individuals can be compensated for their losses. While the costs of notifying thousands of victims at a time can be expensive, the prospect of having to reimburse these thousands of individuals—as we have seen in the Target breach—is frightening. Of course, lawsuits of this type generally succeed only when negligence is present. Hence, a proper information governance policy can show a good faith effort on the part of the company, which can overcome a presumption of negligence. 

The nation’s largest data brokers, retailers, educational institutions, government agencies, health care entities, financial institutions, and Internet businesses have disclosed numerous data breaches and computer intrusions.2

The Privacy Rights Clearinghouse chronicles and reports that over 345 million 

records containing sensitive personal information were involved in security breaches 

The Changing Corporate Landscape  47

in the United States since January 2005. From February 2005 to December 2006, 100 

million personal records were reportedly lost or exposed. As an example, in 2006 the personal data of 26.5 million veterans was breached when a VA employee’s hard drive was stolen from his home.3 The common denominator in these data breaches is that the attackers were seeking to obtain sensitive personal information, which they put to criminal use by means of identity theft to commit various frauds, such as taking out a mortgage in someone else’s name or having credit cards issued on the victim’s bank account. 

If any positive has come out of the multitude of data breaches, it is that the public has become much more aware of the dangers. Just a few short years ago, most would not have given a second thought to the release of his or her own personal identifying information to a doctor’s office or a business. Now, however, when asked for such information, many people will immediately wonder who will have access to this 

information and whether they have anything to fear regarding its security. In today’s changing corporate landscape, businesses have to consider these concerns and put their clients’ minds at ease, reassuring the public that they are competent at managing personally identifiable information. Failure to do so will inevitably result in the loss of the public’s trust—as well as the public’s business. With the variety of remedies that are available to consumers through the legal system, a breach means corporations can expect greater financial problems than just the loss of future business. 

The medical profession in particular has undergone dramatic changes in the way it collects patient information and the regulations under which it must operate. By 2017, all medical records within the United States are expected to have been transformed from handwritten patient charts to online medical records. The benefits of this are obvious. Doctors with multiple offices can pull up patient records wherever they are working. Medical reports prepared by one doctor can be sent immediately to a treating specialist. If you are the victim of a serious accident or injury while away from home, your primary care physician can send all of you medical information immediately to the emergency room that is treating you. But when it comes to data breaches, this new advance in the way the medical profession retains its patient records brings with it additional dangers that had not previously existed. 

Say, for example, that your medical records have been compromised, but you are unaware of it. Someone decides they are then going to use your medical records and medical insurance to receive treatment in your name. There is obviously the potential financial loss of paying another’s co-pays, along with the possibility that your insurance rates might be raised or your policy cancelled. In the case of electronic medical records, the consequences can be far greater than just financial loss. What if the person using your medical records suffers from a particular illness or ailment? They might be treated with medications that will help them, but could have an adverse effect on you should you be treated by another doctor who uses these same medications. We have now entered an environment where a data breach could cost more than money; it could costs lives. 
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The Federal Government

The federal government has enacted a number of legislative regulations designed to protect sensitive personal information, all of which have accompanying financial penalties for their violation. Several of these are discussed here. 

the pRivacy act

The Privacy Act is the principal law governing the federal government’s information privacy program, which governs the collection, use, and dissemination of any record about an individual maintained by federal agencies in a system of records.4 

The act defines a record as “any item, collection, or grouping of information about an individual that is maintained by an agency and contains his or her name or other personal identifiers.”5

The Privacy Act, which pertains only to the federal government and does not have applicability to private sector records, prohibits the disclosure of any governmental records without the expressed written consent of the subject whose records may be released. The act also provides legal remedies, including allowing affected individual to bring civil suits against the government. 

the faiR cRedit RepoRting act

The Fair Credit Reporting Act regulates credit bureaus and those who used credit reports to furnish information, all of whom have a responsibility to ensure that a consumer’s information is used only for permissible purposes. When obtaining credit reports on potential employees or customers, businesses have to ensure they comply with the Fair Credit Reporting Act and that the use of such credit reports are for a legitimate business purpose, such as decisions involving credit, insurance, or employment. 

Red fLag RuLe

The Red Flag Rule is an anti-fraud regulation created by the FTC in an effort to minimize identity theft. The Red Flags Rule establishes how certain types of businesses—such as mortgage lenders, banks, and other creditor institution—must 

develop, implement, and administer an identity theft prevention programs. The rules provide recourse when there is a victim and the rules were not followed. The law is referred to as the Red Flag Rule because prior to or during a breach, there are “red flags” or warning signs that companies should heed. A company’s program must 

include four basic elements: (1) identify red flags specific to a particular business, (2) have procedures in place to detect those red flags, (3) act to prevent and/or mitigate 
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the damage from red flags, and (4) maintain a red flag program within the industry. 

The Red Flag Rule suggests that the best manner by which to eliminate Red Flags is by instituting information governance protocols. 

the heaLth insuRance poRtabiLity and accountabiLity act

The Health Insurance Portability and Accountability Act (HIPAA) has required that computer systems be constructed to manage health information and medical records in such a way that these records may be exchanged with other persons within the medical field in the interest of better treating patients. Of course in doing so, the federal government has required that much of your personal information now be 

available online, which makes it susceptible to being stolen. Unlike some of the other regulations, HIPAA actually imposes a financial penalty for those in the medical profession who fail to develop and use such an electronic system. The penalty for a violation of an administrative simplification provision is $100 per violation (i.e., $100 per medical record). Obviously, those in the medical profession who comply with HIPAA need to also account for an information governance plan to ensure they are not likewise fined for a breach of this mandated electronic system. 

 Privacy under HIPAA

HIPAA also addresses the privacy of individually identifiable health information. It requires the adoption of a national privacy standard. The rule regulates protected health information that is both identifiable and transmitted or maintained by those connected with the medical profession. It also limits when an individual’s information may be disclosed. 

the heaLth infoRmation technoLogy action

Related to HIPPA, the Health Information Technology Action (HITECH Act) requires a medical office that has used the Internet in any capacity related to a person’s medical records to notify the patient when a breach has occurred. This act applies to anyone maintaining records for patients, including medical offices, hospitals, and vendors. The act allows patients to have some control in protecting themselves in the event of a breach notice of unauthoRized discLosuRe of pRotected heaLth infoRmation

The HITECH Act requires the responsible organization to notify affected individuals when it discovers that the patient’s protected health information has been—or is reasonably believed to have been breached. The requirements of the act apply to entities or individuals who work with or handle the PII included in patient records. 

The act further states that once a breech is discovered, the affected patient must be notified within sixty days. 
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notice of unauthoRized discLosuRe of peRsonaL heaLth RecoRds

The HITECH Act also includes a breach notification requirement for personal health record vendors. Organizations that have been breached are required to notify clients whose unsecured personal health information has been—or is believed to have been—breached. 

The Private Sector

cRedit caRds

The credit card industry has also issued security standards and reporting requirements for organizations that handle bankcards.6 It requires organizations that handle bankcards to conform to security standards and follow certain leveled requirements for testing and reporting. In 2005, Card Solutions of Tucson, Arizona, was a company providing services for MasterCard. Card Solutions was hacked by persons overseas who were eventually arrested by the US Secret Service. The breach itself, however, resulted in the theft of approximately forty million credit cards, and Card Solutions was required to reimburse for losses estimated at approximately twenty billion dollars. 

e-discoveRy

E-discovery, short for electronic discovery, is part of the legal activity of discovery, usually in a civil or government investigation or lawsuit. With the massive growth in the volume of data that is produced and held, courts have demanded that all data be discoverable. It is also very complex. It difficult to provide the exact information requested—and nothing more or less. 

In the days before the advent of ESI (electronically stored information), discovery was paper based. Most often occurring during a lawsuit or government action, a judge would receive a request or have a demand, and would order that the entity provide all documents that may be relevant to the matter at hand. 

The organization that was being ordered to provide the documents would cull 

through its files, find the documents they thought were appropriate, and provide them to the court. At that point, the court or the opposing side would begin review of the documents provided. Often, this produced a large corpus of information. The documents were delivered in banker boxes and could—depending on the case—amount 

to a huge volume that had to be reviewed for relevancy. There have been times during antitrust cases that the amount of banker boxes has been delivered in semi-trucks. 

Let’s walk through the old process in detail in order to understand e-discovery. 

Once the paper records were pulled and delivered to the attorneys, the lawyers 
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designated to review—usually junior attorneys—would sit and review one document at a time. As they read the documents, they would mark them and segregate them into piles. Some documents (classified as “responsive”) needed to be handed over to the court or the other side. Others were protected by attorney/client privilege, and still others were not relevant to the case. Once the initial review was completed, a second review of the responsive paperwork was carried out by more experienced attorneys in order to ensure only truly responsive data was handed over. 

After the responsive data set was complete, the divulging party would hand over the data to the receiving party for their review. The same process was then followed. 

A room full of attorneys would go through the documents one-by-one, looking for anything that was relevant to the case. Any documents that were relevant were added as evidence. 

This process was tedious, time consuming, and extremely expensive. It was also imprecise. This system relied upon people and their judgment to find the right documents and get them to the attorneys for review. Attorneys billed by the hour, and there was no way of hastening the process without jeopardizing the case. Many cases were never brought due to this process and the expense associated with reviewing an imprecise data set manually. It was not a great way to find information, but it was all that could be done with paper information and files in different locations. 

Why Should Corporate America Care? 

Beyond the obvious benefits of having an information governance policy to pro-

tect a business, are there other reasons those in charge of corporate America should embrace these concepts? The answer is a resounding “yes!” 

So far, everything we have discussed in this chapter has been about laws, regulations, penalties, mitigating liability, etc. All are sound financial and legal reasons for ensuring your company has a solid information governance plan. In today’s corporate world, however, those who run organizations have to take into account other factors that can affect their business. 

Any worthwhile corporate executive can read a financial statement or understand the principles of law by which their business must abide. Those in executive positions generally obtained their educations at good business schools and have earned their way up the corporate ladder. Yet although they have a sound grasp of marketing, resourcing, and strategy, too many of these executives are complacent about information governance, often leaving this critical mission to those within the organization who possess the necessary expertise in the subject matter and have specialized positions within the company.7 To these executives, this may appear to be a practical way of conducting business, but what they do not realize is that in the process they are foregoing opportunities that could enhance their company’s business model. 
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In today’s business environment, a successful company needs to strive to have transparency within the organization. Proper information governance planning and implementation, with the full support by those in charge of corporate decision-making, will set the tone for the company. Likewise, this type of forward thinking will easily make the distinction for all employees of the important role of information governance.8

Transparency is good for business for many reasons. Knowing that your company 

takes seriously the securing of sensitive information is reassuring to your customers. 

Through the transparency of your information governance program, the customer 

can understand the positive values that drive the corporation, and will better know what to expect when conducting business with your company. 

When employees understand what is being done with information governance, 

why it is being done, and the proper way the organization’s information governance program should be implemented, the employees’ jobs become clearer. This transparency allows employees to become more vested in the mission and take on ownership of their role in the information governance process. Work becomes more organized and streamlined, which results in the ease of performing more functions. Simplification of work processes results in job satisfaction, and this—in turn—results in happy employees, which is never a bad thing to have in the corporate world. 

Corporations can also gain a competitive advantage over their rivals through instituting information governance processes. “Good governance lowers the transactional frictions, risks, and costs associated with having unknown stakeholders with differing requirements involved in a decision.”9 Known decision-making processes enable better scoping of solutions and more effective tendering. Through these processes, companies can be better organized, causing their work to be performed better, faster, and with greater levels of success. 

“General acceptance of the need for governance raises the standard for how IT 

solutions are framed, procured, implemented, and managed.” Consequently, com-

pany projects are less likely to encounter problems that have not been anticipated. 

The corporation will also not incur additional costs or risk, and can avoid unnecessary potential negative publicity for either the corporation or the customer.10

Information governance is also good for the customers. Customers who know that their data—whether personal and proprietary—can be kept safe and secure are more inclined to be comfortable in conducting business. By outlining what the corporation’s information governance policies and that the customer’s information security will be assured, customers will have a clearer understanding of the company’s expectations and values, which results in a deeper comfort zone in conducting business. 

measuRing the coRpoRate vaLue

The problem with doing anything different or innovative in the private sector is that most believe there must be an immediate financial benefit for having incurred the 
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cost. Inherently, this is one of the issues to overcome with corporate acceptance of information governance. Information governance is not necessarily measured by 

what is achieved but rather by what is prevented. Hence, to receive no immediate or direct tangible benefit can actually be the sign of success. 

Every dollar that is spent is a dollar out of the company coffers. There has to be an education process in place not just about how to implement information governance but also how to measure its success. Without this understanding, it may be difficult to receive continued corporate support for such policies, whether that support is managerial or financial. Therefore, those wishing to drive these policies and ensure the necessary support must also be prepared to discuss the benefits as they are measured against other less protected organizations or improvements the corporation has made over prior years without such policies having been in place. 

cLosing coRpoRate thoughts

As technology took over the workplace, so too did the need for structured compliance in order to ensure uniformity. As you can tell from the laws and regulations covered in this chapter, the need is great for a written policy on how your data and network are maintained and managed, while the benefits of having such a policy are numerous. Companies perform more efficiently, customers receive greater assurance and security, and everyone benefits from greater success. 

Implementing information governance on a corporate level as technology con-

tinues to advance is a challenge all organizations today must face, and it is one that leaders of today and tomorrow must be willing to take on. If they don’t, they can be sure their competitors will. 
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Chapter  5

How Information 

Governance Fits in 

the New World

Creating, implementing, and maintaining an annual business information gover-

nance policy has to be a reflection of operating in today’s new world. Today’s new world requires every business and organization to safeguard information from the challenges of people, technology, and regulatory requirements. In order to succeed, businesses must focus on implementing a holistic approach to educating all employees on a number of issues. 

Issues in the New World

Every employee needs to understand that the new standard in being a successful business in today’s world is to be a safe and secure business. With high profile data breach events taking place each week, information security and governance is no longer just about information technology. Instead, information security and governance is about a holistic approach where every employee and every department of an organization has a responsibility to keep information safe and secure. 

Employees need to stay current on how its organization manages the collection, usage, storage, and transmission of sensitive and confidential information. Additionally, employees also need to understand how prepared their organization is in detecting Information Governance and Security. http://dx.doi.org/10.1016/B978-0-12-800247-6.00005-4
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internal and external threats, and that the company has a data breach response plan in place to support any data breach of both current and former employee or customer information. Figure 5.1 illustrates how companies are viewing the risks to data verses other more commonly known risks—such as theft and fire—with which companies 

have dealt for years. 

In 2012, the  Verizon Data Breach Investigations Report identified a common theme pertaining to the loss of sensitive information; demographics. Regardless of the size of an organization, all were experiencing data breaches via being hacked. Although different industries are getting breached for different reasons and with various methods of attack, no business was safe from the threat of being compromised.1

A critical response to the increasing data breach trend and cyber security threat is implementing an annual employee security awareness training program where 

employees are required to complete an annual review of the information governance policy of the business. 

For employees to be aware of security risks and vulnerabilities, it is 



important for them to understand two primary threats: insider threats and external threats. 

InsIder ThreaTs

While most employees behave with integrity, it is always a possibility that an employee could significantly impact information security and cyber security if they simply become careless or even go rogue. This could include unsuspectingly downloading a virus or malware, stealing data, deleting business-critical files, or even sabotaging computer systems. This type of threat is often the most difficult to detect 
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FIGURE 5.1  How cyber security risks compare to other risks. 
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since employees already have system access, and it can be challenging to distinguish normal behavior from a potential security issue. 

exTernal ThreaTs

There is no limit to the number of outside forces that could potentially harm even the most protected IT system. These external forces include computer equipment thieves, contractors, hackers, former employees, and organized crime. Those individuals that are an external threat have a wide variety of ways to attack businesses and organizations, so employees have to be educated about some of the common 

techniques that are used including denial of service (DoS) attacks and phishing. 

An employee security awareness training program will help your business and 

your employees stay informed on the most current cybersecurity and information governance practices. In due course, your employee training will become established, but employees will need regular updates and communication regarding changes in policies, standards, and best practices. Each year, every employee should complete the employee security awareness training to review existing and new information governance policies and procedures pertaining to both hardware and software. 

Finally, while the completion of the employee security awareness program should be an annual action item for every employee, employees should also receive regular communications (e.g., monthly or quarterly) in e-mails and staff meetings to update them on current security trends. 

BusIness sIze

A common misperception is that small or medium businesses (SMBs) do not require an employee security awareness program simply because the business is a small 

business with a small database. On the contrary, most SMBs—especially those with a database including personally identifiable information (PII)—are at risk of being targeted by identity thieves and hackers. The bottom line is that it only takes one event and/or device to breach any company’s defenses, regardless of the organization’s size. 

roles and responsIBIlITIes

Every business needs to be clear and concise in defining the roles and responsibilities for those individuals in charge of information governance. But most businesses make a mistake by assigning the job of information security and governance to one individual. The key to a successful information governance policy is the formation of an information governance committee representing multiple employees and departments within the business or organization. 
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The information governance committee’s responsibilities should include the 

following:



n   

Understanding the current threat environment including trends and security 

options; 

n   Creating and implementing security safeguards; 

n   Educate employees on cybersecurity best practices and procedures; 

n   Supporting cybersecurity best practices with senior management’s endorsement; and

n   Establishing and maintaining all security safeguards. 



Management support will be critical in helping the information governance com-

mittee lead a successful and comprehensive cyber and information security objective by providing guidance ranging from document destruction to operations to policies and procedures to security projects. 

Ultimately, someone needs to have responsibility. A committee is important in 

order to establish information governance as a cultural mainstay of the organization, but one person should have overall control. That person should not be an IT professional, although an understanding of IT is necessary. Instead, the person in charge should be more driven by compliance and adherence to policy and procedure. Many organizations utilize general counsel or the chief compliance officer, but each organization needs to make a decision that works for them. The person should be in a C-level position with this as a major responsibility. They must work closely with the IT people but be removed enough to see the broader picture. 

daTa Breach

So what is a data breach? A data breach occurs when company information or PII is or has potentially been taken or viewed by someone who does not have the right to access the information. Saying it another way, a breach has occurred when a someone intentionally or unintentionally releases, views, or steals data. The data involved can be anything that is not in the public domain, but of particular value is PII, personal health information (PHI), company confidential information, and company 

proprietary information. 

The most familiar type of breach is when a large company gets hacked, resulting in the loss of either customer data or corporate data. But the majority of breaches are not nearly as public. Most breaches occur due to the insider either maliciously or inadvertently taking or releasing valuable information. Also, there is the instance of an employee gaining access to areas of the company network that they should not and viewing sensitive data they should not. Often this may be a nonissue, but if this is occurring there is a good chance that other opportunities are available to those with nefarious intent. 
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accIdenTal vs. MalIcIous

A data breach can be malicious or accidental. A malicious data breach event applies to a perpetrator with the objective of accessing information that could be resold on the black market or utilized to transact an identity fraud event. An accidental data breach event, while not intentional, can be just as serious depending on the type of information that has been lost or stolen. According to the 2013 Ponemon Institute data breach report, “human or system error is still the cause of almost 66 percent of data breaches.”2

Today’s regulatory environment has significantly increased industry guidelines and government compliance rules that require businesses and organizations to 

improve and increase their governance of sensitive or personal data to avoid data breaches. Employees need to know that data breach events are an emerging risk 

management issue for all businesses in all industry groups of any size. Employees also need to know that no company can prevent itself from  ever having a data breach event. That said, businesses and organizations today are managing more customer, employee, and proprietary information than ever before. 

The protection of customer, employee, and proprietary information is now a priority for all businesses and their employees in managing the risk and total cost of a potential data breach event. How employees embrace and support the effective safeguarding of information can determine the success or failure of a business when thieves attempt to steal customer and employee information, business assets, business credit information, and even the business branding and reputation for financial gain. 

In recent years, identity thieves have learned that SMBs are an easier target than big companies, as big companies have more resources and have become better at 

protecting their assets.3 This means that SMBs have to do a better job in educating their employees. The 2012  Symantec National Small Business Study found that 83 

percent of SMBs do not have a cybersecurity plan in place and that developing an information governance plan should be a priority for any business.4

rIsk ManageMenT

Data breach risk management is a way to review and respond to the data breach risk factors that can negatively impact an organization. Employees need ot be aware of three primary data breach risk factors:



n   People: the insider threat, whether accidental or malicious, can include current and former employees, customers, associates, vendors, and independent contractors. 

n   Processes: including information technology, enterprise risk management, marketing/

sales, and human resources, all of which need to be aligned, defined, and documented. 

n   Technologies: tools on which you rely to conduct and grow your business are also being used to identify vulnerabilities and carry out cyberthreats on your business. 
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Data breach risk management is an important component of information governance. 

Such risks can be minimized by conducting pre-employment background screenings. 

Information technology security should be in place, including the use of firewalls and perimeter controls, anti-virus/anti-malware solutions, database security tools, and end-point security solutions. Collateral security measures should isolate and protect hardcopy employee, patient, and customer files. Vendor management should provide a review of all vendors and their security standards. Finally, an annual comprehensive security assessment can help ensure that each component is up-to-date and functioning properly. 

Many organizations look at cyber risk as a non-issue, but that trend is changing. 

Most businesses are now putting cybersecurity on an even par with other risks. As stated earlier, the FBI takes a similar stance. Cybersecurity is important and is getting more so each and every day. 

daTa assessMenT

Another important component of information governance is the completion of a data assessment of the type of information that is being collected, used, stored, and transmitted. Employee awareness of the following questions asked during data assessment will increase their understanding of and attention to information governance: n   What type of data (e.g., current and former employee records, customers information, patient information) are in your electronic and hardcopy files? 

n   What types of PII are included in your business data (e.g., name, address, social security number, driver’s license number, bank account information, credit/debit card, medical plan information)? 

n   What percentage of your data involves the collection, storage, usage, and transmittal of current and former employees and customers PII. 

n   What aspects of your business products, services, and technology are located within and outside your business? 

n   What is the value of your data assets if they were stolen and made public? 

n   Is the data that you store subject to civil fines and penalties if breached? 

n   What is your overall financial risk if data you control is breached? 

n   In which states does your business conduct business? In what states are your current and/or former customers, employees, or patients domiciled? 

n   Could a data breach damage your brand? If so, what is the potential impact? 

n   Does your business insurance include cyber/network liability insurance? 



Based on the above, every employee should be aware of their organization’s 

strengths and weaknesses. They should know the type of questions that are asked on the self-assessment, especially the type of questions that relate to each individual employee. And—of course—they should be made aware of the result of the 

self-assessment. 
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cosT of a Breach

The final point on data breach risk management is the cost of a data breach. According to the 2013  Ponemon Institute Cost of a Data Breach Report,  a data breach could cost your business up to $188 per lost or stolen record.2 Every business or organization should therefore ask whether they have “budgeted $188 per lost or stolen record that resides in your database in the event of a data breach?” 

checklIsT

Creating and distributing a human resource checklist related to the information governance policy to all employees will help outline the organizational rules specific to business travel, employment agreements, internet and online access, password management, social engineering, social media, the handling of sensitive information, tablets and smartphones, portable data storage, and employee security—all of which can be gaps in information security. The human resource policy checklist is a document that states what employees may or may not do with respect to information security. It is a working document covering the rules for information security within your business. It should explain the policies and expectations to employees so that they understand the rules and the consequences for not following the policy. 

Each business and organization has a unique employee skillset with unique 

employee experiences. This checklist is a working document that will change over time based on the employees’ professional experiences and responsibilities, along with the business objectives of the organization. Below are examples that can be included on the human resource policy checklist. They should be edited to support you organizational objectives. 

BusIness Travel

Business travel is necessary, and with travel comes the necessity to transport computers and other devices that include data and other company-sensitive information. 

The same threats apply to those working from home and on the road. While many 

airports, hotels, coffee shops, and other public places offer free Wi-Fi, free access rarely includes secure Wi-Fi. When traveling, employees need to avoid unknown 

and unfamiliar free Wi-Fi connections unless they are secured with a password and encryption. Caution should always be used when sending sensitive business and personal information. Employees should not send business documents and e-mails when using an unencrypted Wi-Fi connection unless a VPN is used, which will encrypt the email and its contents. 

Employees should never leave their company electronics or business related documents unattended in a public location, as thefts of laptops, smartphones, and tablets 
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are on the rise. Employees also need to guard any confidential information on their laptop, tablet, or smartphone screen from others. Anyone in close proximity—such as someone sitting in an airline seat nearby—can see what is on the screen. 

Another simple, common-sense rule is for employees to make sure all their 

devices are password protected and are locked when not in use. Nearly all new portable devices have the ability to be locked and even encrypted when not in use. A good information governance policy will ensure that only devices meeting a set of criteria will be authorized to transact business or hold company data. Additionally, as part of the policies surrounding portable devices, the device must be locked when not in use. Many people disable this feature in order to have quicker access when they need it, but the very slight time savings is not worth the risk. 

Most businesses today utilize portable storage devices (flash drives, external hard drives, etc.). These storage devices increase productivity by allowing employees to easily carry data without the need for access to a database. These storage devices need to be handled cautiously and should always be encrypted. There are USB storage devices that come with their own password protection and automatically encrypt data. But when storing data on mobile devices in the course of business, you can leave your business more vulnerable to data theft and misuse than when the data remains stationary on your network. Training and information about the risks are important, as employees will be your last line of defense. An additional item to consider is allowing employees to use their business devices for personal use. Whether it is loading applications, utilizing personal e-mail or just web surfing, employees can and will put your business in jeopardy of malware attacks, hacking, and data breaches unless properly trained and regulated. 

Based on the above, every business needs to determine which types of devices to use in the business and develop a plan for the management of all mobile technology. 

It continues to come back to an information governance policy and training. People are your biggest threat and can be your greatest ally. When you vet them properly and give them the tools and the training, you will find more productivity and fewer threats. 

eMployMenT agreeMenT

An employment agreement is a useful tool that allows employers to communicate 

company policy and establish boundaries at the onset of an employment relationship. A solid employment agreement, while not infallible, creates clear expectations, explains repercussions for not meeting expectations or following procedure, and does so in a way that is easy to understand with a clear message. Information governance is a straight-forward expectation, and employees must be held accountable for following the rules. 

The employment agreement should include the specific information gover-

nance policies that all employees are required to follow. An employee handbook 
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is an important part of maintaining awareness. Once received, regular updates and changes need to be communicated as the company grows and new threats are realized. The employee manual should be given to each employee when they start their employment, and they should be required to review and sign that they understand. 

The manuals can be a part of the ongoing employee training, but always have 

employees verify with a signature that they are aware of changes. When issues arise, the solution is in writing and has been agreed upon by both employee and employer. 

Good agreements make for good relationships, and an employee manual goes a long way toward putting everyone— management, employees, and stakeholders—on the 

same page. When employees do not comply with the information governance best 

practices, employees will increase the risk of data breach and the cybersecurity risk to both the employees and organization. Providing this information regularly assists in protecting both your employees and your business. 

InTerneT and onlIne access

Internet and online access protocols not only protect the business but can protect the employee as well. The more employees understand this, the better protected your business will be. When explaining this to employees, they should be given an understanding of what constitutes PII and company confidential information. They should be concerned with things like passwords, e-mail addresses, Social Security numbers, client lists and their PII, and business plans among many, many others. 

Most people seem to struggle with the “why” when it comes to online security. 

Giving them real-case examples and an understanding of why the rules makes sense can help to instill a culture that builds on the policy foundation. Employees should have at least a cursory understanding of the threats and how following the policies can have a positive impact on the business. Applying similar policies at home can benefit and protect them personally. Before providing personal information to anyone, employees should verify that they are a trusted source. For example, a bank would not send out personal inquiries by e-mail, so if someone is seeking business or personal information, employees should ask why the information is being requested. 

A simple yet often times ignored rule is to ban employees from changing or 

eliminating software or hardware systems put into place to protect the business. In addition, although web browsing is an important resource for research and communicating with clients. there are many threats on the web that can be encountered during everyday browsing. Safe browsing is something that includes not just technical security but good practices. Businesses should have an Internet usage policy that clearly explains to employees what they can and cannot do when using business systems to connect to the Internet as well as why this is important. 

Every business needs to educate its employees about the content of the organi-

zation’s Internet usage policy. Providing the information is important but ensuring 
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understanding is more so. Employers should provide ongoing security awareness by regularly communicating with employees about safe browsing practices. Companies need to explain to employees some basics, such as how to check the URL of websites they are visiting in order to avoid visiting dangerous website. They also need to know which sites are particularly dangerous and why people should not click on most links within websites. 

password ManageMenT

Passwords are used to protect access to business information and online tools. If employees are not careful, however, others can use their passwords to access important business and personal files and information, and even gain entry into the network and take control. Common security problems with the use of passwords in 

businesses include employees writing their passwords down and posting them in 

places where others can see them, keeping a file on their computer labeled “passwords” that contains all other passwords, or even sharing passwords. As was stated earlier, when an employee loses control of their password it becomes very difficult to determine who is accessing the system, which leaves not just the system and the data but also the employee in jeopardy. A robust password system should be implemented that makes it difficult to steal passwords and forces the use of more passwords that are difficult to crack.Many employees do not change their passwords on a regular basis, which is another very important part of a policy that needs to be automated to drive the change. Password security is an important of part of both personal and business security. Changing the culture of the enterprise to include a focus on passwords is a great first step at changing the overall culture toward a more security minded business. 

Every business should have a password policy. Both businesses and employees 

should consider the following when creating a strong password:



n   Avoid common words such as  password and avoid simple sequences of numbers such as 1234. 

n   Avoid easy-to-guess personal names, such as a child’s first name. 

n   Create passwords that are at least eight characters in length. The more characters that are used the better. Some financial and defense contractor companies require 14–20 character passwords. Utilize special characters when possible and not just numbers and letters. 



Employees can create strong passwords by including a combination of uppercase 

and lowercase letters, numbers, and special characters (e.g., !, $, #, or %). 

Businesses need to explain to employees that strong passwords are the base-

line for data security and that they are important to their personal online security as well as the business’s security. It should be mandated for employees in the business 
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environment and highly encouraged in their personal lives. Some rules that should always be incorporated into a strong password policy:



n   Keep passwords confidential. 

n   Change passwords regularly. Your business should require employees to change their login passwords at least every three months. 

n   Avoid use of the same password for multiple accounts or systems. 



Additionally, consider using a password manager (a program that generates and 

stores random passwords) that takes the creation of passwords out of the employee hands and creates very strong passwords. 

socIal engIneerIng

As we have previously discussed, social engineering takes place when someone 

manipulates an individual in order to obtain information about a business, its computer systems, or individuals within the business. Criminals use social engineering in order to gather the information they need to commit fraud, to steal, or to gain access to or control of computer systems. Normally, they will seem to be credible and often times helpful. They may claim they have a legitimate connection to the business or with another employee. Some will impersonate the government in order to use fear to get what they want. They will often ask for or demand information such as phone numbers or account information, or have the employee open e-mails with attachments. Sometimes this ploy can go completely unrecognized. Sometimes it is figured out but usually after the fact when the damage is already done. These tactics are popular because they work. It is important for employees to know how social engineering works and always to verify identity before giving any information. 

Through policy changes, cultural changes, and training, employees will become 

more suspicious of any phone calls, visits, or e-mail messages from individuals asking about employees, their families, or the business. The idea that there are individuals and groups that look to manipulate and take advantage of people’s good nature is often times hard to fathom. Citing real-world examples and having experts talk and teach can help to reinforce how important being suspicious is. This all should be part of your ongoing security training. Ask employees to verify the identity of anyone suspicious. When in doubt, ask a supervisor or a colleague for help. Likewise, employees should always report any suspicious activity—including actual or perceived social engineering attempts—to a supervisor. 

As your employees increase their awareness, you may have issues brought to 

your attention. Your reaction should be to safeguard those assets that may be targeted and to ensure that others within the organization are aware. Additionally, contacting law enforcement may help to stop the events from happening again.For exam-

ple, if there is reason to believe your business banking information may have been 
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released or stolen, contact your bank immediately and ask them to help you secure your accounts. It could even mean closing your accounts and opening new ones. If the breach involved or was suspected to involve employee or customer PII, contact law enforcement and a provider of data breach notification and remediation. You may have a legal obligation to notify those whose information was impacted. 

socIal MedIa

A social media policy will provide a detailed explanation and clarification for all employees and vendors on what company information and/or issues can be 

discussed within and outside the business. This policy should include basic ten-ants and the negative impact on both the company and employee if this policy 

is ignored—either accidentally or on purpose. Social media policy components 

should include:



n   Disclosure of employee identity when representing the company; 

n   Honesty and transparency in all communications; 

n   Consistencv on all social media platforms; 

n   Prohibiton of flaming or bashing, which can result in hostile Internet interaction; n   Prohibition of paying anyone outside the business to write an endorsement; n   Employee education and training specific to social media policy changes and updates; and

n   Employee and employer protocols for any crisis-related event. 



Social networking sites like Facebook, Twitter, and LinkedIn can be excellent 

tools for your business to reach potential customers and build stronger relationships with clients. But social networking sites are becoming a popular way for cybercriminals to try to exploit the information they provide to get your personal or business information in order to hack into your personal or business computer systems. If your business uses social networking sites for marketing or professional purposes, we recommend that a dedicated individual (or group of individuals) be appointed to post content in your business’s name. 

Social networking should be addressed in your business’s Internet usage policy Here are some social networking recommendations that you should consider:



n   Be clear on what information about your business can be posted and who is 

authorized to do so. 

n   Do not post sensitive business information in the business profile or your personal posts. 

n   Be careful using applications on social networking sites. Many of these come from third parties and may have malware installed or may not be secure. Always check on the application provider before downloading
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n   When communicating through social media, be suspicious of any messages that ask for sensitive business information or about employees and their families. Be suspicious of requests to link to people that you do not know. 

n   Think before you post. Posts to social media sites are generally permanent and even if not, others can take screen shots to make them permanent. The basic rule is if you post a comment or a picture it is available forever. You cannot pull it back. 



While at work, your employees are also likely to use social media for personal reasons. Social media is part of the fabric or most people’s lives and it needs to recognized as such. It is important that employees follow similar guidelines to protect their own information when using social networks. These guidelines will protect them personally and your business’s networks and devices as well. 

sensITIve InforMaTIon

Handling sensitive information requires employees to use discretion and confidentiality and your business to have systems and procedures in place to ensure that sensitive information is kept secure. The sensitive information could be customer or employee PII, internal business or financial records, or business plans. The loss, misuse, or modification of this type of data could result in irreparable hardship to your business. It is not just the loss of the data that causes harm; it is also the reputational impact, the revenue loss, and the litigation and regulatory issues that may result. 

Some recommendations for handling sensitive employee and customer informa-

tion include:



n   When important or confidential information is not being used, keep it locked up and restrict access. With digital information the best means of securing the data is by keeping it safe physically as well as protecting it with encryption and limiting access. Keep paper documents under lock and key, preferably in a fire safe. 

Sensitive information should always be labeled as such whether in paper form or digital form. This naming convention should go across all digital formats. Digital information can be grouped by category and level of sensitivity, and stored together in a specific database. Employees should be trained in proper handling. 

n   A data retention policy is a part of any information governance program. The policy should specify how to properly dispose of all types of files, electronic as well as paper. 

n   Storage media should be wiped and then physically destroyed. Don’t just throw out an old hard drive; drill a hole in the case to destroy the platters to ensure it is completely unrecoverable. 

n   When destroying paper records, use a high-quality cross-cut shredder or professional documents destruction company. 
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n   Anyone working remotely should only work on sensitive data when using a VPN. 

n   Have clear and defined access limits for people, particularly contractors and those working remotely. Monitor their access. 

n   When working remotely, everyone should be utilizing a secure wireless system as well as the VPN. 

n   While traveling avoid the use of public or unknown wireless connections. 



Working remotely is a requirement in most businesses today. There is great value from a productivity standpoint, and with proper care and planning it can be done effectively and safely. A good information governance program promotes that care and planning. The implementation needs to be evaluated regularly, as this can be a very vulnerable area for any business. 

TaBleTs and sMarTphones

Devices such as tablets and smartphones offer new and exciting functionality. These devices are mini-computers that can be used to manipulate and store data much like a full-size computer. Due to the incredible features and abilities of these machines, they can be the means by which cybercriminal steal information or users make mistakes and release data when they shouldn’t. 

Due to the portability they also are easily misplaced and stolen fairly often. With the power and storage capability they have, they need to be managed very closely. 

Users need to understand their significance. If they are stolen or compromised and not encrypted or locked, the consequences to your business can be significant. Many phones have a direct pipe to the network, and if that falls into the wrong hands, the results would not be good. 

The following recommendations will help you decrease the risk of losing data 

from mobile devices:



n   Smartphones and tablets should have the same or more stringent security requirements as laptops due to their size and propensity to be lost or stolen. Activate the settings that auto-lock the phone or tablet when not used for a short amount of time. 

n   Utilize available encryption capability for e-mails. 

n   Back up your device contents on a regular basis. 

n   Ensure that security such as anti-virus software is installed on the device. 

n   When a phone or tablet is stolen, it should be reported to the police. Be certain to retain the serial number of each device so it can easily be handed over to the authorities. Additionally, install or activate tracking on the device so if lost it can be located. Finally, load software that enables a system administrator to wipe the device remotely. This is particularly important in the event of the device disappearing or an employee being discharged. 
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porTaBle daTa sTorage

Technology today has developed to the point that enormous amounts of data can be stored on portable devices. Portable hard drives can hold terabytes of information. So much data can be stored on these pieces of equipment that you may be able to store all the data from your business on a single hard drive. While DVDs and CDs are still used, they have for the large part been replaced. USB devices such as flash drives and external hard drives have taken over. The cost and convenience of portable devices is excellent. 

There are issues, however. The risk of infection by a virus or malware is high, particularly with flash drives. Due to their very nature (small and portable) they can be lost or stolen easily, and they can be targeted by cybercriminals. In one case, a criminal dropped several USB flash drives loaded with malware into a parking lot of a large company hoping someone would pick one up and plug it into a company computer. It worked. 

There are a few simple rules to follow when dealing with portable storage devices. 



n   Only use devices that have encryption capability to store sensitive or PII data. 

n   Have clear rules for what data can be stored on what devices. Train your employees on the proper use and control of each device. 

n   Properly label each device with the company name and contact information. 

n   Properly dispose of older devices

eMployee securITy

An information governance policy has a duty to ensure that the business is hiring and managing employees in a fair and equitable manner, while making certain that those hired are honest and trustworthy. Additionally, a system of ongoing vigilance and recurring evaluation needs to be in place to maintain a high level of integrity within the work group. 

A few of the items to consider implementing in your policies are below. Please keep in mind that management should always consult with human resources and 

legal when it comes to employee issues. Information governance is designed to help promote a better work environment. Poorly written policies and procedures can result in legal and personnel issues, so make sure they are written property. 



n   Include in your employee manual a section on information security. Make sure it spells out what employees are allowed to do and what they are not. Included should be the repercussions if a data breach is the fault of an employee. Pre-employment background checks are an absolute must. Likewise, there are pre-

employment integrity tests that are available to verify that you are hiring people who can be trusted. Most businesses never screen employees again, but it is 

important to recognized that situations change and employees can have events in their lives that should preclude them from having access to your data. It is a good 
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idea to do annual background checks on anyone that has access to your confidential data. This can often be a condition of employment. 

n   All employees must sign—and should re-sign annually—noncompetition, non-

disclosure, intellectual property agreements, and other contractual agreements that are necessary for their jobs. 

n   All employees as a condition of employment should have to be trained and sign an agreement regarding their security responsibilities. Additionally, all contractors should have to go through the same training and sign off. 

n   Finally, business must clearly communicate the consequences and follow through on any actual event. Not following through with accountability can lead to a lax attitude regarding cybersecurity as well as security in general. 

TerMInaTIon of an eMployee

One of the more dangerous times from a cybersecurity standpoint is the termination of an employee. There are many documented cases of damage and theft being done to networks just before and right after being fired. Letting go of an employee is never easy, but taking proper steps to secure your network and data is vital. 

Keep in mind that dismissing contractors can have similar dangers. Information technology employees and contractors are particularly difficult. A few helpful hints: n   Lockout the employee or contractor from accessing the network immediately 

upon notification they are leaving or while you are discharging them. 

n   Collect all company owned devices and computers from them, even phones. They should not be allowed to wipe the hard drives. 

n   Make a forensic image of any device you intend to repurpose. 

n   Inform a more senior and trusted IT person of the discharge and have them verify that the person no longer has access to the network

key words, phrases, and defInITIons

An understanding of key words, phrases, and definitions are important in order for the employer to be able to support employee education and awareness. These key words, phrases, and definitions will serve as a point of reference to current and future information governance objectives. 

According to the Privacy Rights Clearinghouse,  which is a California-based nonprofit consumer organization that tracks and reports on privacy and security laws along with publicly known data breach events, there are eight types of data breaches including:5



n   Unintended disclosure (DISC): Sensitive information posted publicly on a website, mishandled, or sent to the wrong party via e-mail, fax, or mail. 

n   Hacking or malware (HACK): Electronic entry by an outside party, malware, and spyware. 
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n   Payment Card Fraud (CARD): Fraud involving debit and credit cards that is 

not accomplished via hacking, such as skimming devices at point-of-service 

terminals. 

n 

Insider  (INSD): Someone with legitimate access—such as an employee or contractor—intentionally breaches information. 

n   Physical loss (PHYS): Lost, discarded, or stolen nonelectronic records, such as paper documents. 

n   Portable device (PORT): Lost, discarded, or stolen laptop, PDA, smartphone, portable memory device, CD, hard drive, data tape, etc. 

n   Stationary device (STAT): Lost, discarded, or stolen stationary electronic device such as a computer or server not designed for mobility. 

n   Unknown or other (UNKN). 



In addition, the following definitions of identity theft, types of identity theft, types of scams, and identity theft resources will help employees support their information governance objectives. 



n   Consumer Identity Theft: The FTC defines “identity theft” as a fraud that is committed or attempted use of a person’s identifying information without authority. 

In essence, if you use someone else’s information to benefit yourself, you are committing identity theft. 

n   

Personally Identifiable Information: PII is data that are used to identify an 

individual. Think of Social Security numbers, addresses, names, and contact 

information. 

n   Personal Privacy: Your personal information is more than just your PII as defined above. It is your activity that is tracked such as medical information, employment history, and shopping habits. Everyone has a right to the privacy of this information. The theft and misuse of it is illegal. 

n   Password Management: Password management is the effective use of the most 

basic of security measures. As we stated earlier, using weak or easily defeated passwords is unacceptable and bad for business. 

n   Child ID Theft: This is a fast growing segment of the identity theft world. It has become popular because most parents do not even realize the theft has occurred until the child needs to establish credit for a job or school. 

n   Criminal ID Theft:This type of identity theft occurs in relation to a crime. If someone successfully uses your identity when receiving a traffic ticket or even is arrested for a felony it goes on your record. If the person gets out on bail, it becomes your responsibility to clear your name. 

n   Employment Fraud ID Theft: Employment fraud is when someone uses your 

Social Security number and good credit and background to gain employment. 

This become bad news at tax time for the victim. 

n   Financial ID Theft: The most known and recognized form of identity theft. Someone steals your identity in an effort to get credit or open fraudulent bank accounts. 
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n   Governmental Benefits ID Theft: Another type of theft designed to gain access to benefits provided to another, such as social security, welfare, or unemployment. 

n   Medical Benefits ID Theft: Also known health record identity theft. This is the fastest growning form of identity theft. This occurs when someone uses another persons health records to obtain medical care. Medical records are now mandated to be digital by 2016 and as such will become more portable. Think of a health record victim having an emergency procedure in another state and due to the 

ID theft the physician pulls up the wrong data. This takes identity theft from a financial loss to a serious health concern…or worse. You can also end up getting a medical bill for services you did not receive. 

n   Senior ID Theft: Another growing concern. Seniors are vulnerable and often are not as aware of the threats in technology. 

n   Social Media ID Theft: This is often a means to an end. Social media information is stolen and used to social engineer someone else to gain access to a company or a network. 

n   Synthetic ID Theft: By utilizing fake identities to come up with a brand new identity thieves can avoid detection and still reap the benefits. This can be much more difficult to perpetrate but it can also be very lucrative. 

n   Cybercrime: In today’s world the criminals are learning that cybercrime is easier and more profitable than traditional crime. Cybercrime is using electronic means to steal information or other items. As technology has become more pervasive 

cyber crime has followed suit. 

n   Pharming: The process of redirecting Internet domain name requests to false websites to collect personal information. 

n   Phishing: The use of e-mail to get victims to provide confidential information. 

Spear phishing is the same scam but targeted at one individual. This is what we think of when we think of spammers. 

n   Skimming: Some thieves will steal debit or credit card information by using a skimmer. These devices record all the card’s information, which can be used to make fraudulent cards. Skimmers that look identical to the actual ATM card slot can also be attached to the front of ATMs. 

n   Spoofing: Spoofing is where a fake website is developed in order to collect PII that unsuspecting victims provide through the use of Spyware which, is a virus that is downloaded onto a computer without the owner’s knowledge. It can either cause damage or collect and transmit PII. 

n   Vishing or Voice Phishing: This scam involves sending an e-mail in hopes of getting victims to call a voice mailbox to disclose sensitive financial and personal information. 



According to an August 2011 Digital Forensic Association (DFA) report,  The Leaking Vault: Six years of Data Breaches, the DFA found that in the past six years 
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an average of 388,000 records per day were lost or stolen, approximately 15,000 

records per hour were lost or stolen. We need to be prepared. We need to be aware. 

We need to have systems in place to combat the threats that are changing and evolving. A solid information governance program can give you the base for protecting your business, but it needs to be in the fabric of the organization. Everyone must buy in and senior leadership needs to lead the way. 
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Chapter  6

The Human 

Element

Human beings are inherently unique, and it is this uniqueness that makes it difficult to predict what people will do. This is the problem with humans when it comes to information governance. Controlling behaviors and mitigating bad behavior is just another reason for establishing clear information governance policies and procedures. 

Any business dealing with personal information could face serious consequences if employees fail to keep their clients’ information from the public, predators, or anyone who could misuse the information. Companies dealing with intellectual property will need to keep their employees from talking about their projects with anyone outside of the company. Excited employees who want to share what they are doing with family could accidentally leak secret parts of a story or schematic. Inadvertently starting a rumor could jeopardize the company’s project, product, or presentation. 

Sharing plot details for a television show or movie could spoil the experience if the details were revealed and posted on the Internet. 

When addressing the human role, information governance has been described 

as “the specification of decision rights and an accountability framework to encourage desirable behavior in the valuation, creation, storage, use, archival and deletion of information.”1 Note the focus on the “desirable behavior” of the employees when handling the information of an organization. Information governance involves Information Governance and Security. http://dx.doi.org/10.1016/B978-0-12-800247-6.00006-6

75

Copyright © 2015 Elsevier Inc. All rights reserved. 

76  Information Governance and Security

many procedures that can be difficult to implement in the work place and must be meticulously planned. An organization must identify by whom, for what, why, and how information will be used. If successful in implementing and maintaining the effort, the business can mitigate risks while operating efficiently. A good information governance plan that accounts for the individuality of humans can not only ensure a business will survive in the modern era but can help the business thrive as well. 

Although they can be exception to every rule, employees will not always benefit the organizations for which they work. For a host of reasons—lack of proper training, unhappiness, criminal intent—employees are at the root of most problems surrounding compromises of information. As mentioned in chapter one, we need look only so far as Edward Snowden, the self-described whistleblower who allegedly took thousands of electronic documents from the NSA and has shared with those who are not necessarily allies of the United States. National security issues aside, the purported acts of Mr. Snowden have vastly changed the way in which much of the world views America’s government in general and the NSA in particular. 

So how exactly do employees affect information governance? It all depends upon what policies have been put into place and what has been done to ensure employees are following these policies. 

Cyber

Cyber security is a major concern when it comes to the human element of information governance. After all, most records are electronic, and humans are operating the computers and all the other electronic equipment necessary for companies to operate. 

Let’s take a look at some of the common pitfalls that are present when human beings are handling sensitive information. 

Social EnginEEring

As we have reiterated throughout the book, the major concern is about companies having their sensitive information unnecessarily released to others who should not have access. Once of the most common forms of unintentionally releasing information is through social engineering. 

Social engineering used to be all about saying the right things to an employee who could be unwittingly duped. As human beings, it is our tendency to want to help. 

Someone calls a company and tells the employee they have lost the information that had been sent to them and asks could they please resend it. The caller knows the right things to say and usually has a few names of company executives to mention in order to add credibility to the request. Part of the theme in social engineering is to create a sense of urgency (e.g., “I have to have this information immediately for the boss!”). 
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As technology has grown, social engineering has moved from contact in-person 

and over the telephone to the computer screen. Keeping information properly hidden from those who do not have clearance has never been more challenging. The less tech-savvy your employees, the more susceptible they are to social engineering. 

The attack could be in the form of an e-mail with a link to a nefarious website that infects the corporate computer with malware. Or perhaps someone in the organization has posted their résumé on a job search website, listing their position in the company and the specific projects they are work on. This could allow someone posing as a potential employer to conduct an interview for more details; details they hope will include information they can use. 

Those in charge of information governance must make sure good employees 

understand how easy it is for social engineering to jeopardize vital information. They also need to ensure proper training has been provided so that information is stored securely and according to company policy. With the proper education and training, good employees can make information governance a solid barrier between your 

organization and those who would do your company harm. 

PaSSwordS

Another example of an employee not practicing good security measures would be 

the use of a simple password. Most employees do not fully appreciate the nuances of computer security, so they use simple passwords that are easy to remember. Unfortunately, a simple password makes it simple for a hacker to break into the system or for a social engineer to obtain. This affects information governance because it heightens the risk of security breach. 

Although we wish for employees to use more complex passwords, we likewise do 

not want them to have to write their passwords down, as doing so will create a situation where this information might be discovered by someone who will have nefarious intentions. Instead, the key is to educate employees on how to create a complex password that is easy to remember. 

A basic formula for a complex password that is easy to remember uses dates that are familiar to the individual, such as the year of their wedding or the birth of their children. These are then strung together in such a way that compromising the password would be virtually impossible. 

Let’s say, for example, that an employee has two children, one born in the year 2000 and the other in 2005. Combining these numbers into a password it might look something like this:



2000plus2005 = 4005 

This creates a password that utilizes numbers, upper and lower case letters, 

and symbols, all combined in a way that is easy to remember. Additionally, this 
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password formula can be individualized for each different program the user accesses by adding a simple extension to the end. For example for Facebook the password might look like 2000plus2005 = 4005FB. For a LinkedIn account it would look like 2000plus2005 = 4005LI. The password formula is simple enough for all employees to comprehend yet provides a high level of strength to address security concerns. 

intErnEt USE

In today’s world almost every employee has access to the Internet at work. But what your employees are actually doing on the Internet can present a threat to your company. 

The first consideration is whether your company has an Internet usage policy for its employees. From a standpoint of productivity alone, you probably don’t want your employees surfing the internet or updating their Facebook profiles all day long. 

There is nothing wrong with affording some Internet leisure time during the day, but having general guidelines for use can ensure that employees do not become overly distracted from their work. 

The next issue related to Internet usage occurs when employees access their social media, whether it be at work or home. What are they saying about the business? Dis-paraging comments about the company can easily go viral and negatively impact the company’s reputation. Furthermore, employees posting openly about ongoing projects can reveal to competitors your business opportunities. For example, you would not want an employee telling someone about your next million-dollar venture via a Facebook post. A solid information governance policy should take into consideration social media use both on and off the job. 

Finally, visiting unapproved websites offers the possibility of inadvertently 

downloading malicious software to your company’s computer system. Many com-

panies have policies in place regarding the use or distribution of both personal and corporate information. Access to information is easier today, as most organizations have implemented internal computer systems along with their Internet access. As a result, if an employee does not make sure the data are “accurate, protected and easily managed, companies are losing millions of dollars in avoidable costs.”2 In addition, accuracy, ability, and privacy are hard to manage as the “storage requirements are doubling every 19 months.”3

The use of the Internet allows an employee to knowingly or unknowingly share 

sensitive information if they are careless about entering data, share their passwords, disregard security measures, leave their laptops or tablets unprotected, or leave computer screens unlocked. Once a company’s information is compromised losses are incurred in a variety of ways, including loss of customers and reduced client loyalty. 

Internet usage policies, along with software filters to block access to unapproved sites, can pay huge dividends in keeping your company safe and secure. 
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thUmb drivES and laPtoPS

An employee’s use of something as small as a thumb drive or as commonplace as a laptop can have serious consequences for an organization if not properly regulated by an information governance policy. Today thumb drives are as common in the office as pens and paper. But unlike pens and paper, thumb drives are often used to store sensitive data as it is moved from one computer to another. It is the use and transportation of thumb drives, the very purpose for which they are designed, that raises several issues of concern. 

To mitigate the potential for human error, the information governance plan should address the issue of thumb drives by limiting their use by employees to only devices issued by the company. The policy should also stipulate that they may only be used on company machines. You do not want your employee plugging a company thumb 

drive into their personal computer or, worse yet, the computer of a third party. Despite all of the malware filters and other precautions your company has taken, it can all be undone by an employee inadvertently installing malware or spyware on the corporate system because their thumb drive was exposed on another system. Never should a thumb drive be plugged into a hotel computer while on business travel. Companies know their competitors travel for business, so it is not uncommon to find spyware loaded onto computers that hotels offer their guests. When using a thumb drive on someone else’s computer, you are not just using their computer; you are using every other computer to which that computer has been linked. 

It is human nature that when we find something we believe has been lost, we wish to return it to its rightful owner. If an employee finds a thumb drive in the company parking lot, the tendency is to plug it in with hopes of locating the owner. But what if that thumb drive had been purposely placed in your company’s parking lot for the very purpose of downloading spyware onto your system? Employees need to be educated about these dangers. The proper procedure would be to turn any found thumb drives into the IT staff for examination on a computer system that is not connected to the company’s network. 

Like thumb drives, laptops also are a modern day business convenience that can pose potential corporate threats. Most laptops issued by companies carry within them sensitive information. Because humans can be careless, the information governance policy must also address how the laptop is used and maintained. 

If employees bring a laptop home from work, it should never be left in the car, even for a short period of time and especially not overnight. When traveling, laptops need to be either with the employee at all times or remain locked in a hotel safe. 

Every day, laptops are stolen from the back seats of cars, from hotel rooms, or at conferences while employees are distracted. The laptop can easily be replaced, but it may be more difficult to replace the information it contained. One laptop containing the personal information of thousands of individuals that was stolen from an 
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employee of the Department of Veterans Affairs resulted in the government having to pay $20 million to settle a class action lawsuit.4 If the government can be held accountable, certainly so can the private sector. 

The information governance policy on laptops should also address how they 

are used when traveling overseas. Foreign governments, even those friendly to the United States, have been long known to seek proprietary information from business people traveling to their countries. There have been recorded events of computers being forensically analyzed while the traveler is passing through customs. After all, with the help of their government, it is a lot easier for a foreign business to steal our trade secrets rather than invent their own technology. For this same reason, laptops should never be left behind unattended in a foreign hotel. 

As a general rule, when traveling with a laptop either domestically or abroad, it is a good idea to use a machine that has limited corporate information on the hard drive, if any at all. Better to carry this information securely on a thumb drive, which can be plugged in and accessed as needed. 

EncryPtion

If your company routinely encrypts its important information, that’s great. If not, you should think about doing so. By encrypting data that is being transported on a thumb drive or laptop, you lessen the potential for damage if the information lost or stolen. Encrypting data transmitted over networks can be an added layer of protection. 

This encryption removes the human element to a certain degree; an element prone to improper handling of data during the transfer, creation, and deletion of information.5

Physical Acts

While cyber losses of sensitive data are of a major concern, statistically they account for only about 30 percent of all compromises. The importance of this chapter lies in the fact that the other 70 percent of the losses of sensitive information are a direct result of human interactions with other humans. 

EmPloyEE backgroUndS

In today’s society most employees work for companies for the paycheck and—it is to be hoped—because they enjoy their work. Employees are the lifeblood of companies without whom the mission of the organization could not be accomplished. It a symbiotic relationship, much of which relies on trust of one another. Employees trust they will be compensated for their efforts, and companies trust their employees will perform the work as agreed. 
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Part of this trust equation assume that those in supervision have empowered their employees with access to a myriad of aspects of the business, most notably assets and information. With demands of data production and retention increasing, the trust that companies need to place upon their employees is continuing to grow exponentially. 

But as these demands continue to grow and employees are afforded greater access to sensitive data, employers must have the necessary confidence in their workforce to sustain the necessary level of trust. Pre-employment screening of various degrees (depending upon the level of access and security required) should be part of your company’s information governance plan. 

As was stated in Chapter 1 and according to Mark Pribish, vice president of Merchants Information Solutions, a company that conducts integrity test for new hires, 

“one in eight employees will present a threat to their employer at some point during the term of their employment.” Pribish goes on to say that at some point in their career, an employee who does not possess a high level of integrity may become disgruntled and act upon their feeling of dissatisfaction by taking it out on the company. 

Their acts could include purposeful disclosure or destruction of sensitive information. Of course, these rogue employees are not only hurting the company; they are hurting their fellow employees and the victims of the disclosures and destruction as well. 

In many ways information governance involves a certain level of trust. You must be able to trust employees if you expect them to help the company succeed. This is the reason companies have to be so careful when hiring potential employees for positions that require a high level of security discretion. Companies can use a variety of personality tests, background checks, and other miscellaneous examinations to evaluate whether a potential future employee would hurt or help your company. If an employee is trusted to be diligent in protecting the company’s best interests, an information governance system of protocols and procedures will help the employee succeed in this mission. 

lack of information govErnancE EdUcation

Many of the things already discussed in this chapter revolve around an employee knowing what to do and what not to do. Although some actions are not necessarily intuitive, none of the tasks that support a good information governance policy are overly complex. 

Education must be a fundament basis of the employee’s initial training, and it should be continued on a regular basis throughout their employment. A well-informed employee who has been educated to the dangers and the solutions is far less likely to create issues that threaten information than those who have not. 

In most companies, the average employee will not be techno-savvy beyond what 

they use in everyday life. They may know how to operate a computer but think little 

82  Information Governance and Security

about the pre-installed software designed to protect them. Good computer security practices are learned behavior, as are the behaviors to ensure physical security. As technology and physical issues change, so must the training. Training—at least on an annual basis but preferably more frequently—should be incorporated into your information governance protocols to ensure all employees are striving to protect the organization. If a company takes the time and spends the money on training their employees, it will not only prevent loss of information but have the added benefit of improving the efficiency of the organization across the board. 

Additionally, management should be assigned the responsibility of monitoring 

their employees’ adherence to information governance security policies. Once again, it is human nature that, despite the best of intentions, people will become complacent over time unless they have a reason to be more vigilant. Obscurity through security is not the answer. Just because employees do not see a threat does not mean that a threat is not present. Therefore, rather than have your employees become more vigilant by responding to loss of sensitive information that could have been prevent through good information governance security practices, have management delegated to monitor their compliance in order to ensure such an event does not occur in the first place. 

not following PoliciES

Once employees have been properly educated, they need to follow the organization’s procedures. Although procedures are set in place to avoid risk—and despite being educated about these risks—a certain percentage of people will elect to disregard the procedures. 

Employees fail to follow information governance procedures for a variety of reasons. They may find that the rules are too taxing, take too long, or are more difficult to implement than actually dealing with a compromise. An example of this would be an employee failing to properly document that they have physically removed data from storage, even though they have the authority to do so. The procedure might be for them to document what was taken along with their name, employee identification number, and the time. If an employee decides to forego documenting this removal because it is too time consuming or they plan to replace the data quickly, the information governance process has been corrupted. Furthermore, once an employee feels comfortable foregoing the process, it is unlikely they will adhere to it in the future. 

As important as it is for employees to adhere to established information governance policies, it is equally as important for these policies to be correctly managed. 

If employees who are in supervisory positions recognize that there is a risk—

whether it be personal, hardware or software related, or any other possibility—but fail to report and address violations, the corruption of the information governance policies is deepened. Such negligence on the part of supervisors also provides 

The Human Element  83

subordinates with tacit authority to ignore policies, believing that violations of are not of significant importance. 

Because the IT staff of a company is generally small in comparison to other 

departments within an organization, it unrealistic to hold IT accountable for all violations of IT security that may be committed by an employee. Information security is much more than just IT. Rather, everyone in the organization should have a role when it comes to enforcement of the policies. 

Employees should be empowered to report violations to management, and man-

agement should be empowered and accountable to act. Likewise, the management 

response to violations should not initially be punitive but rather a reiteration of the importance of the policy and the implementation of further education when necessary. Repeated acts of information governance policy violations by the same offender, however, must be considered in the context of the data integrity of the organization. 

When reiteration and education prove to be ineffective, management must also consider availing themselves of the tools of discipline, up to and including termination. 

When an individual acts in such a way that they put the company at risk but fail to correct their ways, the company needs to decide whether this particular employee is worth incurring that risk. 

not following lawS

Policies of a company are generally self-developed and self-imposed. However, businesses also have to follow government-mandated regulations when handling certain types of information. No single law in the United States provides a comprehensive treatment of data protection or privacy issues.6 Additionally, there have been a number of laws and executive orders dealing specifically with data protection.7 The rules and regulations define procedures that must be followed in order to ensure that PII is properly secured and outline financial penalties for failure to do so. 

nEgligEncE

In some cases, the failure to adhere to information governance policies may be unintentional but of negligence none the less. An employee might leave their 

computer station unlocked and not shut down for the evening while the clean-

ing crew services the building, negligently affording the opportunity for pry-

ing eyes to take a look at the contents of the hard drive. Or an employee might have left their company smart phone behind at a restaurant, providing full 

access to the corporate contacts—including home phones numbers—creat-

ing an enhanced opportunity for criminals to gather information through social engineering. No matter the type of negligence, an information governance 
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policy that clearly outlines steps each employee is responsible to take helps  

mitigate potential negligent acts. 

diSgrUntlEd EmPloyEES

Remember the statistic that one out of eight employees will become disgruntled during their work life and may act against his or her company? Human beings some-

times form grudges against those with whom they are employed. When in the midst of a grudge, what better way is there to “get even” with a company than to make it look bad. The release of a company’s sensitive data is as bad as it gets. 

Disgruntled employees—whether outright hostile or simply not sufficiently 

dedicated to the cause—have the potential to easily share their organization’s vital information. These employees may skip protocols or share security information such as passwords. Information governance is all about managing this 

information. 

Despite having good information governance policies in place, the advent of 

social media and other technologies at our fingertips has made it easier than ever to release information to a large number of people with nothing more than a few strokes on a keyboard. If perhaps an employee were to release a screen shot of a product under development, the entire enterprise would be undermined before the company ever had a chance to bring their product to fruition. Even if the product was not compromised, the public might view an unfinished product and form 

lasting negative impressions, which could dampen the product’s commercial suc-

cess. This is one basic examples of why the flow of information in an organization must be controlled, not just as it moved from the company to the employee but 

also from the company to the public. Again, the solution is the same. Informa-

tion governance policies that cover the do’s and don’ts of handling important 

information make it easier for management to govern and taken the appropriate 

protective action. 

criminal actS

In some cases, employees’ actions that violate information governance policies may actually be criminal and require law enforcement intervention. Corporate espionage on behalf of another business or an employee outright stealing proprietary information from their employer in order to make a sale to the highest bidder are just two of the examples of commonplace criminal activity that can seriously impact a company’s reputation and financial security. Information governance policies are the key to enabling law enforcement to get involved. 

One recent example of this types of crime involves a medium-sized company 

of a hundred employees that provides services to those wishing to consolidate their 
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debts. During the height of the poor economy, this company engaged a large numbers of clients, earning the company high residuals every month as they profited on a percentage of the debt consolidation and collection. Likewise, the company was spending large sums of money on a monthly basis—totally millions of dollars annually—in order to obtain comprehensive lists of thousands of potential clients. 

Several employees within the company decided to leave and start their own com-

peting business. After giving their notice, but before parting ways, they decided to help themselves to the electronic records that contained the thousands and thousands of customer leads. They did so by accessing the company’s network using 

their company issued passwords. In a short period of time, these new competitors put the original company out business. They were able to undercut the prices of the original company because they had not had to pay millions of dollars for the lead information. 

So the police investigated, arrests were made, and everyone went to jail, right? 

Wrong! None of the company’s employee records, documents, or procedures made 

reference to the handling of propriety or sensitive information. Nothing indicated this information was for the sole and specific use of the company and no one else. 

Without some sort of employee agreement to that effect, it was impossible to prove criminal intent in a court of law. 

It might seem like common sense to the average citizen, but under the law certain legal elements need to be met. It is a comprehensive information governance policy what will facilitate meeting this need. It should be further noted that the company in question also lacked policies regulating the use of passwords and unauthorized access of the network, both of which could have prevented the poaching of the customer lead information. 

non-diScloSUrE agrEEmEntS

Having a non-disclosure agreement is an easily incorporated yet important part of an information governance plan. By simply making such a document a standard practice when hiring new employees—as well as having current employees also sign such an agreement—companies can ensure that their information is legally protected from unauthorized release. A non-disclosure agreement further protects an organization by outlining applicable legal consequences should an employee purposefully leak protected information, thereby giving the company a defined means of restitution. 

Despite the existence of a non-disclosure agreement, however, should a current or past employee elect to release sensitive information anyway, it is highly unlikely that they would admit to doing so. Therefore, the victim company should still anticipate having some sort of investigation conducted, either internally or through law enforcement, in an effort to establish the source of the leak before criminal actions or civil restitution could be pursued. 
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nEEd-to-know

Along the same lines as non-disclosure agreements concerning sensitive information is the concept of need-to-know. Extremely common in both the federal government and the military, need-to-know is being taken more and more seriously in the private sector. The concept is as simple as it sounds: if an employee does not have a need to know the information, the information should not be shared with the employee. 

By limiting access to employees who have a specific business reason for exposure to sensitive information, the number of employees that can compromise the information— 

whether by accident or on purpose—will have been minimized. 

Some in the business world find the concept of need-to-know offensive, believing that employees should be trusted or they would otherwise not be employees of the company in the first place. Others speak of transparency in business and that by sharing all information with all employees every member of the company feels as if they are a vested part of the team. As noble as these ethical positions may be, the realities of information governance dictate otherwise. 

A basic example would be human resources records. Almost everyone would agree 

that private information within an employee’s file, such as pay increases or disciplinary actions, are the sole business of the employer and the employee. Employees expect privacy when it comes to this sort of information and, for that reason, companies limit access to employee files to their human resources personnel who have a need to know. 

The same concept of need-to-know should be incorporated into any project that 

involves proprietary or sensitive information. In doing so, companies immediately add an extra layer of protection to a valuable asset by limiting the risk of unauthorized exposure. 

codE namES for ProjEctS

Taking another idea from the government and military, comprehensive information governance plans should take into consideration policies that assign codes names for projects in development containing sensitive information that others may wish to pilfer. 

When developing proprietary information or formulating significant business 

developments that may draw attention, assigning a code name to the project will have the effect of misdirection. In addition to the mystique of referring to a project by a different name, doing so will enable those involved to discuss the matter without concern of being overheard or inadvertently disclosing too much information. Likewise, by code-naming files, persons who gain access to a company’s network—whether an internal employee or outside hacker—will not be 

able to readily identify files to be removed. Code-naming sensitive projects is just another way of adding a further layer of security to the overall information governance plans. 
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accESS badgES

Most large and medium companies along with the occasional small business use 

access badges that their employees wear. The badges are designed to identify visibly to others within the organization that they are employees of the company. In many cases, they will also limit access to certain areas to those employees who meet the need-to-know criterion. Although badges are a highly effective tool in controlling physical access when used properly, many employees forgo the basic protocols. Even when they have no malicious intent, their actions can end up jeopardizing information security all the same. 

Once again, human nature plays a role. As human beings, it is generally in our nature to be courteous. When we use our badges to pass through a door and see 

another person walking toward us, our instinct is to hold the door open for the other person. In the world of physical security, these persons are known as “tailgaters.” 

They pose a potential threat to information security—as well as to the physical security of facilities. 

What if it is a large company and you do not recognize the person for whom you are holding the door? Could you be unwittingly providing access to a secure area and the information it contains by letting someone through who is using a fraudulent badge? Even if they are employees, do they have authorization to be the area in question? 

The authors are not suggesting that employees suspend common courtesies to 

one another. Rather, when faced with a situation where you might be sure of the person’s identify and the level of access they are granted, it is always better to err on the side of caution in the interest of proper information governance. This can be easily accomplished by a polite challenge to the person regarding who they are and where they work. If you are met with reluctance to be cooperative, then it is a good bet that either the person does not hold the proper access or needs a refresher in proper information governance procedures. By not only using of access badges but specifying the responsibilities of all employees to be vigilant in ensuring the authorized use of such badges, employees are empowered with specific roles in ensuring information is safely maintained. Additionally, the incorporation of specific language into the information governance plan regarding the challenging of others when deemed appropriate alleviates the hesitancy we as humans might otherwise feel. 

UPdating PolicES

As technology changes, its use in business will change as well. For a very brief time, iPads were a novelty, but now they are found everywhere in the workplace. 

As changes occur, they must be covered in an information governance plan. In general, any policy that is not kept up-to-date is a weak policy that threatens security. 
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committEE for information govErnancE

The responsibility of maintaining information governance policies should not be the job of one individual. Rather, the company should select persons from various divisions within the organization, all of whom have a stake in ensuring that PII, proprietary information, and any other type of important information is properly maintained in the best interest of the company, as well as in the interest of all who could be affected by an unauthorized release. 

Logically, IT will have a role in this committee. For years, those within IT have been thought of as accountable for any breaches of information, but rarely have they had a seat at the table to discuss how to prevent these breaches. Just as importantly, it was a rare occasion when a company heeded the warnings of IT professionals and spent money on areas where no problem had occurred. The IT department has often been its own island inside large companies, overseen by managers who do not fully understand the language or importance of IT. Yet, IT departments can significantly help information governance efforts through their knowledge of threats and their ability to share this knowledge with others in the organization. But the responsibilities of information governance should no longer fall to the IT department alone. 

The committee of the future for information governance should include multiple persons with multiple roles. Ideally, the committee will report directly to top management. In a perfect world, the company would have a vice president of information governance, whose role was to oversee both technological and physical security of the company’s important information. In doing so, this person could report directly to the chief executive, making concerns known without having them filtered and diluted as the message passed through layers of management, perhaps never even reaching those who are in a position to take action. 

This committee would also oversee the necessary training curriculum for new 

employees, including the company’s information governance policies and how they are enforced. Likewise, this committee would have the authority to direct continued refresher training for existing members of the organization, whether through seminars, exercises, posters, fliers, or whatever means the committee decides is appropriate. 

As the concerns for information governance changes, so should the makeup of 

the information governance committee. New members brought in at regular intervals will bring fresh thoughts and perspectives, further enabling information governance policies to continue to evolve as new technologies are produced and as business cultures continue to change. 

SUmmary

In essence, information governance is completely reliant on employees. It is a mix of specific responsibilities combined with security needs, all of which involve humans 
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interacting with one another. Information governance policies that are clear, specific, articulated, and frequently reviewed position employees to do well when it comes to keeping information secure. And when employees do well, companies will succeed. 
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Chapter  7

The Technical Side

We live in a time that is called the Information Age, and it is well known that the information we create, store, look after, and eventually delete as consumers, employees, managers, and other roles we play in life is more than has ever been amassed before. It should come as no surprise to anyone that the technology to which we now have access not only allows us to generate this unprecedented wealth of data; it has also given us an equally impressive potential to manage all of this information. 

However, with great power comes great responsibility. The fact is that while many individuals have learned to use technologys securely and efficiently, and can properly work with vast amounts of information, many others do not understand or implement important safety or security practices and procedures. Prior to the advancement of technology, these practices might not have even existed. 

Being security smart today is much more than just about using the computer. 

Everyone is also using smartphones, external hard drives, flash drives, and a multitude of other devices to relay information from one point to another. This can included anything from simply moving a PowerPoint presentation to a USB stick so that it may be carried to another room for presentation to taking home a company laptop to be able to complete a project over the weekend by accessing the company data over a VPN. 
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Just as technology has made it easier to transport data, it has also made it easier for people to lose data. USB drives get lost and laptops get stolen. But technology has also made it just as easy to protect your data from potential loses. Information governance plans of today should capitalize on the advances of technology to minimize potential losses or threats to data of tomorrow. 

The business world is becoming more digital, and the volume of information is 

growing at a lightning-fast pace. As a result, we are more exposed to potential data losses every minute of the day. Hence, proper information governance is essential for businesses to remain successful. Technology can assist greatly with the implementation of information governance plans. Just as technology has brought about global markets through the creation of infrastructures, data storage, and worldwide communications, technology can also provide mechanisms to ensure these business advantages remain safe. Modern business would not exist as it does without modern technology, and modern technology is a vehicle for modern information governance policies. 

The Benefits

Information is a valuable business asset that must be properly used in accordance with each businesses’ individual policies. To address their own needs, businesses must create policies that will allow employees to manage their corporate information responsibly. In business, proper information governance must make information available to those who need it without exposing the information to potential compromise. If designed properly, the information governance policies should also streamline management and reduce costs, while ensuring compliance by employees. 

This proper use of information governance allows companies to reduce their legal risks associated with unmanaged or inconsistently managed information, and makes the business more agile in response to a changing marketplace.1

Remember the days before computers? Everything was written down on paper 

and stored in file cabinets. Business kept this information locked up and guarded by people, alarms, or both. Once we no longer needed these reams of paper, they had to be destroyed. Shredding, burning, and other methods of disposal were both time-consuming and expensive. Technology has changed all of this and has made the mission of information governance far easier. Employee access to information can be limited based upon their need to know and the level of position they hold within the company. This same technology can also be used to monitor and record who has accessed what information. Servers log user traffic, so if something were to be compromised, the identification of the responsible party would be simple. Likewise, file deletion is also much easier. Instead of shredding and burning, files are now deleted at the touch of a button, and software can be run to make the files completely unrecoverable to prevent any attempts at espionage. 
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The ability to quickly and effectively manage data has been greatly beneficial to business, but it has not come without cost. The threat resides in the easy deletion and in the simple access control. Many organizations—large and small—fail to install and implement the most basic of rules and regulations. This failure leads to the possibility of disaster when the data is mismanaged. Whether intentionally or not, employees can damage data. Information governance and a strict adherence to the management of data are the best and often last lines of defense. 

Access

Technology plays a huge role in assisting the implementation of information governance. More specifically, technology can fulfill the role of preventing failures in information governance from occurring. Technology can assist with information 

governance through the restriction of information. Passwords, file access, privilege databases, security systems, firewalls, and an assortment of other options can be used to restrict information to those who are meant to have access. Through the restriction of access, businesses can be more secure with their information, knowing that tasks involving data can be performed safely and efficiently without fear of unintended alteration or deletion. 

Of course, employees must have access to information to do their jobs, but they must also be in compliance with business policies on information governance to be able to access the information needed. When employees are using information or have certain levels of access, the information should be monitored and protected by passwords, and other technological security measures should be implemented to ensure information is kept safe and used appropriately. Furthermore, access must be tracked, with logs kept in order to verify that people are accessing what they should and nothing else. Sound harsh? Not really. Let your people have access to everything they need and give them good tools to do their jobs, but remove as much of the threat or temptation as possible. Manage and empower your people but keep your data 

sacred. The combination of your people with the correct usage of is what will grow and sustain your business. 

Technology has also greatly increased our ability to access information. The days of flipping through index cards to find a book by the Dewey Decimal System are long gone. To find publications, you can simply search through a catalog of books electronically based upon the book’s title, author, or subject. In much the same way, information in the business world can be filed and retrieved, making it easier to catalog and document important and proprietary information. Employees no longer need to search through various physical records from multiple departments to find all the relevant information required to conduct business. There are no boundaries based on geography. Two employees on opposite sides of the globe can work on a document simultaneously. With a sound information governance program you not only more 
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deeply secure your vital information but you improve effectiveness and efficiency across your enterprise. 

AutomAtion

Automation brought about by technology has made many functions of work far less time-consuming. Whether it is the automated calculation of micro/macro metrics to determine revenue flow or assisting with the passing of information in a manner and language that can be understood by less tech-oriented individuals, automation solves problems of the business world and facilitates productivity. As data continues to grow, automation allows businesses to keep up and effectively use enormous volumes of information. 

certificAtes

Certificates are another way that technology has helped information governance. This technology ensures that documents, software, and even devices are authentic. They can be used to check whether a document is genuine or whether a document or software has been modified from its original state. These certificates can also be used to ensure that only registered devices with authentic certificates can gain access to a system. This will ensure that an unauthorized user has not put an unauthorized device on a network.2 As discussed in Chapter 3, the threat of malware in an unauthorized copy of software can be devastating to a network and the information contained within. 

With the advent of new technologies and software, the concept and implementation of certificates provides a level of security to the data and peace of mind to the user. 

communicAtion

Electronic communication such as e-mail, text messages, faxes, and even social networking are examples of communication technology. Technology has increased the limits of communications between employees in any business. CEOs of large companies can speak with one another via the Internet from around the world. This type of networking offers somewhat secure conversations anytime, anywhere, and is practically free. Likewise, communication with employees from different locations enables companies to manage personnel from offsite, allowing companies to seek employees in areas of the world that improve cost effectiveness, while at the same time providing employment opportunities to certain regions that might not otherwise be available. 

Communication technology can also be used to track employees and monitor their work production. Education sessions no longer need employers to gather everyone in one location. Rather, employees only need to view a webinar on their computer screen. Customers can receive information instantaneously. It is said that information 
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is power, but it is more precise to say that the ability to communicate information in a timely and effective manner is power. The more we know, the more we teach, and the more we communicate, the more effective we are and the more effective our organization is. Technology is the catalyst for increased communication. Managing that flow of information is important. 

efficiency

Businesses depend on technology to help their organizations run efficiently, be competitive, and generate income. Having the ability to access vast amounts of information at any given point is incredibly beneficial. Those legitimately seeking access to information have an easier time acquiring what they need, which in turn provides greater efficiency in completing tasks. This same efficiency in the use of technology can be incorporated into the information governance plans designed to protect important data and educate employees how to do so. The efficiency achieved through technology allows security reminders to be sent to employees or remote location training opportunities to be offered. Warnings of potential dangers—such as a new malware that is downloaded via an e-mail—can be sent efficiently to employees. All of this translates into better functioning operations, which further translates into greater potentials for profitability.3

encryption

Encryption involves a method of coding files during electronic transmission and then decoding them when they are received in order to prevent sensitive information from being compromised by an unintended recipient. Businesses can use encryption to protect their assets better when sending information from one employee to another, from company to client, or from business partner to business partner. 

Systems that use credit cards, debit cards, or any other kind of transaction card have encryptions in place that protect that card and PIN so that cybercriminals cannot gain access to this sensitive information. Even if a criminal manages to gain access to the system on which the card was used, the encryption is designed to prevent the criminal from being able to use this information. This makes any data that the cybercriminal obtains useless. 

For instance, if a cybercriminal were to compromise a system and obtain credit card information, instead of receiving a sixteen-digit debit or credit card number like 1234-5678-9876-5432, they would instead get a what is called a hash that they would not be able to use. The hash for the previously mentioned card number could appear to be something like 522c88530c38f56f72e6cda1871e04cf. Without the proper 

decryption information, it is extremely difficult—if not impossible—to reverse the hash and translate it back into the credit card number. Manual attempts to reverse hashes can take months or even years. 
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The question that immediately comes to mind is the recent breach of the Target stores and all of their customers’ credit card information. If encryption works so well, why were so many customers affected? In the case of the Target breach, the compromise was not an intrusion into the network, but rather occurred at the point of sale (POS) where the credit card is swiped. Because this was the area of the breach, the credit card information had not yet been hashed.4 This is obviously an area of security that must be addressed, and professionals are at work developing solutions to prevent POS compromises from happening in the future. 

Encryption can become a key feature of a company’s information governance 

plan and help maintain the security of information. Like the discovery of the weakness in the Target POS compromise, more and more ways will be developed to secure information as technology continues to improve. Hence, an information governance plan has to be continually evolving, changing as new threats are discovered, and incorporating successful solutions to these threats. 

firewAlls

In addition to the hardware technologies available to implement information governance strategies, there is also software that can be installed on company systems to support information governance standards. One example of this is the use of firewalls. Firewalls allow certain traffic from specific ports to come into the organization’s network, thus minimizing the threat of a malicious program such as a virus, worm, and Trojan back doors. Firewalls allow businesses to filter traffic by opening and closing ports so that they can better accommodate their needs.5 These firewalls help secure the type of information to which companies wish to permit access, as well as completely blocking out malicious software. 

Making sure your organization’s firewall and virus protection are up to date plays a major role in the defense against cybercrimes. Employees browsing the Internet are better protected from accidentally exposing sensitive company information to those who are not authorized to view it. 

internet

In terms of a technology, the Internet has had arguably more of an impact as a whole than any other type of technological development. There are few businesses today that operate without the use of the Internet in one capacity or another. 

One distinct advantage of Internet use by businesses is that they can utilize offsite information storage in the form of one of the many cloud services and servers. 

Through the cloud, the Internet also provides businesses with ways of implementing information governance via technology by taking advantage of available integrated network systems and storing data in different locations to lower any possible 
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collateral damage if an attack were to occur. By incorporating this basic Internet advantage into an organization’s operational plans, the company has taken great strides leveraging information governance strategies. 

The Internet has also streamlined and made possible many functions that other-

wise would not be available. Employers can conduct a simple Google search on a perspective employee or business partner, making the organization aware of potential issues they might wish to avoid. This is a solid information governance practice that pre-empts problems before they might occur. 

Likewise, the Internet connects almost the entire world and people are able to access the Internet from virtually anywhere with smartphones and tablets. This type of constant access is positive for business growth, but can also be negative when someone wants to expose information. A criminal on the other side of the globe can choose to target your business, so it is important to stay vigilant and use technology to support a business’s information security. 

Most individuals do not realize that they leave behind a very easily tracked trail when they surf the Internet. Those who attempt to compromise corporate information—whether by computer intrusion or an insider transferring proprietary information—make it easy to track their movements through the history of IP numbers connected to specific locations that have been recorded along the way. 

By using the Internet, a completely anonymous user may be able to gain access 

into a database of personal information about your clients or employees. It is also much easier for a disgruntled or otherwise malicious employee to steal information from the company anonymously. But IP address information dramatically aides investigators in the discovery and capture of cybercriminals. 

Additionally, these threats of stealing information via the Internet have launched a whole new area of technological development to combat these crimes. Antivirus software and employee-surveillance programs have significantly grown in the last few years, and it is easy to assume that the future will bring further advances in the arena of digital information governance. 

mAnAging risk

A basic tenet of information governance is to ensure that IT will support business goals and that policies ensure compliance without needlessly restricting the company from profitable actions. Information governance policies are a way to manage risks, ensure persons understand their responsibilities and functions when it comes to securing information, and hold those not adhering to the policies accountable. 

As has been addressed in this book, IT is a major stakeholder in the enforcement of these policies, but they should by no means be the only ones who have oversight. 

Historically, board-level executives have deferred key IT decisions to the company’s IT management and business leaders. Short-term goals of those responsible for 
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managing IT can be in conflict with the best interests of other stakeholders unless proper oversight is established. Information governance involves everyone in the system: board members, executive management, staff, customers, communities, 

investors, and regulators. An IT Governance structure can be used to identify and create ways to use technology in order to minimize and even mitigate risks created by this very same technology. Of course, IT must be involved in discussions involving the development of policies and procedures, but senior management should be responsible for assuring employees are adhering to the rules. Actually, it is best to have everyone affiliated with the company have some role in information governance plans, whether it is development, training, or implementation. When everyone has a stake, everyone is more interested in mitigating the risks. 

These policies assist the transition from a needed action to a value on paper. For example, law and/or regulation in certain industries require record retention. Should these records be called upon by subpoena or some regulatory agency, if the company has not maintained adequate records, any number of established financial penalties could be levied against the offending organization. Information governance outlines for companies the necessary record retention policies that they must have, how they are to be followed, and for how long these records must be maintained. Further, in following the information governance policies, companies are also able to purge records in accordance with the requirements of the industry. By doing so in a manner outlined in the company policy, they have further mitigated their risks of unnecessary liability. 

predictive coding

One of the hardest situations for information governance is the use of unstructured data within a business, or a business that has a large amount of unstructured data through the use of shared drives, share points, and hard drives in general. While this could be handled by numerous employees with hours spent teaching them how to structure and organize data or how to go through data to get what information is needed, unstructured data can be better handled with the idea of a predictive coding system for which employees only need be trained once. 

Predictive coding is a tool designed to facilitate information governance in an easier and faster manner, while improving the ease of access to files across various storage technologies and methods. Predictive coding systems are a form of computer-assisted review. Essentially, predictive coding is a series of filters through which data is passed and then sorted according to the filters’ rules. This allows a technological review of the information that is much faster than would be possible if humans were to physically review documents and look for specific terms. In a business where data grows exponentially—with virtually never any reduction in the amount of data that has been collected—the manpower and resources needed to review such a vast amount of information would prove to be an extreme strain on a company’s personnel 
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resources, even if the documents were organized in a digital format. Predictive coding is established much like e-mail filters, which can be set up to sort through e-mails as they are received. In a similar manner, a proper predictive coding system will take any information and proactively file it while the information is still active. This can also be used to cut down on duplication risks as well. 

When it comes to the unstructured data within networks and systems, predictive coding can be used primarily to synchronize different storage areas to allow uniformity and improve ease of access for the employees of a business. Ease of access should not be sacrificed. Rather, by incorporating predictive coding in an information governance plan, the ability to maintain and quickly locate files should become enhanced. Along this line, when information is put into a shared storage location, the information can be sorted by clients or other keyword filters whenever a document is uploaded. Likewise, one of the further benefits of this system is that when duplicates exist, a rule can be formulated to create a revision archive instead of deleting them outright, In other words, the predictive coding system would maintain a copy of the document along with copies of all previous versions. 

Like any other technology, predictive coding does have its limitations. Users have to have a clear understanding of how the system works and how it can be successfully utilized within a particular organization. Also, the IT workforce will generally require a significant amount of time to implement the predicative coding in order to create the rules and goals for the system. Nevertheless, this is a small price to pay considering the amount of time that it would take to train every employee to perform these functions on the system manually, not to mention the actually overall time that will be saved by being able to store and retrieve documents so much faster. Once the system is in place, it is just a matter of determining the appropriate projects for which predictive coding can best complement an organization’s business needs as well as its risk toler-ance.6 Although the predictive coding system does require a certain level of monitoring and employee instruction by the IT staff, the benefits of automating file retention along with the ability to correct any errors that might have been made makes such a system a valuable asset to any company needing to maintain a large volume of records. 

profitAbility

Technology can assist the implementation of information governance through established procedures and, in many cases, the use of automation. The old business adage 

“time is money” has never been more true. With shrinking resources and rising prices, companies are always seeking ways to do more with less, all the while minimizing their losses. Sometimes the answer is so obvious that it is overlooked. Information governance affords businesses all of these attributes and securities, costing little in the process. It is designed to save companies time, effort, and often money by mitigating their risks. 
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recovery

Technology can greatly assist information governance plans by making it possible to recover data that might have been compromised or lost as a result of an incident. 

Because information governance calls for training, employees are aware of their responsibilities to help avoid loss and, likewise, may be held accountable when acts of negligence, recklessness, or malfeasance occurs. Also, companies that maintain records on a database according to their information governance polices can easily have access to backup documents should an incident occur. 

In the event of a disaster—and make no mistake, losing your data is a disaster—

all organizations need a way to recover their data. As with all effective policies, it comes down to planning and execution. Failing to have a recovery and backup plan and/or not being able to execute that plan are pieces that are often overlooked. 

Let’s think about one terrifying question. If all your data disappeared tomor-

row, what would you do? If you don’t know, you need to start developing a disaster recovery plan as part of your information governance program. If you do know and it scares you, you need to reevaluate. A saying that we believe applies to data breach and data loss is “It is not a matter of  if; it is a matter of  when.” 

security

A huge advantage of incorporating technology into your information governance 

planning is that it can be leveraged to provide your organization with a higher level of security on multiple fronts. 

In developing an information governance policy that incorporates security, a set of guidelines that are geared specifically towards your organization should be implemented. The first step would be to identify what information each department needs and what information departments or outside organizations need in order to communicate efficiently. Passwords, encryption, and access to documents would then be geared toward meeting the needs of specific departments or functions. In addition, only the information necessary to perform the function would be accessible, thereby enforcing a need-to-know policy and curbing the potential for unauthorized release of information. 

At the most basic level, technology can be utilized for computer logins. These could be used for specific workstations, company e-mails, company devices, or 

anything else related to a company’s computer system. Logins provide a virtually cost-free method to ensure only authorized users access an organization’s computer, while at the same time recording electronically the identity, time, and location of someone who has logged on and/or off the system. 

Another security basic of information governance is the control of physical access to buildings or specific areas within. Electronic cipher pads can require the swipe of an employee “smart card” or the entering of an individualized code number. Should 
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an employee lose a card, this code number prevents the finder of the card from being able to gain unauthorized access to the facility. And just like the use of logins, this smart technology can record the comings and goings of employees, ensuring compliance with authorized access to specific locations. There are many forms of physical security. The needs of you organization should dictate what is implemented, but physically securing your data and your locations is a valuable piece of any information governance framework.7

There are also many more advanced versions of technology to control physical access through the use of biometrics. Biometrics are security systems designed to authenticate and grant access to individuals through verification that scans an employee’s physical characteristic (face, eyes, palms, fingerprints, etc.). Biometrics can safely grant or deny access to individuals to areas that could contain information of high value, such as employee personal information, financial data, and network diagrams/topology.8 Another hardware example is ID cards. ID cards work similarly to biometrics in that they grant access to areas of an organization. In addition, they also serve as a physical medium for authenticating an employee’s identity to another person, such as a security guard. 

Retina scanners, finger print scanners, body scanners, and speech recognition are just a few of the more advanced pieces of equipment that are available. Depending upon the level of security an organization requires, these types of devices could provide the heightened security needed. 

As a part of their information governance planning, organizations need to decide what must be protected and how to control the flow of information and operational processes. Depending upon the type of information being utilized, many companies opt for encryption. Essentially, encryption takes plain text and converts it into code that hides the actual text. This is accomplished via a software program that is designed for this specific use. Users must then enter a password in order to access the encrypted document in a readable format. 

Financial institutions in particular require a higher level of security than many companies because they control vast amounts of sensitive information, including social security numbers, dates of birth, and account numbers. Financial institutions are responsible for maintaining the security of their clients’ funds as well as their PII. 

Additionally, most financial institutions are federally regulated, which requires them to adhere to legislation and industry controls. Because every function performed by a financial institution inevitably deals with sensitive personal information, financial institutions will often utilize encryption to protect the security of this information. 

Technology can also assist with network security when backed by knowledgeable 

IT personnel who monitor the business network and consistently check for vulnerabilities in the organization’s system. Through the use of technology, companies can store data and maintain a log of network activities related to the stored data. This allows professionals to monitor whether the information is safe or if and when it may have been compromised. 
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storAge

The entire contents of a library may now be carried on a flash drive. Servers, databases, and file systems have made the storage and subsequent access of information much easier. Whereas it once could have taken hours to find a specific piece of information, such data can now be located in mere seconds, all thanks to advances in technology. 

Technology makes things much easier for businesses when it comes to keeping 

and recording information. Instead of companies storing files in a large room full of cabinets, in some cases they can keep all their information on a single server/computer. Of course, storing all of your important information on just one computer is not recommended, because the failure of that one machine could mean the loss the data within. For purposes of information governance, we want not only to ensure that information can be accessed by all who need it but also to make sure that the information is stored safely and securely. 

For a smaller company, a good solution for such vulnerabilities might be to have multiple computers with minimal information on each, so that it is necessary for employees to connect with one another in order to share information. This not only partitions information, which can help avoid loss or damage to all data, but also provides built in accountability. No one employee is able to take any information in an unauthorized manner without obtaining the assistance of a second employee. Based on the concept of need-to-know, a lone employee would likely not be able access information to which they are not privileged. 

Risk can be further mitigated by limiting access of each computer to only the data storage relevant to that employee’s responsibilities. Someone from another department may have no need to view that information. Rules such as this can limit accidents and malicious behavior. Further, for the best information governance of data storage, employees should be taught and regularly reminded always to keep their computers locked by password when not in use. This simple act will prevent others from walking up to a computer and obtaining unauthorized access to whatever data may be within. Ensuring that an employee assigned to a specific work station is responsible for the computer in that station will not only reduce vulnerability to prying eyes but will also better enable information governance personnel to determine where access was obtained should an unauthorized access take place. 

Obviously, no one solution is perfect for protecting all stored information. 

Though the Internet is a potential limitless vault for storing information, the possibility of loss is always present. However, there are a number of steps that can be taken toward the goal of making it extremely difficult for hackers or other threats to reach classified information. 

Technology has not only improved the capacity of data storage but also its cost. 

As more information has been stored electronically, the related costs have gone down. 
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Compare the difference between paying to store one terabyte of document information at the rate of about $100 per month versus printing out this information, storing the documents in hundreds of filing cabinets, and then paying for office space every month to store these cabinets. This cost savings alone has allowed businesses to grow. In turn, businesses can create more information in an effort to be more productive. 

Information governance for data storage is implemented through the use of net-

works via the Internet. The implementation of solid information governance policies in this arena of technology can be further achieved by using an integrated network system that allows an organization to store data in different locations. By doing so, if one server is compromised by an intrusion or other damage, any other possible collateral damage is prevented. 

vpn

Virtual Private Networks (VPN) can be used to securely transmit information via long distance networks or IP addresses. This crucial tool allows companies to access files and information whether overseas on business trips or working at home. Data is often at its most vulnerable while moving from one machine to another. A VPN 

allows for safe and secure transmission of information and has the further benefit of being able to identify who accessed what and when, increasing accountability. 

Concerns Brought About by Technology

While many businesses rely on this technology to keep their information organized and safe, it is important to understand that even computer systems operating under the guidelines of information governance plans are not going to be perfect. The 2013 

Target stores loss of customer credit card data is a prime example of how—despite the security measures in place—technology will always provide opportunities for criminals to find or create gaps in the system. The ease that technology brings to information governance also comes with many downsides. 

Paying close attention and setting up management processes around your use of 

technology and data are important, not just from a security standpoint but from an effectiveness standpoint. Information must be governed to keep up with challenges on both the security side and the profitability side. You don’t run your business to be secure; you run it to be profitable. In order to be profitable you need to be secure. It is all about balance. 

Some of the issues that come from the increase in data and the speed of technology are discussed below. By no means is this an all-inclusive list. It is ever changing. 

Your policies and procedures need to be updated constantly, as should your understanding of technology. 

104  Information Governance and Security

AlterAtion

Because physical data records are by their very nature physical, it is difficult for them to be accidentally or purposefully altered. However, in today’s era of business records being predominantly electronic, records can easily be changed to reflect information other than what was originally recorded. Think of the possible results if someone altered bank records or—even worse—health records. This is a major 

reason why limiting access is so vital. You have heard the phrase “good fences make good neighbors.” The same applies to employees. Give your people what they need, but do not give them more than they need. 

bAlAnce

While we certainly consider technology to be a good thing, it is important to remember to maintain a balance when implementing technical solutions. After all, the main business of business is profit. Each decision to implement a greater measure of security needs to be evaluated for appropriateness and cost benefit. Likewise, the level of security for different slices of data needs to be analyzed. Would the unauthorized disclosure of certain information really result in a significant consequence?8 Complicated steps and passwords can be a hindrance on a simple transaction, which might encourage employees to find ways to circumvent the systems if getting the needed result is too difficult or time consuming. A balance is needed between the protection of information and productivity within a business environment.9

cybercrime

Advances in technology have opened up a new area of crime that did not previously exist. The criminals of today have grown up in an era where technology was always second nature to them, and they are comfortable to operating in this world. It is only natural that those who are predisposed to break the law will be more inclined to engage in what they know. Hence, we now have the age of the electronic theft of money. 

Fortunately, law enforcement agencies use technology to catch criminals that 

commit cybercrimes, much of which the general public understands. A seventeen-

year-old computer hacker allegedly committed the aforementioned Target store 

intrusion. Bank account information was stolen from millions of people, resulting in over one billion dollars in losses, but the criminal was caught far away in Russia. 

Because of the Internet, it has never been easier to leave a “paper trail,” even if doing so is entirely unintentional. 

Every piece of electronic business a person conducts will leave behind a digital footprint. Today’s law enforcement on the local, state, and federal levels are trained 
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to track and apprehend cybercriminals. Further facilitating a successful resolution to these cybercases is the fact that much of the evidence in the technical world is very difficult to destroy. An intrusion to a computer service will leave server logs documenting the IP address of who committed the crime. If the criminal was smart enough to use a hop point (using some else’s IP address without consent), this hop point can be tracked back to the original IP. When you delete something from your computer, it is never really gone. You have only given your computer an instruction to pretend the information is no longer there and permission to write over that space with new data. But just as if it was electronic Whiteout, the new data can often be lifted to reveal what is left underneath. In addition, the hard drive itself is difficult to destroy. Even when someone attempts to do so, skilled forensic examiners can still retrieve some data from the device. 

conclusion

The introduction of commonly used technology to information governance has made the implementation of these policies both extremely complex and incredibly simple. 

Technology can be employed in many ways to secure information, and in the Information Age this is more important than it has ever been before. Because of this, every time the next big thing in technology released, which is happening faster and faster, many organizations will seek to employee these systems in an effort to keep their information as secure as possible. 

It is important to remember that no matter how promising the technology, nothing is 100 percent foolproof. Despite technological advances, with enough persistence eventually any skilled hacker will be able to access a chosen system. And just as technology is advancing to keep information safe, the criminal cyberelement is always developing more tools in an effort to defeat these systems. 

The best solution when using technology as a defense to protect informa-

tion is to employ multiple levels. Various data security measures, like solid firewalls, are important to your information governance plan. So are employing 

good technology safety measures, such as strong passwords to prevent unau-

thorized access. And just as important is constant education about continually evolving threats. With all the technology that is out there to defend our information, our worst enemy can be a leak of information by just one person who can 

potentially compromise an entire system—and possibly do so without ever even 

knowing it. 

In a technological world that is slowly becoming more of a target for online 

threats, data attacks, and the loss of files and information, technology also has to be part of the solution. Information must be properly governed and protected, for it is not a question of if but when an online data attack will happen. 
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Chapter  8

Balancing 

Information 

Governance and 

Your Company’s 

Mission

To this point, we have spent quite a bit of time exploring the various aspects of information governance and the clear benefits a solid plan can bring to an organization. However, the question remains whether an information governance plan will be compatible with your organization’s current structure. How difficult will it be? How much will it positively or adversely impact the bottom-line? 

While these questions might seem to imply that information governance is being forced upon a business, the fact remains that some business models were established without ever taking information governance into account and are therefore not designed in a manner that would easily permit the introduction of internal checks and balances, policies, and procedures regarding your IT systems and data. 

None of this is to suggest that you should re-create your business model from 

the ground up to incorporate information governance, although doing so can pay dividends in corporate security. The phrasing of the question seems to suggest that information governance and a profitable business are in some ways mutually exclusive. That is to say, any gain to one comes at the expense of the other. To move toward adopting information governance would be to move away from profitability. 

It is understandable that it may be difficult to move away from this line of thinking while you are metaphorically trying to fit the square information governance peg into Information Governance and Security. http://dx.doi.org/10.1016/B978-0-12-800247-6.00008-X
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a round business model hole. After all, the corporate environment is in the business of being profitable. The very ecosystem of a successful corporation seems to ensure that any procedures, checks and balances, or behaviors acting in contradiction to that goal are identified and neutralized. If information governance is one of those things that are inhibiting profitability, then surely it will be discounted. 

The question of how a business should draw the line between having information governance policies protect their important data while not inhibiting the ability to conduct business is difficult to answer. Information governance can be a matter of two extremes: either being protected or not protected. Will giving too many resources to the former inhibit the ability for a company as a whole to function? After all, how much protection is too much? It is definitely not an easy question to answer, and the issues of increased efficiency, improved productivity, and fewer losses need to be evaluated. 

Policies

All businesses should have some form of plan or system in which information is handled or gathered. Systems such as the Generally Accepted Privacy Principles are the mainstay in most businesses today.1 Having a system to follow will limit the possibility of mishandled information while streamlining in-business dealings to be faster and more efficient. In addition, the cost to manage the system should not cut into the business’s profit too much. Exactly how much should be decided by the business itself as a part of an overall strategic plan. 

Businesses can remain fairly secure by having plans that confine their data to business quarters and a limited number of employees, consistently managing employee regulations, and adhering to a pre-determined system of information handling. Following these basic practices will streamline business affairs without compromising the security of private data. If at any point privacy policies begin to impede too much on efficiency, then the business should re-work its plans. An ideal plan actually improves efficiency. The information governance committee should have improving business processes as a task. Policies should be measured and systematically evaluated. 

To avoid issues, a business should carefully create company policies and utilize current technologies to find that fine line between security and profitability. Developing such plans is not a one-time event. Rather, it should remain an ongoing process. 

Part of the company plan should be to make full use of employee resources, making sure employees who handle sensitive information are properly educated on the requirements of their jobs and that they have read and understand the company policies. A slight lapse by one employee can cause an error that is catastrophic to the company. 
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In addition to education, companies need to dedicate a percentage of their financial resources to keeping technology up to date in order to maintain the protection of company information (and to constantly improve efficiency). Companies with strong protections are less likely to become victims. Of course, there will always be risks and threats, but the goal of information governance is to conduct business while mitigating risks. Companies need to work constantly to maintain the balance between profitability and security. Deciding just how much risk an organization is willing to assume must be covered in the company’s information governance plan. 

StrengthS and WeakneSSeS

In assessing the introduction of information governance policies versus maintaining the current operations of an organization, sometimes the only thing that stands in the way of progress is how the organization chooses to look at the proposed changes. Are they strengths or weaknesses? In doing this, we depart from a paradigm of seeking forcibly to insert information governance policies upon a company, choosing instead to begin by accounting for both the risks and benefits of all things information governance. By doing so, we can highlight newly available solutions to old issues. 

Possible points of contention seen when forcing information governance into an existing corporate structure can be categorized into positive and negative gains. Negatives that arise due to an incompatibility of the old corporate structure and the inclusion of information governance can be viewed as an opportunity for improvement. Assume for example that an organization learns in advance that the government or law enforcement could subpoena private customer information. If a company were to offer private communication services. a conflict of interests would exist, as the power of subpoena jeopardizes this privacy. If the company were aware of such possibilities in the beginning stages of corporate development, alternatives could be considered that might not be feasible in cases where information governance is later added to an established environment. 

In regards to the problem of private information being obtained via subpoena, policies could be modified to decide how user information could alternatively be stored. 

Restrictions could be implemented that prohibits the organization from accessing a client’s private information without the client’s password. In this way, both corporate and user interests are shielded in a manner that ensures compliance with regulations and cooperation with law enforcement. In addition, the company’s marketing can use this feature an additional enhancement in attracting more clients. Often, it is all a matter of how companies choose to look at the possibilities and act upon them. 

Balance

Balance is a common theme within information governance, as it is in many facets of running a business. Think of balancing the expense of retooling a factory with the 
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cost savings it would allow. Having secure procedures and policies that balance with an organization’s processes that require meticulous planning and implementation is much the same. The need for balance between these two is important, because having too much or too little of one can spell misfortune for businesses. 

Having very limited information governance policies could leave a business unprotected and data vulnerable, whereas implementing too many such policies could affect the way a business functions, thereby curtailing profits. However, because each business has different procedures, goals, culture, management hierarchy, etc., it would be imprac-tical to create a one size fits all for every company to follow. 

For example, a small business such as a bookstore will have vastly different needs than a million-dollar corporation in terms of employees, systems, and information. 

Therefore, an effective start to creating a balance for security and business needs is to identify and analyze the most critical areas of the organization. A good place to begin would be anything that holds valuable information such as databases, servers, and workstations. The next step would be to determine the risks that could affect those services, such as natural disasters, malicious software, physical theft, and other threats. Once the important areas and risks associated with them are identified, businesses must adopt measures to detect, deter, and mitigate these risks. 

This may sound like a relatively simple and straightforward process, but as stated above the difficulty lies in creating a balance between information governance and business operations. The solution at times can be to implement very few policies—or sometimes not to implement any policies at all, depending on the risk. If, for example, one of the biggest risks to an organization is an employee stealing office supplies, the best solution would be to install a security camera or have employee training that show the effects and consequences of stealing office supplies. A needless and overly burdensome solution would be to implement an abundance of costly information 

governance policies, such as hiring security guards to watch the  employees. The balance addresses the basic problems and leaves out controls that are not actually needed the majority of the time. 

Varying approacheS

While there is no reason to deny the point that the goal of all companies is to make a profit, these goals can be quite different from one company to another based upon the business they are in. Because of these differences, every decision made for the various business aspects is going to vary from one company to the next. Their approaches to information governance are no exception. 

The type of business determines where the line is drawn regarding the level at which information needs to be protected. For a financial institution, the line may be drawn where customer information ends and their personal banking information begins. The same may be said of medical institutions where personal information is deemed to be 
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sensitive. The point, of course, is that once sensitive information— personal, financial, medical, or anything of the sort—is involved, the line must be drawn in the interest of protection through the implementation of information governance. 

Another way of examining the issue of when information governance is needed 

is to focus not on how a business makes money but instead look at how a business attracts and retains its customers. For instance, financial institutions have always attracted customers by assuring them that their money was safe. As we have moved beyond the days of cash and are now more focused on accounts and credits, the 

collateral of a financial institution now includes their clients’ personal information and bank account numbers as well as the balances in their respective accounts. The same rules now apply for medical institutions and private businesses. While the approaches may vary, all businesses need to establish certain levels of security procedures to ensure the information they collect remains secured. A security breach or a leak would be disastrous for any business regardless of their power or status. As was the case for the 2013 data breach at Target, although the breach did not destroy the company it did adversely impact its reputation and financial performance. 

Weighing the BenefitS

By working together with your company’s IT department or equivalent experts on your current set-up for data management, a better understanding can be gained of where the company stands regarding information governance and, more importantly, how much your company needs to further achieve. All of this is considered against the background of the company’s earning capacity. 

A good rule of thumb when considering the implementation of information gov-

ernance policies is that the more value your company places on something, the more likely it is that someone else wants to have it and is willing to break the law to get it. 

Just like money, information has to be stored and secured somewhere. And the more information you have the more of a valuable target your company will become. Hence the need to invest some of the organization’s profits into dependable security measures. 

Generally, those in charge of the organization will already understand this and be willing to listen to viable solutions. What is often not understood is that expensive security measures might actually be more than needed or not worth the cost for the results they produce. Employing such extreme measures ends up negatively affecting the company by having security that is too restrictive. The business might become frustrated under the weight of security, especially if the policies forbid new technologies, applications, or devices that the company wants to adopt. Rules and policies can expand and become more restrictive until they are too rigid to allow the company to compete and innovate.2 The reward of safer and smoother information governance should always be balanced against the risk of upsetting your workers and limiting your company’s growth and efficiency. 

112  Information Governance and Security

team effort

Corporate structures consist of compartmentalized sections focused on groups of goals with similar responsibilities. Although a part of the same organizational, these compartments are a mix of forces involving rivalry and competition over allocated resources such as budgetary funds and symbiotic dependencies. Software program-mers could not work on nonexistent blueprints that were not produced by the engineers who were not made aware of the needs and expectations of the project until direction was provided by management. 

All of this is understood to be a risk to workflow productivity in a corporate environment, and these functions of communication and information transfer are taken into account as the corporation is established and continues to grow. Such risks are known and accommodated by allowing amendments to policy as new situations arise. 

Unfortunately, this can also lead to contradicting statements in policies from differing sections of the corporation, as sections are updated without having a full understanding of the greater vision or favoritism is displayed toward some departments over others. In time, this may serve to undermine the founding ideals of the company. 

It is also possible that old policies where created in a manner that addressed issues as they existed in an earlier time. Those policies may have once been satisfac-tory but perhaps did not take into account advances in technology, the increase in the amount of data, or the speed with which it can be transmitted. However, efforts to update antiquated policies could be met with contention by some, based on fears of disrupting those policies that are already in place. For some the older policies assure the inner-operability of the corporation. 

A key characteristic of any successful information governance initiative is the establishment of an enterprise-wide approach that clearly sets out roles and responsibilities, emphasizing that everyone has a part to play in enabling successful IT outcomes.3 Implementation of effective information governance depends on everyone having adequate and appropriate skills to fulfil their specific role. In most organizations, investors and controllers will have a good understanding of governance principles but usually have a poor understanding of how to apply these principles in the world of IT. Likewise, although IT specialists understand IT, they may have a poor appreciation of governance and control principles.4

deciSion makerS

Whoever is in the appropriate decision-making role in the company may not be fully equipped to make the best decisions when it comes to working out an approach to information governance. By its nature, information governance involves the ever-evolving technology employed by a company to keep its data stored, organized, and safe. Depending upon the type of corporation, those in leadership positions are not 
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always the foremost experts in their own technology. After all, this is why companies employee IT personnel. Often, those in charge will consult tech-savvy individuals from their IT department to develop solid plans for the company’s information governance systems. Alternatively, there are many traps into which higher-ups can fall into by making uninformed decisions, the consequences of which could include losing large amounts of the company’s information and money. 

Likewise, decision makers need to ensure that the IT is managed appropriately, because in a technological world the key to disrupting business is to disrupt IT. Organizations should strive to have trusted managers to oversee sensitive data, regulate the sharing and safety of data, and ensure efficient operation for everyone’s benefit. 

Doing so allows employees to access the information they need to conduct their work quickly and efficiently. 

An effective information governance program is best developed and driven by a committee with a senior leader at the helm who is not in charge of IT. Having someone leading the way with a qualified team but without pre-conceived notions and alliances is your best bet to developing the balance you need. 

Factors to Consider

guidelineS

In establishing information governance polices for an organization, it is important to have established guidelines for all departments or sectors of a business. A business needs to implement proper policies that appropriately address how the information in a business is both stored and used by those within the organization. 

The first step in establishing guidelines would be to identify what type of information each department needs. Businesses can achieve efficient information governance by outlining specific demands for the information the company holds. In creating proper policies, an understanding of and compliance with applicable laws is crucial. 

Once the law is understood, a company can tailor a policy that is within the standards of the law but is most effective for their type of business. Efficiency with information governance will help mitigate risks with cost. A company should not store data that it does not need to conduct its business. Excess data can cause unneeded problems and increase cost for data storage. 

The next step in the guidelines process is to determine what departments and outside organizations require in order to communicate efficiently. Passwords, encryption, and access to documents would then be established for that department or function. In addition, only the information necessary to perform the function would be accessible. For example, a transaction at a retail store does not require a social security number, but a human resources department does. 
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Social media

In today’s society, online information is one area where businesses can potentially be very vulnerable. Social media websites like Facebook and Twitter can be great ways to spread promotions and new products your company has to offer. However, these same websites can also spread very sensitive data via posts by current or former employees. 

It’s important for businesses to give their employees guidelines on how to represent themselves and their company online, especially as it pertains to their personal social media pages. These rules should be made part of the company’s information governance polices, with specific language addressing what current or former employees may say regarding the company and its services, as well as the potential civil ramifications for breaching the policy. 

For example, if a former employee posts information on one of the social media websites that details confidential corporate information, such as formulas or how products are made, the release of this information can be devastating to the company. 

If the information governance polices does not contain specific language specifying limitations, the offending party can defend themselves against liability by pointing out that nothing in the company’s regulations prohibited such actions. 

Even in cases where it is not necessarily intentional, employees who post information on corporate developments can be equally harmful to the company. By posting information boasting about the company’s future success, employees may be tipping off the competition or giving the competitors ideas they might not have even considered. Therefore, information governance policies need to cover employee behaviors both on and off duty; behaviors which can potentially impact the organization. 

It is important to note that information governance policies that address employee conduct have to be carefully considered before being implemented. As an employer, you want your employees to be happy and have some sense of freedom. Forcing 

employees to delete their entire social media accounts before being hired or while working for a company will generally create a sense of dissatisfaction, especially today when many people see social media websites as a significant part of their social life. 

To the contrary, information governance policies can actually encourage employees to share their love for their work and their employer via social media websites. 

Rather than language that discourages social media use, policies can be drafted encouraging persons to engage in the behavior they want but cautioning against certain dangers. Likewise, these same policies can provide examples of permissible postings on social media, so that employees have a clearer understanding of what to do and what not to do. By not discouraging the use of social media yet limiting the potential exposure to threats, companies may very well reap the benefit of further publicity through the efforts of their employees. The best way to implement information governance policies regarding social media is to have a balance between 

Balancing Information Governance and Your Company’s Mission  115

freedom and restrictions. It is important to protect your company’s valued information, just as it is also important to share with the world the positive things that your company is achieving. At the end of the day, revenue can be generated by companies, without revealing vital information, by advertising themselves in the proper professional manner through the social media posts of employees. 



Companies should also have established policies covering what is the permissible use of social media during office hours. The personal use of social media during work hours can result in a significant loss of productivity. It is estimated that 50% of all corporate band-width is being used by employees to view social media, check e-mail, and surf the web. 

While companies can encourage some downtime for employees to recoup and recharge, the Internet can equally prove to be a distraction from the mission. Good information governance policies will not only outline what can be posted but also permissible times to use social media during work hours, such as on approved breaks and during lunch. 



coStS

Some aspects of information governance can be expensive. Security measures, system monitoring, and training are all time consuming and come with a cost. It may be easy to look at the expenditure of both time and profits and decide it is not worth the efforts or expense. However, while there are expenses associated with information governance, it is potentially more expensive to defend against lawsuit for not sufficiently protecting the integrity of sensitive information or to provide mitigation to those who have been victimized by a breach. In many ways, information governance is like insurance. You hope never to use it, but you are certainly glad to have it when needed. 

This does not mean, however, that every dollar made should be invested toward 

the protection of that dollar. There is a point where protecting your assets may ham-per your company’s abilities to acquire those assets in the first place. This is where the line must be drawn. If a company is spending more on protecting information than the information is worth, then this line has been crossed. It may be difficult to determine exactly how much employee or customer information is worth in monetary value, but once the risk for leaking any of it is small enough, pouring more time and resources into this effort becomes a diminishing return. While there is something to be said for the phrase “better safe than sorry,” the expression “a penny saved is a penny earned” also has merit. 

profitS

In most businesses, money is what decides success. It is the lifeblood of business operations and structure. When we think of information governance as protecting sensitive information, indirectly it is also about protecting the company’s profits. 
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Like the earlier referenced business balance, the same issues have to be con-

sidered for information governance when it comes to the profits. Information that leaks into the wrong hands will likely result in major financial consequences—in other words, a loss of profits. However, an overabundance of safeguarding could be detrimental to an organization’s flow of business, leading in turn to further loss of profits. Likewise, information that is restrained too securely in business operations can hinder operational functionality, thereby losing money in the process. 

All this needs to be kept in mind while generating a profit. Each time a decision to implement a greater measure of security in the name of information governance is considered, the company decision makers need to take into account the type of information they are protecting and whether the possible loss outweighs the cost of protection. Can an informational asset be compromised without major consequence? 

Complicated steps and passwords can be a hindrance on a simple transaction. In the interest of maintaining a healthy profit margin, a balance is needed between the protection of information and productivity within a business environment.5

communicationS

When developing an information governance strategy, a business needs to determine how it conducts both its internal and external communications. These communication lines will inevitably be affected by any additions of information governance policies. 

Having information governance plans is one thing, but effectively communicating them to your employees and customers is another. Changes or brand new implementations need to be communicated properly to your employees to ensure the methods are being utilized in the proper manner. Likewise, by communicating these changes or implementations to an organization’s customers, the business can effectively gain consumer confidence, which can possibly translate into increased revenue. 

Another necessity is to understand how information governance policies could 

negatively impact the flow and level of communication. New or more complicated procedures can delay request from both employee and outside customers. Response times can also be slowed. It may be that before policies were implemented everyone in that company had access to certain information, but now procedures create checks and balances in releasing information. Companies must communicated to 

their employees how best to minimize any new delays that might have developed, while also communicating to customers how these potential delays are in their best interest because they ensure information security. 

To help in these situations, a business should implement some type of easily 

accessible, cross-functional team that caters to the company. A cross-functional team would be able to bridge a gap between the various parties responsible for new information governance policies, teams making requests, and those who handle information.3 Using a team as opposed to a single contact allows multiple eyes to create 
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checks and balance for good governance. It also keeps the lines of communication open to reduce delays. 

culture

Whenever changes are contemplated, an organization must be aware of the corporate culture that exists and how it may be impacted by any potential changes. The acceptance of change will vary from business to business. Because many people are reluctant to embrace change, organizations need to be aware of any potential impact that the change may have on their employees (which can negatively affect productivity) as well as the impact that change can have on clientele (which can affect customer loyalty). 

One of the best ways to help merge information governance into a corporate 

culture is for the leaders of the change to embrace awareness. Having employees and customers aware of policy changes coming well in advance allows time for both parties to adjust to the new way of working.6 A staggered approach to implementing policies also gives employees and customers time to figure out how to work optimally within these new policies. This allows minimal disruption to a business’s culture and allows it to continue operating at a (mostly) normal level. This is critical to the company’s ability to conduct itself in a proper manner. 

Significant benefits can be gained for the organization by tailoring the policies wherever possible to match the existing businesses culture. Allow sufficient time for various aspects of the new information governance policies to be put into effect gradually, rather than a wholesale implementation of new rules overnight.7 Allowing time for adjustment to a few new policies alongside normal operations will lessen the apprehension of those who—regardless of the benefits—do not embrace change. 

It is ultimately not what policies are implemented but how and when they are implemented that can affect a business. While information governance is important to the functionality of a company, it also needs to make allowanced for a user-friendly environment for the clients. It is important that a company’s clientele can still be provided with the necessary products and services to which they are accustomed. 

cia

Information governance includes the concept of CIA: confidentiality, integrity, and availability.8 The absence of any of these three concepts undermines the proper practice of information governance policies. 

Confidentiality is the prevention of information disclosure to unauthorized individuals or systems. If information governance policies did not adequately maintain the confidentiality of research and development files, and these files were to be accessed by a rival company, the loss of confidential information would have a negative affect on the company. 
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Integrity ensures that the information has not been altered and is recorded and stored accurately. Easily gaining access to information is not of any value if the information in question is not what it should have been. In the interest of saving money on the cost of storage, a company would never consider randomly deleting sections of documents. Ensuring information integrity is crucial to supporting information governance. 

Availability is the ability to access information when it is needed. If an organizational leader needs information for a shareholders meeting, but cannot access the files, the availability of this information is too low and will undoubtedly have a negative impact on the perception by the shareholders. If the availability of information is so low that the people who need it cannot access it, the information cannot properly serve its purpose. Information, no matter how valuable, is essentially worthless if it cannot be used to carry out tasks for which it is needed. 

All three aspects of CIA must work together to achieve the necessary balance for information governance to function in the sought-after fashion. Too much or too little of any of these attributes will cause information governance to fail. Businesses should therefore apply these concepts on a case-by-case basis. Within the corporate structure, various documents may call for various levels of security. Research and development may be guarded more securely than lesser administrative functions like plans for company fire drills. Elements of CIA will need to be applied to all aspects of information, but it is up to the organization’s leaders to decide upon where and how much. 

Security

How does a business balance making money with mitigating risk to their data or information? Measures that can be set in place to help a company run smoothly in terms of making money while also accomplishing the mission of information security. Before determining what information governance policies to undertake, we first have to determine exactly what needs to be secured. Like reading a map, once we figure out where we want to go, we can then figure out how best to get there. 

Every company—from the smallest operation to the large corporation—will have 

a certain amount of PII. Employee dates of birth, social security numbers, and bank account numbers for payroll deposits are all maintained by the company, and the company must be responsible for securing this information. 

Next is the concern for the security of customer information. A company might 

have bank account information for their purchasers and suppliers. Those doing business with the public can accumulate a significant amount of credit card numbers. 

Those in the business of issuing credit cards will have the personal information of potentially millions of customers. 

From a business standpoint, information governance plays a vital role in keeping both information and a company’s reputation secure. However, security all comes 
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down to finding that delicate balance. While protecting the company’s reputation, if things become protected to the point that security is too difficult to manage, security can actually work against the information governance plan. 

Overly complicated passwords can become a nuisance to input every time if it is too demanding for the employee to remember. When password requirements become 

too complicated, employees will opt to write them down so that they do not forget. 

The intent behind a complex password is noble but can undermine the effort by 

allowing prying eyes to obtain the written password. Companies should require passwords difficult enough to deter hackers but not so complex as to discourage use by their employees. 

Also, it is also an excellent idea to require passwords to be changed at regular intervals, usually anywhere from three to six months. Regardless of security measures that are in place, it is inevitable that an employee will in some manner lose, forget, or share their password, which compromises security integrity. By mandating regular password changes and not permitting recently used passwords to be recycled into use again, the threat of hack or other breaches of password security can be greatly diminished. 

Clearance level access is a security method used in organizations that have 

highly classified information that must be kept secret. Various employees will possess various levels of clearance in order to obtain data secured at different levels. 

Overclassifying information unnecessarily or not compartmentalizing out unclassified information from a classified document will limit the availability of the data for those who might need to work with this information. 

Most hackers do not want to spend an enormous amount of time trying to get 

into a company’s system. Most hackers prefer the easy steal. By incorporating a few basics into a company’s network security plan, many of the threats of unauthorized intrusion to a network can be eliminated. Sensitive data on a company network should have levels of security to minimize the threat of being hacked, but there are basic and balanced steps a company can take to limit this threat without applying overly complicated methodologies. 

The first step would be to limit who has access to the network. Of course, an organization wants its IT people to be able to access the network, but there may be others in the company who have a need as well. Determining who has a need and who does not can limit the accidental or purposeful exposure of the company’s network security. 

Second, from what locations can the network be accessed? Again, you probably want your IT personnel to be able to access the network any time of the day from anywhere in order to immediately address problems that might occur. But do other personnel have the same needs? Should employees be able to work from home on their personal computer, when the company does not know how secure that computer may be before it accesses the corporate system? Malware on the home computer can be spread to the work computer. Requiring employees to take home a work laptop that is securely maintained solves the problem of working from home without threatening network security. 
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Likewise, what about the times when the network can be accessed? IT may have 

a reason to be on the network day and night, but the average employee probably does not. By limiting network access to business hours or when a laptop has been checked out to work from home or while away on business, those monitoring information 

governance security will be able to see who is accessing the system at odd hours. 

Those not authorized to do so may be accessing the system for nefarious reasons that can then be prevented. 

Training is one of the greatest and most cost-effective ways to ensure an organization’s level of information security. If training is conducted at regular intervals and with repetition of subject, employees are likely to grasp the importance of the security standards and better adhere to the policies. 

The use of technology to help keep data secure is forever changing. At times it can be difficult for everyone within the organization to comprehend. These difficulties could cause annoyance, which can then translate into a lack of concern on the part of some employees. However, with an investment of a minimal amount of time, employees can receive refresher training to ensure they are comfortable with their roles in securing information. 

Likewise, most attacks such as cold calling for social engineering and e-mail scams that contain malware are successful against persons who are least familiar with proper information governance. Knowledgeable employees can stop most basic attacks themselves, as well as inform IT personnel so that the rest of the company can be made aware of the attempted attacks. The minimal downtime from work to provide regular employee training will more than pay for itself in the avoidance of corrupted networks and monetary expenses to repair the damage of compromised information. 

Companies walk a fine line in trying to decide how much security is needed for their organization in order to balance the needs of business verses the needs of information safety. Companies need to decide what is important, and each department needs to gauge importance. An all-in-one policy can hinder certain profit areas. Each security measure needs to be company and department specific, and to provide a clear understanding employees about information that is readily accessible and data that needs to be more securely protected. 

need-to-knoW

In order to limit sensitive data from seeping outside the boundaries of where it should be confined, businesses should take steps to permit data to be accessed only by those who require access for specified purposes. This aspect of information security can be accomplished in several manners. 

One of the more prominent ways to limit corporate information to those who 

have a need to know is though the use of in-house software. By utilizing programs that are not necessarily off the shelf but rather designed specifically for a particular 

Balancing Information Governance and Your Company’s Mission  121

company’s business needs, it makes it much more difficult for employees to abscond with information if they do not have the software necessary to read the information. 

This allows a business much greater control over its private data. 

The idea of business specific software can be taken even further by having different software programs for different branches of a company’s operation. This enables the company to further limit their data and other sensitive information to only those who have access to these particular programs. Lower-level employees will only have limited access, and access will increase as employees have more specific functions or hold higher positions within the organization. 

Additionally, by maintaining this software and the accompanying data in in-

business databases separated from the open web, businesses do not have to rely on firewalls and other networking security to ensure their information is not compromised through computer intrusion. This allows for clean, efficient data management without hindrance or data flow impediments. In the end, this mean the primary locus for information slippage is the employees themselves. 

It is important for only those employees that need to use certain information to be the ones with access to that information. A company should have policies that allow employees to do their jobs and ensures appropriate access to information while also requiring employees to be accountable for their actions. If an employee is dealing with crucial information, they need to know how to handle it appropriately.9

mitigation of riSkS

In order to find the balance between information governance and a company’s ability to conduct business, there needs to be a balance of protective measures within the company and measures that mitigate potential risks. The company must decide how much risk they can afford in the event of lost or misused data and information without ham-stringing operations to the point that clientele is discouraged from doing business and instead seeks out a competitor that operates more freely. Similarly, if a company is not secure enough, the company can be the victim of data loss, espionage by a competitor, and a variety of other events. Nevertheless, there are some basics any organization can undertake to mitigate their risks from some of the more common threats. 

Mitigating the risk of employees misplacing data begins before the new employee is even hired. Thorough background checks should be undertaken to ensure that personnel are qualified for the position they are being sought to fill. Are these employees being recruited from a rival company? Do they have designs on starting their own competing business? Do they have a history of criminal offenses or arrests, especially ones involving cybercrimes and the compromise of information? Are these individuals experienced at handling sensitive information and, if so, how successful were they at performing these duties? As part of the pre-employment screening of a company’s information governance plan, these questions and others should be asked 
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before new hires are welcomed on board. In doing this, the likelihood of a purposeful data-leak by a less-than-trustworthy employee is greatly reduced. 

Once hired, it is equally important for all new hires to be thoroughly briefed on the company’s information governance policies. Just as efforts were expended to limit the potential for an intentional data leak, these efforts will greatly reduce the likelihood of an accidental leak. Furthermore, consideration should be given occasionally to administering employee testing to monitor their knowledge of and consistency in following the company’s information governance rules. 

cloSing thoughtS

The primary goal of any business is making money. However, a business in the pursuit of profit should not do so by being careless with their most valuable data, whether it be employee information, network topologies, access credentials, financial data, or any other critical information. Instead, businesses need to balance the goal of making money with the necessity of solid information governance policies. The trick is to find the proper balance. The fine line that allows a company to protect valuable data and yet remain profitable is up to each company to determine for themselves. In today’s world, the two functions can no longer be mutually exclusive. 
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Chapter  9

The Case for 

Information 

Governance 

from within Your 

Organization

Ok, so you get it. You see why and how information governance can protect and 

benefit your company. The question now is, how will you convince everyone else? 

What key attributes can be shown to encourage your business to embrace information governance policies? How can you incorporate the policies into the fabric of your organization? How do you make information governance become a part of the your company’s culture? 

First, an organization should be informed about information governance and how it affects the company. The business needs to have a solid set of policies outlining its information governance to specifically handle any and all any types of lawsuits that might arise. The cost of such an event could prove fatal for a business, and the business could go under without the proper information governance program and 

policies. Simple? Yes. But does it answer all the questions? No. 

The most important information to convince a budding business about the impor-

tance of information governance is knowledge of the risks that already exist. This could be easily described as a “scare tactic” —a description that is not necessarily untrue. 

It was not until the authors were sitting in a meeting discussing their own sensitive information that it really occurred to us just how potentially unsecure our own business information might be. This meeting included a demonstration of how easily information can be found about anyone by conducting a small amount of research through open Information Governance and Security. http://dx.doi.org/10.1016/B978-0-12-800247-6.00009-1
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sources on the Internet. This information included the authors’ full name, personal addresses, jobs, credit card numbers, social security numbers, and phone numbers. 

It is daunting how bad information leakage can be, and it’s even more worrisome that the issue is taken so lightly today, especially by companies that are most at risk for losing the personal information of their customers. Explaining these threats to your organization in a way that hits home and is personal is a great way to start the conversation. A little real-world threat goes a long way toward driving the desire to implement governance rules that will fundamentally change your business for the better. 

As discussed previously, it is not all about the threats. Information governance is about preparation as well: preparing to take advantage of the benefits of improving technology, preparing your organization to adapt to change, and preparing to be more efficient and utilize technology to the fullest. Once people start to understand the benefits of clear policies and the forward-thinking information governance drives, the rest comes easy. Information governance benefits everyone. 

Negative Perceptions of Information Governance

By its very nature, information governance is a “no” program. No sharing passwords. 

No taking proprietary information home. No accessing areas of the network that are not imperative to your job function. No using personal e-mail on company computers. These items are all important and constitute a big part of information governance. 

The fact is that rules, policies, and procedures are the backbone of information governance. The threats are real, permanent, and evolving. Without those policies, a business is vulnerable. Technology today allows the bad guys to find weaknesses quickly, and without a system to combat those threats your organization will become another victim. 

Putting forth the notion that you are constantly under attack is not without merit. 

If you are connected to the Internet, you are constantly being pinged and tested by the criminal element, whether they be a lone individual engaged in cybercrime, a competitor who is seeking to compromise your organization to a gain a business advantage, or even a hostile nation that is more interested in stealing trade secrets than paying for them. Through the use of computer systems that are constantly scanning the Internet looking for open nodes to access. These threats are always looking for the next opportunity to take advantage. 

Implementation

Start by assessing the needs of your company. It is important to understand what type of information the company has and the amount of risk associated with the information. Furthermore, it is important to understand the size and worth of the company. 
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This allows you to create effective information governance policies at an appropriate cost. Remember, balance is key. A small company would not need as much information governance as a large company, and it would not be economically appropriate to try and implement such. 

Information governance can be compared to parenting. The rules for a two-year-

old are going to be basic and simple. The rules for a ten-year-old are more defined and more complex. The rules for a seventeen-year-old are even more so. At all ages, the rules will vary by child, depending on their potential risk exposure and their history of encountering dangers. The same applies to your company. Information governance should be size and risk appropriate. 

It is important for everyone in the company to be aware of the information governance processes that will be implemented. If feasible, meeting with the entire company is important in order to get everyone on the same page, but grouping people together into smaller subsets to explain more in-depth plans and changes is also appropriate. Gaining employee acceptance, understanding, and buy-in is vital to the successful implementation of these policies. 

The establishment of an information governance committee is a step that will 

demonstrate the commitment and focus of the enterprise. This core group steers information governance for the entire company. It is tasked with developing and implementing the system, as well as keeping up with changes both internally and externally. This group, as has been indicated throughout, should include representation by IT but should not be led by IT. Rather, a senior leader in the organization who has access to those with the authority to dictate changes should lead the information governance committee. 

After a committee is created, it is time to define the information governance 

policies and procedures. The committee needs to know how the company uses its 

information and how it could be compromised. Where are the vulnerabilities? What is important to the organization? How does the company change without disrupting operations? In fact, how does the company change to become even better? The policies should allow employees to do their job but not put the company at risk. The policies should not overlook employee actions, but rather should help the employee succeed at their work. Once information governance policies are in place, the company should make sure the employees are following the policies and help them if they are having troubles adapting or adhering to the changes. 

Information governance policies should be a flexible system that can adapt to 

future changes in the company’s industry. Making sure the policies are working and offering solutions to possible issues is the job of the information governance committee. The company should also establish a remediation processes to help employees follow the policies and to make recommendations to improve them. It is important to be compliant with the law and be effective in the business world, so the committee should tailor policies as they see fit to best suit the company.1
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One point to note on implementation is the need to enforce the rules in a positive way. Looking for the means to recognize positive performance serves to motivate employees and to encourage them to maintain their attention to information governance. A few examples of simple ways to recognize employees for adhering to good information governance practices include:



n   Rewarding employees that change their passwords every 60 to 90 days; and

n   Offering a team reward for any efforts in securing work that resulted in zero breaches over a set period of time (think of the signs that are seen in factories that read “138 days since the last accident”). 



These are just a couple of ways that can make following good information governance practices fun and part of the employee’s everyday work life. Additionally these policies and procedures need to be easy to follow and use. Employees will tend to steer toward the path of least resistance, as it is human nature to do so. Giving them tools along with clearly defined direction is the only sure way to gain acceptance. 

Likewise, a scheduled and structured set of strategies for keeping track of the company’s important information is another vital step in running a risk-reduced business. Enforcing a change in employee passwords or reminding employees not to use their company accounts for personal use are obviously good steps toward protecting the entire company from a fatal mishap. However, training and reminders can only minimize the threats to a certain degree against human error or a malicious insider. 

Conversely, having a system in place to make sure that employees do not (or cannot) take any critical information away from the office can be a boon in the efforts to reliably store and manage information. 

Another added value is the realization that implementation of information governance can be a fresh start opportunity for wiping away practices that hinder or are detrimental to performance and growth. By changing how things are done and how a company’s information is managed, the organization not only puts in place new and effective practices but is able to remove old problems. Imagine there is an old rule or habit that allows employees to access outside web-based e-mail programs on a sensitive system. Information governance not only defines how that system is used but also removes the old, risky practice and replaces it with a more streamlined, safe, and effective practice. 

Not every aspect of information governance needs to be a drawn-out, expensive 

process requiring large amounts of company resources. Many simple steps, like the examples just listed, create a positive impact that is just as big. 

Client ConfidenCe

Reputation is often what brings consumers in the door. A lack of good reputation can be ruinous to a business, and there is no faster way to ruin a good reputation than to needlessly put a client’s data at risk. 
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Many companies today hold PII that belongs to their customers. Would you 

expect the companies you work with to securely maintain your PII? Of course you would. The same applies in the market place. If an organization fails to properly secure data, they are leaving their customers open to many problems, and the organization is a leaving itself open to litigation and loss of reputation. Whether the data is stolen, lost, or leaked, the onus is on the custodian of the data to secure it. 

The frequency and size of personal and business information leakage, whether 

accidental loss or deliberate theft, has seriously weakened stakeholder confidence in the information governance capabilities of both private and public sectors organizations.2 The losses are often more than inconvenience and embarrassment, but instead carries real risks to personal welfare, organizational integrity and National security.3

The key attributes of a governance regime will inevitably include sensitivity, resilience, sustainability, affordability, practicality, proportionality and comprehen-sibility. But above all, governance must be effective and balanced, if we truly wish to preserve stakeholder confidence and trust. 

organizational transparenCy and aCCountability

Being completely transparent has pros and cons. It is good for employees to understand key attributes of good governance such as responsibility, accountability, participation, and responsiveness. A company that does not consistently maintain its accountability and responsiveness leaves itself vulnerable to lawsuits, fraud charges, and loss of reputation, which can lead to a loss of business. A company that is not transparent when it should be will burn consumer (and employee) bridges, making it difficult to increase revenue and expand. Transparency in managing your data is beneficial to the extent that consumers learn to trust what you tell them. If they are concerned about data security, as most are, they know you are looking out for their best interests. 

Keeping all that in mind, a balance (that word again!) must be maintained between explaining how you focus on security and not over-reporting your processes, which may have an impact on others who want to do some damage. Don’t give the keys to the kingdom away in an effort to be open. 

As the information governance vision takes shape for your organization, the 

inclusion of employees and even customers can positively affect the acceptance and successful implementation of the program. By including team members who actually use the information and do the work, you can greatly influence the outcome of the start and ongoing success of the program. Those with whom the company 

is engaged can evangelize the company’s vision. This simple step can open doors to better employee and customer understanding of your organization. Participation allows everyone to have a voice in the process. Being transparent and open about 
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threats and benefits will help to make the necessary changes more understandable. 

Also, transparency allows for enough information to be accessible to accomplish the task and to drive acceptance across the organization.4

Consensus orientation also recognizes the different strengths and interests of the group. Much like the concept of transparency, the intent is to keep people engaged and utilize their different skill sets and knowledge. This provides organizations the opportunity to leverage assets that they already have without having to go elsewhere to supplement their information governance needs. This also provides an opportunity for employees to take ownership of the process and the success of the team’s hard work. Ownership comes in many forms. Getting people pulling in the same direction and focusing on the same goal is one form of ownership that is imperative to information governance. It is equally efficient in the use of available resources. This is where one of the favorite words of the authors comes in to play:  balance. Balancing what needs to be done with what is reasonable is an efficient use of resources. 

Accountability implements a system in which each department or person is 

accountable to someone. The accountability may be internal to the organization or external to stockholders or an investment group. In all cases, there needs to be accountability and systematic measurement of performance. What gets measured 

gets improved. If each person is willing to participate, it soon becomes standard procedure.5

size Matters

The size of the entity matters to how one enacts an information governance program. 

Let’s look at the private, small business sector to see how technology can improve the implementation of information governance. 

Small businesses or even medium-sized businesses generally have access to minimal technological assets at most. Whether these assets take the form of a friend who built the website or a contract with a graphic designer, normally the small business owner would think they were not equipped to handle any networking or information governance policies. This is simply not true and, if anything, their need is more important than that of a larger company. Target is able to recover from their breach due to their size and the resources they can apply to fixing the problem. If a small company were hit with a breach of a similar magnitude, they simply might not be able to survive the damage. Smaller companies tend to look at information governance as a lower priority than is wise. Small companies should not be afraid to be prepared. 

Regardless of the size, information governance practice is important for any business. The balance for any company starts with understanding what is needed and is quickly followed by what the company can afford. There are, of course, important key attributes that can be shown to encourage businesses to embrace information 
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governance policies. Moving toward a more comprehensive information governance strategy can help ensure the smooth flow of information through the company and even give the company a competitive edge. Besides streamlining the flow of information, proper information governance polices will also help mitigate lawsuits. 

When a company has vulnerable information such as financial or competitive 

knowledge, it is important to keep that information safe. Failure to do so risks problems with lawsuits, regulators, or auditors. Laws and regulations dictate that certain information must be maintained under certain conditions. Proper information governance is important to stay in compliance with these laws and regulations, the failure of which can prove to be expensive through the administration of fines and penalties. When problems occur in a company and the lawyers become involved, it will be the company’s policies that determine the course of action and whether or not an action was permissible. Businesses should embrace information governance policies to create an efficient flow of information and correct problems before they become lawsuits. Another one of the goals of information governance policies is to save the company money. 

Marketing and inforMation governanCe

Information governance is key in this technologically dominated business world. 

Companies are investing in different aspects of business practices to acquire and maintain more customers, increase revenue, and reduce costs. These practices include marketing. Frequently business entities fail to think of information governance and its impact on the marketing world. If a company can grasp the concept of what information governance is and what a positive impact it can have on sales and marketing, they can utilize the systems developed to improve their sales pitch. 

Information governance should include fundamentals regarding an online pres-

ence, an online customer experience, and social media direction. Marketing in 

today’s world has changed, and information governance is the first step in taking advantage of this burgeoning area. Most companies have a website and many have a social media focus. Ensuring the marketing is effective and serves the company goals is imperative, but a good information governance policy will also take into account security and compliance issues. You do not want to have a well-meaning yet overzealous marketer leave you susceptible to legal or access issues in the interest of expanding the business. If managing and sustaining growth are the goal, protecting that growth is just as important as implementing programs that build it. 

teChnology advanCeMents

The use of technology has resulted in the development of new companies that are specifically geared toward implementing and teaching employers the importance of information governance. There are also organizations providing off-site physical and 
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digital storage. Most reputable IT service providers are working with clients to find solutions to not just their technical needs but their people, compliance, and security needs. Companies are beginning to realize technology maintains information, but it is the user that manages it. People need rules to govern stipulating their responsibilities. Companies—and a large number of service providers—are recognizing that information governance adds value. 

Let’s take a look at the technology a company uses and how information gover-

nance can improve the effectiveness and profitability. As an example, if a brick and mortar store uses old methods such as checks, analog devices, and other dated ways of managing, the company is not profiting from more modern and efficient methods. 

When a company combines new and more effective means doing business—whether 

for making or receiving payment, ordering and controlling inventory, or managing people and payroll—the company can improve the time spent on these tasks, the preciseness of how the tasks are completed, and the security surrounding the data these tasks generate. Adding the ability to use PayPal, automating payroll, and inventory control can have an immediate positive impact on a business. The days of avoiding technology are over. The time has come to embrace technology and see it through to its fullest. Information governance helps in determining what is strategically best in the areas of technology for a business. 

An additional benefit of information governance in the use of technology is the increases possible in work output. Management is, as always, a key to a smoothly running and profitable company. But management still needs guidance and vision in order to operate, elements provided by planning and communicating that vision. 

How are the employees going to know what to do, how to do it, and to whom to 

report if something goes wrong? How does an organization react to issues that can adversely impact business? How about reacting to market forces that can benefit the organization? Mismanagement can result from doing nothing and missing the road map needed to navigate through the waters of today’s fast paced and ever-changing marketplace. With information governance, management is trained and given the 

map to work through those issues. Communication and decision-making will con-

tinue to be key to increasing the work output of the company, and a solid information governance plan helps to set the company on the right path. 

By merging the key aspects of new technology with a visionary plan and straightforward policies and procedures, a company will increase its efficiency and productivity while at the same time securing its important data. This is the reality of our time. Data is in jeopardy, but there is also an opportunity to thrive with the right plan. 

industry speCifiCs

Let’s take a look at a couple of industries to see how information governance, technology and marketing can meld and make a difference. 
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In the medical industry, care providers have been working toward a mandate to 

digitize all medical records. This allows for some excellent advantages for providers and patients. Digitized medical records—referred to as electronic medical records (EMR)—have certain positives:



n   Portable medical records. Your Doctor will be able to view other caregivers’ 

records. 

n   Fewer losses of records. Digital records that are backed up are safer from loss than the old system of paper records. 

n   Less space required, so more data can be maintained. 

n   Efficiency gained by quickly accessing records, history, and test results. 



These are just a few of the benefits, some of which can be used to promote the business. Better efficiency and improved time management can be driven by having a system that takes advantage of improved technology. This translates into higher patient satisfaction and can be used in marketing: “a more effective way of seeing the doctor or time well spent.” The improvements technology provides allows for a better-operated business, which can be further leveraged by communicating these improvements through marketing. 

Are there negatives and dangers regarding the move to electronic medical records? 

Absolutely. The threat of data being hacked and stolen is greater, and one of the fastest growing segments of identity theft is based upon the theft of medical records. 

Three of the top ten places for identity theft are medically related. Health records are valuable because they contain not just the PII but the actual insurance benefits that are being stolen as well. 

Information governance clearly has a place in the medical world. As we move 

to more and more electronic data, the threat increases—and so does complexity. 

With proper policy and procedures as well as employee training, the threat of loss can be mitigated but never fully removed. Additionally, as complexity increases, so does the need for rules to follow and systems to be in place to improve how effectively the data is managed, as well as how effectively patients are scheduled, treated, and processed through the medical system. 

Marketing the benefits of high-performing and technically advanced facilities helps to set some organizations apart from their competitors. Medical facilities are no different. If a patient knows their appointment is going to start on time, they are much more likely to want to remain with their medical facility in the future. Electronic technology in the medical field—matched with solid information governance—is good business. 

In the financial sector, the same fundamentals are true. In nearly all cases, data is kept in an electronic format. The threats are similar as well. A hack, a theft, or an error can result in devastation, and financial institutions are very high on the list of targets. Likewise, building effective solutions and utilizing modern, cutting-edge technology can reduce costs and time. 
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Reputation and security mean everything to banks and financial institutions. Back before technology took over the world, banks were large, imposing buildings meant to give the impression of strength and security. Why? In order to attract consumers and their money. The same applies today. Strength and security are required and need to be marketed. A hack of a financial institution could ruin a firm’s reputation and result in loss of customers. Additionally, the financial industry is highly regulated. 

Keeping records and being able to trace and source money is a legal requirement. The data generated through clear information governance policies does just that and is the only sure way of keeping in compliance. 

eleCtroniC disCovery

Electronic discovery or e-discovery is a legal process where data is required by a judicial authority or governmental agency to be turned over to the courts, agencies, or opposition relevant to a legal or regulatory matter. 

The process is not simple. Once the reporting party receives the order and the parties agree on all terms, the reporting company has to find the data, cull it to ensure only relevant data is turned over, and then deliver it in the prescribed manner. The costs of managing this process without an information governance plan can be enormous. These legal costs can be limited by having an information governance program designed to retain only the data that the business is required to maintain. 

If a company’s data retention plan calls for keeping everything forever, the company is putting itself at risk. Keeping unnecessary information will force the company in litigation to turn over more information than they otherwise would have been legally bound to provide. Also, legal fees are associated with document reviews, and the more information the more it will cost the company to facilitate this function. 

E-discovery is a very real issue in today’s world, with entire industries being built around providing only certain data—as opposed to all data—to opposing counsel. 

Proper governance limits the data that is maintained to strict legal standards and limits the company’s legal responsibilities to only that which is required. 

CoMMuniCation

Improving communication via technology is an obvious benefit. Employees benefit by an increased understanding of internal changes and directives, which increases the productivity and overall effectiveness of the company. When communication 

increases, so does employee satisfaction, which in turn impacts customer satisfaction. 

When customer satisfaction increases, so does profitability. It is a win-win proposi-tion that is born out of information governance through the utilization of technology to communicate most effectively. 

Likewise, the ability to communication with the public can turn consumers into customers and can increase sales to people who are already buying. There is an old 

The Case for Information Governance from within Your Organization  133

sales adage that says it takes six “touches” to make a sale. By automating systems and communication mechanisms, a business is able to communicate better and more frequently with its customer base and potential customers. Failing to utilize technology in the sales and marketing arena can leave a business with a sullied reputation and looking old. Consumers today have changed, and business must change with them. 

The newest generation with purchasing power came of age with technology involved in every facet of their lives. Business is adapting to them, and they are responding. 

Buying through storefronts or with old technology is disappearing quickly. 

Properly leveraged information governance to implement technology into com-

munication processes can be an extremely cost-effective means of increasing a 

business footprint and improving sales. In any business, there are opportunities to improve customer interaction, sometimes via people and sometimes via technology, but are often through a combination of the two. A strict, yet organized, system of interaction is driven by a solid vision, good policies, and consistent communication: in short, an information governance program. 

risk ManageMent

Improving the strength of the IT department can lead to security monitoring measures, secure connections with other institutions and customers, and secure backups of important records and data. Keeping control of business and client data is vital, and by now we all understand just how vital. In the long run, all businesses would benefit from having firm policies in place to mitigate risk and reduce cost. 

Cyberliability insurance is a relatively new coverage. While it is becoming more mainstream, unfortunately many companies are ignoring the importance of having such insurance, as depicted by the chart below. However, having cyberliability coverage can prove to be well worth the expense should an organization experience a data loss. 
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FIGURE 9.1  Reasons companies forego cyberliability insurance
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While coverage can be designed for a particular need, as cybercoverage becomes more commonplace the policies and coverage will become more universally standard. Once more standard, it is logical to assume that such policies will require the implementation of information governance plans in order for policyholders to remain in compliance. Insurance costs will undoubtedly reflect the establishment of and adherence to these information governance plans. 

There are many reasons why businesses should embrace having information gov-

ernance policies. Information governance is important because the policies that a business has can determine not only how secure the business’s information is but also how well the business can operate. Having solid information governance policies will help employees know how to operate in the businesses environment. 

If the policy says that all data older than two years should be deleted immediately, the employees will have fewer questions about what information should be kept and what information should be destroyed or deleted. This can also help the IT department by having less data to manage, allowing them to use their time on other, more important projects. This one simple security policy can help the business through the savings of cost, time, and management of regulatory issues. A policy that states how to use a VPN or how to send information across a network can help ensure that those who want to hack or attack the network—both those outside the company as well 

as internal employees who should not have access to the information—cannot gain access to the information being transmitted. Information governance policies can help a business by ensuring that the information in a company is handled properly. 

Information governance provides a checklist of steps that ensure security. This is also a good way to keep tabs on the business before situations get out of hand. From a purely business perspective, such diligent watchfulness on the business security and books keeps the management constantly aware of how the organization is doing. 

Most breaches of information are a result of the weakness or absence of basic maintenance and attention.6

separation of data

Security of vital and proprietary information needs to be implemented to reduce any unnecessary risks. Different levels of data importance will drive different levels of security. While there should always be a baseline of security, more sensitive data requires a higher threshold. Though some companies may decide that the cost for such security is not worth the insurance it would provide them in the long term, the question needs to be evaluated closely. 

An excellent example is the 2013 Target store breach. Target customers suffered from the breach and Target suffered losses in client loyalty, penalties, and multiple class-action lawsuits. The actual cost to Target has not yet been fully determined, but it is safe to say that in the final analysis the cost will be in the billions of dollars. 
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It is not difficult to imagine that Target might have taken some different steps to have been better prepared for cyberattacks. Can a company stop every attack, every time? 

No, but companies can ensure that they are doing everything possible to be a good custodian of their clients’ data. 

In today’s technologically advanced society, more and more threats are being 

developed for organizations that rely on networks with access to the Internet. In actuality, many businesses utilize technology and the Internet without understanding the risks involved. Spending the time and money to develop the necessary information governance systems to prepare and protect your data is worth every cent. Conversely, it can be time and money the company will wish it had spent after they are attacked. 

As the old saying goes, “If you fail to prepare you are preparing to fail.” 

Major corporations are being held accountable for any private information that is leaked or stolen by hackers or other means. In 2011, Sony’s PlayStation Network was hacked and the personal information of about seventy-seven million customers was stolen. This caused major problems for the company and resulted in market-share loss, reputational loss and revenue loss. Amazingly enough, all of this damage was caused not by some sophisticated criminal syndicate, but rather by a lone college student. 

Other companies have almost been put out of business, if not completely ruined, by disgruntled employees who were angry or disenchanted. The managers and 

human resources failed to revoke the employee’s ability to access the company’s computer system when he or she was discharged, and the employee deleted and/or stole important information that belonged to the company. In what is referred to as ransomware, there have been instances where an individual, often overseas, holds a computer hostage with the use of a virus. They lock users out of the system or take the data and demand to be paid a ransom to unlock the computer or return the data. 

Instances like these are why all companies should have an information governance plan in place to help prevent information from being leaked or stolen, and to provide a plan of what actions to take should the worst occur. 

legal

Electronic Discovery is not the only legal issue businesses face when not pre-

pared. Companies have legal obligations dictated by federal and state law to protect employee and consumer PII. 

Negligence can mean people are personally and perhaps even criminally liable. 

Do not take data management for granted. Ask the tough questions. Ask those who are the keepers of the data. Find ways to protect yourself and your business. People are attempting to do harm to your business on a daily basis, and issues arise for which the company must be prepared. From a legal perspective, information governance encourages the consistent handling of sensitive information. 

136  Information Governance and Security

A system to grade preparedness—like a Good Housekeeping seal of approval—

would be highly beneficial in mitigating legal liability. Companies could earn a rating based on how they employ and enforce their policies, and how well their employees are educated. Having this in place would also benefit the customers of these companies, who would know their information is being protected and held to an industry standard. 

Additionally, having such a rating could possibly deter hackers and others from attempting to exploit systems. In security, it is called target hardening. Companies want their systems to be more secure than someone else’s so that the hacker will move on to the weaker system. Think of it like taking a hike in the woods with someone else. If you get attacked by a bear on the hike, you don’t need to out run the bear; you only need to out run the other person. 

selling your CoMpany on the idea of inforMation governanCe

The business world of today relies heavily on technology. Information governance is an organization’s effort to manage information by implementing controls, records, processes, and guidelines that help a business run securely and efficiently. The strategies employed can help a company battle the forces trying to take advantage of the data, and assist in making the business a more effective, efficient, and profitable entity. 

In this chapter, a few simple strategies have been identified, but the bottom line involves thinking through the issues for your particular company and determining what is a good and reasonable means to protect it and improve your organization. 

This is not rocket science. Most of information governance is common sense and awareness. The trick is in the implementation. Plan. Do. Review. Redo. Repeat. 
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Chapter  10

What to do First

Technology plays a major role in today’s businesses, which means more than ever a solid information governance plan is a necessity. However, in the business world, while technology has been advancing for decades, the concept of information governance has gotten off to a slow start. Most companies have done very little—if anything at all—to set policies to protect their business. 

The Basics

In a survey conducted by the Economist Intelligence Unit, “77% of respondents 

expect information governance to be important or very important to their compa-ny’s success.”1 Yet, only 51 percent of respondents indicated that the companies for whom they worked had a formal information governance strategy.2 This survey indicates that although most understand the importance of information governance, few have taken the necessary steps to ensure implementation. 
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First things First

If your organization is going to have comprehensive and successful information governance plan, the first step will be to establish a committee to oversee the development and implementation of these policies. The persons who are on this committee, along with the person appointed to be in charge will be critical in the eventual outcome of the polices that are developed. 

The goal of the information governance committee would be to research the 

issues that need to be addressed, as well as brainstorm other potential issues that can pose threats to information governance. 

The leader of the information governance committee should not necessarily be 

someone affiliated with the company’s IT functions. It is important to remember that information governance is much more than just protecting data from loss; it is also about being able to access information as needed and facilitating a business to its most productive and profitable levels. Accordingly, whoever is chosen to the lead the committee should have a solid understand of the organization’s place in the business world and what is needed for the company to operate successfully. Armed with this information, the leader can guide the committee toward finding solutions that will protect the company’s interests without inhibiting operations. 

Whoever is chosen as the leader will also need to have a proverbial seat at the table. 

The leader of the information governance committee needs to be able to report to the top, providing insight as to the threats and the changes that need to be implemented. Too often, those in charge of information governance are too far down the chain, often reporting to others whose job it is to then report to the higher executives. With such a hierarchy, the necessity or urgency of policy change and implementation is frequently watered down. 

If companies are serious about embracing the incorporation of information governance, they need to demonstrate this by ensuring the committee leader has direct access to the top of the decision chain and that those at the top of this chain welcome these briefings. 

After identifying who should be the leader, this individual should have free rein to recruit persons from various areas of the company who can bring different perspectives of what is needed and what can be accomplished. This team can come from 

any facet of the organization, but consideration should be given to persons form both human resources and legal in order to take advantage of their competence in addressing any potential impact on employee rights or the law. 

It should go without saying that a representative of the IT department should be part of this committee. Too often, IT is either relegated to being solely responsible for implementing information governance or not included at all in the thought process during development. IT can address many of the major issues, but others will be needed for those issues that are not directly impacted or controlled by technology. 

Social engineering is not the sole domain of the Internet, so those in sales or a call center may have valuable input as well. 
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Determine Your CompanY’s neeDs

In establishing an information governance program for your company, you will need to take the time to properly determine exactly what your company’s needs are. No one size fits all when it comes to protecting valuable data, so it will be incumbent upon the information governance committee to determine how much security will 

be needed and exactly what steps should be taken to protect the information in question. 

First and foremost, it is important to understand what type of information the company deals with and the amount of risk associated with the information. As was stated in Chapter 9, the size of the company and the scale of the possible threat should determine the financial commitment that will be necessary. On the other hand, a small company could be working on particular sensitive information, such as a defense contractor working on projects for the United States government. Even though they are a small company, their mission may demand the very best of what a solid information governance program may have to offer. 

The information governance committee would to have properly defined the 

company’s business objectives. There needs to be a baseline of what the company is hoping to achieve by setting up and defining an information governance program, including why the company believes such a program is needed and what level of resources—both in people and in monetary assets—the company is willing to 

invest to meet the objective. Likewise, in establishing this baseline, the information governance committee will also need to determine what is already being done by the organization, as well as what level of information security knowledge is possessed by the existing employees. Of course the best way to determine the answer to this last question is simply to ask those within the company what they are already doing. 

If the company is small enough, it may be possible to question each individual on their security habits and their level of knowledge when it comes to information security. For larger corporations, this would not necessarily be practical, but the information governance committee can still take steps to interview department managers and perhaps have employees complete a corporate survey of their information governance practices. Having a baseline of how much you need to educate will provide the committee a good basis as to where to begin. 

One of the things the information governance committee will need to do is make a determination of the organization’s assets. Different businesses will have different assets. An electronics producer’s assets could include its product blueprints, customers, and its computer systems, whereas a major clothing retailer’s assets could include its product, financial data, and social media. In determining the company’s assets, it is important to include an examination of the organization’s physical equipment, software, the company’s work activities, the employees, partners, and its customers, 
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all in the interest of establishing where breaches of good information governance practices might occur. 

The software programs the organization may be using to accomplish their mis-

sion can be of particular importance. How are these programs being utilized to store information safely? As programs are updated with new versions, will these newer versions enable the organization to retriever older files and open them, or do stored files need to be re-saved under the new format so that they may be reviewed later. 

Think of all the files that just years ago were saved under programs like WordPerfect, while today the standard off-the-shelf word processing program is Microsoft Word. 

These two programs are generally not compatible, making it difficult for a document prepared in one program to be read properly by another. 

In addition to corporate documents, the information governance committee 

should look at related areas of interest such as e-mails, Internet usage, the use of both personal and business phones and computers, the ability of employees to work from home, and their potential for taking proprietary work outside of the company to an off-site location. 

methoDs oF seCuritY

Once the level of information governance policies an organization requires has been established, consideration should be given to the various methods of security that are available to achieve the objective. 

Rather than reinventing the wheel, it might be wise to look at similar businesses that are successful and examine what steps they have taken to incorporate information governance into their business practices. This is not to say that other businesses should be copied exactly, because the needs of each business will vary based upon mission objectives, resources, and people. However, much can be learned by study-ing what has worked for others, taking advantages of the policies that might benefit your organization, and customizing those policies to have them fit your organization’s needs. 

The information governance committee will need to develop a list of priorities covering the various areas of the company where information governance should be implemented. As discussed in Chapter 8, it is probably best to implement changes a little at a time in order not to create too much distraction from the main focus of the company’s business objective. Therefore, when introducing information governance policies piecemeal, the information governance committee should ascertain what methods of security are the priorities and what should therefore be implemented first to afford the organization the maximum beneficial impact. 

For example, if the company is not backing up their documents to an off-site storage facility, this might be of greater importance than implementing procedures that control physical access. While keeping persons out who do not belong is an excellent 
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objective, problems can take a variety of forms other than physical access (e.g. computer intrusion, equipment failure, etc. Better to ensure the information has been safely secured to protect against all of these threats before opting to make changes that protect against just one possible compromise. 

Once the information governance committee is confident that they have identified the significant risks, the committee must then consider measures of implementation that eradicate the risk or substantially mitigates the threat. Different risks will require different techniques to mitigate them. Accordingly, companies will find that these techniques vary from physical to digital. A physical example of eliminating or mitigating risks would be the use of security guards, alarms, and cameras to monitor the organization’s facilities. On the other hand, a digital example of would be the utilization of firewalls, antivirus software, intrusion detection systems, and so on. 

Finally, although it may not at first appear to be obvious, another issue regarding methods of security is to make sure that the organization’s upper management has accountability in the implementation process. By having the policy implementations openly discussed, disseminated, and supported by those in charge, the chance that the new information governance policies will be pushed off to the side is reduced. The importance of these policies needs to be emphasized along with a sense of urgency. 

Open recognition by persons in authority of the importance of the policies can diminish breaches in the efficiency and security of the policy implementation. 

plan seCuritY methoDs anD sYstems

When developing information governance security plans, it is a good idea not only to take a look at what needs to be made secure but also to take into consideration what does not. Does all of the information in your organization need to be retained forever, or is their information that can be discarded after a period of time? If retained, can the storage of this information be done less expensively than more sensitive data because its loss would not be problematic for the company? 

Personal information pertaining to prior employees may not need to be read-

ily available and might be removed from the main computer systems. However, the personal information of even former employees should be considered sensitive, and steps must be taken to safeguard this data. In cases of where physical records exist, consideration should be given to condensing information by scanning documents 

or eliminating physical records when electronic records already exist. The elimina-tion of unnecessary physical records not only decreases the chance of unintended exposure but can also reduce costs in the saving of space and storage. When disposing physical copies of such information, it highly recommended that everything be shredded rather than just tossed in the trash. Good information governance practices should always be applied to all types of sensitive information, even that which you no longer need. 
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In some instances, blocking access to electronic files can be accomplished by 

limiting which computers within the company are exposed to the Internet. Some 

systems may be able to be designated as solely internal and be accessed on stand-alone computers (i.e., computers that have no connectivity to anything other than the internal network). By the creation of a system of stand-alone computers for internal records, the possibility of information loss due to a computer intrusion has effectively been eliminated. To achieve this properly, the organization would most likely have to facilitate hosting a private network within the company by having their own server. Granted, additional costs are associated with doing this—both in finances and IT personnel resources to maintain the system—but the potential benefits to be gained by the company may well be worth it in the long run. 

Likewise, in some instances organizations may wish to take this policy even one step further by prohibiting the use of flash drives on the stand-alone units. By doing so, the ability to have malware inadvertently loaded onto the system has also been eliminated, thereby protecting your internal system data from possible corruption or destruction. 

Another method of security is to institute a need-to-know policy. Not all employees need or should have access to all systems. Employees in human resources should have access to personnel data, the company’s health office will have access to employee medical records, and corporate engineers will have access to proprietary design information. However, unless a logical argument can be made otherwise, there should be no reason for the crossover of information from one of these departments to another. By maintaining the need to know rule, important information will not be shared with those who should not have access, and the potential for unnecessary spillage will be greatly reduced. Employees should have access to only the information they need to perform their jobs. Anything beyond this is unnecessary and creates potential information security problems. 

Creation oF the inFormation governanCe poliCies

Having assessed the organization and determined its information governance needs, it is time to create the policies that put the necessary guidance into place. The information governance committee will take the lead, but to develop effective policies you are going to need to retain the assistance of those in charge of the various departments within your organization. This is one of the reasons it is a good idea to have the information governance committee comprise representatives from several different departments, so that these individuals can liaison with their respective groups and report back with suggestions of what is needed and how it can be achieved. Another benefit of working with the other departments is that when it comes time to implement the new information governance policies, the committee will already have buyin from those who will be affected. 
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When developing policies that involve electronic data, such as the case of the stand-alone computer server, it is important to make sure IT is brought into the discussion early on. The lion’s share of the electronic efforts will fall upon IT, so efforts need to be made to ensure that the desired policies are possible. Likewise, for these policies to be put into practice, IT will need to have the dedicated resources to do so, both in finances and manpower. If more money or employees are required, it should be the job of the information governance committee to make the case for such, rather than have the IT personnel enter these battles on their own. 

The development of information governance policies will be tailored to the individual needs of each company or organization. Information is not a one-size-fits-all process, which is why input from all departments is so important. However, in the world of information governance, a few things are standard with most company policies. Here are just a few examples. 

To protect proprietary information, it is generally a good idea for companies to incorporate non-compete and “do not disclose” clauses into their employee contracts. This way, when an employee leaves the company—voluntarily or through  termination—the restrictions placed upon the employee to protect the company will remain. 

Information governance polices should always address password changes, gener-

ally requiring they be changed every three months to ensure a proper level of security. Additionally, the policy will should also incorporate language that calls for the immediate rescinding of the password the moment the employee departs from the 

company, if not sooner (such as when they provide their notice). 

Software updates should be part of the information governance strategy. By outlining the requirement that the most up-to-date software be utilized on the organization’s computer system that connects to the Internet, the company will ensure they have the latest versions that account for all known viruses and threats. 

While it would be nice for information governance policies to mitigate every 

single risk using every measure possible, in reality this cannot always be done. The reality of today’s business world is that all organizations will have a certain amount of limitations, including cost, time, personnel resources, and more. If a business has to purchase new and expensive equipment, but cannot afford to do so, they have no choice but to look elsewhere for possible solutions. Likewise, some companies may have difficulties with the implementation of new technologies simply because it is not economically feasible for the computers to go offline for the amount of time it would take to install updated systems. 

Where the preferred fixes are not available, the potential problems should still not be ignored. Rather, organizations should take into account their limitations and look at other avenues they can take. For example, if it is not possible to update to a new version of software, employees should be made aware of the threat issues that are found within the version they are using so that they can be on the lookout for any anomalies. 
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Additionally, some companies might never before have considered having a full 

time chief information security officer as part of the corporate structure. In Appendix A, the authors have included and outline of what qualifications a potential candidate might have for such a position. Likewise, to get those on the information governance committee thinking more specifically about the issues that need to be addressed in their policies, the authors have also included templates for information governance threat assessment (Appendix B) and information governance threat response planning (Appendix C). 

implementation

In a setting where an organization had not previously had any established information governance policies, once the need for such is discovered, the inclination would be to thrust upon the employees all protective provisions as soon as feasible. As well intentioned as this might seem, it is human nature to reject change, at least initially. 

The newly established information governance policies will likely at first appear to be cumbersome. As stated earlier, a more gradual rollout of new policies might prove to be most effective. The gradual introduction of information governance policies will permit employees the opportunity to learn and understand what they need to do in order to be in compliance, and to have a better understanding of why these policies are import to their company’s success. 

In advance of implementing information governance policies, it is important to have a plan to educate everyone within the organization of what is to be expected. 

Doing so will not only reduce the confusion that generally accompanies the introduction of new procedures but also provide the opportunity to encourage employees to embrace the coming changes. Whether via e-mail, team meetings, or even one-on-one sessions, communicating the importance and benefits of the information governance policies allows the implementation process to occur with the least amount of difficulties. 

Make sure that all of the employees whom the new information governance poli-

cies will directly affect are made aware of these changes in advance and given at least a general idea of why the changes are being instituted. People especially dislike change when they do not understand the reasons behind it. If possible, announce the coming changes to everyone in a physical environment so that employees have a chance to ask questions and listen to other questions they had not thought of themselves. 

When educating those who will be affected by the changes, the more details the better. In addition to meeting in person, also develop an office memo detailing the what, when, and why. This memo should not just detail the security strengths of the company but also address the existing weaknesses and explain how information governance will strengthen the organization against the variety of potential threats. 
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Likewise, both the meeting and the memo should challenge employees to become an active part of the equation by encouraging and rewarding them for identifying other potential threats and viable solutions. 

The final step of implementing information governance policies is to establish a working system that utilizes the policies. At this stage. all the steps that were identified and adopted will now be put into practice, rolled out progressively based on their importance and substantive impact. Having employees sign non-disclosure 

agreements might allow management to feel that something had been accomplished, but perhaps the more immediate threat would be to address holes in the computer network that need to be patched. Additionally, some elements of information governance lend themselves to implementation during specific periods of the company’s fiscal year. For example, the time of the annual employee reviews would provide an ideal occasion to discuss non-disclosure and non-compete provisions of the organization’s information governance policies. Employees could be provided copies of these policies, given an opportunity to review, and then asked to sign them, where-upon the signed copies would be collected and made part of the employee’s human resources file. Eventually, an overview of the entire information governance policy should be incorporated into the employee’s annual review in the form of a written acknowledgement of the policies that the employee will sign and date. Doing so not only reiterates for the employee the importance of information governance but also provides the organization with legal recourse should an employee’s intentional breach of a policy prove detrimental to the organization. 

As part of the implementation of these policies, specific individuals at various levels of authority within the organization would be assigned to track the use of the policies and to ensure that they are being utilized properly and effectively. For example, security personnel can send out reminders of online threats, such as malware. Comprehension of the policies can be established through the administration of occasional short tests that measure the employees’ understanding and practice of the policies. Eventually, security may even wish to send fake e-mails to random groups of employees to test their ability to recognize threats. 

Individual departments or sections of the company should be briefed on any 

specific changes that will affect their work. This will provide employees a further opportunity to digest what is expected and how they may meet these expectations. 

By definition, those in the IT department who manage the various organizational electronic systems may be called upon more than others to implement changes. 

IT employees are the ultimate keepers of the stored information, but their already demanding jobs can be made easier by the overall education of employees, ensuring they understand basic practices such as password security and social engineering avoidance. 

Much of the education of employees can be achieved through mandatory classes 

on information governance, which can be held on specific training days. Employees 
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need to know more than just the fact that new policies are being put into place. They need to understand how to recognize suspicious activities and to whom they should report their observations. 

How much training should be offered depends on the type and volume of policies that are being put into effect. Training should be developed for all of the intended policies, and a training schedule should be developed to coincide with the implementation of these policies. Additionally, it would be beneficial to have these training programs led—or at least introduced—by a high-ranking official within the organization in order to convey the importance of learning these policies and procedures. 

Likewise, employees can be reassured that although information governance 

policies may appear to be intimidating at the outset, after time they will seem second nature. If the information governance policies are implemented in an organized step-by-step manner, the perception of value within the organization will become apparent, thereby further encouraging persons to engage in their own efforts to ensure security. With each additional employee willingly participating in their specific function of information governance a step is taken toward the policies becoming standard procedures throughout the company. And, as we have learned early on, consistent standard procedure adds to consumer and employee confidence. 

evaluate eFFeCtiveness anD revise poliCies

Once all the information governance measures have been implemented, it is useful to monitor the performance and effectiveness of the new policies. By doing so, the organization can ensure that the desired result of managing and protecting the company’s important information has been achieved. If one or more information governance policies is determined to be ineffective, such policies can be amended or removed, depending upon the expected results. 

Additionally, information governance is a continually evolving program, chang-

ing as technology and business needs change. Information governance policies 

should be a flexible system that can adapt to future changes in the company’s industry. Making sure the policies are working and offering solutions to possible issues is the continuing job of the information governance committee.3

Any newly developed policies will undoubtedly become stale and outdated 

over time. After implementation, employees should be encouraged to provide input regarding their perceptions of how the policies are working and their thoughts on how policies might be changed. Doing so will significantly enhance the organization’s ability to identify information governance security issues and stay ahead of developing problems. 

For example, during the period of employee feedback, a determination may be 

made that one policy contradicts another. During this evaluation period, changes can be made to ensure the more necessary policy remains in place while determining the 
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necessity of the other policy. Adjustments can be made to avoid the overlap, or the other policy can be eliminated completely. 

Companies should also assess how employees are adapting to the new policies. 

Are employees able to conform easily to the policies? Are there any notable changes in productivity or efficiency? The company should make sure its employees are following the information governance policies and establish remediation processes to help employees who are having difficulties. Understanding how the work force is reacting to the newly established information governance policies makes it easy to pinpoint what works and what does not, and thereby make adjustments to keep the company safe and secure. 

some aDDitional thoughts

One often-overlooked aspect of a good information governance plan is the establishment of outside relationships and contacts with those who could help during an event. Part of the organization’s plan should be to know whom to contact within law enforcement and to establish a liaison to this contact within your organization. The first time you speak with the police or the FBI should not be when you need their assistance. Getting to know these individuals in advance and discussing information governance can be extremely beneficial in determining the outcome of your event. 

Implementing information governance is a critical aspect of any business, but it can also be a tedious and sometimes daunting task. It can prove useful, therefore, to create an outline of how a company should establish information governance for the first time. 

For convenience, what follows is a list of a few of the things that should be considered: How to Determine Information Governance Needs for 

Your Company

–   Determine the risk verses the reward. 

–   Decide how much you can spend for what you can obtain. 

–   Weigh the need for client confidence verses unintended disclosure. 

–   Examine what threats are realistic. 

–   Determine how you should manage your electronic and physical information. 

–   Determine who can have access to information and at what level. 

–   Decide how you will inventory the company’s assets and how often. 

–   Determine what needs you have for physical security. 

–   Decide who will have authority over enforcement of information governance policies. 

–   Assess your need for retrieving information if you are involved in litigation. 

–   Have buy-in by important personnel at the start (e.g., CEO, financial, legal, HR, CIO, IT, etc.)
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How to Create Information Governance Policies

–   Talk to all employees about information governance, explaining its importance. 

–   Develop clearly defined rules about consequences for violating information governance policies. 

–   Put firewalls in place. 

–   Implement password protection (i.e., require changes at set intervals). 

–   Determine who can handle what information (need-to-know). 

–   Establish rules for taking work home. 

–   Decide how you will store electronic and physical information safely and securely. 

–   Establish a baseline of information governance practices. 

–   Develop industry- and department-specific policies depending on threat level. 

–   Have the information governance committee—in conjunction with legal, IT, HR, and employee groups—determine what the best practices, policies, and procedures should be

Methods of Security to Support Information Governance

Hardware:



–   USB  authentication

–   Backup  servers

–   Approved  devices

–   Fingerprint  scanners

–   Offsite  backup

–   Multiple internet access points

–   Multiple power sources

–   Backup  generators

–   “Bring your own device” (BYOD) policy

–   Standardized user security suites

–   Firewalls

–   Server log activity tracking

–   Wi-Fi  encryption

–   non-technical solution where appropriate



Software:



–   Forced password reset

–   Security  questions

–   Caption  picture

–   Firewalls
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–   antispyware and antivirus

–   Device  blocker

–   Idle  logout

–   Ping  database

–   Website  blocking

–   Keystroke  tracker



Automated:



–   Auto  update

–   Auto  scan

–   Auto authentication check

–   Auto quarantine threat

–   Auto log IP address

How to Implement Information Governance Policies

Small Business:



–   Memo to all employees

–   All-employee  meeting

–   Employee questions and answers

–   Follow-up reminder e-mails

–   IT  involvement

–   Up-to-date knowledge of current laws and regulations

–   Clearly defined rules about consequences for breaking information governance policies

–   Firewalls

–   Password  protection

–   Rules about what information can be handled by which employees

–   Training, both initial and annual

–   Awareness  programs

–   Different levels of focus for different risk levels



Medium-Size Business:



–   Memo to all employees

–   All-employee  meeting

–   Employee questions and answers

–   Follow-up reminder e-mails

–   IT  involvement

–   Up-to-date knowledge of current laws and regulations
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–   Clearly defined rules about consequences for breaking information governance policies

–   Firewalls

–   Password  protection

–   Rules about what information can be handled by which employees

–   Guidelines established for employees

–   Training  exercises

–   IT  involvement

–   Clearly defined information governance leaders

–   Cheerleaders



Large Business:



–   Memo to all employees

–   All-employee  meeting

–   Employee questions and Answers

–   Follow-up reminder e-mails

–   IT  involvement

–   Up-to-date knowledge of current laws and regulations

–   Clearly defined rules about consequences for breaking information governance policies

–   Firewalls

–   Password  protection

–   Rules about what information can be handled by which employees

–   Guidelines established for employees

–   Training  exercises

–   IT  involvement

–   Non-disclosure  agreements

–   Recurrent, annual review

–   “Bring your own device” (BYOD) policy

–   Standardized security suites

–   Establishment of a high level information governance committee

–   Integrity  testing

–   Employee  quizzes

–   Follow-up employee meetings

–   Tighter security protocols depending on level of employee involvement

–   Communication



Where sensitive data exists, there will be a need to ensure the data is protected. 

IT alone can only do so much, hence the need for participation by everyone in the company. Policies can be developed that limit access, and policies can be developed to offer protections to information being accessed. The implementation of a solid 
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information governance plan is a way to ensure that everyone understand his or her responsibility in protecting the organization’s most important asset. 
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Chapter  11

What to do Forever

By this point, we have identified what information governance is, what it means to your company, what your company does not have in place, and what your company 

needs. Committees have been developed, personnel assigned tasks, and queries made to determine security gaps. Policies have been created and implemented. Technology in the form of both hardware and software has been purchased and put into action to assist with protecting your organization’s important information. Employees have been explained the importance of information governance, and training has been conducted to ensure the proper education of all personnel. So what is left to do? 

Plenty. 

Continuing Efforts

Information governance is now—and forever will remain—an evolving process. As 

technology changes, so will the potential threats, which means that it is incumbent upon organizations to stay abreast of these changes in order to protect their valuable data. After the policies are outlined, a system should be put in place to evaluate, to Information Governance and Security. http://dx.doi.org/10.1016/B978-0-12-800247-6.00011-X
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receive feedback, and then to act on the feedback to have the best results with information governance. 

Technology is now changing exponentially. Developments in technology are 

coming into existence faster than ever before, and what we view today as being fast will be considered slow in just a year or two. In the course of normal job responsibilities, your IT personnel will become aware of many of these developments, which is why these employees play such a critical role in your information  governance program. Likewise, those assigned to the information governance committee, in particular your company’s chief information officer, should make it part of their  mission to continually educate themselves on developments in the field of  information governance protections and threats. 

Even companies that are in the specific business of protecting sensitive information might not be doing all they can. In Peters v. LifeLock, Michael Peters, LifeLock’s former chief information security officer, alleged that his risk assessment revealed that the company was performing only 27 percent of the minimum intrusion prevention, data leakage and encryption, and other technological security readiness measures needed to protect its customers’ sensitive information.1 Mr. Peters claims he also discovered that LifeLock had not dedicated any internal resources to security vigilance measures, including vulnerability testing, auditing or monitoring, incident management, and event logging.2

Beyond awareness of the changes, threats, and solutions, there are actions that companies should employ as part of their information governance program to ensure continued advancement of their organization’s policies so that they remain current as the world continues to evolve. 

Continuing Efforts of thE information govErnanCE CommittEE

Once the policies have been developed and implemented, there is still plenty for the information governance committee to continue to do. This committee should remain a permanent fixture of the organizational structure and continue to have the ability to report to the highest levels of the company in order for information governance to play a defensive role in all aspects of the company’s affairs. 

The committee members are the members of the organization that should evaluate whether the information governance policies are being implemented correctly and followed properly. It is equally important that employees feel empowered to provide feedback on the effectiveness of the policies. Each department of an organization should have a representative available to meet with the committee to present problems or solutions that were developed during the course of their work. And all persons should continue to have unfettered access to share their information governance observations. 

As technology changes, so should the makeup of the membership of the commit-

tee. By members occasionally rotating on and off the committee, new members will 
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be afforded direct exposure to the importance of this program and will bring fresh perspectives and different points of view. This may enhance existing policies, but may also more easily facilitate the development of new protocols that are needed. 

Logically, while the committee should have regularly scheduled meetings, with subsequent reporting to the company executives, should a significant risk be discovered, an emergency meeting should be convened in order for the necessary protective actions to be put into place as soon as possible. Additionally, should an operational need or process improvement be identified, it would be important for the committee to meet. The committee must be driven to keep abreast of changes and to look not only for security issues but also areas that can be improved. 

aCCountability

If policies have been properly disseminated and employees have been properly 

trained, the organization’s personnel need to be accountable for abiding by information governance protocols. 

This is not to suggest that employees should necessarily be punished for failures in following information governance protocols, although in certain instances some sort of formal discipline may be appropriate, such as in the case of repeated breaches due to inattentiveness. Obviously any willful act is grounds for serious discipline. 

Otherwise, the overseers should monitor accountability by employees, and employers should view lapses as opportunities for improvement. 

In cases involving minor offenses resulting in little or no damage to data, offenders can be afforded additional training and counseling by their superiors to explain the needs of the corporate information governance policies further. In many cases, the employees may be aware of the policies, but may not have an actual understanding of how adherence protects the organization. An employee who does not understand malware is not going to understand the dangers associated with using an unapproved flash drive. In this instance, education can be the cure. An educated employee is far more apt to be a cautious employee, and an accountable employee is far more likely to keep focus on the policies. 

On occasion, employees will knowingly violate policies even though they possess an understanding of the reasons for the information governance protocols. Whether due to laziness or something far more nefarious, employees who willingly put the corporate data at risk must be addressed. The manner by which to address these instances may be tiered, from education to admonishment to discipline and finally to dismissal. The punishment level would vary depending upon the severity of the breach and the rationale of the employee responsible. 

Accountability affords an organization the opportunity to maintain awareness of how effective the information governance security policies are. Employees who are identified as being intentional or unintentional weak links in corporate security can 
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be reassigned if necessary in an effort to minimize potential damage. The company will also know of additional steps to take, such as retraining. Likewise, having accountability affords the opportunity to further identify offenders on the outside who seek to exploit these weaknesses, allowing an organization not only the opportunity to stop the attackers but also to report them as necessary to the authorities. 

In the business world, new risks, threats, and exploits happen every day. The policies that employees were trained on yesterday may no longer work today or tomorrow. Therefore, organizations must understand that although employees should be accountable, successful attacks against potential weaknesses might not necessarily be the employees’ fault. 

ContinuEd training

As previously mentioned above, there are occasions when a select number of personnel may require remedial training to become as proficient as others within the organization. Nevertheless, all employees—no matter how proficient they may 

be—are going to need periodical refresher training. The longer people work in an environment, the more they get comfortable and become complacent. The more 

complacent the employee, the easier they are to exploit. Give employees reminders of the policies through e-mails, posters on the company walls, and any other means available. 

Continued training provided by the employer is the best way to ensure the com-

pany’s information governance policies are continued and enhanced. Training days should be established periodically throughout the year—or at the very minimum at least once a year. Dedicating an entire day to various concerns in not necessary, but investing as little as an hour on thoughtful education of information governance policies can prove to be time well spent in the protection of sensitive data. Likewise, these training opportunities can be in many forms, from an all-employee meeting for the sole purpose of discussing information governance to more informal settings of department managers meeting with the personnel in their charge. 

Continued training serves several purposes. Employees can be reminded about 

what they have been previously taught, allowing the organization to ensure that the information remains current in the employee’s mind. Likewise, it reminds the employee of the importance of the topic, helping to prevent the employee from 

becoming careless in the handling of sensitive information. 

Additionally, the continued education provides an opportunity to share with 

employees the latest developments—including both new threats and new solutions that have been developed to combat those threats. As new risks arise, these issues can be incorporated into the company’s information governance policies, and employee will have the necessary confidence to be prepared for the risks that potentially threaten their information. 
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PEriodiC tEsting

There is an old Russian proverb famously used by Ronald Reagan during his presidency: “Trust yet verify.” An organization can offer all of the training in the world, but at some point they will want to make sure that it is actually working. There are many ways to put a company’s information governance policies to the test. 

In the corporate world, computer penetration testing—often known as pen 

testing—is a common practice. After firewalls and other software fixes are put into place to keep out the criminals, organizations can hire companies that will act as the bad guys and attempt to hack into the computer system. If they are able to conduct a successful computer intrusion, the organization will have the information they need to put patches into place. Conversely, if the pen testers are unsuccessful, the organization will have confidence in their established protections, at least until smarter criminals come along who possess a higher level of skill. Pen testing should be  conducted periodically to ensure the best possible protections are put into place. 

Pen testing is a means to test the physical equipment, but as discussed throughout this book, employees also pose various levels of threats to their employer’s sensitive information. Some of the ways to test an employee’s knowledge and training include sending them an e-mail that might be considered a use of social engineering. 

Whether phishing for information directly or seeking access to the computer system by obtaining passwords, social engineering tests can identify gaps in training and places where resources need to be directed to fill these gaps. 

Beyond computers, employee testing can also be conducted in the form of ruse 

telephone calls seeking inside information from an employee by pretending to be a higher up in the corporation. If the employee follows the appropriate verification protocols, perhaps they can be rewarded, providing an incentive for all employees to be just as cautious. If the employee fails the test, education and retraining can be offered to correct problems. 

tEChnologiCal uPgradEs

According to the Lillian Ablon, et al., sophisticated and specialized markets that freely deal in the tools and the spoils of cybercrime have assisted the growth in cybercrime. These include items such as exploit kits (software tools that can help create, distribute, and manage attacks on systems), botnets (a group of compromised computers remotely controlled by a central authority that can be used to send spam or flood websites), as-a-service models (hacking for hire), and the fruits of cybercrime, including stolen credit card numbers and compromised hosts.3

New technology can facilitate new business opportunities and possibly less 

expensive operational expenses. But new technology can also bring an increased exposure to potential risks by criminals taking advantage of these new technologies. 
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To protect against these new threats, companies must stay up-to-date with their information governance policy as it pertains to the incorporation of new technologies. The policies must address the new technologies that pose the threats. 

The business world relies heavily on technology. Today, most companies use 

some form of digital information management system involving both hardware and software. These systems need to be maintained and updated on a regular basis. In addition to addressing how new technologies are used within the organization, information governance policies must also cover the maintenance and upgrading of these systems throughout the organization. 

Updating hardware can be expensive. Replacing all of the computer systems that sits on of each employee’s desk is no small task. However, at a certain point in the life of hardware, technology equipment becomes so out-of-date that security precautions are more difficult to implement. Hardware can also reach a point where it is unable to address today’s threats. The financial investment made to upgrade hardware when necessary may prove to be a significant cost savings in the long run by preventing the potential disaster of sensitive information being lost, stolen, or altered. 

Software also needs to be regularly updated to address the latest threats as they arise. Good information governance protocols will require the immediately download of updates provided by the vendor, as these updates usually fix vulnerabilities to their systems. 

Likewise, other software programs such as antispyware and virus protection 

should be updated whenever new versions are available in order to fend off the latest malware that has been released on the Internet. This can also be done at little cost to the company by conducting an automatic daily update of virus protection software. 

This automatic update can be conducted during nonbusiness hours to avoid disrupting business operations. This simple step will greatly ensure the organization’s overall computer security is current and up-to-date. 

Finally, the technological aspects of the information governance policy should also address what must occur should malware or another threat successfully penetrate the company’s computer network. The policies would outline who should 

receive notification, what steps will be taken to contain the threat from spreading and removing it from the system, and how the threat may be blocked from further action in the future. Planning for prevention and addressing threats as they occur are important, as is ensuring this same threat is not unwittingly given a second opportunity to strike. 

PoliCy rEvisions

Like changing technology, some forms of potential attacks might not have even been anticipated by those in charge of developing the original information governance 
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policies. Corporate data policies are usually complex in nature and sometimes difficult to enforce. As a rule, organizations should work with their legal, compliance, and other departments in order to produce meaningful rules regarding how corporate data assets should be treated.4

Because the goal is to protect as much sensitive data as possible, informa-

tion governance policies should regularly be reviewed in consultation with those in the organization that understand the threats. After doing so, the appropriate changes should be made to the policies so that they accurately reflect the current state of threats. For example, if an employee has taken their work laptop home and somewhere along the way ends up misplacing it or having it stolen, which in turn leads to the compromise of sensitive information, it may then be necessary to amend the company’s information governance policies as it pertains to taking sensitive information outside of the office on laptops. The obvious work-around would be to permit company laptops to be taken home but prohibiting sensitive 

information from being saved to the hard drive. Instead, anyone needing sensi-

tive information while at home or during travel would have to use a secure portal to access information stored and encrypted on the cloud. By doing so, the loss or theft of a company laptop will not jeopardize the organization’s important 

information. 

All too often, the initial creation of the information governance policies is viewed as a one-time job. Organizations forget to stay on top of their initial concerns, believing they will now be safe forever. To avoid this problem, companies need to be supportive of maintaining the originally established information governance committee and to empower the leader and those on the committee to be responsible for the policies’ continual evolution. 

According to Jim McGann in his publication entitled “Data assessments for 

center-wide information governance,” the following are a few steps an organization can take in order to ensure their information governance policies remain relative:



–   Emphasize the importance of information governance. Often it can be a means of job security. 

–   Make sure there is accountability to upper management so that tasks do not get pushed off to the side. The importance of the task needs to be emphasized. A lack of urgency or the failure to see governance as a necessary component can create cracks in efficiency. 

–   Schedule regular meetings to allow for updates or changes. Communication and transparency are important. 

–   Identify who has responsibility for each category/subcategory. 

–   Communicate to management and employees how continued maintenance is 

to the benefit of both the employer and the employee, and increases customer 

confidence. 
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–   Keep personal and business information separate. The authors do not want 

employees to feel micromanaged. However, if employees recognize the impor-

tance of keeping their personal and business information separate, there is less chance of resentment. 

–   Create a checklist of what needs to be done, when, how often, and by whom. Each person assigned a task needs to be accountable to upper management. 

–   Keep the information simple, collecting only what is necessary and discarding what is not needed or outdated. This approach helps employees realize the benefit of reliable, easy-to-apply information. 

–   Use information governance as a secure tool rather than just a means of storage. 

–   Provide simple-to-use software that helps the user understand what data exist and where they are stored. 

–   Carry out periodic training and support for employees. 

–   Conduct periodic reviews to see if the information and the method by which it is obtain continues to contribute to the business. 

–   Make the continuous application and maintenance of information governance 

part of the job description. 

–   Management and owners need to take responsibility and apply the policies 

themselves. Employees will know they are expected to follow suit. Make it a 

habit.5



As McGann advises, the measures taken for information governance must also be 

continuously monitored for performance because of the ever-changing nature of risks that threaten businesses.6

As the information governance policies evolve and change, so will the need 

for additional training for employees. Policy manuals will have to be updated, and employees should be expected to sign new contracts each year reflecting that they understand the current policies. Signing should also be seen as an acknowledgment that they will do everything within their capacity to comply with policies in an effort to protect the company’s proprietarily interests. 

The following list of suggestions for achieving ongoing effectiveness in your 

organization’s information governance policies is a good place to start when considering some of the essential steps:

Evaluate Effectiveness of Information Governance Policies

–   Consult the head of each department to determine if policies are working. 

–   Sample random employees. 

–   Determine if policies interfere with business productivity. 

–   Perform integrity testing by trusted sources (e.g., phishing scams, penetration tests). 
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–   Foster clear communication between different branches of the organization. 

–   Evaluate whether security has been implemented in a fluid and non-intrusive manner. 

Encouraging Accountability and Ownership of 

Information Governance

–   Social media (employees accountable for content)

–   Rewards for positive actions

–   Punishments up to termination for negative actions

–   Programs for employee input

–   Employee involvement on the information governance committee

Training and Education of Employees About Information 

Governance

–   Physical  meetings

–   E-mails to recap information governance policies

–   Remind employees of the importance of these policies

–   Positive reinforcement (i.e., rewards)

–   Examples of companies that did not use information governance policies

–   Updates for employees on changing policies

–   Company culture becomes information based

–   Posters

–   Encouraging employees to remind co-workers of policies

–   Employee  quizzes

–   Real-life examples communicated regularly

–   Teaching an understanding of social engineering

–   Annual and recurrent required training

–   Covert testing of employees (nonpunitive)



Maintaining and keeping up-to-date with developments pertaining to a com-

pany’s information governance programs and policies is as important as the initial establishment of these policies. Companies need to be proactive by examining what has been successful, encouraging accountability, deciding upon changes in the policies as necessary, and taking the steps to put updates into action. By doing so, companies can be assured that they have taken the most reasonable steps to protect their information, their clients, and their employees. 
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Chapter  12

Charting the Best 

Future Course for 

Your Organization

Knowing what to do and whom to call before, during, and after a data breach event can be the difference between success and failure, both for individual executives and the affected organization. This final chapter focuses on how information governance supports a data breach event with one primary recommendation: do not go it alone! 

Data breach events do not discriminate. Whether your organization is a small or big business, a private or public company, a public/government entity, or a non-profit organization, complying with state and federal laws with privacy rules that differ from state to state will be one of the greatest challenges your organization will ever face. State and federal breach notification laws are new to most business executives, and the initial impulse is to give the information governance responsibility of a data breach to the information technology department. 

This is a mistake, as most data breach events are more than IT and hacking drives. 

As the authors have indicated throughout this book, company insiders—such as 

current and former disgruntled employees and contractors—also drive data breach events. Company outsiders, including organized crime and cyberthieves, can also be the force behind data breach events. The scope and breadth of insider and outsider Information Governance and Security. http://dx.doi.org/10.1016/B978-0-12-800247-6.00012-1
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threats reach beyond technology and require a comprehensive review and the participation of every department within the organization. 

Multiple groups and departments should be included in not just the development of the information governance policies and planning but also in the response to the data breach event. These groups—along with their related responsibilities and possible threats—comprise the following:



n   Board of directors: needs to review and approve information governance police annually. 

n   Senior management: safeguarding employee and customer information has to be a priority. 

n   Information technology: needs to respond to hackers, malware and structural vulnerability. 

n   

Human resources: includes current/former employee information; disgruntled 

current and former employees; and careless employees. 

n   Marketing/sales: includes current and former customer information; current/former disgruntled employees. 

n   

Physical security: includes home office, multiple offices, remote offices, and equipment, including computers, laptop, cell phones, PDAs, etc. 

n   Finance, legal, and risk management: require a clear understanding of corporate responsibility and regulatory requirements (e.g., state breach notification laws, Red Flags Rule, HIPAA information security requirements, etc.). 

n   Vendor management: organizations need to understand their business relationships and the need for a formal due diligence process for every vendor or business partner based on the risk associated in doing business with each. 



According to a SearchCIO article, “it wasn’t that long ago that the topic of cyber crime was met with boredom by board members.”1 The fact is that cyber security and information governance is now a significant risk management issue with a new sense of urgency, from the boardroom to senior management to risk management. 

In addition, reputational risk, corporate branding, and marketing threats continue to challenge small and large businesses. 

While the chief information or technology officer typically communicates with 

the board about the risk and costs of cybercrime and data breaches, information security and governance in general and data breach responses in particular need to be managed by the information governance committee overseen by the senior leadership team and board of directors. 

According to the Ponemon Institute 2013  Cost of a Data Breach Study, the cost of a data breach in the United States was $188 per lost or stolen record.2 The study examined the costs incurred by 277 companies in sixteen industry sectors after those companies experienced the loss or theft of protected personal data.3 If you have a data breach that impacts 10,000 people, the costs are astronomical. 
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Information Governance Impacts All Facets of an 

Organization

The impact of information governance falls on all divisions in a business. This impact can immediate and drastic, which is why the senior leadership—from the board of directors to the CEO—have to be strategic and visionary in creating and leading the information governance planning and response committees. 

Based on the recommendation “not to go it alone,” organizations should utilize outside help in the development and evolution of information governance programs. 

The use of external resources can be equated to utilizing a certified public accountant (CPA), which adds credibility to the organization’s management team by having 

your financials audited, while reducing the risk of a material financial misstatement. 

An information governance consultant—like a CPA—will add credibility to the 

organization’s management team by having your entire organization audited for gaps in information security, which can reduce the risk of a data breach event. 

The following template from  Resources Magazine recommends components of an information governance response plan to address a data breach event:



n   Assess and treat risk. Addresses risk assessment, the process of identifying vulnerabilities, threats, and the probabilities of their occurrence and potential impact. 

n   Document information security policy. Outlines minimum standards for designing and updating an information security policy. 

n   Organize supporting structure. Describes the necessary components of the supporting structure within the organization as well as controls for customers, contractors, or partners, in order to sustain a successful information security program. 

n   Manage assets. Reviews guidelines for ownership, acceptable use, classification, labeling, and handling of assets, which marries the requirements of information security and privacy with disaster recovery. 

n   Retain trustworthy human resources personnel. Addresses the human resources components of information security, such as background checks, training, and 

disciplinary processes. 

n   Maintain physical and environmental security. Highlights characteristics to consider for protecting the organization’s information security from physical and environmental threats, which may be accidental or malicious and includes acts of nature. 

n   

Protect information technology communications and operations. Outlines the 

necessary security controls for information processing facilities, whether internal or external. 

n   Control information access. Examines aspects ranging from general policies covering access to specific issues such as password and timeout controls. 
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n   Promote secure applications. Reviews the protection and verification procedures needed for all applications. 

n   Manage information security incidents. Covers the basics regarding incidents, prevention and lessons learned. 

n   Address business continuity. While most organizations have existing frameworks, this section specifically addresses the inclusion of information security in that process. 

n   Maintain the information security program. Describes necessary maintenance, including legal requirements, upgraded standards, and audit considerations.4



To be clear, information governance is more than an information technology 

related issue. Information security is a human resource (employee) issue. It is a marketing (communications) issue. It is a business development and account management (customer) issue. It is a physical plant (office) and remote office location issue. 

The Lessons of hisTory

A famous quote attributed to George Santayana says, “Those who cannot remember the past are condemned to repeat it.”5 But history rarely repeats itself exactly. There are always enough differences in the details that people do not learn anything from the past. 

In a timeline covering 2005 to the present, the Privacy Rights Clearinghouse 

identified seven business sectors and tracked 4,214 data breaches affecting 864 million records through March 11, 2014, including the following: 6 



n   Business, financial institutions/insurance services: 554 breaches affecting 258 

million records. 

n   Business, retail: 497 breaches affecting 196 million records. 

n   Business, other: 547 breaches affecting 215 million records. 

n   Government: 676 breaches affecting 148 million records. 

n   Healthcare: 1,120 breaches affecting 30 million records. 

n   Education: 723 breaches affecting 15 million records. 

n   Non-profit: 97 breaches affecting 2 million records. 



The breached data include employee and customer information, along with 

social security numbers that have been “lost or stolen” from some of the most well-known, financially strong, technology driven companies, universities, and organizations. Among these are Aetna Health Insurance, Bank of America, BlueCross/Blue Shield, Chase Bank, Citibank, Chevron, Duke University, Ernst & Young, Experian, Equifax, Facebook, General Electric, Fidelity Investments, Honeywell International, LinkedIn, Marriott International, McAfee, Notre Dame, Ohio State, Time Warner, T-Mobile, TransUnion, University of Texas, Verizon Communications, and Wells 
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Fargo.7 One of the most overlooked trends relating to these data breaches is that approximately 30 percent of these events are hacking and IT related, while 70 percent of data breaches are related to social engineering and the human element.8

The Privacy Rights Clearinghouse also identified eight types of data breaches 

taking place on a regular basis:



n   Unintended disclosure: sensitive information posted publicly on a website, mishandled, or sent to the wrong party via e-mail, fax, or mail. 

n   Hacking/malware: electronic entry by an outside party via hacking, malware, or spyware. 

n   Payment card fraud: fraud involving debit and credit cards that is accomplished through means other than hacking (e.g., skimming devices at point-of-service 

terminals). 

n   Insider: someone with legitimate access such as an employee or contractor intentionally breaches information. 

n   Physical loss: lost, discarded, or stolen non-electronic records, such as paper documents. 

n   Portable device: lost, discarded, or stolen laptops, PDAs, smartphones, portable memory devices, CDs, hard drives, data tapes, etc. 

n   Stationary device: lost, discarded, or stolen stationary electronic device such as a computer or server not designed for mobility. 

n   Unknown or other. 

The Lessons of idenTiTy ThefT and daTa Breach

There are many lessons to be learned regarding identity theft and data breaches. In fact the lessons learned yesterday and today are not necessarily the lessons that will be learned tomorrow. Technology is changing rapidly, and as fast as we learn, new threats pop up. Some of the lessons that highlight this trend are below. 

In October 2013, the  Silicon Valley Business Journal published a news article on an Ernst & Young Survey entitled “Cybercrime: The Greatest Global Threat to Business  Today.”9 This article highlighted four survey response points:



n   93 percent of companies maintained or increased their security budget over the last twelve months. 

n   83 percent say current information security functions do not meet security needs. 

n   31 percent reported a rise in security incidents of at least 5 percent over the past year. 

n   14 percent of company budgets over the next year is earmarked for security innovation and emerging technologies. 



As reported in a January 22, 2014, Help Net Security article, an independent 

study funded by GFI Software found that the workforce is acutely aware and 
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worried about the threat to their personal online information.10. Additional findings included:



n   Only 53 percent said their company had documented policies governing the use of company-owned IT devices and/or the use of computers in the workplace. 

n   24 percent who do have documented policies in place admitted to violating them, further adding to concerns over IT security and safety for all employees. 

n   7 percent admitted they have at some point lost a mobile computing device that contained company data. 

n   87 percent admitted they felt at risk of becoming an identity theft victim while working at a small and medium-sized businesses (fewer than one hundred 

employees). 



 InfoSecurity Magazine determined that a lack of brand-equity damage control would stop customers from doing business if their personal data were compromised.11 Additional findings about consumers included:



n   55 percent said that they would change banks. 

n   39 percent said that they would get a new lawyer. 

n   46 percent said that they would switch insurance companies. 

n   42 percent would go to a different drug store/pharmacy. 

n   40 percent would get a new doctor or dentist. 

n   35 percent said that they would not return to their hospital. 



On September 26, 2013,  SC Magazine wrote an article entitled “Study: Uneasi-ness Concerning Insider Threats Grows for Security Professionals,” where Advanced Persistent Threats are a major challenge that keep security professionals up at night.12 

The article goes on to highlight three points, including:



n   Insider threats are increasingly becoming more difficult to thwart. 

n   Threats can be posed by a number of inside sources. 

n   51 percent of respondents feared that “non-technical employees” with access to sensitive data posed the greatest risk. 

consumer idenTiTy ThefT and fraud

Identity theft and fraud stemming from the theft of data are the fastest growing crimes in our country. They are quickly becoming main foci for Federal law enforcement. Businesses are quickly picking up on the threat and addressing it accordingly. 

One specific type of threat that is becoming more prevalent is account takeovers. 

Criminals are stealing the credentials of individuals for use on eBay, Amazon, and other online sites to defraud not just the individual but the company itself. Once an individual has the stolen credentials, they are able to shop and order whatever they 
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would like. When the consumer becomes aware of the fraudulent purchases, they 

have to spend time and effort to get the fraud rectified. When the company becomes aware, it often has to eat the cost of the items bought using the stolen credentials. 

It is expensive and time-consuming, and—as far as the criminal is concerned—it is anonymous and nearly fool-proof. 

While one in three people received some notice of the possibility that they were the victim of identity theft, the business and financial world has made great strides at limiting the damage. One of the author’s recently had his debit card copied without his knowledge and the perpetrators made a duplicate, fake card. The fraudulent card was only able to be used once as the bank was utilizing software that identified the activity as possibly fraudulent and shut off the card. The account had $750 

withdrawn prior to fraud prevention kicking in, but the author was reimbursed. The bank, however, was still out the $750. The bank deserves credit for acting quickly and limiting the damage (not to mention rectifying the situation), but the fact remains that someone stole $750 from them. It is important to note that the number of actual incidents appears to be on the rise but actual losses appear to be shrinking due to the systems, policies, and procedures being implemented. Information governance plays an important role in avoiding theft in the first place and in limiting the damages once threats occur. 

We must remember that identity fraud goes beyond the simple theft of debit or 

credit card numbers. The crime of stealing and fraudulently using stolen credentials is rising rapidly. A good information governance policy addresses that threat both from a customer standpoint (if they use credentials) and from an employee standpoint. Most companies have accounts set up with vendors and suppliers. The theft of their login credentials can lead to much more damage as the volume and dollar value can be much higher. Additionally, the accounts may not be watched as closely as personal accounts. Information governance will not necessarily address this issue. 

However, it should be noted and explained to those handling this function so they are alert and aware of the threat. 

 Prevention

Any solid information governance program includes detection and reporting of 

issues as well as prevention. We also recommend teaching your employees some 

healthy data habits. Much like health insurance and preventative care lead to health-ier employees who are more productive, so too helping an employee avoid becoming a victim of identity fraud or theft will help them to be a greater asset at work. 

A few items for employees at home to consider:



n   Track your accounts. Watch your accounts regularly, not just the balances but the transactions. If you are not sure of something that appears in your checking, savings, or credit account, contact the financial institution immediately. 
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n   Keep your passwords and financial accounts secure. Use a safe or hidden spot at home, and use encryption on your phone, tablet and computer. 

n   Shred old documents. 

n   Use dual factor authentication if it is available. This means you will have to give verbal approval to access or use your account, which allows you to stop any unauthorized use. 

n   Request that your bank or other financial institution not use your social security number for verification. Most have the ability to use other information, so shutting off the most used way to access can stop data and identify thieves in their tracks. 



These are great habits to have at home and in the workplace. The more your 

employees are aware of the threats and what to do about them the better. 

 Detection

By monitoring accounts and looking for unusual activity, your business can limit exposure in the event of a hack or other breach that leads to identity or data theft. 

Information governance programs should always include detection protocols. Monitoring does not have to be just an internal program. There are services available that can assist in monitoring credit and accounts for unusual activity, and, as the example earlier showed, financial institutions are getting better at identifying when things don’t appear right. It is a good idea to have a dialogue with your bank to make sure they are looking for issues and see if they have additional systems they can employ to help you. 

 Resolution

Take any data breach notification seriously. If you are notified of a breach, take action. 

Generally, if you are notified of an incident the threat is very real and immediate. Most times the notification will come with some form of free monitoring. Take advantage of it, but keep your guard up and increase diligence. Be certain your policies spell out the actions necessary in the event of notification of a breach. A timely response can save you time and money, and can increase the likelihood of the fraudsters being caught. 

The Federal Trade Commission released its February 2014 FTC  Consumer Sen-

 tinel Network Data Book, wherein identity theft was cited as the top consumer complaints for the fourteenth consecutive year. American consumers reported losing over $1.6 billion to fraud overall in 2013.13 The age group with the highest reported identity theft is 20–29, with 20 percent of complaints. Thirty-seven percent of all identity theft victims were 50 years of age or older.14

sTaTe securiTy Breach noTificaTion Laws

Forty-eight states, the District of Columbia, Guam, Puerto Rico, and the Virgin Islands have enacted legislation as of June 2014 requiring private or government 
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entities to notify individuals of security breaches of information involving personally identifiable information. 15 These state laws commonly dictate who must adhere to the laws, define what is considered PII, lay out any notification requirements, and indicate whether compliance with Federal laws still suffice. 

The following is a list of data breach laws in alphabetical order by state and US 

territories:

State

Citation

Alaska

Alaska Stat. §45.48.010  et seq. 

Arizona

Ariz. Rev. Stat. §44-7501

Arkansas

Ark. Code §4-110-101  et seq. 

California

Cal. Civ. Code §§1798.29, 1798.80  et seq. 

Colorado

Colo. Rev. Stat. §6-1-716

Connecticut

Conn. Gen Stat. §36a-701b

Delaware

Del. Code tit. 6, §12B-101  et seq. 

Florida

Fla. Stat. §817.5681

Georgia

Ga. Code §§10-1-910, -911, -912; §46-5-214

Hawaii

Haw. Rev. Stat. §487N-1  et seq. 

Idaho

Idaho Stat. §§28-51-104 to -107

Illinois

815 ILCS §§530/1 to 530/25

Indiana

Ind. Code §§4-1-11  et seq., 24-4.9  et seq. 

Iowa

Iowa Code §§715C.1, 715C.2

Kansas

Kan. Stat. §50-7a01 et seq. 

Louisiana

La. Rev. Stat. §51:3071  et seq. 

Maine

Me. Rev. Stat. tit. 10 §1347  et seq. 

Maryland

Md. Code Com. Law §§14-3501  et seq.,  Md. State Govt. 

Code §§10-1301 to -1308

Massachusetts

Mass. Gen. Laws §93H-1  et seq. 

Michigan

Mich. Comp. Laws §§445.63, 445.72

Minnesota

Minn. Stat. §§325E.61, 325E.64

Mississippi

Miss. Code §75-24-29

Missouri

Mo. Rev. Stat. §407.1500

Montana

Mont. Code §2-6-504, 30-14-1701  et seq. 

Nebraska

Neb. Rev. Stat. §§87-801, -802, -803, -804, -805, -806, -807

Nevada

Nev. Rev. Stat. §§ 603A.010  et seq. , 242.183

 (continued)
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–Cont’d

State

Citation

New Hampshire

N.H. Rev. Stat. §§359-C:19, -C:20, -C:21

New Jersey

N.J. Stat. §56:8-163

New York

N.Y. Gen. Bus. Law §899-aa, N.Y. State Tech. Law 208

North Carolina

N.C. Gen. Stat §§75-61, 75-65

North Dakota

N.D. Cent. Code §51-30-01  et seq. 

Ohio

Ohio Rev. Code §§1347.12, 1349.19, 1349.191, 1349.192

Oklahoma

Okla. Stat. §§74-3113.1, 24-161 to -166

Oregon

Oregon Rev. Stat. §646A.600  et seq. 

Pennsylvania

73 Pa. Stat. §2301  et seq. 

Rhode Island

R.I. Gen. Laws §11-49.2-1  et seq. 

South Carolina

S.C. Code §39-1-90, 2013 H.B. 3248

Tennessee

Tenn. Code §47-18-2107

Texas

Tex. Bus. & Com. Code §§521.002, 521.053, Tex. Ed. Code 

§37.007(b)(5)

Utah

Utah Code §§ 13-44-101  et seq. 

Vermont

Vt. Stat. tit. 9 §2430, 2435

Virginia

Va. Code §18.2-186.6, §32.1-127.1:05

Washington

Wash. Rev. Code §19.255.010, 42.56.590

West Virginia

W.V. Code §§46A-2A-101  et seq. 

Wisconsin

Wis. Stat. §134.98

Wyoming

Wyo. Stat. §40-12-501  et seq. 

District of Columbia

D.C. Code §28- 3851  et seq. 

Guam

9 GCA §48-10  et seq. 

Puerto Rico

10 Laws of Puerto Rico §4051  et seq. 

Virgin Islands

V.I. Code tit. 14, §2208

The states with no security breach laws are Alabama, Kentucky, New Mexico, and South Dakota. In March 2014, a newly introduced data breach notification bill for New Mexico was sent to the state legislature. This bill would mandate that organizations notify breached individuals within ten days of breach discovery (unencrypted credit card data) and notify the state attorney general within ten business days if more than fifty New Mexico residents are affected. 
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The TargeT sTore daTa Breach

The best known recent breach is the Target breach of late 2013. While the total cost is still up in the air and will not be known for years, suffice it to say it is well into the billions. 

There are now class action suits being filed against Target and the vendors 

entrusted with getting and keeping them secure and compliant. When you consider the market share loss, the consumer confidence hit, the cost of reissuing cards, and the law suits, the damage is extreme. The press has been constantly reporting and updating the public for months, keeping the event in the forefront of consumer’s minds. 

A March 26, 2014,  US News & World Report article by Tom Risen concerning the FTC investigation of the Target data breach states that the breach should be a warning to every business and organization in the United States.16 “The Federal Trade Commission is investigating the data breach of retail giant Target that exposed millions of customers’ personal information during the holiday shopping season, raising the possibility the company could face fines and ongoing regulatory scrutiny to prevent future lapses in security.”17

The Federal government as well state governments around the country are look-

ing more closely at how companies secure consumer data and how they react to 

suspected or actual events. The Target breach has been the impetus for much of the scrutiny, due to what is perceived as lagging security and missed opportunities to prevent the breach, according to a report published by the Senate Committee on Commerce, Science, and Transportation.18 Testifying in late March 2014 during a hearing of that committee, FTC Chairwoman Edith Ramirez stated, “A company acts deceptively if it makes materially misleading statements or omissions.”19 “Further, a company engages in unfair acts or practices if its data security practices cause or are likely to cause substantial injury to consumers that is neither reasonably avoidable by consumers nor outweighed by countervailing benefits to consumers or to competition.”20

During this hearing, the commission acknowledged the difficulty in preventing 

breaches and that “there is no one-size-fits-all data security program.”21 However, Senator John “Jay” Rockefeller, the chair of the committee, expressed his concern that companies are not doing everything they can to remedy the security concerns, stating “It is increasingly frustrating too that organizations are resisting the need to invest in their security systems. Target must be a clarion call to businesses, both large and small, that it’s time to invest in some changes.”22 Rockefeller has introduced the Data Security and Breach Notification Act, which would require the FTC 

to issue security standards for Target and other companies that manage customer information, 
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The insider ThreaT

According to a survey of more than 200 organizations conducted by Deloitte Touche Tohmatsu, the primary security problem reported by IT auditors was excessive access.23 The survey included participants across thirty-two countries from the top one hundred global financial institutions and banks and the top fifty global insurance companies. 

Human error is the leading cause of IT system breaches, and most corporate security officials do not feel confident they can protect their organizations from internal cyberattacks.24 In all, the survey found that the global recession is putting information at greater risk for these companies. 

As was previously stated, Deloitte’s security and privacy services practice found that 86 percent of survey respondents said human error is the leading cause of information systems failure.25 This finding indicates that normally trustworthy employees can act abnormally during the stressful times of a poor economy. More than a 36 

percent of the respondents expressed concern about insiders’ misconduct, compared to only 13 percent who were concerned about external threats.26

Closing Thoughts

Identity theft has evolved from a consumer fraud issue into a serious data breach threat where business reputations, marketing, branding, and finances are at risk. 

Businesses need to recognize current cyber and data breach trends and implement business practices to safeguard customer and employee personal information. Every business that fails to implement an information governance program will risk significant short- and long-term costs, including the trust and confidence of employees and customers. 

In a way, computer servers are the new financial institutions. In light of this, every business and organization should be asking the following questions:



n   What are your cyberassets worth? 

n   What are your current and former customer data worth? 

n   What are your current and former employee data worth? 

n   How secure are your current and former vendor relationships? 

n   How many current/former employees and vendors have had access to employee 

and customer data? 

n   What is the risk equation in signing up new business clients and taking on sensitive customer information? 



Because business computer servers contain business data, employee data, and 

customer/member data, these computer servers are like financial institutions, where cyber and identity theft criminals target databases for profit. 
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So what can be done? As discussed throughout this book, every business should 

support its information governance program with annual updates and education, 

including steps to:



n   Increase employee awareness of information governance programs and policies, including an employee education program in place to support said policies. 

n   Increase awareness of business data breach trends and consumer identity theft and fraud trends. 

n   Understand what type of customer and employee data are being collected and stored and how it is being secured, including the business policy for collecting and securing employee and customer data. 

n   Constantly assess and test your organization’s needs and requirements by updating your company’s information governance and best practices policies. 

n   Know your company’s strengths and weaknesses by scheduling regular and comprehensive information security assessments. 

n   Implement baseline safeguards and controls. 

n   Be vigilant by updating and monitoring your company’s safeguards and controls by utilizing information governance consultants to validate current safeguards and controls. 

n   Be aware of current and former employees and vendors by conducting back-

ground screening on current employees and vendors. 



The concept of information governance will remain in the realm of business 

operations as long as companies are collecting and storing data. Likewise, information governance is now recognized as needing to be in the forefront of business operations. It can no longer be relegated to a few people in the organization’s IT 

department. Further, the needs and policies of information governance will continue to grow and change. Like the threats that are ever evolving, information governance must also evolve to keep pace and maintain the security of sensitive data. It is a daunting task at times, but this task now belongs to everyone. The success of the future depends on the protective actions companies take today. 
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Appendix A

Information Security Personnel Check List

The following checklist can be used when selecting or recruiting someone to have responsibility over a company’s network, infrastructure, data, and application security architecture, monitoring, and policy enforcement. The position may also oversee the creation and maintenance of information security policies, lead security risk assessment efforts, and own enterprise-wide awareness and security training development. This position should actively collaborate on the development of audit and governmental compliance practices and the implementation of systems. 



n   Be accountable for developing the overall information security vision, strategy and architecture for the enterprise, including policies and guidelines to support the vision and strategic direction. 

n   Ensure effective security and maintenance of the corporate databases and all of its institutions, including software and hardware within the corporation. 

n   Ensure applicable compliance with commercial, academic, legal, and other regulatory and legislative requirements in regards to information security, internal controls of systems, and networks. Establish procedures and standards necessary to control the IT environment; select and use appropriate test procedures and 

tools; and maintain an orderly system through which modifications may be made 

to existing systems. 

n   Maintain a high level of expertise on information security and other technology trends and best practices in technology, specifically in the information security arena. 

n   Provide day-to-day management of all information security governance activities, including: directing and analyzing enterprise-wide risk assessments, 

developing security policy, reporting security incidents, formulating security strategies/defenses, and managing the employee security education and training program. 

n   

Oversee a network of security directors and vendors who safeguard the 



company’s technology assets, intellectual property, and systems. 

n   

Identify protection goals, objectives, and metrics consistent with a strategic information security plan. 

n   Manage the development and implementation of global information security policies, standards, guidelines, and procedures to ensure ongoing adherence to company’s risk posture. Information protection responsibilities will include network 177
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security architecture, network access and monitoring policies, and employee education and awareness. 

n   

Work with other executives to prioritize governance and security initiatives  

and spending based on appropriate risk management and/or financial 



methods. 

n   Oversee incident response planning as well as the support of investigations into security breaches. Assist with disciplinary and legal matters associated with such breaches as necessary. 

n   Work with outside consultants as appropriate for independent information security audits. 

n   Be accountable for the organization’s compliance with information security policies and corporate-wide compliance with state, federal, and international security mandates. Be accountable for appropriate legal, commercial, and academic regulatory requirements including FERPA and HIPAA. 

n   Draft an annual information security governance report for the executive committee and advise company leadership on emerging information security threats and evolving risks. 

n   Continuously monitor best practices to ensure the company is externally competitive and aligned with its internal business needs. Provide insight on trends and results to senior leaders as necessary. 

n   Actively engage and support the company’s business continuity program and 

support the rapid pace of change across the enterprise. 

n   

Oversee the execution of business continuity exercises in the technology, 



operations, and business areas. 

n   

Ensure effective recruitment, development, performance, and retention of 



qualified and motivated staff to achieve objectives. 

n   Be an intelligent, articulate and persuasive leader who can serve as an effective member of the senior management team and who is able to communi-

cate security-related concepts to a broad range of technical and non-technical staff. 

n   Build and maintain strong interpersonal relationships based on openness, transparency, and engagement. Communicate well with subordinates, peers, and supe-

riors. Highly self-aware and recognized at creation and maintenance of highly 

functioning cross-organizational teams. 

n   In partnership with other divisions, create an IT security strategy/roadmap and an operating plan for optimal execution. Seek ways to add value and anticipate business needs. 

n   

Build and nurture an integrated, energized and highly motivated information 

security team. 

n   Provide enabling support for the organization’s international expansion. 
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RequiRements/qualifications

Ten to fifteen years of progressive experience in computing and information security, enterprise risk management, evaluation and building of appropriate access and segregation of duties solutions, change management/control, SDLC, ERP, or major systems implementations, regulations/standards(PCI DSS, HIPAA, GLBA/FTC, 

etc.), compliance frameworks (ISO 27001/2, COBIT, SAS70/SSAE16), and global 

privacy standards. 

At least seven years of managerial experience with demonstrated success in an 

executive leadership role

Must be an intelligent, articulate, and persuasive leader who can serve as an effective member of the senior management team and who is able to communicate secu-

rity-related concepts to a broad range of technical and non-technical staff. 

Must understand information security requirements and trends. 

Possess experience with business continuity planning, auditing, and risk management, as well as contract and vendor negotiation. 

Strong working knowledge of pertinent regulatory and statutory security 

requirements. 

 Technical Aptitudes

n   Strategic direction and vision. 

n   Ability to strike the right balance between risk and business agility. 

n   Strong relationship, management, communication, and presentation skills. 

n   Intellectual curiosity to ask the difficult questions to evolve the program. 

n   Ability to work easily with multiple internal and external partners, build consensus to implement. Ability to drive to reach closure, and manage expectations about delivery. 

n   Influence broadly and communicate clearly and frequently to ensure that key constituents understand the business requirements. 

n   A strong sense of urgency about solving problems, meeting challenging deadlines, and achieving critical goals. 

n   Establishes and maintains relationships internally and externally that are critical to the success of the business. 

n   Exercises intellectual honesty and influencing skills by identifying and presenting information or data in ways that are persuasive to others. 

n   Ability to effectively adapt to rapidly changing technology and apply it to business needs. 

n   

Executes and delegates deliverables to ensure that timelines and results are 

achieved by holding self and others accountable. 
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n   Strong knowledge and understanding of business needs, with the ability to establish and maintain a high level of customer trust and confidence in the security team’s concern for customers. 

n   Certification in CISSP, CISA, and CISM. 

 Leadership Skills

n   Clearly assigns responsibility for tasks and decisions; sets clear objectives and measures; monitors process, progress, and results. 

n   Communicates a compelling and inspired vision or sense of core purpose; creates milestones and symbols to rally support behind the vision; makes the vision compelling and transparent across the enterprise. 

n   Accurately scopes out length and difficulty of tasks and projects; sets objectives and goals; breaks down work into the process steps; develops schedules and 

tasks/people assignments; anticipates and adjusts for problems and roadblocks; measures performance against goals. 

n   Clearly and comfortably delegates tasks and decisions; broadly shares responsibility and accountability; tends to trust people to perform; permits direct reports and others the ability to develop. 

n   

Maintains and monitors employee engagement levels to drive a coordinated 

approach to enterprise objectives; drives a consistent approach and method to 

assist in clear messaging across the organization. 
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Threat

Consequences

Preventative Measures

Likelihood

Severe Storm

Flooding

□ 

Vital Records and IS systems are 

Low to 

above first floor. 

Moderate

□ 

Plastic bags are available to protect 

paper and magnetic tape. 

□ 

Roof, windows, and outside doors are 

in excellent condition and have been 

tested for leakage. 

□ 

Moisture sensors are located between 

real floor and raised floor. 

□ 

Vital records and backup tapes are 

located offsite in a professional offsite 

storage facility. 

Power Outage

□ 

Backup generator is on site and tested  Moderate

monthly. 

□ 

Sufficient fuel is on site for backup 

generator. 

□ 

Fuel supply vendors have been  

pre-contacted to deliver fuel. 

□ 

Mobile backup generators have been 

pre-contacted for delivery. 

Structural Damage

□ 

Hot site/warm site is in place. 

High

□ 

Telecommuting is available and 

supported. 

□ 

Construction contractors have been 

contacted. 
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Appendix C

Process Step or System Component

Potential failure mode

(How could a failure occur?)

Potential effect(s) of failure

(What are the consequences of failure?)

Severity

(How severe would the impact be on a scale of 1 to 5?)

Potential cause(s) of failure

(What would be the cause of failure?)

Occurrence

(What is the probability of failure occurring on a scale of 1 to 5?)

Current process controls

(What controls are in place to detect or prevent failure?)

Detection

(What is the probability of failure being detected on a scale of 1 to 5?)

Risk Point Number

(Overall on a scale of 1 to 5)
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