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    The following topics are discussed in this book 
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    They may demonstrate some of the same signature characteristics as malware and malicious implants, and may raise antivirus alerts when you try to download them. Again, we can't provide assurance that the software hasn't been compromised when you download it, and so as for any other software from the internet, you need to exercise due diligence and take personal responsibility for anything you load into your system. The testing is mostly carried out inside a virtual environment to contain any unplanned effects of testing tools. And in the unlikely event that you do download malware, this will also help contain any impact from live malware. 
 
      
 
      
 
      
 
      
 
    'll discuss what you should test in your organization, such as physical and wireless security, and ask hard questions, such as: "Can our website be hacked?", and "Is your company leaking data "via email or voiceover IP?" This course is part of the Ethical Hacking series. Are you ready? Let's get started. 
 
      
 
      
 
      
 
      
 
      
 
      
 
      
 
      
 
      
 
      
 
      
 
      
 
      
 
      
 
      
 
    Auditing is ensuring something is as it should be. For example, if the bowling club checkbook is to have a 92 dollar balance, auditing assures that when I check the balance, it is, indeed, 92 dollars. On a network, a security audit is a comprehensive assessment of the safety of a company's information assets. Auditing, generally, follows a structured plan, or set of criteria, such as PCI compliance. Auditing a network can be a complex undertaking. 
 
      
 
      
 
      
 
      
 
      
 
      
 
      
 
      
 
      
 
      
 
      
 
      
 
    Today's networks have many attack surfaces, or areas of exposure. Attack surfaces can include software, hardware, network, and users. Auditing the attack surface identifies potential vulnerabilities. Auditing can be done voluntarily, but in most cases, auditing is required as part of a compliance regulation. When faced with an audit, managers fear what weaknesses they might find. 
 
      
 
      
 
      
 
      
 
      
 
      
 
      
 
      
 
      
 
      
 
      
 
    A software assessment might include the system software, such as the directory, logging used, and authentication protocols used for network services such as DNS Security. And application software, specifically web and mobile platform testing, and a network assessment. We check the devices such as firewalls, intrusion detection systems, intrusion prevention, and logging and alert capabilities, along with configuration and authentication methods and visible network services, and check the users. 
 
      
 
      
 
      
 
      
 
      
 
      
 
      
 
      
 
    Using social engineering techniques, we see if we can gain access into the building. Such as, tailgating or piggybacking, and phishing attacks using email, instant messaging, and social media to get employees to click on a link to release malware or download a rootkit. Auditing, generally, follows a predefined plan. Reconnaissance, scanning, gaining access, and exploitation. Before, actually, launching any attacks or using advanced tools, the penetration tester must complete a thorough information gathering exercise and obtain as much information about the target as possible, to see what is visible to a would-be attacker. 
 
      
 
      
 
      
 
      
 
    This is time consuming. It could, possibly, take weeks to complete. However, to save some time, some information can be provided, such as, IP address ranges or user names and passwords. After footprinting and reconnaissance, scanning is the second phase, of information gathering, that hackers use to size up a network. Scanning is where they dive deeper into the system and look for valuable data and services in a specific IP address range. 
 
      
 
      
 
      
 
      
 
      
 
      
 
      
 
      
 
      
 
      
 
    Auditing is not a spot check. It's a complete evaluation of a security posture of an organization. In today's organizations, everyone is responsible for the security of an organization. Instead of waiting to be compelled to have an audit, or worse yet, finding you have weaknesses by being the victim of a hack, an organization should, proactively, go through annual audits. 
 
      
 
      
 
      
 
      
 
      
 
      
 
      
 
      
 
      
 
      
 
      
 
      
 
      
 
      
 
    In general, a threat is difficult to control. A vulnerability is a security flaw in a system that a threat can exploit in order to gain unauthorized access to an asset. Connecting a system to the internet can represent a vulnerability if the system is unpatched. Vulnerabilities include human error or software flaws. Vulnerabilities are things we can fix. A risk is an exposure to an event by a person or other entity that can result in business disruption, financial loss, or even loss of life, and is a function of a threat exploiting a vulnerability according to a formula. 
 
      
 
      
 
      
 
      
 
      
 
      
 
      
 
    Risk equals threat times vulnerability. In order to understand the overall risk to the company's assets, we must evaluate possible threats and locate the vulnerabilities. All operating systems and application software have vulnerabilities. Various reputable vulnerability scanners are available to the analyst. The analyst checks the operating systems and applications against a database of reported vulnerabilities. 
 
      
 
      
 
      
 
      
 
      
 
      
 
      
 
      
 
      
 
      
 
      
 
      
 
    An authenticated scan is a much more powerful scan, mainly because a valid username and password is used with the objective to mimic a user in the system or website. The analyst should use several tools and scanners to compare different environments. The tool will display the results. A security analyst conducting an audit does more then run a scan, he or she will interpret the results and assess a priority. 
 
      
 
      
 
      
 
      
 
      
 
      
 
      
 
      
 
      
 
      
 
      
 
      
 
    Whether or not the system vulnerability will be tested will be up to the organization. The fact is, running an exploit may bring the system down, so use caution. We identify vulnerabilities with the ultimate goal to determine if someone can attack the system. Stay up to date on patches to reduce the risk of an attack. 
 
      
 
      
 
      
 
      
 
      
 
      
 
      
 
      
 
      
 
      
 
      
 
      
 
      
 
      
 
    If you're in charge of protecting the digital assets, the only way you'll know how your system will perform under an attack is by simulating attacks under controlled circumstances instead of waiting for a real breach to occur and face the consequences. Penetration testing or ethical hacking is a proactive security assessment that tests internal and external systems by simulating attacks. During testing, security specialists review policies and procedures of an information system with the goal of reducing overall risks. 
 
      
 
      
 
      
 
      
 
      
 
      
 
      
 
      
 
      
 
    Regardless, a complete assessment will pay off in many ways. The obvious is discovering your weaknesses and answer questions such as do we have any unnecessary services running? Are social engineering techniques effective? What are the exploitable vulnerabilities? Are anti-malware signatures up to date? And are the operating system patches current? The penetration test is a simulated attack and that the systems will face the same scrutiny that would be evident during a real attack. 
 
      
 
      
 
      
 
      
 
      
 
      
 
    There are a couple of main differences. The ethical hacker has written permission. In some cases, they have the username and passwords of a user-level account with the goal to see if they can elevate the status to super-user and they know when to stop and notify someone when they find a major vulnerability. Once an assessment of the overall posture is complete, the analysts identify deficiencies and recommend changes with the goal of improving overall security. 
 
      
 
      
 
      
 
      
 
      
 
      
 
      
 
      
 
      
 
      
 
      
 
    A black box test will simulate how far a hacker can get into the system with no knowledge about the system, usernames or passwords, or even network configuration. The theory is that this would be exactly the type of attack that an organization would face and will give a more accurate indication of the potential threats to your network. The advantage to black box testing is the ability to see how effective the access controls and defenses are against a determined hacker trying to gain access into your network from the outside. 
 
      
 
      
 
      
 
      
 
      
 
      
 
      
 
    With white box testing, the ethical hacker has full access to the system internals along with username and passwords. Because of this, results are more accurate and the programmers can assess and mitigate the vulnerabilities more quickly. With white box testing, the analyst will get a comprehensive application testing, however, the downside is, this type of testing is complex, and the analysts most of the time must use specialized tools, such as a source code analyzer, and the analyst must be able to interpret the results. 
 
      
 
      
 
      
 
      
 
      
 
      
 
      
 
      
 
      
 
    This analysis does not have full exposure to the source code and will not provide a complete picture of all weaknesses. How to go about testing will depend on a few things. During the kickoff meeting, everyone will have consensus as to the approach to take according to the overall goals of the audit, the time allowed for the assessment, and the amount of access to the application source code. For a short term assessment with limited exposure to source code, use a black box test. 
 
      
 
      
 
      
 
      
 
      
 
      
 
      
 
      
 
      
 
      
 
      
 
    Common attack points include DNS, mail, and web servers. And organization's web interface is crucial for business but probably the most vulnerable for attack. Looking from outside in uses black box testing. And the ethical hackers do not have any information about the system or infrastructure. However, to being this type of testing, the ethical hacker first obtains access to a system by acquiring a username and password of a non-administrative account. 
 
      
 
      
 
      
 
      
 
      
 
      
 
      
 
      
 
      
 
      
 
    Once they have achieved full access, the ethical hacker will need to see what services are running. Many web developers are not aware of the many vulnerabilities, and more importantly, that organizations can reduce the risk by proper coding practices. Here, we see an example of input validation to ensure a valid email. Conducting this type of test will test the security of the application against an actual attack by a black hat hacker. 
 
      
 
      
 
      
 
      
 
      
 
      
 
      
 
      
 
      
 
      
 
      
 
    Testing can unearth vulnerabilities such as SQL injection and cross sight scripting along with evidence of possible backdoors that may exists. If possible, the ethical hacker should drill deeper. Every network is different and every attack is different. Check to see if there are insecure interactions between subsystems that lead to security holes an attack such as ransomware. Other testing may discover unencrypted transmission of sensitive information. 
 
      
 
      
 
      
 
      
 
      
 
      
 
      
 
      
 
      
 
      
 
      
 
    White box testing starts with the ethical hacker armed with full knowledge of the inner workings of the system and key credentials. One approach is to conduct application security testing where the ethical hackers review the source code for anomalies, coding errors, vulnerabilities, and insecure design. The analyst then presents the programmer with recommendation to mitigate the vulnerabilities. Another approach is to monitor for evidence of a malicious insider 
 
      
 
      
 
      
 
      
 
      
 
      
 
      
 
      
 
      
 
      
 
    However, hackers can hide malicious functionality in code as well. The threat can stay hidden in your system for weeks, months, or even years. This is called an advanced persistent threat. One example is a Remote Access Trojan, or RAT, that buries into a system, sets up covert communication channels and is activated by the hackers to release malware or to covertly steal information or modify the integrity of the system.  White box testing can uncover numerous threats. However, it is effective only when conducted by skilled, trusted analysts with strong programming skills and an understanding of secure coding practices. 
 
      
 
      
 
      
 
      
 
      
 
    The assessment begins by collecting information on the building. What methods are in place to stop a would-be attacker from simply entering the building? For example, take a look around. How high off of the ground are the windows? Could someone get in through a window? Take a look at the building at night. Is there enough lighting? Walk around the building. Is someone able to gain access to the roof and then get in? Fire escapes are very important in case of a fire, however, are the fire escapes too easy to access by someone trying to get into the building? Once in the building, check that there is access controls in place for buildings and rooms such as server rooms that have locks or access cards, biometric devices such as an iris scan or fingerprint reader. 
 
    There are a number of potential attacks against wireless networks, many due to a lack of encryption or simple configuration errors. Wireless penetration testing identifies security vulnerabilities specific to a wireless environment that an attacker can exploit. The ethical hacker can test many of these using the tools found in Kali Linux, which comes pre-configured with tools loaded for vulnerability analysis, password attacks, and wireless attacks.  Passive attacks aren't actually an attack, but a precursor to an attack. Passive attacks  
 
      
 
      
 
      
 
      
 
      
 
      
 
      
 
      
 
      
 
      
 
      
 
      
 
      
 
      
 
      
 
      
 
      
 
      
 
      
 
      
 
    actively gather information that the attacker uses to attempt an actual attack. War driving is driving or roaming around searching for open wireless network access points by listening to beacons or sending probe requests and providing a launch point for further attacks. Tools used include InSSiDer and KisMac. 
 
      
 
      
 
      
 
      
 
      
 
      
 
      
 
      
 
      
 
      
 
      
 
      
 
      
 
      
 
      
 
      
 
      
 
      
 
      
 
    With a man-in-the-middle attack, the attacker positions themselves in between the victim and another entity. The objective is to steal credentials and other information in order to access networks and services. One way to launch a man-in-the-middle attack is to use a fake access point that a hacker can use and set up in a coffee shop or in an airport as a open network as a trap to get you to join by offering free internet access.  Other attacks try to gain access to a network by avoiding access control measures such as port access controls and MAC address filters. MAC Spoofing reconfigures an attacker's MAC address to pose as an authorized access point or station. Tools used include MacChanger and SMAC. Denial of service attacks block access to wireless services to legitimate users either by denying them access to resources or by crippling those resources.  A deauthentication flood is a denial of service attack that targets the communication between a user and a wireless access point by flooding the station with forged deauthentication packets and disassociates or disconnects the users from the access point. Physical attacks include wireless jammers such as the Wave Bubble. Here I'm at this website where you can see a picture of the Wave Bubble. This is a portable radio frequency jammer. 
 
      
 
      
 
      
 
      
 
      
 
      
 
      
 
      
 
      
 
      
 
      
 
      
 
      
 
      
 
      
 
      
 
    I'm at this website and we see a couple of graphics. One being the top attack methods. And you can see there is a variety. One of the largest one is Denial of Service, Cross Site Scripting, and Brute Force. Here we see top application weaknesses, Improper Input Handling, Insufficient Authentication, and Insufficient Anti-Automation. That's why we use captchas, to prevent robots from entering form information.  Down below, let's take a look at the top impacts. The largest piece of the pie here we see is Leakage of Information. In the United States and other  
 
      
 
      
 
      
 
      
 
      
 
      
 
      
 
      
 
      
 
      
 
      
 
      
 
      
 
      
 
      
 
      
 
    countries, a hacker can be liable under the terms of various laws. If we go to this website, the United States Department of Justice, Computer Crime and Intellectual Property section, we can see the various indictments for computer crime. However, justice cannot hold a criminal liable for the company failing to employ methods to protect the data in the organization. 
 
      
 
      
 
      
 
      
 
      
 
      
 
      
 
      
 
      
 
      
 
      
 
      
 
      
 
      
 
      
 
      
 
      
 
      
 
      
 
      
 
    In other words, what breach would cause your company to be an opening segment on the news because of a major data leak? Once identified, focus efforts to test that data. Application testing should include input validation of form information and common vulnerabilities, such as cross site scripting, SQL injection, and buffer overflow attacks, along with others that your vulnerability scanner will most likely identity.  The next step is to attempt to exploit the vulnerabilities. The goal is to get to a  
 
      
 
      
 
      
 
      
 
      
 
      
 
      
 
      
 
      
 
      
 
      
 
      
 
      
 
      
 
      
 
      
 
    command line prompt on a target computer. Once in, the ethical hacker escalates privilege until he or she has full control. Once in, the next logical goal is to install backdoor access. How do they get in? Well, weak and stolen credentials is the low hanging fruit, and accounts for over 70% of the network intrusions, which a hacker can obtain the credentials by keystroke logging, malware, or even phishing attacks. 
 
      
 
      
 
      
 
      
 
      
 
      
 
      
 
      
 
      
 
      
 
      
 
      
 
      
 
      
 
      
 
      
 
    A major breach or complete loss of sensitive data has many implications. Network and business applications unavailable. Significant financial losses. Sensitive information compromised. Regulation fines, legal liability, and alienated customers. And loss of productivity, possibly because of manually reconstructing the database, or redesign of intellectual property, or face the loss of competitive advantage.  Everyone from the managers to the staff, to the board of directors, are custodian of a company, and have responsibilities for the reputation of the company, duties to shareholders and stakeholders, and should embrace the value of risk management. The data is the heart of an organization. Take steps to protect the data. 
 
      
 
    A hacker can spoof the sender address, and use social engineering to trick the victim into sending information via email. By far, phishing is today's leading threat, as over 90% of all phishing emails contain ransomware. Best practices for email include use caution when opening emails, check before you click, and if you're not sure, simply delete. Use an antivirus, and keep those virus definitions updated, using real time protection.  Report any suspicious  
 
      
 
      
 
      
 
      
 
      
 
      
 
      
 
      
 
      
 
      
 
      
 
      
 
      
 
      
 
      
 
      
 
      
 
      
 
      
 
      
 
      
 
      
 
      
 
      
 
      
 
      
 
    emails to the network administrator, and active Windows Defender, as it helps protect you from a phishing attempt. Voiceover IP soft phones are becoming an essential part of many unified communication systems. However, they are vulnerable to numerous security threats. Vishing is using a phone to get the user into surrendering sensitive information. ID spoofing. 
 
      
 
      
 
      
 
      
 
      
 
      
 
      
 
      
 
      
 
      
 
      
 
      
 
      
 
      
 
      
 
      
 
      
 
    Best practices to protect a voiceover IP system include use strong passwords, use VLANS to separate voice from data, upgrade your firmware regularly, use authentication and encryption features, and use antivirus and antispam protection. To demonstrate eavesdropping, I have a sample capture, a voiceover IP capture that, here, I got one on WireShark.org's sample captures page.  Now, I've opened it in WireShark, and I'll show you what you could do if you were to capture an unecrypted telephony capture, or voiceover IP. Go to telephony and voiceover IP calls. I'll just select one of the streams and say play streams, and you might hear something like this 
 
      
 
      
 
      
 
      
 
    However, they did, and as a result, became infected. Trojans get into a system in a number of different ways. The hacker presents the Trojan as something harmless and tricks a victim into downloading something: an email attachment, free software, browser helper, or even instant messaging. A Trojan can be installed via physical access such as using a USB flash drive.  A Trojan is a program that executes when the victim launches a file. In order to  
 
      
 
      
 
      
 
      
 
      
 
      
 
      
 
      
 
      
 
      
 
      
 
      
 
      
 
      
 
      
 
      
 
      
 
      
 
      
 
      
 
      
 
      
 
    do damage, the hacker must trick the victim into opening the file and installing the program. Programs such as Microsoft Office, Adobe Acrobat Reader, and others have support for macros which is a program within a file and runs when a victims opens a document or presses a key. Hackers also use innocent-looking files such as a JPG or a GIF. 
 
      
 
      
 
      
 
      
 
      
 
      
 
      
 
      
 
      
 
      
 
      
 
      
 
      
 
      
 
      
 
      
 
    And now I'll be able to see the file extensions. A Trojan is a program. Let's walk through what happens when a user installs a Trojan. A user downloads an application and then gives the application permissions to run and install. The installer goes through a process of downloading any necessary files from the internet, write new files to the system, and create new registry entries. Once the registry entries have been set on the new program that the user has installed, the Trojan can run using the same privileged level of the user. 
 
      
 
      
 
      
 
      
 
      
 
      
 
      
 
      
 
      
 
      
 
      
 
      
 
      
 
      
 
    Once on a system, a Trojan horse can do its damage and can delete files, transmit information, and even install or modify other programs. Symptoms of a Trojean infection will vary. The results will depend on what type of an attack and what process the Trojan has modified. A web page might should up without the user going to the browser. Anti-malware protection has been deactivated. Pop-ups cover your screen or pop-ups show up that require the victim to respond to a question which when  
 
      
 
      
 
      
 
      
 
      
 
      
 
      
 
      
 
      
 
      
 
      
 
      
 
      
 
      
 
      
 
      
 
      
 
      
 
      
 
    answered starts another process.  So that the victim can't easily check or view the task list or kill a process, the Trojan might disable the task in Process Manager in an effort to avoide detection. Some Trojans aren't malicious, and the hacker has designed the Trojan to simply annoy the user. For example, the screen might flip upside-down. Whether the Trojan is mischievous or malicious, it's best to avoid infection. 
 
      
 
      
 
      
 
      
 
      
 
      
 
      
 
      
 
      
 
      
 
      
 
      
 
      
 
      
 
      
 
      
 
    They can also get a Trojan from a peer-to-peer file exchange, a world wide web or FTP archive, or by opening an email attachment. One way to hide, is by wrapping a Trojan in a seemingly innocent program. That way, the user will be more prone to download and install the program. When wrapped, the hacker conceals the true function, which is the malware payload. A wrapper attaches, or wraps an executable, such as a game or utility, to the Trojan in a single file. 
 
      
 
      
 
      
 
      
 
      
 
      
 
    Tools that can wrap include, yet another binder, restorator, or EXE maker. Petite.exe, is a runtime packer that can compress several executables, and combines them with a decompression code into a single executable, that avoids detection by antivirus. Hackers use the expansive character representation in Unicode to spoof file extensions. Computers render characters in one of three ways, ASCII, EBCDIC, and Unicode. 
 
      
 
      
 
      
 
      
 
      
 
      
 
      
 
      
 
    Windows uses right-to-left override to deal with languages, such as Hebrew or Arabic, that are written right to left. Hackers also use right-to-left override for file extension spoofing. If we insert the Unicode character 202e, Important.doc.exe, might appear as Important.exe.doc, thus spoofing the victim. In order to get to the character map, type Search, and Character Map.  I'll scroll down. In here you can see the variations in Unicode representation. Understand, not all operating systems can handle Unicode, and the results might be unexpected. However, keep in mind, a Trojan will use anything to get into a system, without throwing up a red flag. 
 
      
 
      
 
      
 
    That will give me an idea of any delays, or latency issues. I don't really see anything that jumps out at me, but when I do take a look, one of the things I'm going to do is, look at the smoking gun. That's go to Statistics, and Conversations. What I'm going to look at, are the ports. When I go into this, we can see that there's Ethernet, there's UDP, IP version four, and IP version six.  We'll go into TCP, and in this tab here you can see that there's a couple things I can do. I can sort, for example, Bytes. I can  
 
      
 
      
 
      
 
      
 
      
 
      
 
      
 
      
 
      
 
    sort, and see the top talkers. Let's go over here to Port, and then I can take a little at the port numbers. Once I look at those ports, I will go through them, and identify some things that I might feel that are of concern. One of the things that are gaming ports that have been used. Which, that isn't unusual, but let's close this. 
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