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	The Essential Cyber Security Handbook is a great resource anywhere you go; it presents the most current and leading edge research on system safety and security.  You do not need to be a cyber-security expert to protect your information.  There are people out there whose main job it is trying to steal personal and financial information.  Are you worried about your online safety but you do not know where to start?  So this handbook will give you, students, scholars, schools, corporates, businesses, governments and technical decision-makers the necessary knowledge to make informed decisions on cyber security at home or at work.

	5 Questions CEOs Should Ask About Cyber Risks, 8 Most Common Internet Security Issues You May Face, Avoiding Copyright Infringement, Avoiding Social Engineering and Phishing Attacks, Avoiding the Pitfalls of Online Trading, Banking Securely Online, Basic Security Concepts, Basics of Cloud Computing, Before You Connect a New Computer to the Internet, Benefits and Risks of Free Email Services, Benefits of BCC, Browsing Safely - Understanding Active Content and Cookies, Choosing and Protecting Passwords, Common Risks of Using Business Apps in the Cloud, Coordinating Virus and Spyware Defense, Cybersecurity for Electronic Devices, Data Backup Options, Dealing with Cyberbullies, Debunking Some Common Myths, Defending Cell Phones and PDAs Against Attack, Disposing of Devices Safely, Effectively Erasing Files, Evaluating Your Web Browser's Security Settings, Good Security Habits, Guidelines for Publishing Information Online, Handling Destructive Malware, Holiday Traveling with Personal Internet-Enabled Devices, Home Computer and Internet security, How Anonymous Are You, How to stop most of the adware tracking cookies Mac, Windows and Android, Identifying Hoaxes and Urban Legends, Keeping Children Safe Online, Playing it Safe - Avoiding Online Gaming Risks, Prepare for Heightened Phishing Risk Tax Season, Preventing and Responding to Identity Theft, Privacy and Data Security, Protect Your Workplace, Protecting Aggregated Data, Protecting Portable Devices - Data Security, Protecting Portable Devices - Physical Security, Protecting Your Privacy, Questions Bank Leaders, Real-World Warnings Keep You Safe Online, Recognizing and Avoiding Email Scams, Recognizing and Avoiding Spyware, Recognizing Fake Antiviruses, Recovering from a Trojan Horse or Virus, Recovering from Viruses, Worms, and Trojan Horses, Reducing Spam, Reviewing End-User License Agreements, Risks of File-Sharing Technology, Safeguarding Your Data, Securing Voter Registration Data, Securing Wireless Networks, Securing Your Home Network, Shopping Safely Online, Small Office or Home Office Router Security, Socializing Securely - Using Social Networking Services, Software License Agreements - Ignore at Your Own Risk, Spyware Home, Staying Safe on Social Networking Sites, Supplementing Passwords, The Risks of Using Portable Devices, Threats to mobile phones, Understanding and Protecting Yourself Against Money Mule Schemes, Understanding Anti-Virus Software, Understanding Bluetooth Technology, Understanding Denial-of-Service Attacks, Understanding Digital Signatures, Understanding Encryption, Understanding Firewalls, Understanding Hidden Threats - Rootkits and Botnets, Understanding Hidden Threats Corrupted Software Files, Understanding Internationalized Domain Names, Understanding ISPs, Understanding Patches, Understanding Voice over Internet Protocol (VoIP), Understanding Web Site Certificates, Understanding Your Computer - Email Clients, Understanding Your Computer - Operating Systems, Understanding Your Computer - Web Browsers, Using Caution with Email Attachments, Using Caution with USB Drives, Using Instant Messaging and Chat Rooms Safely, Using Wireless Technology Securely, Why is Cyber Security a Problem, Why Secure Your Browser, and Glossary of Cybersecurity Terms.
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	5 Questions CEOs Should Ask About Cyber Risks

	Cyber threats constantly evolve with increasing intensity and complexity. The ability to achieve mission objectives and deliver business functions is increasingly reliant on information systems and the Internet, resulting in increased cyber risks that could cause severe disruption to a company’s business functions or operational supply chain, impact reputation, or compromise sensitive customer data and intellectual property.

	5 Questions CEOs Should Ask About Cyber Risks

	1) How Is Our Executive Leadership Informed About the Current Level and Business Impact of Cyber Risks to Our Company?

	2) What Is the Current Level and Business Impact of Cyber Risks to Our Company? What Is Our Plan to Address Identified Risks?

	3) How Does Our Cybersecurity Program Apply Industry Standards and Best Practices?

	4) How Many and What Types of Cyber Incidents Do We Detect In a Normal Week? What is the Threshold for Notifying Our Executive Leadership?

	5) How Comprehensive Is Our Cyber Incident Response Plan? How Often Is It Tested?

	Key Cyber Risk Management Concepts

	Incorporate cyber risks into existing risk management and governance processes.

	Cybersecurity is NOT implementing a checklist of requirements; rather it is managing cyber risks to an acceptable level. Managing cybersecurity risk as part of an organization’s governance, risk management, and business continuity frameworks provides the strategic framework for managing cybersecurity risk throughout the enterprise.

	Elevate cyber risk management discussions to the CEO.

	CEO engagement in defining the risk strategy and levels of acceptable risk enables more cost effective management of cyber risks that is aligned with the business needs of the organization. Regular communication between the CEO and those held accountable for managing cyber risks provides awareness of current risks affecting their organization and associated business impact.

	Implement industry standards and best

	practices, don’t rely on compliance.

	A comprehensive cybersecurity program leverages industry standards and best practices to protect systems and detect potential problems, along with processes to be informed of current threats and enable timely response and recovery. Compliance requirements help to establish a good cybersecurity baseline to address known vulnerabilities, but do not adequately address new and dynamic threats, or counter sophisticated adversaries. Using a risk based approach to apply cybersecurity standards and practices allows for more comprehensive and cost effective management of cyber risks than compliance activities alone.

	Evaluate and manage your organization’s

	specific cyber risks.

	Identifying critical assets and associated impacts from cyber threats are critical to understanding a company’s specific risk exposure– whether financial, competitive, reputational, or regulatory. Risk assessment results are a key input to identify and prioritize specific protective measures, allocate resources, inform long-term investments, and develop policies and strategies to manage cyber risks to an acceptable level.

	Provide oversight and review.

	Executives are responsible to manage and oversee enterprise risk management. Cyber oversight activities include the regular evaluation of cybersecurity budgets, IT acquisition plans, IT outsourcing, cloud services, incident reports, risk assessment results, and top-level policies.

	Develop and test incident response plans and procedures.

	Even a well-defended organization will experience a cyber incident at some point. When network defenses are penetrated, a CEO should be

	prepared to answer, “What is our Plan B?”

	Documented cyber incident response plans that are exercised regularly help to enable timely response and minimize impacts.

	Coordinate cyber incident response planning across the enterprise.

	Early response actions can limit or even prevent possible damage. A key component of cyber incident response preparation is planning in conjunction with the Chief Information Officer/Chief Information Security Officer, business leaders, continuity planners, system operators, general counsel, and public affairs. This includes integrating cyber incident response policies and procedures with existing disaster recovery and business continuity plans.

	Maintain situational awareness of cyber threats.

	Situational awareness of an organization’s cyber

	Risk environment involves timely detection of cyber incidents, along with the awareness of current threats and vulnerabilities specific to that organization and associated business impacts. Analyzing, aggregating, and integrating risk data from various sources and participating in threat information sharing with partners helps organizations identify and respond to incidents quickly and ensure protective efforts are commensurate with risk.

	A network operations center can provide real-time and trend data on cyber events. Business-line managers can help identify strategic risks, such as risks to the supply chain created through third-party vendors or cyber interdependencies. Sector Information-Sharing and Analysis Centers, government and intelligence agencies, academic institutions, and research firms also serve as valuable sources of threat and vulnerability information that can be used to enhance situational awareness.
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8 Most Common Internet Security Issues You May Face

	
The internet offers a wealth of opportunities but it also brings its fair share of dangers too. Once you are online it pays to remain security-aware at all times as there are many threats coming from multiple sources:

	 

	1. HACKERS
Hackers are people who attempt to breach or circumvent online security measures for a number of reasons. Their motives are, occasionally, honorable in that they merely wish to highlight shortfalls to corporations and other website owners so that they can tighten their security up. Other hackers look to make financial gains by copying private information, whilst others are purely out to cause mischief. Irrespective of the hacker’s reasons for doing what they do, they can pose a serious threat to your security.

	2. VIRUSES
Computer viruses are programs which are designed in order to gain entry onto unsuspecting users’ computers. Once they have gained a foothold within a computer system they will then attempt to duplicate themselves before spreading via email, networks and/or removable storage devices. Typically, their remit is to corrupt or destroy data or otherwise damage the operation of the machine on which they reside. Viruses can be acquired in many ways but some of the more popular ones are through email, peer-to-peer downloading, internet messaging services and downloading infected files found on the internet.

	3. SPYWARE
Spyware can prove to be a major annoyance as its goal is usually to collect personal information and browsing habits in order to deliver targeted advertising to you as you browse the web, 

Spyware is software and, like a virus, is often deceptively added to the user’s machine. In addition to increasing the amount of advertising you are likely to see, or affecting the type of adverts served to you, it can also impact upon the performance of your computer by hogging resources.

	4. WORMS
A worm is a self-replicating program which will attempt to spread itself around your network, either via routers, the internet or by email. Unlike a virus, a worm does not need to attach itself to another program in order to spread. While a virus has to attach itself to an existing program, a worm does not – it can replicate and spread on its own. Worms too can cause disruption to computer systems because of the excessive amount of bandwidth that they sometimes use.

	5. PHISHING
In some respects, phishing is a confidence trick, designed by would-be thieves in order to part unsuspecting computer users from their most precious personal and/or financial information. 
Traditionally, phishing attempts looked to acquire data such as bank account details, social security numbers, and credit card numbers, either for direct financial gain or to facilitate identity theft.
- Over the last few years, however, other forms of data and information have become valuable too.
- Phishing attempts are now just as likely to target users of social networking sites in order to try and steal their accounts either to use them as a Launchpad for socially engineered scams or as a means of spamming the victim’s friends and other contacts.
- Phishing scams usually arrive via email and are designed to appear to be from legitimate organizations so as to trick the recipient into responding with their personal information.
- Many will even spoof email headers so that they appear to have come from a trusted source, or link to fake websites that are clones of the official sites that they purport to be.

	6. SPAMMING 
Spam is any form of unsolicited message, be it email, private forum message or even Tweet. Those behind spam know that the response rate to their rubbish will be incredibly low. They continue, however, because they can send many thousands of spam messages out every hour of the day at next to no cost. Therefore, even an incredibly tiny response rate can lead to huge profits for the spammers.  Spam messages don’t usually pose any threat to your security but can be incredibly annoying and distracting. It is, however, possible for savvier spammer to hide other unwelcome items within their spam messages, such as viruses, worms, spyware and other malware.

	7. IDENTITY THEFT
Identity theft is a growing problem, both online and off. This crime can seriously damage a victim’s finances for many years.  Identity thieves acquire information about someone through a variety of means of which the favorite is phishing. If they can get personal data, such as names, dates of birth, social security numbers, etc., then they can quite literally steal the identity of the owner of that information. That fake identity can then be utilized in a variety of other crimes, such as credit card fraud, bank fraud and a whole host of other financial misdemeanors, all of which will be blamed upon the victim who will then have an incredibly hard job of clearing their name, recovering the money they have lost and then repairing their credit file.
 

	8. STAY SAFE
Ensure that you are always running a fully updated anti-virus program. 
A. Make sure that you have a firewall and that it is fully operational. 
B. Choose secure and hard to guess passwords and change them on a regular basis
Install updates and patches for your operating system as soon as they become available. 
C. Never click on links in emails unless you are 100% certain that they are trustworthy.
D. Lastly, engage your brain and employ commonsense – it really is the best security measure!
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Avoiding Copyright Infringement

	 

	
How does copyright infringement apply to the internet?
 

	Copyright infringement occurs when you use or distribute information without permission from the person or organization that owns the legal rights to the information. Including an image or cartoon on your website or in a document, illegally downloading music, and pirating software are all common copyright violations. While these activities may seem harmless, they could have serious legal and security implications.
 

	How do you know if you have permission to use something?

	If you find something on a website that you would like to use (e.g., a document, a chart, an application), search for information about permissions to use, download, redistribute, or reproduce. Most websites have a "terms of use" page that explains how you are allowed to use information from the site. You can often find a link to this page in the site's contact information or privacy policy, or at the bottom of the page that contains the information you are interested in using.

	 

	There may be restrictions based on the purpose, method, and audience. You may also have to adhere to specific conditions about how much information you are allowed to use or how the information is presented and attributed. If you can't locate the terms of use, or if it seems unclear, contact the individual or organization that holds the copyright to ask permission.

	
What consequences could you face?

	
		Prosecution - When you illegally download, reproduce, or distribute information, you risk legal action. Penalties may range from warnings and mandatory removal of all references to costly fines. Depending on the severity of the crime, jail time may also be a possibility. To offset their own court costs and the money they feel they lose because of pirated software, vendors may increase the prices of their products.

		Infection - Attackers could take advantage of sites or networks that offer unauthorized downloads (music, movies, software, etc.) by including code into the files that would infect your computer once it was installed. Because you wouldn't know the source or identity of the infection (or maybe that it was even there), you might not be able to easily identify or remove it. Pirated software with hidden Trojan horses is often advertised as discounted software in spam email messages.
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Avoiding Social Engineering and Phishing Attacks

	 

	What is a social engineering attack?

	In a social engineering attack, an attacker uses human interaction (social skills) to obtain or compromise information about an organization or its computer systems. An attacker may seem unassuming and respectable, possibly claiming to be a new employee, repair person, or researcher and even offering credentials to support that identity. However, by asking questions, he or she may be able to piece together enough information to infiltrate an organization's network. If an attacker is not able to gather enough information from one source, he or she may contact another source within the same organization and rely on the information from the first source to add to his or her credibility.
 

	What is a phishing attack?

	Phishing is a form of social engineering. Phishing attacks use email or malicious websites to solicit personal information by posing as a trustworthy organization. For example, an attacker may send email seemingly from a reputable credit card company or financial institution that requests account information, often suggesting that there is a problem. When users respond with the requested information, attackers can use it to gain access to the accounts.

	Phishing attacks may also appear to come from other types of organizations, such as charities. Attackers often take advantage of current events and certain times of the year, such as

	
		natural disasters (e.g., Hurricane Katrina, Indonesian tsunami)

		epidemics and health scares (e.g., H1N1)

		economic concerns (e.g., IRS scams)

		major political elections

		holidays



	 

	How do you avoid being a victim?

	
		Be suspicious of unsolicited phone calls, visits, or email messages from individuals asking about employees or other internal information. If an unknown individual claims to be from a legitimate organization, try to verify his or her identity directly with the company.

		Do not provide personal information or information about your organization, including its structure or networks, unless you are certain of a person's authority to have the information.

		Do not reveal personal or financial information in email, and do not respond to email solicitations for this information. This includes following links sent in email.

		Don't send sensitive information over the Internet before checking a website's security.

		Pay attention to the URL of a website. Malicious websites may look identical to a legitimate site, but the URL may use a variation in spelling or a different domain (e.g., .com vs. .net).

		If you are unsure whether an email request is legitimate, try to verify it by contacting the company directly. Do not use contact information provided on a website connected to the request; instead, check previous statements for contact information. Information about known phishing attacks is also available online from groups such as the Anti-Phishing Working Group.

		Install and maintain anti-virus software, firewalls, and email filters to reduce some of this traffic.

		Take advantage of any anti-phishing features offered by your email client and web browser.



	 

	What do you do if you think you are a victim?

	
		If you believe you might have revealed sensitive information about your organization, report it to the appropriate people within the organization, including network administrators. They can be alert for any suspicious or unusual activity.

		If you believe your financial accounts may be compromised, contact your financial institution immediately and close any accounts that may have been compromised. Watch for any unexplainable charges to your account.

		Immediately change any passwords you might have revealed. If you used the same password for multiple resources, make sure to change it for each account, and do not use that password in the future.

		Watch for other signs of identity theft.

		Consider reporting the attack to the police, and file a report with the Federal Trade Commission.
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	Avoiding the Pitfalls of Online Trading

	 

	What is online trading?

	Online trading allows you to conduct investment transactions over the internet. The accessibility of the internet makes it possible for you to research and invest in opportunities from any location at any time. It also reduces the amount of resources (time, effort, and money) you have to devote to managing these accounts and transactions.

	 

	What are the risks?

	Recognizing the importance of safeguarding your money, legitimate brokerages take steps to ensure that their transactions are secure. However, online brokerages and the investors who use them are appealing targets for attackers. The amount of financial information in a brokerage's database makes it valuable; this information can be traded or sold for personal profit. Also, because money is regularly transferred through these accounts, malicious activity may not be noticed immediately. To gain access to these databases, attackers may use Trojan horses or other types of malicious code.
 

	Attackers may also attempt to collect financial information by targeting the current or potential investors directly. These attempts may take the form of social engineering or phishing attacks. With methods that include setting up fraudulent investment opportunities or redirecting users to malicious sites that appear to be legitimate, attackers try to convince you to provide them with financial information that they can then use or sell. If you have been victimized, both your money and your identity may be at risk.

	 

	How can you protect yourself?

	
		Research your investment opportunities – Take advantage of resources such as the U.S. Securities and Exchange Commission's EDGAR database and your state's securities commission to investigate companies.

		Be wary of online information – Anyone can publish information on the internet, so try to verify any online research through other methods before investing any money. Also be cautious of "hot" investment opportunities advertised online or in email.

		Check privacy policies – Before providing personal or financial information, check the website's privacy policy. Make sure you understand how your information will be stored and used.

		Conduct transactions on devices you control – Avoid conducting transactions on public resources such as internet kiosks, computers in places like libraries, and other shared computers and devices. Other users may introduce security risks.

		Make sure that your transactions are encrypted – When information is sent over the internet, attackers may be able to intercept it. Encryption prevents the attackers from being able to view the information.

		Verify that the website is legitimate – Attackers may redirect you to a malicious website that looks identical to a legitimate one. They then convince you to submit your personal and financial information, which they use for their own gain. Check the website's certificate to make sure it is legitimate.

		Monitor your investments – Regularly check your accounts for any unusual activity. Report unauthorized transactions immediately.

		Use strong passwords – Protect your computer, mobile devices, and accounts with passwords that cannot easily be guessed. Use different passwords for each account.

		Use and maintain anti-virus software – Anti-virus software recognizes and protects your computer against most known viruses. However, because attackers are continually writing new viruses, it is important to keep your virus definitions current.

		Use anti-spyware tools – Spyware is a common source of viruses, and attackers may use it to access information on your computer. You can minimize the number of infections by using a legitimate program that identifies and removes spyware.

		Keep software up to date – Install software updates so that attackers can't take advantage of known problems or vulnerabilities. Enable automatic updates if the option is available.

		Evaluate your security settings – By adjusting the security settings in your browser, you may limit your risk of certain attacks.
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	Online banking continues to present challenges to your financial security and personal privacy. Millions of people have had their checking accounts compromised, mainly as a result of online banking. If you are going to use online banking to conduct financial transactions, you should make yourself aware of the risks and take precautions to minimize them. The following practices, which are discussed further in this paper, can help you avoid common security problems associated with online banking:

	
		Review all privacy and policy information.

		Use unique and hard to guess login information.

		Protect your computer.

		Check your account balance regularly.

		Pay using credit cards.

		Do not access your account from public locations.

		Verify email correspondence from bank.

		If your account is compromised, take swift action.



	
Attacks that Target Online Banking

	Several types of electronic fraud specifically target online banking. Some of the more popular types are described below:

	Phishing attacks

	Phishing attacks use fake email messages from an agency or individual pretending to represent your bank or financial institution. The email asks you to provide sensitive information (name, password, account number, and so forth) and provides links to a counterfeit web site. If you follow the link and provide the requested information, intruders can access your personal account information and finances (see “Recognizing and Avoiding Email Scams” for more information). In some cases, pop-up windows can appear in front of a copy of a genuine bank web site. The real web site address is displayed; however, any information you type directly into the pop-up will go to unauthorized users. (In a similar scheme, called “Vishing,” a person calls you and pretends to be a bank representative seeking to verify account information.)

	Malware is the term for maliciously crafted software code. Special computer programs now exist that enable intruders to fool you into believing that traditional security is protecting you during online banking transactions. Attacks involving malware are a factor in online financial crime (see “Technical Trends in Phishing Attacks” for more information). In fact, it is possible for this type of malicious software to perform the following operations:

	
		Account information theft - Malware can capture the keystrokes for your login information. Malware can also monitor and capture other data you use to authenticate your identity (for example, special images that you selected or “magic words” you chose).

		Fake web site substitution -Malware can generate web pages that appear to be legitimate but are not. They replace your bank’s legitimate web site with a page that can look identical, except that the web address will vary in some way. Such a “man-in the-middle attack” site enables an attacker to intercept your user information. The attacker adds additional fields to the copy of the web page opened in your browser. When you submit the information, it is sent to both the bank and the malicious attacker without your knowledge.

		Account hijacking - Malware can hijack your browser and transfer funds without your knowledge. When you attempt to login at a bank web site, the software launches a hidden browser window on your computer, logs in to your bank, reads your account balance, and creates a secret fund transfer to the intruder-owned account.



	Pharming

	Pharming attacks involve the installation of malicious code on your computer; however, they can take place without any conscious action on your part. In one type of pharming attack, you open an email, or an email attachment, that installs malicious code on your computer. Later, you go to a fake web site that closely resembles your bank or financial institution. Any information you provide during a visit to the fake site is made available to malicious users.

	All the attack types listed above share one characteristic; they are created using technology but, in order to succeed, they need you to provide information:

	
		In phishing attacks, you must provide the information or visit links.

		With malware, you must be tricked into performing actions you would not normally do. You would have to install the malware on your computer either by running a program, such as an email attachment, or by visiting a web site through email or instant message link. Then, you would have to submit your bank login information. Your financial information would be at risk only after you performed all these steps.

		With pharming attacks, you must open an email, or email attachment, to become 
vulnerable. You then visit a fake website and, without your knowledge, provide 
information that compromises your financial identity.



	When it comes to online banking, there is no way to absolutely guarantee your safety. However, good practices do exist that can reduce the risks posed to your online accounts. The following sections describe these practices.

	Review your bank’s information about its online privacy policies and practices.

	By law, banks are required to send you a copy of their privacy policies and practices annually; you may also request a copy of this information. Bank web sites should also have this information. As you read this information, pay particular attention to any mention of the methods used for encrypting transactions and authenticating user information. Also, check the information to see if the bank requires additional security information before authorizing a payment to a business or individual that has never received a payment before.

	Before setting up any online bill payment, check the privacy policy of the company or service you will be sending payment to.

	You have the right to limit the information an online bank shares with both its parent organization and any other financial institutions (see “Protecting Your Privacy” and “How Anonymous Are You?” for more information). Be aware that some online banks may have separate procedures for handling each of these requests. You may also want to use a service such as the Better Business Bureau to view any existing history of outstanding consumer complaints about privacy violations.

	For security purposes, choose an online personal identification number (PIN) that is unique and hard to guess.

	Be sure to change your PIN regularly. Do not choose a PIN that contains personal information such as your birthday or Social Security number; an attacker might be able to guess these. Regardless of the circumstances, never give someone access to your current PIN number (see “Choosing and Protecting Passwords” for more information).

	Install anti-virus, firewall, and anti-spyware programs on your computer and keep them up to date.

	Installing and updating this software protects your computer and its contents against unauthorized access. You should turn on automatic updates for these programs or, if prompted, always agree to download system updates as soon as they are available (see “Understanding Anti-Virus Software,” “Understanding Firewalls,” and “Recognizing and Avoiding Spyware” for more information).

	Timing is a factor in your response to unauthorized electronic fund transactions. If you receive a paper account balance, make sure that you reconcile it with your online balance.

	Use a credit card to pay for online goods and services.

	Credit cards usually have stronger protection against personal liability claims than debit cards. Some credit cards limit personal liability for unauthorized transactions to $50. Personal liability for debit cards can be higher. According to the Federal Reserve’s Regulation E, if you report an electronic fund transaction problem involving debit cards to a bank or financial institution in the first two days, you are only liable for $50. Reporting that same incident between 3 and 60 days increases your personal liability to $500. After 60 days, there are no financial restrictions placed on your personal liability.

	Avoid situations where personal information can be intercepted, retrieved, or viewed by unauthorized individuals.

	You should conduct online bank transactions in locations that are not subject to public monitoring. When you are entering login information, you should avoid using unsecured or public network connections (for example, at a coffee shop or library). As a general rule, you should avoid using any computer that other people can freely access; the end result could be unauthorized access of your financial information. Remember, it is possible for your account information to be stored in the web browser’s temporary memory (see “Guidelines for Publishing Information Online” for more information).

	If you receive email correspondence about a financial account, verify its authenticity by contacting your bank or financial institution.

	You should not reply to any email requests for security information, warnings of an account suspension, opportunities to make easy money, overseas requests for financial assistance, and so forth. Also, links found in these suspicious emails should not be clicked.

	If you have disclosed financial information to a fraudulent web site, file reports with the following organizations:

	
		your bank

		the local police

		the Federal Trade Commission

		the Internet Crime Complaint Center

		the three major credit bureaus – Equifax, Experian, and TransUnion (see “Preventing and Responding to Identity Theft” for more information).



	Online banking involves certain risks. It is important to educate yourself about these risks, how unauthorized access to your financial information occurs, and the steps you can take to protect your financial information. Learning about your rights and responsibilities as an online banking consumer can make a difference to your financial well-being by changing the age-old saying “A penny saved is a penny earned” to “A penny saved is a penny kept.”
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	Basic Security Concepts

	 

	As of January 2016, the internet connected an estimated 10 billion devices and computers in more than 250 countries on every continent, even Antarctica. It will reach 34 billion in 2020 and the internet is not a single network, but a worldwide collection of loosely connected networks that are accessible by individual computer hosts, in a variety of ways, to anyone with a computer and a network connection. Thus, individuals and organizations can reach any point on the internet without regard to national or geographic boundaries or time of day.

	However, along with the convenience and easy access to information come risks. Among them are the risks that valuable information will be lost, stolen, changed, or misused. If information is recorded electronically and is available on networked computers, it is more vulnerable than if the same information is printed on paper and locked in a file cabinet. Intruders do not need to enter an office or home; they may not even be in the same country. They can steal or tamper with information without touching a piece of paper or a photocopier. They can also create new electronic files, run their own programs, and hide evidence of their unauthorized activity.

	Basic Security Concepts

	Three basic security concepts important to information on the internet are confidentiality, integrity, and availability. Concepts relating to the people who use that information are authentication, authorization, and nonrepudiation.

	When information is read or copied by someone not authorized to do so, the result is known as loss of confidentiality. For some types of information, confidentiality is a very important attribute. Examples include research data, medical and insurance records, new product specifications, and corporate investment strategies. In some locations, there may be a legal obligation to protect the privacy of individuals. This is particularly true for banks and loan companies; debt collectors; businesses that extend credit to their customers or issue credit cards; hospitals, doctors’ offices, and medical testing laboratories; individuals or agencies that offer services such as psychological counseling or drug treatment; and agencies that collect taxes.

	Information can be corrupted when it is available on an insecure network. When information is modified in unexpected ways, the result is known as loss of integrity. This means that unauthorized changes are made to information, whether by human error or intentional tampering. Integrity is particularly important for critical safety and financial data used for activities such as electronic funds transfers, air traffic control, and financial accounting.

	Information can be erased or become inaccessible, resulting in loss of availability. This means that people who are authorized to get information cannot get what they need. Availability is often the most important attribute in service-oriented businesses that depend on information (for example, airline schedules and online inventory systems).

	Availability of the network itself is important to anyone whose business or education relies on a network connection. When users cannot access the network or specific services provided on the network, they experience a denial of service.

	To make information available to those who need it and who can be trusted with it, organizations use authentication and authorization. Authentication is proving that a user is the person he or she claims to be. That proof may involve something the user knows (such as a password), something the user has (such as a “smartcard”), or something about the user that proves the person’s identity (such as a fingerprint). Authorization is the act of determining whether a particular user (or computer system) has the right to carry out a certain activity, such as reading a file or running a program.

	Authentication and authorization go hand in hand. Users must be authenticated before carrying out the activity they are authorized to perform. Security is strong when the means of authentication cannot later be refuted—the user cannot later deny that he or she performed the activity. This is known as nonrepudiation.

	These concepts of information security also apply to the term information security; that is, internet users want to be assured that

	
		they can trust the information they use

		the information they are responsible for will be shared only in the manner that they expect

		the information will be available when they need it

		the systems they use will process information in a timely and trustworthy manner



	In addition, information assurance extends to systems of all kinds, including large-scale distributed systems, control systems, and embedded systems, and it encompasses systems with hardware, software, and human components. The technologies of information assurance address system intrusions and compromises to information.

	What Can Happen

	It is remarkably easy to gain unauthorized access to information in an insecure networked environment, and it is hard to catch the intruders. Even if users have nothing stored on their computer that they consider important, that computer can be a “weak link,” allowing unauthorized access to the organization’s systems and information.

	Seemingly innocuous information can expose a computer system to compromise. Information that intruders find useful includes which hardware and software are being used, system configuration, type of network connections, phone numbers, and access and authentication procedures. Security-related information can enable unauthorized individuals to access important files and programs, thus compromising the security of the system. Examples of important information are passwords, access control files and keys, personnel information, and encryption algorithms.

	No one on the internet is immune. Those affected include banks and financial companies, insurance companies, brokerage houses, consultants, government contractors, government agencies, hospitals and medical laboratories, network service providers, utility companies, the textile business, universities, and wholesale and retail trades.

	The consequences of a break-in cover a broad range of possibilities: a minor loss of time in recovering from the problem, a decrease in productivity, a significant loss of money or staff-hours, a devastating loss of credibility or market opportunity, a business no longer able to compete, legal liability, and the loss of life. Individuals may find that their credit card, medical, and other private information has been compromised. Identity theft can affect anyone.
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	Basics of Cloud Computing

	 

	What is the cloud?

	Cloud computing is receiving a great deal of attention, both in publications and among users, from individuals at home to the U.S. government. Yet it is not always clearly defined.1 Cloud computing is a subscription-based service where you can obtain networked storage space and computer resources. One way to think of cloud computing is to consider your experience with email. Your email client, if it is Yahoo!, Gmail, Hotmail, and so on, takes care of housing all of the hardware and software necessary to support your personal email account. When you want to access your email you open your web browser, go to the email client, and log in. 

	The most important part of the equation is having internet access. Your email is not housed on your physical computer; you access it through an internet connection, and you can access it anywhere. If you are on a trip, at work, or down the street getting coffee, you can check your email as long as you have access to the internet. Your email is different than software installed on your computer, such as a word processing program. When you create a document using word processing software, that document stays on the device you used to make it unless you physically move it. An email client is similar to how cloud computing works. Except instead of accessing just your email, you can choose what information you have access to within the cloud.

	
How can you use the cloud?

	The cloud makes it possible for you to access your information from anywhere at any time. While a traditional computer setup requires you to be in the same location as your data storage device, the cloud takes away that step. The cloud removes the need for you to be in the same physical location as the hardware that stores your data. Your cloud provider can both own and house the hardware and software necessary to run your home or business applications.

	This is especially helpful for businesses that cannot afford the same amount of hardware and storage space as a bigger company. Small companies can store their information in the cloud, removing the cost of purchasing and storing memory devices. Additionally, because you only

	need to buy the amount of storage space you will use, a business can purchase more space or reduce their subscription as their business grows or as they find they need less storage space.

	One requirement is that you need to have an internet connection in order to access the cloud. This means that if you want to look at a specific document you have housed in the cloud, you must first establish an internet connection either through a wireless or wired internet or a mobile broadband connection. The benefit is that you can access that same document from wherever you are with any device that can access the internet. These devices could be a desktop, laptop, tablet, or phone. This can also help your business to function more smoothly because anyone who can connect to the internet and your cloud can work on documents, access software, and store data. Imagine picking up your smartphone and downloading a .pdf document to review instead of having to stop by the office to print it or upload it to your laptop. This is the freedom that the cloud can provide for you or your organization.

	
Types of clouds

	There are different types of clouds that you can subscribe to depending on your needs. As a home user or small business owner, you will most likely use public cloud services.

	1. Public Cloud - A public cloud can be accessed by any subscriber with an internet connection and access to the cloud space.

	2. Private Cloud - A private cloud is established for a specific group or organization and limits access to just that group.

	3. Community Cloud - A community cloud is shared among two or more organizations that have similar cloud requirements.

	4. Hybrid Cloud - A hybrid cloud is essentially a combination of at least two clouds, where the clouds included are a mixture of public, private, or community.

	
Choosing a cloud provider

	Each provider serves a specific function, giving users more or less control over their cloud depending on the type. When you choose a provider, compare your needs to the cloud services available. Your cloud needs will vary depending on how you intend to use the space and resources associated with the cloud. If it will be for personal home use, you will need a different cloud type and provider than if you will be using the cloud for business. Keep in mind that your cloud provider will be pay-as-you-go, meaning that if your technological needs change at any point you can purchase more storage space (or less for that matter) from your cloud provider.

	There are three types of cloud providers that you can subscribe to: Software as a Service (SaaS), Platform as a Service (PaaS), and Infrastructure as a Service (IaaS). These three types differ in the amount of control that you have over your information, and conversely, how much you can expect your provider to do for you. Briefly, here is what you can expect from each type.

	1. Software as a Service - A SaaS provider gives subscribers access to both resources and applications. SaaS makes it unnecessary for you to have a physical copy of software to install on your devices. SaaS also makes it easier to have the same software on all of your devices at

	once by accessing it on the cloud. In a SaaS agreement, you have the least control over the cloud.

	2. Platform as a Service - A PaaS system goes a level above the Software as a Service setup. A PaaS provider gives subscribers access to the components that they require to develop and operate applications over the internet.

	3. Infrastructure as a Service - An IaaS agreement, as the name states, deals primarily with computational infrastructure. In an IaaS agreement, the subscriber completely outsources the storage and resources, such as hardware and software, that they need.

	As you go down the list from number one to number three, the subscriber gains more control over what they can do within the space of the cloud. The cloud provider has less control in an IaaS system than with an SaaS agreement.

	What does this mean for the home user or business looking to start using the cloud? It means you can choose your level of control over your information and types of services that you want from a cloud provider. For example, imagine you are starting up your own small business. You cannot afford to purchase and store all of the hardware and software necessary to stay on the cutting edge of your market. By subscribing to an Infrastructure as a Service cloud, you would be able to maintain your new business with just as much computational capability as a larger, more established company, while only paying for the storage space and bandwidth that you use. However, this system may mean you have to spend more of your resources on the development and operation of applications. As you can see, you should evaluate your current computational resources, the level of control you want to have, your financial situation, and where you foresee your business going before signing up with a cloud provider.

	If you are a home user, however, you will most likely be looking at free or low-cost cloud services (such as web-based email) and will not be as concerned with many of the more complex cloud offerings.

	After you have fully taken stock of where you are and where you want to be, research into each cloud provider will give you a better idea of whether they are right for you.

	
Security

	The information housed on the cloud is often seen as valuable to individuals with malicious intent. There is a lot of personal information and potentially secure data that people store on their computers, and this information is now being transferred to the cloud. This makes it critical for you to understand the security measures that your cloud provider has in place, and it is equally important to take personal precautions to secure your data.

	The first thing you must look into is the security measures that your cloud provider already has in place. These vary from provider to provider and among the various types of clouds. What encryption methods do the providers have in place? What methods of protection do they have in place for the actual hardware that your data will be stored on? Will they have backups of my data? Do they have firewalls set up? If you have a community cloud, what barriers are in place to keep your information separate from other companies? Many cloud providers have standard terms and conditions that may answer these questions, but the home user will probably have little negotiation room in their cloud contract. A small business user may have slightly more room to discuss the terms of their contract with the provider and will be able to ask these questions during that time. There are many questions that you can ask, but it is important to choose a cloud provider that considers the security of your data as a major concern.

	No matter how careful you are with your personal data, by subscribing to the cloud you will be giving up some control to an external source. This distance between you and the physical location of your data creates a barrier. It may also create more space for a third party to access your information. However, to take advantage of the benefits of the cloud, you will have to knowingly give up direct control of your data. On the converse, keep in mind that most cloud providers will have a great deal of knowledge on how to keep your data safe. A provider likely has more resources and expertise than the average user to secure their computers and networks.

	The cloud provides many options for the everyday computer user as well as large and small businesses. It opens up the world of computing to a broader range of uses and increases the ease of use by giving access through any internet connection. However, with this increased ease also come drawbacks. You have less control over who has access to your information and little to no knowledge of where it is stored. You also must be aware of the security risks of having data stored on the cloud. The cloud is a big target for malicious individuals and may have disadvantages because it can be accessed through an unsecured internet connection.

	If you are considering using the cloud, be certain that you identify what information you will be putting out in the cloud, who will have access to that information, and what you will need to make sure it is protected. Additionally, know your options in terms of what type of cloud will be best for your needs, what type of provider will be most useful to you, and what the reputation and responsibilities of the providers you are considering are before you sign up. 
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	Before You Connect a New Computer to the Internet

	 

	Why Should I Care About Computer Security?

	Computers help us maintain our financial, social, and professional relationships. We use them for banking and bill paying, online shopping, connecting with our friends and family through email and social networking sites, researching data posted on the Internet, and so much more. We rely heavily on our computers to provide these services, yet we sometimes overlook our need to secure them. Because our computers play such critical roles in our lives, and we input and view so much personally identifiable information (PII) on them, it’s imperative to maintain computer security that ensures the safe processing and storage of our information.

	 

	How Do I Improve the Security of My Home Computer?

	Following are important steps you should consider to make your home computer more secure. While no individual step will eliminate your risk, together these defense-in-depth practices will make your home computer’s defense stronger and minimize the threat of malicious exploit.

	 

	
		 Connect to a Secure Network 
Once your computer is connected to the Internet, it’s also connected to millions of other computers, which could allow attackers access to your computer. Information flows from the Internet to your home network by first coming into your modem, then into your router and finally into your computer. Although cable modem, digital subscriber line (DSL), and internet service providers (ISP) purport some level of security monitoring, it’s crucial to secure your router—the first securable device that receives information from the Internet. Be sure to secure it before you connect to the Internet to improve your computer’s security. 
 



	
		Enable and Configure a Firewall 
A firewall is a device that controls the flow of information between your computer and the Internet, similar to a router. Most modern operating systems include a software firewall. In addition to the operating system’s firewall, the majority of home routers have a firewall built in. Refer to your user’s guide for instructions on how to enable your firewall. Once your firewall is enabled, consult the user’s guide to learn how to configure the security settings and set a strong password to protect it against unwanted changes.



	 

	
		Install and Use Antivirus and Antispyware Software 
Installing an antivirus and antispyware software program and keeping it up to date is a critical step in protecting your computer. Many types of antivirus and antispyware software can detect the possible presence of malware by looking for patterns in the files or memory of your computer. This software uses virus signatures provided by software vendors to look for malware. Antivirus vendors frequently create new signatures to keep their software effective against newly discovered malware. Many antivirus and antispyware programs offer automatic updating. Enable that feature so your software always has the most current signatures. If automatic updates aren’t offered, be sure to install the software from a reputable source, like the vendor’s website or a CD from the vendor. 



	 

	
		Remove Unnecessary Software 
Intruders can attack your computer by exploiting software vulnerabilities (that is, flaws or weaknesses), so the less software you have installed, the fewer avenues for potential attack. Check the software installed on your computer. If you don’t know what a software program does and don’t use it, research it to determine whether it’s necessary. Remove any software you feel isn’t necessary after confirming it’s safe to remove the software.

Back up important files and data before removing unnecessary software in case you accidentally remove software essential to the operating system. If possible, locate the installation media for the software in case you need to reinstall it.



	 

	
		Modify Unnecessary Default Features 
Like removing unnecessary software and disabling nonessential services, modifying unnecessary default features eliminates opportunities for attack. Review the features that came enabled by default on your computer and disable or customize those you don’t need or plan on using. As with nonessential services, be sure to research these features before disabling or modifying them.



	 

	
		Operate Under the Principle of Least Privilege 
In most instances of a malware infection, the malware can operate only under the rights of the logged-in user. To minimize the impact the malware can have if it successfully infects a computer, consider using a standard or restricted user account for day-to-day activities and only  logging in with the administrator account (which has full operating privileges on the system) when you need to install or remove software or change system settings from the computer.



	 

	
		Secure Your Web Browser 
Web browsers installed on new computers usually don’t have secure default settings. Securing your browser is another critical step in improving your computer’s security because an increasing number of attacks take advantage of web browsers. 



	 

	
		Apply Software Updates and Enable Future Automatic Updates 
Most software vendors release updates to patch or fix vulnerabilities, flaws, and weaknesses (bugs) in their software. Because intruders can exploit these bugs to attack your computer, keeping your software updated is important to help prevent infection. 

When you set up a new computer (and after you have completed the previous practices), go to your software vendors’ websites to check for and install all available updates. Enable automatic updates if your vendors offer it; that will ensure your software is always updated, and you won’t have to remember to do it yourself. Many operating systems and software have options for automatic updates. As you’re setting up your new computer, be sure to enable these options if offered. Be cautious, however, because intruders can set up malicious websites that look nearly identical to legitimate sites. Only download software updates directly from a vendor’s website, from a reputable source, or through automatic updating.



	 

	
		Use Good Security Practices 
You can do some simple things to improve your computer’s security. Some of the most important are:



	 

	
		Use caution with email attachments and untrusted links. Malware is commonly spread by people clicking on an email attachment or a link that launches the malware. Don’t open attachments or click on links unless you’re certain they’re safe, even if they come from a person you know. Some malware sends itself through an infected computer. While the email may appear to come from someone you know, it really came from a compromised computer. Be especially wary of attachments with sensational names, emails that contain misspellings, or emails that try to entice you into clicking on a link or attachment (for example, an email with a subject like that reads, “Hey, you won’t believe this picture of you I saw on the Internet!”). 
 

		Use caution when providing sensitive information. Some email or web pages that appear to come from a legitimate source may actually be the work of an attacker. An example is an email claiming to be sent from a system administrator requesting your password or other sensitive information or directing you to a website requesting that information. While Internet service providers may request that you change your password, they will never specify what you should change it to or ask you what it is.
 

		Create strong passwords. Passwords that have eight or more characters, use a variety of uppercase and lowercase letters, and contain at least one symbol and number are best. Don’t use passwords that people can easily guess like your birthday or your child’s name. Password detection software can conduct dictionary attacks to try common words that may be used as passwords or conduct brute-force attacks where the login screen is pummeled with random attempts until it succeeds. The longer and more complex a password is, the harder these tools have to work to crack it. Also, when setting security verification questions, choose questions for which it is unlikely that an Internet search would yield the correct answer. 
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	Benefits and Risks of Free Email Services

	 

	What is the appeal of free email services?

	Many service providers offer free email accounts (Yahoo!, Hotmail, Outlook, Gmail etc). These email services typically provide you with a browser interface to access your mail. In addition to the monetary savings, these services often offer other benefits:

	
		accessibility - Because you can access your account(s) from any computer, these services are useful if you cannot be near your computer or are in the process of relocating and do not have an ISP. Even if you are able to access your ISP-based email account remotely, being able to rely on a free email account is ideal if you are using a public computer or a shared wireless hot spot and are concerned about exposing the details of your primary account.

		competitive features - With so many of these service providers competing for users, they now offer additional features such as large amounts of storage, spam filtering, virus protection, and enhanced fonts and graphics.

		additional capabilities - It is becoming more common for service providers to package additional software or services (e.g., instant messaging) with their free email accounts to attract customers.



	Free email accounts are also effective tools for reducing the amount of spam you receive at your primary email address. Instead of submitting your primary address when shopping online, requesting services, or participating in online forums, you can set up a free secondary address to use.

	 

	What risks are associated with free email services?

	Although free email services have many benefits, you should not use them to send sensitive information. Because you are not paying for the account, the organization may not have a strong commitment to protecting you from various threats or to offering you the best service. Some of the elements you risk are

	
		security - If your login, password, or messages are sent in plain text, they may easily be intercepted. If a service provider offers SSL encryption, you should use it. You can find out whether this is available by looking for a "secure mode" or by replacing the "http:" in the URL with "https:" 

		privacy - You aren't paying for your email account, but the service provider has to find some way to recover the costs of providing the service. One way of generating revenue is to sell advertising space, but another is to sell or trade information. Make sure to read the service provider's privacy policy or terms of use to see if your name, your email address, the email addresses in your address book, or any of the information in your profile has the potential of being given to other organizations. If you are considering forwarding your work email to a free email account, check with your employer first. You do not want to violate any established security policies.

		reliability - Although you may be able to access your account from any computer, you need to make sure that the account is going to be available when you want to access it. Familiarize yourself with the service provider's terms of service so that you know exactly what they have committed to providing you. For example, if the service ends or your account disappears, can you retrieve your messages? Does the service provider give you the ability to download messages that you want to archive onto your machine? Also, if you happen to be in a different time zone than the provider, you may find that their server maintenance interferes with your normal email routine.
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	Benefits of BCC

	 

	What is BCC?

	BCC, which stands for blind carbon copy, allows you to hide recipients in email messages. Addresses in the To: field and the CC: (carbon copy) field appear in messages, but users cannot see addresses of anyone you included in the BCC: field.

	 

	Why would you want to use BCC?

	There are a few main reasons for using BCC:

	
		Privacy - Sometimes it's beneficial, even necessary, for you to let recipients know who else is receiving your email message. However, there may be instances when you want to send the same message to multiple recipients without letting them know who else is receiving the message. If you are sending email on behalf of a business or organization, it may be especially important to keep lists of clients, members, or associates confidential. You may also want to avoid listing an internal email address on a message being sent to external recipients.



	Another point to remember is that if any of the recipients use the "reply to all" feature to reply to your messages, all of the recipients listed in the To: and CC: fields will receive the reply. If there is potential for a response that is not appropriate for all recipients, consider using BCC.

	 

	
		Tracking - Maybe you want to access or archive the email message you are sending at another email account. Or maybe you want to make someone, such as a supervisor or team member, aware of the email without actually involving them in the exchange. BCC allows you to accomplish these goals without advertising that you are doing it.



	 

	
		Respect for your recipients - People often forward email messages without removing the addresses of previous recipients. As a result, messages that are repeatedly sent to many recipients may contain long lists of email addresses. Spammers and email-borne viruses may collect and target those addresses.



	To reduce the risk, encourage people who forward messages to you to use BCC so that your email address is less likely to appear in other people's inboxes and be susceptible to being harvested. To avoid becoming part of the problem, in addition to using BCC if you forward messages, take time to remove all existing email addresses within the message. The additional benefit is that the people you're sending the message to will appreciate not having to scroll through large sections of irrelevant information to get to the actual message.

	 

	How do you BCC an email message?

	Most email clients have the option to BCC listed a few lines below the To: field. However, sometimes it is a separate option that is not listed by default. If you cannot locate it, check the help menu or the software's documentation.

	If you want to BCC all recipients and your email client will not send a message without something in the To: field, consider using your own email address in that field. In addition to hiding the identity of other recipients, this option will enable you to confirm that the message was sent successfully.
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	Browsing Safely - Understanding Active Content and Cookies

	 

	What is active content?

	To increase functionality or add design embellishments, web sites often rely on scripts that execute programs within the web browser. This active content can be used to create "splash pages" or options like drop-down menus. Unfortunately, these scripts are often a way for attackers to download or execute malicious code on a user's computer.

	
		JavaScript - JavaScript is just one of many web scripts (other examples are VBScript, ECMAScript, and JScript) and is probably the most recognized. Used on almost every web site now, JavaScript and other scripts are popular because users expect the functionality and "look" that it provides, and it's easy to incorporate (many common software programs for building web sites have the capability to add JavaScript features with little effort or knowledge required of the user). However, because of these reasons, attackers can manipulate it to their own purposes. A popular type of attack that relies on JavaScript involves redirecting users from a legitimate web site to a malicious one that may download viruses or collect personal information.

		Java and ActiveX controls - Different from JavaScript, Java and ActiveX controls are actual programs that reside on your computer or can be downloaded over the network into your browser. If executed by attackers, untrustworthy ActiveX controls may be able to do anything on your computer that you can do (such as running spyware and collecting personal information, connecting to other computers, and potentially doing other damage). Java applets usually run in a more restricted environment, but if that environment isn't secure, then malicious Java applets may create opportunities for attack as well.



	JavaScript and other forms of active content are not always dangerous, but they are common tools for attackers. You can prevent active content from running in most browsers, but realize that the added security may limit functionality and break features of some sites you visit. Before clicking on a link to a web site that you are not familiar with or do not trust, take the precaution of disabling active content.

	These same risks may also apply to the email program you use. Many email clients use the same programs as web browsers to display HTML and HTML5, so vulnerabilities that affect active content like JavaScript and ActiveX often apply to email. Viewing messages as plain text may resolve this problem.

	 

	What are cookies?

	When you browse the Internet, information about your computer may be collected and stored. This information might be general information about your computer (such as IP address, the domain you used to connect (e.g., .edu, .com, .net), and the type of browser you used). It might also be more specific information about your browsing habits (such as the last time you visited a particular web site or your personal preferences for viewing that site).

	Cookies can be saved for varying lengths of time:

	
		Session cookies - Session cookies store information only as long as you're using the browser; once you close the browser, the information is erased. The primary purpose of session cookies is to help with navigation, such as by indicating whether or not you've already visited a particular page and retaining information about your preferences once you've visited a page.

		Persistent cookies - Persistent cookies are stored on your computer so that your personal preferences can be retained. In most browsers, you can adjust the length of time that persistent cookies are stored. It is because of these cookies that your email address appears by default when you open your Yahoo! or Hotmail email account, or your personalized home page appears when you visit your favorite online merchant. If an attacker gains access to your computer, he or she may be able to gather personal information about you through these files.



	To increase your level of security, consider adjusting your privacy and security settings to block or limit cookies in your web browser. To make sure that other sites are not collecting personal information about you without your knowledge, choose to only allow cookies for the web site you are visiting; block or limit cookies from a third-party. If you are using a public computer, you should make sure that cookies are disabled to prevent other people from accessing or using your personal information.

	 

	

[image: MC900072631[1]]

	Choosing and Protecting Passwords

	 

	Why you need strong passwords

	Think about the number of personal identification numbers (PINs), passwords, or passphrases you use every day: getting money from the ATM or using your debit card in a store, logging on to your computer or email, or signing in to an online bank account. The list of things that you can do online gets longer every day. Keeping track of all of the number, letter, and word combinations may be frustrating at times, and maybe you've wondered if all of the fuss is worth it. After all, what attacker cares about your personal email account, right? Or why would someone bother with your bank account when there are others with much more money? Often, an attack is not specifically about your account but about using the access to your information to launch a larger attack. And while having someone gain access to your personal email might not seem like more than an inconvenience or embarrassment, think of the implications of an attacker gaining access to your Social Security number or your medical records.

	 

	One of the best ways to protect information or physical property is to ensure that only authorized people have access to it. Verifying that those requesting access are the people they claim to be is the next step. This authentication process is more important and more difficult in the cyber world. Passwords are the most common means of authentication, but if you don't choose good passwords and keep them confidential, they're almost as ineffective as not having any passwords at all. Many systems and services have been successfully breached because of insecure and inadequate passwords, and some viruses and worms have exploited systems when attackers were able to guess weak passwords.

	 

	How to choose good passwords

	Most people use passwords that are based on personal information and are easy to remember. However, that also makes it easier for an attacker to crack them. Consider a four-digit PIN. Is yours a combination of the month, day, or year of your birthday? Or your address or phone number? Think about how easy it is to find someone’s birthday or similar information. What about your email password—is it a word that can be found in the dictionary? If so, it may be susceptible to dictionary attacks, which attempt to guess passwords based on common words or phrases.

	 

	Although intentionally misspelling a word ("daytt" instead of "date") may offer some protection against dictionary attacks, an even better method is to rely on a series of words and use memory techniques, or mnemonics, to help you remember how to decode it. For example, instead of the password "hoops," use "IlTpbb" for "[I] [l]ike [T]o [p]lay [b]asket[b]all." Using both lowercase and capital letters adds another layer of obscurity. Your best defense, though, is to use a combination of numbers, special characters, and both lowercase and capital letters. Changing the same example used above to "Il!2pBb." creates a password very different from any dictionary word.

	Longer passwords are more secure than shorter ones because there are more characters to guess, so consider using passphrases when you can. For example, "Passwd 4 miemale!" would be a strong password because it has many characters and includes lowercase and capital letters, numbers, and special characters. You may need to try different variations of a passphrase—some applications limit the length of passwords, and some do not accept spaces. Avoid common phrases, famous quotations, and song lyrics.

	 

	Don't assume that once you've developed a strong password you should use it for every system or program. If attackers do guess it, they would have access to all of your accounts. You should use these techniques to develop unique passwords for each of your accounts:

	 

	
		Use different passwords on different systems and accounts.

		Don't use passwords that are based on personal information that can be easily accessed or guessed.

		Use a combination of capital and lowercase letters, numbers, and special characters.

		Don't use words that can be found in any dictionary of any language.

		Develop mnemonics such as passphrases for remembering complex passwords.

		Consider using a password manager program to keep track of your passwords. 



	 

	How to protect your passwords

	Now that you've chosen a password that's difficult to guess, you have to make sure not to leave it someplace for people to find. Writing it down and leaving it in your desk, next to your computer, or, worse, taped to your computer, is just making it easy for someone who has physical access to your office. Don't tell anyone your passwords, and watch for attackers trying to trick you through phone calls or email messages requesting that you reveal your passwords. 

	 

	Programs called password managers offer the option to create randomly generated passwords for all of your accounts. You then access those strong passwords with a master password. If you use a password manager, remember to use a strong master password.

	 

	Other password problems stem from web browsers’ ability to save your online sessions in memory. Depending on your web browsers’ settings, anyone with access to your computer may be able to discover all of your passwords and gain access to your information. So, always remember to log out when you are using a public computer (at the library, an Internet cafe, or even a shared computer at your office). Avoid using public computers and public Wi-Fi to access sensitive accounts such as banking and email.

	 

	Don’t forget security basics

	
		Keep your operating system, browser, and other software up to date.

		Use and maintain anti-virus software and a firewall. 

		Regularly scan your computer for spyware. (Some anti-virus programs incorporate spyware detection.)

		Use caution with email attachments and untrusted links.

		Watch for suspicious activity on your accounts.



	There's no guarantee that these techniques will prevent an attacker from learning your password, but they will make it more difficult.
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	Common Risks of Using Business Apps in the Cloud

	 

	Businesses Are Using Cloud Apps

	What is the cloud? In general, the cloud is the concept of remotely hosted IT services, termed cloud apps, provided by a supplier. These suppliers are called cloud providers. Typical cloud apps offered by cloud providers include email, calendar, documents, online storage, sales, customer service, and more. Some of today’s many cloud providers are well-known names in industry and include companies such as Amazon, Google, 37signals, Intuit, Microsoft, and Box. A selection of the top cloud apps in the market today include Cloud Drive, Google Apps for Business, Skype, SalesForce, Basecamp, Quickbase, and Box Business.

	Using business apps in the cloud has widely recognized advantages: you save money by paying for only the IT computing resources you need, you can ramp up (or ramp down) computing resources quickly without capital investment, and you can increase your reach to employees and users anywhere on the planet.

	Common Risks of the Cloud

	You don’t have total control. When you purchase IT services from a cloud provider, you don’t have complete control over the computing resources your business needs to operate. What happens if the cloud provider goes out of business or changes its services or prices? What if it has an outage? In December 2012, Netflix and many of its customers experienced a total outage for two days—Christmas Eve and Christmas Day—because their cloud provider, Amazon, had a service outage to the Eastern United States.

	You might get stuck with one supplier. Not all cloud providers are the same. Their platforms are different with different hardware, software, configurations, and settings. Therefore, abruptly changing from one supplier to another can be difficult, even if you use the same app. You might get stuck with one supplier, just as you might with internally deployed apps. Email is a great example. The migration of email from one vendor to another is likely to encounter problems with the conversion of mail formats and customizations, whether on the cloud or in house.

	An app, especially a customized one, may not behave the same or even work properly on another cloud. If you begin to have problems with a cloud provider, it can be a long process to disengage and begin a new relationship with another provider. Until there is more standardization across the cloud-provider industry, switching from one provider to another will be a complex endeavor.

	Your data is protected by someone else. When using a cloud provider, your data typically is housed and protected by the cloud provider. Although the provider may be more able to purchase the latest security software and support, it doesn’t have the same motivation to protect your data as you do. Granted, their business is reliant on their ability to protect data, but do they run their business like you do?

	The risks to data expand beyond data being destroyed. Trade secrets can be lost or data may be frozen because of a subpoena or other government action. Trade secrets can be stolen when a malicious actor takes the encryption keys needed to access your data. Let’s say the cloud provider advertises that it provides encryption and encrypted backup services to protect your cloud data. On the surface, that seems fine, but these services may not be sufficient for every business. Many providers use common encryption keys they control for both storage and backup of customer data, which means that the malicious actor must only infiltrate the cloud provider to gain access to the data.

	An example of frozen data due to government action is the case of Megaupload, a cloud file storage and viewing service. Charges against individuals at Megaupload resulted in law enforcement seizing over $50 million of Megaupload’s assets. This seizure meant that its customers, who had data on Megaupload’s servers, could not access the data even though they had done nothing wrong.

	To complicate matters, your cloud provider is likely to be located far from your business physically. It is probably located across state lines or even in other (and multiple) countries. The locations of these data centers have legal implications. If your data is involved in a criminal case, the laws of the country and state where the data center is located dictate what the government can control. Your business data could be taken hostage even though you are not at fault. Further, many countries have stricter laws than the U.S. when it comes to encryption. A country may not allow data to enter or exit the country if it is encrypted using certain encryption techniques.

	Therefore, performance benefits of internationally available data may require a tradeoff of lesser encryption to not violate laws in the country where the data center resides.

	Your security is managed by someone else. Cloud providers are by design very large consolidators and aggregators of information in comparison to a typical corporate data center. In general, cloud providers have platforms that are more secure than your own or at least as good as yours because they have more resources than most (especially small) organizations to devote to security.

	However, since cloud providers house multiple customers’ data on the same servers and they manage a much higher volume of data than even large organizations, they have the potential of being more desirable targets for cyber criminals. So even if we haven’t seen large attacks in the cloud much today, historically we have seen large companies with large security resources attacked. Those large businesses understood their business needs and were tuned to their own business model. Can a cloud provider’s security be tuned to every business model and workflow of all its customers?

	You have to fight for information. Believe it or not, some of the largest cloud providers do not allow their customers to conduct inspections. Some cloud providers supply their customers with audit results such as a 3rd party SAS 70 type I and type II audits (or its replacement the SSAE 16) and various others. However, not all audits are equal.

	Risk Mitigation in the Cloud

	Know what’s already going on. Be sure you know what staff members in your organization are doing. Are they taking action without asking permission? For example, a project team may assume that it can use a cloud provider to quickly work on a proof of concept for a new tool. Or maybe the marketing department decides to purchase CRM services from a cloud provider instead of waiting months for a homegrown service. Staff can purchase these services easily by using a credit card or getting a free trial, unaware of the risks they are taking.

	Be a smart consumer. Select suppliers who are willing to enter into agreements that enable you to operate your business effectively. In particular, make sure that the cloud provider’s security controls are tuned to your business needs sufficiently. You may have an opportunity to negotiate a service level agreement (SLA) with a cloud provider, but more likely you will need to compare the SLAs of different providers and find the one that best defines the terms you need.

	Almost all cloud-provider SLAs have indemnification clauses that try to eliminate or isolate the cloud provider from responsibility or risk from loss to a business due to a service outage. Even if the terms limit risk and responsibility, it is in your best interest to negotiate those terms. If you do not have a contracts attorney on staff, a good time to find one is before signing with a cloud provider. You may not gain significant ground, but it is essential that you understand the terms and risks with each cloud provider to make an informed decision.

	If you can, negotiate contract terms that define your requirements for the computing resources, including security, data handling, and disaster recovery. Pay particular attention to your rights and obligations related to being notified of breaches in security, data transfers, creation of derivative works, change of control, and access to data by law enforcement. Also make sure you understand where your data will physically be located and the laws that pertain to those locations, including who is considered to own the data.

	Involve the right people in cloud decisions. Supplier selection, monitoring, and management are skills you must have to manage suppliers critical to your business. Find experts in your organization that understand supply-chain management. Involve both business leaders and IT professionals in making the decision about which cloud provider to select. As a business investigating a prospective cloud provider, it is critical that you read available audits and assess the reputation of the auditor as well.

	Be cautious. Build trust with cloud providers slowly. Start by using the cloud provider for noncritical services and evaluate how well they meet your needs and avoid problems. Slowly build trust over time by extending what you use on the cloud little by little. Using this incremental approach buys time and opportunity to learn and make adjustments to the business relationship.

	Be selective about what you control and what you choose to be supported on the cloud. Keep your business-critical apps off the cloud, at least at first. If you can maintain control over data from the app, maintain that control. Compare the risks and benefits of keeping your apps and data on your systems vs. the risks and benefits of moving it to the cloud. Both choices have risks; consider them all to make a good decision. Select providers that have a mechanism for unique encryption keys per customer. This mechanism is intended to reduce the risk of unauthorized access to your data. Instead of being controlled by the cloud provider, these keys can be controlled by you or securely escrowed to ensure recoverability.

	Monitor your cloud provider’s activities. Find a way to ensure that the terms of the SLA are being honored. Keep abreast of the security controls used by the cloud provider and its ability to keep up with trends in cyber crime. Demand the information you need to monitor your business on the cloud. You should have access to the same information you would if the service was in your organization. Include terms in the SLA that ensure you have the right to receive the information you need without resistance. Be as specific as possible to protect your access to critical information.

	Plan for cloud outages. All cloud providers have outages. Amazon, Salesforce, and Microsoft are only three of the cloud providers that had outages in the last year. Ask the cloud provider about its disaster recovery plans and have a disaster recovery plan of your own that includes cloud apps.

	Investigate a hybrid approach in which you have a private cloud that works with a public cloud. You, or a paid cloud management service, manage your private cloud to scale to a public cloud as capacity is needed. Also consider a multi-public cloud implementation of a service across two or more cloud providers. Doug Dinely of InfoWorld writes, “VMware, Microsoft, and open source rivals OpenStack and CloudStack are building cloud software stacks designed for both private and public deployments, giving administrators common management tools, and developers common APIs, across the different environments. Similarly, Eucalyptus has built its private cloud business on compatibility with Amazon Web Services APIs, allowing customers who have built applications on AWS to deploy them on-premise, and vice versa.”2 These solutions are short of a seamless jump from any provider to any provider, yet they enable you to build a cloud solution that mitigates the risk of outage.

	You can use cloud apps for your business; just be sure to fully understand the risks and how they might affect your particular business and industry. Be aware of how your staff may already be using the cloud, be a smart consumer of cloud services, involve people with the right skills in making cloud decisions, use an incremental approach to build trust slowly, monitor your cloud provider’s activities, and plan for cloud outages. These activities will help you benefit from cloud service flexibility and cost savings while protecting your business.
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	Coordinating Virus and Spyware Defense

	 

	Isn't it better to have more protection?

	Spyware and viruses can interfere with your computer's ability to process information or can modify or destroy data. You may feel that the more anti-virus and anti-spyware programs you install on your computer, the safer you will be. It is true that not all programs are equally effective, and they will not all detect the same malicious code. However, by installing multiple programs in an attempt to catch everything, you may introduce problems.

	 

	How can anti-virus or anti-spyware software cause problems?

	It is important to use anti-virus and anti-spyware software. But too much or the wrong kind can affect the performance of your computer and the effectiveness of the software itself.

	 

	Scanning your computer for viruses and spyware uses some of the available memory on your computer. If you have multiple programs trying to scan at the same time, you may limit the amount of resources left to perform your tasks. Essentially, you have created a denial of service against yourself. It is also possible that in the process of scanning for viruses and spyware, anti-virus or anti-spyware software may misinterpret the virus definitions of other programs. Instead of recognizing them as definitions, the software may interpret the definitions as actual malicious code. Not only could this result in false positives for the presence of viruses or spyware, but the anti-virus or anti-spyware software may actually quarantine or delete the other software.

	 

	How can you avoid these problems?

	
		Investigate your options in advance – Research available anti-virus and anti-spyware software to determine the best choice for you. Consider the amount of malicious code the software recognizes, and try to find out how frequently the virus definitions are updated. Also check for known compatibility issues with other software you may be running on your computer.

		Limit the number of programs you install – Many vendors are now releasing packages that incorporate both anti-virus and anti-spyware capabilities together. However, if you decide to choose separate programs, you really only need one anti-virus program and one anti-spyware program. If you install more, you increase your risk for problems.

		Install the software in phases – Install the anti-virus software first and test it for a few days before installing anti-spyware software. If problems develop, you have a better chance at isolating the source and then determining if it is an issue with the software itself or with compatibility.

		Watch for problems – If your computer starts processing requests more slowly, you are seeing error messages when updating your virus definitions, your software does not seem to be recognizing malicious code, or other issues develop that cannot be easily explained, check your anti-virus and anti-spyware software.



	Why does cybersecurity extend beyond computers?

	Actually, the issue is not that cybersecurity extends beyond computers; it is that computers extend beyond traditional laptops and desktops. Many electronic devices are computers—from cell phones and tablets to video games and car navigation systems. While computers provide increased features and functionality, they also introduce new risks. Attackers may be able to take advantage of these technological advancements to target devices previously considered "safe." For example, an attacker may be able to infect your cell phone with a virus, steal your phone or wireless service, or access the data on your device. Not only do these activities have implications for your personal information, but they could also have serious consequences if you store corporate information on the device.

	What types of electronics are vulnerable?

	Any piece of electronic equipment that uses some kind of computerized component is vulnerable to software imperfections and vulnerabilities. The risks increase if the device is connected to the internet or a network that an attacker may be able to access. Remember that a wireless connection also introduces these risks (see Securing Wireless Networks for more information). The outside connection provides a way for an attacker to send information to or extract information from your device.

	How can you protect yourself?

	
		Remember physical security - Having physical access to a device makes it easier for an attacker to extract or corrupt information. Do not leave your device unattended in public or easily accessible areas (see Protecting Portable Devices: Physical Security for more information).

		Keep software up to date - If the vendor releases updates for the software operating your device, install them as soon as possible. Installing them will prevent attackers from being able to take advantage of known problems or vulnerabilities (see Understanding Patches for more information).

		Use good passwords - Choose devices that allow you to protect your information with passwords. Select passwords that will be difficult for thieves to guess, and use different passwords for different programs and devices (see Choosing and Protecting Passwords for more information). Do not choose options that allow your computer to remember your passwords.

		Disable remote connectivity - Some mobile devices are equipped with wireless technologies, such as Bluetooth, that can be used to connect to other devices or computers. You should disable these features when they are not in use (see Understanding Bluetooth Technology for more information).

		Encrypt files - If you are storing personal or corporate information, see if your device offers the option to encrypt the files. By encrypting files, you ensure that unauthorized people can't view data even if they can physically access it. When you use encryption, it is important to remember your passwords and passphrases; if you forget or lose them, you may lose your data.

		Be cautious of public Wi-Fi networks - Before you connect to any public wireless hotspot – like on an airplane or in an airport, hotel, train/bus station or café:



	
		Be sure to confirm the name of the network and exact login procedures with appropriate staff to ensure that the network is legitimate.

		Do not conduct sensitive activities, such as online shopping, banking, or sensitive work, using a public wireless network.

		Only use sites that begin with “https://” when online shopping or banking. Using your mobile network connection is generally more secure than using a public wireless network.
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	Data Backup Options

	All computer users, from home users to professional information security officers, should back up the critical data they have on their desktops, laptops, servers, and even mobile devices to protect it from loss or corruption. Saving just one backup file may not be enough to safeguard your information. 

	
Remote Backup – Cloud Storage

	Recent expansions of broadband internet service have made cloud storage available to a wide range of computer users. Cloud service customers use the internet to access a shared pool of computing resources (e.g., networks, servers, storage, applications, and services) owned by a cloud service provider. Remote backup services can help protect your data against some of the worst-case scenarios, such as natural disasters or critical failures of local devices due to malware. Additionally, cloud services give you anytime access to data and applications anywhere you have an internet connection, with no need for you to invest in networks, servers, and other hardware. You can purchase more or less cloud service as needed, and the service provider transparently manages

	Cons

	The cloud’s dependence on the internet can delay communications between you and the cloud. In addition, there are no universal standards, platforms, or languages for cloud computing, so you may become locked into one provider. The physical distribution of cloud data over many geographically dispersed servers may cause some organizations, especially ones handling sensitive data, problems with jurisdiction and fair information practices. Cloud customers have little or no knowledge of their service provider’s cloud infrastructure or its reliability, and users surrender most of their control over their own data.

	Security

	Cloud service providers can often encrypt user data, making it harder for attackers to access critical information. However, cloud users have little or no direct control over their data or knowledge of their cloud service provider’s security practices. Shared clouds store your data along with many other users’ data in the same cloud infrastructure, posing a security risk.

	Before you entrust your critical data to a cloud service provider, carefully check the service agreement for security practices. To increase the security of your data in the cloud, look for a cloud service provider that will encrypt your data with established encryption algorithms, such as Advanced Encryption Standard (AES) or Blowfish; transfer your data via a secure socket layer (SSL) connection; follow established network security recommended practices, such as the use of firewalls; physically protect the hardware that stores, processes, and transmits your data; and prevent your data from leaking to other customers on its cloud.

	
Internal Hard Disk Drives

	Hard disk drives store data on a spinning magnetic platter read by a moving read/write head. Nearly all desktop and laptop computers use their internal hard drive to store most of the information they need in order to run, as well as the user’s working, primary files. Secondary systems and backup servers also store data on internal hard drives.

	You can buy hard drives in a wide range of storage capacities, from a few dozen gigabytes of data to several terabytes. The price per gigabyte of storage on hard drives continues to be lower than that of some solid-state storage media. Because hard drives are rewritable, you can use them to perform rolling backups, a method that automatically and periodically updates the backup files with the most recent versions of the primary files.

	Pros

	Keeping primary file copies and backup copies on the same internal hard drive allows you to quickly update backup files and maintain a simple file structure, all without purchasing any other storage device.

	Cons

	Rolling backups can silently propagate any corruption or malware in the primary files to the backup files. Worse, if your internal hard drive is damaged, stolen, or corrupted, you could lose both your primary and backup files. In addition, your computer constantly uses the internal hard drive, so the more backup files you store there, the less space your computer has to operate. Lastly, the working lifespan of hard drives varies, and installing new internal hard drives requires some technical expertise.

	Security

	Backup files stored on the internal hard drive are just as vulnerable to damage and corruption as the primary files. Additionally, internal hard drives are only as physically secure as the computers that house them. You can encrypt hard drives to prevent unauthorized access to stored data, but data can be erased—and the hard drive rendered unusable—via magnetic degaussing without accessing the drive electronically. To increase the security of your internal hard drive, encrypt the drive’s contents, physically secure your computer, and follow network security recommended practices, such as the use of firewalls and antivirus.

	
Removable Storage Media

	Storage media that you can connect to and disconnect from your computer are a more versatile backup option than your computer’s internal hard drive. Physically separating your backups from your computer helps keep your data safe, both from online attackers and power surges.

	Pros

	Removable media are a flexible data storage alternative because most are portable and work on most computers. They are also available in a wide variety of storage capacities and prices, so you can find the device that fits your needs and budget. Most removable media are also reusable.

	Cons

	Portability makes removable storage devices convenient but also makes them prone to loss or theft. Rolling backups may spread corruption and malware from the primary files to the backups.

	Security

	Unlike remote storage, removable storage media give you direct control over your data. However, that means you are responsible for protecting that data, especially when traveling with it. To increase the security of your removable media devices, password-protect them; encrypt their data when possible; connect them only to systems that follow network security recommended practices, such as the use of firewalls and antivirus; remove them from the computer when you complete your backup; and secure them physically.

	Types of Removable Storage Media

	External Hard Disk Drives

	External hard drives are the same as internal hard drives, but they are portable and easy to install. They are still prone to physical damage and degaussing, and they are bulkier than solid-state storage of similar capacity.

	Solid-State Storage

	Solid-state storage, also known as flash drives, USB flash drives, thumb drives, SD and micro-SD cards, memory sticks, and solid state drives (SSD), is at the heart of many portable storage media, including most digital music players and smart phones. Unlike hard drives, solid state devices contain no moving parts, which allows them to be small, resist shock, and access data quickly. Use plug-and-play USB drives and cards primarily for data storage; use more complex SSDs, which can be internal or external, for data storage and processing.

	USB drives are small enough to slip into a pocket and are plug-and-play compatible with most computers. Solid state media are rewritable, though they do not store data magnetically and so are not in danger of degaussing. Though some USB drives can store hundreds of gigabytes of data, and SSDs even more, solid state media still do not offer as much storage capacity as hard disk drives or digital tapes. Additionally, solid state media are more expensive per gigabyte than hard drives, though the price gap has been steadily narrowing. Writing data to a solid state device will eventually wear it out, though modern device controllers extend media lifespan. Many SSDs and even USB drives now come with built-in password protection and data encryption.

	Optical Storage

	Optical storage media, such as CDs, DVDs, and Blu-ray discs, store data on reflective discs read by a moving laser head that can also write data onto rewritable discs. Storage capacity varies greatly among the available optical media, from 682 megabytes on CDs, to as much as 9.4 gigabytes on DVDs or USBs, to up to 50 gigabytes on Blu-ray discs—none of which can rival the storage capacity of hard disks, solid state media, or digital tapes.

	Most computers come with some kind of internal optical disc drive, and you can buy external drives as well. Though the kinds of discs may change, newer optical disc drives usually read older discs, making optical storage a forward-compatible backup option good for disaster recovery. Non-rewritable discs do not allow for rolling backups, so they might not contain the most recent version of primary files. However, data on non-rewritable discs cannot be accidentally erased or inherit corruptions or malware from later versions of primary files. Optical discs are also relatively inexpensive, though they do not come with built-in data encryption, so a third-party solution would be required.

	Optical discs, especially CDs and rewritable discs, do not last forever. Handling can shorten their lifespan and, short of multi-disc hardware, optical discs must be individually handled.

	Magnetic Tape

	A digital tape system comprises a tape deck, individual tapes, and, optionally, a tape auto-loader. Individual digital tapes can provide capacities of more than a terabyte, or roughly a thousand gigabytes, and are fairly cheap. Once installed, digital tape systems require little user interaction and access data very quickly. The reusable tapes enable rolling backups but are less vulnerable to viruses than hard disks, if older versions of files are adequately archived.

	Though digital tapes are one of the least expensive storage media per gigabyte, digital tape systems are expensive and may require additional costs to install. The many different brands of digital tape systems are not all compatible, making it harder for you—or, on the plus side, thieves—to use your tapes in different systems.

	Floppy or ZIP Disks

	Floppy disks and ZIP disks store data on spinning magnetic platters, much like hard drives. However, their storage capacity is extremely low compared to other storage media, and the drives that read them are no longer being produced, making floppy disks and ZIP disks obsolete.

	
Choosing the Best Backup Option

	Before you choose a data backup option, assess the advantages and risks of each media, your financial resources, and your needs, such as the amount of data to be backed up, protection for sensitive data (customer data, personally identifiable information, or personal health information), and accessibility of data (permanent archiving, temporary backups, and rolling backups).

	Home users storing a relatively small amount of personal data should consider keeping primary files on the hard drive of their computer, with at least two backup copies on solid-state storage, optical storage (stored in jewel cases), or remote storage.

	Individuals or small businesses who want to store large amounts of non-sensitive data should consider keeping working files on their hard drives or servers, with at least two backup copies on separate servers, high-capacity optical media, high-capacity solid-state storage, digital tape systems, or cloud storage. If the stored data is sensitive, be sure to carefully consider the risks of cloud storage, encrypt your data, and keep any storage media physically secure.

	Large businesses or organizations should consider keeping one backup copy onsite and another offsite either through a separate data service (such as a cloud service provider or remote server backup) or on the organization’s own offsite servers or digital tape system.

	Whatever backup options you choose, remember to follow the 3-2-1 rule of backups:

	3 – Keep 3 copies of any important file: 1 primary and 2 backups.

	2 – Keep the files on 2 different media types to protect against different types of hazards.

	1 – Store 1 copy offsite (e.g., outside your home or business facility).

	What is cyberbullying?

	Cyberbullying refers to practice of using technology to harass, or bully, someone else. Bullies used to be restricted to methods such as physical intimidation, postal mail, or the telephone. Now, developments in electronic media offer forums such as email, instant messaging, web pages, and digital photos to add to the arsenal. Computers, cell phones, and PDAs are current tools that are being used to conduct an old practice.

	Forms of cyberbullying can range in severity from cruel or embarrassing rumors to threats, harassment, or stalking. It can affect any age group; however, teenagers and young adults are common victims, and cyberbullying is a growing problem in schools.

	Why has cyberbullying become such a problem?

	The relative anonymity of the internet is appealing for bullies because it enhances the intimidation and makes tracing the activity more difficult. Some bullies also find it easier to be more vicious because there is no personal contact. Unfortunately, the internet and email can also increase the visibility of the activity. Information or pictures posted online or forwarded in mass emails can reach a larger audience faster than more traditional methods, causing more damage to the victims. And because of the amount of personal information available online, bullies may be able to arbitrarily choose their victims.

	Cyberbullying may also indicate a tendency toward more serious behavior. While bullying has always been an unfortunate reality, most bullies grow out of it. Cyberbullying has not existed long enough to have solid research, but there is evidence that it may be an early warning for more violent behavior.

	How can you protect yourself or your children?

	
		Teach your children good online habits - Explain the risks of technology, and teach children how to be responsible online (see Keeping Children Safe Online for more information). Reduce their risk of becoming cyberbullies by setting guidelines for and monitoring their use of the internet and other electronic media (cell phones, PDAs, etc.).

		Keep lines of communication open - Regularly talk to your children about their online activities so that they feel comfortable telling you if they are being victimized.

		Watch for warning signs - If you notice changes in your child's behavior, try to identify the cause as soon as possible. If cyberbullying is involved, acting early can limit the damage.

		Limit availability of personal information - Limiting the number of people who have access to contact information or details about interests, habits, or employment reduces exposure to bullies that you or your child do not know. This may limit the risk of becoming a victim and may make it easier to identify the bully if you or your child are victimized.

		Avoid escalating the situation - Responding with hostility is likely to provoke a bully and escalate the situation. Depending on the circumstances, consider ignoring the issue. Often, bullies thrive on the reaction of their victims. Other options include subtle actions. For example, you may be able to block the messages on social networking sites or stop unwanted emails by changing the email address. If you continue to get messages at the new email address, you may have a stronger case for legal action.

		Document the activity - Keep a record of any online activity (emails, web pages, instant messages, etc.), including relevant dates and times. In addition to archiving an electronic version, consider printing a copy.

		Report cyberbullying to the appropriate authorities - If you or your child are being harassed or threatened, report the activity. Many schools have instituted bullying programs, so school officials may have established policies for dealing with activity that involves students. If necessary, contact your local law enforcement. Law enforcement agencies have different policies, but your local police department or FBI branch are good starting points. Unfortunately, there is a distinction between free speech and punishable offenses, but the legal implications should be decided by the law enforcement officials and the prosecutors.
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	Debunking Some Common Myths

	 

	How are these myths established?

	There is no one cause for these myths. They may have been formed because of a lack of information, an assumption, knowledge of a specific case that was then generalized, or some other source. As with any myth, they are passed from one individual to another, usually because they seem legitimate enough to be true.

	 

	Why is it important to know the truth?

	While believing these myths may not present a direct threat, they may cause you to be more lax about your security habits. If you are not diligent about protecting yourself, you may be more likely to become a victim of an attack.

	 

	What are some common myths, and what is the truth behind them?

	
		Myth: Anti-virus software and firewalls are 100% effective.
Truth: Anti-virus software and firewalls are important elements to protecting your information. However, neither of these elements are guaranteed to protect you from an attack. Combining these technologies with good security habits is the best way to reduce your risk.

		Myth: Once software is installed on your computer, you do not have to worry about it anymore.
Truth: Vendors may release updated versions of software to address problems or fix vulnerabilities. You should install the updates as soon as possible; some software even offers the option to obtain updates automatically. Making sure that you have the latest virus definitions for your anti-virus software is especially important.

		Myth: There is nothing important on your machine, so you do not need to protect it.
Truth: Your opinion about what is important may differ from an attacker's opinion. If you have personal or financial data on your computer, attackers may be able to collect it and use it for their own financial gain. Even if you do not store that kind of information on your computer, an attacker who can gain control of your computer may be able to use it in attacks against other.

		Myth: Attackers only target people with money.
Truth: Anyone can become a victim of identity theft. Attackers look for the biggest reward for the least amount of effort, so they typically target databases that store information about many people. If your information happens to be in the database, it could be collected and used for malicious purposes. It is important to pay attention to your credit information so that you can minimize any potential damage.

		Myth: When computers slow down, it means that they are old and should be replaced.
Truth: It is possible that running newer or larger software programs on an older computer could lead to slow performance, but you may just need to replace or upgrade a particular component (memory, operating system, USB, CD or DVD drive, etc.). Another possibility is that there are other processes or programs running in the background. If your computer has suddenly become slower, it may be compromised by malware or spyware, or you may be experiencing a denial-of-service attack.
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	Defending Cell Phones and PDAs Against Attack

	 

	What unique risks do cell phones and PDAs present?

	Most current cell phones have the ability to send and receive text messages. Some cell phones and PDAs also offer the ability to connect to the internet. Although these are features that you might find useful and convenient, attackers may try to take advantage of them. As a result, an attacker may be able to accomplish the following:

	
		abuse your service - Most cell phone plans limit the number of text messages you can send and receive. If an attacker spams you with text messages, you may be charged additional fees. An attacker may also be able to infect your phone or PDA with malicious code that will allow them to use your service. Because the contract is in your name, you will be responsible for the charges.

		lure you to a malicious web site - While PDAs and cell phones that give you access to email are targets for standard phishing attacks, attackers are now sending text messages to cell phones. These messages, supposedly from a legitimate company, may try to convince you to visit a malicious site by claiming that there is a problem with your account or stating that you have been subscribed to a service. Once you visit the site, you may be lured into providing personal information or downloading a malicious file.

		use your cell phone or PDA in an attack - Attackers who can gain control of your service may use your cell phone or PDA to attack others. Not only does this hide the real attacker's identity, it allows the attacker to increase the number of targets.

		gain access to account information - In some areas, cell phones are becoming capable of performing certain transactions (from paying for parking or groceries to conducting larger financial transactions). An attacker who can gain access to a phone that is used for these types of transactions may be able to discover your account information and use or sell it.

		 



	What can you do to protect yourself?

	
		Follow general guidelines for protecting portable devices - Take precautions to secure your cell phone and PDA the same way you should secure your computer.

		Be careful about posting your cell phone number and email address - Attackers often use software that browses web sites for email addresses. These addresses then become targets for attacks and spam. Cell phone numbers can be collected automatically, too. By limiting the number of people who have access to your information, you limit your risk of becoming a victim.

		Do not follow links sent in email or text messages - Be suspicious of URLs sent in unsolicited email or text messages. While the links may appear to be legitimate, they may actually direct you to a malicious web site.

		Be wary of downloadable software - There are many sites that offer games and other software you can download onto your cell phone or PDA. This software could include malicious code. Avoid downloading files from sites that you do not trust. If you are getting the files from a supposedly secure site, look for a web site certificate. If you do download a file from a web site, consider saving it to your computer and manually scanning it for viruses before opening it.

		Evaluate your security settings - Make sure that you take advantage of the security features offered on your device. Attackers may take advantage of Bluetooth connections to access or download information on your device. Disable Bluetooth when you are not using it to avoid unauthorized access. 
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	Disposing of Devices Safely

	 

	
The Need to Protect Your Information

	Getting a new computer, notebook, tablet, or other technology can be both necessary and enjoyable. Afterward you may decide to dispose of your old equipment. Whether you have your device recycled, give it to a friend, or donate it to a charity, a school, or a soldier, you need to protect the information on it from exposure. However, removing your information is harder than it seems. Systems are set up to protect us from losing information we need—when we delete a file, we can still get it back. Similarly, others who get your discarded computer or other device can get it back, too.

	You need to take extra steps to remove information from your computing devices before you discard them. Otherwise, you risk exposing your private information, such as insurance and banking information and account numbers; tax information and social security numbers; health information; and passwords. You face the risk of identity theft. If you have computing devices for your business, you risk exposing sensitive information, such as customer names, addresses, and accounts; and employee payroll and benefit information. At risk are your business reputation, customer confidence, liability for exposing health information, and financial losses.

	Removing information from computing devices is called clearing. The National Institute for Standards and Technology (NIST) states that clearing is “a level of media sanitation that does not allow information to be retrieved by data, disk, or file recovery utilities. It must be resistant to keystroke recovery attempts from standard input devices [such as a keyboard or mouse] and from data scavenging tools.”

	In this paper, we will discuss good practices for clearing information from computer drives, USB “thumb drives,” and CDs and DVDs. We will also include advice regarding phones and tablets.

	
Techniques for Removing Information

	Three ways of removing information from your computing devices, from the least effective to most effective, are deleting, overwriting, and physically destroying the device holding your information.

	
Deleting

	Deleting information is not effective. It removes pointers to information on your computer, but it does not remove the information. Do not rely on the deletion method you routinely use when working on your computer—moving a file to the trash or a recycle bin, or choosing “delete” from a menu. Even if you “empty” the trash, the information is still there. It can be retrieved.

	
Overwriting

	Overwriting is effective on all computing devices. It puts random data in place of your information, which cannot be retrieved because it has been obliterated. While experts agree on the use of random data, they disagree on how many times you should overwrite to be safe. While some say that one time is enough, others recommend at least three times, followed by “zeroing” the drive (writing all zeroes).

	A number of overwriting tools are available, some of which are open source and freely available

	
Physical destruction

	Physical destruction is the ultimate way to prevent others from retrieving your information. Of course, you should physically destroy the device only if you do not plan to give it to someone else.

	Specialized services will disintegrate burn, melt, or pulverize your computer drive and other devices. If for some reason you do not wish to use a service, it is possible for you to destroy your hard drive by drilling nails or holes into the device yourself or even smashing it with a hammer. Fisher’s article, listed in “Further Reading,” contains more details. Fisher also warns to never burn a hard drive, put it in the microwave, or pour acid on it.

	Some shredders are equipped to destroy flexible devices such as CDs and DVDs. If you smash or shred your device yourself, the pieces must be small enough that your information cannot be reconstructed; 1/125” is ideal.

	Magnetic devices, such tapes, hard drives, and floppy diskettes, can be destroyed by degaussing—exposing them to a very strong magnet. Degaussers can be rented or purchased. Because of the expense, degaussing is more appropriate for businesses than individuals. It should not be used if someone else will be using the device because degaussing destroys not only the information but also the “firmware” that makes the device run.

	Advice on Mobile Phones and Tablets

	Although the exact steps for clearing all information from your mobile phone and tablet is different for each brand and model, the general process is the same.

	1. Remove the memory card, if your device has one.

	2. Remove the SIM (Subscriber Identity Module) card.

	3. Under Settings, select Master Reset, Wipe Memory, Erase All Content and Settings, or a similarly worded option. You might need to enter a password you have set, or contact a local store that sells the equipment for assistance with a factory-set password.

	4. Physically destroy the memory card and SIM card, or store them in a safe place. (Memory cards can typically be reused, and SIM cards can be reused in a phone that has the same carrier.)

	5. Ensure that your account has been terminated and/or switched to your new device.

	Computing devices allow us to keep a great deal of information at our fingertips. When we dispose of a device or pass it to someone else, we risk exposing information to people who should not have it—an improperly disposed of device can contain a wealth of useful information. 
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	Effectively Erasing Files

	 

	Where do deleted files go?

	When you delete a file, depending on your operating system and your settings, it may be transferred to your trash or recycle bin. This "holding area" essentially protects you from yourself—if you accidentally delete a file, you can easily restore it. However, you may have experienced the panic that results from emptying the trash bin prematurely or having a file seem to disappear on its own. The good news is that even though it may be difficult to locate, the file is probably still somewhere on your machine. The bad news is that even though you think you've deleted a file, an attacker or other unauthorized person may be able to retrieve it.

	 

	What are the risks?

	Think of the information you have saved on your computer. Is there banking or credit card account information? Tax returns? Passwords? Medical or other personal data? Personal photos? Sensitive corporate information? How much would someone be able to find out about you or your company by looking through your computer files?

	Depending on what kind of information an attacker can find, he or she may be able to use it maliciously. You may become a victim of identity theft. Another possibility is that the information could be used in a social engineering attack. Attackers may use information they find about you or an organization you're affiliated with to appear to be legitimate and gain access to sensitive data.

	 

	Can you erase files by reformatting?

	Reformatting your hard drive, USB, CD, or DVD may superficially delete the files, but the information is still buried somewhere. Unless those areas of the disk are effectively overwritten with new content, it is still possible that knowledgeable attackers may be able to access the information.

	 

	How can you be sure that your information is completely erased?

	Some people use extreme measures to make sure their information is destroyed, but these measures can be dangerous and may not be completely successful. Your best option is to investigate software programs and hardware devices that claim to erase your hard drive, USB, CD, or DVD. Even so, these programs and devices have varying levels of effectiveness. When choosing a software program to perform this task, look for the following characteristics:

	
		"Secure Erase" is performed - Secure Erase is a standard in modern hard drives. If you select a program that runs the Secure Erase command, it will erase data by overwriting all areas of the hard drive, even areas that are not being used.

		data is written multiple times - It is important to make sure that not only is the information erased, but new data is written over it. By adding multiple layers of data, the program makes it difficult for an attacker to "peel away" the new layer. Three to seven passes is fairly standard and should be sufficient.

		random data is used - Using random data instead of easily identifiable patterns makes it harder for attackers to determine the pattern and discover the original information underneath.

		zeros are used in the final layer - Regardless of how many times the program overwrites the data, look for programs that use all zeros in the last layer. This adds an additional level of security.



	 

	While many of these programs assume that you want to erase an entire disk, there are programs that give you the option to erase and overwrite individual files.

	An effective way to ruin a USB, CD or DVD is to wrap it in a paper towel and shatter it. However, there are also hardware devices that erase USB, CDs or DVDs by destroying their surface. Some of these devices actually shred the media itself, while others puncture the writable surface with a pattern of holes. Many paper shredders will also shred USB, CDs and DVDs. If you decide to use one of these devices, compare the various features and prices to determine which option best suits your needs.
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	Evaluating Your Web Browser's Security Settings

	 

	Why are security settings for web browsers important?

	Your web browser is your primary connection to the rest of the internet, and multiple applications may rely on your browser, or elements within your browser, to function. This makes the security settings within your browser even more important. Many web applications try to enhance your browsing experience by enabling different types of functionality, but this functionality might be unnecessary and may leave you susceptible to being attacked. The safest policy is to disable the majority of those features unless you decide they are necessary. If you determine that a site is trustworthy, you can choose to enable the functionality temporarily and then disable it once you are finished visiting the site.

	 

	Where can you find the settings?

	Each web browser is different, so you may have to look around. For example, in Internet Explorer, you can find them by clicking Tools on your menu bar, selecting Internet Options..., choosing the Security tab, and clicking the Custom Level... button. However, in Firefox, you click Tools on the menu bar and select Options.... Click the Content, Privacy, and Security tabs to explore the basic security options. Browsers have different security options and configurations, so familiarize yourself with the menu options, check the help feature, or refer to the vendor's web site.

	While every application has settings that are selected by default, you may discover that your browser also has predefined security levels that you can select. For example, Internet Explorer offers custom settings that allow you to select a particular level of security; features are enabled or disabled based on your selection. Even with these guides, it is helpful to have an understanding of what the different terms mean so that you can evaluate the features to determine which settings are appropriate for you.

	 

	How do you know what your settings should be?

	Ideally, you would set your security for the highest level possible. However, restricting certain features may limit some web pages from loading or functioning properly. The best approach is to adopt the highest level of security and only enable features when you require their functionality.

	 

	What do the different terms mean?

	Different browsers use different terms, but here are some terms and options you may find:

	
		Zones - Your browser may give you the option of putting web sites into different segments, or zones, and allow you to define different security restrictions for each zone.



	For example, Internet Explorer identifies the following zones:

	
		Internet - This is the general zone for all public web sites. When you browse the internet, the settings for this zone are automatically applied to the sites you visit. To give you the best protection as you browse, you should set the security to the highest level; at the very least, you should maintain a medium level.

		Local intranet - If you are in an office setting that has its own intranet, this zone contains those internal pages. Because the web content is maintained on an internal web server, it is usually safe to have less restrictive settings for these pages. However, some viruses have tapped into this zone, so be aware of what sites are listed and what privileges they are being given.

		Trusted sites - If you believe that certain sites are designed with security in mind, and you feel that content from the site can be trusted not to contain malicious materials, you can add them to your trusted sites and apply settings accordingly. You may also require that only sites that implement Secure Sockets Layer (SSL) can be active in this zone. This permits you to verify that the site you are visiting is the site that it claims to be. This is an optional zone but may be useful if you personally maintain multiple web sites or if your organization has multiple sites. Even if you trust them, avoid applying low security levels to external sites—if they are attacked, you might also become a victim.

		Restricted sites - If there are particular sites you think might not be safe, you can identify them and define heightened security settings. Because the security settings may not be enough to protect you, the best precaution is to avoid navigating to any sites that make you question whether or not they're safe.



	
		JavaScript - Some web sites rely on web scripts such as JavaScript to achieve a certain appearance or functionality, but these scripts may be used in attacks.

		Java and ActiveX controls - These programs are used to develop or execute active content that provides some functionality, but they may put you at risk.

		Plug-ins - Sometimes browsers require the installation of additional software known as plug-ins to provide additional functionality. Like Java and ActiveX controls, plug-ins may be used in an attack, so before installing them, make sure that they are necessary and that the site you have to download them from is trustworthy.



	You may also find options that allow you to take the following security measures:

	
		Manage cookies - You can disable, restrict, or allow cookies as appropriate. Generally, it is best to disable cookies and then enable them if you visit a site you trust that requires them.

		Block pop-up windows - Although turning this feature on could restrict the functionality of certain web sites, it will also minimize the number of pop-up ads you receive, some of which may be malicious. 
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	Good Security Habits

	 

	How can you minimize the access other people have to your information?

	You may be able to easily identify people who could, legitimately or not, gain physical access to your computer—family members, roommates, co-workers, members of a cleaning crew, and maybe others. Identifying the people who could gain remote access to your computer becomes much more difficult. As long as you have a computer and connect it to a network, you are vulnerable to someone or something else accessing or corrupting your information; however, you can develop habits that make it more difficult.

	
		Lock your computer when you are away from it. Even if you only step away from your computer for a few minutes, it's enough time for someone else to destroy or corrupt your information. Locking your computer prevents another person from being able to simply sit down at your computer and access all of your information.

		Disconnect your computer from the Internet when you aren't using it. The development of technologies such as DSL and cable modems have made it possible for users to be online all the time, but this convenience comes with risks. The likelihood that attackers or viruses scanning the network for available computers will target your computer becomes much higher if your computer is always connected. Depending on what method you use to connect to the Internet, disconnecting may mean disabling a wireless connection, turning off your computer or modem, or disconnecting cables. When you are connected, make sure that you have a firewall enabled.

		Evaluate your security settings. Most software, including browsers and email programs, offers a variety of features that you can tailor to meet your needs and requirements. Enabling certain features to increase convenience or functionality may leave you more vulnerable to being attacked. It is important to examine the settings, particularly the security settings, and select options that meet your needs without putting you at increased risk. If you install a patch or a new version of the software, or if you hear of something that might affect your settings, reevaluate your settings to make sure they are still appropriate.



	 

	What other steps can you take?

	Sometimes the threats to your information aren't from other people but from natural or technological causes. Although there is no way to control or prevent these problems, you can prepare for them and try to minimize the damage.

	
		Protect your computer against power surges and brief outages. Aside from providing outlets to plug in your computer and all of its peripherals, some power strips protect your computer against power surges. Many power strips now advertise compensation if they do not effectively protect your computer. Power strips alone will not protect you from power outages, but there are products that do offer an uninterruptible power supply when there are power surges or outages. During a lightning storm or construction work that increases the odds of power surges, consider shutting your computer down and unplugging it from all power sources.

		Back up all of your data. Whether or not you take steps to protect yourself, there will always be a possibility that something will happen to destroy your data. You have probably already experienced this at least once— losing one or more files due to an accident, a virus or worm, a natural event, or a problem with your equipment. Regularly backing up your data on a CD or network reduces the stress and other negative consequences that result from losing important information. Determining how often to back up your data is a personal decision. If you are constantly adding or changing data, you may find weekly backups to be the best alternative; if your content rarely changes, you may decide that your backups do not need to be as frequent. You don't need to back up software that you own on CD-ROM or DVD-ROM—you can reinstall the software from the original media if necessary.
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	Guidelines for Publishing Information Online

	 

	Why is it important to remember that the Internet is public?

	Because the Internet is so accessible and contains a wealth of information, it has become a popular resource for communicating, for researching topics, and for finding information about people. It may seem less intimidating than actually interacting with other people because there is a sense of anonymity. However, you are not really anonymous when you are online, and it is just as easy for people to find information about you as it is for you to find information about them. Unfortunately, many people have become so familiar and comfortable with the Internet that they may adopt practices that make them vulnerable. For example, although people are typically wary of sharing personal information with strangers they meet on the street, they may not hesitate to post that same information online. Once it is online, it can be accessed by a world of strangers, and you have no idea what they might do with that information.

	 

	What guidelines can you follow when publishing information on the Internet?

	
		View the Internet as a novel, not a diary – Make sure you are comfortable with anyone seeing the information you put online. Expect that people you have never met will find your page; even if you are keeping an online journal or blog, write it with the expectation that it is available for public consumption. Some sites may use passwords or other security restrictions to protect the information, but these methods are not usually used for most websites. If you want the information to be private or restricted to a small, select group of people, the Internet is probably not the best forum.

		Be careful what you advertise – In the past, it was difficult to find information about people other than their phone numbers or address. Now, an increasing amount of personal information is available online, especially because people are creating personal web pages with information about themselves. When deciding how much information to reveal, realize that you are broadcasting it to the world. Supplying your email address may increase the amount of spam you receive. Providing details about your hobbies, your job, your family and friends, and your past may give attackers enough information to perform a successful social engineering attack.

		Realize that you can't take it back – Once you publish something online, it is available to other people and to search engines. You can change or remove information after something has been published, but it is possible that someone has already seen the original version. Even if you try to remove the page(s) from the Internet, someone may have saved a copy of the page or used excerpts in another source. Some search engines "cache" copies of web pages; these cached copies may be available after a web page has been deleted or altered. Some web browsers may also maintain a cache of the web pages a user has visited, so the original version may be stored in a temporary file on the user's computer. Think about these implications before publishing information—once something is out there, you can't guarantee that you can completely remove it.



	As a general practice, let your common sense guide your decisions about what to post online. Before you publish something on the Internet, determine what value it provides and consider the implications of having the information available to the public. Identity theft is an increasing problem, and the more information an attacker can gather about you, the easier it is to pretend to be you. Behave online the way you would behave in your daily life, especially when it involves taking precautions to protect yourself.

	 

	

[image: MC900072631[1]]

	Handling Destructive Malware

	 

	Overview

	 Destructive malware presents a direct threat to an organization’s daily operations, directly impacting the availability of critical assets and data. Organizations should increase vigilance and evaluate their capabilities encompassing planning, preparation, detection, and response for such an event. This publication is focused on the threat of enterprise-scale distributed propagation methods for malware and provides recommended guidance and considerations for an organization to address as part of their network architecture, security baseline, continuous monitoring, and Incident Response practices.

	 

	While specific indicators and modules related to destructive malware may evolve over time, it is critical that an organization assess their capability to actively prepare for and respond to such an event.

	 

	Potential Distribution Vectors

	Destructive malware has the capability to target a large scope of systems, and can potentially execute across multiple systems throughout a network. As a result, it is important for an organization to assess their environment for atypical channels for potential  malware delivery and/or propagation throughout their systems. Systems to assess include:

	 

	
		Enterprise Applications – particularly those which have the capability to directly interface with and impact multiple hosts and endpoints. Common examples include

		Patch Management Systems,

		Asset Management Systems,

		Remote Assistance software (typically utilized by the corporate Help Desk),

		Anti-Virus,

		Systems assigned to system and network administrative personnel,

		Centralized Backup Servers, and

		Centralized File Shares.



	While not applicable to malware specifically, threat actors could compromise additional resources to impact the availability of critical data and applications.  Common examples include:

	
		Centralized storage devices

		Potential Risk – direct access to partitions and data warehouses;

		Network devices

		Potential Risk – capability to inject false routes within the routing table, delete specific routes from the  routing table, or remove/modify configuration attributes - which could isolate or degrade availability of critical network resources.



	 

	Best Practices and Planning Strategies

	Common strategies can be followed to strengthen an organization’s resilience against destructive malware.  Targeted assessment and enforcement of best practices should be employed for enterprise components susceptible to destructive malware.

	 

	Communication Flow

	
		Ensure proper network segmentation.

		Ensure that network-based access-control lists (ACLs) are configured to permit server-to-host and host-to-host connectivity via the minimum scope of ports and protocols – and that directional flows for connectivity are represented appropriately.

		Communication flow paths should be fully defined, documented, and authorized.

		Increase awareness of systems which can be utilized as a gateway to pivot (lateral movement) or directly connect to additional endpoints throughout the enterprise.

		Ensure that these systems are contained within restrictive VLANs, with additional segmentation and network access-controls.

		Ensure that centralized network and storage devices’ management interfaces are resident on restrictive VLANs.

		Layered access-control, and

		Device-level access-control enforcement – restricting access from only pre-defined VLANs and trusted IP ranges.



	Access Control

	
		For Enterprise systems which can directly interface with multiple endpoints:

		Require two factor authentication for interactive logons.

		Ensure that authorized users are mapped to a specific subset of enterprise personnel.



	
		 If possible, the “Everyone” , “Domain Users”  or the “Authenticated Users” groups should not be permitted the capability to directly access or authenticate to these systems.



	
		Ensure that unique domain accounts are utilized and documented for each Enterprise application service.



	
		Context of permissions assigned to these accounts should be fully documented and configured based upon the concept of least privilege.

		Provides an enterprise with the capability to track and monitor specific actions correlating to an application’s assigned service account.



	
		If possible, do not grant a service account with local or interactive logon permissions.



	
		Service accounts should be explicitly denied permissions to access network shares and critical data locations.



	
		Accounts which are utilized to authenticate to centralized enterprise application servers or devices should not contain elevated permissions on downstream systems and resources throughout the enterprise.

		Continuously review centralized file share access-control lists and assigned permissions.

		Restrict Write/Modify/Full Control permissions when possible.



	Monitoring

	
		Audit and review security logs for anomalous references to enterprise-level administrative (privileged) and service accounts.

		Failed logon attempts,

		File share access, and

		Interactive logons via a remote session.

		Review network flow data for signs of anomalous activity.

		Connections utilizing ports which do not correlate to the standard communication flow associated with an application,

		Activity correlating to port scanning or enumeration, and

		Repeated connections utilizing ports which can be utilized for command and control purposes.

		Ensure that network devices log and audit all configuration changes.

		Continually review network device configurations and rule sets, to ensure that communication flows are restricted to the authorized subset of rules.



	File Distribution

	
		When deploying patches or AV signatures throughout an enterprise, stage the distributions to include a specific grouping of systems (staggered over a pre-defined time period).

		This action can minimize the overall impact in the event that an enterprise patch management or AV system is leveraged as a distribution vector for a malicious payload.

		Monitor and assess the integrity of patches and AV signatures which are distributed throughout the enterprise.

		Ensure updates are received only from trusted sources,

		Perform file and data integrity checks, and

		Monitor and audit – as related to the data that is distributed from an enterprise application.



	System and Application Hardening

	
		Ensure that the underlying Operating System (OS) and dependencies (ex: IIS, Apache, SQL) supporting an application are configured and hardened based upon industry-standard best practice recommendations. Implement application-level security controls based upon best practice guidance provided by the vendor.  Common recommendations include:

		Utilize role-based access control,

		Prevent end-user capabilities to bypass application-level security controls,



	
		Example – disabling Antivirus on a local workstation



	
		Disable un-necessary or un-utilized features or packages, and

		Implement robust application logging and auditing

		Thoroughly test and implement vendor patches in a timely manner.



	Recovery and Reconstitution Planning

	A Business Impact Analysis is a key component of contingency planning and preparation.   The overall output of a BIA will provide an organization with two key components (as related to critical mission/business operations):

	
		Characterization and classification of system components, and

		Interdependencies.



	Based upon the identification of an organization’s mission critical assets (and their associated interdependencies), in the event that an organization is impacted by a potentially destructive condition, recovery and reconstitution efforts should be considered.

	To plan for this scenario, an organization should address the availability and accessibility for the following resources (and should include the scope of these items within Incident Response exercises and scenarios):

	
		Comprehensive inventory of all mission critical systems and applications:

		Versioning information,

		System / application dependencies,

		System partitioning/ storage configuration and connectivity, and

		Asset Owners / Points of Contact.

		Comprehensive inventory of all mission critical systems and applications:

		Versioning information,

		System / application dependencies,

		System partitioning/ storage configuration and connectivity, and

		Asset Owners / Points of Contact.

		Contact information for all essential personnel within the organization,

		Secure communications channel for recovery teams,

		Contact information for external organizational-dependant resources:

		Communication Providers,

		Vendors (hardware / software), and

		Outreach partners / External Stakeholders

		Service Contract Numbers - for engaging vendor support,

		Organizational Procurement Points of Contact,

		ISO / image files for baseline restoration of critical systems and applications:

		Operating System installation media,

		Service Packs / Patches,

		Firmware, and

		Application software installation packages.

		Licensing/activation keys for Operating Systems (OS) and dependant applications,

		Enterprise Network Topology and Architecture diagrams,

		System and application documentation,

		Hard copies of operational checklists and playbooks,

		System  and application configuration backup files,

		Data backup files (full/differential),

		System and application security baseline and hardening checklists/guidelines, and

		System and application integrity test and acceptance checklists.



	Containment

	In the event that an organization observes a large-scale outbreak that may be reflective of a destructive malware attack, in accordance with Incident Response best practices, the immediate focus should be to contain the outbreak, and reduce the scope of additional systems which could be further impacted.

	Strategies for containment include:

	
		Determining a vector common to all systems experiencing anomalous behavior (or having been rendered unavailable) – from which a malicious payload could have been delivered:

		Centralized Enterprise Application,

		Centralized File Share (for which the identified systems were mapped or had access),

		Privileged User Account common to the identified systems,

		Network Segment or Boundary, and

		Common DNS Server for name resolution.

		Based upon the determination of a likely distribution vector, additional mitigation controls can be enforced to further minimize impact:

		Implement network-based access-control lists to deny the identified application(s) the capability to directly communicate with additional systems,



	
		Provides an immediate capability to isolate and sandbox specific systems or resources



	
		Implement null network routes for specific IP addresses (or IP ranges) – from which the payload may be distributed,



	
		An organization’s internal DNS can also be leveraged for this task – as a null pointer record could be added within a DNS zone for an identified server or application



	
		Readily disable access for suspected user or service account(s), and

		For suspect file shares (which may be hosting the infection vector), remove access or disable the share path from being accessed by additional systems.
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	Holiday Traveling with Personal Internet-Enabled Devices

	 

	Know the risks

	Your smart phone, tablet, or other device is a full-fledged computer. It is susceptible to risks inherent in online transactions. When shopping, banking, or sharing personal information online, take the same precautions with your smart phone or other device that you do with your personal computer — and then some. The mobile nature of these devices means that you should also take precautions for the physical security of your device (see Protecting Portable Devices: Physical Security for more information) and consider the way you are accessing the internet.

	 

	Do not use public Wi-Fi networks

	Avoid using open Wi-Fi networks to conduct personal business, bank, or shop online. Open Wi-Fi networks at places such as airports, coffee shops, and other public locations present an opportunity for attackers to intercept sensitive information that you would provide to complete an online transaction.

	If you simply must check your bank balance or make an online purchase while you are traveling, turn off your device's Wi-Fi connection and use your mobile device's cellular data internet connection instead of making the transaction over an unsecure Wi-Fi network.

	 

	Turn off Bluetooth when not in use

	Bluetooth-enabled accessories can be helpful, such as earpieces for hands-free talking and external keyboards for ease of typing. When these devices are not in use, turn off the Bluetooth setting on your phone. Cyber criminals have the capability to pair with your phone's open Bluetooth connection when you are not using it and steal personal information.

	 

	Be cautious when charging

	Avoid connecting your mobile device to any computer or charging station that you do not control, such as a charging station at an airport terminal or a shared computer at a library. Connecting a mobile device to a computer using a USB cable can allow software running on that computer to interact with the phone in ways that a user may not anticipate. As a result, a malicious computer could gain access to your sensitive data or install new software. Don't Fall Victim to Phishing Scams If you are in the shopping mode, an email that appears to be from a legitimate retailer might be difficult to resist. If the deal looks too good to be true, or the link in the email or attachment to the text seems suspicious, do not click on it!

	 

	What to do if your accounts are compromised

	If you notice that one of your online accounts has been hacked, call the bank, store, or credit card company that owns your account. Reporting fraud in a timely manner helps minimize the impact and lessens your personal liability. You should also change your account passwords for any online services associated with your mobile device using a different computer that you control
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Home Computer and Internet security

	 

	1. Computer security

	 

	A. What is computer security?

	Computer security is the process of preventing and detecting unauthorized use of your computer. Prevention measures help you to stop unauthorized users (also known as "intruders") from accessing any part of your computer system. Detection helps you to determine whether or not someone attempted to break into your system, if they were successful, and what they may have done.

	 

	B. Why should I care about computer security?

	We use computers for everything from banking and investing to shopping and communicating with others through email or chat programs.  Although you may not consider your communications "top secret," you probably do not want strangers reading your email, using your computer to attack other systems, sending forged email from your computer, or examining personal information stored on your computer (such as financial statements).

	 

	C. Who would want to break into my computer at home?

	Intruders (also referred to as hackers, attackers, or crackers) may not care about your identity. Often they want to gain control of your computer so they can use it to launch attacks on other computer systems.

	Having control of your computer gives them the ability to hide their true location as they launch attacks, often against high-profile computer systems such as government or financial systems. Even if you have a computer connected to the Internet only to play the latest games or to send email to friends and family, your computer may be a target.

	Intruders may be able to watch all your actions on the computer, or cause damage to your computer by reformatting your hard drive or changing your data.

	 

	D. How easy is it to break into my computer?

	Unfortunately, intruders are always discovering new vulnerabilities (informally called "holes") to exploit in computer software. The complexity of software makes it increasingly difficult to thoroughly test the security of computer systems.

	When holes are discovered, computer vendors will usually develop patches to address the problem(s). However, it is up to you, the user, to obtain and install the patches, or correctly configure the software to operate more securely. Most of the incident reports of computer break-ins received at that could have been prevented if system administrators and users kept their computers up-to-date with patches and security fixes.

	Also, some software applications have default settings that allow other users to access your computer unless you change the settings to be more secure. Examples include chat programs that let outsiders execute commands on your computer or web browsers that could allow someone to place harmful programs on your computer that run when you click on them.

	 

	2. Technology

	This section provides a basic introduction to the technologies that underlie the Internet. It was written with the novice end-user in mind and is not intended to be a comprehensive survey of all Internet-based technologies. Subsections provide a short overview of each topic. This section is a basic primer on the relevant technologies
 

	A. What does "broadband" mean?

	"Broadband" is the general term used to refer to high-speed network connections.  In this context, Internet connections via cable modem and Digital Subscriber Line (DSL) are frequently referred to as broadband Internet connections. "Bandwidth" is the term used to describe the relative speed of a network connection -- for example, most current dial-up modems can support a bandwidth of 56 kbps (thousand bits per second). There is no set bandwidth threshold required for a connection to be referred to as "broadband," but it is typical for connections in excess of 1 Megabit per second (Mbps) to be so named.

	
B. What is cable modem access?

	A cable modem allows a single computer (or network of computers) to connect to the Internet via the cable TV network. The cable modem usually has an Ethernet LAN (Local Area Network) connection to the computer and is capable of speeds in excess of 5 Mbps.

	Typical speeds tend to be lower than the maximum, however, since cable providers turn entire neighborhoods into LANs that share the same bandwidth.  Because of this "shared-medium" topology, cable modem users may experience somewhat slower network access during periods of peak demand and may be more susceptible to risks such as packet sniffing and unprotected windows shares than users with other types of connectivity. 

	
C. What is DSL access?

	Digital Subscriber Line (DSL) Internet connectivity, unlike cable modem-based service, provides the user with dedicated bandwidth. However, the maximum bandwidth available to DSL users is usually lower than the maximum cable modem rate because of differences in their respective network technologies. Also, the "dedicated bandwidth" is only dedicated between your home and the DSL provider's central office -- the providers offer little or no guarantee of bandwidth all the way across the Internet.

	DSL access is not as susceptible to packet sniffing as cable modem access, but many of the other security risks we'll cover apply to both DSL and cable modem access

	 

	D. How are broadband services different from traditional dial-up services?

	Traditional dial-up Internet services are sometimes referred to as "dial-on-demand" services. That is, your computer only connects to the Internet when it has something to send, such as email or a request to load a web page. Once there is no more data to be sent, or after a certain amount of idle time, the computer disconnects the call. Also, in most cases each call connects to a pool of modems at the ISP, and since the modem IP addresses are dynamically assigned, your computer is usually assigned a different IP address on each call. As a result, it is more difficult (not impossible, just difficult) for an attacker to take advantage of vulnerable network services to take control of your computer.

	 

	Broadband services are referred to as "always-on" services because there is no call setup when your computer has something to send. The computer is always on the network, ready to send or receive data through its network interface card (NIC). Since the connection is always up, your computer's IP address will change less frequently (if at all), thus making it more of a fixed target for attack.

	What's more, many broadband service providers use well-known IP addresses for home users. So while an attacker may not be able to single out your specific computer as belonging to you, they may at least be able to know that your service provider's broadband customers are within a certain address range, thereby making your computer a more likely target than it might have been otherwise.

	The table below shows a brief comparison of traditional dial-up and broadband services.

	 

	
		
				 

				Dial-up

				Broadband

		

		
				Connection type

				Dial on demand

				Always on

		

		
				IP address

				Changes on each call

				Static or infrequently changing

		

		
				Relative connection speed

				Low

				High

		

		
				Remote control potential

				Computer must be dialed in to control remotely

				Computer is always connected, so remote control can occur anytime

		

		
				ISP-provided security

				Little or none

				Little or none

		

		
				Table 1: Comparison of Dial-up and Broadband Services

		

	

	

 

	E. How is broadband access different from the network I use at work?

	Corporate and government networks are typically protected by many layers of security, ranging from network firewalls to encryption. In addition, they usually have support staff who maintain the security and availability of these network connections.

	Although your ISP is responsible for maintaining the services they provide to you, you probably won't have dedicated staff on hand to manage and operate your home network. You are ultimately responsible for your own computers. As a result, it is up to you to take reasonable precautions to secure your computers from accidental or intentional misuse.

	
 

	F. What is a protocol?

	A protocol is a well-defined specification that allows computers to communicate across a network. In a way, protocols define the "grammar" that computers can use to "talk" to each other.

	 

	G. What is IP?

	IP stands for "Internet Protocol." It can be thought of as the common language of computers on the Internet. There are a number of detailed descriptions of IP given elsewhere, so we won't cover it in detail in this document. However, it is important to know a few things about IP in order to understand how to secure your computer. Here we'll cover IP addresses, static vs. dynamic addressing, NAT, and TCP and UDP Ports.

	 

	H. What is an IP address?

	IP addresses are analogous to telephone numbers -- when you want to call someone on the telephone, you must first know their telephone number. Similarly, when a computer on the Internet needs to send data to another computer, it must first know its IP address. IP addresses are typically shown as four numbers separated by decimal points, or "dots." For example, 10.24.254.3 and 192.168.62.231 are IP addresses.

	If you need to make a telephone call but you only know the person's name, you can look them up in the telephone directory (or call directory services) to get their telephone number. On the Internet, that directory is called the Domain Name System, or DNS for short. If you know the name of a server, say www.cert.org, and you type this into your web browser, your computer will then go ask its DNS server what the numeric IP address is that is associated with that name.

	Every computer on the Internet has an IP address associated with it that uniquely identifies it. However, that address may change over time, especially if the computer is

	
		dialing into an Internet Service Provider (ISP)

		connected behind a network firewall

		connected to a broadband service using dynamic IP addressing



	 

	I. What are static and dynamic addressing?

	Static IP addressing occurs when an ISP permanently assigns one or more IP addresses for each user. These addresses do not change over time. However, if a static address is assigned but not in use, it is effectively wasted. Since ISPs have a limited number of addresses allocated to them, they sometimes need to make more efficient use of their addresses.

	Dynamic IP addressing allows the ISP to efficiently utilize their address space. Using dynamic IP addressing, the IP addresses of individual user computers may change over time. If a dynamic address is not in use, it can be automatically reassigned to another computer as needed.

	
J. What is NAT?

	Network Address Translation (NAT) provides a way to hide the IP addresses of a private network from the Internet while still allowing computers on that network to access the Internet. NAT can be used in many different ways, but one method frequently used by home users is called "masquerading."

	Using NAT masquerading, one or more devices on a LAN can be made to appear as a single IP address to the outside Internet. This allows for multiple computers in a home network to use a single cable modem or DSL connection without requiring the ISP to provide more than one IP address to the user. Using this method, the ISP-assigned IP address can be either static or dynamic. Most network firewalls support NAT masquerading.

	 

	K. What are TCP and UDP ports?

	TCP (Transmission Control Protocol) and UDP (User Datagram Protocol) are both protocols that use IP. Whereas IP allows two computers to talk to each other across the Internet, TCP and UDP allow individual applications (also known as "services") on those computers to talk to each other.

	In the same way that a telephone number or physical mail box might be associated with more than one person, a computer might have multiple applications (e.g., email, file services, web services) running on the same IP address. Ports allow a computer to differentiate services such as email data from web data. A port is simply a number associated with each application that uniquely identifies that service on that computer. Both TCP and UDP use ports to identify services. Some common port numbers are 80 for web (HTTP), 25 for email (SMTP), and 53 for Domain Name System (DNS).

	 

	L. What is a firewall?

	The Firewalls defines a firewall as "a system or group of systems that enforces an access control policy between two networks." In the context of home networks, a firewall typically takes one of two forms:

	
		Software firewall - specialized software running on an individual computer, or

		Network firewall - a dedicated device designed to protect one or more computers.



	Both types of firewall allow the user to define access policies for inbound connections to the computers they are protecting. Many also provide the ability to control what services (ports) the protected computers are able to access on the Internet (outbound access). Most firewalls intended for home use come with pre-configured security policies from which the user chooses, and some allow the user to customize these policies for their specific needs.

	 

	M. What does antivirus software do?

	There are a variety of antivirus software packages that operate in many different ways, depending on how the vendor chose to implement their software. What they have in common, though, is that they all look for patterns in the files or memory of your computer that indicate the possible presence of a known virus. Antivirus packages know what to look for through the use of virus profiles (sometimes called "signatures") provided by the vendor.

	New viruses are discovered daily. The effectiveness of antivirus software is dependent on having the latest virus profiles installed on your computer so that it can look for recently discovered viruses. It is important to keep these profiles up to date.

	 

	 

	3. Computer security risks to home users
 

	A. What is at risk?

	Information security is concerned with three main areas:

	
		Confidentiality -- information should be available only to those who rightfully have access to it

		Integrity -- information should be modified only by those who are authorized to do so

		Availability -- information should be accessible to those who need it when they need it



	These concepts apply to home Internet users just as much as they would to any corporate or government network. You probably wouldn't let a stranger look through your important documents. In the same way, you may want to keep the tasks you perform on your computer confidential, whether it's tracking your investments or sending email messages to family and friends. Also, you should have some assurance that the information you enter into your computer remains intact and is available when you need it.

	 

	Some security risks arise from the possibility of intentional misuse of your computer by intruders via the Internet. Others are risks that you would face even if you weren't connected to the Internet (e.g. hard disk failures, theft, power outages). The bad news is that you probably cannot plan for every possible risk. The good news is that you can take some simple steps to reduce the chance that you'll be affected by the most common threats -- and some of those steps help with both the intentional and accidental risks you're likely to face.

	Before we get to what you can do to protect your computer or home network, let's take a closer look at some of these risks.

	
Trojan horse programs

	Trojan horse programs are a common way for intruders to trick you (sometimes referred to as "social engineering") into installing "back door" programs. These can allow intruders easy access to your computer without your knowledge, change your system configurations, or infect your computer with a computer virus. 
 

	Back door and remote administration programs

	On Windows computers, three tools commonly used by intruders to gain remote access to your computer are BackOrifice, Netbus, and SubSeven. These back door or remote administration programs, once installed, allow other people to access and control your computer.

	 

	Denial of service

	Another form of attack is called a denial-of-service (DoS) attack. This type of attack causes your computer to crash or to become so busy processing data that you are unable to use it. In most cases, the latest patches will prevent the attack. 

	 

	It is important to note that in addition to being the target of a denial-of-service attack, it is possible for your computer to be used as a participant in a denial-of-service attack on another system.

	 

	Being an intermediary for another attack

	Intruders will frequently use compromised computers as launching pads for attacking other systems. An example of this is how distributed denial-of-service (DDoS) tools are used. The intruders install an "agent" (frequently through a Trojan horse program) that runs on the compromised computer awaiting further instructions. Then, when a number of agents are running on different computers, a single "handler" can instruct all of them to launch a denial-of-service attack on another system. Thus, the end target of the attack is not your own computer, but someone else's -- your computer is just a convenient tool in a larger attack.

	 

	Unprotected Windows shares

	Unprotected Windows networking shares can be exploited by intruders in an automated way to place tools on large numbers of Windows-based computers attached to the Internet. Because site security on the Internet is interdependent, a compromised computer not only creates problems for the computer's owner, but it is also a threat to other sites on the Internet. 

	Another threat includes malicious and destructive code, such as viruses or worms, which leverage unprotected Windows networking shares to propagate. 

	There is great potential for the emergence of other intruder tools that leverage unprotected Windows networking shares on a widespread basis.

	
Mobile code (Java, JavaScript, and ActiveX)

	There have been reports of problems with "mobile code" (e.g., Java, JavaScript, and ActiveX). These are programming languages that let web developers write code that is executed by your web browser. Although the code is generally useful, it can be used by intruders to gather information (such as which websites you visit) or to run malicious code on your computer. It is possible to disable Java, JavaScript, and ActiveX in your web browser. We recommend that you do so if you are browsing websites that you are not familiar with or do not trust.

	Also be aware of the risks involved in the use of mobile code within email programs. Many email programs use the same code as web browsers to display HTML. Thus, vulnerabilities that affect Java, JavaScript, and ActiveX are often applicable to email as well as web pages.

	 

	Cross-site scripting

	A malicious web developer may attach a script to something sent to a website, such as a URL, an element in a form, or a database inquiry. Later, when the website responds to you, the malicious script is transferred to your browser.

	You can potentially expose your web browser to malicious scripts by

	
		following links in web pages, email messages, or newsgroup postings without knowing what they link to

		using interactive forms on an untrustworthy site

		viewing online discussion groups, forums, or other dynamically generated pages where users can post text containing HTML tags



	 

	Email spoofing

	Email "spoofing" is when an email message appears to have originated from one source when it actually was sent from another source. Email spoofing is often an attempt to trick the user into making a damaging statement or releasing sensitive information (such as passwords).

	Spoofed email can range from harmless pranks to social engineering ploys. Examples of the latter include

	
		email claiming to be from a system administrator requesting users to change their passwords to a specified string and threatening to suspend their account if they do not comply

		email claiming to be from a person in authority requesting users to send them a copy of a password file or other sensitive information



	Note that while service providers may occasionally request that you change your password, they usually will not specify what you should change it to. Also, most legitimate service providers would never ask you to send them any password information via email. If you suspect that you may have received a spoofed email from someone with malicious intent, you should contact your service provider's support personnel immediately.

	 

	Email-borne viruses

	Viruses and other types of malicious code are often spread as attachments to email messages. Before opening any attachments, be sure you know the source of the attachment. It is not enough that the mail originated from an address you recognize. The Melissa virus spread precisely because it originated from a familiar address. Also, malicious code might be distributed in amusing or enticing programs.

	Never run a program unless you know it to be authored by a person or company that you trust. Also, don't send programs of unknown origin to your friends or coworkers simply because they are amusing -- they might contain a Trojan horse program.

	Hidden file extensions

	Windows operating systems contain an option to "Hide file extensions for known file types." The option is enabled by default, but a user may choose to disable this option in order to have file extensions displayed by Windows. Multiple email-borne viruses are known to exploit hidden file extensions. The first major attack that took advantage of a hidden file extension was the VBS/LoveLetter worm which contained an email attachment named "LOVE-LETTER-FOR-YOU.TXT.vbs". Other malicious programs have since incorporated similar naming schemes. Examples include

	
		Downloader (MySis.avi.exe or QuickFlick.mpg.exe)

		VBS/Timofonica (TIMOFONICA.TXT.vbs)

		VBS/CoolNote (COOL_NOTEPAD_DEMO.TXT.vbs)

		VBS/OnTheFly (AnnaKournikova.jpg.vbs)



	The files attached to the email messages sent by these viruses may appear to be harmless text (.txt), MPEG (.mpg), AVI (.avi) or other file types when in fact the file is a malicious script or executable (.vbs or .exe, for example).

	
Chat clients

	Internet chat applications, such as instant messaging applications and Internet Relay Chat (IRC) networks, provide a mechanism for information to be transmitted bi-directionally between computers on the Internet. Chat clients provide groups of individuals with the means to exchange dialog, web URLs, and in many cases, files of any type.

	Because many chat clients allow for the exchange of executable code, they present risks similar to those of email clients. As with email clients, care should be taken to limit the chat client's ability to execute downloaded files. As always, you should be wary of exchanging files with unknown parties.

	 

	Packet sniffing

	A packet sniffer is a program that captures data from information packets as they travel over the network. That data may include user names, passwords, and proprietary information that travels over the network in clear text. With perhaps hundreds or thousands of passwords captured by the packet sniffer, intruders can launch widespread attacks on systems. Installing a packet sniffer does not necessarily require administrator-level access.

	Relative to DSL and traditional dial-up users, cable modem users have a higher risk of exposure to packet sniffers since entire neighborhoods of cable modem users are effectively part of the same LAN. A packet sniffer installed on any cable modem user's computer in a neighborhood may be able to capture data transmitted by any other cable modem in the same neighborhood.

	 

	C. Accidents and other risks

	In addition to the risks associated with connecting your computer to the Internet, there are a number of risks that apply even if the computer has no network connections at all. Most of these risks are well known, so we won't go into much detail in this document, but it is important to note that the common practices associated with reducing these risks may also help reduce susceptibility to the network-based risks discussed above.

	
Disk failure

	Recall that availability is one of the three key elements of information security. Although all stored data can become unavailable -- if the media it's stored on is physically damaged, destroyed, or lost -- data stored on hard disks is at higher risk due to the mechanical nature of the device. Hard disk crashes are a common cause of data loss on personal computers. Regular system backups are the only effective remedy.

	 

	Power failure and surges

	Power problems (surges, blackouts, and brown-outs) can cause physical damage to a computer, inducing a hard disk crash or otherwise harming the electronic components of the computer. Common mitigation methods include using surge suppressors and uninterruptible power supplies (UPS).

	 

	Physical theft

	Physical theft of a computer, of course, results in the loss of confidentiality and availability, and (assuming the computer is ever recovered) makes the integrity of the data stored on the disk suspect. Regular system backups (with the backups stored somewhere away from the computer) allow for recovery of the data, but backups alone cannot address confidentiality. Cryptographic tools are available that can encrypt data stored on a computer's hard disk. The CERT/CC encourages the use of these tools if the computer contains sensitive data or is at high risk of theft (e.g., laptops or other portable computers).

	
4. Actions home users can take to protect their computer systems

	
Recommendations

	
		Consult your system support personnel if you work from home



	If you use your broadband access to connect to your employer's network via a Virtual Private Network (VPN) or other means, your employer may have policies or procedures relating to the security of your home network. Be sure to consult with your employer's support personnel, as appropriate, before following any of the steps outlined in this document.

	
		Use virus protection software



	Recommends the use of antivirus software on all Internet-connected computers. Be sure to keep your antivirus software up to date. Many antivirus packages support automatic updates of virus definitions. We recommend the use of these automatic updates when available.

	
		Use a firewall



	We strongly recommend the use of some type of firewall product, such as a network appliance or a personal firewall software package. Intruders are constantly scanning home user systems for known vulnerabilities. Network firewalls (whether software or hardware-based) can provide some degree of protection against these attacks. However, no firewall can detect or stop all attacks, so it's not sufficient to install a firewall and then ignore all other security measures.

	
		Don't open unknown email attachments



	Before opening any email attachments, be sure you know the source of the attachment. It is not enough that the mail originated from an address you recognize. The Melissa virus spread precisely because it originated from a familiar address. Malicious code might be distributed in amusing or enticing programs.

	If you must open an attachment before you can verify the source, we suggest the following procedure:

	
		Be sure your virus definitions are up to date Save the file to your hard disk.

		Scan the file using your antivirus software.

		Open the file.



	For additional protection, you can disconnect your computer's network connection before opening the file.

	Following these steps will reduce, but not wholly eliminate, the chance that any malicious code contained in the attachment might spread from your computer to others.

	
		Don't run programs of unknown origin



	Never run a program unless you know it to be authored by a person or company that you trust. Also, don't send programs of unknown origin to your friends or coworkers simply because they are amusing--they might contain a Trojan horse program.

	
		Disable hidden filename extensions



	Windows operating systems contain an option to "Hide file extensions for known file types." The option is enabled by default, but you can disable this option in order to have file extensions displayed by Windows. After disabling this option, there are still some file extensions that, by default, will continue to remain hidden.

	There is a registry value which, if set, will cause Windows to hide certain file extensions regardless of user configuration choices elsewhere in the operating system. The "NeverShowExt" registry value is used to hide the extensions for basic Windows file types. For example, the ".LNK" extension associated with Windows shortcuts remains hidden even after a user has turned off the option to hide extensions.

	
		Keep all applications, including your operating system, patched



	Vendors will usually release patches for their software when a vulnerability has been discovered. Most product documentation offers a method to get updates and patches. You should be able to obtain updates from the vendor's website. Read the manuals or browse the vendor's website for more information.

	Some applications will automatically check for available updates, and many vendors offer automatic notification of updates via a mailing list. Look on your vendor's website for information about automatic notification. If no mailing list or other automated notification mechanism is offered, you may need to check periodically for updates.

	
		Turn off your computer or disconnect from the network when not in use



	Turn off your computer or disconnect its Ethernet interface when you are not using it. An intruder cannot attack your computer if it is powered off or otherwise completely disconnected from the network.

	
		Disable Java, JavaScript, and ActiveX if possible



	Be aware of the risks involved in the use of "mobile code" such as ActiveX, Java, and JavaScript. A malicious web developer may attach a script to something sent to a website, such as a URL, an element in a form, or a database inquiry. Later, when the website responds to you, the malicious script is transferred to your browser.

	The most significant impact of this vulnerability can be avoided by disabling all scripting languages. Turning off these options will keep you from being vulnerable to malicious scripts. However, it will limit the interaction you can have with some websites.

	Many legitimate sites use scripts running within the browser to add useful features. Disabling scripting may degrade the functionality of these sites.

	More information on ActiveX security, including recommendations for users who administer their own computers.

	.

	
		Disable scripting features in email programs



	Because many email programs use the same code as web browsers to display HTML, vulnerabilities that affect ActiveX, Java, and JavaScript are often applicable to email as well as web pages. Therefore, in addition to disabling scripting features in web browsers, we recommend that users also disable these features in their email programs.

	
		Make regular backups of critical data



	Keep a copy of important files on removable media such as ZIP disks or recordable CD-ROM disks (CD-R or CD-RW disks). Use software backup tools if available, and store the backup disks somewhere away from the computer.

	
		Make a boot disk in case your computer is damaged or compromised



	To aid in recovering from a security breach or hard disk failure, create a boot disk on a floppy disk, which will help when recovering a computer after such an event has occurred. Remember, however, you must create this disk before you have a security event.
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	How Anonymous Are You?

	 

	What information is collected?

	When you visit a website, a certain amount of information is automatically sent to the site. This information may include the following:

	 

	
		IP address - Each computer on the internet is assigned a specific, unique IP (internet protocol) address. Your computer may have a static IP address or a dynamic IP address. If you have a static IP address, it never changes. However, some ISPs own a block of addresses and assign an open one each time you connect to the internet—this is a dynamic IP address. 

		domain name - The internet is divided into domains, and every user's account is associated with one of those domains. You can identify the domain by looking at the end of URL; for example, .edu indicates an educational institution, .gov indicates a US government agency, .org refers to organization, and .com is for commercial use. Many countries also have specific domain names. The list of active domain names is available from the Internet Assigned Numbers Authority (IANA).

		software details - It may be possible for an organization to determine which browser, including the version, that you used to access its site. The organization may also be able to determine what operating system your computer is running.

		page visits - Information about which pages you visited, how long you stayed on a given page, and whether you came to the site from a search engine is often available to the organization operating the website.



	If a website uses cookies, the organization may be able to collect even more information, such as your browsing patterns, which include other sites you've visited. If the site you're visiting is malicious, files on your computer, as well as passwords stored in the temporary memory, may be at risk.

	 

	How is this information used?

	Generally, organizations use the information that is gathered automatically for legitimate purposes, such as generating statistics about their sites. By analyzing the statistics, the organizations can better understand the popularity of the site and which areas of content are being accessed the most. They may be able to use this information to modify the site to better support the behavior of the people visiting it.

	Another way to apply information gathered about users is marketing. If the site uses cookies to determine other sites or pages you have visited, it may use this information to advertise certain products. The products may be on the same site or may be offered by partner sites.

	However, some sites may collect your information for malicious purposes. If attackers are able to access files, passwords, or personal information on your computer, they may be able to use this data to their advantage. The attackers may be able to steal your identity, using and abusing your personal information for financial gain. A common practice is for attackers to use this type of information once or twice, then sell or trade it to other people. The attackers profit from the sale or trade, and increasing the number of transactions makes it more difficult to trace any activity back to them. The attackers may also alter the security settings on your computer so that they can access and use your computer for other malicious activity.

	Are you exposing any other personal information?

	While using cookies may be one method for gathering information, the easiest way for attackers to get access to personal information is to ask for it. By representing a malicious site as a legitimate one, attackers may be able to convince you to give them your address, credit card information, social security number, or other personal data.

	 

	How can you limit the amount of information collected about you?

	
		Be careful supplying personal information - Unless you trust a site, don't give your address, password, or credit card information. Look for indications that the site uses SSL to encrypt your information. Although some sites require you to supply your social security number (e.g., sites associated with financial transactions such as loans or credit cards), be especially wary of providing this information online.

		Limit cookies - If an attacker can access your computer, he or she may be able to find personal data stored in cookies. You may not realize the extent of the information stored on your computer until it is too late. However, you can limit the use of cookies.

		Browse safely - Be careful which websites you visit; if it seems suspicious, leave the site. Also make sure to take precautions by increasing your security settings, keeping your virus definitions up to date and scanning your computer for spyware.
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	How to stop most of the adware tracking cookies Mac, Windows and Android?

	 

	 

	Get the SuperAntiSpyWare and install their free version. Even if you have a paid version of another scanner you should try this one. I have tried several paid scanners including Norton 360 and Kaspersky and about 20 free ones. This scanner found Trojans and Adware Tracking Cookies the others didn't know was there. And it's FREE!  If you would like to keep them off of your computer, do the following.

	-  I used to get 100+ Adware Tracking Cookies every day. I was wearing out my hard drive removing them with Superantispyware, the only good spyware scanner. So I started experimenting with different methods to block them. Now I get zero Adware Tracking Cookies. :)

	-  I only allow cookies from sites where I have log in accounts. Some sites, like Facebook and CNN, require you to allow more than one cookie so various elements on their site will work. This got rid of 99% of the Adware Tracking Cookies.

	-  Google has an add-on that is supposed to stop Google Analytics from tracking you. I have no way to test whether it works or not. They also have a plug-in to block Doubleclick cookies. This plugin does not work. I continued to get Doubleclick cookies after installing it.

	-  No matter what I tried I couldn't stop Google and Doubleclick cookies from being installed. Then I found the Disconnect 2 add-on. I get zero Adware Tracking Cookies now! It blocks 2000+ tracking companies and claims to make web pages to load up to 27% faster. It is the only add-on that blocks Google and Doubleclick Adware Tracking Cookies. Sorry, Internet Explorer is the only browser that doesn't have a Disconnect 2 add-on.

	-  Don't be foolish enough to believe you can block all web tracking companies. There are just too many of them. But by following these tips you will literally stop thousands of them. I don't really care if they track me. But it's fun seeing how many I can block. :)

	1) Google Chrome

	-  In Google Chrome type "chrome://settings/" in the Urlbar (Omnibar) and press enter. Bookmark it for easier access in the future. Scroll to the bottom and click on "Show Advanced Settings". In "Privacy" section click the "Content Settings" button. Click the box next to "Block sites from setting any data".

	-  Click the "Manage Exceptions" button. In the box type or paste the URL of a cookie. Then select Allow or Block from the dropdown menu. To make another URL box appear click on the bolded words "Hostname pattern". Keep doing this until all of your cookie URLs are in there.

	 

	2) Internet Explorer

	-  In Internet Explorer follow this path. Click on Tools > Internet Options > Privacy Tab > Advanced Button.

	-  In the Advanced Panel check the box next to "Override automatic cookie handling". In both "First-party cookies" and "Third-party cookies" make sure "Blocked" is checked. Leave "Always allow session cookies" unchecked. Click the OK button to exit.

	-  Now click on the "Sites" button to the left of the "Advanced" button you clicked on before. In the "Address of website" box type the exact address of the website you want to manage, then click "Allow" or "Block". Click OK when you are finished.

	3) Opera

	-  In Opera follow this path. Press CTRL+F12 to open the Preferences Panel. Click on the Advanced Tab > Click the Cookies Option. Check the box next to "Accept cookies only from the site I visit". Then below click the box next to "Ask me before accepting cookies". Then click on OK to exit.

	-   You won't like Opera's method of blocking cookies. Every web site you go to it will put up an alert box asking if you want to accept a cookie. I have seen as many as 10 of them on a site. You'll spend more time clicking Yes or No than you will enjoying the web site. They did it the really stupid way. 

	4) Firefox

	-  In Firefox follow this path. Click Tools > Options > Privacy Tab. In the History section select "Use custom settings for history". Uncheck the box next to "Accept cookies from sites". To the right of that click the "Exceptions" button.

	-  In the "Address of website" box type the exact address of the website you want to manage, then click "Allow" or "Block". Click OK when you are finished. I have a text file with all of the cookie URLs in it in case I need to reinstall one of my browsers.

	-  Many websites use cookies to add interaction on webpages and to keep site settings for when you login. Some use more than one cookie. So you will need to enter a URL for each one.

	Other Helpful Tips - In every browser that has it click on "Do Not Track" in the settings panel. However, this will only work on the sites that have added the script to their HTML Code. Since this is not in their best interest, I wouldn't count on this helping much.

	 

	Ghostery Add-On - You should get the Ghostery addon/extension for your browser or mobile device. Currently it blocks over 1300 web tracking companies with over 2800 scripts. It will also delete Flash cookies and Silverlight cookies off of your hard drive when you exit your browser. It works well with all of the top browsers. The Firefox version of Ghostery blocks a lot more trackers than the Chrome version.

	 

	Flagfox add-on -  Flagfox is a great Firefox only addon. It not only gives you the ip addres of the site you are looking at but also shows what country it is in and a myriad of other information.

	 

	Google analytics opt-out add-on - On Google's website they have Google Analytics Opt-Out. It's an add-on/extension that blocks the Google Analytics script on nearly every website. If you don't like sharing your browsing habits with Google this will stop that.

	 

	Adblock plus add-on - Adblock Plus addon/extension not only blocks ads but also blocks 41,000 malicious websites.

	 

	Web of trust add-on - Web Of Trust (Wot) addon/extension will show you what links not to click on websites and search engines. It works very well with all the top browsers. They also have a bookmarklet for other browsers.

	 

	Last pass add-on - last Pass is a great addon to secure your passwords. Its easy to install and set-up your on-line account. It will log you into your favorite accounts. It works well with Windows, Linux, Mac, and all of the top browsers.

	 

	Httpseverywhere add-on - HTTPSEveryWhere is a great addon/extension for Firefox and Google Chrome because it forces your browser to use the https:// secure login on your favorite sites if one exists. They are constantly adding new sites to their list.

	 

	CCleaner - Get a faster & cleaner computer with CCleaner, for Mac and Windows

Android - System Cleaner for Android and AVG Cleaner and Battery Saver
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	Identifying Hoaxes and Urban Legends

	 

	Why are chain letters a problem?

	The most serious problem is from chain letters that mask viruses or other malicious activity. But even the ones that seem harmless may have negative repercussions if you forward them:

	
		they consume bandwidth or space within the recipient's inbox

		you force people you know to waste time sifting through the messages and possibly taking time to verify the information

		you are spreading hype and, often, unnecessary fear and paranoia



	 

	What are some types of chain letters?

	There are two main types of chain letters:

	
		Hoaxes - Hoaxes attempt to trick or defraud users. A hoax could be malicious, instructing users to delete a file necessary to the operating system by claiming it is a virus. It could also be a scam that convinces users to send money or personal information. Phishing attacks could fall into this category.

		Urban legends - Urban legends are designed to be redistributed and usually warn users of a threat or claim to be notifying them of important or urgent information. Another common form are the emails that promise users monetary rewards for forwarding the message or suggest that they are signing something that will be submitted to a particular group. Urban legends usually have no negative effect aside from wasted bandwidth and time.



	 

	How can you tell if the email is a hoax or urban legend?

	Some messages are more suspicious than others, but be especially cautious if the message has any of the characteristics listed below. These characteristics are just guidelines—not every hoax or urban legend has these attributes, and some legitimate messages may have some of these characteristics:

	
		it suggests tragic consequences for not performing some action

		it promises money or gift certificates for performing some action

		it offers instructions or attachments claiming to protect you from a virus that is undetected by anti-virus software

		it claims it's not a hoax

		there are multiple spelling or grammatical errors, or the logic is contradictory

		there is a statement urging you to forward the message

		it has already been forwarded multiple times (evident from the trail of email headers in the body of the message)



	If you want to check the validity of an email, there are some websites that provide information about hoaxes and urban legends:

	
		Urban Legends and Folklore, Urban Legends Reference Pages, TruthOrFiction, Symantec Security Response Hoaxes and McAfee Security Virus Hoaxes. 
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	Keeping Children Safe Online

	 

	What unique risks are associated with children?

	When a child is using your computer, normal safeguards and security practices may not be sufficient. Children present additional challenges because of their natural characteristics: innocence, curiosity, desire for independence, and fear of punishment. You need to consider these characteristics when determining how to protect your data and the child.

	 

	You may think that because the child is only playing a game, or researching a term paper, or typing a homework assignment, he or she can't cause any harm. But what if, when saving her paper, the child deletes a necessary program file? Or what if she unintentionally visits a malicious web page that infects your computer with a virus? These are just two possible scenarios. Mistakes happen, but the child may not realize what she's done or may not tell you what happened because she's afraid of getting punished.

	 

	Online predators present another significant threat, particularly to children. Because the nature of the internet is so anonymous, it is easy for people to misrepresent themselves and manipulate or trick other users. Adults often fall victim to these ploys, and children, who are usually much more open and trusting, are even easier targets. Another growing problem is cyberbullying. These threats are even greater if a child has access to email or instant messaging programs, visits chat rooms, and/or uses social networking sites.

	 

	What can you do?

	
		Be involved - Consider activities you can work on together, whether it be playing a game, researching a topic you had been talking about (e.g., family vacation spots, a particular hobby, a historical figure), or putting together a family newsletter. This will allow you to supervise your child's online activities while teaching her good computer habits.

		Keep your computer in an open area - If your computer is in a high-traffic area, you will be able to easily monitor the computer activity. Not only does this accessibility deter a child from doing something she knows she's not allowed to do, it also gives you the opportunity to intervene if you notice a behavior that could have negative consequences.

		Set rules and warn about dangers - Make sure your child knows the boundaries of what she is allowed to do on the computer. These boundaries should be appropriate for the child's age, knowledge, and maturity, but they may include rules about how long she is allowed to be on the computer, what sites she is allowed to visit, what software programs she can use, and what tasks or activities she is allowed to do.

You should also talk to children about the dangers of the internet so that they recognize suspicious behavior or activity. Discuss the risks of sharing certain types of information (e.g., that they're home alone) and the benefits to only communicating and sharing information with people they know. The goal isn't to scare them, it's to make them more aware. Make sure to include the topic of cyberbullying in these discussions.

		Monitor computer activity - Be aware of what your child is doing on the computer, including which websites she is visiting. If she is using email, instant messaging, or chat rooms, try to get a sense of who she is corresponding with and whether she actually knows them.

		Keep lines of communication open - Let your child know that she can approach you with any questions or concerns about behaviors or problems she may have encountered on the computer.

		Consider partitioning your computer into separate accounts - Most operating systems give you the option of creating a different user account for each user. If you're worried that your child may accidentally access, modify, and/or delete your files, you can give her a separate account and decrease the amount of access and number of privileges she has.

If you don't have separate accounts, you need to be especially careful about your security settings. In addition to limiting functionality within your browser, avoid letting your browser remember passwords and other personal information. Also, it is always important to keep your virus definitions up to date.

		 Consider implementing parental controls - You may be able to set some parental controls within your browser. For example, Internet Explorer allows you to restrict or allow certain websites to be viewed on your computer, and you can protect these settings with a password. To find those options, click Toolson your menu bar, select Internet Options, choose the Content tab, and click the Enable... button under Content Advisor.

There are other resources you can use to control and/or monitor your child's online activity. Some ISPs offer services designed to protect children online. Contact your ISP to see if any of these services are available. There are also special software programs you can install on your computer. Different programs offer different features and capabilities, so you can find one that best suits your needs.
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	Playing it Safe - Avoiding Online Gaming Risks

	 

	
Avoiding Online Gaming Risks 

	New technologies and high-speed internet connections have helped online gaming become a popular pastime on the internet. Because gamers invest large amounts of time and money in today’s sophisticated games, others see an opportunity for mischief or illicit profit. The technological and social risks of online games should be understood by anyone who enjoys them. These include the following:

	
		risks from social interactions with strangers who may trick you into revealing personal or financial information

		risks from computer intruders exploiting security vulnerabilities

		risks from online and real-world predators

		risks from viruses, Trojan horses, computer worms, and spyware



	Online gambling is now also very popular. People play casino-like games, lotteries, and bet on sporting events. Like any form of gambling, the risks include addiction and the potential rapid loss of any funds invested in the game.

	The following sections discuss the risks of online gaming and how you can safeguard against them.

	
Online Gaming Risks

	An abundance of choices exist in today’s online gaming environment. One popular genre of games has emerged called Massive Multiplayer Online Role Playing Games (MMORPGs or MMOs). Most allow players to create online identities as game characters who participate in virtual adventures, which sometimes cross into the real world. For example, gamers sell virtual game items for real-world money in markets such as eBay. In some games, there is a user-created, virtual world where people use real money to create or purchase personal property in their online world. This has created an opportunity for a new type of criminal activity called “virtual crime.”

	In general, online gaming may involve both social risks and technological risks. Thus, many online gaming risks are similar to those computer users may have already encountered, but they may not have realized that the games pose another opportunity for the compromise of their privacy or computer security. In this paper, we describe both types of risk.

	Online gaming can involve the following technological risks to your computer system or the systems of gamers with whom you interact.

	Viruses and Worms

	Viruses may arrive as attachments in email messages or via instant messaging programs, and corrupt or malicious programs may be hidden in game files you download or software you install.

	Malicious Software

	Viruses and worms may be used to install malicious software on your computer. Malicious individuals may also take advantage of the social networks associated with online games that rely on chat, email, or even voice communication to entice you to visit bogus web sites or open email attachments containing malicious software and install this software on your computer. They then use this software for a variety of illicit purposes.

	Insecure or Compromised Gamer Servers

	Gamer concerns: If the software on the game server has been compromised, computers that connect to it can be compromised also. Essentially, anygame with a network connection carries some level of risk to computer security, especially compared to playing a computer game that does not require a connection to another computer or a link to the internet.

	By exploiting vulnerabilities, malicious users might be able to control your computer remotely and use it to attack other computers or install programs such as Trojan horses, adware, or spyware, or gain access to personal information on your computer.

	For instance, a security research group called Independent Security Evaluators recently discovered two vulnerabilities in two popular MMOs, Age of Conan and Anarchy Online. Exploiting vulnerable code will allow attackers to read files from a gamer’s computer, crash the games during online play, and in the case of Anarchy Online, to gain full control of the exploited computer.2

	Server operator concerns: Operating a computer server to run a gaming application involves the same challenges and risks associated with operating a server for other applications. Intruders may break into or crash your server if its security profile, or level of protection is insufficient.

	Some game protocols – the methods for communicating game information between machines – are not implemented as securely as other protocols. Game code may not be as well scrutinized as more popular commercial software. Consequently, game software may sometimes cause “buggy” behavior on your computer or introduce unknown vulnerabilities.

	Social Risks

	Although computer games were once solitary activities, most now have an online community that talks, chats, or sends instant messages during the games. Some computer intruders may use the social interaction of the online gaming environment in an attempt to exploit software vulnerabilities. Others may try to gain access to unprotected computers connected to the internet. The intruders may want to do any of these:

	
		capture your personal information

		steal your identity

		steal credit your card information

		inappropriately contact children by pretending to be another child, setting up meetings, or tricking them into revealing personal information



	The following sections highlight social risks associated with online gaming.

	Social Engineering

	Malicious individuals may try to trick you into installing software on your computer that they can use to control your computer, monitor your online activities, or launch attacks against other computers. They may, for instance, direct you to phony web sites offering bogus patches or game downloads that, in reality, are malicious software. For more on social engineering, 

	Identity Theft

	If a malicious individual can gather information about you from the profiles you create in games and other sources, they may be able to use it to establish accounts in your name, resell it, or use it to access your existing financial accounts. Game accounts were created in their name without their knowledge. There was speculation that people were trying to make money selling virtual weapons and abilities used in the game. Consequently, “protection” rackets have been reported in which gamers from the crime organizations warn weaker players against negative consequences unless virtual or real protection money is paid.

	Cyber Prostitution

	In the game “The Sims Online,” an MMO, a “cyber-brothel” was developed by a 17-year old boy using the game alias “Evangeline.”4 Customers paid sim-money (“Simoleans”) for cybersex by the minute. His account was canceled, but no legal action was taken.

	Virtual Mugging

	The term “virtual mugging” was coined when some players of Lineage II used software applications that run over the web, called bots, to defeat other player's characters and take their items. Japanese police arrested a foreign exchange student in August 2005 following the reports of virtual mugging and the online sale of the stolen items. 

	Virtual Sweatshop

	The virtual economies of some online games and the exchange of virtual items and currency for real money has spawned the virtual sweatshop, in which workers in the third-world countries are economically exploited by people seeking to find new ways to profit from the new online economies.

	
How to Protect Against the Risks

	Internet gaming can be a safe and enjoyable online activity if your educate yourself and practice the basic principles of good computer security.

	General Security Practices

	Many computer security principles are the same as those you may have practiced in other computer applications. See the resources section at the end of this paper to locate more information about computer security.

	
		Use antivirus and antispyware programs.

		Be cautious about opening files attached to email messages or instant messages.

		Verify the authenticity and security of downloaded files and new software.

		Configure your web browsers securely.

		Use a firewall.

		Identify and back up your personal or financial data.

		Create and use strong passwords.



	Gaming-Specific Security Practices

	Recognize “Administrator Mode” Risks

	Some games require you to use your computer in “administrator mode.” If this is the case, it is important to make sure the game vendor is reputable and download the game from a site you believe you can trust. Free downloads of games sometimes conceal malicious software. This includes “plug-ins” sometimes required to run certain games. By operating in “administrator mode,” you open yourself to the risk that an attacker could gain complete (administrator-level) control of your computer. Web browsing from a user account is generally safer than using administrator mode. If you choose, you can keep the administrator password private and supervise the online game time of your children.

	Recognize ActiveX and JavaScript Risks

	Some web games are played via a web browser and require ActiveX or JavaScript to be enabled. If this is the case, be aware that enabling these features can lead to some vulnerabilities

	Play the Game at the Game Site

	When playing an online game, it is best to play it at the game site and save web browsing for later. This way, when you are done playing, you can switch back to a user account to browse the web. This may reduce your risk if you end up on a malicious web site.

	Home users often use firewalls to help protect their computers. Playing a multiplayer internet game sometimes requires an exception in the rule set for the firewall to allow information from the game to get through to your computer. Remember that anytime you allow more permissive security settings on your firewall, you increase the chance of a computer security problem. Firewalls may also allow you to designate specific IP addresses of fellow gamers as “trusted” to reduce the possibility of interaction with a malicious individual or of a malicious program infecting your computer. 

	It has become a major source of entertainment, developed new industries and sources of revenue, and introduced new uses of the human imagination to millions of people. However, it is important to know and guard against the risks associated with the internet gaming world to keep it safe and enjoyable for all.
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Prepare for Heightened Phishing Risk Tax Season

	 

	Quick overview

	Throughout the year, scam artists pose as legitimate entities—such as the Internal Revenue Service (IRS), other government agencies, and financial institutions—in an attempt to defraud taxpayers. They employ sophisticated phishing campaigns to lure users to malicious sites or entice them to activate malware in infected email attachments. To protect sensitive data, credentials, and payment information, US-CERT and the IRS recommend taxpayers prepare for heightened risk this tax season and remain vigilant year-round.

	 

	Remain alert

	Phishing attacks use email or malicious websites to solicit personal information by posing as a trustworthy organization. In many successful incidents, recipients are fooled into believing the phishing communication is from someone they trust. An actor may take advantage of knowledge gained from research and earlier attempts to masquerade as a legitimate source, including the look and feel of authentic communications. These targeted messages can trick any user into taking action that may compromise enterprise security.

	 

	Spot common elements of the phishing lifecycle

	
		A Lure: enticing email content.

		A Hook: an email-based exploit.



	
		Email with embedded malicious content that is executed as a side effect of opening the email

		Email with malicious attachments that are activated as a side effect of opening an attachment

		Email with “clickable” URLs: the body of the email includes a link, which displays as a recognized, legitimate website, though the actual URL redirects the user to malicious content



	
		A Catch: a transaction conducted by an actor following a successful attempt.



	
		Unexplainable charges

		Unexplainable password changes



	 

	Understand how the IRS communicates electronically with taxpayers

	
		The IRS does not initiate contact with taxpayers by email, text messages or social media channels to request personal or financial information.

		This includes requests for PIN numbers, passwords or similar access information for credit cards, banks or other financial accounts.

		The official website of the IRS. 



	 

	Take action to avoid becoming a victim

	If you believe you might have revealed sensitive information about your organization or access credentials, report it to the appropriate contacts within the organization, including network administrators. They can be alert for any suspicious or unusual activity.

	Watch for any unexplainable charges to your financial accounts. If you believe your accounts may be compromised, contact your financial institution immediately and close those accounts.

	If you believe you might have revealed sensitive account information, immediately change the passwords you might have revealed. If you used the same password for multiple accounts, make sure to change the password for each account and do not use that password in the future.
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	Preventing and Responding to Identity Theft

	 

	Is identity theft just a problem for people who submit information online?

	You can be a victim of identity theft even if you never use a computer. Malicious people may be able to obtain personal information (such as credit card numbers, phone numbers, account numbers, and addresses) by stealing your wallet, overhearing a phone conversation, rummaging through your trash (a practice known as dumpster diving), or picking up a receipt at a restaurant that has your account number on it. If a thief has enough information, he or she may be able to impersonate you to purchase items, open new accounts, or apply for loans.

	The internet has made it easier for thieves to obtain personal and financial data. Most companies and other institutions store information about their clients in databases; if a thief can access that database, he or she can obtain information about many people at once rather than focus on one person at a time. The internet has also made it easier for thieves to sell or trade the information, making it more difficult for law enforcement to identify and apprehend the criminals.

	 

	How are victims of online identity theft chosen?

	Identity theft is usually a crime of opportunity, so you may be victimized simply because your information is available. Thieves may target customers of certain companies for a variety of reasons; for example, a company database is easily accessible, the demographics of the customers are appealing, or there is a market for specific information. If your information is stored in a database that is compromised, you may become a victim of identity theft.

	 

	Are there ways to avoid being a victim?

	Unfortunately, there is no way to guarantee that you will not be a victim of online identity theft. However, there are ways to minimize your risk:

	
		Do business with reputable companies - Before providing any personal or financial information, make sure that you are interacting with a reputable, established company. Some attackers may try to trick you by creating malicious web sites that appear to be legitimate, so you should verify the legitimacy before supplying any information.

		Take advantage of security features - Passwords and other security features add layers of protection if used appropriately.

		Check privacy policies - Take precautions when providing information, and make sure to check published privacy policies to see how a company will use or distribute your information. Many companies allow customers to request that their information not be shared with other companies; you should be able to locate the details in your account literature or by contacting the company directly.

		Be careful what information you publicize - Attackers may be able to piece together information from a variety of sources. Avoid posting personal data in public forums.

		Use and maintain anti-virus software and a firewall - Protect yourself against viruses and Trojan horses that may steal or modify the data on your own computer and leave you vulnerable by using anti-virus software and a firewall. Make sure to keep your virus definitions up to date.

		Be aware of your account activity - Pay attention to your statements, and check your credit report yearly. You are entitled to a free copy of your credit report from each of the main credit reporting companies once every twelve months.



	 

	How do you know if your identity has been stolen?

	Companies have different policies for notifying customers when they discover that someone has accessed a customer database. However, you should be aware of changes in your normal account activity. The following are examples of changes that could indicate that someone has accessed your information:

	
		unusual or unexplainable charges on your bills

		phone calls or bills for accounts, products, or services that you do not have

		failure to receive regular bills or mail

		new, strange accounts appearing on your credit report

		unexpected denial of your credit card



	 

	What can you do if you think, or know, that your identity has been stolen?

	Recovering from identity theft can be a long, stressful, and potentially costly process. Many credit card companies have adopted policies that try to minimize the amount of money you are liable for, but the implications can extend beyond your existing accounts. To minimize the extent of the damage, take action as soon as possible:

	
		Contact companies, including banks, where you have accounts - Inform the companies where you have accounts that someone may be using your identity, and find out if there have been any unauthorized transactions. Close accounts so that future charges are denied. In addition to calling the company, send a letter so there is a record of the problem.

		Contact the main credit reporting companies (Equifax, Experian, TransUnion) - Check your credit report to see if there has been unexpected or unauthorized activity. Have a fraud alerts placed on your credit reports to prevent new accounts being opened without verification.

		File a report - File a report with the local police so there is an official record of the incident. You can also file a complaint with the Federal Trade Commission.

		Consider other information that may be at risk - Depending what information was stolen, you may need to contact other agencies; for example, if a thief has access to your Social Security number, contact the Social Security Administration. You should also contact the Department of Motor Vehicles if your driver's license or car registration have been stolen.
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	Privacy and Data Security

	 

	Data security is crucial for all small businesses. Customer and client information, payment information, personal files, bank account details - all of this information is often impossible replace if lost and dangerous in the hands of criminals. Data lost due to disasters such as a flood or fire is devastating, but losing it to hackers or a malware infection can have far greater consequences. How you handle and protect your data is central to the security of your business and the privacy expectations of customers, employees and partners.

	Cyber Plan Action Items:

	1. Conduct an inventory to help you answer the following questions:

	• What kind of data do you have in your business?

	A typical business will have all kinds of data, some of it more valuable and sensitive than others, but all data has value to someone. Your business data may include customer data such as account records, transaction accountability and financial information, contact and address information, purchasing history, buying habits and preferences, as well as employee information such as payroll files, direct payroll account bank information, Social Security numbers, home addresses and phone numbers, work and personal email addresses. It can also include proprietary and sensitive business information such as financial records, marketing plans, product designs, and state, local and federal tax information.

	• How is that data handled and protected?

	Security experts are fond of saying that data is most at risk when it’s on the move. If all your business-related data resided on a single computer or server that is not connected to the Internet, and never left that computer, it would probably be very easy to protect.

	But most businesses need data to be moved and used throughout the company. To be meaningful data must be accessed and used by employees, analyzed and researched for marketing purposes, used to contact customers, and even shared with key partners. Every time data moves, it can be exposed to different dangers.

	As a small business owner, you should have a straightforward plan and policy – a set of guidelines, if you like – about how each type of data should be handled, validated and protected based on where it is traveling and who will be using it.

	• Who has access to that data and under what circumstances?

	Not every employee needs access to all of your information. Your marketing staff shouldn’t need or be allowed to view employee payroll data and your administrative staff may not need access to all your customer information.

	When you do an inventory of your data and you know exactly what data you have and where it’s kept, it is important to then assign access rights to that data. Doing so simply means creating a list of the specific employees, partners or contractors who have access to specific data, under what circumstances, and how those access privileges will be managed and tracked.

	Your business could have a variety of data, of varying value, including:

	
		Customer sales records

		Customer credit card transactions

		Customer mailing and email lists
Customer support information

		Customer warranty information

		Patient health or medical records

		Employee payroll records

		Employee email lists

		Employee health and medical records

		Business and personal financial records

		Marketing plans

		Business leads and enquiries

		Product design and development plans

		Legal, tax and financial correspondence



	
		Once you've identified your data, keep a record of its location and move it to more appropriate locations as needed.

		Develop a privacy policy



	Privacy is important for your business and your customers. Continued trust in your business practices, products and secure handling of your clients’ unique information impacts your profitability. Your privacy policy is a pledge to your customers that you will use and protect their information in ways that they expect and that adhere to your legal obligations.

	Your policy starts with a simple and clear statement describing the information you collect about your customers (physical addresses, email addresses, browsing history, etc), and what you do with it. Customers, your employees and even the business owners increasingly expect you to make their privacy a priority. There are also a growing number of regulations protecting customer and employee privacy and often costly penalties for privacy breaches. You will be held accountable for what you claim and offer in your policy.

	That’s why it’s important to create your privacy policy with care and post it clearly on your website. It’s also important to share your privacy policies, rules and expectations with all employees and partners who may come into contact with that information. Your employees need to be familiar with your legally required privacy policy and what it means for their daily work routines.

	Your privacy policy will should address the following types of data:

	
		Personally Identifiable Information: Often referred to as PII, this information includes such things as first and last names, home or business addresses, email addresses, credit card and bank account numbers, taxpayer identification numbers, patient numbers and Social Security numbers. It can also include gender, age and date of birth, city of birth or residence, driver’s license number, home and cell phone numbers.

		Personal Health Information: Whether you’re a healthcare provider with lots of sensitive patient information or you simply manage health or medical information for a small number of employees, it’s vital that you protect that information. A number of studies have found most consumers are very concerned about the privacy and protection of their medical records. They do not want their health information falling into the hands of hackers or identity thieves who might abuse it for financial gain. But they also may not want employees or co-workers prying into their personal health details. And they often don’t want future employers or insurers finding out about any medical conditions or history.

		Customer information: This includes payment information such as credit or debit card numbers and verification codes, billing and shipping addresses, email addresses, phone numbers, purchasing history, buying preferences and shopping behavior.



	4. Protect data collected on the Internet

	Your website can be a great place to collect information – from transactions and payments to purchasing and browsing history, and even newsletter signups, online enquiries and customer requests.

	This data must be protected, whether you host your own website and therefore manage your own servers or your website and databases are hosted by a third party such as a web hosting company.

	If you collect data through a website hosted by a third party, be sure that third party protects that data fully. Apart from applying all the other precautions that have been described, such as classifying data and controlling access, you need to make sure any data collected through your website and stored by the third party is sufficiently secure. That means protection from hackers and outsiders as well as employees of that hosting company.

	5. Create layers of security

	Protecting data, like any other security challenge, is about creating layers of protection. The idea of layering security is simple: You cannot and should not rely on just one security mechanism – such as a password – to protect something sensitive. If that security mechanism fails, you have nothing left to protect you.

	When it comes to data security, there are a number of key procedural and technical layers you should consider:

	Inventory your data

	We mentioned before the need to conduct a data inventory so you have a complete picture of all the data your business possesses or controls. It’s essential to get a complete inventory, so you don’t overlook some sensitive data that could be exposed.

	Identify and protect your sensitive and valuable data

	Data classification is one of the most important steps in data security. Not all data is created equal, and few businesses have the time or resources to provide maximum protection to all their data. That’s why it’s important to classify your data based on how sensitive or valuable it is – so that you know what your most sensitive data is, where it is and how well it’s protected.

	Common data classifications include:

	HIGHLY CONFIDENTIAL: This classification applies to the most sensitive business information that is intended strictly for use within your company. Its unauthorized disclosure could seriously and adversely impact your company, business partners, vendors and/or customers in the short and long term. It could include credit-card transaction data, customer names and addresses, card magnetic stripe contents, passwords and PINs, employee payroll files, Social Security numbers, patient information (if you’re a healthcare business) and similar data.

	SENSITIVE: This classification applies to sensitive business information that is intended for use within your company, and information that you would consider to be private should be included in this classification. Examples include employee performance evaluations, internal audit reports, various financial reports, product designs, partnership agreements, marketing plans and email marketing lists.

	INTERNAL USE ONLY: This classification applies to sensitive information that is generally accessible by a wide audience and is intended for use only within your company. While its unauthorized disclosure to outsiders should be against policy and may be harmful, the unlawful disclosure of the information is not expected to impact your company, employees, business partners, vendors and the like.

	Control access to your data

	No matter what kind of data you have, you must control access to it. The more sensitive the data, the more restrictive the access. As a general rule, access to data should be on a need-to-know basis. Only individuals who have a specific need to access certain data should be allowed to do so.

	Once you’ve classified your data, begin the process of assigning access privileges and rights – that means creating a list of who can access what data, under what circumstances, what they are and are not allowed to do with it and how they are required to protect it. As part of this process, a business should consider developing a straightforward plan and policy – a set of guidelines – about how each type of data should be handled and protected based on who needs access to it and the level of classification.

	Secure your data

	In addition to administrative safeguards that determine who has access to what data, technical safeguards are essential. The two primary safeguards for data are passwords and encryption.

	Passwords implemented to protect your most sensitive data should be the strongest they can reasonably be. That means passwords that are random, complex and long (at least 10 characters), that are changed regularly and that are closely guarded by those who know them. Employee training on the basics of secure passwords and their importance is a must.

	Passwords alone may not be sufficient to protect sensitive data. Businesses may want to consider two-factor authentication, which often combines a password with another verification method, such as a dynamic personal identification number, or PIN.

	Some popular methods of two-factor identification include:

	Something the requestor individually knows as a secret, such as a password or a PIN. Something the requestor uniquely possesses, such as a passport, physical token or ID card. Something the requestor can uniquely provide as biometric data, such as a fingerprint or face geometry.

	Another essential data protection technology is encryption. Encryption has been used to protect sensitive data and communications for decades, and today’s encryption is very affordable, easy-to-use and highly effective in protecting data from prying eyes.

	Encryption encodes or scrambles information to such an advanced degree that it is unreadable and unusable by anyone who does not have the proper key to unlock the data. The key is like a password, so it’s very important that the key is properly protected at all times.

	Encryption is affordable for even the smallest business, and some encryption software is free. You can use encryption to encrypt or protect an entire hard drive, a specific folder on a drive or just a single document. You can also use encryption to protect data on a USB or thumb drive and on any other removable media.

	Because not all levels of encryption are created equal, businesses should consider using a data encryption method that is FIPS-certified (Federal Information Processing Standard), which means it has been certified for compliance with federal government security protocols.

	Back up your data

	Just as critical as protecting your data is backing it up. In the event that your data is stolen by thieves or hackers, or even erased accidentally by an employee, you will at least have a copy to fall back on.

	Put a policy in place that specifies what data is backed up and how; how often it’s backed up; who is responsible for creating backups; where and how the backups are stored; and who has access to those backups.

	Small businesses have lots of affordable backup options, whether it’s backing up to an external drive in your office, or backing up automatically and online so that all your data is stored at a remote and secure data center.

	Remember, physical media such as a disc or drive used to store a data backup is vulnerable no matter where it is, so make sure you guard any backups stored in your office or off site and also make sure that your backup data storage systems are encrypted.

	6. Plan for data loss or theft

	Every business has to plan for the unexpected, and that includes the loss or theft of data from your business. Not only can the loss or theft of data hurt your business, brand and customer confidence, it can also expose you to the often-costly state and federal regulations that cover data protection and privacy. Data loss can also expose businesses to significant litigation risk.

	That’s why it’s critical to understand exactly what data or security breach regulations affect your business and how prepared you are to respond to them. That should be the foundation of a data breach response plan that will make it easier to launch a rapid and coordinated response to any loss or theft of data.

	At the very least, all employees and contractors should understand that they must immediately report any loss or theft of information to the appropriate company officer. And because data privacy and breach laws can be very broad and strict, no loss should be ignored. So even if you have sensitive data that just can’t be accounted for, such as an employee who doesn’t remember where he left a backup tape, it may still constitute a data breach and you should act accordingly.

	New telecommunication technologies may offer countless opportunities for small businesses, but they also offer cyber criminals many new ways to victimize your business, scam your customers and hurt your reputation. Businesses of all sizes should be aware of the most common scams perpetrated online.

	To protect your business against online scams, be cautious when visiting web links or opening attachments from unknown senders, make sure to keep all software updated, and monitor credit cards for unauthorized activity.

	Cyber Plan Action Items:

	1. Train employees to recognize social engineering

	Social engineering, also known as "pretexting," is used by many criminals, both online and off, to trick unsuspecting people into giving away their personal information and/or installing malicious software onto their computers, devices or networks. Social engineering is successful because the bad guys are doing their best to make their work look and sound legitimate, sometimes even helpful, which makes it easier to deceive users.

	Most offline social engineering occurs over the telephone, but it frequently occurs online, as well. Information gathered from social networks or posted on websites can be enough to create a convincing ruse to trick your employees. For example, LinkedIn profiles, Facebook posts and Twitter messages can allow a criminal to assemble detailed dossiers on employees. Teaching people the risks involved in sharing personal or business details on the Internet can help you partner with your staff to prevent both personal and organizational losses.

	Many criminals use social engineering tactics to get individuals to voluntarily install malicious computer software such as fake antivirus, thinking they are doing something that will help make them more secure. Fake antivirus is designed to steal information by mimicking legitimate security software. Users who are tricked into loading malicious programs on their computers may be providing remote control capabilities to an attacker, unwittingly installing software that can steal financial information or simply try to sell them fake security software. The malware can also make system modifications which make it difficult to terminate the program. The presence of pop-ups displaying unusual security warnings and asking for credit card or personal information is the most obvious method of identifying a fake antivirus infection.

	2. Protect against online fraud

	Online fraud takes on many guises that can impact everyone, including small businesses and their employees. It is helpful to maintain consistent and predictable online messaging when communicating with your customers to prevent others from impersonating your company.

	Be sure to never request personal information or account details through email, social networking or other online messages. Let your customers know you will never request this kind of information through such channels and instruct them to contact you directly should they have any concerns.

	3. Protect against phishing

	Phishing is the technique used by online criminals to trick people into thinking they are dealing with a trusted website or other entity. Small businesses face this threat from two directions -- phishers may be impersonating them to take advantage of unsuspecting customers, and phishers may be trying to steal their employees’ online credentials. Attackers often take advantage of current events and certain types of the year, such as:

	• Natural disasters (Hurricane Katrina, Indonesian tsunami)

	
		Epidemics and health scares (H1N1)

		Economic concerns

		Major political elections

		Holidays



	Businesses should ensure that their online communications never ask their customers to submit sensitive information via email, personal visits, or phone. Make a clear statement in your communications reinforcing that you will never ask for personal information via email so that if someone targets your customers, they may realize the request is a scam.

	Employee awareness is your best defense against your users being tricked into handing over their usernames and passwords to cyber criminals. Explain to everyone that they should never respond to incoming messages requesting private information. If a stranger claims to be from a legitimate organization, verify his or her identity with his or her stated company before sharing any personal or classified information. Also, to avoid being led to a fake site, employees should know to never click on a link sent by email from an untrustworthy source. Employees needing to access a website link sent from a questionable source should open an Internet browser window and manually type in the site’s web address to make sure the emailed link is not maliciously redirecting to a dangerous site.

	This advice is especially critical for protecting online banking accounts belonging to your organization. Criminals are targeting small business banking accounts more than any other sector. If you believe you have revealed sensitive information about your organization, make sure to:

	
		Report it to appropriate people within your organization

		Contact your financial institution and close any accounts that may have been compromised (if you believe financial data is at risk)

		Change any passwords you may have revealed, and if you used the same password for multiple resources, make sure to change it for each account



	4. Don’t fall for fake antivirus offers

	Fake antivirus, "scareware" and other rogue online security scams have been behind some of the most successful online frauds in recent times. Make sure your organization has a policy in place explaining what the procedure is if an employee's computer becomes infected by a virus.

	Train your employees to recognize a legitimate warning message and to properly notify your IT team if something bad or questionable has happened. If possible, configure your computers to not allow regular users to have administrative access. This will minimize the risk of them installing malicious software and condition users that adding unauthorized software to work computers is against policy.

	5. Protect against malware

	Businesses can experience a compromise through the introduction of malicious software, or malware. Malware can make its way onto machines from the Internet, downloads, attachments, email, social media, and other platforms. One specific malware to be aware of is key logging, which is malware that tracks a user’s keyboard strokes.

	Many businesses are falling victim to key-logging malware being installed on computer systems in their environment. Once installed, the malware can record keystrokes made on a computer, allowing bad guys to see passwords, credit card numbers and other confidential data. Keeping security software up to date and patching your computers regularly will make it more difficult for this type of malware to infiltrate your network.

	6. Develop a layered approach to guard against malicious software

	Despite progress in creating more awareness of security threats on the Internet, malware authors are not giving up. The malware research firm SophosLabs reports seeing more than 100,000 unique malicious software samples every single day.

	Effective protection against viruses, Trojans and other malicious software requires a layered approach to your defenses. Antivirus software is a must, but should not be a company’s only line of defense. Instead, deploy a combination of many techniques to keep your environment safe.

	Also, be careful with the use of thumb drives and other removable media. These media could have malicious software pre-installed that can infect your computer, so make sure you trust the source of the removable media devices before you use them.

	Combining the use of web filtering, antivirus signature protection, proactive malware protection, firewalls, strong security policies and employee training significantly lowers the risk of infection. Keeping protection software up to date along with your operating system and applications increases the safety of your systems.

	7. Be aware of spyware and adware

	Spyware and adware, when installed will send pop-up ads, redirect to certain websites, and monitor websites that you visit. Extreme versions can track what keys are typed. Spyware can cause your computer to become slow and also leaves you susceptible to privacy theft. If you are subject to endless pop-up windows or are regularly redirected to websites other than what you type in your browser, your computer is likely infected with spyware.

	To remove spyware run an immediate full scan of your computer with anti-virus software and if necessary run a legitimate product specifically designed to remove spyware. To avoid being infected with spyware, limit cookies on your browser preferences, never click on links within pop-up windows, and be wary of free downloadable software from unreputable sources.

	8. Verify the identity of telephone information seekers

	Most offline social engineering occurs over the telephone. Information gathered through social networks and information posted on websites can be enough to create a convincing ruse to trick your employees. Ensure that you train employees to never disclose customer information, usernames, passwords or other sensitive details to incoming callers. When someone requests information, always contact the person back using a known phone number or email account to verify the identity and validity of the individual and their request.

	Securing your company’s network consists of: (1) identifying all devices and connections on the network; (2) setting boundaries between your company’s systems and others; and (3) enforcing controls to ensure that unauthorized access, misuse, or denial-of-service events can be thwarted or rapidly contained and recovered from if they do occur.

	Cyber Plan Action Items:

	1. Secure internal network and cloud services

	Your company’s network should be separated from the public Internet by strong user authentication mechanisms and policy enforcement systems such as firewalls and web filtering proxies. Additional monitoring and security solutions, such as anti-virus software and intrusion detection systems, should also be employed to identify and stop malicious code or unauthorized access attempts.

	Internal network

	After identifying the boundary points on your company’s network, each boundary should be evaluated to determine what types of security controls are necessary and how they can be best deployed. Border routers should be configured to only route traffic to and from your company’s public IP addresses, firewalls should be deployed to restrict traffic only to and from the minimum set of necessary services, and intrusion prevention systems should be configured to monitor for suspicious activity crossing your network perimeter. In order to prevent bottlenecks, all security systems you deploy to your company’s network perimeter should be capable of handling the bandwidth that your carrier provides.

	Cloud based services

	Carefully consult your terms of service with all cloud service providers to ensure that your company’s information and activities are protected with the same degree of security you would intend to provide on your own. Request security and auditing from your cloud service providers as applicable to your company’s needs and concerns. Review and understand service level agreements, or SLAs, for system restoration and reconstitution time.

	You should also inquire about additional services a cloud service can provide. These services may include backup-and-restore services and encryption services, which may be very attractive to small businesses.

	2. Develop strong password policies

	Generally speaking, two-factor authentication methods, which require two types of evidence that you are who you claim to be, are safer than using just static passwords for authentication. One common example is a personal security token that displays changing passcodes to be used in conjunction with an established password. However, two-factor systems may not always be possible or practical for your company.

	Password policies should encourage your employees to employ the strongest passwords possible without creating the need or temptation to reuse passwords or write them down. That means passwords that are random, complex and long (at least 10 characters), that are changed regularly, and that are closely guarded by those who know them.

	3. Secure and encrypt your company’s Wi-Fi

	Wireless access control

	Your company may choose to operate a Wireless Local Area Network (WLAN) for the use of customers, guests and visitors. If so, it is important that such a WLAN be kept separate from the main company network so that traffic from the public network cannot traverse the company’s internal systems at any point.

	Internal, non-public WLAN access should be restricted to specific devices and specific users to the greatest extent possible while meeting your company’s business needs. Where the internal WLAN has less stringent access controls than your company’s wired network, dual connections --where a device is able to connect to both the wireless and wired networks simultaneously -- should be prohibited by technical controls on each such capable device (e.g., BIOS-level LAN/WLAN switch settings). All users should be given unique credentials with preset expiration dates to use when accessing the internal WLAN.

	Wireless encryption

	Due to demonstrable security flaws known to exist in older forms of wireless encryption, your company’s internal WLAN should only employ Wi-Fi Protected Access 2 (WPA2) encryption.

	4. Encrypt sensitive company data

	Encryption should be employed to protect any data that your company considers sensitive, in addition to meeting applicable regulatory requirements on information safeguarding. Different encryption schemes are appropriate under different circumstances. However, applications that comply with the OpenPGP standard, such as PGP and GnuPG, provide a wide range of options for securing data on disk as well as in transit. If you choose to offer secure transactions via your company’s website, consult with your service provider about available options for an SSL certificate for your site.

	5. Regularly update all applications

	All systems and software, including networking equipment, should be updated in a timely fashion as patches and firmware upgrades become available. Use automatic updating services whenever possible, especially for security systems such as anti-malware applications, web filtering tools and intrusion prevention systems.

	6. Set safe web browsing rules

	Your company’s internal network should only be able to access those services and resources on the Internet that are essential to the business and the needs of your employees. Use the safe browsing features included with modern web browsing software and a web proxy to ensure that malicious or unauthorized sites cannot be accessed from your internal network.

	7. If remote access is enabled, make sure it is secure

	If your company needs to provide remote access to your company’s internal network over the Internet, one popular and secure option is to employ a secure Virtual Private Network (VPN) system accompanied by strong two-factor authentication, using either hardware or software tokens.

	8. Create Safe-Use Flash Drive Policy

	Ensure employees never put any unknown flash drive or USBs into their computer. As the U.S. Chamber’s Internet Security Essentials for Business 2.0 states, small businesses should set a policy so that employees know they should never open a file from a flash drive they are not familiar with and should hold down the Shift key when inserting the flash drive to block malware.

	Website security is more important than ever. Web servers, which host the data and other content available to your customers on the Internet, are often the most targeted and attacked components of a company’s network. Cyber criminals are constantly looking for improperly secured websites to attack, while many customers say website security is a top consideration when they choose to shop online. As a result, it is essential to secure servers and the network infrastructure that supports them. The consequences of a security breach are great: loss of revenues, damage to credibility, legal liability and loss of customer trust.

	The following are examples of specific security threats to web servers:

	
		Cyber criminals may exploit software bugs in the web server, underlying operating system, or active content to gain unauthorized access to the web server. Examples of unauthorized access include gaining access to files or folders that were not meant to be publicly accessible and being able to execute commands and/or install malicious software on the web server.

		Denial-of-service attacks may be directed at the web server or its supporting network infrastructure to prevent or hinder your website users from making use of its services. This can include preventing the user from accessing email, websites, online accounts or other services. The most common attack occurs when the attacker floods a network with information, so that it can’t process the user’s request.

		Sensitive information on the web server may be read or modified without authorization.

		Sensitive information on backend databases that are used to support interactive elements of a web application may be compromised through the injection of unauthorized software commands. Examples include Structured Query Language (SQL) injection, Lightweight Directory Access Protocol (LDAP) injection and cross-site scripting (XSS).

		Sensitive unencrypted information transmitted between the web server and the browser may be intercepted.

		Information on the web server may be changed for malicious purposes. Website defacement is a commonly reported example of this threat.

		Cyber criminals may gain unauthorized access to resources elsewhere in the organization’s network via a successful attack on the web server.

		Cyber criminals may also attack external entities after compromising a web server. These attacks can be launched directly (e.g., from the compromised server against an external server) or indirectly (e.g., placing malicious content on the compromised web server that attempts to exploit vulnerabilities in the web browsers of users visiting the site).

		The server may be used as a distribution point for attack tools, pornography or illegally copied software.



	Cyber Plan Action Items:

	1. Carefully plan and address the security aspects of the deployment of a public web server.

	Because it is much more difficult to address security once deployment and implementation have occurred, security should be considered from the initial planning stage. Businesses are more likely to make decisions about configuring computers appropriately and consistently when they develop and use a detailed, well-designed deployment plan. Developing such a plan will support web server administrators in making the inevitable tradeoff decisions between usability, performance and risk.

	Businesses also need to consider the human resource requirements for the deployment and continued operation of the web server and supporting infrastructure. The following points in a deployment plan:

	• Types of personnel required -- for example, system and web server administrators, webmasters, network administrators and information systems security personnel.

	
		Skills and training required by assigned personnel.

		Individual (i.e., the level of effort required of specific personnel types) and collective staffing (i.e., overall level of effort) requirements.



	2. Implement appropriate security management practices and controls when maintaining and operating a secure web server.

	Appropriate management practices are essential to operating and maintaining a secure web server. Security practices include the identification of your company’s information system assets and the development, documentation and implementation of policies, and guidelines to help ensure the confidentiality, integrity and availability of information system resources. The following practices and controls are recommended:

	
		A business-wide information system security policy.

		Server configuration and change control and management.

		Risk assessment and management.

		Standardized software configurations that satisfy the information system security policy.

		Security awareness and training.

		Contingency planning, continuity of operations and disaster recovery planning.

		Certification and accreditation.



	3. Ensure that web server operating systems meet your organization’s security requirements.

	The first step in securing a web server is securing the underlying operating system. Most commonly available web servers operate on a general-purpose operating system. Many security issues can be avoided if the operating systems underlying web servers are configured appropriately. Default hardware and software configurations are typically set by manufacturers to emphasize features, functions and ease of use at the expense of security. Because manufacturers are not aware of each organization’s security needs, each web server administrator must configure new servers to reflect their business’ security requirements and reconfigure them as those requirements change. Using security configuration guides or checklists can assist administrators in securing systems consistently and efficiently. Initially securing an operating system initially generally includes the following steps:

	
		Patch and upgrade the operating system.

		Change all default passwords

		Remove or disable unnecessary services and applications.

		Configure operating system user authentication.

		Configure resource controls.

		Install and configure additional security controls.

		Perform security testing of the operating system.



	4. Ensure the web server application meets your organization’s security requirements.

	In many respects, the secure installation and configuration of the web server application will mirror the operating system process discussed above. The overarching principle is to install the minimal amount of web server services required and eliminate any known vulnerabilities through patches or upgrades. If the installation program installs any unnecessary applications, services or scripts, they should be removed immediately after the installation process concludes. Securing the web server application generally includes the following steps:

	
		Patch and upgrade the web server application.

		Remove or disable unnecessary services, applications and sample content.

		Configure web server user authentication and access controls.

		Configure web server resource controls.

		Test the security of the web server application and web content.



	5. Ensure that only appropriate content is published on your website.

	Company websites are often one of the first places cyber criminals search for valuable information. Still, many businesses lack a web publishing process or policy that determines what type of information to publish openly, what information to publish with restricted access and what information should not be published to any publicly accessible repository. Some generally accepted examples of what should not be published or at least should be carefully examined and reviewed before being published on a public website include:

	
		Classified or proprietary business information.

		Sensitive information relating to your business’ security.

		Medical records.

		A business’ detailed physical and information security safeguards.

		Details about a business’ network and information system infrastructure -- for example, address ranges, naming conventions and access numbers.

		Information that specifies or implies physical security vulnerabilities.

		Detailed plans, maps, diagrams, aerial photographs and architectural drawings of business buildings, properties or installations.

		Any sensitive information about individuals that might be subject to federal, state or, in some instances, international privacy laws.



	6. Ensure appropriate steps are taken to protect web content from unauthorized access or modification.

	Although information available on public websites is intended to be public (assuming a credible review process and policy is in place), it is still important to ensure that information cannot be modified without authorization. Users of such information rely on its integrity even if the information is not confidential. Content on publicly accessible web servers is inherently more vulnerable than information that is inaccessible from the Internet, and this vulnerability means businesses need to protect public web content through the appropriate configuration of web server resource controls. Examples of resource control practices include:

	
		Install or enable only necessary services.

		Install web content on a dedicated hard drive or logical partition.

		Limit uploads to directories that are not readable by the web server.

		Define a single directory for all external scripts or programs executed as part of web content.

		Disable the use of hard or symbolic links.

		Define a complete web content access matrix identifying which folders and files in the web server document directory are restricted, which are accessible, and by whom.

		Disable directory listings.

		Deploy user authentication to identify approved users, digital signatures and other cryptographic mechanisms as appropriate.

		Use intrusion detection systems, intrusion prevention systems and file integrity checkers to spot intrusions and verify web content.

		Protect each backend server (i.e., database server or directory server) from command injection attacks.



	7. Use active content judiciously after balancing the benefits and risks.

	Static information resided on the servers of most early websites, typically in the form of text-based documents. Soon thereafter, interactive elements were introduced to offer new opportunities for user interaction.

	Unfortunately, these same interactive elements introduced new web-related vulnerabilities. They typically involve dynamically executing code using a large number of inputs, from web page URL parameters to hypertext transfer protocol (HTTP) content and, more recently, extensible markup language (XML) content. Different active content technologies pose different related vulnerabilities, and their risks should be weighed against their benefits. Although most websites use some form of active content generators, many also deliver some or all of their content in a static form.

	8. Use authentication and cryptographic technologies as appropriate to protect certain types of sensitive data.

	Public web servers often support technologies for identifying and authenticating users with differing privileges for accessing information. Some of these technologies are based on cryptographic functions that can provide a secure channel between a web browser client and a web server that supports encryption. Web servers may be configured to use different cryptographic algorithms, providing varying levels of security and performance.

	Without proper user authentication in place, businesses cannot selectively restrict access to specific information. All information that resides on a public web server is then accessible by anyone with access to the server. In addition, without some process to authenticate the server, users of the public web server will not be able to determine whether the server is the “authentic” web server or a counterfeit version operated by a cyber criminal.

	Even with an encrypted channel and an authentication mechanism, it is possible that attackers may attempt to access the site by brute force. Improper authentication techniques can allow attackers to gather valid usernames or potentially gain access to the website. Strong authentication mechanisms can also protect against phishing attacks, in which hackers may trick users into providing their personal credentials, and pharming, in which traffic to a legitimate website may be redirected to an illegitimate one. An appropriate level of authentication should be implemented based on the sensitivity of the web server’s users and content.

	9. Employ network infrastructure to help protect public web servers.

	The network infrastructure (e.g., firewalls, routers, intrusion detection systems) that supports the web server plays a critical security role. In most configurations, the network infrastructure will be the first line of defense between a public web server and the Internet. Network design alone, though, cannot protect a web server. The frequency, sophistication and variety of web server attacks perpetrated today support the idea that web server security must be implemented through layered and diverse protection mechanisms, an approach sometimes referred to as “defense-indepth.”

	10. Commit to an ongoing process of maintaining web server security.

	Maintaining a secure web server requires constant effort, resources and vigilance. Securely administering a web server on a daily basis is essential. Maintaining the security of a web server will usually involve the following steps:

	
		Configuring, protecting and analyzing log files.

		Backing up critical information frequently.

		Maintaining a protected authoritative copy of your organization’s web content.

		Establishing and following procedures for recovering from compromise.

		Testing and applying patches in a timely manner.

		Testing security periodically.



	Email has become a critical part of our everyday business, from internal management to direct customer support. The benefits associated with email as a primary business tool far outweigh the negatives. However, businesses must be mindful that a successful email platform starts with basic principles of email security to ensure the privacy and protection of customer and business information.

	Cyber Plan Action Items:

	1. Set up a spam email filter

	It has been well documented that spam, phishing attempts and otherwise unsolicited and unwelcome email often accounts for more than 60 percent of all email that an individual or business receives. Email is the primary method for spreading viruses and malware and it is one of the easiest to defend against. Consider using email-filtering services that your email service, hosting provider or other cloud providers offer. A local email filter application is also an important component of a solid antivirus strategy. Ensure that automatic updates are enabled on your email application, email filter and anti-virus programs. Ensure that filters are reviewed regularly so that important email and/or domains are not blocked in error.

	2. Train your employees in responsible email usage

	The last line of defense for all of your cyber risk efforts lies with the employees who use tools such as email and their responsible and appropriate use and management of the information under their control. Technology alone cannot make a business secure. Employees must be trained to identify risks associated with email use, how and when to use email appropriate to their work, and when to seek assistance of professionals. Employee awareness training is available in many forms, including printed media, videos and online training.

	Consider requiring security awareness training for all new employees and refresher courses every year. Simple efforts such as monthly newsletters, urgent bulletins when new viruses are detected, and even posters in common areas to remind your employees of key security and privacy to-do’s create a work environment that is educated in protecting your business.

	3. Protect sensitive information sent via email

	With its proliferation as a primary tool to communicate internally and externally, business email often includes sensitive information. Whether it is company information that could harm your business or regulated data such as personal health information (PHI) or personally identifiable information (PII), it is important to ensure that such information is only sent and accessed by those who are entitled to see it.

	Since email in its native form is not designed to be secure, incidents of misaddressing or other common accidental forwarding can lead to data leakage. Businesses that handle this type of information should consider whether such information should be sent via email, or at least consider using email encryption. Encryption is the process of converting data into unreadable format to prevent disclosure to unauthorized personnel. Only individuals or organizations with access to the encryption key can read the information. Other cloud services offer “Secure Web Enabled Drop Boxes” that enable secure data transfer for sensitive information, which is often a better approach to transmitting between companies or customers.

	4. Set a sensible email retention policy

	Another important consideration is the management of email that resides on company messaging systems and your users’ computers. From the cost of storage and backup to legal and regulatory requirements, companies should document how they will handle email retention and implement basic controls to help them attain those standards. Many industries have specific rules that dictate how long emails can or should be retained, but the basic rule of thumb is only as long as it supports your business efforts. Many companies implement a 60-90 day retention standard if not compelled by law to another retention period.

	To ensure compliance, companies should consider mandatory archiving at a chosen retention cycle end date and automatic permanent email removal after another set point, such as180-360 days in archives. In addition, organizations should discourage the use of personal folders on employee computers (most often configurable from the e-mail system level), as this will make it more difficult to manage company standards.

	5. Develop an email usage policy

	Policies are important for setting expectations with your employees or users, and for developing standards to ensure adherence to your published polices.

	Your policies should be easy to read, understand, define and enforce. Key areas to address include what the company email system should and should not be used for, and what data are allowed to be transmitted. Other policy areas should address retention, privacy and acceptable use.

	Depending on your business and jurisdiction, you may have a need for email monitoring. The rights of the business and the user should be documented in the policy as well. The policy should be part of your general end user-awareness training and reviewed for updates on a yearly basis.

	If your company uses mobile devices to conduct company business, such as accessing company email or sensitive data, pay close attention to mobile security and the potential threats that can expose and compromise your overall business networks. This section describes the mobile threat environment and the practices that small businesses can use to help secure devices such as smartphones, tablets and Wi-Fi enabled laptops.

	Many organizations are finding that employees are most productive when using mobile devices, and the benefits are too great to ignore. But while mobility can increase workplace productivity, allowing employees to bring their own mobile devices into the enterprise can create significant security and management challenges.

	Data loss and data breaches caused by lost or stolen phones create big challenges, as mobile devices are now used to store confidential business information and access the corporate network. According to a December 2010 Symantec mobile security survey, 68 percent of respondents ranked loss or theft as their top mobile-device security concern, while 56 percent said mobile malware is their number two concern. It is important to remember that while the individual employee may be liable for a device, the company is still liable for the data.

	Top threats targeting mobile devices

	
		Data Loss – An employee or hacker accesses sensitive information from device or network. This can be unintentional or malicious, and is considered the biggest threat to mobile devices

		Social Engineering Attacks – A cyber criminal attempts to trick users to disclose sensitive information or install malware. Methods include phishing and targeted attacks.

		Malware – Malicious software that includes traditional computer viruses, computer worms and Trojan horse programs. Specific examples include the Ikee worm, targeting iOS-based devices; and Pjapps malware that can enroll infected Android devices in a collection of hacker-controlled “zombie” devices known as a “botnet.”

		Data Integrity Threats – Attempts to corrupt or modify data in order to disrupt operations of a business for financial gain. These can also occur unintentionally.

		Resource Abuse – Attempts to misuse network, device or identity resources. Examples include sending spam from compromised devices or denial of service attacks using computing resources of compromised devices.

		Web and Network-based Attacks – Launched by malicious websites or compromised legitimate sites, these target a device’s browser and attempt to install malware or steal confidential data that flows through it.



	Cyber Plan Action Items:

	A few simple steps can to help ensure company information is protected. These include requiring all mobile devices that connect to the business network be equipped with security software and password protection; and providing general security training to make employees aware of the importance of security practices for mobile devices. More specific practices are detailed below.

	1. Use security software on all smartphones

	Security software specifically designed for smartphones can stop hackers and prevent cyber criminals from stealing your information or spying on you when you use public networks. It can detect and remove viruses and other mobile threats before they cause you problems. It can also eliminate annoying text and multimedia spam messages.

	2. Make sure all software is up to date

	Mobile devices must be treated like personal computers in that all software on the devices should be kept current, especially the security software. This will protect devices from new variants of malware and viruses that threaten your company’s critical information.

	3. Encrypt the data on mobile devices

	Business and personal information stored on mobile devices is often sensitive. Encrypting this data is another must. If a device is lost and the SIM card stolen, the thief will not be able to access the data if the proper encryption technology is loaded on the device.

	4. Have users password protect access to mobile devices

	In addition to encryption and security updates, it is important to use strong passwords to protect data stored on mobile devices. This will go a long way toward keeping a thief from accessing sensitive data if the device is lost or hacked.

	5. Urge users to be aware of their surroundings

	Whether entering passwords or viewing sensitive or confidential data, users should be cautious of who might be looking over their shoulder.

	6. Employ these strategies for email, texting and social networking

	Avoid opening unexpected text messages from unknown senders – As with email, attackers can use text messages to spread malware, phishing scams and other threats among mobile device users. The same caution should be applied to opening unsolicited text messages that users have become accustomed to with email.

	Don’t be lured in by spammers and phishers – To shield business networks from cyber criminals, small businesses should deploy appropriate email security solutions, including spam prevention, which protect a company’s reputation and manage risks.

	Click with caution – Just like on stationary PCs, social networking on mobile devices and laptops should be conducted with care and caution. Users should not open unidentified links, chat with unknown people or visit unfamiliar sites. It doesn’t take much for a user to be tricked into compromising a device and the information on it.

	7. Set reporting procedures for lost or stolen equipment

	In the case of a loss or theft, employees and management should all know what to do next. Processes to deactivate the device and protect its information from intrusion should be in place. Products are also available for the automation of such processes, allowing small businesses to breathe easier after such incidents.

	8. Ensure all devices are wiped clean prior to disposal

	Most mobile devices have a reset function that allows all data to be wiped. SIM cards should also be removed and destroyed.

	Businesses must establish formal recruitment and employment processes to control and preserve the quality of their employees. Many employers have learned the hard way that hiring someone with a criminal record, falsified credentials or undesirable background can create a legal and financial nightmare.

	Without exercising due diligence in hiring, employers run the risk of making unwise hiring choices that can lead to workplace violence, theft, embezzlement, lawsuits for negligent hiring and numerous other workplace problems.

	Cyber Plan Action Items:

	1. Develop a hiring process that properly vets candidates

	The hiring process should be a collaborative effort among different groups of your organization, including recruitment, human resources, security, legal and management teams. It is important to have a solid application, resume, interview and reference-checking process to identify potential gaps and issues that may appear in a background check.

	An online employment screening resource called the “Online Safe Hiring Certification Course” can help you set the groundwork for a safe recruitment process. The course will teach your teams what to look for in the different stages of the hiring process, how to interview and how to set up a safe hiring program to avoid hiring an employee that may be problematic. 

	2. Perform background checks and credentialing

	Background checks are essential and must be consistent. Using a background screening company is highly recommended. The standard background screening should include the following checks:

	
		Employment verification

		Education verification

		Criminal records

		Drug testing

		The U.S. Treasury Office of Foreign Affairs and Control

		Sex offender registries

		Social Security traces and validation



	Depending on the type of your business, other screening criteria may consist of credit check, civil checks and federal criminal checks. Conducting post-hire checks for all employees every two to three years, depending on your industry, is also recommended.

	If you do conduct background checks, you as an employer have obligations under the Fair Credit Reporting Act. 

	3. Take care in dealing with third parties

	Employers should properly vet partner companies through which your organization hires third-party consultants. To ensure consistent screening criteria are enforced for third-party consultants, you need to explicitly set the credentialing requirements in your service agreement. State in the agreement that the company’s credentialing requirements must be followed.

	4. Set appropriate access controls for employees

	Both client data and internal company data are considered confidential and need particular care when viewed, stored, used, transmitted or disposed. It is important to analyze the role of each employee and set data access control based upon the role. If a role does not require the employee to ever use sensitive data, the employee’s access to the data should be strictly prohibited. However, if the role requires the employee to work with sensitive data, the level of access must be analyzed thoroughly and be assigned in a controlled and tiered manner following “least-privilege” principles, which allow the employee to only access data that is necessary to perform his or her job.

	If the organization does not have a system in place to control data access, the following precautions are strongly recommended. Every employee should:

	
		Never access or view client data without a valid business reason. Access should be on a need-to-know basis.

		Never provide confidential data to anyone – client representatives, business partners or even other employees – unless you are sure of the identity and authority of that person.

		Never use client data for development, testing, training presentations or any purpose other than providing production service, client-specific testing or production diagnostics. Only properly sanitized data that cannot be traced to a client, client employee, customer or your organization’s employee should be used for such purposes.

		Always use secure transmission methods such as secure email, secure file transfer (from application to application) and encrypted electronic media (e.g., CDs, USB drives or tapes).

		Always keep confidential data (hard copy and electronic) only as long as it is needed.

		Follow a “clean desk” policy, keeping workspaces uncluttered and securing sensitive documents so that confidential information does not get into the wrong hands.

		Always use only approved document disposal services or shred all hardcopy documents containing confidential information when finished using them. Similarly, use only approved methods that fully remove all data when disposing of, sending out for repair or preparing to reuse electronic media.



	5. Provide security training for employees

	Security awareness training teaches employees to understand system vulnerabilities and threats to business operations that are present when using a computer on a business network.

	A strong IT security program must include training IT users on security policy, procedures and techniques, as well as the various management, operational and technical controls necessary and available to keep IT resources secure. In addition, IT infrastructure managers must have the skills necessary to carry out their assigned duties effectively. Failure to give attention to the area of security training puts an enterprise at great risk because security of business resources is as much a human issue as it is a technology issue.

	Technology users are the largest audience in any organization and are the single most important group of people who can help to reduce unintentional errors and IT vulnerabilities. Users may include employees, contractors, foreign or domestic guest researchers, other personnel, visitors, guests and other collaborators or associates requiring access. Users must:

	
		Understand and comply with security policies and procedures.

		Be appropriately trained in the rules of behavior for the systems and applications to which they have access.

		Work with management to meet training needs.

		Keep software and applications updated with security patches.

		Be aware of actions they can take to better protect company information. These actions include: proper password usage, data backup, proper antivirus protection, reporting any suspected incidents or violations of



	security policy, and following rules established to avoid social engineering attacks and deter the spread of spam or viruses and worms.

	A clear categorization of what is considered sensitive data versus non-sensitive data is also needed. Typically, the following data are considered sensitive information that should be handled with precaution:

	
		Government issued identification numbers (e.g., Social Security numbers, driver’s license numbers)

		Financial account information (bank account numbers, credit card numbers)

		Medical records

		Health insurance information

		Salary information

		Passwords



	The training should cover security policies for all means of access and transmission methods, including secure databases, email, file transfer, encrypted electronic media and hard copies.

	Employers should constantly emphasize the critical nature of data security. Regularly scheduled refresher training courses should be established in order to instill the data security culture of your organization. Additionally, distribute data privacy and security related news articles in your training, and send organization-wide communication on notable data privacy related news as reminders to your employees.

	6. Implement Employee Departure Checklist

	Create a security checkout checklist for employees that are no longer with your company, regardless of their reason for leaving (voluntary or involuntary). It’s recommended by the U.S. Chamber of Commerce and others that all small businesses ensure terminated employee accounts are erased on all network devices and drives immediately. This is especially true for any devices that may have been taken offsite such as laptops and smartphones.

	Protecting employees and members of the public who visit your facility is a complex and challenging responsibility. It’s also one of your company’s top priorities.

	Cyber Plan Action Items:

	1. Recognize the importance of securing your company facilities

	The physical security of a facility depends on a number of security decisions that can be identified through a comprehensive risk-management process. The objective of risk management is to identify an achievable level of protection for your company that corresponds as closely as possible to the level of risk without exceeding the risk.

	It is easy to think about physical security of your company’s facility as merely an exercise in maintaining control of access points and ensuring there is complete visibility in areas that are determined to be of high-risk – either because of the threat of easy public access or because of the value of information located nearby. However, maintaining security of your company’s facility also includes the physical environment of public spaces. For instance:

	
		Employees whose computers have access to sensitive information should not have their computer monitors oriented toward publicly accessible spaces such as reception areas, check-in desks and waiting rooms. Employees should be trained to not write out logins and passwords on small pieces of paper affixed to computer equipment viewable in public spaces.

		Easy-to-grab equipment that could contain sensitive or personally identifiable information – such as laptops, electronic tablets and cell phones – should be located away from public areas. If you have an environment where employees are working in a waiting room or reception area, train them to not leave these types of devices out on their desks unsecured.

		Consider using cable locks as an easy way to increase security for laptop computers. Most laptops feature a lock port for a cable which can be connected to the user’s desk. Be sure to store the key to the cable lock in a secure location away from the desk the computer is locked to.

		In cases that extremely sensitive information is stored on a laptop, consider adding a LoJack software system. The software runs unnoticed and allows law enforcement to locate stolen computers more easily and also allows an administrator to wipe the hard drive remotely if necessary.

		Consider implementing a badge identification system for all employees, and train employees to stop and question anyone in the operational business area without a badge or who appears to be an unescorted visitor.



	2. Minimize and safeguard printed materials with sensitive information

	Probably the most effective way to minimize the risk of losing control of sensitive information from printed materials is to minimize the amount of printed materials that contain sensitive information. Management procedures should limit how many instances and copies of printed reports memoranda and other material containing personally identifiable information exist.

	Safeguard copies of material containing sensitive information by providing employees with locking file cabinets or safes. Make it a standard operating procedure to lock up important information. Train employees to understand that simply leaving the wrong printed material on a desk, in view of the general public, can result in consequences that impact the entire company and your customers.

	3. Ensure mail security

	Your mail center can introduce a wide range of potential threats to your business. Your center’s screening and handling processes must be able to identify threats and hoaxes and eliminate or mitigate the risk they pose to facilities, employees and daily operations. Your company should ensure that mail managers understand the range of screening procedures and evaluate them in terms of your specific operational requirements.

	4. Dispose of trash securely

	Too often, sensitive information – including customers’ personally identifiable information, business financial and other data, and company system access information – is available for anyone to find in the trash. Invest in business-grade shredders and buy enough of them to make it convenient for employees. Alternatively, subscribe to a trusted shredding company that will provide locked containers for storage until documents are shredded. Develop standard procedures and employee training programs to ensure that everyone in your company is aware of what types of information need to be shredded.

	5. Dispose electronic equipment securely

	Be aware that emptying the recycle bin on your desktop or deleting documents from folders on your computer or other electronic device may not delete information forever. Those with advanced computer skills can still access your information even after you think you’ve destroyed it.

	Disposing of electronic equipment requires skilled specialists in order to ensure the security of sensitive information contained within that equipment. If outside help, such as an experienced electronic equipment recycler and data security vendor, is not available or too expensive, you should at a minimum remove computer hard drives and have them shredded. Also, be mindful of risks with other types of equipment associated with computer equipment, including CDs and thumb drives.

	6. Train your employees in facility security procedures

	A security breach of customer information or a breach of internal company information can result in a public loss of confidence in your company and can be as devastating for your business as a natural disaster. In order to address such risks, you must devote your time, attention and resources (including employee training time) to the potential vulnerabilities in your business environment and the procedures and practices that must be a standard part of each employee’s workday.

	And while formal training is important to maintaining security, the daily procedures you establish in both the normal conduct of business and in the way you model good security behaviors and practices are equally important. In short, security training should be stressed as critical and reinforced via daily procedures and leadership modeling.

	While operational security, or OPSEC, has its origins in securing information important to military operations, it has applications across the business community today.

	In a commercial context, OPSEC is the process of denying hackers access to any information about the capabilities or intentions of a business by identifying, controlling and protecting evidence of the planning and execution of activities that are essential the success of operations.

	OPSEC is a continuous process that consists of five distinct actions:

	
		Identify information that is critical to your business.

		Analyze the threat to that critical information.

		Analyze the vulnerabilities to your business that would allow a cyber criminal to access critical information.

		Assess the risk to your business if the vulnerabilities are exploited.

		Apply countermeasures to mitigate the risk factors.



	In addition to being a five-step process, OPSEC is also a mindset that all business employees should embrace. By educating oneself on OPSEC risks and methodologies, protecting sensitive information that is critical to the success of your business becomes second nature.

	This section explains the OPSEC process and provides some general guidelines that are applicable to most businesses. An understanding of the following terms is required before the process can be explained:

	
		Critical information – Specific data about your business strategies and operations that are needed by cyber criminals to hamper or harm your business from successfully operating.

		OPSEC indicators – Business operations and publicly available information that can be interpreted or pieced together by a cyber criminal to derive critical information.

		OPSEC vulnerability – A condition in which business operations provide OPSEC indicators that may be obtained and accurately evaluated by a cyber criminal to provide a basis for hampering or harming successful business operations.



	Cyber Plan Action Items:

	1. Identity of critical information

	The identification of critical information is important in that it focuses the remainder of the OPSEC process on protecting vital information rather than attempting to protect all information relevant to business operations. Given that any business has limited time, personnel and money for developing secure business practices, it is essential to focus those limited resources on protecting information that is most critical to successful business operations. Examples of critical information include, but should not be limited to, the following:

	
		Customer lists and contact information

		Contracts

		Patents and intellectual property

		Leases and deeds

		Policy manuals

		Articles of incorporation

		Corporate papers

		Laboratory notebooks

		Audio tapes

		Video tapes

		Photographs and slides

		Strategic plans and board meeting minutes



	Importantly, what is critical information for one business may not be critical for another business. Use your company’s mission as a guide for determining what data are truly vital.

	2. Analyze threats

	This action involves research and analysis to identify likely cyber criminals who may attempt to obtain critical information regarding your company’s operations. OPSEC planners in your business should answer the following critical information questions:

	
		Who might be a cyber criminal (e.g. competitors, politically motivated hackers, etc.)?

		What are the cyber criminal’s goals?

		What actions might the cyber criminal take?

		What critical information does the cyber criminal already have on your company’s operations? (i.e., what is already publicly available?)



	3. Analyze vulnerabilities

	The purpose of this action is to identify the vulnerabilities of your business in protecting critical information. It requires examining each aspect of security that seeks to protect your critical information and then comparing those indicators with the threats identified in the previous step. Common vulnerabilities for small businesses include the following:

	
		Poorly secured mobile devices that have access to critical information.

		Lack of policy on what information and networked equipment can be taken home from work or taken abroad on travel.

		Storage of critical information on personal email accounts or other non-company networks.

		Lack of policy on what business information can be posted to or accessed by social network sites.



	4. Assess risk

	This action has two components. First, OPSEC managers must analyze the vulnerabilities identified in the previous action and identify possible OPSEC measures to mitigate each one. Second, specific OPSEC measures must be selected for execution based upon a risk assessment done by your company’s senior leadership. Risk assessment requires comparing the estimated cost associated with implementing each possible OPSEC measure to the potential harmful effects on business operations resulting from the exploitation of a particular vulnerability.

	OPSEC measures may entail some cost in time, resources, personnel or interference with normal operations. If the cost to achieve OPSEC protection exceeds the cost of the harm that an intruder could inflict, then the application of the measure is inappropriate. Because the decision not to implement a particular OPSEC measure entails risks, this step requires your company’s leadership approval.

	5. Apply appropriate OPSEC measures

	In this action, your company’s leadership reviews and implements the OPSEC measures selected in the assessment of risk action. Before OPSEC measures can be selected, security objectives and critical information must be known, indicators identified and vulnerabilities assessed.

	If your business accepts payment by credit or debit cards, it is important to have security steps in place to ensure your customer information is safe. You also may have security obligations pursuant to agreements with your bank or payment services processor. These entities can help you prevent fraud. In addition, free resources and general security tips are available to learn how to keep sensitive information – beyond payment information – safe.

	Cyber Plan Action Items:

	1. Understand and catalog customer and card data you keep

	
		Make a list of the type of customer and card information you collect and keep – names, addresses, identification information, payment card numbers, magnetic stripe data, bank account details and Social Security numbers. It’s not only card numbers criminals want; they’re looking for all types of personal information, especially if it helps them commit identity fraud.

		Understand where you keep such information and how it is protected.

		Determine who has access to this data and if they need to have access.



	2. Evaluate whether you need to keep all the data you store

	
		Once you know what information you collect and store, evaluate whether you really need to keep it. Often businesses may not realize they’re logging or otherwise keeping unnecessary data until they conduct an audit. Not keeping sensitive data in storage makes it harder for criminals to steal it.

		If you’ve been using card numbers for purposes other than payment transactions, such as a customer loyalty program, ask your merchant processor if you can use alternative data instead. Tokenization, for example, is technology that masks card numbers and replaces it with an alternate number that can’t be used for fraud.



	3. Use secure tools and services

	
		The payments industry maintains lists of hardware, software and service providers who have been validated against industry security requirements.

		Small businesses that use integrated payment systems, in which the card terminal is connected to a larger computer system, can check the list of validated payment applications to make sure any software they employ has been tested.

		Have a conversation about security with your provider if the products or services you are currently using are not on the lists.



	4. Control access to payment systems

	
		Whether you use a more complicated payment system or a simple standalone terminal, make sure you carefully control access.

		Isolate payment systems from other, less secure programs, especially those connected to the Internet. For example, don’t use the same computer to process payments and surf the Internet.

		Control or limit access to payment systems to only employees who need access.

		Make sure you use a secure system for remote access or eliminate remote access if you don’t need it so that criminals cannot infiltrate your system from the Internet.



	5. Use security tools and resources

	Work with your bank or processor and ask about the anti-fraud measures, tools and services you can use to ensure criminals cannot use stolen card information at your business.

	
		For e-commerce retailers: -The CVV2 code is the three-digit number on the signature panel that can help verify that the customer has physical possession of the card and not just the account number. -Retailers can also use Address Verification Service to ensure the cardholder has provided the correct billing address associated with the account.

		- Services such as Verified by Visa prompt the cardholder to enter a personal password confirming their identity and providing an extra layer of protection.



	
		For brick and mortar retailers: -Swipe the card and get an electronic authorization for the transaction. -Check that the signature matches the card. -Ensure your payment terminal is secure and safe from tampering.



	6. Remember the security basics

	
		Use strong, unique passwords and change them frequently.

		Use up-to-date firewall and anti-virus technologies.

		Do not click on suspicious links you may receive by email or encounter online.



	Even well-implemented cyber security structures and plans may not prevent all breaches of your business’ data defenses, so be sure to have procedures in place to respond to security breaches when they occur.

	Types of breaches

	Physical breaches include real-world crimes such as burglaries and equipment theft, as well as any event when your company’s equipment is misplaced or lost in transit. Unauthorized devices may be installed on a system or network, permitting further compromises of data confidentiality and integrity. Physical breaches can also result from reselling, donating or recycling old equipment that has not been properly cleansed of potentially sensitive information.

	Network and system security breaches include events when computers become infected with malicious code, are accessed by unauthorized individuals remotely or are used by authorized individuals to perform malicious activity. This can also include breaches to network routers and firewalls, both within and outside your organization’s boundary and control.

	Data breaches, meaning the leakage or spillage of sensitive information into insecure channels, can result from any of the types of events described above. Data breaches can also occur if sensitive information is left improperly exposed by mistake.

	Cyber Plan Action Items, if Breach Occurs:

	1. Notify law enforcement if necessary

	Depending on the type of breach and type of business, your company may be required to notify local law enforcement or other government authorities upon discovery of a data breach. In the event of exposure of customer information, you should notify the customer(s) of the incident, record the data that was lost or exposed and record the measures taken to ensure against future exposure.

	2. Work cohesively across technical and leadership teams to limit the damage

	Once your company becomes aware that a breach has occurred, technical personnel and business decision makers should work together to decide on the most practical and effective containment plan. Containment plans will vary from one set of circumstances to the next, and they may quickly become intensive in terms of time and resources from both the technological and business impact perspectives. In any case, the containment of data breaches should be focused on determining the extent of the compromise and preserving the confidentiality and integrity of sensitive data that has not yet been stolen or disclosed.

	Other issues affecting the selection and execution of a containment plan include your company’s reputation-risk management strategy and the decision on whether to request outside assistance – either from local or federal law enforcement, a private consulting firm or a computer incident response organization such as US-CERT.

	3. Begin recovery effort

	After a containment plan has been established and execution has begun, get started on eradication and recovery efforts. In the case of network and system security breaches, eradication usually means removing all instances of unauthorized software from the network and disabling all access privileges associated with users who have committed malicious activity.

	Cleaning a network or system of all traces of malicious code can often entail having to completely wipe all storage media and perform a “clean install.” Therefore, recovery from such a breach may be resource intensive and require careful restoration of data from backups. Bear in mind that backups may also contain malicious code and should be carefully checked for compromise; otherwise, the security breach will be perpetuated after the recovery phase.

	Key Disaster Recovery Principles

	
		Don’t wait until it’s too late – Small businesses should not wait until after a disaster to think about what should have been done to protect their data. Not only is downtime costly from a financial perspective, but it could mean the complete demise of the business. Small businesses should map out disaster preparedness plans ahead of time, including the identification of key systems, data and other resources that are critical to running the business.

		Protect information completely – To reduce the risk of losing critical business information, small businesses must implement the appropriate security and backup solutions to archive important files, such as customer records and financial information for the long term. Natural disasters, theft and cyber attacks can all result in data and financial loss, so small businesses need to make sure important files are saved not only on an external hard drive and/or company network, but in a safe, off-site location.

		Get employees involved – Employees play a key role in helping to prevent downtime. They should be educated on computer security best practices and what to do if information is accidentally deleted or cannot easily be found in their files. Since small businesses often have limited resources, all employees should know how to retrieve the businesses’ information in times of disaster.

		Test frequently – After a disaster hits is the worst time to learn that critical files were not backed up as planned. Regular disaster recovery testing is invaluable. Test your plan anytime anything changes in your environment.

		Review your plan – If frequent testing is not feasible due to resources and bandwidth, small businesses should at least review disaster preparedness plan on a quarterly basis.

		Be prepared – It is always better and less costly to invest in adequate security up-front rather than going through a costly incident response which could result in rebuilding your entire network infrastructure.



	4. Hold a ‘lessons learned’ meeting

	Lastly, your company should always perform a “lessons learned” meeting after the recovery phase has been successfully completed to discover, document and refine the knowledge gained during the incident handling process.

	All companies should develop and maintain clear and robust policies for safeguarding critical business data and sensitive information, protecting their reputation and discouraging inappropriate behavior by employees.

	Many of these types of policies already exist for “real world” situations, but may need to be tailored to your organization and updated to reflect the increasing impact of cyberspace on everyday transactions, both professional and personal. As with any other business document, cyber security policies should follow good design and governance practices -- not so long that they become unusable, not so vague that they become meaningless, and reviewed on a regular basis to ensure that they stay pertinent as your business needs change.

	Please note that this document does not address all policy requirements for businesses that fall under legislative acts or directives, such as the Health Insurance Portability and Accountability Act, Sarbanes-Oxley Act or other federal, state or local statutes.

	Cyber Plan Action Items:

	1. Establish security roles and responsibilities

	One of the most effective and least expensive means of preventing serious cyber security incidents is to establish a policy that clearly defines the separation of roles and responsibilities with regard to systems and the information they contain. Many systems are designed to provide for strong Role-Based Access Control (RBAC), but this tool is of little use without well-defined procedures and policies to govern the assignment of roles and their associated constraints. Such policies need to clearly state, at a minimum:

	• Clearly identify company data ownership and employee roles for security oversight and their inherit privileges, including:

	
		Necessary roles, and the privileges and constraints accorded to those roles.

		The types of employees who should be allowed to assume the various roles.

		How long an employee may hold a role before access rights must be reviewed.

		If employees may hold multiple roles, the circumstances defining when to adopt one role over another.



	Depending on the types of data regularly handled by your business, it may also make sense to create separate policies governing who is responsible for certain types of data. For example, a business that handles large volumes of personally identifiable information (PII) from its customers may benefit from identifying a chief steward for customers’ privacy information. The steward could serve not only as a subject matter expert on all matters of privacy, but also to serve as the champion for process and technical improvements to PII handling.

	2. Establish an employee Internet usage policy

	The limits on employee Internet usage in the workplace vary widely from business to business. Your guidelines should allow employees the maximum degree of freedom they require to be productive (short breaks to surf the web or perform personal tasks online have been shown to increase productivity). At the same time, rules of behavior are necessary to ensure that all employees are aware of boundaries, both to keep them safe and to keep your company successful. Some to consider:

	
		Personal breaks to surf the web should be limited to a reasonable amount of time and to certain types of activities.

		If you use a web filtering system, employees should have clear knowledge of how and why their web activities will be monitored, and what types of sites are deemed unacceptable by your policy.

		Workplace rules of behavior should be clear, concise and easy to follow. Employees should feel comfortable performing both personal and professional tasks online without making judgment calls as to what may or may not be deemed appropriate. Businesses may want to include a splash warning upon network sign-on that advises the employees of the businesses’ Internet usage policies so that all employees are on notice.



	3. Establish a social media policy

	Social networking applications present a number of risks that are difficult to address using technical or procedural solutions. A strong social media policy is crucial for any business that seeks to use social networking to promote its activities and communicate with its customers. At a minimum, a social media policy should clearly include the following:

	
		Specific guidance on when to disclose company activities using social media, and what kinds of details can be discussed in a public forum.

		Additional rules of behavior for employees using personal social networking accounts to make clear what kinds of discussion topics or posts could cause risk for the company.

		Guidance on the acceptability of using a company email address to register for, or get notices from, social media sites.

		Guidance on selecting long and strong passwords for social networking accounts, since very few social media sites enforce strong authentication policies for users.



	Lastly, all users of social media need to be aware of the risks associated with social networking tools and the types of data that can be automatically disclosed online when using social media. Taking the time to educate your employees on the potential pitfalls of social media use, especially in tandem with geo-location services, may be the most beneficial social networking security practice of all.

	4. Identify potential reputation risks

	All organizations should take the time to identify potential risks to their reputation and develop a strategy to mitigate those risks via policies or other measures as available. Specific types of reputation risks include:

	
		Being impersonated online by a criminal organization (e.g., an illegitimate website spoofing your business name and copying your site design, then attempting to defraud potential customers via phishing scams or other method).

		Having sensitive company or customer information leaked to the public via the web.

		Having sensitive or inappropriate employee actions made public via the web or social media sites.



	All businesses should set a policy for managing these types of risks and plans to address such incidents if and when they occur. Such a policy should cover a regular process for identifying potential risks to the company’s reputation in cyberspace, practical measures to prevent those risks from materializing and reference plans to respond and recover from potential incidents as soon as they occur.

	Adware Any software application that displays advertising banners while the program is running. Adware often includes code that tracks a user’s personal information and passes it on to third parties without the user’s authorization or knowledge. And if you gather enough of it, adware slows down your computer significantly. Over time, performance can be so degraded that you may have trouble working productively. See also Spyware and Malware.

	Anti-Virus Software Software designed to detect and potentially eliminate viruses before they have had a chance to wreak havoc within the system. Anti-virus software can also repair or quarantine files that have already been infected by virus activity. See alsoVirus and Electronic Infections.

	Application Software that performs automated functions for a user, such as word processing, spreadsheets, graphics, presentations and databases—as opposed to operating system (OS) software.

	Attachment A file that has been added to an email—often an image or document. It could be something useful to you or something harmful to your computer. See also Virus.

	Authentication Confirming the correctness of the claimed identity of an individual user, machine, software component or any other entity.

	Authorization

	The approval, permission or empowerment for someone or something to do something.

	Backdoor

	Hidden software or hardware mechanism used to circumvent security controls.

	Backup File copies that are saved as protection against loss, damage or unavailability of the primary data. Saving methods include high-capacity tape, separate disk sub-systems or on the Internet. Off-site backup storage is ideal, sufficiently far away to reduce the risk of environmental damage such as flood, which might destroy both the primary and the backup if kept nearby.

	Bandwidth The capacity of a communication channel to pass data such as text, images, video or sound through the channel in a given amount of time. Usually expressed in bits per second.

	Blacklisting Software A form of filtering that blocks only websites specified as harmful. Parents and employers sometimes use such software to prevent children and employees from visiting certain websites. You can add and remove sites from the “not permitted” list. This method of filtering allows for more full use of the Internet, but is less efficient at preventing access to any harmful material that is not on the list. See also Whitelisting Software.

	Blended Threat A computer network attack that seeks to maximize the severity of damage and speed of contagion by combining methods—for example, using characteristics of both viruses and worms. See also Electronic Infection.

	Blog Short for “Web log,” a blog is usually defined as an online diary or journal. It is usually updated frequently and offered in a dated log format with the most recent entry at the top of the page. It often contains links to other websites along with commentary about those sites or specific subjects, such as politics, news, pop culture or computers.

	Broadband General term used to refer to high-speed network connections such as cable modem and Digital Subscriber Line (DSL). These types of “always on” Internet connections are actually more susceptible to some security threats than computers that access the Web via dial-up service.

	Browser A client software program that can retrieve and display information from servers on the World Wide Web. Often known as a “Web browser” or “Internet browser,” Examples include Microsoft’s Internet Explorer, Google’s Chrome, Apple’s Safari, and Mozilla’s Firefox.

	Brute Force Attack An exhaustive password-cracking procedure that tries all possibilities, one by one. See also Dictionary Attack and Hybrid Attack.

	Clear Desk Policy A policy that directs all personnel to clear their desks at the end of each working day, and file everything appropriately. Desks should be cleared of all documents and papers, including the contents of the “in” and “out” trays —not simply for cleanliness, but also to ensure that sensitive papers and documents are not exposed to unauthorized persons outside of working hours.

	Clear Screen Policy A policy that directs all computer users to ensure that the contents of the screen are protected from prying eyes and opportunistic breaches of confidentially. Typically, the easiest means of compliance is to use a screen saver that engages either on request or after a specified short period of time. See also Shoulder Surfing.

	Cookie A small file that is downloaded by some websites to store a packet of information on your browser. Companies and organizations use cookies to remember your login or registration identification, site preferences, pages viewed and online “shopping-cart” so that the next time you visit a site, your stored information can automatically be pulled up for you. A cookie is obviously convenient but also presents potential security issues. You can configure your browser to alert you whenever a cookie is being sent. You can refuse to accept all cookies or erase all cookies saved on your browser.

	Credit Card A card indicating the holder has been granted a line of credit. Often sought after by criminals looking for an easy way to purchase things without having to pay for them. For this reason and others, a credit card preferable to a debit card for online shopping since it provides a buffer between buyer and seller, affording more protections to the buyer in case there is a problem with the order or the card number is compromised. See also Debit Card.

	Cyberbullying Sending or posting harmful, cruel, rude or threatening messages, or slanderous information, text or images using the Internet or other digital communication devices.

	Debit Card A card linked directly to the holder’s bank account, withdrawing money from the account. Not as safe as credit cards for online shopping since if problems arise, the buyer’s money has already been spent and is harder to get back. See also Credit Card.

	Denial of Service Attack The prevention of authorized access to a system resource or the delaying of system operations and functions. Often this involves a cyber criminal generating a large volume of data requests. See also Flooding.

	Dictionary Attack A password-cracking attack that tries all of the phrases or words in a dictionary. See also Brute Force Attack and Hybrid Attack.

	Digital Certificate The electronic equivalent of an ID card that establishes your credentials when doing business or other transactions on the Web. It contains your name, a serial number, expiration dates, a copy of the certificate holder’s public key (used for encrypting messages and digital signatures) and the digital signature of the certificate-issuing authority so that a recipient can verify that the certificate is real.

	Domain Hijacking An attack in which an attacker takes over a domain by first blocking access to the domain’s DNS server and then putting his own server up in its place.

	Domain Name System (DNS) The DNS is the way that Internet domain names are located. A website’s domain name is easier to remember than its IP (Internet Protocol) address.

	Dumpster Diving Recovering files, letters, memos, photographs, IDs, passwords, checks, account statements, credit card offers and more from garbage cans and recycling bins. This information can then be used to commit identity theft.

	Electronic Infections Often called “viruses,” these malicious programs and codes harm your computer and compromise your privacy. In addition to the traditional viruses, other common types include worms and Trojan horses. They sometimes work in tandem to do maximum damage. See also Blended Threat.

	Encryption A data security technique used to protect information from unauthorized inspection or alteration. Information is encoded so that it appears as a meaningless string of letters and symbols during delivery or transmission. Upon receipt, the information is decoded using an encryption key.

	End User License Agreement (EULA) A contract between you and your software’s vendor or developer. Many times, the EULA is presented as a dialog box that appears the first time you open the software and forces you to check “I accept” before you can proceed. Before accepting, though, read through it and make sure you understand and are comfortable with the terms of the agreement. If the software’s EULA is hard to understand or you can’t find it, beware!

	Evil Twins A fake wireless Internet hot spot that looks like a legitimate service. When victims connect to the wireless network, a hacker can launch a spying attack on their transactions on the Internet, or just ask for credit card information in the standard pay-for-access deal.

	File-Sharing Programs Sometimes called peer-to-peer (P2P) programs, these allow many different users to access the same file at the same time. These programs are often used to illegally upload and download music and other software. Examples include Napster, Grokster, Kazaa, iMesh, Ares and Limewire.

	Firewall A hardware or software link in a network that inspects all data packets coming and going from a computer, permitting only those that are authorized to reach the other side.

	Flooding An attack that attempts to cause a failure in the security of a computer by providing more input, such as a large volume of data requests, than it can properly process. See also Denial of Service Attack.

	Grooming Using the Internet to manipulate and gain trust of a minor as a first step towards the future sexual abuse, production or exposure of that minor. Sometimes involves developing the child’s sexual awareness and may take days, weeks, months or in some cases years to manipulate the minor.

	Hacker

	An individual who attempts to break into a computer without authorization.

	HTTPS When used in the first part of a URL (e.g., http://), this term specifies the use of hypertext transfer protocol (HTTP) enhanced by a security mechanism such as Secure Socket Layer (SSL). Always look for the HTTPS on the checkout or order form page when shopping online or when logging into a site and providing your username and password.

	Hybrid Attack Builds on other password-cracking attacks by adding numerals and symbols to dictionary words. See also Dictionary Attack and Brute Force Attack.

	Instant Messaging (IM) A service that allows people to send and get messages almost instantly. To send messages using instant messaging you need to download an instant messaging program and know the instant messaging address of another person who uses the same IM program. See also Spim.

	IP (Internet Protocol) Address A computer’s inter-network address, written as a series of four 8-bit numbers separated by periods, such as 123.45.678.990. Every website has an IP Address, although finding a website is considerably easier to do when using its domain name instead.

	Internet Service Provider (ISP)

	A company that provides internet access to customers.

	Keystroke Logger A specific type of electronic infection that records victims’ keystrokes and sends them to an attacker. This can be done with either hardware or software. See also Trojan Horse.

	Malware A generic term for a number of different types of malicious code. See also Adware and Spyware.

	Man-In-the-Middle Attack Posing as an online bank or merchant, a cyber criminal allows a victim to sign in over a Secure Sockets Layer (SSL) connection. The attacker then logs onto the real server using the client’s information and steals credit card numbers.

	Monitoring Software Software products that allow parents to monitor or track the websites or email messages that a child visits or reads. See also Blacklisting Software and Whitelisting Software.

	Network Two or more computer systems that are grouped together to share information, software and hardware.

	Operating System (OS) Programs that manage all the basic functions and programs on a computer, such as allocating system resources, providing access and security controls, maintaining file systems and managing communications between end users and hardware devices. Examples include Microsoft’s Windows, Apple’s Macintosh and Red Hat’s Linux.

	Password A secret sequence of characters that is used as a means of authentication to confirm your identity in a computer program or online.

	Password Cracking Password cracking is the process of attempting to guess passwords, given the password file information. See also Brute Force Attacks, Dictionary Attacks and Hybrid Attacks.

	Password Sniffing

	Passive wiretapping, usually on a local area network, to gain knowledge of passwords.

	Patch A patch is a small security update released by a software manufacturer to fix bugs in existing programs. Your computer’s software programs and/or operating system may be configured to check automatically for patches, or you may need to periodically visit the manufacturers’ websites to see if there have been any updates.

	Peer-to-Peer (P2P) Programs See File-Sharing Programs.

	Phishing Soliciting private information from customers or members of a business, bank or other organization in an attempt to fool them into divulging confidential personal and financial information. People are lured into sharing user names, passwords, account information or credit card numbers, usually by an official-looking message in an email or a pop-up advertisement that urges them to act immediately, usually by clicking on a link provided. See also Vishing.

	Pharming Redirecting visitors from a real website to a bogus one. A user enters what is believed to be a valid Web address and is unknowingly redirected to an illegitimate site that steals the user's personal information. On the spoofed site, criminals may mimic real transactions and harvest private information unknowingly shared by users. With this, the attacker can then access the real website and conduct transactions using the credentials of a valid user.

	Router A hardware device that connects two or more networks and routes incoming data packets to the appropriate network. Many Internet Service Providers (ISPs) provide these devices to their customers, and they often contain firewall protections.

	Script A file containing active content -- for example, commands or instructions to be executed by the computer.

	Shoulder Surfing Looking over a person’s shoulder to get confidential information. It is an effective way to get information in crowded places because it’s relatively easy to stand next to someone and watch as they fill out a form, enter a PIN number at an ATM machine or type a password. Can also be done long-distance with the aid of binoculars or other vision-enhancing devices. To combat it, experts recommend that you shield paperwork or your keypad from view by using your body or cupping your hand. Also, be sure you password-protect your computer screen when you must leave it unattended, and clear your desk at the end of the day. See also Clear Desk Policy and Clear Screen Policy.

	Skimming A high-tech method by which thieves capture your personal or account information from your credit card, driver’s license or even passport using an electronic device called a “skimmer.” Such devices can be purchased online for under $50. Your card is swiped through the skimmer and the information contained in the magnetic strip on the card is then read into and stored on the device or an attached computer. Skimming is predominantly a tactic used to perpetuate credit card fraud, but is also gaining in popularity amongst identity thieves.

	Social Engineering A euphemism for non-technical or low-technology means—such as lies, impersonation, tricks, bribes, blackmail and threats—used to attack information systems. Sometimes telemarketers or unethical employees employ such tactics.

	Social Networking Websites Sites specifically focused on the building and verifying of social networks for whatever purpose. Many social networking services are also blog hosting services. There are more than 300 known social networking websites, including Facebook, MySpace, Friendster, Xanga and Blogspot. Such sites enable users to create online profiles and post pictures and share personal data such as their contact information, hobbies, activities and interests. The sites facilitate connecting with other users with similar interests, activities and locations. Sites vary in who may view a user’s profile—some have settings which may be changed so that profiles can be viewed only by “friends.” See also Blogs.

	Spam Unwanted, unsolicited email from someone you don’t know. Often sent in an attempt to sell you something or get you to reveal personal information.

	Spim Unwanted, unsolicited instant messages from someone you don’t know. Often sent in an attempt to sell you something or get you to reveal personal information.

	Spoofing Masquerading so that a trusted IP address is used instead of the true IP address. A technique used by hackers as a means of gaining access to a computer system.

	Spyware Software that uses your Internet connection to send personally identifiable information about you to a collecting device on the Internet. It is often packaged with software that you download voluntarily, so that even if you remove the downloaded program later, the spyware may remain. See also Adware and Malware.

	SSL (Secure Socket Layer) An encryption system that protects the privacy of data exchanged by a website and the individual user. Used by websites whose URLs begin with https instead of http.

	Trojan Horse A computer program that appears to be beneficial or innocuous, but also has a hidden and potentially malicious function that evades security mechanisms. A “keystroke logger,” which records victims’ keystrokes and sends them to an attacker, or remote-controlled “zombie computers” are examples of the damage that can be done by Trojan horses. See also Electronic Infection.

	URL Abbreviation for “Uniform (or Universal) Resource Locator.” A way of specifying the location of publicly available information on the Internet. Also known as a Web address.

	URL Obfuscation Taking advantage of human error, some scammers use phishing emails to guide recipients to fraudulent sites with names very similar to established sites. They use a slight misspelling or other subtle difference in the URL, such as “monneybank.com” instead of “moneybank.com” to redirect users to share their personal information unknowingly.

	Virus A hidden, self-replicating section of computer software, usually malicious logic, that propagates by infecting—i.e., inserting a copy of itself into and becoming part of -- another program. A virus cannot run by itself; it requires that its host program be run to make the virus active. Often sent through email attachments. Also see Electronic Infection and Blended Threat.

	Vishing Soliciting private information from customers or members of a business, bank or other organization in an attempt to fool them into divulging confidential personal and financial information. People are lured into sharing user names, passwords, account information or credit card numbers, usually by an official-looking message in an email or a pop-up advertisement that urges them to act immediately—but in a vishing scam, they are urged to call the phone number provided rather than clicking on a link. See alsoPhishing.

	Vulnerability A flaw that allows someone to operate a computer system with authorization levels in excess of that which the system owner specifically granted.

	Whitelisting Software A form of filtering that only allows connections to a pre-approved list of sites that are considered useful and appropriate for children. Parents sometimes use such software to prevent children from visiting all but certain websites. You can add and remove sites from the “permitted” list. This method is extremely safe, but allows for only extremely limited use of the Internet.

	Worm Originally an acronym for “Write once, read many times,” a type of electronic infection that can run independently, can propagate a complete working version of itself onto other hosts on a network, and may consume computer resources destructively. Once this malicious software is on a computer, it scans the network for another machine with a specific security vulnerability. When it finds one, it exploits the weakness to copy itself to the new machine, and then the worm starts replicating from there, as well. See also Electronic Infection and Blended Threat.

	Zombie Computer A remote-access Trojan horse installs hidden code that allows your computer to be controlled remotely. Digital thieves then use robot networks of thousands of zombie computers to carry out attacks on other people and cover up their tracks. Authorities have a harder time tracing criminals when they go through zombie computers.
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	Protect Your Workplace

	 

	 

	
Cybersecurity Guidance

	Employees

	•Make your passwords complex. Use a combination of numbers,symbols, and letters (uppercase and lowercase).•Change your passwords regularly (every 45 to 90 days).•Do NOT give any of your usernames, passwords, or other computer/website access codes to anyone.•Do NOT open emails, links, or attachments from strangers.•Do NOT install or connect any personal softwareor hardware to your organization’s networkwithout permission from your IT department.•Make electronic and physical back-ups or copiesof all your important work.•Report all suspicious or unusual problems with yourcomputer to your IT department.

	Leadership & IT Professionals

	•Implement Defense-in-Depth: a layered defense strategy includes technical,organizational, and operational controls.•Establish clear policies and procedures for employee use of your organization’s information technologies.•Implement Technical Defenses: firewalls, intrusion detection systems, and Internet content filtering.•Update your system’s anti-virus software daily.•Regularly download vendor security "patches" for all of your software.•Change the manufacturer's default passwords on all of your software.•Monitor, log, analyze, and report successful and attempted intrusions to your systems and networks.

	
Protect Your Workplace

	Monitor and control who is entering your workplace: current employees, former employees, commercial delivery, and service personnel. Check for identification and ask individuals to identify the purpose of their visit to your workplace. Report broken doors, windows, and locks to your organization’s or building’s security personnel as soon as possible. Back up or copy sensitive and critical information and databases. Store, lock, and inventory your organization’s keys, access cards, uniforms, badges, and vehicles. Monitor and reportsuspicious activity in or near your facility’s entry/exit points, loading docks, parking areas, garages, and immediate vicinity. Report suspicious packages to your local police. DO NOT OPEN or TOUCH! Shred or destroy all documents that contain sensitive personal or organizational information that is no longer needed. Keep an inventory of your most critical equipment, hardware, and software. Store and lock your personal items such as wallets, purses, and identification when not in use.

	Call your local police department to report a suspicious person, vehicle, or activity in or near your workplace ( _ _ _) _ _ _ - _ _ _ _ or  Call 911 if there is an emergency or Report Suspicious Cyber Incidents

	
System Failure or Disruption

	Has your system or website’s availability been disrupted? Are your employees, customers, suppliers, or partners unable to access your system or website? Has your service been denied to its users?

	
Suspicious Questioning 

	Are you aware of anyone attempting to gain information in person, by phone, mail, email, etc., regarding the configuration and/or cybersecurity posture of your website, network, software, or hardware?

	
Unauthorized Access

	Are you aware of anyone attempting (either failed or successful) to gain unauthorized access to your system or data?

	
Unauthorized Changes or Additions

	Has anyone made unauthorized changes or additions to your system's hardware, firmware, or software characteristics without your IT department’s knowledge, instruction, or consent?

	
Suspicious Email

	Are you aware of anyone in your organization receiving suspicious emails that include unsolicited attachments and/or requests for sensitive personal or organizational information?

	
Unauthorized Use

	Are unauthorized parties using your system for the processing or storage of data? Are former employees, customers, suppliers, or partners still using your system?

	We encourage you to report any activities that you feel meet these criteria. Note that our policy is to keep any information specific to your site and system confidential unless we receive your permission to release that information. 

	
Report Suspicious Behavior and Activity

	Surveillance

	Are you aware of anyone recording or monitoring activities, taking notes, using cameras, maps, binoculars, etc., near a key facility?

	
Deploying Assets

	Have you observed abandoned vehicles, stockpiling of suspicious materials, or persons being deployed near a key facility?

	
Suspicious Persons

	Are you aware of anyone who does not appear to belong in the workplace, neighborhood, business establishment, or near a key facility?

	
Suspicious Questioning

	Are you aware of anyone attempting to gain information in person, by phone, mail, email, etc., regarding a key facility or its personnel?

	
Tests of Security

	Are you aware of any attempts to penetrate or test physical security or procedures at a key facility?

	
Acquiring Supplies

	Are you aware of anyone attempting to improperly acquire explosives, weapons, ammunitions, dangerous chemicals, uniforms, badges, flight manuals, access cards, or identification to a key facility? Are you aware of anyone attempting to legally obtain items under suspicious circumstances that could be used in a terrorist act?

	
Dry Runs

	Have you observed any suspicious behavior that appears to be preparation for terrorist activity, such as mapping out routes, playing out scenarios with other people, monitoring key facilities, timing traffic lights and traffic flow, or other suspicious activities?

	Call 911 if there is an emergency or immediate threat. Submit information electronically at: https://tips.fbi.gov Call the nearest Joint Terrorism Task Force (JTTF) to report suspicious activity or behavior. 

	
Spread the Word & Get Involved

	Americans, including employees here, regularly use the Internet to communicate with colleagues, share vital information, and conduct business. Yet our collective cybersecurity is threatened on a daily basis by online criminals who wish to do us harm. As we move further into the Information Age, we must recognize our shared responsibility to make cyberspace a more secure environment for ourselves and future generations. There are things you can do right now to protect Americans from online risks by becoming a cybersecurity advocate in your home, office, and community:

	
		Lead or host a cybersecurity awareness activity in your places of work, school, recreation, or worship

		Discuss the importance of cybersecurity internally with yourcolleagues and externally to your organization’s stakeholders–aswell as with your friends, families, and members of your communities.

		Get schools and community organizations involved and informed on cybersecurity.

		Blog or post about cybe rsecurity issues and tips.
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	In their ongoing quest for improved operational efficiency, organizations have come to rely on the ability to collect, access, and process large volumes of electronic data (aggregated data). This reliance has evolved with the development of sophisticated database software and the growing availability of hardware with storage capacity measured in terabytes. By possessing such large volumes of data, however, organizations assume certain risks and responsibilities: 

	 

	• Large data stores are valuable informational assets that have become targets for cyber criminals. 

	• Electronic data can be easily copied, modified, and distributed, making the total retrieval or destruction of compromised or stolen data assets impossible to confirm. 

	• Owners and custodians of large data stores assume responsibility for maintaining the privacy and integrity of the information under their control. 

	Theft or compromise of customer, partner, or other data held by an organization has a number of short and longterm consequences. The dollar value of these consequences can exceed that of the data itself. These consequences include

	• interference with an organization’s daytoday operations 

	• interference with an organization’s ability to fulfill customer and partner transactions 

	• erosion of trust relationships between the organization and its customers and/or partners 

	• violation of federal and/or state laws governing the protection of aggregated data

	• exposure to civil litigation claims 

	 

	By applying sound management principles and good security practices, organizations can mitigate these risks and better protect the aggregated data under their control. Organizations must understand the nature and disposition of the data, determine its value, and calculate acceptable risk. Their data management and security strategies must make leaders accountable for effective oversight of data security, heighten data security awareness, ensure legal compliance, and require regular data security audits and the development and execution of incident management plans. Leaders and the strategies they develop should also address sound security architecture and design, physical security management, the management of partner processes and activities that affect data security, vulnerability management, and business continuity. By working to ensure the security of the aggregated data in their charge, organizations can not only avoid the negative consequences associated with a data security breach, but strengthen their relationships with customers and partners and enhance their reputations in the community at large.

	 

	Purpose and Scope

	The purpose of this paper is to discuss the security issues, business impacts, and potential strategies of U.S. industry, government, and academic organizations that create and maintain large aggregations of data, such as digital repositories, databases, data warehouses, and aggregated information systems. The paper first examines characteristics of data and information with respect to how they create security management challenges when information is compiled and aggregated. The paper highlights consequences, negative impacts and ramifications to organizations, partners, and users due to data compromise including manipulations, disruptions, disclosures, thefts, and loss. Finally, the paper discusses effective security management approaches and strategies to address the issues and to mitigate risks.

	 

	Background

	Organizations and information security staff are facing an increasing number of attacks against mass stores of their customer, private, and sensitive information. All of us have read the headlines identifying corporations, universities, and government agencies that have lost control of their database records to attackers. The growing list of attackers and methods of attack against such data stores is real and has the potential to negatively impact business, government, academia, consumers, and the citizenry. 

	 

	At the center of the attacks are the common databases, repositories, and data warehouses required to conduct operations in the public and private sectors. Because of the decreasing cost in storage devices and the increasing desire for business intelligence and analytics, enormous volumes of electronic information are being aggregated and, consequently, placed at risk. For instance, two years ago, informationtechnologyoriented media outlets were writing articles describing only a handful of the largest commercial databases pushing 75 terabytes in size]. Today, similar articles talk of these sizes as commonplace, where the typical organization’s database ranges between hundreds of gigabytes to tens of terabytes. How big is this? Consider that 1 terabyte of electronic data is equivalent to 50,000 trees worth of printed paper.

	 

	The term data aggregation refers to the trend toward amassing, preserving, and using large volumes of electronic information. Organizations engaged in data aggregation may do so for any number of reasons, including archiving, analysis, and operations. Aggregated data also includes the metadata needed to index, flag, define, or access the information, as well as the content itself. 

	 

	The volumes of this type of data are most often amassed into an electronic repository without regard to their logical or physical structure, and are generally free from organizational compartmentalization that results from the physical and operational requirements of the people who interact with them. Aggregated data is most often found and described by the technology that houses it, such as a database, data repository, storage array, file system, or data warehouse. 

	The risks posed to aggregated data are numerous and derive from both external and internal threats, such as natural disasters, failures of internal controls, sabotage, and attacks. This paper is concerned with aggregated data security as it pertains to losses due to attackers that are external to the organization that is responsible for managing the aggregated data. The following scenario describes this problem: 

	 

	A database containing 100,000 records for current and past students at a large university in the northeast was attacked by unknown parties on the Internet. The compromised data contained admissions, health, academic transcript, disciplinary action, residency, housing, student employment, and emergency contact information. The school’s response was to warn current students and alumni of the risks posed to them by their information being possibly copied and stolen. They claimed the potential for misuse of some or all of their information could include identity theft and financial fraud. They instructed the victims to keep a watchful eye on their credit reports. The university stated that they were investigating the incident in an attempt to prevent this type of problem in the future. 

	 

	If we hold it to be true that “information is the lifeblood of an organization” we must also recognize the significance of our information resources, such as volumes of aggregated data. This significance is amplified by the desire of attackers to exploit these resources for their gain and our need to routinely transfer, store, and process these resources  to conduct business, government affairs, etc. Customers, users, and stakeholders demand increasingly more privacy and protection for the information they provide to organizations in return for products and services. They place confidence in organizations to perform effective enterprise security management and understand the risks not only to an organization’s sensitive data but to a customer’s private information. They expect these risks to be managed regardless of where the information is stored, transmitted, or processed, be it internal to the organization or through partnerships. This customer focus is sometimes lost in the mass of multiterabyte databases of aggregated data.

	 

	Understanding the Problem

	When archivists look to preserve information, they understand that the media serves the content, not viceversa. Hence, the content drives the retention standard and policy, not the storage media, be it paper, microfiche, or tape. Similarly, in information security it is the content that drives the security requirements and information systems that serve to fulfill these requirements. In organizations’ attempts to secure information (the content), they need to consider that the systems where the information resides are a target of attacks and thus a key concern for information protection activities. 

	 

	In large database systems, the content is a compilation of aggregated data. As much as databases lend themselves to supporting organizational processes, they also make clear targets for attacks: onestop shopping locations for information thieves. The problems associated with databases are not the structure of information; they lie more with the characteristics of electronic information, especially aggregated data. Problems also stem from aggregating data in one or a few logical locations and the potential for loss of control, in use, and ownership. This section briefly explores some of these problems and issues.

	 

	Replication and Persistence

	When left unprotected, aggregated data can be easily replicated, shared, altered, and destroyed. When a physical object is created, such as a car, it exists until it is completely consumed or becomes obsolete. In either case, the final disposition is that the object is destroyed and ceases to exist. 

	 

	This same characteristic should apply to volumes of aggregated data. The exception is the ease with which information can be replicated at any point during its lifetime. This creates a potential situation where information cannot be disposed of easily due to the proliferation of copies. Worse yet, aggregated data, in electronic form, can exist past the point of obsolescence, persisting in perpetuity.

	 

	Ownership

	Another set of characteristics describe ownership and custodianship of aggregated data. Continuing the analogy with a physical object, the identification of who owns and operates a car is usually bounded and well understood. We know two things: first that a car has a title, its ownership is documented, and there is a defined process for transferring ownership. Second, mechanics who service the car maintain it, but do not own it. In contrast, aggregated data rarely has a well defined title of ownership. 

	 

	Aggregated data is constantly changing in both ownership and custodianship because of the ease with which electronic information is shared, transferred, and replicated. For example, each time a piece of information is used in conjunction with other information, it is likely that the owner and custodian are different. Here, owners are the proprietors of an organizational process using aggregated data while custodians are the users and administrators of the technology used to access the aggregated data.

	 

	Transformation

	Aggregated data undergoes a constant transformation. Information by definition is “the communication or reception of knowledge or intelligence [Webster 05].” For our purposes, data is processed, analyzed, and aggregated to produce information. The transformation of data into information occurs because organizations use raw data in the aggregate and within a given context, yielding information and intelligence. 

	 

	The continual cycle of moving sets of data through a process that creates information  presents challenges for determining clear ownership of aggregated data and the information from which it derives. Data from different sources is often combined to create new information. This is an important problem for intangible assets like aggregated data, as a clear boundary for the asset and its ownership is required before its value can be determined. Value is key to determining the level of investment for protection strategies.

	 

	Valuation

	Valuing information of any type has proven to be difficult for most organizations. Information assets are not often carried on the books as capital assets, so determining a monetary value is not straightforward. Often, the value of an information asset is found in the process it supports and not in the information itself. The value of the aggregated data to an organization can only be determined if the person or persons responsible for the organizational process it supports understand and agree on exactly what is being valued. 

	 

	Aggregated data often has many owners, users, and custodians. This creates situations where the exact value (or even an approximate, relative value) of the aggregated data is difficult to calculate. Determining the value is an attempt to capture how important the aggregated data is to the organization. Data value derives primarily from its use, but organizations need to also consider the impact of its loss or unavailability. Valuing aggregated data, taking into account its unique characteristics, is critical for determining the risks, the impacts, and thus the necessary investments in protection strategies and security actions to adequately protect such data.

	 

	Understanding the Risks and Impacts

	Consider what it costs you if 

	• customer data is compromised and it makes the headlines 

	• your brand and reputation are negatively affected by a datarelated security breach, resulting in a loss of customer confidence and loyalty 

	• sensitive intellectual property (such as government or trade secrets and new product information) is stolen by a competitor or made public 

	• your organization is found to be noncompliant with privacy and data

	protection/reporting regulations (international, national, state, local)

	• your network goes down because of a data compromise 

	• you can’t detect a data compromise

	 

	The risks associated with managing aggregated and sensitive data in electronic form and with network access are many. Organizations often find themselves in the position of custodian for critical sensitive information belonging to others who trust the organization to handle this information responsibly. Reciprocally, owners assign responsibility for protection to custodians; this demands that owners communicate security requirements explicitly and ensure custodians meet the established requirements.

	 

	Determining the range of actions an organization needs to take to reduce aggregated data security risk to an adequate or acceptable level depends on what an organization needs to protect and what it needs to prevent. Consider the following questions: 

	 

	• What responsibility do we have for protecting the information in our computer systems, particularly information that belongs to others? What needs to be protected? Why does it need to be protected? What happens if it is not protected?

	• What are our worstcase scenarios for security compromise? Most likely scenarios? What potential adverse conditions and consequences need to be prevented? At what cost?

	• How much disruption can we stand before we take action?

	• How do we determine and effectively manage residual risk (the risk remaining after mitigation actions are taken)?

	The answers to these questions can help organizations determine how much to invest, where to invest, and how fast to invest in data protection. They serve as one means to identify security risks to aggregated data and quantify the degree of risk exposure. In the absence of answers to these questions (and a process for periodically reviewing and updating them), an organization may find it difficult to define and deploy an effective aggregated data security strategy and thus unable to effectively sustain an adequate level of protection.

	 

	Value Placed at Risk

	Organizational ‘assets’ that can be negatively affected if aggregated data security is inadequate, performed poorly, or compromised include

	• trust 

	• customer and partner identity and privacy 

	• the ability to offer and fulfill customer transactions 

	• the ability to meet compliance, legal, and regulatory requirements 

	Organizations can experience an immediate impact in the short term as a result of a compromise of aggregated data security, and impacts can be realized in the longer term. Aspects of each asset and impacts to them are described in the following sections.

	 

	Shortterm Impacts

	Ability to Offer and Fulfill Customer Transactions

	The Internet has equalized access to information and aggregated data world wide. Risks and opportunities increasingly derive from who you are connected to and who is connected to you, rather than from where you are physically located. Because of the ready and direct access customers have to those with whom they wish to transact business, and the ease with which they can change these choices for any reason, customers drive today’s marketplace. 

	 

	An organization’s ability (or inability) to competently offer and fulfill customer transactions is most visible to the customer. This includes a customer’s profile, preferences, and historical buying habits, often stored in aggregated databases. In the case of commercial business, making items of interest easy to find, with accurate and competitive pricing, with immediate order confirmation, and with timely delivery contribute to the growth of Internetbased business. Online banking provides a good example of how aggregated data security enables customer transactions.  Bank customers are typically assured of identity and privacy protection with respect to their personal information, transaction histories, and a secure flow of funds via an Internet connection. Imagine how this changes if the customer’s data is compromised and this is publicly reported. Imagine what the impact would be if the entire roster of customers were negatively affected by a security breach of the bank’s volume of aggregated customer account data. 

	 

	The ability to lower transaction costs (discovery, negotiation, arbitrage, settlement, and adjudication) depends on electronically accessible and aggregated data. The Internet and the electronic commerce it enables have lowered transaction costs compared with predecessor technologies. However, the nature of electronic communication is that it is locationindependent, essentially instantaneous, and—unless modified—anonymous [Geer 04]. These qualities introduce new risks to aggregated data that must be taken into account by organizations owning and serving as custodians for such data.

	 

	Customer and Partner Identity and Privacy

	Concerns about the risks associated with personal privacy and identity are growing. Violations of these type and their costs, legal consequences, and effects on reputation are regularly reported in the media. A typical example states, “The Federal Trade Commission estimates that approximately 3,000,000 Americans were the victims of identify theft in 2002. A business that obtains consumers’ personal information has a legal duty to ensure that the use and handling of that data complies in all respects with representations made about the company’s informationsecurity and privacy practices” [Braun 04]. Disclosure of personal information entrusted to an organization can have a profound impact on that organization’s reputation. 

	 

	As identity theft and related violations of privacy become more prevalent, public backlash from both customers and legislators could be significant. Increasingly, customers and organizational partners expect a certain standard of aggregated data security practice from any competent organization. This expected standard is likely to continue to escalate. However, reputation need not be considered solely in negative terms. Leaders should also ask, “How much is it worth for us to be seen by our customers and partners to be actively concerned with safeguarding their information?” Proactive approaches to security can enhance an organization’s reputation as a trusted partner.

	 

	International privacy regulations, such as those in the European Union (EU), Japan, and Australia, are more stringent than their U.S. counterparts, so approaches to comply with such regulations must be developed with proper appreciation of country or regional requirements. Given greater customer privacy concerns, data protection authorities in several countries are most concerned with protecting healthcare, pharmaceutical, and financial services data.

	 

	U.S. or multinational organizations should be especially wary of how they treat EU employee data and how they monitor EU employees’ electronic activities. EU employee tribunals are common, and EU employees frequently take their employers to court.

	Increasingly, organizations are finding that a global approach to privacy can meet the majority of national or regional privacy requirements, providing some opportunity for cost containment through standardization. 

	 

	Almost all organizations collect, process, store, disseminate, and transfer customer information in some form, most likely digital. Protecting such information and preventing actions that can cause unintended disclosure and use are increasingly required to meet legal requirements and preserve customer trust.

	Longterm Impacts

	Trust

	Achieving and preserving trust are among the most essential outcomes of protected aggregated data. Trust is an element of protecting customers and their information, protecting market share, sustaining market and customer confidence, preserving reputation, and enhancing an organization’s brand and image. Trust is hard to build and easy to lose in the face of a public breach of security or customer privacy. Just consider companies enjoying headline attention as their customer databases are compromised, raising widespread concerns about identity theft. Some are finding that regaining trust once it is lost may not be possible. 

	 

	An increasing number of organizations understand the inextricable link between trust and securing aggregated data in today’s globally connected environment. One CISO states “Security is a necessary consideration in everything that we do. We need to protect customers and employees. We are the custodian for a lot of information that belongs to other people.”

	 

	Compliance and Legal Liability

	Failure to protect stakeholder interests with respect to certain categories of information or failure to prevent unauthorized access to personal information may have serious legal consequences. A comprehensive approach to protecting aggregated data can help an organization maintain compliance with new and expanding laws and regulations and avoid legal liability related to statutory or common law. 

	 

	Rather than focusing on a framework for cyber or information security, current U.S. federal legislation and related regulatory programs have focused on an interest in either of the following:

	 

	• protecting the privacy of individually identifiable information held on private computer systems 

	• improving privatesector oversight of financial reporting

	Three current U.S. laws need to be considered when addressing responsibilities to protect aggregated data: 

	• the U.S. GrammLeachBliley Act of 1999 (protecting personal information for financialinstitution customers)

	• the U.S. Health Insurance Portability and Accountability Act of 1996 (protecting personally identifiable health information held by certain entities)

	• the U.S. SarbanesOxley Act of 2002 (mandating expanded publiccompany financialcontrol audits, including information security)

	 

	These laws have all provided regulatory incentives for seniorlevel managers and oversight agencies (such as boards of directors and trustees) to pay closer attention to information security, including the protection of customer privacy and identity. A similar security effect derives from both state and international law. The California Database Protection Act (CA SB 1386 (notification of personal securityinformation breaches) and European Union (EU) Directives on data protection and privacy and electronic communications are affecting multistate and multinational organizations [CRS 05]. Consideration for extending aspects of the California law to all U.S. states is in progress. 

	 

	Compliance issues related to legislative and regulatory programs and the criminal and civil liabilities that can arise from their violation are only one part of the legalliability exposure. There remains the significant liability that can result from national/federal and state court litigation claims based on a breach of contract, tort, or property rights. Civil litigation provides an effective platform for the promotion of individual privacy and identity protection. Such litigation might drive the adoption of standards governing security controls on aggregated data.

	 

	Security Management for Large Volumes of Aggregated Data

	Understand the Information

	The first step in protecting anything is to understand it. For aggregated data, this entails understanding what information exists, where it exists, and in what form. Determining an adequate level of protection also requires knowing the security requirements, owners and custodians, and potential risks and impacts. Once the basic information is known about large volumes of aggregated data, the data can be broken into smaller units and profiled.

	Profiling, or the process of describing, categorizing, and bounding information, is one way to understand the unique characteristics and protection requirements of information. In this case, a smaller and more manageable set of aggregated data is used for profiling. Owners use profiling techniques to explicitly and unambiguously define: 

	 

	• information descriptions and boundaries 

	• designations of owners, custodians, and users 

	• information security requirements, such as access and authentication requirements of users 

	• logical and physical locations where the information is stored, transported, and processed

	• information value and sensitivity 

	 

	Owners must know the value of their information to develop a meaningful profile. Such a profile is used by custodians to select appropriate security controls to protect the information. The owner of the information asset and its stakeholders determine the value of the information to the enterprise or organizational unit. The contribution of the information to the owner’s goal achievement (or the potential to impede goal achievement) is reflected in the valuation. One way to consider the value of an asset is to look at the potential impact on the organization (and the owner) if something were to happen to it. 

	 

	A significant amount of guidance has been issued to help federal government agencies determine and assign value to their information and information systems. Federal Information Processing Standard (FIPS) Publication 199 and National Institute of Standards and Technology (NIST) Special Publication 80060 provide explicit guidance. Information value is determined by looking at the potential impact on the organization if the security of the information is compromised. Information is first classified by type (public relations information, for example). Then for each type of information the potential impact is rated on a high, medium, or low value scale for each security objective, which NIST defines as the triad of confidentiality, integrity, and availability. 

	Every organization needs to determine its own approach to and process for information valuation. Once the value of the information and the degree to which risks and impacts can negatively affect it are known, an organization can develop a meaningful profile against which to apply management and security controls to mitigate risks and manage impacts.

	 

	Apply Good Management Principles

	A good set of commonly accepted management principles aids an organization’s leaders in determining what protection strategies are best applied to secure aggregated data. Organizations can use principles to select, interpret, prioritize, deploy, and reinforce policies, strategies, plans, actions, and expected behaviors. To be effective and of greatest value, principle selection and interpretation should align with organizational objectives including the requirement to protect sensitive aggregated data.

	The following principles apply to protecting and securing aggregated data. These are briefly described in this section :

	 

	• Accountability 

	• Adequacy 

	• Awareness 

	• Compliance

	• Measurement 

	• Response

	• Risk Management 

	 

	Each of the principles is stated using the present tense, conveying what actions, behaviors, and conditions demonstrate the presence of the principle in the organization’s culture and conduct.

	 

	Accountability: Organizational leaders are accountable for providing effective oversight of aggregated data security, including ensuring effective execution of the agreedto protection strategies. Such accountability and responsibility are explicit, defined, acknowledged, and accompanied by the authority to act. Leadership accountability and responsibility for aggregated data security are visible to all stakeholders. 

	 

	Leaders possess the necessary knowledge, skills, and abilities to fulfill these responsibilities. Individual roles, responsibilities, authorities, and accountabilities are assigned. Leaders ensure that all users with access to aggregated data understand their responsibilities with respect to this access. Leaders conduct regular evaluations of their aggregated data security program, review the evaluation results, and report on performance to oversight authorities, including a plan for remedial action to rectify any deficiencies. 

	For example, one area reviewed and reported on would be data retention policy and procedure. Leaders work with aggregated data owners and custodians to ensure processes are documented, implemented, and secure for purging data when the need or requirement to maintain the data has expired.

	 

	Adequacy: Investment in aggregated data protection strategies (principles, policies, procedures, processes, controls) is commensurate with risk. Determination of risk is based on the value, sensitivity, and criticality of such data with respect to its vulnerability to loss, damage, disclosure, or denied/interrupted access. Probability, frequency, and severity of potential vulnerabilities are considered. Leaders ensure that sufficient resources (people, time, equipment, facilities, dollars) are authorized and allocated to achieve and sustain an adequate level of aggregated data security. 

	 

	For example, leaders ensure data owners and custodians work together to understand the compartmentalization that sensitive aggregated data sets require. Leaders use policies to direct owners to declare value and identify security requirements (confidentiality, availability, integrity, and authentication) and direct custodians to implement sound and measurable 

	 

	security controls.

	Awareness: Leaders are aware of and understand the need to protect aggregated data. They understand what actions are necessary to protect stakeholder value with respect to such data. All users are aware of aggregated data security risks and protection strategies and understand their concomitant roles and responsibilities. Awareness is demonstrated by the motivation, training, and education provided to users who are given access to sensitive aggregated data and by attendance at periodic training as a requirement of continued access. Performance reviews include an evaluation of how well these responsibilities are fulfilled.

	 

	Compliance: Aggregated data protection strategies are in compliance with legal and regulatory requirements, requirements of conducting business, and requirements established by external stakeholders. Actions necessary to evaluate compliance objectively (such as internal and external audits) are built into the security compliance program. This includes regular monitoring, review, and reporting of compliance findings to affected and interested parties. Leaders ensure that remedial and timely action is taken for any aggregated data security deficiencies.

	 

	Measurement: Leaders identify and request periodic reports on measures and indicators that demonstrate the value and adequacy (or lack thereof) of aggregated data security protection strategies. What gets measured gets done. Metrics are about transforming policy into action and measuring performance. Metrics indicate how well policies and processes are functioning and whether or not they are producing desired performance outcomes.

	 

	Response: All users (including leaders) act in a timely, coordinated manner to prevent or respond to threats to aggregated data security and compromises of it. Such response requires development and regular exercise of businesscontinuity, disasterrecovery, crisismanagement, and incidentmanagement plans so that the enterprise is adequately prepared in the face of an attack and is able to resume normal operations as quickly as possible.

	 

	Risk Management: Leaders continually review, assess, and modify aggregated data security protection strategies in response to the dynamically changing risk environment in which they operate. Leaders articulate acceptable levels of risk to aggregated data assets based on their value, sensitivity, and criticality (see Adequacy). Such levels are examined during regular review and assessment processes. 

	 

	Costs of compromise (loss, damage, disclosure, denied/interrupted access, costs to reconstitute) are quantified to the extent possible as part of ongoing risk management. Controls are selected to effectively mitigate risk and their performance is regularly measured and reviewed. Plans for remedial action to rectify riskmitigation deficiencies are developed and executed following each assessment.

	 

	Apply Good Security Practices

	As with management principles, a good set of commonly accepted security practices help an organization meet the protection requirements of aggregated data. Practice selection and adoption derive from the security strategy of an organization. Organizations use practices as they implement security policies, strategies, plans, and actions. To be effective and of greatest value, practices should guide control selection and address risk mitigation efforts necessary to adequately protect sensitive aggregated data. 

	 

	The following practice areas apply to protecting and securing all types of information, including aggregated data. These are briefly described in this section: 

	 

	• Information Security Strategy 

	• Information Security Policy 

	• Security Architecture and Design

	• Incident Management 

	• Partner Management 

	• Contingency Planning and Disaster Recovery 

	• Physical Security Management 

	• Information Technology 

	• Audit and Monitoring

	• Vulnerability Management 

	 

	Each of the practice areas is stated using the present tense, conveying what actions, behaviors, and conditions demonstrate the presence of the practice in the organization’s culture and conduct.

	 

	Information Security Strategy: The security strategy is part of the organization’s overall strategic planning activity and serves as a systematic plan of action for implementing, maintaining, and improving the security posture of an organization. The strategy encompasses and describes the organization’s information security program, including all of the activities and processes that are performed to ensure the mission’s survivability. This includes the protection of aggregated data, considered in the context of all other security strategy actions. It considers the unique operating circumstances of the organization, as well as its culture, mission, and critical success factors. Effective security strategy aligns with, and supports, the business strategies and drivers of the organization.

	 

	Information Security Policy: An information security policy is the compilation of guiding principles the organization defines to establish the limits and boundaries of behaviors for using information resources and assets, including aggregated data. The core of the information security policy defines the organization’s risk tolerance, which is indicative of the range of security events the organization is prepared to withstand. For example, a higher risk tolerance may signify that the organization believes it would not suffer a significant or material impact if a security weakness or vulnerability is introduced and/or exploited. As the organization’s risk tolerance narrows, a more extensive security strategy is necessary as well as welldefined and prescribed guidelines for behavior and action.

	 

	Security Architecture and Design: Security architecture and design is the physical and logical implementation of the organization’s security strategies, policies, and procedures. It is the organization’s technical implementation of security structure throughout the various layers of the technical infrastructure. This includes physical devices, hardware, software, and the ways in which security is managed and administered in this infrastructure. Security architecture and design addresses the unique requirements reflected in the profile for each subset of aggregated data. This practice includes ensuring systems on which aggregated data is stored, processed, and transmitted are securely configured and that configurations are kept up to date using a welldefined and enforced change management process.

	 

	Incident Management: Incident management is the organization’s process for identifying, reporting, and responding to suspected security incidents and violations, including those involving aggregated data. The organization is prepared for incidents involving the organization’s network and technical infrastructure, physical facilities, and human resources, such as social engineering attempts. The organization’s ability to address incidents as a part of the overall security strategy provides another tool for monitoring its environment, understanding what threat and vulnerabilities they are susceptible to, and to develop proactive mitigating and protective strategies. For aggregated data in particular, incident management includes the processes for required communication and notification of affected parties, such as customers. Incident management may also include remedial and corrective actions necessary to restore customer confidence.

	 

	Partner Management: Partner management processes and activities require that vendors and service providers act in ways that support the survivability of the parent organization. Organizations communicate to these partners what is important to the organization, and how they are expected to behave so that they do not expose the parent organization to further risk. Parent organizations recognize they ultimately retain responsibility for ensuring the tasks are completed and that the goals and objectives are achieved. It is essential that partner organizations understand their roles and responsibilities and are held contractually liable for adequately protecting aggregated data that is owned by the parent organization and for which the partner is a custodian or user.

	 

	Contingency Planning and Disaster Recovery: Contingency planning and disaster recovery direct the approaches and actions taken by the organization to continue normal operational functions when confronted with significant or adverse disruption. Contingency planning involves the proactive and reactive steps to facilitate an effective and efficient recovery from any contingency that puts the organization’s mission at risk. Managing the impacts involves and requires appropriate policies, plans, and procedures to be documented, communicated, tested, and evaluated before a contingency situation occurs. Contingency planning and disaster recovery practices include ensuring aggregated data backups are regularly made, transmitted securely (encrypted), reach their backup storage location, are stored securely, and that aggregated data can be restored to a known state from any given backup media.

	 

	Physical Security Management: Physical security is a component of the comprehensive protection strategy, particularly for tangible aggregated data resources (such as hardware, software, and media). It compliments the organization’s network and system security by physically protecting and acknowledging the logical instantiation of systems and network security controls.

	 

	Information Technology: Information technology security is the range of technical mechanisms that the organization deploys to enable and enforce policy, standards, and procedures. Technical practices and mechanisms are applied to counter known and anticipated threats and vulnerabilities to aggregated data, software, systems, and networks. In addition to threat avoidance, resistance, detection, and recovery, technology also supports security controls such as least privilege/separation of duties, access control, rolebased authentication, firewalls including use of policysegregated networks, change and patch management, aggregated database server configuration control, encryption, redundancy, adequate implementation of aggregated data profiles (including separating sensitive from nonsensitive data), etc.

	 

	The security of aggregated data is governed by the information security strategy and plans, and spans physical, logical, and operational domains. The physical domain includes the networks and the directly connected systems. The logical domain includes the ways in which users access and authenticate to system and network resources related to aggregated data. This domain is typically governed by an information security department and by the immediate department where the systems reside. The operational domain, somewhat more fragmented, considers how and where certain mission related functions are performed, ultimately by the owners and users of aggregated data.

	 

	Audit and Monitoring: Monitoring and auditing inspects and examines the degree to which the organization’s policies are being implemented and followed. Monitoring activities are the means by which the organization systematically checks its security posture for weaknesses and vulnerabilities, and initiates appropriate responses where necessary. This includes observing system and network events, configurations, and processes under routine operation for suspicious or unauthorized events related to aggregated data security. The practices and technologies supporting monitoring require the expected or normal state of the system and network environment to be known and defined for aggregated data in processing, storage, and transmission. Where monitoring is the more continuous activity integrated into the organization’s routine system administration and management, auditing inspects the security safeguards and controls to determine whether they comply with regulatory and legal requirements, policies, and standards.

	 

	Vulnerability Management: Vulnerability management determines the state of technical and operational weaknesses in the technical infrastructure where aggregated data resides, and how to appropriately mitigate the weaknesses. Vulnerability assessment is a proactive or preventive monitoring activity where systems and networks are examined for known technical flaws or weaknesses. Results of a vulnerability assessment are analyzed, prioritized, and reported, with actions tracked to completion. 

	 

	Aggregated data is one form of information and benefits from the same organizational, process, technical, and human security controls that are well known and practiced in information security. Problems and issues unique to aggregated data and its inherent characteristics have been described in Section 3. Risks and impacts to electronic information have been summarized in Section 4 and interpreted for some of the unique challenges that come with owning, using, and serving as custodians for aggregated data. The principles and practices briefly described in Section 5 apply to most types of information and information systems. This paper suggests using such principles and practices, as part of an organizationwide security strategy, to adequately protect aggregated data. By doing so, organizations are more likely to be able to demonstrate that they are exercising due diligence through following commonly accepted good practice.
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Protecting Portable Devices - Data Security
 

	Why do you need another layer of protection?

	Although there are ways to physically protect your laptop, PDA, or other portable device, there is no guarantee that it won't be stolen. After all, as the name suggests, portable devices are designed to be easily transported. The theft itself is, at the very least, frustrating, inconvenient, and unnerving, but the exposure of information on the device could have serious consequences. Also, remember that any devices that are connected to the internet, especially if it is a wireless connection, are also susceptible to network attacks.

	 

	What can you do?

	
		Use passwords correctly - In the process of getting to the information on your portable device, you probably encounter multiple prompts for passwords. Take advantage of this security. Don't choose options that allow your computer to remember passwords, don't choose passwords that thieves could easily guess, use different passwords for different programs, and take advantage of additional authentication methods.

		Consider storing important data separately - There are many forms of storage media, including CDs, DVDs, and removable flash drives (also known as USB drives or thumb drives). By saving your data on removable media and keeping it in a different location (e.g., in your suitcase instead of your laptop bag), you can protect your data even if your laptop is stolen. You should make sure to secure the location where you keep your data to prevent easy access. It may be helpful to carry storage media with other valuables that you keep with you at all times and that you naturally protect, such as a wallet or keys.

		Encrypt files - By encrypting files, you ensure that unauthorized people can't view data even if they can physically access it. You may also want to consider options for full disk encryption, which prevents a thief from even starting your laptop without a passphrase. When you use encryption, it is important to remember your passwords and passphrases; if you forget or lose them, you may lose your data.

		Install and maintain anti-virus software - Protect laptops and PDAs from viruses the same way you protect your desktop computer. Make sure to keep your virus definitions up to date. If your anti-virus software doesn't include anti-spyware software, consider installing separate software to protect against that threat. 

		Install and maintain a firewall - While always important for restricting traffic coming into and leaving your computer, firewalls are especially important if you are traveling and using different networks. Firewalls can help prevent outsiders from gaining unwanted access.

		Back up your data - Make sure to back up any data you have on your computer onto a CD-ROM, DVD-ROM, or. Not only will this ensure that you will still have access to the information if your device is stolen, but it could help you identify exactly which information a thief may be able to access. You may be able to take measures to reduce the amount of damage that exposure could cause.



	

[image: MC900072631[1]]

	Protecting Portable Devices - Physical Security

	 

	What is at risk?

	 

	Only you can determine what is actually at risk. If a thief steals your laptop or mobile device, the most obvious loss is the machine itself. However, if the thief is able to access the information on the computer or mobile device, all of the information stored on the device is at risk, as well as any additional information that could be accessed as a result of the data stored on the device itself.

	 

	Sensitive corporate information or customer account information should not be accessed by unauthorized people. You've probably heard news stories about organizations panicking because laptops with confidential information on them have been lost or stolen. But even if there isn't any sensitive corporate information on your laptop or mobile device, think of the other information at risk: information about appointments, passwords, email addresses and other contact information, personal information for online accounts, etc.

	 

	How can you protect your laptop or internet-enabled device?

	
		Password-protect your computer - Make sure that you have to enter a password to log in to your computer or mobile device. 

		Keep your valuables with you at all times - When traveling, keep your device with you. Meal times are optimum times for thieves to check hotel rooms for unattended laptops. If you are attending a conference or trade show, be especially wary—these venues offer thieves a wider selection of devices that are likely to contain sensitive information, and the conference sessions offer more opportunities for thieves to access guest rooms.

		Downplay your laptop or mobile device - There is no need to advertise to thieves that you have a laptop or mobile device. Avoid using your device in public areas, and consider non-traditional bags for carrying your laptop.

		Be aware of your surroundings - If you do use your laptop or mobile device in a public area, pay attention to people around you. Take precautions to shield yourself from "shoulder surfers"—make sure that no one can see you type your passwords or see any sensitive information on your screen.

		Consider an alarm or lock - Many companies sell alarms or locks that you can use to protect or secure your laptop. If you travel often or will be in a heavily populated area, you may want to consider investing in an alarm for your laptop bag or a lock to secure your laptop to a piece of furniture.

		Back up your files - If your mobile device is stolen, it's bad enough that someone else may be able to access your information. To avoid losing all of the information, make backups of important information and store the backups in a separate location. Not only will you still be able to access the information, but you'll be able to identify and report exactly what information is at risk.



	 

	What can you do if your laptop or mobile device is lost or stolen?

	Report the loss or theft to the appropriate authorities. These parties may include representatives from law enforcement agencies, as well as hotel or conference staff. If your device contained sensitive corporate or customer account information, immediately report the loss or theft to your organization so that they can act quickly.
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	Protecting Your Privacy

	 

	How do you know if your privacy is being protected?

	 

	
		Privacy policy - Before submitting your name, email address, or other personal information on a website, look for the site's privacy policy. This policy should state how the information will be used and whether or not the information will be distributed to other organizations. Companies sometimes share information with partner vendors who offer related products or may offer options to subscribe to particular mailing lists. Look for indications that you are being added to mailing lists by default—failing to deselect those options may lead to unwanted spam. If you cannot find a privacy policy on a website, consider contacting the company to inquire about the policy before you submit personal information, or find an alternate site. Privacy policies sometimes change, so you may want to review them periodically.

		Evidence that your information is being encrypted - To protect attackers from hijacking your information, any personal information submitted online should be encrypted so that it can only be read by the appropriate recipient. Many sites use SSL, or secure sockets layer, to encrypt information. Indications that your information will be encrypted include a URL that begins with "https:" instead of "http:" and a lock icon in the bottom right corner of the window. Some sites also indicate whether the data is encrypted when it is stored. If data is encrypted in transit but stored insecurely, an attacker who is able to break into the vendor's system could access your personal information.



	 

	What additional steps can you take to protect your privacy?

	 

	
		Do business with credible companies - Before supplying any information online, consider the answers to the following questions: do you trust the business? is it an established organization with a credible reputation? does the information on the site suggest that there is a concern for the privacy of user information? is there legitimate contact information provided?

		Do not use your primary email address in online submissions - Submitting your email address could result in spam. If you do not want your primary email account flooded with unwanted messages, consider opening an additional email account for use online. Make sure to log in to the account on a regular basis in case the vendor sends information about changes to policies.

		Avoid submitting credit card information online - Some companies offer a phone number you can use to provide your credit card information. Although this does not guarantee that the information will not be compromised, it eliminates the possibility that attackers will be able to hijack it during the submission process.

		Devote one credit card to online purchases - To minimize the potential damage of an attacker gaining access to your credit card information, consider opening a credit card account for use only online. Keep a minimum credit line on the account to limit the amount of charges an attacker can accumulate.

		Avoid using debit cards for online purchases - Credit cards usually offer some protection against identity theft and may limit the monetary amount you will be responsible for paying. Debit cards, however, do not offer that protection. Because the charges are immediately deducted from your account, an attacker who obtains your account information may empty your bank account before you even realize it.

		Take advantage of options to limit exposure of private information - Default options on certain websites may be chosen for convenience, not for security. For example, avoid allowing a website to remember your password. If your password is stored, your profile and any account information you have provided on that site is readily available if an attacker gains access to your computer. Also, evaluate your settings on websites used for social networking. The nature of those sites is to share information, but you can restrict access to certain information so that you limit who can see what.
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	Questions Bank Leaders

	 

	
		Does my institution fully understand what information it manages, where the information is stored, how sensitive is the information, and who has access to it?

		What are my institution’s “crown jewels” or key business assets? Do I have adequate protection for them?

		What types of connections does my financial institution have (VPNs, wireless, LAN, etc.) and how are we managing these connections?

		How is staff at my institution identifying risks, and providing me with accurate and timely information about those risks?

		What is our ability to mitigate those risks?

		How is my institution connecting to third parties and ensuring they are managing cybersecurity controls?



	
IDENTIFY

	The first core cybersecurity function is to identify your bank’s cybersecurity risk, which is the amount of risk posed by a financial institution’s activities, connections, and operational procedures. A risk is the potential for loss, damage, or destruction of an asset as a result of a threat exploiting a vulnerability.

	To identify these risks, your financial institution should have a risk assessment, or a process for identifying threats to information or information systems, in order to determine the likelihood of the occurrence of the threat and to identify system vulnerabilities. A risk assessment should include the classification of critical information assets, identifying threats and vulnerabilities, measuring risk, and communicating risk.

	Risk Assessment

	
		Classification of Information

		Identify Threats and Vulnerabilities

		Measure Risk

		Communicate Risk



	Classification of Information

	Before you can adequately assess risk to your bank, you must first identify what your bank’s “crown jewels” are, where they are located, and how they are being protected. Crown Jewels are critical information assets that are regarded as highly sensitive, essential pieces of information to the organization.

	“Crown jewels” could be people (e.g., employees or customers), property (both tangible and intangible), or information (e.g., databases, software code, critical company records).

	After the “crown jewels” have been identified, all information assets should be classified based on a defined category of sensitivity. This can be carried out by an individual or a team. Classifications could include such categories as:

	
		Confidential—having a severe impact to the financial institution, its critical functions, business partners, or customers if lost, damaged, or if disclosure is unauthorized;

		Internal Use Only—having minimal to limited impact to the financial institution, its critical functions, business partners, or customers if lost, damaged, or if disclosure is unauthorized;

		Restricted—having limited impact to the financial institution, its critical functions, business partners, or customers if lost, damaged, or if disclosure is unauthorized; and

		Public Information—having minimal to no impact to the financial institution, its critical functions, business partners, or customers if lost, damaged, or if disclosure is unauthorized.



	Your bank’s critical information assets, or “crown jewels,” should have the highest security classification level. The classification of your crown jewels and all other information should be included on the information itself and on a central list, often called a “key asset register” or a “crown jewels register.” The classification of assets should be conducted periodically as asset classification may change based on business needs. Additionally, documented policies and procedures regarding the classification of documents should be in place so that all employees are aware and educated about them.

	This same individual or team should be responsible for periodically assessing your bank’s information assets and managing and reporting the risk.

	Identify Threats and Vulnerabilities

	In addition to classifying the bank’s information assets, the individual or team should also identify potential threats and vulnerabilities to the financial institution’s information assets.

	A threat is a force, organization, or person that seeks to exploit a vulnerability to obtain, compromise, or destroy an information asset. A vulnerability is a weakness in a system or program that can be exploited by threats to gain unauthorized access to an information asset.

	Identifying threats and vulnerabilities to your bank is critical. At any given time your bank could be exposed to several different types of information security threats. These threats include:

	
		Natural disasters, such as floods and fires;

		Internal threats, like malicious or unaware employees;

		Physical threats by a potential intruder; and



	Internet threats, such as hackers.

	Consider what threats your bank is exposed to and what vulnerabilities may exist surrounding these threats. For example, an inherent threat that comes with using computers, laptops, or USB devices is the unintentional loss of data via identity theft or unsecure data. The vulnerability is the potential gaps that may exist in securing data on these devices such as an employee forgetting to secure his or her laptop, or a manager failing to encrypt sensitive data on the USB drive.

	To identify potential cybersecurity threats, your financial institution may use internal resources, such as audit reports and fraud detection tools; or external

	Communicating Risk

	It is vital to have a process that informs senior management and the board of directors about cyber risks to your bank, how your bank currently manages them, how to mitigate those risks, and who is accountable for doing so. Once your financial institution has conducted a risk assessment and made decisions about how to mitigate those risks, reviews should be conducted at least annually.

	Cyber Risk Management Process

	The risk assessment is one element of a larger cyber risk management process that each bank should have in place. Bank LEADERs should strive to create and implement an effective and resilient risk–management process to enable proper oversight and to ensure that you are effectively managing cybersecurity risks. Key elements of a risk–management (or cyber-incident management) process should include the initial assessment of new threats; identifying and prioritizing gaps in current policies, procedures, and controls; and updating and testing policies, procedures, and controls as necessary. 

	THE COUNCIL ON CYBERSECURITY

	Each year the Council on Cybersecurity, located in the Washington, D.C. area, releases its Top 20 Critical Security Controls. These controls are meant to establish priority of action for organizations actively managing cybersecurity risks and to keep knowledge and technology current in the face of rapidly evolving cyber threats. The Top 20 Critical Security Controls is a reference set of recommendations to address risks to company data and systems. The Critical Security Controls will be referenced throughout this guide according to the core cybersecurity functions.

	Inventory Authorized and Unauthorized Devices and Software

	It is important to identify and actively manage all hardware devices on your network, including servers, workstations, laptops, and remote devices, so that only authorized devices are given access. Attackers, who may be located anywhere in the world, are continuously scanning the Internet address space of target organizations, waiting to identify unprotected and vulnerable systems in order to infiltrate the system and eventually gain unauthorized access to information.

	Just as with hardware, it is equally important to actively manage all software on your network so that only authorized software is installed and unauthorized or unmanaged software is prevented from being installed or executed. Attackers continuously scan target organizations looking for vulnerable versions of software that can be remotely exploited.

	Bank LEADERs should ensure processes are in place to maintain a current and accurate view of all of their financial institution’s assets, keeping in mind that doing so is an ongoing process that requires regular, consistent monitoring.

	Inventory of Authorized and Unauthorized Devices

	#1: Actively manage (inventory, track, and correct) all hardware devices on the network so that only authorized devices are given access, and unauthorized and unmanaged devices are found and prevented from gaining access.

	#2: Actively manage (inventory, track, and correct) all software on the network so that only authorized software is installed and can execute, and that unauthorized and unmanaged software is found and prevented from installation or execution.

	LEADER QUESTIONS

	Questions bank LEADERs should ask

	
		How effective are my institution’s policies and procedures for monitoring information inventory?

		Do my IT personnel have the appropriate knowledge or skills to protect against a potential cyber-attack?

		Is my staff informed about cyber threats? Do they have an understanding of risk from their actions?



	
PROTECT

	Once you have identified your bank’s threats, vulnerabilities, and risks, the next core cybersecurity function is to ensure your financial institution has the appropriate safeguards or controls in place to mitigate the various types of threats to your bank. This is vital as your bank’s protection measures are the “front lines” of defense in securing your information and crown jewels. These protection measures work to limit or contain the impact of a cybersecurity event or incident.

	Customer Authentication

	Financial institutions should develop and implement security measures to reliably authenticate customers accessing financial services via a bank’s website. The Federal Financial Institutions Examinations Council (FFIEC) issued guidance in 2005 that highlights the importance of multifactor authentication for financial institutions with Internet-based services. In the guidance, the FFIEC states that single-factor authentication, as the only control mechanism, is inadequate for high-risk transactions involving access to customer information or the movement of funds to other parties. Financial institutions are advised to implement multifactor authentication, layered security, or other controls reasonably calculated to mitigate risks.

	An effective authentication system is necessary for compliance with requirements to safeguard customer information in the Gramm-Leach-Bliley Act to prevent money laundering and terrorist financing, to reduce fraud, to inhibit identity theft, and to promote the legal enforceability of electronic agreements and transactions. The risks of doing business with unauthorized or incorrectly identified persons in an Internet banking environment can result in financial loss and reputation damage through fraud, disclosure of customer information, corruption of data, or unenforceable agreements. More information is available in the FFIEC’s Authentication in an Internet Banking Environment guide at http://www.ffiec.gov/pdf/ authentication_guidance.pdf.

	Access Controls

	Identify and separate your most sensitive and critical information assets, such as your crown jewels, from less sensitive assets and establish multiple layers of security to access these critical information assets. In several high-profile breaches in recent years, attackers were able to gain access to sensitive data stored on the same servers with the same level of access as far less important data. Separating your crown jewels from less sensitive assets provides mitigation against data compromise.

	Data Protection:

	The processes and tools used to prevent data exfiltration, mitigate the effects of exfiltrated data, and ensure the privacy and integrity of sensitive information.

	For organizations that are moving data to the cloud, it is important to understand the security controls applied to data in the cloud environment and determine the best course of action for application of encryption controls. 

Establish a process to track, control, prevent, correct, and secure access to your crown jewels and other assets, and decide which employees have a need and right to access these information assets. By controlling access to network resources, you can restrict unhealthy or misconfigured network clients from gaining entrance. If you place your resources in a shared cloud infrastructure, the provider must have a means of preventing inadvertent access.

	Data Security

	The loss of control over protected or sensitive data is a serious threat to business operations and a potential threat to national security. Protect your bank’s data by using data loss prevention techniques. Not only is this a Top 20 Critical Security Control, banking regulators have issued regulations and supervisory guidance emphasizing the obligation of financial institutions to protect customer information. Interagency security guidelines implementing sections of the Gramm-Leach-Bliley Act and the Fair and Accurate Credit Transactions Act of 2003 state financial institutions must:

	
		Develop and maintain an effective information security program tailored to the complexity of its operations; and

		Require, by contract, service providers that have access to its customer information to take appropriate steps to protect the security and confidentiality of this information.



	Data Encryption

	Protect your bank’s critical information assets by using data encryption tools. Data encryption tools are used to protect sensitive data in transit over communications networks or at rest in storage. These tools should be considered your first line of defense from cyber threats. Keep in mind, however, that even when encryption is used, there is always the risk that a sophisticated hacker can exploit vulnerabilities in the encryption algorithm or attack underlying processes and protocols.

	Wireless Network

	If your bank provides a wireless network for customers in your physical branches or offices, ensure that the public network is separate from the bank’s private network and that all staff-connected devices with critical data are connected solely to the private network. Make sure that your private network is secure, and make sure Internet-connected devices to the private network have the appropriate antivirus and anti-malware protections in place. Additionally, talk with your IT manager or your vendor about protection for all pages on your public-facing website and mobile apps, not just the login portal. Vulnerabilities can occur through web pages and access points that do not seem to be vulnerable at first glance.

	Finally, talk with your regulator about best practices for securing sensitive data. Many federal and state regulatory authorities now proactively engage financial institutions about their cybersecurity preparedness and may have time-sensitive resources for you to use.

	Secure Configurations for Hardware and Software Systems

	Ensure your IT staff has established, implemented, and is actively managing (tracking, reporting on, correcting) the security configuration of laptops, servers, and workstations using a rigorous configuration management and change control process in order to prevent attackers from exploiting vulnerable services and settings.

	As delivered by manufacturers and resellers, the default configurations for operating systems and applications are normally geared to ease-of-deployment and ease-of-use, not security. Basic controls, open services and ports, default accounts or passwords, older (vulnerable) protocols, and pre-installation of unneeded software can all be exploitable in their default state.

	The Council on CyberSecurity’s recommended practices for securing configurations of hardware and software include:

	
		Establishing the use of standard secure configurations for your operating systems, ensuring to remove all unnecessary accounts, and disabling or removing unnecessary services.

		Implementing automated patching tools and processes for both applications and operating system software.

		Limiting administrative privileges to very few users who have both the knowledge necessary to administer the operating system and a business need to modify the configuration.



	The Council on CyberSecurity also recommends that instead of starting from scratch, start from publicly developed and supported security benchmarks, security guides, or checklists. Some resources include the Center for Internet Security Benchmarks Program at www.cisecurity.org and the NIST National Checklist Program at checklists.nist.gov.

	Perimeter Protection with a Firewall

	A firewall is one of the most common tools used today to protect small and large businesses from intruders. A firewall establishes a barrier between a trusted, secure internal network and another network (e.g., the Internet) that is assumed not to be secure and trusted. This is often referred to as “protecting the edge.”

	A firewall examines electronic data coming in or out of a network (or computer) and compares each piece of data to the security parameters it has been given. If it matches the rules, it is allowed to pass. If not, it is blocked and the system administrator is notified. In other words, firewalls provide broader protection against outside attackers by shielding your computer or network from malicious or unnecessary Internet traffic.

	A firewall can either be software-based or hardware-based. According to the USCERT, hardware-based firewalls are particularly useful for protecting multiple computers, but also offer a high degree of protection for a single computer. One advantage hardware-based firewalls have over software-based firewalls is that hardware-based firewalls are separate devices running their own operating systems. This way they provide an additional line of defense against attacks. The drawback to hardware-based firewalls is the additional cost, but there are many available for less than $100.

	Software-based firewalls come built-in to some operating systems. The advantage of software-based firewalls is you can obtain one for relatively little or no cost. Because of the risks associated with downloading software from the Internet onto an unprotected computer, it is best to install the firewall from a CD or DVD. The disadvantage to a software firewall is that it is located on the same computer as the information you’re trying to protect. This does provide some protection, but being located on the same computer may hinder the firewall’s ability to catch malicious traffic before it enters your system.

	Always remember that firewalls alone will not give you complete protection from cyber threats. However, using a firewall in conjunction with other protective measures and practices (such as anti-virus software and “safe” cyber hygiene) will strengthen your resistance to attacks.

	Questions bank LEADERs should ask:

	
		How is our executive leadership informed about the current level and business impact of cyber risks to our company?

		Are we prepared to prevent or limit the damage caused by these attacks?



	
DETECT

	If the cybersecurity protection tools covered in the PROTECT section are your banks “first line” of defense against Internet threats, consider the DETECT section tools as your reinforcement.

	Cyber-attackers will attempt to exploit vulnerabilities that they can find, and it’s up to your IT staff to detect such intrusions inside and outside of your network. To effectively do this, your IT manager must first have a thorough understanding of what is in your asset inventory and the associated risks (see IDENTIFY Section). Your IT manager should also ensure the appropriate safeguards are in place to protect your banks assets 
The start of any detection strategy is the baseline inventory. Additionally, monitor your networks, systems, and applications to establish a baseline traffic pattern or establish a measure for “normal” operations. Your detection tools, which will be discussed later in this section, will then monitor for deviations from that normal state of activity. Your IT manager should also have a process in place for correcting any issues as you detect them.

	Monitoring Deviations from Normal Operations

	To mitigate threats proactively, use controls and sensors that automatically work to prevent or limit unauthorized access to computer networks, systems, or information. These may include:

	
		Intrusion Detection Systems;

		Network Behavior Anomaly Detection Tools;

		Security Information and Event Management /Log Analyzer;

		Configuration Management Tools; and

		Integrity Monitoring Tools.



	Intrusion detection systems are security products that gather and analyze information from various areas within a computer or a network to identify possible security breaches, which include both intrusions from outside and inside the organization. These systems detect the occurrence of anomalies or cybersecurity incidents at your bank, enabling timely responses to a cyber-attack and the potential to limit or contain the impact of the attack.

	Network behavior anomaly detection tools, or NBAD, is a type of network security threat detection system that continuously monitors a network for unusual events or trends. NBAD tools offer added security in addition to that provided by other anti-threat applications such as firewalls, antivirus software, and spyware-detection tools. This is done by tracking critical network characteristics in real time and generating an alarm if an anomalous event is detected that could indicate the presence of a threat, such as larger than normal traffic volume to the website or bandwidth usage.

	Security information and event management (SIEM) systems are tools used to manage logs and alerts from multiple security applications and devices. SIEM tools typically provide real-time monitoring, correlation of events, notifications, long-term storage, analysis, and reporting of log data.

	A configuration management tool is predominantly a compliance configuration tool that provides a detailed recording of system or network configuration information for an organization’s hardware and software. This information includes the versions and updates that have been applied to installed software packages and the locations and network addresses of hardware devices. Through periodic configuration scans the tool can detect any unplanned or unauthorized configuration changes or compliance anomalies and can highlight potential security threats.

	It is essential that you learn from your detection activities by analyzing recurring or high-impact incidents or malfunctions. Additionally, to remain effective, these detection tools and associated processes must be regularly upgraded to enable continuous monitoring and real-time detections of constantly evolving threats.

	
CYBER THREATS

	With innovation in technology has come the evolution of methods to deliver financial services. The industry has gone from the widespread use of ATMs in the 1980s, to modern point of sale (PoS) terminals in the 1990s, to Internet banking in the 2000s and mobile banking in 2010s. These new and evolving ways of meeting consumer demand, however, come with new fraud patterns and evolving risks of cyber-attacks.

	Common cyber-attacks that bank LEADERs should particularly know about and understand are:

	
		Distributed Denial of Service (DDoS) attacks;

		Corporate Account Take Over (CATO) attacks;

		Automated Teller Machine (ATM Cash Out) attacks; and

		CryptoLocker attacks.



	Distributed Denial of Service (DDoS)

	DDoS is a type of attack that attempts to make an online service unavailable by overwhelming a website with excessive traffic from multiple sources that interrupts normal services. In the latter half of 2012, an increased number of DDoS attacks were launched against financial institutions by politically motivated groups. These DDoS attacks have increased in sophistication and intensity. They have caused slow website response times, intermittently prevented customers from accessing institutions’ public websites, and adversely affected back-office operations.

	DDoS attacks are a threat to financial institutions of all sizes. Banks subject to a DDoS attack may face a variety of risks, including operational risks and reputation risks. The attack may also serve as a distraction while hackers attempt alternative types of fraud.

	Corporate Account Take Over (CATO)

	CATO is a type of business identity theft where cyber-thieves impersonate the business and send unauthorized wire and ACH transactions to accounts controlled by the thieves. All businesses are vulnerable to a CATO attack, especially those with limited or non-existent computer safeguards and minimal or no disbursement controls for use with their bank’s online business banking system. Losses from this form of cyber-crime have the potential to be substantial, with the majority of these thefts never being fully recovered. These thefts have affected both large and small banks.

	The Conference of State Bank Supervisors (CSBS) joined with the Financial Services Information Sharing and Analysis Center (FS-ISAC) and the U.S. Secret Service to create standards and best practices for mitigating the risks of Corporate Account Takeover. These industry-developed best practices have been in use in Texas since January 2012, where they have been well-received and welcomed by the banking industry. In addition to these best practices, several tools are available on CATO threats on the CSBS website. These include a sample risk assessment, sample notice of fraudulent activity, and law enforcement links.

	ATM Cash Out

	ATM Cash Out is a type of large dollar-value ATM cash-out fraud characterized as Unlimited Operations by the U.S. Secret Service. Recently, there has been an increase in these types of cyber-attacks where thieves gain access to and alter the setting on ATM web-based control panels used by small- to medium-sized financial institutions.

	ATM Cash Outs may cause financial institutions to incur large-dollar losses. Therefore, state and federal regulators expect financial institutions to take steps to address this threat by reviewing the adequacy of their controls over their information technology networks, card issuer authorization systems, systems that manage ATM parameters, and fraud detection and response processes.

	CryptoLocker

	CryptoLocker is a type of computer software malware or “ransomware” that emerged in 2013. The malware is typically spread through phishing emails containing malicious attachments. Once a computer is infected, the malware encrypts the data, thereby restricting access to the data on the infected computers. Then the malware demands the victim provide a payment (or ransom) to the attackers in order to decrypt and recover their files.

	The malware has the ability to find and encrypt files located within shared network drives, USB drives, external hard drives, network file shares, and even some cloud storage drives. If one computer on a network becomes infected, mapped network drives could also become infected. While victims are told they have three days to pay the attacker through a third-party payment method (i.e. MoneyPak, Bitcoin), some victims have claimed online that they paid the attackers and did not receive the promised decryption key. 

	Mobile banking has opened a new door for cybercriminals, and the ecosystem of mobile banking involves several players which can be challenging when addressing issues of security. These players include customers, merchants, banks, debit/credit card networks, clearing/settlement organizations, application providers, third-party payment providers, wireless carriers, and handset/chip manufacturers, all of which are responsible for some level of security. For banks, there are various measures that can be taken to address the security of mobile banking and payments.

	by the mobile banking app through the Internet should employ secure transmission protocols, such as Hypertext Transfer Protocol Secure (HTTPS), which is more difficult to hack; Customer data exchanged with third-party vendors should be encrypted (in transmission and storage); PINs required in the mobile application should not be less than 6 characters; There should be dual authentication for log-in credentials;Applications should time out after at most 15 minutes of inactivity; There should be real-time application monitoring;“Jail-broken” devices should not be allowed on the network; and Heightened diligence should be taken to ensure the security and compliance of vendors.

	Cybersecurity data breaches are now part of our way of life. Even large, well-funded, and technically sophisticated institutions struggle to keep up with the frequency and complexity of cyber-attacks. Even still, it is important that banks adequately prepare for a cybersecurity incident, and this includes knowing how you will respond once an incident occurs. To do this, banks must have an incident response plan.

	Where to Start in Developing an Incident Response Plan

	
		Start with creating your incident response team. Coordinate efforts between your bank’s various departments or roles to determine the team members. This process should include the LEADER, the head of IT, legal personnel, human resources, and the head of communications.

		Select a leader for the incident response team and identify the members of the senior management team who can declare an incident.

		Outline a structure of internal reporting to ensure executives and everyone on the response team is up-to-date and on-track during a data breach.

		Clearly define steps, timelines, and checklists to keep the team focused during the stress of a data breach.

		Conduct preparedness training for the incident response team.



	The Incident Response Plan

	At a minimum, your bank’s incident response plan should address the following issues:

	
		How to address potential damage and limit loss of resources.

		Whether evidence needs to be preserved. For more information, see NIST Chain of Custody Sample: http://www.nist.gov/oles/forensics/upload/Sample-Chain-ofCustody-Form.docx.

		Criterion when special forensics may be required. Digital evidence forensic is a very specialized activity. Organizations usually outsource this function to specialized forensics labs. 

		How service availability is affected, such as network connectivity or services provided to external parties.

		The time and resources needed to implement the strategy.

		The effectiveness of the strategy; that is, whether it partially or fully contains the incident.

		How long remediation solutions are intended to last. For example, an emergency workaround might need to be removed after some period of time, or a solution might be permanent.



	
		Have we created an effective incident response plan? How often is it tested?

		What would we do if we were hacked today?

		Do we have a plan to inform internal and external stakeholders?



	CRITICAL SECURITY CONTROL 

	Incident Response and Management

	Protect the organization’s information, as well as its reputation, by developing and implementing an incident response infrastructure

	(e.g. plans, defined roles, training, communications, management oversight) for quickly discovering an attack and then effectively containing the damage, eradicating the attacker’s presence, and restoring the integrity of the network and systems.

	Communicating a Data Breach

	Your bank’s incident response plan should also address communicating a data breach to customers, regulators, law enforcement, and other stakeholders. When informing stakeholders about a data breach, your bank’s incident response plan should generally include the following:

	
		When and if you should report a breach to the media and/or notify affected individuals;

		Which medium is the best for notifying stakeholders;

		Key messaging; and

		Basic guidelines for tracking and analyzing media coverage as a result of the breach.



	Depending on the type of data compromised, you may have a legal obligation to inform your customers. This is likely the case if personal information or financial data have been breached. Bank LEADERs are encouraged to check with their state regulator, however, as laws on disclosures differ from state to state and change from year to year.

	The guide also covers legal considerations when experiencing a data breach, such as mandatory state notification laws, a template notification letter to customers, and best practices for negotiating security safeguards with vendors.

	You’ve Been Hacked/Attacked, What Are Your Next Steps?

	The following are three steps bank LEADERs should consider when responding to a cybersecurity incident:

	
		Triage/Evaluate the Cyber-event;

		Invoke the Incident Response Plan; and

		Review the 24-Hour Checklist.



	Triage/Evaluate the Cyber-Event

	After receiving notification of a potential cybersecurity event, evaluate the event by answering critical questions, such as were high-value assets compromised? Were any data altered?

	Invoke the Incident Response Plan

	Once it is determined that a cybersecurity event has occurred, carry out the cybersecurity incident response plan. Please note that by the time a cyber-attack occurs, it is often too late to develop the right procedures. Create and implement a security incident response plan now to better prepare for a cyber-attack later.

	The First 24 Hours Checklist

	It’s been discovered that your bank has been hacked or attacked. What should you do? Once you have detected a cyber-incident, immediately contact your legal counsel for guidance on initiating these ten steps:

	
		Record the date and time when the breach was discovered, as well as the current date and time when response efforts begin, i.e. when someone on the response team is alerted to the breach.

		Alert and activate everyone on the response team, including external resources, to begin executing your preparedness plan.

		Secure the premises around the area where the data breach occurred to help preserve evidence, if necessary.

		Stop additional data loss. Take affected machines or servers offline.

		Document everything known about the breach. Who discovered it? Who reported it? To whom was it reported? Who else knows about it? What type of breach occurred? What was stolen? How was it stolen? What systems are affected? What devices are missing?

		Interview those involved in discovering the breach and anyone else who may know about it. Document your investigation.

		Review protocols regarding disseminating information about the breach for everyone involved in this early stage.

		Assess priorities and risks based on what you know about the breach.

		Inform the proper authorities, including your banking regulator, the U.S. Secret Service or the Federal Bureau of Investigation.

		Notify law enforcement, if needed, to begin an in-depth investigation.



	
		Does my bank’s incident response plan include steps for recovering after a cyber-attack?

		When did we last test our incident response plan?

		How will we communicate with internal staff, customers, third parties, regulators and law enforcement of a data breach at my financial institution?



	
RECOVER

	Restore & Review

	After your bank has taken the necessary action to respond to a cyber-attack, the next step is the recovery period. Develop and implement a recovery plan that includes appropriate processes and procedures for how you intend to restore confidence in your recovered systems and data.

	Your recovery plan may include the following:

	
		Recover Infrastructure: A step-by-step plan for rebuilding servers, databases, network devices that may have been compromised, and restoring baseline configurations. Your IT staff should maintain a standard set of up-to-date infrastructure images that are ready to install—for example, using a virtual machine or USB flash drive.

		Restore Data: If the integrity of data was impacted or content deleted, have a plan in place for restoring it. Your IT staff should have a reliable backup procedure in place.

		Reconnect Service: Your recovery plan should lay out how you will reconnect services with minimum disruption.



	In some cases it may take weeks to restore normal operations, as you may need to deploy a new technology or service. In other cases it may take hours. It all depends on the impact of the cyber-incident. Using the information you learned about the cyber-attack, identify and eliminate the vulnerabilities exploited by the attacker to protect against future attacks.

	Once impaired systems are restored and back online, the cyber-incident response team should:

	
		Determine what cybersecurity management improvements are necessary to prevent similar attacks from occurring;

		Review the team’s execution of the incident response plan; and

		Consider whether the incident response plan can be improved;



	Preparedness Plan Audit

	It’s not enough to simply have an incident response plan. With the increasingly sophisticated and evolving cyber threats that exist today, your management team should routinely audit and test your plan to ensure it remains current and useful. Figure 4 shows recommended steps by Experian Data Breach Resolution that you may want to take when auditing your incident response plan. As these are general recommended steps, be sure to tailor them to fit the full scope of your bank’s individual incident response plan.

	
Engage Third-Party Vendors

	One recommendation on the audit checklist is to check up on third parties that have access to your bank’s data. You will want to ensure your vendors have appropriate security measures in place for the data they will process. Consider contractually obligating your vendors to maintain sufficient data safeguards and assess whether they are meeting the contract requirements on a regular basis.

	In general, it makes sense for financial institutions to require that vendors:

	
		Maintain a written security program that covers your bank’s data;

		Only use your bank’s data for the sole purpose of providing the contracted services;

		Promptly notify your bank of any potential security incidents involving company data and cooperate with your bank in addressing the incident;

		Comply with applicable data security laws. Ensure the vendor is up to date on any new legislation that may affect your bank during a breach; and

		Return or appropriately destroy company data at the end of the contract.



	While today’s recommended practices and technology tools may go a long way to secure financial institutions from potential Internet threats, the rise in the number of cyber-attacks that have occurred in recent years illustrate more is still needed to protect against cyber-attacks. But with the financial services industry, along with state and federal regulators working together, we increase our ability to continue finding better ways of supporting enhanced resistance, resiliency, and a shared understanding of the many cyber risks that exist today and beyond.
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	Real-World Warnings Keep You Safe Online

	 

	Why are these warnings important?

	 

	Like the real world, technology and the internet present dangers as well as benefits. Equipment fails, attackers may target you, and mistakes and poor judgment happen. Just as you take precautions to protect yourself in the real world, you need to take precautions to protect yourself online. For many users, computers and the internet are unfamiliar and intimidating, so it is appropriate to approach them the same way we urge children to approach the real world.

	 

	What are some warnings to remember?

	 

	
		Don't trust candy from strangers - Finding something on the internet does not guarantee that it is true. Anyone can publish information online, so before accepting a statement as fact or taking action, verify that the source is reliable. It is also easy for attackers to "spoof" email addresses, so verify that an email is legitimate before opening an unexpected email attachment or responding to a request for personal information.

		If it sounds too good to be true, it probably is - You have probably seen many emails promising fantastic rewards or monetary gifts. However, regardless of what the email claims, there are not any wealthy strangers desperate to send you money. Beware of grand promises—they are most likely spam, hoaxes, or phishing schemes. Also be wary of pop-up windows and advertisements for free downloadable software—they may be disguising spyware.

		Don't advertise that you are away from home - Some email accounts, especially within an organization, offer a feature (called an autoresponder) that allows you to create an "away" message if you are going to be away from your email for an extended period of time. The message is automatically sent to anyone who emails you while the autoresponder is enabled. While this is a helpful feature for letting your contacts know that you will not be able to respond right away, be careful how you phrase your message. You do not want to let potential attackers know that you are not home, or, worse, give specific details about your location and itinerary. Safer options include phrases such as "I will not have access to email between [date] and [date]." If possible, also restrict the recipients of the message to people within your organization or in your address book. If your away message replies to spam, it only confirms that your email account is active. This may increase the amount of spam you receive.

		Lock up your valuables - If an attacker is able to access your personal data, he or she may be able to compromise or steal the information. Take steps to protect this information by following good security practices. Some of the most basic precautions include locking your computer when you step away; using firewalls, anti-virus software, and strong passwords; installing appropriate software updates; and taking precautions when browsing or using email.

		Have a backup plan - Since your information could be lost or compromised (due to an equipment malfunction, an error, or an attack), make regular backups of your information so that you still have clean, complete copies. Backups also help you identify what has been changed or lost. If your computer has been infected, it is important to remove the infection before resuming your work. Keep in mind that if you did not realize that your computer was infected, your backups may also be compromised.
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	Recognizing and Avoiding Email Scams

	 

	Email provides us a convenient and powerful communications tool. Unfortunately, it also provides scammers and other malicious individuals an easy means for luring potential victims. The scams they attempt run from old-fashioned bait-and-switch operations to phishing schemes using a combination of email and bogus web sites to trick victims into divulging sensitive information. To protect yourself from these scams, you should understand what they are, what they look like, how they work, and what you can do to avoid them. The following recommendations can minimize your chances of falling victim to an email scam:

	
		Filter spam.

		Don’t trust unsolicited email.

		Treat email attachments with caution.

		Don’t click links in email messages.

		Install antivirus software and keep it up to date.

		Install a personal firewall and keep it up to date.

		Configure your email client for security.



	These recommendations are explained in the section “What You Can Do to Avoid Becoming a Victim.” Ignoring them may leave you vulnerable to identity theft, information theft, the abuse of your computer for illegal activity, the receipt of bogus or illegal merchandise, and financial loss.

	
Recognizing Email Scams

	Unsolicited commercial email, or “spam,” is the starting point for many email scams. Before the advent of email, a scammer had to contact each potential victim individually by post, fax, telephone, or through direct personal contact. These methods would often require a significant investment in time and money. To improve the chances of contacting susceptible victims, the scammer might have had to do advance research on the “marks” he or she targeted.

	Email has changed the game for scammers. The convenience and anonymity of email, along with the capability it provides for easily contacting thousands of people at once, enables scammers to work in volume. Scammers only need to fool a small percentage of the tens of thousands of people they email for their ruse to pay off. 

	“Old-fashioned Fraud Schemes

	Many email scams have existed for a long time. In fact, a number of them are merely “recycled” scams that predate the use of email. 

	
	• bogus business opportunities

	• chain letters

	• work-at-home schemes

	• health and diet scams

	• easy money

	• free goods

	• investment opportunities 

	• bulk email schemes

	• cable descrambler kits

	• guaranteed loans or credit



	Bogus Business Opportunities

	These scams promise the opportunity to make a great deal of money with very little effort. They’re normally full of enticements such as “Work only hours a week,” “Be your own boss,” “Set your own hours,” and “Work from home.” The email messages offering these “opportunities” often have subject lines that look like the following:

	
		Make a Regular Income with Online 

		Put your computer to work for you! Auctions, Get Rich Click

		Use the Internet to make money

		eBay Insider Secrets Revealed 6228



	In most cases, the email gives very little detail about the nature of the business opportunity. Most provide an address or web site from which you can, for a fee, obtain an “information kit” about the opportunity. These opportunities, however, usually amount to nothing more than pyramid schemes in which the “opportunity” involves your ability to recruit more unsuspecting people to buy into the scam. Eventually, the scam is uncovered or the pool of new recruits runs dry and it fails.

	Health and Diet Scams

	Health and diet scams prey on the insecurities some people have about the state of their wellbeing. These insecurities make some people particularly susceptible to the scams because they may be reluctant or embarrassed to discuss their problems with a doctor, or they can’t afford to buy legitimate drugs or treatment. The scams attempt to lure consumers with promises of quick fixes and amazing results, discount pricing, fast delivery, waived prescription requirements, privacy, and discreet packaging. The email offering these items will have subject lines that look like the following:

	
		Need to lose weight for summer? 

		Reduce body fat and build lean muscle without exercise

		Increase Your Sexual Performance Drastically 

		Young at any age 

		CONTROL YOUR WEIGHT!! 

		Takes years off your appearance

		Natural Health Remedy That Gives energy and burns fat Works! 



	Though they may be backed by customer testimonials, beware: the products don’t work.

	Discount Software Offers

	These scams frequently consist of advertisements for cheap versions of commercial software like Windows XP or Photoshop. The discounts offered may be hard to believe, and with good reason: the scammers either do not deliver the promised software at all, or provide illegal, pirated versions preloaded with Trojan horse software the scammer or other malicious individuals can use to exploit your computer and the information it contains.

	419 Advanced Fee Fraud

	These schemes are quite elaborate and despite their somewhat preposterous appearance manage to hook a surprising number of victims. Essentially, these scams attempt to entice the victim into a bogus plot to acquire and split a large sum of cash.

	Many perpetrators of this kind of fraud have been Nigerian citizens. Consequently, the name “419 scheme” is taken from the section of the Nigerian penal code that addresses fraud.

	419 scams are recognizable by their subject lines, which frequently call for an urgent response or refer to a personal introduction, and sender names, which are frequently (though not always) African or African inspired. Examples of senders and subject lines include those in the list below. You should note, however, that these examples are merely a few of the many thousands of variations of names, subject lines, or stories used in these scams.

	Sender Subject Line
usman bello URGENT REPLY NEEDED 
Charles Conneh Re: Pleased to meet you! 
Miss Kate Kasaka Miss Kate Kasaka 
Mr.Adnan A.K.Ismail Cooperation 
MR. Michael Okpala. Good dey from MR. Michael Okpala. 

	A 419 advance fee fraud begins with an email that looks like this:

	Date: Wednesday, August 24, 2008 5:55 PM -0700 
From: "Mr. Henry Bassey Udoma" <henrybassey_udoma@example.com.ar> 
To: mrtarget@example.com
Subject: From: Henry (Regarding Dr. H. Paul Jacobi) 

	From: Henry (Regarding Dr. H. Paul Jacobi)

	Hello,

	I am sending you this private email to make a passionate appeal to you for assistance. Kindly accept my apology for contacting you this way and forgive me if this is not acceptable to you. My name is Henry Bassey Udoma; I am an auditor at one of the Nigerian Banks. On Tuesday, 19 January, 2006, one Dr. H. Paul Jacobi a foreigner, made a numbered time (Fixed) Deposit, valued at £10,550,000.00 (Ten Million, Five Hundred and Fifty Thousand Pounds) for twelve calendar months in my Bank Branch.

	Upon Maturity, we sent a routine notification to his forwarding address but got no reply. After a month, we sent a reminder and finally we discovered from his company that Dr. Paul A. Jacobi was aboard the Egypt Air Flight 990, which crashed into the Atlantic Ocean on October 31, 2006. After further investigation, it was discovered that he died without making a WILL and all attempts to trace his next of kin proved abortive….

	These schemes work by getting the victim to take the initial bait, then slowly convincing him or her of the legitimacy of the plot through a series of forged documents, carefully crafted communications, and even visits by the victim to the country of origin for meetings with bogus “officials” in phony “government offices.” At key junctures in the scam, the perpetrators will ask the victim to advance them money to pay bogus fees or bribes. Additionally, they may extract what amounts to an extortion payment by threatening to cut the victim out of the plot. Once the perpetrators believe they’ve gotten all they could from the victim, they cut off communication and vanish.

	In short, if you discover an email in your inbox proposing a complicated arrangement to secure and split funds in a foreign land, you can safely assume someone is trying to ensnare you in a 419 scam.

	Social Engineering/Phishing Email

	Social engineering is a strategy for obtaining information people wouldn’t normally divulge, or prompting an action people normally wouldn’t perform, by preying on their natural curiosity and/or willingness to trust. Perpetrators of scams and other malicious individuals combine social engineering with email in a number of ways.

	Phishing Email

	Phishing emails are crafted to look as if they’ve been sent from a legitimate organization. These emails attempt to fool you into visiting a bogus web site to either download malware (viruses and other software intended to compromise your computer) or reveal sensitive personal information. The perpetrators of phishing scams carefully craft the bogus web site to look like the real thing.

	For instance, an email can be crafted to look like it is from a major bank. It might have an alarming subject line, such as “Problem with Your Account.” The body of the message will claim there is a problem with your bank account and that, in order to validate your account, you must click a link included in the email and complete an online form.

	The email is sent as spam to tens of thousands of recipients. Some, perhaps many, recipients are customers of the institution. Believing the email to be real, some of these recipients will click the link in the email without noticing that it takes them to a web address that only resembles the address of the real institution. If the email is sent and viewed as HTML, the visible link may be the URL of the institution, but the actual link information coded in the HTML will take the user to the bogus site. For example

	visible link: http://www.yourbank.com/accounts / actual link to bogus site: http://itcare.co.kr/data/yourbank/index.html

	The bogus site will look astonishingly like the real thing, and will present an online form asking for information like your account number, your address, your online banking username and password—all the information an attacker needs to steal your identity and raid your bank account.

	What to Look For

	Bogus communications purporting to be from banks, credit card companies, and other financial institutions have been widely employed in phishing scams, as have emails from online auction and retail services. Carefully examine any email from your banks and other financial institutions. Most have instituted policies against asking for personal or account information in emails, so you should regard any email making such a request with extreme skepticism.

	Phishing emails have also been disguised in a number of other ways. Some of the most common phishing emails include the following:

	
		fake communications from online payment and auction services, or from internet service providers – These emails claim there is a “problem” with your account and request that you access a (bogus) web page to provide personal and account information.

		fake accusation of violating Patriot Act – This email purports to be from the Federal Deposit Insurance Corporation (FDIC). It says that the FDIC is refusing to ensure your account because of “suspected violations of the USA Patriot Act.” It requests you provide information through an online form to “verify your identity.” It’s really an attempt to steal your identity.

		fake communications from an IT Department – These emails will attempt to ferret passwords and other information phishers can use to penetrate your organization’s networks and computers.

		low-tech versions of any of the above asking you to fax back information on a printed form you can download from a (bogus) web site.



	The Anti-Phishing Working Group maintains a helpful phishing archive. The archive catalogues reported phishing scams and presents not only the content of the phishing email, but also screen captures of the bogus web sites and URLs used in the scams. A review of several of the phishing scams catalogued in the archive can provide you insight into how these scams work and arm you with the information you need to avoid falling for them. 

	Trojan Horse Email

	Trojan horse email offers the promise of something you might be interested in—an attachment containing a joke, a photograph, or a patch for a software vulnerability. When opened, however, the attachment may do any or all of the following:

	
		create a security vulnerability on your computer

		• open a secret “backdoor” to allow an attacker future illicit access to your computer



	
		install software that logs your keystrokes and sends the logs to an attacker, allowing the attacker to ferret out your passwords and other important information

		install software that monitors your online transactions and activities

		provide an attacker access to your files

		turn your computer into a “bot” an attacker can use to send spam, launch denial-ofservice attacks, or spread the virus to other computers



	What to Look For

	Trojan horse emails have come in a variety of packages over the years. One of the most notorious was the “Love Bug” virus, attached to an email with the subject line “I Love You” and which asked the recipient to view the attached “love letter.” Other Trojan horse emails have included the following:

	
		email posing as virtual postcard

		email masquerading as security bulletin from a software vendor requesting the recipient apply an attached “patch”

		email with the subject line “funny” encouraging the recipient to view the attached “joke”

		email claiming to be from an antivirus vendor encouraging the recipient to install the attached “virus sweeper” free of charge



	Virus-Generated Email

	Note that, in some cases, a familiar “from” address does not ensure safety: Many viruses spread by first searching for all email addresses on an infected computer and then sending themselves to these addresses. So, if your friend’s computer has become infected with such a virus, you could receive an email that may, in fact, come from your friend’s computer but which was not actually authored by your friend. If you have any doubts, verify the message with the person you believe to be the sender before opening any email attachment.

	
What You Can Do to Avoid Becoming a Victim

	Filter Spam

	Because most email scams begin with unsolicited commercial email, you should take measures to prevent spam from getting into your mailbox. Most email applications and web mail services include spam-filtering features, or ways in which you can configure your email applications to filter spam. Consult the help file for your email application or service to find out what you must do to filter spam.

	You may not be able to eliminate all spam, but filtering will keep a great deal of it from reaching your mailbox. You should be aware that spammers monitor spam filtering tools and software and take measures to elude them. For instance, spammers may use subtle spelling mistakes to subvert spam filters, changing “Potency Pills” to “Potençy Pills.”

	Regard Unsolicited Email with Suspicion

	Don’t automatically trust any email sent to you by an unknown individual or organization. Never open an attachment to unsolicited email. Most importantly, never click on a link sent to you in an email. Cleverly crafted links can take you to forged web sites set up to trick you into divulging private information or downloading viruses, spyware, and other malicious software.

	Spammers may also use a technique in which they send unique links in each individual spam email. Victim 1 may receive an email with the link <http://dfnasdunf.example.org/>, and victim 2 may receive the same spam email with the link <http://vnbnnasd.exaple.org/>. By watching which links are requested on their web servers, spammers can figure out which email addresses are valid and more precisely target victims for repeat spam attempts.

	Remember that even email sent from a familiar address may create problems: Many viruses spread themselves by scanning the victim computer for email addresses and sending themselves to these addresses in the guise of an email from the owner of the infected computer.

	Treat Email Attachments with Caution

	Email attachments are commonly used by online scammers to sneak a virus onto your computer. These viruses can help the scammer steal important information from your computer, compromise your computer so that it is open to further attack and abuse, and convert your computer into a ‘bot’ for use in denial-of-service attacks and other online crimes. As noted above,

	a familiar “from” address is no guarantee of safety because some viruses spread by first searching for all email addresses on an infected computer and then sending itself to these addresses. It could be your friend’s computer is infected with just such a virus.

	Use Common Sense

	When email arrives in your mailbox promising you big money for little effort, accusing you of violating the Patriot Act, or inviting you to join a plot to grab unclaimed funds involving persons you don’t know in a country on the other side of the world, take a moment to consider the likelihood that the email is legitimate.

	Install Antivirus Software and Keep it Up to Date

	If you haven’t done so by now, you should install antivirus software on your computer. If possible, you should install an antivirus program that has an automatic update feature. This will help ensure you always have the most up-to-date protection possible against viruses. In addition, you should make sure the antivirus software you choose includes an email scanning feature. This will help keep your computer free of email-born viruses.

	Install a Personal Firewall and Keep it Up to Date

	A firewall will not prevent scam email from making its way into your mailbox. However, it may help protect you should you inadvertently open a virus-bearing attachment or otherwise introduce malware to your computer by following the instructions in the email. The firewall, among other things, will help prevent outbound traffic from your computer to the attacker. When your personal firewall detects suspicious outbound communications from your computer, it could be a sign you have inadvertently installed malicious programs on your computer.

	Learn the Email Policies of the Organizations You Do Business With

	Most organizations doing business online now have clear policies about how they communicate with their customers in email. Many, for instance, will not ask you to provide account or personal information via email. Understanding the policies of the organizations you do business with can help you spot and avoid phishing and other scams. Do note, however, that it’s never a good idea to send sensitive information via unencrypted email.

	Configure Your Email Client for Security

	There are a number of ways you can configure your email client to make you less susceptible to email scams. For instance, configuring your email program to view email 
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	Recognizing and Avoiding Spyware

	 

	What is spyware?

	Despite its name, the term "spyware" doesn't refer to something used by undercover operatives, but rather by the advertising industry. In fact, spyware is also known as "adware." It refers to a category of software that, when installed on your computer, may send you pop-up ads, redirect your browser to certain web sites, or monitor the web sites that you visit. Some extreme, invasive versions of spyware may track exactly what keys you type. Attackers may also use spyware for malicious purposes.

	Because of the extra processing, spyware may cause your computer to become slow or sluggish. There are also privacy implications:

	
		What information is being gathered?

		Who is receiving it?

		How is it being used?



	 

	How do you know if there is spyware on your computer?

	The following symptoms may indicate that spyware is installed on your computer:

	
		you are subjected to endless pop-up windows

		you are redirected to web sites other than the one you typed into your browser

		new, unexpected toolbars appear in your web browser

		new, unexpected icons appear in the task tray at the bottom of your screen

		your browser's home page suddenly changed

		the search engine your browser opens when you click "search" has been changed

		certain keys fail to work in your browser (e.g., the tab key doesn't work when you are moving to the next field within a form)

		random Windows error messages begin to appear

		your computer suddenly seems very slow when opening programs or processing tasks (saving files, etc.)



	 

	How can you prevent spyware from installing on your computer?

	To avoid unintentionally installing it yourself, follow these good security practices:

	
		Don't click on links within pop-up windows - Because pop-up windows are often a product of spyware, clicking on the window may install spyware software on your computer. To close the pop-up window, click on the "X" icon in the titlebar instead of a "close" link within the window.

		Choose "no" when asked unexpected questions - Be wary of unexpected dialog boxes asking whether you want to run a particular program or perform another type of task. Always select "no" or "cancel," or close the dialog box by clicking the "X" icon in the titlebar.

		Be wary of free downloadable software - There are many sites that offer customized toolbars or other features that appeal to users. Don't download programs from sites you don't trust, and realize that you may be exposing your computer to spyware by downloading some of these programs.

		Don't follow email links claiming to offer anti-spyware software - Like email viruses, the links may serve the opposite purpose and actually install the spyware it claims to be eliminating.



	As an additional good security practice, especially if you are concerned that you might have spyware on your machine and want to minimize the impact, consider taking the following action:

	
		Adjust your browser preferences to limit pop-up windows and cookies - Pop-up windows are often generated by some kind of scripting or active content. Adjusting the settings within your browser to reduce or prevent scripting or active content may reduce the number of pop-up windows that appear. Some browsers offer a specific option to block or limit pop-up windows. Certain types of cookies are sometimes considered spyware because they reveal what web pages you have visited. You can adjust your privacy settings to only allow cookies for the web site you are visiting.



	 

	How do you remove spyware?

	
		Run a full scan on your computer with your anti-virus software - Some anti-virus software will find and remove spyware, but it may not find the spyware when it is monitoring your computer in real time. Set your anti-virus software to prompt you to run a full scan periodically.

		Run a legitimate product specifically designed to remove spyware - Many vendors offer products that will scan your computer for spyware and remove any spyware software. Popular products include Lavasoft's Ad-Aware, Microsoft's Window Defender, Webroot's SpySweeper, and Spybot Search and Destroy.

		Make sure that your anti-virus and anti-spyware software are compatible - Take a phased approach to installing the software to ensure that you don't unintentionally introduce problems.
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	Recognizing Fake Antiviruses

	 

	What is fake antivirus?

	Fake antivirus is malicious software (malware) designed to steal information from unsuspecting users by mimicking legitimate security software. The malware makes numerous system modifications making it extremely difficult to terminate unauthorized activities and remove the program. It also causes realistic, interactive security warnings to be displayed to the computer user.

	 

	How can my computer become infected with fake antivirus?

	Criminals distribute this type of malware using search engines, emails, social networking sites, internet advertisements and other malware. They leverage advanced social engineering methodologies and popular technologies to maximize number of infected computers.

	 

	How will I know if I am infected?

	The presence of pop-ups displaying unusual security warnings and asking for credit card or personal information is the most obvious method of identifying a fake antivirus infection.

	 

	What can I do to protect myself?

	
		Be cautious when visiting web links or opening attachments from unknown senders.

		Keep software patched and updated. 

		To purchase or renew software subscriptions, visit the vendor sites directly.

		Monitor your credit cards for unauthorized activity.

		To report Internet crime or fraud, contact the Internet Crime Complaint Center (ic3).
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	It can happen to anyone. Considering the vast number of viruses and Trojan horses traversing the Internet at any given moment, it’s amazing it doesn’t happen to everyone. Hindsight may dictate that you could have done a better job of protecting yourself, but that does little to help you out of your current predicament. Once you know that your machine is infected with a Trojan Horse or virus (or if your machine is exhibiting unexpected behavior and you suspect that something is wrong), what can you do?

	If you know what specific malicious program has infected your computer, you can visit one of several anti-virus web sites and download a removal tool. Chances are, however, that you will not be able to identify the specific program. Unfortunately your other choices are limited, but the following steps may help save your computer and your files.

	1. Call IT support

	If you have an IT support department at your disposal, notify them immediately and follow their instructions.

	2. Disconnect your computer from the Internet

	Depending on what type of Trojan horse or virus you have, intruders may have access to your personal information and may even be using your computer to attack other computers. You can stop this activity by turning off your Internet connection. The best way to accomplish this is to physically disconnect your cable or phone line, but you can also simply “disable” your network connection.

	3. Back up your important files

	At this point it is a good idea to take the time to back up your files. If possible, compile all of your photos, documents, Internet favorites, etc., and burn them onto a CD or DVD or save them to some other external storage device. It is vital to note that these files cannot be trusted since they are still potentially infected. (Actually, it’s good practice to back up your files on a regular basis so that if they do get infected, you might have an uninfected set you can restore.)

	4. Scan your machine

	Since your computer (including its operating system) may be infected with a malicious program, it is safest to scan the machine from a live CD (or “rescue” CD) rather than a previously installed antivirus program. Many antivirus products provide this functionality. Another alternative is to use a web-based virus removal service, which some antivirus software vendors offer (try searching on “online virus scan”).

	The next best action is to install an antivirus program from an uncontaminated source such as a CD-ROM. If you don’t have one, there are many to choose from, but all of them should provide the tools you need.

	After you install the software, complete a scan of your machine. The initial scan will hopefully identify the malicious program(s). Ideally, the anti-virus program will even offer to remove the malicious files from your computer; follow the advice or instructions you are given.

	If the anti-virus software successfully locates and removes the malicious files, be sure to follow the precautionary steps in Step 7 to prevent another infection. In the unfortunate event that the anti-virus software cannot locate or remove the malicious program, you will have to follow Steps 5 and 6.

	5. Reinstall your operating system

	If the previous step failed to clean your computer, the most effective option is to wipe or format the hard drive and reinstall the operating system. Although this corrective action will also result in the loss of all your programs and files, it is the only way to ensure your computer is free from backdoors and intruder modifications.

	Many computer vendors also offer a rescue partition or disc(s) that will do a factory restore of the system. Check your computer’s user manual to find out whether one of these is provided and how to run it.

	Before conducting the reinstall, make a note of all your programs and settings so that you can return your computer to its original condition.

	It is vital that you also reinstall your anti-virus software and apply any patches that may be available. 

	6. Restore your files

	If you made a backup in Step 3, you can now restore your files. Before placing the files back in directories on your computer, you should scan them with your anti-virus software to check them for known viruses.

	7. Protect your computer

	To prevent future infections, you should take the following precautions:

	
		Do not open unsolicited attachments in email messages.

		Do not follow unsolicited links.

		Maintain updated anti-virus software.

		Use an Internet firewall.

		Securing your web browser.

		Keep your system patched.
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	Reducing Spam

	 

	What is spam?

	Spam is the electronic version of “junk mail.” The term spam refers to unsolicited, often unwanted, email messages. Spam does not necessarily contain viruses—valid messages from legitimate sources could fall into this category.

	 

	How can you reduce the amount of spam?

	
		Be careful about releasing your email address – Think twice before you respond to any request for your email address, on the web, verbally, or on paper. Spammers can harvest any email address posted on a website. If you give your email address to a company, that information is often entered into a database so that customer information and preferences can be tracked. If these email databases are sold to or shared with other companies, you can receive email that you didn’t request.

		Check privacy policies – Before submitting your email address online, look for a privacy policy. Most reputable sites will have a link to their privacy policy from any form where you’re asked to submit personal data. You should read this policy before submitting your email address or any other personal information so that you know what the owners of the site plan to do with the information (see Protecting Your Privacy for more information).

		Be aware of options selected by default – When you sign up for some online accounts or services, there may be a section that provides you with the option to receive email about other products and services. Sometimes there are options selected by default, so if you do not deselect them, you could begin to receive email from those lists as well.

		Use filters or spam tagging – Many email programs offer filtering capabilities that allow you to block certain addresses or to allow only email from addresses on your contact list. Many ISPs also offer spam tagging services that allow the user the option to review suspected spam messages before they are deleted. Spam tagging can be useful in conjunction with filtering capabilities provided by many email programs.

		Report messages as spam – Most email clients offer an option to report a message as spam or junk. If your email client has that option, take advantage of it. Reporting messages as spam or junk helps to train the mail filter so that the messages aren’t delivered to your inbox. However, check your junk or spam folders occasionally to look for legitimate messages that were incorrectly classified as spam.

		Don’t follow links in spam messages – Some spam relies on generators that try variations of email addresses at certain domains. If you click a link within an email message or reply to a certain address, you are just confirming that your email address is valid. Unwanted messages that offer an “unsubscribe” option are particularly tempting, but this is often just a method for collecting valid addresses that are then targeted for other spam.

		Disable the automatic downloading of graphics in HTML mail – Many spammers send HTML mail with a linked graphic file that is then used to track who opens the mail message. When your mail client downloads the graphic from their web server, the spammers know you’ve opened the message. Disabling HTML mail entirely and viewing messages in plain text also prevents this problem.

		Consider opening an additional email account – Many domains offer free email accounts. If you frequently submit your email address (for online shopping, signing up for services, or including it on something like a comment card), you may want to have a secondary email account to protect your primary email account from any spam that could be generated. You could also use this secondary account when posting to public mailing lists, social networking sites, blogs, and web forums. If the account start to fill up with spam, you can get rid of it and open a different one.

		Use privacy settings on social networking sites – Social networking sites typically allow you to choose who has access to see your email address. Consider hiding your email account or changing the settings so that only a small group of people that you trust are able to see your address. Know that when you use applications on these sites, you may be granting permission for them to access your personal information. So, be cautious about which applications you choose to use.

		Don’t spam other people – Be a responsible and considerate user. Some people consider email forwards a type of spam, so be selective with the messages you redistribute. Don’t forward every message to everyone in your address book, and if recipients ask that you not forward messages to them, respect their requests.
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	Reviewing End-User License Agreements

	 

	What is an end-user license agreement?

	An end-user license agreement (EULA) is a contract between you and the software's vendor or developer. Some software packages state that by simply removing the shrink-wrap on the package, you agree to the contract. However, you may be more familiar with the type of EULA that is presented as a dialog box that appears the first time you open the software. It usually requires you to accept the conditions of the contract before you can proceed. Software updates and patches may also include new or updated EULAs that have different terms than the original. Some EULAs only apply to certain features of the software, so you may only encounter them when you attempt to use those features.

	 

	Unfortunately, many users don't read EULAs before accepting them. The terms of each contract differ, and you may be agreeing to conditions that you later consider unfair or that expose you to security risks you didn't expect.

	 

	What terms may be included?

	EULAs are legal contracts, and the vendor or developer may include almost any conditions. These conditions are often designed to protect the developer or vendor against liability, but they may also include additional terms that give the vendor some control over your computer. The following topics are often covered in EULAs:

	
		Distribution - There are often limitations placed on the number of times you are allowed to install the software and restrictions about reproducing the software for distribution.

		Warranty - Developers or vendors often include disclaimers that they are not liable for any problem that results from the software being used incorrectly. They may also protect themselves from liability for software flaws, software failure, or incompatibility with other programs on your computer.



	The following topics, while not standard, are examples of other conditions that have been included in EULAs. They present security implications that you should consider before accepting the agreement.

	
		Monitoring - Agreeing to the EULA may give the vendor permission to monitor your computer activity and communicate the information back to the vendor or to another third party. Depending on what information is being collected, this type of monitoring could have both security and privacy implications.

		Software installation - Some agreements allow the vendor to install additional software on your computer. This may include updated versions of the software program you installed (the determination of which version you are running may be a result of the monitoring described above). Vendors may also incorporate statements that allow them or other third parties to install additional software programs on your computer. This software may be unnecessary, may affect the functionality of other programs on your computer, and may introduce security risks.
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	Risks of File-Sharing Technology

	 

	What is file sharing?

	File sharing involves using technology that allows internet users to share files that are housed on their individual computers. Peer-to-peer (P2P) applications, such as those used to share music files, are some of the most common forms of file-sharing technology. However, P2P applications introduce security risks that may put your information or your computer in jeopardy.

	 

	What risks does file-sharing technology introduce?

	
		Installation of malicious code - When you use P2P applications, it is difficult, if not impossible, to verify that the source of the files is trustworthy. These applications are often used by attackers to transmit malicious code. Attackers may incorporate spyware, viruses, Trojan horses, or worms into the files. When you download the files, your computer becomes infected.

		Exposure of sensitive or personal information - By using P2P applications, you may be giving other users access to personal information. Whether it's because certain directories are accessible or because you provide personal information to what you believe to be a trusted person or organization, unauthorized people may be able to access your financial or medical data, personal documents, sensitive corporate information, or other personal information. Once information has been exposed to unauthorized people, it's difficult to know how many people have accessed it. The availability of this information may increase your risk of identity theft.

		Susceptibility to attack - Some P2P applications may ask you to open certain ports on your firewall to transmit the files. However, opening some of these ports may give attackers access to your computer or enable them to attack your computer by taking advantage of any vulnerabilities that may exist in the P2P application. There are some P2P applications that can modify and penetrate firewalls themselves, without your knowledge.

		Denial of service - Downloading files causes a significant amount of traffic over the network. This activity may reduce the availability of certain programs on your computer or may limit your access to the internet.

		Prosecution - Files shared through P2P applications may include pirated software, copyrighted material, or pornography. If you download these, even unknowingly, you may be faced with fines or other legal action. If your computer is on a company network and exposes customer information, both you and your company may be liable.

		 



	How can you minimize these risks?

	The best way to eliminate these risks is to avoid using P2P applications. However, if you choose to use this technology, you can follow some good security practices to minimize your risk:

	
		use and maintain anti-virus software - Anti-virus software recognizes and protects your computer against most known viruses. However, attackers are continually writing new viruses, so it is important to keep your anti-virus software current.

		install or enable a firewall - Firewalls may be able to prevent some types of infection by blocking malicious traffic before it can enter your computer. Some operating systems actually include a firewall, but you need to make sure it is enabled.
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	Safeguarding Your Data

	 

	Why isn't "more" better?

	Maybe there is an extra software program included with a program you bought. Or perhaps you found a free download online. You may be tempted to install the programs just because you can, or because you think you might use them later. However, even if the source and the software are legitimate, there may be hidden risks. And if other people use your computer, there are additional risks.

	These risks become especially important if you use your computer to manage your personal finances (banking, taxes, online bill payment, etc.), store sensitive personal data, or perform work-related activities away from the office. However, there are steps you can take to protect yourself.

	 

	How can you protect both your personal and work-related data?

	
		Use and maintain anti-virus software and a firewall - Protect yourself against viruses and Trojan horses that may steal or modify the data on your own computer and leave you vulnerable by using anti-virus software and a firewall. Make sure to keep your virus definitions up to date.

		Regularly scan your computer for spyware - Spyware or adware hidden in software programs may affect the performance of your computer and give attackers access to your data. Use a legitimate anti-spyware program to scan your computer and remove any of these files. Many anti-virus products have incorporated spyware detection.

		Keep software up to date - Install software patches so that attackers cannot take advantage of known problems or vulnerabilities. Many operating systems offer automatic updates. If this option is available, you should turn it on.

		Evaluate your software's settings - The default settings of most software enable all available functionality. However, attackers may be able to take advantage of this functionality to access your computer. It is especially important to check the settings for software that connects to the internet (browsers, email clients, etc.). Apply the highest level of security available that still gives you the functionality you need.

		Avoid unused software programs - Do not clutter your computer with unnecessary software programs. If you have programs on your computer that you do not use, consider uninstalling them. In addition to consuming system resources, these programs may contain vulnerabilities that, if not patched, may allow an attacker to access your computer.

		Consider creating separate user accounts - If there are other people using your computer, you may be worried that someone else may accidentally access, modify, and/or delete your files. Most operating systems (including Windows XP and Vista, Mac OS X, and Linux) give you the option of creating a different user account for each user, and you can set the amount of access and privileges for each account. You may also choose to have separate accounts for your work and personal purposes. While this approach will not completely isolate each area, it does offer some additional protection. However, it will not protect your computer against vulnerabilities that give an attacker administrative privileges. Ideally, you will have separate computers for work and personal use; this will offer a different type of protection.

		Establish guidelines for computer use - If there are multiple people using your computer, especially children, make sure they understand how to use the computer and internet safely. Setting boundaries and guidelines will help to protect your data.

		Use passwords and encrypt sensitive files - Passwords and other security features add layers of protection if used appropriately. By encrypting files, you ensure that unauthorized people can't view data even if they can physically access it. You may also want to consider options for full disk encryption, which prevents a thief from even starting your laptop without a passphrase. When you use encryption, it is important to remember your passwords and passphrases; if you forget or lose them, you may lose your data.

		Follow corporate policies for handling and storing work-related information - If you use your computer for work-related purposes, make sure to follow any corporate policies for handling and storing the information. These policies were likely established to protect proprietary information and customer data, as well as to protect you and the company from liability. Even if it is not explicitly stated in your corporate policy, you should avoid allowing other people, including family members, to use a computer that contains corporate data.

		Dispose of sensitive information properly - Simply deleting a file does not completely erase it. To ensure that an attacker cannot access these files, make sure that you adequately erase sensitive files.
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	Securing Voter Registration Data

	 

	Quick Overview

	Voter registration databases (VRDB) are rich targets and may be an attractive target for computer intrusions. This problem is not unique to individual states—it is shared across the nation. The keys to good cybersecurity are awareness and constant vigilance.

	 

	What are the threats that may place voter data at risk?

	Malicious actors may use a variety of methods to interfere with voter registration websites and databases. Some methods of attack are listed below and provide guidance that is applicable to VRDBs and many other computer networks.

	 

	
		Phishing attempts are forged emails, texts, and other messages used to manipulate users into clicking on malicious links or downloading malicious file attachments. Phishing attacks can lead to credential theft (e.g., passwords) or may act as an entry point for threat actors to spread malware throughout an organization, steal voter information, or disrupt voting operations. 

		Injection Flaws are broad web application attack technique that attempts to send commands to a browser, database, or other system, allowing for a regular user to control behavior. The most common example is Structured Query Language (SQL) injection, which subverts the relationship between a webpage and its supporting database, typically to obtain information contained inside the voter registration database. Another form is Command Injection, where an untrusted user is able to send commands to an operating systems supporting a web application or database.

		Cross-site scripting (XSS) vulnerabilities allow threat actors to insert and execute unauthorized code in web applications. Successful XSS attacks on voter registration websites can provide the attacker unauthorized access to voter information.

		Denial-of-service (DoS) attacks prevent legitimate users from accessing information or services. A DoS attack can make a voter registration website unavailable or deny access to voter registration data. Contact your Internet service provider (ISP) to discuss ways they can help block DoS attacks targeting your organization.

		Server vulnerabilities may be exploited to allow unauthorized access to sensitive information. An attack against a poorly configured server running a voter registration website may allow an adversary access to critical information and to the supporting voter registration database itself. 

		Ransomware is a type of malicious software that infects a computer system and restricts users' access to system resources or data until a ransom is paid to unlock it. Affected organizations are discouraged from paying the ransom, as this does not guarantee access will be restored to a compromised VRDB.



	 

	What prevention measures should I employ to protect against these threats?

	DHS encourages election officials and network administrators to implement the recommendations below, which can prevent as many as 85 percent of targeted cyber attacks. These strategies are common sense to many, but DHS continues to see intrusions because organizations fail to use these basic measures.   

	
		Patch applications and operating systems – Vulnerable applications and operating systems are the targets of most attacks. Ensuring these are patched with the latest updates greatly reduces the number of exploitable entry points available to an attacker.

		Application whitelisting – Whitelisting is one of the best security strategies as it allows only specified programs to run while blocking all others, including malicious software.

		Restrict administrative privileges – This may prevent malicious software from running or limit its capability to spread through the network.

		Input validation – Input validation is a method of sanitizing untrusted user input provided by users of a web application, and may prevent many types of web application security flaws, such as SQLi, XSS, and Command Injection.

		Understanding firewalls – When anyone or anything can access your network at any time, your network is more susceptible to being attacked. Firewalls can be configured to block data from certain locations (IP whitelisting) or applications while allowing relevant and necessary data through.



	A commitment to good cybersecurity and best practices is critical to protecting voter registration data. Here are some questions you may want to ask of your organization to help prevent attacks against voter registration websites and databases:

	
		Backups: Do we backup all critical information? Are the backups stored offline? Have we tested our ability to revert to backups during an incident?

		Risk Analysis: Have we conducted a cybersecurity risk analysis of the organization?

		Staff Training: Have we trained staff on cybersecurity best practices?

		Vulnerability Scanning & Patching: Have we implemented regular scans of our network and systems, and appropriate patching of known system vulnerabilities?

		Application Whitelisting: Do we allow only approved programs to run on our networks?

		Incident Response: Do we have an incident response plan and have we practiced it?

		Business Continuity: Are we able to sustain business operations without access to certain systems? For how long? Have we tested this?

		Penetration Testing: Have we attempted to hack into our own systems to test the security of our systems and our ability to defend against attacks?
 



	How do I respond to unauthorized access to voter registration data?

	Implement your security incident response and business continuity plan. It may take time for your organization’s IT professionals to isolate and remove threats to your systems and restore normal operations. In the meantime, you should take steps to maintain your organization’s essential functions according to your business continuity plan. Organizations should maintain and regularly test backup plans, disaster recovery plans, and business continuity procedures.
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	Securing Wireless Networks

	 

	How do wireless networks work?

	As the name suggests, wireless networks, sometimes called WiFi, allow you to connect to the internet without relying on wires. If your home, office, airport, or even local coffee shop has a wireless connection, you can access the network from anywhere that is within that wireless area.

	 

	Wireless networks rely on radio waves rather than wires to connect computers to the internet. A transmitter, known as a wireless access point or gateway, is wired into an internet connection. This provides a "hotspot" that transmits the connectivity over radio waves. Hotspots have identifying information, including an item called an SSID (service set identifier), that allow computers to locate them. Computers that have a wireless card and have permission to access the wireless frequency can take advantage of the network connection. Some computers may automatically identify open wireless networks in a given area, while others may require that you locate and manually enter information such as the SSID.

	 

	What security threats are associated with wireless networks?

	Because wireless networks do not require a wire between a computer and the internet connection, it is possible for attackers who are within range to hijack or intercept an unprotected connection. A practice known as wardriving involves individuals equipped with a computer, a wireless card, and a GPS device driving through areas in search of wireless networks and identifying the specific coordinates of a network location. This information is then usually posted online. Some individuals who participate in or take advantage of wardriving have malicious intent and could use this information to hijack your home wireless network or intercept the connection between your computer and a particular hotspot.

	 

	What can you do to minimize the risks to your wireless network?

	
		Change default passwords - Most network devices, including wireless access points, are pre-configured with default administrator passwords to simplify setup. These default passwords are easily found online, so they don't provide any protection. Changing default passwords makes it harder for attackers to take control of the device.

		Restrict access - Only allow authorized users to access your network. Each piece of hardware connected to a network has a MAC (media access control) address. You can restrict or allow access to your network by filtering MAC addresses. Consult your user documentation to get specific information about enabling these features. There are also several technologies available that require wireless users to authenticate before accessing the network.

		Encrypt the data on your network - WEP (Wired Equivalent Privacy) and WPA (Wi-Fi Protected Access) both encrypt information on wireless devices. However, WEP has a number of security issues that make it less effective than WPA, so you should specifically look for gear that supports encryption via WPA. Encrypting the data would prevent anyone who might be able to access your network from viewing your data.

		Protect your SSID - To avoid outsiders easily accessing your network, avoid publicizing your SSID. Consult your user documentation to see if you can change the default SSID to make it more difficult to guess.

		Install a firewall - While it is a good security practice to install a firewall on your network, you should also install a firewall directly on your wireless devices (a host-based firewall). Attackers who can directly tap into your wireless network may be able to circumvent your network firewall—a host-based firewall will add a layer of protection to the data on your computer.

		Maintain anti-virus software - You can reduce the damage attackers may be able to inflict on your network and wireless computer by installing anti-virus software and keeping your virus definitions up to date. Many of these programs also have additional features that may protect against or detect spyware and Trojan horses.
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	Securing Your Home Network

	 

	How are routers used in your home network?

	Home routers have become an integral part of our global communications footprint as use of the Internet has grown to include home-based businesses, telework, schoolwork, social networking, entertainment, and personal financial management. Routers facilitate this broadened connectivity. Most of these devices are preconfigured at the factory and are Internet-ready for immediate use. After installing routers, users often connect immediately to the Internet without performing any additional configuration. Users may be unwilling to add configuration safeguards because configuration seems too difficult or users are reluctant to spend the time with advanced configuration settings.

	 

	Unfortunately, the default configuration of most home routers offers little security and leaves home networks vulnerable to attack. Small businesses and organizations often use these same home routers to connect to the Internet without implementing additional security precautions and expose their organizations to attack.

	 

	Why secure your home router?

	Home routers are directly accessible from the Internet, are easily discoverable, are usually continuously powered-on, and are frequently vulnerable because of their default configuration. These characteristics offer an intruder the perfect target to obtain a user’s personal or business data. The wireless features incorporated into many of these devices add another vulnerable target.

	 

	How can you prevent unauthorized access to your home network?

	The preventive steps listed below are designed to increase the security of home routers and reduce the vulnerability of the internal network against attacks from external sources.

	
		Change the default username and password: These default usernames and passwords are readily available in different publications and are well known to attackers; therefore, they should be immediately changed during the initial router installation. It’s best to use a strong password, consisting of letters, numbers, and special characters totaling at least 14 characters. Manufacturers set default usernames and passwords for these devices at the factory for their troubleshooting convenience. Furthermore, change passwords every 30 to 90 days. See Choosing and Protecting Passwords for more information on creating a strong router password.

		Change the default SSID: A service set identifier (SSID) is a unique name that identifies a particular wireless local area network (WLAN). All wireless devices on a WLAN must use the same SSID to communicate with each other. Manufacturers set a default SSID at the factory, and this SSID typically identifies the manufacturer or the actual device. An attacker can use the default SSID to identify the device and exploit any of its known vulnerabilities. Users sometimes set the SSID to a name that reveals their organization, their location, or their own name. This information makes it easier for the attacker to identify the specific business or home network based upon an SSID that explicitly displays the organization’s name, organization’s location, or an individual’s own name. For example, an SSID that broadcasts a company name is a more attractive target then an SSID broadcasting “ABC123.” Using default or well-known SSIDs also makes brute force attacks against WPA2 keys easier. When choosing an SSID, make the SSID unique and not tied to your personal or business identity.

		Don’t stay logged in to the management website for your router: Routers usually provide a website for users to configure and manage the router. Do not stay logged into this website, as a defense against cross-site request forgery (CSRF) attacks. In this context, a CSRF attack would transmit unauthorized commands from an attacker to the router’s management website.

		Configure Wi-Fi Protected Access 2 (WPA2)-Advanced Encryption Standard (AES) for data confidentiality: Some home routers still use Wired Equivalent Privacy (WEP), which is not recommended. In fact, if your router or device supports only WEP, but not other encryption standards, you should upgrade your network device.[1] One newer standard, WPA2-AES, encrypts the communication between the wireless router and the wireless computing device, providing stronger authentication and authorization between the devices. WPA2 incorporates the Advanced Encryption Standard (AES) 128-bit encryption that is encouraged by the National Institute of Standards and Technology (NIST). WPA2 with AES is the most secure router configuration for home use.

		Immediately disable WPS: Wi-Fi Protected Setup (WPS) provides simplified mechanisms to configure moderately secure wireless networks. A design flaw that exists in the WPS specification for the PIN authentication significantly reduces the time required to brute force the entire PIN because it allows an attacker to know when the first half of the 8-digit PIN is correct. The lack of a proper lockout policy after a certain number of failed attempts to guess the PIN on many wireless routers makes a brute-force attack much more likely to occur.

		Limit WLAN signal emissions: WLAN signals frequently broadcast beyond the perimeters of your home or organization. This extended emission allows eavesdropping by intruders outside your network perimeter. Therefore, it’s important to consider antenna placement, antenna type, and transmission power levels. Local area networks (LANs) are inherently more secure than WLANs because they are protected by the physical structure in which they reside. Limit the broadcast coverage area when securing your WLAN. A centrally located, omnidirectional antenna is the most common type used. If possible, use a directional antenna to restrict WLAN coverage to only the areas needed. Experimenting with transmission levels and signal strength will also allow you to better control WLAN coverage. Note that a sensitive antenna may pick up signals from further away than expected, a motivated attacker may still be able to reach an access point that has limited coverage.

		Turn the network off when not in use: While it may be impractical to turn the devices off and on frequently, consider this approach during travel or extended offline periods. The ultimate in wireless security measures—shutting down the network—will definitely prevent outside attackers from being able to exploit your WLAN.

		Disable UPnP when not needed: Universal Plug and Play (UPnP) is a handy feature allowing networked devices to seamlessly discover and establish communication with each other on the network. Though the UPnP feature eases initial network configuration, it is also a security hazard. For example, malware within your network could use UPnP to open a hole in your router firewall to let intruders in. Therefore, disable UPnP unless you have a specific need for it.

		Upgrade firmware: Just like software on your computers, the router firmware (the software that operates it) must have current updates and patches. Many of the updates address security vulnerabilities that could affect the network. When considering a router, check the manufacturer’s website to see if the website provides updates to address security vulnerabilities.

		Disable remote management: Disable this to keep intruders from establishing a connection with the router and its configuration through the wide area network (WAN) interface.

		Monitor for unknown device connections: Use your router’s management website to determine if any unauthorized devices have joined or attempted to join your network. If an unknown device is identified, a firewall or media access control (MAC) filtering rule can be applied on the router. For further information on how to apply these rules, see the literature provided by the manufacturer or the manufacturer’s website.



	If you must use WEP, it should be configured with the 128-bit key option and the longest pre-shared key the router administrator can manage. Note that WEP at its strongest is still easily cracked.
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	Shopping Safely Online

	 

	Why do online shoppers have to take special precautions?

	The Internet offers convenience not available from other shopping outlets. From the comfort of your home, you can search for items from multiple vendors, compare prices with a few mouse clicks, and make purchases without waiting in line. However, the Internet is also convenient for attackers, giving them multiple ways to access the personal and financial information of unsuspecting shoppers. Attackers who are able to obtain this information may use it for their own financial gain, either by making purchases themselves or by selling the information to someone else.

	 

	How do attackers target online shoppers?

	There are three common ways that attackers can take advantage of online shoppers:

	
		Creating fraudulent sites and email messages – Unlike traditional shopping, where you know that a store is actually the store it claims to be, attackers can create malicious websites or email messages that appear to be legitimate. Attackers may also misrepresent themselves as charities, especially after natural disasters or during holiday seasons. Attackers create these malicious sites and email messages to try to convince you to supply personal and financial information.

		Intercepting insecure transactions – If a vendor does not use encryption, an attacker may be able to intercept your information as it is transmitted.

		Targeting vulnerable computers – If you do not take steps to protect your computer from viruses or other malicious code, an attacker may be able to gain access to your computer and all of the information on it. It is also important for vendors to protect their computers to prevent attackers from accessing customer databases.



	 

	How can you protect yourself?

	
		Do business with reputable vendors – Before providing any personal or financial information, make sure that you are interacting with a reputable, established vendor. Some attackers may try to trick you by creating malicious websites that appear to be legitimate, so you should verify the legitimacy before supplying any information. Attackers may obtain a site certificate for a malicious website to appear more authentic, so review the certificate information, particularly the "issued to" information. Locate and note phone numbers and physical addresses of vendors in case there is a problem with your transaction or your bill.

		Make sure your information is being encrypted – Many sites use secure sockets layer (SSL) to encrypt information. Indications that your information will be encrypted include a URL that begins with "https:" instead of "http:" and a padlock icon. If the padlock is closed, the information is encrypted. The location of the icon varies by browser; for example, it may be to the right of the address bar or at the bottom of the window. Some attackers try to trick users by adding a fake padlock icon, so make sure that the icon is in the appropriate location for your browser.

		Be wary of emails requesting information – Attackers may attempt to gather information by sending emails requesting that you confirm purchase or account information. Legitimate businesses will not solicit this type of information through email. Do not provide sensitive information through email. If you receive an unsolicited email from a business, instead of clicking on the provided link, directly log on to the authentic website by typing the address yourself. 

		Use a credit card – There are laws to limit your liability for fraudulent credit card charges, but you may not have the same level of protection for your debit cards. Additionally, because a debit card draws money directly from your bank account, unauthorized charges could leave you with insufficient funds to pay other bills. You can minimize potential damage by using a single, low-limit credit card to making all of your online purchases. Also use a credit card when using a payment gateway such as PayPal, Google Wallet, or Apple Pay.

		Check your shopping app settings – Look for apps that tell you what they do with your data and how they keep it secure. Keep in mind that there is no legal limit on your liability with money stored in a shopping app (or on a gift card). Unless otherwise stated under the terms of service, you are responsible for all charges made through your shopping app.

		Check your statements – Keep a record of your purchases and copies of confirmation pages, and compare them to your bank statements. If there is a discrepancy, report it immediately. 

		Check privacy policies – Before providing personal or financial information, check the website's privacy policy. Make sure you understand how your information will be stored and used.
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	Small Office or Home Office Router Security

	Home routers have become an integral part of our modern society as our use of the internet has grown to include business from home, schoolwork, social networking, entertainment and personal financial management. Wired and now wireless routers have moved into our homes to facilitate this additional connectivity. The internet service provider (ISP) sells these devices preconfigured and ready to use. Users typically connect immediately to the internet without performing any additional configuration. They may not know how to perform additional configuration because it either seems too difficult, or they may be reluctant to spend the time with advanced configuration settings.

	Unfortunately, the default configuration of most home routers offer little security and leave home networks vulnerable to attack. Small businesses and organizations that lack the funding for an information technology (IT) infrastructure and support staff often use these same home routers to connect to the internet. These organizations frequently also set up the routers without implementing security precautions and therefore are exposing their organization to attack.

	
Security Concerns

	The default configurations of most home routers offer little security. Home routers are directly accessible from the internet, are easily discoverable, are usually powered-on at all times, and in many cases are vulnerable due to misconfiguration. These characteristics offer an intruder the perfect attack vector. The wireless features incorporated into many of these devices adds another vulnerable attack vector.

	
Mitigation

	The mitigation steps listed below are designed to increase the security of home routers and reduce the vulnerability of the internal network against attacks from external sources.

	• Change the default login username and password: Manufacturers set default usernames and passwords for these devices at the factory to provide users access to configure the device. These default usernames and passwords are readily available in different publications and are well known to attackers; therefore, they should be immediately changed during the initial router installation. A strong password that uses a

	combination of letters and numbers with 14 characters or more is recommended. 
Furthermore, change passwords every 30 to 90 days.

	
		Change the default SSID: A service set identifier (SSID) is a unique name that identifies a particular wireless LAN (WLAN). All wireless devices on a WLAN must use the same SSID in order to communicate with each other. Manufacturers set a default SSID at the factory that typically identifies the manufacturer or the actual device. An attacker can use the default name to identify the device and any vulnerability associated with it. Users sometimes set the SSID to a name that identifies their organization, their location, their own name, etc. This makes it easier for the attacker to identify their specific business or home network based upon an SSID easily identified with their name. For example, an SSID that broadcasts a company name is a more attractive target then a router broadcasting “ABC123”. When choosing an SSID, follow the best practices policy for password complexity as described below:



	
		The minimum length of an SSID should be greater than eight characters long.

		Use alphanumeric and symbols in the SSID.

		Change the SSID on a reoccurring basis and discourage the use of previous passwords.



	
		Configure WPA2-AES for data confidentiality: Wireless Equivalent Privacy (WEP) is a security algorithm intended to provide data confidentiality (authentication and encryption) but has serious weaknesses. WEP was superseded by the 802.11 standard implemented as Wi-Fi Protected Access (WPA), which has a newer version, WPA2. WPA and WPA2 provide stronger authentication and encryption using dynamically changing keys. WPA and WPA2 come in personal and enterprise versions. WPA-Personal, also referred to WPA-PSK (Pre-Shared Key), was designed for homes and small offices using pre-shared keys without requiring an authentication server. If using WPA-PSK, set a long pre-shared key and change it periodically. WPA-Enterprise requires a RADIUS authentication server, uses Extensible Authentication Protocol (EAP), and provides added security, but it entails a larger budget and more complicated implementation. WPA2 incorporates AES 128-bit encryption accepted by government agencies. WPA2 with AES represents the most secure option, and all wireless devices must be WPA2 compliant. If WPA2 is not feasible, WPA is an alternative. WEP represents the least secure option. If used, WEP should be configured with the 128-bit key option with the longest pre-shared key the router administrator can manage.

		Limit WLAN coverage: LANs are inherently more secure than WLANs because they are protected by the physical structure in which they reside. WLAN coverage frequently extends beyond the perimeters of your home or organization. This allows eavesdropping by intruders outside your network perimeter. Therefore, antenna placement, antenna type, and transmission power levels are important aspects to consider. Limit the broadcast coverage area when securing your WLAN. A centrally located omni-directional antenna is the most common type used. If possible, use a directional antenna to direct WLAN coverage to only the areas needed. Experimenting with transmission levels and signal strength will also limit the coverage to only the areas needed.

		Turn the network off when not in use: The ultimate in wireless security measures, shutting down the network, will most certainly prevent outside attackers from breaking in. While it may be impractical to turn the devices off and on frequently, consider this approach during travel or extended periods offline.

		Disable UPnP: Universal Plug and Play (UPnP) is a handy feature allowing networked devices to seamlessly discover and establish communication with each other on the network. Though the UPnP feature eases initial network configuration, it is also a security hazard. For example, malware within your network could use UPnP to open a hole in your router firewall to let intruders in. Therefore, disable UPnP when not needed.

		Upgrade firmware: Just like software on your computers, the router firmware (the software that operates it) must have current updates and patches. Many of the updates address security vulnerabilities that could affect the network.

		Use static IP addresses or limit DHCP reserved addresses: Most home routers are configured as Dynamic Host Configuration Protocol (DHCP) servers. DHCP makes configuration of client devices easy by automatically configuring their network settings (IP address, gateway address, DNS info, etc.). However, this also allows unauthorized users to obtain an IP address on your network. Disabling DHCP and configuring clients manually is the most secure option, but it may be impractical depending on the size of your network and support staff. If using DHCP, limit the number of IP addresses in the DHCP pool. It may limit the number of users, potentially including unauthorized users, that can connect to your network.

		Disable remote management: Disable this to keep intruders from establishing a connection with the router and its configuration through the wide area network (WAN) interface.

		Disable remote upgrade: This feature, if available, allows the router to listen on the WAN interface for TFTP traffic that could potentially compromise the router firmware. Therefore, it should be disabled.

		Disable DMZ: The router's demilitarized zone (DMZ) creates a segregated network exposed to the internet, used for hosts that require internet access (web servers, etc.). Disable this feature if not needed. Users or administrators sometimes enable it for troubleshooting reasons and then forget to deactivate it, exposing any system inadvertently placed there. A firewall is recommended if this feature is used.

		Disable unnecessary services: As with any computer system, disable all unnecessary services in order to reduce the router’s exposure.



	
		Disable ping response: The ping response setting is usually disabled by default. With this feature enabled, reconnaissance on the router becomes easier then when it is disabled. It allows your router to respond to ping commands issued from the internet, and it potentially exposes your network to intruders. Although disabling this feature will not

		shield you from discovery, it will at least increase the difficulty of discovery. Verify that the service is disabled.



	
		Enable router firewall: Most home routers include an internal firewall feature. Ensure this feature is activated and carefully configured to allow only authorized users and services access to the network. Activate stateful packet inspection (SPI) on your firewall if it is an available function. SPI extends firewall capability by inspecting packets to distinguish legitimate traffic from unsolicited traffic. Another feature offered by many home routers is the creation of whitelists or blacklists to allow or disallow a list of websites, services, ports, etc. Take advantage of this feature if it is available. Note that the firewall built in to the router does not prevent wireless users within range of your wireless network from connecting to it.

		Logging: Enable router logging and periodically review the logs for important
information regarding intrusions, probes, attacks, etc.

		Monitor the wireless traffic: Monitor the wireless traffic to identify any unauthorized use of your network by performing routine log reviews of the devices that have accessed the router. If an unknown device is identified, then a firewall or MAC filtering rule can be applied on the router. For further information regarding how to apply these rules, see the literature provided by the manufacturer or the manufacturer’s site.

		Administrator workstations: Verify that any administrator workstation used to manage the router is on a trusted segment of the network to mitigate outsiders sniffing the management data and collecting information about your network.

		Disable bridging and use network address translation (NAT): Home routers separate the internal network from the internet using network address translation (NAT). NAT provides private IP addresses for all the devices on your network. It is not directly accessible from the internet, nor can discovery of the network’s internal addresses be accomplished easily. The IP address of the external interface of the router conceals the devices on your network that are behind it. This adds an additional layer of security.

		Some routers include a feature that allows them to act as a bridge between two networks. This feature can be used to connect segments or devices on the same intranet to the internet using a routers routable IP address. Disable this feature if not required, to further limit the attack surface of the router.



	Keep in mind, this is only a list of suggested steps that can potentially help secure your small office or home router. Employing some of these suggested steps may not be feasible in your network or your environment. 
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	Socializing Securely - Using Social Networking Services

	 

	Social Networking Serves Many Purposes

	Social networking is a way for people to connect and share information with each other online. Millions of people worldwide regularly access these types of services from mobile devices, applications, and websites. According to statistics published by some of the most well-known social networking services, there are more than 500 million active users on Facebook

	
		175 million registered users on Twitter

		more than 100 million users on MySpace

		and more than 80 million members on LinkedIn



	People may use social networking services for different reasons: to network with new contacts, reconnect with former friends, maintain current relationships, build or promote a business or project, participate in discussions about a certain topic, or just have fun meeting and interacting with other users. Some services, such as Facebook and Twitter, have a broad range of users, while others cater to specific interests. For example, LinkedIn has positioned itself as a professional networking site—profiles include resume information, and groups are created to share questions and ideas with peers in similar fields. On the other hand, MySpace is known for its emphasis on music and other entertainment. There are also social networking services that have been designed specifically to reconnect former classmates.

	Sharing Information Presents Risks

	When you share information online, you need to understand the potential risks, and you need to be wary of what you share and with whom.

	Attacks and Unintended Information Disclosure

	Attackers may use social networking services to spread malicious code, compromise users’ computers, or access personal information about a user’s identity, location, contact information and personal or professional relationships. You may also unintentionally reveal information to unauthorized individuals by performing certain actions. The following are some common threats to social networking services.

	Viruses – The popularity of social networking services makes them ideal targets for attackers who want to have the most impact with the least effort. By creating a virus and embedding it in a website or a third-party application, an attacker can potentially infect millions of computers just by relying on users to share the malicious links with their contacts.

	Tools – Attackers may use tools that allow them to take control of a user’s account. The attacker could then access the user’s private data and the data for any contacts that share their information with that user. An attacker with access to an account could also pose as that user and post malicious content.

	Social engineering attacks – Attackers may send an email or post a comment that appears to originate from a trusted social networking service or user. The message may contain a malicious URL or a request for personal information. If you follow the instructions, you may disclose sensitive information or compromise the security of your system.

	Identity theft – Attackers may be able to gather enough personal information from social networking services to assume your identity or the identity of one of your contacts. Even a few personal details may provide attackers with enough information to guess answers to security or password reminder questions for email, credit card, or bank accounts.

	Third-party applications – Some social networking services may allow you to add third-party applications, including games and quizzes, that provide additional functionality. Be careful using these applications—even if an application does not contain malicious code, it might access information in your profile without your knowledge. This information could then be used in a variety of ways, such as tailoring advertisements, performing market research, sending spam email, or accessing your contacts.

	Professional and Personal Implications

	You may risk professional opportunities, personal relationships, and safety by posting certain types of information on social networking services.

	Business data – Posting sensitive information intended only for internal company use on a social networking service can have serious consequences. Disclosing information about customers, intellectual property, human resource issues, mergers and acquisitions, or other company activities could result in liability or bad publicity, or could reveal information that is useful to competitors.

	Professional reputation – Inappropriate photos or content on a social networking service may threaten a user’s educational and career prospects. Colleges and universities may conduct online searches about potential students during the application process. Many companies also perform online searches of job candidates during the interview process. Information that suggests that a person might be unreliable, untrustworthy, or unprofessional could threaten the candidate’s application. There have also been many instances of people losing their jobs for content posted to these services. Although the legality of some of these terminations is still being debated5, posting certain comments may affect your credibility and professional reputation.

	Personal relationships – Because users can upload comments from any computer or smart phone that has internet access, they may impulsively post a comment that they later regret. According to a survey conducted by Retrevo, ―32 percent of people who post on a social networking site regret they shared information so openly.‖6 Even if comments and photos are retracted, it may be too late to undo the damage. Once information is online, there is no way to control who sees it, where it is redistributed, or what websites save it into their cache.

	Personal safety – You may compromise your personal security and safety by posting certain types of information on social networking services. For example, revealing that you will be away from home, especially if your address is posted in your profile, increases the risk that your home will be burglarized. You may also risk the safety of your children by posting photos and personal details. For example, if malicious individuals are able to collect enough information, such as the child’s name, school, activities, or details about the parents, they might be able to lure a child into a dangerous situation.

	An important element to remember about social networking services is that users may post information about other people. Without even realizing it, you may put someone else at risk by posting a comment or photo that could compromise that person’s privacy or security. Sometimes, posting negative content about someone else is intentional. Social networking services have become channels for conducting cyberbullying, a growing problem that can lead to significant psychological trauma.

	Proceed with Caution

	Social networking services are useful and enjoyable, but it is important to take proactive steps to protect your computer, your personal information, and your company data. By protecting yourself, you also help to protect the people you are connected to on these services.

	Implement Security Measures

	Taking general security precautions will reduce the risk of compromise.

	
		Use strong passwords, and use a unique password for each service.

		Keep anti-virus software up to date.

		Install software updates in a timely manner, particularly updates that affect web 
browsers. 



	Follow Good Practices

	Social networking services offer unique risks, and you can minimize these risks by adopting good security practices.

	1. Use strong privacy and security settings – Take advantage of the security options provided by social networking services. When choosing appropriate options, err on the side of privacy to better protect your information. These services may change their options periodically, so regularly evaluate your security and privacy settings, looking for changes and ensuring that your selections are still appropriate. Also periodically review

	the services’ privacy policies to see if there are any changes.

	
		Avoid suspicious third-party applications – Choose third-party applications wisely. Look for applications developed by vendors you trust, and avoid applications that seem suspicious. Limit the amount of information third-party applications can access.

		Treat everything as public – The best way to protect yourself is to limit the amount of personal information you post to these services. This recommendation applies not only to information in your user profile, but also to any comments or photos you post. It is important that you consider information that you post about yourself and about others, particularly children.

		Share only with people you know – Although many users seek to establish as many contacts on these services as possible, consider sharing personal information only with people you know. If you expand your contacts beyond people you are sure you can trust, check the service’s settings to see if you can group your contacts and assign different levels of access based on your comfort level. Attackers may adopt different identities to try to convince users to add them as contacts, so try to confirm that contacts are who they claim to be before giving them access to your information.



	Regardless of how restrictive you make your security settings, they may not offer complete privacy. An attacker or application may take advantage of software vulnerabilities, or another user may repost your information. When using social networking services, be responsible and always consider the risks. Operate as if all of the content is public, and only post information you would be comfortable sharing with other people.
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	By now you’ve heard all about computer viruses, Trojan horses, worms, identity theft, and phishing scams, and you’re taking the necessary steps to secure your computer and privacy when using the internet. One boring little item, however, can undo your good work—if you’re not careful. That item is the end user license agreement (EULA) covering the software you use.

	These agreements themselves can’t harm you or your computer. In fact, EULAs can do just the opposite: they highlight things that can put you at risk. The harm comes from ignoring EULAs— and the subtle warnings they might contain—by blindly agreeing to their terms:

	
		Ignoring EULAs can expose your computer to security risks.

		Ignoring EULAs can put your privacy at risk.



	For instance, a EULA might require you to allow the software publisher or a third party to collect information about your internet activity in exchange for use of the software. This information could include not only the web sites you visit, but also information you supply in online transactions, such as your name, address, credit card number, and items purchased. Once collected, the security of this information is out of your control (a fact highlighted by the number of recent, high-profile database attacks).

	By carefully reading and understanding the EULA covering software before you install it, you can make an informed decision that takes into account any privacy and security issues.

	What is a EULA?

	A EULA is a legal contract between you and the software publisher. It spells out the terms and conditions for using the software. For instance, it might say you can only install the software on one computer for your personal use, a fairly common stipulation. However, it might also say that by using the software you agree to third-party monitoring or to allowing other users to access parts of your computer.

	You can agree to the EULA’s terms in several ways, depending on the publisher and how it distributes its software. Some of the ways you can “agree” may surprise you, however, because they don’t look or feel anything like signing a contract. You might agree by

	
		clicking an “I accept” button during the installation process 
• opening the shrink wrap software packaging 

		breaking the seal on the software CD

		mailing a registration card to the software publisher

		installing the application

		using the application



	You can refuse to accept the terms and conditions of the EULA, but then you can’t legally use the software.

	Why EULAs are Important

	EULAs can include a number of items you should seriously consider before installing the software. In general, you should note the following facts about EULAs:

	
		EULAs are legally binding. Some consumer advocates have challenged the legality of EULAs, especially long agreements clouded in complicated “legalese.” The advocates argue these EULAs are a strategy for discouraging careful review and hiding controversial terms and conditions. However, a number of influential court decisions have upheld the legality of EULAs, so you need to assume you’re entering into legal agreements when you accept their terms.

		EULAs restrict how you can use the software. EULAs often include clauses that limit the number of computers you can load the software on. They sometimes also prohibit reverse engineering for the purpose of creating compatible software. In some cases they prohibit software testing and even publishing the results of this testing.

		EULAs may force you to agree to certain conditions when using the software. Many software bundles force you to use all bundled components, including software produced by third-party publishers. They may also require you to agree to monitoring of your internet activity and/or sharing your computer’s resources.

		EULAs can limit your ability to sue for damages. Most EULAs include a clause that says you cannot sue the publisher for any damages caused by using the software.



	The above items are detailed in the section “A Closer Look: EULAs, Security, and Privacy.”

	What to Look Out For

	Because software EULAs can impose terms and conditions that affect your online security and privacy, you should carefully consider what you’re willing to allow in exchange for the use of the software. You should be particularly concerned about EULAs that

	
		allow the software publisher or third parties to monitor your internet activity

		allow the software publisher or third parties to collect your personal information

		allow the software publisher or third parties to use your computing resources

		hold you to the terms of EULAs governing third-party software components



	What You Should Do

	The following list presents recommendations for protecting yourself from the security and privacy problems associated with EULAs. These recommendations are explained in detail in the section “What You Can Do to Protect Yourself.”

	
		Read the EULA before you install the software. It can be painfully boring reading, but this is the only way to know exactly what privacy and security risks you might be taking by agreeing to the EULA’s terms.

		Consider the software publisher. If you don’t know about the publisher or if you have any question about its integrity, review the EULA covering its software with extra care.

		Beware of firewall prompts when installing software. Firewall prompts asking you to allow certain traffic to pass may be cause for concern. Review the EULA to find out why this traffic must be allowed and whether you wish to allow it.

		Beware of “free” software, especially peer-to-peer (P2P) file-sharing software. Rarely is anything truly free. Review the EULA to find out what you need to do or allow in exchange for using the software, and evaluate what impact this might have on the security of your computer and personal information.



	A Closer Look: EULAs, Security, and Privacy

	The following sections provide real-world examples of the privacy and security issues that resulted from ignoring EULAs or agreeing to EULA terms that opened users to risk. This risk can also result from poorly managed software partnership situations in which the primary software publisher fails to check its partners’ software for bugs, security issues, and compliance with its EULA. What’s more, the risk you sign onto when agreeing to certain EULA terms is not limited to your own computer or information, but can extend to other computers and data connected to your network.

	Monitoring Software EULAs

	An interesting episode highlights the way EULAs and bundled software can combine to create security dilemmas. The IT department of a major university noticed many users on its network running a troublesome piece of software packaged as a tool for speeding internet downloads and protecting email from viruses. Bundled with it, however, was adware that collected a great deal of sensitive information about the users, including information from encrypted, secure socket layer (SSL) sessions. The EULA for this software included the following:

	…[this software] monitors all of your Internet behavior, including both the normal web

	browsing you perform, and also the activity you may have through secure sessions, such

	as when filling a shopping basket or filling out an application form that may contain

	personal financial and health information.

	You should scrutinize and evaluate any EULA that requires you to allow monitoring of your online activity. You need to determine how comfortable you are placing personal information in the hands of a third party.

	Even if you are comfortable surrendering this kind of information to a third party, you should understand that monitoring software can create wider privacy and security problems. In this case, the university IT department was particularly concerned about SSL-protected data accessible on its network. Because the monitoring software could collect data from SSL-encrypted sessions, the following data was at risk:

	
		critical university information

		personal information

		network IDs and passwords

		federally regulated data



	Because of this threat, the IT department blocked all connections attempted by the software and redirected users to a web page that explained the problem and provided instructions for removing the software from their computers. So, when evaluating the effect of a EULA on security and privacy, consider your duty as a “good citizen” of your network: Think about the wider privacy and security problems your software might create.

	File-Sharing EULAs

	Peer-to-peer (P2P) file-sharing programs have become popular, but they create numerous headaches for those concerned about privacy and security. By agreeing to the EULAs covering this software, you’re allowing third parties to monitor your internet activity and share this information with advertisers. You’re also agreeing to open up directories on your computer for access by others. One popular P2P program even requires you to install bundled software designed to transform your computer into a distribution channel for third-party software and content publishers.

	When evaluating the EULAs for P2P file-sharing programs, you should seriously consider whether you’re comfortable surrendering control over directories on your computer, allowing others to access these directories, and, in some cases, allowing others to upload content to your computer. You should also consider whether you’re comfortable allowing a third party to monitor your internet activity. Can you trust that those accessing your computer will not try to gain access beyond the designated directories? Can you trust the files uploaded to your computer do not contain viruses or illicit content? Can you trust assurances that the information gathered through monitoring will be encrypted or that personally identifiable information will not be collected (see “Third-Party Software and Cascading EULAs” below)?

	The Australian Computer Emergency Response Team lists the following dangers associated with P2P file-sharing software:

	
		enhanced vulnerability to Trojan horses and viruses

		enhanced risk to your personal data

		enhanced exposure to software flaws that can harm your computer

		enhanced exposure to security workarounds that can leave your computer open to abuse



	Resource Sharing EULAs

	In a noted case, a free internet service provider changed the terms of its EULA to support its move into the arena of supercomputing. The revised agreement required users to allow the installation of software that would support the provider’s supercomputing venture. The agreement also required users to leave their computers on at all times so their resources would be available when needed. The EULA prohibited removal of this software and required users to allow it to make modem connections as needed to the provider’s servers.

	You should approach any request to surrender even partial control of your computer to a third party with extreme caution. Surrendering this control may enable the third party to reconfigure your computer in ways that weaken its security, such as by creating holes in personal firewalls or communications channels that bypass existing security mechanisms. Also, in the example of the internet service provider mentioned above, those agreeing to the revised EULA could have become accustomed to their computers connecting to the internet independently. Would these users know if a connection was the result of a virus or spyware and not the resource sharing software?

	Third-Party Software and Cascading EULAs

	In many cases, the software you purchase or download is bundled with third-party software. Sometimes, the EULA covering the primary software (for instance, a file-sharing program) says that you must also install the third-party software bundled with it (for instance, adware) and that you cannot disable or alter the third-party software. Normally, these third-party components have their own EULA which can, in turn, include “downstream” third-party components also covered by their own EULAs. This can make it hard for you to determine what you’re agreeing to when you install the software and what affect all these EULAs have on your security and privacy.

	Downstream third-party software EULAs can become numerous, making it hard for you to completely understand the terms and conditions under which you will use the software. It also raises concern over how much the primary software publisher knows about the downstream third-party software components and their license agreements.

	In 2002, four popular file-sharing programs were affected by a Trojan horse bundled into their releases. The Trojan horse was introduced by a third-party advertising software partner. The advertising partner failed to recognize one of its components—itself supplied by a third-party further downstream—as a bogus application. The application presented itself as an online contest but actually contained the Trojan horse W32.Dlder.Trojan. When unsuspecting users clicked a link hoping to win a prize, the Trojan horse quietly installed itself on the users’ computers. It then logged web sites visited by the users, posted them to a web site, and opened a security hole in the users’ systems.

	Responding to this incident, the chief technical officer for one of the file-sharing companies involved stated, “We rely on [the advertising partner] to deal with our ad deals and bundled software. We assumed that they did their homework on this package but that does not seem to be the case.” The public relations manager for one of the other file-sharing companies involved admitted, “We were unaware of what this program did when we added it to our installs ….”

	This case demonstrates why you should exercise caution when presented with a EULA that holds you to the terms of all third-party software EULAs. You cannot assume that the primary software publisher has evaluated third-party EULAs and software.

	What You Can Do to Protect Yourself

	While EULAs rarely attract the kind of attention lavished on viruses or phishing schemes, they are an important consideration when managing the security of your computer and private information. The following sections present recommendations for protecting yourself from the security and privacy problems associated with EULAs.

	Read the EULA

	This is the most important step you can take: Before installing any software, take the time to read its EULA. While you might incur a half hour of boring reading, doing so can spare you security and privacy headaches.

	If the EULA is lengthy or you find it difficult to read in the installation interface, copy it into a word processing document, quit the installation, and carefully read the agreement before proceeding. Make sure you understand the agreement’s terms and conditions, and that you agree with them. Contact the software publisher with any questions you might have or if you need clarification about any specific points.

	Packaged software purchased off the shelf can present something of a catch-22: How can you agree to the terms and conditions of the EULA when the package states that breaking the shrink wrap constitutes agreement? To get around this problem, consult the software publisher’s web site. Software publishers often make their EULAs available online. Note the version ID or number and other pertinent information from the packaging to help ensure you read the EULA for the specific version of the software. Contact the publisher directly if you cannot locate the EULA for the software you’re interested in.

	Consider the Software Publisher

	While there is no guarantee you will agree to the terms of any given EULA, established software publishers that have built strong business reputations are less likely to engage in questionable business practices. This includes unusual, misleading, or camouflaged terms and conditions in the EULAs governing the use of their software. You should not, however, use a company’s strong business reputation as an excuse for not reading its EULA. A company’s good corporate reputation does not mean you will necessarily agree with the terms and conditions of its software.

	When dealing with software published by a company or organization with which you’re not familiar, you may want to review its software EULAs with added scrutiny. Particular vigilance is recommended when the software is bundled with other software from third-party publishers. Be prepared to read the EULAs for third-party components when necessary.

	Beware of Firewall Prompts When Installing Software

	During installation, if your personal firewall generates a prompt asking whether you want to allow certain inbound or outbound connections, proceed with caution. You should verify that the software requires changes to your firewall settings for normal operation, and that you are comfortable with this operation. For instance, the EULA may require you to allow monitoring of your activity, access to specified directories (as in file-sharing programs), or use of your computer’s resources. These provisions may require the opening of holes in your personal firewall.

	Note, however, that in the case of bundled software, EULAs requiring you to allow monitoring, directory access, etc. may not be in the primary software’s EULA. These EULA requirements may be in the third-party software EULAs.

	Firewall prompts may also be a sign that rogue software has been bundled into the software package you’re installing. This was the case in the file-sharing Trojan horse discussed earlier.

	If you’re in doubt about whether to change your firewall settings based on prompts received during software installation, consult the software’s user or installation guide. If no guide is available, or if you are still unsure about allowing the traffic through your firewall after consulting it, contact the software publisher before making any changes.

	Note that some personal firewalls include options to allow one-time or case-by-case connections. This option may be useful if you are reasonably certain about the legitimacy of a request. For instance, some software attempts to connect to a server during the registration process. If you are comfortable with this request, you can approve the connection for the purposes of registration, but deny all future connections.

	Beware of “Free” Software

	The old saying tells us “there is no free lunch.” This applies to software. Many “free” software programs, such as the file-sharing programs discussed earlier, often exact a non-monetary charge for their use. This non-monetary charge is detailed in the EULA and specifies what you must allow or provide in exchange for use of the software. This may include mandatory installation of components that compromise your security and/or privacy.

	Glossary

	
		
				Adware:

				A software application that displays advertising when the program is running. The software may display ads in pop-up windows or a bar in the frame of the application window.

		

		
				Back door:

				A back door is a means of access to a computer program that bypasses security mechanisms.

		

		
				P2P

				An internet network in which a group of computer users, each equipped with the same networking program, can connect to each other and directly access files from one another's computers.

		

		
				PGP:

				(Pretty Good Privacy) is a program used to encrypt and decrypt data, primarily email, over the internet.

		

		
				SSL

				(Secure Sockets Layer) is a method for securing information exchange on the internet. SSL uses data encryption and digital certificate authentication to secure the information exchange.

		

		
				Spyware

				Adware that tracks user activity and passes it to third parties without the user's knowledge or consent.

		

		
				Supercomputing

				Computing systems or schemes designed to handle extremely large databases or to perform a great deal of computation. Some supercomputing schemes involve clustering, in which many PC processors and drawn on to perform the supercomputing tasks.

		

		
				Trojan horse

				A program in which malicious or harmful code is packaged inside apparently harmless software or data.

		

		
				Zombie

				A compromised web server on which an attacker has placed code that, when triggered, will launch with other zombies a denial-of-service attack.
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	Spyware is becoming more widespread as online attackers and traditional criminals use it as a tool for crimes against individuals, businesses, and governments. Statutes banning spyware exist in a number of states and Congress is considering national legislation.

	Spyware can lead to financial loss, as in identity theft and credit card fraud, and it can also reduce consumers’ confidence in online safety and their willingness to participate in modern electronic commerce.

	One approach to combating spyware is to make it less profitable for the criminals using it. Technical solutions that combat spyware focus on finding, blocking, or removing spyware.

	Overview of Spyware

	Spyware is one type of malicious software (malware) that collects information from a computing system without your consent. Spyware can capture keystrokes, screenshots, authentication credentials, personal email addresses, web form data, internet usage habits, and other personal information. The data is often delivered to online attackers who sell it to others or use it themselves for marketing or spam or to execute financial crimes or identity theft.

	Software installed after the user has read and agreed to a clear privacy policy or to an End-User License Agreement (EULA) that describes the software’s data collection activities does not meet the definition of spyware. It is your responsibility to carefully read such polices and agreements to make sure you understand and agree with their terms.

	Who Is Spying?

	The people who use spyware include

	• online attackers

	
		marketing organizations • organized crime

		trusted insiders



	Online Attackers

	Online attackers’ primary interest in spyware is using it to steal personal information for financial crimes such as carding (illicit trafficking in stolen credit card and credit card information) and identity theft, or to sell that information to someone else who then executes more traditional financial crimes.

	Marketing Organizations

	Marketing organizations are interested in personal information such as email addresses, online shopping and browsing habits, keywords in search queries, and other personal and trend-related information that can be used to execute marketing campaigns like spam, spim (unsolicited messages received via instant messaging systems), browser popups, home page hijacking (changing the default web address for a user’s browser), and more.

	Spying by a Trusted Insider

	Trusted insiders include those who have physical access to computer systems for legitimate purposes. Some examples are employees, contractors, temporary workers, and cleaning crews. A trusted insider might be, for example, an employee who uses spyware to collect corporate information that can be sold in the underground economy, used for blackmail, or used to gain access to more valuable information at some later time.

	Another example of the trusted insider group includes family members or close relations such as spouses or significant others trying to catch inappropriate behavior or infidelity.

	Data Gathered by Spyware

	Spyware can monitor nearly any activity or data related to your computing environment. This is not limited to files on your hard drives but can also include temporary data such as screen shots, keystrokes, and data packets on connected networks.

	When spyware is running on a computer system, there is almost no data outside the reach of a malicious programmer. Commonly targeted data includes

	
		internet activity

		email and contact information

		Windows Protected Store data (defined below)

		clipboard contents

		keystrokes

		screenshots

		network traffic



	How Spyware Operates

	Spyware tracks online activity looking for web sites visited, financial data or identity data such as credit card numbers on screen or entered into form fields, browsing and online purchasing habits, and authentication credentials. When keywords of interest like names of banks, online payment systems, or pornographic web sites are observed, the spyware starts its data collection process.

	Email Addresses

	Email addresses can be harvested from an infected user’s computer and marketed for use in spam mailing lists. Common techniques for harvesting email addresses and other contact information includes enumerating email applications’ address books, monitoring incoming and outgoing network packets related to email, and scanning files on the system’s disks for strings that match the format of an email address.

	Windows Protected Store

	Windows contains a service called the Protected Store. Its purpose is to provide encrypted storage for sensitive data. The following are some examples of data that might be in the PStore:

	
		Outlook passwords

		passwords for web sites

		MSN Explorer passwords

		IE AutoComplete passwords

		IE AutoComplete fields

		digital certificates



	Even though the PStore is encrypted, access to it is indirectly controlled by the data owner’s login credentials. Since most spyware runs under the security profile of the user who is logged on, spyware can harvest this information.

	Clipboard Content

	The system clipboard often contains sensitive information. Some common examples include product registration codes and user credentials that are copied and pasted into login forms. Other information that might be found in the system clipboard buffer includes sections of potentially sensitive data from recently modified documents or personal information about you or your associates that could be used in crimes related to identity theft.

	The Keys You Press

	Key logging is one of the first spyware techniques used to capture sensitive data from a system. Both hardware and software key loggers exist. Hardware devices usually slip inline between the keyboard cable and computer. Modern key logging hardware is small and unobtrusive and has even been hidden inside the physical keyboard casing, making it almost impossible to detect.

	One limitation of hardware-based keylogger units is the need for physical access to install and retrieve the device and its data. A more common alternative, and the type present in spyware, is the software key logger.

	Software key loggers capture keyboard events and record the keystroke data before it is sent to the intended application for processing. Like most other spyware capture technologies, software based keyloggers can turn their capture on or off based on keywords or events. For example, many keyloggers target instant messaging clients, email applications, and web browsers but might ignore other applications that don’t provide the kind of data the attacker is targeting for harvest.

	Network Traffic

	Network traffic is another valuable source of data. Data commonly extracted from network captures includes user names, passwords, email messages, and web content. In some cases, entire files can be extracted and reconstructed from the captured streams.

	Impact of Spyware

	Spyware can cause people to lose trust in the reliability of online business transactions. Similar to the problem of counterfeit currency in the physical world, spyware undermines confidence in online economic activity. Consumers’ willingness to participate in online monetary transactions decreases for fear of personal financial loss. Vendors lose confidence that the person making the purchase is who they say they are and not actually a criminal using a stolen identity or illicit funds. In efforts to manage the risk, vendors and financial institutions often implement additional verification and other loss prevention programs at increased operational cost.

	Even when financial organizations cover an individual’s loss from online fraud, these costs plus the overhead required to administer loss prevention programs are eventually passed back to consumers in the form of higher service fees, interest rates, or other price increases on the goods and services consumed. As a result, growth rates in commerce are slowed, costs increase, and demand shrinks.

	Impact to Computers

	By monitoring and reporting user activity, spyware consumes system resources as well as network bandwidth. Depending on the number of spyware components loaded on a system and their functionality, users may experience significant performance degradation.

	Because spyware is not always carefully written and tested, systems infected by it are often found to have reliability problems. Affected applications may crash more frequently or the entire system may become unstable, resulting in potential productivity and data loss.

	Often, spyware is difficult to remove without detailed knowledge of how it works or by taking drastic measures such as wiping the system clean and starting over. In many cases, verifying the integrity of the system requires the operating system, patches, and applications to be reinstalled. These difficulties, combined with the efforts necessary to recover user data, can take a lot of time.

	Risk of Future Security Incidents

	The sensitive information collected by spyware often includes authentication credentials that may be used for future access to the infected system. People often use the same username and password for many different systems, so these stolen credentials may be used to access other systems not yet infected. Once access is gained, additional information theft or malware installation can take place.

	Another way spyware puts systems at future risk is by installing backdoor access mechanisms. These backdoors give the malware operator access to control the system or to command the system to download and run arbitrary applications. Attackers can build vast collections of compromised systems without originally compromising a single system.

	Common Spyware Forms

	There are thousands of instances of malware. Many forms of malware act primarily as spyware, while other malware programs contain spyware features. Below are examples of some frequently observed forms of spyware and their operating characteristics.

	Browser session hijacking

	This class of spyware attempts to modify the user’s browser settings. Hijacking spyware can be installed in various ways, but the intent is to modify the behavior of the browser so the user is directed to sites of the malware author’s choice instead of sites the user might have reached normally. These redirects often lead users to advertisements that earn the hijackers commissions when they are visited.

	Browser Helper Objects

	Browser Helper Objects (BHOs) are a feature of Internet Explorer that can be exploited by spyware. They are not always easy to detect.

	BHOs can access files, network resources, and anything else the user who launched Internet Explorer can access.

	Malicious BHOs can be installed via stand-alone dropper 1

	1

	Droppers are a special kind of malware that deliver other malware to the client they are trying to infect. They

	usually operate by placing malicious files on the system and then changing the system in some way that allows the

	newly written malware files to be executed.

	malware but are also often installed using the “drive-by install” technique, in which code is installed or requested to be installed simply by the action of a user visiting a malicious or compromised web site.

	One technology often used in this type of installation is the ActiveX functionality present in Internet Explorer. Depending on system and browser configuration, the installation may take place automatically and be carried out without prompting the user. In cases where there is prompting, information necessary to make an informed decision can be covered with popup windows or other obfuscation techniques such as naming the control “Click yes to download ringtone.”

	Another effective social engineering technique is inundating the user with repeated popup requests to install the software that only end when the user leaves the site or finally agrees and installs the component. Once the component is installed, it can operate independently, download and install further malware, and even modify browser settings that allow malware to be downloaded with no user notification or interaction.

	Cookies and Web Bugs

	Cookies are small pieces of information stored on a user’s system by a web server. During subsequent visits, the web server can retrieve these cookies. Often, cookies are used for storing user authentication, preferences, and other types of user state information. They can be used to track a user across multiple web sites. Using correlation and techniques such as “web bugs,” over time they can be used to build profiles of individual users.

	Web bugs are HTML elements, often in the form of image tags, that retrieve information from a remote web site. While the image may not be visible to the user, the act of making the request can provide information about the user. Web bugs are often embedded in web pages and HTML-enabled email messages.

	Links are used to track access using previously set cookies or with unique strings embedded in the URL. A typical use of this is to log the successful delivery of messages to a unique email address (a common technique for spammers). Once a user has accessed the image, a cookie can also be set and associated with their email address as the beginning of a profile. The cookies can then be used to track portions of the user’s browsing habits.

	False Antispyware Tools

	Applications available on some internet sites advertise themselves as spyware detection or removal tools when in fact they themselves are spyware.

	Autonomous Spyware

	As a class, autonomous spyware operates as a separate process or injects itself into other processes running on your system. This type of spyware often starts up when you log onto your computer and can frequently access anything on your system.

	Because autonomous spyware is simply a malicious application, it can be designed to perform almost any type of spying function. Spyware in this class often includes keyloggers, bots, email and web monitoring tools, packet sniffers, and mechanisms that permit the intruder to remotely access and control an infected system.

	Bots

	A special class of malware known as a bot or zombie is one of the largest malware problems. Bots are remote control agents installed on your system. Bots are often controlled remotely via Internet Relay Chat (IRC). Once a system is infected with a bot, it becomes part of a bot network (botnet) and is used in conjunction with other botnet members to carry out the wishes of the bot owner or bot herder. Bots can scan networks for vulnerabilities, install various distributed denial of service (DDoS) tools, capture network packets, or download and execute arbitrary programs. Often bots will contain additional spyware or install it. Computers or systems infected with bots can be used to distribute spam to make it harder to track and prosecute the spammers.

	What You Can Do

	To help stop the spread of spyware and other malware, it is essential to be alert to suspicious activity on your computer and to learn safe computing practices.

	While some spyware is deployed by exploiting flaws in operating systems or applications, much of it still relies on social engineering to trick you into running or installing malware. You must exercise caution when downloading anything from public web sites, newsgroups, instant messaging sessions, or when opening email attachments, even from senders you know.

	Identity is often difficult to verify on the internet. Frequently, attackers and their malware impersonate associates of the target user to coax them into installing the malicious code. A common example of this is when malware infects a system and then automatically emails itself to everyone in the infected person’s address book. When such an email is received, the recipient is more likely to open the contents because the sender is a familiar, trusted source.

	Don’t trust unknown or known high-risk sources

	When visiting unfamiliar web sites, you should exercise caution. This guideline should also apply to sites you expect to be high risk based on their content. Such sites include those with many popups, constant or required requests to install browser components and other applications, and those with content focused on illegal or questionable topics such as software cracking or hacking.

	If you must visit sites of these types, never allow ActiveX controls, browser plug-ins, or other types of applications to be installed on your system. If you are prompted about allowing an installation or about agreeing to terms of some kind, it is a good idea to press ALT-F4 or take other action to close the popup or browser window. Taking any other action, including answering NO to the installation request, could result in malware being installed on your computer.

	Read the fine print

	If you decide to install an application obtained on the internet, be sure to read all license or privacy agreements related to the software and the organization the code comes from, and be sure you completely understand the details. Many times, information about monitoring functionality or the vendor’s right to install additional software is included in these documents. It may be located near the end of the data or buried in long paragraphs to make it harder to detect. Although the practice of documenting things in ways that make it hard to locate can be misleading, you are ultimately responsible for your own actions. If you see agreements that seem too lengthy or hard to understand, consider this a warning sign that you may want to reconsider installing the application.

	Pay attention when installing applications

	Software installation packages sometimes take advantage of a user’s tendency to not pay attention to the details and simply accept the default “checked” options. If the default options are blindly accepted and prompts are ignored, clicking next, next, next may actually be agreeing to the installation of spyware, adware, or other applications that are not desired. Reading instructions and paying attention to what is being agreed to is important to staying safe.

	Keep your operating system and software up to date

	Keeping systems and applications current with security–related patches is critical. This includes patching the operating system and all installed applications, especially those related to network and internet activity like browsers, media players, email clients, and news readers. These are very common targets of attack and second only to social engineering as a means of spreading malware.

	If You Are Running Windows XP, Install Service Pack 2

	Windows XP Service Pack 2 includes several features that will help avoid spyware. It includes pop-up blocking capabilities, an improved automated update process, a better host firewall, and security features to help protect you from drive-by installations of malware via ActiveX controls. There are also several other security enhancements in SP2 that are worth having.

	Antivirus and Antispyware Tools

	Installing trusted antivirus and antispyware tools and keeping them and their signatures current is an important part of defensive computer security.

	Browser Settings

	Configuring your browser to block active content like ActiveX, Java, scripting, pop-ups, images, and other potentially harmful content can increase online security. While disabling active content features can stop many threats, it also has a tendency to break many modern web sites and applications. At the very least, the richness of the browsing experience will be reduced.

	One browser configuration strategy to manage the risk associated with active content while still enabling trusted sites is the use of Internet Explorer security zones. Using security zones, you can choose preset levels of security.

	Email Configuration

	If you use an email program, you can configure it to send and display email using plain text instead of HTML. This can eliminate most of the risks from embedded script, web bugs, and other HTML-enabled techniques used by attackers. But just as disabling active content in web browsers reduces the functionality of some features, using plain text can reduce the usability of some features. Also, many email clients are now offering the ability to disable scripting and block images until a user takes some action to display them.

	Starting your Computer Safely

	Almost all spyware needs a way to start itself when you are using your computer. Spyware often starts in conjunction with system startup, user login, or when certain applications like an internet browser or other software is launched.

	Not all applications that automatically start are malicious, but it is good to know which software is legitimate. One good method to find and disable spyware on your system is to examine the software installed on your computer and determine whether it starts up automatically or not. You can find this out by looking in the system registry, startup folder, and services control panel.

	With Windows XP Service Pack 2, a new feature is added to Internet Explorer that allows some management of browser add-ons. Using this tool, you can review, enable, and disable add-ons like BHOs and ActiveX controls. The tool can be found in Internet Explorer, under Internet Options on the Programs tab, by clicking the Manage Add-ons… button.
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	Staying Safe on Social Networking Sites

	 

	What are social networking sites?

	Social networking sites, sometimes referred to as "friend-of-a-friend" sites, build upon the concept of traditional social networks where you are connected to new people through people you already know. The purpose of some networking sites may be purely social, allowing users to establish friendships or romantic relationships, while others may focus on establishing business connections.

	 

	Although the features of social networking sites differ, they all allow you to provide information about yourself and offer some type of communication mechanism (forums, chat rooms, email, instant messenger) that enables you to connect with other users. On some sites, you can browse for people based on certain criteria, while other sites require that you be "introduced" to new people through a connection you share. Many of the sites have communities or subgroups that may be based on a particular interest.

	 

	What security implications do these sites present?

	Social networking sites rely on connections and communication, so they encourage you to provide a certain amount of personal information. When deciding how much information to reveal, people may not exercise the same amount of caution as they would when meeting someone in person because

	
		the Internet provides a sense of anonymity

		the lack of physical interaction provides a false sense of security

		they tailor the information for their friends to read, forgetting that others may see it

		they want to offer insights to impress potential friends or associates



	While the majority of people using these sites do not pose a threat, malicious people may be drawn to them because of the accessibility and amount of personal information that's available. The more information malicious people have about you, the easier it is for them to take advantage of you. Predators may form relationships online and then convince unsuspecting individuals to meet them in person. That could lead to a dangerous situation. The personal information can also be used to conduct a social engineering attack. Using information that you provide about your location, hobbies, interests, and friends, a malicious person could impersonate a trusted friend or convince you that they have the authority to access other personal or financial data.

	Additionally, because of the popularity of these sites, attackers may use them to distribute malicious code. Sites that offer applications developed by third parties are particularly susceptible. Attackers may be able to create customized applications that appear to be innocent while infecting your computer or sharing your information without your knowledge.

	 

	How can you protect yourself?

	
		Limit the amount of personal information you post - Do not post information that would make you vulnerable, such as your address or information about your schedule or routine. If your connections post information about you, make sure the combined information is not more than you would be comfortable with strangers knowing. Also be considerate when posting information, including photos, about your connections.

		Remember that the Internet is a public resource - Only post information you are comfortable with anyone seeing. This includes information and photos in your profile and in blogs and other forums. Also, once you post information online, you can't retract it. Even if you remove the information from a site, saved or cached versions may still exist on other people's machines. 

		Be wary of strangers - The Internet makes it easy for people to misrepresent their identities and motives. Consider limiting the people who are allowed to contact you on these sites. If you interact with people you do not know, be cautious about the amount of information you reveal or agreeing to meet them in person.

		Be skeptical - Don't believe everything you read online. People may post false or misleading information about various topics, including their own identities. This is not necessarily done with malicious intent; it could be unintentional, an exaggeration, or a joke. Take appropriate precautions, though, and try to verify the authenticity of any information before taking any action.

		Evaluate your settings - Take advantage of a site's privacy settings. The default settings for some sites may allow anyone to see your profile, but you can customize your settings to restrict access to only certain people. There is still a risk that private information could be exposed despite these restrictions, so don't post anything that you wouldn't want the public to see. Sites may change their options periodically, so review your security and privacy settings regularly to make sure that your choices are still appropriate.

		Be wary of third-party applications - Third-party applications may provide entertainment or functionality, but use caution when deciding which applications to enable. Avoid applications that seem suspicious, and modify your settings to limit the amount of information the applications can access.

		Use strong passwords - Protect your account with passwords that cannot easily be guessed. If your password is compromised, someone else may be able to access your account and pretend to be you.

		Check privacy policies - Some sites may share information such as email addresses or user preferences with other companies. This may lead to an increase in spam. Also, try to locate the policy for handling referrals to make sure that you do not unintentionally sign your friends up for spam. Some sites will continue to send email messages to anyone you refer until they join.

		Keep software, particularly your web browser, up to date - Install software updates so that attackers cannot take advantage of known problems or vulnerabilities. Many operating systems offer automatic updates. If this option is available, you should enable it.

		Use and maintain anti-virus software - Anti-virus software helps protect your computer against known viruses, so you may be able to detect and remove the virus before it can do any damage. Because attackers are continually writing new viruses, it is important to keep your definitions up to date.



	Children are especially susceptible to the threats that social networking sites present. Although many of these sites have age restrictions, children may misrepresent their ages so that they can join. By teaching children about Internet safety, being aware of their online habits, and guiding them to appropriate sites, parents can make sure that the children become safe and responsible users. 
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	Supplementing Passwords

	 

	Why aren't passwords sufficient?

	Passwords are a good first layer of protection, but attackers can guess or intercept passwords. Additional security measures can protect you even if an attacker does obtain your password. You can strengthen that first layer of protection by avoiding passwords based on personal information or words found in the dictionary; building passwords from combinations of numbers, special characters, and lowercase and capital letters; and not sharing your passwords with anyone else. 

	 

	What additional levels of security are available?

	Multi-factor authentication, simultaneously using multiple pieces of information to verify your identity, is becoming more common. (You may see multi-factor authentication (MFA) advertised as two-factor authentication.) Even if an attacker obtains your password, he may not be able to access your account if it’s protected by MFA. The theory behind this approach is similar to requiring two or more forms of identification or two keys to open a safe deposit box. You should turn on MFA where it’s available. Authentication categories include something you know (e.g., answers to secret questions or passwords); something you have(e.g., a token or other item in your possession); and something you are (e.g., a biometric measure such as a fingerprint).

	 

	Something you know – This includes passwords or pre-established answers to questions. 

	 

	Something you have – This could be a small physical token such as a smart card, a special key fob, or USB drive. You might use this token in conjunction with a password to log into an account. However, software-based tokens are also common. These software-based tokens can generate a single-use login personal identification number (PIN). Other variations include SMS messages, phone calls, or emails sent to the user with a verification PIN. These token PINs can often be used only once and are voided immediately after use. So, even if an attacker intercepts the exchange, the attacker will not be able to use the information again to access your account.

	 

	Something you are – Biometric identification can include scanning of eyes (retinas or irises) or fingerprints, other facial recognition, voice recognition, or authentication through signatures or keystroke movements. A common example of biometric identification is the fingerprint scanner used to sign in users on many modern smartphones.

	Another form of verification is the use of personal web certificates. Unlike certificates used to identify web sites, personal web certificates are used to identify individual users. A website using personal web certificates relies on these certificates and the authentication process of the corresponding public/private keys to verify that you are who you claim to be. Because information identifying you is embedded within the certificate, an additional password is unnecessary. However, you should have a password to protect your private key so that attackers can't gain access to your key and represent themselves as you. This process is similar to MFA, but it differs in this way: the password protecting your private key is used to decrypt the information on your computer and is never sent over the network.

	 

	What if you lose your password or certificate?

	Perhaps you've forgotten your password or you've reformatted your computer and lost your personal web certificate. Most organizations have procedures for giving you access to your information in these situations. For the best security, keep information on your account up to date. This includes alternate email addresses or phone numbers that can help verify your identity if you forget your password.

	 

	In the case of certificates, you may need to request that the organization issue you a new one. In the case of passwords, you may just need a reminder. No matter what happened, the organization needs a way to verify your identity. To do this, many organizations rely on secret questions.

	 

	When you open a new account (e.g., email, credit card), some organizations will prompt you to provide them with the answer to a question. They may ask you this question if you forget your password or request information about your account over the phone. If your answer matches the answer they have on file, they will assume that they are actually communicating with you. In theory, secret questions and answers can protect your information. However, common secret questions ask for mother's maiden name, social security number, date of birth, or your pet's name. Because so much personal information is now available online or through other public sources, attackers may be able to discover the answers to these questions.

	 

	Realize that the secret question is really just an additional password. When establishing the answer, you don't have to supply real information. In fact, if you’re asked to provide a pre-established answer, dishonesty may be the best policy. Choose your answer as you would choose any other good password, store it in a secure location (e.g., in a password manager), and don't share it with other people.

	 

	While additional security practices offer you more protection than a password alone, they should not be considered completely effective. Increasing the level of security only makes it more difficult for attackers to access your information. Be aware of MFA and other security practices when choosing a bank, credit card company, or other organization that will have access to your personal information. Don't be afraid to ask what kind of security practices the organization uses.
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	The Risks of Using Portable Devices

	Portable devices like jump drives, personal audio players, and tablets give users convenient access to business and personal data on the go. As their use increases, however, so do the associated risks. The properties that make these devices portable and enable them to have on-thefly connection to various networks and hosts also make them vulnerable to losses of physical control and network security breaches. Using portable devices can increase the risk of data loss (when a physical device is lost), data exposure (when sensitive data is exposed to the public or a third party without consent), and increased exposure to network-based attacks to and from any system the device is connected to (both directly and via networks over the internet).

	About Portable Devices

	Business and home users can choose from many types of portable devices, and new products are always arriving on the market. This paper focuses on two subsets of portable devices:

	
		simple media devices that require a wired connection to a host in order to transfer data. (for example, jump drives, media cards, CDs, DVDs, and music players without Wi-Fi capability)

		smart media devices that can transfer data with a wired or non-cellular wireless connection (for example, tablets, gaming devices, music players with Wi-Fi capabilities, and ereaders). These devices are generally used to access email, surf the web, and download applications, music, and books.



	Smart phones and laptops are also portable devices, but we don’t discuss them in detail here. 

	What Are the Risks?

	Using simple storage media may seem innocuous, but it has the potential to cause many (malicious programs) is spread today through USB devices. These devices (such as a jump drive or music player) plug into the USB port of your PC and may contain malware that you copy

	unknowingly or that gets launched automatically by the Autorun or Autoplay feature of your PC. And attacks are growing even more sophisticated and hard to detect as attackers use small circuit boards inserted in keyboards and mouse devices to launch malicious code when a certain key is pressed or condition is met. Once malware infects your PC to steal or corrupt your data, it might spread to other PCs on your home or organizational network. And these devices are an easy way for attackers to quickly propagate malware by passing it across all PCs that the device connects to. Because these storage devices can install malware inside of any firewalls set up on your PC or network, you might not detect the malware until major damage has been done. Storage devices can also give malicious insiders the opportunity to steal data easily and inconspicuously because the devices are easy to hide and their use is hard to track.

	Smart devices also have the potential to surreptitiously infect your PC or network when you download applications or games containing malware or viruses. Their use by a large population, emphasis on usability, and immature security tools make them ripe for malware attacks. Also, the potential for irreparable data exposure or loss arises from practices commonly used for storing sensitive data on smart devices. For example, users frequently keep personal bank account numbers or proprietary client information on their smart device that may be running untrusted applications or be connected to untrusted and vulnerable networks.

	In addition, the features that make smart devices so attractive—such as Bluetooth and Wi-Fi— can also pose the most risk. When Bluetooth is on, the device becomes “discoverable” to both your headset and malicious attackers seeking to exploit the connection. They also target home and public Wi-Fi networks; public Wi-Fi hotspots are especially risky and a frequent target of attackers looking for data to pilfer. Attackers often linger nearby and use tools such as Kismet and Wireshark to intercept unencrypted data.

	Another potential risk with both storage devices and smart devices comes from their small size and portability. You can easily leave them at a café or in a cab, and never see them or the data stored on them again. And if they contain sensitive or proprietary organizational data, your company’s reputation and well-being—and yours—could be in serious jeopardy.

	What You Can Do to Minimize These Risks

	Whether you are a home user or work in an organization, there are things you can do to reduce the risks associated with using portable devices. Recommended best practices for individuals and organizations are listed below.

	Recommended Practices for Portable Storage Media

	Follow these best practices when using storage media such as jump drives, CDs, and music players without Wi-Fi capability:

	
		Install anti-virus software that will scan any device that connects to your PC via a
peripheral port (such as USB).

		Never connect a found jump drive or media device to a PC. Give any unknown storage device to security or IT personnel near where you found it.

		Disable the Autorun and Autoplay features for all removable media devices. These features automatically open removable media when it’s plugged into your USB port or inserted into a drive.

		Keep your personal and business data separate. Don’t plug your personal audio player into your work PC or your work jump drive into your home PC.

		Secure all sensitive data stored on jump drives, CDs, and DVDs using strong encryption, such as AES 128/256 bit.  lso be sure to have a backup copy located in a secure location.

		On your PC (and all PCs on a network), set up a firewall and install anti-virus and antispyware software. Enable automatic updates or otherwise ensure all software on your PC stays up to date with current patches.

		When you have finished transferring sensitive data from a USB drive, be sure to delete it using a secure delete utility.

		Consider using jump drives that have an onboard anti-virus capability, which automatically scans both the drive and any computer you plug it into. Although such a capability can take substantial disk space and time to run, it may be worth using, depending on your situation.



	Recommended Practices for Portable Smart Devices

	Follow these best practices when using smart devices such as tablets, music players with Wi-Fi capability, and ereaders:

	
		Password protect the device using a strong password or PIN, and change it periodically. 

		Before downloading applications and games, find out what they will have access to on your device. Most applications provide that information; avoid downloading any that don’t.

		Download applications, games, and music only from trusted sources. For example, only download well-known games from reputable and verified vendors or from the commercial store backed by your device manufacturer or provider.

		Run anti-malware software on the device and take the appropriate action when it identifies suspicious applications. Also, scan the entire device periodically for malware.



	
		When possible, set up a local firewall on the device to filter inbound and outbound traffic and block malicious software.

		Set an idle timeout that will automatically lock the device when you’re not using it.

		Do not “jailbreak” the device. Jailbreaking is removing the limitations imposed on a device by the manufacturer, often through the installation of custom operating-system components or other third-party software. Jailbreaking makes a device more vulnerable because it removes important safeguards against malware.

		If your device supports location tracking, activate global positioning system (GPS) functionality so you can track the location of your device if you misplace it.

		Disable Bluetooth, Wi-Fi, and other services when you’re not using them.

		When using Wi-Fi, be sure to encrypt your home network, use a VPN connection, or otherwise ensure that traffic is encrypted when you’re in a semi-trusted environment (for example, when you may trust the wireless access point but not necessarily the other users on the network).

		When using Bluetooth, set it to “non-discoverable” mode to make the device invisible to unauthenticated devices.

		Secure all the data stored on tablets using AES 128/256-bit encryption. Also be sure to have a backup copy of the data stored in a secure location.

		If available, enable a remote-wiping feature to erase all data on the device if you misplace it.



	Recommended Organizational Practices for All Portable Devices

	Organizations should follow these best practices for managing all types of portable devices:

	
		Limit the use of all removable media devices except where there is a valid business case that has been approved by the organization’s chief IT security officer.

		Create security and acceptable-use policies for all portable media devices, and educate your employees about those policies.

		Teach your employees to report missing devices immediately so they can be wiped of all data.

		Choose only a few devices to support, and consider their security features and
vulnerabilities.

		Educate employees about the value of using strong passwords and PINs, and require their use.

		Only allow access to the organizational network through a secure VPN connection.

		Consider banning personal, portable media devices (that is, those that can’t be controlled and monitored by the organization) from the workplace.

		Configure secure sockets layer (SSL) security features on organizational web servers to encrypt data being transmitted.

		Consider the costs and benefits of distributing locked-down, corporate-controlled devices over implementing a “bring your own device” policy.

		Consider implementing an inventory of mobile devices that may carry sensitive company information, and auditing it on a regular basis.



	Using portable devices comes with both value and risks, but those risks can be mitigated or at least reduced if you follow the best practices outlined in this paper. As existing products evolve and new ones enter the market, you must use them with caution, always considering their security features, possible vulnerabilities, and ways 
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Mobile Threats Are Increasing

	Smartphones, or mobile phones with advanced capabilities like those of personal computers (PCs), are appearing in more people’s pockets, purses, and briefcases. Smartphones’ popularity and relatively lax security have made them attractive targets for attackers. According to a report published earlier this year, smartphones recently outsold PCs for the first time, and attackers have been exploiting this expanding market by using old techniques along with new ones. One example is this year’s Valentine’s Day attack, in which attackers distributed a mobile picture-sharing application that secretly sent premium-rate text messages from the user’s mobile phone. One study found that, from 2009 to 2010, the number of new vulnerabilities in mobile operating systems jumped 42 percent. The number and sophistication of attacks on mobile phones is increasing, and countermeasures are slow to catch up.

	1 PandaLabs. 

	2 Symantec. “Symantec Report Finds Cyber Threats Skyrocket in Volume and Sophistication.” 

	 3 National Institute of Standards and Technology.

	4 Trend Micro. “Smartphone Users: 

	Smartphones and personal digital assistants (PDAs) give users mobile access to email, the internet, GPS navigation, and many other applications. However, smartphone security has not kept pace with traditional computer security. Technical security measures, such as firewalls, antivirus, and encryption, are uncommon on mobile phones, and mobile phone operating systems are not updated as frequently as those on personal computers. Mobile social networking applications sometimes lack the detailed privacy controls of their PC counterparts.

	Unfortunately, many smartphone users do not recognize these security shortcomings. Many users fail to enable the security software that comes with their phones, and they believe that surfing the internet on their phones is as safe as or safer than surfing on their computers.

	Meanwhile, mobile phones are becoming more and more valuable as targets for attack. People are using smartphones for an increasing number of activities and often store sensitive data, such as email, calendars, contact information, and passwords, on the devices. Mobile applications for social networking keep a wealth of personal information. Recent innovations in mobile commerce have enabled users to conduct many transactions from their smartphone, such as purchasing goods and applications over wireless networks, redeeming coupons and tickets, banking, processing point-of-sale payments, and even paying at cash registers.

	
Typical Attacks Leverage Portability and Similarity to PCs

	Mobile phones share many of the vulnerabilities of PCs. However, the attributes that make mobile phones easy to carry, use, and modify open them to a range of attacks.

	• Perhaps most simply, the very portability of mobile phones and PDAs makes them easy to steal. The owner of a stolen phone could lose all the data stored on it, from personal identifiers to financial and corporate data. Worse, a sophisticated attacker with enough time can defeat most security features of mobile phones and gain access to any information they store.

	• Many seemingly legitimate software applications, or apps, are malicious. Anyone can develop apps for some of the most popular mobile operating systems, and mobile service providers may offer third-party apps with little or no evaluation of their safety. Sources that are not affiliated with mobile service providers may also offer unregulated apps that access locked phone capabilities. Some users “root” or “jailbreak” their devices, bypassing operating system lockout features to install these apps.

	• Even legitimate smartphone software can be exploited. Mobile phone software and network services have vulnerabilities, just like their PC counterparts do. For years, attackers have exploited mobile phone software to eavesdrop, crash phone software, or conduct other attacks. A user may trigger such an attack through some explicit action, such as clicking a maliciously designed link that exploits a vulnerability in a web browser. A user may also be exposed to attack passively, however, simply by using a device that has a vulnerable application or network service running in the background.

	• Phishing attacks use electronic communications to trick users into installing malicious software or giving away sensitive information. Email phishing is a common attack on PCs, and it is just as dangerous on email-enabled mobile phones. Mobile phone users are also vulnerable to phishing voice calls (“vishing”) and SMS/MMS messages (“smishing”). These attacks target feature phones (mobile phones without advanced data and wireless capabilities) as well as smartphones, and they sometimes try to trick users

	5 National Institute of Standards and Technology. “Guidelines on Cell Phone and PDA Security 

	6 For example, two attacks in March and May 2011 made several Trojans, or seemingly legitimate apps bundled with malicious software, available in an official app store. The Trojans were downloaded tens of thousands of times before being removed from the store and users’ phones.

	7 National Institute of Standards and Technology. “Guidelines on Cell Phone and PDA Security 

	8 John Cox. “iPhone on Wi-Fi Vulnerable to Security 

	10 Mathew Maniyara. “Phishers Have No Mercy for Japan.”  

	
Consequences of a Mobile Attack Can Be Severe

	Many users may consider mobile phone security to be less important than the security of their PCs, but the consequences of attacks on mobile phones can be just as severe. Malicious software can make a mobile phone a member of a network of devices that can be controlled by an attacker (a “botnet”). Malicious software can also send device information to attackers and perform other harmful commands. Mobile phones can also spread viruses to PCs that they are connected to.

	Losing a mobile phone used to mean only the loss of contact information, call histories, text messages, and perhaps photos. However, in more recent years, losing a smartphone can also jeopardize financial information stored on the device in banking and payment apps, as well as usernames and passwords used to access apps and online services. If the phone is stolen, attackers could use this information to access the user’s bank account or credit card account. An attacker could also steal, publicly reveal, or sell any personal information extracted from the device, including the user’s information, information about contacts, and GPS locations. Even if the victim recovers the device, he or she may receive many spam emails and SMS/MMS messages and may become the target for future phishing attacks.

	Some personal and business services add a layer of authentication by calling a user’s mobile phone or sending an additional password via SMS before allowing the user to log onto the service’s website. A stolen mobile phone gets an attacker one step closer to accessing the services as the user. If the device contains the owner’s username and password for the service, the attacker would have everything necessary to access the service.

	
Take Steps to Protect Your Mobile Phone

	Although mobile phones are taking on more capabilities formerly available only on PCs, technical security solutions for mobile phones are not as sophisticated or widespread as those for PCs. This means that the bulk of mobile phone security relies on the user making intelligent, cautious choices. Even the most careful users can still fall victim to attacks on their mobile phones. However, following best practices regarding mobile phone security can reduce the likelihood or consequences of an attack.

	• When choosing a mobile phone, consider its security features. Ask the service provider if the device offers file encryption, the ability for the provider to find and wipe the device remotely, the ability to delete known malicious apps remotely, and authentication features such as device access passwords. If you back up your phone data to a PC, look for an option to encrypt the backup. If you plan to use the device for VPN access, as some users do to access work networks, ask the provider if the device supports certificate-based authentication.

	• Configure the device to be more secure. Many smartphones have a password feature that locks the device until the correct PIN or password is entered. Enable this feature, and choose a reasonably complex password. Enable encryption, remote wipe capabilities, and antivirus software if available.

	• Configure web accounts to use secure connections. Accounts for certain websites can be configured to use secure, encrypted connections (look for “HTTPS” or “SSL” in account options pages). Enabling this feature deters attackers from eavesdropping on web sessions. Many popular mail and social networking sites include this option.

	• Do not follow links sent in suspicious email or text messages. Such links may lead to malicious websites.

	• Limit exposure of your mobile phone number. Think carefully before posting your mobile phone number to a public website. Attackers can use software to collect mobile phone numbers from the web and then use those numbers to target attacks.

	• Carefully consider what information you want stored on the device. Remember that with enough time, sophistication, and access to the device, any attacker could obtain your stored information.

	• Be choosy when selecting and installing apps. Do a little research on apps before installing them. Check what permissions the app requires. If the permissions seem beyond what the app should require, do not install the app; it could be a Trojan horse, carrying malicious code in an attractive package.

	• Maintain physical control of the device, especially in public or semi-public places. The portability of mobile phones makes them easy to lose or steal.

	• Disable interfaces that are not currently in use, such as Bluetooth, infrared, or Wi-Fi. Attackers can exploit vulnerabilities in software that use these interfaces.

	• Set Bluetooth-enabled devices to non-discoverable. When in discoverable mode, your Bluetooth-enabled devices are visible to other nearby devices, which may alert an attacker or infected device to target you. When in non-discoverable mode, your Bluetooth-enabled devices are invisible to other unauthenticated devices.

	• Avoid joining unknown Wi-Fi networks and using public Wi-Fi hotspots. Attackers can create phony Wi-Fi hotspots designed to attack mobile phones and may patrol public Wi-Fi networks for unsecured devices. Also, enable encryption on your home Wi-Fi network.

	• Delete all information stored in a device prior to discarding it. Check the website of the device’s manufacturer for information about securely deleting data. Your mobile phone provider may also have useful information on securely wiping your device.

	• Be careful when using social networking applications. These apps may reveal more personal information than intended, and to unintended parties. Be especially careful when using services that track your location.

	• Do not “root” or “jailbreak” the device. Third-party device firmware, which is sometimes used to get access to device features that are locked by default, can contain malicious code or unintentional security vulnerabilities. Altering the firmware could also prevent the device from receiving future operating system updates, which often contain valuable security updates and other feature upgrades.

	
Act Quickly if Your Mobile Phone or PDA Is Stolen

	• Report the loss to your organization and/or mobile service provider. If your phone or PDA was issued by an organization or is used to access private data, notify your organization of the loss immediately. If your personal phone or PDA was lost, contact your mobile phone service provider as soon as possible to deter malicious use of your device and minimize fraudulent charges.

	• Report the loss or theft to local authorities. Depending on the situation, it may be appropriate to notify relevant staff and/or local police.

	• Change account credentials. If you used your phone or PDA to access any remote resources, such as corporate networks or social networking sites, revoke all credentials that were stored on the lost device. This may involve contacting your IT department to revoke issued certificates or logging into websites to change your password.

	• If necessary, wipe the phone. Some mobile service providers offer remote wiping, which allows you or your provider to remotely delete all data on the phone.
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	Understanding and Protecting Yourself Against Money Mule Schemes

	Money Mules Are Used to Commit Fraud

	“Money mules” are people who are used to transport and launder stolen money or some kind of merchandise. Criminals may even recruit money mules to use stolen credit card information. Individuals being used as money mules may be willing participants; however, many money mules are not aware that they are being used to commit fraud. The individuals being used as money mules are not the only victims; the larger scheme is designed to extract money from an organization or from other people.

	Schemes May Seem Like Legitimate Opportunities

	The most common money mule solicitations are disguised as “work from home” opportunities. These advertisements often target unsuspecting people who are interested in the convenience and flexibility of these types of jobs. Because there are companies that legitimately offer opportunities to work from home, users may not recognize malicious offers. Criminals often try to make the offer seem as legitimate as possible and may use the following approaches:

	carefully crafting the wording so that an email does not appear to be spam and is not caught by spam filters linking to fake but professionally designed websites that appear to belong to recognized companies or that promote a company that does not even exist posting some of these jobs on legitimate websites, including websites specifically for job seekers

	Typical Process

	After an individual agrees to be a money mule, the schemes tend to follow a similar process1:

	1. The “company” collects information from the “employee.” The information may include personal data such as the individual"s Social Security number and bank account information. The company may also ask the employee to sign a seemingly official contract.

	
		The company (or the employee, under the direction of the company) creates a financial account 2 that the employee can use to collect and transfer funds.

		The employee receives funds or some type of merchandise.

		The employee is instructed to transfer the funds (usually keeping some percentage) to some other financial account or to deliver the merchandise to some third party. This financial account or third party is associated with the criminal. Often, the company will instruct the employee to use wire transfers for the funds, and there may be another money mule on the other end of the transfer with instructions to cash those funds.



	Through this process, the criminal receives the stolen money or merchandise while hiding his or her involvement.

	Typically, a criminal will only use a money mule once. After the money mule performs his or her role in the transaction, the criminal usually dissolves the relationship completely and recruits someone else for the next scheme.

	Consequences Can Be Severe

	If caught and prosecuted, the criminal faces the most severe consequences. However, the other parties involved in the scheme may also face serious consequences.

	Money Mule

	The following are potential consequences for money mules:

	Inaccessible bank accounts – During an investigation, law enforcement officials may freeze a money mule"s bank accounts. Being unable to access funds may create a significant financial burden. These activities may also have a long-term impact on credit scores.

	Prosecution – Money mules may be prosecuted for their participation in these schemes.

	Accountability for charges – In some cases, money mules are found personally responsible for repaying the losses suffered by the other victims.3

	Vulnerability of personal information – As described in the typical process, criminals often collect personal information from the money mules. It is possible that the criminals may use this information for other malicious purposes.

	Targeted Individuals

	If the fraud is designed to extract money from individuals, those individuals could experience the following consequences:

	Financial loss – An individual may pay for undelivered goods or have money deducted directly from one of his or her financial or credit card accounts. Depending on the forum used for the transaction and whether the scheme is identified, the individual may be able to recover at least a portion of these losses.

	Significant hassle to resolve issues – Identifying and reporting the fraud may require numerous steps, and the process could take a long time.

	Targeted Organizations

	If the fraud is designed to extract money from an organization, it may affect both the organization and its customers or constituents.

	Financial loss – A criminal may be able to siphon significant amounts of money from an organization"s financial accounts before the activity raises suspicions.

	Compromise of sensitive data – If a criminal can access customer data, such as credit card information, he or she may be able to steal that information and use money mules to abuse the customers" financial or credit card accounts.

	Damage to reputation – If an organization experiences fraud, they may lose the trust and loyalty of their customers or partners.

	Significant hassle to resolve issues – Identifying and reporting the fraud may require numerous steps, and the process could take a long time.

	Potential for future compromises – If a criminal uses malicious code to access information on an organization"s computer, he or she may hide additional malicious code that would allow the criminal to regain access in the future. If an organization does not locate and remove this code, it may be susceptible to another compromise.

	Take Steps to Protect Yourself

	Avoid Becoming a Money Mule

	If an opportunity sounds too good to be true, it probably is. Look for common warning signs, and do some research before agreeing to participate. If you believe that you are participating in a money mule scheme, stop transferring money and merchandise immediately and notify the appropriate authorities. These authorities may include your bank, the service you used to conduct the transaction, and law enforcement.

	Warning Signs

	The following characteristics do not necessarily indicate a money mule solicitation, but they are commonly used in those solicitations4.

	The position involves transferring money or goods.
The specific job duties are not described.
The company is located in another country.
The position does not list education or experience requirements.
All interactions and transactions will be done online.
The offer promises significant earning potential for little effort.
The writing is awkward and includes poor sentence structure.
The email address associated with the offer uses a web-based service (Gmail, Yahoo!,

	Windows Live Hotmail, etc.) instead of an organization-based domain.

	Research Strategies

	Perform online searches using information from the offer:

	
		The subject line of the email o the company supposedly offering the position.the person who signed the message or the name of the contact person mentioned in the offer Look for indications that the offer might be a scam. If an online search does not produce any results, that may also be suspicious.



	Check the Better Business Bureau website5. Avoid Becoming a Victim Individuals and organizations can both take precautions that minimize their risks. Individuals Try to investigate the person or company before doing business with them. When transferring money, use a method that protects the transaction. For example, many banks, credit cards, and services such as PayPal may offer fraud protection. Monitor the transactions, including checking for withdrawals from your bank account and tracking an order. If you notice any problems, immediately contact the appropriate authorities. Depending on the circumstances, these authorities may include your bank, the service you used to conduct the transaction, and law enforcement.

	Organizations

	Criminals typically use stealthy methods to access an organization"s data or finances. These methods may include using malicious code, such as a virus, to gain administrative access to a computer within an organization or relying upon a malicious insider to transmit data or create fake customer accounts. By implementing the following precautions and practices, organizations may reduce their risk:

	Use anti-virus and anti-spyware software, and keep the definitions up to date.6

	Limit access to sensitive data to authorized personnel.

	Regularly check records, including employee lists and recent financial transactions. Look for new employees that Human Resources staff does not recognize, or for unauthorized transactions.

	Consider isolating the computers that perform banking and accounting functions. In small organizations, it may be feasible to use a separate laptop for these tasks. Larger organizations may be able to designate computers used to perform these tasks and apply stricter policies and access controls on those computers.

	Watch for suspicious behavior or activities from employees.7

	If you notice any problems, immediately contact the appropriate authorities. Depending on the circumstances, these authorities may include your IT department, your accounting department, and law enforcement.
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	Understanding Anti-Virus Software

	 

	What does anti-virus software do?

	Although details may vary between packages, anti-virus software scans files or your computer’s memory for certain patterns that may indicate the presence of malicious software (i.e., malware). Anti-virus software (sometimes more broadly referred to as anti-malware software) looks for patterns based on the signatures or definitions of known malware. Anti-virus vendors find new and updated malware daily, so it is important that you have the latest updates installed on your computer.

	 

	Once you have installed an anti-virus package, you should scan your entire computer periodically.

	
		Automatic scans – Most anti-virus software can be configured to automatically scan specific files or directories in real time and prompt you at set intervals to perform complete scans.

		Manual scans – If your anti-virus software does not automatically scan new files, you should manually scan files and media you receive from an outside source before opening them. This process includes:



	
		Saving and scanning email attachments or web downloads rather than opening them directly from the source.

		Scanning media, including CDs and DVDs, for malware before opening files.



	 

	How will the software respond when it finds malware?

	Sometimes the software will produce a dialog box alerting you that it has found malware and ask whether you want it to “clean” the file (to remove the malware). In other cases, the software may attempt to remove the malware without asking you first. When you select an anti-virus package, familiarize yourself with its features so you know what to expect.

	 

	Which software should you use?

	There are many vendors who produce anti-virus software, and deciding which one to choose can be confusing. Anti-virus software typically performs the same types of functions, so your decision may be driven by recommendations, particular features, availability, or price. Regardless of which package you choose, installing any anti-virus software will increase your level of protection.

	 

	How do you get the current malware information?

	This process may differ depending on what product you choose, so find out what your anti-virus software requires. Many anti-virus packages include an option to automatically receive updated malware definitions. Because new information is added frequently, it is a good idea to take advantage of this option. Resist believing alarmist emails claiming that the “worst virus in history” or the “most dangerous malware ever” has been detected and will destroy your computer’s hard drive. These emails are usually hoaxes. You can confirm malware information through your anti-virus vendor or through resources offered by other anti-virus vendors.

	 

	While installing anti-virus software is one of the easiest and most effective ways to protect your computer, it has its limitations. Because it relies on signatures, anti-virus software can only detect malware that has known characteristics. It is important to keep these signatures up-to-date. You will still be susceptible to malware that circulates before the anti-virus vendors add their signatures, so continue to take other safety precautions as well.
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	Understanding Bluetooth Technology

	
What is Bluetooth?

	Bluetooth is a technology that allows devices to communicate with each other without cables or wires. It is an electronics "standard," which means that manufacturers that want to include this feature have to incorporate specific requirements into their electronic devices. These specifications ensure that the devices can recognize and interact with other devices that use the Bluetooth technology.

	 

	Many popular manufacturers are making devices that use Bluetooth technology. These devices include mobile phones, computers, and personal digital assistants (PDAs). The Bluetooth technology relies on short-range radio frequency, and any device that incorporates the technology can communicate as long as it is within the required distance. The technology is often used to allow two different types of devices to communicate with each other. For example, you may be able to operate your computer with a wireless keyboard, use a wireless headset to talk on your mobile phone, or add an appointment to your friend's PDA calendar from your own PDA.

	 

	What are some security concerns?

	Depending upon how it is configured, Bluetooth technology can be fairly secure. You can take advantage of its use of key authentication and encryption. Unfortunately, many Bluetooth devices rely on short numeric PIN numbers instead of more secure passwords or passphrases.
 

	If someone can "discover" your Bluetooth device, he or she may be able to send you unsolicited messages or abuse your Bluetooth service, which could cause you to be charged extra fees. Worse, an attacker may be able to find a way to access or corrupt your data. One example of this type of activity is "bluesnarfing," which refers to attackers using a Bluetooth connection to steal information off of your Bluetooth device. Also, viruses or other malicious code can take advantage of Bluetooth technology to infect other devices. If you are infected, your data may be corrupted, compromised, stolen, or lost. You should also be aware of attempts to convince you to send information to someone you do not trust over a Bluetooth connection 

	 

	How can you protect yourself?

	
		Disable Bluetooth when you are not using it - Unless you are actively transferring information from one device to another, disable the technology to prevent unauthorized people from accessing it.

		Use Bluetooth in "hidden" mode - When you do have Bluetooth enabled, make sure it is "hidden," not "discoverable." The hidden mode prevents other Bluetooth devices from recognizing your device. This does not prevent you from using your Bluetooth devices together. You can "pair" devices so that they can find each other even if they are in hidden mode. Although the devices (for example, a mobile phone and a headset) will need to be in discoverable mode to initially locate each other, once they are "paired" they will always recognize each other without needing to rediscover the connection.

		Be careful where you use Bluetooth - Be aware of your environment when pairing devices or operating in discoverable mode. For example, if you are in a public wireless "hotspot," there is a greater risk that someone else may be able to intercept the connection than if you are in your home or your car.

		Evaluate your security settings - Most devices offer a variety of features that you can tailor to meet your needs and requirements. However, enabling certain features may leave you more vulnerable to being attacked, so disable any unnecessary features or Bluetooth connections. Examine your settings, particularly the security settings, and select options that meet your needs without putting you at increased risk. Make sure that all of your Bluetooth connections are configured to require a secure connection.

		Take advantage of security options - Learn what security options your Bluetooth device offers, and take advantage of features like authentication and encryption.
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	Understanding Denial-of-Service Attacks

	 

	What is a denial-of-service (DoS) attack?

	In a denial-of-service (DoS) attack, an attacker attempts to prevent legitimate users from accessing information or services. By targeting your computer and its network connection, or the computers and network of the sites you are trying to use, an attacker may be able to prevent you from accessing email, websites, online accounts (banking, etc.), or other services that rely on the affected computer.

	 

	The most common and obvious type of DoS attack occurs when an attacker "floods" a network with information. When you type a URL for a particular website into your browser, you are sending a request to that site's computer server to view the page. The server can only process a certain number of requests at once, so if an attacker overloads the server with requests, it can't process your request. This is a "denial of service" because you can't access that site.

	 

	An attacker can use spam email messages to launch a similar attack on your email account. Whether you have an email account supplied by your employer or one available through a free service such as Yahoo or Hotmail, you are assigned a specific quota, which limits the amount of data you can have in your account at any given time. By sending many, or large, email messages to the account, an attacker can consume your quota, preventing you from receiving legitimate messages.

	 

	What is a distributed denial-of-service (DDoS) attack?

	In a distributed denial-of-service (DDoS) attack, an attacker may use your computer to attack another computer. By taking advantage of security vulnerabilities or weaknesses, an attacker could take control of your computer. He or she could then force your computer to send huge amounts of data to a website or send spam to particular email addresses. The attack is "distributed" because the attacker is using multiple computers, including yours, to launch the denial-of-service attack.

	 

	How do you avoid being part of the problem?

	Unfortunately, there are no effective ways to prevent being the victim of a DoS or DDoS attack, but there are steps you can take to reduce the likelihood that an attacker will use your computer to attack other computers:

	
		Install and maintain anti-virus software.

		Install a firewall, and configure it to restrict traffic coming into and leaving your computer.

		Follow good security practices for distributing your email address (see Reducing Spam for more information). Applying email filters may help you manage unwanted traffic.

		 



	How do you know if an attack is happening?

	Not all disruptions to service are the result of a denial-of-service attack. There may be technical problems with a particular network, or system administrators may be performing maintenance. However, the following symptoms could indicate a DoS or DDoS attack:

	
		unusually slow network performance (opening files or accessing websites)

		unavailability of a particular website

		inability to access any website

		dramatic increase in the amount of spam you receive in your account

		 



	What do you do if you think you are experiencing an attack?

	Even if you do correctly identify a DoS or DDoS attack, it is unlikely that you will be able to determine the actual target or source of the attack. Contact the appropriate technical professionals for assistance.

	
		If you notice that you cannot access your own files or reach any external websites from your work computer, contact your network administrators. This may indicate that your computer or your organization's network is being attacked.

		If you are having a similar experience on your home computer, consider contacting your internet service provider (ISP). If there is a problem, the ISP might be able to advise you of an appropriate course of action.
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	Understanding Digital Signatures

	 

	 

	What is a digital signature?

	There are different types of digital signatures; this tip focuses on digital signatures for email messages. You may have received emails that have a block of letters and numbers at the bottom of the message. Although it may look like useless text or some kind of error, this information is actually a digital signature. To generate a signature, a mathematical algorithm is used to combine the information in a key with the information in the message. The result is a random-looking string of letters and numbers.

	 

	Why would you use one?

	Because it is so easy for attackers and viruses to "spoof" email addresses, it is sometimes difficult to identify legitimate messages. Authenticity may be especially important for business correspondence—if you are relying on someone to provide or verify information, you want to be sure that the information is coming from the correct source. A signed message also indicates that changes have not been made to the content since it was sent; any changes would cause the signature to break.

	 

	How does it work?

	Before you can understand how a digital signature works, there are some terms you should know:

	
		Keys - Keys are used to create digital signatures. For every signature, there is a public key and a private key.



	
		Private key - The private key is the portion of the key you use to actually sign an email message. The private key is protected by a password, and you should never give your private key to anyone.

		Public key - The public key is the portion of the key that is available to other people. Whether you upload it to a public key ring or send it to someone, this is the key other people can use to check your signature. A list of other people who have signed your key is also included with your public key. You will only be able to see their identities if you already have their public keys on your key ring.



	
		Key ring - A key ring contains public keys. You have a key ring that contains the keys of people who have sent you their keys or whose keys you have gotten from a public key server. A public key server contains keys of people who have chosen to upload their keys.

		Fingerprint - When confirming a key, you will actually be confirming the unique series of letters and numbers that comprise the fingerprint of the key. The fingerprint is a different series of letters and numbers than the chunk of information that appears at the bottom of a signed email message.

		Key certificates - When you select a key on a key ring, you will usually see the key certificate, which contains information about the key, such as the key owner, the date the key was created, and the date the key will expire.

		"Web of trust" - When someone signs your key, they are confirming that the key actually belongs to you. The more signatures you collect, the stronger your key becomes. If someone sees that your key has been signed by other people that he or she trusts, he or she is more inclined to trust your key. Just because someone else has trusted a key or you find it on a public key ring does not mean you should automatically trust it. You should always verify the fingerprint yourself.



	 

	The process for creating, obtaining, and using keys is fairly straightforward:

	
		Generate a key using software such as PGP, which stands for Pretty Good Privacy, or GnuPG, which stands for GNU Privacy Guard.

		Increase the authenticity of your key by having your key signed by co-workers or other associates who also have keys. In the process of signing your key, they will confirm that the fingerprint on the key you sent them belongs to you. By doing this, they verify your identity and indicate trust in your key.

		Upload your signed key to a public key ring so that if someone gets a message with your signature, they can verify the digital signature.

		Digitally sign your outgoing email messages. Most email clients have a feature to easily add your digital signature to your message.



	There are a variety of mechanisms for creating digital signatures, and these mechanisms may operate differently. For example, S/MIME does not add a visible block of letters and numbers within the message, and its digital signatures are verified indirectly using a certificate authority instead of directly with other users in a web of trust. You may just see an icon or note on the message that the signature has been verified. If you get an error about a digital signature, try to contact the sender through a phone call or a separate email address that you know is valid to verify the authenticity of the message.
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	Understanding Encryption

	 

	What is encryption?

	In very basic terms, encryption is a way to send a message in code. The only person who can decode the message is the person with the correct key; to anyone else, the message looks like a random series of letters, numbers, and characters.

	 

	Encryption is especially important if you are trying to send sensitive information that other people should not be able to access. Because email messages are sent over the internet and might be intercepted by an attacker, it is important to add an additional layer of security to sensitive information.

	 

	How is it different from digital signatures?

	Like digital signatures, public-key encryption utilizes software such as PGP, converts information with mathematical algorithms, and relies on public and private keys, but there are differences:

	
		The purpose of encryption is confidentiality—concealing the content of the message by translating it into a code. The purpose of digital signatures is integrity and authenticity—verifying the sender of a message and indicating that the content has not been changed. Although encryption and digital signatures can be used independently, you can also sign an encrypted message.

		When you sign a message, you use your private key, and anybody who has your public key can verify that the signature is valid. When you encrypt a message, you use the public key for the person you're sending it to, and his or her private key is used to decrypt the message. Because people should keep their private keys confidential and should protect them with passwords, the intended recipient should be the only one who is able to view the information.



	 

	How does encryption work?

	
		Obtain the public key for the person you want to be able to read the information. If you get the key from a public key ring, contact the person directly to confirm that the series of letters and numbers associated with the key is the correct fingerprint.

		Encrypt the email message using their public key. Most email clients have a feature to easily perform this task.

		When the person receives the message, he or she will be able to decrypt it.
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	Understanding Firewalls

	 

	What do firewalls do?

	Firewalls provide protection against outside attackers by shielding your computer or network from malicious or unnecessary network traffic and preventing malicious software from accessing the network. Firewalls can be configured to block data from certain locations or applications while allowing relevant and necessary data through. 

	 

	What type of firewall is best?

	There are various types of firewalls with differences in where they are located and what types of activity they control. Firewalls may be broadly categorized as hardware or software. While both have their advantages and disadvantages, the decision to use a firewall is far more important than deciding which type you use.

	
		Hardware – Typically called network firewalls, these external devices are positioned between your computer and the Internet (or other network connection). Many vendors and some Internet service providers (ISPs) offer integrated small office / home office (SOHO) routers that also include firewall features. Hardware-based firewalls are particularly useful for protecting multiple computers and control the network activity that attempts to pass through them. The advantage of hardware-based firewalls is that they are separate devices running their own operating systems, so they provide an additional line of defense against attacks when compared to system or host-level protections.

		Software – Most operating systems include a built-in firewall feature that should be enabled for added protection even if you have an external firewall. Firewall software can also be obtained as separate software from your local computer store, software vendor, or ISP. If you download firewall software from the Internet, make sure it is from a reputable source (i.e., an established software vendor or service provider) and offered via a secure site. The advantage of software firewalls is their ability to control the specific network behavior of individual applications on a system. Relying on a software firewall alone does provide some protection. However, realize that having the firewall on the same computer as the information you’re trying to protect may hinder the firewall’s ability to detect and stop malicious activity. This is especially true if your computer is already compromised by malware.



	 

	How do you know what configuration settings to apply?

	Most commercially available firewall products, both hardware- and software-based, come pre-configured and ready to use. Since each firewall is different, you’ll need to read and understand the documentation that comes with it to determine whether the default settings on your firewall are sufficient for your needs. Additional assistance may be available from your firewall vendor or your ISP. Also, alerts about current malicious activity sometimes include information about restrictions you can implement through your firewall.

	Unfortunately, while properly configured firewalls may be effective at blocking some attacks, don’t be lulled into a false sense of security. Firewalls do not guarantee that your computer will not be attacked. Firewalls primarily help protect against malicious traffic, not against malicious programs (malware), and may not protect you if you accidentally install malware on your computer. However, using a firewall in conjunction with other protective measures (such as anti-virus software and safe computing practices) will strengthen your resistance to attacks.
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	Understanding Hidden Threats - Rootkits and Botnets

	 

	What are rootkits and botnets?

	A rootkit is a piece of software that can be installed and hidden on your computer without your knowledge. It may be included in a larger software package or installed by an attacker who has been able to take advantage of a vulnerability on your computer or has convinced you to download it. Rootkits are not necessarily malicious, but they may hide malicious activities. Attackers may be able to access information, monitor your actions, modify programs, or perform other functions on your computer without being detected.

	Botnet is a term derived from the idea of bot networks. 

	 

	In its most basic form, a bot is simply an automated computer program, or robot. In the context of botnets, bots refer to computers that are able to be controlled by one, or many, outside sources. An attacker usually gains control by infecting the computers with a virus or other malicious code that gives the attacker access. Your computer may be part of a botnet even though it appears to be operating normally. Botnets are often used to conduct a range of activities, from distributing spam and viruses to conducting denial-of-service attacks.

	 

	Why are they considered threats?

	The main problem with both rootkits and botnets is that they are hidden. Although botnets are not hidden the same way rootkits are, they may be undetected unless you are specifically looking for certain activity. If a rootkit has been installed, you may not be aware that your computer has been compromised, and traditional anti-virus software may not be able to detect the malicious programs. Attackers are also creating more sophisticated programs that update themselves so that they are even harder to detect.

	 

	Attackers can use rootkits and botnets to access and modify personal information, attack other computers, and commit other crimes, all while remaining undetected. By using multiple computers, attackers increase the range and impact of their crimes. Because each computer in a botnet can be programmed to execute the same command, an attacker can have each of them scanning multiple computers for vulnerabilities, monitoring online activity, or collecting the information entered in online forms.

	 

	What can you do to protect yourself?

	If you practice good security habits, you may reduce the risk that your computer will be compromised:

	
		Use and maintain anti-virus software - Anti-virus software recognizes and protects your computer against most known viruses, so you may be able to detect and remove the virus before it can do any damage. Because attackers are continually writing new viruses, it is important to keep your definitions up to date. Some anti-virus vendors also offer anti-rootkit software.

		Install a firewall - Firewalls may be able to prevent some types of infection by blocking malicious traffic before it can enter your computer and limiting the traffic you send. Some operating systems actually include a firewall, but you need to make sure it is enabled.

		Use good passwords - Select passwords that will be difficult for attackers to guess, and use different passwords for different programs and devices. Do not choose options that allow your computer to remember your passwords.

		Keep software up to date - Install software patches so that attackers can't take advantage of known problems or vulnerabilities. Many operating systems offer automatic updates. If this option is available, you should enable it.

		Follow good security practices - Take appropriate precautions when using email and web browsers to reduce the risk that your actions will trigger an infection 



	 

	Unfortunately, if there is a rootkit on your computer or an attacker is using your computer in a botnet, you may not know it. Even if you do discover that you are a victim, it is difficult for the average user to effectively recover. The attacker may have modified files on your computer, so simply removing the malicious files may not solve the problem, and you may not be able to safely trust a prior version of a file. If you believe that you are a victim, consider contacting a trained system administrator.

	As an alternative, some vendors are developing products and tools that may remove a rootkit from your computer. If the software cannot locate and remove the infection, you may need to reinstall your operating system, usually with a system restore disk that is often supplied with a new computer. Note that reinstalling or restoring the operating system typically erases all of your files and any additional software that you have installed on your computer. Also, the infection may be located at such a deep level that it cannot be removed by simply reinstalling or restoring the operating system.
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	Understanding Hidden Threats Corrupted Software Files

	 

	What types of files can attackers corrupt?

	An attacker may be able to insert malicious code into any file, including common file types that you would normally consider safe. These files may include documents created with word processing software, spreadsheets, or image files. After corrupting the file, an attacker may distribute it through email or post it to a website. Depending on the type of malicious code, you may infect your computer by just opening the file.

	 

	When corrupting files, attackers often take advantage of vulnerabilities that they discover in the software that is used to create or open the file. These vulnerabilities may allow attackers to insert and execute malicious scripts or code, and they are not always detected. Sometimes the vulnerability involves a combination of certain files (such as a particular piece of software running on a particular operating system) or only affects certain versions of a software program.

	 

	What problems can malicious files cause?

	There are various types of malicious code, including viruses, worms, and Trojan horses. However, the range of consequences varies even within these categories. The malicious code may be designed to perform one or more functions, including

	
		interfering with your computer's ability to process information by consuming memory or bandwidth (causing your computer to become significantly slower or even "freeze")

		installing, altering, or deleting files on your computer

		giving the attacker access to your computer

		using your computer to attack other computers 



	 

	How can you protect yourself?

	
		Use and maintain anti-virus software - Anti-virus software can often recognize and protect your computer against most known viruses, so you may be able to detect and remove the virus before it can do any damage. Because attackers are continually writing new viruses, it is important to keep your definitions up to date.

		Use caution with email attachments - Do not open email attachments that you were not expecting, especially if they are from people you do not know. If you decide to open an email attachment, scan it for viruses first. Not only is it possible for attackers to "spoof" the source of an email message, but your legitimate contacts may unknowingly send you an infected file. If your email program automatically downloads and opens attachments, check your settings to see if you can disable this feature.

		Be wary of downloadable files on websites - Avoid downloading files from sites that you do not trust. If you are getting the files from a supposedly secure site, look for a website certificate. If you do download a file from a website, consider saving it to your computer and manually scanning it for viruses before opening it.

		Keep software up to date - Install software patches so that attackers cannot take advantage of known problems or vulnerabilities. Many operating systems offer automatic updates. If this option is available, you should enable it.

		Take advantage of security settings - Check the security settings of your email client and your web browser. Apply the highest level of security available that still gives you the functionality you need.
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	Understanding Internationalized Domain Names

	 

	What are internationalized domain names?

	To decrease the amount of confusion surrounding different languages, there is a standard for domain names within web browsers. Domain names are included in the URL (or web address) of web site. This standard is based on the Roman alphabet (which is used by the English language), and computers convert the various letters into numerical equivalents. This code is known as ASCII (American Standard Code for Information Interchange). However, other languages include characters that do not translate into this code, which is why internationalized domain names were introduced.

	 

	To compensate for languages that incorporate special characters (such as Spanish, French, Italian, Portuguese or German) or rely completely on character representation (such as Asian or Arabic languages), a new system had to be developed. In this new system, the base URL (which is usually the address for the home page) is dissected and converted into a format that is compatible with ASCII. The resulting URL (which contains the string "xn--" as well as a combination of letters and numbers) will appear in your browser's status bar. In newer versions of many browsers, it will also appear in the address bar.

	 

	What are some security concerns?

	Attackers may be able to take advantage of internationalized domain names to initiate phishing attacks. Because there are certain characters that may appear to be the same but have different ASCII codes (for example, the Cyrillic "a" and the Latin "a"), an attacker may be able to "spoof" a web page URL. Instead of going to a legitimate site, you may be directed to a malicious site, which could look identical to the real one. If you submit personal or financial information while on the malicious site, the attacker could collect that information and then use and/or sell it.

	 

	How can you protect yourself?

	
		Type a URL instead of following a link - Typing a URL into a browser rather than clicking a link within a web page or email message will minimize your risk. By doing this, you are more likely to visit the legitimate site rather than a malicious site that substitutes similar-looking characters.

		Keep your browser up to date - Older versions of browsers made it easier for attackers to spoof URLs, but most newer browsers incorporate certain protections. Instead of displaying the URL that you "think" you are visiting, most browsers now display the converted URL with the "xn--" string.

		Check your browser's status bar - If you move your mouse over a link on a web page, the status bar of your browser will usually display the URL that the link references. If you see a URL that has an unexpected domain name (such as one with the "xn--" string mentioned above), you have likely encountered an internationalized domain name. If you were not expecting an internationalized domain name or know that the legitimate site should not need one, you may want to reconsider visiting the site. Browsers such as Mozilla and Firefox include an option in their security settings about whether to allow the status bar text to be modified. To prevent attackers from taking advantage of JavaScript to make it appear that you are on a legitimate site, you may want to make sure this option is not enabled.
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	Understanding ISPs

	 

	What is an ISP?

	An ISP, or internet service provider, is a company that provides its customers access to the internet and other web services. In addition to maintaining a direct line to the internet, the company usually maintains web servers. By supplying necessary software, a password-protected user account, and a way to connect to the internet (e.g., modem), ISPs offer their customers the capability to browse the web and exchange email with other people. Some ISPs also offer additional services. With the development of smart phones, many cell phone providers are also ISPs.

	 

	ISPs can vary in size—some are operated by one individual, while others are large corporations. They may also vary in scope—some only support users in a particular city, while others have regional or national capabilities.

	 

	What services do ISPs provide?

	Almost all ISPs offer email and web browsing capabilities. They also offer varying degrees of user support, usually in the form of an email address or customer support hotline. Most ISPs also offer web hosting capabilities, allowing users to create and maintain personal web pages; and some may even offer the service of developing the pages for you. Some ISPs bundle internet service with other services, such as television and telephone service. Many ISPs offer a wireless modem as part of their service so that customers can use devices equipped with Wi-Fi.

	 

	As part of normal operation, most ISPs perform backups of email and web files. If the ability to recover email and web files is important to you, check with your ISP to see if they back up the data; it might not be advertised as a service. Additionally, most ISPs implement firewalls to block some portion of incoming traffic, although you should consider this a supplement to your own security precautions, not a replacement.

	 

	How do you choose an ISP?

	Traditional, broadband ISPs typically offer internet access through cable, DSL, or fiberoptic options. The availability of these options may depend where you live. In addition to the type of access, there are other factors that you may want to consider:

	
		security - Do you feel that the ISP is concerned about security? Does it use encryption and SSL to protect any information you submit (e.g., user name, password)? If the ISP provides a wireless modem, what wireless security standards does it support, and are those standards compatible with your existing devices?

		privacy - Does the ISP have a published privacy policy? Are you comfortable with who has access to your information and how it is being handled and used?

		services - Does your ISP offer the services you want? Do they meet your requirements? Is there adequate support for the services? If the ISP provides a wireless modem, are its wireless standards compatible with your existing devices?

		cost - Are the ISP's costs affordable? Are they reasonable for the number of services you receive, as well as the level of those services? Are you sacrificing quality and security to get the lowest price?

		reliability - Are the services your ISP provides reliable, or are they frequently unavailable due to maintenance, security problems, a high volume of users, or other reasons? If the ISP knows that services will be unavailable for a particular reason, does it adequately communicate that information?

		user support - Are there published methods for contacting customer support? Do you receive prompt and friendly service? Do their hours of availability accommodate your needs? Do the consultants have the appropriate level of knowledge?

		speed - How fast is your ISP's connection? Is it sufficient for accessing your email or navigating the internet?

		recommendations - Have you heard or seen positive reviews about the ISP? Were they from trusted sources? Does the ISP serve your geographic area? If you've uncovered negative points, are they factors you are concerned about?
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	Understanding Patches

	 

	What are patches?

	Similar to the way fabric patches are used to repair holes in clothing, software patches repair holes in software programs. Patches are updates that fix a particular problem or vulnerability within a program. Sometimes, instead of just releasing a patch, vendors will release an upgraded version of their software, although they may refer to the upgrade as a patch.

	 

	How do you find out what patches you need to install?

	When patches are available, vendors usually put them on their websites for users to download. It is important to install a patch as soon as possible to protect your computer from attackers who would take advantage of the vulnerability. Attackers may target vulnerabilities for months or even years after patches are available. Some software will automatically check for updates, and many vendors offer users the option to receive automatic notification of updates through a mailing list. If these automatic options are available, we recommend that you take advantage of them. If they are not available, check your vendors' websites periodically for updates.

	 

	Make sure that you only download software or patches from websites that you trust. Do not trust a link in an email message—attackers have used email messages to direct users to malicious websites where users install viruses disguised as patches. Also, beware of email messages that claim that they have attached the patch to the message—these attachments are often viruses.
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	Understanding Voice over Internet Protocol (VoIP)

	 

	What is voice over Internet protocol (VoIP)?

	Voice over Internet protocol (VoIP), also known as IP telephony, allows you to use your Internet connection to make telephone calls. Instead of relying on an analog line like traditional telephones, VoIP uses digital technology and requires a high-speed broadband connection such as DSL or cable. There are a variety of providers who offer VoIP, and they offer different services. The most common application of VoIP for personal or home use is Internet-based phone services that rely on a telephone switch. With this application, you will still have a phone number, will still dial phone numbers, and will usually have an adapter that allows you to use a regular telephone. The person you are calling will not likely notice a difference from a traditional phone call. Some service providers also offer the ability to use your VoIP adapter any place you have a high-speed Internet connection, allowing you to take it with you when you travel.

	 

	What are the security implications of VoIP?

	Because VoIP relies on your Internet connection, it may be vulnerable to many of the same problems that face your computer and even some that are specific to VoIP technology. Attackers may be able to perform activities such as intercepting your communications, eavesdropping, taking control of your phone, making fraudulent calls from your account, conducting effective phishing attacks by manipulating your caller ID, and causing your service to crash. Activities that consume a large amount of network resources, like large file downloads, online gaming, and streaming multimedia, may affect your VoIP service.

	 

	There are also inherent problems to routing your telephone over your broadband connection. Unlike traditional telephone lines, which operate despite an electrical outage, if you lose power, your VoIP may be unavailable. VoIP services may also introduce problems for location-dependent systems such as home security systems or emergency numbers such as 911.

	 

	How can you protect yourself?

	
		Keep software up to date - If the vendor releases updates for the software operating your device, install them as soon as possible. Installing them will prevent attackers from being able to take advantage of known problems or vulnerabilities.

		Use and maintain anti-virus software - Anti-virus software recognizes and protects your computer against most known viruses. However, attackers are continually writing new viruses, so it is important to keep your anti-virus software current.

		Take advantage of security options - Some service providers may offer encryption as one of their services. If you are concerned about privacy and confidentiality, you may want to consider this and other available options.

		Install or enable a firewall - Firewalls may be able to prevent some types of infection by blocking malicious traffic before it can enter your computer. Some operating systems actually include a firewall, but you need to make sure it is enabled.

		Evaluate your security settings - Both your computer and your VoIP equipment/software offer a variety of features that you can tailor to meet your needs and requirements. However, enabling certain features may leave you more vulnerable to being attacked, so disable any unnecessary features. Examine your settings, particularly the security settings, and select options that meet your needs without putting you at increased risk.



	 

	What is VoIP? Voice over Internet Protocol (VoIP) is a form of communication that allows you to make phone calls over a broadband internet connection instead of typical analog telephone lines. Basic VoIP access usually allows you to call others who are also receiving calls over the internet. Interconnected VoIP services also allow you to make and receive calls to and from traditional landline numbers, usually for a service fee. Some VoIP services require a computer or a dedicated VoIP phone, while others allow you to use your landline phone to place VoIP calls through a special adapter. VoIP is becoming an attractive communications option for consumers. Given the trend towards lower fees for basic broadband service and the brisk adoption of even faster internet offerings, VoIP usage should only gain popularity with time. However, as VoIP usage increases, so will the potential threats to the typical user. 

	 

	While VoIP vulnerabilities are typically similar to the ones users face on the internet, new threats, scams, and attacks unique to IP telephony are now emerging. VoIP configurations Dedicated routers These devices allow you to use your traditional phone to place VoIP calls. They are connected to cable/DSL modems (or any high-speed internet source) and allow you to attach an ordinary telephone. Once configured, and with an appropriate VoIP provider and service plan, these devices require no special software or interaction with a computer. In fact, you only need to pick up your phone and dial a number at the dial tone. You also may bring your adapter with you when you travel and make calls wherever broadband internet access is available.
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	Understanding Web Site Certificates

	 

	What are web site certificates?

	If an organization wants to have a secure web site that uses encryption, it needs to obtain a site, or host, certificate. There are two elements that indicate that a site uses encryption:

	
		a closed padlock, which, depending on your browser, may be located in the status bar at the bottom of your browser window or at the top of the browser window between the address and search fields

		a URL that begins with "https:" rather than "http:"



	 

	By making sure a web site encrypts your information and has a valid certificate, you can help protect yourself against attackers who create malicious sites to gather your information. You want to make sure you know where your information is going before you submit anything.

	 

	If a web site has a valid certificate, it means that a certificate authority has taken steps to verify that the web address actually belongs to that organization. When you type a URL or follow a link to a secure web site, your browser will check the certificate for the following characteristics:

	 

	
		the web site address matches the address on the certificate

		the certificate is signed by a certificate authority that the browser recognizes as a "trusted" authority



	If the browser senses a problem, it may present you with a dialog box that claims that there is an error with the site certificate. This may happen if the name the certificate is registered to does not match the site name, if you have chosen not to trust the company who issued the certificate, or if the certificate has expired. You will usually be presented with the option to examine the certificate, after which you can accept the certificate forever, accept it only for that particular visit, or choose not to accept it. The confusion is sometimes easy to resolve (perhaps the certificate was issued to a particular department within the organization rather than the name on file). If you are unsure whether the certificate is valid or question the security of the site, do not submit personal information. Even if the information is encrypted, make sure to read the organization's privacy policy first so that you know what is being done with that information.

	 

	Can you trust a certificate?

	The level of trust you put in a certificate is connected to how much you trust the organization and the certificate authority. If the web address matches the address on the certificate, the certificate is signed by a trusted certificate authority, and the date is valid, you can be more confident that the site you want to visit is actually the site that you are visiting. However, unless you personally verify that certificate's unique fingerprint by calling the organization directly, there is no way to be absolutely sure.

	When you trust a certificate, you are essentially trusting the certificate authority to verify the organization's identity for you. However, it is important to realize that certificate authorities vary in how strict they are about validating all of the information in the requests and about making sure that their data is secure. By default, your browser contains a list of more than 100 trusted certificate authorities. That means that, by extension, you are trusting all of those certificate authorities to properly verify and validate the information. Before submitting any personal information, you may want to look at the certificate.

	 

	How do you check a certificate?

	There are two ways to verify a web site's certificate in Internet Explorer or Firefox. One option is to click on the padlock icon. However, your browser settings may not be configured to display the status bar that contains the icon. Also, attackers may be able to create malicious web sites that fake a padlock icon and display a false dialog window if you click that icon. A more secure way to find information about the certificate is to look for the certificate feature in the menu options. This information may be under the file properties or the security option within the page information. You will get a dialog box with information about the certificate, including the following:

	
		who issued the certificate - You should make sure that the issuer is a legitimate, trusted certificate authority (you may see names like VeriSign, thawte, or Entrust). Some organizations also have their own certificate authorities that they use to issue certificates to internal sites such as intranets.

		who the certificate is issued to - The certificate should be issued to the organization who owns the web site. Do not trust the certificate if the name on the certificate does not match the name of the organization or person you expect.

		expiration date - Most certificates are issued for one or two years. One exception is the certificate for the certificate authority itself, which, because of the amount of involvement necessary to distribute the information to all of the organizations who hold its certificates, may be ten years. Be wary of organizations with certificates that are valid for longer than two years or with certificates that have expired.



	 

	

[image: MC900072631[1]]

	Understanding Your Computer - Email Clients

	 

	How do email clients work?

	Every email address has two basic parts: the user name and the domain name. When you are sending email to someone else, your domain's server has to communicate with your recipient's domain server.

	 

	For example, let's assume that your email address is johndoe@example.com, and the person you are contacting is at janesmith@anotherexample.org. In very basic terms, after you hit send, the server hosting your domain (example.com or abc123.com or abc123.org) looks at the email address and then contacts the server hosting the recipient's domain (anotherexample.org) to let it know that it has a message for someone at that domain. Once the connection has been established, the server hosting the recipient's domain (anotherexample.org) then looks at the user name of the email address and routes the message to that account.

	 

	How many email clients are there?

	There are many different email clients and services, each with its own interface. Some are web-based applications, some are stand-alone applications installed directly on your computer, and some are text-based applications. There are also variations of many of these email clients that have been designed specifically for mobile devices such as cell phones.

	 

	How do you choose an email client?

	There is usually an email client included with the installation of your operating system, but many other alternatives are available. Be wary of "home-brewed" software, because it may not be as secure or reliable as software that is tested and actively maintained. Some of the factors to consider when deciding which email client best suits your needs include

	
		security - Do you feel that your email program offers you the level of security you want for sending, receiving, and reading email messages? How does it handle attachments? If you are dealing with sensitive information, do you have the option of sending and receiving signed and/or encrypted messages?

		privacy - If you are using a web-based service, have you read its privacy policy? Do you know what information is being collected and who has access to it? Are there options for filtering spam?

		functionality - Does the software send, receive, and interpret email messages appropriately?

		reliability - For web-based services, is the server reliable, or is your email frequently unavailable due to maintenance, security problems, a high volume of users, or other reasons?

		availability - Do you need to be able to access your account from any computer?

		ease of use - Are the menus and options easy to understand and use?

		visual appeal - Do you find the interface appealing?



	Each email client may have a different way of organizing drafted, sent, saved, and deleted mail. Familiarize yourself with the software so that you can find and store messages easily, and so that you don't unintentionally lose messages. Once you have chosen the software you want to use for your email, protect yourself and your contacts by following good security practices.

	 

	Can you have use more than one email client?

	You can have more than one email client, although you may have issues with compatibility. Some email accounts, such as those issued through your internet service provider (ISP) or place of employment, are only accessible from a computer that has appropriate privileges and settings for you to access that account. You can use any stand-alone email client to read those messages, but if you have more than one client installed on your machine, you should choose one as your default. When you click an email link in a browser or email message, your computer will open that default email client that you chose.

	Most vendors give you the option to download their email software directly from their websites. Make sure to verify the authenticity of the site before downloading any files, and follow other good security practices, like using a firewall and keeping anti-virus software up to date, to further minimize risk.

	You can also maintain free email accounts through browser-based email clients (e.g., Yahoo!, Hotmail, Outlook, Gmail) that you can access from any computer. Because these accounts are maintained directly on the vendors' servers, they don't interfere with other email accounts.
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	Understanding Your Computer - Operating Systems

	 

	What is an operating system?

	An operating system (OS) is the main program on a computer. It performs a variety of functions, including

	
		determining what types of software you can install

		coordinating the applications running on the computer at any given time

		making sure that individual pieces of hardware, such as printers, keyboards, and disk drives, all communicate properly

		allowing applications such as word processors, email clients, and web browsers to perform tasks on the system (e.g., drawing windows on the screen, opening files, communicating on a network) and use other system resources (e.g., printers, disk drives)

		reporting error messages



	 

	The OS also determines how you see information and perform tasks. Most operating systems use a graphical user interface (GUI), which presents information through pictures (icons, buttons, dialog boxes, etc.) as well as words. Some operating systems can rely more heavily on textual interfaces than others.

	 

	How do you choose an operating system?

	In very simplistic terms, when you choose to buy a computer, you are usually also choosing an operating system. Although you may change it, vendors typically ship computers with a particular operating system. There are multiple operating systems, each with different features and benefits, but the following three are the most common:

	
		Windows - Windows, with versions including Windows XP, Windows Vista, and Windows 7, is the most common operating system for home users. It is produced by Microsoft and is typically included on machines purchased in electronics stores or from vendors such as Dell or Gateway. The Windows OS uses a GUI, which many users find more appealing and easier to use than text-based interfaces.

		Mac OS X - Produced by Apple, Mac OS X is the operating system used on Macintosh computers. Although it uses a different GUI, it is conceptually similar to the Windows interface in the way it operates.

		Linux and other UNIX-derived operating systems - Linux and other systems derived from the UNIX operating system are frequently used for specialized workstations and servers, such as web and email servers. Because they are often more difficult for general users or require specialized knowledge and skills to operate, they are less popular with home users than the other options. However, as they continue to develop and become easier to use, they may become more popular on typical home user systems.



	 

	

[image: MC900072631[1]]

	Understanding Your Computer - Web Browsers

	 

	How do web browsers work?

	A web browser is an application that finds and displays web pages. It coordinates communication between your computer and the web server where a particular website "lives."

	 

	When you open your browser and type in a web address (URL) for a website, the browser submits a request to the server, or servers, that provide the content for that page. The browser then processes the code from the server (written in a language such as HTML, JavaScript, or XML) and loads any other elements (such as Flash, Java, or ActiveX) that are necessary to generate content for the page. After the browser has gathered and processed all of the components, it displays the complete, formatted web page. Every time you perform an action on the page, such as clicking buttons and following links, the browser continues the process of requesting, processing, and presenting content.

	 

	How many browsers are there?

	There are many different browsers. Most users are familiar with graphical browsers, which display both text and graphics and may also display multimedia elements such as sound or video clips. However, there are also text-based browsers. The following are some well-known browsers:

	
		Internet Explorer

		Firefox

		AOL

		Opera

		Safari - a browser specifically designed for Macintosh computers

		Lynx - a text-based browser desirable for vision-impaired users because of the availability of special devices that read the text



	 

	How do you choose a browser?

	A browser is usually included with the installation of your operating system, but you are not restricted to that choice. Some of the factors to consider when deciding which browser best suits your needs include

	
		compatibility - Does the browser work with your operating system?

		security - Do you feel that your browser offers you the level of security you want?

		ease of use - Are the menus and options easy to understand and use?

		functionality - Does the browser interpret web content correctly? If you need to install other plug-ins or devices to translate certain types of content, do they work?

		appeal - Do you find the interface and way the browser interprets web content visually appealing?



	 

	Can you have more than one browser installed at the same time?

	If you decide to change your browser or add another one, you don't have to uninstall the browser that's currently on your computer—you can have more than one browser on your computer at once. However, you will be prompted to choose one as your default browser. Anytime you follow a link in an email message or document, or you double-click a shortcut to a web page on your desktop, the page will open using your default browser. You can manually open the page in another browser.

	Most vendors give you the option to download their browsers directly from their websites. Make sure to verify the authenticity of the site before downloading any files. To further minimize risk, follow other good security practices, like using a firewall and keeping anti-virus software up to date.
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	Using Caution with Email Attachments

	 

	Why can email attachments be dangerous?

	Some of the characteristics that make email attachments convenient and popular are also the ones that make them a common tool for attackers:

	
		Email is easily circulated - Forwarding email is so simple that viruses can quickly infect many machines. Most viruses don't even require users to forward the email—they scan a users' computer for email addresses and automatically send the infected message to all of the addresses they find. Attackers take advantage of the reality that most users will automatically trust and open any message that comes from someone they know.

		Email programs try to address all users' needs - Almost any type of file can be attached to an email message, so attackers have more freedom with the types of viruses they can send.

		Email programs offer many "user-friendly" features - Some email programs have the option to automatically download email attachments, which immediately exposes your computer to any viruses within the attachments.



	 

	What steps can you take to protect yourself and others in your address book?

	
		Be wary of unsolicited attachments, even from people you know - Just because an email message looks like it came from your mom, grandma, or boss doesn't mean that it did. Many viruses can "spoof" the return address, making it look like the message came from someone else. If you can, check with the person who supposedly sent the message to make sure it's legitimate before opening any attachments. This includes email messages that appear to be from your ISP or software vendor and claim to include patches or anti-virus software. ISPs and software vendors do not send patches or software in email.

		Keep software up to date - Install software patches so that attackers can't take advantage of known problems or vulnerabilities. Many operating systems offer automatic updates. If this option is available, you should enable it.

		Trust your instincts - If an email or email attachment seems suspicious, don't open it, even if your anti-virus software indicates that the message is clean. Attackers are constantly releasing new viruses, and the anti-virus software might not have the signature. At the very least, contact the person who supposedly sent the message to make sure it's legitimate before you open the attachment. However, especially in the case of forwards, even messages sent by a legitimate sender might contain a virus. If something about the email or the attachment makes you uncomfortable, there may be a good reason. Don't let your curiosity put your computer at risk.

		Save and scan any attachments before opening them - If you have to open an attachment before you can verify the source, take the following steps:



	
		Be sure the signatures in your anti-virus software are up to date.

		Save the file to your computer or a disk.

		Manually scan the file using your anti-virus software.

		If the file is clean and doesn't seem suspicious, go ahead and open it.



	
		Turn off the option to automatically download attachments - To simplify the process of reading email, many email programs offer the feature to automatically download attachments. Check your settings to see if your software offers the option, and make sure to disable it.

		Consider creating separate accounts on your computer - Most operating systems give you the option of creating multiple user accounts with different privileges. Consider reading your email on an account with restricted privileges. Some viruses need "administrator" privileges to infect a computer.

		Apply additional security practices - You may be able to filter certain types of attachments through your email software or a firewall. 
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	Using Caution with USB Drives

	 

	What security risks are associated with USB drives?

	Because USB drives, sometimes known as thumb drives, are small, readily available, inexpensive, and extremely portable, they are popular for storing and transporting files from one computer to another. However, these same characteristics make them appealing to attackers.

	 

	One option is for attackers to use your USB drive to infect other computers. An attacker might infect a computer with malicious code, or malware, that can detect when a USB drive is plugged into a computer. The malware then downloads malicious code onto the drive. When the USB drive is plugged into another computer, the malware infects that computer.

	 

	Some attackers have also targeted electronic devices directly, infecting items such as electronic picture frames and USB drives during production. When users buy the infected products and plug them into their computers, malware is installed on their computers.

	 

	Attackers may also use their USB drives to steal information directly from a computer. If an attacker can physically access a computer, he or she can download sensitive information directly onto a USB drive. Even computers that have been turned off may be vulnerable, because a computer's memory is still active for several minutes without power. If an attacker can plug a USB drive into the computer during that time, he or she can quickly reboot the system from the USB drive and copy the computer's memory, including passwords, encryption keys, and other sensitive data, onto the drive. Victims may not even realize that their computers were attacked.

	 

	The most obvious security risk for USB drives, though, is that they are easily lost or stolen. If the data was not backed up, the loss of a USB drive can mean hours of lost work and the potential that the information cannot be replicated. And if the information on the drive is not encrypted, anyone who has the USB drive can access all of the data on it.

	 

	How can you protect your data?

	There are steps you can take to protect the data on your USB drive and on any computer that you might plug the drive into:

	
		Take advantage of security features - Use passwords and encryption on your USB drive to protect your data, and make sure that you have the information backed up in case your drive is lost.

		Keep personal and business USB drives separate - Do not use personal USB drives on computers owned by your organization, and do not plug USB drives containing corporate information into your personal computer.

		Use and maintain security software, and keep all software up to date - Use a firewall, anti-virus software, and anti-spyware software to make your computer less vulnerable to attacks, and make sure to keep the virus definitions current. Also, keep the software on your computer up to date by applying any necessary patches.

		Do not plug an unknown USB drive into your computer - If you find a USB drive, give it to the appropriate authorities (a location's security personnel, your organization's IT department, etc.). Do not plug it into your computer to view the contents or to try to identify the owner.

		Disable Autorun - The Autorun feature causes removable media such as CDs, DVDs, and USB drives to open automatically when they are inserted into a drive. By disabling Autorun, you can prevent malicious code on an infected USB drive from opening automatically. In How to disable the Autorun functionality in Windows , Microsoft has provided a wizard to disable Autorun. In the "More Information" section, look for the Microsoft Fix it icon under the heading "How to disable or enable all Autorun features in Windows 7 and other operating systems."
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	Using Instant Messaging and Chat Rooms Safely

	 

	What are the differences between some of the tools used for real-time communication?

	
		Instant messaging (IM) - Commonly used for recreation, instant messaging is also becoming more widely used within corporations for communication between employees. IM, regardless of the specific software you choose, provides an interface for individuals to communicate one-on-one.

		Chat rooms - Whether public or private, chat rooms are forums for particular groups of people to interact. Many chat rooms are based upon a shared characteristic; for example, there are chat rooms for people of particular age groups or interests. Although most IM clients support "chats" among multiple users, IM is traditionally one-to-one while chats are traditionally many-to-many.

		Bots - A "chat robot," or "bot," is software that can interact with users through chat mechanisms, whether in IM or chat rooms. In some cases, users may be able to obtain current weather reports, stock status, or movie listings. In these instances, users are often aware that they are not interacting with an actual human. However, some users may be fooled by more sophisticated bots into thinking the responses they are receiving are from another person.



	 

	There are many software packages that incorporate one or more of these capabilities. A number of different technologies might be supported, including IM, Internet Relay Chat (IRC), or Jabber.

	 

	What are the dangers?

	
		Identities can be elusive or ambiguous - Not only is it sometimes difficult to identify whether the "person" you are talking to is human, but human nature and behavior isn't predictable. People may lie about their identity, accounts may be compromised, users may forget to log out, or an account may be shared by multiple people. All of these things make it difficult to know who you're really talking to during a conversation.

		Users are especially susceptible to certain types of attack - Trying to convince someone to run a program or click on a link is a common attack method, but it can be especially effective through IM and chat rooms. In a setting where a user feels comfortable with the "person" he or she is talking to, a malicious piece of software or an attacker has a better chance of convincing someone to fall into the trap.

		You don't know who else might be seeing the conversation - Online interactions are easily saved, and if you're using a free commercial service the exchanges may be archived on a server. You have no control over what happens to those logs. You also don't know if there's someone looking over the shoulder of the person you're talking to, or if an attacker might be "sniffing" your conversation.

		The software you're using may contain vulnerabilities - Like any other software, chat software may have vulnerabilities that attackers can exploit.

		Default security settings may be inappropriate - The default security settings in chat software tend to be relatively permissive to make it more open and "usable," and this can make you more susceptible to attacks.



	 

	How can you use these tools safely?

	
		Evaluate your security settings - Check the default settings in your software and adjust them if they are too permissive. Make sure to disable automatic downloads. Some chat software offers the ability to limit interactions to only certain users, and you may want to take advantage of these restrictions.

		Be conscious of what information you reveal - Be wary of revealing personal information unless you know who you are really talking to. You should also be careful about discussing anything you or your employer might consider sensitive business information over public IM or chat services (even if you are talking to someone you know in a one-to-one conversation).

		Try to verify the identity of the person you are talking to, if it matters - In some forums and situations, the identity of the "person" you are talking to may not matter. However, if you need to have a degree of trust in that person, either because you are sharing certain types of information or being asked to take some action like following a link or running a program, make sure the "person" you are talking to is actually that person.

		Don't believe everything you read - The information or advice you receive in a chat room or by IM may be false or, worse, malicious. Try to verify the information or instructions from outside sources before taking any action.

		Keep software up to date - This includes the chat software, your browser, your operating system, your mail client, and, especially, your anti-virus software.



	 

	

[image: MC900072631[1]]Using Wireless Technology Securely

	In recent years, wireless networking has become more available, affordable, and easy to use. Home users are adopting wireless technology in great numbers. On-the-go laptop users often find free wireless connections in places like coffee shops and airports.

	If you’re using wireless technology, or considering making the move to wireless, you should know about the security threats you may encounter. This paper highlights those threats, and explains what you need to know to use wireless safely, both in the home and in public. You will find definitions of underlined terms in the glossary at the end of this paper.

	
Home Wireless Threats

	By now, you should be aware of the need to secure traditional, wired internet connections.

	If you’re planning to move to a wireless connection in your home, take a moment to consider what you’re doing: You’re connecting a device to your DSL or cable modem that broadcasts your internet connection through the air over a radio signal to your computers. If traditional wired connections are prey to security problems, think of the security problems that arise when you open your internet connection to the airwaves. The following sections describe some of the threats to home wireless networks.

	Piggybacking

	If you fail to secure your wireless network, anyone with a wireless-enabled computer within range of your wireless access point can hop a free ride on the internet over your wireless connection. The typical indoor broadcast range of an access point is 150 – 300 feet. Outdoors, this range may extend as far as 1,000 feet. So, if your neighborhood is closely settled, or if you live in an apartment or condominium, failure to secure your wireless network could potentially open your internet connection to a surprising number of users. Doing so invites a number of problems:

	
		Service violations: You may exceed the number of connections permitted by your internet service provider.

		Bandwidth shortages: Users piggybacking on your internet connection might use up your bandwidth and slow your connection.

		Abuse by malicious users: Users piggybacking on your internet connection might engage in illegal activity that will be traced to you.



	
		Monitoring of your activity: Malicious users may be able to monitor your internet activity and steal passwords and other sensitive information.

		Direct attack on your computer: Malicious users may be able to access files on your computer, install spyware and other malicious programs, or take control of your computer.



	Wardriving

	Wardriving is a specific kind of piggybacking. The broadcast range of a wireless access point can make internet connections possible outside your home, even as far away as your street. Savvy computer users know this, and some have made a hobby out of driving through cities and neighborhoods with a wireless-equipped computer—sometimes with a powerful antenna— searching for unsecured wireless networks. This practice is nicknamed “wardriving.” Wardrivers often note the location of unsecured wireless networks and publish this information on web sites. Malicious individuals wardrive to find a connection they can use to perpetrate illegal online activity using your connection to mask their identities. They may also directly attack your computer, as noted in the “Piggybacking” section above.

	Unauthorized Computer Access

	An unsecured wireless network combined with unsecured file sharing can spell disaster. Under these conditions, a malicious user could access any directories and files you have allowed for sharing.

	
Protecting Home Wireless

	While the security problems associated with wireless networking are serious, there are steps you can take to protect yourself. The following sections describe these steps.

	Make Your Wireless Network Invisible

	Wireless access points can announce their presence to wireless-enabled computers. This is referred to as “identifier broadcasting.” In certain situations, identifier broadcasting is desirable. For instance, an internet cafe would want its customers to easily find its access point, so it would leave identifier broadcasting enabled.

	However, you’re the only one who needs to know you have a wireless network in your home. To make your network invisible to others, see your access point’s user manual for instructions on disabling identifier broadcasting. (In Apple wireless networking, this is called “creating a closed network.”)

	While this kind of “security through obscurity” is never foolproof, it’s a starting point for securing your wireless network.

	Rename Your Wireless Network

	Many wireless access point devices come with a default name. This name is referred to as the “service set identifier” (SSIS) or “extended service set identifier” (ESSID). The default names used by various manufacturers are widely known and can be used to gain unauthorized access to your network. When you rename your network, you should choose a name that won’t be easily guessed by others.

	Encrypt Your Network Traffic

	Your wireless access point device should allow you to encrypt traffic passing between the device and your computers. By encrypting wireless traffic, you are converting it to a code that can only be understood by computers with the correct key to that code.

	Change Your Administrator Password

	Your wireless access point device likely shipped with a default password. Default passwords for various manufacturers are widely known and can be used to gain unauthorized access to your network. Be sure to change your administrator password to one that is long, contains non-alphanumeric characters (such as #, $, and &), and does not contain personal information (such as your birth date). If your wireless access point does not have a default password, be sure to create one and use it to protect your device.

	Use File Sharing with Caution

	If you don’t need to share directories and files over your network, you should disable file sharing on your computers. You may want to consider creating a dedicated directory for file sharing, and move or copy files to that directory for sharing. In addition, you should password protect anything you share, and use a password that is long, contains non-alphanumeric characters (such as #, $, and &), and does not contain personal information (such as your birth date). Never open an entire hard drive for file sharing.

	Keep Your Access Point Software Patched and Up to Date

	From time to time, the manufacturer of your wireless access point will release updates to the device software or patches to repair bugs. Be sure to check the manufacturer’s web site regularly for any updates or patches for your device’s software.

	Check Your Internet Provider’s Wireless Security Options

	Your internet service provider may provide information about securing your home wireless network. Check the customer support area of your provider’s web site or contact your provider’s customer support group.

	
Public Wireless Threats

	A wireless-enabled laptop can make you more productive outside your office or home, but it can also expose you to a number of security threats. The following sections describe some of the security threats you face when using a public access point.

	Evil Twin Attacks

	In an evil twin attack, the attacker gathers information about a public access point, then sets up his or her own system to impersonate the real access point. The attacker will use a broadcast signal stronger than the one generated by the real access point. Unsuspecting users will connect using the stronger, bogus signal. Because the victim is connecting to the internet through the attacker’s system, it’s easy for the attacker to use specialized tools to read any data the victim sends over the internet. This data may include credit card numbers, username and password combinations, addresses, and other personal information.

	Wireless Sniffing

	Many public access points are not secured, and the traffic they carry is not encrypted. This can put your sensitive communications or transactions at risk. Because your connection is being transmitted “in the clear,” malicious users can use “sniffing” tools to obtain sensitive information such as passwords, bank account numbers, and credit card numbers.

	Peer-to-Peer Connections

	Many laptop computers, particularly those equipped with 802.11-type WiFi wireless networking cards, can create ad hoc networks if they are within range of one another. These networks enable computer-to-computer connections, a situation that creates security concerns you should be aware of. An attacker with a network card configured for ad hoc mode and using the same settings as your computer may gain unauthorized access to your sensitive files. You should note that many PCs ship from the manufacturer with wireless cards set to ad hoc mode by default.

	Unauthorized Computer Access

	As is the case with unsecured home wireless networks, an unsecured public wireless network combined with unsecured file sharing can spell disaster. Under these conditions, a malicious user could access any directories and files you have allowed for sharing.

	Shoulder Surfing

	In public wireless areas, the bad guys don’t even need a computer to steal your sensitive information. The fact that you may be conducting personal business in a public space is opportunity enough for them. If close enough, they can simply glance over your shoulder as you type. Or, they could be peering through binoculars from an apartment window across the street. By simply watching you, they can steal all kinds of sensitive, personal information.

	Safe Wireless Networking in Public Spaces

	Accessing the internet via a public wireless access point involves serious security threats you should guard against. These threats are compounded by your inability to control the security setup of the wireless network. What’s more, you’re often in range of numerous wireless-enabled computers operated by people you don’t know. The following sections describe steps you can take to protect yourself.

	Watch What You Do Online

	Because you’re likely to have an unsecured, unencrypted network connection when you use a public wireless access point, be careful about what you do online—there’s always the chance that another user on the network could be monitoring your activity. If you can’t connect securely using a VPN (see “Connect Using a VPN” below), then consider avoiding

	• online banking

	• online shopping

	
		sending email

		typing passwords or credit card numbers



	Connect Using a VPN

	Many companies and organizations have a virtual private network (VPN). VPNs allow employees to connect securely to their network when away from the office. VPNs encrypt connections at the sending and receiving ends, and keep out traffic that is not properly encrypted. If a VPN is available to you, make sure you log onto it any time you need to use a public wireless access point.

	Disable File Sharing

	File sharing in public wireless spaces is even more dangerous than it is on your home wireless network. This is because you and your wireless-enabled laptop are likely to be even closer to other wireless computers operated by people you don’t know. Also, many public wireless networks feature peer-to-peer networking in which other computers will attempt to connect directly to yours. To leave file shares open in this kind of environment is to invite risk. To prevent attackers from gaining access to your sensitive files, you should disable file sharing when connecting to a public wireless access point. Consult the help file for your operating system to learn how to disable file sharing.

	Be Aware of Your Surroundings

	When using a public wireless access point, you should be aware of what’s going on around you. Are others using their computers in close proximity to you? Can others view your screen? Are you sitting near a window through which someone, using binoculars, could get a view of your screen? If any of these conditions exist, your sensitive data might be at risk. Consider whether it is essential to connect to the internet. If an internet connection is not essential, disable wireless networking altogether. If you do need to connect, use caution and follow the steps noted above.

	
Summary

	The following sections provide a quick summary of the steps you should take to secure your home wireless network and to use wireless technology safely in public spaces.

	Home Wireless Security

	When you use a wireless router or access point to create a home network, you trade wired connectivity for connectivity delivered via a radio signal. Unless you secure this signal, strangers can piggyback on your internet connection or, worse, monitor your online activity or access files on your hard drive. By taking the following actions, you can help secure your wireless home network against these threats.

	
		Change the default system ID of your wireless access point or router.

		Change the default password for your system.

		Turn off identifier broadcasting.

		Encrypt wireless communications. (WPA-based encryption offers better protection than WEP-based encryption.)

		Use your router’s built-in firewall to restrict access to your network.

		Keep your wireless system patched and up to date.



	Public Wireless Security

	Accessing a wireless connection from a coffee shop or airport terminal may be convenient and even fun, but you should note that public access points (frequently called hot spots) are often insecure. The following are some steps you should consider taking before connecting to a public access point:

	
		Use a virtual private network (VPN) if possible.

		Avoid using passwords and providing personal information to web sites.

		Encrypt your files.

		Be aware of your surroundings.
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	Why is Cyber Security a Problem?

	 

	What is cyber security?

	It seems that everything relies on computers and the internet now — communication (email, cellphones), entertainment (digital cable, mp3s), transportation (car engine systems, airplane navigation), shopping (online stores, credit cards), medicine (equipment, medical records), and the list goes on. How much of your daily life relies on computers? How much of your personal information is stored either on your own computer or on someone else's system?

	 

	Cyber security involves protecting that information by preventing, detecting, and responding to attacks.

	 

	What are the risks?

	There are many risks, some more serious than others. Among these dangers are viruses erasing your entire system, someone breaking into your system and altering files, someone using your computer to attack others, or someone stealing your credit card information and making unauthorized purchases. Unfortunately, there's no 100% guarantee that even with the best precautions some of these things won't happen to you, but there are steps you can take to minimize the chances.

	 

	What can you do?

	The first step in protecting yourself is to recognize the risks and become familiar with some of the terminology associated with them.

	
		Hacker, attacker, or intruder - These terms are applied to the people who seek to exploit weaknesses in software and computer systems for their own gain. Although their intentions are sometimes fairly benign and motivated solely by curiosity, their actions are typically in violation of the intended use of the systems they are exploiting. The results can range from mere mischief (creating a virus with no intentionally negative impact) to malicious activity (stealing or altering information).

		Malicious code - Malicious code, sometimes called malware, is a broad category that includes any code that could be used to attack your computer. Malicious code can have the following characteristics:



	
		It might require you to actually do something before it infects your computer. This action could be opening an email attachment or going to a particular web page.

		Some forms propagate without user intervention and typically start by exploiting a software vulnerability. Once the victim computer has been infected, the malicious code will attempt to find and infect other computers. This code can also propagate via email, websites, or network-based software.

		Some malicious code claims to be one thing while in fact doing something different behind the scenes. For example, a program that claims it will speed up your computer may actually be sending confidential information to a remote intruder.



	Viruses and worms are examples of malicious code.

	
		Vulnerability - In most cases, vulnerabilities are caused by programming errors in software. Attackers might be able to take advantage of these errors to infect your computer, so it is important to apply updates or patches that address known vulnerabilities.



	.
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	Why Secure Your Browser

	 

	Why Secure Your Browser

	Today, web browsers such as Microsoft Internet Explorer, Mozilla Firefox, and Apple Safari are installed on almost all computers. Because web browsers are used so frequently, it is vital to configure them securely. Often, the web browser that comes with an operating system is not set up in a secure default configuration. Not securing your web browser can lead quickly to a variety of computer problems caused by anything from spyware being installed without your knowledge to intruders taking control of your computer.

	 

	Ideally, computer users should evaluate the risks from the software they use. Many computers are sold with software already loaded. Whether installed by a computer manufacturer, operating system maker, Internet service provider, or by a retail store, the first step in assessing the vulnerability of your computer is to find out what software is installed and how programs will interact with each other. Unfortunately, it is not practical for most people to perform this level of analysis.

	 

	There is an increasing threat from software attacks that take advantage of vulnerable web browsers. We have observed new software vulnerabilities being exploited and directed at web browsers through use of compromised or malicious websites. This problem is made worse by a number of factors, including the following:

	
		Many users have a tendency to click on links without considering the risks of their actions.

		Web page addresses can be disguised or take you to an unexpected site.

		Many web browsers are configured to provide increased functionality at the cost of decreased security.

		New security vulnerabilities are often discovered after the software is configured and packaged by the manufacturer.

		Computer systems and software packages may be bundled with additional software, which increases the number of vulnerabilities that may be attacked.

		Third-party software may not have a mechanism for receiving security updates.

		Many websites require that users enable certain features or install more software, putting the computer at additional risk.

		Many users do not know how to configure their web browsers securely.

		Many users are unwilling to enable or disable functionality as required to secure their web browser.



	 

	As a result, exploiting vulnerabilities in web browsers has become a popular way for attackers to compromise computer systems.

	 

	Web Browser Features and Risks

	It is important to understand the functionality and features of the web browser you use. Enabling some web browser features may lower security. Vendors often enable features by default to improve the computing experience, but these features may end up increasing the risk to the computer.

	 

	Attackers focus on exploiting client-side systems (your computer) through various vulnerabilities. They use these vulnerabilities to take control of your computer, steal your information, destroy your files, and use your computer to attack other computers. A low-cost method attackers use is to exploit vulnerabilities in web browsers. An attacker can create a malicious web page that will install Trojan software or spyware that will steal your information. Rather than actively targeting and attacking vulnerable systems, a malicious website can passively compromise systems as the site is visited. A malicious HTML document can also be emailed to victims. In these cases, the act of opening the email or attachment can compromise the system.

	 

	Some specific web browser features and associated risks are briefly described below. Understanding what different features do will help you understand how they affect your web browser's functionality and the security of your computer.

	 

	ActiveX is a technology used by Microsoft Internet Explorer on Microsoft Windows systems. ActiveX allows applications or parts of applications to be utilized by the web browser. A web page can use ActiveX components that may already reside on a Windows system, or a site may provide the component as a downloadable object. This gives extra functionality to traditional web browsing, but may also introduce more severe vulnerabilities if not properly implemented.

	 

	ActiveX has been plagued with various vulnerabilities and implementation issues. One problem with using ActiveX in a web browser is that it greatly increases the attack surface, or “attackability,” of a system. Installing any Windows application introduces the possibility of new ActiveX controls being installed. Vulnerabilities in ActiveX objects may be exploited via Internet Explorer, even if the object was never designed to be used in a web browser.

	 

	Java is an object-oriented programming language that can be used to develop active content for websites. A Java Virtual Machine, or JVM, is used to execute the Java code, or “applet,” provided by the website. Some operating systems come with a JVM, while others require a JVM to be installed before Java can be used. Java applets are operating system independent.

	 

	Java applets usually execute within a “sandbox” where the interaction with the rest of the system is limited. However, various implementations of the JVM contain vulnerabilities that allow an applet to bypass these restrictions. Signed Java applets can also bypass sandbox restrictions, but they generally prompt the user before they can execute.

	 

	Plug-ins are applications intended for use in the web browser. Netscape has developed the NPAPI standard for developing plug-ins, but this standard is used by multiple web browsers, including Mozilla Firefox and Safari. Plug-ins are similar to ActiveX controls but cannot be executed outside of a web browser. Adobe Flash is an example of an application that is available as a plug-in.

	 

	Plug-ins can contain programming flaws such as buffer overflows, or they may contain design flaws such as cross-domain violations, which arises when the same origin policy is not followed.

	 

	Cookies are files placed on your system to store data for specific websites. A cookie can contain any information that a website is designed to place in it. Cookies may contain information about the sites you visited, or may even contain credentials for accessing the site. Cookies are designed to be readable only by the website that created the cookie. Session cookies are cleared when the browser is closed, and persistent cookies will remain on the computer until the specified expiration date is reached.

	 

	Cookies can be used to uniquely identify visitors of a website, which some people consider a violation of privacy. If a website uses cookies for authentication, then an attacker may be able to acquire unauthorized access to that site by obtaining the cookie. Persistent cookies pose a higher risk than session cookies because they remain on the computer longer.

	JavaScript, also known as ECMAScript, is a scripting language that is used to make websites more interactive. There are specifications in the JavaScript standard that restrict certain features such as accessing local files.

	 

	VBScript is another scripting language that is unique to Microsoft Windows Internet Explorer. VBScript is similar to JavaScript, but it is not as widely used in websites because of limited compatibility with other browsers.

	The ability to run a scripting language such as JavaScript or VBScript allows web page authors to add a significant amount of features and interactivity to a web page. However, this same capability can be abused by attackers. The default configuration for most web browsers enables scripting support, which can introduce multiple vulnerabilities, such as the following:

	
		Cross-Site Scripting



	Cross-Site Scripting, often referred to as XSS, is a vulnerability in a website that permits an attacker to leverage the trust relationship that you have with that site. Note that Cross-Site Scripting is not usually caused by a failure in the web browser. 

	
		Cross-Zone and Cross-Domain Vulnerabilities



	Most web browsers employ security models to prevent script in a website from accessing data in a different domain. These security models are primarily based on the Netscape Same Origin Policy. Internet Explorer also has a policy to enforce security zone separation.

	Vulnerabilities that violate these security models can be used to perform actions that a site could not normally perform. The impact can be similar to a cross-site scripting vulnerability. However, if a vulnerability allows for an attacker to cross into the local machine zone or other protected areas, the attacker may be able to execute arbitrary commands on the vulnerable system.

	
		Detection Evasion



	Anti-virus, Intrusion Detection Systems (IDS), and Intrusion Prevention Systems (IPS) generally work by looking for specific patterns in content. If a “known bad” pattern is detected, then the appropriate actions can take place to protect the user. However, because of the dynamic nature of programming languages, scripting in web pages can be used to evade such protective systems.

	 

	How to Secure Your Web Browser

	Some software features that provide functionality to a web browser, such as ActiveX, Java, Scripting (JavaScript, VBScript, etc.), may also introduce vulnerabilities to the computer system. These vulnerabilities may stem from poor implementation, poor design, or an insecure configuration. For these reasons, you should understand which browsers support which features and the risks they could introduce. Some web browsers permit you to fully disable the use of these technologies, while others may permit you to enable features on a per-site basis.

	 

	This section provides links that show you how to securely configure a few of the most popular web browsers and how to disable features that can cause vulnerabilities. We encourage you to visit the vendor's website for each browser you use to learn more. If a vendor does not provide documentation on how to secure the browser, we encourage you to contact the vendor and request more information.

	 

	Multiple web browsers may be installed on your computer. Other software applications on your computer, such as email clients or document viewers, may use a different browser than the one you normally use to access the web. Also, certain file types may be configured to open with a different web browser. Using one web browser to manually interact with websites does not mean other applications will automatically use the same browser. For this reason, it is important to securely configure each web browser that may be installed on your computer. One advantage to having multiple web browsers is that one browser can be used for only sensitive activities such as online banking, and the other can be used for general purpose web browsing. Using multiple browsers can minimize the chances that a vulnerability in a particular web browser, website, or related software can be used to compromise sensitive information.

	 

	Web browsers are frequently updated. Depending on the version of your software, the features and options may move or change.

	 

	Microsoft Internet Explorer

	Microsoft Internet Explorer (IE) is a web browser integrated into the Microsoft Windows operating system.

	 

	Mozilla Firefox

	Mozilla Firefox is a popular third-party browser for Windows, Mac, and Linux. To learn how to keep your information safe and secure with Firefox's private browsing, password features and other security settings.

	 

	Apple Safari

	Apple Safari is installed on its line of computers, tables, and phones. For information on the Safari’s security settings on Apple devices and select “Privacy and security” on the menu.

	 

	Google Chrome

	In 2012, Google Chrome became the most widely used browser worldwide, according to Stat Counter and other sources. For more information on Chrome’s security, safety and reporting features and select the options displayed under the topic.

	 

	Other Browsers

	Other web browsers may have similar options to those described above. Please refer to each browser's documentation to determine which options are available and how to make the necessary changes. For example, the links below show where to find security information for two other web browsers:

	
		Opera



	
		Security badges

		Web 



	
		Chromium



	 

	Keeping Your Computer Secure

	In addition to selecting and securing your web browser, you can take measures to increase protection to your computer in general. The following are steps and links to information resources that will help you secure your computer.

	
		Enable automatic software updates if available



	Vendors will usually release patches for their software when a vulnerability has been discovered. Most product documentation offers a method to get updates and patches. You should be able to obtain updates from the vendor's website. Read the manuals or browse the vendor's website for more information.

	Some applications will automatically check for available updates, and many vendors offer automatic notification of updates via a mailing list. Look on your vendor's website for information about automatic notification. If no mailing list or other automated notification mechanism is offered, you may need to check the vendor's website periodically for updates.

	
		Install and use antivirus software



	While an up-to-date antivirus software package cannot protect against all malicious code, for most users it remains the best first-line of defense against malicious code attacks. Many antivirus packages support automatic updates of virus definitions. We recommend using these automatic updates when available.

	
		Avoid unsafe behavior



	
		Use caution when opening email attachments or when using peer-to-peerfile sharing, instant messaging, or chat rooms.

		Don't enable file sharing on network interfaces exposed directly to the Internet.



	
		Follow the principle of least privilege — don't enable it if you don't need it



	Consider creating and using an account with limited privileges instead of an 'administrator' or 'root' level account for everyday tasks. Depending on the operating system, you only need to use administrator level access when installing new software, changing system configurations, etc. Many vulnerability exploits (e.g., viruses, Trojan horses) are executed with the privileges of the user that runs them — making it far more risky to be logged in as an administrator all the time.
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	Glossary of Cybersecurity Terms

	 

	Add-on Software (Adware) 
Software which automatically plays, displays, or downloads advertising material onto your computer once the application has been installed or is in use. 

	 

	Authentication 

	The act of confirming the identity of a user and/or verifying that a program, e-mail, electronic signature, etc. is from a trusted source. 

	 

	Bandwidth 

	The capacity of a communication channel to pass data throughout the channel in a given amount of time, expressed in bits per second (bps). 

	 

	Backdoor 

	Gaining unauthorized access to a program, online service or an entire computer system without detection or documentation. 

	 

	Business Systems 

	Mission essential systems that are used to manage or support common business processes such as Enterprise Resource Planning, E-commerce, and E-mail systems. 

	 

	Control Systems 

	Cyber systems used to monitor and control sensitive processes and physical functions including SCADA (see below for definition), Process Control Systems (HVAC), and Distributed Control Systems (Environmental Control Systems). 

	 

	Cookie 

	Data exchanged between an HTTP server and a web browser (i.e. Internet Explorer or Firefox) to store state information on the client side and retrieve it later for server use. 

	 

	Cyber Crime 

	Criminal activities that use computers and/or networks. 

	 

	Cyber Infrastructure 

	Physical assets and virtual systems and networks that enable key capabilities and services. 

	 

	Cyber Security 

	 

	Protection of information from theft or corruption, or the preservation of availability, whole allowing the information and property to remain accessible and productive to its intended users. 

	 

	Cyberspace 

	An environment in which digitized information is distributed on networks of computers. 

	 

	Data Driven Attack 

	A form of attack that is encoded in seemingly innocuous data, which is executed by a user or a process to implement an attack. This is a concern for those depending solely on firewalls because the attack is able to penetrate the firewall in data form and then launch a system attack. 

	DDoS 

	Distributed Denial of Service; Flooding the networks or servers of individuals or organizations with false data requests so they are unable to respond to requests from legitimate users. 

	 

	Dictionary Attacks 

	An attack that uses a brute-force technique of successively trying all the words in some large, exhaustive list. 

	 

	Domain 

	A sphere of knowledge, or a collection of facts about some program entities or a number of network points or addresses, identified by a name. On the Internet, a domain consists of a set of network addresses. In the Internet's domain name system, a domain is a name with which name server records are associated that describe sub-domains or host. In Windows NT and Windows 2000, a domain is a set of network resources (applications, printers, and so forth) for a group of users. The user need only to log in to the domain to gain access to the resources, which may be located on a number of different servers in the network. 

	 

	Domain Hijacking 

	Domain hijacking is an attack by which an attacker takes over a domain by first blocking access to the domain's DNS server and then putting his own server up in its place. 

	 

	Domain Name Systems (DNS) 

	The way that Internet domain names are located and translated into an Internet Protocol addresses. A domain name is a meaningful and easy-to-remember "handle" for an Internet address. 

	 

	Encryption 

	A method of protecting information by transforming it into code. Only those who have that specific code can access the information. There are two types; storage and file. Storage refers to mobile devices, electronic media, laptops, desktop, servers where sensitive data is stored and USB drives. File refers to encrypting files and then transferring the encrypted file by posting to web sites, ftp servers, as e-mail attachments, or on transfer media such as CD-ROM, DVD-ROM, or USB flash-ROM devices. 

	 

	Ethernet 

	A system for connecting a number of computer systems to form a local area network, with protocols to control the passing of information and to avoid simultaneous transmission by two or more systems 

	 

	Fault Line Attacks 

	Using weaknesses between interfaces of systems to exploit gaps in coverage. 

	 

	Filter 

	A filter is used to specify which packets will or will not be used. It can be used in sniffers to determine which packets get displayed, or by firewalls to determine which packets get blocked. 

	 

	 

	Firewall 

	A firewall is a hardware or software solution to enforce security policies. From a physical perspective, a firewall is equivalent to a lock on a door. It permits only authorized users such as those with a key or access card to enter. A firewall has built-in filters that block unauthorized or potentially dangerous material from entering the system. It also logs attempted intrusions. They manage the traffic entering and leaving a network by applying any of four different mechanisms to restrict traffic—packet filtering, circuit-level gateway, proxy server, and application gateway. The packet filtering allows the firewall to perform packet inspections to ensure that the data entering your infrastructure is safe. Organizations can develop business rules to limit what is allowed in or out. Firewalls are best utilized either at the perimeter of the network or between the network and infrastructure and the Internet. 

	 

	Gateway 

	A network point that acts as an entrance to another network. GCC Government Coordinating Council 

	 

	Hacker 

	A person with special expertise in computer systems and software. There is no illegality involved with being a hacker; this is the difference between a hacker and a cracker.

	 

	Hardening 
Hardening is the process of identifying and fixing vulnerabilities on a system. Host Any computer that has full two-way access to other computers on the Internet. Or a computer with a web server that serves the pages for one or more Web sites. 

	 

	Hybrid Encryption 

	An application of cryptography that combines two or more encryption algorithms, particularly a combination of symmetric and asymmetric encryption. 

	 

	Identitity Management 

	A method of validating a person’s identity when he/she tries to access a network.

	 

	 Incident Handling 

	Incident Handling is an action plan for dealing with intrusions, cyber-theft, denial of service, fire, floods, and other security-related events. It is comprised of a six step process Preparation, Identification, Containment, Eradication, Recovery, and Lessons Learned. 

	 

	Incident Management 

	Executing a defensive response when a network’s security is threatened. 

	 

	Information Technology (IT) 

	Hardware, software, and IT systems and services, including development, integration, operations, communications, and security that support cyber infrastructure. 

	 

	Integrity 

	Integrity is the need to ensure that information has not been changed accidentally or deliberately, and that it is accurate and complete. Internet A term to describe connecting multiple separate networks together. 

	Internet Protocol (IP) 

	The method or protocol by which data is sent from one computer to another on the Internet. Intranet A computer network, especially one based on Internet technology, that an organization uses for its own internal, and usually private, purposes and that is closed to outsiders. 

	 

	Intrusion 

	Unauthorized act of bypassing the security mechanisms of a system. 

	 

	Intrusion Detection 

	A security management system for computers and networks. An IDS gathers and analyzes information from various areas within a computer or a network to identify possible security breaches, which include both intrusions (attacks from outside the organization) and misuse (attacks from within the organization). 

	 

	IP Address 

	A computer's inter-network address that is assigned for use by the Internet Protocol and other protocols. An IP version 4 address is written as a series of four 8-bit numbers separated by periods. 

	 

	IP Spoofing 

	The technique of supplying a false IP address. 

	 

	Keylogging 

	a method of capturing and recording user keystrokes. 

	 

	List Based Access Control 

	Associates a list of users and their privileges with each object. 

	 

	Malware/Malicious Code 

	Malicious Software designed to infiltrate a computer system without the owner’s informed consent. Any code that can be used to attack a computer by spreading viruses, crashing networks, gathering intelligence, corrupting data, distributing misinformation and interfering with military or civilian operations including navigation, transportation, logistics, communications and command and control 

	 

	National Institute of Standards and Technology (NIST) 

	A unit of the US Commerce Department. Formerly known as the National Bureau of Standards, NIST promotes and maintains measurement standards. It also has active programs for encouraging and assisting industry and science to develop and use these standards. 

	 

	PAP 

	Password Authentication Protocol is a simple, weak authentication mechanism where a user enters the password and it is then sent across the network, usually in the clear 

	Patch An update to a system or software package as a code that is deployed into software in order to fix a bug or vulnerability. A small update released by a software manufacturer to fix bugs in existing programs. 

	 

	Penetration 

	Gaining unauthorized logical access to sensitive data by circumventing a system's protections. 

	 

	Proxy Server 

	A server that acts as an intermediary between a workstation user and the Internet so that the enterprise can ensure security, administrative control, and caching service. A proxy server is associated with or part of a gateway server that separates the enterprise network from the outside network and a firewall server that protects the enterprise network from outside intrusion. 

	 

	Risk Management 

	Identifying vulnerabilities in a network and developing a strategy to protect against an attack. 

	 

	Role Based Access Control Role based access control assigns users to roles based on their organizational functions and determines authorization based on those roles. 

	 

	SCC 

	(1) Secretary's Command Center; (2) Sector Coordinating Council 

	 

	Secure 

	Safe from penetration or interception by unauthorized persons 

	 

	Secure Shell 

	A program to log into another computer over a network, to execute commands in a remote machine, and to move files from one machine to another. 

	 

	Secure Sockets Layer 

	A protocol developed by Netscape for transmitting private documents via the Internet. SSL works by using a public key to encrypt data that's transferred over the SSL connection. 

	 

	Security Patch Management 

	Updating software to reduce the risk of compromise to applications, systems, and computers as a result of system flaws.

	 

	Sensitive 

	Work, duties, or information of a highly secret or delicate nature, especially within government 

	 

	Sensitive Information 

	Sensitive information, as defined by the federal government, is any unclassified information that, if compromised, could adversely affect the national interest or conduct of federal initiatives. 

	 

	Server 

	A computer set up to provide information on request via a network. 

	 

	Session 

	a virtual connection between two hosts by which network traffic is passed. 

	 

	Session Hijacking 

	Take over a session that someone else has established. 

	 

	Session Key 

	In the context of symmetric encryption, a key that is temporary or is used for a relatively short period of time. Usually, a session key is used for a defined period of communication between two computers, such as for the duration of a single connection or transaction set, or the key is used in an application that protects relatively large amounts of data and, therefore, needs to be re-keyed frequently. 

	 

	System Security Officer (SSO) 

	A person responsible for enforcement or administration of the security policy that applies to the system. 

	 

	Tamper 

	To deliberately alter a system's logic, data, or control information to cause the system to perform unauthorized functions or services. TCP/IP A synonym for "Internet Protocol Suite;" in which the Transmission Control Protocol and the Internet Protocol are important parts. TCP/IP is the basic communication language or protocol of the Internet. It can also be used as a communications protocol in a private network (either an Intranet or an Extranet). 

	 

	Threat

	Any circumstance or event with the potential to adversely impact an information system through unauthorized access, destruction, disclosure, modification of data, and/or denial of service. 

	 

	Threat Model 

	A threat model is used to describe a given threat and the harm it could to do a system if it has a vulnerability. 

	 

	Threat Vector 

	The method a threat uses to get to the target. 

	 

	Trojan Horse 

	A code which masks itself as a useful program and when activated, it performs malicious activity such as locating protected passwords or damaging data on a computer’s hard disk. 

	 

	User Contingency Plan 

	User contingency plan is the alternative methods of continuing business operations if IT systems are unavailable. 

	 

	Virus 

	A hidden, self-replicating section of computer software, usually malicious logic, that propagates by infecting - i.e., inserting a copy of itself into and becoming part of - another program. A virus cannot run by itself; it requires that its host program be run to make the virus active. 

	 

	Vulnerability 
Weakness in an information system, system security procedures, internal controls, or implementation that could be exploited. 

	
Worm 
a self-replicating computer program. It uses a network to send copies of itself to other nodes (computer terminals on the network) and it may do so without any user intervention. Unlike a virus, it does not need to attach itself to an existing program. Worms almost always cause harm to the network, if only by consuming bandwidth, whereas viruses almost always corrupt or modify files on a targeted computer.

	802.11 is a specification for wireless local area networks (WLANs) developed by the Institute of Electrical and Electronics Engineers (IEEE). There are several 802.11 specifications. These specifications describe how a wireless-enabled computer or device communicates with a base station or wireless access point and with other wireless-enabled computers or devices.

	Access point
In a wireless local area network (WLAN), an access point is a station that transmits and receives data. An access point connects users to other users within the network and can also connect the WLAN to a wired network.

	Ad hoc network
A local area network in which computers and network devices are in close proximity to others on the network. These devices are connected temporarily or for specific purposes.

	DSL
DSL stands for digital subscriber line. This is a dedicated, high-bandwidth telecommunications line provided by a telecommunications or telephone company. DSL lines are capable of providing high-speed internet access, but are only available to subscribers who live within a designated distance of a telephone company central office.

	Encryption
In internet technology, encryption is the transformation or encoding of information into a form that can only be understood by someone who has the correct “key” for decoding it. It is an important tool for securing network traffic.

	Hotspot
A hotspot is a wireless network node that provides an internet connection. More and more hotspots are becoming available in public locations such as airports, coffee shops, and hotels.

	Piggyback Router
Piggybacking refers to illicitly accessing the internet through an unsecured wireless network. A router is a device that processes traffic entering and exiting a network. It examines individual bits of network traffic, known as packets, and determines where to send the packet. Routers can attach to computers on a network (or other routers) using cables. Wireless routers perform the same job as wired routers, only they convert network traffic to a radio signal. Routers in a home network are most often connected to a broadband cable or DSL modem.

	VPN 
VPN stands for virtual private network. VPNs are a secure way to use the internet as an extension of a private network. They use encryption and a special internet protocol to create a “tunnel” through the internet from one point to another. This traffic cannot be accessed by those unable to connect to the VPN. Businesses frequently use VPNs to secure private network traffic moving between two geographically distinct offices, or between remote employees using laptops and the home office.

	WEP 
WEP stands for wired equivalent privacy, a security protocol designed to provide a wireless network with a level of security and privacy comparable to that of a wired LAN. In WEP, data moving between computers and access points is encrypted.

	Wi-Fi 
Wi-Fi is short for wireless fidelity. The term applies to wireless networks that employ 802.11-type security. An organization called the Wi-Fi Alliance coined the term. This organization tests wireless products work together and certifies those that pass as "Wi-Fi certified" (a registered trademark).

	WPA 
WPA stands for Wi-Fi protected access. Like WEP, WPA is a security protocol designed to provide a wireless network with security and privacy. WPA provides stronger data encryption and better user authentication than WEP.

	Council on Cybersecurity
Aims to accelerate the widespread availability and adoption of effective cybersecurity measures, practice, and policy.

	Controlled Access
Minimum set of security functionally that enforces access control on individual users and makes them accountable for their actions through log-in procedures, auditing of security-relevant events, and resource isolation.

	Crown Jewels
Critical information assets that are regarded as highly sensitive, essential pieces of information to the organization.

	Cyber-attack
An attack, via cyberspace, targeting an enterprise’s use of cyberspace for the purpose of disrupting, disabling, destroying, or maliciously controlling a computing environment/infrastructure; or destroying the integrity of the data or stealing controlled information.

	Cyber Hygiene
Refers to steps computer users take to protect and maintain systems and devices.

	Cybersecurity
The ability to protect or defend the use of cyberspace from cyber-attacks.

	Cybersecurity and Critical Infrastructure Working Group (CCIWG)
In June 2013 the FFIEC established this body to enhance communication among the FFEIC member agencies and build on existing efforts to strengthen the activities of other interagency and private sector groups.

	Cybersecurity Inherent Risk
The amount of risk posed by a financial institution’s activities and connections, notwithstanding risk-mitigating controls in place. A financial institution’s cybersecurity inherent risk incorporates the type, volume, and complexity of operational considerations, such as connection types, products and services offered, and technologies used.

	Data Loss
The exposure of proprietary, sensitive, or classified information through either data theft or data leakage.

	Data Security
Protection of data from unauthorized (accidental or intentional) modification, destruction, or disclosure.

	Distributed Denial of Service (DDoS)
The prevention of authorized access to resources or the delaying of time-critical operations. (Time-critical may be milliseconds or it may be hours, depending upon the service provided.)

	Fair and Accurate Credit Transactions Act of 2003
Added sections to the federal Fair Credit Reporting Act, intended to help consumers fight the growing crime of identity theft.

	Federal Financial Institutions Examination Council (FFIEC)
 A formal interagency body empowered to prescribe uniform principles, standards, and report forms for the federal examination of financial institutions by the Board of Governors of the Federal Reserve System (FRB), the Federal Deposit Insurance Corporation (FDIC), the National Credit Union Administration (NCUA), the Office of the Comptroller of the Currency (OCC), and the Consumer Financial Protection Bureau (CFPB), and to make recommendations to promote uniformity in the supervision of financial institutions. In 2006, the State Liaison Committee (SLC) was added to the Council as a voting member. The SLC includes representatives from the Conference of State Bank Supervisors (CSBS), the American Council of State Savings Supervisors (ACSSS), and the National Association of State Credit Union Supervisors (NASCUS).

	Firewall
A hardware/software capability that limits access between networks and/or systems in accordance with a specific security policy.

	Financial Services Information Sharing and Analysis Center (FS-ISAC)
A private-sector nonprofit information-sharing firm established by financial services industry participants in response to the federal government’s efforts to facilitate the public and private sectors’ sharing of physical and cybersecurity threat and vulnerability information.

	Gramm-Leach-Bliley Act
Requires financial institutions – companies that offer consumers financial products or services like loans, financial or investment advice, or insurance – to explain their information-sharing practices to their customers and to safeguard sensitive data.

	Incident Response Plan
The documentation of a predetermined set of instructions or procedures to detect, respond to, and limit consequences of a malicious cyber-attack against an organization’s information system(s).

	Infragard
FBI Infragard is a partnership between the FBI and the private sector. It is an association of people who represent businesses, academic institutions, state and local law enforcement agencies and other participants dedicated to sharing information and intelligence to prevent hostile acts against the U.S.

	Intrusion Detection Prevention System (DPS)
Software that automates the process of monitoring the events occurring in a computer system or network and analyzing them for signs of possible incidents and attempting to stop detected possible incidents.

	Intrusion Detection System (IDS)
Hardware or software product that gathers and analyzes information from various areas within a computer or a network to identify possible security breaches, which include both intrusions (attacks from outside the organizations) and misuse (attacks from within the organizations).

	Multi-State Information Sharing & Analysis Center
A source for cyber threat prevention, protection, response, and recovery for the nation’s state, local, tribal, and territorial (SLTT) governments.

	National Institute of Standards and Technology (NIST)
A non-regulatory federal agency within the U.S. Department of Commerce that aims to promote U.S. innovation and industrial competitiveness by advancing measurement, science, standards, and technology in ways that enhance economic security and improve quality of life.

	NIST’s Cybersecurity Framework
A set of industry standards and best practices to help organizations manage cybersecurity risks.

	Risk
The potential for loss, damage, or destruction of an asset as a result of a threat exploiting vulnerability

	Risk-Assessment
The process of identifying risks to organizational operations (including mission, functions, image, or reputation), organizational assets, individuals, other organizations, and the nation, arising through the operation of an information system. Part of risk management, risk assessment incorporates threat and vulnerability analyses and considers mitigations provided by security controls planned or in place. Synonymous with risk analysis.

	Symantec Corporation
An information protection company that makes security, storage, and backup software, and offers professional services.

	Threat
Any circumstance or event with the potential to adversely impact organizational operations (including mission, functions, image, or reputation), organizational assets, or individuals through an information system via unauthorized access, destruction, disclosure, modification of information, and/or denial of service. Also, the potential for a threat-source to successfully exploit a particular information system vulnerability.

	Top 20 Critical Security Controls
A reference set of recommendations to address risks to company data and systems. Each year the Council on Cybersecurity, located in the Washington, D.C. area, releases its Top 20 Critical Security Controls. These controls are meant to establish priority of action for organizations actively managing cybersecurity risks and to keep knowledge and technology current in the face of rapidly evolving cyber threats.

	U.S. Computer Emergency Readiness Team (US-CERT)
 Established in 2003 to protect the nation’s Internet infrastructure, US-CERT coordinates defense against and responses to cyber-attacks across the nation.

	U.S. Secret Service Electronic Crimes Task Force (ECTF)
 Brings together not only federal, state, and local law enforcement but also prosecutors, private industry, and academia in the prevention, detection, mitigation, and investigation of attacks on the nation’s financial and critical infrastructures.

	Virtual Private Network
A virtual private network (VPN) extends a private network across a public network, such as the Internet.

	Vulnerability
Weakness in an information system, system security procedures, internal controls, or implementation that could be exploited or triggered by a threat source.

	access

	The ability and means to communicate with or otherwise interact with a system, to use system resources to handle information, to gain knowledge of the information the system contains, or to control system components and functions.

	 

	access and identity management 

	Synonym(s): identity and access management

	 

	access control 

	The process of granting or denying specific requests for or attempts to: 1) obtain and use information and related information processing services; and 2) enter specific physical facilities.

	 

	access control mechanism 

	Security measures designed to detect and deny unauthorized access and permit authorized access to an information system or a physical facility.

	 

	active attack 

	An actual assault perpetrated by an intentional threat source that attempts to alter a system, its resources, its data, or its operations.

	 

	active content 

	Software that is able to automatically carry out or trigger actions without the explicit intervention of a user.

	 

	Advanced Persistent Threat 

	An adversary that possesses sophisticated levels of expertise and significant resources which allow it to create opportunities to achieve its objectives by using multiple attack vectors (e.g., cyber, physical, and deception).

	 

	adversary 

	An individual, group, organization, or government that conducts or has the intent to conduct detrimental activities.

	 

	air gap 

	To physically separate or isolate a system from other systems or networks (verb).

	Extended The physical separation or isolation of a system from other systems or networks (noun).

	 

	alert 

	A notification that a specific attack has been detected or directed at an organization?s information systems.

	 

	All Source Intelligence 

	In the NICE Workforce Framework, cybersecurity work where a person: Analyzes threat information from multiple sources, disciplines, and agencies across the Intelligence Community. Synthesizes and places intelligence information in context; draws insights about the possible implications.

	 

	Analyze 

	A NICE Workforce Framework category consisting of specialty areas responsible for highly specialized review and evaluation of incoming cybersecurity information to determine its usefulness for intelligence.

	 

	antispyware software 

	A program that specializes in detecting and blocking or removing forms of spyware.

	 

	antivirus software

	A program that monitors a computer or network to detect or identify major types of malicious code and to prevent or contain malware incidents. Sometimes by removing or neutralizing the malicious code.

	 

	asset 

	A person, structure, facility, information, and records, information technology systems and resources, material, process, relationships, or reputation that has value. Extended Anything useful that contributes to the success of something, such as an organizational mission; assets are things of value or properties to which value can be assigned.

	 

	asymmetric cryptography 

	Synonym(s): public key cryptography

	 

	attack 

	An attempt to gain unauthorized access to system services, resources, or information, or an attempt to compromise system integrity. Extended The intentional act of attempting to bypass one or more security services or controls of an information system.

	 

	attack method 

	The manner or technique and means an adversary may use in an assault on information or an information system.

	 

	attack mode 

	Synonym(s): attack method

	 

	attack path 

	The steps that an adversary takes or may take to plan, prepare for, and execute an attack.

	 

	attack pattern

	Similar cyber events or behaviors that may indicate an attack has occurred or is occurring, resulting in a security violation or a potential security violation.

	 

	Extended For software, descriptions of common methods for exploiting software systems.

	 

	attack signature 

	A characteristic or distinctive pattern that can be searched for or that can be used in matching to previously identified attacks.

	 

	Extended An automated set of rules for identifying a potential threat (such as an exploit or the presence of an attacker tool) and possible responses to that threat.

	 

	attack surface 

	The set of ways in which an adversary can enter a system and potentially cause damage.

	 

	Extended An information system’s characteristics that permit an adversary to probe, attack, or maintain presence in the information system.

	 

	attacker 

	An individual, group, organization, or government that executes an attack. 

	Extended A party acting with malicious intent to compromise an information system.

	 

	authenticate 

	Related Term(s): authentication

	 

	authentication 

	The process of verifying the identity or other attributes of an entity (user, process, or device). Extended Also the process of verifying the source and integrity of data.

	 

	authenticity 

	A property achieved through cryptographic methods of being genuine and being able to be verified and trusted, resulting in confidence in the validity of a transmission, information or a message, or sender of information or a message.

	 

	authorization 

	A process of determining, by evaluating applicable access control information, whether a subject is allowed to have the specified types of access to a particular resource. Extended The process or act of granting access privileges or the access privileges as granted.

	 

	 availability 

	The property of being accessible and usable upon demand. Extended In cybersecurity, applies to assets such as information or information systems.

	 

	behavior monitoring 

	Observing activities of users, information systems, and processes and measuring the activities against organizational policies and rule, baselines of normal activity, thresholds, and trends.

	 

	behavioral monitoring 

	Synonym(s): behavior monitoring

	 

	Bitcoin
A type of digital currency in which encryption techniques are used to regulate the generation of units of currency and verify the transfer of funds, operating independently of a central bank. Many bitcoin transactions are associated with illegal, dark web activity but not all.

	 

	blacklist 

	A list of entities that are blocked or denied privileges or access.

	 

	black box

	A method of penetration testing in which the hacker is given no prior information other than a target network or computer system to hack.

	 

	black hat

	A Hacker who uses their abilities for malicious or selfish purposes.

	 

	Blue Team 

	A group that defends an enterprise’s information systems when mock attackers (i.e., the Red Team) attack, typically as part of an operational exercise conducted according to rules established and monitored by a neutral group (i.e., the White Team). Extended Also, a group that conducts operational vulnerability evaluations and recommends mitigation techniques to customers ho need an independent technical review of their cybersecurity posture.

	 

	bot 

	A computer connected to the Internet that has been surreptitiously / secretly compromised with malicious logic to perform activities under remote the command and control of a remote administrator. Extended A member of a larger collection of compromised computers known as a botnet.

	
bot master or bot herder

	The controller of a botnet that, from a remote location, provides direction to the compromised computers in the botnet.

	 

	botnet 

	A collection of computers compromised by malicious code and controlled across a network.

	 

	bug

	An unexpected and relatively small defect, fault, flaw, or imperfection in an information system or device.

	 

	Build Security In 

	A set of principles, practices, and tools to design, develop, and evolve information systems and software that enhance resistance to vulnerabilities, flaws, and attacks.

	
capability 

	The means to accomplish a mission, function, or objective.

	
cat fishing 

	Common on social networking and online dating sites. Sometimes a catfish’s sole purpose is to engage in a fantasy but sometimes the catfish’s intent is to defraud a victim, seek revenge or commit identity theft.

	
cipher 

	Synonym(s): cryptographic algorithm

	 

	ciphertext 

	Data or information in its encrypted form.

	 

	cloud computing 

	A model for enabling on-demand network access to a shared pool of configurable computing capabilities or resources (e.g., networks, servers, storage, applications, and services) that can be rapidly provisioned and released with minimal management effort or service provider interaction.

	 

	Collect & Operate 

	A NICE Workforce Framework category consisting of specialty areas responsible for specialized denial and deception operations and collection of cybersecurity information that may be used to develop intelligence.

	 

	Collection Operations 

	In the NICE Workforce Framework, cybersecurity work where a person: Executes collection using appropriate strategies and within the priorities established through the collection management process.

	 

	computer forensics

	Synonym(s): digital forensics

	 

	computer network defense 

	The actions taken to defend against unauthorized activity within computer networks.

	 

	Computer Network Defense Analysis

	In the NICE Workforce Framework, cybersecurity work where a person: Uses defensive measures and information collected from a variety of sources to identify, analyze, and report events that occur or might occur within the network in order to protect information, information systems, and networks from threats.

	 

	Computer Network Defense Infrastructure Support 

	In the NICE Workforce Framework, cybersecurity work where a person: Tests, implements, deploys, maintains, reviews, and administers the infrastructure hardware and software that are required to effectively manage the computer network defense service provider network and resources; monitors network to actively remediate unauthorized activities.

	computer security incident 

	Synonym(s): incident

	 

	confidentiality 

	A property that information is not disclosed to users, processes, or devices unless they have been authorized to access the information. Extended Preserving authorized restrictions on information access and disclosure, including means for protecting personal privacy and proprietary information.

	 

	consequence 

	The effect of an event, incident, or occurrence. Extended In cybersecurity, the effect of a loss of confidentiality, integrity or availability of information or an information system on an organization’s operations, its assets, on individuals, other organizations, or on national interests.

	 

	Continuity of Operations Plan

	A document that sets forth procedures for the continued performance of core capabilities and critical operations during any disruption or potential disruption.

	 

	critical infrastructure 

	The systems and assets, whether physical or virtual, so vital to society that the incapacity or destruction of such may have a debilitating impact on the security, economy, public health or safety, environment, or any combination of these matters.

	 

	critical infrastructure and key resources 

	Synonym(s): critical infrastructure

	 

	cryptanalysis 

	The operations performed in defeating or circumventing cryptographic protection of information by applying mathematical techniques and without an initial knowledge of the key employed in providing the protection. Extended The study of mathematical techniques for attempting to defeat or circumvent cryptographic techniques and/or information systems security.

	 

	cryptographic algorithm 

	A well-defined computational procedure that takes variable inputs, including a cryptographic key, and produces an output.

	 

	cryptography 

	The use of mathematical techniques to provide security services, such as confidentiality, data integrity, entity authentication, and data origin authentication. Extended The art or science concerning the principles, means, and methods for converting plaintext into ciphertext and for restoring encrypted ciphertext to plaintext.

	 

	cryptology 

	The mathematical science that deals with cryptanalysis and cryptography.

	Customer Service and Technical Support 

	In the NICE Workforce Framework, cybersecurity work where a person: Addresses problems, installs, configures, troubleshoots, and provides maintenance and training in response to customer requirements or inquiries (e.g., tiered-level customer support).

	 

	cyber ecosystem 

	The interconnected information infrastructure of interactions among persons, processes, data, and information and communications technologies, along with the environment and conditions that influence those interactions.

	 

	cyber exercise

	A planned event during which an organization simulates a cyber disruption to develop or test capabilities such as preventing, detecting, mitigating, responding to or recovering from the disruption.

	 

	cyber incident 

	Synonym(s): incident

	 

	cyber incident response plan 

	Synonym(s): incident response plan

	 

	cyber infrastructure 

	An electronic information and communications systems and services and the information contained therein. Extended The information and communications systems and services composed of all hardware and software that process, store, and communicate information, or any combination of all of these elements: ? Processing includes the creation, access, modification, and destruction of information. Storage includes paper, magnetic, electronic, and all other media types. ? Communications include sharing and distribution of information.

	 

	 Cyber Operations 

	In the NICE Workforce Framework, cybersecurity work where a person: Performs activities to gather evidence on criminal or foreign intelligence entities in order to mitigate possible or real-time threats, protect against espionage or insider threats, foreign sabotage, international terrorist activities, or to support other intelligence activities.

	
Cyber Operations Planning 

	in the NICE Workforce Framework, cybersecurity work where a person: Performs in-depth joint targeting and cyber planning process. Gathers information and develops detailed Operational Plans and Orders supporting requirements. Conducts strategic and operational-level planning across the full range of operations for integrated information and cyberspace operations

	 

	cybersecurity 
The activity or process, ability or capability, or state whereby information and communications systems and the information contained therein are protected from and/or defended against damage, unauthorized use or modification, or exploitation.

	 

	Extended Strategy, policy, and standards regarding the security of and operations in cyberspace, and encompass[ing] the full range of threat reduction, vulnerability reduction, deterrence, international engagement, incident response, resiliency, and recovery policies and activities, including computer network operations, information assurance, law enforcement, diplomacy, military, and intelligence missions as they relate to the security and stability of the global information and communications infrastructure.

	 

	cyberspace 

	The interdependent network of information technology infrastructures, that includes the Internet, telecommunications networks, computer systems, and embedded processors and controllers.

	 

	dark web

	The portion of World Wide Web content that is not indexed by standard search engine generally attributed to hacking and illegal cyber activities.

	 

	Data Administration 

	In the NICE Workforce Framework, cybersecurity work where a person: Develops and administers databases and/or data management systems that allow for the storage, query, and utilization of data.

	
data aggregation

	The process of gathering and combining data from different sources, so that the combined data reveals new information.

	 

	Extended The new information is more sensitive than the individual data elements themselves and the person who aggregates the data was not granted access to the totality of the information.

	 

	data breach 

	The unauthorized movement or disclosure of sensitive information to a party, usually outside the organization, that is not authorized to have or see the information.

	 

	data integrity

	The property that data is complete, intact, and trusted and has not been modified or destroyed in an unauthorized or accidental manner.

	 

	data leakage

	Synonym(s): data breach

	
data loss 
The result of unintentionally or accidentally deleting data, forgetting where it is stored, or exposure to an unauthorized party.

	 

	data loss prevention 

	A set of procedures and mechanisms to stop sensitive data from leaving a security boundary.

	 

	data mining 

	The process or techniques used to analyze large sets of existing information to discover previously unrevealed patterns or correlations.

	 

	data spill 

	Synonym(s): data breach

	 

	data theft 

	The deliberate or intentional act of stealing of information.

	 

	DDoS

	An attack that prevents or impairs the authorized use of information system resources or services.

	 

	decipher 

	To convert enciphered text to plain text by means of a cryptographic system.

	 

	decode 

	To convert encoded text to plain text by means of a code.

	 

	decrypt 

	A generic term encompassing decode and decipher.

	 

	decryption

	The process of transforming ciphertext into its original plaintext. Extended The process of converting encrypted data back into its original form, so it can be understood.

	 

	deep web

	The portion of World Wide Web content that is not indexed by standard search engine generally attributed to hacking and illegal cyber activities.

	 

	denial of service 

	An attack that prevents or impairs the authorized use of information system resources or services.

	 

	designed-in security 

	Synonym(s): Build Security In

	 

	 

	 

	digital forensics 

	The processes and specialized techniques for gathering, retaining, and analyzing system-related data (digital evidence) for investigative purposes. Extended In the NICE Workforce Framework, cybersecurity work where a person: Collects, processes, preserves, analyzes, and presents computer-related evidence in support of network vulnerability, mitigation, and/or criminal, fraud, counterintelligence or law enforcement investigations.

	 

	digital rights management 

	A form of access control technology to protect and manage use of digital content or devices in accordance with the content or device provider’s intentions.

	
digital signature

	A value computed with a cryptographic process using a private key and then appended to a data object, thereby digitally signing the data.

	 

	disruption

	An event which causes unplanned interruption in operations or functions for an unacceptable length of time.

	 

	distributed denial of service 

	A denial of service technique that uses numerous systems to perform the attack simultaneously.

	 

	dynamic attack surface

	The automated, on-the-fly changes of an information system’s characteristics to thwart actions of an adversary.

	 

	Education and Training 

	In the NICE Workforce Framework, cybersecurity work where a person: Conducts training of personnel within pertinent subject domain; develop, plan, coordinate, deliver, and/or evaluate training courses, methods, and techniques as appropriate.

	 

	electronic signature

	Any mark in electronic form associated with an electronic document, applied with the intent to sign the document.

	 

	encipher 

	To convert plaintext to ciphertext by means of a cryptographic system.

	 

	encode 

	To convert plaintext to ciphertext by means of a code.

	
encrypt 

	The generic term encompassing encipher and encode.

	encryption 

	The process of transforming plaintext into ciphertext. Extended Converting data into a form that cannot be easily understood by unauthorized people.

	
enterprise risk management 

	A comprehensive approach to risk management that engages people, processes, and systems across an organization to improve the quality of decision making for managing risks that may hinder an organization?s ability to achieve its objectives. Extended Involves identifying mission dependencies on enterprise capabilities, identifying and prioritizing risks due to defined threats, implementing countermeasures to provide both a static risk posture and an effective dynamic response to active threats; and assessing enterprise performance against threats and adjusts countermeasures as necessary.

	 

	event 

	An observable occurrence in an information system or network. Extended Sometimes provides an indication that an incident is occurring or at least raise the suspicion that an incident may be occurring.

	 

	exfiltration 

	The unauthorized transfer of information from an information system.

	 

	exploit 

	A technique to breach the security of a network or information system in violation of security policy.

	 

	Exploitation Analysis 

	In the NICE Workforce Framework, cybersecurity work where a person: Analyzes collected information to identify vulnerabilities and potential for exploitation.

	
exposure 

	The condition of being unprotected, thereby allowing access to information or access to capabilities that an attacker can use to enter a system or network.

	 

	Failure 

	The inability of a system or component to perform its required functions within specified performance requirements.

	 

	firewall 

	A capability to limit network traffic between networks and/or information systems. Extended A hardware/software device or a software program that limits network traffic according to a set of rules of what access is and is not allowed or authorized.

	 

	forensics 

	Synonym(s): digital forensics

	
gray box 
A method of penetration testing in which the hacker is given some information about the internal details of the target network in order to provide a quick summary of some specific strengths and weaknesses in that netowrk’s security.

	 

	hack

	An unauthorized attempt to gain access to an information system.

	 

	hacker

	An unauthorized user who attempts to or gains access to an information system.

	 

	hacktivist

	A computer hacker whose activity is aimed at promoting a social or political cause.

	 

	hash value 

	A numeric value resulting from applying a mathematical algorithm against a set of data such as a file.

	 

	hashing 

	A process of applying a mathematical algorithm against a set of data to produce a numeric value (a ‘hash value’) that represents the data. Extended Mapping a bit string of arbitrary length to a fixed length bit string to produce the hash value.

	 

	hazard 

	A natural or man-made source or cause of harm or difficulty.

	 

	ICT supply chain threat 

	A man-made threat achieved through exploitation of the information and communications technology (ICT) system?s supply chain, including acquisition processes.

	 

	identity and access management 

	The methods and processes used to manage subjects and their authentication and authorizations to access specific objects.

	
impact 

	Synonym(s): consequence

	
incident 

	An occurrence that actually or potentially results in adverse consequences to (adverse effects on) (poses a threat to) an information system or the information that the system processes, stores, or transmits and that may require a response action to mitigate the consequences. Extended An occurrence that constitutes a violation or imminent threat of violation of security policies, security procedures, or acceptable use policies.

	 

	incident management 
The management and coordination of activities associated with an actual or potential occurrence of an event that may result in adverse consequences to information or information systems.

	 

	incident response

	The activities that address the short-term, direct effects of an incident and may also support short-term recovery. Extended In the Workforce framework, cybersecurity work where a person: Responds to crisis or urgent situations within the pertinent domain to mitigate immediate and potential threats; uses mitigation, preparedness, and response and recovery approaches, as needed, to maximize survival of life, preservation of property, and information security. Investigates and analyzes all relevant response activities.

	
incident response plan 

	A set of predetermined and documented procedures to detect and respond to a cyber incident.

	 

	indicator 

	An occurrence or sign that an incident may have occurred or may be in progress.

	 

	Industrial Control System 

	An information system used to control industrial processes such as manufacturing, product handling, production, and distribution or to control infrastructure assets.

	 

	information and communication(s) technology 

	Any information technology, equipment, or interconnected system or subsystem of equipment that processes, transmits, receives, or interchanges data or information.

	 

	information assurance 

	The measures that protect and defend information and information systems by ensuring their availability, integrity, and confidentiality.

	 

	Information Assurance Compliance 

	In the NICE Workforce Framework, cybersecurity work where a person: Oversees, evaluates, and supports the documentation, validation, and accreditation processes necessary to assure that new IT systems meet the organization’s information assurance and security requirements; ensures appropriate treatment of risk, compliance, and assurance from internal and external perspectives.

	 

	information security policy 

	An aggregate of directives, regulations, rules, and practices that prescribe how an organization manages, protects, and distributes information.

	 

	information sharing 

	An exchange of data, information, and/or knowledge to manage risks or respond to incidents.

	 

	information system resilience 

	The ability of an information system to: (1) continue to operate under adverse conditions or stress, even if in a degraded or debilitated state, while maintaining essential operational capabilities; and (2) recover effectively in a timely manner.

	 

	Information Systems Security Operations 

	In the NICE Workforce Framework, cybersecurity work where a person: Oversees the information assurance program of an information system in or outside the network environment; may include procurement duties (e.g., Information Systems Security Officer).

	 

	information technology 

	Any equipment or interconnected system or subsystem of equipment that processes, transmits, receives, or interchanges data or information.

	 

	inside( r) threat 

	A person or group of persons within an organization who pose a potential risk through violating security policies. Extended One or more individuals with the access and/or inside knowledge of a company, organization, or enterprise that would allow them to exploit the vulnerabilities of that entity’s security, systems, services, products, or facilities with the intent to cause harm.

	 

	integrated risk management 

	The structured approach that enables an enterprise or organization to share risk information and risk analysis and to synchronize independent yet complementary risk management strategies to unify efforts across the enterprise.

	 

	integrity 

	The property whereby information, an information system, or a component of a system has not been modified or destroyed in an unauthorized manner.

	 

	Extended A state in which information has remained unaltered from the point it was produced by a source, during transmission, storage, and eventual receipt by the destination.

	 

	intent 

	A state of mind or desire to achieve an objective.

	 

	interoperability 

	The ability of two or more systems or components to exchange information and to use the information that has been exchanged.

	 

	intrusion

	An unauthorized act of bypassing the security mechanisms of a network or information system.

	
intrusion detection 

	The process and methods for analyzing information from networks and information systems to determine if a security breach or security violation has occurred.

	 

	Investigate 

	a NICE Workforce Framework category consisting of specialty areas responsible for the investigation of cyber events and/or crimes of IT systems, networks, and digital evidence

	 

	investigation 

	A systematic and formal inquiry into a qualified threat or incident using digital forensics and perhaps other traditional criminal inquiry techniques to determine the events that transpired and to collect evidence. Extended In the NICE Workforce Framework, cybersecurity work where a person: Applies tactics, techniques, and procedures for a full range of investigative tools and processes to include but not limited to interview and interrogation techniques, surveillance, counter surveillance, and surveillance detection, and appropriately balances the benefits of prosecution versus intelligence gathering.

	 

	key 

	The numerical value used to control cryptographic operations, such as decryption, encryption, signature generation, or signature verification.

	 

	key pair 

	A public key and its corresponding private key. Extended Two mathematically related keys having the property that one key can be used to encrypt a message that can only be decrypted using the other key.

	 

	key resource 

	A publicly or privately controlled asset necessary to sustain continuity of government and/or economic operations, or an asset that is of great historical significance.

	 

	keylogger 

	Software or hardware that tracks keystrokes and keyboard events, usually surreptitiously / secretly, to monitor actions by the user of an information system.

	 

	Knowledge Management 

	In the NICE Workforce Framework, cybersecurity work where a person: Manages and administers processes and tools that enable the organization to identify, document, and access intellectual capital and information content.

	 

	Legal Advice and Advocacy 

	In the NICE Workforce Framework, cybersecurity work where a person: Provides legally sound advice and recommendations to leadership and staff on a variety of relevant topics within the pertinent subject domain; advocates legal and policy changes and makes a case on behalf of client via a wide range of written and oral work products, including legal briefs and proceedings.

	 

	machine learning and evolution 

	A field concerned with designing and developing artificial intelligence algorithms for automated knowledge discovery and innovation by information systems.

	 

	macro virus 

	A type of malicious code that attaches itself to documents and uses the macro programming capabilities of the document?s application to execute, replicate, and spread or propagate itself.

	 

	malicious applet 

	A small application program that is automatically downloaded and executed and that performs an unauthorized function on an information system.

	 

	malicious code 

	Program code intended to perform an unauthorized function or process that will have adverse impact on the confidentiality, integrity, or availability of an information system. Extended Includes software, firmware, and scripts.

	 

	malicious logic 

	Hardware, firmware, or software that is intentionally included or inserted in a system to perform an unauthorized function or process that will have adverse impact on the confidentiality, integrity, or availability of an information system.

	 

	malware 

	Software that compromises the operation of a system by performing an unauthorized function or process.

	 

	man in the middle (MITM)

	Using false digital credentials or certificates to fool a device or user into thinking it is communicating directly with the original site they intended to connect with by rerouting internet traffic through another server.

	 

	mitigation 

	The application of one or more measures to reduce the likelihood of an unwanted occurrence and/or lessen its consequences. Extended Implementing appropriate risk-reduction controls based on risk management priorities and analysis of alternatives.

	 

	moving target defense

	The presentation of a dynamic attack surface, increasing an adversary’s work factor necessary to probe, attack, or maintain presence in a cyber target.

	 

	network resilience 
The ability of a network to: (1) provide continuous operation (i.e., highly resistant to disruption and able to operate in a degraded mode if damaged); (2) recover effectively if failure does occur; and (3) scale to meet rapid or unpredictable demands.

	 

	Network Services 

	In the NICE Workforce Framework, cybersecurity work where a person: Installs, configures, tests, operates, maintains, and manages networks and their firewalls, including hardware (e.g., hubs, bridges, switches, multiplexers, routers, cables, proxy servers, and protective distributor systems) and software that permit the sharing and transmission of all spectrum transmissions of information to support the security of information and information systems.

	 

	NFC or Near Field Communication

	Near-field (or nearfield) communication (NFC) is a form of short-range wireless communication where the antenna used is much smaller than the wavelength of the carrier signal. Although the communication range of NFC is limited to a few centimeters, NFC alone does not ensure secure communications, they are susceptible to relay attacks.

	 

	non-repudiation 

	A property achieved through cryptographic methods to protect against an individual or entity falsely denying having performed a particular action related to data. Extended Provides the capability to determine whether a given individual took a particular action such as creating information, sending a message, approving information, and receiving a message.

	
object 

	A passive information system-related entity containing or receiving information.

	 

	Operate & Maintain 

	A NICE Workforce Framework category consisting of specialty areas responsible for providing the support, administration, and maintenance necessary to ensure effective and efficient IT system performance and security.

	 

	operational exercise 

	An action-based exercise where personnel rehearse reactions to an incident scenario, drawing on their understanding of plans and procedures, roles, and responsibilities. Extended Also referred to as operations-based exercise.

	 

	Operations Technology 

	The hardware and software systems used to operate industrial control devices.

	 

	outside( r) threat 

	A person or group of persons external to an organization who are not authorized to access its assets and pose a potential risk to the organization and its assets.

	 

	Oversight & Development 
A NICE Workforce Framework category consisting of specialty areas providing leadership, management, direction, and/or development and advocacy so that all individuals and the organization may effectively conduct cybersecurity work.

	 

	passive attack 

	An actual assault perpetrated by an intentional threat source that attempts to learn or make use of information from a system, but does not attempt to alter the system, its resources, its data, or its operations.

	 

	password 

	A string of characters (letters, numbers, and other symbols) used to authenticate an identity or to verify access authorization.

	 

	pen test 

	A colloquial term for penetration test or penetration testing.

	
penetration

	Synonym(s): intrusion

	
penetration testing 

	An evaluation methodology whereby assessors search for vulnerabilities and attempt to circumvent the security features of a network and/or information system.

	 

	Personal Identifying Information / Personally Identifiable Information 

	The information that permits the identity of an individual to be directly or indirectly inferred.

	 

	phishing 

	A digital form of social engineering to deceive individuals into providing sensitive information.

	 

	plaintext 

	Unencrypted information.

	
precursor 

	An observable occurrence or sign that an attacker may be preparing to cause an incident.

	 

	Preparedness 

	The activities to build, sustain, and improve readiness capabilities to prevent, protect against, respond to, and recover from natural or manmade incidents.

	 

	privacy 
The assurance that the confidentiality of, and access to, certain information about an entity is protected. Extended The ability of individuals to understand and exercise control over how information about themselves may be used by others.

	 

	private key 

	A cryptographic key that must be kept confidential and is used to enable the operation of an asymmetric (public key) cryptographic algorithm. Extended The secret part of an asymmetric key pair that is uniquely associated with an entity.

	 

	Protect & Defend 

	A NICE Workforce Framework category consisting of specialty areas responsible for the identification, analysis, and mitigation of threats to internal IT systems or networks.

	 

	public key 

	A cryptographic key that may be widely published and is used to enable the operation of an asymmetric (public key) cryptographic algorithm. Extended The public part of an asymmetric key pair that is uniquely associated with an entity and that may be made public.

	
public key cryptography 

	A branch of cryptography in which a cryptographic system or algorithms use two uniquely linked keys: a public key and a private key (a key pair).

	 

	public key encryption 

	Synonym(s): public key cryptography

	 

	Public Key Infrastructure 

	A framework consisting of standards and services to enable secure, encrypted communication and authentication over potentially insecure networks such as the Internet. Extended A framework and services for generating, producing, distributing, controlling, accounting for, and revoking (destroying) public key certificates.

	
ransomware

	Type of malware which restricts access to the computer system that it infects, and demands a ransom paid to the creator(s) of the malware in order for the restriction to be removed.

	 

	Recovery 

	The activities after an incident or event to restore essential services and operations in the short and medium term and fully restore all capabilities in the longer term.

	 

	Red Team 

	A group authorized and organized to emulate a potential adversary?s attack or exploitation capabilities against an enterprise?s cybersecurity posture.

	 

	Red Team exercise 
An exercise, reflecting real-world conditions, that is conducted as a simulated attempt by an adversary to attack or exploit vulnerabilities in an enterprise’s information systems.

	 

	redundancy 

	Additional or alternative systems, sub-systems, assets, or processes that maintain a degree of overall functionality in case of loss or failure of another system, sub-system, asset, or process.

	 

	relay attack

	An attack in which the adversary has to forward the request of the card reader, for example, to the victim and relay back its answer to the card reader in real time, in order to carry out a task pretending to be the owner of the victim’s smart card, for example.

	 

	resilience 

	The ability to adapt to changing conditions and prepare for, withstand, and rapidly recover from disruption.

	 

	response 

	The activities that address the short-term, direct effects of an incident and may also support short-term recovery. Extended In cybersecurity, response encompasses both automated and manual activities.

	 

	response plan

	Synonym(s): incident response plan

	 

	risk 

	The potential for an unwanted or adverse outcome resulting from an incident, event, or occurrence, as determined by the likelihood that a particular threat will exploit a particular vulnerability, with the associated consequences.

	 

	risk analysis 

	The systematic examination of the components and characteristics of risk.

	 

	risk assessment 

	The product or process which collects information and assigns values to risks for the purpose of informing priorities, developing or comparing courses of action, and informing decision making. Extended The appraisal of the risks facing an entity, asset, system, or network, organizational operations, individuals, geographic area, other organizations, or society, and includes determining the extent to which adverse circumstances or events could result in harmful consequences.

	 

	risk management 

	The process of identifying, analyzing, assessing, and communicating risk and accepting, avoiding, transferring or controlling it to an acceptable level considering associated costs and benefits of any actions taken. Extended Includes: 1) conducting a risk assessment; 2) implementing strategies to mitigate risks; 3) continuous monitoring of risk over time; and 4) documenting the overall risk management program.

	 

	risk mitigation 

	Synonym(s): mitigation

	 

	risk-based data management 

	A structured approach to managing risks to data and information by which an organization selects and applies appropriate security controls in compliance with policy and commensurate with the sensitivity and value of the data.

	 

	rootkit 

	A set of software tools with administrator-level access privileges installed on an information system and designed to hide the presence of the tools, maintain the access privileges, and conceal the activities conducted by the tools.

	 

	secret key 

	A cryptographic key that is used for both encryption and decryption, enabling the operation of a symmetric key cryptography scheme. Extended Also, a cryptographic algorithm that uses a single key (i.e., a secret key) for both encryption of plaintext and decryption of ciphertext.

	 

	Securely Provision 

	A NICE Workforce Framework category consisting of specialty areas concerned with conceptualizing, designing, and building secure IT systems, with responsibility for some aspect of the systems’ development.

	 

	security automation 

	The use of information technology in place of manual processes for cyber incident response and management.

	 

	security incident 

	Synonym(s): incident

	 

	security policy 

	A rule or set of rules that govern the acceptable use of an organization’s information and services to a level of acceptable risk and the means for protecting the organization’s information assets. Extended A rule or set of rules applied to an information system to provide security services.

	 

	Security Program Management 

	In the NICE Workforce Framework, cybersecurity work where a person: Manages information security (e.g., information security) implications within the organization, specific program, or other area of responsibility, to include strategic, personnel, infrastructure, policy enforcement, emergency planning, security awareness, and other resources (e.g., the role of a Chief Information Security Officer).

	signature 

	A recognizable, distinguishing pattern. Extended Types of signatures: attack signature, digital signature, electronic signature.

	 

	situational awareness

	Comprehending information about the current and developing security posture and risks, based on information gathered, observation and analysis, and knowledge or experience. Extended In cybersecurity, comprehending the current status and security posture with respect to availability, confidentiality, and integrity of networks, systems, users, and data, as well as projecting future states of these.

	
software assurance 

	The level of confidence that software is free from vulnerabilities, either intentionally designed into the software or accidentally inserted at any time during its lifecycle, and that the software functions in the intended manner.

	 

	Software Assurance and Security Engineering 

	In the NICE Workforce Framework, cybersecurity work where a person: Develops and writes/codes new (or modifies existing) computer applications, software, or specialized utility programs following software assurance best practices.

	 

	spam 

	The abuse of electronic messaging systems to indiscriminately send unsolicited bulk messages.

	 

	Spear Phishing

	An e-mail spoofing fraud attempt that targets a specific organization or individual, seeking unauthorized access to confidential data. Spear phishing attempts are not typically initiated by “random hackers” but are more likely to be conducted by perpetrators out for financial gain, trade secrets or military information. These attacks are more targeted than common phishing or spam attacks.

	 

	spillage 

	Synonym(s): data spill, data breach

	 

	Spoofing 

	Faking the sending address of a transmission to gain illegal [unauthorized] entry into a secure system. Extended The deliberate inducement of a user or resource to take incorrect action. Note: Impersonating, masquerading, piggybacking, and mimicking are forms of spoofing.

	 

	spyware 

	Software that is secretly or surreptitiously installed into an information system without the knowledge of the system user or owner.

	 

	Strategic Planning and Policy Development 
In the NICE Workforce Framework, cybersecurity work where a person: Applies knowledge of priorities to define an entity.

	 

	subject 

	An individual, process, or device causing information to flow among objects or a change to the system state. Extended An active entity.

	 

	Supervisory Control and Data Acquisition 

	A generic name for a computerized system that is capable of gathering and processing data and applying operational controls to geographically dispersed assets over long distances.

	 

	supply chain 

	A system of organizations, people, activities, information and resources, for creating and moving products including product components and/or services from suppliers through to their customers.

	 

	Supply Chain Risk Management 

	The process of identifying, analyzing, and assessing supply chain risk and accepting, avoiding, transferring or controlling it to an acceptable level considering associated costs and benefits of any actions taken.

	 

	symmetric cryptography 

	A branch of cryptography in which a cryptographic system or algorithms use the same secret key (a shared secret key).

	 

	symmetric encryption algorithm 

	Synonym(s): symmetric cryptography

	 

	symmetric key 

	A cryptographic key that is used to perform both the cryptographic operation and its inverse, for example to encrypt plaintext and decrypt ciphertext, or create a message authentication code and to verify the code. Extended Also, a cryptographic algorithm that uses a single key (i.e., a secret key) for both encryption of plaintext and decryption of ciphertext.

	 

	System Administration 

	In the NICE Workforce Framework, cybersecurity work where a person: Installs, configures, troubleshoots, and maintains server configurations (hardware and software) to ensure their confidentiality, integrity, and availability; also manages accounts, firewalls, and patches; responsible for access control, passwords, and account creation and administration.

	
system integrity 
The attribute of an information system when it performs its intended function in an unimpaired manner, free from deliberate or inadvertent unauthorized manipulation of the system.

	 

	Systems Development 

	In the NICE Workforce Framework, cybersecurity work where a person: Works on the development phases of the systems development lifecycle.

	 

	Systems Requirements Planning 

	In the NICE Workforce Framework, cybersecurity work where a person: Consults with customers to gather and evaluate functional requirements and translates these requirements into technical solutions; provides guidance to customers about applicability of information systems to meet business needs.

	 

	Systems Security Analysis 

	In the NICE Workforce Framework, cybersecurity work where a person: Conducts the integration/testing, operations, and maintenance of systems security.

	 

	Systems Security Architecture 

	In the NICE Workforce Framework, cybersecurity work where a person: Develops system concepts and works on the capabilities phases of the systems development lifecycle; translates technology and environmental conditions (e.g., law and regulation) into system and security designs and processes.

	 

	tabletop exercise

	A discussion-based exercise where personnel meet in a classroom setting or breakout groups and are presented with a scenario to validate the content of plans, procedures, policies, cooperative agreements or other information for managing an incident.

	 

	tailored trustworthy space 

	A cyberspace environment that provides a user with confidence in its security, using automated mechanisms to ascertain security conditions and adjust the level of security based on the user’s context and in the face of an evolving range of threats.

	 

	Targets 

	In the NICE Workforce Framework, cybersecurity work where a person: Applies current knowledge of one or more regions, countries, non-state entities, and/or technologies.

	 

	Technology Research and Development 

	In the NICE Workforce Framework, cybersecurity work where a person: Conducts technology assessment and integration processes; provides and supports a prototype capability and/or evaluates its utility.

	 

	Test and Evaluation 

	In the NICE Workforce Framework, cybersecurity work where a person: Develops and conducts tests of systems to evaluate compliance with specifications and requirements by applying principles and methods for cost-effective planning, evaluating, verifying, and validating of technical, functional, and performance characteristics (including interoperability) of systems or elements of systems incorporating information technology.

	 

	threat 

	A circumstance or event that has or indicates the potential to exploit vulnerabilities and to adversely impact (create adverse consequences for) organizational operations, organizational assets (including information and information systems), individuals, other organizations, or society. Extended Includes an individual or group of individuals, entity such as an organization or a nation), action, or occurrence.

	 

	 threat actor 

	Synonym(s): threat agent

	 

	 threat agent 

	An individual, group, organization, or government that conducts or has the intent to conduct detrimental activities.

	 

	threat analysis 

	The detailed evaluation of the characteristics of individual threats. Extended In the NICE Workforce Framework, cybersecurity work where a person: Identifies and assesses the capabilities and activities of cyber criminals or foreign intelligence entities; produces findings to help initialize or support law enforcement and counterintelligence investigations or activities.

	 

	threat assessment 

	The product or process of identifying or evaluating entities, actions, or occurrences, whether natural or man-made, that have or indicate the potential to harm life, information, operations, and/or property.

	 

	ticket 

	In access control, data that authenticates the identity of a client or a service and, together with a temporary encryption key (a session key), forms a credential.

	 

	TOR (The Onion Router)

	Free software designed to make it possible for users to surf the Internet anonymously, so their activities and location cannot be discovered by government agencies, corporations, or anyone else.

	 

	traffic light protocol

	A set of designations employing four colors (RED, AMBER, GREEN, and WHITE) used to ensure that sensitive information is shared with the correct audience.

	 

	Trojan horse 
A computer program that appears to have a useful function, but also has a hidden and potentially malicious function that evades security mechanisms, sometimes by exploiting legitimate authorizations of a system entity that invokes the program.

	 

	two-factor authentication

	An extra layer of security that is known as “multi factor authentication” that requires not only a password and username but also something that only that user has on them or immediate accessabiltiy to.

	 

	unauthorized access 

	Any access that violates the stated security policy.

	 

	unencrypted

	(of information or data) not converted into a code that would prevent unauthorized access.

	 

	virus 

	A computer program that can replicate itself, infect a computer without permission or knowledge of the user, and then spread or propagate to another computer.

	 

	vulnerability 

	A characteristic or specific weakness that renders an organization or asset (such as information or an information system) open to exploitation by a given threat or susceptible to a given hazard. Extended Characteristic of location or security posture or of design, security procedures, internal controls, or the implementation of any of these that permit a threat or hazard to occur. Vulnerability (expressing degree of vulnerability): qualitative or quantitative expression of the level of susceptibility to harm when a threat or hazard is realized.

	
Vulnerability Assessment and Management 

	In the NICE Workforce Framework, cybersecurity work where a person: Conducts assessments of threats and vulnerabilities, determines deviations from acceptable configurations, enterprise or local policy, assesses the level of risk, and develops and/or recommends appropriate mitigation countermeasures in operational and non-operational situations.

	 

	weakness 

	A shortcoming or imperfection in software code, design, architecture, or deployment that, under proper conditions, could become a vulnerability or contribute to the introduction of vulnerabilities.

	 

	weakness 

	Whaling is a specific kind of malicious hacking within the more general category of phishing, which involves hunting for data that can be used by the hacker. Whaling targets are generally high-ranking bankers, executives or others in powerful positions or job titles while phishing efforts are focused on collecting personal data about users.

	
white box

	A method of penetration testing in which the hacker is given access to information about the internal details of the target network in order to provide a comprehensive test of the network’s security strengths and weaknesses.

	 

	white hat

	A Hacker who uses their abilities to identify security weaknesses in systems in a way that will allow the system’s owners to fix the weakness.

	 

	White Team 

	A group responsible for refereeing an engagement between a Red Team of mock attackers and a Blue Team of actual defenders of information systems.

	 

	whitelist 

	A list of entities that are considered trustworthy and are granted access or privileges.

	 

	work factor 

	An estimate of the effort or time needed by a potential adversary, with specified expertise and resources, to overcome a protective measure.

	
work 

	A self-replicating, self-propagating, self-contained program that uses networking mechanisms to spread itself.

	 

	zombie 

	Synonym(s): bot
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