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“This extraordinarily important book could not be better timed, nor could it have a more credible author. Haroon Ullah has been, and remains, a key figure in disputing the cyber/information sphere, and waging digital conflict with those who would traffic in terror, disinformation, and hatred. It was my honor to serve with him in this struggle, one in which he will be recognized as a leader for years to come. Ullah has done us all a great service in writing this marvelously researched and splendidly written book.” John R. Allen, General, U.S. Marine Corps (Ret.), Former Special Presidential Envoy to the Global Coalition to Counter ISIL

“As we come upon nearly a decade of intense protests and revolutions across the Middle East, social media has demonstrated its enormous potential to mobilize citizens and challenge regimes. In this important new book, Haroon Ullah provides a comprehensive analysis of the interplay between political rebels and cyber communities—and how they will reshape the world’s most turbulent region.” Parag Khanna, author of Connectography

“Through research, deep knowledge and one-of-a-kind experience, Haroon Ullah brings to life the fight for hearts and minds with digital and social media as a proxy. In a world that is more connected than ever before, Digital World War examines how information, tools, and platforms are remaking the Muslim world. Everyone should read this book.” Jonathan Perelman, former VP at Buzzfeed Studios, Director of Digital at ICM Partners

“Haroon Ullah’s visceral first-person story takes us across enemy lines on the emerging digital battlefield.” Nova Spivack, co-founder and CEO, Bottlenose

“Haroon Ullah has had a front-row seat to radical Islam’s rise in South Asia and the Middle East—and to how social media has increasingly shaped political landscapes in these regions. The result is a must-read book, challenging stereotypes about how Islamist and extremist movements both use, and are fueled by, social media. Ullah argues that a more nuanced understanding of the dynamic environment in which these groups and their opponents operate would provide the West with greater opportunity to navigate an ever-changing online and political terrain.”—Kenneth R. Weinstein, President and CEO, Hudson Institute

“Haroon Ullah’s book is a must-read for anyone who wants to understand the future of public diplomacy. The digital war going on right now for the hearts and minds of young people throughout the Muslim world is the single most critical battle for global peace.”—Marc B. Nathanson, entrepreneur, investor, and philanthropist, former Chair of the US Broadcasting Board of Governors

“We’ve badly needed someone to make sense of the countervailing forces of repression and revolt unleashed by Web 2.0 in Islamic countries. Thank goodness Ullah has done it. Few have his policy chops and expertise; fewer still can match his eloquence. The result is an absorbing account of the war of digital words being waged in Muslim Asia and Africa and what it portends for the region and the world.”—Will McCants, author of The ISIS Apocalypse and Director of the Brookings Institution project on US Relations with the Islamic World

“Haroon Ullah has written a unique book, offering a panoramic view of ‘digital warriors’ across the Muslim world. Rather than focusing on young English-speaking liberals, Ullah shows us a dizzying and fascinating world where Islamist groups are fusing religion and cutting-edge technology to pursue their goals. Everyone who thought they knew about social media’s role in revolt and rebellion should read Ullah’s account.” Shadi Hamid, Senior Fellow, Brookings Institution and author of Islamic Exceptionalism: How the Struggle Over Islam is Reshaping the World

“In view of recent events, Digital World War makes an unquestionably timely and valuable contribution. The geographical breadth of the author’s discussion is matched by his analysis of a wide variety of online platforms and techniques employed by many different Islamist organizations (both moderate and extremist) in their efforts to recruit followers and disseminate their messages. The overall picture of a cyber-savvy community of discourse whose adept use of social media is inherently radicalizing is an ominous one.” James Jankowski, author of Egypt: A Short History

“Digital World War unfolds like a novel, haunting and gripping. This is the new Homeland TV series.” Ahmos Hassan, CEO of Chariot Management

“One of the best books this year. Haroon Ullah is a visionary and master storyteller. He has given us a roadmap to win this war.” Ben Silverman, CEO of Propagate, former co-chairman of NBC Entertainment and Universal Studios

“Haroon Ullah is one of those rare persons that sees patterns on the information and intelligence battlefield and what’s at stake for our children’s generation.” Steve Petruso, retired senior intelligence officer
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1  Video clips of the protests following Mohamed Bouazizi’s self-immolation in the impoverished town of Sidi Bouzid, Tunisia, in December 2010, triggered the country’s uprising and the Arab Spring after being shared widely across social media. This is a still from the first video filmed on the spot outside the government building where Bouazizi set himself on fire. The crowd are themselves filming the police presence—an unconscionable act up to this point.
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2  The role of social media in initiating and sustaining the 2011 Egyptian revolution is acknowledged by this placard in Tahrir Square. The hashtag #Jan25—referring to the beginning of the uprising on January 2—was tweeted 1.2 million times during the protests.
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3  Emblazoning its slogan across an image of Tahrir Square, in this and other advertisements released in the West after Mubarak had been defeated Vodafone claimed to have been influential in inspiring the Egyptian revolution: “We did not send people to the streets… We did not start the revolution… We only reminded Egyptians how powerful they are.” In fact, the company shut off cell service to the Egyptian public at the height of the uprising, allowed the government to access its networks, and even disseminated pro-Mubarak SMS messages.
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4  A much-viewed 2014 tweet from an extremist’s Twitter feed warning “Baghdad we are coming!” The ISIS flag has been Photoshopped on to the top of the Palestine Hotel in Baghdad—the hotel used by many Western journalists covering ISIS’ rise. The group’s skillful handling of tweet blitzes ensured tweets like this were themselves much covered in the Western press.
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5 and 6  Extremist groups are sophisticated sculptors of their social media profiles. In 2013, Pakistani comedian Sami Shah found himself playing an unwitting part in humanizing the Taliban when he entered into a humorous Twitter exchange with its then spokesman (left). ISIS is an adept meme-maker, particularly with those geared toward enticing Western youths to the jihadi lifestyle with promises of big cars, glamor, and riches. Though it first appears as a thrilling game (above), the message—and outcome, for many who are recruited—rapidly becomes much more serious.
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7  The political wing of the Muslim Brotherhood in Jordan live-blogging over social media to broadcast its boycott of the country’s 2013 parliamentary elections. The Jordanian Brotherhood ran a number of public services, embedding itself in impoverished communities, and ensuring that its good work was well documented online in order to capitalize come election time.
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8  Cosmetics company Olay brilliantly utilized social media’s personal, direct access to private individuals in their “Eyes of Arabia” online campaign, which encouraged Saudi women to engage with its website in order to enter and vote in a beauty pageant. It was a triumph of marketing, showing how social media can be cleverly and sensitively used to respect cultural norms and transform restrictions on Muslim women into a strength—to sell products.
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9  Imran Khan tweeting from hospital in May 2013 after tumbling from an elevated platform at an election rally. Khan shared many images like this with his legions of Facebook followers, ensuring that, even from his sickbed, he stayed in the public eye.
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10 and 11  In September 2012 the film Innocence of Muslims sparked protests across the Muslim world, with the flames fanned by social media. Jamaat-ud-Dawa’s Twitter feed (above) quickly picked up the story emanating from Egypt and urged followers to action, while in Indonesia the government called for YouTube to remove the video from the viewing eyes of its population, and social media-savvy student-led protests sprang up outside the US embassy in Jakarta.
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12  Associated Press became a high-profile victim of the pro-Assad Syrian Electronic Army’s sophisticated phishing scam in April 2013. Having infiltrated AP’s official Twitter account, the hacktivist collective tweeted alarming news of explosions at the White House, which even caused a dip in the US stock market.



INTRODUCTION

The Medium is the Message

IT WAS ANOTHER of those gruesome online videos put out by extremists that, with weary repugnance, the world has come to expect. Yet this was not simply your run-of-the-mill display of wanton bloodshed captured on a terrorist’s shaky, low-definition cell phone: this was a high-end production, shot in super-HD on state-of-the-art cameras, and showed a considerable level of skill in digital manipulation. It depicted Salman Taseer, the governor of Punjab, speaking at a public event in Lahore, footage that was intercut with shockingly realistic computer-generated pictures of him in the process of being beheaded by a black-cloaked figure wielding a gleaming broadsword. This was a “virtual” beheading, designed by skilled propagandists in the digital realm, and shared on the social media forums 4chan and Playit.pk (Pakistan’s answer to the banned YouTube) to reach and mobilize a niche, targeted audience. This online video marked Taseer for death.

It was in January 2011 when that virtual threat became a reality. Taseer was leaving the Kohsar market in Islamabad to meet a friend for lunch when a member of his own security team stepped forward with a machine gun and fired a volley at him from ten feet away. Taseer was struck twenty-six times and died on the spot.

Living a few blocks from Kohsar market at the time, I knew the apparently safe, middle-class area in Islamabad well. I could feel the change that had come over Pakistan in recent years: tragic assassinations had become more common; government dominance did not seem as strong. It was also all too clear why Taseer had been targeted. A prominent politician, a supporter of the 1960s democratization campaign, and a trusted advisor to Benazir Bhutto during her two terms as prime minister, Taseer was also a successful businessman, and throughout his career had been outspoken in his belief that democracy and pluralism are inseparable and that all religious minorities should be allowed to vote in general elections—opinions antithetical to the positions taken by hardline Islamic fundamentalists. Recently Taseer had particularly outraged them by criticizing Pakistan’s strict blasphemy laws as unjust and indefensible, arguing that they were being abused by extremists and that Islamic law should not supplant the laws of the state.

Taseer was no stranger to the fact that his beliefs and views put him in danger, most notably from al-Qaeda and the Taliban: he had received numerous death threats over the years, even served time in prison, and his son was then still being held as a hostage in an extremist camp in Pakistan. And political assassinations were nothing new. But this time, something different was afoot. Living in the region at the time, I could see how the internet and digital technology were fundamentally altering the terrain of politics. Non-state actors were launching new offensives on government, with a different set of tactics, ammunition, and insurgency—a digital war on a digital battlefield.

So it was that, long before his gruesome murder, Salman Taseer was enmeshed as an enemy combatant in an online battle across various social media platforms as his avatar was targeted with cyber weapons. Short audio clips of his speeches were taken out of context, cut, packaged, and shared by “key influencers” on Facebook and Twitter. Websites and blogs were dedicated to smearing him and others who were deemed to have “crossed the line.” Geolocation software tracked his movements in real time. Some extremists employed bots to retweet inflammatory content against him. And, in a few cases, TV networks carried some of the coverage reported online as “breaking news.” Fake news had gone multimedia.

And the digital war didn’t end with Taseer’s death. As shocking as the assassination was, the aftermath was even more so. When the perpetrator, Malik Mumtaz Hussain Qadri, a member of the “moderate” Sufi organization Ahle Sunnat Wal Jamaat, arrived at court several days after the murder, he was met by cheering crowds who showered him with flowers. Much of the adulation was being stoked online, as fanboys hailed Qadri as a hero on websites and blogs; Qadri became the most popular trending topic on Twitter in the region. In the following weeks, religious confessional political parties used social media to mobilize marches of up to 40,000 people, honoring Qadri’s “heroic” action and celebrating Taseer’s death. Even more disconcerting, moderate political leaders remained silent, issuing bland statements acknowledging Taseer’s passing, but not speaking out against the mass rallies in support of vigilante Islamism, afraid of their comments going viral and their families being attacked and threatened; indeed, the provincial court judge who found Qadri guilty of murder was forced to flee the country after his home address was posted online. Extremist groups successfully pressured the government to suspend the case against Qadri indefinitely. Finally, after years of delays, Mumtaz Qadri was convicted of murder and hanged in February 2016. But he continued to be a hero to many, online and offline. Long before extremists struck in the well-to-do area of Islamabad—and long afterward—they jubilantly celebrated their victory in digital territory.

* * *

A second video, released in 2015. The screen literally hops with upbeat pop music as an attractive, Middle Eastern teenager sits in his room, thinking about what he wants out of life: nice clothes, cool friends, a “hipster” lifestyle—things that maybe seem far off amid all the chaos and turmoil of the Middle East. But the video also makes clear that true happiness isn’t really anchored in the physical world; there’s also the spiritual side, with or without religion. The slick, unremittingly positive video encourages its viewers to always foster peace and goodwill toward men in all walks of life, and offers the promise of a better future for the young than their fathers have known.

The video runs to only seventy seconds, but presents a powerful narrative of hope and positive thinking. Within days of its release it had gone viral across the Middle East; within weeks it had grabbed 14 million views, making YouTube stars of the original actors. Immediately, young people across the region reposted the video and various versions of it on social media, editing their own version on the Snap app, and creating and uploading GIFs on Telegram, WhatsApp, and Signal, along with scores of other messaging apps. It was a counterblast to the huge amount of extremist video content proliferating online. As one young man in Cairo commented on the Facebook posting of the video, “This is why ISIS, al-Qa’ida and Taliban should be afraid. The Resistance strikes back!”

It wasn’t long before the video caught the notice of others who looked to use it for their own ends. In Amman, a group of Jordanian college students formed an online group inspired by the video, and made copies of it with their own branding inserted. In Fez, Morocco, a group of students decided to put together a sixty-second-film festival to encourage the production of videos on the theme of tolerance and unity. In the Egyptian capital, the video and its knock-offs were reposted and repurposed as memes by civil society groups (including those affiliated with the ousted Muslim Brotherhood) and various community coalitions to rally more recruits and raise funds. Distributing such videos with their own name and logo inserted at beginning and end, the groups were thumbing their nose at the establishment, propounding the idea that the status quo was doing all it could to keep the younger generation down, in its place. On the Telegram app, several channels remain devoted to new ideas for media productions based on the viral film.

But where did the original video come from? Who was reaching out and communicating a message of hope to so many millions?

In 2016, researching this video led me to Jeddah, Saudi Arabia’s second largest city. It was near the holiest city in Islam that I stumbled upon what might be called a “social media incubator” by the name of UTURN, a production company tucked away in a small, nondescript office building on the outskirts of the city. This tech savvy group, or alliance, was responsible for the video and much other media content that had created a huge buzz across the region.1 Though young Saudis (and Gulf youth in general) were among the earliest and savviest of digital consumers, with some data suggesting they constitute the largest viewership of YouTube videos per capita in the world (over 5.5 hours a day), it was still hard to believe that many of the enormous ripple effects across the digital landscape were emanating from this unassuming studio in Jeddah.

As I visited with UTURN’s chief executive officer, a young man named Kaswara, he pulled back the curtain of his hidden empire. He kindly showed me around the facility which housed lots of “green rooms” where highly creative tech artists were developing unique content. The whole place was bustling with laptop-wielding young men and women in loose flowing thobes. The UTURN staff view themselves as a grassroots resistance team working against militant jihadist groups and caliphate wannabes. Kaswara explained that they maintained a 24/7 eye on terror groups using a sophisticated monitoring dashboard with all the bells and whistles—some of the best Big Data counter-extremist analytical tools I have ever seen.

Kaswara and a senior associate showed me a horrific, frame-by-frame breakdown of the iconic ISIS video of the downed Jordanian fighter pilot being burned to death in a steel cage. The clip was meant to scare and terrorize, which it certainly did, sending shivers of horror across the globe as it went viral in February 2015. The extremists released the video in multiple versions, suitable for distribution across various platforms—one three minutes long, and a longer, movie-like version, scarcely watchable for its visceral ghastliness.

UTURN didn’t look away. Instead it distributed the appalling video to their key subscribers and content creators to help show the young and the righteous the level of evil they were up against. In so doing, they empowered anyone with a mobile phone to take part in the movement for a better world. Nothing illustrates this battle for superiority on the digital battlefield more than the work and activity at UTURN.

* * *

Huge advances in digital technology have led to seismic rebellions that have swept across the Muslim world in recent years, risings led by Islamists who more often than not have used social media and associated networking technology to harass and defeat regimes—corrupt, secular, or both—at the ballot box. Social media has enabled these digital rebels to wage guerrilla warfare on their own terms and without the need for massive budgets—heralding, quite literally, the “weaponization of information.” From recruitment, mobilization, and organizing gatherings to donations, digital apps, censorship evasion, image protection, hacking, and unlikely alliances between governments and private sector conglomerates, the ability to exploit social media is a game-changer of enormous importance.

It comes as no surprise that in many Muslim-majority nations there is a conspicuous official distrust of the internet. Muslim governments claim that social media “causes unrest.” Turkey’s ruler has called Twitter a “menace”—which it certainly is, to those in power, if enough citizens are unhappy. If it used to be the case that, in these heavily censored regimes, “Big Brother is watching you,” these days it is Little Brother who is doing the watching and the rulers who are afraid. With 125 million of the 381 million living in the Middle East and North Africa connected to the internet, and with populations of which, on average, around 60 per cent are under thirty years old, many in these countries (over 53 million) are actively engaged with social media technology and recognize its power to oppose the establishment. As was proved most forcefully by the peer-to-peer Arab Spring revolts in 2010–12—in which social media played a crucial role—the old guard in many Muslim countries is being challenged, even pushed aside, often rather unceremoniously. As a message on social networks during the 2011 Egypt revolution stated, “If your government shuts down your internet, it’s time to shut down your government.”

One of the catalysts for much of the radical upheaval in the Middle East and South Asia during the last few years—what has been stoking the fires of “freedom” at the grassroots level—has been the empowering of ordinary, often disenfranchised citizens via their smartphones and laptops. Rather than needing deep pockets and years of work to organize and mobilize enough bodies to threaten a sitting government, now it takes only a few hours and a $20 per month internet connection to start a revolution. The enrichment of the information environment brought about by social media—from the increased ability to evade government censorship, to the advent of “citizen reporting” and a plethora of news and views, to exposés as well as increasingly sophisticated propaganda wars—has itself been emboldening. “As the communications landscape gets denser, more complex, and more participatory,” writes Clay Shirky, “the networked population is gaining greater access to information, more opportunities to engage in public speech, and an enhanced ability to undertake collective action.”2 Though a number of studies have—rightly—challenged the idea that recent political revolts can be defined as direct and sole products of social media,3 the accessibility of these constantly evolving platforms has created a new outlet for public expression and global communication. Certainly, revolutions do not occur because of Twitter or Facebook, but their role in providing a meaningful outlet for public disenfranchisement should not be overlooked.

Data gathered and developed over the last few years indicate that Muslim social networking is a major causal factor in the exponential increase of new voters in the Islamic world. Citizens view social media as a kind of “edutainment,” a new phenomenon in the political arena, and one that is helping to convince young people everywhere that taking part in politics is not just for their parents’ generation. Now ordinary citizens are able to “click-and-play” their way to political power—whether that is as conspicuous, democratic voters, or as elusive forces using virtual private networks and identity- and location-concealing apps in order to operate with more freedom than ever before. Social media, then, provides not only a useful means for the spreading of information or the promotion of a particular message—though those are clearly important components. The technology itself is effecting change. In this way, the 1960s media guru Marshall McLuhan’s most-cited dictum, “The medium is the message,” reverberates throughout the Muslim-majority world today.

Yet, as pervasive as Twitterstorms, grainy mobile phone video footage of electoral fraud, or YouTube coverage of street riots have been in (more traditional) Western media, they are hardly the whole story. What most Western observers fail to fully realize is that much of the Islamic world’s upheaval can be traced directly to the tactics employed by many and varied groups who are uniquely skilled at using social media to achieve their own ends. Though we may be sadly all too familiar with the Hollywood sheen of barbaric ISIS videos and images, many other extremists, as well as more moderate Islamist groups, are harnessing the power of social media. In every country in which they have a presence, the Islamists have proven more adept at using social media than established governments, and indeed almost all other politically active forces, crippling ruling parties first in the court of public opinion and then on election day. These groups’ younger cadres took up digital technology with more facility than the legions of complacent, and often older, government bureaucrats and authorities, who summarily failed to perceive the need, or to muster the capacity, for online campaigns that might gain support and reinforce loyalty. This tardiness proved damaging and many governments are still playing catch-up. In the meantime, these upstarts are changing the way millions of people live and choose their leaders.

Digital World War looks closely at what happens when the Islamists’ and extremists’ social media activity moves from harassment—the modern-day versions of James Scott’s “weapons of the weak”4—to become a serious threat to sitting governments. This asymmetrical warfare has led to nothing short of a redrawing of the political map and the emergence of new political actors capturing prominent roles in and out of power.

In analyzing the range of social media behavior in the Islamic world, in this book I use the terms “Islamists” and “extremists”—for the sake of convenience—to differentiate between different types of organizations. While all organizations purportedly based on Islam agree that Islamic tenets should inform governance, they vary tremendously in how strictly they interpret religious laws and how significant they believe government’s role in enforcing those laws should be: the distinction between the groups thus concerns the various organizations’ public positions on state enforcement of religious mores, not party members’ personal adherence to religious law or practices.5 In one corner, then, “extremists” include fundamentalist groups committed to using violence to impose their version of religious law and build a theocratic state. “Extremism” indicates engagement in a very specific set of behaviors that arguably pose a threat to democracy.6 Less radical are the Islamists. These parties are “Muslim” in that they believe that Islamic teachings should inform public policy, and they support calls for civil enforcement of some religious laws. But they do not always look to the Koran for specific policy prescriptions, promote a literal interpretation of religious texts, or support major political or economic reforms derived from a fundamentalist view of the Koran. In terms of their use of social media, we could say that, simply put, most media-wise Islamist parties attempt to make a “mass market” play with an eye to compete and win in the mainstream political arena. For many of the extremists, on the other hand, it is not a matter of electoral revolution: they are geared toward attracting niche audiences (foreign fighters) and fueling local fears in order to leverage security payments.

This schema, however, is certainly not meant to suggest that there are strict, permanent, or even obvious demarcations between the organizations that fall under each category; in fact, the opposite is the case. Throughout this book I see Islamic-based organizations existing on a spectrum, ranging from an insistence on the necessity of the Muslim world being governed by religious law, to the belief that religious authority has no place in governance. On this sharia–secularism continuum, extremists would be placed at the sharia end, with Islamists located nearer to the middle. This notion of a continuum bears some resemblance to Ishtiaq Ahmed’s conception of four ideological orientations among public audiences, which range from “a sacred state excluding human will” to “a secular state excluding divine will.”7 The spectrum I propose is, of course, not a straightforward disaggregation of distinct groups. For instance, the fact that Islamist parties share roughly similar conceptions of the role that sharia should play in governance should not obscure the significant differences in their political programs, their different interpretations of what sharia entails, or the contested nature of the term “sharia” itself.8 That helps to explain the surprising fact that Islamist parties occupying much the same space on the continuum are as likely to disagree with one another as they are with groups to their right or left. Parties that are close on the continuum will often compete more fiercely with each other than with their supposed ideological opponents.

Furthermore, as I shall show, religion-based political parties and extremist groups frequently move back and forth along this spectrum in order to gain political advantage. Organizations locked in a close electoral race will often make surprising ideological shifts as they angle for votes. The party’s original position on the spectrum constrains its options for ideological maneuvering, but it does not dictate them. Even if Islamist parties hold to their theological underpinnings, their leaders are not singularly (or even primarily) committed to pursuing a purely ideological agenda: like all political parties and groups, Islamic-based organizations want to exert power and influence. So we see a form of politics that talks sharia law to attract the mosque-going masses, while backing carefully selected democratic norms that appeal to the more secular voter. Islamist political parties operate back and forth along this fluid continuum—ranging from support for an outright religious theocracy to urging a more moderate, more outward-looking government with secular trappings. It is a clever way of talking out of both sides of their mouths—and a definite vote-winner. Social media charts this process, and also facilitates it.

This reality has been overlooked in the literature on Islamic-based organizations and social media, because most current scholarship makes the false assumption that such groups are primarily or solely interested in overthrowing regimes. So too, more generally, the monolithic view of Islamists as, in toto, part of the failed opposition in the Arab revolution, misconstrues the nature and intentions of organizations on the continuum. In addition to challenging the misperception that Islamists and extremists are homogeneous and universally extreme, then, my research also upends the assumption that the policies, particularly those of the extremists, are fixed and immutable. Quite the contrary: Islamist organizations shift along the spectrum according to the changing political environment and organizational incentives over time. A central finding of this book is that Islamist organizations become more extreme or more moderate in order, simply, to maintain political viability. Social media is the setting for and the means by which these organizations establish their currency and appeal.

The Hornets’ Nest

The power of religious social media networking was uniquely demonstrated in 2012 when riots broke out all over the Muslim world in reaction to a low-budget amateurish video that insulted the Prophet Muhammad. This global upheaval was not a word-of-mouth affair, but was generated and coordinated through Islamist social media outlets. The same was true in 2011 when a confrontational Christian pastor in Florida carried out a public burning of the Koran. Again, social media was full of outrage and calls for jihad, resulting in riots in Afghanistan in which many were killed and wounded. In 2005 a Danish newspaper printed a group of cartoons offensively depicting Muhammad. Radical leaders used the insulting illustrations as the mechanism to spur mobilization, resulting in violent protests and two assassination attempts. The recent terrorist attacks in London and Paris were ultimately linked with internet and social media activity, specifically extremist groups radicalizing young people online with the threat of a civilizational war.

In each case, social media was used to stir up the hornets’ nest—to spread the news, and then to goad the incensed community into action. Though traditional media (TV and radio) were quick to pick up on these news stories and express their own outrage, it was the Islamists’ use of social media, specifically through calls for jihad, organizing protests, and so on, which sustained the heightened emotions. Without Facebook, Twitter, and other internet venues stoking the anger of millions, it is unlikely that any of these “outrage events” would have caught the attention of a global audience. Social media provides the ability to recruit new members for the Islamic cause, and to recruit them en masse, rather than winning acolytes one at a time.

Islamists and extremists are adept at the double-barreled strategy of blending religious conservatism with twenty-first-century consumer technology. Twitter memes, Facebook posts, Instagram selfies, and YouTube videos effectively promote ISIS’ radical vision of an Islamic utopia. ISIS fighters tweet photos of their dead comrades with ghoulish rictus grins alongside messages such as, “We have seen many martyrs smiling when they meet with their God, but we haven’t seen a smile this wide. What did he see to make this beautiful smile? Oh God, grant us martyrdom.”9 One of ISIS’ most popular religious leaders, Ahmad Musa Jibril, tweeted to over 30,000 followers that “I just learned of a great brother & his death in Syria! They informed me he loved the Tawhid classes YA ALLAH accept Abu Layth and grant him ferdous [Paradise].”10

Various Islamist and extremist groups use social media as a “watchdog,” overseeing traditional values as well as protecting specific groups’ territory. Although groups might share the same basic religious beliefs, infighting, factionalism, and conspicuous one-upmanship are all too common. Organizations try to outdo each other in playing the “God card”: one Islamist party will post its latest sermon on Facebook, only to be countered by a rival party posting a sermon even more full of hellfire and venom. Groups openly compete to attract the most “likes” and work hard at maintaining a holier-than-thou image. Their all-important “brand,” often focused on their leaders, frequently becomes the target of social media attacks. One group will obtain a camera-phone clip of an adversary drinking alcohol at a private event, and immediately upload it to various social networks with comments of outrage and shock. In response, the maligned party will put up a video of its rivals at a party where they were being over-friendly with women—a clip that may have been held back for months for just such a retaliation. This is equivalent to the “negative ads” run during US elections which, though maligned, have proved to be effective. Thus, a senior Pakistani religious leader was recently publicly shamed and totally discredited when a video on YouTube caught him swearing heatedly at a conference held at a mosque. The clip went viral and for weeks was one of the most viewed on social media sites in Pakistan. The cleric’s career was jeopardized and his party lost a certain amount of core supporters—all thanks to social media. In these contests for theological virtue, the level of hypocrisy knows no bounds.

Islamist and extremist political contenders regularly use innovative social media platforms to subvert the image and credibility of those they want to depose—whether using flat-out lies, disinformation, the plain truth, or useful half-truths. Their web strategies include wide dissemination of facts (and propaganda) on government and military corruption, exposure of the ruling party’s inability to deliver basic goods and services, the neglect of certain ethnic regions and minorities, even out-and-out gossip about the ill-gotten gains and “diseased inclinations” of individual politicians and elites. And they are more than capable of outmaneuvering any crackdowns. The leading Islamist parties can often go toe-to-toe with the authorities with so-called “smart power.” By collecting information—text messages, social media posts, and real-time reports from their network of on-location “spotters”—they can quickly assess the tactical situation wherever riot police and crowd control units are operating. This “hotspot mapping” allows the Islamists to efficiently deploy ground forces and countermeasures where they are most needed to confront the threat, or simply to outmaneuver it.

Islamist groups are expert mobilizers. A Muslim Brotherhood spokesman assured me shortly after it had taken power in Egypt in 2012 that the party “knew we could outwit [the government] on the social media circuit.” He continued: “You see, for us fighting a dictator was hard to do. President Mubarak had the police and the army to back him. We used social media as a way to level the playing field, to bring our supporters into a single camp large enough to stand against Mubarak’s henchmen. Social media for us was a voice that could not be silenced.” Using sites like Twitter and Facebook, Islamists can rapidly organize and launch street protests of nearly any size, as well as synchronize “flash mobs” and other guerrilla actions, all with the operational security provided by encryption and password-protected platforms. As the Western press has reported for years, most (or, at least, many) Islamist parties have links to hard-edged extremist organizations, such as al-Qaeda, Lashkar-e-Taiba, and Sipah e Sahaba. The Islamists are capable not only of defending themselves; they can mount offensive operations of their own through proxies or alliances of convenience, as has been seen over the last few years. “You must remember one thing,” an Islamist politician told me over tea in Lahore’s Anarkali bazaar. “We of the faithful have much experience with guns and violence. More so than certain governments. We have literally thousands of party members who have much trigger time fighting with guerrilla groups. They remain armed to this day and stand ready to render service.”

Not all attacks have to be so personal. Sometimes Islamist insurgents will go for the jugular, acting as a cyber hit-squad by hacking into “secure” computer networks maintained by government, military, and corporate entities. Much mischief has been done by the theft of classified information, correspondence, and trade secrets. WikiLeaks was the trailblazer with its release of secret government documents, but the Islamists also know how to hang out each other’s dirty laundry. Indeed, they think nothing of making up damaging stories about their adversaries. Nor are they shy about planting malicious scripts and tricked-out viruses that can sabotage websites and networks.

Digital World War reveals that social media mobilization does not necessarily yield moderation; it does, however, lead to pragmatism. In fact, Islamic political organizations frequently engage in political strategies that require them to condone actions—including the use of extra-electoral means (violence) and the formation of coalitions with militant and secular organizations—which are opposed to their own platforms. We need to take more seriously various Islamic groups’ interests in winning “the arena” as well as reaching a niche audience if we are to understand their nature and intentions. It is only by way of this, too, that we can properly understand what drives ordinary people into the arms of religion-based groups. Whereas the literature largely mischaracterizes their motivations, assuming them to be founded in economic deprivation or some sort of generalized Islamic militancy, examining social media evidence suggests volunteers make much more sophisticated and specific calculations about their self-interest. Recognizing that Islamic organizations are as tethered to practical political considerations as any other organization has huge implications for our understanding of what drives political extremism and how to create incentives for moderation via social media.

The Downside

The Islamists have not had it all their own way, either online or offline. In recent years, the disclosure of the alleged US National Security Agency’s wide-angle collection of all phone and net traffic records shows how concerned governments are with public communications channels. Muslim-majority regimes are no less eager than their Western counterparts to monitor extremist groups, especially within the social media sphere, the most visible landscape of Islamist politics. Many governments have launched digital counter-campaigns, shutting down Islamist and extremist groups’ accounts, monitoring their activities, and proactively contacting private sector social media companies to block or censor content. And a range of “hard power” force has been brought to bear against various Islamist parties, factions, and individuals, including everything from covert surveillance and “moles” planted inside groups, to police intimidation, assassination, and even military action. Yet there is really little that authorities can do about controlling the internet. When one site goes down, another inevitably springs up, and it is no simple matter to block access for long periods, let alone permanently.

Neither are the new social networking technologies themselves without their limitations and drawbacks. At the most basic level, the penetration of social media is only as broad and deep as the internet coverage, which still leaves much to be desired across large swaths of rural and poverty-stricken areas. Network signal coverage in outlying areas is unreliable, rural residents cannot always afford the cost of an internet-capable computer or cell phone, and in any case tend to be less sophisticated users of web services. This has posed a particular problem for the Islamists’ political program since these regions not only make up a significant part of most Muslim-majority nations, they are often where the key constituencies of conservative religious voters live. The situation has been rapidly transforming over the last few years, however, with an exponential growth in the use of text messaging and the improving coverage of mobile hotspots and cell towers, giving rise to the growth in text campaigning and a sense that once largely disaffected and agrarian-based voters now have a way to express themselves—and be impressed. Now that groups have realized the rural voter must be addressed to capture popular support, those reaching out to them have an early competitive advantage.

Another limitation of the technology is fundraising. It is still difficult to raise money on the web in Muslim nations; most of their financial systems are not as simple and secure as in the West; and services such as PayPal and Google Money are unavailable. In the Arab world, campaign financing is still a matter of cash in hand. Digital media cannot yet manage such transactions effectively, but it seems clear that this is only a matter of time—and, when the time comes, the Islamists will be given a major boost.

Despite its pervasive reach, social media cannot perform the all-important ground game. Vitally, the electronic realm cannot produce viable political candidates out of thin air. Political ability is a matter of the human presence, the candidate’s personality, public-speaking style, level of charisma, and ability to draw voters. Even the candidate’s height plays a psychological part. Social media can certainly amplify and exploit these traits (in fact, social media has in many cases impacted the kinds of candidate who come forward, are selected, and potentially succeed), but it cannot create them. Furthermore, candidates still need to appear before large crowds and address matters of “substance,” such as a pressing single issue or a vital party position. This is basic to building esprit de corps and mobilizing voters—which must be done in person, not just on the internet.

And religious confessional parties still depend heavily on volunteers to do the old-fashioned legwork. A campaign can hype a party on social network platforms, but these can only boost and disseminate the message: the core campaign must still have a traditional ground force at work. So we also see Islamist groups using social media to bolster traditional campaign strategies. Given the Islamists’ and extremists’ long history of organized opposition in the region, from hard-hitting propaganda to hard-nosed street protests, it was perhaps natural that they would seize upon any technology that would enable them to carry on the work of opposition in their tried-and-tested manner. So the Muslim Brotherhood kept its original social media campaigns tightly linked to recruitment channels in operation since the 1980s, ultimately putting it in power in Egypt. In Pakistan, too, the Tehreek-e-Insaf (PTI) party worked social media heavily in the run-up to the 2013 elections in order to reach out to a wider audience with its press releases and announcements, posting more of these on Twitter than all of the other political parties combined. Often Islamists use their social media output to attract and manipulate traditional TV, radio, print, and web coverage, erecting a powerful multilevel platform that punches above its weight. Social media alone cannot claim to have entirely transformed the landscape, though it has certainly forged many new and exciting paths.

No Promised Land

Digital World War takes a clear-eyed look at the much-touted dawn of democracy which was to have ridden into the Islamic world astride the social media phenomenon. Certainly, digital developments are giving a voice and a power to many. Social media strategies are also swelling the ranks of voting constituencies and driving mobilization come election time—as well as exposing fraud and intimidation. Yet the sense that social media in and of itself promotes pluralistic values is shortsighted. One thing is certain: no new form of grassroots, interpersonal means of communicating will automatically lead to more freedom, or to any freedom for that matter. Social media activity does not offer a panacea, or a promise that Islamists will become more open-minded, more transparent, and more democratic, once they are voted into office. Witness the downfall of the double-talking Muslim Brotherhood in Egypt, with hundreds now on death row and many imprisoned indefinitely, including the deposed president. Given this, there is nothing to indicate that even the most digitally literate Islamists will embrace liberal democracy—especially when it comes to issues like minority rights, religious tolerance, and freedom of the press. (It will never be acceptable to criticize the Prophet.) Indeed, social media is used to stir up intolerance as much as pluralism, defensive nationalism as much as a global outlook, religious conservatism as much as pluralistic value systems.

Even if states cannot control content and the potentially subversive coordination and contact made through open platforms, they still control the infrastructure, and have the power and audacity to use social media against its users. Digital surveillance has increased since the Arab Spring. “Big Brother isn’t watching anymore … Now, he is remembering the past perfectly and he is making connections between people and events in ways that even [George] Orwell couldn’t have imagined.”11 Of course, this ignores the fact that these revolutions occurred and drew global attention because citizens themselves were acting as a surveillance state by capturing improper actions and violations. Such mirroring of tactics, with the force enabler of transnational online connectivity, reflects infractions to a global arbiter audience, forcing governments to be receptive to the opinion of their people, and ensuring the “revolutionary promise that new media will transfer control to viewers and consumers.”

The findings in this book also counter the so-called “net delusion” theory (Chapter 3), which holds that the World Wide Web actually makes us less free, less democratic, and more paranoid. Such a sweeping thesis covers so much territory that there will naturally be some truth to it. But research has shown time and again that social media networks have been an enormous boon to opposition activists, empowering those who previously had no voice beyond their own four walls. Social media has consistently pulled in hordes of new voices and first-time political participators, and, while it may not be an open door to progressive ideas, and might even be a dangerous development for the West, there is little “delusion” in the eyes of the suddenly empowered.

The changes wrought and exploited by social media will have both a positive and negative impact on the West’s war on terror. In this fast-paced environment, the Islamists are being increasingly forced into more moderate stances with regard to geopolitical and foreign policy issues. Old enemies can become new allies overnight, and vice versa. The young Islamists of the web are rewiring the rules of the game.

* * *

Digital World War is based on a unique data set and a large number of interviews with political elites, focus groups, and organizational and social media leaders and supporters across the Muslim-majority world, including in Egypt, Tunisia, Pakistan, UAE, Malaysia, Indonesia, Kosovo, Afghanistan, and Turkey, as well as primary and secondary archival and published sources and open source material. The weft to this warp is a close analysis of social media usage, online engagement, hacking metrics, local and national election results, survey results, and voter behavior experiments. This book is therefore one of the first to apply both qualitative and quantitative analysis to the ways in which Islamists and extremists are engaging with social media.

The first chapter charts in detail the development and usage of the main “information weapons” wielded by Islamists and extremists—the platforms themselves, existing and specifically developed, and how such groups manipulate them to achieve their particular aims.

Chapter 2 examines how Islamists and extremists reach out to, recruit, and mobilize followers. From brand-building, audience disaggregation, content molding, and the “gamification” of online participation, social media enables and encourages these practices, behaviors, and ethos.

Wars waged online between hackers, governments, extremists, and even established political parties, are the focus of Chapter 3. I examine the different weapons wielded by these frontline forces and their wider political effects, as force-multipliers for change, or playing into the hands of repressive regimes. Social media usage in the Islamic world throws into question the pessimism of Evgeny Morozov and his “net delusion” theory concerning the technology’s power to affect real-world behavior—though whether it is for good or ill remains an open question.

Chapter 4 uses the tools of social media to scrutinize its role in revolutions, comparing the outcome of outrages before and after the advent of digital technology, and quantifying its effects and value.

Private and public sector involvement via social media in the Middle East, North Africa, and South and Central Asia is the topic of Chapter 5. I look at the ways in which (often Western) multinationals square up against Islamist principles, and how ostensibly internet-phobic Islamist regimes and groups have embraced social media’s ability to connect with their constituencies.

The funding of Islamist and extremist groups is the subject of Chapter 6, and particularly the ways in which charitable donating, transnational cooperation, and international organizations have been implicated in Islamist and extremist activity. Social media acts as facilitator, frame, and battlefield for civic and charitable causes, and their exploitation.

Chapter 7 looks at the new internationalism in the Muslim world that is fostered by social media. Islamists and extremists influence each other and are influenced by much that is happening outside the region, as well as themselves being key influencers on the international stage, including in mainstream media. One crucial effect of social media’s information flows is the online recruitment of Western youth to the extremist cause, a topic currently worrying many countries in the West.

The book concludes with a discussion of the implications of building a new understanding of Islamists’ and extremists’ engagement with social media. Oversimplified and uninformed depictions of Islamist politics have negatively affected international policy, resulting in the mismanagement or total neglect of potentially vital relationships. Awareness of the broader context, history, and motivations underlying the way these groups use social media could vastly improve diplomats’, and the West’s, ability to navigate the ever-changing and often bewildering online terrain. More specifically, understanding that Islamists and extremists are motivated as much by online branding as by righteousness should impact relations with Muslim-world allies and antagonists, and potentially open new opportunities for diplomacy and intervention.

Given recent events in Iraq, Syria, Libya, Tunisia, Pakistan, and Egypt, and across the Middle East, Europe, and the US, the strong likelihood is that greater engagement with social media will only increase the political power of Islamists in future. In order to engage these organizations in a productive dialogue—as we must—it is imperative that we in the West understand how this technology is being used to usher millions toward either end of the politico-religious spectrum, and everywhere in between.


ONE

THE WEAPONIZATION OF INFORMATION

KHALID WAS A baby-faced fifteen-year-old from Beirut.1 His father ran a fruit stand in nearby Najmeh Square, while his mother earned a few pounds from her sewing crafts. Though not dirt poor, the family of eight barely scraped by and Khalid had to fend for himself from an early age. One thing that drove Khalid was his love for computers and software. He was eight when he was taken to his first internet café. Learning code came easy and he was prolific on social media by age twelve. He earned extra money working as a waiter at the local coffee and hookah house. But he was fascinated by the digital community he had become part of, something that had never happened in his own hometown neighborhood.

At a net café, he came across certain online forums and chat rooms run by Hezbollah, one of the most active groups in the space. Khalid eventually jumped in with a few questions and comments of his own. Then he started receiving daily SMS messages from online recruiters who talked of an impending revolution in Lebanon, predictions they bolstered with brief history lectures. He soon became fascinated with this more expansive worldview, which dwarfed his own small existence. For the first time in his young life, he began to feel a camaraderie toward the whole group, the sense of being part of something greater than himself.

It was not long before Khalid took to regularly visiting the local Hezbollah chapter. Offering his by now considerable tech skills, he began helping the group build a host of websites and educational portals. Khalid’s ability to write code and construct useful algorithms, as well as his deep knowledge of hacking, made him a welcome and valuable addition to their digital staff. Before long, Khalid ended up as one of the first members of what Hezbollah began to call its “E-militia team.” Their task was to recruit new members and to deploy advanced online methodologies—that is, high-grade encryption and cyber hacking—against their opponents, mainly state actors. In little more than a decade, the radicals had established a transnational, social media revolution, one devoid of conventional borders.

* * *

It has taken little more than a decade for social media to become the indispensable tool for legions of activists inside and outside the Islamist political establishment. It is no less important for the tens of millions of generally disaffected people across the Muslim world who may or may not have a religious or political agenda. Access to social media technologies offers a means for anyone to express their opinion—yet it also provides a number of platforms for those opinions to be shaped and swayed. Islamists and extremists were among the first to recognize this, and are adept at employing the new information weapons to full—and sometimes lethal—effect.

This is not merely a case of spreading propaganda (the “classic” definition of the weaponization of information); rather, the various ways in which information is disseminated are themselves part of the war. And if social media is a smoking gun, Islamists and extremists are proving to be the most expert at loading the bullets. Having been underground for years, they are the ones who are now able to use the various platforms to wage war on the information battlefield. For the more pragmatic Islamists, the aim is to bolster their mass-market appeal; for the extremists it is rather to capture a niche audience and stoke the fears of the infidel. Different social media platforms are like different weapons, each with pros and cons, some more suited to one group than another, but all are wielded with pinpoint accuracy and deployed with acute force.

Where It All Started, and Why

The Islamists’ entry into cyberspace was inevitable. In a sense, it was nothing new: the Islamists already enjoyed a long-established history of skillfully using the latest technologies in reaching out to the public at the time the new social media interfaces surfaced.

From the 1970s through the 1990s, Muslim clerics (or “imams”) spread their sharia ranting and vitriolic demands by way of audiocassette recordings—state-of-the-art stuff in the boombox and Walkman era. (See Chapter 4 for the use of cassette tapes in Iran.) Tapes were the perfect medium for spreading the Islamist message: they were readily available (and smugglable) in almost all urban markets, easily transported from one place to another, and relatively inexpensive, able to be sold in small kiosk-type stores in bazaars or in the back of pharmacies on every street corner. Dissemination was done secretively, furtively, under fictitious names, as most of these tapes contained anti-government messages and exhortations and outright calls for rebellion, which could lead to a stretch in prison or even a death sentence. Some eight-track videos were also produced (such as those by Jamaat-e-Islami founder Maulana Maududi), but few people had VCRs in order to watch them. Using tapes was a slow, word-of-mouth way to gain attention and support, totally reliant on them being passed from hand to hand. Except for personal contact at mosques and rallies, the Islamists had no effective way of tracking or quantifying their audience, and no real method for marketing their cause or getting in touch with the great mass of potential followers. It was all very catch-as-catch-can, quite amateurish, and only as effective as the messenger on the ground.

Nevertheless, these evasive, innovative tactics were necessary. Governments were wary of anything that might “incite a population” and wanted to make sure nationalism and allegiance to the flag reigned paramount. However, by the end of the twentieth century, Middle Eastern governments had begun to lose their traditional iron-fisted control over Arabic-language television and radio. It was shocking to behold: the long-running state monopoly on basic information had come to an end. This new freedom of the press (at least in TV broadcasting) had been propelled by the success of the CNN-style, Gulf-controlled Al Jazeera news service, founded in 1996. And in its wake came an exponential rise in TV channels across the region. In most Middle Eastern and South Asian countries, there were two or three state-run channels, offered as part of the terrestrial network that most offices could tap into. Satellite TV allowed for the expansion of new licenses for channels on a variety of subjects, from morning religious prayers to sermons, talk shows on religion, documentaries, soap operas, and so on. Many countries had over a hundred channels available via satellite.

Satellite TV made it possible to bypass state-run networks altogether. New groups were able to broadcast messages and programs to countries in which they were banned. The Muslim Brotherhood, for instance, set up shop in Qatar and broadcast its channel to the rest of the Middle East, regularly featuring videos and clips. Satellite TV feeds were relatively easy to pick up. These were powerful tools for politicking, indeed for the Islamist cause and activism as a whole. Ambitious imams wasted no time in retooling their propaganda efforts from the old-fashioned audio- and videotape distribution system to full-blown mass-media penetration. This put the Islamist political parties in touch with everyone, and more or less beyond the roughshod reach of spies, police, and censors. Here was a major shift in tactics, which did not go unnoticed in the West, and which caused plenty of consternation within official circles in the Middle East. The government ax could still fall, and did, but it was now almost counterproductive to get tough with the Islamic crusaders when they had access to their own media, enabling them to generate hours of negative publicity and anti-regime propaganda on news and opinion programs. And as the 2000s wore on, the increasing prevalence of mobile phones encouraged the interaction of viewers with TV shows (texting questions, polling answers, giving feedback, stating likes and dislikes), allowing several key players to enter the scene.

Hold Shift

Not everyone could afford the license application, studio space, equipment, and start-up costs of launching a TV channel, however. The first to make the transition to internet-based media, generating content, and achieving some momentum, were Salafi-leaning groups in Pakistan, Jordan, and the Gulf. It all started in the early 2000s with Jamaat TV. These groups could use the internet cheaply, evade police detection of their location, and disseminate content much more quickly than via television. If TV coverage was a great boon to Islamists, airtime was also limited. The internet, however, was unlimited, offering a vision of inexorable, righteous expansion under the name of Allah: the new Islamic caliphate.

The Islamists seized and continue to seize upon new and established internet platforms in order to launch and extend their media presence and campaigns, and to consolidate their power base and influence—some of which have ultimately toppled governments. The Islamists have also embraced the ability to create an online alternative reality, a click-through utopia to capture internet users. Thus the Muslim Brotherhood paints pictures of communities without corruption, enjoying the robust provision of social services and good governance. Extremist groups like ISIS put out glossy digital magazines (such as Dabiq, now called Ramiyah) whose layouts eerily echo Time, with lifestyle articles and advice for families, as well as idealistic portrayals of the restoration of the Islamic caliphate, news stories glorifying its deadly attacks, and even advertisements (albeit for Western and Chinese hostages it has taken). The intention is to portray a place where any believer could come and live, get married, and raise children—a kind of “Club Med for Muslims.” Clearly, Islamists and extremists see and position themselves as brands, reaching out to, and in a sense creating, their consumer through the power of social media. The impact of visually “showing” the narrative using religious symbols cannot be overstated.

Whether it is extremists urging civilizational war, electoral offensives by Islamist parties, or imams preaching moderation, there is an acute understanding of how best to stoke the social networking machine. Civil society leaders have long recognized the need for a steady presence in the social media arena and the games they can play there, the threats they can monitor, the troublemakers they can head off or even nail. Many Islamists plan their campaigns carefully. The precise media-mix is calibrated to a group’s identity and ambitions, with varying levels of impact and authority. Of course, it is not merely a matter of establishing a Facebook page or a Twitter profile, and there is an exponentially expanding universe of links and clicks, uploads and downloads, messages sent and received, places to go, things to see, contacts to be made, information to digest, opinions to hear, and feedback to give. Neither is it a case of outlining the handful of major players who make an impact; all too often the digital warriors rise up from nowhere, flourish mightily, and then disappear without warning. It is quite impossible to know all that is operational at any one given time. The rest of this chapter therefore can only consider a sample of the more important and established sites and apps being used in the struggle for Islamic “branding” supremacy. The various ways in which these “information weapons” have been deployed by Islamists and extremists will play out through the rest of the book.

I Say Jump: Twitter

Twitter came online in 2006, and first made its mark on the Islamic world during the 2009 Green Revolution in Iran. Twitter was used for the geolocation and organization of liberal Islamists and opposition groups. Some made use of it as a coordinating mechanism to launch denial-of-service (DoS) attacks against the Iranian establishment. Recognizing how important it was, the Iranian government temporarily blocked the site but could not maintain the jam for long.

Twitter’s power lies in the efficient sharing of information and links in 140 characters or less, but also the ability to organize rapid on-the-ground mobilization, flash mobs and coordinated demonstrations. A participant in the 2011 Tahrir Square protests wrote, “When I arrived [home], the Twitter hash #jan25 lit up. Someone said that earlier tweets had been deliberately planted as decoys to mislead authorities. Now, in dozens of real locations throughout the city, protesters had begun to mobilize. I ran out the door and took the subway back to Tahrir Square.”2 Twitter’s speed, versatility, and encouragement of intense but pithy give-and-take also make it one of the most widely used digital platforms for Islamists in power as well as in opposition, for both secular and religious ends: Malaysian Prime Minister Najib Razak has more than 3.6 million followers, for instance; as of August 2017, the Sunni Islamist militia Jabhat al-Nusra had over 300,000 followers on affiliated sites;3 and @ikhwanweb, the Muslim Brotherhood’s English-language account, had 145,000. In Saudi Arabia, according to The Economist, in 2017 “four of the top ten most-followed Twitter accounts [were] those of clerics.”4 Number 1 is Mohammed al-Arefe, with over 17 million Twitter followers, making his the most-followed account in the entirety of the Middle East. This religious cleric is a key influencer sympathetic to ISIS, cited by many ISIS defectors as the reason they joined the rogue extremist group.

Many Twitter users accept tweets as being “the truth” and this grants the platform huge popularity and power. Tweets are the quickest and most direct way to articulate a message, as well as to pinpoint locations in real time (particularly useful during fast-moving events, police attacks, or occasions when tear gas is being deployed). Hashtags enable instant searchability and content coherence, and a simple “hashtag campaign,” when followers are asked to tweet certain hashtags at particular times of the day so that they start trending, can significantly boost profile and participation. A hashtag might garner a thousand appearances within a few hours; hot-button issues have been known to amass 100,000 tweets an hour, with tweets and retweets driving the excitement or outrage. Hashtags also give both Islamists and extremists a direct line to their audience’s concerns. Even ISIS has been known to conduct focus-group research via Twitter, for instance when proposing a “rebrand”—a name-change to focus on the rebirth of an Islamic caliphate. The acrimonious response meant they abandoned the idea.5

Twitter has also been a choice platform for Islamists and extremists because, until recently (2014–15), it has been reluctant to issue takedowns or restrict access. Twitter’s noninterventionist approach was lauded by free internet usage groups but also criticized by several governments and security-based NGOs. It was the tragic case of James Foley, the journalist whose 2014 execution by ISIS went viral as video and film stills were shared by thousands, especially on Twitter, which led the company to assume a more hardline stance on images and objectionable content, taking down 10,000 extremist accounts in March 2015. Many extremist groups now use Twitter understanding that their accounts will get shut down, but knowing that with a simple letter or symbol change in their handle they can be back online within twenty minutes. One of the most notorious is the al-Shabaab press office’s English-language Twitter account, originally set up in 2011, which continually posts extremist content, is continually blocked, and continually regenerates under slightly different usernames. During al-Shabaab’s attack on a Kenyan shopping mall in 2013, for instance, the group live-tweeted the attack’s progress despite Twitter’s best efforts to stop them. The group sprang up as @HSM_PressOffice, @HSMPress, and other names during the course of the incident, successfully spreading terror and justifying its actions to a global audience.6 Dealing with Twitter extremists requires something of a “whack-a-mole” approach.

Extremist groups do not simply sit back and wait for their followers to tweet and retweet content: they go out and create, inflate, and control the message themselves. ISIS effectively “gamed” Twitter with its official Arabic-language Twitter app, “The Dawn of Glad Tidings” (or simply “Dawn”), which was unveiled on Google Play in April 2014 (and removed that June). It was downloaded over 10,000 times. Not only does it help users stay informed with ISIS-related news, keep track of their daily prayers, and access short sayings or scriptural references encouraging religious war.7 Downloading the application actually allows tweets (quotations, links, and images)—content that is scripted by ISIS’ social media crack squad—to be posted to its users’ accounts directly and almost concurrently, though sufficiently spaced to evade Twitter’s spam algorithms. This has allowed for tweet blitzes that can reach into the tens of thousands per day, swarming the Twittersphere with intimidating updates from the front line, the ground gained, and the atrocities committed, and making certain images—such as those accompanying the meme “Baghdad we are coming!” including the 2014 Photoshopped picture of a jihadi gazing upon the ISIS flag fluttering from the top of Baghdad’s Palestine Hotel (long favored by Western media personnel)—among the top results for several searches.8 ISIS also uses more conventional Twitter strategies, such as organizing hashtag campaigns, and tapping into the @ActiveHashtags stream (a popular Arabic Twitter account that tweets the top trending terms of each day), ensuring its content is available, and palpable, on the platform. Despite a number of shutdowns and account removals, ISIS is winning the extremist Twitter war hands down, registering in February 2017 more than 12,000 mentions of its hashtags per day, far more than the 2,500–5,000 referring to the al-Nusra group.

Seeing the Light: YouTube

With now over 1.5 billion active users a month, a great number of them young,9 the video-sharing global phenomenon YouTube is probably the second most important social media platform for Islamic groups in the Middle East and South Asia. It was one of their early big-hitters, bursting onto the Islamic scene the year after its 2005 founding when Jamaat-e-Islami in Pakistan began uploading nasheed (traditional songs), which at that time were not being played on Pakistani TV. This content was seen as a source of inspiration for believers, the videos featuring photos of the most breathtaking views of Pakistan, and often being played in barber shops and cafés.

Not only does YouTube serve the old function of distributor of film and video content—minus the inconvenient and often repressive production executives—enabling easy uploading of clips as well as full-length videos often hours in length, particularly if they are sermons or religious preaching. YouTube has also become so influential that most regimes in the Muslim-majority world themselves go to the site for intelligence and counter-propaganda campaigns (always neatly packed with disinformation). YouTube gives both Islamists and extremists the ability to visually impart their narrative, toy with their audience’s emotions, and spread their propaganda. The platform’s strict DoS regulations usually mean extremist content, such as videos depicting extreme violence and bloodshed, or those advocating such action, is swiftly taken down. And so Islamists have been able to make more straightforward use of the site, though still not always safely: Tarak Mekki, the host of “One Thousand and One Nights,” a popular weekly YouTube podcast in Tunisia, attacked President Zine El-Abidine Ben Ali’s regime in a series of comic sketches. This led to exile in Canada, although, after the 2011 Tunisian revolution (also known as the Jasmine Revolution), he was treated to a triumphant return by his fans.10

Extremist groups actively post content that, while not overtly violent (and thus avoiding the website’s “flagging” system), depicts their enemies’ horrible acts to elicit sympathy and outrage. The YouTube pages of the al-Nusra Front and the Free Syrian Army (“FSAHelp”) have also featured instructional videos on the proper use and maintenance of firearms, stealth tactics, and hand-to-hand combat—a questionable, but still viable, dissemination of educational material.11

Furthermore, as YouTube stores content on its own servers, it greatly facilitates the uploading of videos taken on mobile phones (which have very limited storage space), making it hugely popular with Islamist groups who rely on this technology.12 In fact, phone users account for almost 50 per cent of total YouTube consumption, another reason why this video-sharing platform is particularly popular.

Peer Pressure: Facebook

Facebook is the behemoth of social networking sites, with over 2 billion active monthly users worldwide. Over 3.5 billion “likes” are generated every day and 1.32 billion people log on every twenty-four hours. Because it is a fully fledged multimedia platform where material of any length and any kind (be that text, pictures, videos, PDFs, links, feedback, or comments) can be posted, it has played a major part in seismic events across the Muslim-majority world. For instance, it came to be at the center of the anti-government online action in Tunisia during the country’s 2011 Jasmine Revolution, with visceral images and words grabbing hearts and minds across the country and around the globe. Various Islamist groups (such as Ennahda) used Facebook to rally potential volunteers, recruit district-level workers, and spread awareness on government repression of the movement. Over 20,000 posts were put on Facebook in a two-month period focused on the organization of Jasmine movement teams. Islamists also posted details and mobile phone footage of demonstrations and injuries to protestors, sending an undeniable message that ordinary people were willing to participate in rallies against the establishment. Islamists are especially drawn to Facebook because its size and fame helps generate TV, newspaper, and web coverage, and the platform’s hybrid media axis is giving Islamist political parties and actors a significant boost in recognition and popularity.

Although Facebook proved to be an extremely effective forum for organizing activities and actively engaging numerous people during the Arab Spring, many more radical groups are wary of its inbuilt propensity to connect people, places, and times. Its facial recognition technology and monitoring techniques have made some groups cautious about operating an official Facebook account. So, although the platform can be critical to driving extremists’ messages home and having them acted upon, a large number of terrorist groups’ Facebook pages are actually operated by supporters or individuals who want to identify with the organization, such as the al-Battar Media Foundation and Nukhbat al-I’lam al-Jihadi.13 As a result of Facebook’s strict authentication process and a vigilant 24/7 anti-extremist message team, the social media network has tended to act more as a platform for extremists to connect with like-minded sympathizers rather than facilitating active recruitment and propaganda dissemination.

The New Newspapers: Blogs

Paid readership of print newspapers has been declining for some time. Newspaper penetration has only ever reached around 20 per cent in Muslim-majority countries, although papers and other print media were often passed around among communities and among families, perhaps belying point-of-sale calculations. Blogs and online newspapers have, however, come into their own in recent years, especially among young people who are using their smartphones to access the daily news and latest editorials in more immediate and less censored ways. These are the forums for journalism that often cannot survive in print anymore.

Egyptian journalist and writer Ahmed Naji’s blog, updated almost daily, documented life during the overthrow of President Hosni Mubarak. While many sites were banned or found it difficult to get up-to-date information, Naji provided incisive commentary. His site garnered thousands of hits a day and often became a key source for TV, radio, and international reporting on Egypt. Similarly influential was the online independent Egyptian newspaper Mada Masr, set up in the wake of Egypt Independent’s demise, then shut down by the authorities in 2013 after it was critical of the country’s Supreme Council. Mada Masr thrives on being home to “a different kind of journalism,” especially important in times of crisis and in Egypt where, since the military coup, there is renewed pressure on journalists to toe the party line.

With the right skills, blogs and websites can host any content, and with enough cash they can come into being quickly and persist for a long time. They can simultaneously attract a great deal of attention—being linked to from different platforms, and picked up by other more traditional media worldwide—as well as fly under the radar of regime watchdogs. That makes them an attractive, if more complicated, option for Islamists and extremists. For the latter, interaction—when the visitor can comment or directly contact the blogger—perhaps makes for the telling difference in winning over the niche audience. For Islamic policymakers, the ability to track traffic and page views delivers incredibly valuable data.

Rolling News: Tumblr

This interactive microblogging site has become increasingly popular with different Islamist and extremist groups for their high-powered recruitment campaigns. Tumblr’s power lies in its customization: its users can easily create a unique viewing experience for themselves, posting images, links, and notes on their page, and choosing which other blogs to follow which pepper the dashboard with what they have posted, constantly feeding new stories. It makes a true feast for the eyes, with wall-to-wall color and interest and the famous near-continuous scrolling. It is also very easy to search for specific subjects and have the screen populated by enticing images, perfect for religious-oriented outreach to specific audiences. The notoriously savage ISIS terror group used to frequently use Tumblr text and video postings to show the “exciting” and “adventurous” life of jihadists participating in the Iraq/Syria conflicts. Tumblr was the extremists’ dream: straightforward to use, visually rich, password protected, and encryption friendly. It is not surprising that Tumblr postings are known to be responsible for inspiring many young people to “lone wolf” acts of terror carried out around the world, from Islamabad to London, Copenhagen to Sydney, New York to Texas.

Seek and Ye Shall Find: Ask.fm

“You’ve got questions, we’ve got answers.” So went the old Radio Shack slogan—now updated for the twenty-first century by Ask.fm, a website where anyone can create a (cloaked) profile and send questions to other anonymous users for them to reply to. It is an electronic hotbed of extremist recruitment (though not exclusively so), providing a way for groups to reach a niche captive audience of one, as well as countless others who might be viewing the thread. It is an especially valuable tool for targeting young Westerners who naturally have many queries about how different life is in the Muslim world. Sometimes questions can be more contentious, such as those once posed to the Jordanian Muslim Brotherhood group: “Do you want to overthrow the government?” and “How is it Islamic to criticize other Muslims in the political process?”

The questions and answers frequently become more detailed, and exclusive. Often the interrogatives have to do with living standards for mujahideen fighters or ISIS members (“Are the bugs a problem?” or “Can I buy a smartphone there?”),14 or how one can go about joining the various conflicts going on in the Muslim world. As with almost all Islamic recruitment and PR campaigns, the focus is less on religious doctrine and more on how jihad is “cool,” the cutting-edge of modern Islam. The extremists make outlandish promises, with all the high-pressure sincerity of a used-car salesperson; yet, for the impressionable young, such promises are taken on faith. Recruiters become guides and mentors, following up with private individual communications in which they can be (or seem to be) direct and candid. Step by step, the target is brought around to enlisting in the religious cause.

Ask.fm became particularly notorious in the West for its apparently laissez-faire attitude to cyber bullying, which tragically led to some young people taking their own lives. The site, which was originally almost entirely unmoderated and had no tracking or reporting systems in place—clearly a boon for propaganda-touting extremists as well as bullies—now has a raft of reporting and blocking features. There is, now, a limit to extremist content. When an extended conversation goes over the line, that particular account is banned—but not before the Islamists have interacted with a wide audience and made new contacts, many of whom will already be “converted.”

Snap to Kik-Start: Messaging Apps and SMS

Mobile phones have become ubiquitous across the Middle East and South Asia, as across the rest of the world. The region is also seeing a massive growth in the use of smartphones, particularly in the 15–34 age bracket (which accounts for about three-quarters of the total users), with the sales and penetration level hovering around 57 per cent today.15 This means that messaging, by way of either simple SMS or web-based programs, is still an important component of the Islamists’ and extremists’ social media strategies.

Text messaging is the most basic and straightforward means of electronic communication, with the added advantage of not requiring an internet connection or web-enabled phone. Several studies have also shown that Islamists and extremists use text messaging because it is the most personal and appropriate way to interact with someone, especially of the opposite sex; women can get bombarded with twenty to twenty-five texts per day from extremists encouraging them to come to Syria as foreign fighters or to become wives of the believers. Extremists will also text information about occasions when the West has insulted Islam, intending to incite and enrage their followers. Islamists, by contrast, use texting more sensitively and regularly. They will send, for example, daily hadith sayings extolling the virtue of dedicating time and service in the path of God, which also provide subtle hints about duty to the organization. Instant alerts and texts about breaking news also serve the purpose of creating broader awareness. However, whereas the Islamists’ use of text messaging seems to garner a good response and take-up rate, the tactical use of text messages by extremists—as recent tracking of high-volume text messaging traffic by anti-extremist NGOs and human rights groups indicates—has actually met with limited success.

Instant messaging enables direct and personal contact with just one person or a whole address book full of contacts. Islamists have been known to acquire bulk lots of phone numbers within targeted areas from spammers and hackers (yet another way that the sharing of information on the internet can benefit these groups). And Islamists and extremists are highly attuned to how established and new instant messaging apps can be used to maximize outreach and recruitment, including WhatsApp, WeChat, Telegram, Threma, LINE, Viber, and Hookt. Always seeking personal contact to make the sale, Islamic recruiters are quick with their requests to “Kik me” (a phrase originating with the Canadian messaging app Kik, and meaning “Send me a private message”) across various forums, chat rooms, blogs, and other social media platforms.

Programs such as WhatsApp (very popular in Turkey, Pakistan, and North and East Africa) are often used by extremist groups because their end-to-end encryption ensures a much higher degree of security and privacy. WhatsApp is known to have been used to pull in and radicalize a number of young men who have travelled to Syria, Iraq, Afghanistan, and Pakistan. As a result, security officials in major nations—including China, Saudi Arabia, Russia, and the US—have expressed deep concerns about these instant messaging apps. They are now seen as a locus for terrorist “grooming” of the impressionable and susceptible. Steps have been taken to monitor and infiltrate a number of these sites, though with uncertain success to date.

In the wake of the game-changing NSA leaks by Edward Snowden in 2013, and the resulting increase in internet surveillance, a considerable amount of instant messaging traffic has gone over to encrypted or self-destructing messaging apps. For example, photos sent via Snapchat can reach any number of designated recipients, but disappear within seconds—frequently before the server even knows they were there. Wickr, Telegram, and certain extremist-owned messaging apps utilize highly sophisticated military-grade encryption protocols that allow for truly undecipherable communications.

These quick-fire apps are effective, too. Some data suggest that Snapchat achieves a higher engagement per piece of social media than other platforms. Its unique linear storytelling appeals to young millennials, leading key influencer clerics like Mohammed al-Arefe to issue “Snapfatwas” of eight-second religious decrees. And there are now several dozen similar apps (in different languages) aimed at potential recruits. For Islamists and extremists, apps are a great way to design and build a sense of community.

E-Graffiti: JustPaste.it

JustPaste.it is a favorite of Islamists and extremists though it operates from, of all places, Poland: it is a true labor of love, run by one Mariusz Żurawek, a young entrepreneur holding degrees in informatics and econometrics, who works “out of his bedroom” (shades of the Google founders in their garage), and has amassed an impressive 2.5 million unique users a month since starting the site in 2013. The extremely simplified format allows users to attach text, images, and videos to an anonymous page, creating a “note” that anyone can see. The site does not require registration, it provides password and encryption protection, there is no internal search feature, and the lone administrator does no real “managing” of the site—hence its anonymous users can flout all rules and upload anything they like, including illegal pornography, stolen financial data, details of drugs for purchase, and other underground links and services. The site is a secure haven for extremist material, and within the last couple of years JustPaste.it has become a particular favorite of terror groups like ISIS and the Taliban.

Partly, JustPaste.it’s standing as a must-use medium in the Islamic world lies in the fact that it works well with right-to-left scripts like Arabic, and, since there are no ads or pop-ups, the site runs smoothly even with a slow connection, giving it an edge in the Middle East where the internet tends to be sluggish. But, more importantly, the site’s multimedia capability gives the extremists a platform for posting write-ups, images, videos, and links to breaking news: minute-by-minute battle reports, for instance, which always include images of gruesome death and wanton destruction, and graphic images of beheadings by ISIS fighters. So horrific are some of the pictures that the site is issued with takedown notices on a regular basis. If the request comes from law enforcement agencies (Interpol, the UK Metropolitan Police’s anti-terrorism unit, Pakistan’s ISI), the offending material is removed—albeit slowly, or sometimes not at all. However, the original poster, or anyone else for that matter, can simply repaste the deleted material in a new note. It really is like electronic graffiti: a scandalous way to rub your message in the face of the establishment, leave it for all to see, and get away with it.

JustPaste.it has also inspired legions of other text-paste sites, often low-budget, highly obscure, and hard to find. They are mostly used for messaging followers, whether a call to street demonstrations or simply to arrange a meeting, and once the information has been sent and received it is deleted. It is a fast run-and-gun system, completely anonymous, easier to use than most blogs, and nowhere near as heavily patrolled by content monitors as the big names. These are the websites that often continue to carry links to videos that were removed from the closely managed social media giants.

Extremist Close-Up: Instagram

Now with more than 700 million active users, the picture- and video-sharing site Instagram is a major player in the social media field, popular among Islamists and extremists (who numbered among some of the platform’s earliest users) for its ability to humanize otherwise faceless or forbidding groups, to facilitate image-building campaigns, and to glorify selfie-loving extremists. An iconic Instagram photo depicts old weapons (a gun, a knife) alongside a mobile phone with Instagram pulled up on its screen. The message is clear: this is the new weapon of choice. And it has proved to be a more effective way of targeting young people.

Extremists are undoubtedly the Instagram experts. They post memorial montages of suicide martyrs that look more like family photo albums, showing the upbeat young men in casual, even intimate scenes, with no indication of the bloodthirsty acts for which they gave up their lives. Extremists tout their guns, beaming, in countless photos. Not all the extremists’ videos are warm and fuzzy, however. Footage depicts young boys in mujahideen uniforms, firing shoulder-launched missiles, gunning prisoners, or involved in vicious attacks (those they win), or beheadings and other grotesque executions. The images are meant to goad susceptible Muslims into action, and frighten everyone else.

The globally ubiquitous Instagram also raises the real possibility of Westerners “stumbling upon” content that celebrates more extreme religious thinking—something that extremist groups are fully aware of, and exploit. The hashtag function on Instagram allows users to sift the material easily and bring up a smorgasbord of related images, as on Twitter. In fact, many photos are posted on both sites concurrently, with Twitter links updating Instagram. Although Twitter content managers have become increasingly aggressive in removing extremist material and banning those who post it, Instagram managers have been criticized for the slowness of their clampdowns. And, because pictures are often tougher to monitor than words, arty photos by Islamists and extremists often stay up on Instagram for longer than the authorities would like. They are subtle and often layered with meaning, and they really speak to a particular, and young, audience.

The Twenty-First-Century Minaret: SoundCloud

Designed as a way for musicians to share and promote their tracks, the audio-distribution service SoundCloud has over 177 million unique monthly listeners and today hosts far more than musical talent. For extremists, it is a good place to post audio sermons and religious speeches. The voice is often that of a famed cleric from the past, although most of SoundCloud’s talks and lectures are by the newer and more violently strident leaders, such as the American-Yemeni militant imam Anwar al-Awlaki, killed by an American drone in 2011. Islamists will post political rally videos and broadcast public service messages about their campaigns; for example, Anwar Ibrahim’s People’s Justice Party (PKR) in Malaysia used SoundCloud to publicize one of his lectures at a campaign rally, and it went viral. SoundCloud provides a great way to share audio content quickly and in high quality. It also offers yet another opportunity for young people to find extremist material, as many high-profile social media outlets (like Twitter and Facebook) post links to it. In October 2014, an ISIS radio service began broadcasting out of Mosul, spreading the call to jihad via pop tunes, anthems, and battle songs. Listeners are referred to SoundCloud for more of the same material, which can lead to direct recruitment contact. To date, SoundCloud moderators have been slow to remove most of the extremist content, even though it violates the site’s terms of use agreement.

Extremists have also used SoundCloud to upload scandalous audio to embarrass political leaders and expose corruption in high places. In early 2014, a series of intercepted phone calls were posted to the site, making public very private conversations between the then Turkish prime minister, Recep Tayyip Erdoğan, local politicians, and business elites discussing a bribery scheme. The Turkish government promptly blocked access to SoundCloud; only when the material had been deleted was the ban lifted. However, untold thousands had already copied the clandestine recordings.

The New Town Hall: Reddit

The massive interactive discussion forum and entertainment/news website Reddit acts as a rambunctious town hall for all comers. The site consists of bulletin-board posts submitted by registered users, divided into hundreds of categories and subcategories (called “subreddits”), and voted up or down by users in order to push the “best” material to the top. It means that many if not all of the posts are read by someone (hence the punning wordplay of the name: “read it”), almost guaranteeing at least a modicum of exposure. But here is a platform that, in many ways, is countering the spread of toxic rhetoric—not through delimitation but through further dissemination and dilution. This is one site where the Islamists have been slow to gain a firm foothold and face informed criticism.

Many Reddit account holders, especially the active posters, are from Western countries, and are well-informed and engaged in current affairs, policy matters, and global events. Whenever a post or comment takes on an extremist tone, users jump in with counterarguments attacking and deconstructing the radical argument, often with witty putdowns. Reddit is in the vanguard, along with a few other websites, in pushing back against extremist propaganda. However, one recent counterexample is the foreign fighter whom the extremist group Jabhat al-Nusra had sign up on Reddit to answer questions on living in Syria. The foreign fighter had an excellent command of English (he was probably from the UK) and did a robust job of answering both simple and complex questions, covering marriage, what to pack, daily life, the availability of Nutella, how the group members kept clean, and so forth. These answers were read by thousands and provided an easygoing, humorous, and very much romanticized view of fighting abroad, making the chat a useful recruiting tool.

In the late 1990s, there were only twelve known websites used by extremist groups for recruitment and radicalization efforts. Today, there are over 10,000 extremist websites and forums—and this does not include the social media sites. This extraordinary growth tells its own story of the vital importance of online activity to extremists. And it is by way of such sites and social media networks, which draw a greater level of active engagement, that we can see both extremists’ and Islamists’ recruitment and mobilization prowess most explicitly.


TWO

JUST WATCH ME

SEVENTEEN-YEAR-OLD Waris was walking across the main campus of his university in Lahore when he got a message on Signal, his preferred end-to-end encryption app for messaging.1 One of his good friends, Abdul, had sent him a link to a secure video, “New Revolution,” and the access password. It was a fifteen-minute clip that looked like a trailer for a new video game. An extremist leader spoke firmly and with unearthly passion: “We must fight the enemy. If we don’t protect our community, who will? Are you ready to heed Our Leader, to do your duty?” The clip ended with a call to meet for an action strategy.

This local extremist group, Lashkar-e-Taiba (LeT) had been active on campus since tensions with India had increased and the disturbances in Afghanistan and Pakistan’s northern tribal regions had intensified. Waris had grown up in a wealthy family in Karachi, with servants, imported cars, the best food. His father was a staunch believer in the democratization of Pakistan, though Waris had never paid much attention to politics, or to religion. But he had become sick of the news popping up on his mobile phone about nuclear India’s domination and how crime-ridden Karachi was merely an afterthought in the global economy. Waris sent a quick Signal message to Abdul: “I’m in.” The rich kids he’d hung out with all of his life were only interested in cars, girls, partying and getting high. Waris was ready to say goodbye to all that.

Two months later, after an intense period of online indoctrination and individual recruitment messaging on Signal, the two friends were gathered with a hundred others in a LeT camp in a remote valley far from the city. They shared a tent and, after a hard day in the training fields, would attend lectures on political and religious issues. Waris turned out to be pretty sharp with an AK-47, while Abdul performed well with a captured American M230 Bravo pod-mounted machine gun. They even had an armored Humvee to practice run-and-gun drills on. Weeks were spent on learning how to construct various types of improvised explosive devices and their most effective deployment. The physical training was tough, but the food was decent, served to the young recruits in a large tent used as a mess hall. Such closeness fostered a solid esprit de corps.

* * *

Social media is a crucial tool for both Islamists and extremists to engage potential recruits in their (very different) causes. The aim is to attract onlookers with powerfully “watchable” material, potent branding, and irresistible PR campaigns, and then to transform passive observers into active participants by galvanizing them into action—be that retweeting a photo, partaking in a protest, voting in elections, or joining the mujahideen. The ways in which Islamists and extremists use social media platforms transform casual connections, drive campaigns, deliver new recruits, and can help shape revolutions.

This chapter examines Islamists’ and extremists’ digital strategies of mobilization. The tactics rely heavily on the targeting of particular segments of their audience, finessing their “brand” and thereby manipulating the way they are perceived by the public at large, making hay when the sun of Western outrage shines, and rallying sophisticated teams to blitz the spectrum of social media platforms in the hope of “going viral” and reaching even greater audiences. Whereas Islamist parties are out to fortify their constituencies and reach key swing voters, extremists use social media to glorify their adherents and sway disaffected youth who may be sitting on the fence. The central factor for both groups is, obviously, religion—which, it transpires, gives them a significant edge on their nonreligious cohorts—and a polarizing moral narrative molded on “good” versus “evil.” Both Islamists and extremists use social media to bolster this stark frame of reference.

Seeing Clearly

The seismic power of the visual image was never demonstrated more forcefully than in Tunisia in 2010. Street vendor Mohamed Bouazizi set himself on fire and burned himself to death in a public protest over a bogus $200 fine imposed by the local government. Mobile phone videos of the local protests were posted online, quickly rocking the country, and then the wider Arab world. Although Tunisian state-run media ignored the tragedy, the country’s Islamic opposition led the charge. As Bouazizi lay dying in hospital, videos of protesters clashing with police were shared on Facebook and YouTube, and rapidly went viral. Soon blogs and postings were filled with abuse, scorn, and hatred for President Ben Ali and his “hoodlum” regime. As news of the “burning man” spread around the world there came calls for Ben Ali to resign. The influential Al Jazeera network ran reports about Bouazizi’s plight. In quick succession, other mainstream and international broadcast outlets picked up the story. This was the beginning of the end for secular rule in Tunisia, and in rapid order the end of dictatorships in neighboring Libya and Egypt.

In a sense, the Islamist movement Ennahda had been gifted extraordinary, attention-grabbing images—but it also knew what to do with them. Ennahda and several other opposition groups used the videos to create memes, posts, and tweets extolling Bouazizi’s sacrifice, lamenting the state’s arrogance and absolute disregard for one of its ordinary citizens, and expressing anger at the current state of Tunisia. Ennahda was able to leverage a number of memes and posts, one of which had great resonance throughout the Arabic community: “This is our time.” Once anger had flared, Ennahda quickly started calling for peaceful protests in the city squares, advertising the time and place on several social media platforms. Its loyal computer whiz-kids and others skilled in web evasion managed to navigate around government firewalls and the official bans of social media sites like YouTube in order to keep the fire burning.

Changing Perceptions

Islamist groups of both political and extremist persuasions are turning to social media and websites in order to craft their image. Influencing external perceptions is crucial to both, but it is certainly more obvious—because the stakes are far higher—with extremist groups such as ISIS, the Taliban, and Hamas. The ways that they use social media make clear that they want to change the way people think about them—that is, they are using the technologies to contour their image—one crucial reason being to encourage potential recruits to relate to them, and then join them. The goal may also be simply to receive more positive coverage in the media.

This was certainly the case when a Pakistani stand-up comedian, Sami Shah, accidentally got into a Twitter conversation with the Taliban in 2013. Shah tweeted a remark about the Taliban’s media tactics, saying, according to his own account, “The Taliban’s complaints about TV are a lot like when old people whine about how nothing good is on.” Ehsanullah Ehsan, at the time an official Taliban spokesperson, responded to the tweet, saying, “Yes, but our old people have exothermic reactions.” Shah, who believed Ehsan’s account was fake, wrote back, and the two entered into a prolonged exchange of gags which continued until a journalist interjected to point out to Shah that he was “trading fart jokes with the Taliban.” Shah broke off the conversation.

The exchange was a PR win for the Taliban. Though as an organization it had been incensed by Shah’s original jest, Ehsan had defused its potential force with wit. Many Twitter users appreciated the comedic value of the exchange, retweeting Ehsan’s jokes alongside comments such as “I thought the Taliban were monsters, but they actually have a sense of humor.” Shah’s discomfort was testament to the potential power of the exchange. He told me in 2014: “Comedy was humanizing [the Taliban] and I didn’t want to be a part of such a humanization. I prefer my monsters to remain monsters.”2 Ehsan had singlehandedly sculpted a new, very “normal” face for the Taliban, achieving a more youthful, human appearance for the group, and one that had mass appeal. Ironically, Ehsan subsequently quit the TTP and laid bare its broken ideology: “they started using social media to mislead young people. They used wrong interpretations of Islam to share messages on social media and shared propaganda through which they caught these youngsters in their trap. I want to especially tell youngsters who use social media to not get caught in the wrong propaganda of these people.”3 The Taliban quickly labeled Ehsan one of the new infidels.

The most sophisticated of the extremist groups in using social media is undoubtedly ISIS. It is clear that online branding is exceptionally important to the group—as is branding in general, if its Mosul gift shop selling flags, T-shirts, and memorabilia in 2015 is anything to go by.4 The group has worked hard to shape and temper its image. In social media posts aimed at young people, references to religious victory are limited to raised-finger emojis, promises of paradise, and celebration of the martyred. The stream of photos and videos depicting its reign of terror appear alongside other content touting the lighter, more ordinary or indeed more glamorous aspects of living a “pure” life. These are certainly influenced, and more often than not generated, by the many foreign fighters who have gone to join the group. They tweet about their relaxed daily lives: a European ISIS fighter described on his Kik account “a normal-life day: washing clothes, cleaning the house, training, buying stuff” in between fighting, while others mention animals they have seen and what their Syrian breakfast was like.5

These social media users make clear to potential Western recruits that familiar pleasures—pizza, swimming, girls—can still be enjoyed alongside the Muslim lifestyle, which, peppered with emoticons and internet slang, sounds fun: “Lol there’s plenty of sisters her [sic]. Marriage is always on the go. We all want to get married here ☺.”6 Memes deliberately make a play for the MTV and YouTube generation: the meme “Pimp My Ride … Jihadi style” accompanied photos of battered, bombed, and mud-caked cars. Hundreds of photos and videos of lavish mansions, crystal-clear pools, Humvees, and guns extol the apparent luxury and wealth of the “gangsta” ISIS lifestyle. One unofficial video shows mujahideen “drifting” a Soviet-era armored personnel carrier around a town center accompanied by pop music. While this Twitter approach may seem rather banal and harmless, it can have a powerful, normalizing impression on those following the daily lives of ISIS foreign fighters.

Interestingly, this kind of footage is lapped up by nations in South and Central Asia (SCA), despite those conservative, Muslim-majority countries’ otherwise often poor response to social media displays of wealth and immodesty, and despite the region’s very low penetration of Western social media sites (Russian versions are preferred) and usage compared with the Middle East and North Africa (MENA). (The relatively poor moderation of those Russian sites actually makes tangible the influence of extreme Islamist—and Russian soft-power—recruitment in the Caucasus and Central Asia, a region in a precarious political state and with not a small history of extremism.) ISIS’ social media strategy is proving successful, backed up by the competitive monthly salaries of between $300 and $2,000 it can offer, well above much of SCA’s per capita income and particularly attractive to the young people throughout the region unable to find gainful employment.7 (The wage is perhaps less enticing to those in the affluent West—hence all those Hummers.)

ISIS also seems to want to show its softer side. No doubt with one eye on the viral videos of cats that dominate the internet and particularly delight Western audiences, photos of ISIS fighters playing with kittens appeared in summer 2014 under the Twitter handle @ISILCats.8 Several of the users’ photos also showed children being given cats by the fighters, and a video depicts ISIS combatants handing out ice creams.9 This is a markedly different story than the usual reports of ISIS having brutally killed or recruited children during its murderous rampage through Iraq and Syria, and is aimed to demonstrate the group’s more compassionate side and to appeal to local populations living in occupied territories. These images, alongside the spate of photos in 2014 showing ISIS fighters holding jars of Nutella in occupied areas of Syria and Iraq,10 were a deliberate strategy to make the so-called Islamic State appear friendlier and more familiar to Westerners. It seems all these memes were pre-planned and organized in online forums and then rolled out on social networks. ISIS’ hope is that some viewers might be encouraged to stop sitting on the fence and join the fight against the infidels.

That encouragement also extends to women. Remarkably for such a vicious organization dominated by young male fighters, ISIS has been a forerunner in crafting a female-friendly image and specifically targeting women with propaganda. Presenting the conservative, maternal role expected of women joining the ISIS cause has been the work of the Zora Foundation, an ISIS media arm.11 A colorful, animated YouTube video released in 2014 depicts a sewing machine, a first aid kit, and cooking appliances, and gives advice to women in Arabic on how they can contribute to ISIS’ insurgency through performing maternal and domestic tasks rather than as active participants.12 Interestingly, the video also includes a guide to make and edit slideshows—encouraging and prolonging the creation of online propaganda. Charlie Winter, a noted researcher on violent online extremism, confirmed the novelty of such visual outreach: “There will probably be forums doing similar things online, but this is the first time I’ve come across an actual media organization giving guidance to women on their role.”13 Accordingly, the Zora Foundation has built up a following on Facebook and Twitter, and regularly posts lifestyle tips and recipes for “between-battle snacks.” Although the West is particularly concerned with the recruitment of its girls and women, the Zora Foundation’s Arabic-language messages seem intended also to attract Middle-Eastern women living in ISIS-controlled areas.14

Though it is belied by the Zora Foundation’s Arabic focus and crude clipart, the very professionalism of ISIS’ visual and multilingual output is also a strong contributor to honing its image, particularly in the West.15 The group’s videos, thought to be produced by the organization’s propaganda arm, the al-I’tisam Media Foundation, under its Western media division, the al-Hayat Media Center, evidence a close familiarity with sophisticated marketing and PR techniques. For instance, There Is No Life Without Jihad is a film specifically designed to recruit young Westerners, presented in English by a British former medical student and a young Australian who reference popular video games, proselytize about social degeneration, and wax poetic about the fulfillment found in pursuing an “untainted” life. They are surrounded by other ISIS fighters, in a lush green setting with swaying palm trees in the background—not the dry and dusty battlegrounds many expect.16 Like all ISIS films, it is carefully choreographed, captured by multiple cameras in high definition, and features near-professional editing and music—a deliberately far cry from the shaky camcorder videos released in the past. It all contributes to a “Hollywoodization” of fighting for ISIS—a glamorous dream, but one not so very hard to imagine.

The Muslim Brotherhood also uses recruitment videos to cement a particular image in viewers’ minds. One that went viral on YouTube lays out the group’s grievances against the Egyptian regime and political establishment. It features a preacher discussing the lack of social services, with a succession of shots of rundown neighborhoods, closed bread shops, and overcrowded hospitals. The voiceover then describes the social services work the Brotherhood sponsors, showing its schools, preventative health care, and social work. The video was particularly effective because it showed something most people knew (but didn’t see), and portrayed the Brotherhood as social heroes. (See also Chapter 6.) Social media provides an easy platform for the circulation of visualizations of social ills—queues outside government buildings, a lack of electricity, interactions with incompetent government officials, and so on. This authentic, crowdsourced “candid camera” material is extremely influential, and readily sharable.

The Brotherhood (Ikhwan in Arabic) also used its websites Ikhwanweb and Ikhwanonline both to improve its public image and spread its messages to the masses. Its central concern is to persuade the public that it is a nonviolent victim of government oppression, and to do so it often works through front organizations that at first glance appear to be independent.17 The Brotherhood has varying levels of presence on Facebook (the most popular social network in Egypt),18 but its more innovative image-honing is conducted on its official pages, particularly that managed by the group’s political wing, the Freedom and Justice Party, which is mostly focused on outreach and messaging. Not only does the Brotherhood boast a dedicated team of social media entrepreneurs who create and administer websites, it also enjoys the skills and dedication of a loosely organized clutch of young Brotherhood initiates who promote whatever image the group desires across the web. This “E-militia” is formidable.

Posing as ordinary, rational members of the public, members of the E-militia will interject when conversations on Facebook and Twitter seem to be suggesting that the Brotherhood is otherwise, steering the dialog in new Brotherhood-friendly directions. To all appearances they are bona fide discussants simply putting forward a different point of view that anyone might share. One of the few ways their true affiliation can be detected is when identical answers are accidentally posted concurrently in threads—answers that are basically cut-and-paste jobs, crafted and approved from on high. The E-militia will post messages supportive of the Brotherhood while disclaiming formal affiliation by saying—as a Facebook meme of Hassan al-Banna, the founder of the Muslim Brotherhood, which circulated during the 2012 presidential run-offs, humorously put it—“I’m not from the Brotherhood. I disagree with them on a lot of issues but I respect them.”19 Net-savvy Egyptians quickly sniffed out such ploys. But more sophisticated tactics and campaigns have the potential to change the narrative surrounding the period of Brotherhood rule.

PTI’s most colorful campaigner, Imran Khan, also displayed a keen sense of the importance of image when he was campaigning for office. When a serious fall from the speaker’s platform four days before the 2013 elections landed him in hospital for some weeks, Khan updated Facebook frequently and kept himself in the public eye, milking maximum sympathy from his accident—to the extent that some on social media accused him of faking the severity of the injury. More recently the former cricket star has strived to align himself with the ideas of hope and a forward trajectory, and to document these in real terms. If this sounds like an Obama-esque image, it is—even down to the clever tagline, “Yes we Khan.”

In a country whose prime minister had to step down because of corruption charges and whose government looks increasingly out of touch with the common person, Khan has made himself approachable and human. He has engaged in a highly publicized social media strategy of “inform and invite,” in which he has ensured that online Pakistanis are notified about every aspect of his digital campaign, and has even allowed them to inform his thinking on a variety of subjects via a Google+ Hangout live Q&A session. In contrast to the usual overly formal and aloof candidates, many who watched Khan were attracted by his down-to-earth folksy style and his ability to explain concepts clearly and free of jargon. It was a direct, intimate way to see both Khan and his considerable fan base—stoking the “concert” effect, where you cheer because everyone else is cheering. So when Khan invites his newly minted social media followers to his marches and speeches, hundreds of thousands show up. Propelled by his social media celebrity status, Imran Khan easily won his seat in the National Assembly in 2013, and his party now leads a large northern province. While the word “engagement” might be just a buzzword, the case of Imran Khan shows that voters want to be included in the political process. They want to be heard and talked to as if the candidate were a friend.

The intention behind much of this social media usage is to establish a coherent identity—a brand behind which supporters can amass, be that as friend or foe. If the PTI represents the former, ISIS has largely built its social media campaigns around being the latter—the scourge of all infidels, with terror at the heart of its strategy. Its attention to its brand is clear. The organization’s flag, the Black Standard, which harks back to the caliphate that ISIS imitates, appears everywhere. In the recruitment video mentioned above, precise directorial attention had been paid to the placement of flag and speaker. The opening shot, with the camera positioned on the ground, shows the speaker following the other mujahideen along a path; he is carrying the flag in a way that drapes the black cloth over him, and fills the screen as the camera pans upward. For the rest of the film the Black Standard sways in the breeze behind the speaker in the center of the frame, focusing attention on the continuity between the individual jihadist and ISIS. This is so effective that many other little-known extremist groups have jumped on the video-branding bandwagon. The Salafist militia group Ansar al-Shariah burst onto the scene in 2013 via YouTube videos of its members taking over communities and riding into ungoverned areas across Libya—its own black flag flying high. This helped brand it immediately as a coherent force attempting to revolutionize the northern areas. Its Arabic-language videos were aimed not at Westerners but at the Libyan diaspora and expatriates who had fled the Qaddafi regime, in the hopes that some might come back as foreign fighters or aid its resistance movement—which was how its social media positioned the group.

Know Your Enemy

One of the key components of developing a digital strategy is determining who your audience is, and which segmentation is most crucial to attract and inform. Although it is often touted that social media’s power lies in the ability to reach a broader audience than ever before, it is actually the more specific, narrow viewership that is often sought, especially by extremist groups.

Peter Neumann, director of the International Centre for the Study of Radicalisation and Political Violence, believes that “ISIS understands very well that in order for an act of terrorism to be effective, it needs to actually terrorize people … The act of communication that follows the act of violence is almost as important as the act of violence itself.”20 ISIS is well known for its aggressive public relations campaigns featuring atrocity videos and explicit messages that stress a call to action. Though the products are different, the pitch is consistent: God commands his true followers to a holy war. Such films display an acute understanding of how to milk maximum terror and awe out of videos that fly (just) below the regulatory radar. Thus, the carefully stage-managed execution of James Foley in 2014 “capture[d] the full horror of the crime without explicitly showing the exact moment when the captive [was] decapitated—thereby staying within the social media guidelines that ban the dissemination of acts of extreme violence.”21 Films released by ISIS’ al-Hayat Media Center in support of domestic terrorism have also more specifically targeted certain Western audiences,22 though with the recent Coalition advances they are now appearing less frequently. Al-Hayat released two separate videos in 2014 featuring foreign fighters who sought to convince sympathetic Muslims to conduct domestic terrorist acts in their home countries of France and Canada.23 ISIS ensures that its videos—particularly those depicting beheadings—prominently feature international converts, especially those hailing from the West, such as the notorious “Jihadi John” (now known to have been the Kuwaiti-born British national Mohammed Emwazi, finally confirmed dead in January 2016 after a 2015 drone strike), and the Frenchman Maxime Hauchard.

Like ISIS, the militant al-Qaeda-affiliated group al-Shabaab also trades in a potent combination of fear, atrocity, and glossy PR to spread its message, expertly identifying its core market (disaffected urban males aged 15–25, anti-government, former madrassa student, and so on). Al-Shabaab was particularly smart in recruiting from the Somalian diaspora, skillfully targeting the numerous second-generation Somali-Americans, a number of whom were living in Minnesota, whom the group knew to be disillusioned and not fully integrated. The online strategy to woo these young men involved powerful YouTube videos led by well-spoken Westerners, which look like mini TED talks. One featured a Somali (with a good American accent) using inspiring rhetoric and funny anecdotes to extol the virtues of fighting for his grandfather’s land and bringing an end to the suffering—which the West had created. Over 150 young men ended up setting off for Somalia to join the group (many of whom were, however, stopped at the airport by law enforcement authorities).

Social media is itself extremely useful in disaggregating populations in order to finesse online campaigning. A 2016 Rand study revealed how sophisticated some extremists’ social media usage is. Profiles will be pored over in order to learn how best to target susceptible individuals or groups, based on certain defining factors (such as religion, race, ethnicity, and even location)—a technique known as “narrowcasting.” Webpages, videos, images, and information can thereby be tailored to appeal to a specific group or individual. The young are often in the crosshairs. And the terrorists intensely scrutinize these websites and precisely calibrate their responses to “the way a pedophile might look at those sites to potentially groom would-be victims.”24

Islamist groups are also using advanced metrics and tools to examine their engagement and analyze which campaign messages resonate with key audiences. Traditionally, this entailed on-the-ground research conducted house-to-house, neighborhood by neighborhood—and that does still go on. However, rather than relying solely on grassroots supporters pounding the pavements, the shrewder groups are now complementing that information with data drawn from crowdsourcing and hotspot-mapping social media programs, allowing them to tabulate opinions and sentiments on a street-by-street basis. Similar to Pew Research Center polls and Nielsen ratings, online analyses of hard data help to quantify patterns of sentiment and statistical views on key issues. Enhanced search engine optimization (SEO) tools comb blogs, chat rooms, Twitter feeds, Facebook posts, YouTube comments, and Google queries for keywords. A wide range of Islamist political entities can then use these metrics to help them decide upon a range of strategies, from where best to invest advertising dollars to get more clickthroughs and views, to what line an entire political campaign should take.

The flipside of creating an image is being reactive to the demands and desires of an audience—and, in a sense, creating that desire. From the earliest years of social media, and in contrast to secular parties and certainly to ruling governments, Islamist forces have been acutely receptive to their audience. The clips of sermons and lectures issued by the Islamists in the early days were essentially mini outreach programs or encapsulated some other form of feedback based on audience concerns. These quickly morphed into thousands of Islamist-sponsored blogs and Q&A forums where citizens could interact with each other online, drawing unprece-dented numbers of interested participants and eventually supporters. Incumbent governments offered nothing comparable, because this sort of citizen is not exactly desirable from a ruling party’s standpoint: there would be too many questions they didn’t want asked, let alone answered.

Islamists and extremists are using sophisticated online strategies to reach and react to their audience—getting what they want by giving the people what they want. Al-Shabaab has gone much further than jihadi videos. It made a major online play for the attention of the establishment via its English-language Twitter account, and not only by tactically updating the precise locations and movements of various engagements (see Chapter 1). @HSMPress has also set itself up as a press organization and a legitimate source of knowledge—a news feed that explicitly decries journalists whom it feels have a biased view of what is “really” going on in Somalia. Under its numerous Twitter handles, the HSM Press Office charges journalists “to verify and double-check their sources instead of regurgitating unreliable accounts often from subjective media” and even warns its followers not to expect impartial reports from the “Kafir media” about the mujahideen.25 It engages in overly obvious fact-checking and rides high on whistle-blowing. The irony of an extremist organization touting itself as the lone voice of objectivity is not lost on the West. But it is an extremely effective strategy, despite the frequent suspensions of its various Twitter accounts. By establishing itself as the source—sometimes the only source—of the “truth” that the good citizens of Somalia deserve and desperately need, al-Shabaab achieves a legitimacy it could not otherwise dream of.

Religious civic groups also connect with more militant groups—even religious political parties that use extra-electoral means—to leverage legitimacy, and because the latter can provide security, which is a limited good. For example, pro-Palestinian Twitter feeds—such as @PalinfoAR, @felesteenonline, @qudstvsat, and @alresalahpress—often perform outreach on behalf of Hamas, using the hashtag #Hamas, and publish information relevant to the organization. In turn, these civic groups have the ability and flexibility to create and amplify awareness of Hamas across a wide spectrum. Hamas’ strategy here is to cultivate its “fanboys” and grassroots base. And the group has found considerable success across its social media platforms, receiving 140,000 mentions a month, while #Hamas appeared over 30,000 times.

Round-the-Clock Recruitment

Hezbollah’s E-militia is a 24/7 dedicated team of twenty-five to thirty online operators who are producing, generating, and reposting content that promotes the group’s campaign ideas. Hezbollah’s social media HQ is a room filled with computers, servers, and large-screen TVs, all monitoring data—a command center for cyber warfare, though its operations are primarily geared toward recruitment. Lacking the kind of coordinated force enjoyed by the Muslim Brotherhood, Hezbollah’s team tactically befriend susceptible groups, seeing in them potential members of the organization, establishing trust before beginning to spread the organization’s message. This is much like its offline tactics: social media simply gives Hezbollah a broader audience of potential friends. And the tactics are working: the group’s Twitter handle, @almanarnews, had 8,000 followers in 2012, and now has over 470,000.

Groups such as al-Shabaab and Boko Haram also rely on “fanboys” to amplify, repost, and retweet content. Between 600 and 700 loyal grassroots supporters are tasked with spreading content organically within two to four hours of an initial posting on YouTube—through manipulating the number of views, reposting, tagging, linking, generating chatter on other platforms, and so on. In Lebanon, Hamas, which has a sophisticated social media team, will often post the URL of its YouTube videos on a variety of Arabic-language blogs, daily newspaper comments sections, and American University of Beirut student pages as well as user-generated chat rooms and web forums. It is a laborious but necessary task if Islamist propaganda—which so often violates established social media platforms’ terms of service—is to evade removal, but also achieve penetration.

These sorts of platform limitations are one reason why many Islamist organizations operate across a number of social media platforms concurrently. Increasing clampdowns by Facebook, Twitter, and YouTube are pushing Islamist groups further afield to the margins of the web, and they are using decentralized and less popular social media networks such as Diaspora and Friendica to spread propaganda.26 These sorts of sites, functioning with open-source software and existing on private servers, make third-party oversight more difficult but do not deliver on the audience front.27 Extremist groups like ISIS tend to use them as jumping-off boards, developing content before repurposing it elsewhere. Either way, the variety of approach contributes to the overall impression of determined and concerted campaigning.

Groups that stick to the main networks hit them all hard. While some sites will obviously appeal more to certain audience segments than others—Ask.fm and Facebook are used to reach a younger audience, for instance—a lot of the time the across-the-board bombardment is geared simply to grab and then retain the attention of social media users wherever they can be snagged. ISIS’ multipronged approach using Twitter, Facebook, and Instagram not only increases the likelihood of material being seen (either searched for or stumbled upon), but creates a feedback loop that can ensnare social media users, and gives adherents even more incentive to remain active online. And the content is coming twenty-four hours a day—often documenting in real time what those twenty-four hours have held and will hold in store for mujahideen fighters, as with the popular series “Mujatweets” (popularized with the Twitter hashtag #mujatweets) launched by ISIS’ al-Hayat Media Center in 2014.

It’s Catching

The golden ticket for online Islamist and extremist groups is to “go viral.” Karine Nahon and Jeff Hemsley define this as being “where many people simultaneously forward a specific information item, over a short period of time, within their own social networks, and where the message spreads … to different, often distant networks,” until the content has reached a widespread audience and is no longer shared.28 There is, then, no explicit threshold that defines viral content. “Going viral” is more a process than it is a particular “moment.”

Islamists and extremists employ a number of strategies to encourage the “virality” of their content. First and foremost, they are expert manipulators of SEO and the use of popular search terms and key phrases. Almost all parties know how to optimize YouTube video descriptions to make their videos as discoverable as possible. The Parti Islam Se-Malaysia (PAS) in Malaysia will often paste a list of politically loaded terms—“revolution,” “change agents,” “oppression,” “dictatorship,” “struggle,” “tomorrow is today”—underneath its videos, a fundamentally effective SEO tactic which helps to broaden their audience. A more aggressive strategy used by some groups is to deploy keywords and phrases that are related to current events, but completely unrelated to the actual content of their posts, in order to artificially generate user interest and hits, such as, in 2014, ISIS’ use of #worldcup.29

More sophisticatedly, religious organizations, extreme and liberal, which have long used soccer camps and other youth groups to mix fun and play with serious religious rhetoric, have today shifted this tactic to the web. Some organizations might host a server for a popular video game or promote youth publications. LeT used comic books to get their message across, and, although ISIS has not yet got around to actually creating a playable version, its 2014 Grand Theft Auto-style shoot ’em up trailer—so innovative it garnered international media coverage—points to what might be possible. The cleverly constructed PR strategy of smuggling extremist subject matter in “cool and entertaining” content has become so prevalent that we are now almost inured to it.

Incentivizing online engagement is a critical strategy for extremists—and one that the counterterrorism community has been slow to catch on to. This includes the “gamification” of online discussion forums and websites—that is, the encouragement of online users to compete with each other to gain status-based rewards. Virtually every hardline Islamist web forum now uses a points-based game system. Users can compete for badges, access to higher levels, more “reputation,” and sometimes even physical prizes. Websites might reward those who post most often or with most extreme or fundamentalist content, and who might then gain, on sites such as the leading extremist forums al-Fida and Shumukh al-Islam, the revered status of “Mujaheed.”30 More “rep” points can mean anything from a differently colored name, to a longer e-signature, or access to more information, and even becoming a site administrator.

Anwar al-Awlaki, an extraordinarily influential US-born religious extremist who was one of the leaders of the al-Qaeda affiliate in Yemen until his death by a drone strike in 2011, played the gamification game expertly both online and off. He urged those in his online forums to increase their participation, and also jocularly assigned grisly tasks to readers of the notorious English-language magazine Inspire, such as “make a Bomb in the Kitchen of Your Mom” and “pull off Mumbai [attack] near Whitehouse till martyrdom.”31 Most crucially, al-Awlaki realized that he himself was a prize to be won: messages and videos from him were traded like baseball cards, and personal emails from him (or what were deemed to be so) could make the difference between acts of terror remaining at the level of discussion or becoming real. Al-Awlaki was known to have encouraged a number of extremists (allegedly, the shooter at Fort Hood in 2009, and the 2010 Times Square bomber) into real-life attacks, though there is little research into gamification’s specific role in the translation from the online world to reality. Whatever the connection, the game-related aspects of competition and reward do motivate people to return to such sites and to stay there for longer, prolonging their exposure to extremist ideology.

Click to Mobilize

Islamist political parties are also keen to attract and motivate followers to take action—that is, to vote. I witnessed the crucial elections of 2013 in both Malaysia and Pakistan, and in both cases social media played a key role.

As befits a system often described as “electoral authoritarianism,” the Malaysian electoral campaigns offered a veritable showcase of governmental scrutiny, scaremongering, and crackdowns, and the opposition’s fleet-footed non-mainstream media tactics that ultimately helped to secure them victory. Against the ruling coalition Barisan Nasional’s menacing, but rather desperate, reports (published in conventional news outlets) of “experts” warning readers that they were living in a “bubble” that was “devoid of reality” if they spent too much time online,32 opposition forces proved how effective online mobilization could be. So, while the UMNO and its pet news outlets (such as the laughably pro-government New Straits Times)33 predictably badgered and hectored, painting the opposition as a bunch of untrustworthy hooligans whose campaign slogans were slanderous at best, and could possibly ignite an ethnic civil war, the opposition groups reached out through alternative online channels to a youthful demographic they knew could change the course of the election.

The opposition’s successes in the past two elections (the upcoming election in 2018 will be significant) were accompanied by, and perhaps even dependent on, the explosion of alternative media outlets. In the historic 2008 elections, Malaysian voters could access a wider variety of news sources than ever before, including indigenous online newspapers like Malaysiakini.com, global news sources such as Al Jazeera, and numerous blogs from across the political spectrum,34 including that of the former prime minister Dr. Mahathir Mohamad (who himself blogged about UMNO’s iron grip on the country’s media and free speech a few months later).35 The government’s online presence was rudimentary. But still, internet media during the 2008 elections was top-down, unidirectional, very much Web 1.0. It was not until the 2013 general election that Malaysian political parties began to recognize social media as a game-changer. In fact, Prime Minister Najib Razak declared it Malaysia’s “first social media election”36 and even said he would pick UMNO candidates for parliament based on the strength of their social media presence37—a clear statement about what he deemed to be a vote-winner.

Social media was crucial to attract and convince the millions of new voters who were under the age of forty, most of whom (90 per cent, according to one study) preferred it over newspapers or even television as a news source.38 The platforms were also seeing an explosion in user numbers, with 2 million using Twitter (up from 3,000 in 2008) and more than 13 million on Facebook (up from 800,000 in 2008).39 Crucial to the strategy was to genuinely interact with voters, who wanted to hear from their politicians not via formal speeches or pre-scripted television ads, but through direct and (seemingly) unmediated contact over the internet. Thus, whereas the then prime minister and chair of UMNO, Najib Razak, simply used Twitter to update his 1.7 million followers on government initiatives and economic growth, retweeting from a few select feeds, the opposition leader Anwar Ibrahim followed almost 15,000 accounts on Twitter (in contrast to Razak’s 129) and used his far more frequent tweets (which gave the impression of being self-penned) to interact with other users, including his wife and daughter, who are also politicians. Despite having less than a quarter of Razak’s followers (only 400,000), Ibrahim won the Twitter war.

Another crucial strand was the tone of social media interactions. Ibrahim’s party, PKR, scored a hit with an August 2013 Facebook post featuring a Photoshopped version of the poster for the hit 2011 movie KL Gangster, replacing the faces of the movie’s stars with those of UMNO leaders. It received nearly 800 “likes”—a number no post on UMNO’s more staid and predictable Facebook page ever came close to. Even naughtier was the DAP’s parody of the globally ubiquitous “Gangnam Style” music video, titled “Ubah Rocket Style” (ubah is Malaysian for “change”: it references the Pakatan Rakyat party’s GE13 campaign slogan). The video, shot on location all over Malaysia, touches on a number of serious social issues (such as the rising cost of living, business scandals, environmental concerns, and military armament) as it follows DAP mascot Ubah the hornbill as he fights corruption and crime.40 It has been viewed over 530,000 times on YouTube alone—a moderate hitter compared to other videos on the DAP YouTube channel, one of which has been played over 800,000 times.41 No videos on UMNO’s YouTube channel come anywhere close to that figure, and many fall far below it.42

Bizarrely, the spiritual leader of PAS and undisputed political king of Malaysian Facebook, the late Nik Abdul Aziz Nik Mat, did not make much effort in capitalizing on the attention of the 1.8 million who “liked” his page (700,000 more than Prime Minister Razak). Nik Aziz’s posts were regularly the most liked, most commented on, and most shared of any Malaysian political figure. One post from September 9, 2013, discussing his efforts to combat corruption in the state of Kelantan, which has been governed by PAS since 1990, was liked more than 13,000 times, shared by nearly 2,000, and received more than 500 comments. It had no flashy graphics, and its subject matter and style were serious (and a little dull)—but that did not matter. The PAS knew that its constituency was older, conservative Malaysians living in rural districts—exactly the group least likely to be web-savvy, or even to have internet access.

However, noting the Arab Spring’s demonstration of the power of social media, and political campaigns across the MENA and SCA regions, the PAS has established a strong online presence since the elections in 2011. With opposition parties attempting to portray the PAS as a dangerous, extremist Islamic group, it is downplaying its religious identity. The PAS has shifted attention away from the racial and ethnic problems perpetually focused on by other parties, and which the Malaysian public is growing tired of, to the corruption and authoritarianism of Malaysia, and to economic issues—a central reason for unrest among younger populations.43 Its Turun (“Bring Down”) campaign hosted many small rallies in local communities of every state, which culminated in a large protest in Kuala Lumpur. A great deal of the party’s resources is put into achieving direct interaction with individuals, often from the poor and the middle class. The PAS now has considerable presence on five or more social media platforms, including Twitter, Instagram, and WhatsApp as well as Facebook, and it is a great facilitator of online discussions, even if it does tend to the emotive rather than remaining issue-driven.44

These strategies for mobilizing mass support were all learned from other political campaigns, and particularly emulated Egypt’s Muslim Brotherhood and Pakistan’s Imran Khan. I was in Pakistan for the run-up to the 2013 national elections and observed at first-hand the extent of that mobilization. Imran Khan and his PTI party ran their campaign on an anti-corruption platform and the core message was how they would clean up the establishment. The media-savvy PTI’s digital strategy was built on a series of before-and-after photos of Pakistan, showing the old (signs of corruption and abuse) and the new (PTI’s work in communities, visions of a better future). This culminated in a YouTube montage depicting a number of blatant voting irregularities at polling stations alongside photos of booths in PTI strongholds. The contrast between corruption and legitimacy could not have been stronger, and resonated with a population one of whose major complaints was the lack of transparency in past elections. With a governance system incapable of monitoring election corruption, PTI used this visual material to launch a campaign to encourage ordinary people to report any electoral irregularities. And they came through in force: within a day the clips were appearing on primetime TV throughout Pakistan. PTI had successfully crowdsourced election monitoring. The national outrage was immediate. As a consequence, for the first time in its history the Election Commission nullified returns in eight fraud-prone districts and ordered a revote. The video proof of election deceit was a powerful boost for Islamist candidates in the 2013 election. In more than one way, social media mobilization had won the Islamists votes.

Righteous Defenders

Muslim communities pre-date the establishment of any modern state. For the majority of citizens within the Islamic world, their faith identity can supersede support for any political party or party line and even outdistance the loyalty they have for their native land. It is certainly no secret that most voters who are drawn to religious confessional parties give their support out of adherence to Islamic principles. Thus, with this religious-driven support behind them, Islamic parties have a distinct advantage in battling nearly every secular ruling party or government of almost any nation—and social media has become the main instrument of change, the key enabler.

Islamists and extremists know that the seismic political effects they desire and often achieve do not always have purely political roots. Islam plays a crucial part. And so politicians of every stripe (secular or religious) vie over gaining the support of imams—key influencers who are enormously popular on borderless social media. Imams, unsurprisingly given the patronage networks, usually support religious parties. One imam in Nigeria, however, made a stand against it all. He spoke out against the use of social media campaigning by political parties in the run-up to the country’s March 2015 elections, condemning the practice of disseminating propaganda while gathering information on voters, and calling on the youth of Nigeria to take to social media to challenge their politicians’ electioneering. He also accused politicians of recruiting, even bribing, other local imams to include political language in their sermons, in person and over social media, and was outraged that imams were giving their support to “the highest bidder.” It appears to have been a lucrative business.

Whether it is downplayed or put front and center, barely referenced or saturates outreach messages, Islamists’ and extremists’ campaigns often draw on their status as defenders of their faith, or at least of their people’s identity. This zealous mobilization is most often seen in times of crisis, such as when Islam is felt to have been insulted—often by events that have happened overseas, and which only come to exert the pressure they do because of social media. (See also Chapter 4.) One such outrage was committed on March 20, 2011, when Florida pastor Terry Jones put the Koran “on trial.” He found it guilty of harboring a “dangerous religion” and burned a single copy. Islamists and extremists immediately seized upon this otherwise isolated stunt, committed by a maverick figure, which had been largely ignored by US and other international media (though Islamists claimed falsely that Jones enjoyed popular support in the United States).

Non-mainstream and online Islamist-dominated news sources were crucial in mobilizing action around this event. The UK online newspaper Asian Image, which caters to Britain’s South Asian community, first reported the story, having previously featured news of Jones’ plans to burn a copy of the Koran.45 Online articles like this are easily shared, and there is clear data to show how effective they can be. Pakistani media had also given extensive coverage to Jones’ earlier intentions,46 but the Punjab Assembly beat the media to it, issuing a statement condemning Jones less than forty-eight hours after the burning took place. Many got the story directly from the internet. Religious leaders almost immediately began to call for action. An Urdu-language newspaper controlled by the Islamist party Jamaat-e-Islami wrote on March 23, “The Muslim world should take serious notice of the filthy act of the US pastors. They should not only protest the incident, but also demand punishment for the cursed pastors. It should be remembered that this act too is a part of the crusade war.” The first protests took place in Pakistan on March 23, only a day after the news had broken, and were led by representatives of extremist groups and right-wing political parties.47 On March 25, 2011, the first Friday after the Koran-burning took place, thousands of Pakistanis throughout the Sindh province joined protests that had been organized by the local head of Jamaat-e-Islami.48

News of the Koran-burning took a little more time to fully penetrate Afghanistan. The then President Hamid Karzai made a televised statement on the evening of March 24, calling on the United States to prosecute Jones, and made another speech about it on March 31. The Koran-burning was discussed on television on March 27, yet, according to BBC World Monitoring, it was far from the most important news item that day. The much more violent protests in Afghanistan were therefore entirely unexpected. On April 1, 2011, a demonstration over the burning of the Koran escalated into a riot, and a mob stormed the United Nations building in the northern city of Mazar-i-Sharif, killing seven UN employees and five Afghans. Although there had been some “traditional” media coverage of the Koran-burning in the Afghan press, the real fan to the flames had been the three mullahs at the Blue Mosque who had devoted their Friday sermons to the incident and urged their congregants to begin protesting for Jones’ arrest.49 Protests also took place in other parts of Afghanistan as word of both the burning and the unrest spread via online networks and word of mouth. High-profile condemnations of Jones’ actions by the US president, among others, did not calm the violent demonstrations, which continued for two days. Hezbollah placed a bounty on Jones’ head. Later, Iran’s foreign minister called Jones “evil and an apostate,”50 further contributing to the anger surrounding the pastor’s actions.

The situation was exacerbated when, on February 22, 2012, US soldiers stationed at the airbase in Bagram, Afghanistan, burned several copies of the Koran, apparently by accident. Afghan workers there noticed the charred books and notified an Afghan commander. The country’s media seized on the incident, again enflaming a population already sensitive to and primed by the Koran-burning coverage the previous year. The airbase was besieged for days, and deadly riots sprang up across the country. There was extensive reporting on the incidents and the protests on Afghanistan’s most popular independent broadcast outlets, including Dari-language 1TV and broadcast outlets based in the Kandahar province, which may have incited protests in southern Afghanistan, the Taliban’s traditional stronghold. It is important to note that reactions in the mainstream media were mixed. Some, including prominent political figures, propounded an anti-US stance; 1TV quoted Afghan MP Mullah Tarakhel as chanting “Death to America, long live Islam,” while another member of parliament, Abdul Sattar Khawasi, claimed that “we will make a decision, we will ask them to declare jihad against America.” But many other media outlets urged restraint, and featured apologies by US and International Security Assistance Force officials. Even President Karzai, while he condemned the incident, refrained from the anti-US rhetoric he sometimes employed. Nevertheless, the outrage and violence went on—precisely because of the mobilization of Islamists and extremists.

Many recognized at the time and subsequently that the furor over and actions against the burnings were the work of Islamist and extremist organizations. Kandahar ex-member of parliament Yunus Fakoor said radical religious groups were pouring oil on the fire for their own purposes: “This is not a defense of faith. They are exploiting the religious feelings of people.”51 Islamist political parties seized on these events as opportunities to advance their cause—as a way to recruit financial supporters, volunteers, and votes. They also played themselves off against their governments, whom they chastised and condemned for not taking a stronger stance against those whom they viewed as “defamers of Islam.” The extremists’ strategy lay in playing up reports (both true and false) about the Koran-burning in order to stir up the innate emotions surrounding the holy book to incite a sense of outrage, even of hatred—to agitate a reaction that would conscript and drive warriors to jihad. There were also political points to be scored. That same day, the Taliban stated on its “Voice of Jihad” website that 6,000 protesters in Jalalabad in Nangarhar province had chanted “Death to America,” “Death to the puppet government,” and “Long live the Taliban”—and so were clearly in favor of the Taliban’s return to power. It claimed that the US military’s Koran-burning increased its popular support.

However, for many Afghans who took part in these 2012 riots, it was not about supporting a particular organization, but a matter of principle—a case of mobilizing against “the enemies of our soil, our honor, our country, and our religion,” as one protester told pro-government Kabul News TV on February 21. Islamist groups not only rally supporters but also encourage and in some sense co-opt their constituents’ moral judgments by mobilizing around the rhetoric of justice and “right and wrong.” Social media offers the potential for greater numbers of citizens to be exposed to, and gravitate toward, Islamist and extremist messages of the struggle between “good” and “evil.”

Key for both Islamists’ and extremists’ defense of Islam is an anti-West stance that is founded on the legacy of imperialism as much as on the West’s more recent forays into Iraq, its support for Israel, or a fundamental clash of value systems. Churchill himself had written a manual for dealing with the tribal regions separating Pakistan and Afghanistan, with undertones of bringing “civilization” to the tribal peoples. The Koran-burnings were seen as yet another instance of white imperialists—Christian and/or Western military—interfering in the region. Islamist organizations’ strategy of associating present-day American soldiers with the British occupation of Afghanistan a hundred years earlier resonated with many.

ISIS is the most prevalent manipulator of this anti-West rhetoric. Alongside more abstract concepts like honor and duty, or assurances of the financial gains to be had from military service, or the “coolness” and excitement offered by a military lifestyle, ISIS recruitment videos turn to history. One YouTube video entitled “The End of Sykes–Picot” is presented in fluent English by a Chilean man, Abu Safiya, who wields an impressive knowledge of the Sykes–Picot Agreement and of the workings of the current American government. ISIS’ social media campaign also focuses on current controversies in the Western world—inequality, seemingly widespread depression, and so forth—and then highlights how its converts have overcome the deficiencies of the modern world through jihad. The European converts so prominently featured in its videos draw on many of the grievances about military advancement and intervention in the Middle East, and emphasize governance and fighting against imperialism. Digital strategies work best when they play upon inbuilt identity grievances like those surrounding the perceived imperialist motives of foreign powers. And Islamists and extremists are able to draw on this rhetoric in a way in which other political organizations do not, or cannot.

Unlike secular parties, the Islamists can call on religious iconography and traditions to entice members into the fold. “God is on our side,” they claim. In their campaign rallies, they can say that a vote for their cause is a vote for God. As many Jamaat-e-Islami rallies would put it, “God was campaigning for them.” A vote for them would not only lead to a good outcome in this world but also in the afterlife.

Getting people to believe their messages of morality and justice is, of course, a two-pronged boon for Islamist parties. Not only do they spread the word of God, but they spread their own words too. Campaigns based on their own “goodness” (religious and otherwise) paint their opponents as “evil,” and with the full force of faith. Social media allows Islamist parties to increase their audience, and also to influence it, as other political movements are not able to. This is one of the key goals of digital engagement. Using social media to mobilize followers to their cause, spread messages, and, in some cases, to make prescriptive statements on moral and religious principles, Islamist and extremist groups have expanded their presence online. It is, for many groups, a position of real power—which they are increasingly wielding directly against their enemies, using the digital strategies that served them so well in the past.


THREE

GUERRILLA WEBFARE

“YOU SHOULD HAVE seen the explosion!” exclaimed Salman, a seventeen-year-old Taliban foot soldier.1 It was August 2015, and he had just assisted in blowing up two NATO armored cars on the “White Road” in Afghanistan, having hacked NATO’s systems to ascertain its soldiers’ location and movements. After two difficult years of training in code and software development, especially encryption detection programs, this poor farmer’s son had become adept at using technologies developed on the other side of the world. Information itself had become weaponized.

Salman had meticulously planned the attack using new software stolen from the British military which had allowed him to break into NATO command’s main computer system. It was a simple matter to ascertain planned routes and track movements of response forces. What’s more, Salman was able to plant viruses in the mainframe computer which disabled NATO field operations for more than a week.

Using geolocation information gleaned from the hack, Salman’s team hid an IED along a curve in the road, which was detonated as the armored cars drove over the spot. “We had guns set up on both sides of the road,” Salman explained. “When some of the bastards tried to get out of the burning wreckage, we cut ’em down.” The attackers salvaged some gear, including a laser pistol-sight and a handheld computer. This was how they proved a mission had been successful—by bringing back the enemy’s belongings, not just pictures of the dead.

Salman also employed his cyber skills to help weed out those disloyal to the cause. One time, it was suspected that a Western spy was operating within the Taliban. This mole was gathering information about plans and strategies, then passing it on to his CIA handler. Salman was put on the case. He quickly discovered the traitor’s identity and bugged his computer, tracking all of his online activities. Some days later, a Taliban gunman followed the spy to a train station in Islamabad, where he was gunned down in a men’s room.

* * *

Information has become weaponized in more than one way. Many Islamist and extremist groups now use their digital expertise to hit their opponents, be they governments or competitors, where it hurts: online. Having mobilized a digital support system, they can cripple their adversaries. This chapter lays out the tactics, strategies, and unintended consequences of a multitude of cyber-attacks, information wars, and faceless guerrilla “webfare.”

Prepping the Soil

Having visited Malaysia a number of times, during the 2013 presidential elections I saw how central to the political struggle social media had become. Any country whose prime minister tweets to more than 3.7 million followers, ’grams to 50,000, blogs on his personal website, and has received more than 4.8 million likes on Facebook (when the Indonesian premier musters a paltry 700,000 despite having a population ten times the size), obviously takes social media very seriously indeed.2 Perhaps even more impressive is that the main opposition leader, Anwar Ibrahim, is also prolific online, boasting over a million Twitter followers and maintaining a high level of engagement despite his politicized incarceration. In 2013, I interviewed candidates, aides, managers, and campaign workers. It became clear that social media was an important weapon in their twenty-first-century arsenal—and that it had changed the tactics of the battle.

It has also transformed the experience of ordinary Malaysians. One young Islamist has spoken about social media sites like Facebook and Twitter offering “a secure place we can inhabit without fear or censorship. In fact, social media is our weapon and a place where we can all engage in discussion and take on pro-government forces without worrying about tear gas or a police beating. It is our virtual army … Without social media, we’d be back in the Stone Age.”3 The weapons of resistance may be new, but the history of using such tools is a long one.

Islamists were early adopters of social media and cyber warfare due to historic restrictions placed on them by the authorities. For instance, in many countries (such as Saudi Arabia and Egypt), Islamists were not permitted to congregate in public; their public meetings were banned or members would be arrested. “Meeting” online was a good workaround, and they came to the internet with a close knowledge of covert operations. So too, for the more militarily minded of the groups, the acquisition of physical weapons was difficult and very risky, especially for new recruits: cyber warfare offered different ways to get back at their oppressive governments. The Islamists’ previous underground status had already led to their embrace of technology (such as audio cassettes—see Chapter 4) in order to spread their message and avoid detection. Subsequent generations, emanating from the middle classes and educated to university level, have the capacity to migrate these tactics online, as well as often the more specialized skills in technical computing and software development to mount very real and serious attacks.

Cyber Pearl Harbor

The cyber realm has today become an operational domain in the military sense, just as air, land, and sea are. Cyber-attacks really do mean war. Since 2012, the US has been warning of—and recognizing its vulnerability to—a “cyber Pearl Harbor,” a devastating bolt from the blue that could change the whole course and outcome of the war currently being fought to protect American online security.4 Governments, intelligence officials, and policymakers nowadays all recognize this new threat, which, like physical attacks, could disable communications systems, power plants, electricity transmission systems, and so on, and might demand a counteroffensive or even pre-emptive strikes.

It is clear to many that a significant proportion of such strikes are emanating from the Middle East and South Asia. Indeed, that warning of another “cyber Pearl Harbor” came from the then US Defense Secretary Leon Panetta in a speech made in October 2012 in the wake of two ruinous cyber-attacks. That summer saw the most destructive online offensive on the business sector thus far when the “Shamoon” virus infected almost 30,000 computers at Saudi Arabia’s state oil company, Saudi Aramco, collecting information on the firm’s refining capabilities via a keystroke logging system, and then disabling the infected machines.5 The religious hackers identified themselves as the Cutting Sword of Justice (there is some evidence that the attack was carried out by Iranian militias upset about sectarian rivalries developing in Saudi Arabia), and left their calling card on each affected computer: an image of the American flag on fire. That September, too, the US was hit directly: a distributed denial-of-service (DDoS) attack denied customers access to the websites of nine US banks, including the Bank of America, Wells Fargo, and JP Morgan Chase, for several days. The Islamic hacktivist group Izz ad-Din al-Qassam Cyber Fighters, a group with links to the military wing of Hamas, claimed responsibility.

There have, of course, been many more cyber-attacks on Western governments and major companies emanating from all over the world—China, Russia, and North Korea being most recently in the crosshairs of the US administration.6 Yet, although the law is trying to catch up with the new crime (even in defining what it is), and judicial cases and sanctions are under way in international courts, there have so far been no instances of direct military response to cyber threats. Thus, although it is not necessarily the case that governments will always respond to cyber-attacks in cyberspace, for now the difficulty of ascertaining attribution and location, and fixing a definition of a serious cyber-attack in international law, means that opposition groups and rogue states view this type of warfare as an opportunity to inflict serious damage with little real consequence.

New Battle Formations

A range of actors—authoritarian states, pro-government sympathizers, anti-government protestors, hackers, intelligence services—go head-to-head on the information battleground. Cyber-attacks enable everything from the quashing of dissent and the furthering of political motives to the takedown of websites and infraction of online security networks—with very public outcomes.

This chapter outlines the key cyber threats—including DDoS attacks, malware, hacking, and surveillance—and examines who is using them, against whom, for what purpose, and to what effect. Each has potentially devastating results, be that Islamists and extremists exacting leverage on governments and international actors, or governments protecting themselves by closing down on their opponents and populations at large. Rivals are squaring up against each other wielding the same digital weapons.

The Online AK-47: DDoS

Easy to use and the most common weapon wielded by Islamists and extremists against sitting governments, denial of service is the AK-47 of the cyber war. DDoS attacks have the addition of being “distributed,” in that they originate from many different sources rather than just one. These e-assaults target websites or networks, flooding them with server requests or visits and overloading their capacity, thus preventing users from accessing them. In a sense they function similarly to physical protests insofar as they block access to a desired “location” on the internet, bring attention to the site, and spread a group’s narrative.7 While visiting Malaysia’s federal administrative capital, Putrajaya, to monitor the run-up to the 2013 elections, I witnessed an Islamist hacker squad temporarily knock out the official website of the ruling UMNO party. This DDoS attack served as an embarrassing event for this one-party state which had been in power ever since obtaining independence. A group of advanced bloggers were further able to hack into the website and download personal information on UMNO party members. A young blogger who participated in the takedown proudly bragged: “We are doing all we can to create noise and confusion for the establishment! They are the enemy. For years they have kept us under their thumb. Now we are hitting back and it’s going to hurt.” DDoS attacks are a means of flaunting the empowerment of the previously disempowered in the faces of the ruling powers.

This was nowhere more prevalently seen than during the Egyptian Revolution of 2011. Islamists aligned themselves with (and in some cases contracted out to) Anonymous and Telecomix—loose conglomerations of hacktivists and hacker communities holding a variety of libertarian ideals, but very much dedicated to the freedom of information—against the Mubarak government. Anonymous crashed the networks of the Egyptian Ministry of Information and the website of the then-ruling National Democratic Party with its DDoS attacks on their interdepartmental computer lines.8 These included highly confidential data transfer sites dealing with accounting records, equipment purchasing, and offshore financial transactions. An angered Mubarak struck back by blocking internet servers and arresting a number of bloggers, but it did not stop the attacks. The Muslim Brotherhood simply came up with workarounds to bypass “impenetrable” firewalls.

Telecomix—another network of libertarian activists, which came together in protest against European surveillance laws—weighed in on the Egyptian efforts to “shut off the internet.”9 The group assisted in reestablishing the connection via dial-up modems in Europe, then faxed the dial-up numbers to every publicly available fax number in Egypt, effectively outmaneuvering the government’s blackout. The Muslim Brotherhood was therefore able to continue coordinating mass rallies and building on the agitation and momentum around Tahrir Square. While it is unlikely that Anonymous or Telecomix were motivated by any affiliation with Islamist groups or were in the pay of radical organizations—though Islamists have been and are members of these types of groups, given their technical expertise in the field—the Islamists had been successful in establishing an online coalition to augment their own program, which at its heart was also a freedom of speech project.

The Brotherhood’s own DDoS strategy was multifaceted. The Brotherhood had a dedicated team of coders, social media managers, and engineers working on the web. After Twitter was blocked by pro-Mubarak security forces, Google coded a “speak-to-Tweet” platform and, with help, disseminated phone numbers to the protesters, allowing access to the website and continued contact with the outside world.10 Similarly, Facebook recoded its website to allow users to livestream videos to its servers to ensure a constant flow of information to Western media outlets. Conversely, Vodafone and France Telecom—the largest mobile carriers in Egypt at the time—complied with official orders to shut off cell service to the Egyptian public, allowing only government agents access to cell networks. The companies even disseminated pro-Mubarak text messages and compiled lists of dissenting Egyptians. (Once it became clear that Mubarak had been defeated, Vodafone released advertisements in the West claiming that it had been instrumental in toppling the regime—a change of face that disgusted many who had been involved in the struggle.)11 Still, the DDoS workarounds established in support of the resistance eventually played into the political hands of the Brotherhood, who took power. One senior cleric told me, “Once we realized the dictator Mubarak could not stop us issuing orders to our supporters, and more importantly once he realized it, it was clear his regime was going to die. It just died a little faster than we had expected.”

The Islamists’ DDoS strategies have been directed against extremists as well as governments. In June 2014, Anonymous received technical support from engineers affiliated with Islamists via the Egyptian and Jordanian Brotherhood. They began planning and implementing Operation #NO2ISIS, which involved large DDoS attacks against ISIS websites and social media accounts, as well as attacks against governments which openly supported the group, in order to disrupt communication and recruitment channels, as well as potentially stymying cash flows and political power.12 These came in response to pro-ISIS groups having taken control of an Anonymous Twitter account, @theanonmessage, and posted violent and shocking images. Anonymous specifically targeted the Saudi government, which the group considers to be a major supporter of both ISIS and religious extremism in general. These digital attacks were attempts to take down Saudi servers and the main websites dedicated to financial transactions.

Extremist groups generally favor first-mover proactive attacks in order to maximize fear and surprise. But they too are growing to be more sophisticated in their DDoS strikes. The so-called Operation Ababil was launched in the autumn of 2012 by the Izz ad-Din al-Qassam Cyber Fighters, apparently originating from Iran, who claimed to be acting in protest at a YouTube video made in the West which mocked the Prophet Muhammad, called Innocence of Muslims (see Chapter 4). The group promised to continue the assault until the film was taken down.13 Their goal was to at least threaten Western centers of power and show that rebel groups could use the cyber world to level the playing field. Their DDoS campaign targeted American financial institutions. Each new “phase” of high-powered DDoS attack shifted targets and grew in complexity and sophistication, from the “traditional” means of flooding sites with network traffic, to more focused directing of their packets to where most of the banks’ online business is conducted, and precursory “probing” of sites with four-to-six-minute bursts of requests to see if they faltered—and then returning days later to the ones that had showed weakness. The evolution of the group’s strategy was, it said, in response to the banking institutions’ improving ability to fend them off with new DDoS mitigation strategies which had been developed in the “quiet periods” between the months-long blitzes. There is a real sense that hackers and hacked are locked in a battle of wits, which doesn’t look like stopping any time soon.14

The New Navy SEALs: Hacking

Easy to plan and execute, DDoS attacks are by and large carried out by low-materiel actors against the big boys—conglomerates, companies, and states (unless the state actor wants to pin an attack on another group). Hacking, by contrast, requires high levels of expertise and is engaged in by a whole raft of highly skilled pro- and anti-establishment forces—both Islamist and extremist—to achieve a bewildering array of ends, from cyber graffiti and web defacement attacks on vulnerable websites, to the full-blown theft of information and identities.

Individual Islamist groups may hold sway in Syria, but the Syrian Electronic Army, a pro-government hacker and activist collective, has emerged as a potent force. The SEA’s Facebook site emerged only days after regime protests escalated in Syria in April 2011 and, a mere matter of weeks later, its authorized website was officially registered by the Syrian Computer Society—which acts as the country’s domain name registration authority, and was headed by Bashar himself in the 1990s having been established by his brother Bassel. This endorsement of what is in essence a hacker site has led many to believe that it is a state-sponsored group. Though SEA claimed on its webpage to be merely “a group of enthusiastic Syrian youths who could not stay passive toward the massive distortion of facts about the recent uprising in Syria,” within three weeks the group’s denial of being an official entity had been removed. These were, transparently, organized pro-government cyber-attackers.15

The SEA has perpetrated a series of hacks with the support of the Syrian regime. The group went on the rampage in 2013 and landed a major international blow when it hacked the official Twitter feed of the Associated Press and tweeted a message giving the “breaking news” that there had been two explosions at the White House and that President Obama had been injured. Within minutes it had been retweeted thousands of times, and even caused the Dow Jones Industrial Average to drop sharply. The Syrian Electronic Army had managed to infiltrate one of the largest and most respected news agencies through a phishing scam which sent impressively authentic-looking emails purporting to come from Twitter to AP employees, which, when they logged onto a fake Twitter page, then recorded their keystrokes, gathering their usernames and passwords. Other cyber-attacks perpetrated by the Assad regime and its supporters have been directed against opposition forces, with their social media accounts hacked and made to erroneously pledge support for Bashar.

ISIS claims to study social media profiles to find weaknesses as well as potential recruits; indeed, the FBI and Department of Homeland Security issued a bulletin in November 2014 warning US and Canadian military personnel to limit their social media exposure in light of the October 2014 Ottawa attacks.

For a long time the group calling themselves the “Cyber Caliphate” was thought to be ISIS’ own branch of hackers, headed by British extremist Junaid Hussain, an immensely skilled black hat hacker, who was killed in August 2015 by a drone strike. Security analysts revealed the group to be Russians using the Cyber Caliphate name as a disinformation strategy—though no doubt ISIS has gained hugely from the free publicity, which included hijacking the Twitter accounts of Newsweek, the International Business Times, and (apparently in retaliation for the killing of Junaid Hussain) over 54,000 individuals, mostly Saudi Arabians. The group also allegedly hacked the US Central Command’s Twitter and Facebook accounts, and, audaciously, launched a crippling April 2015 cyber-attack on the government-funded French television network TV5Monde, taking over its channel, websites, transmitters, and social media accounts for some hours, and replacing the TV5Monde logo on the network’s Facebook page as well as posting copies of ID cards allegedly belonging to relatives of French soldiers involved in anti-ISIS operations. The message was: “The Cyber Caliphate continues its cyber jihad against the enemies of Islamic State.”16 So, although security establishments around the world now seem confident that ISIS still lacks the ability to carry out a technically sophisticated cyber-attack, the group’s recruitment and propaganda remain unmatched—and it seems to have others who will happily do the grunt work.

In Pakistan, militant groups have hacked rival militants’ webpages. For instance, Tehrik-e-Taliban Pakistan (TTP) launched an online English-language jihadist magazine, presumably to attract Western recruits, and, as part of its digital campaign, social networks affiliated with this group carried out cyber-attacks. The pro-TTP Facebook group “Cyber Jihad Media” claimed responsibility for hacking a page supporting the TTP’s militant rival, Jamaat-ud-Dawa; indeed the group publicized the hack widely, showing off their cyber-warring prowess. Another pro-TTP page, “Bedari Ummat,” urged viewers to do their own hacking and “infiltrate” websites supporting the Pakistani military. These efforts were meant to show that individuals could participate in new ways, in the cause and movement against the “establishment.”

Hacking is not only used as a cyber-attack on enemies, or even on established connections. A considerable amount of extremist hacking is proactively geared toward stealing identity information in order to target and make contact with potential recruits, particularly the use of phishing sites to adduce, as well as to steal, personal information.

Cluster Bombs: Malware

Facebook is increasingly being used for high-stakes cyber warfare being waged by Syrian regime supporters against the opposition—specifically as a means to launch malware attacks, and yielding large amounts of intelligence on the strength, movements, and overall strategy of rebel forces. (Of course, this process is two-way: opposition forces in Syria have used malware to invade the computers and systems of Assad’s military forces, yielding much-needed tactical information.) In 2013, links to what purported to be a video about the killing of an opposition commander appeared on the Facebook page of the pro-opposition group Revolution Youth Coalition on the Syrian Coast. In fact, the link downloaded malware that allowed pro-Assad forces, who had planted the posts, to monitor infected computers by logging keystrokes and taking system screenshots.17 The internet security firm Kaspersky Labs identified the software used in the cyber-attacks, called njRAT, which is open source and relatively simple. The Facebook page had actually been hacked, too, so that when other members of the Facebook group tried to warn about the dangers of the linked file, their comments were promptly deleted. The same tactic has been used to target specific individuals via email. For instance, one administrator of an NGO was sent an email with a link to a video of the brutal murder of a civilian, again including a malware link that dropped a Remote Access Tool on the system. Even researchers are not immune: links in online articles about the use of malware in the Islamic world have themselves been compromised—and lots of articles now carry editorial disclaimers cautioning about clicking even those links. Information is dangerous.

Non-state actors are more than aware of the real and present danger of surveillance and information leakage, and so make heavy use of encryption programs to safeguard their online documents, websites, and emails (more on which below). These are, therefore, a favored target for malware. The Global Islamic Media Front (GIMF), an al-Qaeda-associated extremist propaganda organization, had to issue a warning in December 2013 that a new encryption program called Asrar al-Ghurabaa, apparently released by ISIS in November 2013, was suspicious “and its source is not trusted.”18 The Front advised its followers only to download encryption tools from its own website or the Al-Fajr Media Center. A large number of suspected malware and fake encryption programs are designed to look as though they have been developed by the GIMF, when in fact they are the work of al-Qaeda. Extremist malware programs are devised so as to keep track of rival groups, and to help in determining whether or not a communication is part of a Western intelligence operation.

Extremists can also succumb to precisely the same sorts of cyber-attack they often launch against others. Junaid Hussain may not have been the head of the Cyber Caliphate, but he was seminal to ISIS’ social media strategy and, at the time of his death, third on the Pentagon’s “kill list” of ISIS militants due to his huge overseas influence and role in inspiring “lone wolf” terrorism (including shootings in Texas). His death by drone reportedly came about when he himself fell victim to a cyber-attack. The Times claimed that Hussain had clicked on a compromised weblink sent to him on the Surespot messaging app by an undercover agent after GCHQ and its US allies cracked encrypted Islamic State communications.19

Computer viruses can also infiltrate and keep many at bay. Islamists and extremists are keen to use viruses—including, as we saw earlier, the Shamoon virus—as a weapon against impenetrable networks and state-run organizations. Malware can also be used by states against states. The US has proven that it is not afraid to pull the trigger in the cyber domain when it comes to offensive operations, the most famous example being the launch of the Stuxnet virus in 2009 and 2010, and possibly also 2008, against Iran’s nuclear infrastructure. A joint US–Israel initiative, the virus was designed to set back Iran’s ability to produce a nuclear weapon and ended up damaging about one-fifth of the country’s centrifuges. This cyber-sabotage was a NATO-defined “act of force” against Ahmadinejad, raising yet more questions about the limits of online warfare, and to what extent it is replacing traditional operations.

The Patriot Missile: Encryption

Because many extremist groups are getting blocked by social media providers, and are exceptionally sensitive to getting caught by governments and Islamist groups, they are relying more and more on encrypted technology.

In order to successfully communicate through the “underground space” of the internet, extremist organizations have made wide use of encryption programs to secure their communication networks. The first appeared in 2007 with the launch of Asrar al-Mujahideen by the GIMF.20 The program allows users to send encrypted emails from Windows and Mac for a number of purposes: general communications to their members, late-stage recruitment (that is, travel information and other instructions), or to contact other extremist sects. The encryption suite was first announced in the al-Qaeda magazine Inspire. Individual encryption keys are offered by various extremist organizations, often via YouTube, Twitter, or Instagram, which offer access to the particular organization’s account.21 Advertisements can be found in various extremist publications, which provide encryption keys for readers to be able to send questions to extremist leaders.

Following the Snowden leaks, extremist organizations harnessed information about the alleged NSA/GCHQ PRISM data surveillance program in order to better secure their communication networks. From just a single extremist encryption service existing in 2007, by 2013 there was a new one being released almost every month. Most function by generating a unique encryption key for each user, often taken from pre-existing or open source encryption programs, which allows for a focus on key users and makes timely information accessible to members. For example, Asrar al-Dardashah, released by GIMF in February 2013, allows users to encrypt messages sent through the Pidgin instant messaging client, such as Yahoo, Google, AOL, and others. The GIMF’s Tashfeer al-Jawwal, released in September 2013 (after the Snowden leaks), focuses on providing encryption for SMS messages on Android OS (Google) and Symbian OS (Nokia) mobile phones, with an updated version, CryptoSMS, released more recently. Amn al-Mujahid, released by al-Qaeda’s Al-Fajr Technical Committee in December 2013, is an encryption app for Windows that supports emails, SMS messages, and instant messages; a mobile version was also released for Android OS (Google) in June 2014.

The deepest level of online secrecy can only be reached via the dark web, in which entire websites as well as users can hide their identity and location. It employs the Tor encryption tool (or similar), and users find sites by using the same encryption tool and, crucially, somehow knowing beforehand of the sites’ existence and precisely where to look, as URLs need to be typed in directly. There are legitimate uses for the dark web (for instance, for people living in closed, totalitarian societies which block sites and online access), but it has certainly become more and more popular with terrorist groups and other Islamist units which today, because of advances in monitoring technology, can no longer simply confine their hardline activity to specific internet discussion forums, as they did in the early 2000s. Based on content analysis, it is clear that extremist recruiters are utilizing new platforms (like Diaspora) which provide anonymous IP handles and geolocation scrambling to disguise their users’ identity and protect against detection. That is not to say that the more moderate sites are now free of extremists; these are the sites that attract most people, and therefore provide happy hunting grounds for posting links to more radical content on the dark web. An example of such a site is the French-based Ansar al-Haqq, which attracts a good deal of support from women, young people, and Muslim converts, yet is a gateway site to the dark web and channels users thence. There are many trails of crumbs leading to the dark side.

Big Brother Is Viewing You

One reason why encryption is so important is precisely the widespread recognition that governments are increasingly undertaking “cyber policing,” such as patrolling websites for dissent, and general online surveillance to counter Islamist and extremist forces that they see as opposing their rule. This surveillance can sometimes be linked to kinetic attacks if the identity and location of the “perpetrator” (in the state’s eyes) can be ascertained. Hence, unsurprisingly, in 2012, as the events of the Arab Spring continued to shake the Muslim-majority world, one of the hottest mobile downloads in Turkey, Egypt, and elsewhere was an app that uses a virtual private network in order to allow anonymous surfing, access restricted websites, and hide IP addresses. Over the course of a single weekend in Turkey in June 2013, downloads of the application Hotspot Shield jumped 1,000 per cent. The app was used widely throughout the Arab Spring revolts, opening up blocked sites like Twitter and Facebook, evading censorship, and cloaking users’ identity and location.

Social media is becoming the preferred tool for state actors and government sympathizers, including country intelligence agencies, to not only monitor civil society groups and religious political parties for signs of dissent, but to attack and even ensnare them.

Nowhere was this more evident than in Malaysia in 2013. The national police make no secret of the fact that they monitor opposition blogs, on the lookout for seditious statements.22 Just a few weeks after the election, four young women were arrested for insulting Malaysia’s constitutional monarch, the Yang di-Pertuan Agong. The women apparently crossed the line in a Facebook conversation, posted on one of their walls, which had cast aspersions on the king’s honesty and talked of feeling nauseous when they listened to his speech urging Malaysians to accept the disputed election results.23 So far so (unfortunately) familiar to repressive regimes everywhere. But the Malaysian government seems to have gone much further in its cyber campaign against those it deems to be enemies. In the run-up to the 2013 general election, opposition groups and media organizations known to be critical of the government were the targets of repeated cyber-attacks. For the two weeks immediately prior to election day, it was almost impossible for Malaysian computers to access Malaysiakini.com, the oldest and most popular opposition news site.24 In March 2013, CitizenLab, an internet freedom task force, discovered evidence of spyware attached to a downloadable Malay-language Word document which listed all the candidates for parliament in the election. The document contained FinFisher, surveillance software that mimics Firefox and sends information about web usage back to its command server. Since FinFisher is sold only to governments, the group concluded that the Malaysian regime must be operating the program, and thereby censoring the internet, blocking certain sites, and even spying on its citizens—specifically, given the content and language of the document, politically minded Malay speakers (who numbered significantly in the opposition). This put pressure on the opposition.25

Even more sinisterly, the “Red Bean Army”—supposedly a group of web-savvy Malaysians who, according to Barisan Nasional, were paid by the opposition to spread lies about the government, incite ethnic hatred, and generally create disruption online—was blamed by the ruling regime for spreading rumors on social media of power cuts at hundreds of polling stations on election day. This was the opposition’s pretext for declaring the elections invalid.26 The opposition parties, however, vigorously denied that they pay supporters or orchestrate the spread of lies online, and they questioned the Red Bean Army’s very existence, of which the government had never produced convincing proof.27 The regime’s accusation that the DAP had financially supported the Red Bean Army to the tune of $30 million over five years was strenuously denied by the party, which argued that it did not have the funds to support such an operation, even if it did exist.28 The Red Bean Army is a real group, composed of paid employees and unpaid volunteers. It also represents the Barisan Nasional’s attempt to understand, and criminalize, Malaysians’ growing online activism and the new knowledge economy of the internet, in which rumors and untruths not sponsored by the government can easily circulate across a national audience.

In Bahrain, the government has turned to targeting specific individuals with arrests for their supposedly seditious social media posts.29 Predictive analysis is a main driving factor behind this monitoring, as government officials strive to counter protests and demonstrations before their onset.30

The regime in Iran was especially fearful of social media after bystander Neda Agha-Soltan was shot dead during the 2009 election protests, an event that became a rallying point for those angrily disputing Ahmadinejad’s election victory. Video footage capturing the murder went viral, and #neda was one of the trending topics on Twitter that day (despite state-controlled media silence). Time magazine said it was “probably the most widely witnessed death in human history.”31 The cause of Neda’s death was fiercely disputed, with eyewitnesses reporting that she was shot by a member of the pro-government Basij militia, while officials insisted it was another protestor (even pressurizing Neda’s parents to agree this was the case, and accusing the BBC and CNN of doctoring the video footage). Ironically, the regime’s insistence on exposing a conspiracy of misinformation revealed their own use of similar online tactics, using fake social media posts to capture and beat unsuspecting protesters.

Perhaps due to the heavy social media presence of Saudi Islamists, Saudi Arabia, one of the most rigorously policed countries in the world, is a leader in cyber patrolling and the repression of speech online. ETIDAL, the Global Center for Combating Extremist Ideology, launched in May 2017, is an attempt to build counter-narratives against extremists. But to date the focus has mostly been on censorship, and the reprisals are harsh. After Saudi novelist Turki al-Hamad tweeted that the government does not practice the correct version of Islam he was arrested and jailed in late 2012, and held without trial for six months.32 If for other countries social media can be used as a means of highlighting abuses of power, hashtag campaigns in Saudi Arabia which call attention to unpopular government decisions only enable the government and its supporters to monitor dissidents.33 Even greater powers were passed into law in 2014 with new antiterrorism legislation, ostensibly brought in to protect the kingdom from any extremist backlash emanating from Syria, as well as to distance the Saudis from recent media allegations of their funding terrorism there. Human rights groups and independent media sources have recognized this as, instead, a state-sponsored campaign against free speech; an editorial published in February 2014 on the independent pan-Arab news website Ra’y al-Yawm argued that the motive was “to silence ‘Twitter preachers,’” and, as a web statement by the Saudi Civil and Political Rights Association suggested, “not because they are hardliners, but because they direct their hardline tone toward the authorities, and not just toward society as the government wants them to do.”

What is less often seen is a more progressive approach taken by regimes in the region to reform their censorship policies. Tunisia, however, transformed itself from the “internet’s enemy” under Ben Ali,34 a country with “some of the most pervasive internet filtering in the world,”35 to lifting the majority of its restrictions on the internet, diminishing social media surveillance, and rapidly expanding online freedoms following Ben Ali’s ousting (though pornographic sites are still blocked).36

Force Multipliers

It is clear that cyber warfare or cyber terrorism is becoming an entrenched aspect of control and resistance in both offensive and supportive roles. It drives the subjugation of populations, the destruction of enemy forces, and the spread of terror-inducing violence: in other words, most extremist or military activities in cyberspace act as force multipliers for conventional military or non-state violent activity. Cyber warfare allows an Islamist or extremist guerrilla force to maintain a “command and control network”37 far exceeding its actual military force. Fingers on buttons are rapidly becoming as or more important than boots on the ground.

Cyber warfare is built on alliances: between individual activists, particular groups, hacking communities, or even hackers and political actors. Given their backgrounds—often educated to university level in computer technology or related fields—many Islamists were already members of hacking communities as they were familiar with coding and programming, making the establishment of relationships even easier and more organic. The hacking fraternity brings with it an air of legitimacy that many extremist groups have yet to achieve but, based on content the hacktivists are posting on different social media outlets, it is clear that they are steeped in their allied extremist organization’s vision.

Social media has enormous potential as a force multiplier, not only as an offensive cyber-weapon focused on out-and-out attack and intelligence-gathering. Islamist groups are consistently using social media to undermine their opponents, including other armed groups, through the platforms’ fundamental power to connect. For instance, in September 2013, fifty Islamist brigades fighting the Syrian regime merged as one coalition under the banner of Jaysh al-Islam with the mutual goal of toppling Syrian President Bashar al-Assad’s forces. Independent of both the Free Syrian Army (FSA) and al-Qaeda-affiliated bands—though funded to the tune of tens of millions of dollars by Saudi Arabia and other countries—Jaysh al-Islam appears to be positioning itself as an alternative to those avowedly secular and virulently sectarian groups, while maintaining strong ties to other anti-Assad Islamist and extremist brigades. The merger was triumphantly announced on Jaysh al-Islam’s official Facebook page, and the YouTube channel of Liwa al-Islam (a faction with which many of the brigades had previously been associated) posted a video of the announcement ceremony. Social media provides an outlet to build moral support and generate a community-like feeling during a war-torn period, and in that way contributes a supportive role to the war effort.

Affiliations built and publicized by social media can also propel independent and little-known extremist groups into the broader extremist narrative. Tehrik-e-Khilafat, another Pakistani militant group with a limited history of attacks in the Karachi area, was relatively unknown until it pledged allegiance to ISIS leader Abu Bakr al-Baghdadi via social media in July 2014. The two groups’ pan-Islamic rhetoric blends well together, with Tehrik-e-Khilafat announcing its desire to unite the subcontinent with ISIS territory via “Khurasan” (an outdated term that refers to part of Central Asia and Afghanistan—echoing ISIS’ own use of historically loaded terms such as “Levant” and “al-Sham”). Another extremist group, the Ansar Beit al-Maqdis or “Supporters of Jerusalem,” operating out of Egypt, also pledged allegiance to ISIS via an audio recording on Twitter in November 2014.38 It renamed itself “The Sinai Province,” insisting that it slotted into the larger caliphate promised by al-Baghdadi, and indeed has now become an official wing of ISIS.

Because in cyber warfare the identity of the perpetrator is so often disguised, “false flag” cyber threats—in which the real assailants deliberately manufacture their assaults to look like the work of others—are quite common, and used with intent: both to hide and to “get away with it,” but also to falsely magnify prowess and power. During their 2012 DoS attacks on the US banking sector, the Qassam Cyber Fighters claimed to be part of the al-Qassam Brigades. Forensic investigation of the code that was used revealed that, as Senator Joseph Lieberman explained, it was too complex to likely be the work of the al-Qassam Brigades, but too rudimentary to be that of Iran. It is thought that the Qassam Cyber Fighters enlisted the help of an organized cybercrime group. A more credible theory was that Iran purposefully wrote rudimentary code as a “red herring.” A large part of the Qassam Cyber Fighters’ first-mover strategy was to win the “perception war” and send a clear message.

Net Delusions

Islamist and extremist groups use digital strategies in many different ways to wage war against their opponents. It is clear that states—authoritarian more often than not in this region—also employ the same kinds of strategy in counterattacks. Cyber warfare is waged against other Islamist and extremist groups, as seen in Pakistan and Syria; to help Islamist governments, as demonstrated with the Muslim Brotherhood in Egypt; to cripple Islamist governments, as in Turkey; and against key influencers and civil society, as in Syria, Saudi Arabia, and other countries. This varied influence demonstrates the extent of these digital networks’ power. But can they be said to really make a difference—and, that is, the right kind of difference?

The major dissenting voice questioning the power of social media—particularly in the sense of it advancing civil society movements and faith-based causes—is Evgeny Morozov, with his “net delusion” theory.39 Morozov’s goal is to burst the bubble of optimism that surrounds many debates about social media. Painting himself as the ultimate social media realist, aiming to bring a dose of candid truth to discussions about the effect of digital technologies on advancing opposition movements, he argues that they make little, if any, difference. In fact, so his argument goes, they may reinforce dictatorial tendencies and keep the status quo in place; the internet makes it easier for authoritarian governments to repress citizens and abuse power, and individuals waste their time and, worse, aid and abet tyrants by limiting their engagement to a form of “slacktivism,” which has little hope of advancing real regime change. The portrait Morozov paints of technology and social revolutions is a dismal one, in which cyber-utopian ideals of information as liberator are not just rejected but inverted. He regards such cyber dreams as counterproductive, even dangerous, to changing countries’ realities. (For Morozov’s arguments about social media and charitable donations, see Chapter 6.)

While Morozov’s critique does raise important points, he fatally overlooks key phenomena, especially in the Muslim world (where he has spent little to no time on the ground), and ignores key incidents and tectonic movements (especially among Islamists) that reverse key assumptions about his argument.

The Islamic world has for decades been the scene of underground movements, because of Muslims’ inability to congregate freely. Rather than social media activism being peripheral or self-congratulatory—some sort of glorified pat on the back—digital technologies advanced entrenched political or oppositional programs. From Tunisia to Iran to Pakistan, there are many legitimate social organizations and faith-based protests that have been facilitated by social media and digital technologies. Neither the Jamaat-e-Islami, nor the Muslim Brotherhood, nor the AKP (Turkey) have become lethargic, asocial, apolitical organizations by using social media to mobilize and compete; rather, social media has complemented their grassroots activities. Social media is a tool, one of many weapons that can harness political mobilization which bypasses state surveillance and structures and presents a credible threat. But it is a viable tool, and one with real consequences.

As one Egyptian Islamist blogger told me, “No matter how powerful a government is, they’ll never be more powerful than the World Wide Web. They can’t turn that off.” The war continues.
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TRACKING TRANSFORMATION

“THE SO-CALLED ‘Arab Spring’ of 2011, which changed the political landscape of the Middle East, would not have been possible without the quantum leap driven by social networking.” So stated Rahman, a commander in the Badr Organization, a Shiite militia group based in Iraq, in March 2015.1 Growing up poor and miserable near Karbala, Rahman had been told for too long that a two-room shack, electrical outages, and meager meals scraped together on the few rupees his father earned from working twelve-hour days were the lot of his “kind.” His was the age-old rage of the have-nots—a secret fury he seldom spoke of, but which, with the new tech, outlets, and online tools offered by the social media explosion, Rahman could now put to more effective and deadly use than ever.

The new technology had propelled the Badr Organization into a powerful position. In the past, taped videos from religious figureheads would have had to be smuggled and distributed in order for a group or cause to make an impact. Disseminating the message could take nine months to a year. Activist groups would spend months signing up enough volunteers to field a small company of fighters and it was a costly, time-intensive process. Now, with the acceleration offered by social media, organizations like Rahman’s could release their videos and propaganda campaigns across a broad geographical reach instantaneously, to be viewed and talked about within minutes, with the ability to recruit new volunteers in a matter of hours.

“No, we will not relocate our camp,” a defiant Rahman firmly told his men after being targeted by enemy aircraft. They would not shrink from any conflict. Their communications team would continue monitoring and messaging 24/7 via their newly acquired SAT phones.

* * *

Much is made of the revolutions inspired—in some sense created—by social media technology in the Islamic world. It is undeniable that social media platforms have drastically changed the time and effort required to foment unrest and outright revolution in Muslim-majority nations. But to what extent? And who has it benefited?

Social media provides us with the ability to measure its own utility—it both empowers and calculates. This chapter explores revolutions and outrages pre- and post-dating the advent of social media to reveal its game-changing role, and to disaggregate the ways in which Islamists and extremists have used digital technology (or not) to achieve their aims.

A New Spring?

The series of revolutions that became known as the Arab Spring—which kicked off across the Middle East following the self-immolation of Mohamed Bouazizi on December 18, 2010 and which saw protests and demonstrations across the region and regimes toppled in Tunisia, Egypt, Libya, and Yemen—seemed to many to be an entirely new phenomenon. Indeed, the attention it received was, in part, precisely due to the innovative adaptation and effective employment of brand new connective technologies, both in coordinating the movement within particular countries as well as informing the wider region and the world. Yet in many ways it could be said that the Arab Spring began three decades earlier in Iran. In fact, for the Arab Spring (as well as for the many budding resistance movements leading up to it), the 1979 Iranian Revolution proved to be an important historical precedent, organizational underpinning, and reference point for many groups. Technology, enabling information-rich actors and effective organization, played a central role in both revolutions. Yet the different technologies that had developed over the intervening thirty-plus years made for telling shifts in the control and speed of the later uprisings.

The Right Tools for the Right Job

The 1979 Iranian Revolution, spearheaded by Ayatollah Khomeini, was the conservative reaction to the secularization of Iran under the US- and UK-supported Shah, Mohammed Reza Pahlavi. It was of critical importance because it was the first televised religious revolution in history. The TV images seen by the world would be associated with Islam and/or extremist groups for some time, and technology, however rudimentary, played a crucial part in the formation.2 It all began with cassette tapes. In 1963, after he was forced to go to Najaf in Iraq because of his opposition to the Shah, Khomeini began using cassettes to help spread the revolutionary spirit. This first involved recordings on tape cassettes, which became the “electronic minbar,” or new type of pulpit. On these, Khomeini recorded his diatribes against the pro-Western Pahlavis, gave stimulating sermons, and instructed his followers. His visitors would literally carry the cassettes back to Iran. The intention was to bypass the very specific targeting of Khomeini and his message, as well as to outmaneuver the very limited news and information environment in Iran. Although by 1977, radio covered almost the entire country and 75 per cent of Iranians had television access due to the Iranian government’s ownership of, and operation under the guise of, the National Iran Radio and TV conglomerate, there were only a few outlets supplying information across the country; and most were state-owned and subject to heavy monitoring and censorship.3 It was only after 1977—when relations between Iran and Iraq had improved, and thousands of travelers, including Shiite pilgrims, were able to visit Khomeini—that the information environment began to change. The Ayatollah’s tapes began to garner a following in Iran. Khomeini moved to Paris in 1978, where multiple tape recorders constantly recorded his sermons and pronouncements, which were then transmitted to Iran via international telephone lines. By these means thousands recorded his speeches so that, by 1979, in excess of 110,000 tapes were being passed around in circulation. With 60 per cent illiteracy in Iran in 1977, this was a creative and highly innovative use of technology to reach the greatest number of people, and it was difficult for authorities to monitor. Khomeini’s pronouncements and theocratic statements were accessible to the masses, and the emotional and politicized religious beliefs began to build a grassroots movement: “silence and apathy mean suicide, or even aid to the tyrannical regime.”4

Khomeini’s tapes were duplicated and circulated alongside Xeroxed leaflets. These information missives openly opposed the regime for its modernization, encouraged the idea of martyrdom, highlighted the country’s tremendous wealth gap, and eventually gave actionable itineraries for strikes and protests (including the general strike on May 15, 1978). More importantly, they further separated the revolutionaries from the pro-Pahlavi, pro-West faction (and other enemies), and enhanced the polarization of the movement, creating “the binary division between the mostakbarin, the oppressors, and the mostazafin, the dispossessed, the latter term neatly encompassing” the opposition.5 These leaflets were read or posted in public places (often to be torn down by the regime’s police apparatus), dropped into classrooms, and circulated at street demonstrations.

As alternative media countering state censorship and Iran’s main media apparatus, these methods clearly represented a skillful circumvention tactic to spread ideas and awareness of the revolution to key influencers and organizers. Once Khomeini recorded a tape or printed a leaflet, it could be duplicated and circulated by his followers. Understanding the limited information environment, Khomeini’s cassettes and pamphlets injected fresh ideas from an untraceable and irrepressible platform, which proved highly successful in informing, organizing, and coordinating the masses who were yearning for an outlet for expression. There was, for instance, an unusually high turnout of over 2.2 million Iranians on the streets of Tehran for the now-famous demonstration on December 2, 1978. The tapes and leaflets played a critical role in bringing out all the demonstrators and providing them with a common roadmap.

The enriched information environment which drove the Arab Spring has some important differences. In Chapter 1 we examined the participatory technology on offer in 2011. This was coupled with significant access to internet-enabled computers and smartphones across the affected countries, with a good proportion of social media take-up within those populations: 5.1 million (10 per cent) of the Tunisian population had internet access, with half of them on Facebook, and the country had 87 per cent cell phone accessibility. In Egypt, of the 18 million who had social media access, 6.1 million (19 per cent of the population) were on Facebook.6 There were also 165,000 bloggers, 25 per cent of whose blogs were political. Moreover, 65 per cent of Egyptians had video-enabled cell phones. With a large contingent of the population digitally connected, access to an enriched information environment in some form was at a majority of the population’s fingertips. The feasibility of virtually spreading a revolution increases when a sizable portion of the population is digitally engaged.

Of citizens polled in both Egypt and Tunisia, 88 per cent of Egyptians and 94 per cent of Tunisians reported getting their information from social media sites during many of the events and activities of the fateful Arab Spring. This depth of penetration led to media convergence—the ability of information to travel across platforms as well as borders—which further accelerates and disseminates revolution. As an Egyptian activist said, “We used Facebook to put together and schedule timing for demonstrations, Twitter to make sure of logistics and that everyone knew the location and YouTube to spread the message out to key audiences.” Images, memes, and tweets mixed with videos of atrocities and talking-head soundbites as well as circulating news and blogger articles. Like-minded groups easily mobilized, such as the Facebook group “We are all Khaled Said,” created when a young Egyptian activist was murdered by police in Alexandria, which attracted 95,000 followers and translated into 2.2 million protestors in Cairo’s main public squares.

Wael Abbas, an Egyptian blogger-activist, was a one-man specimen of media convergence, with his writing featuring embedded pictures, interactive sections, and video clips alongside written updates. Wael’s blog attracted over 36,000 views a month and as many as 550,000 during the key events of the Spring. The top twenty YouTube videos received approximately 6 million views each within a month of their posting. The hashtag #Egypt was mentioned 1.5 million times in the first few months of 2011, while #Jan25, in reference to the beginning of the Egyptian Spring, garnered 1.2 million mentions, with #protest amassing 650,000 mentions. In the week preceding Mubarak’s resignation, the rate of tweets regarding political change ballooned tenfold with 252,000 tweets a day within Egypt alone, and an average of 2,500 tweets a day sent from adjacent countries drawn into multiple conversations. When the government attempted to turn off the technology—quite literally blacking out the region by shutting down the internet—workarounds were found: Bluetooth, even when SMS and mobile networks were shut down, allowed activists to stay in touch with each other and was the main way in which the first videos of the murders of Neda Agha-Soltan and other activists were viewed by others.7 The officials’ attempt to control the information environment backfired, with 56 per cent of Egyptians and 59 per cent of Tunisians confirming that that violation of their rights alone motivated their support of the movement.8 It created a cascade effect.

The Pace of Change

According to Egyptian and Tunisian protestors, during the lead-up to the revolutions Facebook and Twitter were mainly used to spread information as quickly as possible to fellow community-members and the rest of the world—a near-impossible goal prior to the introduction of social media. The Tunisian Revolution lasted just under four weeks and concluded with the ousting of President Zine El Abidine Ben Ali who fled to Saudi Arabia after more than twenty years in power—a stunning change of events. The Egyptian Revolution began on January 25, 2011 and lasted all of two weeks. The then president Hosni Mubarak was overthrown after a thirty-year rule, ending the corresponding three-decade state of emergency. His military administration faced constant pressure. Compare that to the 1979 Iranian Revolution, which took almost nineteen months from the first demonstrations against the Shah to Khomeini assuming the role of Supreme Leader—but around sixteen years from Khomeini’s exile, when he really began building the movement, until his accession.9 Historically, and by political revolutionary standards, this was hardly a quick upheaval—from start to finish it was about the length of most entire movements prior to the advent of social media and the new means of ‘rebel’ communication.

As has been discussed, social media has accelerated the pace and growth of political activism immensely. This is especially evident in Tunisian and Egyptian uses of Facebook, Twitter, and YouTube during the 2011 revolutions. The technology and its corresponding distribution has allowed greater speed of information-sharing, interactive and dynamic communication, and connection to a much wider audience. As powerful as Khomeini’s black audio cassettes and leaflets were, the outside world was limited in its ability to engage with and witness the socio-political events that were unfolding. The capacity to encourage the empowerment of the opposition was technologically bound. Instead of taking months or even years to organize isolated citizens into a coherent movement, the revolution in Tunisia started just one day after Bouazizi’s suicide, with the biggest protest occurring on January 11. Ben Ali was deposed just three days later. Egypt’s revolution started on January 25, 2011 with the largest protest on February 8 and Mubarak’s ousting on February 11. Virtually anyone could participate in posting or receiving information and could simultaneously read messages and express their solidarity within and outside of their geographical locations. The Arab Spring was documented and tracked in dynamic real time, and the feedback loop—formed by the tens of millions of connections via social media and the web—amplified the efficiency of information exchange and lowered the costs of information. Whereas the Iranian Revolution saw little global media attention until the end of the politico-religious movement neared (it has been said that the revolution came as a surprise to much of the world, which was largely uninformed until the BBC and other world news wires began covering the demonstrations in 1978), social media immediately informed a global audience about the Arab Spring, and, more than that, fashioned a space for regional and global collective identities to emerge. As Oscar Morales, leader of One Million Voices Against FARC, another social media-enhanced revolution, said, these movements no longer snowball, they avalanche.10

Net Works

With regard to growth and acceleration, the telling difference between the 1979 Iranian Revolution’s use of information technology and the Arab Spring’s utilization of social media for political purposes lies in the prevalence of networks. In the Iranian case there was a single, central point of information production and a focus on the organizing, recruiting, motivating, and agitating of followers rather than on the expansion of the movement. This was driven by the accessibility of media. Today’s capacity for much larger populations to participate in demonstrations and revolutions is a result of the new, digitally enabled distributed networks.

Khomeini presided over a decentralized hierarchical network that helped overcome the geographic hurdles. Iran’s thousands of mosques (at that time, the only main civic organization independent of the regime) and their linked bazaars were “the organizing nodes of the opposition movement”11 with access to millions of potential supporters. Mosques, bazaars, and the key figures within the entrenched religious establishment were positioned at the inner radial nodes of the communication system, helping to disseminate information out toward the masses on the periphery. Thus, despite the established networks and inventive use of modern technology, the Iranian Revolution could rely only on a hierarchical organization under Khomeini’s guidance, a pyramidal production of information loops, and the top-down unidirectional trickle of information. The general population was far removed from the information’s source, and could not spread the message across borders because dissemination required time-consuming, physical transmission and distribution (such as posting by hand in city centers or handing out in main financial bazaars). The movement was therefore limited solely to Iran and diaspora pockets. Hence, Khomeini’s ability to shape the revolutionary narrative was curtailed—a distinct difference compared to the Arab Spring, which overtook the entire Middle East and North African region and allowed for democratic participation in producing and consuming information.

The Arab Spring’s peer-to-peer “network of autonomous social actors”12 flattened the hierarchies of preceding movements and revolutions into demonstrations that resembled the form of the internet, with dispersed nodes in a honeycombed distribution that allow information to bubble up through a democratic distribution of power, and flattened centers that control information.13 Unlike the 1979 Iranian upheaval, information could travel across the network to the periphery without having to pass through official checkpoints or hubs of authority—what I term “veto players.” Whereas a leader used to be able to shape and control information costs, and therefore also the movement—this is the outsized influence of the veto player—distributed networks make movements citizen-centric. Ordinary people become both consumers and producers of information, a new type of information supply and demand. Civic, political, and cyber activists now have the unique opportunity to assume leadership and to leverage their (local) cause, garnering international support irrespective of any hierarchical containment of information.

Even if “digital political revolution” is not an apt euphemism for the Arab Spring, the participatory culture of these new technologies and the ability to harness and curate media on different platforms undoubtedly is responsible for the mobilization of the maximum number of people in an unbelievably short timeframe, as well as the quick power transitions. The Arab Spring may not have been the high quality, perfectly (centrally) organized political movement that the 1979 Iranian Revolution was, but in amassing and informing the greatest number of people using participatory technology it has greatly altered the acceleration of movements due to the enriched information ecosystem. However, acceleration has not necessarily led to stability.

Eyes of the Storm

The [technologically] empowered citizen knows the technique of getting people to the square, but they don’t know what to do with them when they are in the square. They know even less of what to do with them when they have won.

Henry Kissinger14

The advent of social media and its introduction into political movement-making allows for a speed that means revolutions are easier to start but, ultimately, harder to finish. The “loose ends” of the Arab Spring and the destabilized parts of the current Middle East are due to the technologically accelerated momentum having deprived the revolution of any proper gradual leadership development.15 Who wields the power of a demagogue? Who is at the fulcrum of this faceless movement? This power vacuum grants any organized group the opportunity to hijack leadership. And this happens regardless of their alignment with or support of the revolutionary cause, or their historical links to it.

The slow pace of the Iranian Revolution, in comparison, allowed for a much more stable transference of political power and decision-making. Khomeini’s trajectory was long in the making, from when he was sent to the seminary at Qom in 1923 and gradually started to build a movement with his student disciples (many of whom became notable later, including Hojatolislam Mohammad Javad Bahonar and Ali Akbar Hashemi-Rafsanjani). Khomeini would begin to teach Islamic jurisprudence in 1955, be deemed a scholar of the highest accord in 1961, and inspire violent demonstrations by his disciples, inextricably leading to the commencement of the revolution only three years later. Khomeini had a considerable amount of time to build an organization and become a spiritual, if not a political, leader of not only a movement but also of Iran (which still bases its political system on the original 1979 constitution). In the years following the revolution, when the economy collapsed and the government apparatus had been dismantled, Khomeini drew on the pre-existing religious establishment to shore up his base and consolidate power among his circle. The revolution’s gradual development gave him time to cultivate leadership and operational capacity, with which he became the organizer and the face of the revolution, and eventually the highest authority in the state.

As the prolific technologist Jared Cohen notes regarding Kissinger, “Unique leadership is a human thing, and it is not going to be produced by a mass social community.”16 When there is no single leader to focus a political movement—Khomeini, Mandela, Lenin—there may be more and faster revolutions than previously, but there are fewer revolutionary outcomes and scenarios. So when a dictatorship—by definition and decree the sole and strongest institution in a country—is deposed by insurrections like the Arab Spring, what comes into the place of the power vacuum is not dictated by those who have created it. There is no veto-player surrogate for the overthrown power. Information and communication technologies do not, after all, invent new regimes or networks; they amplify existing narratives and make existing networks more accessible, so that—idealistically, perhaps—those networks can further a particular cause.17

“As the fates of previous journées révolutionnaires warns us, spring is the shortest of seasons, especially when the communards fight in the name of a ‘different world’ for which they have no real blueprint or even idealized image.”18 Both Tunisia and Egypt witnessed precisely this lack of a specific revolutionary goal. The power vacuums left in the wake of the deposed governments were hijacked, in both cases, by the Islamists, who were the best-structured, most focused, and most agile groups in the countries. They became the ultimate veto players.

Optimists who had hoped that the Spring would instill liberal values and pillars of democracy within the MENA region were sorely disappointed when the moderate Islamist party Ennahda won Tunisia’s first democratic election on October 24, 2011. One report described the victory as a signal to the region that once-banned Islamists were now challenging for power.19

For this inaugural Arab Spring country, the citizens of which had not seen a separation of Islam and public life since before Ben Ali’s 1987 impeachment of President Habib Bourguiba, this was a shocking win. Ben Ali’s repressive regime had banned or demolished competing powers, and, in the absence of strong civil society organizations, the religious institutions and movements had readied themselves for a potential opportunity. The once expelled and reviled Ennahda was legalized in the wake of the protests. Its achievement in making it to the big stage was quite simply due to it being one of the largest and most organized parties.

Ennahda’s organization capitalized on social media usage among its key targeted audiences. Recognizing that many university-educated, middle-class, and urban-based youths were struggling with envisaging a future for themselves and their country, Ennahda came up with catchy hashtags, ran social media competitions (asking young people to submit short videos and memes that described its vision of a future Tunisia), and made sure it was a first-responder with constant digital updates on current events, driving news cycles online and leading to take-up by more traditional media. The creative campaigning of Ennahda’s social media team made the party more popular with a wide variety of younger audiences (despite them not necessarily agreeing with the party’s Islamist heritage), and gave it a ready supply of young volunteers, especially in urban areas. Noah Feldman recognized that Ennahda is, “like the Muslim Brotherhood in Egypt and elsewhere, a social movement as much as it is a political party, which gave it a substantial leg up when it came to organizing dedicated volunteers to motivate voters. The relatively short period of time between the opening of the democratic process and the elections only increased that structural advantage.”20

So, when the Tunisian electorate was faced with more than eighty parties and hundreds of independent candidates to choose between, the decision had already become much easier. Although some were well-established movements, and others freshly emerged in the wake of the revolution, Ennahda was well positioned. Years of community work had made it a household name among ordinary and vulnerable populations, and it had people in many of the key districts within cities and rural areas. Ennahda was the only party that covered the entire country and had distinctive strategies and plans for each district. This gave it a distinct advantage. Thus, despite polling poorly in the days leading up the election, Ennahda was able to secure almost double the expected number of voters. It was not a matter of Islam being some defining feature of Tunisian identity—despite the Islamists’ claims. Rather, the victory was the natural outcome of the inevitable schism between the nature of the revolution and the readiness of the Islamists for power.

A similar story could be told about the Muslim Brotherhood in Egypt, which gained power when Mohamed Morsi and its Freedom and Justice Party won the country’s first democratic presidential election. Despite governmental crackdowns on extremism in the movement, the Brotherhood increased in strength and influence under Mubarak. The Brotherhood worked to become an integral player in student associations and university groups, and shrewdly established welfare projects and social services in disenfranchised villages—all organized, publicized, and augmented through social media. Remarkably, the Brotherhood endorsed Mubarak’s candidacy in the 1988 presidential election—which could explain its lack of evident participation in or support for the revolution. Nevertheless, the group was carefully positioning itself throughout the Arab Spring, “manning checkpoints, providing hot tea to protesters, and chanting ‘Welcome to Free Egypt!’” in Tahrir Square.21 As the revolution entered its final days, the Brotherhood also named it “not a Muslim revolution [but] a revolution against Mubarak”—a revolution that belonged to the people. The strategy was to avoid appearing overly ambitious or threatening. It worked: the Brotherhood emerged as the most organized grassroots political organization in the country with the vital support of key rural and urban populations.

Mahmoud Salem, an Egyptian blogger-activist, noted the problem facing post-revolutionary Egypt: “there is an inability to move past the short-term goal of unseating Mubarak and opening the political system to competition.”22 Unlike in Tunisia, in Egypt there was a clear preference (70 per cent) for an Islamic state. This meant that the onus was on the newly created parties, especially centrist and leftist ones, to clearly outline their plans for a liberal Egypt—very much a foreign idea. Yet none of them was able to present a unifying vision for their country. The Brotherhood, propounding a clear narrative for change, presented a formidable answer to the ills of current Egyptian governance. And, as a religiously inspired community project before it was a political party, it had the organizational discipline and ability to mobilize great electoral support that other parties could not match. With over 2.5 million followers in Egypt, and having reportedly rallied a 90 per cent turnout, the Muslim Brotherhood mobilized 4 per cent of the country not only to vote for it on election day itself but to support the party and leverage its cause beforehand. Hence, just 15 per cent approval prior to the elections transformed into the Brotherhood taking 40 per cent of the seats in the People’s Assembly. Moreover, the party gained the presidency and populated the top leadership positions in order to fulfill its mandate.

* * *

The purpose here is to look at which revolutions are more successful—traditional, centrally organized movements, or those digitally enhanced and propelled through networks. Part of the answer lies in revealing the essential changes that connective technologies (including social media) have introduced into the revolutionary genesis. This is why veto players are so important.

Social media has also sparked different sorts of protest in the Muslim world, ones that have strict religious edicts rather than democracy at their heart, though with the same tendency to transcend borders—and which have been seized on with more vehemence by both Islamists and extremists. Again, it is salutary to track specific instances in order to assess the difference social media has made to the dissemination of, and reaction to, loaded material, and how different players have used and benefited from it. Again we see the use of media technologies by religious leaders and religiously based political parties who worked—in different or complementary ways—to whip citizens into a frenzy and then to channel their energies into particular modes of protest. Again, the event in and of itself would not have had the same impact had social media not played a role—something we can view starkly and assess in comparison.

Not So Innocent

On September 11, 2012, Americans were shocked to hear of two attacks on US diplomatic outposts abroad: a protest at the American embassy in Cairo which ended with the protestors scaling the embassy walls and removing the American flag; and an attack on the consulate in Benghazi in Libya which ended with the death of the American ambassador, Christopher Stevens. Both attacks were reported to be in response to two similar fourteen-minute YouTube videos called Innocence of Muslims, purporting to be a trailer for a forthcoming film, and uploaded in July with a version dubbed into Arabic appearing in early September. The video’s laughably poor production values could not disguise the deep offensiveness of its content. Claiming to be a biopic of the Prophet Muhammad, it depicted him as an oafish lecher with a taste for underage girls. The original scenes were overdubbed with Islamophobic content, against the original intent of the actors.

Innocence of Muslims struck a chord across the globe. Protests erupted in more than forty cities in September 2012, with most occurring in Muslim-majority countries or cities with large Muslim populations. Yet other Muslim countries that were very much aware of the video did not erupt in violent protest. Why? Although the Benghazi attack was later understood to be unrelated to either the Egyptian protests or the video, the Cairo incident, and some fatal protests in Pakistan less than two weeks later, do tell us much about the Muslim world. Understanding what happened in Egypt and Pakistan requires us to understand, among myriad other factors, the competition between religious figures and political parties for power and influence over their respective polities, and the integral part social media plays in that dynamic.

The original Innocence of Muslims video was, unsurprisingly given its subject matter and its makers’ lack of platform, languishing in obscurity until it was picked up by two ideologues on opposite ends of the spectrum. Florida pastor Terry Jones, infamous in both the US and the Muslim world for his repeated attacks on Islam, endorsed the video (and at roughly the same time that it appeared on the Arabic-language blog of Morris Sadek, an émigré Egyptian Copt and noted Islamophobe). Shortly after, on September 8, Sheikh Khalid Abdallah, one of a new breed of vociferous hardline Salafi religious TV personalities competing for viewers’ attention, featured it on his daily program on the Salafi satellite channel Al Nas.23 A man quick to interpret any event as an attack on Islam itself—and encouraged by his profit-seeking TV channel to attract large viewing figures24—Abdallah nevertheless seemed not to grasp the incendiary material he had in his hands: the video was not the lead story but buried in the final third of his program, and he played just two and half minutes of it. It was more likely his inflammatory rhetoric, rather than the clip itself, that launched Innocence of Muslims onto the Egyptian scene.25 And launch it did. The video became a rallying cry.

The story’s rapid course through Egyptian society can be traced most easily on Twitter (which offers far more robust archival tools than other social media platforms such as Facebook). Al Nas did not tweet about the video until Abdallah featured it again on the following days, after 3 p.m. (GMT) on September 8 when the protests were already underway. Other actors led the charge in the interim.

Al Youm, one of Egypt’s major dailies, published a story on the morning of September 9 describing the video and pinning blame for it directly on expatriate Copts—having teased the news on its website as early as 9 p.m. the previous night. The story slowly gathered steam on Twitter throughout the day, with tweets linking to the paper rather than Al Nas’ social media (its YouTube channel was not yet featuring Abdallah’s program). Some of the earliest interventions were from very significant figures: the Grand Mufti of Egypt, Dr. Ali Gomaa, a major figure in Egyptian politics with more than 350,000 Twitter followers (and now 1.08 million), weighed in via his own account at 5 p.m. local time, which would have brought the film to a new level of attention among Egyptian Twitter users.

One of the most seismic interventions came around the same time, and from a direct competitor of Al Nas: Al Hekma (“Wisdom”), a religious TV channel apparently founded in response to the Danish cartoon controversy (see below),26 with links to Egypt’s main Salafist party, al-Nour. The channel’s founder, chairman, and most prominent onscreen presenter, Dr. Wessam El Haddad (also known as Wessam Abdel Wareth),27 had been perhaps the first Egyptian to tweet about the film, at 5.38 p.m. local time (10.38 p.m. GMT) on September 8, referencing it in a plug for an upcoming TV appearance. El Haddad has long used his position as the head of Al Hekma to promote himself and his political views in support of the increased Islamization of Egypt and of more power for Salafi political parties. His views are conservative rather than extremist (the same day he first tweeted about the video, he declined an invitation to participate in a protest in support of Dr. Omar Abdel Rahman, the so-called “Blind Sheikh” who was convicted of planning the 1993 World Trade Center bombing: President Morsi had pledged to work to free Rahman when he assumed office a few months previously).28 Before Innocence of Muslims came along, he had campaigned on TV and social media on behalf of the Egyptian army and police officers who were being prevented from growing their beards (as many Salafis believe Islam requires men to do), urging his followers to change their Facebook profile picture in solidarity.29 He clearly jumped on the controversial Innocence of Muslims to continue this work.

On the evening of September 9, El Haddad tweeted that a new group, the Dar al-Hekma (“House of Wisdom”) coalition, had been founded to defend Islam against those who would “ride roughshod” over it. The name of the new coalition was clearly intended to elevate El Haddad’s television station; the link between the man, his channel, and the video would continue throughout the controversy’s life. No other religious satellite stations’ Twitter feeds mentioned the issue directly, at most responding to the growing ferment with fairly anodyne salutations of the Prophet: after all, why use your own feed to direct viewers toward a competitor? El Haddad exploited the monopoly, tweeting about the coalition constantly over the course of the afternoon of September 10, updating his followers on prominent figures who had announced their support, providing links to newspaper articles (all of which prominently featured his picture), and even crowdsourcing slogans, asking his followers for ideas about what to chant at a protest the coalition was organizing at the American embassy the following day.

At 2.11 p.m., he announced a major coup: the Salafist Call, Egypt’s main Salafi group, and its political arm, al-Nour, were joining the coalition. This significantly altered the stakes for the social media campaign and the protest. Nader Bakkar, a leader of al-Nour, had around 720,000 Twitter followers—twice as many as the Grand Mufti and nearly ten times that of El Haddad—and his announcements about the coalition and the protest (at 2.54 and 3.04 p.m. GMT) were retweeted hundreds of times. If El Haddad was something of a political gadfly, Bakkar was a true power broker, leading a party in the political ascendancy (following their surprise success in the 2012 parliamentary elections) and with huge organizational capacity. His involvement turned the House of Wisdom Coalition from a fringe group into a national movement.

At the embassy protest itself, the movement’s leaders were remarkably silent, with Bakkar’s only words a quick tweet (at around 7.30 p.m. local time) informing his followers that the Salafist Call had ended its participation in the event shortly before. Dozens of ordinary Egyptians who attended the protests provided real-time reporting on the action, though, tweeting the address of the embassy, updating on the protests’ location, and, most spectacularly, apprising Twitter of the removal of the Stars and Stripes from the embassy’s roof. However, social media was never the main tool of those organizing the Cairo embassy protests. Given the relatively shallow penetration of Twitter in Egypt, and the involvement of the established party, it is safe to assume that the real organizational effort took place offline. It was the difference epitomized by El Haddad and Bakker: the first a man whose power lives and dies by his ability to create controversy and draw notice, the second a politician presiding over a more solid base and more entrenched power structure. Yet both were necessary to bring the Egyptian protests to life: El Haddad created a controversy with a valuable pay-off for both himself and Bakker, and Bakker mustered the multitude necessary to turn an internet scandal into a geopolitical crisis.

Twitter did, however, help to push the phenomenon beyond Egypt’s borders and, especially, to Pakistan. Jamaat-ud-Dawa (JuD), the Pakistani extremist organization re-formed from the roots of banned terrorist group Lashkar-e-Taiba, was one of the many Pakistani Twitter feeds quick to pick up on the story and to urge action. On the afternoon of September 13, JuD’s official account announced that it was holding an emergency meeting to discuss the issue, with a press conference to follow. It provocatively linked to a website recounting how Ka’b bin al-Ashraf, a seventh-century Jewish Arab in Medina who wrote poetry defaming the Prophet, was assassinated by two members of the Muslim community. Using the hashtags #BanInnocenceofMuslims and #HurmateRasool (“The Sanctity of the Prophet”), JuD used its account to issue ringing condemnations of the video, to call for it to be removed from the internet and its makers brought to justice, to link to videos of worldwide protests, and to instigate similar protests in Pakistan. The JuD Twitter feed closely followed the course of protests around the country the following day, Friday, September 14, giving would-be protesters information about where they could take part and issuing a stream of passionate tweets calling upon Muslims to defend the honor of the Prophet. Some of the tweets could easily be interpreted as encouraging violence.

While the protests on September 14 ended peacefully, they were something of a preview to larger events across Khyber–Pakhtunkhwa on 18 September and Islamabad and Karachi three days later. As it had the previous week, JuD used its Twitter account to raise awareness of the protests. Besides organizing the action, the JuD account offered followers material to deepen their understanding of the issues at stake, such as a religious scholar’s video blog about the importance of protecting the sanctity of the Prophet. Naveed Qamar, the amir (chief) of JuD’s Karachi branch, tweeted calls to the Pakistani government to cut off trade and diplomatic relations with the countries responsible for the video, and to his listeners to boycott those countries’ products. As it had the previous week, the official JuD account tracked the protests’ progress through Pakistan’s cities. When they turned violent, JuD turned to Twitter to disavow any association with them, and to emphasize that its own protests were both peaceful and nonsectarian, being held in conjunction with a protest led by a Shiite student organization. At the same time, the JuD tweeted excerpts (in Urdu) from the speeches that party leaders gave at JuD rallies which, while not mentioning violence, used somewhat more inflammatory language than in its English-language tweets, indicating that the JuD modified the messages it intended for different audiences.

The JuD account was only one of many Pakistani Twitter accounts tweeting about Innocence of Muslims at this time. Given the fairly small number of Pakistani Twitter users, it was probably impossible for them not to hear about the video and the surrounding furor. A search for tweets geotagged within Pakistan and using the hashtags #MuhammadTheRoleModel, #IshqeRasoolDay, #BanInnocenceofMuslims, #Muhammad, #HurmateRasool, #Blasphemy, and #TerryJones, or containing the phrase “Innocence of Muslims,” returns over 11,000 hits for the period September 12–23. Nearly 8,000 of these appeared on September 21, Ishq-e-Rasool (“Love of Prophet Muhammad”) Day itself. In total, these tweets appeared in Twitter users’ feeds 21 million times, with #MuhammadTheRoleModel the most common hashtag by a wide margin. On September 21, the day of the protest, during which many were killed or injured in clashes with police, there were 7,954 of these tweets, compared to 330 on the previous day. It seems clear that Twitter activity was more robust in response to the protests—the newsworthy, the traumatic—than it was in motivating and driving them in the first place. But that reporting itself stoked the fire.

The protests continued in Indonesia, a country with a huge moderate Muslim population and a large cohort of web-connected urbanites, though internet penetration remains low at around 28 per cent of the population. Jakarta, however, is widely considered to be the most active city on Twitter.30 There is evidence that the Innocence of Muslims video was widely viewed within Indonesia, particularly as the Indonesian government demanded that YouTube remove or ban the video for Indonesian users. The search “Innocence of Muslims” trended on Google in provinces with majority Muslim populations, although, comparing the Google Trends index with media-reported protests for September 2012, it is clear, rather, that protests were more likely in urban areas than Muslim-majority rural areas. The main organizers of the September 17 protests in Jakarta were the Islamic Society Forum or Forum Umat Islam (FUI) and the Islam Defenders Front (FPI), both members of the country’s national clerical body, the Indonesian Ulema Council. While the FUI and FPI both have little presence on social media (fewer than 500 Twitter followers each), information about the protests was quickly spread via tweets disseminating their location. This gave rise to a decentralized, student-led, and truly viral protest at the US embassy, with similar demonstrations held outside well-known American firms.

The September 14 protests in Tunis are thought to have been instigated and organized by Saif-Allah Benhassine, a cleric at the al-Fatah mosque in the city and the leader of the Tunisian chapter of the Salafist organization Ansar al-Sharia—a group thought to be tied to the Benghazi attacks.31 Benhassine is thought to have delivered an inflammatory sermon at the al-Fatah mosque that called for the resignations of Ennahda officials who had abandoned devout Muslims.32 Compared with the 2010–11 social media-led protests against then-president Zine El Abidine Ben Ali, which saw French-speaking moderates and more extreme Islamists working together, the 2012 protestors were almost exclusively Salafi, and there was scarce media and social media coverage of the protests. This was likely a reflection of the conservative nature of the Salafi movement and the lack of support from Francophone moderates. Since social media did not play as large a role, the protests were consequently smaller.

The protests in India varied wildly due to the subcontinent’s complicated ethno-religious makeup. The most intense protests were in Chennai, capital of the southern, Muslim-minority state Tamil Nadu, in which “Innocence of Muslims” was the most popular search term for September 2012, even though Muslims account for less than 6 per cent of the population. The September 15 protests there were organized by a coalition of Islamic political organizations including the Tamil Nadu Muslim Munnetra Kazhagam, the Popular Front of India, the Indian Touheed Jamaat, Manithaneya Makkal Katchi, and the Indian National League.33 Comparing online data with protest reports across India, once again the relationship between viral searches, Islamist participation, and protests has no direct correlation. As internet penetration in India stands at around 10 per cent, Indian political organizations, especially in rural areas, still rely on conventional political networks—though this has changed somewhat since the successful social media campaign of Modi.

In Sudan, however, where social media and internet penetration are low, public outcry over the video was substantial.34 With the independence of South Sudan and the resultant economic crisis in 2012, the country was well versed in the instigation of protests via social media campaigns targeting relatively wealthy young people with photos of police brutality and economic strife. However, the 5,000 or so protestors who gathered around several embassies in Khartoum (particularly those of the UK and Germany, countries with large diaspora populations) in the days following the release of Innocence of Muslims were older and highly sectarian, and the protests were reported to be larger and more fervent than anti-government protests earlier in the year.35 There was little use of social media: the crowds had been called to gather after midday prayer by several clerics, who had forbidden their congregations from committing the blasphemous act of actually watching the video. Thus, in this case it seems that it was not the protests that made the video go viral, but the video’s viral status that aggravated the protests. (In fact, it is now thought that the protests were planned in response not to Innocence of Muslims, but to the Danish cartoons controversy, and were merely launched in early September by opportunists.)36

Much as in Sudan, the September 13 protests in Sana’a, Yemen, were intense and violent but have little record in Yemeni social media data—likely a result of low internet penetration in the country.37 However, they were far more violent than those in Khartoum and Pakistan, breaching the grounds of the American embassy (something even al-Qaeda had failed to do in 2008) by dint of sheer numbers. Extensive dismissals of political actors and military personnel from the national government followed, suggesting—albeit anecdotally—that the Sana’a protests were further aggravated in order to alleviate pressure on the troubled Saleh administration in the wake of several recent power struggles between the president and the country’s nepotistic and corrupt elite.38 As in Egypt, the protests in Yemen and Sudan were a testament to the power of religious authorities in translating online controversy into on-the-ground action—acting as a kind of internet connection for the masses, and protecting their status with Luddite rhetoric. Or, alternatively, and maybe more accurately, they used a viral sensation as a casus belli for a premeditated attack.

Plotting the Google Course

To what extent was this a global trend? And did Islamists and/or extremists drive it? Google searches for the phrase “Innocence of Muslims” in 2012 show that, unsurprisingly, the peak was reached in the week of September 9–15, with a statistically insignificant number of searches in the previous week, and a more gradual tail-off in the subsequent weeks (down 7 per cent the next week, to less than a quarter of the peak volume by September 23–29, and to 5 per cent by September 30–October 6). The pattern is familiar to all those who analyze how knowledge spreads in the internet age, and how quickly one phenomenon can be replaced by other trends or scandals. In Pakistan, while searches ballooned during the week of September 9–15 (to more than a quarter of the peak number), it was only in September 16–22 that searches climaxed—tripling at a time when searches in the rest of the world were declining. Indonesia and Bangladesh followed a similar pattern. Residents of those countries were clearly not responding to what was happening in Egypt with a knee-jerk reaction, and were taking their cues from events other than the Cairo embassy protest.

The phrase “Innocence of Muslims” never came close to “Gangnam Style,” the second most popular search in the world in 2012, peaking at just 27 per cent of the song’s total searches worldwide.39 But, disaggregated by country, “Innocence of Muslims” was a far bigger deal in the Muslim world than that might suggest. In the top ten countries by search volume—with Bangladesh first, followed by Pakistan, Sri Lanka, Indonesia, Lebanon, Malaysia, United Arab Emirates, Singapore, Nigeria, and the Philippines—six are majority Muslim, and one is roughly half Muslim.

It is interesting that, with the exception of Pakistan and, to a certain extent, Bangladesh, the countries that experienced the most unrest over the video were not the ones where the search was most popular. There are several possible explanations. It could be that people who actually searched for the video were more likely to be interested in it and less likely to get upset—ready more to laugh or to simply be informed than to be angry. Alternatively, it could be that people living in countries where the video caused uproar did not search for it because it was so prevalent—a link to it was emailed or messaged to them, or they viewed it as a group with friends, teachers, or religious leaders. A third reason may lie in the problem of comparing countries with huge variances in internet connectivity and population sizes. Or, the crucial factor explaining the difference between, say, Pakistan and Indonesia could be the presence of interest groups in the former, which saw a possible advantage in fanning the flames of the controversy in order to use popular anger to further their own political ends. This does not mean that every religious or political leader who called for a protest against the video was motivated to do so purely by cold-hearted calculation; but, when their interests and their passions aligned, the result was explosive.

Twitter was slow to pick up on the Innocence of Muslims phenomenon, but once the topic had broken, it rapidly gained prominence across the world. Looking at the frequency of tweets40 using some of the common hashtags and phrases associated with the scandal—#Muhammad, #BanInnocenceofMuslims, #MuhammadTheRoleModel, #Blasphemy—there is only a low hum of activity, primarily involving the hashtags #Blasphemy and #Muhammad, before the period in question. After September 11, however, the number of tweets using these and other terms rose rapidly, peaking at more than 26,000 on September 13 and then again at 33,000 on September 21, the day of worldwide protests against the video. Over the course of the two weeks between September 9 and September 23, tweets containing these phrases and hashtags appeared in Twitter users’ feeds over 900 million times. On September 21, the phrase “Innocence of Muslims” alone appeared in feeds over 130 million times. As with Google searches, those who tweeted about the issue were disproportionately located in the Muslim world. Remarkably, the far smaller total number of Twitter users in Pakistan and Saudi Arabia used the phrase “Innocence of Muslims” roughly as often as those in the United States or Indonesia (and barely register on the number of “Gangnam Style” tweets). While tweets clearly associated with Innocence of Muslims made up only 0.005 per cent of worldwide Twitter traffic during this period, in Pakistan they made up over 4 per cent. (The next highest percentage was in the United Arab Emirates, with 0.5 per cent of all tweets using one of the associated hashtags.) Pakistani users tweeted about the topic more than 31,000 times, compared with 39,000 in the United States, despite the population of the former being just over half that of the latter, with only 10 per cent internet penetration in Pakistan compared with 84 per cent in the US in 2012.

To put things in perspective, however, searches for both “Innocence of Muslims” and “Gangnam Style” in Pakistan were nowhere near the number of searches for “unblock YouTube”—an increasingly popular search after the Pakistani government cut off access to the site on September 17, 2012. It is clear that both “Gangnam Style” and Innocence of Muslims were niche interests. Compared to searches for “Facebook,” neither of them figures at all.

Previous Offenders

Innocence of Muslims was not the most sophisticated, nor the first, and nor will it be the last example of how Western media can inflame Muslims and spur extremists into action. Gleaning the role of social media in spreading awareness and perpetuating this anger, however, is essential if we are to understand the differences in how extremism is cultivated and utilized.

Many examples of Western denigrations of Islam, whether it be of the Koran or the Prophet Muhammad, have failed to inspire the same degree of widespread fury as did Innocence of Muslims. In 2008, for example, the right-wing Dutch politician Geert Wilders produced a similarly low-quality film, Fitna, which criticized the Koran, and which had the stated aim “to provoke.”41 Media buzz surrounding the release predicted it would cause uproar. Harvard strategic studies expert J. Scott Carpenter anticipated that “When Wilders’ film is released, many Muslims (not all) in many countries (not all) will riot; cries will go up far and wide for the West to come to terms with Islam, and the radicals will again try to shift the ground toward them.”42 The Danish government raised the terror threat level from “limited” to “substantial.”43 Yet, despite the predictions (and Wilders’ best attempts), the general response to the film was very muted—the reaction in Iran amounting to a minor protest of forty mild-mannered students.44 Like Fitna and Innocence of Muslims, Theo van Gogh’s 2004 twelve-minute straight-to-television film Submission was never in line for an Oscar. With the screenplay written by influential feminist and vocal critic of Islam, Ayaan Hirsi Ali, the drama took a critical stance against Islam’s mistreatment of women. Hirsi Ali and van Gogh both received death threats, and in November 2004 van Gogh was fatally shot by a Dutch-Moroccan Islamist on the street in Amsterdam.45 This tragic incident aside, however, the film created no international stir on the same level as Innocence of Muslims.

The underlying reasons for the dominant domino-effect of Innocence of Muslims become clearer if we compare it with the Danish cartoons controversy and the violence that has repeatedly been targeted at the magazine Charlie Hebdo—reprisals that have occurred both before the advent of social media and in the full glare of its searchlight.

On September 30, 2005, the newspaper Jyllands-Posten published twelve cartoons depicting the Prophet Muhammad in an unflattering manner. Many Muslims argued that this went against the principle of aniconism, which forbids the depiction of the Prophet. This, coupled with the belief that Jyllands-Posten was fomenting Islamophobia, provoked a global uproar and at least 139 people died as a result.46 The Muslim Brotherhood in Egypt posted videos on YouTube and Arabic online forums denouncing the cartoonists and pleading with young believers to join them to fight such “indecency” and the “smearing” of their religion: it is reported that thousands signed up.

In Lahore, where I was when the scandal broke, the long queue of people lining up outside the Jamaat party field office snaked down the block. It was predominantly made up of highly agitated smartphone users who had seen the coverage on social media and Arabic-language news websites and who were chafing to join the fight against the infidels. One young man told me, “I feel like I need to do something. We can’t sit back and let the West get away with these insults and attacks. At least the Jamaat leaders take a courageous stand for our religious beliefs.” The reaction in most countries, such as Malaysia, still came from printed media—including the ironic scandal created when a Borneo newspaper printed one of the cartoons alongside a story bemoaning the lack of controversy in the country.47

In 2008 the cartoons were reprinted in Danish newspapers to coincide with the Wilders film, and in Afghanistan more than 5,000 protesters took to the streets shouting “Death to Denmark” and “Death to the Netherlands” while burning the Danish and Dutch flags.48 The incident also affected the Danish economy. An official boycott of Danish goods by Muslims around the world sharply decreased the amount of exports the country sent to the Middle East; trade with Saudi Arabia decreased by 40 per cent, and that with Iran by 47 per cent.49

The French satirical magazine Charlie Hebdo began its own foray into the controversy by reprinting the Jyllands-Posten cartoons in 2006.50 It drew widespread scorn from such figures as the then president, Jacques Chirac, and from organizations such as the Muslim World League and the Union of French Islamic Organizations. In November 2011, the magazine again published satire featuring the Prophet, this time with a “guest article” supposedly written by Muhammad himself inside the monthly issue retitled Charia Hebdo (a name which poked fun at sharia law). The cover leaked a few days before going to press and quickly made its way around the social media circuit. Unlike incidents that had come before, this provocative gesture rode the social media wave, and in reprisal the magazine’s main office was firebombed.51 Many tweets expressed anger and irritation at Charlie Hebdo’s constant irreverence for Islam. It was not until 2015, however, that the culmination of radical anger spilled over into a deadly assault. The French government was already all too aware of the magazine’s potential impact; after a particularly offensive edition in 2012, it went as far as to temporarily close twenty of its embassies.52 On January 7, 2015 these fears came to a head when two gunmen attacked the magazine’s offices in Paris, leaving twelve dead and eleven wounded, and allegedly shouting “Allahu akbar” as they made their escape.53 Only hours earlier, Charlie Hebdo staff had published a tweet of ISIS leader Abu Bakr al-Baghdadi.54 It is uncertain whether Charlie Hebdo was a larger target than past transgressors because of its expert in-yer-face handling of social media as well as its print publication, but none of its predecessors had done so to the same extent.

Social media allows for anger to spread to the global stage. Unlike local or regional broadcast services, such as television and radio, social media platforms engage users on a grassroots, cross-border level. One angry individual in Karachi can easily communicate with a like-minded person in Istanbul, Cairo, Belgrade, New York, or Paris. Unlike traditional broadcasting, news on social media is meant to go viral, not to abide by local news tastes. The number of times a story is “liked,” “shared,” or “retweeted” defines its popularity and encourages global consumption of the information.

This is a central defining feature of social media—and perhaps the most important way it distinguishes itself from traditional news broadcasting services. Innocence of Muslims and Charlie Hebdo turned into violent, global issues because of their trending popularity on social media. Fitna and Submission were not negligible instances by any means (especially the latter, which inspired an assassination), but they did not motivate the masses to take action. Official outlets and clerics decried the films, but their status never went viral.

The ability of social media to spread awareness and mobilize action is not merely the preserve—as much as the scourge—of the religiously minded, however. Such platforms are key players in the Islamic world’s public and private sectors as competing interests vie for market share.


FIVE

CIVIC BOOTY, PRIVATE GAIN

ANEW SHIPMENT of hashish had arrived from the north and all of the men in camp were cut liberal portions. In charge of join the shipment was Tariq, tired from the all-day travel but pleased it had gone to plan.1 After all, his leadership skills were one of the reasons he had been hired by the Haqqani network—a guerrilla insurgent group running itself as a quasi-private sector entity, with subsidiaries all over the Pakistan–Afghanistan border region, in the fields of logistics, pharmaceuticals, and, the most lucrative of all, illegal drugs.

Tariq had attended a top law school in Kabul but switched career paths after spotting one of the many slick advertisements Haqqani put out through its affiliates on social media channels. These would often use imagery from the Afghan resistance of the late 1970s and 1980s, the Charlie Wilson era, a time when the Afghan mujahideen were lauded around the world for fighting the Soviets. Such calls to join the patriotic struggle were bolstered in the regional campaigns by the liberal use of religious symbolism, intriguing young Afghans and convincing them to sign up with a seemingly sophisticated organization able to deliver on their promises. Marketing themselves as the special ops of indigenous asymmetric warfare fighting on behalf of Afghans, the Haqqani network certainly meant, and did, business.

Running the drug trade in Afghanistan and Pakistan involved a plethora of people, from truck drivers and teens in training camps to the Fortune 500-esque investors overseeing funds in certain banks and financial outlets. Despite the illegality of its principal revenue generator, the corporation that Haqqani had become meant it could launder its profits and present itself as a force in the private sector.

Tariq had begun working for the corporation as a trader and middleman, associating with a loose federation of Taliban and al-Qaeda that made up the terror ecosystem, planning and executing attacks on US and coalition forces operating in and around the capital, and developing something of a specialty in transporting ‘goods’ from A to B. In recognition of his skills, he had been promoted—formally inducted into the higher ranks of the Pakistani Taliban. When NATO put a bounty on his head, dead or alive, it greatly increased his prestige. He was given command of a cell, and over the next few years came to control a range of insurgent forces in several camps, reporting directly to the Grand Emir.

* * *

Social media has become a key aspect of doing private and public sector business across the Islamic world. The historic and dramatic demographic transformation of the Middle East and North Africa (MENA) and South and Central Asia (SCA—specifically the five former Soviet Republics, plus Afghanistan and Pakistan) has empowered youthful populations to take ownership of their own political—and other—choices. It has also highlighted this tech-savvy demographic as being one that ruling regimes, opposition parties, and private investors would all be wise to have on side. The Arab Spring displayed, among other things, the strength and vibrancy of young people in these regions, and investors see the same generation as an attractive market. Investment from the West and beyond has brought religious and economic actors into the same sphere. And Islamist groups are increasingly incorporating economic, rather than solely religious, messages into their platforms. Time and again, social media has proved to be the chosen conduit in this new arena.

This chapter explores the shared interests and unusual alliances between private sector investment, public sector necessity, and Islamist groups in several Muslim countries, as many new and established actors attempt to attract the all-important “youth bulge” to win political power and market share. As we have seen, youthful populations can pose a substantial threat to established regimes, but as vast emerging markets they also entice investment. The mixture of religion and commerce is a uniquely powerful blend, one with important political and social implications for the region and the world.

Battle of the Bulge

Understanding the nature and desires of the “youth bulge” is as essential to businesses and governments in the region as it is to those wanting to comprehend the full extent of the complex relationship between private investment, ruling parties, and religious groups there. Analyses suggest that around 55–60 per cent of MENA and SCA populations are under the age of twenty-five, compared with 26 per cent in developed G7 countries.2 This “baby-faced” population is on track to become even younger on average in both short- and long-term forecasts.3 This demographic offers immense value in terms of their potential economic productivity and skill-sets, a potential that unfortunately all too often goes untapped in countries with extremely high unemployment rates: it stands at 31.5 per cent in MENA, the highest in the world,4 and 19 per cent in SCA for those between the ages of fifteen and twenty-four,5 though the statistics disguise the relatively menial jobs and accompanying low salaries for those who are “lucky” enough to be employed. These numbers also ignore the “brain drain” of workers seeking employment outside their homelands; Tajikistan, for instance, takes the dubious prize of being “the most remittance-dependent country in the world.”6 It is no secret that revolutionaries and extremists often target this disaffected youth.

This demographic is also more connected than ever before, with more affordable and available communications technology increasingly bringing these markets into the global economy. According to the Arab Advisors Group, 40 million internet users were located in the Arab countries in 2009;7 by the end of 2018, Google estimates that this number will reach 220 million.8 With the explosion of 3G and 4G mobile phone towers throughout the Middle East, social media connectivity has skyrocketed. While home internet penetration in the MENA region stands at roughly 46 per cent of the population, 3G and 4G access has ballooned to over 41 per cent. Monthly ISP costs are moderate, and in places like Indonesia, for instance, the price of smartphones has come down 45 per cent in the last year. Forget about laptops—tricked-out smartphones are the future. In Pakistan alone, 3G connection speeds combined with the low price of phones will put some 80 million new social media users online in the next three to five years. According to the World Bank, both regions already have a higher average mobile subscription rate percentage than the United States.9 It does not seem to be slowing down anytime soon.

Naturally there is significant (and increasing) investment in information communications technology within the Middle East, one of the top three IT markets in the world for growth. Spending in 2010–12 was three times that in 2006–09, with private ventures by far the largest source of investment in the sector.10 Total spending in 2015–17 topped $258 billion, with investments in IT projects exceeding $82 billion (an increase of around 7.5 per cent). As private corporations continue to pour investment into the technological infrastructure of the MENA and SCA regions, the value of social media and new information communication technologies will only rise.

These numbers do not go unnoticed by overseas investors seeking new relationships and paths into emerging markets. Thus, as odd as it may seem, some of the most volatile regions of the world are attracting buoyant economic predictions and significant flows of investment. Many Western capitalists have already discovered that they can do good business with Islamists.

Private Temptations

With the growing connectedness of MENA and SCA citizens, companies have increasingly realized that the technological trends that defined social media’s rise can be harnessed for commercial value.

The technology giants themselves see this tech-booming region as a promising growth area. Google has held its “G-Day” conference in Egypt and Jordan,11 an event which caters to the legions of up-and-coming young IT specialists. It is not just about tech juggernauts coming to town; in a pattern that repeats across all media-savvy businesses operating in the region, they are bending to suit the new audiences and specific market. In some sense, they have to. “The big Western bankrollers have no choice but to do as we say,” an Islamist politician in Karachi told me, grinning broadly. “If they don’t agree to our terms and the kind of spiritual tunes we want, then we shall declare music unlawful!” He was only half-kidding. Private sector companies know they risk being kept out of lucrative markets if they don’t work with and appease the Islamists. The latter can help start an enterprise and get it up and running, or shut the whole operation down with a social media blitz.

Thus, large social media companies have begun to coordinate with local companies. Twitter, for instance, partnered with the Jordanian micro-blogging site Watwet in order to attract new users, allowing cross-posting of updates between the two platforms. This delivered an additional 25,000 subscribers to the US company.12 Similarly, Yahoo acquired the Arab company Maktoob for over $160 million in order to get a foothold in the region.13

Social media companies were in the vanguard, but they are not the only ones to recognize the further need to mold themselves to suit the specific market. In fact, “native” platforms think they can do better, with a number springing up against the deluge of Western and Eastern sites, many of which purport to offer social media services for the devout: MillatFacebook in Pakistan, Cloob in Iran, and Ummaland for Muslims across the world. Still, slow growth among such native social media outlets suggests that there is room for foreign expansion and entrepreneurship within the MENA and SCA markets.

Although the wealthier cities of the Gulf states are hives of social media activity, such countries have long struggled with the coexistence of the internet and conservative Islam. (It explains their strong preference for private networking sites like WhatsApp, Snapchat, Instagram, and others with friends-only profile access, rather than Facebook and Twitter.) Western businesses have realized that a successful presence in the Muslim-majority world entails negotiating with strict religious mores, which might be strictly antithetical to their own aims. Slowly, they are warming to the idea of working within the confines of conservative Islam, and are devising new, creative advertising solutions harnessing the different powers of social media in order to work their magic within the limits. For example, McDonald’s—that seemingly most brashly Americanized of brands—set itself apart from its competitors in the Arabian Peninsula precisely by developing original but conservative Arabic lifestyle content. Most obviously, its online content was translated into Arabic—the preference of over 290 million social media users, yet accounting for only 4 per cent of content online. The company also produced a sophisticated web-series in the hakawai storytelling tradition for Ramadan, which retold fifteen Arabic folktales in a modern but conservative style.14 The social media-led series appealed cross-generationally, directing adults to the McDonald’s site while the graphics, music, and animation entertained a younger audience who would not usually be as enthused by such “traditional” content.

The cosmetics company Olay ran one of the cleverest campaigns in Saudi Arabia. The prospect of advertising a new skin cream to women in a country that places grueling restrictions on their participation in public life—and where it is against the law to reveal any skin outdoors, in print, and even on some websites—was daunting. Olay found a remarkable solution to working under this virtual “privacy veil” which transformed this limitation into a strength. Acknowledging that, in public, Arabian women only showed their eyes, Olay made this the central feature of their marketing campaign. “Eyes of Arabia” was an online “beauty pageant” that invited Saudi women to upload photos of their veiled faces, to vote online for “the most beautiful eyes,” and to interact with other elements of the Olay website (including beauty tips). The company enlisted bloggers to talk about the competition, and paid for banners on other women-focused websites, which ensured publicity for the pageant (and brand) in magazines and social media chatter. It was an instant viral success, with over 80,000 women participating, and almost doubly exceeded Olay’s aims to increase its market share and traffic to its website.15 The combination of a glossy social media campaign, allowing women to uncontroversially participate while celebrating beauty and respecting cultural beliefs, was a winning formula.

Clearly, women, as well as the young, are a key demographic benefiting from the social media business boom and pursuing greater social involvement through the explosive growth of internet-based communication. The power of social media here is not in connecting users, but instead in offering them a degree of anonymity unattainable in the real world, and a freedom that comes from behavior no longer under scrutiny or subject to religious edicts and cultural mores.

While half of Saudi students are female, only 20 per cent of working-age women are in work in Saudi Arabia (compared to 45 per cent in UAE and 56 per cent in Qatar).16 This lack of formal opportunity in the employment sector has encouraged women to realize the business potential of online platforms. For example, thousands of Saudi women have taken to Instagram and YouTube—which have seen explosive growth in the region over the last few years17—to sell homemade products ranging from jewelry to sushi, with one women starting a successful online barbecue delivery service, “BBQ-Time.”18 One reason for internet-based business enthusiasm is, of course, that it doesn’t require one to leave one’s house—a particular problem for working Saudi women who face not only social stigma but the practical obstacle of getting to work at all as they are prohibited from driving. New online technologies which have decentralized transportation systems are helping with precisely this; around 80 per cent of Uber app users in Saudi Arabia are women,19 and more than $2 billion venture capital has been invested in other car-booking app companies, including the home-grown Careem. Its founder, Mudassir Sheikha, estimates that his business has 150,000 regular users and (as of 2017) was growing at a rate of 50 per cent a month.20

That growth speaks to Saudi Arabia’s increasingly connected reality. And it is technology—particularly the smartphone—that makes life easier in the real world, as well as creating opportunities to speak out about the establishment. For instance, when one cleric proposed that driving might harm a woman’s ability to reproduce, a popular hashtag ridiculing the conservative’s dubious scientific knowledge was born, using the same technology helping women to navigate those very restrictions. The hashtag campaign #onlyinSaudi (and its Arabic version) began resonating for younger audiences in urban areas frustrated by the opaque rules. A hashtag that translated as “women driving affects ovaries and pelvis” became popular, too, and was soon joined by many men, hashtagging in Arabic, “I’m a male supporter.”21

The Real Thing

Drawn by the lure of a young and expanding demographic, one of the most confident, smart, and willing investors in the MENA and SCA regions has been the Coca-Cola Company. Its product and business model gives it a lot of reach in key audience communities—from kiosks in thousands of small villages and cities to established relations with platforms such as Facebook, Twitter, and local alternatives serving as a bedrock of its advertising. It too has manifested a successful “think global, act local” strategy—for instance, invoking the image of Tahrir Square in one advertisement aimed at the newly enfranchised Egyptian youth market. More than that, though, it has interceded in the music market as a way to reach across class divides and religious boundaries to meld Western influences with local culture and concerns, at the same time building on its “cool” brand.

Coke Studio is a TV series and radio station featuring live studio-recorded music performances by various artists, and even live concerts. Starting in the 2000s, it has become an enormously popular franchise, with outlets now in Pakistan, India, and the Middle East (based in Dubai), and with a sophisticated online presence, including dedicated branded websites, multiple online music channels, web forums and chat sites where users can engage with artists and access additional fresh content, YouTube channels, an app (which allows users to stream and download tracks immediately after a program has finished), and presence on Vimeo, SoundCloud, and Last.fm.

Coke Studio is hugely popular in Pakistan, and was a major impetus for the revival of the country’s music industry. One of its central concepts is musical fusion: it brings together established Arab and international artists, as well as up-and-coming and less mainstream musicians, to record an original song meshing two (or more) musical genres. As its own marketing copy enthused:

Coke Studio prides itself on providing a musical platform, which bridges barriers, celebrates diversity, encourages unity and instills a sense of Pakistani pride … Now in its third year running, the venture itself has continued to evolve in its outlook and execution. Where Coke Studio One centered on the philosophy of peace and harmony and the appreciation of live music recording, Coke Studio Two was about the Pakistani identity and unity and celebrating individuality. In the third season, we come full circle but widen the same to encompass all identities as well as be circumspect and retrospect about our own journey—how dreams and goals are created and realized.22

The vision is a broad one. On the one hand, Coke Studio’s ability to reach across lines of class, geography, and age, its values of cultural openness and respect, and its robust promotion of international pop music and culture, make the station extremely attractive to international investors and businesses, drawing the advertising dollars of many private companies and services keen to associate themselves with it.23 Young people are a dream audience because they tend to exert a greater consumer demand for new (Western) products and technology, and to be much more receptive to new values and ideas, especially those breaking with tradition.24 But, on the other hand, the catholicity of the franchise also means that political, religious, national, and even regional views are well represented. The concern of some Pakistanis that corporate sponsorship would mean censorship of any music with a political message proved unfounded. Political music is an important element: the Pakistan Muslim League (a party that employs religious symbolism in democratic politics) ended up using many of Coke Studio’s artists in their political campaigns. The Islamist Jamaat-e-Islami organization helped push for nasheed (religious songs) to be played by new artists and guaranteed a loyal fan base if Coke Studio chose to do so. Minority groups in general stand to be the real winners from the proliferation of corporate channels, using such platforms to disseminate their views to a far larger audience than they would otherwise reach.25

Coca-Cola certainly benefited from the exposure. Although there is little hard evidence that media channels increase demand for products, brand recognition and advertising revenue certainly make a difference. Before establishing Coke Studio in Pakistan in 2008, Coca-Cola had a 25 per cent market share; four years later, that stood at 35 per cent, encouraging the company to announce a $379 million investment in the opening of three new bottling plants in Pakistan (in Karachi, Multan, and Islamabad) in 2013.26 (Coca-Cola’s biggest rival, PepsiCo, saw its market share drop to 65 per cent after the launch of Coke Studio, down from 80 per cent in the 1990s.27) The Coca-Cola conglomerate’s confidence in a country which all too often faces upheaval—and has an international reputation for doing so—is very important. The mere presence of Coke Studio, not to mention its wide success, promotes Pakistan as a stable environment for foreign investment and entrepreneurship.28 Indeed, alongside the many Western political, social, and economic actors who have been and will continue to be increasingly interested in investing in (and profiting from) local communities across the region, the countries’ ruling classes and the Islamists realize that foreign investment is vital to their economies—as well as their own political futures.

Open for Business

Ruling regimes and opposition parties have as much to gain from courting international business as companies wanting to tap the considerable Islamic market. Just one example is Turkey’s AKP, many high-ranking members of which hold shares in prominent companies and conglomerates that have prospered under the AKP’s watch (see Chapter 6). This may well be a long-term financial strategy across the region, explaining many Islamists’ smart investment in legitimate companies and ventures. Islamist political parties also pursue those living in the Muslim diaspora across the globe. Muslim expats in the US, Europe, Canada, and Australia are courted for the influence they may wield abroad (a surprisingly large number hold positions in governments, NGOs, and Fortune 500 companies), the funding they might provide, as well as for their vote back home (as many Muslim nations permit voting by absentee ballot). The first prime minister of the rebellious Syrian opposition National Council, fighting a civil war to oust the dictator Assad, was Ghassan Hitto, an Islamist Syrian-American IT executive from Texas. These offshore constituents can swing an election.

There are challenges, too, particularly centered on businesses’ online presence. Social media engages the populace, but its users are unpredictable; governments and conservative groups alike want to exert control over online content; companies need to protect their business models and are reluctant to “pollute” their platforms; the cross-border penetration of online communications can expose a company’s tailored campaigns to other audiences who might be left cold or, worse, insulted.

And yet, rulers in the MENA and SCA regions have consistently opened their doors to business—and businesses have crossed the threshold. McDonald’s has been a market-leader in synthesizing its global image with local values, and even local palates. The burger giant won praise for its attempt to “glocalize” its menu with such additions as Red Bean Pie in Hong Kong and the potato-patty McAloo Tikki Burger in India. Taste, however, is arguably a secondary factor in McDonald’s widespread success. The fast food giant has maintained its global dominance by relying on ties to influential individuals in the countries where it operates. For instance, its first foray into Central Asia—specifically into the 70-per-cent-Muslim Kazakhstan—was led by Kairat Boranbayev, whose daughter is married to President Nazarbayev’s grandson.29 While Boranbayev certainly does not lack in business acumen (having previously held top positions with KazRosGaz, one of Kazakhstan’s most successful gas transportation companies), his political ties stand to be of far greater benefit to McDonald’s. Even the sophisticated advertiser Coca-Cola resorted to allying with the local political elite in Uzbekistan, the most populous (and most Islamic) of the Central Asian former Soviet republics, which Coca-Cola saw as its gateway to the whole region. It hired Afghan-American Mansur Maqsudi to head its bottling operation there. He had no previous bottling experience, but was married to Gulnara Karimova, daughter of the country’s notorious president.30 Coca-Cola’s time as Uzbekistan’s favored soft-drink company was not to last, ending when Maqsudi and Karimova’s marriage did in 2002. The inevitably toxic brew of the personal and the political is nothing new, of course, but is a reminder of the potential pitfalls for international companies allying with unsavory local regimes.

Online crowdfunding in the MENA region also brings investors and businesses together, and for many different purposes. The Cairo-based crowdfunding and open innovation platform Yomken (Arabic for “It’s Possible”) deliberately harks back to the Arab world’s Golden Age in its marketing copy, positioning itself very clearly as an enabler bringing together isolated clusters including NGOs, big multinationals, and individual innovators, and increasing the region’s economic prosperity: “Yomken’s vision is transforming the fahlawa … that combines wit with innovation, intuition, resourcefulness, and experience—into an economic value added.”31 The company recruits young, tech-savvy volunteers to help low-tech firms address technical problems.32 One Dubai company, Aflamnah (Arabic for “Our Films”; it later became Yomken), aimed at facilitating crowdfunding specifically for filmmakers based in the Arab world. Another group, Eureeca, launched in the Middle East and provides an online method for investors to view funding proposals for small and medium-sized businesses. Some innovations and businesses have used this funding to develop new technologies which have become internationally popular, such as the Pocket TV from the UAE or Instabeat from Lebanon. In 2016, crowdfunding sites raised over $41.4 billion for over 3 million campaigns worldwide. And they are not free of politics—especially when used to fund civil society groups and businesses with political agendas.

One who had such an agenda, and benefited from some of that wealth, was the Malaysian politician Tony Pua, a DAP MP, who was fined 200,000 ringgit (about US $61,000) for defaming a private water-services utility in a newspaper interview in which he called the company’s financial solvency into question.33 When the judge refused to wait for the outcome of Pua’s appeal before levying the fine, Pua had just six days to come up with the cash. Within five days, Mr. Pua and his party had raised nearly 150,000 ringgit from tens of thousands of Malaysians through a series of websites and social media-sprung community fundraisers.

Public Broadcast

Social media has in fact provided a good way of doing the kind of talking about public services for which Tony Pua was fined. In terms of ruling regimes’ attitude toward and use of social media vis-à-vis their citizens, it is certainly not merely a story of conservative clampdowns, censorship, revolutions, and the odd shafts of light. MENA rulers have looked to social media for innovative governmental solutions.

For instance, during the Middle East Respiratory Syndrome (MERS) outbreak in 2012, Saudi Arabian public health went online. The Saudi government realized that nearly half of all its internet-connected citizens were on social media (which was most often accessed via mobile devices on 3G or 4G networks), and sent medical updates en masse via Twitter and Facebook. Saudi women have also benefited greatly from social media spreading awareness of breast cancer—the leading cause of death among women aged 20–59 in the kingdom. In a country which has long struggled with the coexistence of the internet and conservative Islam, and where talking publicly about private body parts is taboo, the internet offers a forum for Saudi women to learn more about their bodies, potential symptoms, and logical next steps in diagnosing this disease.34 Several Arabic websites, such as Kanzah or Susie in Arabia, provided forums for Saudi women to have such conversations.

In Dubai, too, social media became a tool of social cohesion. Faced with a growing divide between migrant laborers and wealthier residents, Crown Prince Sheikh Hamdan produced the #MyDubai campaign on Facebook, Twitter, and Instagram, which aimed to create an “autobiography” of the state showcasing all residents in an equal light. This followed in the footsteps of Sheikh Mohammed bin Rashid Al Maktoum, the ruler of Dubai and VP of the UAE, who often solicits “help” from the public via Twitter when making legislative decisions—the democratic process crowdsourced by a conservative autocrat.

Even the most apparently enthusiastic political opponents of social media seem to recognize what it can do for them. Index on Censorship reported that, in Iran, “Social media accounts were set up for every candidate in Iran’s 2013 presidential elections, despite the fact that Twitter, Facebook, and YouTube are all blocked within the country.”35 Similarly, led by the flagship @UAEGOV set of accounts (now comprising several handles managed by the government), featuring exclusive behind-the-scenes photographs and reports from the UAE’s normally reclusive legislative and executive branches, several of its federal ministries have launched Facebook, Twitter, and Instagram profiles in an effort to increase transparency. Social media as an engagement platform is, it seems, irresistible. With presidential contenders joining the social media bandwagon in countries such as Iran, the trajectory certainly seems to suggest an “if you can’t beat them, join them” sort of mentality.

Efforts to establish online platforms that provide a service to people in the region are more often led by NGOs and private sector actors. In Lebanon the #Cheyef7alak program (cheyef halak refers to “self-evaluation”) was launched in 2011 as an app, Facebook, and Twitter campaign by a Lebanese TV station and a pan-Arab advertising company. (Unsurprisingly it also got some television airtime.) It first mobilized around the issue of road traffic chaos and accidents, which are a leading cause of discontent among Beirut’s residents, and which the limited police resources often fail to tackle. It invited citizens to take photographs of traffic violations and upload them to the various social media platforms, notifying police by automatically uploading to law enforcement databases. Recent photos show cars with missing license plates, a motorcyclist texting while driving, and, disconcertingly, numerous bullet holes in car windows and doors. Several cases were followed up using the new data and Beirut’s citizens felt empowered, especially in minority neighborhoods. It has led to several new online platforms geared to monitoring bribes and corruption.

In a similar vein, Janaagraha, a Bangalore-based NGO, set up, among other not-for-profit online initiatives, the innovative ipaidabribe.com, which allows users in several African and South Asian countries (presently including India, Pakistan, Syria, and Morocco) to anonymously document corruption by sending reports via the website. Users can inform of instances when they paid a bribe (to whom, for what reason, and how much), and when they did not pay (“Tell us your story. We would like to honor and celebrate you for standing up against corruption”); when they encountered an “honest officer” (“the good guys in the system”); and when they have been victims of a scam. All the stories—including dates, locations, and amounts—are logged and can be accessed and searched on the site, which also informs the authorities so that measures can (hopefully) be taken.36 These are just some of the examples of the entrepreneurial solutions to lackluster public accountability appearing all over the world. Such crowdsourced anti-corruption initiatives can direct structural change in postrevolutionary environments, sowing the seeds for stability and long-term economic growth.

These social media initiatives aim to change attitudes as well as social conditions. Operating under the slogan “Freedom of speech is allowed within boundaries of respect,” the Islamist “network of democratization activists”37 behind @OnlineBahrain looks at retweets, repostings, the number of followers, time of engagement, resonance of hashtags, and keyword identification in real time, allowing them to customize their postings and what messages they tend to scale up and amplify, such as #weareone, which aimed to create harmony between Sunni and Shiites in Bahrain (a hotly contested issue). The goal of that campaign was to propound the idea that external actors, not political Islamists, were the problem. It also sent a very clear democratic message through the vehicle of social media.

Such initiatives also effect change by engaging disgruntled citizens in the governance process itself. The Tunisian NGO “Youth Decides” aims to empower young people (particularly to vote) and develops programs of advocacy, cultural promotion, civic engagement, and employment. It was working a range of strategies in the run-up to the 2014 elections to try and encourage the country’s young demographic to get involved. Its founder, Wala Kasmi, bemoaned the fact that, despite the slightly embarrassing pop-star references and appearances at rallies, Tunisia’s top politicians—the majority of whom are over fifty—were still not focused on young people, and therefore were not attracting them: “Many youth don’t feel represented by the politicians … They need to speak directly to us.”38 With the central idea that “the technology native generation has an added value to humanity. Technology natives changed the way business worked and they can change the way politics work,”39 alongside a slick website and excellent social media outreach, Youth Decides has organized petitions and debates online, including a quirky campaign inviting young people to post their candidacy for government roles; a thirty-four-year-old blogger and human rights expert called Tarek Cheniti even nominated himself for prime minister.40


SIX

FAITH, DOUGH, AND CHARITY

“EVERY SINGLE ANTIQUITY [ISIS] sells out of Palmyra is priceless. It is taking billions of dollars. The market is there; it will take everything on offer, and it will pay anything for it. Daesh is gaining in every single step it takes, every destruction.”1

Like other extremist groups, ISIS had a clear understanding from its beginnings that in order to achieve its grand territorial ambitions to establish the new caliphate, it would have to raise considerable funds. Unlike other groups, from its beginnings it saw itself as, at core, a “corporation”—a slick money-making operation that could and should establish global networks to buy and sell goods. Getting into the oil business was easy—the group overran numerous productive oil fields as they rampaged across Iraq and Syria. But another income stream, lucrative, cleaner, and more befitting their commitment to destroy all cultures other than Islam, was to deal in Middle Eastern antiquities. ISIS shot-callers quickly realized they could easily appropriate hundreds of priceless ancient Babylonian artifacts from the territories they conquered, such as the city of Palmyra.

The central problem was how to securely sell them off. One ISIS member named Javaid, a dedicated recruit who had joined the extremists early on, told me how he had sourced potential buyers online, using social media like Telegram to build networks, conversing with leads thousands of miles away in Europe and North America, and then turning to the dark web; and how he conducted the transactions in Bitcoin, and ensured they were untraceable with encryption software.2 In this way, ISIS’ investment in social media propaganda paid off big time. Having built a substantial, networked fanbase as part of its operations on the “information battlefield,” it could now do big business in private, cloaked transactions. That was the key: black market sales using digital cash, with no footprints left behind.

And the means of harvesting such antiquities brought its own rewards. Videos of the black-clad terrorists’ grab-and-smash, ensuring that no evidence would remain of the treasure-looting, made excellent viewing material to share online. This, too, ISIS has honed to further push its radical propaganda. One French archaeologist who has been monitoring ISIS’ destruction across the ancient cities of the Middle East noted: “It has been learning from its mistakes. When it started on its archaeological destruction in Iraq and Syria, it started with hammers, big machines, destroying everything quickly on film … It blew Nimrud up in one day. But that only gave it 20 seconds of footage. I don’t know how many people’s attention it could capture with that short piece of film.” Now, the destruction is prefigured, trailed, teased out piece by horrifying piece. “The planet then has the footage that it releases according to its own schedule.” And the longer the destruction lasts, the higher the prices soar.

* * *

The key resources recruited and mobilized by social media-savvy Islamist organizations and extremist groups include not only people, but money. Despite the increasing availability and prevalence of digital technology, most political campaigns are still based primarily on physical mobilization, but social media plays an important role in how parties go about attracting and securing funds, and choosing how to spend them. The function of charitable donations in the region is also contentious, with Islamist groups themselves having cultivated strong links with charitable and philanthropic concerns—and their associated established means of money-collecting online—in order to fund political and even extremist activity.

This is another way that the experience of social media in the Islamic world gives the lie to Morozov’s theories of “net delusion.” Morozov belittles online communities that support charitable or civic causes because, dividing the amount of money raised by the size of the group, it amounts to mere pennies per member. Many have exposed the weakness of this argument—it is hardly clear that more money would be raised in the absence of such platforms, even if more should be raised with them—and in the Islamic world, it is even more acute. First, Morozov’s view doesn’t take into consideration that the majority of those supporting Islamist charitable or civic causes would be prevented from sending any money without online functionality due to the particular security situation in the region. Morozov’s calculation also fails to account for the people who might heed an online call to donate by actually doing so in person, which is a common occurrence in Islamic countries. The Muslim Brotherhood has relied on this method for years, soliciting funds on social media and via mobile phone messaging while knowing that the money can be collected directly at early morning prayer (fajr) as the congregation members file out.

This is not to say that all uses of collected funds are legitimate. Digital platforms provide twenty-first-century conduits for capital and corruption in the Islamic world, as well as the means for combatting exploitative practices.

Asking For It

“For all of those who aren’t joining jihad yet, you can perform jihad with your money. We want to buy 100 grad missiles to shell Qardaha.” So read a 2014 tweet by ISIS supporter Abdullah Mohisine. It was retweeted over 900 times, with a Turkish telephone number to call.3 Social media opens up the possibility of funding to anyone with a telephone and a Twitter account—something that extremist groups like ISIS have been taking advantage of, and with more sophisticated calls than Mohisine’s blunt request.

Raising funds through recruiting donors is a vital part of ISIS’ entire social media strategy in order to finance the high cost of war. Many groups receive a good deal of funding from people who watch footage of the sins committed against them. Thus, pictures and videos that ISIS posts across YouTube, Flickr, and Instagram document in unflinching detail the atrocities of the Assad regime and its allied forces in Syria, in order not only to fuel the anger of potential recruits in the affected populations, but to loosen the purse-strings of a directly affected regional audience and the considerable number of international humanitarian spectators. More impervious mobile applications such as WhatsApp and Kik are used to organize financial donations from sympathetic followers under the guise of humanitarian aid. It would seem, ironically, that ISIS is taking a leaf out of international charities’ books, which have made donating aid money to relieve disasters—not the least of which is currently being caused by ISIS in Syria—as easy as sending a text.

Being the richest terrorist organization ever, with huge swaths of oil- and gas-producing regions under its (now diminishing) control, the matter of individual donations might not have necessarily kept ISIS leaders awake at night. But it does now—especially since the group has lost a huge chunk of its physical territory. Other Islamist groups also worry about where their funds are coming from.

Most people’s picture of who underwrites Islamist groups in the Middle East probably involves wealthy donors from the UAE, Qatar, Kuwait, or Saudi Arabia, benefiting from the lax restrictions and regulations on their money, making underhand deals and wiring their riches to whosoever will best further their cause, or who are most in line with their beliefs.4 Indeed, some of the largest players in private political funding are the Islamic banks of Saudi Arabia, which have followed their government’s lead in regularly channeling money to Islamic enterprises and backing political parties in Turkey and Egypt—specifically in an attempt to enfranchise and/or mold regimes more closely linked to Saudi Arabia. Private donations from Gulf supporters have also contributed to ISIS’ funding, though Saudi Arabia and other Gulf nations have recently tried to make it harder for their citizens to donate without government approval—and certainly harder than when, as during the war in Afghanistan, Saudi supporters could donate money directly at their mosque free from government scrutiny.5 Twitter, on the other hand, refuses to block personal accounts that solicit funds even when they are quite explicit about what the money might be for, allowing a safe platform for funding messages to be circulated, and further legitimizing organizations like ISIS, but also the Taliban, Hezbollah, and al-Shabaab, and their calls for money.

Because of social media, funding no longer has to come through extremely wealthy individuals with connections, nor even through physical presence. Yet traditional, cash-in-hand collecting is still a major funding channel for many Islamic groups. Some hold regular fund drives at private homes and mosques. At upmarket Kuwaiti fundraisers, attendees would be asked for donations to help orphans, refugees—“and jihad,” impossibly conflating humanitarian rescue and terrorism.6 A 2013 Brookings Institution report named Ajeel al-Nashmi, one of Kuwait’s most senior bankers and a board member for large institutions across the Islamic finance sector, as a lynchpin in the nexus of clerics, extremists, and funds. He is known to have participated in a fundraiser alongside the social media-savvy chief cleric Shafi al-Ajmi, among others, which financed an offensive in Latakia that left several hundred civilians dead. Al-Ajmi himself has admitted that he collected funds, ostensibly for “charity,” and delivered them in person to the ISIS-linked al-Nusra Front.7 The highly sectarian flavor of these individuals’ Twitter feeds gives the impression that they hardly would have condemned the violence. There is, too, an established black market connecting extremist groups with Gulf crooks, through which extremists hold auctions of the spoils of war or other “donated” (heavy on the inverted commas) valuables such as jewelry and cars. The proceeds are channeled back to the shady acquirers.

Cash donations can also be laundered—an unfortunate consequence of the increased economic liberalization in the MENA and SCA regions. Post-revolutionary Tunisia, for instance, became a haven for money laundering, particularly for extremist groups such as al-Qaeda. Illegal flows of money coursed through Tunisian society, working its way toward political parties as criminal networks attempted to buy themselves impunity, thus providing the parties with more resources to finance their campaigns and other activities: “Some highly controversial associations, including but not limited to the League for the Protection of the Revolution, have sources of funding that are still unknown.”8 And, while not every group engaging in this practice has connections to extremists, the unregulated flow of foreign money into Tunisia also flows out again, transiting to fund extremist groups throughout the region.

The reason that the old-fashioned on-the-ground funding remains so crucial for political groups in the region is precisely the issue of transparency. While some have started looking at social media sites, they remain hesitant, seeing the new technology as bringing with it pressure to lay their cards on the table. Traditional cash transfers are almost impossible to trace, an appealing feature for groups that are interested in hiding the source of some of their donations. For instance, the Turkish tradition of awarding management of state-run enterprises to ardent political supporters creates strong incentives for private citizens to make major investments in political campaigns. The AKP has enjoyed an influx of “green money”—donations from pious Islamist businessmen and Middle Eastern states, who perhaps want a say in Turkish politics or who hope to promote Islamic governance—which is normally kept hidden from the public to avoid the perception of corruption and a possible backlash.9 The number of high-ranking AKP members who have shares in prominent companies and conglomerates which have prospered under the AKP, and the sheer scale of the inflow of funds—estimated in 2005 to be between US $6 and $12 billion—makes the source of the money a political hot potato.10 It is not a practice limited to Turkey, of course: many parties use private companies to fund their political campaigns and their actions once in power. It is just that none of them want you to know about it.

Perhaps, as online services continue to gain credibility, political parties, like many other political actors around the world, will increasingly use them to help fund their campaigns.11 So, while many groups still recognize the power and usefulness of physical donations, technology is certainly making the process easier and more appealing.

Political Capital

Certain political parties realize the political capital—and actual capital—to be gained from accentuating their charitable appearance. The Muslim Brotherhood in Egypt, Hamas in the Palestinian territories, and Hezbollah in Lebanon have all used the umbrella of charity and social work to increase their grassroots support within their own countries, strengthening their political bases. These efforts particularly target more vulnerable members of society, including poor or refugee populations. Often these organizations will use social media to “brand” their work to potential recruits, volunteers, and mass-media audiences. Associating themselves with the ability to provide social services that authoritarian regimes cannot helps them to gradually chip away at the credibility of the government and to spread their own belief systems. Their investment in communities—and in being seen to be investing—pays dividends. Quite literally so in Turkey, where the AKP’s commitment to improving social services, especially housing and health care, has been a major factor in its electoral resilience, and the reason that many Turkish voters tolerate government corruption. It seems that, as long as the average Turkish voter sees a consistent improvement in the provision of social services, the party is immune to the controversies and scandals that have beset it over the last two years, not the least of which was the failed military coup in 2016.

Perhaps taking inspiration from the AKP, the Muslim Brotherhood has also focused its attention on winning social capital, which can then be transformed into political advantage come election time.12 Having been granted subcontracts to certain social services by the Egyptian government, the Muslim Brotherhood gained popularity for maintaining hospitals, schools, and shelters all over Egypt (as well as in other nations in the MENA region). By the mid-2000s, the Muslim Brotherhood ran 20 per cent of NGOs in Egypt and operated twenty-two hospitals, welfare programs, and schools in every Egyptian governorate. The Brotherhood in Jordan administered the Islamic hospital in Amman and other services, like wedding and matchmaking programs. In other countries the Islamists operate sports clubs, shelters, food donations, investment programs, and other social facilities. The Brotherhood ensures that its social media team documents and promotes all of these charitable efforts across many platforms, including influential public service announcements, photographs, advertisements, and short videos.

One reason the Brotherhood enjoyed such success in the first elections after the Egyptian revolution was this established history of operating public services that the government had failed to provide. Another was that Egyptians saw the Brotherhood as free from government bureaucracy and the strongest critic of government inefficiencies.13 The Brotherhood’s social media strategy had inculcated this message, appealing directly to the younger demographic disillusioned with the then-current government, and swaying many sitting on the fence with its evident good work in the community. It continued after Mubarak’s fall with a significant investment of resources. Ikhwanweb and the Brotherhood’s websites took an active role in the daily goings on around Egypt, recruiting many younger people to actively engage that demographic and international media attention with quick and catchy updates and responses to critics. (Many noticed how noticeably well-educated and fluent in English the Brotherhood’s online workers were, a far cry from the usual “Brother” profile.) It is telling that, when the Egyptian military wanted to destroy the Brotherhood’s political base, it first went after the Brotherhood’s social service network.

In many ways Ennahda showed how not to do it. Though it, too, staunchly opposed the incumbent and corrupt regime (in its case, that of Ben Ali), and engaged in widespread social programs, from the outset it made a concerted effort to separate its social services work from its political activity, with the intention of dispelling rumors that it provided social services only to win political points. Ennahda was aggressive in its branding of its social programs, and inventively celebrated the “everyday ambassadors”—ordinary people (volunteers) doing heroic work in their communities—by spotlighting their work on social media. Once the group gained control, however, and the operation of government social services came under the auspices of politically appointed directors and managers, it all crumbled.14 Like other Islamist parties, Ennahda instituted an old-fashioned spoils system for the civil service, but political appointees were not always capable of—or interested in—effective management. Ennahda itself was soon the subject of criticism for corruption,15 and for failing to improve social services despite utilizing foreign donations and other inflows of resources to fund them. It quickly became clear that protesting about the inefficient distribution of social services is far easier than actually building efficient bureaucracies. But whereas the Muslim Brotherhood’s rise to political and financial power enhanced its Islamic agenda alongside the successful promotion of its commitment to continue its social service programs,16 Ennahda seemed to succumb to the trappings of office: greater resources and correspondingly greater opportunities for corruption and abuse of power.

The Ties That Bind

The relationships between civil society groups and political parties in the Islamic world are incredibly complex, particularly with regard to the collection and use of charitable donations. Charity is a central feature of Islamic life: the zakat is one of the five pillars of Islam, an annual contribution for the poor, mandatory for all Muslims. Those who collect zakat thus have enormous funds at their disposal. Charities, and their associated groups, are therefore crucial political players.

Indonesia is a salient example of the complexity of charity and politics. Civil society groups and political parties became intertwined at Indonesian independence, and have only become more so as time has passed. The Indonesian zakat amounts to a considerable sum, and hence the country has witnessed a rise in both state- and community-based zakat collectors, as well as the almost inevitable conflict between them. Indeed, Indonesian political parties have devoted considerable attention to managing state-run zakat agencies, and new political groups have even begun founding their own charities to collect zakat and other contributions: the charities owe much of their financial backing and prestige to their political connections, while the parties are buoyed by the social capital they receive from their association with the charities. It is a symbiosis that brings with it a heightened risk of corruption, as many political groups receive state funding. Furthermore, many of the community leaders who advocated a greater role for NGOs in the distribution of zakat have become a part of a new political class, building more and stronger ties between charities and government officials. Groups also receive private zakat donations in the name of community development and other social programs.17

So too in other countries, zakat collection performs important roles for a number of actors. For the governments of Jordan and other Middle Eastern countries, for instance, zakat collection and distribution legitimizes them in the eyes of Islamists and helps them to maintain political control. Centralized zakat collections therefore represent both a source of income for the state and a connection to the core of Islamic belief.18 Sometimes the issue of legitimization is more contentious—and costly. In Pakistan, the Muttahida Qaumi Movement’s Khidmat-e-Khalq Foundation saw its annual zakat donation drop 20 per cent when the Sindh Rangers, a paramilitary force reporting to the Ministry of Interior, prohibited its members from soliciting donations.19

In many Muslim-majority states, charity organizations—not always state-run—are important players in the political arena. The majority of these charities are, at root, politically oriented, and very little of their resources go to non-Islamic recipients. The many more Muslim refugees recently fleeing the civil war in Syria have encouraged Gulf states to send more zakat money in their direction; interviews on the ground suggest that community-based charities run by political parties have had a significant impact on the religious views of the refugee population. The money can be highly disaggregated. Al-Nour, Gamey’ah Shar’iah, and Ansar al-Sharia in Egypt are examples of charitable organizations that use their services to promote their brand of Islam; the same can be said of the Saudi-based Islamic relief organizations which support the spread of the particular variety of  Islam practiced in Saudi Arabia. Organizations and their members often appeal directly to the public for funds as well.20

Some charities couple aid distribution with politically based education, paying students to attend classes which are aimed at disseminating certain parties’ political propaganda. Other charities distribute succor for specifically religious—even extremist—purposes; there is evidence to suggest that assistance has been given to certain families in Syria if their father or a close relative died as a martyr.21 Charities associated with the extremist Jabhat al-Nusra have made these sorts of claims, and used them to promote their different platforms.

There is, of course, much evidence of charities and NGOs working efficiently and above board in the region, particularly using social media. Imitating Western sites like Kickstarter, and with a significant focus on marketing, this civic “crowdfunding” allows people to donate to projects with a simple text message or by clicking on a link. Such platforms feature projects such as Bilbaal, “A socially engaging online platform dedicated to connecting pro-bono resources to Palestinian philanthropic initiatives and organizations around the world.” And, despite the occasional difficulties of working in the Middle East, several new groups, such as Zoomaal, which has backing from four major Arab venture capital firms, are attempting to attract people to this kind of donation method. But international secular charities that are operating in the region, such as UNICEF, are wary of partnering local Islamic charities precisely because of their political motivations. The presence of both legitimate and extremist charities causes concern to those who want to donate money for humanitarian interests.

Vying for Power

The Nahdlatul Ulama (NU) in Indonesia and the Gülen movement have both used charities and their funds to aid their political activity.

The NU is a traditionalist Sunni Islam movement, the largest political party in Indonesia, indeed the largest independent Islamic organization in the world. It is a charitable body which sees its role as making up for the government’s shortfalls in providing public services. Its size poses several problems, particularly regarding information dissemination and dues collection from its more than 30 million members. (Only a small proportion pay, however, the majority of the party’s resources instead coming from individual, group, and business donations.) The NU is very clear about its priorities. While visiting Indonesia I met with several young men on the staff of NU’s sharp social media management team. “We must be efficient at raising money for our projects,” an NU official explained. “Fundraising is time-consuming and expensive. We’d rather spend that time pressuring the government and carrying out projects on the ground.” As part of this efficiency drive the NU has been exploring how to use technology, such as the online crowdfunding platforms, to help facilitate easier payments. It is already an enthusiastic user of social media. Since its founding at the end of 2010, the NU’s Twitter account has put out on average a tweet every hour to its 234,000 followers, its feed very focused on promoting the organization’s ideals. It is not only about communication. The NU also uses social media networks to profile its supporters (and the opposition), gathering demographic information and calculating fund-giving patterns. Its core use of online platforms, therefore, is still for the sharing of information and on-the-ground facilitation: maintaining a mailing list (electronic and physical) and a register of party forum members.22

If the NU exists to spread Islamic teaching, one of the Gülen Institute’s aims is to use education to further more moderate social ideals. This has not made it any less contentious; indeed, though it claims to have no political ties, it is seen as a dangerous competitor in Turkish politics. Based on the ideas of Fethullah Gülen, a Turkish former imam, writer, and Islamic opinion leader, the Gülen movement—usually referred to as Hizmet (the Service) by its followers or as Cemaat (the Community, or Assembly) by the Turkish public—is regarded as preaching a milder form of Islam. One of the keys to its success is its global network of private schools (numbering somewhere between 500 and 1,000)23 and universities operating in 140 countries (mostly English-speaking, or relatively wealthy—primarily the US, but also Australia, the UK, Germany, Canada, and Ireland).

With this large source of potential supporters, these institutions of learning allow the group to not only spread its religiously motivated ideology, but also to establish itself as one of the premier transnational Muslim outreach groups with a huge amount of financial backing. Sources under its sway included Feza Publications, a massive Turkish media conglomerate, which echoed the movement’s teachings and ideals, and which was shut down by the government in 2016; and Turkey’s largest bank, Asya, founded by a Gülen follower and with billions of dollars in assets, which has now also closed down. The movement has also benefited from huge private donations. The Walton Family Foundation, a philanthropic organization established by the famous (and incredibly wealthy) Wal-Mart family, donated at least $2 million to six separate Gülen schools. One, the Magnolia Science Academy in California, received the lion’s share—over $1 million.24 That school was at the heart of a 2011 FBI investigation into Gülen-owned charter schools in America (a total of 135 schools with well over 45,000 students).25 The foundation was accused of diverting federal funds meant for their charter schools to the Islamist Hizmet Organization, another wing of the Gülen movement. Supposedly, state funding was spent on bringing teachers from Turkey who then donated a portion of their paycheck to the Gülen movement. According to the state audit, Magnolia Public Schools “used classroom cash to help six non-employees with immigration costs. The schools had trouble justifying another $3 million expense.”26 Given the scale of private donations, and the considerable lauding of the Gülen movement as forward-thinking and above reproach, this improper use of funds is perhaps cause for further concern.

While Gülen schools provide income and new followers to the Gülen movement, the larger issue at the forefront of the Gülen controversy is the political role that the foundation plays in Turkey and abroad. Each year Gülen schools prepare 1.2 million students to take the YÖS exam (akin to America’s SAT or China’s Gaokao), giving the movement a valuable source of latent followers.

For the Gülen movement, access to the global Turkish diaspora is essential, thereby making internet-based communication both a political and a financial priority for the organization. The Gülen Institute supports its educational network with social media and other online activities. Its social media team produces short-content videos, daily online postings, recruitment videos for volunteer work, and charity hashtag campaigns, projecting its vision and adding an important dimension in reaching the Turkish diaspora and interested members in over a hundred countries. Its global ties and ambitions to set up forums for interfaith dialogue connect moderate Islamists in the MENA region with other moderate Muslims and non-Muslims around the world.

While the Gülen Institute insists on its nonpolitical nature, the group’s moderate views bring it into political tension with the more conservative governments in the Muslim world, especially given the increasing call for an Islamic solution to MENA regional politics. Its ability to connect globally facilitates professional relationships, which encourages political motivations. And while many Gülen members and sympathizers had been appointed to positions within the Turkish bureaucracy and to other high-level roles, that has now changed following the purge led by the government after the failed military coup in 2016. It was believed that Gülenists in government ministries, such as the Turkish Foreign Ministry, constructed parallel structures and connections, which could bypass official formalities.

So, while the Gülen focus on promoting Turkish culture and language might at first seem a boon to the Turkish state and government, the relationship between the Gülen movement and Turkish authorities has become downright confrontational. The Daily Sabah, which is aligned with President Erdoğan’s Justice and Development Party, carried various news articles about the Gülen schools’ scandals in the United States and noted that Fethullah Gülen was—and continues to be—“at odds with the Turkish government over the influence he wields inside the Turkish police forces and top judiciary.”27

Although Gülen institutions are often referred to as “Turkish schools” in the Caucasus and Central Asia, they are far from being state sanctioned today, although they had enjoyed tacit support from the Turkish state previously. After eleven years of broad cooperation—much of which was focused on reducing the influence of Turkey’s army and its generals—the AKP and the Gülen movement split over the latter’s attempt to use its judicial influence to curtail the National Intelligence Organization.28 The Gülen movement was understood to be responding to Erdoğan’s threat to close its prep schools with revelations of widespread corruption within the Turkish government: Zekeriya Oz, an Istanbul prosecutor widely believed to be a member of the Gülen movement, initiated an early morning raid on dozens of individuals, including the sons of three ministers, an AKP mayor, businessmen, and bureaucrats, exposing millions of dollars stacked in shoeboxes to the press. It was, and was emphasized as, the greatest corruption scandal in recent Turkish history.29 And, with its substantial media holdings, the Gülen movement sustained the humiliation, with Zaman, its mouthpiece, running articles such as “AKP and the Normalization of Corruption.”  While pro-Erdoğan groups made forays into the social media sphere with their #Erdoganiyedirmeyiz (“We will not let you ‘eat’ Erdoğan”) and #GuvenimizTamLiderimizErdogan (“Our confidence is fine, our leader is Erdoğan”) hashtags, the online prowess of the government was quickly overshadowed by pro-Gülen enthusiasts.30

Erdoğan and his party have come to view the Gülen movement as a dangerous and poisonous competitor in Turkish politics: not simply a rival at the polls, but rather a distinct fifth column that could potentially undermine Turkey’s stability. The root of this distrust stems from the Gülen movement’s own secrecy and lack of transparency; while the organization claims to be a cultural force, it has flexed its political muscle via its large network of supporters. This seems to include political sleeper cells. When the Turkish president ordered police to raid several pro-Gülen news agencies, an anonymous Twitter account, Fuat Avni, began to accurately predict future government crackdowns. With over 700,000 followers, the account became a popular source of information and even predicted when its own feed would be blocked by the Turkish authorities.31 The extent of the users’ impressive insider knowledge suggests that the AKP has more than a few Gülen sympathizers in its inner circle. The popularity of the Fuat Avni handle, and later leaks of damaging conversations by AKP members, led Erdoğan to block access to Twitter and other social media across Turkey in 2014.32

The rise of accounts like Fuat Avni is an important development in Turkish society; analysts suspect that about 65 per cent of Turkish media is under government control,33 with the pro-Gülen Zaman being one of the few independent outlets left. (In 2017, Turkey was placed 15th out of 197 countries in the annual press freedom rankings.34 The AKP media crackdown also contributed to Turkey dropping eight points on Transparency International’s annual Corruption Perceptions Index.35) After the corruption scandals, Erdoğan took measures to limit the influence of these media sources and to fight the “parallel state” attempting to undermine his regime—including the arrest of Zaman’s chief editor, Ekrem Dumanli, on live television.36 At first, the police were turned back from Zaman’s headquarters by a large group of protesters who had been alerted to the situation by the Fuat Avni Twitter account, though the authorities returned that afternoon to take Dumanli into custody.37 Ironically, Zaman had allegedly worked with the Turkish government to arrest reporters from rival newspapers.38 While traditional media sources largely ignored the move, Gülen supporters and detractors alike flooded social media—a testament to the impossibility of censorship in a connected age. In response, pro-Erdoğan “netizens” started to “troll” Gülenist Twitter accounts, making purposefully inflammatory remarks. Proof of the AKP’s concern came in the form of a recording that purportedly exposed Erdoğan’s daughter Sümeyye directing pro-government powers to discredit Gülenist social media accounts.

The AKP has come to see the Gülenist social media presence as a direct threat to its hold on power in Turkey. In March 2014, after YouTube videos posted to Twitter showed Erdoğan handling large amounts of cash, he threatened to “wipe out” Twitter in response to the “fake” videos. Erdoğan claimed that Gülen supporters within the Turkish government made the videos purely to discredit him.39 In 2016, the AKP produced videos demonizing Gülen and requested that the US State Department extradite the Pennsylvania-based cleric back to Turkey to face conspiracy charges. Turkish authorities also banned Twitter within the country; Twitter users were urged to use the site’s SMS-to-Tweet functionality—itself a reaction to Egypt’s Twitter embargo in the early days of the Tahrir Square protests. The ban effectively strengthened the Gülenist position and attracted even more attention to the organization’s nearly 200 social media accounts throughout the world.

National and international outreach—which social media expedites and intensifies—is often an attempt on the part of Islamists and extremists to attract resources from within the region or, more broadly, from around the globe. Online expertise only seems to improve offline mobilization on the ground. Social media is as crucial a tool in Islamic organizations’ public diplomacy as it is in their private financing. Again, the ways in which the internet has transformed the spread of information—that is, shifting control from pyramidal, top-down hierarchies into honeycombed, distributed networks—seems to have affected, and benefited, the passage of money too. But it is not only funds that flow across borders. Social media networks have themselves propelled information and people across the world.


SEVEN

ISLAMISTS WITHOUT BORDERS

AS THE ARMORED jeeps draped in black flags rolled along the eerily silent, rubble-strewn suburban streets of southern Raqqa, three students hid in an abandoned house, one of many there that had been pounded with shoulder-launched rockets and heavy-caliber gunfire. The then-dominant ISIS was patrolling the streets of its de facto “capital” looking for dissidents. A loudspeaker crackled an invitation to the neighborhood for cowards to come forward so that the local enforcement squad may have mercy on them, which the students did not heed.

The three young men hunched over their laptops were members of Raqqa Is Being Slaughtered Silently (RBSS), a citizen-journalist group that had first formed to oppose the bloodthirsty Assad regime, but which after ISIS’ entry into Raqqa in 2014 had begun to highlight ISIS atrocities and share information with the outside world.1 RBSS’ goal was to become an uncensored news source for concerned parties outside of Syria. In this way, they aimed to establish a transnational community to put international pressure on Assad and ISIS; RBSS had already inspired other resistance groups in Syria and Iraq. In fact, since the start of the occupation, RBSS had been instilling an increasing level of fear among ISIS elite: with orders to spare no one, the extremists had made a public showing of hunting down and slaughtering any of the group they discovered.

The RBSS cell was engaged in generating a live video feed from concealed cameras to document the latest ISIS purge with visuals that could be made into memes and sent to fellow anti-ISIS campaigners around the world. Earlier, one of the members, Hussam, had slipped outside, pretending to be a farmhand heading to market. Inside his basket was a GoPro camera filming ISIS vehicles and their loudspeaker harangues. The video was being automatically uploaded to the group’s cloud-based storage account, and within a quarter of an hour or so it would be edited and packaged for distribution via Facebook, Twitter, and sister blogs like Mosul Eye. Hussam had daringly considered livestreaming the latest ISIS roundup over Facebook, but realized it could give away his location to enemies monitoring the web. The latest tech could spell a death warrant.

The important thing was that they continue to expose ISIS’ hypocrisy and its abject lack of support on the ground in Raqqa, and in this the group’s social media strategies were meeting with great success. RBSS used an active Telegram channel, and back at the house, Hussam’s colleagues were posting their latest short visuals on Snapchat. One of Hussam’s recent Facebook posts had generated hundreds of thousands of hits in less than twenty-four hours. It was becoming obvious that RBSS’ dozen or so members had inflicted more damage than any guerrilla force ISIS had faced on the battlefield. With their seat-of-the-pants journalism on a coughdrop budget, the young resistance fighters had made themselves a power to deal with.

ISIS had been humiliated by the worldwide coverage generated by this ragtag coterie of undercover citizen journalists. Certain international media outlets were constantly seeking out and broadcasting RBSS videos as well as running stories based on their on-the-ground reports, such as their use of Google Earth to pinpoint the exact location that the shot-down Jordanian pilot Moaz al-Kasasbeh had burned to death in a cage in 2015.2 A German digital outlet would pick up the latest “wire” from Hussam and his RBSS team, write it up, and have it quickly translated into French and Dutch. Later that same day, the story would make its way into a three-minute segment on the BBC. TRT World had dedicated two of its journalists to liaise with RBSS members and to use their incoming stories as features in primetime. Turkish audiences especially craved the news reports from RBSS.

Within minutes, Hussam and his team could reach 11 million people in eight countries. It was a new day for the freedom of the press, a new era. Now, when ISIS assassinated people indiscriminately, or was proven to be as corrupt—extorting bribes from local leaders, seeking out young girls for sex—as President Assad’s government, people were told about it, backed by visceral, immediate video evidence. With reports having gone viral multiple times, RBSS had built up a twenty-first-century grassroots information powerhouse.

* * *

The central message of the social media revolution was that national borders no longer matter, or even exist. The rise of social media and communication technologies has interconnected the Islamic world, and a transnational Islamic community has begun to rise—and will continue to grow. Social media enables new voices to be heard both locally and internationally, and motivates political actors—including Islamist parties—and extremists to act on the global stage. It is not only citizens who communicate and collaborate over social media: Islamist groups, too, have been influenced by fellow travelers and competitors alike. Social media straddles the local and the global, inviting specific action while garnering worldwide attention—none more so than for the extremist groups radicalizing foreign fighters to defend their “nation of Islam.” The defenselessness of conventional national boundaries has never been more worrisome for the West.

Talking Together and Apart

Digital advances in transnational connectivity have increased communication between extremists sometimes hundreds or thousands of miles apart. Al-Qaeda, under Osama bin Laden, was once without compare in its usage of technology to facilitate communication with cells across the region and the globe. As technology advanced, al-Qaeda continued to evolve its strategy to stay ahead of efforts to track communications. There are reports that al-Qaeda communicated with Abu Sayyaf in the Philippines and groups in Somalia, Chechnya, and other central Asian countries.3

Social media, of course, was invented to enable and enhance discourse. With enhanced regional connectivity, transnational Islamic communities are now much more able to communicate with each other, and have adopted a flat, decentralized model facilitated by social media and internet platforms. This has led to such phenomena as a noticeable majority of foreign recruits coming to Syria having been radicalized not by traditional al-Qaeda-affiliated or -supporting clerics, but by the online English-language sermons of clerics based in the US or Australia.4 But the egalitarian nature of social media has also meant that other voices of previously marginalized and disenfranchised citizens can be heard by a global audience; it means that citizens “no longer experience injustice in solitude.”5 People can express themselves and sympathize with each other over shared experiences. Often, this allows strangers to build a conversation over mutual concerns regarding the pressures of everyday life.

Most Islamic belief was formulated by states and other large domestic religious groups for their own peoples, but, with social media, groups and individuals are more able to debate their religion and other issues with their counterparts across the globe. For instance, rising food prices is one area of frequent concern: a Pakistani student may tweet a diatribe about Lahore’s food prices, as a farmer in West Malaysia shares his concerns over the governmental red tape that drives food prices upward. Islamists from South and Central Asia have begun to discuss Islamic scripture, women’s clothing styles, or extremism, of which, until the past five years or so, they had little knowledge and experience. What was once local has now had an international light shone upon it. Though there is often, and obviously, a clash of cultures, there is also a genuinely interested imparting of information, and this rich sharing of perspectives, particularly in global debates about Islamic identity, is far more important to transnational communication.

The way that many Muslims in Europe and around the world have struggled with their Islamic identity under different types of governance (Western liberal democracies and the Russian authoritarian regime), and the observable drive to redefine Islam amid different societies, is intriguing to many in the MENA region. The transformation of Islam in Turkey has been facilitated by interactions between Muslims there and Turkish Muslims living in Germany. It is too early to say what effect, if any, such sharing of experience might have had on the revolutions of 2011 and later, but at the very least it opened the eyes of some to different possibilities in the political and social arenas.6

Muslim women have certainly made up a large proportion of those awakened to and by social media communication. With some national and sectarian variations, studies have shown that Muslim women tend to be more active online, more willing to engage with non-Muslims, and 62 per cent more likely to maintain strong open dialogs than Muslim men. Women tend to stay on closed social networks and password-protected forums, rather than go on sites such as Facebook. Muxlim.com and Alif are popular as they give opportunities to engage in conversation with people from their faith and other faiths (or no faith). Dialog is shaped by, and revolves around, religious issues but also personal details of the respondents’ daily lives, families, work, and so on.7 There is also an element of identity-searching in a good number of conversations, with topics such as how one can be a good Muslim woman in a more modern society coming to the forefront of conversations.

Internet initiatives have also taken a more proactive stance to counter harm to women and to further the sense of a worldwide community of Muslim women. A volunteer-led independent women’s rights organization called Young Women for Change, founded in 2011 by two female Afghanis in their early twenties, opened the first women-only internet café in Kabul, called Sahar Gul after a victim of domestic violence. The café gives women a space to access the internet and socialize without facing male harassment, and the owners actually hold sessions where they train girls in how to use social media, inculcating a sense of why it is important to the gaining of more rights for women in Afghanistan.8 Countering the oppression of Muslim women in sub-Saharan Africa, Ousseina Alidou has argued for the importance of social media campaigns in Kenya to promote an alternative discourse for the representation and self-representation of Muslim women there, which is too often focused solely on their religion. For Alidou, social media campaigns should connect and build relationships between Muslim communities across the globe, especially with women in these communities.9

Copycat Campaigning

Islamist political parties and movements throughout the Muslim world influence each other, too. Though Islamists may disagree on religious and political issues, many groups are eager to share (often by way of social media) strategies and tactics for effective use of online tools to maximize anti-regime propaganda, put in place effective ground tactics, give authoritative pronouncements on sharia law, lure new recruits, and test a grab-bag of fundraising gimmicks. The increased ability of connected populations to share not only complaints but ideas on how to fix things has pointed the way for Islamist groups to respond with aggressive rhetoric and sophisticated, targeted campaigns.

Some social media ideas are just too good to pass up, spawning a raft of copycat initiatives rather than descending into tit-for-tat rivalry. This transcends even national borders. Thus, when Turkey’s AKP runs a popular contest to draw in voters, the PTI in Pakistan soon launches a similar contest. A Malaysian app which tracked official corruption using cartoon caricatures of the incumbent regime became hugely popular with ordinary Malaysians, if not their government, and the app was downloaded in huge numbers. Soon a version of the app began appearing in nearby countries, using the same template, but with other countries’ politicians the target of the mockery. A young woman active in the Parti Islam Se-Malaysia (PAS), an Islamist political party dedicated to the long-term goal of creating an Islamic state in the country, told me in an interview: “We watch whatever is working in Egypt or Pakistan. They are our brothers and sisters in Islam. Why shouldn’t we learn from them?” In fact, the PAS did better than that. In the run-up to the 2013 elections it employed the very same social media slogans and campaigns that had been pioneered by Imran Khan in Pakistan and the Muslim Brotherhood in Egypt. In some cases they used exactly the same wording, simply changing the background graphics. No need to reinvent the wheel.

There are many across the Islamic region—in countries such as Iraq, Sudan, and Nigeria—who have taken inspiration from the use of social media during the revolutions in Egypt and Tunisia, not necessarily because they too are Islamist, but because the strategies were initially very successful. Thus Facebook campaigns have appeared everywhere, such as that started by Fadi Quran who wanted to inspire up-and-coming young Palestinians in reuniting Fatah and Hamas, and Iraqis who are organizing rallies and protests to demand better economic and political conditions in their own country. Sudanese activists use social media to organize protests, although many there distrust Facebook as they fear government tracking. Many bloggers have taken up the role of relaying on-the-ground news to netizens and major media outlets—a common practice in revolutionary Egypt, where it was realized that documenting the government crackdown could gain international support. In many states internet-savvy activists are connecting like-minded people, organizing events, and putting pressure on their political leaders, the only difference between them and Egypt and Tunisia being that they are not calling for the overthrow of their political leaders—at least, not directly.10

Political parties are not the only ones scrutinizing social media campaigns. Extremist and terrorist groups have begun to exploit what is most effective in other groups’ social media activity. In something of a volte face, considering it banned internet usage in Afghanistan during its period of rule in the late 1990s and early 2000s, the Taliban now tweets merrily about attacks on NATO forces, similar to Nigeria’s Boko Haram using Twitter to provide live updates of its assaults, including graphic videos and photos of attacks.

Ruling regimes have also inspired, and been inspired by, the use of social media campaigning. Many countries’ social media revolutions can trace some of their ideological origins to Jordan, and the targeting of young people in Amman to engage them in civil society issues. More overtly political in nature, many Jordanian state officials have adopted the pioneering methods of King Hussein, one of the greatest proponents of online outreach, and those of his son, King Abdullah II, for utilizing social media to promote tourism and aid other political motivations. These in turn have inspired the Assad dynasty, which has adopted the same web practices in Syria.11

And the inspiration is not simply one-way. In Egypt, “Sinai Cry” is an online media campaign (including slick YouTube videos) to expose the apparent “war crimes” perpetrated by the Egyptian military in the Sinai Peninsula—probably the first real social media campaign against the Egyptian military after the fall of President Morsi and his Muslim Brotherhood. It is directly inspired by Palestinian campaigns against US drone strikes. Recently, region-wide protestors against the “repressive” Egyptian regime and in support of the Brotherhood have posted videos, graphics, and forum comments, and employed Israeli-Palestinian experiences, images, and videos, to connect the hatred of Israelis with the Egyptian military.

The social media-led spotlight engenders competition between groups, even between revolutions, for the attention of local, regional, and international audiences. The jostling is not always and not necessarily negative; instead, it can inspire communication and influence.

Information Flows

One of the most important aspects of social media’s power is its connection to international media outlets in bringing specific issues and grievances to global attention. If Islamist groups are drawing inspiration from the successful communication tactics used by their contemporaries throughout the Muslim world to attract local audiences and effect specific change on their own doorstep, social media can also grab the eyes and ears of the international community, which can lead to political pressure or even direct intervention, as in Libya.

The earliest instancing of the sheer force of this social media-led connectivity was the Green Revolution in Iran, which the new digital technologies highlighted to Western media outlets and their audiences. In Iran itself, the protests were actually a modest event, but Western media painted them out to be part of a much bigger movement than in reality they were—probably betraying their own fervent desire for the collapse of the Iranian regime.12 No such amplification occurred, or was necessary, during the seismic Arab Spring revolts. In fact, traditional media outlets in the affected countries, or even in neighboring countries, tended not to cover most of the protests and events. Saudi Arabian media, for example, hardly featured the protests in North Africa for their own political reasons.

But it is the Arab Spring that provides the clearest example of the power of social media’s connection to international news outlets, and the pattern of information dissemination that my research uncovered. The early local social media coverage—primarily focused on organizing protests—also aimed to gain the attention of an international audience: social media users from other states in the MENA region, and especially in the West. The idea was that the democratic West would understand what was being fought for, and that Western attention might transmute into eventual intervention or support for the revolution, lending the revolutionaries and their efforts a good deal of legitimacy. The very style of the social media posts, which contributed to a self-reinforcing narrative, reflected the revolutionaries’ attempt to gain as much Western attention as possible. As the opposition persisted and intensified, international news media did begin to cover the events. Their sources of information included local social media posts as well as those of the diaspora networks, made up of groups (such as the UK’s Libyan Youth Movement) that passed on news and event information to social media and created websites that garnered thousands of supporters after a few days.13 The traditional media coverage informed many people abroad who had been relatively unaware of the scale of the protests. The international mainstream media became even more crucial when regimes ramped up censorship. This made it even more dangerous to be on social media and to disseminate information—an intensity of scrutiny not meted out to international news media as they were a known quantity to the regimes, not a new and unruly platform.

The protests of 2011 saw an explosion in the informal “trade” of information, images, and videos between social and traditional media. It benefited the social media revolutionaries, who wanted and needed exposure for their cause, as well as news outlets which needed scoops and original timely content to make power-plays for audience share. Networks like Al Jazeera and Al Arabiya took information from individuals and groups on the ground in Tunisia, Libya, Egypt, Syria, and Bahrain, rebranded it and sent it off to millions. Those individuals and groups gained further legitimacy for their struggle and more passionate support for their actions.14

The decentralized creation and distribution of information has greatly enhanced the information environment by giving ordinary citizens the opportunity to become eyewitness journalists. The rise of “citizen journalism” is one of the greatest changes wrought by social media technology. The miniaturization of quality imaging technology, and most essentially the camera phone, has changed the dynamics entirely. The Arab Spring depended not just on social media, but specifically on social media on mobile phones—the software and the hardware—which allowed for real-time reporting and updating as people walked the very streets they were calling for protests on. As the internet went down, phones became vital when the texting-to-tweet workarounds came on stream. During the uprising against Mubarak, Al Jazeera received over 1,000 videos recorded on cell phones.15

Such protesters now fill a void left by professional journalists and foreign correspondents, who are often prevented from entering countries, or denied access to information, or (if they are known to the authorities, and contrary to them) followed closely by government handlers or otherwise specifically targeted by official forces. Indeed, such traditional correspondents are becoming thinner on the ground: CNN has cut staff precisely in favor of profiling eyewitness accounts instead.16 Netizens are now able to curate their own content, amplifying the citizen voice past national borders while giving everyone a greater stake in the revolution.

Traditional news outlets have, of course, themselves established a presence on social media, which makes it easier for them to follow movements on these sites and gather information. That presence also shaped the narrative of the Arab Spring. Occurring at around the same time the “Timeline” function came to Facebook, it was the mainstream channels’ reposting and recycling of images and comments from the pages of individuals who were perhaps too close to events to take a “long view” (even if that had been top of their list of concerns at the time) that shaped the revolution into a narrative about the struggle for democracy. The established players knew that this narrative was the best way to portray the revolution to Western media and politicians.17

Social media cannot do it all. Even during the revolutions of 2011, television was and still is the primary way for many in the MENA region to receive news. However, then and now, many doubt local and state media outlets and have turned their attention to social media and other international sources for their information. Online newspapers have risen in popularity in most Islamic countries as a more viable alternative to print. Yet even traditional online media sites, such as Al Jazeera, are rebuffed in favor of social media because the latter has no boundaries on topics for discussion.18 Countering the deficiencies of mainstream, state-run, and therefore often biased or censored media—which, as at times of revolution, become insufferable—more people are encouraged to turn to online media, and to come into contact with transnational political and social conversations.19

Overawed, and Over Here

The impression social media gives of being more authentic, truthful, local, and intimate, in comparison to commercial or mainstream media channels, is exploited by extremists and local coordination committees to disseminate propaganda and recruit followers and fighters from the world over. This new kind of “nation,” comprised of foreign combatants, is another—and more worrying—kind of extreme community made possible by social media’s disregard for national borders.

The number of foreign fighters joining the struggle against the Assad regime has been one of the most interesting aspects of the Syrian conflict. In February 2017 counterintelligence officials estimated that over 12,000 foreign fighters (down from a peak of 30,000) from more than ninety different countries were still in Syria20—many from the broader Middle East region, but close to 3,400 reportedly from Europe or other Western states, and over 150 from the US. That number leveled off as ISIS came under heavy military pressure and called instead for recruits to stay in their “native lands” to carry out operations there: “No need to travel the world,” stated an ISIS post on Telegram following the August 2017 Barcelona attacks. “Just pick the main city. Find a hub spot for tourists. Choose you [sic] weapon.”21 Many nations are worried about what their radicalized citizens might do on home turf—and with good reason. The November 2015 attacks in Paris were apparently in retaliation for France’s involvement in the civil wars in Iraq and Syria. Led by Abdelhamid Abaaoud, a Belgian-Moroccan Islamic terrorist who had joined ISIS while fighting Assad in Syria in 2013 and who operated as a link between ISIS in the Middle East and French terror cells, the attacks were, in François Hollande’s words, “planned in Syria, organized in Belgium, perpetrated on our soil with French complicity.”22 Links to terrorist cells in France and Belgium are, at time of writing, also being pursued in relation to the attacks in Catalonia.

The role of the internet in radicalization is a complex one. Rather than driving it per se, it accelerates the process. The major attacks committed by extremists on European soil in recent years—the recent Paris massacre, the 2014 Boston Marathon, the 2013 murder of Fusilier Lee Rigby—demonstrate the mixture of online influence, international links, and other more personal factors. The local influence is still strong. For instance, although radical mosques seem to be a declining influence (radicalization through mosques accounts for less than 2 per cent of documented radicalization cases in the UK), Michael Adebolajo, one of Lee Rigby’s killers, converted to Islam in London and attended the banned British terrorist organization al-Muhajiroun’s meetings and demonstrations, and Abdelhamid Abaaoud grew up in Molenbeek, a district of Brussels now notorious and scrutinized for its radical Salafist presence. Abaaoud also spent time in prison, as did Adebolajo (in Kenya, when he had been arrested attempting to train with al-Shabaab). This is an increasingly important factor in radicalization: Muslims account for more than 50 per cent of France’s prisoners, but only 10 per cent of its population.23 Other factors that exacerbate online radicalization might be mental ill-health and substance abuse. The Chechen Tsarnaev brothers, who targeted Boston, claimed to be motivated by extremist Islamic beliefs, though they were not affiliated to any known or particular groups; other analysts suggest that their Caucasus sympathies and problems with becoming fully integrated into American society may have played more of a part. Radicalized individuals are predisposed to radical content before they actually encounter it online, and in some cases it seems not to really matter what that content might actually be.

Too Much Information

We have already outlined the refined movie-making and gamification techniques that ISIS brings to its social media propaganda, in its recognized efforts to appeal to potential Western recruits and to have its content circulate on various social media platforms. Having such visual content readily sharable also makes ISIS’ activities more “newsworthy”—more likely to be picked up in international media and, in a sense, unavoidably showcased. A Vice magazine article on young Britons waging extremist wars in Syria quoted fighter Abu Qa’qaa’s Tumblr account where he said, “Britain posting our pictures in newspapers. They don’t realise it inspires more to come jihad and don’t worry, we never wish to come back. :)”24 This documentation of terrorism on the international stage is what these once tiny, insignificant forces want. And it is a problem recognized by Western observers and some news media.

Foreign fighters have a complex, international relationship with social media. They are, of course, some of the most active participants in perpetuating precisely those social media outreach tactics that captured their own interest—knowing very well how effective they are. They also use social media more straightforwardly to communicate with their families back home, and with the families and friends of their fallen comrades, usually accompanying the news of the death with a message inviting the recipients to join the same group their loved one fought for and with. They are among the most active users to send memorial tweets in honor of ISIS fighters who have died in battle, feeling themselves to also be on the path to jihadi Paradise. Although Vice noted that, “one by one, these social media accounts have been going silent, presumably because their owners have been killed,”25 it is the online connection that provides these users with a psychological sense of purpose that they will live on after their deaths—in more ways than one.26

And it is not only the extremists’ accounts which forward extremist propaganda. The majority of the photos and videos posted in the twenty-four hours after the Syrian chemical weapon attacks in summer 2013, documenting the horrendous effects on ordinary Syrians, originated from more moderate accounts and not those of extremist groups. ISIS makes use of affiliated media outlets which broadcast its propaganda across the web.27 Since June 2014, ISIS-affiliated media outlets have produced over 625 Islamist propaganda videos.28 These are in English (as well as Russian, Arabic, French, and other languages), making them readily sharable across large expanses of the world; and their moral abhorrence—particularly the executions of US journalists James Foley and Steven Sotloff—makes them a must-view for all, quite apart from their specific targeting of violent individuals to encourage them to join ISIS in combat.29

There are also a number of actors whom the London-based International Centre for the Study of Radicalisation and Political Violence terms “disseminators”—unaffiliated individuals, primarily living in Western Europe or the US, who rarely show allegiance to any specific group, but whose social media accounts are sympathetic to their causes. In many cases, and particularly in Syria, they are on the frontline of information access and are becoming the main point of contact and source of news about the conflict and events on the ground for mainstream media, the West, and Islamist fighters in the country themselves. These disseminators gather raw content piecemeal from authorized and anecdotal sources—Islamist fighters’ private social media accounts, official and unofficial group accounts, and official reports coming from the Assad regime and NGOs—and then translate, edit and, package this content (be it video, audio, or text) into propaganda shared with the larger world mainly through Facebook pages and, to a lesser extent, Twitter.30 Furthermore, disseminators are generally more personally responsive and more likely to build a bond with the fighters than are organizations, which usually do not engage at all with their supporters or detractors through their official social media accounts.

Against the Tide

If social media has broken down the traditional land walls, what can halt the online tsunami of extremist action? Especially if the same factors that led to the expansion of social media and the explosion in digital engagement so crucial to vital opposition movements—a young and digitally engaged demographic; discontented populations seeking outlets for political expression; and the overall splintering of conventional hierarchies into decentralized networks—actually play into the hands of ISIS and other groups like them? ISIS’ phenomenal and formidable digital success could even prove to be social media’s undoing, providing repressive governments and censors in the region with a prime example of why monitoring online communication and stifling freedom of expression are so necessary.

One counterblast has been issued by the religious establishment, particularly the more conservative and traditional Islamists of the Middle East who have been dismayed by the ISIS rampage. As the struggle in Syria has gone on, too, locals have complained of the sense that these “cowboys” have hijacked their struggle. Tempering the videos of luxuries pilfered from the Assad regime is more “traditional” footage of more “traditional” Islamists: men in balaclavas posing with weapons and pick-up trucks, urging others to join their sacred struggle against an infidel tyrant.31

Countermoves have also been made by Islamic authorities themselves. The Grand Mufti had already spoken out against ISIS in 2014, claiming that the extremists are “far from the correct understanding of Islam.” The Grand Mufti heads Dar al-Ifta, a long-established government-affiliated Islamist institute (and the body that issues fatwas), which launched an online campaign urging media outlets to refrain from referring to the extremists as being associated with some “Islamic State” in a bid to change perceptions and stop the ingraining of a stereotype. It preferred the term “al-Qaeda Separatists” and invited Facebook users to follow Dar al-Ifta’s page to promote that initiative.32 “In keeping pace with the huge developments in the field of communications,” states its website, “Dar al-Ifta undertakes huge tasks imposed by the qualitative transition brought about by the new era of means of communications.” It now “achieve[s] the ‘highest degree of effective communication’” with the Islamic world; its English-language Facebook page has over 345,000 likes.33 It is not the only historic Islamic watchdog to enter the twenty-first-century fray. Egyptian clerics at Al-Azhar, a Sunni Islamic institution founded in 970, have created “a YouTube channel to counter Islamist propaganda.”34

In January 2015, President Abdel Fatah al-Sisi called upon Islamist leaders to help combat extremism and radicalization through a more modern interpretation of Islam in a speech at the Al-Zahar Islamic learning center in Cairo. There are of course many Western governments calling for more forceful, urgent, and altogether more secular action against ISIS. But governments are not the only civil society actors who are uniting against extremism in online campaigns.35 Many groups and individuals are challenging extremist tactics and ideologies, and using social media itself to do so—staying online and open, rather than the regimes’ preference for shutting off and down. This is a crucial point in the discussion about the benefits and pitfalls of social media. While ISIS certainly stands to gain from digital freedom, denying access to individuals across the region effectively silences their own criticism of radicalism.

Reflecting ISIS’ favored strategy of (ab)using popular and already trending hashtags in order to hype its message in front of a fresh, broad international audience, netizens have turned the extremists’ own hashtags against them. For example, the hashtag #amessagefromISIStoUS, which began appearing in 2014, accompanies different threats from the group and its supporters alongside menacing photos. The hashtag was quickly hijacked by Westerners, who either accompanied it with jokes or insults, or returned the compliment using hashtag #amessagefromUStoISIS to threaten, or more often mock, the group in turn. ISIS had not accounted for the satirical evolution devised by their huge and varied audience, and mounted little comeback. Poking fun at ISIS’ open and obliging outreach strategy on such sites as Ask.fm, British comedian Lee Hurst started the satirical hashtag #AskIslamicState in August 2014, which kicked off an onslaught of hilariously ridiculous questions for ISIS full of “First World problems” and trivialities. It became the second most popular hashtag on Twitter that month, and spoke to the power of laughter in the midst of a deadly serious situation. Not even barbaric murderers are immune to trolling.

Some groups have been more earnest in their fight back. The #NotInMyName campaign, organized by the Active Change Foundation, uses the popular hashtag to give individuals a voice in declaring that—as Dar al-Ifta is at pains to propound—ISIS does not speak for all Muslims. And in the wake of the November 2015 Paris attacks, the hacktivist collective Anonymous declared war on ISIS via its French arm’s YouTube page, vowing that “we will hunt you down … We as a collective will bring an end to your reign of terror. We will no longer turn a blind eye to your cruel and inhumane acts of terrorism … The War Is On.” Its #OpISIS campaign had already scored some successes, with around a hundred ISIS and ISIS-related Twitter accounts seized, social media accounts hacked, more than 100,000 Twitter accounts flagged for takedowns, 5,000 propaganda videos reported, and DoS strikes launched to bring down the ISIS website. One major Anonymous Twitter account, @GroupAnon, announced that “we won’t stop opposing #IslamicState. We’re also better hackers.”36

It is clear that a strong, unified coalition of government, private sector, and civil society actors is needed to challenge the extremist narrative and confront the presence of extremist groups on social media. This multilateral approach must include an effort to mitigate the “us versus them” mentality and educate partners about the theological sources and teachings that extremists use to justify terrorism and hatred of Western societies—reducing the demand for radical content rather than attempting to counter radicalization once it is already in progress.37 A sound policy agenda would include establishing a multilateral forum to deal with online extremism, improving schools’ teaching of online digital literacy and critical thinking, operating social media accounts to debunk and clarify official policies and ideologies, and establishing a central body to offer seed funding and training for grassroots online counter-extremism action.38 Social media is one part of the larger problem of extremism and instability, but the scale of support, power, and funding granted by social media platforms cannot be allowed to continue flowing to extremist groups unchallenged. Because in a world where one hacked Twitter account can cause billions of dollars of damage—the Syrian Electronic Army’s hacked tweet about the White House attack caused the New York Stock Exchange to lose $136 billion in three minutes39—the cost of further inaction or ineffective action will only escalate.


CONCLUSION

The Next Battlefield

IT WAS A late autumn day and I was in London for meetings at the Foreign & Commonwealth Office on the pressing matter of “breaking” ISIS’ brand and status as a “superpower” of terror. The next round of meetings of the seventy-one-nation Global Coalition to defeat ISIS, which had been set up in September 2014 to coordinate local, regional, and global efforts, was also being organized. Getting countries to pony up cash and combatants to strike at the terrorist group with something a little stronger than rhetoric was tricky and laborious work, outright dicey at times. The focus was on finding ways to strengthen civil society voices, while working with IT companies to optimize counter-ISIS strategies and defeat the group’s communications online. After all, tech companies are in the business of reaching the same audiences targeted by ISIS’ innovative use of social media—they know to communicate with and impact those audiences with a different message. We in the West have our tragedies, but we also have our heroes.

During lunch in the House of Lords, a close colleague and friend, Tobias Ellwood MP, spoke about his recent travels in the Middle East. We traded “war stories” and talked about young people in the Middle East who often find themselves on the front lines. After lunch, Tobias escorted me around the back of the picturesque Foreign & Commonwealth building to a beautiful monument facing St James’s Park, on which are carved the names of 202 British citizens who lost their lives in the 2002 Bali bombings, known to have been perpetrated by al-Qaeda and affiliated groups. Tobias spent a few moments in silence, then reached out and caressed a particular name: Jonathan Mark Ellwood, Age 37. This was Tobias’ older brother, an academic historian who had been researching in Bali, the frontier of lost hope, working to further cross-cultural understanding. His goal, Tobias explained, had always been to teach tolerance and faith in humanity. He had been killed by extremists to whom such understanding and compassion were anathema.

As had happened in Bali—and Brussels, and Stockholm, and Berlin, and Paris—terror struck again on March 22, 2017, this time in the heart of London, just a short walk from where Tobias and I had contemplated terrorism’s deeply personal impact. The self-radicalized Khalid Masood’s eighty-second rampage across Westminster Bridge and through the gates into New Palace Yard killed four people and injured fifty. Chaos and panic spread like wildfire as Parliament was put on lockdown and thousands fled the scene. ISIS later claimed Masood, who was shot dead at the scene, as one of its “soldiers.”

While many rushed for cover inside the Houses of Parliament and frantically tried to call loved ones, one MP ran in the opposite direction, toward the attack, his earlier army training and instincts taking over. He discovered the bloodied PC Keith Palmer on the floor, having been repeatedly stabbed by Masood, and instantly started CPR as others watched on, although tragically, his efforts were in vain. That MP, later hailed for his quick thinking and courageous efforts, was my friend Tobias Ellwood.

Not even three months later, following a suicide bombing at Manchester Arena on May 22, claimed by ISIS, which killed 22 and injured 116, and a frenzied attack on June 3 by three men who drove into pedestrians on London Bridge before stabbing members of the public as they shouted “This is for Allah!” leaving eight dead and forty-eight injured, Prime Minister Theresa May stood outside of 10 Downing Street and spoke to a nation still reeling and in shock:

We believe we are experiencing a new trend in the threat we face as terrorism breeds terrorism and perpetrators are inspired to attack, not only on the basis of carefully constructed plots after years of planning and training, and not even as lone attackers radicalised online, but by copying one another and often using the crudest of means of attack. We cannot and must not pretend that things can continue as they are.1

May voiced a recognition of precisely what this book has laid out, and the problem it has diagnosed—online radicalization, new battlefields, and the implications of digital guerrilla warfare. As the UK attacks demonstrated, violent extremists like ISIS have not only undermined stability in Iraq, Syria, and other conflict regions, but they also pose a threat to international peace and security more broadly, and in places as far afield as Europe and Southeast Asia.

We continue to see new twists in ISIS’ strategy, the latest being the weaponization of fear using tweets, memes, and encrypted protected postings. Around the world, ISIS’ communicators spend their days on social media platforms interacting with would-be terrorists, methodically feeding each recruit’s deranged desire to develop local networks or carry out attacks in their own countries. As we have seen in incidents from Nice and Berlin to Orlando and San Bernardino, social media is ISIS’ best weapon for turning a recruit into a radicalized attacker. With recent figures suggesting that 85 per cent of British jihadists convicted for terrorist offences have never been to Syria or Iraq,2 it seems clear that ISIS is no longer wooing people primarily to travel to the so-called “caliphate,” but increasingly to the “digital caliphate.”

Understanding ISIS 3.0 and the New Virtual Safe Haven

As ISIS loses more ground on the physical battlefield, and its call for followers to join them there becomes increasingly futile, the group knows it must ensure it can maintain influence in the battlefield of ideas. This has forced ISIS to alter and accelerate its messaging tactics. Enter the digital realm, a new virtual safe haven.

Today, the group’s messengers tell supporters more and more, “Stay where you are. Wage war in ISIS’ name wherever you live.” Its brand is shifting from that of an ideological organization seeking territory to an umbrella faction united by grievance, psychopathy, and a warped hatred. Instead of recruiting to gain terrain and a bountiful utopia, ISIS is promoting a clandestine, decentralized, international insurgency for marginalized and impressionable youth.

Meanwhile, foreign terrorist fighters who were once encouraged to trepidatiously make their way to ISIS training camps in the Middle East are now heading in the other direction, seeking to escape the battlefield and return to their home countries, from where they can develop local networks and launch attacks. The target audience is no longer the group—the more the deadlier—but the individual. Combined with ISIS’ presence on encrypted social media platforms and the dark web, these trends are a double-edged sword: ISIS is reaching fewer people in these private venues, but its noxious call is more personalized, and thus more persuasive, easier to heed. Halting its ability to leverage these private spaces has now become crucial to defeating ISIS.

Those who speak for ISIS are using the dark web and encrypted applications to communicate with little fear of detection. The dark web is often the preferred medium for terrorist groups because it is difficult to navigate and thereby police, allows for full encryption, and can make certain accounts nearly impossible to access. It is also completely anonymous and allows users to hide their IP address, even as they are accessing a worldwide network of computers, including those used by financial services.

These challenges increase the difficulty in identifying and tracking the inspired, self-radicalized attacker, as was seen in Nice, Dhaka, Medina, Kabul, Ansbach, and elsewhere. Keeping on top of this digital underworld has become critical to the safety of the US and other nations around the world. How to counter these violent extremists’ anonymous use of the internet is a core focus in the fight to defeat ISIS, particularly for law enforcement and those working on counter-messaging strategies in both political office and the private sector. US government, the Global Coalition, and the technology private sector are making it increasingly difficult for ISIS to spread its poisonous ideology to vulnerable audiences. For example, the ubiquitous Twitter has sped up the process of removing terrorist accounts and their regenerated online handles, suspending over 635,000 ISIS-related or affiliated accounts which abused the platform since mid-2015.3 Global Coalition members are also beginning to employ a range of new (and still classified) analytic tools while sharing intel with allies to get ahead of the curve, to stymie online recruitment wherever possible. At the same time, the Global Coalition’s own Twitter accounts (in Arabic, French, and English) continue to build a strong following with messages aimed at counteracting ISIS’ online presence.

Building resistance to extremist propaganda and countering the use of the internet for terrorist purposes have become vital in the fight to defeat ISIS anywhere and everywhere. These efforts have thus far shown progress. Counter-ISIS content is now more prevalent online than ever before—research suggests the group’s online opponents outnumber ISIS supporters online upward of six-to-one on some social media platforms—and pro-ISIS content is declining in open forum social media channels.4 As a terrorist group, ISIS is increasingly struggling in the face of these more organized and sophisticated initiatives, many of them spurred by the Global Coalition.

Caught at the Digital Crossroads

“Among the peoples of the world,” wrote Marshall McLuhan in the 1960s, “strange new vortices of power will appear unexpectedly.”5

Many of the young people interviewed for Digital World War represent the new social media revolution, which has pushed the Islamic world into the eye of the storm, shifting the pivots of power, the production and consumption of information, even the structure of society. This is the youth that “took media into their own hands” to create the bottom-up, citizen-driven revolution that supplanted top-down totalitarian regimes during the Arab Spring.6

Yet, as compelling an avenue for political change as it often is, social networking cannot ensure that a resultant political regime will reflect the values of the media messaging that helped to bring it into power. Those Islamist regimes that have benefited from digitally driven revolutions and counter-revolutions to achieve and retain power are not transparent, liberal, or secular, despite the hazy notion some hold that social media is essentially democratic in nature and will help force regimes into line. Yes, it may lead toward such a positive outcome, but that’s not a given, nor is it a scenario that will have an immediate effect.

Actually, the opposite may be the case. With the appearance of new, more democratically inclined regimes, which are more concerned than ever about their image, public opinion, and dissent, Muslim governments are pushing back hard, and in the open, via the World Wide Web. Newly installed Islamist regimes want to quickly assert their independence from—and defiance of—Western hegemony, particularly in the wake of disastrous combat interventions in the region. The Islamists’ ultimate goal remains what it has always been: all Muslim nations partnered under some connection to religious authority. In some cases, this certainly means less freedom, not more, and will bring on a retrograde de-democratization. Some may call this a fatalistic view; others are sure it’s realistic.

As Digital World War has demonstrated, social media can be used for a multitude of purposes. Its empowerment of millions, giving a voice to those who before had none, may be one of the most important power shifts of all time. The social media consumer represents a new kind of global citizen, one with a fresh take on global relations, who knows he or she is being heard by an international audience and who plays to that crowd. In recent years, the main establishment opposition—Islamist political parties and movements—have found an effective way to fight entrenched power structures by reaching out to the masses through the increasingly important online public space. They have assumed power, and lost it again (as in Egypt). The use of social media by these newly emerging Islamic political machines has already fundamentally changed the nature of elections and electoral politics. Core middle-class voters want to see Islamists continuing to kick out the old ways and taking their countries in new directions, while Islamic political power-players exploit the internet’s riches to propagate their conservative sociopolitical and religious messages.

Based on my research on the ground and the surveys and interviews I’ve conducted, it has become very clear that social media platforms are now playing a—indeed the—pivotal role in getting millions of young people to participate in political activities for the first time. The Islamists are remaking the Muslim world’s political order as for over a century we have known it. They are looking to establish a hybrid form of government—part Islamic, part secular. As Digital World War shows, these events have significant implications for the West and our alliances with Muslim-majority nations, as well as for our war on terror.

Looking Forward and Backward

Digital World War underscores the fact that twenty-first-century communications and consumer technology demands awareness of the broader context—the history and motivations underlying the actions of Islamists and extremists. Such awareness will vastly improve the ability of foreign policymakers to successfully navigate the ever-changing and often bewildering political terrain that is so visible online. Oversimplified and uninformed depictions of Islamist opposition politics (and in particular, misperceptions of the role of social media in Islamist recruitment and mobilization) has affected international policy in negative ways. The result has been clumsy mismanagement or total neglect of potentially vital relationships. Understanding how Islamic organizations are motivated by both pragmatic political and religious considerations will greatly help Western governments deal with Islamic political actors, both allies and antagonists. More specifically, an understanding that extremist politics are not always driven solely by ideological absolutism will open new opportunities for diplomacy.

The lack of official engagement with important groups outside of the executive branch is most pronounced when weighing how international governments deal with Islamists, especially regionally important Islamists. Since 2001, and at various times since, the Islamists have been a potent political force in Egypt, Tunisia, Libya, Lebanon, Syria, and Iraq. However, Western governments’ contact with these leaders has been not only limited, but even actively avoided in most cases. The same “hands off” approach has informed relations with other networked and hierarchical Islamist groups in key areas of strategic importance. More than simply refusing to engage these parties, much of the West’s policies toward Islamists have been designed to suppress, disable, or circumvent their solid hold on power. This is reflected in the antagonism found on social media toward these newly emerging groups.

Founded on the conventional but faulty wisdom that political Islamism is driven by economic disenfranchisement and militaristic zeal, many international governments have undertaken to weaken confessional Islamic parties by limiting their engagement, providing few avenues for cooperation and “capacity building.” Digital World War calls into serious doubt the motivational assumptions underlying these policies, clearly suggesting that such efforts might well be counterproductive for all concerned. It is likely that the Islamists and their social media outreach will remain an integral fixture of the political landscape, regardless of third-party efforts to eradicate or stymie them. Though Islamic parties can—critically—be differentiated from extremist groups, in some instances they do have loose ties. More commonly, they have complex interactions with violent extremists, but are invested in the electoral political process and would not gain from a transition to autocratic religious rule. Despite their rhetoric on social media, and their depiction in the mainstream press, these parties are important potential allies to Western interests. Fortunately, some Western policymakers are starting to realize this.

The historical conduct and core interests of Islamist opposition parties suggest that they could be useful partners in the effort to limit the spread of violent extremism, if they are properly incentivized. While Islamist parties have recently deemed it an electoral advantage to affiliate, in varying degrees, with militaristic organizations, the likes of Jabhat al-Nusra or the Taliban are uneasy bedfellows, and are actively working to destabilize the political system on which Islamist parties depend for their own survival. Rather than pushing Islamic parties further into the arms of extremists through policies of suppression, Western powers would be wise to exploit tensions between these groups and to look for points of shared interest with Islamic parties, interests that may well serve as the basis of dialogue and cooperation.

Walking the Digital Walk

With the information battlefield wide open, this new outreach approach will require a major realignment of perspectives. Western nations must interact with political parties that are considered moderate within the Arab or Middle Eastern context, not only those seen as moderate by Western norms. To be sure, this shift poses domestic political challenges for the United States and its Western allies. There is a risk of being seen as cooperating with polarizing groups, especially those who employ heavy anti-Western rhetoric and are known to maintain connections with extremists. However, Western policymakers would do well to look beyond the rhetoric of Islamic parties, to determine their underlying motivations, and to create innovative ways to provide support to those groups that espouse antiviolence measures. Social media provides useful insights into their “mass market” strategies; and the new accountability of social media (as with “crowdsourcing” journalism) provides several innovative ways to help shape these groups’ positive influence.

In the area of public diplomacy, and particularly regarding education, we should be directly challenging the idea that the West is absolutely opposed to Islam (a tough nut to crack these days). Social media is ripe with conspiracy theories, with certain extremists actively seeking a declared war between Islam and the West. That is their goal, and the basis on which they target niche audiences (that is, foreign fighters). We should send the message that expanding quality education is a priority across the Muslim world and that religious schools play an important role (as they do in the West). Western powers should emphasize that the problem is not with madrassas but with murderers. We should stress that for the Muslim world, and for the West, the important issue involves countering the drivers of violent radicalism. Radicals who are out to kill should be pinpointed, pursued, and prosecuted wherever they are based, whether state or non-state actors. The task on social media is not to endorse or agree with all groups, but to keep channels of dialogue open, to challenge the wilder inaccuracies and misconceptions about Western policy. Websites like SoulPancake and Reddit offer content that allows young people to discover key answers about extremism. These platforms are also able to highlight core messages regarding the West’s long-held respect for religious concerns and traditions, pressing the point that it is terrorism that is the problem, not the righteous tenets of Islam.

Building workable relationships with Islamist parties is necessary in order to ensure that new international development aid is effectively directed toward modern healthcare and education initiatives. As their use of social media makes clear, in many cases Islamists are striving to provide a positive alternative narrative to violence. Unfortunately, Islamists have been wary of outside influences and resources that could undermine their own patronage structures and thereby usurp or outshine local authority. With the increasing use of social media platforms, Islamist parties and extremist groups have continued reaching out to new segments of voters and supporters. In some cases, these groups take credit for new schools, roads, water systems, and clinics, which were actually built by Western money and know-how. In other instances, security concerns have halted projects and led to high personnel turnover.

There will remain, of course, some Islamist political actors with whom direct or even indirect cooperation is impossible. Although Digital World War has argued that it is counterproductive for the West to view all Islamists as either ideologically intransigent or wholly opposed to Western interests, some individuals or local offshoots are indeed so closely linked to violent extremists that there is no longer any light between them. In some cases, targeted efforts to disempower these dangerous political actors may be required. Since Islamist politicians derive much of their power from their mutually reinforcing control over local religious institutions, proposals for better internet governance may be one of the most promising strategies for undermining militant extremist groups.

Breaking the “Brand”

Muslim nations have a long history of imperialism, colonialism, regionalism, feudalism, and factionalism, which makes them more likely to foster religio-political power dynamics. The power and resources that have historically been attached to religious leaders have long stood in tension with secular, feudal, political power, now expressed by proxy through democratic electoral politics. Islamic political parties combine both types of power, but with specific limits. Those who strongly favor religious identity are restricted in their access to electoral means, and vice versa.

The Islamists’ online drive toward deepening engagement in electoral politics and “branding” is, it would appear, strategic rather than ideological. There are now more incentives to participate electorally (rather than extra-electorally) in ways other than religiously derived politics. Despite Islamist parties being systematically excluded by the ruling elites, and unable to dominate the national parliaments of Muslim countries, they have significant electoral power at a local level and thus should never be ignored. As a matter of broad policy importance, they are also susceptible to persuasion that is not ideological, regardless of their often bold anti-Western postures.

Voter behavior and aspirations within Muslim-majority countries must also be considered when shaping international policy. We must accept the legitimate autonomy of Islamic groups; the sharp differences in sect, ethnicity, and region; and the uneven distribution of material resources in these countries. The latter sets the stage for practices among Muslim voters. At the national level, they are more likely to vote for Muslim democrats (or even secular parties) who are incorporated into state networks and therefore predisposed to provide material benefits and support. Locally, they may be more inclined to elect Islamists who offer both spiritual and material benefits, the nature of which can vary widely.

* * *

Few areas of study are more relevant to assisting Western foreign policy than today’s communications networks. The advance of web technology, social media platforms, and the rise of Islamist politics dominates the current political terrain. In the wake of the 2016 presidential election in the United States there has been an outpouring of books, articles, and commissioned reports on how we should communicate with the Muslim world. Numerous conferences on strategic communications and messaging have been organized. The new US administration has been met by a flurry of public diplomacy proposals, generally calling for revised budgets, input in policy creation, and for new public diplomacy offices within and outside of government in cooperation with the private sector. Diverse internal efforts and recommendations, such as improving the language skills of US Foreign Service Officers, have also been proposed. Nonetheless, in spite of the deluge and the implementation of some recommendations, we are still wrestling with questions about the effectiveness of public diplomacy in Muslim countries.

Understanding the operating environment is the basis of any good business plan or military strategy, though this is generally precisely what is missing in the case of public diplomacy. Previous studies of the social media phenomenon have downplayed or ignored outright what Muslim populations collectively think or do. These studies have overlooked the explosive nature of social media networks and the symbolism of Islamist politics. Instead, the focus has been on what the West can do unilaterally, not what the West can do vis-à-vis the attitudes and practices found on the ground. An essential part of understanding the public environment in Muslim countries involves examining the political organizations that represent them and how they communicate on the information battlefield. Too much is at stake to ignore it.
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Ehsanullah Ehsan @ehsanullah_ttp 3h
@samishah @omar_quraishi How could do disrespect vital organs
that protect you from internal poisoning? Sorry, comedians are full of
it:>

Expand

Saml Shah @samishah 3h
@ehsanullah_ttp @omar_quraishi Okay, | have to admit, that was a
good one. shit.

Expand

Zarrar Khuhro @Zarrarkhuhro 2h
@samishah @ehsanullah_ttp @omar_quraishi You guys should do a
standup comedy show together.

Expand

Ehsanullah Ehsan @ehsanulian_ttp 2h
@ZarrarKhuhro We could do a lovely show with @samishah but U
would have to come here. Your “liberal fascists" would censor our
show in Khi

Expand

Zarrar Khuhro @Zararkhuhro 2h
@ehsanullah_ttp @samishah So open-air theatre or cave acoustics?
Expand

Ehsanullah Ehsan @ehsanullah_ttp 2h
@ZarrarkKhuhro @samishah We would like you to be as comfortable
as possible. We will make you feel at home, without the alcohol and
women.
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