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Chapter 1

Introductory chapter: An
overview of the book

Miadreza Shafie-khah

School of Technology and Innovations, University of Vaasa, Vaasa, Finland

These days the advances in communication technologies, IoT, and intelligent
smart meters lead the conventional unilateral power grids into intelligent bilat-
eral ones. In newly emerging smart electric grids, distributed renewable
resources and demand can play a proactive role, changing the structure of
the system from the centralized unilateral scheme to the smart bilateral net-
works. In conventional grids, power was only transferred from supply side to
the consumers that are considered as submissive ratepayers. In a smart grid
environment, however, all parties in the system, ranging from customers to
the bulk-generating units, can experience real-time communication with each
other through state-of-the-art technology. The data from smart meters have
the capability to be transmitted in less than a second, leading to better manage-
ment of the consumption.

Nevertheless, the newly intelligent grids give birth to some challenges, for
instance, the possibility of transferring the huge amount of grid data while main-
taining the system security at a predefined level. What would be the best plat-
form in which different parties can easily trade energy with each other? How
can the grid be immunized against cyberattack and personal information leak-
age? Promoting trust between participants is another issue coming with the
advent of the smart grids. Management of small participants, such as small cus-
tomers or prosumers, should be managed through a third-party entity like an
aggregator. However, the aggregator itself can incur costs for small customers.
Furthermore, they may not be reluctant to share their personal information with
the other entity.

Blockchain technology could be an efficient solution to address the afore-
mentioned smart grids’ problems. The blockchain-based platform consists
mostly of a distributed ledger, a decentralized consensus mechanism, and cryp-
tographic security measures. All parties would be able to directly share infor-
mation and hold the copies of transaction records via their blockchain accounts.
Transactions should be performed and confirmed through a set of rules named
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FIG. 1 Applications of blockchain technology in smart grids.

smart contracts. The privacy of information will be highly preserved using hash
functions in the blockchain system. Following the advantages of the
blockchain-based platform, the main aim of this book is to introduce various
applications of blockchain technology in smart grids as presented in Fig. 1.
The book chapters are introduced briefly as follows.

Chapter 2, a panorama of applications of blockchain technology to energy,
presents the potential applications of blockchain technology in five energy sub-
sectors. The first subsector is energy trading that would be facilitated utilizing
blockchain technology. Payments for various sectors can be fully automated
through the use of smart contracts, one of the important features of blockchain
technology. The second impact of blockchain will be assessed on environmental
attribute management including some products such as renewable energy
credits, provenance certificates, and guarantees of origin. The use of blockchain
technology in energy sectors can incentivize to invest in clean energies as it can
solve some challenges related to the current markets. Demand response will be
considered as the other application of blockchain technology in energy sectors
that will be presented in this chapter. This technology can assist to automate
demand response program in a secure way while considering the preferences
of customers. The role of blockchain technology in electric mobility will be also
discussed in the second chapter. The most effects of this new technology would
be on scheduling related to charging and discharging of electric vehicles in the
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most efficient way. The last energy subsector presented in Chapter 2 is the
financing sector. It states that blockchain technology could improve the liquid-
ity of the capital of various projects through the tokenization of assets. Finally,
Chapter 2 concludes by introducing 150 companies employing blockchain
technology in the field of energy.

Chapter 3, entitled transition toward electricity trading markets blockchain-
based, discusses the application of blockchain technology, specifically in elec-
tricity markets. It investigates events of the past 10 years, leading to the fourth
industrial revolution and the utilization of the decentralized trading platform to
incentivize small customers. Blockchain technology will be presented in the
chapter so as to satisfy the prosumers’ desire for citizen-run democratic energy
systems. Afterward the development of the applications of blockchain is dis-
cussed. The third chapter continues with future research and milestones with
the aforementioned newly emerged technology.

Chapter 4, decentralized operation of interdependent power and energy net-
works, blockchain and security, describes the transition of conventional
networks toward smart grids known as efficient, reliable, secure, and sustain-
able power grids. Then, blockchain will be discussed to expedite the transition
toward decentralization by eliminating the role of an intermediary. The previ-
ous literature related to the utilization of blockchain in smart grids is summa-
rized in the fourth chapter. Finally, different frameworks are explained to
implement decentralization taking into account the security of participants.

Chapter 5 deals with the application of blockchain technology in different
business models related to energy markets. In addition, the roles of various
parties in each business model will be analyzed. The business models consist
of peer-to-peer, flexibility, over the counter, and crowdsale trading platform.
The chapter first represents different parties who are able to take part in the mar-
ket. Then the interaction between them is assessed. Further, it explains how the
blockchain trading platform can speed up the trading while building a reliable
platform for different kinds of markets.

Chapter 6, blockchain and its application fields in both power economy and
demand-side management, starts with the potential application of blockchain
technology in power economy. Besides, it states that demand-side management
can also deploy blockchain as a platform to control the consumers’ consump-
tion. The architecture, opportunity, and drawbacks of blockchain are fully
assessed in the sixth chapter taking into account different viewpoints.

Chapter 7, blockchain-based demand response using prosumers scheduling,
represents a two-stage model employing blockchain so as to design a price-
based demand response program. The proposed model is considered as a decen-
tralized security-based model in which prosumers do not need to share their
private information with any aggregator acting as a broker. In addition, the pro-
posed model is mainly from the viewpoint of prosumers, that is, consumers who
are also equipped with renewables to produce energy and manage their con-
sumption. The proposed steps are implemented through a blockchain-based
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platform to automate the market mechanism. This mechanism aims to motivate
prosumers to react to market prices while preserving the prosumers’ privacy.

In Chapter 8, energy flexibility is proposed to trade in a secure, reliable, and
transparent way in a microgrid environment by employing blockchain technol-
ogy. In the proposed technique the power presumption data are captured utiliz-
ing a blockchain-based distributed ledger technology. The data are gathered
from the smart meters, and the smart contracts will recognize programmatically
the anticipated energy flexibility of each prosumer, the associated benefits or
penalties, and the regulations needed for balancing energy demand regarding
grid-level energy production. The blockchain-based consensus mechanism is
used to settle the related market and validate the demand response program.
The results extracted from several structures of literature show that the
blockchain-based distributed demand-side management can match demand
and supply efficiently, while the demand response indicator will be tracked with
high precision.

The blockchain-based coordination of electric vehicle charging stations is
explained in Chapter 9, blockchain for decentralized optimization of energy
sources in electric vehicle charging coordination via blockchain-based charging
power quota trading. The chapter proposes a two-stage scheme in which the
charging quotas are initially allocated to the charging stations. Then, charging
stations would be able to trade with each other taking into consideration the
demand elasticity of the stations. All the trading and settlements are proposed
to be performed in a blockchain-based platform so as to promote trust and ben-
efit from the transparency of this new technology. The effectiveness of the
method will be proved in the simulation section of this chapter.

Chapter 10, islanded microgrid management based on blockchain commu-
nication, explains the management of a microgrid that will be enabled by the
blockchain-based platform. A multiagent market framework is proposed in
which the payments between entities will be carried out automatically through
blockchain technology. The microgrid is taken to trade with the upstream grid,
providing that the generation and demand are not exactly equal.

Another application of blockchain technology in power systems is intro-
duced in Chapter 11, which is entitled blockchain-based protection of DC
microgrid. It develops a technique for detecting the fault in DC microgrids.
Besides, it tries to isolate the fault, leading to avoiding propagation of damage
to the rest of the system. The main role of blockchain technology in this chapter
is to encrypt the values sent to the differential relay so as to immunize the
system against cyberattacks and communication failures. Finally the proposed
method will be tested for a hypothetical DC microgrid.



Chapter 2

A panorama of applications of
blockchain technology to energy

Matthew Gougha'b, Rui Castro, Sérgio F. Santos”,

Miadreza Shafie-khah® and Jodo P.S. Catalio®

Superior Technical Institute, Lisbon, Portugal, YINESC TEC, Porto, Portugal, “INESC-ID/IST,
University of Lisbon, Lisbon, Portugal, “School of Technology and Innovations, University of
Vaasa, Vaasa, Finland, *Faculty of Engineering of the University of Porto and INESC TEC, Porto,
Portugal

1. Introduction

The blockchain technology has the potential to have a significant impact in
many sectors in the modern economy, including the energy sector. Numerous
use cases for blockchain in the energy sector have been proposed. These include
wholesale and retail energy trading, environmental attribute management, aid-
ing demand response programs, and enabling new sources of financing for
energy projects.

The blockchain technology has been likened to the Internet in its potential to
revolutionize the economy. Other sources say that it is nothing more than a pass-
ing fad. This chapter provides evidence on both counts. The potential impact of
the blockchain technology is presented, and it is shown that there are cases
where the blockchain technology could have significant impacts on the energy
sector. That being said, there are a number of challenges that the technology
also needs to overcome before it is adopted in a widespread manner.

This chapter is composed of the following sections: an introduction where
the context surrounding both the blockchain and the current energy sector is dis-
cussed. Following this the blockchain in introduced including the technological
background. Then a section of current and past blockchain projects is presented
along with a table detailing nearly 150 companies who are active in the energy
and blockchain ecosystem. A section of the various limitation of blockchain is
then presented followed by a section detailing regulatory aspects relating to
blockchain in the energy sector. Following this the major contribution of this
work is presented as the various applications of blockchain in energy are
detailed.

Blockchain-based Smart Grids. https://doi.org/10.1016/B978-0-12-817862-1.00002-6
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1.1 Context

The context surrounding blockchain is extremely important in discussing where
the technology comes from and where it may be heading in the future. A group
of underlying technologies has coalesced to form the blockchain technology,
and there are a wide variety of factors that brought these technologies together.
This section will discuss the context surrounding blockchain and give the reader
a better idea of where the technology originates from and why it has been touted
as being a game-changer in the energy sector.

Even before blockchain becomes a hot button issue, the energy sector was
beginning to undergo a significant transition. This is shown from a survey con-
ducted in 2013 where 94% of the senior power and utility executives expected
either a complete transformation or important changes in the power utility busi-
ness model by the year 2030 [1]. The impact of the blockchain technology on
the energy sector could be very significant as approximately 20% of respon-
dents to a survey conducted by the German Energy Agency believe that the
technology will be a “game-changer” for the sector [2]. The context surround-
ing the energy system is one that can be characterized by the three D’s of dec-
arbonization, decentralization, and digitalization, and especially in Europe,
there is an overarching goal to empower consumers and put them at the heart
of the future energy system [3]. Blockchain can assist in both the decentraliza-
tion and digitization aspects of the ongoing energy transition.

The existing electricity system is characterized by consumers with little to
no control over their electricity use and a paradigm of load-following power
plants and very little information available concerning the operating conditions
of the system [4]. There is a confluence of factors that are changing how the
existing electricity system operates. Chief among these factors is the rapid
growth of distributed energy resources (DERs), and this leads to increased cus-
tomer choice and participation in the electricity market. This paradigm shift has
been noted by existing firms, and significant amounts of capital are being spent
to upgrade the existing electric system. Estimates suggest that $47 billion was
spent in 2016 in upgrades to modernize the electricity system [4]. Despite this
significant influx of capital, the current power system still largely functions the
way it did in the 20th century. This could be down to the fact that major elec-
tricity utilities are normally very risk averse and have to deal with regulatory
oversight that could stymie progress [4].

Blockchain helps by reducing two types of transaction costs. The first is the
verification of the qualities of a transaction, and the second is the costs of oper-
ating a marketplace, which blockchain lowers by removing the need for a
trusted third party [5]. By lowering these two costs, blockchain can help create
more fluid marketplaces that allow for increased competition, reduced barriers
to entry, and lower risks associated with privacy and censorship concerns [5].
Blockchain allows for the transfer of value between two untrusting peers with-
out the requirement of having a trusted third party to verify the transaction [5].
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Trust in institutions and on the Internet has been eroded, and this has led to
many people questioning the notion of centralized systems with trusted partners
[6]. In the past a trusted third party was needed to verify the transaction between
two parties. This verification process increased the cost and time taken to complete
the transaction, but it was an acceptable trade-off as the third part helped mitigate
the risks associated with the information asymmetry and moral hazard problems
[5]. The core innovation behind the blockchain technology is the fact that it stores
multiple copies of the transaction history and that the copies of the transaction his-
tory are connected through a validation mechanism that is secure [7]. Catalini
and Gans [5] suggest that the blockchain has allowed for costless verification
of transactions. But it may be more correct to say that the requirement of being
trustworthy has shifted from the intermediary to the builders of the blockchain
code and the chosen consensus mechanism. Therefore blockchain doesn’t remove
the need for trust; it allows the creation of more trustful relationships [8].

The blockchain technology is expected to have a profound impact on the way
that individuals transact among themselves with an oft-cited comparison and has
the transformative effect on Internet communication brought about by the intro-
duction of the TCP/IP protocols [5]. Blockchain may help unleash the so-called
Internet of Things (IoT). As the number of IoT devices grows worldwide, they
will require a secure protocol on which to communicate and transact with each
other, and the blockchain may be able to play this pivotal role [5]. Added to this
is the fact that the blockchain can transfer details concerning property rights and
that these decentralized networks are more resistant to one agent having signif-
icant market power. Lowering the barriers to entry in these networks will allow
new innovative solutions to be developed, and this will reduce the market power
of the existing incumbents. Work carried out by the Research Institute of the
Finnish Economy shows that the blockchain technology could play a key role
as the interoperability layer in a world with a large penetration of IoT devices
[9]. There has been an explosion of interest in blockchain in the past few years.
There are numerous conferences and events that have emerged to deal with the
blockchain technology and more specifically to investigate the blockchain’s
potential impact on the energy sector. There has been 24 blockchain-themed
conferences in the last 6months of 2018 [10]. The underlying technology behind
the blockchain (cryptography, peer-to-peer networks, and data storage) has all
existed for a significant amount of time. What the blockchain does that is so
powerful is to combine these three areas of research with various economic
incentives, and this allows for the growth of decentralized markets [11].

The use of decentralized systems may also affect the role of the individual in
society. For example, in the energy sector, individuals have often had to be pas-
sive consumers in which they bought from a centralized source, such as an elec-
tric utility. In decentralized and peer-to-peer-based societies, there is scope for
the consumer to take on a much more proactive role, and they could become
producers of a product as well [12]. The concept of a decentralized electricity
system has been spoken about for a considerable time, and the rise of energy
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FIG. 1 The considerable rise and decrease in the number of searches for “blockchain.” (Authors’
own using data from Google Trends.)

storage devices and electric mobility, as well as new control systems for
demand response, has made the concept of a decentralized grid more tractable.

While there is significant hype surrounding blockchain at the moment, it is
thought that blockchain will be truly successful when people use it seamlessly
as part of their everyday lives without realizing that they are using blockchain
much like the general public uses the Internet today without having to think
about the various technologies and protocols that underpin the Internet.

The blockchain technology has received significant attention in the past few
years. This can be shown through the Google Trends depicted in Fig. 1. This
image shows the popularity of the search topic “blockchain” over the past
Syears. It is a proportional figure where the score of 100 means that this was
the peak value of searches for the term and a score of 50 represents a total num-
ber of daily searches equal to half of the maximum recorded.

Again, parallels with the growth of the Internet can be made regarding how
to ensure future growth of the blockchain technology. The Internet experienced
enormous growth when it was user-friendly enough and understandable by the
general population. Also, it was predicted that the Internet will usher in a new
era of decentralization, but instead, it has become very centralized, and it could
be argued that it is undemocratic [13].

In the context of the modern economy with its drive toward the knowledge
economy that focuses on knowledge-led growth rather than the traditional
means of production, information is playing a key role. Information has become
a crucial resource in the modern world [8]. Whoever controls the information
can wield significant market power, and the blockchain may be able to democ-
ratize information and reduce the market power of existing incumbents that
have based their business on the centralized storage and use of information.
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1.2 Definitions

1.2.1 Blockchain

There exist numerous definitions for the blockchain, but the general definition
of the blockchain is given by Bashir [14]:

Blockchain at its core is a peer-to-peer distributed ledger that is cryptographically
secure, append-only, immutable (extremely hard to change), and updateable only
via consensus or agreement among peers. From a business point of view, a block-
chain can be defined as a platform whereby peers can exchange values using
transactions without the need for a centrally trusted arbitrator. A block is simply
a selection of transactions bundled together in order to organize them logically. It
is made up of transactions and its size is variable depending on the type and design
of the blockchain in use. A reference to a previous block is also included in the
block unless it’s a genesis block. A genesis block is the first block in the blockchain
that was hardcoded at the time the blockchain was started.

Another definition is given by Andoni et al. [15]:

Blockchains are shared and distributed data structures or ledgers that can
securely store digital transactions without using a central point of authority.
The data structure is, in other words, a ledger that may contain digital transac-
tions, data records and executables. Instead of managing the ledger by a single
trusted center, each individual network member holds a copy of the records’ chain
and reach an agreement on the valid state of the ledger with consensus. The exact
methodology of how consensus is reached is an ongoing area of research and
might differ to suit a wide range of application domains. New transactions are
linked to previous transactions by cryptography which makes blockchain networks
resilient and secure. Every network user can check for themselves if transactions
are valid, which provides transparency and trustable, tamper-proof records.

These two definitions touch on a number of concepts that may be unfamiliar.
These concepts are distributed ledger, append-only, immutable, and con-
sensus. These concepts are defined as follows: A distributed ledger is a ledger
that is distributed among its participants and spread across multiple sites or
organizations and does not reside with a central authority. Append-only means
information can only be added, not removed in contrast to read-write data-
bases where information may be removed. Immutable refers to the property
of being tamper proof, and while a blockchain can be called immutable, it
is technically possible to change the records stored within a blockchain sys-
tem, but it is extremely computationally taxing, and thus for practical pur-
poses the blockchain system is classified as immutable [14]. Consensus is
the method that the various nodes in the blockchain system reach agreement
on the various blocks of transactions before being incorporated into the exist-
ing blockchain [7]. There are numerous consensus mechanisms that can be
used, and these will be described in the coming sections.
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FIG.2 Typical blockchain system. (Author modified from J.A.F . Castellanos, D. Coll-Mayor, J A.
Notholt, Cryptocurrency as guarantees of origin: simulating a green certificate market with the
Ethereum Blockchain, in: 2017 IEEE International Conference on Smart Energy Grid Engineering
(SEGE), in: Presented at the 2017 IEEE International Conference on Smart Energy Grid Engineer-
ing (SEGE), 2017, pp. 367-372. https://doi.org/10.1109/SEGE.2017.8052827.)

Fig. 2 shows the general layout of a blockchain structure after Castellanos
et al. [16]. This figure shows a number of blocks each containing a number of
transactions. Each block has a sequential number and a time stamp to allow for
easy auditing of the blockchain history. Each block also has a unique crypto-
graphic hash that will change should any validated transaction be modified.
As each block also makes use of the previous block’s cryptographic hash,
should any transaction change in any of the preceding blocks, it will change
the entire blockchain, and therefore the modification can be easily identified
and rectified.

Once a transaction has been requested by a node, it is then broadcast to the
rest of the network, which then validates the transaction using the network’s
chosen consensus mechanism. Once the validation stage is completed, the trans-
action is then added to a block, and then the block containing a number of val-
idated transactions is added to the existing blockchain.

These various characteristics of blockchain allow digital information to
have a value assigned to them. As Joe Ito, the director of MIT’s Media Lab,
said, “The blockchain makes information look like a thing. It creates the scar-
city that you couldn’t do on the internet” [ 17]. This set of technologies that make
up blockchain brings together a group of individuals who act in their own self-
interest, but together, this group can create an immutable, trustworthy, decen-
tralized system [8].

By prohibiting double spending of the currency, Bitcoin allowed for the cre-
ation of a digital asset [8]. In the era before Bitcoin (and the underlying block-
chain technology), digital information could easily be replicated and shared
(e.g., images and songs). However, blockchain can include an immutable
and time-stamped signature of the creator or the original owner, and the spread
of that piece of information can now be tracked. It can be said that blockchain
(first through the Bitcoin protocol) introduced the concept of digital scarcity.
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There are a number of different blockchain types, but the two largest and
well known (Bitcoin and Ethereum) will be discussed in the coming sections.
They were chosen as Bitcoin is the largest and oldest blockchain system and
Ethereum is interesting for the energy sector as it allows applications to be
scripted in the blockchain using the Solidity programming language. Ripple
is another interesting blockchain application, but as it focuses more on the
financial sector, it is excluded from this chapter.

1.2.2 Bitcoin

Bitcoin was introduced nearly 10years ago in a paper authored by Satoshi
Nakamoto (a pseudonym) [18]. Since its introduction, it has become the largest
cryptocurrency with an approximate market capitalization of $70 billion as of
January 2019. Bitcoin is a collection of peer-to-peer networks, protocols, and
software that allow for the creation and usage of bitcoin, a digital currency.
Bitcoin can be defined in several ways as it acts as a protocol, a digital currency,
and a platform [14]. This section will follow the existing protocol of using
Bitcoin, with a capital B when discussing the protocol and bitcoin, with a
lowercase b, when discussing the digital currency. Even though Bitcoin is
the first and most successful implementation of the blockchain technology,
the word “blockchain” never appears in the original paper presented by Satoshi
Nakamoto.

Bitcoin’s core protocols have so far proven to be very resilient to malicious
actors or hacking. Despite being a decentralized system with no central dedi-
cated cybersecurity tools and having a potential $70 billion (as of January
2019) in assets, there have been no successful hacking attempts [8]. However,
this does not mean that Bitcoin is inherently safe; there have been instances of
hackers gaining access to individual’s wallets (where the amount of bitcoin is
stored) or obtaining access to the digital currency exchanges where customers
can buy and trade cryptocurrency for fiat currency, but this is a software issue
relating to the security of the wallet software or the security protocols of the
cryptocurrency exchanges and not the inherent Bitcoin protocol. There have
also been cases of hackers manipulating the blockchain of smaller cryptocurren-
cies, such as Bitcoin Gold and Ethereum Classic, but a discussion of that falls
outside the scope of this chapter.

Satoshi Nakamoto was not the first to design and implement a digital cur-
rency, but what sets Bitcoin apart from the previous attempts is the way that it
uses a collection of technologies to make the issue of double spending of the cur-
rency extremely difficult. To be clear, double spending is possible on the Bitcoin
system, but it is extremely expensive, and this high cost has so far prohibited any
individual from successfully double spending a bitcoin. To double spend a bit-
coin, an individual would need to control 51% of the computing power of the
Bitcoin network to ensure that their version of the Bitcoin blockchain was
accepted as the “true” version even if this version of the blockchain contained
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fraudulent transactions. The costs of such a 51% attack on the Bitcoin blockchain
is estimated to cost over $7 billion dollars as of the middle of January 2019 [19].

The manner in which the nodes of a distributed system agree on the correct
version of the ledger is known as consensus [14]. Once consensus has been
reached, the block of transactions is permanently added to the existing block-
chain. Numerous methods exist for reaching consensus, and the exact manner in
which consensus is reached can differ depending on the type and nature of the
underlying blockchain.

The European Commission recognizes the major contribution of Bitcoin to
be the ability to “establish trust between two mutually unknown and unrelated
parties to such extent that sensitive and secure transactions can be performed
with full confidence over an open environment, such as the Internet” [20].

1.2.3 Ethereum

After Bitcoin the most well-known blockchain is Ethereum. Ethereum also has
the second highest market capitalization after Bitcoin with a market capitaliza-
tion of approximately $16 billion as of January 2019. Ethereum was proposed in
late 2013 by then 19-year-old Vitalik Buterin, and he and a group of core devel-
opers maintain and upgrade the network.

What sets Ethereum apart from Bitcoin is its built-in programming language
that allows it to develop and deploy distributed applications including smart
contracts [21]. This allows developers to create applications that run on top
of the blockchain and make use of its characteristics. The programming lan-
guage used within the Ethereum environment is Solidity, and it is a Turing-
complete language [8].

To carry out a transaction on the Ethereum blockchain, a user must pay a
transaction fee, which is termed “gas.” This transaction cost covers the cost
of computation required to carry out the instruction, so the more detailed and
complicated the instruction, the higher the gas fee [14].

A further evolution of the blockchain system into what is termed Blockchain
3.0 saw the arrival of decentralized applications (DApps) or decentralized auton-
omous organizations (DAQOs). DAOs are defined solely by a collection of smart
contracts and allow for operation in a business like environments without the
need for human intervention [11]. While this automation of business activities
may sound appealing, it could be a very worrisome property if taken to its full
capacity. The full automation of the DAO will mean that, once it has been ini-
tiated, no one can alter its underlying business logic. Traditional entities adapt
over time to better suit their changing environments [21]. A DAO will not be able
to do such a thing, and if there is an error in its programming, no one can correct it.

1.2.4 Smart contracts

A key characteristic of the current blockchain ecosystem is the smart contract.
While these contracts have emerged as a major defining characteristic of the
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so-called Blockchain 2.0, the concept of smart contracts has existed for longer
than the blockchain concept.

Nick Szabo first defined smart contracts in 1996 as those type of contractual
clauses that could be embedded in various aspects of hardware and software to
make the breach of the contract inordinately expensive [5]. These contracts can
be self-executing and immutable. Another definition of smart contracts is given
by Silvestre et al. [22] who define the smart contract as a piece of computer code
that verifies certain actions, and should certain criteria be met, corresponding
actions are then carried out. Smart contracts can assist in removing the interme-
diary part in various use cases, and this may lower transaction costs and allow
for low-value transactions to take place [15].

The advent of smart contracts raises some interesting questions with regard
to the legal profession. The enforceability of smart contracts and even the use of
the term “contracts” has raised some arguments. According to Jamison and
Tariq [10], a traditional contract requires the following elements to be consid-
ered a contract:

Offer of the contract

Acceptance of the contract

Binding agreement to execute a lawful action

An exchange of value once the action has been carried out

All parties involved should have sufficient legal capacity to enter into the
contractual agreement.

DR =

Because smart contracts are pieces of immutable, self-enforcing programming
code where the authors of the contract can be anonymous or even pseudoanon-
ymous, there are many situations where a smart contract will not meet the cri-
teria listed earlier.

1.2.5 ICO and token sales

The introduction of the various cryptocurrencies has allowed the developers to
engage in a new form of raising capital called initial coin offerings (ICOs) [5].
In a typical ICO the developers of the cryptocurrency will allow the sale of a set
number of tokens (units of the cryptocurrency) to sellers as a means of invest-
ment in the cryptocurrency project or a way to raise capital. There are parallels
with the well-known initial public offerings (IPOs), but the ICOs do not gener-
ally give the investor a portion of the equity of the project. Rather the investors
hope that the cryptocurrency will appreciate in value and thus provide them
with an adequate return. ICOs are largely unregulated, and this has led to many
fraudulent and poorly supported cryptocurrency projects to launch their own
ICO [4]. Many of the ICOs that have already been launched suffer from signif-
icant problems including underperformance and failing to advance the project
past the conceptual stage [10].
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1.3 Characteristics

This section introduces several characteristics of the blockchain technology and
assesses its applicability to the energy sector.

There are various types of blockchain available, and the choice of which
type to use should be made keeping the characteristics of the organization
and problem to be solved in mind.

Blockchains can be split into two types, either public or private. These def-
initions refer to the one who is allowed to read the content of the blockchain, that
is, who can view the content of the transaction history and interact with the block-
chain system. Public blockchains are open to anyone to view the transaction data,
whereas private blockchains do not allow the general public to view the transac-
tion logs. Blockchains can also be divided along the lines of who can write (add
information) to the blockchain otherwise known as validation. Permissionless
blockchains allow any node to write and commit information to the blockchain,
while permissioned blockchains only allow certain nodes to write to the block-
chain [7]. Permissioned ledgers generally have their members known to each
other, and this helps facilitate trust in the group of nodes. These types of ledgers
do not need to use a distributed consensus mechanism, but they can rather use a
predetermined agreement protocol [14]. The difference between a permissioned
and permissionless blockchain is shown in Fig. 3 [15]. In the left-hand network,
each node has the ability to read and write to the blockchain (shown by the images
of the computer and the checked paper). In the right-hand side, only the red nodes
can validate transactions. Permissionless networks can be thought of being more
decentralized and democratic than permissioned networks, but each network has
its advantages and disadvantages, and the choice of network architecture should
be made after careful consideration of the project’s specifications.

User User

node node
Validator / \ Validator User User
node node node | node

Validator | | User User | | | User
node node node node
User User
node node

FIG. 3 Difference between permissionless (left) and permissioned (right) blockchain systems.
(Author modified from M. Andoni, V. Robu, D. Flynn, S. Abram, D. Geach, D. Jenkins,
P. McCallum, A. Peacock, Blockchain technology in the energy sector: a systematic review of
challenges and opportunities, Renew. Sustain. Energy Rev. 100 (2019) 143—174. https://doi.org/
10.1016/j.rser.2018.10.014.)
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There are examples of hybrid blockchains that have characteristics of both
public and private chains. These blockchains are called consortium blockchains
and are often targeted at enterprise use. They include Hyperledger, Corda, and
Quorum.

A large factor in the performance characteristics of a blockchain (scalability,
transaction speed and finality, security, and use of resources) is the method used
by the blockchain to reach consensus [15]. Choosing the correct consensus
mechanism is critical as the mechanism has to be flexible and responsive
enough to allow the blockchain to work optimally, but it is the consensus mech-
anism that also has to protect the blockchain from faulty or malicious nodes, and
thus the consensus mechanism has to be resilient enough to protect the block-
chain system.

To an end user a distributed system seems like one unified system, but in
reality the different nodes in the system have to coordinate their activities so
as to provide a common outcome. This coordination between the various nodes
and the systems’ fault tolerance are the main challenges for distributed systems.
Fault tolerance refers to the ability of the network to sustain some nodes becom-
ing faulty and still remain available.

Distributed systems are governed by the CAP theorem, also known as
Brewer’s theorem. This theorem posits that a distributed system cannot have
consistency, availability, and partition tolerance simultaneously [14]. Consis-
tency requires that each node in the system have the latest version of the data.
Availability requires the system to be operational and functional. The partition
tolerance requirement states that the system is capable of surviving a failure of a
group of nodes within the system. A common method used to achieve fault tol-
erance is replication, and consensus mechanisms are used to ensure that the con-
sistency aspect of the CAP theorem is satisfied.

Blockchains choose to concentrate on availability and partition tolerance,
and consistency is not achieved simultaneously with availability and partition
tolerance, but it rather is achieved over time, and this is termed eventual
consistency [14].

As blockchain has evolved over the years, there can be three broad cate-
gories into which blockchain projects can be classified into according to
their complexity and level of autonomy [7]. Cryptocurrencies (such as
bitcoin) can be classified as being part of the Blockchain 1.0 family. The
introduction of smart contracts is the key defining characteristic of Block-
chain 2.0 applications where the first set of autonomous actions can be
carried out by the blockchain should certain criteria be met. Blockchain
3.0 is characterized by decentralized autonomous organizations, which take
the concept of smart contracts to the next level. These are organizations that
are solely run on a collection of smart contracts and a high degree of
autonomy. Currently, Blockchain 1.0 and 2.0 applications are most common,
and Blockchain 3.0 applications will require further maturation of the
technology [7].
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The design and operation of electricity networks are classified as a natural
monopoly where the high capital costs, economies of scale, and other barriers to
entry provide an advantage to the first mover in the system and restrict access to
the market. Often, these first movers are then regulated so as to ensure that con-
sequences of this type of market failure do not impact the customers. This often
requires that these agents have unique responsibilities for the correct operation
of the networks. These requirements are at odds with the decentralized nature of
blockchain systems, and finding a solution to this issue is a key aspect if the
blockchain technology is to be successful in the energy sector.

The hype around blockchain can be thought of as both a help and a hin-
drance. Blockchain can help move the loci of trust from a central platform oper-
ator to trust in the underlying blockchain protocols and programming code [5].
Because blockchain reduces networking costs, it affects the issues of market
power of the intermediary, privacy risks, and risks associated with censorship.
This may reshape the architecture of the electricity market and create new
opportunities for new entrants to take advantage of the new architecture [5].
Blockchain offers the following key characteristics that will be beneficial to
recording transactions. The general use case of blockchain has the following
characteristics:

A database is needed to order and record transactions

Multiple users need to use the database to add transactions

The ordering of the transactions is crucial

There may be malicious actors within the network, which limits trust in the
network

e There is a need for disintermediation [12]

If there is no need for disintermediation or there is a need for a trusted third
party, the use of a blockchain-based system may not be needed as there are sig-
nificant computation and communication costs associated with implementing a
blockchain system [23]. Blockchain is thought to be most useful in a situation
where the transaction does not involve a physical exchange [7].

As has been described in the earlier sections, the blockchain protocol has
shown to be very resistant to hackers and other malicious actors. The weak link,
therefore, becomes the device connected to the blockchain, and a further weak
link is the user of the device.

There are some characteristics of the blockchain ecosystem that may allow
for the creation of systems that steer communities toward socially beneficial
actions, and this might help solve issues relating to the tragedy of the commons
problem [8]. This aspect of blockchain has received significant attention
recently, and this has coined the term “cryptoeconomics” [24]. In short, cryp-
toeconomics combine cryptography and economic principles to create decen-
tralized peer-to-peer networks that are robust and can thrive in an
environment where there are malicious or adversarial peers [24].
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2. Current and past projects

The blockchain ecosystem has grown at a rapid rate in the past few years. This
section will examine some of the most noteworthy projects that have emerged.
Luke et al. [7] states that as of March 2018 the number of organizations working
on blockchain in energy numbered 122 and there were 40 projects announced.
This number can only be expected to grow. These are listed in Appendix 1 at the
end of this chapter.

One of the most cited projects of blockchain in energy is the Brooklyn
Microgrid designed by LO3 Energy. This project consists of a microgrid energy
market situated in Brooklyn, New York, and gained significant attention by per-
forming the first-ever blockchain-based peer-to-peer electricity transaction
[25]. The project comprises less than 60 participants, and the participants are
connected to the existing distribution grid, and when the participants transact,
they are not transacting electricity but rather a form of renewable energy
certificates [4].

Another existing project is Grid+, which is based in Texas and aims to give
residential consumers better access to participate in wholesale electricity mar-
kets [4]. It still has a considerable way to go before reaching its final goal of
helping residential consumers manage their bills, trade electricity, and offer
their distributed energy assets to help manage the distribution grid; Grid+
can currently assist consumers to manage the component of the bill related
to the wholesale costs of electricity, and this is often a small component of
the overall bill [4].

A startup based in the United Kingdom, Electron, is aiming to create a flex-
ibility market for electric power using the blockchain. NRGCoin, an initiative,
aimed at helping support the integration of renewable energy by providing
incentives for the local production and consumption of renewable energy [23].

An example of a project funded by both industry and government is the Irish
EnerPort project. This project seeks to develop peer-to-peer energy trading net-
works between microgrids [26].

While the startup companies who are aiming to disrupt the energy sector by
using the blockchain technology may receive a significant amount of media
attention, those companies who seek to work along with incumbent entities
are most likely to succeed [4]. The key will be to see the blockchain act more
of a platform to enable other information technologies and less of an instant
solution [4].

The role of blockchain in energy has not only been explored by startup com-
panies. Incumbent companies in the energy sector have begun to explore how
they can use the blockchain technology. A key example of this is the Energy
Web Foundation. This foundation aims to accelerate the adoption of the block-
chain technology in the energy sector and counts among its affiliate members
Centrica, Duke Energy, Engie, E.ON, Shell, TEPCO, and GE [27].
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The blockchain system designed by the Energy Web Foundation has a con-
firmation time of between 3 and 4s and can handle several thousand transac-
tions per second [15].

The Enterprise Ethereum Alliance (EEA) was launched in March 2017. This
initiative brought together various blockchain startups, research centers, and
different Fortune 500 companies. The EEA sought to create an open-source
standard for the blockchain [21].

Another example of a large-scale collaboration is the Hyperledger project that
was formed in December 2015 and aims to create an open-source distributed ledger
framework to help boost interoperability between blockchain applications and
systems [14]. The Hyperledger project is composed of a number of frameworks
and tools. There are five frameworks and five projects as of January 2019 [28].

There are a number of large organizations offering Blockchain as a Service
(BaaS). These include Microsoft’s Azure, IBM’s Bluemix, SAP’s HANA and
Leonardo blockchain projects, and recently Amazon Quantum Ledger Database
and Amazon Managed Blockchain. These tools help ease the difficulty of inter-
acting with a blockchain system, and these projects will be crucial in increasing
the mass market adaptation of the blockchain technology.

It is not only large corporations that are investigating blockchain, but also
some political and governmental organizations are investigating the possible
use cases of the technology. The largest is the European Union’s Blockchain
Observatory and Forum. The goal of this forum is to examine the potential
impact of the blockchain technology and potential uses of the blockchain tech-
nology for the citizens of the European Union [29]. A number of European
countries are attempting to position themselves on cutting edge of blockchain
technology. These include France, Germany, Austria, Lithuania, Estonia,
Spain, and the Netherlands [29]. Funding totaling €30 million has been dis-
persed by the European Union with an additional €300 million in possible future
funding. A report showed that 60% of large corporations are exploring block-
chain technology and nearly 90% of international banking executives have ini-
tiated exploring the possible impacts of blockchains or distributed ledgers in
payment applications [29].

During the course of writing this chapter, a detailed list of various compa-
nies and initiatives working with blockchain in energy was developed. This list
is presented in Appendix 1 and lists the primary field of each company and the
location of nearly 150 companies and initiatives.

3. Limitations

While there have been many examples of the potential benefits of incorporating
the blockchain technology in the energy sector, there are still some limitations
that will need to be overcome before the technology can make a significant
impact in this sector.
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While not a limitation of the blockchain technology itself, there is an inher-
ent limitation in applying the technology to the electric sector. The electric sec-
tor is often characterized by large-scale, centralized systems that make use of
both economies of scale and economies of scope. These factors combined with
the risk-averse nature of many electric utilities could limit the speed and scale of
the blockchain impact in the sector. The fact that there is often a physical trans-
action coupled with a financial transaction in the energy sector raises some
issues with regard to blockchain’s potential impact on the sector. This is espe-
cially true in the electric power sector as, once injected into the grid, it is very
difficult to control and track the electricity from the supplier to the consumer.

Public and permissionless blockchains would allow the highest number of
people to join a blockchain system, but the trade of this increased size is the
transaction speed and the high costs of proof of work consensus mechanisms
that have dominated the public and permissionless blockchain ecosystem. This
trade-off has been termed the “scalability trilemma,” and it states that a block-
chain can only have a maximum of two of the following three characteristics:
decentralization, scalability, and security [7]. Innovation and research will be
needed to overcome these challenges. There is some progress being made with
different consensus mechanisms such as the Tobalaba network created by the
Energy Web Foundation that uses a proof-of-authority consensus mechanism.

There is a school of thought that states that the security of a blockchain can
only be tested once it has grown to such a size that the reward for hacking the
system becomes attractive [7]. This could be a challenge for an early project
using blockchain in the energy sector. The strength of the network can only
be fully tested once it has grown to such a size that it becomes the target of
a coordinated attack. A successful attack on such a system would have a signif-
icant impact on society given the critical role electricity plays in the modern
economy.

The allocation of legal and technical responsibility of the blockchain also
may become an issue should unforeseen events take place such as a security
breach [7]. This issue is often compounded due to the lack of a hierarchical
structure of the developers of the blockchain. There is often heated debate
among the programmers when certain modifications of the underlying code
need to be carried out. This problem could also highlight the lack of flexibility
of a blockchain once they are deployed, and this issue is made more difficult
with the development of DAOs.

The issue of using a blockchain as a register of physical assets could be an
issue should a fork or split of the blockchain take place [7]. Different people
having ownership rights of the same asset at the same time could lead to difficult
legal issues.

In cases where smaller systems composed of individuals who already have
a degree of trust in each other, the benefits of running a decentralized system
of distributed ledgers do not always perform better than a centralized
database [11].
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Maintaining trust in the blockchain system is key for its continued survival,
but the volatility in the prices of various cryptocurrencies shows that trust and
confidence in these systems fluctuate significantly [7]. The volatility of the
cryptocurrency prices is also another factor limiting the adoption of cryptocur-
rencies as a widespread medium of exchange. Splits and forks in the blockchain
could also introduce further uncertainty and decrease the trust in the network,
and this necessitates very good governance and change management strategies
to reduce the possibility of a fork [5].

Should the energy system develop into one characterized by millions of
decentralized energy resources making multiple transactions per day, the need
to store all of these transactions in the blockchain may pose a technical chal-
lenge because it would be very difficult for each node of the network to store
a complete copy of all the transactions [30].

A partial remedy for the scalability issue could be using off-chain transac-
tions [12]. There are also initiatives such as the Raiden and Lightning networks
to improve the speed of the Ethereum and Bitcoin networks, respectively.
Sharding or partitioning the blockchain into a number of smaller chains is also
another proposal to make the blockchain more efficient [12], although sharding
also has its own challenges that need to be overcome before it can be implemen-
ted successfully.

As of January 2019 the Bitcoin blockchain is processing between three and
four transactions per second on average, and the Ethereum is processing approx-
imately seven transactions per second [31]. This is much smaller than compa-
rable transaction processing networks such as Visa or Mastercard, which handle
roughly 5000 transactions per second.

As the blockchain ecosystem is still in a nascent stage, the choice of consen-
sus mechanisms and other aspects relating to the blockchain architecture could
be difficult for developers to make. So far, there has not been a dominant con-
sensus mechanism or system architecture to emerge, and this may hinder the
progress of blockchain developers as they may not know the pros and cons
of each system choice [15].

State channels may offer a way to increase the speed of a blockchain net-
work. These involve opening up a dedicated side chain to record multiple trans-
actions between two parties, and once the trading has been completed, the final
accounting is then added to the main blockchain. In this way, there is only one
final transaction added to the main chain rather than several intermediate trans-
actions between the same two parties [14].

One blockchain that aims to tackle the issue of throughput or transactions
per second is the EOS blockchain. The developers of this blockchain aim to
reach between 6000 and 8000 transactions per second [32]. As of January
2019 the EOS network has reached a maximum of 3996 transactions per
second [33].

The complete removal of trusted intermediaries may not be desirable as
they often play other roles in society. Therefore the use of the blockchain



A panorama of applications of blockchain technology to energy Chapter | 2 21

may force a reinvention of these trusted third parties to concentrate on their
other roles in society [7].

There have been counterintuitive cases where the success of a blockchain
has been a hindrance to it as well with the new-found popularity becoming a
major issue to the underlying network. An example of this is the CryptoKittie
trend that disrupted the Ethereum network toward the end of 2017.
A CryptoKittie is a unique digital pet generated by the application’s code when
two other CryptoKitties are paired together and “breed.” Each CryptoKittie is
unique and recorded on the Ethereum blockchain. The trend grew rapidly and
put severe pressure on the Ethereum network, which slowed the entire network
[34]. The explosion in popularity of the CryptoKittie did raise the profile of
Ethereum and made it seem more perceivable to the general public. But this rise
in profile came at a significant cost, and in December 2017 CryptoKitties made
up to 20% of the total Ethereum traffic, and this traffic severely slowed the
remaining Ethereum network. The CryptoKittie trend raised doubts on the
potential of the Ethereum network to handle vast numbers of transactions from
distributed applications, and the network will require further development
before it can handle a significant number of transactions [34]. The trend of
CryptoKitties lead to a sixfold increase in the volume of Ethereum transactions
and showed that Ethereum is currently not able to handle the volume of trans-
actions that large-scale applications will bring [35]. The issues caused by Cryp-
toKitties also had some positive outcomes as more developers realized that
there would need to be a significant increase in the transaction processing
capacity of the network.

There also needs to be significant work on developing standards and other
means of ensuring interoperability between two or more blockchains [14].
There has been work carried out in this field, most notably the development
of the ISO/TC 307 technical committee tasked with the standardization of
blockchain and distributed ledger technologies [14]. The Hyperledger project
combined with other open-source efforts such as the R3 project and the
open-chain standard are working to ensure a common pool of blockchain tools
and protocols.

Self-governance of blockchain systems is also a major challenge facing
developers today. The ideals of decentralized, immutable, and pseudoanonym-
ity do not generally make for the easily establishing a robust governance struc-
ture and to do this without sacrificing the ideals of a project based on open
collaboration between a group of core developers.

4. Rules and regulations

There are a number of rules and regulations that already influence the impact of
blockchain, not only in the energy sector but also across other sectors. The pseu-
doanonymity offered by blockchains may fall foul of existing know-your-
customer (KYC) and anti-money laundering (AML) rules. These rules may
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require organizations to expend time and effort to link blockchain accounts to
real-world identities [5]. This may require a centralized authority to monitor and
verify the names and addresses of the users of a blockchain system that will go
against the spirit of decentralized systems.

Regulators not only do have a responsibility to oversee and safeguard cur-
rent applications of blockchain but also do have a powerful role in shaping the
future growth of blockchain applications. Proactive policy to assist the imma-
ture blockchain technology is needed to provide assurances to developers and
financers for the blockchain ecosystem to grow and develop. That being said,
there is a real need for regulatory policies, which seek to minimize the risks of
current users of the blockchain, such as regulating ICOs so as to restrict the
number of poorly designed or even fraudulent projects. An example of such pol-
icy is the European Union’s Digital Single Market and the Declaration on the
European Blockchain Partnership [7]. Another example is the joint European
Committee for Standardization (CEN) and the European Committee for Elec-
trotechnical Standardization (CENELEC) to develop the CEN-CENELEC
Focus Group on Blockchain and Distributed Ledger Technology whose main
activity is the development of the ISO/TC 307-Blockchain and Distributed Led-
ger technologies standard.

Standards will be necessary as new equipment may need to interact with
demand response programs and these types of equipment (household appliances
and commercial and industrial equipment) generally have lifetimes of a few
years, so they will need to be prepared for future developments in decentralized
energy markets.

There needs to be a balance between ensuring that households and commu-
nities have an adequate supply of energy, including in extreme situations, and
also promoting other regulatory goals such as promoting the use of low-carbon
energy sources. There have been several examples of regulations being passed
to allow self-consumption of energy (in France) and allowing the limited peer-
to-peer energy trading (in Germany, the Netherlands, and the United States)
[12]. Regulatory policies also shape the business models of firms operating
in the electric power sector [1]. In some cases, especially distributed energy
resources, business models are driven more so by regulatory and policy factors
than by technological considerations [1]. There are also issues of creating reg-
ulatory dependence among business models, and thus regulations need to be
carefully considered.

Alongside regulations, it is very important to get the tariff design right as this
could have significant impacts on the sector and society at large. For example,
poorly designed tariffs are thought to have forced electricity consumers in the
United Kingdom to pay an additional £1.4 billion pounds per year over the
period 2012-15 [36].

How the blockchain fits into the European Union’s General Data Protection
Regulations will be an interesting and crucial dynamic to resolve in the coming
years. The GDPR states that in certain case user data should be anonymized or
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erased. How this can be done in the blockchain with its permanent and immu-
table record of transactions may be challenging [4]. The GDPR also allows indi-
viduals to have access and control of their data in certain cases that again run
against the principles of the blockchain technology [37]. Protection of user data
lies at the heart of both the blockchain technology and the GDPR, but the two
attempt to solve the problem in drastically different ways, and as such, there
have been attempts to interpret the GDPR in a flexible manner so as to allow
the blockchain to operate in the European environment [37]. The GDPR also
states that data can only be sent to third parties who are outside of the EU if
that jurisdiction has equivalent standards for data privacy as the GDPR [7]. This
may be an issue for public blockchains with nodes spread across numerous loca-
tions as the blockchain cannot direct data to certain locations.

Blockchain technology may be faced with some short-term reputational
impacts due to the perceived issues of bitcoin (and other cryptocurrencies) facil-
itating illegal activities. This may be difficult to overcome until the public
learns more about the blockchain technology and are exposed to successful pro-
jects that actively shun the shadow economy that has been known to use cryp-
tocurrencies for illegal activities.

From a policymaking perspective, it will be key for policymakers to under-
stand the blockchain technology before attempting to make policy to regulate
and control it. Following this, it will be imperative that efforts be made to stan-
dardize the technology and increase the interoperability of the various networks.
Regulatory sandboxes or pilot projects with relaxed regulatory constraints
should then be implemented to see how the technology works in the real-world
(although small-scale and controlled) environment [4].

Regulators should be adaptable and take lessons from other sectors that
experience the rapid proliferation of digital technologies that challenged the sta-
tus quo of that sector (such as the telecommunications industry) [10].

ICOs have also come under the increased scrutiny of regulatory bodies,
especially the Securities and Exchange Commission (SEC) in the United States.
The issue of whether or not an ICO is considered a security was a major question
surrounding the ICO environment. In March 2018 the head of the SEC con-
firmed that ICOs were considered securities and thus had to follow the usual
rules and regulations of the asset class [38]. Cryptocurrencies do not meet
the security definition as stated by the head of the SEC [38].

5. Applications of BC to energy

This section briefly touches on the various subsectors within the energy sector
that may be impacted by the blockchain technology. This section only provides
a brief overview of the various applications of blockchain technology as the
remaining chapters of this book examines each of the sectors in more detail.
When assessing the potential impact of the blockchain technology on the
energy sector, there are five areas within the energy sector that may be affected
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Use cases of blockchain in energy examples
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FIG. 4 Breakdown of the different use cases of examples of blockchain in the energy sector.
(Author modified from M. Andoni, V. Robu, D. Flynn, S. Abram, D. Geach, D. Jenkins, P.
McCallum, A. Peacock, Blockchain technology in the energy sector: a systematic review of chal-
lenges and opportunities, Renew. Sustain. Energy Rev. 100 (2019) 143—174. https://doi.org/10.
1016j.rser.2018.10.014.)

as shown in Fig. 4. These are energy trading (wholesale and retail markets),
attribute management, demand response, electric mobility, and financing of
projects within the energy sector. This section will examine each of these
use cases in detail and then provide a short section detailing general consider-
ations regarding the impact of the blockchain technology in the energy sector.

5.1 Energy trading

One of the most widely cited applications of blockchain in the energy sector is
its potential impact in the energy trading sector. Blockchain could speed up the
payment for various services and allow for payment to follow automatically as
soon as the transaction has been completed. This could be achieved by using
smart contracts. Traditionally the payment process has lagged behind delivery
quite significantly, and a whole business sector has emerged to deal with the
payment and settlement process.

The rapid settlement of transactions will become increasingly important
because the volume of transactions is expected to grow as more individual
households are in a position to produce, consume, and trade electricity [39].
Currently the trading process involves numerous transactions between numer-
ous actors, and this means that the process is ripe for the possible disinterme-
diating effects of blockchain technology.

Energy trading is a fairly new phenomenon as there was very limited trading
taking place before the year 2000. Historical demand figures were used to fore-
cast the demand for electricity with the generators carrying out voltage and
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frequency control [40]. The liberalization of the European energy markets cre-
ated a transition from the vertically integrated utility toward a more horizontal
market with a large number of both suppliers and buyers of energy products, and
this led to a significant rise in the number of transactions carried out. Along with
the increased number of transactions, there was a rise in the number of products
being traded including both long-term (futures-based) and short-term deals
(spot market). In the futures markets, there are both physical and financial prod-
ucts being traded. The financial product sector is where the blockchain could
work best as these trades do not involve a physical transfer of goods. Merz
[40] suggests that the initial use case for blockchain technology in this sector
could be as part of the communications network handling the trades. This could
be especially useful in standardizing the information flow between traders.
Should the markets make use of one blockchain to coordinate the trades, all
traders will need to provide the same information for their trades, which could
increase the transparency of these trades. The blockchain could help remove
intermediaries in this system, which are often cumbersome and slow the
process down.
The liquidity of the market will be improved should the time taken between
the delivery of the energy assets and the associated settlement is reduced [40].
Those energy trading projects that state that they allow their consumers to
choose where their electricity comes from will never be able to actually allow
their customers this choice. Their promise does not take into account the nature
of the flow of electricity in a network and Kirchhoff’s circuit laws [40]. How-
ever, should the energy markets incentivize the consumption of locally pro-
duced electricity, an increase in the development of generation assets near to
demand centers could be seen as opposed to the previous paradigm of locating
the generation assets near to their fuel resources (mostly coal and natural gas).
The current way of handling the trading can result in high transaction costs
and operational inefficiencies. A possible example of the blockchain in energy
trading has been developed by Ponton. This is the “EnerChain” project, which is
a decentralized version of a clearinghouse using the blockchain technology [7].
Some of the longest lags between delivery of energy and the associated pay-
ment occur within imbalance settlement markets with payments taking up to
28 months to be settled [15]. Smart contracts could be utilized to automatically
carry out the payment once the delivery of the energy has been received and
verified. Smart contracts could also create a more transparent market and reduce
other inefficiencies within the existing markets. Accordingly the potential
impact of blockchain in this sector has been realized by investors with 57%
of the capital raised for blockchain in energy projects being allocated to projects
looking to increase the speed taken to verify and execute transactions [7].
Another aspect of energy trading in which blockchain may have a significant
impact is the recording of data associated with the condition of various assets
within the network [7]. Additionally, due to its inherent redundancies, block-
chain could help protect against the risk of cyberattacks on the electricity
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network. This risk is only expected to grow as more devices are connected to the
Internet and operate at the edge of the grid where it may be difficult to enforce
existing cybersecurity measures [6].

However, using the blockchain in energy trading markets still has some
issues to work out. It may still be very difficult to track the flow of electricity
in a network so as to verify the transaction between a supplier and consumer of
the electricity [41]. Additionally, even if the market allows energy trading
agreements to be set up between two parties, these agreements will need to
be approved by a central authority once a technical feasibility assessment
has been done to prove that the network can handle this transaction. Should
the network not be able to handle the agreed transaction, it may be difficult
to renegotiate the agreement if smart contracts are used.

Using the blockchain technology to enable peer-to-peer markets can
increase the customer’s participation in that market and put the customers at
the heart of the energy transition. In these markets, individuals could offer to
sell their excess generation or market their flexibility to other market partici-
pants. This could help in increasing the penetration of small-scale renewable
energy sources and increasing the flexibility of the market. Various use cases
for blockchain in energy trading have been presented and include peer-to-peer
trading in microgrids, bilateral agreements between producers and consumers,
demand response actions, coordination of virtual power plants (VPPs), manage-
ment of the grid, energy storage management, aiding in the control strategies of
DERs, community energy initiatives, and coordinating a power plant portfolio
[15]. It is unlikely that the energy system will ever be fully decentralized as
there will always be a need for a central authority to manage and control the
distribution and transmission grid. Blockchains could also expose consumers
to the real price of energy. This could lead to more rational energy choices
or increased participation in demand response activities [15].

The roles played by the different actors in the energy system may also
change. The owners of the transmission and distribution (normally the TSO
and DSO) will still be responsible for operating and maintaining the physical
networks, and they will need to be compensated for that plus their roles as sys-
tem stabilizers. Each node in a peer-to-peer energy market will need to be
responsive to the needs of the grid and react accordingly. These grid needs
may include network conditions, prices, and balancing supply and demand
[42]. This will increase the onus on the owners of the DERs to provide timely
and accurate information to the system operator.

These factors combine to make it very unlikely that a fully decentralized
electricity network that makes use of peer-to-peer energy trading will develop
in the next decade. This is because the existing grid, while flawed, does provide
services to its customers that a decentralized network may struggle to achieve
[4]. As the roles of actors within the electric power system change and evolve
over time, there may be scope for blockchain systems that work with the incum-
bent utilities to help manage the grid [4]. Blockchain is likely to reduce the
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barriers to entry for individuals to participate in an energy trading market; this
increases both transparency and liquidity of the market. Blockchain also allows
for more flexible generation portfolios with a diverse set of resources and
numerous transactions occurring between the market participants [43].

5.2 Environmental attribute management

Using blockchain systems to help manage the environmental attributes (systems
that reliably verify the origin of various units of electricity), this sector encom-
passes markets for products such as guarantees of origin, provenance certifi-
cates, and renewable energy credits). The generic term of Energy Attribute
Certificates (EACs) will be used in this section. The EAC sector provides a solid
foundation for blockchain systems. The existing systems are generally compli-
cated and require numerous trusted third parties to ensure compliance, open to
fraud and errors; the markets are thus often slow and cumbersome with high
barriers to entry, and there is no physical transfer of goods in this market. Rather
the EAC markets revolve around providing verifiable proof that a particular
individual has the ownership rights of a particular attribute. Challenges associ-
ated with the current system also include having to rely on costly manual audit
processes, the limited geographical scope of existing systems, and opaque man-
agement practices [7].

Using blockchain to run these markets may increase the amount of capital
invested in clean energy technologies and therefore help reduce emissions relat-
ing to the energy sector [4]. The European Union Emissions Trading System
(EU ETS) requires nearly 11,000 thermal power plants with capacities of over
20MW to purchase emission certificates to account for their related CO, emis-
sions [44]. Lowering the transaction costs of participating in such attribute mar-
kets could also allow for the introduction of smaller power plants and even
include other sectors of the economy that have traditionally been left out of such
attribute markets such as transportation or residential heating [44]. Costs of
interacting with the current markets can run into thousands of euros per year,
and this acts as a large barrier to entry for many smaller actors who would oth-
erwise like to participate in the market [16].

There are concerns that the future of attribute markets is not so positive in
the long term as, should the global economy switch to 100% renewable energy
sources, there will not be a need to record the environmental attributes of each
unit of electricity [44]. That being said, attribute markets are an effective tool to
enable that transition.

Like in other sectors, blockchain technology holds the promise to reduce
transaction costs. In situations where the allocation of externalities plays an
important role (such as emission trading schemes), lowering the transaction
costs can increase the efficiency of the outcome and bring it closer to
being the Pareto efficient outcome as is described by the Coase theorem
[45]. Quantifying and monitoring emission target are a crucial pillar in any
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climate change mitigation policy, and the blockchain can help to quantify and
monitor these emissions.

There are examples of initiatives using the blockchain technology in the
field of monitoring and verifying environmental attributes of energy. One of
these examples is SolarCoin, which is a cryptocurrency that can act as a guar-
antee of origin system by using proof of generation [16]. Proof of generation
means that, for every 1 MWh that a solar PV system generates, the owner of
the system is awarded one SolarCoin, and these SolarCoins can be traded at
a later stage.

There is also a pilot project being run in Thailand to examine the effective-
ness of blockchain applications in this sector. The project is being developed by
South Pole, ixo Foundation, and Gold Standard. The project consists of 10 solar
farms and seeks to examine the role of blockchain in the monitoring and ver-
ification of information relating to carbon credits [46].

5.3 Demand response

Another major part of the energy system that the blockchain could impact is
demand response (DR). Demand response programs could be encoded in smart
contracts and shared among the participants in a given location. This could help
automate the demand response program as each individual could set their pref-
erences and advanced machine learning algorithms could help predict the load
profile of each household so as to provide the system operator with the most
up-to-date information regarding the available demand that could be utilized.
In this example, smart contracts can operate as a decentralized control strategy.
There may also be markets for ancillary services (such as voltage regulations
and reactive power control) where the blockchain system and smart contracts
could help activate, monitor, and report the results in a verified, immutable,
and automatic manner. Smart contract with their ability to operate automatically
and very quickly may help issues relating business models relating to residential
demand response [1]. Coordinated dispatch of demand response from DER
devices could help utilities defer expensive upgrades or expansion of the distri-
bution grid, and the demand response effort of DERs could also assist in grid
management by providing ancillary services [4].

It is estimated that there could be approximately 21 billion smart devices
connected to the Internet by the year 2020 with nearly a large portion of those
devices having a direct impact in the energy sector (such as smart meters, ther-
mostats, and other devices) [2]. This number of devices will provide a signif-
icant amount of demand response capacity if it is harnessed and utilized
correctly. The concept of the smart grid requires that devices communicate
between themselves in an organized and automatic manner and these devices
could respond to different signals related to energy price, grid needs, or renew-
able resource availability [15]. The number of devices and transactions would
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make centralized systems unwieldy and inefficient, and thus decentralized
decision-making and control could provide significant benefits [15].

There are a number of issues that need to be overcome before this future can
be realized. It will be necessary to develop power electronic devices that can
communicate with each other and record information to the blockchain system,
and these devices will need to be able to measure the demand of various devices
in each household. Combined with this technical challenge, there is a societal
challenge that will also need to be addressed, and this is the issue of data pri-
vacy. It is unclear how comfortable consumers would be sharing the data related
to the usage of their household devices [15].

In a similar vein to the previous two use cases of blockchain in energy, the
barriers to entry into demand response markets can be lowered, and this would
significantly increase the size of the market. For the United Kingdom, this larger
demand response market could unlock an estimated £1 billion in savings, a net
savings of £1.4-2.4 billion per year by 2030, and an overall saving of £17—40
billion by 2050, and these cost savings are reached through a combination of
reduced capital expenditure on generating assets, lower operations and mainte-
nance costs, reduced network upgrades, and lower costs for security of
supply [47].

5.4 Electric mobility

Blockchain technology also has the ability to play a major role in electric mobil-
ity (EM) sector [15]. In the EM sector the most discussed roles of the blockchain
technology are recording the transactions relating to charging of the vehicles
and the creation of smart contracts to help electric vehicles offer grid services
to the distribution system operator. The decentralized nature of transport (with
numerous vehicles, drivers, and dispersed charging infrastructure) makes
applying the blockchain technology an attractive option. Using blockchains
to help manage electric mobility services will reduce the need for a central
authority to manage the vehicles (if they are owned by a ride-sharing platform)
and the charging infrastructure and improve the system resilience, and the
blockchain can also help create efficient markets in this sector [15]. The major
concerns of using this technology in this sector are related to the privacy and
security of data. The electrification of mobility is helping to bring together
the electric power and transport sectors [4].

5.5 Financing

Blockchain technology could increase the size and liquidity of capital available
for various projects in different sectors, including projects in the energy sector. It
can do this by lowering the barriers to entry to these markets and thus making
them available to smaller investors who would normally be locked out of such
capital pools. Blockchain could also impact the financing of energy projects
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through the so-called “tokenization” of assets. Tokenization converts the owner-
ship rights to a particular asset to a digital token that can then be split up into a
number of different parts so that individual investors can own a portion of the
physical asset. This way a single investor can buy a portion of a tokenized renew-
able energy project, and their return will be proportional to the percentage of the
asset that they own. Apart from tokenization of assets, cryptocurrencies can be
designed to reward certain types of behavior, and this could be used to spur indi-
viduals to act in a beneficial manner when they might otherwise not do so.

5.6 General considerations

The blockchain also has the potential to impact certain activities that cut across
numerous areas in the energy sector. These activities include increasing the
speed and accuracy of data recording, lowering the price of verification of data,
reducing the need for a number of intermediaries, and automation of existing
processes. This will mean that, by using the blockchain in the energy sector,
costs could be reduced, and this could translate into lower fees and levies for
the end customer.

Tracking shipments of oil and gas could be made easier using the blockchain
as the technology can help digitize documents and improve supply chain man-
agement. This has already been seen in other sectors such as the maritime and
aviation. In the overlap between the maritime, aviation, and energy sectors, the
use of blockchain technology could provide significant benefits when it comes
to dealing with bunker fuel shipments. There are large amounts of high value
product in the bunker fuel market, and it is necessary to accurately track and
record transactions to reduce the possibility of fraud occurring [48].

The blockchain may help the electricity network become more resilient,
secure, and reliable as decentralized systems do not have single points of failure
as it is common in large-scale centralized systems [7,39].

The blockchain has been touted as a revolutionary technology that will
drastically transform the way we carry out our daily lives, but the technology
should never be viewed or used in isolation. It should form part of a diverse
set of technologies that should be tailored to suit the characteristics of the
problem at hand. The blockchain can be used in such a way that it has some
positive benefits on the energy sector, but it is unlikely that it will create a
massive restructuring of the energy sector in the short to medium term. As
with most new technologies, some proponents of it believe that it will revo-
lutionize the existing industry, and then, on the other hand, there are always
critics of the technology who see it nothing more than a passing fad. Block-
chain certainly has received significant attention from both sets of actors and
the impact of the technology in the energy sector will fall somewhere between
the two extreme camps.
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6. Conclusion

This chapter has presented an overview of the potential impacts of the block-
chain technology in the energy sector. This chapter has introduced the technol-
ogy and the context surrounding not only the technology but also the ongoing
energy transition. The combination of these two events has shown that the
blockchain technology could play a significant role across numerous sectors
in the future energy system.

This chapter has identified five areas within the energy sector where the
blockchain technology could play a significant role. These applications were
energy trading, environmental attribute management, demand response, electric
mobility, and financing. Within the energy trading subsector, there are clear
parallels between the blockchain technology and the operation of decentralized
energy networks; however, there are still major challenges to overcome.
Physical flows of electricity are incredibly hard to track, and it is not possible
to prove the origin of the electricity consumed by an individual. The rise of
distributed energy resources will cause the energy system to become more
decentralized in the future, and electricity trading will also become more decen-
tralized, and it is unclear just exactly what role the blockchain will play in
decentralized energy trading.

With regard to blockchain’s role in helping manage the environmental attri-
butes of the various products in the energy sector, the role is more clearly
defined, and the path to adoption may be easier than blockchain’s use in energy
trading. This is chiefly down to the fact that there is no need for a physical trans-
fer of an asset within trading environmental attribute certificates. There is
potential for the blockchain to speed the process of trading environmental cer-
tificates by removing some of the middlemen involved in the sector.

The two applications, demand response and electric mobility, could also
benefit significantly from the blockchain technology, especially from the use
of smart contracts to enable decentralized trading platforms for demand
response and electric mobility, respectively. These platforms could open up
these two fields to a number of small consumers or community energy initia-
tives by lowering the existing barriers to entry of the two markets.

The lowering of entry barriers and also the lowering of verification costs
could also allow the blockchain technology to have a significant impact in
the financing of energy projects. Tokenization of energy projects holds some
interesting applications, and it could be used to finance various projects within
the energy sector.

That being said, there are some major challenges that need to be overcome
before the technology can realize its full potential. Not all of these challenges
are related to the technical characteristics of the blockchain technology. Some
of these challenges relate to the regulatory aspects of its deployment in the energy
sector, and other challenges relate directly to the nature of the energy system.
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Currently, there seem to be two schools of thinking relating to the block-
chain’s effect on the energy system. On the one hand, there are the blockchain
advocates who believe that the technology will revolutionize the current oper-
ations of the energy system. On the other hand, there is a group who sees the
technology as a passing fad with roots in illegal activities and get-rich-quick
schemes. As the technology matures and society learns more about it and
how to use it, it is hoped that these two camps can come closer together and
work toward a middle ground where the positive effects of the technology
are truly felt, not only in the energy system but also in the society as a whole.
Proactive regulation is key to helping achieve this goal, and further research will
key, especially using pilot projects, to investigate how the technology works in
the real world.
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Appendix 1: Examples of companies using the blockchain
technology in the energy sector

Blockchain companies working in the energy sector.

Company Sector Location
1 4New Cryptocurrencies, The United
tokens, and investment Kingdom
2 Aizu Laboratories Grid management Japan
3 Alastria General purpose Spain

initiatives and consortia

4 Alliander and Spectral Energy Decentralized energy Netherlands

(Jouliette at De Ceuvel) trading
5 Alliander (Alva) Decentralized energy Netherlands
trading
6 Alliander (Charge Ledger) Electric e-mobility Netherlands
7 Assetron Energy Cryptocurrencies, Australia
tokens, and investment
8 Bankymoon Metering, billing, and South Africa
security
9 BAS Nederland Metering, billing, and Netherlands
security
10 BCDC (Blockchain Development Cryptocurrencies, The United
Company) tokens, and investment Kingdom
11 BCPG Group Decentralized energy Thailand
trading
12 BittWatt Decentralized energy Romania

trading
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Company Sector Location
13 BLOC (EnergyBlock and Community Decentralized energy Denmark
Power) trading
14 Blockchain Futures Lab General purpose The United
initiatives and consortia States
15 Blockchain Research Lab General purpose n/a
initiatives and consortia
16 BlockLab General purpose Netherlands
initiatives and consortia
17 Bouygues Immobilier and Stratumn Decentralized energy France
trading
18 BTL Decentralized energy Canada and
trading the United
Kingdom
19 Car eWallet Electric e-mobility Germany
20 CarbonX Green certificates and Canada
carbon trading
21 CGCl and Eneco Metering, billing, and Netherlands
security
22 Clearwatts Decentralized energy Netherlands
trading
23 ClimateCoin Green certificates and Switzerland
carbon trading
24 Conjoule Decentralized energy Germany
trading
25 COSOL Decentralized energy Brazil
trading
26 DAISEE 10T, smart devices, France
automation, and asset
management
27 Dajie 10T, smart devices, The United
automation, and asset Kingdom
management
28 DAO IPCI (MITO) Green certificates and Russia
carbon trading
29 Department of Energy, The United Metering, billing, and The United
States security States
30 Department of Energy, The United loT, smart devices, The United
States automation, and asset States
management
31 Divvi Decentralized energy Australia
trading
32 Dooak Cryptocurrencies, Brazil
tokens, and investment
33 Drift Decentralized energy The United
trading States
34 EcoCoin Cryptocurrencies, Netherlands
tokens, and investment
35 Elbox Decentralized energy Switzerland

trading

Continued
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Blockchain companies working in the energy sector—cont'd

Company Sector Location
36 ElectriCChain (SolarCoin) 10T, smart devices, Andorra
automation, and asset
management
37 Electrify.Asia Decentralized energy Singapore
trading
38 Electron Metering, billing, and The United
security Kingdom
39 Electron Grid management The United
Kingdom
40 Elegant Metering, billing, and Belgium
security
41 eMotorWerks Electric e-mobility The United
States
42 Enbloc Decentralized energy The United
trading States
43 Endesa Energia (Blockchain Lab) General purpose Spain
initiatives and consortia
44 enercity Metering, billing, and Germany
security
45 ENERES Decentralized energy Japan
trading
46 EnergiMine Cryptocurrencies, The United
tokens, and investment Kingdom
47 Energo Labs Decentralized energy China
trading
48 Energo Labs Electric e-mobility China
49 Energy Bazaar Decentralized energy India
trading
50 Energy Web Foundation General purpose Switzerland
initiatives and consortia
51 Energy21 and Stedin Decentralized energy Netherlands
trading
52 Energy-Blockchain Lab and IBM Green certificates and China
carbon trading
53 EnerPort Decentralized energy Ireland
trading
54 Enervalis (NRGCoin) Cryptocurrencies, Belgium
tokens, and investment
55 Engie Metering, billing, and France
security
56 EnLedger Cryptocurrencies, The United
tokens, and investment States
57 Envion Cryptocurrencies, Germany
tokens, and investment
58 EU Blockchain Observatory and General purpose EU
Forum initiatives and consortia
59 Eurelectric (Blockchain Discussion General purpose EU
Platform) initiatives and consortia
60 EverGreenCoin Cryptocurrencies, The United
tokens, and investment States
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Company Sector Location
61 Everty Electric e-mobility Australia
62 Evolve Power Grid management The United
States
63 Farad Cryptocurrencies, UAE
tokens, and investment
64 Filament Grid management The United
States
65 Filament loT, smart devices, The United
automation, and asset States
management
66 Fortum 10T, smart devices, Finland
automation, and asset
management
67 Freeelio (AdptEVE) 10T, smart devices, Germany
automation, and asset
management
68 Green Energy Wallet Cryptocurrencies, Germany
tokens, and investment
69 Green Running (Verv) loT, smart devices, The United
automation, and asset Kingdom
management
70 Green Running (Verv) Decentralized energy The United
trading Kingdom
71 Greeneum Decentralized energy Israel
trading
72 Greeneum Cryptocurrencies, Israel
tokens, and investment
73 Grid Singularity Green certificates and Austria
carbon trading
74 Grid Singularity Grid management Austria
75 Grid+ Decentralized energy The United
trading States
76 Griinstromjeton Cryptocurrencies, Germany
tokens, and investment
77 Hive Power Decentralized energy Switzerland
trading
78 HydroMiner Cryptocurrencies, Austria
tokens, and investment
79 IBM and Linux Foundation General purpose The United
(Hyperledger) initiatives, and consortia  States
80 ImpactPPA Cryptocurrencies, The United
tokens, and investment States
81 Innogy MotionWerk (Share&Charge) Electric e-mobility Germany
82 Intrinsic ID and Guardtime 10T, smart devices, The United
automation, and asset States
management
83 Inuk Cryptocurrencies, France

tokens, and investment

Continued



36

Blockchain-based smart grids

Blockchain companies working in the energy sector—cont'd

Company Sector Location
84 KEPCO Decentralized energy Japan
trading
85 LO3 Energy Decentralized energy The United
trading States
86 Local-e Cryptocurrencies, The United
tokens, and investment States
87 Marubeni (Coincheck Denki) Metering, billing, and Japan
security
88 M-PAYG Metering, billing, and Denmark
security
89 MyBit Cryptocurrencies, Switzerland
tokens, and investment
90 Nasdaq New York Ling Green certificates and The United
carbon trading States
91 OLI 10T, smart devices, Germany
automation, and asset
management
92 Omega Grid Decentralized energy The United
trading States
93 OneUp Decentralized energy Netherlands
trading
94 OurPower (CEDISON) Grid management The United
Kingdom
95 Oursolargrid & ITP Decentralized energy Germany
trading
96 Oxygen Initiative Electric e-mobility The United
States
97 PetroBlog Decentralized energy Canada
trading
98 Platinum Energy Recovery Decentralized energy Singapore
trading
99 PONTON (EnerChain) Decentralized energy Germany
trading
100  PONTON (GridChain) Grid management Germany
101 Poseidon Green certificates and Switzerland
carbon trading
102 Power Ledger (EcoChain) Decentralized energy Australia
trading
103 Power Ledger 10T, smart devices, Australia
automation, and asset
management
104  Power Ledger Electric e-mobility Australia
105  Power Ledger Green certificates and Australia
carbon trading
106 Power Ledger Grid management Australia
107 Power-ID Decentralized energy Switzerland
trading
108  PROSUME Metering, billing, and Switzerland

security
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Blockchain companies working in the energy sector—cont'd

Company Sector Location
109 PROSUME Cryptocurrencies, Switzerland
tokens, and investment
110  PROSUME Decentralized energy Switzerland
trading
111 PROSUME Grid management Switzerland
112 PROSUME Electric e-mobility Switzerland
113 PRTI Cryptocurrencies, The United
tokens, and investment States
114 Pylon Network Metering, billing, and Spain
security
115  Pylon Network Decentralized energy Spain
trading
116  Restart Energy Decentralized energy Romania
trading
117 Slock.it 10T, smart devices, Germany
automation, and asset
management
118  Slock.it Electric e-mobility Germany
119  Solar bankers (SunCoin) Decentralized energy Singapore
trading
120  Solar DAO Cryptocurrencies, Israel
tokens, and investment
121 SolarChange (SolarCoin) Cryptocurrencies, Andorra
tokens, and investment
122 SP Energy Networks, SSEN, SP Grid management The United
Distribution, SP Manweb, and UK Kingdom
Power Networks
123 Spectral Energy Decentralized energy Netherlands
trading
124  STROMDAO Decentralized energy Germany
trading
125  SunChain (TECSOL and Enedis) Metering, billing, and France
security
126 SunContract Decentralized energy Slovenia
trading
127  Swytch 10T, smart devices, South Korea
automation, and asset
management
128  Tavrida Electric 10T, smart devices, Russia
automation, and asset
management
129  TenneT and sonnen Grid management Netherlands
130  TenneT and Vandenbron Grid management Netherlands
131 The Sun Exchange Cryptocurrencies, South Africa
tokens, and investment
132 TOBLOCKCHAIN Decentralized energy Netherlands
trading
133 toomuch.energy Decentralized energy Belgium

trading

Continued
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Blockchain companies working in the energy sector—cont'd

Company Sector Location
134 ubitricity Electric e-mobility Germany
135  VAKT and partners (including BP, Decentralized energy The United
Shell, and Statoil) trading Kingdom

136  Vattenfall (Powerpeers) Decentralized energy Netherlands
trading

137  Vector Energy (EcoChain) Decentralized energy New Zealand
trading

138  Veridium Labs Green certificates and Hong Kong
carbon trading

139 Volt Markets Decentralized energy The United
trading States

140  Volt Markets Green certificates and The United
carbon trading States

141 Wanxiang 10T, smart devices, China
automation, and asset
management

142 WePower Cryptocurrencies, Gibraltar
tokens, and investment

143 Wien Energie Decentralized energy Austria
trading

144 Wirepas 10T, smart devices, Finland
automation, and asset
management

145  Wauppertal Stadtwerke (Tal.Markt) Decentralized energy Germany
trading

146 XinFin Cryptocurrencies, Singapore
tokens, and investment

147 XiWATT Cryptocurrencies, The United
tokens, and investment States

Authors own after M. Andoni, V. Robu, D. Flynn, S. Abram, D. Geach, D. Jenkins, P. McCallum, A.
Peacock, Blockchain technology in the energy sector: a systematic review of challenges and
opportunities, Renew. Sustain. Energy Rev. 100 (2019) 143-174. https://doi.org/10.1016/j.rser.2018.
10.014 and D. Livingston, V. Sivaram, M. Freeman, M. Fiege, Applying Blockchain Technology to
Electric Power Systems, 2018.

References

[1] S.P. Burger, M. Luke, Business models for distributed energy resources: a review and
empirical analysis, Energy Policy 109 (2017) 230-248, https://doi.org/10.1016/j.
enpol.2017.07.007.

[2] C. Burger, A. Kuhlmann, P. Richard, J. Weinmann, Blockchain in the Energy Transition.
A Survey Among Decision-Makers in the German Energy Industry | ESMT Berlin, Deutsche
Energie-Agentur GmbH (dena), Berlin, Germany, 2016.

[3] European Commission, Monitoring Progress Towards the Energy Union Objectives — Key
Indicators (Working Paper), European Commission, Brussels, Belgium, 2017.

[4] D. Livingston, V. Sivaram, M. Freeman, M. Fiege, Applying Blockchain Technology to
Electric Power Systems, 2018.


https://doi.org/10.1016/j.rser.2018.10.014
https://doi.org/10.1016/j.rser.2018.10.014
https://doi.org/10.1016/j.enpol.2017.07.007
https://doi.org/10.1016/j.enpol.2017.07.007
http://refhub.elsevier.com/B978-0-12-817862-1.00002-6/rf0015
http://refhub.elsevier.com/B978-0-12-817862-1.00002-6/rf0015
http://refhub.elsevier.com/B978-0-12-817862-1.00002-6/rf0015
http://refhub.elsevier.com/B978-0-12-817862-1.00002-6/rf0015
http://refhub.elsevier.com/B978-0-12-817862-1.00002-6/rf0020
http://refhub.elsevier.com/B978-0-12-817862-1.00002-6/rf0020
http://refhub.elsevier.com/B978-0-12-817862-1.00002-6/rf0025
http://refhub.elsevier.com/B978-0-12-817862-1.00002-6/rf0025

A panorama of applications of blockchain technology to energy Chapter | 2 39

[5] C. Catalini, J.S. Gans, Some Simple Economics of the Blockchain (SSRN Scholarly Paper
No. ID 2874598), Social Science Research Network, Rochester, NY, 2017.

[6] IBM, Device Democracy Saving the Future of the Internet of Things, 2015.

[71 M. Luke, S. Lee, Z. Pekarek, A. Dimitrova, Blockchain in Electricity: A Critical Review of
Progress to Date, 2018.

[8] P. Vigna, M. Casey, The Truth Machine: The Blockcahin and the Future of Everything,
St. Martin’s Press, 2018.

[9] J. Mattila, The Blockchain Phenomenon — The Disruptive Potential of Distributed Consensus
Architectures (No. 38), ETLA Working Papers, The Research Institute of the Finnish Econ-
omy, 2016.

[10] M.A. Jamison, P. Tariq, Five things regulators should know about blockchain (and three
myths to forget), Electr. J. 31 (2018) 20-23, https://doi.org/10.1016/j.tej.2018.10.003.

[11] S. Meunier, Chapter 3: Blockchain 101: what is blockchain and how does this revolutionary
technology work? in: A. Marke (Ed.), Transforming Climate Finance and Green Investment
with Blockchains, Academic Press, 2018, pp. 23-34. https://doi.org/10.1016/B978-0-12-
814447-3.00003-3.

[12] R. Chitchyan, J. Murkin, Review of Blockchain Technology and its Expectations: Case of the
Energy Sector (Working Paper), University of Bristol, Department of Computer Science, 2018.

[13] A. Woodhall, How Blockchain can democratize global energy supply, in: Transforming Cli-
mate Finance and Green Investment with Blockchains, Elsevier, 2018.

[14] I. Bashir, Mastering Blockchain: Distributed Ledger Technology, Decentralization, and Smart
Contracts Explained, second ed., Packt Publishing Ltd., 2018.

[15] M. Andoni, V. Robu, D. Flynn, S. Abram, D. Geach, D. Jenkins, P. McCallum, A. Peacock,
Blockchain technology in the energy sector: a systematic review of challenges and opportu-
nities, Renew. Sustain. Energy Rev. 100 (2019) 143-174, https://doi.org/10.1016/j.
rser.2018.10.014.

[16] J.A.F. Castellanos, D. Coll-Mayor, J.A. Notholt, Cryptocurrency as guarantees of origin:
Simulating a green certificate market with the Ethereum Blockchain, in: 2017 IEEE Interna-
tional Conference on Smart Energy Grid Engineering (SEGE), in: Presented at the 2017 IEEE
International Conference on Smart Energy Grid Engineering (SEGE), 2017, pp. 367-372.
https://doi.org/10.1109/SEGE.2017.8052827.

[17] D. Shipworth, Peer-to-Peer Energy Trading Using Blockchains, 2017.

[18] S. Nakamoto, Bitcoin: A Peer-to-Peer Electronic Cash System, 2008.

[19] Go Bitcoin, Cost of a 51% attack — GoBitcoin [WWW Document], GoBitcoin.io, 2019.
https://gobitcoin.io/tools/cost-51-attack/. (Accessed 15 January 2019).

[20] S. Muftic, I. Sanchez, L. Beslay, Overview and Analysis of the Concept and Applications of
Virtual Currencies (No. EUR 28386 EN), Italy, Joint Research Centre, European Commission,
Ispra, 2016.

[21] D. Romano, G. Schmid, Beyond bitcoin: a critical look at blockchain-based systems,
Cryptography (2017) 1, https://doi.org/10.3390/cryptography1020015.

[22] M.L.D. Silvestre, P. Gallo, M.G. Ippolito, E.R. Sanseverino, G. Sciume, G. Zizzo, An energy
blockchain, a use case on tendermint, in: 2018 IEEE International Conference on Environment
and Electrical Engineering and 2018 IEEE Industrial and Commercial Power Systems Europe
(EEEIC/I CPS Europe), in: Presented at the 2018 IEEE International Conference on Environ-
ment and Electrical Engineering and 2018 IEEE Industrial and Commercial Power Systems
Europe (EEEIC/I CPS Europe), 2018, pp. 1-5. https://doi.org/10.1109/EEEIC.2018.8493919.

[23] M. Mihaylov, I. Razo-Zapata, A. Nowe, NRGcoin—a blockchain-based reward mechanism
for both production and consumption of renewable energy, in: Transforming Climate Finance
and Green Investment with Blockchains, Elsevier, 2018, p. 368.


http://refhub.elsevier.com/B978-0-12-817862-1.00002-6/rf0030
http://refhub.elsevier.com/B978-0-12-817862-1.00002-6/rf0030
http://refhub.elsevier.com/B978-0-12-817862-1.00002-6/rf0035
http://refhub.elsevier.com/B978-0-12-817862-1.00002-6/rf0040
http://refhub.elsevier.com/B978-0-12-817862-1.00002-6/rf0040
http://refhub.elsevier.com/B978-0-12-817862-1.00002-6/rf0045
http://refhub.elsevier.com/B978-0-12-817862-1.00002-6/rf0045
http://refhub.elsevier.com/B978-0-12-817862-1.00002-6/rf0050
http://refhub.elsevier.com/B978-0-12-817862-1.00002-6/rf0050
http://refhub.elsevier.com/B978-0-12-817862-1.00002-6/rf0050
https://doi.org/10.1016/j.tej.2018.10.003
https://doi.org/10.1016/B978-0-12-814447-3.00003-3
https://doi.org/10.1016/B978-0-12-814447-3.00003-3
http://refhub.elsevier.com/B978-0-12-817862-1.00002-6/rf0065
http://refhub.elsevier.com/B978-0-12-817862-1.00002-6/rf0065
http://refhub.elsevier.com/B978-0-12-817862-1.00002-6/rf0070
http://refhub.elsevier.com/B978-0-12-817862-1.00002-6/rf0070
http://refhub.elsevier.com/B978-0-12-817862-1.00002-6/rf0075
http://refhub.elsevier.com/B978-0-12-817862-1.00002-6/rf0075
https://doi.org/10.1016/j.rser.2018.10.014
https://doi.org/10.1016/j.rser.2018.10.014
https://doi.org/10.1109/SEGE.2017.8052827
http://refhub.elsevier.com/B978-0-12-817862-1.00002-6/rf0090
http://refhub.elsevier.com/B978-0-12-817862-1.00002-6/rf0095
https://gobitcoin.io/tools/cost-51-attack/
http://refhub.elsevier.com/B978-0-12-817862-1.00002-6/rf0105
http://refhub.elsevier.com/B978-0-12-817862-1.00002-6/rf0105
http://refhub.elsevier.com/B978-0-12-817862-1.00002-6/rf0105
https://doi.org/10.3390/cryptography1020015
https://doi.org/10.1109/EEEIC.2018.8493919
http://refhub.elsevier.com/B978-0-12-817862-1.00002-6/rf0120
http://refhub.elsevier.com/B978-0-12-817862-1.00002-6/rf0120
http://refhub.elsevier.com/B978-0-12-817862-1.00002-6/rf0120

40 Blockchain-based smart grids

[24] N. Tomaino, Cryptoeconomics 101 [WWW Document], The Control, 2017. https://thecontrol.
co/cryptoeconomics-101-e5¢883e9a8ff. (Accessed 8 January 2019).

[25] E. Mengelkamp, J. Garttner, K. Rock, S. Kessler, L. Orsini, C. Weinhardt, Designing micro-
grid energy markets: a case study: the Brooklyn Microgrid, Appl. Energy 210 (2018) 870-880,
https://doi.org/10.1016/j.apenergy.2017.06.054.

[26] P. Verma, B. O’Regan, B. Hayes, S. Thakur, J.G. Breslin, EnerPort: Irish Blockchain project
for peer-to-peer energy trading, Energy Inform. 1 (2018), https://doi.org/10.1186/s42162-018-
0057-8.

[27] Energy Web Foundation, n.d. Energy Web Foundation [WWW Document]. https://
energyweb.org/ (Accessed 10 January 2019).

[28] Hyperledger, Blockchain technology projects, Hyperledger, 2019. https://www.hyperledger.
org/projects. (Accessed 10 January 2019).

[29] T.Lyons, Blockchain Innovation in Europe, EU Blockchain Observatory and Forum, Brussels,
Belgium, 2018.

[30] P. Brody, How blockchains will industrialize a renewable grid, in: Transforming Climate
Finance and Green Investment with Blockchains, Elsevier, 2018.

[31] Blockchain.com, Blockchain Explorer \ BTC \ ETH [WWW Document], https://www.
blockchain.com/explorer, 2019. (Accessed 10 January 2019).

[32] D. Larimer, EOSIO Dawn 3.0 Now Available, eosio, 2018. https://medium.com/eosio/eosio-
dawn-3-0-now-available-49a3b99242d7. (Accessed 15 January 2019).

[33] Bloks.io, Bloks.io | Fastest EOS Block Explorer and Wallet — EOS Cafe & HKEOS [WWW
Document], https://bloks.io, 2019. (Accessed 15 January 2019).

[34] Open Trading Network, How Crypto-Kitties Disrupted the Ethereum Network [WWW
Document], Hacker Noon, 2017. https://hackernoon.com/how-crypto-kitties-disrupted-the-
ethereum-network-845c22aale6e. (Accessed 10 January 2019).

[35] M. Orcutt, Ethereum thinks it can change the world. It’s running out of time to prove it. [WWW
Document], MIT Technology Review, 2018. https://www.technologyreview.com/s/612507/
ethereum-thinks-it-can-change-the-world-its-running-out-of-time-to-prove-it/. (Accessed 13
December 2018).

[36] Competition & Markets Authority, Energy Market Investigation, Competition & Markets
Authority, London, 2016.

[37] D. Pollock, How Can Blockchain Thrive In The Face Of European GDPR Blockade? [WWW
Document], Forbes, 2018. https://www.forbes.com/sites/darrynpollock/2018/10/03/how-can-
blockchain-thrive-in-the-face-of-european-gdpr-blockade/. (Accessed 11 January 2019).

[38] K. Rooney, SEC Chairman Clayton says agency won’t change definition of a security
[WWW  Document], https://www.cnbc.com/2018/06/06/sec-chairman-clayton-says-agency-
wont-change-definition-of-a-security.html, 2018. (Accessed 11 January 2019).

[39] J. Hwang, M. Choi, T. Lee, S. Jeon, S. Kim, S. Park, S. Park, Energy prosumer business model
using blockchain system to ensure transparency and safety, Energy Procedia 141 (2017)
194-198, https://doi.org/10.1016/j.egypro.2017.11.037.

[40] M. Merz, Potential of the blockchain technology in energy trading, in: Blockchain Technology
Introduction for Business and IT Managers, De Gruyter, Berlin, Germany, 2016.

[41] C.G. Monyei, K.E.H. Jenkins, Electrons have no identity: setting right misrepresentations in
Google and Apple’s clean energy purchasing, Energy Res. Soc. Sci. 46 (2018) 48-51, https://
doi.org/10.1016/j.erss.2018.06.015.

[42] C. Park, T. Yong, Comparative review and discussion on P2P electricity trading, in: Energy
Procedia, International Scientific Conference “Environmental and Climate Technologies”,


https://thecontrol.co/cryptoeconomics-101-e5c883e9a8ff
https://thecontrol.co/cryptoeconomics-101-e5c883e9a8ff
https://doi.org/10.1016/j.apenergy.2017.06.054
https://doi.org/10.1186/s42162-018-0057-8
https://doi.org/10.1186/s42162-018-0057-8
https://energyweb.org/
https://energyweb.org/
https://www.hyperledger.org/projects
https://www.hyperledger.org/projects
http://refhub.elsevier.com/B978-0-12-817862-1.00002-6/rf0145
http://refhub.elsevier.com/B978-0-12-817862-1.00002-6/rf0145
http://refhub.elsevier.com/B978-0-12-817862-1.00002-6/rf0150
http://refhub.elsevier.com/B978-0-12-817862-1.00002-6/rf0150
https://www.blockchain.com/explorer
https://www.blockchain.com/explorer
https://medium.com/eosio/eosio-dawn-3-0-now-available-49a3b99242d7
https://medium.com/eosio/eosio-dawn-3-0-now-available-49a3b99242d7
https://bloks.io
https://hackernoon.com/how-crypto-kitties-disrupted-the-ethereum-network-845c22aa1e6e
https://hackernoon.com/how-crypto-kitties-disrupted-the-ethereum-network-845c22aa1e6e
https://www.technologyreview.com/s/612507/ethereum-thinks-it-can-change-the-world-its-running-out-of-time-to-prove-it/
https://www.technologyreview.com/s/612507/ethereum-thinks-it-can-change-the-world-its-running-out-of-time-to-prove-it/
http://refhub.elsevier.com/B978-0-12-817862-1.00002-6/rf0180
http://refhub.elsevier.com/B978-0-12-817862-1.00002-6/rf0180
https://www.forbes.com/sites/darrynpollock/2018/10/03/how-can-blockchain-thrive-in-the-face-of-european-gdpr-blockade/
https://www.forbes.com/sites/darrynpollock/2018/10/03/how-can-blockchain-thrive-in-the-face-of-european-gdpr-blockade/
https://www.cnbc.com/2018/06/06/sec-chairman-clayton-says-agency-wont-change-definition-of-a-security.html
https://www.cnbc.com/2018/06/06/sec-chairman-clayton-says-agency-wont-change-definition-of-a-security.html
https://doi.org/10.1016/j.egypro.2017.11.037
http://refhub.elsevier.com/B978-0-12-817862-1.00002-6/rf0200
http://refhub.elsevier.com/B978-0-12-817862-1.00002-6/rf0200
https://doi.org/10.1016/j.erss.2018.06.015
https://doi.org/10.1016/j.erss.2018.06.015

A panorama of applications of blockchain technology to energy Chapter | 2 41

CONECT 2017, 10-12 May 2017, Riga, Latvia 128, 3-9, 2017. https://doi.org/10.1016/].
egypro.2017.09.003.

[43] S.Noor, W. Yang, M. Guo, K.H. van Dam, X. Wang, Energy demand side management within
micro-grid networks enhanced by blockchain, Appl. Energy 228 (2018) 1385-1398, https://
doi.org/10.1016/j.apenergy.2018.07.012.

[44] M. Hinterstocker, C. Dufter, S. Roon, A. von Bogensperger, A. Zeiselmair, Potential impact of
Blockchain solutions on energy markets, in: 2018 15th International Conference on the Euro-
pean Energy Market (EEM), in: Presented at the 2018 15th International Conference on the
European Energy Market (EEM), 2018, pp. 1-5. https://doi.org/10.1109/EEM.2018.8469988.

[45] A.Galenovich, S. Lonshakov, A. Shadrin, Blockchain ecosystem for carbon markets, environ-
mental assets, rights, and liabilities: concept design and implementation, in: Transforming Cli-
mate Finance and Green Investment with Blockchains, Elsevier, 2018.

[46] South Pole, SouthPole, ixo Foundation, GoldStandard develop blockchain application for car-
bon credit tokenization [WWW Document], South Pole, 2018. https://www.southpole.com/
media-corner/southpole-ixo-goldstandard-blockchain-application-for-carbon-credit-
tokenization. (Accessed 14 January 2019).

[47] D. Sanders, A. Hart, M. Ravishankar, J. Brunert, G. Strbac, M. Aunedi, D. Pudjianto, An anal-
ysis of electricity system flexibility for Great Britain, Carbon Trust, London, 2016.

[48] D. Martin, Blockchain in the Marine Bunker Market [WWW Document], gCaptain, 2018.
https://gcaptain.com/blockchain-in-the-marine-bunker-market/. (Accessed 18 February 2019).


https://doi.org/10.1016/j.egypro.2017.09.003
https://doi.org/10.1016/j.egypro.2017.09.003
https://doi.org/10.1016/j.apenergy.2018.07.012
https://doi.org/10.1016/j.apenergy.2018.07.012
https://doi.org/10.1109/EEM.2018.8469988
http://refhub.elsevier.com/B978-0-12-817862-1.00002-6/rf0225
http://refhub.elsevier.com/B978-0-12-817862-1.00002-6/rf0225
http://refhub.elsevier.com/B978-0-12-817862-1.00002-6/rf0225
https://www.southpole.com/media-corner/southpole-ixo-goldstandard-blockchain-application-for-carbon-credit-tokenization
https://www.southpole.com/media-corner/southpole-ixo-goldstandard-blockchain-application-for-carbon-credit-tokenization
https://www.southpole.com/media-corner/southpole-ixo-goldstandard-blockchain-application-for-carbon-credit-tokenization
http://refhub.elsevier.com/B978-0-12-817862-1.00002-6/rf0235
http://refhub.elsevier.com/B978-0-12-817862-1.00002-6/rf0235
https://gcaptain.com/blockchain-in-the-marine-bunker-market/

Chapter 3

Transition toward
blockchain-based electricity
trading markets

Mohamed Lotfi*°, Claudio Monteiro?, Miadreza Shafie-khah®

and Jodo PS. Catalio™”

Faculty of Engineering, University of Porto, Porto, Portugal, ’INESC TEC, Porto, Portugal,
°School of Technology and Innovations, University of Vaasa, Vaasa, Finland

1. The rise of blockchain

It may be surprising to recall that blockchain was unheard of merely a decade ago.
Being first launched in 2008 in the advent of Bitcoin, it is indeed astounding how
the technology rapidly became a major enabler of all sorts of decentralized plat-
forms, which are now ever so important in this digital era of extensive Internet-of-
Thing (IoT) enabling. In order to understand how blockchain-based systems took
center stage in modern electricity trading frameworks, it is necessary to look back
at the sequence of events which resulted in the need for blockchain, its creation,
success as the first fully decentralized commercial platform, and subsequent
expansion to the energy sector.

In fact, blockchain seems to have emerged at the most convenient timing for
the energy sector, which in itself was transforming in favor of more decentra-
lized structures and decision making. Therefore, blockchain appeared as a reli-
able solution to several challenges facing the energy sector, and with perfect
timing. That being said, this convenience is absolutely no coincidence. These
simultaneous events happened, and continue to happen, in the context of a much
larger revolution, the fourth industrial revolution.

1.1  The fourth industrial revolution

Previous industrial revolutions all had one thing in common: each of them was
triggered by a uniquely identifiable technological breakthrough. Steam engines
fueled mechanization in the first, electricity sparked mass production in the
second, and electronics and computers made automation possible in the third.
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The fourth industrial revolution currently underway is prominently different
from its predecessors for two main reasons.

First, it was not triggered by a single breakthrough; rather it is the result of a
combination of simultaneous technological and scientific advances. By increas-
ingly overlapping digital, physical, and biological systems, it is giving rise to
cyber-physical systems (CPS) [1]. These fourth generation industry systems
(I4.0) are designed based on the following principles [2]:

decentralized decisions;

information transparency (data analytics and information provision)l
interoperability and interconnection; and

technical assistance (e.g., virtual assistance) (Fig. 1).

The second difference between the fourth industrial revolution and its predeces-
sors is the rate at which technological advance has been occurring. With an
exponential rate rather than a linear one, it continues to be disruptive to almost
all industries globally. This often left decision and policy makers significantly
lagging behind, often being caught in “traditional, linear (and nondisruptive)
thinking” [3, 4]. As such, the transfer of novel innovative solutions between
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FIG. 1 The fourth industrial revolution: a synergy of simultaneous technological breakthroughs
contributing to the rise of CPS by overlapping digital, physical, and biological systems.
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different sectors which are facing similar emerging challenges is often delayed.
The adoption of blockchain by the energy sector is a perfect example of this.
Having first appearing as an enabling technology for decentralized commercial
systems, it took time to attract the attention of the energy sector which at the
time was struggling to find a solution to manage increasing decentralization
caused by proliferation of micro-generation and the rise of small-scale prosu-
mers. In this chapter, we present the concurrent events which lead to blockchain
now being a key enabler of peer-to-peer energy trading and show the exact
series of milestones leading to the current status.

1.2 An interconnected world: The rise of the Internet-of-things

In its earliest days, the Internet was originally developed to connect and transfer
data between computers. With the advent of smartphones (technically small
computers), the Internet became a network which also provided nonstop con-
nectivity between people. As electronics and IT evolved, “things” which are
not by nature computing or communication devices started being connected
to the Internet. The term “Internet of Things” started circulating around 2003
but was first officially used in 2005, when the International Telecommunication
Union published a report titled “Internet of Things,” describing the rise of IoT as
follows [5]:

developments are rapidly under way to take this phenomenon an important step
further... enabling new forms of communication between people and things,
and between things themselves. A new dimension has been added...: from

anytime, any place connectivity for anyone, we will now have connectivity for

anything.

This changed everything. The emergence of IoT propelled global interconnec-
tedness to an unprecedented level, opening the door for previously inconceiv-
able possibilities for technological, social, and economic advancement. The [oT
has been one of the main technologies driving the fourth industrial revolution.

More than a decade later, IoT continues to grow at an exponentially increasing
rate. In 2016, there was a total of around 17.6 billion devices connected to the
Internet of which 11.2 (64%) are conventional devices such as smartphones
and laptops while 6.4 (36%) are other devices, “things,” such as appliances,
meters, etc. [6]. In a press statement, Gartner stated its prediction of the latter
figure (nonconventional devices/things) growing to 20.8 billion by 2020 [7].
IDC published a market forecast which put this number at 28.1 billion. Ericsson
and THS have both published reports forecasting the total number of Internet-
connected devices (conventional and things) at 28 and 30.7, respectively [8, 9].
By analyzing those numbers (Table 1), one can see that the number of new
“things” to be IoT connected will increase dramatically by 225% (by most
conservative forecasts), compared to a mere 60% growth in the overall number
of IoT-connected devices.
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TABLE 1 Number of loT-connected devices and a summary of predicted
changes from 2016 to 2021.

loT connected  loT connected Percentage
Type of device in 2016 (billion) in 2021 (billion) change
All 17.6 28 (Ericsson) [8] +60% < +75%
30.7 (IHS) [9]
Conventional 11.2 7.2 (Ericsson/
(computers, Gartner)
smartphones, etc.) 2.6 (IHS/IDC) —35% < —75%
“Things” (appliances, 6.4 20.8 (Gartner) [7]
sensors, etc.) 28.1 (IDC) [10] +225% < +340%

This rapid uncontrollable growth of [oT is unleashing unprecedented data
traffic on the Internet, creating two main problems: data redundancy and
data security/privacy. In an IoT stakeholders survey [11], 41% of respon-
dents said “timely collection and analysis of data” was a major challenge
since there was “too much data to analyze effectively,” “difficult to capture
useful data,” and “data is analyzed too slowly to be actionable.” Those
responses precisely describe the data redundancy problem in modern
IoT-enabled systems.

A major solution effort to data redundancy was the development cloud com-
puting. IoT refers to the connection of devices to the Internet and cloud com-
puting refers to how those devices work together to deliver data, applications, or
services [12]. IBM defines cloud computing as the “delivery of on-demand
computing resources... over the Internet on a pay-for-use basis” [13]. Another
effort to tackle the data redundancy problem has been the development of more
advanced and efficient distributed data analysis algorithms.

In fact, it is interesting to see that according to all forecasts the number of
conventional devices is expected to decrease, despite the enormous overall IoT
growth. This can be attributed to the fact that with the increased use of things
like smart sensors or smart actuators, the need for many computers currently
used solely to provide the Internet link for such devices will cease to exist.
In addition, the emergence of cloud computing and more advanced data analyt-
ics will facilitate shared processing and storage resources, reducing the required
number of dispensable computing and storage devices.

As for the second (security/privacy) problem, it is hardly possible to come
across any loT-related discussion without the mention of the topic. With
everything from personal appliances to industrial machinery being connected
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to an extended global network, the potential damage of cyberattacks and unso-
licited disclosure could be devastating. It is therefore not surprising that
another report by Gartner [14] predicted that IoT security spending growth
is set to overtake overall IoT spending growth by 2017, which was an impres-
sively accurate prediction. In the survey of IoT stakeholders mentioned ear-
lier, the top challenge in IoT projects reported by 58% of respondents was
“Business processes or policies” in which they complained that privacy con-
cerns over confidential data posed a major issue preventing data collection
[L1]. The approval of the European Union’s General Data Protection Regula-
tion (GDPR) in 2016 [15] and other similar legislation worldwide made data
security and privacy not only a concern, but also a legally binding obligation
for all sectors affected by IoT enabling.

Those sectors were therefore expected to explore and implement novel solu-
tions to address data redundancy and security issues. While the issue of data
redundancy was quickly handled early on, privacy and security issues remained
amajor concern. This was due to two reasons. One of the main reasons for this is
the fact that the latter is not only dependent on the availability of feasible tech-
nical solutions, but also involves social, political, and economical debate.

The energy industry is and will continue to be one of the most affected by the
growth of IoT. Of the 20.8 billion nonconventional devices expected to be online
by 2020/2021, around 1.4 billion will be from the energy industry, and 1.5 billion
from home energy management devices. This meant that 10% of all IoT end-
points will be energy or energy management devices. Therefore, the energy sector
began to realize in that period that incorporating compatible and feasible solu-
tions for both data redundancy and privacy problems will be a necessity for
the design future energy system structures in an loT-dominated world.

This unstoppable IoT enabling of energy systems on all levels reinforced an
increasingly popular vision in scientific literature: the Internet of Energy (IoE).
This vision of IoE being the product of IoT enabling of smart grids (SGs) was
first mentioned in 2010 [16]. The article envisioned scalable and self-sufficient
energy networks through Internet enabling. Computational power required for
coordination and management of energy supply and demand is provided by
cloud resources. The other stated requirement was sufficient energy storage
resources, which is becoming increasing efficient and affordable. As such, sci-
entific literature started showing great attention to this IoE paradigm [17-23]
with multiple other associated variants such as Local Area Energy Networks
(E-LAN) [24] and Smart Grids 2.0 [25].

The consensus in scientific literature was that technical models and pro-
cesses developed in an IoE paradigm should be: (1) distributed (fully decentra-
lized), (2) efficient at data analysis (with efficient forecasting and optimization
capabilities), (3) scalable, and (4) user-friendly (plug and play) [20, 23]. Those
correspond exactly with design requirements listed earlier, making this IoE
framework a perfectly suitable as an 14.0 solution model.
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1.3 Decentralized economies: The success of blockchain

Following the 2008 global financial crisis, the world’s first digital cryptocurrency
(Bitcoin) was proposed [26]. The introduced platform allowed peer-to-peer (P2P)
transactions to take place, eliminating the need for intermediary financial author-
ities, being the first fully decentralized commercial system of its kind. It was a
tremendous success. In 2010, 1 Bitcoin was valued at 0.08 USD, and rose expo-
nentially to reach a peak value of 17,000 USD in 2017, maintaining a market cap-
ital well above 100 Billion USD since then. This astonishingly rapid success is
primarily attributed to the underlying technology: blockchain, a cryptographi-
cally secured distributed database containing blocks of transactions.

The platform possesses two distinguishing characteristics allowing it to pro-
vide a decentralized system: security and global consensus. The latter is provided
by the fact that everyone in the network is constantly validating and updating the
state of the system collectively. Since each block in the chain is linked to the pre-
vious one, all users can verify if contents have not been modified. Keys are func-
tion of both the encrypted contents of the block and the previous block’s key, thus
involve a puzzle to be solved requiring computational effort. Keys are generated
by miners: users providing the distributed computational effort and rewarded
accordingly. The platform’s decentralized nature makes it immune to many
cyberattacks, even if a large number of users are targeted.

With the conception of Ethereum in 2012 and its launch in 2015, Blockchain
2.0 introduced smart contracts: digitally written and signed awaiting satisfac-
tion of certain conditions to come into effect [27]. Ethereum’s Blockchain
2.0 with its smart contracts was an equally massive success, amassing a market
capital of over 1 Billion USD within less than a year of its launch, which expo-
nentially grow to steadily remain above 10 Billion USD since 2017 (Fig. 2).
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FIG. 2 The phenomenal success of blockchain technology is shown by the number of daily trans-
actions taking place on Bitcoin and Ethereum, currently the world’s two largest cryptocurrencies.
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With hundreds of billions of market capital, blockchain-based trading plat-
forms have clearly gained society’s trust, which became impossible to miss.
Official recognition of cryptocurrencies and their underlying technology was
inevitable. In 2012, the European Central Bank first recognized digital curren-
cies [28] and later in 2015 just before Ethereum was about to be launched, a
follow-up report was released with an extensive analysis of the success of their
decentralized platforms [29]. This consolidated the acknowledgement of
blockchain-based systems. During the past 2 years (between June 2017 and June
2019), there has been an average of more than 250,000 daily Bitcoin transac-
tions, and more than 600,000 Ethereum daily transactions. Bitcoin and Ether-
eum continue to dominate as the two leading digital currencies with market
capitals well above 10 and 100 Billion USD since 2017, respectively. However,
there are numerous other blockchain-based cryptocurrencies which have
emerged, with hundreds of thousands of daily transactions

The massive success and recognition of blockchain with its smart contracts
as a decentralized commercial system has led many people to investigate the
application in different sectors, particularly those that are shifting most toward
a decentralized structures. The secure cryptographic algorithm of blockchain
and its immunity to many cyberattacks is even more reason why it is currently
seen as an enabling technology as it may potentially offer a solution to many
data security/privacy problems caused by IoT enabling.

2. Adoption of blockchain by the energy sector

Around the same time when blockchain-based commercial platforms were
rising and gaining global recognition, the energy sector was going through a
massive transformation of its own. Motivated by a triad of causes (security
of supply, environmental protection, and economic efficiency), legislation
was being passed worldwide eagerly promoting demand-side management
(DSM) strategies, specifically demand response (DR) programs. DR inherently
relies on the availability of two main things: distributed energy resources
(DERs) and SG infrastructure (with smart metering and communication
devices). In 2012, the EU passed a directive to direct the rollout of SGs to imple-
ment DR programs (and multiple similar legislation was passed worldwide con-
temporarily) [30]. This ultimately meant that power and energy systems were
about to rapidly witness two major transformations: physical decentralization
due to DER installations and information decentralization due to smart metering
and SG rollout.

It is important to elaborate that decentralization can occur at three different
and distinguishable layers:

Decentralization of power systems: This is related to the physical disaggre-
gation of power generation, for example, DERs.
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Decentralization of information systems: Due to interconnection of even
the smallest devices as in the IoT paradigm.

Decentralization of energy markets: Is the case with P2P trading of gener-
ated energy by prosumers.

An advantage of decentralized systems is their capacity to make better use of the
local endogenous resources and reduce costs and losses of transporting these
resources, consequently leading to more environmental sustainability. Economic
sustainability depends on the scale factor; big centralized systems are more
efficient with low unitary costs. Small decentralized systems are less efficient
with high unitary costs. However, recent technological developments of decen-
tralized systems are enabling them to be economically competitive with their
centralized counterparts. The three levels of decentralization are interinfluential
and complementary.

Between P2P energy trading and IoE there is a clear emergence of what is referred
to as democratic energy systems in which fundamental aspects are (1) significant
citizen participation and (2) decentralized decision making in operation, manage-
ment, planning, and trading, and (3) RES-dominated generation.

2.1 P2P energy markets: The emerging paradigm shift

Conventional electrical power systems had unidirectional energy flow from
generation to consumption. A centralized structure was best suited for this
model with different utilities managing operation, planning, and energy market
operations. Increased penetration of prosumers with DERs made electric power
systems more decentralized and rendering the conventional model obsolete.
First, energy was now being generated at both ends of the conventional chain
and therefore roles of operators and utilities need to be redefined or the structure
shuffled altogether. Second, DERs are increasingly incorporated into energy
networks without being given any operational role or access to the wholesale
market which is not sustainable [31].

In the beginning, feed-in-tariffs were offered with the intention of incentiviz-
ing small consumers to install small renewable energy generation (e.g., rooftop
solar PV). Consumers generating electricity with renewable sources would be able
to feed any surplus energy into the grid and are paid for it, albeit at a rate which is
significantly lower than the electricity market price. This among other reasons
started creating distrust between large utilities and system operators on one hand
and DER owners on the other. With the decreasing price of renewable installations
and the ease of acquiring them, small prosumers start looking for alternatives of
trading electricity which can eliminate need for a middle man such as P2P trading.

After witnessing its capability to provide fully decentralized commercial
trading platforms, it was clear that blockchain offered the ideal solution for
newly emerged prosumers and their desire for citizen-run democratic energy
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systems. Multiple successful tests of blockchain-based P2P platforms started
being carried out, albeit on small scales. Prior to the launch of Ethereum’s
Blockchain 2.0 and smart contracts in 2015, the role of blockchain was limited
to enabling a secure and reliable distributed ledger of transactions, and thereby
the early experiment with blockchain in P2P energy trading were strictly limited
to its use to record financial transactions.

2012 was an important year in the transition to blockchain-based applica-
tions in the energy sector. The EU directive for SG rollout was approved, incen-
tivizing researchers and stakeholders to seek new innovative data models and
manage these new smart interconnected microgrids with DERs [30]. The first
academic article putting forth the concept of “transactive energy” was published
in 2013, proposing a vision of decentralized and self-sustaining microgrids
capable of autonomous transactive operation [32].

This sparked a new trend in academic research, attempting and designing
solutions based on this transactive energy vision. It is important to recall that
at the time of the first transactive energy publication (early 2013), only first gen-
eration blockchain platforms have been in operation. Without smart contracts,
and being limited only to financial transactions, the potential of blockchain
being a suitable enabler for such a system was extremely limited. Thus, in
the early years of research on transactive energy, blockchain was seldom
mentioned.

With the proposal of Blockchain 2.0 in late 2012 and the launch of Ethereum
in late 2015, successfully incorporating smart contracts, this second generation
of blockchain technology was suitable to provide for the needs of the energy
sector. Smart contracts made energy trading possible in the way that was being
envisioned by researchers on transactive energy networks. Therefore, a few
months after the successful launch of Ethereum and the witness of its success,
the first academic research papers proposing a validated methodology for
blockchain applications to energy systems and peer-to-peer electricity trading
were made toward the end of 2015 and the beginning of 2016 (Fig. 3) [33-35].

2.2 Expansion of blockchain applications

Once the first proposals were presented for the application of blockchain in the
energy sector, its expansion became exponential. In 2016, recognition of block-
chain as an inevitable enabler of future energy grids and markets became obvi-
ous around the world. The major reports were published in 2016 by global
consultancy firms and governmental agencies which investigated the status-
quo of blockchain applications at the time and predicated its great potential
in the years to come.

PricewaterhouseCoopers (PwC) released a report [36] in highlighting the
opportunities blockchain offers for energy producers and consumers. The report
started by stating that blockchain’s transaction model which shifts from central-
ized structures to P2P can reduce costs and speed up processes resulting in more
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FIG. 3 Timeline of major milestones and milestones taking place in the transition toward blockchain-based energy trading.
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flexible systems. The report highlights that while some level of maturity is
being reached in the financial sector, the technology is still being developed
for other applications with some barriers in the way, primarily conflict resolu-
tion and legal and regulatory requirements for fully decentralized systems. The
Brooklyn Microgrid project was a successful experiment in which a microgrid
consisting of a group of 10 households directly traded surplus solar energy gen-
erated using a blockchain system. Smart meters were used in conjunction with
blockchain’s smart contracts to keep track of energy produced and to automat-
ically effect transactions, respectively. An energy token system was used for
energy payments. Most start-ups working on blockchain applications at the time
were developing cryptocurrencies specific for energy trading. The report
emphasized the opportunity blockchain offers for prosumers of electricity in
a P2P system, by providing more flexible and autonomous systems. In addition,
the report highlights that blockchain could potentially be employed to a wide
range of uses other than energy transactions, which include documentation
of ownership (of energy generated), guarantees of origin, renewable energy cer-
tificates, and others. While blockchain could radically transform the energy sec-
tor, the report stated that current legal and regulatory frameworks need to be
adjusted to cope with large-scale decentralized transactions models to be made
possible.

The German Energy Agency (dena) conducted a survey [37] among
70 decision makers in the German energy industry regarding blockchain
applications; 69% said they had already heard of existing blockchain applica-
tions in the energy sector and 52% either have blockchain implementations or
ongoing plans thereof; 81% of the respondents are confident that blockchain
will likely have a significant influence on the industry. Potential use cases that
they envision were (in decreasing order of potential): security, decentralized
generation, P2P trading, mobility, metering and data transfer, trading plat-
forms, automation, billing, grid management, and communication. Block-
chain’s potential in cost reduction and as an enabler for new business
models was reported. Since it was expected to be more disruptive compare
to current technological alternatives, it had a higher chance of being the dom-
inant design in applications where P2P trading has not yet been established on
a large scale. Despite changing the structure of energy trading, if blockchain
applications prove to have monetary or timely advantages over existing solu-
tions, the critical number of market participants would be convinced to aban-
don current platforms in favor of blockchain. Rapid successful launching of
prototypes around the world might make Germany and the EU lagging behind
globally with current regulator frameworks being completely unsuitable and
uncompliant with blockchain applications. Thus, they urged policymakers to
consider it as a top priority.

Another report [38] studied the development of blockchain use cases by
assuming the role of R&D developers. First, global consensus was identified as
the primary disruptive element of blockchain technology in the energy sector.
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This makes it an enabler technology for platforms with fully decentralized con-
trol which is particularly useful in situations where transacting parties lack
trust. In addition, blockchain offers more efficient structures by removing
the need for data to be synchronized with and by an intermediary, which is par-
ticularly useful in industry-level applications. For global and cross-country
applications, the main potential of blockchain technology lied in its ability
to offer interoperability between devices and systems. As such, the report
identified that interoperability and flexibility is the target state which block-
chain development in the energy sector must aim for. A conceptual use case
which involved using blockchain in conjunction with smart meters was made
and evaluated with industry specialists. The report recommended that being a
disruptive technology to the energy sector, companies planning on developing
blockchain energy applications should build strategic understanding of use
cases in collaboration with blockchain technology developers by insourcing
the knowledge.

An article [35] published in 2016 modeled and simulated a case of P2P
energy trading in an SG. The proposed model was a fully decentralized private
trading platform based on blockchain with multisignatures and anonymous
encrypted message propagation streams. The system was resistant against sig-
nificant common cyberattacks. In addition, the privacy of trading parties was
found to be well protected by the system. By comparison with the results with
a simulated centralized system, it concluded that the proposed system is a fea-
sible application of blockchain technology to develop secure and efficient fully
decentralized energy trading platforms.

A whitepaper [39] published by ParisTech in 2016 investigated new
models for managing distribution grids. They proposed creating virtual distri-
bution grids as a layer above the physical one. A blockchain-based platform
would be used for transactions of surplus energy from homes in a distributed
architecture. The proposed model was neither implemented nor tested. How-
ever, the paper attempted to provide blockchain usage model in the energy
industry which is compatible with the current market structures. A journal
[40] published in 2017 studied the energy market in Perth, Australia, where
a recent successful experiment with a blockchain-trading platform was per-
formed (similar Brooklyn). It showed that proliferation of cheap renewable
generation and battery storage technologies are going to soon result in a par-
adigm shift in the energy industry to what they referred to as “citizen utilities.”
The paper states that an inevitable shift to distribute and bidirectional energy
systems and more decentralized energy markets will take place, where block-
chain will be the basis of transactions such systems. The response of tradi-
tional market players would be what the paper called a “fight, flight, or
innovate” one: fight will be the case if markets are resistant and in denial
of the new paradigm shift; flight is if energy utilities take no action and
possibly divesting investment in traditional markets; and innovate is if
current utilities embrace the new technologies driving the paradigm shift.
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This chapter concludes that there is a rapid change to a new energy market
model which is operated not by utilities, but by consumers and that this should
be facilitated in what the author called “democratization of power.”

3. Blockchain 3.0: Next-generation energy systems

Up to this stage, all published works and conducted experiments considered the
capabilities of Blockchain 2.0. The cryptographically secured, consensus-
based, approach enabled the elimination of financial mediators. Similarly,
smart contracts enabled a fully decentralized market were energy can be traded.
However, there was still a major pillar missing from the IoE vision for a fully
autonomous transactive energy network. As mentioned earlier, there are three
distinguishable layers of energy systems: the grid, the markets, and the infor-
mation infrastructure. While Blockchain 2.0 solutions provided a way of man-
aging the latter two in a fully decentralized fashion, it was not sufficient to be
applied on the first. Operation and control of power systems require the solution
of complex optimization and forecasting models, and it was still extremely chal-
lenging at that stage to develop a fully decentralized operation or control frame-
work for electrical grids which would justify the dispensability of a (central)
grid operator.

Only one academic paper at the time was proposed a blockchain-based solu-
tion for distributed optimization and control of electric grids in a P2P market
architecture [41]. A decentralized optimal power flow (OPF) model for sched-
uling DERs on a microgrid was built and tested. Distributed optimization
(namely ADMM) was used to decompose the OPF problem making it compat-
ible with blockchain architecture. The cost function was decomposed into a set
of local functions, and a global function which is a function of the local ones. In
this manner, the scheduling and dispatch routine could be performed in a fully
decentralized fashion using blockchain and smart contracts. The model was
tested on a 55-bus microgrid with a dispatchable central generator, uncontrolled
plug loads, nondispatchable renewable energy sources, shapeable loads, defer-
rable loads, and batteries. A day-ahead scheduling problem was considered with
1-h intervals. Blockchain and smart contracts used to perform optimization and
control actions, and clearing prices, recording energy consumption (smart
meters), and billing contracts (payment, charges, and penalties). The optimal
cost based on ADMM was 0.4% larger than the centralized one. Shorter time
horizons, ancillary services, or stochastic behavior were not considered. The
aim was providing proof of the feasibility of using blockchain for distributed
optimization and control grid applications. The success was due to the combi-
nation of Blockchain 2.0 and ADMM and set the standard for future studies
which attempted to develop the next generation of blockchain which allowed
not only for decentralized financial and information transactions, but also for
autonomous operation of power systems.



56 Blockchain-based smart grids

Cryptographically secured - global consensus - distributed ledger

Blockchain 1.0 Blockchain 2.0 Blockchain 3.0
g
D« | ~®
\\ ll
enables: enables: enables:
Peer-to-peer transactions Smart contracts Distributed decision-making

| can execute | can generate

FIG. 4 Timeline of major milestones and milestones taking place in the transition toward
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contract by Anatolii Babii, and decision making by Chanut is Industries from the Noun Project.)

This set the stage for the development of what came to be known as Block-
chain 3.0 platforms. The evolution of blockchain (Fig. 4) can thus be summa-
rized as follows:

e Blockchain 1.0: A fully distributed ledger of transactions which are cryp-
tographically secured and rely on global consensus.

o Blockchain 2.0: Includes smart contracts which digitally written and signed
awaiting satisfaction of certain conditions to come into effect, executing
peer-to-peer transactions.

e Blockchain 3.0: A fully decentralized platform capable of autonomous
operation relying on distributed mathematical models. This self-managing
system can determine optimal strategies to ensure global benefit, and
thereby constructing smart contracts accordingly.

In this book, different blockchain-based solutions for the management of SGs
are presented, ranging from trading markets to complex operational problems
such as DR implementation and grid control. Thereby, all the solutions pre-
sented in this book are the state of the art in blockchain-based energy systems,
being Blockchain 3.0 solutions. The ultimate objective of employing Block-
chain 3.0 is to achieve the ideal structure of an IoE transactive energy network,
possessing fully autonomous and fully decentralized operation, aiming at the
benefit of end users first and foremost.
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1. Introduction

Internet of things (IoT) is increasingly emerging by integration of smart devices
and communication technologies. Cisco Inc. predicted that by 2020 the number
of connected devices will be about 50 billion predicting to have 50 billion [1]. In
this context, blockchain is introduced as an effective means of decentralizing
transactions. Blockchain is deployed to enable peer-to-peer transactions using
“distributed ledger technology” [2]. Recent studies emphasized on the pivotal
role of smart contracts in secure and decentralized energy trading in smart grids
[3—12]. IoT covers a wide range of networks, including smart city infrastruc-
tures, such as interdependent power and energy networks [13]. Integration of
smart grid technologies further leads to more distributed resources [14-16],
such as microgrids [17, 18], distributed generation units [19], smart meters
[20, 21], and electric vehicles (EVs) [22-24]. In this chapter, I will first provide
a detailed insight on the transition from centralized energy systems toward
decentralized operating paradigm. This change of paradigm requires enhanced
infrastructures and algorithms to deal with the large-scale nature of the power
systems as well as ensuring efficient operation of the system. I further explain
how decentralized transactions among heterogeneous agents in smart power
grids, enabled by blockchain, can contribute to this decentralized operation
of power systems in a more secure and efficient way.

From the methodological viewpoint, there is a transition from centralized
decision-making toward distributed agent-based optimization. In both application
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domains which are being investigated in this thesis (transportation electrification
and state estimation), we address the planning stage in a centralized fashion.
Although centralized solutions are effective for the planning stage, when there
is sufficient time to solve the large-scale optimization problems, there is a crucial
need for fast optimization algorithms to enable real-time decision-making. This is
the key motivation for deploying distributed optimization techniques to enable
optimal operation of emerging systems, that is, distributed charge coordination
of EVs considering power system constraints, and distributed state estimation
for situational awareness in power distribution systems.

2. Grid modernization toward smarter power systems

Conventionally, power systems operate in a unidirectional manner, that is, power
flows from the generation side to the end users through transmission and distribu-
tion systems. Further, as end users only act as power system consumers, they do
not need to have access to the generation information and measurement data, that
is, most of sensing devices are installed at the distribution side, collect information,
and share the information with operators for optimal energy dispatch. Fig. |
represents this structure, as well as information and power flow.

There is a paradigm change toward bidirectional information and power
flow. Growing integration of modern technologies, such as EVs [25], distribu-
tion automation [26], intelligent sectionalizers, storage [27], distributed gener-
ation [28], microgrids [29, 30], smart meters, and renewable energy resources
[31] has recently seen accelerated adoption in smart power distribution net-
works (PDNs). These technologies enable power injection at the distribution
systems and end-user level. Further, emerging demand-side management strat-
egies and demand response programs enable participation of end users in
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FIG. 1 Unidirectional information and power flow in conventional power system.
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balancing load and generation [32—34]. In order to make a decision in terms of
optimal participation level in the energy market, end users need to have access
to more information as compared with the conventional power systems.
Although demand-side resources can contribute to the operation of power net-
works, there should be proper cost-benefit analysis to ensure feasibility and cost
effectiveness of this participation. For instance, vehicle-to-grid (V2G) technol-
ogies are introduced as promising technologies to incentivize EV drivers toward
contributing to grid storage. However, according to [35, 36], there is not likely
sufficient incentives for EV drivers to enable large-scale participation of EV
batteries as energy storage units. Further, emerging (ultra)fast charging technol-
ogies may have destructive effects on PDNs due to increasing peak load demand
[37], high-power density, and stochastic nature of charging demand [38]. Given
the mentioned issues introduced by fast charging stations [37] and feasibility of
V2G implementation [35], in this thesis, we focus on unidirectional charge
scheduling, that is, EVs are only acting as flexible loads rather than energy stor-
age units. Further, in order to address the concerns regarding the higher peak
load demand caused by fast charging rates, we include two additional con-
straints in our charge scheduling optimization problem to model charging rate
limit of each EV and power limit of each charging station. Fig. 2 represents the
smart power system paradigm and corresponding information and power flow.
As this schematic overview shows, both power and information can flow in both
directions among the generation side and end users. On one hand, this transition
and paradigm change can enhance the operation of power systems by achieving
redundancy employing more distributed energy resources. On the other hand,
increasing the number of distributed energy resources increases the computa-
tional complexity of the optimization problems in the context of PDN operation.
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FIG.2 Bidirectional information and power flow in smart power system. (Courtesy of http://www.
edsoforsmartgrids.eu/home/why-smart-grids/.)
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Further, ensuring the cybersecurity of PDNs is a more challenging task due to
distributed nature of emerging resources.

Although previous studies focused on integrating smart grid technologies
independently, there is a need to present an inclusive integration model that
is capable of managing these technologies simultaneously as well as taking into
account physical network constraints from the distribution network utility point
of view. In practice, as these resources need to operate at the same time, we
need a more integrated approach that takes advantage of their flexibility to
enable the proper integration and improve the operation of the network. For
instance, plug-in electric vehicles (PEVs) can introduce spatiotemporal flexi-
bility in terms of charge scheduling, if properly integrated. They have the
potential to enable much needed flexibility and dispatchability to the power
network. Coordination of these resources, including PEVs, while maintaining
the optimal operation of the physical network (e.g., congestion management
and feasible power flow solution) is not addressed effectively. Similarly, cur-
rent solutions based on mostly centralized decision making may not be scalable
for the large-scale PDNs. Previous studies, in this context, mostly suffer from
two main drawbacks: (1) they mostly focus on independent integration of these
resources [25, 29, 31] and (2) some studies neglect the physical network con-
straints while proposing the optimal coordination methods, such as optimal
PEV management [39].

3. Large-scale problems: From centralized to decentralized
optimization

Power systems deploy a large number of agents for their economic and reliable
operation. According to [40], the US eastern interconnection operates based on
about 100 control areas and approximately 50,000 buses. These areas and buses
are managed by thousands of intelligent and mechanical agents [40]. This
increases the complexity of power systems due to the computational complexity
of power systems operation, making the central decision making for optimal
operation an impossible task [40]. In order to solve large-scale optimization
and situational awareness problems in power systems, prior studies have
deployed various distributed techniques, including, distributed semidefinite
programming [41], alternating direction method of multipliers [42], optimality
condition decomposition [43], multiagent systems [14], Lagrangian relaxation
[16], proximal message passing [44], auxiliary problem principle [45], diagonal
quadratic approximation [46], distributed model predictive control [47], and
consensus + innovations fully distributed optimization [48]. There are three
major structures for optimization algorithms: centralized, decentralized/hierar-
chical, and distributed.

Fig. 3 represents the centralized optimization structure. In this structure, all
agents collect the data through various means, such as distributed sensors and
measurement devices. They will then share all information with a fusion center
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FIG. 3 Overview of centralized optimization structure.

for central decision making. The fusion center solves a large-scale optimization
problem considering the objective of the whole system. The results of this opti-
mization problem are control signals for each agent. These control signals are
broadcast to agents so that they can operate based on the optimal operation point
of the entire system.

Fig. 4 illustrates decentralized/hierarchical optimization structure. Most of
these methods in the literature require a fusion center in the so-called distributed
structure. In this chapter, we distinguish decentralized and distributed methods
by identifying the existence of fusion center. In the power system literature,
some studies deployed decentralized algorithms for various problems, includ-
ing optimal power flow [49-52], state estimation [53], and power system
protection [54]. System of systems-based methods lends themselves as decen-
tralized efficient methods for power system applications [55].
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FIG. 4 Overview of decentralized/hierarchical optimization structure.
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Distributed structure

FIG. 5 Overview of distributed optimization structure.

Fig. 5 represents a fully distributed optimization structure. Fully distributed
methods do not need a fusion center. This enables fast plug-and-play capability
for real-time decision-making purposes.

4. Blockchain-based interdependent power and energy
network: A transition toward decentralized, smart, and
secure energy trading

Here, I try to review the highlights of previous studies on blockchain-based
smart grids. In [56], an agent-based simulation of blockchain protocols is dem-
onstrated. To this end, they define Chainweb through a network of miners that
keep a local version of their arboretum. Further, a simulation platform is devel-
oped to analyze the interaction of Byzantine and economic-aware adversaries
with the protocols [56].

Blockchain is also considered as a distributed technology to enable financial
transactions using a series of blocks, eliminating the need for a trusted third
party [57]. In [57], several applications of blockchain are explored in several
categories, including the IoT, finance, cybersecurity, smart property, health
care, smart contracts, and wireless networks. In this context, cyberphysical sys-
tems (such as energy systems and vehicular systems) are categorized under the
IoT. In this chapter, we focus on application of blockchain in decentralized
operation of interdependent power and energy networks. Vehicle-to-grid
(V2G) technologies are evolving to ensure bidirectional power flow between
EVs and power grid [58, 59]. In this context, deploying blockchain paves the
road for energy trading among entities, while implementing V2G technologies.
Zhou et al. [60] used edge computing and blockchain technologies to enable
secure energy exchange for V2G. Their approach has two layers: (1) deploying
blockchain for V2G energy exchange and (2) deploying edge computing to
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FIG. 6 Overview of the proposed approach in [60].

improve performance of local aggregator [60]. An overview of the proposed
approach in [60] is illustrated in Fig. 6.

In [61], smart metering infrastructure is leveraged as secured entity for
energy data exchange. Further, a blockchain-based approach is proposed for
energy exchange among communities with solar energy generation [61].
An overview of the proposed approach in [61] is illustrated in Fig. 7.

Vishal [62] proposed an efficient approach to optimize the energy consump-
tion of blockchain-driven Internet of vehicles. To this end, the number of infor-
mation exchange requirements, in terms of transactions, is optimized using
distributed clustering [62]. Further, Pee et al. develop peer-to-peer systems
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for distributed energy trading [63]. They assigned one block to each prosumer in
the smart energy network to enable peer-to-peer contracts, leading to distributed
energy market [63]. They developed another framework for blockchain-based
energy trading via smart contracts considering renewable resources [64]. They
used Ethereum [65] for the smart contracts. An overview of the proposed
approach in [64] is illustrated in Fig. 8.

In [66], energy blockchain is deployed for secure operation of EVs in smart
community. To this end, execution of smart contracts for EV charging is
enabled using verified energy blockchain. This study used delegated Byzan-
tine fault tolerance consensus algorithm to reach an agreement between block-
chain agents, while analyzing optimal contracts using contract theory to meet
the energy demand of all EVs and optimizing the utility of the operator [66]. In
[67], a permissioned blockchain is used to enable secure and decentralized
energy trading among renewable energy resources. According to this study,
blockchain introduces several advantages by enabling verifiablity of transac-
tions, distributedness, security, and reducing third parties [67]. Chen et al. [68]
define master-slave structure for blockchain to ensure security of power
systems. In [69], a blockchain-based algorithm is proposed to incentivize
EVs in the vehicular energy network toward specific goals. Blockchain does
not only enable distributed implementation of this study but also ensures secu-
rity [69]. In [70], a novel direction is followed in terms of using blockchain for
smart microgrids. Authors used blockchain not only to enable distributed eco-
nomic decisions but also to enable distributed operation of microgrids. An
overview of the transition from centralized to decentralized, and ultimately
to distributed peer-to-peer structure based on [71] is illustrated in Fig. 9.

Pipattanasomporn et al. [72] deployed blockchain using Hyperledger to
enable solar energy exchange among consumers. According to [73], depending
on computing power of agents who are participating in distributed blockchain-
based transactions, they may be able to manipulate the data of transaction, stop
transaction verification, or prevent mining at one of the current blocks.
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5. Conclusion

In this chapter, I first explained the transition from central operation of critical
smart city infrastructures toward decentralized resources and IoT agents, such
as distributed energy resources, microgrids, and smart mobility sensing
devices. I further investigated the power grid modernization toward smarter
power systems. Smart grids introduce more reliable, secure, efficient, and sus-
tainable energy delivery to the consumers by engaging demand side in load-
generation balance. Finally, I introduced blockchain-based energy trading as
an effective means of boosting the decentralization of interdependent power
and energy networks by enabling decentralized transactions and smart
contracts. To this end, I provided an overview of the prior work on
blockchain-based smart grids, as well as different frameworks for implement-
ing decentralized energy exchange among power and energy system agents in
a decentralized and secure fashion.
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1. Introduction

Decentralization of energy networks will bring generation units close to cus-
tomers. This enables reduction of energy losses and emissions thanks to renew-
ables, like photovoltaic systems (PVs) and wind turbine-based generation.
Moreover, active utilization of distributed energy resources (DER) control
potential can enable improvement of power system reliability and resiliency
at both local (e.g., distribution network) and system-wide (e.g., transmission
network) levels. Active and intelligent utilization of DER for local and
system-wide needs is dependent on available enabling technologies and market
and regulation schemes. For example, some countries have made some regula-
tions to run peer-to-peer (P2P) electricity markets.

In addition to other applications, blockchain technology can be used to real-
ize P2P markets in which transactions are done in a decentralized way without
any requirements for a central entity like distribution system operator (DSO).
Blockchain technology-based decentralized P2P market is able to handle hun-
dreds or thousands of transactions almost in real time. For example, the block-
chain algorithm of Bitcoin is able to handle seven transactions per second [1].
Therefore some other algorithms such as Ethereum with ability of handling
tens of transactions per second or Hyperledger to deal with hundreds of energy
transaction [2] can be employed, instead.

Some recent pilot projects have applied the aforementioned blockchain
algorithms. For instance, a blockchain-based P2P energy trading in Brooklyn,
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USA, has been performed experimentally to buy and sell energy among prosu-
mers by Ethereum platform for the smart contracts [3].

Accordingly, blockchain technology has potential to be able to integrate dif-
ferent market players in new and better way than today to provide, e.g., balan-
cing services. Moreover, it can incentivized new players through special smart
contracts. For example, electric vehicles (EVs) can be paid for their active role
as energy supplier or demand response provider. As Fig. 5.1 shows, market par-
ticipants in blockchain-based platform are communicating together in almost
real time, and the platform is able to analyze big data that all leads to better
trading system. Within this blockchain-based trading platform, participants
can automatically settle contracts physically and financially.

For example, provision of energy balancing technical flexibility services for
local (DSO) or system-wide (transmission system operators [TSO]) needs by
different available flexible resources like EVs, demand response, energy stor-
ages, or distributed generation can be done either directly or through ancillary
flexibility service markets as shown in Fig. 5.1. In traditional markets, ancillary
service provision is done through hierarchical trading and market scheme in
such a way where TSO confirms the compatibility of the service providers
(i.e., flexibility sources) to participate in different ancillary service markets.
Then, flexibility offers are sent to the TSO and related flexibility sources from
different markets. However, in decentralized blockchain-based scheme, all
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FIG. 5.1 Blockchain-based platform for flexibility trading with market participants.



Market participants in blockchain business model Chapter | 5 77

participants are connected to each other directly. Therefore a transaction can be
settled automatically without need of central entity or intermediary.

The rest of this chapter contains the following section. In Section 2, different
market participants are introduced, while their role in the blockchain-based
market platform is discussed. In Section 3, different possible business models
for blockchain platform are presented, and the position of each market partic-
ipants within the models is described. Finally, some remarks and brief results
regarding this study are indicated in Section 4.

2. Market participants
2.1 Prosumers

An increasing number of customers can act in the future as a prosumer, i.e., be
both producer and consumer. In fact, they are able to produce their own energy
while consuming. Depending on the available management systems and storage
solutions, prosumers can be able to produce their own energy that they need
for their consumption. On the other hand, prosumer can be also defined as a
household with DERSs for self-consumption and extra production (generation).
Depending on the available technologies and regulation, household prosumers
can participate in different type of markets with different business models
like P2P, flexibility trading, over-the-counter (OTC) trading, and crowdsale
trading [4, 5].

In the user-centric control and market approaches, suitable incentives to
achieve maximum simultaneous collaborative benefit for all different parties
should be found and aimed at. From prosumers’ viewpoint, it is important to
have enough possibilities to offer their flexibility services to maximize own
benefits. Therefore prosumers should be able to participate in local market or
make a contract with an aggregator or flexible operator. Prosumers can have
several flexibilities such as renewable energy resources (RES), controllable
loads, battery storage, and EVs that enable them to be active players in the mar-
ket [6]. If they would like to participate in a local market, retailer price can be
upper bound for them to pay, and the feed-in tariffs for distributed energy
resources are the lower bounds for the price that sellers would accept. On
the other hand, P2P trading with other market players is another good option.

In this sense a digital currency can be assigned for prosumers in smart grids
to enable them to trade their load and generation. On the other hand, prosumers
with various appliances cause huge load, generation, and flexibility forecasting
uncertainties in the distribution networks, although controllable loads can use to
handle this problem and minimize negative effects on power system. Moreover,
with high penetration of prosumers in the low-voltage (LV) network, some bar-
riers and limitations in terms of communication and network power flow
appeared, which should be addressed by new technologies and management
schemes. In addition, enabling business and market models is needed, which
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are compatible with new management schemes and operation principles. The
target is to enable also participation of local small-size customers on providing
different flexibility services. It is stated in literature that blockchain can provide
innovative trading platforms where prosumers can exchange the surplus
production and flexible demands [7]. These transaction can be performed in
a secure way with transparent smart contracts [3, 8].

Prosumers can be considered individually in this market framework and
make the transaction by their own. In this sense the P2P transaction among
prosumers would be like Fig. 5.2.

Accordingly the generation and demand are measured by smart meters. The
extra generation and demand are defined and transferred from one prosumer to
another through some smart contract in blockchain platform. Based on smart
technologies the load pattern and generation of RESs for prosumers are fore-
casted, and each prosumer would share the needs such as buying or selling
the power within the blockchain platform in near real time, and the transaction
among matched prosumers would take place. The market and transactions are
performed virtually in blockchain, and the electricity would exchange through
physical network as it is depicted in Fig. 5.2.

On the other hand, prosumers can be introduced and formed within different
frameworks such as virtual power plants, microgrids, or aggregators that offer
different values to the prosumers in the market [9]. It means that prosumers usu-
ally interact in the network as a part of a larger section of the network. Therefore
the study of the prosumers has been conducted while considering one of these
bigger entities. The selection of the entity is dependent on the placement of the
prosumer. In the other words the prosumers who are a part of virtual power
plants (VPPs) should be studied with the role of VPP. That will be the same
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FIG. 5.2 Transaction among individual prosumers through blockchain platform.
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for prosumers in microgrids or integrated by aggregators. It is noteworthy that
there are also some independent prosumers that obviously can be studied in
blockchain framework in a different way.

2.2 Aggregators

Aggregators serve as a broker for transactions between energy suppliers and sev-
eral houses. These aggregators can be utility companies, commercial aggregators,
commercial aggregators, or community groups who enable prosumers and cus-
tomers to participate and transact in blockchain market scheme and platform [10].
Indeed, they are considered as validators for efficient use of DERs and prosumers
while acting as a single entity. In blockchain scheme, it is possible that either
DERs act individually or through aggregators in the market [11].

The better coordination among aggregators, TSOs, and DSOs provides a
better solution for grid congestion management. Therefore blockchain devel-
opers are trying to find innovative solutions for automation and decentralized
grid control. Since transaction speed for real-time grid management is also vital,
suitable metering, grid infrastructure, control and communication systems in
power networks, and among aggregators in this platform should be provided [7].

In a blockchain platform the transactive infrastructure has three layers as
described in Fig. 5.3. The first layer is aggregators’ data center where the elec-
tricity exchange is carried out. This layer is a virtualized set of servers operated
by aggregators with a digital communication. The second is communication
layer including all components requiring transactive controllers. The third is
user layer where the transaction among different users through the IT infrastruc-
ture is performed.

The aggregators can be for VPP to deliver some services to TSO in ancillary
service market. In this way, VPP aggregator is an interface among internal pro-
sumers and external parties like TSOs, DSOs, and market operators [7]. The
aggregator here refers to VPP owner or community manager.

A framework can be introduced in a way that aggregators of VPP provide
generation or demand schedule for the relative prosumers while considering the
network constraints. Through this schedule, aggregator can participate in ancil-
lary service market effectively. It is supposed that the prosumers of a VPP are

Layer 1: Layer 2: Layer 3:
aggregator's data communication user layer
center layer
Performing Controllers' Performing
clectricity exchange components  transactions among

different users

FIG. 5.3 Different layers in transactive controller of aggregator.
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connected to the same distribution network and the aggregator schedule would
occur while meeting the technical distribution constraints. In case of any devi-
ation from the schedule, aggregators bid/offer the relative prosumers to buy/sell
the required electricity in a special price via a smart contract within blockchain
platform. Prosumers are able to react to the aggregator’s bid in an auction by
their transactive controllers. This smart contract is a set of rules encoded in
blockchain to run the auction and define the accepted bids or offers for aggre-
gators. Therefore, in the smart contract in the format of blockchain, after
making bids by aggregators, prosumers with lower offers are selected until
the required quantity of the bid is reached. The complete procedure is shown
in Fig. 5.4.

Based on the Fig. 5.4, in a blockchain framework, the interaction of aggre-
gators in the market can be formed in such a schematic way. Accordingly,
aggregators can register their bids in the auction based on a smart contract while
being lack of enough energy. At the same time, prosumers are able to register
their offers. In this way, aggregators can integrate several prosumers, DERs, or
other kinds of players who are able to compensate the shortage of power,
although, in this example, it is supposed that prosumers are integrated by aggre-
gators. These bids/offers are registered based on a smart contract mentioning the
price and quantity of energy. Accordingly the prosumers whose offered price is
lower than the aggregated bid will be selected. The blue line in the figure is all
bids by aggregator, and the green bar lines are offers by different prosumers. As
can be seen the offers by consumers with higher price than aggregator bid are
not accepted. The selection will keep up till the all power shortage by prosumers
are covered.

2.3 Virtual power plants

To coordinate a vast number of DERs with different owners, the concept of VPP
can be a solution while transacting among all self-organizing prosumers.
Indeed, VPP collects several numbers of coordinated DERs to have controlla-
bility, visibility, and impact at transmission grid. The concept aims to achieve
upstream generation and transmission capacity reduction, network efficiency,
and energy increment and pollution reduction. VPP operator is also in charge
of providing upstream services to wholesale market and grid operators by
aggregation of large number of prosumers and DERs [12].

The strategy to make a VPP varies based on the type of the incorporated
DERs, the way of operation, and provided services. Accordingly, VPP can con-
trol the DERs directly, or this control can establish indirectly through sending
incentive price signals to effect on prosumers’ consumption and generation. In
direct control, DERs can be dispatched according to their operating parameters
and owners’ preference [13]. In this case VPP has certainty over the facilities
that DERs can provide like capacity and response. DERs in this control can pro-
vide fast timescale services such as frequency regulation [7]. To this end,
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distributed optimization methods are suggested such as Lagrangian relaxation
run by VPP operator. It means that the communication and processing are car-
ried out in distributed way, yet all require design and operation by a single
entity. Through indirect control, prosumers decide about the local consumption
and generation based on considering the incentives and their preferences. Time-
of-use (ToU) pricing is one of the incentive pricing methods that encourage pro-
sumers to shift the loads to reduce the upstream capacity. Day-ahead hourly
pricing and location-based pricing in distribution network to coordinate DERs
are some other examples of incentives. The benefits of this method are indepen-
dence of prosumer over the scheduling of their flexible loads and reduction of
communication requirement and privacy concern due to using unidirectional
signals. On the other hand the method may cause new peak hour due to risk
of shifting all loads to the special off-peak time. All in all, direct control does
not provide enough flexibility for prosumers, and indirect control makes diffi-
cult for operator to predict the prosumers’ behavior. Therefore an intermediate
solution between direct and indirect method can be a solution to overcome all
obstacles for VPP.

In Fig. 5.5 the possible interaction among VPP and the players in the market
is depicted. As mentioned, prosumers in this structure have two ways of con-
trolling, direct and indirect. An approach containing both of these controlling
methods can be applied for a blockchain platform. Within this platform the loca-
tion of DERs in distribution network is important, in the sense that the relative
DSO would be able to run an accurate power flow. One of the advantages of this
strategy is that VPP can participate in wholesale market and procure some ancil-
lary services such as frequency regulation and reserve. Blockchain platform
provides detailed information for VPP to be participated in the market more
effectively.

VPPs with controlling large number of DERs are able to provide some grid
services including ancillary services such as reserve and frequency regulation
through some transactions in wholesale market organized by TSOs [14]. The
interaction among DSO and VPP is also vital to reduce the loss and improve
voltage regulation. Since VPPs have knowledge about the location of their
DERs, they can provide some grid services for DSO for management of distri-
bution network [15]. In this case DSOs will be able to efficiently integrate DERs
by managing the power flow of the distribution network, actively.

It is noteworthy that microgrids can be also operated as VPP [16]. They
include DERs and loads that can operate as a part of network or autonomously
in an island mode. The communication architecture for VPP can be centralized,
distributed, or unidirectional. Centralized communication is for the situation
that prosumers communicate with a central VPP coordination, although distrib-
uted communication uses P2P prosumer-to-prosumer connection. In addition,
in unidirectional communication, prosumers only receive information from
coordinator. According to Fig. 5.6 the most suitable communication infrastruc-
ture in VPP for blockchain implementation is distributed one.
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2.4 Energy community manager

An energy community manager (ECM) aims to manage business activities
within a community usually known as members with common interests and
aims. Hence a community can be a microgrid, or a group of neighbors such
as prosumers who are geographically close to each other. In addition, ECM
plays also a role as intermediator among the relative community and the other
parts of the market [17].

Within each community the sum of all the trades is controlled by ECM regard-
less which member is trading, because all the procedure is handled centrally by
ECM. Therefore one of the objectives of ECM is to minimize the costs for each
community subject to meet the balance constraint within the community among
members. On the other hand the energy exchange with other markets outside the
blockchain platform is also controlled by ECM. To this end, import and export
energy is balanced, and the expenses for the communities to trade with other mar-
kets are aimed to be minimized. This model can be almost similar to day-ahead
market model. The role of ECM is depicted in Fig. 5.7.

2.5 System operators

In blockchain-enabled systems, direct energy trading among local producers
and consumers takes place. Therefore this energy trading is normally carried
out in small communities. Nevertheless, the main question will be how to fit
the mechanism to existing system operator companies such as DSO, TSOs,
and ISOs who are eventually responsible for grid infrastructure and power
delivery. Operators play a key role in the stable operation of the network even
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when a complete decentralized operation is carried out in the network. The
blockchain market can improve the efficiency of the market though [7].
Indeed, these operators make sure that the decentralized agreed contracts
can be practically settled due to physical network constraints; hence the role
of operators would be essential for implementation of blockchain. The benefits
of blockchain market for operators can be as follows: First, blockchain can pro-
vide more precise information for operators in using the network and relative
network fees such as distribution fees. Even for P2P transaction the grid charge
should be accounted. Moreover, this recorded information about P2P transac-
tion will help operators to better manage the capacity and power flow in the
relative network. However, these potential benefits would need to have new
management system to record blockchain information close to real time.
System operators’ actions in blockchain platform should be limited because
it may lead to market distortion and social welfare reduction. DSO has a great
opportunity to increase the grid efficiency. To this end, one approach is to intro-
duce a dynamic or nodal-based grid fees that work as an incentive for partici-
pants in the market. For example, prosumers should be more market oriented to
participate in the market. Moreover, DSO can purchase different flexibilities
such as reserve from flexibility market within the blockchain platform [18].
Regarding the interaction among blockchain and DSO, transition from com-
plete physical electrical system to cyber system may cause some challenges about
unfamiliarity and incompetence of DSO with new technologies. Therefore, if
DSOs eventually will not be able to merge the cyber electric system, the owner-
ship of the physical network should be separated from the operation. In this case
the ownership of the blockchain platform would be for other players who will
control all the end users’ relations and access, and DSO just owns the cables [19].
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Conventionally, network balancing was provided by TSO at high-voltage
level, although nowadays, with increasing the number of RESs, the required
flexibility for providing the balance can be applied within demand-side and
low-voltage level. However, with large number of flexible recourses in this
level, the complexity of operation would be higher for the operator. Therefore
blockchain can be applied for decentralized operation of these flexible sources.
This idea has been implemented by TenneT, a Dutch TSO, in cooperation with
IBM as open-source blockchain provider and Vandebron as P2P trading plat-
form in Netherlands and Germany [20]. Based on this project, EVs and cus-
tomers’ batteries are in charge of providing electric network balance to make
the integration of RES more cost efficient. Accordingly, end users, through
the electric cars and storage, provide flexibility for TSOs. There is no P2P trans-
action in this method, although a bidirectional communication between cus-
tomers and TSO makes the transaction easier.

Blockchain is also able to remove the transmission and distribution charge
for customers in which the former is about 12% and the latter is around 18% of
the electricity bill [21]. In this sense, customers are able to freely transact with
the generator rather than dealing with energy suppliers and grid operators. For
example, large customers can purchase the electricity from PV farms or distri-
bution network without the need of intermediary like transmission network.
Therefore the transmission charge would be removed. Even in smaller scale,
customers, with smart technologies in appliances, can purchase the required
electricity from neighbors’ PV. Therefore they can transact among themselves
without need of distribution network, and its charge would be omitted.

To make all the aforementioned features practical, it is necessary to make
the policies and regulations proper for DSO and TSO in all countries.

3. Blockchain business model

Blockchain technology was first employed as an effective mechanism for verify-
ing cryptocurrencies, and later it was applied to broader economic issues such as
energy transactions. Its application in energy markets was first proposed in [22] as
a powerful tool for setting the value of RES based on the smart meter data.

Systems equipped with blockchain technology consist mostly of a distrib-
uted ledger, a decentralized consensus mechanism, and cryptographic security
measures [23]. All users (participants or nodes in blockchain network) are
allowed to directly share information and hold the copies of transaction records,
called ledger. In the blockchain-based trading, the validity of a transaction is
confirmed if all of the nodes achieve a common consensus [24]. Transactions
should be confirmed through the use of predefined consensus in a shared exe-
cution manner, named smart contracts. Despite the unrestricted access of par-
ticipants to transactions, each node can only access to transactions in which the
participant was involved. Cryptographic hash functions are utilized so as to pre-
serve privacy of inputs.
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A set of rules is established in blockchain networks to approve the transac-
tions. They are considered as consensus protocols. Today, proof of work (PoW)
and proof of stake (PoS) are the most common consensus protocols [25]. All
participants are required to do a complicated cryptographic puzzle so as to
approve an energy transaction if the network consensus protocol is PoW
[26]. Mining is the process through which the agreement is reached. This kind
of protocol consumes a considerable amount of energy, time, and even money
since they need to invest in the powerful hardware. In comparison, only nodes
with highest stakes (stakes can be cryptocurrencies or values) can grant access
to verify transactions, leading to a less energy footprint [27]. Reference [7]
modifies the PoS protocol through the use of a hard-to-forge stake and a permis-
sioned architecture. The modified protocol, named proof of energy (PoE),
proved to be sufficient for energy markets as it aims at promoting self-
consumption of peers in electricity markets, helping to reduce power losses.

Blockchain is categorized into private and public according to the nodes
allowed to participate in the consensus process. In a public blockchain, anyone
is able to join the blockchain-based network without any permission. On the
other hand the accessibility options are limited for the participants of the private
network. Moreover, only some designated nodes are chosen to verify transac-
tions sharing in the private blockchain [28].

Some salient features of blockchain technology facilitate implementing a
decentralized platform for energy markets. In a public blockchain-based market,
there exists no central entity to manage, monitor, and approve the legibility of
transactions. Accordingly, all of the users participating in the blockchain-based
market have an equal right since they can submit a bid and accept an offer in
a free and flexible way. Decentralization can also reduce the costs of transactions
by eliminating the costs allocated for an intermediary. Besides, transactions
recorded through all nodes are open and transparent, helping to solve problems
related to information asymmetry [29]. As a result, it can guarantee the safety
of the data information entered into the blockchain-based network. Finally the
anonymity of counterparty is another key feature of utilizing blockchain so that
participants can bilaterally trade with the other parties without knowing them.

Blockchain technology can be applied to wholesale, retail, and local mar-
kets. However, most of the studies analyze decentralization through blockchain
in distribution networks and local markets. The most common distributed ledger
technology (DLT) considered for energy markets is Ethereum, which can cope
with tens of transactions per second [2]. However, Ethereum would not be suit-
able for a market consisting of many prosumers and consumers as it may take a
considerable amount of time. Hyperledger, on the other hand, is able to support
hundreds of transactions, making it a wise choice for a huge market [7].

The following sections discuss four main business models enhanced through
the use of blockchain technology. Generally a business model shows the ways
that the business works. To define a business model, some definitions should be
introduced. Value in business models is defined as the amount of money paid to
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the seller [4]. A value proposition is the product offered to the customer [30].
Accordingly the value proposition defined in electricity market models can be
electricity, ancillary services, and/or flexibility. The activities and resources
deployed for distributing the value proposition are called the value chain
[31]. In blockchain business models a value chain will be built on the platform
connecting sellers and buyers of energy. The following sections introduced four
blockchain-based business models including peer-to-peer (P2P), flexibility,
OTC, and crowdsale trading platforms.

3.1 Peer-to-peer energy-trading platform

The recent development of information and communication technology (ICT)
and new interests in managing demand and schedulable loads along with the pol-
icies on promoting distributed renewable resources have made small consumers
play a proactive role of prosumers [17, 32]. These small prosumers seem to be
willing to take part in electricity markets and change their roles from submissive
ratepayers to the players who can schedule their resources and make profits.

However, the capacities of these small prosumers are mainly negligible,
preventing them from taking part in a wholesale market and compete against con-
ventional suppliers with huge capacities. These players are proposed to be aggre-
gated by an aggregator. The aggregator as an intermediary would be responsible
for aggregating these capacities, building offered bids on behalf of these players
[33]. Although this condition can motivate prosumers to respond to the market
prices and schedule their available resources more than before, they still do
not have control over their offered prices and capacities. Besides, they should
share the profit with the aggregator playing the role of an intermediary.

Local markets based on P2P trading give small prosumers the opportunity to
make their own bids, schedule the resources, and manage their consumption.
P2P trading enables the bidirectional flow of power and information in power
systems while traditionally power flows in a unidirectional manner, from gen-
erators to end users. This kind of trading has a decentralized structure where all
peers can participate in a pool-based local market or trade electricity or related
services bilaterally.

A transition toward decentralization through local markets brings some ben-
efits for the whole grid, local communities, and small end users. First, local mar-
kets (in a shape of virtual or physical microgrids) can keep a balance between
supply and demand within their community reducing the burden on both transmis-
sion and distribution grids. Thus it would contribute to enhancing the reliability
and resilience of the whole system. Power losses can also reduce owing to decen-
tralization and self-consumption promoting through this kind of transaction.

Second, as aforesaid, regardless of the transaction costs, it reduces the costs
for both suppliers and buyers participating in the local market by skipping the
intermediary. Blockchain technology facilitates the aim of disintermediation by
utilizing distributed ledger technology.
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Moreover, P2P trading offers customers better choices for the source of
energy they will receive. Suppliers are also given a chance to manage their
own flexibility resources and maximize the profits. Besides, each transaction
is allowed to have different prices taking into account the peers’ preferences.
Decentralization, therefore, is considered to promote democracy in local energy
markets.

Consumer-centric electricity markets can make a major contribution to dec-
arbonization as they encourage small customers to invest in renewables and
make profits by managing their consumptions. As a consequence, local markets
may empower communities to supply their own demand, making the commu-
nities autonomous.

Furthermore, P2P trading would mitigate market power in electricity mar-
kets. One of the leading reasons behind market power is the low elasticity of
demand in electricity markets since the demand was traditionally unable to
respond to the market prices. End users were mainly submissive ratepayers
who were not subjected to a variation in market prices. Consequently, suppliers
could easily exercise market power using financial withholding. However, in
the local markets, players can react to market prices through their flexible
resources (like batteries and EVs) and manage their consumption by flexible
loads. Another reason resulting in market power is a limited number of players.
P2P trading leads to all end users taking part in the local markets to buy and sell
electricity. Hence, it enhances the liquidity of the market, heightens the com-
petition between peers, and avoids monopolistic behavior.

One of the determining factors that is still considered as a big challenge for
P2P trading is the grid operation [17]. In fact, there exist a few studies aiming at
assessing the effects of P2P trading on the distribution and transmission grids.
Although it was claimed that a P2P transaction leads to less power losses and
congestions in both transmission and distribution networks owing to the short
distances between suppliers and demand, bidirectional flows of power can pose
a threat to the operation of the grid. So the transactions are proposed to be
checked by the system operator before the energy exchange time period in case
of any constraint violation [16]. An inspiring work concerning the impact of
business models on grid operation could be found in [34] in which peers can
contribute to providing flexibility services so as to help grid operation. The
cooperation between distribution system operator (DSO) and transmission
system operator (TSO) is another challenging issue that can be complicated
by promoting P2P transactions.

3.1.1 Target participants

In general the main participants of local markets can be energy suppliers or
sellers, energy consumers, or buyers and mediators [35]. Target participants
are quite different according to the various designs for P2P markets. Small pro-
sumers and consumers aggregated by another entity can be regarded as buyers or
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sellers in different market design. Considering the degree of decentralization and
topology, there exist full, community-based, and hybrid P2P markets [17, 36, 37].

In the full P2P trading, small players can individually participate in a pool-
based local market or trade electricity bilaterally with another peer without
any centralized supervision. Fig. 5.8 illustrates an example of a full bilateral
P2P market. Possible interactions among actors are also specified in this fig-
ure. A multibilateral economic dispatch is also another form of full P2P mar-
ket proposed in [38]. Participants of full P2P markets are end users playing
the roles of prosumers and consumers. In this market, suppliers are small
prosumers selling their extra electricity to the market. A prosumer can be
any end user who owns one or several types of distributed energy resources
(DER) including renewable energy resources (RES), electric vehicles
(EVs), and batteries. Consumers are considered to be different kinds of
end users who are not able to meet its demand by itself. However, a con-
sumer would be able to manage its consumption according to the market
prices to minimize the costs. The full P2P structure eliminates mediator,
leading to the full decentralization.

o

Full P2P trading

- Bidirectional financial and power transaction
—_— Unidirectional financial and power transaction
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consumer
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—-”*‘\
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FIG. 5.8 A sample of full P2P trading.
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e Community-based P2P markets consist of two types of mediator including a
community manager and an intermediary connecting communities with the
rest of the system. These two brokers act as the main seller and buyer. Small
prosumers and consumers form a community due to geographical reasons or
sharing common interests and goals [24, 25]. For instance this community
can be a group of neighboring prosumers who want to trade energy with each
other and some peers forming a community because they are willing to share
green energy, although they are not at the same location [ 14]. Prosumers and
consumers share their energy with a community manager. A community
manager can be a kind of VPP if it integrates prosumers. Fig. 5.9 shows

Community-based P2P trading

- Bidirectional financial and power transaction

Unidirectional financial and power transaction

“ommunity
o Prosumer B i i
IR s — Residentia

consumer
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Prosumer C
/ \ with EV

O

communities and the

A mediator between 1
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:
L

“ommunity
B

NG
FIG. 5.9 A sample of the community-based P2P trading.
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an example of a community-based P2P market with its participants and pos-
sible interactions between them.

e Hybrid P2P market: A hybrid P2P trading is a combination of both commu-
nity and full P2P trading. In other words, prosumers can exchange the power
individually or in the framework of the community/aggregator/VPP. The
main actors of a hybrid P2P market are both energy communities and prosu-
mers and consumers sharing energy with each other. Energy community,
itself, can play the role of a mediator collecting some prosumers (forming
VPP) or/and consumers to maximize the profit of these players. Reference
[39] has offered small sharing zones in which they gather some prosumers
so as to share energy with each other. A virtual entity called energy-sharing
provider was proposed to act as a mediator who is in charge of coordinating
the sharing activities within the community. Within this hybrid P2P structure,
participants are prosumers, consumers, and an energy-sharing provider as a
broker. The energy-sharing provider itself can act as a buyer or seller connect-
ing a sharing zone with the other zones. A hybrid structure is an appropriate
model as the preferences of all kind of end users can be considered in the
model. Some small prosumers and consumers are not willing to participate
solely in the markets as they do not have enough time to schedule their
resources and consumption. An aggregator is assumed to take the responsibil-
ity of these peers. Fig. 5.10 shows an example of this kind of trading.

It should be noted that system operators including DSO and TSO play a vital
role in all types of P2P market. Constraints associated with both distribution
and transmission grids should be checked after each transaction so that they
should not be violated.

Besides, prosumers mentioned in the models are not limited to the house-
holds equipped with RES. They can be an EV owner who wants to participate
solely in a local P2P market, a battery storage or any player owning resources,
and is able to bid to the market.

3.1.2 Roles of market participants

Roles of market participants vary according to the structure of P2P markets. The
value chain of this business model unfolds on a platform through the use of pri-
vate blockchain. Each participant is given a unique address in the blockchain.
Participants submit their bids through their user accounts in the blockchain. The
orders are settled, and the account balances connected to the users’ addresses
will be updated. Finally, miners verify transactions and generate new blocks [3].

While, in a full P2P market, small prosumers and consumers are allowed to
submit offers through the blockchain network, only mediators are able to share
energy between each other in a community-based P2P market. In fact the infor-
mation related to the generation and consumption of small end users can be
transmitted to the aggregators using smart meters and ICT technology. In a
blockchain-based version, communities can trade energy with each other
through the blockchain network without the help of any broker.
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In a hybrid technology, however, consumers and prosumers as well as aggre-
gators can grant access to the blockchain network and submit bids so as to gain
profits. As previously mentioned, end users can also decide to play a nonactive
role, being aggregated by another entity.

P2P trading enables prosumers and customers to schedule the energy
resources and its flexible resources aiming at maximizing the profits or minimiz-
ing the costs. Following energy-trading purposes, DGs may be scheduled through
connecting or disconnecting operations. However, reference [ 16] proposed that it
would be better if the prosumer keeps DGs connected and utilizes its maximum
power owing to the low operational costs of these resources. The participant can
control uncertainties stemming from renewables by providing flexibility for the
P2P trading through the use of batteries, EVs, and flexible loads.

EV users are proposed to participate in the P2P vehicular trading system in
[40]. In the literature a P2P trading system was employed during the business
hours to reduce the effect of charging EVs at these timeslots. Drivers decide to
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sell energy to another peer providing that the battery degradation and the effi-
ciency losses were taken into account. In other words, they should be paid above
the maximum value of the off-peak tariffs. On the other hand, drivers will
accept to receive energy from other vehicles if they pay less than the market
price. EVs can also be utilized as flexibility sources so as to help consumers
or prosumers minimize their cost.

Flexible loads are considered as other sources used by consumers and pro-
sumers. They would be able to reduce their consumptions at peak hours through
shifting and curtailing their loads. In a community-based P2P trading, an aggre-
gator would be in charge of managing flexible loads considering a standard
degree of household’s comfort.

3.2 Flexibility trading platform

The prevalence of using fossil fuels in different industries gives birth to some
environmental problems such as global warming. Adoption of renewables
along with electrification is introduced as effective solutions. However, the
huge penetration of renewables in both transmission and distribution grids
results in serious challenges due to the intermittent characteristic of renewable
resources such as solar and wind power. Besides, these days, electricity super-
sedes fossil fuels. For instance, the share of EVs is growing rapidly owing to
their efficiency and environmental benefits. EVs, themselves, can cause seri-
ous problems for the electric grid since it may change net demand patterns.
The charging and discharging of EVs can also be quite unpredictable as long
as they are not aggregated in the power systems. In addition to uncertainties
coming from the new green resources, other issues may happen for distri-
bution and transmission grids. Since small end users are encouraged to be
equipped with renewables, reverse power flows may occur, making new con-
gestion and voltage issues.

Flexibility products are considered as one of the optimal solutions to the afore-
mentioned problems. To date, conventional generators are in charge of providing
flexibility and reserves for the grid. These flexibility products are traded in
reserve and intraday markets [41]. However, new problems with the power grid
cannot be resolved by conventional flexibility resources. Ramping capability of
conventional generators is not mostly sufficient [42], making the operator utiliz-
ing spinning or frequency-related reserves to capture uncertainties coming from
renewables. Hence, seeking additional flexibility resources is of the essence so as
to maintain the security of the system in a predefined level.

Generally, flexibility can be defined as the ability or possibility of changing
consumption or generation patterns to react to external signals (such as price
signals) aiming to maintain the stability of the system in a cost-efficient way.

Flexibility resources provided at distribution level regarded as real-time flex-
ibility products that can be employed in both distribution and transmission grids.
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Distribution-based flexibility products would be able to integrate renewable gen-
erations, provide real-time reserves, and mitigate market prices during peak
hours. Batteries, EVs, and demand response (DR) programs are regarded as
the most common flexibility sources provided at the distribution grid. Electricity
can be stored at off-peak hours and injected during peak hours through the use of
battery systems and EVs. As a result, these resources contribute to grid stabiliza-
tion and balancing. Moreover, flexible demand can be also curtailed or shifted to
other hours during peak hours that also will strengthen the power grid.
Flexibility products can be identified as the following:

1. Balancing flexibility at transmission and distribution grids [43]: This kind of
product is offered to the transmission system operator (TSO), aiming at
keeping the balance between generation and consumption. The current
reserve and intraday markets were designed so as to provide flexibility
related to balancing. However, these markets do not allow small flexibility
sources to participate in them. For example, households with batteries, EVs,
and responsive loads may not be able to take part and offer bids in these
kinds of markets. On the other hand, balancing flexibility at the distribution
grid is mainly provided by integrating small flexibility resources. To utilize
flexibility products at distribution grids, the complete coordination of DSO
and TSO is needed so as to check whether a flexibility product in one grid
does not cause problems for the other grid.

2. Flexibility for the distribution grid [43]: The kind of flexibility is provided
through integrating flexibility resources at the distribution grid to keep local
balancing, manage congestion, and reduce power losses.

3.2.1 Target participants

Traditionally the main participants of flexibility trading at the transmission
grid are conventional generators offering ramping capacities to reserve
markets. However, aggregators with different sizes may also decide to con-
tribute to transmission-level flexibility markets. Besides, distributed flexibil-
ity resources including batteries, EVs, and customers with flexible loads can
play flexibility roles in local flexibility markets. Thus the target participants
will be completely different according to the types of network (transmission or
distribution network).

Balancing products at the transmission level were proposed to trade in
wholesale markets in which both energy and services can be traded and the opti-
mal amount of energy and flexibility products will be cooptimized in this mar-
ket. In [44], flexibility products provided for the transmission grid were treated
as ancillary services. In some proposed markets, suppliers submit ramp products
and the corresponding costs to the operator; the operator decides to use them
considering their costs if needed for the purpose of load following. A flexibility
market can be proposed for providing flexibility at the transmission grid where
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huge aggregators consisting of a number of flexibility sources at the distribution
grid can participate in this market. Conventional generators can also contribute
to the market and submit their ramping capacities as well. TSO is considered to
be another player submitting the required flexibility to the market.

Different market structures have been proposed to provide balancing flex-
ibility for the distribution grid [45]. The studies mainly propose a separate mar-
ket in which small flexibility producers would be able to offer flexibility
products to the TSO. Again, TSO will have an option to choose the flexibility
products needed regarding their offered prices and capacities.

Flexibility products provided for the distribution grid can be submitted in
local day-ahead and intraday markets. Aggregators of flexibility sources are
assumed to offer their products and the corresponding offered prices to the mar-
ket. On the other hand, DSO also submits its required flexibility. Eventually the
market is settled, and the optimum amounts of flexibility will be determined as
well. DSO then participates in the wholesale flexibility and RT markets so as to
resolve remaining security issues [2, 6]. We propose local markets constituting
at the distribution grid so as to provide flexibility for the local distribution grid.
Like community-based P2P trading, both flexibility aggregators and small end
users with flexibility resources can submit the flexibility bids. On the other side,
DSO, TSO, and also small customers may submit their required flexibility
products.

3.2.2 Roles of market participants

The roles of the seller would be played by huge aggregators aggregating flex-
ibility resources located at distribution grid and conventional generators, while
TSO is considered as a buyer.

In local flexibility markets, small suppliers owning flexibility sources and
aggregators at the distribution grid are regarded as sellers, and TSO, DSO,
and small customers can purchase flexibility products. Small customers are
those end users with renewables who want to compensate for the uncertainties
of their resources. The implementation of the blockchain-based market would
be the same, in comparison with community-based P2P markets.

In blockchain-based flexibility markets, the value chain is built on a
blockchain-based platform in a way that all flexibility resources are connected
through the platform. The type of blockchain would be private, so just specified
players would be able to take part in the markets. With the help of blockchain
technology, flexibility sources (at both transmission and distribution grids) can
directly sell their flexibility products to TSO or/and DSO without any mediator.
The value is better to be delivered through tokenization. Smart meters connected
to the flexibility resources can share information in a real-time manner. Accord-
ingly the flexibility provided by flexibility resources at the distribution grid is
regarded to be real time.
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3.3 OTC trading platform

Over-the-counter (OTC) trading is a kind of bilateral marketplace that mainly
takes place at the wholesale level. Buyers and sellers are able to trade bilaterally
without the help of any intermediary. Traditionally, this kind of transaction was
conducted through phone calls or websites. With the advent of blockchain tech-
nology, players can easily share their offers via the blockchain network while
staying anonymous. In addition, the data shared in the network cannot be tam-
pered easily.

OTC trading can be categorized into spot or short-term trading and future
one. Blockchain technology would facilitate short-term OTC trading as it
can settle transactions in real time. In future OTC trading, large-scale operators
would be able to hedge against price fluctuations [46]. Therefore future OTC
trading may alleviate the risk of not being supplied for huge customers and
assure suppliers that their product will be sold in the market.

3.3.1 Target participants

As the OTC transactions are done at the wholesale level, the players should be
large-scale ones. Retailers, huge customers, generating companies, and aggre-
gators are the main participants of this market. They can share information with
each other directly. As a result the transaction costs will become lower due to
disintermediation.

3.3.2 Roles of market participants

In this market the buyers can be retailers and huge customers located at the
transmission grid while generating companies and huge aggregators can play
the role of sellers.

Like other markets, suppliers share their offers in the blockchain network.
The buyers will accept the offer according to the offered prices and their needs.
The platform is set on private blockchain in which just specified parties are
allowed to participate in the market. Fig. 5.11 shows a simple market for
OTC trading platform.

Note that security must be checked for each individual transaction. How-
ever, in a pool-based market, it would be checked once when all transactions
are initiated.

3.4 Crowdsale trading platform

Crowdsale trading or crowdfunding is a kind of trading in which a huge number
of players can take part in the market, regardless of their size, capacity, and
location. The trading is mostly done aiming at promoting renewable resources
in the world.
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3.4.1 Target participants

Nonprofit organizations or generally private investors are players who want to
invest in installing renewables (also called crowdfunder), while property
owners are the main participants who are willing to install renewable sources
on their private land.

3.4.2 Roles of market participants

There exist different business models related to crowdsale projects [47]:

In the equity-based model, the monetary profit of renewable resources
would be shared between the property owners and the crowdfunders. In fact,
investors offer the ratio of profit preferred to receive or the rent in exchange
for investing in the green project, and the property owners accepting the offer
can benefit from self-consumption and a part of profit coming from selling the
surplus to the local markets. Property owners can also offer the rent paid to the
investor, and the investors can decide to accept the offer.

In the reward-based business model, a property owner receives funds from
an investor providing that the investor receives nonmonetary benefits such as a
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gift. The property owner will offer the benefit, and the crowdfunder can decide
to accept it.

In the donation-based model, the investor donates the fund to provide the
property owner with green energy. The donation is mostly received from
wealthy organizations to poor developing countries.

Blockchain technology can eliminate the role of intermediary in the crowd-
sale trading. Accordingly, funders and property owners can easily trade with
each other and share information via the blockchain network. The platform
should be built on a public blockchain so that everyone can invest in renewables
and every property owner is able to offer its land or a roof area for solar so as to
be equipped with green sources. Note that the crowdsale market can be consti-
tuted globally. In other words an American organization may decide to invest in
solar projects in Africa.

Crowdsale projects are considered as one of the best ways to promote renew-
ables worldwide, leading to decarbonization. In addition, the global character-
istic of crowdsale trading may help developing countries contribute to the
reduction of greenhouse gasses. Besides the funds can be provided for very
small projects that previously were neglected. Accordingly, everyone can ben-
efit from green investment on their land.

4. Discussion

As aresult, blockchain has provided a decentralized software platform enabling
market participants to interact without any central entities or intermediaries.
Accordingly, while running the market, blockchain platform evaluate the trans-
action based on predetermined policies. Therefore the roles for each market
participants should be clearly and accurately defined. It should be noted that
blockchain is not the only available solution for managing large numbers of
(micro)transactions in P2P electricity markets, and there is strong competition
from incumbent technologies that also enable very fast and secure transactions.
This chapter, with classification of market participants in the blockchain frame-
work, helps to manage and regulate the roles of market players in the future
business models. Indeed, knowledge of current situation of different players
in the available blockchain-based business model will help to improve the
future structure.

Blockchain in electricity market is still facing many challenges in terms of
implementation, fitting the available regulations and policies, and finding the
best strategies and technologies to integrate all market players effectively that
should be addressed by researchers. Moreover the lack of clear connection
among the blockchain-based market in the lower-voltage level and upstream
markets such as wholesale markets and retail markets makes the implementa-
tion of such a P2P business model more complicated. Finding a solution for this
kind of interaction could move us one step forward to reach the comprehensive
market scheme.
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1 Introduction

In our modern world, technology, innovation, and digitalization all surround us
and affect society from top to bottom. Remarkable opportunities and spectac-
ular technological developments have great impact on the power industry in
essence, recently. Therefore it is widely accepted that there is an urgent need
to transform the traditional power system ushered in by Nicola Tesla some
120 years ago to the smart grid in new scientific horizon [1].

The traditional electrical grid has major limitations in terms of operation,
management, and construction. In fact, this architecture was designed for ful-
filling the needs set up in the last century [2]. It takes time to respond to dynamic
changes in demand and/or generation due to applied vertical, multilevel [3], and
centralized control mechanisms. Primarily radial construction and cybersecu-
rity vulnerabilities cause to decrease reliability and resiliency parameters,
which mean long-duration interruptions will occur in end-user services. Passive
loads, in particular, are not controllable, and the system operator can only
develop strategies in supply side to provide power balance at all times. In this
structure the restricted energy storage system (ESS) potential has been evalu-
ated as a significantly important issue in power system operation especially
in case of any excess or shortfall in power [1]. Therefore it is not wrong to indi-
cate that the capability of self-healing and self-restoration has been limited in
the traditional grid without incorporating smart grid applications.

On the other hand, electrical energy is transferred from generally large-scale
central energy plants established far away from the end users by enabling only
one-way power and information flow [4]. Fossil-based resources (natural gas,
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coal, petroleum, etc.) have been utilized excessively in power system operation
from its establishment up to now, which cause to increase greenhouse gas
(GHG) emissions. In the light of recent events in climate, it is becoming
extremely difficult to ignore GHG emission-based impacts on our ecosystem.
Acid rains, ozone layer depletion, and increased carbon footprint are some of
the most notable consequences that should be considered globally from govern-
ment and legislative authorities’ perspective.

To achieve key targets in terms of decarbonization of the power industry and
combatting climate change, there are significant endeavors for deploying
renewable energy sources (RESs) in the supply side. It is important to highlight
that penetrating highest proportion of RES into the power grid could not be eval-
uated as an option; it has become an obligation [5] for providing a sustainable
model. Besides environmental regulatory requirements, volatile energy prices
of fossil-based resources and energy security issues also make energy transition
necessary from nonrenewable sources to RESs [6]. Especially in case of any
energy crisis, conventional systems would not be sufficient to meet increasing
electricity demand.

Therefore, in the last few decades, photovoltaic (PV), wind, hydropower,
biomass, and other renewable resource-based generation systems have attracted
significant attention of the energy sector decision-makers and utility companies
considering the aforementioned negative outcomes. The increasing investments
have paved the way for growing this sector tremendously and accelerating
technological innovations on this application fields thanks to the considerable
amount of contributions. For example, according to United Nations’ Sustain-
able Development Goal No. 7, it is aimed to increase the proportion of RESs
in the global energy mix considerably in the year 2030 with the aim of supplying
affordable and clean energy for all of us [7]. European Union has also made
important attempts for expanding RES capacity by 27% in 2030, which is
one of the most popular commitments that is accepted by all European countries
[8]. It is important to indicate that the global average temperature can be kept
between desired ranges if and only if renewable generation is increased by 23%
for today to more than 50% in 2050 [5] with remarkable incentives. In fact the
radical cost reductions in procured energy prices of PV and wind have important
impacts on facilitating their integration into the power system and being the
primary choice from the end-user side [9]. Thus 100% RES concept has gained
importance in our modern world related to the aforementioned revolutions, and
it has strongly been supported by governments and stakeholders.

The rapid transformations in the generation system have paved the way for
increasing investments on a smaller scale, decentralized, and spatially dispersed
systems instead of conventional large-scale centralized plants [10]. The main
aim of this transition is to operate the sophisticated architecture efficiently with
maximizing the reduction of both transmission and distribution power losses,
reducing energy costs, and obtaining coordinated structure for future sustain-
able and resilient societies [11]. Therefore it would not be wrong to mark that
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high integration of utility-scale and domestic-scale RESs has a profound impact
on the worldwide energy market that lies in the transactive energy concept,
which gives incentives to all parties for trading energy based on the decentra-
lized architecture [12]. These unprecedented changes in energy infrastructure
and services have triggered to improve new strategies of grid operation, man-
agement, and new models in the context of commercial targets considering the
reliability needs.

Unlike the all aforementioned advantageous issues, there are some impor-
tant challenges to be taken into account, which are the intermittent, weather-
dependent characteristics of RESs that seriously affect their power output
patterns [13]. Therefore the vast majority of studies have been carried out to
investigate the impacts of their dilute and disperse behavior on the power grid
with a growing body of literature from the system operators’ perspective. It is to
be emphasized that such nondispatchable resources may cause supply-demand
imbalances, voltage regulation problems, frequency instabilities, and other
power quality disturbances in the electrical grid, due to their stochastic nature
that should be handled [ 14]. Overall, these operational challenges that can affect
the interconnected power system performance adversely highlight the need for
incorporating different flexibility sources to maintain safety, robustness, and
security. One of the top priority solutions is pointing out that the spinning
reserve should be taken into consideration and become a necessary part of
the operational tools. ESSs such as battery energy storage, flywheels, com-
pressed air storage, pumped hydro, and superconducting magnetic sources
[15] are one of the most fast-responding types of spinning reserve. Moreover,
they can provide fast backup with responding load fluctuations in real-time and
effective management strategies in case of any disturbances to smooth the over-
all voltage and power profile for maintaining normal network operation. On the
other perspective the presence of ESS enables to reduce grid dependence and
paves the way for performing decentralized mode in an optimal fashion with
the objective of decreasing GHG emissions, energy, and operating costs and
increasing power reliability [16].

Alternatively, electric vehicles (EVs), as one of the most promising storage
technologies, are likely to become a key component for real-time applications
with the ability to perform vehicle-to-grid and grid-to-vehicle modes [17]. It is
obviously seen that the transportation system has also been transformed from
fossil fuel-powered vehicles to emission-free, eco-friendly EVs due to the same
concerns mentioned for generation side. From the power system planners’ per-
spective, the highly penetrated EVs could play an important role in network
operation based on the idea of backup storage or ancillary service provider
to ensure supply-demand balance and meet the end-user requirements. These
kinds of potential power sources will become increasingly popular in the future
especially with the implementation of demand-side management strategies in
the smart grid paradigm provided that technical, social, infrastructure, and pol-
icy challenges have been solved [15].
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Apart from the mentioned ESS technologies, the concept of demand side
management (DSM) has drawn significant attention and presents a promising
solution for system operators to maintain voltage/frequency stability, defer gen-
eration plant construction, and increase energy efficiency [18]. Normally,
energy generation increases in response to an increase in end-users’ demand
in traditional power system operation. However, ever-increasing demands
and the widespread adoption of distributed generation enforced to change the
mentality and demand side become new axiom area with the help of outstanding
developments in the fields of smart grid technology. And DR is one of the most
popular techniques of DSM that enables end users to reduce/shift their electric-
ity consumption in response to electricity prices or operator’s requests [19].
The communication and information technologies and an advanced metering
infrastructure (AMI) enable two-way communication between the utility
company and the end users for implementing load shifting/load reduction strat-
egies by taking into account operational benefits in the controllable platform of
smart decentralized structure [20].

Therefore all of these can be evaluated as a forerunner of modern power
grid architecture, which is currently undergoing drastic changes in both supply
and demand sides. In the smart grid era, it is expected that almost every end
user can produce their own energy by installed on-site distributed generation
units called as prosumer. With incorporating smart meter technologies, two-
way communication will be available and provide information exchange
between distribution system operator (DSO) and end users that presents sig-
nificant advantages in terms of controllability, observability, security, and
stability [21]. The end users can observe their production and consumption
at the same time while it is possible to participate in DR programs depending
on the real-time electricity prices broadcasted by DSO. All the aforemen-
tioned changes paved the way for unleashing a revolution in power system that
requires operating in decentralized, peer-to-peer fashion instead of centralized
methods.

Processing, storing, and supervising the huge amount of data have become
one of the most challenging issues considering hundreds of millions of termi-
nals of the utility grid. Also, there is a growing concern about cybersecurity
vulnerabilities in case of any single-point failure due to the existence of only
one control center in a centralized operation manner [22]. Furthermore, sophis-
ticated and complex communication infrastructure required costly investments
that do not have to meet our modern world necessities [23]. To address
these issues, blockchain or distributed ledger technologies (DLT) were mainly
presented to facilitate peer-to-peer decentralized transactions between nodes
without requiring any third-party participation [24]. A better management
and operation could be ensured by blockchain-based implementations and
applications, reducing the system’s dependency on the utility in a decentralized
architecture.
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2 Blockchain technology in different areas including
power economy

This emerging modern world was driven by an unending stream of next-
generation communication and information technologies, which are Internet
of Things (IoT), cloud computing, and big data [25]. Similarly, blockchain is
one of the greatest innovations among emerging technologies that would ulti-
mately propel us into our modern age. In fact, it is the underlying technology of
Bitcoin that was the major milestone in establishing a decentralized architec-
ture. Bitcoin, the world’s first cryptocurrency, was presented in 2008 by an
unknown author or group of authors calling themselves as Satoshi Nakamoto
[26]. The implementation of Bitcoin in 2009 triggered a huge amount of inno-
vative scientific inquiry. Seemingly, this marks a crucial turning point facilitat-
ing peer-to-peer and distributed transactions in many fields of power economy.

Recently, utility decision-makers, startups, financial institutions, national
governments, and the academic community have shown an increased interest
in blockchain applications [24], and it has been comprehensively investigated
from different points of view. Obviously, it is against today’s traditional sophis-
ticated financial payment architecture. In this system, any single point of failure
causes undesirable consequences due to the vulnerability of both technical fail-
ures and malicious attacks. Also, to operate the system, transacting parties
should trust central intermediary that introduces extra costs, time-consuming
exchanges, inefficient concurrency control, and insecure data storage [21].

However, on the other hand, blockchain is a digital and distributed data
structure that enables to make a transaction between two mutually unknown
and otherwise unrelated parties directly without the existence of any trusted
central authority [27] that sounds very new, creative, and innovative. Generally
speaking, the system is operated by the created technical codes and rules that are
determined by the community, that is, by the network users in the system inde-
pendent of any legal financial authority or any regulatory body [28]. This is one
of the oddest yet most brilliant core characteristics of blockchain technology.
What remains unclear is how such an operation is possible considering the
long-lasting effectiveness of the third parties.

In fact the banks are eliminated, and each individual network members
(nodes or clients) become a new bank that is capable of storing the information
of any digital transactions, records, and executables in their distributed ledgers
as compared in Figs. 1 and 2. Each event is ordered chronologically and copied
to every node in larger forms sequentially by attaching to previous blocks in
chain form [24]. It is possible for network users to reach the blockchain and
view its contents and participate in the consensus process as an active member
[29]. A primary concern of this architecture for operating the system without the
assistance of any third party is double spending and fraud. As we all know the
cryptocurrency is digital that can be generated after executing particular
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Centralized ledger

FIG. 1 The architecture of traditional centralized ledger system.
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FIG. 2 The architecture of distributed ledger system.

cryptographic algorithms and protocols. So, it is important to prevent copying
the same amount of currency on the individual network users’ computer, mobile
phone, or workstation wherever it is stored and sending them to the receiver
point more than once.

To address the questions that have been raised about the security of the
blockchain-based system operation, there is a simple yet clever concept that
enables to keep users’ identity anonymously with public-key cryptography
[30], an asymmetric cryptography protocol, is used in this architecture. Two
different cryptographic keys are provided for each user, namely, private key
and public key comprising of numeric or alphanumeric characters [31].
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The private key is randomly generated, and it is to be kept secret for users’ own
security that is used in signing their own transactions [32]. However, they could
not be considered independent of each other, that is, there is a mathematical
relationship between them enabling to generate from private key to the public
key, while the reverse process is almost impossible thanks to the robust encryp-
tion codebase [31]. Therefore it can be indicated that there is no problem for
sharing the public key with other participants, yet it makes the user addressable
in the network. Users have been known by their digital signature combining pri-
vate and public keys that makes the transaction extremely secure for all of the
participants. The cryptography procedure is illustrated in Fig. 3. Basically, in
this process, the payment message consisting of the recipient’s public key,
address, and amount of payment has been created by the sender and transferred
to the receiver end accompanied with sender’s digital signature securely. This
cryptography provides an important opportunity by updating every transaction
in the network participant’s distributed ledgers and the organized time-stamped
blocks even their offline copies are held in the blockchain, which shows its
permanent and traceable architecture. So, this makes changing data or informa-
tion irrevocably hard thanks to advanced cryptographic techniques [25].

On the other perspective, it is expected from network users to validate
whether the transaction is performed appropriately or not for the purpose
of building trust between participants without any central authority. How-
ever, there is an urgent need to prevent appending the data in blockchain
whoever wants to do it. Otherwise the system will unable to withstand mali-
cious attacks and encounter some important challenges to be handled. This
mentioned issue has received considerable critical attention, and crypto-
graphic tokens are presented as a solution for encouraging the honest nodes
to add only executed transaction information on the system [29]. Widely
known as miners can be identified as a major contributing participant in
the network ensuring that false data cannot be inserted and time-stamped
blocks cannot be tampered by any untrusted members making blockchain
trustable, secure, and resilient.

When any user attempts to transfer a certain amount of digital currency from
her/his electronic wallet to another user’s, the transaction is to be verified by the
network miners and formed them as “block” to integrate the chain. The basic
process is illustrated in Fig. 4. A major problem with the confirmation process
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FIG. 3 The illustration of cryptographic process.
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is finding the hash output of block, which is related to the stored information. It
is worthy to note that using a specific cryptographic hash algorithm enhances
the security of data drastically similar to the private and public keys. The illus-
trative example of hashing of blocks is depicted in Fig. 5.

The hash function converts the input in string form (numbers, letters,
media files, and/or symbols) of any length into the fixed length of hash output
(aka signature) that can vary (32-bit or 64-bit or 128-bit or 256-bit) based on
the utilized hash function. For example, Bitcoin uses SHA-256 in its process
for producing unique hash outputs [33]. To extend the knowledge, it is nec-
essary to draw our attention to the distinctive characteristics of hashing cryp-
tography that should be considered. Entering the same hash input results in
creating the same hash output, that is, changing the input multiple times
has any impact on output characters. Also, it is sensitive to any changes in
input value; even only one letter or number means that entirely different hash
output will be produced after a process. Moreover, one of the most impressive
qualities of hashing is that one-way transformation is possible in this architec-
ture, which is not possible to obtain the original data set from hash output [34].
Herein, miners have great endeavors to solve a cryptographic problem (find-
ing a hash output) that will help to be rewarded with cryptographic tokens in
return for appending the verified block into the chain. This complex mathe-
matical problem, in particular, requires high CPU resources and a consider-
able amount of computational work from the miners’ perspective that the
process should continuously be repeated to reach the signature (hash output)
requirements [35]. These all specifications of blockchain architecture make
major and indeed an essential contribution to the field of achieving securely
and reliable distributed transaction by implementing advanced cryptographic
techniques.

The study made by UK Government Office for Science [36] makes a major
contribution to research on combined blockchain technologies with smart
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FIG. 5 The illustration of simple Bitcoin blockchain architecture.

contracts and provides an exciting opportunity to expand our knowledge of uti-
lizing its potential as much as possible. The illustrative example is shown in
Fig. 6.

There is great number of important areas where it is possible to improve
novel business solutions by integrating smart contracts. The terms were first
described in the 1990s by Nick Szabo, a notable computer scientist and cryp-
tographer and who defined it as [37]: “a set of promises, specified in digital
form, including protocols within which the parties perform on these promises.”
Although a smart contract presents a considerable amount of advantages and
opportunities, it was not a convenient time to implement its real industry
[38]. The emerging technologies, Bitcoin, and blockchain revitalized the smart
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FIG. 6 The illustration of smart contract-based system operation.

contract paradigm and paved the way for developing new strategies in different
application fields. Especially in 2015 the platform of Ethereum was released,
which is one of the most useful things ever discovered for smart contracts
and immediately leading participants to build their own distributed applications
as “autonomous entities” [39].

Technically speaking a smart contract is a self-enforcing agreement between
parties, mutually unknown and otherwise anonymous counterparts, which is
capable of executing the rules automatically in satisfying certain conditions
[40]. Needless to say, this interesting concept presents the decentralized archi-
tecture, removes the intermediaries (lawyer and/or other central agency), and
determines its own rules with cryptographic code, which is completely different
from a traditional contract framework. Within the blockchain context, the
agreed terms are embedded in computer code written in solidity as one of
the most brand-new programming languages [4 1] and are established as sophis-
ticated if-then statements. In other words, this contract has been prepared to
contain all regulations, details, and enforced programmed rules to run based
on If-This-Then-That (IFTTT) logic in which the directives are executed
sequentially [39].

A vending machine can be evaluated as a primitive example of smart con-
tract in which the transaction is executed based on the encoding rules into a
machine [42]. Anyone inserts the required amount of coin for purchasing what
she/he wants to and presses the numbers related to that product. After, it is to be
controlled by the machine similar to the smart contract whether the correct
amount of fund is inserted or not. If the answer is yes, the product will be ejected
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together with the change (if extra money is inserted in the beginning of the pro-
cess). Here’s also a typical example of a smart contract for expanding our
knowledge on this concept [43]: “let’s say you and I have agreed that if I write
you a history of bitcoin, you’ll send me $10 on my birthday this year. We can do
that via a legally enforceable contract, which involves lawyers, notaries, and so
on— or we can do it via Ethereum. In the latter case, you put $10 worth of smart
coins in escrow, and when the terms of the contract are met, those coins are
released to me. If I don’t meet the terms of our agreement, the coins are released
back to you.” So the instructions are executed automatically based on the script
written beforehand if and only if predefined conditions are satisfied [39].

Overall the developmental stages of blockchain technology can be divided
into three consecutive groups considering the intended audience. Virtual cryp-
tocurrencies (e.g., Bitcoin) have emerged in Blockchain 1.0 that was the crucial
turning point in terms of indicating to start the new digital era [44]. Blockchain
2.0 is seemingly accepted as the major milestone of enabling transaction beyond
cryptocurrencies by executing smart contracts autonomously [32]. These two
of them are the forerunner of the next-generation blockchain 3.0 in which it
is possible to implement the distributed architecture in many fields, such as gov-
ernment, health, science, and IoT. The history of blockchain-related innovative
technologies is illustrated in Fig. 7.

Therefore it would not be wrong to mark that blockchain is one of the greatest
technological innovations that has paved the way for opening a range of
new opportunities for both financial and nonfinancial areas. There is a great poten-
tial to change especially financial system entirely thanks to the peer-to-peer distrib-
uted structure; the critical issues can be handled by this foundational technology
with transforming the paradigm from third trusted authority to trusted math [45].

Today, it is well known that from transportation systems to supply chain
managements and energy trading implementations to communication, health
services are operated by centralized points of control, which is not possible
to think of real-time implementations without it. However, the presented inno-
vative features enable blockchain to find many application fields in our modern
world that have the potential to revolutionize society completely without a
doubt. Marc Andreessen, the doyen of Silicon Valley’s capitalists, has also indi-
cated last year that the blockchain-distributed consensus model is the most
important invention after the Internet itself. On the other perspective, Johann
Palychata from BNP Paribas has pointed out that Bitcoin’s blockchain and
the software is such an inventions that will have great impacts on finance
and beyond like the steam or combustion engine [46]. Thus the radical changes
are expected in a vast range of fields from stakeholders by overcoming the chal-
lenges in an innovative way. It is important to combine emerging brand-new
technologies (such as machine learning) with blockchain to improve the effi-
ciency and current practices of systems and to accelerate the speed of services
[47]. A growing body of literature studies and important pilot projects has been
conducted with great contributions to extend our knowledge of this technology
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both in the field of theory and practice. Some of the most widely implemented
areas are summarized in Fig. 8 and explained with examples in blockchain-
based system architecture providing trusted interaction between participants
and technology.
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As expected, the real adoption of blockchain technology will find a primary
area in the financial industry that creates drastic changes in the system operation
and enforces to replace major parts of their model. It is widely known that bank-
ing system is a huge network of integration of different organizations, which
allow the transaction of digital assets, funds, or values among multiple parties
(Ienders, clients, capitalists, investors, etc.) [48]. The main drawback of the con-
ventional banking system is that the processes are completely controlled by
central authority, which makes protecting the customer’s privacy and securing
the exchange data difficult [49]. This system is not robust to withstand any
cyberattacks, that is, the great number of stored data can be tampered, and as
a result, it is not difficult to leak customer’s personal information that makes
the operation safety poor [50]. Moreover the payment clearing process is
sophisticated, lengthy, and costly, consisting of a range of complicated proce-
dures that cause delayed settlement with low efficiency [51]. All of the men-
tioned technical issues should be certainly considered, and the system should
be upgraded or transformed; otherwise, these may cause notable consequences.
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To address the existing challenges, the concept of blockchain is one of the
most important candidates that has a potential to reshape the entire economy,
considering its advantages for achieving secure exchanges between parties
by blocking the intermediate financial institutions. The asymmetric encryption,
point-to-point payment, consensus mechanisms, and the other features men-
tioned will make the system more secure, cost-effective, and extremely
efficient [52].

Questions have been raised about how financial institutions may react to the
implementations of blockchain technology into their conventional system. Sur-
prisingly, they are not evaluated in this incorporation as a threat for the models;
yet, business enterprises have attempted to modernize traditional banking sys-
tem, utilizing the innovative approaches as much as possible [46]. They are
seeking new avenues in this field, supporting their thoughts through the research
and experimental studies for providing widespread application. For example,
Rain Lohmus of Estonia’s LHV bank indicated that blockchain technology is
suitable for some financial implementations due to being the mostly tested
and secure architecture [46]. It is also possible to point out that there are great
endeavors of world’s biggest banks in terms of looking for a novel and alterna-
tive system operation with blockchain and establishing a platform in financial
market. The banking giants are JPMorgan, State Street, UBS, Royal Bank of
Scotland, Credit Suisse, BBVA, and Commonwealth Bank of Australia, and
they have an opportunity to collaborate in blockchain sector for the first time
since 2015 by making considerable amount of significant contributions [53].

According to the relevant surveys including 200 global banks, it was
expected that nearly 15% of banks would implement blockchain by 2017 which
is extensive rate. Moreover, 66% of the banks will start to use commercial
blockchain in following 4 years which is dramatic rate, has been marked by
IBM, one of the most prominent companies [54].

To enhance transparency, reliability, and risk reduction, about 40 Japanese
banks agreed in principle and established a consortium entitled Ripple to utilize
blockchain technology in real-time transactions in a cost-effective way. The
fraud events, double-spending problem, are the main issues that are avoided
as possible during exchanges funds, values, or digital assets [55].

From the other perspective, blockchain-based system design should be also
considered in smart grid environment for again security and data protection con-
cerns. The state-of-the-art combination of communication and information
technologies into the traditional grid makes the system “smarter” [56]. It aimed
to transfer electricity in an economic and efficient fashion to commercial,
social, and industrial areas and decrease the power losses in the lines. One of
the most tremendous benefits of smart grid is that the system operators are
always aware of the conditions of utility grid thanks to the bidirectional infor-
mation flow; the smart homes, smart building, and smart campus in general
smart communities have established smart devices based on AMI key technol-
ogy that sends meter readings, billing, and consumption profiles to the operator.
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However, there is an urgent need to eliminate cyberattack vulnerabilities of the
smart grid that is suitable environment for this threat. All of the activities con-
ducted on the Internet are evaluated as open sources of these types of attacks.

On the other hand, one of the most dramatic changes happened on the
demand side, where the new actors have been integrated into the market oper-
ation, called as prosumers who are consumers also with on-site production facil-
ities generally RESs [57]. The smart grid concept let all of the participants have
communication on the online environment and pave the way for peer-to-peer
energy trading between parties in a decentralized way. However, the concerns
about protecting personal information are the main drawbacks for convincing
the end users in terms of participating in the energy trading process.

It is highly important to ensure data transparency, data provenance, and
trustworthiness between participants during peer-to-peer energy trading pro-
cess, which also requires a transaction of a great amount of data in real time.
Therefore blockchain technology has been found as an appropriate candidate
to address the challenges. It has been indicated that this concept will help to
enhance system efficiency considering current practices and procedures and
also the improvement of IoT platforms can be accelerated by combining both
of them in decentralized manner based on The German Energy Agency
report [58].

There are considerable amount of literature studies aiming to resolve the
major problems of combined blockchain and smart grid concepts. The illustra-
tion of integrating smart grid applications into blockchain is shown in Fig. 9.
Tampering the meter readings is prevented by the presented studies in
[59,60], which provides storage and secured the data processing. Also the stud-
ies presented by [61-62] are focused on the other main technical challenge of
the system operation as high cost functions. For the purpose of increasing
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FIG. 9 The illustration of blockchain and smart grid application areas.
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renewable-based energy trading in smart grid, “NRGcoin,” a digital currency,
was represented in [63]. The Australian company “Power Ledger” has
attempted to conduct an experimental study in which peer-to-peer energy trad-
ing is executed by blockchain-based technology, which is an important example
on this field [64].

Apart from mentioned implementations, blockchain technology has also
gained massive importance from the academic community and utility decision-
makers to operate and coordinate the system efficiently that is highly secure and
cost-effective. A recently conducted survey has taken our attention to EV commu-
nity and enforced the related parties to determine new business models with incor-
porating emergence technologies as also indicated in Table 1. Shortly the high
amount of payment transactions, nearly $140 billion, has been performed for

TABLE 1 The practical initiatives for providing blockchain-based platform
for EV charging [68-72].

Implemented
Actor Business country Generic description

MotionWerk Start-up Germany Sharing the charging stations
with the other EV users via
mobile application, thanks to
the developed Share&Charge

platform
eMotorWerks Private United States Enabling peer-to-peer EV
company charging to the market

collaborating with
Share&Charge platform

Charg Coin Tech start- United States Facilitating finding the charging
up stations for EVs and providing
secure marketplace in terms of
transacting energy

Lab10 Cooperative Austria Fully automated charging and
Collective payment system for EVs based
on blockchain technology

Easelink Private Austria Industrialize Matrix Charging
company with blockchain payments
Slock.it Private Germany Collaborating with
company MotionWerk to improve

Share&Charge platform

Enexis Utility Netherlands Attempting to develop IOTA-
enabled transaction for
performing EV charging
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binding the settlements in this industry that should be taken into account [65].
A great deal of documents, data, and approvals are to be coordinated while collab-
oration and reallocation are ensured among vehicles with applying blockchain.
Since this technology presents significant opportunities especially in security
issues, the significant studies primarily aim to establish a trust-based platform
and improve the level of trustworthiness [66,67].

It is evidently seen that the blockchain technology has wide range of imple-
mentation areas both financial and nonfinancial. Apart from aforementioned
applications, gaming industry, notary services, cloud-based distributed storage
systems, health-care services, and even in music industry are potential environ-
ments utilizing its advantages and make their system more robust, transparent,
secure and resilient [46, 73].

3 Blockchain with DR applications

The electricity consumption might vary according to end-user behaviors, sea-
sonal effects, and even a weekday/weekend difference. Independent system
operators make severe efforts to respond to this variable load demand [74].
To the date of the emerging smart grid paradigm, this steadily increasing
demand has tried to be tackled by considering the supply side in the traditional
power system. Moreover the power system is considerably changed by includ-
ing the new generation units such as PV and wind in supply side and the new
players such as EVs and ESSs in demand side. Due to the new load types and the
high penetration of renewable-based generation units, the imbalance between
supply and demand sides must be handled to provide a more sustainable power
system [75]. Therefore the operational flexibility that allows the DSO to take
new axioms on both of the supply and demand sides has gained more impor-
tance in recent years, and DSM comes into prominence as a promising solution.
According to the Electric Power Research Institute (EPRI), DSM can be defined
as [76] “DSM is the planning, implementation and monitoring of those utility
activities designed to influence customer use of electricity in ways that will pro-
duce desired changes in the utility’s load shape, i.e. time pattern and magnitude
of a utility’s load. Utility programs falling under the umbrella of DSM include
load management, new uses, strategic conservation, electrification, customer
generation, and adjustments in market share.”

By implementing DSM the power demand of consumers can be reduced in
peak hours or shifted to the nonpeak hours as depicted in Fig. 10. To include the
end users into the power system operation environment, DR strategies are
accepted as the widely applied method of the DSM because of its feasibility
and quick response [77]. End users are encouraged to participate in the opera-
tion of the power system in both types of incentive-based or price-based DR
programs as a prosumer.

It is evidently seen that there is an unprecedented rate of incorporating DR
strategies in power system operational tools to mitigate supply-demand
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FIG. 10 The implementation of load shifting strategy by using related ancillary services.

imbalances due to unpredictable nature of RESs and power consumption pat-
terns of end users. A considerable amount of real implementations were carried
out all over the world with significant endeavors of utility decision-makers as
indicated in Table 2. For more information about different DR applications,
Ref. [74] can also be undertaken.

As a consequence the future electricity grid, namely, the smart grids, pre-
cisely will contain many new actors, especially in demand side to perform a
more flexible operation by DR programs [78, 79]. As the number of participants
increases, the system security, reliability, and efficiency together with the pro-
tection of personal data will not easily be maintained in the current version of
the power system operation. At this point the significance of a blockchain-based
power system will be sensed. The contract between the DSO and the DR par-
ticipants can be arranged by using the blockchain so as to provide a more secure,
sustainable, and reliable operation.

Numerous notable companies, stakeholders, giants of foundations, and insti-
tutions have genuinely attempted to conduct significant amount of projects and
led to joint international consortiums for integrating blockchain-based DR
applications into the power system. Similar to the other industries, significant
changes and upheavals have been performed in both supply and demand side of
the utility grid within the smart grid and blockchain concepts. The investments
in RESs, DR implementations, EVs, ESSs, transactive energy models, and other
application domains have been increased in recent years, coming from energy
transition needs from traditional to the modernized grid architecture.

To harness the large number and variety of flexibility sources demand
reduction capability in a more organized and coordinated way, TenneT (a trans-
mission system operator in Germany), Vandebron, Sonnen, and IBM have joint
a consortium that started in 2017. The pilot projects were implemented in the
real world and tested in the Netherlands and Germany for the purpose of
increasing system performance and achieving system in balance by utilizing
the flexibility of electric cars and home batteries. Peer-to-peer trading plat-
forms, open-source for blockchain provider, and batteries are provided by stake-
holders jointly involved in the project [64].
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Focused on controlling a

specific loads

Focused on controlling the
total power consumption of

end-user premises

Air conditioners

Pool pumps

Water heaters

Irrigation
pumps

Contract-based
reduction

Building energy
management
system

Backup
generators

Pacific Gas & Electric Company
[PG&E (California)], Commercial
& Residential—*SmartAC
program”

CPS Energy (Texas), Commercial
& Residential, “Smart Thermostat
Program”

Austin Energy Company (Texas),
“Rush Hour Rewards Program”

Energex Company (Australia),
“PeakSmart AC program”

Endeavour Energy (Australia),
Residential, “PoolSaver
Program”

Energex Company (Australia),
Residential, “Pool Rewards
Program”

Energex Company (Australia),
Residential, “Hot Water Rewards
Program”

Southern California Edison (SCE)
Company, “Agricultural and
Pumping Interruptible Program”

Transpower Company (New
Zealand)

PG&E (California)—Industrial,
“Optional Binding Mandatory
Curtailment Program”

Diamond Energy Company
(Singapore), “Load Interruption
Program”

Ausgrid Company (Australia),
Commercial & Industrial,
“Dynamic Peak Rebate Trial”

Kyocera, IBM Japan & Tokyo
Community (Japan), Converge &
OpenADR Alliance & Fujitsu,
pilot implementation

Southern California Edison (SCE)
Company (California),
Commercial, “Automated DR
Program”

TECO & Progress Energy
Company, (Florida), “Backup
Generator Program”

Eskom Company (South Africa),
“Standby Generator Program”

Continued
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TABLE 2 DR implementations in practical scale—cont’d

Focused on enabling end New York Independent System
users to the electricity market Operator (NYISO), (New York),
directly or indirectly “Day-Ahead DR Program”

New York Independent System
Operator (NYISO)—(New York),
“Demand Side Ancillary Services
Program”

PG&E (California), Industrial,
“Demand Bidding Program”

Southern California Edison (SCE)
Company, (California),
Commercial, “Demand Bidding
Program”

The blockchain concept has been evaluated as an attractive solution in mod-
ern energy market and an important step comes from the Energy Web Founda-
tion (“EWF”), one of the most widely known foundations in the world that
creates Energy Web Chain platform for promoting the EVs, renewable energy
credits, DR applications, distributed generation system, and the like in the
energy industry [80]. Belgium’s TSO, namely, Elia, is also an affiliate of
EWF and has been aware of the challenges in emerged sophisticated power sys-
tem in terms of ensuring production and consumption balance while introducing
thousands and eventually millions of assets and variable RES installations. As a
solution the concept of demand-side flexibility has been taken into consider-
ation and also the pilot project was carried out for commercial and industrial
end users in 2013 by Elia. Recently, there is a significant endeavor to construct
a blockchain-based application for implementing DR programs automatically
considering the grid requirements in balancing market. The developed architec-
ture is aimed to be performed on Tobalaba, EWF’s blockchain test network.
Sam Hartnett, a member of the EWF team and an associate at Rocky Mountain
Institute, indicated his thoughts as follows: “When a grid operator like Elia
introduces a new technology like blockchain and puts a strong foot forward,
the whole industry adapts-service providers, aggregators, consumers. They’ve
put a flag in the ground for blockchain’s potential to change the market.” [81].

Spectral Smart Energy Control Systems have been presented as such an
advanced energy management platform that is capable of controlling wide
range of energy assets available in the smart grid from distributed local energy
resources, battery systems, and smart home appliances to even aggregated
mobile loads. One of the most important targets of the project is establishing
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a blockchain-based market platform for maximizing RES penetration and flex-
ibility resources effectiveness by empowering individual prosumers and/or
emerged local energy communities to being an active participant in energy mar-
ket. The intermediate parties are eliminated, which bring direct, automated, and
robust peer-to-peer trading mechanism with complete transparency in their
identity and trading details thanks to the developed Spectral Energy Xchange
platform [82].

The project of eDREAM has been qualified to be supported by European
Union’s Horizon 2020 research and innovation program with the aim of devel-
oping a novel near-real-time closed loop optimal blockchain-based DR ecosys-
tem for aiding distribution system operators (DSOs) to operate system under
reliability requirements and to maintain its secure, sustainable conditions. The
considerable amount of possible flexibility resources has been utilized in ancil-
lary and balancing services while ensuring optimal system operation by aggre-
gators. The blockchain applications have been investigated in decentralized
marketplace-driven management with securing the data handling. For testing
the developed architecture, three pilot areas are determined in the United King-
dom, Italy, and Greece corporating the Kiwi, Terni, and CERTH Lab Facilities,
respectively. For more detailed information, Ref. [83] can be examined.

The electricity market architecture has been transfigurated from conven-
tional model to novel decentralized and autonomous energy sector that has quite
differences with from each other. To address the need of creating a blockchain-
powered flexible peer-to-peer trading platform, a London-based start-up Elec-
tron launched its adventure in the year 2015 in cooperation with National Grid
UK and Flexitricity. For increasing the deployment smart grid applications into
the power system, they also present some products that are capable of registrat-
ing the meters, trading DR event actions, and managing the distributed energy
resources—making all of them easy to trade between distributed parties in an
efficient manner. The consortium targets to take the advantage of blockchain
technology as an enabler of flexibility while ensuring security and transparency
of the developed decentralized structure [84]. Alastair Martin, a member of
Flexitricity, has indicated as follows: “One of the issues faced by the U.K.
energy sector today is metering which measures the contribution of demand-
response and could be potentially contaminated by unrelated factors. Sub-
metering is key and would allow us to determine the correct level of energy
delivery at site, but this requires appropriate information flow and validation.
Blockchain technology has the potential able to address this issue successfully
and enable us to fully optimise demand-response” [68].

It can be deduced from the aforementioned explanations that DR program
implementations have some points needed to be improved such as the energy
intermediaries (aggregators or DSOs) that provide communication with end
users on an individual basis. However, this might cause the success rate of
the DR to decrease; that is, the received demand reduction requests coming
from electric utilities cannot be met by end users for achieving theirs
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power-saving targets. Being aware of the mentioned issues, Japanese compa-
nies Fujitsu Limited and Fujitsu Laboratories Ltd. have made an effort to devise
a blockchain-based system for enabling enterprise end users to perform peer-to-
peer energy exchange among each other. The developed architecture has
applied the system based on real-world electricity data supported also be
ENERES Co., Ltd., and as a result, DR success rate was nearly improved by
40% compared with existing implementation. It is expected that the consider-
able improvement will pave the way for increasing the number of participants
into the DR programs that help to give fast responses to the changes especially
in peak periods [85].

Ethereum and smart contract-based transActive Grid (TAG) platform was
developed by the LO3 Energy, which makes neighboring residents to perform
localized peer-to-peer energy trading and control its distributed resources in
grid balancing axioms by implementing DR applications on Brooklyn Micro-
grid (one of the most famous pilot projects developed by collaboration of
LO3 energy and Siemens). To monitor and measure the prosumers’ energy var-
iations, transmitting this information to the other end-user nodes in created net-
work and acting upon the available information, TAG elements were designed
including computer and meter. The excessive available solar energy produced
by end users can be directly transacted to theirs neighbors for improving system
performance beginning from the local level [86].

Optimal operation requirements of distribution power system are taken into
account thoroughly, and a platform is aimed to be created by the Hive Power to
develop optimal management strategies considering the revolutions, changes,
and upheavals on system the model. The participants are incentivized to contrib-
ute maintaining the electricity system in balance by effective coordination of
their production and consumption values. One of the important features of this
developed Ethereum blockchain is that flexibility sources of the local energy
communities have been managed optimally by satisfying supply-demand needs
for the purpose of maximizing entire community’s welfare and meeting system
technical constraints thanks to the HONEY algorithm. Also, Hive Token is used
in energy trading activities, which is standard Ethereum ERC20 token [87].

The sophisticated architecture of energy sector has different necessities that
should be considered from general perspectives such as existence of vast range
of data to be processed fast and need a considerable amount of storage capacity
and the like. To address these specific challenges, again, Ethereum-based block-
chain was designed by the Pylon Network especially for assisting energy sup-
pliers to get better information about power flows and also provide renewable
energy cooperatives. Similar to Hive Power platform, the scalable and versatile
system also promotes smart meter (Metron) in combination with blockchain and
virtual trades, energy flows are tokenized. Surely, it is possible to dispatch the
demand for achieving optimal power flows in real time in distributed green
energy network [88].
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4 Concluding remarks

It can be evidently seen that 21st century brings along significant revolutions in
nearly every industry especially power system, which all are forerunner of mod-
ern society from top to bottom. The long-lasting structures have been transfigu-
rated extremely different ones, making it necessary to introduce brand-new
technologies for keeping up with rapidly changing time. Highly penetrated
RESs, demand-side management programs, EV integration with both
vehicle-to-grid and grid-to-vehicle options, peer-to-peer trading platforms,
IoT-enabled smart appliances, flexible control and management systems,
machine learning algorithms and others have enforced energy sector stake-
holders to find advanced solutions for achieving operate the system in desired
targets. The current power system and financial and nonfinancial structures
have been transformed from centralized to decentralized and distributed net-
work platforms that also enable information flows at significant number of ter-
minals. Therefore, as the trending topology, the usage areas of blockchain are
being widened in nowadays because of the changing architectures, making it
necessary to combine advanced technological innovations for managing them
in a secure, transparent, versatile, scalable, and authenticated fashion. In this
context, blockchain has become one of the latest “disruptive innovations,”
and it has taken great attention from utility decision-makers, financial institu-
tions, national governments, the academic community, and industrial stake-
holders due to its high potential in terms of reconfigurating society entirely.

From the other perspective, DR programs are being used to decrease the
electric power consumption in peak periods or shift the power demands to
the nonpeak periods of the day since its invention. The number of participants
in such programs will increase in the future due to the increment of the self-
energy production or the desire to control their consumptions. Thus the lack
of security in that system including many stakeholders during the operation
of the power system is inevitable. In this regard, the incorporated both the block-
chain and DR programs can be accepted as a promising solution so as to provide
a more secure and sustainable power transaction.

Overall, there have been great attempts to map out the early stages of power
system, drawbacks, changing features, incorporated new technological innova-
tions, and the background of shifting distributed structures, comprehensively.
Also the fundamental features of blockchain technology were holistically
examined including consensus algorithms, asymmetric cryptography tech-
niques, specific hash functions, and peer-to-peer transaction network. The high
diffusion within the business, financial, nonfinancial fields was evaluated from
different points of view. Moreover the real practical implications, projects, and
startups were elaborated in detail for emphasizing whether the blockchain is
only a buzzword or has a chance in a community especially combined with
DR strategies.
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Hosna Khajeh, Miadreza Shafie-khah and Hannu Laaksonen
School of Technology and Innovations, University of Vaasa, Vaasa, Finland

1. Introduction

New technological advances make significant changes in communication
between customers and different stakeholders in the power system. These
developments pave the way for the power system, heading toward the new
age of smart digital grids. Smart meters connected to customer’s appliances
enable customers to manage their consumption to maximize the profit. In addi-
tion, customers can also play an active role in local markets, submit bids, and
reshape their demand based on certain signals such as market prices. Demand
response (DR) programs help customers to manage their loads in a way that they
can maximize their profit. The customers not only are able to control their con-
sumption but also play the role of producer in future smart grids. For example, a
household can be equipped with solar panels so as to supply its demand and sell
the extra power to the grid. In this way, customers change to “prosumers” con-
sidered as actors who can participate in the market as a seller or a buyer.
More proactive role of customers can bring considerable benefits to the
power system. First, it reduces the need of installing new generation capacity
for situations where total demand exceeds the generation. In the future, building
of new large conventional fossil fuel-based power plants will not be econo-
mically viable and environmentally acceptable solution [1-4]. From envir-
onmental reasons, large-scale installation of renewables is needed, but the
intermittent characteristics of renewables need new solutions based on, for
example, short- and long-term energy storages and on demand response utili-
zation. Intelligent control and management of flexible demand as one important
part of the solution would save the total power system costs and enable afford-
able energy prices for the customers [5]. Second, participating in a DR program
may mitigate the price spikes during high demand, i.e., peak load hours [6, 7].
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Through more active role of prosumers in the future power systems and elec-
tricity markets, the power system resiliency and demand elasticity can be
increased, and more competitive customer electricity prices can be achieved.

However, the customers prefer to operate their appliances in a way that
ensures that the highest comfort is reached [8]. The main responsibility of a
DR program is to motivate customers to respond to the market prices despite
the fact that it may reduce their comfort, helping the operator keep the balance
between the generation (or supply) and demand [9, 10]. The current DR scheme
is classified into price-based and incentive-based programs. In the incentive-
based program, a contractual agreement may be reached between two parties,
or the utility company may request for reshaping the demand [11]. On the
contrary the utility company has an indirect role in the price-based DR program.
The customers try to adjust their consumption according to the prices deter-
mined by the utility [12]. The main reasons encouraging customers to take part
in a DR program are saving costs or making profits, avoiding blackout (power
system resiliency), and responsibility sensing [13].

Implications of both price-based and incentive-based DR programs have
been thoroughly assessed in several studies. For instance, in [14], real-time pric-
ing was utilized to incentivize customers at peak load hours. The research shows
that peak load could decrease between 8 and 11 h in the UK residential sector. In
[15] a market deploying real-time pricing was modeled, and a reduction in
energy costs could be achieved if a considerable number of participants respond
to the market prices. The real-time pricing tariff was proposed to be set by the
utility in [16]. The study aims to maximize the utility’s profit taking into
account the price elasticity of the customers. Different DR programs were
offered to be prioritized considering the nodal and global factors in [17]. In
[18], responsive loads offer prices and quantities of the demand so as to be
curtailed during peak load time slots or be shifted to another hour. An
incentive-based DR algorithm was introduced by [19], in which the incentive
rates are paid to the customers depending on the amount of the shifted load
and improved voltage profile. In [20] the electricity retailer tries to manage
the market price risks through incentive-based DR program. The rationality
and incentive compatibility of a single customer with an incentive-based DR
were assessed in [21]. The Stackelberg game was adopted by Refs. [22, 23]
so as to model the interaction between different agents (or stakeholders/actors),
like the grid operator and customers, from the perspective of the grid operator
utilizing an incentive-based DR program.

Since the direct negotiation between the system operator and small cus-
tomers or prosumers would make the system more complex, a linking market
or agent can be in charge of aggregating the customers’ responsive loads. In a
centralized approach a prosumer is not able to participate directly in the DR
program. It should share the information with the centralized entity (e.g., an
aggregator) so that the entity can decide how to manage the prosumer’s
consumption taking into account the information given by the prosumer.
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The majority of studies conducting research on DR programs have considered
the centralized approach. In a decentralized DR scheme, however, a customer
or prosumer can directly have control over its demand. In a decentralized
approach, local markets are constituted in a way that it facilitates the trading
between small customers and prosumers. The direct participation of them can
increase liquidity, promoting collaborative trading in the market. In addition,
a customer or prosumer will have more freedom to innovate and choose the
level of discomfort cost it can incur. The decentralized program may also
eliminate conflicts between the prosumers and the upstream entity and
increase electricity supply security and reliability as well as power system
resiliency.

In the literature, there exist some studies that propose a decentralized
scheme for DR deployment. In [24] a decentralized DR framework is pro-
posed considering each bus as an individual agent. However, customers
are not capable to react individually, and therefore a bus service entity was
proposed to submit bids on behalf of the customers connected to the bus.
Similar kind of decentralized approach-based study regarding the renewable
generation and responsive demand management has been done in [25].
Again, load aggregators are responsible for aggregating small customers’
responsive loads.

The main contribution of this chapter is as follows:

1. Each prosumer with responsive demand and renewables is considered as an
individual agent that will be able to submit bids in the real-time local market.

2. DR is implemented in a decentralized scheme in which customers can
totally control their consumption, reshaping their demand at their conve-
nience according to the market prices. The type of DR program proposed
in this chapter is price based.

3. A Q-learning method is utilized by the prosumer so as to learn how to build
its bids.

4. Prosumers can compete against each other aiming to maximize their own
profits in the market that increase the liquidity of the local market.

5. A blockchain-based platform is adopted to facilitate the participation of pro-
sumers, promoting trust and privacy among the members of the market
while eliminating a broker (like aggregator).

6. The proposed decentralized model is compared with the centralized
aggregated-based one that is considered as an incentive-based DR program.

The rest of this chapter is organized in the following way: Section 2 intro-
duces the proposed model briefly. Section 3 describes the first stage in which
prosumers are scheduled through the Q-learning method, and the market is
settled to find the best market price and DR price. Section 4 explains the sec-
ond stage of the proposed model where demand is rescheduled and the market
is settled for the last time. Section 5 gives details about how the proposed
model can be implemented on the blockchain platform. Section 6 compares
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the proposed decentralized model with the aggregator-based scheme and
assesses the effect of prosumers’ contribution on the market’s load profile.
Section 7 concludes the chapter.

2. The decentralized demand response model

In this model, prosumers are assumed to take part in a local privacy-based
market. Accordingly the main model is from the viewpoint of the prosumers.
However, the local market-clearing model is also presented in this work.
Prosumers of the same market can trade with each other in a blockchain-based
platform. There exists no intermediary intervening in the trading. One of
the key features of blockchain technology, the smart contract, is adopted to
implement the settlement rules related to the local market. Fig. 1 illustrates
the model and the interaction between prosumers in the local market.
Our proposed model includes two stages:

- In the first stage a prosumer tries to find the optimal price and capacity for
the next hour through the use of the Q-learning technique. It should be noted
that the prosumers are proposed to utilize the maximum capacities of their
renewables since they are more profitable due to their low marginal costs and
environmental benefits [26]. Then, prosumers submit their bids via the
blockchain account. Eventually the market is settled through the use of
the smart contracts, and the next-hour market price and the DR price are sent
to the participants.

- Inthe second stage, prosumers are given the option to reshape their demand
based on the market and DR price, aiming to maximize their profit with
regard to their own information. Again the market will be settled trying
to maximize the social welfare of the participants.

A decentralized local market Bidirectional flow of energy and ‘
information

B TN

B éﬁﬁn
\

Blockchain-based platform

.
3 A

d 11 0 { 1P

FIG. 1 The proposed decentralized local market containing various prosumers.
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3. Stage 1: The prosumer’s scheduling and the first settlement

The prosumers’ scheduling will be performed through the reinforcement learn-
ing technique. It also calls deep Q-learning with experience replay. With regard
to this technique, a prosumer would be able to find its optimal bidding strategy
through the use of experiences it has gained previously. In other words the pre-
vious interactions of the participant with the market help to set the optimum
bidding strategy. All of the data associated with the past experiences including
the status of the past and the current ones as well as the actions and the related
rewards are stored in a list called experience replay. During each episode, one
part of the list is deployed randomly so as to train the prosumer, helping the
algorithm avoid overfitting. The final purpose of the algorithm is to predict
the Q-function, leading to find future reward. Fig. 2 shows the pseudocodes
employed to predict the future reward through finding the optimum Q-function
[27]. Note that the Q-values are the estimated reward, taken to be independent
of the system’s states to reduce the complexity of the proposed model.

Algorithm Deep Q-learning with experience replay

Put the initial value for replay memory D
Put the initial value for action-value function Q with random
factors
for episode = 1, M
* Initialize sequence s1={x1}
» Initialize preprocessed sequence ¢1= ¢ (s1)
for 1=1,T
*  Select a random action ar with the probability p
e Otherwise a~max.0 (#(s,),a;0) with the
probability 1-p
»  Implement ar and observe reward 7+ and image
Xt+1
o Setsi+1=s1, ar, xr+1 and preprocess @r+1= @ (Sr+1)
»  Store transition (a:, 7t , ¢1 , ¢r+1) in D
*  Sample random part of transitions (i , 7i , ¢i ,

¢i+1) from D
. Set y; =
{ 7 For terminal @;,,
7 + mymaxQ(D;41,a’;0) For non — terminal @,

 Utilize a gradient descent step on
(7, - 0(¢.a;:0))’

end for

end for

FIG. 2 The pseudocode for the Q-learning algorithm.
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The optimum demand of prosumer p at time slot ¢ is yield from the
following [28]:

. Py, —7 .
. N t
4dmin - if 4 < dmm
12 st
Yp,t
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pot
B, — 7
max max Dt
dp,t if dp‘t <
}/p,t

in which 7z, is the market price and the local market price at time slot ¢ is repre-
sented by d,, . ,, and y,,, are the parameters of the proposed Q-learning algo-
rithm that are time dependent.

Therefore the optimal price, 7,,,, and demand, d,,,, of each prosumer at ¢
would be determined through the Q-learning algorithm. As aforesaid the offered
generation power of each prosumer equals its maximum capacity predicted at
the previous hour, denoted by p,,. Prosumers submit their offered demand,
price, and generation capacity to the local market via their blockchain account.

In the next step, demand and its corresponding prices will be aggregated in a
descending order, whereas renewable capacities and the corresponding prices
are aggregated in an ascending fashion, i.e., the generation capacity with lower
prices and the demand offered the higher prices are the first priority. The inter-
section of the line chart of the aggregated demand and the aggregated supply
determines the unique market price for the time slot ¢, z,. Fig. 3 illustrates
the clearing price for the hypothesis situation.

In the final step of stage 1, the DR price, n:f) R is determined by Eq. (2):

P P
0if > dpi<> pp
p=1 p=1

ﬂDR —_ (2)

P P
am it D dpi> > py,
p=1 p=1

where in Eq. (2), a, >1. a, is a time-dependent parameter specified by the system
operator. It is assumed that the local market has P prosumers. Eq. (2) states that
the market would incentivize prosumers to reshape their load if the total demand
of the market cannot be met by the local supply. Note that Eq. (2) should be
subjected to the following constraint:

ﬂfDR S Tmarket,t (3)

In Eq. (3), Zyarker,s 1S the price of the upstream market at z. The constraint
states that the DR price would not be profitable if it exceeds the price of the
upstream market.
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(5]
E The aggregated demand
The aggregated SUPplY mmm—
Market price f ———————————— — -

Quantity
FIG. 3 The first settlement of the local market.

Consequently the prosumers can receive the market price and DR price via
their blockchain account. Then the next stage begins.

4. Stage 2: The prosumer’s rescheduling and the final
settlement

Having received the actual price and the DR price signals, the prosumers of the
local market are given the chance to reschedule their demand, using Eq. (1). The
amount of demand offered by prosumer p to be shifted from ¢ or curtailed during
tis called the DR part of the demand, denoted by d,’,) R given from the following:

A =dy—d) “4)

where d,7" denotes the demand rescheduled by the prosumer at ¢ in the
second stage.

Finally the market is settled aiming at maximizing the social welfare of the
local market:

P P P
max (Zﬂ,ﬂ;’t + Zﬂ,DRdglf — Zﬂ,d;tivv’> 5)
p=1 p=1 p=1

Subject to

0<p, . <pp, (6)
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FIG. 4 The flowchart of the proposed model.
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where p;,,’ s df,), f’, and d,;" are the optimum amount of renewable generation,
DR demand, and rescheduled demand of customer p at ¢, respectively, which
should be determined from Egs. (5)—(8). Constraints (6), (7), and (8) explain
that the optimal amount of renewables, DR demand, and rescheduled demand
should not exceed the values offered by the prosumers at 7. Note that the optimal
market price and the DR price were extracted from the settlement of the
previous stage.

Fig. 4 depicts the flowchart of the proposed model. The first and second
stages are specified in the figure.

5. The blockchain-based platform

In this chapter, each prosumer is regarded as an independent agent that would be
able to have access to the blockchain platform. The system operator is also
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responsible for registering the qualified prosumers as agents to take part as par-
ticipants. Furthermore the operator determines the optimum amount of a, for
each time slot of the day considering the market prices.

The implementation of the local market is built on a private blockchain so that
the prosumers and those customers who have flexible demand can access the
local market. Each participant has a unique address in the chain that is connected
to the checking account on the smart contract [29]. Hence the participant can
deposit and withdraw money through its blockchain account. The market rules,
instructions, and mechanismsrelated to the settlement are implemented by one of
the important features of blockchain, the smart contract. In fact the smart contract
provides the link between prosumers intending to buy power and those who want
to sell it. In the final settlement the account balances of participants will be settled
after the offered prices and quantities of buyers and sellers are settled. Finally the
transactions are executed, new blocks are built, and the funds are transferred from
the accounts of the sellers to those of buyers.

Moreover the penalty would be deducted from the account of the seller if
there exist differences between the offered capacity and the actual capacity
shared with the market. This can be due to the error of forecast or variability
resulted from the intermittent characteristic of renewables and demand. The
amount of the penalty mainly depends on the local market prices and will be
determined by the system operator. Note that if the demand of the local market
cannot be met through its own supply, it will be supplied by the upstream mar-
ket. Therefore the prices of the upstream market would also affect the penalty.

The local markets definitely benefit from disintermediation, which block-
chain can bring. The elimination of the central profit-based entity can consid-
erably decrease the prices of the local market. In addition, blockchain
technology builds a single venue in which a number of participants can compete
with each other to sell and buy energy, ensuring the best possible prices in the
local market. So the utilization of blockchain technology is more cost-efficient
[30]. Each transaction record is transparent and open through the use of a block-
chain platform. A prosumer can have unrestricted access to the previous trans-
actions in which it was involved. Moreover the privacy and security of input
data are ensured using the hash functions. To this end, it promotes trust among
market participants. They can share data and energy with each other within the
local market while staying anonymous.

6. Simulation: Numerical results

6.1 Decentralized versus centralized aggregator-based scheme

In this section, we aim to analyze the effects of decentralization on the prices of the
market. To this end, first, the results extracted from the proposed model will be
compared with the results of the model that has an aggregator. In this model the
aggregator determines the billing costs of its downstream customers and prosu-
mers, whereas in the proposed model the prices paid by prosumers are specified
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through the local market settlement. In the aggregator-based scheme, the aggrega-
tor collects all of the information about the prosumers, aiming to maximize the pro-
sumers’ profits from buying and selling power. It will be based on the incentive-
based DR program in which the aggregator and prosumers reach a contract so that
the aggregator can manage the prosumers’ generation and consumption.

To capture uncertainties of the upstream market, different scenarios were
generated through the use of the roulette wheel mechanism according to the his-
torical data of the Australian electricity market. Then the prices of the proposed
local market are compared with the billing costs of the same prosumers who are
aggregated by the aggregator. The simulation has been done for two subsequent
days, the first and the second days of a week. Figs. 5 and 6 illustrate the com-
parison between the prices of the proposed model and the aggregator-based one
for the first and the second days of a week, respectively. Note that the aggre-
gator is considered as a nonprofit entity.

200
150

100

50

Market price (€)

123456 7 8 910111213 14151617 18 19 20 21 22 23
Time (h)
e Agoregator-based e Decentralized local market

FIG. 5 The results of decentralized proposed and the aggregated-based one for the first day of
a week.
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Market price (€)

50
0
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Time (h)
e Agoregator-based e Decentralized local market

FIG. 6 The results of decentralized proposed and the aggregated-based one for the second day of
a week.
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According to the results, although the aggregator-based model requires
some private information on all of the prosumers, the results are almost the
same. In other words the simulation states that prosumers are not required to
share their information with the aggregator to minimize their billing costs. They
can preserve their privacy such as their comfort cost, have the freedom to bid
their demand and generation capacity, and preserve their privacy using the pro-
posed decentralized model.

6.2 The effects of the contribution of the prosumers on the market
load profile

In the second part of the simulation, we compare the total demand of the pro-
sumers in the first and the second stages. In the first stage, in which participants
did not receive the price signals, they would submit offered demand aiming to
maximize their comfort. Figs. 7 and 8 show the optimal market prices and the

100

20 The local market prices

60

Price (€)

40

20

1 234567 8 91011121314151617 18 192021222324
Time (h)
FIG. 7 The local market prices for 24h of a day.
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FIG. 8 The aggregated demand for prosumers in the first stage.
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FIG. 9 The aggregated demand of prosumers in the second stage after 60% DR participation.

total demand for 24 h of a day, respectively. The figures state that the trends of
the load profiles and the market prices are the same. In other words the market
prices will increase when the demand of the participants is growing.

However, after receiving the signals in the second stage, it is assumed that
60% of prosumers decide to reshape their demand. The new load profile of the
market with 60% of prosumers’ contribution is shown in Fig. 9. As the figure
denotes, the prosumers’ demand follows an approximately monotonous trend in
comparison with the previous stage. They have modified their demand, espe-
cially in peak time slots so as to minimize their costs during the day. Even
though in the proposed study the potential LV network constraints were not
taken into account, as it can be seen from the simulation part of reference
[31], how the load profile of prosumers is flattened due to DR participation
is also beneficial from potential distribution (LV) network constraints point
of view.

7. Conclusion

This chapter introduces a two-stage model to obtain a decentralized price-
based demand response program. In the proposed model the privacy of prosu-
mers is preserved since there exists no entity acting as an intermediary. Hence
the prosumers are not required to share their information with another entity
such as an aggregator. The first stage of the model starts with the scheduling
of the prosumers using Q-learning method. The prosumers submit the optimal
bids to the local market, the market is settled, and the optimal market and
demand response prices are sent to the prosumers. Then the prosumers can
opt to change their consumption in response to the prices they received. The
final settlement of the market will be reached after receiving the modified
demand. The smart contract, the important feature of blockchain technology,
is utilized to execute transactions and implement the proposed market mech-
anism. In addition, the proposed decentralized model is compared with the
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centralized aggregator-based one. The results state that prosumers can have
approximately the same profits in the decentralized demand response program
while preserving their own privacy. In addition, the load profile of the market
can follow an approximately consistent trend if 60% of participants choose to
reschedule their demand to react to the price signals. This trend can be also
beneficial from potential distribution network point of view.
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1. Introduction

Real-time control and supervision participate in an important part in the man-
agement of smart energy networks and process at medium- and low-voltage
levels. Newly, as a result of the quick development in the arrangement of Dis-
tributed Energy Prosumers (DEPs), the smart grid management problems using
centralized methods can no longer be proficiently; therefore the requirement for
decentralized methods and structures is extensively identified [ 1-4]. The expan-
sion of Internet of Things (IoT) and smart metering devices together with the
vision of renewable energy incorporation has improved the level of implemen-
tation of decentralized energy networks where, owing to the absence of grid
energy storage capacity, electrical energy must be used as it is generated [5].
However, the integration of renewable energy has enhanced a level of uncer-
tainty as a result of the irregular and unpredictable characteristics of its
resources [6]. Output changes in energy production may threaten the safety
of energy supply, resulting in overloading of energy parts and power outages
or disruptions in service. In some situation, because of an unexpected peak
of renewable energy generation in the smart grid, the energy demand and energy
production are not balanced. The energy demand is inadequate to meet the
whole produced energy. The problem is intensified by the lack of capabilities
of DSOs to frequently decrease the output of energy production sources not to
compromise the entire grid operation. A proper method for these problems is
the demand-side management (DSM) targeting at matching the energy demand
with the production by inspiring DEPs to shed or shift their energy demand to
deal with peak load periods [7,8]. In this system the DSOs have characterized
demand response (DR) programs giving the prospect to DEPs to assume a
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critical job in the task of the power framework by forming their vitality request
to meet different lattice level objectives and get in return money-related advan-
tages [9]. Regularly the DSO starts a DR occasion toward the start of a charging
period by sending a guideline sign to each DEP determining a solicitation to
adjust the utilization for a restricted period and the money-related motivations
[10, 11]. The DEPs send offers with the measure of vitality, and they are happy
to lessen or to expand their interest, while the DSO acknowledges the offers and
checks if the harmony between the absolute vitality request and age at network
level is met. Subsequently the DEPs will intentionally plan their activity for
gathering the concurred profiles by time moving a few errands that require some
measure of electric vitality or by changing piece of their utilization to substitute
sources. In this way, DR projects offer a few advantages to the vitality frame-
works, including expanded effectiveness of benefit use and more prominent
entrance of renewables without diminishing dependability, facilitating limit
issues on circulation systems to encourage further take-up of dispersed age
on clogged neighborhood systems, decreasing the required generator edge
and expenses of approaching conventional hold, and including the related eco-
logical advantages through diminished outflows [12]. Over the most recent cou-
ple of years, the scholarly, inquire about, and mechanical spaces have picked up
a great deal of enthusiasm for the dispersed record and blockchain innovation
and its potential in decentralizing the administration of complex frameworks.
The conveyed record [13] is made from a set out of squares, chained back uti-
lizing a connected rundown of hash pointers, each square putting away a lot of
legitimate exchanges of computerized resources. The connected rundown is an
affix just information structure; in this way, any progressions that would show
up in past enlisted squares would prompt irregularities (i.e., the hash pointer of
that square would change). On the off chance that one needs to change the sub-
stance of a past square, all the accompanying ones should be reiterated and con-
nected to acquire a steady refreshed information structure. The favorable
position brought by this structure is the sealed log of all value-based data con-
tained in the squares. Every one of the exchanges and squares is disseminated
(i.e., recreated) among the hubs of a distributed system. Enrolling another
exchange will send it to all its companion hubs, and every one of them will
approve and proliferate it further. On the off chance that any logical inconsis-
tencies or invalid states happen, the exchange won’t be sent. To maintain a stra-
tegic distance from circles in the system, a hub can choose not to advance
exchange on the off chance that it was at that point recently enrolled. Since there
is no focal expert to make new squares and every hub keeps a neighborhood
duplicate of the record, accord calculations are utilized to guarantee that every
one of the hubs concurs upon a worldwide truth about the substantial record
state. The accord calculations, for the most part, depend on proof protocols
[14] that characterize computational serious issues that are hard to unravel
and moderately simple to approve. Another square containing the most current
exchanges distributed in the system is mined and approved by a hub that finds an
answer for that issue (see green square in Fig. 1).
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New forms of blockchain innovation usage offer help for the execution of
shrewd contracts [13]. The brilliant contracts are bits of code that execute
diverse business decisions that should be checked and settled upon by all com-
panion hubs from the system. These agreements are enrolled in record’s squares
and activated by exchange calls that require every hub to refresh its state depen-
dent on the outcomes got in the wake of running the keen contract. Since they
are additionally repeated in every one of the hubs of the system, they offer
incredible potential for control decentralization. They go about as specialists
that can have a state and usefulness and can be activated anytime in the
wake of being effectively conveyed, supplanting outsider center elements from
the value-based world (judges, litigators, escrows, and so on). In our vision the
blockchain innovation can possibly give a troublesome inventive way to
deal with DR projects and vitality exchanges, making ready for verified
cryptography-based decentralized administration of practicality vitality lattices.
In this specific situation the fundamental commitments of this book section are
the following:

e a blockchain-based model for distributed management, control, and valida-
tion of DR events in low-/medium-voltage smart grids;

e Blockchain-based distributed ledger for storing the data acquired from
metering devices as energy transactions in a secure and tamper-
proof manner;

e Implementation of self-enforcing smart contracts to track and check the
compliance of each DEP enrolled in DR programs to the desired demand
energy profiles, to calculate associated rewards and penalties, and to detect
grid energy unbalances requiring the definition of new DR events;

e Finally a consensus-based DR validation approach to activate the appropri-
ate financial settlement to the flexibility providers and to increase the reli-
ability of the smart grid operation.

2. Related work

Various studies have been done on the blockchain algorithm in which this
paper focused on distributing the energy of the hybrid energy via the block-
chain; moreover the case study shows that the electricity consumption is
tracking the pattern of the renewable generation with P2P method of
exchange [1]. The other important factor is the bandwidth demand, as the
requirement for the blockchain is 10 times higher than the demand in real-
time AMI in both standard and high scenario conditions; thus a higher band-
width for communication is a must for the blockchain transactions [2]. The
energy management of residential, commercial, and industrial users plays a
vital role; therefore three parameters were considered for it, which are tech-
nical issues such as high frequency of P2P power trading, decentralizing
application for P2P power trading on blockchain, and developing and
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motivating the application for attracting more participants [3]. A new model
for decentralized transactive energy management leads to the optimization of
energy and financial flows in the transition toward active distribution
networks [4].

In this book chapter, old-fashioned charging was replaced by mobile
charging vehicle (MCV); in addition to that an optimal scheduling framework
was implemented with a consortium blockchain to achieve minimum cost
and maximum satisfaction. The deed was done for one of the ring roads of
Beijing, and the proportions of charging show better performance on cost
efficiency and user satisfaction [5]. The blockchain can be used for electrical
vehicles (EV) and the required renewable energy for them since in urban dis-
tricts power consumption and a conventional scheme could make the energy
optimization much better [6]. Another recent paper is that the trust consensus
protocol is proposed to reach an agreement on electric vehicles with block-
chain, in which credibility based on trust and validation calculations is being
proposed [7]. This paper proposes a project for the adaptive blockchain-based
electric vehicle (AdBEV). The AdBEV design uses the Iceberg order execu-
tion algorithm to match the smart grid demand and charge demand [8].

This paper emphasizes on DSM systems, which are a key tool in improving
collective self-consumption. Therefore, by using the optimization methods for
DSM and with the rising of blockchain technology, new opportunities, such as
consumption and production measurements validation, and local energy market
implementation were discussed [9].

The paper first uses the benefits of blockchain technology to provide a P2P
secure trading framework among ESS about ADR programs without relying on
a trusted third party [10].

Electric vehicles act as power storage devices for charging operations at load
times, and their energy is fed back to the grid to reduce the maximum load.
Vehicles can also sell their energy to adjacent charging vehicles in a P2P-
enabled way with local collectors; for instance, in autonomous driving, the need
to increase the accuracy of data analysis and make a quick decision is
essential [11].

This paper is a system that focuses on demand management in the network
and blockchain in industrial environments using machine-to-machine protocols
M2M) [12].

This paper proposes a game-based theory-based technique for managing the
demand side while combining storage systems with regard to supply con-
straints. The proposed game-based approach not only reduces the peak and
mean (PAR) but also balances the division of profits and demand, as well as
blockchain technologies that are introduced to secure the implementation of
an extended approach [13].

Here is a conducted review to develop an innovative framework for
empowering consumers and customers using blockchain-based P2P micropro-
cessors [14].
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Blockchain can be used to achieve authentication, authorization, account-
ability, security, integrity, compatibility, and nonrejection for real-time appli-
cations, which may be provided by an efficient centralized system in a smart
social environment; the authors devised a blockchain-based framework to sup-
port the right energy business in a network-based vehicle system recently [15].

This paper presents a blockchain-based architecture for managing DR dis-
tribution, control, and validation in low-/medium-voltage smart grids, thus
ensuring high reliability and decentralized operation through reliable and flex-
ible trading transactions and reliable and real-time DR validation. To validate
the proposal a simulation prototype was implemented using the Ethereum
platform. The results showed that blockchain-based distributed demand-side
management can be used for energy and production demand in an intelligent
grid, and the demand response signal is followed with high precision, while
the amount of energy flexibility required for convergence is reduced. However,
the proposal does not consider multidimensional markets [16].

3. Blockchains and renewable energies
3.1 Blockchain basics

Blockchains run on digital networks. Data communication in such networks is
equal to copying information from one position to another; for example, in the
cryptocurrency domain, this is equivalent to copying digital coins from one
user’s electronic wallet to another. The main challenge resides in the fact that
the system wants to make sure that coins are only spent once, avoiding twice
spending. A conventional answer is to use a central point of authority, such
as a central bank, who acts as the confidence agent between transacting parties.
On some occasions, central managing may not be possible or pleasing, as it ini-
tiates intermediary costs and needs network users to trust a third party to work
the system [17]. Centralized systems also have important inconveniences due to
a single point of failure, which renders them additionally vulnerable to both
technical failures and malicious attacks [18]. The main principle of blockchain
technologies is to eliminate the need for such intermediaries and substitute them
with a distributed network of digital users who work in partnership to confirm
transactions and ensure the integrity of the ledger. If central management is
removed, the challenge resides in finding a professional method to consolidate
and synchronize various copies of the ledger. The accurate procedure of vali-
dation and ledger consolidation varies for different types of blockchains. These
support mechanisms are known as distributed consensus algorithms [19].
Blockchains can be public or private; the only difference is related to who
can participate in the network [20]. There are different protocols of agreement
in blockchain technology. These are policies that every network uses to confirm
information. The method to achieve consensus is essentially related to transac-
tion velocity, safety, transparency, and scalability. With PoW, the majority
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well-known consensus algorithm, used by Bitcoin, miners compete to add a
novel block to the existing blockchain by solving a problem. Miners have no
technique to forecast or influence the product, so the only possible achievement
is that of trial and error. This brute-forcing process requires computational
attempt and therefore electricity. When the problem is solved, the block is
returned to the Bitcoin network and is accepted by other nodes if all transactions
are suitable and unspent, and the winning miner takes a financial prize. By start-
ing work on the consecutive block, other miners accept the recently generated
block. Significantly, all succeeding blocks have puzzles solved from all preced-
ing blocks. As the generation of novel puzzles is accidental and performed in
parallel by a lot of miners, several chains may appear. In this time the network
stores all resulting chains. Network members eventually abandon all other
chains but the longest, which is assumed to have been produced by a network
majority of computational power and therefore represents the most valid state of
the ledger. As a result, malicious attackers are constantly outpaced by the honest
part of the network, unless they can control more than 51% of the computational
power in the network. In the case of a 51% attack, malicious nodes could poten-
tially rewrite the entire history of transactions. One of the disadvantages of PoW
is the computational power needed to carry out the tasks to confirm the trans-
actions, something that requires enormous amounts of electricity. Sources
report that Bitcoin could use large amount of electricity in Denmark by
2020. On an extra positive note, a new study made by CoinShares concluded
that Bitcoin procured 77% of its energy use from renewable energy. PoS is
yet one more method to confirm a transaction. It aims to reach consensus by
replacing the brute force of computational power and energy use with an acci-
dental collection procedure depending on the wealth of each of the participants
or node owners [21]. This makes the blockchain achieve consensus a lot quicker
and smaller amount of energy intense. The rewards are different than novel
coins. Instead, they only take transaction fees. Ethereum, one of the majority
well-known blockchain platforms, is contemplating the shift from PoW to
PoS [22]. This means changing the software protocol that supports the block-
chain by the participants involved. This update is called a hard fork and is meant
for decreasing the number of rewards given, reducing inflation pressure in the
cryptocurrency. Given the energy demand of a PoW approach, several devel-
opers are showing preference for other consensus algorithms such as PoAu.
The block generation in PoAu requires granting special permission to one or
more members to make changes in a blockchain. Network members put their
trust into authorized nodes, and a block is accepted if many authorized nodes
sign the block. Any new validator can be added to the system via voting.
Although the method represents a more centralized approach, most appropriate
for governing or regulatory bodies, it is currently also proving popular with util-
ities in the energy sector. An example is the Energy Web blockchain that will
run on a proof-of-authority algorithm named Aura [23]. With the growth of dig-
italization in approximately all parts in personal and business life, a lot of novel
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possibilities release for optimizing processes and create them smoother. In the
whole world, there is a development toward replacing outdated paper registries
and databases with modern, digitized systems. This makes information easier to
discover and distribute. Blockchain technology is a novelty that promises effi-
ciency gains in business-to-business support and in daily transactions. It can
assist the interaction between parties without them having to believe each other
and, thanks to the immutability of its transaction history, suggest a secure plat-
form for information that is to be stored securely. By its distributed construc-
tion, blockchain technology can also make simpler the collaboration between
some parties and build it safer and more transparent. Based on these character-
istics, blockchains are extremely fine matched for developing supply chains and
equipping them for an increasingly worldwide and flexible world. Blockchain’s
ability to allow peer-to-peer energy transactions could significantly disrupt the
energy sector, particularly by encouraging decentralization. The growing use of
small renewable energy installations, such as rooftop solar panels, can create
stress on electricity grids that were designed with large, centralized power
plants in mind. By allowing peer-to-peer energy trading and incentivizing local
consumption at the time of production, blockchain could stabilize the grid, aid-
ing this decentralization. However, with users paying each other directly, many
of the traditional market roles could be called into question, including distribu-
tion system operators, retailers, suppliers, metering point operators, and balan-
cing groups. Pilot projects for community energy and peer to peer have already
been successfully run by the Brooklyn Microgrid in New York, PowerLedger in
Australia, Conjoule in Germany, and many more. However, in Europe, these
experiments are limited to pilots under regulatory exemptions or private micro-
grids—peer to peer remains far from being rolled out universally. Blockchain
could also be used for electricity tracking with at least two purposes: rewards for
generating renewable energy (e.g., SolarCoin) and renewable energy certifi-
cates or carbon credits. For those who want to invest in renewables but lack
the funds, blockchain technology could enable collective investments, ensuring
fair and transparent sharing of revenues. Electricity systems are being chal-
lenged by the introduction of high volumes of renewable energy generation
from decentralized sources that demand for new tools to maintain safe operation
and stability. Also the electricity sector is on the edge of digitalization with the
deployment of sensors and smart devices at the premises of every consumer in
numerous countries. There is a growing interest in blockchain technologies in
the electricity sector because blockchain enables distributed transactions with
transparency and immutability. Therefore it is an ideal technology to face
the challenges of decentralized generation systems. Blockchain technology is
the union of different technologies such as cryptography, P2P networks, and
data ledgers. The most famous use of blockchain is Bitcoin. Bitcoin was born
in 2008 with other cryptocurrencies appearing thereafter with different applica-
tions. According to a Gartner report, the peak of inflated expectations already
passed for blockchain technologies. The report states that all emerging
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technologies transit between different stages in the hype cycle, from innovation
trigger and peak of inflated expectations where hype is at its maximum to the
valley of disappointment and at last the plateau of productivity. Concrete devel-
opments will appear only now that hype has passed. One of the clear opportu-
nities of blockchain technology is the energy sector where all major utilities are
exploring use cases. The reality is that applications like Bitcoin with a complete
decentralization and an expensive infrastructure to maintain are not the best for
the electricity ecosystem. Different consensus protocols are proposed. All of
them have advantages and challenges ahead. Some of them tackle issues like
security and energy consumption in different ways. Numerous developers are
working on the use of blockchain technologies for renewable certificates, their
automatic issuance, and trading. One of the earliest solar energy certificates on
blockchain was solar power certificates developed by Linqg platform in 2016.
SolarCoin is another example: for every megawatt-hour of solar energy fed into
the grid producers is awarded one SolarCoin, which can be either stored in a
SolarCoin wallet or converted to bitcoins. SolarCoin is partnered with SMA,
a German inverter company, to tap several GW of small- and medium-sized
generators around the world. Another relevant example is NRGcoin that was
born as an intellectual project and is now continued by Enervalis. The NRGcoin
method replaces conventional high-risk renewable support policies with a
new blockchain-based smart contract, which better rewards green energy.
Although the centralized energy market structure has an inadequate number
of decision-makers, decentralized constructions may engage a great number
of factors, among which market and business models require to be coordinated,
requiring specialized techniques. One example of decentralized constructions
is renewable energy communities, especially in Europe and the United States
(Fig. 2). In those communities, citizens take collective action in a renewable
energy project at different stages with different roles. These decentralized
structures are relatively new in Mexico. In such systems, blockchain in combi-
nation with emerging fields such as IoT and smart meters, digital wallets, and
smartphones can trace energy from generation to consumption, from business
to business using the distribution system.

4. Blockchain applications in microgrids

The decentralized construction of blockchain fits into the decentralized
approach for control and business processes in a microgrid. In this section, pre-
ferred blockchain projects and concepts for microgrids are presented. Most pro-
jects are still below expansion or in the testing phase; hence, projects with
publicly accessible information were chosen primarily.

(1) PWR Company

PWR Company [24] focuses on P2P renewable energy trading in microgrids.
As a replacement for selling the energy instantaneously, PWR equips homes
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FIG. 2 Proposed structure to sell CECs from distributed energy to an energy supplier [24].

with deep cycle batteries for energy storage to stabilize the grid. The project
presently uses the Ethereum platform, which will be replaced in the future
by their own version of an energy-based cryptocurrency, the PWRToken.
One PWRToken equals to 1MWh and can be traded on various trade
markets.

(2) Power Ledger

Power Ledger provides a market trading and clearing mechanism based on
blockchain [25]. Owners of renewable energy resources can sell their surplus
of energy at a selected cost inside microgrids or over the distribution grid. Dis-
tribution system operators (DSO) receive income for energy traded over the
distribution grid.

(3) Key2Energy

In the Key2Energy conception [26], in its place of consuming power from the
grid, multiapartment residences present PV energy to its tenants at cheaper
costs. In this process, two agents are involved. The first tries to maximize
the revenues for the home by selling the produced solar energy on the local mar-
ket at best probable cost. The second tries to minimize the cost for shared elec-
tricity, for example, powering elevators and lighting. The blockchain is used for
transactions and smart contracts for the market logic.
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(4) LO3 Energy

TransActive Grid and Brooklyn Microgrid LO3 Energy [27] developed the
TransActive Grid platform, which is based on Ethereum and smart contracts.
The platform aims at different business models for the distribution grid and
transactive energy space. It enables peer-to-peer energy transactions, control
of DERs for grid balancing, demand response, and emergency management.
For this reason, TransActive Grid elements (TAG-e) are developed, which
consist of a computer and an electric meter. Their tasks are measuring energy
production and consumption, sharing this information with other TAG-e in the
network and acting upon this information. The vision is to create a blockchain-
based microgrid intelligence system.

(5) Dajie

Dajie [28] presents IoT devices and a blockchain-based platform. To contribute,
users have to establish and register one of Dajie’s IoT devices. The platform
aims at the P2P energy exchange, to apply coins to pay energy and services
to energy companies and to redeem carbon credit with coins. Coins can be
earned by producing energy. One coin equals 1kWh of produced energy.

(6) Share&Charge

Share&Charge [29] is a network of electric vehicle charging stations. Holders
of charging stations can record their stations and set tariffs for charging. Before
the registration the station necessity is equipped with the Share&Charge
module, which aim is to avoid unauthorized use. Electric vehicle owners can
load their Share&Charge wallets with money. The billing of the charging at
the station is handled by Share&Charge. Transactions and invoices are stored
in the Share&Charge wallet and can be monitored and tracked. The Ethereum
platform is used in the transaction layer.

(7) NRGcoin

NRGcoin [30] uses an energy-based cryptocurrency in a structure combining
smart contracts. The smart contract structure is based on Ethereum. One
NRGcoin is equal to 1 kWh, in spite of the retail worth of electricity. An impor-
tant difference in this method is that the energy should be produced by renew-
able energy sources and consumed locally. The smart contract platform is used
to process and pay all grid fees and taxes to the DSO. A similar system is respon-
sible to confirm the reported creation of energy by the local clients that not only
consume but also produce power. Through the validation phase, it is checked if
the energy is consumed locally. If the validation is successful, the produced
power is satisfied with NRGcoins, which could be used to pay for future green
energy consumption or sold on a currency market. As a result, oversupply in the
local area is not rewarded. On the currency market, consumers can buy these
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NRGcoins to pay for the green energy; thus they pay 1 NRGcoin per kWh. All
kinds of renewable energy are supported, not only solar energy. The operation
of NRGcoin measures the electricity flows and communicates with the smart
contract and exchange market.

(8) GiunStromJeton

Another still very conceptual structure based on Ethereum is GfunstromJeton
[31]. One key component is the use of GfunstromIndex, which is an index that
indicates the relative production of energy from alternative, “green” power
sources in the next 36 h. When this index is higher, the fraction of power pro-
duced from green sources to total energy produced is higher. The system
observes the energy consumption of the customers with the use of smart meters
and rewards them with GiunstromJetons when they consume power from alter-
native sources. Therefore the higher the index, the more Jetons the consumer
earns, which can be traded and exchanged.

(9) SolarCoin

SolarCoin’s aim is to enhance the production of solar energy [32]. Consumers
are deterred to invest in solar installations due to long payback times. To reduce
it, prosumers are rewarded 1 SolarCoin per produced MWh. With electricity
meters, claims for SolarCoins are verified. To register solar installations, differ-
ent affiliate facilitators exist: SolarChange, ElectriCChain, and SolCrypto.

(10) TheSunExchange

TheSunExchange enables” crowd sale,” where users purchase solar cells and
lease them to earn a passive income [33]. The project targets developing coun-
tries, where government corruption is a major problem. The leasing user pays a
rental, from which the solar cell owner receives a Bitcoin income for 20 years.
Additionally, the owner earns SolarCoins for the lifespan of the project.

(11) Bankymoon

Bankymoon [34] offers prepaid meters, which are blockchain aware. The idea is
to enable funding of electricity, water, and gas to everybody in the world. The
meters can be “loaded” by sending payments to the meter in different crypto-
currencies. The pilot project Usizo focuses thereby on needs of African schools,
where users around the world can directly spend cryptocurrencies such as Bit-
coins to the school’s meter to fund, for example, electricity for a month.

5. Blockchain-based management of smart energy grids

A blockchain-based design for disseminated the board, control, and approval
of DR programs in low-/medium-voltage savvy networks has been proposed
(see Fig. 3) with a perspective on guaranteeing high unwavering quality and
decentralized activity by executing identifiable and carefully designed vitality
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FIG. 3 Structure for decentralized management of energy grids based on the blockchain [14].

adaptability exchanges and close ongoing DR approval. The model the grid is
illustrated as a graph of peer nodes (i.e., DEPs; DSOs; and other interested
stakeholders such as transmission system operators (TSOs), retailers/suppliers,
and aggregators) able to coordinate through a blockchain-based infrastructure
to support fully decentralized energy demand and generation matching to
ensure stable grid operation.

A blockchain disseminated record is developed and oversaw at the brilliant
network level. Each DEP highlights IoT-based vitality metering gadgets and
registers the observed information with respect to the vitality generation or
vitality utilization esteems in squares as a feature of the record. Along these
lines a DEP is displayed as a hub of the shared circulated vitality arrange
and can keep up a duplicate of the record that is consequently refreshed when
new vitality information is enrolled. One of the real hindrances in DEP commit-
ment in DR projects is information protection and security, which for this sit-
uation are inventively tended to utilizing the blockchain appropriated record
highlights. The account of vitality exchanges in a carefully designed way is
as yet an open research issue in the unified methodologies, despite the fact that
a ton of work was put into guaranteeing protection safeguarding keen metering.
Endeavors are focusing on giving a trustful bidirectional association between
the DEPs and DSO utilizing conventions; for example, OpenADR, however,
framework centralization is a key plan flaw that makes information security
a fairly touchy issue [35].

In the decentralized approach, energy data are registered and stored locally
in the blockchain using DEP digital identities and then replicated and shared
with all the network peers for validation.

This is reliable with concentrates on protection and security sought after
reaction vitality frameworks that have demonstrated the DEP inclination to
keep information in-home and not in unified information storehouses [5].
Exchange permanence is another advantage brought by the blockchain innova-
tion, guaranteeing that any vitality information enlisted in the blockchain stays
unaltered after its approval. Since the conveyed record squares are anchored
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back utilizing a connected rundown of hash pointers, changing the estimation of
a vitality exchange in a square (by an aggressor) ends up more diligently as the
number of squares following that square increments. Taking into account that in
the blockchain-based methodology all vitality exchanges are copied and shared
over the system hubs, it is basic to give strong methods for ensuring this infor-
mation. Actually, all the data put away as exchanges in the conveyed record are
open, subsequently, to guarantee protection, conservation, and new techniques;
for example, zero-learning verifications are utilized permitting one gathering,
named the verifier, to check if the other party, named the prover, has mystery
data without the prover disclosing the data [15].

Simultaneously the private-open keys help manufacture a validation and
approval system in the appropriated record. The yields of vitality exchanges
are not sent straightforwardly to a location of the beneficiary yet rather to a con-
tent that contains the open key of the beneficiary. The yield content of any
exchange contains a lot of guidelines that must be implemented at whatever
point the vitality is executed again later on. Along these lines the advantages
are bolted, and the accompanying exchange should give the required informa-
tion created utilizing the private key through an opening content. A second hin-
drance for interest reaction to the board is that a lot of information must be
shipped, put away, and handled to adequately control the DR, and this turns
out to be considerably increasingly basic for ongoing frameworks. On account
of unified administration draws near, the coordination and interoperability of
vitality information gathered from heterogeneous and disseminated DEP is test-
ing. In the disseminated record case, the information obtained from the IoT
shrewd metering gadgets is put away locally in squares as exchanges and
repeated for approval to peer hubs. Since the number of exchanges can be high,
a lot of exchanges that happen in a brief time frame are assembled in a solitary
square and encoded utilizing Merkle trees including hash pointers. This gives
expanded execution and diminishes the length for the chain of squares and fur-
thermore the size of the squares to be repeated. All vitality exchanges in a square
are combined in pairs, and the Merkle tree is steadily worked from base to top
utilizing the hashes of exchanges until the root is come to. The hash of the root
encodes the whole accumulation of exchanges that are recorded and totaled in
the square and can be utilized by the hubs that need more stockpiling abilities
(i.e., light hubs). The light hubs store just the header of the squares, while the
genuine exchanges are put away remotely. The Merkle tree root gives enough
data to the light hubs to have the option to check the consistency of the chain
and, given the correct contribution, to check the participation of various
exchanges in the square. The light hub can examine other system hubs (i.e., full
hubs) for extra data in the event that it needs to confirm if an exchange was
mined and to recognize the square that stores the real exchange. Simultaneously,
control and authorization systems might be executed through which the
support of a recently sent DEP to the appropriated system for DR programs
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the executives can be acknowledged or dismissed. In this sense, imaginative
arrangements offering a high level of namelessness could be created utilizing
blockchain stages, for example, Quorum (i.e., permission execution of Ethereum
supporting information protection).

Blockchain conveyed agreement is utilized for DR check and close con-
tinuous DR money-related repayment utilizing the data assembled from each
DEP part of the framework on the portion of vitality adaptability that was
really conveyed. These data are accumulated in blockchain squares, for all
time enrolled, and repeated over the disseminated record. Since the informa-
tion structures offered by blockchain depend on hash pointers, the subsequent
advantage is that the whole record turns into a carefully designed log that can
be adjusted uniquely by reregistering the hashes for all the accompanying
squares, which is infeasible. In this manner, significant activity in the block-
chain approach is that the system ought to all things considered concur on the
substance of the record, which for our situation mirrors the vitality condition
of the framework and the DR occasions effectively tended to. In our method-
ology, rather than having one specialist keeping all vitality exchanges unified,
like the DSO, the obligation is similarly shared among each companion hub
of the system. Each time new vitality exchanges are enlisted by a DEP,
these qualities are checked by oneself authorizing shrewd contracts utilizing
the DR occasion understandings and expected vitality adaptability levels.
Since the brilliant contracts are sent in the system, each DR occasion guide-
line is implemented by each companion and approved in close constant over
every one of the friends. Accordingly the choice on the genuine portion of
contracted adaptability, which has been viably conveyed by each friend,
and money-related repayment is collectively settled upon by the various sys-
tem peers through agreement.

They by and large check the whole blockchain, and vitality adaptability
exchanges are not completely “affirmed” until new squares are included.
To accomplish accord between the hubs, a proof-of-work (PoW) convention
has utilized Greedy Heaviest-Observed Subtree (GHOST) together with
an application-specific integrated circuit (ASIC) safe hashing calculation
(Dagger-Hashimoto) [36]. The PoW is vitality utilization in this way; it isn’t
extremely engaging when we talk about vitality effectiveness. In this way, we
propose an elective form dependent on proof of stake (PoS). The PoS agree-
ment can’t be tried at this point since the PoS model will be accessible in
Ethereum just toward the start of 1 year from now [37]. In the PoS the member
stake is utilized to decide the probability of a system friend including the
following square of vitality exchanges to the blockchain and mining and
approving all vitality exchanges engaged with DR and the money-related
repayment. PoS calculations for mining the following substantial square
and approving related exchanges/benefits in the blockchain could be
stretched out to the particular instance of DR with a perspective on giving
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expanded dependability of the DR projects and matrix activity. In each DEP,
some portion of the lattice could play the job of vitality exchange validator
and could be the digger of the following legitimate square. Each validator
should claim some stake in the power arrange, for our situation the absolute
remunerated DR impetuses got to date, which could be utilized as an assur-
ance of the square’s legitimacy. To maintain a strategic distance from an
incorporated choice where just the most excessive part settles on the approval
choice, some level of randomization ought to be given. Arrangements like the
one given by PPCoin shared digital currency [38], which consolidates flip
coin randomization with the coinage factor (for our situation the DR impe-
tuses age), could be received. Because of the blockchain-based methodology,
the legitimate vitality exchanges and the real portion of actuated vitality
adaptability (i.e., vitality request deviations from benchmark) are known in
close continuous, and new DR occasions can be produced to manage
impromptu circumstances.

In short the PoS-distributed consensus-based DR program verification
works as follows:

(1) The transactions are registered by each DEP and shared with all the other
energy parties interested to the same share of flexibility (not only DSOs but
also TSOs, retailers, etc.) to be validated and mined in future blocks.

(2) The blocks are replicated, and the distributed ledger is updated to reflect
the state of the grid.

(3) For each DEP, self-enforcing smart contracts check if the share of energy
flexibility actually provided matches the expected levels agreed in the DR
events.

(4) All DEPs collectively verify the entire blockchain, and the energy transac-
tions are not considered to be fully “confirmed” until they are validated and
aggregated in new blocks that are added to the ledger.

(5) The share of contracted flexibility effectively delivered, and the financial
settlement are calculated using ledger information and the reward/penalty
rates defined in the DR events.

The blockchain-based management of the smart energy grids provides solutions
to many of the problems identified for the traditional, centralized approach as
depicted in Table 1.

The appropriation of the blockchain ideas will change the shrewd matrix
into a blockchain-based network that never again depends on a focal specialist
yet can take any choice through keen contract standards authorized and checked
by each DEP of the framework. Besides the conventional brought together
administration of the brilliant lattice that is inclined to single purpose of disap-
pointment vulnerabilities is supplanted with a decentralized methodology,
where the insights, exchanges, control administrations, and installment settle-
ments are altogether processed and checked in an appropriated way by every
hub in the system.
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TABLE 1 Assessment between traditional method and
blockchain method [14].

Matter Current method Blockchain method
Failure in single point ~ Yes No
Energy outline No Yes
obscurity
Payment scheme Centralized Peer-to-peer sales/purchase system
Payment clearance By central consultant It should be the agreement between
all nodes
Up to 60days Near real time
Energy outlines By central consultant Over distribution ledger and
integration and agreement between all nodes

aggregation

Demand response By central consultant Autonomous signaling through

layout node cooperation and smart
contracts

Energy agreement By central consultant Over agreement among all nodes

confirmation

6. Smart contracts for demand response programs

In this methodology a brilliant contract is a bit of code that characterizes the
normal vitality adaptability levels of each DEP for support in DR programs
and the standards for guaranteeing the framework level harmony between vital-
ity request and vitality generation. The guidelines may portray the conduct of
DEPs during interest reaction occasions or may even address different require-
ments for keeping up the lattice steadiness and unwavering quality. These
agreements are enrolled in the blockchain and are activated by new vitality
exchanges (i.e., enlisting new vitality information from the IoT shrewd meters),
which will make each blockchain hub update its state dependent on the out-
comes got in the wake of running the savvy contract. In any case, regardless
of whether the term is “contract,” the shrewd contract ought to be an operator
that has state factors, implements the related standards, and can be activated any
time after its fruitful organization.

The deliberate enrolment of each DEP in a DR occasion is managed to uti-
lize self-authorizing shrewd contracts. Such an agreement characterizes the
DEP’s gauge vitality profile, currently observed vitality esteems, and expected
vitality profile, incorporating the normal changes as far as the measure of vital-
ity adaptability to be moved during DR occasion time interims (see Table 2).
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TABLE 2 State variables of smart contract and guidelines of DEPs [14].

State variable Explanation

Baseline energy outline Regular energy outline of a DEP regulated as an average
of past measured energy principles; replicates how
much in the nonattendance condition of the DR the DEP
would have been consumed

Current energy profile By using loT smart energy metering devices, time series
of obtained values acquired

Commanded energy profile The signal provided by the DSO is requested to regulate
its energy outline to a convinced level during the DR
happening period

Other than the brilliant contracts customized and connected with every indi-
vidual DEP, we have characterized savvy gets that actualize the principles for
adjusting the vitality condition of the whole network and implementing its
dependability. At the end of the day, it characterizes the guidelines for follow-
ing and amassing enrolled at the degree of each DEP with the general objective
of coordinating and adjusting the general vitality creation and utilization at the
lattice level. On account of distinguishing irregular characteristics among gen-
eration and utilization, the shrewd contract starts new DR occasions and imparts
to the intrigued DEPs the related DR signal and related motivating force and
punishment rates. Table 3 presents the state variables controlled by the smart

contract.

TABLE 3 Smart agreement modifiable [14].

State variable

Grid energy state

New DR Commanded
arrangements energy outlines for
DEPs

DR returns and
penalty rates

Description

The balance among energy consumption
and generation at the smart grid environment
defined as a sum of individual imbalances
followed at the level of each DEP

New DR indications defined by the DSO for
bringing the smart grid into a balanced
energy condition

The rate used to compute the
encouragement presented as a recompense
for ensuing a DR indicator. The penalty
percentage imposed for nonfulfillment
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7. Validation and results

To approve the interest reaction to the board decentralization through block-
chain and shrewd contracts, a reproduction-based model was executed utiliz-
ing the Ethereum stage. The vitality utilization information is given as a
contribution of the reproduction procedure considering the vitality profiles
of various UK structures distributed by administrative offices. The blockchain
put together circulated methodology centers with respect to the medium- and
low-voltage matrix and is given by electric power conveyance structure and
stress factors that influence the keen vitality lattice improvement and the
board. Generally the high-voltage current is changed over to medium
voltage and is done utilizing electrical cables to the end clients (e.g., medium
voltage organizes arrangement at city level). Auxiliary transformers convert
the voltage from the medium- to low-voltage level, appropriate for direct uti-
lization by the end clients. From these transformers, low-voltage systems
branch off to the client associations furnished with shrewd vitality metering
gadgets. Notwithstanding this plan a few elements stress the vitality matrix
activity: (1) expanded portion of renewables (sunlight-based photovoltaic,
wind turbines) that makes more irregularity and unpredictability in the vitality
supply, and (2) circulated age that makes the homes and little scale organiza-
tions little vitality makers (i.e., DEPs) that are associated with the nearby low/
medium conveyance arrange. This can be tricky at low- and medium-voltage
system levels when nearby dissemination organizes and metering frameworks
can’t suit turn around streams, or when there are high sustainable power
source creation tops and insufficient vitality request to cover them. For
instance, in Europe, the absolute introduced limit of photovoltaic frameworks
came to 69 GW in 2012, 80% of which was associated with low-voltage sys-
tems. Simultaneously, Europe remains an overall chief as for conveyed limit
of sun-oriented power, and with a viewpoint for development of over 80% by
2020, which will require novel interest reaction, the board arrangements as the
conventional ones won’t most likely scale with the expanding number of
DEPs. In specific areas in Italy, 20% of disseminated creation is sustained into
the conveyance organize. In this circumstance, without a coordinating inter-
est, the appropriation substations battle to effectively oversee invert streams
(and guarantee generally speaking matrix soundness). In Germany, sunlight
based and wind age must be disengaged from the lattice on occasion in light
of the fact that sustainable power sources created a degree of intensity that the
framework couldn’t oblige. In Belgium the power framework experienced dif-
ficulty obliging the creation of sustainable power sources on bright and blus-
tery days when there was very little modern interest. UK DR and adaptability
market is evaluated to be just a 10th of its potential size and is attempting to
scale quick enough. In this specific situation, our blockchain-based method-
ology can give new arrangements prepared to drive the change from custom-
ary market approaches and brilliant matrix tasks into novel decentralized and
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network-driven vitality frameworks. Simultaneously the appropriation of
blockchain innovation for matrix the executives could be the beginning stage
for empowering multipartner showcases just as market progression of region
organize activity where vitality aggregators will join little scale vitality adapt-
ability of DEPs and retailers will be in charge of the market supply of the past
power product to the last clients. The European interest reaction the execu-
tive’s framework market is relied upon to develop from $1.35 billion of every
2014 to $6.37 billion out of 2019, including a development rate of 36.3% dur-
ing the figure time frame. Market patterns for interest reaction completely
relate with the developing innovation pattern, being driven by the develop-
ment in discontinuous age, reception of brilliant vitality metering foundations,
and very factor loads that increment the instability of free-market activity.
The expanded portion of renewables and dissemination harmonizes with
the move toward savvy vitality metering and electric accusing stations and
of the squeezing need to build the productivity of conventional appropriation
systems. On the interesting side, numerous components will add to expanded
pinnacle power requests, for example, time, speed, and area of electric vehicle
charging. Fulfilling the expansion in pinnacle power request brought about by
vehicle charging will require generous venture if their charging is uncon-
strained or uncontrolled. This is especially the situation if neighborhoods with
low-voltage power matrices require a high volume of vehicle charging sta-
tions, as this will require considerable expensive system fortifications. These
improvements are prompting an adaptable and progressively decentralized
interest/supply load the executive’s portfolio, which brings various difficul-
ties, however in the long haul could give an answer to oversee pinnacle request
and framework adjusting. The outcome isn’t just market value instability or
emotional swings in net burden yet, in addition, a decrease in an opportunity
to adjust the electric framework. An opportunity to settle on basic working
choices dependent on fast changes in the supply and interest is diminishing
from moment interims to second interims. These shorter timescales make crit-
ical difficulties for powerful human association in the present choice proce-
dures and by and large operational framework. This incorporates the brief
length reactions required to keep up conveyance unwavering quality, control
quality, and related operational variables, which isn’t practical any longer
utilizing brought together houses based DR the executives draw near. The exe-
cution of shrewd self-implementing contracts can acquire the essential degree
of decentralization DR occasions the executives, taking into account the ID
in close ongoing critical deviations that may influence network steadiness
and require request adjustment. In addition, the blockchain-based innovations
have the capability of changing the DR market and the executives to a
completely decentralized one in which individual DEPs will be accountable
for controlling the DR program’s satisfaction, while the budgetary settlement
should be possible through agreement and approval all things considered.
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8. Conclusions

In this section, we propose a decentralized framework for overseeing request
reaction programs with regard to smart grids. We coordinate the components
of the lattice with blockchain design and related brilliant contracts to guaran-
tee the automatic meaning of expected vitality adaptability levels, the
approval of DR understandings, and harmony between vitality request and
vitality creation. A model was executed in Ethereum to approve and test
the blockchain-based decentralized administration utilizing vitality hints of
UK building datasets. The outcomes are promising, demonstrating that the
matrix is prepared to do opportune changes of the vitality request in close con-
tinuous by establishing the normal vitality adaptability levels and approving
all the DR understandings. Additionally, it makes ready for setting up an
unadulterated distributed decentralized vitality exchanging instrument, which
we exclude any go-between outsider like the DSO, with an effect in terms
of vitality exchange cost decrease. In this manner, future enhancements will
intend to actualize multipartner markets (DSOs, TSOs, retailers as contenders,
or cooperators for similar vitality adaptability) utilizing our blockchain-
shared interest reaction to the executive stage.
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1. Introduction
1.1 Motivation

Increasing electric vehicle (EV) penetration brings potential challenges to the
secure operation of a distribution network. One of challenges is that simulta-
neous EV charging may result in overloads of distribution-side facilities [1].
Hence it is a key issue to design an effective EV charging coordination mech-
anism. To this end, an EV charging coordinator is necessary to enable this, but
unfortunately in practice, such a coordinator may not exist. This study aims to
address these two issues, that is, how to meet individual EV charging prefer-
ences while considering security constraints, and how to achieve this given
the absence of a central coordinator.

1.2 First contribution

There are remarkable studies on coordinating EV charging stations. In some
researches, a central operator collects charging demands of all charging stations
(or all EVs) and optimizes the charging schedules while considering system
constraints [1-5]. However, centralized optimization becomes impractical with
a huge number of integrated EVs. To release the computational burden of the
central operator, decentralized methods are introduced to the charging co-
ordination problem [6—8]. The optimal charging schedule is achieved through
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iterations between the central coordinator and all charging stations (or all EVs).
Though these methods significantly reduce the computational cost of the coor-
dinator, frequent communication between the coordinator and charging stations
is needed, which may be impractical.

Our first contribution is to propose a two-stage EV charging coordination
mechanism. The permissible charging power of a charging station is represented
by charging power quotas. At the first stage, the charging power quotas are ini-
tially allocated in an equitable and secure manner. At the second stage, the charg-
ing power quota trading is enabled via a double auction. Charging stations with
elastic demand can sell charging power quotas to charging stations with inelastic
demand. This yields the Pareto optimal allocation of charging power quotas.

1.3 Second contribution

To organize the charging power quota trading among charging stations, areliable
coordinator is indispensable. Recently, blockchain technology is introduced to
the power grid [9, 10]. On blockchain, the energy trading can be organized with-
outacentral coordinator. The fairness and correctness of the trading is guaranteed
by cryptography, ensuring trustful, decentralized, and transparent operation.
Hence, blockchain is fit for the coordinator of charging stations. Study of Kang
etal. [11] enables local P2P electricity trading between EVs in a charging station
to maximize the total welfare of all parking EVs. In [12], the demand fluctuation
level is reduced by running an iceberg order algorithm on blockchain. Study of
Suetal. [13] satisfies EVs’ individual needs by designing a smart contract. How-
ever, in these studies, the security of distribution facilities is rarely considered.

Our second contribution is to implement the proposed coordination mech-
anism on blockchain. The charging power quota is a typical digital asset, which
is suitable for trading and settlement on blockchain. A decentralized, trustful,
and transparent double-auction-based charging power quota trading platform
is enabled by designing a smart contract. Simulation on an Ethereum private
chain verifies the effectiveness of the proposed mechanism and our trading plat-
form on blockchain.

2. EV charging power quota transaction mechanism

In this chapter, the EV charging schedules are coordinated in a two-layer struc-
ture. The lower layer is the EV charging station layer. A charging station col-
lects the battery status and the charging demands of EVs, and charges the
integrated EVs according to the allocated charging power quota. The upper
layer is the coordinator layer. The charging power quotas are coordinated
and allocated to charging stations to maximize overall welfare.

The proposed EV charging power quota transaction mechanism features two
stages:

1. At the first stage, the distribution system operator (DSO) forecasts the con-
ventional load and calculates the capacity margin of facilities, for example,
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the transformer at the T-D station. At the same time, each charging station sub-
mits its charging demand. If the summation of the charging demand of all
charging stations does not exceed the capacity margin, all demands can be
met. Otherwise, the capacity margin is distributed to charging stations accord-
ing to the proportion of the submitted demand of each charging station. At this
stage, the charging power quotas are allocated equitably whereas the difference
of charging urgency across charging stations is ignored.

2. At the second stage, charging stations can trade their charging power quotas
with each other through a double auction. Charging stations with inelastic
demand have strong willingness of charging, so they are the buyers in the dou-
ble auction market. In contrast, charging stations with elastic demand are
sellers in the market. By matching the submitted bids and offers from charging
stations, buyers meet the inelastic charging demand, whereas sellers receive
profits by selling charging power quotas. This yields Pareto improvement.

We divide a day into 48 periods. In each period, the charging power quotas in
the next period will be allocated and traded. For example, energy delivered
between 18:30 and 19:00 hours is traded during 18:00-18:30 hours and is
detailed as follows.

Step 1: At 18:00 hours, the DSO calculates and broadcasts the capacity mar-
gin of the transformer at the T-D station during 18:30 and 19:00 hours
according to conventional load forecast.

Step 2: Between 18:00 and 18:05 hours, all charging stations submit their
charging demand during 18:30-19:00 hours by collecting the charging
demands of on-site EVs.

Step 3: Between 18:05 and 18:07 hours, a charging demand satisfaction rate

p is calculated as
1, Z P; <Pwm

I€Qg
p= M
Py ZPi’ ZP,‘>PM
iG.QE iG.QE

where Py, is the capacity margin of the transformer in the next period broad-
cast by the DSO, Q is the set of charging stations, and P; is the charging
demand of station i.

The initial charging power quotas of stations are determined by }. If the
total charging demand is less than the capacity margin, the allocated charg-
ing power quota of each station during 18:30-19:00 hours is equal to its
submitted demand and the following steps are skipped. Otherwise, to avoid
the overload of the transformer, the initial charging power quota of each
station is calculated as

P?m — ,BP[ (2)

where P is the initial charging power quota distributed to station i.
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FIG. 1 Double auction mechanism of the charging power quota.

Step 4: After all charging stations get the initial charging power quotas, at
18:07—-18:10 hours, all stations can evaluate the elasticity of the charging
demand and then submit the quantity and the price of charging quota they
are willing to purchase from/selling to other stations.

Step 5: Between 18:10 and 18:15 hours, bids and offers from charging sta-
tions are cleared using double auction mechanism. The mechanism is illus-
trated in Fig. 1. First, the mechanism orders the bids/offers from buyers/
sellers. Second, the mechanism matches bids and offers orderly until the
highest bid is lower than the lowest offer. Clearing prices are the average
of bids and offers as illustrated in Fig. 1. Bids and offers on the left side
of the dashed line are cleared. After the charging power quota trading market
is cleared, all stations will be settled and their charging power quotas will be
updated according to the transaction results.

Step 6: Between 18:30 and 19:00 hours, charging stations charge the on-site
EVs according to the final charging power quotas. And all charging stations
pay the charging fees to the DSO. The actual charging load is monitored by
smart meters and sent to the DSO. If the actual charging load is higher than
the charging power quota, the station will be penalized because it disturbs
the secure and stable operation of the distribution network.

3. Implementation via Ethereum

To build a trustful, transparent, and decentralized trading platform, we imple-
ment the proposed mechanism on Ethereum by designing a corresponding smart
contract. The coordination processes are divided into three procedures: charg-
ing demand submission, charging power quota double auction, and settlement.
Fig. 2 provides a flowchart of the charging power quota trading on Ethereum.
The details of the associated functions are explained as follows.
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. 2 Flowchart of charging power quota trading on Ethereum.

Charging demand submission

Initialize

The Initialize function, refers to step 1 in Section 2, can be only called by
the DSO at the beginning of the trading period. With this function, the cur-
rency exchange rate for Ether to the Token in the smart contract, the real-
time electricity price, and the capacity margin of the transformer are
updated. Due to the fluctuation of Ether’s value, we choose the ERC-20
Token as the payment currency. By modifying the currency exchange rate
for Ether to the Token, a Token is always worth 0.01 CNY. In the rest of the
section, the Token is the unit of the price.

Demand_submit

The demand_submit function refers to step 2 in Section 2. By calling this
function before the deadline of the charging demand submission procedure,
charging stations submit the charging demands for the next period to the
smart contract. When calling this function, stations must pay deposits to
the contract.

The deposits paid by charging stations have the following purposes.
First, part of deposits will be used in the double auction market for the set-
tlement of charging power quotas. Second, deposits contain the charging
fees that will be paid to the DSO. And third, a penalty will be deducted from
deposits if the actual power consumption of charging stations is more than
their charging power quotas.
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Pre-allocation

The pre-allocation function refers to step 3 in Section 2. By executing this
function, the smart contract distributes the initial charging power quotas by
Egs. (1), (2). If the total charging demand does not exceed the capacity
margin of the transformer, procedure 2 will be skipped. Otherwise, the
smart contract will trigger the double auction market. By monitoring the
contract, charging stations can view their initial charging power quotas
and the time when the double auction starts.

Charging power quota double auction

Submit

The submit function refers to step 4 in Section 2. When the double auction
market is triggered, charging stations can submit the purchase/selling
prices of charging power quotas by calling this function. The smart contract
will sort bids/offers in a descending/ascending order.

(2) Auction

The auction function refers to step 5 in Section 2. After the deadline of
submission, the bids and offers are matched in the double auction market
after the DSO calls this function. The details of the algorithm are shown in
Algorithm 1.

Algorithm 1 Charging power quota double auction

9:

1: Sort of bids in a descending order:

2: bids={(bid,,demand,), ..., (bid,, demand,)}
3: Sort of offers in an ascending order:

4: offers ={(offery, supplyr), ..., (offery,, supplym)}
5:
6
7
8

while bids! = {} & offers! = {} & bid; > offer; do
price = (bid, + offer;)/2
amount = min(demand,, supply,)
transaction(from: buyer,, to: seller, value: price * amount)
(bid,, demand,) — (bid,, demand, — amount)

10:  (offer;, supply;) «— (offer,, supply, — amount)

11:

if demand; == 0 then

12: for (bid;, demand,) € bids do

13: (bid;, demand)) « (bid;.,, demand,)
14: end for

15: else

16: for (offer;, supply) € offers do

17: (offer;, supply;) — (offer;,q, supply;.1)
18: end for

19: end if

20: end while
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3.3 Settlement

(1) Payment
After energy delivery, all charging stations must pay the DSO for the
charging services by calling this function. The values of the payments
depend on the predetermined tariff and the actual energy consumption
measured by smart meters.

(2) Withdraw
With this function, charging stations that have already called the payment
function can withdraw the rest of the deposits. Moreover, the deposits will
compensate the DSO if the actual energy consumption of charging stations
is higher than their charging power quotas. This is also a penalty for the
station in default. This function together with the payment function consti-
tutes step 5 in Section 2.

4. Case studies
4.1 Data

A case study is done on a distribution network under a 10-kV transformer in
Shanghai. It is assumed that the capacity margin of the transformer is
343 kW. The real-time electricity prices are presented in Table 1. We simulate
the charging power quota trading during 18:00—-18:30 hours on an Ethereum
private chain. A total of eight charging stations participated in the charging
power quota trading, named as A—H. The charging demands are simulated
by Monte-Carlo method.

4.2 Simulation results

In the charging demand submission procedure, first, the DSO calls the initialize
function and charging stations call the demand_submit function. Then, by exe-
cuting the pre-allocation functions, the allocation scheme of initial charging

TABLE 1 Real-time electricity prices.

Electricity price Electricity price
Time (hours) (RMB/kWh) (token/kWh)
22:00-6:00 0.32 32
8:00-11:00 1.12 112
18:00—22:00
6:00-8:00 0.69 69

11:00-18:00
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TABLE 2 Allocation scheme of initial charging power quotas.

Charging Charging demand Initial charging
station (kW) power quota (kW)
A 36 29.82
B 48 39.75
C 42 34.78
D 66 54.66
E 30 24.85
F 66 54.66
54 44.72
48 39.75

power quotas is as presented in Table 2. The total charging demand of all
charging stations is 390 kW. Therefore, the charging demand satisfaction rate
p = 0.83.

In the charging power quota double auction market, the submitted bids and
offers of charging stations are as presented in Table 3. After the DSO calls the
auction function, all participants can view the result of the double auction mar-
ket from the blockchain, as illustrated in Fig. 3.

TABLE 3 Bids and offers of charging stations in the double auction market.

Unit price

Charging station Demand (kWh) Supply (kWh) (token/kWh)
A / 3.2 25
B 6.5 / 24
C / 9.8 22
D 10.9 / 26
E 3.2 / 28
F / 7.2 19

5.4 / 20

/ 6.8 16
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TABLE 4 Settlement of the charging stations.

Charging Charging service Payment in double
station fee (token) auction (token)
A 3339.32 0
B 4452.43 73.6
C 3895.88 —225.4
D 6122.09 250.7
E 2782.77 73.6
F 6122.09 —165.6
5008.98 0
H 4452.43 —156.4

In the settlement procedure, all the charging stations pay the DSO and with-
draw deposits. As a result, the changes in balances of charging stations are as
presented in Table 4, where the minus payment represents an income.

The simulation results show that Ethereum can effectively coordinate charg-
ing stations. By interacting with the smart contract deployed on the Ethereum
private chain, charging stations receive charging power quotas in a transparent
and decentralized way. As a digital asset, charging power quotas can be conve-
niently settled on Ethereum.
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In the charging power quota trading simulation, except charging stations
A and G, other charging stations either receive profits by selling charging power
quotas or satisfy their inelastic charging demand. Therefore, with the proposed
mechanism, all participants can make Pareto improvement while the system
security constraint is satisfied.

5. Conclusion

This chapter proposes a two-stage EV charging coordination method. In the pro-
posed method, the charging power is allocated to charging stations in a secure,
fair, and efficient way. The following charging power quota trading method
enables charging stations to make Pareto improvement. Given the lack of a cen-
tral coordinator, the proposed mechanism is implemented via the Ethereum
blockchain. Transparency and effectiveness of the coordination are guaranteed
by blockchain technology.

The simulation results show the effectiveness of the proposed coordination
method. One can also see that the designed platform on Ethereum can effi-
ciently coordinate charging stations, providing a practical solution with the
absence of central coordinators in practice.
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1. Introduction

In the last decade, microgrids (MGs) have been introduced to decentralize
power systems through the integration of distributed energy resources. The cur-
rent energy supply network suffers from blackouts under the harsh conditions of
natural disasters, such as those that occurred during the hurricanes Irma and
Maria in the United States [1]. As a result, it is necessary to create a more reli-
able and resilient power grid. Blackouts can be prevented by dividing the dis-
tribution network into autonomous and self-managing subnetworks called MGs
that are islanded from the main distribution network.

One of the characteristics of MGs is that they encourage renewable energy
resources (RES), for example, photovoltaic panels in buildings and wind
turbines in farms [2]. Also, they can be islanded from the main power grid,
so they are more resilient to the natural disasters occurring in other zones
[3]. Finally, they can be managed and optimized locally because they are
smaller in size, resulting in lower energy costs.

1.1 Literature review

An MG consists of entities that are capable of producing energy (producers), con-
suming energy (consumers), or doing both at once (prosumers, e.g., batteries). To
maintain a balance in the network while trying to use to the potential energy sup-
plied by the RES, energy storage systems (ESS) consisting of batteries can be
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operated. The centralized control approaches for MG management have been pro-
posed in refs. [4-6]. In these approaches a central controller is in charge of balan-
cing the power in all the buses of the MG, adjusting the power flow of the
distributed battery system according to the state of charge of the batteries.

Wu et al. [7] proposed a decentralized approach for the control and manage-
ment of the MG. In Wu et al. [7] a hierarchical controller has been presented,
composed of local controllers that coordinate the distributed elements of the
MG without relying on external communication links. The MGs are managed
locally, and the control of the MGs is distributed among the local controllers. In
this way, each controller is defined as an agent. In a multiagent system (MAS),
agents interact and negotiate with each other to achieve the system’s global
objective, to optimize the performance of the MG. This concept is also used
to optimize the performance of platforms designed for different fields, such
as precision farming [8] and control of chemical processes [9].

Examples of MAS architectures for distributed MG control have been pro-
posed in refs. [10—12]. All these works are based on the hierarchical organiza-
tion of three layers of controller agents. Usually the first layer consists of local
controllers of the physical devices that are part of the MG. The second layer
consists of an MG coordinator that coordinates the communication between
the controllers of the MG. Finally the third layer consists of a controller that
negotiates with other third layer agent controllers of different MGs to respond
to the external demands of the agents presented in the MG.

To optimize the performance of the MG, agents negotiate with each other to
reach agreements that minimize the expected costs. In Nunna and Doolla [11] a
continuous double auction method is proposed to negotiate the distribution of
the energy price among the platform. The buyer agents ask sellers about the elec-
tricity price. The strategy of the buyers requires information about the acceptable
market price range for the auctioned energy. Also, they make use of the forecasted
market price and the risk they can take. Eddy et al. [12] uses a similar approach to
optimize the system.

Bui et al. [10] proposed an auction algorithm of sequential actions based on
the double auction method. In this algorithm the agents cooperate instead of
competing, performing a global optimization thanks to which maximum profit
can be obtained. The producer agents share the local information related to the
state of the charge of their batteries and the cost of their produced energy. The
coordinator is in charge of balancing the network by distributing the energy
stored based on the agents’ demand and production at the minimum cost.

The resource optimization issues that an MG resolves along its automated
responsiveness bring with it some concerns regarding the privacy of the data
and security of the platform. The data transferred alongside the network can
be sniffed and stolen by third parties that can take advantage of them. The secu-
rity of the platform is also a problem; when there are no signature or encryption
mechanisms, the platform is at risk of man-in-the-middle attacks, letting
attackers send instructions to the platform’s devices.
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To solve the previously mentioned issues related to the use of smart devices in
the MG, it has been proposed to integrate blockchain technology (BT) in those
systems [13]. Some companies like the Pwr. Company [14], Powerledger [15],
Key2Energy, Lo3 Energy—Transactive Grid and Brooklyn Microgrid [16], Dajie
[17], Share&Charge [18], and NRGcoin [19] have used the BT to create auton-
omous energy markets in the MGs. In this way the BT improves the security of
this kind of systems by providing a public/private key pair mechanism to sign and
encrypt transmitted data between the actors of the platform. Another way of
achieving this is by encrypting the data stored in the blockchain or by simply stor-
ing the hash of the data that is stored locally for each of its agents.

2. Blockchain

The importance of using the BT in MG systems lies in that they enable an auto-
matic and autonomous peer-to-peer energy market inside the MG. Like the
cryptomarket created with Bitcoin [20] or Ethereum [21], the use of the BT
enables an energy market in which autonomous agents can negotiate and make
transactions together with digitalized real assets, for example, energy and
cryptocurrencies.

A blockchain is a distributed ledger in which data can be stored. The distrib-
uted database is denominated simply blockchain, while the BT is the technology
that supports the database, for example, the network of nodes that keep a copy of
the blockchain, the consensus mechanism that nodes use to add new data to the
blockchain, and the initial configuration parameters of the network.

To add new data to the blockchain, a node must write it in a new block; it then
will be concatenated to the previous block that is already stored in the blockchain.
When a new block of data is created, it is broadcasted through the network of
nodes to be validated by them. If they reach a consensus and the block is valid,
it means it doesn’t contain malicious data and each node adds it to its local copy of
the blockchain. The way the node that is to create a new block is selected depends
on the kind of consensus mechanism used by the network. The means by which a
new node can begin its interaction with the blockchain defines the type of BT
used. A blockchain is called public when a node can connect to the network
and can read and write the data in the blockchain and participate in the validation
process, all without the need for any permission. Public blockchains are the most
popular type of blockchain, they are completely decentralized, and anyone can be
part of the network.

If a node needs the permission of any kind from the network to be part of it,
then the blockchain is permissioned. This kind of blockchains is characterized
because there are defined roles for the nodes that participate in the network. This
type of BT provides more privacy while improving the speed at which new data
are added to the blockchain at the expense of having a more centralized
platform.
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There is a third type of BT where the network is owned by a unique insti-
tution. This kind of blockchains is called private blockchains and may be
accessed by everyone outside the institution, but the consensus mechanism
and the validation process depend on the institution that owns it. This charac-
teristic makes the blockchain faster; the nodes are known, so 51% of attacks are
prevented; and the privacy of the data stored in it is improved; however, it is a
centralized solution.

2.1 Consensus mechanisms

The consensus mechanism is needed to get rid of some intermediaries and auto-
mate the process of storing the new data that had been validated previously.
Thanks to the consensus mechanism, the nodes of the network reach an agree-
ment when it comes to adding blocks to the blockchain. There are three most
commonly used algorithms, the rest are their variations:

1. Proof of work (PoW): This algorithm solves a cryptographic problem
through the addition of a new block to the blockchain. The effort the nodes
of the network (miners) put into searching for that solution (work) is enough
to prevent them from adding illegal transactions. The computational power
required for the validation process is much lesser than the power required
for mining; therefore sending spam becomes useless because the cost of
malicious action is higher than the reward that can be obtained.

2. Proof of stake (PoS): Unlike in proof of work, in this consensus algorithm,
the nodes collaborate with each other to find a solution for the addition of a
new block, taking turns to add them. The node—that has to add the next
block—is selected according to the amount of deposited coins (stake),
assuming that it is going to be an honest node to prevent losing its escrow
after the validation process.

3. Practical Byzantine fault tolerance (PBFT): In this consensus algorithm,
each addition of a new block to the blockchain is called a round. In each
round a node that proposes the new block is selected; for its validation
the block must receive 2/3 of the votes of all the nodes in the network.

2.2 Smart contracts

The blocks are capable of storing different types of data, such as the quantity of
assets in a transaction or the set of instructions of a program. The data stored in a
blockchain are immutable and can be supervised in a distributed way [22]. This
kind of scripts is called smart contracts, which facilitate, verify, or enforce a
contract taking into account a set of predefined conditions [23]. They are
self-executing and self-verifying contractual agreements that automate the life
cycle of a contract to improve compliance, mitigate risk, and increase efficien-
cies between different parties [24].
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Making use of smart contracts in the MGs allows for the tokenization of
energy put on sale, the automatic transactions of energy between the platform
agents, the audition of the real energy transactions from the seller to the buyer,
and the storage of bids placed during the auction process of the internal energy
market.

3. Platform architecture

In this section the proposed platform is going to be explained in detail. As shown
in Fig. 1, the platform consists of a deployed MAS that controls the islanded MG;
an MAS in charge of the data analytics of the entire system; a permissioned block-
chain that acts as the “central” authority; and a hardware layer of devices for the
production, storage, and measurement of the energy in the MG.

3.1 Proposed MAS

The MAS that controls the platform comprises intelligent agents that take decisions
aimed at optimizing the system’s global state; see Fig. 2. Some of the optimization
actions taken by agents are buying energy at minimum costs when needed, storing
enough energy to prevent voltage drops during consumption peaks, and continually
supplying the energy requested by the network. The MAS is divided into different
organizations that group agents according to their functionality:

1. MG operating system

This part of the system is the one in charge of the proper functioning of the

MG network. The agents grouped here monitor the state of the network and

the demands of the entities written in the blockchain and the electricity price

from the outside market while injecting energy to the islanded MG when it is

needed, always maintaining the energy supply:

a. MG operator agent (MGO)
The MGO monitors the MG network to balance it and ensure its correct
functioning. Other agents inform the MGO agent about the changes in the
production and consumption of energy at every moment. The MGO
receives the auditions made in the platform to make a decision against
the audited entities.

b. Blockchain event listener (BEL)
The BEL agent monitors the blockchain and uses the data stored in it to
read the state of the network. The BEL agent informs the MGO agent to
act and maintain the balance when this agent detects a possible unbalance
in the consumption and production of energy.

c. Market crawler agent (MCA)
The MCA is responsible for monitoring the electricity price of the whole-
sale market from the upstream grid. This agent uses the collected data
provided by data analytics system to predict the electricity price and
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FIG. 1 Architecture of the deployed platform.
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FIG. 2 Relation diagram of the agents that control the platform.

inform the energy injector agent (EIA) to make optimum decisions to buy
energy.

d. Energy injector agent (EIA)
This EIA decides to buy energy from outside the MG island. It receives
information about the state of the network from the MGO and the BEL
agents and the wholesale market from the MCA agent. Based on the
quantity of energy stored by the network, this agent makes decisions
to acquire energy from upstream grid.

2. Data analytics system

The agents grouped in the data analytics system provide the entire platform

with the ability to compile the data from inside and outside the blockchain

and use those data for forecasting.

a. Blockchain data reader (BDR)
The BDR agent reads and normalizes data from the blockchain when it is
needed by the data parser agent (DPA).

b. External data reader (EDR)



188 Blockchain-based smart grids

The EDR agent crawls and normalizes data from external sources when it
is needed by the DPA.

. Data parser agent (DPA)

This agent asks the data from the BDR and the EDR when the forecast
agent (FA) or the knowledge extractor agent (KEA) requests it. Then it
fuses, if necessary, and parses those data in an understandable way for the
agents that request it.

. Forecast agent (FA)

This agent responds with predictions to requests from other agents of the
platform. To make those predictions the FA agent uses the models cre-
ated by the KEA agent to make predictions with the data it obtains from
the DPA agent.

. Knowledge extractor agent (KEA)

The KEA agent is the one in charge of finding patterns in the data
received by the DPA agent. To find those patterns, this agent uses unsu-
pervised (clustering and dimensionality reduction) and supervised
(support vector machine and neural network) machine learning
algorithms to create models that are capable of making accurate predic-
tions, for example, the quantity of energy that will be generated by the
producers, and the fluctuations of the energy price of the external market.

3. Transaction manager system (TMS)
The TMS organizes the agents to manage energy flows among entities of the
platform. The TMS is responsible for the tokenization of the sold energy, the
management of the auction system that lets the consumers bid for lots of
energy and the producers to sell their lots to the best bid, and the audition
of the energy transmission between the network and the entities:

a.

Buyer agent (BA)

The BAs are related to each entity of the MG that wants to consume
energy. These agents search in the blockchain offers of the producer
agents and bid for them to pay the minimum possible for the energy
they need.

. Battery audit agent (BAA)

The BAAs are autonomous and are related to batteries of the energy pro-
duction stations. They are being created from code in the blockchain by
the MGO, and they audit the amount of energy batteries that have toke-
nized energy. If the battery is part of a prosumer entity, the BAA will
block the internal consumption of stored energy that is already tokenized.

. Sale agent (SA)

The SAs are associated with each entity that can produce energy. These
agents automatize the sale of energy to obtain the maximum benefit from
the energy stored in their stations. It is also in charge of establishing the
waiting time for getting the best bid. Besides, the SAs predict energy gen-
eration and the energy stored in the batteries associated with the entities.
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With those predictions, they can know the maximum amount of energy
they should put at the sale, the maximum waiting time for listening new
bids, and the initial cost of the lots of energy put up for auction.

. Energy audit agent (EAA)

The role of the EAAS is to audit the amount of energy that is transacted
between the MG network and the entities within it. These are autono-
mous agents that store in the blockchain the log of all transactions of
energy realized between points of the microgrid network. When the
transaction between two entities does not correspond to the quantity
of energy that is flowing to and from the entities, the smart contract this
agent works informs the BEL agent through an event.

4. Device driver system

In this system the agents in charge of controlling the devices of the MG have
been grouped together. The information collected by this system includes
the entities’ energy consumption and production and the state of the batte-
ries that provide energy to the network. The agents are informed of the
abnormalities through events in the blockchain:

3.2

a.

Energy production agent (EPA)

The EPAs are in charge of writing in the blockchain the log of the energy
production of a station for each sample time. The smart contracts these
agents work with also inform the BEL agent when atypical measures are
being taken of the stations they monitor. If an unusual measure is taken, it
could mean that the production station is not functioning correctly and
the data from this station cannot be used to make predictions.

. Energy consumption agent (ECA)

The ECAs are responsible for writing in the blockchain the state of
energy consumption of the entity they monitor. If the data show any sud-
den consumption peak, it could mean that the consumption is abnormally
high, which possibly increases the error of the predictions and the risk of
a voltage drop or blackout of the network.

. Battery state agent (BSA)

The BSAs are associated with the batteries of the system and records in
the blockchain the log of the energy stored at max capacity. When the
max energy of a battery drops to a threshold, the BSA associated with
it would inform that the battery needs maintenance.

Algorithm for the auction process

The auction process proposed begins when one of the entities of the platform
makes an energy offer, as shown in Fig. 3. The offer is made only if the SA
determines that surplus energy will be generated in the near future, on the basis
of actual consumption data and forecast consumption (obtained from the ECA),
actual energy production data and forecast energy production (obtained from



190 Blockchain-based smart grids

Sale agent Buy agent

Smart contract (make energy
offer with minimum prize)

Wait until deadline is reached

Smart contract i
update energy offer)| !

Search energy offers

For each offer
search the bids
and sort them
Ascendingly by
the maximum bid
prize

Shift (offers array)

Have been any bids ?

Sort descendingly
(biggest bid)

Audit the battery
storage of the
seller

[Smart contract (make bid for
the offer)

Shift (bid array)

Notify the buyer

Smart contract (make
winner bid)

Wait for buyer response

Buyer agress?

Audit the battery Smart contract (make
storage of the transaction of the energy
seller token for the agreed prize)

t has covered energy
demand?

FIG. 3 Flow chart of the auction process.

the EPA and only if the SA is associated with a prosumer entity), and the energy
stored in the monitored batteries (obtained from the BSA and only if the entity
owns a battery). The SAs will offer all the surplus they consider appropriate; in
the case of a prosumer entity, it has to take into account the quantity of energy it
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will need, assuming the energy it produces is cheaper than the energy it buys
from others.

The energy offer of the MGO is always present and it doesn’t expire,
because it is in charge of maintaining the balance of the MG while optimizing
the cost of the energy used in it. The first to bid for it is the one who obtains it
automatically, starting the transaction of energy at that moment. The expiration
of an offer can be used to let the SAs reduce the offer’s initial price, just in case
there aren’t any bids for that offer.

BAs search the offers that are published in the blockchain when a consumer or
prosumer entity knows that it will need energy in the near future. The BA obtains
the amount of energy stored in its batteries from the BSA, the actual and forecast
energy consumption from the ECA, and the actual and forecast production from
the EPA, if applicable, to calculate the quantity of energy it will need.

After searching the offers published, for each one of them, a BA audits the
stored energy of the batteries of the offer’s entity. If the entity has enough stored
power, the BA publishes the bid via a smart contract. If the BA needs to buy
more energy, it proceeds to the next offer.

For each of the placed bids, the BA waits for the offer to expire or for a
blockchain event that would inform that the bid has been exceeded by another.
If a bid is being surpassed, the offer with the new price is added to the array of
offers and placed in its corresponding order. Whenever a bid for an offer is pub-
lished, the BA that has a selected bid by that offer is notified that its bid has been
surpassed. When a BA is notified of this, it can place another bid or bids for a
cheaper offer.

If the offer has received any bids when it reaches its deadline, the SA sorts
them by their price, with the selected bid as the first element of the array with the
highest price. Then the SA through a smart contract allows the buyer to make
the transaction. The blockchain notifies via the event associated with the BA
that wins the auction.

If the BA agrees to buy the energy, it audits the batteries of the selling entity;
once the BA verifies that the entity has the energy it offers, it publishes the trans-
action via smart contract, and the SA finalizes the auction for that energy lot. If the
BA refuses, then the SA selects the next bid from the array and repeats the process.

The BA continues to search for more offers if it has more bids or needs to
buy more energy. The search stops when there is no more offer left or the energy
demand is met. If the BA has more bids or needs more energy to buy, when
searching offers, and they are more expensive than the offers of the MGO,
the auction process is then carried out by the MGO instead of the SA.
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1. Introduction

Growing penetration of renewable energy sources (RESs), electric vehicles
(EVs), energy storage systems (ESSs), and electronic loads in the modern power
systems increases the use of LVDC microgrids [1]. Compared with AC micro-
grids and regarding power flow, DC microgrids provide more efficiency
between loads and RESs [2]. This is due to the lack of skin effect and reduction
in conversion stages from the generation point to the DC loads. The power con-
verters regulate the DC voltage, which enables the high stability in the DC
microgrids to meet the strict power quality requirement of modern and critical
electronic loads. In addition, in recent years, the efficiency of the converters has
been improved to a comparable level with the AC power transformers, and it
makes DC microgrids viable to use in the power systems [3].

On the other hand, to ensure a reliable, safe, and secure DC microgrid, consid-
erable development, in the standardized protection scheme for DC microgrids, is
essential. In addition, utilizing converters with output and input capacitive filters
causes extremely high-amplitude transient currents during the fault in DC micro-
grids. Therefore the high rise current during the fault increases the damaging prob-
ability of converters, and it introduces that the faults in the DC microgrids must be
isolated by a protection scheme with the lowest operation time [4].

Due to the increase in the reliability and resiliency of the DC microgrids, the
best structure of this type of systems is the ring configuration [5]. Because
of the bidirectional current flow in these systems, the traditional protection
method would not work properly. In the DC microgrids with ring configuration,
a communication-based method is one of the main protection schemes for
the location and detection of faults. High-speed and communication-based
differential protection techniques are suggested in different DC applications
such as HVDC transmission [6], maritime [7], and aircraft [8]. However, the
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differential-based protection methods are not directly applicable in the LVDC
microgrids. To design a high-speed differential protection scheme for these sys-
tems, different types of the high-speed protection equipment, such as synchro-
nized communication links, processors, and circuit breakers (CBs), are
necessary to install in the DC microgrid. Moreover an execution with a few
samples may cause a misoperation in the stability and selectivity of the protec-
tion actions. In Sortomme et al. [9], differential relay method is considered as
the main protection device (PD) of the system, and voltage-based protection
method is implemented for the backup protection during the communication
failure.

In other protection methods the communication between PDs is essential
to update the value of the real-time current and voltage of the system to
detect and isolate the fault currents. In addition, the RESs are monitored
to make a decision about their status to disregard or include their fault con-
tribution during the fault [10]. Consequently, using communication links in
the DC microgrids is unavoidable to provide a real-time and adaptive protec-
tion method. The dependencies of physical and cyber components to each
other in the DC microgrids excess the control methods for them. This prob-
lem is defined that in a close physical and cyber system (same as a DC
microgrid with an adaptive protection system) minor malfunction and prob-
lem in the cyber system cause dangerous effects in the physical aspects of the
system [11].

For solving this challenge, extensive researches have been studied to design
data communication standards for DC microgrids. Affirming their criticality in
the DC microgrids, requirements for communication of protection methods are
presented in the IEC 61850 standard. This standard puts precise limitations on
the signals of the communications in fault cases, such as generic object-oriented
substation event signals, and 4-ms time restriction constrained on the sampled
measured values [12]. Therefore proposing a protection technique based on the
communication lines is a complex procedure. This problem can be more com-
plicated during the use of a communication-based protection method that uses
multiple agents and intelligent electronic devices (IEDs) to detect and isolate
the fault in lower operation time.

It is an undeniable fact that the availability and robustness of the commu-
nication links are essential requirements to design an adaptive protection
method. Consequently, solving the communication failure in DC microgrid pro-
tection schemes is one of the challenges. Despite the mentioned problems the
penetration of communication links in the protection systems increases the vul-
nerability of these systems to the cyberattacks, which is reported as one of the
newest challenges in the reliable and critical DC microgrids [ 13]. Consequently,
this problem should be considered in the DC microgrid protection schemes,
which increases the complexity of designing them. One of these problems is
false data injection (FDI), which could cause bad data detection in the systems
equipped by SCADA and make a huge error in state estimation of power
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systems [14]. Also, by causing FDI in a DC microgrid, it can remove some parts
and components of the system and cause harmful commands and even a black-
out in the system. In recent years, several researches are studied to protect the
power systems against FDI attacks. For instance, Bobba et al. [15] suggested to
secure some state variables and measurements to eliminate the FDI attacks in
power systems. In addition, in Kosut et al. [16], the impact of FDI attacks on the
electricity market operations is investigated by manipulating the real-time loca-
tional marginal price.

On the other hand, in the DC microgrid protection scheme, several compo-
nents, such as smart measurements, switches, communication lines, and IEDs,
are installed. These will provide data and trip signals for CBs during the fault to
detect and isolate the fault. This high penetration of communication lines and
processors into the DC microgrids increases the vulnerability of the system to
cyberattacks. In this case, hackers can disrupt the switches or communication
links to disable the protection of the system. In this case a backup protection
scheme is essential, which considered the cyberattacks. In this case, several
approaches are presented to defend and detect the cyberattacks based on the
communication facilities [17].

However, the current communication links of measurements and input of
IEDs in DC microgrids are not effective against the cyberattacks, even if the
phasor measurement units (PMUs) are installed in the system. Due to their
dependency on the global positioning system (GPS), these devices are sensitive
to the cyberattack. Due to the distribution of the IEDs and measurement units in
these systems, a backup scheme is essential to develop a security system for all
effective components in the system. In this case the DC microgrid protection
scheme can be considered as a distributed advanced measurement and com-
munication infrastructure network, including knowledge storage, information
monitoring, distributed data acquisition, and IEDs, on the demand and systems
sides.

Nakamoto [ 18], for the first time, in 2008, proposes the blockchain concept
to achieve the peer-to-peer directly electronic payments without using a third
party, which is trusted. In blockchains, each peer plays a role as a node of
the network, which all peers form a distributed network, and participates in
the solution of a mathematical problem based on the hash to ensure the trans-
action integrities. All data are packed into a block and inserted in the existing
blockchains. The recorded data of blocks are concertedly referred to a ledger
[19]. Then, all blocks are synchronously updated to the network. Thus each peer
retains the record of the same ledger.

In recent years the application of blockchain has been mostly limited to the
financial issues, such as sustainable local energy markets [20], privacy in trad-
ing [21], and demand response programs [22]. However, due to the ability of
blockchains in the security of the communication lines and IEDs, this new tech-
nology is a useful tool for designing a backup protection scheme to protect the
DC microgrids against the cyberattacks.
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Distinct from the aforementioned literature, in this chapter, a DC microgrid
protection scheme based on the blockchain is proposed. Main contributions are
as follows:

1. At the first stage the proposed protection scheme protects the DC microgrid
against the fault current by using a differential protection method. The pre-
sented protection method uses communication lines between each PDs and
IEDs. Therefore, during the fault, the faulty section is isolated by the pro-
posed approach through the lowest operation time.

2. The proposed scheme improves the self-protection of modern DC micro-
grids against the cyberattacks by using blockchains. In the traditional power
grids, the cyberattacks only can be performed by accessing to the measure-
ment data and PDs locally, but, by increasing the penetration of the commu-
nication lines, hackers can control main components remotely. In the
proposed technique the protection scheme uses a backup blockchain-based
communication infrastructure to immune the protection scheme against
cyberattacks.

This chapter is organized as follows: The general layout and components of
the DC microgrids are described in Section 2. Section 3 defines the chal-
lenges in the protection of a DC microgrid. The concept of the blockchain
and the application of this technology on the communication links are inves-
tigated in Section 4. In Section 5, different types of cyberattacks and the
impact of them on the protection scheme are described. Section 6 proposes
the differential-based protection method for DC microgrids as a primary PD.
In this section the impact of fault resistances, measurement, and communi-
cation failure are investigated. In Section 7 the blockchain-based protection
scheme for backup of the main protection systems is proposed. In this section
the coordination between backup and primary PDs is evaluated to design a
reliable DC microgrid. The results of the proposed method are presented for
a case study and different scenarios to prove the effectiveness of this scheme
in Section 8. In the last section the discussion and conclusion of this method
are presented.

2. DC microgrids

DC microgrids are the most appropriate option for some specific power sys-
tems, such as rural power systems, aircraft, maritime, and office buildings.
In addition, in these systems, the majority of loads and resources are based
on the DC voltage. Today, telecommunication systems are used a DC voltage,
typically 48V, by using converters. In telecommunication systems a diesel
generator is connected to the energy storage systems to support batteries during
the power outages. Therefore it is reasonable to use DC voltage instead of the
AC. In a DC microgrid the main components are loads, energy storage, con-
verters, and resources. Moreover a small DC microgrid is shown in Fig. 1.
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FIG. 1 Example of a small DC microgrid.

2.1 Power resources

Power resources in the DC microgrids have different types. Due to the DC volt-
age of these systems, fuel cells and photovoltaic (PV) systems, which generate
the DC voltage, are appropriate sources for these systems by using a DC/DC
converter. Other types of power resources, such as wind turbines (WTs) and
microturbines, generate the AC voltage and should be connected to the DC
bus by an AC/DC converter. The comparison of the resources that can be used
in a DC microgrid is summarized in Table 1. Based on the application of the DC
microgrid, suitable power resources should be selected.

Table 1 shows that based on the application of the DC microgrid, each power
resources can be used, but, typically, in the standalone buildings, PV and WT
provide efficient and fuel-less power. On the other hand, due to the variable out-
put of these components, a power storage device is required for this renewable-
based DC microgrids.

2.2 Energy storage system

The transient response and the uncertainty of some renewable energy resources
such as PV and WT cause a need for them to combine with an energy storage
system (ESS). Moreover an ESS provides an emergency power supply, load
leveling, and power quality improvement [23]. A comparison between different
technologies of ESSs is represented in Table 2 [24]. It is interesting to note that
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TABLE 1 Main power resources technologies in DC microgrids.

Power
resources
WT

PV

Biomass

Small hydro
power

Solar thermal

Voltage
type

AC

DC

AC

AC

AC

Efficiency

(%)
50-80

40-45

60-75

90-98

50-75

Advantages

Power generation
independent to
the day or night
Low maintenance
cost

Emission free
Small footprint
Low running cost

Clean and silent
energy production
Small PVs can be
used on unused
spaces

It operates for a
long period of
time

Can be made for
any size and
powers

Widely available
Carbon neutral
Reduce the
dependence to the
fossil fuels
Cheaper than
fossil fuel

Lower garbage

Clean
Controllable
Creates reservoirs
Useful to provide
peak power

Low maintenance
Low operation
cost

Disadvantages

e Initial cost
e Storage
required
e Wind
fluctuates
e Noise
pollution
e Visual
pollution

e Toxic
chemical is
used during
the PV
production

e Expensive

Variable

energy output

e Cannot
produce
energy during
night

e Lower
efficiency

o Not entirely
clean

e Requires more
space

e Impact on the
fish
populations

e Impact on
water quality

e Impacted by
drought

e Cannot be
used in every
places

e Low energy
density

e Restricted
scalability

e Initial cost

e Weather
dependent
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TABLE 1 Main power resources technologies in DC microgrids—cont’d

Power Voltage Efficiency
resources type (%) Advantages Disadvantages
Fuel cell DC 80-90 e Environmental e Expensive
friendly infrastructure
e Silent energy e Requires fuel
production e Requires
e High energy temperature
efficiency regulations
o Energy flexibility
Microturbine  AC 80-85 e Small size e Requires fuel
e Low maintenance e Produces
cost emission

e Start up during the
necessary times
e Wide range of

units size
TABLE 2 Main ESS technologies.
ESS Efficiency (%) Capacity (MW) Lifetime (years)
Thermal energy storage 30-60 0-300 5-40
Lead acid battery 70-90 0-40 5-15
Nickel cadmium battery 60—65 0-40 10-20
Lithium-ion battery 85-90 0-1 5-15
Supercapacitors 6065 0-0.3 More than 20

some technologies such as thermal energy storages have higher lifetime and
capacities, but, because of the low capacity of LVDC microgrids and impor-
tance of the efficiency, the lead—acid and lithium-ion batteries are the best
option for installation in these systems.

2.3 Converters

In a DC microgrid, both DC/DC and AC/DC converters are used to interconnect
the AC and DC components to the main DC bus. These converters require to
control the bidirectional power flow and the disturbances, such as voltage drop
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or faults. Typically the DC/DC converters are designed simpler than the AC/DC
converters, which causes higher efficiency and lower cost [25]. In addition,
during the fault, these converters can limit the value of the fault current, but,
in the DC microgrid, due to the high rise of fault current and low tolerant of
converters against fault current, the fault isolation time should be lower than
AC microgrids.

3. Challenges in protection of DC microgrids

Besides the advantages of the DC microgrids, a protection system is required for
the converter-based DC microgrids. Due to the lack of efficient standards for the
protection of DC systems, focusing on the challenges of these systems is an
important part of designing an efficient protection method. In this section the
main challenges of DC microgrid protections are investigated.

3.1 Immunity against cyber attack

In recent years, due to the increase of the impact of the communication and the
processor-based protection schemes, these systems are vulnerable against the
cyberattack. Therefore designing a backup protection unit for the primary
PDs to protect the system against cyberattacks is a vital challenge.

3.2 Low tolerant of converters

During the fault in the DC microgrids, the fault current reaches to the peak value
in a short period. And, on the other hand, the tolerance of the converters to the
high fault rises is low. Therefore a high fault current flows through the con-
verters, which connect two main parts, for example, connecting the DC micro-
grid to the grid. Thus the fault current should be cleared in by a short
operation time.

3.3 Unsuitability of the AC C.Bs

CBs interrupt the fault current in the cross zero point in the AC systems, but, in
the DC systems, due to the absence of the cross zero point in the DC microgrids,
the AC CBs cannot be implemented directly in the DC systems. Moreover, for
preventing damage to the voltage source converters, fault in the DC microgrids
should be interrupted in the less time compared with the AC systems [26].
Therefore power electronic devices such as integrated gate-commutated thyris-
tor (IGCT) and insulated gate bipolar transistor (IGBT) are the best solution for
clearing the fault.
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3.4 Bidirectional fault current

Despite of the conventional power networks, the structure of the DC microgrids
typically is ringlike. Thus the fault current of these systems is bidirectional, and
the protection scheme of radial system cannot be implemented in DC micro-
grids. In addition, due to the variation of the topology and uncertainty of renew-
able energy resources, the short-circuit level in the DC microgrids is not
constant.

3.5 Unsuitability of the AC protection methods

In recent years, several researches are proposed for the protection of AC micro-
grids, which can protect the AC systems against the fault situations. However,
the majority of these approaches use the frequency and phase of the fault
current. But, due to the absence of these parameters in a DC microgrid, most
of the AC protection methods cannot be implemented in the DC systems.

4. Cyber attacks

In this section, different types of the cyberattacks and the impact of them on the
communication link and protection system are investigated. Cyberattacks on the
communication links interrupt signals of relays and measurement units and con-
sequently interrupt in the clearing of the fault by CBs. The cyberattacks are
divided into two different types, SV and GOOSE messages and network secu-
rity attacks, as shown in Fig. 2 [27].

4.1 SV and GOOSE message cyber-attacks

The SV and GOOSE messages are the two communication protocols of the IEC
61850. The SV messages send the measured values of the sensors or

Network SV and

security GOOSE
attacks messages

Demgl of Passw.ord Erveiai Modification Do attack
service cracking

Replay attack

attacks

FIG. 2 Cyberattack types.
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measurement units to the PDs, and the GOOSE messages send the trip signal to
the CBs to clear the fault location. Based on the standards, these signals should
be sent less than 4ms. In the protection systems, both messages use Ethernet
network, for short lengths, and phasor measurement unit (PMU), for long
lengths.

1.

Replay attacks: In this cyberattack the SV packet, including measured
values, is captured by attacker and then sends it to another PD. For GOOSE
messages, attacker captured this signal and sends a trip signal to the CB dur-
ing the normal operation mode.
Denial-of-service (DoS) attacks: DoS is an attack that causes users not to
access to the service. In this type of attack, relays are prevented to respond
to the correct messages from other measurement units, PDs or relays.
Attacker sends a large number of the messages and data to the targeted relay;
then the target cannot respond to the correct signals. Another way of DoS
attack is GOOSE poisoning attack. In the poisoning attack, GOOSE mes-
sages with a higher sequence number than those sent by the relay are
accepted by CBs. Therefore all trip signals from the relay are considered
as an invalid signal, and only the incorrect signals from the attacker will
be accepted. GOOSE poisoning attacks include semantic, high-rate flood-
ing, and high-status number attacks.

e Semantic attacks: The status number in the GOOSE message is fixed, and
the status change rate is determined by the attack.

e High-rate flooding attacks: A range of fake GOOSE messages are multi-
casted with a higher number of status. Then a status number more than
the expected status number of CB are employed by the fake GOOSE
message.

e High-status number attacks: A single fake GOOSE message with a high-
status number is sent to the CB [28].

Modification attack: The message between the relay and CBs are changed

without permission of the relay. The GOOSE messages are captured and

modified by attacker to another message, and then, CBs can be controlled

by attacker. Also, attacker can send a false analog signal for SV packets to a

controller in the DC microgrid to cause an artificial fault or outages.

Another tool that attackers can use for modification attacks is malware

script [29]. This type of attack is local; hence, it requires to be installed

inside of the network. This method captures the exchanged messages
between relays and injects GOOSE messages to the IEC 61850 network.

4.2 Network security cyber-attacks

The target of this type of attack is communication links to access and change
data [30]. Different types of cyberattacks are eavesdropping attacks, password
cracking attempts, and DoS.
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. Eavesdropping attacks: This type of attacks is a local type and requires to

use the local network to steal packets that are exchanged in the protection
system. One type of cyberattack is the address resolution protocol (ARP)
cache poisoning. Attacker converts the IP address into the false MAC
address using ARP communication protocol, and it enables the attacker
to capture all packets. Another type of eavesdropping attacks is switch port
stealing in which false signals are transmitted to the CB MAC address and it
allowed the attacker to connect to the system.

Password cracking attempts: All devices such as relay or other PDs required
a password to get access to the system; therefore attackers use password
cracking attempts and guess the password to gain access to the protection
system [31]. Thus, by accessing to the protection system, attackers can send
false signals to the CBs and isolate the healthy parts.

DoS: DoS effects on the communication links between PDs, and attackers
transmit a continuous fake synchronization signal to the relay to disturb the
connection between the operator and the relays [32]. The DoS attack is run
by using different protocols such as Telnet, HTTP, and FTP on the relays at
the same time.

5. Blockchain structure

A blockchain is a chain of a number of blocks that records the value and amount
of data. The structure of blockchain is depicted in Fig. 3. Each block is con-
nected to the previous block through references. In this stage the hash value
of the previous block and that of the first block are called parent and genesis
block, respectively.

A block includes block body and block header, as shown in Fig. 3, and the

block header includes the following:

nonce: a 4-byte field,

nBits: compact format of the current hash,

timestamp: current timestamp,

Merkle tree root hash: the hash value of all transactions,

parent block hash: the hash value of the current point the previous block,
block version: determines that set of block validation rules to follow.

Hash of block 0 Hash of block 3 Hash of block 3 Hash of block n

Timestamp Nonce Timestamp Nonce Timestamp Nonce ‘Timestamp Nonce

Block version Block version Block version Block version
Parent Block hash Parent Block hash Parent Block hash Parent Block hash
Merkle tree root Merkle tree root Merkle tree root Merkle tree root
nBits nBits nBits nBits

TX 1, TX2,...,TXn TX 1, TX2,..., TX n TX 1, TX2,...,TX n TX 1, TX2,...,TX n

Genesis block Block 1 Block 2 Block n

FIG. 3 A simple structure of the blockchain.
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A block body is made by transactions and a transaction counter. The size of each
transaction and the block size determine the maximum number of transactions
that a block can take.

Moreover, each user accesses to public and private keys. The transactions
are signed by the private key, and the signed transaction is available for every-
one in the network by using a public key. A digital signature consists of veri-
fication and signing phase. For instance, first, a hash value is generated from the
hash values, when a user wants to sign transactions. Then, user codes these hash
values by using the private key and sends it to other users with the original data.
The second user verifies the transactions by comparing the decoded hash and
the hash value derived from the received data. Elliptic curve digital signature
algorithm (ECDSA) is the digital signature method that is used in the
blockchain.

The characteristics of blockchains are summarized as follows:

e Auditability: When a transaction is validated and recorded on the block-
chain by timestamp, user verifies and traces the previous records via access
to all nodes of a distributed network.

e Anonymity: By using generated addresses, users can interact with the block-
chain network. Moreover, users can make several addresses to prevent being
identified. This algorithm causes appropriate privacy on the blockchain
transactions.

e Persistency: In the distributed network, it is almost impossible to tamper,
because each transaction spreads into the network require confirmation
and recordation in distributed blocks. In addition, each transaction will be
checked and spread block validated by nodes. Thus any false data can be
detected.

e Decentralization: In the traditional centralized transaction systems, transac-
tions require to be validated by a central unit. On the other hand a peer-to-
peer transaction can be conducted for a transaction in the blockchain system
without validating by a central unit. Therefore blockchain significantly
reduces server costs.

6. Proposed blockchain-based DC microgrid protection
technique

In this chapter a novel blockchain-based differential protection method for DC
microgrids is proposed. Instead of shutting down the protection system during
the cyberattacks, the proposed technique detects the fault by a blockchain-based
backup system. In the first stage the proposed differential protection system
detects the internal fault and ignores the external faults, by a high-speed com-
munication line and relay. However, during the cyberattacks, this method is
connected to a blockchain system as a backup of the communication system that
prevents system against the cyberattack and communication link failure.
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6.1 Differential fault detection

A protection system should distinguish between internal and external faults and
only isolate the internal faults. During the fault the direction of the fault current
will be to the fault location; therefore, by using the direction of two sides of the
differential protection system, the type of fault can be detected. The implemen-
tation of the protection method and different location of faults are shown in
Fig. 4.

In this system the differential relay receives the value of line currents from
two measurements at two ends of the line. During the fault a variable for each
side of relay is defined, S; and S, for bus 1 and 2, respectively; and for clockwise
direction the value of §; and S, will be 1; and for counterclockwise direction the
value of §; and S, will be —1. Therefore, during the fault, the internal fault can
be detected by

S1 =95, — External fault )
S1 = —8, — Internal fault
S18,—1
Sr= % )

where Sz is O for external faults and 1 for internal faults.

During the fault, the fault current transient is divided into two stages. The
first stage is capacitor discharge, which capacitors start to discharge through
the faulty path. This stage starts from the first moments of the fault and makes
a high peak, as shown in Fig. 5. The second stage is the freewheeling diode oper-
ation, and it will start after dropping the voltage to zero. This stage shows the
reversion of voltage of converter, and diode of converter starts to conduct.

The capacitors are the equivalent of converter capacitors at both ends of the
lines. During the first moments of the fault, a high rise fault current is injected
from these capacitors to the fault location.

In a bidirectional DC microgrid, during the fault, a line can be modeled by
Fig. 6. In this system the differential value of the derivative of fault current for
both sides of the line can be calculated by
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FIG. 4 Implementation of the proposed differential protection system.
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“Ta At R ar R di  CR;"

diy diy Lid*, Ry+2R;di 1
_an 2 L 11+ 1 f 11+ 3)

where i; and 7, is the measured current of bus 1 and 2, respectively. L; and R, is
the value of inductance and resistance from bus 1 to the fault location. Ryis the
fault resistance, and C is the capacitance of the converters. Therefore if the
value of @ change to a value higher than a threshold, the differential relay sends
the trip signal to the CBs. The value of the threshold can be obtained for the
minimum value of fault current. For this situation, first, the maximum value
of fault resistance should be estimated. Based on AC protection standards, in
overload situations, a load can be fed with 25% more power than the normal
conditions. Thus the maximum overload current is 1.25[;,,,, which I;,,; is
the nominal power of loads, and the current more than this value should be con-
sidered as a fault current. Therefore the maximum value of fault resistance is
calculated by
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4V,
1 load

Ry = “

where V,, is the nominal voltage of the system. The minimum value of a or
threshold is obtained by

dil I/oad .
in = 2—+ 5
Gmin == " acv, " ©)
Consequently the trip signal of the relay is made as follows:
Omin —STaa <0 — trip 6)

6.2 Blockchain backup protection system

In this chapter a new application of blockchains is proposed to manage the pro-
tection system during cyberattacks and communication failure. During the con-
ditions without cyberattack or communication failure, the signal to the relay
from the measurement unit and the signal from the blockchain to the relay
is the same. However, during the cyberattack to the main communication link,
the encrypted value from the blockchain will be different. Then the relay detects
the cyberattack and only considers the data from the blockchain. Therefore the
values of i; and i, in Egs. (1)—(6) will change to the decoded value of current
from blockchain.

However, during the cyberattack, by using the blockchain system, a small
delay will be added to the protection system. Moreover, by installing another
measurement unit at each bus, the reliability of the protection system against
the cyberattack will increase, but the cost also will increase.

7. Simulation results

A MATLAB simulation has been performed for a line of a DC microgrid as
shown in Fig. 4. Two sides of the understudy line are connected to a part of
DC microgrid with power resources; therefore the fault current is bidirectional.
The proposed method is tested for different cases such a HIF and cyberattack to
the communication link.

7.1 Fault detection and isolation without cyber-attack

An interval line to ground fault with fault resistance 1 Ohm is occurred, at the
33% of the line from bus 1. The fault current seen from bus 1 is shown in Fig. 7.
Then the proposed differential relay detects and isolates the fault in 1.4ms, as
depicted in Fig. 8.

As shown in Fig. 8, during the first stage of the fault, the discharge of the
capacitor causes a high rise current through the line. The peak of fault current,
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FIG. 7 Fault current without using an isolation method.
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FIG. 8 Detecting and isolating the fault with fault resistance 1 Ohm.

in this case, is almost 25 A, and therefore the differential relay detects the fault at
1.4 ms and sends the trip signal to CBs of both sides of the line. In other situation
a HIF with fault resistance of 10 Ohms has occurred at the middle of the line, as

shown in Fig. 9. The fault current is reached to approximately 4 A, and then the
fault is detected and cleared in 0.5ms.

7.2 Fault detection and isolation by considering a cyberattack

As mentioned before, one of the threats to a protection scheme is cyberattack;
therefore a blockchain system is linked to the differential relay to protect the
system against cyberattack. As shown in Fig. 10, a cyberattack has occurred
on the communication link of the differential relay. Therefore the blockchain
system detects the cyberattack and sends the encrypted data to the differential

relay. Consequently, the waveform of fault current before by implementing the
protection system.



Blockchain-based protection schemes of DC microgrids Chapter [ 11 211

Current (A)
o 124
wn — W 3] w

o

(=]

1 L L 1 1 1 1 1
0 0.2 0.4 0.6 0.8 1 1.2 1.4 1.6 1.8 2
Time (ms)

FIG. 9 Detecting and isolating the fault with fault resistance 10 Ohms.

[Block |
Cyber-attack [1chain
Relay)
1 2
I 1 L I
\/;1 |‘—I Loadl | [Load2 [ [Load3 l—l \NF3
C C
L Py 1

FIG. 10 A cyberattack on the protection system.

During the cyberattack, if a fault with fault resistance 1 Ohm has occurred in
the F,, the differential relay detects and isolates the fault in less than 29 ms. In
this case, due to the encrypting by blockchain and detecting cyberattack, a delay
is observed in the operation of the protection scheme, as shown in Fig. 11. Also
a HIF is occurred at the middle of the protected line by fault resistance 10 Ohms,
which the isolated fault current is shown in Fig. 12.

The results show the proposed protection method, detect and isolate the fault
in several milliseconds, and by using a blockchain system cyberattack cannot
affect the protection system.

8. Conclusion

This chapter has proposed a blockchain-based differential protection technique
for DC microgrids. The proposed protection system consists of a differential
relay connected to a blockchain system for protecting the system against cyber-
attacks. The differential relay detects the internal faults and isolates the faulty
line before ending the capacitor discharge state. Moreover a new threshold
selection approach is proposed, which able the differential relay to detect
the HIFs. The proposed method is tested and validated by simulation.



212  Blockchain-based smart grids

25 nl
20 9
<
s
5
=}
g d
3 10
S
0
1 L Il L Il L Il L 1
0 0.5 1 1.5 2 2:5 S 3.5 4 4.5 S
Time (s) %1073

FIG. 11 Detecting and isolating the fault with fault resistance 1 Ohm during cyberattack.

Current (A)

[ N

— W 58] W
T

=
o wn

L 1 1 1 | 1 1 1
0 05 1 15 2 25 3 35 4
Time (s) %1073

FIG. 12 Detecting and isolating the fault with fault resistance 100hms during cyberattack.

The simulation results show that the proposed protection scheme detects and
isolates the HIFs by considering the different situations for cyberattacks and
also the backup blockchain system increases the reliability of the protection sys-
tem by decreasing the impact of communication failure. During the fault the
HIF is detected in less than 0.5ms, and by considering a cyberattack the HIF
is also detected in less than 2.5ms. The results show the effectiveness of the
proposed method against cyberattacks.
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