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Preface





This is admittedly a book written with an America-centric point of view. It is a point of view for which I make no apologies because—unlike many of my counterparts in the academic world—I believe that there is no such thing as value-free or value-neutral research in international relations or any other social science. Rather, all social science scholarship—that is the study of humanity—is affected by the personal beliefs, or biases if one wants to use the pejorative term, of the researcher. This is true no matter how inclusive the bibliography or sources of research. Humans can never be neutral about humans. This is not an idea that originated with me; one of my more influential graduate professors, a man who had previously spent his lifetime trying to define foreign policy research as a hard science, taught me this wisdom from his own disappointment. Rather than pretend the research to be value-free, he urged, the researcher should be value-explicit. Making one’s biases known allows the reader to place the research and analysis into context and therefore better judge its validity. Accepting this, I can point out my biases very succinctly: I hold a lifelong commission as an officer in service of the United States. I may no longer be serving on active duty, but the national security of the United States and its allies has been my life’s work and remains my professional focus. This book is a scholarly work in which all sources available to me and all points of view have been researched, but ultimately the reader must remain aware that my conclusions and recommendations necessarily reflect this lifelong mission.

My naval and academic careers have been full of shipmates, colleagues, teachers, mentors, and friends, many of whom have had direct or indirect effects on my studies of anti-access strategies and related defense issues. It is not mere rhetoric to say that they are too many to name, and I know that acknowledging some means that others will be necessarily unacknowledged. So, instead, I will confine myself to first acknowledging my gratitude to the executive leadership of Strategic Insight—Bob Gray, Jim Francis, and Jim Rubin—who allowed me time off from my regular work responsibilities to complete this book. Most importantly, I give my continuing gratitude to Rev. Dr. Deborah Mariya, veteran of Desert Shield/Desert Storm, and our daughter Mercy, whose access to the future—I pray—will always be peaceful.






Introduction

Anti-access and area denial are modern terms referring to war-fighting strategies focused on preventing an opponent from operating military forces near, into, or within a contested region. Today anti-access and area-denial strategies—sometimes combined as anti-access/area denial or abbreviated as A2/AD—are topics of great debate and are considered primary strategic challenges to the international security objectives of the United States and its allies and partners. However, in addition to anti-access and area denial being modern terms and strategic challenges, I would argue that they constitute an ancient concept—that they are techniques of strategy that have been used throughout military history. They are also historical components of grand strategy. This book is an attempt to illustrate this history, identify the principal elements of the concept, assess their relative success or failure, and—in terms of the policy objectives of the United States and its allies and partners—suggest ways in which future strategic challenges might be overcome.

Denying access to an enemy is a natural objective for any defender and should be considered an integral component of any military campaign. However, the terms anti-access and area denial—as currently used—are specifically meant to denote a strategic approach intended to defend against an opponent that is judged to be of superior strength or skill in overall combat operations. If the opponent is allowed to use this superior strength or skill, it is feared that the defender would likely be defeated at the point of contact. Therefore, the objective of an anti-access or area-denial strategy is to prevent the attacker from bringing its operationally superior force into the contested region or to prevent the attacker from freely operating within the region and maximizing its combat power.

In the terms of one school of military theory, anti-access and area denial can be described as strategies intended to prevent an attacker from being able to bring forces to bear in a strike at a defender’s center of gravity. From this perspective, without striking the center of gravity the attacker can never achieve victory. For the defender, the desired result is not just stalemate, but also attrition of the attacker’s forces such that the attacker loses over time any ability to make any decisive strike at the center. Using chess as the metaphor, we can see it as a strategy focused on preventing the loss of one’s own king via a perpetual stalemate. But in terms of technique, the stalemate is best achieved by knocking all the opponent’s pieces from the board before the start of the game and then preventing the opponent from putting them back on. The defender fears or suspects that if he actually lets the game proceed, he will face defeat. In this scenario, the better chess player cannot win because she cannot play her pieces.

Despite their defensive essence, anti-access and area-denial strategies are not exclusive to a defending or status-quo power or to a tactically weaker opponent. For example, Imperial Japan’s war against the United States in the Pacific from 1941 to 1945 was an anti-access strategy designed to preserve aggressive conquests achieved in Asia starting with Japan’s capture of Manchuria in 1931 and continued in the wake of the Pearl Harbor attack. By the time American forces could respond effectively, Japan had already consolidated the core of its wartime empire and its conquest of the oil-rich Dutch East Indies was under way. Its objective was now to prevent reentry to the western Pacific by the one opponent with the potential for strategic superiority. With elimination of U.S. forces from the Philippines, along with defeat of the British and Dutch, the Japanese were now the tactically superior force in East Asia and the western Pacific. Their strike at Pearl Harbor was not intended as a prelude to an invasion of Hawaii or the continental United States, but to knock over the chessboard so that the Americans would decide that—as far as the Asia-Pacific region was concerned—it was too costly to put their pieces back into the game. This constitutes a classic anti-access approach.

Another metaphor useful for illuminating the concepts of anti-access and area denial—and, more specifically, describing how they have been historically overturned—is to discuss the construction of great walls and attempts to breach them. This perspective is of anti-access as an element of grand strategy. For the purposes of this study, great walls are meant to indicate something other than defensive structures such as city walls, fortified positions, or defenses surrounding an armed camp. Great walls herein are interconnected series of defensive—and often offensive—capabilities designed to prevent the penetration of forces or ideas that might challenge attempts to consolidate or maintain internal control. To use modern terms, we can describe great walls as anti-access networks. When the first Chinese emperor initially started the construction of the Great Wall and the Romans began Hadrian’s Wall in Britain or comparable fortifications in Gaul or Germany (such as the Limes Germanicus), they were not intended to represent the limits of consolidated power or to delineate or defend ethnic divisions. In both cases, these empires had yet to consolidate absolute power within the limits of the walls. In both cases, many of the peoples living closest to one side of the wall were ethnically similar to those living on the other side. Rather, the constructions were primarily intended to prevent hostile forces outside the walls from supporting or assisting potentially hostile forces within the walls in challenging the central authority. The goals were both to deny access to the empires by forces that could destabilize the empires and thus allow for a consolidation of imperial authority within the walls.

This is more obvious in the case of Rome, which had almost as many “barbarians” within its great walls as it had outside. When Rome fell as an empire, it was not because outside forces had breached the walls as much as it was because those barbarians inside—admittedly with pressure or support from outside—no longer viewed loyalty or acquiescence to Rome as in their interest. This is another illustration of how an anti-access–focused security strategy—the construction of great walls—was an attempt to prevent interference with the consolidation of conquests, albeit over a much longer period of time than the efforts of Imperial Japan. It is also an illustration of how anti-access strategies have often been defeated in history: the forces maintaining the pressure outside the great walls provided the strategic opportunity for forces within the walls to combine with them to break the central authority. Arguably, this was how the communist Iron Curtain was broken in Europe. In this case, the great walls—the Berlin Wall being the most tangible—were more specifically designed to consolidate authority and keep the people within the empire than to prevent the attack of military forces from without, an unlikely prospect given Soviet military strength.

As can be sensed from the previous discussion, this book is not intended to be a detailed assessment of current technologies or weapon systems that may be used as components or counters of anti-access or area-denial strategies. Nor is it intended to be an argument for or critique of the AirSea Battle concept that is now a prominent feature of current U.S. defense policies. These topics are indeed discussed in the following pages but not with the depth they fully deserve. Since they are the focus of writing and debate by other national security professionals, I will leave the detailed examination of the more current strategic challenges to them and have concentrated in this book on the principal elements of anti-access and area denial and the fundamental requirements necessary for the defeat of such strategies. Specific scenarios have been and will continue to be the focus of war games—official and unofficial, public and secret—as well as media speculation and scholarly assessment. States identified as pursuing anti-access and area-denial strategies include the Islamic Republic of Iran and the People’s Republic of China, both of which routinely express a varying degree of hostility toward the United States and its allies. Although some of these scenarios are addressed in this book, my primary attention remains on the strategic principles and history of anti-access and area denial because these are the areas that have been publicly underexamined. I know of no other book that scrutinizes them.

At this point, it is important that I explain a little about how the terms anti-access and area denial are used in this book. With the publication of the Joint Operational Access Concept by the U.S. Department of Defense (DOD) in November 2011 and its formal signature by the chairman of the Joint Chiefs of Staff in January 2012, the terms have acquired nearly official DOD definitions, which will be discussed in later chapters. These definitions certainly have their virtues in helping to codify official doctrine. They also provide a distinction between what the DOD considers anti-access operations and what it considers area-denial operations. However, my initial encounter with the concept behind the terms dates back to 1991, long before they were popularized or anyone tried to attach rigorous definitions. I have watched their meanings gradually change as a consequence of DOD internal politics and service rivalries, an evolution that will be discussed later. My view is that the attempt to codify rigorous distinctions has inadvertently washed away some of the richness contained in the overall concept.

For example, anti-access operations as a component of grand strategy naturally include international diplomatic, political, and economic activities, none of which fits well under the current set of near-official definitions. Likewise I would argue that underlying both the terms anti-access and area denial is but one essential concept, with the nuanced distinction between them being the result of the U.S. Air Force staff (and later the U.S. Army staff) refusing to utilize a term deemed too naval in its origin. Recognition of the somewhat tenuous nature of the distinction has resulted in the frequent use of anti-access/area denial as a composite term. Recent use of the acronym A2/AD—credit for which must go to the Center for Strategic and Budgetary Assessments—completes this recognition. For the purposes of this book, however, I will gradually narrow my usage to the sole term anti-access in referring to the joint, underlying concept. This is intended to avoid continual use of the awkward composite anti-access/area denial and the somewhat jarring A2/AD. My experience is that many readers outside of the DOD are not so enamored of the military predilection for space-saving acronyms, and—facetious or not—A2/AD conjures up images of such popular fictional icons as R2-D2 and C-3PO. Hence, anti-access will be the term I use most.


Chapter 1




A Tale of Two Wars

This book begins with a tale of two wars, one in 480 BC and one in 1991. The first war is the earliest example of an attempted anti-access strategy for which we have a substantial historical record. The second generated the modern interest in anti-access and area-denial operations, particularly by regimes that could envision possible hostilities with the United States and its allies and partners.

Overwhelming Odds

In the spring of 480 BC, the independent city-states of mainland Greece—including the nascent democracy of Athens—faced a grave threat to their existence. The largest armed force ever before assembled, led by the Persian emperor Xerxes, self-proclaimed “king of every country and every language, the king of the entire earth,” had begun its campaign of conquest and revenge.1 Herodotus, known as the “father of history” for the validity of his professional inquiries, records that Xerxes’ army numbered over 1.7 million troops, supported by 1,327 warships. Modern historians dispute the first figure as being far beyond the logistical support possible in the ancient age, but some concur that he may have arrived in Europe with as many as 150,000 to 200,000 warriors, along with the inevitable, innumerable camp followers.2 In contrast, the average Greek city-state—jealous of sovereignty and rarely before united—had but a few thousand defenders. The larger cities, such as Athens, Corinth, and Sparta, might be able to muster eight to ten thousand infantry hoplites. Clearly, they faced an overwhelming foe.

Even before Xerxes’ force crossed the Hellespont—the narrow strait that separates the Black Sea from the Mediterranean—on a bridge of nested boats, the northernmost Greek cities began their capitulation. Those relatively few that refused—located in central Greece, the islands, and the large southern peninsula called the Peloponnesus—united in an alliance led by the Spartans and Athenians. Yet even when unified, the Greek forces were vastly outnumbered. They were well aware that if the Persian forces were able to operate south of sacred Mount Olympus and the other mountains of Thessaly and lay siege to individual cities, none could survive. Positioning the Greek forces to utilize geography in denying Persian access to the populated region appeared to be the only possible strategy.

Plutarch, a Greek moralist and historian writing about five hundred years later, credits the Athenian navalist Themistocles, who had been elected strategos (combination admiral and general), with first promoting the anti-access approach. In Plutarch’s words, “having taken upon himself the command of the Athenian forces, he [Themistocles] immediately endeavoured to persuade the citizens [referring to males of military age] to leave the city, and to embark upon their galleys, and meet the Persians at a great distance from Greece; but many being against this, he led a large force, together with the Lacedaemonians [Spartans], into Tempe, that in this pass they might maintain the safety of Thessaly, which had not yet declared for the king.”3

Themistocles’ original intent may have been to sail the Athenian galleys to destroy the bridge of boats across the Hellespont; we know that he publicly advocated such a plan following the later battle of Salamis.4 Such an action would indeed have met the Persians “a great distance from Greece” and conceivably prevented the movement of land forces between Asia and Europe. But this was not a strategy his countrymen were used to, and they undoubtedly viewed it as extremely risky. Instead, he initially had to be content to attempt an anti-access defense by land.

Stands on Land and Sea

The Vale of Tempe is a gorge approximately 6.2 miles (10 kilometers) in length through which the Pineios River flows between Mount Olympus and Mount Ossa before it reaches the sea. It narrows in some spots to 82 feet (25 meters), with cliffs rising to 1,640 feet (500 meters). (Today it is infamous for fatal car accidents.) In ancient days it was considered the haunt of Apollo and the Muses, and at a distance of 146 miles (235 kilometers), it would have been a fourteen-day march north from Athens.5

Themistocles and the other Greek commanders apparently considered the Vale of Tempe to be the most defensible physical feature at which their much smaller force could stop the army of Xerxes. But that was based on inexact geographic knowledge or what today might be called incorrect geospatial intelligence.6 Once in position, the Greeks were warned by the King of Macedon—who had a treaty with Xerxes but was still friendly to the city-states—that there were a number of other open passes to the west by which Xerxes’ army could flank their position. At the same time, through human intelligence it became known that Thessaly (south of the Vale) intended to capitulate. Deeming his own force insufficient and convinced that a maritime-centered defense would be best, Themistocles returned the force to Athens—as Plutarch somewhat uncharitably describes—“without performing anything.”7

However, the retreat did not shake the overall Greek commitment to an anti-access approach. Another narrow pass lay to the south about 62 miles (100 kilometers) below the Vale of Tempe and 85 miles (136 kilometers) north of Athens, at a spot where the mountains ran to the water’s edge at the Sound of Euripos between the large island of Euboea and the Greek mainland. This was Thermopylae—to be the site of the last stand of the three hundred Spartans under King Leonides, an act of bravery heralded in poetry, prose, and most recently film. Owing to almost 2,500 years of silting and other geological changes, the location is no longer the mere ribbon of land where three hundred or so troops could delay tens of thousands. But during the war with the Persians, this area of hot springs and geothermal activity was another favorable site for the Greek anti-access defense.

This time the land force of approximately ten thousand hoplites was led by the Spartan Leonides, with Themistocles commanding a Greek fleet of 333 warships, based at Artemisium on Euboea to prevent Xerxes’ ships from landing additional troops and to impede their transit south through the sheltered waters of the sound. The combined army-navy effort reflected the geographic reality of all anti-access operations, and whether or not Themistocles was the very first to grasp this reality, his effort to persuade the other Greek leaders to prioritize maritime operations was forceful and unwavering. Like Leonides, Themistocles faced a superior enemy: the Persian fleet had suffered heavily from storms but still numbered above nine hundred ships. But unlike the Spartan king, he retained the mobility inherent in naval forces that prevented them from being flanked in narrow seas. In three engagements, the Greek fleet was able to fend off Persian attacks at sea, while simultaneously launching a propaganda campaign to get Xerxes’ Ionian Greek vassals—who constituted some of his best sailors—to defect.

As is well known, the anti-access operations at Thermopylae-Artemisium failed through treachery when Xerxes found a Greek scout with knowledge of a shepherd’s path through the mountains. Treachery and defections were routine “game changers” in ancient wars. Recognizing that he was being flanked, Leonides retained a force of three hundred Spartans and about a thousand other Greek troops while ordering the rest to retreat. Whether Leonides intended a last stand or a rearguard action, his reputation for utmost bravery was made eternal when the Spartans fought with their spears until they were broken, fought with their swords until they too were broken, and then fought with their hands and teeth until they were all dead.8 The Greeks lost about four thousand warriors at Thermopylae, the Persians about twenty thousand. Xerxes was so enraged by the losses and delay that after locating the body of Leonides, he cut off the head and stuck it on a pole, an act then considered particularly insulting for the body of a king.9

Closing the SLOCs

At this point it appeared that the Greek alliance would unravel and Xerxes would inevitably conquer the whole of Greece. While the city-states of the Peloponnesus, notably Sparta and Corinth, had yet another narrow land barrier—the Isthmus of Corinth—that could be fortified to delay Xerxes’ march toward their cities, Athens and others were now open to destruction.10 Their choices included surrender or flight to exile in the Peloponnesus or possibly to Greek-controlled Sicily. Here again Themistocles rose to the fore, utilizing the Delphic oracle of the “wooden walls,” alliances with political enemies, and his powerful rhetoric in the Athenian assembly to persuade his fellow citizens to abandon the city but fight on in the ships. He used threats of defection, bribes, faked treachery, and a fait accompli to force the other Greeks to fight the famed Battle of Salamis instead of fleeing in their ships back to the Peloponnesus.11

The Battle of Salamis—fought in the narrow channel between the island of Salamis and Athenian territory—is often cited as an example of how sea power can be used to ultimately defeat forces on land, as well as how a smaller naval force might use stratagem and coastal terrain to destroy a larger fleet.12 The critical importance of morale and patriotism can be invoked too; the Greeks were a voluntary alliance of politically equal city-states, whereas the Persian navy consisted of ships from conquered peoples, many—like the Ionian Greeks of Asia—presumably serving unwillingly. But in addition, the logic behind Themistocles’ plan can be cited for his understanding that the sea was as important as land terrain in ultimately denying Xerxes the logistics necessary for military action. Land terrain may have failed the Greek anti-access attempt, but the control of the sea meant control of the transregional supply lines necessary for feeding Persian forces.

For ancient armies, Napoleon’s later aphorism that “an army travels on its stomach” was very apt. Starvation was a routine planning factor. So was the availability of water.13 The tyranny of distance mandated routine supplies by sea, particularly in a world where beast-drawn wagon trains could travel at best 10 miles (16 kilometers) per day, but a fortunate breeze could move a supply ship over 120 miles (193 kilometers) in the same twenty-four hours. The maritime dominance achieved through the Battle of Salamis meant that the Greeks could control the sea lines of communications—or in standard abbreviation, SLOCs—from Asia Minor to Europe, denying access to the logistical support essential for maintaining Xerxes’ army.

In original usage, the communications part of the term SLOCs does not merely mean messaging or information flow, but—as derived from corresponding military usage in nineteenth-century land warfare—includes the ability of divided forces to recombine, as well as be resupplied or reinforced. Today, with most information traveling electronically, certain analysts and scholars have suggested that the concept of SLOCs might be antiquated. But that view fails to recognize that the term is intended to include the physical transfer of matériel and personnel. Perhaps “sea lines (or lanes) of commerce” is a more appropriate modern depiction.

In any event, control of the SLOCs turned the sea into an anti-access barrier for Xerxes, even more limiting than any narrow pass on land. The situation that faced him was a logistical nightmare. The city of Athens had been destroyed, but Xerxes’ force was simply too huge to live off the land, much of which lay denuded. His troops could not survive without access to grain, and they had previously eaten all that could be stripped from the conquered northern city-states. An extensive supply of grain could only come by sea, and now the Greeks controlled the sea.

As noted, Themistocles’ instinctive reaction following Salamis was for the Greek fleet to immediately sail to the Hellespont and destroy the bridge of boats. That would ensure Persian supplies could move neither on land nor sea. But as his fellow strategists were quick to point out, it was more advantageous—at that point in time—to allow Xerxes the opportunity to quit the region and retreat into Asia than to trap him in Greece. Ever the schemer, Themistocles had to be content with sending a false message to the Persians claiming that, in order to allow Xerxes to return his royal personage to Persia, he himself was restraining the other Greeks from racing to the Hellespont.

Whether or not this message had an effect, Xerxes ordered the bulk of his forces—already starting to face starvation—back into Asia. There, a number of revolts that required his repressive hand had meanwhile been brewing. The cost of conquest of all of Greece had suddenly become too high. The twenty thousand or so troops he left behind were destroyed in battle in the following year by the Spartan-led Greek land army.14 It is doubtful whether Xerxes actually believed that the forces he left behind would survive, particularly after experiencing Greek determination and ferocity at Thermopylae.

It was thus the naval victory scripted by Themistocles that denied the region to Xerxes, defining regional anti-access operations as a joint and combined effort, with a strong—generally dominant—maritime component. For those who love historic irony, Themistocles was later exiled from Athens and forced to flee to the Persian court. But that’s another story.

Five Fundamental Elements

An evaluation of the war between the Greeks and the Persians introduces five fundamental elements that combine to sketch the outlines of the concept of anti-access. Other factors may have contributed to the success or failure of any particular anti-access defense or counter–anti-access campaign, but later case studies will indicate that these five elements are indeed common to the construct of anti-access and area-denial strategies across history.

The five fundamental elements can be summarized as:

       1.  The perception of the strategic superiority of the attacking force

       2.  The primacy of geography as the element that most influences time and facilitates attrition of the enemy

       3.  The general predominance of the maritime domain as conflict space

       4.  The criticality of information and intelligence, and—conversely—the decisive effects of operational deception

       5.  The determinative impact of extrinsic events or unrelated events in other regions

These elements can be analyzed independently, but they are not truly independent factors. Rather, they function together in determining the strategic environment in such a way that adoption of an anti-access defense posture becomes a logical strategic choice. In that sense, they can be viewed as defining and determining factors for both decision-making and outcome.

In brief, without a perception that the opponent is strategically superior, optimizing one’s military resources primarily for an anti-access approach is not necessarily an appealing choice. Instead, one’s own strength on the battlefield and capacity to operate out of area can even more effectively deter any possible attack. An anti-access strategy costs resources that could be utilized to optimize one’s battlefield strength. Without favorable geography, it becomes difficult to channel and thus reduce the options of a strategically superior opponent. Since it is easier to move overwhelming military force by sea than any other medium, the maritime domain inevitably becomes the decisive conflict space in any anti-access versus counter–anti-access campaign. Without adequate information and intelligence, the anti-access force—limited by its inferiority in strength—cannot determine the most suitable locations to deploy so as to meet the invader’s main thrust. Likewise, without adequate information, the counter–anti-access invading force cannot determine which access route best bypasses the strongest defenses. Effective deception thereby becomes a premium on both sides. Meanwhile, events outside of the region—such as the possibility of rebellions in the Persian Empire—maintain a constant pressure on the choices of the from-out-of-area invading force. In determining whether to adopt an anti-access approach, one must assess as a critical factor the ability to influence extrinsic events in such a way as to distract the strategically superior force or to change its decision-making. Diplomacy, economic relations, other international political activities, and overt or covert military support can be factors in influencing extrinsic events, which is why anti-access strategies naturally involve more than military operations.

Strategic Superiority of the Attacking Force

The first common element is the perception of the strategic superiority of the attacking force. It is this perceived asymmetry in strategic force that motivates the defender to specifically focus its resources on denying regional or area access as its primary operational effort. Without this perception, anti-access efforts might be viewed as productive elements of an overall defensive campaign but would not necessarily be considered to be the most critical components. If an attacker could be defeated in a force-on-force engagement within the contested region, preventing the attacker from entering the region would be an operational luxury or adjunct, not a necessity around which the entire defensive campaign must be built. The potential for force-on-force victory by the defender could also function as an adequate deterrent.

Strategic superiority does not necessarily mean technological superiority, but in general technological superiority is a component of the former. Many studies of anti-access have emphasized the dominance of high-technology weapons, and in modern scenarios they are certainly the key operational concern. As will be seen, technological advantage has been a significant factor in a number of historical examples of anti-access operations. However, technological advantages have appeared on both sides—attacker and defender—and the diffusion of technology has often meant that any specific advantage has not lasted for long. The strategically inferior force has often attempted to neutralize technological advantages of the strategically superior force by stratagems, tactical innovations, or unexpected uses of current technologies—what we would refer to today as asymmetrical warfare.

In the case of the Athenians, there was little practical debate about whether they could actually defend the city—barring divine intervention—from a surrounding Persian force. In truth, there was quite a debate about the possibility of divine intervention, something all Greeks considered a routine feature of momentous events. This debate was not resolved for all; a small party convinced that the prophecy of the “wooden walls” meant a wooden palisade around the Acropolis stayed in the city to be slaughtered by the Persians even as the rest of the citizens were manning the ships at Salamis. Themistocles had convinced most that “wooden walls” was a divinely inspired metaphor for the warships. But in any event, the superiority of Persian forces in numbers and the inevitability of Greek defeat in a land war of attrition were never seriously questioned.

Thus it was their perception of Persian strategic superiority that drove the Greek strategists to investigate the possibility of an anti-access approach. This was different from the then-common practice of attempting to wait out sieges until the attackers got tired and a less onerous agreement was negotiated. Even the city-states with extensive walls could not withstand a siege by such a vast army. Seeking decisive battle on flat home ground was likewise out of the question. In terms of technology, there was no apparent advantage on either side.15 The Greeks, particularly the Spartans, may have been excessively brave, but they also wanted to win. The only possibility of victory lay in denying Xerxes the chance at striking the cities themselves. That the strategy initially failed—Athens was after all burned to the ground and its lands despoiled—points to the inherent difficulty of conducting a successful anti-access campaign against a truly determined opponent. The operational objective remained the neutralization of the superior force until time, attrition, and/or extrinsic events shook the determination of the attacker.

Primacy of Geography

The second fundamental is the primacy of geography as the element that most influences time and facilitates attrition. Admittedly, anti-access efforts are dependent on more than geographic characteristics. However, geographic characteristics are the most permanent factors that can be utilized in denying unfettered operations within a contested region.16 The technologies of war and the political divisions of the world may change, but geography does not (or does so very slowly).17 Mountainous terrain, narrow passes, isthmuses or straits, littoral features such as islands, bays, shallow waters, and climactic differences are primary geographic discontinuities that strengthen potential defenses, whether in local, regional, or global conflict. Those land areas that have natural barriers such as mountain ranges (the territory of the Swiss Confederation, for example) have had less of a historical experience with successful enemy invasions than territories bordering flat plains (Poland being an opposite example).18 The sea, too, has proven to be a barrier—perhaps the most significant barrier—when utilized effectively. It became the primary anti-access barrier in the war between the mainland Greeks and the Persian Empire.

It would be incorrect, however, to imply that specific geographic features are absolutely insurmountable barriers. In the era of air and space travel, there are few features that can provide protection from air attack and few, if any, that cannot be overflown. But the reality remains that geographic conditions still continue to limit the type, direction, and scale of military operations. Lighter forces can be transported by air over geographic barriers, but substantial amounts of heavy equipment cannot, or at least not without tremendous cost. In contrast, heavy equipment can be transferred across the sea at consistent speeds that cannot be achieved on difficult land terrain. This points to the fact that in developing a regional anti-access strategy, effective planners must take into consideration the totality of geographic features—not merely in determining the positioning of defending forces, but also in determining the type of weaponry and force structure itself in which the defender should invest.

The need to tailor forces to the geography also points to the fact that modern counter–anti-access operations need not be the sole province of naval and air forces. Ultimately the goal of the counter–anti-access force is to strike at the vital center of the enemy and cause his capitulation, an outcome that generally requires land forces to achieve and enforce. Like all aspects of an integrated campaign, counter–anti-access operations are combined arms warfare—and in current terminology a cross-domain function. But there is a caveat to that: geographic and other planning considerations mandate far different quantities of the distinct forces involved. Some domains or mediums may require more extensive forces than others.

Developing an anti-access strategy requires optimizing the defending force to best use the permanent geographic features in order to increase the costs to an invading force, additional costs that would not occur but for existence of the geographic features. Resources, including research and development, may have to be allocated by the anti-access force so as to extend the effects of existing features. From the opposite perspective, an attacking force determined to counter an anti-access strategy must optimize its own force to overcome the effects of any potential geographic barrier. But countering barriers always entails deliberate planning and resources that may necessarily (or at least deliberately) be spent elsewhere. The Persians could have built a more effective, unified navy, but it would have cost greater resources in leadership, time, and expertise than they chose to pay. The Greeks used their more natural, relatively more extensive seafaring tradition, which was reflected in their political organization, to take control of the dominant geographic feature of the eastern Mediterranean. Themistocles’ insistence on pouring Athenian resources into naval forces reflected this perception that maritime geography provided the greatest anti-access leverage.

Predominance of the Maritime Domain

That the Greek strategy did not completely fail points to a third fundamental element, one that flows naturally from the primacy of geography: the predominance of the maritime domain as conflict space.19 An elementary fact of global geography is that over 70 percent of the planet is ocean. Inevitably a military operation that extends from one global region to another requires the attacking force to transit maritime regions.

While maritime regions have their own geographic characteristics, a significant portion of their maneuver space most closely resembles the open plains that favor the maneuver of vast armies and aviation assets. In that sense, it negates defensible geographic features, although it is a maneuver space requiring specialized platforms, including those that can travel submerged. The ability to utilize maritime regions is therefore the most significant advantage that an interregional attacking force can possess, and conversely the ability to deny an attacker’s use of maritime regions is a dominant factor in the success of any anti-access campaign.

Since the modern concept of anti-access was derived from naval roots, it may seem easy to dismiss the third element as tautological. The separations between geographic regions usually include bodies of water, therefore maritime space becomes important in any anti-access or counter–anti-access campaign. But this misses the recognition that control over the maritime region can act as a surrogate for control over adjacent land. This is the premise for the concept of sea basing, which is discussed later. Right now, it is sufficient to note that in the case of the Greek-Persian War example, Greek efforts to use geographic land barriers to keep the Persian force from their cities could only be successful if the Greeks also ensured that Persian maritime forces could not be used to bypass the land barriers by landing amphibious forces beyond them. Persian efforts to overcome the Greek land-based anti-access could only be successful if the Persian force could retain at least partial use of the sea to resupply its overwhelming and resource-intensive land force. This was vastly different than the situation faced by the Persians in conquering and maintaining their empire in the Near East and Asia Minor, where maritime conflict seemed peripheral. To overcome the Greek anti-access defenses and conquer Greece, maritime conflict became central.

When the campaign is viewed from the joint paradigm of twenty-first-century strategy, emphasizing the centrality of the maritime domain in major combat operations seems almost gauche. Two factors are in play here. First—and protestations of advocates aside—the concept of jointness now carries the connotation of the equal importance of all combat domains and service organizations. To emphasize the dominance of one is perceived as marginalizing the others and therefore neither cooperative nor orthodox. Secondly, operational domains are now being defined for convenience along particular service lines, which leads to a growing disconnect in strategic thought. Understanding the predominance of the maritime domain as conflict space in fashioning or countering any anti-access strategy requires one to push aside current conventions and return to the view that the maritime “domain” includes the air space above the oceans and littorals as well as the water itself. That is why modern navies consist of platforms operating under the sea, on its surface, in the air above, in littoral regions, and in space and cyberspace.

Criticality of Information and Intelligence

A fourth fundamental element is the criticality of information and intelligence. This is true of all warfare, but it is particularly true in tailoring a defense designed to prevent strategically superior forces outside of one’s immediate region from entering. The anti-access force must seek to deny information to the enemy and deceive enemy forces. Conversely, operational deception is a premium counterweight in the hands of the strategically superior force. The Greeks’ attempt at a defense at Tempe failed because they did not have an accurate picture of the geography and had made invalid assumptions. In contrast, they had a much clearer picture at Thermopylae and at Salamis (particularly the Athenians), which allowed them to engage the enemy more effectively.

The Greeks also had an accurate knowledge throughout the conflict of the size, composition, disposition, and psychology or morale of Xerxes’ forces. This was not a testament to Greek intelligence-gathering; rather, it was because Xerxes continuously broadcast it to them. All the ancient sources maintain that when Xerxes captured Greek spies, he let them go so they could return home to tell all about the size and power of his army. In that way Xerxes thought that the Greeks would be more likely to surrender before he arrived. This proved to be only partly effective and was based on intelligence assessments that included mirror-imaging, viewed in modern intelligence as a major flaw. Apparently it was not until the slaughter of his forces at Thermopylae that Xerxes called forth the Greek defectors in his train to inquire seriously about the psychology and motivation of the Spartans.20

Xerxes may not have utilized confounding techniques of deception, but the Greeks did. Themistocles’ genius in this misinformation effort lay in exaggerating the truth about the disunity among the Greek leaders and in reinforcing Xerxes’ perception that getting a prominent Greek leader to defect with his forces was only a matter of time. This confirmed what the Persians wanted and expected to hear.21 Thus, when the Persians encountered stubborn Greek resistance instead, they continued to be tactically surprised.

Projecting to anti-access strategies in today’s age of information-based, high-technology warfare, the criticality of information and intelligence seems even more obvious and a motivating factor toward the development of joint doctrinal and resource collaboration such as the AirSea Battle concept. It has also given impetus to the recent focus of cyberspace operations, although the two very different functions of cyberdefense of the computer assets of civil society and defense (and offense) of military forces are often conflated.

Determinative Impact of Extrinsic Events

A fifth historical element illustrated in the Greek-Persian War example—and even more prominent in other cases—is the determinative impact of extrinsic events (unrelated events in other regions) on the success or failure of the anti-access strategy. This would seem natural, since extrinsic events have often had an impact in modifying the calculus and motivations of combatants in any war, no matter the strategies adopted. However, in a situation where the attacker’s home territory lies outside the contested region and with its political interests likely to be global or multiregional in nature, extraregional events—either orchestrated by or having nothing to do with the defender—are likely to have an even greater impact on the attacker’s focused effort at countering the anti-access campaign.

Earlier it was pointed out that—at its essence—the operational objective of an anti-access strategy is the neutralization of the superior force until time, attrition, and/or extrinsic events shake the determination of the attacker. Identifying such extrinsic events as the fifth element is intended to emphasize that anti-access strategies are adopted in situations of asymmetry in terms of military power, objectives, and motives, but that outside events can impact this asymmetry—potentially equalizing relative military power.

In the case of the Greeks’ anti-access efforts, their gaining control of the SLOCs necessary to feed Xerxes’ army occurred in the context of perceived instability within the Persian Empire itself. The defeat of the Persian-controlled fleet did not mean the end of combat in Greece. It took a land battle at Plataea, approximately forty miles (sixty-four kilometers) west-northwest of Athens, in the following year to eliminate Persian land forces from the Greek mainland. On the same day, the remnants of the Persian fleet were destroyed on the beach near Mount Mycale on the opposite side of the Aegean Sea in Ionia (modern Turkey).22 Following these Persian defeats, Greek fleets continued the war by assisting the very revolts in Ionia and, later, Egypt that Xerxes had feared. The extrinsic events that may have played a role in Xerxes’ calculations to quit his main effort in mainland Greece came to pass in an ironic fashion. The Persian Empire itself did not fall as a direct result, but its focus on internal conflicts kept it from returning across the Aegean.23

TABLE 1-1 Fundamental Elements of the Greek-Persian War
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The Greeks had won their anti-access campaign and were determined to prevent any possibility of a Persian return by wrestling control of the Persian Empire ports themselves. They did this by overt and covert support to independent-minded city-states of the Asian coast, including operations on the strategic island of Cyprus and conquest of the city of Byzantion controlling the Hellespont, later to be renamed Byzantium, Constantinople, and Istanbul. The struggle for control of the ports of embarkation of the strategically superior power subsequently became a feature of other successful anti-access campaigns.

Table 1-1 summarizes and correlates activities of the Greek defense against Xerxes’ campaign to the fundamental elements of anti-access operations.

The Transformational War

The Greek anti-access campaign of 480–479 BC is, of course, ancient history. We live in an age when many perceive technology to have so transformed warfare as to make much of the history of past warfare decidedly ancient indeed and likely irrelevant. They are wrong. But rather than argue the validity of historical relevance, let us fast-forward to a more immediate past to examine the second war—the one that made public the very concept of military transformation, as well as provided the justification for twenty-first-century anti-access strategies.

Today the Gulf War of 1991 seems overshadowed by subsequent, lengthier conflicts with their less conclusive results. But it was the tremendous U.S.-led coalition victory against Saddam Hussein’s forces in Kuwait and southern Iraq that provided the impetus for the modern examination of anti-access and area-denial strategies, as well as the overarching concept of a “revolution in military affairs” (RMA). The techniques of anti-access and areadenial have been used throughout history, but it was not until after the Gulf War that they began to be publicly articulated as an independent concept.

Likewise, it was the systematic evaluation by the militaries of other nations of the U.S. capabilities demonstrated in Operation Desert Shield and Operation Desert Storm—primarily by those who chose not to participate in the coalition and particularly those who could conceive of future hostilities with the United States—that justified the acquisition of sensors and weapon systems optimized for the denial of contested area rather than the control of it.

One must be clear, however, not to imply that the choice between optimizing for denial versus control is a particularly new idea. Control implies the ability to dominate a combat space and utilize it for one’s own operations. Denial is meant to indicate that the use of the combat space is denied to the opponent but cannot necessarily be utilized by oneself. In other words, denial indicates that neither combatant can effectively utilize the combat space for their own purposes without great risk to their forces. Naval strategists have long identified sea denial and sea control as alternative approaches to sea power, but with the assumption that opting for a sea-denial approach indicated recognition of a weakness that could eventually be remedied. Sea control—also termed command of the sea—has been traditionally assumed to be the direct objective of naval power. Sea denial was (and is often) perceived as the necessarily limited objective of a weaker fleet.

In the case of the Soviet navy—whose forces were optimized for most of their existence for a sea-denial role—there was a presumption on the part of Soviet naval leaders, notably Admiral of the Fleet Sergei G. Gorshkov, that eventually the Soviet navy would increase in capability until it could challenge the U.S. Navy for command of the seas.24 But in contrast, what was different in the foreign analyses of the Gulf War was a growing recognition that the military technological advantage of the U.S. armed forces not only proved decisive on the battlefield, but the tactics, training, and determination of U.S. conventional forces could not be matched. Denial was no longer perceived as but an interim step toward building the capacity toward control. Following the Gulf War, it was now perceived as a goal in itself, since control appeared impossible to achieve. The results of Desert Shield/Desert Storm transformed the conception of how a conventional conflict was to be fought, particularly against the United States.

Extent of the Victory

The importance of the Desert Shield/Desert Storm victory to the subsequent evolution of modern military strategy is much out of proportion to the liberation of the small State of Kuwait or the twelve-year respite in the theater of expansionism that marked Saddam Hussein’s regime. While the use of high-technology weapons is readily apparent, the transformational effects of the Gulf War in terms of strategy and operational art—an interim level of military planning and operations between strategy and tactics—have become a bit obscured by a decade-long focus on counterterrorism and counterinsurgency. It is hard to reconstruct the impact unless one reads (or rereads) such prewar reporting as appeared in the prestige media, in which it was frequently repeated that Iraq had the “fourth largest army in the world” and “sixth largest air force” with “approximately one million men under arms,” was “tested in recent combat” in a brutal war against Iran, and willing to take horrific losses. As one brief history of the conflict notes, “great doubts haunted the coalition forces before the battle for Kuwait. . . . For those in the United States, the bitter memory of Vietnam hung over them like an unwelcome spectre. Critics suggested that the effect of excessive casualties would kill the campaign because American society would no longer accept such losses. Images of trench warfare that had characterized the Iran-Iraq War and, of course, the bloody stalemate of the First World War in Europe were brought back by military pundits who fed the desire of news networks for a prediction of the outcome.”25 That this was believed by Saddam Hussein himself and was a primary element of his calculations concerning war is quite evident. Saddam stated to American ambassador April Glaspie prior to the invasion of Kuwait, “Yours is a society which cannot accept 10,000 dead in one battle.”26

Other contemporary sources pointed to an inevitable coalition victory, but estimates as to casualties and effectiveness of Iraqi forces varied. Few, if any, envisioned that the conflict would end after but thirty-eight days of air operations and four days of ground combat, with only 246 coalition personnel (147 Americans) killed in action as opposed to a conservative estimate of twenty thousand Iraqi troops killed and over sixty thousand captured.27 While air operations over Baghdad—with the use of stealth aircraft, Tomahawk cruise missiles, precision ordnance, and a host of electronic warfare measures—reduced the command-and-control capabilities of the extremely centralized Iraqi force and captured public imagination, the effectiveness of coalition ground and naval forces also far exceeded historical standards for conflicts including forces of such size. In terms of military history, the size of the victory was stunning, entailing not just the ejection of Iraqi forces from Kuwait itself, but in essence the capture of all Iraqi territory south of the Euphrates River after about one hundred hours of ground combat against a numerically equal or even superior force. Coalition forces anticipated and defeated every effort of an Iraqi military considered to be one of the most powerful in the region and possessing extensive Soviet military resources. For other militaries, particularly those also built along the Soviet model, it was a great shock. At the beginning of the war the Iraqi order of battle was credited with some 5,500 main battle tanks, 1,500 armored fighting vehicles (AFVs), and 3,500 pieces of field artillery. Official DOD estimates state that 3,847 Iraqi tanks, 1,450 armored fighting vehicles, and 2,917 artillery pieces were destroyed by air and land attacks during the total forty-three days of combat operations.28 In contrast, coalition losses were miniscule, with more the result of unfortunate blue-on-blue engagements than from Iraqi fire.

Not only did the campaign demonstrate that the high-technology weaponry in which the United States had heavily invested during the Cold War proved effective, but that the operational art and tactics of U.S. forces—built around the AirLand Battle doctrine designed to stop the movement of multiple Soviet echelons in a war in Central Europe—proved far superior to standard defensive operations. Whether they would actually have defeated Soviet forces in a war between NATO and the Warsaw Pact remains mercifully unknown given the presumably much higher level of training and readiness of Soviet troops in comparison to the Iraqis. Yet few potential opponents of the United States could boast forces comparable to the Red Army, so the effectiveness of an AirLand Battle approach against their own defenses could not be discounted.

Likewise, U.S. intelligence collection by reconnaissance, surveillance, and other technical means—including the comprehensive use of space systems for tactical operations—and its effective analysis, distribution, and practical application far exceeded any comparable opposing capability, including that of the Soviet Union, then nearing the point of implosion.29

The courage and discipline of the coalition service members was made obvious by the Gulf War, which was an apparent surprise for the leaders of states hostile to the United States and its allies who viewed Western militaries from the prism of the U.S. “defeat” in the “people’s wars” in Indochina, previously identified as the “spectre of Vietnam.” While foreign professional military analysts may have had a clearer understanding of the morale and steadfastness of American forces, the perception of a lack of will on the part of Western commanders, an antiwar attitude on the part of the public, and a dubious commitment of the troops had been a routine part of the official view of the core Marxist states and their clients. Although the United States and its allies had carried out quite a number of relatively small military interventions—accompanied by the media controversies that have been a tradition in American history but seem so confusing to nondemocratic outsiders—foreign critics had discounted these successes (while magnifying the few failures) as simply the consequence of numerically overwhelming force. On the surface, the situation in the Gulf seemed much more equal, at least in terms of ground combat forces. A pre–Desert Storm quote from an Iraqi Popular Army “volunteer,” likely scripted by the Iraqi information ministry for the Western media, captured this official attitude of doubt: “We [Iraq] fought an eight-year war with Iran, my dear. You only sent your army to Europe, to Grenada, and to Panama. You Americans do not know what a modern war is.”30

A search of academic archives of war statistics, such as the Correlates of War project and the work of Lewis Fry Richardson, indicates the extent of the Desert Shield/Desert Storm military victory: never before in recorded history were so many enemy forces killed or captured, and so much territory occupied, with so few friendly casualties in such short a time.31 The U.S.-led coalition seemed to know what a modern war was.

From a defender’s perspective, the primary lesson learned from the conflict was the apparent invincibility of U.S. military forces in a conventional force-on-force conflict. As the DOD Joint Operational Access Concept document states from the vantage point of 2012, “events of recent decades have demonstrated the decisive results U.S. joint forces can achieve when allowed to flow combat power into an operational area unimpeded.”32 This created a dilemma for authoritarian states opposed to U.S. interests—particularly those viewed as pariahs by the international community or, in the words of President George W. Bush, members of the “axis of evil.”

The Dog That Didn’t Bark

International assessments of the inability of Saddam Hussein to mount even a credible defense against coalition forces initially—and perhaps somewhat sardonically—centered on his lack of a nuclear deterrent. This perspective is summarized best in a quote—possibly apocryphal—by former Indian Army chief of staff General Krishnaswamy Sundjari, who suggested that the real lesson was not to fight the United States unless or until one had acquired nuclear weapons.33 Since nuclear weapons could conceivably be considered the ultimate anti-access tool, capable of devastating forces stationed at regional bases, confined to narrow straits or passages, or at ports of entry or embarkation, his assessment makes sense. Nuclear weapons as tools of anti-access will be discussed later. However, strategists have long considered the use of nuclear weapons to be a “firebreak” across which their use would result in a similar nuclear response—not a decision to be taken when facing a nuclear superpower with a vastly superior arsenal.

Rather, more detailed reactions led by military commentators in the then Soviet Union and the People’s Republic of China focused on Saddam’s decision not to challenge the unfettered entry of massive U.S. and coalition forces into the Persian Gulf region using his conventional forces. In this, the clues of his defeat are derived from what was not done—in a similar fashion to the fictional Sherlock Holmes’ observation in one of his adventures of the “curious actions” of a dog in the night at the scene of a purported crime. When a police inspector points out that the dog had done nothing, Holmes replies that that was what was indeed curious.34 Contemporary assessments of Iraqi strategy found it indeed curious that Saddam’s forces allowed the United States almost six months to build up the striking power of two complete army corps in Saudi Arabia without taking meaningful actions to prevent it.

Contemporary Assessments

A recurring theme in Soviet assessments of 1991 was the Iraqi “failure to launch a preemptive strike against the allied coalition when the opportunity was available.”35 While details for such strikes were not provided, Soviet military doctrine placed emphasis on strikes on the enemy’s rear and logistical capabilities, something Saddam’s forces did not attempt during the initial buildup stages of Operation Desert Shield. In their own internal assessments, China’s People’s Liberation Army (PLA) commentators were a bit more specific. As an American interpreter notes:

In addition to Iraq’s economic weakness and its lack of a nuclear deterrent, Chinese analysts criticize Iraq for:

       •  Not making surprise attacks on U.S. airbases and the U.S. rear

       •  Permitting the United States time to build up its logistics and conduct special training for several months before the war

       •  Not employing “special measures,” such as harassing attacks36

Analysis of Desert Storm among Chinese military planners was particularly extensive because it occurred during a major change in their previous strategy focused on a war against the Soviet Union—a war that might involve nuclear weapons—to a focus on local, limited wars on the periphery of Chinese territory. One source notes: “In 1991, as the PLA was undergoing extensive reform and reorganization, the Persian Gulf War erupted. In many ways, the Gulf War was precisely the kind of military conflict PLA analysts had been assessing [during the change in strategy].”37

Meanwhile, the official post–Desert Storm DOD report to Congress, The Conduct of the Persian Gulf War, provides a virtual recipe for operations suitable for an anti-access campaign not taken by Iraq: “There was no submarine threat. Ships did not face significant anti-surface action. We had little fear that our forces sent from Europe or the U.S. would be attacked on their way to the region. There was no effective attack by aircraft on our troops or our port and support facilities. Though there were concerns Iraq might employ chemical weapons or biological agents, they were never used.”38

Overall, observers concluded that Saddam’s inability to prevent or even strike at U.S. and coalition forces as they gathered and prepared in his region—and specifically along the Iraq and Kuwait borders and in the waters of the Persian Gulf—doomed his forces to eventual defeat at the hands of strategically superior opponents. Saddam may have barked in his media and propaganda efforts, but he seemed to take no practical action to thwart the grand buildup of high-technology forces and sheer manpower cresting like a wave of steel. In short, he made no effort to conduct a focused, determined anti-access campaign that at the very least could inconvenience the buildup. As a study focused on the diplomatic aspects of the Gulf War concludes, “no serious consideration was given to a pre-emptive attack on coalition forces to disrupt and confuse their preparations.”39

Global Lessons Learned from Desert Storm

Beyond the comments of Soviet and Chinese writers, the consensus that U.S. forces were unbeatable in a conventional force-on-force conflict became the dominant global lesson learned. As the previous study notes, “while the ‘Vietnam syndrome’ might always have been exaggerated and misinterpreted, the display of U.S. power in the Persian Gulf had the effect of creating an image of overwhelming power.”40 With the concurrent collapse of the Soviet Union, there was no conceivable counterweight military force that could meet the Americans head-on under equal conditions. The PLA had yet to demonstrate an official commitment to developing a modern force, although there were stirrings in that direction.

For nations, nonstate actors, and other entities opposed to U.S. influence and contemplating violent means toward achieving their international political aims, conventional warfare seemed almost a closed option. At the same time, Sundjari’s recommendation to develop a nuclear force prior to opposing the United States (or a Western coalition) appeared highly risky. Developing weapons of mass destruction (WMDs) put one in the crosshairs of the world community as a potential member of the axis of evil, not helpful in gaining support or remaining integrated in the global economy.41 It could be done, and was done by the North Korean regime, but only through “acting crazy” and being willing to forgo all intellectual and economic contact with much of the world—what might be called cognitive anti-access, or anti-access of the mind. Pakistan, another nation that revealed its nuclear capabilities after the Gulf War—following a second Indian nuclear test in 1998—had actually begun its nuclear weapons program in 1972 and avoided as much condemnation as North Korea because it appeared to be balancing a nuclear-armed traditional enemy.

The highly touted revolution in military affairs that was associated with the precision weapon and information systems demonstrated in the Gulf War might conceivably lead to a means of equalization. After all, there was little that the United States and its allies could do about the diffusion of the underlying technical knowledge, a diffusion that would inevitably occur by legal or illegal means. A number of scholars suggested that hostile states could develop sideways technologies—in other words, use existing or available military technologies in unexpected ways different from how Western nations were using them. Another perspective was that other nations could develop disruptive technologies that could overturn the main advantages of Western forces.42 But many of the disruptive technologies identified—ballistic missiles, nuclear weapons, cruise missiles, sea mines, space satellites, and drones—had themselves been developed by the Western states, which could likely (if desired) maintain an advantage in technological development and/or eventually develop countermeasures.

If technological development in itself was not a definite answer to enabling success against a U.S. military that had proven its own technological dominance of the battlefield, the question remained: how could U.S. forces be defeated in a conflict? How in a conflict with the United States could potential opponents avoid a result like Operation Desert Storm or the war in Iraq of 2003? For that matter, how could such potential opponents avoid the results of the conflict in Kosovo (expulsion of Serbian forces) or regime change in Libya—conflicts that involved only U.S. naval and air power without extensive ground forces? The apparent answer, based on trends in defense postures, exercises, and procurement, and logical analysis, appears to be the adoption of anti-access principles, the foremost being: do not allow U.S. forces to operate, enter, or remain in the region of conflict. As the National Defense Panel (NDP) of 1997 noted in its independent review of DOD planning, “we can safely assume that future adversaries will have learned from the Gulf War. . . . We can expect those opposed to our interests to confront us . . . with asymmetrical responses to our traditional strengths.”43

This expectation is explained via logical reasoning in a more recent RAND Corporation report: “The motives for adopting an anti-access strategy are theoretically compelling: If the U.S. military can arrive in force, it will almost undoubtedly win in a conventional military campaign. A rational opponent should thus seek to acquire the capabilities necessary to disrupt or delay U.S. deployment activities or to deny it the use of regional bases in the hope that, by successfully doing so or threatening to do so, it will prevent or deter the United States from acting.”44

Thus, the most impressive initial victory of modern, high-technology warfare provided not only the justification for potential opponents to pursue modern military technical advancements, but to reconsider adopting a strategic concept utilized at least two thousand years in the past.


Chapter 2




Developing the Modern Concept of Anti-Access

The actual terms anti-access and area denial are decidedly modern. Victory, it is often recalled, has a thousand fathers (or mothers), but defeat always appears an orphan. So it is with modern ideas that turn popular. By 2013 it has become repeated wisdom that anti-access or anti-access/area denial (A2/AD) is the form of conventional warfare the United States would most likely face in a regional conflict. In fact, overcoming anti-access and area-denial challenges was identified as one of the ten “primary missions of the U.S. armed forces” in a January 2012 strategic guidance signed by President Barack Obama himself.1 The document notes that “to credibly deter potential adversaries and to prevent them from achieving their objectives, the United States must maintain its ability to project power in areas in which our access and freedom to operate are challenged.”2 In support of this strategic rhetoric, the document also provides a directive concerning resource allocation intended to affect future defense budgets: “Accordingly, the U.S. military will invest as required to ensure its ability to operate effectively in anti-access and area denial (A2/AD) environments.”3

Defining Anti-Access and Area Denial

Previously we have noted that the Department of Defense has established “nearly official” definitions for anti-access and area denial. These should be considered only that because they have yet to appear in Joint Publication 1–02, the Department of Defense Dictionary of Military and Associated Terms (8 November 2010, as amended through 15 August 2011). Also, where the terms appear in the DOD’s Joint Operational Access Concept (JOAC), the authors add the caveat “as used in this paper.”4 The authors also point out that the document is “a warfighting concept,” implying that it necessarily avoids much discussion of the political and diplomatic efforts that make the anti-access approach a viable component of grand strategy.

Anti-access is defined in the document as “those actions and capabilities, usually long-range, designed to prevent an opposing force from entering an operational area.”5 The reference to “long-range” is most likely driven by capabilities being developed by such potential anti-access powers as the People’s Republic of China (PRC), which include antiship ballistic missiles (ASBMs). But with that exception, this definition correlates with that espoused in this book. Historical examples indicate that “long-range” is an inexact term, and “usually long-range” can be quite elastic. Reflecting the inclusiveness required by current interpretations of jointness, the document provides some discussion of the term area denial, taking pains to make a “distinction between antiaccess and area-denial” (the spellings of terms as used in the document).6 Area denial is subsequently defined as “those actions and capabilities, usually of shorter range, designed not to keep an opposing force out, but to limit its freedom of action within the operational area.”7

Despite this distinction, the joint concept routinely utilizes the combined term anti-access/area denial, albeit avoiding the A2/AD abbreviation that has become prevalent in commentaries. As noted, this reflects the operational similarities between anti-access and area-denial efforts.

Operational Access

As evident in its title, the JOAC is built around the term operational access, defined as “the ability to project military force into an operational area with sufficient freedom of action to accomplish the mission.”8 Operational access is conceived as the military contribution to achieving access, particularly in an anti-access environment, or as the JOAC describes it, “the joint force contribution to assured access.”9 This is equivalent to the objective of what is referred to in this book as the counter–anti-access force. Assured access is described in turn as “the unhindered national use of the global commons and select sovereign territory, waters, airspace and cyberspace, achieved by projecting all the elements of national power.” This comes closer to describing both anti-access and counter–anti-access efforts as elements of grand strategy. Indeed, the JOAC provides an excellent justification for addressing the anti-access problem in the broader characteristics of assured access: “As war is the extension of politics by other means, operational access does not exist for its own sake, but rather serves our broader strategic goals, whether to ensure strategic access to commerce, demonstrate U.S. resolve by positioning forces overseas to manage crisis and prevent war, or defeat an enemy in war.”10

The JOAC’s solution to achieving operational access lies in what it terms cross-domain synergy, the ability to strike the enemy simultaneously or sequentially from dominant positions in all combat mediums or domains in such a way that operations in each domain provide mutual support for each other. In older tactical terms, this could be described as combined arms warfare. It certainly has the requisite joint flavor. It is indeed a valid method of visualizing the interdependence of the components of both anti-access and countering anti-access, and will be discussed later.

Obviously the JOAC sees the problem from the U.S. perspective, the objective of which is the defeat of others’ anti-access strategies. This is appropriate, since the terms anti-access and area denial and the understanding of them in a modern context have their roots in a strategic problem faced by the United States during the Cold War.

Naval Roots of Anti-Access

Our modern understanding of naval strategy dates from the turn of the twentieth century, when the great theorists of sea power such as Capt. Alfred Thayer Mahan and Sir Julian Corbett argued over the purposes of navies. Part of the debate stemmed from the fact that the United States appeared to have the potential to supplant Britain’s Royal Navy as the dominant naval power and the guarantor of international freedom of the seas.

The debates involved many ideas, some subtle and appreciated only by naval professionals, but they all focused on the concept of command of the seas and its importance or relative unimportance. Mahan, who also was also the first to describe the sea as a global common, emphasized that a dominant navy that could command the sea had the power not only to defeat other navies, but to control the flow of international trade. This was not an idea that he originated, and his name is also associated—in a somewhat exaggerated fashion—with the need for decisive battle in a naval war to achieve true command. Centuries before, Sir Walter Raleigh wrote that “whosoever commands the sea commands the trade; whosoever commands the trade of the world commands the riches of the world, and consequently the world itself.”11

But Mahan was the great articulator of sea power and was able to explain the role of navies in terms of denying access to the global common on which the trade of nations (or trade beyond their immediate neighbors) relied. This was a geoeconomic purpose as well as military one, and when articulated today the term globalization inevitably becomes involved. Rhetoric of the 1890s was a bit more flowery than today, but perhaps his most cogent observation was: “It is not the taking of individual ships or convoys, be they few or many, that strikes down the money power of a nation; it is the possession of that overbearing power on the sea which drives the enemy’s flag from it, or allows it to appear only as the fugitive; and by controlling the great common, closes the highway by which commerce moves to and from the enemy’s shores.” To this he added: “This overbearing power can only be exercised by great navies.”12

Although Mahan described it from the perspective of trade, he also emphasized that access to the sea and access to the land from the sea were the hinge upon which great conflicts of the past turned. Returning to our example of the Greek-Persian War, one sees that, when cut off, access to the sea denied Xerxes the ability to maintain his land forces. He retreated from his out-of-area operation. In addition, access to the land from the sea was also access to the enemy’s coastline and surrounding regions, an access that could be exploited to directly influence events on land—particularly by overwhelming navies with power-projection capabilities. The idea that navies could have significant effects ashore became institutionalized after Mahan, particularly during the development of specialized amphibious warfare. But from his time naval warfare became associated with a struggle for access.

Other theorists saw the struggle for sea power more in terms of a straightforward military problem: how to defeat an enemy’s fleet or how to prevent being defeated by a stronger fleet. In this they would have probably appreciated the current JOAC, with its deliberate focus as “a warfighting concept” and emphasis on operational access.13 Influenced by their perspective and later naval thinkers, the term command of the sea began to be replaced by the less grandiose term of sea control.14 Sea control was what great navies sought in war: the ability to prevail in the area of conflict and utilize that sea-space (and airspace) for its own purpose. Conversely, sea denial was what the lesser navies could hope to achieve: deny their opponent the free use of that sea-space for its purposes—the creation of a naval no-man’s-land (or, rather, no-man’s-sea). If our earlier nearly official definition of the joint term area denial seems quite similar, it is because it is almost undeniably derived from sea denial, a term used in military literature for at least fifty years before.15

The Cold War Sea-Denial and Anti-Access Problem

For much of the Cold War, the Soviet navy could not compete with the U.S. Navy and allied navies for sea control. The United States ended World War II with thousands of ships and an experience with intensive naval warfighting that could not be duplicated. Two particular areas in which the United States had an insurmountable advantage over all other navies were aircraft carrier air power and amphibious operations. In contrast, naval operations had been peripheral for the Soviet Union in World War II, and as a traditionally continental power its Russian predecessor did not have a distinguished naval tradition.

Faced with U.S. and allied navies that could control (or command) the oceans of the world, and particularly the Atlantic, the Soviet navy was developed as a sea-denial force—one that would attempt to destroy enemy ships and aircraft but did not intend to control sea regions far beyond its immediate sea frontiers, which were the Barents Sea, the White Sea, the Black Sea, and the Sea of Okhotsk. Instead of (initially) building aircraft carriers or large surface combatants, the Soviet navy invested in a portfolio of what even today would be considered the tools of anti-access: submarines, both diesel and nuclear; long-range bombers; air-, ship-, and submarine-launched cruise missiles; sophisticated naval mines; and nuclear ballistic missiles targeted, at least in rhetoric, at ships. As noted, later in Admiral Gorshkov’s tenure the Soviet navy began to construct ships more suitable to the sea-control role, such as the Kiev-class vertical and/or short take-off and landing (V/STOL) aircraft carrier and Kirov-class nuclear-powered cruiser. But for much of its existence, the Soviet navy was focused on sea denial.

The Soviet sea-denial role was directed at the attrition of U.S. carrier battle groups and the destruction of the transatlantic resupply effort if a war with NATO forces on the central front in Germany were to occur—an anti-access effort determined to sever the prodigious armaments and logistical capability of North America from NATO Europe. The Soviet sea-denial threat was indeed a formidable one; even nuclear-armed cruise missiles carried by long-range bombers were part of this force structure. For much of the 1960s and 1970s, the U.S. Navy and allied navies—along with elements of the U.S. Air Force—focused on a maritime anti-access effort of their own: preventing Soviet submarines from crossing the sea region between Greenland, Iceland, and the United Kingdom known as the GIUK gap (or barrier) and reaching interdiction positions in the open Atlantic. But development in naval technologies in the 1980s and the Reagan administration’s efforts to build a six-hundred-ship navy inspired a different approach—the famed (or notorious to its critics) Maritime Strategy in which the U.S. Navy and Marine Corps—with support from U.S. Air Force units not part of the primary AirLand Battle effort in the central front—would seek what today would be called operational access into Soviet home waters and adjacent coastline.

The Maritime Strategy was publicly released in 1986.16 Critics of the Maritime Strategy portrayed it as likely to cause a “conventional” Soviet-NATO war to go nuclear because it would threaten the sea “bastions” in which Soviet nuclear ballistic missile submarines—supposedly the Soviet Union’s primary strategic nuclear deterrent—were concentrated. In this they missed an unspoken assumption that many in the U.S. Department of Defense, and particularly in the U.S. Navy, were beginning to believe: NATO would likely lose the force-on-force battle in the central front against the ever-strengthening Warsaw Pact forces. In its warfighting strategy, NATO would be forced into the position of itself using tactical nuclear weapons or conceding Central Europe, possibly up to the Rhine. No one knew what the Soviet reaction would be to the use of tactical nuclear weapons. But in an attempt to avoid this scenario and force the Soviet Union to take Warsaw Pact forces away from the central front in order to protect their periphery, U.S. naval leaders were willing to risk carrier battle groups in the Northern European fiords and in the teeth of Soviet naval anti-access defenses.

From this perspective it can be seen that the NATO naval campaign of the Cold War was largely an access versus anti-access struggle as the Soviets sought the capability to sever the United States and Canada from reinforcing the European region, and NATO sought to gain access to the Soviet periphery. This was a vastly different type of campaign than what the U.S. Army and U.S. Air Force faced in central Europe, a potential conflict across a static front, with fixed land bases to supply land and air forces into largely an attrition battle. To Army and most Air Force planners, as well as most secretaries of defense and the majority of think tank pundits, the naval struggle for operational access to the periphery of the Soviet Union was quite peripheral. In contrast, U.S. Navy and Marine Corps operational planning envisioned a classic struggle to break an opponent’s anti-access strategy, even if it was not articulated as such. The fact that the Soviet Union designed its naval forces for a sea-denial and anti-access mission is a key to understanding the development of anti-access as an independent concept.

Enter the Office of Net Assessment

Among students of U.S. military strategy, the Pentagon’s Office of Net Assessment has earned legendary status. Run for more than four decades and during both Republican and Democratic administrations by Andrew Marshall, a long-range thinker who has never sought public attention, Net Assessment was indeed established to conduct net assessments—analyses of the relative power of the United States versus potential opponents, particularly the Soviet Union during the Cold War.17 Much of its work was and is classified, and few of its actual papers reach the public, but many of the concepts formulated within were subsequently extolled in public form by its civilian and retired military alumni. Even today Marshall has the knack of picking some of the broadest thinkers within the DOD for his staff and commissioning studies by rising defense intellectuals from universities and think tanks. From them, original and unconventional ideas about defense naturally flow, even when the analysts return to teaching and think-tanking.

Sometime in the late 1980s, Marshall turned the attention of part of his staff to analysis of the publicly controversial Maritime Strategy. His essential question was whether the U.S. Navy and Marine Corps and other NATO forces could actually carry out a successful naval campaign against the Soviet periphery. Critics argued that most of the U.S. ships would be sunk, particularly aircraft carriers—often portrayed as sitting ducks—and Marshall wanted to study the problem away from the Navy’s self-justifying public arguments and the editorial battles of the critics. This study, including sponsored war games, was but one of many that Net Assessment was doing simultaneously, others focusing on Soviet industrial and military capabilities for global war and on the potential for a military-technical revolution (MTR), later known as the revolution in military affairs. It was not by any means considered the most important study then being carried out.

The Soviet Union may have fallen in the early 1990s, but the question of whether the U.S. Navy could operate close to a well-armed opponent remained. Results of related Net Assessment studies and war games were briefed to the Chief of Naval Operations staff—known as OPNAV—and other organizations in the DOD. A notable briefer was Capt. Patrick Curry, USN, who had been the head of the OPNAV Strategic Concepts Branch (later renamed the Strategy and Concepts Branch) before being assigned to the Office of Net Assessment. The Strategic Concepts Branch had gained fame for its role in drafting The Maritime Strategy. To say that Net Assessment studies, some of them skeptical of naval capabilities, were received with a certain amount of ill favor by the Navy leadership would be an understatement. Whatever its formal name, the Net Assessment–originated study became known as the “Anti-Navy Study.” One could argue that such a title was innocent enough, since it was concerned with Soviet capabilities versus the U.S. Navy. But in the Pentagon atmosphere of struggles for defense resources, “anti-Navy” was certainly provocative wording.18 Somewhere along the voyage, it was conceded that because the study was about the Navy’s capability to achieve access to the Soviet periphery, “anti-access” was a more suitable description. As far as can be determined, this was the first actual use of the term.

Popularization of the Term

An independent concept of anti-access started to gain traction among naval thinkers about the same time as Operation Desert Shield/Desert Storm, the Warsaw Pact’s dissolution, and the Soviet implosion. These were rather profound events. The Maritime Strategy was obviously overtaken, and the Navy shifted to articulating its ability to provide for expeditionary warfare and access for potential intervention in the many regional crises that routinely occur. This . . . From the Sea approach largely put the U.S. Marine Corps on equal status with the bluewater Navy or at least closer to it than the roles envisioned in the Maritime Strategy. After all, it would be the Marine Corps, with its long tradition of being America’s force of choice for “small wars,” that would be doing the intervening in the conflicts, with the Navy’s primary role being that of getting them there and providing air support, fire from the sea, protection from maritime threats, and logistics. Since this role could be summed up as providing access, the terms began to be used more and more by the Navy and Marine Corps in officially describing their contribution to the joint force, jointness having been enshrined in the DOD by the organizational changes in response to the Goldwater-Nichols Act of 1986. But the concept of access remained largely confined to a naval audience, only reluctantly being admitted to joint discussions.

However, these discussions slowly began to include concerns about the viability of American access to the trouble spots of the world, most of which were within range of power projection by naval forces. Perhaps the first obvious threat came from naval mines, which played a significant role in dissuading Gen. Norman Schwarzkopf from authorizing a Marine landing on the coasts of Kuwait and Iraq during Operation Desert Storm. Mine countermeasures had always been a neglected mission in the U.S. Navy because of its apparent pedestrian nature and limited impact on open-ocean operations. Even under the . . . From the Sea strategic vision, resources assigned to mine countermeasures were minor. Likewise, interest in and resources for naval mining by the United States were practically nonexistent, relying as it did on an aging stock of mines to be delivered largely by U.S. Air Force B-52s. But with the shift to a littoral focus that emphasized the Navy and Marine Corps expeditionary nature, threats to such expeditions needed to be acknowledged in the joint arena. Still, the overall focus on threats to operational access remained decidedly naval rather than joint: naval mining; submarines, particularly in narrow straits; air-, sea-, and land-launched cruise missiles; fast patrol craft; long-range bombers; and ballistic missiles, perhaps carrying WMDs.19 For opponents with more limited resources, threats could include swarms of small craft with shorter-range, possibly handheld missiles and rockets; ground combat weapons adapted for naval purposes; less-sophisticated or improvised naval mines; combat swimmers; and suicidal aircraft (discussed prior to 9/11 and reflecting the legacy of the kamikaze).

In a way, the focus on naval access was a return to Mahan, with his emphasis on decisive battle removed. Within discussions of globalization, the role of the Navy in ensuring the economic access of the United States to markets and sources of raw materials was also being acknowledged.20

Initial Joint Reluctance and the RMA

The Department of the Navy’s focus on anti-access threats and its persistent public reference to its expeditionary nature and ability to provide presence in regions where U.S. forces did not have access to land bases was initially greeted with defensiveness by the Army and Air Force. Having relied on forward land bases overseas throughout their positioning in the Cold War, neither service had previously advertised itself as an expeditionary force. Moreover, the potential threats being discussed as tools of an opponent’s anti-access strategy—notably ballistic and cruise missiles—would be even more effective against fixed land bases of known coordinates than they would against targets maneuvering at sea. Moving targets required sensors and battle management systems for locating and solving a changing fire-control problem. Immovable land bases did not, and their vulnerability against any enemy that could reach them was painfully obvious. Efforts could be and were made to defend land bases against attack, but saturation missile attacks, particularly bearing WMDs, made long-term defense appear problematic.

However, since there seemed to be no potential enemy with such capabilities in the immediate post–Cold War, post–Desert Storm “new world order,” the question of access of U.S. forces to such areas as Northeast Asia, Southwest Asia, and Europe could be dismissed as a bit of naval parochialism. As Maj. Gen. Charles D. Link, USAF, special assistant to the Air Force chief of staff, stated on 3 January 1995, in a letter to the congressionally mandated Commission on Roles and Missions of the Armed Forces, “with regard to [Chief of Naval Operations] Admiral Boorda’s concern about [USAF statements concerning] ‘unlimited access to foreign basing or that an enemy will not attack the airfield we intend to use’ we are frankly perplexed. Since the establishment of the United States, we know of no significant operation in which landbased airpower has failed to contribute because of basing constraints.”21 Later in the letter, General Link continued to say that “we would disagree with the implications that airfields are somehow more vulnerable to attack.”22

However, such dismissal bumped against another emerging defense concept—also originating in the Office of Net Assessment—that a revolution in military affairs was occurring in which the high-technology type of weapons demonstrated by U.S. forces in Desert Storm would eventually be obtained by potential opponents as the underlying technologies became more diffuse. This was another long-term concept studied by Net Assessment that had been derived from 1980 Soviet sources postulating that a military-technical revolution was being brought about through the use of computers and other advances in command and control, communications, intelligence, surveillance, and reconnaissance—commonly referred to be the abbreviation C4ISR. Precision weapons were the result of such advancements. By the 1990s Marshall was convinced that this was a valid conceptualization of the changes in warfare brought about by precision, and the American term was soon to be publicized by his alumni following Desert Storm.23 Although Desert Storm was deemed a great success, many argued that U.S. armed forces needed to be transformed in order to capitalize on the new capabilities, keep technologically ahead of potential opponents (who would likely not be as inept as Saddam), and reduce American vulnerability resulting from the diffusion of modern military technologies. Through congressional commission and think tank studies, publicity concerning the RMA and the argument for defense transformation soared. It would become a centerpiece of defense planning during the early 2000s under Secretary of Defense Donald Rumsfeld. But in an interesting fashion, belief in an ongoing RMA also made a shift toward anti-access strategies by potential opponents even more logical.

If indeed potential opponents could develop high-technology weapons (or even not-quite-as-high-technology weapons) through what was earlier referred to as sidewise technologies, the reach and accuracy against fixed targets such as airbases would certainly increase. This issue is also one concerning international politics and diplomacy. Most U.S. forward land bases are located in the territory of allies or partner nations, and their existence and use is ultimately dependent on that nation’s permission. Speculation began to circulate that other nations might be reluctant to allow U.S. forces to use their territory if it subjected them to direct attack by a powerful opponent. In contrast, naval forces afloat remain under the complete sovereignty of their flag while operating on the high seas in accordance to international law, requiring no other nation’s permission. This was and is a serious issue, since there are examples of the use of U.S. forward bases being restricted by the host nation, notably by Turkey in Desert Storm. But reaction to this suggestion was initially steeped in some parochialism. In response to a conference question, Gen. John P. Jumper, USAF, then commander of U.S. Air Forces in Europe, maintained that “access is an issue until you begin to involve the vital interests of the nation that you want and need as a host. Then access is rarely an issue.”24

Congressionally Mandated DOD Studies and Defense Transformation

Undoubtedly a factor in propelling the anti-access concept—if not the term—into serious joint discussions was the series of DOD studies in the later 1990s, some of them congressionally mandated, intending to define the future security environment. One was a study on strategic mobility by the Defense Science Board (DSB) in 1996 that focused on the premise that “future adversaries will have the motives and likely the means to seriously disrupt U.S. strategic deployments.”25 As interpreted by the RAND Corporation, a federally funded research and development center (FFRDC) based in Santa Monica, California, the DSB’s 1996 report was significant in emphasizing such means of disruption as “coercing other states into not cooperating with U.S. deployment efforts or by directly attacking ports and airfields; [and attacking the following:] logistical nodes; strategic transport assets; and command, control, communications, and computer systems.” The means would include “missiles, mines, special operations forces (SOF), aircraft, submarines, offensive information warfare, weapons of mass destruction (WMD), or advanced conventional weapons.”26 RAND’s conclusion was that “this early characterization of the anti-access problem is broadly reflected in most subsequent analyses of the issue,” which is indeed a fair statement. The DSB’s 1996 report also reflects the start of a serious DOD interest in the anti-access problem and its movement toward seeing it as more than just a naval problem.

Although the DOD’s Quadrennial Defense Review (QDR) of 1997, a congressionally mandated report, did not directly refer to the anti-access concept, it did discuss some of the techniques identified by the DSB under its discussion of asymmetrical threats, another concept that had gained intellectual (and official) traction.27 However, members of the Congressional Armed Service Committees were skeptical that the DOD could perform an extensive review of emerging defense threats without defending its existing programs and required the secretary of defense to charter an independent review of the QDR by a panel of outside experts (or at least outside of the DOD at that time). This review group was the previously mentioned National Defense Panel. The report it produced—the drafting of which was supported by a staff drawn from the DOD—was titled Transforming Defense: National Security in the 21st Century, certainly giving an obvious clue to its perspective and conclusions.

Like the 1997 QDR, the NDP report does not use the term anti-access but does refer to “access” in describing capabilities of, and future threats to, America’s power projection capabilities—the ability to project military power into far regions in order to affect crises and other events. The NDP report states the future problem rather succinctly:

The cornerstone of America’s continued military preeminence is our ability to project combat power rapidly and virtually unimpeded to widespread areas of the globe. Much of our power projection capability depends on sustained access to regions of concern. Any number of circumstances might compromise our forward presence (both bases and forward operating forces) and therefore diminish our ability to apply military power, reducing our military and political influence in key regions of the world. For political (domestic or regional) reasons, allies might be coerced not to grant the United States access to their sovereign territory. Hostile forces might threaten punitive strikes (perhaps using weapons of mass destruction) against nations considering an alliance with the United States. Thus, the fostering and nurturing of allies and alliances, as well as our ability to protect our allies from such threats, will be an important factor in our future ability to project combat power anywhere in the world.28

The NDP also acknowledged the vulnerability of land bases and reliance on host nation infrastructure as a threat to access: “Even if we retain the necessary bases and port infrastructure to support forward deployed forces, they will be vulnerable to strikes that could reduce or neutralize their utility. Precision strikes, weapons of mass destruction, and cruise and ballistic missiles all present threats to our forward presence, particularly as stand-off ranges increase. So, too, do they threaten access to strategic geographic areas. Widely available national and commercial space-based systems providing imagery, communication, and position location will greatly multiply the vulnerability of fixed and, perhaps, mobile forces as well.”29

The NDP report had a significant impact on defense debates. It helped “legitimize” and publicized the concepts of the RMA and the need for defense transformation. It also opened the door to commentary and other studies that began to use the term anti-access to describe potential threats to U.S. power projections into regions of concern. The widespread use of the term in official U.S. Navy documents and independent professional journals such as U.S. Naval Institute Proceedings led it to being considered for inclusion in overall joint service doctrine.30 By the late 1990s, the Air Force also decided to brand itself as an expeditionary force, reorganizing into expeditionary air wings and explaining its missions in terms of maintaining overseas access. At the same time, it began to encourage studies within its senior educational institutions, such as the Air War College, and its research contractors, notably the RAND Corporation, to seriously examine the base vulnerability issue.

One particular NDP member, retired Army colonel Andrew F. Krepinevich Jr., also an Office of Net Assessment alumnus, later popularized “A2/AD.”

Enter the Think Tanks

One cannot underestimate the influence that the many documents generated by private and public policy research institutes—the think tanks—have on the American defense debate. These documents can shape official American defense in direct and indirect ways. The most direct occur when think tank scholars are appointed as civilian officials in the DOD and bring their ideas with them to implement or at least attempt to implement. The indirect way is in influencing public discussions effectively enough to encourage the DOD to adopt their language and concepts. The political spectrum of think tanks, many officially neutral but still retaining some political biases, ensures that both supporters and critics of DOD policies have intellectual ammunition in which to propel their views with Congress or the administration. Usually included under the category of think tank are the FFRDCs that do research on direct contract with the U.S. government.

It is hard to sort out which think tank was the first to use the term anti-access in describing the challenges to U.S. military power projection. But one that utilized it extensively from about 1999 onward was the Institute for National Strategic Studies at the National Defense University—most obviously an in-house DOD center, but one filled with scholars and military officers ostensibly enjoying a degree of academic freedom. One particular project, a preparatory study intended to provide intellectual capital for the forthcoming QDR of 2001, generated several publications tying anti-access strategies to asymmetrical warfare and identifying it as a standard feature of the future security environment.31 Another project, investigating the effects of globalization—the hottest topic in foreign policy at that time—on U.S. defense policies and posture, resulted in an edited volume bringing the anti-access debate back to its naval roots but with contending opinions on whether potential opponents were investing in specific anti-access weapon systems.32

RAND, the Persian Gulf, and China

The RAND Corporation has played a continuous role as strategic consultant to the U.S. government since the 1950s. Along with consulting with a number of federal agencies, RAND has direct, long-term contracts with both the Air Force and Army (as separate programs) to provide research and analysis in operations, personnel policies, force structure, and service strategy. Its two major publicly available reports referencing anti-access strategies were both undertaken by RAND’s Project Air Force.

The first, published in 2002 and completed before the invasion of Iraq, is an assessment of the ability of the U.S. Air Force to carry out an early halt mission—quickly interdicting and defeating a mechanized invasion by Iraqi forces in Saudi Arabia or elsewhere. Titled Measuring Interdiction Capabilities in the Presence of Anti-Access Strategies: Exploratory Analysis to Inform Adaptive Strategy for the Persian Gulf, it provides a typology of potential actions and counteractions related to anti-access strategies, which it defines as strategies “that would impede American use of regional bases and otherwise hinder efficient operations in the region.”33

The study particularly emphasizes the threat of WMDs and deception as key elements of anti-access, but it is also one of the few that overtly acknowledges the impact of geographic factors, probably because its analysis is specifically focused on a desert environment. It notes that “these elements [enemy scheme of maneuver, WMDs, deception] of an anti-access strategy are under the control [of the anti-access force], while others are more intrinsically related to the particular theater’s terrain or to chance.”34

RAND’s second major anti-access study, published in 2007, tackles what most defense analysts view as the most formidable anti-access effort, that of the People’s Republic of China. Titled Entering the Dragon’s Lair: Chinese Antiaccess Strategies and Their Implications for the United States, the study examines broad categories of anti-access techniques and weaponry, as well as details specific actions the People’s Liberation Army could take. The study is sourced from professional writings by PLA officers and associated academics, making an effective case that the PLA currently views potential hostilities with the United States through an anti-access lens. In its own documents, the PLA calls its anti-access strategy Shashoujian, or “Assassin’s Mace,” a folkloric reference to a club used by a hero, notably playing by his own rules, to overcome a more powerful enemy.35 The RAND authors maintain that “Chinese strategists appear to understand the success against the U.S. military depends on China’s ability to avoid a direct confrontation with U.S. forces in a traditional force-on-force battle.”36

Buttressing the attractiveness of the anti-access approach is a view that factors included within what has earlier been described as the fundamental elements of anti-access could mitigate an advantage in high-technology weaponry. In the words of the study, “underlying the Chinese approach toward a potential conflict with the United States is the conviction that even an adversary with superior weapons, technology, and equipment will be unable to maintain absolute superiority in all respects. Military conflict does not occur in a vacuum. Rather, it takes place within a specific geographic and political context that will inevitably provide the PLA with opportunities to offset the United States’ advantage in technology.”37

If one adds this conviction to a perspective that the PRC is a “rising power” whereas America is “in decline,” there could be a tendency by PLA planners to assume an even greater degree of the effectiveness of their anti-access tools than they might warrant if a hostile confrontation occurred. This rising power/declining power perspective has caused considerable concern among the PRC’s neighbors who see the United States as providing balance in the region.38

It is reasonable to assume that RAND has also conducted considerable classified analysis for the DOD on anti-access issues.

CSBA and A2/AD

Even more effective in popularizing the anti-access concept has been the work of the Center for Strategic and Budgetary Assessments (CSBA), an institute that combines the features of think tank and defense consultancy. CSBA has been headed since the 1990s by Andrew J. Krepinevich Jr., a prominent Office of Net Assessment alumnus and, as previously noted, a NDP member. CSBA’s papers and briefings have influenced Democratic and Republican administrations alike, and it is the research center most associated with the concept, having prepared the most public studies concerning the anti-access threat to U.S., NATO, and other allied interests.

With a long career as a soldier-scholar, Krepinevich has a public reputation that began with the publication in 1988 of his book The Army and Vietnam, in which he argues that senior Army and civilian leaders never understood what kind of war they were fighting in Southeast Asia and that no amount of resources could have made their approach successful. The book caught attention because of the sources used—not the op-ed opinions of critics, but the Army’s own declassified documents and interviews with combatants. A contemporary of Captain Curry, Colonel Krepinevich served in Net Assessment in the early 1990s where he was a lead analyst of the RMA and one who brought that and the term defense transformation into public prominence. He would do likewise to the term anti-access/area denial, which he shortened for convenience to A2/AD.

CSBA issued its first public papers on anti-access strategies in 2002. One, on the vulnerability of overseas air bases in an anti-access environment, was contracted from Christopher J. Bowie, then a senior analyst at the Northrop Grumman Analysis Center and former RAND analyst and member of the secretary of the Air Force’s staff. From his position as a trusted agent, Bowie is able to point to both the operational and political vulnerability of forward land air bases in a way acknowledged by U.S. Air Force leaders. On the political vulnerability, his concern is uncertainty: “The attitude of host countries regarding access in future crises is difficult to predict, raising significant uncertainties regarding the basing and employment of combat aircraft. The United States can bring enormous pressure to bear on a host country to accept US forces, but success, as has been seen in numerous crises, cannot be guaranteed.”39

Adding the operational anti-access challenges, he makes the case for greater Air Force investment in longer-range aircraft, arguing that recent budgets were skewed more toward short-range fighters than in previous Air Force budget planning. He concludes: “This report suggests that over the long run, the combined uncertainties raised by political factors, logistics, and emerging military threats mean that the combat power of the land-based fighter force may be significantly constrained in supporting US power-projection operations in an anti-access environment. To hedge, the Defense Department should adjust its current combat aircraft modernization plans, which focus primarily on the acquisition of fighter aircraft, to increase spending on systems less reliant upon forward bases.”40

In a subtle push against Department of the Navy claims that naval forces can conduct extensive forward operations without dependence on overseas bases, Bowie introduces the base vulnerability into a joint context: “The issues raised in this analysis have broader strategic implications for the US military as a whole. Reliance on large, fixed facilities in the theater of operations is much more than an Air Force issue.”41

The second CSBA report issued in 2002 defends, in part, the Department of the Navy’s claim to operational independence of its forward-deployed forces from basing, while arguing that the Navy and Marine Corps need to become full participants in the defense transformation. Written by retired Marine colonel and subsequent undersecretary of the Navy Robert O. Work, The Challenge of Maritime Transformation: Is Bigger Better? is an overall assessment of then current Navy–Marine Corps force structure rather than a study of anti-access per se.42 But Work, perhaps influenced by the Navy’s description of its decentralized mode of operations as network-centric warfare, introduces the idea of anti-access networks to describe a potential adversary’s overall system of sensors, electronic measures and countermeasures, and offensive and defensive weaponry that could be used to support an anti-access strategy.

Anti-access network is obviously Work’s preferred method of describing the anti-access challenge to U.S. forces; he uses the term 93 times in his 169-page report. It is indeed an effective way to shift away from possible fixations on particular anti-access weapon systems—PRC antiship ballistic missiles, for example—toward an understanding that if an anti-access strategy is to be effective, an entire interdependent network of systems and actions are required to work together successfully. But this also means that anti-access strategies are vulnerable to disruption if the elements of the network become disaggregated. Countering anti-access strategies thereby consists of attacks against an organic whole in order to break apart the components so that they can be destroyed in detail or bypassed—in other words, to break the wall.

In 2003 CSBA released a coauthored report assessing individual service plans and programs in terms of their effectiveness in an anti-access and area-denial environment. Titled Meeting the Anti-Access and Area Denial Challenge, it was here that the acronym A2/AD was first used extensively. Part of the logic behind this lay the inability to clearly and effectively distinguish between anti-access and area denial, despite whatever nuanced definitions could be used. The tactics and weapon systems appropriate to countering anti-access strategies appear to be the same appropriate for countering area-denial defenses. Actions taken by the defender seem to vary only in terms of the ranges of the weapons involved. But another significant part of the logic was the desire to be able to assess Army programs against anti-access–type systems. Since America’s geographic position clearly mandates the predominance of the maritime domain in ensuring out-of-area access in the face of extensive anti-access networks, it is difficult to postulate a role for the Army in the counter–anti-access mission. Krepinevich and his colleagues make substantive efforts to utilize a joint perspective—as currently understood—in their analyses. Using the compiled A2/AD to do this is capable of being inclusive without generating debate as to which types of forces are most suitable for countering an opponent’s efforts to keep U.S. forces away from its region and without, presumably, an even greater struggle for DOD resources between the services.

Meeting the Anti-Access and Area Denial Challenge, in which Barry Watts assesses the Air Force’s Global Strike Task Force vision and its reliance on the F/A-22, Robert Work appraises the Navy–Marine Corps claim to providing assured access and the decision to base future shipbuilding on the Littoral Combat Ship (LCS), and Andrew Krepinevich critiques the Army’s Objective Force and the development of lighter combat units, does make some excellent observations concerning anti-access and the challenge it presents to existing U.S. force structure.

The report makes the point that the 2003 crushing of conventional Iraqi forces reinforced the incentive for future opponents to adopt an anti-access approach and returns to the NDP observation that anti-access tactics can be described as asymmetrical warfare: “There is ample reason to anticipate that future adversaries, having seen Iraq routed twice by US-led coalition forces after they were allowed to deploy unmolested into Southwest Asia, will seek asymmetric ways of opposing the movement of US military forces into their region.”43

The report also emphasizes the proliferation in high-technology sensors—the targeting systems so essential in directing the high-technology weapons themselves and operationalizing the fundamental element of the criticality of information. The report states: “Disconcerting is the growing proliferation of national and commercial satellite services and missile technology. Increased access to these satellite services will allow even regional rogue states both to pretarget key fixed facilities and to monitor US deployments into forward bases. Unless one makes heroic assumptions regarding advances in missile defense effectiveness—which this assessment does not—these facilities can be held at risk through the employment of even moderate numbers of ballistic and cruise missiles. This is particularly true if an adversary has and threatens to use missiles with chemical, biological, radiological, nuclear, or enhanced explosives warheads.”44

The report also bemoans the fact that the individual services were pursuing their own individual force structure changes (or perhaps new force structure depictions) to deal with their perceived slice of anti-access challenges. This is a major theme of subsequent CSBA reports and the basis for their advocacy of the AirSea Battle construct. In its own words, “the disconnects between individual Service solutions to the A2/AD challenge, then, are substantial. Furthermore, these disconnects suggest an obvious recommendation. A joint approach to the prospective A2 and AD capabilities of future US adversaries is crucial if the various path, operational, technological, and fiscal risks are to be mitigated or hedged against to any serious degree.”45

However, the report ultimately seems a paean to the reigning imperative for defense transformation rather than the assessment of optimal programs for counter–anti-access. The service force structure programs assessed and the manner of their assessment hinge on the degree to which they constitute transformation and could likely be examined in a similar fashion without reference to anti-access.

AirSea Battle and Its Interpretations

In September 2009 the Air Force chief of staff, Gen. Norton A. Schwartz, and the then chief of naval operations, Adm. Gary Roughead, signed a classified memorandum to begin biservice developing of a new operational concept known as “AirSea Battle.” Officially this agreement was directed by the then secretary of defense, Robert Gates, but whether this initiative was initiated by the services themselves, by the Office of Secretary of Defense (OSD) staff, or through the advice or consultation of CSBA or another outside group is unclear. The memorandum led to the establishment of an interservice AirSea Battle Office. Initially, very little was publicly revealed concerning the deliberations or anticipated product (in DOD terms, “the deliverable”) to be generated by the office, but it was assumed by outside analysts that extensive work was being done on the classified level, to be made public several years into the effort. This would follow the model of the Maritime Strategy. The premise, however, was clear: to create a coordinated approach by both services in aligning doctrine and—possibly—force structure to deal with the emerging anti-access threat from the PRC, Iran, and North Korea. According to the JOAC, the “Air-Sea Battle is a limited operational concept that focuses on the development of integrated air and naval forces in the context of anti-access/area-denial threats. The concept identifies the actions needed to defeat those threats and the materiel and nonmateriel investments required to execute those actions.”46

In describing the expected result of the AirSea Battle Office effort, the JOAC refers to three components or commitments:

There are three key components of Air-Sea Battle designed to enhance cooperation within the Department of the Air Force and the Department of the Navy. The first component is an institutional commitment to developing an enduring organizational model that ensures formal collaboration to address the antiaccess/area-denial challenge over time. The second component is conceptual alignment to ensure that capabilities are integrated properly between Services. The final component is doctrinal, organizational, training, materiel, leadership and education, personnel, and facilities initiatives developed jointly to ensure they are complementary where appropriate, redundant when mandated by capacity requirements, fully interoperable, and fielded with integrated acquisition strategies that seek efficiencies where they can be achieved.47

The last statement concerning efficiencies sent a bit of a chill to analysts who view anti-access as a particularly significant and difficult threat requiring a resource-intensive response. At the announcement of the initiative, some suspected that creation of the biservice effort masked an OSD-directed ambition to cut or reduce Navy or Air Force acquisition programs under the justification that they were redundant in dealing with the anti-access threat. The facts that the initiative was identified as “directed” by Secretary Gates and that he was trying to find $100 billion in defense savings over the next five years in order to instill a “culture of savings and restraint” in the military intensified the supposition that the effort was really—in Pentagon vernacular—a downsizing “budget drill.” This has never been formally denied by OSD despite the fact that General Schwartz and follow-on CNO Adm. Jonathan W. Greenert have stressed that “with Air-Sea Battle, we are reinvigorating the historic partnership between our two departments to protect the freedom of the commons and ensure operational access for the Joint Force.”48

But while the official objective of the AirSea Battle effort may be clear in rhetoric, the intended result remains murky. As one critical review remarks, “in 2009, the Navy and the Air Force introduced a new concept for fighting called ‘Air-Sea Battle.’ Three years later, even Pentagon insiders are still completely baffled by it.”49 This puzzlement appears to stem from anticipation that the proximate product would be a white paper or doctrinal statement on how the services would jointly conduct a counter–anti-access campaign, particularly against the toughest challenge—the People’s Liberation Army (PLA)—even if China, for political sensitivities, could not be referred to by name. It is uncertain whether such a statement was ever written, whether in general or detailed. At a press brief in November 2011, a Pentagon spokesman stated that “the secretary of defense has acknowledged the work as credible work and has given us the green light to move forward with the implementation of the Air-Sea Battle concept.”50 Perhaps the simple result is the inclusion of anti-access as one of the “Primary Missions of the U.S. Armed Forces” in the January 2012 strategic guidance. If a dedicated document exists, the sensitivity acknowledged previously may preclude public release. In fact, former vice chairman of the Joint Chiefs of Staff Gen. James Cartwright, USMC, stated rather critically in an April 2012 conference that “AirSea Battle is demonizing China. That’s not in anybody’s interest.”51

It should be acknowledged that a biservice plan must necessarily be focused on doctrine and force structure, since the authority and responsibility to develop an actual campaign or war plan is legislatively and administratively vested in the regional combatant commander, which in the case of the PRC would be the head of the U.S. Pacific Command. In the case of Iran, it would be the head of the U.S. Central Command. Under congressional reforms, the service chiefs are not in the “strategy business” except in terms of the strategic vision of the services themselves—a vision of what the forces that they are responsible for building, training, and providing to the combatant commanders are designed to do. In this, it would be perfectly legitimate for the services to identify the systems, training, and doctrine that exist or are in development to deal with the general anti-access threats that the combatant commanders might face. Based on the forces anticipated to be assigned to the theater, the combatant commander can draft the war plan. Service visions need not specify a particular potential opponent, even if their strategies or capabilities are discussed in general terms.

It can be argued that the JOAC itself can function as the biservice (as well as the joint) vision. In fact, Air Force and Navy planners were involved in its drafting, along with the Army and Marine Corps and the Joint Staff. But the JOAC conclusion that cross-domain synergy is the best approach to counter–anti-access operations and its lengthy efforts to provide official or doctrinal definitions for the various anti-access–related terms (like most joint documents) do not necessarily provide a basis for programmatic decisions. Presumably that is what the AirSea Battle operational concept is intended to do—explain the detailed logic behind such proposed decisions. A statement by Admiral Greenert that the AirSea Battle Office has come up with “more than 200 initiatives” certainly implies that force structure recommendations are being made, albeit not with the public transparency that an unclassified document could provide.

One source has suggested that some of the “initiatives” have been “operational suggestions” to the combatant commanders on which platforms can be combined in previously unused fashions to create synergy between the two services, although not necessarily in the cross-domain manner prescribed by the JOAC. Reportedly Navy P-3 Orion aircraft and U.S. Air Force tank-killing A-10 Warthogs were used in tandem to destroy maritime targets in operations in support of the Libyan revolution, certainly an unaccustomed use of the A-10. In this, the source suggests that—although having no role in the Libya operation—the AirSea Battle Office would function in the future as “a help desk for 21st Century warfare.” In other words, the office is not intended to develop a comprehensive approach to countering anti-access warfare, but to develop proposals on how to fill the gaps between current capabilities, procedures, and counter–anti-access requirements.52

CSBA AirSea Battle Initiatives

Meanwhile, starting in 2010 CSBA developed several studies intended to inspire and, in fact, propose comprehensive AirSea Battle approaches to countering anti-access warfare, with a willingness to discuss potential opponents and their capabilities. First was Andrew Krepinevich’s Why AirSea Battle?, which provides a post facto justification for AirSea Battle concept development and, more important, a concise summary of PRC and Iranian anti-access capabilities. Krepinevich urges that the DOD AirSea Battle initiative take a comprehensive and transparent approach on how U.S. forces can deal with the real-world anti-access threats and whether changes in doctrine and force structure are imperative. In his view, “while the effort has to date only been described in the most general of terms, to be effective any new operational concept must be designed to address a particular type of challenge, which forms the object of its design. In this case, the effort should (and appears to) focus on the rising challenge to the US military’s power-projection capabilities, which take full expression in China’s rapidly developing anti-access/area-denial (A2/AD) capabilities and Iran’s similar (albeit far more modest) capabilities, which are focused primarily on the Persian Gulf.”53

Similar to Krepinevich’s earlier work, Why AirSea Battle? expresses alarm at what he views as a rapid loss of relative power-projection capabilities of U.S. forces. In this case he includes concern that the loss of access to power-projection forces could have an economic effect, portending loss of access to resources and markets—almost a Mahanian view: “The US military’s role as the steward of the global commons has enabled the free movement of goods around the world, facilitating both general peace and prosperity.”54 The need for effective power projection “became even more acute as economic globalization accelerated toward the end of the twentieth century, and, along with it, increased US reliance on global supply chains for a wide variety of goods and services.”55

Power projection is also the key to being able to assist the defense of allies and partner nations, most of which are located across oceans and closer to potentially hostile states than to the continental United States (CONUS). Krepinevich leans toward the view that the entire U.S. alliance system is dependent on the U.S. power-projection capabilities that reassure allies that the United States is committed and actually can honor its treaty commitments. His view is that this reassurance is in great danger if it is perceived that the United States is unable to penetrate anti-access defenses that extend into the sea areas off Asia or in the Persian Gulf region. Two long-term treaty allies, Japan and South Korea, are located within these sea areas, as are a host of U.S. partners. Although he does not express it, countering anti-access strategies becomes a part of peacetime foreign and economic policies, as well as military posture. As this book argues, peacetime foreign and economic policy and military posture are primary components of grand strategy. Krepinevich describes a future era in which—unable or unwilling to overcome the anti-access challenge—the United States could have to accept disastrous changes in global security. To avoid this, he advises that U.S. decision-makers must not avoid serious assessments and public debate:

This era of US military dominance is waning at an increasing and alarming rate. Nowhere is this more pronounced than in the United States’ ability to project power. Specifically, several states, notably China and Iran, are strenuously working to raise precipitously over time—and perhaps prohibitively—the cost to the United States of projecting power into two areas of vital interest: the Western Pacific and the Persian Gulf. Their efforts present US leaders with a strategic choice of the first magnitude: either acquiesce in the advent of a new world order in which the United States can no longer freely access areas crucial to its economic well-being, or effectively assist key allies and partners in those areas in defending themselves from aggression or coercion. In order to make an informed strategic choice, US leaders will need, at a minimum, to understand the character of the challenges being posed to the country’s power-projection forces, and the options available to offset these challenges.56

This requires—in Krepinevich’s view—that the AirSea Battle be more about doctrinal change than about providing “a help desk.” This follows his previous emphasis on establishing joint approaches to what he views as joint problems not just at the level of a joint strategic vision, but down to integrated tactical procedures that might require changes to Service cultures:

The AirSea Battle concept requires both Services to identify key mission areas and tasks in which their units would operate in an integrated fashion. Then dual-Service tactics and procedures—the operational “nuts and bolts”—would need to be established to enable the effective execution of these missions and tasks, and incorporated into dual-Service doctrine. Once established as doctrine, recurrent dual-Service training and routine exercising of integrated missions and operations must become the norm. Much of the above would go against the institutional grain of each Service, since the impact on Service culture and ethos could be considerable. Thus change of this kind could well take a long time to implement.57

Whether or not one accepts the need for significant changes to service cultures, it is quite apparent that Krepinevich is advocating a deep, overt, and all-encompassing look across program requirements, acquisition choices, and doctrinal methodology, specifically for the preservation of robust power-projection capabilities in the face of evolving anti-access capabilities. Thus far, this is not something that the AirSea Battle effort has publicly provided.

It is, however, something CSBA has endeavored to provide. Later in 2010 CSBA also released a report principally authored by retired Navy captain Jan Van Tol, another Net Assessment alumnus, that—as indicated in its subtitle—details a “point of departure operational concept” for AirSea Battle. This it does by providing the document that many expected an AirSea Battle white paper to be: an extensive evaluation of PRC anti-access capabilities and a recommended list of changes and improvement to current U.S. military capabilities that could help to deter or defeat PRC anti-access activities. Although devoted to the western Pacific theater of operations, Van Tol’s report provides a detailed framework for the military components needed to conduct any modern counter–anti-access campaign, a point that the principal author acknowledges. In this way it provides additional illustrative detail to the overall anti-access concept. If Krepinevich’s 2010 report is intended to identify the problem, Van Tol’s is intended as an outline of the solution. Many of his observations will be discussed later in this book, but it is possible to illustrate the scope of the work by citing its summary recommendations for transforming the unclear image of AirSea Battle into determined defense planning with an effect on future programmatic choices:

Neither the Defense Department’s Program of Record forces and modernization profile, nor current Air Force and Navy concepts of operations accord sufficient weight to the capabilities needed to execute an AirSea Battle campaign successfully along the lines of the one described in this report. This report recommends multiple initiatives the Air Force and the Navy should undertake, mostly on a dual-Service basis, to field the necessary forces and capabilities for AirSea Battle. These include initiatives on:

       •  Mitigating the missile threat to Guam and other selected bases, and to maritime forces;

       •  Correcting the PLA-US imbalance in long-range strike for high-value and/or time-sensitive targets, to include developing and fielding greater penetrating and stand-off long-range ISR and precision strike capabilities and capacities;

       •  Enhancing capabilities for undersea operations, to include submarines, submersible robotic systems, and mines;

       •  Offsetting the vulnerabilities of space-based C2, communications, and ISR capabilities and capacities, to include fielding high-capacity airborne C3 relay networks to back up space-based systems;

       •  Emphasizing future standardization and interoperability of data links, data structures, and C2 and ISR infrastructures;

       •  Increasing emphasis on and investment in cross-Service electronic warfare capabilities and capacities;

       •  Enhancing cyberwarfare offensive and defensive capabilities; and

       •  Developing and fielding directed-energy weapons.58

The appropriateness, effectiveness, and affordability of each individual recommendation for U.S. defense policy can be debated. But for the purpose of understanding the requirements for a modern counter–anti-access campaign, the study is a valid guide. In 2012 CSBA released a similarly detailed report by retired Air Force colonel Mark Gunzinger (with Chris Dougherty) titled Outside-In: Operating from Range to Defeat Iran’s Anti-Access and Area Denial Threat, outlining a similar counter–anti-access campaign in Southwest Asia.

Relationship to Asymmetrical Warfare

Another concept that developed in the past two decades and gained considerable traction among defense analysts and in the DOD is asymmetrical warfare (also “asymmetric” in the literature). This too was largely a result of Desert Storm but also of the disproportionate size of the U.S. defense investment in comparison to the other countries of the world. With the fall of the Soviet Union, the United States became the sole superpower—which in military terms could be defined as the only nation that could project military power on a global basis in a comprehensive and sustained fashion. Other nations, such as the United Kingdom and France, could project limited military power on a global basis. They, however, are U.S. allies with similar interests. NATO could do this as a collective but largely based on U.S. logistical assets. Others, such as Australia, could project power within their immediate regions but not globally. Even the much-reduced Russian military could somewhat haltingly project power within its “near abroad.”

Since potential opponents could not afford the same quality or quantity of military forces as the United States, it was perceived that they would most likely attempt to fight using asymmetrical techniques. At its simplest, asymmetrical warfare means the utilization of weapons or tactics that are different than those used by well-equipped conventional forces with a wide portfolio of assets. Some of these techniques might not be in accordance with the generally accepted international laws of war that were codified to reduce the suffering of noncombatants, civilian populations, and prisoners of war, and that prohibit the use of weapons considered particularly heinous, such as chemical or biological weapons. As Roger Barnett notes, simple or “true” asymmetry constitutes “those actions that an adversary can exercise that you either cannot or will not.”59

Asymmetrical warfare may be the logical approach of a weaker opponent confronting a stronger, but it is not necessarily confined to use by the weaker. It is a relative term based on perspective. Capabilities of U.S. forces could certainly be perceived as asymmetrical by the more modest and less capable forces of other states that may not be able to operate in certain domains or mediums. Asymmetrical techniques could be used by forces that are relatively equal. Rod Thornton makes this point that asymmetrical “does not mean unequal. ‘Symmetrical’ implies a mirror image; sometimes that image can be smaller, but nonetheless a likeness exists. ‘Asymmetrical’ implies a relationship that cannot be considered to be alike. If one side in a conflict, for example, has lots of tanks and its opponent has far fewer, then the battle would still be symmetrical.”60

Asymmetrical warfare can involve weapon systems developed through sidewise technologies or the use of “legacy” techniques such as cavalry. But it can also utilize types of warfare—or perhaps we should call it violence—that Western states (at least overtly) do not use, such as terrorist attacks deliberately targeted at unarmed civilians by nonstate actors or proxies.

Asymmetrical techniques can be used in conflicts that are not inherently anti-access. Insurgent guerrilla warfare is usually targeted against one’s own government. Insurgent actions could be seen to consist of area denial in that the insurgent force attempts to deny the government freedom of action—even in regions ostensibly under government control. But unless an outside power becomes involved, this does not necessarily involve prevention of the entry of forces from outside the region.

From this perspective, asymmetrical warfare cannot be seen as a subset of anti-access warfare. Nor do anti-access operations necessarily involve asymmetrical warfare. As an example similar to Thornton’s, a military can possess fewer satellite-based sensors than its opponent and use them as part of an anti-access strategy, but this would be a symmetrical technique as regards an opponent with many more satellites that utilizes its information to conduct counter–anti-access operations. However, asymmetrical techniques can be used as part of an overall anti-access effort, either replacing or supplementing conventional operations. Harking back to classical Chinese writings on strategy, PLA commentators have stressed asymmetrical approaches in which “the inferior can defeat the superior.”61

If envisioned as a Venn diagram, anti-access warfare and asymmetrical warfare can be seen as two circles that intersect and share a variety of techniques as well as a set of logical assumptions. But neither is dependent on the other. In assessing anti-access strategies, one must assume that the anti-access force will use both asymmetrical and symmetrical techniques. The counter–anti-access force can do so as well.

In addition to asymmetries of techniques, forces, and weapon systems, there is also a possible asymmetry in objectives that is important to an understanding of the anti-access concept. This particularly comes into focus through the lens of the fifth fundamental element, the impact of extrinsic events. Even when defending conquered territory, the anti-access state is likely to perceive that it is fighting for survival of its current regime. The out-of-area counter–anti-access power may be taking action to defend an ally or preserve global stability, but it generally does not perceive itself as pursuing a national survival-level objective. In discussing the RMA, Krepinevich notes that “asymmetry . . . will likely exist in terms of competitor goals and objectives. If we retain our Cold War era objective of being a global power, we will find that the military-technical needs of many competitors, whose ambitions are regional, are likely to be [different]. . . . National objectives will help define a competitor’s requirements, and its level of success as well.”62 This is true of the determination of the competitor as well, which is why some anti-access states have clung to the idea that causing significant casualties to U.S. forces could persuade U.S. decision-makers to cease counter–anti-access operations. After all, runs the logic, the outcome is not as important to the United States, an extraregional power, as it is to the anti-access state, which is willing to absorb greater casualties. American “casualty aversion” is thus seen as an asymmetrical vulnerability to be exploited by anti-access forces, and the maximization of enemy casualties may become an objective of the anti-access efforts.63

Whatever the truth of American casualty aversion, we have already observed a historical basis for the asymmetry of objectives. The Greeks were fighting for their survival; Xerxes was fighting for revenge and to add yet another piece of territory to his already large empire. Giving up his efforts did not have the same direct costs as giving up would have for the Greeks, and potential extrinsic events convinced him that the cost to continue was too great and the cost to quitting relatively low.

Anti-Access Networks

Robert Work’s emphasis on describing anti-access efforts as a network has resonance. To be effective, an anti-access strategy must coordinate its elements so that they work together in order to prevent any obvious gap or seam that the enemy can exploit. If the wall has gaps, the enemy can exploit them. Modern weapon systems must operate as networks. In order to target an enemy over the horizon, spaceborne or airborne sensors must be used for detection and targeting information that are sent to offensive or defensive weapon systems so they can be successfully employed. Over-the-horizon backscatter (OTH-B) radars and other techniques utilizing sky waves can also provide long-range information, but most earthbound radars are limited in surface range by the curvature of the earth. Whatever the source of information, it must be processed and analyzed so that the right targets can be identified and tracked, and their future locations predicted. All this requires a network along which information flows from sensor to shooter. Postattack information—known as battle damage assessment (BDA)—also needs to flow in order to determine whether the attack has been successful or the enemy needs to be reengaged. The information is also vital in the choice of which weapon systems or types of ordnance are to be used, exchanges or “hand-offs” between firing units, and coordination of dispersed platforms. All these operations are complex; sometimes complexity can be the enemy of effectiveness.

Targeting particular aspects or nodes of the network might be able to bring the whole complex process to a halt. Without sensor information, weapons can only be shot blindly. In a saturation attack, in which the shooter fires a considerable number of weapons at the probable location of the enemy, there is always the chance of lucky hits. But if the enemy has been using deceptive techniques, it is possible that all the weapons aim at the wrong location. Unless the shooter’s supply of ammunition is unlimited—and it never is—it is possible to run out without doing much damage to the enemy even if the enemy cannot effectively attack the firing units. Without sensor information and with only preset coordinates, Saddam Hussein’s forces fired off scores of Scud missiles (admittedly never very accurate to begin with) during Operation Desert Storm but only a couple had any military effect, and the politico-psychological effect (an attempt to provoke the involvement of Israel) was successfully mitigated by the coalition. The point is that viewing the anti-access efforts as a network of strategies, techniques, and systems prompts the understanding that defeat of a particular portion of the network could seriously degrade it. Likewise, it points to the need for redundancy in systems and fallback strategies in order to deal with critical damage.

Access and Forward Presence

A concept that needs to be discussed in terms of access, anti-access, operational access, and assured access is that of forward presence. This is a naval term that seeks to describe the ability—and regular practice—of combat-ready naval forces to be routinely positioned in potential regions of crises during times of peace or nonhostility. Forward presence implies the continual presence of combat-ready forces to areas where the United States does not have fixed land bases, often just offshore inherently hostile states that might not otherwise be deterred from precipitous actions against neighbors. During the 1990s, and even before, forward presence was considered one of four major strategic concepts or missions of the Navy and Marine Corps that indicate their worth to the nation in times of peace.64 Since the Law of the Sea allows the unfettered access of military ships to the high seas up to twelve nautical miles off the coast of any sovereign state—a right the PRC frequently contests—it is possible for naval forces to provide effective forward presence without the necessity of land bases or the permission of an ally or partner. An aircraft carrier task group parked just offshore can constitute quite a presence and is presumably an effective deterrent to the outbreak of local hostilities.

For most of its existence, Army and Air Force planners have hated the concept of forward presence, since they saw it as a largely effective way for the Department of the Navy to justify its peacetime force structure.65 This changed somewhat in the late 1990s when both of the others services attempted to redefine themselves as expeditionary forces not tied to extensive basing requirements. In the competition for resource justifications, the Air Force went so far as to count every landing of any aircraft in a foreign airfield as a forward-presence mission, and the Army argued that its overseas liaison officers and attachés constituted forward presence.

With the advent of the anti-access concept, and particularly with the development of more sophisticated weaponry by the PRC—ASBMs being the poster child—many analysts have suggested that the naval forward-presence mission and indeed the joint forward-presence mission, if such exists, are no longer viable. CSBA studies have frequently cited relatively unsophisticated (and sophisticated) guided rockets, artillery, mortars, and missiles (under the acronym G-RAMMs) with increasing ranges as constituting a severe threat to naval platforms, particularly to amphibious forces. Naval-favoring analysts have argued that fewer nations than expected are developing such anti-access capabilities, but with a defense community focus on Iran and the PRC, this has not had much of an effect on critics of naval forward presence.66

In any event, the ability of naval forward presence to provide deterrence against states with extensive anti-access networks and capabilities is a meaningful question. During their tenures as CNO in the 1990s, Adm. Jeremy M. Boorda and Adm. Jay Johnson argued that the Navy could provide assured access to regions of potential conflict for the joint force, given modest advancements in counter–anti-access capabilities. Many naval platforms, such as Arleigh Burke–class guided-missile destroyers, have what are considered quite good defenses against cruise missiles and, in certain ships, theater ballistic missiles, and according to unclassified information U.S. nuclear-powered submarines are greatly immune to all but the most sophisticated antisubmarines efforts. But with the decision to procure the much less survivable LCSs and base them overseas, the trend appears to be away from robust presence as deterrence in anti-access environments—a trend that Robert Work noted as scholar, if not as undersecretary.67

Post–Cold War Assumption of Access

A major reason anti-access warfare is considered such a significant challenge to the joint force and countering it a mission of the overall Department of Defense was the “assumption of access” that settled into U.S. military planning in the immediate post–Cold War world. Many of the sources previously discussed have identified this perhaps unwarranted assumption of access as leading to the development of service acquisition programs and joint force structure that could be put at risk by opponents’ increasing anti-access capabilities. These observations have particular weight in an acquisition environment in which it takes the DOD at least a decade to field a new major combat system.

Partly because of assumption of oceanic sanctuary and the security of overseas land bases, but even more because of a desire for efficiency and cost savings, the DOD has built significant vulnerabilities into its systems and operational procedures. These are not just physical security vulnerabilities, but involve the viability of the high-technology systems and networks that are defining the modern American way of war. Whether or not the risks were initially recognized, these vulnerabilities can be particularly exploited by a well-planned anti-access strategy. U.S. forces have become greatly dependent on satellite-based communications and sensors, which—with the collapse of the Soviet Union’s military space programs—appeared immune to a general attack. Yet space systems are logically the initial target of an effective anti-access network of weapon systems. Internet connectivity is perhaps an even greater vulnerability. PRC commentators have repeatedly identified U.S. reliance on space systems and computer networks as the most significant vulnerability.68 Van Tol provides an excellent discussion of the effects of the assumption of access that was prevalent in the previous two decades and—quite frankly—resulted from shortsighted or expedient decisions by the DOD:

US ground, air and naval forces have long been accustomed to operating from sanctuary. . . . US communications, ISR, and precision-guided munitions (PGM) are heavily dependent on high-bandwidth connectivity for command and control, target detection, precision strike, and post-strike battle damage assessment operations. This connectivity is highly reliant on long-haul space-based assets that have hitherto also been accorded sanctuary status, save for the occasional modest localized jamming. The same can be said with respect to cyberspace which, despite numerous and consistent probes by China and other states, and by nonstate entities and individuals, has never been seriously compromised. The growing Chinese A2/AD capabilities, to include its cyberweapons, threaten to violate these long-standing sanctuaries. As this occurs, the consequences for US forces would include:

       •  Loss of forward sanctuaries in physical domains and virtual domains (including space, cyberspace, and the electromagnetic spectrum);

       •  Denial of access to areas of operations; and consequently

       •  Loss of strategic and operational initiative.69

The development of weapon systems that can support viable high-technology anti-access strategies turns the assumption of access on its head. An assumption that access will not be bitterly contested by potential opponents becomes a weapon in the hands of a perceptions-manipulating opponent. The ultimate anti-access strategy—idealized and nearly impossible to implement in the information age—would be for the anti-access state to allow the strategically superior power to believe that it can still achieve access at minimal cost to its forces. If hostilities were to occur, the reverse “shock and awe” (to use that largely discredited term) might cause the decision-makers of the strategically superior state to conclude the intervention is just not worth it. This stratagem is in accordance with the fourth fundamental element, the criticality of information and intelligence and the effects of deception. One of the purposes of this book, along with the other published studies on anti-access, is to ensure that such does not occur.

Basing and Access

Overseas bases are certainly assets as well as vulnerabilities. A base utilized by U.S. forces on the soil of another sovereign nation is a strong symbol of commitment by the United States to the defense of the host nation and a commitment by the host nation to its alliance with the United States. There are always a variety of local issues involving base use and the impact on communities (just as there are such issues concerning bases in the United States), but such bases would not exist without the voluntary cooperation of the host nation. There are a number of cases where the host nation has requested the removal of U.S. forces from a particular base or entire territory, and the United States has always complied. In any event, the stationing of U.S. forces within another nation builds, and is indicative of, a strong relationship, one that is designed to have a deterrent effect on hostile neighbors.

Overseas bases are also closer to the likely crisis areas of the world, as well as potential opponents of the United States. Like the U.S. need for power-projection forces and the attractiveness of utilizing anti-access strategies against the entry of U.S. forces, their positioning resulted from the facts of geography and history that have provided the United States with peaceful neighbors and two oceanic moats. It has been logical for the United States to rely on overseas bases for its defense posture in the past, either because they were not perceived to be vulnerable to forces in the immediate region or because they functioned as Cold War trip wires by which an attack against them would unleash a potential global conflict.

The sources we have examined in defining the outlines of the modern concept of anti-access have all pointed to fixed overseas bases as greatly vulnerable. There is no contemporary source—even among those advocating that the DOD fix its primary attention on issues other than anti-access—that does not acknowledge the growing physical vulnerability of fixed land bases. Many of the existing anti-access studies recommend specific measures to reduce this vulnerability, although even the most optimistic admit that it cannot be completely eliminated against an opponent with the capability to conduct multiple strikes against fixed coordinates. This issue is plain.

But there needs to be acknowledgement that there is also a parochial issue that surrounds the debate concerning the vulnerability of fixed bases, one that often clouds dispassionate examination of all options to mitigate the vulnerability. The U.S. Air Force was created out of the Army Air Corps. Naturally enough, its tactical aviation flies from land bases, with those land bases needing to be within operational range of any opponent. Midair tanking can extend the range of combat aircraft, but it is logistically difficult and is itself a vulnerability in an anti-access environment. As Bowie’s RAND study points out, recent programmatic decisions have shifted the ratio between fighter/attack aircraft, with their inherently short ranges, and long-range bombers. Meanwhile, sea-based aviation remains part of the U.S. Navy and is treated as an organic, integrated combat capability of the maritime domain. In fact, more sailors are assigned to naval aviation commands (including aircraft carriers) than to the other surface ships and submarines. A shift in emphasis—or more important, resources—in attack aviation from fixed land bases to mobile sea bases (i.e., aircraft carriers) has been traditionally viewed by the Air Force as a threat to its core mission and to its self-perception as the service that should control the air domain of the joint forces environment. As previously discussed, the current concept of jointness imposes an orthodoxy of nearly equal participation in all missions. Within this culture, there is little likelihood of blank-sheet analysis of the costs—in strategy as well as matériel—of mitigating the vulnerability of fixed land bases and mobile sea bases in an anti-access environment. It is unlikely that such can be facilitated under the AirSea Battle concept; it certainly would not be seen as a cooperative effort. At the same time, the range of carrier-based attack aircraft has actually shrunk since the Cold War—through the Navy’s deliberate choices—and the potential vulnerability of aircraft carriers has appeared to increase.

Adding another dilemma to the vulnerability of fixed land bases is the option of shifting to operations primarily from air bases located in U.S. territory—the premise of a concept called Prompt Global Strike (PGS). However, this could potentially shift the focus of anti-access forces away from regional conflict and toward preemptive conventional strikes on CONUS itself.

Limitations to the Concept of Area Denial

Earlier this book states that the linkage between anti-access and area denial is an artificial construct. It is appropriate to discuss this in terms of the development of anti-access as a strategy.

An anti-access strategy is designed to prevent the entry of power-projection forces into a contested region and to eliminate any such forces that might already be there. It is the antithesis of engaging forces that might be overwhelming while operating on land within the heart of the region. Area denial as defined by the JOAC and other sources consists of tactics and systems to be utilized in denying the freedom of action of forces operating within the region. In other words, the tactics of area denial avoid force-on-force combat—but against an enemy that is already there. Anti-access and area denial appear to be very different situations.

Moreover, the operations involved in area denial—indirect and harassing fires, operational maneuver, deception, strike-move-hide—appear to be techniques that are historically common to all ground combat, particularly by a weaker opponent. It could be assumed that guerrilla warfare is primarily area denial. Therefore, it is difficult to determine a difference between area denial and ground combat as it is traditionally fought in unequal contests.

It is possible to argue that anti-access and area denial should be linked because the weapon systems utilized are the same or similar but shorter in range. In fact, the JOAC, looking at anti-access as simply a military problem to be solved—an opponent’s campaign to be defeated—certainly implies that, positing in the very definition of anti-access that it is usually conducted at long range. But this is not a method capable of assessing anti-access as a war-fighting strategy (as opposed to operational technique) and element of grand strategy.

It is also possible to argue that anti-access and area denial must be linked in order to preserve equanimity among all services and support the current conception of jointness.

Integrating the Other Elements of Power

Understanding the strategy of anti-access, as opposed to simply assessing anti-access weaponry and tactics, requires one to integrate other elements of international power into the concept. As has been seen, diplomacy or economic relations can pose a threat to the existence of oversea bases if the anti-access state can persuade the host nation not to allow their use by a counter–anti-access power. The ability to project power is thereby inhibited without any clash of forces. Diplomatic pressure toward changing the Law of the Sea to prohibit military vessels from a nation’s claimed two-hundred-nautical-mile economic exclusion zone—an obvious objective of the PRC—would also inhibit power projection, particularly in a relatively narrow sea area such as in East Asia. Such efforts not only support an anti-access strategy, but are integral to it, which is why PRC sources often discuss the “three warfares” of psychological, media, and legal warfare.70 At the same time, the power projector can use diplomatic and economic relations to ensure that host nations maintain their support, as well as mutual defense efforts to reduce pressure of coercion by the anti-access state.

Diplomatic and economic efforts can be used to encourage the extrinsic events that influence the counter–anti-access power to shift its focus onto other, perhaps even more pressing problems. This has been a routine effort of historical anti-access campaigns. Commentators have argued that in recent years, America’s fixation on events in the Middle East has blinded it to even more dangerous threats elsewhere. That is not to imply that Middle Eastern events have been shaped elsewhere—only that the attention of even powerful states can be limited in scope. But again, diplomacy might be used to stifle extrinsic events, quieting the international environment and focusing world support for the counter–anti-access effort. The United States was able to do that in World War II and in fashioning a coalition for Desert Storm.

The United States, the nation with the most capable power-projection forces and potentially robust counter–anti-access capabilities, is said to also possess the greatest amount of soft power through the attractiveness of its form of government, its culture, and its political and economic freedom. One might ask if soft power has any role to play in the concept of anti-access or as part of a counter–anti-access campaign. The answer lies in the time frame one uses in assessing counter–anti-access. In a short time frame, and thinking strictly in terms of military operations, it is hard to see how soft power makes any impact. It is difficult, if not impossible, to operationalize soft power—particularly by a democracy that allows for freedom of belief and expression. But if one examines long-term anti-access strategies in terms of the construction of “great walls” surrounding societies and preventing their interactions with outside influences, soft power could play a role, even without any action by a state, in chipping away at the battlements. It might be even possible to enhance this role through the judicious use of media and psychological operations.

In determining how other elements of international power could be utilized effectively, the objectives of the states adopting the anti-access and counter–anti-access postures must also be assessed. In the case of Imperial Japan, an anti-access posture was adopted in order to protect its gains and prospective additional gains of conquest. The target of the anti-access posture, the United States and its allies, could either choose to conduct a counter–anti-access campaign or acquiesce to Imperial Japan’s objectives. America’s counter–anti-access potential had failed to deter Imperial Japan’s actions. In the current situation in which the flash point in any conflict between the PRC and the United States would be forcible conquest of Taiwan, it is possible that U.S. counter–anti-access capabilities could have a deterrent effect on PRC actions, since PRC anti-access efforts seem to be initially aimed at preventing the United States from intervening in the Taiwan scenario. Adding diplomatic efforts and managing economic relations could enhance the deterrent effect of the counter–anti-access capabilities.

If diplomatic and economic relations are to be included in a counter–anti-access strategy, particularly in a government in which the military is subordinate to civilian control and acts as but a part of the government, deterrence or defeat of a potential opponent’s anti-access strategy must be more than a military problem. Using current buzzwords, it needs a “whole of government” approach to its solution. But whether that is possible in a society that has conflicting opinions and interests is difficult to say. Perhaps it depends on how clear and present the danger from the anti-access state appears to the majority.

Anti-Access, Counter–Anti-Access, and Grand Strategy

Grand strategy has always been difficult to define. Many studies of historical grand strategies have not even attempted to give it a specific definition. As in the proverbial Supreme Court decision, you know it when you see it. During the Cold War, the grand strategy of the United States was to preserve its own independence, freedom of action, and economic growth while containing the Soviet Union until the internal contradictions in communism brought about its own demise.

For the purpose of this book, we will assume that grand strategy entails all actions intended to preserve a state’s (or a regime’s) freedom of action in order to achieve the objectives it desires. If a state or a regime perceives that its objectives are in conflict with a strategically superior power and this conflict might lead to armed hostilities, a military anti-access posture would be a useful part of its grand strategy. One of the reasons that democratic states do not adopt an anti-access posture toward other democratic states, even if the international environment is theoretically always in a state of anarchy, is that they do not perceive themselves to be in a position of hostility. The European Union may have a host of political or economic issues with the United States, but it expects negotiations and compromise, not hostilities, to be the result. That is why anti-access postures are generally the province of authoritarian states. For a state or regime whose grand strategy revolves around the consolidation or retention of internal power in a world in which external powers might be hostile to it, building a great wall consisting of an anti-access strategy would also be desirable.

The emphasis on grand strategy generates an emphasis on deterrence in turn. John M. Collins, author of the most comprehensive book on military strategy as an element of grand strategy, explains this emphasis as a defining characteristic of grand strategy.71

If an anti-access strategy is adopted by a state, it should be seen as an element intended to support its grand strategy. Perhaps the best way to defeat an anti-access strategy is to be able to hold the objectives of the grand strategy at credible risk.

The Breaking of Great Walls

Returning to our metaphor, when a wall is broken into rubble, the component pieces—brick, stone, whatever—can no longer perform their designed function. They may still have the ability to harm; one can stub or even break one’s toe on an isolated stone. But lying apart, they can no longer stem the flow of wind, water, or force rushing through the gap and expanding into the interior.

Building an anti-access strategy is very much like building a wall. One places political, diplomatic, and economic initiatives alongside military systems, doctrine, and tactics. In the operational military effort, one tries to develop and emplace defensive and offensive weaponry in all mediums or domains—maritime, air, land, space, cyberspace—and ensure that they can work together, so that, unlike Xerxes at Thermopylae, the counter–anti-access forces cannot find a path by which the determined defense can be flanked.

In the opposite direction, degrading or destroying anti-access strategies are like breaking down a wall. One can do it methodically, piece by piece. But one can also strike at the base or most vulnerable point in order to make the bricks above crash down.

Speaking of striking the most vulnerable points evokes the idea of a center of gravity, or even the image of concentric rings from the writings of retired Air Force colonel John Warden.72 But the anti-access network itself is not the center of gravity for an opponent. The anti-access network is simply the system by which the center of gravity is protected. In the constructs of Warden and others, the enemy’s defenses should be bypassed in order to strike at the center; resources should be focused on the center, not on taking apart the defenses. But an effective anti-access network is not one that can be bypassed. It must be fought until it is ineffective. If it could be bypassed from the outset, it was simply never effective.

The purpose of the JOAC and the many unofficial studies of anti-access is to assess and prepare to counter anti-access networks that cannot be bypassed from the outset. Being able to bypass defenses from the outset means that one does have a degree of assured access. This does not mean that countering anti-access will always be completely an attrition-based campaign. It will require maneuver and a variety of other operational techniques. But it is likely that a lot of attrition must occur until the foundation is weakened so much that a breakthrough can occur.

An important point is that in developing a counter–anti-access campaign, one might be able to strike the key points to break the wall, but that does not necessarily bring any end to the conflict. The power-projection phase must occur, and the opponent must be defeated or his motivating objective denied.

The counter–anti-access campaign may therefore be protracted. It may not have to occur at all if it deters opponents from their objectives. It may even involve the penetration of ideas and encouragement rather than weapons, even while weapons are necessary to establish a deterrent effect.

The remainder of this book will not discuss the means, legality, or morality of encouraging, assisting, or fomenting revolutions in authoritarian states as a technique of countering anti-access defenses. These details will deliberately remain outside the scope of the present book. Yet the use of internal—perhaps we can call them intrinsic events—as a means of countering anti-access strategies is as logical as the encouragement of extrinsic events by the anti-access state in order to interfere with a strategically superior power’s attention, decision-making, and/or commitment.

Such internal events pose a primary threat to the anti-access walls of an authoritarian state in the same way that frost heave poses the primary threat to the many stone walls built in New England during the period when most of the land was under cultivation. Frost heave has knocked down more stone walls than later inhabitants have carried away.

However, unlike frost heave, internal events can be encouraged. This must be acknowledged as a possible technique of counter–anti-access operations. This also points to the richness and usefulness of understanding the concept of anti-access as a strategy.


Chapter 3




The Anti-Access Campaign and Its Defeat

A concept does not a strategy make. A concept is merely an analytical sketch, a means of defining the outlines of an idea or phenomenon.

Definitions for the word strategy are many, but perhaps the simplest comes from another scholar-warrior, late Rear Adm. J. C. Wylie, USN: “Strategy is a plan of action designed in order to achieve some end; a purpose together with a system of measures for its accomplishment.”1 An anti-access strategy is a plan to prevent an opponent from operating military forces near, into, or within a contested region. This plan, if it is to support the objectives of grand strategy, includes links to other plans of action for achieving other, usually related objectives.

An anti-access campaign consists of the implementation of such a plan. The ultimate measure of its accomplishment is the continued exclusion of a superior opposing force from the contested region until time, attrition, and/or extrinsic events shake the determination of the superior force. Its objective is not to achieve victory in a symmetrical force-on-force battle. Rather, its purpose includes the avoidance of such a direct force-on-force contest within the region. In support of other objectives already achieved, a stalemate can be a victory for the anti-access force.

A counter–anti-access campaign attempts to defeat an anti-access strategy and achieve operational access. But for the counter–anti-access force, operational access is neither the final objective nor measure of full accomplishment. The military objective is to defeat the anti-access effort designed to keep one out of the region and then defeat the enemy from within the region. From this perspective, a counter–anti-access campaign is an inherently more difficult effort than the anti-access effort. Countering anti-access is but the first phase in an effort of two (or more) phases. This was evident in the war against Imperial Japan. First the United States and its allies had to be able to enter in force into the Japanese-held island region—in other words, gain access to the region. Once access was assured, they then had to destroy the opposing Japanese force, reverse their gains, eliminate Japanese commerce, and prepare to invade the Japanese homeland itself. The last task was avoided through the use of the atomic bombs.

This effort of two (or more) phases parallels how most naval strategists view the role of navies in war on land and sea. The first phase consists of defeat of the enemy’s naval forces—the war at sea. This is the defeat of an anti-access effort within the maritime domain, dimension, or medium. The second phase, once sea control or command of the sea has been achieved, is the projection of power ashore and support of combat on and over the land. Capt. Dudley Knox, USN, a naval strategist of the 1920s and 1930s, expressed this two-phase view with the following admonition: “The supreme test of the naval strategist is the depth of his comprehension of the intimate relationship between sea power and land power, and of the truth that basically all effort afloat should be directed at an effect ashore.”2 Wiley also uses this two-phase explanation of the objectives of naval warfare. This again points to the naval roots of the anti-access concept.

Deterrence: Ultimate Strategic Goal

Before analyzing anti-access and counter–anti-access campaigns, it is useful to discuss the precampaign phase, what recently has been identified in defense discussions as phase 0. We will refer to it as the deterrence phase. Returning from the level of campaign—expressed in doctrine as the operational level of war—to the level of strategy, we must again note that the ultimate goal of a viable strategy is to avoid having to implement it as a campaign. Viable in this sense means a strategy combined with the actual forces necessary to successfully implement it. Military forces, including anti-access or counter–anti-access forces, are designed to be effective in combat but are most effective by achieving the objective while not actually being used in combat. This avoidance is logical, although it might also seem paradoxical to those who view as inefficient the spending of money on resources for wars that never occur. A great deal of resources must often be spent to ensure credible deterrence, yet the forces themselves may never be used. This is not a standard business model.

Perhaps the greatest example of such a victory was the outcome of the Cold War. The U.S. objective was to contain the Soviet Union, ensure no other nations fell under its influence—at least not in Europe—and deter the outbreak of a global war until the Soviet Union and its empire collapsed from within. Scholars may argue about who was most responsible for the end of the Cold War: whether it was American president Ronald Reagan, with his defense buildup and economic pressure on the Soviet Union, or Soviet president Mikhail Gorbachev, with his introduction of perestroika and acquiescence to the collapse without resorting to conflict. But it is undeniable that the U.S. strategy succeeded without a war directly between the superpowers.

In similar fashion, the primary or initial purpose of an anti-access posture is not to engage an enemy, but to deter it. By definition, the enemy to be engaged is a strategically and militarily superior power that is likely to prevail in any direct force-on-force conflict. Therefore, avoiding or deterring such a direct attack is the least costly method of successfully engaging the perceived enemy. This correlates with the primary precept of the ancient strategist held in highest regard by modern military thinkers, the probably legendary Chinese sage Sun Tzu, who advised that “to win one hundred victories in one hundred battles is not the acme of skill. To subdue the enemy without fighting is the acme of skill.”3

Again, this is not simple deterrence of outside attack, a natural posture of any nation-state. Most states that opt for a distinct anti-access approach view a conflict as inevitable. Many intend or are engaged in aggressive military action, such as Imperial Japan in the 1920s and 1930s, and their choice for an anti-access approach is an effort to dissuade or stalemate an outside power capable of limiting or reversing their military gains. Today the states that appear to be adopting anti-access strategies, which include the Islamic Republic of Iran and the People’s Republic of China, are perceived by their neighbors as posing a potential military threat, have demonstrated a degree of political aggressiveness concerning regional issues, and are opposed to any interference by the one power with the greatest potential for interfering with their freedom of action, the United States. Worse yet would be facing a coalition of the United States, its allies, and its partner nations, a combination that needs to be prevented or deterred.

Similar in nature, the potential ability of a strategically superior power to conduct a successful counter–anti-access campaign can prove an effective deterrent against aggression. If the anti-access network of an aggressive state is overcome, not only is it likely that its objective is denied, but the survival of its regime is put in jeopardy. At the very least its position in the international environment will be greatly altered, its pretense to power shattered. It may become an international pariah without allies and constrained in the actions in its internal sovereignty—the position of Saddam Hussein’s Iraq following the first Gulf War. The aggressive state must calculate the probability that its anti-access network can withstand such an onslaught. Just as certain types of sensors and weapon systems are necessary in building a modern anti-access network, certain sensors and systems are needed to overcome it. If the strategically superior power possesses these systems, its deterrent potential rises.

In discussing deterrence as an element of anti-access or counter–anti-access strategies, one must remember that deterrence is not a physical property—it is a state within the mind. Deterrence occurs when national decision-makers perceive that a potential opponent has the capability and willingness to deny them an objective. Both capability and willingness must be apparent to these decision-makers if they are to be deterred from taking action. Additionally, culture and political environment have a significant effect on decision-making, and any deterrence effort must take into the consideration the cultural and political environment of the decision-makers. In assessing the probable effectiveness of a deterrence posture, cultural mirror-imaging must be avoided. What deters one particular opponent may have less effect on another. Strategic superiority and overwhelming force usually possess strong deterrent potential, but only if the target of deterrence believes they will be used and that the impact of their use would result in a negative outcome within the context of its culture. Returning to the Gulf War of 1990–1991, the political culture of violence in which Saddam Hussein flourished and his belief that the Western nations would not actually use their overwhelming force made him more difficult to deter than was perceived by U.S. diplomats and decision-makers.

If implementation of an anti-access campaign in support of an aggressive objective—the forcible annexation of Taiwan as example—is to be deterred, the anti-access state must be convinced that the counter–anti-access/power-projection state has the capability of defeating or significantly penetrating the anti-access network, that it has the will to do so in the particular situation, and that the cost of defeat is not worth the risk.

Elements or Steps of Deterrence

Deterrence is thus a two-way street. The anti-access state seeks to deter any interference with its objectives. The counter–anti-access power seeks to deter the anti-access state from its objective by making clear that its anti-access effort will fail. There are identifiable elements or steps involved in these efforts.

For the anti-access state, a first step in deterring the involvement of an outside power, or preparing the battlefield if conflict is inevitable, is to conduct political, diplomatic, and economic efforts to prevent other states within the region from achieving or maintaining an effective politico-military relationship with an outside power. During peacetime or, perhaps more properly, a time period without active hostilities, diplomacy and economic incentives are primary tools to foster cooperation, or at least toleration or acquiescence, by other states within the region or beyond. Threats of coercion can also be used, but these can be risky because they can have the effect of driving other states into a firmer alliance with the outside power. The objective in this stage of the anti-access effort is to deter or limit any support of the outside power by other regional states. Most important is to prevent the outside power from being able to station or position military forces within the region. However, any degree of support that can be eliminated—for example, hostile international public opinion—is a useful target for this effort.

This is not easy to achieve for at least two distinct reasons. First of all, the strategically superior power is likely to have achieved its status through its own skillful use of diplomatic and economic relationships, as well as developing its strong military potential. The anti-access state—even if skilled in diplomacy and economic co-optation—finds itself competing with another master of the game. Secondly, the anti-access state must appear to be a lesser security threat to others in the region than the interference of an extraregional power—an appearance that is particularly difficult for an authoritarian state. There is also a natural tendency for smaller or less powerful states to view a regional power with greater suspicion than an extraregional power because it is closer and therefore presents a potentially more immediate threat. In explaining his previously inconceivable support for a tilt toward the United States and away from the Soviet Union, Mao Zedong stated, “Didn’t our ancestors counsel negotiating with faraway countries while fighting with those that are near?”4 Admittedly the PRC could hardly be considered a small state, but as unlikely a source as Mao might be, this is traditional wisdom in many places other than China.

A second step or element is to utilize diplomatic or economic incentives or disincentives to influence the power-projection/counter–anti-access power and convince it that the objectives of the anti-access state are legitimate and strategically insignificant. If an economic dependency can be created in which the counter–anti-access power is beholden to the anti-access state, its involvement might be deterred. If dealing with a democratic state, interest groups could be encouraged to influence governmental action into allowing the anti-access state its objectives. This step can involve a carrot-and-stick approach: promises of improved political or economic relations mixed with threats of a loss of political or economic relations. Threats of cutting off the source of a valuable raw material or access to domestic markets might have some influence. Prolonged negations might delay the counter–anti-access power from reacting quickly to any fait accompli in the region.

A third step or element is to create an environment of international support, or at least acquiescence to the objectives of the anti-access state. Again, the effort might be directed at convincing other nations of the legitimacy of the anti-access state’s objectives or providing economic incentives to support its positions. Appeals to international public opinion would certainly be an adjunct to any direct diplomatic efforts. In an anti-access vs. counter–anti-access situation, the potential counter–anti-access state could be portrayed as the aggressor or one that is willing to turn a purely regional dispute into a global war.

TABLE 3-1 Diplomatic and Economic Elements
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All of these activities could be supported by propaganda, adroit use of media, fostering demonstrations, support for “peace movements,” lobbying of the business community associated with its exports, use of international forums, and sponsorship of scholarly opposition. Table 3-1 lists diplomatic and economic elements that can support an anti-access deterrence posture along with supporting activities.

Diplomacy and Economic Relationships with Authoritarian States

Throughout this book we have put emphasis on the attractiveness to authoritarian powers of an anti-access approach. A great part of this attractiveness results from their perception of a hostile environment and fear that other powers naturally seek to thwart their objectives. Such states inevitably carry such an attitude into their diplomacy and economic relations, although this can be temporarily disguised with a considerable amount of effort and forbearance. Military commentators in the PRC have expressed this perspective to a considerable degree in formulating “legal warfare” as part of the official concept of “Three Warfares.”5 Legal warfare seems to have no corresponding concept among democratic states, where law is seen as the antithesis, or at least a preventive, to warfare. One may make the case that international law has been used as a justification for armed hostilities by Western states, and indeed most court proceedings can be viewed as sort of a verbal “battle” between disputing parties. However, the perspective that the very purpose of international law is to legitimize one-sided declarations or forgo meaningful compromise evokes negotiations conducted by Nazi Germany—the ultimate authoritarian state—as recorded by William Shirer:

“But this is nothing less than an ultimatum!” Chamberlain exclaimed.

“Nothing of the sort,” Hitler shot back. When Chamberlain retorted that the German word Diktat applied to it, Hitler answered, “It is not a Diktat at all. Look, the document is headed by the word ‘Memorandum.’”6

This is not to say that authoritarian states cannot be successful in their diplomacy and negotiations, but it implies that prudent decision-makers approach these interactions with a degree of suspicion. This is premised on the understanding that diplomatic relations among democratic governments have a nature and course that are very different from those between democracies and nondemocracies (or authoritarian states) and between authoritarian states and other authoritarian states. Democratic or, more properly, representative or republican governance is described as premised on the “art of the compromise,” as well as rule by the majority. There is a psychological tendency, therefore, for modern democratic states to seek compromise and an amiable spirit in diplomatic relations, a spirit that is likely to be reciprocated by like-minded states.

This tendency can be exploited by authoritarian governments, which is why a prelude of diplomatic activity—although without real sincerity—can be an effective anti-access tool. The authoritarian anti-access state wishes to appear interested in negotiation and compromise. Prior to the Pearl Harbor attack, Imperial Japan engaged in a flurry of diplomatic activity, specifically to mask its intent.7 At the very least, the diplomatic activities can feed the naturally hopeful “but negotiations are continuing” reports appearing in the Western media. The intent is to delay the counter–anti-access power’s response.

Deterrent Steps of Counter–Anti-Access

In the deterrence phase, the counter–anti-access state must take steps or initiate activities to ensure that its deterrent posture is credible. A strategically superior power can possess all the components necessary to mount a counter–anti-access campaign yet undermine its attempt at deterrence. Conversely, the strategically superior power can enhance the effectiveness of its deterrence through such actions as follows:

       •  Make its objectives in the region transparent and distinct.

       •  Make a clear, simple public case for its objectives. Expect domestic and international criticism but be resolute. In a world awash with contending information, no policy—no matter how logical or altruistic—will not be publicly criticized by those whose interests lie elsewhere.

       •  Maintain a continuous, meaningful dialogue with its regional allies, partners, and potential partners on the threats to peace in the region, including steps it might take in the region if hostilities were to occur.

       •  Maintain a continuous but firm dialogue with the potential anti-access opponent, including steps it might take in the region if hostilities were to occur.

       •  Maintain support for international agreements concerning the global commons that provide the greatest freedom of action for all states.

       •  Maintain the continuing physical presence of combat-credible armed forces in the region either through basing agreements with allies or partners, or through the utilization of the global commons, with the realization that such forces will always be at risk and that presence itself is not necessarily sufficient for deterrence.

       •  Make clear a commitment to support the territorial integrity of any state hosting a regional base for the counter–anti-access forces.

       •  Encourage the active public discussion and debate of counter–anti-access measures that could be taken in the case of a contingency. Clarify with the potential anti-access opponent that such a public debate is unofficial and the natural consequence of intellectual freedom and expression in democratic societies. Even the criticism and expressed fears of those opposed to counter–anti-access action can enhance deterrence by making the prospect of action appear more credible.

       •  Embark upon a program to continually upgrade the survivability of regionally based or deployed armed forces based on the evolution of military technology. This should be neither a crash program of improvements (which could signal a negative expectation of current survivability) nor an effort to achieve absolute protection (an impossible goal). Rather, it should appear a gradual, natural process of improvement.

       •  Conduct out-of-the-region exercises against notional anti-access campaigns. The point of doing such exercises out of the region is to avoid increasing any level of regional tension, but also to reduce the chance of extensive intelligence-gathering by the potential opponent. The objective is to make the potential opponent aware that such exercises occur without the opportunity to examine the operation of systems in detail. This is difficult in an environment of satellite and long-range sensors but can be done with proper planning.

       •  Conduct routine freedom-of-navigation exercises in areas of possible conflict. Be aware of the vulnerability of the units involved, but discount reactive incidents. Long-term deterrence is best enhanced with a “business as usual” approach rather than a “ramp up in time of tensions” method.

       •  Make clear that hostile regional actions by the anti-access state will have economic consequences in terms of trade and financial interaction with that state. In a financially globalized world with highly developed trade networks, economic pressure can have particular, yet subtle effects—even against the most isolated regimes.

Measures to enhance the credibility of regional, conventional deterrence will differ based on the circumstances of the region and the potential anti-access scenario. The above listing is certainly not exhaustive, but it is representative of steady, routine actions that counter some of the activities listed in Figure 2. These efforts cannot ensure the success of deterrence. However, academic postmortems have suggested that their absence can trigger a breakdown of deterrence. Evidence is anecdotal but includes Secretary of State Dean Acheson’s omission of Korea in describing America’s area of interest in Asia in a 1950 speech and Ambassador April Glaspie’s apparently ambiguous statement to Saddam Hussein in 1990.8 Since we have no sure means of measuring deterrence, attending to anecdotal evidence is prudent.

Assessing the Military Anti-Access Campaign

Moving beyond the deterrence phase, one comes to the focus of the majority of studies of anti-access warfare: the military campaign. Through evaluating the sources discussed in Chapter 2, it is evident that there are at least four ways for analyzing or assessing the particulars of an anti-access campaign. Approaches to analysis can consist of the following or a combination of them:

       1.  sequential elements of the campaign

       2.  typology of elements of the campaign

       3.  in terms of the systems and weapons of potential use in the campaign

       4.  in relationship to unique attributes (such as the fundamental elements discussed in Chapter 1)

Most sources that assess specific anti-access scenarios, such as potential hostilities with the PRC or Iran, utilize the first or third methodologies. Those studies that survey foreign military writings generally use the second methodology and provide a typology of anti-access activities. Some short commentaries focus on the unique attributes of anti-access strategies. This book will also assess scenarios in terms of the fundamental elements previously discussed.

Sequential Elements of an Anti-Access Campaign

A military anti-access campaign would not necessarily use techniques or systems that are different from all multidomain combat. The difference in anti-access warfare lies in the campaign objective rather than the specifics of individual tactical operations. However, it is possible to compile a general sequence of operations that outlines the operational characteristics of a “standard” anti-access campaign. The term sequential is used with some flexibility; some of the operations occur simultaneously and most could be repeated until they have effects on the enemy. It is meant to convey that the campaign consists of courses of actions that are dependent on previous actions and are placed on the previous actions to achieve mutual support. This returns us, again, to the image of building a wall.

By comparing the conclusion of the sources cited and historical examples, a list of actions can be compiled in a rough sequential order. In order to be able to compare these actions to other types of campaigns, we will apply the Phasing Model of Joint Publication 5.0 (JP 5.0), Joint Operational Planning (11 August 2011). The Phasing Model (illustrated in Figure 3.1) is the Joint Staff’s notional illustration of the sequence of activities in a military campaign designed to aid in planning the deployment and employment of forces. In the words of JP 5.0:

Phasing is a way to view and conduct a complex joint operation in manageable parts. The main purpose of phasing is to integrate and synchronize related activities, thereby enhancing flexibility and unity of effort during execution. Reaching the end state often requires arranging a major operation or campaign in several phases. Phases in a contingency plan are sequential, but during execution there will often be some simultaneous and overlapping execution of the activities within the phases. In a campaign, each phase can represent a single major operation, while in a major operation a phase normally consists of several subordinate operations or a series of related activities.9

The Phasing Model consists of six phases. The first phase is the shaping phase (phase 0), which we have earlier termed the deterrence phase, consisting of the primary activities of “prepare” and “prevent.” In the anti-access model, the shaping/deterrence phase from the perspective of the anti-access force consists of constructing the anti-access network; continually improving the range and capability of individual weapon and sensor systems; developing doctrine, conducting exercises, and training personnel; and taking diplomatic and economic actions to neutralize regional bases. Diplomatic measures and economic incentives are designed to convince regional neighbors that there is no threat to their security and/or that they should not support an out-of area power.

From the perspective of the power-projection/counter–anti-access power, the shaping/deterrence phase consists of strengthening relationships with regional allies and partners; establishing or maintaining regional bases; routinely deploying forward-presence forces into the region; enforcing international law as concerns the global commons; continually improving the range and capability of weapon and sensor systems; developing doctrine, conducting exercises, and training personnel; and taking diplomatic and economic actions to neutralize hostile activities.

FIGURE 3-1. JP 5.0 Phasing Model
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Source: JP 5.0, III-41

JP 5.0 Phasing Model

In the DOD Phasing Model, the next phase is “deter” (phase 1) in which a “crisis is defined.” This phase may be appropriate for a Desert Shield/Desert Storm–type war in which an act of aggression occurs to which the United States and its allies and partners respond after weighing options. But in an anti-access situation in which a strategic premium is placed on preemptive attacks of regional forces, it is best to alter the model to reflect the combining of the shaping and deterrence phases. By the time that the crisis is “defined,” it is likely that the initial action of the anti-access strategy is already in motion. In the anti-access model, phase 1 is better conceived as the initiation phase, during which the anti-access forces begin to weaken the regional infrastructure needed for power-projection forces. Starting activities in this initiating phase can include:

       •  nonattributable/difficult-to-attribute cyberattacks on regional or the potential opponent’s infrastructure

       •  launching and positioning of space-based antisatellite weapons (ASAT)

       •  use of earth-based ASAT systems to degrade the power-projection/counter–anti-access force’s C4ISR systems

       •  initiation of a deception plan for strike forces

       •  positioning of strike forces at sea, such as submarine barriers, long-range aviation patrols, and sorties of surface ships beyond littoral waters

       •  establishment of a blockade or maritime exclusion zone

       •  assault on the regional objective (the proximate cause of military action)

       •  establishment of air superiority in the region through use of fighter aircraft and ground-based antiair defenses.

These starting activities could be but the prelude to a continuing escalation that includes more intense kinetic activities:

       •  increasing range and level of cyberattacks

       •  actual ASAT attacks

       •  employment of electromagnetic pulse (EMP) weapons

       •  jamming and deception of other C4ISR systems

       •  ballistic missile and aircraft strike attacks on regional bases

       •  torpedo, cruise, and ballistic missile attacks on forward-deployed naval forces

       •  reduction of the remaining defenses of the regional objective

       •  amphibious and airborne assaults on the regional objective

       •  sabotage or other local disruption of the power-projection/counter–anti-access power’s ports of embarkation

Such activities reflect a loss of deterrence, which in phase 1 is more properly conceived as the initiation phase in an anti-access model.

Phase Two as Start of Counter–Anti-Access Campaign

JP 5.0 describes phase 2 as the “seize the objective” phase in which U.S., allied, and partner forces “assure friendly freedom of action” and “access theater infrastructure.” In the anti-access environment, this is more properly the counter–anti-access phase in which the power-projection forces struggle to maintain their remaining footprint in the region and bring expeditionary forces into position to attack and penetrate the anti-access defenses. The counter–anti-access phase is characterized by decisive actions on the part of the power-projection/counter–anti-access force in reestablishing combatant forces in the region, including:

       •  cyberspace counterstrikes

       •  protection of remaining satellite assets and ASAT attacks on the anti-access state’s space systems

       •  depending on the level of previous destruction to friendly and own C4ISR systems in the region, use of EMP weapons to eliminate the anti-access state’s C4ISR advantage

       •  jamming and deception of C4ISR systems; electronic warfare in the region

       •  submarine operations in a sea-denial mode within any declared blockade area or maritime exclusion zone

       •  submarine cruise missile strikes against land-based air defense, C4ISR networks, and air bases

       •  tactical strikes against land-based air defenses, C4ISR networks, air bases, and military leadership targets by remaining regional land-based air forces

       •  special operations forces (SOF) activities in the region and objective area

       •  long-range strike by stealth aircraft and bombers against C4ISR, air bases, missile launchers, ports, and troop formations

       •  regaining air supremacy in conflict area via carriers and long-range and refueled tactical aviation

       •  bringing antisubmarine warfare and missile-defense ships into region to provide submarine sanitation (sinking or driving off enemy submarines) and missile defense for counter–anti-access forces and regional air bases; establishment of sea control

       •  surface ship cruise missile strikes against remaining C4ISR, air bases, missile launchers, ports, troop formations, surface ships

       •  reestablishing defenses of regional air bases and air base operations

       •  amphibious operations in the objective area

       •  establishment of logistical bases ashore

       •  airborne operations in the objective area

       •  movement of maritime prepositioning ships into the region with land combat supplies

Although many of the previous steps are interdependent and require a sequence of supporting operations, others can be performed simultaneously. The elements of the campaign would not be performed in lockstep, but the order displayed previously does correspond to the general flow of counter–anti-access campaign operations.

Phase 3 as Conclusion of Counter–Anti-Access Campaign and Start of Force-on-Force Engagement

In the JP 5.0 Phasing Model, phase 3 is termed the “dominate” phase. The dominate phase consists of “establishing dominant force capabilities” (ashore) and “achieving enemy culmination or joint force commander’s favorable conditions for transition.” The transition meant is to posthostilities or the “stabilize” phase (phase 4). JP 5.0 describes the dominate phase as focusing “on breaking the enemy’s will for organized resistance or, in noncombat situations, control of the operational environment. Success in this phase depends upon overmatching joint force capabilities at the critical time and place, . . . [includes] full employment of joint force capabilities and . . . concludes with decisive operations that drive an adversary to culmination.”10

Phase 3 assumes that the enemy’s anti-access effort has been broken or is fragmentary and sporadic, and the campaign is now of conventional force-on-force battle, leading to the defeat of the enemy’s control over the war-precipitating objective.

The stabilize phase (phase 4) includes “establishment of security” and “restoration of services” leading to the “enable civil authority” phase (phase 5) in which the objective area is “transferred to civil authorities” and the power-projection force “redeploys” to its home bases.

In the JP 5.0 model, the counter–anti-access campaign occurs from phase 0 through phase 2, with a transition to decisive operations in phase 3. At this point, the purpose of the counter–anti-access campaign is to enable phase 3 operations through assured access to the region and objective area. Earlier the overall campaign was described as consisting of two (or more) phases; those two phases would be the counter–anti-access campaign and decisive force-on-force operations.

Use of the Phasing Model

Most of the anti-access studies that describe a sequence of counter–anti-access operations do not use the JP 5.0 Phasing Model directly. It has been used here to relate anti-access warfare to overall military campaign planning as directed by joint doctrine. As previously noted, the Phasing Model is a better fit for a Desert Shield/Desert Storm scenario or that of the Iraq War of 2003 than an anti-access environment. In the case of the Iraq War, phase 4, the stabilize phase, and phase 5, the enable civil authority phase, actually became the longest and toughest of the phases.

But the model is useful in eliciting a sequence of operations for the counter–anti-access campaign. Thinking in terms of a sequence causes the analyst to identify the operation requirements that, in turn, can be compared to current or planned operational capabilities. Obviously a campaign can only be successful if the operational force has the capabilities for carrying out these requirements. This is true of both the anti-access and counter–anti-access forces. In a 2002 assessment of then current anti-access efforts, prolific naval strategist Norman Friedman noted that prospective enemies seemed not to be investing in the sensors and command-and-control systems that would allow the weapon systems they developed or purchased to be used effectively in an anti-access mode.11 By 2012 this argument seemed dated—evidence started to build that investments were being made. But Friedman’s comment does lead many anti-access studies to focus on identifying the weapons and C4ISR systems that could be used in an anti-access campaign as well as the sequence of operations.

Typology of Elements of the Campaign

The RAND study Entering the Dragon’s Lair is representative of the typology approach. The primary research methodology is the analysis of PRC writings concerning local war under high-technology conditions, the type of conflict that the PLA currently expects to encounter. Local war translates as regional war as used in this book. The primary concern of the PLA is the participation of out-of-the area forces (e.g., the U.S. armed forces), which appear to drive their military investments toward an anti-access approach.

Official PLA doctrine is not publicly transparent. Use of PRC public writings as a surrogate for official PRC doctrine is appropriate because published debates on policy are not permitted without some degree of Chinese Communist Party (CCP) acquiescence—a standard practice in authoritarian states. Published commentary by PRC military officers and academics can be considered, to some degree, to reflect official views or permitted ongoing debates within the PLA.

Entering the Dragon’s Lair identifies the following as “elements of Chinese military strategy with potential implications for U.S. theater access”:

       •  attacks on C4ISR systems

       •  computer networks attacks

       •  electro-magnetic pulse (EMP) attacks

       •  attacks on satellites

       •  attacks on logistics, transportation, and support functions

       •  attacks on enemy air bases

       •  blockades

       •  attacks on sea lanes and ports

       •  attacks on aircraft carriers

       •  preventing the use of bases on allied territory12

Each of these elements can be considered individually as a tactic of conventional force-on-force engagement. What makes them elements of an anti-access strategy is their combination and their intent. All can be conducted while avoiding a force-on-force engagement. All can be implemented so as to prevent access to the region.

Both RAND and CSBA have examined these elements in detail; their analyses will not be duplicated here. Rather, a few clarifying observations are offered. Although the elements are not specifically placed in sequence, they do follow the overall pattern of methodology 1. Component operations can be simultaneous as well as sequential, and the actual sequence is ultimately dependent on the actions/reactions of the enemy. The typology method avoids tying the anti-access concept to debates on what exactly the anti-access force will do first. The reality is that the anti-access force will seek to do what it can do to prevent the power-projection/counter–anti-access force from entering the regional combat theater. If it can attack satellites without endangering its own capabilities, it will likely do that, but it may not employ EMP weapons for fear of the damage that could be done to its own systems. On the other hand, if its C4ISR is hardened and its communication systems buried, it might choose EMP as a tool against the power-projection/counter–anti-access force. If the anti-access state does not possess an ocean-going naval force or long-range tactical aviation, it is likely to be unable to conduct attacks on sea lanes and ports. Or it could choose not to do so in order not to antagonize other nations. The typology is a menu of the most likely actions the anti-access state would choose to enact.

Weapons and Systems of Anti-Access

Studies that make specific recommendations for U.S. strategy and defense acquisition programs to counter anti-access warfare usually enumerate the anti-access weaponry that faces power-projection forces now and in the future. The CSBA study AirSea Battle: A Point of Departure Operational Concept provides such a listing in its “representative PLA order of battle.”13 As listed in the study, these systems include:

       •  Kinetic and non-kinetic anti-satellite weapons and supporting space launch and space surveillance infrastructure;

       •  Sophisticated cyber- and electronic warfare capabilities;

       •  Long-range ISR systems (airborne; space-based; land-based over-the-horizon radar [OTH-R]);

       •  Precision-guided conventional land-attack and anti-ship cruise and ballistic missiles numbering in the thousands, that can be launched from multiple air, naval, and mainland-based mobile ground platforms throughout the theater;

       •  Scores of quiet diesel (and some nuclear) submarines armed with supersonic sea-skimming anti-ship cruise missiles and advanced torpedoes;

       •  An emerging ballistic missile submarine (SSBM) force;

       •  Very large inventories (tens of thousands) of advanced sea mines;

       •  Multi-layered integrated air defense systems (IADS), including a large numerical superiority in modern fighter/attack aircraft, and fixed and mobile surface-to-air missiles numbering in the thousands;

       •  Comprehensive reconnaissance-strike battle networks covering the air, surface and undersea domains; and

       •  Hardened and buried closed fiber-optic command and control (C2) networks tying together various systems of the battle network.14

The CSBA report provides nominal ranges for aircraft and cruise and ballistic missiles in terms of both distance and possible locations of U.S. forces. The PLA Second Artillery controls DF-4 ballistic missiles, which are likely capable of striking the West Coast of the United States; the D-3A missile with an estimated range of 1,500 nautical miles (nm), which is just short of the distance from the PRC coast to Guam; the DF-21 ASBM with a range in excess of 1,000 nm, which could cover all of Japan including the U.S. naval base at Yokosuka; the DF-15A ballistic missile with a range of 500 nm, which covers Okinawa and southern Japan; the DF-15 and DF-11A ballistic missiles with ranges in excess of 300 nm; and the DF-11 ballistic missile, which is optimized for the 170 nm needed for strikes on Taiwan.15

The PLA order of battle also includes JH-7 strike aircraft with an unrefueled range of 800 nm and the H-6 bomber with a range of 1,000 nm. Both planes are capable of carrying the C-803 cruise missile with a range of approximately 150 nm and the larger DH-10 cruise missile with a range in excess of 1,000 nm depending on launch altitude. The DH-10 can also be fired from ground launchers.

This is a formidable array of weapons with ever-increasing ranges and improving guidance systems. The DF-21 ASBM is reputed to be able to conduct reentry maneuvers based on targeting data in order to strike a moving aircraft carrier. As anti-access systems, they have considerable keep-out capabilities. The ballistic missiles aimed at land bases (or cities) can be targeted simply by programmed fixed coordinates, requiring no sensor guidance. Weapons directed at ships or other moving targets require internal sensors or mid-course targeting data or both. But these are systems that the PLA has or is developing, including intelligence, surveillance, and reconnaissance (ISR) satellites; over-the-horizon (OTH) radars; and airborne ISR aircraft.

The advantage of the analysis of anti-access campaigns in terms of specific weapon systems is that it clarifies the degree to which power-projection access is threatened and generates a discussion of possible technological or tactical countermeasures. It also makes the anti-access more real to planners and decision-makers who focus on programs, research and development, and acquisition. From those perspectives, analyzing a potential anti-access campaign in terms of weapon systems is “practical” and avoids the theoretical, definitional, and historical issues that are the heart of this book. More important, it leads directly to recommendations for action by the DOD. For example, if the PRC’s DF-21 missile can hit a moving vessel at sea, improvements in ship characteristics, deception programs, counter-ISR programs, or ballistic missile defenses may be called for. Contrariwise, one could argue that U.S. reliance on maritime power is weakened, or that the DOD should avoid investments in certain ship types. In any event, the debate over what course to take can be conducted in relation to programs or tactics rather than strategy.

Driving the focus to a specific weapon system, however, can provide for a confused or incomprehensive debate. An example is the PRC’s DF-21 antiship ballistic missile, which has been called a “game changer” in professional literature.16 The DF-21 may be a fearsome weapon from the perspective of an individual ship, and a saturation attack is a daunting prospect for naval power-projection forces, but a single weapon does not make an anti-access network, no matter how new or symbolic it might be. A focus on specific weapons may miss a total campaign perspective, as expressed by Friedman:

Yet the battle is not between a missile and a ship, or a submarine and a ship, or a mine and a ship. It is between our fleet and an enemy. The missile or mine or submarine has to come in proximity with the ship and arrange an engagement. In some very important cases, prospective enemies seem not to have appreciated the extent to which other capabilities are needed to make their missiles or mines or torpedoes effective against us. Conversely, our own countermeasures may be most effective against elements of enemy force other than the actual weapons.17

The weapons-and-systems analytical methodology is most effective when anti-access systems are evaluated as a network rather than individually. Doing so can make the threat of an effective anti-access strategy concrete.

Relationship to Unique Attributes

A fourth way of analyzing anti-access campaigns is by examining what makes them different from previous conceptions of defensive tactics. Of course, that is the primary purpose of this book. But focusing on the unique attributes of anti-access and counter–anti-access campaigns can point to specific defense policies, structures, doctrines, and programs that allow the networks of the campaign to be most effective. Although many observations derived from this methodology may seem quite general, sometimes the general or most obvious observations are the ones most easily missed. A starting point for examining the unique attributes of anti-access are the fundamental elements used through this book. In the next chapter we will add some supplemental factors derived from the other three methods, but at this point we will concentrate on the fundamentals. Because the fundamentals have been discussed in some detail from the perspective of the anti-access state, the discussion later will be primarily from that of the power-projection/counter–anti-access force.

Strategic Superiority

Ironically enough, in terms of grand strategy the fact that a potential opponent would choose to invest its military resources in developing an anti-access strategy is a very good thing. It means that the anti-access state does indeed realize that its objectives could be thwarted and fears the risk involved in a force-on-force engagement. It means that it does see its opponent as a strategically superior power and may act accordingly. In an East Asian scenario, it is impossible to determine whether attempts by the CCP to put a final end to the Chinese civil war and take Taiwan have been deterred by its perception of the strategic superiority of the United States, but such does seem a likely case. Being strategically superior has a deterrent effect of its own. The whole point of an anti-access effort is to mitigate this superiority and reduce the deterrent effect. But this is preferable to the power-projection power than a situation in which the erstwhile anti-access state stops its investment in anti-access systems because it no longer fears defeat in a direct force-on-force engagement.

The great German strategist of land warfare Karl von Clausewitz advises that “the best strategy is always to be very strong, first generally then at the decisive point.”18 Always being very strong would apply well to strategically superior states. Being strong at the decisive point is the challenge for its counter–anti-access force. Defeating an anti-access network, like breaking a wall, requires that strength be applied to the foundations of the network. C4ISI and other sensors are the foundations from which anti-access weapon systems are directed, a thought that lends itself to Freidman’s advice that the strategically superior power’s strength should be directed “against elements of enemy force other than the actual weapons.” But in any event, it is always easier to be strong at the decisive point(s) when one is strong everywhere, because that provides the pool of strength that can be drawn upon.

Retaining strategic superiority does not require one to be superior in every type or aspect of warfare. There are, for example, asymmetrical forms that as Barnett noted earlier may not be acceptable. High-technology nations have the tools to be superior to nonstate actors in the use of terrorism and, like Imperial Japan, might even be able to recruit their own suicide bombers in even greater numbers. But most of them would not choose to do so, and therefore they could be described as inferior in such techniques. Dropping the inherent facetiousness, it should be recognized that “to be very strong” does not require unlimited investment in every military capability that can be possibly conceived. In fact, in the case of counter–anti-access campaigns, the strength that is needed lies as much in the alliance network, supporting logistics, and use of the global commons that are prerequisites to the ability to operate in distant regions at all, than in a particular weapon system or technique.

Strategic superiority, particularly military superiority, is also the product of history as well as effort. The relative global power of both the United States and the Soviet Union from 1945 to 1991 was largely a product of the mutual devastation of the great colonial and European powers during World War II. History thus becomes an element that needs to be taken into consideration in the perception of strategic superiority. An apparently “declining power” that has a history of strategic victory may retain a residual infrastructure and attitude from which strategic superiority can be rebuilt.

In a global security environment in which anti-access strategies appear to become more prevalent, the four key areas of investment that appear most necessary to the projection of power and countering anti-access warfare are the previously mentioned (1) maintenance and defense of regional alliance networks, (2) retention and improvement of the logistical networks and infrastructure that can transport and retain power-projection forces in far regions, and (3) extensive ability to use the global commons—vast and free from other states’ sovereignty—as maneuver space and a base from which power-projection forces can operate, along with (4) a military research-and-development system that can routinely develop countermeasures that pace the technologies and techniques of anti-access. A nation needs to maintain its investment in these four prerequisite areas, even at the expense of advanced systems acquisition, if it is to retain a position of strategic superiority.

Once built through history and the prerequisite infrastructure, strategic superiority does not necessarily require a military spending level that threatens to bankrupt the national economy during economic downturns. Strategic superiority—even in the face of anti-access challenges—does not actually require unlimited investment. Acquisition costs are generally related to the technological sophistication of the systems being procured. Precision and stealth are two capabilities that are particularly costly. Both are needed to spearhead the initial penetration of effective anti-access networks. However, every system used does not have to be precise or stealthy. Anti-access warfare is as much about numbers and attrition of systems as technological sophistication. Saturation missile attacks, prodigious naval minefields, and swarming attack platforms are all prominent techniques of anti-access. They can also be prominent techniques of countering anti-access if used creatively and aggressively. For example, ships carrying antiship cruise missiles cannot approach a fleet entering the region if their own port is mined. The point is that countering anti-access can be effective via a mix of the most sophisticated and much less sophisticated weaponry and platforms. For this the budget does not have to break the bank of the strategically superior state.

Strategic superiority is not just a definitional fundamental—it is also a posture from which a counter–anti-access campaign can be built. A nation that can sustain a position of strategic superiority has the capacity to optimize its resources for a successful counter–anti-access campaign.

The Influence of Geography

The geography of the region inevitably shapes both the anti-access and counter–anti-access campaigns. A region such as that including the Persian Gulf with its narrow confines and with but one strait as its maritime entrance presents a different operating environment than the broader dimensions of the western Pacific. All counter–anti-access campaigns have the same general sequence of operations and the same general requirements as to types of military assets. But the relative proportions of these assets needed for success will differ. As comparative examples, the difference in the distances involved in the Normandy invasion of World War II and the penetration of the regional defense of the Japanese empire necessitated or allowed a different mix of assets. With secure regional air bases in Britain, Allied land-based tactical aviation could be used with little requirement for sea-based carrier aviation. In the Pacific, the distances involved in a maritime environment put a premium on aircraft carriers; tactical land-based aviation could not close with the enemy until island bases were captured from the sea. Likewise, an anti-access state whose primary land geography is desert requires or allows a different mix of forces than a mostly mountainous state. The flexibility of multimission platforms seems to be the answer in constructing counter–anti-access forces that can operate in different geographic environments.

Space and cyberspace are domains or dimensions that do not in themselves seem to possess geography. But their access can still be affected by geographic conditions. Communication networks via fiber-optic cables dug into the ground have a different degree of penetrability than wireless systems. Command-and-control nodes can be better protected from attack if they are located in caves or under mountains than in buildings or bunkers in a desert (assuming they have been located). The location of space launch facilities can dictate the direction of launch and the orientation of satellites. Sources have suggested that the resulting narrow windows of the atmosphere-space interface that rocket payloads must pass to achieve orbit could be “mined” by ASAT weapons in the same way as narrow maritime straits. Geosynchronous orbit positions necessary for surveillance of particular earth locations could also be subject to this sort of mining.

To include geographic factors in recommendations for counter–anti-access operational requirements, the best analytical approach seems to be that of the regional scenario. This is the approach that has been taken by CSBA studies.

Predominance of the Maritime Domain

The predominance of the maritime domain has already been belabored. But the fact of predominance does mean that analyzing the ability of a potential anti-access campaign in terms of the level of sea-denial capability is a useful surrogate to more complete measures when other aspects of the campaign are unclear. Conversely, the power-projection/counter–anti-access force’s capability to retain sea control is also a useful measure of the overall campaign.

If an anti-access force can achieve regional sea denial, it has succeeded in blocking the flow of additional power-projection forces into the region—eliminating the attack of the follow-on forces, in old NATO parlance. This leaves the destruction of regional land bases as its remaining tactical challenge. As noted, targeting of fixed land bases is an easier problem than targeting maneuvering forces, whether maneuvering on land, on sea, or in the air. Achieving sea denial means that the primary anti-access challenge has been largely overcome. This was the logic of the Soviet Union in the manner in which it invested its resources in naval forces. The ultimate goal in defeating the U.S. Navy was to stop the flow of supplies and reinforcements from North America to NATO Europe, largely the same strategy adopted by the German navy on two previous occasions.

The ability to achieve sea control is a prerequisite for a counter–anti-access campaign in most theaters. Measuring the ability of a counter–anti-access force to achieve sea control in time and breadth is largely a measure of the potential success of the counter–anti-access campaign overall.

Information, Intelligence, and Deception

The criticality of information and intelligence is another point that has been belabored. But few if any of the tactical operations in an anti-access or counter–anti-access campaign can be conducted without very detailed information and intelligence and the resulting targeting information. Possibly the only tactical operation that can be conducted without them are ballistic or cruise missile attacks on land bases of which the targeting coordinates are publicly well known.

Anti-access warfare therefore becomes a struggle to gain information, with space becoming a prime battleground. This is not to say that land-based radars and electronics interception facilities and other sensors are not important, but that they are standard targets of any missile and air campaign. Space assets, on which high-technology nations have become dependent for detailed surveillance and reconnaissance, present a different challenge. There is a paradox: greater reliance on space assets provides more useful information, but greater dependence on space-based information creates greater overall vulnerability in the face of ASAT weapon capabilities. For the United States, reliance on sophisticated spaced-based assets appears to have led to the gradual retirement of land-based “legacy” sensors, certainly a reduction in redundancy and survivability. The United States has also chosen a path of greater reliance on commercial satellite systems, particularly for the transmission and relay of communications and information. At the same time, potential anti-access states, such as the PRC, are increasing the inventory, range, and sophistication of their space-based information collection systems. Perhaps this will make them more dependent on space assets and less likely to employ ASATs and ground-based antisatellite systems.

As we have noted in the discussion of other analytical methods, a struggle to protect or destroy satellites would likely be the opening phase in an anti-access/counter–anti-access confrontation. There is but a limited number of nations that have demonstrated a capability for conducting such operations, although it is possible for all nuclear weapon–capable states to explode an atmospheric or near-space nuclear weapon to create an electromagnetic pulse that could destroy unhardened low-orbit satellites. EMP is, of course, a two-edged sword in that it could also damage the employing force’s own electronic systems. But it is a ready tool.

ASAT Systems

Only three nations have demonstrated dedicated ASAT systems: the United States, Russia, and the PRC. Russia, in the guise of the Soviet Union, was the first to demonstrate an ASAT capability utilizing a co-orbital satellite that would gradually approach a target satellite in such a way that its orbit would bring the two into close proximity. The first prototype launch occurred in November 1963, and actual kills (on its own target satellites) were demonstrated in the late 1960s. Total co-orbital ASAT program launches were twenty-three in number, with the system declared operational in February 1973. Testing was resumed in 1976 to develop a higher orbiting satellite weapon for potential use against the U.S. Space Shuttle. In addition to this program, the Soviet Union experimented in the 1970s with ground-based lasers—which are reported to have temporarily blinded several U.S. satellites—as well as directed-energy weapons (which it was unable to perfect) and targeting techniques for use by its space stations. In the 1980s it developed an air-launched ASAT missile to be carried into a high atmospheric firing position by the MiG-31 Foxhound tactical fighter. Following the collapse of the Soviet Union, the Russian ASAT program remain largely dormant until August 2009 when the Russian air force stated that it had resumed the use of the MiG-31 as an ASAT launching platform. It is unclear whether actual tests were attempted, but in May 2010 it was also reported that other ASAT weapons were under development.

The MiG-31–launched weapon was a counterpart to the U.S. military’s most practical ASAT weapon, the air-launched ASM-135 ASAT missile carried by modified F-15 tactical aircraft. This program began in 1982, with its sole successful intercept in September 1985. The program was ended in 1988. Previously the United States had experimented with ballistic missile–launched ASAT weapons in the 1960s; however, they appeared to be impractical without the use of a nuclear warhead. In 1962, prior to the Comprehensive Nuclear Test Ban Treaty, the United States tested an atmospheric nuclear warhead to measure EMP effects. The test damaged three satellites, as well as affected communication and power generation across the Pacific region, convincing American decision-makers that employing EMP weapons might be as much a threat to U.S. forces as to an enemy. During the Strategic Defense Initiative, research was conducted on alternative ASAT measures, because the technologies involved paralleled that of potential anti–ballistic missile defenses, but the effort ended with the Cold War. The United States never developed a co-orbital ASAT.

On 21 February 2008, the United States destroyed a malfunctioning spy satellite (whose decaying orbit might have resulted in reentry of its toxic fuel tank) with a modified Standard Missile 3 (SM-3), an anti–ballistic missile weapon fired from an Aegis destroyer in the Pacific. Ostensibly the action was carried out to prevent fatalities or damage on Earth from the fuel tank, although it was widely perceived as a response to an ASAT test by the PRC in the previous year. A motive generally ignored in the media was the destruction of the satellite ISR equipment itself, which could have been exploited by others in the unlikely circumstance it survived reentry. This was the sole ASAT test conducted by the United States following the Cold War and does not actually demonstrate a standard capability, since both the missile and the guiding Aegis radar were substantially modified, and there appear to be currently no other such modified missiles in the U.S. inventory.

The PRC conducted a successful ASAT test against an obsolete weather satellite in January 2007, an action that likely prompted the U.S. SM-3 test. The SC-19 ASAT missile used is a modified ballistic missile with a kinetic-kill warhead fired from a mobile launcher. Demonstration of this capability was internationally viewed as reigniting an “ASAT arms race.”

In 2010 Indian officials announced that they possessed the components for ASAT systems and would likely develop such weapons in conjunction with their ongoing ballistic missile defense program. It may be that ASATs have replaced nuclear weapons as public indicators of great power status among the nations of the world.

The purpose in providing such detail on ASATs is to point out their usefulness in any anti-access networks and the vulnerability of counter–anti-access forces that do not have comparable systems or defenses. The criticality of information and intelligence for the counter–anti-access campaign and the reliance on space systems for such information makes the opening phase of such combat potentially decisive. ASATs are frequently mentioned in PRC discussion of their Assassin’s Mace anti-access strategy.

Deception is another obvious feature of anti-access/counter–anti-access conflict. If you can’t even see the wall, it is hard to take it apart. Deception has been used as a standard element of conventional war and has been demonstrated as an effective tool of anti-access and counter–anti-access efforts in numerous historical examples.

Extraneous Events

Distracting extraneous events have been a regular feature of many campaigns, with anti-access forces capitalizing on their occurrence. Their use will be discussed in greater detail in the historical examples of the following chapters, but some general observations will be made here.

The strategically superior power is the combatant most likely to be affected during the campaign by extraneous events. The obvious reason is that it generally has greater interests in global issues than a regional power. Although his global view was limited in comparison to today, Xerxes is an appropriate example. He had a large empire of conquered peoples to maintain, and suspension of his Greek campaign did not appear to pose a direct threat to his control. His reputation as undefeated would be jeopardized—and it is important for any authoritarian government to appear uncontested. But his campaign could be spun as a victory by his scribes because his army burned Athens, the home of the most troublesome of the Greeks as far as meddling in Ionia was concerned. In contrast, his physical presence in Asia was more important because the Persian Empire was largely “an organization in which there was little incentive to get the job done unless you could cut a fine figure in front of the boss.”19

Historical examples of successful counter–anti-access campaigns are those in which the power-projection/anti-access force could not be shaken in its resolve. In the total war scenario of World War II, extraneous events just didn’t matter. Nazi Germany did hope that the Japanese assault against the Allies and particularly at Pearl Harbor would delay or discourage U.S. involvement in the European war. But having resolved with Britain on a “Europe first” approach and initially undertaking a holding action in the Pacific, the United States did not conform to Hitler’s expectations. German and Japanese strategy was also thoroughly uncoordinated. Any event in the rest of the world was deemed secondary to defeating the enemy.

Extraneous events might be fostered or encouraged by the anti-access state, but the most distracting are those that affect the national interests of the strategically superior opponent that have nothing to do with the conflict. Extraneous events that are obviously fostered by the anti-access state can tempt a strategically superior opponent to deal with the source rather than resolve the local problem. Extraneous events, however, become major factors in “wars of choice.”

Defeating Anti-Access Warfare

What do the previous analytical methods tell us about the ability to defeat anti-access warfare?

The first is that deterrence is as critical to the strategically superior counter–anti-access power as it is to the anti-access state. In fact, it can be said to be more critical, since the strategically superior power is likely to prefer the antebellum status of international politics. In an East Asian scenario, the United States would prefer that a forcible annexation of Taiwan by the PRC not occur. On the other side, the PRC would be most likely to activate its anti-access strategy in conjunction with the forcible annexation of Taiwan in the hope that its formidable anti-access capabilities would deter U.S. intervention against its objective. A strategically superior power is most likely to achieve deterrence when it is apparent that it can channel its efforts—as Clausewitz describes it—at the decisive point. This requires defined steps to counter the opponent’s anti-access capabilities. Again, the paradox—and defense budget dilemma—is that counter–anti-access forces function best when they don’t have to be used.

A second observation is that the necessary requirements for a credible and effective counter–anti-access campaign are defined by a fairly obvious sequence of events or components that constitute anti-access warfare. There is no great mystery about what sort of steps and systems are required. The sources cited provide excellent lists of these components and system requirements. Many of the necessary systems correlate with those required in force-on-force combat, but some do not. To achieve credibility and deterrence, the strategically superior power must be seen as making at least some investments in systems specifically designed for countering anti-access.

Third, the JP 5.0 Phasing Model, which is the basis for joint planning, can be modified to fit the anti-access scenario, but it is not an exact fit. Planning a counter–anti-access campaign more properly requires a sequencing model more in step with the elements proposed by CSBA and others. This might be a composite model, since the counter–anti-access campaign is but the first step in the overall war. The war continues until the opponent surrenders or withdraws from its objective. It should be expected that the AirSea Battle Office will develop and promote an improved model of planning for anti-access warfare. Suitable scenario-specific models already exist, and following chapters will add additional insights to them.

Fourth, the criticality of information and intelligence puts a premium on cyberwarfare but even more so on space warfare. Of the ASAT-capable nations, the United States—the nation most likely to conduct a counter–anti-access campaign—currently seems to have the weakest ASAT program. That is a vulnerability on a par with relying on unshielded digital communication networks. Perhaps there are classified “black” programs that are designed to correct this deficiency.

The final comment for this chapter is that a counter–anti-access campaign is not a military problem isolated from the effect of extrinsic events on the whole of government.


Chapter 4




Three Anti-Access Victories

As concerns international relations—of which war is a part—history is our laboratory. Technology may change, but the motives and character of war do not. War is an attempt to bend an opponent to one’s will. We may live in an era of limited objectives and “wars of choice.” But this does not invalidate the fact that the objective of war is to compel a change of situation in accordance with one’s grand strategy. History is our only true source of experimentation and knowledge of warfare.

Method of Assessment

It is incumbent on us to study anti-access strategies in terms of this laboratory. What follows in this chapter is an assessment of three historical examples of successful anti-access campaigns. Chapter 5 analyzes three unsuccessful anti-access campaigns. The assessment will be conducted from the perspective of the five fundamental elements identified in Chapter 1, but with the addition of four supplemental factors derived from the other analytical methodologies discussed in Chapter 3.

As before, the fundamental elements are:

       •  The perception of the strategic superiority of the attacking force

       •  The primacy of geography as the element that most influences time and facilitates attrition of the enemy

       •  The general predominance of the maritime domain as conflict space

       •  The criticality of information and intelligence, and—conversely—the decisive effects of operational deception

       •  The determinative impact of extrinsic events or unrelated events in other regions

The supplementary factors representing areas of primary concern for countering anti-access forces, as expressed in the CSBA and RAND studies and the JOAC, are:

       a.  Strikes against existing regional bases

       b.  Preemption, including attacks on the ports of embarkation of the power-projection/counter–anti-access force

       c.  Innovation, including technical, tactical, and organizational innovations

       d.  Cross-domain synergy

Choice of Campaigns

The cases selected for assessment are meant to be heuristic and illustrative, rather than definitive. Excellent arguments can be made for inclusion of other cases or the exclusion of particular cases selected, on the grounds that there may be better examples. A list of all historical anti-access campaigns does not exist, and compilation of such a list is not within the scope of the present study. Instead, a brief survey of general military histories used in university and war college courses was conducted to identify candidates that appeared to match the anti-access concept. The entry qualification was that the campaign involved a strategically superior power attempting to gain access to a region or area with an anti-access defender trying to exclude outside forces. In some cases, regional access was intended as a prelude to invasion of the defender. In others, it was an attempt to force the anti-access state to relinquish territory or other objectives obtained by force. In yet others, the superior power wanted to operate in the region in order to achieve some other objective of its grand strategy. Cases were considered successful when the anti-access state was able to keep the superior power out of the region, at least until another separate attempt by the superior power, no matter what the final outcome of the overall war. Cases were considered unsuccessful anti-access campaigns when the counter–anti-access forces were able to project power, operate in the region, and achieve their military aims. It is possible that these aims were thwarted or reversed during a posthostilities phase, but that is not considered a disqualifying factor.

Neither the length of time of the campaign nor the size of the forces involved is considered in including or excluding cases. One area of concern, however, is how to define what constitutes a region. Even though regions may not have rigorous delineations, there is some consensus today on how to identify a general region based on geography or culture in the context of the global environment. In previous eras, the globe seemed decidedly smaller because of a lack of knowledge of far areas. In those cases, regions are defined as areas primarily separated by water and with limited direct access by land. This definition has been applied to certain later cases as well.

It might be suggested that such a definition promotes a tautology since it reinforces the argument that the predominance of the maritime domain is a fundamental aspect of the anti-access situation. My response is that I could not find a better method of identifying historical regions in a way that parallels what the sources in Chapter 2 identify as modern anti-access environments. Therefore, I will let others argue regions and appropriate cases, and simply proceed.

The cases included are not meant to be detailed and are not based on research in original sources. Some background information is included, and the outlines of the campaigns are sketched. The information is gathered from both scholarly and popular sources. But the extent of the information provided is only sufficient enough to support a discussion of the anti-access strategies behind the campaigns. Readers are urged to consult other sources in order to gain a fuller understanding of the history. The cases should in fact be considered vignettes.

The three cases chosen as successful anti-access campaigns—anti-access victories if you will—are (1) England’s defeat of the Spanish Armada, (2) Ottoman Turkey’s defeat of Allied efforts to force the Turkish Straits in World War I, and (3) the Battle of Britain in World War II.

Case 1: The English Defeat of the Spanish Armada

The defeat of the Spanish Armada and of the planned invasion of the British Isles by troops positioned in the Spanish Netherlands in 1588 is considered a significant event in world history that ensured the survival of the Protestant Reformation. It was the most decisive operation in a nearly thirty-year cold war between Queen Elizabeth I of England and King Phillip II of Spain. The cold war turned to open hostilities following the execution in 1587 of Mary Stuart, former queen of Scotland and claimant to the English throne. The conflict exhibits the primary characteristics of an anti-access campaign on the part of the English forces, the result being defeat of the Spanish invasion attempt and a subsequent increase in English global influence.

The campaign is extensively documented.1 There are numerous scholarly analyses of the Armada campaign utilizing extensive contemporary records from English and Spanish participants.2 Official reports were published and publicly distributed almost immediately following the defeat of the Armada. A number of the operational commanders wrote or dictated public memoirs—notably Lord High Admiral Charles Howard and Sir Francis Drake—that were published during their lifetimes. More recent, scholarly interest revived in the late 1940s and 1950s, partly inspired by apparent parallels with World War II’s Battle of Britain, and peaked in the 1980s with the four hundredth anniversary of the event and as result of extensive underwater archeology conducted on Spanish wrecks off the coasts of Scotland and Ireland. This has resulted in revised interpretations concerning technical aspects of the engagement, but the strategies and tactics of the campaign are not in dispute.

Initiation and Progress of the Campaign

Planning for an amphibious assault and conquest of England can be traced at least back to an August 1583 proposal from Spanish admiral the Marquis of Santa Cruz, who had led the conquest of the Portuguese Empire. Phillip II requested and received from Santa Cruz a detailed plan for “the Enterprise of England” that called for 150 heavily armed great ships, 360 more ships for transport, supply, and support missions, and a landing force of 64,000 soldiers—a unified and self-contained expeditionary package that Spain could not then afford. Phillip also requested a plan from his top land commander, the Duke of Parma, then conducting a war against Dutch rebels in the Spanish-owned Netherlands—a rebellion partly subsidized by Elizabeth. Parma proposed the movement of his existing (or, rather, reinforced) army of thirty thousand infantrymen and four thousand cavalrymen via barges across the narrowest part of the English Channel near the Flanders coast. With the crossing conducted in a single night, this would presumably not require a massive naval force. Parma, however, stipulated that complete surprise and avoiding the English navy were essential elements for success, a stipulation that Phillip responded to with the annotation “Hardly possible!” on his copy of the plan.3

Phillip developed a less costly, hybrid plan that combined both proposals into one for a naval armada that would defeat the English navy in the Channel and convey Parma’s force across from the Flemish port of Dunkirk (now French). Phillip’s final approval for the execution of the plan would depend on events, but his operational commanders were aware of their responsibilities in 1586, at least six months prior to Stuart’s execution.4 Through spies, code breaking, and diplomatic sources, the English government was also aware of the existence of such a plan, and this awareness along with the realization that Spain would rely on the support of English Catholics—who might rally to Stuart as rightful queen—was likely the major factor in prompting Elizabeth to acquiesce to her advisers’ demand for her death.

The English decision-makers recognized that Spain was militarily and strategically superior. The English army was vastly smaller than that of the Spanish Empire and was designed to be employed in foreign wars overseas. More important, English home defenses on land were locally organized and uncoordinated, primarily relying on poorly trained levies. England’s military strength lay in its navy, although that too was poorly organized and supplied. Throughout her reign, Elizabeth insisted on minimal expenditures, and a number of the wealthy, noble captains used their own money to pay their crews and provide supplies. She did, however, have a ready supply of brave sea captains with great experience in naval combat, navigation, exploration, and—in some cases—piracy. These captains had already developed a reputation of technical, tactical, and organizational innovation. They viewed their ships as floating batteries, with their sailors to serve the artillery and conduct occasional raids ashore, unlike the Spanish view of naval combat as land combat at sea, decided by grappling, boarding, and close engagement by embarked infantry.

With knowledge of the planned Armada, Queen Elizabeth was willing to back a “private” expedition in 1585 and 1586 led by Sir Francis Drake against Spanish trade in the West Indies, the primary source of Spanish wealth. Two royal ships participated, with the rest of the fleet financed by backers. Although the expedition was not a financial success, Drake seized ships and destroyed ports and towns in the West Indies and the Spanish Main, delaying the sailing of the Spanish treasure fleet by many months. By mid-1586, King Phillip was having severe financial problems, which affected his military operations under Parma against the Dutch, who had reinvigorated their rebellion.

With Phillip continuing his plans for the Armada, Elizabeth sent an official fleet under Drake in 1587 to conduct a preemptive strike on the Spanish force in its main port of embarkation, Cadiz, and “to impeach the joining together of the King of Spain’s fleet out of their several ports, [and] to keep victuals from them.”5 Ironically enough, Elizabeth changed her mind concerning Drake’s entry into Spanish ports, but Drake had (perhaps deliberately) put to sea before receiving the revised order. Intent on destroying all the moored and anchored ships and, if possible, port facilities, Drake embarked about a thousand troops in his fleet. Following a rendezvous off Lisbon, Drake forced the defended harbor of Cadiz directly, burning or capturing from thirty to thirty-four ships, and destroying a vast quantity of stores being collected for the Armada. Historians credit Drake’s “singeing of the Spanish beard” with delaying the Armada by almost a year.

Aware that a sailing date for the Armada was soon to be set, Elizabeth began mobilizing her fleet in January 1588. The Marquis of Santa Cruz died in February, allowing Phillip to appoint a more pliable but much less experienced commander for the Armada, the Duke of Medina Sidonia. On 28–30 May the Armada began to set sail, this time out of Lisbon (Portugal having been captured in 1581 by Phillip), but storm damage forced it to put in at the Spanish port of Corunna for repairs. Elizabeth was again determined to destroy the Spanish fleet before it could arrive in the English Channel and sent Lord Admiral Howard and Drake to attack it in Corunna, but contrary winds forced them to abandon the expedition and return to England.

The Armada sailed from Corunna on 12 July bound for the Channel and the planned linkup with Parma for the escort of his troops from Dunkirk to England. It was sighted off the coast of Devon on 29 July, and the English fleet, delayed by a headwind, was out to meet her by the next day. The English fought three major battles from 31 July to 4 August in the Channel against the Armada, thwarting it from landing an advanced party on the English coast, damaging ships, and demoralizing its captains and crews. The Spanish had expected to grapple and board the smaller English ships and overwhelm them with soldiers. Instead, the English engaged them with artillery at long range and then, finding their own ships more maneuverable than those of the Spanish, fired with greater effect at shorter range while still being able to avoid being boarded. Several Spanish ships were abandoned by their crews and captured, although the overall Armada maintained order.

Both fleets anchored on 6 August off Calais (now France), where Medina Sidonia found Parma inexplicably but thoroughly unready, having not yet embarked his troops and supplies into barges. It became apparent that it would take Parma two weeks to complete that phase. On 7 August the English attacked the Armada with fire ships, and the Spanish ships cut their cables and put to sea. The English fleet then inflicted a decisive defeat on the Armada off Gravelines (near Dunkirk), with nearly half of the Spanish ships too heavily damaged to fight again. With his fleet disorganized, demoralized, and running short of supplies, his captains insubordinate, and a wind forcing him out of the narrowest parts of the Channel and into the North Sea, Medina Sidonia elected to return to Spain by sailing around the north of the British Isles and into the Atlantic. Many ships were wrecked on the coasts of Scotland and Ireland, with only 60 of the 130 ships that had initially set sail in the Armada returning to Spain.

Elizabeth tried to follow up this anti-access success by sending another expedition under Drake, this time to Lisbon to reinstall the king of Portugal, but he was unsuccessful. Phillip built new ships for another invasion attempt a decade later, but they never reached the Channel. In the meanwhile, the obvious defeat of Spanish sea power resulted in a swarming of English, Dutch, and French privateers, as well as pirates, into the West Indies to harass and seize the Spanish trade for many years.

Elizabeth also renewed her support for the Dutch struggle against Spanish troops. Among the many poems and hymns written to honor the English victory, one by William Verheyden of Leiden (Netherlands) was titled Oration on the Fleet of the Spanish Xerxes.6

Assessing the English Anti-Access Campaign: Fundamentals

The fundamental elements are defining characteristics of the English anti-Armada campaign. England recognized that Spain was strategically superior (1) in global affairs and militarily superior on land. Spanish colonies in America provided her vast wealth; England’s colonies were not a source of wealth but actually a deficit. English armies had not proven overly successful against Spanish arms in the Netherlands. The English homeland defense force was disorganized and poorly trained. Elizabeth’s councilors knew they had to keep Spanish troops off English soil.

The geographic characteristic (2) of the English Channel was and had previously been the primary planning element in English wars against continental rivals. Considerable attention had played on Parma’s force throughout his operations in the Netherlands, which was a scant distance across the Channel from Dover. But to get his forces across required at least temporary sea control by the Spanish fleet. The maritime domain (3) was therefore the predominant medium in which the English could contest Spanish entry onto their territory.

English knowledge of the planning of Phillip’s “Enterprise of England” gave it an advantage in terms of the criticality of information and intelligence (4). Although the actual date of the invasion was unknown, its general outlines were well known and could be planned for in advance. Both sides used spies and reporting from diplomatic missions to provide local intelligence. Phillip was provided assistance from some of the English Catholics, particularly those who surrounded Mary Stuart, but Elizabeth’s councilors were aware of these machinations, and other English Catholic nobles stayed loyal to the queen. Neither side seemed to have achieved results from deception.

Extrinsic events (5) played a role in at least two ways. First, the Spanish forces under Parma were engaged in a continuing war against the Dutch, a war that the English supported and subsidized. Although historians condemn the unready Parma for his negligence (as did Phillip II), his focus was naturally on his own central front rather than defeating England, the glory of which he would have to share with Medina Sidonia. Elizabeth supported the Dutch not only for their Protestantism, but because they diverted attention and resources away from her territory.

More important were events completely outside of Europe. Drake and others raided the Spanish colonies in the New World, the riches of which Spain had become economically dependent. Although the English did not cut off the trade, it was convoyed in fear of their depravations—in a fashion similar to Mahan’s depiction of a fugitive on the sea. A popular rumor in Spain was that Drake had a “magic mirror” in which he could discern the location of Spanish ships. It was not that the English controlled the sea at that point in world history, but that the Spanish could not deny English use of the sea in areas that were critical to Spain. English operations in the Indies were more than a distraction.

Assessing the English Anti-Access Campaign: Supplementary Factors

Analyzing a historical case using the supplemental factors is meant to relate the case to current aspects of anti-access strategies that are of most concern to strategists. The supplemental factors are operational in nature, whereas the fundamental elements are characteristics of the environment or on the strategic planning level.

The act of identifying strikes (A) against existing regional bases in the Spanish Armada campaign bumps against the difficulty of defining “region.” Are the British Isles to be considered a region separate from continental Europe? Is Northern Europe, which would include the Netherlands as well as the British Isles, to be considered a region separate from Southern or Mediterranean Europe, which would include Spain? Even today, Northern and Southern Europe are often referred to as separate regions, particularly in disputes over economic and Eurozone issues.

Based on the technology of the day and the distances involved, a good argument can be made for the Northern Europe/Southern Europe division of regions. The distance between Dunkirk and Dover is 47 miles (75 kilometers). The distance from Lisbon to Dover is 1,302 miles (2,095 kilometers). With the range of artillery in the hundreds of meters, these are dramatically different distances. It is valid to argue that Parma’s bases in France, Belgium, and the Netherlands were regional bases—that is, in the same region as England. Spanish and Portuguese ports would be considered “out-of-area.”

There are no reports of substantial English raids against regional bases. One likely cause is that “conjunct operations”—the contemporary term for army-navy amphibious operations—were exceedingly difficult given the technology and military organization of the time. Parma also possessed the advantage in number of troops and had a formidable reputation as a successful field commander.

The English did conduct a preemptive strike (B) against the Spanish fleet. They also intended to conduct additional attacks against the Spanish ports of embarkation, although they were thwarted by environmental factors. Drake’s preemptive attack delayed the sailing of the Armada for almost a year, during which Elizabeth could strengthen her defenses.

English use of innovative tactics (C) was definitely decisive in the engagements at sea. Naval combat was transitioning from the close-range cannonades, ramming, and boarding more appropriate for the Mediterranean than the Atlantic. Rowed galleys were still the primary war vessels of the Mediterranean and remained in the Spanish inventory (although only four were part of the Armada). The English, with a heritage of long-range Atlantic seafaring, had abandoned the galley almost after the Viking age. English captains refused to grapple and board, since the Spanish had superiority in musketeers and pikemen. Instead, they maneuvered and stayed at gunnery range. It is a misconception that English gun technology was superior to that of the Spanish; in fact, the Spanish guns were equivalent. It was the tactics and training that were not.

In translating cross-domain synergy (D) into the Elizabethan Age, one could say that it consisted of land forces (army) working in close coordination with maritime forces (navy). But if so, one must admit that such operations were uniformly abysmal. The English could mount successful raids in the Americas but on a small scale and not in the face of determined resistance at the water’s edge.

Of the supplemental factors, English efforts at preemption and innovative tactics were the decisive operational elements of the anti-access campaign.

An additional observation concerning the Armada is that the Spanish commander, Medina Sidonia, was neither soldier nor sailor, but merely a trusted relative of King Phillip. In contrast, the originally assigned commander, Santa Cruz, had been a victor of the famed Battle of Lepanto against the Turkish fleet. Medina Sidonia tried to refuse command of the Armada. Poor command and control and limited operational competence were also critical factors in the Spanish defeat.

Case 2: Ottoman Defense of the Turkish Straits

The attempt of the Allied Powers—particularly Great Britain—to capture and control the Turkish Straits in 1915 and 1916 was intended to break the stalemate of the trench warfare of the western front by providing a warm-water route to resupply Russia and reinvigorate the eastern front against the Central Powers. Although it created an enduring legend of Australian courage, it has not generated as many studies as other aspects of World War I and is often treated in general histories as a misguided and muddled mistake.7 But even a severe critic of the then lord of the admiralty Winston Churchill, who was the most vocal proponent, concedes that Churchill’s “proposal to outflank the Central Powers—Germany, Austria-Hungary and their allies, including Turkey—by attacking the latter at the weakest link in a front deadlocked from Belgium to the Balkans—is now widely accepted as the boldest strategic concept of the First World War.”8

The attack in the Turkish Straits (which included both the Dardanelles and the Bosporus, with the Sea of Marmara in between) was intended to have strategic effects. Although Ottoman Turkey had become one of the Central Powers, it posed little in the way of a tactical threat to Allied operations. Germany may have wished for the Turks to pose a threat to the SLOCs and land routes from the Mediterranean to British India, but it never had more than a nominal capacity to do so. But its very existence ensured that there was no linkage from the Mediterranean to a failing Russia. Without passage to the Black Sea, Allied troops could not be brought from the western front to the eastern front, and Russian or other Allied forces could not be brought to the west. Balkan states on the side of the Allies could not be supported. Perhaps even more important, supplies of grain that were vital to the war effort could no longer be shipped from southern Russia. This, combined with the U-boat campaign, was seen as an element in the German effort to starve the British homeland.

Historians divide the struggle for the Turkish Straits into two phases: the naval Battle of the Dardanelles and the combined operation (amphibious assault) at the Gallipoli Peninsula. Each ended as a failure of British planning and determination. Only after the end of World War I did it become known from the leaders of Turkish forces how close both efforts had come to success owing to Turkey’s logistical weaknesses.

Initiation and Progress of the Campaign

The Ottoman Turkish Empire activated its secret treaty with Imperial Germany in September and October 1914 by closing the Turkish Straits to Russian merchant ships and conducting an attack on the Russian Black Sea coast. Russia and its British and French allies, engaged with Turkey’s allies of Germany and Austria-Hungary, declared war on Turkey. The Turkish navy was commanded by the German admiral Wilhelm Souchon, with the Turkish army commanded (initially in part, then completely) by German general Otto Liman von Sanders. Both Souchon and Liman von Sanders recognized the weakness of Turkish fortifications at the Dardanelles and took immediate efforts to strengthen them. The British Imperial War Council concluded that capturing the Turkish Straits was the principal means of outflanking the Central Powers, but that it required a combined army-navy assault to take the forts defending the Dardanelles by both land and sea. At its narrowest, the Dardanelles is only 0.75miles (1.2 kilometers) wide but with a length of 38 miles (61 kilometers). The shoreline, particularly on the European side, is rugged with many suitable locations for well-positioned and defended artillery.

Having concluded that a combined operation was necessary for success, the British secretary of state for war, Field Marshal Lord Kitchener, insisted that no British or imperial troops were available for the operation, which he at the time viewed as a distraction from the western front. Allied troops were also not then available. First Lord of the Admiralty Winston Churchill directed the Royal Navy to plan the forcing of the Straits by naval forces alone. By February 1915 some army units were identified as potentially available, but by that time the navy-only effort had commenced.

The Allied navy in the naval battle of the Dardanelles was substantial: eight Royal Navy and four French battleships, along with at least four light cruisers, twenty-two destroyers, seven submarines, thirty-five minesweeping trawlers, and a seaplane carrier. Seaplanes were used for reconnaissance and targeting of the Turkish forts. The British had taken the island of Lemnos, commanding the entrances to the Dardanelles, and garrisoned it with Royal Marines for use as a logistical base. Gradually more troops were being sent to the region to exploit any success that the naval force might achieve.

The Turkish fleet made few efforts to attack the Allied navy at sea but had placed naval minefields at the entrances to the Straits, a routine anti-access tactic. Initially, the Allied navy had success against the outermost forts and commenced minesweeping operations. This turned into a difficult prospect, since Turkish artillery began to focus on defending the minefields rather than dueling the ships. Royal Navy rear admiral Rosslyn Wemyss, the commander of the base at Lemnos, noted that in his view, “the battleships could not force the straits until the minefield had been cleared—the minefield could not be cleared until the concealed guns that defended [it] were destroyed—they could not be destroyed until the peninsula was in our hands, hence we should have to seize it with the army.”9

After eighteen days of inconclusive naval bombardments (with intervening days of bad weather), Lord Kitchener changed his views. British and dominion land forces, spearheaded by Australian and New Zealand Army Corps (ANZAC) troops, began arriving at Lemnos. By 18 March the Royal Navy thought it had all the minefields identified—a fateful mistake—and undertook a massive, final, navy-only attack on the Dardanelles forts, operating destroyers and battleships up the Straits. But the battleships began to strike an unknown mine line, with the first, the French Bouvet, capsizing within minutes. Two British battleships sank. Three more Allied battleships were badly damaged by gunfire. The Allied navy elected to withdraw, ironically enough at the time most of the Turkish guns were out of ammunition and with all minefields finally identified.10 The perception of a disastrous failure permeated the British Cabinet. The combined operations phase began with many questions about the wisdom of the entire campaign.

Liman von Sanders opted for a forward but not (initially) fixed defense, with a mobile reserve. Five rows of trench lines were dug at key locations, the Turkish forces to be moved to wherever the Allied forces landed. The mobile reserve was commanded by a particularly brave and energetic officer who led from the front, Mustafa Kemal—later to become Attaturk, founder of the modern Turkish state. On 25 April 1915, the Allied forces landed at seven beaches nearly simultaneously. One, on the Asian side of the Dardanelles, was a feint that succeeded in tying up a Turkish division and was the focus of Liman von Sander’s attention until he discerned its true purpose. Landing on the beach in force without substantial loss, the Allied forces could not push to their objectives on the high ground against rough terrain and Turkish forces that began to move into their trench lines. Part of the problem was caution on the part of British officers with experience in the trench stalemate on the western front, who were reluctant to advance against any opposition even if light.

The effect was a re-creation of the western front, with some opposing trenches within eight yards and the same grenades thrown back and forth between. The Turks could not push the Allies into the sea; the Allies could not push the Turks off the heights. In the bloody battles that ensued to take the no-man’s-land between positions, casualty rates reached 50 percent.

By 7 June the British war council already perceived that the attack was a disaster, forming a Dardanelles Committee to determine whether to withdraw. Even Churchill suggested negotiating a separate peace with Turkey in exchange for removal of the Allied forces. The Turkish government was nearly bankrupt, and even there the sense of fatalism was strengthening. Churchill’s suggestion was turned down by the council owing to the likely effect on Russian morale. Russia was determined to defeat the Turks in the Caucasus and achieve territorial gains. The British and Australian press was highly critical of the campaign. There were a number of changes of officers involved, including the British general in command.

By December the war council decided to evacuate all the 83,000 troops. This was accomplished by 8 January 1916, with only three additional soldiers being wounded during the withdrawal. Churchill had been ousted from the Admiralty and the Cabinet in May 1915, but fortunately such a setback did not deter him from continuing his political career. A Parliamentary Dardanelles Commission was established to assess blame. In Turkey a ruthless persecution of Armenians and any other non-Turkish peoples deemed as traitorous ensued. With the Russian Revolution beginning in 1917, the British campaign against Ottoman Turkey was continued in Arabia and Mesopotamia. Turkey surrendered with the other Central Powers in October 1918, and the Ottoman Empire collapsed into chaos.

Assessing the Ottoman Defense of the Turkish Straits: Fundamentals

Even though Britain and its allies were facing a multifront war, its strategic superiority (1) vis-à-vis Ottoman Turkey was never questioned. Turkey received at least eight hundred German officer advisers, but in terms of resources it was on its own.

It was geographic conditions (2) that prompted Allied interest in Turkey at all. In this the Straits were both a blessing and a curse. They were optimal for an anti-access defense, but they were the prize that has always attracted invaders, including the original Turkish tribes themselves. There were few other reasons for the Allies to focus on Ottoman Turkey, a country that they had defended against Russia just forty years before. Now Russia was the ally, Turkey the enemy. Turkey conducted engagements against Russia early in the war but generally without success. Nevertheless, the Turkish Straits permitted a formidable defense against Mediterranean forces seeking to capture the capital of Constantinople. The land terrain was rugged and difficult to pass, making the sea route the critical factor. But ships had to pass within close range of shore batteries, and naval mines could close the Straits.

The maritime domain or medium (3) was a predominance factor in that the struggle was over the use of straits, with control of land only important as it permitted or prevented use of the straits. Combat at the Gallipoli Peninsula was on land, but the Allies could only be sustained by sea. Without the Royal Navy possessing absolute sea control, the operation was nearly impossible. Even with absolute sea control, the operation was unsuccessful. It must be admitted, however, that maritime predominance was not a factor of the Turkish anti-access defense itself, so the argument for predominance is weaker in this particular case.

Information and intelligence (4) is critical in all war. But in this case its lack was an advantage to the defender. The British did not have accurate information on the disposition of Turkish forces before the assault, even as the Turks could not be sure of the intended landing areas. Liman von Sanders based his strategy around this mutual lack of information. Turkey also made good use of cover for protection of their gun emplacements along the Straits. Using seaplanes to spot minefields gave the Allies an unfounded belief that their knowledge was complete. The seaplanes were much less successful in spotting hidden gun emplacements, and the weather made their use over land difficult. The Ottoman Empire did not possess an air force, so the British forces could have capitalized on airborne reconnaissance and attack but did not bring such assets to the theater in sufficient numbers. Finally, the Allies did not have intelligence concerning the state of Turkish logistics or the ammunition remaining for the Turkish guns.

Extrinsic events (5) were significant factors in British decision-making. Kitchener initially refused to take any troops away from the western front or other duties. This prompted the initial navy-only attack. By the time of the amphibious operation, the Allies had lost any strategic surprise they may have had. At the same time, the naval wars in the North Sea and against U-boats were the Royal Navy’s main focus and the Dardanelles expedition largely a peripheral concern—of great value if successful but not critical if lost. Support for Russia may have been important, but eyes were on the western front. In contrast, the anti-access campaign was the Ottoman Empire’s main focus even if there were military operations occurring in Arabia and the future Iraq.

Assessing the Ottoman Defense of the Turkish Straits: Supplemental Factors

Without an effective high-seas navy or an air force, the Ottoman Turkish forces had no means of attacking regional bases (A), such as the island of Lemnos. British forces were also staged in Alexandria, Egypt, once an Ottoman province but now independent under firm British influence. On land, Turkish forces could potentially make strikes against Salonica (Thessaloniki) in Greece, which had a pro-Allied government and was available for Allied troops supporting anti-Turkey Balkan states. But although Greek control over territory formerly part of the Ottoman conquest may have rankled Turkish nationalists, it was not seen as a direct threat at that time. The Turks also did not have the capability to conduct a preemptive strike (B).

To a certain degree, the Royal Navy did try to use innovative tactics (C), such as submarine penetration of the Straits and operations in the Sea of Marmara and Black Sea. But this was a very difficult passage owing to an undercurrent to seaward, and few submarines were able to perform this feat. Those that did engaged in commando-style operations such as dynamiting Turkish train tracks, as well as torpedoing military logistical craft intended to support the Dardanelles defenses. But they were few in number and did not achieve significant operational effects. The combined amphibious assault was also the largest that had ever been conducted up to that time and logistically went superbly. Some troops were landed on the wrong beaches, but supplies moved forward despite Turkish artillery attempting to hit transports and small craft. Lessons learned from Gallipoli were among those incorporated into amphibious innovations prior to World War II.

Cross-domain synergy (D), or the lack of it, was a critical factor in impeding the counter–anti-access force. British navy and army operations were tactically coordinated but operationally uncoordinated. Royal Navy gunnery was well directed against the forts in the Dardanelles but was not used as effectively for close support of the troops ashore. Admittedly, the Allied and Turkish trenches were very close, and gunnery could hurt blue forces. But the Allied troops could potentially have fallen back and allowed major bombardment. The lack of effective use of air assets is also conspicuous. On the other side, with the exception of naval mining—inherently an independent operation—Turkish forces could only operate in one domain, making synergy a moot point.

Case 3: British Victory in the Battle of Britain and Operation Sea Lion

The Battle of Britain has been intensively studied and is considered a turning point in World War II.11 Prior to launching the air attacks on the British Isles, Nazi Germany had been successful in all its blitzkrieg campaigns, although the Kriegsmarine (German navy) sustained crippling losses against the Royal Navy and Royal Norwegian Navy during the battle for Norway. The Battle of Britain itself was completely an air campaign, although the intent of the Luftwaffe (German air force) attack was to gain air superiority over the Channel and Britain in order to force a negotiated peace or cover a cross-Channel amphibious assault by the German army. The battle was conducted in the summer and autumn of 1940. The result was a defeat of the Luftwaffe in what Prime Minister Winston Churchill called Britain’s “finest hour,” and Hitler’s cancellation of Operation Sea Lion, the planned amphibious crossing.

Initiation and Progress of the Campaign

On 10 May 1940 Nazi Germany invaded France, and Winston Churchill became prime minister of the United Kingdom. Over the objections of Royal Air Force (RAF) Fighter Command, which was short of pilots and knew it was depleting its home defenses, Churchill sent fighter squadrons to fight in France. There they sustained heavy losses while the French defense collapsed. British and French soldiers were evacuated from Dunkirk, and France surrendered on 22 June. Exploring the possibility of invading the Soviet Union, Hitler believed that the British would sue for peace in the wake of the Fascist conquest of most of the European continent. But Churchill and the new Cabinet were determined to fight on, and Hitler discussed plans for a cross-Channel invasion with Grand Admiral Erich Raeder, the Kriegsmarine commander in chief. Raeder insisted that the Royal Navy could only be neutralized if Germany achieved air superiority over Britain and then concentrated Luftwaffe assets on the maritime battle in the Channel. Hitler apparently agreed with this assessment but directed Raeder on 16 July to draft a plan for the amphibious assault. A major prerequisite of this “Directive No. 16: On the Preparation of a Landing Operation against England” was that RAF attrition had to be sufficient to ensure it could not conduct sustained air attacks against the German crossing.

On 1 August the German high command issued the plan for conducting the assault, code named Operation Sea Lion, with mid-September as the planned time frame. The prerequisite task of air superiority was turned over to Field Marshal Hermann Göring, chief of the Luftwaffe, who expressed great confidence of success. Despite the secret nature of the plan, he sent it to air fleet commanders via coded radio messages, which the British intercepted and decrypted. German planning for the air battle and crossing of the Channel was therefore not a surprise.

Initial Luftwaffe estimates of the length of time it would take to destroy RAF Fighter Command were ridiculously low, representing the overconfidence from recent successes. After high command study, the Luftwaffe was assigned the five weeks of 8 August to 15 September to achieve temporary air superiority over Britain so that the crossing could proceed. The Luftwaffe plan started with destroying coastal RAF bases and then proceeding against inland airfields, particularly those protecting London. Following that, a massive air offensive would strike all military installations and military industries, particularly aircraft construction. If air superiority could not be achieved, the option of conducting a terror bombing campaign against the British population was examined, but Hitler—still hoping for a negotiated surrender—forbade it at that time.

Historians have suggested that the initial Luftwaffe campaign plan was muddled in that disputes arose among its commanders concerning whether the RAF could best be destroyed in the air or on the ground. In the opening phase, the Luftwaffe and the RAF engaged in the Kanalkampft over the English Channel, with the Germans attacking British supply convoys moving coal for industrial production. With heavy damage to the ships, convoys through the Channel were suspended and coal transported slower by rail. This may have prompted a degree of German optimism concerning their efforts, but the kill ratio of aircraft favored the RAF from the start.

The German objective in their main assault was to trigger the British air defenses and destroy the responding RAF fighters in direct combat, the assumption being that the superior Luftwaffe fighters would achieve high kill ratios. This was supplemented by bomber attacks on airbases and, eventually, any possible target. In preparation for their massive sorties, the Luftwaffe did commence with attacks on radar stations. However, these appeared unsuccessful—with the British often able to restore operations in about six hours after damage. The Germans suspended attacks on the radar network, ostensibly because of the lack of results but more likely because the Germans did not understand the effectiveness and importance of radar to the British defense network.

German efforts could not defeat the networked British air defense system, which combined intelligence, detection, centralized command and control, antiaircraft units, and positive fighter direction with the new technology of radar. Only on a few days of the campaign did the Luftwaffe destroy more RAF planes than it lost. Aircraft losses became unsustainable for the Germans, and British defense industries were not crippled.

By mid-August 1940, the Germans shifted their raids toward the industrial infrastructure of cities. Sources claim that the first night raid on London was the result of mistaken attacks in violation of Hitler’s instruction not to bomb the city except at his personal direction. But then the RAF responded by launching attacks on industrial targets in Berlin, and Hitler’s prohibitions were removed. In a series of raids involving four hundred bombers and six hundred fighters targeted on London, the Blitz became a war of cities.

Contradicting the assumption of air power theorists in the 1930s that the bombing of cities would paralyze society and destroy their citizens’ will to fight, British popular determination strengthened. By mid-September Hitler began to question whether to end the air attacks in order to conserve aircraft and trained pilots. Recognizing that air superiority could not be achieved, Operation Sea Lion was postponed, though not cancelled. Official German records list the air campaign as continuing to May 1941, but the date generally cited in Allied histories as its conclusion was 31 October 1940. On 22 June 1941, Germany commenced Operation Barbarossa against the Soviet Union, and then resources for a cross-Channel invasion were no longer available.

Assessing the Battle of Britain as an Anti-Access Campaign: Fundamentals

Selecting the Battle of Britain as a case reinvigorates the question of whether the English Channel delineates regions. For the Armada, it was pointed out that the Spanish fleet needed to voyage over 1,000 miles (1,600 kilometers) to enter its objective area. German aircraft in the Battle of Britain flew from captured airfields in France and the Low Countries. Yet many of these sorties were conducted at extreme operating ranges for fighter aircraft, and aerial refueling was of the future. In this context, they were operating at long distance. Certainly the Channel—under the effective control of the Royal Navy—presented as difficult a water barrier as it had nearly four hundred years before. But there is another analytical reason to include the Battle of Britain as an anti-access victory worthy of study: it was the only such case that was fought almost exclusively in the air domain. The air domain is a particular focus to many current studies of potential counter–anti-access campaigns.

The fundamental elements are present in this case. Although Britain had the resources of its dominions and possessions to call upon, Europe was essentially under the control of Nazi Germany. The British army had been pushed off the continent. France, its most powerful ally, had surrendered. The United States had not entered the war and had a strong isolationist sentiment. The Royal Navy remained the most powerful in the world, but its use against a continental enemy seemed limited. The Luftwaffe possessed more aircraft and had proven itself in combat. Even members of the British Cabinet had argued for a negotiated peace. At this point in the war, Nazi Germany seemed strategically superior (1).

Again, the geographic characteristic (2) of the English Channel remained Britain’s greatest defensive asset. Weather patterns were also an important consideration in the air war and can be considered one of the geographic characteristics. As long as the Royal Navy controlled the sea approaches to Britain, an invasion force could not get across. Even without air superiority, it was likely that the Royal Navy would sacrifice ships to tear up the crossing German platforms, something it was willing to do in the early stages of the war in the Pacific. German amphibious craft were poor, and the Germans’ experience of amphibious operations was limited. They considered parachute and glider assaults unlikely to succeed. With a stronger navy, Britain had the Channel as its wall.

This meant that although the combat operations of the Battle of Britain were almost exclusively in the air (and in responding to damage inflicted on ground targets), the maritime domain remained the predominant medium (3). If England were to be invaded, the enemy had to cross sea against a defending naval force that the Germans judged to be too strong.

The criticality of information and intelligence (4) was revealed in the 1970s when the records of the extensive and amazingly successful British signals intercept and cryptographic effort were declassified. The famed cryptology station at Bletchley Park had broken the German Enigma code. The British high command knew much about German planning for the attack, as well as the composition of aircraft formations and commanders’ intent, and had early warning of some—but not all—of the targets. The British leaders chose to sacrifice some targets in order to preserve the secret of Ultra, the information obtained from Enigma intercepts. In contrast, German signals intelligence, reconnaissance, and battle damage assessment were weak. Although the early research on radar had been done in Germany, it was Britain that invested much in developing it as a practical sensor. It is doubtful that the Luftwaffe ever grasped the extent of British reliance on radar or its true effectiveness. The Germans did make use of tactical deception, but their strategic deception efforts were stripped away by their reliance on radio communication and confidence in their codes. Acquisition and disseminating of information was a great advantage for the anti-access forces.

Extrinsic events (5) or, rather, an extrinsic event was a hinge upon which the German effort would swing. Hitler was more committed to an attack against the Soviet Union than the invasion of Britain. He also believed, even against British tenacity, that Britain would eventually agree to a negotiated peace. The U-boat fleet, although not yet employed to the extent it would be, appeared to be an alternative means of forcing a British surrender. Racial ideology (against the Slavs to the east) also played a factor in this inclination. If it had concentrated its resources on the cross-Channel operation, it is possible that the German army could have gotten significant forces across, although at heavy loss. But its leaders did not have the opportunity or desire to effect such a concentration. Britain was an enemy but not the primary one. The Germans fixed their gaze to the east.

Assessing the Battle of Britain as an Anti-Access Campaign: Supplemental Factors

Perceiving its resources to be too limited to risk, the Royal Air Force did not conduct extensive strikes (A) against German regional bases. But these bases were actually in captured territory that had already been fought over during the opening phase of the war, a different situation than that anticipated in modern anti-access scenarios. In 1937 there had been “a revolution in British air policy” that substituted fighter-centric air defense for the previous bomber-heavy posture of the RAF.12 This repudiation of “the bomber will always get through” ideology of early air forces was partly motivated by government economy: building fighters was cheaper. But it did lead to a force structure that was most suited to an air defense of the islands and Channel. In that sense, the British sacrificed the ability to strike against regional bases for increased defense in depth.

Preemption (B) was not a strategy of the Allies in War World II. The initial Axis attacks caught them off guard, even in the face of evidence that they were likely. This was largely owing to disbelief in the thirst for war and stated objectives of the Axis powers.

Innovation (C) was a major factor in both the anti-access and counter–anti-access campaigns. It does not seem, however, to have given an overwhelming advantage to either side. Both nations had contemporary high-technology infrastructures and possessed leading scientific communities capable of developing and engineering new weapon systems (relatively) rapidly. Innovation may not have matched innovation directly; as has been discussed previously, the commitment to and effective use of radar appears to have been a major British advantage. But German aircraft were of the highest quality, with combat-proven characteristics, and German scientists were making strides in rocketry. Missiles would eventually be used to strike at the British Isles, although they were not ready for a significant role in the Battle of Britain. The British did create a major tactical innovation in their formation and resourcing of the RAF Fighter Command. Also, the Germans seemed not to initially grasp the inherent vulnerability of unescorted bombers, although there was no lack of tactical innovation by German forces in World War II. In the Battle of Britain, they were primarily outfought.

It is in the Battle of Britain that one glimpses the effects of the modern construct of cross-domain synergy (D). The JOAC describes this as resulting from close coordination between forces operating in multiple domains. It is tough to argue that the RAF and the Royal Navy were closely coordinated except at the highest level of strategic decision-making. But Britain had the capability of operating with mutual support in both the air and maritime domains or mediums, and Germany did not. The Kriegsmarine had been built as a coastal defense and sea-denial/commerce-raiding force, not a sea-control navy, and it was largely ineffectual in the face of the Royal Navy. There was little spirit of cooperation in the Nazi war councils, and once the task of achieving air superiority was handed off to the Luftwaffe, it is hard to see much effort made by the Kriegsmarine (if at all) to participate in the overall campaign. Much of the planning for Operation Sea Lion belonged to the army, which clashed with the navy over the size and scope of a cross-Channel attack. Although the German war machine used air and land forces in close cooperation in blitzkrieg, air-land-sea domain coordination was poor. British forces came closest to achieving cross-domain synergy in the sense that they maintained forces capable of operating with substantial combat power across the spectrums. This included their effective signals intelligence and cryptology efforts, which can be seen as roughly equivalent to the cyberforces of today.

Lessons of the Counter–Anti-access Campaigns

Studying the anti-access victories of the past gives clues to the problems and prospects of counter–anti-access forces in the present day. Each of the power-projection/counter–anti-access states in the examined cases was strategically superior on a global basis to its opponent. Yet each had difficulty in translating this strategic superiority to local superiority at the point of attack. Each also faced a determined opponent that was willing to risk almost all its military strength in the anti-access effort. In contrast, the strategically superior powers had engagements and interests in a variety of other locations, most of which were a great deal of distance from the location of the anti-access region. Spain had light forces scattered in the Americas and other locations, but the majority of its forces were engaged in the Low Countries. It expected to be able to use some of those forces against England, but this was something to which the local commander was not committed. Great Britain of World War I had a global empire to protect (admittedly the self-governing dominions were doing much of their own regional defense) and had the majority of its forces on the western front or on the North Sea. Nazi Germany in World War II was ruling conquered countries with shocked but resistive populations, and its focus was on the east. The Germans also assumed that Britain could no longer pose a threat to the continent, and so their military strength was positioned or flowed elsewhere. Britain still had its global empire (although soon to be attacked by Imperial Japan), but the most technologically productive part of the world was now under Nazi control or neutral.

Geographic conditions were part of the difficulty facing the attackers, yet none of the counter–anti-access forces were ignorant of these conditions. Each had presumed that their forces could overcome geographic constraints, and in the latter two cases had trained to do so. But the anti-access forces all optimized their forces to the geographic conditions. Elizabeth poured her resources into a navy that could defend her realm in the Channel or strike Spanish assets elsewhere. Her father had spent money on fortifications, but apparently she did not view such expenditures as particularly efficient. Turkey, which was often in political chaos, had limited opportunities to spend its resources elsewhere and little inclination to do so, although its outlying provinces might be garrisoned. But it viewed Russia as its primary threat and so clustered its best forces around Constantinople. From 1937 onward, Britain optimized the RAF for home defense. Even with Churchill’s urging, the commander of Fighter Command, Air Chief Marshal Sir Hugh Dowding, was reluctant to send his planes to defend France in the early stage of the war. He thought that attrition there would leave the British Isles less defensible when the inevitable assault came. His force was optimized for an anti-access campaign while the Royal Navy guarded the Channel. The German air force excelled in close air support of army units in a combined arms campaign, but the Battle of Britain was not a combined arms campaign for them.

Maritime forces were not always the forces primarily engaged, but the maritime environment was always a factor impeding the counter–anti-access force. Spain had the mighty Armada but could not achieve sea control. Even if Parma’s troops had been ready, the probability of their crossing the Channel without very substantial loss was low, particularly after the Armada was forced out of Gravelines. Even with command of the sea, the British could not push through the Turkish Straits, take Constantinople, and thereby force Ottoman Turkey out of the war. Nazi Germany’s navy simply could not take on the Royal Navy directly. Many historians think Operation Sea Lion never had a chance.

The fog of war is a natural limit to information and intelligence, but the Battle of Britain stands out. In the role as anti-access power, Britain had a source of information the Germans did not suspect—their own coded messages. If a counter–anti-access force allows its own information, intelligence, and plans to be used against it, it is hard to see how its campaign can succeed.

In all cases, extrinsic events elsewhere played significant, perhaps decisive roles in the outcomes. With an eye to the resources needed for other commitments, the will of the counter–anti-access forces to achieve victory in the face of determined opponents wavered. In the case of the Armada, the will may have never been present; Medina Sidonia commanded the force reluctantly and with the premonition of impending disaster. The British Cabinet—governing a democracy—simply could not withstand the popular outcries that had developed concerning the stalemate in Turkey. It never made a good public argument for that campaign. In any case—or shall we say every case—the anti-access defender was simply more determined than the counter–anti-access power.

Strikes against regional bases used by the counter–anti-access force were not a factor in these examples, largely because of a lack of forces and the limitations of the technologies involved. In the case of the Battle of Britain, the RAF could have struck the German air bases, but the decision-makers saw that as a dissipation of the defensive strength they needed. All the counter–anti-access forces were able to use regional bases, a situation not expected in modern anti-access scenarios—and with good reason.

The English fleet used preemption to good effect against Spain, but it was simply not practical in the other cases. Ottoman Turkey did not have the forces to preempt. In essence, the Nazis had already used preemption in striking Poland, and the blitzkrieg was successful elsewhere. The British had been forced off the continent; there was nothing to preempt.

Innovation in tactics, organization, and technology occurred on many levels in the three cases, but in no case was it a significant factor for the counter–anti-access force. Instead, innovation in tactics and organization was used by the English against the Armada. British innovations and technological advantage did not translate into defeat of the Ottomans. The German advisers and commanders did bring organizational innovations to the Ottoman army, but they simply brought Turkish forces to European standards rather than exploited novel ideas. The Nazis never recognized how dependent the RAF was on the relatively new innovation of radar.

None of the counter–anti-access forces was able to achieve cross-domain synergy. Even when domains were limited to two, true army-navy coordination never was achieved on the operational level. Parma just refused to cooperate. The Ottoman and Nazi navies were ineffectual. There was little the German army could do while sitting on the other side of the Channel.

How do these facts translate into the modern scenarios of anti-access vs. counter–anti-access? In a very real sense, they are warnings to the counter–anti-access forces. If they are to break down the walls, they must proceed with forces tailored to the task, great determination, and a willingness to commit resources and sustain casualties in what is likely to turn into an attrition battle. If the resources and, more important, willingness are not there and extrinsic events occur, they will not be successful.


Chapter 5




Three Anti-Access Defeats

The previous chapter detailed three historical campaigns in which anti-access forces were able to prevent power-projection forces from entering their regions. For the Central Powers, the region was the Black Sea. In each case the power-projection/counter–anti-access forces suffered from poor planning, logistics, and/or cross-domain coordination, and in every case was more concerned about possible extrinsic events than intensifying their own efforts in the face of determined opposition.

This chapter analyzes three cases in which the counter–anti-access forces overcame determined anti-access efforts. Two of these campaigns are very well known, so their background will not be described in any detail. Rather, their anti-access elements are identified along with the methods by which they were overcome. Although the third case occurred more recently than the others, specific details may have faded from collective memory, and a bit more background information is included. The three cases are (1) Nazi Germany’s defense of Fortress Europe (Festung Europa), (2) the Pacific War strategy of Imperial Japan, and (3) the Argentine attempt to retain the Islas Malvinas/Falkland Islands following its successful invasion.1

Case 1: Nazi Germany’s Defense of Fortress Europe

The general history of World War II is well known to readers. This treatment will focus on Nazi Germany’s anti-access efforts to prevent the Allies from returning to the continent.

In early spring 1942, the Americans’ Joint Staff planners had already begun work to invade the continent with one concentrated thrust through France. Having agreed to a “Germany first” strategy for the global war, the United States proposed Operation Sledgehammer, a limited-area amphibious assault in France in 1943 with a cross-continent push from the beachhead. The British Chiefs of Staff Committee preferred a preliminary course of “closing and tightening the ring” around Germany through a series of amphibious landings or raids around the European periphery prior a major direct assault.2 One reason is that it felt that Germany was too strong for a direct assault despite the fact that Hitler was committed to an eastern front war against the Soviet Union. The result was a compromise in which an invasion of Vichy France–held North Africa was conducted in 1942 and an assault on Italy started in Sicily in July 1943.

Ironically enough, it was probable that the Allies would have found a landing in Normandy to be an easier prospect in 1942 or 1943 than on the actual D-Day in 1944.3 The Germans had not yet built the Atlantic wall of Fortress Europe, and as efficient as the German army normally was, regional defense was not focused. However, even if Allied casualties would have been relatively light in the amphibious operation, whether the drive across France could have succeeded at that stage in the war raises some doubts. But what focused German attention on the western wall was the Allied amphibious raid on Dieppe in Nazi-occupied France on 19 August 1942. Dieppe was a port assault rather than a landing on an isolated beach and a military disaster for the Canadian forces that made up the majority of the raiding force. From the experience, the British planners learned that ports were not appropriate targets of direct assault but could best be taken from the rear following a landing at a rural beachhead. The Germans took the opposite lesson and began to turn ports into fortresses, which was fortunate for the Allies because it meant that resources that could have increased defense at rural beachheads were utilized for port defense.4

Even so, by 1944 German defenses on the French coast had become more formidable. In late 1942 Hitler had expressed his concerns that the French, Belgian, and Dutch coasts were vulnerable, and he ordered the transfer of the Gross Deutschland Division from the eastern front to France. However, a very controversial book claims that “from the documents available it is clear that Hitler did not fear any serious risk of “losing western Europe” until 1943.5 Whenever he may have actually feared a serious risk, by 1942 the Germans were building major fortifications that would eventually consist of thousands of permanent coastal emplacements with weapons ranging up to 16-inch naval guns.6 More important perhaps, in November 1943 Hitler personally ordered Field Marshal Erwin Rommel from northern Italy to inspect the Atlantic Wall from Denmark through France.

Although there were physical vulnerabilities at various locations owing to poorly sited coastal defenses, Rommel’s most serious concern was “a lack of doctrine for the defense against a landing.”7 In fact, he took exception to the primary German headquarters directive calling for counterattacks in event of a landing by mobile armored forces held in reserve at a centralized location. Rommel’s preference was for local counterattacks supporting a direct defense at the water’s edge. As an experienced tank commander, he was doubtful about the movement of armored forces across long distances in the face of likely Allied air superiority and combined arms support.8 His view was that a counterattacking armored force needed to be kept close to the landing beaches rather than at a farther, centralized location.

Rommel’s views were opposed by other German commanders, so Hitler ruled on a compromise that split panzer forces between commanders and doctrines. In order to make up for a shortage of manpower, much of which was committed to the Pas-de-Calais area of northern France, long considered the likely point of Allied attack, Rommel directed the construction of an “unprecedented” barrier. Only a portion was in place by D-Day on 6 June 1944, but sections were formidable. Rommel envisioned the placement of 200 million land mines to turn the French coastline into a vast minefield. About 4.5 million were actually in place by D-Day, still a significant number.9 Potential glider landing zones in the rear area were defended by “Rommel’s asparagus,” upright poles topped with explosives. At the beach, successive waves of anti–landing craft obstacles, naval mines, antitank walls, ditches, gun emplacements, and other obstacles were constructed. Innovative systems such as shore-based torpedo tubes and remote-controlled explosive minitanks were adapted. The German navy operated fast-attack craft, conventional submarines, and minisubmarines off the coast. In fact, fast-attack craft sank two Allied Tank Landing Ships (LSTs) conducting a training exercise off England on 28 April.10

German defense against the actual landing did not go as Hitler and his generals expected. As has been frequently retold, the immense Allied deception effort that created notional armies in Scotland and southern England, including the “First U.S. Army Group” (FUSAG) ostensibly commanded by Lt. Gen. George S. Patton, fixed Hitler to the preconceived notion that the attack would come in the Pas-de-Calais area and in Norway. The components of the deception included false radio signals, dummy tanks and equipment, and the Double-Cross System in which all the German agents in Britain had been turned and provided false, or true but misleading, information. As with Xerxes, and as is true with most all successful deception, the effort was designed to reinforce what the Germans already preferred to believe—the knowledge of which had been obtained by the Allies through the Ultra operation.

Because it was hardly possible to conceal the fact that the Allies were going to attempt a landing somewhere in Northern Europe, the objective was to convince the German anti-access network that the actual Operation Overlord landings in Normandy were but feints and that the main amphibious assault would be elsewhere. The use of superior weather forecasting, impressively maintained radio silence, command of the narrow sea, and innovative landing equipment such as the portable Mulberry harbors, enabled one of military history’s greatest surprises. Noted historian Stephen Ambrose claims that “not one German submarine, not one small boat, not one airplane, not one radar set, not one German anywhere detected this movement.” He quotes the deputy head of operations for the German supreme headquarters, General Walter Warlimont, as admitting that German leaders “had not the slightest idea that the decisive event of the war was upon them.”11

Rommel himself was on leave during the initial landing. Fortress Europe—the leading edge of the Nazi anti-access effort—was effectively breeched through deception, a point that even the Allies’ supreme commander, Gen. Dwight Eisenhower, later acknowledged. Much hard force-on-force fighting, and Allied casualties (to say nothing of Russian casualties on the eastern front), had to occur to force the way to Berlin and the final surrender. But the Nazi anti-access campaign was defeated, and power-projection forces were operating ashore with air superiority. All knew that German defeat was now a matter of time.

Assessing the Nazi Campaign: Fundamentals

The fact that the Germans were then operating in an anti-access mode (even if that term did not then exist) was clear to all participants, including the German themselves.

By late 1943, it was widely recognized by German leaders that the Allies were now strategically superior (1). A sense of defeatism started to pervade the professional military officers, which eventually led (following the Normandy landing) to tacit support for Claus von Stauffenberg’s assassination attempt on Hitler and a failed military coup. Facing an imminent two-front attack on the German heartland, with the staggering reversal on the eastern front and an impending surrender of Italy, the only thing the Germans could hope for was to prevent greater Allied access to the continent until some sort of negotiated peace in the west occurred. The probability of the western Allies agreeing to a negotiated peace was low, but that and Germany’s development of some decisively destructive weapons were the only hopes left. The focus on strengthening Fortress Europe and Rommel’s desperate effort to force a decision on the beaches was an acknowledgement that if Allied armies were on the ground in Northern Europe in force, they could be delayed but not stopped.

Once again, the English Channel was the decisive geographic characteristic (2) on which the German anti-access effort was centered. France, the Low Countries, and western Germany were suitable terrain for tank warfare, albeit not to the same extent as the east. The Channel was the only full barrier. Thus, the maritime domain was the predominant medium (3) for the breeching of the anti-access network, even if the hardest fighting was to occur ashore and in the air over land. Air superiority was a requirement, but it always is in a modern maritime operation. The short distance across the Channel from Britain allowed the Allies to rely on land-based tactical aviation and bombers, rather than requiring carrier groups. (In the Atlantic, carrier aviation and naval long-range patrol aircraft were primarily used in the war against the U-boats and in the landings in North Africa and the Mediterranean.) The short distance combined with the military technology of the time meant that reliance on the Channel as the prime geographic feature on which to base the anti-access defense was a very thin reed. But it remained the primary reed.

The criticality of intelligence and information (4) and the use of deception as elements that determined success or failure of the anti-access and counter–anti-access campaigns go without saying. The Germans were deceived, their own intelligence network was broken, and through signals intelligence (SIGINT) and Ultra the Allies knew the German command’s intentions almost at the same time its own field commanders knew them.12 The sophistication of the Allied SIGINT and cryptologic efforts is indicated by a continuing series of overt minor actions (such as emplacing additional sea minefields) specifically designed to cause local German forces to report them to headquarters. In this way, the Allies could—knowing what was being reported—determine the actual meaning of the coded signals themselves.13 Except for “dumb luck,” a successful German anti-access effort was not possible in an environment in which the Allies had information supremacy.

Extrinsic events (5) were simply not going to shake Allied determination to breach the wall and prosecute the war until Germany’s unconditional surrender. The western Allies agreed on a “Germany first” strategy, and nothing in the Pacific War was going to sway them away from this—at least not in 1944. The Soviet Union had no intention of fighting Japan, and Japan had reciprocated in this tacit agreement. In fact, extrinsic events went completely against Germany. Its efforts to create intrigues in South America amounted to nothing, and the alliance with Japan ended up being worthless. Hitler’s absurd and unnecessary declaration of war on the United States following the Japanese attack on Pearl Harbor justified America’s involvement in Europe. The Allies portrayed the Nazis as the epitome of evil—which they were—and events elsewhere in the world were not going to stop the crusade.

An assessment in terms of the fundamentals outlines the German effort of 1943 and 1944 in the west as an anti-access campaign and also explains why it failed.

Assessing the Nazi Campaign: Supplementary Factors

The Battle of Britain can be considered the Nazi attempt to conduct strikes against regional bases (A). Britain was always the obvious staging area for all the forces for a cross-Channel landing, earning the title of “unsinkable aircraft carrier.” But by the time of the actual landing, the Germans had lost control of the air (and never had control of the sea). Even if they had correct intelligence as to the disposition of Allied amphibious forces, the Germans no longer had the capability to conduct sustained attacks. The counter–anti-access force had eliminated this possibility.

World War II started as a war of preemption (B), a tool the Germans perfected as blitzkrieg. Preemptive attacks allowed it to defeat an alliance of Britain, France, and Poland that—on paper—was strategically superior. But by the time Nazi strategy evolved by necessity into an anti-access effort, preemption was no longer a possibility.

The German scientific-technical community was the source of considerable technological innovation (C), and the German military was a considerable source of tactical and administrative innovation throughout the war. In fashioning Fortress Europe, it had deployed such sidewise technologies as land-based torpedo tubes and remote-controlled explosive minitanks. But the significant technological innovations came too late in the war to mitigate Allied strategic superiority. It is a sobering thought to consider what might have happened if Hitler had delayed the start of the war to 1945 or later to perfect and build an extensive inventory of ballistic (V-2) and cruise (V-1) missiles and jet aircraft. At the same time, the Allies utilized technological innovation, the atomic bomb being the most dramatic—along with considerable tactical and administrative innovations. Both the Allied and German militaries were learning organizations that attempted to adapt rapidly to change wherever possible. The German’s greatest drag on tactical innovation in the later stages of the war was Hitler himself, who had taken personal control of German military strategy.

The cross-domain synergy (D) between air (attack aircraft) and ground forces that the Germans displayed during blitzkrieg had greatly dissipated by the time Germany was forced on the defensive. With the exception of the U-boat force, German maritime capabilities were limited, and coordination of naval forces with the other services was poor. Luftwaffe chief Göring had championed independent roles for air forces, such as achieving an “inevitable victory” in the Battle of Britain. Although he was capable of close cooperation with ground commanders, it was not necessarily his focus. At the point of shifting to an anti-access strategy, the potential for cross-domain synergy—such as attacks on regional bases and preemption—had passed.

In contrast, the Allied counter–anti-access effort achieved considerable cross-domain synergy by the time of the Normandy landings. Part of this was the result of naval and air superiority (even supremacy), but it also reflected the close interservice cooperation that had been learned through trial and error, as well as a realization that the independent strategic bombing campaign on German industries (and cities) was not achieving the expected results.

Cross-domain synergy was also achieved in the Allied SIGNIT and cryptologic efforts, with operational forces being utilized to provoke coded German radio reporting on known subjects. The ability of the Allies to keep their cryptologic successes from German intelligence—even despite a series of leaks in American newspapers—still remains astounding.

Cross-domain synergy, innovation, control of the prime geographic barrier, maritime supremacy, and strategic superiority itself were all attributes that the Allied counter–anti-access force used to enter Fortress Europe. But the Allies’ greatest operational advantage was the information and intelligence obtained through cryptology and SIGINT, and the ability to combine the information advantage with deception. The breaching of the Atlantic wall was truly one of history’s most successful military deception operations. Strategically the most significant attribute was a will for victory that was reflected in adoption of a Germany-first policy. There were simply no extrinsic events that could possibly dissuade the Allies from their course.

Case 2: The Pacific War Strategy of Imperial Japan

The history of the Pacific War part of World War II is also well known. After having achieved conquests in China, Indochina, Indonesia, and outlying islands, Imperial Japanese forces shifted to an anti-access strategy in order to ensure that outside powers could not reverse the gains. From a planner’s perspective, the Japanese Empire was now self-sufficient in resources and could over time increase its national power to rival that of the former colonial empires. British and Dutch forces in the region were minor threats because the Netherlands had been conquered by Germany and Britain was fighting for its homeland. Australia, a British self-governing dominion, could attempt a defense in the southern waters, but did not have the manpower to push north of New Guinea and could be reserved as a later invasion target. Japan had come to a tacit agreement with the Soviet Union—soon to be fighting for its existence against Germany—and the Soviets did not declare war on Japan until the Pacific War was almost over. India was a potential conquest or “liberated area,” depending on one’s perspective. The only power left to challenge Japan’s absolute dominance of the Asia-Pacific region was the United States.

For a brief surrogate for details on Japanese anti-access planning—which was based on an awareness of the U.S. forces’ long-developed War Plan Orange—we will examine the logic of Naval Marshal General (Fleet Admiral) Isoroku Yamamoto, the commander in chief of the Imperial Japanese Combined Fleet. History is full of ironies; Yamamoto was not only the most senior Japanese officer reluctant to go to war against the United States, but he was one of the first leaders to fall victim to the tactic of targeted assassination when his aircraft was ambushed by American warplanes with the knowledge that he was aboard.14

Yamamoto was an authentic expert on the United States, having studied at Harvard and served two tours of duty as a naval attaché in Washington. He was convinced that the country’s industrial power and innovative nature would make up for any military weakness it might have and that Imperial Japan could not defeat the United States in a long war of attrition. In short, he viewed the United States as having the potential to remain strategically superior to even an expanded Japanese Empire. These beliefs caused him to oppose the Japanese invasion of Manchuria and China (even then a U.S. trading partner) and the Tripartite Pact with Nazi Germany and Fascist Italy. He was subsequently the target of assassination threats by fanatic nationalist officers.

However, once the army-controlled government decided on war with the United States, Yamamoto devised a strategy to prevent it from returning to the western Pacific by a preemptive strike against the most powerful military assets that could be brought into the region in support of War Plan Orange. This was combined with simultaneous strikes on the Philippines, an American possession, as well as Malaya and the Dutch Indies. Following these successful actions, Yamamoto’s plan for the navy was to convert to an anti-access posture that can accurately be described as “to consolidate the outer defensive perimeter of their newly conquered empire and to counter an anticipated Allied offensive.”15 Both the Japanese and War Plan Orange envisioned a decisive naval battle within Micronesia or closer to Japanese home waters. Supporting this decisive battle would be an “island-hopping” (or, in the case of Japan, an “island-defending”) campaign across the central Pacific and Micronesia, which provided considerable opportunities to attrite U.S. forces before the decisive battle. Preempting the U.S. fleet at Pearl Harbor and fighting a war of attrition throughout the Pacific were the main features of the anti-access efforts. Considering the war in China to be its primary task and assessing the Americans as lacking in martial spirit, the Japanese army acquiesced to this anti-access posture. Years after the war, a Japanese army planner stated that despite public skepticism by navy leaders, the army simply “did not worry about the Pacific Ocean. We were confident of the Navy’s ability to hold back the United States fleet. . . . We trusted them; they didn’t come out and warn us of their limitations.”16

While a tremendous surprise, the attack at Pearl Harbor was a failure—it did not achieve the strategic aims required for Japan’s successful prosecution of the war. It did not knock all the chess pieces off the board; U.S. aircraft carriers were not in port at the time of the attack, and key logistical facilities such as fuel tanks were not destroyed. More important, it increased rather than decreased America’s will to fight, a result that Yamamoto apparently recognized once he realized that Japanese diplomats had failed to make a declaration of war immediately prior to the actual attack. The United States was now fighting for revenge as well as strategic position. Earlier, he had predicted that if the shock of Pearl Harbor did not convince the United States to withdraw from the conflict, “it would not be enough that we take Guam and the Philippines, nor even Hawaii and San Francisco. To make victory certain, we would have to march into Washington and dictate the terms of peace in the White House.”17 Since such was always an absolute impossibility, the true implication was that the remaining sum of Japanese strategy would be but an attempt to neutralize the strength of superior U.S. forces until time, attrition, and/or extrinsic events shook American determination—an unlikely prospect. Yamamoto also accurately predicted, “In the first six to twelve months of a war with the United States and Great Britain I will run wild and win victory upon victory. But then, if the war continues after that, I have no expectation of success.”18

The naval Battle of Midway in June 1942 is often cited as “the battle that doomed Japan” because Japan lost much of the carrier air strength with which to center both its offensive and anti-access efforts. Although structured as an offensive operation to capture Midway—the outermost island of the Hawaiian chain and located almost in the middle of the Pacific—as well as several of the Aleutian Islands, the operation was actually a trap to lure the American fleet (and most importantly, its aircraft carriers) within striking distance of the combined Japanese fleet. Luring the strategically superior power into the teeth of a regional defense would appear a significant anti-access tactic. In his study of the Magic project, which decoded Japanese diplomatic cables, and of the U.S. signals intelligence and code-breaking efforts in the Pacific (also referred to as Ultra), Ronald Lewin maintains that the Imperial Japanese high command also “saw Midway and its surrounding seas as the remaining gap in the perimeter.”19 Capture of the Aleutians was merely a diversion, and although control of Midway could give the Japanese a base for further operations against Hawaii, it was most valuable in solidifying the imperial wall at sea.

Unfortunately for Japan and Yamamoto—who also planned the Midway operation—the United States was not only strategically superior, but also far superior in its cryptologic and signals intelligence capability. Not only had the United States been reading Japan’s “Purple” (diplomatic) codes, but it had begun to break Japanese naval (and later military) codes by the spring of 1942. SIGINT intercepts were also well analyzed, although there was a minor degree of success for occasional Japanese deception. The Japanese navy was adept at operating in radio silence. But at the time of Yamamoto’s movement toward Midway, the commander in chief of the U.S. Pacific Fleet, Adm. Chester W. Nimitz, had a reasonable knowledge of Yamamoto’s objectives, the general composition of his force, and the approximate date of the operation. Good admiralship was required to win the battle, but intelligence superiority gave the United States considerable, perhaps decisive advantages.

Following the Battle of Midway, Allied operations in the Pacific War consisted of chipping away at the Japanese anti-access wall island by island, with amphibious assaults as the primary operational tool, which in turn enabled the capture of land bases for Army Air Force bombing of Japan. Also of great importance was the Allied submarine war against Japanese shipping, which denied the transit of resources from captured areas to Japan. American submarines can be considered the first counter–anti-access force to penetrate Japanese defenses.

Assessing the Pacific War: Fundamentals

From the very beginning of the Pacific War, thoughtful Japanese strategists such as Yamamoto recognized that the United States was a strategically superior (1) power that could potentially interfere in the continuing war with China and reverse expected gains in Southeast Asia and the Dutch East Indies. But blinded by their sense of racial superiority, other senior Japanese army officers did not concur with this assessment. Any conflict with U.S. forces would be largely a defensive naval engagement, a fact that elicited a sense of some disinterest on the part of an army leadership fixated on potential conquests in China, the Philippines, Indochina, Malaya, and the Dutch East Indies. The combination of racism, focus on the offensive, indifference toward maritime operations, and absolute commitment to expanding the empire led the Japanese army–controlled government to set a course on inevitable war with the United States.

The point of repeating these failings in Japanese assessments is to illustrate the inability of the United States to effectively deter Japanese actions. And the point of recalling the U.S. inability to deter the Pacific War (and to some extent, the inability of Poland, France, and Britain to deter the European War) is to point to the fact that overall strategic superiority in itself is not necessarily a deterrent to aggressive actions by a force that views itself largely immune from counterattack. An apparent ability to penetrate regional anti-access defenses would appear a more effective deterrent. Recalling the complaint by the Japanese army planner, faith—however mistaken—in the strength of anti-access defense can lead to the acceptance of considerable risk when facing a strategically superior opponent and to precipitous actions. The American deterrence effort—and President Franklin D. Roosevelt had ordered the U.S. Navy to shift its capital ships from the West Coast to Hawaii as a deterrent—failed because the dominant Japanese decision-makers did not believe that the United States was willing to make the sacrifices in blood and treasure needed to crack their anti-access network. Obviously they were wrong.

Whatever Japanese army leaders believed, Yamamoto and other naval leaders calculated that the United States would not be able to conduct a major maritime offensive until 1943 and that a victory in his Midway operations would be the decisive battle in that it would cause U.S. decision-makers to conclude that breaking the Western Pacific wall was too difficult. But he, too, was wrong.

It is obvious that the geographic characteristics (2) of the Asia-Pacific controlled the nature of the war, necessitating the perfection of such difficult operations as amphibious assault and combined carrier group strikes. Contrary to the Japanese army focus on the China theater, the maritime domain was the predominant medium (3) of conflict.

The criticality of intelligence and information (4) has already been noted. Both sides attempted considerable use of deception, but U.S. SIGINT and cryptologic efforts proved far superior. This was also enhanced by the extreme complexity of Japanese operational planning, often requiring the combination of disaggregated forces operating with little room for error . Keeping forces disaggregated was meant to be a tool of deception to prevent the Americans from ascertaining Japanese objectives, but the coordination required and the dependency on achieving surprise resulted in significant failures even when U.S. intelligence was lacking. Having constructed a wall around the western Pacific, the Japanese could not match the long-term industrial and technological superiority of the United States and its allies, and keep the anti-access network intact.

The U.S. Navy also had a number of successes in deception. Perhaps the most significant was the radio traffic simulation of a carrier task force in the southwestern Pacific on the eve of the Battle of Midway, when in fact the actual task force was within the fleet poised to meet the Japanese.20

Clearly the Japanese intended their alliance with Nazi Germany and Fascist Italy to generate the extrinsic events (5) that would prevent or distract the Allies from effectively challenging their “Greater East Asia Co-Prosperity Sphere.” This did have the result of necessitating a Germany-first Allied strategy, but that choice would have likely been made in any event. In fact, it can be argued that the Tripartite Pact actually played a significant role in assuring an Allied victory in Europe—it allowed for the complete discrediting of the American isolationist movement and the U.S. decision to enter the war against Germany. Both the Japanese effort to present the United States with distracting extrinsic events by its alliance with Germany, and the German attempt to do likewise by declaring a simultaneous war against America, actually had disastrous results for their respective objectives. The key to American persistence against strong anti-access defenses was a total commitment to victory enhanced by the odious natures of the opposing regimes.

Assessing the Pacific War: Supplementary Factors

The Japanese achieved both strikes against regional bases (A) and preemption (B) with initial tactical success. Nearly simultaneous strikes on the Philippines and Hawaii along with follow-on thrusts into Malaya, the Dutch East Indies, and even the Indian Ocean removed all Allied regional bases in the opening phase of the war. As concerns the European colonial powers—Britain, France, and the Netherlands—obvious extrinsic events (5), the war in Europe, greatly facilitated these efforts. In the case of the United States, the inherent public pressure in a democracy for a peaceful resolution of differences and a flawed deterrence strategy enabled Japanese tactical success, along with the very great distances involved for the transit of forces from the continental United States. But strategic superiority (1) and an innovative culture proved decisive despite setbacks.

Japan had conducted significant technological innovation (C) prior to the war. In addition to long-range military research, Japanese scientists and technicians proved adept at solving tactical problems. One example is the effort to develop a shallow-running torpedo that could be dropped by aircraft and operate in the forty-foot depth of Pearl Harbor. This was finally perfected only three months before the attack.21 One of the reasons the defenses of Hawaii were ill prepared was the U.S. Navy’s belief that an attack would not be successful in the shallow waters of Pearl Harbor. Shallow-running torpedoes were a technological surprise.

Likewise, an innovative solution to penetrating the armored decks of the moored battleships in the aerial attack was to convert 16-inch armor-piercing naval shells into bombs—which today might be considered sidewise technology.

What hindered Japanese technical innovation was the lack of industrial production capacity to turn innovations into large quantities of weapons, along with the Japanese islands’ lack of the required raw materials. Technological innovations, such as the Long Lance heavy torpedo, could facilitate tactical innovations such as night surface attacks. But, as Yamamoto maintained, Japan could not win a war of matériel attrition.

Perhaps the most glaring deficiency of the Japanese war machine was its routine inability to achieve effective cross-domain synergy (D). In many warfare areas, Japanese tactical capabilities matched the Allies. Carrier strike tactics paralleled those of the Americans, although they were weakened by the relatively low interest in mastering carrier damage control. In land war, the Japanese fought with a ferocity intended to make up for inferior numbers. But despite the fact that Japanese naval commanders utilized tactical land-based aviation to considerable extent in the southwestern Pacific area (in fact, they relied on it), cross-domain synergy continuously eluded them. Even in naval combat alone, undersea forces were poorly coordinated with surface and air forces, with submarines consistently out of position during attempts to support major engagements (most notably at Midway).

Overall army-navy cooperation was limited to individual initiatives. Mostly there was great hostility between officers of the two services. A significant factor was that not only were they rivals for defense resources, they were also rivals for political power with both army and navy flag officers fighting for the post of prime minister. Prior to actual hostilities, the army considered naval leaders to be pro-American defeatists, and some of the prewar assassinations or attempted assassinations of officials (including Yamamoto) were plotted by army officers. Noncombat units, such a cryptologists and intelligence officers, also appeared to be held in relatively low regard. Under the circumstances, the cross-domain synergy that might occasionally be achieved was fortuitous or miraculous.

In contrast, the U.S. joint chiefs did not allow service rivalries to develop—despite the fact that they viewed Gen. Douglas MacArthur as a discordant element to be tolerated owing to political considerations.22 Cross-domain synergy may have been limited in comparison to modern operations, but the linkage was consistently attempted. The fact that many operations were exclusive to the Navy and Marine Corps, both naval services, ensured a common doctrinal base. However, both the Army and Navy strove for coordination, and both regarded logistical and support services as essential, not secondary. Both relied on intelligence units and shared resources in that regard. Naval analysis of the coded messages of the Japanese ambassador in Berlin and in other European capitals helped confirm European Ultra intelligence, and Army cryptologists later took responsibility for Magic to allow the Navy to focus on breaking the Japanese naval code. Intelligence policies were controlled by a joint intelligence committee.

In assessing the Pacific War as an anti-access vs. counter–anti-access struggle, the achievement of information and intelligence superiority, consistent efforts at achieving cross-domain synergy, and an absolute commitment that made extrinsic events irrelevant were all critical in allowing the counter–anti-access force to bring its strategic superiority to bear relentlessly on the enemy.

Case 3: The Struggle to Retake the Falklands

The other cases we have examined occurred in the context of global war. The Falklands case identifies the causal factors that can propel a regional state to militarily challenge a strategically superior power under unique and isolated conditions.23 Additionally, it illustrates how a modern conflict can occur between an authoritarian government and a democratic state. Argentina was then ruled by a military junta at war with many of its own citizens.

Argentine forces had invaded and annexed the territory of a nuclear-armed, traditionally global power with greater economic and diplomatic influence. Such a challenge logically involves an anti-access phase if a countereffort occurs. The United Kingdom succeeded in the countereffort.

Events of the Conflict

Whatever the tortuous legal history of the possession of the Falklands/Malvinas, it was clear that the islands’ inhabitants considered themselves British and firmly desired that the territory remain part of the United Kingdom as it had been for nearly 150 years. Early in the previous century, de facto control of the islands changed several times—even U.S. Marines were briefly in control (in 1832).24 By 1982, claims by the Argentine government that the British presence represented colonialism no longer seemed logical. Rumors of undersea oil seemed to make the islands a more valuable commodity, but many observers assumed that tapping such wealth might be a joint endeavor. The obvious question is why the Argentine government decided to use preemptive force in seizing the islands.

The answer lies in Argentina’s domestic situation at that time. The government was in the hands of a military junta that had ousted the populist president Juan Perón in 1976, ostensibly to avoid economic collapse. But by the sixth year of military rule, the economy was characterized by “falling industrial output, falling wages, rising unemployment, [and] a massive inflation rate above 100 percent and still climbing.”25 In addition, the junta conducted an internal “dirty war” against political opponents that included torture, disappearances, and at least seven thousand citizens killed (perhaps as many as fifteen thousand).26 With no appearance of legitimacy, the junta resorted to resolving a standing nationalist grievance, the outcome of which could appeal to Argentine patriotism and popularly justify continuation of junta rule.

The invasion of 2 April 1982 was spearheaded by the elite Buzo Tácticos marine commando unit, with a total of seven thousand Argentine troops facing a defense force of sixty-eight Royal Marines. With those odds, capture of the islands went rather swiftly following an administrative landing—there was no need for an amphibious assault (although they were shot at by a two-marine machine gun team). The Argentine junta had assumed that the fait accompli would lead to the United Kingdom’s acknowledgement of Argentine sovereignty, perhaps after a face-saving diplomatic maneuver. The launching of a hundred-ship British task force to make the 8,000-mile (12,875-kilometer) voyage to retake the islands was clearly unexpected.27

By 4 April the British nuclear-powered attack submarine HMS Conqueror left Scotland as the lead for the U.K. task force. (The Daily Telegraph reported that another submarine had previously sortied on 30 March.)28 On 5 April the first units of the surface force, which was included the aircraft carriers HMS Hermes and HMS Invincible, started the voyage from their bases in Britain. Both could accommodate only helicopters and V/STOL (vertical and/or short takeoff and landing) fixed-wing aircraft. Naval ships and auxiliary vessels carried approximately 5,000 marines, paras, and infantry troops. The total number of British airman, marines, sailors, and soldiers involved in the operation was about 28,000, although most of that number remained at sea or performed support functions. British forces landed ashore were actually inferior in numbers to the 12,000 Argentine troops defending the islands—although not in training and commitment. Many of the Argentines were conscripts, and their commanders had not anticipated having to mount a determined defense.

On 12 April the United Kingdom declared an exclusion zone of two hundred nautical miles around the Falklands, within which Argentine forces would be attacked. A small British force recaptured South Georgia, a British dependency east of the Falklands and uninhabited except for a scientific team, on 25 April. The British assault there also damaged an Argentine submarine. On 2 May HMS Conqueror sank the Argentine cruiser General Belgrano, which had been steaming to the southwest of the islands but outside the exclusion zone. This attack energized so-called antiwar groups in Britain and elsewhere, which claimed that Belgrano had been leaving the Falklands area. However, reconstructions indicate the opposite, and it was equipped with the surface-version of the Exocet antiship missiles that were to prove the most damaging weapon against the Royal Navy when launched by aircraft.29 The immediate effect was that all other Argentine surface ships returned to port and remained there for the rest of the conflict. Ironically, several of the Argentine warships were of the same class as the Royal Navy destroyers. (The Argentine submarine San Luis did fire six torpedoes against apparent British targets but without success.30)

By 5 May many of the British ships were arriving in the area. Argentine forces unleashed their most potent weapons, tactical attack aircraft flying from bases in Argentina armed with Exocet missiles as well as bombs. The first British warship to be sunk was the destroyer HMS Sheffield. A total of six British warships and one commercial vessel converted as an aircraft transport were sunk in the conflict. However, the Argentine air force actually failed in its primary mission: locating and attacking the two British aircraft carriers. Argentine aircraft also failed to attack the amphibious shipping. Part of the reason is that the aircraft generally attacked the first target encountered, which included the picket line of destroyers and frigates meant to defend against air attack. This was a trait similar to the kamikaze attacks of the Pacific War, when destroyers took the brunt of the attacks while high-value units, such as carriers, were not effectively threatened.31

British landings at San Carlos on the side of East Falklands opposite the sole island village of Stanley, the site of primary Argentine defenses, commenced on 21 May. Argentine air attacks failed to interfere. Argentine forces had not planted sea mines in the area, which was fortunate for the British because their task force had no countermine vessels or aircraft. In order to ensure there were no mines in the amphibious operations area, the frigate HMS Alacrity was sent to simply sail through the littoral and see if any mines were set off.

Once British troops were ashore, their superior training and conditioning led to a series of victorious engagements as they marched across the island. The eventual encirclement of Stanley resulted in the surrender of Argentine forces on the Falklands by 14 June. In total, 255 British service members and approximately 800 Argentine were killed. Together somewhere around 2,000 combatants were wounded. British units documented a total of 12,978 Argentine prisoners of war, all of whom were repatriated to the mainland.32 The defeat in the Falklands caused the fall of the military junta.

Anti-access Systems and Tactics

Although the Falklands War seems a “minor” conflict in comparison to the other examples, modern anti-access systems and tactics were utilized by the Argentines, albeit with poor effect. Argentine forces did not have the capability to conduct a regional defense and keep the British outside of the South Atlantic. They could not strike at U.K. regional “bases” (such as they were), primarily Ascension Island, which was 3,300 miles (5,311 kilometers) from the Falklands. But their most effective weapons, air- and surface-launched antiship cruise missiles, would be a tool of any anti-access defense at sea. Land-based attack aviation was the primary Argentine anti-access combatant force, similar as it would be in larger engagements. Significantly overmatched, the Argentine command decided to withhold the surface naval forces that might normally be significant in sea denial—probably a very wise decision. Submarine attacks on the task force were attempted, but ship for ship the Royal Navy had the world’s most skilled antisubmarine watch teams. Argentina had no nuclear-powered submarines, and the operating distances stretched the capacity of diesel submarines.

A significant British advantage was long-range and satellite surveillance, bolstered by American assistance—capabilities Argentina did not possess even as a regional power close to the combat zone.

Argentina failed to use some anti-access systems and tactics within its capabilities. It made no use of sea mines, which would have been the most substantial threat to an amphibious landing. The probable reason was that the British response was unexpected and Argentine forces had limited time to sow naval minefields. Prewar Argentine diplomacy was unable to influence world opinion, both because its case was weak and because states of interest considered the junta odious. Argentina had similar territorial disputes with neighboring Chile, which may have also provided intelligence to the British. The Organization of American States (OAS) voted in Argentina’s favor, but only Peru gave active assistance—although some weapons may have come from the Soviet Union via Libya and Brazil.33 If so, they were too late or not of significance.

But the ineffectiveness of their efforts do not invalidate the reality that—in the face of the qualitative advantages held by British forces—the only chance of Argentine success was to keep the task force away from the islands until time, attrition, and/or extrinsic events shook the determination of the attacker.

Assessing the Falklands War: Fundamentals

Despite the waning of her global power and years of economic difficulties, Britain was strategically superior (1) to Argentina. The very ability to mount a joint force expedition over 8,000 miles (12,875 kilometers) is evidence of that fact. Despite contemporary economic woes, the British economy and industrial base were superior to those of Argentina in every measure. Its standing in the world may not have been what it was in the days of its colonial empire, but its global influence far outstripped Argentina’s. The United Kingdom was/is a nuclear power allied by treaty to NATO nations, including the United States. U.S. commitment to the OAS, of which Argentina is a member, has never come close to its commitment to NATO.

Geographic characteristics (2) were obvious factors, the most significant being the great distance from the United Kingdom and from British bases. Another often overlooked factor was the coming of winter with its fierce winds whipping across the treeless Falklands. It is possible that if the Argentine defense had managed to last but a few more weeks, the weather could have forestalled the British advance on land, as well as at-sea combat operations. This was a climatic anti-access element of which Argentine forces did not take advantage.

Although a ground campaign was necessary to recapture the islands, the maritime domain obviously remained the predominant medium (3) on which all operations were dependent. As First Sea Lord Admiral Sir Henry Leach described the circumstances, “there was no conceivable means of any U.K. agency doing anything about it [the Argentine invasion] unless they were got there by the Navy and protected by the Navy when they got there.”34 This dependency was reflected in the fact that the United Kingdom had to rely exclusively on carrier or other ship-based aircraft, giving Argentine forces a potential advantage. But the cross-maritime distance forced the Argentine land-based aircraft to operate at the extreme range of their fuel endurance.

Intelligence and information (4) remained critical, although the advantages were all on the side of the United Kingdom. It is evident that the Argentine command on the mainland did not have solid situational awareness about what was happening on the islands. On the other side, information, situational awareness, and communications were such that operational direction could be given from the United Kingdom. HMS Conqueror waited for a decision by the British Cabinet before it torpedoed Belgrano, immediately starting its attack sequence after the decision was made in London.35

Argentina continually hoped that extrinsic events (5)—primarily diplomatic—would interfere or delay Britain’s response. In reality, the primary element most likely to affect British decision was the financial cost of the operation and its effect on the U.K. economy. Prime Minister Margaret Thatcher’s government had been elected to solve economic problems, and predecessor governments had largely written off the faraway Falkland Islands and its sheep as an economic liability not worth the cost of a truly effective defense.36 But Thatcher—indeed most all the British—became adamant that the military aggression would be reversed. The Argentine president, army general Leopoldo Galtieri, firmly believed that the relationship he had cultivated with the United States in previous years would cause it to either support Argentina or simply elect not to furnish aid to the British. But, again, he was mistaken. Once the United Kingdom decided on its course, no extrinsic events occurred to sway it from its heading.

Assessing the Falklands War: Supplementary Factors

Argentine forces did not strike regional bases (A) of the United Kingdom because there simply were no regional bases to strike. Along with the Falkland Islands, Argentine forces had taken South Georgia, but it was not a location that could support military forces. The nearest British territories of Saint Helena and Tristan da Cunha were not military bases. Ascension Island was a way station that could support communications and intelligence traffic and limited long-range aircraft, but it too could not shelter a fleet and was far out of range. U.K. forces were completely dependent on forming a sea base of ships. Of course, striking this sea base was the main operational objective of Argentine forces.

Obviously Argentine forces used preemption (B), an attack that was the very cause of the war. But the preemptive attack was on the territorial objective, not on the British task force then 8,000 miles (12,875 kilometers) away.

In the form of Exocet missiles—which had not previously been proven in combat—the conflict did include technical innovations (C). But these innovations were not specifically tailored for anti-access operations per se. Technical innovations were used on both sides. The overall quality of British forces simply proved superior in all regards.

Finally, the British forces can be considered to have achieved a degree of cross-domain synergy (D), whereas the Argentine forces could not. In fact, Argentina could not reinforce or resupply its ground forces on the Falklands once actual combat operations commenced. Aircraft attacks were not coordinated with ground operations, particularly in opposing a British landing. Argentine ground forces scored a hit with a land-based Exocet on HMS Glamorgan, but that too did not represent a coordinated attack. Britain had the capacity to achieve cross-domain synergy; Argentina did not.

Lessons of the Counter–Anti-access Campaigns

Common strands appear to run throughout the three examples of anti-access defeats that can provide lessons for future counter–anti-access campaigns. First, of course, is the realization that the fundamentals that define the anti-access situation were present. They are most likely to be present in engagements with which the United States might be faced in the future. Secondly, preemption is a definite historical factor in both achieving aggressive gains and buttressing an overall anti-access campaign. Anti-access campaigns are dependent on clearing out enemy forces already in the region in order to focus on stopping forces outside the region from reentering. If opposing forces are not cleared from the region, the out-of-area power retains a toehold on which it can leverage its power-projection force. If they are cleared, the power-projection forces are required to face the time and attrition necessary to construct a sea base, build or obtain new facilities in allied states, or strike at longer ranges.

Information, intelligence, and deception are all keys to potential success by both the anti-access and counter–anti-access forces. But in some regard they can prove to be of greater advantage to counter–anti-access forces because they can approach the battle space on multiple axes, whereas the general location of anti-access systems are likely to be initially known. Deception is critical. Hitler did not know the location at which the Allied landing would occur, was forced to stretch his anti-access resources, and was deceived as to the Allies’ primary thrust. The Japanese knew the general geographic points that the Allied forces would need to capture or traverse to reach the home islands. But they were tactically deceived in key battles and were deceived in believing that their communication codes were secure. Argentine air forces were never able to locate the British V/STOL carriers, but the British certainly knew where the bulk of Argentine land forces needed to be. They could initially work around them and then surround them.

Technological superiority played a lesser role in the cases because the degree of superiority was never so great as to be decisive. Production capability of weapons and forces did prove decisive, but the technologies of war appear to have been diffused. This may be even more real today as information on technology travels at lightning speed and can be duplicated. Industrial base may be more important than technological base—a thought that is not currently in vogue.

The forces that achieved a greater degree of cross-domain synergy were indeed victorious, but it must be admitted that such is the case in all combined arms warfare. Militaries that can obtain cross-domain synergy are simply better, more capable militaries. This observation is not meant to denigrate jointness or the overall need for cross-domain synergy. It simply points to the reality that cross-domain synergy should be achieved whether facing an anti-access network or not. It should always be a prerequisite to military operations.

In all cases, it was an absolute commitment to victory that enabled the counter–anti-access force to utilize its strategic superiority. Extrinsic events were ignored or simply were not significant enough to merit a pause in operations or reconsideration of ultimate objective. All three anti-access defenses were predicated on some degree of support from the distracting effects of extrinsic events. Hitler hoped that Japanese successes in the Pacific War would divert American resources away from intervention in the European theater. Imperial Japanese leaders hoped that involvement in Europe would bleed American strength. Argentina assumed that diplomacy and the financial costs of recovering “islands most Britons could not locate on a map” would cause the U.K. government to bow to the fait accompli. In addition, Galtieri thought that he had built a relationship with Washington—based on common Cold War concerns—that would cause it to dissuade the Thatcher government from action or at least not support it.

It must also be noted that in all cases, initial deterrence efforts by the strategically superior power failed. In the cases of the Pacific War and Falklands War, the strategically superior power’s military forces in the region (such as American forces in the Philippines) were simply judged too small to interfere with the enemy’s objectives. They could barely defend themselves, let alone break through to conduct offensive operations. President Franklin Roosevelt’s decision to move the capital ships of the U.S. fleet to Pearl Harbor did not deter Japanese plans—as he had hoped—because Pearl Harbor was viewed as too far away from the western Pacific to allow U.S. forces to quickly interpose themselves in the areas of Japanese conquest and project power into the region. Moreover, concentrating the fleet at Pearl Harbor, a location more difficult to defend from attack from the many quadrants of the open sea than the California harbors of San Pedro/Long Beach or San Diego, made the fleet a tempting target for preemption by a determined opponent. It did the opposite of deterrence: it allowed strategic skeptics of the Japanese decision for war to convince themselves that—with luck—a prolonged war leading to eventual defeat could be avoided. As Yamamoto noted about himself when discussing Pearl Harbor plans with internal navy critics, “I like games of chance. You have told me that the operation was a gamble, so I shall carry it out.”37

Power-projection forces of the strategically superior power were also deemed to be impeded by distance. In the case of the Japanese, attrition attacks against U.S. forces as they steamed their way across the Pacific had been part of their war plan for over twenty years. They were convinced that their anti-access network would hold firm once the U.S. fleet was struck by the opening preemptive blow. Remnants of that fleet would be destroyed in a decisive battle closer to Japanese waters. The Argentine junta did not plan—or have the capability—to strike at the Royal Navy as it entered the South Atlantic region. But it did expect the distance involved to be a deterrent—a prime element of an anti-access posture that was dependent on geographic characteristics. The Argentines also expected greater effectiveness from their air force in striking the British carriers, their navy in engaging surface units, and their army on the islands in preventing an amphibious landing. All three expectations were miscalculations, but with luck such actions could have delayed the British until—per one of the repetitive themes of this book—time, attrition, and/or extrinsic events shook the determination of the attacker.

In the case of Nazi Germany, its leaders assumed that their genius in tactical innovation (the blitzkrieg) along with technological advances (aircraft, tanks, and eventually long-range missiles) would make up for any Allied superiority in numbers. Unlike the Japanese, the Germans did not have utter disdain for the fighting spirit of their opponents, although Hitler viewed western Allied leaders as weak and indecisive, and Stalin as internally vulnerable. But like the Japanese, he did not expect his opponents to have the same will to fight that he possessed. The Allies’ potential strategic superiority once the United States entered the war, along with the resupply capabilities of the dominions of the British Empire (though hazarded by unrestricted submarine warfare), simply did not deter him. Even if the Allies commenced offensive (power-projection) operations, Fortress Europe was expected to prevent their return to the continent.

From a modern perspective, these failures in deterrence are disturbing. Also disturbing is the dominant use of preemption to try to prevent the opponent from using its strategic strength to reenter the region or to dissuade it from power-projection operations that are “just not worth it” given the possible costs. In this the attacker or eventual anti-access defender misinterpreted the conflicts to be “wars of choice” for the strategically superior, out-of-region power, rather than “wars of commitment.” One must ask whether this miscalculation is common to authoritarian states, particularly if they view their objectives as “limited.”

Would these states have gone to war if they had been convinced that their out-of-area opponent had the capability and will to defeat their anti-access defenses, to break their great walls? That of course remains unknown. But it is logical to think that if their assessment of the “correlation of forces”—an apt term used by the Soviet military—had included the conclusion that their opponent could eventually break through their anti-access network and threaten not just their gains but their overall military strength (and perhaps internal power control), they would have been deterred to a greater degree.

This view points to the need for adding specific and robust counter–anti-access capabilities and planning to one’s military structure. It also brings us back to the discussion of the deterrent effect of counter–anti-access capabilities. Judging by these historical cases, it will not be enough to be theoretically able to defeat an aggressor in the “fair fight” of a force-on-force engagement. Achieving a condition of conventional deterrence in an anti-access environment requires more. In an age of expanding technological capabilities that can enhance anti-access networks, what appears to be required is the specific capability to break down, deceive, circumvent, or otherwise neutralize anti-access defenses in order to convince the defender to forgo thoughts of expansion or “redress of grievances” by force. This requires continuing the nascent efforts to include the counter–anti-access campaign as an intricate and specific phase of joint military operations in event of war. This may also require the tailoring of force structure so that the forces most needed in creating breaks in the great walls get a greater proportional share of defense resources. Such a force restructuring may not yet require additional resources added to the defense budget. Rather, it may require a judicious reallocation of resources. This may not correspond with the preferred view of those who see land forces as the primary arm of joint operations. Indeed, land forces are necessary if one wishes to invest, decisively defeat, cause a definite regime change, or pacify an opposing state. But land forces that cannot enter the region of conflict—particularly in regions defined by maritime boundaries, fewer or vulnerable regional land bases, or geographic conditions that facilitate an anti-access defense—do not seem of primary value.

Also needed, of course, is the will to commit to the fight despite opposing pressures.


Chapter 6




East Asia: Most Formidable Challenge

Moving away from the historical examples, we enter the realm of estimates and speculation. But all planning is to some degree speculation. Events do not always coincide with our plans. Prussian field marshal Helmuth von Moltke the Elder famously wrote, “No plan survives contact with the enemy.”1 More recently, former secretary of the Navy Richard Danzig argued that “to the extent we foresee the future and effectively address it, then the future will not develop as we anticipated it.”2 Yet planning is essential for peace as well as war. Deterrence is planning for war in order to keep the peace. The first role of counter–anti-access planning is deterrence.

It is with this in mind that we begin the next few chapters, which individually describe a particular anti-access scenario that could face U.S. armed forces, allies, and partners in the near future. This is not an attempt to predict what will happen, even in an anti-access campaign, but to identify what might happen given military and political trends.3 More importantly from the U.S. perspective is the identification of actions that can be taken to counter anti-access actions that may occur. This will be done in the context of the fundamental elements and supplemental factors used in analyzing the historical examples.

These chapters will not attempt to duplicate the extensive work already done, especially by CSBA, on the details of the two most significant scenarios: probable anti-access strategies of the People’s Republic of China and the Islamic Republic of Iran. Many other military officers and scholars have contributed much to the public understanding of what might take place. Rather, the attempt is to supplement them by the use of the methods of this book.

Additionally, current orders of battle or details of specific weapon and sensor systems are not included. They are continually changing as new systems are developed or adopted during the constant evolution in military affairs. Up-to-date information on these is readily obtainable elsewhere. The concentration here is on the fundamentals of anti-access.

Before beginning, another comment needs to be made about the purpose of these scenarios. Even more recently—as described in Chapter 2—a retired general expressed his discomfort with the existence of the AirSea Battle concept and the study of the anti-access attributes of the PLA by saying that “Air/Sea Battle is demonizing China. That’s not in anybody’s interest.”4 The reality is that no examination of a potential war strategy can demonize the Chinese Communist Party any more than the CCP has demonized itself throughout its, shall we say, conflictive history. The CCP rather than China is referred to here because remarkably unacknowledged in most discussions of China’s political future is the fact that the People’s Liberation Army is pledged to the party, not to the state. Technically, China the nation has no armed forces. With a Western-centric view, some would dismiss this as mere nuance. However, it has a direct influence over the possible causes of conflict with the United States and its allies and partners. Demonizing or not, it is prudent to examine all aspects of potential events that might occur. And if they might occur, it is very prudent to examine how to deter them. If they can’t be deterred, then it is critical to discuss what must or should be done.5 If Danzig is right, then addressing these issues might lead to a very positive outcome.

Another reason that it is valid to examine anti-access strategies vis-à-vis counter-anti-access strategies in an East Asia scenario is that there is ample evidence that PLA strategic thinkers envision the very same scenario as the most likely “local war under high-technology conditions” that they would face. The most likely opponent, of course, is the United States. As noted, PLA commentators do not use the term anti-access (and it may not even be directly translatable), but the operations they describe and sometimes advocate are largely the same as have been described throughout this book as supporting anti-access strategies.

Anti-Access Systems

More important, the PLA appears to be acquiring weapon systems that are optimized for an anti-access strategy and particularly for attacking regional bases where U.S. forces might be stationed. Significant resources have been poured into developing ballistic missiles of various ranges, and the status of the Second Artillery Corps has risen in the PLA since its creation in the late 1960s as the nuclear weapons force. Today it controls all land-based conventional missiles (ballistic and cruise missiles) as well. In 1995 and 1996, Second Artillery missiles were test-fired into the sea within a hundred miles of Taiwan. As noted in Chapter 3, the PRC has also concentrated on developing and improving its inventory of intermediate-range ballistic missiles, a category not in the U.S. inventory because they were eliminated in 1980s arms control agreements with the Soviet Union. Ballistic missiles are not inherently defensive weapons.

ASAT testing demonstrates a capability for blinding an opponent’s satellite reconnaissance and surveillance assets and possibly communications. In Chapter 3 this was identified as a necessary initial step in anti-access operations. Additionally, many U.S. precision weapons are guided by Global Positioning System (GPS) data, and destruction of GPS satellites may affect the successful targeting of such weapons.

At the same time as it is developing antisatellite weapons, the PRC is developing a new range of detection and surveillance (and possibly targeting) satellites. A number of recent satellites have been described as “navigational” or “environmental sensors.” It is highly possible that these satellites, particularly those that have ocean observation or radar capabilities, actually have military missions.6 PRC transoceanic shipping can easily rely on existing commercial satellites for navigational purposes. Environmental information is also available from commercial sources. Gathering such information via dedicated satellites can certainly have dual use. The PRC appears not to have yet duplicated the Soviet Cold War naval surveillance satellites such as the Electronic Ocean Reconnaissance Satellites (EORSATs) or Radar Ocean Reconnaissance Satellites (RORSATs) that could range globally and be steered in flight to detect carrier battle groups, but such would be a desirable capability. Supporting the satellite-detection capabilities are networks of land-based OTH-B radars designed to detect vessels beyond the normal radar horizon.

The purpose of ocean-surveillance satellites is to complement the construction program to create a sea-denial navy that can reach at least the first of two notional defensive sea perimeters, the island chains that have been discussed by some PRC commentators. The first chain runs from the southern tip of the Kamchatka Peninsula through the Japanese Islands, Taiwan, the Philippines, Malaysia, Brunei, and Singapore. The second island chain runs from Japan through Guam, the Marianas, and Micronesia to northern Papua New Guinea. It is interesting that these island chains are officially described in PRC military literature as barriers to Chinese access to the open ocean, yet are described in the same literature as being a defensive concept.7 Since the PRC has yet to develop a fully blue water navy that has the logistical capability to support itself for long periods outside the home region, it seems that its study of the island chains is intended to benefit further development of a longer-range anti-access network rather than plans to “break out” from naval encirclement. Some of its potential regional military opponents lie within these island chains. Bernard Cole of the U.S. National Defense University has described the developing People’s Liberation Army Navy (PLAN) as constituting “the great wall at sea.”8 The concept of the island chains as barriers that could be defended to prevent U.S. naval and joint power-projection forces from entering into the region should be considered a part of this great wall. Details of PLAN naval developments have been extensively analyzed in works by scholars associated with the China Maritime Studies Institute of the U.S. Naval War College.9

China has continued to add density to its air defense networks and extend their reach. A program of continuous improvement is apparent. In May 2012, Voice of Russia radio announced that the PRC intended to buy an unspecified number of Russian mobile S-400 Triumf air defense systems (NATO reporting name SA-21 Growler).10 The S-400 system combines missiles of three different ranges to achieve a coverage range to 250 nautical miles. Many analysts consider it superior to the U.S. Patriot PAC3 system and perhaps the best air defense system in the world, and until recently the Russian ministry of defense had stated it would not be exported. It was not until 2007 that Russia itself deployed the system, which began development in the 1990s. Its reputation is such that South Korea, a U.S. military ally, is constructing its own smaller version in collaboration with the Russian defense firm Almaz, Samsung, and the European defense company Thales.11 Saudi Arabia—another major U.S. arms client—is also reported to be interested in the system.12

There were reports that China had developed an S-400 variant jointly with Russia in 2009, designated HQ-19.13 However, this may be primarily a version of the S-300, an earlier air defense system employed by China. In Russia the S-400 is replacing the S-300. Although initially deployed by the Soviet Union in 1979, the S-300 is itself a formidable air defense system that has been upgraded, its current version being the S-300PMU2 (designated HQ-18 in the PRC).

Returning to the issue of conventional ballistic missiles, development of antiship ballistic missiles by the PRC has been previously mentioned. This has become a controversial subject in open, unofficial U.S. defense literature. Reputable authorities maintain that ASBMs have become a major component of the PRC anti-access network, to primarily target U.S. aircraft carriers operation in the western Pacific.14 The ability to hit such moving targets at sea is attributed to its payload of maneuvering reentry vehicles (MaRVs) with infrared (IR) seekers that could provide for midcourse targeting changes. Impetus for development of this particular weapon has been “traced in part to the 1995–96 Taiwan Strait crisis, which further underscored Chinese feelings of helplessness against American naval power,” as Andrew S. Erickson and David D. Yang have written.15 Some media reports have suggested that this development makes aircraft carriers obsolete, but others suggest that sound tactics can neutralize the ASBM threat.16

As is apparent, the lack of opaqueness in PRC military developments—a feature of CCP policy of which the U.S. government has frequently complained—makes it difficult to assess the actual capabilities of a Chinese anti-access network (at least not based on open sources). However, the development of anti-access capabilities appears unquestionable. Commentators concerned with possible “destabilizing” U.S. responses to these developments have suggested that such are merely “defensive measures” of a PRC naturally suspicious of the intentions of other nations. The problem is that the PRC, like Nazi Germany, Imperial Japan, and Argentina under the junta, is an authoritarian state, and there is a major flash point for a PRC-induced conflict with the United States and its allies.

Cause of the Crisis

An East Asia scenario in which the People’s Republic of China activates an anti-access campaign in support of a forcible annexation of Taiwan is the most formidable anti-access challenge that can be currently conceived. In their book of the same name, think-tankers Richard C. Bush and Michael E. O’Hanlon refer to a potential war with China as “a war like no other.”17 They also acknowledge that the most probable cause of a war between the PRC and the United States would be events concerning Taiwan; there simply do not seem to be any other issues that could cause a war between them. The status of South China Sea resources or the claims and counterclaims to ownership of other islands might create regional tensions, and incidents between naval ships and aircraft at sea could also cause considerable diplomatic and public furor, but the likelihood of such causing a direct armed conflict between the United States and the PRC is remote. Other factors, such as trade relationships, tend to mitigate small incidents. However, a military conquest of an island with a population of over 23 million or an attack on a U.S. vessel or aircraft in the vicinity of Taiwan would be another thing entirely.

Many argue for the improbability of such a war, and most of us hope they are right. The effect on China’s export-driven economy is certainly an extrinsic event that should cause considerable deliberation in Beijing. Thomas P. M. Barnett, author of the best-selling The Pentagon’s New Map, maintains, “fallout from a United States-China conflict over Taiwan would be enormous for globalization, effectively barring Beijing from stable Core [global economy] membership for the foreseeable future.”18 Yet there are troubling situations that can be contemplated. Contrarian strategist Ralph Peters advises, “Do not worry about a successful China. Worry about a failing China.”19 The logic of this viewpoint is that, if unable to deliver on its tacit agreement to deliver prosperity to the Chinese people in return for absolute power, the de facto legitimacy of CCP rule crumbles. This sets up a potential Falkland/Malvinas situation in which the ruling elite of the CCP can only retain the “mandate from heaven” by resolving a nationalistic, irredentist claim and “finishing the civil war” by taking Taiwan by force.

Since it would be a war for a limited objective, which by PLA calculations also might be limited in time, the anti-access objective would simply be to keep U.S. forces out of the region for that time. Aircraft carriers do not have to be sunk; it is enough that the United States would be reluctant to bring the carriers within range of PLA missiles. If a conquest or forced surrender of Taiwan—with its military capability destroyed through strikes by hundreds of conventionally armed ballistic missiles and land-based attack aviation—occurs rapidly, the PRC could settle into an anti-access posture in which American power-projection forces would expend their strength attempting to crack the great wall of a robust anti-access network. Even if U.S. forces could fissure the network, what force-on-force engagement could possibly reverse the gain? Would the United States be willing to conduct amphibious assaults on a PLA-occupied Taiwan? Would it be willing to engage in a land war in eastern Asia? Those are not simply scholarly speculations. They are calculations that CCP/PLA leaders may make if their power base is severely threatened and a dramatic act to redress “past wrongs” to China is needed.

The previous scenario postulates a “bolt-from-the-blue” attack in which the world has little warning as to final PRC decision-making concerning the use of force. The operational advantage of such surprise is that it could catch the majority of U.S. and allied forces in the region at a lowered state of readiness, with the bulk of CONUS-based forces in no position to respond rapidly. Even U.S. expeditionary forces would be hard pressed to land with Taiwan under attack, particularly when stationed in bases relocated from Okinawa to Guam—a thousand nautical miles farther away from Taiwan than Okinawa. S-400 air defense networks can reach out and beyond Taiwan’s airspace. Combining land-based ASBMs and cruise missiles, much of the anti-access network would remain on the Chinese mainland while submarines, surface warships, and long-range aviation units try to block entry into waters beyond the island chains. This is not a complete parallel to the Japanese strategy against U.S. War Plan Orange, but the similarities are striking.

Preemptively striking regional bases where U.S. forces are located, such as fleet concentrations at Yokosuka, Japan, would remain a risky move. First, of course, a preemptive strike on U.S. forces could engage the Pearl Harbor syndrome, with the United States willing to go to extreme lengths to return to the western Pacific or, at the very least, use its economic strength to wreck a vulnerable Chinese export network. Second, the reaction of China’s neighbors—particularly Japan—would likely be a permanent containing alliance of East Asian states, the encirclement that PRC strategists claim to fear.

An alternative scenario would be a gradual buildup in tensions resulting in a PRC-imposed economic embargo and physical blockade of Taiwan, combined with full activation of the PLA anti-access network. Although international law considers a blockade to be an act of war, the situation would force the United States into the position of starting active hostilities if it tried to force the blockade. The most significant extrinsic event would be global pressure to convince the United States to avoid the conflict at all costs lest it overturn the political and economic stability of the status quo. In any event, the United States would have to defeat a PRC anti-access network that would stretch over Taiwan in order to reverse PRC gains.

Anti-Access Actions

It requires no great degree of speculation to determine the actions the PRC would take in activating and operating its anti-access network. They have been outlined in general in Chapter 3, and CSBA, RAND, and others have described them in detail. What specifically sets the East Asia scenario apart from anti-access scenarios in other regions is the degree to which PLA strategists have considered the prospects and the amount of resources the PRC has been able to pour directly into anti-access capabilities. With the exception of a war with Russia, which the PRC apparently considers much less likely today than in the days of the Soviet Union, an anti-access–shaped conflict with the United States seems the only substantial challenge to PRC military capabilities and its huge PLA force. The fact that a force-on-force engagement on land—in which U.S. capabilities and training might match the PLA’s advantage in the number of troops—is the least likely aspect of any conflict with the United States makes prioritization of resources into anti-access systems even more attractive. Likewise, the likelihood of an open-ocean clash (beyond the island chains) between the U.S. Navy and the PLAN is even more remote. This allows PRC resources to be channeled into a sea-denial navy with much the same mission as that of the Soviet navy: to keep the U.S. fleet away from near waters and out of position to conduct effective strikes ashore.

American military responses to the Taiwan scenario would depend on the initiation path for the conflict. The two broad categories are the bolt-from-the-blue (a) and the gradual-escalation (b) paths. Within each path are shaping characteristics that would determine the beginning phase of any U.S. response.

A bolt-from-the-blue/preemptive attack that is delivered on Taiwan but leaves U.S. and allied regional bases untouched—which will be referred to as limited preemptive (a1)—would allow for a much different response than would a full assault on U.S. forces located in the East Asia region, which can be referred to as regionally preemptive (a2). From an anti-access perspective, the regionally preemptive initiation provides considerable operational advantages and greatly enhances the strength of the anti-access network. Presumably the limited preemptive approach (a1) would be chosen in order to prevent collateral damage on the territories of U.S. allies and allow global diplomatic pressure to limit the scope of the U.S. response as well. Regional nations might want to avoid escalating a relatively local territorial conflict into a full regional conflict and might be reluctant to allow U.S. forces full access and use of regional bases. A hybrid approach might be an initiation phase that attempts to confine regional conflict to the maritime environment in order to bring the operational benefit of eliminating all U.S. naval forces operating in the region, yet avoiding damaged on allied territory. This would strengthen the resilience of the anti-access strategy, although not to the extent of a full regional preemptive attack (a2) on land and sea bases.

An unlikely alternative is a long-range attack (a3) on U.S. ports of embarkation for forces and logistics on the U.S. West Coast and Hawaii using conventional ballistic missiles. The strike would be focused on the sites of preparation for U.S. power-projection forces. While Chinese ballistic missiles can reach CONUS, their other force components cannot.

Gradual escalation (b) would allow nations opposed to the forcible annexation of Taiwan time to prepare to intervene. However, it would also allow for more complete use of political, diplomatic, and economic pressures by the PRC to generate or encourage extrinsic events that might blunt a response by the United States or others. It would also give opponents more time to consider if challenging an activated and alert PRC anti-access network is worth the costs. For democratic states, this would allow for the mobilization of so-called antiwar movements to question the need for a military response while negotiations might “prove effective.” It would also allow those who prefer inaction to find justifying statements by Taiwan officials who choose to acquiesce to the mainland in the hope of retaining future political careers—or simply to avoid bloodshed. In a contest between democratic and authoritarian states, free public opinion is both a strength and weakness in the use of democratic power. If a gradual escalation scenario avoids recreating the Pearl Harbor syndrome, it might be a preferred path for the anti-access power with an offensive objective. Gradual escalation can be categorized by the use of offensive anti-access tools (b1), such as ballistic missile strikes or submarine attacks on warships entering the Taiwan Strait, or relatively passive anti-access tools (b2), such as emplacement of naval minefields around Taiwan in support of an embargo or campaign. If the crisis builds into a conflict, the anti-access state might still hope to limit the opponent’s loss of life—primarily civilian—by confining attacks to the counter–anti-access power’s long-range sensors, such as satellites. The tit-for-tat space war that might ensue could result in the destruction of satellites on both sides. This might prove an advantage to the counter–anti-access state, which could maneuver units across the Pacific unseen. However, it could distract attention away from events in the Strait, at least temporarily.

EMP generation is another technique that could be utilized to destroy sensors, including terrestrial and naval sensors. EMP generated by a nuclear burst can destroy many types of electronic circuitry, including that of computers, cell phones, and automotive starting systems. The obvious drawback is the introduction of nuclear weapons into the conflict, even if a high-altitude electromagnetic pulse (HEMP) detonation conducted above the earth’s atmosphere would cause no direct personnel casualties. Such a weapon would have tremendous reach; exploded over the Pacific, EMP could be effective as far as the Mississippi River.20 This, again, would have the major drawback of turning a regional war into a global one. However, smaller nonnuclear weapons have been developed that mimic EMP effects using microwave technology, but at least according to open literature, they are single-target systems without area-wide effects.21 The PRC is said to be developing such weapons for use against U.S. aircraft carriers operating in the vicinity of Taiwan.22

Other types of attacks that could be confined to military units such as warships approaching Taiwan or in position off the PRC coastline in the hope that a war without collateral civilian damage might lessen global support for U.S. efforts and limit the impact of the conflict (at least in the short term) on the PRC’s export economy.

Table 6-1 provides a matrix of the possible conflict initiations and some associated anti-access actions.

All the above are calculations that CCP leaders must make in contemplating the use of force concerning the Taiwan issue—along with the practical challenge of defeating the Republic of China (Taiwan) forces and occupying the island. But the most likely calculation concerns the ability of U.S. forces to break the overall PRC anti-access network and operate in the region of the Taiwan Strait.

Counter–Anti-Access Actions

In response to a Taiwan scenario, U.S. and allied/coalition forces (assuming they decide to intervene) also have the critical strategic choices of attempting to penetrate the PRC anti-access network, specifically in the Taiwan Strait area, or to break the PRC anti-access overall. The latter would seem the most practical choice because the anti-access network is probably well integrated, and assets can be shifted to cover the Taiwan Strait area. Also, attacks on the entirety of the network might force the PLA to decrease or suspend operations directed at Taiwan in order to respond. This might prompt a region-wide response from the PLA, but such a response (or previous preemption) could occur no matter the nature of U.S./allied/coalition actions.

Political, diplomatic, and economic activities would be obvious first steps. Economic pressures might have significant effects, given the export-dependent nature of the PRC economy. Seizure of PRC overseas assets, embargo of all imports from the PRC or subsidiaries located elsewhere, and declaration of all U.S. Treasury bonds in mainland Chinese hands to be invalid are but three of the significant economic measures that could be applied. A global boycott of the PRC could be envisioned, although there would undoubtedly be violators. These actions would likely be resisted by members of the U.S. (and allied/coalition) business communities with assets in mainland China or dependent on Chinese imports, but such dissonance is natural in a democratic society.

TABLE 6-1 Conflict Initiations and Anti-Access Actions
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Whatever the scope of the military response, U.S. actions in the Taiwan Strait region would follow a cross-domain sequence such as:

       1.    Degrade PRC sensors in order to blind the opponent to U.S./allied/coalition (and Taiwanese) actions. This could include cyberattacks, destruction of space-based systems, and electronic warfare attacks on PLA forces.

       2.    Maximum use of deception in U.S./allied/coalition operations.

       3.    Establish ballistic missile defense over Taiwan using sea-based platforms.

       4.    Establish maritime and air peripheral control around Taiwan through the use of submarines, long-range and tactical aviation, and carrier aviation as appropriate.

       5.    Reinforce Taiwan defenses. Taiwan must focus on its own anti-access effort, with similarities to the Battle of Britain.

       6.    Conduct sea-denial operations throughout PRC littoral waters, including naval mining, and submarine, surface, and air attacks, to prevent the transit or operation of any PLA naval or amphibious forces.

       7.    Conduct suppression of PRC air defenses (SEAD) in the PRC littoral regions, or as necessary.

       8.    Conduct strikes against all offensive PLA forces that might be engaged against Taiwan or U.S./allied/coalition forces (such as ballistic missile launchers).

       9.    Conduct air denial over PRC littoral territorial airspace in order to attrite PLA air assets or force them to operate away from the Taiwan Strait area.

       10.  Conduct strikes on PRC ports of embarkation to deny transit to amphibious or land forces targeted at Taiwan.

       11.  Achieve air superiority over Taiwan using land-based and carrier aviation.

       12.  Conduct sea basing on the periphery of the Taiwan Strait area in order to position ground forces to move onto Taiwan as needed.

Many of these operations would be conducted simultaneously in order to achieve the cross-domain synergy that is the focus of U.S. joint doctrine.

Sea Denial as a Counter–Anti-Access Technique

The particular geographic circumstances of a Taiwan conflict scenario is that if Taiwanese forces could survive the initial PLA ballistic missile and air attacks, the U.S./allied/coalition force may not have to achieve traditional sea control. Taiwan is 112 miles (180 kilometers) from mainland China, a short distance for missile combat but a long distance for amphibious craft to transit against opposition. It may be sufficient for U.S./allied/coalition forces to conduct their own sea- and area-denial campaign to prevent a physical crossing of PLA forces. This would be, in effect, a smaller “anti-access” operation but one conducted by the power-projection forces of an out-of-area power (therefore not qualifying as an anti-access strategy as previously defined). Naval forces conducting forward presence prior to (or during) a crisis would be the primary tools of this campaign, along with tactical aircraft and air defense based on Taiwan or at sea. Sea-based and land-based theater ballistic missile defense would also be components, albeit the PLAN would likely concentrate its missile attacks against the launch sites.

As discussed, sea denial has been considered an approach for strategically inferior navies and a component of regional anti-access. It is a posture that U.S. Navy (and U.S. Air Force) leaders may be uncomfortable in discussing, at least in theory. There has always been a general concern that the substantially larger resources required to build and maintain a global sea-control navy could be reduced by a presidential administration or Congress under the logic that sea denial is sufficient in itself to provide for a maritime defense. That is not true for a global trading economy like that of the United States. Economic security and sea power are always entwined. However, defense cost savings are always desirable objectives, resources are always limited to some degree, and the size of naval and joint forces is always a political question in a democratic state. However, the reality is that a global sea-control navy has within itself the capabilities of conducting a very robust sea-denial campaign. And the combat tactics of sea control are largely the same as those of sea denial. In both cases, Capt. Wayne Hughes, USN (Ret.), one of the most noted experts in naval tactics, advises that once hostilities start, the tactical objective is to “attack effectively first.”23

A sea-denial campaign in the Taiwan Strait area may require the U.S. Navy to spend additional resources on a capability in which it has traditionally been reluctant to invest: naval mines. Since the days of the Royal Navy’s global dominance, naval mines have been primarily considered the bane of sea power, a weapon to be used to hazard the great sea-control navies. As a U.S. Navy staff officer responsible for mine warfare once facetiously advised a conference audience, “mine warfare is the strategy of pusillanimous navies or nations with no navy.” International law concerning mine warfare is largely misunderstood and sometimes confused with the international legal campaign against land antipersonnel mines. However, when sown near PRC ports of embarkation, modern mines and other autonomous undersea weapons might prove effective against the transit of surface warships and, possibly, submarines. At the same time, U.S. nuclear-powered attack submarines—the ultimate sea-control weapons—could hazard all PLAN maritime operations in the overall Strait area. A corresponding air defense/denial campaign, along with other cross-domain operations, could put PLA objectives at risk even prior to the arrival of the bulk of U.S. power-projection forces.

In this scenario response, certain anti-access tactics would be used in support of an overall counter–anti-access campaign. At the same time, Taiwan must develop its own anti-access network.

Attrition versus Precision

Advocates of precision guided munitions (PGMs) have long argued that precise targeting capabilities avoid the need for the area-wide attacks that were the standard for military operations in most major twentieth-century wars. From this perception, precision appears the opposite of attrition, now a term of opprobrium in military strategy. PGMs have certainly proven themselves in the wars since Desert Storm, and—as noted—their effective application by the U.S. military in force-on-force engagements was a primary factor in convincing potential belligerents to adopt an anti-access posture. However, anti-access and counter–anti-access warfare in such a scenario as presented previously would be a combination of combat techniques and weapon systems best described as “attrition warfare conducted with precision weapons.”

A major factor is the huge number of short- and intermediate-range ballistic missiles in the PLA inventory, along with the density of the air defense systems involved. But the very nature of anti-access warfare provides incentive for saturation attacks, redundant targeting, multiple salvos, and redundant defenses. Damage effects on anti-access networks can have cumulative effects in the way that gradual chipping at the base can bring down a wall. Therefore, the objective of the anti-access network is to ensure the destruction of the counter–anti-access forces before they can get into position to commence their attacks on the network. Conversely, since multiple blows can exhaust the weapon inventory and personnel readiness of the anti-access defense, the counter–anti-access force has the incentive to maintain continuous pressure through massive attacks. Multiple simultaneous salvos can overload the information-processing or -transmission capabilities of sensors and combat systems or simply present more targets than any weapon system can engage.

With these incentives, the model may not be the one-shot, one-kill engagement that represents the growing doctrine of high-technology warfare. With high-technology systems on both sides and an ongoing struggle among stealth, deception, and detection, the model for combat may be the artillery engagements or antikamikaze “walls of steel” used in World War II. Precision (and nonprecision) weapons will be used in vast quantities as each side attempts to attrite the opponent’s forces and break their will to continue.

Assessing an East Asia Campaign: Fundamentals

As in the previous examples, it is useful to assess the East Asia scenario in terms of the fundamental and supplemental factors we have applied to the historical cases.

Despite economic developments that might place the PRC in the lead in terms of gross national product, the United States remains strategically superior (1), a circumstance that is likely to continue at least to 2050. It is not a question of military technology or overall military strength, but that the United States had developed the logistical capabilities and alliance system to be able to project power to any region in the globe. This power-projection network was developed for over sixty years after a hot war victory and resulted in a cold war victory. In contrast, the PRC cannot project conventional military power beyond its region and can only threaten the United States with a nuclear strike that would result in devastating retaliation. Unlike the Soviet Union, the PRC does not have the nuclear arsenal that could allow it to imagine conducting a decapitating counterforce first strike. In terms of a regional conflict, U.S. global responsibilities could result in diffusion of effort and an inability to concentrate its total force, but it is unlikely that all its allies would be cowed into denying critical support. The PRC cannot send its forces across the Pacific; the United States can and has.

The major geographic characteristics (2) supporting a PRC anti-access defense against a U.S. advance is both the wide expansion of ocean that follow-up U.S. forces need to travel and the reality that Taiwan, the central focus of PRC efforts, is but a hundred miles away from mainland China. The United States can transfer aircraft and move troops by air but not heavy equipment. Under all but the slowest conflict development, forward-deployed surface warships would have to operate as the joint heavy artillery and land-support platforms. Cruise missiles and air strikes would be the dominant combat forces, with close coordination/synergy in both the other domains—space and cyber. Warships would also need to function as the theater ballistic missile defense (TBMD), supplementing any that Taiwan has on land. Obviously, the maritime domain (which includes the air above) would be the predominant medium (3) for combat.

The criticality of intelligence and information (4) and the use of deception cannot be overemphasized. The nature of the maritime geography presents a broad area of maneuver space. The reach of naval weapons would determine the extent that the maneuver space could be utilized to support Taiwan. This would pose some limitations, but targeting maneuvering forces would require the anti-access network to retain access to long-range sensors and surveillance systems. They are the most vulnerable parts of the network, and it is inherently crucial that the counter–anti-access forces destroy them. Another neutralization option is to use electronic warfare and deception to ensure that they provide false information to the anti-access decision nodes. Cyberwarfare would also be applied.

During the later stages of the Cold War, the U.S. Navy routinely deployed deception units with its operating forces. But in the immediate post–Cold War era of the brief new world order, this practice was reduced. It is logical to increase resources on deception capabilities and apply the full panoply of cutting-edge modern technologies to this effort.

The potential impact of extrinsic events (5) also cannot be overemphasized. It is here that authoritarian power holds advantages over democratic states as it uses the full range of what would otherwise be considered nongovernmental tools to affect events elsewhere. Even with its global economic activities, the PRC remains a regional power without extensive alliances that it is pledged to protect. It does have to consider the effects of its decision-making on its export economy, but it need not take into consideration the views or reactions of allies and partner states—Europe for example—that might consider the status of Taiwan to be peripheral to their own interests or overall global stability. The United States has political and economic interests in many regions, some of which frequently conflict. In addition, it has it own economic health to consider. A prolonged conflict over the Taiwan Strait would drain resources on both sides.

The PRC could also take advantage of unrelated crises occurring elsewhere and attempt to conduct a simultaneous fait accompli. Many commentators have remarked that America’s recent fixation of the Middle East has blinded it to disturbing developments elsewhere. The attention spans of even the most perceptive decision-makers are limited. Extrinsic events can strain both America’s attention span and resources. Military forces might be fully engaged elsewhere or stretch very thin as an East Asian scenario unfolds.

Assessing an East Asia Campaign: Supplementary Factors

From a purely operational standpoint, strikes against regional bases (A) are almost imperative to ensure that PLA forces can swiftly overcome resistance from Taiwan without outside intervention. They would greatly magnify the potency of the overall anti-access effort. However, as previously discussed, in the longer-term political-diplomatic view such strikes could create enemies of nations that—in a scenario of gradually increasing tensions—might not choose to directly intervene in PRC actions against Taiwan. The PRC has long argued that its relationship to Taiwan is purely an “internal matter” and has passed domestic laws to justify its perspective. Strikes against regional bases would turn this “internal matter” into permanent regional antagonism.

Therefore, the use of strikes against regional bases as an anti-access tactic would hinge on the internal dynamics of CCP decision-making (as do all major political decisions in the PRC) and on an overall perception of U.S. capabilities and resolve. If the CCP calculation is that U.S. forces could interfere with a successful campaign to incorporate Taiwan and might react to its initial actions but does not have a commitment to fighting a regional war with global implications, a “surgical” strike against U.S. forces in regional bases might be attractive—particularly if it could be done without much collateral damage and many casualties. A factor here is whether the scenario unfolds as part of long-term planning or as a Falklands/Malvinas situation in which internal pressure on CCP control is becoming unbearable. In the later case, military considerations could outweigh political calculations.

The problem for the counter–anti-access force—in this case the United States with units stationed at regional bases or forward-deployed at sea—is that it cannot assume that it can determine CCP/PRC intentions. It cannot know for certain, no matter the genesis or speed of the scenario, whether regional bases would be struck. It does know, however, that the PLA has the capability to launch a determined attack on bases throughout the region and must either deter or survive such action. This again puts a premium on the ability to defeat the PRC anti-access network as a prime element of deterrence.

Also as previously discussed, there are many operational incentives to incorporate preemption (B) into a PRC anti-access campaign. The longer the prehostilities phase in a Taiwan crisis, the greater the opportunity for the United States to send forward-deployed forces into the region and place its regional forces on alert. A declared PRC naval blockade (or “embargo”) of Taiwan would not prevent the United States from landing troops and equipment by air, just as it did not prevent air traffic during the Berlin Airlift (during a road and rail blockade) and between the Soviet Union and Cuba during the Cuban Missile Crisis. In taking a page out of recent U.S. playbooks and declaring a “no-fly zone” above Taiwan, the PRC would place itself in the position of having to take the first shot—possibly at a civilian airliner.

Instead of such complications, a “surgical” preemptive attack that catches all opponents unaware can both speed the intended operational result and greatly enhance the effectiveness of the anti-access network in the case of a follow-on response.

Earlier we have described the incorporation of emerging technologies into military operations as an evolution. Weapon systems expand in terms of range, precision, and lethality as the underlying technologies upon which they are based advance. Technological innovation (C) is a factor in all war, whether it takes the form of an anti-access campaign or not. The question is: what is the relative balance of innovation between the combatants?

The United States has the reputation of holding the edge in the development of qualitative improvements to military technology. This became particularly true following the collapse of the massive Soviet military-industrial complex. But even when new technologies are protected by secrecy or export policies, the diffusion of the underlying knowledge is difficult to bottle. It is logical to assume that in an anti-access vs. counter–anti-access struggle, technological advances could create an operational advantage for a particular combatant—but that this advantage would likely be marginal in comparison to tactical prowess and resolution. It is not that tactical prowess and resolution can always overcome technological advances, a mistaken belief that doomed Imperial Japan. It is that in the modern context both sides are, to some degree, likely to have access to similar technologies. In the overall struggle of attrition using precision weapons, it is inappropriate to assume that a qualitative edge will be the decisive factor.

On the other hand, the ability to achieve cross-domain synergy (D) could be the decisive factor. Cross-domain synergy is desirable under all combat conditions. The side that can best coordinate its space and cyberwarfare assets with its maritime, air, and land forces would have the advantageous position. The traditional rule of thumb that an attacking force needs superiority at a ratio of three to one over defenders no longer applies on the modern battlefield. Rather, an attacker who can coordinate operations in all domains/dimensions can use multiple axes of approach to multiply their effectiveness. If it cannot, a capable defender has the advantage. Cross-domain synergy or its lack will always be a factor in any anti-access vs. counter–anti-access conflict.

Concluding Observations on the Scenario

The PRC is an authoritarian state in which public debate, particularly debate among military professionals, can be tightly controlled. It is therefore difficult to ascertain whether or not the strategic issues that are allowed to appear in the press reflect the development of actual PLA war-fighting doctrine. But if it does, it is apparent that the PLA recognizes that—at least for the immediate future—it must fight from an anti-access posture (no matter the term used).

Discussing how the U.S., allies, and partners could penetrate this anti-access posture in the event of actual hostilities does not “demonize China,” but it can focus public awareness of the potential for conflict and bolster deterrence of an unfortunate event. Not examining the anti-access nature of this potential could actually increase its likelihood. Breaking the anti-access wall would be difficult. Bad news does not get better when it is ignored.

Noting that technology may not be a decisive factor is not a recommendation to reduce defense research and development. It simply acknowledges that there is no one “silver bullet” that can neutralize a robust, redundant anti-access network. Technological advantages must be combined with tactical acumen, deception, and cross-domain synergy if counter–anti-access forces are to be successful. Achieving this combination requires dedicated effort and prioritization of resources.

In prioritizing these defense resources, it must be recognized that the high-intensity, attrition-with-precision-weapons combat of an East Asia anti-access scenario is the most difficult challenge that U.S. military forces could face in the near future.


Chapter 7




Southwest Asia: Asymmetrical Tactics and Economic Threats

A struggle between U.S. forces and those of the Islamic Republic of Iran fighting from an anti-access posture would have some similarities to an anti-access vs. counter-anti-access conflict in East Asia. But this Southwest Asia scenario would have even more differences. The bottom line is that Iran simply does not possess the resources of the PRC, and its anti-access network would be limited in comparison. Iran lacks the sustainability to continue a prolonged anti-access conflict against the United States. Given the current order of battle for U.S. power-projection forces and the Iranian anti-access network, under a sustained U.S. attack the Iranian network would crack in a relatively short amount of time. That is one of the reasons that Iran is pursuing the development of nuclear weapons. Used in a tactical role, nuclear weapons could be the ultimate anti-access system, obliterating regional bases, ports of embarkation, and—with reasonably accurate ISR—fleet concentrations at sea, particularly in the narrow confines of the Persian Gulf.1 Many of the weapon systems presently incorporated into the anti-access network are the same or similar to those in the East Asia scenario because Iran receives most of its weaponry from China, Russia, and through joint development with North Korea. Not all these systems are the very latest models, and many may not be as capable as those operated by the supplying nation. However, despite these similarities, the potential causes for conflict, the objectives, the nature of extrinsic events, and the overall sequence of operations would differ. Iranian anti-access operations would likely include considerable use of asymmetrical warfare tactics—including strikes against regional bases or ports of embarkation by proxy forces and terrorist groups, and there could be greater incentive for the use of weapons of mass destruction (particularly nuclear weapons if they can be developed). U.S. forces in the operation should assume that they might be under chemical weapon attack.

Details of the overall Iranian defense posture are available from a number of independent sources, such as IHS Jane’s (formerly Jane’s Defence Group), the International Institute for Strategic Studies (IISS), and the Stockholm International Peace Research Institute, and official sources such as the DOD’s Annual Report on Military Power of Iran (prepared for Congress).2 These details, such as order of battle, will not be replicated here. Rather, the focus will remain on the principles of anti-access as they apply to Southwest Asia.

Differences in the Scenarios

As a first consideration, initial geographic distances between the contending forces would be much shorter than in the East Asia scenario. The northern section of the Persian Gulf averages 130 nautical miles (149.5 miles/234 kilometers), but narrows to 70 nautical miles (80.5 miles/126 kilometers) from Dubai to the Iranian coast, and 21 nautical miles (24 miles/38 kilometers) at the narrowest part of the Strait of Hormuz. Flight times for U.S. aircraft flying from bases in the Arab states of the Persian Gulf would be relatively short, although the distance between Kuwait and Iran’s capital Tehran is 486 miles (783 kilometers). The U.S. Navy utilizes Bahrain as a major logistical and support center, routinely keeping warships—sometimes including a carrier battle group—deployed within the Gulf. U.S. air and ground forces have access to a suitable number of bases within the region. All in all, the United States regularly maintains substantial military forces a relatively short distance from Iranian territory. This would allow for considerable striking power against the Iranian anti-access network.

This does not mean the United States can be sanguine about its prospects in facing an Iranian anti-access strategy. Retired U.S. Air Force colonel Mark Gunzinger of CSBA, author of the most extensive public report on Iran’s anti-access potential, maintains that “assumptions [that] served the U.S. military well for the past thirty years . . . should not be assumed [to be] suitable for ops against capable A2/AD complexes.”3 Gunzinger identifies these “traditional” assumptions as:

       •  Close-in bases would be available for early-arriving fighters and command-and-control elements.

       •  Naval units could operate within range of their target areas.

       •  The United States would have a near monopoly on precision guided munitions.

       •  There would be no real threats to refueling and logistical operations.

       •  U.S. C4ISR networks would remain secure.4

Although Gunzinger is quite correct in identifying these assumptions as features of U.S. joint planning for post–Cold War contingencies, they have not necessarily been the traditional assumptions of naval war-fighting strategy. The U.S. Navy and Marine Corps have certainly benefited from being able to operate closer to shore and have adopted a littoral focus. And the ranges of many current naval weapons could be extended by a variety of operational techniques. It must be conceded that—overall—U.S. forces have been “spoiled” into assuming that they will operate at close range and that their bases will have relative sanctuary from attack. This has actually been a reasonable assumption given the contingencies that they have faced in recent years, with an emphasis on counterinsurgency, humanitarian assistance, and conflicts against an Iraq that did not apply anti-access techniques. It is not, however, appropriate to an anti-access environment.

Another consideration is the potential of Iran to focus on asymmetrical warfare techniques such as extrinsic attacks and the use of terrorism within the territory of U.S. allies and partners, or even the United States itself. The primary extrinsic attack would be against Israel in order to turn any conflict with the West into an Islamic jihad. This might not sway the governments of the Sunni Arab states from denying the United States base access, but it could create unrest within them. Additionally, Israel would likely conduct a counterattack, further inflaming jihadist sentiment. This, of course, might backfire if Israel and Iran trade devastating attacks. Western forces might have to enter both countries under the auspices of the United Nations in order to provide security and relief, and possibly a democratic (or at least pseudo-democratic) government in Iran.5

Terrorist attacks in Western nations remain a possibility, although organized Iranian proxies such as Hezbollah are largely confined to Lebanon and adjoining areas.6 It is hard to tell the true reach of Iranian terrorist networks, but since 1984 the State Department has designated Iran a state that directly sponsors terrorism. Most Islamic terrorist acts have been carried out by extremist Sunnis, and it is unknown how much Shiite calls for jihad would influence them.7 In any event, attempts to direct terrorist attacks against regional bases and ports of embarkation should definitely be considered part of the Iranian anti-access strategy.8 Terrorist attacks against general civilian targets could also be used to generate the extrinsic events that could distract or persuade the United States, allies, and partners from continuing counter–anti-access operations. It is unclear if the Iranian theocratic leadership—so used to denouncing the dissolution of Western society—understands the Pearl Harbor syndrome.9 Initial U.S. actions in Afghanistan after 9/11 might be instructive to them in that regard.

A third consideration—as previously mentioned—is the greater incentive for the use of nuclear weapons or other WMDs as part of the anti-access strategy. Given the imbalance in conventional weapons, Iran’s leaders appear to be adhering to General Sundjari’s edict that one should not confront the United States without possessing nuclear weapons. That does not mean that they would use a future nuke in an initial anti-access operation. As with all nuclear weapons, the power of deterrence lies in the potential for use rather than actual use, with nuclear blackmail of regional U.S. partners being the most productive objective. From the Iranian perspective, nuclear weapons could also dissuade the United States from participating in a regional conflict because of the potential for high levels of casualties. In contrast, actual nuclear use could provoke a nuclear response. Yet the potential for use as a later part of a failing anti-access campaign against a counter–anti-access force set on regime change cannot be discounted. Despite Kenneth Waltz’s deliberately provocative suggestion that an Iranian bomb would ultimately lead to a more stable Middle East peace, there can be no certainty that a messianic, potentially jihadist theocratic regime would refrain from nuclear use in the same way as the hostile superpowers in the Cold War.10 Wars of religion do not necessarily follow Clausewitzian logic.11

Another distinction that may have an effect on anti-access strategy is that Iran essentially has two rival militaries with bifurcated operational responsibilities. The Armed Forces of the Islamic Republic of Iran (IRIA) has control of the “traditional” armed forces and is charged with protecting the territorial integrity of the state. The Army of the Guardians of the Revolution—known in the West as the Iranian Revolutionary Guard Corps (IRGC)—is tasked with the “defense of Islam” and “preservation of the revolution,” which translates as the preservation of the regime. The IRGC has control over the national missile force, internal security, and the training of proxy foreign militaries; specializes in asymmetrical warfare operations; and is reported to have responsibility for operations in the Strait of Hormuz. On paper the IRGC is part of the IRIA, but in reality it operates separately and has much greater political and economic power and influence. The IRGC commander, not the IRIA commander, sits on the supreme national security councils, and IRGC veterans dominate political positions. The IRGC is also responsible for the national defense industry and runs many domestic businesses. The bifurcated defense responsibilities make it unclear as to how well all the elements of an Iranian anti-access network would be coordinated in event of actual operations. A peculiarity to the Southwest Asia scenario, it might prove to be a weakness in the outer wall.

In his study, Gunzinger refers to the unique characteristics of the Iranian anti-access strategy as “A2/AD with Persian Characteristics,” which he describes as “an asymmetrical ‘hybrid’ A2/AD strategy that mixes advanced technology with guerrilla tactics to deny U.S. forces basing access and maritime freedom of maneuver.”12 His Persian Characteristics include those discussed previously along with the use of less technologically sophisticated systems in innovative asymmetrical tactics.

One such tactic that is often suggested by other commentators (and discussed by Gunzinger but without claiming that it would be particularly effective) is the use of relatively lightly armed fast attack craft in “swarming” attacks on individual warships. This tactic is similar to attacks conducted in the Iran-Iraq War, in which the IRGC used a fleet of high-speed patrol craft, manufactured by the Swedish company Boghammar Marin AB and armed with short-range rocket-propelled grenades, to attack larger vessels. Since then, the term Boghammar has been applied to a wide range of small, improvised naval vessels. More recently envisioned is the use of multiple waves of small craft as suicide weapons, or in the form of explosive-packed remote-controlled unmanned surface vehicles (USVs), like a deadly swarm of insects. The tactic has captured the imagination of many analysts since it is presumed swarms of such vessels can be constructed at a relatively low cost—functioning as multiple Davids against a stronger, but slower, individual Goliath.13

In contrasting a likely Iranian anti-access strategy—endowed with modest resources—with that of the PRC, Gunzinger points out that the latter would have to cover much greater distances of maritime space in order to defend against an attack in the Pacific. Iran’s network can instead focus on the narrow confines of the Persian Gulf/Strait of Hormuz region.14 Earlier we noted the shorter distances as giving greater advantages (than in the Pacific) to land-based tactical aviation operating in a counter–anti-access mode. It also must be admitted that the narrower confines do potentially heighten the effectiveness of the less-dense Iranian arsenal of diesel-electric submarines, naval craft, and ballistic and cruise missiles, along with the much shorter range but denser inventory of guided rockets, artillery, mortars, and missiles—G-RAMM.

It should also be noted that Iran also has a modest inventory of medium-range ballistic missiles (MRBMs) capable of striking as far as Eastern Europe (obviously Israel as well). Most were developed with North Korean assistance but are under indigenous production. However, the actual military effectiveness of the MRBM force is unknown and suspect.15 They would probably be used as terror weapons against population centers of opponents. In any event, it is a valid observation that although Iranian anti-access capabilities—particularly in reconnaissance, detection, and surveillance—are much less robust than those in East Asia, they also have much less space to cover and, by design or default, are optimized for the narrower confines of the regional geographic conditions.

Causes of a Conflict

Throughout its existence, the Islamic Republic of Iran has expressed its hostility toward the United States because it supported Shah Mohammed Reza Pahlavi, because it supports the Arab states of the Persian Gulf region, and of course because it supports the existence of Israel. This continues despite the fact that the U.S.-led removal of Saddam Hussein provided Iran with a strategic windfall. Its most determined enemy and buffer to expansion of its regional influence was thus removed. Additionally, U.S. forces removed the Taliban from power in Afghanistan, another hated enemy who had killed Iranian diplomats.

The hostility also stems from the fact that the theocratic autocrats of Iran view the United States as an enemy of the political influence of Shia Islam and is thus the “Great Satan” that threatens the natural course of global Islamic conversion.16 A more worldly and immediate political conflict lies in the opposition of the United States and many other nations to Iranian development of nuclear weapons. The Iranian government views its development of weapons of mass destruction as a right of its statehood and a necessity for protecting its integrity and continuation of the theocratic regime.17 Most members of the United Nations are concerned with this step in global proliferation, as well as a perception that the Iranian government would willingly undertake offensive nuclear actions, such as an attack on Israel—a perception fueled by the messianic rhetoric of the theocratic regime. Since the United States has taken the lead in developing international sanctions against Iranian nuclear weapons and may or may not be responsible for cyberattacks on the Iranian weapon development infrastructure, Iranian government hostility naturally continues.18

The Iranian government also makes clear its general hostility to the Sunni Arab regimes on the western side of the Persian Gulf and its belief that it should have decisive influence over matters in the Gulf region. Like most of the Gulf states, Iran is economically dependent on oil exports, with oil constituting 76 percent of export earnings and 62 percent of government revenues.19 Like that of the other Gulf states, most of Iran’s oil travels by tanker through the Strait of Hormuz, although Iran does have coastline outside the Strait bordering the northern Arabian Sea. With sanctions imposed on its oil exports as a consequence of its continued nuclear weapon efforts, the Iranian government has periodically threatened to close the Strait if the United States or other nations take other actions against it. As a practical matter, the PRC is Iran’s largest customer and an opponent of sanctions; the closure of the Strait would therefore harm Iranian friends as well as foes. This fact has led many commentators to suggest that the Iranian threat to the Strait is overblown.20

Unlike in the East Asia scenario, there are no irredentist claims that motivate Iran toward hostility to the western Gulf states. Arab Shiites are not ethnic Persians, and the Iranian posture as the protector of Shia Islam does not necessarily translate into a controlling position in the Shiite communities in the Arab states (as opposed to being a useful source of support).21 The cause of a conflict in the Hormuz Strait region is less likely to be territorially based but rather would involve an attempt to demonstrate regional power or be owing to a threat to the survival of the theocratic regime. With the exception of the nuclear weapon issue, it would seem that outside states have little incentive to directly involve themselves in removal of the regime—and few practical means to achieve regime change. But the Iranian government’s links with groups that use terrorism as a political tactic do place it within the crosshairs of affected nations and made it a member of President George W. Bush’s controversial “axis of evil.”

Reports have routinely indicated simmering popular dissatisfaction with the theocratic regime, which some characterized in 2009 as a “green” or “velvet” revolution.22 Despite enthusiastic reports by Western media and the U.S. government’s wishful view that it would herald regime change in Iran, it became clear that the discontent did not necessarily represent a Western-inspired movement. However, the Iranian government has frequently made it even clearer that it views all internal opposition to the regime to be the work of Western states, notably the United States or Israel. In the case of a significant challenge to its authority, it is possible that the theocratic regime might make good on its threat to close the Strait—not as a means of inciting nationalist fervor—but as a means of lashing out against the perceived supporters of its internal opponents. This list of supporters could also include the Arab emirates and Saudi Arabia.

Possible Iranian actions that could elicit a U.S./coalition military response include:

       •  An Iranian attack on the Gulf emirates or Saudi Arabia

       •  Direct Iranian support for Shiite rebellions in the Gulf emirates or Saudi Arabia

       •  Iranian military intervention in Iraq

       •  Long-range or proxy attack on Israel

       •  Closure of the Strait of Hormuz in support of a military or political objective

Any initial U.S. response would include the neutralization of the Iranian anti-access network.

Shifting the Nuclear Weapon Paradigm

Tactical nuclear weapon development is meant to compliment conventional aspects of the anti-access network. Some of the implications of the Iranian quest for nuclear weapons have been previously discussed, but it is important to recognize that the possible inclusion of nuclear use as a part of anti-access strategies—a potential feature of the Southwest Asia scenario—would mark a profound shift in the nuclear weapon paradigm that has been the basis of international arms control and nuclear nonproliferation efforts.

For sixty years American (and other) strategists have assumed that the ultimate purpose of nuclear weapons is strategic nuclear deterrence: they deter the use of corresponding nuclear weapons by an opponent and ensure a general condition of peace in an environment of ideological hostility. This is the premise of Waltz’s suggestion that an Iranian bomb would deter Israel from using its own probable nuclear weapons and therefore could somehow contribute to Middle Eastern stability. But nuclear weapons as elements of anti-access introduces the premise that their use against conventional attack, or integrated with a conventional attack on a nonnuclear opponent, is a logical element of modern warfare. Many analysts have identified nuclear use as a possible aspect of asymmetrical warfare, and the relationship between the asymmetrical warfare concept and anti-access has been previously discussed in this book.23 This has the potential for making preemptive nuclear attacks in a regional war more likely than they have been in the past. This can also be the basis for a renewed global nuclear arms race.24 It has certainly spurred global interest in TBMD, itself a feature of any anti-access vs. counter–anti-access conflict.

Ironically enough, Sundjari’s premise that nuclear weapons should be sought prior to any confrontation with the United States is much less valid than it might seem at first glance. The United States maintains a strategic nuclear arsenal that would dwarf that of any of the potential anti-access states, with the exception of Russia. Nuclear weapons poised against U.S. allies or partners could have a deterrent effect on their support for U.S. actions or could even deter U.S. actions for fear of harm to an ally. But no nation that contemplates tactical nuclear use against U.S. military forces can rule out the possibility of a response in kind. From that perspective, regional neighbors would have much more to fear from nuclear weapon development than does the United States.

In any event, a situation where the same tactical ballistic missiles could have either nuclear or conventional warheads presents a dilemma for the premise of nuclear deterrence and stability. And it is a situation toward which the Southwest Asia scenario appears to be moving. It would admittedly make a counter–anti-access campaign more operationally difficult, but it would also mark a shift in assumptions concerning the likelihood of nuclear war, a likelihood that was so greatly reduced following the end of the Cold War. This time the question of what constitutes stability might be too complex to leave to professors.

Geography and World Economy

The Persian Gulf with its Strait of Hormuz is the defining geographic condition of the scenario. It would be more difficult for U.S. power-projection forces to strike at Iran from axes other than across the Gulf. And striking across the Gulf—even with a significant number of strikes by land-based tactical aviation—requires the transportation of heavy equipment and naval capabilities by sea. With the exception of nuclear weapons, the potential of Iranian blockage of the Strait of Hormuz could be its most effective anti-access tool—if it could be sustained. That is why U.S. naval mine countermeasures (MCM) are critical for any counter–anti-access campaign. Despite traditional neglect, the need for new MCM have been recognized, and the U.S. Navy, along with operational parties, has increased its MCM force and conducted a number of MCM exercises in the wake of the latest round of Iranian threats.25

Yet threats to close the Strait of Hormuz are in themselves useful tools in the simmering confrontation with the Western world because of the effect they can have on global economic fears and the price of oil. While oil shortages that would ensue from an actual closure might be alleviated by the release of oil reserves and coordination among oil-importing states, oil prices routinely spike when the Strait appears genuinely threatened, subsiding only when it is clear that the United States and its partners have sufficient forces in the Gulf region to ensure that any closure would only be temporary.26

It is also important to remember that Iran did conduct a mining campaign in the international waters of the Strait region during the Iran-Iraq War in an effort to reduce tanker traffic and the trade flow to Iraq. When a mine struck the reflagged oil tanker Bridgeton in 1987, then being escorted by U.S. Navy warships, the United States greatly increased its MCM capabilities and its overall naval presence throughout the Gulf. At that point, U.S. warships did not strike mines and had been damaged by presumably accidental Iraqi air attacks, somewhat muting the impetus to retaliate directly against Iran. But in 1988, USS Samuel B. Roberts did hit a mine, prompting a retaliatory strike against Iranian oil platforms and naval units. Iran did not opt for further confrontation, and a few months later (following the accidental downing of an Iranian jetliner by USS Vincennes) agreed to a U.N.-sponsored ceasefire with Iraq.27

The point of recalling this is threefold. First, any anti-access vs. counter–anti-access confrontation with Iran would likely involve some form of restriction of the flow of oil through the Strait of Hormuz, which would in turn have an effect on the overall global economy.28 The economic impact could function as an extrinsic event that influences U.S. decision-making, particularly if pressure is applied by the PRC and others to “suspend hostilities” in a way that leaves Iranian objectives achieved. Second, in any prehostilities phase, a threat to close the Strait could also prove a useful way of introducing extrinsic events—reactions from the world economy—without actual conflict. Finally, threats and/or actual attempts to close the Strait could conceivably have an effect opposite to strengthening Iran’s anti-access posture. It might instead strengthen the resolve of the United States and partners to break the entirety of the Iranian anti-access network in order to eliminate the threat completely. Whatever the outcome, the potential scenario continues to demonstrate the predominance of geography in an anti-access vs. counter–anti-access confrontation.

Counter–Anti-Access Activities prior to Conflict

In reality, the United States and its partners can be seen as already conducting nonmilitary counter–anti-access activities by imposing sanctions against Iranian nuclear weapon development. At the same time, Israel, another state, and/or perhaps a nongovernmental hacker community conducted cyberattacks against the Iranian nuclear development infrastructure using the Stuxnet computer worm.29 Covert actions intended to impede the Iranian nuclear weapon development process, along with operations against terrorist activities sponsored or encouraged by the Iranian government, have been referred to by journalists and commentators as “the secret war with Iran.”30

From a counter–anti-access perspective, the purposes of such political, diplomatic, economic, and covert activities conducted prior to a potential conflict are (or should be) to stem the expansion of the anti-access network, eliminate supporting intelligence and terrorist activities, and reduce the impact of extrinsic events that could be fostered by the anti-access state. The forms of these activities would not necessarily differ from those taken against any hostile forces; however, the overall objective should include reducing the inventory of anti-access tools available for use in conflict.

Many presumably unrelated nonmilitary activities can play some role in deterring an anti-access conflict or shaping its features. As an example, arms embargoes and general efforts to reduce unregulated international weapon traffic can serve this purpose, although most significant anti-access weapon systems are transferred on a state-to-state basis. But significant weapons originating in Iran and North Korea intended for Hezbollah and other nonstate forces have been intercepted. Along with the potential for preventing their use in local conflicts, this could reduce the incentive for such forces to operate as proxies or adjuncts to an overall anti-access strategy.

Admittedly such a result is largely a by-product of actions motivated by general concerns about weapon trafficking and proliferation that have no direct connection to specific war-fighting strategies, anti-access or not. This very admission illustrates the benefit of analyzing the development of anti-access strategies from a much broader context than simply addressing it as an operational military problem.

In the case of the Southwest Asia scenario, the broader context includes the internal contradictions of a governing regime whose fundamental justification appears to contradict the perceived interests of most of the national population. Expert commentators with wide differences in political philosophy have identified the fact that governing principles and objectives established by Ayatollah Ruhollah Khomeini following the 1979 revolution appear to be in opposition to historical Iranian national interests and Shiite Islam as it had been traditionally practiced. One critic has described the evolving Islamic Republic as an effort to “Arabize” Iran and eliminate Iranian/Persian national consciousness.31 Reminiscent of a “nuance” of the East Asia scenario, the dominant IRGC is formally pledged to defend Islam and the Khomeinist revolution, not the nation of Iran. Although detailed discussion of support for internal revolt is not a part of this book, intrinsic events would seem a significant possibility in eliminating the potential for an anti-access vs. counter–anti-access campaign in Southwest Asia, since the principles of participatory democracy seem accepted by the population, whose manipulation by the theocratic autocracy is relatively apparent and perhaps widely resented.32

Counter–Anti-Access Actions during Conflict

In his CSBA report and subsequent briefings, Gunzinger has mapped out recommended actions for U.S. and allied forces to take in order to reverse an Iranian closure of the Strait of Hormuz, degrade Iran’s anti-access capabilities, and “impose costs” on aggression. The plan does not call for an actual invasion of Iran, but it does suggest three other “theater campaign lines of operation” that could also be alternative approaches or even objectives of a U.S. response: countering weapons of mass destruction, arming counter–proxy groups with G-RAMM, and using unconventional warfare to bring about regime change from within.33 WMDs, particularly nuclear weapons; attacks on U.S. forces or other out-of-region targets by proxy groups; and maintenance of tight control (a curtain, if you will) over Western or non-Islamic influences (as defined by the regime) on Iranian civil society can all be considered aspects of the Iranian anti-access network, although the latter certainly suggests a nonmilitary response. In reality, such tight control does not exist today, and Iranians are not isolated from Western civil society, having contact with the large number of Iranians living in Europe and the United States. But the regime does have an infrastructure in place—through the IRGC—to attempt to impose greater control.

Gunzinger titled his study Outside-In to emphasize his view that Iranian anti-access systems, particularly ballistic missiles, have put all the regional bases to which U.S. forces could deploy at risk. His view is that strikes against regional bases (A) should be expected in any conflict with Iran. The opening phase of the anti-access campaign would therefore need to be conducted by forces “outside the reach of Iran’s anti-access threats [in order] to gain the advantage.”34 The recommended campaign would consist of three conceptually sequential actions or phases (although overlapping and possible even simultaneous):

       1. Dispersing and deploying U.S. forces (primarily air forces) to secure staging bases located outside the range of Iranian missiles

       2. Blinding the enemy to “shrink the anti-access threat ring”

       3. Creating “enabling pockets of air and maritime superiority . . . to create lodgments near [the] Strait.”35

Initially outside-in operations would be conducted by long-range attack aircraft/bombers operating from secure bases and cruise missiles operating from warships in the Indian Ocean. Operations would be conducted from multiple axes. This would be supported by electronic warfare, cyberwarfare, and nonkinetic attacks in other domains. The attacks would focus on sensors and other means of targeting the counter–anti-access forces. As this blinding operation unfolds, attacks could be conducted against command-and-control and weapon system concentrations, particularly air, naval, and missile bases and air defense systems, using precision guided munitions. PGMs are reasonably assumed to ensure low civilian casualties, although there are no indications that the Iranian population, with nationalist sentiment, would consider that a sufficient justification to turn against the regime.36

Once the information-denial operations, command dissolution, and SEAD and destruction of coastal defense begin to take effect, “joint theater entry operations”—formerly known as amphibious assaults—would be conducted in areas where Iranian forces could continue to hazard the Strait, such as near-Strait littoral regions and Iranian-held islands in the Gulf.37 The objective would be to force the Iranian regime to acknowledge that it does not have the power to block the Strait and to renounce such efforts in the future. With sole focus on counter–anti-access operations, Gunzinger does not attempt to define a detailed end state following the operations.

Assessing a Southwest Asia Campaign: Fundamentals

Assessing the Southwest Asia scenario in terms of the fundamental elements verifies the previous discussion of the scenario and its characterization as an anti-access conflict. One nuance needs to be acknowledged, however. An anti-access vs. counter–anti-access struggle would logically be conducted on multiple axes and combat would primarily consist of missile, countermissile, aircraft, and counteraircraft operations. It is more appropriate to consider the maritime environment (the Strait, the Gulf, and the Iranian littoral) as the focus of the operation rather than the predominant medium (3) for combat operations. In this case, the geography of the region demonstrates its defining characteristics in the narrowness of the water space. Naval forces would be significant elements throughout operations and would be primary in conducting the objective of securing the Strait. But the air over land would be the initial, and likely most difficult, battleground until the Iranian anti-access network is suppressed. Ultimately, the struggle—assuming the cause is closure of the Strait—would revolve around the maritime environment, and there is no argument that the analytical model would be invalid.

Clearly the United States is and will remain strategically superior (1) to Iran in terms of political, economic, and diplomatic strength, military technology, and overall military strength, and continue to have the logistical capabilities and alliance system to project power to any region in the globe. In contrast, Iran cannot project conventional military power beyond its region and can only directly threaten the United States through terrorist attack. It is even less likely that Iran could cow U.S. partners into denying critical support. Iran recently sent two warships into the Mediterranean with much publicity, but that was a strategically insignificant act for a navy that cannot sustain itself.38 It is the imbalance of military power that drives Iran to an anti-access strategy, including its desire for nuclear weapons. Whatever its rhetoric concerning the weaknesses of the West, the Iranian regime clearly recognizes the strategic superiority of the United States and a U.S.-led coalition, and seeks methods of neutralizing it within the Middle East region.

The geographic characteristics (2) of the Persian Gulf region and the predominance (3) of the maritime environment as the focus of operations have already been discussed. The status of the maritime domain of the Gulf (which includes the air above) would be the likely casus belli, and (with the exception of Iraq and Syria) it separates Iran from those states which it most greatly desires to influence or control. Iran can strike the Gulf states with missile attacks, but its troops would still have to cross water in order to exert control.

As in all anti-access warfare, the criticality of intelligence and information (4) and the use of deception must be emphasized. There is a much greater imbalance in this regard in comparison to the East Asia scenario, with the United States possessing considerable advantages. But it is conceivable that another state could share information with Iran that could bolster its awareness of the further reaches of the battle space. In any event, sensors and information systems remain the most vulnerable parts of the network, and it is always inherent that the counter–anti-access forces destroy them or feed them false or deceptive information. Cyberwarfare is an integral aspect of this effort.

The potential impact of extrinsic events (5) is difficult to judge. Iranian diplomacy would obviously seek to sunder the United States from its allies and potential partners, but a closure of the Strait would have global effects that would not seem to support the Iranian position. Many nations—including the Gulf states—appear to be publicly uncomfortable with the prospect of a U.S. or Israeli preemptive strike on Iran’s nuclear development complex to prevent its acquisition of nuclear weapons, even if they are concerned about the results of such proliferation. But that does not mean they would countenance Iranian control over the Strait.

The use of terrorist attacks by IRGC agents or proxies in nations that might support U.S. forces should be expected. But such attacks are just more likely to galvanize support for action against the Iranian regime than suppress it, particularly if final U.S. objectives remain on par with those of the Gulf War.

A corresponding crisis in some other part of the world could conceivably take the focus off the Gulf region, but it would have to be a particularly catastrophic event, such as a war in the Taiwan Strait.

Assessing a Southwest Asia Campaign: Supplementary Factors

Strikes against regional bases (A) are expected elements in any Gulf region anti-access struggle. If the United States were not a factor, such strikes could be carried out against the Gulf states with relative impunity. They do not currently possess the capability to strike back, which is, of course, why they rely on U.S. support. Making regional bases untenable could delay U.S. forces, though not defeat them. But in absence of nuclear threats, it seems the only Iranian action that could come close to gaining the time for attrition and/or extrinsic events to have any effect.

Although there are operational incentives to incorporate preemption (B), a preemptive strike by Iran in the Gulf region would hold echoes of Pearl Harbor as a tactical surprise but a strategic failure. A preemptive attack would simply confirm the arguments that the Iranian regime constitutes a regional, even global danger and provide the justification for an extensive, perhaps regime-changing response. But as in a Taiwan crisis, the longer the prehostilities phase, the greater the opportunity for the U.S. to deploy forces into the region and place its regional forces on alert. Yet it could be that drawing greater U.S. forces into the region would be a key element of Iranian strategy, with a sudden strike on regional bases intended to be a morale-shattering blow that would curb popular support for American intervention. It would be unlikely to succeed, but again it is one of the few actions that provide time and allow attrition. Technological innovation (C) would not seem to be on the side of Iran under any circumstances, although possession of nuclear weapons could be seen as a technological innovation for the IRGC. Access to advanced military technology from other nations would have to occur prior to conflict, and U.N. sanctions are intended to prevent it. As porous as sanctions may sometimes be, the chance that a “war-winning” innovation would be transferred to Iran is very, very slim. Iran’s most persistent military development partner is North Korea.

Iran can be expected to use existing weapons in asymmetrical ways—sidewise technologies, as they have been described. But success would require a pretty complacent opponent.

The ability to achieve cross-domain synergy (D) should be a great advantage for the counter–anti-access forces of the United States, allies, and partners.

Concluding Observations on the Scenario

The Southwest Asia scenario presents all the aspects of an anti-access vs. counter–anti-access campaign. It does have specific “Persian Characteristics” shaped by limited anti-access capabilities and much tighter geography for maneuver. Practical aspects of AirSea Battle are still a mystery, but it seems logical that the same emphasis on an air and naval response applies to the scenario. Like a potential conflict with the PRC, there is simply no cause for conflict with Iran that would seem to necessitate major land operations. Regime change from without—even if that were seriously considered as a U.S. policy—would be immensely more difficult than in Iraq, which had a much less stable regime.

As suggested by Gunzinger, some operations on land in the littorals by U.S. Marine expeditionary forces, special operations forces, and airborne troops might be necessary to neutralize short-range weapons threatening the Strait of Hormuz, but they would most likely be limited in scope. In a Strait of Hormuz closure situation, Western objectives would most likely mirror the first war against Iraq (liberation of Kuwait) rather than the second. It is a stretch (and perhaps even a bit facetious) to suggest that a participating coalition might even include PRC forces, but in terms of the economic value of oil flowing from the Gulf, closure of the Strait would have an even greater impact on the PRC (as well as Japan and South Korea) than on the United States.

A conflict over nuclear weapon development or initiated by a collapsing regime would present different problems, but it is difficult to see how a successful counter–anti-access campaign would need to be followed by major ground combat. Ground combat would face other geographic constraints, because Iran is essentially bisected by mountain ranges and does not present the almost limitless, flat desert terrain of Iraq. The population of Iran is over three times the size of Iraq and does not appear favorable to “liberation by outside forces.”

Anti-access operations by Iran would largely be offensive in nature—consisting of missile attacks on regional bases and U.S.-supporting states, as well as naval forces that could be reached.39 A closure of the Strait would essentially be a preemptive action, but it is difficult to see how the Iranian regime could think that it would retain control given the relative imbalance in military capabilities. It is unlikely that other states would accept the fait accompli and pressure the United States not to respond in the hope that a “deal could be reached.” Terrorist attacks by proxies on the United States would embolden American actions rather than be discouraging extrinsic events. But as noted, the United States and its allies do not have a clear understanding of the actual decision-making process of the theocratic regime, and if motivation were to match the routine messianic and hostile rhetoric, a counter–anti-access campaign might need to become a reality.

Gunzinger recommends a “more balanced mix of short-range and long-range capabilities for surveillance and strike,” which is a euphemism for stating that the U.S. Air Force and, to some extent, the U.S. Navy have invested too little in long-range bombers and attack aircraft and too much in shorter-range fighters (such as the F-22, now F/A-22), which are optimized for air-to-air combat from regional bases or near-shore carriers. That appears a most reasonable recommendation for increasing the effectiveness of U.S. counter–anti-access operations in the scenario. Complementing that, he suggests increasing the hardening of the bases existing in the region with the understanding that hardening against attack has limitations that do not make it a substitute for increasing the range of the overall counter–anti-access force.

Gunzinger also expresses concern about the falling numbers of submarine missile-launch tubes as the result of the decommissioning of the four converted nuclear-powered guided-missile submarines without replacements programmed for around 2025. He describes his recommendation for strengthening U.S. undersea-warfare/land-attack capability by modifying the current U.S. attack submarine design to increase its missile load as “almost a no brainer.”40 From a counter-anti-access warfare perspective, it is hard to disagree with his recommendation. The obvious requirement is the appropriate allocation of resources, always a struggle in the face of competing requirements.

The likelihood of the Southwest Asia anti-access scenario can be called into question based on the illogic of the Iranian regime prompting such a conflict. The chance of a successful outcome would be very small. But the Falklands/Malvinas situation remains instructive. Under grave internal pressure, the theocratic leadership might give in to its own messianic rhetoric or search for a nationalistic way of regaining popular support. Certainly a crisis in the Gulf could be manipulated to gain popular internal support. The spiraling outcome could easily be the anti-access vs. counter–anti-access conflict outlined previously.


Chapter 8




Northeast Asia: Cognitive Anti-Access and Threats of Nuclear War

In terms of regime survival, the self-styled Democratic People’s Republic of Korea, or North Korea, is the most successful totalitarian state in human history. Totalitarian states seek to control the very thoughts of their population. Based on the assessments that can be made, the Kim Il-sung dynasty has exceeded its predecessors by establishing an overwhelming personality cult.1 Even at its height, Nazi Germany was unable to eliminate such potential centers of opposing belief as the organized Christian churches. Church leaders could be co-opted or sentenced to destruction in concentration camps along with non-Aryan “subhumans” such as Jews, but the institutional framework of organized religion, a framework that taught beliefs contrary to a totalitarian worldview, was never fully subdued. With an official state religion of atheism, the Marxist-Leninists of the Soviet Union were more successful but faced the additional problem of ethic diversity—in which religious tradition plays a part. In contrast, North Korea’s government appears to have destroyed religion itself.2

As a totalitarian state, the North Korean regime is a natural enemy of democratic governments, because the very principles of democracy argue the immorality of the totalitarian approach. In a globalized world, nearly universal access to information is the gravest threat to totalitarian governments—if other societies can succeed without such severe governmental control, what is its justification? The justification, of course, is war, which is why North Korea’s regime maintains itself in a perpetual state of preparation for war—with the Republic of Korea (South Korea) specifically, but the entire world if necessary.

In order to maintain the internal cohesion necessary for perpetual war preparation of an entire society, the primary great wall that must be constructed is one against access of outside thought. This is the first sense for which it can be said that North Korea maintains a strategy of anti-access of the mind. A more formal term could be cognitive anti-access. The North Korean regime has constructed a deglobalized, counterintelligence state that can literally be more easily penetrated by a stealth bomber than it can be by a stray thought.

Whether or not such a regime can be perpetuated in the future is a serious debate, but what must be recognized is that it has survived for almost seventy years, which includes, more importantly, twenty years beyond the end of the Cold War. In the 1990s, with the democratic world heady with the thought of the “end of history” and the “inevitable” downfall of all tyrants, it was assumed that collapse of the North Korean regime was just a matter of time. From the perspective of the 2010s, that does not seem quite as clear.

Cognitive Anti-Access

Expanding the term anti-access to include cognitive factors might seem impractical, somewhat presumptive, even unstrategic. After all, anti-access was developed as a military term, a way of describing strategies or campaigns that could physically keep away an opponent who would be very hard to defeat in a battlefield force-on-force engagement. But describing mental processes or effects as a part of the anti-access concept is in keeping with the realization that successful anti-access strategies utilize diplomacy, negotiations or pseudo-negotiations, public relations, soft power, and other forms of nonkinetic deterrence or persuasion to buttress their military posture. Such nonkinetic deterrence or persuasion efforts are also the primary tools used in encouraging the extrinsic events that may prove distractive to strategically superior opponents. Additionally, cognitive anti-access is an obvious part of the regime’s grand strategy.

For an analogy for those who might question the usefulness of the concept to strategic planning, one should think of radio silence, emission control, and stealth. Radio silence is an old term but widely recognized as referring to a posture in which all communications are avoided. Units operate autonomously, communicating (perhaps) only at close range via visual signals. The term emission control applies radio silence to all systems that transmit in some medium, such as radar, active sonar, and electronic countermeasures. The term stealth is now well known, designating systems designed not to be detected or that are minimally detected by radar or other sensors. The point of these features is to remain undetected by the enemy. It does have an obvious drawback in that the unit under such conditions cannot utilize its own active sensors but must detect the enemy by means of passive sensors or passively receive information from a distant command source. North Korea is a state that maintains tight emission control so that the outside world cannot detect what is happening internally, and so those within must rely on a command source—those around the Kim Il-sung dynasty—for their information on what lies outside their borders. This is cognitive anti-access.

The North Korean Wall

Thinking in terms of cognitive anti-access is also justified by our observation that the great walls of history have often fallen owing to internal conflict. Since totalitarian states are all about preventing even the thought of internal disagreement or conflict, they cannot allow breaches of their cognitive barriers without fearing some repercussion or recognition of the need for internal political adjustment. The extreme lengths to which the North Korean regime has gone to prevent the intrusion of the ideas from the outside world is very well documented. The implication of these efforts is that the regime perceives uncontrolled ideas to be naturally generating the internal opposition it fears. Given the nature of life within North Korea and the shockingly stark contrast with conditions in South Korea, the regime’s fears would seem quite accurate.

In order to ensure that internal opposition does not develop or will not survive, cognitive anti-access is supported by the songun policy, literally “military first,” in which national resources (as well as food) is first directed to the military before being distributed—such as it is—to civilians. Loyalty to the regime is paramount, and most important is the loyalty of the military. Although armed with aging equipment, North Korea boasts the fourth largest military in the world in number of troops, kept in readiness for a conflict with the South.

This wall is far from defensive or passive. North Korean armed forces routinely engage in provocative, often deadly incidents against the South. The torpedoing of the South Korean warship Cheonan in March 2010, killing forty-six sailors, is but one of the most recent. Incidents have included a commando raid attack on the South Korean presidential compound in January 1968 in an effort to assassinate the president. The Kim Il-sung dynasty ordered at least four other presidential assassination attempts, killing the first lady in 1974. The latest known attempt was in 1983 in Burma in which twenty-one people, including three South Korean cabinet ministers, were killed. In August 1976, Americans were shocked by the ax murders of two U.S. Army officers while trimming a tree in the Demilitarized Zone. The list of such incidents is a long and bloody one.

The attacks help maintain the constant warlike tensions on the Korean Peninsula, justifying the militarization of North Korean society—to which the incidents are portrayed as provocations by the South. They also make the North Korean regime feared, which is another layer in its wall. North Korea has been able to avoid retaliation by South Korea and the United States because it holds a trump card in conventional deterrence. Seoul, the capital of South Korea and its largest city, is within artillery range of the North. North Korea has the largest artillery force in the world, with about 13,000 “tubes” and 2,300 multiple-rocket launchers. Approximately 65 percent of the North Korean ground forces are located near the South Korean border, along with 80 percent of “aggregate firepower.”3 It is estimated that the North Korean military is capable of firing 500,000 artillery rounds into Seoul in one hour, which would destroy at least one-third of the city and kill thousands.4 The warning time for the civilian population would be about forty-five seconds. Also, North Korean artillery is capable of firing chemical and biological weapons rounds. Even with an immediate military response, the South’s war would start without a capital city. That fact, combined with unpredictable violence, is yet another layer in the North Korean wall.

Ballistic missiles are another offensive strength of the wall. North Korea has had a ballistic missile development program for over forty years, aggressively building its own variants from Soviet designs. It has tested short-range, intermediate-range, and intercontinental ballistic missiles (SRBMs, IRBMs, and ICBMs, respectively), and after at least one failure appears to have successfully launched a satellite using an ICBM in December 2012.5 North Korean ballistic missiles are capable of hitting targets in most of the western Pacific region and out to Hawaii and Alaska. Satellite launches via ICBM are likely a developmental effort in increasing range to the U.S. West Coast. It is not known whether North Korea has been able to perfect a nuclear missile warhead, but that appears a clear goal.

Another layer is the protection afforded by the Peoples’ Republic of China. PRC leaders may not appreciate North Korean brinkmanship, but they have consistently provided political and economic support for the regime, have attempted to dissuade retaliation, and have only occasionally permitted diplomatic condemnation at the United Nations. North Korea is not the perfect client state, but the continued existence of the regime apparently suits PRC interests.

Since 2006 North Korea has added the ultimate layer to its wall: nuclear weapon capability. Since its inventory of nuclear weapons is small and likely to remain so in the near future, this threat is buttressed by what appears irrational behavior on the world stage. The North Korean government has engaged in a pattern of diplomatic behavior that has been described as “bizarre,” combining threats of war, provocative military incidents, and weapon tests with negotiations ostensibly promising a stop to further nuclear development for economic aid. Interim agreements last briefly, usually collapsing once the regime achieves but some of its objectives. This unpredictable behavior enhances the threat of its nuclear force by appearing to reject the Cold War paradigm of stable nuclear deterrence, causing potential opponents substantial concern as to how far the North Koreans are willing to escalate any confrontation. As the IISS describes it, North Korea “has effectively tried to foster the impression that it would take suicidal actions as a last resort if faced with a military threat to extinguish its regime.”6

The North Korean anti-access wall can be summarized as consisting of:

       •  Cognitive anti-access: totalitarian control over its population

       •  Routine military provocations intended to supplement diplomatic activities

       •  Massive conventional and possible chemical/biological threat to Seoul

       •  Ballistic missile forces capable of striking regional bases and developments to increase targeting range

       •  Nuclear weapon development program with a small number of weapons already assembled

       •  Unpredictable politico-military and diplomatic behavior

       •  Diplomatic cover and economic support from the PRC

Weaknesses in the North Korean Wall

The primarily physical gap in the North Korean anti-access wall is air defense. Reliance on offensive systems for their anti-access posture, including nuclear weapons, is quite logical owing to weaknesses in North Korean air defenses. North Korea does possess an integrated air-defense network with hardened sites and buried communication systems, but the actual systems are older Soviet surface-to-air missile (SAM) systems with a great reliance on antiair artillery. Some of the SAM systems have had upgrades and are likely to have war reserve frequencies that have not been electronically collected by U.S. ISR systems. Yet the overall effect of the network is marginal. As an air-defense expert notes:

The primary issue facing the [North Korean] air defense network is one of age. While the equipment may still be serviceable, none of it is a major threat to a modern air arm. [North Korea] desperately needs an infusion of modern air defense systems if it is to remain viable in the 21st century. The S-75 and S-125 [North Korea’s longest-range SAMs] have been faced multiple times by modern air arms since 1990 and have consistently been defeated by current tactics and electronic warfare techniques and systems. Iraq, Afghanistan, and Yugoslavia all possessed these systems and they were all defeated.7

The offensive-oriented nature of North Korean forces is a likely means of offsetting the air-defense disadvantage. This posture is also “dictated by the doctrine that ‘attack is the best form of defence.’”8

Another speculative weakness in the wall is the downward spiral of life in North Korea. Reports that the civilian population is undernourished are widespread and well documented. The North Korean regime appears almost totally indifferent to famine and other shortages of goods induced by its military-first policy. Perhaps as many as 1 million North Koreans died in the great famine of 1995–1998.9 Countless North Korean refugees flee to China despite the fact that the PRC forcibly repatriates them to face imprisonment and torture or—depending on the number of attempts—execution. North Korea maintains the largest network of political prisons in the world today, holding hundreds of thousands either temporarily or permanently. Crimes punishable with hard labor include allowing a portrait of Great Leader Kim Il-sung to gather dust or humming a South Korean pop song.10 As Victor Cha notes, “the only reason that we cannot claim that North Korea is the worst human rights disaster in the world today is because we are not allowed to see the extent of it.” Tight government control over all information ensures that “the victims are faceless and nameless.”11

To Western observers it seems almost incredible that the North Korean people have suffered and continue to suffer such treatment without attempting to overthrow the regime. There have been reports of assassination attempts on the Kim dynasty, even by members of their personal guards. For over twenty years, analysts of North Korea and scholars have repeatedly predicted that it is but a matter of time before the country implodes, but the regime has defied such predictions up to the present. Yet—as the history of great walls indicate—there still remains the potential that the pressure that is occurring outside the wall concerning nuclear weapon development and human rights can encourage a buildup of pressure within the wall. Moreover, the need for economic assistance and expertise from South Korea may eventually lead to an opening up of North Korean society as a by-product.12 Whether such pressure will result in the removal of the regime, the destruction of Seoul, a conventional war in South Korea, or even a spasmodic nuclear strike is quite unknown—which is exactly the uncertainty the regime’s unpredictable behavior is designed to foster. This potentially loose section of wall is plastered over with the threat of grave danger.

Cause and Course of a Conflict

Nevertheless, the most likely cause for a regional conflict is the North Korean regime’s need to preserve or justify itself in the face of internal opposition. External opposition certainly has not moved the regime to change all these many decades. Even more than the Iranian theocracy, the North Korean regime views all potential internal opposition to be inspired and controlled by outside states (particularly the United States and South Korea). Adding to the situation are the facts that the Korean War of 1950–1953 has never been ended by treaty and that the North Korean regime continues to proclaim itself to be the government of all Korea as ordained by the scientific inevitability of Marxism-Leninism and the isolationist ideology of juche. As noted, a constant war footing is the justification for the existence of the regime, as well as its source of internal and external power.

Since it is improbable that the North Korean regime would survive a full war, particularly if it were to engage in an orgy of destruction, North Korea opts for the military provocations/incidents that are serious enough to keep up the atmosphere and pretense of war but below the threshold of eliciting a major military response. There is always the chance, however, that its calculation could be off, bringing about the major military response and the full war that it has been careful to avoid thus far. Political science literature tends to identify the precipitation of war with miscalculation, paving the way for popular interpretations about “wars no one wanted.” This perception is flawed, since many of the wars described were situations in which the aggressors wanted the fruits of victory, even if they did not want the deaths of their own citizens or destruction of their own resources. The North Korean circumstances are akin to this. It is on a war footing, it has turned its society into an armed camp poised for war, it is willing to threaten attacks, and it commits warlike acts, but it sees itself immune to retaliation. If the North Korean regime pushes beyond the envelope of others’ restraint, it is difficult to say it reaped a war it did not want to sow.

The two potential causes for conflict that stand out are:

       •  A significant threat to survival of the regime through internal opposition

       •  A provocative incident that creates significant death or destruction, followed by apparent outside moves to curb the regime

As feared, a war would likely begin with a North Korean preemptive attack on Seoul, South Korean and U.S. military bases in Korea, ports of debarkation, and regional bases that can support U.S. power-projection forces.13 Ground forces would predominate in actions near the Korean Demilitarized Zone (DMZ), but ballistic missiles would be the primary tool for the first strike against bases and ports. The second tool would undoubtedly be SOF, which North Korea maintains in great numbers. Fighting initially from the defensive, South Korean, U.S., and allied forces would rely heavily on TBMD, on land and sea. The United States has chosen to develop the naval Aegis system as its primary forward-deployed TBMD system, and most of South Korea would be covered by seaborne systems—but only if the TBMD-capable ships can be swiftly deployed into position. This puts a premium on intelligence and warning of a pending attack.

The counter–anti-access phase would begin even before stabilization of combat conditions in the South, as allied strike assets (cruise missiles and tactical aviation) are targeted against WMD locations, ballistic missile sites, command-and-control centers, and North Korean troop concentrations on both sides of the DMZ. Rather than a robust anti-access defense against such strikes, allied forces would encounter the world’s largest series of tunnels and buried and hardened facilities acting as a passive defense. Such facilities have been constructed throughout North Korea for almost all the years of its existence and long have been considered the major obstacle to the defeat of North Korean forces. However, some analysts now believe that a number of hardened sites, particularly ones associated with air defense, are susceptible to “bunker busting” PGMs.14

The priority for allied strikes would definitely be locations of WMDs and ballistic missile launch sites, since they would be the most potent anti-access weapons, although the accuracy of North Korean ballistic missiles can be questioned. It is not certain that their primary targets would end up being South Korean—or even Japanese—cities.

Another anti-access factor for North Korea would be the actions of the PRC, not necessarily for military support, but for diplomacy during and after hostilities. It does not seem in China’s interest to become involved in a replay of the 1950–1953 war, and it is unlikely that it would. But it is likely that the PRC would exert diplomatic and economic pressure to “foster peace” and end hostilities prior to a complete defeat of the North Korean regime. Whether or not this effort could be successful remains speculative.

It is interesting to note that if the PRC or Russia supported South Korean/allied actions, it would enable the allies to conclude the war even quicker, since almost all of North Korean anti-access defenses and offensive forces are positioned toward the South, and attack from the Chinese or Russian axes would be unexpected.

Assessing a Northeast Asia Campaign: Fundamentals

A North Korean anti-access campaign would rely almost exclusively on offensive characteristics since it does not possess the more sophisticated anti-access weapon systems of the PRC or even Iran. The offensive nature is also a reaction to the fact that South Korea’s primary ally, the United States, is so clearly strategically superior (1). The primary geographic characteristic (2) that could enable the offensive approach is the fact that, as noted, Seoul would be within artillery range of North Korean forces from the start of their operations. Other characteristics that could influence ground anti-access actions (but could also inhibit offensive actions) are the mountainous ranges that make up much of the northern portion of the peninsula and that would channel attacking forces into three major passes in any north-south movement. Since the passes could also inhibit forces moving from south to north, access to North Korea by sea would be important. Knowing this, the North Korean regime has apparently stocked up on naval mines and minisubmarines.

As in the 1950–1953 war, ground combat would be the primary mode of combat, which appears to contradict our discussion of the sea as the predominant medium (3). However, heavy forces would need to flow by sea from the United States, Japan, and other allied nations. Also it should be noted that it was an amphibious assault at Inchon that was the most significant strategic move of the 1950–1953 war. North Korea does not appear capable of attacking maneuvering ships at sea, giving naval forces the sort of immunity it has experienced in post–Cold War engagements. In addition to Tomahawk strikes, carrier aviation should be able to play a significant role in the counter–anti-access campaign, particularly if North Korea does successfully strike regional bases. In any event, the Northeast Asia scenario can be considered the exception to the rule in regard to fundamental #3. In fact, given the emphasis on cognitive anti-access, one could argue that the predominant combat medium would be within the minds of the North Korean population.

As in previous cases, the criticality of intelligence and information (4) and the use of deception would be a major characteristic. Arguably it would be the most important characteristic because knowledge that an attack is imminent would allow preemptive allied strikes on North Korean nuclear weapons, other WMD locations, and ballistic missile sites. This could greatly reduce the ensuing death and destruction in a modern Korean War, as well as allow U.S. power-projection forces to flow into the theater with minimum impedance. Of course, this would also require good intelligence and information on the locations of nuclear, WMD, and missile sites, and the ability to penetrate North Korean deception efforts to deny such knowledge.

One medium that might prove an advantage to North Korean forces is cyberspace, because their very limited use of the Internet and information systems in general makes them much less vulnerable to cyberattack than South Korea, the United States, Japan, and others. Reliance on space systems could also be a vulnerability for the United States, particularly if North Korea were to utilize an atmospheric nuclear blast to create EMP effects. Again, the result would have much less effect on North Korea than on the counter–anti-access forces.

Extrinsic events (5) could indeed be a factor, particularly based on the actions of the PRC and possibly Russia. Whereas North Korea seems powerless to influence events that would take attention away from its own actions, the PRC and Russia do have the potential for diplomatic, economic, and even military actions that could take global focus away from a Korean conflict, at least for a while. Conflict in the Middle East could also be a complicating factor, creating the situation of two major theater wars that was the major planning scenario for U.S. forces in the immediate post–Cold War years. This scenario has been discarded as a viable planning mechanism for more than a decade, and responding to it would stretch U.S. forces far beyond what is currently anticipated.

Victor Cha argues that—for all practical purposes—extrinsic events are what have always protected the North Korean regime from retaliation for its military provocations in the past:

The world has watched North Korea slowly build a ballistic missile and nuclear weapons program over the past because the world can’t be bothered with North Korea. The weapons are undeniably dangerous to the United States and its allies, but ultimately, an Israeli-type attack—whether in 1981 in Iraq or in 2007 in Al-Kibar, Syria—is not likely in North Korea because the issue simply does not rank highly enough in U.S. priorities. . . . Thus, when North Korea threatens, the pat response is to “park” the issue: avoid a military conflagration (because it is just not worth fighting over) by diverting attention to other important issues, and put it back on a negotiations track to prevent another crisis. This “relative crisis indifference” syndrome in Washington has saved North Korea countless times and given it benefits through negotiations rather than punishment for its misdeeds.15

This reliance on extrinsic events (or lack of will) as its primary international anti-access tool is disturbing not only for the outcomes of the individual provocations, but because of the potential sense of immunity it may have provided the North Korean regime. It is this sense of immunity that could prove the most significant cause of a “miscalculated” full-scale conflict.

Assessing a Northeast Asia Campaign: Supplementary Factors

Strikes against regional bases (A) and preemption (B) are very likely factors in the Northeast Asia scenario. Without striking regional bases, of which there are a number in Japan used by U.S. forces, there seems little that North Korean forces could do to prevent allied air operations over their territory. Strikes on regional bases would slow down the flow of U.S. forces into the region. The North Korean regime would aim for capitulation of the South Korean government or, before additional heavy U.S. forces could gain position, an armistice with its gains intact. Preemption is a natural tactic for an offensive-heavy anti-access posture that hopes to generate the “shock and awe” that might cause a wavering strategically superior power to decide that it is too costly to intervene. With a firm treaty relationship with South Korea, it is unlikely that the U.S. government would waver, but such might not be part of the North’s calculus.

Preemption could also be a tactic used by the counter–anti-access force if it had certain intelligence that an attack was imminent, in order to neutralize WMD and ballistic missiles and destroy conventional forces poised to move southward. Of course, the tight control of information and deceptive measures by the North Korean regime is intended to prevent any such intelligence. Intelligence efforts versus deception and counterintelligence is an ongoing struggle on the Korean Peninsula today.

Although it extremely unlikely that North Korea could gain an edge in technological innovation (C) over the United States, innovation is a factor in that North Korea has demonstrated its ability to use sidewise technologies and reverse-engineering to develop its own indigenous missiles.16 It has also benefited from the illicit network of nuclear weapon information created by Pakistani scientist A. Q. Khan.17 At the same time, it has proliferated its indigenous missile systems, providing ballistic missiles to Iran for use as part of its own anti-access network. Iran, in turn, has tested the missiles and presumably has provided the test information to North Korea. This mode of technological innovation is what has built the most potent of its offensive weaponry.

Achieving effective cross-domain synergy (D) does not seem to be within the capability of North Korean forces. Undoubtedly it has created some form of cyberwarfare force, and its opponents are much more vulnerable. However, it cannot exploit space—despite recent attempts at satellite launch—and its aviation assets are no match for those of either South Korea or the United States. Its navy is optimized for coastal defense and SOF insertion, and would focus on countering any amphibious assault, but it would not be survivable in intense maritime combat. Given the relative inaccuracy of its ballistic missiles, it would be difficult to use them in direct support of ground operations. Their value is against fixed regional bases or urban areas.

In contrast, South Korean, U.S., and allied forces could achieve a degree of cross-domain synergy to allow them to coordinate defensive and offensive actions. They would need to in order to neutralize North Korea’s potential for nuclear use.

Concluding Observations on the Scenario

A potential anti-access vs. counter–anti-access engagement in Northwest Asia presents stark contrasts with other scenarios. In terms of its domestic circumstances, North Korea would seem the most likely candidate for an implosive destruction of its great wall by forces within the state. On the other hand, it holds the tightest control over its population and has constructed cognitive anti-access barriers to prevent even the most benign of outside influences. In terms of longevity, it is truly the most successful totalitarian state.

Its air defenses, considered a mainstay for anti-access networks, are integrated but relatively weak, a vulnerability when facing modern combat. But it makes up for this weakness with its offensive systems—including ballistic missiles, potentially with nuclear warheads—and its ability to accept great risks in its provocative actions. With the PRC as a patron (whether a reluctant one or not), the North Korean regime appears to have the confidence that it can threaten and bluff its potential opponents while it pushes at the edges of conflict. At the same time, an obvious goal is to develop a ballistic missile capable of striking the continental United States in order to back up the threats and bluffs.

The defensive capabilities generated by the long-standing South Korean–U.S. military alliance do seem to have consistently deterred an invasion. Like Imperial Japan, North Korea could not survive a prolonged active conflict. Logically it would have everything to lose in provoking an actual war. Yet the danger of war is inherent in its more risky actions, and it is uncertain whether the Kim Il-sung dynasty truly understands the psychology of its potential opponents. Additionally, it is more than willing to portray itself as willing to engage in destructive revenge if the regime is in danger of collapse.

Whether the wall could be cracked without nuclear use by the North Korean regime is an open question and the question itself one of the most potent aspects of its anti-access network.


Chapter 9




Central Eurasia: Russia and the Near Abroad

If a military conflict between the PRC and the United States would be a war like no other, a war between Russia and the United States would be a global disaster that could end with a nuclear conflagration. Although Russia’s overall military forces are greatly weaker than those of the former Soviet Union, it not only maintains a formidable nuclear arsenal but has devoted considerable resources to modernize it. The fact that overall Russian forces are much weaker is, in fact, the reason for the strategic force modernization. It is the one area of military strength that allows the Russian government to perceive itself as a great power—if no longer a superpower on par with the United States, at least equal to the other permanent U.N. Security Council members in terms of global influence.

In terms of conventional forces, however, any potential conflict between Russia and NATO (or even perhaps Russia and the PRC) would take on aspects of an anti-access vs. counter–anti-access struggle. This is not only because of the limited range of Russian power-projection capabilities, but also because the most likely sources of conflict would be crises in Russia’s “near abroad” (areas of the former Soviet Union/Warsaw Pact) in which Russian forces might seize and attempt to hold territory. Like in Abkhazia and South Ossetia—breakaway regions of the Republic of Georgia that are recognized by Russia as independent states—there are major tensions and large ethnic Russian populations within many of the now-independent former Soviet republics. Russia has proclaimed itself the protector of these Russian populations (ironically similar to Imperial Russian protection of the Slavs in the Ottoman Empire, which resulted in numerous wars).

Additionally, it is apparent that the Russian government expects the former Soviet republics to maintain a degree (or at least appearance) of subservience to Russian national interests. Thus when NATO expanded into the Baltics and Eastern Europe, Russia under the leadership of Vladimir Putin perceived it as a threat to Russia’s historical influence over its neighbors—a last bastion of its conventional global influence. NATO membership for Georgia or Ukraine became an intolerable possibility that the Putin regime was determined to prevent. At the same time, Western support for Kosovo’s de facto independence from Serbia, a traditional Slavic protectorate of mother Russia, was perceived as a “lesson learned”: the West would support the breakaway of unhappy, ethnically repressed regions from the sovereignty of the less-democratic former members of the communist Warsaw Pact—most specifically Russia itself. Therein lies the motive for Russian intervention in Georgia’s military efforts to reincorporate Abkhazia and South Ossetia. Russia could argue that the West set the precedent with Kosovo, but at the same time it could protect the two regions that had desired to remain part of a Soviet Union and had become, in effect, members of the Russian Federation no matter their status under international law. Russia has fought its own wars to retain Chechnya, a situation with some uncomfortable parallels to Kosovo.1

One can argue over whether the primary focus of Russian foreign policy is the eventual reintegration of the former component states of the Soviet Union into a closer association with Russia and possibly becoming part of the federation. But in any event, perpetual president or premier Putin has identified the United States—with or without the collective support of NATO—as Russia’s main great power antagonist and blames it for the “color revolutions” that have threatened to replace autocratic regimes in the former Soviet republics. In the Military Doctrine of the Russian Federation (adopted by presidential edict on 5 February 2010), the first in a list of “the main external military dangers” is “the desire to endow the force potential of the North Atlantic Treaty Organization (NATO) with global functions carried out in violation of the norms of international law and to move the military infrastructure of NATO member countries closer to the borders of the Russian Federation, including by expanding the bloc.”2

Some of these post-Soviet regimes have not been particularly supportive of Russian foreign policy or Putin’s ambitions. However, a threat to neighboring authoritarian governments is inevitably an existential threat to the tightening authoritarianism occurring in Russia itself. As has been previously stated, it is difficult for an authoritarian government to justify its structure and practices to its own population when there are nearby democratic states that appear to be flourishing. As Russian journalist and Carnegie Endowment scholar Lilia Shevtsova writes, quoting retired Russian major general Vladimir Dvorkin, “what does the Russian anti-NATO faction fear? General Dvorkin had a straight answer: ‘The process of joining NATO is a process of democratization that will lead to a civilizational schism between Russia and its neighbors if they join the Atlantic bloc.’”3

Russia’s recent economic improvements are centered on resource production, which—despite its current earnings—is a very narrow base from which to create long-term growth unless great effort is made to encourage diversification. Although undertaking economic reform—primarily reduction of the political influence of some of the 1990s oligarchs—Putin’s foreign policy focus has definitely been the retrieval of the great power status of the former Soviet Union. Peacetime military activities that were not conducted during the Boris Yeltsin era and are reminiscent of Cold War practices have been reestablished, such as long-range bombers’ overflight of U.S. aircraft carriers during open-ocean transits, renewed emphasis on strategic nuclear ballistic missile improvements, movement of theater ballistic missiles—possibly with nuclear warheads—into Kaliningrad Oblast, and military intervention in Georgia.4 Much of this may relate directly to justifications for greater authoritarianism and centralization of power. Shevtsova maintains that “the Russian campaign to intimidate the West, backed up with ‘light artillery’ on television [hostile rhetoric], has yet another goal: to lay the groundwork for a monumental distraction if the domestic situation in Russia begins to deteriorate rapidly. The militaristic rhetoric, symbolism, and pageantry (for example, the Russian navy’s port call in Venezuela in 2008, or the fly-bys over American warships by Russian fighter jets) are clearly intended to create an enemy that Russia will bravely confront when the Kremlin finds itself unable to pull the country out of a future crisis.”5

It is the situational parallels to the motivation of the Argentine junta’s initiation of the Falklands/Malvinas War that brings us toward assessing a potential conflict in Russia’s near abroad in terms of anti-access. There are, of course, important differences, the most important being that Russia is immensely more militarily powerful than 1980s Argentina and—if the conflict involves NATO members—the crisis could be on a global scale.

With this in mind, the very brief discussion that follows is not intended to “demonize” Putin’s Russia or suggest that a conflict with NATO is a probability. I will let others judge that in terms of local tensions, Putin’s rhetoric, and the basis for the Russian government’s opposition to NATO’s development of a TBMD network oriented toward Iran. Assessing a possible conflict in terms of anti-access is intended to illustrate the concept, not be predictive.

Assessing Russia as an Anti-Access State

Earlier we discussed the Soviet use of an anti-access approach as their primary naval strategy for a global war. We have also suggested that the Iron Curtain represented a political, economic, and ideological great wall. Although the current Russian regime would not describe its defense posture as being anti-access in nature, there are anti-access features. More important, Russia is the developer and supplier of many of the weapon systems that have been adopted by others into their anti-access networks, particularly integrated air defenses and cruise missiles.

Assessing Russia as an anti-access state is bound to be controversial on a number of levels. Russian government officials would undoubtedly be insulted to have the anti-access term associated with their military posture. The term implies weakness, and the Russian government has done much in recent years to reestablish the appearance of military strength on a par with that of the United States, at least in terms of strategic nuclear forces and military technological development.

Another reason is the argument that contemplating a conflict with Russia “causes” the Putin regime—like the PRC—to view the West with even more hostility and potentially take an even firmer stance against anything perceived as a U.S. objective. This view is extremely America-centric in that it assumes that public discussion in the United States somehow controls the behavior of the Russian government or that the elites do not understand Western freedoms of the press (as opposed to just not liking them). Instead the causes are internal. Shevtsova not only maintains that anti-Western actions are an effort to justify other failures of the regime, but that “there are a few more explanations for Russia’s menacing growls on the world stage. The architects of Russian foreign policy are betting on two things. First, they hope they will be able to intimidate the West into giving up perceived incursions into Russia’s spheres of influence. They even succeed sometimes, and if you succeed once, you’re all the more likely to try again. Second, they hope that even if the West doesn’t buy Russia’s threats, it will still support the Kremlin’s game in order to preserve good relations.”6

Political Anti-Access

In nonmilitary terms, anti-access to the near abroad is an element of Russian grand strategy. The Russian government hopes to control the access of other nations, particularly the West, to the Eurasian states of the former Soviet Union. Economic development in the region by multinational corporations may be desired but only on Russian terms. Russia has many political and economic tools to convince the Eurasian states to limit their connections to the West. Military aid is one. Recently Russia agreed on a $1.1 billion military aid package to Kyrgyzstan.7 At the same time, it announced a $200 million plan to upgrade Tajikistan’s air defense system, probably with the objective of tying it into Russia’s own air defense system.8 Economic dependence is another. For example, almost one-half of Tajikistan’s gross domestic product (GDP) comes from remittances from Tajikistani citizens working in Russia.9

The results have included extensions of Russian leases on military bases in the Eurasian states, and some suspect that it has also enabled it to restrict U.S. regional influence resulting from the use of bases to support logistics for the war in Afghanistan.10 In February 2009 the government of Kyrgyzstan ordered the closure of the Manas air base to transiting U.S. forces, although it later agreed on a renegotiated lease. Settled for more money, the settlement also paralleled the announcement by President Barack Obama’s administration of its “reset policy” for better relations with Russia.11 Washington has also been hindered in stabilizing logistical bases for Afghanistan in other Central Asian states because of its criticism of authoritarian crackdowns on human rights. Russia has seen fewer such problems in its relationship to the authoritarian-tending regimes. Returning to General Jumper’s old statement that access is not an issue when one involves “the vital interests of the nation you want and need as a host,” it would seem that most of the Central Asian states have concluded that their vital interests do not necessarily lie with the United States, particularly after the planned termination of Afghanistan operations in 2014.

There are two ironic developments in this. The first is that Putin himself has advised NATO not to leave Afghanistan, probably out of concern about spillover effects if the Taliban once again takes power.12 Another explanation is that he views NATO/U.S. involvement in Afghanistan as an extrinsic event that diverts attention from elsewhere, such as Georgia or Russian human rights abuse.

The second is that in order to gain support for his efforts to keep NATO out of Central Asia, Putin has acquiesced to opening it to Chinese influence through participation in the Shanghai Cooperation Organization (SCO).13 The PRC is likely to be even more aggressive in eventually replacing Russian influence than the United States.14

Right now it is Russian government policy to limit U.S. political and economic access to Central Asia, perhaps the most conflict-prone of its near abroad. The tools include military aid, economic development, access to energy, political support for authoritarian-tending regimes, and potentially including them in Russia’s own air defense and anti–ballistic missile network.

Grand Strategy and Potential Scenarios

Military anti-access as but one element of grand strategy has been a theme of this book. In the case of Russia and its near abroad, the Russian government has no desire to have an actual war with NATO. It simply wants NATO and others to recognize that it considers the near abroad to be its own sphere of influence in which the desires of out-of-area powers have much less sway. It also looks for defense in depth from any imagined foe, with surrounding countries providing it—a sort of mirror image of European efforts to have a buffer to the influence of Bolshevik Russia in the 1920–1930 era. Shevtsova writes: “NATO enlargement is a threat not to Russia but to the Russian regime and elite, who want to create a cordon sanitaire of failed or weak states around them. For the elite, who organizes its power around the search for enemies, NATO is the optimal foe.”15

Having failed or weak states as an anti-access buffer is a gamble, because it holds the risk of regional instability that can spill over to Russia itself. On the other hand, the benefit is that weak states are logically more pliable and can be induced to support Russian foreign policy objectives and military posture. Perhaps the greatest danger is that foreign policies of NATO or other Western states now embrace some degree of intervention in humanitarian crises in order to alleviate human suffering and restore stability. This liberal goal may prompt involvement in crises within the near abroad, particularly if the Russian government is hesitant to act or appears to be siding with forces that perpetrate atrocities such as ethnic cleansing.16

The desire for a buffer may confuse Western observers who remember Yeltsin-era cooperation or early Putin support for Western efforts on counterterrorism. However, closer observers maintain that such cooperation did not represent the general trend—grand strategy, if you will—of post-Yeltsin foreign policy. As Shevstova says, “the fact that Russian elites were waiting for U.S. ‘deliverables’ [economic compensation and end to NATO expansion] proved that they still viewed their endorsement of U.S. policy and their partnership with the United States as some kind of deviation or as a concession to the United States, but not as a strategic course for Russia.”17

Tying together the threads of the previous discussion, we can say that the current Russian grand strategy includes:

       •  Maintaining the current integrity of the Russian Federation

       •  Maintaining internal control by current elites

       •  Expanding Russian influence over the current abroad

       •  Protecting Russian minorities within former Soviet states

       •  Resisting any expansion of membership by NATO

       •  Resisting any expansion of influence by NATO/the United States in the near abroad

       •  Maintaining the deterrence effect and political influence of Russian nuclear capabilities

       •  Improving the conventional capabilities of Russian military forces in order to have the potential for successful intervention in the near abroad

       •  Improving the status of post-Soviet Russia as a great power

The Russian grand strategy contains anti-access elements and logically promotes an anti-access posture concerning the territory of its perceived sphere of influence. In itself, it does not necessarily lead to an actual conflict. But a conflict scenario can arise from three possibilities.

First, a state within Russia’s perceived sphere of influence may not desire to remain there. This could be a description of Georgia or Azerbaijan. If Russia were to contest their political alignments by force, this could create an anti-access vs. counter–anti-access confrontation if outside nations intervene.

Second, the Russian government might apply pressure on its neighbors in order to support an objective of Russian minority populations. This has apparently already happened in Estonia, with many experts maintaining that the Russian government conducted a “cyberwar” against the Estonian economy. This is particularly dangerous in that most of Russia’s European neighbors—such as Estonia and the other former Soviet Baltic nations—are members of NATO, collectively pledged to each other’s security.

Third, a potential conflict could be the result of yet another Falkland Islands–type crisis, as Shevtsova suggests. In order to divert popular attention from domestic failures, the Russian government might decide to “defend” against perceived enemies in an aggressive manner. Whatever this action might be, the relative weakness of Russian forces compared to a collective NATO would require activation of anti-access networks.

Military Anti-Access Capabilities

A complete detailing of the Russian conventional order of battle is outside the scope of this book. It is sufficient to note that Russia has a number of weapon systems that could be components of a robust anti-access network.

Foremost of course is its production of integrated air defense systems. In range and tracking capacity, the Russian S-400 air defense system is state-of-the-art. Obviously its true capabilities can only be ascertained in actual combat operations, but it appears comparable, perhaps even superior to Western systems in overall ground air defense (although not necessarily in TBMD). The Russian military is shifting from its previous S-300 systems, which remain highly desirable exports, and the Russian government has announced that the S-400 will be deployed on its southern border.18

As previous discussed, Russia retains ASAT capabilities and has a substantial number of satellite assets that can be used for detection, surveillance, and reconnaissance. It has outstanding cyberwarfare capability with proven effectiveness, as well as significant electronic warfare systems. The former-Soviet military was particularly practiced in concealment and deception, and there is no reason to think that such knowledge has evaporated from the Russian armed forces.

Russia also produces fourth-generation fighter aircraft and is developing a stealthy fifth-generation multirole fighter, the Sukhoi PAK FA/T-50, to rival the USAF F-22. Its military-industrial complex is but a fraction of that of the former Soviet Union, but its military engineering capabilities are competitive with those of the West, particularly in design. Its military technical innovation is superior to that of the PRC, with the result that the PRC has routinely reverse-engineered Russian designs that it has acquired.

The Russian navy is plagued by maintenance and acquisition problems, one of the reasons it has opted to purchase Mistral-class amphibious assault ships from France. However, Russia does maintain the elements of a sea-denial navy, with both nuclear- and diesel-powered attack submarines and a large stock of sophisticated naval mines inherited from the Soviet navy. It has recently made efforts to revitalize the navy’s extensive long-range naval aviation bomber force, which was the outer rim of the Soviet Union’s efforts to ensure NATO aircraft carriers could not approach its nearby waters.

Although the number of systems is nowhere near former-Soviet levels and the quality and training of its personnel remain suspect, Russia’s anti-access warfare capabilities are admittedly formidable and will likely continue to increase, given current policies.

Assessing a Central Eurasia Campaign: Fundamentals

At first view, the Central Eurasia scenario does not seem to fit all the fundamentals we have used to describe the basis for anti-access strategies. It is true that in a conflict between Russia and NATO or between Russia and the United States only, NATO/the United States would be strategically superior (1) in terms of the quality of conventional forces. Russia does retain a formidable nuclear arsenal, probably still larger in throw-weight than that of the United States, and Russia remains a greater strategic nuclear threat than the PRC. However, we have defined strategic superiority in terms of the ability to project power from one region to another. Russia is currently unable to project sustainable military power beyond the near abroad. A power-projection military—such as that of the United States—would be strategically superior in these terms.

Geographic characteristics (2) play a role in forming the Russian military posture. Invasions of Russia from Europe have always benefited from the flat plains extending from Germany into Poland and Belarus. Russia has traditionally traded territory for time in order to allow for attrition and/or extrinsic events to sap the will as well as strength of invading forces. It is often remarked that the Soviet Union engaged in the most difficult fighting of World War II and much suffering, and so deserves significant credit for Hitler’s defeat. However, it must also be admitted that without the extrinsic event of the western Allies’ potential landing and return to the continent, Hitler might have been able to pour even more resources into the eastern front and break Soviet resistance. The geographic characteristics of Europe are one of the reasons that Russia seeks aligned buffer states in an effort to gain more depth.

The geographic characteristics of Central Asia are different and include mountainous regions interspersed with desert. It presents a more challenging direction of approach, with the exception of the Black Sea littoral, which provides access to the steppes—another reason for attempts to keep Ukraine out of NATO. Where geographic characteristics hinder access to the heartland, Russia can utilize smaller forces in order to hold off the enemy while it concentrates most of its forces in the more open west.

The maritime domain would not be the predominant medium (3) for much of the combat in any scenario involving landlocked states (although naval cruise missiles and aircraft could operate as in the Afghan conflict). Most of the combat would involve ground forces. However, maritime capabilities would remain the enabler in moving the power-projection forces into the region and sustaining them from a sea base if regional bases are not available.

Again, the criticality of intelligence and information (4), particularly through the use of satellite reconnaissance, would suggest that the conflict could spill into space as well as cyberspace. Unmanned air assets may be effective information-gathering substitutes, but Russia is probably the state most capable of shooting down drones. Of concern to both sides would be the possible destruction of the national technical means of verification (NTM) by which strategic nuclear weapon–capable systems are monitored. This could be a primary cause for a local conflict to become a global one, with frightening results. Russian emphasis on strategic nuclear weapons thereby becomes an anti-access tool: attempting access to intervene in the near abroad might trigger much worse consequences.

There are a variety of extrinsic events (5) that Russia could utilize to dampen enthusiasm for intervening in its near abroad, one of which is a general European dependence on Russian oil and natural gas exports. Germany and several other nations are attempting to reduce this dependence, but control over natural resources does give Russia influence over the surrounding economies. As has been suggested, Russia may encourage U.S. involvement in such places as Afghanistan in order to keep American attention away from its own actions—although U.S. forces operating closer to Russia than Afghanistan may be nearer than desired. Russia could try to fan hostilities elsewhere or bolster anti-American attitudes. It is hard to ascertain any other reason for the visits of Russian warships to Venezuela, not normally a spot of Russian military interest.

Overall, it is the strategically superior power-projection capability of U.S. forces, buttressed by the overall military assets of NATO, that ensures any conflict in the near abroad would take on anti-access characteristics.

Assessing a Central Eurasia Campaign: Supplementary Factors

The supplementary factors that have been used for previous evaluations are useful in mapping out the probable elements of the Central Eurasia scenario. Strikes against regional bases (A) are likely to be nonkinetic “strikes”—that is, political, economic, and latent military pressure to persuade regional states from allowing Western nations to have effective base access. Precrisis access to regional bases might be allowed for logistical transport to Afghanistan but without the defensive capabilities that would allow even a measure of security from attack. Such access—which is really intended to further Western involvement in an extrinsic event (Afghanistan)—could be a hostage to acquiescence to Russian activities elsewhere. Although the need for such logistical support centers may fade after 2014, the principle of providing limited access to regional bases that are, in effect, under the control of Russia is an interesting variant in achieving the objective. Like in previous examples, the front line in the anti-access effort is to ensure that out-of-the-region forces never have access to regional bases.

Preemption (B) may be less of a factor in a Central Eurasia scenario, since conflict would likely occur only after long-simmering disputes. Rather than preemption, a fait accompli that occurs while global attention is turned toward other crises could be considered the optimal tool in establishing a successful anti-access situation. If out-of-the-region powers cannot react until the anti-access state has already achieved its objective, they are faced with a calculation as to how much effort must be expended to reverse the gain and whether such effort in a marginal region—one not part of their core strategic values—is worth it. If Imperial Japan had simply moved into former French and Dutch possessions and avoided U.S. or British territories, would the United States have declared war on Japan—even if it knew that it would eventually win any prolonged conflict? That is a question to which historians might turn their attention.

From the perspective of a detached, clinical observer, the technological innovations (C) applied in the scenario would be rather interesting. NATO members and Russia are the world’s top innovators in military technology. It has long been surmised that NATO maintained a qualitative edge over Soviet-era military technology, which Soviet forces mitigated through quantity of systems. Although the West does appear to possess the edge today on both accounts, it is difficult to ascertain in peacetime how wide or narrow the edges might be. U.S. naval strength—based in part on advanced technologies—remains superior to that of Russia, but that would seem natural given the geographic characteristics of both states. U.S. ground force technologies appear superior, supported by clear advantages in training and personnel qualifications. Russia remains much more competitive in missile and aircraft technologies, both traditional strengths from the Soviet era.

As in the East Asia scenario, a full-scale anti-access conflict would take the character of attrition warfare using high-technology weapons. Under such circumstances, the side that most effectively blends tactics and technologies would have the advantage.

Such a blend is dependent on cross-domain synergy (D) because full-scale combat would cross all mediums and domains. Preventing destruction of civilian infrastructure while maximizing military striking power might be a particular feature of this scenario, since it would be logical for both sides to want to keep actual combat localized in the near abroad and away from the populations and core infrastructures of the homelands. To achieve such restraint requires particular skill in coordinating cross-domain operations, ironically applying limits in ways that do not completely dissipate the overall synergy.

Concluding Observations on the Scenario

Including this scenario in a study of anti-access might seem quite a distance away from the particular assumptions of the AirSea Battle concept or other sustained discussions of anti-access challenges. But any conflicts in the Russian near abroad that involve outside powers or alliance networks such as NATO will inevitably have anti-access characteristics. The Russian government would seek to avoid the potential for outside interference and limit access to the region in any way that it can. Prior to hostilities, this would involve diplomatic, economic, and military assistance activities, once more highlighting the fact that countering anti-access is not simply a military problem.

This scenario does not follow the analytical patterns for anti-access strategies that we have established through the evaluation of other examples, primarily in the predominance of the maritime environment (3) as combat space. But that is dependent on the size and scope of the conflict. Any near abroad crises that escalated into a major NATO-Russia conflict would involve the maritime environment as a combat space, as well as a primary medium for access to the Russian periphery. Perhaps the inclusion of the scenario will prompt other services to look at the anti-access problem in new ways and not simply focus on the narrow, traditional confines of area denial.

Whether the scenario escalates into a much broader conflict is largely dependent on which countries Russia considers appropriately in its sphere. The conflict with Georgia did not broaden because Georgia was not a NATO member and NATO/U.S. attention and commitment remained elsewhere. Most of the Central Asian states are not well connected to the overall global economy and have not developed formal alliances outside their regions. But a crisis that involves the Baltic republics—all NATO members—whose economic successes seem a challenge to the Russian model and who contain often glum Russian-speaking minorities, would broaden swiftly. If critics of Russian policy such as Shevtsova are correct that the primary motivation of the Russian government in portraying NATO as an enemy is to ensure that there will be a distraction in time of domestic failure, a Falklands/Malvinas-type crisis is easily envisioned. Such a possibility deserves serious analysis and not simply for its logical anti-access characteristics.


Chapter 10




Breaking Great Walls: Issues of Modern Counter–Anti-Access Strategies

It is more satisfying for both author and reader to conclude with recommendations rather than questions. But there is no shortage of specific recommendations concerning what the U.S. and its allies and partners should do about anti-access warfare. Rather than simply add onto the pile, this book—taking more of a scholarly than advocacy approach (for better or worse)—concludes with some issues for consideration. Discussion of these issues, however, should provoke recommendations or at least some thinking about options for policy. The questions that are asked are posed in the context of both the conceptual arguments and past examples of anti-access and counter–anti-access strategies.

Lessons from History

The emphasis in this book has been on understanding the concept of anti-access in respect to the lessons of history in order to try to apply these lessons to modern scenarios. This is by design because it is an approach that has not been done before. Studies of modern anti-access scenarios have cited historical examples, but they have been poorly developed and in some cases are simply poor examples meant to fill space. Cynically one might say that everybody likes to cite history, but few really want to study it in detail. This book does not study the cases in the detail they deserve, but hopefully it will inspire others to look at these and similar campaigns, and determine whether the anti-access concept truly describes the strategies involved.

It is recognized that some analysts of modern anti-access scenarios will dismiss this approach because—well—it’s old history. Who really cares that the ancient Greeks used an anti-access approach to defeat Xerxes? What does defeating the Armada with short-range and highly inaccurate cannon have to do with antiship ballistic missiles that can range a thousand nautical miles? Doesn’t technology trump history?

Modern Anti-Access Strategies Represent Evolution, Not Revolution

In historical terms, changes in military technologies are rarely a revolution in military affairs. They are evolutions in military affairs. They are interpreted as revolutions from hindsight, similar to the way historians of the 1800s determined that there had been a Renaissance in Europe. Leonardo da Vinci, for example, did not know he was in a Renaissance; he simply tried to innovate designs and improve existing things.1 Those who write about past revolutions in military affairs often make it seem that the changes occurred rapidly and that those involved recognized the obsolescence of past practices and discarded them (or foolishly clung to the obsolete practices). Those who point to such examples as tanks making cavalry obsolete give us the impression of obstinacy, fixation with tradition, or downright stupidity on the part of those wanting to retain the technologies of the past. There has always been some of all three in military affairs. However, in many cases older technologies did not instantly fade away, and for good reason—they proved useful under circumstances for which the new technologies are not optimal. They are also useful when a certain number of systems inevitably fail during a full-scale battle in which the enemy tries to destroy those systems. Those who push for rapid change and are willing to rapidly discard “legacy” technologies are not always giving us good advice.

Returning to the case of cavalry, an often cited case of obstinacy in the face of new developments is that of Polish cavalry charging German tanks in World War II. It never happened. The idea started as Nazi propaganda. What really happened in the infamous incident was that Polish cavalry drove off German infantry, and then the infantry unit called in the panzers to drive off the Poles. The Poles wisely retreated into terrain in which the tanks could not follow. Not to flog a horse, the Germans themselves—although fathers of the blitzkrieg—used cavalry very extensively on the eastern front and in partly mountainous areas where tanks could not operate. In fact, the Germans intended to bring horse-drawn field artillery across the Channel in Operation Sea Lion. Draft horses weigh much less than tanks and trucks, and are easier to load onto small barges. It was old technology that could do something that the new technology could not do. Unfortunately for Poles, much of their territory is flat plain on which tanks could operate. In mountainous Afghanistan, U.S. Special Forces personnel rode horses with the Northern Alliance in initial campaigns. New technologies have to fit the circumstance. Rather than revolutions in military affairs, there are evolutions in military affairs, and this applies to anti-access strategies.

Technology Not the Sole Answer

Why is spending time with this evolution-versus-revolution debate important for understanding anti-access strategies? There are at least two reasons. First is the fact that for every technological advance in anti-access systems, there is invariably a countermeasure. Antiship ballistic missiles could potentially strike, possibly even sink, an aircraft carrier, but the joint force could put deception systems on every ship to imitate an entire fleet of carriers. Does the enemy have enough ASBMs to target every vessel, all of which are moving? Much has been written—mostly in media reporting and on op-ed pages—that implies that aircraft carriers are obsolete in the face of anti-access systems.2 They might become so if we are not smart. To be smart, we have to study anti-access networks seriously from a tactical perspective and not be fixated on the threat (or acquisition) of new technologies.

There are new technologies. They must be studied. Countermeasures to them must be developed. There are significant issues, such as the fact that the operating ranges of carrier-based aircraft have actually shrunk since the Cold War and having to operate the carriers closer to land can make them more vulnerable. But to continue the carrier example (because it applies elsewhere), that does not make the concept of carrier operations obsolete; it calls for naval aircraft (and UAVs) with greater range. In the face of modern anti-access networks, all tactical aircraft need greater range. Discarding so-called legacy systems or concepts without first trying to operate them in new ways and with new improvements is not logical. Greater range might be achieved with a different mix of aerial refueling capabilities. “Transformation” can be a good thing. It can also be bad. In comic books and movies, Bruce Banner transformed into the Hulk and became much stronger, but this was not a good thing. The sky is not falling because of modern anti-access technologies.

The second and even more important reason is that, as the historical examples indicate, military technology is rarely a decisive factor in the anti-access/counter–anti-access struggle. Radar did provide RAF Fighter Command with an advantage over the Germans in the Battle of Britain. The Germans misunderstood the importance of radar to the overall anti-access network and suspended the strikes that were specifically conducted against the radar sites. Airfields were always a more important target to them. Radar itself did not win the battle or eliminate the threat of Operation Sea Lion. It was German reluctance to press the attack—a reluctance that they hardly showed elsewhere—in the light of extrinsic events (the desire to focus on the eastern front) that eventually determined the result. The Luftwaffe suffered badly, but so did the RAF. Much worse for the Germans was their continuing faith in their cryptologic technology, a development that failed them. The Allies’ ability to read Enigma dwarfed the importance of aircraft characteristics. The effective dissemination of SIGINT to the operational commanders and the Double-Cross System of turned German spies represented brilliant operational successes rather than advances in technology. With the exception of atomic weapons, it was the Germans who made the greatest advancements in military technology—witness their V-1 and V-2 missiles and jet aircraft. Fortunately they appeared too late to significantly strengthen the German anti-access network. The wall was already breaking.

Commitment and Extrinsic Events

What has beaten counter–anti-access efforts is not weapons or technological advancements or innovative tactics. Rather, it has been a wavering of the out-of-area state’s commitment to the operation owing to a concern for extrinsic events.

In the case of Gallipoli and the Dardanelles, the British-led forces were in a difficult situation. Part of this was owing to a lack of initiative on the part of the field commanders. But it was not simply the casualties that caused the war council to fold. Many more soldiers were sent to their deaths charging against entrenched machine guns on the western front. The Turks could not push the ANZAC and other troops into the sea. The ships sunk were not first-rate. Younger, more energetic naval officers had innovative plans to renew the naval assault in the Straits. British submarines were operating in the Sea of Marmara.

What caused the British to make the decision to desist was the fact that the counter–anti-access campaign against Turkey was a sideshow and not in what they viewed as the decisive theater. It was a good idea if it could be done swiftly. From this perspective, the casualties and lack of progress were not worth it. Given the routine political instability in Ottoman Turkey, the Turks were being pushed to the breaking point. They had active plans to burn down Constantinople rather than let it be captured—hardly a sign of confidence. The British did have fears that German supplies (and possibly more personnel) would be shipped to reinforce the Turkish forces, and some artillery did arrive there when the campaign was over. Yet a creative mind could have argued that German supplies to Turkey meant fewer flowing to the western front. Perhaps Churchill did argue such. Nevertheless, the potential results of a successful, but prolonged campaign were just not that important to the British decision-makers. In contrast, the Allies broke the walls of Fortress Europe and the Japanese Empire with a will that could not be dissuaded by the length or costs of the fight.

We have argued that counter–anti-access campaigns often turn into battles of attrition as well as maneuver. That is certainly an appropriate depiction of the Allies’ counter–anti-access efforts in World War II. In the modern setting, this might not mean attrition in large numbers of personnel, rather attrition in weapon systems, sensors, and platforms. Million-dollar missiles will be fired off in the hundreds. Aircraft and ships will be lost. Satellites will be destroyed. One must ask whether the commitment to take apart modern anti-access networks—to bring down the wall piece by piece—will be present in “wars of choice.” That is a question this book cannot answer, but we all have our suspicions.

Counter–Anti-Access and Deterrence

Suspicions that a commitment to counter–anti-access campaigns is questionable in the modern scenarios do not necessarily rule out the necessity for investing in counter–anti-access systems. In 2012 President Obama made a commitment on paper to do so. This makes sense from the perspective that the primary purpose of the U.S. Armed Forces is not to fight wars, but to deter war.

The requirement for nuclear deterrence is still a factor in international security, particularly with potentially messianic states such as Iran and North Korea in possession of nuclear weapons. We don’t really know if deterrence or forbearance has prevented nuclear war. We do know that there hasn’t been one. Being logical, we must assume nuclear deterrence worked in the Cold War and probably does today.

On the issue of the effectiveness of conventional deterrence, there is doubt. Conventional deterrence—that is, deterrence maintained by nonnuclear weapons—is fiercely debated. Conventional wars have occurred even when one of the potential opponents appeared to have a preponderance of destructive power. In the case of Saddam Hussein’s invasion of Kuwait and the Argentine junta’s invasion of the Falklands, it is apparent that neither expected a military response to their actions even though their potential opponents possessed superior forces.

Yet based on historical experiences concerning the outbreak or prevention of war, we must assume that conventional deterrence has some degree of effectiveness.3 Even without resorting to game theory or elaborate modeling, the property of deterrence is eminently logical and has everyday domestic counterparts. It is well known that effective law enforcement has a deterrent effect on crime. The often quoted passage from the Roman strategist Vegetius that “those who want peace must prepare for war” has been handed down through the ages because it is what many, perhaps most people believe. And belief is the mental basis for deterrence.

In practical applications, one asks about the deterrent effect of counter–anti-access capabilities under modern conditions. If, for example, the PRC thinks that U.S. forces could penetrate anti-access networks and prevent it from a clean victory in forcibly annexing Taiwan, would it choose to risk an attempt? If the PRC thinks that U.S. forces could not penetrate anti-access networks and would not be able to operate effectively past the two island chains, would it choose to try? What if the CCP is under tremendous pressure from a sinking economy or domestic unrest and desires to demonstrate some sort of legitimacy? Intention is a difficult thing to predict, but it should occur to even the most casual observer that the second belief (U.S. inability to penetrate)—even if it is inaccurate—provides greater incentive to act than does the first (U.S. ability), if forcible annexation of Taiwan is a firm goal.

On the other hand, deterrence involves much more than military strength. What effect does the economic relationship between the PRC as manufacturer and the United States as consumer have on the CCP’s calculus? Would the PRC’s forcible annexation of Taiwan result in the loss of access to the global market? Is Taiwan worth that? Is intervention against such an action in the economic interests of the United States? More importantly, do CCP decision-makers think that the U.S. government does or does not view intervention as being in accord with its economic interests? Nevertheless, in the face of such questions, it remains logical to assume that the ability to counter and penetrate an opponent’s anti-access network has a deterrent effect on any decision to go to war.

In the cases of Iran, a more authoritarian Russia, and a xenophobic North Korea, deterrence may require different tools. Economic sanctions appear to have effects on Iran but not on North Korea. Skilled diplomacy may be the most valuable tool in negating Russian tendencies toward regional anti-access policies, because it appears that the Russian government’s foremost objective is to maintain its appearance as a global power, no matter the behind-the-scenes regional activities. A conflict centered on Iran has different implications than one on North Korea. And a conflict with the PRC or Russia may have dire global results.

As we have noted, viewing deterrence as the primary purpose for developing and maintaining counter–anti-access capabilities is problematic for efficiency experts and budget “bean counters.” Investments need to be made in the hope that the resulting acquisitions are never used in combat. That is true of all military acquisitions and particularly true during periods of economic downturn and for systems optimized for “attrition with precision weapons” scenarios. Deterrence must be credible, but since no one really knows what makes it credible, debate will always ensue. A prudent strategist might argue that the most credible deterrent is the latent capability to defeat the enemy—in this case, break through the anti-access network. But that is often a hard sell, particularly concerning conflicts that “no one wants.”

Anti-Access as an Element of Grand Strategy

Describing anti-access as an element of grand strategy may provoke a degree of push-back on two accounts. First would be the reaction of those who view countering anti-access networks as a practical military problem best solved by analyzing tactics and orders of battle. Part of this crowd would acknowledge that it could be a part of an opponent’s grand strategy, but the discussion takes away the focus on what is truly important—such as military technological developments. On the more extreme edge, some would view discussions about grand strategy, the interrelationship of economic security (access to raw materials and markets) and defense posture, control of global commons, and so forth as so much “globaloney” that has little to do about hard-and-fast intelligence on whether an ASBM can sink a carrier or whether we really need to spend money developing a V/STOL variant of the F-35 (the F-35B).

Leaving aside the debate on whether intelligence is ever “hard and fast,” one can reply that concepts that do not have a strong analytical basis, including historical evidence of validity, tend to get pushed out of the way by the even more recent defense buzzwords (witness “effects-based operations”). Describing and analyzing anti-access strategies as elements of grand strategies provide the basis for understanding why a state would invest resources in an anti-access network in the first place. What are its core objectives? Why does it need a wall? Without looking at the concept from a broad perspective, it is easy to be trapped in the long-term situation ascribed to many American military campaigns: winning the war but losing the peace.

Authoritarian regimes naturally tend toward building both military walls and walls around civil society because survival of the regime itself is considered the primary security objective. Both walls are needed if there is the perception of threats both within and without. Walls provide a sense of security from outside interference, whether military intervention or the spread of discomforting ideas.

A second group that might push back consists of those who believe that true coordination between the elements of national power is unachievable in a democracy (and perhaps in the Byzantine jealousies of many autocracies). How can one have a grand strategy if the Defense Department wants to restrict the export of technologies that might be used in anti-access networks and the Commerce Department is pressing to support the companies that want to export it? There are those in the State Department who truly believe that diplomacy is always an alternative to war, rather than an activity that might contribute to either war or peace depending on circumstances. Then there is always the inertia on the part of political leaders—and sometimes bureaucrats—to delay making a decision in the hope that some other development (and there are always new developments) might render an immediate decision moot. American (or multinational) companies dependent on access to the low-wage Chinese work force or whose business consists of selling Chinese exports in the U.S. retail market do not want their (or any) government “demonizing” China,” thank you. In this cacophony, why bother worrying about the problem in terms of grand strategy? After all, isn’t America’s traditional grand strategy one of muddling through?

This book emphasizes anti-access warfare as a part of grand strategy in the belief that without applying the other elements of power—political, economic, diplomatic, and so-called soft power—you cannot effectively defeat robust military anti-access networks except at great cost. Access to regional bases is an obvious requirement that necessitates effective diplomacy, a feeling of shared political objectives, and perhaps economic incentives, but there are many other nonmilitary “phase 0” requirements. The Defense Department has only the kinetic part of the problem.

How many diplomats recognize the concept of anti-access? Who outside of DOD (and for that matter, how many purported strategists in DOD) have actually read the Joint Operational Access Concept? Who has the time when focused on the immediate problems of a specific department? Contemplating the answers to these questions naturally drives one into the “grand strategy is muddling through” camp. But that again confines anti-access warfare to being a military-only problem, which is where it presently resides.

Anti-Access Is Not Just a Military Problem

If anti-access is an element of grand strategy and grand strategy is defined as entailing all actions intended to preserve a state’s freedom of action in order to achieve its objectives, we can see that anti-access strategies are not just a military problem. “Whole-of-government approach” has become a cynical cliché. But—as stated—the deterrence phase of a counter–anti-access campaign requires the use of diplomatic and economic activities that are not under the control of the Department of Defense. The support of regional allies must be maintained in order to ensure the use of air bases, land force bases, and port facilities, access to prepositioned military equipment, and possibly combined operations with the allies’ armed forces. The political groundwork for such support requires diplomatic activities culminating in treaties, access agreements, and status-of-forces agreements. Following establishment of the legal basis of the relationship, periodic and routine diplomatic effort must be made to maintain the relationship through reassurance efforts such as high-level discussions and public diplomacy. Support must be demonstrated for related and unrelated political objectives of the allies, such as supporting votes at the United Nations or in the proceedings of other international forums. Much of this support must be for objectives in which the U.S. government may have no direct interests or possibly mildly contradictory ones.

Stable, mutually beneficial economic relationships must also be maintained with regional allies. Economic relations usually have the most direct effect on the peacetime well-being of the citizens of the allies and partners. Most-favored-nation status, free trade agreements, and other economic agreements or even concessions are typical methods of creating and maintaining a favorable economic relationship. Not only does this require cooperation in the U.S. government by the Treasury Department and the Commerce Department (and other entities) with State and Defense, it also requires a spirit of cooperation, support, or acquiescence within the private sector business community in arrangements that might cut into its global competitive advantage. There are strong public diplomacy and strategic communications components in this. As implied previously, there also may be constant tension within the U.S. government concerning the balance between domestic business interests and the economic activities that may be needed to keep the politico-military relationships in the region.

An example of positive intragovernment (and international) cooperation is the successful counterterrorism effort. This example works us away from the muddling-through camp.

Anti-Access Requires a Joint Solution—Not Jointness for Its Own Sake

Returning to the military component, there have been comments throughout this book concerning a growing ideology of jointness that appears to prize equality over effectiveness. This has been true in recent years concerning novel concepts (and buzzwords) such as “effects-based operations,” “irregular warfare,” and “stability operations.” And this has become particularly evident in interservice discussions of anti-access and AirSea Battle. The creation of the joint USN-USAF AirSea Battle Office has earned much praise from the Office of the Secretary of Defense but has generated some concerns on the part of the other services. Conferences have been held on how they can get their “share” of AirSea Battle, and many commentators have suggested that all services need to have equal representation on every such issue.4 In particular, U.S. Army planners have felt left out because AirSea Battle seems—logically—to have no call for large formations of heavy land forces or for counterinsurgency forces. As discussed, implying that a particular service would have a limited role in a major war-fighting concept is not viewed as particularly joint—which is why the subset (or perhaps redundant) term area denial is regularly tacked onto anti-access. It is hard to distinguish area denial from routine tactical objectives of land warfare. But tacking it on certainly gives the impression of service equality. No one is left on the bench.

The problem with the current ideology of jointness is that it drives planning to the lowest common denominator of strategy. Seamless joint operations are essential for combat, and the overall jointness movement that resulted in the Goldwater-Nichols Act of 1986 has led to the prioritization of service interoperability and has made a tremendous improvement in U.S. military effectiveness. It was needed. Yet it must be recognized that although all services may participate to some degree in counter–anti-access operations, the levels of contribution will not be equal. The resources required will not be equal. Thus the allocation of defense resources, as it affects preparations to conduct a counter–anti-access campaign, should not be equal. Levels of contribution will change based on the scenario.

Countering anti-access warfare is not about just fighting a naval and air war. It is about defeating an opponent whose strategy is to neutralize a superior force until time, attrition, and/or extrinsic events shake the superior force’s determination. The force must be tailored to the task based on the scenario. That means in some scenarios part of the joint force will not be used. In the East Asia scenario, it is hard to see how land forces can play a role unless the intent is to garrison Taiwan. In the event of Taiwan being conquered by the PLA, a recovery might be attempted, in which case robust amphibious assault/forcible-entry capabilities would be needed. Of course, if the conflict goes to that point, there would be many more effects and challenges. But the potential for a clash of heavy land forces in mainland China is currently not plausible.

In the Southwest Asia scenario, land forces and SOF would likely be required for capturing littoral areas that could threaten maritime operations and freedom of transit through the Strait of Hormuz. That is the traditional role of the U.S. Marine Corps, which has always been a light expeditionary force. Again, it is hard to envision a role for heavy land forces unless the goal is regime change and the garrisoning of Iran—which would make the Iraq intervention look easy in comparison.

In the Northeast Asia scenario, heavy land forces would be heavily engaged. But the anti-access discussed in that scenario is not about a conventional invasion of the South to gain territory, which has been effectively deterred through the stationing of U.S. forces alongside those of the Republic of Korea. Access to the North is needed to prevent the most frightening threat of a Götterdämmerung attack if the collapse of the regime is a prolonged, bloody affair. That is not what we consider a conventional scenario for the fighting of a land war.

The Central Eurasia scenario is another that would appear to primarily feature land combat. But how would ground forces get there? Where would they be based? The former Soviet Union had a very sophisticated sea-denial strategy to prevent NATO forces from penetrating its periphery. If the Russian government were convinced that U.S. forces would engage them directly on the ground, would it allow U.S. forces to enter the region? On the other hand, if it were convinced (or even suspected) that U.S. forces could penetrate its anti-access network, would it be enthusiastic about flexing its muscles on neighbors that might appeal to outside aid? In that case, wouldn’t there be a disincentive to apply military force?

The point is that in all the potential anti-access scenarios, equal application of the joint force is not what is required. In fact, much of the joint force cannot be applied if decisive operations have not already occurred in and from the maritime areas that lead to the region. The maritime domain (again, including the air and space above it) is the entryway in the anti-access vs. counter–anti-access campaign. This is a fact of global geographic characteristics, not some desire of addled navalists. To fight in the region, one has to enter the region. The enemy does not want to fight in the region. If joint forces are to be tailored for the counter–anti-access struggle (through acquisition programs, organization, tactics, and so forth), they must be tailored with that in mind. It must be acknowledged that, as concerns the United States defeating anti-access warfare, successful maritime operations are a prerequisite for joint operations—not an add-on, not yet another domain, not just one of a number of equal claims on resources.

Information and Intelligence Are Critical, but the Fog of War Is Unavoidable

Common to all scenarios is the need for information and intelligence in order to understand postures and possibilities. Anti-access forces that are deceived by the enemy as to its actions or intentions must have a depth of capabilities that allow them to recover. Nazi Germany did not, with its forces tied up in the east and its eyes in the west focused on the wrong beachhead—its preferred solution. This is also true of counter–anti-access forces. In the effort to force the Turkish Straits, Britain deceived itself as to Ottoman resilience. In contrast, Elizabethan England had good knowledge of Spanish intentions and capabilities, and could deploy its forces effectively—even achieving a preemptive attack that delayed Spanish naval movements into the region. Yet uncertainty could never be dispelled, which meant redundancy in force capabilities and the ability to adapt were always premiums.

Today’s world is awash in information because there are new technologies that can rapidly store, correlate, and disseminate it. Yet a good deal of that stored, correlated, and disseminated information is not necessarily true or is only approximately so. It was fashionable in the 1990s to suggest that emerging information systems promised to lift the fog of war, although that view has suffered in the wake of recent conflicts. In anti-access warfare, the goal of both the anti-access and counter–anti-access force is to create as much possible fog.

Counter–anti-access forces must operate under the assumption that they will face much fog. At the same time, they must try to prevent it through self-protection of sensors and information infrastructures. If ISR sensors can be protected, for example against ASATs and EMP, and computer attacks defeated, then deterrence is enhanced. To do this, hardened sensors and computer network defense must be a priority.

The cyber dimension is a vital operational domain for high-technology forces. Cyberattacks and cyber defense have not been discussed in any great detail in this book since there have been extensive discussions elsewhere. A logical conclusion from these discussions is that anything connected to an outside network is vulnerable. Even prioritizing defenses does not mean we can assume they will work in a counter–anti-access campaign. Unfortunately, this realization bumps up against cost and convenience. It is convenient to assume that information systems can be made secure, just as it is convenient to assume regional base access will always be available. Developers now market cryptologic software they claim is unbreakable. The Germans thought Enigma was unbreakable too.

Since there will always be vulnerabilities as information warfare evolves—hacking versus patching—an option could be the creation of a small, relatively low-tech/low-observable counter–anti-access force that can initially penetrate the outer rim of anti-access networks as the rest of the power-projection forces reboot. To create such a squadron/wing/group/division would require means of operating in the absence of GPS, broadband (or possibly any) communication, or other long-range connectivity. This is not the direction that the joint forces have been traveling, even if special operators have learned to ride horses.

A known ability to operate effectively in and through the fog of war could have a deterrent effect on anti-access states. Deterrence against aggressive actions by an anti-access state is logically most effective if the anti-access state can never assume that its wall is impermeable, even if it can get inside its opponent’s information loop.

Sensors over Shooters as the First Targets

The reverse side of acquiring information, protecting it, and being able to fight through the fog of war is destroying the enemy’s sources of information. It has been collective wisdom that in high-technology warfare, one should concentrate on striking the archer rather shooting down the arrows. Without an archer, arrows cannot be shot. For counter–anti-access warfare, it should be emphasized that the first targets are the eyes of the archer.

This is the reason why space and cyberspace are significant mediums for anti-access conflict. ASAT weapons have been emphasized in this book because they are the most direct means of destroying an enemy’s space sensors, particularly those that have been hardened against EMP. Other techniques, such as lasers, could also be used to blind or dazzle space sensors. Research and development of a variety of such systems is undoubtedly under way. At the same time, use of ASATs threatens the NTM, considered critical elements of the strategic nuclear deterrence equation. Deciding to strike space sensors would be a difficult decision against an anti-access foe with an extensive strategic nuclear arsenal—Russia in particular and perhaps the PRC soon.

Attacks on ground- and air-based sensors are also imperative, perhaps with less worry of nuclear escalation. In any event, striking the sensors of any anti-access network—be they in space or on earth—is logically the initial stroke of a counter–anti-access campaign once active hostilities begin. Attacking the shooters comes after destroying the sensors.

War of Attrition: Quantity and Redundancy Are Key Requirements

Self-protection and strikes on sensors would not be conducted solely in the initial stages but—like attacks on the shooters—throughout the conflict. It is important to emphasize that an anti-access vs. counter–anti-access struggle is likely to turn into a war of attrition as well as maneuver.

The words “attrition warfare” evoke horrendous images: trench warfare, Gen. Ulysses S. Grant at Vicksburg or Cold Harbor, or relative indifference toward the lives of troops or civilians. It has become a forbidden word in the defense dialogue. All joint planning assumes that maneuver is always superior to attrition. In fact, references to attrition cannot be found in most joint documents.

Yet attrition is part of war and a natural element of an anti-access struggle. It cannot be ignored. In recent wars, opponents have aimed at maximizing U.S. personnel casualties not to achieve particular tactical objectives, but to break American will to continue. More than anything, they wanted the Americans to leave. This is a method suitable to anti-access warfare where the objective is to neutralize the superior force until time, attrition, and/or extrinsic events shake its determination. In “local wars conducted under high-technology conditions,” attrition is not specifically aimed at personnel casualties, but at the destruction of weapon systems. Once the opponent is out of missiles and attack aircraft, it cannot engage at long range. If regional bases are destroyed, there is nowhere for shorter-range forces to marshal. If all or most ships are sunk, it is impossible to move heavy forces into the region. The anti-access state wants the war to terminate at that point. Its objective is to eject the superior power from the region, not conquer it. The calculation is that the expense and time of building new high-technology systems to continue the fight will convince the strategically superior counter–anti-access power to quit because the regional objective is not worth the cost. It is the Imperial Japanese gamble, which is appropriate because the Pacific War is the most intense model of an anti-access vs. counter–anti-access campaign. It also explains why preemption is such an attractive technique.

Viewed from this perspective, preparation for a counter–anti-access campaign cannot consist of building a small, very expensive inventory of precision weapons. The more precise a weapon, the more operationally effective it is. But it is the robustness, sustainability, and survivability of the overall force—with built-in redundancies, which can act as alternatives when specific capabilities are neutralized—that are the requirements for effective counter–anti-access. This is an unspoken and largely unrecognized assumption when the term cross-domain synergy is used. Precision weapons will be needed in building counter–anti-access force quality but must be balanced with quantity in order to achieve effective use of acquisition resources. Weapon systems must be able to conduct sustained attacks, not just precise attacks, in order to defeat a high-technology anti-access network.

This is an awareness that has not yet become a part of the AirSea Battle dialogue. And it is certainly not a part of the DOD’s acquisition trends. If we truly believe that anti-access warfare characterizes the wars we will face in the future, acquisition trends will need to be changed. Identifying a single point of light, an effective counter–anti-access force needs arsenal ships that epitomize Hughes’ maxim of “attack effectively first”—not lightly armed, nonsurvivable LCSs. Also, the systems needed do not—cannot—be “gold plated.” Instead, they need to be rugged and have built-in redundancy.

Preemption Is Always a Factor

As discussed previously, preemption is alluring. Anti-access states will always be tempted to preempt if they have the means to do so. Imperial Japan is of course the best example. The anti-access state does not want to allow the strategically superior power to have the time to assemble its forces and proceed in a methodical fashion. It certainly does not want residual opposing forces within the region. Protracted conflict can be a factor in breaking the strategically superior power’s will—but only if the anti-access state is winning. Allowing all the chess pieces on the board is not a likely avenue to victory.

Some might dismiss preemption as unlikely and illogical. The results could be escalation to a conflict focused on revenge and regime change. But cold logic does not always apply to war or its planning. And sometimes cold logic is strategically counterintuitive. As noted, Admiral Yamamoto studied at Harvard, had two tours as a naval attaché in Washington, traveled in the United States, and knew that Japan could not defeat the United States in a long war. He had faced assassination attempts by fanatical officers who considered him pro-American. Yet he still planned the Pearl Harbor attack. As a professional, he knew that it was the necessary foundation for the anti-access strategy that was Japan’s only hope for victory against the United States. It was the only move that could conceivably prevent the strategically superior power from reentering the region.

In the contemporary scenarios, preemptive strikes on regional bases—and perhaps even out-of-the-region ports of embarkation—represent cold operational logic. Preemption cannot be dismissed. It must be planned for if it is to be deterred.

Sea Basing of the Counter–Anti-Access Force

One possible solution to the vulnerability of regional land bases is sea basing. Sea basing is a concept that has been pushed by the U.S. Marine Corps, with modest U.S. Navy interest. In essence, sea basing refers to the capability of using the sea in the same way that U.S. forces use overseas regional land bases for deterrence, alliance support, cooperative security, and other forward operations.5 Sea basing is not necessarily about building large platforms at sea, although some have interpreted it that way. In the 1990s a Joint Mobile Operations Base—consisting of offshore oil well–type platforms attached together—was proposed. However, the sea base could also consist of dispersed platforms netted together by a common operational picture (common access to tactical information), which operating forces could combine as needed.

The first advantage of a sea base for the counter–anti-access force is that it allows the force to be stationed in the region without the issues of sovereignty and permissions required of base operations in other countries. The second advantage—perhaps more important—is that it can be constituted to move, making targeting more difficult for the enemy than a fixed land base. Unfortunately, the concept energizes a lot of debate over service roles and missions, and has been a potential joint program with little joint support. The Marine Corps has focused on incremental improvements such as the Mobile Landing Platform (MLP). In reality the MLP is a less expensive solution driven by the perennial Navy–Marine Corps debate on funding amphibious warships rather than surface combatants, the details of which we need not cover here. It is sufficient to say that the sea-basing concept deserves consideration in terms of its contribution to counter–anti-access operations, rather than simply as an enabler of amphibious operations—not currently a major Pentagon/joint priority.

A Caveat: Global Strikes from the United States May Not Be a Good Thing

Another possible alternative to a dependence on regional basing is the concept of Prompt Global Strike (PGS). In its essence, the PGS concept is that of putting conventional high explosives on a target anywhere on the globe within minutes. The idea originated in the war on al-Qaeda terrorists in Afghanistan. Intelligence was gained on Osama bin Laden’s location, but available strike assets would have taken too much time to arrive at the target. Long-range bombers would take hours to fly from the United States or the U.S. base on Diego Garcia in the Indian Ocean. Tomahawk cruise missile–equipped submarines and warships were on station, but the missile is subsonic.

The proposed solution is to put conventional warheads on intercontinental ballistic missiles. Submarines would be the most likely launch platforms, but proposals for weapons launched from the continental United States continues to be discussed as an option.6 There are concerns—particularly in think tanks and Congress—about the potential for such launches to be interpreted as nuclear attacks.7 Those legitimate concerns aside, conducting counter–anti-access strikes from the United States shifts the focus of the offensive components of anti-access networks from attacks on regional bases to strikes on the U.S. homeland—not a positive long-range development. Although the submarine option may prove—in arsenal ship style—a leading edge breaker of anti-access networks, the continental option could take away the sanctuary from conventional war that the U.S. population has long enjoyed.

Another method of prompt global strike could be the stationing of armed unmanned aerial vehicles—drones—in the skies over or near a region of crisis or area of interest. Its counterpart would be the stationing of armed unmanned underwater vehicles (UUVs) just off the coast. Drones and UUVs can maintain station (loiter in a designated operating area) for relatively long periods of time on relatively low amounts of fuel. Drones are subject to sovereignty restrictions, although they are stealthy enough to operate with impunity over poorly monitored areas in order to provide prompt strikes on command. UUVs would not necessarily face sovereignty restrictions (depending on where they were stationed) but might be too far away for a prompt strike on a transitory inland target. In any event, deployed drones might be a method of ensuring prompt strikes without shifting an opponent’s focus to CONUS. There would be plenty of targets to shoot at in the region. On the other hand, the drones or UUVs have to be controlled from somewhere, possibly CONUS. Applying the “shoot the archer” principle, it might be tempting for the anti-access force to strike at the controllers. The ultimate point is that the consequences of adopting a PGS option as the core of a counter–anti-access force must be carefully examined in terms of where it draws the enemy’s focus and whether that might not widen a regional war into a global one.

From Anti-Access to Regional War: The Anti-Access Effort Is Defeated—Now What?

Returning to a repeated complaint, America has frequently and vociferously been accused of winning the war but losing the peace. In the same vein, it may be possible to defeat an anti-access network but not thwart the anti-access state’s primary objective. As previously explained, defeating an anti-access strategy is largely an enabler, in the same way that establishing sea control is an enabler of operations on land. In the language of the JOAC, the goal is assured access. Yet it is often an interim goal. Once access is assured, decisive operations on land could still have to be conducted. The modern focus on countering anti-access comes from the realization that without such a capability, decisive operations on land cannot be conducted. Also, a substantial (and obvious) counter–anti-access capability can be an effective deterrent to aggressive primary objectives.

It is possible, however, that a successful counter–anti-access campaign can result in the termination of hostilities if: (1) the objective of the anti-access state has not been achieved by the time the anti-access network collapses, (2) penetration of the anti-access network convinces the anti-access state that it must reach an accommodation with the strategically superior power, or (3) penetration of the anti-access network provides an opportunity for internal forces opposed to the existing regime—those within the walls—to attempt its removal. All are indeed possibilities, and they are logical reactions, but they cannot be assumed. In many cases, defeat of the anti-access network would simply be the prerequisite for continued operations on the ground, though they would very likely be successful given the elimination of anti-access capabilities. Without a counter–anti-access campaign, a regional war cannot be fought. But it most likely has to be fought to be won.

Finale: Return to Ancient Wisdom

This book began with the claim that anti-access is an ancient concept. It has analyzed anti-access strategies in terms of fundamental factors that emphasize strategic superiority, geographic characteristics, maritime predominance, criticality of information, intelligence and deception, and the impact of extrinsic events on an anti-access/counter–anti-access conflict. It has suggested likely scenarios, likely opponents, likely campaign tactics, likely system types, and issues that need to be analyzed in order to develop practical recommendations for policy. It has argued for a grand strategic approach.

It has also argued that building such walls are natural activities for authoritarian states. The book has touched upon the idea that the anti-access concept has applicability to understanding walls built to surround civil society—stretching the concept to include cognitive anti-access. However, that discussion has been left underdeveloped and unfinished. If the concept is applied to civil walls, it naturally leads to the question of whether the most effective way to collapse a military anti-access network is from within the anti-access state itself.

Demonizing or not, it has pointed to the People’s Liberation Army as developing the most formidable anti-access network, even if it does not use the term. The discussion concerning breaking the great walls might seem provocative, but it is appropriate.

With that in mind, we end with a last bit of ancient wisdom from the legendary, anonymously authored Thirty-Six Stratagems. Compilations and translations may differ, yet they all start with the same stratagem: Cross the sea without heaven’s knowledge. In other words, blind the enemy’s sensors and means of intelligence while moving naval and joint forces into the region. As a first step in breaking the walls of anti-access in a world of sensors and information, there is no better advice—and of all places, from China.
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